INTERNATIONAL ISO/IEC
STANDARD 19784-1

Second edition
2018-04

Information technology — Biometric
application programming interface —

Part 1:

BioAPI specification
Technologies de l'informgtion — Interface de programmadtion
d'applications biométriques —

Partie 1: Spécifications BioAPI

Reference number
ISO/IEC 19784-1:2018(E)

© ISO/IEC 2018


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

Contents

ISO/IEC 19784-1:2018(E)

Page

0 Sk 740 o OO viii
0 U 00 X0 1D ot 0 ) OO ix
1 S0P ... 1
2 NOIMALIVE FEECT@INCES ...........ooooooooeoeeeeeeeeeeeeeeeeeeeeeeeeeeesees et 2
3 LS IR Yo 0 L2 00 ) o 2
4 Symbols and abbreviated terms... .8
5 L0007 5 103 0 4 T ) 4 Lo -0 @ ES 8
6 The BIOAPI archit@CtUIE................ooooooooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeseeeseeses s ssisssssesseeeess s S

6.1 The full BioAPI API/SPI Architectural Model...........cic ot e

6.2 The framework-free BioAPI Architectural Model

6.3 The BioAPI BSP Architectural Model...........

6.4 The component registry........ie,

6.5 BSP and BFP Installation and De-installation....

6.6 BSP Load and BioAPI Unit Attachment...................

6.7  Controlling BIOAPT UNItS. ...\ s

6.8 BIR Structure and Handling ... i s

6.8.1 BIR Structure
6.8.2  BIR Data Handling

7 BIOAPI £yPeS QNd MACTOS ......o.occoieiieieeiemneseeveseeee e e 17

7.1 531072 33 . SO N 17

7.2 BioAPI_ACBio_PARAMETERS (BiOARKZ:2) ...t e 17

7.3 BioAPI_ASN1_BIR (BioAPI 2.2)

7.4 BioAPI_ASN1_ENCODED (BIOAPINZ.2) ..o

7.5 BioAPI_BFP_LIST_ELEMENTEN oot eesessesessseeesees e

7.6 BioAPI_BFP_SCHEMA ...\ 0. ...

7.7 BIOAPI_BIR......oooooioooeoeoo oot

7.8 BioAPI_BIR_ARRAY_POPULATION......cccccc.

7.9 BioAPI_BIR_BIOMETRIC_DATA_FORMAT

7.10 BioAPI_BIR_BIOMETRIC_PRODUCT_ID..................

7.11  BioAPI_BIR_BIOMETRIC_TYPE (BiOAPI 2.0) ..o oo, 20

7.12  BioAPI_BIRABIOMETRIC_TYPE (BIOAPI 2.1) oo e, 21

7.13  BioAPEBIR_DATA_TYPE...eeeeseeeeesecoe

7.14 BioAPI-BIR_HANDLE ...

7.15 BioAPI_BIR_HEADER.....

7.16 (BioAPI_BIR_PURPOSE

7.17—~BioAPI_BIR_SECURITY_BLOCK_FORMAT

7,18  BioAPI_BIR_SUBTYPE (BiOAPT 2.0) ...

7719  BioAPI_BIR_SUBTYPE (BiOAPI 2.1) .o

7.20 BioAPI_BIR_SUBTYPE_MASK (BioAPI 2.1)

A% I £ 31 Y-\ 23 0 210 1

7.22  BioAPI_BSP_SCHEMA (BioAPI 2.0)

7.23  BioAPI_BSP_SCHEMA (BioAPI 2.1)

7.24  BioAPI_CANDIDATE ..o

7.25 BioAPI_CATEGORY

7.26 BioAPI_DATA....

7.27 BioAPIDATE...

7.28  BIOAPI DB _ACCESS _TYPE ... oot

7.29  BioAPI_DB_MARKER_HANDLE ... eeeeeesee e essoesoesese e essesooenesseeee s

7.30 BioAPI_LDB_HANDLE........ieeeeescceeeesee

7.31 BioAPI_DBBIR_ID

7.32  BIOAPIDTG ..o

7.33 BioAPI_LENCRYPTION_ALG (BioAPI 2.2)

© I1SO/IEC 2018 - All rights reserved iii


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

7.34 BioAPI_ENCRYPTION_INFO (BioAPI 2.2)......
7.35 BioAPI_ERROR_INFO (BioAPI 2.1)....cccccccc....
7.36  BioAPLLEVENT ..o
A A 3 1Y 2N o B DY 0 A\ U L 2 N
AT S TN 23 10V N o (0 A7) a1 5 =1 0 o | =) ol
7.39 BioAPI_FMR
7.40 BioAPI_FRAMEWORK _SCHEMA ..o eesesssesssssessessesssssssessssssssssssssssssssssssssssssssssssssssssessnns
7.41  BioAPI_GUI_BITMAP (BIOAPI 2.0) oo
7.42  BioAPI_GUI_BITMAP (BioAPI 2.1) .o,
7.43 BioAPI_GUI_BITMAP_ARRAY (BioAPI 2.1)
7.44  BioAPI_GUI_ENROLL_TYPE (BIOAPI 2.0 oo
7.45 [ BioAPT_GUI_EVENT_SUBSCRIPTION (BloAPT Z. T ) e e 39
7.46 | BioAPI_GUI_MESSAGE (BioAPI 2.0)
7.47 | BioAPI_GUI_MOMENT (BioAPI 2.1)
7.48 | BioAPI_GUI_OPERATION (BiOAPT 2.1) oo B 41
7.49 | BioAPI_GUI_PROGRESS (BioAPI 2.0)
7.50 | BioAPI_GUI_PROGRESS (BioAPI 2.1)
7.51 | BioAPI_GUI_RESPONSE (BioAPI 2.0)
7.52 | BioAPI_GUI_RESPONSE (BioAPI 2.1)
7.53 | BioAPI_GUI_STATE (BioAPI 2.0)...ccccocccis
7.54 | BioAPI_GUI_STATE_CALLBACK (BiOAPI 2.0) ..o e Sereveesveessssssssssesssssssssssssssesssssee oo 44
7.55 | BioAPI_GUI_STREAMING_CALLBACK (BiOAPI 2.0) ..cccoes o o 45
7.56 | BioAPI_GUI_SUBOPERATION (BioAPI 2.1) ..o
7.57 | BioAPI_HANDLE ...
7.58 | BioAPI_HASH_ALG (BioAPI 2.2) ..o
7.59 | BioAPI_IDENTIFY_POPULATION......
7.60 | BioAPI_IDENTIFY_POPULATION_TYPE....
7.61 | BiOAPI_LINDICATORL_STATUS ..o eeeeeeeeeeseseeeesesssssesesssessssssssssssssssssssssssssssssssssssssssss
7.62 | BIOAPIINPUT _BIR ...
7.63 | BioAPI_LINPUT_BIR_FORM
7.64 | BioAPI_INSTALL_ACTION
7.65 | BiOAPI_INSTALL_ERROR ....oooo oo oo ssesesssssseeess s sssssssssesseesess st sssssssssssessseees s
7.66 | BioAPI_KEY_INFO (BioAPI 2:2)).....cccone
7.67 | BioAPI_KEY_TRANSPORT {BioAPI 2.2)
7.68 | BioAPI_MAC_ALG (BioAPI2.2) .
7.69 | BioAPI_MAC_INFO (BieAPI 2.2) ......cccccc.....
7.70 | BioAPI_OPERATIONS MASK ...
7. 71 | BiOAPI_OPTIONSYMASK ... sssessesessssssessssssssssssssssssssssssssssssssssssssssssssssssssssss
7.72 | BiOAPI_POWERLIMODE.....ooooooieceeeeeeeeeseeseeeeooeeeseeeeeese st sesssssssssssseesss st ssssssssssssessees st sssssssssssesseesess
7.73 | BioAPI_QUALITY
7.74 | BiOAPLRETURN ..o
7.75 | BioARILSECURITY_OPTIONS_MASK (BioAPI 2.2)...
7.76 | BioAPI_SECURITY_PROFILE (BioAPI 2.2)......cccccccn...
7.77 | BioAPI_DIGITAL_SIGNATURE_ALG (BioAPI 2.2)..
778 " BteAPF- ST RING Y/ ke
A T 3 10 YN o (N 0\ 0
7.80 BioAPI_UNIT_ID
7.81  BiOAPI_UNIT_LIST_ELEMENT ..o sesesesessessessssessessssssssssssssssssssssssssssssssssesssssssns
7.82  BIOAPILUNIT_SCHEMA .....oooooooooooeeeeeee e oeeosseese e ssessssesss s
7.83 BioAPI_UNIT_SCHEMA (BioAPI 2.2)
7.84  BiOAPI_UUID ...
RS TSI 23 1 YN 20 B4 00 3 (0 )
728 S 1S T €10 0 2277 0| O
7.86.1 BioAPI_GUI_SELECT_EVENT_HANDLER (BioAPI 2.1)
7.86.2 BioAPI_GUI_STATE_EVENT_HANDLER (BioAPI 2.1) ..o
7.86.3 BioAPI_GUI_PROGRESS_EVENT_HANDLER (BioAPI 2.1) oo, 63
BioAPI functions ...,
8.1 Component Management Functions

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

8.1.1 BioAPLInit......c......
8.1.2 BioAPI_Terminate
8.1.3  BioAPI_GetFrameworkInfo
8.1.4 BIOAPI _ENUIMBSPS ..o
8.1.5  BIOAPI_BSPLOAM ...
8.1.6  BioAPI_BSPUnload .
8.1.7  BioAPI_BSPAttach
8.1.8  BioAPI_BSPAttachSecure (BIOAPI 2.2) ... 71
8.1.9  BioAPI_BSPDetach.......i
8.1.10 BioAPI_QueryUnits
8.1.11 BiOAPIENUIMBEPS.....ooooooooooesecesessssssssssssssssssssssssssssssssss sttt
o.1.1Z2  B1oAPI_QuerybFPs
8.1.13 BioAPI_ControlUnit
8.1.14 BioAPI_Control (BIOAPI 2.1) .oy e
8.1.15 BioAPI_Transform (BioAPI 2.1) . Bt
8.1.16 BioAPI_LinkToEndpoint (BioAPI 2.1)..........
8.1.17 BioAPI_UnlinkFromEndpoint (BioAPI 2.1)....
8.1.18 BioAPI_EnumFrameworks (BioAPI 2.1).........
8.2 Data Handle Operations..........cos
8.2.1 BioAPI_FreeBIRHandle.........cccoccc.
8.2.2 BioAPI_GetBIRFromHaNdle ... e e
8.2.3  BioAPI_GetHeaderFromHandle............. G,
8.3 Callback and Event Operations ...
8.3.1 BioAPI_EnableEvents..........cccccccp
8.3.2  BioAPI_SetGUICallbacks (BioAPL2.0).................
8.3.3  BioAPI_NotifyGUIProgressEverif (BioAPI 2.1).
8.3.4  BioAPI_NotifyGUISelectEvent{BioAPI 2.1) .......
8.3.5  BioAPI_NotifyGUIState EVERt{BIiOAPI 2.1) ..o
8.3.6  BioAPI_QueryGUIEventSubscriptions (BioAPI 2.1) ... o, 88
8.3.7  BioAPI_RedirectGUIEvents (BioAPI 2.1)
8.3.8  BioAPI_Subscribe ToGUIEvents (BiOAPI 2.1) ...
8.3.9  BioAPI_UnredirectGUIEvents (BIOAPI 2.1) ..,
8.3.10 BioAPI_UnsubscribeFromGUIEvents (BioAPI 2.1)......
8.3.11 BioAPI_EnableEventNotifications (BioAPI 2.1) ...........
8.4 Biometric OPerations ...
8.4.1 BioAPI-Capture
8.4.2  BidAPI CreateTemplate ...,
8.4.3 £33 6 YN o (00 30 4 Yol ST
8.4.4 (_)BioAPI_ProcessWithAuxBIR (BioAPI2.0 and BioAPI2.1)
8.4,5" BioAPI_ProcessUsingAuxBIRs (BiOAPI 2.2) ...
846  BiOAPI_VerifyMatCh. ...
8.4.7  BioAPI_VerifyMatchUsingAuxBIRs (BioAPI 2.2) ..o,
8.4.8  BioAPI_IdentifyMatCh . ...
8.4.9  BioAPI_Decide (BIOAPI 2.2) ..ot
0 410 D ADI T LR ADIL D D)
O.7T.1U D1l 1_1ustc lilUnl I L.LJ ...................................................................................................................................
8.4 11 BIOAPILENTOIL..oooooooooooeeeeeseesssssssssssssssssssssssssss e
8.4.12 BioAPI_Verify
8.4.13 BioAPI Identify
8.4.14  BIOAPI_IMPOTT ..okt
8.4.15 BioAPI_Export (BioAPI 2.2)................ .
8.4.16 BioAPI_PresetldentifyPopulation
8.5 Databas@ OPEIatiONS ...
8.5.1 BioAPI_DbOpen
8.5.2 BioAPI_DbClose
LTSRS T £ U0 YN o (D] 1 05 /=T U<
8.5.:4  BIOAPI_DDDEIETE ....ooo et
8.5.5 BioAPI_DbSetMarker..........ccn.
8.5.6  BioAPI_DbFreeMarker

© ISO/IEC 2018 - All rights reserved v


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

8.5.7  BioAPI_DbStoreBIR.......cccooccceee
8.5.8  BioAPI_DbGetBIR ...
8.5.9  BioAPI_DbGetNextBIR
8.5.10 BiOAPI_ DDDEIELEBIR.......oooooooooooeooeeeeeeseeeeeeeeeee e eeseeeeeeeeeee
8.6 BIOAPT UNIT OP@IATIOTLS ..oooocviiiieiiieieiiec et
8.6.1 BioAPI_SetPowerMode
8.6.2  BioAPI_SetIndicatorStatus
8.6.3  BiOAPI_GetINAiCatOrSTaATUS ..o 130
8.6.4  BioAPI_CalibrateSensor
8.7  Utility FUnctions ...
8.7.1 |53 T0Y AN b B 082V s Uol<Y NN
o./.4 |55 T0Y AN < N S ==
9 BioAPI Service Provider INEerface. ... K .
9.1 SUIMIMATTY e
9.2 Type Definitions for Biometric Service Providers...
9.2.1 BioSPI_EventHandler ...
9.2.2  BioSPI_BFP_ENUMERATION_HANDLER...
9.2.3  BioSPI_MEMORY_FREE_HANDLER ..o |
9.2.4  BioSPI_GUI_PROGRESS_EVENT_HANDLER (BioAPI 2. 1) (.0 ..135
9.2.5  BioSPI_GUI_SELECT_EVENT_HANDLER (BioAPI 2.1) 84 e ..136
9.2.6  BioSPI_GUI_STATE_EVENT_HANDLER (BioAPI 2.1]
9.3 Biometric Service Provider OPerations ... S
9.3.1  SPI Component Management OPerations ... oo
9.3.2  SPI Data Handle Operations..........ccooccu..
9.3.3  SPI Callback and Event Operations.
9.3.4  SPI Biometric OPerations ...t S
9.3.5  SPI Database OPerations ...t i
9.3.6  SPI BioAPI Unit operations
9.3.7  SPIULHILY FUNCHONS ..o 5 et
10 Component registry interface
10.1 [ BioAPI Registry Schema..............ad\¥ e
10.1.1 Framework Schema
10.1.2 BSP Schema.......be e
T10.1.3  BEP SCROMIA s s et
10.2 | Component re@iStry fUICTIONS ...
10.2.1 BioAPI_Util_InstallBSP
10.2.2 BioAPI Util_InstallBFP
10.2.3 BioAPIyRegisterBSP (BIOAPT 2.1) oo
10.2.4 BioAPI_UnregisterBSP (BioAPI 2.1)...
10.2.5_<i0API_RegisterBFP (BioAPI 2.1) ...........
10.2.6\BioAPI_UnregisterBFP (BiOAPI 2.1) ...
1027 BioAPI_GetLastErrorInfo (BIOAPIT 2.1) e
11 BiOAPLREITOT haNAIN.............oooioo et .
11.1  Error Values and Error Codes Scheme.........
11.2  Error Codes and Error Value Enumeration..
11.2.1 BioAPI Error Value Constants.................
11.2.2 Implementation-Specific Error Codes.....
11.2.3 General Error Codes........ccoccss
11.2.4 Component Management Error COAES . ...
11.2.5 Database ErTOr VAIUES. ...t sseeessssesssesssssssssssesssosesssesessoessseeee e
11.2.6 Location Error Values
11.2.7  QUANLY EXTOT COUES oot
11.2.8 Security Error Codes (BIOAPT 2.2) ...
Annex A (Normative) CONMFOTTIIATIICE ...............cooiiiiee e
Annex B (normative) CBEFF Patron Format Specification: BioAPI patron format..............cc.cccccc..... 185

vi

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

Annex C (informative) Specification overview

Annex D (informative) Calling sequence examples and sample code..................cnn 214
Annex E (normative) ASN.1 specification of BioAPI_BIR (BiOAPI2.2) ... 232
BIDIEOZTAPIY ...t 234

© ISO/IEC 2018 - All rights reserved vii


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19

784-1:2018(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document provides a high-level generic biometric authentication model suited to most forms of
biometric technology. An architectural model is described which enables components of a biometric
system to be provided by different vendors, and to interwork through fully-defined Application
Programming Interfaces (APIs).

A key feature of the architecture is the BioAPI Framework, which supports calls by one or more
application components (provided by different vendors, and potentially running concurrently) using
the BIOAPI API spec1f1cat10n The BioAPI Framework prov1des thls support by invoking (through a
ts (provided
loaded and

forming BSP

BSPs are in
haviour that
application.

e both BSPs and Graphical User Interfaces to be remote from-the system containing ar

NOTH1 ISO/IEC 24708 BioAPI Interworking Protocol (BIP)[6] is an €xample of an interworking dtandard.
At th
matc

BSP d

e Jowest level there is hardware or software that performs biometric functions such as capture,
hing, or archiving. These parts of the architecturé.are called BioAPI Units, and can befintegral to a
r can be supplied as part of a separate BioAPI Function Provider (BFP) component.

Inter
data
Inter

hctions (through the BioAPI Framework) can‘occur between BSPs from different vend
structures used to record information™from the BioAPI Units they access confo
hational Standards, and in particular to ISO/IEC 19794[5].

prs provided
frm to other

The f] ts biometric

servi

inal component of the BioAPI architecture is the recognition that a BSP can provide
Ces either:

a) B

b) H
(

NOTE
biome

y the use of BioAPI Units-that are integral to (that is, directly managed by) the BSP, of

y invoking, through, the BioAPI Function Provider Interface (FPI), one or more BFP
provided by differént vendors) that manage BioAPI Units that are integral to the BFP.

components

2 A BioAPI Unit may consist of software only, or a combination of software and harflware (e.g., a

tric sensor, drehive, or algorithm).

For e
that

ach type-of BioAPI Unit supported by a BSP (or BFP) there may be one or more Bid
ype which can be dynamically inserted and removed from the system. Insertion

gene

atesevents that can be signalled (through the BSP and the BioAPI Framework) to an

API Units of
hnd removal
hpplication.

The BioAPI specification covers the basic biometric functions of Enrollment, Verification, and
Identification (see Annex C), and includes a database interface to allow an application to manage the
storage of biometric records through an archive BioAPI Unit managed by a BSP or BFP. This provides
for optimum performance (e.g., when performing the biometric Identification function within a large
population) of the archiving and biometric search processes.

The interface to the application provides primitives that allow it to manage the capture of biometric
samples from a biometric sensor by accessing the corresponding BioAPI Unit, and the use of those
biometric samples for Enrollment (storage in an application-controlled or BSP-controlled BIR database),
and subsequent Verification or Identification against those stored records.

This document also specifies the content of a biometric component registry (information about the
biometric components that have been installed on the biometric system). It also provides a component
registry interface for the management and inspection of that registry.

© ISO/IEC 2018 - All rights reserved ix
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This documnet uses the C programming language (see ISO/IEC 9899) to specify the data structures and

function call

s that form the BioAPI interfaces.

Clause 6 describes the BioAPI architectural model and its components, and the interfaces that are
specified between these components.

Clause 7 defines the data structures used in the BioAPI.

Clause 8 defines the function calls initiated by an application and supported by a conforming BioAPI
Framework that are either handled internally by the BioAPI Framework (for example enumeration of
installed BioAPI components) or mapped to a function provided by a BSP.

Clause 9 d¢
Framework

Clause 10 sp
Clause 11 de

Annex A is 1
used by the
functions an|

NOTE3 A

Annex B isn
Format in ag
in this part

such arecor

Annex C is

specification.

Annex D is
implementat

Annex E pro

This revisio
ISO/IEC 197
the defects
ISO/IEC 197
2.2 from ISO

fines the function calls supported by a conforming BSP (and invoked by the-B
n response to a call from a biometric application).

pcifies the form of the biometric component registry and the component registry inte
fines the handling of events and error returns.

ormative, and specifies details of conformance requirements and preformas that c
vendor of a BioAPI Biometric Application, Framework, or BSP component to identify
d biometric record formats that shall be supported.

geparate IS, ISO/IEC 24709, addresses conformance testing for this-BioAPI specification[2].

ormative, and specifies the BioAPI Biometric Information Record (BIR) as a CBEFF P
cordance with ISO/IEC 19785-1. It provides a description of the biometric record spe
bf [SO/IEC 19784, together with the (platform-independent) bit-pattern representat
1 for storage and transfer.

informative, and provides a general tutorial on a number of aspects of the B

informative, and provides examplé&scode to illustrate calling sequences and to pr
ion guidance.

yides an ASN.1 specificationof the BioAPI Biometric Information Record (BIR).

n is a merged document.of ISO/IEC 19784-1: 2006, ISO/IEC 19784-1: 2006/Amd 1:

B4-1: 2006/Amd 2:2009, and ISO/IEC 19784-1: 2006/Amd 3 2010. But in this docu
in ISO/IEC 19784~1" 2006/Amd 3 are corrected. BioAPI 2.0 means specification

B4-1: 2006/Amd 272009, BioAPI 2.1 from ISO/IEC 19784-1: 2006/Amd 1: 2007, and B
IEC 19784:1::2006/Amd 3 2010.

ioAPI

rface.

an be
those

atron
rified
on of

il0API]

ovide

2007,
ment,
from
ioAPI
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Information technology — Biometric application
programming interface —

Part 1:
BioAPI specification

1 3

This

(SPI)
syste
throy

For u
syste
platfi

NOTH
framd

The

appli
netw

This

biom
loade
other
comp

NOTE
Provi
for th

NOTE
multi

This
syste
hardy

cope

document defines the Application Programming Interface (API) and Serviee .Provic
for standard interfaces within a biometric system that support the prowision of th
m using components from multiple vendors. It provides interworking/between such
gh adherence to this and to other International Standards.

se in a system that does not include a BioAPI Framework (called a framework
m), only the SPI interface is applicable, with applicationsniniterfacing directly
rm-specific manner.

1 Many clauses and/or sub-clauses of this document-are not applicable for implem
work-free BioAPI system. These are identified at the head of the clause of sub-clause.

BioAPI specification is applicable to a broad <rarige of biometric technology type
cable to a wide variety of biometrically enabled applications, from personal devi
prk security applications, to large complex identification systems.

locument supports an architecture in which a BioAPI Framework supports multiple s
btric applications (provided by different vendors), using multiple dynamically i
d (or unloaded) Biometric Servige Provider (BSP) components and BioAPI Units
different vendors), possibly using one of an alternative set of BioAPI Function Pr
onents (provided by other vendors) or by direct management of BioAPI Units.

2 Where BioAPI Units are provided by a different vendor fom a BSP, a standardised Bi
Her Interface (FPI) may be needed. This is outside the scope of this document, but is specified
b different categorie$ef FPI.

3 Where a BioAPI Framework is not used in a system, the ability to support multiple apj
ble BSPs is platform-dependent and depends on the nature of the system-integration techniqy

document/is not required (and should normally not be referenced) when a comple
m is/being procured from a single vendor, particularly if the addition or interchange
vare, services, or applications is not a feature of that biometric system. (Such

som

ler Interface
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this document.

the scope of

This document does not define security requirements for biometric applications and biometric service
providers.

NOTE 4 SO 19092 provides guidelines on security aspects of biometric systemsl[3].

The performance of biometric systems (particularly in relation to searches of a large population to
provide the biometric identification capability) is not in the scope of this document. Trade-offs between
interoperability and performance are not in the scope of this document.

This document specifies a version of the BioAPI specification that is defined to have a version number
described as Major 2, Minor 0, or version 2.0. It also specifies a version number described as Major 2,
Minor 1, or version 2.1 that provides an enhanced Graphical User Interface. It also specifies a version
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number described as Major 2, Minor 2, or version 2.2 that provides features supporting fusion and
security. Some clauses and sub-clauses apply only to one of these versions, some to two or more. This is

identified at the head of the relevant clauses and sub-clauses.
NOTES5  Earlier versions of the BioAPI specification were not International Standards.
NOTE 6 The differences between the requirements of the 2.0 specification and the 2.1 specification for

framework-free operation relate only to the biometric type values and encodings.

Conformance requirements are specified in Clause 5.

2 Norm

The followin
constitutes
undated refég

ISO/IEC 106

ISO/IEC 197
Data elemen

ISO/IEC 197
Part 4: Secur

3 Terms
For the purp
ISO and IEC

IEC Elec

tivereferences

g documents are referred to in the text in such a way that some or all of their content

requirements of this document. For dated references, only the edition cited applie
rences, the latest edition of the referenced document (including any amendments) ap

16:2017, Information technology — Universal Coded Character Set (UCS)

B5-1, Information technology — Common Biometric Exchange Formats Framework — B
E specification

B5-4:2010, Information technology — Common Biometric Exchange Formats Framewq
ity block format specifications

and definitions
oses of this document, the following terms and'definitions apply.

maintain terminological databases for yse-in standardization at the following address

tropedia: available at http://www.eléctropedia.org/

document.

NOTE2 Mz
BioAPI systen

4.1

ACBio insta
report gener
of the result

ISO Onli[:
NOTE1 F

e browsing platform: available at https://www.iso.org/obp

ction names and data elemefbhames are not included here, but are defined within the body

ny of these terms and\definitions are not relevant for the use of this document for frameworj
1S.

nce

5. For
plies.

art 1:

rk —

es:

bf this

k-free

ated byabiometric processing unit (BPU) compliant to ISO/IEC 24761 to show the vallidity

of orte;or more subprocesses executed in the BPU

[SOURCE: IS

DAEC 24761]

4.2
adaptation

template adaptation
use of a BIR produced from a newly captured and verified biometric sample to automatically update or
refresh a reference template

Note 1 to entry: This procedure is used to minimize the effects of template aging.

4.3

attach session
temporary association between an application, a single BSP, and a set of BioAPI Units that are managed
either directly or indirectly by that BSP
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4.4

authentication context for biometrics

ACBio

international standard that specifies the form and encoding of ACBio instances

[SOURCE: ISO/IEC 24761]

4.5

BioAPI component

component of the BioAPI architecture with a defined interface that can be supplied by a separate vendor
and which is subject to conformance testing

Note ] to entry: BioAPI components include BioAPI applications, the BioAPI Framework, BSPs, and [BFPs.

4.6
BioAPI Function Provider
BFP
complonent that manages one or more BioAPI Units of a specific category

Note |1 to entry: Interfaces to BioAPI Function Providers are standardized in subsequent|parts of the
ISO/IEC 19784 series.

Note 2 to entry: BFPs are categorized according to the categories of BigAPI Units that they manage|(see 6.3.4).

4.7
BioAPI Unit
abstrpction of a hardware or software resource that isdirectly managed by a BSP or BFP

Note 1 to entry: Notel to entry: BioAPI Units are categorized (see 6.3.2) and include sensor units, prchive units,
matcljing algorithm units and processing algorithm units.

4.8
biographic data (BioAPI 2.2)
non-hiometric data that potentially affécts a biometric operation

49
biographic BIR (BioAPI 2.2)
non-lhiometric BIR that potentially affects a biometric operation

4.10
biomletric
pertdining to the fieldof biometrics

4.11
Biometric Data Block
BDB
blocK of data with a defined format that contains one or more biometric samples or biometric templates

Note 1 to entry: Notel to entry: ISO/IEC 19784 does not support BDB formats that are not an integral multiple of
eight bits.

Note 2 to entry: There is no requirement that a BDB format be self-delimiting.

Note 3 to entry: Each part of the ISO/IEC 19794 series standardises one or more BDB formats. Vendor specific
formats can also be specified and identified.

Note 4 to entry: Within BioAPI, the BDB is “opaque” to the application and is therefore sometimes referred to as
an opaque biometric data block.
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4.12

Biometric Information Record

BIR

data structure containing one or more BDBs, together with information identifying the BDB formats,
and possibly further information such as whether a BDB is signed or encrypted

Note 1 to entry: See ISO/IEC 19785-1.

Note 2 to entry: This document defines a BIR format (see 7.7) that supports only a single BDB. ISO/IEC 19785-1
defines a more general BIR format that supports multiple BDBs within the BIR, and the above definition is used
in common by the two International Standards. When the term BIR is used in this document, it normally refers
to the specific BIR format defined by BioAPI (see Annex B), not to an arbitrary BIR. The term BioAPI BIR is used
where claritylis needed.

BIR whose BDB(s) contains one or more biometric templates

4.12.2
sample BIR
BIR whose BDB(s) contains only biometric samples that are not templates

413
biometric processing unit
BPU
entity that ekecutes one or more subprocesses that perform a biometric verification at a uniform| level
of security

Note 1 to entyly: See ISO/IEC 24761.
Note 2 to entily: A sensor, a smart card, and a comparison device are examples of BPUs.

4.14
biometric sample
information jobtained from a biometric senser, either directly or after further processing

Note 1 to entify: See also raw biometric sample, intermediate biometric sample, and processed biometric sgmple.

4.14.1
biometric t¢mplate
biometric sample or combindtipn of biometric samples that is suitable for storage as a referenge for
future comphprison

4.14.2
intermediafe biometric sample
biometric sample-abtained by processing a raw biometric sample, intended for further processing

4.14.3
processed biometric sample
biometric sample suitable for comparison

4.14.4
raw biometric sample
biometric sample obtained directly from a biometric sensor

Note 1 to entry: The formats for raw biometric samples are not currently standardised, and depend on the nature
of the biometric device and the vendor of that device. They may in the future be standardised as part of the
standardisation of specific biometric devices.

4.14.5
reference template
biometric template that has been stored
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biometric sensor
biometric hardware used to capture raw biometric samples from a subject

Note 1 to entry: The term ‘biometric device’ is used interchangeably with this term.

4.16

Biometric Service Provider

BSP

-1:2018(E)

component that provides biometric services to an application through a defined interface by managing

one o

r more BioAPI Units directly, or through interfaces to BioAPI Function Providers

4.17

biomletrics

autor

4.18
BPU
integ
utiliz

Note

4.19

hated recognition of individuals based on their behavioural and biological chafacteris

O Index
b1 assigned to each biometric data stream between BPUs by the subject, such as soft

| to entry: See ISO/IEC 24761.

callb

ck

mechianism by which a component that exposes an API ingokes a function within a compon
that API, where the address of that function has been previously passed as an input parame
functfion call

Note

to entry: This mechanism enables a BioAPI component to communicate with another BioA

otherfthan by invoking an API function, usually ing€sponse to an event or interrupt.

4.20

component registry
information maintained by the BioAPT) Framework concerning the BioAPI components that

ona

4.21
decis
BIR W

4.22

encr
encr
(reve
infor

iometric system

ion BIR (BioAPI 2.2)
'hich contains degision in the BDB

ypt

yption

'sible)-transformation of data by a cryptographic algorithm to produce ciphertext,
mation content (protect the confidentiality) of the data

tics

ware, which

es the function of the BPU so that the validator can reconstruct the data flow among BPUs

ent that uses
ter of an API

P] component

hre available

i.e. hide the

Note 1

[To entry: Encryption algorithms CONSISt OI tWO ProCesses: encryption (or encipherment) which transforms

plaintext into ciphertext, and decryption (or decipherment) which transforms ciphertext to plaintext.

Note 2 to entry: Encryption may be used for either security or privacy reasons.

4.23

enrollment
process of collecting one or more biometric samples from an individual, and the subsequent construction
of a biometric reference template which can then be used to verify or determine the individual’s identity

Note 1 to entry: The reference template would normally be stored by a biometric application, a BSP supporting
an archive BioAPI Unit, or both.

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19

4.24

784-1:2018(E)

False Match Rate

FMR

measure of the probability that a biometric matching process will incorrectly identify an individual or
will fail to reject an impostor

Note 1 to entry: Within BioAPI, FMR is used as a means of specifying scores and thresholds (see C.4).

Note 2 to entry: Historically, False Acceptance Rate (FAR) has also been used with a similar definition, but FMR
is the preferred term in International Standards. Similarly for False Rejection Rate (FRR), as opposed to the
preferred False Non-Match Rate (FNMR).

4.25
handle
parameter 1
subsequent f

Note 1 to entr

BIR_Harn

BSP Att3

4.26
identify

eturned by a BioAPI function (A say) that can be used by the BioAPI application]
unction call to identify a BioAPI component or data element within the component A

y: Types of handles include:
dle, generated by a BSP to select or access a BIR within that BSP;

ch Session Handle, for an attach session;

DB_Handlle, generated by a BSP to select or access a BIR database contrelled by that BSP.

identification

one-to-many
determine W
reference po

Note 1 to enty

4.27

match
matching
one-to-one f

process of comparing a submitted biometric Sample against a reference populati
hether the submitted biometric sample matehes any of the reference templates ir

y: This is often called an "identification miatch" or "identifymatch".

rocess of comparing a,submitted biometric sample against a single biometric refe

template andl scoring the level of similarity

Note 1 to ent
given thresho

Note 2 to ent
currently not

Note 3 to ent

'y: An accept or reject'decision would then normally be based upon whether this score excg
ld.

y: Matchingyalgorithms and their effect on False Match Rate and False Non-Match Rate scor
standardised.

v: S€e also identify (4.22) and verify (4.33).

in a

on to
that

pulation in order to determine the identityyof the enrollee whose template was matched

rence

beds a

£S are

4.28
payload

data, provided at the time of enrolment and associated with a reference template, which can be released
upon a successful biometric verification

Note 1 to entry: Examples of payloads include user names, accounts, passwords, cryptographic keys, or digital

certificates (s

4.29

score
score data
scoring

ee C.5).

value indicating the degree of similarity or correlation between a biometric sample and a biometric
reference template
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4.30
score BIR (BioAPI 2.2)
BIR which contains score in the BDB

4.31
secure BioAPI (BioAPI 2.2)
BioAPI API and SPI interfaces that include the security features defined for version 2.2 of BioAPI

4.32
security block

block of data with a defined format that contains security information (for example, related to
encry pfinn or infngrify) related to a BIR

Note ] to entry: See ISO/IEC 19785-1.

4.33
self-¢ontained device
combination device which includes a biometric sensor and all or part of the BSP functionaljty

Note [l to entry: A self-contained device may include the ability to not only capture a biometric, but also to
proceps, match, and/or store it. This functionality is typically implementedin.hardware/firmware

4.34
sign3jture

digitpl signature
data appended to, or a cryptographic transformation of, & data unit that allows the recipiemt of the data
unit o prove the origin and integrity of the data unit and)protect against forgery, e.g. by thle recipient

Note [1 to entry: Digital signatures may be used for\purposes of authentication, data integrjity, and non-
repudiation.

4.35
threshold
predé¢fined value which establishes the'degree of similarity or correlation (that is, a scorg) necessary
for a piometric sample to be deemed@match with a biometric reference template

4.36
universally unique identifien
UUID
128-bit value generateduin accordance with ISO/IEC 9834-8 and providing unique valfies between
systems and over tinre

4.37

veri
veriffcation
one-tp-oneJprocess of comparing a single submitted biometric sample against a biometfic reference
temp|atéto determine whether the submitted biometric sample matches the reference template

Note 1 to entry: This is often called a "verification match" or "verifymatch".

4.38

interworking standards

standards that modify the behaviour of the BioAPI Framework (and BioAPI conformance requirements)
to support the use of communications links to enable an application to interact with a remote BSP using
a standardised protocol

4.39

test-verify

test-verification

one-to-one process of comparing a single biometric sample against a candidate of a biometric reference
template at enrollment to determine whether the candidate template matches the test sample
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4.40
enroll type
value denoting a pattern of suboperations performed by a BSP during an enroll operation

4 Symbols and abbreviated terms

ACBio Authentication Context for Biometrics
API Application Programming Interface
BDB SemetrieBataBleck
BFP BioAPI Function Provider
BIR Biometric Information Record
BPU Biometric Processing Unit
BSP Biometric Service Provider
CBEFF [lommon Biometric Exchange Formats Framework
FMR False Match Rate
FPI Function Provider Interface
GUI iraphical User Interface
ID dentity/Identification/Identifier
IRI nternationalized Resource Identifier (see RFC 3987)
MAC Message Authentication Code
MOC Match on Card
PID Product ID
SB $ecurity Block
SBH $tandard Biometric Header
NOTE Thisterm and abbreviation is imported from ISO/IEC 19785-1.
SPI $erviceProvider Interface
UuID Universally Unique Identifier

5 Conformance

5.1 Annex A specifies the conformance requirements for BioAPI components claiming conformance to
this document.

5.2 This document uses the C programming language (see ISO/IEC 9899) to specify the interfaces that
it defines. A BioAPI component can conform to this document by the provision or use of that interface
with languages other than the C programming language, provided that the component on the other side
of such an interface can use the interface through the detailed C programming language specification
given in this document. (See also 7.1.)
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6.1 The full BioAPI API/SPI Architectural Model
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6.1.1 The BioAPI incorporates an API/SPI model, illustrated in Figure 1.

Biometric Application

Biometric Application

1
I APT |

1
APl

BioAPI Framework

|SPI|

|SPI|

\/

BSP

BSP

BSP

Device

Device

~ - =& U

Device
1

Device
N

Figure 1 — BioAPI API/SPI Model

NOTH The structure belowthe SPI is simplified in Figure 1. The options (and standardized interfaces) for
the internal structure of the\BSPs are presented in Figure 2.

6.1.2| A full BioAPlLsystem consists of BioAPI components providing standardized interfa;|
showsp interactions'\between three sorts of BioAPI components: the BioAPI Framework, app

monalithic BSPs;

NOTE Standardized interfaces to allow the functions of a BSP to be provided by indepse

comppnénts’are described in 6.3.

ces. Figure 1
ications, and

ndent BioAPI

6.1.3 The API specifies the interface between the BioAPI Framework and a biometric application.
The application is written to invoke the functions in the API specification (see Clause 8). The BioAPI

Framework supports the functions in the API specification.

6.1.4 The SPI provides the interface between the BioAPI Framework and BSPs. The BioAPI Framework
invokes the functions in the SPI specification (see Clause 9). The BSP supports the functions of the SPI

specification.

6.1.5 The BioAPI Framework provides for management of BSPs and for the mapping of function calls
from an API function to an SPI function addressed to the appropriate BSP.
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6.1.6 An application can access the functionalities of a BSP (through the BioAPI Framework) only after
the BSP has been loaded and attached (see clauses 8.1.5 8.1.7 (BioAPI 2.1 or less), and 8.1.8 (BioAPI 2.2
or greater). When the application no longer requires the use of the BSP, it is detached and unloaded (see
clauses 8.1.6 and 8.1.9).

6.1.7 An application may load (and attach to) more than one BSP at a time. A BSP may be attached to
more than one application at a time.

NOTE Interactions between an application and an attached BSP are normally independent of other
interactions between that application and other BSPs, or between that BSP and other applications, except when
there is contention for a physical device managed by the BSP.

6.1.8 The functions specified in document support the presence in a biometric system of:
a) asingleBioAPI Framework with an associated component registry;

b) dynami¢ execution and termination of multiple simultaneous biometric applications interwopking
with thqdt BioAPI Framework;

c) the dyngmic installation, deinstallation (and associated loading and unloading) of multiple|BSPs
interworking with that BioAPI Framework;

d) signaling from a BSP to the BioAPI Framework (and hence to runming biometric applications) of
events felated to the dynamic connection and disconnectiorx of BioAPI Units (see clausg 6.6)
managefl by that BSP;

e) providinjg graphical information to the application abalit*an ongoing enrollment, verificati¢n, or
identifigation operation.

NOTE It |s expected that the most common use of this;API will be for a single application to contrpl one
BSP with at most one BioAPI Unit of each biometric category accessed through that BSP. However, suppart for
an application to access multiple BSPs, each capable of managing multiple BioAPI Units (but only one of each
category for g given attached session) will facilitate.siich applications as physical access control, especially|jwhen
networked dgvices are employed.

6.2 The framework-free BioAPI'Architectural Model

6.2.1 The [framework-free architecture recognises the use of BioAPI-conforming BSPs that prpvide
(a defined suibset of) the SPI interface for integration into systems in which other components atfe not
standardised.

6.2.2 The fonformance requirements in this case are reduced to the minimum necessary for refiable
BSP operatidn, and-apply only to BSPs.

6.2.3 The grehitecture within a BSP (see 6.3) still applies, but many BSPs intended for use in frameywork-
free systems are likely to be (but need not be) monolithic implementations from a single vendor.

6.3 The BioAPI BSP Architectural Model

6.3.1 BioAPI Units are the abstraction of biometric devices and are the basic building blocks presented
to an application by a BSP. They encapsulate and hide software and hardware resources (of various types
- sensor device, archive device, etc.).

6.3.2 Each BioAPI Unit models or encapsulates a single (or none) piece of hardware and any necessary
software. The following are the currently defined categories of BioAPI Unit:

— sensor unit;
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https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

— archive unit;
— matching algorithm unit;
— processing algorithm unit.

NOTE It is likely, but not required, that the first two units will be associated with detachable hardware, and
that the last two units will not have any associated hardware.

6.3.3 A BioAPI Unit may be managed internally by a BSP (direct management of the BioAPI Unit) or
may be managed by an associated BioAPI Function Provider (BFP) (indirect management of the BioAPI
Unit), The BioAPI Function Provider Interfaces (FPIs) are specified in subsequent parts of ISQ/IEC 19784.

6.3.4] A BFP can manage multiple BioAPI Units of a given category (but not more thafi'ene fin any attach
sessi¢n for a given application). BFPs are categorized according to the categories of the’BioAPI Units that
they ¢an manage. The following are the current categories of BFPs:

— sensor BFP;

— drchive BFP;

|
=

hatching algorithm BFP;

— pgrocessing algorithm BFP.

6.3.5| The BioAPI FPIs for each of the categories of BFR-ate specified in other parts of ISO/IEC 19784. All
FPIs $upport access to one or more (but not more thafYone in any attach session for a given|application)
BioAPI Units in the addressed BFP.

o -
‘BioAPI BSP
Internal BSP FU"CﬁOHSA\Q External BSP Functions
o X : : SEPI AFPI PEPI FPI
) rocessin Matching | !
Sensor Archive | |Algorithm| |Algorithm | ——— — E—
Function Function| | gunetion Function | i
] E Sensor Archive Processin Matching
_____________________ S\ BFP 1] BFP __ |Algorithm| __ |Algorithm| _|
W BT N |V v N —_ n BFP — BFP s

u b_] /' Algo f f‘f Algo

Figure 2 — Illustration of BSP architecture

6.3.6 A BSP that supports multiple BioAPI Units (either directly managed or through BFPs) supports
the SPI interface that enables an application to select a particular BioAPI Unit (one of each category) for
an attach session. The application may indicate BioAPI_DONT_CARE for the BioAPI Unit of a particular
category, in which case the BSP selects the BioAPI Unit to be used.

6.3.7 If the implementer of a BSP claims (see clause 7.71) to support a particular category of BioAPI
Unit, then the BSP is required either to be able to manage a BioAPI Unit of that category directly or to be
able to interact with a BFP of a corresponding category through an associated (standardized) FPL.
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6.3.8 There is a BioAPI API function and corresponding SPI function (and in some cases FPI functions)
(see clauses 8.1.14 and 9.3.1.9) that allow an application to send/request control/status information
to/from a BioAPI Unit using the BioAPI API and SPI (and FPI). This is in addition to the normal biometric
operations. The parameters of the control functions are not standardized. If either the BSP or BFP (if
involved) does not support this control function, an error is returned (see clause 6.7 for further details).

6.3.9 When a BSP attach session or a BSP attach secure session is established, at most one BioAPI Unit
of each category is selected (see clause 8.1.7 and 8.1.8).

NOTE 1

This architecture requires that the FPI interfaces allow the BSP to pass to a BFP the identification

(provided through the BioAPI and the BioSPI interface) of the precise BioAPI Unit that is to be used. This implies

the particulai
the necessary

NOTE2 At
yet. Therefor
have external

6.4 Thec

NOTE Th

non-standardjised interfaces to platform-dependent functions. This sub-clause(is 1iot relevant for such syst

6.4.1 The
6.4.2 In th
registryin a

NOTE In
(shared) BioA
Framework).

6.4.3 Itis
biometric sy

NOTE w
the means by

6.4.4 The
that return i

a)
b) details d

informa

camera, scanner, storage device, etc. that 1s to be used. subsequent parts of ISO/IEC 1978%
functions of the FPI for each category of BFP.

the time of standardizing this document, the FPIs for application of ISO/IEC 24761 are not spe

BFPs attached because an ACBio instance shall be generated in a BioAPI Unit.

pmponent registry

e component registry function in a framework-free system is eithernot'available, or is provig

fomponent registry contains information about installed,BSPs and BFPs.

e BioAPI model, there is a single BioAPI Framéwerk and a single associated comp
biometric system.

b real computer system, there may be multipl€’component registries, either supported by the

PI Framework code, or by different BioAPkEkramework code (perhaps old and new versions
This is modelled as multiple biometric systems in a single real computer system.

ctems implemented in a single, real computer system.

here a real computer systém contains multiple biometric systems, the possible sharing of cod
which an application is bound to one or other biometric system is an implementation matter.

following information can be obtained by an application from BioAPI Framework fung
(formation in‘the component registry (see clauses 8.1.3,8.1.4, and 8.1.11):

Lion abottythe BioAPI Framework itself;

f allinstalled BSPs;

Hefine

cified

e [SO/IEC 24761 is applicable only to the BSPs which implement internal BSP functions and ¢lo not

ed by
bms.

bnent

same
of the

A BioAPI requirement that there, shall be no interaction or interference between different

e and

tions

c) detailsd

NOTE

L 11 - g ]l 1 inhinl
I dIl ITISUAIICU DI'r S.

Information about installed BFPs can also be obtained by a BSP through a callback mechanism.

6.4.5 The following information can be obtained by an application from BioAPI Framework functions

that are pass

ed via the SPI to a specific BSP (see clauses 8.1.12 and 8.1.10):

a) details of all the installed BFPs that are supported by that BSP;

b) details of all BioAPI Units that are in the inserted state and are accessible through that BSP (either

directly

12

or through a supported BFP).

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784

-1:2018(E)

6.4.6 The information listed in clauses 6.4.4 and 6.4.5 can be obtained by an application using functions
that can be called at the following times:

a)

InitEndpoint (in BioAPI 2.1 or greater) (see clause 8.1.3);

b)

(in BioAPI 2.1 ;r greater) (see clause 8.1.4);

c)

(in BioAPI 2.1 or greater) (see clause 8.1.11);

information about the framework itself can be obtained at any time after BioAPI_Init or BioAPI_

details of all installed BSPs can be obtained at any time after BioAPI_Init or BioAPI_InitEndpoint

details of all installed BFPs can be obtained at any time after Bi;API_Init or BioAPI_InitEndpoint

d)

g
(

6.5

NOTE
are pi
such s

6.5.1
BioAl
same
or BH
on all

6.5.2

supp
or gre¢

NOTE
applid

6.5.3
imple

dfter BioAPI_BSPLoad (see clause 8.1.10) of that BSP.

i0oAPI_BSPLoad (see clause 8.1.12) of that BSP;

OTE1  Multiple BSPs can be simultaneously loaded by an application.

OTE 2
capable of using.

etails of all BioAPI Units that are in the inserted state and that@re accessible throu
pither directly or through a supported BFP) can be obtained (by«guoting the BSP UUID

BSP and BFP Installation and De-installation

The installation and de-installation functions in@ framework-free system are either no
ovided by non-standardised interfaces to platform-dependent functions. This sub-clause is n
ystems.

On installation of a BSP or BFP, a UUID-is required (a parameter of BioAPI Util_In
PI_Util_InstallBFP) to identify the BSP.or BFP. If there is an attempt to install a BSP or
UUID as an already installed BSP ot{BFP, then the install shall fail (return an error). If {

systems. The UUID is required*to’be distinct across all BSPs and BFPs in a single biome

The installation of a BSP is done by calling a BioAPI Framework function (see claus
ying details of the BSP (the BSP schema, specified in clause 7.22 (BioAPI 2.0) and 7.2:
Pater).

This fungtion call is standardized, but its invocation is typically from an instal
ation ratherythran a normal biometric application.

etails of all the installed BFPs that are supported by each BSP can be obtained at-any time after

This implies that when a BioAPI_BSPLoad occurs, the BSP uses the FPEto load all the BFPs that it

gh each BSP
) at any time

t available, or
bt relevant for

stallBSP and
BFP with the
he same BSP

P is installed on multiple biometricsystems, then it may or may not (but should) have thle same UUID

ric system.

e 10.2.1) and
b (BioAPI 2.1

ation wizard

When* a BSP is newly installed, it will typically be activated by the installation pjrocess using
méntation-dependent mechanisms and can then use a callback mechanism (see claF;se 9.2.2) in

NOTE This function can be called at any time to enable a BSP to update any internal information that it might
maintain. The format and content (and even the existence) or such internal information is not standardized and
is purely a matter for the BSP.

ordet

6.5.4 After successful installation or de-installation of a BSP or BFP, the next call from any application
or BSP retrieving information from the component registry shall return correct information related to a
newly installed BSP or BFP and no information about an uninstalled BSP or BFP (see clauses 8.1.4 and
8.1.11).

6.5.5 There are no mechanisms to inform an installed BSP (whether currently in use or not) about the

installation of new BFPs or the de-installation (see also clause 6.5.6) of existing BFPs. Responsibility for
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determining what BFPs are installed resides solely with the BSPs using the BFP Enumeration Handler
callback (see clause 9.2.2).

6.5.6 There is a BioAPI API function (see clause 10.2.1) that can be called by an application (for
example, a de-installation wizard) to inform the BioAPI Framework that a BSP has been uninstalled. The
BioAPI Framework will update the component registry. There are no standardized functions to inform
BSP instances in the working memory of running applications about the de-installation of a BFP that it is
using, and the effect of uninstalling a BFP that is in use by a BSP is implementation-dependent.

NOTE The de-installation of a BFP will not normally uninstall related hardware or drivers for BioAPI Units,
as such drivers and hardware can also be under the control of other installed BFPs. This area is outside the
standardizatipn of BIoAPT, and Is again implementation-dependent.

6.6 BSP Load and BioAPI Unit Attachment

NOTE THese functions in a framework-free system are either not available, or are provided by non-
standardised|interfaces to platform-dependent functions. This sub-clause is not relevant for suich systems.

6.6.1 The fictions of an application wishing to perform biometric operationsg@re (in order):

a) initializ¢ access to the BioAPI Framework (see clause 8.1.1);

b) identify|and load one or more BSPs (see clauses 8.1.4 and 8.1.5);eptionally specifying a callback
event hgndler to receive callbacks when defined events (see clattse 7.35) occur related to that BSP
(for example, insertion or removal of a BioAPI Unit that cafncbe accessed through that BSP). When
callbacklevent handlers are specified, the application will xeéceive notifications about all insexftions
or removyals that the associated BSPs become aware of;

c) attach a| BSP together with at most one BioAPI Unit of each category (either directly or indifectly
accessed by that BSP);

NOTE 1 | ‘attach a BSP’ means ‘establish an attach session to a BSP'.

d) followinig the attach, the other BioAPL function calls can be made with reference to the attached
BSP, and will be handled by the attached BSP using the identified BioAPI Units of the required
category.

NOTE 2 | Itis possible for an application to establish multiple simultaneous attach sessions with different
BSPs (or pven with the same-BSP).

NOTE 3 | AnnexD proyides sample calling sequence code.
6.6.2 Loading a BSP'(see clause 8.1.5) enables the application to subsequently obtain full informjation

about the BipAPL-Units that can be accessed (directly or indirectly) through that BSP, either thropgh a
Framework query-or by a callback notification from the BSP (or both).

6.6.3 A BioAPI Unit can be used if and only if any hardware or software resource that it depends on is
currently available in the system. This is modeled by saying that the BioAPI Unit is in the inserted state.

6.6.4 When an application attaches a BSP it may indicate that the BioAPI Unit to be selected for any
particular BioAPI Unit category should be determined by the BSP. This is called "selecting a default
BioAPI Unit using BioAPI_DONT_CARE”".

NOTE The only difference between selecting a specific BioAPI Unit (that is in the inserted state) of a given
category and selecting the default BioAPI Unit using BioAPI_DONT_CARE is that the decision on which BioAPI
Unit to use is taken by the BSP. There is no other difference.

6.6.5 The event notification about each inserted BioAPI Unit includes its schema.
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It is possible that the physical insertion of some piece of hardware (for example, a smartcard that

can support both archiving and matching) might produce two separate and different event notifications. The
application may not be able to relate these two events to the same physical device.

6.6.6 On BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPl 2.2 or greater), the application is
required to select at most one BioAPI Unit of each category that is currently in an "inserted" state (or
to select BioAPI_DONT_CARE) and is managed by that BSP or by an associated BFP. The BSP then either
accesses that BioAPI Unit (for directly managed BioAPI Units), or else interacts with the associated BFP
in order to access that BioAPI Unit.

6.6.7

a) t

b) gventtype (remove);

c) dallback context.

6.6.8

BioAPI Units used in an attach session requires that the application isstte' no further functid

than

6.7

6.7.1

an application to control a BioAPI Unit through a BSP. "A BSP is not required to support this

The information content of removal notification includes (see clause 7.38):

he BioAPI Unit ID;

The occurrence of a removal event notification for a BioAPI Unit that forms part

BioAPI BSPDetach and BioAPI _GetBIRFromHandle.
Controlling BioAPI Units

A function (see clauses 8.1.13 and 9.3.1.8) is avdilable in the BioAPI API, SPI, and FPI

of the set of
n calls other

s that enable
function, and

identjfies such support in its schema (see clauses 7.22'(BioAPI 2.0), 7.23 (BioAPI 2.1 or greatdr), and 7.70).
NOTE The schema may not be available in framework-free systems.
6.7.2| This function contains specific ¢cofitrol codes, buffer contents, and return values, byt the format

and rheaning of these are identified by a UUID and may be vendor specific. There are no

UUID|

6.8

6.8.1

The BIR that crosses the API and SPI is a C data structure stored in memory using pointe
elemg¢nts. The BIR structure recommended for storage and transfer between computer

seria
speci

NOT

s for this function in this version of this document.
BIR Structure and Handling

BIR Structure

izationefthat C data structure and is shown graphically in Figure 3 below. In additior
fieddn,the C structure, length fields are included in the recommended storage and tra

ttandardized

s to various
systems is a
to the fields
nsfer format.

ansmission of

the BioAPI BIR. Representatlon ofthe BloAPI BIR in the API and SPI uses the datastructure spec1f1ed in clause 7.7.
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z Z .
3| Header (SBH) . “Opaque” %| Security
4 @ . .
= a Biometric Data Block (BDB 2| Block(SB
m
Header BIR Data Formag il . Biometric ProductID
Version Type Quality Purpose Type
owner Type owner Type
1 2 2 1 1 4 2
b‘,
A
Creation Creation Expiration S Hommag Index
Date Time Subitype Date (UUID)
Owner | Type
+ 3 1 = 2 2 16

Figure B — Biometric Information Record (serialized BIR for storage and transmission)

The Standar¢l Biometric Header (SBH) contains informationdescribing the contents of the following BDB.

The BDB corjtains the biometric sample whose formatds defined by the Format ID field of the SBH| This
may be a stajndard or proprietary format.

NOTE Stgndard BDB formats are defined in ISQ/AEC 19794.

The security block (SB) is optional (its absence is indicated by a zero length field), and cortains
parameters associated with the signing and/or encryption of the BIR. The format of the SB is deterthined
by the SB Fqrmat field of the SBH. Fhe*BIR Data Type indicates whether the BIR is signed and/gr the
BDB is encryjpted (see clause 7.13).

The first length field is the léngth of the entire BIR, not including this length field itself. The s¢cond
length field, which is located after the header and before the BDB, is the length of the BDB (not inclphding
the length field itself). The third length field, which is located after the BDB and before the SB, |s the
length of theg SB (not iicluding the length field itself).

6.8.2 BIRData Handling

When a BSP createsamew BiR;itreturms a“hamdte toit-Mosttocatoperations camrbe performedwithout
moving the BIR out of the BSP. (BIRs can be quite large, so this is a performance advantage.) However,
if the application needs to manage the BIR (either to store it in an application database, to pass it to
another BSP, or to send it to a server for verification/identification, possibly via the Framework using
ISO/IEC 24708l6]), it can acquire the BIR using the handle (in the function BioAPI_GetBIRFromHandle).
If just the header information is needed, it can be retrieved using BioAPI_GetHeaderFromHandle.

Whenever an application needs to provide a BIR as input to a BioAPI function, it can be done in one of
three ways:

a) by reference to its handle (if it is in the BSP being invoked),
b) by reference to its key value (UUID) in an open BIR database (controlled by the BSP being invoked), or
c) by supplying the BIR itself using the C structure BioAPI_BIR.
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7 BioAPI types and macros

NOTE Many of these types and macros are not relevant for the implementation of a BSP designed to work in
a framework-free BioAPI system.

7.1 BioAPI

Definition of the BioAPI calling conventions.

#ifdef WIN32

#define BioAPI _ stdcall
#else

#defirfe BioAPI

#endqf

Note |that interworking of C programs from different vendors in general depends on choices made
(somgtimes selectable by statements in the C header) on the in-core representation (for example,
padding between data elements, parameter passing mechanisms, and use,of registers or stacks). On
many operating systems, there is a well understood default for such cheices that is in dJommon use,
whicI should be used. Where there is no recognized default, the optien that represents dafa structures
withgut padding between data elements should be used.

7.2 |BioAPI_ACBio_PARAMETERS (BioAPI 2.2)

7.2.1] Structure giving information which is used to generate ACBio instances

typedef struct bioapi acbio parameters {
uint32 t Challengel[4];
uint32 t *InitialBPUIOIndexOutput;
uint32 t *SupremumBPUIOIndexOutput;

} BigAPI ACBio PARAMETERS;

7.2.2] Definitions

— (hallenge - Challenge from the walidator of a biometric verificatioin when ACBio is used. This value
hall be set to the field contrelvalue of type ACBioContentInformation in ACBio instances.

(%)

nitialBPUIOIndexOutput ="The initial value of BPU IO index which is to be assigned to the output
rfom the BioAPI Unit)\BFP, or BSP when the ACBio instances are generated. The ranpge between
hitial BPUIOIndexQutput and SupremumBPUIOIndexOutput shall be divided into the nuymber of BSP
nits and BFPs which are attached to the BSP, and assigned to the BSP Units and BSPs.

=~ ~

upremumBPUIOIndexOutput — The supremum of BPU IO indexes which are to be asgigned to the
utput frem the BioAPI Unit, BFP, or BSP when the ACBio instances are generated.

I
o N

7.3 |BioAPI_ASN1_BIR (BioAPI 2.2)

A container for biometric data, (or non-biometric data) that may affect a biometric operation, encoded
in ASN.1 DER. The BioAPI_ASN1_BIR structure is used when a BioAPI API with security functionality
is used. The BioAPI_ASN1_BIR structure associates a length, in bytes, with the address of an arbitrary
block of contiguous memory which contains an ASN.1 encoded BIR of type BioAPI-BIR, specified
in Annex E. The ASN.1 encoded BIR consists of an SBH of type BioAPIBIRHeader, a BDB of type
BiometricData, and an SB of type CBEFFSecurityBlock. The BDB may contain raw sample
data, partially processed (intermediate) data, completely processed data, score data (resulting from
a matching or fusion operation), decision data (resulting from a decision or fusion operation), or
biographic data which can be provided as input to a biometric operation to modify its behavior. The
BioAPI_ASN1_BIR may be used to enroll a user (thus being stored persistently), or may be used to verify
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or identify a user (thus being used transiently). It may also be stored and used later to provide feedback
to subsequent biometric operations. Type BioAPI_ASN1_BIR is an alias of type BioAPI_DATA.

NOTE The ASN.1 type BioAPI-BIR corresponds to the C structured type BioAPI_BIR element by element.

typedef BioAPI DATA BioAPI ASN1 BIR;

7.4 BioAPI_ASN1_ENCODED (BioAPI 2.2)

A container for ASN.1 DER encoded data. The BioAPI_ASN1_ENCODED structure is used to express
information about cryptographic keys. The BioAPI _ASN1_ ENCODED structure associates a length, in
bytes, with the address of an arbitrary block of contiguous memory which contains an ASN.1 encoded

ARY 1. £ D ADL
data- Type B UNANILII_NMNJINI_LINGUDULLIJV 15 dIl dlldSs Ul Ly PC DIUNAY I_DIY11}.

typedef BioAPI_DATA BioAPI_ASN1_ENCODED;

7.5 BioARI_BFP_LIST_ELEMENT

ADIL _ACKN1 _DNCOCAONDT 3 RNATA

7.5.1 Identifies a BFP, giving its category and UUID. A list is returned by a BSR 'when queried fgr the

installed BFls that it supports.

typedef struct biocapi bfp list element {

7.5.2 Defihitions

7.6 BioA

7.6.1 Infojmation about a BFP, maintainedin the component registry.
typedef struct bioapi bfp schema ({
BiolPI UUID BFPUuid;

BigAPI CATEGORY BFPCategory;
BidaPI UUID BFPUuid;
} BioAPI| BFP LIST ELEMENT;

BFPCategory - Defines the category of the BioAPI Unit that the BFP supports.
BFPUuid - UUID of the BFP in the component registry.

I_BFP_SCHEMA

PI CATEGORY BFPCategory;

PI STRING BFPDescription;

8 t *Path;

PI VERSION SpgecVersion;

PI STRING ProddctVersion;

PI STRING.Vendor;

PI BIR BI@OMETRIC DATA FORMAT *BFPSupportedFormats;
32 t NumSupportedFormats;

PI BIR BIOMETRIC TYPE FactorsMask;
PL/0UID BFPPropertyID;

PL\PATA BFPProperty;
}BioAPI BFP _SCHEMA;

7.6.2 Definitions

18

BFPUuid - UUID of the BFP.
BFPCategory — Category of the BFP identified by the BFPUuid.
BFPDescription - A NUL-terminated string containing a text description of the BFP.

Path - A pointer to a NUL-terminated string containing the path of the BFP file, including the
filename. The path may be a URL. This string shall consist of ISO/IEC 10646 characters encoded in
UTF-8 (see ISO/IEC 10646:2017, Annex D).

NOTE1 When BioAPI_BFP_SCHEMA is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.
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ProductVersion - The version string of the BFP software.

Vendor - A NUL-terminated string containing the name of the BFP vendor.

pecifying the supported BDB formats.

-1:2018(E)

SpecVersion - Major/minor version number ofthe FPIspecification to which the BFP wasimplemented.

FPI specifications will be issued as subsequent, additional parts of the ISO/IEC 19784 series.

BFPSupportedFormats - A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT structures

NumSupportedFormats — Number of supported formats contained in BFPSupportedFormats.

actorsMask - A mask which indicates which biometric types are supported by the BF]
FPPropertyID — UUID of the format of the following BFP property.

FPProperty - Address and length of a memory buffer containing the BFRproperty

tandard.
BioAPI_BIR

A container for biometric data, or non-biometric data‘that may affect a biometric
PI_BIR consists of a BioAPI_BIR_HEADER, a BDB, and @n optional SB. The BDB may

a matching or fusion operation), decision data (resulting from a decision or fusion o
hphic data which can be provided as input to.a“biometric operation to modify its b
PI_BIR may be used to enroll a user (thus being stored persistently), or may be usec
fy a user (thus being used transiently). It may also be stored and used later to provid¢
quent biometric operations.

The BDB and SB are an integral. number of octets and are of variable length, up to 2%
SB contains a signature, it is calculated on the combined BioAPI_BIR_HEADER and BD

ef struct bioapi bir {
BioAPI_BIR_HEADER Header;
BioAPI DATA BiometricData;
BioAPI DATA SegcuxityBlock;
API BIR;

/* SecurityBlock.Data=NULL if no SB */

1
tric Exchange Formats Framework (CBEFF), ISO/IEC 19785-1. See Annex B for the specif
I BIR Ratron Format, including internetworking and storage formats.

.

The format

and content of the BFP property can either be specified by a vendor or ean-be specified in a related

operation. A
contain raw
ta (resulting
peration), or
ehavior. The
to verify or
e feedback to

*32-1 octets.
3.

The BioAPI BIR contains the information needed for a CBEFF Patron Format as defined ip the Common

ication of the

2.X/The format of the BiometricData and SecurityBlock are determined by the BioAPI_BIR

| BIOMETRIC_

FORMAT amd BioAPT BIR-_SECHRITY BEOCKFORMAT etements of the BioAPT BIR—HEADE

3  CBEFF (ISO/IEC 19785-1) allows the possibility of different BIR formats from that

respectively.

supported by

BioAPI. Conversion between the BioAPI BIR format and other BIR formats is specifed in ISO/IEC 19785-1.

7.8

BioAPI_BIR_ARRAY_POPULATION

An array of BIRs, generally used during identification operations (as input to BioAPI_Identify or
BioAPI_IdentifyMatch as part of BioAPI_IDENTIFY_POPULATION).

typedef struct bioapi bir array population ({
uint32 t NumberOfMembers;

BioAPI BIR

*Members; /* A pointer to an array of BIRs */

} BioAPI BIR ARRAY POPULATION;

© ISO/IEC 2018 - All rights reserved
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7.9 BioAPI_BIR_BIOMETRIC_DATA_FORMAT

Defines the format of the data contained within the “opaque” biometric data block (BDB) of the BioAPI
BIR, BiometricData element.

typedef str
uintl6 t
uintl6 t
} BioAPI BI

uct biocapi bir biometric data format ({
FormatOwner;
FormatType;

R BIOMETRIC DATA FORMAT;

FormatOwner values are assigned and registered by the CBEFF Registration Authority. Format Type is

assigned by

NOTE1 Th
owner” and “

NOTE2 Th
for functions

7.10 BioARI_BIR_BIOMETRIC_PRODUCT_ID

Provides the
element).

typedef sty
uintle 4
uintle f
} BioAPI BJ]

#define B
#define B

The conditid
This value s
from anothe|

Product Ow

Organization identifiers. Product. Type is assigned by the Product Owner and may option

registered.

NOTE1 Pr

register for ope Format/Product Owner value (a Biometric Organization identifier) that can be used in both

NOTE2 Th
BDB_product

o I £ 0 | 43 1l b S 2|
FITC T OTTIITAaC O VW ITCT alra Hrdy OptroTraity oCTCETSTCTCOT

e BioAPI BIR Biometric Data Format corresponds to a combination of the “CBEFF_BBBfo|
[BEFF_BDB_format_type” in ISO/IEC 19785-1.

is structure is primarily used within a BIR header; however, it is also used as aidnput para
[hat capture biometric data.

product identifier (PID) for the BSP that generated the BDB-in the BIR (the Biometri

uct biocapi bir biometric product ID {

ProductOwner;

ProductType;
R BIOMETRIC PRODUCT ID;
1i0API NO PRODUCT OWNER AVAILABLE (@x0000)
10API NO PRODUCT TYPE AVAILABLE (,0x0000)

n NO VALUE AVAILABLE shall be indicated by setting the value of all components to
hall be used only for BIRs that are'not originally generated by a BioAPI BSP, but orig
I source and have been transformed into a BioAPI BIR. BSPs shall not use this value.

her values are assigned.and registered by the CBEFF Registration Authority as Bion]]i
a

bduct IDs are analogous to Format IDs and the registration process is the same. A single vend
f

e BioAPI'BIR Biometric Product ID corresponds to the “CBEFF_BDB_product_owner” and “C
| type”in[SO/IEC 19785-1.

7.11 BioARL.BIR_BIOMETRIC TYPE (RioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.

rmat_

meter

Data

Zero.
inate

etric
y be

pr can

ields.

BEFF_

A mask that describes the set of biometric types (factors) contained within a BioAPI BIR or supported

by a BSP.

typedef uin

#define
#define
#define
#define
#define
#define
#define
#define

B
B
B
B
B
B
B
B

20

t32 t BioAPI BIR BIOMETRIC TYPE;

i0API NO TYPE AVAILABLE (0x00000000)
i0API_TYPE MULTIPLE (0x00000001)
1i0APT_TYPE FACTAL FEATURES (0x00000002)
i0API_TYPE VOICE (0x00000004)
i0API_TYPE FINGERPRINT (0x00000008)
i0API_TYPE IRIS (0x00000010)
1i0APT_TYPE RETINA (0x00000020)
i0API_TYPE HAND GEOMETRY (0x00000040)
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#define BioAPI TYPE SIGNATURE DYNAMICS (0x00000080)
#define BioAPI TYPE KEYSTOKE DYNAMICS (0x00000100)
#define BioAPI TYPE LIP MOVEMENT (0x00000200)
#define BioAPI TYPE THERMAL FACE IMAGE (0x00000400)
#define BioAPI TYPE THERMAL HAND IMAGE (0x00000800)
#define BioAPI TYPE GAIT (0x00001000)
#define BioAPI TYPE OTHER (0x40000000)
#define BioAPI TYPE PASSWORD (0x80000000)
NOTE1 BioAPI_TYPE_MULTIPLE is used to indicate that the biometric samples contained within the BDB (BIR

BiometricData) include biometric samples from more than one type of biometric sensor unit (e.g., fingerprint and
facial data). Location of the individual samples within the BDB is specified by the Format Owner and identified by

the vd
NOTH
origin
infory
corre

NOTE

7.12
This

Tue of the Format Type.

2 The condition NO VALUE AVAILABLE is indicated by setting the value to zerd, 'BIR{
ally created by BioAPI BSPs should use this value when transformed into a BioAPI-BIR if B
hation is not available in the original source record. Transformed BIRs whose biometric f{
bpond to one of the defined types shall use the value for OTHER.

3 The BioAPI BIR Biometric Type corresponds to the “CBEFF_BDB_biometric_type” in ISO

BioAPI_BIR_BIOMETRIC_TYPE (BioAPI 2.1)

subclause applies only when the BioAPI version number ir-use is 2.1 or greater.

that are not
ometric Type
ype does not

[EC 19785-1.

A magk that describes the set of biometric types (factors) contained within a BioAPI BIR ¢r supported
by aiSP.
In thle following definition of BioAPI_BIR_BIOMETRIC_TYPE, the condition NO VALUE| AVAILABLE
is indicated by setting the value to zero. BIRs that are not originally created by BioAPI|BSPs should
use this value when transformed into a BioARIBIR if Biometric Type information is not available in
the ofiginal source record. Transformed BIRS*whose biometric type does not correspond fo one of the
defingd types shall use the value for OTHER:
typedef uint32 t BioAPI BIR BIOMETRIC TYPE;

#define BioAPT NO BIOTYPE AVAILABLE (0x00000000)

#define BioAPI TYPE MULTFRLE BIOMETRIC TYPES (0x00000001)

#define BioAPI TYPE FACE (0x00000002)

#define BioAPI TYPE VOTICE (0x00000004)

#define BioAPI TYPEGEINGER (0x00000008)

#define BioAPI TYRE)IRIS (0x00000010)

#define BioAPI TYBE RETINA (0x00000020)

#define BioARINTYPE HAND GEOMETRY (0x00000040)

#define BioARINTYPE SIGNATURE SIGN (0x00000080)

#define BYOAPI TYPE KEYSTROKE (0x00000100)

#define BLOAPT TYPE LIP MOVEMENT (0x00000200)

#defin€ BioAPI TYPE GATT (0x00001000)

#defime "BioAPI TYPE VEIN (0x00002000)

#defiie BioAPT TYPE DNA (0x00004000)

#define BioAPI TYPE EAR (0x00008000)

#define BioAPI TYPE FOOT (0x00010000)

#define BioAPTI TYPE_ SCENT (0x00020000)

#define BioAPI TYPE OTHER (0x40000000)

#define BioAPI TYPE PASSWORD (0x80000000)
NOTE1 BioAPI_TYPE_MULTIPLE_BIOMETRIC_TYPES is used to indicate that the biometric samples contained

within the BDB (BIR BiometricData) include biometric samples from more than one type of biometric sensor unit
(e.g., fingerprint and facial data). Location of the individual samples within the BDB is specified by the Format
Owner and identified by the value of the Format Type.

NOTE

2
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NOTE3  Although “password” is not a biometric characteristic, BlioAPI_TYPE_PASSWORD is included as a valid
BioAPI_BIR_BIOMETRIC_TYPE to support its use a) for development & test environments, and b) as an additional
authentication factor within a BioAPI application.

NOTE4  The names of several biometric types are different in BioAPI 2.1 or greater from the names used in
BioAPI 2.0, with no change in semantics, and several new biometric types are present in BioAPI 2.1 or greater.
Finally, the "thermal” types are present in BioAPI 2.0 but are absent from BioAPI 2.1 or greater. These differences
are in order to align with ISO/IEC 19785-1.

NOTE5 The names of the following values differ between BioAPI 2.0 and BioAPI 2.1 or greater, but their
semantics is the same. The BioAPI 2.1 or greater names are aligned with [SO/IEC 19785-1 (CBEFF).

Name 1n B10AF1 2.0 Name 1 B1o0AFI 2.1 or greater Encoding
MULTIPLE MULTIPLE_BIOMETRIC_TYPES 0x00000001
FACIAL_FEATURES FACE 0x00000002
FINGERPRINT FINGER 0x00000008
SIGNATURE_DYNAMICS SIGNATURE_SIGN 0x00000080
KEYSTROKE_DYNAMICS KEYSTROKE 0x00000100

NOTE6 Th

e following values are not present BioAPI 2.0 but are present in BioAPI 2.t or greater for consis

with ISO/IEC [19785-1 (CBEFF).
Added value Encoding

NO_BIOTYPE_AVAILABLE 0x00000000

VEIN 0x00002000

DNA 0x00004000

EAR 0x00008000

FOOT 0x00010000

SCENT 0x00020000

tency

7.13 BioARI_BIR_DATA_TYPE

7.13.1 This|data type is used for threeditferent purposes:

a) itidentifies the type of biométric sample (raw, intermediate, processed, score data, decision data or
biographic data) that is contained in the BDB;

b) itidentifies whether the BioAPI BIR is encrypted and/or signed;
c) itidentifies whether or not an index value is included as part of the BIR header.

NOTE If the BIR/has been encrypted by a BSP, it may not be readable by an application or by another BSP.

7.13.2 Exactly one of the three flags "raw", "intermediate” and "processed"” shall be set. If a BIR carrying
a BIR data type with multiple flags set is passed to the BioAPI Framework in a parameter of a function
call, a BioAPIERR_INVALID_BIR error shall be returned.

NOTE BIRs that are not originally created by a BioAPI BSP but have been transformed from another data
format and for which sample type information is not available may not have set a flag. (BioAPI BSPs set one of the
three flags.)

7.13.3 Each of the flags "encrypted” and "signed" may or may not be set.

7.13.4 The ‘index’ flag shall be set if an index is present in the BIR header and not set if no index is
present in the BIR header.

22 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

typedef uint8 t BioAPI BIR DATA TYPE;

#define BioAPI BIR DATA TYPE RAW 0x01
#define BioAPI BIR DATA TYPE INTERMEDIATE 0x02
#define BioAPT BIR DATA TYPE PROCESSED 0x04
#define BioAPI BIR DATA TYPE SCORE 0x08

( )
( )
( )
( )
#define BioAPI BIR DATA TYPE DECISION (0x09)
( )
( )
( )
( )

#define BioAPI BIR DATA TYPE BIOGRAPHIC 0x0A
#define BioAPT BIR DATA TYPE ENCRYPTED 0x10
#define BioAPI BIR DATA TYPE SIGNED 0x20
#defineBioAPI BIR INDEX PRESENT 0x80
NOTE 1 Thc B;UAPI BIR Data T)’ lJC CUIT CDlJUlldD tU d \.Ulllb;llat;ull Uf thc "CBEFF_BDB_PI \.eSSed_leVel",

“CBERF_BDB_encryption_options”, and “CBEFF_BIR _integrity_options” in ISO/IEC 19785-1.

NOTH2 BioAPI_BIR_DATA_TYPE_DECISION (BioAPI 2.2 or greater) and BioAPI_BIR_DATA)TYPE| BIOGRAPHIC
(BioAJPI 2.2 or greater) have two bits on while others have only one bit on.

NOTH3  BioAPI_BIR_DATA_TYPE_SCORE is used in BioAPI 2.2 or greater.

7.14| BioAPI_BIR_HANDLE
A handle to refer to a BioAPI BIR or an ASN.1 encoded BIR that exists'within a BSP.

NOTE A handle that identifies a BIR is a positive non-zero value:"Other values of BioAPI_BIR| HANDLE are
reseryed for exception indications (currently only -1 and -2).

typedef int32 t BioAPI BIR HANDLE;

#define BioAPI INVALID BIR HANDLE (1)
#define BioAPI UNSUPPORTED BIR HANDLE (-2)

7.15|BioAPI_BIR_HEADER

Standard information which describes the,content of the opaque biometric data (BDB) thatfollows. This
information is readable by the application and is provided to allow it to make processing and routing
decisjons regarding the BIR. The hedder is not encrypted by the BSP.

typedef struct biocapi bir header {
BjoAPI VERSION HeaderVergion;
BjoAPI BIR DATA TYPE Type;
BjoAPI BIR BIOMETRELGNDATA FORMAT Format;
BjoAPI QUALITY Quéality;
BjoAPI BIR PUREOSE Purpose;
BjOAPI_BIR_BIOMETRIC_TYPE FactorsMask;
BjoAPI BIR/BIOMETRIC PRODUCT ID ProductID;
BjoAPI DTG\C€reationDTG;
BioAPI BIR/SUBTYPE Subtype;
BjoAPI DATE ExpirationDate;
BioAPT"BIR SECURITY BLOCK FORMAT SBFormat;
BioAPT UUID Index;

} BiOAPIiBIRiHEADER;

NOTE1 The BioAPI BIR Header corresponds to the SBH in CBEFF, ISO/IEC 19785-1.

NOTE 2  Expiration date corresponds to the ‘Valid to’ portion of the “CBEFF_BDB_validity_period” in
ISO/IEC 19785-1. The Index field corresponds to the “CBEFF_BDB_index” in ISO/IEC 19785-1.
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NOTE 3 It is possible that a BioAPI BIR may exist that has not been created by a BioAPI BSP but has been
transformed from another data format. In this case, some of the header fields that are optional in CBEFF
(ISO/IEC 19785-1) but required by BioAPI may not be present. For this reason, NO_VALUE_AVAILABLE or default
values have been identified for these fields (within their corresponding data structures). However, all BIRs
created by BioAPI BSPs shall include valid data for these fields and shall not use the NO VALUE AVAILABLE value.
(The exceptions to this are BioAPI_QUALITY and BioAPI_BIR_SUBTYPE, which are optional in the BioAPI BIR
header.) If such a non-BioAPI generated BIR is provided as an input parameter to a BioAPI BSP, the BSP may
return an “Invalid BIR” error.

NOTE4  The storage format for the BIR includes explicit length fields, which are not necessary in the C
structure. See Annex B for the BIR storage format.

7.16 BioARI_BIR_PURPOSE

7.16.1 Ava
to a BioAPI
header).

ue which defines the purpose for which the BioAPI BIR is intended (when used as an |input
unction) or is suitable (when used as an output from a BioAPI function or within the BIR

typedef uint8 t BioAPI BIR PURPOSE;

#define BioAPI PURPOSE VERIFY (1)
#define BioAPI PURPOSE IDENTIFY (2)
#define BioAPI PURPOSE ENROLL (3)
#define BioAPI PURPOSE ENROLL FOR VERIFICATION ONLY (4)
#define BioAPI PURPOSE ENROLL FOR IDENTIFICATION ONLY (5)
#define BioAPI PURPOSE AUDIT (6)
#define BioAPI PURPOSE DECIDE (7)
#define BioAPI NO PURPOSE ~AVATLABLE (0)

The conditid
for BIRs that
been transfd

NOTE Bi

7.16.2 The

n NO VALUE AVAILABLE is indicated by setting the value to zero. This value is used
are not originally generated by a BioARI"BSP, but originate from another source and
rmed into a BioAPI BIR. BSPs shall not\use this value.

API_PURPOSE_DECIDE is used in Bi@API 2.2 or greater.

Purpose value is utilized in-two ways. First, it is used as an input parameter to allo

application o indicate to the BSP the\purpose for which the resulting BIR is intended, thus alld

the BSP to

purpose. Th
subsequent
formats depq
including ad
formats dep

pberform the appropriate”capturing and/or processing to create the proper BIR fo

bnding on whether the data is to be used for verification or identification, the latter gen
ditional infdrmation to enhance speed or accuracy. Similarly, many BSPs use differen

reference templateforfuture matching (i.e., enrollment).

NOTE Th

e BioAPI BIR Purpose in a BIR header corresponds to the “CBEFF_BDB purpose in ISO/IEC 1

ending on\whether the data is to be used as a sample for immediate verification or

only
have

v the
wing
 this

e second use is within the BIR header to indicate to the application (or to the BSP during
perations) what'purpose the BIR is suitable for. For example, some BSPs use different

BDB
erally
data
as a

0785-

1. The names

DI
lllCl Dllslll,ly blllLC LllC L)lUnrl L)ll\ LUllLdlllb d blllglc L)LIL) Uul, Llll:: bCllldllLlLb dl'tT LllC SdI1IIT.

7.16.3 Restrictions on the use of BIR data of a particular purpose include:

a) All purposes are valid in the BIR header.

b) Purposes of BioAPI_PURPOSE_VERIFY and BioAPI_PURPOSE_IDENTIFY are only valid as input to
the BioAPI_Capture function.

c) Purposes of BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY,
and BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY are only valid as input to the BioAPI_
Capture, BioAPI_Enroll, and BioAPI_Import functions.

d) The BioAPI_PURPOSE_AUDIT purpose is not valid as input to any function, but is only used in the
BIR header.

24 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

f)

g)

h)

7.17| BioAPI_BIR_SECURITY_BLOCK_FORMAT

ISO/IEC 19784-1:2018(E)

The BioAPI_Process, BioAPI_CreateTemplate, BioAPI_ProcessWithAuxBIR (BioAPI 2.1 or less),
BioAPI_ProcessUsingAuxBIRs (BioAPI 2.2 or greater), BioAPI_Decide (BioAPI 2.2 or greater), and
BioAPI_Fuse (BioAPI 2.2 or greater) functions do not have Purpose as an input parameter, but read
the Purpose field from the BIR header of the input CapturedBIR.

The BioAPI_Process and BioAPI_ProcessUsingAuxBIRs (BioAPI 2.2 or greater) function may
accept as input any intermediate BIR with a Purpose of BioAPI_PURPOSE_VERIFY or BioAPI_
PURPOSE_IDENTIFY, and shall output only BIRs with the same purpose as the input BIR.

The BioAPI_CreateTemplate function may accept as input any intermediate BIR with a Purpose

of BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or BioAPI_
PUR DﬂQP_F'NPnT L _Pnp_TnF]\ITFIf‘ ATInN_n]\” V' andshall nn‘l’pnf nn]y BIRs with the same Purpose

as the input BIR.

If a BIR is suitable for enrollment for either subsequent verification or subsequent identification,
hen the output BIR shall have a Purpose of BioAPI_PURPOSE_ENROLL.

—

All score BIRs and decision BIRs must have the Decide purpose. Biogtdaphic BIRs mlay have any
fdurpose. No other types of BIRs may have the Decide purpose.

Defines the format of the data contained within the security blaek(SB) of the BioAPI BIR (SecurityBlock

elem¢nt).

typedef struct biocapi bir security block format |

} BigAPI BIR SECURITY BLOCK FORMAT;

uintl6 t SecurityFormatOwner;
uintl6 t SecurityFormatType;

If neither the ‘encrypt’ or ‘signed’ flag are set within the BioAPI_BIR_DATA_TYPE field of th¢ BIR Header,
then the SecurityFormatOwner and SecurityFormatType are each set to 0x0000 and no s¢curity block

is prgsent.

SecufityFormatOwner values are assigned and registered by the CBEFF Registration Authority as
Biomgtric Organization identifiers. Security Format Type is assigned by the Security Format Owner

(the Biometric Organization).and may optionally be registered.

NOTH1 Security FormatIDs are analogous to Format IDs and the registration process is the §ame. A single
venddr can register for-one Format/Product/Security Owner value (a Biometric Organization identfifier) that can

be us¢d in all associated/fields.

NOTH2 The-Centent of the Security Block itself can include a digital signature or message quthentication
code (calculated/on the BIR Header + BDB), BDB encryption parameters (e.g., encryption algorithm, key length),

and/dr BIRintegrity parameters (e.g., algorithm ID, keyname, version).

NOTE 3\ The BioAPI BIR Security Block Format in a BioAPI BIR header corresponds to the “CBERF_SB_format_
owner” and “CBEFF_SB_format_type” in ISO/IEC 19785-1.

7.18 BioAPI_BIR_SUBTYPE (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.

7.18.1 This identifies a subtype within the BDB type (specified in the BioAPI_BIR_BIOMETRIC_TYPE).
Its values and their meaning are defined by the specifier of that BDB type.

7.18.2 Each of the feature flags BioAPI_BIR_SUBTYPE_LEFT and BioAPI_BIR_SUBTYPE_RIGHT may or
may not be set (zero, one, or both).

7.18.3 Either none or exactly one of the five finger subtypes may be set.
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typedef uint8 t BioAPI BIR SUBTYPE;

#define BioAPI BIR SUBTYPE LEFT (0x01)
#define BioAPI BIR SUBTYPE RIGHT (0x02)
#define BioAPI BIR SUBTYPE THUMB (0x04)
#define BioAPI BIR SUBTYPE POINTERFINGER (0x08)
#define BioAPI BIR SUBTYPE MIDDLEFINGER (0x10)
#define BioAPI BIR SUBTYPE RINGFINGER (0x20)
#define BioAPT BIR SUBTYPE LITTLEFINGER (0x40)
#define BioAPI BIR SUBTYPE MULTIPLE (0x80)
#define BioAPI NO_ SUBTYPE AVAILABLE (0x00)
NOTE1l The—econdition—t

originally cre|

information i
NOTE 2

NOTE 3
for functions

when either t|
used as a fungd

7.19 BioARI_BIR_SUBTYPE (BioAPI 2.1)

7.19.1 This

7.19.2 This
Its values an

NOTE  In
ISO/IEC 1978

typedef uin|

#define BioAPI BIR SUBTYPE VEIN ONLYVMASK (0x80)

#define BlioAPI BIR SUBTYPE LEFT MASK (0x01)

#define HioAPI BIR SUBTYPE RIGHTNMASK (0x02)

#define BioAPI _BIR SUBTYPE THUMB (0x04)

#define BioAPIT BIR SUBTYPE POINTERFINGER (0x08)

#define BlioAPI BIR SUBTYRE MIDDLEFINGER (0x10)

#fdefine BlioAPI _BIR SUBZYRE RINGFINGER (0x20)

#define BioAPI _BIR SUBTYPE LITTLEFINGER (0x40)

#define BioAPIT BIR SUBTYPE VEIN PALM (0x04)

#define BlioAPI BIR SUBTYPE VEIN BACKOFHAND (0x08)

#fdefine BlioAPI BIR SUBTYPE VEIN WRIST (0x10)

#define BZLOAPI_NO_SUBTYPE_AVAI LABLE (0x00)
7.19.3 This|structure is a bitmask, with the bits defined as shown below. Bit 7 is used to indicat
interpretati fof-thetower-order-bits—Bit puoitiuuo Zeto (0) afrd-otre (1) a}vva_yo indieateteftand

Th

Th

ated by a BioAPI BSP but have been transformed from another data format and for which
not available may use this value.

e BioAPI BIR Subtype corresponds to the “CBEFF_BDB_biometric_subtype” in ISO/IEC*19785

is structure is primarily used within a BIR header; however, it is also used asan input para
that capture biometric data. The BioAPI_NO_SUBTYPE_AVAILABLE value isaised in the BIR h
his field is not applicable or information is not available. BioAPI_NO_SUBTYPE_AVAILABLE

tion parameter when the application allows the BSP to determine which.subtype is to be cap

subclause applies only when the BioAPI version number’in use is 2.1 or greater.

identifies a subtype within the BDB type (specified in the BioAPI_BIR_BIOMETRIC_T|
 their meaning are defined by the specifier of that BDB type.

the BioAPI 2.1 definition of this type, multiple bits can be set. This definition is aligned
b-1.

t8 t BioAPI BIR SUBTYPE;

=

meter

eader
s also
fured.

YPE).

with

e the

right

respectively. When bit position 7 is not set, these bit positions may apply to any biometric type; however,
bit positions 2-6 are specific to the finger and vein biometric types. When bit position 7 is set, then the
remaining bit positions apply to the vein biometric type only.

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 . . . . .
Little Rin Middle Pointer Thumb Right Left
(Any) 8 8
: L Reserved Reserved Wrist Back of Hand Palm Right Left
(Vein only)
NOTE Vein biometric data can be obtained from the fingers (Bit 7 set to zero), or from the wrists, palm, or

backs of either hand (Bit 7 set to 1).
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7.19.4 Zero or more bits may be set. The abstract value NO VALUE AVAILABLE is indicated
bits to zero.

NOTE
a BioAPI BSP but have been transformed from another data format. It can also be used when non
values are applicable or information is not available.

-1:2018(E)

by setting all

The abstract value NO VALUE AVAILABLE can be used with BIRs that are not originally created by

e of the other

7.19.5 The bit positions BioAPI_BIR_SUBTYPE_THUMB through BioAPI_BIR_ SUBTYPE_LITTLEFINGER

can be used to identify the instance(s) of a biometric type related to the fingers.

NOTE

The BioAPI BIR Subtype corresponds to the “CBEFF_BDB_biometric_subtype” in ISO/IEC 19785-1.

7.19,
LITT]
BioAl
desig]
one g
both

6 If one or more of the bit positions BioAPI_BIR_SUBTYPE_THUMB through BioAPI_BI
LEFINGER are set, then either or both the bit positions BioAPI_BIR_SUBTYPE.LEF
PI_BIR_SUBTYPE_RIGHT_MASK shall also be set. When only the former is set,'the si
nates one or more fingers of the left hand. When only the latter is set, the subtype valu
r more fingers of the right hand. When both are set, the value designates one or mg
hands (the same finger locations in both).

NOTE
hand

It is not possible to designate, for example, a set of fingers consisting of the index fin
hnd the medium finger of the right hand.

7.19.[7 When a value with multiple finger bits set occurs in a BIRheader (oris used as an inp
of a BioAPI function that performs capture), it is not strictly required that all the specified fin
be acfually present in the BDB of the BIR (or be actually-cdptured). However, it is recomme]
the dpsignated finger instances be present in the BDB)except in the case of missing finger
excepitional situations. Likewise, if the subtype field:of'a BIR designates multiple fingers, it
for the BDB of that BIR to include data about an éxtra finger if the subject happens to have
his off her hand.

7.19.8 If none of the finger bit positionscdBioAPI_BIR_SUBTYPE_THUMB through BioAPI_BI
LITTLEFINGER are set, then the bit'positions BioAPI_BIR SUBTYPE_LEFT_MASK and

SUBTIYPE_RIGHT_MASK can be used'to identify an instance of a biometric type for which
left istance and one right instance-(for example, iris), or also the single instance of a biom
there is only one instan¢e (for example, face).

7.19.
or bo
from
settir]

D Vein data taken from one or more fingers is indicated by setting bit position 7 to zer¢
th of bit positions.0'and 1, and setting one or more of the finger bit positions (3-7). Ve
one of the other-sources (wrist, palm, or back of hand) is indicated by setting bit posi
g one or beth-of bit positions 0 and 1, and setting one of bit positions 3-5 as appropria

NOTE
formg

1  BIRs-that are not originally created by a BioAPI BSP but have been transformed from

t and for which subtype information is not available can use the NO VALUE AVAILABLE condi

NOTE

NOTE 3

|R_SUBTYPE_
I MASK and
ibtype value
e designates
re fingers of

ber of the left

1t parameter
ber instances
nded that all
b and similar
s acceptable
5ix fingers in

[R_SUBTYPE_
BioAPI_BIR_
there is one
btric type for

, setting one
n data taken
ion 7 to one,

e).

another data
ion.

This structure is primarily used within a BIR header; however, it is also used as an input parameter

for functions that capture biometric data. The BioAPI_NO_SUBTYPE_AVAILABLE value is used in the BIR

header when subtype information is not available. BioAPI_NO_SUBTYPE_AVAILABLE is also used
parameter when the application allows the BSP to determine which subtype is to be captured.

7.19.10
the BioAPI version number in use is 2.1 or greater.

7.20 BioAPI_BIR_SUBTYPE_MASK (BioAPI 2.1)
This subclause applies only when the BioAPI version number in use is 2.1 or greater.

The type BioAPI_BIR_SUBTYPE_MASK is defined as follows.

© ISO/IEC 2018 - All rights reserved
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typedef uin

#defin
#defin
#defin
#defin
#defin
#defin
#defin
#defin
#defin
#defin
#defin
#defi

784-1:2018(E)

t32 t BioAPI BIR SUBTYPE MASK;

e BioAPI BIR SUBTYPE LEFT BIT 0x0001
e BioAPI BIR SUBTYPE RIGHT BIT 0x0002
e BioAPI BIR SUBTYPE LEFT THUMB BIT 0x0004
e BioAPI BIR SUBTYPE LEFT POINTERFINGER BIT 0x0008
e BioAPI BIR SUBTYPE LEFT MIDDLEFINGER BIT 0x0010

( )
( )
( )
( )
( )

e BioAPI BIR SUBTYPE LEFT RINGFINGER BIT (0x0020)
( )
( )
( )
( )
(

#defin|
#defin
#defin|
#defin|
#defin|
#defin|

NOTE1 Th

The bit posi
to identify t
instance.

NOTE2 Iri

The other bit
RIGHT_LITT]
fingers.

NOTE 3  Fingerprint is one such modality.

The value z¢
instance.

NOTE4  Sig

7.21 BioARI_BOOL

This data ty
typedef uin|

#define B
#define B

e BioAPI_BIR SUBTYPE_ LEFT_LITTLEFINGER BIT 0x0040
e BioAPI BIR SUBTYPE_RIGHT THUMB_BIT 0x0080
e BioAPI_BIR SUBTYPE_ RIGHT POINTERFINGER_BIT 0x0100
e BioAPI_BIR SUBTYPE_ RIGHT MIDDLEFINGER_BIT 0x0200
e BioAPI_BIR_SUBTYPE_RIGHT RINGFINGER BIT 0x0400)
e BioAPT BTR SURTYPE RIGHT LITTLEFINGER BTT (0x0800)
e BioAPI BIR SUBTYPE_LEFT VEIN_PALM BIT (0x00001000)
e BioAPI BIR_SUBTYPE_LEFT VEIN BACKOFHAND BIT (0x00002000)
e BioAPI BIR_SUBTYPE_LEFT VEIN WRIST BIT (0x00004000)
e BioAPI BIR SUBTYPE RIGHT VEIN_PALM BIT (0x00008000)
e BioAPI BIR SUBTYPE_RIGHT VEIN_BACKOFHAND BIT (0x00010000)
e BioAPI BIR_SUBTYPE_RIGHT VEIN WRIST BIT (0x00020000)

e VEIN values are not present in BioAPI 2.0.

ions BioAPI_BIR_SUBTYPE_LEFT_BIT and BioAPI_BIR_SUBTYPE_RIGHT_BIT can be|
he instance of a biometric modality for which there is one 'left" instance and one "I

5 and hand geometry are examples of such modalities.

positions (from BioAPI_BIR_SUBTYPE_LEFT_THUMB_BIT through BioAPI_BIR_SUBT
LEFINGER_BIT) can be used to identify the instance of a biometric modality related 1

ro (no bit positions set) can be usédwith biometric modalities for which there is onl

nature/sign is one such moddlity.

be is used to indicate a true or false condition.
t8 t BioARRBOOL;

1i0API EALSE (0)
i0APRI \TRUE (!BioAPI FALSE)

7.22 BioARL.BSP_SCHEMA (BioAPI 2.0)

used
right”

YPE_
o the

y one

This subclause applies only when the BioAPI version number in use is 2.0.

7.22.1 Information about a BSP, maintained in the component registry.

typedef str

uct biocapi bsp schema {

BiOAPI_UUID BSPUuid;
BioAPI STRING BSPDescription;

uint

8 t *Path;

BioAPI VERSION SpecVersion;

BioAPI STRING ProductVersion;

BioAPIisTRING Vendor;

BioAPI BIR BIOMETRIC DATA FORMAT *BSPSupportedFormats;

uint

32 t NumSupportedFormats;

BioAPI BIR BIOMETRIC_TYPE FactorsMask;
BioAPI OPERATIONS MASK Operations;
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BioAPI OPTIONS MASK Options;
BioAPI FMR PayloadPolicy;
uint32 t MaxPayloadSize;
int32 t DefaultVerifyTimeout;
int32 t DefaultIdentifyTimeout;
int32 t DefaultCaptureTimeout;
int32 t DefaultEnrollTimeout;
int32 t DefaultCalibrateTimeout;
uint32 t MaxBSPDbSize;
uint32 t MaxIdentify;
}BioAPI BSP SCHEMA;

7.22.2 Definitions

— BSPUuid - UUID of the BSP.

|
o

SPDescription - A NUL-terminated string containing a text description of the BSE.

— Hath - A pointer to a NUL-terminated string containing the path of the (file containing the BSP
executable code, including the filename. The path may be a URL. This)'string shdll consist of
50/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017,Annex D).

et

NOTE1 When BioAPI_BSP_SCHEMA is used within a function call, the)component that re¢eives the call
alllocates the memory for the Path schema element and the calling compenent frees the memory.

— SpecVersion — Major/minor version number of the BioAPlyspecification to which the BSP was
implemented.

— HAroductVersion - The version string of the BSP softwate.

— Wendor - ANUL-terminated string containing the name of the BSP vendor.

|
o

SPSupportedFormats - A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT structures
pecifying the supported BDB formats.

(%)

— NumSupportedFormats - Number of supported formats contained in BSPSupportedFormats.
HactorsMask- A mask which indicates which biometric types are supported by the BSH

— (perations - A mask whichindicates which operations are supported by the BSP.
— dptions - A mask which indicates which options are supported by the BSP.

— HayloadPolicy - Threshold setting (maximum FMR value) used to determine when t¢ release the
fdayload after suecessful verification.

— MaxPayloadSize - Maximum payload size (in bytes) that the BSP can accept.

— DefaultVerifyTimeout - Default timeout value in milliseconds used by the BSP for BioAPI Verify
dpetrdtions when no timeout is specified by the application.

— DefaultldentifyTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Identify
and BioAPI_IdentifyMatch operations when no timeout is specified by the application.

— DefaultCaptureTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Capture
operations when no timeout is specified by the application.

— DefaultEnrollTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Enroll
operations when no timeout is specified by the application.

— DefaultCalibrateTimeout - Default timeout value in milliseconds used by the BSP for sensor calibration
operations when no timeout is specified by the application.

— MaxBSPDbSize - Maximum size of a BSP-controlled BIR database.

NOTE 2  Applies only when a BSP is only capable of directly managing a single archive unit.
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NOTE 3  Avalue of zero means that no information about the database size is being provided for one of the
following three reasons:

a) databases are not supported,

b) itis capable of managing multiple units (either directly or through a BFP interface), each of which may
have a different “maximum size” and information about these units will be provided as part of the insert
notification (part of Unit Schema), or

c¢) one archive unit is supported, but the information is not given here - it will be provided in the insert
notification.

MaxlIdentify — Largest population supported by the identify function. Unlimited = FFFFFFFF.

7.22.3 See dlause 10.1.2 and 10.2.1 for further explanation of schema elements and for BSP _insertjon of

information nto the component registry.
7.23 BioARI_BSP_SCHEMA (BioAPI 2.1)
7.23.1 This|subclause applies only when the BioAPI version number in use is 2.1 or greater.

7.23.2 Information about a BSP, maintained in the component registry.

typedef struct bioapi bsp schema {

}BioAPT BSH SCHEMA;
7.23.3 Definitions

30

BioAPI UUID BSPUuid;

BioAPI STRING BSPDescription;
uint8 t |*Path;

BioAPI VERSION SpecVersion;

BioAPI STRING ProductVersion;
BioAPI_STRING Vendor;

BioAPI BTR BIOMETRIC DATA FORMAT *BSPSupportedFormats;
uint32 f NumSupportedFormats;
BioAPI BIR BIOMETRIC TYPE FactorsMask;
BioAPI QPERATIONS MASK Operations;
BioAPI QPTIONS MASK Options;
BioAPI FMR PayloadPolicy;

uint32 f] MaxPayloadSize;

int32 t [pefaultVerifyTimeout;
int32 t [PefaultIdentifyTimeodt;
int32 t |[pefaultCaptureTimeout;
int32 t [PefaultEnrollTimeolit;
int32 t PefaultCalibrat@fimeout;
uint32 t MaxBSPDbSizef

uint32 f MaxIdentifyy

uint32 f MaxNumEnsollInstances;
uint8 t | *HostiagEndpointIRI;
BioAPI UUID BSRACcessUUID;

BSPUuid - UUID of the BSP.
BSPDescription - A NUL-terminated string containing a text description of the BSP.

Path - A pointer to a NUL-terminated string containing the path of the file containing the BSP
executable code, including the filename. The path may be a URL. This string shall consist of
ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D).

NOTE When BioAPI_BSP_SCHEMA is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.

SpecVersion — Major/minor version number of the BioAPI specification to which the BSP was
implemented.
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— ProductVersion - The version string of the BSP software.
— Vendor - A NUL-terminated string containing the name of the BSP vendor.

— BSPSupportedFormats — A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT structures
specifying the supported BDB formats.

— NumSupportedFormats - Number of supported formats contained in BSPSupportedFormats.
— FactorsMask - A mask which indicates which biometric types are supported by the BSP.

— Operations - A mask which indicates which operations are supported by the BSP.

— (ptions - A mask which indicates which options are supported by the BSP.

— HayloadPolicy - Threshold setting (maximum FMR value) used to determine when t¢ release the
fdayload after successful verification.

— MaxPayloadSize - Maximum payload size (in bytes) that the BSP can aceépt.

— DefaultVerifyTimeout - Default timeout value in milliseconds used by the BSP for BjoAPI Verify
dperations when no timeout is specified by the application.

— DefaultldentifyTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Identify
and BioAPI_IdentifyMatch operations when no timeout js\specified by the application

— DefaultCaptureTimeout - Default timeout value in milliseconds used by the BSP for BioAPI_Capture
dperations when no timeout is specified by the application.

— DefaultEnrollTimeout - Default timeout value it milliseconds used by the BSP for BjoAPI_Enroll
dperations when no timeout is specified by the“application.

— DefaultCalibrateTimeout - Default timeout value in milliseconds used by the BSK for sensor
calibration operations when no timegut'is specified by the application.

— MaxBSPDbSize - Maximum size of a BSP-controlled BIR database.
NOTE 2  Applies only when aBSP is only capable of directly managing a single archive unit.

OTE3  Avalue of zero means that no information about the database size is being provided for one of the
llowing three reasons:

=h =z

j: databases aré not supported;

it is capable of managing multiple units (either directly or through a BFP interface), each|of which may
have a-different “maximum size” and information about these units will be provided as paft of the insert
notification (part of Unit Schema); or

c) .<orie archive unit is supported, but the information is not given here - it will be provided in the insert
notification

— MaxlIdentify - Largest population supported by the identify function. Unlimited = FFFFFFFF.

— MaxNumEnrollinstances - The maximum number of distinctinstances thata BSP can create reference
templates for in one enroll operation. This information can be useful to an application that uses the
application-controlled GUI feature.

— HostingEndpointIRI — An IRI identifying the framework whose component registry contains a
registration of the BSP. This parameter shall be ignored by frameworks conforming to this document
and shall be set to NULL by an application. It is provided to support interworking standards, which
may specify the use of identical BSPs present on multiple computers from within an application
running on the same or a different computer.
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BSPAccessUUID - A UUID, unique within the scope of an application, which the application may use
to refer to the BSP as an alternative to the BSP product UUID. This parameter shall be ignored by
frameworks conforming to this document and can be set to any UUID value by an application. It is
provided to support interworking standards, which may specify the use of identical BSPs present on

multiple computers from within an application running on the same or a different computer.

NOTE 4

The "BSPAccess_UUID" and the "HostingendpointIRI" are part of the definition of the C type
BioAPI_BSP_SCHEMA, but are not part of the BSP schema information stored in the component registry

(see Table 3).

7.23.4 See subclause 10.1.2 and 10.2.1 for further explanation of schema elements and for BSP insertion

of informatig

. 1 .
I IO LI COMIPOIICIIU TCEISU Y.

7.24 BioARI_CANDIDATE

One of a s¢
successful n

typedef sty
BioAPI IDH

union {
BioAPT]
uint32

} BIR;
BioAPI_FMR
} BioAPI CA

bt of candidates returned by BioAPI Identify or BioAPI_IdentifyMatech indicat
atch.

uct biocapi candidate {
NTIFY POPULATION TYPE Type;

| UUID *BIRInDataBase;
| t *BIRInArray;

FMRAchieved;
INDIDATE ;

7.25 BioARI_CATEGORY

This bitmas}

one category.

typedef uin|

k describes the category of BFP or BioAPI Unit)>A BFP or BioAPI Unit shall belong to e3

£32 t BioAPI CATEGORY;

#define BioAPT CATEGORY ARCHIVE 80%00000001)
#define BioAPI CATEGORY MATCHING ALG (0x00000002)
#define BiofPI CATEGORY PROCESSING ALG (0x00000004)
#define BiolPT CATEGORY SENSOR (0x00000008)
The highest pignificant bit is reserved and does not indicate a category of BFP or BioAPI Unit.

7.26 BioARI_DATA

7.26.1 The
block of cont

BioAPI.DATA structure is used to associate a length, in bytes, with the address of an arb
iguous.memory.

typedef sty

ng a

ractly

trary

uet/biocapi dataf

uint32

void *D

t Length; /* 1n bytes *
ata;

} BioAPT DATA;
7.26.2 Definitions

— Length -

Length of the data buffer in bytes.

— Data - A pointer to the start of an arbitrary length data buffer.

7.27 BioAPI_DATE

Defines the date when the BIR was created or when it is no longer valid.

typedef str

uintlé

32

uct biocapi date ({

t Year; /* valid range: 1900 - 9999 */
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uint8 t Month; /* valid range: 01 - 12 */

uint8 t Day; /* valid range: 01 - 31, consistent with associated month/year */
} BioAPI DATE;

#define BioAPI NO YEAR AVAILABLE (0)

#define BioAPI NO MONTH AVAILABLE  (0)

#define BioAPI NO DAY AVAILABLE (0)

The condition NO VALUE AVAILABLE is indicated by setting all fields to zero. When used within the
Creation DTG within a BIR header, if no date information is available, then the NO_DATE_AVAILABLE
value shall be used.

NOTE1 __ Thevear 2000 AD is represented by a Year value of 2000.

NOTH2  When used for ExpirationDate in a BIR header, corresponds to the “Valid to” portion-qf the “CBEFF_
BDB_yalidity_period” in ISO/IEC 19785-1.

NOTE3 Date formats are consistent with ISO 8601[21.

7.28| BioAPI_DB_ACCESS_TYPE

This bitmask describes a biometric application's desired level of acces$ te’a BSP-controlled BIR database.
The BSP may use the mask to determine what lock to obtain on the BIR database.

typedef uint32 t BioAPI DB ACCESS TYPE;
#define BioAPI DB ACCESS READ (0x00000001)
fdefine BioAPI DB ACCESS WRITE (0x00000002)

7.29| BioAPI_DB_MARKER_HANDLE
A harndle to a BIR database marker.

A mafker is an internal (not standardized) data‘structure managed by a BSP, which dynantically points
to a fecord in an open BSP-controlled BIR database. A marker handle is created and r¢turned to a
biometric application by the functions BioAPI_DbOpen and BioAPI_DbGetBIR. The interndl state of the
markler includes the open database handle and also the position of a record in that open ¢latabase. All
markers (and their handles) held by-a biometric application to an open BIR database begome invalid
wher] the database is closed by the-biometric application.

typedef uint32 t BioAPI DRB_MARKER HANDLE;

7.30| BioAPI_DB_HANDLE

A handle to an open'BIR database initially provided by a BSP to a biometric application and later used
by that application‘to address the database through the BSP.

typedef int32)t BioAPI DB HANDLE;

#define_BioAPI DB INVALID HANDLE (-1)
#defifi¢ BioAPI DB DEFAULT HANDLE (0)
# clirne DlOAt’L_L}D_L}J‘LL‘AULL_UULLJ_ELK (NULL)

7.31 BioAPI_DBBIR_ID

A structure providing the handle to a BIR database controlled by a BSP and the UUID of a BIR in that
database.
typedef struct biocapi dbbir id ({

BioAPI DB HANDLE DbHandle;

BioAPI UUID KeyValue;
} BioAPI DBBIR ID;

NOTE This type is used as an element of BioAPI_INPUT_BIR.
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7.32 BioAPI_DTG

Defines the date and time when the BIR was created.

typedef str

uct biocapi DTG {

BioAPIiDATE Date;
BioAPI TIME Time;

} BioAPI DT

NOTE

7.33 BioART_ENCRYPTION_ALG (BioAPI 2.2])

Identifies en
notation of A
AES with 12
notation for.

typedef chal

#define B

7.34 BioARI_ENCRYPTION_INFO (BioAPI 2.2)

7.34.1 Stru

biometric application which is used to encrypt/decrypt biométric data

typedef sty
BioAPI H
BioAPI K
uint32 t
} BioAPI EN

7.34.2 Defi
— ENCAlg
— ENCKeyl

Number

7.35 BioARI_LERRORJINFO (BioAPI 2.1)

This subclau

G;

The BioAPI DTG in a BIR header corresponds to the “CBEFF_creation_date” in ISO/IEC 19785-1.

cryption algorithm supported by a BioAPI Unit. This BioAPI type shall be the XML
SN.1 identifier (see ISO/IEC 8824-1) assigned to encryption algorithms. Example€to sy
B bit keys in CBC mode, the char would be “2.16.840.1.101.3.4.1.2” which is.the XML

r *BioAPI ENCRYPTION ALG;

10API ENCRYPTION ALG NOT SUPPORTED NULL

ture giving information of the cryptographic algerithm and key(s) of a BioAPI Unit

uct biocapi encryption info {

NCRYPTION ALG ENCAlg;

EY INFO *ENCKeyInfo;
*NumberOfElementsEncKeyInfo;

CRYPTION INFO;

hitions
- Encryption algorithm.
nfo - An array of key information for encryption.

DfElementsEncKeylnfo - The number of elements in the array of EncKeylInfo.

se applies only when the BioAPI version number in use is 2.1 or greater.

This structugeis used by the function BioAPI_GetLastErrorInfo, and holds information about the

value
ecify
value

or a

most

recent error

typedef str
int32 t
BioAPI S
BioAPI S

condition that caused a B1oAFI tunction call to return an error code.

uct biocapi error info {
ErrorCode;

TRING ErrorMessage;
TRING ErrorSourceName;

} BioAPI ERROR_INFO;

The member ErrorCode is the same value that was returned by the last BioAPI function call that

returned an

34

error code. The value of the remaining members are not standardized.
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7.36 BioAPI_EVENT

This enumeration defines the event types that can be raised by a BSP, BFP, or BioAPI Unit. Biometric
applications can define event handling callback functions of type BioAPI_EventHandler to receive and
manage these events. Callback functions are registered using the BioAPI_BSPLoad function. Example
events include the addition (insertion) or removal of a biometric sensor. Events are asynchronous.

BioAPI_NOTIFY_SOURCE_PRESENT and BioAPI_NOTIFY_SOURCE_REMOVED events are generated by
devices (sensor units) that can detect when the user may be available to provide a biometric sample
(e.g., the user has placed a finger on a fingerprint device). BloAPI_NOTIFY_SOURCE_PRESENT indicates
that a sample may be available, while BioAPI_NOTIFY_SOURCE_REMOVED indicates that a sample is

Arade o racaiiearanaad ot v oo Aot oot oo 1o

Akl ] HENN| Th 1 . 1
pl"Ob uA_‘y’ RO 1Cl’lg\’,‘1’ avatraore—refre—+1Ss1Ho oo et tHhat-teSe—evehtSsTHaStotcut—it EllI'S, severa

BioAPI_NOTIFY_SOURCE_PRESENT events may occur in succession.

typedef uint32 t BioAPI EVENT;

#define BioAPI NOTIFY INSERT (1)
#define BioAPI NOTIFY REMOVE (2)
#define BioAPI NOTIFY FAULT (3)
#define BioAPI NOTIFY SOURCE PRESENT  (4)
#define BioAPI NOTIFY SOURCE REMOVED (5)

7.37|BioAPI_EVENT_MASK

This type defines a mask with bit positions for each event type. The mask is used to erlable/disable
even{ notification, and to indicate what events are supported by a BSP.

typedef uint32 t BioAPI EVENT MASK;

#define BioAPI NOTIFY INSERT BIT (8x00000001
#define BioAPI NOTIFY REMOVE BIT (¥%x00000002

#define BioAPI NOTIFY SOURCE PRESENT BMI” (0x00000008

)
)
#define BioAPI NOTIFY FAULT BIT (0x00000004)
)
#define BioAPI NOTIFY SOURCE REMOVED, BT (0x00000010)

When the BioAPI version number in-use is 2.0, it can be impossible to mask an INSERT gvent coming
fromfn attach session of a BSP, becatise the event can occur just after a BioAPI_BSPLoad call, before any
BioAPI_EnableEvents call has:lad any chance to be processed. This is because BioAPI_EpableEvents
requires a handle which is provided by BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or
greater), and BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) itself| shall follow
BioAPI_BSPLoad. An INSERT event will be raised by the BSP on the BioAPI_BSPLoad call if a BioAPI
Unit |s already "insérted", and this event will reach the application before the application can call
BioAPI_EnableEvénts.

7.38| BioAPL.EventHandler

7.38.A\This is the event handler interface that an application is required to support if it wishes to receive
asynchronous notification of events such as the availability of a biometric sample or a fault detected by a
BSP. The event handler function is registered with the BioAPI Framework as part of the BioAPI_BSPLoad
function. This is the caller’s event handler for all general BSP events over all of the caller’s attach sessions
with the loaded BSP. General event notifications are processed through the BioAPI Framework.

The event handler function and any functions invoked (directly or indirectly) by that function shall not
issue BioAPI calls. These circular calls may result in deadlock in numerous situations; hence the event
handler shall be implemented without using BioAPI services (however, enumeration functions can be
used at any time).

The BioAPI_EventHandler can be invoked multiple times in response to a single event occurring in the
associated BSP. The event handler and the calling application shall track receipt of event notifications
and ignore duplicates. An event notification provides the following information:
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typedef BioAPI RETURN (BioAPI *BioAPI EventHandler)

(const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitID,

void* AppNotifyCallbackCtx,

const BioAPI UNIT SCHEMA *UnitSchema,
BioAPI EVENT EventType) ;

7.38.2 Definitions

BSPUuid (input) - The UUID of the BSP raising the event.
UnitID (input) - The unit ID of the BioAPI Unit associated with the event.

AppNotify 5 cherie-poirter—+to—€o all to

BioAPI_BSPLoad that established the event handler.

UnitSchgma (input) — A pointer to the unit schema of the BioAPI Unit associated with the évent.
EventType (input) - The BioAPI_EVENT that has occurred.

If the Eventlype is BioAPI_NOTIFY_INSERT, then a unit schema shall be provide@d’(that is, UnitSdhema

shall point t¢ a variable of type BioAPI_UNIT_SCHEMA). Otherwise, UnitSchema shall be NULL.

When the application receives a call to an event handler that carries a unit'\schema, the application shall
not call BioAPI_Free to free the memory block containing the unit schema or a memory block poinfed to

by any of its [members.

7.39 BioARI_FMR

A 32-bit integer value (N) that indicates a probable False Match Rate of N/(231-1). The larger the yalue,
the worse the result. Negative values are used to signal exceptional conditions. The only negative [value

currently defined is minus one.

typedef int32 t BioAPI FMR;

NOTE FMR is used within BioAPI as @meéans of setting thresholds and returning scores (see clause C.4).

7.40 BioARI_FRAMEWORK_SCHEMA

#define BioAPI NOT_ SET (-1)

7.40.1 The framework schema entry for a BioAPI Framework as recorded in the component registyy.

typedef struct bioapi framework schema {

BioAPI UUID\PFrameworkUuid;
BioAPI STRING FwDescription;
uint8 t “tPath;

BioAPT WERSION SpecVersion;
BioAPT STRING Productversion;
BioAPI_STRING Vendor;

BioAPI UUID FwPropertyId;
BioAPI DATA FwProperty;

} BioAPI FRAMEWORK SCHEMA;

7.40.2 Definitions

36

FrameworkUuid - UUID of the Framework component.
FwDescription - A NUL-terminated string containing a text description of the Framework.

Path - A pointer to a NUL-terminated string containing the path of the file containing the Framework
executable code, including the filename. The path may be a URL. This string shall consist of
ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017, Annex D).
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NOTE When BioAPI_FRAMEWORK_SCHEMA is used within a function call, the component that receives
the call allocates the memory for the Path schema element and the calling component frees the memory.

— SpecVersion - Major/minor version number of the BioAPI specification to which the Framework was

implemented.

— ProductVersion - The version string of the Framework software.

— Vendor - A NUL-terminated string containing the name of the Framework vendor.

— FwPropertyID - UUID of the format of the following Framework property.

related standard.
7.40.3 See clause 10.1.1 for further explanation of framework schema elements:

7.41| BioAPI_GUI_BITMAP (BioAPI 2.0)

This $ubclause applies only when the BioAPI version number in use i§2:0.

7.41./1 This structure provides a graphic for display by the application.

typedef struct bioapi gui bitmap {

uint32 t width; /* Width of bitmap in pixels fndmber of pixels for each line

ujnt32:t Height; /* Height of bitmap in pixeds/(number of lines) */
BjoAPI DATA Bitmap;
} BidAPI_GUI BITMAP;

7.41.2 Definitions

— Bitmap - a series of 8-bit grayscale pixels (where ‘00’ = black and ‘FF’ = white), read from

~

bp to bottom, as follows:

Table 1 — GUI Bitmap Format

y. The format

And content of the Framework property can either be specified by a vendor or can begpecified in a

*/

left to right,

Byte Position C)\\' Meaning Description
line 0, pixel 0 first pixel of first line
line 0, pixel 1 second pixel of first line
width-1 line 0, pixel(width-1) last pixel of first line
width line 1, pixel 0 first pixel of second line
(widfhnXheight) - 1 line (width - 1), pixel (height - 1) last line, last pixel

NOTE This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK and

BioAPI_GUI_STREAMING_CALLBACK descriptions under 7.54 and 7.55.

7.42 BioAPI_GUI_BITMAP (BioAPI 2.1)

7.42.1 This subclause applies only when the BioAPI version number in use is 2.1 or greater.

7.42.2 This structure provides a graphic for display by the application.

typedef struct bioapi gui bitmap {
BioAPI BIR SUBTYPE MASK SubtypeMask;
/* The subtype (or subtypes) of the sample represented
by the bitmap */
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uint32 t Width;
/* Width of bitmap in pixels (number of pixels for each line) */
uint32 t Height;
/* Height of bitmap in pixels (number of lines) */
BioAPI DATA Bitmap;
} BioAPI GUI BITMAP;

7.42.3 Definitions

— Bitmap - A series of 8-bit grayscale pixels (where ‘00’ = black and ‘FF’ = white), read from left to
right, top to bottom, as follows:

Table 1 — GUI bitmap format

Byte pgsition Meaning Description
0 line 0, pixel 0 first pixel of first line
line 0, pixel 1 second pixel of first ling
Width-1 line 0, pixel (Width -1) last pixel of firstline
Width line 1, pixel 0 first pixel of second line
(Width *Hejght)-1 |line (Width - 1), pixel (Height - 1) last line;Jast pixel

NOTE This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_EVENT_HANDLER
and BioAPI_GUI_PROGRESS_EVENT HANDLER descriptions in 7.86.

7.43 BioARI_GUI_BITMAP_ARRAY (BioAPI 2.1)
This subclause applies only when the BioAPI version nmber in use is 2.1 or greater.

The type BiqAPI_GUI_BITMAP_ARRAY is defined. as follows:
typedef strjuct bioapi gui bitmap array {

uint32 4 NumberOfMemberss

BioAPI JUI BITMAP *Bitmaps;

/* N pointer to an array of (B1oAPI GUI BITMAPs */
} BioAPI GUL BITMAP ARRAY;

7.44 BioARI_GUI_ENROLL_TYPE (BioAPI 2.1)

This subclaulse applies only(when the BioAPI version number in use is 2.1 or greater.

The type BiqAPI_GUI_ENROLL_TYPE indicates the enroll type of a BSP, and is defined as follows:
typedef uinft32 t_BY€API GUI ENROLL TYPE;

#define BieAPTF GUI ENROLL TYPE TEST VERIFY (0x00000001)
#define BiOoAPI GUI ENROLL TYPE MULTIPLE CAPTURE (0x00000002)

The enroll type of a BSP denotes a pattern of suboperations performed by the BSP during an enroll
operation.

The bit position BioAPI_GUI ENROLL_TYPE TEST_VERIFY indicates, when set, that the BSP supports
test verification at enrollment. During an enroll operation, an application receives GUI state event
notification callbacks for two capture suboperations, GUI state event notification callbacks for a process
suboperation, GUI state event notification callbacks for a create template suboperation, and GUI state
event notification callbacks for a verify match suboperation;

The bit position BioAPI_GUI ENROLL_TYPE MULTIPLE_CAPTURE indicates, when set, that the BSP
supports multiple capture suboperations at enrollment. During an enroll operation, an application
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receives GUI state event notification callbacks for multiple capture suboperations followed by GUI state
event notification callbacks for a create template suboperation.

The two bit positions shall not be set at the same time.

NOTE

This restriction is imposed because an application, in order to support a combination

of Test-Verify

and Multiple-Capture, would need more information about the timing of the suboperations in order to decide the
layout of its screen during enrollment.

7.45
This

This

subsg
Scopeé
funct

A nal

specifying a non-NULL GUI event subscription UUID. The framework calls the event handl

inar
subsg
direc

typeq
cd
Bj
Bj
Bj
Bi
} Bid

[ )

—

= W

(™)

- W

Q

dpplication is the same as the cu¥rrent application.

BioAPI_GUI_EVENT_SUBSCRIPTION (BioAPI 2.1)

type carries information about an existing named GUI event subscription, It. 1
riber application and the named subscription, and indicates which types of GUI ever
of the subscription. This type is specified for use in the BioAPI_QueryGUIEventS
ion.

med GUI event subscription is one that was created by a call to BigAPI_Subscribe

amed subscription to notify BSP-generated GUI events that have-been redirected td
ription (see 8.3.7), and to notify application-generated GUI ‘eévents (see 8.3.3, 8.3.1
ted to that named subscription.

ef struct Dbiocapi gui event subscription
nst uint8 t *SubscriberEndpointIRI;

OAPI UUID GUIEventSubscriptionUuid;

OAPI BOOL GUISelectEventSubscribed;

OAPI BOOL GUIStateEventSubscribed;

oAPI BOOL GUIProgressEventSubscribed;
API GUI EVENT SUBSCRIPTION;

{

ubscriberEndpointIRI - An IRI -see RFC 3987- (originally provided by the framework) tl
he application that created the named GUI event subscription. This shall be NULL if tH

UIEventSubscriptiontfuid - A UUID (originally provided by the subscriber app
lentifies the named GUI'event subscription.

UISelectEventSubscribed - Indicates whether GUI select events are in the
ubscription (a non-NULL callback address was originally provided by the subscribe
br the GUI select event handler).

UIStateRventSubscribed - Indicates whether GUI state events are in the
ubscription (a non-NULL callback address was originally provided by the subscribe
br the GUI state event handler).

entifies the
ts are in the
ubscriptions

[oGUIEvents
ers specified
that named
|, and 8.3.5)

hat identifies
e subscriber

ication) that

scope of the
I application

s$cope of the

r application

UlProgresskventsubscribed - Indicates whether GUI progress events are in the scope of the

subscription (a non-NULL callback address was originally provided by the subscriber application
for the GUI progress event handler).

7.46

BioAPI_GUI_MESSAGE (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.

This structure provides a message for display by the application.

typedef uint32 t BioAPI GUI MESSAGE;

NOTE

This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK
description under 7.41.
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7.47 BioAPI_GUI_MOMENT (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

An enumeration of the moments in which:

a)

a GUI select event can be generated with respect to a suboperation cycle, or

b) a GUI state or progress event can be generated with respect to a suboperation.

typedef uin

t32_t BioAPI GUI MOMENT;

#define BioAPT GUT MOMENT BEFORE START (1)

#define BioAPT GUI MOMENT DURING (2)
#define BioAPT GUI MOMENT AFTER END (3)
The values BioAPI_GUI_MOMENT BEFORE_START and BioAPI_GUI_MOMENT _AFTER.END can pccur

in all types qf GUI event notifications, whereas the value BioAPI_GUI_MOMENT_DURING can only
in GUI progress event notifications.

pccur

When the vhlue BioAPI_GUI_MOMENT_BEFORE_START occurs in a GUI sele¢t event notification, it
indicates that the BSP is ready to start a new suboperation cycle. A suboperation cycle consist

single exec
limit to the
performed fi
subsequent
the data pro

cancellation).

When the v3
it indicates {
suboperatio
of the GUI se

When the va
it indicates t

When the v3
indicates tha
whether the
parameter o

When the v

ion of the sequence of suboperations that comprise an openation (see 7.82). There
humber of suboperation cycles (successful or not) that the application can request
br an operation. However, all the data produced in each cycle shall be discarded w
'ycle is started, and therefore the outcome of an opération (including the return valu
duced) is always the outcome of its last (or only){suboperation cycle (except in the c

lue BioAPI_GUI_MOMENT_AFTER_END occurs in a GUI select event notification call
hat the current suboperation cycle hascerided. This value does not indicate whethg

lect event notification that containgithe result value of the suboperation cycle.

Jue BioAPI_GUI_MOMENT_BEEQRE_START occurs in a GUI state event notification call
hat the BSP is ready to starta-new suboperation within the current suboperation cyc

lue BioAPI_GUI_MOMENT_AFTER_END occurs in a GUI state event notification callb{
t the current suboperation perforrmed by the BSP has ended. This value does not ind
suboperation has\been successful or not, as that information is provided by a sep
f the GUI state évent notification which carries the result value of the suboperation cy

hlue BioAPI"GUI_MOMENT_BEFORE_START occurs in a GUI progress event notific

callback, it ipdicates(that the BSP is ready to start a new suboperation within the current suboper

cycle. A GUI
produced, a

progress event with this moment value may be redundant when a GUI state event i
d.may be omitted. However, such a GUI progress event is useful for those operations

as the identifyiatch operation) that do not produce GUI state events.

5 of a
is no
to be
hen a
e and
hse of

back,
r the

h cycle has been successful or not, as that information is provided by a separate parameter

back,
e.

ek, it
licate
arate
cle.

ation
ation
5 also
(such

When the value BioAPI_GUI_MOMENT_DURING occurs in a GUI progress event notification callback, it
indicates that the suboperation is in progress.

When the value BioAPI_GUI_MOMENT_AFTER_END occurs in a GUI progress event notification callback,
it indicates that the current suboperation perforrmed by the BSP has ended. A GUI progress event with
this moment value may be redundant when a GUI state event is also produced, and may be omitted.
However, such a GUI progress event is useful for those operations (such as the identify match operation)
that do not produce GUI state events.

NOTE This type is used with the application-controlled GUI feature (see 7.86).
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7.48 BioAPI_GUI_OPERATION (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

An enumeration of all BioSPI functions (operations) during which a BSP can generate GUI events.

typedef uint8 t BioAPI GUI OPERATION;

#define
#define
#define
#define
#define

BioAPI GUI OPERATION CAPTURE
BioAPI GUI OPERATION PROCESS
BioAPI GUI OPERATION CREATETEMPLATE
BioAPI GUI OPERATION VERIFYMATCH
BioAPI GUI OPERATION IDENTIFYMATCH

(1)

(2)

(3)
(4)
(5)

#d
#4
#4

The ¥
was i

The f

efine
efine
efine

BioAPI GUI OPERATION VERIFY (6)
BioAPI GUI OPERATION IDENTIFY
BioAPI GUI OPERATION ENROLL

(7)
(8)

Table 2 — BioSPI functions and opérations

pllowing table specifies the correspondence between BioSPI functions and operationy.

alues of this type occur in GUI event notifications, and identify the type\of BioSPI flunction that
h execution when the BSP produced the GUI event, and to which the GUlevent refers.

BioSPI function

BioAPI_GUI_OPERATION value

Commo
of the op

n name
eration

BioJPI Capture BioAPI GUI OPERATION CAPTURE capture operdtion

BioJPI Process BioAPI GUI OPERATIGN PROCESS process opergtion

BiodPI CreateTemplate |BioAPI GUI OPERATION CREATETEMPLATE |create templafe operation
BiodPI VerifyMatch BioAPI GUI QRERATION VERIFYMATCH verify match ¢gperation
BiodPI IdentifyMatch BioAPI GUI\OPERATION IDENTIFYMATCH identify match operation
BiodPI Verify BioAPI GUI OPERATION VERIFY verify operatipn
BioqPI Identify BioAR® GUI OPERATION IDENTIFY identify operdtion

BiodPI Enroll BigAPI GUI OPERATION ENROLL enroll operatipn

The fpllowing table specifiesswhich GUI events can be generated by a BSP during the execfition of each
type pf operation.

Table 3 — GUI events generated in each operation

Operation GUI select GUI state | GUI progress
events events events
capture operation X X X
process operation X
Create template operation X
verify match operation X
identify match operation X
verify operation X X X
identify operation X X X
enroll operation X X X

7.49 BioAPI_GUI_PROGRESS (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.
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A value that indicates the percentage progress (% complete) for an in-progress BSP operation to the
application for display purposes.

typedef uin

NOTE

t8 t BioAPI GUI_PROGRESS;

description under 7.54.

7.50 BioAPI_GUI_PROGRESS (BioAPI 2.1)

This subcla

se applies onlv when the BioAPI version number in use is 2.1 or greater.

This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK

Avaluein th
to the subjed

typedef uin|

NOTE Th
description in

7.51 BioARI_GUI_RESPONSE (BioAPI 2.0)

This subclau

Return valug
typedef uin|

#define
#define
#define
#define

B
1=
B
B
#define B

NOTE Th
description u

7.52 BioARI_GUI_RESPONSE (BioAPI 2.1)

This subclau

An enumera
made by thd
application 3

e range 0 to 100 indicating the percent of completion of a suboperation, intended for. di
t or an operator.

t8 t BioAPI GUI PROGRESS;

is is used with the application-controlled GUI option. See BioAPIGUI_PROGRESS_E
7.86.

se applies only when the BioAPI version number in use-s 2.0.

 from the biometric application during a callbackoperation.
t8 t BioAPI GUI RESPONSE;

10APTI CAPTURE SAMPLE
1i0API CANCEL

10API CONTINUE

ioAPI VALID SAMPLE
10APTI INVALID SAMPLE

Instruygtion to BSP to capture sample */
Usepeancelled operation */

User“or application selects to proceed */
Malid sample received */

Invalid sample received */

is is used with the application controlled GUI option. See BioAPI_GUI_STATE_CALIL
hder 7.54.

se applies only when the BioAPI version number in use is 2.1 or greater.

BSP has‘returned control to the BSP. Before returning from a notification callbag
ssigns a value of this type to an output parameter of the callback (Response).

splay

VENT

BACK

[ion of the possible actions to be performed by a BSP after a GUI event notification callback

k, an

typedef uin

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

BioAPI GUI RESPONSE DEFAULT

BioAPI GUI RESPONSE OP COMPLETE
BioAPI GUI RESPONSE OP CANCEL
BioAPI_GUI_ RESPONSE CYCLE_START
BioAPI GUI RESPONSE CYCLE RESTART
BioAPI GUI RESPONSE SUBOP START
BioAPI GUI RESPONSE SUBOP NEXT
BioAPI_GUI_RESPONSE_PROGRESS CONTINUE
BioAPI GUI RESPONSE PROGRESS ABORT
BioAPI GUI RESPONSE RECAPTURE

o)
=

Do o DT I RO CDANODT
Tt U T T T Ot

T

O Jo U wh - O

The value BioAPI_GUI_RESPONSE_OP_COMPLETE can only be returned in response to a GUI select
event notification callback with the moment value BioAPI_GUI_MOMENT _AFTER_END. It indicates that
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the BSP should consider the entire operation complete and should cause the original function call to
return the result code of the current suboperation cycle (which can be either BioAPI_OK or an error
code). After this response from the application, no further GUI event notification callbacks are expected
for the same operation.

The value BioAPI_GUI_RESPONSE_OP_CANCEL can be returned in response to any GUI event notification
callback. It indicates that the BSP should abort the entire operation and cause the original function
call to return an error code. After this response from the application, no further GUI event notification
callbacks are expected from the BSP for the same operation.

The value BioAPI_GUI_ RESPONSE _CYCLE_START can only be returned in response to a GUI select event
notific A - Bi _MOMEN ORE_ indicates that
the BP should start the suboperation cycle

," ads' akela [h- the moment LLE .Al ;7 AR

The value BioAPI_GUI_RESPONSE_CYCLE_RESTART can only be returned in respénse to
event notification callback with the moment value BioAPI_GUI_MOMENT_AFTERNEND o
to a GUI state or progress event notification callback with any moment value; Itindicates
should discard all the information produced during the current suboperation cycle and
a new suboperation cycle. After this response from the application, arGUI select event]
callbiack with the moment value BioAPI_GUI_MOMENT_BEFORE_START is expected from t

a GUI select
in response
that the BSP
should start
notification
he BSP.

I state event
dicates that

The value BioAPI_GUI_RESPONSE_SUBOP_START can only be returned in response to a GU
notification callback with the moment value BioAPI_GUI_MOMENT_BEFORE_START. It i
the BSP should start the suboperation.

The value BioAPI_GUI_RESPONSE_SUBOP_NEXT can onlj<be returned in response to a GUI state event
notifijcation callback with the moment value BioAPI,GUI_MOMENT_AFTER_END. It indicates that the
BSP ghould either perform the next suboperation in the current suboperation cycle (if th¢re are more
suboperations to be performed) or exit the suboperation cycle (if all the suboperations in the cycle have
beenperformed). After this response from the application, either a GUI state event notificafion callback

with the moment value BioAPI_GUI_MOMENT.BEFORE_START or a GUI select event notific
with the moment value BioAPI_GUI_MOMENT_AFTER_END is expected from the BSP (resp|

The yalue BioAPI_GUI_RESPONSE_PROGRESS_CONTINUE can only be returned in re
GUI progress event notification _callback. It indicates that the BSP should continue pej
suboperation.

The yValue BioAPI_GUI_RESPONSE_PROGRESS_ABORT can only be returned in respon|
progress event notification callback. It indicates that the BSP should abort the suboy
prodiice an error code. After this response from the application, a GUI state event notifica

ion callback
ectively).

sponse to a
forming the

se to a GUI
eration and
tion callback

with the moment value BioAPI_GUI_MOMENT_AFTER_END is expected from the BSP.

The yalue BigARI-GUI_RESPONSE_RECAPTURE can only be returned in response to a GU|l state event
notifjcation “callback with the moment value BioAPI_GUI_MOMENT_AFTER_END. It irldicates that
the BSP should discard one of the samples captured in the current suboperation cycle (possibly also
discarding any reference template and any processed sample created from the sample beinlg discarded)
and perfo O §1010J0JS O O proauce 4 JIMpIc. A esponse from the
application, a GUI state event notification callback with the moment value BioAPI_GUI_MOMENT_
BEFORE_START (for a capture suboperation with the purpose of enrollment) is expected from the BSP.
When the capture suboperation is completed, the BSP shall perform any other suboperations required
to complete the current suboperation cycle.

dDLU C CVV

The value BioAPI_GUI_RESPONSE_DEFAULT shall be interpreted as the one among the following values
which applies to the specific situation in which it is returned: BioAPI_GUI_RESPONSE_CYCLE_START,
BioAPI_GUI_RESPONSE_SUBOP_START, BioAPI_GUI_RESPONSE_PROCESS_CONTINUE, BioAPI_GUI_
RESPONSE_SUBOP_NEXT, or BioAPI_GUI_RESPONSE_OP_COMPLETE.

If an application returns a response value other than those permitted in each situation, the BSP shall
abort the entire operation and cause the original function call to return an error code. No further GUI
event notification callbacks are expected from the BSP for the same operation.
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The following table summarizes the compatibility between types of GUI events, moment values, and
responses.

Table 4 — GUI responses and GUI events

GUI GUI |GUI pro- GUI pro-| GUI GUI
GUI pro-
select state gress ress gress state select
Response from the application event event event g event event event
event
(before | (before | (before (during) (after (after (after
start) start) start) g end) end) end)
BioAPI GUI RESPONSE
DEFAULT X £ X X X X X
BioAPI GUJ RESPONSE X
CYCLE START
BioAPI GUJ RESPONSE X
SUBOP_START
BioAPI GUJ RESPONSE X X X
PROGRESS CONTINUE
BioAPI GUJ RESPONSE X
SUBOP_NEXT
BioAPI GUJ RESPONSE OP K
COMPLETE
BioAPI GUJ RESPONSE X N X
PROGRESS ABORT
BioAPI GUJ RESPONSE X
RECAPTURE
BioAPI GUI RESPONSE
CYCLE RESTART X X X X X K
BioAPI GUJI RESPONSE OP
CANCEL X X X X X X X

7.53 BioARI_GUI_STATE (BioAPI 2.0)
This subclause applies only when thé BioAPI version number in use is 2.0.

A mask that|indicates GUI state,\and also what other parameter values are provided in the GUI|State
Callback (this information is provided by the BSP through the GUI State Callback to the application).

typedef uint32 t BioARPENGUI STATE;
#define BioAPI SAMPLE AVAILABLE (0x0001) /* Sample captured and available */

#define BioAPL.MESSAGE PROVIDED (0x0002) /* BSP provided message for display */
#define BioAFPIPROGRESS PROVIDED (0x0004) /* BSP provide progress for display */

NOTE This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK
description under 7.54.

7.54 BioAPI_GUI_STATE_CALLBACK (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.

7.54.1 This structure is a function pointer type - a callback function that an application supplies to allow
the biometric service provider to pass GUI state information to the application through the Framework,
and to receive responses back.

7.54.2 Function
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typedef BioAPI RETURN (BioAPI *BioAPI GUI STATE CALLBACK)

(void *GuiStateCallbackCtx,

BioAPI GUI_STATE GuiState,
BioAPI GUI RESPONSE *Response,
BioAPI GUI MESSAGE Message,
BioAPI GUI PROGRESS Progress,

const BioAPI GUI BITMAP *SampleBuffer);

-1:2018(E)

Return of a value different from BioAPI_OK will make the calling function (e.g., BioAPI_Enroll) to
immediately return to the caller with that value as its error code.

7 54 2 Daxaraniarc
. T AT aIIctTeTy

(uiStateCallbackCtx (input) - A generic pointer to context information that was\pro
driginal requester and is being returned to its originator.

(uiState (input) - an indication of the current state of the BSP with respect to the
hdication of what others parameters are available.

—

vided by the

GUI, plus an

— Response (output) - A pointer to the response from the applicatipn back to the biomgtric service

NOTE See also clause C.8 on User Interface Considerations.

7.55|BioAPI_GUI_STREAMING_CALLBACK (BioAPI 2.0)

7.55./1 This is a function pointer type - a callback function that a biometric application supj
a BSH to stream~data for display, in the form of a sequence of bitmaps, to the application|
Frampwork.

7.55.2 Function

¢
I
d
aprogress indication. GuiState indicates if a sahmple Progress value is provided in the c4
¢
K
i

fdrovider on return from the Callback.

essage (input/optional) - The number of a message to display to the user. Mess3
nd message text are not standardized, and are BSP dependent. GuiState indicates if
rovided; if not, the parameter is NULL.

evelopment of a Sample/BIR. The value may be used to display a progress bar. Not all

arameter is NULL.

ampleBuffer (input/optional) - The currént sample buffer for the application to disp
indicates if a sample Buffer is provided; if not, the parameter is NULL.

subclause applies only when the BioAPI version number in use is 2.0.

ge numbers
a Message is

rogress (input/optional) - A value that indicates-{as a percentage) the amount of prigress in the

SPs support
11; if not, the

lay. GuiState

blies to allow
through the

typedef BioAPI RETURN (BioAPI *BioAPI GUI STREAMING CALLBACK)

(void *GuiStreamingCallbackCtx,
const BioAPI GUI BITMAP *Bitmap);

Return of a value different from BioAPI_OK will make the calling function (e.g., BioAPI_Enroll) to
immediately return to the caller with that value as its error code.

7.55.3 Parameters

— GuiStreamingCallbackCtx (input) - A generic pointer to context information that was provided by the

original requester and is being returned to its originator.

Bitmap (input) - a pointer to the bitmap to be displayed.
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See also clause C.8 on User Interface Considerations.

7.56 BioAPI_GUI_SUBOPERATION (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

An enumeration of the possible types of suboperations performed by a BSP during an operation, to be
reported to the application in GUI event notifications.

typedef uint8 t BioAPI GUI SUBOPERATION;

#define

BioAPI GUI SUBOPERATION CAPTURE

#define
#define
#define
#define

B

B
B
B

The values
current oper

The followin
each type of]
OPERATION
the number
account of p

10APL GUL SUBOPERATION PROCESS

10APT GUI SUBOPERATION CREATETEMPLATE
10API GUI SUBOPERATION VERIFYMATCH
10API GUI SUBOPERATION IDENTIFYMATCH

pf this type occur in GUI event notifications and identify a type of suboperation ¢
ation for which the GUI event has been generated.

g table shows the types of suboperations (and their number) performed by a BSP d
operation (in order). For the operations BioAPI_GUI_OPERATION_CAPTURE, BioAPI
| VERIFY, BioAPI_GUI_OPERATION_IDENTIFY,
pf suboperations is relative to a complete suboperation cycle (see 7.47) and does nof
pssible recaptures done within the cycle (see 7.52).

and BjeAPI_GUI_OPERATION_EN]

Table 5 — Suboperations performed’in each operation

f the

uring

| GUL_
ROLL,
take

Operation

Suboperations

BioAPI GU
the purpose

[ OPERATION CAPTURE with
f verification or identification

BioAPIA~GUI SUBOPERATION CAPTURE (one)
BioARI GUI SUBOPERATION PROCESS (zero or one)

BioAPI GU
the purpose
type is Test-{

[_OPERATION_CAPTURE\NHh
f enrollment (when the enroll
erify)

B&GAPI GUI SUBOPERATION CAPTURE (two)
BioAPI_ GUI_ SUBOPERATION CREATETEMPLATE (ong
BioAPI GUI_ SUBOPERATION PROCESS (one)
BioAPI GUI SUBOPERATION VERIFYMATCH (one)

BioAPI GU
the purpose
type is Multi

[ OPERATION CAPTURE with
f enrollment (when the enroll
ble-Capture)

BioAPI GUI_SUBOPERATION CAPTURE (multiple)
BioAPI GUI SUBOPERATION CREATETEMPLATE (ong

BioAPI GU

[ OPERATION\'PROCESS

BioAPI_GUI_ SUBOPERATION PROCESS (one)

BioAPI GU
CREATETEM

[ OPERATON
PLATE

BioAPI GUI_ SUBOPERATION CREATETEMPLATE (ong

BioAPI GU

[ OPRERATION VERIFYMATCH

BioAPI GUI SUBOPERATION VERIFYMATCH (one)

BioAPI GU

_OPERATTON TDENTTEFYMATCH

BioAPT GUIT SUBRQPERATION TDENTIEFYMATCH (nnp)

BioAPI GUI OPERATION VERIFY

BioAPI GUI SUBOPERATION CAPTURE (one)
BioAPI GUI_SUBOPERATION PROCESS (one)
BioAPI GUI SUBOPERATION VERIFYMATCH (one)
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Table 5 (continued)

Operation Suboperations
BioAPI GUI OPERATION IDENTIFY BioAPI GUI SUBOPERATION CAPTURE (one)

BioAPI GUI SUBOPERATION PROCESS (one)

BioAPI GUI_ SUBOPERATION IDENTIFYMATCH (one)

BioAPI GUI OPERATION ENROLL BiOAPIiGUIisUBOPERATION7CAPTURE(UN@
(when the enroll type is Test-Verify)

BioAPI GUI SUBOPERATION CREATETEMPLATE (one)
BioAPI GUI SUBOPERATION PROCESS (one)

BioAPI GUI SUBOPERATION VERIFYMATCH one)

BioAPI GUI OPERATION ENROLL BioAPI GUI SUBOPERATION CAPTURE fmultiple)
(wheh the enroll type is Multiple-Capture)

BioAPI GUI SUBOPERATION CREATETEMPLATE (one)

7.57|BioAPI_HANDLE

A uniﬁue identifier, returned on BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater),
that identifies an attached BioAPI BSP session.

typedef uint32 t BioAPI HANDLE;
When the BioAPI version number in use is 2.1 or greater, the valiie zero shall not be used als a valid BSP
attach session handle value. All other 32-bit unsigned integerivalues are permitted.

#defije BioAPI INVALID BSP HANDLE (0)
This flefinition applies only when the BioAPI versionimber in use is 2.1 or greater.

7.58|BioAPI_HASH_ALG (BioAPI 2.2)

Identjifies the hash algorithm supported by a BioAPI Unit, which is used in the generatjon of ACBio
instaphce. This BioAPI type shall be the?’XML value notation of ASN.1 identifier (see ISPD/IEC 8824-
1) aspigned to hash algorithms. Example to specify the SHA-1 hash algorithm, the char would be
“1.3.14.3.2.26” which is the XML value'notation for.

typedef char *BioAPI HASH ARLSs

#define BioAPI HASH ALG_NOT SUPPORTED NULL
7.59| BioAPI_IDENTIEY_POPULATION

A structure used ‘to identify the set of BIRs to be used as input to a BioAPI_Identifyy or BioAPI_
IdentifyMatchOpeéeration.

typedef stxuct biocapi identify population {
BioAPT IDENTIFY POPULATION TYPE Type;
un 00 ,{

B4 ARPT DR HANDIE *BTRNDa+Boo 7

BioAPI BIR ARRAY POPULATION *BIRArray;
} BIRs;

} BioAPI IDENTIFY POPULATION;

If BioAPI_PRESET_ARRAY_TYPE is specified in Type, BIRArray shall be selected and shall be set to NULL.

7.60 BioAPI_IDENTIFY_POPULATION_TYPE

A value indicating the method of BIR input to a BioAPI_Identify or BioAPI_IdentifyMatch operation,
whether it is via a passed-in array or a pointer to a BIR database.

typedef uint8 t BioAPI IDENTIFY POPULATION TYPE;

#define  BioAPI DB TYPE (1)
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#define  BioAPI_ARRAY TYPE (2)
#define ~ BioAPI PRESET ARRAY TYPE (3)

7.61 BioAPI_INDICATOR_STATUS

This type is used by a biometric application to get and set device (BioAPI Unit) indicators supported by a
BSP. The precise physical form of these indicators (and their availability) is implementation-dependent.

typedef uint8 t BioAPI INDICATOR STATUS;
#define BioAPI INDICATOR_ACCEPT

(
#define BioAPI INDICATOR REJECT (
#define BioAPI INDICATOR READY (
{
(

o b W e o T AL T nal Y hnhhfal
fdefine ProfrPr—NBIEAReR—BHSY

#define [BioAPI INDICATOR FAILURE

7.62 BioARI_INPUT_BIR

s W N

)
)
)
Y
)

A structure fised to input a BioAPI BIR to the API. Such input can be in one of three forms:
a) aBIR Hgndle;

b) akeytop BIRin a database controlled by the BSP. If the DbHandle is zero, & database selected by the
BSP is agsumed. (A DbHandle is returned when a BIR database is opened];

c) aBioAP]BIR structure.

typedef strjuct bioapi input bir {
BioAPI INPUT BIR FORM Form;
union {
BioAPIiDBBIRiID *BIRinDb;
BioAPI_BIR_HANDLE *BIRinBSP;
BioAPI BIR *BIR;
} InputHIR;
} BioAPI INPUT BIR;

7.63 BioARI_INPUT_BIR_FORM

A value indigdating the form/method by which a BIR is provided.

typedef uinft8 t BioAPI INPUT BIR FQRM;

#define [BioAPI DATABASE ID INPUT (1)
#define [BioAPI BIR HANDLE §INPUT (2)
#define [BioAPI FULLBIR ANRUT (3)

NOTE This type is used-as an element of BioAPI_INPUT_BIR.

7.64 BioARI_INSTALL_ACTION

Specifies thq action to be taken during BSP installation operations.

typedef uint32_ t BioAPI INSTALL ACTION;
#define BioAPI INSTALL ACTION INSTALL (1)
#define BioAPI INSTALL ACTION REFRESH (2)
#define BioAPI INSTALL ACTION UNINSTALL (3)

7.65 BioAPI_INSTALL_ERROR

A structure which contains additional information regarding an error state that has occurred during
an installation operation.

typedef struct install error(
BioAPI RETURN ErrorCode;
BioAPI_STRING ErrorString;
} BioAPI INSTALL ERROR;
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BioAPI_KEY_INFO (BioAPI 2.2)

7.66.1 Union giving information of cryptographic key of a BioAPI Unit or a biometric application which

is use

d to encrypt/decrypt biometric data or to generate/validate MAC of BIR.

typedef union biocapi key info {
BioAPI KEY TRANSPORT KTInfo;
BioAPI ASN1 ENCODED KEKInfo;
} BioAPI KEY INFO;

7.66.2 Definitions

~

|
eulie]

NOTE

7.67

7.67,

man

typedq
B
Bj
} Bid

7.67,

~

(e

—
B

NOTE

7.68

Ident
SHA-

typeq

| a0k W JZ aade, b 1 1 dede 1 - £1 . dos. |
LITU — ATy TTITUTTTAUULIT WIITIT RT Y TTIAdIId gTHITITU LCUIHIIIUT U RTY LT dIISPUT U IS USTU.

[EKInfo - Key information when key management technique of previously distribute
ey-encryption keys is used.

For details of key management, see RFC 3852.
BioAPI_KEY_TRANSPORT (BioAPI 2.2)

1 Structure giving information of cryptographic key of a BioAPI Unit or a biometric

gement technique of key transport is used.
ef struct biocapi key transport ({
OAPI ASN1 ENCODED IssuerAndSerialNumber;

OAPT_ASN1 ENCODED Certificate;
API_KEY TRANSPROT;

2 Definitions

bsuerAndSerialNumber - ASN.1 encoded data of ASN.1 type IssuerAndSerialNu

ertificate - ASN.1 encoded-data of ASN.1 type Certificate which contains X.509 cert
ublic key:.

For details of the-definitions of the types IssuerAndSerialNumber and Certificate, see R}

BioAPI_MAE€_ALG (BioAPI 2.2)

ifies the(MAC algorithm supported by a BioAPI Unit. Example to specify the HMAC alg
|, the.char would be “1.3.6.1.5.5.8.1.2” which is the XML value notation for.

ef{char *BioAPI MAC ALG;

1 symmetric

application,

whicjl is used to encrypt/decrypt biometric data or to generate/.validate MAC of BIR, when key

mber which

ontains the information of issuéb and serial number of the X.509 certificate for the public key.

ificate of the

'C 3852.

orithm with

#define BioAPI MAC ALG NOT SUPPORTED NULL

7.69

BioAPI_MAC_INFO (BioAPI 2.2)

7.69.1 Structure giving information of the MAC algorithm and key(s) of a BioAPI Unit or a biometric
application which is used to generate /validate MAC of BIR.

typedef struct bioapi mac info {
BioAPI MAC ALG MACAlg;
BioAPI_KEY_INFO *MACKeyInfo;
uint32 t *NumberOfElementsMacKeyInfo;
} BioAPI MAC INFO;
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7.69.2 Definitions

— MACAIg - MAC algorithm.

— MACKeylInfo - An array of key information for message authentication code.

— NumberOfElementsMacKeyInfo - The number of elements in the array of MacKeylInfo.

7.70 BioAPI_OPERATIONS_MASK

A mask that indicates what operations are supported by the biometric service provider.

typedef uinft32 t BioAPT OPERATIONS MASK;
#definfe BioAPI ENABLEEVENTS (0x00000001)
#definle BioAPI SETGUICALLBACKS (0x00000002)
#definle BioAPI SUBSCRIBETOGUIEVENTS (0x00000002)
#defi BioAPI CAPTURE (0x00000004)
#definle BioAPT CREATETEMPLATE (0x00000008)
#defirf BioAPI PROCESS (0x00000010)
#definle BioAPI PROCESSWITHAUXBIR (0x00000020)
#defife BioAPT VERIFYMATCH (0x00000040)
#defife BioAPI IDENTIFYMATCH (0x00000080)
#defife BioAPI ENROLL (0x00000100)
#definfe BioAPI VERIFY (0x00000200)
#definle BioAPI IDENTIFY (0x00000400)
#definfe BioAPT IMPORT (0x00000800)
#defife BioAPT PRESETIDENTIFYPOPULATION (0x00001008)
#defirfe BioAPT DATABASEOPERATIONS (0x00002000Y
#definfe BioAPI SETPOWERMODE (0x00064000)
#definfe BioAPT SETINDICATORSTATUS (0x00008000)
#definle BioAPI GETINDICATORSTATUS (0x0QB10000)
#defife BioAPT CALIBRATESENSOR (0x00020000)
#definf BioAPT UTILITIES (6X00040000)
#definfe BioAPT QUERYUNITS (0x00100000)
#definfe BioAPI QUERYBFPS (0x00200000)
#definle BioAPI CONTROLUNIT (0X00400000)
#defi BioAPI TRANSFORM (0x00800000)
#definfe BioAPT PROCESSUSINGAUXBIRS (0x01000000)
#defife BioAPT VERIFYMATCHUSINGAUXBIRS  (0x02000000)
#definfe BioAPI DECIDE (0x04000000)
#defi BioAPI FUSE (0x08000000)
#defife BioAPI SECURITY (0x10000000)

The definition BioAPI_SETGUICALLBACKS applies only when the BioAPI version number in use is 2.0.

The definitign BioAPI_SUBSCRIBETOGUIEVENTS applies only when the BioAPI version number in use

is 2.1 or grepter. Thedefinition BioAPI_TRANSFORM applies only when the BioAPI version numlﬁar in

use is 2.1 or preater.

NOTE THistype is used as an element of BioAPI_BSP_SCHEMA.

7.71 BioAPI_OPTIONS_MASK

A mask that indicates what options are supported by the Biometric Service Provider. Note that optional
functions are identified within the BioAPI_OPERATIONS_MASK and not repeated here.

typedef uint32 t BioAPI OPTIONS MASK;

#define BioAPI RAW (0x00000001)
If set, indicates that the BSP supports the return of raw/audit data.

#define BioAPI QUALITY RAW (0x00000002)
If set, the BSP supports the return of a quality value (in the BIR header) for raw biometric data.

#define BioAPI QUALITY INTERMEDIATE (0x00000004)
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If set, the BSP supports the return of a quality value (in the BIR header) for intermediate biometric data.

#define BioAPI QUALITY PROCESSED (0x00000008)
If set, the BSP supports the return of quality value (in the BIR header) for processed biometric data.

#define BioAPI APP GUI (0x00000010)
If set, the BSP supports application control of the GUI.

#define BioAPI STREAMINGDATA (0x00000020)
If set, the BSP provides GUI streaming data. This definition applies only when the BioAPI version
number in use is 2.0.

#define BioAPI GUI_PROGRESS EVENTS (0x00000020)
If set, the BSP provides GUI progress events. This definition applies only when the BipAPI version
number in use is 2.1 or greater.

#defile BioAPI SOURCEPRESENT (0x00000040)
If set) the BSP supports the detection of the presence a biometric characteristiciat the bionjetric sensor.

#defile BioAPI PAYLOAD (0x00000080)
If sef, the BSP supports payload carry (accepts a payload during. BioAPI Enroll| or BioAPI_
CreateTemplate and returns the payload upon successful BioAPI Verify, BioAPI_VerifyMatch), or
VerifyMatchUsingAuxBIRs (BioAPI 2.2 or greater)).

#defile BioAPI BIR SIGN (0x00000100)
If set| the BSP returns signed BIRs.

#defijle BioAPI BIR ENCRYPT (0x00000200)
If set| the BSP returns encrypted BIRs (BDB portion).

#defile BioAPI TEMPLATEUPDATE (0x00889400)
If set} the BSP updates any provided input reference template as part of the enrollment| or template
creatjon operation.

#defile BioAPI_ ADAPTATION (0x00000800)
If sef, the BSP supports BIR adaptation in the return parameters of a Verify, VerifyMatch, or
VerifyMatchUsingAuxBIRs (BioAPI 232 or greater) operation.

#defile BioAPI BINNING (0x00001000)
If set| the BSP supports binning\(in BioAPI_Identify and BioAPI_IdentifyMatch operations).

#defife BioAPI SELFCONTAINEDDEVICE (0x00002000)
If set) the BSP supportsa‘self-contained device.

#defie BioAPI MEC (0x00004000)
If set| the BSP directly supports matching on a smartcard.

#defile BiOAP1 SUBTYPE TO CAPTURE (0x00008000)
If set| the(BSP supports specification by the application of which biometric subtype to capture and will
act on it

#define BioAPI SENSORBFP (0x00010000)
If set, the BSP supports management of a sensor unit through a BFP.

#define BioAPI ARCHIVEBFP (0x00020000)
If set, the BSP supports management of an archive unit through a BFP.

#define BioAPI MATCHINGBFP (0x00040000)
If set, the BSP supports management of a matching algorithm unit through a BFP.

#define BioAPI PROCESSINGBFP (0x00080000)
If set, the BSP supports managment of a processing algorithm unit through a BFP.

#define BioAPI COARSESCORES (0x00100000)
If set, the BSP returns scores which are coarsely quantized (see clause C.4.6).

© ISO/IEC 2018 - All rights reserved 51


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

#define BioAPI IDENTIFYINDICATOR (0x00200000)
If set, the BSP supports progress indication during identification. This definition applies only when the
BioAPI version number in use is 2.1 or greater.

NOTE This type is used as an element of BioAPI_BSP_SCHEMA.

7.72 BioAPI_POWER_MODE

An enumeration that specifies the types of power modes the BSP and its attached devices (BioAPI Units)
will try to use.

typedef uint32 t BioAPI POWER MODE;

/* All flunctions available */
#define BiOAPI_POWER_NORMAL (1)

/* Able |to detect (for example) insertion/finger on/person present type of ewents *
#define BioAPI_POWER_DETECT (2)

/* Minimum mode. All functions off */
#define BioAPIiPOWERisLEEP (3)

7.73 BioARI_QUALITY

7.73.1 A value indicating the relative quality of the biometric data in th€) BDB.

typedef int8 t BioAPI QUALITY;

7.73.2 The performance of biometrics varies with the quality,df.the biometric sample. Since a univefrsally
accepted definition of quality does not exist, BioAPI specifies the following structure with the gpal of
relatively qupntifying the effect of quality on usage of the BIR (as envisioned by the BSP implemepter).
The scores gs reported by the BSP are based on the purpose (BioAPI_BIR_PURPOSE) indicated Ry the
application |(e.g., BioAPI_PURPOSE_ENROLL, BioAPI*PURPOSE_VERIFY, BioAPI_PURPOSE_IDENTIFY,
etc.). Additignally, the demands upon the biometric vary based on the actual customer applidation
and/or envifonment (i.e., a particular applicatiofi’usage may require higher quality samples than would
normally be fequired by less demanding applications).

7.73.3 Qualjty measurements are repotted as an integral value in the range 0-100 except as followfs:

— valueof{-1": BioAPI_QUALITY was notsetby the BSP (reference the BSPimplementer’s documenfation
for an ejyplanation);

— value of[*-2": BioAPI_QUALITY is not supported by the BSP.

7.73.4 Therje are tw0 objectives in providing BioAPI_QUALITY feedback to the biometric applicatign.

a) The primary_bbjective is to have the BSP inform the application how suitable the biometric
sample s*for the purpose (BioAPI_PURPOSE) specified by the application (as intended by thg BSP
implementer based on the use scenario envisioned by that BSP implementer).

b) The secondary objective is to provide the application with relative results (e.g., current sample is
better/worse than previous sample).

7.73.5 Quality scores in the range 0-100 have the following general interpretation.

— 0-25: UNACCEPTABLE: The BDB cannot be used for the purpose specified by the application
(BioAPI_PURPOSE). The BDB needs to be replaced using one or more new biometric samples.

— 26-50: MARGINAL: The BDB will provide poor performance for the purpose specified by the
application (BioAPI_PURPOSE) and in most application environments will compromise the intent of
the application. The BDB needs to be replaced using one or more new biometric samples.

52 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

— 5

— 76-100:

ISO/IEC 19784-1:2018(E)

1-75: ADEQUATE: The biometric data will provide good performance in most application
environments based on the purpose specified by the application (BioAPI_PURPOSE). The application
should attempt to obtain higher quality data if the application developer anticipates demanding usage.

by the application (BioAPI_BIR_PURPOSE).

NOTE

7.74

The BioAPI Quality corresponds to the “CBEFF_BDB_quality” in ISO/IEC 19785-1.

BioAPI_RETURN

EXCELLENT: The biometric data will provide good performance for the purpose specified

7.74.

— A
— H
typed

#4
7.74.
— B
— A
t]

7.75

A ma

typeq

#defir]
If set

#defir]
If set

#defir]
If set

1 This data type is returned by all BioAPI functions. The permitted values include:
ioAPI_OK;

1l Error Values defined in this specification;

SP-specific error values defined and returned by a specific biometricservice provide
1l Error Values defined for lower level components;

ioAPI Unit-specific error values defined and returned by a specific biometric service
ef uint32 t BioAPT RETURN;

efine BioAPI OK (0)

2 Definitions

i0API_OK - Indicates operation was successful,

Il other values - Indicates the operationswas unsuccessful and identifies the specific, d

hat resulted in the failure. (See Clause 11 for the list of standardised error codes.)

BioAPI_SECURITY_OPTIONS_MASK (BioAPI 2.2)

Gk that indicates what security options are supported by the BioAPI Unit.
ef uint32 t BioAPI SBGURITY OPTIONS MASK;

e BioAPI ENCRYRTION (0x00000001)
indicates that the-BioAPI Unit supports encryption.

e BioAPI MAG" (0x00000002)
indicates.that the BioAPI Unit supports MAC generation.

e B#oAPI DIGITAL SIGNATURE (0x00000004)
indicates that the BioAPI Unit supports digital signature.

brovider.

btected error

#define BioAPI ACBio GENERATION WITH MAC (0x00000010)

If set,

indicates that the BioAPI Unit supports ACBio generation using MAC.

#define BioAPI ACBio GENERATION WITH DIGITAL SIGNATURE (0x00000020)

If set,

7.76

indicates that the BioAPI Unit supports ACBio generation using digital signature.

BioAPI_SECURITY_PROFILE (BioAPI 2.2)

7.76.1 Structure giving information of the cryptographic algorithms and keys of a BioAPI Unit or a
biometric application which is used to encrypt/decrypt biometric data or to generate/validate the MAC
or digital signature of the BIR and also giving the information of the hash algorithm, the information
about the MAC generation, and the digital signature used in ACBio generation. When this structure is used
in the structure of BioAPI_UNIT_SCHEMA (BioAPI 2.2) as the output parameter of BioAPI_QueryUnits,
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the parameters in this structure indicate the information supported in the BioAPI Unit. On the other
hand, when this structure is used as the parameter of BioAPI_BSPAttachSecure, the parameters in this
structure indicates the information which is to be used in the execution of security operations.

typedef struct bioapi security profile {
BioAPI_SECURITY_OPTIONS_MASK SupportedSecOption;
BioAPIiENCRYPTIONiINFO **ENCInfo;
uint32 t *NumberOfElementsEncInfo;
BioAPI MAC INFO **MACInfo;
uint32 t *NumberOfElementsMacInfo;
BioAPIiDIGITALisIGNATUREiALG *SIGNAlg;
uint32 t *NumberOfElementsSIGNAlg;
BioAPI_OPERATIONS MASK ACBioOption;
BioAPI_HASH_ALG **HASHAlgForACBio;
uint32 f *NumberOfElementsHASHAlgForACBio;
BioAPI MAC INFO **MACInfoForACBio;
uint32 f *NumberOfElementsMACInfoForACBio;
BioAPI_DIGITAL_SIGNATURE_ALG *SIGNAlgForACBio;
uint32 f] *NumberOfElementsSIGNAlgForACBio;

} BioAPIisECURITYiPROFILE;

7.76.2 Defihitions

— SupportedSecOption - A mask which indicates which security optighs,are supported or fo be
executedl by the BSP Unit.

— ENCInfo|- Encryption information used in the encryption of the(BDB.

— Number{QfElementsEncinfo - The number of elements in the array of ENCInfo.
— MACInfo|- MAC information used to keep the integrity.ofthe BIR.

— Number{QfElementsMaciInfo - The number of elementsin the array of MACInfo.
— SIGNAlg}- Digital signature algorithm used to keep the integrity of the BIR.

— Number{QfElementsSIGNAlg - The number _ef'€lements in the array of SIGNAlg.

— ACBioOgtion - A mask which indicates which security options of MAC or digital signature are
supportgd or to be executed by the BSP Unit.

— HASHAIl§ForACBio - Hash algorithm used to generate ACBio instances.
— Number{QfElementsHASHAIgForACBio - The number of elements in the array of HASHAIgForA(Bio.
— MACInfolForACBio - MAG information used to generate ACBio instances.
— Number{QfElementsMACInfoForACBio - The number of elements in the array of MACInfoForACRio.
— SIGNAlgforACBio - Digital signature algorithm used to generate ACBio instances.

1ALl I
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Numbe 0

7.77 BioAPI_DIGITAL_SIGNATURE_ALG (BioAPI 2.2)

Identifies the digital signature algorithm supported by a BioAPI Unit. This BioAPI type shall be the
XML value notation of ASN.1 identifier (see ISO/IEC 8824-1) assigned to digital signature algorithms.
Example to specify the digital signature algorithm using SHA1 with RSA according to ISO/IEC 9796-2,
the char would be “1.3.36.3.4.3.2.1” which is the XML value notation for.

typedef char *BioAPI DIGITAL SIGNATURE ALG;

#define BioAPI DIGITAL SIGNATURE ALG NOT SUPPORTED NULL
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7.78 BioAPI_STRING
7.78.1 This is used by BioAPI data structures to represent a character string inside of a fixed-length
buffer. The character string shall be NUL-terminated.

typedef uint8 t BioAPI STRING [269];

7.78.2 This string shall consist of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646:2017,
Annex D).

7.79 BioAPI_TIME

Defines the time when the BIR was created.

typedef struct biocapi time ({
uint8 t Hour; /* valid range: 00 - 23, 99 */
ujnt8 t Minute ; /* valid range: 00 - 59, 99 */
ujnt8 t Second ; /* valid range: 00 - 59, 99 */
} BiCAPI_TIME;

#define BioAPI NO HOUR AVAILABLE (99)
#define BioAPI NO MINUTE AVAILABLE (99)
#define BioAPI NO SECOND AVAILABLE (99)

The dondition NO VALUE AVAILABLE shall be indicated by setting all fields to the value 99 (decimal).
When used within the Creation DTG within a BIR header)\if no time information is avjilable, then
the |BioAPI_NO_HOUR_AVAILABLE, BioAPI_NO_MINUTE_AVAILABLE, and BioAPI_NO_SECOND_
AVAILABLE values shall be used.

NOTE Time formats are consistent with ISO 86012},

7.80| BioAPI_UNIT_ID

A BidAPI Unit ID is a 32-bit integer assigned to a BioAPI Unit by a BSP that manages| (directly or
indirgctly) the BioAPI Unit.

typedef uint32 t BioAPI UNIT,AID;

#defirle BioAPI DONT CARE (0x00000000)
#defirle BioAPI DONT_ INCLUDE (OXFFFFFFFEF)

7.81| BioAPI_UNIT_LIST- ELEMENT

7.81.[1 Indicates aiBioAPI Unit by category and ID. A list of these elements is used to establiish an attach
sessign.

typedef stxbct bioapi unit list element ({
BioAPI CATEGORY UnitCategory;

BiOAPI_UNIT_ID UnitId;
} IRDCAPT UNIT IIST ELEMENT:

7.81.2 Definitions

— UnitCategory - Defines the category of the BioAPI Unit.

— Unitld - The ID of a BioAPI Unit to be used in this attach session. This will be created by the BSP
uniquely.

7.82 BioAPI_UNIT_SCHEMA

7.82.1 A BioAPI Unit schema indicates the specific characteristics of the BioAPI Unit.

typedef struct bioapi unit schema {
BioAPI UUID BSPUuid;
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NOTE Th
EventHandle

7.82.2 Defi

56

} BioAPT

BioAPI UUID UnitManagerUuid;
BioAPI UNIT ID UnitId;

BioAPI CATEGORY UnitCategory;
BioAPI UUID UnitProperties;
BioAPI_STRING VendorInformation;
BioAPI EVENT MASK SupportedEvents;
BioAPI UUID UnitPropertyID;

BioAPI DATA UnitProperty;

BioAPI STRING HardwareVersion;
BioAPI STRING FirmwareVersion;
BioAPI STRING SoftwareVersion;
BioAPI STRING HardwareSerialNumber;
BioAPI BOOL AuthenticatedHardware;

uint

32 t MaxBSPDbSize:

uint

BSPUuid

UnitMan
either th

Unitld -
UnitCate

UnitProf
be speci

Vendorln
Support
UnitProj

UnitProj
BioAPI
specifie

Hardwa
availabl

Firmwar

32:t MaxIdentify;
| UNIT SCHEMA;

), but is not stored in the component registry.

hitions
- UUID of the BSP supporting this BioAPI Unit.
agerUuid - UUID of the software component directly managing the BioAPI Unit (m

e BSP itself or a BFP).

gory — Defines the category of the BioAPI Unit:

erties - UUID indicating a set of properties;of the BioAPI Unit. The indicated set can ¢
fied by each vendor or follow a related standard.

iformation - Contains vendor proprietary information.
bdEvents - A mask indicating which types of events are supported by the hardware.
ertylD — UUID of the formatof the following Unit property structure.

erty - Address and length of a memory buffer containing the Unit property describir
Init. The format and\Content of the Unit property can either be specified by the vendor
l in a related standard.

reVersion - A\NUL-terminated string containing the version of the hardware. Empty

17

eVersion - A NUL-terminated string containing the version of the firmware. Empty

h

e BioAPI Unit Schema is used as a function parameter (by BioAPI QueryUnits and BioAPI_

Ay be

[D of the BioAPI Unit during this attach session. This'will be created by the BSP uniqulely.

bither

g the
or be

if not

if not

availabl

SoftwareVersion - A NUL-terminated string containing the version of the software. Empty if not
available.

HardwareSerialNumber - A NUL-terminated string containing the vendor defined unique serial

number

of the hardware component. Empty if not available.

AuthenticatedHardware - A boolean value that indicates whether the hardware component has been
cryptographically authenticated by the BSP (or BFP).

MaxBSPDbSize - Maximum size database supported by the BioAPI Unit. If zero, no database exists.

MaxlIdentify - Largest identify population supported by the BioAPI Unit. Unlimited = FFFFFFFF.
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7.83 BioAPI_UNIT_SCHEMA (BioAPI 2.2)

7.83.1 A BioAPI Unit schema indicates the specific characteristics of the BioAPI Unit.

typedef struct bioapi unit schema {

—

NOT

BioAPI UUID BSPUuid;

BioAPI UUID UnitManagerUuid;
BioAPI UNIT ID UnitId;

BioAPI CATEGORY UnitCategory;
BioAPI UUID UnitProperties;

BioAPI STRING VendorInformation;
BioAPI EVENT MASK SupportedEvents;

-1:2018(E)
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BioAPI DATA UnitProperty;

BioAPI STRING HardwareVersion;

BioAPI STRING FirmwareVersion;

BioAPI STRING SoftwareVersion;

BioAPI STRING HardwareSerialNumber;

BioAPI BOOL AuthenticatedHardware;

uint32 t MaxBSPDbSize;

uint32 t MaxIdentify;

BiOAPI_SECURITY_PROFILE *SecurityProfile;
BiOAPI_UNIT_SCHEMA;

H The BioAPI Unit Schema is used as a function parameter (by BioAPI_QueryUnits

EventHandler), but is not stored in the component registry.

7.83.2 Definitions

BSPUuid - UUID of the BSP supporting this BioAPI Unit.

c~

nitManagerUuid - UUID of the software~¢omponent directly managing the BioAPI 1
dither the BSP itself or a BFP).

Unitld - 1D of the BioAPI Unit during'this attach session. This will be created by the BS

c~

nitCategory - Defines the category of the BioAPI Unit.

nitProperties - UUID indi¢dating a set of properties of the BioAPI Unit. The indicated s
e specified by each vendor or follow a related standard.

O

Wendorinformation -)Contains vendor proprietary information.

(o)

upportedEvents - A mask indicating which types of events are supported by the hardxy
UnitPropertyID — UUID of the format of the following Unit property structure.

UnitProperty - Address and length of a memory buffer containing the Unit property dg

and BioAPI_

Jnit (may be

P uniquely.

et can either

vare.

escribing the

HioAPI Unit. The format and content of the Unit property can either be specified by the

vendor or be

specified in a related standard.

HardwareVersion - A NUL-terminated string containing the version of the hardware.
available.

FirmwareVersion - A NUL-terminated string containing the version of the firmware.
available.

Empty if not

Empty if not

SoftwareVersion - A NUL-terminated string containing the version of the software. Empty if not

available.

HardwareSerialNumber - A NUL-terminated string containing the vendor defined unique serial

number of the hardware component. Empty if not available.
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authenticated.

SecurityProfile - Security profile of the BioAPI Unit.

7.84 BioAPI_UUID

AuthenticatedHardware - A boolean value that indicates whether the hardware component has been

MaxBSPDbSize - Maximum size database supported by the BioAPI Unit. If zero, no database exists.

MaxlIdentify - Largest identify population supported by the BioAPI Unit. Unlimited = FFFFFFFF.

A universally unique identifier used to identify and address components (RSPs, BEPs, RioAPI

and the BioA
databases.

typedef uin|

NOTE1 UL

NOTE2 Th

7.85 BioARI_VERSION

This type is
data have be
within scher

The two follpwing values are specified in this edition of this'International Standard:

1) 32 decin
BioAPI 2
2) 33 deciy
BioAPI 2
3) 34 decir

BioAPI 2

typedef uin|

NOTE1 Th

NOTE2 Th
ISO/IEC 1978

The BioAPI |

PI Framework), to identify BIR databases, and as a database index for BSP-controlle

t8 t BioAPI UUID[16];

IDs are defined in ISO/IEC 9834-8.

e BioAPI UUID within a BIR header corresponds to the “CBEFF_BDB_index” in ISO/IEC 19785

en implemented. This type is used in the function BioAPI_Init, within the BIR heade
has in the component registry.

hal (20 hex), corresponding to a Major valtle of 2 and a Minor value of 0, and represe
.0;

hal (21 hex), corresponding to a Major value of 2 and a Minor value of 1, and represe
1;

hal (22 hex), corresponding to a Major value of 2 and a Minor value of 2, and represe
2.

8 t BioAPI VERSZOWN;

is type is notwsed for product versions, which are generally represented by strings.

e BioARI\Version used within the BIR header corresponds to the “CBEFF_patron_header_versi
b-1.

Jnits,
d BIR

=

used to represent the version of the BioAPI or FPI specification to which components or

r, and

nting

nting

nting

on” in

Ver'sion is a concatenation of the major and minor version values such that first hex

digit

represents t

he major version and the second hex digit represents the minor version:

BioAPI_VERSION 0Oxnm

where n = MajorVersion and m=MinorVersion.

7.86 GUI Events

This subclause applies only when the BioAPI version number in use is 2.1 or greater.
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7.86.1 BioAPI_GUI_SELECT_EVENT_HANDLER (BioAPI 2.1)

7.86.1.1 Callback function

typedef BioAPI RETURN (BioAPI *BioAPI GUI SELECT EVENT HANDLER)
(const BioAPI UUID *BSPUuid,
BioAPI UNIT ID UnitID,
const BioAPI HANDLE *BSPHandle,
BioAPI GUI ENROLL TYPE EnrollType,
const void *GUISelectEventHandlerCtx,
BioAPI GUI OPERATION Operation,
BioAPI GUI MOMENT Moment,
RiolAPI RETIRN Regsual ff‘nr‘]a'

1:2018(E)

jnt32_€ MaxNumEnrollSamples,

BioAPI BIR SUBTYPE MASK SelectableInstances,

BioAPI BIR SUBTYPE MASK *SelectedInstances,

BioAPI BIR SUBTYPE MASK CapturedInstances,

donst uint8 t *Text,

BioAPI GUI RESPONSE *Response);
7.86.1.2 Description
This fis a function pointer type for an application's GUI event handler_function that is t¢ handle GUI
selecf event notification callbacks coming from a BSP through the\ftamework. In order td receive GUI
selecf event notifications, an application shall register a callbackfunction of type BioAPI_GUI_SELECT_
EVENT_HANDLER by providing the callback address of the fungtion, along with a context pddress, in a
call tp BioAPI_SubscribeToGUIEvents (see 8.3.8).
The framework makes a callback to an application function of this type each time it| receives an
incoming callback to a function of type BioSPI.GUI_SELECT_EVENT HANDLER which it exposes
to a BSP. The parameters of the callback (except,GUISelectEventHandlerCtx) shall be $et from the

paraineters of the incoming callback with the same names; the parameter GUISelectEven
shall [be set from the GUI select context addtess originally provided by the application
BioAPI_SubscribeToGUIEvents; and the callback address shall be set from the GUI se

addre¢ss originally provided by the appli¢ation in the call to BioAPI_SubscribeToGUIEvents.

A BSP can generate GUI select events only during the execution of a call to BioAPI_Capt
ify, BioAPI_Identify, or BioAPI Enroll. A GUI select event with the moment value
NT_BEFORE_START is-generated before the start of each suboperation cycle, and

hall respond to each GUI select notification by indica

tHandlerCtx
in its call to
ect callback

ure, BioAPI_
BioAPI_GUI_
a GUI select
end of each

uboperation
to allow the
the BSP and
notification
tcome of the
ing whether

ted, or the operation should be canceled (see

cycle should be star 7.52).

If the application specifies one or more instances in the Subtype parameter of the original

uboperation

function call

(BioAPI_Capture, BioAPI_Enroll, BioAPI_Verify, or BioAPI_Identify) and this parameter is supported
by the BSP, then the parameter Selectablelnstances is set based on the value of the Subtype parameter.

The GUI select event handler function and any functions invoked (directly or indirectly) by that function

shall not call any BioAPI function.

If the application returns a value different from BioAPI_OK, the original function will
return to the caller with an error code.

© ISO/IEC 2018 - All rights reserved
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7.86.1.3 Parameters

60

BSPUuid (input) - A UUID identifying the BSP to which the GUI event is related.
UnitlD (input) - The unit ID of the sensor unit of the BSP to which the GUI event is related.
BSPHandle (input) - The handle of the BSP attach session to which the GUI event is related.

EnrollType (input) - The enroll type of the BSP. This parameter is only meaningful if Operation is
BioAPI_GUI_OPERATION_ENROLL.

GUlISelectEventHandlerCtx (input) — The context address orginally provided by the subscriber
applicatfomras partof the GUTeventsubscription.

Operatign (input) - A value indicating the type of operation for which the GUI event has|been
generatg¢d. Only the following values are permitted:

BioAPI| GUI_OPERATION CAPTURE
BioAPI] GUI OPERATION VERIFY
BioAPI] GUI OPERATION IDENTIFY
BioAPI| GUI OPERATION ENROLL

Moment|(input) - A value indicating whether the GUI event has beef generated before the stprt of
the subgperation cycle or after the end of the suboperation cyele2Only the following valugs are
permitté¢d:

BioAPI| GUI MOMENT BEFORE START
BioAPI] GUI MOMENT AFTER END

ResultCode (input) - This parameter is significant only if Moment is BioAPI_GUI_MOMENT_AHTER_
END, anfd shall be set to zero otherwise. When significant, it shall contain the result code ¢f the
suboperfption cycle that has just ended. The result code can be either BioAPI_OK or a BioAPI error|code.

MaxNunyEnrollSamples (input) - This parameter is significant only if Moment is BioAPI| GUI_
MOMEN|[T_BEFORE_START. When significant, it shall contain the maximum number of samplef that
the BSP will be able to capture in the suboperation cycle that is about to start.

Selectabfelnstances (input) - This-parameter is significant only if Moment is BioAPI_GUI_MOMENT_
BEFORH_START. When significant, it shall contain a bitmask that specifies which instance(s) pf the
biometrjc modality can bé selected by the application for capturing in the suboperation cycle that is
about to|start. Some BSPsisupport the selection of multiple instances of a modality because they are
able to dreate, in a single capture suboperation, a single BIR containing data pertaining to multiple
instancgs.

Selectedfnstances (output) — This output parameter is significant only if Moment is BioAPI| GUI_
MOMEN[T BEFORE_START. When significant, it shall contain a bitmask that specifies yhich
instance of the biometric modality have been selected by the applicationfor capturingin the
suboperation cycle that is about to start.

CapturedInstances (input) - This parameter is significant only if Moment is BioAPI_GUI_MOMENT_
AFTER_END, and shall be set to zero otherwise. When significant, it shall contain a bitmask that
specifies which instance(s) have been successfully captured by the BSP within the suboperation
cycle that has just ended.

Text (input) — A textual message, consisting of a string of [ISO/IEC 10646 characters encoded in UTF-
8, which is intended for display to the subject or to an operator. The content of the message, as well
as the language in which it is expressed, are not standardized.

Response (output) - A value indicating the response from the application to the GUI select event
notification (see 7.52).
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See also C.8.

1.4 Return Value

1:2018(E)

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

7.86.

1.5 Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED

7.86.

7.86.

typeq

7.86.
This

event
event
HAN]
BioA

The

incon

BSP.
of th

set fi

Subs

H
¢
q
i
H
H
H
i
i
¢
q
i
]

2 BioAPI_GUI_STATE_EVENT_HANDLER (BioAPI 2.1)

2.1 Callback function

ef BioAPI RETURN (BioAPI *BioAPI GUI STATE EVENT HANDLER)
const BioAPI UUID *BSPUuid,
ioAPIiUNITiID UnitID,

onst BioAPI HANDLE *BSPHandle,

onst void *GUIStateEventHandlerCtx,
ioAPI GUI OPERATION Operation,

ioAPI GUI SUBOPERATION Suboperation,
1i0API BIR PURPOSE Purpose,
ioAPI GUI MOMENT Moment,

i0API RETURN ResultCode,

nt32 t EnrollSamplelIndex,

onst BioAPI ~ GUI BITMAP ARRAY *Bitmaps,
onst uint8 t *Text,

1oAPIiGU17RESPONSE *Response,

int32 t *EnrollSampleIndexToRecapture);

2.2 Description

s a function pointer type for an application's GUI event handler function that is to han

notification callbacks coming frofia BSP through the framework. In order to rece
notifications, an application shall register a callback function of type BioAPI_GUI_ST/
DLER by providing the callback’address of the function, along with a context addres
PI_SubscribeToGUIEvents-(see 8.3.8).

ramework makes a _callback to an application function of this type each time it
ning callback to a-function of type BioSPI_GUI_STATE_EVENT HANDLER which it

The parameters-of-the callback (except GUIStateEventHandlerCtx) shall be set from the

g incoming eallback with the same names; the parameter GUIStateEventHandler
om the GUI'state context address originally provided by the application in its cal
rribeToGUIEvents; and the callback address shall be set from the GUI state calll

originally provided by the application in the call to BioAPI_SubscribeToGUIEvents.

A BS

dle GUI state
ve GUI state
\TE_EVENT_
5, in a call to

receives an
pXposes to a
parameters
Ctx shall be
| to BioAPIL_
ack address

Pcan generate GUI state events only during the execution of a call to BioAPI_Capt

ure, BioAPI_

Verif

, BIOAPI_Identify, or BioAPI Enroll. A GUI state event with the moment value

BioAPI_GUI_

MOMENT_BEFORE_START is generated before the start of each suboperation, and a GUI state event
with the moment value BioAPI_GUI_MOMENT_AFTER_END is generated after the end of the each
suboperation (see 7.47).

The main purpose of the GUI state event notification generated before the start of a suboperation is
to inform the application that a certain suboperation is ready to start. The main purpose of the GUI
state event notification generated after the end of a suboperation is to inform the application about
the outcome of the suboperation. The application shall respond to each GUI state event notification by
indicating whether the suboperation should start, the suboperation cycle should proceed with the next
suboperation, a new suboperation cycle should be started, or the entire operation should be canceled
(see 7.52).
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The GUI state event handler function and any functions invoked (directly or indirectly) by that function
shall not call any BioAPI function.

If the application returns a value different from BioAPI_OK, the original function will immediately
return to the caller with an error code.

7.86.2.3 Parameters

62

BSPUuid
UnitlD (i

(input) - A UUID identifying the BSP to which the GUI event is related.

nput) - The unit ID of the sensor unit of the BSP to which the GUI event is related.

BSPHandlle (input) - The handle of the BSP attach session to which the GUI event is related.

GUIStatd
applicat

Operatig
generatg

BioAPT]
BioAPT]
BioAPT]
BioAPT]

Suboper
generaté
of those

Purpose
CAPTUR
capture

Moment
suboper]

BioAPT]
BioAPT]

ResultCd
END, an
suboper]

EnrollSa
SUBOPE

EventHandlerCtx (input) - The context address originally provided by the)subsc
on as part of the GUI event subscription.

n (input) - A value indicating the type of operation for which the GUD event has
d. Only the following values are permitted:

| GUI_OPERATION CAPTURE
| GUI_OPERATION VERIFY
| GUI_OPERATION IDENTIFY
| GUT_OPERATION ENROLL

tion (input) - A value indicating the type of subopetation for which the GUI event has
d (the suboperation that is about to start or hasjust ended). The suboperation shall b
that are compatible with Operation (see Table:5):

(input) — This parameter is significant only-if Suboperation is BioAPI_GUI_SUBOPERA
LE, and shall be set to zero otherwise. When significant, it shall indicate the purpose
suboperation (any value of type BioARI_BIR_PURPOSE).

(input) - A value indicating whether'the GUI event has been generated before the start
ation or after the end of the suboperation. Only the following values are permitted:

| GUI_MOMENT BEFORE_STARE
| GUI_MOMENT AFTER ENI

de (input) — This parameter is significant only if Moment is BioAPI_GUI_MOMENT_AH
d shall be set te-zero otherwise. When significant, it shall contain the result code
ation that hasyjust ended. The result code can be either BioAPI_OK or a BioAPI error ¢

mplelndex’ (input) - This parameter is significant only if Suboperation is BioAPI
RATION_CAPTURE, Moment is BioAPI_GUI_MOMENT BEFORE_START, and a samp

enrollm

ent(is about to be captured. Otherwise, it shall be set to zero. When significant, it

riber

been

been
e one

"ION _
bf the

bf the

TER_
f the
bde.

| GUL
e for
shall

contain
capture

e imdex{amimteger fronr tonmwards)of the sampte to be captured-forenrotinmrent b
suboperation that is about to start.

y the

Bitmaps (input) - An array of bitmaps containing image(s) of the samples captured in the
suboperation, which are intended for display to the subject or to an operator. This array usually
contains zero or one bitmaps, but may contain multiple bitmaps if the BSP has the ability to capture
multiple instances of a biometric modality in a single capture operation.

Text (input) — A textual message, consisting of a string of ISO/IEC 10646 characters encoded in UTF-
8, which is intended for display to the subject or to an operator. The content of the message, as well
as the language in which it is expressed, are not standardized.

Response (output) — A value indicating the response from the application to the GUI state event
notification (see 7.52).
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— EnrollSamplelndexToRecapture (output) - This parameter is significant only if Suboperation is
BioAPI_GUI_SUBOPERATION_CREATETEMPLATE, Moment is BioAPI_GUI_MOMENT_AFTER_END,
and Response is BioAPI_GUI_RESPONSE_RECAPTURE. When significant, it shall contain the index
(a positive integer) of a sample previously captured for enrollment that the application requests to
be recaptured.

EXAMPLE If a BSP provides the enroll type Multiple-Capture to the BioAPI_GUI_SELECT_EVENT_HANDLER
function, it may capture three biometric samples in each enroll operation. The BSP generates GUI state events
before the start and after the end of each capture suboperation (with EnrollSamplelndex set to 1, 2, and 3),
followed by a GUI state event before the start and after the end of the create template suboperation. When the
application receives the GUI state event notification before the start of the create template suboperation, it asks
the user which sample is to be replaced. The user chooses the second sample, after reviewing the bitmaps on
screel. The application sets Response to BioAPI_GUI_RESPONSE_RECAPTURE and EnrollSamplelndéxToRecapture
to 2, gdnd returns from the notification callback. The BSP then generates another GUI state event b¢fore the start
and after the end of a new capture suboperation, with EnrollSampleindex set to 2, and finally_another GUI state
event|before the start and after the end of a new create template suboperation.

NOTE See also C.8.

7.86.2.4 Return Value

A BigAPI_RETURN value indicating success or specifying a particdlar error condition. The value
BioAPI_OK indicates success. All other values represent an error. condition.

7.86.2.5 Errors

BioABIERR USER CANCELLED
BioABIERR FUNCTION FAILED

7.86.3 BioAPI_GUI_PROGRESS_EVENT_HANDLER (BioAPI 2.1)

7.86.3.1 Callback function

typedef BioAPI RETURN (BioAPI *BioARTI GUI PROGRESS EVENT HANDLER)
const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitID,

donst BioAPI HANDLE *BSPHandle,

gonst void *GUIProgressEveéntHandlerCtx,
EioAPI_GUI_OPERATION @peration,
BioAPI GUI SUBOPERATION Suboperation,
BioAPI BIR PURPOSE-~Purpose,
BioAPI GUI MOMENT)Moment,

yint8 t SuboperdtionProgress,

donst BioARI\GUI BITMAP ARRAY *Bitmaps,
donst uint8.t *Text,
BioAPI GUI RESPONSE *Response);

7.86.3.2 (Description

This ks—a—function nnlhfnr hrhn for an apr\]lr‘ahnn s GUI event handler function that is td handle GUI

progress event notlflcatlon callbacks coming from a BSP through the framework. In order to receive
GUI progress event notifications, an application shall register a callback function of type BioAPI_GUI_
PROGRESS_EVENT_HANDLER by providing the callback address of the function, along with a context
address, in a call to BioAPI_SubscribeToGUIEvents (see 8.3.8).

The framework makes a callback to an application function of this type each time it receives an
incoming callback to a function of type BioSPI_GUI_PROGRESS_EVENT_HANDLER which it exposes
to a BSP. The parameters of the callback (except GUIProgressEventHandlerCtx) shall be set from the
parameters of the incoming callback with the same names; the parameter GUIProgressEventHandlerCtx
shall be set from the GUI progress context address originally provided by the application in its call to
BioAPI_SubscribeToGUIEvents; and the callback address shall be set from the GUI progress callback
address originally provided by the application in the call to BioAPI_SubscribeToGUIEvents.
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A BSP can generate GUI progress events only during the execution of a call to BioAPI_Capture,
BioAPI_Process, BioAPI_CreateTemplate, BioAPI_VerifyMatch, BioAPI_IdentifyMatch, BioAPI_Verify,
BioAPI_Identify, or BioAPI_Enroll. They can be generated at any time, even multiple times, during any
suboperation.

The main purpose of the GUI progress event notification is to inform the application about the
progress of a lengthy suboperation (such as a capture or an identify match suboperation) as percent
of completion, and to send to the application streaming data (as a series of bitmaps) collected by the
sensor. One possible use of this information is for the application to show the bitmaps and a progress
bar to the subject or an operator. The application shall respond to each GUI progress notification by
indicating whether the suboperation should continue or abort (see 7.52).

The GUI prttgress event handler function and any functions invoked (directly or indirectly)hy that
function shalll not call any BioAPI function.

If the application returns a value different from BioAPI_OK, the BSP shall cancel\the current
suboperatiof and produce an error code. The next GUI event generated by the BSP shall be a GUI|state
event indicating that the suboperation has ended with that error code.

7.86.3.3 Parameters

— BSPUuid| (input) - A UUID identifying the BSP to which the GUI event/s related.

— UnitID (input) - The unit ID of the sensor unit of the BSP to which the GUI event is related.
— BSPHandle (input) - The handle of the BSP attach session to-which the GUI event is related.

— GUIProgyessEventHandlerCtx (input) - The context address originally provided by the subsdriber
applicatjon as part of the GUI event subscription.

— Operatidn (input) - A value indicating the typ€ of operation for which the GUI event has|been
generated.

— Suboperption (input) - A value indicating the type of suboperation for which the GUI event has been
generated. The suboperation shall be onie of those that are compatible with Operation (see Tahle 5).

— Purpose|(input) - This parameter.issignificant only if Suboperation is BioAPI_GUI_SUBOPERATION_
CAPTURE, and shall be set to zero otherwise. When significant, it indicates the purpose ¢f the
suboperption (any value of type BioAPI_BIR_PURPOSE).

— Moment((input) - A valugindicating whether the GUI event has been generated before the start pfthe
suboperption, during'th& suboperation, or after the end of the suboperation.

— SuboperptionPragress (input) - The percent of completion of the suboperation.

— Bitmaps| (input) - An array of bitmaps containing image(s) of the samples captured ih the
suboperption, which are intended for display to the subject or to an operator. This array ugually
containsZero or one bitmaps, but may contain muitipie bitmaps if the BSPhas the abitity to capture
multiple instances of a biometric modality in a single capture operation.

— Text (input) - A textual message, consisting of a string of ISO/IEC 10646 characters encoded in UTF-
8, which is intended for display to the subject or to an operator. The content of the message, as well
as the language in which it is expressed, are not standardized.

— Response (output) - A value indicating the response from the application to the GUI select event
notification (see 7.52).

NOTE See also C.8.
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A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

7.86.

3.5 Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED

8 BioAPI functions

NOTE
direct

8.1

The f]
arep

8.1.1

BioAER
(H

8.1.1

This
expe
This

Any
InitE
Term
(if an
hand
call)
succe
not te

This
8.1.1
I

This clause is not applicable for framework-free systems, as BSPs provide, and applicat]
ly with, the BioSPI interfaces specified in Clause 9.

Component Management Functions

bllowing functions are handled by the BioAPI Framework. Some are handled internall
hssed through to a BSP via the SPI.

BioAPI_Init

I_RETURN BioAPI BioAPI_Init
1i0API VERSION Version);

1 Description
function initializes the BioAPI Framework and vérifies that the version of the BioAP

'ted by the application is compatible with the'version of the BioAPI Framework on
function should be called at least once by the'application.

call to BioAPI_Init which occurs while there are previous calls to BioAPI_Init o

inate will be handled as follows: The BioAPI Framework will respond with eithe
d only if the handling of the proposed version number by the framework is compat
ing of the version number thiat was proposed by the previous BioAPI_Init or BioAPI_I
or BioAPIERR_INCOMPATIBLE_VERSION, but will not reinitialize. A count of thg
ssful BioAPI_Init or BioAPI_InitEndpoint calls will be maintained by the Framewor
rminate until a corresponding number of BioAPI_Terminate calls have been issued.

function is handled internally within the BioAPI Framework and is not passed throug

2 Parameters

ersion (input) - the major and minor version number of the BioAPI specification that t

a1pplication is compatible with.

ions interface

y and others

Framework
the system.

" to BioAPL

hdpoint (in BioAPI 2.1 or greater).that have not been followed by a corresponding calll to BioAPIL_

r BioAPI_OK
ble with the
nitEndpoint
 number of
kK, which will

h to a BSP.

he biometric

8.1.1

.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.1.

4 Errors

BioAPIERR INCOMPATIBLE VERSION

See also BioAPI Error Handling (Clause 11).
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8.1.2 BioAPI_Terminate

BioAPI_RETURN BioAPI BioAPI_Terminate (void);

8.1.2.1 Description

This function terminates a biometric application's use of the BioAPI Framework. The Framework can
cleanup all internal state associated with the calling application.

This function shall only be called if there is at least one successful call to BioAPI_Init or BioAPI_
InitEndpoint (in BioAPI 2.1 or greater) for which a corresponding call to this function has not yet been
made. BioAPI_Terminate shall not perform any actions if there are any outstanding calls to BioAPL_

Init or BioA
Terminate).

This functiop should not be called by the application if there is a call to BioAPI_BSPLoad, for \

a correspon

should this function be called while there are still BSPs loaded, then for each call to)BioAPI_BSF

without a cd
call to BioAF
function had
Framework

This functio
except wher

8.1.2.2 Paframeters

None.

8.1.2.3 Re

A BioAPI_R]
BioAPI_OK i

NOTE A
occur, the app

8.1.2.4 Er

See BioAPI |

8.1.3 Bio/

BioAPI_RETU
(BioAPT]

I

L LaitLadaaiaiLi No b ot L + 1 £o11 PR N = o & o H
l_l'llbl.lllullulllb LI.C.’ CdadIllo Ulidl 1IIdvie TIUL UUTUIT TUIIUVvVe U U_y CUl lCDlJUll\.lllls cdalilo U DI

ling call to BioAPI_BSPUnload (for a given BSP UUID) has not yet been made. Hov

rresponding call to BioAPI_BSPUnload, the actions relative to the missing correspo
I_BSPUnload shall be implicitly performed by the Framework (as though the correspo
been called at that time), followed by the actions relative to BioAPI_Terminate (i.
thall unload any BSPs prior to terminating).

h is handled internally within the BioAPI Framework and-is not passed through to :
e a BioAPI_BSPUnload is implied, as specified above.

turn Value

KTURN value indicating success -0¥) specifying a particular error condition. The
dicates success. All other values represent an error condition.

i0API_Terminate operation istypically not expected to fail; however, should an anomally con|
lication is not required to take‘any further action.

ors

‘rror Handling (Clause 11).

\PI_GetFrameworkInfo

RN BioAPI BioAPI_GetFrameworkInfo
| BRAMEWORK SCHEMA *FrameworkSchema) ;

API_

which
ever,
Load
hding
nding
e, the

1 BSP,

value

dition

8131 D

scription

This function returns information about the BioAPI Framework itself. Since multiple frameworks may
exist on a computer, applications will need information about them in order to choose the one to use.

BioAPI_GetFrameworkInfo can be called before BioAPI_Init.

8.1.3.2 Pa

rameters

— FrameworkSchema (output) - A pointer to memory where the schema information will be returned.
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A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.3

4 Errors

See BioAPI Error Handling (Clause 11).

8.1.4

BioA-R
H
ui

8.1.4

This

BioAPI_EnumBSPs

I T RETURNBICAPI BICAPTI EnmumBSPS
ioAPI BSP SCHEMA **BSPSchemaArray,
nt32 t *NumberOfElements) ;

1 Description

a)

V
b) f

c) 1

—

This
BioAl
This

The 1
claus
mem
whern

8.1.4

I
=0 = N

8.1.4

locates a memory block large enough to contain an array of eleménts of type BioAPI_H
rith as many elements as the number of installed BSPs;

lls the array with the BSP schemas of all installed BSPs;

eturns the address of the array in the BSPSchemaArrayparameter and the number o
he array in the NumberOfElements parameter.

Function shall only be called if there is at least.onhe call to BioAPI_Init or BioAPI_Init
Pl 2.1 or greater) for which a correspondingicall to BioAPI_Terminate has not yet bee

function is handled internally within the(BioAPI Framework and is not passed throug

hemory block containing the array shall be freed by the application via a call to BioA
e 8.7.2) when it is no longer needed by the application. The memory block pointed tc
ber within each element of the'array shall also be freed by the application via a call to
it is no longer needed by thetapplication.

2 Parameters

SPSchemaArray.foutput) — A pointer to the address of the array of elements of the type
CHEMA (allocated by the framework) containing the BSP schema information.

(umberOfElements (output) — A pointer to the number of elements of the array (whic
umberofBSP schemas in the component registry).

3. < Return Value

function provides information about all BSPs currently installed in the’componenft registry. It
perf]rms the following actions (in order):
|

SP_SCHEMA

[ elements of

Fndpoint (in
h made.
h to any BSP.

PI_Free (see
by the Path
BioAPI Free

BioAPI_BSP_

h is also the

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.4.4 Errors

See BioAPI Error Handling (Clause 11).

8.1.5

BioAPI_BSPLoad

BioAPI_RETURN BioAPI BioAPI_BSPLoad
(const BioAPI UUID *BSPUuid,
BioAPI EventHandler AppNotifyCallback,
void* AppNotifyCallbackCtx) ;

© ISO/IEC 2018 - All rights reserved
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8.1.5.1 Description

This function initializes a BSP using the BioSPI_BSPLoad (see clause 9.3.1.1). Initialization includes
registering the application’s event handler for the specified BSP and enabling all events except those
that were disabled by the most recent call to BioAPI_EnableEventNotifications (in BioAPI 2.1 or
greater). The application can choose to provide an event handler function to receive notification of
events. Many applications can independently and concurrently load the same BSP, and each application
can establish its own event handler. They will all receive notification of an event. The same or different
event handlers can be used if an application loads multiple BSPs.

An application may establlsh as many event handlers as 1t Wlshes for a glven BSP by callmg BlOAPI
BSPLoad on; 2 h : rt-has ation s and
context.

When an evgnt occurs in a BSP, the BSP may send an event notification to the Framework By callinjg the
Framework's event handler.

When the Ffamework receives an event notification from a BSP, it shall send one/hétification to each
event handlgr established by each application for which that event notification is-€nabled for thaf BSP.
Therefore, alsingle event notification callback made from a BSP to the Framework may result in z¢ro or
more callbagks made by the Framework to zero or more applications.

When the fjamework receives an event notification from a BSP, it shall call all the event handlers
established py each application for that BSP. If an application has set\up multiple event handlers| they
shall be callgd one at a time (in any order chosen by the Framework)rather than concurrently.

Event notifidation may occur at any time, either during a BigARDcall (related or unrelated to the dvent)
or while thefe is no BioAPI call in execution. Application wtiters should ensure that all callbacis are
properly and safely handled by the application, no matterwhen the application receives them.

NOTE THis usually requires the use of thread syn¢hronization techniques and discipline in the aftions
performed by|the application code placed in event handlers.

There is a “pse count” on the establishment\of event handlers; they have to be de-establishefl (by
BioAPI_BSP{/nload) as many times as they.Were established. When the BioAPI Framework calls BioSPI_
BSPLoad, it feceives from the BSP an “insert” event notification for each available BioAPI unit (of each
category). Iffthe biometric applicationvhas provided an event handler in the call to BioAPI_BSPLoaf and
has notdisahled “insert” event notifications, the Framework will call back, in turn, the application's pvent
handler. When the BioAPI versjion iumber in use is 2.1 or greater, insert notifications can be dispbled
by calling the !

times for each call to BloAPI BSPLoad 7

The BioAPI_BSPLoad function is not to be called unless the BSP has been installed using BioAPI_Util_
InstallBSP. A determination of installed BSPs can be made through a call to BioAPI_EnumBSPs.

8.1.5.2 Parameters
— BSPUuid (input) - the UUID of the BSP selected for loading.

— AppNotifyCallback (input/optional) - the event notification function provided by the caller. This
defines the callback for event notifications from the loaded (and later attached) biometric service
provider.
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— AppNotifyCallbackCtx (input) - A generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event handler specified by
AppNotifyCallback.

8.1.5.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.5.4 Errors

B{oAPIERR BSP LOAD FAIL
BjoAPIERR_INVALID UUID

See a]so BioAPI Error Handling (Clause 11).

8.1.6] BioAPI_BSPUnload

BioARI RETURN BioAPI BioAPI_BSPUnload
(donst BioAPI UUID *BSPUuid,

BioAPI EventHandler AppNotifyCallback,
vgid* AppNotifyCallbackCtx) ;

8.1.6/1 Description

The function de-registers event notification callbacks~fer the caller identified by BSPYuid. BioAPI_
BSPUnload is the analogue call to BioAPI_BSPLoad. If alY callbacks registered with BioAPI are removed,
then |BioAPI unloads (for that biometric application) the BSP that was loaded by call$ to BioAPI_
BSPLoad.

The [BioAPI Framework uses the threé input parameters; BSPUuid, AppNotifyCqllback, and
AppNptifyCallbackCtx to uniquely identify.registered callbacks.

This function shall only be called (fora given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to this function has not yet been made.

This | function should wmot- be called by the application if there is [a call to
BioAPI_BSPAttach/BioAPI: BSPAttachSecure (BioAPI 2.2 or greater) for which a correspanding call to
BioAPI_BSPDetach (forsa\given BSP handle) has not yet been made. However, should thig function be
called while the BSP is\still attached, then for each call to BioAPI_BSPAttach/BioAPI_BSPAttachSecure
(BioAPI 2.2 or greater) without a corresponding call to BioAPI_BSPDetach, the actionfs relative to
issing corresponding call to BioAPI_BSPDetach shall be implicitly performed by the BioAPI
ework (as\though the corresponding function had been called at that time), followed by the actions
relative to BieAPI_BSPUnload, (i.e., the Framework will detach the BSP prior to unloadinglit).

This Includes the case in which the actions relative to a missing call to BioAPI_BSPUnload 3re implicitly

[T (1 DV DIOA d WOTK dUring a cd O DIO (IL€E all O.l.

8.1.6.2 Parameters
— BSPUuid (input) - the UUID of the BSP selected for unloading.

— AppNotifyCallback (input/optional) - the event notification function to be deregistered. The function
shall have been provided by the caller in BioAPI_BSPLoad.

— AppNotifyCallbackCtx (input/optional) - A generic pointer to context information that was provided
in the corresponding call to BioAPI_BSPLoad.
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8.1.6.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The
BioAPI_OK indicates success. All other values represent an error condition.

8.1.6.4 Errors

BioAPIERR INVALID UUID
BioAPIERR BSP_NOT LOADED

See also BioAPI Error Handling (Clause 11).

value

8.1.7 BioAPI_BSPAttach

BioAPI_RETURN BioAPI BioAPI_BSPAttach
(const BioAPI UUID *BSPUuid,
BioAPI V[ERSION Version,
const BioZ—\PI_UNIT_LIST_ELEMENT *UnitlList,
uint32 f NumUnits,
BioAPI HANDLE *NewBSPHandle) ;

8.1.7.1 Dascription
This functiop initiates a BSP attach session and verifies that the version of the BSP expected b

application is compatible with the version on the system. The callershall specify a list of zero or
BioAPI Unitd that the BSP is to use in the attach session being créated.

This functioh shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSH
(for that BSK UUID) for which a corresponding call to BieAPI_BSPUnload has not yet been mads
function Bi
call to BioARI_BSPUnload), for the same BSP, creating-multiple invocations of that BSP.

When the BJoAPI version number in use is 2,1-0r greater, if a BioAPI unit used in an attach se
becomes unfavailable, the attach session shall be invalidated. When an attach session has
invalidated, the only functions that may be€legally called specifying the handle of that attach se
are BioAPI_BSPDetach and BioAPI_GetBIRFromHandle. All other functions shall return BioAPI
INVALID_AT|TACH_SESSION.

If a BSP supports events, it mayygenerate a "remove" event when a BioAPI unit becomes unavai
When the BipAPI version number in use is 2.1 or greater, if the application has set up an event h
and has not|disabled "remave" event notifications, it will receive the "remove" event notification
will be able fo infer that allthe attach sessions (if any) that were using the removed BioAPI unit ar¢
invalid. The ppplicatiofi.can then either terminate those attach sessions by calling BioAPI_BSPDsq
or be preparjed to receive an BioAPIERR_INVALID_ATTACH_SESSION error from a subsequent fur
call, and thef cal-BioAPI_BSPDetach.

y the
more

Load
. The

PI_BSPAttach can be invoked multiple times for each call to BioAPI_BSPLoad (prior to a

ssion
been
ssion
ERR_

lable.
ndler
, and
b NOW
tach,
ction

NOTE If |la\BioAPI unit was implicitly selected into an attach session (either through th

P use

of BioAPI_DONT_CARE or by not including the category of that unit in the list provided as input to
BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater), the application may not know which attach
sessions were using the BioAPI unit that has been removed, and thus may not be able to terminate those attach

sessions without first getting BioAPIERR_INVALID_ATTACH_SESSION errors from subsequent function cal

8.1.7.2 Parameters

Is.

70

BSPUuid (input) - a pointer to the UUID structure containing the global unique identifier for the BSP.

Version (input) - the major and minor version number of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the required
version.
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— UnitList (input) - a pointer to a buffer containing a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach session.
The structures contain the ID and category of each BioAPI Unit. The application may specify one of

t

he following for each category of BioAPI Unit.

a) Select a specific BioAPI Unit: To specify a particular BioAPI Unit to use for this attach session,

b)

|
o =

t

N

— N
S

8.1.7

A Bi
BioA

8.1.7

B]
Bj
Bj
Bj
B]
Bj

See a

attach session at any time.

the ID and category of that BioAPI Unit will be provided for that element.

Select any BioAPI Unit: When the UnitID is set to BioAPI_DONT_CARE in a particular element,

the BSP will choose which BioAPI Unit of that category to use, or will give an error return if it
does not support any BioAPI Units of that category. If a particular category is not listed, the BSP

will likewise choose a BigAPL Unit of that rafngnry to use if it cnppnrt‘c a2 BigAP

Unit of that

category (however, there is no error return if it does not).

NOTE 1 Any subsequent calls requiring use of a BioAPI Unit of this category will fail
return.

(umUnits (input) - The number of BioAPI Unit elements in the list that the pointer UnitLi
b. If this parameter contains “0”, the BSP selects the BioAPI Unitfor all categories of
hat the BSP manages directly or indirectly.

OTE2  Only one BioAPI Unit of each category can be attdched by a biometric application

(ewBSPHandle (output) - a new handle that can‘be*used to interact with the request
ervice provider. The value will be set to BioARININVALID_BSP_HANDLE if the functior

3 Return Value

PI_OK indicates success. All other-values represent an error condition.

4 Errors

OAPIERR INCOMPATIBLE “WERSION
OAPIERR BSP NOT LOADED
OAPIERR INVALID-ONIT ID
OAPIERR INVALAD-UUID
OAPIERR UNII ¥N USE

OAPIERR INVALID CATEGORY

so BioAPI Error Handling (Clause 11).

Select no BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the|BSP will explicitly
not attach a BioAPI Unit of the given category, even if it supports one of that'categgry.

with an error

5t is pointing
BioAPI Units

for each BSP

cd biometric
| fails.

API_RETURN value indicating success or specifying a particular error condition. The value

8.1.8

BivAPI_BSPAttachSecure (BivAP1 2:2)

BioAPI_BETURN BioAPI BioAPI_BSPAttachSecure
(const BioAPI UUID *BSPUuid,
BioAPI VERSION Version,
const BioAPI ACBio PARAMETERS *ACBioParameters,
const BioAPI_UNIT_LIST_ELEMENT *UnitList,
const BioAPI SECURITY PROFILE *SecurityProfileList,
uint32 t NumUnits,
BioAPI HANDLE *NewBSPHandle) ;

8.1.8.1 Description

This function initiates a BSP attach secure session and verifies that the version of the BSP expected
by the application is compatible with the version on the system. The caller shall specify a list of zero

© ISO/IEC 2018 - All rights reserved
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or more BioAPI Units that the BSP is to use in the attach session being created, and also specify the
security profile information to be used in biometric operations afterwards.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made. The
function BioAPI_BSPAttachSecure can be invoked multiple times for each call to BioAPI_BSPLoad
(prior to a call to BioAPI_BSPUnload), for the same BSP, creating multiple invocations of that BSP.

The challenge given in ACBioParameters shall be updated every time of the execution of biometric
verification. Therefore another call of BioAPI_BSPAttachSecure is necessary after a call of BioAPI_
VerifyMatch, BioAPI_Decide, or BioAPI_Verify.

8.1.8.2 Pa|rameters

72

BSPUuid|(input) - a pointer to the UUID structure containing the global unique identifier for th

Version

b BSP.

input) - the major and minor version number of the BioAPI specification thatthe applidation

is expecting the BSP to support. The BSP shall determine whether it is compatibile with the required

version.

ACBioPayameters (input/optional) - Parameters about ACBio generation. A NULL pginter
shall be|set if no generation of ACBio instances is necessary. The BSP*shall manage the va
BPUIOIndexOutput whose initial value is given as *InitialBPUlQladexOutput, a member of this
parameter. When a biometric operation function, BioAPI_Captute for example, is called for the¢ first

time, th¢

ue of

 value *Initial BPUIOIndexOutput shall be used as BRUIOIndexOutput. When the functfion is

called again before another call of BioAPI_BSPAttachSecure; the value of BPUIOIndexOutput| shall
be incremented by 1 and used. On the other hand, BPUI@lhdexInput is given in the BIR to whi¢h the
pointer |s given as a parameter of the function call, if there is. It is the value of the field bpulO
of subBlpckForACBio in the Security Block of the BIR:

Index

UnitList|(input) - a pointer to a buffer containirng-a list of BioAPI_UNIT_LIST_ELEMENT strudtures

indicati

g to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach se

5sion.

The stryctures contain the ID and category of each BioAPI Unit. The application may specify dne of

5sion,

ment,

the BSP will choose-which BioAPI Unit of that category to use, or will give an error return if it

doe$ not supportany’BioAPI Units of that category. If a particular category is not listed, th
will|likewise cheose a BioAPI Unit of that category to use if it supports a BioAPI Unit o
catdgory (hewever, there is no error return if it does not).

Selelct n6 BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP will exp
not httdch a BioAPI Unit of the given category, even if it supports one of that category.

e BSP
f that

icitly

NOTE1 Any subsequent calls requiring use of a BioAPI Unit of this category will fail with an
return.

error

SecurityProfileList (input) — a pointer to a buffer containing a list of BioAPI_SECURITY_PROFILE
structures which contain security information to be used in security operations by BioAPI Units.
The order of this list shall keep that of the UnitList.

NumUnits (input) - The number of BioAPI Unit elements in the list that the pointer UnitList is
pointing to.

NOTE 2

attach secure session at any time.

Only one BioAPI Unit of each category can be attached by a biometric application for each BSP
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— NewBSPHandle (output) - a new handle that can be used to interact with the requested biometric
service provider. The value will be set to BlioAPIERR_FRAMEWORK_INVALID_BSP_HANDLE if the
function fails.

8.1.8

.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.1.8.4 Errors

BioAEIERR_INCOMPATIBLE_VERSION
BioABIERR BSP NOT LOADED

BioARIERR INVALID UNIT ID

BioAEIERR_INVALID_UUID

BioABIERR UNIT IN USE

BioABIERR INVALID CATEGORY
BioAHIERR SECURITY CHALLENGE NOT SET
BioAIIERR_SECURITY_BPUIOINDEX_NOT_SET
BioAEIERR_SECURITY_SUPREMUM_BPUIOINDEX_NOT_SET
BioABIERR SECURITY PROFILE NOT SET

BioARIERR SECURITY ENCRYPTION ALG NOT SUPPORTED
BioAEIERR_SECURITY_ENCRYPTION_ALG_NOT_SET

BioABIERR SECURITY ENCKEY NOT SET

BioABTIERR SECURITY MAC ALG NOT SUPPORTED
BioARIERR SECURITY MACKEY NOT SET
BioAIIERR_SECURITY_MAC_ALG_NOT_SET

BioABIERR SECURITY DIGITAL SIGNATURE ALG NOT SUBPORTED
BioABIERR SECURITY DIGITAL SIGNATURE ALG NOT SET
BioARIERR SECURITY HASH ALG ACBIO NOT SUPPORTED
BioAEIERR_SECURITY_HASH_ALG_ACBIO_NOT_SET

BioABIERR SECURITY MAC ALG ACBIO NOT SUPPQRTED
BioABIERR SECURITY MACKEY ACBIO NOT SET

BioARIERR SECURITY MAC ALG ACBIO NOT SER

BioABIERR SECURITY DIGITAL SIGNATURE ARG ACBIO NOT SUPPORTED
BioAEIERR_SECURITY_DIGITAL_SIGNATURE_ALG_ACBIO_NOT_SET

See a

8.1.9

BioAE
H

8.1.9

so BioAPI Error Handling-(Clause 11).

BioAPI_BSPDetach

I_RETURN BioAPI BioAPI_BSPDetach
ioAPI HANDLE BSPHandle) ;

1 Description

unctioh.detaches the biometric application from the BSP invocation.

be freed or
this time, all

This function shall only be called after BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or
greater) has been called, and shall not be called more than once for the same BSP handle created by the

call to BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater).

8.1.9

— BSPHandle (input) - the handle that identifies the BSP attach session to be terminated.

.2 Parameters
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8.1.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.9.4 Errors

BioAPIERR I

NVALID BSP HANDLE

See also BioAPI Error Handling (Clause 11).

8.1.10 Bio/

BioAPI_RETU
(const H
BioAPI U
uint32 ti

8.1.10.1 De
This functio

BSP identifig
actions (in o

a) determi
currentl
b) allocate
SCHEM/
c) fillsthe
d) returns
Number
NOTE w
data to beret

the applicatio
the addresseq
addresses. In
BSP to newly
memory bloc
calls BioAPIL
to BioAPI_Fri
Framework a

The memory
(see clause §

PO Tlaa-ade
N_JuUutl yUIlIw

RN BioAPI BioAPI QueryUnits
ioAPIiUUID *BSPUuid,

NIT SCHEMA **UnitSchemaArray,
*NumberOfElements) ;

scription

 provides information about all BioAPI Units that are managed directly or indirectly |
d by the given BSP UUID and are currently in the inserted state: It performs the follg
der):

hes the set of BioAPI Units that are managed directly or“indirectly by the BSP an
y in the inserted state;

5 a memory block large enough to contain an-array of elements of type BioAPI_l
A with as many elements as the number of BioAPIUnits determined in (a);

hrray with the unit schemas of all BioAPI Units determined in (a);

the address of the array in the UnitSchemaArray parameter and the size of the array
DfElements parameter.

irned to the Framework. In some implementation architectures, the Framework will simply p
n the data and the addresses'exactly as returned by the BSP because the application will int

in the same way as the BSP and will be able to access the data that the BSP has placed at
other implementation,architectures, the framework will need to move all the data returned
nllocated memory bleeks accessible to the application, and will call BioSPI_Free after copyin
k but before returning from the BioAPI_QueryUnits call. In the former case, when the appli
Free, the Framework will make a corresponding call to BioSPI_Free. In the latter case, the
pe will be handled internally by the framework. However, such differences in the behavior
e not visibléto the application.

f block.containing the array shall be freed by the application via a call to BioAPI
.7<2) when it is no longer needed by the application. The memory block pointed to b

y the
wing

d are

UNIT_

n the

hen the Framework calls the function BioSPI_QueryUnits of a BSP, the BSP allocates memory for the

ass to
brpret
those
by the
b each
ration

calls
of the

| Free
y the

a call

UnitProperti

to BioAPI_Free when it is no longer needed by the application.

This function shall only be called after BioAPI_BSPLoad has been called for the specified BSP, and shall
not be called after BioAPI_BSPUnload has been called for the BSP.

8.1.10.2 Pa

rameters

SCHEMA (allocated by the BSP - but see note above) containing the unit schema information.
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The structure of BioAPI_UNIT_SCHEMA is dependent on the version of BioAPI. BioAPI_UNIT_SCHEMA
of BioAPI 2.2 contains security information while that of BioAPI 2.1 or less does not.

8.1.10.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.10.4 Errors

BioAPIERR BSP_NOT LOADED

IR  TANIJAT T TITIT T

BioAR

See a

8.1.1

BioAH
H
ui

8.1.1

This

a)

\
b) f
c) 1

t

This
BioA

This

The 1
claus

The 1
shall

appli

perf]rms the following actions (in order):
|

so BioAPI Error Handling (Clause 11).

1 BioAPI_EnumBFPs

I_RETURN BioAPI BioAPI_EnumBFPs
ioAPIiBFP75CHEMA **BFPSchemaArray,
nt32 t *NumberOfElements) ;

1.1 Description

function provides information about all BFPs currently installed in the component registry. It

locates a memory block large enough to contain@anvarray of elements of type BioAPI_H
ith as many elements as the number of installed BFPs;

lls the array with the BFP schemas of all installed BFPs;

eturns the address of the array in the \BFPSchemaArray parameter and the number o
he array in the NumberOfElements,parameter.

Function shall only be called if:there is at least one call to BioAPI_Init or BioAPI_Init
Pl 2.1 or greater) for which a\corresponding call to BioAPI_Terminate has not yet bee

function is handled internally within the BioAPI Framework and is not passed throug

hemory block containing the array shall be freed by the application via a call to BioA
e 8.7.2) when itdsno longer needed by the application.

hemory blecks pointed to by the Path and BFPProperty members within each element
also be freed by the application via a call to BioAPI_Free when they are no longer n
Cations

8.1.1

FP_SCHEMA

[ elements of
Fndpoint (in
n made.

h to any BSP.
PI_Free (see

of the array
beded by the

1.2 Parameters

— BFPSchemaArray (output) - A pointer to the address of the array of elements of type BioAPI_BFP_
SCHEMA (allocated by the framework) containing the BFP schema information.

— NumberOfElements (output) - A pointer to the number of elements of the array (which is also the
number of BFP schemas in the component registry).

8.1.1

1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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75


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

8.1.11.4 Errors

See BioAPI Error Handling (Clause 11).

8.1.12 BioAPI_QueryBFPs

BioAPI_RETURN BioAPI BioAPI_QueryBFPs
(const BioAPI UUID *BSPUuid,
BiOAPI_BFP_LIST_ELEMENT **BFPList,

uint32 t

*NumberOfElements) ;

8.1.12.1 Description

This functidn returns a list of BFPs which are currently installed in the component registry

supported b
e) determi
f) allocate
ELEMEN
g) fillsthe
h) returns
inthe N
NOTE w
data to beret

the applicatio
the addresseq
addresses. In
the BSP to ne
memory bloc
calls BioAPIL

hes which among all currently installed BFPs are supported by the BSP;

5 a memory block large enough to contain an array of elements of type BioAPI_BFP_
T with as many elements as the number of BFPs determined in (a);

hrray with identification information (category and UUID) aboutthe/BFPs determined

the address of the array in the BFPList parameter and the number of elements of the
imberOfElements parameter.

irned to the Framework. In some implementation architectures, the Framework will simply p
n the data and the addresses exactly as returned by(the’'BSP because the application will int
in the same way as the BSP and will be able to access the data that the BSP has placed at
other implementation architectures, the framework will need to move all the data return
vly allocated memory blocks accessible to thézapplication, and call BioSPI_Free after copyin
k but before returning from the BioAPI_QueryBFPs call. In the former case, when the appli
Free, the Framework will make a corresponding call to BioSPI_Free. In the latter case, thg

to BioAPI_Free will be handled internally by the ftamework. However, such differences in the behavior

Framework a

e not visible to the application.

Additional information about the suppprted BFPs can be retrieved by calling BioAPI_ EnumBFP|

analyzing th

This functio
not be called

The memory
clause 8.7.2)

e BFPSchemaArray at the matching BFPUuids.

h shall only be calledafter BioAPI_BSPLoad has been called for the specified BSP, and
after BioAPI_BSPUnload has been called for the BSP.

block containing the array shall be freed by the application via a call to BioAPI_Fre
when it is@olonger needed by the application.

8.1.12.2 P

 the BSP identified by the given BSP UUID. It performs the following actions (incerder):

y and

LIST_

n (a);

array

hen the Framework calls the function BioSPI_QueryBFPsof'a@’BSP, the BSP allocates memory for the

ass to
erpret
those
ed by
b each
cation

calls
of the

s and

shall

P (see

Iameters

BSPUuidl{i

rned.

— BFPList (output) - Apointer to he address of the array of elements of type BioAPI_BFP_LIST_ELEMENT
(allocated by the BSP - but see note above), a buffer containing the BFP identification information.

— NumberOfElements (output) - A pointer to the number of elements in the array.

8.1.12.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.12.4 Errors

BioAPIERR I

76

NVALID BSP HANDLE
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See also BioAPI Error Handling (Clause 11).

8.1.13 BioAPI_ControlUnit
BioAPI_RETURN BioAPI BioAPI_ControlUnit

(BioAPI HANDLE BSPHandle,
BioAPI UNIT ID UnitlID,
uint32 t ControlCode,
const BioAPI_DATA *InputData,

R NN =) e . —
BioAPT—DBAETE oocpoacoacal s

8.1.1B.1 Description

This function sends control data from the application to the BioAPI Unit and receives status
data from that unit. The content of the ControlCode, the send (input) data, and the receive
will he specified in the related interface specificationfor this BioAPI Unit (orassociated FP

The function allocates a memory block large enough to contain the output-data that are to
to the application, fills the memory block with the data, and sets_the/fields Length and
OutpytData structure to the size and address of the memory block (respectively).

The rhemory block returned by the BioAPI function call shall befreed by the application u
Free [see clause 8.7.2).

8.1.13.2 Parameters

el

SPHandle (input) - The handle of the attached.biometric service provider.

~

(nitID (input) — ID of the BioAPI Unit.

(e

ontrolCode (input) - The function code‘in the BioAPI Unit to be called.

~

nputData (input) - A pointer to a BioAPI-DATA structure containing an address and leng
pntaining the data to be sent.to the BioAPI Unit related to the given ControlCode.

Q

QutputData (output) - Poinfer to a BioAPI_DATA structure. On output, this shall contair
and length of a data buffer containing the data received from the BioAPI Unit after p
flinction indicated-Bythe ControlCode. If no memory block has been allocated by the
dddress shall be;setto NULL and the length shall be set to zero.

8.1.1B.3 Return-Value

A Big

BioAPIOK-indicates success. All other values represent an error condition.

or operation
output) data
, if present).

be returned
Data of the

sing BioAPIL_

th of a buffer

| the address
ocessing the
function, the

API_RETURN value indicating success or specifying a particular error condition. The value

8.1.13.4 Errors

BioAPTIERR BIOAPI UNIT NOT INSERTED
BioAPIERR INVALID UNIT ID
BioAPIERR UNIT IN USE
BioAPIERR_INVALID BSP HANDLE

See also BioAPI Error Handling (Clause 11).

8.1.14 BioAPI_Control (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.
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77


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

BioAPI_RETURN BioAPI BioAPI Control
(BioAPI_HANDLE BSPHandle,
BioAPI UNIT ID UnitID,
const BioAPI UUID * ControlCode,
const BioAPIiDATA *InputData,
BioAPI DATA *OutputData);

8.1.14.1 Description

This function sends control data from the application to the BioAPI Unit and receives status or operation
data from that Unit. The content of the ControlCode, the send (input) data, and the receive (output) data
will be specified in the related interface specification for this BioAPI Unit (or associated FP], if present).

The functiofaliocates a memory bIOCK [arge enougn to contain the output data that are to be retqirned
to the appli¢ation, fills the memory block with the data, and sets the fields Length and Data-of the
OutputData $tructure to the size and address of the memory block (respectively).

The memory block returned by the BioAPI function call shall be freed by the application using BipAPI_
Free (see clause 8.7.2).

8.1.14.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.
— UnitID (input) - ID of the BioAPI Unit.

— Control(ode (input) - The function code in the BioAPI Unit to be called.

— InputData (input) - Address and length of a buffer containing the data to be sent to the BioAPJ Unit
related to the given ControlCode.

— OutputData (output) - Pointer to a BioAPI_DATA structure. On output, this shall contain the addre§s and
length of a data buffer containing the data received from the BioAPI Unit after processing the function
indicatedl by the ControlCode. If no memory bleck has been allocated by the function, the addresg shall
be set to|NULL and the length shall be set tozero.

8.1.14.3 Rdturn Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The [alue
BioAPI_OK ipdicates success. Allwother values represent an error condition.

8.1.14.4 Erfors
BioAPIERR_BIOAPI_UNIT' NOT_INSERTED
BioAPIERR_|[NVAISID UNIT_ID

BioAPIERR_UNI_IN_USE

BioAPIERR_INVALID_BSP_HANDLE
See also BioAPI Error Handling (Clause 11).

8.1.15 BioAPI_Transform (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_ Transform
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *OperationUUID,
const BioZ—\PI:INPUT_BIR *InputBIRs,
uint32 t NumberOfInputBIRs,
BioAPI BIR HANDLE **OutputBIRs,
uint32 t *NumberOfOutputBIRs) ;
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8.1.15.1 Description

-1:2018(E)

This function transforms one or more BIRs provided as input into one or more output BIRs. The

trans

formation to be performed is identified by the OperationUUID parameter.

This International Standard does not specify any standard values for the OperationUUID parameter
and does not specify any particular transformations. It is assumed that OperationUUID values and their
semantics will be specified either by the provider of a particular BSP or by additional specifications

(such

as an application profile).

The function performs the following actions (in order):

erforms the transformation specified by the OperationUUID parameter using the BIK
s input and creating one or more output BIRs as required by the particular transform

llocates a memory block large enough to contain an array of elements of type;BioAPI_E
ith as many elements as the number of output BIRs created in (a);

lls the array with the BIR handles of the output BIRs created in (a);

eturns the address of the array in the OutputBIRs parameter, and the size of the
umberOfOutputBIRs parameter.

hemory block returned by the BioAPI function call shall befreed by the application u
(see clause 8.7.2), and all the BIR handles present in the‘QutputBIRs array shall be des
Pl FreeBIRHandle.

5.2 Parameters
SPHandle (input) - The handle of the attached biometric service provider.
perationUUID (input) - A UUID that identifies the transformation to be performed by

nputBIRs (input) - An array of BIRs (containing one or more BIRs) provided as
Fansformation.

(umberOfinputBIRs (input) «The number of BIRs in the array InputBIRs.

utputBIRs (output) - A-pointer to the address of an array of elements of type BioAPI_H
ontaining the handles of the output BIRs created by the transformation.

[umberOfOutputBIRs (output) - A pointer to the number of elements of the array Outpu

5.3 Return Value

PISOK indicates success. All other values represent an error condition.

(s) provided
ation;

IR_HANDLE

array in the

sing BioAPIL_
troyed using

the BSP.

input to the

IR_HANDLE

(BIRs.

APICRETURN value indicating success or specifying a particular error condition. The value

a)
b)
Y
c f
d) r
N
The 1
Free
BioAl
8.1.1
— K
—
—
t
— N
—
d
— N
8.1.1
A Big
BioA
8.1.1

5.4 Errors

BioAPIERR_BIOAPI_UNIT_NOT_INSERTED

BioAPIERR_UNIT_IN_USE

BioAPIERR_TRANSFORMATION_NOT_SUPPORTED

BioAPIERR_INVALID_BSP_HANDLE

See also BioAPI Error Handling (Clause 11).
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8.1.16 BioAPI_LinkToEndpoint (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_LinkToEndpoint
(const uint8 t *SlaveEndpointIRI);

8.1.16.1 Description

This function does not perform any actions, and is provided for modified specifications provided
by interworking standards, which may specify the use of BioAPI frameworks present on multiple
computers from within an apphcatlon runnmg on the same or a different computer. In those standards,

e - puter,

thus enablinp the apphcatlon to access the BSPS managed by that framework

Applicationg conforming to this document shall either not call this function, or (if theyf¢all it) they
shall set the| parameter SlaveEndpointIRI to NULL. The function is provided to supportiinterwojrking
standards.

This functiop is handled internally within the BioAPI Framework and is not passed’through to a BSP.

8.1.16.2 Parameters

— SlaveEndpointIRI - This parameter shall be ignored by frameworks-conforming to this docyment
and shall be set to NULL by an application. It is provided to supportinterworking standards.

8.1.16.3 Rdturn Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The [alue
BioAPI_OK ipdicates success. All other values represent airerror condition.

8.1.16.4 Erfors
See BioAPI Error Handling (Clause 11).

8.1.17 BioAPI_UnlinkFromEndpoint (BioAPI 2.1)

This subclaulse applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPRI\UnlinkFromEndpoint
(conjst uint8 t *Sgaw€éEndpointIRI);

8.1.17.1 Dgscription
This function does«not perform any actions, and is provided for modified specifications providgd by

interworking standards, which may specify the use of additional BioAPI frameworks present on multiple
computers from w1th1n an apphcatlon runnmg on the same or a dlfferent computer In those standards,

Applications shall either not call this function, or (if they call it) they shall set the parameter
SlaveEndpointIRI to NULL.

This function is handled internally within the BioAPI Framework and is not passed through to a BSP.

8.1.17.2 Parameters

SlaveEndpointIRI - This parameter shall be ignored by frameworks conforming to this document and
shall be set to NULL by an application. It is provided to support interworking standards..
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8.1.17.3 Return Value

-1:2018(E)

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.17.4 Errors

See BioAPI Error Handling (Clause 11).

8.1.18 BioAPI_EnumFrameworks (BioAPI 2.1)

This

BioAH
H
ur

8.1.1

This
fram

For t
singlg

buDClause applies only when the BIOAFT version numbper 1n use 1s Z.1 or greater.

I_RETURN BioAPI BioAPI_EnumFrameworks
i0API FRAMEWORK SCHEMA **FwSchemaArray,
it32 t *NumberOfElements) ;

8.1 Description

unction is similar to BioAPI_GetFrameworkInfo, but allows for information about mu
eworks to be returned when using a specification provided by an(interworking stand

he specification provided by this document, this function-always returns informa
e framework, and is therefore equivalent to BioAPI_GetFrameworkInfo (albeit w

paraineters).

This
appli
(in o1

a)
H

b)
‘)

f

I

—

This

function provides information about all the BioAPI4¥rameworks that are currently ¥
cation (only one unless an interworking standard is in use). It performs the follov
der):

dllocates a memory block large enoughy;to contain an array of elements of t

RAMEWORK_SCHEMA with as many elenients as the number of visible frameworks;
lls the array with the framework s¢hemas of all visible frameworks;

eturns the address of the array-in the FwSchemaArray parameter and the number o
he array in the NumberOfElements parameter.

Function shall only be called if there is at least one call to BioAPI_Init or BioAPI_Init

which a corresponding cdll to BioAPI_Terminate has not yet been made.

This

function is handled internally within the BioAPI Framework and is not passed throug

The memory block containing the array shall be freed by the application via a call to

(see

‘lause 8(72) when it is no longer needed by the application. The memory blocks p

the nmpembers: Path and HostingEndpoint within each element of the array shall also be

appli

Cation/via a call to BioAPIL_Free when they are no longer needed by the application.

Itiple BioAPI
rd.

ion about a
ith different

risible to the
ving actions

ype BioAPI_

I elements of

Fndpoint for

h to a BSP.

BioAPI_Free
ointed to by
freed by the

8.1.1

8.2 Parameters

— FwSchemaArray (output) - A pointer to the address of the array of elements of type BioAPI_
FRAMEWORK_SCHEMA (allocated by the framework) containing the framework schema
information.

— NumberOfElements (output) - A pointer to the number of elements of the array (which is the number of
framework currently visible to the application - only one unless an interworking standard is in use).

8.1.1

8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.1.18.4 Errors

See BioAPI Error Handling (Clause 11).

8.2 Data Handle Operations

8.2.1 BioAPI_FreeBIRHandle

BioAPI_RETURN BioAPI BioAPI_FreeBIRHandle

(BioAPT

BioAPI B

HANDLE BSPHandle,
IR_HANDLE Handle);

8.2.1.1 D¢

This functio

scription

 frees the memory and resources associated with the specified BIR Handle. The'assoc

BIR is no lopger referenceable through that handle. If necessary, the biometric application can

the BIR int
FreeBIRHan
the BIR and

b a BSP-controlled BIR database (using BioAPI_DbStoreBIR) before \calling Bi
dle. Alternatively, the application can call BioAPI_GetBIRFromHandleAwhich will ref
‘Tee the handle) instead of calling BioAPI_FreeBIRHandle.

This functiop shall only be called after BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2

greater) has
handle creaf]

been called, and shall not be called after BioAPI_BSPDetach hds been called for th

ed by the call to BioAPI_BSPAttach/BioAPI_BSPAttachSecure (BioAPI 2.2 or greater).

8.2.1.2 Paframeters

BSPHan

le (input) - The handle of an attached BSP.

— Handle (jnput) - The BIR handle to be freed.

8.2.1.3 Rdturn Value

A BioAPI_RETURN value indicating success \@f’ specifying a particular error condition. The
BioAPI_OK ipdicates success. All other values represent an error condition.

8.2.1.4 Er

BioAPIERR T
BioAPIERR T

See also Bio

8.2.2 Bio/

BioAPI_RETU

Fors

NVALID BIR HANDLE
NVALID BSP HANDLE

API Error Handling (Clause 11).

\PI_GetBIRFromHandle

RN./B1oAPI BioAPI_GetBIRFromHandle

iated
store
DAPI_
rieve

.2 or
b BSP

value

(BioAPI

HANDLE RSPHandle

BioAPI B

BioAPI B

IR _HANDLE Handle,
IR *BIR);

8.2.2.1 Description

This function returns the BIR associated with a BIR handle returned by a BSP. If BioAPIL
BSPAttachSecure (BioAPI 2.2 or greater) has been called, the returned BIR shall contain the security
block. The BIR handle is freed by the BSP before the function returns.

8.2.2.2 Pa

rameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— Handle (input) - The handle of the BIR to be retrieved.
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— BIR (output) - Pointer to the retrieved BIR.

8.2.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.2.2.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BSP HANDLE

See a]so BioAPI Error Handling (Clause 11).

8.2.3| BioAPI_GetHeaderFromHandle

BioARI RETURN BioAPI BioAPI_GetHeaderFromHandle
BioAPI HANDLE BSPHandle,

BjoAPI BIR HANDLE Handle,

BjoAPI BIR HEADER *Header);

8.2.3|]1 Description

This function retrieves the BIR header of the BIR identified¢by: Handle. The BIR handle is[not freed by
the BSP.

8.2.3]2 Parameters

|
o

SPHandle (input) - The handle of the attached-biometric service provider.

|
~

fandle (input) - The handle of the BIR whose header is to be retrieved.

|
~

[eader (output) - The header of the specified BIR.

8.2.3|3 Return Value

A BigAPI_RETURN value indicating success or specifying a particular error conditiop. The value
BioAPI_OK indicates success: All other values represent an error condition.

8.2.314 Errors

BioABTERR INVADLID BIR HANDLE
BioAJIERR INVALID BSP HANDLE

See a|soBioAPI Error Handling (Clause 11).

8.3 Callback and Event Operations

8.3.1 BioAPI_EnableEvents

BioAPI_RETURN BioAPI BioAPI_EnableEvents
(BioAPIiHANDLE BSPHandle,
BioAPI_EVENT_MASK Events) ;

8.3.1.1 Description
This function enables the events specified by the Event Mask coming from all the BioAPI Units selected
in the BSP attach session identified by the BSP Handle, and disables all other events from those BioAPI

Units. Events from other BioAPI Units directly or indirectly managed by the same BSP (possibly selected
in other attach sessions but not selected in the specified attach session) are not affected. The use of this
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function is not recommended when the BioAPI version number in use is 2.1 or greater. The function
BioAPI_EnableEventNotifications should be used in that case.

In some cases, INSERT events cannot be suppressed (see clause 7.37).

8.3.1.2 Pa

rameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— Events (input) - A mask indicating which events to enable.

8.3.1.3 R
A BioAPI_R]

BioAPI_OK ipdicates success. All other values represent an error condition.

8.3.1.4 Er
See BioAPI E

8.3.2 Bio/

This subclau

BioAPI_RETU
(BioAPT |
BioAPI G
void *Gu
BioAPI g
void *Gu

8.3.2.1 De
This functio

and-feel” of {
streaming d

NOTE Ng

8.3.2.2 Paframeters

GuiStred
biometr

GuiStred

BSPHandle (input) - Thehandle of the attached biometric service provider.

XLl
Luril vaiuc

ETURN value indicating success or specifying a particular error condition.(The

ors

rror Handling (Clause 11).

\PI_SetGUICallbacks (BioAPI 2.0)

se applies only when the BioAPI version number in use is\2-0.

RN BioAPI BioAPI_SetGUICallbacks

[HANDLE BSPHandle,

UI STREAMING CALLBACK GuiStreamingCallback],
iStreamingCallbackCtx,

UI STATE CALLBACK GuiStateCallback,
iStateCallbackCtx) ;

scription

h allows the application to establishieallbacks so that the application may control the |
he biometric user interface by receiving from the BSP a sequence of bit-map images, ¢
hta, for display by the biometricapplication as well as state information.

t all BSPs support the progision of streaming data.

mingCallbdck (input) — A pointer to an application callback to deal with the presentat
c streaming data.

mingCallbackCtx (input) - A generic pointer to context information that was provided |

applicat

GuiState

| 1l 1 ad +1 Hl,
Ull dllu vWIII UUT Pl COCIILTU VIl tIIT LalludUn.

Callback (input) - A pointer to an application callback to deal with GUI state changes.

application and will be presented on the callback.

NOTE 1

defined in clauses 7.41 and 7.46 respectively.

NOTE 2

84

See also clause C.8 on User Interface Considerations.

value

look-
alled

on of

y the

GuiStateCallbackCtx (input) - A generic pointer to context information that was provided by the

Function sub-types for BioAPI_GUI_STATE_CALLBACK and BioAPI_GUI_STREAMING_CALLBACK are
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8.3.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.3.2.4 Errors

BioAPIERR INVALID POINTER
BioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (Clause 11).

8.3.3] BioAPI_NotifyGUIProgressEvent (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioARI RETURN BioAPI BioAPI_ NotifyGUIProgressEvent
(donst uint8 t *SubscriberEndpointIRI,

cqnst BioAPI UUID *GUIEventSubscriptionUuid,
cqnst BioAPI UUID *BSPUuid,

BjoAPI UNIT ID UnitlID,

BjoAPI GUI OPERATION Operation,
BjoAPI GUI_ SUBOPERATION Suboperation,
BjoAPI BIR PURPOSE Purpose,
BjoAPI GUI MOMENT Moment,

uint8 t SuboperationProgress,

cqgnst BioAPI GUI BITMAP ARRAY *Bitmaps,
cqnst uint8 t *Text,

BjoAPI GUI RESPONSE *Response);

8.3.3|]1 Description

This function enables an application to request that a GUI progress event, generated by the application,
be directed to a specified named GUI eventsubscription. A GUI event passed to this functioh is called an
applitation-generated GUI event.

When this function is called, the framework shall search all existing named GUI event subscriptions
that were created by the application identified by SubscriberEndpointIRl (NULL meaning the current
applitation), looking for a subscription where the callback address for the GUI progress|event is not
NULL and the GUI event,subscription UUID is the same as GUIEventSubscriptionUuid. [f there is a
matching subscription;~then the framework shall make a callback to the GUI progress eyent handler
ified in that subgcription, setting the input parameters of the callback from the input pprameters of
ioAPI_NotifyGUIProgressEvent call with the same names. After returning from the callback, the
frame¢work shall-copy the output parameters of the callback to the output parameters off the BioAPIL_

If no|matehing named GUI event subscription exists, then the function shall return BiopAPI_NO_GUI_
EVENT\HANDLER.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

8.3.3.2 Parameters

SubscriberEndpointIRI - An IRI that identifies the application that created one or more named GUI event
subscriptions. This shall be NULL if that application is the current application. An application can learn
the subscriber endpoint IRIs of other applications that are using the framework (and have created one or
more named GUI event subscriptions for a given BSP) by calling BioAPI_QueryGUIEventSubscriptions.
If there are no other applications using the framework, the subscriber endpoint IRI will be NULL in all
named subscriptions returned by BioAPI_QueryGUIEventSubscriptions.
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GUIEventSubscriptionUuid — A UUID that identifies a named GUI event subscription. This shall not be
NULL. In some cases, the application has gotten this UUID from the information returned by a prior call
to BioAPI_QueryGUIEventSubscriptions; in other cases, the application provides a known UUID.

The other parameters define the GUI progress event generated by the application.

8.3.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.3.3.4 Erfors

See BioAPI Error Handling (Clause 11).

8.3.4 BioAPI_NotifyGUISelectEvent (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greaten

BioAPI RETURN BioAPI BioAPI NotifyGUISelectEvent
(const uyint8 t *SubscriberEndpointIRI,
const BijJoAPI UUID *GUIEventSubscriptionUuid,
const BijoAPI UUID *BSPUuid,

BioAPI UNIT ID UnitID,

BioAPI JUI OPERATION Operation,

BioAPI JUI MOMENT Moment,

BioAPI RETURN ResultCode,

int32 t MaxNumEnrollSamples,

BioAPI BIR SUBTYPE MASK SelectablelInstances,
BioAPI BIR SUBTYPE MASK *SelectedInstances,
BioAPI BIR SUBTYPE MASK CapturedInstances,
const uint8 t *Text,

BioAPI {JUI RESPONSE *Response);

8.3.4.1 Dascription

This function enables an application to request that a GUI select event, generated by the applicati¢n, be
directed to 3 specified named GUI event;subscription. A GUI event passed to this function is called an
application-generated GUI event.

When this flinction is called, thexframework shall search all existing named GUI event subscrigtions
that were cileated by the application identified by SubscriberEndpointIRl (NULL meaning the current
application),|looking for a subscription where the callback address for the GUI select event is not [NULL
and the GUI|event subseription UUID is the same as GUIEventSubscriptionUuid. If there is a matching
subscription], then theframework shall make a callback to the GUI select event handler specified in
that subscription,_setting the input parameters of the callback from the input parameters qf the
BioAPI_NotifyGUlSelectEvent call with the same names. After returning from the callback, the
framework ghall’.copy the output parameters of the callback to the output parameters of the BipAPIL_
NotifyGUISe nt cattwith the same names.

If no matching named GUI event subscription exists, then the function shall return BioAPI_NO_GUI_
EVENT_HANDLER.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

8.3.4.2 Parameters

SubscriberEndpointIRI (input, optional) - An IRI that identifies the application that created one or more
named GUI event subscriptions. This shall be NULL if that application is the current application. An
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application can learn the subscriber endpoint IRIs of other applications that are using the framework
(and have created one or more named GUI event subscriptions for a given BSP) by calling BioAPIL_
QueryGUIEventSubscriptions. If there are no other applications using the framework, the subscriber
endpoint IRIwill be NULL in all named subscriptions returned by BioAPI_QueryGUIEventSubscriptions.

GUIEventSubscriptionUuid (input) - A UUID that identifies a named GUI event subscription. This shall not
be NULL. In some cases, the application has gotten this UUID from the information returned by a prior
call to BioAPI_QueryGUIEventSubscriptions; in other cases, the application provides a known UUID.

The other parameters define the GUI select event generated by the application.

8-3.4’ 3 Rctul J 3 ‘v’aluc

A BioAPI_RETURN value indicating success or specifying a particular error condition.(Fhe vlalue BioAPI_
OK indicates success. All other values represent an error condition.

8.3.4|{4 Errors

See BioAPI Error Handling (Clause 11).

8.3.5 BioAPI_NotifyGUIStateEvent (BioAPI 2.1)

This gubclause applies only when the BioAPI version number; in use is 2.1 or greater.

BioARI RETURN BioAPI BioAPI_NotifyGUIStateEvent
(corjst uint8 t *SubscriberEndpointIRI,
congt BioAPI UUID *GUIEventSubscriptionUuid,
congt BioAPI UUID *BSPUuid,
BiojPI UNIT ID UnitID,
BioAPI GUI OPERATION Operation,
BiojPI GUI SUBOPERATION Suboperation,
BiojPI BIR PURPOSE Purpose,
BiojPI GUI MOMENT Moment,
BioAPI RETURN ResultCode,
int3j2 t EnrollSamplelIndex,
congt BioAPI GUI BITMAP ARRAY *Biltmaps,
congt uint8 t *Text,
BiojPI_GUI_RESPONSE *Response,
int3j2 t *EnrollSampleIndexToRecapture);

8.3.5{1 Description

This function enablés an application to request that a GUI state event, generated by the agplication, be
directed to a specified named GUI event subscription. A GUI event passed to this functior is called an
applitation-gererated GUI event.

When this futhction is called, the framework shall search all existing named GUI event subscriptions
that wetecreated by the application identified by SubscriberEndpointIRI (NULL meaning the current
app]i ‘nfinn) Innking for a cnhcr‘ripfinn where the callback address for the GUI state eventl is not NULL
and the GUI event subscription UUID is the same as GUIEventSubscriptionUuid. If there is a matching
subscription, then the framework shall make a callback to the GUI state event handler specified in that
subscription, setting the input parameters of the callback from the input parameters of the BioAPI_
NotifyGUIStateEvent call with the same names. After returning from the callback, the framework shall
copy the output parameters of the callback to the output parameters of the BioAPI_NotifyGUIStateEvent
call with the same names.

If no matching named GUI event subscription exists, then the function shall return BioAPI_NO_GUI_
EVENT_HANDLER.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.
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8.3.5.2 Parameters

— SubscriberEndpointIRI (input, optional) - An IRI that identifies the application that created one
or more named GUI event subscriptions. This shall be NULL if that application is the current
application. An application can learn the subscriber endpoint IRIs of other applications that are
using the framework (and have created one or more named GUI event subscriptions for a given
BSP) by calling BioAPI_QueryGUIEventSubscriptions. If there are no other applications using
the framework, the subscriber endpoint IRI will be NULL in all named subscriptions returned by

BioAPI_QueryGUIEventSubscriptions.

ent subscription. Thi

s shall

not be - : ases; apphlicationhas-eobta JUID from ormation irned
by a prigr call to BioAPI_QueryGUIEventSubscriptions; in other cases, the application provides a
known YUID.

The other pqrameters define the GUI state event generated by the application.

8.3.5.3 Return Value

A BioAPI_RE|TURN value indicating success or specifying a particular error condijtion. The value BipAPI_

OK indicates

8.3.5.4 Er
See BioAPI §

8.3.6 Bio/

This subclau

BioAPI_RETU
(const Big
BioAPI GUT
uint32 t *
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\PI_QueryGUIEventSubscriptions (BioAPI 2.1)

se applies only when the BioAPI version ngmber in use is 2.1 or greater.

RN BioAPI BioAPI QueryGUIEventSubscriptions
API UUID *BSPUuid,

| EVENT SUBSCRIPTION **GUIEventSubscriptionList,
NumberOfElements) ;

scription

h provides information‘about all existing named GUI event subscriptions for a giver
[ event subscription.is one that was created by a call to BioAPI_SubscribeToGUIE|
not NULL GUI eventsubscription UUID. The framework calls the event handlers spe
ubscription to(metify BSP-generated GUI events that have been redirected to that n
(see 8.3.7), and to notify application-generated GUI events (see 8.3.3, 8.3.4, and

) BSP.
vents
rified
hmed
B.3.5)

hat named_subscription.

By calling t

s funetion, an application can learn the subscriber endpoint IRIs of other application

are using thg frameéwork (where this is supported by the implementation architecture of the framey
and have cregated named GUI event subscriptions for a given BSP. If there are no other applications

3

5 that
vork)

using

the framework, the subscriber endpoint IRIs will be NULL in all the named subscriptions returned by
this function.

An application can use the information returned by a call to this function (subscriber endpoint IRI, GUI
event subscription UUID, and flags) in subsequent calls to BioAPI_RedirectGUIEvent (to request that
certain subsequent BSP-generated GUI events be redirected to a specified named subscription), or in
subsequent calls to BioAPI_NotifyGUISelectEvent, BioAPI_NotifyGUIStateEvent, etc. (to request that
an application-generated GUI event be directed to a specified named subscription).

This function performs the following actions (in order):

a) allocates a memory block large enough to contain an array of elements of type BioAPI_GUI_EVENT_
SUBSCRIPTION with as many elements as the number of existing named GUI event subscriptions
for the given BSP;
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b) fills the array with information about the named subscriptions;

c) returns the address of the array in the GUIEventSubscriptionList parameter and the number of
elements of the array in the NumberOfElements parameter.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

The memory block containing the array shall be freed by the application via a call to BioAPI_Free (see
8.7.2) when it is no longer needed by the application.

8.3.6|2 Parameters

— (QUIEventSubscriptionList (output) - A pointer to the address of the array offelements of the type
HioAPI_GUI_EVENT_SUBSCRIPTION (allocated by the framework) containihg the named GUI event
sjubscription information.

— NumberOfElements (output) - A pointer to the number of elements of the array.

8.3.6/3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The vjalue BioAPI_
OK inldicates success. All other values represent an error condition.

8.3.6|{4 Errors

See BioAPI Error Handling (Clause 11).

8.3.7] BioAPI_RedirectGUIEvents (BioARI'2.1)

This $ubclause applies only when the BioAPI version number in use is 2.1 or greater.

BioARI RETURN BioAPI BioAPI_RedirectGUIEvents
(donst uint8 t *SubscriberEndpointIRI,
cgnst BioAPI UUID *GUIEventSubscriptionUuid,
BjoAPI HANDLE BSPHandley

BjoAPI BOOL GUISele&tEventRedirected,
BjoAPI BOOL GUIStateEventRedirected,

BJoAPI BOOL GUIPregressEventRedirected);

8.3.7}]1 Description

This function _creates a "GUI event redirector” for the current application. GUI event redirectors are
maintained by the framework at runtime (usually in an internal table), and enable an application
to deJegate’ the handling of BSP-generated GUI events either to another application that{is using the
framéwork (‘Arhprp this is cnppnrtpd hy the imp]pmr—\nf:\finn architecture of the ﬁ':\mr-wvork), or to

another component of the same application.

An application calling this function shall provide the subscriber endpoint IRI of the application that
created the named GUI event subscription (NULL if it is the same application) and the GUI event
subscription UUID of the subscription, as well as information specifying the scope of the GUI event
redirector (what BSP attach session and which type(s) of GUI events are affected). All the parameter
values provided in a call to this function shall become part of the GUI event redirector maintained by
the framework.

Each call to this function establishes a new GUI event redirector, and does not modify or replace an
existingredirector. GUIl eventredirectors specifying a given BSP attach session handle shall be destroyed
automatically by the framework when the attach session is destroyed. At any time, the application can
ask the framework to destroy an existing redirector by making a call to BioAPI_UnredirectGUIEvents
providing the same parameters it provided in the corresponding call to BioAPI_RedirectGUIEvents.
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Multiple call to this function shall not result, at any time, in multiple GUI select event redirectors,
multiple GUI state event redirectors, or multiple GUI progress event redirectors established for the
same BSP handle. This is to ensure that, for any incoming GUI event, there will be no ambiguity as to
how to redirect the event.

NOTE This implies that two redirectors with the same parameters are not allowed.

When the framework receives a call to this function that successfully creates a GUI event redirector,
it shall call in turn the function BioSPI_SubscribeToGUIEvents of the BSP if and only if there were
no GUI event subscriptions and no GUI event redirectors already established for that BSP before
this call. Subsequent calls to BIOAPI RedlrectGUIEvents will not result in further calls to BioSPL
SubscribeTo - a 3 ave_been
destroyed.

When the framework receives a GUI select event notification callback from a BSP, it shall fifstsear|ch all
existing GUI[event redirectors, looking for a redirector where GUISelectEventRedirected has the value
TRUE and tHe BSP handle is the same as the one in the GUI event. One of the two folowing subclhuses
applies.

If there is ho matching redirector, then the framework shall search allF anonymous GUI Event
subscriptions created by the application that created the BSP attach session,/looking for a subscription
with a not NULL callback address for the GUI select event and with either'a BSP handle matching the
BSP handle pf the event or a BSP UUID matching the BSP UUID of the-évent. If there is a matching
subscription|, the framework shall call the GUI select event handler inthat subscription, otherwise it
shall return control to the original callback from the BSP with default output parameters.

If there is 4 matching redirector, then the framework shall/search all existing named GUI gvent
subscriptions that were created by the application identified by the subscriber endpoint IRI in the
redirector ((NULL meaning the current application), dooking for a subscription with a not NULL
callback addfress for the GUI select event, with a GUI évent subscription UUID matching the GUI event
subscription| UUID in the redirector, and with a BSP\UUID matching the BSP UUID of the event. If there
is a matching subscription, then the framewo rk:§hall make a callback to the GUI select event handler
specified in [that subscription, otherwise it shall return control to the original callback from th¢ BSP
with defaultoutput parameters.

In both casg¢s, after returning from the* application callback, the framework shall copy the output
parameters pf the application callback to the output parameters of the framework callback with the
same names

The four subclauses above apply in the same way to GUI state and to GUI progress events.

This functiop shall onlybe'called (for a given BSP UUID) if there is at least one call to BioAPI_BSRLoad
(for that BSH UUID) fotwvhich a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

8.3.7.2 Paramreters

— SubscriberEndpointlRI (input, optional) - An IRI that identifies the application that created a named
GUI event subscription. This shall be NULL if the subscriber application is the same as the current
application.

— GUIEventSubscriptionUuid (input) - A UUID that identifies a named GUI event subscription. In some
cases, an application has gotten this UUID from the information returned by a prior call to BioAPIL_
QueryGUIEventSubscriptions. In other cases, the application provides a known UUID.

— BSPHandle (input) - The handle of a BSP attach session to which the redirector is limited. GUI events
related to other BSP attach sessions will not be affected by this call.

— GUISelectEventRedirected (input) - Flag indicating whether GUI select events are in the scope of the
redirector. GUI select events will be affected by this call if and only if this flag has the value TRUE.
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— GUIStateEventRedirected (input) - Flag indicating whether GUI state events are in the scope of the
redirector. GUI state events will be affected by this call if and only if this flag has the value TRUE.

— GUIProgressEventRedirected (input) - Flag indicating whether GUI progress events are in the scope
of the redirector. GUI progress events will be affected by this call if and only if this flag has the
value TRUE.

8.3.7.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

8.3.714 Errors

See BioAPI Error Handling (Clause 11).

8.3.8| BioAPI_SubscribeToGUIEvents (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2-1 or greater.

BioARI RETURN BioAPI BioAPI_SubscribeToGUIEvents

onst BioAPI UUID *GUIEventSubscriptionUuid,

cqnst BioAPI UUID *BSPUuid,

cgnst BioAPI HANDLE *BSPHandle,

BjoAPI GUI SELECT EVENT HANDLER GUISelectEventHandler,
cgnst void *GUISelectEventHandlerCtx,

B OAPI GUI STATE EVENT HANDLER GUIStateEventHendler,

cgnst void *GUIStateEventHandlerCtx,
B1oAPI_GUI_PROGRESS EVENT_ HANDLER GUIProgressEventHandler,
cqnst void *GUIProgressEventHandlerCtx) ;

8.3.8{1 Description

This function creates a "GUI event subscription” for the current application. GUI event subscriptions
are npaintained by the framework at runtime (usually as entries of an internal table), and enable an
applitation to receive GUI event notifications at certain specified callback addresses.

The dpplication shall provide the’ callback addresses of one to three GUI event handlers [a GUI select
eveny handler, a GUI state event handler and a GUI progress event handler), as well as|information
specifying the scope of the subscription (either a loaded BSP or an attach session of a BSP), thus limiting
the GUI event notifications that the framework will send to those GUI event handlers. All tHe parameter
valugs provided in a(call to this function shall become part of the GUI event subscription mjaintained by
the flamework.

In any call to(this function, either a BSP UUID or a BSP handle (but not both) shall be provided. If a BSP
hand]e is provided, the subscription is limited to GUI event notifications that carry that BSP handle. If
a BSH UUIP'is provided, the subscription is limited to GUI event notifications that carry that BSP UUID,
and rhay‘or may not also carry a BSP handle. (All GUI event notification that carry a BSH handle also
carry the UUID of the BSP, but not vice versa.)

Each call to this function establishes a new GUI event subscription, and does not modify or replace an
existing subscription. GUI event subscriptions specifying a BSP attach session handle shall be destroyed
automatically by the framework when the attach session is destroyed. GUI event subscriptions
specifying a BSP UUID shall be destroyed automatically by the framework when the BSP is unloaded.
At any time, the application can ask the framework to destroy an existing subscription by making a
call to BioAPI_UnsubscribeFromGUIEvents providing the same parameters that were provided in the
corresponding call to BioAPI_SubscribeToGUIEvents.

The context addresses provided in the call shall be passed back by the framework to the application in
subsequent callbacks to the event handlers. This International Standard does not assign any meaning
to the context addresses, but specifies them to satisfy the needs of some applications.
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Multiple call to this function shall not result, at any time, in multiple GUI select event handlers, multiple
GUI state event handlers, or multiple GUI progress event handlers, established for the same BSP handle
or for the same BSP UUID. This includes the case in which one subscription specifies a BSP UUID and
another subscription specifies the handle of an attach session of the same BSP. This is to ensure that, for
any incoming GUI event, there will be no ambiguity as to which GUI event handler (if any) is to be called
by the framework.

NOTE 1 This implies that two subscriptions with the same parameters are not allowed.

When the framework receives a call to this function that successfully creates a GUI event subscription
for a given BSP, it shall call in turn the function BIOSPI SubscrlbeToGUIEvents of the BSP if and only
if there were : : : e
for that BS before this call Subsequent calls to BioAPI_ SubscrlbeToGUIEvents for the saing BSP
will not redqult in further calls to BioSPI_SubscribeToGUIEvents unless all existing subscriftions
and redirectors for that BSP have been destroyed. A BSP does not need to know how many GUI event
subscriptions the application is requesting for it, nor whether those subscriptions specify a BSP [UUID
or a BSP handle, nor the types, callback addresses, and context addresses of the GUI eyent handlerf that
are specified in those subscriptions.

This functiop shall only be called (for a given BSP UUID) if there is at least ong ¢all to BioAPI_BSRLoad
(for that BSH UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This functiof is handled internally within the BioAPI Framework and is-not passed through to any BSP.

NOTE2  Sepalso C.8.

8.3.8.2 Paframeters

— GUIEvenfSubscriptionUuid (input, optional) - The idefitifier of the subscription. This parameter| shall
be NULI} (the usual case) for an anonymous GUI evént subscription (one concerning the receptjon of
GUI events generated by a BSP and not redirected). This parameter shall be not NULL for a npmed
subscrigtion (one concerning the reception of'redirected GUI event notifications and application-
generated GUI event notifications).

— BSPUuid| (input, optional) — A UUID identifying the BSP to which the subscription is limited.

— BSPHandlle (input, optional) - The'handle of a BSP attach session to which the subscription is lirhited.
This shalll be NULL if GUIEventSubscriptionUuid is not NULL (a named subscription cannot specjfy an
attach s¢ssion handle).

— GUISeledtEventHandler {(input, optional) - The callback address of an application function that is to
receive Ul select event notifications from the framework.

— GUISeleqtEventHandlerCtx (input) — A context address that is to be passed back by the framewdgrk to
the appljcationon each callback to the GUI select event handler.

— GUIStatqEventHandler (input, optional) — The callback address of an application function that is to
receive GUI state event notifications from the framework.

— GUIStateEventHandlerCtx (input) - A context address that is to be passed back by the framework to
the application on each callback to the GUI state event handler.

— GUIProgressEventHandler (input, optional) - The callback address of an application function that is
to receive GUI progress event notifications from the framework.

— GUIProgressEventHandlerCtx (input) — A context address that is to be passed back by the framework
to the application on each callback to the GUI progress event handler.

Exactly one of BSPUuid and BSPHandle shall be specified. At least one of GUISelectEventHandler,
GUIStateEventHandler, and GUIProgressEventHandler shall be specified. A context address shall only be
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specified if the corresponding callback address is specified. The parameters that are not specified shall
be set to NULL.

8.3.8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.3.8.4 Errors

BioAPIERR INVALID POINTER

See a|so BioAPI Error Handling (Clause 11).

8.3.9 BioAPI_UnredirectGUIEvents (BioAPI 2.1)

This $ubclause applies only when the BioAPI version number in use is 2.1 apgreater.

BioAHBI RETURN BioAPI BioAPI UnredirectGUIEvents
(donst uint8 t *SubscriberEndpointIRI,

cgnst BioAPI UUID *GUIEventSubscriptionUuid,
BjoAPI HANDLE BSPHandle,

BjoAPI BOOL GUISelectEventRedirected,

BjoAPI BOOL GUIStateEventRedirected,

BjoAPI BOOL GUIProgressEventRedirected);

8.3.9{1 Description

This function destroys a GUI event redirector previously created by a call to BioAPI_Redire¢tGUIEvents.
The particular redirector that is destroyed is the one whose definition exactly matches the parameters
of the call.

NOTH1 A call to this function will not-déstroy a redirector, even if there is only one redirectjor, unless the
parameters of the call have exactly the same Values as those of the call to BioAPI_RedirectGUIEvents that created
the redirector. The application needs te‘temember the value of those parameters.

When the framework receives-aeall to this function that successfully destroys a GUI event redirector, it
shallcall in turn the function.BioSPI_UnsubscribeFromGUIEvents of the BSP if and only if|there are no
more|GUI event subscriptions and no more GUI event redirectors established for that BSP.

Usually, applications~will not need to call this function, because all GUI event redirectorf for a given
BSP dttach sessiomare automatically destroyed by the framework when the attach session |s destroyed.
This function can'be used when the application needs to modify the current GUI event redjrections but
does pot wanf to destroy an attach session.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that\BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

NOTE2 SeealsoC.8.

8.3.9.2 Parameters

The parameters of this function have the same meaning as the parameters of the function BioAPI_
RedirectGUIEvents with the same names, and are used by the framework to identify the existing GUI
event redirector that is to be destroyed.
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8.3.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.3.9.4 Errors

BioAPIERR INVALID POINTER

See also BioAPI Error Handling (Clause 11).

BioAPIiRET
(const Bi
const Bio
const Bio
BioAPI GUI
const voi
BioAPI GUI
const voi
BioAPI GUI
const voi

8.3.10.1 D

This functi
SubscribeT
exactly matg

NOTE1 A
unless the par]
that created t

When the fr:
it shall call i
no more GUI

Usually, app
BSP UUID on
session is de

ToAPT21)

se applies only when the BioAPI version number in use is 2.1 or greater.

N BioAPI BioAPI UnsubscribeFromGUIEvents

PI UUID *GUIEventSubscriptionUuid,
PI UUID *BSPUuid,

PI HANDLE *BSPHandle,

SELECT EVENT HANDLER GUISelectEventHandler,
*GUISelectEventHandlerCtx,

STATE EVENT HANDLER GUIStateEventHandler,
*GUIStateEventHandlerCtx,
PROGRESS EVENT HANDLER GUIProgressEventHandler
*GUIProgressEventHandlerCtx) ;

scription

n destroys a GUI event subscription pregiously created by a call to Bi

hes the parameters of the call.

call to this function will not destroy a GUI event subscription, even if there is only one subscr
ameters of the call have exactly the samewalues as those of the call to BioAPI_SubscribeToGUI
he subscription. The application needs'té remember the value of those parameters.

imework receives a call to thisfuhction that successfully destroys a GUI event subscri

DAPI_

GUIEvents. The particular subscription that\is destroyed is the one whose defifpition

ption,
vents

btion,
e are

h turn the function BioSPI_ UnsubscribeFromGUIEvents of the BSP if and only if ther
event subscriptions and-1o more GUI event redirectors (see 8.3.7) established for tha

BSP.

ications will not neéd to call this function, because all GUI event subscriptions for a given
BSP attach session'handle are automatically destroyed by the framework when the gttach
troyed or when the BSP is unloaded. This function can be used when the application needs

to modify the current GULevent subscriptions but does not want to unload a BSP or destroy an gttach

session.

EXAMPLE
GUIboth ater]

uses the BSP

Thisfunction can be used in the following cases: (1) an application uses the application-contjolled
rollment and at verification/identification, but with different GUI event handlers; (2) an applifation
controlled GUI at enrollment but the application-controlled GUI at verification/identificatipn, or

vice versa.

This function shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad
(for that BSP UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been made.

This function is handled internally within the BioAPI Framework and is not passed through to any BSP.

NOTE 2

8.3.10.2 Pa

See also C.8.

rameters

The parameters of this function have the same meaning as the parameters of the function BioAPI_
SubscribeToGUIEvents with the same names, and are used by the framework to identify the existing

GUI event su
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bscription that is to be destroyed.
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0.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

8.3.1

0.4 Errors

BioAPIERR INVALID POINTER

Seea

8.3.1
This

BioARI RETURN BioAPI BioAPI EnableEventNotifications
(donst BioAPI UUID *BSPUuid,
BjoAPI_EVENT_MASK Events) ;

8.3.1
This

BSP WUID, and disables all other events coming from that BSP.

Even
appli
notb
This

speci
until

This

which a corresponding call to BioAPI_Terminate has not yet been made.

This

8.3.1

|
os

— Bvents (input) - A mask indicating which events to enable.

8.3.1
A Bi

BioAPIS@OK indicates success. All other values represent an error condition.

8.3.1

Iso BioAPI Error Handling (Clause 11).

1—BioAPI_EmableEvemtNotifications (BioAPT 2:1)

subclause applies only when the BioAPI version number in use is 2.1 or greater,

1.1 Description
function enables the events specified by the Event Mask and corving from the BSP ider
s are enabled or disabled only for the application that€alls this function. If the

cations using the BioAPI Framework or the specified BSP at the same time, those app
e affected by the call to BioAPI_EnableEventNotificdtions.

function can be called at any time after BioAPI_Init or BioAPI_InitEndpoint, eve
fied BSP has been loaded. The event mask established by a call to this function rem{
this function is called again for the same BSP.

function shall only be called if there is\at least one call to BioAPI_Init or BioAPI_Init

function is handled internally writhin the BioAPI Framework and is not passed throug

1.2 Parameters

SPUuid (input) - The\UUID of the biometric service provider.

1.3 Return Value

itified by the

re are other
ications will

h before the
hins in effect

Fndpoint for

h to a BSP.

APICRETURN value indicating success or specifying a particular error condition. The value

1.4 Errors

See BioAPI Error Handling (Clause 11).

8.4

8.4.1

Biometric Operations

BioAPI_Capture

BioAPI_RETURN BioAPI BioAPI_Capture
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *CapturedBIR,
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int32 t Timeout,
BioAPI_BIR_HANDLE *AuditData) ;

8.4.1.1 Description

This function captures samples for the purpose specified, and the BSP returns either an “intermediate”

type BIR (ifthe BioAPI_Process, BioAPI_ProcessWithAuxBIR, or BioAPI_ProcessUsingAuxBIRs (B

i0API

2.2 or greater) function needs to be called), or a “processed” BIR (if not). The Purpose is recorded in the
header of the CapturedBIR. If AuditData is non-NULL, a BIR of type “raw” may be returned. The function
returns handles to whatever data is collected, and all local operations can be completed through use of
the handles. If the application needs to acquire the data either to store it in a BIR database or to send it

to a server, the application can retrieve the data with the BioAPI_GetBIRFromHandle function.

By default, tlhe BSP is responsible for providing the user interface associated with the capture ope€n

htion.

The application may, however, request control of the GUI “look-and-feel” by providing a GUJ, callback

pointer in BioAPI_SetGUICallbacks. See clause C.8 for additional explanation of user interface feat

Capture serjalizes use of the sensor device. If two or more biometric applicationscaré racing fq
sensor, the lgsers will wait until the operation completes or the timeout expires. This\serialization
place in all functions that capture data. The BSP is responsible for serializing. It\may do this by ¢
returning ‘bpisy’ (BioAPI_UNIT_IN_USE) or by queuing requests.

If BioAPI_BfSPAttachSecure (BioAPl 2.2 or greater) has been called) ‘security operations
be done acdording to the value set in the member of the parameter, SecurityProfileList of Bi
BSPAttachSecure (BioAPI 2.2 or greater) corresponding to the%BioAPI Unit which executes

ures.

r the
takes
bither

shall
DAPI_
this

function. If ACBio instance generation is requested, the challenge ‘given as Challenge in the paraineter

ACBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or‘greater) shall be set into the
controlVallue of type ACBioContentInformation inshie ACBio instance. The current Bl
index for the BSP Unit shall be set into the field bpuIOfndex of bpuOuputExecutionInfo
ionList inf the biometricProcess of ACBioConténtInformation in the ACBio instanc
also setintofopuIOIndex in subBlockForACRiaosinthe security block. After that the current B
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

The BIR Handle returned by the function\“shall be released by the application (via Bi
FreeBIRHandle) when it is no longer needed:

8.4.1.2 Parameters
— BSPHandle (input) - The handle ‘of the attached biometric service provider.
— Purpose|(input) — A value indicating the purpose of the biometric data capture.

— Subtype((input/optional) - Specifies which subtype (e.g., left/right eye) to capture. A value of Bi
NO_SUB[TYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE Nat all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be ref

field
PU 10
rmat
b and
PU IO

DAPI_

DAPI_

ected

in the hepdef of the returned CapturedBIR.

— OutputFormat (input/optional) - Specifies which BDB format to use for the returned CapturedBIR,

96

if the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select
the format.

CapturedBIR (output) - AhandletoaBIR containingcaptured data. Thisdataiseitheran“intermediate”
type BIR (which can only be used by either the BioAPI_Process, BioAPI_CreateTemplate, BioAPI_
ProcessWithAuxBIR, or BioAPI_ProcessUsingAuxBIRs (BioAPI 2.2 or greater) functions, depending
on the purpose), or a “processed” BIR (which can be used directly by BioAPI_VerifyMatch or BioAPL_
IdentifyMatch, depending on the purpose).

Timeout (input) - An integer specifying the timeout value (in milliseconds) for the operation. If this
timeout is reached, the function returns an error, and no results. This value can be any positive
number. A -1’ value means the BSP’s default timeout value will be used.
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— AuditData (output/optional) - A handle to a BIR containing raw biometric data. This data may be
used to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on
input, no audit data is collected. Not all BSPs support the collection of audit data. A BSP may return
a BIR handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported,
or a value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

8.4.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.114 Errors

BioARTERR USER CANCELLED

BioAJIERR UNABLE TO CAPTURE

BioAJIERR TOO MANY HANDLES

BioARIERR TIMEOUT EXPIRED
BioAJTERR PURPOSE NOT SUPPORTED

BioAJIERR UNSUPPORTED FORMAT

BioARIERR UNIT IN USE

BioAJIERR SECURITY ENCRYPTION FAILURE

BioARTERR SECURITY MAC GENERATION FATLURE

BioABIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE

See a]so BioAPI Error Handling (Clause 11).

8.4.2] BioAPI_CreateTemplate

BioARI RETURN BioAPI BioAPI_ CreateTemplate

BioAPI HANDLE BSPHandle,

cqnst BioAPI INPUT BIR *CapturedBIR,

cgnst BioAPI INPUT BIR *ReferenceTemplate,

cgnst BioAPI BIR BIOMETRIC DATA.HKORMAT *OutputFormat,
BjoAPI BIR HANDLE *NewTemplate,

cqnst BioAPI DATA *Payload,

BioAPI UUID *TemplateUUID)y

8.4.2[{1 Description

This function takes a BIR\containing biometric data in intermediate form for the purposg of creating
a new enrollment template. A new BIR is constructed from the CapturedBIR, and (optiohally) it may
perform an update{ based on an existing ReferenceTemplate. The old ReferenceTemplate remains
unchanged.

The ¢pptional(ihput ReferenceTemplate is provided for use in creating the NewTemplate, if the BSP
supports this capability. When present, use of the input ReferenceTemplate by the BSP, to create the
Outplllt NewTemplate is optional.

If the BSP supports an internal or BSP-controlled BIR database (e.g., smartcard or identification engine),
it may optionally return the UUID assigned to the newly created NewTemplate as stored within that BSP-
controlled BIR database. The UUID value shall be the same as that included in the BIR header, if present.

The BIR handle returned by the function shall be released by the application (via BioAPI_FreeBIRHandle)
when it is no longer needed. The BIR may be retrieved by calling BioAPI_GetBIRFromHandle, which
also releases the handle.

If BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operations shall
be done according to the value set in the member of the parameter SecurityProfileList of BioAPIL
BSPAttachSecure (BioAPl 2.2 or greater) corresponding to the BioAPI Unit which executes this
function. If ACBio instance generation is requested, the challenge given as Challenge in the parameter
ACBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the field
controlValue of type ACBioContentInformation in the ACBio instance. The current BPU 10
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index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
ionList in the biometricProcess of ACBioContentInformation in the ACBio instance and
also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

8.4.2.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— CapturedBIR (input) - The captured BIR or its handle.

BIR datg

updated,

— OutputF
if the BY

the forni

base or 1ts handle or NULL 1fa reference template does not ex1st yet or is not 1ntended to be

prmat (input/optional) - Specifies which BDB format to use for the returned NewTemplate,

P supports more than one format. A NULL pointer value indicates that the*BSP is to
at.

— NewTemtlolate (output) - A handle to a newly created template that is deriyed from the Captur

and (op

— Payload
if NULL.

NOTE 1
NOTE 2

— Templat

ionally) the ReferenceTemplate.

belect

bdBIR

(input/optional) - A pointer to data that will be stored by the'BSP. This parameter is ighored

Not all BSPs support storage of payloads.
See clauses A.4.6.2.6 and C.5 for additional information regarding payloads.

eUUID (output/optional) - Apointer to a 16-byte memory block where the BSP-assigned

associat

UUID

ed with the ReferenceTemplate (as stored initernally in a BSP-controlled BIR database) will
optionally be returned. The pointer shall be set to NULL to indicate that no UUID is being returned.

8.4.2.3 Rdturn Value

A BioAPI_RETURN value indicating sueeess or specifying a particular error condition. The
BioAPI_OK ipdicates success. All otherwvalues represent an error condition.

8.4.2.4 Erfors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR

BioAPIERR
BiOAPIERR_
BioAPIERR

TR SIGNATZURE FAILURE
O_MANY( BANDLES
ABLER0_ STORE_PAYLOAD

BioAPIERR INCONSISTENT PURPOSE

BioAPIERR

RPOSE NOT SUPPORTED

B]_OAPIERR L ISHPPORTED FORMAT

value

BlOAPIERR_RECORD_NOT_FOUND

BioAPIERR Q
BioAPIERR S
BlOAPIERR S
BlOAPIERR S
BloAPIERR S
BioAPIERR S
BlOAPIERR S

UALITY ERROR

ECURITY ENCRYPTION FAILURE

ECURITY DECRYPTION FAILURE

ECURITY MAC GENERATION FATILURE

ECURITY MAC VERIFICATION FATILURE

ECURITY DIGITAL SIGNATURE GENERATION FAILURE
ECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).
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BioAPI_Process

BioAPI_RETURN BioAPI BioAPI_Process
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

8.4.3

.1 Description

This function processes the intermediate data captured via a call to BioAPI_Capture for the purpose
of either verification or identification. If the processing capability is supported by the attached BSP
invocation, the BSP builds a “processed biometric sample” BIR; otherwise, ProcessedBIR is set to NULL,

and t

If Bi
be d
BSP.

functjion. If ACBio instance generation is requested, the challenge given as.€hallenge in th
ACBigParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater)‘shall be set in
contlrolValue of type ACBioContentInformation in the ACBie instance. The cuy
indey for the BSP Unit shall be set into the field bpuIOIndex of HpuOuputExecutig
ionIlist in the biometricProcess of ACBioContentInfoxmation in the ACBio i
also et into bpuIOIndex in subBlockForACBio in the security block. After that the cu
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

This

BIR handle through a call to BioAPI_GetBIRFromHandle, which also frees the handle, of
the mlemory associated with the BIR handle only through a call to BioAPI_FreeBIRHandle.

8.4.3

T
o oo o (wal

8.4.3

A Big
BioA

8.4.3

his function returns BioAPIERR_BSP_FUNCTION_NOT_SUPPORTED.

DAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security,\oper
ne according to the value set in the member of the parameter SecurityRrofileLis|
ttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which ¢

Function results in the creation of a BIR by the BSP.<Phe application can retrieve the F

2 Parameters
SPHandle (input) - The handle of the:attached biometric service provider.
apturedBIR (input) - The captured BIR or its handle.

utputFormat (input/optional)= Specifies which BDB format to use for the returned F
" the BSP supports morethan one format. A NULL pointer value indicates that the BS
he format.

rocessedBIR (output) - A handle for the newly constructed “processed” BIR.

3 ReturnValue

I_OK indicates success. All other values represent an error condition.

ations shall
t of BioAPI_
pxecutes this
e parameter
to the field
rent BPU 10
nInformat
nstance and
rrent BPU 10

IR using the
can release

rocessedBIR,
P is to select

API_RETURN value indicating success or specifying a particular error condition. The value

4 Errors

BioAPIERR INVALID BIR HANDLE

BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TOO MANY HANDLES

BioAPIERR INCONSISTENT PURPOSE
BioAPIERR PURPOSE NOT SUPPORTED

BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR QUALITY ERROR

BioAPIERR SECURITY ENCRYPTION FAILURE
BioAPIERR SECURITY DECRYPTION FAILURE
BioAPIERR SECURITY MAC GENERATION FAILURE
BioAPIERR SECURITY MAC VERIFICATION FAILURE
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ECURITY DIGITAL SIGNATURE GENERATION FATLURE
ECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).

8.4.4 BioAPI_ProcessWithAuxBIR (BioAPI2.0 and BioAPI2.1)

BioAPI_RETURN BioAPI BioAPI_ProcessWithAuxBIR

(BiOAPT

const Bi
const Bi
const Bi

HANDLE BSPHandle,
OAPI INPUT BIR *CapturedBIR,

OAPI INPUT BIR *AuxiliaryData,
API RIR RBIQMETRIC DATA EFQRMAT *QuitputFormat

BioAPI H

8.4.4.1 D¢

This function processes the intermediate data previously captured via a call to BioAPI_Capty

conjunction
verification
process opel

NOTE1 Th
description o

If the proceg
builds a “pr
returns BioA

This functio
BIR handle t
the memory

NOTE2 TH
(BioAPI 2.2) i

8.4.4.2 Parameters

BSPHan

Auxiliar)

NOTE 1

processing operation to properly crop an input image to maximize the possibility of a subsequent

(e.g., to ¢
same pot

CapturedlBIR (input) - A BIR.obtained from the BioAPI_Capture function previously called.

TR _HANDLE *ProcessedBIR);

scription

with auxiliary data, creating processed biometric samples for the purpose of subse
br identification. It enables implementations that require the input of-auxiliary data {
ation.

is capability may be used to support biometric match-on-card«(MOC). See clause C.8
BioAPI use within the overall MOC process.

sing with auxiliary data capability is supported by the attached BSP invocation, th
cessed biometric sample” BIR, otherwise, ProcessedBIR is set to NULL, and this fun
PIERR_BSP_FUNCTION_NOT_SUPPORTED.

h results in the creation of a BIR by the BSP. The application can retrieve the BIR usir
hrough a call to BioAPI_GetBIRFromHandle)which also frees the handle, or can re
associated with the BIR handle only through a call to BioAPI_FreeBIRHandle.

is function is used only in BioAPI 2.1 or less. In BioAPI 2.2 or greater, BioAPI_ProcessUsingAu
5 used instead of this function.

lle (input) - The handle gf the attached biometric service provider.

An exampleof auxiliary data is information related to the enrollment template which alloy

nsuresthat the processed BIR for verification and the enrollment template are derived fro|
tion‘afa finger). Another would be passing of biometric algorithm parameters.

re in
uent
o the

for a

p BSP
ction

g the
lease

KBIRs

Data (input) - A BIR structure containing auxiliary data used in the processing operdtion.

vs the
match
m the

NOTE 2

The content and format ol the auxiliary data are speciiied by the BIR Biometric Data Format field
in the auxiliary BIR header and may be specific to a BSP.

OutputFormat (input/optional) - Specifies which BDB format to use for the returned ProcessedBIR, if the

BSP supports more than one format. A NULL pointer value indicates that the BSP is to select the format.

ProcessedBIR (output) - A handle for the newly constructed “processed” BIR.

8.4.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPTIERR TOO MANY HANDLES
BlOAPIERR INCONSISTENT PURPOSE
BlOAPIERR PURPOSE NOT SUPPORTED
BlOAPIERRiUNSUPPORTEDiFORMAT
BioAPTERR RECORD NOT FOUND
BioAPIERR FUNCTION NOT SUPPORTED

See a

8.4.5

BioAH
H
cq
ui
cq
cd
Bj

8.4.5

This

conjunction with auxiliary data, creating processed biemetric samples for the purpose o

verifi
procg

In ad
BIR i
servi

provided as input and on the order in which they occur in the list. However, such modific

SO BioAPT Error Handling (Clause 11J.

BioAPI_ProcessUsingAuxBIRs (BioAPI 2.2)

I_RETURN BioAPI BioAPI_ProcessUsingAuxBIRs

ioAPI HANDLE BSPHandle,

nst BioAPI INPUT BIR *CapturedBIR,

nt32 t NumberOfAuxBIRs,

nst BioAPI INPUT BIR *AuxBIRs,

nst BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
OAPTI BIR HANDLE *ProcessedBIR);

1 Description

function processes the intermediate data previously{¢aptured via a call to BioAP)

cation or identification. It enables implementations that require the input of auxiliar
Ss operation.

Hition to the intermediate BIR, this function takes as input a list of auxiliary BIRs. E:
h the list may be an intermediate, processed, score, decision, or biographic BIR. T

1:2018(E)

| Capture in
[ subsequent
y data to the

ich auxiliary
he biometric

Ce provider may modify the way it petforms the processing operation based on the ayixiliary BIRs

htions to the

procgssing operation are not specified in this standard.

The main purposes of the auxiliary BIRs are:

a) tp provide feedback to the’biometric processing operation from prior processing, matghing, fusion,
dr decision operations;

b) tp modify the biometric processing operation based on statistical information (eithgr specific to
the subject, erspecific to a population, or both).

If BipAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operations shall

be d¢ne aceording to the value set in the member of the parameter SecurityProfileList of BioAPI_

BSP. ttachSecure (BloAPI 2.2 or greater) Correspondmg to the BIOAPI Unit or BFP Wthh ¢xecutes this

functiion e parameter

ACBloParameters of BloAPI BSPAttachSecure (BloAPI 2. 2 or greater) shall be set into the field
controlValue of type ACBioContentInformation in the ACBio instance. The current BPU 10
index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
ionList in the biometricProcess of ACBioContentInformation in the ACBio instance and
also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

This function results in the creation of a BIR by the BSP. The application can retrieve the BIR using the
BIR handle through a call to BioAPI_GetBIRFromHandle, which also frees the handle, or can release
the memory associated with the BIR handle only through a call to BioAPI_FreeBIRHandle.
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8.4.5.2 Parameters
— BSPHandle (input) - The handle of the attached biometric service provider.
— CapturedBIR (input) - A BIR obtained from the BioAPI_Capture function previously called.

— NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the array pointed to by the
parameter AuxBIRs.

— AuxBIRs (input) - A pointer to an array of elements of type BioAPI_INPUT_BIR. The number
of elements of the array shall be NumberOfAuxBIRs. Each auxiliary BIR may be an intermediate,
processed, score, decision, or biographic BIR, and any combination of such BIR types is allowed.
The ordgr of the elements is significant. If NumberOfAuxBIRs is zero, AuxiliaryBIRs may bea NULL
pointer.

NOTE The content and format of the auxiliary data are specified by the BIR Biometric Data Format field
in the aukiliary BIR header and may be specific to a BSP.

— OutputFprmat (input/optional) - Specifies which BDB format to use for the returned ProcessqdBIR,
if the BYP supports more than one format. A NULL pointer value indicates that the BSP is to $elect
the fornjat.

— ProcessqdBIR (output) — A handle for the newly constructed “processed® BIR.

8.4.5.3 Rdturn Value

A BioAPI_RETURN value indicating success or specifying d particular error condition. The [value
BioAPI_OK indicates success. All other values represent an.erfor condition.

8.4.5.4 Erfors

BioAPIERR INVALID BIR HANDLE

BioAPIERR INVALID BIR

BioAPIERR BTR SIGNATURE FAILURE

BioAPIERR TOO MANY HANDLES

BioAPIERR IINCONSISTENT PURPOSE

BioAPIERR HURPOSE NOT SUPPORTED

BioAPIERR UNSUPPORTED FORMAT

BioAPIERR RECORD NOT FOUND

BioAPIERR E[UNCTION NOT SUPPORTED

BioAPIERR SECURITY ENCRYPTIONW FAILURE

BioAPIERR SECURITY DECRYRTION FAILURE

BioAPIERR SECURITY MAC,GENERATION FAILURE

BioAPIERR SECURITY MAG.VERIFICATION FAILURE

BioAPIERR SECURITY BJFGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY| DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPIMError Handling (Clause 11).

8.4.6 BioAPI_VerifyMatch

BioAPI_RETURN BioAPI BioAPI VerifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *AdaptedBIR,
BioAPI BOOL *Result,
BioAPI FMR *FMRAchieved,
BioAPI DATA *Payload);
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8.4.6.1 Description

This function performs a verification (1-to-1) match between two BIRs: the ProcessedBIR and the
ReferenceTemplate. The ProcessedBIR is the “processed” BIR constructed specifically for this verification.
The ReferenceTemplate was created at enrollment.

The application shall request a maximum FMR value criterion (threshold) for a successful match. The
Boolean Result indicates whether verification was successful or not, and the FMRAchieved is a FMR
value (score) indicating how closely the BIRs actually matched.

NOTE See clause C.4 for information on the use of the FMR concept for normalized scoring and thresholding.

By seftting the AdaptedBIR pointer to an address other than NULL, the application can requé¢st that a BIR
be constructed by adapting the ReferenceTemplate using the ProcessedBIR. A new handle'i§ returned to
the AflaptedBIR. If the match is successful, an attempt may be made to adapt the RefenenceTemplate with
information taken from the ProcessedBIR. (Not all BSPs perform adaptation). Theresulting AdaptedBIR
should now be considered an optimal enrollment template, and be saved in the,BIR database. (It is up
to the application whether it uses or discards this data.) It is important to neté-that adaptaftion may not
occuf in all cases. In the event of an adaptation, this function stores the.handle to the new BIR in the
memgory pointed to by the AdaptedBIR parameter.

n successful
the BSP and

If a Rayload is associated with the ReferenceTemplate, the Payloadmay be returned upg
verification if the FMRAchieved is sufficiently stringent; this is-controlled by the policy of]
specified in its schema.

NOTH1 Notall BSPs support return of payloads.
NOTH2  See clauses A.4.6.2.6 and C.5 for additional information regarding use of payloads.
If BipAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operations shall
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hemory block rétirned by the BioAPI function call shall be freed by the application as
hger needed.using BioAPI_Free (see clause 8.7.2). If an adapted BIR is returned, its h
ced through-a call to BioAPI_FreeBIRHandle.
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matching threshold).

ProcessedBIR (input) — The BIR to be verified, or its handle.

MaxFMRRequested (input) - The requested FMR criterion for successful verification (i.e., the

ReferenceTemplate (input) - The BIR to be verified against, or its key in a BIR database, or its handle.

AdaptedBIR (output/optional) - A pointer to the handle of the adapted BIR. This parameter can be
NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The function may
return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that adaptation is not
supported or a value of BioAPI_INVALID_BIR_HANDLE to indicate that adaptation was not possible.
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— Result (output) - A pointer to a Boolean value indicating (BioAPI_TRUE/BioAPI_FALSE) whether the
BIRs matched or not according to the specified criteria.

— FMRAchieved (output) - A pointer to an FMR value indicating the closeness of the match (i.e., the
match score).

— Payload (output/optional) - If a payload is associated with the ReferenceTemplate, it is returned in an
allocated BioAPI_DATA structure if the FMRAchieved satisfies the payload policy of the BSP.

8.4.6.3 Return Value

A BioAPI_RETURN-—value—indicating ess—orspecifying a particular errg

g sy g ion—Thevalue
BioAPI_OK ipdicates success. All other values represent an error condition.

()
»
(o)
»)
»

8.4.6.4 Erfors

BioAPIERR INVALID BIR HANDLE

BioAPTERR INVALID BIR
BioAPIERR HIR SIGNATURE FAILURE

BioAPIERR INCONSISTENT PURPOSE
BioAPIERR HIR NOT FULLY PROCESSED
BioAPIERR RECORD NOT FOUND

BioAPIERR QUALITY ERROR

BioAPTERR SECURITY ENCRYPTION FAILURE
BioAPIERR SECURITY DECRYPTION FAILURE
BioAPIERR SECURITY MAC GENERATION FAILURE
BioAPIERR SECURITY MAC VERIFICATION FAILURE
BioAPTERR SECURITY DIGITAL SIGNATURE GENERATION FAILURR

I
Ii
I
I
I
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FATYURE

See also BioAPI Error Handling (Clause 11).

8.4.7 BioAPI_VerifyMatchUsingAuxBIRs (BioAPI 2.2)

BioAPI_RETURN BioAPI BioAPI VerifyMatchUsingAuxBIRs
(BioAPI [HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BijJoAPI INPUT BIR *ProcgssedBIR,
const BijJoAPI INPUT BIR *ReferenhceTemplate,
uint32 t] NumberOfAuxBIRs,
const BijoAPI INPUT BIR *AuxBIRs,
BioAPI BTR HANDLE *AdaptedBIR,
BioAPI BOOL *Resulty
BioAPI KMR *FMRAchieved,
BioAPI HBIR HANDLE{ *ResultBIR,
BioAPI DATA *Payload) ;

8.4.7.1 Dadscription

This functiolm performs a verificatio —To-1) match between two BIRS: the ProcessedBiR and the
ReferenceTemplate. The ProcessedBIR is the “processed” BIR constructed specifically for this verification.
The ReferenceTemplate was created at enrollment.

The application shall request a maximum FMR value criterion (threshold) for a successful match.

In addition to the processed BIR and the reference template BIR, this function takes as input a list of
auxiliary BIRs. Each auxiliary BIR in the list may be an intermediate, processed, score, decision, or
biographic BIR.

The biometric service provider may modify the way it performs the verification operation based on
the auxiliary BIRs provided as input and on the order in which they occur in the list. However, such
modifications to the verification operation are not specified in this standard.
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The main purposes of the auxiliary BIRs are:
a) to provide feedback to the biometric matching operation from prior processing, matching, fusion,
or decision operations;

b) to modify the biometric matching operation based on statistical information (either specific to the
subject, or specific to a population, or both).

By setting the AdaptedBIR pointer to an address other than NULL, the application can request that a BIR
be constructed by adapting the ReferenceTemplate using the ProcessedBIR. A new handle is returned to
the AdaptedBIR. If the match is successful, an attempt may be made to adapt the ReferenceTemplate with
information taken from the ProcessedBIR. (Not all BSPs perform adaptation). The resulting AdaptedBIR
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ecommended that BSP return a score BIR rather than a decision BIR whenever poss|
jon BIR can only be used in decision-level"fusion (thus preventing the use of score-
e BIR can either be used in score-level fusion or passed as input to BioAPI_Decide
jon BIR, which can then be used in @ecision-level fusion. Return of score BIRs results
er flexibility for applications thatuse biometric fusion.

ayload is associated with the ReferenceTemplate, the Payload may be returned updg
cation if the FMRAchieved.is sufficiently stringent; this is controlled by the policy of|

fied in its schema.

2 Notall BSPs support return of payloads.

3 SeeclausesA.4.6.2.6 and C.5 for additional information regarding use of payloads.

DAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security oper

ne aecording to the value set in the member of the parameter SecurityProfileLis

BSPAttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which ¢

bec%l

ible. While a
evel fusion),
to produce a
therefore in

n successful
the BSP and

ations shall
¢ of BioAPL
pxecutes this

functiiotiAf ACBio instance generation is requested, the challenge given as Challenge in th

e parameter

ACBioParameters of BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) shall be set into the field
controlValue of type ACBioContentInformation in the ACBio instance. The current BPU 10
index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
ionList in the biometricProcess of ACBioContentInformation in the ACBio instance and
also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

The memory block returned by the BioAPI function call shall be freed by the application as soon as it is
no longer needed using BioAPI_Free (see clause 8.7.2). If an adapted BIR is returned, its handle can be
released through a call to BioAPI_FreeBIRHandle.

8.4.7.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.
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MaxFMRRequested (input) - The requested FMR criterion for successful verification (i.e., the
matching threshold).

ProcessedBIR (input) — The BIR to be verified, or its handle.
ReferenceTemplate (input) - The BIR to be verified against, or its key in a BIR database, or its handle.

NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the array pointed to by the
parameter AuxBIRs.

AuxBIRs (input) - A pointer to an array of elements of type BioAPI_INPUT_BIR. The number of
elements of the array shall be NumberOfAuxBIRs. Each auxiliary BIR may be an intermediate,
process¢d, score, decision, or biographic BIR, and any combination of such BIR types is allowed. The

order of|the elements is significant. If NumberOfAuxBIRs is zero, AuxBIRs may be a NULL pointer.

— AdaptedPBIR (output/optional) - A pointer to the handle of the adapted BIR. This parameéter cpn be
NULL if pn adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The function may

return 4 handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate thattadaptation
supportgd or a value of BioAPI_INVALID_BIR_HANDLE to indicate that adaptation was not po{

— Result (dutput) — A pointer to a Boolean value indicating (BioAPI_TRUE/BioAPI_FALSE) wheth
BIRs maltched or not according to the specified criteria.

— FMRACchfeved (output) - A pointer to an FMR value indicating thé-closeness of the match (i.g
match s¢ore).

— ResultBIR (output) - A handle for the newly constructed "seorfe" or "decision” BIR.

— Payload|(output/optional) - If a payload is associated with the ReferenceTemplate, it is retury
an allocated BioAPI_DATA structure if the FMRAchieved satisfies the payload policy of the BS

8.4.7.3 Rdturn Value

A BioAPI_RETURN value indicating success.\0r specifying a particular error condition. The
BioAPI_OK ipdicates success. All other valuesrepresent an error condition.

8.4.7.4 Erfors

BioAPIERR INVALID BIR HANDLE

BioAPIERR INVALID BIR

BioAPIERR HIR SIGNATURE FALUURE
BioAPIERR INCONSISTENT ,PURPOSE
BioAPIERR HIR NOT FULEYW\NPROCESSED
BioAPIERR RECORD NOT/FOUND

BioAPIERR QUALITY, ERROR

BioAPIERR SECURITY» ENCRYPTION FAILURE
BioAPIERR SECURITY DECRYPTION FAILURE
BioAPIERR SJECYRITY MAC GENERATION_ FAILURE

s not
sible.

br the

., the

ed in

value

BioAPIERR SECHRIFYMAC—VERTFICATIONTATEORE
BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).

8.4.8 BioAPI_IdentifyMatch

BioAPI_RETURN BioAPI BioAPI_IdentifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI IDENTIFY POPULATION *Population,
uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,
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uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout);

8.4.8.1 Description

This function performs an identification (1-to-many) match between a ProcessedBIR and a set of
reference BIRs. The ProcessedBIR is the “processed” BIR captured specifically for this identification.
The population that the match takes place against can be presented in one of two ways:

a)
b)

in a BIR database identified by an open database handle;

ihputin anarray of BIRS;

When using a BSP-controlled BIR database, this database must previously have been gpened using

BioAPI_DbOpen.

There¢ is an option to use an array of BIRs, which can be specified in BioAPIGDENTIFY_POPULATION_
TYPHin the BioAPI_IDENTIFY_POPULATION structure. If it is specified as BipAPI_PRESET_ARRAY_TYPE
(3), the array of BIRs which had been previously set in the BioAPI_PresetldentifyPopulation call will be
used|The preset array of BIRs will be freed internally by the BSP when'BioAPI_BSPDetach |s called.

The finction performs the following actions (in order):

a)
b)

c)

d)

determines the set of candidates from the population that match according to the specified criteria;

dllocates a memory block large enough to contain andrray of elements of type BioAPI [CANDIDATE
with as many elements as the number of candidates.determined in (a);

—

lIs the array with the candidate informationyfor all candidates determined in (a), including the
MRAchieved of each candidate;

]

returns the address of the array in the Candidates parameter and the size of the prray in the
(umberOfResults parameter.

=

NOTE2  See clause C.4 for informatiefon the use of the FMR concept for normalized scoring and|thresholding.

The themory block returned by-the BioAPI function call shall be freed by the application using BioAPI_

Free|see clause 8.7.2).

If BidAPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations ghall be done
accorfding to the value setin the member of the parameter SecurityProfileList of BioAPI_BSPAttachSecure

(BioAPI 2.2 or greater) corresponding to the BioAPI Unit which executes this function.

8.4.8|2 Parameters

BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) - The requested FMR criterion for successful identification (i.e., the
matching threshold).

ProcessedBIR (input) - The BIR to be identified.

Population (input) - The population of reference BIRs (templates) against which the identification is
to be performed (by this BSP).

TotalNumberOfTemplates (input) - Specifies the total number of templates stored by the application
in the population. A value of zero indicates that the application is not providing a number.

NOTE If the total population is distributed over several databases/partitions, then the total size of the
population will be greater than the population seen by the BSP. The BSP may map the FARRequested to its
internal matching threshold based on this total population size.
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— Binning (input/optional) - A Boolean indicating whether Binning is on or off.

NOTE1 Binningisasearch optimization technique thatthe BSP can employ. Itis based on searching a subset
of the population according to the intrinsic characteristics of the biometric data. While it can improve the
speed of the Match operation, it can also increase the probability of missing a candidate (due to the possibility
of mis-binning and as a result, searching a bin which should, but does not, contain the matching BIR).

NOTE 2  Additional information regarding binning is located in clause A.4.6.2.10.

— MaxNumberOfResults (input) - Specifies the maximum number of match candidates to be returned
as aresult of the 1:N match. A value of zero is a request for all candidates.
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as a resylt of the 1:N match.

— Candidates (output) - A pointer to the address of an array of elements of type BioAPI.CANDIPATE
containing information about the BIRs identified as a result of the match process:(i.e., indices
associated with BIRs found to meet the match threshold). This list is in rank order, with the best
scoring |closest matching) record being first. If no matches are found, no array is allocate¢ and
a NULL jaddress is returned. If the Population was presented in a BIR database (i.e., the value of
BioAPI_|[DENTIFY_POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointers to UUID’s
corresppnding to BIR’s stored in the BSP-controlled BIR database. If th&.Population was presgnted
as a pagsed-in array of BIRs, then BioAPI_IDENTIFY_POPULATION_TYPE has the value BipAPI_
ARRAY_['YPE and the array contains pointers to relative indices into the passed-in array.

— Timeout]| (input) - An integer specifying the timeout value(in-milliseconds) for the operation. If
this timeout is reached, the function returns an error, noatryray is allocated, and a NULL addrss is
returnegl. This value can be any positive number. A ‘-1’ value means the BSP’s default timeout value
will be ysed.

8.4.8.3 Rdturn Value

A BioAPI_RETURN value indicating success :0¥;specifying a particular error condition. The [value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.8.4 Erfors

BioAPTERR INVALID BIR HANDLE

BioAPIERR HIR SIGNATURE FAILURE

BioAPIERR TIMEOUT EXPIRED

BioAPTERR NO INPUT BIRS

BioAPTERR FUNCTION NOT 4SUPPORTED

BioAPIERR INCONSISTENE-PURPOSE

BioAPIERR HIR NOT EFQLLY PROCESSED

BioAPIERR RECORD QT FOUND

BioAPTERR QUALI4Y, ERROR

BioAPIERR FUNCIMON FAILED

BioAPIERR HRESET BIR DOES NOT EXIST

BioAPIERR INVALID DB_HANDLE

BioAPTERR SECURITY ENCRYPTION FAILURE

BioAPIERR SECURITY DECRYPTION FAILURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPTERR SECURITY DIGITAL SIGNATURE GENERATION FATILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (clause 11).

NOTE1 Notall BSPs support 1:N identification. See your BSP programmer’s manual to determine if the BSP(s)
you are using supports this capability.

NOTE 2 Depending on the BSP and the location and size of the database to be searched, this operation could
take a significant amount of time to perform. Check your BSP manual for recommended Timeout values.
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3 The number of match candidates found by the BSP is dependent on the actual FMR of
thm at the MaxFMRRequested threshold setting.

BioAPI_Decide (BioAPI 2.2)

BioAPI_RETURN BioAPI BioAPI_ Decide
(BioAPI HANDLE BSPHandle,
const BioAPIiINPUTiBIR *ScoreBIR,
uint32 t NumberOfAuxBIRs,
const BioAPI INPUT BIR *AuxBIRs,
BioAPI BIR HANDLE *DecisionBIR);

8.4.9
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parameter AuxBIRs.

NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the array pointed to by the

AuxBIRs (input) - A pointer to an array of elements of type BioAPI_INPUT_BIR. The number

of elements of the array shall be NumberOfAuxBIRs. Each auxiliary BIR may be an intermediate,
processed, score, decision, or biographic BIR, and any combination of such BIR types is allowed. The
order of the elements is significant. If NumberOfAuxBIRs is zero, AuxBIRs may be a NULL pointer.

S

upport this function.

© ISO/IEC 2018 - All rights reserved

DecisionBIR (output) - A handle for the newly constructed decision BIR, or zero if the BSP does not

109


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19

784-1:2018(E)

8.4.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition
BioAPI_OK indicates success. All other values represent an error condition.

8.4.9.4 Errors

BioAPIERR I
BioAPIERR I
BioAPIERR B
BioAPIERR I
BioAPIERR B

NVALID BIR HANDLE
NVALID BIR

IR _SIGNATURE_FAILURE
NCONSISTENT PURPOSE

IR NOT FULLY PROCESSED

. The value

BioAPIERR
BioAPIERR Q
BioAPIERR §
BioAPIERR
BioAPIERR §
BioAPIERR §
BioAPIERR §
BioAPIERR

See also Bio

8.4.10 Bio/

BioAPI_RETU
(BioAPT |
uint32 f
const Bi]
uint32 4
const Bi]
BioAPI H

8.4.10.1 D¢

This functio
be two or m
The order of

If the source
score BIRs,
BIRs, the fus

[FCORD_NOT_FOUND

UALITY ERROR

FECURITY ENCRYPTION FAILURE

FCURITY DECRYPTION FAILURE

FCURITY MAC GENERATION FAILURE

ECURITY MAC VERIFICATION FATILURE

FCURITY DIGITAL SIGNATURE GENERATION FATILURE
FCURITY DIGITAL SIGNATURE VERIFICATION FATLURE

API Error Handling (Clause 11).

\PI_Fuse (BioAPI 2.2)

RN BioAPI BioAPI_Fuse
HANDLE BSPHandle,
NumberOfSourceBIRs,

OAPI INPUT BIR *SourceBIRs,
NumberOfAuxBIRs,

OAPI INPUT BIR *AuxBIRs,

IR HANDLE *FusionBIR);

scription

the source BIRs is significant:

ion BIR shall be 8'decision BIR.

h performs a biometric fusion operation on the source BIRs provided as input, which| shall
bre BIRs of the same type (processed, score, or decision BIRs), and produces a fusion BIR.

BIRs are processed BIRs, the fusion BIR shall be a processed BIR. If the source BIRs are
he fusion BIR shall be éither a score BIR or a decision BIR. If the source BIRs are deg¢ision

In addition o the source BIRs, this function takes as input a list of auxiliary BIRs. Each auxiliarfy BIR

in the list m

provider m

operation a

hy be an intermediate, processed, score, decision, or biographic BIR. The biometric s¢rvice

modify_the way it performs the fusion operation based on the auxiliary BIRs proyided
as input and on the order in which they occur in the list. However, such modifications to the flusion

notspecified in this standard.

The main pu

rposes of the auxiliary BIRs are:

a) to provide feedback to the biometric fusion operation from prior processing, matching, fusion, or

decision

operations;

b) to modify the biometric fusion operation based on statistical information (either specific to the

subject,

or specific to a population, or both).

If BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) has been called, security operations shall
be done according to the value set in the member of the parameter SecurityProfileList of BioAPIL_
BSPAttachSecure (BioAPI 2.2 or greater) corresponding to the BioAPI Unit or BFP which executes this
function. If ACBio instance generation is requested, the challenge given as Challenge in the parameter
ACBioParameters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the field
controlvalue of type ACBioContentInformation in the ACBio instance. The current BPU 10
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index for the BSP Unit shall be set into the field bpuIOIndex of bpuOuputExecutionInformat
ionList in the biometricProcess of ACBioContentInformation in the ACBio instance and
also setinto bpuIOIndex in subBlockForACBio in the security block. After that the current BPU 10
index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

8.4.10.2 Parameters
— BSPHandle (input) - The handle of the attached BioAPI service provider.

— NumberOfSourceBIRs (input) - The number of elements (source BIRs) in the array pointed to by the
parameter SourceBIRs. This number shall be greater than or equal to two.

ourceBIRs (input) - A pointer to an array of elements of type BioAPI_INPUT_BIR:[The number
f elements of the array shall be NumberOfSourceBIRs, and the BIRs shall all be ef‘the same type
processed, score, or decision BIRs). The order of the elements is significant.

S
a
(
NumberOfAuxBIRs (input) - The number of elements (auxiliary BIRs) in the\drray poinfed to by the
farameter AuxBIRs.
A
a
B
o

uxBIRs (input) - A pointer to an array of elements of type BigAPI_INPUT BIR. [The number
f elements of the array shall be NumberOfAuxBIRs. Each auxiliary BIR may be an intermediate,
rocessed, score, decision, or personal BIR, and any combination of such BIR types is allowed. The
rder of the elements is significant. If NumberOfAuxBIRs is Zero, AuxBIRs may be a NULL pointer.

— HusionBIR (output) - A handle for the newly constructéd fusion BIR, or zero if the BSP does not
sjupport fusion. The fusion BIR shall be a processed,-§¢ore, or a decision BIR.

8.4.10.3 Return Value

A BigAPI_RETURN value indicating success.@r specifying a particular error conditio. The value
BioAPI_OK indicates success. All other values\wepresent an error condition.

8.4.10.4 Errors

BioAJIERR INVALID BIR HANDLE

BioABIERR INVALID BIR

BioABIERR BIR SIGNATURE FAIDURE

BioABIERR INCONSISTENT PURPOSE
BioARIERR BIR NOT FULLY\PROCESSED
BioABIERR RECORD NOTP ¥OUND

BioABIERR QUALITY (ERROR

BioABIERR SECURIY,ENCRYPTION FAILURE

BioABIERR SECURT®Y DECRYPTION FAILURE

BioABIERR SEGURITY MAC GENERATION FAILURE

BioABIERR SECURITY MAC VERIFICATION FAILURE

BioARIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioARIBRRSECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).

8.4.11 BioAPI_Enroll

BioAPI_RETURN BioAPI BioAPI_Enroll
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC_ DATA FORMAT *OutputFormat,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *NewTemplate,
const BioAPI DATA *Payload,
int32 t Timeout,
BioAPI BIR HANDLE *AuditData,
BioAPI UUID *TemplateUUID);
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8.4.11.1 Description

This function captures biometric data from the attached device (sensor unit) for the purpose of
creating a ProcessedBIR for the purpose of BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_
FOR_VERIFICATION_ONLY, or BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY (i.e., a reference
template).

The optional input ReferenceTemplate is provided for use in creating the NewTemplate, if the BSP
supports the template update capability. When present, use of the input ReferenceTemplate by the BSP

to create the

If the BSP s
engine), it
within that
header, if pr

The BSP is
a default. T
pointer in B

Since the Bi
more applic
timeout expj
for serializin

The memory
no longer ne
GetBIRFrom
BIR through

output NewTemplate is optional.

r n_internal .g.. smartcard or identifi
ay optionally return the UUID assigned to the newly created ReferenceTemplate as)s
SP-controlled BIR database. The UUID value shall be the same as that included-in\t
sent.

esponsible for providing the user interface associated with the enrollment operati
e application may request control of the GUI “look-and-feel” by providing a GUI ca
API_SetGUICallbacks. See clause C.8 for additional explanation of user interface feat

DAPI_Enroll operation includes a capture, it serializes use of the-sensor device. If t
htions are racing for the device, the losers will wait until the ‘eperation completes ¢

g. It may do this by either returning ‘busy’ (BioAPI_UNITNN_USE) or by queuing reqy

block returned by the BioAPI function call shall bedfreed by the application as soon 3
bded using BioAPI_Free (see clause 8.7.2). OutputBIRs can be retrieved by a call to Bi
Handle, which releases the handle, or the handle can be released without retrievin
BioAPI_FreeBIRHandle.

If BioAPL
be done ac

BSPAttachSecure (BioAPI 2.2 or greater) coffesponding to the BioAPI Unit which executes

PAttachSecure (BioAPl 2.2 or greatér] has been called, security operations
rding to the value set in the member of the parameter SecurityProfileList of Bi

ation
ored

n as
Iback
ures.

WO or
r the

res. This serialization takes place in all functions that capture data. The BSP is responsible

ests.

sitis
bAPI_
g the

shall
DAPI_
this

function. If ACBio instance generation is requested, the challenge given as Challenge in the paraineter

ACBioParam
controlVvy
index for th
ionList in|
also setinto
index shall b

8.4.11.2 Paframeters

bters of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the
lue of type ACBioContentInformation in the ACBio instance. The current Bl
b BSP Unit shall be set¢nto the field bpuIOIndex of bpuOuputExecutionInfo
the biometricProcess of ACBioContentInformation in the ACBio instanc
[bpuIOIndex in sebBlockForACBio in the security block. After that the current B
e incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

field
PU 10
rmat
b and
PU IO

— BSPHandle (inpyt) - The handle of the attached biometric service provider.
— Purpose| \(input) - A value indicating the desired purpose (BioAPI_PURPOSE_ENROLL,
BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or BioAPT_PURPOSE_ENROLL_FOR_

IDENTIFICATION ONLY).

NO_SUB

NOTE

TYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

Subtype (input/optional) - Specifies which subtype (e.g., left/right eye) to enroll. A value of BioAPI_

Not all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be reflected
in the header of the returned NewTemplate.

OutputFormat (input/optional) - Specifies which BDB format to use for the returned NewTemplate,
if the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select
the format.

ReferenceTemplate (input/optional) - Optionally, the BIR to be adapted (updated), or it’s key in a BIR

database, or its handle.
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— NewTemplate (output) - A handle to a newly created template that is derived from the new raw

S

amples and (optionally) the ReferenceTemplate.

— Payload (input/optional) - A pointer to data that will be stored by the BSP. This parameter is ignored
if NULL.

NOTE1 Notall BSPs support storage of payloads.

NOTE2  Seeclauses A.4.6.2.6 and C.5 for additional information regarding payloads.

— Timeout (input) - An integer specifying the timeout value (in milliseconds) for the operation. If this

t

imeout is reached, the function returns an error, and no results. This value can be any positive

n

A
u
i
a
[0

|
o =~

8.4.1

A Bi
BioAl

8.4.1

BioAj
BioAF
BioAF
BioAH
BioAj
BioAj
BioAF
BioAH
BioAj
BioAj
BioAF
BioAH
BioAj
BioAj

See a

umber. A -1" value means the bSP’s detault timeout value will be used.

uditData (output/optional) - A handle to a BIR containing raw biometric data,(This data may be
sed to provide a human-identifiable data of the person at the sensor unit. If the pointdr is NULL on

input, no audit data is collected. Not all BSPs support the collection of auditidata. A BSI may return

BIR handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is nqt supported,
r a value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

emplateUUID (output/optional) - A pointer to a 16-byte memory black where the BSP-agsigned UUID
ssociated with the ReferenceTemplate (as stored internally in\aBSP-controlled BIR database) will
ptionally be returned. The pointer shall be set to NULL to iridicate that no UUID is being returned.

1.3 Return Value

API_RETURN value indicating success or speeifying a particular error condition. The value
PI_OK indicates success. All other values represent an error condition.

1.4 Errors

IERR USER CANCELLED

IERR UNABLE TO CAPTURE
IERR_INVALID BIR HANDLE
IERR_TOO MANY HANDLES

IERR UNABLE TO STORE PAYJOAD

IERR TIMEOUT EXPIRED
IERR_PURPOSE_NOT SUPPORTED
IERR_UNSUPPORTED FORMAT

IERR RECORD NOT FOUND

IERR_QUALITY ERROR

IERR UNIT IN (USE

IERR SECURILY -ENCRYPTION FAILURE
IERR SECUET®Y MAC GENERATION FAILURE
IERR_SECURTITY DIGITAL SIGNATURE GENERATION FAILURE

sd BioAPI Error Handling (Clause 11).

8.4.12 BioAPI_Verify

BioAPI_RETURN BioAPI BioAPI Verify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR SUBTYPE Subtype,
BioAPI BIR HANDLE *AdaptedBIR,
BioAPI_BOOL *Result,

BioAPI FMR *FMRAchieved,
BioAPI DATA *Payload,

int32 t Timeout,

BioAPI_BIR HANDLE *AuditData);
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8.4.12.1 Description

This function captures biometric data from the attached device (sensor unit), and compares it against
the ReferenceTemplate.

The application shall request a maximum FMR value criterion (threshold) for a successful match. The
Boolean Result indicates whether verification was successful or not, and the FMRAchieved is a FMR

value (score) indicating how closely the BIRs actually matched.

NOTE 1

See clause C.4 for information on the use of the FMR concept for normalized scoring and thresholding.

By setting the AdaptedBIR pointer to non-NULL, the application can request that a BIR be constructed

by adapting
If the match
taken from

now be con{
application
in all cases.

pointed to by

If a Payload
verification
specified in

the ReferenceTemplate using the ProcessedBIR. A new handle is returned to the Adapte

is successful, an attempt may be made to adapt the ReferenceTemplate with inform
the ProcessedBIR. (Not all BSPs perform adaptation). The resulting AdaptedBIR s
idered an optimal enrolment template, and be saved in the BIR database. (It ds up t
vhether it uses or discards this data). It is important to note that adaptatign’may not
n the event of an adaptation, this function stores the handle to the new\BIR in the me
I the AdaptedBIR parameter.

is associated with the ReferenceTemplate, the Payload may be returned upon succs
f the FMRAchieved is sufficiently stringent; this is controlled by the policy of the BS
ts schema.

dBIR.
ation
hould
o the
bccur
mory

bssful
P and

NOTE 2  Ndtall BSPs support return of payloads.
NOTE3  Sep clauses A.4.6.2.6 and C.5 for additional information régarding use of payloads.
The BSP is rg¢sponsible for providing the user interface associated with the verify operation as a dgfault.

The applicat
BioAPI_SetG

Since the Bi
more applic
timeout expi
for serializin

ion may request control of the GUI “look-and-feel” by providing a GUI callback poin
UlCallbacks. See clause C.8 for additional€xplanation of user interface features.

DAPI_Verify operation includes a capture, it serializes use of the sensor device. If t
htions are racing for the device, the losers will wait until the operation completes ¢

g. It may do this by either returning ‘busy’ (BioAPI_UNIT_IN_USE) or by queuing requ

ter in

Vo or
r the

res. This serialization takes place in all functions that capture data. The BSP is responsible

ests.

If BioAPI_BfSPAttachSecure (BioAPl)*2.2 or greater) has been called, security operations |shall
be done acdording to the value set in the member of the parameter SecurityProfileList of BipAPI_
BSPAttachSecure (BioAPI 2.2-6r-greater) corresponding to the BioAPI Units or BFP which executp this
function. If ACBio instance generation is requested, the challenge given as Challenge in the paraimeter
ACBioParameters of BioAPI"BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the| field
controlvallue of type ACBioContentInformation in the ACBio instance(s). The current BPU 10
index for th¢ BSP Unityshall be set into the field bpuI0OIndex of bpuOuputExecutionInformati
onList in the bigmetricProcess of ACBioContentInformation in the ACBio instance(d) and
also set intoopuTOIndex in subBlockForACBio in the security block. After that the current BPU 10
index shall ble incremented. The BIR shall be stored in type BioAPI ASN1 BIR.

The memory block returned by the BioAPI function call shall be freed by the application as soon as it is
no longer needed using BioAPI_Free (see clause 8.7.2). Output BIRs can be retrieved by a call to BioAPIL_
GetBIRFromHandle, which releases the handle, or the handle can be released without retrieving the
BIR through BioAPI_FreeBIRHandle.

8.4.12.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) - The requested FMR criterion for successful verification (i.e., the
matching threshold).

ReferenceTemplate (input) - The BIR to be verified against, or its key in a BIR database, or its handle.

114 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

Subtype (input/optional) - Specifies which subtype (e.g., left/right eye) to capture for verification. A
value of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE Not all BSPs support the capture of specific Subtypes.

AdaptedBIR (output/optional) - A pointer to the handle of the adapted BIR. This parameter can be
NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The function may
return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that adaptation is not
supported or a value of BioAPI_INVALID_BIR_HANDLE to indicate that adaptation was not possible.

Result (output) — A pointer to a Boolean value indicating (BioAPI_TRUE/BioAPI_FALSE) whether the

BIRs matched or not according to the specified criteria.

— HMRAchieved (output) - A pointer to an FMR value indicating the closeness of thé.match (i.e., the

=

hatch score).

— Hayload (output/optional) - If a payload is associated with the ReferenceTemplate, it is rdturned in an

dllocated BioAPI_DATA structure if the FMRAchieved satisfies the policy0fthe BSP.

— Timeout (input) - An integer specifying the timeout value (in milliseconds) for the operation. If this

t

=

8.4.1
A Bi

BioAPI_OK indicates success. All other values represent an error condition.

8.4.1

BioAF
BioAR
BioA¥
BioAfj
BioAF
BioAR
BioA¥
BioAfj
BioAF
BioAR
BioA¥
BioAfj

meout is reached, the function returns an error, and no results. This value can be [any positive
umber. A -1’ value means the BSP’s default timeout value will\béaised.

uditData (output/optional) - A handle to a BIR containing-raw biometric data. This data may be

hput, no audit data is collected. Not all BSPs supportthe’collection of audit data. A BSP may return
BIR handle value of BioAPI_UNSUPPORTED_BIR HANDLE to indicate AuditData is ndt supported,
r a value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

A
Used to provide human-identifiable data of the person atthe sensor unit. If the pointejr is NULL on
i
a
lo

2.3 Return Value

API_RETURN value indicating success or specifying a particular error condition. The value

2.4 Errors

IERR USER CANCELLED

IERR UNABLE TO CAPTURE
IERR_INVALID BIR_ HANDLE
IERR_BIR SIGNATYRE FAILURE
IERR TOO MANY~HANDLES

IERR TIMEOUT BXPIRED
IERR_INCONSLSTENT PURPOSE
IERR_UNSUPPORTED FORMAT
IERR RECORD NOT FOUND
IERR-QUALITY ERROR
TERR_UNIT IN USE

TERR SECURITY ENCRYPTION FATILURE

BioA

LTERRKOELURITY DECRIFITUN FALLURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY MAC VERIFICATION FAILURE

BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).

8.4.1

3 BioAPIL_Identify

BioAPI_RETURN BioAPI BioAPI_Identify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
BioAPI BIR SUBTYPE Subtype,
const BioAPI IDENTIFY POPULATION *Population,
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uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,

uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout,
BioAPI BIR HANDLE *AuditData);

8.4.13.1 Description

This function captures biometric data from the attached device (sensor unit), and compares it against a
set of reference BIRs (the Population).

alo ot 2] PP P | 1 H 4 L. o £
Ull Uldl UIIT IIIAatlUIl LARATO lJlClLC asouuo\. Cdadll UU lJl COUIILCU 11T UIIT Ul tTVWU VVCl_yD.

The populat
a)
b)

NOTE w
BioAPI_DbOp

in a BIR|database identified by an open database handle;

input infan array of BIRs;

hen using a BSP-controlled BIR database, this database must previously havebeen opened
en.

using

There is an
TYPE in the
(3), the array
used. The pr

pption to use an array of BIRs, which can be specified in BioAPINDENTIFY_POPULA
BioAPI_IDENTIFY_POPULATION structure. If it is specified as BioAPI_PRESET_ARRAY
r of BIRs which had been previously set in the BioAPI_PresetldentifyPopulation call w
bset array of BIRs will be freed internally by the BSP when BioAPI_BSPDetach is called.

"TON_
TYPE
rill be

The applicatjon shall request a maximum FMR value criterion fof,a successful match.

The functior] performs the following actions (in order):

i) capture$ a sample and processes it as appropriate;

j) determipes the set of candidates from the population that match according to the specified crifteria;

k) allocatey a memory block large enough to céntain an array of elements of type BioAPI_CANDIDATE
with as many elements as the number of candidates determined in (b);

1) fills thel|array with the candidate infermation for all candidates determined in (b), including the
FMRAchfeved of each candidate;and

m) returns|the address of the ‘array in the Candidates parameter and the size of the array in the
Number{fResults parameter:

NOTE Sep clause C.4 foftinformation on the use of the FMR concept for normalized scoring and threshdlding.

By default, the BSP isTesponsible for providing the user interface associated with the identify operation.
The applicatfion may, however, request control of the GUI “look-and-feel” by providing a GUI callback
pointer in BiloAPI_SetGUICallbacks. See clause C.8 for additional explanation of user interface features.

Since the BioAPI_Identify operation INcludes a capture, It SerialiZzes USe Ol the Sensor device. If two
or more biometric applications are racing for the sensor, the losers will wait until the operation
completes or the timeout expires. This serialization takes place in all functions that capture data. The
BSP is responsible for serializing. It may do this by either returning ‘busy’ (BioAPI_UNIT_IN_USE) or by
queuing requests.

The memory block returned by this BioAPI function call shall be freed by the application using
BioAPI_Free (see clause 8.7.2). Output BIRs can be retrieved by a call to BioAPI_GetBIRFromHandle,
which releases the handle, or the handle can be released without retrieving the BIR through BioAPIL
FreeBIRHandle.

If BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value setin the member of the parameter SecurityProfileList of BioAPI_BSPAttachSecure
(BioAPI 2.2 or greater) corresponding to the BioAPI Unit which executes this function.
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8.4.13.2 Parameters
BSPHandle (input) - The handle of the attached biometric service provider.

MaxFMRRequested (input) - The requested FMR criterion for successful identification (i.e., the
matching threshold).

Subtype (input/optional) - Specifies which subtype (e.g., left/right eye) to capture for identification.
Avalue of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).
NOTE1 Notall BSPs support the capture of specific Subtypes.

ntification is

e application

otalNumberOfTemplates (input) — Specifies the total number of templates stored by th
the population. A value of NULL is used if not specified.

tal size of the
quested to its

OTE 2 If the total population is distributed over several databases/partitiorts, then the td
fopulation will be greater than the population seen by the BSP. The BSP ¢aimap the FARRe
internal matching threshold based on this total population size.

inning (input/optional) - A Boolean indicating whether binning'is on or off.

OTE3  Binningisasearch optimization technique that the BSP-ean employ. It is based on searjching a subset
f the population according to the intrinsic characteristics of the biometric data. While it can improve the
peed of the Match operation, it can also increase the probability of missing a candidate (due to the possibility
f mis-binning and as a result, searching a bin which shotld, but does not, contain the matching BIR).

OTE4  Additional information regarding binning:is located in clause A.4.6.2.10.

axNumberOfResults (input) - Specifies thé€maximum number of match candidates to|be returned

s a result of the 1:N match. A value of z€ro is a request for all candidates.

umberOfResults (output) - A pointetto the number of candidates returned in the Can
s a result of the 1:N match.

lidates array

andidates (output) - A pointeér to the address of an array of elements of type BioAPI |CANDIDATE
ntaining information @bout the BIRs identified as a result of the match process|(i.e., indices
ssociated with BIRs found to meet the match threshold). This list is in rank order, with the best

scoring (closest matehing) record being first. If no matches are found, no array is alllocated and

NULL address-is.veturned. If the Population was presented in a BIR database (i.e.,
ioAPI_IDENTIFY POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointg
rresponding‘to BIRs stored in the BSP-controlled BIR database. If the Population was

the value of
rs to UUID’s
presented as

passedsinjarray of BIRs, then BioAPI_IDENTIFY_POPULATION_TYPE has the value BioAPI_ARRAY_

YPE andthe array contains pointers to relative indices into the passed-in array.

operation. If
L address is
returned for the Candzdates parameter. This value can be any positive number A ‘-1’ value means the
BSP’s default timeout value will be used.

iméout (input) - an integer specifying the timeout value (in milliseconds) for the

— AuditData (output/optional) - a handle to a BIR containing raw biometric data. This data may be
used to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on
input, no audit data is collected. Not all BSPs support the collection of audit data. A BSP may return
a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported, or a
value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

8.4.13.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.4.13.4 Errors

BioAPIERR USER CANCELLED
BioAPIERR UNABLE TO CAPTURE
BioAPIERR TOO MANY HANDLES
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TIMEOUT EXPIRED
BioAPIERR NO INPUT BIRS
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR RECORD NOT FOUND
BioAPIERR QUALITY ERROR
BioAPIERR UNIT IN USE

BioAPIERR PRESEF—BIR—DOES—NOF—EXEST

BioAPIERR_INVALID DB_HANDLE

BioAPIERR SECURITY ENCRYPTION FAILURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE

See also BioAPI Error Handling (Clause 11).

NOTE1 Ngtall BSPs support 1:N identification. See your BSP programmer’s manual to determine if the
you are using|supports this capability.

NOTE2  D¢pending on the BSP and the location and size of the database tobe séarched, this operation ca
a significant gmount of time to perform. Check your BSP manual for recommended Timeout values.

NOTE 3  The number of match candidates found by the BSP is dependent on the actual FMR of the ma
algorithm at the MaxFMRRequested threshold setting.

8.4.14 BioAPI_Import

BioAPI_RET BioAPI BioAPI_TImport
(BioAPI [HANDLE BSPHandle,
const BijJoAPI DATA *InputData,
const B'oAPIiBIRiBIOMETRICiDATAiFORMAT *InputFormat,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR HANDLE *ConstructedBIR);

8.4.14.1 Dadscription

This function passes raw biometric data obtained by a biometric application by any means, and req
the specified BSP attach sessien to construct a BIR for the purpose specified. InputData identifig
memory bufffer containing the raw biometric data, while InputFormat identifies the form of th
biometric dqta. The InputFormats that a particular BSP will be prepared to accept are determin
the BSP (se¢ the erfor'BioAPIERR_UNSUPPORTED_FORMAT). The function returns a handle
ConstructedBIR. Ifthe application needs to acquire the BIR either to store it in a database or to sen
a server, the|applieation can retrieve the data with the BioAPI_GetBIRFromHandle function, or st

BSP(s)

h take

ching

uests
s the
b raw
ed by
o the
1 it to
ore it

directly usirig BioAPI_DbStoreBIR

The output ConstructedBIR can be retrieved by a call to BioAPI_GetBIRFromHandle, which releases the

handle, or the handle can be released without retrieving the BIR through BioAPI_FreeBIRHandle.

8.4.14.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— InputData (input) - A pointer toimage/stream data to importinto a Processed BIR. The image/stream

conforms to the standard identified by InputFormat.

— InputFormat (input) — The format of the InputData.
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OutputFormat (input/optional) - Specifies which BDB format to use for the returned ConstructedBIR,
if the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select

the format.

— Purpose (input) - A value indicating the purpose of the ConstructedBIR.

— ConstructedBIR (output) - A handle to a BIR constructed from the imported biometric data. This BIR
may be either an Intermediate or Processed BIR (to be indicated in the header).

8.4.14.3 Return Value

A Bi
BioAl

8.4.1

BioAj
BioAF
BioAF
BioA¥
BioAj
BioAF
BioAF
BioA¥

See a

8.4.1

BioAE
H
Bi
Cq
cq
Bj

8.4.1

This
ident|
retur

If Bid
accor
(BioA

’I_OI_( indicates success. All other values represent an error condition.

1.4 Errors

IERR UNSUPPORTED FORMAT

IERR UNABLE TO IMPORT

IERR_TOO MANY HANDLES

IERR_FUNCTION NOT SUPPORTED

IERR PURPOSE NOT SUPPORTED

IERR SECURITY ENCRYPTION FAILURE

IERR SECURITY MAC GENERATION FAILURE
IERR_SECURITY DIGITAL SIGNATURE GENERATION FAILURE

so BioAPI Error Handling (Clause 11).

5 BioAPI_Export (BioAPI 2.2)

I_RETURN BioAPI BioAPI_Export

i0API_HANDLE BSPHandle,

oAPI BIR HANDLE Handle,

nst BioAPI BIR BIOMETRIC DATA-EQRMAT *OutputBDBFormat,
nst BioAPI BIR SECURITY BLOCKAFORMAT *OutputSBFormat,
oAPI_BIR *BIR);

5.1 Description

function returns the BIR of the BDB format identified by OutputBDBFormat and t}
fied by OutputSBEormat, associated with a BIR handle and stored in BioAPI_ASN
ned by a BSP.

API_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations s

PI 2.2 ex.greater) corresponding to the BioAPI Unit which executes this function.

8.4.1

. The value

e SB format
1_BIR form,

hall be done

ding to théxalue setin the member of the parameter SecurityProfileList of BioAPI_BSPAttachSecure

5.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— Handle (input) - The handle of the BIR to be exported.

— OutputBDBFormat (input) - Specifies which BDB format to use for the returned BIR, if the BSP

S

upports more than one format.

— OutputSBFormat (input/optional) - Specifies which SB format to use for the returned BIR, if the
BSP supports more than one format. A NULL pointer value indicates that SB is not used for the

r

eturned BIR.

— BIR (output) - Pointer to the exported BIR.
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turn Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.15.4 Errors

BioAPIERR I
BioAPIERR I
BioAPIERR F
BioAPIERR S
BioAPIERR S

NVALID BIR HANDLE
NVALID BSP HANDLE
UNCTION NOT SUPPORTED

ECURITY ENCRYPTION FAILURE
ECURITY MAC GENERATION FAILURE

BioAPIERR §

See also Bio

8.4.16 Bio/
BioAPI_RETU

(BioAPT |
const Bi]

8.4.16.1 D¢

This functio

population t
a) inaBIR
b) inputin

The BSP allg
data format
BioAPI Unit.
IdentifyMat
structure. T
BioAPI_BSPj

8.4.16.2 Paframeters

BSPHan

— Populati

8.4.16.3 Re

LCURLITY DIGITAL SIGNATURE GENERATION FAILILURE

API Error Handling (Clause 11).

\PI_PresetldentifyPopulation

RN BioAPI BioAPI_ PresetIdentifyPopulation
HANDLE BSPHandle,
OAPI IDENTIFY POPULATION *Population);

scription

h provides the population of BIRs to the BSP, as specified in the BSPHandle. The enrol
b be matched against can be presented in one of twe'ways:

database identified by an open database handle;
an array of BIRs.

cates a memory block and transfers the population of BIRs to the memory block v
(not standardized) which is suppotrted by the currently attached matching algo
After this function is called successfully, an application can call BioAPI_Identify or Bi
rh, specifying BioAPI_PRESET_ARRAY_TYPE in the BioAPI_IDENTIFY_POPULA

Detach is called.

lle (input) - The'handle of the attached biometric service provider.

bn (input) —-The population of BIRs against which the identification is performed (by this

turn-Value

ment

ith a
Fithm
DAPI_
TION

he BSP keeps this memory ‘block until another BioAPI PresetldentifyPopulatign or

BSP).

value

A BioAPI_R]

KTURN value indicating success or specifying a particular error condition. The

BioAPI_OK indicates success. All other values represent an error condition.

8.4.16.4 Errors

BioAPIERR I
BioAPIERR B
BioAPIERR N
BioAPIERR F
BioAPIERR I
BioAPIERR B

NVALID BIR HANDLE
IR SIGNATURE FAILURE
0_INPUT BIRS
UNCTION NOT SUPPORTED
NCONSISTENT PURPOSE

IR NOT FULLY PROCESSED

BioAPIERR RECORD NOT FOUND

BioAPIERR Q
BioAPIERR F

120

UALITY ERROR
UNCTION FAILED
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See also BioAPI Error Handling (Clause 11).

NOTE

8.5

Depending on the size of the database to be transferred and the degree of transformation required,
this operation could take a significant amount of time to perform.

Database Operations

The database operations provide application access to BIR databases on archive BioAPI Units (either

direc

NOTE

tly managed by a BSP or implemented via a BFP).

1  See clause C.7 for an explanation of the context for and usage of the database functions.

NOTE
datab
Provi

8.5.1

BioAH
H
cq
Bj
Bi
Bf

8.5.1

This
invod
point

2 Authorization mechanisms to control a biometric application's right to create or deletd
hse are outside the scope of this document (but may be addressed in 19784-2, Biometric Arc
ler Interface).

BioAPI_DbOpen

I_RETURN BioAPI BioAPI_ DbOpen

ioAPI HANDLE BSPHandle,

nst BioAPI_UUID *DbUuid,

oAPI DB ACCESS TYPE AccessRequest,
oAPI DB HANDLE *DbHandle,

oAPI DB MARKER HANDLE *MarkerHandle) ;

1 Description
function opens a BIR database maintained by the<urrently attached archive of the id

ation, using the access mode specified by the AccessRequest. A new marker is creatg
to the first record in the BIR database, and a handle for that marker is returned.

Some
can
UUI

Every call to this function should be followed at some point by a call to BioAPI_DbFreeMar

the

resul
impo
want
it sho

8.5.1

|
= o3

BSPs may only support a single BIR database or may have a preferred database. Th
llow the BSP to select the BIR database-to open by using a NULL pointer value for 1
parameter.

arker resources to be released. Applications should be aware that every call to Bio;
Es in the allocation of some-resources that cannot be automatically freed (otherwise
ksible to iterate throughithe database using the returned marker handle). If the applic
to iterate through the BIR database, it should call BioAPI_DbFreeMarker immediate
uld do so after termiihating the iteration.

2 Parameters
SPHandle(input) - The handle of an attached BSP invocation.
bUuid (input) - A pointer to a UUID identifying the BIR database to be opened. If this Vj

or write to a
hive Function

entified BSP
d and set to

e application
he database

ker, to allow
API_DbOpen
it would be
htion doesn’t
y, otherwise

alue is set to

\

ULT, then the BSP shall select the BIR database to open

— AccessRequest (input) - An indicator of the requested access mode for the BIR database, BioAPI_DB_
ACCESS_READ or BioAPI_DB_ACCESS_WRITE. On a single system, only one application at a time is

a

llowed to open a target database in BioAPI_DB_ACCESS_WRITE mode.

— DbHandle (output) — A handle for the opened BIR database. The value will be set to BioAPI_DB_
INVALID_HANDLE if the function fails.

— MarkerHandle (output) - A marker handle that can be subsequently used by the application to iterate
through the BIR database from the first record.
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8.5.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The
BioAPI_OK indicates success. All other values represent an error condition.

8.5.1.4 Errors

BioAPIERR UNABLE TO OPEN DATABASE
BioAPIERR DATABASE IS OPEN
BioAPTIERR DATABASE IS LOCKED
BioAPIERR DATABASE DOES NOT EXIST
BioAPIERR INVALID UUID

value

BioAPIERR_LV ALTD_ACCESS REQUEST
BioAPIERR DATABASE IS CORRUPT

See also BioAPI Error Handling (Clause 11).

BioAPI_RET
(BioAPT
BioAPT

BioAPI BioAPI DbClose
ANDLE BSPHandle,
~HANDLE DbHandle) ;

8.5.2.1 Ddscription

This functioph closes an open BIR database. All markers currently set for records in the databag
freed and thgir handles become invalid.

NOTE A dlatabase opened in BioAPI_DB_ACCESS_WRITE mede can be damaged if it is left unclosed.

8.5.2.2 Parameters
— BSPHandle (input) - The handle of the attached biometric service provider.

— DbHandle (input) - The DB handle for anrepen BIR database controlled by the BSP. This specifig
open database to be closed.

8.5.2.3 Rdturn Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The
BioAPI_OK ipdicates success: All other values represent an error condition.

8.5.2.4 Erfors

BioAPIERR UNABLENTO CLOSE DATABASE
BioAPIERR INVALID DB HANDLE
BioAPIERR DATABASE IS CORRUPT

e are

bs the

value

See also BioAPI Error Handling (Clause 11).

8.5.3 BioAPI_DbCreate

BioAPI_RETURN BioAPI BioAPI DbCreate
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *DbUuid,
uint32 t NumberOfRecords,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle) ;
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8.5.3.1 Description

This function creates and opens a new BIR database on the currently attached archive unit of the
identified BSP invocation. The identification of the new database is specified by the input parameter
DbUuid which shall be created by the biometric application, and shall be distinct from any current
database UUID supported by that archive unit, whether currently open or not. The newly created BIR
database is opened under the specified access mode.

NOTE This function is used create a new BIR database. It does not transport any information
unit about the new database except its UUID and access conditions. There are archives which are only able to deal
with static database sizes or where much higher effort will be needed to manage a database with dynamic size

(e.g., smartcards storing templates in transparent or structured files, which might have a static s

on th
BIR d
sizes

|
-

8.5.3
A Big
BioA
8.5.3
BioAH
BioAH

BioAj
BioAF

See a

lwwl

to the archive

ze dependent

2 Parameters
SPHandle (input) - The handle of the attached biometric service provider.

bUuid (input) - A pointer to a UUID that will identify the BIR database to be created.

ccessRequest (input) — An indicator of the requested access mode for the BIR database,
r write. On a single system, only one applicationatya time is allowed to open a targe
ioAPI_DB_ACCESS_WRITE mode.

K
L
— NumberOfRecords (input) - The maximum number of recordS'to be stored at in the BIR|database.
A
0
H

ioAPI_DB_INVALID_HANDLE if the function fails.

3 Return Value

PI_OK indicates success. All other values represent an error condition.

4 Errors

IERR UNABLE TO(CREATE DATABASE
IERR_DATABASE ALREADY EXISTS
IERR_INVALI®, DUID

IERR INVAAID ACCESS REQUEST

so,BioAPI Error Handling (Clause 11).

b characteristics of the smartcard operating system). Archives can need size information-tol create a new
htabase. Because the calling application might not have the knowledge about typical or maximum template
n bytes, the number of records to be stored at maximum in the database will be provided. Aychives which
are aljle to deal with database sizes dynamically can ignore the NumberOfRecords parameter:

such as read
database in

bHandle (output) — The handle to the newly.ereated and open database. The value Will be set to

API_RETURN value indicating)success or specifying a particular error condition. The value

8.5.4

BioAPI_DbDelete

BioAPI_RETURN BioAPI BioAPI_DbDelete
(BioAPI_HANDLE BSPHandle,
const BioAPI UUID *DbUuid) ;

8.5.4

.1 Description

This function deletes all records from the specified BIR database and removes all state information
associated with that database.

8.5.4.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.
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— DbUuid (input) - A pointer to a UUID identifying the BIR database to be deleted.

8.5.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.5.4.4 Er

rors

BioAPIERR DATABASE IS OPEN

BioAPIERR I

See also Bio

8.5.5 Bio/

BioAPI_RETU
(BioAPT |
BioAPI D
const Bij
BioAPI D

8.5.5.1 Dd
The marker

the BIR data
database.

NOTE w

NVALID UUID

API Error Handling (Clause 11).

\PI_DbSetMarker

RN BioAPI BioAPI DbSetMarker
[HANDLE BSPHandle,

B HANDLE DbHandle,

OAPI UUID *KeyValue,

B MARKER HANDLE MarkerHandle);

scription

identified by the MarkerHandle is set to point to the tecord indicated by the KeyVa
pbase identified by the DbHandle. A NULL value will-sét the marker to the first record

hen an error occurs, the position of the marker deés not change.

8.5.5.2 Parameters

DbHand
KeyValud

MarkerH
subseq

BSPHandlle (input) - The handle of the attachi€d biometric service provider.

e (input) - A handle to the open-BIR database on the attached archive BioAPI Unit.
(input) - The key into the.database of the BIR to which the marker is to be set.

andle (input) - Thethandle of the marker that is to be set. This marker handle c
ntly used by the‘application to iterate through the BIR database from the new positi

8.5.5.3 Rdturn Value

A BioAPI_RETURN-\value indicating success or specifying a particular error condition. The
BioAPI_OK indicates success. All other values represent an error condition.

lue in
n the

hn be

value

8.5.5.4 Errors

BioAPIERR I

NVALID DB HANDLE

BioAPIERR RECORD NOT FOUND

See also BioAPI Error Handling (clause 11).

8.5.6 BioAPI_DbFreeMarker

BioAPI_RETURN BioAPI BioAPI_ DbFreeMarker

(BioAPT

BioAPI D

124

HANDLE BSPHandle,
B MARKER HANDLE MarkerHandle);
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.1 Description

Frees memory and resources associated with the specified marker and invalidates the MarkerHandle.

8.5.6

.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— MarkerHandle (input) - The handle of the BIR database marker to be freed.

8.5.6

.3 Return Value

A Big
BioA

8.5.6

BioAfj

See a

8.5.7

BioAH
H
Cq
Bi
Bj

8.5.7

PI_OK indicates success. All other values represent an error condition.

4 Errors

IERR MARKER HANDLE IS INVALID

so BioAPI Error Handling (Clause 11).

BioAPI_DbStoreBIR

I_RETURN BioAPI BioAPI DbStoreBIR
ioAPI HANDLE BSPHandle,

nst BioAPI INPUT BIR *BIRToStore,
OAPI DB HANDLE DbHandle,

OAPI UUID *BirUuid);

1 Description

The BIR identified by the BIRToStore pardmeter is stored in the open BIR database iden|

DbHa
BIRT{
datah
valué

If Bi
be d
BSP.

funct
ACBId
cont
index
ionl

ndle parameter. If the BIRToStore is\identified by a BIR Handle, the input BIR Handle is
Store is identified by a database key value, the BIR is retrieved and stored in (copied
ase. A new UUID is assigned to the new BIR in the database, and this UUID can be y
to access the BIR later.

DAPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security oper
ne according to_ the‘value set in the member of the parameter SecurityProfileLis|
ttachSecure (BioAPl 2.2 or greater) corresponding to the BioAPI Unit which e
ion. If ACBio instance generation is requested, the challenge given as Challenge in th
Parameters “of BioAPI_BSPAttachSecure (BioAPl 2.2 or greater) shall be set in
rolvalue of type ACBioContentInformation in the ACBio instance. The cur
for the»BSP Unit shall be set into the field bpuI0OIndex of bpuOuputExecutiog
igthin the biometricProcess of ACBioContentInformation in the ACBio i

also s

etinto bpulOIndex in subBlockForACBio in the security block. After that the cu

API_RETURN value indicating success or specifying a particular error conditiorL. The value

[ified by the
freed. If the
to) the open
sed as a key

ations shall
t of BioAPI_
xecutes this
e parameter
to the field
rent BPU 10
nInformat
nstance and
rrent BPU 10

index shall be incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

8.5.7

.2 Parameters

BSPHandle (input) - The handle of the attached biometric service provider.

the index to it in another open database).

DbHandle (input) - The handle to the open BIR database.

BIRToStore (input) - The BIR to be stored in the open BIR database (either the BIR, or its handle, or

BirUuid (output) - A UUID that uniquely identifies the new BIR in the BIR database. This UUID cannot

be changed. To associate a different BIR with the user, it is necessary to delete the old one, store a
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new one in the BIR database, and then replace the old UUID with the new one in the application

account database. The BIR is added to the tail end of the database.

8.5.7.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The
BioAPI_OK indicates success. All other values represent an error condition.

8.5.7.4 Errors

BioAPIERR INVALID DB HANDLE

value

BioAPIERR_ FCURTITY ENCRIPTION FAILURE

BioAPIERR SECURITY DECRYPTION FAILURE

BioAPIERR SECURITY MAC GENERATION FAILURE

BioAPIERR JECURITY MAC VERIFICATION FAILURE
BioAPIERR_SECURITY_DIGITAL_SIGNATURE_GENERATION_FAILURE
BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also BioAPI Error Handling (Clause 11).

8.5.8 BioAPI_DbGetBIR

BioAPI_RETURN BioAPI BioAPI_ DbGetBIR
(BioAPIiHANDLE BSPHandle,
BioAPI_BB_HANDLE DbHandle,
const BijJoAPI UUID *KeyValue,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPIiDBiMARKERiHANDLE *MarkerHandle) ;

8.5.8.1 Dgscription

The BIR identified by the KeyValue parameter in the open BIR database identified by the DbHandle

parameter ig retrieved. The BIR is copied into BSP' storage and a handle to it is returned. A mar
created and|set to point to the record following the retrieved BIR in the BIR database (or to thg
record in the¢ database if the retrieved BIR is'the last), and a handle for the marker is returned.

If BioAPI_BfSPAttachSecure (BioAPl.2;2 or greater) has been called, security operations
be done acdording to the value set jh the member of the parameter SecurityProfileList of Bi
BSPAttachSecure (BioAPI 2.2 or’ greater) corresponding to the BioAPI Unit which executes

ker is
first

shall
DAPI_
this

function. If ACBio instance generation is requested, the challenge given as Challenge in the paraeter

ACBioParameters of BioAPI- BSPAttachSecure (BioAPl 2.2 or greater) shall be set into the
controlvValue of type ACBioContentInformation in the ACBio instance. The current Bl
index for the BSP Unitshall be set into the field bpuIOIndex of bpuOuputExecutionInfo
ionList infthe bibtmetricProcess of ACBioContentInformation in the ACBio instanc
also set intoopuI@Fndex in subBlockForACRBio in the security block. After that the current B
index shall be incrémented. The BIR shall be stored in type BioAPI_ASN1_BIR.

field
PU 10
rmat
b and
PU IO

The memory block returned by the BioAPI function call shall be freed by the application using BioAPI_

Free (see clause 8.7.2).

8.5.8.2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.
— DbHandle (input) - The handle to the open BIR database.

— KeyValue (input) - The key into the database of the BIR to retrieve.

— RetrievedBIR (output) - A handle to the retrieved BIR.

— MarkerHandle (output) — A marker handle that can be subsequently used to iterate through the BIR

database from the record following the retrieved BIR.
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A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.5.8.4 Errors

BioAPIERR RECORD NOT FOUND

BioAPIERR INVALID DB HANDLE

BioAPIERR SECURITY ENCRYPTION FAILURE
BioAPIERR SECURITY DECRYPTION FAILURE
BioAPTIERR SECURITY MAC GENERATION FAILURE

BioAH
BioAH
BioAH

See a

8.5.9
BioAR

Bi
Bj
Bj
Bj

8.5.9

The
a ha

retun

NOT

If Bi
be d

BSP.

funct
ACBI(

con

index

ion
also

index

8.5.9

TERR _SECURITY MAC VERIFICATION FAILURE
IERR _SECURITY DIGITAL SIGNATURE GENERATION FAILURE
IERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

so BioAPI Error Handling (Clause 11).

BioAPI_DbGetNextBIR

I_RETURN BioAPI BioAPI_DbGetNextBIR
ioAPI_HANDLE BSPHandle,
OAPI DB HANDLE DbHandle,

oAPI DB MARKER HANDLE MarkerHandle,
OAPI BIR HANDLE *RetrievedBIR,

oAPI UUID *BirUuid) ;

i

1 Description

i
1

IR identified by the MarkerHandle parameter-is retrieved. The BIR is copied into BSH
dle to it is returned, and a pointer to the JUID that uniquely identifies the BIR in th{
ned. The marker is updated to point to the next record in the database.

H If there are no more records left irvthe BIR database, the marker points to an invalid pos

DAPI_BSPAttachSecure (BioAPh 2.2 or greater) has been called, security oper
ne according to the valueiset in the member of the parameter SecurityProfileLis|
ttachSecure (BioAPl 2.2:ot greater) corresponding to the BioAPI Unit which e
ion. If ACBio instance generation is requested, the challenge given as Challenge in th
Parameters of BioAPI.BSPAttachSecure (BioAPl 2.2 or greater) shall be set in
rolValue of typerACBioContentInformation in the ACBio instance. The cur
for the BSP Unit shall be set into the field bpuI0OIndex of bpuOuputExecutiog
ist in the.bhometricProcess of ACRBioContentInformation in the ACBio i
et into bguTOIndex in subBlockForACBio in the security block. After that the cu
shall be.incremented. The BIR shall be stored in type BioAPI_ASN1_BIR.

v

I

R

2 Parameters

storage and
e database is

ition.

ations shall
t of BioAPI
xecutes this
e parameter
to the field
rent BPU 10
nInformat
nstance and
rrent BPU 10

BSPHandle (input) — The handle of the attached biometric service provider.
DbHandle (input) - The handle to the open BIR database.
MarkerHandle (input/output) - A marker handle indicating which record to retrieve.

RetrievedBIR (output) - A handle to the retrieved BIR.

BirUuid (output) - The UUID that uniquely identifies the retrieved BIR in the BIR database.

8.5.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.5.9.4 Errors

BioAPIERR E

ND OF DATABASE

BioAPIERR MARKER HANDLE IS INVALID

BioAPIERR I
BioAPIERR S
BioAPIERR S
BioAPIERR S
BioAPIERR S
BioAPIERR S
BioAPIERR S

NVALID DB HANDLE

ECURITY ENCRYPTION FAILURE

ECURITY DECRYPTION FAILURE

ECURITY MAC GENERATION FAILURE

ECURITY MAC VERIFICATION FAILURE

ECURITY DIGITAL SIGNATURE GENERATION FATILURE
ECURITY DIGITAL SIGNATURE VERIFICATION FAILURE

See also Bio

8.5.10 Bio/

BioAPI_RETU
(BioAPT |
BioAPI D
const Bi]

8.5.10.1 De
The BIR ide

parameter ig
a) ifthatB
b) otherwi

be used

PTError Handling (Clause 11J.

\PI_DbDeleteBIR

RN BioAPI BioAPI_DbDeleteBIR
[HANDLE BSPHandle,

B HANDLE DbHandle,

OAPI UUID *KeyValue);

scription

deleted from the database. If there is a marker set to the.deleted BIR, then:

be, the marker points to an invalid position. Howeteryits marker handle remains valid an
n a subsequent call to BioAPI_DbSetMarker to set the marker to point to a different reco

8.5.10.2 Parameters

BSPHan

DbHand

KeyValugé

8.5.10.3 Re

A BioAPI_R]

lle (input) - The handle of the attached biometric service provider.
e (input) - The handle to the opén BIR database.
b (input) — The UUID of the BIR to be deleted.

turn Value

KTURN value indicating success or specifying a particular error condition. The

BioAPI_OK indicates succéss. All other values represent an error condition.

8.5.104 Er

BioAPIERR H
BioAPIERR T

ors

ECORD/ NOT FOUND
NVAFID DB HANDLE

htified by the KeyValue parameter in the open BIR databdse ‘identified by the DbHandle

R was not the last BIR in the database, then the marker'is moved to the next sequentiall BIR;

d can
rd.

value

See also BioAPI Error Handling (Clause 11).

8.6 BioAPI Unit operations

8.6.1 BioAPI_SetPowerMode

BioAPI_RETURN BioAPI BioAPI_SetPowerMode

(BioAPT

HANDLE BSPHandle,

BioAPI UNIT ID UnitId,

BioAPI P

128

OWER MODE PowerMode) ;
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8.6.1.1 Description

This function sets the currently attached BioAPI Unit of the referenced BSP attach session to the
requested power mode if the BioAPI Unit supports it.

8.6.1.2 Parameters
— BSPHandle (input) - The handle of the attached biometric service provider.

— Unitld (input) - The ID of the BioAPI Unit for which the power mode is to be set. The BioAPI_DONT_
CARE option is not valid for this function.

— HowerMode (input) - A 32-bit value indicating the power mode to set the BioAPI Unitto]

8.6.1/3 Return Value

A BigAPI_RETURN value indicating success or specifying a particular ermor® condition. The value
BioAPI_OK indicates success. All other values represent an error conditions

8.6.114 Errors
BioARIERR FUNCTION NOT SUPPORTED
BioABIERR INVALID UNIT ID

BioARIERR UNIT NOT INSERTED
BioARIERR UNIT IN USE

See a]so BioAPI Error Handling (Clause 11).

8.6.2| BioAPI_SetIndicatorStatus

BioARI RETURN BioAPI BioAPI_SetIndicaterStatus
(H ioAPI_HANDLE BSPHandle,

Bi OAPI UNIT ID UnitId,

B OAPI INDICATOR STATUS Indic@torStatus) ;

8.6.2]1 Description

This function sets the selected’BioAPI Unit to the requested indicator status if the BioAPI Unit supports
it. After BioAPI_INDICATOR_ACCEPT or BioAPI_INDICATOR_REJECT is set in the IndicatorStatus
paraineter, the status will not be changed until the application sets another value.

8.6.2|2 Parameters

— BSPHandle (input) - The handle of the attached biometric service provider.

— Unitld {input) - The ID of the BioAPI Unit for which the indicator status is to be set.|The BioAPI_

]: ONT CADRDE ot natyalid o rhro £ o~y o
OUINT_CITIcEOptIoTT IS HRotvarta oS THReEtoh:

— IndicatorStatus (input) — A value to which to set the indicator status of the BioAPI Unit.

8.6.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.6.2.4 Errors

BioAPTERR FUNCTION NOT SUPPORTED
BioAPTERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR UNIT IN USE
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See also BioAPI Error Handling (Clause 11).

8.6.3 BioAPI_GetIndicatorStatus

BioAPI_RETURN BioAPI BioAPI_GetIndicatorStatus

(B1iOAPT

HANDLE BSPHandle,

BioAPI UNIT ID UnitId,

BioAPI I

NDICATOR STATUS *IndicatorStatus);

8.6.3.1 Description

This functio

n returns the indicator status of the BioAPI Unit if that BioAPI Unit supports it.

8.6.3.2 Paframeters

Unitld (i
DONT._C

Indicato

8.6.3.3 Re

A BioAPI_R]

BSPHandle (input) - The handle of the attached biometric service provider.

nput) - The ID of the BioAPI Unit for which the indicator status is to be.obtained. The Bi
ARE option is not valid for this function.

Status (output) — A value for the indicator status of the BioARN\Unit.

turn Value

KTURN value indicating success or specifying a~particular error condition. The

BioAPI_OK indicates success. All other values represent an etfpor condition.

8.6.3.4 Er
BioAPIERR
BioAPIERR I

BioAPIERR U
BioAPIERR U

See also Bio

8.6.4 Bio/
BioAPI_RETU
(Big
int3

8.6.4.1 D¢

This functio

Fors
UNCTION NOT SUPPORTED
NVALID UNIT ID

NIT NOT INSERTED
NIT IN USE

API Error Handling (Clatise’11).

\PI_CalibrateSensor

RN BioAPI BioAPI CalibrateSensor
API_HANDLE BSPHandle,

2 t TimeoQL);

scription

. performs a calibration of the attached sensor BioAPI Unit if that sensor unit support

DAPI_

value

s it.

8.6.4.2 Pa

rameters

BSPHandle (input) - The handle of the attached biometric service provider.

Timeout (input) - An integer specifying the timeout value (in milliseconds) for the operation. If this

timeout is reached, the function returns an error. This value can be any positive number. A -1’ value
means the BSP’s default calibration timeout value will be used.

8.6.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.6.4.4 Errors

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR UNIT IN USE

BioAPIERR INVALID UNIT ID
BioAPTERR UNIT NOT INSERTED
BioAPIERR CALIBRATION NOT SUCCESSFUL
BioAPIERR TIMEOUT EXPIRED

See also BioAPI Error Handling (Clause 11).

Elgaliy. I S
8.7 ULIILYy TUuIICuuouIn

8.7.1] BioAPI_Cancel

BioARI RETURN BioAPI BioAPI_Cancel
(BioAPI HANDLE BSPHandle);

8.7.1{1 Description

This function shall cancel any presently blocked calls associated with BSPHandle. The function shall not
returjn until all blocking calls have been cancelled.

This function may be called from any thread.

This function shall not be called in the callback function.

8.7.112 Parameters

|
o

SPHandle (input) - The handle of the attached BSP.

8.7.1l13 Return Value

A BigAPI_RETURN value indicating. success or specifying a particular error conditiop. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.7.114 Errors

See BioAPI Error Handling (Clause 11).

8.7.2| BioAPI_Free

BioAH I_RETURN BioAPI BioAPI_Free
(Joid* P& ;

8.7.2{1/,'Pescription

This function causes the memory block pointed to by Ptr to be deallocated. If Ptr is NULL, no action
occurs. Otherwise, if Ptr does not match a pointer earlier returned by the BioAPI functions, or if the
memory block already has been deallocated by a call to BioAPI_Free, the behavior is undefined.

There are some BioSPI functions in which the BSP allocates a memory block which is to be freed by the
Framework by calling BioSPI_Free. Whenever the Framework passes one such memory block up to the
application, it makes the application responsible for deallocating the memory block. In such cases, the
application will simply call BioAPI_Free, and the Framework (on reception of that call) must either free
the memory block or call BioSPI_Free on the appropriate attach session of the appropriate BSP.

NOTE The Framework can be implemented in such a way that the BSP allocated pointers are not passed to
the application. The Framework will in this case move the data returned by the BSP to newly allocated memory,
and will call BioSPI_Free after copying the memory, but before returning back to the application. However, such
differences in the behaviour of the Framework are not visible to the application.
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In other cases, the Framework itself allocates a memory block and passes it to the application. In such
cases, when the application calls BioAPI_Free, the Framework must simply deallocate the memory
block, and must not call BioSPI_Free on any BSP.

This mechanism requires that the Framework keep track of which memory blocks it has allocated itself
and which memory blocks it has received from a BSP. For the latter, it must keep track of the BSP and
the attach session from which the Framework has received the memory block.

8.7.2.2 Parameters

— Ptr (input) - A pointer to the memory to free.

8.7.2.3 Rdturn Value

A BioAPI_RETURN value indicating success or specifying a particular error condition."The [value
BioAPI_OK indicates success. All other values represent an error condition.

8.7.2.4 Erfors

See BioAPI Error Handling (Clause 11).

9 BioAP] Service Provider Interface

9.1 Summnpary

The service|provider interface (SPI) is the programmingiinterface that a BSP shall present in prder
to interwork with the BioAPI Framework, or with ofe or more applications in a framework-free
BioAPI syst¢m.

In general, f¢r a full BioAPI system, the SPI is a one-to-one mapping of a function call from a bionmetric
application §o the BioAPI Framework (using the/BioAPI API specified in Clause 8) down to an gttach
session. The| BioAPI Framework routes APl-calls down to the corresponding SPI of the specifiel BSP
(as identifiedl by the BSP handle parameter-in the API function). The following conventions have|been
adopted in this clause:

a) where an SPI function has parameters that are identical to those of an API function of the [same
name (apart from the omission of the BSP handle), all that is presented in this clause is the signpture
of the SHI function, with-nofurther explanation. The reader can then refer to the corresponding API
definitidn for the details/(Note that reference to such text may be needed when building a B$P for
use in a frameworksfree system.);

b) where the pardmeters of an SPI function differ from those of an API function of the same name, a
full defipition of the SPI function is presented;

C) Not all AREfunetions-have-a-correspondinsSPIfunction—thosefunections-th

-
T T rTorCcorors oy oo COTT CopUTTOTIT =) TOITCTIOTT,triosSTToartctrorro—orro

ahdled
completely by the BioAPI Framework.

9.2 Type Definitions for Biometric Service Providers

9.2.1 BioSPI_EventHandler

An application should not assume that this function is available when operating with a BSP designed for
a framework-free system, as such a BSP is not required to support this function.

The BioAPI_EventHandler function prototype (clause 7.38) is used to define the event handler interface
that enables the BioAPI Framework to receive asynchronous notification of events of type BioAPI_
EVENT from a BSP. Example events include insertion or removal of a BioAPI Unit or a fault detection.
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The address of a BioSPI_EventHandler function is passed to the BSP during BioSPI_BSPLoad. This is
the single event handler that a BSP should call to notify the BioAPI Framework of event types that occur
in aloaded BSP.

There is only one event handler for any given BSP thatis loaded as a result of a BioAPI_BSPLoad from one
or more applications. It is the responsibility of the BioAPI Framework to notify the (possibly multiple)
biometric application event handlers for applications that have loaded the BSP in which an event occurs.
Where an insert event has been notified to the Framework before a given biometric application loads
the BSP (but after another biometric application has loaded it), the Framework remembers that event
and notifies that biometric application's event handler immediately after the load by the biometric
application.

The li!ioAPl Framework forwards events to the biometric application that invoked the(¢grresponding
BioAPI_BSPLoad function. The handler specified in BioSPI_EventHandler can (but need not) be
invoed multiple times in response to a single event.

typedef BioAPI RETURN (BioAPI *BioSPI EventHandler)
(const BioAPI UUID *BSPUuid,

BioAPI UNIT ID UnitlID,

const BioAPI UNIT SCHEMA *UnitSchema,

BioAPI EVENT EventType);

9.2.1]1 Definitions

|
s

SPUuid (input) - The UUID of the biometric service proyider'raising the event.

~

nitID (input) - The ID of the BioAPI Unit associated with the event.

— UnitSchema (input) - A pointer to the unit schema.of'the BioAPI Unit associated with tHe event.

lwl

ventType (input) - The BioAPI_EVENT that has'occurred.

If theg EventType is BioAPI_NOTIFY_INSERT,thén a unit schema shall be provided (that is| UnitSchema
shall point to a variable of type BioAPI_UNIT_SCHEMA). Otherwise, UnitSchema shall be NULL.

When the framework receives (from.a BSP) a call to an event handler that carries a unit|schema, the
framg¢work shall not call BioSPI_Fréeto free the memory block containing the unit schemapr a memory
block pointed to by any of its members.

9.2.2] BioSPI_BFP_ENUMERATION_HANDLER

An application should net assume that this function is available when operating with a BSP|designed for
a framework-free system, as such a BSP is not required to support this function.

This |s a callback that the BioAPI Framework exposes to the BSPs to enable them to obtain|information
abouf the installed BFPs. This callback is similar to the BioAPI function BioAPI_EnumBFPs (see clause
8.1.11), buit unlike that function, it is not part of the BioAPI API, and thus it is not exposed to ppplications.
Conversely, a BSP can use this callback in order to obtain the same information that an application
would obtain by calling the BioAPT function BioAPI_ EnumBFPs.

The address of the BioSPI_BFP_ENUMERATION_HANDLER callback is provided by the Framework to a
BSP as an input parameter of the BioSPI_BSPLoad function.

9.2.2.1 Definition
typedef BioAPI RETURN (*BioSPI BFP ENUMERATION HANDLER)

(BioAPIiBFP75CHEMA **BFPSchgmaArray,
uint32 t *NumberOfElements) ;
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This callback provides information about all BFPs currently installed in the component registry. It
performs the following actions (in order):

a) allocates a memory block large enough to contain an array of elements of type BioAPI_BFP_SCHEMA
with as many elements as the number of installed BFPs;

b) fills the array with the BFP schemas of all installed BFPs;

c) returns the address of the array in the BFPSchemaArray parameter and the number of elements of
the array in the NumberOfElements parameter.

The memory block containing the array shall be freed by the BSP via a callback to the framework's
memory deafllocation handler (see clause 9.2.3) when it is no Ionger needed by the BSP.

The memory blocks pointed to by the Path and BFPProperty members within each element-of'the prray
shall also beffreed by the BSP via a callback to the framework's memory deallocation handler(see dlause
9.2.3) when they are no longer needed by the application.

9.2.2.2 Paframeters

aArray (output) - A pointer to the address of the array of elements of type BioAPI| BFP_
SCHEMA (allocated by the framework) containing the BFP schema information.

— Number{QfElements (output) — A pointer to the number of elements-of the array (which is alqo the
number |of BFP schemas in the component registry).

9.2.2.3 Rdturn Value

A BioAPI_RETURN value indicating success or specifyiing a particular error condition. The [value
BioAPI_OK indicates success. All other values representan error condition.

9.2.2.4 Erfors

See BioAPI Hrror Handling (Clause 11).

9.2.3 Bio§PI_MEMORY_FREE_HANDELER

An applicati¢n should not assume, that this function is available when operating with a BSP designg¢d for
a framework-free system, as such'a BSP is not required to support this function.

This is also falled a memery“deallocation handler. It is a callback that the BioAPI Framework exposes
to the BSPs [to enable them to request the deallocation of a memory block that was allocated By the
framework fo returd data to the BSP during a prior callback. Such allocations occur when a BSH calls
the framewdrk's BFP enumeration handler (see clause 9.2.2). A memory deallocation handler is siFlilar

to the BioAP| function BioAPI_Free (see clause 8.7.2), but unlike that function, it is not part of the BjioAPI
API, and thuk itiS not exposed to applications.

The address of the BioSPI_MEMORY_FREE_HANDLER callback is provided by the Framework to a BSP
as an input parameter of the BioSPI_BSPLoad function.

9.2.3.1 Definition

typedef BiOAPI_RETURN (*BioSPI_MEMORY_FREE_HANDLER)
(void* Ptr);

This callback causes the memory block pointed to by Ptr to be deallocated by the framework. If Ptr is
NULL, no action occurs. Otherwise, if Ptr does not match a pointer earlier returned by a callback, or if
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the memory block already has been deallocated by an earlier call to the memory deallocation handler,
the behavior is undefined.

NOTE

Unlike in the function BioAPI_Free, no requests made to a memory deallocation handler result in a

call to BioSPI_Free.

9.2.3

.2 Parameters

— Ptr (input) - A pointer to the memory block to free.

9.2.3

.3 Return Value

A Bio

OK indicates success. All other values represent an error condition.

9.2.3
See B

9.2.4
This

9.2.4

typed
(q
Bi
(e
Bi
B
Bi
Bj
ui
(e
(e
B3

9.2.4

This
progi

UPI_RETURN value indicating success or specifying a particular error condition. The¥alue BioAPI_

4 Errors

i0API Error Handling (Clause 11).

BioSPI_GUI_PROGRESS_EVENT_HANDLER (BioAPI 2.1)

subclause applies only when the BioAPI version number inuse'is 2.1 or greater.

1 cCallback function

ef BioAPI RETURN (BioAPI *BioSPI GUI PROGRESS EVENT HANDLER)
onst BioAPI UUID *BSPUuid,

OAPI UNIT ID UnitID,

nst BioAPI HANDLE *BSPHandle,

OAPI GUI OPERATION Operation,

OAPI GUI SUBOPERATION Suboperationy
oAPI BIR PURPOSE Purpose,
OAPI GUI MOMENT Moment,

nt8 t SuboperationProgress,

nst BioAPI GUI BITMAP ARRAY\*Bitmaps,
nst uint8 t *Text,

OAPI GUI RESPONSE *Respoise);

2 Description

is a function pointer type for a framework's GUI event handler function that is td handle GUI
ess event notification callbacks coming from a BSP. In order to receive GUI progress event

notifijcations, the:framework shall register a callback function of type BioSPI_GUI_PROGRESS_EVENT_

HAN]
(see ¢

DLER by providing the callback address of the function in a call to BioSPI_SubscribeToGUIEvents
.3.3.3)

The H

SP)makes a callback to a framework function of this type in order to n

otify to the fragnework (and

ultimiz

ndtion.

A BSP can generate GUI progress events only during the execution of a call to BioSPI Capture,
BioSPI_Process, BioSPI_CreateTemplate, BioSPI _VerifyMatch, BioSPI_IdentifyMatch, BioSPI_Verify,
BioSPI_Identify, or BioSPI_Enroll. They can be generated at any time, even multiple times, during any
suboperation.

9.2.4

.3 Parameters

The parameters of this function pointer type are the same as those of BioAPI_GUI_PROGRESS_EVENT._
HANDLER, except for the absence of the context address parameter.

NOTE

See also C.8.
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9.2.4.4 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

9.2.4.5 Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED

9.2.5 BioSPI_GUI_SELECT_EVENT_HANDLER (BioAPI 2.1)

This subclauseapptiesomty wire e BioAPHverstomrmumberimuse s 2 T or greater:

9.2.5.1 Callback function

typedef BiogAPI RETURN (BioAPI *BioSPI GUI SELECT EVENT HANDLER)
(const BlioAPI UUID *BSPUuid,
BioAPI UNIT ID UnitID,
const BijJoAPI HANDLE *BSPHandle,
BioAPI QUI ENROLL TYPE EnrollType,
BioAPI JUI OPERATION Operation,
BioAPI JUI MOMENT Moment,
BioAPI RETURN ResultCode,
int32 t MaxNumEnrollSamples,
BioAPI BIR SUBTYPE MASK SelectablelInstances,
BioAPI BIR SUBTYPE MASK *SelectedInstances,
BioAPI BIR SUBTYPE MASK CapturedInstances,
const uint8 t *Text,
BioAPI {JUI RESPONSE *Response);

9.2.5.2 Ddscription

This is a fupction pointer type for a framework'sxGUI event handler function that is to handlg GUI
select event hotification callbacks coming from a.BSP. In order to receive GUI select event notificafions,
the framewgrk shall register a callback function of type BioSPI_GUI_SELECT_EVENT HANDLER by
providing the callback address of the functipn in a call to BioSPI_SubscribeToGUIEvents (see 9.3.3.3).

The BSP malkes a callback to a framework-function of this type in order to notify to the framework (and
ultimately tq the application) each GUI'select event generated while executing a BioSPI function.

A BSP can generate GUI select.events only during the execution of a call to BioSPI_Capture, BipSPIL_
Verify, BioSPI_Identify, or BioSPI_Enroll. A GUI select event with the moment value BioAPI| GUI_
MOMENT_BEFORE_START fis)generated before the start of each suboperation cycle, and a GUI $elect
event with the momentwvalue BioAPI_GUI_MOMENT_AFTER_END is generated after the end off each
suboperatiop cycle (see(7:47).

9.2.5.3 Paframeters

The parameters of this function pointer type are the same as those of BioAPI - GUT-SELECT-EVENT.
HANDLER, except for the absence of the context address parameter.

NOTE See also C.8.

9.2.5.4 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

9.2.5.5 Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED
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9.2.6 BioSPI_GUI_STATE_EVENT_HANDLER (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

9.2.6.1 Callback function

typedef BioAPI RETURN (BioAPI *BioSPI GUI STATE EVENT HANDLER)
(const BioAPI UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
const BioAPI HANDLE *BSPHandle,
BioAPI GUI OPERATION Operation,
BioAPI GUI SUBOPERATION Suboperation,
Bj APF—BHR—PORPOSE—Pure 7
BjoAPI GUI MOMENT Moment,
BjoAPI RETURN ResultCode,
ifnt32 t EnrollSamplelndex,
cqnst BioAPI GUI BITMAP ARRAY *Bitmaps,
cgnst uint8 t *Text,
BjoAPI GUI RESPONSE *Response,
ift32 t *EnrollSampleIndexToRecapture) ;

9.2.6(2 Description

This {s a function pointer type for a framework's GUI event handlerfunction that is to hanflle GUI state
evenf notification callbacks coming from a BSP. In order to receive GUI state event notifications, the
framework shall register a callback function of type BioSPI_GUI_STATE_EVENT_HANDLER by providing
the callback address of the function in a call to BioSPI_SubscribeToGUIEvents (see 9.3.3.3).

The BSP makes a callback to a framework function of thi$ type in order to notify to the framnework (and
ultimfately to the application) each GUI state event geherated while executing a BioSPI fundtion.

A BSFE can generate GUI state events only during the’execution of a call to BioSPI_Capture, BioSPI_Verify,
BioSPI_Identify, or BioSPI_Enroll. A GUI state“event with the moment value BioAPI_GUYI_MOMENT_
BEFORE_START is generated before the start of each suboperation, and a GUI state event with the moment
value BioAPI_GUI_MOMENT_AFTER_END:is'generated after the end of each suboperation (s¢e 7.47).

9.2.6|3 Parameters

The parameters of this functien pointer type are the same as those of BioAPI GUI_STATE_EVENT._
HANDLER, except for the absence of the context address parameter.

NOTE See also C.8.

9.2.6/4 ReturnValue

A BioAPI_RETURN value indicating success or specifying a particular error condition. The vlalue BioAPI_
OK indicates success. All other values represent an error condition.

9.2.6.5 Errors

BioAPIERR USER CANCELLED
BioAPIERR FUNCTION FAILED

9.3 Biometric Service Provider Operations

9.3.1 SPI Component Management Operations

An application should not assume that this function is available when operating with a BSP designed for
a framework-free system, as such a BSP is not required to support this function.
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9.3.1.1 BioSPI_BSPLoad

BioAPI RETURN BioAPI BioSPI BSPLoad

const Bi
BioSPI E
BioSPI B

OAPT UUID *BSPUuid,
ventHandler BioAPINotifyCallback,
FP_ENUMERATION HANDLER BFPEnumerationHandler,

BioSPI MEMORY FREE HANDLER MemoryFreeHandler);

9.3.1.1.1 Description

This function completes the component initialization process between BioAPI and the biometric service
provider. The function BioSPI_BSPLoad shall not be called more than once without a corresponding
call to BioSPI_BSPUnload.

When the B]oAPI version number in use is 2.1 or greater, a BSP receiving a call to this function

immediately
calling back
If the biome
Framework
given BioAP

send one “insert” event notification for each available BioAPI Unit (of each~catega
the function provided by the Framework at the address pointed to by BioAPINotifyCall
fric application has provided an event handler address in its call to BioARI_BSPLoa
will call back, in turn, the application's event handler. If the hardware_component
unit is not present, the “insert” event shall not be raised until the hardware comp

has been plulgged in.

The BSPUuid

The BioAPIN
BioAPI_EVE

The BFPEnu
Framework
whenever it

The Memory
Framework
whenever it
callbackto t

NOTE Th

identifies the invoked BSP.

otifyCallback defines a callback used to notify the BioAPD Framework of events of
NT in any ongoing, attached sessions. The BSP shall retain this information for later u

merationHandler is the address of the BFP enumeration handler callback provided b

heeds to obtain information about the BFPs installed in the Framework.

FreeHandler is the address of the memory’deallocation handler callback provided b

needs to deallocate a memory block that was allocated by the Framework during a
ne BFP enumeration handler.

is is a sister function to BioAPI{BSPLoad (see clause 8.1.5).

9.3.1.1.2 Parameters

BSPUuid
BioAPIN,|

(input) - The UUID-of the invoked biometric service provider, provided as a consistency ¢

ptifyCallback (input) - A function pointer for the BioAPI event handler that manages e

of type BioAPI_EVENT.

BFPEnur

that ret

shall
r) by
back.
1, the
for a
bnent

type
5e.

y the

to the BSP. The BSP shall retain this informationfor later use. The BSP can use the callback

y the

o the BSP. The BSP shall retain this information for later use. The BSP shall use the callback

prior

heck.

vents

nerationHandler (input) - A function pointer to the Framework’s BFP enumeration handler

rns\BFP schema information for all the installed BFPs.
Memory%wwmmﬁmmwm

9.3.1.1.3 Return Value

dler.

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_

OK indicates

success. All other values represent an error condition.

9.3.1.1.4 Errors

See BioAPI_BSPLoad (clause 8.1.5).

138

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

9.3.1.2 BioSPI_BSPUnload

BioAPI_RETURN BioAPI BioSPI_BSPUnload
(const BioAPI UUID *BSPUuid);

9.3.1.2.1 Description

This function disables events and de-registers the event-notification function. The biometric service
provider may perform cleanup operations, reversing the initialization performed in BioSPI_BSPLoad.

NOTE This is a sister function to BioAPI_BSPUnload (see clause 8.1.6).

9-3-1 2-2 Pal alllCtClD

|
o

SPUuid (input) - The UUID of the invoked biometric service provider.

9.3.1/2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular errorcondition. The vialue BioAPI_
OK indicates success. All other values represent an error condition.

9.3.112.4 Errors

See BioAPI_BSPUnload (clause 8.1.6).

9.3.1{3 BioSPI_BSPAttach

BioARI RETURN BioAPI BioSPI_BSPAttach

(donst BioAPI UUID *BSPUuid,

BjoAPI VERSION Version,

cgnst BioAPI_UNIT_LIST_ELEMENT *UnitLisSE,
uint32 t NumUnits,

Bi OAPI HANDLE BSPHandle) ;

9.3.1{3.1 Description

This function is invoked by the Framework once for each invocation of BioAPI_BSPAttadh specifying
the BSP identified by BSPUuid.

The Biometric service provider shall verify compatibility with the version level specifiefl by Version.
If thq version is not cempatible, then this function fails. The BSP should perform all ipitializations
required to supportthe-new BSP invocation.

The BSP shall attach the specified BioAPI Units if they are supported.

NOTH This-is a sister function to BioAPI_BSPAttach (see clause 8.1.7).

9.3.113.2” Parameters

— BSPUuid (input) - a pointer to the UUID of the invoked biometric service provider.

— Version (input) - The major and minor version number of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the required
version.

— UnitList (input) - a pointer to a buffer containing a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach session.
The structures contain the ID and category of each BioAPI Unit. One of the following will be specified
for each category of BioAPI Unit.

a) Selection of a specific BioAPI Unit: The particular BioAPI Unit to be used in this attach session
is specified by inclusion of its ID and category.
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b) Selection of any BioAPI Unit: When the UnitID is set to BioAPI_DONT_CARE in a particular
element, the BSP will choose which BioAPI Unit of that category to use, or will give an error
return if it does not support any BioAPI Units of that category. If a particular category is not
listed, the BSP will likewise choose a BioAPI Unit of that category to use if it supports a BioAPI
Unit of that category (however, there is no error return if it does not).

c) Selection of no BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP will
explicitly not attach a BioAPI Unit of the given category, even if it supports one of that category.

NOTE1 Any subsequent calls requiring use of a BioAPI Unit of this category will fail with an
return.

— NumUnigs (input) - The number of BioAPI Unit elements in the list that the pointer UnitList is poi
to. If thif parameter contains “0”, the BSP selects the BioAPI Unit for all categories of BioAPI
that the[BSP manages directly or indirectly.

— BSPHandle (input) - The BioAPI_HANDLE value assigned by the Framework and assotiated wit
attach sg¢ssion being created by this function This value shall not be BioAPI_INVALID_BSP_HA
when the BioAPI version number in use is 2.1 or greater.

NOTE 2

9.3.1.3.3

A BioAPI_RETURN value indicating success or specifying a particularjerror condition. The value Bi
OK indicateqsuccess. All other values represent an error condition.

9.3.1.3.4

See BioAPI_BSPAttach (clause 8.1.7).

9.3.1.4 BipSPI_BSPAttachSecure (BioAPI 2,2)

BioAPI_RETURN BioAPI BioSPI_BSPAttachSecure
(const BlioAPI UUID *BSPUuid,
BioAPI VERSION Version,
const BiJoAPI ACBio PARAMETERS~*ACBioParameters,
const BioAPI_UNIT_LIST_ELEMENT *UnitList,
const BijJoAPI SECURITY PROEILE *SecurityProfileList,
uint32 f NumUnits,
BioAPI HANDLE BSPHandle).;

9.3.1.4.1

This functign is invoked by the Framework once for each invocation of BioAPI_BSPAttachS
(BioAPI 2.2 ¢r greater) specifying the BSP identified by BSPUuid.

The biometrjic\sé€rvice provider shall verify compatibility with the version level specified by Ve

Only one BioAPI Unit of each category can be attached for each attach.session at any time.

Return Value

Errors

Description,

error

nting
Units

h the
NDLE

DAPI_

pcure

rsion.

If the version is not compatible, then this function fails. The BSP should perform all initializations
required to support the new BSP invocation.

The BSP shall attach the specified BioAPI Units if they are supported.

NOTE This is a sister function to BioAPI_BSPAttachSecure (BioAPI 2.2 or greater. See clause 8.1.8).

9.3.1.4.2

Parameters

— BSPUuid (input) - a pointer to the UUID of the invoked biometric service provider.

— Version (input) - The major and minor version number of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the required
version.
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— ACBioParameters (input/optional) - Parameters about ACBio generation. A NULL pointer shall be set
if no generation of ACBio instances is necessary.

— UnitList (input) - a pointer to a buffer containing a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach session.
The structures contain the ID and category of each BioAPI Unit. One of the following will be specified
for each category of BioAPI Unit.

a)

is specified by inclusion of its ID and category.

b) Selection of any BioAPI Unit: When the UnitID is set to BioAPI DONT CARE in

Selection of a specific BioAPI Unit: The particular BioAPI Unit to be used in this attach session

a particular

I
= »n_ (A~

= =+ ~

|
o

N

9.3.1

A Big
BioA

9.3.1
See B

element, the BSP will choose which BioAPI Unit of that category to use, or wilb g
return if it does not support any BioAPI Units of that category. If a particularca
listed, the BSP will likewise choose a BioAPI Unit of that category to use if it|supp
Unit of that category (however, there is no error return if it does not).

Selection of no BioAPI Unit: When the UnitID is set to BioAPI_DONT INCLUDE,
explicitly not attach a BioAPI Unit of the given category, even if it,supports one of t

NOTE1  Any subsequent calls requiring use of a BioAPI Unit of this category will fail
return.

ecurityProfileList (input) - a pointer to a buffer containing a list of BioAPI_SECURI

he order of this list shall keep that of the UnitList:

(umUnits (input) - The number of BioAPI Unit elements in the list that the pointer UnitLi
p. If this parameter contains “0”, the BSP selects the BioAPI Unit for all categories of
hat the BSP manages directly or indirectly.

SPHandle (input) - The BioAPI_HANDLEwalue assigned by the Framework and associz

dttach session being created by this fitnction.

OTE2  Only one BioAPI Unit of each category can be attached for each attach session at anj

4.3 Return Value

PI_OK indicates suecess. All other values represent an error condition.

4.4 Errors

ioAPI_BSPAttachSecure (clause 8.1.8).

ive an error
fegory is not
rts a BioAPI

the BSP will
nat category.

with an error

TY_PROFILE

tructures which contain security information to be uséd in security operations by BioAPI Units.

5t is pointing
BioAPI Units

ited with the

y time.

API_RETURN value, indicating success or specifying a particular error condition. The value

9.3.1

54/ .BioSPI_BSPDetach

BioAPI_RETURN BioAPI BioSPI_BSPDetach
(BioAPI HANDLE BSPHandle);

9.3.1

.5.1 Description

This function is invoked by the BioAPI Framework once for each invocation of BioAPI_BSPDetach
specifying the attach session identified by BSPHandle. The biometric service provider shall perform all

clean

NOTE

9.3.1

up operations associated with the specified attach handle.

This is a sister function to BioAPI_BSPDetach (see clause 8.1.9).

.5.2 Parameters

— BSPHandle (input) - The handle associated with the attach session being terminated by this function.
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9.3.1.5.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_

OK indicates success. All other values represent an error condition.

9.3.1.5.4 Errors

See BioAPI_BSPDetach (clause 8.1.9).

9.3.1.6 BioSPI_QueryUnits

BioAPI_RETURN-BICAPI BIOSPI_QueryUmnits
(const BioAPI UUID *Uuid,
BioAPI UNIT SCHEMA **UnitSchemaArray,
uint32 f] *NumberOfElements) ;

NOTE1 Dgqtails of the function definition are located in clause 8.1.10, BioAPI_QueryUnits.

NOTE 2  The structure of BioAPI_UNIT_SCHEMA is dependent on the version of BioAPI[*BioAPI_UNIT_SC

of BioAPI 2.2 fontains security information while that of BioAPI 2.1 or less does not.

9.3.1.7 BipSPI_QueryBFPs

BioAPI_RETURN BioAPI BioSPI_QueryBFPs
(const BioAPI UUID *BSPUuid,
BioAPI BFP LIST ELEMENT **BFPList,
uint32 f *NumberOfElements) ;

NOTE 1 O1] an incoming call to this function, the BSP can use the BFP Enumeration Handler callbac
clause 9.2.2) fo obtain information about all installed BEPs; and can then create the list of all supported B}

checking eaclf entry of the array returned by the callback.

NOTE 2  Ddtails of the function definition are loeated in clause 8.1.12, BioAPI_QueryBFPs.

9.3.1.8 BipSPI_ControlUnit
BioAPI_RETURN BioAPI BioSPI_ControlUnit

(BioAPI |HANDLE BSPHandles
BioAPIiUNITilD UnitIDy
uint32 ] ControlCode,

const BijJoAPI DATA _%InputData,
BioAPI DATA *OutpdtData);

NOTE Ddtails of the function definition are located in clause 8.1.13, BioAPI_ControlUnit.

HEMA

k (see
FPs by

9.3.1.9 BioSPI_Control (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioSPI_Control
(BioAPI HANDLE BSPHandle,
BioAPI UNIT ID UnitID,
const BioAPI UUID * ControlCode,
const BioAPI DATA *InputData,
BioAPI DATA *QutputData);

NOTE Details of the function definition are located in clause 8.1.14, BioAPI_Control.

142 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f94e88c45d5b103f575a50ee208996f2

ISO/IEC 19784-1:2018(E)

9.3.1.10 BioSPI_Transform (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioSPI_Transform
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *OperationUUID,
const BioAPI INPUT BIR *InputBIRs,
uint32 t NumberOfInputBIRs,
BioAPI BIR HANDLE **OutputBIRs,
uint32 t *NumberOfOutputBIRs);

NOTE Details of the function definition are located in clause 8.1.15, BioAPI_Transform.
9.3.2] SPI Data Handle Operations

9.3.2|1 BioSPI _FreeBIRHandle

BioARI RETURN BioAPI BioSPI_FreeBIRHandle
EioAPI_HANDLE BSPHandle,
BjoAPIiBIRiHANDLE Handle) ;

NOTH Details of the function definition are located in clause 8.2.1,/BioAPI_FreeBIRHandle.

9.3.2{2 BioSPI_GetBIRFromHandle

BioARI RETURN BioAPI BioSPI_GetBIRFromHandle
(BioAPI HANDLE BSPHandle,
BjoAPI BIR HANDLE Handle,

BioAPI BIR *BIR);

NOTH Details of the function definitiomare located in clause 8.2.2, BioAPI_GetBIRFromHandl

®

9.3.2{3 BioSPI_GetHeaderFromHandle

BioARI RETURN BioAPI BioSPI)GetHeaderFromHandle
EioAPI_HANDLE BSPHandle,

BjoAPI_BIR_HANDLE Handle,

BjoAPI_BIR_HEADER ¥Header) ;

NOTH Detaids.of the function definition are located in clause 8.2.3, BioAPI_GetHeaderFromHandle

9.3.3| SPICallback and Event Operations

NOTH An npp]irnh'nn should not assume that this fuinction is available when operating with alBSP designed
for a framework-free system, as such a BSP is not required to support this function.

9.3.3.1 BioSPI_EnableEvents
BiOAPIiRETURN BioAPI BioSPIiEnableEvents

(BioAPI HANDLE BSPHandle,
BioAPI EVENT MASK Events);

NOTE Details of the function definition are located in clause 8.3.1, BioAPI_EnableEvents.

9.3.3.2 BioSPI_SetGUICallbacks (BioAPI 2.0)

This subclause applies only when the BioAPI version number in use is 2.0.
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BioAPI RETURN BioAPI BioSPI SetGUICallbacks

(BioAPT

HANDLE BSPHandle,

BioAPI GUI STREAMING CALLBACK GuiStreamingCallback,
void *GuiStreamingCallbackCtx,

BioAPI GUI STATE CALLBACK GuiStateCallback,

voilid *GuiStateCallbackCtx);

NOTE

Details of the function definition are located in clause 8.3.2, BioAPI_SetGUICallbacks.

9.3.3.3 BioSPI_SubscribeToGUIEvents (BioAPI 2.1)

This subcla

caannlbine anluyasbhon +ha DicoADI varcios b a1 ien 109 1 o graadare
SCT P PIICS Oty vy T CT thC-DTOTT 1 v T oo e ot i oo 151 O g coter:
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After a call
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the BSP sha
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that time.

The paramef
this parame

Unlike the fy
each call. On
ones providg

A single call
such call is n

NOTE (0]
Unsubscribel
every time it

RN BioAPI BioSPI SubscribeToGUIEvents

i0API_UUID *BSPUuid,

UI SELECT EVENT HANDLER FwGUISelectEventHandler,

Ul STATE EVENT HANDLER FwGUIStateEventHandler,

UI PROGRESS EVENT HANDLER FwGUIProgressEventHandler);

h provides to the BSP the callback addresses of the framework's(GUI select event ha
ent handler, and GUI progress event handler. The three addresseSshall not be NULL.

Inload, for each GUI event that the BSP generates whilevéxecuting BioSPI function
1 notify that event to the framework by calling back the framework GUI event h

er BSPUuid is provided only as a reliability measure. The BSP shall ensure that the va
er matches its BSP product UUID.

nction BioAPI_SubscribeToGUIEvents, this function shall not create a new subscripti

d in the call.

to BioAPI_UnsubscribeFromGUIEvents will clear the three callback addresses. Onl
eeded even if the function\BioAPI_SubscribeToGUIEvents has been called multiple ti

ce the framework haS\called this function, it will never call it again until after a call to B
‘romGUIEvents or(BioSPI_BSPUnload. The framework will pass the same three callback add
ralls this functiof.

9.3.3.3.1 Parameters

BSPUuid

(input).— A UUID identifying the BSP.

FwGUIS

lectEventHandler (input) - The callback address of a framework function thatistor

to this function and until a subsequent call to BioSPIcUnsubscribeFromGUIEven

n
hg to the type of GUI event. In addition, any BSP-eontrolled GUI shall be disabled SL

each call, the BSP shall simply repla¢e the old callback addresses (initially NULL) wif

ndler,

ts or
calls,
dler
ring

lue of

on on
h the

[y one
mes.

oSPI_
resses

ceive

GUI sele

ct event notifications from the BSP.

GUI state event notifications from the BSP.

to receive GUI progress event notifications from the BSP.

9.3.3.4 BioSPI_UnsubscribeFromGUIEvents (BioAPI 2.1)

This subclau

BioAPI_RETU
(const B

144

se applies only when the BioAPI version number in use is 2.1 or greater.

RN BioAPI BioSPI_UnsubscribeFromGUIEvents
ioAPIiUUID *BSPUuid) ;
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This function clears the callback addresses of the framework's GUI select event handler, GUI state event
handler, and GUI progress event handler in the BSP.

After a call to this function, the BSP shall cease to notify GUI events to the framework.

The parameter BSPUuid is provided only as a reliability measure. The BSP shall ensure that the value of
this parameter matches its BSP product UUID.

9.3.3.4.1 Parameters

|
o

SPUuid (input) - A UUID identifying the BSP.

NOTH See also C.8.
9.3.4( SPI Biometric Operations

9.3.4{1 BioSPI_Capture

BioARI RETURN BioAPI BioSPI_Capture

BioAPI HANDLE BSPHandle,

BjoAPI BIR PURPOSE Purpose,

BjoAPI BIR SUBTYPE Subtype,

cgnst BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormdt,
BjoAPI BIR HANDLE *CapturedBIR,

int32 t Timeout,

BjoAPI BIR HANDLE *AuditData);

NOTE Details of the function definition are located in clause 8.4.1, BioAPI_Capture.

9.3.4{2 BioSPI_CreateTemplate

BioARI RETURN BioAPI BioSPI_CreateTemplate

BioAPI HANDLE BSPHandle,

cgnst BioAPI INPUT BIR *CapturedBIR,

cqnst BioAPI INPUT BIR, *ReferenceTemplate,

cgnst BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BjoAPI BIR HANDLE *NewTemplate,

cgnst BioAPI DATA XPayload,

BjoAPI UUID *TemplateUUID);

NOTH Details of the function definition are located in clause 8.4.2, BioAPI_CreateTemplate.

9.3.4{3 , (BioSPI_Process

BioARI—RETURN-BioAPIBioSPI—Precess
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

NOTE Details of the function definition are located in clause 8.4.3, BioAPI_Process.

9.3.4.4 BioSPI_ProcessWithAuxBIR

BioSPI_RETURN BioAPI BioSPI_ProcessWithAuxBIR
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI INPUT BIR *AuxiliaryData,
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const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

NOTE Details of the function definition are located in clause 8.4.4, BioAPI_ProcessWithAuxBIR.

9.3.4.5 BioSPI_ProcessUsingAuxBIRs (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_ProcessUsingAuxBIRs
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,

uint32 t NumberOfAuxBIRs,
const BioAPI INPIT RIR *AuyRIR

const BioAPI:BIRiBEOMETRICiDATAiFORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

NOTE Ddtails of the function definition are located in clause 8.4.5, BioAPI_ProcessUsingAuxBIRs (H

2.2 or greater).

9.3.4.6 BipSPI_VerifyMatch

BioAPI_RETURN BioAPI BioSPI_VerifyMatch
(BioAPI |HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BiJoAPI INPUT BIR *ProcessedBIR,
const BijoAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *AdaptedBIR,
BioAPI BOOL *Result,
BioAPI KMR *FMRAchieved,
BioAPI DATA *Payload);

NOTE Ddtails of the function definition are located in-clause 8.4.6, BioAPI_VerifyMatch.

9.3.4.7 BipSPL_ VerifyMatchUsingAuxBIRs (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_VerifyMatchUsingAuxBIRs
(BioAPI |HANDLE BSPHandle,
BioAPI IMR MaxFMRRequested,
const BijoAPI INPUT BIR *ProeceSsedBIR,
const BijJoAPI INPUT BIR *ReferenceTemplate,
uint32 f NumberOfAuxBIRSY
const BijJoAPI INPUT BIR *AuxBIRs,
BioAPI_BIR_HANDLE *AdaptedBIR,
BioAPI BOOL *Resudty
BioAPI FMR *FMRAChieved,
BioAPI BIR HANDLE *ResultBIR,
BioAPI DATA ~Payload) ;

i0API

NOTE Details of the function definition are located in clause 8.4.7 BioAPI_ VerifyMatchUsingAuxBIRs

(BioAPI 2.2 or greater).

9.3.4.8 BioSPI_IdentifyMatch

BioAPI_RETURN BioAPI BioSPI_IdentifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI IDENTIFY POPULATION *Population,
uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,
uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout);
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Details of the function definition are located in clause 8.4.8, BioAPI_IdentifyMatch.

9 BioSPI_Decide (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_Decide

(

BioAPI HANDLE BSPHandle,

const BioAPI_INPUT_BIR *ScoreBIR,
uint32 t NumberOfAuxBIRs,

const BioAPI INPUT BIR *AuxBIRs,

BioAPI BIR HANDLE *DecisionBIR);
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Details of the function definition are located in clause 8.4.9, BioAPI_Decide (BioAPL2:2

10 BioSPI_Fuse (BioAPI 2.2)

I_RETURN BioAPI BioSPI_Fuse
BioAPI HANDLE BSPHandle,

nt32 t NumberOfSourceBIRs,

nst BioAPIiINPUTiBIR *SourceBIRs,
nt32 t NumberOfAuxBIRs,

nst BioAPI INPUT BIR *AuxBIRs,
OAPI BIR HANDLE *FusionBIR);

Details of the function definition are located in clause 8.4.10, BioAPI_Fuse (BioAPI1 2.2 o

11 BioSPI_Enroll

I_RETURN BioAPI BioSPI_Enroll

BioAPI HANDLE BSPHandle,
oAPI BIR PURPOSE Purpose,
oAPI BIR SUBTYPE Subtype,

nst BioAPI BIR BIOMETRIC DATAFORMAT *OutputFormat,
nst BioAPI INPUT BIR *ReferehceTemplate,
OAPTI BIR HANDLE *NewTempliate,

nst BioAPI DATA *Paylqad,

t32_t Timeout,

OoAPI BIR HANDLE *AuditData,

OAPI UUID *TemplateUUID) ;

Details of\the function definition are located in clause 8.4.11, BioAPI_Enroll.

12 BioSPI_Verify

I /RETURN BioAPI BioSPI Verify

br greater).

I greater).

ieAPI HANDLE BSPHandle,

BioAPI FMR MaxFMRRequested,

const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR SUBTYPE Subtype,
BioAPI BIR HANDLE *AdaptedBIR,

BioAPI BOOL *Result,

BioAPI FMR *FMRAchieved,

BioAPI DATA *Payload,

int32 t Timeout,

BioAPIiBIRiHANDLE *AuditData) ;

NOTE

Details of the function definition are located in clause 8.4.12, BioAPI_Verify.
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9.3.4.13 BioSPI_Identify

BioAPI_RETURN BioAPI BioSPI_Identify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
BioAPI BIR SUBTYPE Subtype,
const BioAPI IDENTIFY POPULATION *Population,
uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,
uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout,

. PSP D T S I
Bi1oAPI FR—HANDEE rerrtbete—

NOTE Ddtails of the function definition are located in clause 8.4.13, BioAPI_Identify.

9.3.4.14 BipSPI_Import

BioAPI_RETURN BioAPI BioSPI_Import
(BioAPI |HANDLE BSPHandle,
const BioAPIiDATA *InputData,
const BijoAPI BIR BIOMETRIC DATA FORMAT *InputFormat,
const BijJoAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR HANDLE *ConstructedBIR);

NOTE Ddtails of the function definition are located in clause 84.%4, BioAPI_Import.

9.3.4.15 BipSPI_Export (BioAPI 2.2)

BioAPI_RETURN BioAPI BioSPI_Export
(BioAPI |HANDLE BSPHandle,
BioAPI BIR HANDLE Handle,
const BioAPIiBIRiBIOMETRICiDATAiFORMAT *OutputBDBFormat,
const BijoAPI BIR SECURITY BLOCK FORMAT *OutputSBFormat,
BioAPI BIR *BIR);

NOTE Ddtails of the function definition are located in clause 8.4.15, BioAPI_Export (BioAPI 2.2 or gredter)

9.3.4.16 BipSPI_PresetldentifyPopulation

BioAPI_RETURN BioAPI~BioSPI_PresetIdentifyPopulation
(BioAPI |HANDLE BSRHandle,
const BijJoAPI IBENTIFY POPULATION *Population);

NOTE De

9.3.5 SPI Database Operations

9.3.5.1 BioSPI_DbOpen

BioAPI_RETURN BioAPI BioSPI_DbOpen
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *DbUuid,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle,
BioAPIiDBiMARKERiHANDLE *MarkerHandle) ;

NOTE Details of the function definition are located in clause 8.5.1, BioAPI_DbOpen.
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9.3.5.2 BioSPI_DbClose
BioAPI_RETURN BioAPI BioSPI_DbClose

(BioAPI HANDLE BSPHandleT
BioAPI DB HANDLE DbHandle) ;

NOTE Details of the function definition are located in clause 8.5.2, BioAPI_DbClose.

9.3.5.3 BioSPI_DbCreate

BioAPI_RETURN BioAPI BioSPI_DbCreate

( J‘.UZ‘U_’J._HAL\ILJJ_AL DDJ_’HGU.ld.lC,

cgnst BioAPI UUID *DbUuid,

uint32 t NumberOfRecords,
BjoAPI DB ACCESS TYPE AccessRequest,
BjoAPI DB HANDLE *DbHandle) ;

NOTE Details of the function definition are located in clause 8.5.3, BioAPI_Db€reate.

9.3.5|4 BioSPI_DbDelete

BioAII_RETURN BioAPI BioSPI_DbDelete
(EioAPIiHANDLE BSPHandle,
cqnst BioAPI UUID *DbUuid) ;

NOTH Details of the function definition are located in{clause 8.5.4, BioAPI_DbDelete.

9.3.5|5 BioSPI_DbSetMarker

BioAII_BETURN BioAPI BioSPI_PbSetMarker
(EiOAPI_HANDLE BSPHandle,
BjOAPIiDBiHANDLE DbHandle,

cqnst BioAPI UUID *KeyValue,
BjoAPI_DB_MARKER_HANDLE MarkexHandle) ;

NOTE Details of the function/definition are located in clause 8.5.5, BioAPI_DbSetMarker.

9.3.5/6 BioSPI_DbFreeMarker

BioARI RETURN BioAPI BioSPI_DbFreeMarker
(EioAPIiHANDLE BSPHandle,
BjoAPIiDBiMARKERiHANDLE MarkerHandle) ;

NOTH Details of the function definition are located in clause 8.5.6, BioAPI_DbFreeMarker.

9.3.5.7 BioSPI_DbStoreBIR

BioAPI_RETURN BioAPI BioSPI_DbStoreBIR
(BioAPI_HANDLE BSPHandle,
const BioAPI INPUT BIR *BIRToStore,
BioAPI DB HANDLE DbHandle,
BioAPI UUID *BirUuid);

NOTE Details of the function definition are located in clause 8.5.7, BioAPI_DbStoreBIR.
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9.3.5.8 BioSPI_DbGetBIR

BioAPI_RETURN BioAPI BioSPI_DbGetBIR
(BioAPI HANDLE BSPHandle,
BioAPIiDBiHANDLE DbHandle,
const BioAPI UUID *KeyValue,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI DB MARKER HANDLE *MarkerHandle);

NOTE Details of the function definition are located in clause 8.5.8, BioAPI_DbGetBIR.

9.3.5.9 BipSPI-BbtGetNextBIR

BioAPI_RETURN BioAPI BioSPI_DbGetNextBIR
(BioAPI [HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
BioAPI DB MARKER HANDLE MarkerHandle,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI UUID *BirUuid) ;

NOTE Ddtails of the function definition are located in clause 8.5.9, BioAPI_DhGétNextBIR.

9.3.5.10 BipSPI_DbDeleteBIR
BioAPI_RETURN BioAPI BioSPI_DbDeleteBIR
(BioAPI [HANDLE BSPHandle,

BioAPIiDBiHANDLE DbHandle,
const BijoAPI UUID *KeyValue);

NOTE Ddtails of the function definition are located in‘elause 8.5.10, BioAPI_DbDeleteBIR.

9.3.6 SPI BioAPI Unit operations

An applicatign should not assume that this*function is available when operating with a BSP design

a framework-free system, as such a BSPAsnot required to support this function.

9.3.6.1 BipSPI SetPowerMode

BioAPI_RETURN BioAPI BioSPFI )SetPowerMode
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitTd;
BioAPI_POWER_MODE PewerMode) ;

NOTE Ddtails.of the function definition are located in clause 8.6.1, BioAPI_SetPowerMode.

bd for

9.3.6.2 BioSPI_SetIndicatorStatus

BioAPI_RETURN BioAPI BioSPI_SetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitId,
BioAPI_INDICATOR_STATUS IndicatorStatus) ;

NOTE Details of the function definition are located in clause 8.6.2, BioAPI_SetIndicatorStatus.

9.3.6.3 BioSPI_GetIndicatorStatus

BioAPI_RETURN BioAPI BioSPI_GetIndicatorStatus
(BioAPIiHANDLE BSPHandle,
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BioAPI UNIT ID UnitId,
BioAPI INDICATOR STATUS *IndicatorStatus);

NOTE Details of the function definition are located in clause 8.6.3, BioAPI_GetIndicatorStatus.

9.3.6.4 BioSPI_CalibrateSensor

BioAPI_RETURN BioAPI BioSPI_CalibrateSensor
(BiOAPIiHANDLE BSPHandle,
int32 t Timeout);

NOTE Details of the function definition are located in clause 8.6.4, BioAPI_CalibrateSensor:

9.3.7| SPI Utility Functions

9.3.7]1 BioSPI_Cancel

BioARI RETURN BioAPI BioSPI_Cancel
(EioAPIiHANDLE BSPHandle) ;

NOTH Details of the function definition are located in clause 8.7.9;BioAPI_Cancel.

9.3.7)2 BioSPI_Free

BioAII_BETURN BioAPI BioSPI_Free
(Joid* Ptr);

NOTE Details of the function definition are located in clause 8.7.2, BioAPI_Free.

10 (omponent registry interface
NOTH1 This clause does not applyifor a framework-free system.

The fomponent registry provides a registry for static information describing the cdpabilities of
BioAPI components. The tormponent registry may be queried by biometric applications tp obtain this
information. The compoxnent registry is part of the BioAPI Framework.

An application (suth-as an installation wizard) that installs a BioAPI component (BioAPI|Framework,
BSP, 1r BFP) pasts information about that component into the component registry. This irfformation is
used [by a bigmetric application to determine what BSPs and BFPs have been installed. The biometric
applitation‘can use this information dynamically in its decision logic. For example, it can de¢ide whether
or ndt_to make a specific (optional) function call to a given BSP depending on whether|the registry
entry_for that BSP indicates that the call is supported Additionally the component regisitry provides
information regarding the BDB formats supported by a BSP (see clause 6.7 and Annex B) and default
values of a BSP for various common parameters (such as timeouts).

NOTE 2 Information regarding BioAPI Units is not stored in the component registry but is obtained upon
loading a BSP (as an insert event) or in response to a query (BioAPI_QueryUnits).

The component registry is designed to be platform independent and does not necessarily (but could)
use the built-in registry of any specific operating system (such as the Microsoft Windows™ registry).

The means of posting information to the component registry is defined in clause 10.2.
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10.1 BioAPI Registry Schema

The various components of a BioAPI-based biometric system are represented by records in the
component registry. These records are operating system independent. The following sub-clauses define
the information that is held in the registry for each component of a BioAPI-based biometric system.

NOTE

All string types defined as elements of the component schemas are character encoded as specified by
ISO/IEC 10646 (UTF-8 transformation) unless otherwise specified in the data structures of clause 7.

10.1.1 Framework Schema

This schema

NOTE

. y € the BicAPLE Kitself.

Table 2 — Framework Schema Elements

. Field Data . N
Field Name Description 4
Type P Rors
FrafneworkUUID UINT8_T [16] UUID uniquely identifying the BioAPI Framework.
Desgription STRING The BioAPI Framework product deseription, in text.

Path (including filename) of the ek€cutable code of

Patl STRING the BioAPI Framework

Spe¢ Version UINT8_T The BioAPI Specification Versjon that is supported
Progluct Version STRING The BioAPI Framework product version

Venglor STRING The BioAPI Framewaerk vendor name, in text.
wpropety D Junvro.npte) | UUD ent ng@ormat of e Framenork rop
FW Property DATA Vendor specified information about the Framework

Sep also clause 7.40.

10.1.2 BSP|Schema

This schema
installed on

152

describes the capabilities, of-a BSP. There is one BSP Schema for each BSP that has
the biometric system.

Table 3 — BSP Schema Elements

Field Name (| Field Data Type Description

BSPUUID UINTS8_T [16] UUID uniquely identifying the BSP. This field
shall be present only when the BioAPI version
number in use is 2.0.

BSPProductUUID UINTS8_T [16] UUID uniquely identifying the BSP as a soft-
ware product. This field shall be present only
when the BioAPI version number in use 1s 2.1
or greater.

Description STRING Text descriptive name of the BSP

Path STRING Path where the BSP executable is located,
including the filename for the executable code
of the BSP (may be a URL)

Spec Version UINT8_T The BioAPI Specification version that is
supported

Product Version STRING The BSP product version

Vendor STRING The BSP vendor name, in text

1 Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means

it is capable of managing multiple units (either directly or through a BFP interface) & information

about these units will be provided as part of the insert notification (part of Unit Schema).

been
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Table 3 (continued)

Field Name Field Data Type Description

BSP Supported For- |MULTIUINT32_T |Multiple 4-byte Format Owner/Format Type

mats values (BioAPI_BIR_BIOMETRIC_DATA_FOR-
MAT). Each 32-bit value in the array specifying
a supported BDB format. (The number of such
4-byte values is specified in “Number of Sup-
ported Formats” element.)
See BioAPI_BIR_BIOMETRIC_DATA_FORMAT

Number of Support- |UINT32_T Integer specifying the number of BDB formats

ed Formats supported by the BSP (Number of 2-byte inte-
ger pairs in BSP Supported Formats)

Factors Mask UINT32_T A mask which indicates what forms ofiauthep-
tication are supported by the BSP
(See BioAPI_BIR_BIOMETRIC (TYPE)

Operations UINT32_T Operations (functions) supported by the BS}
(See BioAPI_OPERATIONS_MASK)

Options UINT32_T Options supported-by the BSP
(See BioAPI_ORTIONS_MASK)

Payload Policy UINT32_T Threshold setting (maximum FMR value) us¢d
to determifie'when to release a payload
(See BioAPI_FMR)

Max Payload Size UINT32_T Maximum size in bytes of a payload

Default Verify Time- |INT32_T Default timeout value (in milliseconds) used|by

out the BSP for verify operations when no timeojut
is set by the biometric application

Default Identify INT32_T Default timeout value (in milliseconds) used|by

Timeout the BSP for identify operations when no tim¢-
out is set by the biometric application.

Default Capture INT32_T Default timeout value (in milliseconds) used|by

Timeout the BSP for capture operations when no timg-
out is set by the biometric application.

Default Enroll Titme- |INT32_T Default timeout value (in milliseconds) used|by

out the BSP for enroll operations when no timeoput
is set by the biometric application.

Default€alibrate INT32_T Default timeout value in milliseconds used by

Timeout the BSP for sensor calibration operations when
no timeout is specified by the application.

MAX BSP DB size UINT32_T Maximum size of a BIR database. If NULL, nd
BSP database exists for this BSP.1

Max Identify Popu- UINT32_T Largest population supported by the Identify

lation function.l

Unlimited = OXFFFFFFFF.

1 Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means
it is capable of managing multiple units (either directly or through a BFP interface) & information
about these units will be provided as part of the insert notification (part of Unit Schema).
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Table 3 (continued)

Field Name Field Data Type Description
MaxNumEnroll- UINT32_T The maximum number of distinct instances
Instances that a BSP can create reference templates in
one enroll operation. This field shall be present
only when the BioAPI version number in use is
2.1 or greater.

HostingEndpointIRI |UINT8_T An IRI identifying the framework whose com-
ponent registry contains a registration of the
BSP. This field shall be present only when the
BiocAPl versionnumberinuseisc?2 1 or grnaf‘nr

BSPAccessUUID UINTS8_T [16] A UUID, unique within the scope of an applica-

tion, which the application may use to refer to
the BSP as an alternative to the BSP product
UUID. This field shall be present only when the
BioAPI version number in use is 2.1 orgreater.

1
iti

Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means
capable of managing multiple units (either directly or through a BFP interface) & information
ut these units will be provided as part of the insert notification (part of Unit SChema).

abq
NOTE Se
10.1.3 BFP

This schema
installed on

Schema

e also clause 7.22 (BioAPI 2.0) and 7.23 (BioAPI 2.1 or greater).

describes the capabilities of a BFP. There is one/BFP Schema for each BFP that has
the biometric system.

Table 4 — BFP Schema Elements

Field Name Field Data Type \\\) Description

BFP YUID UINT8_T [16] DUID uniquely identifying the BFP

BFP Qategory UINT32_T Category of the BFP identified by the BFP UUID

Descifiption STRING Text descriptive name of the BFP

Path STRING Path where the BFP executable is located, includ-
ing the filename for the executable code of the BFP
(may be a URL)

Spec Yersion UINT8_T The BioAPI FPI Specification version supported?

Prodyct Version STRING The BFP product version

Vendgr STRING The BFP vendor name, in text

BFP Sppported.Eormats |[MULTIUINT32_T |Multiple 4-byte Format Owner/Format Type values

(BioAPI_BIR_BIOMETRIC_DATA_FORMAT). Each
32-bit value in the array specifying a supported
BDB format, (The number of such 4-byte values

is specified in “Number of Supported Formats”
element.)

See BioAPI_BIR_BIOMETRIC_DATA_FORMAT

Number of Supported
Formats

UINT32_T

Integer specifying the number of BDB formats sup-
ported by the BFP (Number of 2-byte integer pairs
in BFP Supported Formats)

2 Function Provider Interface (FPI) specifications will be published as separate parts of this IS.

154
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Table 4 (continued)

Field Name Field Data Type Description

tion are supported by the BFP
(See BioAPI_BIR_BIOMETRIC_TYPE)

Factors Mask UINT32_T A mask which indicates what forms of authentica-

element (assigned by the vendor)

BFP Property ID UINT8_T [16] UUID identifying the format of the BFP Properties

BFP Property DATA Vendor specified information about the BFP

2 Function Provider Interface (FPI) specifications will be published as separate parts of this IS.

Component registry functions

The following component registry utility functions are provided to ease théydevelopment of BioAPI

complatible applications and BSPs.

Insta

lation functions are provided so that a BSP or BFP implementer) can populate thel BSP or BFP

scherha within the component registry. The component registry is independent of the operdting system.

10.2.

10.2.
This

BioARI RETURN BioAPI_Util InstallBSP (
BioAPI INSTALL ACTION Action,
BjoAPI INSTALL ERROR *Error,
cgnst BioAPIiBSPisCHEMA *BSPSchemnmay;

1 BioAPI_Util_InstallBSP

1.1 Description

unction installs, updates (refreshes), or removées the references to a BSP in the comporjent registry.

Upon|initiation of this function for an install, the BioAPI Framework shall create the BSP schema entry

in thd
Upon
for th
UUID

Upon
entry

10.2,

component registry and.populate it with the content of the input BSP schema.

initiation of this function for a refresh, the BioAPI Framework shall replace the exi
e BSP schema in the\component registry with the content of the input BSP schema,
of the BSP withih that schema.

initiation ofithis function for a deinstallation, the BioAPI Framework shall remove the
in the component registry for the BSP indicated by the BSPUuid within the input sche

1.2 \Parameters

sting entries
based on the

BSP schema
ma.

Value Description

BioAPI_INSTALL_ACTION_INSTALL Install BSP (add entry)

ction (input) - Installation action to be periormed. valid values are:

BioAPI_INSTALL_ACTION_REFRESH Refresh the information in the component

registry.

BioAPI_INSTALL_ACTION_UNINSTALL Uninstall the BSP (remove entry)

— Error (output) - A pointer to a BioAPI_INSTALL_ERROR structure. If the function fails, the structure

C

ontains additional information regarding the error state.
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— BSPSchema (input) — A pointer to elements of the BSP schema (defined in 7.22 (BioAPI 2.0) and 7.23
(BioAPI 2.1 or greater)) describing the features and characteristics of the BSP to be installed. When
the function is called with Action set to BioAPI_INSTALL_ACTION_UNINSTALL, it is only necessary

to set th

e BSPUuid element of the BSPSchema parameter.

10.2.1.3 Return Values

If the function is successful, it returns BioAPI_OK. If the function fails, it returns a valid BioAPI error
code (see Clause 11). The parameter Error contains additional error information.

10.2.2 BioA

\PI _Util InstallBFP

10.2.2.1 De

This functio
registry.

BioAPI_RETU
BioAPI I
BioAPI I
const Bi]

10.2.2.2 Parameters

— Action | (input) - Installation action to be performed. Valid values
Value Description
HioAPI_INSTALL_ACTION_INSTALL Install BSP (add entry)

(ww]

wwl

— Error (olitput) - A pointer to a BioAPI_INSTALL_ERROR structure. If the function fails, the stru|

containg

BFPSché
characte
set to Bi
BFPSche

10.2.2.3 Re

scription

h installs, updates (refreshes), or removes the entries for a BioAPI BFP in the comp

RN BioAPI_Util InstallBFP (
NSTALL_ACTION Action,
NSTALL ERROR *Error,
OAPI BFP SCHEMA *BFPSchema);

ioAPI_INSTALL_ACTION_REFRESH Refresh the information in the component

registry.

ioAPI_INSTALL_ACTION_UNINSTAEL Uninstall the BSP (remove entry)

additional information regarding the error state.

Ima (input/output] 5 A pointer to component registry elements describing the feature
ristics of the BEP to be installed (see clause 7.6). When the function is called with 4
PAPI_INSTALL:'ACTION_UNINSTALL, it is only necessary to set the BFPUuid element
ma parameter.

turn Values

bnent

are:

cture

s and
ction
bf the

If the functi

T IS SUuccesstul, it returns BioAPT_OK.If Thie function fails, it Teturns a vaiid BioAPT

code (see Clause 11). The parameter Error contains additional error information.

10.2.3 BioAPI_RegisterBSP (BioAPI 2.1)

This subclau

BioAPI_RETU
(const u
const Bi
BioAPI B

156

se applies only when the BioAPI version number in use is 2.1 or greater.

RN BioAPI BioAPI RegisterBSP
int8 t *HostingEndpointIRI,
OAPI BSP SCHEMA *BSPSchema,
OOL Update) ;
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10.2.3.1 Description

For the specification provided by this document, this function provides the same actions as as the
function BioAPI_Util_InstallBSP with its Action parameter set to BioAPI_INSTALL_ACTION_INSTALL
or BioAPI_INSTALL_ACTION_REFRESH. The value of the additional parameter HostingEndpointIRI shall
be ignored by frameworks conforming to this document and shall be set to NULL by an application. It is
provided to support interworking standards.

Unlike BioAPI_Util_InstallBSP, this function does not contain an Error parameter. Error information is
represented in the return value.

This function is handled internally within the BioAPI Framework and is not passed through to a BSP.

10.2.3.2 Parameters

HostingEndpointEndpointIRl - This parameter shall be ignored by framewerks conforming to
this document and shall be set to NULL by an application. It is providedste*support interworking
sfandards.

SPSchema (input) - A pointer to elements of the BSP schema (defined in 7.22 (BioAPI £.0) and 7.23
BioAPI 2.1 or greater)) describing the features and characteristics of the BSP to be ingtalled.

[pdate (input) - A boolean indicating whether the functien‘is to update an existing|BSP schema
egistration or to create a new registration. If the value\of this parameter is zero pnd the BSP
chema is found in the component registry, then the function shall return BioAPIERR_CPMPONENT_
LREADY_REGISTERED. If the value of this parameter is nonzero and the BSP schemgd is not found
h the component registry, the function shall retutn\BioAPIERR_COMPONENT_NOT_REGISTERED.

|
= W 5 o~ — oy

10.2.3.3 Return Value

A BioAPI_RETURN value indicating success orspecifying a particular error condition. The vlalue BioAPI_
OK indicates success. All other values reptresent an error condition.

10.2.3.4 Errors
See BioAPI Error Handling (Clause 11).

10.2.4 BioAPI_UnregisterBSP (BioAPI 2.1)

This $ubclause appliesionly when the BioAPI version number in use is 2.1 or greater.

BioARI RETURN(BioAPI BioAPI UnregisterBSP
(donst uin{8 t *HostingEndpointIRI,
cqnst BLOAPI UUID *BSPUuid);

10.2.4.14 Pescription

For the specification provided by this document, this function provides the same actions as the function
BioAPI_Util_InstallBSP with its Action parameter set to BioAPI_INSTALL_ACTION_UNINSTALL. The
value of the additional parameter HostingEndpointIRI shall be ignored by frameworks conforming
to this document and shall be set to NULL by an application. It is provided to support interworking
standards.

Unlike BioAPI_Util_UninstallBSP, this function does not contain an Error parameter. Any error
information is represented in the return value.

Applications conforming to this document shall either not call this function, or (if they call it) they
shall set the parameter HostingEndpointIRI to NULL. The function is provided to support interworking
standards.

This function is handled internally within the BioAPI Framework and is not passed through to a BSP.
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10.2.4.2 Parameters

— HostingEndpointEndpointIRI - This parameter shall be ignored by frameworks conforming to

this document and shall be set to NULL by an application. It is provided to support interwo
standards.

rking

— BSPUuid (input) - A pointer to the UUID of the BSP whose BSP schema registration is to be deleted

from the component registry.

10.2.4.3 Return Value

A BioAPI_REFH e atHE-SH FRE-a-pa e
OK indicateg success. All other values represent an error condition.

10.2.4.4 Erfors

See BioAPI Error Handling (Clause 11).

10.2.5 ioARI_RegisterBFP (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 orgreater.

BioAPI_RETURN BioAPI BioAPI_RegisterBFP
(const uyint8 t *HostingEndpointIRI,
const BijoAPI BFP SCHEMA *BFPSchema,
BioAPI BOOL Update);

10.2.5.1 Ddscription
This functign performs the same actions as the funetion BioAPI_Util_InstallBFP with its A
parameter s¢t to BioAPI_INSTALL_ACTION_INSTALLefBioAPI_INSTALL_ACTION_REFRESH. The

of the addit{onal parameter HostingEndpointIRI shall be ignored by frameworks conforming t
document and shall be set to NULL by an applicatjon. It is provided to support interworking stand|

Unlike BioARI_Util_InstallBFP, this function does not contain an Error parameter. Any error inform
is represent¢d in the return value.

Applicationg conforming to this document shall either not call this function, or (if they call it)

ction
value

this
ards.

ation

they

shall set the[parameter HostingEndpointIRI to NULL. The function is provided to support interwojrking

standards.

This function is handled internally within the BioAPI Framework and is not passed through to a BFFP.

10.2.5.2 Parameters

b this

— HostingEndpointEndpointIRI - This parameter shall be ignored by frameworks conforming t

documeptand can be set to any value by an application. It is provided to support interworking

standards.

BFPSchema (input) - A pointer to elements of the BFP schema (defined in 7.22 (BioAPI 2.0) and 7.23
(BioAPI 2.1 or greater)) describing the features and characteristics of the BFP to be installed.

Update (input) - A boolean indicating whether the function is to update an existing BFP schema
registration or to create a new registration. If the value of this parameter is zero and the BFP
schema is found in the component registry, then the function shall return BioAPIERR_COMPONENT_
ALREADY_REGISTERED. If the value of this parameter is nonzero and the BFP schema is not found
in the component registry, the function shall return BloAPIERR_COMPONENT_NOT_REGISTERED.
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10.2.5.3 Return Value

-1:2018(E)

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value BioAPI_
OK indicates success. All other values represent an error condition.

10.2.5.4 Errors

See BioAPI Error Handling (Clause 11).

10.2.6 BioAPI_UnregisterBFP (BioAPI 2.1)

This
BioAH

(q
cd

10.2.
This

parameter set to BioAPI_INSTALL_ACTION_UNINSTALL. The value jof the additiona

Hosti
value

Unlik
infor

Applications conforming to this document shall eithervnot call this function, or (if they|

shall
stand

This

10.2,

K
d
S

|
— Ny

10.2,

buDClause applies only when the BIOAFT version numbper 1n use 1s Z.1 or greater.
I_RETURN BioAPI BioAPI UnregisterBFP

onst uint8 t *HostingEndpointIRI,
nst BioAPI UUID *BFPUuid);

6.1 Description

function performs the same actions as the function BioAPI_Util. InstallBFP wit

hgEndpointIRI shall be ignored by frameworks conforming to this’document and can
by an application. It is provided to support interworking stanidards.

e BioAPI_Util_UninstallBFP, this function does not contain an Error parametel
mation is represented in the return value.

set the parameter HostingEndpointIRI to NULL:The function is provided to support i
ards.

function is handled internally within the’BioAPI Framework and is not passed throug

6.2 Parameters

fostingEndpointEndpointIRI < This parameter shall be ignored by frameworks confor
ocument and can be set.tg-any value by an application. It is provided to support i
tandards.

FPUuid (input) - Ajpeinter to the UUID of the BFP whose BFP schema registration is 1
fom the compopent registry.

6.3 ReturnValue

A Bio

OK ir1dicates success. All other values represent an error condition.

API_RETURN value indicating success or specifying a particular error condition. The v

h its Action
| parameter
be set to any

. Any error

call it) they
nterworking

h to a BFP.

ming to this
nterworking

o be deleted

alue BioAPI_

10.2.6.4 Errors

See BioAPI Error Handling (Clause 11).

10.2.

7 BioAPI_GetLastErrorinfo (BioAPI 2.1)

This subclause applies only when the BioAPI version number in use is 2.1 or greater.

BioAPI_RETURN BioAPI BioAPI_GetLastErrorInfo
(BioAPI_ERROR_INFO *ErrorInfo);

10.2.

7.1 Description

This function sets the members of the output parameter Errorinfo (see 7.35) with information about the

most

recent error condition that caused a BioAPI function to return an error code.
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This function is mainly intended to provide diagnostic information to the application. Since the possible
values of the members of the Errorinfo are not standardized and may vary across different platforms
and implementations, normal BioAPI applications should not rely on those values for any important

processing decisions.

This function is handled internally within the BioAPI Framework and is not passed through to a BSP.

10.2.7.2 Parameters

— Errorinfo (output) - A data structure of type BioAPI_ERROR_INFO containing information about the

last error occurred.

10.2.7.3 Rdturn Value

A BioAPI_RETTURN value indicating success or specifying a particular error condition. The.value Bi
OK indicateg success. All other values represent an error condition.

10.2.7.4 Erfors

See BioAPI Error Handling (Clause 11).

11 BioAP] error handling
NOTE1  THis clause provides specification of error handling, and isiapplicable for a full BioAPI system a|
use of a BSP designed for a framework-free operation, but in the latter)case only the BSP-related and Unit-r

errors will ocfur.

All BioAPI fyinctions return a value of type BioAPI_RETURN. The value BioAPI_OK indicates th3
function wap successful. Any other value is an error&alue. Allowance has been made for retu
error values|originated from the BioAPI Framework'and also error values that originate from a B
from a BioAFI Unit attached to a BSP.

NOTE 2  There are additional error codes defined in ISO/IEC 29141 - Tenprint Capture Using BioAPI.

11.1 Error|Values and Error Codes Scheme

Error Valuejrefers to the entire 82-bit BioAPI_RETURN value.
Error Code fefers to the low-prder 24 bits of the Error Value, and identifies the actual error situat
The 8 high-adrder bits ofithe Error Value identify the source of the error, as follows:
a) The BioAPI Frantework;

b) ABSP;

DAPI_

nd for
blated

it the
rning
SP or

ion.

c¢) A BioAPI Unit attached to a BSP.
11.2 Error Codes and Error Value Enumeration

11.2.1 BioAPI Error Value Constants

#define BIOAPI FRAMEWORK ERROR (0x00000000)
#define BIOAPI BSP_ERROR (0x01000000)
#define BIOAPI UNIT ERROR (0x02000000)

11.2.2 Implementation-Specific Error Codes

The error codes 0x000000 - 0x0000ff are reserved for implementation-specific use.
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11.2.3 General Error Codes

#define BioAPIERR INTERNAL ERROR (0x000101)
General system error; indicates that an operating system or internal state error has occurred and the
system may not be in a known state.

#define BioAPTERR MEMORY ERROR (0x000102)
A memory error occurred.

#define BioAPTERR INVALID POINTER (0x000103)
An input/output function parameter or input/output field inside of a data structure is an invalid pointer.

#define BioAPTERR TINVALID INPUT POTNTER (0x000104)
An inlput function parameter or input field in a data structure is an invalid pointer.

#defije BioAPIERR INVALID OUTPUT POINTER (0x000105)
An output function parameter or output field in a data structure is an invalid pointer:

#defije BioAPTERR FUNCTION NOT SUPPORTED (0x000106)
The flunction is not implemented by the biometric service provider.

#defije BioAPTERR OS ACCESS DENIED (0x000¥07)
The dperating system denied access to a required resource.

#defije BioAPTERR FUNCTION FATLED (0x000108)
The function failed for an unknown reason.

#defije BioAPTERR INVALID UUID (0x000109)
An input UUID is invalid.

(May|occur if a component requested by this UUID is\not present on the system or cannot he found.)

#defije BioAPTERR INCOMPATIBLE VERSION (0x00010a)
Versipn incompatibility.

(May|occur if the called component canuot support the version of the BioAPI specification|expected by
the application.)

#defile BioAPTERR INVALID DATA (0x00010b)
The data in an input parameteris‘invalid.

#defile BioAPIERR UNABLE TO CAPTURE (0x00010c¢)
The gssociated BSP is ufiable to capture raw samples from the requested BioAPI Unit.

#defile BioAPTIERR_TQJ MANY HANDLES (0x00010d)
The gssociated BSPhas no more space to allocate BIR handles.

#defife BioAEIBRR TIMEOUT EXPIRED (0x00010e)
The functiofrhas been terminated because the timeout value has expired.

#defifé\BfoAPTERR INVALID BIR (0x00010f)
The input BIR 1s invalid for the purpose required.

#define BioAPIERR BIR SIGNATURE FAILURE (0x000110)
The associated BSP could not validate the signature on the BIR.

#define BioAPIERR UNABLE TO STORE PAYLOAD (0x000111)
The associated BSP is unable to store the payload.

#define BioAPTERR NO INPUT BIRS (0x000112)
The identify population is NULL.

#define BioAPTERR UNSUPPORTED FORMAT (0x000113)
The associated BSP does not support the BDB format requested.

#define BioAPIERR UNABLE TO IMPORT (0x000114)
The associated BSP was unable to construct a BIR from the input data.
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#define BioAPTERR INCONSISTENT PURPOSE (0x000115)
The purpose recorded in the BIR and/or the requested purpose are inconsistent with the function being
performed.

#define BioAPIERR BIR NOT FULLY PROCESSED (0x000116)
The function requires a fully processed BIR.

#define BioAPTERR PURPOSE NOT SUPPORTED (0x000117)
The BSP does not support the requested purpose.

#define BioAPIERR USER_CANCELLED (0x000118)
User cancelled operation before completion or timeout.

#define BioAPTERR UNIT IN USE (0x000119)
BSP (or BioAPI Unit attached to BSP) is currently being used by another biometric application.

#define BioAPTERR INVALID BSP HANDLE (0x00011a)
The given BYP handle is not valid.

#define BioAlPTERR FRAMEWORK NOT INITIALIZED (0x00011b)
A function hps been called without initializing the BioAPI Framework.

#define BioAPTERR INVALID BIR HANDLE (0x00011c)
BIR handle i$ invalid (does not exist or has been released).

#define BioAPTERR CALIBRATION NOT SUCCESSFUL (0x006313)
The attempted calibration of a sensor unit was not able to be successfully completed.

#define BioAPTERR PRESET BIR DOES NOT EXIST (0%00011e)
No preset BIR population has been established.

#define BioAPTERR BIR DECRYPTION FAILURE (0x00011f)
The BSP cou]d not decrypt an input BIR (and thus wasgnable to use it for the requested operation).

#define BioAPTERR IDENTIFY IN PROGRESS (0x000120)
Identificatioh is in progress. This definition applies only when the BioAPI version number in usefis 2.1
or greater.

#define BioAPIERR LOW QUALITY REFERENCE®TEMPLATE (0x000121)
Quality of reference template is low. Thisidefinition applies only when the BioAPI version number in use
is 2.1 or gregter.

#define BioAPTERR NO GUI_ EVENT\'HANDLER (0x000122)
GUI event hgndler is not set..This definition applies only when the BioAPI version number in use fis 2.1
or greater.

#define BioAPIERR TRANSFORMATION NOT SUPPORTED (0x000121)
The BSP doep not support transformation of a BIR. This definition applies only when the BioAPI version
number in ue is2.1 or greater.

#define BioAPTERR INVALID ATTACH SESSION (0x000122)
The attached session is invalid. This definition applies only when the BioAPI version number in use is
2.1 or greater.

#define BioAPIERR COMPONENT ALREADY REGISTERED (0x000123)
The schema of the BSP or BFP is already present in the component registry. This definition applies only
when the version of BioAPI in use is 2.1 or greater.

#define BioAPTERR COMPONENT NOT REGISTERED (0x000124)
The schema of the BSP or BFP is not present in the component registry. This definition applies only
when the version of BioAPI in use is 2.1 or greater.

11.2.4 Component Management Error Codes

#define BioAPTERR COMPONENT FILE REF NOT FOUND (0x000201)
A reference to the file for the component being loaded cannot be found.
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#define BioAPTERR BSP_LOAD FATL (0x000202)
Framework was unable to successfully load the BSP.

#define BioAPTERR BSP_NOT LOADED (0x000203)
BSP for which an action was requested is not loaded.

#define BioAPTERR _UNIT NOT INSERTED (0x000204)
BioAPI Unit for which an action was requested is not in the inserted state.

#define BioAPTIERR INVALID UNIT ID (0x000205)
An invalid BioAPI Unit ID was requested.

#define BioAPIERR INVALID CATEGORY (0x000206)
An inlvalid category of BFP or BioAPI Unit was requested.

11.2.5 Database Error Values

#defife BioAPTERR INVALID DB HANDLE (0x000300)
Invaljd database handle.

#defile BioAPTERR UNABLE TO OPEN DATABASE (0x000301)
The gssociated BSP is unable to open the specified database.

#defile BioAPTERR DATABASE IS LOCKED (0x000362)
The database cannot be opened for the access requested because;it’is locked.

#defile BioAPTERR DATABASE DOES NOT EXIST (0%€90303)
The gpecified database does not exist.

#defile BioAPTERR DATABASE ALREADY EXTSTS (0x000304)
Creatle failed because the database already exists.

#defile BioAPIERR INVALID DATABASE NAME (0x000305)
Invaljd database name (UUID).

#defije BioAPTERR RECORD NOT FOUND (0x000306)
No rgcord exists with the requested key.

#defije BioAPTERR MARKER HANDLHE-IS INVALID (0x000307)
The gpecified marker handle isinvalid.

#defile BioAPTERR DATABASE., IS OPEN (0x000308)
The database is alreadyopen.

#defije BioAPTERR_INVALID ACCESS REQUEST (0x000309)
Unrefognized aceess type.

#defije BioABIBRR END OF DATABASE (0x00030a)
End qf database has been reached.

#defile\B{oAPIERR UNABLE TO CREATE DATABASE (0x00030b)
The associated BSP cannot create the database.

#define BioAPIERR UNABLE TO CLOSE DATABASE (0x00030c)
The associated BSP cannot close the database.

#define BioAPIERR UNABLE TO DELETE DATABASE (0x00030d)
The associated BSP cannot delete the database.

#define BioAPTERR DATABASE IS CORRUPT (0x00030e)
The specified database is corrupt.

11.2.6 Location Error Values

In various biometric technologies like fingerprint, face, iris, retina or others, biometric devices (sensor
units) have three dimensions from the user’s viewpoint. The error codes in this clause describe the
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errors that can be caused by improper placement of a user’s biometric feature on the biometric device
when attempting to capture their biometric sample. Figure 4 below shows an example of a fingerprint
sensor, which can be mounted vertically (Case a) or horizontally (Case b). When the placement of the
biometric feature is improper, error codes are required to provide appropriate user feedback. If the
sensor is placed vertically, the words ‘forward’ and ‘backward’ will be the expressions of intensity of
the contact or distance, and if placed horizontally, these words will be the expressions of lengthwise

distances.

If the BSP or BioAPI Unit generating the error code knows whether the biometric device is oriented
vertically or horizontally, it can then choose an error code that describes the user’s situation
appropriately. If it does not, then a more general error code has to be used.

NOTE These errors can be returned from BioAPI_CreateTemplate, BioAPI_Process, Bit)API_
ProcessWithjAuxBIR, BioAPI_VerifyMatch, and BioAPI_IdentifyMatch. The BSP controlled GUI in, the|other
biometric opgrations (BioAPI_Capture, BioAPI_Enroll, BioAPI_Verify, and BioAPI_Identify) will instruct the

user to captufe a correct sample.

All the positions are described from
the user’s viewpoint.

Crosswise Locations

= = =
-—— —-
Too Left Too Right Too Near or

Too Forward

Too High
1 R s
S Z | Biometric Sensor
g £
= £ [ - Fingerprint g
z & I - Face Recognition g
= U - Iris Recoginition iz
2 | l etc. o
= .
g- Distance
2 Crosswise

Too Low

=
Too Far or
Too Backward

All the positions are described from

Too Far or
Too High

suopedey) asimysuar

S 74

Too Near or
Too Low

Distance

the user’s viewpoint.
Crosswise Locations

T

Top Left Too Right
& Too Forward
&
E_ =
= f Crosswise
o

Biometric
Sensor

Distance

‘ sl
j Too Backward

Case a) A sensor placed vertically.

Case b) A sensor placed horizontally.

Figure 4 — Biometric Sample Locations (Example of a fingerprint sensor)

Biometric agplications€ah use these error codes for user feedback to obtain better samples regardless
of what kind| of biometric technology they are using, as long as it has three dimensions. The error fodes

are specified below:

If the BSP orlBigAPI Unit gpnm‘nfing the error code is not certain about the arientation of the senkor, it

can return generic error codes.

11.2.6.1 General location error codes

#define BioAPTERR LOCATION ERROR
A general location error.

#define BioAPTERR OUT OF FRAME
Invalid horizontal or vertical position.

#define BioAPIERR INVALID CROSSWISE POSITION
Invalid crosswise position.

#define BioAPTERR INVALID LENGTHWISE POSITION
Invalid lengthwise position.
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(0x000401)

(0x000402)

(0x000403)
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#define BioAPTERR INVALID DISTANCE (0x000404)
Invalid distance.
11.2.6.2 Specific location error codes

#define BioAPIERR LOCATION TOO RIGHT (0x000405)
The position was too far to the right.

#define BioAPTERR LOCATION TOO LEFT (0x000406)
The position was too far to the left.

#define BiOAPIERRﬁLOCATIONiTooiHIGH (0x000407)
The gosttiomrwastoo high.

#defife BioAPIERR LOCATION TOO LOW (0x000408)
The gosition was too low.

#defife BioAPIERR LOCATION TOO FAR (0x000409)
The gosition was too far away.

#defile BioAPTERR LOCATION TOO NEAR (0x00040a)
The position was too near (close).

#defije BioAPTERR LOCATION TOO FORWARD (0x00040Db)
The position was too far forward.

#defile BioAPTERR LOCATION TOO BACKWARD (0x00040c)
The position was too far backward.

11.2.[7 Quality Error Codes

#defile BioAPTERR QUALITY ERROR (0x000501)
Sample quality is too poor for the operation td.succeed.

NOTH Quality errors can be returned from any function which receives a BioAPI BIR input.

#defije BioAPTERR TOO EARLY (0x000502)
The Behavior of the subject was too €arly. This definition applies only when the BioAPI verjsion number
in use is 2.1 or greater.

#defife BioAPIERR TOO LATE (0x000503)
The Behavior of the subject was too late. This definition applies only when the BioAPI version number
in us¢ is 2.1 or greater:

#defije BioAPTERRATOO FAST (0x000504)
The hehavior, of<the subject was too fast. This definition applies only when the BioAPI version number
in use is 2.1 er-greater.

#defie [BYoAPTERR_TOO SLOW (0x000505)
The hehavior of the subject was too slow. This definition applies only when the BioAPI verision number
in use is 2.1 or greater.

#define BioAPTERR _TOO_ LONG (0x000506)
The captured data was too long. This definition applies only when the BioAPI version number in use is
2.1 or greater.

#define BioAPIERR TOO_ SHORT (0x000507)
The captured data was too short. This definition applies only when the BioAPI version number in use is
2.1 or greater.

#define BioAPIERR TOO LARGE (0x000508)
The captured data was too large. This definition applies only when the BioAPI version number in use is
2.1 or greater.

#define BioAPIERR TOO SMALL (0x000509)
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The captured data was too small. This definition applies only when the BioAPI version number in use is
2.1 or greater.

11.2.8 Security Error Codes (BioAPI 2.2)

#define

BioAPIERR SECURITY PROFILE NOT SET

(0x000601)

The parameter of the type BioAPI_SECURITY_PROFILE is NULL when BioAPI_BSPAttachSecure (BioAPI
2.2 or greater) is called.

#define BioAPIERR SECURITY ENCRYPTION ALG NOT SUPPORTED  (0x000610)
The specified encryption algorithm is not supported.

#define BidAPTERR SECURITY ENCRYPTION ALG NOT SET (0x000611)
The encryptjon algorithm is not set though encryption is specified.

#define BigAPTIERR SECURITY ENCKEY NOT SET (0x000612)
The encryptjon key is not set though the encryption is specified.

#define BigAPTIERR SECURITY MAC ALG NOT SUPPORTED (0x000620)
The specifiefl MAC algorithm is not supported.

#define BigAPTERR SECURITY MAC ALG NOT SET (0x000622)
The MAC key is not set though the MAC is specified.

#define BigAPTERR SECURITY MACKEY NOT SET (0x80D622)
The MAC algorithm is not set though MAC is specified.

#define BigAPTERR SECURITY DIGITAL SIGNATURE ALG NOT SPREORTED (0x000640)
The specifiefl digital signature algorithm is not supported.

#define BigAPTERR SECURITY DIGITAL SIGNATURE ALG HOT SET (0x000641)
The digital sjgnature algorithm is not set though digital signature is specified.
#define BidAPTERR SECURITY CHALLENGE NOT SET (0x000701)

The params
requested w|

#define Big

ter Challenge is NULL or * Challenge is not set though ACBio instance generation is

hen BioAPI_BSPAttachSecure (BioAPI 2.2 or greater) is called.

APTERR SECURITY BPUIOINDEX NOT SET (0x000702)

The parame

er InitialBPUIOIndexOutpubis NULL though ACBio instance generation is requested

BioAPI_BSPAttachSecure (BioAPI 2(2)or greater) is called.

#define Bi

The parameter SupremumBPUIOIndexOutput is NULL though ACBio instance generation is requ|

PIERR SECURITY SUPREMUM BPUIOINDEX NOT SET (0x000704)

when BioAP]_BSPAttachSecure (BioAPI 2.2 or greater) is called.

#define Bi
The specifie

#define Bi
The MAC al

PIERR SEQURITY MAC ALG ACBIO NOT SUPPORTED (0x000720)
MAC algorithm for ACBio generation is not supported.

PEIBRR SECURITY MAC ALG ACBIO NOT SET (0x000721)
rithm for ACBio generation is not set though MAC for ACBio generation is specified.

when

ested

#define Bio

APIERR_SECURITY MACKEY ACBIO NOT SET (0x000722)

The MAC key for ACBio generation is not set though the MAC for ACBio generation is specified.

#define BioAPIERR SECURITY DIGITAL SIGNATURE ALG ACBIO NOT SUPPORTED  (0x000740)
The specified digital signature algorithm for ACBio generation is not supported.
#define BioAPIERR SECURITY DIGITAL SIGNATURE ALG ACBIO NOT SET  (0x000741)

The digital signature algorithm for ACBio generation is not set though digital signature for ACBio
generation is specified.

#define BioAPIERR SECURITY HASH ALG ACBIO NOT SUPPORTED (0x000780)
The specified hash algorithm is not supported.
#define BioAPTIERR SECURITY HASH ALG ACBIO NOT SET (0x000781)

The hash algorithm is not set though ACBio generation is specified.
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#define BioAPIERR SECURITY ENCRYPTION FAILURE (0x000614)
The encryption is failure.

#define BioAPIERR SECURITY DECRYPTION FATILURE (0x000618)
The decryption is failure.

#define BioAPIERR_SECURITY MAC GENERATION FATLURE (0x000624)
The MAC generation is failure.

#define BioAPIERR SECURITY MAC VERIFICATION FAILURE (0x000628)
The MAC verification is failure.

#define BioAPIERR SECURITY DIGITAL SIGNATURE GENERATION FAILURE (0x000644)
The digital signature generation is failure.

#defile BioAPIERR SECURITY DIGITAL SIGNATURE VERIFICATION FAILURE (0x000648)
The digital signature verification is failure.
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Annex A
(normative)

Conformance

A.1 General

A.1.1 Confprmance to this document falls into the following five classes:

BioAPI donformant biometric application;
BioAPI 4.0 conformant BioAPI framework;
BioAPI 4.1 conformant BioAPI framework;
BioAPI 4.2 conformant BioAPI framework;

BioAPI 4.0 conformant BSP, comprising one of the following subclasses:

BioAPI 3.1 conformant BSP, comprisingene of the following subclasses:

BioAPI 4.2 conformant BSP, comprising one of the following subclasses:

BioAPI 2.0 conformant Verification BSP;
BioAPI 2.0 conformant Identification BSP;
BioAPI 2.0 conformant Capture BSP;
BioAPI 2.0 conformant Verification Engine;

BioAPI 2.0 conformant Identification Engiile;

BioAPI 2.1 conformant Verification BSP;
BioAPI 2.1 conformant Identification BSP;
BioAPI 2.1 conformant\Capture BSP;
BioAPI 2.1 conformant Verification Engine;

BioAPI 2.1 conformant Identification Engine;

Bio APF2-2conformant Verifiecation BSH;
BioAPI 2.2 conformant Identification BSP;
BioAPI 2.2 conformant Capture BSP;
BioAPI 2.2 conformant Verification Engine;

BioAPI 2.2 conformant Identification Engine.

A.1.2 Conformance requirements for biometric applications, BioAPI Frameworks, and for BSPs are
defined in clauses A.2, A.3, and A.4, respectively.

NOT

E

Conformance of BFPs is not addressed in this document, but is specified in subsequent parts of the

ISO/IEC 19784 series. Interfaces to BioAPI Units are not standardized.
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A.2 BioAPI Conformant Biometric Application

A.2.1 To claim compliance to the BioAPI specification, a biometric application shall, for each BioAPI
function call utilized, invoke that operation consistently with this specification. That is, all input
parameters shall be present and valid. The application shall accept all valid output parameters and
return values.

A.2.2 There is no minimum set of functions that are required to be called. However, the biometric
application shall conform to the call dependencies identified for the functions.

A.3 |BioAPI Conformant Framework

NOTH This sub-clause is not applicable in a framework-free system.

A.3.1] The BioAPI Framework component is the middleware infrastructure between BioAP| conformant
applitations and BSPs. It serves the following general purposes:

a) HBSP loading/attaching;
b) BSP and BFP management;
c) domponent registry maintenance and management;

d) flnction call pass-through/API-SPI translation;
e)

=

andling of event notifications from BSPs, and{sending those event notifications [to (possibly
ultiple) event handlers in applications thathave loaded that BSP;

=

f) supporting API calls related to the installation or de-installation of BioAPI compg¢nents, with
propriate update of the component registry;

g) supporting queries from a BSP abotitinstalled BFPs.

A.3.2 To claim conformance to the BioAPI specification (version 2.0, version 2.1, or version 2.2), a
BioAPI Framework shall:

a) pgrovide componentmanagement functions as specified in clause 8.1;

b) drovide componénttregistry services in accordance with Clause 10;

c) perform translation of API functions specified in Clause 8 into the corresponding SPI functions
specifiedin Clause 9;

d) nform to the data structures as defined in Clause 7 and the error codes as defined|in Clause 11
héewimplementing a) through c), above;

e) handle event notifications and callbacks as defined in clauses 7.38, 8.3, and 9.2.

A.3.3 A conformant BioAPI 2.0 Framework is required to support all the mandatory and optional
provisions of this document, except the subclauses and definitions that are specified as applying to
version 2.1 or greater.

A.3.4 A conformant BioAPI 2.1 Framework is required to support all the mandatory and optional
provisions of this document, except the subclauses and definitions that are specified as applying to
version 2.0, version 2.2, or greater.
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A.3.5 A conformant BioAPI 2.2 Framework is required to support all the mandatory and optional
provisions of this document, except the subclauses and definitions that are specified as applying to

version 2.0 or version 2.1.

A.3.6 No subsets of conformant Framework functions are defined.

A.4 BioAPI Conformant BSPs

To claim conformance to the BioAPI specification (version 2.0, version 2.1, or version 2.2), BSPs shall
implement mandatory functions for their conformance sub-class, as defined below, in accordance with

the SPI defin
clause A.1.1.

BSPs that ¢
identified in

BioAPI 2.0 ¢
required to
conformancg
2.1 or greatd

BioAPI 2.1 @
required to
conformancg
2.0, version

BioAPI 2.2 d
required to
conformance

ed In Llause Y. bSFs Claim conrormance to one oI the conformance sub-classes specirt

aim conformance only for framework-free operation need not support,the” func
earlier text as not being required for framework-free operation.

onformant BSPs (of any conformance subclass, including frameworK-free operatior
support all the mandatory provisions of this International Standard according to
e subclass, except the subclauses and definitions that are specified as applying to ve

=

onformant BSPs (of any conformance subclass, includingAframework-free operatior
support all the mandatory provisions of this International Standard according to
e subclass, except the subclauses and definitions that ‘are specified as applying to ve
.2, or greater.

onformant BSPs (of any conformance subclass, including framework-free operatior
support all the mandatory provisions of this International Standard according to
e subclass, except the subclauses and definitions that are specified as applying to ve

2.0 or version 2.1 only.

BSPs shall ag
are not requ
shall be imj
required for
required.

The BSP ins
perform the

BSPs shall p

NOTE Th
multiple systg

cept all valid input parameters andreturn valid outputs. Optional capabilities and re
red to claim conformance; but any optional functions or parameters that are implem
plemented in accordance with the specification requirements, including function
framework-free operatien{.but actually implemented. Additional parameters shall 1

tallation process (not applicable for a BSP designed for framework-free operation)
population of all required component registry entries.

ssess a valid-and unique UUID that is associated with a specific BSP product and vers

ed in

tions

1) are
their
rsion

1) are
their
rsion

1) are
their
rsion

turns
bnted
S not
ot be

shall

ion.

e UUID\may be self-generated (see ISOIEC 9834-8) and should (but need not) be the safe on
ms where the same BSP product/version is installed.

BIRs generat

BIRs). BSPs shall only return BIOAPI BIR data contammg a reglstered FormatOwner with an assoc1ated
valid FormatType (see clause 7.9 and Annex B).

BSPs shall perform error handling as defined in Clause 11.

All BSPs claiming to support a full BioAPI system shall support basic Component Management (clause
9.3.1), Handle (clause 9.3.2), Event (9.3.3.1) and Utility (clause 9.3.7) operations (BSP's claiming only
to support use in a framework-free system need not support any of these operations). Callback (clause
9.3.3.2), Database (clause 9.3.5), and BioAPI Unit (clause 9.3.6) operations are optional.

The following table is a summary of BSP conformance requirements by subclass of BSP. Details are
provided in the following sub-clauses. Clause A.4.6 addressed conformance with respect to optional
capabilities.
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Table A.1 — BSP Conformance Sub-Classes

Function Verifica- Identifica- Capture |Verification| Identifica-
tion BSP tion BSP BSP Engine tion Engine
Component Management Functions
(BSPs claiming only conformance
for use in a framework-free system)
BioSPI_BSPLoad X X X X X
BioSPI_BSPUnload X X X X X
BioSPI_BSPAttach X X X X X
BioSKI_BSPAttachSecure (BioAPI 2.2)
BioSII_BSPDetach X X X X X
BioSPI_QueryUnits X X X
BioSKI_QueryBFPs
BioSPI_ControlUnit
BioSKI_Control (BioAPI 2.1)
BioSPI_Transform (BioAPI 2.1)
Handle Functions
(A BSP claiming only conformance
for use in a framework-free system
need not implement handle func-
tiong, provided it never returns
a handle (recommended). If it
returns a handle, then these func-
tionq shall be supported.)
BioSPI_FreeBIRHandle X X X X X
BioSIPI_GetBIRFromHandle X X X X X
BioSPI_GetHeaderFromHandle X X X X X
Callhack and Event Functions
(Nonje are required for a BSP.
clailrling only conformance for use
in a framework-free/system)
BioSPI_EnableEvents X X X X X
BioSPI_SetGUICallbacks (BioAPI 2.0)
BioSFI_SubscribeToGUIEvents (Bio-
API 2.1)
BioSPINUnsubscribeFromGUIEvents
(BioAPI 2.1)
Biometric Functions
BioSPI_Capture X
BioSPI_CreateTemplate X X
BioSPI_Process X X
BioSPI_ProcessWithAuxBIR
BioSPI_ProcessUsingAuxBIRs (Bio-
AP12.2)
BioSPI_VerifyMatch X X
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Table A.1 (continued)
Function Verifica- Identifica- Capture |Verification| Identifica-
tion BSP tion BSP BSP Engine tion Engine

BioSPI_VerifyMatchUsingAuxBIRs
(BioAPI 2.2)

BioSPI_IdentifyMatch X
BioSPI_Decide (BioAPI 2.2)
BioSPI_Fuse (BioAPI 2.2)

BioSPI_Enroll X X
BioSPI_Verify X
BioSPI_ldent]fy X N\Y
BioSPI_Import A
BioSPI_PresgtldentifyPopulation N

=
P

Database Functions r\U~> )
BioSPI_DbOen L O
BioSPI_DbCldse RN
BioSPI_DbCrfate &
BioSPI_DbDefete N
BioSPI_DbSefMarker & -
BioSPI_DbFr¢eMarker O\) )
BioSPI_DbSt¢reBIR N
BioSPI_DbGe}BIR i\
BioSPI_DbGe}NextBIR K
BioSPI_DbDefeteBIR A

-

BioAPI Unit Functions xO

(None are r¢quired for a BSP N
claiming only conformance for use C)
in a framewprk-free system) N

BioSPI_SetPqwerMode (\S\
BioSPI_SetInficatorStatus C)V
BioSPI_GetInMicatorStatus "
BioSPI_CalibfateSensgry"

s
N\ 4

Utility Functi

(None are required for a BSP
claiming only conformance for use
in a framework-free system)

BioSPI_Cancel X X X X X
BioSPI_Free X X X X X
GUI events

GUI select events (BioAPI 2.1)
GUI state events (BioAPI 2.1)
GUI progress events (BioAPI 2.1)
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Verification BSPs are those which are capable of performing 1:1 matching (or authentication), but not
1:N identification matching.

NOTE

1:few (one-to-few) matching may be supported as a series of 1:1 calls.

A BioAPI conformant Verification BSP shall support the following biometric functions:

— BioSPI Verify;

BioSPI_Enroll.

A4.1

supp
the c

NOTE

L1 BioSPI Verify. Only the nearest, better supported MaxFMRRequested is. req
brted; however, the BSP shall return that supported value (FMRAchieved). (The BSP she
mponent registry whether it implements coarse scoring.)

See clause C.4 for an explanation of use of FMR for scoring and thresholding.

Acceptance and use of Subtype is optional.

Retus
suffig
the c

Retul

All B
capty

If Big
accon
BioA

A.4.1
be ac
a Bio

n of Payload is required only if one is associated with the inputReferenceTemplate an
iently exceeds the FMRAchieved (the BSP shall post minimim'FMR required to retur
mponent registry).

n of AdaptedBIR is optional. Return of raw data (AuditPata) is optional.

S5Ps shall provide any necessary user interface{fas’a default user interface) associa
re portion of the Verify operation. Support forapplication control of a GUI is optional

SPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations §
ding to the value set in the member 6fthe parameter SecurityProfileList, correspo
Pl Unit which executes this function, 6f*BioSPI_BSPAttachSecure (BioAPI 2.2 or great

L2 BioSPI_Enroll. The Purposéwalue BioAPI_PURPOSE_ENROLL_FOR_VERIFICATIO]
Cepted. If a different purposealue is requested but not supported, an error condition s
API_RETURN.

Acceptance of Payload is eptional (i.e., if a payload is provided, it doesn’t have to be accept

does

hot support payloadicarry).

Acce

If a

tance and use of Subtype is optional.

SP suppefts more than one output BIR data format (as indicated in the BSP sc

componentregistry) it shall accept the input OutputFormat and return the NewTemplate in

Use

uired to be
1l indicate in

] if the score
n payload in

ted with the

hall be done
nding to the
er).

N_ONLY shall
hall be set as

ed if the BSP

hema in the
that format.

Fional.

the input ReferenceTemplate, when provided, to create the output NewTemplate is op

Return of raw data (AuditData) is optional.

All BSPs shall provide any necessary user interface (as a default user interface) associated with the
capture portion of the Enroll operation. Support for application control of a GUI is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).
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A.4.2 BioAPI Conformant Identification BSPs

Identification BSPs are those which are capable of performing both 1:N identification matching as well
as 1:1 matching (or verification). A BioAPI conformant Identification BSP shall support the following
biometric functions:

— BioSPI Verify;

— BioSPI_Identify;

BioSPI_Enroll.

A.4.2.1 BigSPI Verify. Only the nearest, better supported MaxFMRRequested must be supp:l)rted;
however, thel BSP shall return that supported value (FMRAchieved). (The BSP shall indicate in eemp
registry whetther it implements coarse scoring.)

NOTE

Sep clause C.4 for an explanation of use of FMR for scoring and thresholding.

Acceptance gnd use of Subtype is optional.

Return of P
sufficiently ¢
the componsg

Return of Ad

As a default,
However, su

load is required only if one is associated with the input Referencelemplate and if the
bxceeds the FMRAchieved (the BSP shall post minimum FMR required to return paylc
nt registry).

aptedBIR is optional. Return of raw data (AuditData) is.dptional.

all BSPs shall provide any GUI associated with the capture portion of the Verify oper
bport for application control of the GUI is optionad.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has‘been called, security operations shall be

according td
BioAPI Unit

A.4.2.2 Bic
Return of m4
as next near

the value set in the member of the parameter SecurityProfileList, corresponding t
which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

SPI_Identify. Only the nearest, better supported MaxFMRRequested must be supp
tching Candidates is required; hewever, the BSP may return values for the FMRAchievec
pst step/increment. (The BSP-shall indicate in component registry whether it impler

coarse scoring.)

NOTE Se
Acceptance {
Support of b
Return of ra

As a default,

e clause C.4 for an explanation of the use of FMR for scoring and thresholding.
ind use of Subtypeis optional.
nning is optional.

v data-(4uditData) is optional.

bnent

score

ad in

htion.

done
o the

brted.
/ field
nents

ation.

nlMBSPs shall provide any GUI associated with the capture portion of the Identify oper

However, su

—r 1 ) . 1 orry - 4 1
PPOI'L 101 APPHCAUOIT COMIMLIO1 O tIIE GUT 1S OpPUUIIdl.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.2.3 BioSPI Enroll.

Only the Purpose values BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_

ENROLL_FOR_VERIFICATION_ONLY, and BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY must
be accepted. If another purpose is set but not supported, an error condition shall be set as a BioAPI_
RETURN. Acceptance of Payload is optional.

Acceptance and use of Subtype is optional.
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If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the NewTemplate in that format.

Use of the input ReferenceTemplate, when provided, to create the output NewTemplate is optional.
Return of raw data (AuditData) is optional.

As a default, all BSPs shall provide any GUI associated with the capture portion of the Enroll operation.
However, support for application control of the GUI is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greatlr).

A.4.3 BioAPI Conformant Capture BSPs

BioAPI Capture BSPs are BSPs which provide an interface to one or more biomeétric sensotrfs and return
intermediate BIRs that can then be used by other BSPs (such as a BioAPI Biemetric Enging, see clauses
A.4.4{and A.4.5). This type of BSP does not provide the capability to process or matcﬂ: the data it
captyres. A BioAPI conformant Capture BSP shall support the following biometric functions:

— RioSPI_Capture.

A.4.3l1 BioSPI Capture. Return of raw data (AuditData) is eptional.

Acceltance and use of Subtype is optional.

If a BSP supports more than one output BIR data‘format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the CapturedBIR in that format.

As a fefault, all BSPs shall provide any GUL:associated with the BioSPI_Capture operatipn. However,
supp¢rt for application control of the GUI is\optional.

A.4.4 BioAPI Conformant Verification Engines

BioAPI Conformant Verification~Engines are BSPs which contain the biometric proces$ing and 1:1
matching algorithms, but do notperform the biometric capture. These are typically used inl conjunction
with pnother BSP which handle the capture operation (either a Capture or full BSP). A BioA|PI compliant
biomegtric engine shall support the following biometric functions:

— BioSPI_CreateTemplate;
— BRioSPI_Pracess;

— RioSPEVerifyMatch.

A.4. 41 "BioSPI CreateTemplate. Only the Purpose value BRioAPI PURPOSE_ENROLL_FOR_
VERIFICATION_ONLY must be accepted. If another purpose is set but not supported, an error condition
shall be set as a BioAPI_RETURN.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the NewTemplate in that format.

Acceptance of Payload is optional. Template update (through ReferenceTemplate input) is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).
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A.4.4.2 BioSPI_Process. Only input CapturedBIRs with the Purpose value of BioAPI_PURPOSE_VERIFY
must be accepted. If another purpose value is specified, an error condition shall be set as a BioAPI_RETURN.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the ProcessedBIR in that format.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.4.3 BioSPI VerifyMatch. Only input BIRs (ProcessedBIR) with a Purpose value of BioAPI_PURPOSE_

VERIFY, and
PURPOSE_E]
condition sh

Only the ne|
return that
implements

NOTE Se

(Refererce fermptute)witha Purpose vatue of either BioAPT-PORPOSE_ENROEEor Bi
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upported value (FMRAchieved). (The BSP shall indicate in component registry whet
Coarse scoring.)

e clause C.4 for an explanation of the use of FMR for scoring and threshélding.

Return of P
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DAPI_
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her it
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is better than the FMRAchieved (the BSP shall post minimum FMR régirired to return payload in the

component ifegistry).

Return of AdaptedBIR is optional.
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Engine, with
value of B
accepta Cap
following re

BioSPI_|

A.4.5.1 Bio¢SPI_IdentifyMatch

Only the n{
Candidates i

AttachSecure (BioAPI 2.2 or greater) has beencalled, security operations shall be
the value set in the member of the parameter SecurityProfileList, corresponding t
which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A\PI Conformant Identification Exngines

the exception that BioSPI_CreateTemplate shall also accept a CapturedBIR with a Py
oAPI_PURPOSE_ENROLL-EOR_IDENTIFICATION_ONLY and BioSPI Process shall
turedBIR with a Purposé value of BioAPI_PURPOSE_IDENTIFY as'well as the addition
juired function:

dentifyMatch.

parest;—better supported MaxFMRRequested must be supported. Return of mat
required; however, the BSP may return values for the FMRAchieved field as next ne

done
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ation
rpose

also
bf the

ching
arest

step/increm

ent(The BSP shall indicate in component registry whether it implements coarse scor

ing.)

NOTE

See clause C.4 for an explanation of the use of FMR for scoring and thresholding.

Support of binning is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6 Optional Capabilities

The following capabilities are considered optional in terms of BSP support and compliance. Note that:

176

If implemented, optional capabilities shall conform to specification definitions.
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BSPs are required to post (at installation) to the component registry (via the OptionsMask element

of the BSPSchema within the BioAPI_Util_InstallBSP registry function, see clause 10.2.1) whether
or not each option is supported.

NOTE

This is not applicable for BSPs designed for framework-free systems.

options are not supported.

A.4.6.1 Optional Functions

BSP documentation shall include a table that identifies which options are supported and which

A.4.61.T Primitive Functions

Althdugh optional, it is highly recommended that, if supported by the underlying)tec
following primitive functions are supported in in all BSPs.

A.4.61.1.1 BioSPI Capture. If this function is supported, Verification BSPS need onlj
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SP supports more than one output BIR data’ format (as indicated in the BSP sc
onent registry) it shall accept the input OutputFormat and return the CapturedBIR in {

n of raw data (AuditData) is optional.

default, BSPs shall provide any.GUI associated with the BioSPI_Capture operatid
prt for application control of the GUI is optional.

SPI_BSPAttachSecure (BidAPI 2.2 or greater) has been called, security operations §
ding to the value set ifi_ the member of the parameter SecurityProfileList, correspo
Pl Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or great

11.1.2 BioSPI(CreateTemplate. If this function is supported, Verification BSPs need
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Acceptance of Payload is optional. Template update (through ReferenceTemplate input) is optional.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the NewTemplate in that format.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).
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A.4.6.1.1.3 BioSPI Process. If this function is supported, Verification BSPs need only accept input
CapturedBIRs with the Purpose value of BioAPI_PURPOSE_VERIFY. If another purpose value is specified
and not supported, an error condition shall be set as a BioAPI_RETURN.

If this function is supported, Identification BSPs shall accept input CapturedBIRs with the Purpose value
of either BioAPI_PURPOSE_VERIFY or BioAPI_PURPOSE_IDENTIFY, even if there is no difference in the
content or format of the returned data.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the
component registry) it shall accept the input OutputFormat and return the ProcessedBIR in that format.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done

according td
BioAPI Unit
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e is specified and not supported, an error condition shall be set as a BloAPI_RETURN.

jon is supported,ldentification BSPs shall accept input CapturedBIRs with the Pu

o the

brted,

BSPs need only accept input CapturedBIRs with the Purpose value of (BioAPI_PURROSE_
VERIFY. If another purpose value is specified and not supported, an error condition shall be se

[ AS a

value
n the

t (or
n the

mat.

done
o the

BSPs
other

Fpose

er BioAPI_PURPOSE_VERIFY or BioAPI_ PURPOSE_IDENTIFY, even if there is no diffe
1t or format ofithe returned data.

value of eith rence

in the contet

Fting this)function will include in their documentation the format and conterjt (or

the seurce) of the AuxiliaryData which it accepts as input.

BSPs suppo
alternatively

n the
rmat.

If a BSP Supports more than one output BIR data format (as indicated in the BSP schema i
component registryJ it shall accept the input OutputFormat and return the ProcessedBIR In that fo

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6.1.1.6 BioSPI VerifyMatch. If this function is supported, only input BIRs (ProcessedBIR) with
a Purpose value of BioAPI_PURPOSE_VERIFY and ReferenceTemplates with a purpose value of either
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BioAPI_PURPOSE_ENROLL or BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY must be accepted.
If another purpose is set and not supported, an error condition shall be set as a BlioAPI_RETURN.

Only the nearest, better supported MaxFMRRequested must be supported; however, the BSP shall
return that supported value (FMRAchieved). (The BSP shall indicate in component registry whether it

implements coarse scoring.)
NOTE See clause C.4 for an explanation of the use of FMR for scoring and thresholding.

Return of Payload is required only if one is associated with the input ReferenceTemplate and if the score
is better than the FMRAchieved (the BSP shall post minimum FMR required to return payload in the

component registry).

Retul

If Bid
accor
BioA

A4.6
BIRs
a pur
ONLY|
BioAl

Only
retun
implg

NOTE

Retul
is betf
comp

If Big
accon
BioAl

A.4.6
Purp
not sy

Only
Cand

n of AdaptedBIR is optional.

SPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations ghall be done
ding to the value set in the member of the parameter SecurityProfileList,/corresponding to the
Pl Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPL2.2 or greater).

11.1.7 BioSPI_VerifyMatchUsingAuxBIRs (BioAPI2.2). If this function is supported, only input

(ProcessedBIR) with a Purpose value of BioAPI_PURPOSE_VERIEY and ReferenceTe
pose value of either BioAPI_PURPOSE_ENROLL or BioAPI_PURROSE_ENROLL_FOR_VE

must be accepted. If another purpose is set and not supported, an error condition sh
PI_RETURN.

the nearest, better supported MaxFMRRequested<¥must be supported; however, t
n that supported value (FMRAchieved). (The BSP shall indicate in component registr
ments coarse scoring.)

See clause C.4 for an explanation of the use of FMR for scoring and thresholding.

n of Payload is required only if one is@ssociated with the input ReferenceTemplate an
ter than the FMRAchieved (the BSPsshall post minimum FMR required to return p3
onent.

SPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations §
ding to the value set in-theé member of the parameter SecurityProfileList, correspo
Pl Unit which executes.this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or great

11.1.8 BioSPI_IdentifyMatch. If this function is supported, only input BIRs (Processe
se value of BioAPI_PURPOSE_IDENTIFY must be accepted. If another purpose value is ¢
ipported, airerror condition shall be set as a BioAPI_RETURN.

the nearest, better supported MaxFMRRequested must be supported. Return
datés is required; however, the BSP may return values for the FMRAchieved field as

step

plates with
RIFICATION _
11l be setas a

he BSP shall
y whether it

d if the score
\yload in the

hall be done
nding to the
er).

dBIR) with a
pecified and

of matching
next nearest

inctement. (The BSP shall indicate in component registry whether it implements coar

se scoring.)

NOTE

See clause C.4 for and explanation of use of FMR for scoring and thresholding.

Support of binning is optional.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).
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A.4.6.1.1.9 BioSPI Decide (BioAPI2.2). If this function is supported, only score BIR produced by a call
to BioAPI_VerifyMatchUsingAuxBIRs or BioAPI_Fuse shall be accepted. If another BIR is set, an error
condition shall be set as a BioAPI_RETURN.

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be done
according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6.1.1.10 BioSPI_Fuse (BioAPI2.2). If this function is supported, only input BIRs of the same type
(processed, score, or decision BIRs) shall be accepted. If BIRs of different types are set, an error condition

shall be set as a BioAPI_RETURN.

If BioSPI_BSIPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall. bé

according td
BioAPI Unit

A.4.6.1.2 T
database. If

maintain it. All provided database functions shall conform to the definitions.

A.4.6.1.3 H
shall so refle|

Verification
ENROLL' on

the value set in the member of the parameter SecurityProfileList, corresponding {
which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

atabase operations. BSPs are not required to provide an internal (or/BSP-controlled
bne is provided, however, ALL database functions shall be provided,inJorder to acces

ioSPI_Import. This function, as a whole, is optional. If it is proyided, the component re
ct, and it shall be implemented as defined.

BSPs are only required to process imported data if thespurpose value is BioAPI_PURE
BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY. Identification BSPs are

required to

Ifa BSP sup

registry) it shall accept the input OutputFormat and return the ConstructedBIR in that format.

If BioSPI_B.
according td
BioAPI Unit

A4.6.14 K
componen r¢

Verification
ENROLL o}
required to

If a BSP su
component 1

|

rocess imported data if the purpose value with‘any Enroll purpose value.

rts more than one output BIR data format (asinhdicated in the BSP schema in the comp

AttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be
the value set in the member of tli€e parameter SecurityProfileList, corresponding t
which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

ioSPI_Export (BioAPI22):-This function, as a whole, is optional. If it is providec
gistry shall so reflect, and it shall be implemented as defined.

BSPs are only requited to process the input BIR if the purpose value is BioAPI_PURE
BioAPI_PURPQSE_ENROLL_FOR_VERIFICATION_ONLY.Identification BSPs are
rocess the input BIR if the purpose value with any Enroll purpose value.

ports more than one output BIR data format (as indicated in the BSP schema i
egistryit shall accept the input OutputBDBFormat and return the BIR in that format

If BioSPI_BSPAttachSecure (BioAPI 2.2 or greater) has been called, security operations shall be

done
o the

) BIR
s and

bistry

OSE_
only

bnent

done
o the

|, the

OSE_
only

n the

done

according to the value set in the member of the parameter SecurityProfileList, corresponding to the
BioAPI Unit which executes this function, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

A.4.6.1.5 BioSPI_PresetldentifyPopulation. This function, as a whole, is optional. If it is provided, the
component registry shall so reflect, and it shall be implemented as defined.

A.4.6.1.6 SPI BioAPI Unit operations. All BioAPI Unit operations, as a whole, are optional. If any are
provided, the component registry shall so reflect, and each function shall be implemented as defined.
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A.4.6.2 Optional Subfunctions
The following table identifies optional capabilities, each of which the BSP shall declare as being

supported or not supported (in the options mask within the BSP Schema in the component registry and
in the BSP documentation).

Table A.2 — Optional Subfunctions

Capability Supported Not Supported

Return of raw/audit data

Return of quality

Application-controlled GUI
GUI streaming callbacks (BioAPI 2.0)

Generation of GUI progress events dur-
ing capture suboperations (BioAPI 2.1)

Generation of GUI progress events
during identify match suboperations
(BioAPI 2.1)

Detection of source presence

Payload

Digital signature of BIR
MAC generation of BIR
Encryption of BDB

ACBio generation

Template update

Adaptation

Binning

Self-contained device
Match-on-Card
Subtype to capture
Sensor BFPs

Archive BEPs
Matching BFPs
Processing BFPs

€oarse scoring

A.4.6.2.1 “Return of raw data. Functions involving the capture of biometric data from 4 sensor may
optiopally support the return of thlS raw data for purposes of dlsplay or audlt If supportei the output
pararpete ata J ] etufrn a value of
BioAPI UNSUPPORTED BIR HANDLE

A.4.6.2.2 Return of quality. Upon the new capture of biometric data from a sensor, the BSP may
calculate a relative quality value associated with this data, which it will include in the header of the
returned CapturedBIR (and the optional AuditData). If supported, this header field will be filled with a
positive value between ‘1’ and ‘100". If not supported, this field will be set to ‘~2". This would occur during
BioSPI_Capture and BioSPI_Enroll.

Similarly, when a BIR is processed, another quality calculation may be performed and the quality
value included in the header of the ProcessedBIR (and the optional AdaptedBIR). This would occur
during BioSPI_CreateTemplate, BioSPI_Process, BioSPI_ProcessWithAuxBIR, BioSPI_Verify, BioSPI_
VerifyMatch, BioSPI_Enroll, and BioSPI_Import (ConstructedBIR) operations.
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The BSP shall post to the component registry (OptionsMask) whether or not it supports the calculation
of quality measurements for each type of BIR - raw, intermediate, and processed.

NOTE Se

e clause 7.73 for additional information regarding use of quality data.

A.4.6.2.3 Application-controlled GUI. The BSP supports the necessary callbacks to allow the

application t

NOTE 1

o control the “look-and-feel” of the GUI.

This is not applicable for BSPs designed for framework-free systems.

All BioAPI conformant BSPs shall provide, as a default, the capability to display user interface

information

capture opel

Optionally, t
BioSPI_Set(

If applicatio
voice and fa
GuiStreaming

All BSPs sha

NOTE2 Se

A4.6.2.4 G
streaming cg

NOTE Th

A4.6.25 [

supports the
NOTE1 Th

NOTE2 Aq
a fingerprint

(assuming such a3 disnlav is nresent and reaguired by the biometric technaloay) d
T =] b ' T Y 5)7

ations. All BSP supplied GUIs shall include an operator abort/cancel mechanism.

he BSP may also support application-controlled GUI. In this case, the BSP shall'$iippo
UICallbacks function.

h-controlled GUI is supported, the BSP may additionally provide streaming data (e.
Ce recognition). If streaming data is provided, the BSP shall support ‘the input param
yCallback and GuiStreamingCallbackCtx.

] post to the component registry what GUI functions/options.it'sGpports.

e clause C.8 for additional information regarding user interface considerations.

Ul streaming callbacks. The BSP provides GUL-Streaming data, and supports th
llback.

is is not applicable for BSPs designed for framewoypk-free systems.

etection of source presence. The BSP‘can detect when there are samples available
source present event.

is is not applicable for BSPs designed for framework-free systems.

example of ‘samples available’would be when a finger has made physical contact with the plg
bcanning sensor.

A4.6.2.6
template is

ayload carry. Some-BSPs may optionally support the storage of a ‘payload’ when a refe
eated, and the subsequent release of that payload upon successful verification. The co

of the paylodd is unrestrigted, but may include secrets such as PINs or private keys associated wift
user whose biometric data'is contained within the BIR. Payload data is provided during a BioSPI_H
or BioSPI_CreateTeniplate operation and is released as a result of a BioSPI_Verify or BioSPI_VerifyMatch

operation.

supported, BSPs shall post to the component registry the maximum payload size

accommodate. A\maximum size of ‘0’ indicates payload carry is not supported. If input payloads e
this size, an ¢rror shall be generated. If payload carry is not supported, the output Payload is set to ]

ring

rt the

5., for
eters

. GUI

, and

ten of

rence
ntent
h the
‘nroll

t can
kceed

NULL.

NOTE

See clause C.5 for additional information on payloads.

A.4.6.2.7 Security features. The BioAPI supports but does not require the implementation of security
features. Security operations shall be done according to the value set in the member of the parameter
SecurityProfileList, corresponding to the BioAPI Unit, of BioSPI_BSPAttachSecure (BioAPI 2.2 or greater).

The following features are optionally supported:

Encryption of BDB;

Digital signature of BIR (the concatenation of SBH and BDB to be exact);

MAC generation of BIR (the concatenation of SBH and BDB to be exact);
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— ACBio generation.

NOTE Key management associated with this capability is addressed by this API but the detail of key
management is not described in this document. For details of key management, see RFC 3852.

A.4.6.2.8 Template update. The CreateTemplate and Enroll functions may be provided by the
application with a previously enrolled template (ReferenceTemplate) for update (i.e., the BSP may use
this template along with the newly captured sample to create the NewTemplate). The BSP shall in all
cases return a NewTemplate (except in the event of an error), but if template update is not supported, it

may ignore the provided ReferenceTemplate in its calculations.

A.4.

captyred biometric data to update a reference BIR. This may only be performed as a resulto

BioS
order
decis
time,
be se
is not
INVA
adapt

A.4.6
datah
and @
post
the in

NOTE

turnipg it on or off.

A.4.6
the s¢
may :

NOTH
categ

A.4.6
a sma
upon
with

12.9 Template adaptation. Some BSPs may optionally provide the capability te, 1

I_Verify or BioSPI_VerifyMatch (i.e., one in which Result = BioAPI_TRUE). This”is f
to keep the enrolled BIR as fresh as possible, with the highest possible quality. ‘The B
on as to when and if the adaptation should be performed (based on such fagtors as qu
and significant differences). If the BSP does not support adaptation, the returned Add
[ to '-2' (BioAPI_UNSUPPORTED_BIR_HANDLE). If the BSP supports adaptation, but for
able or chooses not to perform the adaptation, then the return AdaptedBIR is set to
.LID_BIR_HANDLE). The BSP shall post to the component registry (OptionsMask) its
ation.

itilize newly
Fa successful
erformed in
bP makes the
hlity, elapsed
ptedBIR will
some reason
-1’ (BioAPI_
support for

12.10 Binning. Identification BSPs may optionally support methods of limiting the population of a

ase to be searched in order to improve response time. This applies to Identification ty|
ccurs only during BioSPI_Identify and BioSPI_IdéntifyMatch operations. [dentificatic
lwhether or not they support binning. Identification BSPs that do not support binning
put Binning on/off parameter.

No explicit API support is provided for-setting or modifying the binning strategy o

pe BSPs only
n BSPs shall
r may ignore

ther than for

L2.11 Self-contained Device. The supported sensor device is “self-contained”. That is, in addition to

ensor itself, at least the verificdtion function is entirely contained within the device, ar
1Iso contain a BIR database.

Self-contained devices can comprise two or more BioAPI Units (i.e., the sensor unit g
ry of BioAPI Unit).

12.12 Match-on-Card. The BSP supports the ability for the matching operation to be
rtcard. Depending on the sub-class of BSP, this requires that the BSP be able to create
BIRs sujtable for MOC. It may further require that the BSP be able to interact (directly
the card:

1d the device

lus one other

executed on
and operate
br indirectly)

A.4.6

1 2:13 Subtype to capture. The BSP supports the ability for the application to s

ecify which

biometric subtype(s), of a given biometric type, to capture (e.g, the right index finger or left eye). If this
option is supported and if the application specifies a subtype to capture, then the BSP will capture that
specific biometric feature and so indicate in the header of the returned CapturedBIR. This applies to all
functions requiring a biometric capture (i.e., BioSPI_Capture, BioSPI_Enroll, BioSPI_Verify, or BioSPI_
Identify).

A.4.6.2.14 Sensor BFP. The BSP supports the attachment of alternative sensor devices (units) via an
associated FPI. When attached, the BSP will utilize that sensor unit for any functions requiring a biometric
capture (i.e., BioSPI_Capture, BioSPI_Enroll, BioSPI_Verify, or BioSPI_Identify).

A.4.6.2.15 Archive BFP. The BSP, in addition to any internal archive capability, supports the attachment
of an alternative archive unit. The BSP thus supports the interface to such a unit through the associated
FPI. This would also require that the BSP support the BioSPI database operations. When attached, the
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BSP utilizes this archive when the Database UUID associated with this archive (BIR database) is specified
for any database function.

A.4.6.2.16 Matching BFP. The BSP supports the attachment of an alternative matching unit (algorithm).
When attached, the BSP will utilize the alternate unit for any matching operation for which it is capable
(i.e., for verify operations if it is a 1:1 matching module).

A.4.6.2.17 Processing BFP. The BSP supports the attachment of an alternative processing unit
(algorithm). When attached, the BSP will utilize the alternate unit for any BioSPI_Process or BioSPL
CreateTemplate calls.

A.4.6.2.18 (oarse scoring. The BSP supports the return of scores in increments that have putrposely
been increaded to counter specific attack scenarios (see clause C.4.6). Unless this option is-indicated in
the OptionsNlask, the BSP provides finely quantized scores.
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Annex B
(normative)

CBEFF Patron Format Specification: BioAPI patron format

B.1 Patron

ISO/IEC]TC1 SC 37

B.2 | Patron identifier

257 [(0x0101) . This has been allocated by the Registration Authority.

B.3 | Patron format name

ISO/IEC JTC1l SC37 BioAPI patron format.

B.4 | Patron format identifier

6 ((Jx0006) . This has been registered by the Registration Authority.

B.5 | ASN.1 object identifier for thispatron format

{ISO [registration-authority cbeff(19785), biometric-organization(0) jtc1l-sc37(257) patrpn-format(1)
bioARI (8)}}

or, in|XML value notation,

1.1.19785.0.257.1.6
B.6 | Domain of Use
Applications andsBSPs requiring a BIR that is fully supported by the C structures spe¢ified in this

document.

B.7 | Version identifier

This patron format specification has a version identifier of {major (2) minor (0)}, or 0x20.

B.8 CBEFF version

This specification conforms to CBEFF version "major(2) minor(0)".

B.9 General

This patron format is consistent with the normative specification of the BioAPI C data-structures (and
values of these structures) for CBEFF data elements, as specified in Clause 7.
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This patron format is intended to be used when the BioAPI BIR is persistently stored or transmitted as

a unit betwe

NOTE

en systems.

defined in clause 7.7.

Annex D provides sample code for creating a BioAPI Patron Format from a BioAPI_BIR C structure as

The byte/bit order of implementations of this format shall be big-endian, with no padding between data
elements, for all storage and transfer between systems.

B.10 Specification

CBEFF-definfed data elements that are not included in this table are specitied as having the abstract
value NO VALUE AVAILABLE in this patron format.
BioAPI field hame, BioAPI Lensth * vV CBEFF
reference, afpd patron for- | CBEFF data element name (b tge 3 Abstract values Env‘dinga Refer-
mat fie]d name y AD €nce
BIR Lengthb n/a 4¢ Length in bytes of the Integer n/4
entire BIR encoding,
with the exception of
this length field.
BioAPI_VERSIPN CBEFF_patron_header_version |1 Major = 2 20 6.5.24
(BioAPI 7.85) Minor =0
BioAPI_BIR_DATA_TYPE CBEFF_BDB_encryption_op- 1 NOT ENGRYPTED 0 6.5.3
(BioAPI 7.12) tions ENCRYPTED 1
CBEFF_BIR_integrity_options NOT,SIGNED 0 6.5.4
SIGNED 2
CBEFF_BDB_processed_level NO VALUE AVAILABLE |0’ 6.5.11
RAW "1
INTERMEDIATE ‘2
PROCESSED "4
(index flag) n/a INDEX PRESENT '8 n/4
BioAPI_BIR_BJOMETRIC_ CBEFF_BDB_format_owner 2 FormatOwner Integer 6.5.1
DATA_FORMAI (BioAP17.9) |CBEFF_BDB_formatxtype 2 FormatType integer 6.5.2
BioAPI_QUALITY (BioAPI CBEFF_BDB_quatity 1 NOT SUPPORTED -2 6.5.15
7.73) NOT SET (NO VALUE -1
AVAILABLE)
VALUE 0-100
BioAPI_BIR_PYRPOSE CBEFF\BDB_purpose 1 NO VALUE AVAILABLE 0 6.5.14
(BioAPI 7.16) VERIFY 1
IDENTIFY 2
ENROLL 3
ENROLL_FOR_VERIFICA- |4
TION_ONLY
ENROLL_FOR_IDENTIFI- |5
CATION_ONLY
AUDIT 6
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