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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and

IEC technical

committees collaborate in fields of mutual interest. Other international organiza

governmenta
information te

International
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an Internation

Attention is d
rights. ISO ar

and non-governmental, in liaison with ISO and IEC, also take part in the work. In the f
chnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.
5k of the joint technical committee is to prepare International Standards. Draft Interns
opted by the joint technical committee are circulated to national bodies for'voting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.
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designated V

4-1 was prepared by Joint Technical Committee ISOMNEC JTC 1, Information techn
4 consists of the following parts, under the general title Information technology — Bio
ogramming interface:

joAPI specification

jometric archive function provider intetface

rst ISO/IEC standard on BioAPI- Previous versions were published by ANSI and the B

A\s the last official non-ISO_release was designated Version 1.1, this ISO/IEC 19784-1 vers
ersion 2.0. This is to distinguish the versions of BioAPI products in the marketplace.
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Introduction

This part of ISO/IEC 19784, the BioAPI specification, provides a high-level generic biometric authentication
model suited to most forms of biometric technology. No explicit support for multimodal biometrics is currently

provided.
rchitectural model is described which enables components of a biometric system to be
nt vendors, and to interwork through fully-defined Application Programming Interfaces (ARl

A key
comp

An a
differ

feature of the architecture is the BioAPl Framework, which supports calls by oneor'mo
bnents (provided by different vendors, and potentially running concurrently) lusing the
specification. The BioAPI Framework provides this support by invoking (through a_Sefvice Prov
SPI) ¢ne or more biometric service provider (BSP) components (provided by diffetént vendors, 3
running concurrently) which can be dynamically loaded and invoked as required-by an applicatior

At thsg
or ard

suppl

lowest level there is hardware or software that performs biometricfuhctions such as capty
hiving. These parts of the architecture are called BioAPI Units, and can be integral to a B
ed as part of a separate BioAPI Function Provider (BFP) component.

Interq
struct
Stand

ctions (through the BioAPI Framework) can occur between*BSPs from different vendors
res used to record information from the BioAPI Ufits they access conform to other|
ards, and in particular to ISO/IEC 19794 [5].

The fi
either

hal component of the BioAPI architecture is thetecognition that a BSP can provide its bion

)
)

by the use of BioAPI Units that are infegral to (that is, directly managed by) the BSP, or

by invoking, through the BioAPI*Function Provider Interface (FPI), one or more BFH
(provided by different vendors)that manage BioAPI Units that are integral to the BFP.

OTE: A BioAPI Unit may consist of software only, or a combination of software and hardware (e
ensor, archive, or algorithm).

hch type of BioAPI(Unit supported by a BSP (or BFP) there may be one or more BioAPI Uni

BioAP| specification covers the basic biometric functions of Enrollment, Verification, and
(see fnnex €), and includes a database interface to allow an application to manage the storag
records<through an archive BioAPl Unit managed by a BSP or BFP. This provides for optimum

provided by
5).
re application

BioAPI API
der Interface,
nd potentially
component.
re, matching,
SP or can be

provided data
International

etric services

components

d., a biometric

s of that type

Identification
b of biometric
performance

(e.g.,
biometric search processes.

brchiving and

The interface to the application provides primitives that allow it to manage the capture of biometric samples
from a biometric sensor by accessing the corresponding BioAPI Unit, and the use of those biometric samples
for Enrollment (storage in an application-controlled or BSP-controlled BIR database), and subsequent
Verification or Identification against those stored records.

This part of ISO/IEC 19784 also specifies the content of a biometric component registry (information about the
biometric components that have been installed on the biometric system). It also provides a component registry
interface for the management and inspection of that registry.

This part of ISO/IEC 19784 uses the C programming language (see ISO/IEC 9899) to specify the data
structures and function calls that form the BioAPI interfaces.
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Clause 6 describes the BioAPI architectural model and its components, and the interfaces that are specified

between thes

e components.

Clause 7 defines the data structures used in the BioAPI.

Clause 8 defines the function calls initiated by an application and supported by a conforming BioAPI
Framework that are either handled internally by the BioAPI Framework (for example enumeration of installed
BioAPI components) or mapped to a function provided by a BSP.

Clause 9 defines the function calls supported by a conforming BSP (and invoked by the BioAPI Framework in
response to a call from a biometric application).

Clause 10 sp
Clause 11 de

Annex A is n
the vendor of
biometric rec

NOTE:
specificat

bcifies the form of the biometric component registry and the component registry interface!
fines the handling of events and error returns.

prmative, and specifies details of conformance requirements and proformas that'can be us
a BioAPI Biometric Application, Framework, or BSP component to identify\those function

brd formats that must be supported.

A future International Standard (ISO/IEC 24709) will address conformance testing for this
on. [7]

Annex B is n
in accordanc
ISO/IEC 197
and transfer.

Annex C is in

Annex D is

implementatipn guidance.

}rmative, and specifies the BioAPI biometric information record(BIR) as a CBEFF Patron F

with ISO/IEC 19785-1. It provides a description of the biometric record specified in this
4, together with the platform-independent bit-pattern representation of such a record for st

formative, and provides a general tutorial on a @aumber of aspects of the BioAPI specificatio

informative, and provides example code” to illustrate calling sequences and to p

ed by
s and

BioAPI

ormat
art of
orage

N.

ovide

viii
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INTERNATIONAL STANDARD

ISO/IEC 1978

4-1:2006(E)

Information technology — Biometric application programming
interface —

Part 1:

BioA

Pl specification

1 §
This

Interf
syste
adher

The B
wide
applid

This
simul
loade

differ¢nt vendors), possibly using one of an alterpative set of BioAPI Function Provider (BFP

(provi

N

fi

This
biome
hardw
referr
ISO/I

It is n
and b

N

ce
Tn using components from multiple vendors. It provides interworking between such compo

nterface (FPI) may be needed. This is outside the scope of this part of ISO/IEC 19784, but is specifig

jcope

part of ISO/IEC 19784 defines the Application Programming Interface AAPI) and Sern
(SPI) for standard interfaces within a biometric system that support ‘the provision of

ence to this part of ISO/IEC 19784 and to other International Standatds:

i0API specification is applicable to a broad range of biometric-technology types. It is also a
variety of biometrically enabled applications, from personal devices, through nety
ations, to large complex identification systems.

part of ISO/IEC 19784 supports an architecture~in/which a BioAPl Framework supj
aneous biometric applications (provided by different vendors), using multiple dynamically
H (or unloaded) biometric service provider (BSP) components and BioAPI Units (provi

ded by other vendors) or by direct management of BioAPI Units.

OTE: Where BioAPI Units are providedby a different vendor fom a BSP, a standardised BioAPI Fu
r the different categories of FPI.

part of ISO/IEC 19784 is-\not required (and should normally not be referenced) wher
tric system is being procured from a single vendor, particularly if the addition or interchang
are, services, or applications is not a feature of that biometric system. (Such systems a
bd to as "embedded: systems".) Standardisation of such systems is not in the scope d
FC 19784.

ot in the sCope of this part of ISO/IEC 19784 to define security requirements for biometri
ometric 'service providers.

OTESO 19092 provides guidelines on security aspects of biometric systems. [3]

ice Provider
hat biometric
nents through

pplicable to a
vork security

orts multiple
installed and
Hed by other
components

hction Provider
0 by later parts

a complete
e of biometric
e sometimes
f this part of

L applications

The performance of biometric systems (particularly in relation to searches of a large population to provide the
biometric identification capability) is not in the scope of this part of ISO/IEC 19784. Trade-offs between

intero

perability and performance are not in the scope of this part of ISO/IEC 19784.

This part of ISO/IEC 19784 specifies a version of the BioAPI specification that is defined to have a version

numb

er described as Major 2, Minor 0, or version 2.0.

NOTE: Earlier versions of the BioAPI specification were not International Standards.
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2 Conformance

2.1 Annex A specifies the conformance requirements for BioAPl components claiming conformance to this
part of ISO/IEC 19784.

2.2 This part of ISO/IEC 19784 uses the C programming language (see ISO/IEC 9899) to specify the
interfaces that it defines. A BioAPI component can conform to this part of ISO/IEC 19784 by the provision or
use of that interface with languages other than the C programming language, provided that the component on
the other side of such an interface can use the interface through the detailed C programming language

specification

3 Norma

The following
references, (¢

document (in
ISO/IEC 9834
OSI/ Registra
use as ASN.1
ISO/IEC 9894
ISO/IEC 1064

ISO/IEC 197

Data elemen{ specification

ISO/IEC 197
Procedures f

4 Terms
For the purpd

NOTE: F
ISO/IEC 1

4.1
adaptation

template adagptation

use of a BIR
a reference tg

given in this part of ISO/IEC 19784. (See also clause 7.1.)

tive references

referenced documents are indispensable for the application of this document” For
nly the edition cited applies. For undated references, the latest edition of/the refer
Cluding any amendments) applies.
-8, Information technology — Open Systems Interconnection — Procedures for the opera
fion Authorities: Generation and registration of Universally Unique Adentifiers (UUIDs) and
Object Identifier components

:1999, Programming Languages — C

6:2003, Information technology — Universal Multiple-Qctet Coded Character Set (UCS)

5-1, Information technology — Common Biometric Exchange Formats Framework — f

5-2, Information technology — Common~Biometric Exchange Formats Framework — f
br the operation of the Biometric Registration Authority

and definitions

ses of this document, thefallowing terms and definitions apply.

inction names and data.element names are not included here, but are defined within the body of this
9784.

broddced from a newly captured and verified biometric sample to automatically update or r
mplate

dated
enced

ion of
| their

Part 1:

Part 2:

part of

bfresh

NOTE: This procedure is used to minimize the effects of template aging.

4.2

attach session
temporary association between an application, a single BSP, and a set of BioAPI Units that are managed
either directly or indirectly by that BSP
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4.3

ISO/IEC 1978

BioAPI component
component of the BioAPI architecture with a defined interface that can be supplied by a separate vendor and

4-1:2006(E)

which is subject to conformance testing
NOTE: BioAPI components include BioAPI applications, the BioAP| Framework, BSPs, and BFPs.
44
BioAPI Function Provider
BFP
component that manages one or more BioAPI Units of a specific category
NOTE 1: Interfaces to BioAPI Function Providers are standardized in subsequent parts of ISO/IEC (19
NOTE 2: BFPs are categorized according to the categories of BioAPI Units that they manage (see cla
4.5
BioAPI Unit

abstraction of a hardware or software resource that is directly managed by a BSPyor BFP

N

4.6

biometric (ad;].)
pertaiping to the field of biometrics

4.7

biometric data block

BDB
block

N

w =z

oz

4.8

biometric information record

BIR
data
possi

uphits and processing algorithm units.

OTE: BioAPI Units are categorized (see clause 6.2.2) and include sensor units, archive units, mat

of data with a defined format that contains:one or more biometric samples or biometric tem
OTE 1: ISO/IEC 19784 does not support BDB formats that are not an integral multiple of eight bits.

OTE 2: There is no requirement that.a BDB format be self-delimiting.

(84.

ise 6.2.4).

Ching algorithm

Dlates

OTE 3: Each part of ISO/IEC19794 standardises one or more BDB formats. Vendor specific formats can also be

pbecified and identified.

OTE 4: Within BioARlthe BDB is “opaque” to the application and is therefore sometimes referred tg
ometric data block:

structure containing one or more BDBs, together with information identifying the BDB

as an opaque

formats, and

ply further information such as whether a BDB is signed or encrypted (see ISO/IEC 19785-1

)

NOTE: This part of ISO/IEC 19784 defines a BIR format (see clause 7.4) that supports only a single BDB.
ISO/IEC 19785-1 defines a more general BIR format that supports multiple BDBs within the BIR, and the above
definition is used in common by the two International Standards. When the term BIR is used in this part of
ISO/IEC 19784, it normally refers to the specific BIR format defined by BioAPI (see Annex B), not to an arbitrary BIR.
The term BioAPI BIR is used where clarity is needed.

4.8.1
reference BIR
BIR whose BDB(s) contain one or more biometric templates

4.8.2
sample BIR
BIR whose BDB(s) contain only biometric samples that are not templates
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49
biometric sample
information obtained from a biometric sensor, either directly or after further processing

NOTE: See also raw biometric sample, intermediate biometric sample, and processed biometric sample.

491

biometric template

biometric sample or combination of biometric samples that is suitable for storage as a reference for future
comparison

49.2
intermediate biometric sample
biometri¢ sample obtained by processing a raw biometric sample, intended for further processing

493
processpd biometric sample
biometri¢ sample suitable for comparison

49.4
raw biometric sample
biometri¢ sample obtained directly from a biometric sensor

NOTE: The formats for raw biometric samples are not currently standardised, and depend on the nature| of the
biometric device and the vendor of that device. They may in the)future be standardised as part [of the
stanglardisation of specific biometric devices.

49.5
reference template
biometrig¢ template that has been stored

4.10
biometric sensor
biometric harflware used to capture raw biometric-samples from a subject

NOTE: The term ‘biometric device’ is used\interchangeably with this term.

411
biometric service provider
BSP
component that provides biometric services to an application through a defined interface by managing one or
more BioAPI Units directly, or-through interfaces to BioAPI Function Providers

412
biometrics (T:oun)

automated refognition of individuals based on their behavioural and biological characteristics

413

callback

mechanism by which a component that exposes an API invokes a function within a component that uses that
API, where the address of that function has been previously passed as an input parameter of an API function
call

NOTE: This mechanism enables a BioAPl component to communicate with another BioAPI component other than by
invoking an API function, usually in response to an event or interrupt.

414

component registry

information maintained by the BioAPI Framework concerning the BioAPI components that are available on a
biometric system
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415

encrypt

encryption

(reversible) transformation of data by a cryptographic algorithm to produce ciphertext; that is, to hide the
information content (protect the confidentiality) of the data

NOTE 1: Encryption algorithms consist of two processes: encryption (or encipherment) which transforms plaintext
into ciphertext, and decryption (or decipherment) which transforms ciphertext to plaintext.

NOTE 2: Encryption may be used for either security or privacy reasons.

416

enroljment
process of collecting one or more biometric samples from an individual, and the subsequent construction of a
biomagtric reference template which can then be used to verify or determine the individual's)identity

NOTE: The reference template would normally be stored by a biometric application, a\BSP supporting an archive
BioAPI Unit, or both.

417
False Match Rate
FMR
measpre of the probability that a biometric matching process will incarrectly identify an individugl or will fail to
rejectlan impostor

NOTE 1: Within BioAPI, FMR is used as a means of specifying scores and thresholds (see clause C.4).

NOTE 2: Historically, False Acceptance Rate (FAR) has\also been used with a similar definition, hut FMR is the
preferred term in International Standards. Similarly for False Rejection Rate (FRR), as opposed to the preferred False
Non-Match Rate (FNMR).

418
hand|e
parameter returned by a BioAPI function (A say) that can be used by the BioAPI application in p subsequent
functipn call to identify a BioAPI component or data element within the component A

NOTE: Types of handles include:

BIR_Handle, generated by a BSP to select or access a BIR within that BSP.

BSP Attach Session Handle, for an attach session.

DB_Handle;generated by a BSP to select or access a BIR database controlled by that BSP.

419
ident|fy
identffication
One—tu—llldlly Process of L,Ulllpcuillg asubmitted-biometric bdlllpic dgdillbt areference pupuidtiw to determine
whether the submitted biometric sample matches any of the reference templates in that reference population
in order to determine the identity of the enrollee whose template was matched

NOTE: This is often called an "identification match" or "identifymatch".

4.20

match

matching

one-to-one process of comparing a submitted biometric sample against a single biometric reference template
and scoring the level of similarity.

NOTE 1: An accept or reject decision would then normally be based upon whether this score exceeds a given
threshold.
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NOTE 2: Matching algorithms and their effect on False Match Rate and False Non-Match Rate scores are currently
not standardised.

NOTE 3:

4.21
payload

See also identify (4.19) and verify (4.28).

data, provided at the time of enrollment and associated with a reference template, which can be released
upon a successful biometric verification.

NOTE: Examples of payloads include user names, accounts, passwords, cryptographic keys, or digital certificates
(see clause C.5).

4.22

score
scoring
value indicati
template

4.23

security blo¢

SB
block of data
integrity) rela

4.24
self-contain
combination

NOTE: A
and/or stor}

4.25
signature

digital signature

data appends
prove the orig

NOTE: D
4.26

threshold
predefined v3

biometric sanpple to bé deemed a match with a biometric reference template

4.27

hg the degree of similarity or correlation between a biometric sample and a biometric refere

k

with a defined format that contains security information (for exaraple, related to encryption g
ed to a BIR (see ISO/IEC 19785-1)

d device
evice which includes a biometric sensor and all or part of the BSP functionality

in and integrity of the data-unit and protect against forgery, e.g. by the recipient

gital signatures may betused for purposes of authentication, data integrity, and non-repudiation

lue which gstablishes the degree of similarity or correlation (that is, a score) necessary for &

universally U

nique identifier

UuID

nce

=

self-contained device may include the ability to not*only capture a biometric, but also to process, natch,
e it. This functionality is typically implemented jnchardware/firmware.
d to, or a cryptographic transformation of, a data unit that allows the recipient of the data init to

128-bit value generated in accordance with ISO/IEC 9834-8 and providing unique values between systems
and over time

4.28
verify
verification

one-to-one process of comparing a single submitted biometric sample against a biometric reference template
to determine whether the submitted biometric sample matches the reference template

NOTE: This is often called a "verification match" or "verifymatch".
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5 Symbols and abbreviated terms

API —

Application Programming Interface

BDB — Biometric Data Block

BFP — BioAPI Function Provider

BIR —

Biometric Information Record

BSP — Biometric Service Provider

ISO/IEC 19784-1:2006(E)

CBEH

FMR

FPI -

GUI

ID-1

MOC

PID —

SB -

SBH

N

SPI |

uuID

F — Common Biometric Exchange Formats Framework
- False Match Rate

Function Provider Interface

Graphical User Interface

Hentity/Identification/Identifier

— Match on Card

Product ID

Security Block

- Standard Biometric Header

OTE: This term and abbreviation is imported from ISO/IEC 19785-1.
Service Provider Interface

— Universally Unique Identifier
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6 The BioAPI architecture

6.1 The BioAPI API/SPI Architectural Model

6.1.1 The

BioAPI incorporates an API/SPI model, illustrated in Figure 1.

Biometric Application Biometric Application

API API

NOTE:
internal st

6.1.2 A Bi
interactions b
BSPs.

NOTE: S
are descrj

6.1.3 The
application is
supports the

———

BioAPI Framework

BSP BSP BSP
Il e Tless]1
Device Device DeYice'| | Device

Figure 1 — BioAPI API/SPI Model

'he structure below the SPI is simplified in Figure\t. The options (and standardized interfaces)
ructure of the BSPs are presented in Figure 2.

PAPI system consists of BioAPI compenents providing standardized interfaces. Figure 1 s
etween three sorts of BioAPI components: the BioAPI Framework, applications, and mon

tandardized interfaces to allow-the functions of a BSP to be provided by independent BioAPI comp
bed in 6.2.

API specifies the interface between the BioAPI Framework and a biometric applicatior
written to invokeJthe functions in the API specification (see clause 8). The BioAPI Fram

unctions in the API specification.

SPI provides the interface between the BioAPI Framework and BSPs. The BioAPI Fram

invokes the functions in the SPI specification (see clause 9). The BSP supports the functions of th

or the

hows
olithic

bnents

. The
Bwork

Bwork
e SPI

6.1.4 The
specification.
6.1.5

an API function to an SPI function addressed to the appropriate BSP.

6.1.6

The BioAPI Framework provides for management of BSPs and for the mapping of function calls from

An application can access the functionalities of a BSP (through the BioAPI Framework) only after the

BSP has been loaded and attached (see clauses 8.1.5 and 8.1.7). When the application no longer requires
the use of the BSP, it is detached and unloaded (see clauses 8.1.6 and 8.1.8).

6.1.7

more than one application at a time.

NOTE:

An application may load (and attach to) more than one BSP at a time. A BSP may be attached to

Interactions between an application and an attached BSP are normally independent of other interactions

between that application and other BSPs, or between that BSP and other applications, except when there is
contention for a physical device managed by the BSP.
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6.1.8  The functions specified in this part of ISO/IEC 19784 support the presence in a biometric system of:
a) a singleBioAPI Framework with an associated component registry; and
b) dynamic execution and termination of multiple simultaneous biometric applications interworking with
that BioAPI Framework; and
¢) the dynamic installation, deinstallation (and associated loading and unloading) of multiple BSPs
interworking with that BioAPI Framework; and
d)

a
a
€l

6.2.1
an ag
sensd

managed by that BSP

OTE: It is expected that the most common use of this API will be for a single application to coptrol o

npost one BioAPI Unit of each biometric category accessed through that BSP. However, support for a

ccess multiple BSPs, each capable of managing multiple BioAPI Units (but only one, of<each categ
ttached session) will facilitate such applications as physical access control, especially.\when network
mployed.

6.2 The BioAPI BSP Architectural Model

BioAPI Units are the abstraction of biometric devices andcare’the basic building blocks
plication by a BSP. They encapsulate and hide software @nd hardware resources (of vg
r device, archive device, etc.).

()
[}

signaling from a BSP to the B|oAPI Framework (and hence to runnmg b|ometr|c appllcatlons) of

clause 6.5)

he BSP with at
n application to
ory for a given
ed devices are

presented to
rious types —

6.2.2 Each BioAPI Unit models or encapsulates a single’(or none) piece of hardware and ahy necessary
software. The following are the currently defined categaories of BioAPI Unit:

¢| Sensor unit,

e| Archive unit,

¢| Matching algorithm unit, and

o[ Processing algorithm unit

NOTE: It is likely, but not required; that the first two units will be associated with detachable hardware, and that the

Igst two units will not have any associated hardware.
6.2.3| A BioAPI Unit may be managed internally by a BSP (direct management of the BioAP| Unit) or may
be managed by an associated BioAPI Function Provider (BFP) (indirect management of the BioAPI Unit). The
BioARI Function Provider.Interfaces (FPIs) are specified in subsequent parts of ISO/IEC 19784.
6.2.4| A BFP ean*manage multiple BioAPI Units of a given category (but not more than onelin any attach
sessipn for a given application). BFPs are categorized according to the categories of the BioAPI Units that
they gan manage. The following are the current categories of BFPs:

o| “Sensor BFP,

e Archive BFP,

e Matching algorithm BFP, and

e Processing algorithm BFP.
6.2.5 The BioAPI FPIs for each of the categories of BFP are specified in other parts of ISO/IEC 19784. All

FPIs support access to one or more (but not more than one in any attach session for a given application)
BioAPI Units in the addressed BFP.
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Function Function

BioAPI BSP
Internal BSP Functions External BSP Functions
. Processing| | Matching i SFPI AFPI PFPI MFP!
Sensor Archive Algorithm | | Algorithm |
Function Function i

Algorithm Algorithm

} Frocessing Matching
Sensor Archive

BFP

m
M
o
I —

Figure 2 — lllustration of BSP architecture

6.2.6 A BPP that supports multiple BioAPI Units (either directly managed or through BFPs) supports the
SPI interface|that enables an application to select a particular BioAPI Unit (one of €ach category) for an attach
session. The|application may indicate BioAPI_DONT_CARE for the BioAPI Uit of a particular category, in
which case the BSP selects the BioAPI Unit to be used.

6.2.7 If th¢ implementer of a BSP claims (see clause 7.47) to support a-particular category of BioAP| Unit,
then the BSH is required either to be able to manage a BioAPI Unit of that category directly or to be gble to
interact with @ BFP of a corresponding category through an associated (standardized) FPI.

6.2.8 Thefe is a BioAPI API function and corresponding SRI function (and in some cases FPI fungtions)
(see clauses [8.1.12 and 9.3.1.7) that allow an application té send/request control/status information to/from a
BioAPI Unit ysing the BioAPIl APl and SPI (and FPI). This is in addition to the normal biometric opergtions.
The parametgrs of the control functions are not standardized. If either the BSP or BFP (if involved) dog¢s not
support this gontrol function, an error is returned (see'clause 6.6 for further details).

6.2.9 Whegn a BSP attach session is established, at most one BioAPI Unit of each category is selected
(see clause 8.1.7).

NOTE: This architecture requires that the FPI interfaces allow the BSP to pass to a BFP the identification (prpvided
through thhe BioAPI and the BioSPI interface) of the precise BioAPI Unit that is to be used. This implies the pafticular
camera, gcanner, storage device,\etc. that is to be used. Subsequent parts of ISO/IEC 19784 define the necpssary
functions pf the FPI for each category of BFP.

6.3 The Component Registry

6.3.1 Thelcomponent registry contains information about installed BSPs and BFPs.

6.3.2 In the\BioAPI model, there is a single BioAPI Framework and a single associated component rggistry
in a biometric system.

NOTE: In a real computer system, there may be multiple component registries, either supported by the same
(shared) BioAPI Framework code, or by different BioAPl Framework code (perhaps old and new versions of the
Framework). This is modelled as multiple biometric systems in a single real computer system.

6.3.3 It is a BioAPI requirement that there shall be no interaction or interference between different
biometric systems implemented in a single, real computer system.

NOTE: Where a real computer system contains multiple biometric systems, the possible sharing of code and the
means by which an application is bound to one or other biometric system is an implementation matter.

6.3.4  The following information can be obtained by an application from BioAPI Framework functions that
return information in the component registry (see clauses 8.1.3, 8.1.4, and 8.1.10):
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a) information about the BioAPI Framework itself,

b) details of all installed BSPs, and

c) details of all installed BFPs.

NOTE: Information about installed BFPs can also be obtained by a BSP through a callback mechanism.

6.3.5

The following information can be obtained by an application from BioAPI Framework functions that
are passed via the SPI to a specific BSP (see clauses 8.1.11 and 8.1.9).

(o

6.3.6

that cpn be called at the following times:

6
4
W
S
S
b

) details of all the installed BEPs that are ellppnr‘l‘nr’l hy that RQD, and

) details of all BioAPI Units that are in the inserted state and are accessible through-thg

directly or through a supported BFP).
The information listed in clauses 6.3.4 and 6.3.5 can be obtained by ancapplication ug
information about the framework itself can be obtained at any time after BioA
clause 8.1.3).

details of all installed BSPs can be obtained at any time after-BioAPI_Init (see clause 8.
details of all installed BFPs can be obtained at any time‘after BioAPI_Init (see clause 8.

details of all the installed BFPs that are supported’by each BSP can be obtained at 3
BioAPI_BSPLoad (see clause 8.1.11) of that BSP.

NOTE 1: Multiple BSPs can be simultaneously loaded by an application.

t BSP (either

ing functions

PI_Init (see

A4).
10).

ny time after

NOTE 2: This implies that when a BioAPI_BSPLoad occurs, the BSP uses the FPI to load all the BFPs that it

is capable of using.

details of all BioAPI Units that-are in the inserted state and that are accessible through each BSP

(either directly or through a;supported BFP) can be obtained (by quoting the BSP UUIL
after BioAPI_BSPLoad (see clause 8.1.9) of that BSP.

6.4 BSP and:BFP Installation and De-installation

.4.1 On installation of a BSP or BFP, a UUID is required (a parameter of BioAPI_Ut
nd BioAPI"Util_InstallBFP) to identify the BSP or BFP. If there is an attempt to install a

) at any time

jI_InstallBSP

BSP or BFP

ith the same UUID as an already installed BSP or BFP, then the install shall fail (return am error). If the

ame BSP or BFP is installed on multiple biometric systems, then it may or may not (but shq

uld) have the

ame\UUID on all systems. The UUID is required to be distinct across all BSPs and BFFs in a single

iometric system.

6.4.2

and supplying details of the BSP (the BSP schema, specified in clause 7.16).

6.4.3

The installation of a BSP is done by calling a BioAPI Framework function (see clause 10.2.1)

NOTE: This function call is standardized, but its invocation is typically from an installation wizard application

rather than a normal biometric application.

When a BSP is newly installed, it will typically be activated by the installation process using

implementation-dependent mechanisms and can then use a callback mechanism (see clause 9.2.2) in
order to obtain information from the Framework about installed BFPs.

© IS0/

NOTE: This function can be called at any time to enable a BSP to update any internal information that it might
maintain. The format and content (and even the existence) or such internal information is not standardized and

is purely a matter for the BSP.

IEC 2006 — Al rights reserved
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6.4.4  After successful installation or de-installation of a BSP or BFP, the next call from any application
or BSP retrieving information from the component registry shall return correct information related to a
newly installed BSP or BFP and no information about an uninstalled BSP or BFP (see clauses 8.1.4 and
8.1.10).

6.4.5 There are no mechanisms to inform an installed BSP (whether currently in use or not) about the
installation of new BFPs or the de-installation (see also clause 6.4.6) of existing BFPs. Responsibility for
determining what BFPs are installed resides solely with the BSPs using the BFP Enumeration Handler
callback (see clause 9.2.2).

6.4.6 Thereis a BIOAP| API functlon (see cIause 10.2.1) that can be called by an appllcatlon (for
example a de-j . The
nform
BSP instances in the working memory of running appllcatlons about the de-installation of a BFRthat it is

NOTE: The de-installation of a BFP will not normally uninstall related hardware or drivers for BioAPI Units, as
such drivers and hardware may also be under the control of other installed BFPs. Fhis“area is outsige the
gardization of BioAPI, and is again implementation-dependent.

6.5 BSP Load and BioAPI Unit Attachment
6.5.1 Theactions of an application wishing to perform biometric operatians-are (in order):
a) initialjze access to the BioAPI Framework (see clause 8.1.1);
b) identffy and load one or more BSPs (see clauses 8.1.4)and 8.1.5), optionally specifying a callback
event handler to receive callbacks when defined events (see clause 7.26) occur related to thaf BSP
(for gxample, insertion or removal of a BioAPI Unitithat can be accessed through that BSP). When
callback event handlers are specified, the application will receive notifications about all insertigns or

remoypals that the associated BSPs become aware of;

c) attach a BSP together with at most one BioAPI Unit of each category (either directly or indjrectly
accesgsed by that BSP);

NOTE: ‘attach a BSP’ means-‘éstablish an attach session to a BSP’.

d) following the attach, the other,BioAPI function calls can be made with reference to the attached|BSP,
and will be handled by the:attached BSP using the identified BioAPI Units of the required categofy.

NOTE 1: It is possible for an application to establish multiple simultaneous attach sessions with different
BSPs (or evefi:with the same BSP).

NOTE 2:Annex D provides sample calling sequence code.

6.5.2 Loadling’a BSP (see clause 8. 1 5) enables the appllcatlon to subsequently obtam fuII informatio
about the BioAR
Framework query or by a caIIback notlflcatlon from the BSP (or both)

6.5.3 A BioAPI Unit can be used if and only if any hardware or software resource that it depends on is
currently available in the system. This is modeled by saying that the BioAPI Unit is in the inserted state.

6.5.4  When an application attaches a BSP it may indicate that the BioAPI Unit to be selected for any
particular BioAPI Unit category should be determined by the BSP. This is called "selecting a default BioAPI
Unit using BioAPI_DONT_CARE".

NOTE: The only difference between selecting a specific BioAPI Unit (that is in the inserted state) of a given category
and selecting the default BioAPI Unit using BioAPI_DONT_CARE is that the decision on which BioAPI Unit to use is
taken by the BSP. There is no other difference.
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The event notification about each inserted BioAPI Unit includes its schema.

NOTE: Itis possible that the physical insertion of some piece of hardware (for example, a smartcard that can support
both archiving and matching) might produce two separate and different event notifications. The application may not
be able to relate these two events to the same physical device.

6.5.6

On BioAPI_BSPAttach, the application is required to select at most one BioAPI

Unit of each

category that is currently in an "inserted" state (or to select BioAPI_DONT_CARE) and is managed by that
BSP or by an associated BFP. The BSP then either accesses that BioAPI Unit (for directly managed BioAPI
Units), or else interacts with the associated BFP in order to access that BioAPI Unit.

6.5.7

The information content of removal notification includes (see clause 7.28):

6.5.8
Units
BioA

6.6.1
an ag
identi

6.6.2
mean
this fu

6.7.1

The H
elemgd
serial

specified in the C structlre, length fields are included in the recommended storage and transfer f

N
B

a) The BioAPI Unit ID

b) Event type (remove)

c) Callback context

The occurrence of a removal event notification for a BioAPI Unit that forms part of the

used in an attach session requires that the application issue no further function cal
Pl BSPDetach and BioAPI_GetBIRFromHandle.

6.6 Controlling BioAPI Units
A function (see clauses 8.1.12 and 9.3.1.7) is availabletin the BioAPI API, SPI, and FP
plication to control a BioAPI Unit through a BSP. A BSRis not required to support this
ies such support in its schema (see clauses 7.16 and-7.46).

This function contains specific control codes;buffer contents, and return values, but th

nction in this version of this part of ISO/IEC.19784.
6.7 BIR Structure and Handling

BIR Structure

BIR that crosses the APland SPI is a C data structure stored in memory using pointsg
nts. The BIR structure “recommended for storage and transfer between computer §
zation of that C datastructure and is shown graphically in Figure 3 below. In addition

OTE: AnnexB\'specifies the BioAPI Patron Format which is recommended for storage and trang
ioAPI BIR. Representation of the BioAPI BIR in the API and SPI uses the datastructure specified in ¢

set of BioAPI
s other than

s that enable
function, and

e format and

ng of these are identified by a UUID and maybe vendor specific. There are no standardized UUIDs for

rs to various
ystems is a
to the fields
brmat.

mission of the
ause 7.4.
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=
=
= Header (SBH) E Ol LK G| Security
x o Biometric Data Block (BDB) m Block (SB)
Fomat ID . . Product ID
Length Header | BIR Data Quality | Purpose Biometric
(SIRlenath] | Version | Type | guner | Type T¥P® | Gwner Type
2 1 1 2 2 1 1 4
. . o SB Fomat
Creation | Creation Subtype Expiration Index
Date Time Date Owner | Type {(UUID)
4 3 1 4 2 2 16

The Standard

The BDB con
be a standarg

NOTE: S

The security
associated w
Format field
(see clause 7

The first leng
which is loca
itself). The th
including the

6.7.2 BIRD
When a BSP

Figure 3 — Biometric information record (BIR)

Biometric Header (SBH) contains information describhing the contents of the following BDB

tains the biometric sample whose format is defined by the Format ID field of the SBH. Thi
or proprietary format.

andard BDB formats are defined in ISO/IEC 19794.

5 may

block (SB) is optional (its absence is.indicated by a zero length field), and contains parameters

ith the signing and/or encryption-of* the BIR. The format of the SB is determined by tH
f the SBH. The BIR Data Type indicates whether the BIR is signed and/or the BDB is enc
.9).

h field is the length of the“entire BIR, not including this length field itself. The second length
ed after the header.and before the BDB, is the length of the BDB (not including the lengt
ird length field, which is located after the BDB and before the SB, is the length of the S
ength field itself).

ata Handling

creates a new BIR, it returns a “handle” to it. Most local operations can be performed w

moving the B

application ne

R<ut’of the BSP. (BIRs can be quite large, so this is a performance advantage.) However

e SB
ypted

field,
n field
B (not

ithout
if the

BSP,

or to send it to a server for verification/identification, possibly via the Framework using the future International

Standard

ISO/IEC 24708 [6]),
BioAPI_GetBIRFromHandle).

it can acquire the BIR using the
If just the header information is needed,

handle (in the
it can be retrieved

BioAPI_GetHeaderFromHandle.

function

using

Whenever an application needs to provide a BIR as input to a BioAPI function, it can be done in one of three

ways:
a)

b)
or

c)

14

by reference to its handle (if it is in the BSP being invoked);

by supplying the BIR itself using the C structure BioAPl_BIR.

by reference to its key value (UUID) in an open BIR database (controlled by the BSP being invoked);
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7 BioAPI types and macros

Defini

7.1 BioAPI

tion of the BioAPI calling conventions.

#ifdef WIN32

#define BioAPI _ stdcall
#else

#define BioAPI

#endif

N
S
e
W
d

7.21
instal

typedq

7.2.2

7.31

typeq

OTE: Interworking of C programs from different vendors in general depends on choices ma
blectable by statements in the C header) on the in-core representation (for example, padding

ell understood default for such choices that is in common use, which should be used. Where there is
efault, the option that represents data structures without padding between data elements _should be u

7.2 BioAPI_BFP_LIST_ELEMENT

e (sometimes
between data

ements, parameter passing mechanisms, and use of registers or stacks). On many operating-systéms, there is a

no recognized
bed.

Identifies a BFP, giving its category and UUID. A list is returned-by a BSP when queried for the

ed BFPs that it supports.

ef struct biocapi bfp list element {
BioAPI CATEGORY BFPCategory;
BioAPI UUID BFPUuid;

BioAPI BFP LIST ELEMENT;

Definitions
BFPCategory — Defines the category of the BioAPI Unit that the BFP supports.

BFPUuid — UUID of the BFP in the.component registry.

7.3 BioAPI_BFP_SCHEMA
Information about a BFERxmaintained in the component registry.

ef struct biocapi_Bfp schema ({
BioAPIiUUID BEPUuid;
BioAPI CATEGORY BFPCategory;
BioAPI STERING BFPDescription;
uint8 g\ ¥Path;
BioAPLXVERSION SpecVersion;
BioARI STRING ProductVersion;
BioAPIisTRING Vendor;
B#6API BIR BIOMETRIC DATA FORMAT *BFPSupportedFormats;
¥int32 t NumSupportedFormats;

}
7.3.2

© 180/

BioAPI BIR BIOMETRIC TYPE FactorsMask;

BioAPI UUID BFPPropertyID;

BioAPI DATA BFPProperty;
BioAPI BFP SCHEMA;

Definitions
BFPUuid — UUID of the BFP.
BFPCategory — Category of the BFP identified by the BFPUuid.

BFPDescription — A NUL-terminated string containing a text description of the BFP.

IEC 2006 — Al rights reserved
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Path — A pointer to a NUL-terminated string containing the path of the BFP file, including the filename.
The path may be a URL. This string shall consist of ISO/IEC 10646 characters encoded in UTF-8

(see

ISO/IEC 10646:2003, Annex D).

NOTE: When BioAPI_BFP_SCHEMA is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.

SpecVersion — Major/minor version number of the FPI specification to which the BFP was
implemented.

NOTE: FPI specifications will be issued as subsequent, additional parts of ISO/IEC 19784.

Prog

Ven

BFH
stru

Hor — A NUL-terminated string containing the name of the BFP vendor.

SupportedFormats — A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA [FORMAT

K
n

uctVersion — The version string of the BFP software.

tures specifying the supported BDB formats.

NumSupportedFormats — Number of supported formats contained in BFPSupportedFormats.
FacgorsMask — A mask which indicates which biometric types are supported by the BFP.
BFHPropertylD — UUID of the format of the following BFP property.
BFRProperty — Address and length of a memory buffer containing the BFP property. The format and
content of the BFP property can either be specified by @ vendor or can be specified in a related
stangdard.
1.4 BioAPI_BIR
7.41 A cqntainer for biometric data. A BioAPI BIR consists of a BioAPI_BIR_HEADER, a BDB, and an
optional SB. [The BDB may contain raw sample_data, partially processed (intermediate) data, or completely
processed dgta. The BioAPI_BIR may be used to enroll a user (thus being stored persistently), or may be
used to verify or identify a user (thus being.used transiently).
7.4.2 The|BDB and SB are an integral number of octets and are of variable length, up to 2**32-1 ocfets. If
the SB contains a signature, it is calculated on the combined BioAPI_BIR _HEADER and BDB.
typedef strjuct bioapi bir ¥
BioAPI BIR HEADER “-Header;
BioAPI DATA BfometricData;
BioAPI DATA ~SecurityBlock; /* SecurityBlock.Data=NULL if no SB*/
} BioAPI BIR;
NOTE 1: | The BioAPI BIR contains the information needed for a CBEFF Patron Format as defined in the Cdmmon
Biometric|Exchange Formats Framework (CBEFF), ISO/IEC 19785-1. See Annex B for the specification of the BioAPI
BIR Patron Format, including internetworking and storage formats.
NOTE 2: The format of the BiometricData and SecurityBlock are determined by the

BioAPI_BIR_BIOMETRIC_DATA_FORMAT and BioAPI_BIR_SECURITY_BLOCK_FORMAT elements of the
BioAPI_BIR_HEADER respectively.

NOTE 3: CBEFF (ISO/IEC 19785-1) allows the possibility of different BIR formats from that supported by BioAPI.
Conversion between the BioAPI BIR format and other BIR formats is specifed in ISO/IEC 19785-1.

16
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7.5 BioAPI_BIR_ARRAY_POPULATION

An array of BIRs, generally used during identification operations (as input to BioAPI_Identify or
BioAPI_IldentifyMatch as part of BioAP|_IDENTIFY_POPULATION).

typedef struct biocapi bir array population {
uint32 t NumberOfMembers;
BioAPI BIR  *Members; /* A pointer to an array of BIRs */

} BioAPI BIR ARRAY POPULATION;

7.6 BioAPI_BIR_BIOMETRIC_DATA_FORMAT

Defings the format of the data contained within the “opaque” biometric data block (BDB) of the!Bi
BiometricData element.

typedef struct biocapi bir biometric data format ({
uintl6 t FormatOwner;
uintl6 t FormatType;

} BiqAPI BIR BIOMETRIC DATA FORMAT;

FormatOwner values are assigned and registered by the CBEFF Registration Authority (see IS
2). Fprmat Type is assigned by the Format Owner and may optionally be.registered.

N

Q

N

Providles the product identifier (PID) for the BSP that generated the BDB in the BIR (the Biometri

elemg

typedq
Ul
Ul

} BiqAPI BIR BIOMETRIC PRODUCT ID;
#define BioAPI NO«PRODUCT OWNER AVAILABLE (0x0000)
#define BioAPI NO)PRODUCT TYPE AVAILABLE (0x0000)

The g
value
sourc

Prodd

OTE 1: The BioAPI BIR Biometric Data Format corresponds to a eombination of the “CBEFF_BDB |
nd “CBEFF_BDB_format_type” in ISO/IEC 19785-1.

OTE 2: This structure is primarily used within a BIR hedder; however, it is also used as an inpu
fuinctions that capture biometric data.

intl6 t ProductOwner;
intl6 t ProductType;

7.7 BioAPI_BIR_BIOMETRIC_PRODUCT _ID

nt).

ef struct bioapi bir biometric product ID {

e and have been transformed into a BioAPI BIR. BSPs shall not use this value.

optionally be registered.

DAPI BIR,

tData

D/IEC 19785-

format_owner”

parameter for

ondition NOALUE AVAILABLE shall be indicated by setting the value of all components| to zero. This
shall be used only for BIRs that are not originally generated by a BioAPI BSP, but originate| from another

ct¢Owner values are assigned and registered by the CBEFF Registration Authority |as Biometric

Organization identifiers (see ISQ/FC 19785-2) Product Type is assigned by the Product Ow

ner and may

NOTE 1: Product IDs are analogous to Format IDs and the registration process is the same. A single vendor can

register for one Format/Product Owner value (a Biometric Organization identifier) that can be used in both fields.

NOTE 2: The BioAPI BIR Biometric Product ID corresponds to the “CBEFF_BDB_product owner” and
“CBEFF_BDB_product_type” in ISO/IEC 19785-1.

© ISO/IEC 2006 — All rights reserved
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7.8 BioAPI_BIR_BIOMETRIC_TYPE

A mask that describes the set of biometric types (factors) contained within a BioAPI BIR or supported by a

BSP.

typedef uin

t32 t BioAPI BIR BIOMETRIC TYPE;

#define BioAPI NO TYPE AVAILABLE (0x00000000)

#define BioAPI TYPE MULTIPLE (0x00000001)

#define BioAPI TYPE FACIAL FEATURES (0x00000002)

#define BioAPI TYPE VOICE (0x00000004)

#define BioAPI TYPE FINGERPRINT (0x00000008)

#de fineB+eoAPI—FYPE—FRES {6-0-0-0-0-0-04-0

#define|BioAPI TYPE RETINA (0x00000020)

#define[BioAPI TYPE HAND GEOMETRY (0x00000040)

#define|BioAPI TYPE SIGNATURE DYNAMICS (0x00000080)

#define[BioAPI TYPE KEYSTOKE DYNAMICS (0x00000100)

#define|BioAPI TYPE LIP MOVEMENT (0x00000200)

#define[BioAPI TYPE THERMAL FACE IMAGE (0x00000400)

#define|BioAPI TYPE THERMAL HAND IMAGE (0x00000800)

#define[BioAPI TYPE GAIT (0x00001000)

#define|BioAPI TYPE OTHER (0x40000000)

#define[BioAPI TYPE PASSWORD (0x80000000)

NOTE 1:| BioAPI_TYPE_MULTIPLE is used to indicate that the biometric samples contained within the BDB (BIR
BiometricPata) include biometric samples from more than one type of biometric sensor unit (e.g., fingerpript and
facial datg). Location of the individual samples within the BDB is specified by. the Format Owner and identified|by the
value of the Format Type.

NOTE 2: | The condition NO VALUE AVAILABLE is indicated by setting the value to zero. BIRs that are not originally
created by BioAPI BSPs should use this value when transformed. into a BioAPI BIR if Biometric Type informgtion is

not availa
defined ty

NOTE 3:
1
7.9.1 This|

it ide|
BDB;

a)

b) itide

c) itide

NOTE: If

ble in the original source record. Transformed BIRs Whose biometric type does not correspond to ong
pes shall use the value for OTHER.

The BioAPI BIR Biometric Type corresponds;to the “CBEFF_BDB_biometric_type” in ISO/IEC 19785
.9 BioAPI_BIR_DATA_TYPE

data type is used for three different purposes:

htifies the type of bioametric sample (raw, intermediate, or processed) that is contained

ntifies whetherithe BioAPI BIR is encrypted and/or signed;
ntifies whether or not an index value is included as part of the BIR header.

the’ BIR has been encrypted by a BSP, it may not be readable by an application or by another BSP.

of the

[N

n the

7.9.2

Exactly one of the three flags "raw

intermediate" and "processed" shall be set. If a BIR carrying a

BIR data type with multiple flags set is passed to the BioAPI Framework in a parameter of a function call, a

BioAPIERR_|I

NVALID_BIR error shall be returned.

NOTE: BIRs that are not originally created by a BioAPI BSP but have been transformed from another data format
and for which sample type information is not available may not have set a flag. (BioAPI BSPs set one of the three

flags.)

7.9.3

18

Each of the flags "encrypted" and "signed" may or may not be set.
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The ‘index’ flag shall be set if an index is present in the BIR header and not set if no index is present

BIR header.

typedef uint8 t BioAPI BIR DATA TYPE;

#define BioAPI BIR DATA TYPE RAW (0x01)
#define BioAPI BIR DATA TYPE INTERMEDIATE (0x02)
#define BioAPI BIR DATA TYPE PROCESSED (0x04)
#define BioAPI BIR DATA TYPE ENCRYPTED (0x10)
#define BioAPI BIR DATA TYPE SIGNED (0x20)
#defineBioAPI BIR INDEX PRESENT (0x80)

A han

I'g

7.10 BioAPI_BIR_HANDLE
dle to refer to a BioAPI BIR that exists within a BSP.

OTE: A handle that identifies a BIR is a positive non-zero value. Other values of BioAPI_BIR
bserved for exception indications (currently only -1 and -2).

QTE: The BicAP|l BIR Data T\Jllr_\n r\nrrncpnnr’le to_a combination of the “(‘RI:I:I:_RnR_prncessed_|eve|",
“CBEFF_BDB_encryption_options”, and “CBEFF_BIR _integrity_options” in ISO/IEC 19785-1.

| HANDLE are

typedef int32 t BioAPI BIR HANDLE;
j]define BioAPI INVALID BIR HANDLE (-1)
define BioAPI UNSUPPORTED BIR HANDLE (-2)
7.11 BioAPI_BIR_HEADER
Standard information which describes the content<of the opaque biometric data (BDB) that|follows. This
information is readable by the application and is pfovided to allow it to make processing and roufing decisions

regar

typeq

} Bid

N

jing the BIR. The header is not encrypted’by the BSP.

ef struct biocapi bir header {
BioAPI VERSION HeaderVersiony
BioAPI BIR DATA TYPE Typ&;
BioAPI BIR BIOMETRIC DATA FORMAT Format;
BioAPI QUALITY Qualityy;
BioAPI BIR PURPOSE \Plirpose;
BioAPI BIR BIOMETRIC TYPE FactorsMask;
BioAPI BIR BIQOMETRIC PRODUCT ID ProductID;
BioAPI DTG CreationDTG;
BioAPI BIR SUBTYPE Subtype;
BioAPI DATE ‘ExpirationDate;
BioAPI<BTR SECURITY BLOCK FORMAT SBFormat;
BioAPI UUID Index;

API_BIR HEADER;

OTE": The BioAPI BIR Header corresponds to the SBH in CBEFF, ISO/IEC 19785-1.

NOTE 2:

Expiration date corresponds to the ‘Valid to’ portion of the “CBEFF_BDB_validity period” in

ISO/IEC 19785-1. The Index field corresponds to the “CBEFF_BDB_index” in ISO/IEC 19785-1.

NOTE 3: It is possible that a BioAPI BIR may exist that has not been created by a BioAPI BSP but has been
transformed from another data format. In this case, some of the header fields that are optional in CBEFF
(ISO/IEC 19785-1) but required by BioAPI may not be present. For this reason, NO_VALUE_AVAILABLE or default
values have been identified for these fields (within their corresponding data structures). However, all BIRs created by
BioAPI BSPs shall include valid data for these fields and shall not use the NO VALUE AVAILABLE value. (The
exceptions to this are BioAPI_QUALITY and BioAPI_BIR_SUBTYPE, which are optional in the BioAPI BIR header.) If
such a non-BioAPI generated BIR is provided as an input parameter to a BioAPI BSP, the BSP may return an “Invalid
BIR” error.

NOTE 4: The storage format for the BIR includes explicit length fields, which are not necessary in the C structure.
See Annex B for the BIR storage format.
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7

.12 BioAPI_BIR_PURPOSE

7.12.1 A value which defines the purpose for which the BioAPI BIR is intended (when used as an input to a
BioAPI function) or is suitable (when used as an output from a BioAPI function or within the BIR header).

typedef uint8 t BioAPI BIR PURPOSE;

#define BioAPI PURPOSE VERIFY (1)
#define BioAPI PURPOSE_IDENTIFY (2)
#define BioAPI PURPOSE ENROLL (3)
#define BioAPI PURPOSE_ENROLL FOR VERIFICATION ONLY (4)
#define BioAPI PURPOSE_ENROLL FOR IDENTIFICATION ONLY  (5)
#defineB+eAPI—PYRPOSE—AUDIE +6)
#define| BioAPI NO PURPOSE AVAILABLE (0)

NOTE: The condition NO VALUE AVAILABLE is indicated by setting the value to zero. This value s |used d

BIRs tha

transformgd into a BioAPI BIR. BSPs shall not use this value.

712.2 The
application to
perform the

use is within the BIR header to indicate to the application (or to the BSP during‘stbsequent operations
IR is suitable for. For example, some BSPs use different BBB_formats depending on wiether
i

purpose the
the data is t

enhance spegd or accuracy. Similarly, many BSPs use different data formats depending on whether th

is to be use
enroliment).

NOTE: Tj
The namg

7.12.3 Res
a) Allpy

b) Purp
to the

c) Purp
BioA
BioA

BioAPI_Capture, BioAPI_Enroll, and BioAPI_Import functions.

d) The
BIR

e) The

are not originally generated by a BioAPl BSP, but originate from another source'and have

nly for
been

Purpose value is utilized in two ways. First, it is used as an input,parameter to allow the

indicate to the BSP the purpose for which the resulting BIR is intended, thus allowing the B

SP to

ppropriate capturing and/or processing to create the proper BIR for-this purpose. The sgcond

be used for verification or identification, the latter generally.including additional informa
as a sample for immediate verification or as a reference template for future matching
he BioAPI BIR Purpose in a BIR header correspondsyto the “CBEFF_BDB_purpose” in ISO/IEC 19
s differ slightly since the BioAPI BIR contains a sipglée BDB, but the semantics are the same.
rictions on the use of BIR data of a particular purpose include:
rposes are valid in the BIR header.

pses of BioAPI_PURPOSE_VERIFY and BioAPI_PURPOSE_IDENTIFY are only valid as
BioAPI_Capture function:

Dses of BioAPI_PURPOSE_ENH
Pl_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY,
Pl PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY are only valid as input td

BioAPI_PURPOSE_AUDIT purpose is not valid as input to any function, but is only used
eaders

BioAPI_Process, BioAPI_CreateTemplate, and BioAPI_ProcessWithAuxData functio

what

jon to
data
(i.e.,

785-1.

input

ROLL,
and
the

in the

hs do

not have Purpose as an input parameter, but read the Purpose field from the BIR header of the input
CapturedBIR.

f) The BioAPI_Process function may accept as input any intermediate BIR with a Purpose of
BioAPI_PURPOSE_VERIFY or BioAPI_PURPOSE_IDENTIFY, and shall output only BIRs with the
same purpose as the input BIR.

g) The BioAPI_CreateTemplate function may accept as input any intermediate BIR with a Purpose of
BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY,
BioAPI_PURPOSE_ENROLL_FOR_IDENTFICATION_ONLY, and shall output only BIRs with the
same Purpose as the input BIR.

20

or
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h) If a BIR is suitable for enroliment for either subsequent verification or subsequent identi

the output BIR shall have a Purpose of BioAPI_PURPOSE_ENROLL.

7.13 BioAPI_BIR_SECURITY_BLOCK_FORMAT

fication, then

Defines the format of the data contained within the security block (SB) of the BioAPI BIR (SecurityBlock
element).

typedef struct biocapi bir security block format ({
uintl6 t SecurityFormatOwner;
uintl6 t SecurityFormatType;

} Bi

If nei
then

Secu:LityFormatOwner values are assigned and registered by the CBEFF Registration Authority
ization identifiers (see ISO/IEC 19785-2). Security Format Type is assigned by the Sefurity Format
Owndr (the Biometric Organization) and may optionally be registered.

Orga

Q

7.14.1 This identifies a subtype within)the BDB type (specified in the BioAPl_BIR_BIOMETR
valueg and their meaning are defined.by the specifier of that BDB type.

7.14.2 Each of the feature flags BioAPI_BIR_SUBTYPE_LEFT and BioAPI_BIR_SUBTYPE_R

may

7.14.

type

D= =z

OAPI BIR SECURITY BLOCK FORMAT;

er the ‘encrypt’ or ‘signed’ flags are set within the BioAPl_BIR_DATA_ TYPE field of the

alculated on the BIR Header + BDB), BDB encryption pafameters (e.g., encryption algorithm, key
IR integrity parameters (e.g., algorithm ID, keyname, version).

7.14 BioAPI_BIR_SUBTYPE

BIR Header,

he SecurityFormatOwner and SecurityFormatType are each set to 0x0000 and(noe’sedurity block is
present.

as Biometric

NOTE 1: Security Format IDs are analogous to Format IDs and the registration process is the same. A single vendor
Bn register for one Format/Product/Security Owner value (a Biometric. Organization identifier) that cap be used in all
associated fields.

OTE 2: The content of the security block itself may include a-digital signature or message auth¢ntication code

length), and/or

NOTE 3: The BioAPlI BIR security block *Fermat in a BioAPlI BIR header corresponds to the
“CBEFF_SB_format_owner” and “CBEFF_SB_format_type” in ISO/IEC 19785-1.

C_TYPE). Its

GHT may or

not be set (zero, one, or both).
3 Either none or exactly one of the five finger subtypes may be set.
def uint8/% BioAPI BIR SUBTYPE;
defingBiOAPI BIR SUBTYPE LEFT (0x01)
define'BioAPI BIR SUBTYPE RIGHT (0x02)
d€fine BioAPI BIR SUBTYPE THUMB (0x04)
Hdofin B1 A2PT BTR SIURBRTYDPE DOTNTERETINGCGER (0x08)
#define BioAPT BIR SUBTYPE MIDDLEFINGER (0x10)
#define BioAPI BIR SUBTYPE RINGFINGER (0x20)
#define BioAPTI BIR SUBTYPE LITTLEFINGER (0x40)
#define BioAPI BIR SUBTYPE MULTIPLE (0x80)
#define BioAPI NO SUBTYPE AVAILABLE (0x00)

NOTE 1: The condition NO VALUE AVAILABLE is indicated by setting the value to zero. BIRs that are not

originally created by a BioAPI BSP but have been transformed from another data format and for
information is not available may use this value.

NOTE 2: The BioAPI BIR Subtype corresponds to the “CBEFF_BDB_biometric_subtype” in ISO/I

NOTE 3: This structure is primarily used within a BIR header; however, it is also used as an inpu

which subtype

EC 19785-1.

t parameter for

functions that capture biometric data. The BioAPI_NO_SUBTYPE_AVAILABLE value is used in the BIR header

© ISO/IEC 2006 — All rights reserved
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when either this field is not applicable or information is not available. BioAPI_NO_SUBTYPE_AVAILABLE is
also used as a function parameter when the application allows the BSP to determine which subtype is to be
captured.

7.15 BioAPI_BOOL

This data type is used to indicate a true or false condition.

typedef uint8 t BioAPI BOOL;

#define BioAPI FALSE (0)
#define BiOAPI_TRUE (!BiOAPI_FALSE)

71.16 BioAPI_BSP_SCHEMA

7.16.1 Infoymation about a BSP, maintained in the component registry.

typedef struct bioapi bsp schema {
BioAPI UUID BSPUuid;
BioAPI STRING BSPDescription;
uint8 t *Path;
BioAPI VERSION SpecVersion;
BioAPI STRING ProductVersion;
BioAPI STRING Vendor;
BioAPI BIR BIOMETRIC DATA FORMAT *BSPSupportedFormatsy
uing32 t NumSupportedFormats;
BioAPI BIR BIOMETRIC TYPE FactorsMask;
BioAPI OPERATIONS MASK Operations;
BioAPI OPTIONS MASK Options;
BioAPI FMR PayloadPolicy;
uing32 t MaxPayloadSize;
int32 t DefaultVerifyTimeout;
int}32 t DefaultIdentifyTimeout;
int32 t DefaultCaptureTimeout;
2 t
2 t

int DefaultEnrollTimeout;
int DefaultCalibrateTimeouts
uin{32 t MaxBSPDbSize;
uing32 t MaxIdentify;

}BioAPI| BSP SCHEMA;

7.16.2 Defipitions
BSRUuid — UUID of the BSP.
BSADescription.=:A"NUL-terminated string containing a text description of the BSP.
Path — A _pointer to a NUL-terminated string containing the path of the file containing thg BSP

exeg¢utabile;*code, including the filename. The path may be a URL. This string shall congist of
ISOJIE€ 10646 characters encoded in UTF-8 (see ISO/IEC 10646, Annex D).

NOTE: When BioAPI_BSP_SCHEMA is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.

SpecVersion — Major/minor version number of the BioAPI specification to which the BSP was
implemented.

ProductVersion — The version string of the BSP software.
Vendor — A NUL-terminated string containing the name of the BSP vendor.

BSPSupportedFormats — A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT
structures specifying the supported BDB formats.
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NumSupportedFormats — Number of supported formats contained in BSPSupportedFormats.
FactorsMask — A mask which indicates which biometric types are supported by the BSP.
Operations — A mask which indicates which operations are supported by the BSP.

Options — A mask which indicates which options are supported by the BSP.

PayloadPolicy — Threshold setting (maximum FMR value) used to determine when to release the
payload after successful verification.

DefaultVerify Timeout — Default timeout value in milliseconds used by the BSP for BioARI_Verify
operations when no timeout is specified by the application.

Defaultidentify Timeout — Default timeout value in milliseconds used by thesBSP for BioAPI_Identify
and BioAPI_IdentifyMatch operations when no timeout is specified by-the application.

DefaultCapture Timeout — Default timeout value in milliseconds us€d;by the BSP for BioJAPI_Capture
operations when no timeout is specified by the application.

DefaultEnrollTimeout — Default timeout value in milliseconds,tused by the BSP for BioAPI_Enroll
operations when no timeout is specified by the application.

DefaultCalibrate Timeout — Default timeout value\in milliseconds used by the BSP for sensor
calibration operations when no timeout is specified"by the application.

MaxBSPDbSize — Maximum size of a BSP-controlled BIR database.
NOTE 1: Applies only when a BSP is only.capable of directly managing a single archive unit.

NOTE 2: A value of zero means_that no information about the database size is being provided for one of the
following three reasons:

a) databases are not supported,

b) it is capable of managing multiple units (either directly or through a BFP interface), each of which may
have a different “maximum size” and information about these units will be provided as pprt of the insert
notification (part of Unit Schema), or

c) ene.archive unit is supported, but the information is not given here — it will be provid¢d in the insert
notification.

MaxlIdentify — Largest population supported by the identify function. Unlimited = FFFFFHFF.

7.16.3 See clause 10.1.2 and 10.2.1 for further explanation of schema elements and for BSP insertion of
information into the component registry.

7.17 BioAPI_CANDIDATE

One of a set of candidates returned by BioAPI_Identify or BioAPI_IdentifyMatch indicating a successful
match.

typedef struct bioapi candidate {
BioAPI IDENTIFY POPULATION TYPE Type;
union {
BioAPI UUID *BIRInDataBase;
uint32 t *BIRInArray;
} BIR;
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BioAPI FMR

FMRAchieved;

} BioAPI CANDIDATE;

7.18 BioAPI_CATEGORY

This bitmask describes the category of BFP or BioAPI Unit. A BFP or BioAPI Unit shall belong to exactly one

category.

typedef uint32 t BioAPI CATEGORY;

#define BioAPI CATEGORY ARCHIVE (0x00000001)
#define BioAPI CATEGORY MATCHING ALG (0x00000002)
#define BioAPI CATEGORY PROCESSING ALG  (0x00000004)
#define BioAPI CATEGORY SENSOR (0x00000008)

The highest s

L

ignificant bit is reserved and does not indicate a category of BFP or BioAPI Unit.

.19 BioAPI_DATA

7.19.1 The|BioAPI_DATA structure is used to associate a length, in bytes, with the address of an arbitrary
block of contiguous memory.
typedef struct bioapi dataf{

uint32 |t Length; /* in bytes */

void *Data;
} BioAPI DATA;
7.19.2 Definitions

Length — Length of the data buffer in bytes.
Data |- A pointer to the start of an arbitrary length data buffer.
1.20 BioAPI_DATE

Defines the dpte when the BIR was created or when it is no longer valid.
typedef struct biocapi date ({

uintl6 [ Year; /* valid xange: 1900 - 9999 */

uint8 t|Month; /* validange: 01 - 12 */

uint8_ t| Day; /* va¥Yid~range: 01 - 31, consistent with associated month/year */
} BioAPI DATE;

#define| BioAPI(NO YEAR AVAILABLE (0)

#define| BioARINNO MONTH AVAILABLE (0)

#define| BidABT NO DAY AVAILABLE (0)
The conditiomrNO-VALHEAVAILABLE Tsindicatedbysettingatt-fietdstozero—Whenmused-withinthe—€reation
DTG within a BIR header, if no date information is available, then the NO_DATE_AVAILABLE value shall be
used.

NOTE 1: The year 2000 AD is represented by a Year value of 2000.

NOTE 2:

When used for ExpirationDate in a BIR header, corresponds to the “Valid to” portion

“CBEFF_BDB._validity_period” in ISO/IEC 19785-1.

NOTE 3:

24

Date formats are consistent with ISO 8601 [2].

of the
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appligation by the functions BioAPl_DbOpen and BioAPI_DbGetBIR. The internal*state o
includes the open database handle and also the position of a record in that open database. All
their lhandles) held by a biometric application to an open BIR database becomeglinvalid when th
closedl by the biometric application.

typedef uint32 t BioAPI DB MARKER HANDLE;

A hanldle to an open BIR database initially provided by a BSP,to a biometric application and late
applidation to address the database through the BSP.

typedef int32 t BioAPI DB HANDLE;

A strlicture providing the handlé.té a BIR database controlled by a BSP and the UUID of
databpse.

typedef struct biocapisdbbir id {

} Bi¢API DBBIR_‘ED;

ISO/IEC 19784-1:2006(E)

7.21 BioAPI_DB_ACCESS_TYPE

typedef uint32 t BioAPI DB ACCESS TYPE;

#define BioAPI DB ACCESS READ (0x00000001)
#define BioAPI DB ACCESS WRITE (0x00000002)

7.22 BioAPI_DB_MARKER_HANDLE

7.23 BioAPI_DB_HANDLE

define BioAPI DB INVALID HANDLE @1)
define BioAPI DB DEFAULT HANDLE (0)
define BioAPI DB DEFAULT UUID PTRY (NULL)

7.24 BioAPI_DBBIR_ID

BioAPI DB HANDLE..PbHandle;
BioAPI UUID KeyValue;

NOTE: This-type is used as an element of BioAPI_INPUT_BIR.

This bitmask describes a biometric application's desired level of access to a BSP-controlled BIR database.
The BSP may use the mask to determine what lock to obtain on the BIR database.

ly points to a
D a biometric
f the marker
markers (and
e database is

used by that

b BIR in that

7.25 BioAPI_DTG

Defines the date and time when the BIR was created.

typedef struct bioapi DTG ({

BioAPI DATE Date;
BioAPI TIME Time;

} BioAPI DTG;

NOTE: The BioAPI DTG in a BIR header corresponds to the “CBEFF_creation_date” in ISO/IEC 19785-1.
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7.26 BioAPI_EVENT

This enumeration defines the event types that can be raised by a BSP, BFP, or BioAPI Unit. Biometric
applications can define event handling callback functions of type BioAPI_EventHandler to receive and
manage these events. Callback functions are registered using the BioAPI_BSPLoad function. Example
events include the addition (insertion) or removal of a biometric sensor. Events are asynchronous.

BioAPI_NOTIFY_SOURCE_PRESENT and BioAPI_NOTIFY_SOURCE_REMOVED events are generated by
devices (sensor units) that can detect when the user may be available to provide a biometric sample (e.g., the
user has placed a finger on a fingerprint device). BioAPI_NOTIFY_SOURCE_PRESENT indicates that a
sample may be available, while BioAPI_NOTIFY_SOURCE_REMOVED indicates that a sample is probably
no longer available. There is no requirement that these events must occur in pairs; several
BioAPI_NOT|FY_SOURCE_PRESENT events may occur in succession.

typedef uint32 t BioAPI EVENT;

#define[BioAPI NOTIFY INSERT (1)
#define[BioAPI NOTIFY REMOVE (2)
#define[BioAPI NOTIFY FAULT (3)
#define[BioAPI NOTIFY SOURCE PRESENT (4)
#define[BioAPI NOTIFY SOURCE REMOVED (5)

1.27 BioAPI_EVENT_MASK

This type defines a mask with bit positions for each event type. The mask'is used to enable/disable [event
notification, ahd to indicate what events are supported by a BSP.

typedef uinft32 t BioAPI EVENT MASK;

#define[BioAPI NOTIFY INSERT BIT (0x000QQ001)
#define[BioAPI NOTIFY REMOVE BIT (0x00Q90002)
#define[BioAPI NOTIFY FAULT BIT (0x@P000004)

#define[BioAPI NOTIFY SOURCE PRESENT BIT (Qx00000008)
#define[BioAPI NOTIFY SOURCE REMOVED BIT+Y0x00000010)

NOTE: Itmay be impossible to mask an INSERT.event coming from an attach session of a BSP, because thg event
may occyr just after a BioAPI_BSPLoad call,)before any BioAPI_EnableEvents call has had any chanceg to be
processed. This is because BioAPI_EnableEvents requires a handle which is provided by BioAPI_BSPAttadh, and
BioAPI_BSPAttach itself shall follow.BioAPI_BSPLoad. An INSERT event will be raised by the BSP on the
BioAPI_BSPLoad call if a BioAPI Unit“is already "inserted", and this event will reach the application befgre the
applicatiop can call BioAPI_EnableEvents.

1.28 BioAPI_EventHandler

7.28.1 This|is the eventthandler interface that an application is required to support if it wishes to receive
asynchronous notification of events such as the availability of a biometric sample or a fault detected by a BSP.
The event hapdler function is registered with the BioAPI| Framework as part of the BioAPI_BSPLoad function.
This is the caller's event handler for all general BSP events over all of the caller’s attach sessions with the
loaded BSP. [General event notifications are processed through the BioAPI Framework.

The event handler function and any functions invoked (directly or indirectly) by that function shall not issue
BioAPI calls. These circular calls may result in deadlock in numerous situations; hence the event handler shall
be implemented without using BioAPI services (however, enumeration functions can be used at any time).

The BioAPI_EventHandler can be invoked multiple times in response to a single event occurring in the
associated BSP. The event handler and the calling application shall track receipt of event notifications and
ignore duplicates. An event notification provides the following information:

typedef BioAPI RETURN (BioAPI *BioAPI EventHandler)
(const BioAPI UUID *BSPUuid,
BioAPIiUNITilD UnitID,
void* AppNotifyCallbackCtx,
const BioAPI UNIT SCHEMA *UnitSchema,
BioAPI EVENT EventType);
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7.28.2 Definitions

BSPUuid — The UUID of the BSP raising the event.
UnitID — The unit ID of the BioAPI Unit associated with the event.

AppNotifyCallbackCtx — A generic pointer to context information that was provided
BioAPI_BSPL oad that established the event handler.

UnitSchema — A pointer to the unit schema of the BioAPI Unit associated with the event

EventType — The BioAPI_EVENT that has occurred.

in the call to

If the |EventType is BioAPI_NOTIFY_INSERT, then a unit schema shall be provided (that is, Unif

point

Wher

call BioAPI_Free to free the memory block containing the unit schema or a memory block pointe

its mq

A 32-pit integer value (N) that indicates a probable False Match Rate\of N/(231-1). The larger 1

worség
defing

typefef int32 t BioAPI FMR;

N

7.30.1

typedq

7.30.2 - “Definitions

#ldefine BioAPI NOT_ SET (-1)

0 a variable of type BioAPI_UNIT_SCHEMA). Otherwise, UnitSchema shall be NULL¢
the application receives a call to an event handler that carries a unit schema, the ‘applicg

mbers.

7.29 BioAPI_FMR

the result. Negative values are used to signal exceptional conditions. The only negative v
d is minus one.

OTE: FMR is used within BioAPI as a means of setting thresholds and returning scores (see clause

7.30 BioAPI_FRAMEWORK-SCHEMA

The framework schema entry for a BioAPI Framework as recorded in the component reg

ef struct bioapi framewgrk schema {
BioAPI UUID FrameworkUuid;
BioAPI STRING FwDescription;
uint8 t *Path;
BioAPI VERSI@N\ SpecVersion;
BioAPI STRING~ ProductVersion;
BioAPI STRING Vendor;
BioAPI4UUID FwPropertyld;
BioAPI\ DATA FwProperty;

BioAPI_FRAMEWORK75CHEMA;

Schema shall

tion shall not
d to by any of

he value, the
blue currently

istry.

FrameworkUuid — UUID of the Framework component.

FwDescription — A NUL-terminated string containing a text description of the Framework.

Path — A pointer to a NUL-terminated string containing the path of the file containing th

e Framework

executable code, including the filename. The path may be a URL. This string shall consist of

ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646, Annex D).

NOTE: When BioAPI_FRAMEWORK_SCHEMA is used within a function call, the component that receives
the call allocates the memory for the Path schema element and the calling component frees the memory.
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SpecVersion — Major/minor version number of the BioAPI specification to which the Framework was
implemented.

ProductVersion — The version string of the Framework software.
Vendor — A NUL-terminated string containing the name of the Framework vendor.
FwPropertylD — UUID of the format of the following Framework property.

FwProperty — Address and length of a memory buffer containing the Framework property. The format

and content of the Framework property can either be specified by a vendor or can be specified in a
related-standard

7.30.3 See|clause 10.1.1 for further explanation of framework schema elements.

1.31 BioAPI_GUI_BITMAP
7.31.1 This|structure provides a graphic for display by the application.

typedef struct bioapi gui bitmap {
uint32 f Width; /* Width of bitmap in pixels (number of pixe¥s’ for each line) *
uint32 f Height; /* Height of bitmap in pixels (number of dines) */
BioAPI PATA Bitmap;

} BioAPI GUI BITMAP;

7.31.2 Definitions

Bitmap - a series of 8-bit grayscale pixels (where ‘00’ = black and ‘FF’ = white), read from left tq right,
top tq bottom, as follows:

Table 1 — GUI Bitmap Format

Byte Position Meaning Description

0 line 0, pixel/0 first pixel of first line

1 line 0,(pixel 1 second pixel of first line
width-1 line 0, pixel(width-1) last pixel of first line
width line 1, pixel 0 first pixel of second line
(width*<height) - 1 line (width — 1), pixel (height — 1) last line, last pixel

NOTE: This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK and
BioAPI_GUI_STREAMING_CALLBACK descriptions under 7.36 and 7.37.

7.32 BioAPI_GUI_MESSAGE

This structure provides a message for display by the application.
typedef uint32 t BioAPI GUI MESSAGE;

NOTE: This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK description
under 7.36.
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7.33 BioAPI_GUI_PROGRESS

A value that indicates the percentage progress (% complete) for an in-progress BSP operation to the
application for display purposes.

typedef uint8 t BioAPI GUI PROGRESS;

NOTE: This is used with the application-controlled GUI option. See BioAPl_GUI_STATE_CALLBACK description
under 7.36.

7.34 BioAPI_GUI_RESPONSE

Returp value from the biometric application during a callback operation.

typedef uint8 t BioAPI GUI RESPONSE;

define BioAPI CAPTURE SAMPLE (1) /* Instruction to BSP tp, Capture sgmple */
define BioAPI CANCEL (2) /* User cancelled operdtion */

define BioAPI CONTINUE (3) /* User or applicatioén)selects to groceed */
define BioAPI VALID SAMPLE (4) /* Valid sample receiwed */

define BioAPI INVALID SAMPLE (5) /* Invalid sample\ received */

NOTE: This is used with the application controlled GUI option. See BioAPI_GUI_STATE_CALLBACK description

hder 7.36.

c

7.35 BioAPI_GUI_STATE

A mask that indicates GUI state, and also what other parameter values are provided in the GUI State Callback
(this information is provided by the BSP through the GUI State Callback to the application).

typedef uint32 t BioAPI GUI STATE;

define BioAPI SAMPLE AVAILABLE ¢0x0001) /* Sample captured and availablp */

define BioAPI MESSAGE PROVIDEDN (0x0002) /* BSP provided message for display */
define BioAPI PROGRESS PROVEDED (0x0004) /* BSP provide progress for display */
NOTE: This is used with the_ application-controlled GUI option. See BioAPl_GUI_STATE_CALLBAICK description

hder 7.36.

c

7.36 BioAPIL.GUI_STATE_CALLBACK
7.36.1 This structureTis a function pointer type — a callback function that an application suppliels to allow the
biometric service)provider to pass GUI state information to the application through the Framgwork, and to
receije responses back.

7.36.2 _Function

typedef BioAPI RETURN (BioAPI *BioAPI GUI STATE CALLBACK)
(void *GuiStateCallbackCtx,
BioAPI GUI STATE GuiState,
BioAPI GUI RESPONSE *Response,
BioAPI GUI MESSAGE Message,
BioAPI GUI PROGRESS Progress,
const BioAPIiGUliBITMAP *SampleBuffer) ;

Return of a value different from BioAPI_OK will make the calling function (e.g., BioAPI_Enroll) to immediately
return to the caller with that value as its error code.
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7.36.3 Parameters

NOTE: Sge also clause C.7 on User Interface Considerations.

7.37.1

GuiStateCallbackCtx (input) - A generic pointer to context information that was provided by the
original requester and is being returned to its originator.

GuiState (input) — an indication of the current state of the BSP with respect to the GUI, plus an
indication of what others parameters are available.

Response (output) — A pointer to the response from the application back to the biometric service
provider on return from the Callback.

age-{input/optiona he-numberof a-message-to-display-to-the user-Message-numbers and
sage text are not standardized, and are BSP dependent. GuiState indic
proviided; if not, the parameter is NULL.

Progress (input/optional) — A value that indicates (as a percentage) the amount of progress fn the
devglopment of a Sample/BIR. The value may be used to display a progress-bar. Not all [BSPs
support a progress indication. GuiState indicates if a sample Progress value is/provided in the [call; if
not, the parameter is NULL.

SanpleBuffer (input/optional) — The current sample buffer for the application to display. GuiState
indigates if a sample Buffer is provided; if not, the parameter is NULL:

1.37 BioAPI_GUI_STREAMING_CALLBACK

This| is a function pointer type — a callback function-that a biometric application supplies to allow a

BSP to stregm data for display, in the form of a sequence of bitmaps, to the application through the

Framework.
7.37.2 Fungtion

typedef BioAPIiRETURN (BioAPI *BiOAPI‘GU17STREAMING7CALLBACK)
(voifl *GuiStreamingCallbackCtx,
consg BioAPIiGUliBITMAP *Bitmap) ;

Return of a value different from BiocAP]_OK will make the calling function (e.g., BioAPI_Enroll) to immediately

return to the ¢aller with that valuetas'its error code.

7.37.3 Parameters

Gui$treaming€allbackCtx (input) — A generic pointer to context information that was provided by the
original requester and is being returned to its originator.

Bitmap<(input) — a pointer to the bitmap to be displayed.

NOTE: See also clause C.7 on User Interface Considerations.

7.38 BioAPI_HANDLE

A unique identifier, returned on BioAPI_BSPAttach, that identifies an attached BioAPI BSP session.

typedef uint32 t BioAPI HANDLE;

30
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7.39 BioAPI_IDENTIFY_POPULATION

A structure used to identify the set of BIRs to be used as input to a BioAPI_Identify or BioAPI_IdentifyMatch
operation.

typedef struct biocapi identify population {
BioAPI IDENTIFY POPULATION TYPE Type;
union {
BioAPI DB HANDLE *BIRDataBase;
BioAPIiBIRiARRAYiPOPULATION *BIRArray;
} BIRs;
} BioAPIilDENTIFYiPOPULATION;

If BioAPI_PRESET_ARRAY_TYPE is specified in Type, BIRArray shall be selected and shallbe get to NULL.

7.40 BioAPI_IDENTIFY_POPULATION_TYPE

A vallie indicating the method of BIR input to a BioAPI_Identify or BioAPI_IdentifyMatch operdtion, whether
it is vip a passed-in array or a pointer to a BIR database.

typefef uint8 t BioAPI IDENTIFY POPULATION TYPE;

define BioAPI DB TYPE (1)
define BiOAPI_ARRAY_TYPE (2)
define  BioAPI PRESET ARRAY TYPE  (3)

7.41 BioAPI_INDICATOR_STATUS

This type is used by a biometric application to get and.set device (BioAPI Unit) indicators supporfed by a BSP.
The precise physical form of these indicators (and t¢heir availability) is implementation-dependent

typeflef uint8 t BioAPI INDICATOR STATUS;

define BioAPI INDICATOR. ACCEPT (1)
define BioAPI INDICATOR REJECT (2)
define BioAPI INDICATOR READY (3)
define BioAPI INDIEATOR BUSY (4)
define BioAPI INDICATOR FAILURE (5)

7.42 BioAPI_INPUT_BIR

A strycture usedtoiinput a BioAPI BIR to the API. Such input can be in one of three forms:

a) aBiR*Handle;

b) “akey to a BIR in a database controlled by the BSP. If the DbHandle is zero, a databasg selected by
the BSP is assumed. (A DbHandle is returned when a BIR database is opened);

c) a BioAPI BIR structure.

typedef struct biocapi input bir {
BioAPI INPUT BIR FORM Form;
union {
BioAPI DBBIR ID *BIRinDb;
BioAPI BIR HANDLE *BIRinBSP;
BioAPIiBIR *BIR;
} InputBIR;
} BioAPI INPUT BIR;
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7.43 BioAPI_INPUT_BIR_FORM

A value indicating the form/method by which a BIR is provided.

typedef uint8 t BioAPI INPUT BIR FORM;

#define BioAPI DATABASE ID INPUT (1)
#define BioAPI BIR HANDLE INPUT (2)
#define BioAPI FULLBIR INPUT (3)

NOTE: This type is used as an element of BioAPI_INPUT_BIR.

144 BioAPIT_INSTALLC_ACTION

Specifies the

typedef uinft32 t BioAPI INSTALL ACTION;

#define BioAPI INSTALL ACTION INSTALL
#define BioAPI INSTALL ACTION REFRESH
#define BioAPI INSTALL ACTION UNINSTALL

1.45 BioAPI_INSTALL_ERROR

A structure
installation of

vhich contains additional information regarding
eration.
typedef struct install error(

BioAPI RETURN ErrorCode;

BioAPI PBTRING ErrorString;
} BioAPI INSTALL ERROR;

71.46 BioAPI_OPERATIONS_MASK

A mask that i

typedef uint32 t BioAPI OPERATIONS MASK;

action to be taken during BSP installation operations.

an error 'state

ndicates what operations are supported by the biometric service provider.

that has occurred duripg an

#delffine BioAPI_ENABLEEVENTS (0x00000001)
#deffine BioAPI_SETGUICALLBACKS (0x00000002)
#deffine BioAPI_CAPTURE (0x00000004)
#deffine BiOAPI_CREATETEMPLATE (0x00000008)
#deffine BioARINPROCESS (0x00000010)
#deffine BioAPI_PROCESSWITHAUXBIR (0x00000020)
#delffine BioAPI_VERIFYMATCH (0x00000040)
#delffine BioAPI_IDENTIFYMATCH (0x00000080)
#deff ifieBioAPI ENROLL (0x00000100)
#deffite BioAPI VERIFY (0x00000200)
#define BioAPI_IDENTIFY (0x00000400)
#define BioAPI IMPORT (0x00000800)
#define BioAPI_PRESETIDENTIFYPOPULATION (0x00001000)
#define BiOAPI_DATABASEOPERATIONS (0x00002000)
#define BioAPI SETPOWERMODE (0x00004000)
#define BioAPI_SETINDICATORSTATUS (0x00008000)
#define BioAPI_GETINDICATORSTATUS (0x00010000)
#define BioAPI_CALIBRATESENSOR (0x00020000)
#define BioAPI UTILITIES (0X00040000)
#define BioAPI QUERYUNITS (0x00100000)
#define BioAPI_QUERYBFPS (0x00200000)
#define BiOAPI_CONTROLUNIT (0X00400000)

NOTE: This type is used as an element of BioAPI_BSP_SCHEMA.

32

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

ISO/IEC 19784-1:2006(E)

7.47 BioAPI_OPTIONS_MASK

A mask that indicates what options are supported by the biometric service provider. Note that optional
functions are identified within the BioAPI_OPERATIONS_ MASK and not repeated here.

typedef uint32 t BioAPI OPTIONS MASK;

#define BioAPI RAW (0x00000001)
If set, indicates that the BSP supports the return of raw/audit data.

#define  BioAPI QUALITY RAW (0x00000002)
If set, = S -gial i R-hes

#deffine BioAPI QUALITY INTERMEDIATE (0x00000004)
If set] the BSP supports the return of a quality value (in the BIR header) for intermediate biometr{c data.

#defline  BioAPI QUALITY PROCESSED (0x00000008)
If set,|the BSP supports the return of quality value (in the BIR header) for processed-biometric dafa.

#deffine BioAPI APP GUI (0x00000010)
If set,|the BSP supports application control of the GUI.

#deffine  BioAPI STREAMINGDATA (0x@0600020)
If set,|the BSP provides GUI streaming data.

#deffine BioAPI SOURCEPRESENT (0x00000040)
If set,|the BSP supports the detection of the presence a hiometric characteristic at the biometric densor.

#defline BioAPI PAYLOAD (0x00000080)
If set|the BSP supports payload carry (accepts payload during BioAPI_Enroll or BioAPI_CrgateTemplate
and re¢turns payroll upon successful BioAPI_Verify or BioAPI_VerifyMatch).

#deffine BioAPI BIR SIGN (0x00000100)
If set,|the BSP returns signed BIRs.

#deffine BioAPI BIR ENCRYET (0x00000200)
If set,|the BSP returns encrypted BIRs (BDB portion).

#defline BioAPI TEMRLATEUPDATE (0x00000400)
If set|the BSP updates\any provided input reference template as part of the enrollment or template creation
operation.

#deffine B3*6API ADAPTATION (0x00000800)
If set,|the BSR supports BIR adaptation in the return parameters of a Verify or VerifyMatch opergtion.

#defline BioAPI BINNING (0x00001000)
If set, the BSPsupportsbinmng (im BioAPI _fderntify and BioAPI fdentifyMatchoperations)——
#define BiOAPI_SELFCONTAINEDDEVICE (0x00002000)

If set, the BSP supports a self-contained device.

#define BioAPI MOC (0x00004000)
If set, the BSP directly supports matching on a smartcard.

#define BioAPI SUBTYPE TO CAPTURE (0x00008000)
If set, the BSP supports specification by the application of which biometric subtype to capture and will act on it.

#define  BioAPI SENSORBFP (0x00010000)
If set, the BSP supports management of a sensor unit through a BFP.
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(0x00020000)

If set, the BSP supports management of an archive unit through a BFP.

#define

BioAPI MATCHINGBEFP

(0x00040000)

If set, the BSP supports management of a matching algorithm unit through a BFP.

#define

BioAPI PROCESSINGBEFP

(0x00080000)

If set, the BSP supports managment of a processing algorithm unit through a BFP.

#define

BioAPI COARSESCORES

(0x00100000)

If set, the BSP returns scores which are coarsely quantized (see clause C.4.6).

NOTE: T

L

An enumerat
try to use.

typedef uin|

/* All fFunctions available */
#define| BioAPI POWER NORMAL (1)
/* Able| to detect (for example) insertion/finger on/person present type of events
#define| BioAPI POWER DETECT (2)
/* Minifoum mode. All functions off */
#define| BioAPI POWER SLEEP (3)
1.49 BioAPI_QUALITY
7.49.1 A vglue indicating the relative quality of thebiometric data in the BDB.
typedef int8 t BioAPI QUALITY;
7.49.2 The|performance of biometrics.varies with the quality of the biometric sample. Since a unive

accepted defi
quantifying th
reported by t
BioAPI_PUR
the demands]
particular ap
demanding a

7.49.3 Qua

his type is used as an element of BioAPI_BSP_SCHEMA

on that specifies the types of power modes the BSP and its attached devices-(BioAP! Unit

t32 t BioAPI POWER MODE;

.48 BioAPI_POWER_MODE

e effect of quality onwsage of the BIR (as envisioned by the BSP implementer). The sco
he BSP are based-on'the purpose (BioAPI_BIR_PURPOSE) indicated by the application
POSE_ENROLL; BioAPI_PURPOSE_VERIFY, BioAPI_PURPOSE_IDENTIFY, etc.). Additi
upon the biometric vary based on the actual customer application and/or environment

plication usage may require higher quality samples than would normally be required b
pplications).

ityymeasurements are reported as an integral value in the range 0-100 except as follows:

Value of

“1”: BioAPI_QUALITY was not set by the BSP (reference the BSP

documentation for an explanation).

Value of
7.49.4

c)

“-2": BioAPI_QUALITY is not supported by the BSP.

There are two objectives in providing BioAPI_QUALITY feedback to the biometric application:

S

) will

-/

rsally

nition of quality does not'exist, BioAPI specifies the following structure with the goal of relatively

es as
(e.g.,

pnally,

.e., a
less

implementer’s

The primary objective is to have the BSP inform the application how suitable the biometric sample is

for the purpose (BioAPI_PURPOSE) specified by the application (as intended by the BSP
implementer based on the use scenario envisioned by that BSP implementer).

better/worse than previous sample).

34

The secondary objective is to provide the application with relative results (e.g., current sample is
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ew biometric

t application

7.49.5 Quality scores in the range 0-100 have the following general interpretation:

0-25: UNACCEPTABLE: The BDB cannot be used for the purpose specified by the application
(BioAPI_PURPOSE). The BDB needs to be replaced using one or more n
samples.

26-50: MARGINAL: The BDB will provide poor performance for the purpose specified by the
application (BioAPI_PURPOSE) and in most application environments will compromise the
intent of the application. The BDB needs to be replaced using one or more new biometric
samples.

51-75. ADEQUATE: The biometric data will Ir_\rr\\/ir*h:'a Cnnd pnrfnrmnnm: in_maos
environments based on the purpose specified by the application (BioAPI_RURPOSE). The
application should attempt to obtain higher quality data if the application developer anticipates
demanding usage.

76-100: EXCELLENT: The biometric data will provide good performance far.the purpos¢ specified by
the application (BioAPl_BIR_PURPOSE).

NOTE: The BioAPI Quality corresponds to the “CBEFF_BDB_quality” in ISO/IEC 19785-1.

7.50.1

typedef uint32 t BioAPI RETURN;

7.50.2

7.51.1

#ldefine BioAPI OK (0)

7.50 BioAPI_RETURN

This data type is returned by all BioAPI functions. The permitted values include:

BioAPI_OK

All Error Values defined in this specification

BSP-specific error values defined and returnedrby a specific biometric service provider
All Error Values defined for lower level components

BioAPI Unit-specific error values defined.and returned by a specific biometric service pro

Definitions
BioAPI_OK — Indicates operation was successful

All other values)— Indicates the operation was unsuccessful and identifies the specific, d
that resulted in the failure. (See clause 11 for the list of standardised error codes.)

7.51 BioAPI_STRING

This is used by BioAPI data structures to represent a character string inside of a fixed-

vider

etected error

length buffer.

The c

aracter string shall be NUL-terminated.

typedef uint8 t BioAPI STRING [269];

7.51.2 This string shall consist of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646,
Annex D).
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7.52 BioAPI_TIME

Defines the time when the BIR was created.

typedef struct biocapi time {

uint8 t Hour; /* valid range: 00 - 23, 99 */
uint8 t Minute ; /* valid range: 00 - 59, 99 */
uint8 t Second ; /* valid range: 00 - 59, 99 */

} BioAPI TIME;

#define BioAPI NO HOUR AVAILABLE (99)
#define BioAPI NO MINUTE AVAILABLE (99)

: e T o OO atZa T oo o oy
#deflne DTIoARr T INO oo P A Wy o e e Y W T T

The conditio NO VALUE AVAILABLE shall be indicated by setting all fields to the value 99 (decimal). When
used within |the Creation DTG within a BIR header, if no time information is availables; theh the
BioAPI_NO_ HOUR_AVAILABLE, BioAPI_NO_MINUTE_AVAILABLE, and
BioAPI_NO_$ECOND_AVAILABLE values shall be used.

NOTE: T|me formats are consistent with ISO 8601 [2].

1.53 BioAPI_UNIT_ID

A BioAPI Unit ID is a 32-bit integer assigned to a BioAPI Unit by a BSP+that manages (directly or indifectly)
the BioAPI Unit.

typedef uint32 t BioAPI UNIT ID;

#define BigAPI DONT CARE (0x00000000)
#define BigAPT DONT INCLUDE  (0xFFFFFFFF)

1.54 BioAPI_UNIT_LIST_ELEMENT

7.54.1 Indigates a BioAPI Unit by category and: ID. A list of these elements is used to establish an attach
session.

typedef strjuct bioapi unit list element {
BioAPI CATEGORY UnitCategory;

BioAPI UNIT ID UnitId;
} BioAP[ UNIT LIST ELEMENT}

7.54.2 Definitions
UnitCatelgory — Defines the category of the BioAPI Unit.

Unitld — The (Djof a BioAPI Unit to be used in this attach session. This will be created by the BSP
uniquely

7.55 BioAPI_UNIT_SCHEMA

7.55.1 A BioAPI Unit schema indicates the specific characteristics of the BioAPI Unit.

typedef struct bioapi unit schema {
BioAPIiUUID BSPUuid;
BioAPI UUID UnitManagerUuid;
BioAPI UNIT ID UnitId;
BioAPI CATEGORY UnitCategory;
BioAPI UUID UnitProperties;
BioAPI STRING VendorInformation;
uint32 t SupportedEvents;
BioAPI UUID UnitPropertyID;
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BioAPI DATA UnitProperty;
BioAPI STRING HardwareVersion;
BioAPI STRING FirmwareVersion;
BioAPI STRING SoftwareVersion;
BioAPI STRING HardwareSerialNumber;
BioAPI BOOL AuthenticatedHardware;
uint32 t MaxBSPDbSize;
uint32 t MaxIdentify;

BioAPI UNIT SCHEMA;

NOTE: The BioAPl Unit Schema is used as a function parameter (by BioAPI_QueryUnits and
BioAPI_EventHandler), but is not stored in the component registry.

7.55.

the BSP itself or a BFP).

U

U

»n_C

\

c C (@)

—

Q T

F

g

Y

H

the hardware component. Empty if not available.

Definitions
SPUuid — UUID of the BSP supporting this BioAPI Unit.

nitManagerUuid — UUID of the software component directly managing the BioAP) Unit (ma

nitld — ID of the BioAPI Unit during this attach session. This will be createdby the BSP unic
nitCategory — Defines the category of the BioAPI Unit.

nitProperties — UUID indicating a set of properties of the BioAPD Unit. The indicated set car
pecified by each vendor or follow a related standard.

endorinformation — Contains vendor proprietary information.

upportedEvents — A mask indicating which types.of events are supported by the hardware.
nitPropertylD — UUID of the format of the fellowing Unit property structure.

nitProperty — Address and length of azmemory buffer containing the Unit property describi
nit. The format and content of the Unit property can either be specified by the vendor or be

blated standard.

ardwareVersion — A NUL-terminated string containing the version of the hardware. Empty i
vailable.

irmwareVersion —/A\NUL-terminated string containing the version of the firmware. Empty if
oftwareVersion.— A NUL-terminated string containing the version of the software. Empty if 1

ardwareSerialNumber — A NUL-terminated string containing the vendor defined unique se

be either

uely.

either be

ng the BioAPI
specified in a

not

hot available.
ot available.

ial number of

/

uthénticatedHardware — A boolean value that indicates whether the hardware compon

pnt has been

a

uthenticated.

MaxBSPDbSize — Maximum size database supported by the BioAPI Unit. If zero, no database exists.

Maxldentify — Largest identify population supported by the BioAPI Unit. Unlimited = FFFFFFFF.
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7.56 BioAPI_UUID

A universally unique identifier used to identify and address components (BSPs, BFPs, BioAPI Units, and the
BioAPI Framework), to identify BIR databases, and as a database index for BSP-controlled BIR databases.

typedef ui

NOTE 1:

NOTE 2:

7.57.1 This
data have be
the compone

The version
correspondin

typedef uijpt8 t BioAPI VERSION;
NOTE 1: |This type is not used for product versions, which are generally represented by strings.
NOTE 2:| The BioAPI Version used within the BIR header corresponds {0 the “CBEFF_patron_header_vers
ISO/IEC 19785-1.

7.57.2 Definitions

The BioAPI Mersion is a concatenation of the major and minor version values such that first he

represents th
BioAPI |

where n = Ma

38

7.57 BioAPI_ VERSION

nt8 t BioAPI UUID[16];
UUIDs are defined in ISO/IEC 9834-8.

The BioAPI UUID within a BIR header corresponds to the “CBEFF_BDB_index” in ISO/IEC 19785-1.

type is used to represent the version of the BioAPI or FPI specification to which compen
en implemented. The primary use of this value is within the BIR header and within |sche
nt registry.

corresponding to this part of ISO/IEC 19784 has an integer value of (decimal) 32, or (he
j to a Major value of 2 and a Minor value of zero.

e major version and the second hex digit represents the minor version:
| VERSION Oxnm

jorVersion and m=MinorVersion:

ts or
as of

X) 20,

on” in

digit
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8 BIioAPI functions

8.1 Component Management Functions

The following functions are handled by the BioAPl Framework. Some are handled internally and others are
passed through to a BSP via the SPI.

8.1.1

BioAPI_Init

BioAPI_RETURN BioAPI BioAPI_Init

BioAPI VERSION Version);

8.1.1

This f
by the
be ca

Any ¢
by a ¢

1 Description

unction initializes the BioAPI Framework and verifies that the version of the BioAPLFramew
application is compatible with the version of the BioAPI Framework on the system. This fy
led at least once by the application.

all to BioAPI_Init which occurs while there are previous calls to BioAPI_Init that have not
orresponding call to BioAPI_Terminate will be handled as follows:_The BioAPI Framewor

with ¢ither BioAPI_OK (if and only if the handling of the proposed.version number by the
btible with the handling of the version number that was propoesed by the previous BioARI_Init call) or

comp
BioAH
BioA
of Bid

This fi

8.1.1

IERR_INCOMPATIBLE_VERSION, but will not reinitializes~A count of the number
Pl_Init calls will be maintained by the Framework, which will'not terminate until a correspo
API Terminate calls have been issued.

unction is handled internally within the BioAPI Framework and is not passed through to a B

.2 Parameters

Version (input) — the major and minor version number of the BioAPI specification that
application is compatible with.

.3 Return Value

A BioAPI_RETURN value' indicating success or specifying a particular error conditio]
BioAPI_OK indicates-success. All other values represent an error condition.

8.1.1.4 Errors

(ds)

BioAPIERR\'INCOMPATIBLE VERSION

ee alsoBioAPI Error Handling (clause 11).

ork expected
nction should

peen followed
will respond
framework is

pf successful
nding number

5P.

the biometric

n. The value
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8.1.2 BioAPI_Terminate

BioAPI_RETURN BioAPI BioAPI_Terminate

(void) ;

8.1.2.1 Description

This function terminates a biometric application's use of the BioAPI Framework. The Framework can cleanup
all internal state associated with the calling application.

This function shall only be called if there is at least one successful call to BioAPI_Init for which a
corresponding call to this function has not yet been made. BioAPI_Terminate shall not perform any actions if

there are an
correspondin

had been cal
unload any B

This function
where a Bio/

8.1.2.2 Parameters

None|

8.1.2.3 Return Value

A Bic
BioAf

N(
co

8.1.2.4 Errdg

See

calls to BioAPI_Terminate).

call to BioAPI_BSPUnload, the actions relative to the missing corresponding o
nload shall be implicitly performed by the Framework (as though the“corresponding fu
ed at that time), followed by the actions relative to BioAPI_Terminate (i.e, the Framewor}
SPs prior to terminating).

is handled internally within the BioAPI Framework and is not-passed through to a BSP, ¢
PI_BSPUnload is implied, as specified above.

API_RETURN value indicating success or specifying a particular error condition. The
°|_OK indicates success. All other values represent an error condition.

TE: A BioAPI_Terminate operation is typically not expected to fail; however, should an an|
hdition occur, the application isnot required to take any further action.

rs

BioAPI Error Handling (clause 11).

d by

ich a
hould
out a
all to
hction
shall

xcept

value

pmally
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8.1.3 BioAPIl_GetFrameworkinfo

BioAPI_RETURN BioAPI BioAPI_GetFrameworkInfo
(BioAPI FRAMEWORK SCHEMA *FrameworkSchema) ;

8.1.3.1 Description

This function returns information about the BioAPI Framework itself. Since multiple frameworks may exist on a
computer, applications will need information about them in order to choose the one to use.

8.1.3.2 Parameters

FrameworkSchema (output) — A pointer to memory where the schema information willfe| returned.
8.1.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular, ¢erfor condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.3.4 Errors

See BioAPI Error Handling (clause 11).
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8.1.4 BioAPI_EnumBSPs

BioAPI_RETURN BioAPI BioAPI_EnumBSPs
(BioAPI_BSP_SCHEMA **BSPSchemaArray,
uint32 t *NumberOfElements);

8.1.4.1 Description

This function provides information about all BSPs currently installed in the component registry. It performs the
following actions (in order):

a) alloc
BioA

b) fills th

Pl_BSP_SCHEMA with as many elements as the number of installed BSPs; .

e array with the BSP schemas of all installed BSPs; and

type

c) returps the address of the array in the BSPSchemaArray parameter and the number of elements of

the a

This function

BioAPI_Terminate has not yet been made.

This function

The memory
clause 8.7.2)
member with
it is no longer

rray in the NumberOfElements parameter.

shall only be called if there is at least one call to BioAPI_Init for which a corresponding

is handled internally within the BioAPI Framework and is notpassed through to any BSP.

n each element of the array shall also be freed by the application via a call to BioAPI_Free
needed by the application.

8.1.4.2 Par

meters

call to

block containing the array shall be freed by the application via a call to BioAPI_Free (see
when it is no longer needed by the application. The*memory block pointed to by the| Path

when

BSP$chemaArray (output) — A pointer t0*the address of the array of elements of the| type

BioAlPI_BSP_SCHEMA (allocated by the-framework) containing the BSP schema information.

NumberOfElements (output) — A pointer to the number of elements of the array (which is algo the

number of BSP schemas in the camponent registry).
8.1.4.3 Retyrn Value

A BigAPI_RETURN walue indicating success or specifying a particular error condition. The
BioAPI_OK indicatés success. All other values represent an error condition.

8.1.4.4 Errars

See

ioAPI Error Handling (clause 11).

value
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BioAPI_BSPLoad

BioAPI_RETURN BioAPI BioAPI_ BSPLoad

(

BioAPI EventHandler
void*

8.1.5.

*BSPUuid,
AppNotifyCallback,
AppNotifyCallbackCtx) ;

const BioAPI UUID

1 Description

This function initializes a BSP using the BioSPI_BSPLoad (see clause 9.3.1.1). Initialization includes
registering the application’s event handler for the specified BSP and enabling all events. The application can

choos
indep
They
applid

An 4
BioA
and c

Wher
Fram

Wher
handl
single
made

Wher
by ea
atati

Event
there
handl

N

—

Thersg
BioA
shall

applid
functi

plugg

e application code placed in event handlers.

€ 1o provide an event handler function 10 receive notricaton of evenis. Many apg
endently and concurrently load the same BSP, and each application can establish its own-&
will all receive notification of an event. The same or different event handlers~can b
ation loads multiple BSPs.

pplication may establish as many event handlers as it wishes, for,‘@ygiven BSH
P/ BSPLoad one or more times for that BSP. An event handler is identified\by a combinati
bntext.

an event occurs in a BSP, the BSP may send an event notification to the Framework
bwork's event handler.

the Framework receives an event notification from a BSR;.it shall send one notification {
br established by each application for which that event‘notification is enabled for that BSP
event notification callback made from a BSP to thé Framework may result in zero or m
by the Framework to zero or more applications.

the framework receives an event notification_from a BSP, it shall call all the event handler
ch application for that BSP. If an application~has set up multiple event handlers, they shall
me (in any order chosen by the Framework) rather than concurrently.

notification may occur at any time,-either during a BioAPI call (related or unrelated to the €
is no BioAPI call in execution. Application writers should ensure that all callbacks are prop€
ed by the application, no matter-when the application receives them.

OTE: This usually requires‘tbe use of thread synchronization techniques and discipline in the action

is a “use count*on the establishment of event handlers; they have to be de-es
PI_BSPUnload) as many times as they were established. When a BSP is loaded (BioAPI |
raise an “insert” event immediately for each present BioAPI Unit. This will indicate to

lications can
vent handler.
e used if an

P, by calling
bn of address

by calling the

0 each event
Therefore, a
ore callbacks

s established
be called one

vent) or while
rly and safely

5 performed by

ablished (by
BSPLoad), it
the biometric
for a specific

ation that\it can go ahead and do a BioAPI_BSPAttach. If the hardware component
bnality<is not present, the “insert” event cannot be raised until the hardware componént has been
ed,in.

This function shall only be called if there is at least one call to BioAPI_Init for which a corresponding call to
BioAPI_Terminate has not yet been made. The function BioAPI_BSPAttach can be invoked multiple times
for each call to BioAPI_BSPLoad.

The

BioAPI_Util_InstalIBSP. A determination of

BioAPI_BSPLoad function is not to be called unless the BSP has been

installed BSPs can be made through

BioAPI_EnumBSPs.
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8.1.5.2 Parameters
BSPUuid (input) — the UUID of the BSP selected for loading.

AppNotifyCallback (input/optional) — the event notification function provided by the caller. This defines
the callback for event notifications from the loaded (and later attached) biometric service provider.

AppNotifyCallbackCtx (input) — A generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event handler specified by
AppNotifyCallback.

8.1.5.3 Return-\Value

A BigAPI_RETURN value indicating success or specifying a particular error condition~The |value
BioAPI_OK indicates success. All other values represent an error condition.

8.1.5.4 Errars

BiopPIERR BSP_LOAD FAIL
BiopPIERR INVALID UUID

See also| BioAPI Error Handling (clause 11).

44 © ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

8.1.6

ISO/IEC 19784-1:2006(E)

BioAPI_BSPUnload

BioAPI_RETURN BioAPI BioAPI_BSPUnload

(

BioAPI EventHandler
void*

8.1.6.

The

*BSPUuid,
AppNotifyCallback,
AppNotifyCallbackCtx) ;

const BioAPI UUID

1 Description

function de-registers event notification callbacks for the caller identified b

y BSPUud.

BioAPI_BSPUnload is the analogue call to BioAPI_BSPLoad. If all callbacks registered with BioAPI are

remo
BioA

The
AppN

This f
that B

This
corre

<l 4l Ria AD] 1 <l LE. oot L F L ' AN ¥ Y RCD L ot 1 <l
o4, urcetlt DIUMAT T urmivayu o \IUI ural VIivVITIcuit. GPPIIUGLIUII) ure | =2 ulidal vWdo UaucT

b| BSPLoad.

BioAPl Framework uses the three input parameters;
ptifyCallbackCtx to uniquely identify registered callbacks.

BSPUuid, AppNaotifyC

Lnction shall only be called (for a given BSP UUID) if there is at least one-call to BioAPI_I
SP UUID) for which a corresponding call to this function has not yet beensmade.

by calls to
hllback,

and

BSPLoad (for

unction should not be called by the application if there is a call\to BioAPI_BSPAttach for which a

ponding call to BioAPI_BSPDetach (for a given BSP handle) hias'\not yet been made. Ho

this flinction be called while the BSP is still attached, then for ¢ach call to BioAPI_BSPAftt

corre
BioA
functi
Fram

This

ponding call to BioAPI_BSPDetach, the actions relative to the missing correspo
Pl _BSPDetach shall be implicitly performed by the BioAPI Framework (as though the g
bn had been called at that time), followed by the «actions relative to BioAPI_BSPUnIq
bwork will detach the BSP prior to unloading it).

ncludes the case in which the actions relative’to a missing call to BioAPI_BSPUnload

perfofmed by the BioAPI Framework during a callio’ BioAPI_Terminate (see clause 8.1.2).

8.1.6.

8.1.6.

2 Parameters
BSPUuid (input) — the UUID of the BSP selected for unloading.

AppNotifyCallback (input/optional) — the event notification function to be deregistered.
shall have been provided by the caller in BioAPI_BSPLoad.

AppNotifyCallbaekCtx (input/optional) — A generic pointer to context information that w3
the corresponding call to BioAPI_BSPLoad.

3 ReturnValue

A BioAPI_RETURN value indicating success or specifying a particular error conditio]
BioAPI_OK indicates success. All other values represent an error condition.

vever, should
ch without a
ding call to
orresponding
ad, (i.e., the

are implicitly

The function

s provided in

n. The value

8.1.6.4 Errors

BioAPIERR INVALID UUID
BioAPIERR BSP_NOT LOADED

See also BioAPI Error Handling (clause 11).
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8.1.7 BioAPI_BSPAttach

BioAPI_RETURN BioAPI BioAPI_BSPAttach

(const

BioAPI UUID *BSPUuid,

BioAPI VERSION Version,

const BioAPI_UNIT_LIST_ELEMENT *UnitList,
uint32 t NumUnits,

BiOAPI_HANDLE *NewBSPHandle) ;

8.1.7.1

Description

This function
application is
Units that the

This function
that BSP UU
BioAPI_BSP

initiates a BSP attach session and veriies that the version of the BSP expected
compatible with the version on the system. The caller shall specify a list of zero or maore-H
BSP is to use in the attach session being created.

D) for which a corresponding call to BioAPI_BSPUnload has not yet been‘made. The fu
Attach can be invoked multiple times for each call to BioAPI_BSPLoad (prior to a (

BioAPI_BSPUnload), for the same BSP, creating multiple invocations of that BSP.

8.1.7.2

BSP!

Versi
is ex

Parameters
Juid (input) — a pointer to the UUID structure containing the glebal unique identifier for the B

bn (input) — the major and minor version number of thé/BioAPI specification that the appli

versipn.

UnitL]

ist (input) — a pointer to a buffer containing-a list of BioAPI_UNIT_LIST_ELEMENT stru

indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach se

The
the fd

structures contain the ID and category_ef each BioAPI Unit. The application may specify ¢
llowing for each category of BioAPI Uhit:

a. Select a specific BioAPI UnitxJ0 specify a particular BioAPI Unit to use for this attach se
the ID and category of that BioAPI Unit will be provided for that element.

b. Select any BioAPI. Unit: When the UnitID is set to BioAPI_DONT_CARE in a par
element, the BSP will\choose which BioAPI Unit of that category to use, or will give an
return if it does nat support any BioAPI Units of that category. If a particular category is not
the BSP will likewise choose a BioAPI Unit of that category to use if it supports a BioAPI |
that category.(however, there is no error return if it does not).

explicitly not attach a BioAPI Unit of the given category, even if it supports one of that categ

y the
ioAPI

shall only be called (for a given BSP UUID) if there is at least one call to BioAP}_BSPLogd (for

hction
all to

SP.

cation

pecting the BSP to support. The BSP shall determine whether it is compatible with the required

ctures
5sion.
ne of

ssion,

icular
error
listed,
Init of

c. Select/no BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP will

ory.

return.

L~ NOTE: Any subsequent calls requiring use of a BioAP| Unit of this category will fail with am error

NumUnits (input) — The number of BioAPI Unit elements in the list that the pointer UnitList is pointing
to. If this parameter contains “0”, the BSP selects the BioAPI Unit for all categories of BioAPI Units
that the BSP manages directly or indirectly.

NOTE: Only one BioAPI Unit of each category can be attached by a biometric application for each BSP

attach session at any time.

NewBSPHandle (output) — a new handle that can be used to interact with the requested biometric
service provider. The value will be set to BioAPIERR_FRAMEWORK_INVALID_BSP_HANDLE if the

functi

46

on fails.
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8.1.7.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.1.7.4 Errors

BioAPIERR INCOMPATIBLE VERSION
BioAPIERR BSP_NOT LOADED
BioAPIERR INVALID UNIT ID
BioAPIERR INVALID UUID

e ARITLRR _TINTm TNl TICT
DT O7TYL L IoINT TINT T TV oo

BioAPTERR INVALID CATEGORY

0

ee also BioAPI Error Handling (clause 11).
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8.1.8 BioAPI_BSPDetach

BioAPI_RETURN BioAPI BioAPI_BSPDetach
(BioAPI HANDLE BSPHandle);

8.1.8.1

This function

Description

detaches the biometric application from the BSP invocation.

At this time, all BSP allocated resources associated with the BSP attach session shall be freed or released or
invalidated. This is especially important for BIR, BSP, and database handles. At this time, all set callbacks

associated wi

This function
once for the {

8.1.8.2

BSPH

8.1.8.3

A Bic
BioAf

8.1.84

Bio

See alsq

th the BSP attach session shall become invalid.

ame BSP handle created by the call to BioAPI_BSPAttach.

Parameters

Return Value

Errors
PPIERR INVALID BSP HANDLE

BioAPI Error Handling (clause 11).

fandle (input) — the handle that identifies the BSP attach session to be-terminated.

shall only be called after BioAPI_BSPAttach has been called, and shall not be called.mor¢ than

API_RETURN value indicating success or specifying a ‘particular error condition. The |value
Pl OK indicates success. All other values represent an error condition.
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BioAPI_QueryUnits

BioAPI_RETURN BioAPI BioAPI QueryUnits
(const BioAPI UUID *BSPUuid,

B
u

10API UNIT SCHEMA **UnitSchemaArray,
int32 t *NumberOfElements);

8.1.9.1 Description

4-1:2006(E)

This function provides information about all BioAPI Units that are managed directly or indirectly by the BSP
identified by the given BSP UUID and are currently in the inserted state. It performs the following actions (in

order}J:

T lhHo a0 0 0 o 7

The 1
claus
UnitP,
BioA

This f
called

(0]

) determines the set of BioAPI Units that are managed directly or indirectly by\the
currently in the inserted state;

) allocates a memory block large enough to contain an array/y of eleme

fills the array with the unit schemas of all BioAPI Units determined in/fa); and

returns the address of the array in the UnitSchemaArray parameter and the size of th
NumberOfElements parameter.

BSP and are

nts  of  type

BioAPI_UNIT_SCHEMA with as many elements as the number of BioARI|'Units determimned in (a);

b array in the

OTE: When the Framework calls the function BioSPI_QueryUnits of a BSP, the BSP allocates
ata to be returned to the Framework. In some implementation® architectures, the Framework will si
pplication the data and the addresses exactly as returhed by the BSP because the application
ddresses in the same way as the BSP and will be able to access the data that the BSP has

ock but before returning from the BioAPI*QueryUnits call. In the former case, when the a
ioAPI_Free, the Framework will make a‘corresponding call to BioSPI_Free. In the latter cas
ioAPI_Free will be handled internally. by the framework. However, such differences in the b
ramework are not visible to the application.

hemory block containing thearray shall be freed by the application via a call to BioA
p 8.7.2) when it is no lenger needed by the application. The memory block pointg
roperties member within 'each element of the array shall also be freed by the applicatior
Pl_Free when it is no lenger needed by the application.

unction shall only be called after BioAPI_Load has been called for the specified BSP, an
after BioAPI_\Unload has been called for the BSP.

8.1.9.2\Parameters

BSPUuiId (input) — The unique identifier for the BSP for which the unit information is to be

emory for the
ly pass to the
ill interpret the
laced at those

ddresses. In other implementation architectures, the. framework will need to move all the data returned by the BSP
newly allocated memory blocks accessible to thezapplication, and will call BioSPI_Free after copying each memory

pplication calls
p, the calls to
Ehavior of the

Pl _Free (see
d to by the
via a call to

l shall not be

returned.

UnitSchemaArray (output) — A pointer to the address of the array of elements of type

BioAPI_UNIT_SCHEMA (allocated by the BSP - but see note above) containing the
information.

NumberOfElements (output) — A pointer to the number of elements in the array.

8.1.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error conditio
BioAPI_OK indicates success. All other values represent an error condition.

© ISO/IEC 2006 — Al rights reserved
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8.1.9.4 Errors

BioAPIERR BSP NOT LOADED
BioAPIERR INVALID UUID

See also BioAPI Error Handling (clause 11).
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8.1.10 BioAPI_EnumBFPs

BioAPI_RETURN BioAPI BioAPI_EnumBFPs

(

BioAPI_BFP_SCHEMA **BFPSchemaArray,

uint32 t *NumberOfElements);

8.1.10.1 Description

This function provides information about all BFPs currently installed in the component registry. It performs the
following actions (in order):

a

O

2

allocales a memory block Targe enough 1o confain an array of elememnts of type

BioAPI_BFP_SCHEMA with as many elements as the number of installed BFPs;
fills the array with the BFP schemas of all installed BFPs; and

returns the address of the array in the BFPSchemaArray parameter and‘the number o
the array in the NumberOfElements parameter.

This function shall only be called if there is at least one call to BioAPI_Init-for which a corresp

BioA

This f

The 1
claus

The n
also b

Pl_Terminate has not yet been made.
unction is handled internally within the BioAPI Framework andis not passed through to any

hemory block containing the array shall be freed by<{the application via a call to BioA
p 8.7.2) when it is no longer needed by the applicatiof.,

nemory blocks pointed to by the Path and BFRProperty members within each element of t
e freed by the application via a call to BioAPL _Free when they are no longer needed by thg

8.1.10.2 Parameters

f elements of

bnding call to

BSP.

Pl _Free (see

ne array shall
application.

BFPSchemaArray (output) —- A" pointer to the address of the array of elemgnts of type

BioAPI_BFP_SCHEMA (allocated by the framework) containing the BFP schema inform3

NumberOfElements (ottput) — A pointer to the number of elements of the array (whid
number of BFP schemas in the component registry).

8.1.10.3 Return-Value

A BioARHy RETURN value indicating success or specifying a particular error conditio
BioAPI"OK indicates success. All other values represent an error condition.

81.10.4 Errors

tion.

h is also the

n. The value

See BioAPI Error Handling (clause 11).
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8.1.11 BioAPI_QueryBFPs

BioAPI_RETURN BioAPI BioAPI_ QueryBFPs
(const BioAPI UUID *BSPUuid,
BioAPI_BFP_LIST_ELEMENT **BFPList,
uint32 t *NumberOfElements);

8.1.11.1 Description

This function returns a list of BFPs which are currently installed in the component registry and supported by
the BSP identified by the given BSP UUID. It performs the following actions (in order):

a)

b)

c)

d)

Additional in
analyzing the

This function

The memory
clause 8.7.2)

8.1.11.

dete

alloc]
BioA

fills 4
and

retur|
the

NOTH
data {

the application the data and the addresses exactly as returned by\the BSP because the application will in

the a(g
addrel
BSP
mem(
calls |
BioA
Fram

BSP(

mines which among all currently installed BFPs are supported by the BSP;

ates a memory block large enough to contain an array of elemenis of

he array with identification information (category and UUID) about the BEPs determined

hs the address of the array in the BFPList parameter and the number of elements of the af
NumberOfElements parameter.

o be returned to the Framework. In some implementation architectures, the Framework will simply

dresses in the same way as the BSP and will be able to.access the data that the BSP has placed a

ry block but before returning from the BioAPI_QueryBFPs call. In the former case, when the appl
BioAPI_Free, the Framework will make a corresponding call to BioSPI_Free. In the latter case, the
PI_Free will be handled internally by the framework. However, such differences in the behavior
bwork are not visible to the application.

BFPSchemaArray at the matching BFPUuids.

block containing jthe array shall be freed by the application via a call to BioAPI_Free
when it is noJonger needed by the application.

P Parameters

id (input) — The unique identifier for the BSP for which the BFP information is to be return

BFPList (output) — A pointer to he address of the array of elements of
BioAPI_BFP_LIST_ELEMENT (allocated by the BSP - but see note above), a buffer containing the

BFP

identification information.

NumberOfElements (output) — A pointer to the number of elements in the array.

8.1.11.3 Return Value

52

Pl_BFP_LIST_ELEMENT with as many elements as the number of BFPs determined in (a);

type

n (a);

ray in

: When the Framework calls the function BioSPI_QueryBFPs of.a BSP, the BSP allocates memory [for the

ass to

ferpret

those

5ses. In other implementation architectures, the framework will need to move all the data returned |y the
o newly allocated memory blocks accessible to the application, and call BioSPI_Free after copying each

cation
alls to
of the

ormation about the supported<BFPs can be retrieved by calling BioAPI_EnumBFP$ and

shall only be called after"BioAPI_Load has been called for the specified BSP, and shall fot be
called after BjoAPI_Unload has been called for the BSP.

(see

bd.

type

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.1.11.4 Errors
BioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (clause 11).

© ISO/IEC 2006 — Al rights reserved 53


https://iecnorm.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

ISO/IEC 19784-1:2006(E)

8.1.12 BioAPI_ControlUnit

BioAPI RETURN BioAPI BioAPI_ ControlUnit
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
uint32 t ControlCode,

const

BioAPI DATA *InputData,

BioAPI DATA *OutputData);

8.1.12.1 Description

This function
from that uni
specified in th
The function
application, f
structure to th

The memory
(see clause 8

8.1.12.

BSPH

Unitll

ControlCode (input) — The function code in the BioAPI Unit to be called.

Input
contg

Outp
and |

funct
addrg

8.1.12.

A Big
BioAf

8.1.12.

. The content of the ControlCode, the send (input) data, and the receive (output) data-y
e related interface specificationfor this BioAPI Unit (or associated FPI, if present).

pllocates a memory block large enough to contain the output data that are to be’réturned
lls the memory block with the data, and sets the fields Length and Data-/of the Outpd
e size and address of the memory block (respectively).

block returned by the BioAPI function call shall be freed by the application using BioAPI]
.7.2).

P Parameters
Handle (input) — The handle of the attached biometric sérvice provider.

D (input) — 1D of the BioAPI Unit.

Data (input) — A pointer to a BioAPI-DATA structure containing an address and length of a
ining the data to be sent to the BioARIWnit related to the given ControlCode.

itData (output) — Pointer to a BioAPI_DATA structure. On output, this shall contain the ad
ength of a data buffer containing the data received from the BioAPI Unit after processin

on indicated by the ControlCode. If no memory block has been allocated by the functio
ss shall be set to NULL.and the length shall be set to zero.

B Return Value

API_RETURN: value indicating success or specifying a particular error condition. The
Pl OK indicates success. All other values represent an error condition.

1 Errors

SEnds control data from the application 1o the BIOAPT Unit and receives status or operation data

vill be

to the
tData

| Free

buffer

dress
g the
n, the

value

BioAPIERR BIOAPI UNIT NOT INSERTED
BioAPIERR INVALID UNIT ID
BioAPIERR UNIT IN USE

BioAPIERR INVALID BSP_HANDLE

See also

54

BioAPI Error Handling (clause 11).
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8.2 Data Handle Operations

BioAPI_FreeBIRHandle

BioAPI RETURN BioAPI BioAPI_FreeBIRHandle
(BioAPI HANDLE BSPHandle,
BioAPI BIR HANDLE Handle);

8.2.1.1 Description

This function frees the memory and resources associated with the specified BIR Handle. The a

sociated BIR

is no
BSP-

Alternatively, the application can call BioAPI_GetBIRFromHandle (which will retrieve the-BIR

handl

This function shall only be called after BioAPI_BSPAttach has been called, and’ shall not b

BioA

onger referenceable through that handle. If necessary, the biometric application can store
controlled BIR database (using BioAPI_DbStoreBIR) before calling BioAPL.Fre

b) instead of calling BioAPI_FreeBIRHandle.

8.2.1.2 Parameters
BSPHandle (input) — The handle of an attached BSP.

Handle (input) — The BIR handle to be freed.

8.2.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error conditio]
BioAPI_OK indicates success. All other,values represent an error condition.

8.2.1.4 Errors

BioAPIERR INVALID BIR ‘HANDLE
BioAPIERR INVALID B$PCHANDLE

ce also BioAPI Error Handling (clause 11).

he BIR into a
eBIRHandle.
and free the

b called after

Pl_BSPDetach has been called for the BSP handle created by the call to.BioAPI_BSPAttach.

n. The value

© ISO/IEC 2006 — Al rights reserved
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8.2.2 BioAPI_GetBIRFromHandle

BioAPI RETURN BioAPI BioAPI_GetBIRFromHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,

BioAPI_BIR *BIR) ;

8.2.2.1 Description

This function returns the BIR associated with a BIR handle returned by a BSP. The BIR handle is freed by the
BSP before the function returns.

56

8.2.2.2| Parameters

BSPH

Handle (input) — The handle of the BIR to be retrieved.

BIR

butput) — Pointer to the retrieved BIR.

8.2.2.3| Return Value

A Big
BioAf

8.2.2.4| Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BSP HANDLE

See also

BioAPI Error Handling (clause 11).

Handle (input) — The handle of the attached biometric service provider.

API_RETURN value indicating success or specifying a ‘particular error condition. The |value
°|_OK indicates success. All other values represent an errer condition.

© ISO/IEC 2006 — All rights reserved
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8.2.3 BioAPI_GetHeaderFromHandle
BioAPI_RETURN BioAPI BioAPI_GetHeaderFromHandle
(BioAPI_HANDLE BSPHandle,

BioAPI BIR HANDLE Handle,
BioAPI BIR HEADER *Header);

8.2.3.1 Description

This function retrieves the BIR header of the BIR identified by Handle. The BIR handle is not freed by the BSP.

8.2.3.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.
Handle (input) — The handle of the BIR whose header is to be retrieved.

Header (output) — The header of the specified BIR.

8.2.3.3 Return Value

A BioAPI_RETURN value indicating success or specifyingya particular error condition. The value
BioAPI_OK indicates success. All other values representéan-error condition.

8.2.3.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BSP HANDLE

(0)]

ce also BioAPI Error Handling (clause 11).
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8.3 Callback and Event Operations

8.3.1 BioAPI_EnableEvents

BioAPTI RETURN BioAPI BioAPI_ EnableEvents
(BioAPI_HANDLE BSPHandle,
BioAPI_EVENT_MASK Events) ;

8.3.1.1

This function

Description

enables the events specified by the Event Mask coming from all the BioAPI Units selected in the

BSP attach gession identified by the BSP Handle, and disables all other events from those BioAPI Units.

Events from
attach sessio

In some cases, INSERT events cannot be suppressed (see clause 7.27).

8.3.1.2

BSPHKandle (input) — The handle of the attached biometric service providef.

Even

8.3.1.3

A Bic
BioAf

8314

See BioA

bther BioAPI Units directly or indirectly managed by the same BSP (possibly selected)in|other
hs but not selected in the specified attach session) are not affected.

Parameters:

(s (input) — A mask indicating which events to enable.

Return Value

API_RETURN value indicating success or specifying a particular error condition. The |value
Pl OK indicates success. All other values represent an error condition.

Errors

\PI Error Handling (clause 11).
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BioAPI_SetGUICallbacks

BioAPI_RETURN BioAPI BioAPI_SetGUICallbacks

(
B

BioAPI HANDLE BSPHandle,
10API GUI STREAMING CALLBACK GuiStreamingCallback,

void *GuiStreamingCallbackCtx,

B
v

i0API GUI STATE CALLBACK GuiStateCallback,
oid *GuiStateCallbackCtx) ;

8.3.2.1 Description

This
feel”
data,

(o Xl d

Onction allows the application 1o establish callbacks so that the application may control {
f the biometric user interface by receiving from the BSP a sequence of bit-map images;-cal
for display by the biometric application as well as state information.

OTE: Not all BSPs support the provision of streaming data.

8.3.2.2 Parameters:

BSPHandle (input) — The handle of the attached biometric service previder.

biometric streaming data.

GuiStreamingCallbackCtx (input) — A generic pointef/to context information that was pr
application and will be presented on the callback,

GuiStateCallback (input) — A pointer to an application callback to deal with GUI state cha

GuiStateCallbackCtx (input) — A generic: pointer to context information that was pro
application and will be presented on the callback.

OTE 1: Function sub-types for BioAPT=GUI_STATE_CALLBACK and BioAPI_GUI_STREAMING_(
efined in clauses 7.36 and 7.37 respectively.

OTE 2: See also clause C.Z-on.User Interface Considerations.
8.3.2.3 Return Value

A BioAPI_RETWRN value indicating success or specifying a particular error conditio]
BioAPI_OK.indicates success. All other values represent an error condition.

8.3.2.4  Errors

e “look-and-
ed streaming

GuiStreamingCallback (input) — A pointer to an application-callback to deal with the pfesentation of

bvided by the

hges.

vided by the

ALLBACK are

n. The value

E#oAPIERR INVALID POINTER

BIOAFPIERK INVALID BoF HANDLEA

See also BioAPI Error Handling (clause 11).
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8

8.41

BioAPI RET

(BioAPI_ HANDLE
BioAPI
BioAPI

.4 Biometric Operations

BioAPI_Capture

URN BioAPI BioAPI_Capture
BSPHandle,

BIR PURPOSE Purpose,
BIR SUBTYPE Subtype,

const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,

BioAPI
int32 t

BIR HANDLE
Timeout,

*CapturedBIR,

BioOAPI |

8.4.1.1

This function
BIR (if the B
recorded in t
The function
use of the ha
to a server, th

By default, th
application m
BioAPI_Set(

[ BIR HANDLE — ~AuditData);

Description

captures samples for the purpose specified, and the BSP returns either an_“intermediate
ioAPI_Process function needs to be called), or a “processed” BIR (if not). The Purp

returns handles to whatever data is collected, and all local operations-can'be completed th
ndles. If the application needs to acquire the data either to store it in’a-BIR database or to s
e application can retrieve the data with the BioAPIl_GetBIRFromHandle function.

ay, however, request control of the GUI “look-and-feel” by providing a GUI callback poir
fUICallbacks. See clause C.7 for additional explanation.of user interface features.

e BSP is responsible for providing the user interface associated with the capture operation.

" type
Dse is

ne header of the CapturedBIR. If AuditData is non-NULL, a BIR of type, ‘“raw” may be retdirned.

rough
end it

The
ter in

Capture seridlizes use of the sensor device. If two or more biometric applications are racing for the sensgr, the

losers will w
functions tha
(BioAPI_UNI

The BIR Han
when it is no

8.41.2
BSPH
Purp

Subty
BioA

hit until the operation completes or the timeout*expires. This serialization takes place
capture data. The BSP is responsible for serializing. It may do this by either returning
| _IN_USE) or by queuing requests.

onger needed.

Parameters:
{andle (input) — The handle of the attached biometric service provider.
bse (input) — A value’/indicating the purpose of the biometric data capture.

pe (input/eptional) — Specifies which subtype (e.g., left/right eye) to capture. A val
PI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE:) Not all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be refle
thecheader of the returned CapturedBIR.

in all
busy’

dle returned by the function shall be(released by the application (via BioAPI_FreeBIRHgndle)

ue of

Cted in

OutputFormat (input/optional) — Specifies which BDB format to use for the returned CapturedBIR, if
the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select the
format.

CapturedBIR (output) — A handle to a BIR containing captured data. This data is either an

“intermediate”

BIR (which can only be used by either

type

the BioAPI_Process,

BioAPI_CreateTemplate, or BioAPI_ProcessWithAuxData functions, depending on the purpose),
or a “processed” BIR (which can be used directly by BioAPI_VerifyMatch or BioAPI_IdentifyMatch,
depending on the purpose).
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Timeout (input) — An integer specifying the timeout value (in milliseconds) for the operation. If this
timeout is reached, the function returns an error, and no results. This value can be any positive
number. A ‘-1’ value means the BSP’s default timeout value will be used.

AuditData (output/optional) — A handle to a BIR containing raw biometric data. This data may be used
to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on input, no
audit data is collected. Not all BSPs support the collection of audit data. A BSP may return a BIR
handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported, or a
value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

8.4.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.1.4 Errors

BioAPIERR USER CANCELLED
BioAPIERR UNABLE TO CAPTURE
BioAPIERR TOO MANY HANDLES
BioAPIERR TIMEOUT EXPIRED
BioAPIERR PURPOSE NOT SUPPORTED
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR UNIT IN USE

0

ee also BioAPI Error Handling (clause 11).
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8.4.2 BioAPI_CreateTemplate

BioAPI RETURN BioAPI BioAPI CreateTemplate
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI INPUT BIR *ReferenceTemplate,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *NewTemplate,
const BioAPI DATA *Payload,
BioAPI UUID *TemplateUUID);

8.4.2.1

This function
enrollment te
update based

The optional
this capabilit

NewTemplatg is optional.

If the BSP suyipports an internal or BSP-controlled BIR database (e.g., smaftcard or identification engi

may optional
controlled BIH

The BIR han

when it is no
releases the

8.4.2.2

BSP

CaptyiredBIR (input) — The captured BIR or its handle.

Reference Template (input/optional) — Optionally, the existing template to be updated, or its ke

BIR database, or its handle or NULL if a reference template does not exist yet or is not intended
updated.
OutplitFormat (input/optional) — Specifies which BDB format to use for the returned NewTemp

the B
form4

New]
and (

—Description
mplate. A new BIR is constructed from the CapturedBIR, and (optionally) it may\perfo
on an existing ReferenceTemplate. The old Reference Template remains unchanged.

nput Reference Template is provided for use in creating the NewTemplate,\if the BSP su
y. When present, use of the input ReferenceTemplate by the BSP).to create the

y return the UUID assigned to the newly created NewTemplate as stored within that

longer needed. The BIR may be retrieved by calling BioAPI_GetBIRFromHandle, whic
pandle.

Parameters:

Handle (input) — The handle of the attached biometric service provider.

SP supportssmore than one format. A NULL pointer value indicates that the BSP is to selg
t.

[emplate (output) — A handle to a newly created template that is derived from the Captur
bptionally) the ReferenceTemplate.

R database. The UUID value shall be the same as that included in the BIR header, if present.

takes a BIR containing biometric data in intermediate form for the purpose of creating & new

m an

bports
butput

ne), it
BSP-
t

dle returned by the function shall be released by thé “application (via BioAPI_FreeBIRH3ndle)

N also

y in a
to be

ate, if
ct the

bdBIR

Payload (input/optional) — A pointer to data that will be stored by the BSP. This parameter is ignored if
NULL.

NOTE 1: Not all BSPs support storage of payloads.

NOTE 2: See clauses A.4.6.2.6 and C.5 for additional information regarding payloads.

TemplateUUID (output/optional) — A pointer to a 16-byte memory block where the BSP-assigned
UUID associated with the ReferenceTemplate (as stored internally in a BSP-controlled BIR database)
will optionally be returned. The pointer shall be set to NULL to indicate that no UUID is being returned.
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8.4.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.4.2.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TOO MANY HANDLES

e ARILRR _ITINZA DT IO M OmADD  DASIT AN
DT O7TYL L IoINT |\ e e g e [ S W/ 1y ¥ A s . et s A

BioAPIERR INCONSISTENT PURPOSE
BioAPIERR PURPOSE NOT SUPPORTED
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR QUALITY ERROR

0

ee also BioAPI Error Handling (clause 11).
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8.4.3 BioAPIl_Process

BioAPI RETURN BioAPI BioAPI_ Process
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

8.4.3.1

Description

This function processes the intermediate data captured via a call to BioAPI_Capture for the purpose of either

verification of
builds a “prog
BioAPIERR _

This function

handle throu
memory assg

8.4.3.2

BSP

CaptyiredBIR (input) — The captured BIR or its handle.

Outp
the B
form4

Procd

8.4.3.3

A Big
BioAf

8434

Bio
Bio
Bio
Bio
Bio
Bio
Bio

identification. € processing capabllity 1S supporied by the attache Invocation,
essed biometric sample” BIR; otherwise, ProcessedBIR is set to NULL, and this function'r
BSP_FUNCTION_NOT_SUPPORTED.

results in the creation of a BIR by the BSP. The application can retrieve the BIR using th
hh a call to BioAPI_GetBIRFromHandle, which also frees the handle, ‘ercan releas
ciated with the BIR handle only through a call to BioAPI_FreeBIRHandle(

Parameters:

Handle (input) — The handle of the attached biometric service provider.

itFormat (input/optional) — Specifies which BDB format to use for the returned Processed!
SP supports more than one format. A NULL pointer-value indicates that the BSP is to selg
t.

bssedBIR (output) — A handle for the newly. eonstructed “processed” BIR.

Return Value

API_RETURN value indicating ‘success or specifying a particular error condition. The
Pl OK indicates success. All ©ther values represent an error condition.

Errors

APTERR INVALTD-BIR HANDLE
APTERR INVALID BIR

APTERR BTR\SIGNATURE FAILURE
APTERR (TQO MANY HANDLES
APTERRNTNCONSISTENT PURPOSE
pPIERR PURPOSE NOT SUPPORTED

BSP
turns

e BIR
e the

BIR, if
ct the

value

ARIFRR UNSUPPORTED FORMAT

BioAPIERR RECORD NOT_FOUND
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR QUALITY ERROR

See also

64
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BioAPI_ProcessWithAuxBIR

BioAPI_RETURN BioAPI BioAPI_ ProcessWithAuxBIR

(

BioAPI HANDLE BSPHandle,

const BioAPI INPUT BIR *CapturedBIR,

const BioAPI INPUT BIR *AuxiliaryData,

const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

This
with
identi

N
B

If the

“proce¢ssed biometric sample” BIR, otherwise, ProcessedBIR is set tol NULL, and this fur

BioAHR

This function results in the creation of a BIR by the BSP. The application can retrieve the BIR

handl

memary associated with the BIR handle only through a call tor BioAPI_FreeBIRHandle.

8.4.4.1 Description

Nclion processes the intermediate data previously captured via a call to BioAPI_Capture
uxiliary data, creating processed biometric samples for the purpose of subsequent
ication. It enables implementations that require the input of auxiliary data to the process op

n conjunction
erification or
bration.

OTE: This capability may be used to support biometric match-on-card (MOC). See clause C.8 for & description of

ioAPI use within the overall MOC process.
processing with auxiliary data capability is supported by the attached BSP“invocation, the

IERR_BSP_FUNCTION_NOT_SUPPORTED.

e through a call to BioAPI_GetBIRFromHandle, which*also frees the handle, or carn

8.4.4.2 Parameters

BSPHandle (input) — The handle of the attached biometric service provider.

BSP builds a
ction returns

Ising the BIR
release the

CapturedBIR (input) — A BIR obtained from the BioAPI_Capture function previously called.

AuxiliaryData (input) — A BIR strueture containing auxiliary data used in the processing o

NOTE 1: An example of-auxiliary data is information related to the enrollment template w
processing operatiornto-properly crop an input image to maximize the possibility of a sub
(e.g., to ensure that.the processed BIR for verification and the enroliment template are dg
same portion of.a finger). Another would be passing of biometric algorithm parameters.

NOTE 2:/The content and format of the auxiliary data are specified by the BIR Biometric D4
in the auxitiary BIR header and may be specific to a BSP.

OutputFormat (input/optional) — Specifies which BDB format to use for the returned Pro
the BSP supports more than one format. A NULL pointer value indicates that the BSP ig
format.

peration.

hich allows the
sequent match
brived from the

ta Format field

cessedBIR, if
to select the

FProcessedblR (output) — A handle Tor the newly construcied "processed” BIR.

8.4.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error conditio
BioAPI_OK indicates success. All other values represent an error condition.

8.4.4.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TOO MANY HANDLES

© ISO/IEC 2006 — Al rights reserved
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BioAPIERR INCONSISTENT PURPOSE
BioAPIERR PURPOSE NOT SUPPORTED
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR FUNCTION NOT SUPPORTED

See also BioAPI Error Handling (clause 11).
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BioAPI_VerifyMatch

BioAPI_RETURN BioAPI BioAPI VerifyMatch

(

BioAPI HANDLE BSPHandle,

BioAPI FMR MaxFMRRequested,

const BioAPI INPUT BIR *ProcessedBIR,

const BioAPI INPUT BIR *ReferenceTemplate,

BioAPI BIR HANDLE *AdaptedBIR,

BioAPI BOOL *Result,

BioAPI FMR *FMRAchieved,

BioAPI DATA *Payload);

8.4.5.1 Description

This [function performs a verification (1-to-1) match between two BIRs: the Processed.
ReferenceTemplate. The ProcessedBIR is the “processed” BIR constructed specifically for thi

The R

The 4
Resu

indicgdting how closely the BIRs actually matched.

N

By se
const
Adap

information taken from the ProcessedBIR. (Not all BSPs perform adaptation). The resulting

shoul
applia
caseg
by thg
If a f
verifig
in its
N
N

The 1

longef

releag

eference Template was created at enrollment.

pplication shall request a maximum FMR value criterion (threshold) for a successful match,
t indicates whether verification was successful or not, and the FMRAchieved is a FMR

OTE: See clause C.4 for information on the use of the FMR concept-for normalized scoring and thre
tting the AdaptedBIR pointer to an address other than ,NULL, the application can request

r'ucted by adapting the ReferenceTemplate using thé“ProcessedBIR. A new handle is re
edBIR. If the match is successful, an attempt may“be made to adapt the Referencel
i now be considered an optimal enrollment template, and be saved in the BIR database.

ation whether it uses or discards this data.)4t is important to note that adaptation may n
. In the event of an adaptation, this function stores the handle to the new BIR in the mem
AdaptedBIR parameter.

Payload is associated with the, ReferenceTemplate, the Payload may be returned updg
ation if the FMRAchieved is sufficiently stringent; this is controlled by the policy of the BSP
schema.

OTE 1: Not all BSPs support return of payloads.

OTE 2: See clauses-A.4.6.2.6 and C.5 for additional information regarding use of payloads.

hemory blockireturned by the BioAPI function call shall be freed by the application as so

ed threugh a call to BioAPI_FreeBIRHandle.

B/IR and the
5 verification.

The Boolean
value (score)

bholding.

that a BIR be
turned to the
[emplate with

AdaptedBIR
It is up to the
bt occur in all
bry pointed to

n successful
and specified

bn as it is no

needed~using BioAPI_Free (see clause 8.7.2). If an adapted BIR is returned, its handle can be

8:4:5.2 Parameters:

BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) — The requested FMR criterion for successful verification (i.e., the

matching threshold).
ProcessedBIR (input) — The BIR to be verified, or its handle.

Reference Template (input) — The BIR to be verified against, or its key in a BIR database

, or its handle.

AdaptedBIR (output/optional) — A pointer to the handle of the adapted BIR. This parameter can be

NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The

© ISO/IEC 2006 — Al rights reserved
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return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that adaptation is not
supported or a value of BioAPI_INVALID _BIR_HANDLE to indicate that adaptation was not possible.

Result (output) — A pointer to a Boolean value indicating (BioAPl_TRUE/BioAPI_FALSE) whether the
BIRs matched or not according to the specified criteria.

FMRAchieved (output) — A pointer to an FMR value indicating the closeness of the match (i.e., the
match score).

Payload (output/optional) — If a payload is associated with the Reference Template, it is returned in an
allocated BioAPI_DATA structure if the FMRAchieved satisfies the payload policy of the BSP.

8.4.5.3| Return Value

A BigAPI_RETURN value indicating success or specifying a particular error condition” The |value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.5.4| Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR BIR NOT FULLY PROCESSED
BioAPIERR RECORD NOT FOUND
BioAPIERR QUALITY ERROR

See also|BioAPI Error Handling (clause 11).
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BioAPI_ldentifyMatch

BioAPI_RETURN BioAPI BioAPI_IdentifyMatch

(

BioAPI HANDLE BSPHandle,

BioAPI FMR MaxFMRRequested,

C
C
u

onst BioAPI INPUT BIR *ProcessedBIR,
onst BioAPI IDENTIFY POPULATION *Population,
int32 t TotalNumberOfTemplates,

BioAPI BOOL Binning,
uint32 t MaxNumberOfResults,

uint32 t

*NumberOfResults,
1i02APT CANDIDATE

i

This f{
BIRs.

**P:hdid:foc,

nt32_€ Timeout) ;

8.4.6.1 Description

unction performs an identification (1-to-many) match between a ProcessedBIR and a se
The ProcessedBIR is the “processed” BIR captured specifically for this~identification. T

that the match takes place against can be presented in one of two ways:

a

b

=

Therg
BioAH
as B
BioA
BSP

In a BIR database identified by an open database handle;
Input in an array of BIRs;

OTE: When using a BSP-controlled BIR database, this [database must previously have been
ioAPI_DbOpen.

is an opton to use an array\n of BIRs, which can be
|_IDENTIFY_POPULATION_TYPE in the BioAPI_IDENTIFY_POPULATION structure. If
OAPI_PRESET_ARRAY_TYPE (3), the_array of BIRs which had been previously
Pl _PresetldentifyPopulation call will be ‘used. The preset array of BIRs will be freed int
vhen BioAPI_BSPDetach is called.

g
3

The fyinction performs the following actions (in order):

a

b

determines the set of candidates from the population that match according to the specifig

allocates a memory block large enough to contain an array of elements of type BioAPI |
with as many elements as the number of candidates determined in (a);

fills the array.“with the candidate information for all candidates determined in (a),
FMRACchigved of each candidate; and

returns the address of the array in the Candidates parameter and the size of the
NumberOfResults parameter.

of reference
ne population

opened using

pecified in
t is specified

set in the
ernally by the

d criteria;

[CANDIDATE

including the

array in the

N

OTE: See clause C.4 for information on the use of the FMR concept for normalized scoring and thresholding.

The memory block returned by the BioAPI function call shall be freed by the application using BioAPI_Free
(see clause 8.7.2).

8.4.6.2 Parameters:

BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) — The requested FMR criterion for successful identification (i.e., the

matching threshold).

ProcessedBIR (input) — The BIR to be identified.
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Population (input) — The population of reference BIRs (templates) against which the identification is to
be performed (by this BSP).

TotalNumberOfTemplates (input) — Specifies the total number of templates stored by the application
in the population. A value of zero indicates that the application is not providing a number.

NOTE: If the total population is distributed over several databases/partitions, then the total size

of the

population will be greater than the population seen by the BSP. The BSP may map the FARRequested to

its internal matching threshold based on this total population size.

Binning (input) — A Boolean indicating whether Binning is on or off.

MaxN
ares

Num
asa

Cand
contd
asso
scori
NULL
BioA
corre

a passed-in array of BIRs, then _BioAPI_IDENTIFY_POPULATION_TYPE has the

BioA

Time

improve the speed of the Match operation, it may also increase the probability of missing a eandida
to the possibility of mis-binning and as a result, searching a bin which should, but does.not; cont
matching BIR).

NOTE 2: Additional information regarding binning is located in clause A.4.6.2.10.

umberOfResults (input) — Specifies the maximum number of match candidates to be returr
LIt of the 1:N match. A value of zero is a request for all candidates,

perOfResults (output) — A pointer to the number of candidate€s returned in the Candidates|
esult of the 1:N match.

idates (output) — A pointer to the address of an arrayof elements of type BioAPI_CANDI
ining information about the BIRs identified as a/result of the match process (i.e., if
Ciated with BIRs found to meet the match threshold). This list is in rank order, with the
g (closest matching) record being first. If no“matches are found, no array is allocated

address is returned. If the Population was’ presented in a BIR database (i.e., the va
Pl_IDENTIFY_POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointers to U
sponding to BIR’s stored in the BSP-cantrolled BIR database. If the Population was presen

Pl_ARRAY_TYPE and the array.contains pointers to relative indices into the passed-in arra

put (input) — An integer spetifying the timeout value (in milliseconds) for the operation.

NOTE 1: Binning is a search optimization technique that the BSP may employ. It is based on searghing a
subset of the population according to the intrinsic characteristics of the biometric data. While”jt may

(due
in the

ed as

array

DATE
dices

best
and a
ue of
UID’s
ed as
value

Y.
If this

value

value

timequt is reached, the function returns an error, no array is allocated, and a NULL addrgss is
returmed. This value can be any positive number. A ‘-1’ value means the BSP’s default timeout
will bp used.

8.4.6.3| Return Value
A BigAPI_RETURN value indicating success or specifying a particular error condition. The
BioAPI_OK'indicates success. All other values represent an error condition.

8.4.6.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TIMEOUT EXPIRED
BioAPIERR NO INPUT BIRS

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR BIR NOT FULLY PROCESSED
BioAPIERR_RECORD NOT FOUND
BioAPIERR QUALITY ERROR

BioAPIERR FUNCTION FAILED
BioAPIERR PRESET BIR DOES NOT EXIST
BioAPIERR INVALID DB HANDLE
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See also BioAPI Error Handling (clause 11).

NOTE 1: Not all BSPs support 1:N identification. See your BSP programmer’s manual to determine if the
BSP(s) you are using supports this capability.

NOTE 2: Depending on the BSP and the location and size of the database to be searched, this operation could
take a significant amount of time to perform. Check your BSP manual for recommended Timeout values.

NOTE 3: The number of match candidates found by the BSP is dependent on the actual FMR of the matching
algorithm at the MaxFMRRequested threshold setting.
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8.4.7 BioAPI_Enroll

BioAPI_RETURN BioAPI BioAPI Enroll
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *NewTemplate,
const BioAPI DATA *Payload,
int32 t Timeout,
BioAPTI -BIR-HANDLE *Awﬂ-iﬁ-ﬁ:d—:l,
BioAPI|UUID *TemplateUUID);

8.4.7.1| Description

This function| captures biometric data from the attached device (sensor unit) for the putpose of crealing a
ProcessedBIR for the purpose of BioAPI-PURPOSE_ENROLL,
BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or
BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY (i.e., a reference tepiplate).

The optional input Reference Template is provided for use in creating the New;Femplate, if the BSP supports
the template update capability. When present, use of the input ReferenceFemplate by the BSP to create the
output NewT¢mplate is optional.

If the BSP sypports an internal (or BSP-controlled) BIR database((e.g., smartcard or identification engine), it
may optionally return the UUID assigned to the newly created ReferenceTemplate as stored within that|BSP-
controlled BIR database. The UUID value shall be the same as-that included in the BIR header, if present.

The BSP is rgsponsible for providing the user interface.associated with the enroliment operation as a dgfault.
The application may request control of the GUI “look-and-feel” by providing a GUI callback pointer in
BioAPI_SetGUICallbacks. See clause C.7 for additional explanation of user interface features.

Since the Bi9API_Enroll operation includes.a capture, it serializes use of the sensor device. If two or|more
applications are racing for the device, the lgsers will wait until the operation completes or the timeout expires.
This serialization takes place in all functions that capture data. The BSP is responsible for serializing. It may
do this by either returning ‘busy’ (BioARL UNIT_IN_USE) or by queuing requests.

The memory|block returned by the*BioAPI function call shall be freed by the application as soon as itfis no
longer needged using BioAPIl-Free (see clause 8.7.2). Output BIRs can be retrieved by a cpll to
BioAPI_GetBIRFromHandle, which releases the handle, or the handle can be released without retrieving the
BIR through BioAPI_FreeBIRHandle.

8.4.7.2| Parameters:

BSP

Purpose (input) — A value indicating the desired purpose (BioAPI_PURPOSE_ENROLL,
BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or
BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY).

Subtype (input/optional) — Specifies which subtype (e.g., left/right eye) to enroll. A value of
BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE: Not all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be reflected in
the header of the returned NewTemplate.
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OutputFormat (input/optional) — Specifies which BDB format to use for the returned NewTemplate, if
the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select the
format.

Reference Template (input/optional) — Optionally, the BIR to be adapted (updated), or it's key in a BIR
database, or its handle.

NewTemplate (output) — A handle to a newly created template that is derived from the new raw
samples and (optionally) the Reference Template.

Payload (input/optional) — A pointer to data that will be stored by the BSP. This parameter is ignored if
NULL

NOTE 1: Not all BSPs support storage of payloads.
NOTE 2: See clauses A.4.6.2.6 and C.5 for additional information regarding payloads.

Timeout (input) — An integer specifying the timeout value (in milliseconds) for the opgration. If this
timeout is reached, the function returns an error, and no results. This value can be| any positive
number. A ‘-1’ value means the BSP’s default timeout value will be used.

AuditData (output/optional) — A handle to a BIR containing raw.biometric data. This data|jmay be used
to provide a human-identifiable data of the person at the sensor unit. If the pointer is NJJLL on input,
no audit data is collected. Not all BSPs support the collection of audit data. A BSP mayf return a BIR
handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not sypported, or a
value of BioAPI_INVALID_BIR_HANDLE to indicatethat no audit data is available.

TemplateUUID (output/optional) — A pointer t@ a 16-byte memory block where the BSP-assigned
UUID associated with the Reference Template_ (as stored internally in a BSP-controlled BIR database)
will optionally be returned. The pointer shallbe set to NULL to indicate that no UUID is bging returned.

8.4.7.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.7.4 Errors

BioAPIERR USER CANCELLED
BioAPIERR(UNABLE TO CAPTURE
BioAPIERR .INVALID BIR HANDLE
BioAPZERR TOO MANY HANDLES
BioAPIERR UNABLE TO STORE_PAYLOAD
BiQAPIERR TIMEOUT EXPIRED
BioAPIERR PURPOSE NOT SUPPORTED
B10APIERR UNSUPPORTED FORMAT
BIOAPIERR RECORD NOT_ FOUND
BioAPIERR QUALITY ERROR
BioAPIERR UNIT IN USE

See also BioAPI Error Handling (clause 11).
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8.4.8 BioAPI_Verify

BioAPI_RETURN BioAPI BioAPI Verify

(BioAPI HANDLE
BioAPI
const BioAPI INPUT BIR
BioAPI
BioAPI
BioAPI
BioAPI
BioAPI

BSPHandle,

FMR MaxFMRRequested,
*ReferenceTemplate,
Subtype,

*AdaptedBIR,

*Result,

FMR *FMRAchieved,

DATA *Payload,

BIR SUBTYPE
BIR HANDLE
BOOL

int32 t
BioAPI|

8.4.8.1

This function
ReferenceTe

The applicati
Result indic
indicating ho

NOTE: S
By setting th

adapting the
match is suc

the Processe
an optimal er

|

or discards t
adaptation, t
parameter.
If a Payload|
verification if
in its schema
NOTE 1:
NOTE 2:

The BSP is ri

application
BioAPI_Setd

Since the Bi

aTes whether verification was successful or not, and the FMRAchieved is a FMR value (

Timeout
7

|[BIR_HANDLE *AuditData);

Description

captures biometric data from the attached device (sensor unit), and compares it again
mplate.

n shall request a maximum FMR value criterion (threshold) for a suc€essful match. The Bg
v closely the BIRs actually matched.

e clause C.4 for information on the use of the FMR concept for nermalized scoring and thresholding,
Reference Template using the ProcessedBIR. A new’handle is returned to the AdaptedBIR.
cessful, an attempt may be made to adapt the Reference Template with information taker
dBIR. (Not all BSPs perform adaptation). The“tesulting AdaptedBIR should now be cons
roliment template, and be saved in the BIR.database. (It is up to the application whether i

is data). It is important to note that adaptation may not occur in all cases. In the event
is function stores the handle to the-new BIR in the memory pointed to by the Adapt

is associated with the ReferenceTemplate, the Payload may be returned upon succ
the FMRAchieved is sufficiently stringent; this is controlled by the policy of the BSP and spsg
Not all BSPs support-return of payloads.

See clauses A.4.6:2.6 and C.5 for additional information regarding use of payloads.

bsponsible,for providing the user interface associated with the verify operation as a defaul

hay request control of the GUI “look-and-feel” by providing a GUI callback poin
yUICallbacks. See clause C.7 for additional explanation of user interface features.

5t the

olean
Ecore)

b AdaptedBIR pointer to non-NULL, the application«Can request that a BIR be constructed by

If the
from
dered
uses
of an
pdBIR

essful
cified

t. The
er in

AFI_Verirty operation Includes a capture, IT serializes use OT the sensor device. IT WO or

more

applications are racing for the device, the losers will wait until the operation completes or the timeout expires.
This serialization takes place in all functions that capture data. The BSP is responsible for serializing. It may
do this by either returning ‘busy’ (BioAPI_UNIT _IN_USE) or by queuing requests.

The memory block returned by the BioAPI function call shall be freed by the application as soon as it is no
longer needed using BioAPI_Free (see clause 8.7.2). Output BIRs can be retrieved by a call to
BioAPI_GetBIRFromHandle, which releases the handle, or the handle can be released without retrieving the
BIR through BioAPI_FreeBIRHandle.
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8.4.8.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) — The requested FMR criterion for successful verificat
matching threshold).

Reference Template (input) — The BIR to be verified against, or its key in a BIR database

ion (i.e., the

, or its handle.

Subtype (input/optional) — Specifies which subtype (e.g., left/right eye) to capture for verification. A
value of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE: Not all BSPs support the capture of specific Subtypes.

AdaptedBIR (output/optional) — A pointer to the handle of the adapted BIR. This para
NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The
return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indiecate that ada

Result (output) — A pointer to a Boolean value indicating (BioAPI_TRUE/BioAPI_FALSH
BIRs matched or not according to the specified criteria.

FMRAchieved (output) — A pointer to an FMR value indicating the closeness of the m
match score).

allocated BioAPI_DATA structure if the FMRAchiéved satisfies the policy of the BSP.

Timeout (input) — An integer specifying thectimeout value (in milliseconds) for the ope
timeout is reached, the function returns @n error, and no results. This value can be
number. A ‘-1’ value means the BSP’s default timeout value will be used.

AuditData (output/optional) — A handle to a BIR containing raw biometric data. This data
to provide human-identifiable data of the person at the sensor unit. If the pointer is NUL
audit data is collected. Not alFBSPs support the collection of audit data. A BSP may
handle value of BioAPI _UNSUPPORTED_ BIR_HANDLE to indicate AuditData is not suU
value of BioAPI_INVALID* BIR_HANDLE to indicate that no audit data is available.

8.4.8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error conditio
BioAPI_OK indicates success. All other values represent an error condition.

8.4.8:4. Errors

meter can be
function may
btation is not

supported or a value of BioAPI_INVALID_BIR_HANDLE to indicate that adaptation was ot possible.

) whether the

atch (i.e., the

Payload (output/optional) — If a payload is associatedwith the ReferenceTemplate, it is feturned in an

ration. If this
any positive

may be used
| on input, no
return a BIR
pported, or a

n. The value

BIOAPTFRR USKER CANCELTED

BioAPIERR UNABLE TO CAPTURE
BioAPIERR INVALID BIR HANDLE
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TOO MANY HANDLES
BioAPIERR TIMEOUT EXPIRED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR QUALITY ERROR
BioAPIERR UNIT IN USE

See also BioAPI Error Handling (clause 11).
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8.49 BioAP

I_Ildentify

BioAPI RETURN BioAPI BioAPI_ Identify

(BioAPTI

BioAPI
BioAPI
const B
uint32
BioAPI
uint32
uint32

HANDLE BSPHandle,

FMR MaxFMRRequested,

BIR SUBTYPE Subtype,
ioAPI IDENTIFY POPULATION
t TotalNumberOfTemplates,
BOOL Binning,

t MaxNumberOfResults,

t *NumberOfResults,

*Population,

BioAPI .
int32 g
BioOAPT|

8.4.9.1

This function
reference BIR

The populatig

captures biometric data from the attached device (sensor unit), and compares it against a

n that the match takes place against can be presented in one of twolways:

CANDIDATE **Candidate ’

Timeout,

BIR HANDLE *AuditData);

Description

s (the Population).

set of

using

in
cified
n the

a) in a BIR database identified by an open database handle;

b) input|in an array of BIRs;

NOTE: When using a BSP-controlled BIR database, this database must previously have been opened

BioAPI_DbOpen.
There is | an option to wuse an array. 'of BIRs, which can be specifieg
BioAPI_IDENTIFY_POPULATION_TYPE in the BioAPINIDENTIFY_POPULATION structure. If it is spd
as BioAPI_HRESET_ARRAY_TYPE (3), the array’ of BIRs which had been previously set i
BioAPI_PresetldentifyPopulation call will be used. The preset array of BIRs will be freed internally by the
BSP when BloAPI_BSPDetach is called.

The applicatipn shall request a maximum-EMR value criterion for a successful match.

The function
a)
dete

alloc
with

performs the following.actions (in order):

captlires a sample and processes it as appropriate;

mines the setof candidates from the population that match according to the specified criter

btes asmemory block large enough to contain an array of elements of type BioAPI_CANDI
as/mahy elements as the number of candidates determined in (b);

a;

DATE

fills

FMRAchieved of each candidate; and

e)

NumberOfResults parameter.

he array with the candidate information for all candidates determined in (b), including the

returns the address of the array in the Candidates parameter and the size of the array in the

NOTE: See clause C.4 for information on the use of the FMR concept for normalized scoring and thresholding.

By default, the BSP is responsible for providing the user interface associated with the identify operation. The
application may, however, request control of the GUI “look-and-feel” by providing a GUI callback pointer in
BioAPI_SetGUICallbacks. See clause C.7 for additional explanation of user interface features.
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Since the BioAPI_Identify operation includes a capture, it serializes use of the sensor device. If two or more
biometric applications are racing for the sensor, the losers will wait until the operation completes or the
timeout expires. This serialization takes place in all functions that capture data. The BSP is responsible for
serializing. It may do this by either returning ‘busy’ (BioAPI_UNIT_IN_USE) or by queuing requests.

The memory block returned by this BioAPI function call shall be freed by the application using BioAPI_Free

(see clause 8.7.2). Output BIRs can be retrieved by a call to BioAPI_GetBIRFromHandle, which releases the
handle, or the handle can be released without retrieving the BIR through BioAPI_FreeBIRHandle.

8.4.9.2 Parameters:

RQDLL 1A ) e ol | 1 1l ) b 1 I los yai H H|
Dorriarrdic (miput) = TTIT TIalTUIT Ul 1T dlldUlTeU UIUTTICUITL STTVILTE PruvIUTT.

MaxFMRRequested (input) — The requested FMR criterion for successful ideftificafion (i.e., the
matching threshold).

Subtype (input/optional) — Specifies which subtype (e.g., left/right eye) to @apture for identification. A
value of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

NOTE: Not all BSPs support the capture of specific Subtypes.

Population (input) — The population of Reference BIRs (templates) against which the identification is
to be performed (by this BSP).

TotalNumberOfTemplates (input) — Specifies the total number of templates stored by the application
in the population. A value of NULL is used if not specified.

NOTE: If the total population is distributed over several databases/partitions, then the total size of the
population will be greater than the population*seen by the BSP. The BSP may map the FARRequested to its
internal matching threshold based on this_total population size.

Binning (input) — A Boolean indicatingiwhether binning is on or off.

NOTE 1: Binning is a search optimization technique that the BSP may employ. It is based pn searching a
subset of the population according to the intrinsic characteristics of the biometric data. While jt may improve
the speed of the Match, gperation, it may also increase the probability of missing a candidate (due to the
possibility of mis-binnjngvand as a result, searching a bin which should, but does not, contaip the matching
BIR).

NOTE 2: Additional information regarding binning is located in clause A.4.6.2.10.

MaxNumberOfResults (input) — Specifies the maximum number of match candidates to he returned as
a resultof-the 1:N match. A value of zero is a request for all candidates.

NumberOfResults (output) — A pointer to the number of candidates returned in the Carjdidates array
asd result of the 1:N match.

Candidates (output) — A pointer to the address of an array of elements of type BioAPI_CANDIDATE
containing information about the BIRs identified as a result of the match process (i.e., indices
associated with BIRs found to meet the match threshold). This list is in rank order, with the best
scoring (closest matching) record being first. If no matches are found, no array is allocated and a
NULL address is returned. If the Population was presented in a BIR database (i.e., the value of
BioAPI_IDENTIFY_POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointers to UUID’s
corresponding to BIRs stored in the BSP-controlled BIR database. If the Population was presented as
a passed-in array of BIRs, then BioAPI_IDENTIFY_POPULATION_TYPE has the value
BioAPI_ARRAY_TYPE and the array contains pointers to relative indices into the passed-in array.

Timeout (input) — an integer specifying the timeout value (in milliseconds) for the operation. If this
timeout is reached, the function returns an error, no array is allocated, and a NULL address is
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returned for the Candidates parameter. This value can be any positive number. A -1’ value means the
BSP’s default timeout value will be used.

AuditData (output/optional) — a handle to a BIR containing raw biometric data. This data may be used
to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on input, no
audit data is collected. Not all BSPs support the collection of audit data. A BSP may return a handle
value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported, or a value of
BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

8.49.3

Return Value

A Big
BioAf

8494

Bio
Bio
Bio
Bio
Bio
Bio
Bio
Bio
Bio
Bio
Bio
Bio
Bio

See also

NOT]
BSP

NOT
take

NOT]

algofithm at the MaxFMRRequested threshold setting.

AP;_RETUR?‘I‘ vaiuc illd;bat;lly o2UCLLCSS Ul bpcbify;lly d pleibuidl CITUI bUIId;tiUII. TiIU
°|_OK indicates success. All other values represent an error condition.

Errors

pPTERR USER CANCELLED

APTERR UNABLE TO CAPTURE
APTERR TOO MANY HANDLES
APTERR BIR SIGNATURE FAILURE
APTERR TIMEOUT EXPIRED
pPTERR NO INPUT BIRS

APTERR FUNCTION NOT SUPPORTED
APTERR INCONSISTENT PURPOSE
APTERR RECORD NOT FOUND
APTERR QUALITY ERROR
APTERR UNIT IN USE

pnPTERR PRESET BIR DOES NOT EXIST
APTERR INVALID DB HANDLE

BioAPI Error Handling (clause 11).

E 1: Not all BSPs support 1:N identification. See your BSP programmer’s manual to determing
s) you are using supports this capabitity.

E 2: Depending on the BSP ard the location and size of the database to be searched, this operati
a significant amount of time(to,perform. Check your BSP manual for recommended Timeout values.

E 3: The number of mafch candidates found by the BSP is dependent on the actual FMR of the m3

value

if the

DN can

tching

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

ISO/IEC 19784-1:2006(E)

8.4.10 BioAPIl_Import

BioAPI_RETURN BioAPI BioAPI Import
(BioAPI_HANDLE BSPHandle,
const BioAPI DATA *InputData,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *InputFormat,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OQutputFormat,
BiOAPI_BIR_PURPOSE Purpose,
BioAPI BIR HANDLE *ConstructedBIR);

8.4.10.1 Description

This f}mction passes raw biometric data obtained by a biometric application by any means,cand requests the
specified BSP attach session to construct a BIR for the purpose specified. InputData identifieg the memory
buffeq| containing the raw biometric data, while InputFormat identifies the form of the raw biometric data. The
InputfFormats that a particular BSP will be prepared to accept are determined by, the BSP (gee the error
BioARIERR_UNSUPPORTED_FORMAT). The function returns a handle to the, Construct¢dBIR. If the
applidation needs to acquire the BIR either to store it in a database or to sendhit\to a server, the application
can fJetrieve the data with the BioAPI_GetBIRFromHandle function,»or store it directly using
BioAPI_DbStoreBIR.

The qutput ConstructedBIR can be retrieved by a call to BioAPI_GetBIRFromHandle, which| releases the
handlg, or the handle can be released without retrieving the BIR throtgh BioAPI_FreeBIRHandl

N

8.4.10.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

InputData (input) — A pointer to image/streant data to import into a Processed BIR. The |mage/stream
conforms to the standard identified by IngutFormat.

InputFormat (input) — The format ofithe InputData.
OutputFormat (input/optional)<=-Specifies which BDB format to use for the returned CongtructedBIR, if
the BSP supports more than-one format. A NULL pointer value indicates that the BSP ig to select the
format.

Purpose (input) —.Avalue indicating the purpose of the ConstructedBIR.

ConstructedBIR (output) — A handle to a BIR constructed from the imported biometric data. This BIR
may be either‘an Intermediate or Processed BIR (to be indicated in the header).

8.4.10.3Return Value

A-BioAPI_RETURN value indicating success or specifying a particular error condition. The value

—BioAPOK Ndicates Success. At other vatues Tepresent amerror conditom.———————

8.4.10.4 Errors

BioAPIERR UNSUPPORTED FORMAT
BioAPIERR UNABLE TO IMPORT
BioAPIERR TOO MANY HANDLES
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR PURPOSE_NOT SUPPORTED

See also BioAPI Error Handling (clause 11).
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8.4.11 BioAPI_PresetldentifyPopulation

BioAPI RETURN BioAPI BioAPI PresetIdentifyPopulation
(BioAPI HANDLE BSPHandle,
const BioAPI IDENTIFY POPULATION *Population);

8.4.11.1 Description

This function provides the population of BIRs to the BSP, as specified in the BSPHandle. The enroliment

population to

be matched against can be presented in one of two ways:

a) inah
b) input

The BSP allg
format (not s
this function
specifying B

IR database identified by an open database handle,
in an array of BIRs;

cates a memory block and transfers the population of BIRs to the memory block with 3
andardized) which is supported by the currently attached matching algorithm BioAPI Unit

OAPI_PRESET_ARRAY_TYPE in the BioAPI_IDENTIFY_POPULATION structure. The

keeps this mg¢mory block until another BioAPI_PresetldentifyPopulation or BioAPl) BSPDetach is call

8.4.11.
BSPI

Popu
8.4.11.

A Big
BioAf

8.4.11.

BioH
BioH
BioA
BioA
BioH
BioH
BioH
BioA
BioA

See also

P Parameters:
Handle (input) — The handle of the attached biometric service provider.

ation (input) — The population of BIRs against which,the identification is performed (by this

B Return Value

API_RETURN value indicating success™or specifying a particular error condition. The
Pl OK indicates success. All other valugs*represent an error condition.

1 Errors

PIERR INVALID BIR HANBLE
PIERR BIR SIGNATURE_FAILURE
PIERR NO INPUT BIRS

PIERR FUNCTION-NOT SUPPORTED
PIERR INCONSISTENT PURPOSE
PIERR BIR NOT’ FULLY PROCESSED
PIERR REGORD NOT FOUND

PIERR QUALITY ERROR
PIERRFUNCTION FAILED

BioAPI Error Handling (clause 11).

data
After

is called successfully, an application can call BioAPI_Identify or BioAPI_IdentifyMatch,

BSP
ed.

BSP).

value

NOTE: Depending on the size of the database to be transferred and the degree of transformation required, this

opera

80

tion could take a significant amount of time to perform.
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8.5 Database Operations

The database operations provide application access to BIR databases on archive BioAPI Units (either directly

mana

ged by a BSP or implemented via a BFP).

NOTE 1: See clause C.6 for an explanation of the context for and usage of the database functions.

NOTE 2: Authorization mechanisms to control a biometric application's right to create or delete or write to a database
are outside the scope of this part of ISO/IEC 19784 (but may be addressed in 19784-2, Information technology —
Biometric application programming interface — Part 2: Biometric archive function provider interface).

8.5.1

BioA

o oo o

This
invoc
to the

Some¢
allow

—BivAPHBbOpen

PI_RETURN BioAPI BioAPI_DbOpen

BioAPI HANDLE BSPHandle,

onst BioAPI UUID *DbUuid,

10API DB ACCESS TYPE AccessRequest,
i0API DB HANDLE *DbHandle,

10API DB MARKER HANDLE *MarkerHandle);

8.5.1.1 Description

unction opens a BIR database maintained by the currently_attached archive of the ig
htion, using the access mode specified by the AccessRequést. A new marker is created ar
first record in the BIR database, and a handle for that marKer is returned.

=z

n

=0 3

arker resources to be released. Applications should be aware that every call to BioAPI_DbOpe
location of some resources that cannot\be automatically freed (otherwise it would be impossible to
e database using the returned markerhandle). If the application doesn’t want to iterate through the H
hould call BioAPI_DbFreeMarkerimmediately, otherwise it should do so after terminating the iteratio

8.5.1.2 Parameters
BSPHandle (input)= The handle of an attached BSP invocation.

DbUuid (input)™— A pointer to a UUID identifying the BIR database to be opened. If this
NULL, then-the BSP shall select the BIR database to open.

AccessRequest (input) — An indicator of the requested access mode for the B

entified BSP
d set to point

BSPs may only support a single BIR database or'may have a preferred database. The application can
the BSP to select the BIR database to open by using a NULL pointer value for the dgtabase UUID
parameter.

OTE: Every call to this function should be followed at some point by a call to BioAPI_DbFreeMarI:[ar, to allow the

results in the
iterate through
IR database, it

n.

alue is set to

R database,

BioAPI_DB_ACCESS_READ or BioAPI_DB_ACCESS WRITE. On a single system, only one

application at a time is allowed to open a target database in BioAPI DB ACCESS WRIT

© IS0/

DbHandle (output) — A handle for the opened BIR database. The value will
BioAPI_DB_INVALID_HANDLE if the function fails.

E mode.

be set to

MarkerHandle (output) — A marker handle that can be subsequently used by the application to iterate

through the BIR database from the first record.

8.5.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

EC 2006 — All rights reserved
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8.5.1.4 Errors

BioAPIERR UNABLE TO OPEN DATABASE
BioAPIERR DATABASE IS OPEN
BioAPIERR DATABASE IS LOCKED
BioAPIERR DATABASE DOES NOT EXIST
BioAPIERR INVALID UUID
BioAPIERR INVALID ACCESS REQUEST
BioAPIERR DATABASE IS CORRUPT

See also BioAPI Error Handling (clause 11).
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8.5.2 BioAPI_DbClose
BioAPI_RETURN BioAPI BioAPI_DbClose

(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle);

8.5.2.1 Description

This function closes an open BIR database. All markers currently set for records in the database are freed and
their handles become invalid.

NOTE: A database opened in BioAPT_DB_ACCESS_WRITE mode can be damaged i it is left unclosé

Q

8.5.2.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider,

DbHandle (input) — The DB handle for an open BIR database contralled by the BSP. This specifies
the open database to be closed.

8.5.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values representian error condition.

8.5.2.4 Errors

BioAPIERR UNABLE TO CLOSE DATABASE
BioAPIERR INVALID DB HANDLE
BioAPIERR DATABASE IS CORRUPT

(0)]

ce also BioAPI Error Handling (clause 11).
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8.5.3 BioAPI_DbCreate

BioAPI RETURN BioAPI BioAPI DbCreate
(BioAPI_HANDLE BSPHandle,
const BioAPI UUID *DbUuid,
uint32 t NumberOfRecords,
BioAPI DB ACCESS TYPE AccessRequest,
BiOAPI_DB_HANDLE *DbHandle) ;

8.5.3.1 Description

bd
shall
by

e unit
al with
static dat@base sizes or where much higher effort will be needed to manage a database with dynamic sizg (e.g.,
smartcards storing templates in transparent or structured files, which might have‘d static size dependent pn the
characterfstics of the smartcard operating system). Archives may need size~information to create a nefv BIR
database] Because the calling application might not have the knowledge about typical or maximum template sjzes in
bytes, thg number of records to be stored at maximum in the database will be~provided. Archives which are fble to
deal with patabase sizes dynamically may ignore the NumberOfRecords parameter.

8.5.3.2| Parameters
BSPHKandle (input) — The handle of the attached biometric service provider.

DbUUid (input) — A pointer to a UUID that will identify the BIR database to be created.

0%

NumberOfRecords (input) — The maximum.humber of records to be stored at in the BIR databas
AccepsRequest (input) — An indicator-of the requested access mode for the BIR database, such as
read |or write. On a single system{ only one application at a time is allowed to open a target database
in BiQAPI_DB_ACCESS_WRITE 'mode.

DbHgndle (output) — Thethandle to the newly created and open database. The value will be et to
BioAPI_DB_INVALID-HANDLE if the function fails.

8.5.3.3| Return Value

A BipAPI_RETURN value indicating success or specifying a particular error condition. The |value
BioAPI_OK’indicates success. All other values represent an error condition.

8.5.3.4 Errors
BioAPIERR UNABLE TO CREATE DATABASE
BioAPIERR DATABASE ALREADY EXISTS
BioAPIERR INVALID UUID
BioAPIERR INVALID ACCESS REQUEST

See also BioAPI Error Handling (clause 11).
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8.5.4 BioAPI_DbDelete
BioAPI_RETURN BioAPI BioAPI DbDelete

(BioAPI_HANDLE BSPHandle,
const BioAPI UUID *DbUuid);

8.5.4.1 Description

This function deletes all records from the specified BIR database and removes all state information associated

with that database.

8.5.4.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.

DbUuid (input) — A pointer to a UUID identifying the BIR database to be deleted.

8.5.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a.particular error conditio
BioAPI_OK indicates success. All other values represent an error'condition.

8.5.4.4 Errors

BioAPIERR DATABASE IS OPEN
BioAPIERR INVALID UUID

n

ee also BioAPI Error Handling (clause 11).

n. The value
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8.5.5 BioAPI_DbSetMarker

BioAPI_RETURN BioAPI BioAPI_ DbSetMarker
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle,
const BioAPI UUID *KeyValue,
BiOAPI_DB_MARKER_HANDLE MarkerHandle) ;

8.5.5.1 Description

The marker identified by the MarkerHandle is set to point to the record indicated by the KeyValue in the BIR
database ideftified by the DbHandle. A NULL value will Set the marker 1o the first record in the database

NOTE: When an error occurs, the position of the marker does not change.

8.5.5.2| Parameters
BSPHKandle (input) — The handle of the attached biometric service provider.
DbHandle (input) — A handle to the open BIR database on the attached archive BioAPI Unit.
KeyMalue (input) — The key into the database of the BIR to which the'‘marker is to be set.

MarkerHandle (input) — The handle of the marker that is to~be set. This marker handle can be
subsg¢quently used by the application to iterate through the BIR database from the new position.

8.5.5.3| Return Value

A BigpAPI_RETURN value indicating success orspecifying a particular error condition. The |value
BioAPI_OK indicates success. All other values fepresent an error condition.

8.5.5.4| Errors

BioAPIERR INVALID DB HANDRE
BioAPIERR RECORD NOT FOUND

See also|BioAPI Error Handling(clause 11).

86 © ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

ISO/IEC 19784-1:2006(E)

8.5.6 BioAPI_DbFreeMarker
BioAPI_RETURN BioAPI BioAPI_DbFreeMarker

(BioAPI HANDLE BSPHandle,
BioAPI_DB_MARKER_HANDLE MarkerHandle) ;

8.5.6.1 Description

Frees memory and resources associated with the specified marker and invalidates the MarkerHandle.

8.5.6.2 Parameters

BSPHandle (input) — The handle of the attached biometric service provider.
MarkerHandle (input) — The handle of the BIR database marker to be freed.

8.5.6.3 Return Value

A BioAPI_RETURN value indicating success or specifying a pafticular error condition. The value
BioAPI_OK indicates success. All other values represent an errar€ondition.

8.5.6.4 Errors

BioAPIERR MARKER HANDLE IS INVALID

n

ee also BioAPI Error Handling (clause 11).
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8.5.7 BioAPI_DbStoreBIR

BioAPI RETURN BioAPI BioAPI DbStoreBIR
(BioAPI HANDLE BSPHandle,
const BioAPI_INPUT_BIR *BIRToStore,
BioAPI DB HANDLE DbHandle,
BioAPI UUID *BirUuid);

8.5.7.1 Description

The BIR identified by the BIRToStore parameter is stored in the open BIR database identified by the
DbHandle pdrameter. € oStore 1S identiied by a andle, the inpu andle is freed.|If the
BIRToStore is identified by a database key value, the BIR is retrieved and stored in (copied to) the|open
database. A pew UUID is assigned to the new BIR in the database, and this UUID can be used as'akey|value
to access the|BIR later.

8.5.7.2| Parameters
BSPHKandle (input) — The handle of the attached biometric service provider,

BIRTpStore (input) — The BIR to be stored in the open BIR database_(gither the BIR, or its handlle, or
the index to it in another open database).

DbHandle (input) — The handle to the open BIR database.
BirUdid (output) — A UUID that uniquely identifies the new;BIR in the BIR database. This UUID dannot
be changed. To associate a different BIR with the user, it is necessary to delete the old one, sfore a

new pne in the BIR database, and then replace thejold UUID with the new one in the applifation
accolint database. The BIR is added to the tail end>of the database.

8.5.7.3| Return Value

A BigpAPI_RETURN value indicating success or specifying a particular error condition. The |value
BioAPI_OK indicates success. All other values represent an error condition.

8.5.7.4| Errors
BioAPIERR INVALID,DB*HANDLE

See also |BioAPI ErrortHandling (clause 11).
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BioAPI_DbGetBIR

BioAPI_RETURN BioAPI BioAPI_DbGetBIR

(

BioAPI HANDLE BSPHandle,

BioAPI DB HANDLE DbHandle,

const BioAPI UUID *KeyValue,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI DB MARKER HANDLE *MarkerHandle);

8.5.8.1 Description

The B
is retr
point
retrie

The
(see ¢

(ds)

IRidentified by the KeyVvalue parameter in the open BIR database identitied by the DbHan
eved. The BIR is copied into BSP storage and a handle to it is returned. A marker is create
o the record following the retrieved BIR in the BIR database (or to the first record in the dat
ed BIR is the last), and a handle for the marker is returned.

nemory block returned by the BioAPI function call shall be freed by the application using
lause 8.7.2).

8.5.8.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.
DbHandle (input) — The handle to the open BIR database,
KeyValue (input) — The key into the database of the BIR to retrieve.
RetrievedBIR (output) — A handle to the retrieved BIR.

MarkerHandle (output) — A marker handle that can be subsequently used to iterate thri
database from the record following the\retrieved BIR.

8.5.8.3 Return Value

A BioAPI_RETURN valu€_indicating success or specifying a particular error conditio
BioAPI_OK indicates success. All other values represent an error condition.

8.5.8.4 Errors

BioAPIERR\RECORD NOT FOUND
BioAPLERR INVALID DB HANDLE

ee also-BioAPI Error Handling (clause 11).

le parameter
d and set to
bbase if the

BioAPI_Free

bugh the BIR

n. The value
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8.5.9 BioAPI_DbGetNextBIR

BioAPI_RETURN BioAPI BioAPI DbGetNextBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
BioAPI_DB_MARKER HANDLE MarkerHandle,

BioAPT BIR HANDLE *RetrievedBIR,
BioAPI UUID *BirUuid);

8.5.9.1 Description
The BIR idertified by the MarkerHandle parameter Is retrieved. 1he IS copied into Storage pnd a
handle to it if returned, and a pointer to the UUID that uniquely identifies the BIR in the database is-retyirned.
The marker ig updated to point to the next record in the database.

NOTE: If|there are no more records left in the BIR database, the marker points to an invalid position.

8.5.9.2| Parameters
BSPHKandle (input) — The handle of the attached biometric service provider.
DbHandle (input) — The handle to the open BIR database.
MarkerHandle (input/output) — A marker handle indicating which-ecord to retrieve.
RetrigvedBIR (output) — A handle to the retrieved BIR.

BirUdid (output) — The UUID that uniquely identifiesd¢he retrieved BIR in the BIR database.

8.5.9.3| Return Value

A BigpAPI_RETURN value indicating suceess or specifying a particular error condition. The |value
BioAPI_OK indicates success. All otherwalues represent an error condition.

8.5.9.4| Errors
BioAPIERR END OF DATABASE
BioAPIERR MARKER HANDLE IS INVALID
BioAPIERR INVALIDPB HANDLE

See also|BioAPI Error Handling (clause 11).
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8.5.10 BioAPI_DbDeleteBIR

BioAPI_RETURN BioAPI BioAPI_DbDeleteBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
const BioAPI UUID *KeyValue);

8.5.10.1 Description

The BIR identified by the KeyValue parameter in the open BIR database identified by the DbHandle parameter
is deleted from the database. If there is a marker set to the deleted BIR, then:

a) if that BIR was not the last BIR in the database, then the marker is moved to the next'sequential BIR;

b) otherwise, the marker points to an invalid position. However, its marker handle.remains jvalid and can
be used in a subsequent call to BioAP|_DbSetMarker to set the marker to point to a diffefent record.

8.5.10.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.
DbHandle (input) — The handle to the open BIR database.

KeyValue (input) — The UUID of the BIR to be deleted.

8.5.10.3 Return Value

A BioAPI_RETURN value indicating success’ or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.5.10.4 Errors

BioAPIERR RECORD NOT EQUND
BioAPIERR INVALID DB\HANDLE

n

ee also BioAPI Error Handling (clause 11).
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8.6 BioAPI Unit operations

8.6.1 BioAPI_SetPowerMode

BioAPTI RETURN BioAPI BioAPI_SetPowerMode
(BioAPI HANDLE BSPHandle,
BioAPI UNIT ID UnitId,
BioAPI POWER MODE PowerMode);

8.6.1.1 Description

This function|sets the currently attached BioAPI Unit of the referenced BSP attach session to the regyested
power mode |f the BioAPI Unit supports it.

8.6.1.2| Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

Unitlg (input) — The ID of the BioAPI Unit for which the power, mede is to be set] The
BioAPI_DONT_CARE option is not valid for this function.

PowgrMode (input) — A 32-bit value indicating the power mode to setithe BioAPI Unit to.

8.6.1.3| Return Value

A BigpAPI_RETURN value indicating success or specifying a particular error condition. The |value
BioAPI_OK indicates success. All other values represent an error condition.

8.6.1.4| Errors

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR UNIT IN USE

See also|BioAPI Error Handling (clause 11).
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8.6.2 BioAPI_SetIndicatorStatus

BioAPI_RETURN BioAPI BioAPI_SetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI UNIT ID UnitlId,
BioAPI_INDICATOR_STATUS IndicatorStatus) ;

8.6.2.1 Description

This function sets the selected BioAPI Unit to the requested indicator status if the BioAPI Unit supports it. After
BioAPI_INDICATOR_ACCEPT or BioAPI_INDICATOR_REJECT is set in the IndicatorStatus parameter, the

statug§ will not be changed until the application Sets another value.

8.6.2.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

Unitld (input) — The ID of the BioAPI Unit for which the indicater status is to
BioAPI_DONT_CARE option is not valid for this function.

IndicatorStatus (input) — A value to which to set the indicator status of the BioAPI Unit.

8.6.2.3 Return Value

A BioAPI_RETURN value indicating success orsspecifying a particular error conditid
BioAPI_OK indicates success. All other values represent an error condition.

8.6.2.4 Errors

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR UNIT IN USE

(0]

e also BioAPI Error Handling (clause 11).

be set. The

n. The value
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8.6.3 BioAPIl_GetindicatorStatus
BioAPI RETURN BioAPI BioAPI_ GetIndicatorStatus
(BioAPI_HANDLE BSPHandle,

BioAPI UNIT ID UnitId,
BioAPI INDICATOR STATUS *IndicatorStatus);

8.6.3.1 Description

This function returns the indicator status of the BioAPI Unit if that BioAPI Unit supports it.

8.6.3.2| Parameters:
BSHHandle (input) — The handle of the attached biometric service provider.

Unitld (input) — The ID of the BioAPI Unit for which the indicator status is to bé obtained. The
BioAPI_DONT_CARE option is not valid for this function.

IndigatorStatus (output) — A value for the indicator status of the BioAPI Unit.

8.6.3.3| Return Value

A B|oAPI_RETURN value indicating success or specifying a‘particular error condition. The |value
BioAPI_OK indicates success. All other values represent an.error condition.

8.6.3.4| Errors

BiopPIERR FUNCTION NOT SUPPORTED
BiopPIERR INVALID UNIT ID
BiofPIERR UNIT NOT INSERTED
BiopPIERR UNIT IN USE

See also| BioAPI Error Handling (clause. 41).
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8.6.4 BioAPI_CalibrateSensor
BioAPI_RETURN BioAPI BioAPI CalibrateSensor

(BioAPI_HANDLE BSPHandle,
int32 t Timeout);

8.6.4.1 Description

This function performs a calibration of the attached sensor BioAPI Unit if that sensor unit supports it.

8.6.4.2 Parameters:

BSPHandle (input) — The handle of the attached biometric service provider.

Timeout (input) — An integer specifying the timeout value (in milliseconds) for, the opgration. If this
timeout is reached, the function returns an error. This value can be any pgositive number. A -1’ value
means the BSP’s default calibration timeout value will be used.

8.6.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying—a\particular error conditign. The value
BioAPI_OK indicates success. All other values represent an-error condition.

8.6.4.4 Errors

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR UNIT IN USE

BioAPIERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR CALIBRATION NOT SUCCESSFUL
BioAPIERR TIMEOUT EXPIRED

[0))

ee also BioAPI Error Handling (clause 11).
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8.7 Utility Functions

8.7.1 BioAPI_Cancel

BioAPI RETURN BioAPI BioAPI_ Cancel
(BiOAPI_HANDLE BSPHandle) ;

8.71.1

Description

This function shall cancel any presently blocked calls associated with BSPHandle. The function shall not

return until al

8.71.2

BSH

8.71.3

A B
BioA

8.71.4

See Bio/

96

blacking calls have been cancelled

Parameters

Handle (input) — The handle of the attached BSP.

Return Value

Errors

API Error Handling (clause 11).

0API_RETURN value indicating success or specifying a particular‘efror condition. The |value
P1_OK indicates success. All other values represent an error condition.
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BioAPI_Free

BioAPI_RETURN BioAPI BioAPI_ Free
(void* Ptr);

8.7.2.1 Description

This function causes the memory block pointed to by Ptr to be deallocated. If Pfris NULL, no action occurs.
Otherwise, if Ptr does not match a pointer earlier returned by the BioAPI functions, or if the memory block
already has been deallocated by a call to BioAPI_Free, the behavior is undefined.

Ther

Framgwork by calling BioSPI_Free. Whenever the Framework passes one such memory blg
appligation, it makes the application responsible for deallocating the memory block.AR)sug
appligation will simply call BioAPI_Free, and the Framework (on reception of that call) must €

mem

el Ed

5

In oth
when
not cg

are some BIoSPI functions in which the BSP allocates a memory block which is to be|

ry block or call BioSPI_Free on the appropriate attach session of the appropriate’ BSP.

OTE: The Framework may be implemented in such a way that the BSP allocatéd pointers are no
pplication. The Framework will in this case move the data returned by the BSP to.newly allocated m

freed by the
ck up to the
h cases, the
ither free the

passed to the
emory, and will

bll BioSPI_Free after copying the memory, but before returning back to the @pplication. However, syich differences

the behaviour of the Framework are not visible to the application.

er cases, the Framework itself allocates a memory block and (passes it to the application. |
the application calls BioAPI_Free, the Framework must simply deallocate the memory big
Il BioSPI_Free on any BSP.

h such cases,
ck, and must

This nechanism requires that the Framework keep track’ of which memory blocks it has allocgted itself and

which
sessi

(ds)

memory blocks it has received from a BSP. For:the latter, it must keep track of the BSP 3
bn from which the Framework has received the*memory block.

8.7.2.2 Parameters

Ptr (input) — A pointer to the memory to free.

8.7.2.3 Return Value

A BioAPI_RETURN. value indicating success or specifying a particular error conditid
BioAPI_OK indicates success. All other values represent an error condition.

8.7.2.4 Errors

ee BioAPI‘Error Handling (clause 11).

nd the attach

n. The value
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9 BioAPI Service Provider Interface
9.1 Summary
The service provider interface (SPI) is the programming interface that a BSP shall present in order to

interwork with the BioAPI Framework. In general, the SPI is a one-to-one mapping of a function call from a
biometric application to the BioAPI Framework (using the BioAPI API specified in clause 8) down to an attach

session. The

BioAPI Framework routes API calls down to the corresponding SPI of the specified BSP (as

identified by the BSP handle parameter in the API function). The following conventions have been adopted in

this clause:

a) wher

SPI f
for th

wher
defin

Not
com

9.21 BioS
The BioAPI_
enables the H
BSP. Exampl

The address
single event
loaded BSP.

There is only
or more appli
application e
insert event
another biom
application's

The BioAPI

nction, with no further explanation. The reader can then refer to the corresponding APl de
details;

the parameters of an SPI function differ from those of an API function of the same name
ion of the SPI function is presented;

Il API functions have a corresponding SPI function; those functions that do not are hgndled

letely by the BioAPI Framework.
.2 Type Definitions for Biometric Service Providers

I_EventHandler

FventHandler function prototype (clause 7.28) is uséd to define the event handler interface that
BioAPI Framework to receive asynchronous natification of events of type BioAPlI_EVENT from a
e events include insertion or removal of a BioARI"Unit or a fault detection.

is the
rin a

of a BioSPI_EventHandler function is passed to the BSP during BioSPI_BSPLoad. This
handler that a BSP should call to natify the BioAPI Framework of event types that occu

one event handler for any given BSP that is loaded as a result of a BioAPI_BSPLoad frofn one
cations. It is the responsibility-of the BioAPI Framework to notify the (possibly multiple) biometric
ent handlers for applications that have loaded the BSP in which an event occurs. Whegre an
as been notified to the Framework before a given biometric application loads the BSP (buf after
etric application has,\loaded it), the Framework remembers that event and notifies that biomnetric
bvent handler immediately after the load by the biometric application.

nding

BioAPI_BS

multiple timeg in response to a single event.

typedef BiofAPIVRETURN

FrameworKk)_forwards events to the biometric application that invoked the correspd

oad fufction. The handler specified in BioSPI_EventHandler can (but need not) be inyoked

(BioAPI *BioSPI EventHandler)

(const BioAPI UUID *BSPUuid,

BioAPT UNIT ID UnitID,

const BioAPI UNIT SCHEMA *UnitSchema,
BioAPI EVENT EventType) ;

9.21.1

Definitions

BSPUuid — The UUID of the biometric service provider raising the event.

UnitID — The ID of the BioAPI Unit associated with the event.

UnitSchema — A pointer to the unit schema of the BioAPI Unit associated with the event.

EventType — The BioAPI_EVENT that has occurred.
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If the EventType is BioAPI_NOTIFY_INSERT, then a unit schema shall be provided (that is, UnitSchema shall
point to a variable of type BioAPl_UNIT_SCHEMA). Otherwise, UnitSchema shall be NULL.

When the framework receives (from a BSP) a call to an event handler that carries a unit schema, the
framework shall not call BioSPI_Free to free the memory block containing the unit schema or a memory block
pointed to by any of its members.

9.2.2 BioSPI_BFP_ENUMERATION_HANDLER

This is a callback that the BioAPI Framework exposes to the BSPs to enable them to obtain information about
the installed BFPs. This callback is similar to the BioAPI function BioAPI_EnumBFPs (see clause 8.1.10), but
unlikgthat-fonctionittsnot part of-theBioAP+HAPH and-thus-itismot c;\puacu' to appiibatiw TS. :OHVGFSGW, a
BSP ¢an use this callback in order to obtain the same information that an application would-ebfain by calling
the BioAPI function BioAPI_EnumBFPs.

The 3dddress of the BioSPI_BFP_ENUMERATION_HANDLER callback is provided by'the Frgmework to a
BSP as an input parameter of the BioSPI_BSPLoad function.

9.2.2.1 Definition

typedef BioAPI RETURN (*BioSPI_BFP_ENUMERATION_HANDLER)
BioAPI_BFP_SCHEMA **BFPSchemaArray,
yint32 t *NumberOfElements);

This ¢allback provides information about all BFPs currently installed in the component registry. I performs the
followling actions (in order):

a) allocates a memory block large enough® to contain an array of elements of type
BioAPI_BFP_SCHEMA with as many elements as the number of installed BFPs;

O

fills the array with the BFP schemas of\all installed BFPs; and

2

returns the address of the array-in'the BFPSchemaArray parameter and the number df elements of
the array in the NumberOfElemients parameter.

The memory block containing thearray shall be freed by the BSP via a callback to the framewprk's memory
deallgcation handler (see clause-9.2.3) when it is no longer needed by the BSP.

The memory blocks pointed to by the Path and BFPProperty members within each element of the array shall
also e freed by the BSP via a callback to the framework's memory deallocation handler (see|clause 9.2.3)
when|they are no longer needed by the application.

9.2.2.2\Parameters

nts of type

array of elemg

NumberOfElements (output) — A pointer to the number of elements of the array (which is also the
number of BFP schemas in the component registry).

9.2.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

9.2.2.4 Errors

See BioAPI Error Handling (clause 11).
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9.2.3 BioSPI_MEMORY_FREE_HANDLER

This is also called a memory deallocation handler. It is a callback that the BioAPI Framework exposes to the
BSPs to enable them to request the deallocation of a memory block that was allocated by the framework to
return data to the BSP during a prior callback. Such allocations occur when a BSP calls the framework's BFP
enumeration handler (see clause 9.2.2). A memory deallocation handler is similar to the BioAPI function
BioAPI_Free (see clause 8.7.2), but unlike that function, it is not part of the BioAPI API, and thus it is not
exposed to applications.

The address of the BioSPI_MEMORY_FREE_HANDLER callback is provided by the Framework to a BSP as
an input parameter of the BioSPI_BSPLoad function.

9.2.3.1

typedef Bi
(void~*

This callback
no action ocq
block already
undefined.

NOTE: U
BioSPI_R

9.2.3.2

Ptr (

9.2.3.3

A B
BioA

9.2.3.4

See Bio/

Definition
oAPI RETURN (*BioSPI MEMORY FREE HANDLER)
Ptr);
causes the memory block pointed to by Ptr to be deallocated by the framework. If Ptris |

urs. Otherwise, if Ptr does not match a pointer earlier returned by a callback, or if the m
has been deallocated by an earlier call to the memory deallocationyhandler, the beha

nlike in the function BioAPI_Free, no requests made to a memorytdeallocation handler result in a
ree.

Parameters
input) — A pointer to the memory block to free.

Return Value

O0API_RETURN value indicating sucgess or specifying a particular error condition. The
P1_OK indicates success. All other-values represent an error condition.

Errors

API Error Handling (clause 11).

NULL,
bmory
jor is

call to

value
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9.3 Biometric Service Provider Operations
SPI Component Management Operations

9.3.1.1 BioSPI_BSPLoad

BioAPI_RETURN BioAPI BioSPI_BSPLoad
const BioAPI UUID *BSPUuid,
BioSPI EventHandler BioAPINotifyCallback,
BioSPI_BFP_ENUMERATION_HANDLER BFPEnumerationHandler,
BioSPI MEMORY FREE HANDLER MemoryFreeHandler) ;

9.3.1

This
provig
BioS|

The A

The
BioAH

The |
Fram
when

The

Fram
when
to the

N

9.3.1

N1.1  Description

N.2 Parameters

function completes the component initialization process between BioAPI and, the biometric service

er. The function BioSPI_BSPLoad shall not be called more than once without‘a corresp
PI_BSPUnload.

SPUuid identifies the invoked BSP.

BioAPINotifyCallback defines a callback used to notify the BjoAPl Framework of eV
|_EVENT in any ongoing, attached sessions. The BSP shall rétain this information for later

BFPEnumerationHandler is the address of the BFP ,enumeration handler callback pro
pwork to the BSP. The BSP shall retain this information for later use. The BSP can use
bver it needs to obtain information about the BFPs installed in the Framework.
\MlemoryFreeHandler is the address of the miemory deallocation handler callback pro
pwork to the BSP. The BSP shall retain thisZinformation for later use. The BSP shall use
bver it needs to deallocate a memory block'that was allocated by the Framework during a
BFP enumeration handler.

OTE: This is a sister function to BioAPI_BSPLoad (see clause 8.1.5).

check.

BioAPINGotifyCallback (input) — A function pointer for the BioAPI event handler that mana
type BioAP)_EVENT.

that'returns BFP schema information for all the installed BFPs.

bnding call to

ents of type
use.

vided by the
the callback

vided by the
the callback
prior callback

BSPUuid (input) —«The UUID of the invoked biometric service provider, provided as @ consistency

ges events of

BEREnumerationHandler (input) — A function pointer to the Framework’s BFP enumeration handler

9.3.1.

9.3.1.

MemoryFreeHandler (input) — A function pointer to the Framework's memory deallocation handler.

1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error conditio
BioAPI_OK indicates success. All other values represent an error condition.

1.4 Errors

See BioAPI_BSPLoad (clause 8.1.5).
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9.3.1.2

BioSPI_BSPUnload

BioAPI_RETURN BioAPI BioSPI_BSPUnload

(const

BioAPI UUID *BSPUuid);

9.3.1.2.1 Description

This function

disables events and de-registers the event-notification function. The biometric service provider

may perform cleanup operations, reversing the initialization performed in BioSPI_BSPLoad.

NOTE: This is a sister function to BioAPI_BSPUnload (see clause 8.1.6).

9.3.1.2.2 A
BSP
9.3.1.23 R

arameters

Juid (input) — The UUID of the invoked biometric service provider.

eturn Value

A BigpAPI_RETURN value indicating success or specifying a particular @€rror condition. The |value

BioA

9.3.1.24 E

See |

Pl_OK indicates success. All other values represent an error condition.

rrors

BioAPI_BSPUnload (clause 8.1.6).
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9.3.1.3 BioSPI_BSPAttach

BioAPI_RETURN BioAPI BioSPI_BSPAttach
(const BioAPI UUID *BSPUuid,
BioAPI VERSION Version,
const BioAPI UNIT LIST ELEMENT *UnitList,
uint32 t NumUnits,
BiOAPI_HANDLE BSPHandle) ;

9.3.1.3.1 Description

pecifying the

ersion. If the

the ngw BSP invocation.

The BSP shall attach the specified BioAPI Units if they are supported.

NOTE: This is a sister function to BioAPI_BSPAttach (see clause 8.1.7).

9.3.1.3.2 Parameters
BSPUuid (input) — a pointer to the UUID of the invokéd biometric service provider.

Version (input) — The major and minor version-ntimber of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the required
version.

UnitList (input) — a pointer to a buffek containing a list of BioAPI_UNIT_LIST_ELEMENT structures
indicating to the BSP which BioARIZUnits (supported by the BSP) it is to use for this aftach session.
The structures contain the ID and-category of each BioAPI Unit. One of the following will be specified
for each category of BioAPI Unit:

a. Selection of a‘specific BioAPI Unit: The particular BioAPIl Unit to be used |n this attach
session is specified by inclusion of its ID and category.

b. Selection)of any BioAPI Unit: When the UnitID is set to BioAPI_DONT_CARE |n a particular
element;_the BSP will choose which BioAPI Unit of that category to use, or will [give an error
return ifsit does not support any BioAPI Units of that category. If a particular categofy is not listed,
the BSP will likewise choose a BioAPI Unit of that category to use if it supports a BioAPI Unit of
that category (however, there is no error return if it does not).

c. Selection of no BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP

will nvplir‘iﬂy not _attach a BicAP| Unit of the gi\/nn category,even ifit supports one of that

category.

NOTE: Any subsequent calls requiring use of a BioAPI Unit of this category will fail with an error
return.

NumUnits (input) — The number of BioAPI Unit elements in the list that the pointer UnitList is pointing
to. If this parameter contains “0”, the BSP selects the BioAPI Unit for all categories of BioAPI Units
that the BSP manages directly or indirectly.

BSPHandle (input) — The BioAPI_HANDLE value assigned by the Framework and associated with the
attach session being created by this function.

NOTE: Only one BioAPI Unit of each category can be attached for each attach session at any time.
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9.3.1.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

9.3.1.3.4 Errors

See BioAPI_BSPAttach (clause 8.1.7).
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9.3.1.4 BioSPI_BSPDetach

BioAPI_RETURN BioAPI BioSPI_BSPDetach
(BioAPI HANDLE BSPHandle);

9.3.1.41 Description

This function is invoked by the BioAPI Framework once for each invocation of BioAPI_BSPDetach specifying
the attach session identified by BSPHandle. The biometric service provider shall perform all cleanup
operations associated with the specified attach handle.

NOTE: This is a sister function to BioAPI_BSPDetach (see clause 8.7.8).
9.3.14.2 Parameters

BSPHandle (input) — The handle associated with the attach session being tefmiinated by this function.

9.3.1.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a.particular error condition. The value
BioAPI_OK indicates success. All other values represent an error‘condition.

9.3.1.4.4 Errors

See BioAPI_BSPDetach (clause 8.1.8).
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9.3.1.5 BioSPI_QueryUnits
BioAPI RETURN BioAPI BioSPI_ QueryUnits
(const BioAPI UUID *Uuid,
BioAPI UNIT SCHEMA **UnitSchemaArray,
uint32 t *NumberOfElements);

NOTE: Details of the function definition are located in clause 8.1.9, BioAPI_QueryUnits.

9.3.1.6 BioSPI_QueryBFPs

BioAPI_RETURN BiGAPT BioSPI QUETYBFPS
(const [BioAPI UUID *BSPUuid,
BioAPI| BFP LIST ELEMENT **BFPList,
uint3?2 t *NumberOfElements);

NOTE 1:] On an incoming call to this function, the BSP can use the BFP Enumeration Handler callback (see
clause 9.2.2) to obtain information about all installed BFPs, and can then create the list of all supported BFPs by
checking pach entry of the array returned by the callback.

NOTE 2: |Details of the function definition are located in clause 8.1.11, BioAPI_QuetyBFPs.

9.3.1.7| BioSPI_ControlUnit

BioAPTI RETURN BioAPI BioSPI_ControlUnit
(BioAP] HANDLE BSPHandle,
BioAP] UNIT ID UnitID,
uint32 t ControlCode,
const |BioAPI DATA *InputData,
BioAP] DATA *OutputData);

NOTE: Details of the function definition are located in-clause 8.1.12, BioAPI_ControlUnit.
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9.3.2 SPI Data Handle Operations

9.3.2.1 BioSPIl_FreeBIRHandle
BioAPI RETURN BioAPI BioSPI_FreeBIRHandle

(BioAPI_HANDLE BSPHandle,

BioAPI_BIR_HANDLE Handle) ;

NOTE: Details of the function definition are located in clause 8.2.1, BioAPI_FreeBIRHandle.

9.3.2.2 BioSPI_GetBIRFromHandle

BioAPI RETURN BioAPI BioSPI_GetBIRFromHandle
BioAPI_HANDLE BSPHandle,
ioAPI_BIR_HANDLE Handle,

ioAPI_BIR *BIR) ;

o tf

NOTE: Details of the function definition are located in clause 8.2.2, BioAPI_GetBIRFromHandle.

9.3.2.3 BioSPI_GetHeaderFromHandle

BioAPI RETURN BioAPI BioSPI_GetHeaderFromHandle
BioAPI_HANDLE BSPHandle,

ioAPI_BIR_HANDLE Handle,

ioAPI_BIR_HEADER *Header) ;

ot

NOTE: Details of the function definition are located in clause 8.2.3, BioAPI_GetHeaderFromHandle.
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9.3.3 SPI Callback and Event Operations

9.3.3.1 BioSPI_EnableEvents
BioAPI_RETURN BioAPI BioSPI_EnableEvents
(BLoAPI HANDLE BSPHandle,
BioAPI EVENT MASK Events);

NOTE: Details of the function definition are located in clause 8.3.1, BioAPI_EnableEvents.

9.3.3.2 BioSPI_SetGUICallbacks

BioAPTI RETURN BioAPI BioSPI_SetGUICallbacks
(BioAP] HANDLE BSPHandle,
BioAPI|GUI STREAMING CALLBACK GuiStreamingCallback,
void GuiStreamingCallbackCtx,
BioAPI|GUI STATE CALLBACK GuiStateCallback,
void GuiStateCallbackCtx) ;

NOTE: Dgtails of the function definition are located in clause 8.3.2, BioAPI_SetGUICallbacks.
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SPI Biometric Operations

9.3.4.1 BioSPI_Capture

BioAPI RETURN BioAPI BioSPI_Capture

(

BioAPI HANDLE BSPHandle,

BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,

C

onst BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,

BioAPI BIR HANDLE *CapturedBIR,

i

nt32 t Timeout,

B

BioA

0 o o 0 0

=z

BioA

O 0

1OAFL BIK HANDLE AUd1TData) ,

OTE: Details of the function definition are located in clause 8.4.1, BioAPI_Capture.

9.3.4.2 BioSPI_CreateTemplate

PI_RETURN BioAPI BioSPI_CreateTemplate

BioAPI HANDLE BSPHandle,

onst BioAPI INPUT BIR *CapturedBIR,

onst BioAPI INPUT BIR *ReferenceTemplate,

onst BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
10API BIR HANDLE “*NewTemplate,

onst BioAPI DATA *Payload,

10API UUID *TemplateUUID);

9.3.4.3 BioSPI_Process

PI_RETURN BioAPI BioSPI_Process

BioAPI_HANDLE BSPHandle,

onst BioAPI INPUT BIR #*CapturedBIR,

onst BiOAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
10API BIR HANDLE *RrotessedBIR);

OTE: Details of the fungtion definition are located in clause 8.4.3, BioAPI_Process.

9.3.4.4 BioSPRIl_ProcessWithAuxBIR

PI RETURN-BioAPI BioSPI_ProcessWithAuxBIR
BioAPI_HANDLE BSPHandle,

onst BioAPI INPUT BIR *CapturedBIR,
owst/BioAPI INPUT BIR *AuxiliaryData,

ohS8t BioAPI BIR BIOMETRIC DATA FORMAT *QutputFormat,

OTE: Details of the function definition are located in clause 8.4.2, BioAPI_CreateTemplate.

BioAPI BIR HANDLE *ProcessedBIR);

NOTE: Details of the function definition are located in clause 8.4.4, BioAPI_ProcessWithAuxBIR.

9.3.4.5 BioSPI_VerifyMatch

BioAPI_RETURN BioAPI BioSPI_VerifyMatch

(

BioAPI HANDLE BSPHandle,

BioAPI FMR MaxFMRRequested,

const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI BIR HANDLE *AdaptedBIR,

BioAPI BOOL *Result,

© 180/
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BioAPI_FMR *FMRAchieved,
BioAPI DATA *Payload);

NOTE: Details of the function definition are located in clause 8.4.5, BioAPI_VerifyMatch.

9.3.4.6 BioSPI_ldentifyMatch

BioAPTI RETURN BioAPI BioSPI_IdentifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioARI IDENTIEY POPULATION *Population,
uint32|t TotalNumberOfTemplates,
BioAPI|BOOL Binning,
uint32|t MaxNumberOfResults,

uint32|t *NumberOfResults,

BioAPI|CANDIDATE **Candidates,

int32 { Timeout) ;

NOTE: Dgtails of the function definition are located in clause 8.4.6, BioAPI_IdentifyMatch.

9.3.4.7| BioSPI_Enroll

BioAPI RETURN BioAPI BioSPI_Enroll
(BioAP] HANDLE BSPHandle,
BioAPI|BIR PURPOSE Purpose,
BioAPI|BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
const BioAPI INPUT BIR *ReferenceTemplatie,
BioAPI|BIR HANDLE *NewTemplate,
const BioAPI DATA *Payload,
int32 ¢ Timeout,
BioAPI|BIR HANDLE *AuditData,
BioAPI|UUID *TemplateUUID);

NOTE: Dgtails of the function definition are'located in clause 8.4.7, BioAPI_Enroll.

9.3.4.8| BioSPI_Verify

BioAPTI RETURN BioAPI BioSPI_ Verify
(BioAP] HANDLE BSPRHandle,
BioAPI|FMR MaxFMRRequested,
const BioAPI ZINPUT BIR *ReferenceTemplate,
BioAPI[BIR SUBTYPE Subtype,
BioAPI[BIR HANDLE *AdaptedBIR,
BioAPI[BQOL *Result,
BioAPTI LM xEMRAchioved
BioAPI DATA *Payload,
int32 t Timeout,
BioAPI BIR HANDLE *AuditData);

14

NOTE: Details of the function definition are located in clause 8.4.8, BioAPI_Verify.

9.3.4.9 BioSPI_ldentify

BioAPI_RETURN BioAPI BioSPI_Identify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
BioAPI BIR SUBTYPE Subtype,
const BioAPI IDENTIFY POPULATION *Population,
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uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,

uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout,
BioAPI BIR HANDLE *AuditData);

NOTE: Details of the function definition are located in clause 8.4.9, BioAPI_Identify.

9.3.4.10 BioSPI_Import

BioAPI RETURN BioAPI BioSPI_Import

BioAPI HANDLE BSPHandle,

onst BioAPI DATA *InputData,

onst BioAPI BIR BIOMETRIC DATA FORMAT *InputFormat,
onst BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
10API BIR PURPOSE Purpose,

10API BIR HANDLE *ConstructedBIR);

o oo 0 0

=z

OTE: Details of the function definition are located in clause 8.4.10, BioAPI _Import.

9.3.4.11 BioSPI_PresetldentifyPopulation

BioAPI RETURN BioAPI BioSPI_PresetIdentifyPopulation
BioAPI HANDLE BSPHandle,
donst BioAPI IDENTIFY POPULATION *Population);

© ISO/IEC 2006 — All rights reserved
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9.3.5 SPI Database Operations

9.3.5.1

BioSPI_DbOpen

BioAPTI RETURN BioAPI BioSPI_DbOpen

(BioAPI HANDLE

BSPHandle,

const BioAPI UUID *DbUuid,

BioAPI
BioAPI
BioAPI

NOTE: D

9.3.5.2

BioAPI_RET
(BioAP]
BioAPT |

NOTE: D

9.3.5.3

BioAPI_RET
(BioAP]
const |
uint32]
BioAPI|
BioAPI|

NOTE: D

9.3.5.4

BioAPI_RET
(BioAP]
const §

NOTE: D

9.3.5.5

BioAPI_ RET
(B1ioAP]

DB ACCESS TYPE AccessRequest,
DB HANDLE *DbHandle,
DB MARKER HANDLE *MarkerHandle) ;

BioSPI_DbClose

URN BioAPI BioSPI_DbClose
_ HANDLE BSPHandle,

DB _HANDLE DbHandle) ;

etails of the function definition are located in clause 8.5.2, BioAPI_DbClose.

BioSPI_DbCreate

URN BioAPI BioSPI_DbCreate

_ HANDLE BSPHandle,

ioAPI_UUID *DbUuid,

|t NumberOfRecords,

| DB ACCESS _TYPE AccessRequest,
DB HANDLE *DbHandle) ;

etails of the function definition are located in clatise 8.5.3, BioAPI_DbCreate.

BioSPI_DbDelete
URN BioAPI BioSPI_DbDelete
_HANDLE BSPHandle;

i0oAPI UUID *DbUuidy;

etails of the function/definition are located in clause 8.5.4, BioAPI_DbDelete.

BioSPI_DbSetMarker

URN BioAPI BioSPI_DbSetMarker
_HANDLE BSPHandle,

BioAPI
B4

const

BioAPI

NOTE: Details of the function definition are located in clause 8.5.5, BioAPI_DbSetMarker.

9.3.5.6

| D&/ HANDLE DbHandle,

ART UJUID—*K

zZ Talww

14

DB_MAﬁKER_HANDLE MarkerHandle) ;

BioSPI_DbFreeMarker

BioAPI_RETURN BioAPI BioSPI_DbFreeMarker

(BioAPI HANDLE
BioAPI

NOTE: Details of the function definition are located in clause 8.5.6, BioAPI_DbFreeMarker.
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BSPHandle,
DB MARKER HANDLE MarkerHandle) ;
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9.3.5.7 BioSPI_DbStoreBIR

BioAPI RETURN BioAPI BioSPI_DbStoreBIR
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *BIRToStore,
BioAPI DB HANDLE DbHandle,
BioAPI UUID *BirUuid);

NOTE: Details of the function definition are located in clause 8.5.7, BioAPI_DbStoreBIR.

9.3.5.8 BioSPI_DbGetBIR

BioAPI RETURN BioAPI BioSPI_DbGetBIR

BioAPI HANDLE BSPHandle,
i0API DB HANDLE DbHandle,

onst BioAPI UUID *KeyValue,
10API BIR HANDLE *RetrievedBIR,

ioAPI DB MARKER HANDLE *MarkerHandle);

o o o

=z

OTE: Details of the function definition are located in clause 8.5.8, BioAPI_DbGetBIR.

9.3.5.9 BioSPI_DbGetNextBIR

BioAPI_RETURN BioAPI BioSPI_DbGetNextBIR
BioAPI HANDLE BSPHandle,

i0oAPI_DB HANDLE DbHandle,

i0API DB MARKER HANDLE MarkerHandle,
i0API BIR HANDLE *RetrievedBIR,
i0API_UUID *BirUuid);

o o o o

=z

OTE: Details of the function definition are located in clause 8.5.9, BioAPI_DbGetNextBIR.

9.3.5.10 BioSPI_DbDeleteBIR

BioAPI_RETURN BioAPI BioSPI_DbDeleteBIR
BioAPI_HANDLE BSPHandl'e,
EioAPI_DB_HANDLE DbHandle,

donst BioAPI UUID * *KeyValue);

NOTE: Details of the\fuhction definition are located in clause 8.5.10, BioAPI_DbDeleteBIR.

© ISO/IEC 2006 — All rights reserved
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9.3.6 SPI Bi

9.3.6.1

oAPI Unit operations

BioSPI_SetPowerMode

BioAPTI RETURN BioAPI BioSPI_SetPowerMode

(BioAPI HANDLE
BioAPI
BioAPI

BSPHandle,
UNIT ID UnitId,
POWER MODE PowerMode) ;

NOTE: Details of the function definition are located in clause 8.6.1, BioAPI_SetPowerMode.

9.3.6.2

BioAPI_RET
(BioAP]
BioAPT |
BioAPT |

NOTE: D

9.3.6.3

BioAPI_RET
(BioAP]
BioAPI |
BioAPT

NOTE: D

9.3.6.4
BioAPI_RET
(Bi

in

NOTE: D

BioSPI_SetIindicatorStatus

URN BioAPI BioSPI_SetIndicatorStatus
_HANDLE BSPHandle,
[UNIT ID UnitId,

| INDICATOR STATUS IndicatorStatus);

etails of the function definition are located in clause 8.6.2, BioAPI_SetindicatorStatus.

BioSPI_GetIndicatorStatus

URN BioAPI BioSPI_GetIndicatorStatus
_HANDLE BSPHandle,
[UNIT ID UnitId,

| INDICATOR STATUS *IndicatorStatus);

ptails of the function definition are located in clause 8.6.3, BioAPI_GetIndicatorStatus.

BioSPI_CalibrateSensor

URN BioAPI BioSPI_CalibrateSensor
bAPI HANDLE BSPHandle,

£32 t Timeout);

etails of the function definitionare located in clause 8.6.4, BioAPI_CalibrateSensor.
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9.3.7 SPI Utility Functions

9.3.7.1 BioSPI_Cancel

BioAPI_RETURN BioAPI BioSPI_Cancel
(BiOAPI_HANDLE BSPHandle) ;

NOTE: Details of the function definition are located in clause 8.7.1, BioAPI_Cancel.

9.3.7.2 BioSPI_Free

BioAPI_BETURN BioAPI BioSPI_Free
(foid* Ptr);

OTE: Details of the function definition are located in clause 8.7.2, BioAPI_Free.
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10 Component registry interface

The component registry provides a registry for static information describing the capabilities of BioAPI
components. The component registry may be queried by biometric applications to obtain this information. The
component registry is part of the BioAPI Framework.

An application (such as an installation wizard) that installs a BioAPl component (BioAPI Framework, BSP, or
BFP) posts information about that component into the component registry. This information is used by a
biometric application to determine what BSPs and BFPs have been installed. The biometric application can
use this information dynamically in its decision logic. For example, it can decide whether or not to make a

specific (opti
that the call i

supported. Additionally, the component registry provides information regarding the BDBfo

jcates
rmats

supported by a BSP (see clause 6.7 and Annex B) and default values of a BSP for variodsycommon

parameters (

NOTE: |
BSP (as 4

The compongnt registry is designed to be platform independent and does not necéssarily (but could) u

built-in registr

The means o

1

The various
registry. Thes
that is held in

NOTE: 4
ISO/IEC 1

10.1.1 Frameéwork Schema

This schema

uch as timeouts).

formation regarding BioAPI Units is not stored in the component registry but is obtairied upon loa
n insert event) or in response to a query (BioAPI_QueryUnits).

y of any specific operating system (such as the Microsoft Windows™ registry).

f posting information to the component registry is defined in clause 10.2.

0.1 BioAPI Registry Schema

components of a BioAPIl-based biometric system, are represented by records in the comp
e records are operating system independent.. The following sub-clauses define the inforn
the registry for each component of a BioAPI-based biometric system.

Il string types defined as elements of the_component schemas are character encoded as specif
0646 (UTF-8 transformation) unless othenwise specified in the data structures of clause 7.

contains attributes of the BieAPI Framework itself.

Table 2 — Framework Schema Elements

ding a

se the

onent
hation

ied by

Field Name Eield Data Type | Description

FremeworkUWID. | UINT8_T [16] UUID uniquely identifying the BioAPI Framework.

Dgscription STRING The BioAPI Framework product description, in text.

Path STRING Path (including filename) of the executable code of the
BioAPI Framework

Spec Version UINT8_T The BioAPI Specification Version that is supported

Product Version STRING The BioAPI Framework product version

Vendor STRING The BioAPI Framework vendor name, in text.

FW Property ID UINT8_T [16] UUID identifying the format of the Framework Properties
element (assigned by the vendor)

FW Property DATA Vendor specified information about the Framework

NOTE:
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See also clause 7.30.
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This schema describes the capabilities of a BSP. There is one BSP Schema for each BSP that has been
installed on the biometric system.

Table 3 — BSP Schema Elements

Field Name Field Data Type Description
BSPUUID UINT8_T [16] UUID uniquely identifying the BSP
Description STRING Text descriptive name of the BSP
executable code of the BSP (may be a URL)
Spec|Version UINT8_T The BioAPI Specification version that is supported
Prodyct Version STRING The BSP product version
Vendpr STRING The BSP vendor name, in text
BSP Bupported MULTIUINT32_T An array of 2-byte integer pairs. Each pair-specifying a supp¢rted BDB
Formats format.
See BioAPI_BIR_BIOMETRIC_DATA_FORMAT
Numier of Supported |UINT32_T Integer specifying the number of BDB formats supported by {he BSP
Formats (Number of 2-byte integer pairs.in BSP Supported Formats)
Factdrs Mask UINT32_T A mask which indicates what forms of authentication are supported by the
BSP
(See BioAPI_BIR_BIOMETRIC_TYPE)
Operdtions UINT32_T Operations (functions) supported by the BSP
(See BioARL"OPERATIONS_MASK)
Optiohs UINT32_T Options supported by the BSP
(See BioAPI_OPTIONS_MASK)
Payload Policy UINT32_T Threshold setting (maximum FMR value) used to determine when to
release a payload
(See BioAPI_FMR)
Max FPayload Size UINT32_T Maximum size in bytes of a payload
Defaylt Verify Timeout [INT32_T Default timeout value (in milliseconds) used by the BSP for yerify
operations when no timeout is set by the biometric application
Defaylt Identify INTS2_T Default timeout value (in milliseconds) used by the BSP for i¢lentify
Timegut operations when no timeout is set by the biometric applicatiop.
Defaylt Capture INT32_T Default timeout value (in milliseconds) used by the BSP for gapture
Timeogut operations when no timeout is set by the biometric applicatiop.
Defaylt Enroll- Timeout | INT32_T Default timeout value (in milliseconds) used by the BSP for gnroll
operations when no timeout is set by the biometric applicatio.
Defaylt-Calibrate INT32_T Default timeout value in milliseconds used by the BSP for sehsor
Timeout calibration operations when no timeout is specified by the application.
MAX BSP DB size UINT32_T Maximum size of a BIR database. If NULL, no BSP database exists for
this BSP."
Max Identify UINT32_T Largest population supported by the Identify function.”
Population Unlimited = OXFFFFFFFF.

(part of Unit Schema).

1 Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means it is capable of managing
multiple units (either directly or through a BFP interface) & information about these units will be provided as part of the insert notification

NOTE: See also clause 7.16.
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10.1.3 BFP Schema

This schema describes the capabilities of a BFP. There is one BFP Schema for each BFP that has been
installed on the biometric system.

118

Table 4 — BFP Schema Elements

Field Name Field Data Type | Description

BFP UUID UINT8_T [16] UUID uniquely identifying the BFP

BFP Category UINT32_T Category of the BFP identified by the BFP UUID

Descfiption STRING Text descriptive name of the BFP

Path STRING Path where the BFP executable is located, including
the filename for the executable code of the BFP (may
be a URL)

Spec|Version UINT8_T The BioAPI FPI Specification version supported1

Prodyict Version STRING The BFP product version

Vendpr STRING The BFP vendor name, in text

BFP Bupported Formats | MULTIUINT32_T | An array of 2-byte integer pairs, ‘Each pair specifying a

supported BDB format.
See BioAPI_BIR_BIOMETRIC_DATA_FORMAT

Numlper of Supported UINT32_T Integer specifying‘the number of BDB formats

Formpts supported by the BFP (Number of 2-byte integer pairs
in BFP Supported Formats)

Factqrs Mask UINT32_T A mask which indicates what forms of authentication
are supported by the BFP
(See’BioAPI_BIR_BIOMETRIC_TYPE)

BFP Property ID UINT8_T [16] UUID identifying the format of the BFP Properties
element (assigned by the vendor)

BFP Property DATA Vendor specified information about the BFP

1 Hunction Provider Interface (FPI)specifications will be published as separate parts of ISO/IEC 19784.

NOTE: S

e also clause 7.3,
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10.2 Component registry functions

The following component registry utility functions are provided to ease the development of BioAPI compatible
applications and BSPs.

Installation functions are provided so that a BSP or BFP implementer can populate the BSP or BFP schema
within the component registry. The component registry is independent of the operating system.

10.2.

This function installs, updates (refreshes), or removes the references to a BSP in the compenent

BioAPI RETURN BioAPI Util InstallBSP (
HioAPI INSTALL ACTION Action,

HioAPI INSTALL ERROR *Error,

donst BioAPI_BSP_SCHEMA *BSPSchema) ;

Upon

Upon
BSP
BSP

Upon

in the|component registry for the BSP indicated by the BSPUuid within the input schema.

1 BioAPI_Util_InstallBSP

10.2.1.1_Description

vithin that schema.

initiation of this function for a deinstallation, the BioAPI Framework shall remove the BSP

10.2.1.2 Parameters

Action (input) — Installation action to be performed. Valid values are:
Value Description
BioAPI_INSTALL_ACTION_INSTALL Install BSP (add entry)

BioAPI_INSTALL ACTION_UNINSTALL Uninstall the BSP (remove entry)

contains+additional information regarding the error state.

BSRSchema (input) — A pointer to elements of the BSP schema (defined in 7.16) @
features and characteristics of the BSP to be installed. When the function is called with

registry.

initiation of this function for an install, the BioAPI Framework shallereate the BSP schemja entry in the
comppnent registry and populate it with the content of the input BSP schema.

initiation of this function for a refresh, the BioAPI Framework”shall replace the existing gntries for the
Echema in the component registry with the content of the ihput BSP schema, based on th¢ UUID of the

schema entry

BioAPI_INSTALL_ACTION_REFRESH Refresh the information in the comporjent registry.

Error (output) — A pointer to a BioAPI_INSTALL_ERROR structure. If the function fails, the structure

escribing the
Action set to

BicARL_ INSTALL _ACTION _UNINSTALL it is nnly necessary to_set the BSPUuid el

ment of the

BSPSchema para_meter.

10.2.1.3 Return Values

If the function is successful, it returns BioAPI_OK. If the function fails, it returns a valid BioAPI error

code (see clause 11). The parameter Error contains additional error information.

© ISO/IEC 2006 — Al rights reserved
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10.2.2 BioAPI_Util_InstallBFP

10.2.2.1 Description
This function installs, updates (refreshes), or removes the entries for a BioAPI BFP in the component registry.

BioAPI_RETURN BioAPI Util InstallBFP (
BioAPI INSTALL ACTION Action,
BioAPI INSTALL ERROR *Error,
const BioAPI BFP SCHEMA *BFPSchema) ;

10.2.2.[ Parameters

Action (input) — Installation action to be performed. Valid values are:
Valye Description
BioAPI_INSTALL_ACTION_INSTALL Install BFP (add entry)

BioAPI_INSTALL_ACTION_REFRESH Refresh the information in the-component registry.
BioAPI_INSTALL_ACTION_UNINSTALL Uninstall the BFP (remove‘entry)
Error (output) — A pointer to a BioAPI_INSTALL_ERROR structure. If the’'function fails, the structure

contains[additional information regarding the error state.

BFPScheéma (input/output) — A pointer to component registry* elements describing the feature$ and
charactefistics of the BFP to be installed (see clause 7.3). When the function is called with Action |set to
BioAPI_INSTALL_ACTION_UNINSTALL, it is only necCessary to set the BFPUuid element ¢f the
BFPSch¢ma parameter.

10.2.2.3 Return Values

If the functior] is successful, it returns BioAPI_OK:If the function fails, it returns a valid BioAPI error cod¢ (see
clause 11). The parameter Error contains additional error information.
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11 BioAPI error handling
All BioAPI functions return a value of type BioAPI_RETURN. The value BioAPI_OK indicates that the function
was successful. Any other value is an error value. Allowance has been made for returning error values

originated from the BioAPI Framework and also error values that originate from a BSP or from a BioAPI Unit
attached to a BSP.

11.1 Error Values and Error Codes Scheme

Error Value refers to the entire 32-bit BioAPI_RETURN value.

Error[Code refers to the low-order 24 bits of the Error Value, and identifies the actual error situatjon.

The 8 high-order bits of the Error Value identify the source of the error, as follows:
a) The BioAPI Framework
b) ABSP
c] A BioAPI Unit attached to a BSP

11.2 Error Codes and Error Value Enumeration

11.2.1 BioAPI Error Value Constants

#deffine BIOAPI FRAMEWORK ERROR (0x00000000)
#deffine BIOAPI BSP_ERROR (0xQ1000000)
#deffine BIOAPI UNIT ERROR (0x02000000)

11.2.2 Implementation-Specific Error Codes
The €rror codes 0x000000 — 0x0000ff are_reserved for implementation-specific use.

11.2.3 General Error Codes

#defline BioAPIERR INTERNAL ERROR (0x000101)
Genefal system error; indicates that an operating system or internal state error has occurred arnd the system
may not be in a known-state.

#defline BioAPIERR MEMORY ERROR (0x000102)

A memory error.occurred.

#deffihe/BioAPIERR INVALID POINTER (0x000103)

An input/output function parameter or input/output field inside of a data structure is an invalid pointer.

#define BioAPIERR INVALID INPUT POINTER (0x000104)

An input function parameter or input field in a data structure is an invalid pointer.

#define BioAPIERR INVALID OUTPUT POINTER (0x000105)

An output function parameter or output field in a data structure is an invalid pointer.

#define BioAPIERR_FUNCTION NOT SUPPORTED (0x000106)

The function is not implemented by the biometric service provider.
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#define BioAPIERR OS ACCESS DENIED (0x000107)

The operating system denied access to a required resource.

#define BioAPIERR FUNCTION FAILED (0x000108)

The function failed for an unknown reason.

#define BioAPIERR INVALID UUID (0x000109)
An input UUID is invalid.

(May occur if a component rnquannd hy this UUID is naot present on the system or cannot he found )

#define BiJoAPTERR INCOMPATIBLE VERSION (0x00010a)
Version incompatibility.

(May occur if the called component cannot support the version of the BioAPI specification” expected by the
application.)
#define BifJoAPIERR INVALID DATA (0x00010b)

The data in ah input parameter is invalid.

#define BiJoAPIERR UNABLE TO CAPTURE (0x00010c)

The associat¢d BSP is unable to capture raw samples from the requested BioAPI Unit.

#define BiJoAPIERR TOO MANY HANDLES (0x00010d9

The associat¢d BSP has no more space to allocate BIR.handles.

#define BiJoAPIERR TIMEOUT EXPIRED (0xQ0010e)

The function has been terminated because the(timeout value has expired.

#define BiloAPIERR INVALID BIR ,(0x00010f)

The input BIR is invalid for the purpose required.

#define BiJoAPIERR BIR \SIGNATURE FAILURE (0x000110)

The associat¢d BSP could not validate the signature on the BIR.

#define BiloAPAERR UNABLE TO STORE PAYLOAD (0x000111)

The associat¢\BSP is unable to store the payload.

define BioAPIERR NO_INPUT BIRS (0x000112)

The identify population is NULL.

#define BioAPIERR UNSUPPORTED FORMAT (0x000113)

The associated BSP does not support the BDB format requested.

#define BioAPIERR UNABLE TO IMPORT (0x000114)

The associated BSP was unable to construct a BIR from the input data.
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#define BioAPIERR INCONSISTENT PURPOSE (0x000115)

The purpose recorded in the BIR and/or the requested purpose are inconsistent with the function being
performed.

#define BioAPIERR BIR NOT FULLY PROCESSED (0x000116)

The function requires a fully processed BIR.

#define BioAPIERR PURPOSE NOT SUPPORTED (0x000117)

The BSP does not support the requested purpose.

#deffine BioAPIERR USER _CANCELLED (0x000118)

User gancelled operation before completion or timeout.

#deffine BioAPIERR UNIT IN USE (0x000119)

BSP (or BioAPI Unit attached to BSP) is currently being used by another biometric application.

#deffine BioAPIERR INVALID BSP_HANDLE (0x00011la)

The given BSP handle is not valid.

#deffine BioAPIERR FRAMEWORK NOT INITIALIZED (@x00011b)

A fungtion has been called without initializing the BioAPI‘Rramework.

#deffine BioAPIERR INVALID BIR HANDLE 0x00011lc)

BIR hgndle is invalid (does not exist or has been‘released).

#defline BioAPIERR CALIBRATION.NOT SUCCESSFUL (0x00011d)

The dttempted calibration of a sensar.unit was not able to be successfully completed.

#defline BioAPIERR PRESET BIR DOES NOT EXIST (0x0001le)

No preset BIR population-has been established.

#defline BioAPEERR BIR DECRYPTION FAILURE (0x00011f)

The BSP could not decrypt an input BIR (and thus was unable to use it for the requested operatign).

11.2.4 ‘Component Management Error Codes

#define BioAPIERR COMPONENT FILE REF NOT FOUND (0x000201)

A reference to the file for the component being loaded cannot be found.

#define BioAPIERR BSP LOAD FAIL (0x000202)

Framework was unable to successfully load the BSP.

#define BioAPIERR BSP NOT LOADED (0x000203)

BSP for which an action was requested is not loaded.
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#define BioAPIERR UNIT NOT INSERTED (0x000204)

BioAPI Unit for which an action was requested is not in the inserted state.

#define BioAPIERR INVALID UNIT ID (0x000205)

An invalid BioAPI Unit ID was requested.

#define BioAPIERR INVALID CATEGORY (0x000206)

An invalid category of BFP or BioAPI Unit was requested.

11.2.5 Datal

#define B

ase Error Values

OAPIERR INVALID DB HANDLE (0x000300)

Invalid databgse handle.

#define Bi

OAPIERR UNABLE TO OPEN DATABASE (0x000301)

The associat¢d BSP is unable to open the specified database.

#define Bi
The databassd

#define Bi

The specified

#define Bi

Create failed

#define Bi

OAPIERR DATABASE IS LOCKED (0x000302)

OAPIERR DATABASE DOES NOT EXIST (0x0003Q3)

database does not exist.

OAPIERR DATABASE ALREADY EXISTSN (0x000304)

because the database already exists.

OAPIERR INVALID DATABASE\NAME (0x000305)

Invalid database name (UUID).

#define B

No record ex

#define B

The specified

#define B

OAPIERR_RECORD NQT: FOUND (0x000306)

sts with the requested key.

OAPIERR MMARKER HANDLE IS INVALID (0x000307)

markerhandle is invalid.

OAPIERR DATABASE IS OPEN (0x000308)

cannot be opened for the access requested because it is locked.

The database is already open.

#define BioAPIERR INVALID ACCESS REQUEST (0x000309)

Unrecognized access type.

#define BioAPIERR END OF DATABASE (0x00030a)

End of database has been reached.

#define BioAPIERR UNABLE TO CREATE DATABASE

The associated BSP cannot create the database.
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(0x00030Db)
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#define BioAPIERR UNABLE TO CLOSE DATABASE (0x00030c)

The associated BSP cannot close the database.

#define BioAPIERR UNABLE TO DELETE DATABASE (0x00030d)

The associated BSP cannot delete the database.

#define BioAPIERR DATABASE IS CORRUPT (0x00030e)

The specified database is corrupt.

11.2.¢ Location Error Values

In various biometric technologies like fingerprint, face, iris, retina or others, biometric devices
have three dimensions from the user’s viewpoint. The error codes in this clause describe’the e
be caused by improper placement of a user's biometric feature on the biometric device when
captufe their biometric sample. Figure 4 below shows an example of a fingerptint sensor,
mounted vertically (Case a) or horizontally (Case b). When the placement of thébiometric featur
error [codes are required to provide appropriate user feedback. If the sensoris placed vertica
‘forwgrd’ and ‘backward’ will be the expressions of intensity of the_contact or distance, 4§
horizgntally, these words will be the expressions of lengthwise distances:

If the [BSP or BioAPI Unit generating the error code knows whether-the biometric device is orie
or hotlizontally, it can then choose an error code that describes the user’s situation appropriately.
then @ more general error code has to be used.

NOTE: These errors can be returned/ ‘from BioAPI_CreateTemplate,
BioAPI_ProcessWithAuxBIR, BioAPI_VerifyMatch, and BioAPI_IdentifyMatch. The BSP col
the other biometric operations (BioAPI_Capture,) BioAPI_Enroll, BioAPI_Verify, and BioAR
instruct the user to capture a correct sample.

sensor units)
frors that can
attempting to
vhich can be
b is improper,
ly, the words
nd if placed

nted vertically
If it does not,

BigAPI_Process,

htrolled GUI in
I_Identify) will

All the positions are described frond All the positions are described from
the user's viewpoint. the user's viewpoint.
Crosswise Locations Crosswise Locations
= = = = = —
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Caze a) A sensor placed vertically. Case b) A sensor placed horizonta

Figure 4 — Biometric Sample Locations (Example of a fingerprint sensor)
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Biometric applications can use these error codes for user feedback to obtain better samples regardless of
what kind of biometric technology they are using, as long as it has three dimensions. The error codes are
specified below.

If the BSP or BioAPI Unit generating the error code is not certain about the orientation of the sensor, it can
return generic error codes.

11.2.6.1 General location error codes

#define BioAPIERR LOCATION ERROR (0x000400)

A general location-error

#define BiloAPIERR OUT OF FRAME (0x000401)

Invalid horizoptal or vertical position.

#define BiJoAPIERR INVALID CROSSWISE POSITION (0x000402)

Invalid crosswise position.

#define BiJoAPIERR INVALID LENGTHWISE POSITION (0x000403)

Invalid lengthwise position.

#define BiJoAPIERR INVALID DISTANCE (0x000404)

Invalid distanfe.

L)

11.2.6.2 Specific location error codes

#define BiloAPIERR LOCATION TOO RIGHT :(@x000405)

The position yas too far to the right.

#define BiloAPIERR LOCATION TQONLEFT (0x000406)

The position yas too far to the left.

#define BiloAPIERR LOCATION TOO HIGH (0x000407)

The position yas too high.

#define BiloAPZERR LOCATION TOO LOW (0x000408)

The position ywas.too low.

#define BioAPIERR LOCATION TOO FAR (0x000409)

The position was too far away.

#define BioAPIERR LOCATION TOO NEAR (0x00040a)

The position was too near (close).

#define BioAPIERR_LOCATION TOO FORWARD (0x00040b)

The position was too far forward.
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#define BioAPIERR LOCATION TOO BACKWARD (0x00040c)

The position was too far backward.

11.2.7 Quality Error Codes

#define BioAPIERR QUALITY ERROR (0x000501)

Sample quality is too poor for the operation to succeed.

NOTE: Quality errors can be returned from any function which receives a BioAPI BIR input.
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Annex A
(normative)

Conformance

bfined

arts of

i0API

metric

rmant

A.1 General
A.1.1  Conformance to this part of ISO/IEC 19784 falls into the following three classes:
e BioAPI conformant biometric application
e BioAPI conformant BioAPI Framework
e BioAPI conformant BSP, comprising one of the following sub-classes:
d BioAPI conformant Verification BSP
d BioAPI conformant Identification BSP
d BioAPI conformant Capture BSP
d BioAPI conformant Verification Engine
d BioAPI conformant Identification Engine
A.1.2  Conformance requirements for biometric applications, BioAR] Frameworks, and for BSPs are d
in clauses A.2, A.3, and A .4, respectively.
NOTE: Gonformance of BFPs is not addressed in this part of:1ISO/IEC 19784, but is specified in subsequent p
this multi-part standard. Interfaces to BioAPI Units are not standardized.
A.2|BioAPI Conformant Biometric Application
A.21 To ¢laim compliance to the BioAPI”specification, a biometric application shall, for each E
function call ptilized, invoke that operation’ consistently with this specification. That is, all input parameters
shall be presé¢nt and valid. The application shall accept all valid output parameters and return values.
A.2.2 Thefe is no minimum-~sSet of functions that are required to be called. However, the bio
application shall conform to the eall dependencies identified for the functions.
A.3|BioAPI Conformant Framework
A.3.1 The|BioAPI Framework component is the middleware infrastructure between BioAPI confo
applications and-BSPs_It serves the following general purpases:

a
b
c
d

e

128

)
)
)
)
)

BSP loading/attaching

BSP and BFP management

Component registry maintenance and management
Function call pass-through/API-SPI translation

Handling of event notifications from BSPs, and sending those event notifications to (po
multiple) event handlers in applications that have loaded that BSP.

ssibly
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f) Supporting API calls related to the installation or de-installation of BioAPl com
appropriate update of the component registry.
g) Supporting queries from a BSP about installed BFPs
A.3.2 To claim conformance to the BioAPI specification, a BioAPI Framework shall;
a) Provide component management functions as specified in clause 8.1.
b) Provide component registry services in accordance with clause 10.

e

A.3.3
it will
confo

To cl
confo
confo

BSPs
requir
imple
The B
BSPs|

N

(7]

BIRs
BIRs)
Form

specified in clause 9.

Conform to the data structures as defined in clause 7 and the error codes as.'defined
when implementing a) through c), above.

Handle event notifications and callbacks as defined in clauses 7.28, 8.3,-and 9.2.
A conformant BioAPI Framework is required to support ALL options;identified in this st

provide services to applications and BSPs that may implement.any of those options. N
rmant Framework functions are defined.

A.4 BioAPI Conformant BSPs

nim conformance to the BioAPI specification, BSPs shall implement mandatory funct
'mance sub-class, as defined below, in accordance with the SPI defined in clause 9
rmance to one of the conformance sub-classes ‘specified in clause A.1.1.

ed to claim conformance; but any. gptional functions or parameters that are impleme
mented in accordance with the specification requirements. Additional parameters shall not &
SP installation process shall perform the population of all required component registry entri

shall possess a valid and-dnique UUID that is associated with a specific BSP product and

ystems where the(same BSP product/version is installed.

generated{by'the BSP shall conform to the data structures defined in clause 7 (they sh
BSPs.shall only return BioAPI_BIR data containing a registered FormatOwner with an as
bt Type(See clause 7.6 and Annex B).

BSPs

ponents, with

SPI functions

in clause 11

hndard, since
0 subsets of

ons for their
BSPs claim

shall accept all valid input parameters and return valid outputs. Optional capabilities and réturns are not

ted shall be
€ required.

ES.

ersion.

OTE: The UUID may“be self-generated (see 1SO 9834-8) and should (but need not) be the same on multiple

bll be BioAPI
sociated valid

shdll perform error handling as defined in clause 11

All BSPs shall support basic Component Management (clause 9.3.1), Handle (clause 9.3.2), Event (9.3.3.1)
and Utility (clause 9.3.7) operations. Callback (clause 9.3.3.2), Database (clause 9.3.5), and BioAPI Unit
(clause 9.3.6) operations are optional.

The following table is a summary of BSP conformance requirements by subclass of BSP. Details are provided
in the following sub-clauses. Clause A.4.6 addressed conformance with respect to optional capabilities.
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Table A.1 — BSP Conformance Sub-Classes

Function

Verification
BSP

Identification
BSP

Capture BSP

Verification
Engine

Identification
Engine

Component Management
Functions

BioSPI_BSPLoad

BioSPI_BSPUnload

BioSPI_BSPAttach

BioSPI_BSPDOetach

XM | X[ XX

M| X[ X|X

BioSPI_QueryUnits

XX | X|X]|X

XX | X|X|X

XX | X|X]|X

BioSPI_QuenyBFPs

BioSPI_ContrplUnit

Handle Func‘ions

BioSPI_FreeHIRHandle

BioSPI_GetBIRFromHandle

BioSPI_GetH¢

baderFromHandle

Callback and

Event Functions

BioSPI_Enabl

EEvents

BioSPI_SetGl

J|Callbacks

Biometric Fu

hctions

BioSPI_Capty

re

BioSPI_Creat

bTemplate

BioSPI_Procegss

BioSPI_ProcessWithAuxBIR

BioSPI_VerifyMatch

BioSPI_ldentifyMatch

BioSPI_Enroll

BioSPI_Verify

BioSPI_ldentify

BioSPI_Import

BioSPI_PresetldentifyPopulation

Database Functions

BioSPI_DbOpen

BioSPI_DbClose

BioSPI_DbCreate

BioSPI_DbDelete

BioSPI_DbSetMarker
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Func

Verification
Engine

Identification
BSP

Verification
BSP

Capture BSP

tion

Identification
Engine

BioSPI_DbFreeMarker

BioSPI_DbStoreBIR

BioSPI_DbGetBIR

BioSPI_DbGetNextBIR

BioSPI_DbDeleteBIR

BioA

Pl Unit Functions

BioSH

Pl_SetPowerMode

BioSH

Pl_SetindicatorStatus

BioSH

Pl_GetlIndicatorStatus

BioSH

|_CalibrateSensor

Utility

¥ Functions

BioSH

PI_Cancel

BioSH

Pl_Free

A.4.1

Verifi
identi

N

A Bio

A.4.1
howe
regist

N

BioAPI Conformant Verification BSPs

ation BSPs are those which are capable of’performing 1:1 matching (or authentication
ication matching.

OTE: 1:few (one-to-few) matching may_be supported as a series of 1:1 calls.
\PI conformant Verification BSP shall support the following biometric functions:
BioSPI_Verify
BioSPI_Enroll
1 BioSPI_Verify. Only the nearest, better supported MaxFMRRequested is required to
er, the BSP_shall return that supported value (FMRAchieved). (The BSP shall indicate in t

'y whethérit implements coarse scoring.)

OTE:_See clause C.4 for an explanation of use of FMR for scoring and thresholding.

, but not 1:N

be supported;

He component

Acceptance and use of Subtype is optional.

Return of Payload is required only if one is associated with the input ReferenceTemplate and if the score
sufficiently exceeds the FMRAchieved (the BSP shall post minimum FMR required to return payload in the
component registry).

Return of AdaptedBIR is optional. Return of raw data (AuditData) is optional.

All BSPs shall provide any necessary user interface (as a default user interface) associated with the capture

portio

© 180/

n of the Verify operation. Support for application control of a GUI is optional.
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A.4.1.2 BioSPI_Enroll. The Purpose value BioAPI_ PURPOSE_ENROLL_FOR_VERIFICATION_ONLY shall
be accepted. If a different purpose value is requested but not supported, an error condition shall be set as a
BioAPI_RETURN.

Acceptance of Payload is optional (i.e., if a payload is provided, it doesn’t have to be accepted if the BSP does
not support payload carry).

Acceptance and use of Subtype is optional.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the component
registry) it shall accept the input OutputFormat and return the NewTemplate in that format.

Use of the input Reference Template, when provided, to create the output NewTemplate is optional.
Return of raw data (AuditData) is optional.

All BSPs shall provide any necessary user interface (as a default user interface) associated”with the capture
portion of the| Enroll operation. Support for application control of a GUI is optional.

A.4.2 BioAPI Conformant Identification BSPs
Identification BSPs are those which are capable of performing both 1:N identification matching as well §s 1:1
matching (or] verification). A BioAPl conformant Identification BSP shallDsupport the following biometric
functions:
e BioSPI_Verify
e BioSPI_Identify
e BioSPI_Enroll
A.4.2.1 Bio$PI_Verify. Only the nearest, better sipported MaxFMRRequested must be supported; hoyever,
the BSP sha]l return that supported value (FMRAchieved). (The BSP shall indicate in component rggistry
whether it implements coarse scoring.)
NOTE: Sge clause C.4 for an explanatiotof the use of FMR for scoring and thresholding.
Acceptance gnd use of Subtype is optional.
Return of Pajyload is required only if one is associated with the input ReferenceTemplate and if the |score
sufficiently exceeds the FMRAchieved (the BSP shall post minimum FMR required to return payload jn the

component rggistry).

Return of AdaptedBIR'is optional. Return of raw data (AuditData) is optional.

As a defaultlall-BSPs shall prn\/idn any GlUl associated with-the capiure pnrﬁnn of the \/nrify ope ation.
However, support for application control of the GUI is optional.

A.4.2.2 BioSPI_Identify. Only the nearest, better supported MaxFMRRequested must be supported. Return

of matching Candidates is required; however, the BSP may return values for the FMRAchieved field as next

nearest step/increment. (The BSP shall indicate in component registry whether it implements coarse scoring.)
NOTE: See clause C.4 for an explanation of the use of FMR for scoring and thresholding.

Acceptance and use of Subtype is optional.

Support of binning is optional.

Return of raw data (AuditData) is optional.
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