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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

When data is sent from one place to another, it is often necessary to protect it in some way while it is in
transit, e.g. against eavesdropping or unauthorized modification. Similarly, when data is stored in an
environment to which unauthorized parties can have access, it can be necessary to protect it.

If the confidentiality of the data needs to be protected, e.g. against eavesdropping, then one solution
is to use encryption, as specified in ISO/IEC 18033 (all parts) and ISO/IEC 10116. Alternatively,
if it is necessary to protect the data against modification, i.e. integrity protection, then message
authentication codes (MACs) as specified in ISO/IEC 9797 (all parts), or digital signatures as specified in
ISO/IEC 9796 (all parts) and ISO/IEC 14888 (all parts), can be used. If both confidentiality and integrity

proted
these

the sa
confid
some (
data w

In this
data t
combi
specia

The rgethods specified in this document have been designed to maximize the level of
i

prov
securi

tlon are required, then one possibility 1s to use both encryption and a MAC or sig
bperations can be combined in many ways, not all combinations of such mechat
e security guarantees. As a result, it is desirable to define in detail exactdty~how
bntiality mechanisms should be combined to provide the optimum level of)security
ases, significant efficiency gains can be obtained by defining a singlesmethod of
ith the objective of providing both confidentiality and integrity protéction.

document, authenticated encryption mechanisms are defined. These are methods

provide both integrity and confidentiality protection. They typically involve eith
hation of a MAC computation and data encryption, or the 'use of an encryption g
way such that both integrity and confidentiality protection are provided.

e efficient processing of data. Some of the techniques defined here have mathemat
[y", i.e. rigorous arguments supporting their seuidness.

hature. While
isms provide
integrity and
. Moreover, in
rocessing the

or processing
er a specified
lgorithm in a

security and
cal "proofs of
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INTERNATIONAL STANDARD

ISO/IEC 19772:2020(E)

Information security — Authenticated encryption

1 Scope

This document specifies five methods for authenticated encryption, i.e. defined ways of processing a

data string with the following security objectives:

— ddtaintegrity, i.e. protection that enables the recipient of data to verify thatithasnoth

— dgta origin authentication, i.e. protection that enables the recipient of data to vérify
the data originator.

een modified;

he identity of

All five methods specified in this document are based on a block cipher*algorithm, and require the

origingtor and the recipient of the protected data to share a secret key fap this block ciphg

Key mpnagement is outside the scope of this document. Key mafniagement techniques ¢
ISO/IHC 11770 (all parts).

Four off the mechanisms in this document, namely mechaniswis 3, 4, 5 (AAD variant only
data t¢ be authenticated which is not encrypted. That is;"these mechanisms allow a datq
to be protected to be divided into two parts, D, the data’string that is to be encrypted
protedted, and A (the additional authenticated data).that is integrity-protected but not en
cases, fhe string A can be empty.

NOTE Examples of types of data that can need'to be sent in unencrypted form, but whose in

protected, include addresses, port numbers, sequence numbers, protocol version numbers and
protocl fields that indicate how the plaintextis to be handled, forwarded or processed.

2 Normative references

The following documents are referred to in the text in such a way that some or all of]
constifutes requirements.of this document. For dated references, only the edition cite
undat¢d references, the latest edition of the referenced document (including any amendmn

ISO/IHC 9797 (alkparts), Information technology — Security techniques — Message £
Codes [MACs)

ISO/IEC 10216, Information technology — Security techniques — Modes of operation for an n-I

LT

re defined in

) and 6, allow
string that is
hnd integrity-
crypted. In all

tegrity is to be
other network

their content
d applies. For
ents) applies.

uthentication

it block cipher

ISO/IEC\8033-3, Information technology — Security techniques — Encryption algorith

Ims — Part 3:

Block ciphers

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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3.1

additional authenticated data

AAD

data that is integrity-protected but not encrypted by the authenticated encryption mechanism (3.3)

3.2

authenticated encryption
(reversible) transformation of data by a cryptographic algorithm to produce ciphertext (3.5) that
cannot be altered by an unauthorized entity without detection, i.e. it provides data confidentiality, data

integrity (3.6)
3.3

, and data origin authentication

authenticate|
cryptographi
data, and whi
(3.7) algorith

3.4

block cipher
symmetric eng
block of plaint

[SOURCE: ISO

3.5
ciphertext
data which hg

[SOURCE: ISO

3.6
data integrit
property that

[SOURCE: ISO

3.7
decryption
reversal of a d

[SOURCE: ISO

3.8

encryption
(reversible) ty
the informati

d encryption mechanism

" technique used to protect the confidentiality and guarantee the origin and integ
ch consists of two component processes: an encryption (3.8) algorithm andha-dect
m

ryption system (3.15) with the property that the encryption (3.8)‘algorithm operat
ext (3.13), i.e. a string of bits of a defined length, to yield a block'of ciphertext (3.5)

[EC 18033-1:2015, 2.9]

s been transformed to hide its information content

IEC 10116:2017, 3.2]

y
data has not been altered or destroyed in an unauthorized manner

[EC 9797-1:2011, 3.4]

orresponding encryption (3.8)
IEC 18033-1:2015, 2.16]

ansformation of data by a cryptographic algorithm to produce ciphertext (3.5), i.e.,
bndeoritent of the data

rity of
[yption

ES ONn a

fo hide

[SOURCE: ISO/IEC 18033-1:2015, 2.21]

39

encryption system
cryptographic technique used to protect the confidentiality of data, and which consists of three
component processes: an encryption (3.8) algorithm, a decryption (3.7) algorithm, and a method for
generating keys (3.10)

[SOURCE: ISO/IEC 18033-1:2015, 2.23]
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sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment)

[SOURCE: ISO/IEC 18033-1:2015, 2.27]

3.11

message authentication code

MAC
string

of bits which is the output of a MAC algorithm

[SOUR

3.12

partit
proceq
eachb

3.13
plaint
unenc

[SOUR

3.14
secret
key (3.

[SOUR
3.15

PolIR PP 2 PN =P N~ AP R~ V- O IR~ W= |
L. 1SVU/IEG 777 7-1.2U11, 5.7]

jon
s of dividing a string of bits of arbitrary length into a sequence of bloéks; where
ock is n bits, except for the final block which shall contain r bits, 0 < r<'n

ext
"'ypted information

CE: ISO/IEC 10116:2017, 3.11]

key
10) used with symmetric cryptographic techniques by a specified set of entities

CE: ISO/IEC 18033-1:2015, 2.33]

symmeetric encryption system

encryp
(3.14)

[SOUR]

4 Sy

for both the encryption (3.8) and’decryption (3.7) algorithms
CE: ISO/IEC 18033-1:2015,:2:40]

'mbols and abbreviated terms

additional authenticated data
authenticated-encrypted data string

data-string to which an authenticated encryption mechanism is to be applied

QU T O 9>

the length of

tion (3.8) system based on symmetric cryptographic techniques that uses the same secret key

block cipher decryption algorithm; di(Y) denotes the result of block cipher decrypting the n-bit

block Y using the secret key K

block cipher encryption algorithm; ex(X) denotes the result of block cipher encrypting the n-bit

block X using the secret key K

secret block cipher key shared by the originator and recipient of the data to which the authenti-

cated encryption mechanism is to be applied
number of blocks in the partitioned version of D
block length (in bits) for a block cipher

tag length (in bits)
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0! block of i zero bits
1 block of i one bits
@ bit-wise exclusive-or of strings of bits (of the same bit-length)

[l concatenation of bit strings, i.e. if A and B are blocks of bits, then A|| B is the block of bits obtained
by concatenating A and B in the order specified

# function converting a number into an a-bit block of bits

If kis an 1nteger (0< k < 2‘1) then # (k) is the a-bit block which, when regarded as the binary rep-

resentgt

#1 functig
IfAisd
is A. H{

X| left-try

If Xha
s bits d

N

X|s right-t

If X has
s bits g

£ i S N 1L + 1o tla lofs lal
LlUll ul d llulllUCl \A4 l\,ll LIIT lllUOL Dlslllllballt lJlL UIl LIIC ITITL, U\iuala n.

n converting a block of bits to a number

nce, if A has n bits, then #,(#1(4)) = A.

ncation of the block of bits X

b bit-length greater than or equal to s, then X| is the s-bit block’¢onsisting of the lef
fX.

Funcation of the block of bits X

bit-length greater than or equal to s, then X|$ is the s>bit block consisting of the righ
fX.

X<<1 left shift of a block of bits X by one position

The rig

X>>1 rights
The lef

len functid

mod if a a

rThtmost bit of Y = X<<1 is always set to zer@’

hift of a block of bits X by one positiox

tmost bit of Y = X>>1 is always setto zero.
n taking a bit-string X as input, and which gives as output the number of bits in X

hd b > 0 are integers,/then a mod b denotes the unique integer ¢ such

c<b;and

is an integer'multiple of b.

ments

1) 0%
2) a-¢
5 Requireg
The authentia

block of bits, then #-1(A) is the unique non- negative integer whose binaryrepresentation

t-most

t-most

that:

ated encryption mechanisms specified in this document have the following require

nents.

The originator and recipient of the data to which the authenticated encryption mechanism is to be

applied, shall:

a) agree on the use of a particular mechanism from those specified in this document;

b) agree on the use of a particular block cipher to be used with the mechanism (one of the block
ciphers standardized in ISO/IEC 18033-3 shall be used);

c) shareasecretkey K: in all mechanisms except for authenticated encryption mechanism 5, this shall
be a key for the selected block cipher, and in mechanism 5 it shall be a key used as input to a key
derivation procedure.

In addition, each mechanism has specific requirements listed immediately before the mechanism

description.

4
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A provides guidance on the use of the mechanisms defined in this document.

Annex B contains numerical examples of the operation of the mechanisms specified in this document.

Annex C provides the object identifiers which shall be used to identify the mechanisms defined in this
document.

6 Authenticated encryption mechanism 2 (key wrap)

6.1 General

This c
NOTE 1]
Thatis
strings
NOTE ?

advang
specifi

6.2
For thq

CO» Cll

Dl’ Dz,

Ry, Ry|..

Y

Z

6.3
The bl

The d3
64 bits

6.4 |

(up to a maximum of around 267 bits), although it is not efficient for protectinglong messa

This mode is known as AES key wrap when the AES block cipher isused, where
ed encryption standard, a block cipher algorithm specified in ISO/IEC 18033-3:2010. AES K
bd in References [7] and [9].

bpecific notation

b purposes of the specification of this mechanism, the fellowing symbols and notati

W C

m

sequence of (m+1) 64-bit blocks obtdined as the output of the authenti
tion process

,D,, sequence of m 64-bit blocksbtained by partitioning D, i.e. 64m = len(J
R, sequence of m 64-bit blo¢ks computed during the encryption and decryp
64-bit block used.during the encryption and decryption processes

128-bit block domputed during the encryption and decryption process
bpecific requirements

bck cipher to bé used with this mechanism shall be a 128-bit block cipher, i.e. it sha
(i.e. the bit-length of D shall be 64m for some integer m > 1).

Enieryption procedure

ause defines an authenticated encryption mechanism commonly known as key wrap.

This scheme was originally designed for authenticated encryption of keys and associat¢d information.
itis designed for use with short data strings. However, the scheme can be used withlarbitrpry length data

€s.

\ES stands for
ey wrap is also

on apply:

cated encryp-

D)

[ion processes

] have n=128.

ta string Dito be protected using this mechanism shall contain at least 128 bits angl a multiple of

The or

a) Partition D into a sequence of m 64-bit blocks Dy, D,, ...,

iginator shall perform the following steps to protect a data string D.

D, the next 64 bits, and so on.

D,,, so that D, contains the first 64 bits of D,

b) Let Y be the 64-bit block having hexadecimal representation AGA6A6A6A6A6A6AG, i.e. in binary it
equals (10100110 10100110 ... 10100110).

c) Fori=1,2,..,m:

letR;=D;.

d) Fo
iy

ri=1,2,..,6m,perform the following four steps:

LetZ=ex( Y|l Ry );

© ISO/IEC 2020 - All rights reserved
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2) LetY

=Zleq D #4(0);

3) Forj=1,2,..,m-1:

let R] = R]+1;

4) LetR, =Z|o%

e) Let(Cy=Y.

f) Fori=1,2,..,m:

letC;=R,.

The output of
C=GCll G

the above process, i.e. the authenticated-encrypted version of D, shall be the bitssth

1|11 Gy

That is, a stripg of 64(m+1) bits, that is C contains precisely 64 bits more than D.

6.5 Decryption procedure

The recipient
a) Iflen(C)i

b) Partition

bhall perform the following steps to decrypt and verify an authénticated-encrypted st
5 not a multiple of 64 or is less than 192, then halt and output INVALID.

C into a sequence of m+1 64-bit blocks C, Cj, ..., Cz»So that €, contains the first 64

C, C; the fgext 64 bits, and so on.

c) LetY=C(Cy
d) Fori=1,R,..m:
letR;=C;

e) Fori=é6n|
1) LetZ
2) LetY]
3) Forj

4) LetR

f) IfY= (10
INVALID.

, 6m-1, down to 1, perform the following four steps:
=dg([Y® #64(D] | Ry, )i
=Zl o4
=m, m-1, ..., 2:
let Rj = Rj-l;
| = Z]°%

100940 10100110 ... 10100110), then output D = R, || R, || ... || R,,. Otherwise,

ing:

ring C.

bits of

putput

7 Authenticated encryption mechanism 3 (CCM)

7.1 General

This clause defines an authenticated encryption mechanism commonly known as CCM (for counter
with CBC-MAC).

NOTE CCM is due to Whiting, Housley and Ferguson.[10] The version of CCM defined here is a special case of
CCM as defined in References [8] and [10].
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7.2 Specific notation

For the purposes of the specification of this mechanism, the following symbols and notation apply:

B
By, By, ... B,

€y, Cy o C,,

D,,D,,...D,

block of bits used in computing the tag value

sequence of blocks of bits (each of n bits) used in computing the tag value

sequence of m 128-bit blocks obtained as part of the output of the authenticated en-

cryption process

sequence of m 128-bit blocks obtained by partitioning a padded version of D

F
L

-

S

<

S

flag octet

length of D (in octets), excluding padding and the length block Dy

the number of octets of D in the block D,

starting variable (of 120-8w bits)

plaintext tag value (of ¢ bits)

recomputed tag value, generated during the decryption process
encrypted tag value (of t bits)

variable used in computing the tag value

length of message length field inactets

128-bit block computed during the encryption and decryption processes

128-bit block computed-during the encryption and decryption processes

7.3 $pecific requirements

In advance of any use of the mechanism, the originator and recipient of the data
autherticated encryptiomsmechanism is to be applied, shall agree on:

a) t, the bit-length ofithe tag; t shall be chosen from the set {32, 48, 64, 80,96, 112, 128};

b) wthe octetlength of the message length field; w shall be chosen from the set {2, 3, 4,

to which the

and

5, 6,7, 8}.

NOTE The choice of w affects the maximum message length which can be protected. The maximum message
length |s 28W+3 bits, i.e. 28W octets.

The block cipher to be used with this mechanism shall be a 128-bit block cipher, i.e. it sha

] have n=128.

The data string D to be protected using this mechanism, and the additional authenticated data string
A, shall contain a whole number of octets, i.e. their lengths shall be a multiple of 8 bits [i.e. len(D) and
len(A) shall both be an integer multiple of 8].

7.4 Encryption procedure

The originator shall perform the following steps to protect a data string D. Let L = len(D)/8, i.e. L is the
number of octets in D.

a) A starting variable S containing 15-w octets (i.e. 120-8w bits) shall be selected. This variable shall
be distinct for every message to be protected, and shall be made available to the recipient of the
message. However, it is not necessary that this value is unpredictable or secret.

© ISO/IEC 2020 - All rights reserved
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b)

d)

f)

g)

h)

j)
k)

D)

NOTE1 The value S can, for example, be generated using a counter maintained by the originator, and sent
in cleartext along with the protected message.

Right pad the data string D with 16-r zero octets (i.e. between 0 and 120 zero bits) so that the
padded version of D contains a multiple of 128 bits. Then, partition the padded version of D into a
sequence of m 128-bit blocks D, D,, ..., D,,,, so that D, contains the first 128 bits of D, D, the next
128 bits, and so on.

NOTE 2  The value m needs to satisfy 16(m-1) < L < 16m.
Iflen(A) = 0, then let the flag octet F = 02 || #5((t-16)/16) || #5(w-1).
Iflen(A) >0, then let the flagoctet F=0 || 1 || #4((t-16)/16) || #,(w-1)

NOTE 3 | The most significant (left-most) bit of F is a "reserved" bit, i.e. it is set to zero for the|vefsion of
the mechgnism specified here but can be used in the future in other (as yet unspecified) versiong of the
mechanist. The next to the most significant bit of Fis set to zero to indicate that all the datajbeing protected
by the meg¢hanism is encrypted.

Let X = e (F || S || #,,(L)).

If len(A4) 1 0, then perform the following six steps:

1) if 0 <|len(4) < 65 280, then let B = #,4(len(4)/8) || 4;

2) if65 P80 <len(4) < 232, then let B= 115 || 0 || #53,(len(4)/8) |{A;
3) if232|<len(A) < 264, then let B= 110 || #,,(len(4)/8) |4

4) partifion B into a sequence of blocks: By, B,, ..., Byas follows: let B; contain the first n(bits of
B, B, [the next n bits, and so on, until B, contains, the final k bits, where 0 < k < n. Thus, 1¢n(B) =
(v-Dn+k;

5) right|pad B, with n-k zeros, i.e. let B, = B{['0"°k;
6) foris1,2,..,v:

letX=ex( XD B;).

Fori=1,P, .., m:

letX=ex(XDD,).

Let T = X|}.

NOTE 4 |The plaintexttag Tis equal to a MAC computed on the data string By, By, ..., B,, D1, D, ..., D},, using
a slight mqdification of MAC algorithm 1 specified in ISO/IEC 9797-1.

Let the flagdetet F= (05 || #5(w-1) ), and let Y= (F|| S|| 08).

NOTES5 The two most significant (left-most) bits of F are "reserved" bits, i.e. they are set to zero for the
version of the mechanism specified here but can be used in the future in other (as yet unspecified) versions
of the mechanism. The next three most significant bits of F are set to zero to ensure that this octet is distinct
from the flag octet used in step c) above.

LetU=T D [ex(V)]l|~

Fori=1, 2, ..., m-1, perform the following two steps:

1) LetY=(F|S|| #g,0));

2) LetC;=D,® eg(Y).

LetY=(F||S|| #5,(m)),andletC,, = [D,, ® ex(Y) llg,-
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The output of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-string:

C=ClI Gl NI Crpg 1 C I U

That is, a string of 8L+t bits, that is C contains precisely t bits more than the original data string D
[although it is also necessary to convey the (120-8w)-bit starting variable S and the variable length
additional authenticated data A to the recipient].

7.5 Decryption procedure

The recipient shall perform the following steps to decrypt and verify an authenticated-encrypted string C.

a)
b)

)

d)

f)

g)

h)

j)

k)
1)

If
|

-

Lgt m and r be the unique integers such that C contains a total of 128(m-1) #8+ t bits

L does not contain a whole number or octets, then halt and output INVALID.

the length of C is less than (¢+8) bits, then halt and output INVALID.

where 0 <r<

16| Partition C into a sequence of blocks: C;, C,, ...C,,,, U as follows. Let C;€ontain the fifst 128 bits of

C,

t hits of C.

Ldt T=U D [ex(V)]|~

Fari=1, 2, ..., m-1, perform the following two steps:

)
2)
L

(o)

LdtD=D,|| Dy || ...|| D,,, and let L = 36m - 16 + r.

Ri
If
If
L

(o)

I

)

1)
2)
3)
4)

5)
6)

Lt the flag octet F = (0 || #5(w-1) ), and let Y= (F|| S || 08w),

C, the next 128 bits of C, and so on, until C,, contains the next 8r bits’ef-C. Finally, le

LetY=(F[[ S| #g,());
Let D, = C; @ eg(Y).
tY=(FIIS || #5,(m)), and let D,, = Cy, @ e (V)]

ght pad D,, with 128-8r zeros, €. let D,, = D, || 0128-8r,

en(A4) = 0, then let the flagioctet F = 02 || #5((t-16)/16) || #5(w-1).
en(4) > 0, then let the flag octet F=0 || 1 || #3((t-16)/16) || #3(w-1).
tX = ex(F 11 S || g (L)):

en(A4) > 0,then perform the following six steps:

if 0 <en(4) < 65 280 then let B = #,(len(4)/8) || 4;

if 65 280 < len(A) < 232 then let B=115|| 0 || #5,(len(4)/8) || 4;

if 232 <len(A) < 264 then let B = 116 || #,(len(4)/8) || 4;

U be the final

partition B into a sequence of blocks: By, B,, ..., B,, as follows: let B; contain the first n bits of
B, B, the next n bits, and so on, until B, contains the final k bits, where 0 < k < n. Thus, len(B) =

(v-Dn+k;
right pad B, with n-k zeros, i.e.let B, = B, || 07°k;
fori=1,2,..,v:

letX=ex( XD B;).

Fori=1,2, .. m:

letX=e (XD D,).
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o) LetT =X,

p) If T= T’ then output D as computed in step h) and A. Otherwise, output INVALID.

8 Authenticated encryption mechanism 4 (EAX)

8.1 General
This clause defines an authenticated encryption mechanism commonly known as EAX.

NOTE EAX is due to Bellare, Rogaway and Wagner.[2] The letters EAX do not appear to stand for anything in
particular.

8.2 Specific notation

For the purpases of the specification of this mechanism, the following symbols and notation apply:

Cy, Cy, ..., Cp, sequence of blocks of bits (each of n bits, with the possible exception of C,,) obtajned as
part of the output of the authenticated encryption process

Dy, D,,..,D,, | sequence of blocks of bits (each of n bits, with the possible-exception of D,) obtaiped by

partitioning D
Ey E Ey n-bit blocks computed during the encryption and‘decryption processes
M function used in the encryption and decryption processes
S starting variable (n bits)
T tag (t bits), adjoined to an encrypted message to provide integrity protection
T' recomputed tag value, generated during the decryption process
w n-bit block computed during the encryption and decryption processes

8.3 Specific requirements
In advance of any use of thé mechanism, the originator and recipient of the data to which the

authenticated encryption mechanism is to be applied, shall agree on t, the length of the tag In bits,
where 0 <t <

8.4 Definition offunction M

Definition of th&.€ncryption and decryption procedures requires the definition of a function |V that
takes an arbitrary [ength string of bits and a block cipher key as input and gives an n-bit block as output.
The definition of this function is as follows.

If X is a string of bits, and K is a key for the chosen block cipher, then M (X) shall equal an (untruncated)
message authentication code computed on the string X using key K using MAC algorithm 5 of
ISO/IEC 9797-1:2011, where the block cipher used in the MAC algorithm shall be the same as the block
cipher algorithm selected for the authenticated encryption process.

NOTE MAC algorithm 5 of ISO/IEC 9797-1:2011 is also known as CMAC.
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8.5 Encryption procedure

The originator shall perform the following steps to protect a data string D.

a) A starting variable S containing n bits shall be selected. This variable shall be distinct for every
message to be protected, and shall be made available to the recipient of the message. However, it is
not necessary that this value is unpredictable or secret.

b) Let Ey= M (07]|S).

c) LetE; = Mg(0m1]|1]|A).

d) LetW= F'U

e) Pdrtition D into a sequence of blocks: Dy, D,, ..., D,,, as follows. Let D, contain the.firstin bits of D, D,
the next n bits, and so on, until D,,, contains the final r bits, where 0 < r < n. Thug }en(l)) = (m-1)n+r.

f) Fdri=1,2,.., m-1, perform the following two steps:
1)| letC;=D; @ ex(W);
2)| letW=#,(#1(W) +1 mod 27).

g) LtC, =D, ® [ex(W,

h) LgtE, = Mg(072|[1][0]|Gy|Coll..IC,):

i) LgtT=[E,® E; D E,]|.

The oytput of the above process, i.e. the authenticatéd-encrypted version of D, shall be th¢ bit-string:
CFC 11 Coll |1 C I T

That i$, a string of (m-1)n+r+t bits, that is;€ contains precisely t bits more than D (althgugh it is also

necesgary to convey the n-bit starting variable S and the variable length additional auth¢nticated data

A to the recipient).

8.6 Decryption procedure

The refipient shall perform'the following steps to decrypt and verify an authenticated-encrypted string C.

a) Ifthelength of Cis l€ss than ¢, then halt and output INVALID.

b) Lgtmand rhkethe unique integers defined so that C contains a total of (m-1)n + r + t bitg, where 0 < r <
n.Partitiof §'into a sequence of blocks: Cy, Gy, ...C,,, T as follows. Let C; contain the firsf n bits of C, C,
thp nextwbits of C, and so on, until C,, contains the next r bits of C. Finally, let T be the final ¢ bits of C.

c) LgtEy= M,(07]]S).

d) LetE; = Mg(0m1]|1]|A).

&) Let Ey = M(0"2||1[[0]| ]| Coll--IC,).

f) LetT'=[E, @ E; @ El,.

g) If T# T’ then halt and output INVALID.

h) Let W=E,.

i) Fori=1,2,.. m-1, perform the following two steps:

1)

let D; = C; D ex(W);

© ISO/IEC 2020 - All rights reserved
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2) letW=#, (#1(W)+1 mod 2n).
]) Let Dm = Cm 69 [eK(W)]lr“
k) Output D and A.

9 Authenticated encryption mechanism 5 (encrypt-then-MAC)

9.1 General

This clause defines an authenticated encryption mechanism made up of the combination of any
encryption mpchanism and any MAC scheme. The basic mechanism involves first encrypting the flata to
be protected,|and then computing a MAC on the resulting encrypted data. An AAD variant meehanism
allows AAD tq be authenticated but not encrypted.

NOTE The| encrypt-then-MAC approach (without additional authenticated data) has’he€én analysed by
Bellare and Namprempre,[l] who provide a proof of security on the assumption that the anethod of encfyption
and the MAC tdchnique possess certain security properties. Although their analysis does not consider ex§ending
the technique by including a starting variable or additional authenticated data, it cai_be shown that secprity is
maintained in this case.

9.2 Specific notation

For the purpdses of the specification of this mechanism, the following symbols and notation apply:

C' bit strjng obtained by encrypting the data string D

9 the decryption function, i.e. a function which takes'as input a block cipher key K, a startipg var-
iable § and an encrypted data string C' and, using the selected mode of operation, outpufs a de-
crypted data string: the output is written 51(1 s )

€ the enkryption function, i.e. a function which takes as input a block cipher key K, a startipg var-
iable §, and a data string D and, using.the selected mode of operation, outputs an encryptgd data
stringf the output is written EKs.S (D)

f the MAC function
If X is pn input string, apdk, is a MAC key, then the output MAC is written fK2 (X).

K; secretlkey for the block cipher

K, secretlkey for thé. MAC function

S startipg variable (n bits)
T tag[t]' S dioimed ] e . .

T' recomputed tag value, generated during the decryption process

9.3 Specific requirements

In advance of any use of the mechanism, the originator and recipient of the data to which the
authenticated encryption mechanism is to be applied, shall agree on:

a) a block cipher mode of operation from amongst those specified in ISO/IEC 10116 (the ECB mode
shall not be used);

b) a method for MAC computation, which shall be selected from the techniques specified in
ISO/IEC 9797 (all parts) (it is supposed that the chosen method generates a tag of length ¢t bits); and
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a method for obtaining a pair of secret keys (K, K,) from the secret key K, where K; is a key for the
selected block cipher and K, is a key for the selected method of MAC computation.

NOTE1 Kischosen so thatthe number of possible values for K is at least as large as the number of possible
values for the block cipher key, and also at least as large as the number of possible values for the MAC key.

NOTE2 (Kj, K;) can be obtained from the secret key K by taking (disjoint) bit strings from K or from h(K),
where h is a hash-function in ISO/IEC 10118 (all parts). More generally (K;, K,) can be obtained from the
secret key K using a derivation function specified in ISO/IEC 11770-6.

whether to use the basic mechanism (that does not support AAD) or to use the AAD variant
mechanism. If using the AAD variant mechanism, then the additional authenticated data string A
shall contain a whole number of octets (passibly zera), ie len(4) shall be an integer multiple of 8,
byt shall contain fewer than 264 octets (or even less depending on the requireménts of the MAC
scheme used).

A pingle key K shall only be used with one variant, i.e. only with the basic/ariant orfonly with the
AAD variant.

ncryption procedure

The orjiginator shall perform the following steps to protect a data stying D and, if using thg AAD variant

mechanism, to ensure the integrity of an additional authenticatéd data string A.

a)

b)

If not Ysing the AAD variant:

c)

If using the AAD variant:

c)

A ptarting variable S appropriate for use with the selected block cipher mode of opefation shall be
selected. Security requirements for S are as describedin the appropriate clauses of I§O/IEC 10116,
arld further guidance is given in A.6.

Lt C'= g ¢ (D).
Let 7= fi (SIC).

If [en(A) is not a multiple of ‘8t is = 267, then halt and output INVALID.

Lat T= fy, (#salen(A)/8) [| A S| C).

The oytput of the aboye.process, i.e. the authenticated-encrypted version of D, shall be th¢ bit-string:

9.5

C § C' || T, together with the starting variable S.

Pecryption procedure

The rgcipiént shall perform the following steps to decrypt and verify an authenticated-encrypted
string C, with accompanying starting variable S and, if using the AAD variant mechanism, to verify the
integrity of additional authenticated data A.

a)
b)

If the length of C is less than ¢, then halt and output INVALID.

Let T be the rightmost ¢ bits of C, and let C’ be equal to C with the rightmost ¢ bits removed, i.e. C =
C'|| T

If not using the AAD variant:

c)

LetT'= f (SIIC").
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If using the AAD variant:

¢) Iflen(A) is not a multiple of 8 or is > 267, then halt and output INVALID.

LetT'= f (#eallen(4)/8) [ A11S 1| C').

d)

If T # T', then halt and output INVALID.

e) LetD= 51(1 $(C).

f) OutputD.

10 Authenficated encryption mechanism 6 (GCM)

10.1 General

This clause

NOTE

10.2 Specific notation

For the purposes of the specification of this mechanism, the following symbols and notation appl

€y, Cyr o G

D, D,,...D,

inc

fines an authenticated encryption mechanism commonly known as\GCM (for
Counter Modg).

GCM is due to McGrew and Viega.lol

sequence of m 128-bitblocks (with the possibléexception of C,,, which may containb
1 and 128 bits) obtained as part of the output of the authenticated encryption pt

sequence of m 128-bit blocks of bits~{with the possible exception of D) obtai
partitioning D

function used in the encryptioh and decryption processes (defined in 10.5)
128-bit block used in the eticryption and decryption processes

function taking a 128sbit block as input and giving a 128-bit block as output, w
X is a 128-bit black:

inc(X) = (X|og) I #3,(#1(X]3%)+1 mod 232)

the number of bits in the final block of the message to be encrypted, after it ha
dividéd-into n-bit blocks, i.e. the message contains (m-1)n+r bits

128-bit block used in the computation of a GF(2128) multiplication

starting variable (variable length)

alois/

y:

ptween
ocess

hed by

here, if

s been

T
Tl
Uuvwz

Xo» X1 woor Xps1n1

14

tag (t bits), adjoined to an encrypted message to provide integrity protection
recomputed tag value, generated during the decryption process
128-bit blocks used in defining the computation of a GF(2128) multiplication

128-bit blocks used in computing the function G
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a bit-string with zero length

multiplication in the field GF(2128)

Y, sequence of 128-bit blocks used in the encryption and decryption processes

The polynomial to be used to determine the representation of GF(2128)is 1 + a + a2 + a” + ar128,

10.3 Specific requirements

In advance of any use of the mechanism, the originator and recipient of the data to which the
authenticated encryption mechanism is to be applied, shall agree on the tag length ¢ in bits, where ¢

shall H
applic

The bl

10.4 1

Suppo
Note t

denotg
a) Ld
b) L
c) Le

e a multiple of 8 satisfying 96 <t < 128 (¢t = 32 and t = 64 are also permitted-f
itions).

bck cipher to be used with this mechanism shall be a 128-bit block cipher,de. it sha

Definition of multiplication operation ¢

be U and V are 128-bit blocks; then W= U « Vis defined as follows; where W is also a
hat, in the description below, v; denotes the ith bit of V, i.e, /\>"v||v4]|...||[v127 Ang

s the rightmost bit of Z.
t R=11100001 || 0120,
t W=0128,

tZ=U.

d) Fari=0,1,.., 127 perform the following twgsteps:

1y
2)

10.5 ]

The en
and tw
and W
uniqusg

Simila
w,, W

final u
(with {

ifv;=1,thenlet W=W @ Z;
ifz,,, =0, then let Z = Z>>1. Otherwise let Z = (Z>>1) © R.

Definition of function G

cryption and decryption procedures make use of a function G, that takes as input 4
ro arbitrary length strings of bits, and gives a 128-bit block as output. Let H be a
and Z be twocarbitrary length (possible empty) strings of bits. Suppose that k
integers such.that len(W) = 128(k-1)+u and 0 < u < 128.

br specialized

| have n=128.

128-bit block.
logously, z;,

128-bit block
128-bit block,
hnd u are the

<v<128. Let

Fly, suppose that [ and v are the unique integers such that len(Z) = 128(/-1)+v and 0

bits'of W) obtained by partitioning W; similarly, let Zi, Z,, ..., Z; be the sequence of

28-bit blocks

, .., Wizbe the sequence of 128-bit blocks (with the possible exception of W whic} contains the

he possible exception of Z;, which contains the final v bits of Z) obtained by partitiqning Z.

Then G(H,W,Z) is the 128-bit value X;,;,;, where X; is recursively defined fori = 0, 1, ..., k+I-1, as follows:

a) X,=0128

b) X=X, ®W)H 1 <i<k-1 (this step is omitted if k<1).

Q) Xi= X1 ® (W,]|0128-4)) ¢ H (this step is omitted if k=0).

d X,;=X.,DZ,)*H k+1 < i< k+I-1 (this step is omitted if I<1).
e) X1 = Kpspy @ (Z)]10128v)) ¢ H (this step is omitted if [=0).

) Xisr1 = Kpew) © [Heallen(W)) || #44(len(2))]) « H

© ISO/IEC 2020 - All rights reserved
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10.6 Encryption procedure

The originator shall perform the following steps to protect a data string D and ensure the integrity of
an additional authenticated data string A.

a)

b)

f)
g)
h)

The output of

That is, a stn
also necessarn
authenticated

Avariable length starting variable S shall be selected. This value shall be distinct for every message
to be protected, and shall be made available to the recipient of the message. However, it is not
necessary that this value be unpredictable or secret.

NOTE

Partition
bits of D,
contains

Let H = ey
Iflen(S) 3
Fori=1,

1) letY;
2) let(;
LetY, =i
LetC,, =1
Let T = (@

C=C ¢

The value S can, for example, be generated using a counter maintained by the originator, and sent
in clear text along with the protected message.

D into ahhPa aWa) Q_h atla D alla Q D a a ho

D, the next 128 bits, and so on, until D,, contains the final r bits, where 0 < r < 128,
h total of (m-1)n+r bits.

(0128).

96 then let Y, = S || 031 || 1. Otherwise let Y, = G(H, {}, S).

P, ..., m-1, perform the following two steps:

- inc(Y,,);
= D; @ ex(Y).
he (1.1,
D @ (ex(Y))l-

(H, A Cy | Co || - 1] Cp) D e (Yo)),-

the above process, i.e. the authenticated-encrypted version of D, shall be the bit-sty
p |l A Cn I T

ing of (m-1)n+r+t bits, that(is C contains precisely t bits more than D (althoug

data A to the recipient):

10.7 Decry

tion procedure

The recipientshall perform\the following steps to decrypt and verify an authenticated-encrypted
C and to verify the additional authenticated data A.

a)
b)

16

If the length of €15 less than ¢, then halt and output INVALID.

ing:

h it is

y to convey the variable lehgth starting variable S and the variable length addjitional

string

Let m and rbe the unique integers defined so that len(C) = (m-1)n+r+t, where 0 < r < n. Part]

ition C

into a sequence of blocks: C;, C, .., C,,, T as follows. Let C; contain the first n bits of C, C, the next n
bits of C, and so on, until C,, contains the next r bits of C. Finally, let T be the final ¢ bits of C.

Let H = e,(0128).

Iflen(S) = 96 then let Y, = S || 031 || 1. Otherwise, let Y, = G(H, {}, S).

Let "= (G(H, A, Cy || Gy || - |1 Cr) @ exe(Yo))l-

If T # T', then halt and output INVALID.

Fori=1, 2, .., m-1, perform the following two steps:

1) letY;

= inc(Y,);

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=ba1edae90c7f320c2a9bdcaf60b40e61

ISO/IEC 19772:2020(E)

2) letD;=C; D eg(Y)).
h) LetY, =inc(Y,,).
1) Let Dm = Cm @ (eK(Ym))lr“
j)  Output D and the additional authenticated data A.

© ISO/IEC 2020 - All rights reserved 17


https://iecnorm.com/api/?name=ba1edae90c7f320c2a9bdcaf60b40e61

ISO/IEC 19772:2020(E)

Annex A

(informative)

Guidance on the use of the mechanisms

A.1 General

The purpose ¢
Use of each n
regarding ch
made with re

All mechanig
ISO/IEC 1803

fthis annex is to provide guidance on the use of the mechanisms defined in this dochment.
echanism requires the choice of mechanism-specific parameters, and recommmendations
ices of parameters are provided in A.2 to A.7. This clause provides recommendations
bpect to the requirements applying to all mechanisms in this document (se¢ Clause|5).

ms require the selection of a block cipher from amongst those standardifed in
B-3. The block length n of the block cipher is to be at least 64, and wherever possible use

of a block cipler with n = 128 is recommended. The use of a block cipher with/1= 128 is mandatpry for

mechanisms 2

All mechanis
K. This key sk
purpose by b

P, 3 and 6.

However, the

All five mechanisms require the choice of a tag length. Fhe choice of this parameter affects the

s also require that the originator and recipient of protected data share a seciet key
ould be known only to these two parties and, possibly;*by third parties trusted fpr this
bth originator and receiver. There are many waysin which this key can be established.
ise of a key establishment mechanism specifiedinJSO/IEC 11770-2 or ISO/IEC 117[70-3 is
recommendedl.

legree

of assurance provided to the recipient regarding theintegrity and origin of a protected message. For
further details, see ISO/IEC 9797-1:2011, Annex C.

A.2 Selectjon of mechanism

All the mec

nisms specified in this\document are believed to provide a high level of security.
However, somle mechanisms are more'suitable than others for particular applications. When selefrting a
mechanism fdr use, the facts given'in Table A.1 and those listed below should be taken into considefation.

Table A.1 — Properties of mechanisms

Mechapism number 2 3 4 5 6
Approximate pumbee-of block Depends on encrvption
cipher operatipns fequired to 12(q /nl 2q /n 2q /n ang MAC method};pused q/n
encrypt a g-bif méssage

. . . Depends on encryption
Licence possibly required No No No and MAC methods used No
Specifically designed for use with Yes No No No No
short messages
Mgssage lenth is to be kpown No Yes No No No
prior to starting encryption
Starting value required No Yes Yes Yes Yes
Previously standardized Yes Yes No No Yes

a) Mechanisms 3 and 4 are methods for combining block cipher encryption in CTR mode (see
ISO/IEC 10116) with a message authentication code.

18
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b) Mechanism 5 provides a method for combining standardized methods for encryption and MAC
computation. If implementations of such functions are already available, then mechanism 5 can
have some implementation advantages.

c) Mechanism 6 is suitable for high-throughput hardware implementations, since it can be

implemented without pipeline stalls.

A.3 Mechanism 2 (key wrap)

This mechanism requires the block cipher used to have n = 128. One of the block ciphers with this

property specified in ISO/IEC 18033-3 shall be used (see Clause 5).

A4 l/lechanism 3 (CCM)

This npechanism requires the block cipher used to have n = 128. One of the/block cip}
propefty specified in ISO/IEC 18033-3 shall be used (see Clause 5).

This m
128}).
used.

echanism requires the selection of a tag length parameter ¢ (fronrthe set {32, 48, 6
The choice of the tag length t depends on the environment within which the mech
owever, unless there are strong reasons to make a different.choice, use of t = 64 isr

This
2,3
envir
securi
also rq
the ma
a diffe
practi
length

echanism requires the selection of the length w (in octets) of the message field
, 5, 6, 7, 8}). The choice of the octet-length of the méssage length field w also dd

ment within which the mechanism is to be used.<The choice of w does not affe
'y provided by the mechanism. Larger values of w-allow longer message lengths,
duce the length of the remainder of the starting variable. Nevertheless, even if w i
iximum possible value, i.e. w=8, 56 bits of ‘the starting variable can be selected t
rent starting variable is used for every _méssage, which should be sufficient for m
al applications. For the majority of applications, a value of w = 4, i.e. giving a maxi
of 232 = 4 x 109 octets, is likely to bg;adequate.

A.5 Mechanism 4 (EAX)

This n
t depe
strong

echanism requires the(Selection of a tag length parameter ¢ (¢ < n). The choice of
nds on the environment within which the mechanism is to be used. However, un
reasons to make asdifferent choice, use of t > 64 is recommended.

A.6 Mechanism'5 (encrypt-then-MAC)

This

jers with this

4, 80, 96, 112,
hnism is to be
ccommended.

(from the set
pends on the
ct the level of
hlthough they
t chosen to be
o ensure that
ost, if not all,
num message

'he tag length
ess there are

chanism requires the choice of a mode of operation and a method for MAC computation. The

ity of the two

e
securify offered by the resulting authenticated encryption scheme depends on the secur
underlying primitives.

For the encryption mode of operation, the security advice in ISO/IEC 10116 should be followed. In
particular, if CBC mode is used to encrypt multiple plaintexts under the same key, then either:

arandom starting variable should be used for the encryption of each plaintext; or

a)
b) the first plaintext block should be reliably set to a value unique to the plaintext (e.g. a

counter).

The choice of MAC technique should take into account the context of use of the authenticated encryption

technique, and the advice provided in ISO/IEC 9797 (all parts) should be carefully followed
if a block cipher-based MAC from ISO/IEC 9797-1 is chosen, then:

a) MAC algorithm 1 should only be used if the message length is fixed; and
b) padding method 1 should only be used if the message length is fixed.

© ISO/IEC 2020 - All rights reserved
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A.7 Mechanism 6 (GCM)

This mechanism requires the block cipher used to have n = 128. One of the block ciphers with this
property specified in ISO/IEC 18033-3:2010 shall be used (see Clause 5).

The variable length starting variable, S, should be selected such that 1 < len(S) < 264. The requirement
that starting variables are never re-used during the lifetime of a key is critical to the security of this

mechanism.

The tag length t should be selected such that ¢t is a multiple of 8 satisfying 96 < t < 128 (t=32 and t=64
are also permitted for specialized applications, although these options should only be used with great
care - detailed guidance on use of these tag lengths is provided in Appendix C of Reference [6]).

The data stripg, D, to which the authenticated encryption mechanism is to be applied shall
len(D) < 239-256. The additional authenticated data string A should satisfy len(4) < 264,

The total nu
for a fixed ke
procedure for

er of data blocks and additional authenticated data blocks to which GCM4hould be &
y K should be at most 264, In addition, the total number of invocations‘of the encr
any given key should be at most 232, unless len(S) = 96 for every useefthat key.

Katisfy

pplied
yption
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Annex B
(informative)

Numerical examples

B.1 General

This a

hnex contains worked examples of the operation of the mechanisms specified in thj

B.2 Mechanism 2 (key wrap)

Examy]

les of the operation of this mechanism with the AES block cipher are ptoyvided in [ET|

B.3 Mechanism 3 (CCM)

The fo
the AR
examp

lowing six examples of message (D,), ciphertext (C;) and{ag (7)) triples were all ge|
S block cipher, in each case using t=128 and w=2 (and hence S should contain
les are all presented using hexadecimal notation.The same key K and starting |

used fpr each of these six examples, namely:

K:
S:

000102030405060708090A0BOCODOEOF
000102030405060708090A0BOC

The empty string (i.e. L=0)
The empty string
54C92FE45510D6B3B0D{6EAC2FEESE63

0001020304Q50€07

1635B68B4-0CFC85
2734A0447531C02916CF8B9A494C3AD1

s document.

F RFC 3394.14]

nerated using
|04 bits). The
Fariable S are

000102030405060708090A0BOCODOEOF

1635B68B570CFC85529E39AC913910D7
C7C5C394B685B08B3F00DCD81256F0D0

000102030405060708090A0BOCODOEOF
1011121314151617
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