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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and noﬁ_gmmmmnnmly in liaison with ISO and |[EC_also take part in_the waork In the field of information

technolpgy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internafjonal Standards are drafted in accordance with the rules given in the ISO/IEC Direclives,|Part 2.

The main task of the joint technical committee is to prepare International Stahdards. Draff International
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
an Interpational Standard requires approval by at least 75 % of the national bodies casting a vote.

Attentiop is drawn to the possibility that some of the elements of this doecument may be the subject of patent
rights. IBO and IEC shall not be held responsible for identifying any orZall-such patent rights.

ISO/IEQ 19772 was prepared by Joint Technical Committe€) ISO/IEC JTC 1, Informationp technology,
Subcommittee SC 27, IT Security techniques.

© ISO/IEC 2009 — All rights reserved \


https://iecnorm.com/api/?name=d3e4c2b4fe8c81f1e37c6fa4560abcca

ISO/IEC 19772:2009(E)

Introduction

When data is sent from one place to another, it is often necessary to protect it in some way whilst it is in transit,
e.g. against eavesdropping or unauthorised modification. Similarly, when data is stored in an environment to
which unauthorized parties may have access, it may be necessary to protect it.

If the confidentiality of the data needs to be protected, e.g. against eavesdropping, then one solution is to use
encryption, as _specified in ISO/IFC 18033 and ISQ/IEC 10116 Alternatively if it is necessary to protect the
data against modification, i.e. integrity protection, then Message Authentication Codes (MACs), as spegified in
ISO/IEC 9797| or digital signatures, as specified in ISO/IEC 9796 and ISO/IEC 14888, can be used. | If both
confidentiality pnd integrity protection are required, then one possibility is to use both encryptiort and a MAC or
signature. WHilst these operations can be combined in many ways, not all combinations of such mechanisms
provide the sgme security guarantees. As a result it is desirable to define in detail exactly how integrity and
confidentiality mnechanisms should be combined to provide the optimum level of security) Moreover, in some
cases significgnt efficiency gains can be obtained by defining a single method of precessing the data with the
objective of prpviding both confidentiality and integrity protection.

In this standand, authenticated encryption mechanisms are defined. These-are’ methods for processing data
to provide both integrity and confidentiality protection. They typically invaolve either a specified combingation of
a MAC computation and data encryption, or the use of an encryption algorithm in a special way such tHat both
integrity and cpnfidentiality protection are provided.

The methods [specified in this standard have been designed to maximise the level of security and provide
efficient procegsing of data. Some of the techniques defined-here have mathematical 'proofs of security’, i.e.
rigorous arguments supporting their soundness.

Vi © ISO/IEC 2009 — All rights reserved
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Information technology — Security techniques — Authenticated

encryption

ocoano
UPG

1

This Infernational Standard specifies six methods for authenticated encryption, i.e. defined wayq
a data ptring with the following security objectives:

data confidentiality, i.e. protection against unauthorized disclosure of data,
dafa integrity, i.e. protection that enables the recipient of data to verify thabit has not been 1

dafa origin authentication, i.e. protection that enables the recipient of 'data to verify the iden
originator.

All six methods specified in this International Standard are based-on a block cipher algorithm, 3
originator and the recipient of the protected data to share a §ecret key for this block cipher. Ke
is outside the scope of this standard; key management techniques are defined in ISO/IEC 1177

Four of the mechanisms in this standard, namely mechanisms 1, 3, 4 and 6, allow data to be
which is not encrypted. That is, these mechanisms-allow a data string that is to be protected to
two patits, D, the data string that is to be encrypted and integrity-protected, and A (the additiona
data) that is integrity-protected but not encrypted. In all cases, the string A may be empty.

NOTE
protectq
that ind

Examples of types of data that(fmay need to be sent in unencrypted form, but whose int¢
d, include addresses, port numbers, sequence numbers, protocol version numbers, and other netwo)
cate how the plaintext should bé.handled, forwarded, or processed.

2 Normative references
The fo
referen
docum

lowing referenced documents are indispensable for the application of this documsg
ces, only ¢he edition cited applies. For undated references, the latest edition of t
bnt (including any amendments) applies.

ISO/IE

C _9797-1:—"), Information technology — Security techniques — Message Authen

of processing

hodified,

tity of the data

nd require the
y management
D.

authenticated
be divided into
authenticated

egrity should be
rk protocol fields

nt. For dated
he referenced

fication Codes

(MACs)) ~=Part 1: Mechanisms using a block cipher

ISO/IEC 10116, Information technology — Security techniques — Modes of operation for an n-bit block cipher

ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms — Part 3: Block

ciphers

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

1) To be published. (Revision of ISO/IEC 9797-1:1999)

© ISO/IEC 2009 — All rights reserved
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31

authenticated encryption

(reversible) transformation of data by a cryptographic algorithm to produce ciphertext that cannot be altered by
an unauthorized entity without detection, i.e. it provides data confidentiality, data integrity, and data origin
authentication

3.2

authenticated encryption mechanism

cryptographic technique used to protect the confidentiality and guarantee the origin and integrity of data, and
which consists of two component processes: an encryption algorithm and a decryption algorithm

3.3

block cipher
symmetric engryption system with the property that the encryption algorithm operates on a block of.plaintext,
i.e. a string of bits of a defined length, to yield a block of ciphertext [ISO/IEC 18033-1]

3.4
ciphertext
data which hag been transformed to hide its information content [ISO/IEC 10116]

3.5
data integrity
the property thpt data has not been altered or destroyed in an unauthorizedsmanner [ISO/IEC 9797-1]

3.6
decryption
reversal of a cprresponding encryption [ISO/IEC 18033-1]

3.7

encryption
(reversible) transformation of data by a cryptographic valgorithm to produce ciphertext, i.e., to hide the
information coptent of the data [ISO/IEC 18033-1]

3.8
encryption system
cryptographic technique used to protectthe’ confidentiality of data, and which consists of three component
processes: an| encryption algorithm, a‘decryption algorithm, and a method for generating keys [ISO/IEC
18033-1]

3.9
key
sequence of gymbols that>controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment)| [ISO/IEC 18033-1]

3.10
message authentication code (MAC)
string of bits which is the output of a MAC algorithm [ISO/IEC 9797-1]

3.1

partition

process of dividing a string of bits of arbitrary length into a sequence of blocks, where the length of each block
shall be n bits, except for the final block which shall contain r bits, 0 <r<n

3.12

plaintext
unencrypted information [ISO/IEC 10116]

2 © ISO/IEC 2009 — All rights reserved
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secret key
key used with symmetric cryptographic techniques by a specified set of entities [ISO/IEC 18033-1]

3.14

symmetric encryption system
encryption system based on symmetric cryptographic techniques that uses the same secret key for both the
encryption and decryption algorithms [ISO/IEC 18033-1]

4 Symbols (and abbreviated terms)

For theg

A

C

purposes of this document, the following symbols and notation apply:
Additional authenticated data.
Authenticated-encrypted data string.
Data string to which an authenticated encryption mechanism is to be-applied.

Block cipher decryption algorithm; dk(Y) denotes the result of-block cipher decrypting
Y using the secret key K.

Block cipher encryption algorithm; ex(X) denotes the result of block cipher encrypting
X using the secret key K.

Secret block cipher key shared by the originator and recipient of the data to which the
encryption mechanism is to be applied.

Number of blocks in the partitioned version of D.

Block length (in bits) for a block cipher.

Tag length (in bits).

Block of i zero bits.

Block of i one bits

Bit-wise exclusive-or of strings of bits (of the same bit-length).

Concatenation of bit strings, i.e. if A and B are blocks of bits, then A||B is the block of b
coneatenating A and B in the order specified.

the n-bit block

the n-bit block

authenticated

its obtained by

Function converting a number into an a-bit block of bits; if k is an integer (0 < k < 2%) then #,(k) is the

Xls

X°

X<<1

a-bit block which, when regarded as the binary representation of a number with the most significant

bit on the left, equals k.

Function converting a block of bits to a number; if A is a block of bits, then #'(A) is the unique non-
negative integer whose binary representation is A. Hence, if A has n bits, then #,,(#'1(A)) =A.

Left-truncation of the block of bits X: if X has bit-length greater than or equal to s, then
block consisting of the left-most s bits of X.

X|s is the s-bit

Right-truncation of the block of bits X: if X has bit-length greater than or equal to s, then X|° is the s-

bit block consisting of the right-most s bits of X.

Left shift of a block of bits X by one position: the rightmost bit of Y = X<<1 will always b

© ISO/IEC 2009 — All rights reserved
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X>>1

len

mod
i)
ii)

5 Require
The authenticg

The originator
must:

a) agreeont

Function taking a bit-string X as input, and which gives as output the number of bits in X.

If a and b > 0 are integers, then a mod b denotes the unique integer ¢ such that:

0<c<b, and

a-c is an integer multiple of b.

ments

Right shift of a block of bits X by one position: the leftmost bit of Y = X>>1 will always be set to zero.

ted encryption mechanisms specified in this document have the following requirements.

and recipient of the data to which the authenticated encryption mechanism,’is-to be 3

ne use of a particular mechanism from those specified in this document;

b) agree on

standardiged in ISO/IEC 18033-3 shall be used);

share a s
key for th

c)

procedure|

In addition, ea

6 Authenticated encryption mechanism-1 (OCB 2.0)

6.1

In this clause

version 2) is defined.

NOTE OCH
the block cipher

6.2 Specifi

For the purpos

Introduiction

he use of a particular block cipher to be used with the mechanism (one of the block

ret key K: in all mechanisms except for authenticated encryption mechanism 5, this sh
selected block cipher, and in mechanism 5 it shall be @ key used as input to a key de

th mechanism has specific requirements listed‘immediately prior to the mechanism desc

an authenticated encryption*mechanism commonly known as OCB 2.0 (for Offset Co

2.0 is due to Krovétz)and Rogaway [7]. OCB 2.0 possesses a proof of security on the assump
used possesses certain 'ideal properties'.

C notation

es of the specification of this mechanism, the following symbols and notation apply:

pplied,

ciphers

all be a
ivation

iption.

Hebook

ion that

B

By, By, ...

Cq, Cy, ...

Dy, Ds, ...

— BIOCK Of bitS USed I the defmition of functon o———......_____________________

Sequence of blocks of bits (each of n bits, with the possible exception of B,) used in the

definition of function J.

Sequence of blocks of bits (each of n bits, with the possible exception of C,,) obtai
part of the output of the authenticated encryption process.

Sequence of blocks of bits (each of n bits, with the possible exception of D,,) obtai
partitioning D.

n-bit block used in the encryption and decryption processes.

n-bit block used in the encryption and decryption processes.

© ISO/IEC 2009 — All rights
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J Function used in the encryption and decryption processes.
k Variable used in the definition of function J.
m The number of n-bit blocks in the message to be encrypted (where the final block may

contain less than n bits), i.e. the message contains (m-1)n+r bits.

M, Function used in the encryption and decryption processes.

My Function used in the encryption and decryption processes.

P n-bit block used in the definition of M,.

r The number (0 < r < n) of bits in the final block of the message to be encryptled, after it has
been divided into n-bit blocks, i.e. len(D) = (m-1)n+r.

S Starting Variable (n bits).

T Tag (t bits), adjoined to an encrypted message to provide integrity protection.

T Recomputed tag value, generated during the decryption process.

w Variable used in the definition of function J.

Z n-bit block used in the encryption and decryption processes.

6.3 Ipecific requirements

In advance of any use of the mechanism, the originator and recipient of the data to which thg authenticated
encryplion mechanism is to be applied must agree-on the tag length t in bits, where 0 < t<n.

6.4 Definition of function M,
Definitipn of the encryption and decryption procedures requires the definition of a function M, that takes an n-
bit blogk as input and gives an p-bit-block as output. The definition of this function depends or} an n-bit block
P. Sigjce n must correspond. to-the bit length of a block cipher chosen from amongst those specified in
ISO/IELC 18033-3, we only define P for n=64 and n=128.
a) If 1=64, then P = 0%|}11011.

b) If =128, therP-= 0'%°||10000111.

The fupction M, is defined as follows. If X is an n-bit block, then:

a) If thedeft-most-(most-sianificant)-bitof X iszero-then MO0 = X<<1:
\ -~ 7 7 v/ 7

b) If the left-most (most significant) bit of X is one, then M,(X) = [X<<1]®P.

6.5 Definition of function M3

Definition of the procedure for handling additional authenticated data requires the definition of a function M,
that takes an n-bit block as input and gives an n-bit block as output. If X is an n-bit block, then:

Ms(X) = Mo(X) © X.

© ISO/IEC 2009 — All rights reserved 5
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6.6 Definition of function J

This function takes a block of bits B as input (where len(B) > 0), and gives an n-bit block J(B) as output. The
value J(B) is computed as follows.

a)

b)
c)

d)

f)

9)

Partition B

into a sequence of blocks: By, B, ..., B,, as follows. Let B; contain the first n bits of B,

next n bits, and so on, until B,, contains the final k bits, where 0 < k < n. Thus, len(B) = (w-1)n+k.

Let F = Ma(Ms(ex(0"))).

Let Co = On.

Fori=1,

, ..., w-1, perform the following two steps:

1) Let F = My(F);

2) L C,‘ = C,'_1 ® eK(B,' ® F)

Let F= M3 MQ(F))

If k<n then| perform the following two steps:

1) Let F = Ms(F);

2) Let B, =B, || 11]0™".

J(B) = eK( w1 @® BW @ F)

6.7 Encryp

The originator

a)

f)

)]

ion procedure

shall perform the following steps to pretect a data string D.

82 the

ry that

nd sent

Dg the

An n-bit Starting Variable S shall be selected. This variable shall be distinct for every messag¢ to be
protected,|and must be made available 16-the recipient of the message. However, it is not necessa
this value pe unpredictable or secret.
NOTE| The value S could, for example, be generated using a counter maintained by the originator, g
in clegrtext along with the protected message.
Partition D|into a sequenge of blocks: D4, D, ..., D, as follows. Let D, contain the first n bits of D
next n bitd, and so ompuntil D, contains the final r bits, where 0 < r < n. Thus, len(D) = (m-1)n+r.
Let F = ex(S) anddet H=0".
Fori=1, 4, ~.ym-1, perform the following three steps:
1) Let F = My(F);
2) LetH=H® D;
3) Let Ci=F® ex(D; ® F).

Let F = My(F).

Let Z = ex(#,(r) @ F).

Let Cp =Dy @ Z|,.
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h) LetH=H® [Dn |l (ZI")]

i)
)

Let T = [ex(H ® Ms(F))]|z.

Iflen(A) >0, thenlet T=T ® J(A)|:.

The output of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-string:

C=CillCll .- ICa I T

i.e. a string of (m-1)n+r+t bits, that is C contains precisely t bits more than D (although it is also necessary to
convey the n-bit Starting Variable S and the variable length additional authenticated data bit string A to the

string C.

here0<r<n.
n bits of C, C,
al t bits of C.

recipiept).

6.8 Decryption procedure

The regipient shall perform the following steps to decrypt and verify an authenticated-encrypted

a) If the length of C is less than t then halt and output INVALID.

b) Le{m and r be the unique integers defined so that C contains a totalof (m-1)n + r + t bits, W
Pgrtition C into a sequence of blocks: Cy, C,, ..., Cp, T as follows) Let C; contain the first
the next n bits of C, and so on, until C,, contains the next r bits.of C. Finally, let T be the fin

c) LelF=ex(S)andletH=0".

d) Fofi=1,2, ..., m-1, perform the following three steps;

1) Let F = My(F);
2) Let D;= F @ dk(C; ® F);
3) LetH=H® D,

e) LelF = My(F).

f) LelZ = ex#(r) ® F).

g) LetD,=C,®Z|,.

h) LelH=H&B;1| (Z]™).

i) LelT =Tex(H® Ms(F))|-

D) If IénAY B themtet-F=F-eA)

k) If T=T, then output D and the additional authenticated data A. Otherwise output INVALID.

7 Authenticated encryption mechanism 2 (Key Wrap)

71

ntroduction

In this clause an authenticated encryption mechanism commonly known as Key Wrap is defined.
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NOTE 1 This scheme was originally designed for authenticated-encryption of keys and associated information. That is,
it is designed for use with short data strings. However, the scheme can be used with arbitrary length data strings (up to a
maximum of around 2% bits), although it is not efficient for protecting long messages.

NOTE 2  This mode is known as AES Key Wrap when the AES block cipher is used, where AES stands for Advanced
Encryption Standard, a block cipher algorithm specified in ISO/IEC 18033-3. AES Key Wrap is also specified in [9] and

[11].

7.2 Specific notation

For the purposes of the specification of this mechanism, the following symbols and notation apply:

Co, Cy, ..., Cpy
D, Ds, ..., Dy
Ry, Ry, ..., Ry
Y
Z
7.3 Specifi

The block ciph

The data strin

multiple of 64 bits (i.e. the bit-length of D must be 64m for some integer m > 1).

7.4 Encryption procedure

The originator

a) Partition D
the next 6

b) Let Y be th

(10100110 10100110 ... 16160110).

c) Fori=1,2

let R,’

oequernce Or (r~T) 64-bit btocks obtamedas the output or tne authenticateden
process.

Sequence of m 64-bit blocks obtained by partitioning D, i.e. 64m = len(B).
Sequence of m 64-bit blocks computed during the encryption and decryption prod
64-bit block used during the encryption and decryption processes.

128-bit block computed during the encryption and decryption processes.

C requirements

) D to be protected using this mechanism must)contain at least 128 bits and must co

shall perform the following steps, toyprotect a data string D.

into a sequence of m 64-bit'blocks D4, D,, ..., D, so that D, contains the first 64 bits g
1 bits, and so on.

e 64-bit block having-hexadecimal representation AGAGAGAGAGABGABAG, i.e. in binary it

s eeey M

= D,'.

d) Fori=1,2

er to be used with this mechanism must be a 128-bit\block cipher, i.e. it must have n=128§.

ryption

€SSes.

ntain a

f D, D,

equals

, %y6m, perform the following four steps:

1) LetZ=ex( Y| R1);

2) Let Y= Zlos @ #oa(i);

3) Fo

rj=1,2,...,m-1:

let Rj = R/‘+1;

4) Let R, = Z|**.

e) LetCy=Y.
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fy Fori=1,2,...,m:
letCi=R.
The output of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-string:
C=GCol|Cill... | Cm

i.e. a string of 64(m+1) bits, that is C contains precisely 64 bits more than D.

7.5 Decryption procedure

The regipient shall perform the following steps to decrypt and verify an authenticated-encrypted [string C.
a) Iflen(C)is not a multiple of 64 or is less than 192, then halt and output INVALID.

b) Partition C into a sequence of m+1 64-bit blocks Cy, Cy, ..., Cp, so that C, contains the first 64 bits of C,
C4the next 64 bits, and so on.

c) LetY=C,.

d) Fofi=1,2,...,m:

let R =C.

e) Fofi=6m, 6m-1, down to 1, perform the following four steps:
1) Let Z = ak( [Y @ #ea(N] || Rm );
2) Let Y = Z|es;
3) Forj=m, m-1, ..., 2:

let R = Riy;

4) Let R, = Z|*.

f) If Y=(10100110 10100110 ... 10100110), then output D = Ry || Rs || ... || Rm. Otherwise output INVALID.

8 Authenticated encryption mechanism 3 (CCM)

8.1 Inhtroduction

In this Ctauseamauthenticatedencryptionm mecanism commonty knownm as CcCv(for Coumterwith CBC-MAC)
is defined.

NOTE CCM is due to Whiting, Housley and Ferguson [12]. The version of CCM defined here is a special case of
CCM as defined in [10] and [12].

8.2 Specific notation
For the purposes of the specification of this mechanism, the following symbols and notation apply:
B Block of bits used in computing the tag value.

By, B, ..., B, Sequence of blocks of bits (each of n bits) used in computing the tag value.

© ISO/IEC 2009 — All rights reserved 9
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C1! C21 LERY) Cm

D1! D21 LERY) Dm

Sequence of m 128-bit blocks obtained as part of the output of the authenticated encryption

process.

Sequence of m 128-bit blocks obtained by partitioning a padded version of D.

Flag octet.

Length of D (in octets), excluding padding and the length block Dy.

The number of octets of D in the block D,,.

Starting Variable (of 120-8w bits).

8.3 Specifi

In advance of
encryption me

a) t, the bit-lg

b) w, the octé¢t-length of the message length field; w must be chosen from the set {2, 3, 4, 5, 6, 7, 8}.

NOTE The
length is 2°*** b

The block ciph
The data string

contain a who
both be an inte

Plaintext tag value (of ¢ bits).

Encrypted tag value (of t bits).

C requirements

Chanism is to be applied, must agree on:

ts, i.e. 28" octets.

ger multiple of 8).

Recomputed tag value, generated during the decryption process.

Variable used in computing the tag value.

Length of message length field in octets.

128-bit block computed during the encryption and decryption processes.

128-bit block computed during the encryption and‘decryption processes.

ngth of the tag; t must be chosencfrom the set {32, 48, 64, 80, 96, 112, 128}, and

er to be used with'this mechanism must be a 128-bit block cipher, i.e. it must have n=128§.

any use of the mechanism, the originator and recipient of the data to which the autherfticated

choice of w affects the maximum message length which can be protected. The maximum njessage

D to beprotected using this mechanism, and the additional authenticated data string 4\, must
e number of octets, i.e. their lengths must be a multiple of 8 bits (i.e. len(D) and len(4) must

8.4 Encryption procedure

The originator shall perform the following steps to protect a data string D. Let L =len(D)/8, i.e. L is the number

of octets in D.

a) A Starting Variable S containing 15-w octets (i.e. 120-8w bits) shall be selected. This variable shall be
distinct for every message to be protected, and must be made available to the recipient of the message.

However, it is not necessary that this value is unpredictable or secret.

NOTE

10

The value S could, for example, be generated using a counter maintained by the originator, and sent
in cleartext along with the protected message.

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=d3e4c2b4fe8c81f1e37c6fa4560abcca

ISO/IEC 19772:2009(E)

Right pad the data string D with 16-r zero octets (i.e. between 0 and 120 zero bits) so that the padded

version of D contains a multiple of 128 bits. Then partition the padded version of D into a sequence of m

128-bit blocks D4, D,, ..., D, so that D, contains the first 128 bits of D, D, the next 128 bits, and so on.
NOTE  The value m must satisfy 16(m-1) < L <16m.

If len(A) = 0 then let the flag octet F = 0? || #3((t-16)/16) || #z(w-1).

If len(A) > 0 then let the flag octet F =0 || 1 || #a((t-16)/16) || #3(w-1).

NOTE  The most significant (left-most) bit of F is a 'reserved' bit, i.e. it is set to zero for the version of the
mechanism specified here, but may be used in the future in other (as yet unspecified) versions of the
TSTTT: TgTTifT T i aiel ing protected by
the mechanism is encrypted.

Lel X = ex(F || S || #su(L))-

If Ien(A) > 0, then perform the following six steps:

1) If 0 < len(A) < 65280 then let B = #5(len(A)/8) || A;

2) If 65280 < len(A) < 2*2 then let B = 1"° || 0 || #s(len(A)/8) || A
3) If 2% < len(A) < 2°* then let B = 1'° || #s4(len(A)/8) || A;

4) Partition B into a sequence of blocks: By, B, ..{, B;, as follows: let B; contain the fjrst n bits of B,
B, the next n bits, and so on, until B, contains thefinal k bits, where 0 < k < n; thus, len|(B) = (v-1)n+k;

5) Right pad B, with n-k zeros, i.e. let B, = B,] 0"
6) Fori=1,2,...,v

let X=ex( X@ B;).

Fori=1,2,...,m:

let X = ex( X ® D; ).

Lel T = X

NOTE  The plaintext tag T is equal to a MAC computed on the data string B1, By, ..., By, D1, Dp, ..., D using a
slight modifieation of MAC algorithm 1 specified in ISO/IEC 9797-1.

Le{ the fldg octet F = (0° || #3(w-1) ), and let Y = (F || S || 0%").

NOTE  The two most significant (left-most) bits of F are 'reserved' bits, i.e. they are set {o zero for the version
of the mechanism specified here, but may be used in the future in other (as yet unspecified) versions of the
mechanism. The next three most significant bits of F are set to zero to ensure that this octet is distinct from the
flag octet used in step c above.

Let U=T® [ex(V)]|:-

Fori=1, 2, ..., m-1, perform the following two steps:
1) Let Y=(F || S|l #suli) );

2) Let C;=D; ® ex(Y).

Let Y=(F || S|l #ss(m) ), and let Cp, = [D, ® ex(Y) llsr-

© ISO/IEC 2009 — Al rights reserved 11
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The output of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-string:

C=CillCll .- I Cmr I Cm Il U

i.e. a string of 8L+t bits, that is C contains precisely t bits more than the original data string D (although it is
also necessary to convey the (120-8w)-bit Starting Variable S and the variable length additional authenticated
data A to the recipient).

8.5 Decryption procedure

The recipient shall perform the following steps to decrypt and verify an authenticated-encrypted string C.

a)
b)

c)

12

If C does rjot contain a whole number of octets, then halt and output INVALID.

If the length of C is less than (t+8) bits, then halt and output INVALID.

Let m and

Partition ¢ into a sequence of blocks: Cy, C,, ...C,,, U as follows. Let C; contain thefirst 128 bits g

the next 1
C.

Let the flag octet F = ( 0° || #s(w-1) ), and let Y= ( F || S || 0®*).

Let T=U® [ex(V)]l:

Fori=1,4, ..., m-1, perform the following two steps:

1) Let Y'=(F Il S|l #uli) );

2) Let D;= C; ® ex(Y).

Let Y=(H]|| S|l #sw(m) ), and let D, = Cp, ® [ek(Y)]lsr-

LetD= Df||Ds|| ... || Dm,and let L = 16m — 16 +r.

Right pad D,, with 128-8r zeros, i.e.\let D,,, = D,, || 0'%%*".

If len(A) = P then let the flag ectet F = 0? [| #3((t-16)/16) || #3(w-1).
If len(A) > P then let the flag octet F=0 || 1 || #3((t-16)/16) || #3(w-1).
Let X =ex{F || S || #sw(L))-

If len(A) > P, then perform the following six steps:

r be the unique integers such that C contains a total of 128(m-1) + 8r + t bits, where 0 <

P8 bits of C, and so on, until C,, contains the next 8r bits of C. Finally;’let U be the final

r<16.
f C, Cy
bits of

1) If 0 < len(A) < 65280 then let B = #15(len(A)/8) || A;

2) If 65280 < len(A) < 2°* then let B =1"° || 0 || #s,(len(A)/8) || A;

3) If 2% < len(A) < 2% then let B = 1"° || #s4(len(A)/8) || A;

4) Partition B into a sequence of blocks: By, B, ..

., B,, as follows: let B; contain the first n bits of B,

B, the next n bits, and so on, until B, contains the final k bits, where 0 < k < n; thus, len(B) = (v-1)n+k;

5) Right pad B, with n-k zeros, i.e. let B, = B, || 0”'k;

6) Fori=1,2,...,v
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let X =ex( X® B;).
n) Fori=1,2,...,m:
let X = ex( X® D;).
o) LetT =X].

p) If T=T,then output D as computed in step h) and A. Otherwise output INVALID.

9 Authenticated-eneryption-mechanism4-(EAX)
9.1 Introduction

In this glause an authenticated encryption mechanism commonly known as EAX is,defined.

NOTE EAX is due to Bellare, Rogaway and Wagner [2]. The letters EAX do_not“appear to stand for anything in
particuldr.

9.2 $pecific notation
For theg purposes of the specification of this mechanism, the following symbols and notation apply:

Cq, Cyl..., Cp Sequence of blocks of bits (each of n bits,/with the possible exception of ) obtained as
part of the output of the authenticated.eneryption process.

Dy, D,,..., D, Sequence of blocks of bits (eachzof n bits, with the possible exception of [},) obtained by

partitioning D.
Eo, E1,|E> n-bit blocks computed durifig the encryption and decryption processes.
M Function used in the encryption and decryption processes.
S Starting Variable\(n bits).
T Tag (t bits); adjoined to an encrypted message to provide integrity protection.
T Recomputed tag value, generated during the decryption process.
w fi-bit block computed during the encryption and decryption processes.

9.3 Tpecific requirements

In advance of any use of the mechanism, the originator and recipient of the data to which the authenticated
encryption mechanism is to be applied, must agree on:

a) t, the length of the tag in bits, where O<t<n.

9.4 Definition of function M

Definition of the encryption and decryption procedures requires the definition of a function M that takes an
arbitrary length string of bits and a block cipher key as input and gives an n-bit block as output. The definition
of this function is as follows.

If X is a string of bits, and K is a key for the chosen block cipher, then Mk(X) shall equal an (untruncated)
message authentication code computed on the string X using key K using MAC algorithm 5 of ISO/IEC 9797-1
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(fourth edition), where the block cipher used in the MAC algorithm shall be the same as the block cipher
algorithm selected for the authenticated encryption process.

NOTE MAC algorithm 5 of ISO/IEC 9797-1 (4th edition) is also known as OMAC.

9.5 Encryption procedure
The originator shall perform the following steps to protect a data string D.
a) A Starting Variable S containing n bits shall be selected. This variable shall be distinct for every message

to be protected, and must be made available to the recipient of the message. However, it is not
necessary that this value is unpredictable or secret.

b) Let E, = Mk(0"]|S).
c) Let E; = M(0™||1]|A).
d) LetW=FE{

e) Partition D|into a sequence of blocks: D4, D,, ..., D, as follows. Let D, contaifrthe first n bits of D D, the
next n bitd, and so on, until D,, contains the final r bits, where 0 < r < n. Thus len(D) = (m-1)n+r.

f) Fori=1,12, ..., m-1, perform the following two steps:
1) Let C; = D; ® ex(W);
2) Let W = #,(#" (W) +1 mod 2").

g) LetC, =0, ® [ex(W)]|

h) Let E; = M(O™|[1[[0[IC1lICell...|ICam).

i) LetT=[E{® E® E)]|

The output of the above process, i.e. the duthenticated-encrypted version of D, shall be the bit-string:
C=Cill Gl ... 1Cnll T

i.e. a string of [m-1)n+r+t bits, that’is C contains precisely f bits more than D (although it is also necegsary to
convey the n-hjit Starting Variable S and the variable length additional authenticated data A to the recipient).

9.6 Decryption procedure

The recipient ghall’perform the following steps to decrypt and verify an authenticated-encrypted string g.

a) If the length of C is less than ¢, then halt and output INVALID.

b) Let mand r be the unique integers defined so that C contains a total of (m-1)n + r + t bits, where 0 < r<n.
Partition C into a sequence of blocks: Cy, C,, ...C,, T as follows. Let C; contain the first n bits of C, C,
the next n bits of C, and so on, until C,, contains the next r bits of C. Finally, let T be the final f bits of C.

c) Let Ey = Mk(0"|S).

d) Let E; = M(0""|1]|A).

e) Let By = Mk(0"%[1]|0IC1lIColl...||Cm)-

f) LetT =[E, ® E; @ Ejls.
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g) If T= T, then halt and output INVALID.

h) Let W= E,.

i) Fori=1,2,.., m-1, perform the following two steps:
1) Let D;= C; @ ex(W);
2) Let W = #,#" (W) +1 mod 2").

) LetDy=Cn® [ex(W)]l-

k) Output D and A.

10 Authenticated encryption mechanism 5 (Encrypt-then-MAC)

10.1 Iptroduction
In this| clause an authenticated encryption mechanism made up of\the" combination of any encryption
mechahism and any MAC scheme is defined. This scheme involves first encrypting the data t¢ be protected,
and thgn computing a MAC on the resulting encrypted data.

NOTE The Encrypt-then-MAC approach has been analysed byBellare and Namprempre [1], who pfovide a proof of
securityl on the assumption that the method of encryption and the MAC' technique possess certain security|properties.

10.2 $pecific notation
For thg purposes of the specification of this mechanism, the following symbols and notation apply:
C Bit string obtained by encrypting the data string D.
1) The decryption function, i.e. a function which takes as input a block cipher key K; and an

encrypted data_ stfing C’' and, using the selected mode of operation, outpuls a decrypted
data string: the qutput is written o, (C').

£ The eneryption function, i.e. a function which takes as input a block ciphen key K; and a
datastring D and, using the selected mode of operation, outputs an encrypted data string:
theyoutput is written e, (D).

f The MAC function; if X is an input string, and K, is a MAC key, then the putput MAC is
written fx,(X).

K Secret key for the block cipher.

K> Secret key for the MAC function.

S Starting Variable (n bits).

T Tag (t bits), adjoined to an encrypted message to provide integrity protection.

T Recomputed tag value, generated during the decryption process.

10.3 Specific requirements

In advance of any use of the mechanism, the originator and recipient of the data to which the authenticated
encryption mechanism is to be applied, must agree on:
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a) a block cipher mode of operation from amongst those specified in ISO/IEC 10116 (the ECB mode shall
not be used),

b) a method for MAC computation, which shall be selected from the techniques specified in ISO/IEC 9797
(we suppose that the chosen method generates a tag of length ¢ bits), and

c) a method for deriving a pair of secret keys (K;, K;) from the secret key K, where K; is a key for the
selected block cipher and K is a key for the selected method of MAC computation.

NOTE 1 K shall be chosen so that the number of possible values for K is at least as large as the number of possible
values for the block cipher key, and also at least as large as the number of possible values for the MAC key.

NOTE 2 Possi Vi T i ; =K i osen to
be of the appropriate length), and (b) K1 and K> are derived by taking (disjoint) bit strings from h(K), where A:iS[a hash-
function chosen [from amongst those specified in ISO/IEC 10118 giving a suitable length output.

10.4 Encryption procedure

The originator ghall perform the following steps to protect a data string D.

a) A Starting| Variable S appropriate for use with the selected block cipher'mode of operation shall be
selected. This variable shall be distinct for every message to be protected during the lifetime of a key, and
must be mpde available to the recipient of the message. Further possibletequirements for S are as dgscribed
in the appfopriate clauses of ISO/IEC 10116.

b) LetC' = gf (D).
c) LetT=1f|(C).

The output of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-string:

c=c |1

10.5 Decryption procedure
The recipient ghall perform the following steps to decrypt and verify an authenticated-encrypted string g.
a) If the length of C is less than't then halt and output INVALID.

b) Let T be the rightmost-{bits of C, and let C’ be equal to C with the rightmost ¢ bits removed, i.e. C=|C' || T.

c) LetT =f](C):

d) If T# T, therhatt-ane-outputNVAHD:
e) LetD= 5, (C').

f)  Output D.

11 Authenticated encryption mechanism 6 (GCM)

11.1 Introduction

In this clause an authenticated encryption mechanism commonly known as GCM (for Galois/Counter Mode) is
defined.
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NOTE1 GCMis due to McGrew and Viega'®.

11.2 Specific notation

For the purposes of the specification of this mechanism, the following symbols and notation apply:

Cy, Cy, ..., Cpy Sequence of m 128-bit blocks (with the possible exception of C,, which may contain
between 1 and 128 bits) obtained as part of the output of the authenticated encryption

process.

D4, Dy, ..., D, Sequence of m 128-bit blocks of bits (with the possible exception of D,) obtained by

partitioning D.

G Function used in the encryption and decryption processes (defined in clause 11.4).

H 128-bit block used in the encryption and decryption processes.

inc Function taking a 128-bit block as input and giving a 128-bit block as output, where, if X is a
128-bit block:

inc(X) = (Xlos) || #a2(#"(XI*)+1 mod 2%).

r The number of bits in the final block of the message to be encrypted, after it has been
divided into n-bit blocks, i.e. the message contains (m-1)n+r bits.

R 128-bit block used in the computation of-a'GF(2'**) multiplication.

S Starting Variable (variable length).

T Tag (t bits), adjoined to an encrypted message to provide integrity protection.
T Recomputed tag value, generated during the decryption process.

UuVv,w,z 128-bit blocks used, in-defining the computation of a GF(2'*®) multiplication.

Xo, X4, |---» Xisis1  128-bit blocks(used in computing the function G.

Yo, Yi,|-» Ym Sequence-of 128-bit blocks used in the encryption and decryption processes.
{} A bit-string with zero length.
. Multiplication in the field GF(2'%®). The polynomial to be used to Hetermine the

2 7 128

128y :
)is lta+a”+a' +a

representation of GF(2

11.3 Spescificrequirements

In advance of any use of the mechanism, the originator and recipient of the data to which the authenticated
encryption mechanism is to be applied, must agree on:

a) The tag length t in bits, where t must be a multiple of 8 satisfying 96 < t < 128 (=32 and {=64 are also
permitted for specialized applications).

The block cipher to be used with this mechanism must be a 128-bit block cipher, i.e. it must have n=128.
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11.4 Definition of multiplication operation e

Suppose U and V are 128-bit blocks; then W = U e V is defined as follows, where W is also a 128-bit block.
Note that, in the description below, v; denotes the ith bit of V, i.e. V = vg||v4]|...]|v127. Analogously, z,,; denotes
the rightmost bit of Z.

a) LetR=11100001 || 0.
b) Let W=0"'%.
c) LetzZ=U.
d) Fori=0,1, ..., 127, perform the following two steps:
1) ifv.=1thenlet W=W® Z
2) if 2107 = 0 then let Z = Z>>1; otherwise let Z = (Z>>1) ® R.
11.5 Definitipn of function G

The encryptior
two arbitrary Ig
be two arbitra
that len(W) =

len(Z) = 128(/-
exception of W
the sequence

by partitioning

Then G(H,W,Z
Xp=0"

Xi= (X1 @
Xic = (Xes
Xi= (X &
Xir1 = (Xiar

Xirie1 = (X

and decryption procedures make use of a function G, that takes\as input a 128-bit blg
ngth strings of bits, and gives a 128-bit block as output. Let.H-be a 128-bit block, and W
y length (possible empty) strings of bits. Suppose that k‘and u are the unique intege
128(k-1)+u and 0 < u < 128; similarly suppose that / and-v are the unique integers su
1)tvand 0 <v<128. Let Wy, W,, ..., W be the sequence of 128-bit blocks (with the p
'« which contains the final u bits of W) obtained by partitioning W; similarly, let Z,, Z,,
bf 128-bit blocks (with the possible exception of Zj;which contains the final v bits of Z) o
7.

) is the 128-bit value Xj...1, where X; is recursively defined for i =0, 1, ..., k+/-1, as follows:
W) e H, 1<i< k-1 (this step is omitted if k<1).

D (W|07%%Y)) @ H (this step is omitted if k=0).

Ziy) ® H, k+1 << k+I-1 (this step is omitted if [£1).

L ® (Z10"%")\e-H (this step is omitted if /=0).

1 © [Hea(len(W)) || #sa(len(2))]) © H.

11.6 Encryp

ck and

and Z
S such
ch that
pssible

oy Z[ be

btained

Fion procedure

The originator shall perform the following steps to protect a data string D and ensure the integrity of an
additional authenticated data string A.

a) A variable length Starting Variable S shall be selected. This value shall be distinct for every message to
be protected, and must be made available to the recipient of the message. However, it is not necessary
that this value be unpredictable or secret.

NOTE

The value S could, for example, be generated using a counter maintained by the originator, and sent
in clear text along with the protected message.

reserved

b) Partition D into a sequence of 128-bit blocks: Dy, D, ..., D, as follows. Let D; contain the first 128 bits of
D, D, the next 128 bits, and so on, until D,, contains the final r bits, where 0 < r < 128. Thus D contains a
total of (m-1)n+r bits.

18 © ISO/IEC 2009 — All rights
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c) LetH=ex0'®).

d) Iflen(S) =96 then let Yo = S|| 0* || 1. Otherwise let Y, = G(H, {}, S).

e) Fori=1,2, ..., m-1, perform the following two steps:

1)

2)

let Y; =inc(Yi4);

let C,' = D,' @ eK(Y,-).

f) LetY,=inc (Y1)

g) Le
h) Le
The ou

C
ie.as

convey
recipie

Cm=Dpn® (ex(Ym)I-

T=(G(H, A, C) ® ex(Yo))lr
tput of the above process, i.e. the authenticated-encrypted version of D, shall be the bit-g
FC G2l - I Cm I T
fring of (m-1)n+r+t bits, that is C contains precisely t bits more than D (although it is als

the variable length starting variable S and the variable lengthradditional authenticated
nt).

11.7 Decryption procedure

The re
to verif]

a) Ift
b) Le
se

an

c) Le

Cipient shall perform the following steps to decrypt and verify an authenticated-encrypte
y the additional authenticated data A.

ne length of C is less than t then halt and,output INVALID.

gquence of blocks: C1, Cz, ..., Cm, Tas follows. Let C1 contain the first n bits of C, C2 the n
d so on, until Cm contains thenext r bits of C. Finally, let T be the final t bits of C.
H = ex(0"®).

d) If1gn(S) = 96 then let-Yg='S || 0*' || 1. Otherwise let Y, = G(H, {}, S).

e) Le

f) If 1

g) For

T' = (G(H, A,'€) ® ex(Yo))I:-
[ = T', thén)halt and output INVALID.

i&172, ..., m-1, perform the following two steps:

tring:

b necessary to
data A to the

d string C and

m and r be the unique integers defined so that len(C) = (m-1)n+r+t, where 0 < r<n. Partition C into a

ext n bits of C,

1)

2)

let Y; = inc(Y);

let D,' = C,' ® eK(Y,').

h) Let Yy, =inc (Ym1).

) LetDp=Cn® (ex(Ym)l-

j) Ou

tput D and the additional authenticated data A.
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Annex A (informative)

Guidance on use of the mechanisms

A.1 Introduction

The purpose of thls annex is to prowde gmdance on the use of the mechanlsms defmed in this International

Standard. 5, and
recommendatipns regardlng ch0|ces of parameters are prowded in clauses A 3-A.8. In the remaindey of this
clause, recommendations are made with respect to the requirements applying to all mechanisms|in this
standard (see flause 5).
All mechanisms require the selection of a block cipher from amongst those standardizedin ISO/IEC 13033-3.
The block length n of the block cipher must be at least 64, and wherever possible use of @ block cipher with n
=128 is recommended. The use of a block cipher with n = 128 is mandatory for mechanisms 2, 3 and 6.
All mechanismis also require that the originator and recipient of protected datasshare a secret key K. This key
should be kngwn only to these two parties and, possibly, by third partiesCtrusted for this purpose by both
originator and freceiver. There are many ways in which this key could be. established; however, the uge of a
key establishrment mechanism specified in ISO/IEC 11770-2 or ISO/IEC 12770-3 is recommended.
All six mechanisms require the choice of a tag length. The chagice’of this parameter affects the degree of
assurance proyided to the recipient regarding the integrity and\origin of a protected message. For|further
details see Anpex C of ISO/IEC 9797-1.
A.2 Selectipn of mechanism
All the mecharjisms specified in this standard are)believed to provide a high level of security. However, some
mechanisms dre more suitable than others for particular applications. When selecting a mechanism for use,
the facts given|in Table 1 and those listed\below should be taken into consideration.
Table 1 — Properties of mechanisms

Mechanism number 1 2 3 4 5 6

Approximate numbér of block g/n 12[q/nl | 2g9/n | 2q/n | Depends on encryption | g/n

cipher opgrations.required to and MAC methods

encrypt a| g-bitmessage used

Licence pessibly-required Yes Neo Ne Ne Bepends-onenerypton—Ne

and MAC methods
used

Specifically designed for use | No Yes No No No No

with short messages

Message length must be known | No No Yes | No No No

prior to starting encryption

Starting value required Yes No Yes | Yes | Yes Yes

Previously standardised No Yes Yes | No No Yes
20 © ISO/IEC 2009 — Al rights reserved
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Mechanisms 3 and 4 are methods for combining block cipher encryption in CTR mode
10116) with a message authentication code.

computation. If implementations of such functions are already available, then mechanis
some implementation advantages.

c)
without pipeline stalls.

(see ISO/IEC

Mechanism 5 provides a method for combining standardised methods for encryption and MAC

m 5 may have

Mechanism 6 is suitable for high-throughput hardware implementations, since it can be implemented

A.3 IJlechanism 1 (OCB 2.0)

This m
depeng
reason

echanism requires the selection of a tag length parameter ¢ (t < n).
s on the environment within which the mechanism is to be used; however, unless th
5 to make a different choice, use of t > 64 is recommended.

A.4 Nlechanism 2 (Key Wrap)

This m
propert

echanism requires the block cipher used to have n = 1285 Use of one of the block ci
y specified in ISO/IEC 18033-3 is mandated (see clausg,5):

A.5 Nlechanism 3 (CCM)

This mechanism requires the block cipher used.to*have n = 128. Use of one of the block ci
properfy specified in ISO/IEC 18033-3 is mandated (see clause 5).

This mpchanism requires the selection of atag length parameter ¢ (from the set {32, 48, 64, 80,
The choice of the tag length t depends’ on the environment within which the mechanism
however, unless there are strong reasons to make a different choice, use of t > 64 is recommen

This mpchanism requires the selection of the length w (in octets) of the message field (from the

~

essage,-which should be sufficient for most, if not all, practical applications. For
ionsavalue of w = 4, i.e. giving a maximum message length of 2% ~ 4 x 10° octets

The ghoice of the tag length ¢

ere are strong

bhers with this

bhers with this

06, 112, 128}).
s to be used;
ded.

set {2, 3, 4, 5,
ronment within
rovided by the
b length of the
sible value, i.e.
ble is used for
he majority of
is likely to be

A.6 Mechanism 4 (EAX)

This mechanism requires the selection of a tag length parameter t (t < n).
depends on the environment within which the mechanism is to be used; however, unless th
reasons to make a different choice, use of t > 64 is recommended.

© ISO/IEC 2009 — All rights reserved
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A.7 Mechanism 5 (Encrypt-then-MAC)

This mechanism requires the choice of a mode of operation and a method for MAC computation. The security
offered by the resulting authenticated encryption scheme will depend on the security of the two underlying
primitives.

A.8 Mechanism 6 (GCM)

This mechanism requires the block cipher used to have n = 128. Use of one of the block ciphers with this
property specified in ISO/IEC 18033-3 is mandated (see clause 5).

The variable IJzngth starting variable, S, shall be selected such that 1 < len(S) < 2%, The requiretment that
starting variables are never re-used during the lifetime of a key is critical to the security of this mechanigm.

The tag length| f shall be selected such that  is a multiple of 8 satisfying 96 < t < 128 ({=327and t=64 gre also
permitted for gpecialized applications, although these options should only be used with _great care — detailed
guidance on use of these tag lengths is provided in Appendix C of [8]).

The data string, D, to which the authenticated encryption mechanism is to be applied.shall satisfy
len(D) < 2[°-2586,

and the additignal authenticated data string A shall satisfy len(A) < 2%, (Phe total number of data blodks and

additional authenticated data blocks to which GCM shall be applied-for a fixed key K shall be at most 2%, In

addition, the tgtal number of invocations of the encryption procedure for any given key shall be at mpst 2%,
unless len(S) F 96 for every use of that key.
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