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Foreword

-2:2015(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Overview

International Standards in the ISO/IEC 19770 family of standards for Information Technology (IT) asset
management (ITAM) address both the processes and technology for managing software, hardware,
and related IT assets. Because IT is an essential enabler for almost all activity in today’s world, these
standards must integrate tightly into all of IT. For example, software identification (SWID) tags have the
capacity to assist in other management functions outside the scope of financial-focused or compliance-
focused ITAM processes. From a technology perspective, ITAM standards for information structures
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I benefits such as more effective security in the management of software. ITAM stan
ion structures also facilitate significant automation of IT functionality, such as<imp
bn of software and automated linking to identify vulnerability information for
kposure identification and mitigation.

this part of ISO/IEC 19770

entification tag is a standardized data structure containing-Software identific
about a software product that supports new and automated management func
rmation provided in the software identification tag structure will often be provi
file, but the same SWID tag product information may bevaccessible through other
h the computing device being managed.

re created by a SWID tag producer, for example.a software creator who develop
oftware or a tool and/or service provider. SWID. tag data is utilized by SWID tag consu
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SO/IEC 19770 has been developed to facilitate automation of IT processes through th
dentification tags and for applications which use those tags, for the purposes of sec
hnd logistics automatiof. Fhis part of ISO/IEC 19770 includes information which facil
ligibility (such as edition and colloquial version name), but it is unrealistic to exp¢
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Software identification tags will benefit all stakeholders involved in the creation, licensing, distribution,
releasing, installation, and on-going management of software. Key benefits associated with software
identification tags include the following.

a)

The ability to consistently and authoritatively identify software products that need to be managed

for any purpose, such as for licensing, security, logistics, or for the specification of dependencies.
Software identification tags provide the meta-data necessary to support more accurate

identific

b)

ation than other software identification techniques.

The ability to identify groups or suites of software products in the same way as individual software

products, enabling entire groups or suites of software products to be managed with the same
flexibility as individual products.

Vi
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c) The ability to automatically relate installed software with other information such as patch
installations, configuration issues, or other vulnerabilities.

d) Facilitate interoperability of software information between different software creators, different
software platforms, different IT management tools, and within software creator organizations, as
well as between SWID tag producers and SWID tag consumers.

e) Facilitate automated approaches to license compliance, using information both from the software
identification tag and from the software entitlement schema as specified in ISO/IEC 19770-3.

f) Provide a comprehensive information structure of the structural footprint of products, for example
the list of software components of files and system settings associated with a product to identify if
flles have been modified.

rovide a comprehensive information structure that identifies different entities;in¢ludiing software
reators, software licensors, packagers, distributors external to the softwaré\consumer, as well as
arious entities within the software consumer, associated with the installation and mgnagement of
he product on an on-going basis.

g)

o < O

h)

—

hrough the optional use of digital signatures by organizations creating software identification tags,
he ability to validate that information is authoritative and has not been maliciously tanjpered with.

—

he opportunity for entities other than original software cteators (e.g. independent jproviders or
h-house personnel) to create software identification tags_for legacy software, and for software
Fom software creators who do not provide software identification tags themselves.

= = 3

This part of ISO/IEC 19770 is divided into the following clauses and annexes:

— (lause 1 defines the scope;

— (lause 2 describes the normative references;

— (lause 3 describes the terms, definitions, and abbreviated terms used in this part of ISQ/IEC 19770;

— (lause 4 defines conformance;

— (lause 5 provides interoperability guidance;

— (lause 6 describes the implementation of software identification tagging processes;

— (lause 7 contains platform implementation requirements and guidance;

— (lause 8 describes the elements of the tag;

— Annex A cenfains information on why the changes to the SWID tag schema are necessgry;

— Annex B contains the XML schema document for the tag;

— Annéx C provides a UMIL diagram of the SWID tag schema;

— Annex D provides sample tags.

© ISO/IEC 2015 - All rights reserved vii
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Information technology — Software asset management —

Part 2:
Software identification tag

1 Scope

This part of ISO/IEC 19770 establishes specifications for tagging software to optimize.its iflentification

and management.

This part of ISO/IEC 19770 applies to the following.

a) Tag producers: these organizations and/or tools create software identification (SWID) tags for
yse by others in the market. A tag producer may be part of the software creator orgahnization, the
spftware licensor organization, or be a third-party organization/ These organizationsfand/or tools
dan broadly be broken down into the following categories.

1) Platform providers: entities responsible for the computer'or hardware device and/¢r associated
operating system, virtual environment, or application platform, on which software may be
installed or run. Platform providers which suppért this part of ISO/IEC 19770 may|additionally
provide tag management capabilities at the levelof the platform or operating syst¢m.

2) Software providers: entities that create,license, or distribute software. For example, software
creators, independent software devglopers, consultants, and repackagers of previously
manufactured software. Software créators may also be in-house software developers.

3) Tag tool providers: entities that provide tools to create software identificatipn tags. For
example, tools within development environments that generate software identification tags,
or installation tools that may create tags on behalf of the installation process, and/or desktop
management tools that may create tags for installed software that did not origijnally have a
software identification.tag.

b) Tag consumers: these tools and/or organizations utilize information from SWID tags and are
typically broken down into the following two major categories:

1) software éonsumers: entities that purchase, install, and/or otherwise consume software;

2) IT discovery and processing tool providers: entities that provide tools to colledt, store, and
process software identification tags. These tools may be targeted at a variety| of different
market segments, including software security, compliance, and logistics.

This part of ISO/TEC 19770 does not prescribe Information Technology Asset Management (ITAM)

or other IT-related processes required for reconciliation of software entitlements with software

iden

This

tification tags or other IT requirements.

part of ISO/IEC 19770 does not specify product activation or launch controls.

This part of [SO/IEC 19770 is not intended to conflict either with any organization’s policies, procedures
or standards or with any national or international laws and regulations.

2

Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

© ISO/IEC 2015 - All rights reserved
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ISO/IEC 19770-5, Information technology — Software asset management — Part 5: Overview and

vocabulary

IEEE 1003.1:2013, Standard for Information Technology — Portable Operating System Interface (POSIX(R))

W3C Recommendation, XML Schema Part 2: Datatypes (Second Edition)
IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax

3 Terms, definitions, and abbreviated terms

3.1 Term

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19770-5 anfl the

following ap

3.1.1
patch

software cox

software co
component

3.1.2
platform pr
organization

Note 1 to en
environment,

3.1.3
tagld
globally unig

Note 1 to enti
tag creator.

ly.

ovider
responsible for the platform

ponent that, when installed, directly modifies files or device settings related to a different
ponent without changing the version number or release detailsfor the related soffware

try: The platform provider is typically the vendor of the relevant operating system, vfirtual

or application platform.

jue value that shall be globally uniquefor every SWID tag created

y: Globally unique values may us€_a 16 byte GUID, or other globally unique value as defined by the

3.2 Abbrg¢viated terms

API application programiing interface
GUID gloHally uniquesidentifier

IETF  Internet Engineering Task Force
MD5  megsagedigest 5

regid registration identifier

RPC remote procedure call

SAM software asset management

SHA secure hash algorithm

SWID software identification, or software identification tag

URI uniform resource identifier

URL uniform resource locator

© ISO/IEC 2015 - All rights reserved
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VAR
W3C
XML
XSD

ISO/IEC 19770

value added reseller
World Wide Web Consortium
extensible markup language

XML schema definition

4 Conformance

-2:2015(E)

4.1

A sof
obey

4.2

SWID tag coniormance

ware identification tag is in conformance with this part of ISO/IEC 19770 if the tag d4
all normative constraints specified in this part of ISO/IEC 19770.

Application conformance

Application conformance incorporates both syntax and semantics.

— A

et

= N qo ot = »n o

4.3
Apla

add, 1
store

5 1

conforming tag consumer shall not reject any conforming SWiDtag.

conforming tag producer shall be able to produce SWID tags conforming to
50/1EC 19770.

conforming tag consumer shall treat the informatign in SWID tag in a manner consis
emantic definitions given in this part of ISO/IEC19770. An application’s intended behaj
equire that application to process all of the information in a SWID tag. However, the

iven in this part of ISO/IEC 19770.

conforming tag consumer shall, when necessary, be able to identify the version
chema (XSD) used for a SWID tag-and process information provided in older versions
h a manner that is consistent with that version of the XSD.

Platform conformance

Lform is in conformance with this part of ISO/IEC 19770 if it provides a programmati
etrieve, enumerate, and remove SWID tag data and/or if it provides support for SW
d on and retrieved from a file storage environment on a specified device.

nteroperability guidance

5.1

ita structure

this part of

rent with the
yior need not
information

hat it does process shall be processed in a manner that is consistent with the semantic definitions

of the XML
bf SWID tags

" interface to
D tags to be

Overview

It is critical that SWID tag producers create SWID tag data structures in a manner so that their tags
can be consumed and used by tools and users in a consistent fashion and so that SWID tag consumers
understand exactly how they should interpret the relationships defined within the SWID tags. This
requires that tags be created in a way that is interoperable with tools and users requirements.

This Clause provides details on how SWID tags are created, what the various relationships defined in
the SWID tag mean, and how that information can be interpreted by tools and users.

5.2

SWID tag modification

All SWID tags (regardless if they are primary or supplemental tags) shall only be modified by the
organization that initially created the tag; this is to ensure that data, especially digitally signed data,
is not modified in any way that the tag creator is not directly responsible. There are many instances

© ISO/IEC 2015 - All rights reserved
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when additional data needs to be associated with an existing SWID tag, so the SWID structure allows
any organization to create their own supplemental SWID tag that references another SWID tag (either
primary or supplemental SWID tags can be referenced). This allows, for example, a software purchasing
organization to associate specific licensing data for a user or device to a software title.

In many instances, the SWID tag will be created and maintained by the software developer. However,
in cases where software is discovered that does not have a SWID tag, there will be instances where a
discovery tool identifies software on a device and creates a SWID tag for that software. In either case,
the entity that creates the initial SWID tag is creating a primary SWID tag and the data provided in the
tag shall not be modified by any organization other than the organization specified as the “tagCreator”
role of the Entity data attribute (see 8.5.2). For an example of a tag created by a discovery tool, see D.4.

There are many instances where additional information needs to be associated with an ex
primary SWID tag. Since SWID tags may not be modified by anyone other than the Entity identified
the tagCreator role and securely signing a SWID tag update in the field may be difficult, supplen
tags are utilized to provide additional data. Supplemental tags may be used to proyide-details

sting
with
ental
such

as software
Technology
software pr

5.3 SWID

5.3.1 Ove

SWID tags a
be multiple
the softward
between thd
structure.

There are th
attributes th

5.3.2 Pre{

When softw
structure an
media or thi
to know det
distributions

5.3.3 SWI

When a pat
being set to

activation information, or specific customer related information such-as Inform
Infrastructure Library (ITIL)-based release testing and rollout details for a sp|
duct.

tag relationships

rview

e used to represent the software elements that arepart of a software product. Ther¢
lifferent SWID tags that define a software prodlict; the various components that ma

product, as well as which patches are related\to the software product. The relation
se multiple SWID tags are defined through~SWID links that are part of the SWID

Iree special types of relationships thatiare uniquely defined in SWID tags: Softwareldg
at is for pre-installation data; a software patch and for supplemental tag data.

installation data attribute

hre is distributed from ‘@_software publisher, it is typically provided in a “pre-install
d includes an installation script. This type of distribution may be provided on remo
ough downloadegd-file. In these instances, there are often times a tag consumer will
pils about the software that is available to install. SWID tags identifying pre-instal

D patchlattribute

h4s being identified by a SWID tag, it shall include the attribute “patch” with the

ation
ecific

P may
ke up
ships

data

entity

ition”
vable
want
ation

of software ¢an be provided and are identified if the attribute corpus is set to true (see $.5.1).

value

rue (see 8 5 1)
T Srdriy

SWID tags included with patches shall include a link to the product or products (see 8.5.4) it patches as
well as links to any other patches to which the current patch may have a relationship. The relationships
(see 8.6.7) that may be used by a patch are as follows:

must use the rel value of “patches”;

may only be installable if the earlier patch is installed;

patches - every patch with a SWID tag must include a Link to the product(s) it patches and the link

requires - the new patch requires that the earlier patch be installed first. In this case, the new patch

supersedes - the new patch includes all files from an earlier patch. The new patch (that supersedes

the older patch) may be installed on its own, or after the earlier patch and either installation path
will result in the same resulting state of the software product that is being patched.

© ISO/IEC 2015 - All rights re

served


https://iecnorm.com/api/?name=4ede16686f2fe171988eacb6b611350c

ISO/IEC 19770-2:2015(E)

Patches that do not have either link with a relationship of supersedes or requires may be installed
independently of each other and in any order. Figure 1 provides an example of how the SWID tags for
patches work.

Patches,

N patch 1

Patches.

Supersedes

patches Q

Requires«Q
Software patches
Product /

Release

\

Patches.

N

Supersedes

Supersedes

N
S

|| Softwa@

S e;seded patch
&ant patch

Qﬁéure 1 — Representation of patch and product relationships

5.3.4 é@ supplemental attribute
A\

Supplemental tag data 15 data that 15 diTectly associated with a Specific software product’s primary
tag but, for various reasons, the data included in the supplemental tag is not included in the primary
SWID tag. SWID tag data may only be modified by the tagCreator; in other words, if a software creator
provides a primary SWID tag for their product, the software consumer who installs and manages
that software is not allowed to modify any data in the primary SWID tag. In this case, the software
tag consumer can create a supplemental tag that provides specific details for the primary SWID tag
they are referencing and they will set the attribute “supplemental” to the value of true (see 8.5.1). This
supplemental tag can then be deployed with the installation of the software, or added after the fact as
part of a device management process, or a software activation process.

Supplemental tags may also be provided by the tag creator to add additional information related to a
specific installation of a software title.

© ISO/IEC 2015 - All rights reserved 5
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6 Implementation of software identification tagging processes

6.1 General requirements and guidance

6.1.1 XML and XSD

The software identification tag file shall be defined as an XML data structure. The XML schema
definition (XSD) as specified in this revision may be downloaded from

http://standards.iso.org/iso/19770/-2/2015/schema.xsd

In anticipati
location alw

http://stand|

pn of possible defects which will be identified after publication, an alternative dow
hys with the latest defect-corrected version is

rds.iso.org/iso/19770/-2/2015-current/schema.xsd

6.1.2 SWI

A SWID tag
until the soft
should be av

products andl that the older schema can be located at standards.iso.org:

Tag produce
provide a SW

6.1.3 SWI

In instances
standard wi
same time t}
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In instances
when the pa
or when the
to be removg

Supplement3
between sof

D tags based on earlier revisions of this part of ISO/IEC 19770

(or tags) installed as part of a specific software product are assumed to continue to
ware components installed as part of that release are modified ify Some way. Tag consy
Fare that earlier versions of the XML schema definition (XSD).thay exist for older soft

I's and tag consumers who are creating tags based on thjs revision are not required t
/1D tag based on any older revisions.

D tag installation and removal

where a software product is installed on@ device, a software licensor conforming t
] ensure that a primary SWID tag is inclided on the installation media and installed
e software is installed.

ice.

where a patch is instalted; the patch will include a patch SWID tag that will be ins
fch is installed, and in-most cases should be removed when either the patch is uninst
product is uninstalled, or changed to a different release. The determination if a patch
d, or not, is based on additional data provided in the ownership attribute (8.6.3).

11 tags provided by the software publisher (which may be used to identify relation

that the sup

plemental-tags should be removed from a device when the software product is uninst

ware pradurcts) shall be managed in a manner similar to primary and patch SWID tags

nload

exist
mers
ware

b also

b this
ht the

are is uninstalled, or changed to a different release, the old SWID tags shall be removed

alled
alled,
tag is

ships
such
hlled.

As noted in $.X4 ctory
tree. It is exbec s J talled,
that the SWID tags assoc1ated W1th that apphcatlon (1nclud1ng prlmary, supplemental and patch tags)
are deleted as well.

) SWID tags re51de in the same dlrectory tree as the apphcatlons 1nsta11at10n dlre

6.1.4 SWID data storage and transmission

On devices with a file system, but no API defined to retrieve SWID tags, the SWID tag data shall be
stored in an XML file and shall be located on a device’s file system in a sub-directory named “swidtag”
(all lower case) that is located in the same file directory or sub-directory of the install location of the
software component with which they are installed. It is recommended, but not required, that the swidtag
directory is located at the top of the application installation directory tree. Any payload information
provided shall reference files using a relative path of the location where the SWID tag is stored.
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On devices that do not have a file system, the SWID tag data shall be stored in a data storage location
defined and managed by the platform provider for that device. SWID tag data stored in this manner
may be transmitted using an alternative format in specific use cases. This may include a computing
device that utilizes an API to store and retrieve SWID tag information and/or data-interchange formats
other than XML.

On devices that utilize both a file system for software installation as well as API access to the SWID
tag files, it is recommended that the SWID tag data be stored in the APl managed repository as well
as stored as a file on the system. This allows older discovery tools that may not utilize API support to
continue to be able to identify SWID tag files on a device.

Final 3, the SWID f::g data may alsa bhe accessible via a ”PT’ orother means (cnr‘h as usi g a common
information model, e.g. Reference [12]).

The platform provider may provide access to the software identification tag using methods that are
available through APIs, RPCs, command line interface, or other programmatic means.

6.1.5| Unique registration ID (regid)

6.1.5|1 Overview

Software identification tags may be created by different organizations and do not strictly require a
centrplized registration authority. Additionally, this part of 1SO/IEC 19770 allows entit]es to create
software identification tags for software components they,did not create (such as an prganization
creating software identification tags for their internal software discovery processes). To afcommodate
thesq requirements, this part of ISO/IEC 19770 uses @ regid. The regid provides a unjque naming
authqrity identifier.

6.1.5{2 Structure of regid

A reglid shall use a URI reference (see IETERFC 3986). Once an organization specifies a re¢gid for their
organization’s software, that regid shall\be used consistently for all software from the orggnization.

To enfsure interoperability, allow for-open source project support and third party tag conisistency, the
following recommendations should be applied when creating a regid.

— Unless otherwise required, the URI should utilize the http scheme.

el

F the http schemeTis used, the “http://” may be left off the regid string (a string wjithout a URI
cheme specified is defined to use the “http://” scheme).

(%)

— Unless othepwrise required, the URI should use an absolute-URI that includes an authority part, such
ds a domain name.

— To ensure consistency, the absolute-URI should use the minimum string required (for example,
ample.com should be used instead of www.example.com).

6.1.5.3 Examples of regid

A regid for a company that creates and sells software is expected to be the HTTP reference to that
company. So a regid for the Fabrikam Company is

“fabrikam.com”

A regid for an open source project called SampleProject that is hosted on soureceMyProject.net may be
one of the following:

sampleproject.sourcemyproject.net

or
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sourcemyproject.net/sampleproject

or

sourcemyproejct.net/?projectname=sampleproject

The appropriate regid to choose for the project is dependent on the default reference used by the hosting
site for the particular project.

6.1.6 Tag identifier

tag created. [It is recommended that tagld be a minimum of a 16 byte globally unique identifier(GUID),
but it may also be a string that is constructed by the tag provider or another globally unique‘value. If
a string construct is used, the tagld shall follow the restrictions for URI character use as specified in
IETF RFC 3986, characters. For more information on universally unique identifiers (of which a GUID is
one type of JUID), see Reference [2].

6.1.7 Unique software identification tag file name

SWID tag files may be located on the installation medium or on a device{where software has|been
installed. Thiere is no requirement to use different filenames that identify software in a pre-installation
state as compared to tags located on a computing device due to software being installed or discoyered.
The differenfe between SWID tags for software in a pre-installation:state and software that is installed
is that softwjare in a pre-installation state will have the attribute’ corpus set to true.

The followinig rules and recommendations shall be used when creating filenames.

Filenames should be restricted to use only the characters\isted in the Portable Filename Character Set
defined in IHEE 1003.1:2013, 3.278 to maximize interoperability between platforms. If this limitatfion is
too restrictiye, the tag creator shall ensure that the chiaracters used in the filename are valid chardcters
for all platfofms where their SWID tags may be stored on a file system.

SWID tag bdse filenames (i.e. the filenameswithout the .swidtag extension) shall be structured [to be
globally unique for the tag creator and product.

SWID tag cre¢ators may use differentapproaches to defining the base portion of the SWID tag filefjame;
however, if the filename aligns with the following structure, the filename will be unique for the prpduct
and recognizable by a system admiinistrator

<name of the tag creator> + <product name>.swidtag

The .swidtag file exterision shall be used for all software identification tags.

6.1.8 Software identification tag discovery

The primar) 1culu11 emrentis—thatthe-SWHB tas shalt-be-discoverable—andbe-able-toberead-on the
machine, distribution medium, and/or virtual environment on which the software package is installed
by a suitably privileged user and/or discovery process. This includes the ability to utilize SWID tag
information prior to software being installed to allow for capabilities such as validating installation
files prior to software being installed on a system.

6.1.9 Languages

This part of ISO/IEC 19770 recognizes that software creators produce software with builds that are
specific for a particular language while other software creators produce software with one build that
implements add-on “language packs”. However, this part of ISO/IEC 19770 does not require software
identification tags to recognize different language versions of the same product. Language information
will be more efficiently managed through the use of a supplemental tag where the supplemental tag
indicates specific language support and references the primary SWID tag.
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See Annex D for sample tags.

For encoding purposes, the use of UTF-8 (see Reference [15]) is the suggested methodology
identification tags created based on this part of ISO/IEC 19770 (see Reference [14]).

6.1.10 Authenticity of software identification tags

-2:2015(E)

for software

Authenticity of an SWID tag, for example, to validate that the tag collected during a discovery process
has not had specific elements of the tag altered, may be proven through the use of digital signatures

within the tag.

Signats AFe—-
as refjuired by any t
authdntication of the signer. If signatures are included in the software identification ‘ta|
folloy the W3C recommendation defining the XML signature syntax which providesimess
authdntication, as well as signer authentication services for data of any type.

ag producer to ensure that sections of a tag are not modified and/g

The W3C Recommendation, XML Signature Syntax, and Processing Version 1.1 should b
the gdanonicalization version 1.1 algorithm for digital signatures. Took providers shou
that Version 1.1 of the signing process is likely to have a signature corrupted if there ar
whitgspace within the signed elements of a SWID tag. This is primafily a consideration f
toolsfand systems. The recommendation is that at least one mastéryunaltered copy of each
retained in the tools database for signature validation purposes:

When a signature is utilized for a SWID tag, the signature’shall be an enveloped signa
digitdl signature shall include a timestamp provided by,a trusted timestamp server. Thi
shall |be provided using the XAdES-T form. Information on this form of timestamp can
Referjence [13]. The SWID tag shall also include theipublic signature for the signing entity.

The fequirement for a digitally signed SWID t@g is that a SWID tag consumer shall be a
the dpta encapsulated by the SWID tag to erisure that the digital signature was validated
certificate authority (CA), that the SWID.tag was signed during the validity period for tH
and that no signed data in the SWID tag has been modified. All of these validations sha
be adcomplished without requiring @ccess to an external network. If a SWID tag consur
validpte that the digital certificate has not been revoked, then it is expected that there will
an exfternal network or a data s@urce that can provide revocation information.

For
digit4

additional information‘on digital signatures, how they work and the minimum requ

6.1.1[1 File hash definitions

Ther
a var
does

e are multiple different file hash algorithms in use throughout the industry. These alg
iety of benefits and are used by a variety of different organizations. This part of IS
not inandate that one version of a hash algorithm be utilized. The following are con

can be used
r to provide

g, they shall

hge integrity

e used with
d be aware
e changes in
or discovery
SWID tag be

ure and the
s timestamp
be found in

ble to utilize
by a trusted
at signature
11 be able to
her needs to
be access to

irements for
| signatures used-for US Federal Government processing, please review Reference [6].

rithms have
D/IEC 19770
hmonly used

XML namiespace references for typical hash algorithms currently in use:

xmlns:MD5="http://www.w3.0rg/2001/04/xmldsig-more#md5”;
xmlns:SHA-1="http://www.w3.0rg/2000/09/xmldsig#shal”;

xmlns:SHA-224="http://www.w3.0org/2001/04/xmldsig-more#sha224”;

xmlns:SHA-256="http://www.w3.0rg/2001/04/xmlenc#sha256";

xmlns:SHA-384="http://www.w3.0org/2001/04/xmldsig-more#sha384”;
xmlns:SHA-512="http://www.w3.0rg/2001/04/xmlenc#sha512";

xmlns:RIPEMD-160="http://www.w3.0rg/2001/04/xmlenc#ripemd160”.
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Additional hash algorithms may be developed and used over time and organizations may use the
appropriate hash algorithm for their needs.

For security focused use, a minimum of the SHA-256 algorithm is recommended at the time of
publication for this part of ISO/IEC 19770. The minimum algorithm for hashes may change as new
algorithms are developed, validated, and programmatic libraries become available.

6.1.12 Use of standardized data types in XSD definition

There are a number of standardized types used in the software identification tag including specific
date/time entries that shall follow formats as specified in the W3C recommendation titled, “XML Schema

Part 2: Data
software ide
structure to

6.1.13 Usin

The evidenc
information
installed or

The Payload

ypes-Secord Edition' By using specific types as specified i the W3 € Tecommernd
ntification tags can utilize an automated validation step that allows a much more cons
the data provided.

g Evidence or Payload

ntion,
stent

b element (8.5.3) is similar to a payload element (8.5.6) in that these tiyo elements contain

about resources (files, execution processes, and other system settings) that m
liscovered on a device. There is a key difference between Evidence-and Payload.

element indicates the resources that may be installed on (@ device when the softw

installed. Dalta in this subclause can be used, for example, to determing-if files in a directory matg

files that we

The Evidend
tag, and for
Evidence ind

Fe designated as being installed with a software compeiient or software product.

e element is used by discovery tools that identify software that does not include a
which the tool creates a SWID tag based on“discovery data. In this case, the elg
icates what was discovered on the device, butit is not data that can be used to dete

if files matclh what a publisher specified since there was'no SWID tag to begin with. Evidence m|

provided by
may be used
SWID tag wi
will be analy
for the colle
provide that]
component ¢

6.1.14 Red

Software cy
organization
organization

In either cas
as the softw

systems that are discovering softwaredynhamically and providing the data to a serv
by a system to send data to a serverias evidence of what was found. In the case wh
th the evidence element included is.fprovided to the server, data from the evidence eler

y be

hre is
h the

SWID
ment
mine
Ay be
er, or
ere a
nents

rsed either manually or in an automated fashion and a SWID tag identified as appropriate

cted evidence. This SWID tag‘will be provided with the expectation that the serve
SWID tag back to the client to be placed on the device indicating that a specified soft
r product was identified by the discovery tool.

stributable software components

eators regularly develop software components that may be redistributed by
s. Redistribution is done through entitlements and may include, but is not limitg
s makingvedistributable libraries and organizations making OEM software.

e, specifics of what is included in the redistributable package (for example, who is
are creator and who is the tag creator) are agreed to by the parties involved and ar

r will
ware

other
bd to,

isted
e not

addressed i

this part or ISU/IEU 197 /70.

Once agreed, SWID tags that are distributed through redistributable software components may be
referenced just as any other SWID tag is referenced using the Link element. This allows, for example, a
language library that is redistributed by an operating system manufacturer to be distributed by a tool
provider with the tool including a “Link” element identifying a relationship to the library. See 8.5.4 for
more information on the Link element and Annex D for examples of how redistributable packages may
be referenced by a software product.

7 Platform requirements and guidance

The information contained within a software identification tag should be independent of the platform
on which the software component that the tag references is installed. A platform, for example an
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operating system, virtual environment, or application platform, should define processes to store and
retrieve these software identification tags efficiently.

Software identification tags may be managed using different methods depending on the options a
platform makes available for SWID tag management, as well as the options the software installation
process utilizes for SWID tag management. The options shown in Table 1 may exist for every platform
with the expectation that over time, more platforms and more software installation scripts will utilize

the more effective options for SWID tag management and reporting:

Table 1 — Platform guidance for access to SWID tags

1

Metl

ulu

D e
JTOUI llJ CIUII

Prod
Inter

(SWI

rammatic
face

D tag APIs)

A programmaticinterface allows application software to call an operating systen
to manage a SWID tag from a particular platform.

If a programmatic interface is supported and the platform supports the'coricept of
a SWID tag should still be stored as a file in the software applications program
(see 6.1.4) to ensure that tag consumers who rely on access to the files can still
tag data properly. The data provided in the SWID tag can additionally be stored in 4
location as specified and developed by the platform owner.

Using this approach, when an installation process uses‘the interface, additiona

level service

afile system,
file directory
rocess SWID
| data storage

information

can be tracked and retained for all software installed; patched, upgraded, and refnoved from a

system. Additional information that may be tracked-includes the following:

user id used to install or remove a software-Component;

whether the installation process was initiated from the local system or remo

installation instance id (if there is miere than one installation);
— location of the installed softwate;
— date and time software was iiistalled or removed from the device.

A programmatic interface ean also provide a more effective, robust, and effici
discovery process. Efficiengies may include the following:

— compressing all transmitted SWID tag data;
— transmitting SWID tag data only when the data changes;

— automatically'validating that all software on a device has an appropriate level g

tely;

ent software

fSWID tagas

defined by tag'consumer policy (for example, ensuring that all SWID tags are digitally signed);

— autematically validating if executable files are stored on a device, but are n
any SWAD tag package_footprint.

t included in

SWII
store
instal
catio

tag file
d with
lled appli-
h

When a SWID tag file is stored in the file system of an application, the SWID ta
located on the device’s file system in a sub-directory named “swidtag” (all low
is located in the same file directory or sub-directory of the install location of
component the SWID tag represents. It is recommended, but not required, tha
directory is located at the top of the application installation directory tree when

b file shall be
er case) that
the software
the swidtag
bver possible.

Any payload information provided must reference files using a relative path o

[ the location

where the SWID tag is stored.
EXAMPLE

If a program called Fabrikam Suite is installed on a device in the “c:\Program

Files\Fabrikam Suite” directory, the SWID tag will be located in the following directory:

C:\Program Files\Fabrikam Suite\swidtag

8 Elements

8.1

General

It is recommended that tag producers maintain a central repository of all software identification
tags created for all product releases. This repository can then be used to validate the uniqueness of
GUIDs (see ISO/IEC 19770-5, as well as the details for tagld in 8.5.1) and validate that other elements
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are normalized such as the roles; softwareCreator, tagCreator, and licensor. This part of ISO/IEC 19770
does not require an external registration agency for software identification tags, so it is up to each tag
producer to ensure each of their tags is unique.

Data values and types are defined in 8.5 and 8.6. The examples are specified in XML syntax with the
format that shall be used for software identification tag creation. The examples provide additional
insight as to what information is to be included within data values.

Data values (see 8.5) are XML elements of the Softwareldentity element that provide the specific
identification information about a software component. Data values include details such as the name of
the software component, the version, if the software component is a patch, etc.

Data types ($ee 8.6) are XML types utilized by the data elements and attributes.

8.2 Minimhum SWID tag data values required

Due to the thultiple use cases identified for SWID tag creation, the minimum data\requirements for
a SWID tag pre relatively sparse. The only values that are required for a SWID£ag to be consiglered
“valid” to mget the requirements of the XML schema shall be the following:

— Softwargldentity (8.5.1):
— nanfe;
— taglg;
— Entity (8.5.2):
— rolelof TagCreator (at a minimum);
— regid of TagCreator (at a minimum);
— nanje of TagCreator (at a minimum).

In addition, fhere are a number of SWID tag attributes in the Softwareldentity element that have default
values. Thesg include the following:

— Softwargldentity (8.5.1):
— Entity.regid - default value‘is http://invalid.unavailable;
— patdh - default value is'false;
— supplemental sdefault value is false;
— tagVersion=default value is 0;

— verdion’» default value is 0.0;

— versionScheme - default value is multipartnumeric.

These default values are specified so that if no value is included for these attributes, the SWID tag
is considered to be the first version of a primary tag and that the software product has the version
number of 0.0.

Although a SWID tag specifies only the software component name, the tagld and tagCreator is a valid
SWID tag file that does not mean that the information is sufficient for processes where SWID tags are
used. 8.3 provides details on which SWID tag data IT organizations will expect to see included in the
SWID tags they receive.
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8.3 Recommended SWID tag data values

Due to the various use cases that apply to a SWID tag, there are a number of data attributes that are
specified as optional because they may not be available in certain cases (for example, an organization
may not specify a version number for a product - it is unusual, but possible that this element will be
unspecified or unknown by a tool or service provider who may be creating a SWID tag for a software
product).

For most software products, however, the data elements specified below should be made available
whenever possible. This allows organizations to more completely automate their IT processes.

a) Softwareldentity (8.5.1):

name;

tagVersion;

tagld;

version;

) versionScheme;

b) Hntity (8.5.2):

name;

regid;

role (minimum requirement is that the tagCreator role is specified).
As well, the following data should be provided-whenever possible to assist in IT automation processes:
a) Yoftwareldentity (8.5.1):

patch (if this tag provides dataabout a patch);

supplemental (if this tag-provides supplemental information to another tag);
b) Hntity (8.5.2 whenever poessible, provide the softwareCreator and licensor role data as|well);
) eta (8.5.5);

product (thisis the product name only, not including the edition, colloquial version, or services
pack information).

If thg software specified in this SWID uses the following type of naming structures, they should be
provided\both for human usability and so that other IT systems can utilize the infgrmation for
autorpation purposes:

— edition;
— colloquialVersion;

— revision.
8.4 XML element and attribute names

8.4.1 Introduction

Software identification tag content shall be identified in accordance with the XML element and attribute
names specified in 8.5. This naming requirement ensures consistent interoperability of software
identification tag content, regardless of the creator or consumer of the tag data.
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Data values in the SWID tag may be structured as XML elements (which contain XML attributes), or XML
attributes (which contain the actual data values). The following convention for the left-hand column in
the tabular structures in 8.5 and 8.6 differentiates attributes and Elements.

Elements are Pascal-cased (ThislIsAnExample)
Attributes are camel-cased (anotherExamplelsLikeThis)
Additionally, required elements are shown in bold.

Unless specified otherwise, elements may be repeated as many times as required by the SWID tag
creator.

8.4.2 Addjtional attributes allowed
This part of [SO/IEC 19770-2 allows the following W3C attributes to be used for any element:

— lang - this attribute specifies the language of the string specified in the elementavhere it is spefified
as well gs defining the lang for all child elements unless specified otherwise,

— id - this| attribute provides a unique id for the element that is unique within the XML file. The id
attribute may be used for XML XPATH arguments, or for other XML precéssing as required by tool
vendors

— <namespace:any> - any other attribute can be included for an‘element if the attribute is ddfined
with a namespace. This allows vendors, customers and tools,to"include unique attributes that may
or may ot be generally known others in the market.

The above changes clarify the intent of the attributes thatiare available to use, includes the id attyjibute
and indicate|to all readers that any other attributes can be&'included if desired.

8.5 Data values

8.5.1 Softwareldentity

Element narpe Softwareldentity

Description Represents the rootelement specifying data about a software component.

NOTE A software product may be made up of one or multiple software components. Also,
Software components may be atomic, or may be made up of multiple components. Each
componentwill have its own SWID tag and only one Softwareldentity will exist for anyf one

component.
attribute Type Required/ Definition
or default
Element
Entity Entity An entry for Element that specifies the organizations
“tagCreator” is responsible for this SWID tag.
(see 8.5.2) .
required, all oth-
ers are optional
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Evidence ResourceCollection optional Element used to provide results from a scan
. of a system where software that does not
gr?(:{eEs t}f:ev;ii?icoen l;?{fer& have a SWID tag is discovered. This type of

Evidence to differentiate information is not provided by the soft-

it from Pavload: however ware creator and is instead created when a

it uses the}; o ,Resource-’ system is being scanned and the evidence

Collection };Ir)ld adds two for why software is believed to be installed

values d'ate and device on the device is provided in the Evidence

(see 8.5.3) element.

NOTE Evidence is the same as payload
with the exception that it also includes the
dateatrd-devicetheevidenreewas collected.
Link Link optional Element to reference any other ftem (can
(see 8.5.4) include details that are related fo the SWID
e tag such as details onwhefte sofftware down-
loads can be found,~yulnerabilitly database
associations, use‘tiights, etc.).
NOTE Thisis’modelled direct|y to match
the HTML{LINK] element; it is ¢ritical for
streamlining software discoverly scenarios
that thesé are kept consistent.
Meta SoftwareMeta optional Element that allows arbitrary kpy/value pair

(see 8.6.11) data related to this SWID.

The attributes shown below arg predefined
attributes to ensure common ugage across
the industry. The schema allow$ for any ad-
ditional attribute to be included in a SWID
tag, though it is recommended hat industry
norms for new attributes are ddfined and
followed to the degree possible

Paylqad ResourceCollection optional Element that specifies the itemg§ that may

NOTE Pavload referentes be installed on a device when the software

the section YPa load’td dif- is installed. Note that Payload r];ay be a su-

ferentiate it frg,m Evi,dence- perset of the items installed andl, depending
however. it utiiises the t é on optimization systems for a device, may

“Resour,ceCollection" yp or may not include every item that could be

' created or executed on a devicelwhen soft-

Payload ware is installed.

(see85.6) In general, payload will be used|to indicate
the files that may be installed with a soft-
ware product and will often be h superset of
those files (i.e. if a particular optional com-
ponent is not installed, the files|associated
with that component may be in¢luded in
payload, but not installed on th¢ device).

corpus Boolean false If set to true, this attribute specifies that
this SWID tag is a collection of information
that describes the pre-installation data of
software component.

patch Boolean false If set to true, this attribute describes a
product patch or modification to a different
software element.

media string optional ‘media’ provides a way to describe the

(Media) characteristics of the platform this SWID

tag applies to (see the [Link] element 8.5.4

‘media’ attribute).

© ISO/IEC 2015 - All rights reserved

15


https://iecnorm.com/api/?name=4ede16686f2fe171988eacb6b611350c

ISO/IEC 19770-2:2015(E)

name

String

required

This attribute provides the software compo-
nent name as it would typically be referenced.
For example, what would be seen in the add/
remove dialog on a Windows device, or what
is specified as the name of a packaged soft-
ware product or a patch identifier name on a
Linux device.

supplemental

Boolean

false

If set to true, this tag specifies supplemental
tag data that can be merged with primary
tag data to create a complete record of the
software information.

Supplemental tags will often be providdd at
install time and may be provided by.differ-
ent entities (such as the tag consumier, qr a
Value Added Reseller).

tagld

String

required

tagld shall be a globally unique identifigr and
should be assigned a GUID (see ISO/IEC 19770-
5 definition for GUID)(

The tagld provides a unique reference for the
specific product,version, edition, revisioh, etc.

If two tagld’s match and the tagCreator |s the
same, the'underlying products they represent
are expected to be the same. It is recommend-
ed that'if a software release is available for
multiple platforms, that each platform|have
its'own unique tagld. However, it's recoghized
that some existing development procgsses
may use the same tagld for the same release
that may be available on different platf¢rms.

This allows IT systems to identify if a soffware
item (for example, a patch) is installed simply
by referencing the specific tagld value yhich
is likely to be readily available in a soffware
inventory.

It is recommended, when possible, that a 16
byte GUID be used for this field; this proyides
global uniqueness withouta significant amount
of overhead for space.

If use of a 16 byte GUID is not possible, g text-

based globally unique ID may be constrycted,

this ID should include a unique naming authority

for the tagCreator and sufficient additfional

details that the tagld is unique for the| soft-

ware product, version, edition, revisiog, etc.
e

This would likely look as follows (+ isuded as
a string concatenation symbol):

regid + productName + version + edition +
revision + ...

16
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tagVersion

integer

The tagVersion indicates if a specific release
of a software product has more than one tag
that can represent that specific release. This
may be the case if a software tag producer
creates and releases an incorrect tag that
they subsequently want to fix, but with no
underlying changes to the product the SWID
tag represents. This could happen if, for ex-
ample, a patch is distributed that has a Link
reference that does not cover all the various
software releases it can patch. A newer SWID
tag for that patch can be generated and the

tagVersion value incrementedtd indicate that
the data is updated.

© ISO/IEC 2015 - All rights reserved
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xml

version string 0.0 Underlying development version for the soft-
ware component.
versionScheme VersionScheme multipartnumeric |Scheme used for the version number.
(see 8.6.13)
EXAMPLE
<Softwareldentity

xmlns=~"http://standards.iso.org/iso/19770/-2/2015/schema . xsd~"
xmlns:xsi=~"http:// wwww3.org/2001/XMLSchema-instance~"

xsi
nam
tag
ver
ver
An example
<?xml ver
<Software
xml]

xmli]

ver

cory
<Payload>
<File nam¢
SHA256:haf

<File nam¢

xmlfs:ds=~"http: w3.org/2 xmldsi
xmlps:SHA256=~"http://www.w3.org/2001/04 \%nc#sha256~"
xsi}schemalocation=~"http: ndards.i rg/iso/1 -2/2015/schema .xsd~"
nam¢=~"ACME System Protection~"’®$

tagld=~"iso-sid-app-acme-end oSht—protection—le—1—mp1~”
vergion=~"12.1.1~" \

schemalocation=~"http://standards.iso.org/iso/19770/-2/2015/ schema . xsd~" hSD
b=~"ACME System Protection~” q/
[d=~"1iso-sid-app-acme-endpoint-protection-vl12-1-mpl~" Qfl/
Eion=~"12.1.1~" Q/)\/\

bionScheme=~"multipartnumeric~"/>

fa corpus tag would look something like the following: Q/C)
bion=~"1.0~" encoding=~"utf-8~"2?> O\\
[dentity \%

hs=~"http://standards.iso.org/iso/19770/-2/2015/sche @xsd~”+
1S : xsi=~"http://www.w3.org/2001/XMLSchema- 1@§l

ance~"

bionScheme=~" multlp&}\‘{s—fumerlc~

NS

~"EPV12. caﬁ)' size=~"1024000~"
h—~”a31 c663ae7a6b6bc6787594057396e6b3£569cd50£d5ddbad1bbard2b6a~] />

bus=~"true~">

r”

ler.exe~" size=~"524012~"

SHA256:hagh <Z§5 e6c3£569cd50fdbddb4dlbbafd2bbac4l28c2dc663ae7abbbbc67875940573~( />
</Payload
</SoftwareIdentity>
8.5.2 Entity
Element Entity
name
Description |Specifies the organizations related to the software component referenced by this SWID tag.
attribute Type Required/ Definition
or default
Element
Meta Meta optional An open-ended collection of elements that
can be arbitrary metadata about an entity.
18 © ISO/IEC 2015 - All rights reserved
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name

string

required

The name of the organization claiming a
particular role in the SWID tag.

regid

String
(see 6.1.5)

http://invalid.unavailable

The regid of the organization. If the regid
is unknown, the value “http://invalid

.unavailable” is the default value (see Ref-
erence [4]) for more details on this value).

role

role
NMTOKEN
(see 8.6.10)

tagCreator role is required

The relationship between this organiza-
tion and this tag e.g. tag, softwareCreator,
licensor, tagCreator, etc.

Therole of tagCreator is required for every

SWID tag

Role may include any rolé-vfalue, but the
pre-defined roles include the following:

— aggregator;

— distributoy?

— licensor;

— softwareCreator;
— \tagCreator.

Other roles will be defined 4s the market
uses the SWID tags.

thumbprint

string

optional

If the SWID tag is signed, thi§ value pro-
vides a hexadecimal string that contains
a hash (or thumbprint) of thg entities
certificate. This allows the digital signa-
ture to be directly related to|the entity
specified. The SWID entity element that
includes thumbprint shall belincluded in
the signature for the relatiorjship to have
any validity.

EXAMPLE
<Enflity

Ijame=~

"Acme, Inc.~"”

egid=~" acme.coms”

ity

egid==fabrikam.com~"

o¥e=<"distributor~"/>

ole=~"softwareOreator licensor tagCreator~"/>

ame=~"FEabrikam, Inc.~"

© ISO/IEC 2015 - All rights reserved
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8.5.3 Evidence

Element name Evidence
(type ResourceCollection with two additional data elements)

Description Only one entry of the Evidence element may be included inside the Softwarelden-
tity Tag.

Evidence is very similar in structure to the Payload element with both Evidence and
Payload utilizing the ResourceCollection type (see 8.6.9). Evidence adds a date and
deviceld for when the evidence was collected.

This element is used to provide results from ascan ofa system where software that

P2 £ o 2 CIN TN oo o do 4Tl af a4 sidad it
o eShHotave-ao>vwip tagts cHSeoverea—TmsHtormatiortsHot }u OvViaear u_y T

software creator, but is instead created when a system is being scanned and‘thg¢
evidence for why software is believed to be installed on the device is provided in the
Evidence element.

SWID Tags that include the Evidence Element are based on the toolused and these
tags may be temporary (if the tag with evidence is provided back'to-the server and
a tool identified tag is subsequently installed back on the device), or permanent (if
the tag data is utilized to identify what the SWID tag should bein a more dynamic or
client centric manner).

attribute Type Required/ Definition
default
Element
date datetime optional Date and time the evidence was gathered.
deviceld string optional Identifier for the device the evidencg was
gathered from.
attributes frgm Resource-|ResourceCollection|optional Elements from the ResourceCollection
Collection (see 8.6.9) (8.6.9) shall be used when defining Pay-
load data.
EXAMPLE In this example, the following additional'namespaces have been added into the use of the KML

and hashes f¢r the files are identified using the namespace definitions below.

- xmlns:SHA256=~"http://www.w3.0org/2001/04/xmlenc#sha256~"

- xmlns:Mb5=~"http://www.w3.org/2001/04/xmldsig-more#md5~"

- xmlns:SHAl=~"http://www.w3.0rg/2000/09/xmldsig#shal~"

<Evidence|date=~"”201308-18T02:34Z~" deviceId=~"pcl23.corp.somecompany.com~" >

<File name=~"foo (txt~"

SHAR56:hash=
~”79f86d081884c7d65%a2feaalc55ad015a3bf4f1b2b0b822cdl15d6c15b0£00a08~"

MD5fthash=+4"098f6bcd4621d373cadedel832627b4f6~"
SHA] :hash=~"a9%4a8fe5ccbl9bab6lc4c0873d391e987982fbbd3~" />

</Evidence>

8.5.4 Link

Element name |Link

Description A reference to any another item (can include details that are related to the SWID tag such as
details on where software downloads can be found, vulnerability database associations, use
rights, etc).

NOTE This is modelled directly to match the HTML [LINK] element; it is critical for stream-
lining software discovery scenarios that these are kept consistent. See Reference [3].

attribute Type Required/ |Definition
or default
Element
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artifact string optional For installation media (rel="installationmedia”); dictates the ca-
nonical name for the target resource.
Items with the same artifact name shall be considered mirrors of
each other.

href anyURI required The link to the item being referenced

Notes:

The href can point to several different things and can be any of the
following:

— arelative uri (no scheme) - which is interpreted depending on

£ Lo g S ldar /oo laanntal oo dea g )
CoTeCceC 5/ ToTaCT/ Sup preacrear Sy ratag

— aphysical file location with any system-acceptable URI scheme
(e.g. file:// http:// https:// ftp:// ... etc

— aURIwith “swid:...” as the scheme, which efers to pnother swid
by tagld. This URI would need to be resolved in the dontext of the
system by software that can lookup/other swidtags|( e.g., “swid:
2df9de35-0aff-4a86-ace6-f7ddddLade4c” )

— a URI with “swidpath:...”, 4s the scheme , whicH contains an
XPATH query. This URI wouldsieed to be resolved in fhe context of
the system by software that\can lookup other swidtags and select
the appropriate one based on an XPATH query. Examples:

— swidpath://Softwareldentity[ Entity/@regid="h{tp://contoso
.com’] would retrieveall swidtags that had an entity wlere the regid
was Contoso

— swidpatht//Softwareldentity[Meta/@persistent]d="b0c55172
-38e9-4€36-be86-92206ad8eddb’] would retrieve swidtags that
matched a specific persistentld.

See W3C Recommendation, XML Path Language (XPath) 2.0 (Second
Edition).

DMTF Specification, CIM operations dver HTTP
(http://www.dmtf.org/sites/default/files/standardsfdocuments/
DSP200.html)

World Wide Web Consortium references

Only one href attribute is allowed per Link element; however, multiple
Link elements can be included to reference multiple URI’s.
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media string optional An expression that the document evaluator can use to determine if
(Media) the target of the link is applicable to the current platform (the host

environment).
Used as an optimization hint to notify a system that it can ignore
something when it’s not likely to be used.
8.7 The format of this string is modelled upon the W3C
Recommendation, Media Queries [DMTF References
DMTF Specification, CIM operations over HTTP
(http://www.dmtf.org/sites/default/files/standards/documents/
DSP200.html)
‘V‘V’Ul ld ‘VAV7iC‘lC ‘VAV,C]IJ CUIIDUI tiulll I CfCl CJll\,!::b]2
This is one or more EXPRESSIONs where the items are connedted
with an OPERATOR:
media="EXPRESSION [[OPERATOR] [EXPRESSION]...})
EXPRESSION is processed case-insensitive and defined either|:
(ENVIRONMENT)
indicates the presence of the environment
or
([PREFIX-]JENVIRONMENT.ATTRIBUTE:VALUE)
indicates a comparison of an-attribute of the environment.
ENVIRONMENT is a textidentifier that specifies any softwarg,
hardware feature, oraspect of the system the software is intgnded
torun in.
Common ENVIRONMENTS include (but not limited to) the folloying:
— linux;
— windows;
— _java;
—" powershell;
— ios;
— chipset;
— peripheral.
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media

string
(Media)

optional

ATTRIBUTE is a property of an ENVIRONMENT with a specific
value.

Common attributes include (but not limited to) the following:
— version;

— vendor;

— architecture.

PREFIX is defined as one of the following:

— MIN # property has a minimum value of VALUE;

—MAX—#property has amaximmurnr vatue of VAESE.if a PREFIX

is not provided, then the property shall equal VALUE
OPERATOR is defined of one of the following:

— AND;

— NOT.

Examples:

media="(windows)”

# applies to only systems thatidentify themselves as [Windows’
media="(windows) not (windows.architecture:x64)”
# applies to only systems that identify

# themselves asswindows and are not for an x64 cpu
media="(windows) and (min-windows.version:6.1)”
# appliés'to systems that identify themselves as

# windows and at least version 6.1

media="(linux) and (linux.vendor:redhat) and (min-lipux.
Kernelversion:3.0)”

# applies to systems that identify themselves as
# linux, made by redhat and with a kernel version of 3t least 3.0
media="(freebsd) and (min-freebsd.kernelversion:6.6))”
# applies to systems that identify themselves as
# freebsd, with a kernel version of at least 6.6

media="(powershell) and (min-powershell.version:3.()"

# applies to systems that have powershell 3.0 or greafer

Properties are expected to be able to be resolved by the host envi-
ronment without having to do significant computatio

owndrship

Ownership
(see 8.6.4)

optional

Determines the relative strength of ownership of the {arget piece
of software.

rel

NMTOKEN
(see Rel
8.6.7)

required

The relationship between this SWID and the target file.

Relationships can be identified by referencing the IANA Link Relations
registration library, see Reference [7].
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type string optional The IANA MediaType for the target href; this provides the SWID tag
(Medi- consumer an indicator of the resource type being referenced.
alype) See Reference [8] for more details on link type.

use Use optional Determines if the target software is a hard requirement.
(see 8.7.7)

EXAMPLE

<Link

rel=~"component~"

href=~"swid:iso-sid-cmp-acme-endpoint-protection-manager-vl2-1-mpl~"

use=~{required~” hSD
ownerghip=~"private~"/> (ﬁp
v
Example of referenced installation items with artifact. Each refe e with
the same frtifact value is considered an alternative location t cess the

installatjon files. The example below contains two different indkallation
options. C)

<!-- link|to installation media. items with same ‘artifact&> re alternate
locations|for the same thing-->

<Link relf~"”installationmedia~” media=~" (windows)
x64)~" arfifact=~"windows-installer-x64~" href=~"htt
webserver-2)2-x64 .msi~" /> 0

<Link relf~"”installationmedia~" media=~”(windov@ and (windows.architecture:

x64)~" artifact=~"windows-installer-x64~" hr;i\%~”http:ZZmirror.fabrikam.comZdownloai_s[

webserver-22-x64 .msi~" />

<Link relf¥~”installationmedia~"” media=~" QI)IdOWS) and (windows.architecture:
x64)~" artifact=~"windows-installer-x64A” href=~"http://downloads.contoso.com/
downloads/webserver-2.2-x64 .msi~" /> .\Q)

N\

O

<!-- link|to installation media\bitems with same ‘artifact’ are alternate
locations|for the same thing—‘\

<Link rel=:~”installationmedigg” media=~" (windows) and (windows.architecture:
x86)~" ar :ifact=~”window@ir{stallerd’ href=~"http://fabrikam.com/downloads/webservef-2
.2.msi~" [> O

<Link rel=:~”insta5§ggnmedia~” media=~" (windows) and (windows.architecture:

G
N

x86)~" artifact=~" dows-installer~” href=~"http://mirror.fabrikam.com/downloads/

webserver-2| 2 .msi~

x86)~" arti =~"windows-installer~” href=~"http://downloads.contoso.com/downloads/

<Link rel=~%‘§allationmedia~” media=~" (windows) and (windows.architecture:
webserver-2| 2 wisi~" />
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8.5.5 Meta

Element name Meta
(type SoftwareMeta see 8.6.11)

Description An open-ended collection of key/value data related to this SWID.

Meta, when used in the Softwareldentity scope allows for the use of the attributes specified
in the SoftwareMeta type and will allow for any additional attributes regardless if they are
defined in this standard/XSD, or not.

This gives a flexibility to the tagCreator to include additional meta data as required.

NOTE The processContents declaration for additional Meta attributes is defined as lax.

Jttribute Type Required/ Definition
or default
Element
<anyp per definition optional Additional attributes that have beew defined in their

own namespace. This allows the-the Meta values that
can be defined to be extended by the tag creator.

attrilputes from SoftwareMeta optional Attributes from the SofwareMeta (8.6.11) afe pre-de-
SoftwWareMeta fined for normalization purposes when this|element is
used within the scope/of the Softwareldentify Element.
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8.5.6 Payload

Element name Payload
(type ResourceCollection)

Description Only one entry of the Evidence element may be included inside the Softwarelden-
tity Tag.

The items that may be installed on a device when the software is installed. Note
that Payload may be a superset of the items installed and, depending on optimiza-
tion systems for a device, may or may not include every item that could be created
or executed on a device when software is installed.

Lo g aaral pnyl ad aall bao oo ditaindicata o £11 Q-Lﬂo-mnyl-. actall ,-l.."'o--l
Hreererabpavtoad e iHbewsedtoindieste the Hesthatay bednstated-wit
a software product and will often be a superset of those files (i.e. if a particular
optional component is not installed, the files associated with that componeéntimay

be included in payload, but not installed on the device).

attijibute Type Required/ Definition
br default
Element
attributes fr¢m Resource- |ResourceCollection optional Elements from the Resourcg-
Collection Collection (8.6.9) shall be uged
(see 8.6.9) whendefining Payload data

EXAMPLE In this example, the following additional namespaces have been/added into the use of the KML
and hashes fgr the files are identified using the namespace definitions below:

- xmlns:SHA256=~"http://www.w3.0rg/2001/04/xmlenc#sha256~~

- xmlns:Mb5=~"http://www.w3.org/2001/04/xmldsig-more#md5~"
-xmlns:SHAl=~"http://www.w3.0rg/2000/09/xmldsig#shal~"

<Payload>
<File fhame=~"foo.txt~"
size=10354

SHA25¢:hash=
~”9f86d081884c7d65%a2feaalc55ad01%aB3bf4f1b2b0b822cd15d6c15b0£00a08~"

MD5 :hfsh=~"098f6bcd4621d373cadede832627b4f6~"
SHAl:hash=~"a9%4a8fe5cchl9ba61c4c0873d391e987982£fbbd3~" />
</Payload

8.6 Type pnd attribute.definitions

8.6.1 Dirdctory

Name Directory

Data type Complex type
Extension of FileSystemItem (see 8.6.3)

Definition Provides the ability to apply a directory structure to the files defined in a Payload or Evi-
dence element.
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Defined values |Value Type Meaning
Directory Directory (see 8.6.1) |Directory element allows one or more directories
to be defined in the file structure.
File File (see 8.6.2) File element that allows one or more files to be

specified for a given location.

attributes from|FileSystemItem|Additional Meta data about a file.
FileSystemltem (see 8.6.3)

EXAMPLE The following example are created for a Microsoft windows platform, however, the same ap-
proach can be used on any platform. In the case where a system variable exists for “known” directories, those
variables can be used, in other instances, environment variables may be used.

In th¢ following example if %programdata% references c:\programdata, both of the examples helaw will refer-
ence fhe following file:

c:\prpgramdata\printerco\printermodel\colordriver.dll
<Payload>

<Directory root=~"%programdata%~"” name=~"printerco~">
<Qirectory name=~"printermodel~">
File name=~"colordriver.dll~"” size=~"234824~"

JHA256:hash=
~"”146a46b8d7645ec498d5efc02£53e3f5e1df1710796db4elb071108f654bal2a~" /

</ADirectory>
</Qirectory>
</Pgdyload>
-or-
<Payload>
<Difectory root=~"%programdatas~"=
<Directory name=~"printerco~"X
<Jirectory name=~"printermodel~">
File name=~"colordrivépr.dll~" size=~"234824~"

SHA256:hash=
~"146a46b8d7645ec498d5efc02£53e3f5e1df1710796db4e2b071108f654bal2a~" /

/Directory>
</Directory>

</Qirectors>

</Pgyload=>

8.6.2| “File

Name File

Data type Complex Type
Extension of FileSystemItem (see 8.6.3)

Definition Provides file information that can be used for a variety of IT requirements including vali-
dating files, identifying if files exist, and associating files with an application. Can be used
for Evidence and/or Payload data.
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Defined values

Value Type Meaning

name string (required) The filename without any path characters.
size integer The file size in bytes.

version string If available, the version of the file.
attributes from|FileSystemItem|Additional Meta data about a file.
FileSystemItem (see 8.6.3)

EXAMPLE

Files are also expected to include a hash value that provides different levels of confidence that
if the filename, file size and file hash code all match, then the file has not been modified in any fashion. These
hash values are provided by including additional attributes and using specific namespaces to define the algo-
rithm type. The following example provides details on how additional attributes and different hash values look

<File nam

size=10354

SHA25¢:hash=
~”9f86d08

MD5:h

like when indluded in the SWID tag file:

p=~""foo.txt~"

| 884c7d65%a2feaalc55ad015a3bf4f1b2b0b822cd15d6cl5b0£00a08~Y
hsh=~"098f6bcd4621d373caded4e832627b4£f6~"
SHAl:hash=~"a9%4a8fe5ccbl9ba6lc4c0873d391e987982fbbd3~" />

8.6.3 FileSystemltem

Name FileSystemltem

Data type Complex Type

Definition Provides specific attributes for Directory and File, as well as allowing for any values to|be
used to extend the attributes (such as a variety of hash values, even hash values that have
not yet been defined).

28
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Defined values |Value

Type

Meaning

key

boolean

A true value indicates that the directory is considered
important or required for the use of a software compo-
nent. Typical key directories would be those which, if not
available on a system, would cause the software not to
execute.

Key directories will typically be used to validate that soft-
ware referenced by the SWID tag is actually installed on a
specific computing device.

location

string

The directory or location where a file was found or can

prprfpd17\hp]nrnfpd

name

String

The name of the filename or directory withoyt any path
characters.

root

string

A system-specific root folder that the ‘l6cation’ attribute
is an offset from. If this is not specifiéd the assumption

is the ‘root’ is the same folder,ds\the location ¢f the SWID
tag, or is the directory specified by an enclosing “Directo-
ry” SWID tag element.

<any>

<any>

Additional values areallowed so that SWID t4g producers
can extend the rolesthéy allow.

NOTE <any> is-based on the fact that Meta is the base
for FileSystemItem.

ence fhe following file:

<Payload>

</|Directory>
</Directory>
</Payload>
-or

<Paylead>

EXAMPLE The following examples are created for a Microseft windows platform; however, the same ap-
proa¢h can be used on any platform. In the case where a system variable exists for “known” directpries, those
variapbles can be used, in other instances, environment vatiables may be used.

In the following example if %programdata% references,e:\programdata, both of the examples belgw will refer-

c:\grogramdata\printerco\printermodel\colordriver.dll

<Directory root="%programdata%” name="printerco”>

<Ipirectory name="printermodel’>
4File name="colordriver.dl/* size="234824"
SJHA256:hash="186a46b8d7645ec498d5efc02f53e3f5e1df1710796db4e2b071108f654ba02a” |/>

</Directory>
</Directory>

</Directory>

</Payload>

<Directory name="printerco”>

<Dlreetoryrroot="%proaramdatads”
ectoryooe+t eprogiiiadta7o

<Directory name="printermodel”>
<File name="colordriver.dll” size="234824"
SHA256:hash="186a46b8d7645ec498d5efc02f53e3f5e1df1710796db4e2b071108f654ba02a” />
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8.6.4 Ownership

Name Ownership (enumerated values)
Data type NMTOKEN
Definition Specifies how an entity relates to this SWID tag. See 8.5.4 for an example of how this type
is used.
Defined values |Enumerationva-|Meaning
lues
abandon Ifthe item referenced by this SWID tagis uninstalled, then leave the [Link]'d
software installed.
private If the item referenced by this SWID tag is uninstalled, then the JLink]'d
software should be removed too.
shared If the item referenced by this SWID tag is uninstalled, then the [Link]'d
software should be removed if no other software item is sharing it.
EXAMPLE
<Link
relf~"component~"
href=~"swid:iso-sid-cmp-acme-endpoint-protection-manager-vl2-1-mpl~"
usef~"required~”
owng¢rship=~"private~"/>
8.6.5 NMTOKEN and NMTOKENS
NMTOKEN gnd NMTOKENS are XML types as defined in*‘W3C Recommendation, XML Schema Phrt 2:
Datatypes (§econd Edition)
DMTF Sperification, CIM operations over_ HTTP (http://www.dmtf.org/sites/default/files/
standards/dpcuments/DSP200.html) World Wide Web Consortium references.
NMTOKEN is a string value or “token” made up of a limited set of specified ASCII charactery and
NMTOKENS is a set of values or “tokens®separated by the ASCII space (#0x20) character. See theg W3C
Recommendption for further details,
8.6.6 Progess
Name Process
Data type ComplexType
Definition Provides process information for data that will show up in a devices process table.
Defined valyes (fValue Type Meaning
name string The process name as it will be found in the devices processitable.
(required)
pid integer The process ID for the executing process; note that this
(optional) will typically only be provided when the Process element
p is included as part of Evidence.
8.6.7 Rel
Name rel (enumerated values)
Data type NMTOKEN
Definition Specifies how the target of a [Link] relates to this SWID.
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Defined values |Value Meaning
ancestor Refers to a SWID tag defining an ancestor of this software; used for
upgrades.
component A component of this product.
feature A feature is a way of describing part of a software product that can
be enabled or disabled separately without necessarily modifying any
physical files.
installationmedia A [Link] to the installation media used to install the software identi-
fied in this SWID tag.
packageinstaller A tool or individual is required to install a software package refer-
enced in the [Link].
Defined values |parent A reference to the SWID tag that [Link] is the parent te this SWID tag.
patches A reference to the product(s) a patch is applied.to.
requires An additional software installation is required for the tifle referred
to in this SWID tag to function properly The additional spftware is
may, or may not be managed by the samge group or orgarfization as
the one creating this SWID tag (examplé: C/C++ runtimes, virtual
machines, etc).
If the Softwareldentity.patch.is set to true, using a rel with requires
indicates that this patch requires another patch to be ingtalled first.
see-also Other pieces of software that may relate to the software|identified in
this SWID tag. These can'be add-ons or other extensions that may be
of interest to the usef/administrator of the device.
supersedes This rel value isiséd with Softwareldentity.patch is equal to true
and specifiesithe linkage to other patches that this patcH supersedes.
supplemental Additional information that represents *this* SWID. This may be
used toprovide additional information for a software prjoduct such
as the purpose for the installation that can provide a hint to compli-
ance managers.
<any> Additional relationships can be used and identified by rgferencing
Reference [7].
8.6.8] Resource
Namgp Resoufece
Data|type Complex Type
Defipition A'container that can be used to provide arbitrary resource information about ah application
installed on a device, or evidence collected from a device.
Defined values’ |Value Type Meaning
type string The type of the resource could be information such as
(required) registrykey, port, rootUrl], etc. T
<any> <any> Resource allows any attributes to be included in the
SWID tag.
8.6.9 ResourceCollection
Name ResourceCollection
Data type Complex Type
Definition This type is used by Payload to provide details on what may be installed on a device and by
Evidence to indicate what an inventory process discovered on a device.
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Defined values |Value Type Meaning
Directory Directory Directory element allows one or more directories to be
(see 8.6.1) defined in the file structure.
File File Files that are included as part of the installation.
(see 8.6.2)
Process Process Processes that may be found on the device.
(see 8.6.6)
Resource Resource Additional generic resources that may be included as part
fsee-B-6:8) of the installation (/dev entries, registry settings, etc.).

8.6.10 Rolg

Attribute role

Data type NMTOKENS

Definition Specifies how an entity relates to this SWID tag.
NOTE Pre-defined values are recommended for use, but it is €xpected that new roles may
be required as market needs change. This type includes the ability to define additional [val-
ues as required.

Defined valyes |Value Meaning

aggregator An organization or system that encapsulates software from their jown
and/or other organizationsinto a different distribution process (3s in
the case of virtualization); of as a completed system to accomplish a

specific task (as in thecase of a value added reseller).

distributor An entity that furthers the marketing, selling and/or distribution|of
software from the'original place of manufacture to the ultimate ufser
without modifying the software, its packaging or its labelling.

licensor Software licensor (see ISO/IEC 19770-5)

softwareCreator Software creator (see ISO/IEC 19770-5)

tagCreator Tag(creator (see ISO/IEC 19770-5)

<any> Additional values are allowed so that SWID tag producers can extend

the roles they allow.

8.6.11 SoftwareMeta

Element name SoftwareMeta

—

D.

The attributes shown below are predefined attributes to ensure common usage
across the industry. The schema allows for any additional attribute to be included

ina SWID fng’ fhnngh itisrecommended that inﬂncfry norms for new attribufles

are defined and followed to the degree possible.

Description SoftwareMeta is an open-ended collection of key/value data related to this SW

NOTE The processContents declaration for additional SoftwareMeta attributes is
defined as lax.

attribute Type Required/ Definition

or default

Element

activationStatus string optional Identification of the activation status of this soft-

ware title (e.g. Trial, Serialized, Licensed, Unlicensed,
etc.). Typically, this is used in supplemental tags.

channelType string optional Provides information on which channel this soft-
ware was targeted for (e.g. Volume, Retail, OEM,
Academic, etc.). Typically this is used in supplemen-
tal tags.
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colloquialVersion

string

optional

The informal or colloquial version of the product
(i.e. 2013). Note that this version may be the same
through multiple releases of a software product
where the version specified in SoftwareEntity is
much more specific and will change for each soft-
ware release.

Note that this representation of version is typically

used to identify a group of specific software releases
that are part of the same release/support infrastruc-
ture (i.e. Fabrikam Office 2013). This version is used

for string comparisons only and is not compared

ne via the

ol 1. loi 1 Ll -
U DT dIrTdadlliICTl Ul IdlCTl 1TTITdAdOST LLllﬂL 15

SoftwareEntity version).

desc

iption

string

optional

Alonger, detailed description of thesoftfjware. This
description can be multiple sentences (differentiated
from “summary” which is awery short, gne-sentence

description).

editi

string

optional

The variation of the product (Extended,
Professional, Standard, etc.).

Enterprise,

entit

ementDataRequired

boolean

optional

An indicator to determine if there shoul

companyingproof of entitlement when g software

license regenciliation is completed.

l be ac-

entit

ementKey

string

optional

A vender-specific textual key that can b
reconéile the validity of an entitlement
nunber, product or license key).

b used to
le.g. serial

gene

ator

string

optional

The name of the software tool that created a SWID

tag. This element is typically used if tag

on the fly, or based on a catalogue based analysis for

data found on a computing device.

are created

persi

stentld

string

optional

A GUID used to represent products insfalled where

the products are related, but may be di
versions.

fferent

prod

ict

string

optional

The base name of the product (e.g. Offic
Suites, Websphere, etc).

b, Creative

prod

ictFamily

string

optional

The overall product family this softwar¢ belongs to.

Product family is not used to identify th

is part of a suite, but is instead used when a set of
products that are all related may be insflalled on

multiple different devices.

For example, an Enterprise backup syst¢m may
consist of a backup server, multiple diffgrent backup

systems that support mail servers, data

ERP systems as well as individual softwpre items

that backup client devices. In this case a

fitlacthot o ot AL A o nlrii oyt n)

ht a product

bases and

Ill software

tides-thatare partefthe backupsyster would

have the same productFamily name so they can be

grouped together in reporting systems.
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revision

string

optional

The informal or colloquial representation of the
sub-version of the given product (e.g. SP1, R2, RC1,
Beta 2, etc.). Note that the Softwareldentity.version
will provide very exact version details, the revision
is intended for use in environments where reporting
on the informal or colloquial representation of the
software is important (for example - if for a certain
business process, an organization recognizes that it
must have ServicePack 1 or later of a specific prod-
uct installed on all devices, they can use the revision
data value to quickly identify any devices that do not

meet this requirement).

Depending on how a software organizations disf

tributes revisions, this value could be specified
primary (if distributed as an upgrade) or supple
tal (if distributed as a patch) SWID tag.

na
men-

summary

string optional

A short (one-sentence) descriptiofi of'the softw3

re.

unspscCode

string optional

An 8 digit code that provides UNSPSC classificat
of the software product this SWID tag identifieg
more information, see Reference [5].

ion
. For

unspscVersid

n string optional

The version of the UNSPSC code used to define t
UNSPSC code value.\For more information, see R
ence [5].

he
efer-

<any>

per definition|optional

Additional attkibutes that have been defined in {
own namespace. This allows the Meta values th

can be defined to be extended by the tag creator.

heir
ht

NOTE One
cess is referr]
one example

Fepresentation of a persistentld values is throughthe use of what, in a windows installation p

pd to as an upgradeCode - http://msdn.microsoft:eom/en-us/library/aa372375(v=vs.85).asp3

of the use of this value.

K ds

<Meta
produ¢t=~"0ffice~"
editipn=~"Professional~"
colloguilVersion=~"2013~"
revisjion=~"SP1~"/>
8.6.12 Use
Name Use (enuinherated values)
Data type NMTOKEN
Definition Rrovides additional hints on when software identified in a [Link] should be installed.
Defined vallres Eunumerated Meaning
values
required The [Link]'d software is absolutely required for an operation software
installation.
recommended Not absolutely required; the [Link]'d software is installed unless spec-
ified otherwise.
optional Not absolutely required; the [Link]'d software is installed only when
specified.
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8.6.13 VersionScheme

Name VersionScheme (enumerated values)
Data type string
Definition VersionScheme provides the types of version schemas that are represented in the ver-
sion values.
Defined values |Value Meaning
multipartnumeric Numbers separated by dots, where the numbers are inter-
preted as integers (e.g. 1.2.3, 1.4.5, 1.2.3.4.5.6.7).
multipartnumeric+suffix Numbers separated by dots, where the numbers are in-
terpreted as integers with an additional string shiffix (i.e.
1.2.3a).
alphanumeric Strictly a string, sorting is done alphanumerically.
decimal A floating point number (e.g. 1.25 is lessthan 1.3).
semver Follows the semver.org specification.
unknown Other unknown version scheme;no attempt shojild be made
to order versions of this type.
<any> Other version schemes that may be generally knpwn in the
market.
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Annex A
(informative)

XSD changes between revisions

A.1 Overview

The XSD definition for SWID tags was significantly changed between the first publication of this’pprt of
ISO/IEC 197§0 in 2009 and this revision. There are a number of reasons for these changes, but they can
be grouped into the following three areas:

— data mahagement and efficiency;
— market yise and feedback;
— market &doption.

Each of thes¢ areas will be summarized in the clauses below.

During the development of this version of this part of ISO/IEC 19770, multiple approaches to manpging
the transitiqn to the new XSD were analysed. During this andlysis, it became obvious that ex]sting
software thqt was released with SWID tags defined by the original 2009 version of the XSD continjue to
use the sam¢ tags without change due to the fact that there would be no need to change the SWII) data
for existing released software. Additionally, tools and processes that are used for software discpvery
procedures will be able to identify that an older XSBystructure is in use and will be able to ytilize
the SWID data from the older SWID tags. Since SWID tags are not typically modified until soffjware
is updated dr patched, it will be important for toels that discover SWID tags to recognize that fthere
may be different versions of the SWID data stiuetures that could be in use at any time. For examiple, a
software prgduct released with a SWID tag pased on the 2009 version of this part of ISO/IEC 1977 will
continue usipng the 2009 version of the SWID tag structure and may also include a later patch rdlease
that utilizes [the revised version of the:standard.

Software products released with SWID tags using this revision of the SWID Tag schema shall not include
duplicate tags that follow an easlier revision of this standard.

Additionally| tools that creaté SWID tags will very easily be able to adopt the new, more efficienf XSD
data structufre and will have expanded abilities to add value to the SWID tags their customer’s utilize.
These tools yill not bexéxpected to create multiple different SWID tag structures rather, they only|need
to create ong versionef a SWID tag and they can then upgrade the version of the XSD they use as mjarket
conditions ifdicdtethat the tool needs to create a newer version of the SWID tag.

A.2 Data management and efficiency

The 2009 version of the SWID XSD was not optimized for efficiency of managing or interpreting SWID
tag data, nor was it designed to provide the smallest memory footprint. These issues may not be critical
problems for smaller software creators or tool providers. However, they do have a major impact on tools
and software creators focused on the enterprise market and those organizations focused on providing
support for the Internet of Things (IoT).

This revision addresses these issues by consolidating data values that were previously separate
elements in the 2009 version into XML attributes, as well as removing information that would be
common to all SWID tags created by the software creator, further reducing the size of the SWID tag.

The use of the new element and attribute structure also allows for much more efficient processing of
the SWID tag data when used for IT processes.
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A.3 Market use and feedback

Numerous tag creation tools and software creators have included SWID tags in their tools and
processes. In most cases, the process is either automated or automation is desired. This means that
implementing a new or upgraded tool is quite easy with very limited impact on processes or testing.
The general feedback has been that as long as the inputs for the existing tool will work as inputs to any
new tool, the overall change should be very low cost and easy to manage.

Additionally, there are third party tools that can be used to generate SWID tags for software currently
installed on a device, as well as software recognition libraries that may not be able to provide all the
minimum values specified in the older version of the XSD. The organizations managing these products
and librarteshave-indicatedadesiretoereate—confor 1111115 SYWHD tasa even 1f, for CAalAllJ} they do not
have every piece of data to specify all mandatory elements specified in the 2009 version‘of| the XSD.

Final

custgmers properly identify the exact software that is installed on a device. When, utilizing
XSD
that peeded to be addressed, three of which are identified below (and which are properly
this yersion of this part of ISO/IEC 19770).

y, there has been very strong support from software creators to include SWID, tags

tructure for testing and modelling exercises, it became clear that there\wére a num

To support SWID tags effectively and efficiently, software credtdrs should include th
dreate (and optionally digitally sign) SWID tags as an automated sub-process during
huild process. One impact of this requirement that certain data values required by the
df the XSD may not be available to be provided automatically at the point in the so
fdrocess that it needs to be executed (for example, if an entitlement is required or not).

Some software relationships deployed by softwafe ereators require more flexibility tc
dependencies. These relationships may require.logical operators such as a requiren
spftware uses version X.Y or newer of a specified product (e.g. version 2X.Y).

A tremendous number of versioning strategies in use for software available today. Th
spftware products that do notinclude aversion. Thisissue required a differentapproach
version details because the 2009 version of the XSD was limited to using one to four iy

to help their
the previous
ber of issues
managed in

e process to
the software
009 version
ftware build

identify the
ent that the

bre are some
tomanaging
teger values

fpr a version number.

Thes¢ and other issues that are;directly related to market feedback from organizatioms who have
implgmented the 2009 version*of this part of ISO/IEC 19770, along with testing and data modelling
effor{s that have been undertaken by organizations interested in supporting SWID tags, ar¢ the reasons
for miking the changes.to'the XSD structure.

A.4 |Market adoption

Software creators and discovery tool providers have a strong interest in being able to lemonstrate

clear|business cases for the provision of SWID tags by software creators. The more organjizations that
suppprtSWID tags, the more value those tags provide to the whole market. There are a number of areas
wher ' Tti ; g irimterest in other

market segments in adopting SWID tags.

A good example of this additional value is the ability for SWID tags to specify additional software that is
related to software titles currently installed on a device. This could include details such as plug-ins that
are available for an image editing or browser software product. For open source titles, the details could
be the various options that may be available for a desktop management software product.

Providing additional reasons for software creators to include SWID tags provides an incentive to adopt
this part of ISO/IEC 19770 more quickly and the value to the market increases dramatically.
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A.5 Conclusion

There are quite a number of benefits to making significant XSD changes in this revision of this part of
ISO/IEC 19770 and very few issues that arise because of the changed data structure; only a few of the
positive benefits are identified above. The benefits far outweigh the problems of making these changes.
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B.1

The fpllowing XSD provides the definition for the software identification tag. This XSD'f

avail

http:

ISO/IEC 19770
Annex B
(normative)

XML schema definition (XSD)

General

-2:2015(E)

ible at the following location:

/standards.iso.org/iso/19770/-2/2015/schema.xsd

In anficipation of possible defects which will be identified after publication, an alternatiy

locat

http:

on always with the latest defect-corrected version is:

/standards.iso.org/iso/19770/-2/2015-current/schema.xsd

In th
B.2 a
preci
docu

B.2

<?xm]l version="1.0" encoding="utf-8"?>

<xs:gchema
xmlns="http://standards.iso.org/iso/19770/-2/2015/schema.xsd"
xm]ns:swid="“http://standards.iso,er3/is0/19770/-2/2015/schema.xsd"
xmlIns:xs="“http://www.w3.0rg/2001LAXMLSchema"
xmlns:ds="“http://www.w3.0rg/20060/09/xmldsig#"
xmlns:xml="http://www.w3.0rg/XML/1998/namespace"

tafgetNamespace="http://standards.iso.org/iso/19770/-2/2015/schema.xsd"
elgmentFormDefault="quaklified">

<xg:import

1
qchemalocation=http://www.w3.0rg/TR/xmldsig-core/xmldsig-core-schema.xsd”/

1
qchemalgcation="http://www.w3.0rg/2001/xml.xsd” />
q

4xs.documentation>

e event of any identified or perceived inconsistencies between the XML schema do
hd the text in the body of the document, the text in B.2 shall take precedence (due t
cion). However, the file available at the above URL will be updated more frequen
ment and so should be consulted for the most up-tosdate definitions.

XML schema

amespace="http,/www.w3.0rg/2000/09/xmldsig#"

:import
amespace§Mhttp://www.w3.0rg/XML/1998/namespace"

:annotation>

SChema for ISO-IEC 19770-2 Software Identification Tags

le should be

ye download

cumented in
o0 its greater
ly than this

109720 o2 /o0 0 i k]

u . k] o : :
ITCCP . STOIOaO IS s Io0- 097 to5O7 T 77 179 Uo7 ST T X ST

Copyright 2015 ISO/IEC, all rights reserved

Copyright notice: ISO and IEC grant the users of this Standard the right
to use this XSD file free of charge for the purpose of implementing the
present Standard.

Disclaimer: In no event shall ISO and/or IEC be liable for any damages
whatsoever (including, but not limited to, damages for loss of profits,
business interruption, loss of information, or any other pecuniary
loss) arising out of or related to the use of or inability to use the
XSD file. ISO and IEC disclaim all warranties, express or implied,
including but not limited to warranties of merchantability and fitness
for a particular purpose.

</xs:documentation>
<xs:appinfo>
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<version>2.0</version>
</xs:appinfo>
</xs:annotation>

<xs:element name="Softwareldentity" type="Softwareldentity">
<xs:annotation>
<xs:documentation>
Represents the root element specifying data about a software component
</xs:documentation>
</xs:annotation>
</xs:element>

<xs:complexType name="BaseElement">
<xs:annotation>

<xs cumentation>
Attributes common to all Elements in this schema
</xs:documentation>

ibute
ml:lang" >
notation>

notation>
:documentation>
Allows any undeclared patbributes on any element as long as the
attribute is placed inwa different namespace.
</Hs :documentation>
</xs:lannotation>
</xs:anyAttribute>

</xs:complexType>

xType, name="Entity">
lexContent>
tension base="BaseElement">
:annotation>
. !:utata‘.uu
Specifies the organizations related to the software component
referenced by this SWID tag.
</xs:documentation>
</xs:annotation>

<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:element
name="Meta"
type="Meta">
<xs:annotation>
<xs:documentation>
An open-ended collection of elements that can be used to attach
arbitrary metadata to an Entity.
</xs:documentation>
</xs:annotation>
</xs:element>
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</xs:sequence>

<xs:attribute
name="name"
use="required"
type="xs:string">
<xs:annotation>
<xs:documentation>
The name of the organization claiming a particular role in the
SWID tag.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="regid"
type="xs:anyURI"
use="optional"
default="http://invalid.unavailable">
<xs:annotation>
<xs:documentation>
The regid of the organization. If the regid is unknOwn, the
value "invalid.unavailable" is provided by default Ysee
RFC 6761 for more details on the default valuey .
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="role"
type="xs:NMTOKENS"
use="required">
<xs:annotation>
<xs:documentation>

softwareCreator, licenson,\ tagCreator, etc. The role of
tagCreator is required for every SWID tag.

include: aggregatom, distributor, licensor, softwareCreator,
tagCreator

Other roles will be defined as the market uses the SWID tags.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name=Yghumbprint"
usesMeptional"”
type="xs:string">
<xs:annotation>
<xs:documentation>
this value provides a hexadecimal string that contains a hash

The relationship between this organization and this tag e.g. tag,

EntityRole may include any role value, but the pre-defined roles

(UJ_ t}.lullll}t)J_J‘.lLt[ Uf th\—; DJ‘_kjllJ‘.llkj ClltJ‘_tJ‘_CD LCJ_tJI_fJI.k/CltC.
</xs:documentation>
</xs:annotation>
</xs:attribute>

</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="Evidence">
<xs:complexContent>
<xs:extension base="ResourceCollection">
<xs:annotation>
<xs:documentation>
The element is used to provide results from a scan of a system
where software that does not have a SWID tag is discovered.
This information is not provided by the software creator, and
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is instead created when a system is being scanned and the
evidence for why software is believed to be installed on the
device is provided in the Evidence element.
</xs:documentation>
</xs:annotation>
<xs:attribute
name="date"
type="xs:dateTime">
<xs:annotation>
<xs:documentation>
Date and time the evidence was gathered.
</xs:documentation>
</xs:annotation>

</]=;a.f_f.:j.bu.f_e>
<xs|:attribute

name="deviceId"
tlype="xs:string">
<xs:annotation>
<xs:documentation>
Identifier for the device the evidence was gathered from.
</xs:documentation>
</xs:annotation>
</Hs:attribute>

</xs:lextension>
</xs:complexContent>
</xs:complexType>

<xs:compllexType name="FilesystemItem">
<xs:complexContent>
<xs tension base="Meta">

:annotation>
s:documentation>

Represents an individual file
/xs :documentation>

s :annotation>

:attribute

e:ukeyu

e="xs:boolean">

s:annotation>

<xs:documentation>
Files that are comsidered important or required for the use of
a software component. Typical key files would be those which,
if not available on a system, would cause the software not to
execute.

Key fileswill typically be used to validate that software
referénmeed by the SWID tag is actually installed on a specific
computiing device

</xstvdocumentation>

</xs tannotation>

</ﬂs:attribute>

<xs:attribute
name="location"
type="xs:string">
<xs:annotation>
<xs:documentation>
The directory or location where a file was found or can expected
to be located. does not include the filename itself. This can
be relative path from the 'root' attribute.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="name"
type="xs:string"

use="required">
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<xs:annotation>
<xs:documentation>
The filename without any path characters
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="root"
type="xs:string">
<xs:annotation>
<xs:documentation>
A system-specific root folder that the 'location'
attribute 3 an offset from If thi bl not spvecified
the assumption is the 'root' is the same folder as
the location of the SWIDTAG.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:anyAttribute
processContents="1lax">
<xs:annotation>
<xs:documentation>
Permits any user-defined attributes in file tags
</xs:documentation>
</xs:annotation>
</xs:anyAttribute>
</xs:extension>
4/xs:complexContent>
</#%s:complexType>

<xg:complexType name="Directory">
4xs:complexContent>
<xs:extension base="FilesystemItem">
<xs:annotation>
<xs:documentation>
Provides the ability to@pply a directory structure to the files
defined in a Payload ox\Evidence element.
</xs:documentation>
</xs:annotation>

<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element
name="Diregtory"
type="Dixectory">
<xs:annotation>
<xs:documentation>
AvDirectory element allows one or more directories to be
defined in the file structure.
</xs:documentation>
</xs:annotation>
X/xs:element>

xs—element
name="File"
type="File">
<xs:annotation>
<xs:documentation>
A File element that allows one or more files to be specified
for a given location.
</xs:documentation>
</xs:annotation>
</xs:element>
</xs:choice>

</xs:extension>
</xs:comp1exContent>
</xs:complexType>

<xs:complexType name="File">
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<xs:complexContent>
<xs:extension base="FilesystemItem">
<xs:annotation>
<xs:documentation>
Represents an individual file
</xs:documentation>
</xs:annotation>

<xs:attribute
name="size"
type="xs:integer">
<xs:annotation>
<xs:documentation>
The file size in bytes of the file
</xs:documentation>
</xs:annotation>
</]s:attribute>
n
4

<xs|:attribute
ame="version"
ype="xs:string">
<xs:annotation>
<xs:documentation>
The file version
</xs:documentation>
</xs:annotation>

</Hs:attribute>
</xs:lextension>
</xs:complexContent>
</xs:complexType>
<xs:compllexType name="Process">
<xs:complexContent>
<xs:extension base="Meta">
<xs|:annotation>
s:documentation>
Provides process information ,for* data that will show up in a
devices process table.
/xs :documentation>
</#s:annotation>
<xsl:attribute

ame="name"

ype="xs:string"

se="required">

s:annotation>

<xs:documentation>
The progess name as it will be found in the devices process
tablef

</xs:documentation>

/xs :anmotation>

</Hs:attribute>

<xstattribute
name="pid"
type="xs:integer">
<xs:annotation>
<xs:documentation>
The process ID for the executing process - note that this will
typically only be provided when the Process element is included as part
of Evidence.
</xs:documentation>
</xs:annotation>
</xs:attribute>

</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="Resource">
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<xs:complexContent>
<xs:extension base="Meta">
<xs:annotation>
<xs:documentation>
A container that can be used to provide arbitrary resource
information about an application installed on a device, or
evidence collected from a device.
</xs:documentation>
</xs:annotation>

<xs:attribute
name="type"
type="xs:string"
nse="regpuired">
<xs:annotation>
<xs:documentation>
The type of resource (ie, registrykey, port, rootUrl)
</xs:documentation>
</xs:annotation>
</xs:attribute>

</xs:extension>
4/xs:complexContent>
</#s:complexType>

<xg:complexType name="ResourceCollection">
4xs:complexContent>
<xs:extension base="BaseElement">
<xs:annotation>
<xs:documentation>
This type is used by Payload to provide details on what may rbe
installed on a device, and by Evidépncé to indicate what an
inventory process discovered on aldevice.
</xs:documentation>
</xs:annotation>

<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element
name="Directory"
type="Directory">
<xs:annotation>
<xs:documentation>
One or mope\directory elements
</xs:documentation>
</xs:annotation>
</xs:element>

<xs:element

name="File"

type="File">

<x®s:annotation>
<xs:documentation>

One or more File elements
</xs:documentation>
/IAQ . auuutatluu

</xs:element>

<xs:element
name="Process"
type="Process">
<xs:annotation>
<xs:documentation>
One or more Process elements
</xs:documentation>
</xs:annotation>
</xs:element>

<xs:element
name="Resource"
type="Resource">
<xs:annotation>
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<xs:documentation>
One or more generic resource elements
</xs:documentation>
</xs:annotation>
</xs:element>

</xs:choice>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="Link">
<xs:complexContent>

<xXs: ion base="RBaseFlement">
<xs|:annotation>
s:documentation>

A reference to any another item (can include details that are
related to the SWID tag such as details on where software
downloads can be found, vulnerability database associations,
use rights, etc).

This is modeled directly to match the HTML [LINK] element;,it) is
critical for streamlining software discovery scenarios that
these are kept consistent.

<|/xs:documentation>

</¥s:annotation>

<xs|:attribute

ame="artifact"

ype="xs:string"

se="optional">

s:annotation>

<xs:documentation>
For installation media (rel="instal%ationmedia") - dictates the
canonical name for the file.

Items with the same artifact name should be considered mirrors
of each other (so download ,fp0m wherever works).
</xs:documentation>
</xs:annotation>
</Hs:attribute>

<xs|:attribute
ame="href"
ype="xs:anyURI"
se="required" >
s:annotation>
<xs:documentation>
The link)to the item being referenced.

The thygef can point to several different things, and can be any
ofSthe following:

> a RELATIVE URI (no scheme) - which is interpreted depending on
)

- - . 1 =
CUITCTXT (TTy <7 L

1 2 —] .l 1
TOCT/ supploheiicar . owrtacagy T

- a physical file location with any system-acceptable
URI scheme (ie, file:// http:// https:// ftp:// ... etc )

- an URI with "swid:" as the scheme, which refers to another
swid by tagId. This URI would need to be resolved in the
context of the system by software that can lookup other
swidtags. ( ie, "swid:2df9de35-0aff-4a86-ace6-f7ddddladedc" )

- an URI with "swidpath:" as the scheme, which refers to another
swid by an XPATH query. This URI would need to be resolved in
the context of the system by software that can lookup other
swidtags, and select the appropriate one based on an XPATH
query. Examples:

swidpath://SoftwareIdentity[Entity/@regid=‘http://contoso.com']
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would retrieve all swidtags that had an entity where the
regid was Contoso

swidpath://SoftwareIdentity[Meta/@persistentId='b0c55172-38e9-4e36-be86
-92206ad8eddb"']

would retrieve swidtags that matched the persistentId

See XPATH query standard : http://www.w3.org/TR/xpath20/
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute

name="mediag"

type="Media"

use="optional">

<xs:annotation>

<xs:documentation>

An attribute defined by the W3C Media Queries Recommendation
(see http://www.w3.org/TR/css3-mediaqueries/) .

A hint to the consumer of the link to what the target item is
applicable for.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="ownership"
type="Ownership"
use="optional">
<xs:annotation>
<xs:documentation>
Determines the relative strerigth of ownership of the target
piece of software.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="rel"
type="xs:NMTOKEN"
use="required">
<xs:annotation>
<xs:documentation>

The redationship between this SWID and the target file.

Relatidonships can be identified by referencing the IANA
regitstration library -
hetps://www.iana.org/assignments/link-relations/link-relations.xhfml.
</xs:documentation>
</xs:annotation>
</xs:attribute>

name="type"
type="MediaType"
use="optional">
<xs:annotation>
<xs:documentation>
The IANA MediaType for the target file; this provides the
consumer with intelligence of what to expect.

See http://www.lana.org/assignments/media-types/media-types.xhtml
for more details on link type.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="use"
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type="Use"
use="optional">
<xs:annotation>
<xs:documentation>
Determines if the target software is a hard requirement or not
</xs:documentation>
</xs:annotation>
</xs:attribute>

</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:comp name="Meta">
<xs:complexContent>
<xs:elxtension base="BaseElement">
<xs|:annotation>

s:documentation>

An open-ended collection of key/value data related to this SWID,
/xs :documentation>

s :annotation>

:anyAttribute
rocessContents="1ax">
s:annotation>
<xs:documentation>
Permits any user-defined attributes in Meta tags
</xs:documentation>
</xs:annotation>

</¥Hs:anyAttribute>
</xsZExtension>
</xs:complexContent>

</xs:complexType>

<xs:compllexType name="SoftwareIdentity">
<xs:complexContent>
<xs:elxtension base="BaseElement">
<xs|:choice maxOccurs="unbounded">

s:element

name="Entity"

type="Entity"

minOccurs="1"

maxOccurs="unbounded®>

<xs:annotation>

<xs:documentation>

Specifies the organizations related to the software component
referenced by this SWID tag.

This/hds a minOccurs of 1 because the spec declares that
you must have at least a Entity with role='tagCreator'
</%xs:documentation>
</xsiannotation>
</x< element>

<xs:element
name="Evidence"
type="Evidence"
minOccurs="0"
maxOccurs="1">
<xs:annotation>
<xs:documentation>
This element is used to provide results from a scan of a
system where software that does not have a SWID tag is
discovered. This information is not provided by the
software creator, but is instead created when a system
is being scanned and the evidence for why software is
believed to be installed on the device is provided in the
Evidence element.
</xs:documentation>
</xs:annotation>
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</xs:element>

<xs:element

name="Link"

type="Link"

minOccurs="0"

maxOccurs="unbounded">

<xs:annotation>

<xs:documentation>

A reference to any another item (can include details that
are related to the SWID tag such as details on where software
downloads can be found, vulnerability database associations,
use rights, etc).

Note: This is modelled directly to match the HTML [LINK]
element; it is critical for streamlining software discovery
scenarios that these are kept consistent.
</xs:documentation>
</xs:annotation>
</xs:element>

<xs:element
name="Meta"
type="SoftwareMeta"
minOccurs="0"
maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>

An open-ended collection of key/valugydata related to this SWID}|

</xs:documentation>
</xs:annotation>
</xs:element>

<xs:element

name="Payload"

type="ResourceCollection"

minOccurs="0"

maxOccurs="1">

<xs:annotation>

<xs:documentation>

The items that may be installed on a device when the software i
installed. , Nofe that Payload may be a superset of the items
installedand, depending on optimization systems for a device,
may or may-~not include every item that could be created or
executed on a device when software is installed.

In~general, payload will be used to indicate the files that
may/be installed with a software product and will often be a
stuperset of those files (i.e. if a particular optional
component is not installed, the files associated with that
component may be included in payload, but not installed on
the device).
</xs:documentation>
</xs:annotation>

dm
. SITC

<xs:any

namespace="4##other"

processContents="1lax"

minOccurs="0"

maxOccurs="unbounded" >

<xs:annotation>

<xs:documentation>

Allows any undeclared elements in the SoftwareIdentity element
as long as the element is placed in a different namespace.

As xs:any supercedes an xs:element declaration, this continues
to support digital signatures using the ds:Signature element:

Signatures are not a mandatory part of the software
identification tag standard, and can be used as required
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by any tag producer to ensure that sections of a tag are not
modified and/or to provide authentication of the signer. If
signatures are included in the software identification tag,
they shall follow the W3C recommendation defining the XML
signature syntax which provides message integrity
authentication as well as signer authentication services for
data of any type.
</xs:documentation>
</xs:annotation>
</xs:any>

</xs:choice>

<xs_.

ame="corpus"

ype="xs:boolean"

se="optional"

fault="false">

s:annotation>

<xs:documentation>
Set to true, if this attribute specifies that this SWID tag”is‘a
collection of information that describes the pre-installatipn
data of software component.

</xs:documentation>

/xs:annotation>

s:attribute>

</

<xs|:attribute

ame="patch"

ype="xs:boolean"

se="optional"

fault="false">

s:annotation>

<xs:documentation>
Set to true if this SWID describesgya product patch or
modification to a different software element.

</xs:documentation>

/xs:annotation>

s:attribute>

:attribute
ame="media"
ype="Media"
se="optional" >
s:annotation>
<xs:documentation>
media is a,hdnmt to the tag consumer to understand what this
SWID tag.,applies to (see the [Link] tags media attribute).
</xs:documentation>
/xs:annotation>
</Hs:attribute>

<xs|:attribute

—n

am€>"name"

t_YtJ‘C_" D.DtJ_J'_J.l\j"
use="required">
<xs:annotation>
<xs:documentation>
This attribute provides the software component name as it would
typically be referenced. For example, what would be seen in the
add/remove dialog on a Windows device, or what is specified as
the name of a packaged software product or a patch identifier
name on a Linux device.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="supplemental"
type="xs:boolean"
use="optional"
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default="false">
<xs:annotation>
<xs:documentation>
Specifies that this tag provides supplemental tag data that can
be merged with primary tag data to create a complete record of
the software information.

Supplemental tags will often be provided at install time and may
be provided by different entities (such as the tag consumer, or
a Value Added Reseller).
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute

name="tagId"

type="xs:string"

use="required" >

<xs:annotation>

<xs:documentation>

tagId shall be a globally unique identifier and should\ be
assigned a GUID reference (see ISO/IEC 19770-5 definStiion
for GUID).

The tagID provides a unique reference for the\$pecific product,
version, edition, revision, etc (essentiallff)\the same binary
distribution). If two tagIDs match and the tagCreator is the
same, the underlying products they represent are expected to be
exactly the same.

This allows IT systems to identify 1)f a software item (for
example, a patch) is installed simply by referencing the
specific tagID value which is 1likely to be readily available
in a software inventory.

It is recommended, when pgssible, that a 16 byte GUID
be used for this field asg\this provides global uniqueness without
a significant amount ofp»oOverhead for space.

If use of a 16 byteyGUID is not possible, a text based globally
unique ID may be ¢onstructed, this ID should include a unique
naming authorigysfor the tagCreator and sufficient additional
details that~‘the tagId is unique for the software product,
version, ediion, revision, etc. This would likely look as
follows + 4ds used as a string concatenation symbol) :

regied\+/productName + version + edition + revision +
</xs;:documentation>
</xs:annotation>
</xs:attribute>

<sktstattribute
hame="tagVersion"
type="xs:integer"

uoc*"uytj_uual"
default="0">
<xs:annotation>
<xs:documentation>
The tagVersion indicates if a specific release of a software
product has more than one tag that can represent that specific
release. This may be the case if a software tag producer creates
and releases an incorrect tag that they subsequently want to fix,
but with no underlying changes to the product the SWID tag
represents. This could happen if, for example, a patch is
distributed that has a Link reference that does not cover all the
various software releases it can patch. A newer SWID tag for that
patch can be generated and the tagVersion value incremented to
indicate that the data is updated.
</xs:documentation>
</xs:annotation>
</xs:attribute>
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<xs:attribute
name="version"
type="xs:string"
use="optional"
default="0.0" >
<xs:annotation>
<xs:documentation>
Underlying development version for the software component.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:

ame="versionScheme"
ype="VersionScheme"
fault="multipartnumeric">
s:annotation>

<xs:documentation>

Scheme used for the version number.
</xs:documentation>

/xs:annotation>

s:attribute>

xtension>

xType name="SoftwareMeta">

lexContent>

tension base="Meta">

:annotation>

s:documentation>

An open-ended collection of key/valuekdata related to this SWID.

The attributes included in this Edement are predefined attributes

to ensure common usage across thé& Industry. The schema allows for
any additional attribute to hempinhcluded in a SWID tag, though it is
recommended that industry noXms for new attributes are defined and
followed to the degree posgible.

<|/xs:documentation>

</¥s:annotation>

<xs|:attribute

ame="activationStatus"

ype="xs:string"

se="optional">

s:annotation>

<xs:documentation>
Identifieation of the activation status of this software title
(e.d. JTrial, Serialized, Licensed, Unlicensed, etc). Typically,
this»is used in supplemental tags.

</xsidocumentation>

/X< vannotation>

< dndnnas losede
TaccrIoute

<xs:attribute
name="channelType"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>
Provides information on which channel this particular
software was targeted for (e.g. Volume, Retail, OEM,
Academic, etc). Typically used in supplemental tags.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="colloquialVersion"
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type="xs:string"

use="optional">

<xs:annotation>

<xs:documentation>

The informal or colloquial version of the product (i.e. 2013).
Note that this version may be the same through multiple releases
of a software product where the version specified in
SoftwareEntity is much more specific and will change for each
software release.

Note that this representation of version is typically used to
identify a group of specific software releases that are part of
the same release/support infrastructure
(i.e. Fabrikam Office 20713) This version i used for string
comparisons only and is not compared to be an earlier or later
release (that is done via the SoftwareEntity version).
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="description"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>
A longer, detailed description of the soffiwate. This description
can be multiple sentences (differentiated\from summaryl] which is
a very short, one-sentence descriptiony
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="edition"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>
The variation of the product (Extended, Enterprise, Professional,
Standard etc)
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="entitlementDataRequired"
type="xsuwloolean"
use="eptional">
<xst¢annotation>
<xs:documentation>
An indicator to determine if there should be accompanying proof
of entitlement when a software license reconciliation is
completed.
//nn —documentation
</xs:annotation>
</xs:attribute>

<xs:attribute
name="entitlementKey"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>
A vendor-specific textual key that can be used to reconcile the
validity of an entitlement. (e.g. serial number, product or
license key).
</xs:documentation>
</xs:annotation>
</xs:attribute>
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<xs:attribute
name="generator"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>

This
or

The name of the software tool that created a SWID tag.
element is typically used if tags are created on the fly,
based on a catalogue based analysis for data found on a

computing device.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<x§:attribute
name="persistentId"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>

</xs:documentation>
</xs:annotation>
s:attribute>

</

<xs|:attribute
ame="product"
ype="xs:string"
se="optional">
s:annotation>
<xs:documentation>
The base name of the product
Websphere, etc).
</xs:documentation>
/xs:annotation>
s:attribute>

(&.9.

</

:attribute
ame="productFamily"
ype="xs:string"
se="optional">
s:annotation>
<xs:documentation>

<x

suite,

Por example,

A GUID used to represent products installed where the proddets
are related, but may be different versions.
representation of this value through the use of what,
windows installation process is referred to as an upgradeCode

- http://msdn.microsoft.com/en-us/library/aa372375 (w¥y4.85) .aspx
as one example of the use of this wvalue.

The ovewall product family this software belongs to.
family/4s not used to identify that a product is part of a

but is instead used when a set of products that are all
retated may be installed on multiple different devices.

an Enterprise backup system may consist of a backup

See one
in a

Office, Creative Suites,

Product

<L <Ly ulultiylc diffCJ.Cllt l)clk,}\utJ
servers, databases and ERP systems
items that backup client devices.
titles that are part of the backup

_Y tCLLl tllclt Dut)tJUJ.t J.LlCI.JI_l
as well as individual software
In this case all software

system would have the same

productFamily name so they can be grouped together in reporting

systems.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="revision"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>

The informal or colloquial representation of

54

the sub-version of

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=4ede16686f2fe171988eacb6b611350c

ISO/IEC 19770-2:2015(E)

the given product (ie, SP1, R2, RC1l, Beta 2, etc). Note that the
SoftwareIdentity.version will provide very exact version details,
the revision is intended for use in environments where reporting
on the informal or colloquial representation of the software is
important (for example, i1if for a certain business process, an
organization recognizes that it must have ServicePack 1 or later
of a specific product installed on all devices, they can use the
revision data value to quickly identify any devices that do not
meet this requirement).

Depending on how a software organizations distributes revisions,

this value could be specified in a primary (if distributed as an

upgrade) or supplemental (if distributed as a patch) SWID tag.
</xs:documentation>

</xs:annotation>
</xs:attribute>

<xs:attribute
name="summary"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>
A short (one-sentence) description of the software.
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="unspscCode"
type="xs:string"
use="optional">
<xs:annotation>
<xs:documentation>
An 8 digit code that provides UNSPSC classification of the
software product this SWLD\tag identifies. For more
information see, http://www.unspsc.org/
</xs:documentation>
</xs:annotation>
</xs:attribute>

<xs:attribute
name="unspscVergign"
type="xs:string"
use="optionad>
<xs:annotation>
<xs:doecumentation>
The wersion of the UNSPSC code used to define the UNSPSC code
valte. For more information see, http://www.unspsc.org/.
<{xs":documentation>
</xs:annotation>
</xs:attribute>
</xs)extension>
4 /%$rcomplexContent>

</#s+complexFype

<xs:simpleType name="Media">

<xs:annotation>
<xs:documentation>
An expression that the document evaluator can use to determine if the
target of the link is applicable to the current platform (the host
environment)

Used as an optimization hint to notify a system that it can
ignore something when it's not likely to be used.

The format of this string is modeled upon the MediaQuery definition at
http://www.w3.0rg/TR/css3-mediaqueries/

This is one or more EXPRESSIONs where the items are connected
with an OPERATOR:
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media="EXPRESSION [[OPERATOR] [EXPRESSION]...]"

EXPRESSION is processed case-insensitive and defined either
(ENVIRONMENT)

indicates the presence of the environment

or

([PREFIX-]ENVIRONMENT.ATTRIBUTE :VALUE)

indicates a comparison of an attribute of the environment.

ENVIRONMENT is a text identifier that specifies any software,hardware
feature or aspect of the system the software is intended to run in.

Common ENVIRONMENTSs include (but pnot limited to)
linjux

winldows

Jjavla
powershell
iog
chijpset
perjipheral

ATTIRIBUTE is a property of an ENVIRONMENT with a specific value.
Common attributes include (but not limited to):

verjsion

venjdor

ardhitecture

PREFIX is defined as one of:
MIN # property has a minimum value of VALUE
MAX # property has a maximum value of VALUE

if |a PREFIX is not provided, then the propexty should equal VALUE

OPERATOR is defined of one of:
AND
NOT]

Exgmples:

media=" (windows)"

# dpplies to only systems thatvidentify themselves as 'Windows'
media=" (windows) not (windodows.architecture:x64)"

# dpplies to only systems/ that identify

# thhemselves as windows+and are not for an x64 cpu

media=" (windows) ~and (min-windows.version:6.1)"
# dpplies to systems that identify themselves as
# wWlindows andeab least version 6.1

media=" (Linux) and (linux.vendor:redhat) and (min-linux.kernelversion:3.0)"
# dpplies—to systems that identify themselves as
# lUinux, Jmade by redhat and with a kernel version of at least 3.0

. 11 - L ] L . - L i 1 il -
me Lda— (L L TTUOOWU]) [=3yjwh VI LT LI TTIUOU . NTLIIT T CLOoLUIT. ULUYJ
# applies to systems that identify themselves as
# freebsd, with a kernel version of at least 6.6

media=" (powershell) and (min-powershell.version:3.0)"
# applies to systems that have powershell 3.0 or greater

Properties are expected to be able to be resolved by the host
environment without having to do significant computation.
</xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string”/>
</xs:simpleType>

<xs:simpleType name="MediaType">

<xs:annotation>
<xs:documentation>

56 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=4ede16686f2fe171988eacb6b611350c

ISO/IEC 19770-2:2015(E)

The IANA MediaType for the target href; this provides the SWID tag
consumer with intelligence of what to expect.

See http://www.ilana.org/assignments/media-types/media-types.xhtml
for more details on link type.
</xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string”/>
</xs:simpleType>

<xs:simpleType name="Ownership">
<xs:restriction base="xs:NMTOKEN">

_<xs:enumeration value="abandon">
<xs:annotation>
<xs:documentation>
Determines the relative strength of ownership of the target
piece of software.
</xs:documentation>
</xs:annotation>
</xs:enumeration>

<xs:enumeration
value="private">
<xs:annotation>
<xs:documentation>
If this is uninstalled, then the [Link]'d s&ftware should be removef
too.
</xs:documentation>
</xs:annotation>
</xs:enumeration>

<xs:enumeration
value="shared">
<xs:annotation>
<xs:documentation>
If this is uninstalled, then the [Link]'d software should be removefl
if nobody else is sharipg™ it
</xs:documentation>
</xs:annotation>
</xs:enumeration>

4/xs:restriction>
</#s:simpleType>

<xg:simpleType nane='"Use">
xs:annotation>
<xs:documentation>
Determimes if the target software is a hard requirement.
</xs:documentation>
4/xs:annotation>
4xs:restriction base="xs:NMTOKEN">

A

<%s:enumeration
alu _"J_ kﬂuJ‘_J_C\J‘.‘
<xs:annotation>
<xs:documentation>
The [Link]'d software is absolutely required for installation
</xs:documentation>
</xs:annotation>
</xs:enumeration>

<xs:enumeration
value="recommended">
<xs:annotation>
<xs:documentation>
Not absolutely required, but install unless directed not to
</xs:documentation>
</xs:annotation>
</xs:enumeration>
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