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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document specifies the requirements for the establishment, implementation, maintenance and
improvement of a management system for IT asset management (ITAM), referred to as an “IT asset
management system” (ITAMS).

This document provides additional requirements to ISO 55001:2014 which specifies the requirements
for the establishment, implementation, maintenance and improvement of a management system for
asset management, referred to as an “asset management system”. This document includes additional
or more detailed requirements which are considered necessary for the management of IT assets.
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This document can be used by any organization and can be applied to all types of IT assets. The
organization determines to which of its IT assets this document applies.

This document is primarily intended for use by:

management system;

those involved in delivering IT asset management activities, including service providers;

contractual requirements and the organization’s own requirements.

those involved in the establishment, implementation, maintenance, and improvement of an IT asset

internal and external parties to assess the organization’s ability to meet legal, regulatory and
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which requirements are presented in this document does not reflect their impoxtar
er in which they are to be implemented.

Further guidlance regarding the application of the requirements within this document*shared

[SO 55001:2

)14 is provided in ISO 55002.

the termin
Organizatio
their organi

General infi

This documg
addition, it u

This docum;g
system with
and ISO/IEC

This docum
standards. A

rmation on asset management and on IT asset managementjand informatio
ogy applicable to this document, is provided in ISO 55000, and in ISO/IEC 197
s can find that these documents will assist in the development®f IT asset managem
ration.

bnt applies the definition of "risk" given in ISO 31000:2009 and ISO/IEC Guide 73:20
ses the term “stakeholder” rather than “interested party”.

ent is designed to enable an organization to alignvand integrate its IT asset manage
related management system requirements, fox example those specified by ISO/IEC 2
20000-1.

ent is not intended to be in conflict*with any organization's policies, procedure
ny such conflict should be resolved before using this document.

ce or

with

n on
70-5.
bnt in

D9. In

ment
7001

5 and

viii

© ISO/IEC 2017 - All rights re

served


https://iecnorm.com/api/?name=66a9cfd23f41ec450c06b40c245c27c9

INTERNATIONAL STANDARD ISO/IEC 19770-1:2017(E)

Information technology — IT asset management —

Part 1:
IT asset management systems — Requirements

1 Scope
1.1 |Purpose

This document specifies requirements for an IT asset management system within the c¢ntext of the
organization.

This flocument can be applied to all types of IT assets and by all types and-sizes of organizations.

NOTH1 This document is intended to be used for managing IT assets, ifparticular, but it can also be applied
to otHer asset types. It can be suitable, in whole or in part, for managing embedded software dnd firmware,
however its use for these purposes has not been determined. It is nofiintended for managing information assets
per sdg, i.e. it is not intended for managing information as an asset indépendent of hardware and software assets.
Certa]n types of data and information are covered, such as dataland information about IT assets|in scope, and
deperlding on how the scope is defined, it can cover digital information content assets. See the Infroduction for
an explanation about IT assets.

NOTH2  This documentdoes not specify financial, ac¢ounting, or technical requirements for manjaging specific
IT asdet types.

NOTH3  For the purposes of this document; the term “IT asset management system” is used| to refer to a
management system for [T asset management;

This HJocument is a discipline-specifig extension of ISO 55001:2014, with changes, and is pot a sector-
specific application of that International Standard. ISO 55001:2014 is intended to be used for managing
phys:[cal assets in particular, butit can also be applied to other asset types. This documpnt specifies
requirements for the management of IT assets which are additional to those specified in ISO|55001:2014.
Confgrmance to this document does not imply conformance to ISO 55001:2014.

This flocument can be'used by internal and external parties to assess the organization’s ahjility to meet
the ofganization’s ewn IT asset management requirements.

1.2 [Field-of application

This flocument applies to IT asset management processes and can be implemented by organizations to
achievenimmediate benefits

This document can be applied to all IT assets. For example, it can be applied to not only IT hardware
but also to executable software (such as application programs and operating systems) and non-
executable software (such as fonts and configuration information). It can be applied to all technological
environmentsand computing platforms (e.g. virtualized software applications, on-premises or software-
as-a-service; it is equally relevant in cloud computing as it is in legacy computing environments).

1.3 Limitations

This document does not detail the IT asset management processes in terms of methods or procedures
required to meet the requirements for outcomes of a process.

This document does not specify the sequence of steps an organization should follow to implement IT
asset management.

© ISO/IEC 2017 - All rights reserved 1
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This document does not detail documentation in terms of name, format, explicit content and
recording media.

2 Normative references

There are no normative references in this document.

3 Terms and definitions

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Elecfropedia: available at http://www.electropedia.org/

— ISO Onlipe browsing platform: available at http://www.iso.or
For the purposes of this document, the following terms and definitions apply.

Some of thegde terms are repeated from ISO 55000:2014, and refer to assets in general. These tern}s are
usable for IT assets when used in the context of IT asset management, with“asset’ being underftood
as referring| to ‘IT asset’. In some cases, terms specific to IT assets have been added. No spiecific
interpretati¢n is intended based on whether an IT-specific term has beepdefined or not.

31
asset
item, thing or entity that has potential or actual value to an organization (3.38)

Note 1 to entify: Value can be tangible or intangible, financial or.non-financial, and includes consideration of risks
(3.48) and liapilities. It can be positive or negative at different stages of the asset life (3.2).

Note 2 to entiy: Physical assets usually refer to equipment,inventory and properties owned by the organiZzation.
Physical asse{s are the opposite of intangible assets, which are non-physical assets such as leases, brands, dligital
assets, use rights, licences, intellectual property riglts, reputation or agreements.

Note 3 to entiy: A grouping of assets referred taas an asset system (3.7) could also be considered as an assét.
[SOURCE: ISP 55000:2014, 3.2.1]

3.2
asset life
period fromjasset (3.1) creation’/to asset end-of-life

[SOURCE: ISP 55000:2014,3.2.2]

3.3
asset management
coordinated|actiyity of an organization (3.38) to realize value from assets (3.1)

Note 1 to entry: Realization of value will normally involve a balancing of costs, risks (3.48), opportunities and
performance (3.42) benefits.

Note 2 to entry: Activity can also refer to the application of the elements of the asset management system (3.5).

Note 3 to entry: The term “activity” has a broad meaning and can include, for example, the approach, the planning,
the plans and their implementation.

[SOURCE: ISO 55000:2014, 3.3.1]

2 © ISO/IEC 2017 - All rights reserved
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3.4

asset management plan

documented information (3.19) that specifies the activities, resources and timescales required for an
individual asset (3.1), or a grouping of assets, to achieve the organization’s (3.38) asset management
(3.3) objectives (3.37)

Note 1 to entry: The grouping of assets may be by asset type (3.8), asset class, asset system (3.7) or asset
portfolio (3.6).

Note 2 to entry: An asset management plan is derived from the strategic asset management plan (3.53).

Note 3 to entry: An asset management plan may be contained in, or may be a subsidiary plan of, the strategic
asset management plan.

[SOURCE: ISO 55000:2014, 3.3.3]

3.5
assef{ management system
mandgement system (3.33) for asset management (3.3) whose function,is to establigh the asset
mandgement policy (3.43) and asset management objectives (3.37)

Note ] to entry: The asset management system is a subset of asset managehdent.
[SOURCE: I1SO 55000:2014, 3.4.3]

3.6
assef portfolio
asset§ (3.1) that are within the scope of the asset management system (3.5)

Note | to entry: A portfolio is typically established and‘assigned for managerial control purposes.|Portfolios for
physital hardware might be defined by category (e.g: plant, equipment, tools, land). Software portfplios might be
defing¢d by software publisher, or by platform (e.g{PC, server, mainframe).

Note P to entry: An asset management system can encompass multiple asset portfolios. Where multiple asset
portfglios and asset management systems-are employed, asset management (3.3) activities should b coordinated
betwegen the portfolios and systems.

[SOURCE: ISO 55000:2014, 3.2.4]

3.7
assef system
set of assets (3.1) that interact or are interrelated

[SOURCE: ISO 55000:2014, 3.2.5]

3.8
assef{ type
grou}fing of assets (3.1) having common characteristics that distinguish those assets as a gfoup or class

EXAMPLE Physical assets, information assets, intangible assets, critical assets (3.15), enabling assets, linear
assets, information and communications technology (ICT) assets, infrastructure assets, moveable assets.

[SOURCE: ISO 55000:2014, 3.2.6]

39

audit

systematic, independent and documented process (3.46) for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined or integrated audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization itself, or by an external party on its behalf.

© ISO/IEC 2017 - All rights reserved 3
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Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

[SOURCE: ISO 55000:2014, 3.1.1, modified — Note 2 to entry has been added for conformance with
Annex SL]

3.10

capability

<asset management> measure of capacity and the ability of an entity (system, person or organization
(3.38)) to achieve its objectives (3.37)

Note 1 to entry: Asset management (3.3) capabilities include processes (3.46), resources, competences (3.11) and
technologies to enable the effective and efficient development and delivery of asset management plans (3.4) and
asset life (3.2) activities, and their continual improvement (3.13).

[SOURCE: ISP 55000:2014, 3.1.2]

3.11
competence
ability to apply knowledge and skills to achieve intended results

[SOURCE: ISP 55000:2014, 3.1.3]

3.12
conformity
fulfilment ofja requirement (3.47)

[SOURCE: ISP 55000:2014, 3.1.4]

3.13
continual ithprovement
recurring acltivity to enhance performance (3.42)

[SOURCE: ISP 55000:2014, 3.1.5]

3.14

corrective gction

action to eli:rinate the cause of a noncorifermity (3.36) and to prevent recurrence
r

Note 1 to entlry: In the case of other undesirable outcomes, action is necessary to minimize or eliminafe the
causes and to|reduce the impact or prevent recurrence. Such actions fall outside the concept of corrective gction,
in the sense of this definition.

[SOURCE: ISP 55000:2014, 3-4.1]

3.15
critical ass¢t
asset (3.1) having)potential to significantly impact on the achievement of the organization’s (|3.38)
objectives (3|37

Note 1 to entry: Assets can be safety-critical, environment-critical or performance-critical (3.42) and can relate
to legal, regulatory or statutory requirements (3.47).

Note 2 to entry: Critical assets can refer to those assets necessary to provide services to critical customers.
Note 3 to entry: Asset systems (3.7) can be distinguished as being critical in a similar manner to individual assets.

[SOURCE: ISO 55000:2014, 3.2.7]
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Note 1 to entry: In the context of IT asset management systems (3.28), data may be a captured, measured or
recorded representation of information, before it is analysed, interpreted or processed. Data may relate to
objects such as facts, events, things, processes, or ideas, including concepts that within a certain context have a
particular meaning related to IT assets.

[SOURCE: ISO 9000:2015, 3.8.1, modified — Note 1 has been added, modified from ISO 15784-1 and

1S0/1

3.17
digit

EC 2382]

hl asset

IT asget (3.25) expressed electronically in a digital format

Note

3.18
digit

| to entry: Digital assets include software assets (3.50), and digital information content assets (

hl information content asset

digitdl asset (3.17) with information content

EXAMPLE Documents, audio, video, graphics, databases, free-standing dictionaries; often licensed.

Note

| to entry: ITAM can include management of these assets aswhole entities, e.g. for license cg

excludles management of the content.

3.19
docu
infor

imented information
mation required to be controlled and maintained by an organization (3.38) and the

which it is contained

Note

Note

— t

| to entry: Documented information can be in any format and media and from any source.
P to entry: Documented information-can refer to:

he management system (3.33), including related processes (3.46);

— information created in ordér for the organization to operate (documentation);

— evidence of results achieved (e.g. records, key performance indicators).

[SOU

3.20
effec

RCE: ISO 550002014, 3.1.6]

tiveness

exter]t to which planned activities are realized and planned results achieved

[SOU

3.21
hard

mpliance, but

medium on

REE1SO 55000:2014, 3.1.7]

ware

physical equipment used to process, store, or transmit computer programs or data

[SOURCE: ISO/IEC/IEEE 24765:2010, 3.1278]

3.22

incident
unplanned event or occurrence resulting in damage or other loss

[SOURCE: ISO 55000:2014, 3.1.8]
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3.23
information
meaningful data

Note 1 to entry: In the context of IT asset management systems (3.28), information may be data that has been
converted, analysed, interpreted or compiled, to which meaning is assigned, according to context and assumed
conventions. The underlying data may relate to objects such as facts, events, things, processes, or ideas, including
concepts, that within a certain context have a particular meaning related to IT assets (3.25).

Note 2 to entry: In the context of IT asset management systems, information may be recorded digitally or
physically (e.g. on paper).

[SOURCE: ISP 900072015,378-2, modified— Note 1 to entry modified from SO/ TR 12037, 7SO/ TR 31089
and ISO/IEC|2382) and Note 2 to entry has been added.]

3.24
information technology
IT
development, maintenance, and use of technology to acquire, process, store and distribute digital
information

Note 1 to entfy: This excludes the use of technology to acquire, process, store and'distribute information which
is not digital,|such as paper-based information. Examples which are excluded"when not digitally captur¢d are
books, manudals, manuscripts, and whiteboards. For the purposes of this @efinition, 'digital' is equivalgnt to
‘electronic’.

3.25

IT asset
item, thing, ¢r entity that can be used to acquire, process;store and distribute digital informatiop and
has potentia| or actual value to an organization.

Note 1 to entyly: IT assets include:

— software|(3.49);

— media (physical and digital);

— IT equipinent (physical and virtual);
— licenses (including proof of license);
— contract$; and

— ITAM sygtem managementassets (including ITAM systems and tools, and the metadata needed to manage all
IT assets).

Note 2 to entfy: Serwices to meet IT asset management (3.26) requirements (3.47), typically externally supplied,
can also be cansidered IT assets, such as 'software-as-a-service', hardware maintenance, software support, and
training.

Note 3 to entry: Digital information content assets (3.18) are files or other entities with information content,
but they are not considered software. For example, there may be collections of standards in digital form; media
collections; and credit agency rating information. Such assets may be licensed, and therefore may benefit from
being managed using the discipline of IT asset management.

Note 4 to entry: Information per se, independent of IT hardware and software assets, can be considered an asset
(3.1), but it is not considered an IT asset.

Note 5 to entry: The collective set of IT assets is also referred to as the IT infrastructure (3.30).

3.26

IT asset management

ITAM

coordinated activity of an organization (3.38) to realize value from IT assets (3.25)
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3.27

IT asset management plan

documented information (3.19) that specifies the activities, resources and timescales required for
an individual IT asset (3.25), or a grouping of IT assets, to achieve the organization’s (3.38) IT asset
management (3.26) objectives (3.37)

Note 1 to entry: The grouping of assets may be by asset type (3.8), asset class, asset system (3.7) or IT asset
portfolio (3.29).

Note 2 to entry: An IT asset management plan is derived from the strategic IT asset management plan (3.54).

Note 3 to entry: An IT asset management plan may be contained in, or may be a subsidiary plan of, the strategic
IT asdet management plan.

[SOURCE: ISO 55000:2014, 3.3.3, modified — asset management plan has become IT-asset management
plan and all notes have been made discipline-specific]

3.28
IT asset management system
ITAMS

mandgement system (3.33) for IT asset management (3.26) whose furiction is to establish|the IT asset
manggement policy (3.43) and IT asset management objectives (3.37)

Note ] to entry: The asset management system is a subset of asset management.

[SOURCE: ISO 55000:2014, 3.4.3, modified — asset management system has become IT asset
manggement system and definition as well as notes haye\become discipline-specific]

3.29
IT aspset portfolio
IT asqets (3.25) that are within the scope of the@T asset management system (3.28)

Note [l to entry: A portfolio is typically established and assigned for managerial control purpoges. Portfolios
for IT| hardware might be defined by categocty (e.g. servers, PCs, mobile devices). Software portf¢lios might be
defing¢d by software publisher, or by platform (e.g. PC, server, mainframe).

Note 2 to entry: An IT asset managehtent system can encompass multiple IT asset portfolios.
Note B to entry: See also asset pertfolio (3.6).

3.30
IT infrastructure
comblined set of ITtasSets (3.25) for developing, maintaining, and using IT services

3.31
leveljof service

paraineters, or combination of parameters, which reflect social, political, environmental ajnd economic
outcdrhés’that the organization (3.38) delivers |n

Note 1 to entry: The parameters can include safety, customer satisfaction, quality, quantity, capacity, reliability,
responsiveness, environmental acceptability, cost and availability.

[SOURCE: ISO 55000:2014, 3.3.6]

3.32
life cycle
stages involved in the management of an asset (3.1)

Note 1 to entry: The naming and number of the stages and the activities under each stage usually vary in different
industry sectors and are determined by the organization (3.38).

[SOURCE: ISO 55000:2014, 3.2.3]
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3.33

management system

set of interrelated or interacting elements of an organization (3.38) to establish policies (3.43) and
objectives (3.37) and processes (3.46) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning,
and operation, etc.

Note 3 to entry: The scope of a management system may include the whole of the organization, specific and
identified functions of the organization, specific and identified sections of the organization, or one or more
functions acrss a group of organizations.

[SOURCE: ISP 55000:2014, 3.4.2, modified — ‘and’ has been added to Note 2 to entry for conformance
with Annex §L]

3.34
measurement
process (3.46) to determine a value

[SOURCE: ISP 55000:2014, 3.1.10]

3.35
monitoring
determining|the status of a system, a process (3.46) or an activity

Note 1 to entiy: To determine the status, there may be a need to check, supervise or critically observe.

Note 2 to entrfy: For the purposes of asset management, monitorihg may also refer to determining the status of an
asset. This is fypically referred to as “condition monitoring’-or“performance monitoring”.

[SOURCE: ISP 55000:2014, 3.1.9]

3.36
nonconformity
non-fulfilment of a requirement (3.47)

Note 1 to entyfy: Nonconformity can be @ny deviation from asset management system (3.5) requirements, or from
relevant worlf standards, practices,praocedures, legal requirements, etc.

[SOURCE: ISP 55000:2014, 3.1.11]

3.37
objective
result to be dchieved

Note 1 to entyy:Anobjective can be strategic, tactical or operational.

Note 2 to entry: Objectives can relate to different disciplines (such as financial, health and safety, and
environmental goals) and can apply at different levels (such as strategic, organization-wide, project, product and
process (3.46)).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an
operational criterion, as an asset management (3.3) objective or by the use of other words with similar meaning
(e.g. aim, goal, or target).

Note 4 to entry: In the context of asset management systems (3.5), asset management objectives are set by the
organization (3.38), consistent with the organizational objectives (3.39) and asset management policy (3.43), to
achieve specific measurable results.

[SOURCE: ISO 55000:2014, 3.1.12, modified — ‘as’ has been added to Note 3 for conformance with
Annex SL]
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3.38

organization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives (3.37)

Note 1 to entry: The concept of organization includes, but is notlimited to, sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated
or not, public or private.

[SOURCE: ISO 55000:2014, 3.1.13]

3.39
orgahizational objective
overgrching objective (3.37) that sets the context and direction for an organization’s (3/38)|activities

Note [ to entry: Organizational objectives are established through the strategic level planning agtivities of the
organjization.

[SOURCE: ISO 55000:2014, 3.1.14]

3.40
orgahizational plan
documented information (3.19) that specifies the programmes to achieve the organizational
objectives (3.39)

[SOURCE: ISO 55000:2014, 3.1.15]

341
outsgurce (verb)
makd an arrangement where an external organizdtion (3.38) performs part of an organizatipn’s function
or process (3.46)

Note [l to entry: An external organization istoutside the scope of the management system (3.83), although
the ofitsourced function or process is withity the scope if its activities influence the effectiveneqs of the asset
manafement system (3.5).

[SOURCE: ISO 55000:2014, 3.1.16]

3.42
performance
measpurable result

Note ] to entry: Perfermance can relate either to quantitative or qualitative findings.

Note P to entrpy~Rerformance can relate to the management of activities, processes (3.46), produgts (including
servides), systems or organizations (3.38).

Note 3 to entry For the purposes of asset management (3.3), performance can relate to assets (3.1) 1n their ability
tOfuli nnnnnnnnnnn o (2 A7) v nhionctiuoc (2 270

T Cquir CrtCTito (=17 OF vujv»u vuu\u >y O

[SOURCE: ISO 55000:2014, 3.1.17, modified — the spelling of ‘measurable’ has been changed for
conformance with Annex SL]

3.43
policy
intentions and direction of an organization (3.38), as formally expressed by its top management (3.55)

[SOURCE: ISO 55000:2014, 3.1.18, modified — a comma has been added for conformance with Annex SL]
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3.44

predictive action

action to monitor the condition of an asset (3.1) and predict the need for preventive action (3.45) or
corrective action (3.14)

Note 1 to entry: Predictive action is also commonly referred to as either “condition monitoring” or “performance
monitoring”.

[SOURCE: ISO 55000:2014, 3.3.5]

3.45
preventive action
action to elirhinate the cause of a potential nonconformity (3.36) or other undesirable potential sityation

Note 1 to entyly: This definition is specific to asset management (3.3) activities only.
Note 2 to ent1ly: There can be more than one cause for a potential nonconformity.

Note 3 to enfry: Preventive action is taken to prevent occurrence and to preserve an<asset’s (3.1) furction,
whereas corréctive action (3.14) is taken to prevent recurrence.

Note 4 to entfy: Preventive action is normally carried out while the asset is functipnally available and opg¢rable
or prior to the¢ initiation of functional failure.

Note 5 to enfry: Preventive action includes the replenishment of consumables where the consumptioh is a
functional requirement (3.47).

[SOURCE: ISP 55000:2014, 3.3.4]

3.46
process
set of interr¢lated or interacting activities which transférms inputs into outputs

[SOURCE: ISP 55000:2014, 3.1.19]

3.47
requirement
need or expgctation that is stated, genefally implied or obligatory

Note 1 to entfy: “Generally implied” means that it is custom or common practice for the organization (3.38) and
stakeholders (3.52) that the need or.expectation under consideration is implied.

Note 2 to ently: A specified requirement is one that is stated, for example in documented information (3.19)
[SOURCE: ISP 55000:2014, 3.1.20]

3.48
risk
effect of uncprtainty on objectives (3.37)

Note 1 to entry: An effect is a deviation from the expected — positive and/or negative.

Note 2 to entry: Objectives can relate to different disciplines (such as financial, health and safety, and
environmental goals) and can apply at different levels (such as strategic, organization-wide, project, product and
process (3.46)).

Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009,
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.
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[SOURCE: ISO 55000:2014, 3.1.21, modified — wording has been added to Note 4 for conformance with
Annex SL]

3.49
software
all or part of the programs which process or support the processing of digital information

Note 1 to entry: For the purposes of this definition, software excludes information per se, such as the content of
documents, audio and video recordings, graphics, and databases.

Note 2 to entry: There is both executable and non-executable software. The purpose of non-executable software
is to control or support executable software, and includes, for example, configuration information, fonts, and
spell-Fhecker dictionaries. Digital information which is managed by executable software (e.g; the content of
docurhents and databases) is not considered software for the purposes of this definition, even.thqugh program
execuftion may depend on data values.

3.50
software asset
softwlare (3.49) that has potential or actual value to an organization.

Note ] to entry: Software may be a collection of software components, e.g. a software product may be a collection
of thojusands of software files.

3.51
software asset management
SAM
coordinated activity of an organization to realize valuefrom software assets (3.50)

Note ] to entry: Software asset management is a specialization of IT asset management (3.26) focus¢d specifically
on software assets. The management of software assets may, but does not necessarily, involve thg management
of norl-software assets.

Note P to entry: For reference, a corresponding industry definition is “all of the infrastructure gnd processes
necespary for the effective management, control and protection of the software assets within an|organization,
throughout all stages of their life cycle”

3.52
stake¢holder
persdn or organization (3.38)\that can affect, be affected by, or perceive itself to be affected py a decision
or activity

Note ] to entry: A “stakehelder” can also be referred to as an “interested party”.

[SOURCE: ISO 55000:2014, 3.1.22, modified — ‘themselves’ has been changed to ‘itself’ for ¢onformance
with Annex Sk}

3.53
strategicasset management plan
SAMP
documented information (3.19) that specifies how organizational objectives (3.39) are to be converted
into asset management (3.3) objectives (3.37), the approach for developing asset management plans (3.4),
and the role of the asset management system (3.5) in supporting achievement of the asset management
objectives

Note 1 to entry: A strategic asset management plan is derived from the organizational plan (3.40).

Note 2 to entry: A strategic asset management plan may be contained in, or may be a subsidiary plan of, the
organizational plan.

[SOURCE: ISO 55000:2014, 3.3.2]
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3.54

strategic IT asset management plan

documented information (3.19) that specifies how organizational objectives (3.39) are to be converted
into IT asset management (3.26) objectives (3.37), the approach for developing IT asset management
plans (3.27), and the role of the IT asset management system (3.28) in supporting achievement of the IT

asset manag

ement objectives

Note 1 to entry: A strategic IT asset management plan is derived from the organizational plan (3.40).

Note 2 to entry: A strategic IT asset management plan may be contained in, or may be a subsidiary plan of, the
organizational plan.

[SOURCE: IS

3.55
top manage
person or gr

D 55000:2014, 3.3.2, modified — term and definition have become discipline-specific]

ment
pup of people who directs and controls an organization (3.38) at the highestlevel

Note 1 to enftry: Top management has the power to delegate authority and providejresources within the
organization.

Note 2 to enfry: If the scope of the management system (3.33) covers only parf@f an organization, thgn top
management [refers to those who direct and control that part of the organization. If multiple asset managpment
systems (3.5) pre employed, the systems should be designed to coordinate efforts.

[SOURCE: ISP 55000:2014, 3.1.23]

3.56

trustworthy data

data (3.16) and related information (3.23) that is accurate, complete, relevant, readily understopd by

and availabl

e to those authorised users who need it tocomplete a task

4 Context of the organization

4.1 Unde

The organiz
affect its abi

NOTE De
IS0 31000:20

IT asset man
and consiste

rstanding the organization and its context

ity to achieve the intended outcome(s) of its IT asset management system.

termining these-issues refers to establishing the context of the organization considery
D9, 5.3.

nt with,the organizational objectives.

4.2 Unde

ition shall determine external and internal issues that are relevant to its purpose and that

ed in

agement objectives, included in the strategic IT asset management plan, shall be aligned to,

standing the needs and expectations of stakeholders

The organization shall determine:

— the stakeholders that are relevant to the IT asset management system;

NOTE 1

Security Management and Service Management.

NOTE 2

management system.

Stakeholders include those responsible for related systems and processes, such as for Information

Stakeholders include licensors of software where licensed software is within the scope of the IT asset

— the relevant requirements and expectations of these stakeholders with respect to IT asset
management;

NOTE3 Re

12

quirements of software licensors include their licensing terms and conditions.
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the criteria for IT asset management decision making;

the stakeholder requirements for recording financial and non-financial information relevant to IT
asset management, and for reporting on it both internally and externally.

Determining the scope of the IT asset management system

organization shall determine the boundaries and applicability of the IT asset management system

to establish its scope. The scope shall be aligned with the strategic IT asset management plan and the IT
asset management policy. When determining this scope, the organization shall consider:

The

manggement system.

The

the organization.

The

T

t sebaranal oo doot o o] 3 Y rafaread s+ 4-1
T XX cCTrarant e rarrIssuatsSTeCrerr COtoTI 1=,

the requirements referred to in 4.2;
the interaction with other management systems, if used.

grganization shall define the IT asset portfolio or portfolios covered by the scope of/the IT asset

fequirements of this document should be applied in their entirety.to the IT assets ddtermined by

gcope shall be available as documented information.

NOTH Scope defines which IT assets are covered by the JT asset management system. Therq is a separate
considleration about which process areas are included in theTT asset management system. This copnsideration is

addressed in 6.2.1.

4.4
The

IT asset management system

drganization shall establish, implement, maintain and continually improve an IT asset management

system, including the processes needed and their interactions, in accordance with the reqpirements of

this
The

document.

rganization shall develop alstrategic IT asset management plan which includes dofumentation

of th¢ role of the IT asset management system in supporting achievement of the IT asset nanagement

objedtives.

5

5.1
Top

mangdgement system by:

Lleadership

Leadership and commitment

management shall demonstrate leadership and commitment with respect to the IT asset

ensuring that the IT asset management policy, the strategic IT asset management plan and IT asset
management objectives are established and are compatible with the strategic direction of the
organization and organizational objectives;

ensuring the integration of the IT asset management system requirements into the organization’s
business processes;

ensuring that the resources needed for the IT asset management system are available;

communicating the importance of effective IT asset management and of conforming to the IT asset
management system requirements;

ensuring that the IT asset management system achieves its intended outcome(s);
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— directing and supporting persons to contribute to the effectiveness of the IT asset management

system,;

— promoting cross-functional collaboration within the organization;

— promoting continual improvement;

— supporting other relevant management roles to demonstrate their leadership as it applies to their

areas of

responsibility; and

— ensuring that the approach used for managing risk in IT asset management is aligned with the
organization’s approach for managing risk.

NOTE Rﬂference to “business” in this document can be interpreted broadly to mean those activities th

core to the p

5.2 Policy
Top manage
a) isappro
b) provide
c) includes
d) includes
The IT asset
— be consi

— be cons
systems

— be cons
organiz:

rposes of the organization’s existence.

<

nent shall establish an IT asset management policy that:
priate to the purpose of the organization;
a framework for setting IT asset management objectives;
a commitment to satisfy applicable requirements; and
a commitment to continual improvement of the [T-a§set management system.
management policy shall:
stent with the organizational plan;

stent with other relevant organizational policies, including of any other manage
used by the organization;

stent with the relevant strategic plans of any other management systems used b
tion;

— beappr

— be appr¢priate to the responsibility of individual and organization concerning control of IT ag
— be appr¢priate to the accéptable use of the IT assets of the organization;

— include the organization's policy towards compliance with IT asset contract terms and condi
including software licensing;

— be avail@ble as documented information;

priate to the nature and scale of the organization’s IT assets and operations;

at are

ment

y the

sets;

tions,

— be communicated within the organization;

— Dbe available to stakeholders, as appropriate;

— include specification of the penalties for violating this policy; and

— be implemented and be periodically reviewed and, if required, updated.

5.3 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned
and communicated within the organization.

14
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management shall assign the responsibility and authority for:

establishing and updating the strategic IT asset management plan, including IT asset management
objectives;

ensuring that the IT asset management system supports delivery of the strategic IT asset
management plan;

ensuring that the IT asset management system conforms to the requirements of this document;

ensuring the suitability, adequacy and effectiveness of the IT asset management system;

tabtishingamdupdating the T T asset mamagement plan(sj(see 6243, amd

reporting on the performance of the IT asset management system to top management,

=

lanning

Actions to address risks and opportunities for the IT asset management gystem

When planning for the IT asset management system, the organization shall consider the isques referred
to in f.1 and the requirements referred to in 4.2 and determine the risks and opportunitieqd that need to

be a

6.1.2] IT assetrisk assessment

The
a)

b)

ressed to:
ive assurance that the IT asset management system can achieve its intended outcomg(s);
revent, or reduce undesired effects; and
chieve continual improvement.
drganization shall plan:

dctions to address these risks and opportunities, taking into account how thege risks and
dpportunities can change with time;

How to:

- integrate andmplement the actions into its IT asset management system process¢s; and

- evaluate.the effectiveness of these actions.

drganization shall define and apply an IT asset risk assessment process that:

establishes and maintains IT asset risk criteria that include:

1) therisk acceptance criteria; and

2) criteria for performing IT asset risk assessments;

ensures that repeated IT asset risk assessments produce consistent, valid and comparable results;
identifies the IT asset risks:

1) apply the IT asset risk assessment process to identify all relevant risks, including:

a. risks associated with the loss of confidentiality, integrity and availability for IT assets
within the scope of the IT asset management system;
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b. business continuity risks;
c. legal and regulatory compliance risks;
d. risks associated with contractual compliance, including license compliance risk; and
2) identify the risk owners;
NOTE Risks associated with the information contained within IT assets can be assessed against the risk

assessment requirements of ISO/IEC 27001. Guidance for conducting information security risk assessments
can be obtained from ISO/IEC 27005.

d) analysesthelT-assetrisks:

1) assdgss the potential consequences that would result if the risks identified in 6.1.2 c}-1)\were to
matgrialize;

2) assdss the realistic likelihood of the occurrence of the risks identified in 6.1.2)1); and
3) detdgrmine the levels of risk;

e) evaluatgs the IT asset risks:

1) cor:]pare the results of risk analysis with the risk criteria established in 6.1.2 a); and
2) prigritize the analysed risks for risk treatment.

The organization shall retain documented information about thedT asset risk assessment process|.

6.1.3 IT agsetrisk treatment

The organization shall define and apply an IT asset risktreatment process to:

a) selectapgpropriate IT asset risk mitigation measures, taking account of the risk assessment regults;
NOTE Organizations can design mitigation measures as required, or identify them from any sourge.

b) determihe all controls that are necessary to implement the IT asset risk treatment option(s) chosen;
NOTE Organizations can design/controls as required, or identify them from any source.

c) formulate an IT asset risk-treatment plan; and

d) obtain IT asset owners :approval of the IT asset risk treatment plan and acceptance of the regidual
IT assetfrisks.

The organization shall retain documented information about the IT asset risk treatment process.

NOTE THe.risk assessment and treatment process in this document aligns with the principles and ggneric
gUIdellneS pr adad i ICA 210NN o d b o n it nnt e oA d 1t TCA/IDC I270N01.2012 £ 1 D o d £ 1 D

Vet oo Sroou,aha it o CICITeS oy\,\,ul\,u T TOU/TEG 7 VU L. ZUuTo;, Oz a0 0%

6.2 IT asset management objectives and planning to achieve them

6.2.1 IT asset management operation process specification

The organization shall determine the operation processes which are appropriate for the degree of
management assurance required with respect to IT asset management.

NOTE1 Annex A provides a list of operation processes for IT asset management. This list is not exhaustive,
and additional operation processes can be needed.

NOTE 2 It is possible but not required to specify groupings of processes for inclusion or exclusion based on
their tier classification as described in Annex B.
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6.2.2 IT asset management objectives for operation processes

The organization shall determine the objectives which are appropriate for the operation processes
identified in 6.2.1. The objectives determined in this way shall be compared with those in Annex A.

A Statement of Applicability shall be produced which lists the objectives specified, with justification for
inclusion and exclusion of any listed in Annex A.

NOTE1 The processes and process objectives listed in Annex A are not exhaustive and additional operation
processes and process objectives can be needed.

NOTE 2  The term ‘Statement of Applicability’ has been chosen because of its analogy with the Statement of
Appli m Tty 1n - The statement ol Applicability together wi € scope definjtion (4.3) are
needdd by any internal or external party to understand what is covered by the IT asset management system.

NOTH3 Itispossible but not required to specify groupings of processes and process objectives for inclusion or
exclugion based on their tier classification as described in Annex B.

6.2.3| Overall IT asset management objectives

The drganization shall establish IT asset management objectives at relevant functions and|levels.

of reglevant stakeholders and of other financial, technicalfAegal, regulatory and organizational

Whe% establishing its IT asset management objectives, the organization shall consider the requirements
requirements in the IT asset management planning process.

NOTH1 The overall set of IT asset management objectives,builds on the IT asset management jobjectives for
operafion processes identified in 6.2.2.

The I[l asset management objectives shall:
— Be consistent and aligned with the organiZational objectives;

NOTH2  Organizational objectives can include objectives relating to energy efficiency and othdr concerns of
envirpnmental sustainability.

— Be consistent with the IT asset management policy;
He established and updated'using IT asset management decision-making criteria (see 4.2);
— He established and updated as part of the strategic IT asset management plan;

He measurable (if practicable);

hclude quantitative targets for data accuracy;

—e

— thke intoaccount applicable requirements;

— reflect (where appropriate) the likelihood of high rates of change in technology and in[the business
environment;

— be monitored;
— be communicated to relevant stakeholders; and
— bereviewed and updated as appropriate.

The organization shall retain documented information on the IT asset management objectives.

6.2.4 Planning to achieve IT asset management objectives

The organization shall integrate the planning to achieve IT asset management objectives with other
organizational planning activities, including financial, human resources and other support functions.
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The organization shall establish, document and maintain IT asset management plan(s) to achieve the
IT asset management objectives. These IT asset management plan(s) shall be aligned with the IT asset
management policy and the strategic IT asset management plan.

The organization shall ensure that the IT asset management plan(s) take(s) into account relevant
requirements coming from outside the IT asset management system.

When planning how to achieve its IT asset management objectives, the organization shall determine
and document:

a) the method and criteria for decision making and prioritizing of the activities and resources to
achieve its IT asset management plan(s) and IT asset management objectives;

b) the prodesses and methods to be employed in managing its IT assets over their life cycles;
c¢) whatwill be done;

d) whatregources will be required;

e) who wil| be responsible;

f) when it will be completed;

g) how the|results will be evaluated;

h) the appropriate time horizon(s) for the IT asset management plan(s);

i) the finapcial and non-financial implications of the IT assetmanagement plan(s);

j)  thereview period for the IT asset management plan(s)\(see 9.1);

k) actions fo address opportunities associated with.managing the IT assets, taking into account how
these ogportunities can change with time, by establishing processes for:

— identification of opportunities;

— assgssment of opportunities;

— detqrmining the significance of IT assets in achieving IT asset management objectives;
— imp|ementation of the appropriate treatment, and monitoring, of opportunities.

NOTE ISP 55001:2014 includes risks in this text, whereas this document addresses risks more extensiyely in
6.1.2 and 6.1.8 similar to the.way risks are treated in ISO/IEC 27001:2013.

7 Support

7.1 Resources

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the IT asset management system.

The organization shall provide the resources required for meeting the IT asset management objectives
and for implementing the activities specified in the IT asset management plan(s).

7.2 Competence
The organization shall:

— determine the necessary competence of person(s) doingwork under its control thataffectsits IT asset
performance, IT asset management performance and IT asset management system performance;
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— ensure that these persons are competent on the basis of appropriate education, training, or
experience;

— where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken;

— retain appropriate documented information as evidence of competence; and
— periodically review current and future competency needs and requirements.

NOTE Applicable actions can include, for example: the provision of training to, the mentoring of, or the re-
assignment of currently employed persons; or the hiring or contracting of competent persons.

7.3 | Awareness

Persqns doing work under the organization’s control, who can have an impact on the-achieyement of the
IT as$et management objectives, shall be aware of:

— the IT asset management policy;

—

heir contribution to the effectiveness of the IT asset management'system, including tHe benefits of
mproved IT asset management performance;

—n

— their work activities, the associated risks and opportunitiésand how they relate to ea¢h other; and

—

he implications of not conforming with the IT asset management system requirements.

7.4 |Communication

The ¢rganization shall determine the need for internal and external communications r¢levant to IT
assetp, IT asset management and the IT assetmanagement system including:

— dn what it will communicate;
— when to communicate;

Vith whom to communicatef and

|
<

— How to communicate.

7.5 |Informationrequirements

The prganizatien<shall determine its information requirements to support its IT assets, IT asset
mangdgement;TT asset management system and the achievement of its IT asset managemehnt objectives
and grganizational objectives. Requirements may include, but are not limited to financipl, purchase,
contrfact, license, technical, and organization information. In doing this:

a) theorganization shall include consideration ot
— the significance of the identified risks;
— difficulty of controlling the characteristics of IT assets as described in Annex C.
— theroles and responsibilities for IT asset management;

— what measurements are needed for determining that the IT assets achieve what is expected of
them in relation to the organization's overall objectives

— the IT asset management processes, procedures and activities;

— the exchange of information with its stakeholders, including service providers;
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— the impact of quality, availability and management of information on organizational decision
making;

b) the organization shall determine:
— the attribute requirements of identified information;
— the quality requirements of identified information;
— how and when information is to be collected, analysed and evaluated;

c) the organization shall specify, implement and maintain processes for managing its information;

d) the orgdnization shall determine the requirements for alignment of financial and non:fingncial
terminojogy relevant to IT asset management throughout the organization; and

e) the orggnization shall ensure that there is consistency and traceability between thefinancidl and
technicdl data and other relevant non-financial data, to the extent required to meet its legdl and
regulatqry requirements while considering its stakeholders' requirements/and organizational
objectives.

7.6 Documented information

7.6.1 Gengral

The organization’s IT asset management system shall include:

— documepted information as required by this document;

— documepted information for applicable legal and regulatory requirements; and

— documepted information determined by the organization as being necessary for the effectivengss of
the IT agset management system, as specifiedin 7.5.

NOTE1 THe extent of the documented information for an IT asset management system can differ frojn one
organization fo another due to:

— the size pf organization and its type of activities, processes, products and services;

— the complexity of processes.and their interactions;

— the competence of persons;

— the complexity of the'IT asset(s); and

— the nee( to besable to demonstrate compliance, e.g. with licensing terms and conditions.
NOTE 2 SuE-clause 7.5 is concerned with the determination of overall IT system requirements, whicl] is an
initial task associated wi € development of an SSET Management SyStem, althoug it needs to be reviewed
periodically. Sub-clause 7.6 is concerned with a specific subset of that information, for the purpose of having
reviewable information, i.e. audit trails.

7.6.2 Traceability of ownership and responsibility

Ownership and responsibility for all IT assets shall be documented information.

NOTE1 Documentation of ownership and responsibility can exist at any level of detail or generality as the
organization considers appropriate. Where there are mixed ownerships and responsibilities, such as for end-user

devices and servers; and for software and data on that equipment, more granularity of documented information
will typically be needed.
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NOTE 2  Ownership of and responsibility for one type of IT asset can create a responsibility for a different type
of IT asset. For example, a cloud service provider can create a significant licensing exposure if it adds cores to a
cloud server which is providing Infrastructure-as-a-Service to a client organization.

7.6.3 Audit trails of authorizations and execution of authorizations

All authorizations shall be documented information. The documented information shall include details
of (@) who made the authorization, (b) when, and (c) reason(s) why the authorization was given.

NOTE1 There is no requirement for any specific types of authorization to exist, unless otherwise specified
in this document. Authorizations can exist at any level of detail or generality as the organization considers
appropriate, For example, authorizations can apply to the entire organization, to specific organizational units
or graups of individuals, to individual IT assets or classes of IT assets. Authorizations can also/be|time-limited.
Furthermore, there can be different classes of authorizations, such as financial, security, ‘epgrational, and
manaperial.

The ¢xecution of an authorization should be documented information, including details of (a) who
execyted it, (b) when it was executed, and (c) against which authorization(s)

NOTH2 An example of the execution of an authorization is the installation of authorized software.

7.6.4| Creating and updating
When creating and updating documented information the organization shall ensure appropriate:

— iflentification and description (e.g. a title, date, authof, or'reference number);

-

brmat (e.g. language, software version, graphicsj.anid media (e.g. paper, electronic); and

— review and approval for suitability and adequacy.

7.6.5| Control of documented information

Documented information required by-the IT asset management system and by this docurment shall be
controlled to ensure:

a) ifisavailable and suitable.fdruse, where and when it is needed; and
b) ifis adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

For the control of documented information, the organization shall address the following pctivities, as
appligable:

— distribution;access, retrieval and use;

torage-and preservation, including preservation of legibility;

|
%]

— cdontrol of changes (e.g. version control); and

— retention and disposition.

Documented information of external origin determined by the organization to be necessary for the
planning and operation of the IT asset management system shall be identified, as appropriate, and
controlled.

NOTE Access can imply a decision regarding the permission to view the documented information only, or
the permission and authority to view and change the documented information, etc.
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8 Operation

8.1 Operational planning and control

The organization shall plan, implement and control the processes needed to meet requirements, and to
implement the actions determined in 6.1, the IT asset management plan(s) determined in 6.2, and the
corrective and preventive actions determined in 10.1 and 10.2 by:

establishing criteria for the required processes;

implementing the control of the processes in accordance with the criteria;

keeping
process¢

treating

8.2 Mana

Risks assoc
achieving th

The organiz

The organiz

documented information to the extent necessary to have confidence and evidence’th
s have been carried out as planned; and

and monitoring risks using the approach described in 6.1.3.

gement of change

ated with any planned change, permanent or temporary that_can have an impal
e [T asset management objectives, shall be assessed before the:change is implemented

ntion shall ensure that such risks are managed in accordanee with 6.1.3.

htion shall control planned changes and review the.cénsequences of unintended cha

taking action to mitigate any adverse effects, as necessary.

8.3 Core ¢lata management

The organization shall ensure that required data abeutall core IT assets in scope is accurately rec
throughout the life cycle; and that there is documented information for all IT assets as to whethet
are authorizpd or not.

NOTE 1

Colre IT assets include software assets) IT hardware, and IT asset services. Digital information c

assets (e.g. ligensed audio and video recordings; word-processing and PDF documents) are also considere
IT assets if they are included in scope. In\situations with mixed responsibilities (e.g. for cloud comput

BYOD), it can
in order to m4
NOTE2 Th

NOTE3 Th
business prog

8.4 Licen

be appropriate to include assets which are the responsibilities of other organizations or indiv
nage related risks, e.g. 6f.licensing non-compliance.

is process includes.data verification.

is process provides information on IT assets to support the effectiveness and efficiency of
esses.

e Imanagement

ht the

ct on

nges,

brded
they

ntent
l core
ng or
duals

other

The organizatiomshattensure that TequiTed dataanmd-imformmatiomabout Hcerses, Tetatedemntittements,
and usage against entitlements, for all IT assets in scope, is accurately recorded throughout the life
cycle; that reconciliations are conducted and assessed periodically between requirements, usage
against entitlements, and entitlements; and verified.

NOTE
conditions, th

22

ey would also be covered by these requirements.
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The organization shall manage security effectively within all ITAM activities and shall support
the security approval requirements related to ITAM, for all IT assets in scope; and conduct periodic

verifi

NOTE

8.6

The
mana
defin

NOTEH

8.7

preatt

cation of compliance with security requirements.

Security includes access and integrity controls. Security requirements apply not only to software but
to all IT assets including hardware and information about IT assets.

Other processes

nal processes which the orgza

y additi

s for operation processes, and

bjective

gement o an
bd.

This sub-clause is the mechanism to add additional processes as defined in Annexes A a

Outsourcing and services

When the organization outsources any activities that can have an impact on the achieven

asset]
outsd

NOTE

suppl
(IaaS]
is gen

management objectives, it shall assess the associated risks.Thé organization shall
urced processes and activities are controlled.

1 Outsourced activities in principle include externally. supplied services. Examples
ed services are software as a service (SaaS), platform as a‘service (PaaS), and infrastructuy

erally applied to relatively comprehensive sets of_services, whereas individual services

consiglered more limited in scope.

NOTE

2 SeelSO/IEC 20000-1 for further information on managing outsourcing and services.

When the organization utilizes an IT infrastructure with responsibilities for IT assets

infor

mation shared by both the internal organization and external suppliers of IT s

organizations shall assess the associated risks. The organization shall ensure that proc

infra

NOTE
end-u

structure involving mixed responsibilities are controlled.

3 Examples of situatiens:involving mixed responsibilities are that different parties
ser devices being used (organizational vs third party such as a mobile operator), the serve

2.2 IT asset
nization has

nd B.

nent of its IT
ensure that

of externally
e as a service

, as well as hardware maintenance, software support; and training. However, the term} outsourcing

are generally

or data and
ervices, the
bsses and IT

can own the
s being used

(organizational vs third-party such as for cloud computing), the software being licensed (organizatjonal or third-

party), and the data beingield and processed (organizational, personal, or third-party).

The drganization shall determine and document how these activities will be controlled anld integrated

into the organization's IT asset management system. The organization shall determine:

a) the preeesses and activities that are to be outsourced (including the scope and bounfaries of the
dutsourced processes and activities and their interfaces with the organization’s own processes and
dctivities);

b) the implications of the mixed responsibilities involved (including the associated risks and how the
mixed responsibilities can be effectively discharged with accountability for those responsible);

c) theresponsibilities and authorities within the organization for managing the outsourced processes
and activities; and

d) the processes and scope for the sharing of knowledge and information between the organization

and its contracted service provider(s).

When outsourcing any activities, the organization shall ensure that:

— the outsourced resources meet the requirements of 7.2, 7.3 and 7.6; and

— the performance of the outsourced activities is monitored in accordance with 9.1.
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8.8 Mixed responsibilities between the organization and its personnel

When there is mixed ownership between the organization and its personnel of IT assets in scope and
information held on those assets, it may have an impact on the achievement of the organization’s IT
asset management objectives. Where this is the case, the organization shall assess the associated risks
and ensure that these situations are controlled.

NOTE 1 Situations involving mixed ownership between the organization and its personnel include personnel
using their own devices for organizational activity (typically referred to as ‘Bring-Your-Own-Device’, or ‘BYOD’),
and also personnel using organizational IT assets for personal purposes, including the result that personal data
or information can be held on organizational resources.

When the ¢rganization utilizes an IT infrastructure with mixed responsibilities between the
organizatior] and its personnel for IT assets or data or information, the organizations shall assé§s the
associated rjisks. The organization shall ensure that processes and IT infrastructure invelving such
mixed respopnsibilities are controlled.

NOTE 2  Exjpmples of situations involving mixed responsibilities are that different parties can own the¢ end-
user devices peing used (organizational vs personal or third party such as a mobile éperator), the soffware
being licensedl (organizational, personal, or third-party), and the data or information being held and prodessed
(organizationfl, personal, or third-party).

The organization shall determine and document how these activities will\be controlled and integrated
into the orggnization's IT asset management system. The organization-shall determine:

a) the prodesses and activities that are affected by mixed responsibilities between the organization
and its gersonnel (including the scope and boundaries of the‘affected processes and activities

b) the implications of the mixed responsibilities involved:(including the associated risks and how the
mixed r¢sponsibilities can be effectively discharged<dwvith accountability for those responsible);

c) the responsibilities and authorities within the‘exganization for managing the situations invqlving
mixed r¢sponsibilities; and

d) the prodesses and scope for the sharing of knowledge and information between the organiZation
and its gersonnel in these situations involving mixed responsibilities.

When involved in situations involvingmixed responsibilities, the organization shall ensure that:
— the mix¢d-responsibility respurces meet the requirements of 7.2, 7.3 and 7.6; and

— the perfprmance of themixed-responsibility activities is monitored in accordance with 9.1.

9 Performanceevaluation

9.1 Monitoring, measurement, analysis and evaluation

The organization shall determine:
a) whatneeds to be monitored and measured;

b) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid
results;

c) when the monitoring and measuring shall be performed; and
d) when the results from monitoring and measurement shall be analysed and evaluated.

The organization shall retain appropriate documented information as evidence of the results of
monitoring, measurement, analysis and evaluation.
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— the IT asset management performance, including financial and non-financial performance; and

— the effectiveness of the IT asset management system.

The organization shall evaluate and report on the effectiveness of the processes for managing risks and
opportunities.

The organization shall ensure that its monitoring and measurement enables it to meet the

requi
9.2

9.2.1
assist

a) d

9.3

Top n
ensul

TEIEItS Of 4:2:
Internal audit

The organization shall conduct internal audits at planned intervals to\provide in
in the determination on whether the IT asset management system:

onforms to:
- the organization’s own requirements for its IT asset management system;

- the requirements of this document; and

is effectively implemented and maintained.

The organization shall:

lan, establish, implement and maintain anraudit programme(s), including the frequen
esponsibilities, planning requirements.and reporting, which shall take into consi
mportance of the processes concernediand the results of previous audits;

efine the audit criteria and scopefor each audit;
elect auditors and conduct audits to ensure objectivity and the impartiality of the aud
nsure that the results of.the audits are reported to relevant management; and

etain documentedtinformation as evidence of the results of the implementation
rogramme andthe’audit results.

Management review

hanagemient shall review the organization's IT asset management system, at planned
edts continuing suitability, adequacy and effectiveness.

formation to

cy, methods,
deration the

it process;

of the audit

intervals, to

The management review shall include consideration of:

a) the status of actions from previous management reviews;

b) changes in external and internal issues that are relevant to the IT asset management system;

c) information on the IT asset management performance, including trends in:

— nonconformities and corrective actions;

— monitoring and measurement results;

— audit results;

d) IT asset management activity;
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e) opportunities for continual improvement; and
f) changes in the profile of risks and opportunities.

The outputs of the management review shall include decisions related to continual improvement
opportunities and any need for changes (see 8.2) to the IT asset management system.

The organization shall retain documented information as evidence of the results of management
reviews.

10 Improvement

10.1 Nonc¢nformity and corrective action

When a non¢onformity or incident occurs in its IT assets, IT asset management or IT assetimanaggment
system the grganization shall:

a) reacttothe nonconformity or incident, and, as applicable:
— takd action to control and correct it;
— deal with the consequences;

b) evaluatg the need for action to eliminate the cause(s) of the non¢onformity or incident, in ordef that
it does rl(:t recur or occur elsewhere, by:

— reviewing the nonconformity or incident;

— detqrmining the causes of the-nonconformity ofincident;

— detqrmining if similar nonconformities exist;.or could potentially occur;
c) implemgnt any action needed;
d) review the effectiveness of any corrective action taken; and
e) make chlanges (see 8.2) to the IT assét management system, if necessary.
Corrective aftions shall be appraopriate to the effects of the nonconformities or incident encountered.
The organization shall retain‘décumented information as evidence of:

— the nature of the nonconformities or incident and any subsequent actions taken; and

— the resullts of any._¢orrective action.

10.2 Prevqntive action

The organization shall establish processes to proactively identify potential failures in IT asset
performance and evaluate the need for preventive action.

When a potential failure is identified the organization shall apply the requirements of 10.1.

10.3 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of its IT asset
management and the IT asset management system.
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IT asset management operation processes and objectives

This annex specifies the IT asset management operation processes and objectives which shall be
considered for inclusion in the IT asset management system. The Statement of Applicability (6.2.2)

docu
This
— 6

ments the decisions as to which are included or excluded.

hnnex is referenced or used in the main body of this document as follows:

— 4

.2.1 IT asset management operation process specification;

.2.2 IT asset management objectives for operation processes;

Note
conse

Procg
refle
Deplq
proce
Man4

Figun

lause 8 Operation including in particular:
- 8.2  Management of change;

- 8.3  Core data management;

- 8.4  License management;

- 8.5  Security management; and

- 8.6  Other processes.

that the process objectives for the firstfour processes are already included in this do
quently shall always be included (8.258.3, 8.4, and 8.5).

ss types are either life cycle orfunctional. Life cycle management processes are
t stages in the life cycle of the IT assets themselves. Examples are Acquisition,

yment. Functional management processes in contrast generally apply across multi
sses (and hence the term-"‘cross-cutting’ processes is sometimes used). Examples
gement, License Management, and Relationship and Contract Management.

e A.1 gives an ovéryiew of the process areas by process type.

cument, and

those which
Release, and
ple life cycle
are Change
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IT Asset Functional Management Process Areas

Relation-
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o’\\/\

'

Figure A.1 — ITAM process areas by process type

Table A.1 givies the detailed process objectives structured by process type.

Table A.1 — Process objectives byprocess type

Prqcess Process Objective

IT Asset Life Cycle Management Processes

Specification The objective of the Specification process in respect of IT assets is to
ensure that requirements are properly requested and analysed, and
that appropriate alternatives are designed and evaluated for meeting
those requirements,

Acduisition The objective 6fthe Acquisition process in respect of IT assets is to
ensure that-assets in scope are acquired in a controlled manner and
properly-recorded.

Development The objective of the IT development process in respect of IT assets is to
ensure that IT assets in scope, and software in particular, is developed
in a way which considers ITAM requirements.

Relpase The objective of the IT asset release management process in respect of
IT assets is to ensure that releases of IT assets in scope are planned and
executed in a way which supports ITAM requirements.

Depjloyment The objective of the IT asset deployment process in respect of ITAM is
to ensure that the deployment and redeployment of IT assets in scope is
executed in a way which supports ITAM requirements.

Operation The objective of the IT asset operations process in respect of ITAM is to
ensure that operational processing utilizing IT assets in scope is executed
in a way which supports ITAM requirements.

NOTE The Operation process which is performed both by end-users
and operators includes use of IT assets (e.g. taking backups and other
‘housekeeping’ tasks); monitoring (e.g. for exception conditions; and
also of usage and performance); and optimization (e.g. adjusting con-
figuration parameters to improve performance or cost-effectiveness).
There is considerable integration with other ITAMS requirements. For
example, compliance with acceptable use policies integrates with this
process. Many of the IT asset functional management processes will
integrate with this process, such as license management, to optimize
the deployment of licenses.
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