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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-govgrnmental, in liaison with ISO and IEC, also take part in the work. In the field of inforn

technology, 1§
International

The main ta
Standards ad

an Internatior]

Attention is d
rights. 1ISO ar

ISO/IEC 1971
Subcommitte

5O and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.
5k of the joint technical committee is to prepare International Standards. Draft Interna
opted by the joint technical committee are circulated to national bodies forvoting. Publicat

al Standard requires approval by at least 75 % of the national bodies easting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

0-1 was prepared by Joint Technical Committee ISQ/EC JTC 1, Information techn
e SC 7, Software and system engineering.

This second ¢dition cancels and replaces the first edition (ISOAEC 19770-1:2006), which has been tech

revised.

ISO/IEC 1971
asset managy¢

Part 1: P

Part 2: §

The following

Part 3: §

Part 5: O

Part 5 will de
given in previ

0 consists of the following parts, under<the general title Information technology — So
bment:

rocesses and tiered assessment of conformance
pftware identification tag

parts are under preparation:

Dftware entitlement.tag

verview and vocabulary

busly_published parts.

hation

tional

on as

patent

plogy,

nically

ftware

fine aseemmon set of vocabulary for the ISO/IEC 19770 series, which may update defipitions

Tag management will form the subject of a future Part 7.
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Introduction

ISO/IEC 19770-1:2012(E)

This part of ISO/IEC 19770 is for organizations that want to achieve best practice in Software Asset
Management (SAM). It grew out of ISO/IEC 19770-1:2006 Software asset management processes which was
a comprehensive standard designed to align to all of service management as specified in ISO/IEC 20000.

However, market feedback was that organizations wanted something which could be accomplished in multiple

increrents and to that increment most suited to the needs of the organization. This part of ISQ/IE
been designed to make implementation of SAM and conformance to a published standard possit
of these increments, called *“tiers”, which are cumulative. This allows for free-standing

certification which correspond to natural levels of development and management priority. Recog
5e organizations through the ability to publicly display that certification has beehachieved tp a stated tier.

bn into tiers is designed so that standardized SAM is within reach, of) most organiz

EC 19770 has
le at any one
independent
nition is given

tions. Those

implementing SAM for the first time can often implement SAM more rapidly by also applying cardful scoping of
ftware assets covered and by scoping the parts of the organizatieh ‘covered by SAM. An organization
will ngt normally cover everything possible in-scope and software scope and organizational scope definitions
owed as described in Clause 1 Scope. Any scope may be defined so long as it is not ambiguous.

the sq
are al

When
so tha

it is upually necessary for all assets within certain sectiogs_of an organization’s infrastructure t

within
hardw
cover
organ
rangin

practices can expect to attain benefits beyofid management of the software itself.

The four tiers of SAM as defined in this-part of ISO/IEC 19770 are shown in Figure 1. For a full

of the

an organization chooses to narrow the scope of SAM in this way, certain factors should |
t all desired benefits and objectives of the organizatiori.can be achieved. For example, for

the scope of SAM. Furthermore, it is impossiblesto‘manage software assets without also
are on which it runs and this part of ISO/IEC 19770 may be used for both. The term SAM
all software-related assets within IT and use-of the term SAM for this part of ISO/IEC 1977
zational location of the responsible ISO/IEC- Working Group and reflects market usage. S
g benefits across other interrelated practices of managing IT assets and implementers

four tiers, see Clause 5 Tiers:'They can be briefly explained as follows:

e considered
good security
b be included
managing the
s intended to
0 reflects the
AM has wide
pf good SAM

er description
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Tier 4

Full ISG/IEC SAM Conformance

Achieving best-in-class strategic SAM

Tier1
b

Tier 3
Operational Integration
Tier 2 Improving efficiency and effectiveness
Practical Management
Improving management controls & driving immmediate benefits
Trustworthy Data

Knowing what you have so you can manage it

The major as
o Tier 1
Good

that ¢

licens

NOTH
Entitlg

e Tier 2
immse

Figure 1 — The four tiers of SAM

sociated benefits of each tier are:

: Trustworthy Data. Achieving this tier means’knowing what you have so that you can man
data is a prerequisite for good SAM. A~common management observation which applies H
you cannot manage what you do not-know”. This tier also provides the basis for demons{

e compliance, which is typically. ahigh priority management objective.

Other parts of ISO/IEC 19770 define a Software Identification Tag (ISO/IEC 19770-2), and a Sq
ment Tag (ISO/IEC 19770-3) that are intended to simplify the task of achieving trustworthy data.

: Practical Management. Achieving this tier means improving management controls and ¢
diate benefits.

In practice, management typically only starts to take ownership of issues related to SAM aft

orgar
orgar
and

envir

ization has recognized the issues which result from not having trustworthy data
ization-recognizes the extent of the risks it faces as well as the opportunities for improv
sayings. This tier covers the basic management control environment (see 4.2 Q

hge it.
ere is
rating
ftware

riving

br the
The
bment
ontrol

deliv

bnment for SAM), including policies, roles and responsibilities. It also includes targetin

j and

rfing quUICK WINS mMade ObVIOoUS DY the data OT Tler T.

e Tier 3: Operational Integration. Achieving this tier means improving efficiency and effectiveness.

Building on the foundation of the previous two tiers, this tier drives the integration of SAM into
operational processes (see 4.6 Operations management processes and interfaces for SAM). The
result is improved efficiency and effectiveness.

NOTE

Entitlement Tag (ISO/IEC 19770-3) that are designed to simplify the task of integration.

Vi

Other parts of ISO/IEC 19770 define a Software Identification Tag (ISO/IEC 19770-2), and a Software
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o Tier 4: Full ISO/IEC SAM conformance. Achieving this tier means achieving best-in-class strategic
SAM.

This tier addresses the more advanced and demanding aspects of full SAM, including its full
integration into strategic planning for the organization.

The first three tiers are defined as subsets of the total set of process areas and outcomes defined in this part
of ISO/IEC 19770, i.e. each process area has a single SAM objective, such as Software Asset Identification,
and contains multiple outcomes for processes to support each objective. See Annex A for a summary table
illustrating this structure.

this p
are Igrgely unchanged from ISO/IEC 19770-1:2006 but some minor clarifications have been included. The

too.

a) sk management: for example mitigating interruption-oerdeterioration of IT/services; legal dnd regulatory
b) Clpst control: reduced direct costs of software~and reduced direct costs of software, related assets

c) Cpmpetitive advantage: better business-decisions and satisfaction from trustworthy data alyvays at-hand.

Typically business requirements mayy mean targeting priority areas, such as for particular software
manufacturers or sometimes for a_specified group of organizational units. Choices of tiers, cpmbined with
scoping, allow for many organizations to benefit from standardized SAM processes as |described in

In primciple it would also-be\possible to use a capability or maturity approach to define a standard which can

indepgndently certifiable. This notwithstanding, it is intended to develop such an approach in the future, after a
planngd revision~of+the first edition of ISO/IEC 15504 is completed. This will allow for a convergence of
approaches baséd on this part of ISO/IEC 19770 and on other methodologies in the marketplace based on
matunty.

© ISO/IEC 2012 — All rights reserved Vi
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INTERNATIONAL STANDARD
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Information technology — Software asset management —

Part 1:

Pro

cesses and tiered assessment of conformance

[d))

1.1

This
Mana

1.2

This {
imme
which
full bg

It is in

may provide a measurement framework that isialigned to the requirements in ISO/IEC 15504-

future]

This
this p
be ap
there

It app,
of cor

NOTE

4.2.2).

This {
respo

cope

Purpose

part of ISO/IEC 19770 establishes a baseline for an integrated set-of processes for S
gement (SAM), divided into tiers to allow for incremental implementation, assessment and

Field of application

art of ISO/IEC 19770 applies to SAM processes and can.be implemented by organizatio
Hiate benefits. ISO/IEC 19770-2 provides a corresponding specification for software ident
requires implementation by software manufacturers)(external and internal) and by tool deyv,
nefits to be achieved

tended that this part of ISO/IEC 19770 be an’implementation standard for organizations. F

International Standard ISO/IEC 330033

art of ISO/IEC 19770 applies to all organizations of any size or sector. For the purposes off
art of ISO/IEC 19770 can only be-applied to a legal entity, or to parts of a single legal entit
plied to multiple legal entities)(e.g. the parent and subsidiaries of a multinational organi
is a legal controlling relationship between them, so that one entity may exercise control oV
ies only where such a controlling entity exercises control over the entire scope (as defined
formance) and the assessor of conformance accepts this definition of organizational scope

The definjtion_of organizational scope is documented as part of the Corporate governance pi

art of ISO/IEC 19770 may be applied to an organization which has outsourced SAM proce

nsibijlity.for demonstrating conformance always remaining with the outsourcing organization|.

ftware Asset
cognition.

hs to achieve
ification tags,
elopers for its

Lture editions
P:2003 or the

conformance,
y. It may also
yation) where
er the others.
for purposes

pbcess for SAM

5ses, with the

This

art of ISQ/IEC 19770 can he applipd to all software and related assets rpgardlpqc aof the

nature of the

software, where related assets are all other assets with characteristics which are necessary to use or manage
software. For example, it can be applied to executable software (such as application programs, operating
systems and utility programs) and to non-executable software (such as fonts, graphics, audio and video
recordings, templates, dictionaries, documents and data). It can be applied to all technological environments
and computing platforms (e.g., virtualized software applications, on-premises or software-as-a-service; it is

equall

NOTE

y relevant in cloud computing as it is in older computing environments).

The definition of software asset scope (software types to be included within the scope) is docu

mented as part

of the SAM Plan developed in the Planning for SAM process. It may be defined in any way considered appropriate by the
organization, such as for all software, for all program software, for all software on specific platforms, or for the software of
specified manufacturers, as long as it is unambiguous. See also explanations following in this subclause and in Table 1.

1

© IS0/l
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With the exception of the requirements of 4.7.4 Software development process, it is not required for this part
of ISO/IEC 19770 to be applied to software development in the sense of the development and maintenance of
code. It is intended that it be applied to all software in a live environment and precursor activities, such as
configuring software and creating and controlling production builds and releases. The exact dividing line
between what is considered pure development, and therefore excluded, and what is related to the live
environment, and therefore included, may be defined making use of the unambiguous formal statements of
organizational scope or software scope.

NOTE Software used to develop other software is considered part of the live environment, i.e. the software used by
software developers must itself be controlled.

The following forms of software assets are within the scope of this part of ISO/IEC 19770:

use rights, reflected by full ownership (as for in-house developed software) and licenses (Ias for

a) software
most externally sourced software, whether commercial or open-source);

b) software|for use, which contains the intellectual property value of software (including~original software
provided| by software manufacturers and developers, software builds, and software as installefl and
otherwis¢ provisioned, consumed or executed); and

c) media hqlding copies of software for use.

NOTE Frgm a financial accounting point of view, it is primarily category (a) which may be considered an ass¢t, and

even then it may have been completely written off. From a financial accounting peintof view, category (b) may be Yiewed

as actually cregting a liability (rather than an asset) with commercial software if it is not properly licensed. This part of

ISO/IEC 19770
bookkeeping v
asset.

Related ass¢g
manage soft
manage softy

considers categories (b) and (c) proper assets to be controlled as well as (a). Licenses may
blue, but software in use in particular should have business\Vvalue and needs to be treated as a bu

ts within the scope are all other assets with®\characteristics which are necessary to (
vare in scope. Any characteristics of these’related assets which are not required to U
are are outside of the scope. Table 1 provides examples of these.

Table 1 — Application of ISO/IEC 19770-1 to Non-Software Assets

have
siness

se or
se or

Asset type Applicability Example
Hardware Normative for hardware assets Inventory of equipment on which softwarg
with characteristics required for can be stored, executed or otherwise us¢d;
th€ use or management of number of processors or processing power;
software assets in scope whether the hardware qualifies for counting
for site licensing purposes
Not applicable for characteristics | Cost and depreciation of hardware,
not required for the use or preventive maintenance renewal dates
management of software assets
in scope
Other assets Normative for other assets with Personnel names for identifying
characteristics required for the custodianship; personnel counts for
use or management of software licensing, where determined on this basis; IT
assets in scope infrastructure or architecture (including
interfaces) if needed to determine the proper
usage for certain license metrics, e.g. to
identify multiplexing
Not applicable for characteristics | Other personnel information
not required for the use or
management of software assets
in scope
2 © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=92e96dab825daf53dac01cf269d5a667

1.3

ISO/IEC 19770-1:2012(E)

Limitations

This part of ISO/IEC 19770 does not detail the SAM processes in terms of methods or procedures required to
meet the requirements for outcomes of a process.

This part of ISO/IEC 19770 does not specify the sequence of steps an organization should follow to implement
SAM, nor is any sequence implied by the sequence in which processes are described. The only sequencing
which is relevant is that which is required by content and context. For example, planning should precede
implementation.

This part of ISO/IEC 19770 does not detail documentation in terms of name, format, explicit content and

recor

Detail

ina media
=)

s of certification and recognition schemes are outside of the scope of this part of ISOAEC 1

This part of ISO/IEC 19770 is not intended to be in conflict with any organization's_policies, pr

stand
part o

2 (

21

This
of ind
asses

This
allow
mana
asses
or the
for IS
areas

2.2

The r
Claus|
provis

Fullc

ards or with any national laws and regulations. Any such conflict should beAresolved bef
fISO/IEC 19770.

fonformance

Intended usage

art of ISO/IEC 19770 is intended for use as best practice guidance, and also to allow for
sing an organization’s conformance.

art of ISO/IEC 19770 has been written to allow continuity with ISO/IEC 19770-1:2006, but
assessment following the same approach*used in other standards that are accepted

gement system standards framework as defined in ISO Guide 72. In particular, this m
sor has the newly added option of as§essing against the overall objective of each of the p

previous approach of assessing against all of the detailed outcomes for each of the proc|
D/IEC 19770-1:2006. One choice:must be applied consistently as a way of assessing acro

Methods of demonstrating full conformance

bquirements in this_part of ISO/IEC 19770 are contained in the objectives and outcome
ions of this part'of ISO/IEC 19770 as described below, including for any outsourced proces|
bnformanee with any of the tiers of this part of ISO/IEC 19770 is achieved in either of two w|

By demonstrating that all of the requirements of the respective tier of this part of ISO/IE

D770.

bcedures and
bre using this

the possibility

ependent certification of achievement of the individual tiers. There is choice, however, i the ways of

in addition to
s defining a
bans that the
focess areas,
bss areas, as
5s all process

b listed within

e 4 of this part 6fASO/IEC 19770. Any claim of conformance shall be a claim of full confofmance to the

5€es.

Ays:

C 19770 have

beensatisfredusing the outcomes as evidence; or

By demonstrating that all of the objectives of the respective tier of this part of ISO/IEC 19770 have

been achieved.

Furthermore, it must be demonstrated that any underlying tiers are currently certified for full conformance and
that they are being monitored for continuing full conformance by a surveillance program accepted by the
assessor; or alternatively that any underlying tiers are being certified as part of the current assessment.

© ISO/IEC 2012 — All rights reserved
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If full conformance is achieved by demonstrating that all of the objectives of the respective tier of this part of
ISO/IEC 19770 have been met, two further requirements exist:

interpreted correspondingly for assessments of each tier.

Where a process area includes outcomes in different tiers, the objective for that process area shall be

The assessor shall, in addition to reviewing evidence demonstrating that all objectives are achieved,

still take into account the specified outcomes for the respective tier. Where there is any failure to meet
all specified outcomes, for each such outcome the assessor shall explain in writing their reason(s) for
accepting the objectives of a tier are nevertheless still fully satisfied without need for that outcome.

For the avoid

nce-of doubt \Wwhera outcomes-ara-snecified-usina the word “inecludina’ which-is then follow
A —aeHBH WO tHEOHe8sSae-5peciHeaUsSiigthe-Wwera—heiHaihg— WSt eh+oHoY

ed by

a list, this is t
not required.

3 Terms

For the purpo

3.1
baseline

snapshot of the state of a service or individual configuration items (3.2) at a-point in time

[ISO/IEC 200

3.2
configuratio
(o]
component o

NOTE 1 Fo
processes. Inv

NOTE2 Co
widely in comp|
a single modul

3.3
corporate bd
person or groj
highest level

3.4
definitive m3
originating ins

b be understood as requiring all of the items in the list, with additional unlisted items paossib

and definitions

ses of this document, the following terms and definitions apply.

p0-1:2005]

N item

an infrastructure or an item which is or willdbe’under control
the purpose of this part of ISO/IEC 19770, 'under control' means under the control of iny
hfiguration items or Cls are commonly defined as part of Service Management practice and ma

exity, size and type, ranging from:an entire system including all hardware, software and documenta
b or a minor hardware component.

ard or equivalentbody
Lp of people who assumes legal responsibility for conducting or controlling an organization

sterversion
tarice of the software that is used to install or provision the software

bntory processes for SAM (4.4) are the basis not only for SAM, but for all of configuration management.

le but

entory

y vary
ion, to

at the

EXAMPLE
NOTE

Source used to create distribution copies.

Install can apply to executable or non-executable software, or related assets such as fonts. It can apply to

installs on clients/local devices and/or server-side installs, for example as part of a service-type software asset provision.

3.5

distribution copy
copy of the software definitive master version, for the purposes of installation onto other hardware, which
resides for example on a server, or on physical media such as CDs

3.6
effective full
license rights

license
for software which allow one full use of the software

© ISO/IEC 2012 — All rights reserved
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NOTE 1 An effective license consists of one or more underlying licenses (3.16).

EXAMPLE In some licensing an underlying full license for version 1 of a software product, plus an underlying
upgrade license to version 2 of the software product, combine to produce one effective full license for version 2 of the
software product. In this example, sometimes the upgrade license rights can come from a support contract or subscription.

NOTE 2  Full use of the software is as defined in the terms and conditions of the license(s).

3.7

local SAM owner

individual at any level of the organization below that of the SAM owner (3.13) who is identified as being
responsible for SAM for a defined part of the organization.

3.8
persgnnel
any individual expected to perform duties on behalf of the organization, including officers, employees and
contrgctors

3.9
platfqrm
type of computer or hardware device and/or associated operating system,(or a virtual environment, on which
software can be installed or run

NOTE] A platform is distinct from the unique instances of that platformyywhich are typically referred t¢ as devices or
instanges.

3.10
procidure
specified way to carry out an activity or process

NOTE When a procedure is specified as an outcome, the resulting deliverable will typically specify| what must be
done, py whom, and in what sequence. This is a morg'detailed level of specification than for a process (3.11).

3.11
procgss
set of|interrelated activities, which transforms inputs into outputs

NOTE When a process definitionis specified as an outcome, the resulting deliverable will typically spgcify inputs and
outputk, and give a general description of expected activities. However, it does not require the same level gf detail as for a
procedure (3.10).

3.12
releasge
collection of new-and/or changed configuration items which are tested and introduced into a livg environment
together

NOTE] Alrelease must have technical approval for this purpose but may not yet be authorized for |deployment. A
releasg'may consist of source-code, code for execution or of multiple software assets packaged into an intgrnal production
releaseandtested fora target ptatform:

[ISO/IEC 20000-1:2005, with note added specific to this part of ISO/IEC 19770.]

3.13
SAM owner
individual at a senior organization-wide level who is identified as being responsible for SAM

3.14

software

all or part of the programs, procedures, rules, and associated documentation of an information processing
system

© ISO/IEC 2012 — All rights reserved 5
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NOTE 1

There are multiple definitions of software in use. For the purpose of this part of ISO/IEC 19770, it is typically

important to include both executable and non-executable software, such as fonts, graphics, audio and video recordings,

templates, dicti

NOTE 2

onaries, and documents. (See also 1.2 Field of Application.)

the types of software to be considered in scope. (See also Clause 1 Scope.)

[ISO/IEC 2382-1:1993, 01.01.08, with notes added specific to this part of ISO/IEC 19770.]

3.15

software asset management

SAM

The user of this part of ISO/IEC 19770 is required to define their own scope for its application, and may restrict

effective mar
management
software asse

NOTE A
infrastructure 3
an organizatior

3.16

underlying li
license for sq
purchase rec

NOTE An
another licensg
versions of the
the license ma

4 SAMp

4.1 Gener

411 Defin

Software ass
organization,
are needed in

SAM process
IT service ma

4.1.2 Overy

cense

control and protection of information about related assets which are needed in order to.m
ts.

corresponding definition from the Information Technology Infrastructure Library (ITIL®) is “all

nd processes necessary for the effective management, control and protection of the Software assets
, throughout all stages of their lifecycle”

ftware use as originally purchased or procured, and which can\typically be linked dire
brds

underlying license may have conditions associated with it,, requiring it to be used in combinatig
or licenses to create an effective full license (3.6). It may-also have capacity or permission to use|
software, or specify ways or limitations to how it may bejyupgraded or replaced by a new version,
be upgraded by combining with another license that is.linked directly to a another purchase record.

[OCcesses

al

tion and relationship to service management

bt management is the effective management, control and protection of software assets wit
and the effective management, control and protection of information about related assets
order to manage Software assets.

nagement@@s-defined in ISO/IEC 20000-1.

iew(of SAM processes

agement, confrol and protection of software assets within an organization, and the effective

hnage

of the

within

Ctly to

n with
future
br how

nin an
which

es as defined.ih this part of ISO/IEC 19770 are closely aligned to and intended to closely syipport
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Tiers

as described in the Introduction or in Clause 5 Tiers. Figure 1 below gives the conceptual framework for the

SAM process
a)

b)

es and is broken down into three main categories:

Organizational management processes for SAM;

Core SAM processes;

c) Primary process interfaces for SAM.

The processes are described in further detail in 4.2 to 4.7.
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Organizational Management Processes for SAM

4.2 Control Environment for SAM
Corporate Governance Roles and Policies, Processes and Competence in SAM
Process for SAM Responsibilities for SAM Procedures for SAM 425
422 423 424

4.3 Planning and Implementation Processes for SAM
Planning Implementation Monitoring and Continual
for SAM of SAM Review of SAM Improvement of SAM
432 433 434 435

Core SAM Processes

4.4 Inventory Processes for SAM
[Software Asset Software Asset Inventory Software Asset Control
Identification Management 444
4.4.2 4.4.3

4.5 Verification and Compliance Processes for SAM
Software Asset Record Software Licensing Software Asset Security Conformance Verification
Verification Compliance Compliance for SAM
U.5.2 453 454 455

4.6 Operations Management Processes and Interfaces for SAM
Relationship and Contract Financial Service Level Security Managemerjt
Management for SAM Management for SAM Management for-SAM for SAM
4.6.2 463 464 46.6

Pritmary Process Interfaces for SAM

4.7 Life Cycle Process Interfaces for SAM

IChange Management Software Development Software Deployment Problem Management

Process Process Process Process

4.7.2 4.7.4 4.76 4.7.8

IAcquisition Software Release Incident Management Retirement Process
Process Management Process Process 4.7.9

4.7.3 4.7.5 4.7.7

Figure 2 — Framework for SAM processes

4.1.3 | Outcomes, activities and interfaces

This part of ISO/IEC 19770 has been written using the process elements of title, objective, ahd outcomes.
This part of ISO/IEC 19770 does not include activities, which are actions which may be used tp achieve the
outcomes.

The qutcomes.specified in this part of ISO/IEC 19770 are designed to be readily assessablg, but will not
necegsarily- indicate the breadth of activities which may be needed to produce them. For example, the
maintenance of inventories in the Software asset inventory management process will logically require data
validati iviti is | ' in thi ita integrity is
assured in this part of ISO/IEC 19770 by the Verification and compliance processes for SAM.)

3

Some of the most important activities are interface activities with other processes. For example, when a
software asset is purchased (or 'acquired’) the objective to be met is "The objective of the Acquisition process
in respect of software and related assets is to ensure that they are acquired in a controlled manner and
recorded." This process, and many others, will require an invoking of the Software asset inventory
management process to record the data and validate it for required fields etc. Another example is the creation
of baselines, which are created in the Software asset control process. This process is invoked by the Software
development process and the Software release management process. It is not the objective of this part of
ISO/IEC 19770 to specify this type of detail, but such activities or interfaces are implicitly required in order to
achieve the stated objectives.
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4.2 Control environment for SAM
4.2.1 General

The Control environment for SAM establishes and maintains the management system within which the other
SAM processes are implemented.

The Control environment for SAM consists of the following process areas:

a) Corporate governance process for SAM,;

b) Roles angresporsibitities for SAM,
c) Policies, processes and procedures for SAM,;
d) Competehce in SAM.

4.2.2 Corpgrate governance process for SAM

4.2.2.1 Objective

The objective of the Corporate governance process for SAM is t6+€nsure that | Applicable fo
responsibility for management of software assets is recognized at.the level of the | tiers 2 and §
corporate bpard or equivalent body, and that appropriate mechanisms are in place to
ensure the groper discharge of this responsibility.

NOTE This process could be considered part of overall corporate governance of IT — see
ISO/IEC 385(0.

8 © ISO/IEC 2012 — All rights reserved
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4.2.2.2 Outcomes

part of ISO/IEC 19770 about:

Outcome 1 T213a
Implementation of the Corporate governance process for SAM will enable the organization to demonstrate
that:
a) There is a clear corporate statement of organizational scope for the purposes of this

1) the legal entity or parts of a legal entity which are included in scope.
NOTE One factor to consider in defining organizational scope may be existing

software contractswhich-are based on specific oraanizational scopes.
L ~J Ll

P) the specific single body or individual that has overall corporate management
responsibility for that entity or parts of that entity.

NOTE  This specific body or individual is referred to subsequently as the 'corporate
board or equivalent body'.

equivalent body, and reviewed at least annually.

b) Responsibility for corporate governance of software and related assets is formally o
recognized by the corporate board or equivalent body.

c) Corporate governance regulations or guidelines which are relevant to the
prganization for its use of software and related assets, in all ceuntries where it .
pperates, have been identified and documented, and are reviewed\at’least annually.

d) An assessment of the risks associated with software and’+elated assets, and
management-specified mitigation approaches, is documented, updated at least .
annually, and approved by the corporate board or equivalent body, covering at least
the following:

1) Risk of regulatory non-compliance.
NOTE This could refer for example to privacy protection for personnel software
usage monitoring; data protection for SAM records held on individuals; and industry-
specific requirements, such as in the pharmageutical industry.

P) Risk of violation of security requirements.
NOTE  The impact of security violations may include for example the interruption of
business operations, the misuses of confidential information by competitors, and
reputational damage resulting from insufficient protection of customer privacy.

3) Risk of licensing non-compliance.

1) Risk of interruption (©f,*operations due to problems with the IT infrastructure
which could result from inadequate SAM.

b) Risk of excessive spending on licensing and other IT support costs due to
inadequate SAM.

) Risks associated with decentralized vs. centralized management approaches
for soffware and related assets.
NOTE.) It may be highly desirable for culture and efficiency reasons to decentralize
operational management of SAM. However, such approaches may find it more difficult
te’achieve cost savings, and may have higher risk exposures, such as to licensing non-
compliance, than centralized management approaches. For example, any licensing non-
compliance in any decentralized operation still threatens the reputation and creates legal
exposure for the entire organization.
It is probably prudent, even in a decentralized operational management environment, to
centrally manage selected information and management review in such a way that
distributed management can operate SAM without increased risk. Managing centralized
information itself usually involves some centralized management oversight for SAM.

7) Risks associated with different countries of operation taking into account local
compliance cultures and enforcement approaches.

e) The management objectives for SAM are approved by the corporate board or
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4.2.3 Roles and responsibilities for SAM

4.2.3.1 Objective

The objective of the Roles and responsibilities for SAM process is to ensure that the roles | Applicable to
and responsibilities for software and related assets are clearly defined, maintained and | Tier 2
understood by all personnel potentially affected.

NOTE These roles and responsibilities include in particular any which link into regulatory or
corporate governance requirements.

4.2.3.2 Oufcomes

Implementation of the Roles and responsibilities for SAM process will enable thé“erganization to
demonstratq that:

a) The rol¢ of the SAM owner, responsible for corporate governance of software ‘and
related |assets for the entire organization, is clearly defined and approved'by the
corporale board or equivalent body. Responsibilities assigned include the\fellowing
for the ¢ntire organization:

1) Prgposing management objectives for SAM.

2) Overseeing the development of the SAM plan.

3) Obtaining resources for implementing the approved SAM plan.
4) Delivering results against the approved SAM plan;
5) Ensuring that all local SAM owners discharge their responsibilities properly, and

that all parts of the organization are covered. by the SAM owner or local SAM
owpers, without conflicting overlap.

b) Local rqles and responsibilities for corporate~“governance of software and related
assets [are documented and assignedcto specified individuals. Responsibilities
assigned include the following for the “part of the organization for which each
individupl is responsible:

1) Obtaining resources for implementing the approved SAM plan.

2) Delivering results against.the approved SAM plan.

3) Adepting and implementing necessary policies, processes and procedures.
4) Majntaining accuraterecords of software and related assets.

5) Ensuring that’-management and technical approvals are required for
procurement, deployment and control of software assets.

6) Mahaging contracts, supplier relationships, and internal customer relationships.

7) ldeptifging the need for and implementing improvements.

NOTE 1 This part of ISO/IEC 19770 difterentiates between the corporate SAM owner and local
roles and responsibilities because some organizations with multiple locations make such a
distinction in their management roles. Where there is only one location, or the remote locations are
small and directly managed by the central location, then these two sets of functions merge.

NOTE 2 Responsibilities may be assigned to specific positions, or to classes of positions, so
long as the nature of those responsibilities, and accountability for their discharge, is clear. In
practice, this means that it is not necessary to assign different responsibilities to different physical
persons, especially in smaller organizations where such division of duties is not practical.

c) These responsibilities are communicated to all parts of the organization involved in
any way with SAM, in the same way as other organization-wide and local policies o
are communicated.
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4.2.4 Policies, processes and procedures for SAM

4.2.41 Objective:

The objective of the Policies, processes and procedures for SAM process is to ensure | Applicable to
that an organization maintains clear policies, processes and procedures to ensure | Tier 2
effective planning, operation and control of SAM.

4.24.2 Outcomes

Outcome

Implementation of the Policies, processes and procedures for SAM process will enable ‘the organization to
dempnstrate that:

a) |[There is a structured approach to creating, reviewing, approving, issuing, and
controlling policies, processes, procedures and related documentation relevant to
SAM so that it is always possible to determine the complete set‘ayailable, which
version of each document is currently in effect and which documents apply to °
different types of software and related assets.

NOTE  This would typically be part of an overall approach adopted by an organization for all
pf its policies, processes and procedures, and not be unique for SAM.

b) I[Policy, process and procedure documentation. required by this part of
SO/IEC 19770 are organized by the process  classifications of this part of
SO/IEC 19770 or with a cross-reference to these classifications.

c) IPolicies are developed, approved and issued covering at a minimum: *

1) Individual and corporate responsibilities for corporate governance of software
and related assets.

P) Any restrictions on personal use of corporate software and related assets.

3) Requirement for compliance with legal and regulatory requirements, including
for copyright and-data protection.

1) Any procurement requirements (e.g. use of corporate agreements, or buying
only from_ reputable/approved suppliers)

b) Any(Tequirement for approvals for installation or use of software, whether
purehased or not.

B). \Disciplinary implications of violation of these policies.

NOTE The policies above are to cover generic requirements, including for end-users in
particular. Policies and procedures relevant for specific process areas are covered in the
appropriate process areas.

d) Policies and procedures are communicated to all personnel in a way which (1)
reaches all new personnel when they start, and continuing personnel at least
annually; (2) requires positive acknowledgement back from personnel when they
start and at least annually; and (3) is readily accessible at all times to personnel. )

NOTE The documentation can be in any form or medium. The documentation may be
issued in consolidated versions with other documents, such as consolidated policy
statements covering also personnel confidentiality requirements.

© ISO/IEC 2012 - All rights reserved 11
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4.2.5 Competence in SAM

4.2.51 Objective

The objective of the Competence in SAM process is to ensure that appropriate | Applicable to
competence and expertise in SAM is available and is being applied. tiers 2 and 4

4.2.5.2 Outcomes

Outcome

Implementation of the Competence in SAM process will enable the organization to demonstrate(that:

a) A reviey is documented and updated at least annually which covers the availability °
and uptpke of training and certification by personnel with SAM responsibilities for:

1) SAM in general.

2) |_icensing for software manufacturers whose software is being used.

NOTE [Software covered by this requirement is only that software defined as-being in scope
(see 4.212.2.a1 and 4.3.2.2.b1)

b) A review is undertaken at least annually to determine what. €onstitutes "Proof of °
License!" for the software manufacturer.

c) Personnpel with SAM management responsibilities receive training in SAM and in
relevani licensing, including both initial training and formal continuing education
annually.

NOTE ([Individual qualifications are also recommended, to the extent available.

d) A reviey is undertaken at least annually to ascertain what, if any, extra guidance is °
offered py the software manufacturers to-eénable compliance with their licenses.

4.3 Planning and implementation processes for SAM

4.3.1 Genefal

The Planning and implementation processes for SAM ensure the effective and efficient accomplishment of
SAM managgment ebjectives.

The processgsiin.this area map, in principle, to the 'Plan-Do-Check-Act' processes of ISO/IEC 9001.

Planning and implementation processes for SAM consists of the following process areas:
a) Planning for SAM,;

b) Implementation of SAM,

c) Monitoring and review of SAM,

d) Continual improvement of SAM.
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4.3.2 Planning for SAM

4.3.2.1 Objective

The objective of the Planning for SAM process is to ensure appropriate preparation and | Applicable to
planning for the effective and efficient accomplishment of SAM objectives. tiers 2 and 4

4.3.2.2 Outcomes

Outcome IT[ 2132

Implementation of the Planning for SAM process will enable the organization to demonstrate that:

a) Management objectives for SAM are developed and proposed for approval by the .
corporate board or equivalent body, and updated at least annually.

b) A plan (the 'SAM plan') for implementing and delivering SAM is devgeloped and °
documented, and updated at least annually, which includes:

1) A clear scope statement (an unambiguous 'software asset scope') describing
which types of software are included; the coverage of software and related
assets, shall be stated e.g. percent inventory completeness for last SAM Plan
update, giving actual and plan figures; any coverage, of assets beyond the
minimum required by this part of ISO/IEC 19770;,and any interfaces with or
requirements for other organizations or systems. See also organizational
scope: 4.2.2.2.a1.

P) A clear specification of which policies, processes and procedures are required
for assets in scope.

3) A clear explanation of the approach,to- managing, auditing and improving SAM
including automation as appropriate*to support the processes.

4) An explanation of the appreach to be used to identifying, assessing and
managing issues and risks related to the achievement of the defined
management objectives:

5) Schedules and respeonsibilities for periodic activities, including preparation of
management reperts and performance of verification and compliance activities.

6) Identification of’'the resources including budget needed to implement the SAM
plan.

7) Performance measures for tracking accomplishment against the SAM plan,
including target measures for accuracy of the asset management records.

NOTE An appropriate level of automation should be implemented and included in the SAM

lan—to ensure that nrocesses—do not become inefficient or error pbrone—or - mav-_not be
P P ; Y

followed at all.

c) The plan is approved by the corporate board or equivalent body. °
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4.3.3 Imple

4.3.3.1 Obj

mentation of SAM

ective

The objective of the Implementation of SAM process is to accomplish overall SAM
objectives and the SAM plan.

Applicable to
Tier 4

4.3.3.2 Outcomes

Outcome

Implementa

ion of the Implementation of SAM process will enable the organization to demonstrate that:

a) Mechan
about c

sms are in place to collect information, including from local SAM owners,
nanges, issues and risks that affect the SAM plan throughout the year.

b) Regular
the ove

status reports (at least quarterly) are prepared by the SAM owner dgtailing
rall progress against the SAM plan for reporting to the corporatehoard or

equivalent body.

c) Follow-U

p on any variances identified takes place promptly and is documented.

4.3.4 Monifloring and review of SAM

4.3.41 Objective

The objecti
managemer

e of the Monitoring and review of SAM process is to ensure that the
t objectives for SAM are being achieved:

Applicable
tiers 2 and

0

| reviewnjs-conducted at least annually:

hssess whether management objectives for SAM and the SAM plan are

a) A forma
1) to
bei

d achieved

SA

2) to summarize performance against all performance measures specified in the

M plan and in service level agreements related to SAM

NOTE  Service Level Agreements covering requirements for SAM could cover more
than just SAM.

3) to provide a summary of the findings of the Conformance verification for SAM
process

14
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Outcome

4) to conclude on the basis of the above whether:

19770-1:2012(E)

i) the policies approved by management which are relevant for SAM have
been effectively disseminated throughout the organizational scope defined
for the purposes of this part of ISO/IEC 19770

i) the processes and procedures which are relevant for SAM, as approved by
management, have been effectively implemented throughout the
organizational scope defined for the purposes of this part of
ISO/IEC 19770

] 10 summarize any exceptions identified and actions which _may need to be
taken as a result of the above

) to identify opportunities for improvement in the provision of services for
software and related assets

7) to consider whether there is a need for a review of policies, processés-and
procedures as to their continued appropriateness, completepess and
correctness.

The SAM owner formally approves the report, documents decisions/and actions that
pre to be taken as a result, and copies it to the corporate board orequivalent body.

There is a periodic review (at least annually) of whether software-and related assets
are deployed in the most cost-effective manner possible; and\recommendations are
made for possible improvement.

NOTE 1 This process may be referred to as license ©ptimization. It is to ensure that
icensing is maximally cost effective. A value baseline{of ‘assets may be used as a base
record from which to optimize. A value baseline is theorganization’s chosen basis to record
value of the software, e.g. cost-basis, by which to measure a change over time, allowing the
prganization to consistently monitor optimization ofre.g. value of licenses.

NOTE 2 The main coverage for this outcomenis in Tier 4. There is limited coverage in Tier 2
fo identify immediate opportunities for improvement.

4.3.5

4.3.5.

Continual improvement of SAM

1 Objective

The

objective of the Continual improvement of SAM process is to ensure that

oppgrtunities for improvement are identified and acted upon where considered justified,
both|in the use of.software and related assets and in the SAM processes themselves.

Applicable to
Tier 4

4.3.5.

that

Outcome

Implementation of the Continual improvement of SAM process will enable the organization to demonstrate

1123 ]4

a)

A mechanism is in place to collect and record suggested improvements in SAM
arising from all sources throughout the year.

b)

Suggestions for improvement are periodically assessed, prioritized and approved for
incorporation in SAM implementation and improvement plans.

© ISO/IEC 2012 — All rights reserved
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4.4

441

Inventory processes for SAM

General

Inventory processes for SAM create and maintain all stores and records for software and related assets, and
provide the data management functionality which ensures the integrity of control of software and related
assets in the other SAM processes.

Inventory processes for SAM are the basis not only for SAM, but for all of configuration management.
Configuration management goes beyond the scope of SAM insofar as it covers all IT assets (not only software
and related assets), may cover non-IT assets, and the relationships between all of these assets. In the context

of a program
part of config

They need tg
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IIUUIIIVGOOIIIH anvurtTr oCIvivT TTial IGHUIIICIIL, HIVCIILUIy HMITULTCOoOoT O TUIN OAIVIE WUUIU UT LUTTOS

Iration management.

be performed on a regular basis for the proper functioning of the entire SAM process, a

any IT serviceg management processes that rely on them.

NOTE Sta
facilitate inform

The Inventory
a) Software
b) Software

c) Software

ation processes for SAM, including their automation.

processes for SAM consist of the following process areas:
asset identification;
asset inventory management;

asset control

4.4.2 Software asset identification

4.4.21

ered

hd for

ndardized information structures such as those specified by other parts of this International Standgrd will

The objectiy
classes of 4
that enable

Objective
e of the Software asset identification'process is to ensure that the necessary | Applicable
ssets are selected and groupedi-and defined by appropriate characteristics | tiers 1 and

bffective and efficient control of‘Software and related assets.

Implementation ofthe Software asset identification process will enable the organization to demonstrate [that:
a) Types of*assets to be controlled and the information associated with them are °
formally defined, taking into account the following:
1) Iltems to be managed are chosen using established selection criteria, grouped,
classified and identified to ensure that they are manageable and traceable
throughout their lifecycle.
NOTE Business and safety critical assets and high risk assets need to be prioritized
and may be controlled at a more detailed level.
2) Items to be managed include:
i) All devices or platform instances on which software can be installed or run
i) Software definitive master versions and distribution copies

16
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m
\ Outcome 1T213 124
iii) Software builds and releases (originals and distribution copies)
iv) All installed software
V) Software versions
Vi) Methodology by which software within scope is identified
NOTE  Suitable information may be extracted from suitably defined and
maintained Software Identification Tags as specified by other parts of this
International Standard.
vii) Patches and updates
viii) Licenses including underlying licenses and effective full licenses
iX) Proof of license documentation
X) Contracts (including metrics, terms and conditions) relating to software
assets, including both hard-copy and electronic
Xi) Both physical and electronic stores of the above, as relevant
Xii) Licensing models
3) Software shall be manageable both by files and by packages corresponding to
specific products released by software manufacturers or'developers.
1) Basic information required for all assets is
i) Unique identifier
i) Name/description
iii) Location
iv) Custodianship (or owner)
V) Status (e.g. test/production.status; development or build status)
Vi) Type (e.g. software, hardware, facility)
vii) Version (where applicable)
NOTE 1 Data validation requirements may also be defined as part of this process.
NOTE 2 This informmation may be extracted from a suitably defined and maintained Software
dentification Tag((See 19770-2).

b) A register of 'stores and inventories exists, clarifying which stores and types of
nformation are held, with duplication allowed only if duplicate information can be
fraced back to the definitive source record.

NOTE )" Typically this register will include the following types of information about each °
physical collection of stored assets or list of assets i.e. each store or inventory: 1) the defined
ype-of SAM-asset-—2-the-name-ofthe-persen-whe-is-n-charge-of-managing-thisinformation:
and 3) the location where this store or inventory can be consulted.

4.4.3 Software asset inventory management

4.4.3.1 Objective

The objective of the Software asset inventory management process is to ensure that | Applicable to

physical instances of software assets are properly stored; and that required data about | tiers 1 and 4

characteristics for all assets and configuration items is accurately recorded throughout

the life cycle. It also provides information on software assets and related assets to

support the effectiveness and efficiency of other business processes.
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4.4.3.2 Outcomes

Implementation of the Software asset inventory management process will enable the organization to
demonstrate that:

(12 ]3[4]

a)

Policies and procedures are developed, approved and issued which include the
management and maintenance of inventories and physical/electronic stores
including access controls which:

1) protect them from unauthorized access, change or corruption

2) pravide a means for disaster recovery.

b) Inventorjes exist of: g
1) all devices or platform instances on which software assets can be installed_on
run.
2) all puthorized installed software showing (a) packages and versions which can
be [individually licensed or authorized for deployment; and (b) update/patch
staLus of software; all by platform on which installed.
NOJFE  The inventory of software authorized for installation (or use) is an important
refdrence which unambiguously determines what software is authotized to be installed
and to determine whether any given instance of a platform/device may have software
used or installed on it. The authorization may be at any lével; e.g. at the level of the
deMice, class of user, or organization-wide.
3) underlying licenses and effective full licenses héeld.
NO[FE  There is no requirement for separateinventories of underlying and effective
full Jicenses, but there is a requirement to be-able to differentiate between the two.
c) Inventorjes and corresponding physical/etectronic stores exist of:
1) softyare (definitive master versjons and distribution copies) ®
2) softyare builds and releases (originals and distribution copies) *
3) confracts relating to software assets, both hard-copy and electronic b
4) progf of license documentation. b
d) Inventofies ‘or other clearly defined analysis or metric mechanisms exist to
determipe any licensing usage based on criteria other than software installations.
NOTE These requirements will depend on the licensing models of software being used. For | o
example, they might include metrics such as personnel counts for specified parts of the
organization; counts of PCs meeting specified criteria; numbers of users or terminals
accessing Server resources,; numbers of processors; and power of processors.
e) Arrangements are made to ensure the continued availability of the inventory °
sources and stores listed above.
f) Each inventory report produced has a clear description including its identity, °
purpose, and details of the data source.
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4.4.4 Software asset control

4441 Objective

The objective of the Software asset control process is to provide the control mechanism | Applicable to
over software assets and changes to software and related assets while maintaining a | Tier 4
record of changes to status and approvals.

4.44.2 Outcomes

Outcome

Implementation of the Soffware asset control process will enable the organization to demonstrate that:

a) (An audit trail is maintained of changes made to software and related\ assets °
ncluding changes in the status, location, custodianship and version

b) [Policies and procedures are developed, approved and issued for the-development, °
maintenance and management of software versions, images/builds‘and releases.

c) Policies and procedures are developed, approved and issued which require that a
baseline of the appropriate assets is taken before a release of software to the live °
environment in @ manner that can be used for subsequent checking against actual
deployment.

4.5 |Verification and compliance processes for SAM

4.5.1| General

Verifigation and compliance processes for SAM detect and manage all exceptions to SAM policigs, processes,
and pfocedures; including license use rights.

Verifigation and compliance processes for SAM are important functions for an organization. They refer to self-
audit [and self-assessment_processes conduct by the organization itself and not to audits ¢onducted by
external parties although there are similarities. They need to be performed on a regular basis for the proper
functipning of the entire'SAM process, and for any IT service management processes that rely on them.

The erification afid*compliance processes for SAM consist of the following process areas:

a) Software asset record verification;

b) Software licensing compliance;

c) Software asset security compliance;

d) Conformance verification for SAM.
4.5.2 Software asset record verification

45.21 Objective

The objective of the Software asset record verification process is to ensure that records | Applicable to
reflect accurately and completely what they are supposed to record, and conversely that | tiers 1, 2 and 4
what they record has not changed without approval.
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4.5.2.2 Outcomes

Implementation of the Software asset record verification process will enable the organization to
demonstrate that:

(12 ]3[4]

a) Procedures are developed, approved and issued for the Software asset record
verification process to include:

1)

Whenever scope is defined or changed, there is a validation of that scope by

re ] Willg bUllildbi. dlld pulb;ldbb ilibiUIy iII UIdUI i.U Clisurc iilc UIUdIIiLdiiUI Idi
and software scopes are aligned with business requirements.

NO[FE  For example, such a review is required when another software manufacturer
is imcluded in scope, or when there is a merger or demerger of the organization using
thelstandard, or a change of ownership of software among software manufacturers.

2)

At|least quarterly there is reconciliation between what is installed on each
deyice or platform instance and what was authorized for installation, including
reporting on exceptions identified in what is currently installed, and in what has
changed since the previous reconciliation.

NO[TE  Some changes may be explained by updates in the methodolegy by which
software is identified (e.g. updated signature files, so that a product previously reported
as T single application is now properly identified as part of a suite.)

3)

Tth hardware inventory including locations is verified)at least 6-monthly,
including reporting on exceptions identified.

4)

The inventory of software programs (definitive master versions and distribution
copies) is verified at least 6-monthly, incliding reporting on exceptions
identified.

o)

The inventory of software builds (originals’and distribution copies) is verified at
Iea‘Ft 6-monthly, including reporting on exceptions identified.

6)

The physical store of proof of license documentation is verified (including for
authenticity) at least annually; including reporting on exceptions identified.

7)

ThJa bases for and calculations of effective licenses from underlying licenses
arel reviewed at least annually, to ensure that necessary underlying licenses
exist and that quantities are not being double-counted.

8)

The¢ physical store of contractual documentation related to software assets is
verffied for Completeness at least annually, including reporting on exceptions
identifieds

9)

Thrf contracts inventory is verified at least annually, including reporting on

exceptions identitied.

10)

There is a periodic review of historical invoices for the purpose of identifying
incorrect billing and overpayment.

NOTE  This may be considered part of conformance verification but is more extensive
and more formal than what is required for conformance verification.

11)

Follow-up corrective actions on any discrepancies or issues identified above
take place and are documented. Note: as new verifications are encountered in
successive tiers, so new follow-ups must be demonstrated in this tier, as
indicated.
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4.5.3 Software licensing compliance

4.5.3.1 Objective

The objective of the Software licensing compliance process is to ensure that all
intellectual property used by the organization but owned by others, pertaining to software
and related assets, is properly licensed and used in accordance with its terms and
conditions.

Applicable to
Tier 1

4.5.3.2 Outcomes

Implementation of the Software licensing compliance process will enable the organization to emonstrate
that:

a) Procedures are developed, approved and issued for the Software licensing
compliance process to include the following:

) Reconciliation is conducted at least quarterly between effective licenses owned
and licenses required for software used, taking into account the way licensing
requirements are determined as per license terms and conditions.

NOTE 1 This includes in particular license requirements determined on bases other
than installed copies, such as server access rights.

NOTE 2 The quarterly cycle of reconciliation«is ‘primarily a process of analysis and
calculation, using measurement of licenses reguired and quantities from inventories and
documented actual installs to calculate where more or less licenses are required. It is
expected that terms and conditions are ‘reviewed at least annually, with further checks
within three months where new measures or license models are found to apply, where
scope has changed, or where a manufacturer announces specific changes to license
terms.

A
~

Discrepancies identified.\in this reconciliation are promptly recorded, analyzed
and the root cause is'determined.

B) Follow up actions:are prioritized and executed.

4.5.4| Software‘asset security compliance

4.5.4.1 / Objective

The objective of the Software asset security compliance process is to ensure that
security requirements related to the use of software and related assets are complied with.

Applicable to
Tier 3
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4.5.4.2 Outcomes

Implementation of the Software asset security compliance process will enable the organization to
demonstrate that:

(12 ]3[4]

a)

Actual practice is reviewed at least annually to detect security policy exceptions.
This verification shall include the verifying of access controls on software definitive
master versions and distribution copies of software; and installation/usage rights
specified by user or user group.

b)

Follow-Up on any discrepancies identified in this review takes place and is
documegnted.

4.5.5 Confgrmance verification for SAM

4.5.5.1 Objective

The objectivie of the Conformance verification for SAM process is to ensure-that there is
continuing gompliance with the requirements of this part of ISO/IEC 19770 including
compliance Wwith required policies and procedures.

NOTE This is one of the most important process areas specified in this{part of ISO/IEC 19770,
as it provides|assurance that the other processes are functioning as expected. It is effectively self-
verification, with a requirement to retain evidence of the checks performed. Although each tier is
defined sepafately, each relies on the continued performance of‘the previous tiers. In practical
terms, this wpuld typically mean that an organization going through a certification exercise for a
higher tier wolld receive the usual review visit by the certifierfor-surveillance of any previous tier or
tiers, and this same certifier visit would review the higher tier too. Conformance to 4.5.5.2
(conformancgd verification) is assessed by checking the self-verification of all other outcomes at the

desired tier."

In all tierg for

the

requirements of

that tier.

Implementa

Outcome

demonstratq that:

ion of the «Cohformance verification for SAM process will enable the organization to

a)

Policies| and™ ;procedures are developed, approved and issued for verifying
complighce’ with the relevant tier(s) of this part of ISO/IEC 19770, which ensure

verificatior—atteastom—=a ocullp:c basis Gllllua”y aya;not atof—the |cqu;|c|||cllto
specified in the relevant tier(s) of this part of ISO/IEC 19770. This shall include
verification that procedures implemented by the organization for other SAM
processes are meeting all requirements specified in this part of ISO/IEC 19770 for
those procedures.

b)

Documentary evidence exists that demonstrates (a) that the verification procedures
above are being performed, and (b) that corrective follow-up action is taken until
successful completion on the causes of all identified exceptions.
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4.6 Operations management processes and interfaces for SAM

4.6.1 General

Operations management processes and interfaces for SAM execute operational management functions which
are essential to achieving overall SAM objectives and benefits.

The Operations management processes and interfaces for SAM consist of the following process areas:

a) Relationship and contract management for SAM,

b) Fjrrarciatmaragermernt-for SAM,
c) Skrvice level management for SAM,
d) Spcurity management for SAM.

4.6.2| Relationship and contract management for SAM

4.6.2.1 Objective

The |objective of the Relationship and contract management for,"SAM process is to | Applicable to
manpge relationships with other organizations, both external and internal, to ensure the | tierg 2, 3 and 4
provjsion of seamless, quality SAM services, and to manage.all contracts for software
and related assets and services.

NOTE Relationship and contract management for SAM will typically operate closely together
with |Service level management for SAM since service\levels will typically be defined to help
manage such relationships

4.6.22 Outcomes

Tier

112 ]3| 4
Implementation of the Relationship and contract management for SAM process will enable the organization
to dgmonstrate that:

Outcome

a) Policies and ‘procedures are developed, approved and issued for managing
relationships_with suppliers providing software and related assets and services, to
nclude;

) ,Definitions of responsibilities for supplier management with individuals assigned
fo have clear overall responsibility for managing each supplier.

2) Developing invitations to tender for the supply of software or related services; to
ensure that the process includes consideration of requirements for SAM,
including service level management, security controls, release and change
management.

3) Formal documented reviews at least 6-monthly of supplier performance,
achievements and issues, with documented conclusions and decisions about
any actions to be taken.

b) Policies and procedures are developed, approved and issued for managing ®
customer-side relationships, to include:

1) Definitions of responsibilities for managing customer-side business relationships
with respect to software and related assets and services.
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Outcome \

112 |3 )| 4
2) A formal review at least annually of current and future software requirements of
customers and the business as a whole.
3) Formal documented reviews at least annually of service provider performance,
customer satisfaction, achievements and issues, with documented conclusions
and decisions about any actions to be taken.
c) Policies and procedures are developed, approved and issued for managing
contracts, to include:
1) Ensuring that contractual details are recorded in _an on-going contract
marfagement system as contracts are signed.
[}
NOT|E The contract management system can be an in-house developed manual or
elecfronic system that permits management and control of contracts.
2) Holding copies of all signed contractual documentation securely with copies kept
in ajdocument management system. .
NOTIE Optionally this may include the terms and conditions accepted electrenically
when third-party software is installed.
3) Docpimented reviews at least 6-monthly and also prior to contract @xpiry, of all
confracts for software and related assets and services, with-53documented
con¢lusions and decisions about any actions to be taken.
NOTIE The main coverage for this outcome is in Tier 3. There’is limited coverage in ° °
Tier P to identify immediate opportunities for improvement,.including in particular for
mairftenance on software not being used, and opportunities for improved purchasing
arrapgements.
4.6.3 Financial management for SAM
4.6.3.1 Objective
The objective of the Financial management for SAM process is budgeting and accounting | Applicable fo
for software|and related assets; and ensuring that relevant financial information is readily | tiers 2 and B
available fof financial reportings-fax planning, and calculations such as total cost of
ownership and return on investment.
NOTE  Financial management for SAM does not cover charging. In practice, many organizations
will be involveéd in charging for software and related assets and related services. However, since
charging is am optionakactivity, it is not covered by this part of ISO/IEC 19770. It is recommended
that where chjarging jis in use, the mechanism for doing so is fully defined and understood by all
parties.
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4.6.3.2 Outcomes

(123 ][4

Implementation of the Financial management for SAM process will enable the organization to demonstrate
that:

a) Definitions of financial information relevant to the management of software and
related assets are agreed with relevant parties and documented by asset type.

NOTE1 Financial classification of costs associated with software and related assets is an
important part of Financial Management for SAM. The asset types used in financial
management should be aligned with or mapped to the asset types in SAM It there are
differences.

NOTE2 Data requirements for asset types are formally defined in Tier 4. These will,be
pvolved throughout Tiers 1-3. (See 4.4.2 Software asset identification ).

b) Formal budgets are developed for the acquisition of software assets (externally or °
nternally) and the related support and infrastructure costs.

c) Actual expenditure on software assets and the related support and -infrastructure °
costs is accounted for against budget.

d) Clearly documented financial information is readily available-about software asset °
values (including historical cost and depreciated cost).

e) There are formal documented reviews at least quarterly of actual expenditure
Against budget, with documented conclusions and decisions about any actions to be b
faken.

f) License optimization is performed, consisting of cost-benefit analysis of drivers of
icensing costs, and resulting in recommendations for improvement.

NOTE1 For example, a low-value business application such as a staff directory utility
which consumes high-cost licenses for every user might be replaceable by an alternative less
Expensive approach to achieving the same business objective.

NOTE2 The main coveragefor this outcome is in Tier 3. There is limited coverage in
Tier 2 to identify and documentiimmediate opportunities for improvement. Tier assessments
are on this basis.

4.6.4| Service level'management for SAM

4.6.4.1 Objective

The jobjective of the Service level management for SAM process is to define, record and | Applicable to
manage IeVels of service related 10 SAM. Tier 3
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4.6.4.2 Outcomes

Implementation of the Service level management for SAM process will enable the organization to
demonstrate that:

(12 ]3[4]

a) Service
for serv|

level agreements and supporting agreements are developed and approved
ices that are performed within the scope of SAM; to include that:

1) Services relating to software acquisition, installation, moves, and changes of
software assets and related assets are defined and agreed with relevant parties

together  with~ the corresponding service level targefs and workload
chgracteristics.

2) The customer and user obligations and responsibilities in relation to SAM are
defined or referenced from the service level agreement.
NO[FTE  Service Level Agreements covering requirements for SAM could cover more
thap just SAM.

b) Actual workloads and service levels against targets for SAM are reported regularly o
(at leas§ quarterly), and the reasons for non-conformance are documented,

c) Regular| reviews (at least quarterly) by the relevant parties are held)to review
performiance against service levels for SAM with documented conclusions and °
decisions about any actions to be taken.

4.6.5 Security management for SAM

4.6.5.1 Ob1ective

security eff

The objecti\ie of the Security management for SAM process is to manage information

ctively within all SAM activities and’ support the approval requirements

Applicable
Tier 4

(0]

related to SAM.
NOTE ISQ/IEC 27001 provides guidance on-information security management. Organizations
certified to IBO/IEC 27001 will normally.‘satisfy the security requirements within this part of
ISO/IEC 19770.

4.6.5.2 Oufcomes

that:

a) A formal policy is developed and approved regarding security/access restrictions to J
all SAM resources, including physical/electronic stores of software, software builds
and releases.
NOTE Advancing to full conformance requires more active management of access rights
to all SAM resources including documents and inventories (Tier 3 requirements may be met
by periodic verifications of controls. Refer to software asset security compliance outcomes (a)
and (b) in4.54.)

b) Access controls are specified, both physical and logical, to enforce the approval .
requirements of SAM policies.

c) There is documentary evidence that these specified access controls are being L
implemented in practice.
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4.7 Life cycle process interfaces for SAM

471 General

The Life cycle process interfaces for SAM are largely aligned to the primary life cycle processes of
ISO/IEC 12207 in the context of SAM as well as to ISO/IEC 20000. This part of ISO/IEC 19770 specifies SAM
requirements for these life cycle processes.

The Life cycle process interfaces for SAM consist of requirements for the following life cycle process areas:

a) Change management process;

b) Arquisition process;

c) Spftware development process;

d) Spftware release management process;
e) Spftware deployment process;

f) Incident management process;

g) Problem management process;

h) Retirement process.
4.7.2| Change management process

4.7.21 Objective

The [objective of the Change management process with respect to software and related | Applicable to
assdts is to ensure that all changes which impact on SAM are assessed, approved, | Tief 4
implemented and reviewed in a controlled(tanner and meet all record-keeping
requjrements.

NOTE The Change management process with respect to software and related assets is tightly
linkedl to the Software asset control process, which provides the control mechanism underlying any
chanpes to be made to software and related assets.

4.7.22 Outcomes

Tier
112)3 )4
bmentation, of the Change management process will enable the organization to demonstraté that:

Outcome

a) Thére-is a formal process of change management which includes: b

1) All change requests that affect software or related assets or services, or SAM
processes, are identified and recorded.

2) Change requests affecting software or related assets or services, or SAM
processes, are assessed for possible impacts, prioritized, and approved by the
responsible management.

3) The process implementing the approved change request does so only in
accordance with the approval.

4) All changes affecting software or related assets or services, or SAM processes,
are recorded.

5) The success or failure of such changes is documented and periodically
reviewed.
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4.7.3 Acquisition process

4.7.3.1 Objective

The objective of the Acquisition process in respect of software and related assets is to | Applicable to
ensure that they are acquired in a controlled manner and properly recorded. Tier 3

4.7.3.2 Outcomes

Outcome

Implementation of the Acquisition process will enable the organization to demonstrate that:

a) Standarfl architectures are defined for the provision of software services, as are the °
criteria for deviating from those standards.

b) Standarfl software configurations are defined, as are the criteria for deviating from °
those sfandards.

c) Policies| and procedures are developed, properly authorized and—issued for °
requisitioning and ordering software assets and related assets, including:

1) How requirements are specified.

2) Mahagement and technical approvals required.

3) Useg/redeployment of existing licenses if available:

NO[FE  The organization may choose the best method for itself for identifying if there
are| existing licenses available for deployment, ‘Depending on how the organization
implements software asset management, this may vary. For example, software may be
authorized for installation but not yet be installed. To avoid the risk of trying to use the
same licenses more than once, authorizations and ongoing deployment activities may
neqd to be checked before redeploying'icenses.

4) Regording future purchase requirements in those cases where software can be
deployed before reporting and’payment.

d) Policies|and procedures are developed, properly authorized and issued for receipt- °
procesging functions related to software and related assets, including:

1) Prqcessing invoices, including reconciliations to orders and retention of copies
for license management purposes.

2) Ensuringtthe receipt and safe-keeping of valid proof of license for all licenses
puvlfhased.

NO = Thic maov v iers oAb liina for auth oty ~F f of Lt n H . leina that

FE Fhis-may-feguire-eheeking-for-authenticity-of proet-ofieenset-e—eheeking-that
they are not counterfeit, especially when the proof of license is not received directly from
the relevant software manufacturer.

3) Processing incoming media which includes requirements for verification,
record-keeping and safe-keeping of contents (physical media and electronic
copies).
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4.7.4 Software development process

4.7.41 Objective

The objective of the Software development process in respect of software and related
assets is to ensure that they are developed in a way which considers SAM requirements.

NOTE 1 It is not required for this part of ISO/IEC 19770 to be applied to software development
in the sense of the development and maintenance of source code or other components in
development. It is intended that it be applied to all software used to facilitate these development
environments, transitions to live environments and precursor activities such as configuring software
and creating and confrolling production builds and releases. The line between what is considered

Applicable to
Tier 4

sour¢e software within pure development, and therefore excluded, and software for use, and
thereffore included, may be defined as part of a formal scope statement.

NOTE 2 Software used to develop other software is considered software for use, i.e.nthe
software used by software developers must itself be controlled.

4742 Outcomes

Outcome

Tier
112 |3

Implementation of the Software development process will enable the organization to demonstrafe that:

4

a) There is a formal process for software development”ensuring the following have .
been considered:
1) Standard architectures and standard configurations.
P) License constraints and dependengies.
b) There is a formal process for software development ensuring that software products
are placed under software asset control before being introduced into a live ®
environment.
4.7.5| Software release'management process
4.7.51 Objective
The [objective-of the Software release management process in respect of software and | Applicable to
relatpd ,assets is to ensure that releases are planned and executed in a way which | Tief 4
supgorts SAM requirements.
NOTE The Software release management process covers the planning and actual release of
software and related assets. The Software release management process is closely related to
the Change management process and they should be procedurally connected.
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4.7.5.2 Outcomes

I s
Implementation of the Software release management process will enable the organization to demonstrate
that:

a) There is a formal process for release management ensuring that: °

1) A controlled acceptance environment is used to build and test all proposed
releases including patches prior to release.

NO[FE  This part of ISO/IEC 19770 does not specify the detailed requirements for
build or testing. For example, it does not require that all builds requiring a manufacturer
pat¢h be rebuilt and independently tested, although an organization may require this
ind¢pendently of what this part of ISO/IEC 19770 requires. Nonetheless, it would
normally be expected that any change or patch would be tested before deployment.

2) The frequency and type of releases are planned and agreed with the business
and customers, including the frequency of security patch releases.

3) The planned release dates and deliverables are recorded with references to
related change requests and problems, and communicated 0, " incident
manpagement.

4) The release of software and related assets is approved by.;\the responsible
manpagement.

5) Thé success or failure of releases is recorded, and periodically reviewed.

4.7.6 Software deployment process

4.7.6.1 Objective

The objectije of the Software deployment process in respect of SAM is to ensure that | Applicable fo
software dgployment and redeploymentvis executed in a way which supports SAM | Tier 3
requirements.

Outcome

Implementatiof/of the Software deployment process will enable the organization to demonstrate that:

a) Policies and procedures are developed, approved and issued for deploying software ®
to include the following:

1) Any new instance of a distribution copy of software and related assets is
approved by the responsible management.

2) For any deployment there is a back out procedure or method of remediation if
the deployment is not successful.

3) Security requirements are complied with, including over access to the software
being deployed and after it is installed.
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\ Outcome

4) All changes to status of the relevant software and related assets are recorded
accurately and on a timely basis, including any change of custodianship for the
assets, and an audit trail kept of these changes.

NOTE  There is no requirement for an audit trail of every single change made. It is
essential to define each permissible status used to record all deployment steps, and
then ensure that there are audit trails of when any status changes. Typical status
changes might be connected with authorization for procurement (general authorization;
authorization for named groups or individuals); authorization for release (as part of a
build); authorization for deployment/removal (general, and for named groups or

individuals):—and actual deplovment/installation/remonal
7T Lugia® 4

5) There is a documented control to verify that what was deployed is the same as
what was authorized to be deployed and an exception raised detailing any
variances or if an asset cannot be verified to be deployed within authorized
limits.

NOTE 1 Authorizations typically change over time. Review of deployment versus
authorizations is recommended whenever authorization changes, whether explicit or
implicit, such as when there is a change of organizational scope.

NOTE 2 It is recommended a copy of the exception report be sentjto the owner for the
Inventory of Software Authorized for Installation

) The success or failure of deployments is recorded, and’periodically reviewed.

4.7.7 | Incident management process

4.7.7/1 Objective

The |objective of the Incident management process in respect of software and related | Applicable to
assdts is to monitor and respond to.ifncidents in ongoing operations relevant to software | Tief 4
and felated assets.

4.7.72 Outcomes

Tier
112 (3] 4
Implementation of the Incident management process will enable the organization to demonstrat¢ that:

Outcome

a) Theré is a formal process of incident management which includes: *

1) All incidents that affect software or related assets or SAM processes are
recorded and classified as to their priority for resolution.

2) All such Incidents are resolved in accordance with their priority for resolution,
and the resolution is documented.
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4.7.8 Problem management process

4.7.8.1 Objective

The objective of the Problem management process in respect of software and related
assets is to keep software assets current and in operational fitness, including through
proactive identification and analysis of the cause of incidents and addressing the
underlying problems.

Applicable to
Tier 4

4.7.8.2 Oufcomes

Implementa

ion of the Problem management process will enable the organization to demonstrate that:

a) There is|a formal process of problem management which includes:

1) All|incidents that affect software or related assets or services<gr SAM
processes are recorded and classified as to their impact.

2) High priority and repeat incidents are analyzed for the underlying’ causes and
prigritized for resolution.

3) Unglerlying causes are documented and communicated to incident
manpagement.

4) Prgblems are resolved in accordance with their priority for resolution, and the
resplution is documented and communicated to incident management.

4.7.9 Retirgment process

4.7.9.1 Ob1ective

The objectije of the Retirement process in respect of software and related assets is to
remove software and related assets from use, including recycling of associated assets
where appropriate, in accordance with company policy and meeting all record-keeping
requirements.

NOTE moving unliCensed software from use will generally not resolve a licensing shortfall
problem becduse a licensing obligation has already been created through the use of the software.
Reliance shoyild be-placed instead on controls over installation or over initial usage.

Applicable fo
Tier 3
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4.7.9.2 Outcomes

 owem S

Implementation of the Retirement process will enable the organization to demonstrate that:

a) Policies and procedures are developed, approved and issued for securely retiring
software or hardware on which software is installed, which ensure:

1) Deployed copies of software are removed from retired hardware, except when

explicitly authorized by management after due consideration of any software
Iir\nneing and data t‘nnfidnn’rialify imr\lir‘nﬁnne

NOTE 1 For the purposes of this requirement, retirement consists of hardware being
transferred outside of the organization potentially to be used by others.

NOTE 2 For the purposes of this requirement, deployed software does not include
software which is bound to the hardware, such as OEM software which cannot be
redeployed.

P) Licenses and other assets which can be redeployed are('identified for
redeployment.

3) Any assets transferred to other parties (whether those~parties or related or
unrelated, and however transferred, i.e. sold or otherwise) are transferred
properly taking into account any confidentiality, licensing, or other contractual
requirements.

1) Licenses and other assets which cannot be_redeployed are properly disposed
of.

5) Records are updated to reflect the_ €hanges above, and audit trails are
maintained of the changes.

5 Tiers

5.1 [Overview

An oVerview of the tiers-is given in the Introduction. Figure 1 which is included there shows tH
relatignship between.the tiers.

The principles(which underlie the groupings and sequencing of the tiers are as follows:

a) Number of tiers. There needs to be only a limited number of tiers for conceptual simplicity.

e conceptual

b) Priority for license compliance. Formal research into market demand for SAM standards clarified that
license compliance was consistently the top priority for all categories of respondents. The first fier,
‘Trustworthy Data’, provides the basis for repeatable license compliance. It does not guarantee license

compliance, but any organization fully conforming to the requirements of Tier 1 will know

whether it is

compliant with its software licensing, and it will only be a question as to how management is acting on this

knowledge.
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c) Natural groupings reflecting natural sequence. The groupings of outcomes and process areas in each
tier are intended to be relatively natural groupings which reflect a natural progression as observed in
reality. The actual groupings are described under each tier below in subclauses 5.2 through 5.5. The
supporting principles are as follows:

1) Having good data almost always comes first. Often this is driven by a vendor-initiated licensing audit.
There is often a major gap between what is found and what was believed to be the case. Only then
does management typically realize both the significance of exposures and of opportunities for
improvement, including in security and in cost savings.

specific projects are typically initiated to correct problems identified, and to obtain ‘quick wins’
possiple.

3) Imprgvements in efficiency and effectiveness are often cited as expected benefits from SAM, bu

are n

invol

this p

ing process integration and re-design. However, an organization is more_likely to proceed

4) Best4jn-class SAM practices typically come last. These tend to be\those practices which
stratggic impact and longer-term benefits.

IS are

ted, such as clarification of roles and responsibilities, and better definition of policies. Secpndly,

where

often

pt achieved to the level possible, because they typically require significant/implementation| effort

down

ath after already seeing the clear benefits of ‘quick wins’ and recognizing that more are possible.

have

d) Minimum requirements for recognition. The tiers are designed to be minimum requirements for
recognizgble achievement, but do not include everything which an organization may wish to d

example,

have some policies in place already during work on Tier1: This does not diminish the importa

policies,

achieving

because
standardi
process
identified
included

reas earlier than required by the tiers, where there are specific requirements or opport

n the scope of a potential certification project until the appropriate tier.

. For

policies are not included in Tier 1, but rather only in Tier 2, yet most organizations will prgbably

ce of

but merely reflects that policies are initially focused upon in Tier 2. Indeed, the findingg from
Tier 1 will probably drive significant policy’,development in Tier 2, or at least enforcgment,
reality typically will not match expeectations in terms of license compliance, seurity,
ation, etc. Likewise, an organization.will probably wish to focus on some specific issyes or

nities

by management. This is to be expected. However, these issues or process areas will ot be

e) Limitations in technology and(its  use. There are, for example, hundreds of tools which slipport

software
still rarer.

The concept
a) Difficulty

creating
highly m3

under corrtrol to have trustworthy data.

discovery, but far fewer which support full configuration management, and their effective

f ‘difficulty’ also'needs to be considered:

nual task. Nonetheless it is in Tier 1, because it is one of the critical types of data which m

Ise is

per se is~-not an underlying principle for the grouping and sequencing of tiers. For exdmple,
bnd madintaining inventories of software contracts and licenses is not easy, and is typidally a

st be

b) There are many outcomes or process areas which are not typically achieved by less mature organizations,
and these have generally been placed in Tier 4. From one perspective, these may be viewed as ‘difficult’
outcomes and process areas. However, they reflect more about the stage of development of the
organization than on their own intrinsic difficulty. Indeed, such outcomes and process areas are more
accurately considered part of ‘best-in-class’ SAM.

34

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=92e96dab825daf53dac01cf269d5a667

5.2 Tier 1 - trustworthy data

Figure 3 shows the process areas which are included in Tier 1.
The natural groupings included in this tier are:

a) Core SAM records

b) License compliance

ISO/IEC 19770-1:2012(E)

Organizational Management Processes for SAM

4.2| Control Environment for SAM

orporate Governance Roles and Policies, Processes and
rocess for SAM Responsibilities for SAM Procedures for SAM

4.3|Planning and Implementation Processes for SAM

CompeteneeNiSAM

4.5|Verification and Compliance Processes for<SAM

oftware Asset Record Software Licensing Software Asset Security
erification Compliance Compliance

Relationship and Confract Financial Manageragnt for Service Level
Management for SAM SAM Management for SAM

Hlanning Implementation Maonitoring and Confinual
fgr SAM of SAM Review of SAM Improvement of SAM
Cone SAM Processes
4.4|Inventory Processes for SAM
: oftware Assel —: Software Asset Software Asset Conirol
: Ifentification 1 Inventory Management

Conformance
Verification for SAM

4.4 Operations Management Processeé émd Interfaces for SAM

Security Management
for SAM

Primary Process Interfaces for SAM

4.7|Life Cycle Process Interfaces for SAM

Qhange Management Software Development Software Deployment
Hrocess Process Process
Acquisition Soffware Release Incident Management
Hrocess Management Process Process

Problem Management
Process

Retirement Process

Figure 3— SAN Tier T =trustworthy data
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5.3 Tier 2 — practical management

Figure 4 shows the process areas which are included in Tier 2.

The natural groupings included in this tier are:

a) Quick win

b) Essential

S

control environment

Organizational Management Processes for SAM

4.2 Contrpl Environment for SAM

Corporate Governance Roles and Policies, Processes and Competence (in"\SAM
Process foll SAM Responsibilities for SAM Procedures for SAM
4.3 Plannjng and Implementation Processes for SAM
Planning Implementation '_M_oat;n_n; gn: ______ 1| Cantinual
for SAM of SAM | Review of SAM JI Wnprovement of SAM

Core SAM Processes

fdentification

4.4 lnventory Processes for SAM

Software Aspet Software Assel Invenfory

Management

Software Agsat Control

| Software Aspet Record ] Software Licensing Software Asset Security Conformance
| Verification JI Compliance Compliance Verification for SAM
4.6 Operdtions Management Processes-and Interfaces for SAM
rR_rsE n_nr_sT i_p a_r_d E a_n:r;;:i_ 1| rF;;n_c;I_l'd:a n_ ;a;e_m; ;1 ;or_ | Service Level Security Management
| Managemerft for SAM | | SAM JI Management for SAM for SAM
______________ 4 —_—— ] e —
Primary Rrocess Interfaces for SAM
4.7 Life Cycle Process Interfaces for SAM
Change Mapagement Software Development Software Deployment Froblem Management
Process Process Process Process
Acquisition Sofiware Release Incident Management Retirement Process
Process Management Process Process
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Figure 4 — SAM Tier 2 — practical management
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5.4 Tier 3 — operational integration

Figure 5 shows the process areas which are included in Tier 3.
The natural groupings included in this tier are:

a) Core life cycle processes (acquisition/deployment/retirement)

b) Core operations management processes

Organizational Management Processes for SAM

4.2 Control Environment for SAM

orporate Governance Roles and Policies, Processes and CompetenceN)SAM
rocess for SAM Responsibilities for SAM Procadures for SAM

4.3|Planning and Implementation Processes for SAM

Hianning Implementation Maonitoring and Continual
for SAM of SAM Review of SAM Improvement of SAM|
Cone SAM Processes
4.4|Inventory Processes for SAM
oftware Asset Software Asset Inventory Softwarg Agset Contro!
Identification Management

4.5|Verification and Compliance Processes forlSAM

oftware Asset Record Software Licensing Software Asset Security Conformance
erification Compliance Compliance Verification for SAM

4.6/ Operations Management Processes and Interfaces for SAM

Helationship and Contract Financial Management Service Level Security Management
Management for SAM for SAM Management for SAM for SAM

Primary Process Interfaces for SAM

4.7|Life Cycle Process Interfaces for SAM

Qhange Management Software Development Software Deployment Problem Management
Hrocess Process Process Process

Acquisition Soffware Release Incident Management Retirement Process|
Arocess Management Process Process

Figure 5 — SAM Tier 3 — operational integration
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5.5 Tier 4 —full ISO/IEC SAM conformance

Figure 6 shows the process areas which are included in Tier 4.

The natural groupings included in this tier are:

a) Strategic SAM (SAM is an enabler and part of strategy and planning)
b) Extended Service Management life cycle processes

c) Best-in-class SAM processes (not included in lower tiers)

Organizational Management Processes for SAM
4.2 Contrpl Environment for SAM

Roles and
Responsibilities for SAM

Policies, Processes and

: Corporate Qovernance |
Procedures for SAM

| Process for BAM :

4.3 Plannjng and Implementation Processes for SAM
7

Continual
Improvement of SAM

: Planning I

| for SAM |
[ ]

Implementation
of SAM

Monitoring and
Review of SAM

Core SAM Processes
4.4 Inventory Processes for SAM

| Software Asset Inventory :
 Management |

4.5 Verifigation and Compliance Processes for SAM

: Software Asset Record |
Verification |

|
b I

Software Agset Software Asset.Control

Identificatign

Conformance
Verification for SAM

Software Licensing
Compliance

Software Asset Security
€ompliance

4.6 Operdtions Management Processes-and Interfaces for SAM

Relationshig and Contract Financial Management for
Management for SAM SAM

Service Level
Management for SAM

Security Management
for SAM

Primary Rrocess Interfaces for SAM

4.7 Life C

ycle Process Interfaces for SAM

Change Mahagement
Process

Acquisition
Process

Software Development
Process

Software Deployment
Process

Software Release
Management Process

Incident Management
Process

Problem Management
Process

Retirement Process

Figure 6 — SAM Tier 4 — full ISO/IEC SAM conformance
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Annex A
(informative)

Reference chart of outcomes by tier
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Annex B
(informative)

Guidance on selected topics

B.1 Introduction

This Annex provides guidance on selected topics relevant to this part of ISO/IEC 19770. Fu
guidapce is also available, such as described in Annex C.

B.2 Releases

The ferm release will often apply to a final internal production release, for’example, the

distrigution copy which has been technically approved, or a corporate build(which is then releasg
certaip devices e.g. on a quantity of desktop computers.

A seg¢ond usage variant of the terms release and build applies~0 software assets within
develppment process. These terms are also in common use in the consumption of Open Source
a reldase of OSS code to users who may then build this seftware themselves. This part of I
does hot define development-type processes but makes provision for assets to be identified a
leaving freedom to apply SAM processes which could €qually be applied to software assets in
two usage contexts above. (See 1.2 Field of applicatien for a discussion of the applicability
ISO/IEC 19770 to development.)

Whilsi any release may be managed using this-part of ISO/IEC 19770 it is recognized that w
releage appears twice in a sequence of evenis'this may need further explanation, especially giv
al may be required for both releases:"To give a combined example, a corporate build prq
made| up of more than one successive~step combining manufactured software with builds of
from [nternal developers and may.include a source-code release from OSS development. Thi
typicdlly include patches. Some . of_ all of these activities are sometimes referred to as packagirn
usual

Several such corporatethuilds are usually tested and technically approved before a di

s
(sometimes in the form-efan image) is created and approved for final release to the live environrl

In corclusion, this part of ISO/IEC 19770 can be used to manage both kinds of released softwar
code [release by,‘developers and the internal production release from successive packaging a
may lbe in-scope, covered by inventory processes and record verifications and any release be
must pe technically approved and then finally be authorized for deployment, with an authorize
installs:

rther industry

release of a
d for use with

the software
Software e.g.
O/IEC 19770
nd controlled,
either of the
pf this part of

here the term
bn that formal
cess may be
Bleased code
5 process will
g. Packaging

implies the addition of & software ‘wrapper’ that is required by a specific software deployment utility.

ibution copy
ent.

b assets - the
ctivities. Both
ing managed
l inventory of

B.3 Document and record management

There is no explicit requirement for document and record management in this part of ISO/IEC 19770, but

nonetheless this is effectively required such as in:

a) 4.2.4.2 a) (“There is a structured approach to creating, reviewing, approving, issuing, and controlling
policies, processes, procedures and related documentation relevant to SAM so that it is always possible
to determine the complete set available, which version of each document is currently in effect and which

documents apply to different types of software and related assets.”);
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b) 4.2.4.2 b) (“Policy, process and procedure documentation required by this part of ISO/IEC 19770 are
organized by the process classifications of this part of ISO/IEC 19770 or with a cross-reference to these
classifications.”);

c) 4.5.5.2Db) (“Documentary evidence exists that demonstrates (a) that the verification procedures above are
being performed, and (b) that corrective follow-up action is taken until successful completion on the
causes of all identified exceptions.”)

It is strongly recommended that organizations implementing this part of ISO/IEC 19770 should also implement
document and record management as required for Management System Standards such as ISO 9001:2000
and ISO/IEC 20000-1:2005, and this will provide the necessary general capabilities required.
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Annex C
(informative)

Cross reference to industry best practice guidance

C.1 Introduction

As explained in 1.1, this part of ISO/IEC 19770 does not detail SAM processes in terms
procefdures required to meet the requirements for outcomes of a process. Likewise, this part of |
does hot specify the sequence of steps an organization should follow to implement SAM{hor is
impligd by the sequence in which processes are described.

Altho
impor
part

endor
that s

C.2

As of
SAM,
ISO/IH

part ¢f ISO/IEC 19770 identified several others{Znamely CMMI, FFIEC, BSA SAM Advant

Instity
availa
[http:/,

gh this part of ISO/IEC 19770 does not detail these topics, nonetheless these topics
fance in being able to implement SAM and meet the requirements of thisJpart of ISO/IE(
bf ISO/IEC 19770 does not endorse any specific source of guidance on SAM and
sement of related products or the sourcing organizations is implied: However, it is relevg
burces of guidance do exist to which reference may be made as examples.

Sources

the writing of this part of ISO/IEC 19770, there are at least three major sources of such
all of which are represented by individuals:in the Working Group responsible for|
FC 19770. These are examples only. The public-review process associated with the develd

te for Technology Asset Management "and ISEB SAM Essentials. Furthermore, ther
ble (subsequently  cited by -la National Body) such as  Agnitig
www.agnitioadvisors.com/Assessment] and IBSMA

[http:/,

www.ecpmedia.com/publications.html#tsm guidetosam].

The three major sources for guidance on SAM mentioned above, in order of publication, are:

1

IL® V3 Guide to Software Asset Management, TSO, © 2009, ISBN 978 0 11 331106 4. V¢
Liblication was developed before ISO/IEC 19770-1:2006 was developed. In many respeq
edecessor of ISONEC 19770-1:2006.

ITAM Best Practice Library, International Association of IT Asset Managers, [www.iaitan
BN 9781y935019-00-8, 978-1-935019-01-5, 978-1-935019-02-2, 978-1-935019-03-9, 9
-6, 9¥8-1-935019-05-3, 978-1-935019-06-0, 978-1-935019-07-7, 978-1-935019-08-4, 9

D-1; 978-1-935019-10-7, 978-1-935019-11-4. This best practice guidance is a quite comg

methods or

%TO/IEC 19770

ny sequence

are of major
[ 19770. This
no ISO/IEC
nt to indicate

guidance on
this part of
pment of this
hge, Gartner,
e are others
Advisor's
guides

rsion 2 of this
ts it was the

n.org] ©2008,
78-1-935019-
78-1-935019-
rehensive 12

lumé set, and covers all of IT Asset Management, not just Software Asset Manage

ment. It was

developed before TSO/TEC 19770-1:2006 was published. This TISO/IEC document references IBPL, used
by permission of IAITAM. ©2008 IAITAM. All rights reserved.

SAM Standard and Evaluation Criteria, SAMAC, [www.samac.or.jp] Software Asset Management

Standard, the association of SAM Assessment and Certification, Japan ©2010. This documentation is in
Japanese and English. Although it is titled a standard, it is primarily best practice. It was revised after
ISO/IEC 19770-1:2006 was published, and is aligned to ISO/IEC 19770-1:2006. This ISO/IEC document
references the SAMAC standard v2, used by permission of the SAMAC. © SAMAC 2010. All rights
reserved.

In order to facilitate access to this guidance, the table at the end of this annex gives mappings from this part of
ISO/IEC 19770-1 to the last two of the sources cited above.
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This ISO/IEC document also includes CobiT 4.1®, used by permission of ISACA/ITGI [www.isaca.org].
©1996-2007 ITGI. All rights reserved. CobiT is a set of tools and techniques for controlling and managing IT. It
forms a framework for IT governance helping managers set objectives for IT departments that in-turn support
business objectives.

C.3 Further information on CobiT selected mappings

Introducing best practices, both in the case of CobiT and this part of ISO/IEC 19770 or indeed any other IT
management framework, takes time and requires many steps. Tiers enable selective targeting of immediate
improvement and |dent|fy areas for Iater attentlon A supportlng approach may use CObIT but connected
objectives arg-definred-differentty—so-thefollowing-guidanee-she ws-some-of-the-connections y used
by organizatipns who already use CobiT, prowdlng an |nd|cat|on of which CobiT processes support eagh tier.
(Completion ¢f all CobiT connections does not imply conformance to the requirements of Tier 1 of this part of
19770.)

As with all Ahnexes to this part of 19770, this content is informative of the relating thefnes found in|other
practices and assessments. It is intended as a guide only and not as a definitive interpretation of [CobiT
knowledge. Bee also Annex E for further information about how CobiT relates’ to other available
methodologies.

C.3.1 About mapping Tier 1 trustworthy data to CobiT
Achieving this means knowing what you have so that you can manage it.

Organizationg achieving Tier 1 rely on management activities for.the collection and verification of knowledge
about IT assgts and their status. It is especially supported by ‘configuration management disciplines. In CobiT
these activitigs are related to managing and monitoring the information about IT infrastructure, resourcdgs and
capabilities, information architecture, and other assets.

In particular the following CobiT processes support@chieving the Tier 1 outcomes:

CobiT Process Comment ]
DS11 Mapage Data The requirements for this process inclufle
establishing procedures and identifying requiremerjts
for managing the SAM data

PO2 Defipe the information architecture. The definition of the Information Architecture
establishes a solid base for managing the IT asget
data

ME1 Monjtor and Evaluate IT Performance The requirements for monitoring inventory gnd
verification processes to ensure data is controlled

DS9 Mangge the*Cenfiguration The CI information collected in this process includgs

significant amount of data to be managed in SAM.

C.3.2 About mapping Tier 2 practical management to CobiT
Achieving this means improving management controls and driving immediate benefits.

In this tier the activities are known as Management, Control and Governance activities. The outcomes to be
achieved here require the introduction of pro-active management together with attention to the planning of
SAM itself. It also requires control over the SAM processes now implemented, including monitoring and
verification of their outcomes. In CobiT related processes are grouped and referred to as “Plan and Organize”
and “Monitor and Evaluate”.
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In particular the following CobiT processes support achieving the Tier 2 outcomes:

CobiT Process Comment |

PO4 Define the IT processes, organization The requirements for PO4 build the foundation for

and relationships. the SAM control environment

ME3 Ensure compliance with external Legislation and regulatory requirements are

requirements addressed as part of Tier 2 control environment.
(License compliance actions are decided in Tier 1)

ME4 Provide IT Governance Governance establishment provides definitions for
management and control

PO5 Manage the IT investment. Covers some of the outcomes of the Financial
IVIdlldgelllclll lcquucu III Llllb lIEI

P08 Manage quality Quality Management System supports alhd defines
the management activities

PQ9 Assess and manage IT risks Risk management is required in.this tier

D$7 — Educate and train users Aligns closely with Tier 2 Policies, proceflures and
procedures (especially communication gf) for use
of software assets.

C.3.3 About mapping Tier 3 operational integration to.CobiT
Achieping this means improving efficiency and effectiveness.

In thig tier the SAM processes integrate with the IT operation. Lifecycle of the Software and related assets is
manaped. Controls are established here to conform to.the' standards and external requirements.|In CobiT, the
lifecy¢le processes are defined mainly in the Acquiré;and Implement part and compliance is covgred mainly in
Delivgr and Support processes.

In particular the following CobiT processes help achieving the Tier 3 outcomes:

obiT Process e Comment
A3 Acquire and Maintain Technology Supports the lifecycle management of the
Infrastructure technology that underpins the software
Al2 Acquire and Maintain Application software Supports the lifecycle of software applications
All5 Procure IT resources Procurement procedures are defined angl
managed
DS1 Define and manage service levels Direct relationship with Service Level
Management requirements
DS2 Manageithird-party services Helps in managing the suppliers
D|S6 Identify)and allocate costs Complete financial management is required in
this tier
MEZ2 Monitor and evaluate internal control Critical for proper financial management
S3 = Manage performance and capacity Supports service level management for SAM.

C.3.4 About mapping Tier 4 full ISO/IEC SAM conformance to CobiT
Achieving this means achieving best-in-class strategic SAM.
The last tier completes the objectives for SAM to support the business in its strategic goals. Thus IT Service

management processes are now fully supported. SAM also acquires processes that ensure its stability and its
own continual improvement. As a result, SAM is a complete system of processes the organization can rely on.
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In CobiT, the strategic processes are spread around the whole framework providing guidance for making the
specific IT management elements focused on being the best in class.

The following CobiT processes are identified as the most helpful in achieving the best possible strategic SAM:

CobiT Process Comment

PO1 Define a Strategic IT Plan

*See also the general CobiT: PO6 communicate
management objectives. Stakeholders thus support

the SAM objectives approved by the board in Tier 4.

Establish processes in strategic planning helps
and
integration. Tier 4 also includes approval* of SAM

achieve business and IT alignment

management objectives for SAM (4.2.2.2.e).

Al6 Manage Changes

Supports Tier 4 Change Management Process

Al7 Insta

["and accredit solutions and changes Required as part of change management

DS4 Ens

Lire continuous service Continuity of operations is required in this tiér

DS5 Ens

Ure systems security Security management is required in this tier

DS8 Marn

age Service Desk and Incidents This tier requires managing the\ custom
feedback as well as the incident manageme

process

Br
Nt

DS10 Ma

nage problems Problem management is

explicitly in this tier

process requirg

ME1 Mor

itor and evaluate IT performance Continual improvement.iSrequired in this tier.

Most connecfions in the above table show where a single CobiT process, eonnect strongly to one tier.

tiers, especial
support for th
process woul
in Tier 4, also

ly Tier 4 are also supported by one or more generalized CobiT processes. These offer in
e ISO objectives, of broad support over one or more tiersAn example of such a general
i be DS13 Manage Operations, which indirectly supports Tier 3 Service Level Managemen
supports Monitoring and Review of SAM, Continual/Aniprovement and Software Asset Con

C.3.5 Other CobiT processes

In addition to
processes su
here for refer

PO3 — Detern

those processes listed above which @irectly support a specific tier, there are also other
pporting SAM, either indirectly or genérally. The following list of other CobiT processes is
bnce:

hine technological direction

unicate management,aims and direction
e IT Human Resources

ge Projects

automated solutions

operation and use

Some
direct
CobiT
t and,
rol.

CobiT
laced

PO6 — Comn
PO7 — Manag
PO10 — Man3
Al1 — Identify
Al4 — Enable
DS12 — Mang

AN | H 1 H 4+
HU urc pi IyOIUGI CTIvVITUTITTICITU

DS13 — Manage operations.
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C.4 Cross reference table of outcomes to industry guidance

ISO/IEC 19770-1:2012(E)

ISO/IEC 19770-1 Key Area
Outcomes

19770-1
Reference

1977
0-1
Tier

IAITAM Best
Practice
Library
(IBPL) Key
Area

Japanese
SAMAC
Best
Practice

CobiT 4.1 Key Area

processes are implemented.

4.2 Control Environment for SAM
The objective of the Control Environment for SAM is to establish and maintain the management system within which the other SAM

dischgrrge of this responsibility.

4.2.2 Corporate Governance Process for SAM
The objectlve of the Corporate governance process for SAM is to ensure that respon5|b|I|ty for management of software assets is

he proper

Implementation of the Corporate
goverpance process for SAM will

enable the organization to 4222
demopstrate that:
1. Policy:
Therq is a clear corporate statement Program Establishment
for th¢ purposes of this part of 4222a Tier 2 Management ) ME4 Provide IT govgrnance
ISO/IEC 19770 about: anageme of Policy and
Regulation
PO4 Define the IT Processes,
. . . Organization and Relationships
:ahn(iile garl].entlty or parts of.a legal 4.2.2.2.a1 Tier2 Project 1-Policy PO6 Communicate Mlanagement
y|which are included in scope. Management Aims and Direction
ME4 Provide IT govgrnance
the specific single body or individual PO4 Define the IT Pocesses
that hips overall corporate 4229 a2 Tier 2 Projesct . o izati d Relati h"
management responsibility for that £.c.c8 Management 1. Policy rganization and Refationships,
. ] ME4 Provide IT govgrnance
entity|or parts of that entity.
PO1 Define a Strategic IT Plan
R _— PO4.2 IT Strategy C¢mmittee
esponsibility for corporate PO10.3 Project Mandgement
goverpance of software and related 42922b Tier 2 Program ) A roéch
assets is formally recognized by the e Management 1. Policy PpOp10 6 Proiect Ph Initiati
corpofate board or equivalent body. PO10.11 I;c;]:jgct Cﬂ?iggl (I?olr?tr:ol
ME4 Provide IT governance
Corpgrate governance regulations
or guidelines which are relevant to PO2 Define the Inforfnation
the organization for its use of Tier 2 Polic Architecture
softwére and related assets, in all 4.2.2.2.c Mana er)r/1ent 1. Policy ME3 Ensure compliahce with
countfies where it operates, have 9 external requirementp
been jdentified and documented,
and afe reviewed at least annually:
An agsessment of the risks
assodiated with software and
related assets, and
management-specified mitigation ) . .
apprdaches, is documented, 4.22.2d Tier 2 l\sl)ompllancet 1. Policy PO9 Assess and Manage IT Risks
updated at least'annually, and anagemen
appraved by.the corporate board or
equivplent body, covering at least
the fo]lewing:
Pregram
Management
Risk of regulatory non-compliance; 4.2.2.2d1 Tier 2 ,\%::;Zléaggﬁt 1. Policy PO9 Assess and Manage IT Risks
Legislation
Management
Risk of violation of security Tier 2 ) PO9 Assess and Manage IT Risks
requirements. 422242 1. Policy DS5 Ensure Systems Security
M:nrggcrj]lnt PO9 Assess and M_anage I_T Risks
Tier 2 Compliance ME3 Ensure compliance with
Risk of licensing non-compliance 4.2.2.2.d3 Management 1. Policy external requirements
Acquisition Al2 Acquire and maintain
M application software
anagement
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reviewed at leapt annually.

IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area | 19770-1 . SAMAC ;
0-1 Library CobiT 4.1 Key Area
Outcomes Reference| . Best
Tier | (IBPL) Key .
Practice
Area
Program
Management
Risk of interruption of operations Acquisition ) .
due to problems with the IT Tier 2 Management . POZIDefme the Information
) . 4222.d4 1. Policy Architecture
infrastructure which could result Asset Id POY Assess and Manaae IT Risks
from inadequate SAM. Management 9
Project
Management
PIUHIGIII
Management
Acquisition
Risk of excessibe spending on Management PO5 Manage the IT Investmerjt Al1
) ] P 9 Tier 2 Asset ID . Identify Automated, Solutions
licensing and ofher IT support costs | 4.2.2.2.d5 Management 1. Policy DS6 Identify and. Allocate Costs
due to inadequte SAM. agen Y ) ;
Financial DS9 Managerthe_ Configuration
Management
Disposal
Management
Program
Management
Risks associatgd with decentralized Acquisition
vs. centralized management Tier 2 Management .
approaches for|software and related 4.222.d6 Asset ID 1. Poligy~ | PO9 Assess and Manage IT Rysks
assets. Management
Disposal
Management
Program . .
Risks associatdd with different Management MES Ensure gompllance with
countries of opgration taking into Tier 2 Compliance external requirements
pgrano 9 422247 P 1.Policy | PO4 Define the IT Processes,
account local cpmpliance cultures Management Organization and Relationshiok
and enforcemeft approaches. Legislation POgg Assess and Manaae IT Ig>sks
Mahagement 9
The managemgnt objectives for PO1 Define a Strategic IT Plan]
SAM are approled by the corporate ) Program . ME4 Provide IT governance ME2
board or equivdlent body, and 4222e | Tierd Management 1. Policy | Monitor and evaluate internal

control

related assets

The objective 4

4.2.3 Roles [and responsibility for SAM
the roles and responsibilities for SAM:process is to ensure that the roles and responsibilities for the software and|
re clearly defined, maintained and understood by all personnel potentially affected.

Implementation

of the Roles and

PO4.6 Establishment of Roles|and

responsibilities ffor SAM Process will Program S
p 4.2.3.2 Responsibilities
enable the orggnization to Management ME4 Provide IT
demonstrate thht: rovide 11 governance
The role of the SAM owner,
responsible for|corporate )
governance of $oftware and s€lated 2.Systems:
assets for the gntire organization, is ) Establishment .
clearly defined pnd approved by the 4232a Tier2 ofa . E§tgp!|shment of Rolesjand
Responsibilities
corporate board or equivalent body. Managerial
Responsibilitieg asSigned include
the following fof the\éntire System
organization:
Proposing management objectives Tier 2 Program PO4.6 Establishment of Roles and
for SAM 423.2a1 Management 2.8ystems | Responsibilities
Overseeing the development of the Tier 2 Program PO4.6 Establishment of Roles and
SAM plan 423222 Management 2.8ystems | Regsponsibilities
Obtaining resources for Tier 2 Proaram
implementing the approved SAM 4.2.3.2.a3 Management 2.Systems PO4.10 Supervision
plan
Delivering results against the SAM Tier 2 Program PO4.6 Establishment of Roles and
plan 423204 Management 2.8ystems | Regsponsibilities
50 © ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=92e96dab825daf53dac01cf269d5a667

ISO/IEC 19770-1:2012(E)

organjization-wide and local policies
are cgmmunicated.

IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area| 19770-1 y Li SAMAC CobiT 4.1 Kev A
o Ref 0- ibrary B obiT 4.1 Key Area
utcomes eference| ... (IBPL) Ke est
y Practice
Area
Ensuring that all local SAM owners
discharge their responsibilities
properly, and that all parts of the Tier 2 Program PO4.6 Establishment of Roles and
organization are covered by the 423.2ad Management 2.Systems Responsibilities
SAM owner or local SAM owners,
without conflicting overlap.
Local roles and responsibilities for
corporate governance of software
and rgtatedassetsaredocumented
and apgsigned to specified ) .
individluals. Responsibilities 4232p | Ner? M:r:;g;%”;m 2 Systems Eg:bgrisié‘;ﬁ:f:me” of Roles and
assigned include the following for 9
the part of the organization for
whichj each individual is
respopsible:
Obtaifing resources for 42321 Tier 2 Program P04 Define the IT Processes,
implementing the SAM plan. R Management 2.Systems Qrganization and Relationships
Delivgring results against the SAM Tier 2 Program PO4 Define the IT Processes,
plan. 4.232.b2 Management 2.8ystéms” | organization and Relationships
. . . Program
Adopfing and !rr_lplementlng Tier 2 Management PO6 Communicate Management
necegsary policies, processes and 4.2.3.2.b3 Policy 2)Systems Aims and Direction
procedures. Management
Mainthining accurate records of Tier 2 Program .
softwdire and related assets. 4.232.b4 Management 2.Systems | PO1.41T Strategic Plan
Ensuling that management and
techn|cal approvals are required for Tier 2 Acquisition .
procufement, deployment and 423.2.65 Management 2.Systems | PO10.8 Project Resqurces
contrgl of software assets.
Program PO4 Define the IT Processes,
Manaking contracts. supolier Management Organization and Relationships
aping S, SUpp Tier2 Documentation P0O8.4 Customer Foqus
relat!c nsh!ps, and internal customer | 4.2.3.2.b6 Management 2.Systems PO10 Manage Projefts
relatignships Vendor DS1.6 Review of Seryice Level
Management Agreements and Corjtracts
Identifying the need for and Tier 2 Program DS10.4 Integration of Configuration,
implefenting improvements 4&P27 Management 2.Systems | |1cident and Problen] Management
Thes¢ responsibilities are
comnjunicated to all parts of the Communication
organjization involved in any way. 4232¢ Tier 2 & Education S PO4.6 Establishmen{ of Roles and
with §AM, in the same way as other B Management 2.Systems Responsibilities

4.2.4

Policies,processes and procedures for SAM
The gbjective ofthe Policies, processes and proced
procegses and procedures to ensure effective planning, operation, and control of SAM

ures for SAM process is to ensure that an organization maintains cl

ar policies,

Implementation of the Policies,
procepses-and procedures for SAM

PO4 Define the IT Py

0OCESSES,

available, which version of each
document is currently in effect and
which documents apply to different
types of software and related
assets.

s e 4242 Organization and Relationships
proceps'will enable the organization
to demonstrate that:
There is a structured approach to
creating, reviewing, approving,
issuing, and controlling policies,
processes, procedures and related PO2 Define the Information
documentation relevant to SAM so Architecture
that it is always possible to Tier 2 Policy ) ME2 Monitor and evaluate internal
. 4242a 1. Policy
determine the complete set Management control

PO3 Determine Technological

Direction
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IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area | 19770-1 . SAMAC ;
0-1 Library CobiT 4.1 Key Area
Outcomes Reference| . Best
Tier | (IBPL) Key -
Area Practice
Policy, process and procedure ) .
documentation required by this part igﬁig@m‘%the Information
of ISO/IEC 19770 are organized by ) . . .
e - Tier 2 Policy . PO2.1 Enterprise Information
the process classifications of this 4242b 1. Policy :
: Management Architecture
part of ISO/IEC 19770 or with a PO2 3 Data Classification Sch
cross-reference to these - Data Llassilication scheme
classifications.
PO1 Define a Strategic IT Plan
PU“l.vy PUL DCI’;IIC i.;lb' iufuunai.iuu
. ) Management Architecture
gr?cljl?sessu::jec%?/ =?i|r?p2(:’aar2fi);?r\r/1i?~n" 4242.c Tier 2 Communication 1. Policy PO6 Communicate Mapagemgnt
P1ing ’ & Education Aims and Direction
Management PO8 Manage Quality
DS7 Educate and train users
PO1 Define &'Strategic IT Plarn]
PO2 Defin€the Information
. . Architecture
Individual and gorporate Policy )
responsibilities [for corporate 42421 Tier 2 Management 1. Poli g?iggggg:gig;g;ﬁiﬁ?ﬁ“ !
governance of goftware and related I Program - Folicy g . Pp
P@4.6 Establishment of Roles|and
assets. Management N
Responsibilities
PO4.7 Responsibility for IT Quplity
Assurance
Any restrictiong on personal use of ) . o .
corporate software and related 4.2.4.2.c2 Tier 2 M Policy t 1. Palicy 204.8_tResp()jo(r:1$|bllllty for Risk,
assets. anagemen ecurity and Compliance
Requirement fgr compliance with Compliance ME3 Ensure compliance with
legal and regul@tory requirements, 42423 Tier 2 Management . external requirements
including for copyright and data e Policy 1. Policy | p0o4.8 Responsibility for Risk,
protection. Management Security and Compliance
Any procurement requirements (e.g. Acquisition . )

X ) Al1 Identify Automated Solutiohs
gz‘;ig;?;mzt; agreements, or 42424 | TEr2 Ma";"gﬁ:’;’e”t 1.Policy | PO4.8 Responsibility for Risk,
reputable/apprdved suppliers) Management Security and Compliance
Any requirement for approvals for Tier 2 Acquisition PO2 Define the Information
installation or upe of software, 4.2.4.2.c5 Management 1. Policy Architecture
whether purchgsed or not. PO10 Manage Projects
Disciplinary imglications of violation 492426 Tier 2 Policy 1. Policy I(\:/Iolifrgfomtor and evaluate intenal
of these policiep. Management : DS5 Ensure Systems Security

1. Policy
3.
Policies and procedures are Competence:
communicated fo all personnel inva Establishment | DS7 Educate and train users
way which (a) reaches all new. and PO1 Define a Strategic IT Plarn]
personnel wher they start,.and - Maintenance of PO2 Define the Information
continuing perspnnel at least 42424 Tier 2 C;mEdeg'ai?g':n .| Architecture
annually; (b) refjuires positive e M t Competence in| pog Communicate Managemdnt
anagemen SAM

acknowledgem
personnel whe
least annually;

accessible at al

nt back from
they,start and at

5. Implement’n:

Aims and Direction
PO8 Manage Quality

| times to personnel.

Confirmation of
Software and
Related Asset
Implemented
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ISO/IEC 19770-1 Key Area
Outcomes

19770-1
Reference

1977
0-1
Tier

IAITAM Best
Practice
Library
(IBPL) Key
Area

Japanese
SAMAC
Best
Practice

CobiT 4.1 Key Area

4.2.5 Competence in SAM

being applied.

The objective of the Competence in SAM process is to ensure that appropriate competence and expertise in SAM is available and is

Implementation of the Competence

PO6 Communicate Management

software manufacturers t@ enable
compliance with their licenses

PO4.1 IT Process Fr
Define an IT process
P0O4.8 Responsibility
Security and Complid
PO6 Communicate N
Aims and Direction

P0O8.6 Quality Measy
Monitoring and Revig

in SAM process will enable the 4252 Aims and Direction
organization to Demonstrate that: PO7 Manage IT Human Resources
A review is documented and
updated at least annually which A it
coverp the aV"""".“?""Y and uptake of 4252.a erz & Education 3.Competenc PO7 Manage IT Hunjan Resources
traininjg and certification by Management e
persopnel with SAM responsibilities 9
for:
. Communication
SAM |n general. 4.252a1 Tier 2 & Education 3.Competenc PO7 Manage IT Hunman Resources
Management e
Al5, Procure IT Resoyirces
Al6 Manage Changep
Licenging for software Tier 2 Communication 3.Competéne DS9 Manage the Coffiguration
manufacturers whose software is 4.2.52.a2 & Education ' DS9.3 Configuration [Integrity
being|used. Management € Review
DS9.3 Configuration [Integrity
Review
ME2 Monitor and evgluate internal
A review is undertaken at least control
annuglly to determine what 4252b Tier 4 Compliance 3.Competenc | Al6 Manage Changefp
constftutes "Proof of License" for e Management e DS9 Manage the Configuration
the sqftware manufacturer. DS9.3 Configuration [Integrity
Review
Persgnnel with SAM management
respopsibilities receive training in _ Communication
.SAM _nd n rel_e\_/gnt I|c_er_1$|ng, 4252.c Tier & & Education 3.Competenc PO7 Manage IT Hunjan Resources
including both initial training and Mana e
formd continuing education gement
9
annuglly.
PO1 Define a Strategic IT Plan
PO2 Define the Inforfnation
Architecture
PO3 Determine Technological
Direction
PO3.4 Technology Sfandards
A review is undertaken at least PO3.5 IT Architectur¢ Board
annually to ascertain what, if any, Tier 2 Compliance 3.Competenc PO4 Define the IT Processes,
extra guidance is offered by the 4252d M P ' P Organization and Relationships
anagement e

bmework

for Risk,
nce
anagement

jrement,
W
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ISO/IEC 19770-1 Key Area
Outcomes

19770-1
Reference

1977
0-1
Tier

IAITAM Best
Practice
Library
(IBPL) Key
Area

Japanese
SAMAC
Best
Practice

CobiT 4.1 Key Area

4.3 Planning and Implementation Processes for SAM

The objective of Planning and implementation processes for SAM is to ensure the effective and efficient accomplishment of SAM

management objectives.

4.3.2 Planning for SAM

The objective of the Planning for SAM process is to ensure appropriate preparation and planning for the effective and efficient

accomplishment of SAM objectives.

Implementation of the Planning for

PO1 Define a Strategic IT Plan PO3

SAM process Wil enable the 7322 Determine Technological Diregtion
organization to [demonstrate that: P010 Manage projects
PO4.8 Responsibility forRisk,
Security and Compliance
Management opjectives for SAM PO5 Manage the IF, Investmert
are developed gnd proposed for Proaram P09.6 Maintenance and Monitpring
approval by thg corporate board or 43.22a Tier 4 Management 1. Policy of a Risk Action‘Plan
equivalent body, and updated at 9 Al1 Identify Automated Solutiohs
least annually PO6 Cammunicate Managemgnt
Aims.and*Direction
ME4 Provide IT governance
PQ4.8 Responsibility for Risk,
' ) Security and Compliance
A plan (thg SAM plan_) fo_r . PO5 Manage the IT Investmerjt
implementing ahd delivering SAM is P PO9.6 Maint d Monitbri
developed and|documented, and 4322b Tier 2 rogram 1. Polic - Maintenance and Monitpring
Undated at leadt arnually. which i Management : Y | of a Risk Action Plan
in%ludeS' Y, Al1 Identify Automated Solutiophs
’ PO1 Define a Strategic IT Plar
A clear scope statement ('software
asset scope') dpscribing which
types of softwafe are included; the
coverage of relgated assets ) Program
h - - Tier 2 Management . Al1 Identify Automated Solutiohs
including any bgyond the minimum 4.3.2.2.b1 - 1. Policy . .
. . Compliance DS9 Manage the Configuratior
required by thig part of ISO/IEC Management
19770; and any interfaces with or 9
requirements fgqr other organizations
or systems.
Program
A clear specificption of which ) Manag_ement PO6 Communicate Managemgnt
- Tier 2 Policy . . P
policies, procegses and procedures 4.3.2.202 M 1. Policy Aims and Direction
. ; anagement
are required foll assets in scope. . P07 Manage IT human resourg¢es
Acquisition
Management
PO2 Define the Information
A clear explangtion of the approach Architecture
to managing, ayditing and ) PO3 Determine Technological
improving SAM|including 432203 | 1er2 M:r:;’g;q"ém 1.Policy | Direction
automation as @ppropriate to 9 PO8.3 Development and Acqujsition
support the profpesses. Standards
Al1 Identify Automated Solutiops
PO2 Define the Information
Architecture
A | . Drr\gram PQO3 Determine. an-hnr\lngir-ol
Do a6 o [dantiying, aeeessing. Management Dirsction
ldentitying, Ssing Tier 2 Compliance ) PO8.3 Development and Acquisition
and managing issues and risks 4.3.2.2.b4 1. Policy
. Management Standards
related to the achievement of the Legislati Al v A uti
defined management objectives egislation dentify utom_ated Solutions
' Management DS8 Manage service desk and
incidents
DS10 Manage Problems
PO2 Define the Information
Architecture
Schedules and responsibilities for PO3 Determine Technological
periodic activities, including Tier 2 Program Direction
preparation of management reports 4.3.2.2.b5 Management 1. Policy PO8.3 Development and Acquisition

and performance of verification and
compliance activities.

Standards

Al1 Identify Automated Solutions
ME1 Monitor and evaluate IT
performance
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IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area| 19770-1 . SAMAC .
0-1 Library CobiT 4.1 Key Area
Outcomes Reference . Best
Tier | (IBPL) Key ;
Practice
Area
PO2 Define the Information
Architecture
PO3 Determine Technological
Identification of the resources Tier 2 Proaram Direction
including budget needed to 4.3.2.2.b6 Management 1. Policy P08.3 Development and Acquisition
implement the SAM plan. 9 Standards
Al1 Identify Automated Solutions
PO5 Manage the IT Investment,
BSttdter It;l‘y andAtgcate Costs
PO2 Define the Inforpation
. Architecture
Perfofmance measures for tracking PO3 Determine TecHnological
accomplishment against the SAM Program Direction 9
_plan, A 4.3.2.2.b7 Tier 2 Manag(_ement 1. Policy PO8.3.Development and Acquisition
including target measures for Compliance Staridards
aceurpey Management Al 1dentify Automatéd Solutions
of the|asset management records. ME1 Monitor and evaluate IT
performance
PO4.8 Responsibility] for Risk,
Security and Complignce
. ) PO5 Manage the IT Investment
The plan is approved by the Tier 2 Program . . o
corpofate board or equivalent body 43.22c Management Policy P09.6 Maintenance and Monitoring

of a Risk Action Plan|
ME4 Provide IT govg

rnance

4.3.3
The 9

Implementation of SAM

bjective of the Implementation of SAM process

is to accomplishdverall SAM objectives and the SAM plan.

Implementation of the
Implementation of SAM process will 4332
enablp the organization to e
demonpstrate that:
Mechgnisms are in place to collect Program Al6 Manage Changep
informption, including from local SAM Management PO9 Assess and Mapage IT Risks
owners, about changes, issues and risks 4.3.3.2.a Tier 4 | Communication 2. Systems | PO6 Communicate Mlanagement
that affect the SAM plan throughout the & Education Aims and Direction
year Management
Regulgr status reports (at least quarterly) Program ME2 Monitor and evgluate internal
are pr¢pared by the SAM owner detailing Management control
the overall progress against the SAM 4.3.3.2.b Tier 4 | Communication 2. Systems | PO6 Communicate Mlanagement
plan fgr reporting to the corporate board & Education Aims and Direction
or equjvalent body. Management
ME1 Monitor and evaluate IT
performance
ME2 Monitor and evaluate internal
control
Followtup on any varianees identified ) Program ME3 Ensure compliahce with
takes place prompfly and is documented, | 4-3-3-2:C Tier 4 Management 2.Systems | eyternal requirementls

ME4 Provide IT govg
PO6 Communicate M
Aims and Direction

rnance
anagement

PO7 Manage IT Hun

an Resources
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ISO/IEC 19770-1 Key Area

Ou

tcomes

19770-1
Reference

1977
0-1
Tier

IAITAM Best
Practice
Library
(IBPL) Key
Area

Japanese
SAMAC
Best
Practice

CobiT 4.1 Key Area

4.3.4 Monitoring and review of SAM
The objective of the Monitoring and review of SAM process is to ensure that the management objectives for SAM are being achieved

Implementation

of the Monitoring

and review of SAM process will

ME1 Monitor and evaluate IT

enable the organization to 4342 performance
demonstrate that:
3. Competence
4. Ownership:
Confirmation
A formal review is conducted at 434923 Tier 4 Program L ME1 Monitor and evaluate IT
least annually: oae Management [2nd Verification| oo rtormance
of Licenses
Owned
5. Implementn
to assess whether management 3. Competence .
objectives for §AM and the SAM 434221 | Tierd Program 1 5 nership | M1 Monitor and evaluate IT
) ; Management performance
plan are being fichieved 5. Implement'n
to summarize performance agai'n.st 3. Competence.{ \MIE2 Monitor and evaluate intgrnal
all performancq measures specified 434232 Tier 4 Program o ) control
in the SAM plap and in service level e Management 4. Ownership PO8 Manage Qualit
agreements relpted to SAM 5. Implementn 9 Yy
. PO8 Manage Quality
3. Competence
t_o p_rowde asu Pmary of the ) Compliance Q ) ME3 Ensure compliance with
findings of the Conformance 4.34.2.a3 Tier 4 4..@wnership :
e o Management external requirements
verification for $AM process 5\ Implement'n
3. Competence
to conclude on the basis of the ) )
above whether 4.3.4.2.a4 Tier 4 4. Ownership
5. Implement'n
the policies apg r(_)ved by . PO1 Define a Strategic IT Plan
management which are relevant for Policy PO2.4 Intearity Management
SAM have been effectively Management |3. Competence PO4.Defin§th)é T Progcesses
disseminated throughout the 4.3.4.2.a4i Tier 4 \» Communication | 4. Ownership Organization and Relationshi’ |
organizational gcope defined for the & Education 5. Implementn POg4 14 Contracted Staff Polig ;s
purposes of thi$ part of ISO/IEC Management ' and I5rocedures
19770
the processes gnd procedures PO1 Define a Strategic IT Plarn]
which are relevant for SAM, as = PO2.4 Integrity M t
approved by mgnagement, have rogram 3. Competence 4 Integrity Managemen
b : ) ) . ) Management ) PO4 Define the IT Processes,
een effectively implemented 4,3\4.2.a4ii Tier 4 Compliance 4. Ownership Oraganization and Relationshiok
throughout the prganizational scope p ) 9 Ipp
. ) Management |5. Implement'n | PO4.14 Contracted Staff Policfes
defined for the purposes of this part and Procedures
of ISO/IEC 1970
PO1 Define a Strategic IT Plar
to summarize gny exceptions 3. Competence PO2.4 Integrity Management
identified and actions which may 434225 Tier 4 Program ) . PO4 Define the IT Processes,
need to be takgn as a.fesuit of the e Management | 4 OWnership | 5roanization and Relationshipf
above 5. Implement'n | PO4.14 Contracted Staff Policles
and Procedures
RO4-Define-a-Strategic-H-Rlar
PO1.1 IT Value Management
PO1.3 Assessment of Current
to identif rtunities f Capability and Performance
to identify optp_o tﬁm ies for . P 3. Competence | PO1.4 IT Strategic Plan
Improvemen In the provision 434226 | Tierd ro9ram 1 4 ownership | PO1.5 IT Tactical Plans
services for software and related Management PO3 Determine Technological
assets 5. Implement'n I:)irecﬁ(;anermlne echnologica
PO4.3 IT Steering Committee
PO4 Define the IT Processes,
Organization and Relationships
to consider whether there is a need
for a review of policies, processes . 3. Competence .
) ) Policy . PO9 Assess and Manage IT Risks
and procedures as to their 4.3.4.2.a7 Tier 4 Management 4. Ownership DS9 Manage the Configuration

continued appropriateness,
completeness and correctness.

5. Implement'n
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possible; and recommendations are
madejfor possible improvement.

5. Implement’'n

IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area| 19770-1 . SAMAC :
0-1 Library CobiT 4.1 Key Area
Outcomes Reference Ti IBPL) K Best
or | & IS Practice
Area
The SAM owner formally approves
the report, documents decisions 3. Competence i .
and actions that are to be taken as 43.4.2b Tier 4 Program 4. Ownership P02'Def|ne the Information
s Management Architecture
a result, and copies it to the 5. Implement'n
corporate board or equivalent body. )
There is a periodic review (at least
annually) of whether software and 3.C t
related assets are deployed in the 43420 Tier 4 Program - 2Ompe e:.ce PO9 Assess and Manage IT Risks
most posteffectivemmarmer —— ;‘vllcuIa'g'EI'I'I'EI'I"._Aﬂd{nF‘rq ip BS9Marmagethe-Coyfiguration

4.3.5

Continual Improvement of SAM
The objective of the Continual improvement of SAM process is to ensure that opportunities for improvement ‘are identifigd and acted
upon Wwhere considered justified, both in the use of software and related assets and in the SAM processés‘\themselves.

Implementation of the Continual
improyement of SAM process will

RPO2 Define the Inforfnation

s 4.3.5.2 Architecture

enablp the organization to PO4.1 IT Process Framework
demonpstrate that: :
:‘nrg? ng't‘(;s:ll 'S g]stpéltajce to collect Communication 2 SVstemns PO2 Define the Inforfnation
g ementsgi% SAM arising from | 4-352a | Tier4 |  &Education YIS 1 Architecture

P 9 Management | #@wnership | po4.1 1T Process Fraimework
all soyrces throughout the year.
Suggestions for improvement are
periodically assessed, prioritized Proarani 2 Systems PO2 Define the Inforfnation
and approved for incorporation in 435.2b Tier 4 Management a4 " | Architecture
SAM |mplementation and g 4. Ownership | pO4.1 IT Process Frimework
improvement plans.

The

proceses.

4.4 Inventory Processes for SAM
jective of Inventory processes for SAM is to create and maintain all stores and records for software and related assets, and to
provide the data management functionality which ensures the(integrity of control of software and related assets in the other SAM

Invenory processes for SAM are the basis not only, for SAM, but for all of configuration management. Configuration ma
beyorld the scope of SAM insofar as it covers all IT\assets (not only software and related assets), may cover non-IT assets, and the

relatignships between all of these assets. In the-econtext of a project encompassing all of IT service management, Invenfory processes
for SAM would be considered part of configuration management.

agement goes

4.4.2

Software Asset Identification
The dbjective of the Software asset identification process is to ensure that the necessary classes of assets are selected|and grouped;
and defined by appropriate characteristics that enable effective and efficient control of software and related assets.

Implementation of the Software
asset|identification process will

PO2 Define the Information
Architecture

5. Implement’n

enablp the organization to 4422 PO4.1 IT Process Framework
demonpstrate that: DS9 Manage the Conpfiguration
PO2 Define the Inforfnation
Typeg of assets tode.controlled and 1. Policy Architecture
the information associated with 44223 Tier 4 . Al1 Identify Automatgd Solutions
them pre formally-defined, taking e 4. Ownership | po1 5T Tactical Pldns
into apcount the following: 5. Implement'n | PO5 Manage the IT Investment
PO9 Assess and Mapage IT Risks
ltems|to'b€ managed are chosen
using established selection criteria, Asset 1. Policy PO9 Assess and Manage IT Risks
grouped, classified and identified to 4.42.9 a1 Tier 4 Identification | 4. O hi DS5 Ensure Systems Security
ensure that they are manageable el Management | . WRETSNIP | ps9.1 Configuration Repository and
and traceable throughout their 5. Implement'n | Baseline
lifecycle.
1. Policy

ltems to be managed include: 4.4.2.2.a2 Tier 4 4. Ownership | PO9 Assess and Manage IT Risks

5. Implement’'n
All platforms on which software can Asset 1. Policy PO9 Assess and Manage IT Risks

; 4.4.2.2.a2i Tier 4 Identification | 4. Ownership | PO10 Manage Projects

be installed or run Management DS9 Manage the Confi ti

5. Implement'n 9 guration

. . Asset 1. Policy
:r?g“’(‘j’f’srtfiSjtfi'(r)‘r:“‘c’gpri*;a:ter VErsions | 4 422 a2ii | Tier4 |Gentification 4. Ownership | DS9 Manage the Configuration
anagement
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IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area | 19770-1 . SAMAC ;
0-1 Library CobiT 4.1 Key Area
Outcomes Reference| . Best
Tier | (IBPL) Key .
Practice
Area
Software builds and releases 4422020 | Terd | identheation e DS9 Manage the Configuration
(originals and distribution copies) el M ¢ 4. Ownership 9 9
anagement |5 jmplement’n
Asset 1. Policy )
All installed software 4422a2v| Tierd | Identificaion | 4. Ownership EggOM“gﬁgggfhzrgsﬁ}fguraﬁon
Management 5. Implement'n
Asset
Identification 1. Policy
Software versidns 4.422.a2v | Tier4 Management | 4. Ownership | DS9 Manage the Configuratiof
Program Imol )
Management 5. Implement'n
. Asset 1. Policy .
Methodology by which software . ) e . PO10 Manage Projects
within scope is jdentified 4.4.2.282vi| Tier4 ll\ﬁentlflcatlont 4. Ownership | pgg Manage the Configuratior]
anagement |5 |mplement'n
Asset 1. Policy
Patches and ugdates 4.4.2.2.a2vii| Tier4 Identification | 4. Ownership | DS9 Manage the Configuratior
Management |5 |mplementn
Asset
) ) i ) Identification 1. Policy, ) -
Licenses including underlying ) : AlI2 Acquire and maintain
licenses and effective full licenses | +4-2-2-a2viii|  Tier 4 I\él;anaglgment 4. Ownership’ | application software
ompliance 15 |mplement'n
Management
Compliance 1+ Policy
. . . ) Management s . Al2 Acquire and maintain
Proof of licensgd documentation 4.4.22a2ix| Tier4 Documentation 47 Ownership application software
Management™ | 5. Implement'n
Compliahce
Contracts (inclyding terms and Management 1. Policy
conditions) relating to software 4.42222x | Tier4 Documentation s . Al2 Acquire and maintain
assets, including both hard-copy e Management 4. Ownership application software
and electronic Acquisition  |5. Implement'n
Management
. . Asset 1. Policy
Both physical and electronic stores . X e ) PO9 Assess and Manage IT Rjsks
of the above, a$ relevant 4.4.2.2.82xi | (Tier 4 ll\ﬁentlflcatlont 4. Ownership | pgg Manage the Configuratior]
anagement |5 |mplement'n
1. Policy
. . - ) Compliance ) PO9 Assess and Manage IT Rjsks
Licensing modgls 44g2.02xi | Tier 4 Management 4. Ownership PO5 Manage the IT Investmert
5. Implement’n
Software shall be manageable both )
by files and by packages Asset 1. Policy PO9 Assess and Manage IT Rjsks
corresponding {o specific products 4.4.2.2.a3 Tier 4 Identification 4. Ownership | DS12 Manage the Physical
released by soffware manufacturers Management |5 Implement’n Environment
or developers. )
Basic informatipn required for all Asset 1. Policy
assets is 4.4.22.a4 Tier 4 Identification 4. Ownership | DS9 Manage the Configuratior
Management 5. Implement'n
Asset 1. Policy
Unique identifier 4.4.2.2.a4di Tier 4 Identification 4. Ownership | DS9 Manage the Configuration
Management |5 |yplementn
Asset 1. Policy
Name/description 4.4.2.2.adii Tier 4 Identification 4. Ownership DS9 Manage the Configuration
Management |5 |yplementn
Asset )
Identification 1. Policy
Location 4.4.2.2.a4diii | Tier4 Management | 4. Ownership | DS9 Manage the Configuration
Program 5. Implement'n
Management
58 © ISO/IEC 2012 — All rights reserved



https://iecnorm.com/api/?name=92e96dab825daf53dac01cf269d5a667

ISO/IEC 19770-1:2012(E)

the degfinitive source record.

IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area| 19770-1 . SAMAC :
0-1 Library CobiT 4.1 Key Area
Outcomes Reference Ti IBPL) K Best
ler |1 h @y Practice
Area
Asset
Identification )
Management 1. Policy
Custodianship (or owner) 4.4.2.2.adiv| Tier4 Program 4. Ownership | DS9 Manage the Configuration
Manage_n_]ent 5. Implement’n
Acquisition
Management
Asset
1ol Py e 1. Dali
Statu$ (e.g. test/production status; ) TR S ) i
develbpment or build status) 4422ad4v | Tierd Me:jnagement 4. Ownership | DS9 Manage the Configuration
rogram 5. Implement'n
Management
Type [e.g. software, hardware Asset 1. Policy
facility) e ’ ’ 4.4.22a4vi| Tier4d Identification 4. Ownership | DS9 Manage the Configuration
Management |5 |nplementn
Asset 1. Policy
Versipn (where applicable) 4.4.2.2.a4vii| Tier4 Identification 4. Ownership | DS9 Manage the Copfiguration
Management |5 |y pjemientn
A reg|ster of stores and inventories
existyg, clarifying which stores and Asset
e . . Identification . DS9 Manage the Coffiguration
types|of information are held, with ) 4_Ownership .
g o ) . 4422b Tier 1 Management DS12 Manage the Physical
dupliqation allowed only if duplicate : 5Nmplementn :
. . Documentation *2- 1MP Environment
infornpation can be traced back to M
anagement

4.4.3

store
cycle
procegses.

Software asset Inventory management
The opbjective of the Software asset inventory management process i$\0 ensure that physical instances of software ass
; and that required data about characteristics for all assets andiconfiguration items is accurately recorded through
It also provides information on software assets and relate@‘assets to support the effectiveness and efficiency of o

bts are properly
out the life
her business

Implementation of the Software
asset|inventory management

DS13.4 Sensitive Do

cuments and

proceps will enable the organization 4432 Output Devices

to derponstrate that:

Policies and procedures are Policy

develpped, approved and issued Management . .
which{include the management and ) Communication | 4. Ownership DS9 Manage_t_he Co ﬁflguratlon ’

) ) ; 4432.a Tier 1 ) DS13.4 Sensitive Doguments and
maintenance of inventories and & Education |5 |mplementn Outout Devices
physigal/electronic stores including Management P
accegs controls which:

) Policy . A
prote¢t them from unauthorized . 4. Ownership | PO7.8 Job Change gnd Termination
accegs, change or corruption. 44.32a Tier 1 Management 5. Implement'n | DS5.3 Identity Management
provide a means for disaster 4432282 Tier 1 Documentation | 4. Ownership DS4.1 IT Continuity Framework
recovpry. Management |5 |mplementn
Inventories exist\of: 4432b Tier 1 4. Ownership

5. Implement’n
. Asset . ) .
o ot | asazer | Tert | emicaton | & Oversh | D59 lnage e Coffuraton
P : Management |5- Implement’n
all authorized installed software Asset 4. Ownershi DS9 Manage the
showing (a) packages and versions 4.4.3.2.b2 Tier 1 Identification ' p Configuration PO10 Manage
which can be Management |5- Implement'n | projects
Asset
underlying licenses and effective full Identification 4. Ownership PO9 Assess and Manage IT Risks
licenses held 4.4.3.2.b3 Tier 1 Management ) " | DS9 Manage the Configuration
: Documentation |5- Implement’n
Management
Inventories and corresponding 4439¢ Tier 1 Iderﬁﬁ‘i:e;tion 4. Ownership | PO9 Assess and Manage IT Risks
physical/electronic stores exist of: Management 5. Implementn | DS9 Manage the Configuration
- . Asset . .
softwgre.(deflmtlve master versions 4.43.2.¢1 Tier 1 Identification 4. Ownership | PO9 Assess and Mana}ge IT Risks
and distribution copies) Management 5. Implementn | DS9 Manage the Configuration
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data source.

Output Devices

IAITAM Best Japanese
1977 Practice
ISO/IEC 19770-1 Key Area | 19770-1 . SAMAC ;
0-1 Library CobiT 4.1 Key Area
Outcomes Reference| . Best
Tier | (IBPL) Key -
Practice
Area
. Asset . .
e o) | 443202 | Tord | gantcaton | +Oversho | F00 hesessand arage I Rk
Management |5- Implement'n
Asset
contracts relating to software Identification . .
assets, both hard-copy and 4.43.2.c3 Tier 1 Management 4. Ownershu’) E(S)g QZ?ZSSSEZ '\C/IggzgsrgioRr:Sks
electronic Documentation |- Implement’n 9 9
Management
FUI ASSESS diU viallage 1T I ka
DS9 Manage the Configuratioy
Proof of licensg documentation. 4432.c4 Tier 1 Documentation | 4. Ownership | PO5 Maqage the IT Investmgrt
Management |5 |mplement'’n | Al Identify Automated Selutions
Al2 Acquire and maintain
application software
Inventories or dther clearly defined A_sget .
analysis or metfic mechanisms exist Identification
to determine arjy licensing usage 443.2d Tier 1 Management 5. Impl t PO9 Assess and Manage IT Rysks
; it Program - Implementn | po10 Manage Projects
based on criterfa other than
. . Management
software installfitions.
Arrangements @re made to ensure : ;
the continued gvailability of the 4432e Tier 4 D&gl;r:e:;?éftn 4. Ownershl;,) ZIC1)5Id’\gi?i?gztj?:ngtlendvgsotlr:t?c::s
sources listed gbove. 9 5. Implement’n y
Each inventory|report produced has Asset PO5 Manage the IT Investmerjt
a clear descripfjon including its 4.432F Tier 4 Identification | 4. Ownership | Al1 Identify Automated Solutiohs
identity, purposg, and details of the T Management | 5~jfplement'n | DS13.4 Sensitive Documents and

4.4.4 Softwa

IThe objective of
land related asse

e Asset Control

he Software asset control process is to provide the control,mechanism over software assets and changes to softw
s while maintaining a record of changes to status and approvals.

are

Implementation

of the Software

be used for subsequent checking
against actual deployment.

and Procedures

asset control piocess will enable the 4442
organization to [demonstrate that:
An audit trail is|maintained of Asset
Identification Al7 Install and Accredit Solutigns
changes made Jto software and .
| ) . ; Management | 4. Ownership | and Changes
related assets ihcluding changes in 4442a Tier 4 P "
. ; . rogram 5. Implement'n | Al7.5 System and Data Convefsion
the status, locaion, custodianship p - .
. Management DS9 Manage the Configuratior
and version
Polic PO1 Define a Strategic IT Plar
Policies and prgcedures are Mana er¥1ent PO2.4 Integrity Management
developed, appgroved and issued for gemer . PO4 Define the IT Processes,
. ) Communication | 4. Ownership A . Ul
the development, maintenance and 4442b Tier 4 . Organization and Relationshipg
) & Education .
management of software versions, PO4.14 Contracted Staff Policles
. - Management
images/builds gnd releases. and Procedures
DS9 Manage the Configuratior
Policies and prpcedures e . PO1 Define a Strategic IT Plan
developed, approved andiissued Policy -
. . . PO2.4 Integrity Management
which require that a baseline of the Management )
. . L . PO4 Define the IT Processes,
appropriate asdets.is taken before a ) Communication | 4. Ownership R . . |
. 4442c Tier 4 - Organization and Relationshipg
release of software to the live & Education s Staf-Poticies
environment in a manner that can Management A

DS9 Manage the Configuration

4.5 Verification and Compliance Processes for SAM
IThe objective of Verification and compliance processes for SAM is to detect and manage all exceptions to
ISAM policies, processes, and procedures; including license use rights.

erification and compliance processes for SAM are important functions for an organization. They do not refer to audits conducted by

oftware manufacturers, although there are similarities. They need to be performed on a regular basis for the proper functioning of the
Entire SAM process, and for any IT service management processes that rely on them.
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ISO/IEC 19770-1 Key Area
Outcomes

19770-1
Reference

1977

Tier

IAITAM Best
Practice
Library
(IBPL) Key
Area

Japanese
SAMAC
Best
Practice

CobiT 4.1 Key Area

4.5.2 Software Asset Record Verification
[The objective of the Software asset record verification process is to ensure that records reflect accurately and completely what they are
isupposed to record, and conversely that what they record has not changed without approval.

PO1 Define a Strategic IT Plan PO1
Define a Strategic IT Plan
Implementation of the Software PO3 Determine Technological
asset record verification process will 4522 Direction
enablgtheorgamizatiorto E— Pot0-Marmageprojects
demonstrate that: DS9 Manage the (Copfiguration
ME2 Monitor and\evgluate internal
control
PO1 Definé a’Strategic IT Plan
Procgdures are developed, Program PO2.4.Integrity Manggement
approved and issued for the 45224 Tier 1 Management | 4. Ownership | POA4\Define the IT Processes,
Softwpre asset record verification e Compliance |5 |mplementn | OTgahization and Re|ationships
procegs to include: Management P©4.14 Contracted $taff Policies
and Procedures
Wherlever scope is defined or PO1 Define a Stratedic IT Plan
changed, there is a validation of that Program PO2.4 Integrity Mandgement
scopq by reviewing contract and ) Management | 4. @Qwhership | PO4 Define the IT Processes,
purchpase history in order to ensure 4522.a1 Tier 1 C - o o A -
the oflganizational and software ompliance | 5(implementn rganization and Re atlonsh!p§
) : ) Management PO4.14 Contracted $taff Policies
scopgs are aligned with business and Procedures
requifements.
At least quarterly there is Progfam
irr?:&rl] 'ga;'r?z;:;w?;?o\;mi:z what Management DS9 Manage the Configuration ,
) Pk . Compliance . ME2 Monitor and evgluate internal
was gduthorized for installation, . 4. Ownership
. . . . 45.22a2 Tier 1 Manhagement control
including reporting on exceptions Asset 5. Implement'n | pog Assess and Mafage IT Risks
!dentl led in what is currently Identification PO10 Manage Proje¢ts
installed, and in what has changed Management
since|the previous reconciliation. 9
Program DS9 Manage the Configuration ,
. . . Management ME2 Monitor and evgluate internal
The hardware inventory including Compliance control
locatipns is verified at least 6- ) P 4. Ownership
. ) . 4.5.2.2.a3 Tier 1 Management PO5 Manage the IT Investment
montily, including reporting on Asset 5. Implement'n | A[1 |dentify Automatéd Solutions
excegftions identified. Identification DS13.4 Sensitive Dopuments and
Management Output Devices
Al2 Acquire and maintain
application software
The ipventory of software programs DS9 Manage the Coffiguration ME2
(definjtive master versiong and Asset 4. Ownershi Monitor and evaluatq internal
distrijution copies) is verified at 4522.a4 Tier 4 Identification ) p control
least p-monthly, including reporting Management |°- Implement’n | pos Manage the IT [hvestment
on exgeptions identified. Al1 Identify Automatg¢d Solutions
DS13.4 Sensitive Doguments and
Output Devices
The inpventory’of software builds Asset QFI)thAc Z‘:il:;;esz?&gé%ltam
(originals and distribution copies)is | 45555 | Tiera | |dentification |+ OWNe™SNIP | NS0 Manage the Cofiguration ME2
verified 3t feast o-monthly, inciuding Management | 9. Implementn | Monitor and evaluate internal
reporting on exceptions identified. control
The physical store of proof of
license documentation is verified
(including for . Documentation | 4. Ownership | PO9 Assess and Manage IT Risks
4.5.2.2.a6 Tier 4
authenticity) at least annually, e Management |5, Implement'n DS9 Manage the Configuration
including reporting on exceptions
identified.
The bases for and calculations of
effective licenses from underlying Compliance
licenses are reviewed at least Manapement 4. Ownershi
annually, to ensure that necessary 45.2.2.a7 Tier 4 Ac u%sition ' p PO9 Assess and Manage IT Risks
underlying licenses exist and that Manqa ement 5. Implement'n | Ds9 Manage the Configuration
quantities are not being double- 9
counted.
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ISO/IEC 19770-1 Key Area | 19770-1 . SAMAC ;
0-1 Library CobiT 4.1 Key Area
Outcomes Reference| . Best
Tier | (IBPL) Key .
Area Practice
The physical store of contractual
documc_entatl(_)n related to software ) Documentation | 4. Ownership | PO9 Assess and Manage IT Risks
assets is verified for completeness 45.2.2.a8 Tier 1 M DS9 M he Confi .
at least annually, including reporting anagement |5, jmplement'n anage the Configuration
on exceptions identified.
PO5 Manage the IT Investment
Documentation Al1 Identify Automated Solutions
The contracts inventory is verified at Management | ship DSI13.‘4HSer.15|t|ve Documents and
least annually, [ncluding reporting 452229 | Tier1 Asset e TSI ;ng;‘;v';ize IT Investferk
on exceptions iflentified. Identification |5- Implement’n A1 Identif gA tomated St
Management entify Automated Solutions
DS13.4 Sensitive Documents and
Output Devices
There is a periddic review of ME2 Monitor and evaluate intgrnal
historical invoidges for the purpose of 4522210 | Tier2 Financial 4. Ownership Eﬂoggcé i ith
identifying incofrect billing and 9223 er Management |5 |mpl t nsuré,compliance wit
overpavment - Implementn | external fequirements
pay ) DS2 Manage Third-party Services
Follow-up corrgctive actions on any DS5 Ensure Systems Security
discrepancies qr issues identified 4522211 Tier 1 — Program 4. Ownership | D810 Manage Problems
above take pla¢e and are e 4 Management |5 |mplement’n ME3.4 Positive Assurance of

Compliance

4.5.3 Softwa

IThe objective of

e Licensing Compliance
he Software licensing compliance process is to ensure that all intellectual property used by the organization but oyvned
by others, pertaifing to software and related assets, is properly licensed and used in d@ccordance with its terms and conditions.

Implementation
licensing comp

of the Software
iance process will

PO1 Define a Strategic IT Plan
PO3 Determine Technological

enable the orggnization to 45.3.2 Direction
demonstrate thit: P010 Manage projects
PO1 Define a Strategic IT Plar
Procedures ard developed, PO2.4 Integrity Management
approved and igsued for the 4532 ) 4. Ownership | PO4 Define the IT Processes,
) . 5.3.2.a Tier 1 o A .
Software licenging compliance 5. Implement'n | Organization and Relationshipp
process to inclyde the following: PO4.14 Contracted Staff Policles
and Procedures
Reconciliation i conducted at least
quarterly between effective licenses Compliance
owned and licehses required for Management 4. Ownership PO9 Assess and Manage IT Rjsks
software used, faking into account 4.5.3.2.a1 Tier 1 Asset ' " | DS9 Manage the Configuratior
the way licensimg requirements are Identification | 5- Implement'n
determined as per license terms Management
and conditions.
) . e Compliance
recorded. anahlzed and the root 4.53.2.a2 Tier 1 Asset ' ~ | PO4.8 Responsibility for Risk,
o ki Identification |5- Implement’n | security and Compliance
cause is deternfined.
Management
Program
Follow up actiops dre“pfioritized and 4532 ) Management 4. Ownership | PO4.8 Responsibility for Risk,
5.3.2.a3 Tier 1 Asset . :
executed. ldentificatian | 5. Implement’n | Security and Compliance
Management
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4.5.4 Software Asset Security Compliance

The objective of the Software asset security compliance process is to ensure that security requirements related to the use of software

and related assets are complied with.

Implementation of the Software
asset security compliance process

PO1 Define a Strategic IT Plan
PO3 Determine Technological

will enable the organization to 454.2 Direction .
demonstrate that: P010 Manage projects
, DSHE Ensure Q\J/cfnm Security
4. Ownership
) ) L . 7.Security: )
Actug practice against policy is 45494 Tier 3 Policy ) PO9 Assessand Mapage IT Risks
revieyed at least annually. e Management Compliance | psg Manage'the Coffiguration
with Security
Requirements
Follow-up on any discrepancies ManF;Olgent 4. Ownership | (P4.8 Responsibility for Risk
identified in this review takes place 454.2b Tier 4 Program : i P Securit an’()j Com “y nce
and i documented. 9 7. Security y Piig
Management
4.5.% Conformance Verification for SAM

The opbjective of the Conformance verification for SAM process is to ensure that there(is ‘continuing compliance with the

this pgrt of ISO/IEC 19770 including compliance with required policies and procedures.

requirements of

Implementation of the Conformance

PO1 Define a Strategic IT Plan

PO3 Determine Tech
Direction

nological

verifidation for SAM process will 4552 P010 Manage projects
enablp the organization to e ME2 Monitor and evaluate internal
demonstrate that: control
ME3 Ensure compliahce with
external requirementp
Policigs and procedures are
develpped, approved and issued for
verifyjng compliance with the
relevgnt tier(s) of this part of ME2 Monitor and evgluate internal
ISO/IEC 19770, which ensure Compliance control
verifidation at least on a sample Management ME3 Ensure compliapce with
basis|annually against all of the Policy external requirementf
requirements specified in the 4'5'5 2 5 Tier 1 - Management ) PO1 Define a Strategic IT Plan
relevgnt tier(s) of this part of NT-0- £ 4 Communication 1. Policy | pO2.4 Integrity Mandgement
ISO/IEEC 19770. This shall include & Education PO4 Define the IT Prpcesses,
verifidation that procedures Management Organization and Relationships
implemented by the organization for PO4.14 Contracted $taff Policies
other[SAM processes are meeting and Procedures
all requirements specified\inthis
part of ISO/IEC 19770Q.for. those
procegures.
Docuentary evidence exists that ME2 Monitor and evaluate internal
demonstrates.(a) that the c .
b e ompliance control
verifigation(prgeedures above are Tier 1 - Management ME3 Ensure compliahce with
being|pefformed, and (b) that 4552b 4 Docum%ntation 1. Policy external requi P X
( T quirementp
corregtive follow-up action is taken Management PO4-8 Responsibility for Risk,

until successful completion on the
causes of all identified exceptions.

Security and Compliance
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4.6 Operations Management Processes and Interfaces for SAM
The objective of the Operations management processes and interfaces for SAM is to execute operational management functions which
are essential to achieving overall SAM objectives and benefits.

4.6.2 Relationship and contract management for SAM
The objective of the Relationship and contract management for SAM process is to manage relationships with other organizations, both
external and internal, to ensure the provision of seamless, quality SAM services, and to manage all contracts for software and related

assets and services.

Implementation
and contract m

_of the Relationship

PO1 Define a Strateqgic IT Plan

hnagement for SAM

PO3 Determine Technologieal

decisions about any actions to be
taken.

process will engble the organization 46.22 Direction
to demonstrate|that: P010 Manage projects
Policies and procedures are 8. Operations | Al5 Procure IT Resourcés
developed, approved and issued for Management: Eg; E?rzltr;zst;:\r/le:ﬁglgce:eﬂfr
managing rela.t 9nsh|ps with 46.22.a Tier 3 Vendor SAM PO4 Define'the IT Processes,
suppliers providing software and Management Operations | Organizafion‘and Relationshipl
irrtlacl:?ltjzilassets nd services, to Management | PO4.14 €ontracted Staff Policfes
' Processes | andProcedures
Al5 Procure IT Resources
PO2 Define the Information
- - Architecture
Definitions of rgsponsibilities for PO3 Determine Technological
.supp.ller management with ) Vendor 8. Operations | Direction
individuals assigned to have clear 4.6.2.2.a1 Tier 3 M PO4 Define the IT P
Il respongjbility for managin anagement | Management efine the T Processes,
g;(e:[]asu IFi)er Y ging Organization and Relationshipg
pplier. Al1 Identify Automated Solutiohs
Al5 Procure IT Resources
DS2 Manage Third-party Services
Developing invifations to tender for
the supply of sgftware or related Acquisition
services; to engure that the process Management
|nc|u_des consideration (_)f _ 4.6.2.2a2 Tier 3 Compliance 8.Operations DS2 Manage Third-party Services
requirements fgr SAM, including Management Management
service level mgnagement, security Program
controls, release and change Management
management.
Formal documgnted reviews at least
6-monthly of supplier performance,
achievements 4nd issues, with 4.6.29a3 Tier 3 Vendor 8.0Operations DS2 Manage Third-party Serviges
documented cdnclusions and Management Management
decisions abouf any actions to be
taken.
PO1 Define a Strategic IT Plar
Policies and prgcedures are PO2.4 Integrity Management
developed, appgroved and issuéd-for 4.6.2.2 b4 Tier 4 8.0perations | PO4 Define the IT Processes,
managing custpmer-side e Management | Organization and Relationshipp
relationships, t@ include: PO4.14 Contracted Staff Policles
and Procedures
Definitions of rgsponsibilities for Acquisition
managing custmer-side business M q t 8.0 ti DS1 Define and manage servige
relationships with respect to 4622h0h5 Tier4 acagzmen -Dperations levels
software and related assets and M endor Management | pOg Manage Quality
; anagement
services.
A formal review at least annually of II(D;(:ISDefme and manage service
current and future software 4.6.2.2b6 Tier 4 Program 8.Operations PO8 Manage Quality
requirements of customers and the Management Management | pog Assess and Manage IT Risks
business as a whole. DS9 Manage the Configuration
Formal documented reviews at least DS1 Define and manage service
annually of service provider Vendor levels
performance, customer satisfaction, Management 8.0perations PO8 Manage Quality
achievements and issues, with 4.6.2.2.b7 Tier 4 Prog ram P ME1 Monitor and evaluate IT
documented conclusions and 9 Management | performance
Management

PO9 Assess and Manage IT Risks
DS9 Manage the Configuration
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