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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and IEC have established a joint technical com
ISO/IEC]TC 1.

mittee,

The procedufes used to develop this document and those intended for its further maintenarce are

described in §he ISO/IEC Directives, Part 1. In particular the different approval criteria needed

for the

different typgs of ISO documents should be noted. This document was drafted in accordance wjth the

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is dirawn to the possibility that some of the elements of this document miay’be the subject of

patent rights[ISO shall not be held responsible for identifying any or all such patent rights. De
any patent rights identified during the development of the document will be jn'the Introduction
on the ISO lis{ of patent declarations received (see www.iso.org/patents).

ails of
hnd /or

Any trade nafne used in this document is information given for the contvenience of users and dges not

constitute anjendorsement.

For an explangtion on the meaning of ISO specific terms and expreSsions related to conformity assessment,
as well as inf¢rmation about ISO’s adherence to the World Trade Organization (WTO) principleq in the

Technical Barfiers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

The committde responsible for this document is ISO/IEC]TC 1, Information technology.
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Introduction

Sensor network is widely used around the world in multiple fields such as industrial automation,
environment monitoring, smart home, intelligent health-care and smart grid. The applications can
involve different devices supplied by different manufacturers, e.g. sensors, actuators, controllers,
routers and gateways, etc. Data can be collected and processed by use of different wired/wireless
communication technologies. Thus, various test systems should be employed to satisfy some specific
requirements. The operations of test systems is a challenge to users, if without a uniform test platform.

When designing and developing a sensor network test system, the characteristics regarding the
following aspects should be considered:

a) Sensor network heterogeneity. It is necessary to verify the interoperability of)sénsor networks
based on different protocols prior to system application;

b) Diyersity of sensor network applications.

Howeyer, an international test standard for sensor networks which can previde guidance|to design and
develop a uniform platform integrating different tests for sensor networks is still unavailpble.

© ISO/IEC 2016 - All rights reserved v
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Information technology — Sensor network testing
framework

1 Scope

This document specifies:

— tefTing framework for conformance test for Neterogeneous sensor Networks,
— generic services between test manager (TMR) and test agent (TA) in the testing(fsampwork, and

— gyidance for creating testing platform and enabling the test of different senser netwqrk protocols.

2 Normative references

There pre no normative references in this document.

3 Terms and definitions
For th¢ purposes of this document, the following terms-and definitions apply.
[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IE[ Electropedia: available at http://www.eléctropedia.org/

— ISP Online browsing platform: availablelat http://www.iso.org/obp

3.1
analysis module
logical unit within a testing application process which is used to analyse the informatiion from test
agent gnd module-based test depending on a particular strategy

3.2
test agent
device| designed for ‘different sensor network protocols or various kinds of hardware that can
communicate directly with the test manager and the systems under test

3.3
testing application process
softwgrédunctional entity that performs the processing by combining test modules, ana|lysis modules
and reportmodutes to futfi testpurposes

Note 1 to entry: It is an application platform that supervises various operational aspects of testing activities and
entities, usually through interaction with test agents.

34

test module

logical unit within a testing application process that performs operations depending on a specified
testing requirements

3.5
testing platform
testing entity that could integrate different test systems for different protocols and technologies

EXAMPLE A platform can provide IPv4 and IPv6 conformance testing systems.

© ISO/IEC 2016 - All rights reserved 1
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3.6

testreport

logical unit of software within a testing application process that produces documents at the end of test
assessment

3.7
view object
logical element provided to support efficient access to data within a testing or analysis module

Note 1 to entry: It is visible on graphic user interfaces.

4 Abbreviated-terms

TE aux|liary testing equipment

DUT device under test

ICS impjementation conformance statement
IUT implementation under test

MIB marjagement information base

oD objdct dictionary

SAPs seryice access points

SNTF sengor network testing framework
SUT sysffem under test

TA testjagent

TAP testing application process

TDSs testjng data services

™ testjmodule

TMR testimanager

TMSs testing management services

TP test|purpose

VO view object

5 Overvigw of a sensor network testing framework (SNTF)

5.1 Testing requirements of sensor networks

Varied with applications, sensor networks are likely employ different communication technologjes and
protocols. To
test systems,
conformance.
networks.

It is difficult to manage different test systems, make them work together and execute test cross various
technologies and protocols for specific user requirements. Various application systems need different
communication interfaces and protocols, which can’t interact directly with each other.

With changing testing requirements, test system for sensor networks should be scalable and adaptable
on demand. For example, when new sensor networks are added into the application, the corresponding
test systems should be integrated into the test platform with low costs.

Annex A describes an example of a testing platform for hybrid sensor networks based on IPvé6.

2 © ISO/IEC 2016 - All rights reserved
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5.2 Conceptual model of SNTF

Figure 1 shows the concept model of SNTF. The framework consists of three parts: test manager (TMR),
test agent (TA) and system under test (SUT). As an actual management controller, the TMR conducts
a test indirectly by controlling the TA. The test activities of the TMR should be converted into unified
services and transferred to the TA. After having processed the testing services from TMR, TA conducts
test interactions directly with SUT. Therefore, TA bridges TMR and SUT while TA needs to be equipped
with the specific physical communication interface and protocol stack as in SUT.

The SUT is a system that can include only one device under test (DUT), or a DUT and some other devices
used to activate the behaviours of the specific protocol residing in DUT, which is named auxiliary testing
equipment (ATE). DUT needs to be verified for having certain required protocol implementations. SUT

contaiphs points of control and observation at the upper or lower service boundary-of the protocol
implernentations that resides in DUT to execute tests. The protocol implementatiohsduring testing
is called implementations under test (IUT). Before starting performing the conformance tests, [UT
should be configured by instructions from TMR. In a complicated environmeft, ATE cpn be used to
stimulpte the DUTs to ensure TAs observe the expected responses from DUT-if the [UT|can’t activate
some particular behaviours of protocol by itself.
Testing Application Process
View " Test
Objects Reports Object
I I Dictionary
Test Analysis |
Modules Module MIB TMR
unified services
communfication interface
TA
SUT

-
D/ATE DUT

Sensor Network

Figure 1 — Conceptual model of SNTF
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5.3 Description of test manager (TMR)

The TMR can support several testing application processes (TAP). Each TAP has a specific test task to
be performed. For example, it can create an application process for conformance testing of a particular
protocol, and simultaneously another application process for a different protocol.

The testing application process is designed on a component basis. There are five types of components

in a TAP:

— view object,

— testreport,

— testmod:Lle,
— analysis nodule, and

— object dig

Figure 2 show

The test mody
to configure

tionary (OD).

s the relationship of the five components.

le (TM) is the performer of test cases. Before executing a test, TM.should be parameferized
he test type for a specific protocol. If the corresponding testing requirements and

esting

suits are inpuftted into a TM, it is instantiated. After the TM is started, the steps defined by test dases is

executed.

The analysis
is needed to
Moreover, AM

The view obijd
interfaces, wh
grouped to nj
derived from

Management
in TMR, incly
process can b

module (AM) shall connect test modules to collect data to analysis test activifies. It
configure the corresponding report format indtie AM before producing test r¢ports.
can also collect the information of the operating conditions of the TM.

ct (VO) has parameter sets from the TMs‘and AMs. VO can be selected for graphicpl user
ich allows monitoring the real-time threughput during a certain period. VOs also |can be
onitor the parameters in the relevant TMs and AMs; its visual parameters can glso be
different TMs or AMs.

nformation base (MIB) stores all object values of test module, view object and test|report
ding the management objects for TA. The values of the objects in testing appljcation
e indexed quickly from object dictionary (OD).

Testing Application Process

—_——— - — — —

| Test
Vo
" | Report
————g - A
! >

i.-

oD

|
: Test
|

Test Analysis

Module

unified services

Figure 2 — Relationship of components in TAP

© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=ec2d3dc60796d0d99bd05160cf17f82f

ISO/IEC 19637:2016(E)

5.4 Description of test agent (TA)

A test agent (TA) is designed for individual protocol, and it can support multiple implementations of
the same protocol. The TA handles any direct communications with the SUT with the same protocol
through the test driver. Platform independence can be achieved by the test driver. The configuration
parameters of test driver are defined in the TA description.

Before performing the corresponding test operations, TA shall establish communication connection
with TM in TMR when receiving the start command from a TM. TA receives services from TM and
translates them into the appropriate messages in conformance with the protocol of SUT. Structure
model of TA is shown in Figure 3.

1IVL

communication interface

unified services

TA
individual
protocol

TA test
description driver

Figure 3 — Structure of TA

6 Testing services

6.1 eneral

Testing setvices are conceptually divided into two classes: testing data services (TDS$) and testing
managermient services (TMSs) as shown in Figure 4. TMSs could be used to creafe application
communication relationships or set the parameters ol TA via Management Entry-service Access Points
(ME-SAPs). TDSs should be used to implement testing procedures between TMR and TA via Data Entry-
Service Access Points (DE-SAPs). TMR can transfer testing data to TA and control TA testing behaviours.

© ISO/IEC 2016 - All rights reserved 5
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TDSs included:

Entities

! !

! I
: Testing :
''| Daw |TDSI1|| - | [TDSn | : !
| Services Testing : :
: ) T Management | ™S 1 | | | | TMS m | |
: Test Services > Services :

I

EventRep
The conte
service cg

EventAck
received.
correspol

Read serv
Write ser]

StartTest|
executed

StopTests
in test sy

DataUplo
supports
the receiy

DataDow]
is that TM

StartDow

StopDow

Figure 4 — Overview of test services for sensor networks

ort service: This service is used to report one or more failures or, exceptions fro
nt of the report can be generated dependent on changes of the téstcondition. Event
n be retried until an EventAck service for the EventReport received.

service: EventAck is used to acknowledge an individualEventReport service ha

m TAs.
Report

S been

An EventAck should result in the ceasing of the EventReport retry requests for the

1ding individual event.
lice: This service is used to read value of an object from TM in TMR or TA.
vice: This service is used to write value of an*object from TM in TMR or TA.

service: This service is used to start a test task between TM in TMA and TA. Test ca
after this service is called.

ervice: This serviceis used to stop a test task between TM in TMR and TA. All test acf
btem is stopped after this sexice is called.

hding service: This sertige is used to transfer a block of data from TA to TM in T
fragmentation to transmit a large amount of data. The destination device can reas
red messages.

hloading service: This service is the same way as the DataUploading service. The diff]
[ sends a bloek of data to TA.

nAndUploading service: This service is used to begin downloading or uploading of|

FES are

ivities

MA. It
emble

erence

data.

nAndUploading service: This service is used to end downloading or uploading of da1ta.

ExecuteTesting service: This service is used to execute a test case.

TMSs includes:

— Associate service: This service provides mechanisms to create a logical connection between TA and
TM in TMR. The connection is the prerequisite for the execution of the other services between TM

and TAs.

— Abortservice: Thisservice permitstoreleasealogic connectionbetween TM and TAs. Communication

activities

including should be stopped until a new connection has been established.

Sync service: The service enables setting of the time for a TA associated with a TM in TMR. This is
useful for time synchronization in a test system with time constraints.
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— AddressAllocation service: This service provides functions to allocate addresses for TAs. TM can

allocate a unique identification for each TA through this service.

6.2 Module interactions through unified services

DeviceStatus service: This service is used for a spontaneous transmission of device status.

Before testing the SUT, a TM in TMR should create a communication connection with TA and SUT.
As shown in Figure 5, the TM sends an associate request message to open a connection for a specific
protocol conformance testing. The messages between TM and TA should use the same protocol. Then,
TA loads a specific individual protocol and test driver for a specific protocol used in SUT. TA acts as a

proto

jon activities,

it shoulld initiate an Abort service request to TA. If it receives an Abort response from TAythe connection

is rele

StartT]
the teg
cases

a TA,
StopTse

hsed successfully.

Test Module

Test Agent

unified services

Associate.Reque:

individual
protocol

testdriver

st

Associate.Respo

Associate.Request

Create a connection with

nse Associate.Response

desired parameters

Connection opened

Create a connection with
protocol-specefic parameters

Abort.Request

Abort.Resp

Abort.Request

Abort.Resp

Close the connection

The connection closed

Close the connection with
protocol-specific parameters

Figure 5 — Sequence diagram of creating and releasing a connection

pst service is uged-to launch a test task after a connection is opened. TA and SUT s
ting resources and provide necessary testing configurations to prepare for testing activities. Test
n a test suit'shall be performed when TA receives ExceuteTesting request. The tgst results are
transmitted to TM. If an analysis module (AM) is configured by the test application proce:s

hould allocate

s to associate

t shotild also receive the test results for analysis. When a test task is completed, TM sends a
stto-end a task. A typed sequence diagram of the messages among modules is shown in Figure 6.
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Test Agent

test driver

SUT

Launch a test task

Test ready

A test task ready status with
protocol-specific parameters

Test Module unified services
individual
protocol
StartTest.Request
StartTest.Request
StartTest.Response StartTest.Resp
ExecuteTesting.Request .
ExecuteTesting.Request

ExecuteTesting.Response

Teriornrtesteases

Test result

protocol-specific Messages

ExecuteTesting.Response

ExecuteTesting.Request

ExecuteTesting.Request

ExecuteTesting.Response

Perform test cases

Test result

proetocol-specific Messages

ExecuteTesting.Resp

StopTest.Request

StopTest.Resp

StoptTest.Request

Request to finish a test
task

StopTest.Resp

Test task completed

A test task completed status
with protocol-specific
parameters

6.3 Test dqta services (TDSs)

6.3.1 Genefal

This subclauge specifies“test data services (TDSs) in a sensor networks testing platform.
primitives and parameters of primitives are defined for each test data service. The names of s

Figure 6 — Sequence'diagram of performing test cases

access points|(SAPs)-thtough which specific service is provided are given in Table 1.

Table 1 — Data services and the names of SAPs

Service name SAP name
EventReport EventReport-SAP
EventAck EventAck-SAP
Read Read-SAP
Write Write-SAP

StartTest Start-SAP

StopTest Stop-SAP
StartDownAndUploading StartDownAndUploading-SAP
StopDownAndUploading StopDownAndUploading-SAP

q

J

ervice
ervice
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Table 1 (continued)

Service name SAP name
DataUploading DataUpLoading-SAP
DataDownloading DataDownLoading-SAP
ExecuteTesting ExecuteTesting-SAP

6.3.2 EventReport service

EventReport service is provided through EventReport-SAP. The EventReport-SAP is a logical interface
in the application that is issuing an EventReport. EventReport is an unconfirmed service. Table 2 lists

the primitives supported by the EventReport-SAP. Table 3 outlines the primitive paramet

I'S.

Table 2 — EventReport primitive summary
Name request indication response confirm
EventReport 6.3.2.1 6.3.2.2

Table 3 — EventReport primitive paranieters

Parameter Name Desctiption
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent
Communication mode.
Mode 0: broadcast;
1:client/server
ConnectID The unique identifier of the connection established.
Priority It defines the message pllli;)nri(;tgf.l(l:‘?v?sible values: high, medi-
EventID Unique identifier of the individual event.
EventType It irfld_icates if t_his is_a communicati(_)n failure, testing progess
ailure, device failure, module failure or a state changg.
Timestamp It specifies the time at which the event was detected.
AssociatedObjectID Unique identifier of an object that generated an event
Length The number of bytes of value.
Value The content of event

6.3.2.1 EventReport.request

This primitive requests the process of event report from the applirafinn laver If the

value of the

parameter Mode is broadcast, ConnectID should be set to 0; otherwise, it is the value of the identification
of communication connection established by source.

The parameters of this primitive are
EventReport.request{
SourceAddress,
DestinationAddress,

Mode,

ConnectID

© ISO/IEC 2016 - All rights reserved
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Priority,
EventID,
EventType,

Timestamp,

AssociatedObjectID,

Length.

Value

}

6.3.2.2 Eve
This primitiv
Upon receipt
of this primit
EventReport.
SourceAddre;
Mode,
ConnectID
EventID,
EventType,

Timestamp,

ntReport.indication

e indicates the event report was received at the destination in the @pplication pfocess.

fthis primitive, the receiver should issue EventAck request to the.source. The parameters

ve are:
ndication {

S,

AssociatedObjectID,

Length.

Value
}

6.3.3 Event

EventAck ser
the EventAck{

Ack senvice

Ficeisjused to acknowledge an individual event. Table 4 lists the primitives suppoited by
SAPsTable 5 describes the primitive parameters.

Table 4 — EventAck primitive summary

Name request

indication

response confirm

EventAck 6.3.3.1

Table 5 — EventAck primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
Mode Communication mode.
ConnectID The unique identifier of the connection established.

10
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Table 5 (continued)
Parameter Name Description
Priority It defines the message priority. Possible values: high, medi-
um or low.

EventID Unique identifier of the individual event.
AssociatedObjectID Unique identifier of an object that generated an event.

Length The number of bytes of result.

Result The result after processing the event Report service.

6.3.3.‘]—Evenﬁ°&k—.l=eques(7
If a duplicate EventReport has been received, a duplicate EventAck should been sent: The parameter

ConneftID, EventID and AssociatedObjectID should be the same as the received .EyentRgport service.
The pqrameters of this primitive are:

EventAck.request {
SourcgAddress,
DestinlationAddress,
Mode,
ConnertID
Priority,
EventlD,
AssociatedObjectID,
Length,
Result

}

6.3.3.2 EventAck.indication

When [the EventAckthas been received, the status of event report is be cleared. The parameters of this
primitjve are:

EventI;eport.indication{

EventlD;

AssociatedObjectID,
Length.

Result

}

6.3.4 Read service

Read service supports client/server communication mode. It is usually used to get configuration of
Test Agent. Table 6 lists the primitives supported by the READ-SAP. Table 7 outlines the primitive
parameters.

© ISO/IEC 2016 - All rights reserved 11
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Table 6 — Read primitive summary

Name

request

indication

response

confirm

Read

6.3.4.1

6.3.4.2

6.3.4.3

6.3.4.4

Table 7 — Read primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
Mode Communication mode.
ConnectID The unique identifier of the connection established.
ApplicationID The unique identifier of an individual destination applicatipn.
ModulelD The unique identifier of an individual destination moddle:
ObjectID The unique identifier of an individual object,
Length Length of bytes of Data.
Data This parameter presents the values that the sender-desires to read.
Status This parameter specifies the access'attribute.

6.3.4.1 Redd.request

The parametg
Read.request
SourceAddres
DestinationA
Mode,
ConnectID
ApplicationID
ModulelD,
ObjectID,
Length

}

rs of this primitive are:

{
s,

dress,

6.3.4.2 Read

e 1] 2z
U IIuIvatuivil

The parameters of this primitive are:

Read.indication {

SourceAddress,

ConnectID

ApplicationlID,

ModulelD,
ObjectID,

12
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Length
}

6.3.4.3 Read.response
The parameters of this primitive are:
Read.response{

SourceAddress,

TIOTII YO T 595

Mode,
ConnertID
ApplicptionID,
ModulpID,
Object]D,
Length,

Data

}

6.3.4.4 Read.confirm

The pdrameters of this primitive are:
Read.donfirm {

ConnertID

ApplicptionlID,

ModulpID,

ObjectlD,

Data

}

6.3.5 ~Write service

Write service supports client/server communication mode. It is usually used to configure the
parameters of Test Agent. Table 8 lists the primitives supported by the Write-SAP. Table 9 outlines the
primitive parameters.

Table 8 — Write primitive summary

Name request indication response confirm
Write 6.3.5.1 6.3.5.2 6.3.5.3 6.3.5.4

© ISO/IEC 2016 - All rights reserved 13
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Table 9 — Write primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
Mode Communication mode.
ConnectID The unique identifier of the connection established.
ApplicationID The unique identifier of an individual destination application.
ModulelD The unique identifier of an individual destination module.
ObjectID The unique identifier of an individual destination object.
Length Length of bytes of Data.
Data This parameter is the values that the sender desires to write:
Status The reason of the response.

6.3.5.1 Write.request

The parametdrs of this primitive are:
Write.request {
SourceAddress,
DestinationAg¢ldress,
Mode,
ConnectID
ApplicationID
ModulelD,
ObjectID,
Length,

Data

}

6.3.5.2 Write.indication

The parametdrs of this primitive are:

Write.indicattorr
SourceAddress,
DestinationAddress,
Mode,

ConnectID
ApplicationID,
ModulelD,

ObjectID,

14 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=ec2d3dc60796d0d99bd05160cf17f82f

Length,

Data

}

6.3.5.3 Write.response

The parameters of this primitive are:

Write.response {

ISO/IEC 19637:2016(E)

SourceAddress;
DestinjationAddress,
Mode,
ConnertID
ApplicptionID,
ModulpID,

Status
}

6.3.5.4 Write.confirm

The pqrameters of this primitive are:

Write.fonfirm {
SourcgqAddress,
ConnertID
ApplicptionlID,
ModulpID,

Status

}

6.3.6 | StartTest service

This StartTest is a confirmed service. TM can use it to start a test task. Table 10 Iists the primitives
supported by the StartTest-SAP. Table 11 outlines the primitive parameters.

Table 10 — StartTest primitive summary

Name

request

indication

response

confirm

StartTest

6.3.6.1

6.3.6.2

6.3.6.3

6.3.6.4

© ISO/IEC 2016 - All rights reserved
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Table 11 — StartTest primitive parameters

Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.

ConnectID The unique identifier of the connection established.

SourceApplication The unique identifier of the source application.
DestinationApplication The unique identifier of the destination application.

status The reason of the response.
6.3.6.1 StartTest.request

The paramete
StartTest.req;
SourceAddres
DestinationA
ConnectID,

SourceApplic

DestinationA
}

6.3.6.2 Stal
The paramete
StartTest.indi
DestinationA
ConnectID,

SourceApplic
}

6.3.6.3 Stal

The paramete

hest{
S,

ldress,

ition,

bplication

tTest.indication

cation{

dress,

hition

‘tTest.response

rs of this primitive are:

rs of this primitive are:

r$of this primitive are:

StartTest.response{

SourceAddress,

DestinationAddress,

ConnectID,

SourceApplication,

DestinationApplication,

Status

}

16
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6.3.6.4 StartTest.confirm

The parameters of this primitive are:

StartTest.confirm{

Status
}

6.3.7

Table }

6.3.7.1

The p3
StopTe
Source
Destin
Conne
Source

Destin

StopTest service

ISO/IEC 19637:2016(E)

Table 12 — StopTest primitive summary

tre-pgrameters.

Name

Request

Indication Response

Confirm

StopTest

6.3.7.1

6.3.7.2 6.3.7.3

6.3.7.4

Table 13 — StopTest primitive parameéters

Parameter Name

Descripfion

SourceAddress The address from whick the service request is sent.
DestinationAddress The address to which'the'service request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The uniqueidentifier of the source application.

DestinationApplication

The uniqueidentifier of the destination application.

Status

The reason of the response.

StopTest.request

rameters of this primitive are:

st.request{
Address,
ationAddress,
CtID,
Applieation,

ation Application

}

6.3.7.2 StopTest.indication

The parameters of this primitive are:

StopTe

st.indication{

SourceAddress,

ConnectID,

SourceApplication,

Destin

ationApplication

© ISO/IEC 2016 - All rights reserved
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}

6.3.7.3 StopTest.response

The parameters of this primitive are:

StopTest.response{

SourceAddress,

DestinationAddress,

ConnectID,
SourceApplic
DestinationA

Status

}

6.3.7.4 Stoj
The paramets
StopTest.conf

Status
}

6.3.8 Start

StartDownArn
StartDownAn

ition,

bplication,

bTest.confirm

rm{

rs of this primitive are:

DownAndUploading service

Table 14 — StartDownAndUploading primitive summary

dUploading is a confirmed sébvice. Table 14 lists the primitives supported
dUploading-SAP. Table 15 outlines the primitive parameters.

by the

Name Request Indication Response Confirm
SthrtDownAndUpleading 6.3.81 6.3.8.2 6.3.8.3 6.3.8.4
Table\1'5 — StartDownAndUploading-SAP primitive parameters

Rarameter Name Description
SolrrceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The unique identifier of the source application.
DestinationApplication The unique identifier of the destination application.
ArealD The unique identifier of area that is part of memory.
MaxSize Maximum size available for download or upload as a whole.
Length The number of bytes of data that is sent.
Status The reason of the response.

6.3.8.1 StartDownAndUploading.request

The parameters of this primitive are:

18
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StartD

ownAndUploading.request{

SourceAddress,

Destin

ationAddress,

ConnectID,

SourceApplication,

Destin

ationApplication,

ArealD,

ISO/IEC 19637:2016(E)

MaxSi

Length

}

6.3.8.2
The p4

e,

StartDownAndUploading.indication

rameters of this primitive are:

StartDownAndUploading.indication{

Sourcs
Conne
Sourcg
Areall
MaxSi

Length

}

6.3.8.3
The p4

Address,
CtID,

Application,

.c

StartDownAndUploading.response

rameters of thisprimitive are:

StartDownAndUploading.response{

Sourcd

Address,

Desti

tion Aﬂdrncc,

ConnectID,

SourceApplication,

Destin

ationApplication,

ArealD,

Status

}

© ISO/IEC 2016 - All rights reserved
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6.3.8.4 StartDownAndUploading.confirm

The parameters of this primitive are:

StartDownAndUploading.confirm{

Status

}

6.3.9 StopDownAndUploading service

11

StopDownAn
StopDownAn

Table 16 — StopDownAndUploading primitive summary

Laloads : FE I | : Tolla 4. liceo al EEE tad
AUlJanulllS Io d CUIITNITIIICU  SCI VIUL., 1dUIC  1U TISLS LUIIC lJl ITITICIVCO OUP}JUI tCu

1Uploading-SAP. Table 17 outlines the primitive parameters.

Name Request Indication Response €onfirm
StprtDownAndUploading 6.39.1 6.39.2 6.39.3 6.394
Table 17 — StopDownAndUploading primitive parameters
Harameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifierof the connection established.
SpurceApplication The unique identifier of the source application.
DegtinationApplication The unique identifier of the destination application.
ArealD The unique identifier of area that is part of memory.
Status The reason of the response.
6.3.9.1 StopDownAndUploading.requést

The paramete
StartDownAn
SourceAddres
DestinationA

ConnectID,

rs of this primitive are:
dUploading.request{
S,

ldress,

SourceApplic

htion,

by the

DestinationApplication,

ArealD
}

6.3.9.2 StopDownAndUploading.indication

The parameters of this primitive are:

StartDownAndUploading.indication{

SourceAddress,

20
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ConnectID,

SourceApplication,

ArealD

}

6.3.9.3 StopDownAndUploading.response

The parameters of this primitive are:

Start

an-Aadnlasdines racnoncsa [

ISO/IEC 19637:2016(E)

Sourcs
Destin|
Conne
Sourcg
Destin
Areall

Status

}

6.3.9.4
The p4

X
VV ITZXIT O pPToOTOTIT S T CoOpPUTIoTT

Address,
QtionAddress,
CtID,
Application,

ationApplication,

| StopDownAndUploading.confirm

rameters of this primitive are:

StartDjownAndUploading.confirm{

Status
}

6.3.10

DataUploading service

the primitive

Table [18 lists thewprimitives supported by the DataUploading-SAP. Table 19 outlines
paramjeters.
Table 18 — DataUploading primitive summary
l“'alllc chucat ;lldibatiull RCDPUIIDC CUllf;l 1L
Data uploading 6.3.10.1 6.3.10.2 6.3.10.3 6.3.10.4
Table 19 — DataUploading primitive parameters
Parameter Name Description
SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier of the connection established.
SourceApplication The unique identifier of the source application.

DestinationApplication

The unique identifier of the destination application.

ArealD The unique identifier of area that is part of memory.

© ISO/IEC 2016 - All rights reserved
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Table 19 (continued)
Parameter Name Description
SquencelD The unique number that is determined by the generator of the
request.
IsFinshed If the request is the last message for upload, the parameter is set

to 1, otherwise, it should be set to 0.

currentLength The number of bytes of data in the request.
data This parameter is the values that the sender desires to upload.
status The reason of the response.

6.3.10.1 DatpUploading.request

The parametdrs of this primitive are:

DataUploadinig.indication {

SourceAddregs,

DestinationA
SourceApplic
DestinationA
ConnectID,
ArealD,
SquencelD,
IsFinshed,

currentLengt

data

}

dress,
htion,

pplication,

=

6.3.10.2 DatpUploading.indication

The parametdrs of this primitive are:

DataUploadinfg.indication {

SourceAddress,

SourceApplic
ConnectID,
ArealD,
SquencelD,

IsFinshed,

ation,

currentLength,

data

}

22
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6.3.10.3 DataUploading.response

The parameters of this primitive are:

DataUploading.response {

ConnectID,

ArealD,

status

}

ISO/IEC 19637:2016(E)

6.3.10
The p4
DataU
status

}

6.3.11

DataD
DataD

.4 DataUploading.confirm

bloading.confirm {

rameters of this primitive are:

DataDownloading service

Table 20 — DataDownloading primitive summary

bwnloadingis a confirmed service.
bwnloading-SAP. Table 21 outlines primitive parameters.

Table 20 )lists the primitives suppo

Name Request Indication Response Confirm
Data downloading 6.331%1 6.3.11.2 6.3.11.3 6.3.11.4

Table 21 =+ DataDownloading primitive parameters

Parameter Name

Description

SourceAddreSs The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier of the connection established.
SoutceeApplication The unique identifier of the source application.

DestinationApplication

The unique identifier of the destination application.

ArealD The unique identifier of area that is part of memory.

SquencelD The unique number that is determined by the generator of|the
request.
IsFinshed If the request is the last message for upload, the parameter is set
to 1, otherwise, it should be set to 0.
currentLength The number of bytes of data in the request.
data This parameter is the values that the sender desires to upload.
status The reason of the response.

6.3.11.1 DataDownloading.request

The parameters of this primitive are:

DataDownloading.request {

© ISO/IEC 2016 - All rights reserved
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SourceAddress,

DestinationAddress,

SourceApplication,

DestinationApplication,

ConnectID,
ArealD,

SquencelD,

IsFinshed,
currentLengt

Data
}

6.3.11.2 Dat

The paramete

=

aDownloading.indication

rs of this primitive are:

DataDownloading.indication {

SourceAddres
SourceApplic
ConnectID,
ArealD,
SquencelD,
IsFinshed,
currentLengt

Data
}

6.3.11.3 Dat

S,

hition,

=

aDownloading.response

The paramete

rssof this primitive are:
r

DataDownloa
ConnectID,
ArealD,

Status

}

ding.response {

6.3.11.4 DataDownloading.confirm

The parameters of this primitive are:

24
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DataDownloading.confirm {

Status

}

6.3.12 ExecuteTesting service

ExecuteTesting is a confirmed service. Table 22 lists the primitives supported by the ExecuteTesting-
SAP. Table 23 outlines primitive parameters.

Table 22 — ExecuteTesting primitive summary

Name Request Indication Response Confirn}
ExecuteTesting 6.3.12.1 6.3.12.2 6.3.12.3 613712.4

Table 23 — ExecuteTesting primitive parameters

Parameter Name Description
SourceAddress The address from which the seryice request is sent.
DestinationAddress The address to which the service request is to be sent.
ConnectID The unique identifier of.the connection established.
SourceApplication The unique identifier'of the source application.
DestinationApplication The unique identifier of the destination application.
ModulelD The unique identifier'of the module that desire to join the fest
system.
TestType This parameté€r indicates if this is a test system with ATE ¢r a
test system without ATE.
TestClass This parameter indicates if this is a conformance testing sygtem,

performance testing system, interoperability testing or fun¢tion
testing system.

TestSuitID The unique identifier of an individual test suit.
TestCaselD The unique identifier of an individual test case.
Length The number of bytes of the information from a test case.
TestData The information from a test case.
status The reason of the response.

6.3.12{1 ExecuteTesting.request

The pqrameters of this primitive are:

Executefestimgrequestt
SourceAddress,
DestinationAddress,
SourceApplication,
DestinationApplication,
ConnectID,

ModulelD,

TestType,
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TestClass,
TestSuitID,
TestCaselD,
Length,
TestData

}

6.3.12.2 Ex

uteTesting indication
Hte1+-e £ Cat

The paramete
ExecuteTestir
SourceAddres
SourceApplic
DestinationA
ConnectID,
ModulelD,
TestType,
TestClass,
TestSuitID,
TestCaselD,
Length,
TestData

}

6.3.12.3 Exe
The paramets

ExecuteTestir]

rs of this primitive are:
g.indication {

S,

tion,

bplication,

cuteTesting.response
rs of thisprimitive are:

g.reSponse {

SourceAddress,

S

DestinationAddress,

SourceApplication,

DestinationApplication,

ConnectID,
ModulelD,
TestType,
TestClass,

TestSuitID,

26
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TestCaselD,
Length,
TestData,

Status

}

6.3.12.4 ExecuteTesting.confirm

’|‘he yrarantarc Afrhic bl .
FaHReterS e+t S prpteveatre:

ExecuteTesting.confirm {
ModulgID,

TestSulitID,

TestCqselD,

Length,
TestD4ta,

Status

}

6.4 Testing management services

6.4.1 | Overview

This dlause specifies the TMS insensor networks testing platform. Service primifives and the
paramleters of primitives are defihed for each service. In Table 24, the names of service|access points
(SAPs) through which specific,service is provided are listed.

Table 24 — Management services and the names of SAPs

Service name SAP name
Associate service Associate-SAP
Abort service Abort-SAP
Sync Service Sync-SAP

AddressAllocation-SAP
DeviceStatus-SAP

AddressAllocation service

DeviceStatus service

6.4.2 Associate service

This service is used to create a new connection between the sender and receiver. It is a confirmed
service. Table 25 lists the primitives supported by the Associate-SAP. Table 26 outlines primitive
parameters.

Table 25 — Associate primitive summary

© ISO/IEC 2016 - All rights reserved

Name

Request

Indication

Response

Confirm

Associate

6.4.2.1

6.4.2.2

6.4.2.3

6.4.2.4

27


https://iecnorm.com/api/?name=ec2d3dc60796d0d99bd05160cf17f82f

ISO/IEC 19637:2016(E)

Table 26 — Associate primitive parameters

Parameter Name

Description

SourceAddress The address from which the service request is sent.
DestinationAddress The address to which the service request is to be sent.
SourcePort The port from which the service request is sent. The re-
sponse uses it when returning a message.
DestinationPort The port to which the service request is to be sent. The
response receives the request at this port.
SourceApplication The unique identifier of the source application.
actination Aaalicodbi o anniauaidantifioe o Ceba doctination o]l oo
estinationdppHeation Fhe-uniqueidentifierofthedestinationappheation-
ConnectID The unique identifier of the connection established.
CommunicationMode Communication mode.
Status The reason of the response.
Detail More information that specifies the reason of theytesponse.

6.4.2.1 Ass

This primitivd
this primitive

Associate.req
SourceAddreg
DestinationA
SourcePort,
DestinationP
SourceApplic
DestinationA
ConnectID,

Communicati

6.4.2.2 Ass

pciate.request

b requests the process of event subscription from the appljcation layer. The paramse

are:
lest{
S,

ldress,
rt,
htion,

bplication,

bnMode

pciate;indication

The parametd

rs.of this primitive are:

Associate.indication{

SourceAddress,

SourcePort,

SourceApplication,

DestinationApplication,

ConnectID,

CommunicationMode

}

28
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6.4.2.3 Associate.response

The parameters of this primitive are:

Associate.response{
SourceAddress,
DestinationAddress,
SourcePort,

DestinationPort,

ISO/IEC 19637:2016(E)

SourcdApplication,
DestinjationApplication,
ConneftID,
CommpunicationMode,
Status

Detail

}

6.4.2.4 Associate.confirm

The pqrameters of this primitive are:

Associpte.confirm{
SourcdApplication,
DestinfationApplication,
ConnertID,
CommpnicationMode,
Status

Detail
}

6.4.3 Abort service

Table 27 lists the primitives supported by the Abort-SAP. Table 28 outlines the primitive parameters.

Table 27 — Abort primitive summary

Name

Request

Indication

Response

Confirm

Abort

6.4.3.1

6.4.3.2

© ISO/IEC 2016 - All rights reserved
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