INTERNATIONAL ISO/IEC
STANDARD 19592-2

First edition
2017-10

Information technology — Security
techniques — Secret sharing —

Part 2:
Fundamental mechanisms

Technologies de l'informgtion — Techniques de sécurité +— Partage de
secret —

Partie 2: Mécanismesfondamentaux

Reference number
ISO/IEC 19592-2:2017(E)

© ISO/IEC 2017


https://iecnorm.com/api/?name=41636fc2c90a728d020fac6cdecf4110

ISO/IEC 19592-2:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=41636fc2c90a728d020fac6cdecf4110

ISO/IEC 19592-2:2017(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIUETOQUICEION........cco s \%
1 S0P .. 1
2 NOTIMATIVE FE@FEI@IICES ..........ccoo e 1
3 Terms and defiNITIONIS ... 1
4 Symbols and abbreviated terms...
5 Secret Sharing SCREMIES ...
51 (T3 01=) - OSSN o= S A8
5.2 Shamir secret sharing scheme
521 GENETAL ..o e
5.2.2  Parameters ...y ey o
5.2.3  Message sharing algorithm....................
5.2.4  Message reconstruction algorithm
5.2.5  Properties ...,
5.3 Ramp Shamir secret sharing scheme.......
531  General...e
TN I/ =Y v V4 U] ) OO o SO
5.3.3  Message sharing algorithm. ...
5.3.4  Message reconstruction algorithm
5.3.5  PIOPEITIES oo N e
5.4  Additive secret sharing scheme for a general adversary structure
541 GENETAL o A e
5.4.2  Parameters

5.4.3  Message sharing algorithm . ...
5.4.4  Message reconstruction algorithm ...
5.4.5 Properties

55 Replicated additive secret' sharing SCheme ...,
TR T S €Y U= OO

TSI = 1 U 0 (= =

5.5.3  Messagesharing algorithmi. ...

5.5.4  Message reconstruction algorithm ...,

5.5.5  PROPEITIES oo

5.6 Compputational additive secret sharing scheme ...,

5001 T GOIETAL e

502" PATAIMETETS ..ot

5.6.3  Message sharing algorithm.....................

5.6.4  Message reconstruction algorithm

5.6.5 Properties ...

5.6.6  Conversion protocol
Annex A (informative) ObJeCt IA@NEIFIETS.............occcciii s 12
Annex B (informative) Numerical @Xamples. ... 14

Bibliography

© ISO/IEC 2017 - All rights reserved iii


https://iecnorm.com/api/?name=41636fc2c90a728d020fac6cdecf4110

ISO/IEC 19

592-2:2017(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

A secret sharing scheme is a cryptographic technique used to protect the confidentiality of a message by
dividing it into a number of pieces called shares. A secret sharing scheme has two main parts: a message
sharing algorithm for dividing the message into shares and a message reconstruction algorithm for
recovering the message from all or a subset of the shares.

The fundamental functions of a secret sharing scheme are sharing and reconstructing the message.
A secret sharing scheme can also have optional features such as reconstructing the message when
some shares provided for reconstruction are erroneous. This document specifies cryptographic secret

shari g schemes which possess the two fundamental functions of message r‘nnfidpnfin]ify and message

recoverability.

Secrdt sharing can be used to store data (for example, confidential values or cryptographic keys)
secutlely in distributed systems. Moreover, secret sharing is a fundamental technologly for secure
multitparty computation that can be used to protect the processing of data in.a|distributeld system. To
facilifate the effective use of the technology and to maintain interoperability,[SO/IEC 19592 (all parts)
specifies secret sharing and related technology.

NOTE Annex A lists the object identifiers assigned to the secret sharing fundamental mechanisms specified
in thi$ document. Annex B provides numerical examples.

© ISO/IEC 2017 - All rights reserved v
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Information technology — Security techniques — Secret
sharing —

Part 2:
Fundamental mechanisms

1

cope

This flocument specifies cryptographic secret sharing schemes.

2

The
const
unda

1SO/I

3 1

For t
folloy

ISOa

]

— 1
3.1

ormative references

llowing documents are referred to in the text in such a way, that some or all of t
itutes requirements of this document. For dated references;"only the edition cited
Fed references, the latest edition of the referenced document (including any amendme

EC 19592-1:2016, Information technology — Security techniques — Secret sharing — P

‘erms and definitions

he purposes of this document, the terms$iand definitions given in ISO/IEC 1959
ving apply.

hd IEC maintain terminological databases for use in standardization at the following

EC Electropedia: available at http://www.electropedia.org/

50 Online browsing platform:-available at http://www.iso.org/obp

abelian group

heir content
applies. For
nts) applies.

irt 1: General

2-1 and the

hddresses:

group (3.8) (G, +) suchghata + b=b + aforeveryaand bin G
[SOURCE: ISO/IEC%15946-1:2016, 3.1, modified]

3.2

complexity

number-of unit operations required to execute a procedure
3.3

conversion protocol
protocol that converts the shares of a secret sharing scheme to the shares of another secret sharing scheme

3.4

deterministic random bit generator
DRBG

random bit generator that produces a random-appearing sequence of bits by applying a deterministic
algorithm to a suitably random initial value called a seed and, possibly, some secondary inputs upon
which the security of the random bit generator does not depend

Note 1 to entry: A DRBG takes a high-entropy, kept-secret random string as input and outputs a longer string of
bits which is computationally indistinguishable from random data to adversaries not knowing the input.

[SOURCE: ISO/IEC 18031:2011, 3.10, modified]
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3.5
field

set of elements K and a pair of operations (+, *) defined on K such that: (i)a* (b+c)=a*b +a * c for
every a, b and c in K, (ii) K together with + forms an abelian group (3.1) (with identity element 0), and
(iii) K excluding 0 together with * forms an abelian group

[SOURCE: ISO/IEC 15946-1:2016, 3.4, modified]

3.6
finite cyclic

group

abelian group (3.1) G such that there exist g in G, where every a in G is specified in g or a self-addition of g

3.7
finite field
field (3.5) co

[SOURCE: IS

3.8
group

taining a finite number of elements

D/IEC 15946-1:2016, 3.5, modified]

set of elements G and an operation + defined on the set of elements such that\@ a+ (b+c) =(a+p) + ¢

for every a, 4
G, and (iii) fq

[SOURCE: IS
39

D/IEC 15946-1:2016, 3.6, modified]

information dispersal algorithm

IDA

algorithm th

components
kand n arei

Note 1 to entr

reconstructt

htegers and n = k

e secret or parts of the secret frofidless than k components.

4 Symbd|ls and abbreviated(terms

a€eA
ACB
4]
AxB

a is an elementof A
A is a subset of B
nuimber of elements of A

direct product of A and B

and cin G, (ii) there exists an identity element e in G such thata.¥ e = e + a = a for everly a in
r every a in G there exists an inverse element a~1in G such-thata+al=a1l+a=e

at includes two separated sub-algorithms;.a splitting algorithm that splits a message |nto n
and a recover algorithm that recovers tlie message from any k of the n components, where

y: Unlike in a secret sharing scheme;there is no guarantee of security. That is, it can be possjble to

set of m-tuples of elements of A
binomial coefficient, namely i choose j
i-th share of secret a

number of shares

threshold of shares

finite cyclic group

finite field

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=41636fc2c90a728d020fac6cdecf4110

ISO/IEC 19592

-2:2017(E)

me

cret sharing

bage sharing

age sharing

onstruction:

a successful

ded as input

onstruct the

K[x] set of all polynomials in x with coefficient in K
Split message splitting algorithm of an IDA scheme
Rec message reconstruction algorithm of an IDA scheme
Share message sharing algorithm of a secret sharing scheme
Reconst message reconstruction algorithm of a secret sharing scheme
HomShare message sharing algorithm of a homomorphic secret sharing scheme
HomReconst message reconstruction algorithm of a homomorphic secret sharing sche
5 Secret sharing schemes
5.1 |General
In this document, each of 5.2, 5.3, 5.4, 5.5 and 5.6 contains a specification of one or more sg
schernes. For each secret sharing scheme, the following items are list€d.
a) Harameters
1) Message space, i.e. the set of possible messages which can be input to the mes
algorithm.
2) Share space, i.e. the set of possible shares*which can be output by the mes;
algorithm.
3) Number of shares, i.e. the range of po§sible values of n supported by the scheme.
4) One of the following properties.that represent which shares are required for the reg
i) Threshold, i.e. a positive)number k such that any k shares are sufficient for
completion of the message reconstruction algorithm.
ii) Access structure, j.e. the minimal set of possible subsets of shares that are neg
in order for the message reconstruction algorithm to successfully output the message.
iii) Adversary.structure, i.e. the set of subsets of shares that is not possible to red
message:
) Otherparameters (if applicable).
b) Description of the message sharing algorithm, i.e. the method for dividing a message into shares.
c) [Description of the message reconstruction algorithm ie the method for rprrm:[ructing the

message from a set of shares.

d) Properties of the secret sharing scheme (see ISO/IEC 19592-1:2016, Clause 4).

NOTE

NOTE

NOTE

1  None of the secret sharing schemes specified in this document possesses the verifiability property.

2 Inthe mechanisms specified in this document, elements are chosen at random from some (finite) set.
All such choices are made uniformly (or near uniformly) at random from the set of possible values.

3  Ifthe message space is a group or field, arithmetic operations are performed in this group or field.

© ISO/IEC 2017 - All rights reserved
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5.2 Shamir secret sharing scheme

5.2.1 General

The parameters, message sharing algorithm, message reconstruction algorithm and properties of the
Shamir secret sharing schemel8] are described in 5.2.

5.2.2 Parameters

Message space: K.

Share space]
Number of s
Threshold: i
Fixed field e

NOTE It
receiver with

5.2.3 Mes
Input: messg
Output: shar
a) Random
b) Comput
c) Output
5.2.4 Mes

Input: share

Output: mes
a) Comput
b) Outputd

same as the message space.

hares: n, such thatn =2, n < |K]|.
such thatn >k = 2.

ements: x; € Kfor1<i<n.

s assumed that the fixed field elements are known to the receiver. These-elements can be sent|to the
the corresponding share or published as system parameters.

sage sharing algorithm

gea €K

e vector ([a]y,..., [a]n) € Kn.

ly select rq,..., r'k-1 € K.
k-1 )

> [a]; =a+2rjxi] eK forl<i<n.
j=1

[aly,-.., [a]n) € Kn.

kage reconstruction algorithm

vector ([a]il ,...,[a]ik )e K",

sage a € K.
k k

p a=2[a]ij H (O_Xiu )/(Xij —X;, )eK.
J=T u=1,u#j

&K

k-1 i
NOTE The reconstruction algorithm is known as Lagrange interpolation. If f(x) =a+ 2 j=1 rjxj then the

secret is f(0)
coordinates u

and each share [a]; is f(x;). Since f(x) is a polynomial of degree k, f(0) can be computed from k
sing Lagrange interpolation.

5.2.5 Properties

Confidentiality: The Shamir secret sharing scheme is perfectly information-theoretically confidential
when the receiver has access to less than k shares of the message.

Information

rate: The Shamir secret sharing has an information rate of 1, as the size of a message and a

share are the same as the size of an element of the finite field K. Thus, the scheme is ideal.

© ISO/IEC 2017 - All rights reserved
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Homomorphic operations: The Shamir secret sharing scheme is (+, +)-homomorphic where addition on
share vectors is performed by computing [a + a']; = [a]; + [a'];.

Complexity: The message sharing algorithm requires (k-1)n multiplications and (k-1)n additions. The
message reconstruction algorithm requires k divisions, 2k? — 3k multiplications and k2 - 1 additions. If
anything that does not involve a or rj for 1 <j < k-1 is preliminary prepared, both algorithms require k
multiplications and k-1 additions.

5.3

5.3.1

Ramp Shamir secret sharing scheme

General

The

the r
genel
to be
any 1
canb

NOTE

sharing scheme specified in 5.2.

NOTE
of the
insted

schenme, shares can be shorter than the size of the secret, @while there are sets of shares that are

allow

5.3.2
Mess
Sharg
Numi
Thre
Num}
Fixed

NOTE

systeim parameters.

5.3.3

parameters, message sharing algorithm, message reconstruction algorithm and o
hmp version of the Shamir secret sharing schemel3] are described in 5.3. This’me
alization of the scheme specified in 5.2. It reduces the size of each share in rélation to
reconstructed by a factor of L. Although k shares are still required to reconstruct

umber of shares greater than (k-L) reveals partial information aboutdt,~The paramg
e chosen flexibly following the restriction k= L = 1.

1  The ramp Shamir secret sharing scheme with the parameter L& 1s equivalent to the
2 Ininformation-theoretically secure secret sharing schemeés) each share of a secret is a]
secret. There are two approaches to mitigate this. One is terely on computational hardnesy

d of information theoretic security. The other is the use of ramp secret sharing schemes

access but which leak information about the secret.

Parameters
hge space: KL.
space: finite field K.
per of shares: n, satisfying ni2 2, n < |K|.
bhold: k, satisfying n 2 k(= 2.
per of embedded messages: L, satisfying k=L = 1.
field elementsix; € Kfor 1 <i<n.

The fixed field elements can be sent to the receiver with the corresponding shares oj

Message sharing algorithm

roperties of
thanism is a
the message
he message,
pters k and L

Shamir secret

least the size
assumptions
In the ramp
not meant to

published as

Input: message (a1,..., ar) € KL.

Output: share vector ([(ay,..., ar)l1,-- [(@1,-- ar)]n) € Kn.

a) Randomly selectry,..., rk-1 € K.

L-1 k-1

b) Compute [(al,...,aL)]i :Zaj+1xij +2rjxije K forl1<i<n.

Jj=0 Jj=L

¢) Output ([(a1,.., ar)]1,-, [(@1,--., aL)]n) € KN

© ISO/IEC 2017 - All rights reserved
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Input: share

Output: mes

k k
a) Define polynomial f(x)zZ[(al,...,aL)]i' H

592-2:2017(E)

sage reconstruction algorithm

vector ([(al )], (@ man)], je K.

sages (ay,..., ar) € KL.

(x—xl-u )/(x,-j —X;, )e K[x].

J

j=1 u=1,u#j
k-1 _
b) Compute f(x)=Y b, x' € K[x] andseta;=b;for1<i<L.
i=0
1, A1) € KL,

c) Output (Ia

5.3.5 Properties

Confidential
confidential

ty: The ramp version of the Shamir secret sharing scheme is information-theoret]
when the receiver has access to less than k - L + 1 shares. When the’receiver has 3

to more tham k - L shares but less than k, partial information is revealed. This reduction in secui

quantified a
the secret m|

Information
the size of a
the size of a

Homomorph

5 follows: if an entity knows k — L + i shares for some i (1 <i <.£41) then the entity k
pssage lies within a set of size |K|L-1.

rate: The ramp version of the Shamir secret sharing scheme has an information rate g
message is equal to L times the size of a field element and the size of a share is the sa
field element.

where additfion on share vectors is performed by computing [(a1 + a'1,.., ar + a’1)]; = [(a1,..

i+[(a,.., a

Complexity:
The messags
k(k-1)(2k+5]
riforL<j<

k-1 addition

5.4 Addit

5.4.1 Gen

The parame
additive sec
adversary st
groups of ad

)i

The message sharing algorithm regquires (k-1)n multiplications and (k-1)n addi
b reconstruction algorithm requires’k(k-1)(k+1)/3 divisions, k(k-1)/2 multiplication
/6 additions using the Gaussian.elimination method. If anything that does not involv
k-1 is preliminary prepared, the’'message sharing algorithm requires k multiplication
5.

jve secret sharing.scheme for a general adversary structure

bral

Fers, message sharing algorithm, message reconstruction algorithm and properties
‘et sharing scheme for a general adversary structurel3] are described in 5.4. Let A b
ructure that contains m subsets of the numbers {1, 2,..., n} of variable size repress

ically
ccess
ity is
nows

fLas
me as

ic operations: The ramp version of the Shamirsecret sharing scheme is (+, +)-homomoarphic

, ar)]

tions.
s and
b g Or
s and

bf the
e the
nting
hte to

vetsaries. The algorithms are arranged so that no set of adversaries in A can collabor
+ tha alamaonte ~f A ha labhallad 7. 7 — 1

recover a. L
rz, etz
[a]; then con

NOTE 1
the secret.

NOTE 2

mIn tha maccaaga charing A laarithi
1t

A A IS e T | P o~y T oS s C— oo it o g O ottt —v

alues

are generated uniformly at random within the field and r; =a—(rZ1 +etrg ) Share

sists of all the r values whose indices do not contain the value i, wherei=1, 2,..., n.

The adversary structure denotes the set of all maximal coalitions of participants who cannot recover

A complementary concept to the notion of the adversary structure of a secret sharing scheme is the

access structure of the scheme. The access structure contains all minimal coalitions of participants of the scheme

who can joint

ly recover the secret.

5.4.2 Parameters

Message spa

6

ce: G.

© ISO/IEC 2017 - All rights re

served
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Share space: same as the message space.

Number of shares: n, such that n > 2.

Adversary structure: A c {S| S <{1,..., n}}.

Fixed subset: Zp € A.

NOTE

5.4.3

-2:2017(E)

The index Z € A of rz can be sent to the receiver with the corresponding share or be published as
system parameter.

Message sharing algorithm

Input
Outp

a) R

5.4.4

Input
such

Outp

5.4.5

: message a € G.

1t: share vector ([a]y, ..., [a]n)-

andomly select rz € G for all Z € A-{Zp} and compute Iz, =a— z rpet.
ZEA—{Z()}
ompute [a];={r;|i¢ Z€A}for1<i<n.

utput ([a]1,..., [a]n)-

Message reconstruction algorithm

: share vector {[a]; | i € K}, where K satisfies the regairement that for all Z € 4, there
that iz ¢ Z.

1t: message a € G.

xtract rz € G from share [a]l_ for all Z €4:
ompute a= 2 r,eG.

Ze A
utputa € G.

Properties

Confidentiality: The additive secret sharing scheme for a general adversary structure

infor
some

Infor
struc

mation-theoretically confidential when the receiver only has access to shares {[a
Z€eA.

mation raté: The information rate for the additive secret sharing scheme for a gener
fure is:3/ max <<, |{rZ lig Ze A}| , as the size of a message is the same as the element

existsiz€ K

is perfectly
i | 1 €Z} for

al adversary
size in G and

the si

z€ 0fa share is at most max <<, |{rZ lig Ze A}| times the element size. If |A| = 1, the scllleme is ideal.

Homomorphic operations: The additive secret sharing scheme for a general adversary structure
is (+, +)-homomorphic where the addition on share vectors is performed by computing[a];+ [a'];
={rz+rlz|i$Z€A}.

Complexity: The message sharing algorithm requires |A|-1 additions. The message reconstruction
algorithm requires |A|-1 additions.

5.5

5.5.1

Replicated additive secret sharing scheme

General

The parameters, message sharing algorithm, message reconstruction algorithm and properties of
the replicated additive secret sharing schemel4] are described in 5.5. In this scheme, each share is

© ISO/IEC 2017 - All rights reserved
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considerably larger than the message being shared. However, reconstruction is computationally trivial,
depending on the group and the threshold number of shares used as parameters. This scheme is a special
case of the secret sharing scheme described in 5.4 with specific adversary structures 4 = {Z | Z <{1,..,,

n}, |Z| = k-1}

Each party has random numbers corresponding to those adversary sets that do not include the party.
Thus, parties that form a subset of a set of size k-1 cannot reconstruct the secret because they do not
have the random number corresponding to that set. On the other hand, parties that are not a subset of
any set of size k-1 can reconstruct the secret because for any set of size k-1 there exists a party that is
not included in that set and that party has the random number corresponding to that set of size k-1.

5.5.2 Par{

meters

Message spake: G.

Share space;
Number of s
Threshold: A
Adversary sf
Fixed subset]

NOTE
parameter.

Th

same as the message space.
hares: n, such thatn > 2.

such thatn=k = 2.
ructure:A={Z|Z{1,.., n}, |Z| = k-1}.
: Zo EA.

e index Z € A of rz can be sent to the receiver with the cogfesponding share or published asa's

5.5.3 Meshkage sharing algorithm

Same as the

5.5.4 Mes

Same as the

message sharing algorithm in 5.4.3.

kage reconstruction algorithm

Inessage reconstruction algorithim in 5.4.4.

5.5.5 Properties

Confidential
confidential

Information
This is beca
n-1Ck-1 time

Homomorph

ty: The replicatedsadditive secret sharing scheme is perfectly information-theoret]
when the receiyer has access to less than k shares.

rate: The information rate for the replicated additive secret sharing scheme is 1/,,-
ise the size of a message is the same as the element size in G and the size of a sh
b the element size.

ystem

ically

1Ck-1.
hre is

vhere

iclopérations: The replicated additive secret sharing scheme is (+, +)-homomorphic {

PN TPV PN wfarma olal, o+ [ = [, /| it 7~ A

addition on sha

roilcnarfa a oot P2l
AT C Ve TTOT S IS ptTioTrmC O Oy COTpatTrg[uT + VZ ' 1 Z|L¥Z <2k,

Y11

Complexity: The sharing algorithm requires ,Cx-1 -1 additions. The message reconstruction algorithm

requires ,Ck-

5.6 Comp

1 -1 additions.

utational additive secret sharing scheme

5.6.1 General

5.6 describes the parameters, message sharing algorithm, message reconstruction algorithm,
conversion protocol and properties of the computational additive secret sharing schemel6l[Z].
The computational additive secret sharing scheme achieves a large information rate by providing
computational confidentiality and discarding homomorphic operations. Homomorphic operations can

© ISO/IEC 2017 - All rights re

served
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be performed on the share vectors if they are first converted to a homomorphic secret sharing scheme.

This

5.6.2

scheme provides such a conversion protocol.

Parameters

Number of shares: n, such that n = 2.

Threshold: k, such thatn = k > 2.

Secret sharing scheme: a message sharing algorithm Share:X — S”, message reconstruction algorithm

Reconst:S¥ — X thathas space X of message, space S of share, the number of shares n and threshold k.

Mess

Seed

hge space: G.

Space: group X.

Number of seeds: m = 1.

Detet

rand

m element in G.

NOTE1 Both the input and output of an ordinary DRBG are bit strings,'but a DRBG with group e

canb

Infor
mess

e constructed following guidance in [SO/IEC 18031:2011, B.1.

hge, space N of output, the number of outputs n andthreshold k.

NOTH2  This scheme uses an IDA to achieve optimalioutput size, i.e. the output size is 1/k o

sizel6

(Z].

Sharg space: Sm x N,

5.6.3
Input
Outp
a) R
b)

c (

d) ¢

Message sharing algorithm
: message a € G.
1t: share vector [d]q,..., [@]p:
andomly select s1,«.8m € X.
ompute r; = DRBG(s;) for 1 <i<m.
m
ompute t:a—Zri eG.

i=1
ompute the share vector ([s;]1,..., [Si]n) = Share(s;) for 1 <i<m.

ministic random bit generator: DRBG:X — G that takes a seed asnnput and outpufs a pseudo-

ement output

mation dispersal algorithm: IDA consists of Split:G,—$_N" and Rec:N¥ — G that hds space G of

F the message

e) Compute vector (t'1,..., t'n) = Split(t).

f) Set[a]; = ([s1]i [Sm]i t7) for 1 <i<n.

g) Output [d]4,..., [a]n-

5.6.4

Message reconstruction algorithm

Input: share vector ([a]il ,...,[a]ik )

© ISO/IEC 2017 - All rights reserved
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Output: message a € G.

.= . . <j<

a) Compute Y Reconst([s]]i1 ,...,[sjlk Jfor 1<j<m.
b) Compute rj= DRBG(s;) for 1 <j<m.
¢) Compute L“:Rec(t,'-1 - )

m
d) Compute a:t+2r,- eq.

i=1
e) Outputq € G.
5.6.5 Properties
Confidentialjty: The computational additive secret sharing scheme is computatioddlly confidential
when the regeiver has less than k shares available.
Information|rate: The information rate for the computational additive secret sharing scheme is aJmost
k, which is optimal. More specifically, the size of a message is the size of onelement of G and the gize of
a share is m|S| + |N|. If both the secret sharing scheme and the IDA achieve an optimal output size and
|S| is much smaller than |G| then the size of a share is almost 1/k of the-size of an element of G.
Homomorphic operations: The computational additive secret sharing scheme has no homomdrphic
operations.
Complexity:| The message sharing algorithm requires m “additions, m DRBG operations, m ghare
operations and 1 split operation. The message reconstructjon algorithm requires m additions, m PRBG
operations, 1 Reconst operations and 1 Rec operation,
5.6.6 Conyersion protocol
5.6.6.1 General
Although the¢ computational additive.sécret sharing scheme is not homomorphic, shares of the decret
sharing schgme can be converted to_shares of a homomorphic secret sharing scheme. The convdrsion
protocoll€] i§ described below.
5.6.6.2 Parameters
Homomorphlic secret sharing scheme: ahomomorphic secret sharing scheme consists of HomShare|G—S’
n, HomReconst:S’ k=4G) where the share space is S’, the number of shares is n, the threshold is k and
homomorphjc operation.
Number of s¢eds of the computationally additive secret sharing scheme: m > k.

Share of computationally additive secret sharing scheme: i-th share [a]chm

p)

additive secret sharing scheme.

Share of homomorphic secret sharing scheme: i-th share [a]?

Hom) of the homomorphic s

sharing scheme.

of the computational

ecret

Homomorphic operation of the homomorphic secret sharing scheme: the homomorphic secret sharing
scheme is (+, +)-homomorphic where addition on share vectors is performed by computing

[a+a']l(.Hom)

The definition of (+, +)-homomorphic is shown in ISO/IEC 19592-1:2016, 5.2.2.

NOTE

10

_ I:a:ll(.Hom) +|:a,]I(H0m) .

© ISO/IEC 2017 - All rights re
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Parties that participate in the conversion protocol: i-th party P; that has i-th share [a]l(.

ISO/IEC 19592

5.6.6.3 Conversion protocol

Input: shares of computationally additive secret sharing scheme [ajgcom
u

p) of Piu forl<u

Output: shares of homomorphic secret sharing scheme I:al(,Hom) of Pifor1<i<n.

a)
b)

‘)
d)

e)
f)

g)

h)

5.6.6(4 Properties after running the conversion protocol

Confidentiality: The homomorphic conversion of the computational secret sharing
computationally confidential whenithe receiver has access to less than k shares and the trg
the cpnversion protocol.

Hom@morphic operations: Thelhomomorphic conversion of the computational secret shari
(+, ¥)fhomomorphic where addition on share vectors 1is performed by

[a+c ,](.Hom) :[a:lgHom) +|:a,:|I(H0m) .

Each Piu for 1 <u < m parses [a]ﬁcomp) to ([sl]i ,...,I:sm], Lt )

i,’ lu

Hach P; for1<u<msends [Sj]iu to P,-j forl<j<m.
Hach P; for1<u<m computes s, :Reconst([su ]i1 ,...,[su ]ik ) and ry = DRBG(sy).

Hach P; forls<usksendst; toP; .

I, computes ¢ :Rec(t,’-1 yunly )

I, computes ([t](lHom) ,...,[t]quom) )= HomShare(¢t) and sends [t]l(.Hom) toPjfor 1<

(Hom

Hach P; for1<u<m computes ([ru ]1

) ,...,[ru ]E}Hom) ): HomShare(r, ) and sends

Hifor1<j<n.

m
Hach P; for 1 <i < n outputs [a]I(Hom) =[t]gH°m) +2[rj]l(.H°m) :

Jj=1

1

-2:2017(E)

Comp)

<m.

|:ru ]S.Hom) to

scheme is
insactions of

ng scheme is
computing

© ISO/IEC 2017 - All rights reserved
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This annex lists the object identifiers assigned to the secret sharing fundamental mechanisms specified

Annex A
(informative)

Object identifiers

in this document.

secret-sh
iso(l) st
asnl-mody
DEFINITIO
—-— EXPORT]
—-— IMPORT]
OID ::= QO
—— Synony
id-ss-fm
iso(1l) st
-- Assign
id-ss—-fm+
id-ss-fm+
id-ss—-fm+
id-ss—fm-
id-ss-fm-

-— Secret

aring-fundamental-mechanisms {

andard (0) secret-sharing(19592)

fundamental-mechanisms (2)

}

id-ss-fm-ss—-4A=<> OID

{ 1id-ss-fm-ss-1 share (1) }

id-ss-fm-ss¥1-2 OID { 1id-ss-fm-ss-1 reconst(2) }

1le (0) object-identifiers(0) }

NS EXPLICIT TAGS ::= BEGIN

S All; --

S None; --

BJECT IDENTIFIER -- Alias

ms —-

OID ::= {

andard (0) secret-sharing(19592), fundamental-mechanisms (2)

ments —-

ss—-1 OID = { id-ss-fm-~shamir-ss (1) }

ss-2 OID = { id-ss¢fm ramp-ss(2) }

ss-3 OID = { id-ss-fm additive-general-ss(3) }

ss—-4 OID = {\td-ss-fm additive-threshold-ss (4) }
ss-5 OID =) { 1id-ss-fm computational-additive-ss(5) }
Sharing~Mechanism 1 --

-— Secret Sharing Mechanism 2 --

id-ss-fm-ss-2-1 OID { id-ss-fm-ss-2 share (1) }

id-ss-fm-ss-2-2 OID ::= { i1id-ss-fm-ss-2 reconst(2) }
-—- Secret Sharing Mechanism 3 --

id-ss-fm-ss-3-1 OID

{ 1id-ss-fm-ss-3 share (1) }

id-ss-fm-ss-3-2 OID ::= { id-ss-fm-ss-3 reconst(2) }

-- Secret Sharing Mechanism 4 --

12 © ISO/IEC 2017 - All rights reserved
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id-ss-fm-ss-4-1 OID { 1id-ss-fm-ss-4 share(l) }

id-ss-fm-ss-4-2 OID { 1d-ss-fm-ss-4 reconst (2)

-- Secret Sharing Mechanism 5 --

id-ss-fm-ss-5-1 OID

{ 1id-ss-fm-ss-5 share(l) }

id-ss-fm-ss-5-2 OID { id-ss-fm-ss-5 reconst (2)
id-ss-fm-ss-5-3 OID ::= { id-ss-fm-ss-5 convert (3)

END == secret-sharing-fundamental-mechanisms ——

}

}
}

ISO/IEC 19592-2:2017(E)

© ISO/IEC 2017 - All rights reserved
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Annex B
(informative)

Numerical examples

B.1 Shamir secret sharing scheme

Parameters:
Finite field K
(k,n) = (2,3).
(x1,x2,x3) =
Message: a 5
Shares:
[a]1=0x 0¢
[alz=0x 14
[a]3=0x 13

Random coe

is a finite field of prime order p = 261 - 1.

2,3,4).

“abcdef” = 0x 00006162 63646566

9634bb bela753d
611le68 6b5A7d28
2c0815 18b08514

fficient: r=0x 1l4cae9ac ad5307eb

B.2 Ramyp Shamir secret sharing scheme

Parameters:
Finite field K
(k,L,n) = (3,2
(x1,X2,X3,X4,X
Message: a 5
aj = “abc” =

ap = udefu -

is a finite field of prime.order p = 261 - 1.
,5).

5) = (2,3,4,5,6);

“abcdef” =.8x° 00006162 63646566
Dx 00636263

(00646566

Shares:

02d2614f
06595af2
0b49853d
11a2e02f

19656bc9

437c38a3
56c72cba
0b3b25cbh
60d824f6

579e29db

Random coefficient: rp = 0x 00049853 d09482dd

14

© ISO/IEC 2017 - All rights reserved
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B.3 Additive secret sharing scheme for a general adversary structure
Parameters:

Finite cyclic group G is the additive group of a finite field of prime order p = 261 - 1.

A ={{134}, {023}, {24}}

Message: a = “abcdef” = 0x 00006162 63646566

Shares:

0—{:{154}—\1 044395t updcdf)o,l{y;}—uzs (VAVACXeJexepAe: JJuolflJ}
19{r{023 = 0x 1bl9fee3 a9935914,r;z4 =0x 0098c62d 99061£19})

[a]
[a]
[a]2 4{ r{134) = 0x 044d9c51 20caed38}
[a]34{r{24y=0x 0098c62d 99061£f19}
[a]

4q{r{23)=0x 1bl9fee3 a9935914}

B.4 |Additive secret sharing scheme

Parameters:

Finit¢ cyclic group G is the additive group of a finite field\0f prime order p = 261 - 1.
(kn) E (2,3).

A={%| Zc{L,...n}, |Z|=k-1} = {{11,{2},{3}}

Messhge: a = “abcdef” = 0x 00006162 63%46566

Shargs:

la]y
[a]2
[a]3

{rz3=0x 1a0779c3 11ad29al,r;33=0x 16891be2 631205c6 }

{r{g}:Ox 16891be?2 63120506,r{1}20x 0f6fcbbc eeab535fd }

{rgy=0x 0f6fchbc eeab35fd,rpy=0x 1a0779c3 1lad29al }

B.5 |Computational additive secret sharing scheme
Parameters:

K is thedinite field of order p = 264 extended using an irreducible polynomial x64 + x4 + x3 {x + 1.

G =K 128 (1k Byte), X = K4 (32 Byte).
(k,n)=(2,3),m=2.

DRBG is defined in NIST 800-90A (http://csrc.nist.gov/publications/nistpubs/800-90A/SP800-90A.
pdf) with AES encryption and no derivation function and NIST_CTR_DRBG denotes the DRBG.

The Shamir secret sharing scheme with (x1, x2, x3) = (1, x, x+1) is used for sharing the seed.

The Rabin scheme (Ramp scheme with L=k) is the IDA scheme used for sharing the masked message.

© ISO/IEC 2017 - All rights reserved 15
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Message in G: a = 0x

abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef(0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef0123456789 abcdef0123456789 abcdef0123456789
abcdef0123456789 abcdef(0123456789 abcdef0123456789 abcdef0123456789
abcdef012[3456789 apCcaetfoIZ3456789 apCcaetroIZ23456789 apCcaef0IZ23456 789
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef0123456YB9
abcdef012[3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012[3456789 abcdef0123456789 abcdef0123456789 abcdef01¥234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdefl@¥234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 albcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012[3456789 abcdef0123456789 abcdef0123456+39 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef23456789 abcdef01234567B9
abcdef012[3456789 abcdef0123456789 abcdef (0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abddef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abBédef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef(0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
abcdef012)3456789 abcdef0123456%89 abcdef0123456789 abcdef01234567B9
abcdef012[3456789 abcdef0123456789 abcdef0123456789 abcdef01234567B9
Seedin X: s1fF 0x

cdcdb5134£2a£920 8c7ddf2803851b08 0e5cb63689%9a1d274 735b58adocbl9b|f9
Seed in X: sp|F 0x

250b7¢c8e4/49082&8 b2373e9%9e02282ca8 915211feelal3c6fs a904c0do243ee7§2
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Output of DRBG in G: NIST_CTR_DRBG(s1) = 0x
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030a80f8c062a4ch d3f4fb3£f8645089b 1c89562eedcef02c b00079552629%ede4
250224e5dc4de95e f98bb2daab97500e e20bb4d65f39%41ec b293480d9d350f7d
af30c399%9abde695d dd52b0a600d88bfe Oaadbo756e5bcaca £00d2cd9661475a7
48d5a75a22a94647 2065f73b588aa371 9f5d41516323ce90 9750a96070bd7e5c¢c
46a3dd00cab74127 ble22f14163a7bf9 fbe067f968e04bab eb29%bfdecb741617
6d56ff045efallbo 2f68c8d2465a3713 7000b473acbclfobl ed4db420el15a912a8
2064£89¢c7cf14230 21£587a83076£308 0a79%bde57e7dbcbe 8fb926af388ec37b
9fc1a8039ca9%059f 20dfc7a39dadl7a4 ddffdle27lacc3cc 5844b6c6638b5f6b
987554732bab9%14e e096a%a2c7bafcb3 4e9198451ab18c68 ee?2bfdfeocd52d4de
01cg7Z23TI5a68en? 0207820662930 2aca ChC3a334p0664D003T 9502095/ £629e8
48c(Qd8e24d300520 f3daz2bb77d6d6aa’ 27ce5057ee960704 16855d8544ed0920
5abd542930£298d5 20773ba8108b0bb9 6d9p1b28£924a512 679a98¢d9PacOb53
8fbd631la7a746141 24528bleoc83d4bf 8092c624ad060011 add4£78a44d63688
9961746ede6df725 ca9841089c434425 77ob7e5bblcee0247 01e64f5apha8d223
cdb4d2e4115bbe63 809p7192365cb959 631214424e4bl7b4 e0f29c62bd434270
26cd29e42dd8769f a3l6ceclocb203b4d2 ell4f3bfcfdb4ab4 e253afb48[175ab54
62048761e062ec08 c958d82a797a8376 ab5dff683356e6d58 a54938f47ed468db
851869%ecec2064defa eel947b9%fdc8fa3 a30b655021d851%29 bea621c63[054a6a2
e3c39f88918bd9o1f 795480da4977a786 565732£7740¢¢599 02074bf85p23c90c
93f4a5e8a988c577 ecf96b0b4f44dff8 6743ab73a88a6244 99589%a3eepdl12£f28
3de3f59lacbf711a 2430al62e26dad07 120e20461Hc02b18 ee68628098f3d0c6
96£46026c29a1933 582077a07f366a57 c0faddfi7e2el55e4 £f764637d648dd69d
Tobcq96b154716ff2 14e50c325a75b20e b3e3Cceal27fc2bb4 62398716fp216db2
914400c983b0dedo 25b64dcbc5a59%900e 892¢23ccdlfoabc9 e4aa0695¢epd0f19a
db08a251b26202c7 1c3a87aa8aclaedf 5c89989ad328£895 focfl97bde7ac7£7
0559b9%eb5d98c2bb lccl57feb68c7392 be699d9937c895al 8a3735dd3[/1efddd
bf248c61963b25el 01b243b3822b0¢c36 aab5594ef84b9fl11 27b2fffdall162£55
927fd5¢c81f8d4b3a a59236778c96£020 9db512b38d87b%el bdfc58029[176a646
de5493174742bbdef 472566745ace388e 7217945d2b6c62a6 b83leaaedpl962b9
fel18d9338bf23fcd 6c3f3f0c636a4102 2d00£f5e4£3951£80 569635bel[0e92480
874d96023dedd4cb 35b62ae41f00eadl 86d4f2c5240c25d8 36832ee99%a5d8co6
70930e6247674a64 £02234£395d606f 4285dd47666bd8c3 8ceebf 790881
© ISO/IEC 2017 - All rights reserved
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Output of DRBG in G: NIST_CTR_DRBG(s2) = 0x

5699461e53388573 30c47eb03b0e90e7 e404cc834830ba3l 2da271e6l11a%921lca
006d46655c52cal?2 fbod414al0ceb8ffc d9fclc27b2bdbade 367532f4e40d48e8
5ac52978¢c1d4c000 86c6cc84925c069b b5064a39f449%eco6e d7d1£440a938ba6f
eb97de718c67£dd7 1d2b5dd44e3fadba 68ddb249d8de%ala 14bc32899a504fel
8476£6373db40eab 76dfdc48d9397ela 5afe8a5949057586 b8812e8bd6bc33b3
4311bf6263556bc9 96dalbe69b6cb635 fcc0e65e20d953ab 7452585378ed269%e
dd8f4128eee08013 3b39%e3bd19f22e0c 956f401e4f00b30f c37a3cd9fl12a6c26
68d6d314d6565012 d60bc626cb0£8c30 51e6375003747£86 9fbd9c5def83b88c
cd3b420d4186b2c5 68cceleBa%ebceab ale3ab8f3bacecda d692e9cdde6b9867
b52acfb952704a3D ST8TTzczt8eTccte OCt05a016e258645 T24a92960aft6 2113
7fab6690d778c5b6 524140113cl1l0e822 b0076ec3caldl8df 6438398336cH/SIFf
0125e9068flffafebd 6b7bc5c029313343 4£38b40bdcbd541a 0060333d73d785Ff
0d47e353¢cdd721f ada697375b18d141 418842edb794dcOe 11a2ae94p9550epl
85fa37ebb2ed53bd 003e2bf6261ladeas la6cf2c99409665b b7758159€6d796p1
b5df286afll2459%9a4 51af54dc6323010b 5fff21£f77e7ba9%d5 6cheeclrbid82116R4
343708ccflp3bd7c4 190b269%9af67ecl105 fee0dc005e51dd17 1d73p3786a01a4dd7
c66d5dadb66585ba 89341 6eedbcabbf0 0abc73225ca42893 b75c6e2576cl43lb
fdddba304alcad8c e5b2a8bf9584d01f 359c035e14657e21 P5f076cdf7fel8fc
ddaac20alled9f735 £187062d42a91a20 297446c1£82c5ehb 010830c9fc38fdBa
856509p42/04£7899 195eefa77b8441466 6c94a605ebedetdd ecO02afaldfdoceoeb
8a975e52€l5974f5f e6f0c0c73eedf295 9fab5332e4ca™973 cb5ba0a9d3e8flapl
elbca772e8lf24801c 502c76b6f597c224 718c6684e79Hfd36 eba690a49605d9p0
b5da2b600[7486117 4863ed30c65a7l6a 8381fc0496e9de92 ebdac934d8afcdf’
a93ad9%6aeldb78d65 ed72flldecd4ab54d 033c0bc2efecb5al 15e9f4809d843cB0O
97469e7c(0[18a9628 6d84d99413df93e4 41£48da750bb39d6 71399cb01102fdPa
c2c7e718all2edafl Oce8lafcaa36fel’ de09V0ee82bfc216 8e75ad655452ebb
7031d2564|05fdedb c669c7c272b82b92 2122£f03£f00db9c5b 3c52cfcf£37080B2
a7a7bd6oed62c2ab adlOefaed4ad4415d78 €7d67bf8cdld5e60 ded73f4ca26dabfo6
71903c60ffp06112c 8cbeleddfo66573ct a92be2lccdbb6a9c 32fcdob4162521[L0
ebad4cb577d398b2 0d4f95a5fd3ba752 el0bfa8342e0cc4d?9 4686a5d5528c12B1
74286d706/60a77b4 dcedb52cfblci57f b00e3ab5b2d34854d 2c313e013def2dp4
3f9c551adpbclf3db c7a03bz2a7a%68ca3 f1b84945f1e07a5b 7787f5e0b67654Fa
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