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Foreword
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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Information technology — Cloud computing — Service
level agreement (SLA) framework —

Part 3:
Core conformance requirements

1 Scope

This document specifies the core conformance requirements for service level agteéments (SLAs) for
cloud services based on ISO/IEC 19086-1 and guidance on the core conformance requir¢ments. This
document is for the benefit of and use by both cloud service providers and cleud service cufstomers.

This flocument does not provide a standard structure that would be used for cloud SLAs.

2 ormative references

The following documents are referred to in the text in such a way that some or all of §heir content
consfitutes requirements of this document. For dated references, only the edition cited|applies. For
undated references, the latest edition of the referenced{dpcument (including any amendments) applies.

ISO/IEC 17788, Information technology — Cloud computing — Overview and vocabulary

ISO/IEC 19086-1, Information technology —ZCloud computing — Service level agreement (SLA)
framework — Part 1: Overview and concepts,

3 erms and definitions

For the purposes of this document,the terms and definitions given in ISO/IEC 17788 and IS(/IEC 19806-
1 apply.

ISO apd IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— IpO Onlinedrowsing platform: available at http://www.iso.org/obp

4 Abbreviated terms

CSC cloud service customer

CSP cloud service provider

CSA cloud service agreement

ICT information and communications technology
[PR intellectual property rights

PII personally identifiable information

RTO recovery time objective

© ISO/IEC 2017 - All rights reserved 1
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that conforms to this document shall implpmpnf at least the fnl]m/ving components, as
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6 Relatic

The relation|
There are ng

7 Cloud

ISO/IEC 19086-1:
services;
A definitions.

B6-1 includes one or more cloud service level objectives (SLOs) or cloud-service qualif
QOs) for each cloud SLA component (Clause 9) or content area (Clause 10). When

.Os or SQOs described in those components or content areas» A’ conforming cloud S
bd to use SLOs and SQOs from ISO/IEC 19086-1, when apprepriate. Regardless of wh
0 is used, a CSP shall not redefine any term in such a waythat it contradicts the term|
N ISO/IEC 19086-1 or this document.

86-2 defines a model for specifying metrics fori cloud service level agreements (S
cloud SLAs are encouraged to use the model in 1SO/IEC 19086-2 when specifying m
SQOs.

g cloud SLA may use a subset of the components (Clause 9) or content areas (Claus

owever, a conforming cloud SLA shall adhere to the definition of the terms, compo
reas, as stated in ISO/IEC 19086-1 and the requirements as stated in this docu
e for a specific component or'eontent area means that the SLA shall adhere to a
s for that component or cemtent area. Conformance to this document does not re|
ion of any specific technology.

)nship betweenythe cloud service agreement and cloud SLAs

ship betweenithe cloud service agreement and cloud SLAs is covered in ISO/IEC 19(
conformdnee requirements for the relationship between the CSA and cloud SLAs.

bLA\Management

ative
using

[ from Clause 9 or a content area from Clause 10, a conforming cloud SLA is not required

LA is
ether
s and

LAs).
btrics

e 10)

this document or it may include components or content areas outside the scope of this

hents
ment.
11 the

quire

86-1.

Cloud SLA management is covered in ISO/IEC 19086-1. There are no conformance requirements for
cloud SLA management.

8 Role of cloud service level objectives, cloud service qualitative objectives,
metrics, remedies, and exceptions in the cloud SLA

The role of cloud service level objectives, cloud service qualitative objectives, metrics, remedies, and
exceptions in the cloud SLA is covered in ISO/IEC 19086-1. There are no conformance requirements
for role of cloud service level objectives, cloud service qualitative objectives, metrics, remedies, and
exceptions in the cloud SLA.
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9 C(loud SLA components

9.1

General

-3:2017(E)

The cloud SLA components in this clause and the cloud SLA content areas in Clause 10 define the

requi

9.2

rements of the SLOs or SQOs that may be used within a cloud SLA.

Covered services component

The covered services component shall identify the cloud service(s) that are covered by the cloud SLA.

A giv|
comp

9.3

The
parti

Cloud

A conpforming cloud SLA shall not redefine a term defined by-ISO/IEC 19086-1, ISO/IEC

1SO/1
9.4

9.4.1

A ser
cloud

The dervice monitoring component shall specify one or more SQOs for cloud service mo

1SO/I

Fore

for the SQO.

9.4.2

A mo

CSP ronitors ahd-for which it provides data to the CSC.

9.4.3
A m

onents, content areas, SLOs and SQOs.

Cloud SLA definitions component

loud SLA definitions component shall define terms that are uniglie) to the SLA
cularly important to the understanding of the cloud SLA.

SLAs should use definitions from industry standards, when pgssible.

EC 19086-4 in a manner that contradicts the original meaning.
Service monitoring component

General

service customer.

EC 19086-1 for SQOs).

hch of the service monitoring SQOs chosen, the SQO shall conform to the requirements

Monitoring parameters

hitoring parameters SQO shall provide a list of the parameters for the covered serv

Monitoring mechanisms

en cloud SLA may cover more than one cloud service and each cloud service may have its own

or that are

19086-3 or

vice monitoring component shall specify:the monitoring mechanisms that are avaljilable to the

hitoring (see

listed below

ices that the

bt g s ot CAN chall snnasida o Tict AF oo n b i s s noch ot ca e ool o] t th CSC
o e THC eSS O o—StiarproviaC—a St O oo m g e eransms—av araorc (0} e )

which shall include a description of the monitored parameters and a description of any related terms
and conditions.

9.5

Roles and responsibilities component

Roles and responsibilities component is covered in ISO/IEC 19086-1. There are no conformance
requirements.

© ISO/IEC 2017 - All rights reserved
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10 Cloud SLA content areas and their components

10.1 General

The cloud SLA content areas clauses define requirements for the SLOs or SQOs that may be used within
a cloud SLA.

10.2 Accessibility content area

10.2.1 Accessibility component

An accessib]lity component shall specify one or more SQOs for accessibility (see ISO/IEC,19086-1
for SQOs).

For each of the accessibility component SQOs chosen, the SQO shall conform to the requiréments Jisted
below for th¢ SQO.

10.2.2 Accgssibility standards

An accessibility standards SQO shall provide a statement listing any accessibility related standards the
CSP supportk in the covered services.

10.2.3 Accégssibility policies

An accessibility policies SQO shall provide a statement listing-the policies and regulations for accefsible
ICT the CSP $upports in the covered services.

10.3 Availability content area

10.3.1 Avallability component
An availability component shall specify one 0r more SLOs for availability (see ISO/IEC 19086-1 for §LOs).

For each of {he availability componentSLOs chosen, the SLO shall conform to the requirements |isted
below for the SLO.

10.3.2 Avaflability

An availabiljty SLO shall \provide the amount or percentage of time in a given period that the [cloud
service is acfessible and-usable.

10.4 Cloud service performance content area

10.4.1 General
The cloud SLA may include components that can be used to express the performance of a cloud service.

For each of the cloud service performance content area related component SLOs chosen, the SLO shall
conform to the requirements listed below for the SLO.

10.4.2 Cloud service response time component

10.4.2.1 General

A cloud service response time component shall specify one or more SLOs for cloud service response
time (see ISO/IEC 19086-1 for SLOs).

4 © ISO/IEC 2017 - All rights reserved
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For each of the cloud service response time component SLOs chosen, the SLO shall conform to the

requi

10.4.

rements listed below for the SLO.

2.2 Cloud service maximum response time observation

A cloud service maximum response time observation SLO shall specify a maximum time between a
defined stimulus or input to the cloud service and a defined point in the response (see ISO/IEC 19086-2

for m

10.4.

etrics).

2.3 Cloud service response time mean

A clo
respa

10.4.

A clo
likely

10.4.

10.4.

A clo
1SO/1

The

appropriate (see ISO/IEC 19086-2 for metrics).

Fore
listed

10.4.

A linpit of simultaneous clptid“service connections SLO shall specify the maximum

simu

10.4.

A lin
resoy

10.4.

1d service response time mean SLO shall specify the statistical mean over a set of ¢
nse time observations (see ISO/IEC 19086-2 for a metric model).

2.4 Cloud service response time variance

1d service response time variance SLO shall describe how far from thé\mean respon
to be within a set of cloud service response time observations.

3 Cloud service capacity component

3.1 General

ud service capacity component shall specify one ¢r more SLOs for cloud service ¢
EC 19086-1 for SLOs).

loud service capacity component shall specify the metric(s) used to state capac

ich of the cloud service capacity component SLOs chosen, the SLO shall conform to ther
below for the SLO.

3.2 Limit of simultaneous cloud service connections

taneous connections supported by the cloud service.

3.3 Limit of available cloud service resources

it of available ‘cloud service resources SLO shall specify the maximum capacity
rces.

3.4 (Cloud service throughput

loud service

se times are

apacity (see

ities, where

equirements

number of

of available

A clo

a service throughput SEOshatt specify the number of IMputs or the amount of

dependent inputs that can be processed in every unit of time by the cloud service.

10.4.

3.5 Cloud service bandwidth

ets of inter-

A cloud service bandwidth SLO shall specify the maximum amount of data that can be transferred over
a period of time.

10.4.4 Elasticity component

10.4.4.1 General

An elasticity component shall specify one or more SLOs for elasticity (see ISO/IEC 19086-1 for SLOs).

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=555df7ba73d8c4e1870f12a42c2b1d77

ISO/IEC 19

086-3:2017(E)

The elasticity component shall specify the metric(s) used to state elasticities where appropriate (see
ISO/IEC 19086-2 for metrics).

For each of the elasticity SLOs chosen, the SLO shall conform to the requirements listed below for the SLO.

10.4.4.2 Elasticity speed

An elasticity speed SLO shall describe how fast a cloud service is able to react to a resource request
when the CSC makes a resource re-allocation request or when workload changes take place.

10.4.4.3 Elasticity precision

An elasticity
requirement

10.5 Prote
A protection

For details, 1

10.6 Information security content area

An informat

For details, 1

10.7 Termj]

10.7.1 Termination of service component

A terminatid
(see ISO/IEC

For each of
requirement

10.7.2 Dat3

A data reter
retained aftg

10.7.3 Log

precision SLO shall describe how precise the resource allocation meets the actualres
s at a given point in time.

ction of personally identifiable information (PII) content area
of PII component shall specify one or more SLOs or SQOs for protectioh of PII.

efer to ISO/IEC 19086-4 for SLOs and SQOs relating to the protection of PII componen

on security component shall specify one or more SLOs(r SQOs for protection of PII.

efer to ISO/IEC 19086-4 for SLOs and SQOs relating to the information security compd

nation of service content area

n of service component shall specify one or more SLOs or SQOs for termination of sd
19086-1 for SLOs or SQOs).

the termination of service-SLOs or SQOs chosen, the SLO or SQO shall conform t
s listed below for the SQ/or SQO.

| retention periad

tion period.SLO shall specify the period of time that the cloud service customer d
r a notification of service termination has been issued.

retention period

i d CT A chholl ooy b o iod oftirman +h o+ o1

purce

o

nent.

rvice

o the

hta is

Alog retenti
are retained

n Xz nax o md carzion oy ot e
19 Y lJL/l ITUU oLV OoIldll JIJ\,LIL)’ CIIC tlel TUU UL UIITIICU UIIdl CIUUU SUT VILU CUOSLUITIVTI 1T U

after a notification of service termination has been issued.

10.7.4 Notification of service termination

b files

A notification of service terminiation SQO shall document the process for notifying a CSC that their
cloud service agreement is being terminated including the notification period.

10.7.5 Return of assets

A return of assets SQO shall document the responsibilities of the CSP and the CSC in relation to the
ownership, use, return and disposal of data objects and the disposal of physical artefacts containing

data objects

as part of the service termination.

© ISO/IEC 2017 - All rights re
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10.8 Cloud service support content area

10.8.1 Cloud service support component

A cloud service support component shall specify one or more SLOs or SQOs for cloud service support
(see ISO/IEC 19086-1 for SLOs or SQOs).

For each of the cloud service support SLOs or SQOs chosen, the SLO or SQO shall conform to the
requirements listed below for the SLO or SQO.

10.8.2 Support hours

A support hours SLO shall specify the hours of operation for each support plan.

10.8.8 Service incident support hours

A support incident support hours SLO shall specify the hours during which~€SCs may obftain support
specifically for service incidents.

10.8.4 Service incident notification time

A seryice incident notification time SLO shall include the time ifiterval in which the CSP shlall provide a
notifjcation of a service incident to specified contacts at the GS€ when provided for in the qupport plan.

10.8.5 Maximum first response time

A makimum first response time SLO shall specify the maximum time between a customer freporting an
incident and the cloud service provider’s initial résponse to the report.

10.8.6 Maximum incident resolution tinie

A makimum incident resolution time SLO shall specify the maximum time for resolving anfincident.

10.8.7 Support plans
A sugport plans SQO shall listthe support plans available to the CSCs, including any support costs.

The fpllowing SQOs mayybe included under support plans in the cloud SLA. For each of SQOf chosen, the
SQOs|under support{plans shall conform to the requirements listed below.

10.8.8 Suppert methods

A sugportmiethods SQO shall document the methods the CSC can use to obtain support.

10.8.9 Support contacts

A support contacts SQO shall document the specific contacts for service support if available under the
support plan.

10.8.10Service incident reporting

A service incident reporting SQO shall document the options which the CSC may use to report service
incidents to the CSP.

© ISO/IEC 2017 - All rights reserved 7
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10.8.11Service incident notification

A service incident notification SQO shall document the terms and conditions (severity, timeframe, etc.)
under which the CSP shall disclose the details of a service outage or condition that affects the operation
of the service. The terms may also define what constitutes a service incident.

Service incident notification should include:

the caus

e of the incident;

the steps the CSP is taking to resolve the incident;

the tim

any wor

10.9 Governance content area

10.9.1 Gov
A governanc

For each of {
the SQO.

10.9.2 Regi

A regulatio
number (if a

10.9.3 Stan

A standards
number (if a

10.9.4 Poli

A policy adhl
are being ad

10.9.5 Aud

An audit sch
party resoul

arwhicir the CSPexpects to f1ave the mctdent resotved;

karounds the CSC may employ while the incident is being resolved.

brnance component
e component shall specify one or more SQOs for governance (se€lSO/IEC 19086-1 for S

he governance SQOs chosen, the SQO shall conform to the\réquirements listed belo

1lation adherence

adherence SQO shall document regulation$. including name, clause, and certific
pplicable) the CSP attests or has been certified'to comply with.

dards adherence

adherence SQO shall document.thé standards including name, clause, and certifig
bplicable) the CSP attests or has been certified to comply with.

cy adherence

erence SQO shall document the business or governance polices specific to the servic
hered to on an ongging basis.

it schedule

bdule SQO/shall document the schedule of audits the CSP undertakes using its own or
ces.

QOs).

w for

ation

ation

b that

third

10.10 Changes to the cloud service features and functionality content area

10.10.1Changes to the cloud service features and functionality component

A change to the cloud service features and functionality content area shall specify one or more SLOs or
SQOs for changes to the cloud service features and functionality (see ISO/IEC 19086-1 for SLOs or SQOs).

For each of the changes to the cloud service features and functionality SLOs or SQOs chosen, the SLOs or
SQOs shall conform to the requirements listed below for the SLO or SQO.

10.10.2Minimum service change notification period

A minimum service change notification period SLO shall specify the minimum period of time between

the issuance

8

of a service change notification and the implementation of the change.
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10.10.3Minimum time before feature/function deprecation

A minimum time before feature/function deprecation SLO shall specify the minimum period between
the initial availability of a feature or function and deprecation of that feature or function.

10.10.4Service change notification method

A service change notification method SQO shall describe the method(s) by which the CSP will notify
CSCs of changes to the features and functionality of covered service(s).

10.11 Service reliability content area

10.11.1General

A service reliability content area shall specify one or more SLOs or SQOs for sepvice reliability (see
ISO/IEC 19086-1 for SLOs and SQOs).

10.1]1.2Service resilience/fault tolerance component

10.11.2.1 General

The dervice resilience/fault tolerance component shall specify-ene or more SLOs or SQOf for service
resilience/fault tolerance (see ISO/IEC 19086-1 for SLOs or $QOs).

For epch of the service resilience/fault tolerance SLOs o1 $QOs chosen, the SLO or SQOs shall conform to
the r¢quirements listed below for the SLO or SQO.

10.11.2.2 Time to service recovery

A tinje to service recovery SLO shall specify the time elapsed between a cloud service fajling and the
servife returning back to the normal state of operation.

10.11.2.3 Mean time to seryice recovery

A mefn time to service recovery SLO shall specify the average of a series of Time to Servicd Restoration
calcullations.

10.11.2.4 Maximum time to service recovery

A maximum time-to service recovery SLO shall specify the largest value of a set of Tinle to Service
Restqration galculations over a defined period of time.

10.11.2.5 Number of service failures

A number of service failures SLO shall specify the number of service failures in total or over a period
of time.

10.11.2.6 Cloud service resiliency/fault tolerance methods

A cloud service resiliency/fault tolerance methods SQO shall describe the methods employed by the CSP
which afford resilience and fault tolerance for the covered service(s) and a statement of the methods
available to the CSC to afford resilience/fault tolerance for their workloads.
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ISO/IEC 19

086-3:2017(E)

10.11.3 Customer data backup and restore component

10.11.3.1

General

The customer data backup and restore component shall specify one or more SLOs or SQOs for customer

data backup

and restore (see ISO/IEC 19086-1 for SLOs or SQOs).

For each of the customer data backup and restore SLOs or SQOs chosen, the SLO or SQO shall conform to
the requirements listed below for the SLO or SQO.

10.11.3.2

Backup interval

A backup in

backups madle in a defined period of time.

10.11.3.3

A retention period for backup data SLO shall specify the time period the CSP retains data backups|

10.11.3.4

A number of

customer dafa retained by the CSP.

10.11.3.5

A backup re

specified tinpe period.

10.11.3.6

A backup me
employed byj

10.11.3.7

A backup ve
backups.

10.11.3.8

A backup re
restoration {

ferval SLO shall specify the period of time between data backups or the number of

Retention period for backup data

Number of backup generations

backup generations SLO shall specify the number of backup’generations of cloud se

Backup restoration testing

storation testing SLO shall specify the number of restoration tests from backups @

Backup method

thod SQO shall list the cloud service customer data backup methods available to the
the CSP.

Backup verification

rification SQO shall'list the methods or technologies used to verify the integrity of

Backup-restoration test reporting

storation-test reporting SQO shall list the content and availability of reports on bz
esting.

data

rvice

Ver a

SCor

data

ickup

10.11.3.9

Alternative methods for data recovery

Alternative methods for data recovery SQO shall list the methods the CSP can undertake to restore
cloud service customer data in the event the primary data restoration method is not successful.

10.11.3.10

Data backup storage location

A data backup storage location SQO shall list the geographical location(s) where the data backups

are stored.

10
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ISO/IEC 19086

10.11.4Disaster recovery component

10.11.4.1 General

-3:2017(E)

A disaster recovery component shall specify one or more SLOs or SQOs for disaster recovery (see

ISO/IEC 19086-1 for SLOs or SQOs).

For each of the disaster recovery SLOs or SQOs chosen, the SLO or SQO shall conform to the requirements

listed below for the SLO or SQO.

10.11.4.2 Recovery time objective (RTO)

A redovery time objective SLO shall specify the maximum time period required torbri
servife back from an outage to a correct operational state.

10.11.4.3 Recovery point objective (RPO)

A reqovery point objective SLO shall specify the maximum time period, pfior to a failur
durirng which changes to data may be lost as a consequence of recovery:

10.11.4.4 Cloud service provider disaster recovery plan

A clopd service provider disaster recovery plan SQO shall dist the procedures adopted

servife provider for restoring the cloud service, as well as the responsibilities for the rec
resoyrces that have been built on top of the cloud servige,These responsibilities will vary d
the cloud capability type.

10.1 Data management content area

10.12.1Intellectual property rights (IPR)‘component

An IPR SQO shall include a statement.of'any IPRs the CSP claims on the cloud service custo

An IPR SQO shall include a statement of any IPR the CSP grants to the CSC on the cloud servi
data and/or cloud service derived data.

10.12.2Cloud service customer data component

10.12.2.1 Cloud service customer data
A cloud serviceycustomer data SQO shall define the cloud service customer data.

NOT ISO/IEC 19944 describes a data taxonomy that can be used to define cloud service custq

ng the cloud

b or disaster

by the cloud
pvery of CSC
epending on

mer data.

ce provider’s

mer data.

10.12.2.2 Cloud service customer data usage

A cloud service customer data usage SQO shall document all uses of cloud service customer data by the

cloud service provider.

NOTE ISO/IEC 19944 defines a data use statement structure that can be used to describe
customer data usage.

10.12.3Cloud service provider data component

A provider data SQO shall define cloud service provider data.

cloud service

NOTE ISO/IEC 19944 describes a data taxonomy that can be used to define cloud service provider data.

© ISO/IEC 2017 - All rights reserved

11


https://iecnorm.com/api/?name=555df7ba73d8c4e1870f12a42c2b1d77

	Foreword
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Conformance
	6 Relationship between the cloud service agreement and cloud SLAs
	7 Cloud SLA Management
	8 Role of cloud service level objectives, cloud service qualitative objectives, metrics, remedies, and exceptions in the cloud SLA
	9 Cloud SLA components
	9.1 General
	9.2 Covered services component
	9.3 Cloud SLA definitions component
	9.4 Service monitoring component
	9.4.1 General
	9.4.2 Monitoring parameters
	9.4.3 Monitoring mechanisms
	9.5 Roles and responsibilities component
	10 Cloud SLA content areas and their components
	10.1 General
	10.2 Accessibility content area
	10.2.1 Accessibility component
	10.2.2 Accessibility standards
	10.2.3 Accessibility policies
	10.3 Availability content area
	10.3.1 Availability component
	10.3.2 Availability
	10.4 Cloud service performance content area
	10.4.1 General
	10.4.2 Cloud service response time component
	10.4.3 Cloud service capacity component
	10.4.4 Elasticity component
	10.5 Protection of personally identifiable information (PII) content area
	10.6 Information security content area
	10.7 Termination of service content area
	10.7.1 Termination of service component
	10.7.2 Data retention period
	10.7.3 Log retention period
	10.7.4 Notification of service termination
	10.7.5 Return of assets
	10.8 Cloud service support content area
	10.8.1 Cloud service support component
	10.8.2 Support hours
	10.8.3 Service incident support hours
	10.8.4 Service incident notification time
	10.8.5 Maximum first response time
	10.8.6 Maximum incident resolution time
	10.8.7 Support plans
	10.8.8 Support methods
	10.8.9 Support contacts
	10.8.10 Service incident reporting
	10.8.11 Service incident notification
	10.9 Governance content area
	10.9.1 Governance component
	10.9.2 Regulation adherence
	10.9.3 Standards adherence
	10.9.4 Policy adherence
	10.9.5 Audit schedule
	10.10 Changes to the cloud service features and functionality content area
	10.10.1 Changes to the cloud service features and functionality component
	10.10.2 Minimum service change notification period
	10.10.3 Minimum time before feature/function deprecation
	10.10.4 Service change notification method
	10.11 Service reliability content area
	10.11.1 General
	10.11.2 Service resilience/fault tolerance component
	10.11.3 Customer data backup and restore component
	10.11.4 Disaster recovery component
	10.12 Data management content area
	10.12.1 Intellectual property rights (IPR) component
	10.12.2 Cloud service customer data component
	10.12.3 Cloud service provider data component
	10.12.4 Account data component
	10.12.5 Derived data component
	10.12.6 Data portability component
	10.12.7 Data deletion component
	10.12.8 Data location component
	10.12.9 Data examination component
	10.12.10 Law enforcement access component
	10.13 Attestations, certifications and audits content area
	10.13.1 General
	10.13.2 Cloud service attestations
	10.13.3 Cloud service certifications
	10.13.4 Cloud service audits
	Bibliography

