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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
In the field of information technology, ISO and IEC have established a joint technical committee, ISO/
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The measurement of properties of cloud services, especially for the purpose of cloud service level
agreements (SLAs), presents many challenges, which inhibit the uptake of cloud services and inhibit
the overall effectiveness of the cloud services marketplace. Metrics in practice are usually described
using natural languages, typically in ‘plain English’, which is often difficult to understand, compare, and
implement. Such definitions of metrics lead to many problems. Typical concerns include:

— Clarity: The metric definition may be incomplete, ambiguous, illogical, self-contradictory, or not
defined at all. For example, cases exist where ‘availability’ is defined in ways which have little to do
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e unavailable for the majority of the time yet the metric will show 100 % availabilit
hetric requires continuous monitoring, which is actually not possible; or where the pr
b determine at its sole discretion what the result is.

omparability: It may be impractical or effectively impossible to compare differ
h terms of their promised service levels because of the significant inconsistency
espective metrics and SLOs/SQOs are defined.

mplementation: It may be impractical or even impossible to measure the metric in
b determine whether promised service levels have been met-er not.

document has been developed to help address these and-similar concerns. It inclug
nt, but the high-level concepts are expected to be understandable by non-technica

ules for performing a measurement and understanding the result.
ric complying with the model defined by this’document addresses the concerns abov

larity: A definition of a metric eliminatesthe ambiguities which currently exist in naty
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Cloud computing — Service level agreement (SLA)
framework —

Part 2:
Metric model

1 Scope

This [document establishes common terminology, defines a model for specifying ‘metr

cs for cloud

SLAs| and includes applications of the model with examples. This document-€stablishes a common

terminology and approach for specifying metrics.

This Hdocument is for the benefit of and use for both cloud service providers (CSPs) and (

loud service

custgmers (CSCs). This document is intended to complement ISO/LEE-19086-1, ISO/IEC [19086-3 and

ISO/IEC 19086-4.

This flocument does not mandate the use of a specific set of metfics for cloud SLAs.

ormative references

The following documents are referred to in the text in such a way that some or all of t
consfitutes requirements of this document. For‘dated references, only the edition cited
undafed references, the latest edition of the refeérenced document (including any amendme

ISO/IEC 17788, | ITU-T Y.3500, Informationitechnology — Cloud computing — Overview and

ISO/IEC 19086-1, Information technology — Cloud computing — Service level agre
framéwork — Part 1: Overview and concepts

W3C |Recommendation 28 Oc¢tober 2004. XML Schema Part 1: Structures Second Edition. htt
.org/[R/xmlschema-1/

W3C|Recommendation 28 October 2004. XML Schema Part 2: Datatypes Second Edition. htt
.org/[R/xmlschema-2)y
erms.and definitions

For thegurposes of this document, the terms and definitions given in ISO/IEC 17788 and t

heir content
applies. For
nts) applies.

vocabulary

ement (SLA)

p://www.w3

p://www.w3

he following

definitiens apply

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1
cloud service characteristic
qualitative or quantitative property of a cloud service

3.2
cloud service metric
metric (3.6) used to assess a cloud service characteristic (3.1)

© ISO/IEC 2018 - All rights reserved
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cloud service objective

SO

commitment a cloud service provider (CSP) makes for a specific characteristic of a cloud service

Note 1 to entry: The set of SOs is the union of the set of cloud service level objectives (SLOs) and the set of cloud

service qualit

3.4

ative objectives (SQOs).

measurement
set of operations having the objective of determining a measurement result (3.5)

Note 1 to enty
an actual inst]

3.5
measureme
value that ex

3.6
metric

standard of
(3.4) and for

Note 1 to enti

nt result

understanding the measurement result (3.5)

implements the metric.

Note 2 to entr
measured, at

Note 3 to ent
which can be

[SOURCE: IS

3.7

unit

real scalar d
kind can be

[SOURCE: IS

h given time(s) for a specific objective.

defined in terms of one or more underlying:(reusable) metrics.

4 Symbals and abbreviated terms

CSA Clo

ud ServVice Agreement

CSC Clo

ud. Service Customer

presses a qualitative or quantitative assessment of a cloud service characteristic (3.1)

D/IEC 19086-1:2016, 3.10, modified®- Notes to entry have been modified.]

D/IEC 80000-1:2009;, modified — NOTES 1 to 5 have not been included.]

y: Based on the definition of measurement in ISO/IEC/IEEE 15939:2017. Also used here todepcribe
ance of execution of these operations leading to the production of a measurement result instdnce.

measurement that defines the conditions and the rules for performing the measurément

y: The metric describes what the result of the measurementinéans, but not how the measurgment

y: A metric is to be applied in practice within a given_¢onitext that requires specific propertie§ to be

ry: The metrics model proposed in this document supports the definition of composite metrics,

uantity, defined and adepted by convention, with which any other quantity of the [same
fompared to express the-ratio of the second quantity to the first one as a number

CSM Cloud Service Metric

CSP Cloud Service Provider

PII Personally Identifiable Information

SLA Service Level Agreement

SLO Cloud Service Level Objective

SO Cloud Service Objective

SQO Cloud Service Qualitative Objective

© ISO/IEC 2018 - All rights reserved
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5 Conformance

A metric specification is in conformance with this document when the specification of the metric uses
the data-types and relationships described in Clause 8. If the XML namespace at http://standards.iso
.org/iso-iec/19086/-2/ed-1/en is used for an XML document representing a metric, that document shall

be va

lid per the schema in Annex D.

6 Metrics overview

6.1

General

This
metr
imple

6.2

Cloud
ofac
goals
the s
neces
comiy
whet

Typig

Hocument describes metrics, metrics usage, and defines a model for the consistent.sp
cs for cloud SLAs. The underlying model and template is important for those defining
menting measurement systems based on specific metrics.

Background

computing is an integral part of IT, yet it is still difficult to definethe properties and
oud service. A CSC purchases cloud services for one overarching réason - to achieve
To this end, itis important for a CSC to understand the propexties of a cloud service, tq
brvice capabilities for these properties, and to understand-ifit will meet the CSC’s r
sary to achieve the CSC’s organization goals. Likewise\it is important to a CSP t
hunicate the properties and performance of a cloud service so CSCs will be able t
her any given service meets their requirements.

al categories of cloud service characteristies ‘that the CSC might be interested

performance, availability, information securityjaccessibility, cloud service support, tej

servi
and B
1 and

The @
a) sel

b) ag

Ce, governance, service changes, service reliability, attestations/certifications, data 1
11 protection. A description of each alongwith associated SLOs/SQOs is included in I1S(
ISO/IEC 19086-4.

loud procurement process may be split into three basic aspects:
pcting a cloud service that meets the CSC’s requirements;

reement (CSA, which includes the cloud SLA) between the CSP and the CSC on the pr

performance of the cloud service;

C) op{
is opt¢

6.2.1

Currd

brational management, where the operation of the cloud service is monitored to ensur
brating withinthe constraints specified within the cloud SLA/CSA.

Choaesing a cloud service

ntly, CSPs create their own methods to define the representation of a cloud service cli

harafora influonecn tha yndarctanding Af +tha chavactarictis itenlf Thic ymaalrnc ~ana

beification of
metrics and

berformance
brganization
understand
equirements
o be able to
o determine

in include:
'mination of
nanagement,
/IEC 19086-

pperties and

e the service

aracteristic,

fi
and therefere—influence—theunderstandingof-thecharacteristicitself

TTITS—TITorISCo—COoTIT

paring cloud

service characteristics across CSPs (and sometimes within a CSP) difficult or impossible. The cloud
service characteristics are often described using ambiguous text descriptions and are not only
difficult to compare, but difficult to understand. This makes transferring a set of requirements into an
agreement between the CSC and CSP difficult; resulting in an agreement that might not meet the needs
of either party.

As described in ISO/IEC 19086-1, a commitment written into a cloud SLA takes the form of either an
SLO or an SQO. SLOs are quantitative commitments for representations of cloud service characteristics,
while SQOs are qualitative commitments for representations of cloud service characteristics.

© ISO/IEC 2018 - All rights reserved
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A text description of availability might look something like:

— Commitment

The cloud service will be available 99,9 % of the time in a given billing cycle. If we fail to meet this

commitment, you will be eligible to receive a credit to your account.

— Unavail

ability

Unavailability means: a) The cloud service provides no response, or b) the cloud service returns a
server error response to a valid user request during two or more consecutive one minute intervals,
or ¢) the cloud service fails to deliver an average download time for a reference document of one

second
exclude

This is a god
to be availal
this number
percentage i
calculate it d

Figure 1 -

Figure 1 shq
and commit

r less as measured by a third party. Unavailability due to scheduled maintenan
from these conditions and does not contribute towards unavailability calculations:

d example to consider since it is fundamental to all cloud services (CSCs watit the se
le for their use). Although a number (percentage) is given for availability itis ot clea

5 calculated from unavailability. Another provider could use the conceptof availabilit
ifferently, making comparison of an SO or measured service levels impossible.

\Y
Cloud Service Customer @quirements

(¢ 1)

~
intion: 9
Description: % of uptime » Descrlptl_on. % of _successful
; ) transactions relative to total
relative to total time transactions
Commitment > 99.99% Commitment > 99.99%
kSLO: Uptime A ) \SLO: Uptime B )

Commits to Commits to

characteristic
Cloud Service B

- Side by side.comparison of availability commitment from two different provid

characteristic C)‘
Cloud Service A

ws a«£SC comparing availability for two services. While the characteristic (availal
merit _level (99,99 %) seem identical; the text defining uptime for the two servi

Ice is

rvice
- how

is calculated. A definition of unavailability is provided, but it is not cleariow the availability

y and

ers

ility)
res is

fundamenta

ly.different. Cloud service A uses a time based description for availability while

cloud

service B uses a transaction based description for availability. The CSC is therefore unable to evaluate
how these two services differ.

6.2.2 Convertrequirements to agreement

Once a CSC has chosen a service that meets their requirements, the CSP will work with the CSC to come
to an agreement on what exactly will be provided and at what level. The requirements will be codified
into a set of SLOs and SQOs written in a cloud SLA. As with the service capability descriptions used
during the decision making process, the SLOs/SQOs are currently described using natural language
and take different forms depending on the CSP. This not only adds ambiguity to the process, it adds
additional time and complexity to the process as each SO must be thoroughly reviewed and assessed in

each case.
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6.2.3 Ensure the agreement is being met

Once an agreement is in place and the cloud service is provisioned for the CSC, the CSC users will start
using the service or services. During operation, both the CSP and the CSC will monitor the services
to ensure that it is operating as expected. The CSP will provide tools to measure the cloud service
characteristics of the service and/or provide the data to the CSC. The CSC will compare these service level
measurement results to the SO specified in the agreement. Due to the ambiguous and inconsistent nature
of how SLOs/SQOs and metrics are currently described, it is difficult for the CSC to have confidence that

these

6.3

measurement results are calculated in the same manner as defined in the cloud SLA.

Metrics

A me
abou
unit,
abou
and ¢

The
expre

ric, or standard of measurement, helps to clarify cloud service characteristics by proy

how a cloud service characteristic is measured. A metric provides a definitign)(e.g
rules, parameters) of the measurement of the characteristic, and therefore;)provide
the characteristic itself. It provides the necessary information for repedatability, rey
omparability of measurements and measurement results.

(7 wowsuremom
Measurement &

Result
provides

iS'an
éstimate of

describes

provides

Knowledge

Figure 2 — Measurement process

about

metric describes a cloud servicer;characteristic and the details (parameters,
ssions, additional details) necessary to use it. For example, an “availability” metri

the p

ractical aspects of how to perform the measurement necessary to calculate availak

Characteristi

measjure downtime, exclusion rules, etc. The measurement result is a value that results f

iding details

expression,
s knowledge
roducibility,

data, rules,
c will define
ility, how to
rom making

haracteristic
can be made
ht, combined

a measurement that follows a'given metric. The measurement result is an estimate of a c
that is being observed. As shown in Figure 2, metric defines the rules so a measurement
in a jepeatable, comparable manner. A measurement produces a measurement result th
with [the information(in* the metric, provides knowledge about the characteristic. Chpracteristics
of clqud services are_almost never exactly known. Instead, an approximation of the characteristic is
ated (based:oh‘one or more measurements) with some understanding of the uncertainty between
y tied to the

make repeatable and comparable measurements, it can be used not only for the measure
but in the conceptual understanding of a given characteristic.

ment process,

What level of detail is included in a metric is up to the stakeholders. A metric may be only the basic
equations needed to calculate a measurement result or it may include the detailed measurement
process itself.

6.4 Cloud service metrics (CSMs)
Example scenarios for cloud services include the application of an availability metric for a SLO

commitment of 99 % in a cloud SLA or the application of an accessibility metric for a service quality
objective of “high” in a decision process scenario. In this manner CSMs help CSPs communicate the

© ISO/IEC 2018 - All rights reserved
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properties of their cloud services, help CSCs and CSPs agree on what will be provided, and allow cloud
service features to be measured to ensure the agreement is met.

Cloud services can use metrics in many different ways. Metrics can be used at different layers of a
cloud service (e.g. hardware layers, logic layers, governance layers or service layers). They can also be
used at different stages of the cloud service life cycle (e.g. selection, procurement, operation, audit and
termination).

Although the metric model described in Clause 8 is designed for general use, in this document the focus
is on metrics used in cloud SLAs.

The definition and usage of appropriate metrics with their underlying measures are essential
components|of the cloud SLA and the SLOs/SQOs, which are constituents of the cloud SLA. Within a
cloud SLA, tlhe metrics are used to set the boundaries and margins of errors the provider of the.s¢rvice
commits to Heliver, and their limitations. Standardized metrics and metric templates fof |ctoud|SLAs
makes it eagier and quicker to develop cloud SLAs and the included SLOs/SQOs. Once the,cloud LA is
in place, metirics could be used at runtime to measure the services levels and determinéif the service is
meeting the commitments in the cloud SLA.

Metrics for dloud services have several uses for CSCs and CSPs including but net limited to:
— Metrics fan be used by CSPs to describe the performance of a cloud sexvice.

— Metrics fhelp CSCs to compare offerings from different CSPs (when/CSPs uses the same metrjics to
describg the performance of a cloud service).

— Metrics fan be used to describe SLOs and SQOs within a cloud SLA.

— Metrics can be used by CSCs to determine if the CSP is\meeting their commitments as descriljed in
the cloud SLA and to claim remedies if the commitments are not being met.

6.4.1 Major stakeholders

This subclaulse describes stakeholder types that’have an interest in cloud SLA metrics. Each stakeholder
type represdnts a different set of interests«and related concerns. Each stakeholder type uses metifics in
a different way to address those interests:

Attorney

Negotiates dgreements for clpud services between CSP and CSC. Uses this document as referen¢e for
specifying njetrics in cloud SLAS.

Auditors

Evaluate clojud seriiees for performance against a set of requirements and commitments. Use 1SO/
IEC 19086-7 based metrics to define and measure cloud service characteristics that relate tp the
ment

Certification authority

Develop certification criteria for cloud services. Use metrics based on this document to develop
repeatable certification processes. Use ISO/IEC 19086-2 based metrics to describe auditing results to
show compliance or non-compliance against the certification criteria.

CSC procurement

Works on the contract negotiation between the CSC and the CSP. Uses metrics based on this document
to help review the service capabilities and compare one service to another. It is worth noting that the
CSC procurement officers do not need a full understanding of the metric, rather an understanding of
the basic description and the identifier for the metric is all that is required.

6 © ISO/IEC 2018 - All rights reserved
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CSP operations

Monitors the covered services using metrics based on this document and ensures the service is
operating according to SLO or SQO commitments in the cloud SLA. Needs to know the metric used for a
given SO and needs monitoring to be done using the same metric.

CSP sales team

Assist CSC procurement experts in evaluating and acquiring cloud services. Use CSMs to help review
the service capabilities and compare one service to another.

CSP service risk manager

Ensure the CSP service will meet certification and auditing (both internal and external)¥pquirements
and ¢ther controls. Use metrics based on this document to measure and compabe cloud service
chargcteristics.

CSP qupport and care representative
Evalyate claims that a given SO has not been met.
Devellopment teams

Implgment measurement systems based on metrics to moniter \performance of the covered services
and determine if the commitments in the CSA are being met.

Service integrator

Combines services to create new services. Determide performance of hybrid service by combining
perfImance metrics based on this document fronrtwo or more services.
Thirg party monitors

Monitors the covered services using metrics based on this document. Needs to know the|metric used
for a given SLO or SQO and needs monitoring to be done using the same metric. Can be leveraged by the
CSP, ghe CSC or other entities to perfoym measurement of metrics based on this document.

6.4.2| CSM usage categories

This $ubclause describes general usage categories for metrics based on this document.

6.4.211 Describing ¢loud services

Metrijcs can bedsed by the CSP to describe the characteristics of a cloud service in a standprdized way.
By uging a standardized way (based on a metric) of representing the characteristics, CSCs fan compare
the characteristics of one service offering to another service offering.

CSPsishould use the standard description model provided in this document in aorder td specify the

metrics they offer in their cloud SLAs, abiding to the various necessary fields and the format of the
information within each field and associate these metrics to SLOs or SQOs.

6.4.2.2 Comparing cloud services

While metric descriptions for a similar cloud service characteristic may vary between CSPs, metrics
based on this document will help CSCs compare services from different CSPs. This document provides a
model for expressing metrics consistently that will enable CSCs to understand the service characteristics
for a given service and compare it to other services that use the same metrics to describe the service
characteristics. In the case where the metrics used are different, using a consistent model to define
metrics will help the CSC have a better understanding of how the defined characteristics differ.

© ISO/IEC 2018 - All rights reserved 7
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requirements

Cloud Service Customer

Commitment > 99.99% Commitment > 99.99%

SLO: Uptime_001 SLO: Uptime_001

Commits to

characteristic
Clouod Service D

~N

Commits to

characteristic

Cloud Service C

standdrdized

100%(1 -
downtime/totaltime)

ratio:percentage

\Metric: Uptime_001

J

Figure 3 — CSC compares two services‘using the same metric

Since a CSM|describes not only the requirements for @easuring a characteristic but it also desdribes

the charactd
compare ser
is shown in
services, buf
model to de
that best me

CSCs or thir]
use the star
rate them. C

ristic itself, as shown in Figure 3, CSC$\may use standardized metrics to understan

Lhe figure due to space constraints).As in Figure 1, Figure 3 shows a CSC comparin
in this case the CSC is able to compare the two services because they use a standar
scribe the same metric for uptime SLO and therefore, the CSC can determine the se
ets its requirements.

d parties (e.g. service brokers, consultants, service selectors on behalf of the CSCs]
dardized metric descriptions in order to compare different cloud SLAs and poten
pmparison between cloud SLAs could also be performed in an automated, tool-supp

H and

vice offerings for different cloud services (note that not all the information for the npetric

b two
dized
rvice

may
tially
prted

fashion.

The CSC can It the

chosen servi

even define their requirements using the same metrics making it more likely thg
ce will-fittheir requirements.

6.4.2.3 Understanding cloud service agreements (CSAs)

Once a CSC has chosen a cloud service based on analysing the service characteristics and their own
requirements, this information may be included in a cloud SLA for the service. A cloud SLA has SOs for
the characteristics of concern.

An SO provides a value understood to have a specific meaning, which relates a characteristic of a
service to a specific level that should be met by the provider of the service. A metric for a characteristic
provides a way of understanding what a given SO value means and gives guidance in how to make
the measurement. A metric does not prescribe a specific method for making a measurement; rather it
provides some rules on how to make the measurement.

By using SOs to describe the performance level for each characteristic based on metrics defined using
this document both the CSC and the CSP will have a clear understanding on the performance of the
cloud service and how to monitor the set of service properties.
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This document defines a model for specifying metrics in a consistent way that will help development
teams understand how to create tools for obtaining and interpreting measurement results based on
the metric.

Metric templates and machine-readable description instances are key for tool developers to provide
tools for automating some or all of the aforementioned processes (especially the cloud SLA instantiation,

cloud

SLA auditing and comparison usages).

CSCs (or thlrd partles such as cloud SLA audltors) may use metric descrlptlons to develop runtime

servigc
covelj

6.4.2
This

centrles develop monitoring tools necessary to measure a cloud service
measjurement results (which represent the service level) against the SO ¢

6.4.2

A me
meas|
(via

servif

the c

Q
5 Monitoring service performance q:l/

/
document provides a model for expressing metrics in a consistent v??)that help
a

itments mad

used in

can be compared

describes

are an estimate of

Clou ﬂrvice
Fige};b(ﬁ — Using metrics to verify the cloud SLA

6 Verifying t(_l)@%ud SLA

duces a measurement result - a value estimating the characterist
sed on the same metric that is used to describe the characteristic in tl
ded in the SLA) it is possible to compare the measurement result (repr
) to the SO commitment (shown in Figure 4). If the service level does not meet

asurement

monitor the

5 operations

cteristic and interpret

e in CSAs.

ic. Since the
e cloud SLA
esenting the
the SO, then
be sought as

) ment is not met and a remedy, as described in the cloud SLA or CSA, will likely

show

b 2o T2 ra O ol
T Te U C— o OCTOVY,

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=8a07661b92648c842dc504dde444bff4

ISO/IEC 19

086-2:2018(E)

SO

no Remedy

triggered

Commitment

Measurement
Result

yes

]

Figu

6.4.2.7 Clgsing the loop

Ultimately, g
business go3
standardize
obtain comp

7 Metric

7.1 Genel

The metric

stakeholders.

As identified
business mo
do apply maj}

Thus, each S
on the respe
the same de
be defined ¥
connectivity
capable of d

s
oty

not
triggered

"e 5 — Comparing a measurement result to a SLO to determine whether the
commitment was met

CSC wants the cloud service to meet its requirements d@nd therefore help to achiey
ls. By tying all phases of this procurement process together through the use of a

e the
et of

l metrics, it is easy for a CSC to verify the service s meeting those requirements and to

ensation in the case that it does not.

model overview

ral

model provides a basis for metrics expression and communication to the pot

| in ISO/IEC 19086-1, “the definition of SLOs and SQOs is intended to be technolog
el neutral, so not all of these SLOs or SQOs will apply to every cloud service, and thos
 be structured and applied in different ways to specific cloud services”.

D should be mapped to one (or more) specific metric description that is instantiated |
rtive CSP’s definition. Even for SOs with the same label (e.g. Availability), not all CSPs f
finition orldomputation formula. Furthermore, based on the service type, availability
vith relation to performance aspects (e.g. response time to a set of requests), net
aspects and/or with a given ratio of errors. As a conclusion, a defined metric shoy
pscribing the way this SO is calculated, e.g. how to calculate the downtime, what inte

bntial

y and
b that

based
pllow
' may
work
1d be
rvals

may be cons

dered as p]igih]p to be included what are the limits of the errars

A defined metric or formula based on this document should reference the SLO/SQO in ISO/IEC 19086-
1 or ISO/IEC 19086-4 it refers to where applicable. A complex SO may be described using more than
one metric.

Not all stakeholders need or want to access the same amount of information related to such metrics.
Some will only need to understand measurement results and trust that others chose correct metrics.
Some will need to understand how metrics are composed and specified to figure out which ones to
choose. Some will need a way to describe metrics to develop new metrics based on measurable cloud
service characteristics.

It is useful to note that although this metric model is designed to support cloud SLA metrics, it can be
used to define any metrics.
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7.2 Basic concepts

7.2.1 Introduction

A metric definition is supported by several attributes including several basic concepts. It needs
information to identify the metric and a basic description of the metric. It needs information about what
type of measurement scale is used (e.g. nominal, ordinal, interval, and ratio). It needs the expressions
used in calculating a measurement result along with the definition for the variables and constants used

in the expressions plus any rules or constraints that must be taken into account.

7.2.2

A clo
quan
for cl

Cloud service level objectives and cloud service gualitative objectives

1d SLA includes a collection of SLOs and SQOs for which the CSP makes a commjiting
fitative commitments for cloud service characteristics, while SQOs are qualitative c
bud service characteristics.

The metric model in this document can be used to describe metrics used ¢otdescribe ba

SQOs
exprq

SLO ¢

In the case of an SQO, however, there may be no expression or patdmeters as the
ssed as a set of rules describing a set of categories for the metric,

rxample — Availability (see C.1 for this metric in ISO/IEC 19086-2 form)

Commitment

The ¢
comn

Unav

Unav]|
serve
c) the
less 4
cond

loud service will be available 999 % of the time in a-given billing cycle. If we fail

nitment, you will be eligible to receive a credit to your account.
ailability

hilability means: a) The cloud service provides no response, or b) the cloud servi
r error response to a valid user request.during two or more consecutive one minute

s measured by a third party. Unavailability due to scheduled maintenance is exclude
tions and does not contribute towards unavailability calculations.

Definpitions

Sched
exced

SQO
Desc

This
and s

uled maintenance: mainteénance scheduled at least five business days in advance, and {
d one hour in any sevVen-day period.

bxample — Pll.consent (see C.2 for this metric in ISO/IEC 19086-2 form)
Fiption

5QO relates to a qualitative metric describing the type of consent obtained for coll
haring PII data. The type of consent can be ranked in levels according to its preferenc

nt. SLOs are
bmmitments

th SLOs and
SQO may be

to meet this

ce returns a
intervals, or

cloud service fails to deliver an average download time for a reference document of one second or

d from these

hat does not

bcting, using
e.

Formulation and output

Level 0 - No Consent: Consent is not obtained at or before collection of private data.

from failing to explicitly object. No opt-out or opt-in mechanisms are offered.

but no opt-in mechanisms are offered.

© ISO/IEC 2018 - All rights reserved

Level 1 - Implied Consent: The consent is inferred from the behaviour of the data subject, or even

Level 2 - Opt-out Consent: Data subjects can take measures to prevent the collection of private data,

Level 3 - Opt-in Consent: Data subjects explicitly grant permission for collecting or using private data.
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7.2.3 Metric data format

The model described in Clause 8 is the conceptual basis for specifying metrics in a way which is
reasonably consistent for all users, to reduce the ambiguity which can exist in metric definitions,
to facilitate comparability between metrics, and potentially to facilitate the automation of metric
specifications.

A detailed metric specification, i.e. the specification of a metric, could be expressed in XML, JSON or
other serialization formats, as shown in the examples in Annex B. Two approaches to specifying metrics
based on the model are described in Clause 8. These are:

8

8.1 Metric model development

The core gogdls considered when developing the pietric model include the following:

12

Table-b roach. ifying metri ing th napproachi ri in AnnexB.
The examples provided in Annex C demonstrate how this can be done. Composite metrics coyld be
specifiedl this way, although the resulting tables will likewise be complex. Collections of suppqrting
tables fgr underlying metrics and sub-expressions can be developed to facilitate the usé€ of the table-
proach.

ted approach. It should be possible to develop automated applications’which can beused
to generpte detailed metric specifications directly in XML or JSON based on reasonably simplg¢ user
interfaces and utilizing libraries of standard underlying metrics and sub=expressions. In thg case
of comnpon metrics, user input could be limited to specifying key parameters such as required
availability percentages. No examples are shown for this approach;'since they would be highly
dependgnt on how the applications would be written. As one of the benefits of cloud is the ability
to quicklly provision services, the process of choosing/agreeing/monitoring should be as quick as
possiblel Metrics based on a common and standardized model will assist in this goal.

Metricimodel

Consistgnt representation of information

Informalion related to metrics should be represented in a consistent, repeatable way in order to
efficientlly organize it, share it and use it.

Explicirelationships

Metrics ghould be represénted in such a way that the relationships among different metrics, if any,
are expljcit. This clarifiés the effects these concepts have on one another and their importancg.

Repositpry of definitions

There should-be a way to organize metrics so they are reusable, searchable and derivable.

Comparability

Metrics should contain enough information to allow users to efficiently compare them to find and
understand the similarities and differences.

Adaptability

The model should be sufficiently adaptable to allow for easy integration with other metric models.
These models could be complementary to the model (e.g. represent measurement methods and
process).

Composability

Metrics should allow metric definitions to be reusable. Thus one should be able to use one or more
metrics to build a composite metric. Metrics that are composed of underlying metrics build upon
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the information the underlying metric contains. This results in a metric that could be composed of
underlying metrics of different types (e.g. qualitative and quantitative). A key aspect of the metric
model is to allow metric definitions to be composed using other metric definitions. This is an effort
to limit the duplication of information without too much of an increase in complexity. The metric
model allows metrics of different kind - qualitative or quantitative - to be defined, which in turns
means that metrics of different types can potentially be combined with one another. This can affect
the measurement of a particular characteristic in several ways including uncertainty, precision,
accuracy etc.

8.1.1

Metric model specification

The 1
The 1

hetric model supporting [SO/IEC 19086-1 and ISO/IEC 19086-4 SLOs/SQ0s 1s shown 1h Figure 6.

hodel shown in Figure 7 represents concepts that are useful to describe and undérstgnd a metric.

The model uses UML class diagram notation. Classes (shown as rectangles) represent fthe types of

elemg
attac
betw

hed to an element. Relationships between classes are called associations)yand are s
ben rectangles. Associations with an empty diamond are aggregationSithat represent

of reysable elements. Arrows at the end of associations show the direction of the associati

Metr

8.1.2

This

and 3
and Y
impli

NOTE
XML §

c to Rules). The label next to the association represents a particular role for the class,

Use of UML class diagrams and textual descriptions

locument uses both text and UML class diagrams to describe the metric model. Both ar
re intended to be complementary. However, if a conflict exists between what is spec
vhat is specified in text, the text takes precedence. All associations shown in the d
ed as having multiplicity which are defined inthe tables.

ents that may be found in an instance of a metric. Classes contain attributes'that define the data

whn as lines
composition
on (e.g. from

e normative,
ified in UML
iagrams are

pnform to the

The REGEX expression “*a-zA-Z_][\w.-]#$" can be used to constrain ID values so they ¢
chema defined in Annex D.
Metric
Rule id Parameter
- description -
| i source parameter id o
description seaElk «<>—————— description
ruleStatement nale category parameterStatement
ruleLanguage note unit
note | note
i underlyingMetric
expression underlyingExpression
Expression
id
description

8.1.3

expressionStatement
expressionLanguage
unit

note

Figure 6 — UML representation of the metric model

Metric model description

The metric element contains the basic information related to the metric. This information provides
context for the metric. A metric element may be composed of underlying metric elements that are

writt

en in the same form as the metric element.

© ISO/IEC 2018 - All rights reserved

13


https://iecnorm.com/api/?name=8a07661b92648c842dc504dde444bff4

ISO/IEC 19086-2:2018(E)

The expression element contains the equations or textual description (e.g. expressed in natural language)
needed to quantitatively or qualitatively calculate a measurement result based upon the metric.

Parameter elements contain values used in the expression. A parameter is evaluated before a
measurement process and stays constant during the measurement process but can change between
two measurements.

Rule elements provide constraints necessary for understanding of the characteristic and to ensure
repeatability of measurements made using the metric.

The model shows composition relationships and is not explicit about the relationship between
expression, rules, parameters, and underlying metrics. These are expressed through the rule,
parameter, qr expressions themselves. For instance, expressions can reference expression id
ids, and parpmeter ids. Therefore within the context of an expression, each id shall be uniquie.
associations|shown in the diagrams are implied as having multiplicity which are defined i tal

8.1.4 Extdnding the metric Q(b%

The model dan be extended as needed to support additional business I‘eqUIFGN%)tS Extensibility is
supported in] order to enhance the flexibility of the metric model, its descrip ab111ty across different
use cases ag well as to minimize the need for changes and updates in t %aam standard in order to
address newjadvancements in CSMs.

Extensibility refers specifically to either the creation of new elements4 \%e metric model or the extension
of existing elements with new fields (a combination of both is & owed) This is necessary in prder
to have a bajse model that covers most generic cases but is a@ o adapt to different types of metrics
and give spdcific descriptions of features per case. The bas model could not cater to all potgntial
categories afd types of metrics with the same set of gener\1§\\£1elds Examples are provided in C.3.

. . %,
8.1.5 Metric model details \\'Q

Each class frpm the model is described in detail i ﬁle following tables. These tables form the normative
description ¢f the model and provide more detail than shown in Figure 6.

This documgnt uses both text and UML ¢ \'diagrams to describe the metric model. Both are normgtive,
and are intepded to be complemen x@g\ owever, if a conflict exists between what is specified inf UML
and what is gpecified in text, the te kes precedence.

O® Table 1 — Metric details

id string a unique identifier for the metric within a
context

description string 0..* a description of the metric that may be pro-
vided for multiple languages

source string 1 the individual or organization who created
the metric

scale enumeratedList 1 classification of the type of measurement

result when using the metric. The value of
scale shall be “nominal, ordinal, interval, or
ratio”. SLOs shall use either the “interval” or
“ratio” scale. SQOs shall use the “nominal” or
“ordinal” scales.
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Metric

string

Information about the metric

additional information about the metric and
how to use it

category

string

0.1

a grouping of metrics with similar expres-

sions, rules, and parameters

expr

pssion

Expression

0.1

The expression of the calcu@h of the
v

metric. An SLO metric sh
sion while an SQO ma ayn

an expression (e.g. s e ified usi
language). It shal ritten us
propriate id to sent an ung

ric, parametg@r rule.

Express'@ can reference othe
i etric ids, and paramg
e within the context of

be unique.

ssion, Ids used within thaft expression

b an expres-
ot have

ng natural
ng the ap-
erlyingMet-

I expres-
ter ids.
a specific

para

meter

Parameter

A parameter is used to define a
(at runtime) needed in a metric
or rule. A parameter’s value is d
before the metric is used inam
A parameter may be used by md
one metric if it is defined using

within the set of metrics it is us

constant
expression
etermined
basurement.
re than

h unique id
pd in.

rule

Rule

Arule is used to constrain a me
cate possible method(s) for mea

Rules can reference other expre
ids and parameter ids. Therefor
context of a specific rule, Ids us
that rule shall be unique.

tric and indi-
surement.

ssion id, rule
e within the
bd within

unde|

IlyingMetric

QF

2N

tric
J*

A metric element that is used w
expression to define a variable.
sion shall use the underlyingMe
reference the underlyingMetric
expression.

thin an
The expres-
tric id to
within the

unde|

rlying ssion

,O

Expression

A supporting expression that is
an expression, parameter, or ru

used within
e.

NS
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id

Table 2 — Expression details

Expression

string

The expression of the calculation of the metric and supporting information

a unique identifier (within the context of the
metric) for the expression

description

string

a description of the expression

eXpI‘eSSiOIlSLaLr:lucut

ST

LIIC CApPI CbbiUll SLALCIIICIIU W1 iLLCll ubius Lhe
ids to represent underlyingMetrics, ,@Lm-

eters, and rules

Expressions can reference ot press on
ids, metricids, and paramet s. Therefore
within the context ofas c expressmn, Ids

used within that expr shall be unique.

expressionLd

nguage

string

the language useng ?kpress the metrid (i.e.
[SO 80000)

note

string

0.*

additional lpfé?rnatlon about the expregsion

unit

string

0.1

required when
scale is ratio or
interval

real scalag_:guantlty, defined and adopted by
conven with which any other quantjity
of the same kind can be compared to express

% tio of the two quantities as a number
D

N\
Table 3 — Parame@details

Qs

Parameter

<

A parameter is used to de
rule. A parameter may b
id within the set of m

ei'g&\a constant (at runtime) needed in a metric expression or
ed by more than one metric if it is defined using a unjque
ics itis used in.

id string W\ ° the unique identifier of the parameter
description strir}go\ WX a description of the parameter
parameterSthtement gt&ﬁg) the statement or value of the parameter
unit 4 ‘mg the unit of the parameter
note &) ‘string X additional information about the paramgter
N

NS
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Table 4 — Rule details

Rule

A rule is used to constrain a metric and indicate possible method(s) for measurement.
For instance an “AvailabilityDuringBusinessHour” metric could be defined with a scope
that constrains some piece of a generic “availability” metric element that limits the
measurement period to defined business hours. A rule describes constraints on the
metric expression. A constraint can be expressed in many different formats (e.g. plain
English, ISO 80000, SBVR).

id string the unique identifier for the rule

desctiption string 0.* a description of the rule qp

rulejtatement string 1 a constraint on the me;c.ria/

rulelfanguage string 1 the language used t ress the ryle in the
ruleStatement

note string 0.* additional infprr’h.t’ion about the ryle

© ISO/IEC 2018 - All rights reserved 17


https://iecnorm.com/api/?name=8a07661b92648c842dc504dde444bff4

ISO/IEC 19086-2:2018(E)

Annex A
(informative)

SO and SO evaluation

A.1 Model specification

The model {
Figure A.1.7]

A.2 Mode

Each class is

upporting ISO/IEC 19086-1 and ISO/IEC 19086-4 SOs and SO evaluations is

sﬁbxlvn in

he full metric model is described in Clause 8. (19
SO SOEvaluation fl/
id so id _ ng
name ————< comparisonResult QQ
soConditionStatement note N
note C)
Z
T M
metric - measurementResult
Metric Measuremgnt@\:.ult
id d ((
description . ! Q
source metric ) \{alueQ
scale . \t int
category ainty
‘note @ °
&
Figure A.1 — S%@§50 Evaluation model
xO
. N~
1 details O‘\Q
described in detail@\’che following tables.
QO Table A.1 — SO details
SO
The SO associated with a specific metric

id string 1 the unique identifier for the SO

name string 0.1 The name of the SO as described in SO/
IEC 19086-1

soConditionStatement string 1 The condition statement that expresses
the commitment for that SO using the
associated metric

note string 0.* additional information about the SO

metric Metric 1 the metric associated with the SO. The
metric used in the SO

18 © ISO/IEC 2018 - All rights reserved
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MeasurementResult

A measurement result of a cloud service characteristic based on a metric

id string 1 the unique identifier for the measure-
mentResult
value string 1 the value for the measurementResult
unceytaity string T TStatemrentdescr i'uiug thre uncertainty
of the measurementR based on
the specific measurement process used
time string 1 the date and tin*ﬁ}h'é meagurement
took place (b/
note string 0.1 additionaldnféormation abgut the meas-
urementResult
.
metrfc Metric 1 The metric used to generafe measure-
esultValue and meajurementRe-
ncertainty. It should point to the
OS ame SO metric
\J

Table A.3 — SO Evalu%i@ss details

SOEvaluation

Q\)

and the measure
same metric

The evaluation of an

o

Y
against a measurement result when bo
result (quantitative or qualitative) are bg

h the SO
sed on the

id the unique identifier forthe SO
o evaluation
comparisonResult C‘{\)‘aolean 1 the result of the comparjson of the
. measurementResult to the SO com-
A@ mitment
note C}) string 0.1 additional information apout the SO
N evaluation
so <3~V SO 1 the SO associated with the SO evalua-
O tion. The SO evaluated against
meadure esult MeasurementResult |1 the measurementResultfassociated
R with the SO evaluation.
\V
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Annex B
(informative)

Metric — Table form

B.1 General

While the mpdel described in A.1 is useful for understanding the types information and relationships
within a metfJric, it is difficult to use without a format for displaying the data. One way to formiat the data
is using a sef of tables that can be put into a document or stored in a relational database~This tenjplate
(expressed ysing three tables) is based on the UML class diagram found in Figure 6 of 871. To uge the
template a rpetric table is first created, along with an expression table and any r{itfe"and parammeter
tables necespary. The template described provides the format necessary for creating a metric that can

be used for describing an SO value. The details of each attribute are described,above in the tables
in 8.1.5. If a locument-based format is used for a metric, these tables should/be-used.

For instancqs where the attribute/relationship cardinality is >1, the multiple attribute/relatio
values occur]in adjacent rows with the same name in the first columns

B.1.1 Metric in table form

The metric fable contains the basic details of the metric.in€luding the description, unique refe
id and the @inits of the metric. There are pointers to tables containing the expression (requ
parameters [optional), rules (optional), and any underlying metrics (optional). Optional rows m|
left out of th¢ instantiated tables.

The expresgion table contains the expression¢(gquation or text) for quantitatively or qualita

found

nship

rence
ired),
Ay be

tively

calculating the measurement described by the metric. The expression language and a note aboiit the

expression dre also provided in this table.

The parameter table contains a parameter statement, unit and note that is used in the expression.
may be zerofto many parameters associated with an expression or rule.

The rule tablle contains a rule-ot constraint to which a measurement conforms. There may be z4
many rules 4ssociated withaa given metric.

B.2 Metric table

[here

ro to

Metric (id)

description

source

scale

note

category

expressionStatement

parameter

rule

underlyingMetric

underlyingExpression
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B.2.1 Expression table

Expression (id)

description

expressionStatement

expressionLanguage

unit

note

B.2.2—Ruletable

T Tt

Rule (id) Q°

description

rule$tatement

ruleLanguage

note

B.2.3 Parameter table

Parameter (id) g‘\vJ

description

parameterStatement

unit

note

B.3 |SO table form

The fpllowing table provides the information necessary to describe an SO.

O SO (id)
name
soConditionStatement
note
metiyjic

B.4 |SO evaluation table

The fpHowing table provides the information necessary to evaluate an SO against a measurement result
when both the SU and the measurement result (quantitative or qualitative] are based on the same metric.

SOEvaluation (id)

comparisonResult (true/false)
note

SO

measurementResult
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B.5 Measurement result table

MeasurementResult (id)

value

uncertainty

time

note

metric

22
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CSM examples

Cloud service availability example: SLO using tables and XML

-2:2018(E)

The IIollowing is an example of a metric for measuring cloud service availability (an S

[EC 1
currg

Example availability SLO

(

—

Q0O O U»n — e~

o . n -

Anal

The §
time

ntly described.

ommitment

he cloud service will be available 99,95 % of the time in a givenbilling cycle. If we fail
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This gives enough information to build a metric for availability. In the following subclauses the metric
is described using the metric template tables from Annex 0 and using XML based on the XML schema

from

Annex A.

C.1.1 Cloud service availability SLO example

SO (S0_001)
name Cloud service availability
soConditionStatement >99,95 %
metric M_AVL_002
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C.1.2 Description of availability example using tables

A cloud SLO consists of a description of the characteristic being committed to, the value for the SLO
(the value the service provider has committed to), and a metric used to understand the meaning of that
value. The metric is also used to make measurements of the characteristic.

Metric (M_AVL_002)
description CloudServiceAvailability
source example
scale RATIO
note Based on real world example
expressionStatement E_001
parameter P_001
underlyingMetric M_TQD_001
Expression (E_001) /,C)
expré¢ssionStatement 100 x (P_001 - M_TQD_001)/P_001
expré¢ssionLanguage [ISO 80000
unit percentage
Parameter (P. _‘QQ‘) )
parameterStatement 2,592 x 1076
unit second
note Parameterrepresents a 30 day billing cycle in seconds
O Metric (M_TQD_001)
description TotalQualifiedDownTime
source example
scale RATIO
underlyingNletric M_QDT_001
expression E_001
A\ Expression{E-001)
expressionStatement X(M_QDT_001)
expressionLanguage ISO 80000
unit second
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Metric (M_QDT_001)
description QualifiedDownTime
source example
scale RATIO
rule R_001,R_002,R_003
expression E_001
Expression (E_Q001)
expressionStatement A(t)
expressionLanguage ISO 80000
unit second
Rule (R_001)
ruleStatement the time duration starts wheh.itis observed that the cloud|ser-
vice is unavailable and ends'when the cloud service is obsefved
to be not unavailable acdording to rule R_002, R_003, R_00¢
ruleLanguage English
Rirle (R_002)
ruleStatement the cloud service provides no response
ruleLanguage English
Rule (R_003)
ruleStatement the cloud service returns a server error response to a valid
user request during two or more consecutive one minute
intervals
ruleLafguage English
Rule (R_004)
ruleStatement the cloud service fails to deliver an average download time fou
areference document of one second or less. Unavailability due
to scheduled maintenance is excluded from these conditions
and does not contribute towards unavailability calculations
ruleLanguage English

C.1.3 SLO metric availability example expressed in XML

The following code represents the availability example described in C.1.1 using XML notation instead of
tables to represent the metric.

<?xml version="1.0" encoding="UTF-8"?>
<Metrics xmlns="http://standards.iso.org/iso-iec/19086/-2/ed-1/en"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<Metric description="CloudServiceAvailability" source="example" id="M AVL 002"
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scale="RATI
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o">

<Parameter id="P 001" parameterStatement="2.592 x1076" unit="second"
note="Parameter represents a 30 day billing cycle in seconds"/>
<Expression id = "E 001" expressionStatement=" 100 x (P _001- M _TQD 001)/P 001"
expressionLanguage="IS080000" unit="percentage"/>

<UnderlyingMetricRef refid="M TQD 001"/>
</Metric>
<Metric description="TotalQualifiedDowntime" source="example" id="M TQD 001"
scale="RATIO" >
<Expression id="E 001" expressionStatement="&#x3A3; (M QDT 001)"
expressionLanguage="IS080000" unit="second"/>
<UnderlyingMetricRef refid="M QDT 001"/>
</Metric>
<Metric_description="QualifiedDownTime" source="example" id="M QDT 001" scale="RATIO" >
<Rule id="R 001" ruleLanguage="English" xml:lang="en"
ruleStatement="The time duration starts when it is observed that the clou
service is Jjunavailable and ends when the cloud service is observed to be not unaailalble
according tjo rule R 002, R 003, R _004"/>
<Ryle id="R 002" rulelLanguage="English" xml:lang="en" ruleStatement="Thé clou
service prgvides no response"/>
<Ryle id="R 003" ruleLanguage="English" xml:lang="en"
ruleStatement="the cloud service returns a server error regponse to a valild

user reques
<Ru|

a referenced
is excluded
calculation

t during two or more consecutive one minute intervals"/>

le id="R 004" ruleLanguage="English" xml:lang="en"

ruleStatement="the cloud service fails to deliver an aVetage download timg
document of one second or less. Unavailability due go\\scheduled maintenan
from these conditions and does not contribute towdrkds unavailability
s."/>

<Expression id="E 001" expressionStatement="&#x394;(t)"

expressionl
</Metri
</Metrics>

C.1.4 SLO

Once a CSA
accounts for
are simulate
seconds the

For the

So theu

The Met

M_AVL_

anguage="I1S080000" unit="second"/>
Cc>
evaluation of availability example

the CSC, the CSC users may begin tous€ the service. For the example above the follg

Hualified downtime is 7 200 sec.
nderlying metric, M_QDT_001=[4 000s, 3 200 s] (there were two qualified downtime e¥
hderlying metric is calculated to be M_TQD_001=7 200 s

For the parameter P_001 =2;592 x 10”6 (the billing period)

ric expression is-M_AVL_002 = 100*(P_001 - M_TQD_001)/P_001

So for measurementresult M_AVL_002 = 100*(2,592 x 10"6 - 7200)/2,592 x 106

P02 =99,722 %

One way in

which cloud SLA metrics will be used is in the evaluation of an SLO written into a

for

has been reached between the CSC and the CSP and the CSP has set up the appropriate

wing

d results. Assume the qualified downtime for a billing period was 2 h. Converting holirs to

rents)

cloud

SLA. Figure 4 shows how the measurement result for M_AVL_002 is linked to the SLO value through a
metric. Since both the measurement result and the SLO value are based on the same metric the values
can be compared to determine if the SLO was met. Using the example above the example SO evaluation

would be:
MeasurementResult (MR_001)
value 99,722
uncertainty Not stated
time May 23rd, 2016 9:00pm edt
metric M_AVL_002
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SOEvaluation (SOE_001)

comparisonResult (true/false) FALSE
SO SO_001
measurementResult MR_001

In the above example (SOE_001), the commitment was not met during this billing period.

C.2

PII consent SQO example
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C.2.1

pbllowing is an example of a qualitative privacy metric describing the type of cohsent

ype of PII consent can be ranked in levels according to its preference.

SP fails to meet this commitment, then the CSC will be eligible\toreceive a credit to hi

ysis of SQO text

Fom failing to explicitly object. No opt-0iit or opt-in mechanisms are offered.

ple SQO
ting, using and sharing PII data (based on ISO/IEC ISO/IEC 19086-4, NISF;800-53v4

mitment - The CSC (i.e. data subject) must provide unambiguous consent to the CSP f
ng his PII data. Such consent is to be expressed by a statement-or.by a clear affirmat

nt based on any of the following levels:
evel 0 - No Consent: Consent is not obtained ator before collection of PII data.

evel 1 - Implied Consent: The consent is ififerred from the behaviour of the data suh

evel 2 - Opt-out Consent: Data subjécts can take measures for prevent the collecti
ata, but no opt-in mechanisms are offered

evel 3 - Opt-in Consent: Data'subjects explicitly grant permission for collecting or using

bives enough information'to build a metric for PII Consent. In the following subclause
 is described using'thé metric template tables from Annex 0 and using XML based
ha from Annex Af

PII consent SQO example

obtained for
, and GAPP).

or collecting
ive action. If
s account.”

rovide their

ject, or even
n of private
private data.

s the metric
on the XML

SO (S0_002)

nam

PII Consent

h

soCondifionStatement

True if “3”

metric

M_TPC_001

C.2.2 PII consent SQO metric example expressed in tables

A cloud SQO consists of a description of the characteristic being committed to, the qualitative value
for the SQO (the value the service provider has committed to), and a metric used to understand the
meaning of that value. The metric is also used to make measurements of the characteristic.

Metric (M_TPC_001)
description TypePlIConsent
source example
scale ORDINAL
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Metric (M_TPC_001)
note The type of consent obtained for collecting, using and shar-
ing private data is ranked in levels.
expression E_001
underlyingMetric M_TCL_001, M_TCL_002, M_TCL_003, M_TCL_004
Expression (E_001)
expressionStatement the value of either M_TCL_001, M_TCL_002, M_
I'CL_005, or M_TCL_004, depending on the fulfilment
of their respective rules
expressionLanguage ENGLISH
Metric (M_TCL_001) O~

descrjption

TypePIIConsent_Level0

sourcp Example source
scale ORDINAL
rule R_001
expression E_001
Expression (EMl)
expressionStatement 0
expressionLanguage ISO 80000

Rule (R_001)

ruleStatement No Consent: Consent is not obtained at or before collec-
tion of private data
ruleLanguage English

O°

Metric (M_TCL_002)

descrjption TypePlIConsent_Levell
sourcp example
scale ORDINAL
rule R_002
expression E_001

Expression (E_001)
expressionStatement 1
expressionLanguage [SO 80000

28
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Rule (R_002)
ruleStatement Implied Consent: The consent is inferred from the behaviour
of the data subject, or even from failing to explicitly object. No
opt-out or opt-in mechanisms are offered
ruleLanguage English
Metric (M_TCL_003)
description TypePIIConsent_Level2
source example
scale ORDINAL
rule R_003
expression E_003
Expression (E_003) ‘O\\
expressionStatement 2
expressionLanguage ISO 80000
Ruley(R_003)
ruleStatement Opt-out.Consent: Data subjects can take measures for prevent
the collection of private data, but no opt-in mechanisms gre
offered.
ruleLanguage English
O Metric (M_TCL_004)
description TypePlIConsent_Level3
sourfe example
scale ORDINAL
rule R_004
expression E_004
Expression (E_004)
expressionStatement 3
expressionLanguage ISO 80000
Rule (R_004)
ruleStatement Opt-in Consent: Data subjects explicitly grant permission for
collecting or using private data
ruleLanguage English

© ISO/IEC 2018 - All rights reserved
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C.2.3 PII consent SQO metric example expressed in XML

The following code represents the PII Consent example described using XML notation instead of tables

to represent

<?xml versi

the metric.

on="1.0" encoding="UTF-8"?>

<Metrics xmlns="http://standards.iso.org/iso-iec/19086/-2/ed-1/en">

<Metric
note="The t
ranked in 1
<Ex

M TCL 001,
respective

id="M TPC 001" description="TypeOfPIIConsent"
ype of consent obtained for collecting, using and sharing private data is
evels">
pression expressionStatement="M TPC 001 is equal to the value of either
M TCL 002, M TCL 003, or M TCL 004, depending on the fulfillment of their
rules" expressionlLanguage="English"/>

<Un

<Un

<Un|

<Un

</Metri]
<Metrid
scale="ORD]]
<Ex

<RU

private dat
</Metri
<Metrid
scale="ORD]]
<Ex

<Ru|

of the datg
mechanisms
</Metri
<Metrid
scale="ORD]
<Ex

<Ru|

the collect]
</Metrij
<Metrid
scale="ORD]

<Ex¥pression id="E 004" expressionStatement="3" expressionLanguage="IS080000"/

<Rl

derlyingMetricRef refid="M TCL 001"/>
derlyingMetricRef refid="M TCL 002"/>
derlyingMetricRef refid="M TCL 003"/>
derlyingMetricRef refid="M TCL 004"/>
c>
id="M TCL 001" description="TypeOfPIIConsent Level(0" source="example"
[NAL">

pression id="E TCL 001" expressionStatement="0" expressionLafiglrage="IS0800
le id="R 001" ruleLanguage="English" xml:lang="en"

ruleStatement="No Consent: Consent is not obtained at ox before collectiof
a"/>

c>

id="M TCL 002" description="TypeOfPIIConsent Levelisource="example"
INAL"™>

pression id="E TCL 002" expressionStatement="1" .expressionLanguage="1S0800
le id="R 002" ruleLanguage="English" xml:lang#!en"

ruleStatement="Implied Consent: The consengf™Ns infered from the behaviour

subject, or even from failing to explicitlyVYobject. No opt-out or opt-in
are offered"/>
c>

id="M TCL 003" description="TypeOfPLIConsent Level2" source="example"
INAL">

pression id="E 003" expression="2! ‘expressionLanguage="IS080000"/>

le id="R 003" ruleLanguage="English" xml:lang="en"
ruleStatement="0Opt-out Consent:” Data subjects can take measures for prevej
ion of private data, but no,opt-in mechanisms are offered."/>

c>

id="M TCL 004" descriptdon="TypeOfPIIConsent Level3" source="example"
[NAL" >

le id="R 004" rulelanguage="English" xml:lang="en"
ruleStatement="@pt-in Consent: Data subjects explicitly grant permission f{

source="example" scale="ORDINAL"

O"/>

of

O"/>

or

collecting lor using private )data"/>
</Metrifc>

</Metrics>

C.2.4 Measurement Result table for PII consent example
y; C)\ MeasurementResult (MR_002)

value 3

uncertainty Third Party Audit-based

time May 25th, 2016 9:00pm edt

metric M_TPC_001
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