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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document provides an overview, foundational concepts, and definitions for the cloud SLA
framework. ISO/IEC 19086 builds on the cloud computing concepts defined in ISO/IEC 17788 and
ISO/IEC 17789. This document establishes a common framework for helping organizations to
understand the purpose of all the parts of ISO/IEC 19086 and the relationships between those parts.
It also identifies other documents that have relationships with ISO/IEC 19086 and which are useful in
understanding cloud SLAs.

This document can be used by any organization or individual involved in the creation, modification

or understanding of a cloud service level agreement which conforms to IQ(\I/IPF 19086 _The clou

SLA

should accou
understandi
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hg between cloud service providers and cloud service customers.

, it defines the following fundamental concepts of the cloud SLA framework:

rvice Agreement (CSA)

rvice Level Agreement (SLA)

rvice Level Objectives (SLO)

rvice Qualitative Objectives (SQO)

nt also describes the content areas and components.that consist of a list of SLOs and
19086-2 provides the metrics model to be used for'ereating metrics used in SLOs and

19086-3 provides the core conformance requirements derived from the SLOs and
n this document.
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Information technology — Cloud computing — Service
level agreement (SLA) framework —

Part 1:
Overview and concepts

1 3

This
defin

This

a) an overview of cloud SLAs,

b) i
c d
d) t

This

The 4
and @
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contn
to as

This
of cla
to all

providers in tailoring thetircloud SLAs to the particular characteristics of the offered cloud

This

cope

document seeks to establish a set of common cloud SLA building bloeks"(cond
jtions, contexts) that can be used to create cloud Service Level Agreements(SLAs).

Hocument specifies

oncepts that can be used to build cloud SLAs, and

erms commonly used in cloud SLAs.

im is to avoid confusion and facilitate a comthon understanding between cloud servi

act terms with the same cloud serviee provider for the same cloud service. This do

cloud services or all cloud service providers. This approach provides flexibility for ¢

locument doesnot supersede any legal requirement.

ormative references

epts, terms,

lentification of the relationship between the cloud service agreement and the cloud SLA,

Hocument is for the benefit and use of both cloud service providers and cloud servicg customers.

ce providers

loud service customers. Cloud service agreements and their associated cloud SLAs vpry between
service providers, and in some casesdifferent cloud service customers can negotipte different
rument aims
sist cloud service customers whefi’they compare cloud services from different cloud service
providers.

Hocument does not providea'standard structure that can be used for a cloud SLA or ajstandard set
ud service level objectives*(SLOs) and cloud service qualitative objectives (SQOs) that will apply

loud service
services.

heir content
applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 17788:2014, Information technology — Cloud computing — Overview and vocabulary

1S0/1

EC 17789, Information technology — Cloud computing — Reference architecture

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17788 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2016 - All rights reserved


http://www.electropedia.org/
https://iecnorm.com/api/?name=aaa2aed8ebba058029e3a319a374a1e2

ISO/IEC 19

3.1

086-1:2016(E)

ISO Online browsing platform: available at http://www.iso.org/obp

accessibility
usability of a product, service, environment or facility by people within the widest range of capabilities

Note 1 to entry: The concept of accessibility addresses the full range of user capabilities and is not limited to
users who are formally recognized as having disability.

Note 2 to entry: The usability-oriented concept of accessibility aims to achieve levels of effectiveness, efficiency
and satisfaction that are as high as possible considering the specified context of use, while paying attention to

the full range

of capabilities within the user population.

Note 3 to ent

y: It is important in the context of ISO/IEC 19086 to distinguish between the specialized g

of “accessibility” as defined here and the term “accessible” which is used with its dictionary meaning of “3

be reached or
[SOURCE: IS

3.2

business co
capability of
levels follow]

[SOURCE: IS

3.3

cloud servic
documented
the covered

Note 1 to entr

34

cloud servig
cloud SLA
part of the d
service qual

3.5

cloud servic
SLO
commitment
where the v

Note 1 to enty

entered.”

D 9241-171:2008, 3.2]

ntinuity
the organization to continue delivery of products or services at acceptable preds
ing disruptive incident

D/IEC 22301:2012, 3.3]

e agreement
agreement between the cloud service provider<and cloud service customer that go
service(s)

e level agreement

loud service agreement (3.3)-that includes cloud service level objectives (3.5) and
tative objectives (3.6) forthe covered cloud service(s)

e level objective

a cloud seryice provider makes for a specific, quantitative characteristic of a cloud se
lue follows'the interval scale (3.9) or ratio scale (3.17)

y: An.SEO® commitment may be expressed as a range.

3.6

aning
ble to

fined

verns

y: A cloud service agreement can consist of\On€ or more parts recorded in one or more docunpents.

cloud

rvice,

cloud service qualitative objective

SQO

commitment a cloud service provider makes for a specific, qualitative characteristic of a cloud service,
where the value follows the nominal scale (3.11) or ordinal scale (3.12)

Note 1 to entry: A cloud service qualitative objective may be expressed as an enumerated list.

Note 2 to entry: Qualitative characteristics typically require human interpretation.

Note 3 to entry: The ordinal scale allows for existence/non-existence.

© ISO/IEC 2016 - All rights re
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disaster recovery
ability of the ICT elements of an organization to support its critical business functions to an acceptable
level within a predetermined period of time following a disaster

[SOURCE: ISO/IEC 27031:2011, 3.7]

3.8

failure notification policy
policy specifying the processes by which the cloud service customer and cloud service partner can
notify the cloud service provider of a service outage and by which the cloud service provider can notify

the c

ud-service customer and cloud service nartnerthat a service outage has occurred
3¢ =]

-1:2016(E)

Note

notifi
noticg
updat

39
inter]
conti

[SOU

3.10
metr]

stand
and fi

Note

Note

| to entry: The policy may also include the process for providing updates on service outages
Cations and updates, the maximum time between the detection of a service outage and the|
of service outage, the maximum time interval between service outage updates dnd how s
es are described.

val scale
huous scale or discrete scale with equal sized scale values and an‘arbitrary zero

RCE: 1SO 3534-2:2006, 1.1.8]

ic
br understanding the results of a measurement

| to entry: A metric implements a particular abstract metric concept.

P to entry: A metric is to be applied in practice within a given context that requires specific pr

measfired, at a given time(s) for a specific goal.

3.11
nomi
scale

[SOU
3.12

nal scale
with unordered labelled catégories or ordered by convention

RCE: 1SO 3534-2:2006, 1:1.6]

ordinal scale

scale
[SOU
3.13

with ordered\labelled categories

RCE: IS0 3534-2:2006, 1.1.7]

who receives
issuance of a
ervice outage

ard of measurement that defines the conditions@nd the rules for performing the measurement

operties to be

personally identifiable information

PII

any information that (a) can be used to identify the PII principal to whom such information relates, or

(b) is

or might be directly or indirectly linked to a PII principal

Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that
natural person.

[SOURCE: ISO/IEC 29100:2011, 2.9]
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3.14

PII controller

privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (PII) other than natural persons who use data for personal purposes

[SOURCE: ISO/IEC 29100:2011, 2.10]

3.15
PII principal
natural person to whom the personally identifiable information (PII) relates

[SOURCE: ISO/IEC 29100:2011, 2.11]

3.16
PII processor
privacy staleholder that processes personally identifiable information (PII) on behalf of apd in
accordance yvith the instructions of a PII controller

[SOURCE: ISD/IEC 29100:2011, 2.12]

3.17
ratio scale
continuous dcale with equal sized scale values and an absolute or naturdl zéro point

[SOURCE: ISD 3534-2:2006, 1.1.9]

3.18

remedy
compensatidn available to the cloud service customer in'the event the cloud service provider fdils to
meet a specified cloud service level objective (3.5)

Note 1 to entfy: This definition of the term in English is'hased on the “legal reparation” meaning defined in The
Shorter Oxforld English Dictionary.

3.19
resilience
ability of a cloud service to recover operational condition quickly after a fault occurs

4 Symbals and abbreviated terms

BLOB Binary Large Object

CSA Cloud Seryice Agreement

CSC Cloud(Service Customer

CSP Clotta-ServiceProvidet

ICT Information and Communications Technology
IPR Intellectual Property Rights

IT Information Technology

PII Personally Identifiable Information

RPO Recovery Point Objective

RTO Recovery Time Objective

4 © ISO/IEC 2016 - All rights reserved
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SLA Service Level Agreement

SLO Cloud Service Level Objective

SQO Cloud Service Qualitative Objective

VM Virtual Machine

5 Overview of SLAs for cloud services

A cloud se e le agreemen pud A a part of the cloud se e_agreement that includes
cloud service level objectives and cloud service qualitative objectives for the covered cloyd service(s).
The floud SLA should account for the key characteristics of cloud computing~as described in

[SO/IEC 17788:2014, 6.2 that include the following.

ith the CSP. The cloud service agreement (CSA) (see Clause 6) and the aSsoeciated cloud
dresented and agreed through software tools and financial arrangements that are aut

Resource pooling — The public cloud deployment models allew sharing resources

the same organization. The hybrid cloud models allow users-to share some resourcs
ame organization and some resources across many CSCs.that do not necessarily have a
ith one another. The community cloud deployment miodels allow sharing resources|
that have some relationship.

ulti-tenancy — Cloud environments are enabled through the use of large-scale v
df servers, storage and networks. Overall systém usage is typically spread over many
tenancy allows sharing of resources in such a way that multiple tenants and their c
and data are isolated from and inaccessible to one another. Cloud environments typig
dersistent relationship between partiéular physical resources and their use by CSCs.
assigned virtual resources, and logging of usage is done at this level of abstraction.

Rapid elasticity and scalability’— A characteristic of cloud computing where physic
resources can be rapidly and;elastically adjusted, in some cases automatically, to quig
dr decrease resources.

I'radeoff between cost and control — Large-scale, standardized cloud services may
dn a low unit costfutility basis, in conjunction with standardized contracts and cloud S
requires more control and customization of cloud services than is available from a sta
service modél;then this may be provided at an additional cost and with a specific clou

easuredservice — A feature where the metered delivery of cloud services is such th

On-demand self-service — A CSC may gain access to cloud services witliout human interaction

| SLA may be
bmated.

ACIroSsS many

({SCs that do not have a relationship. The private cloud models-allew users to share resources within

s within the
relationship
across CSCs

irtualization
CSCs. Multi-
pmputations
ally have no
[he CSCs are

al or virtual
kly increase

be provided
LAs. Ifa CSC
ndard utility
1 SLA.

at usage can

He monhitored, controlled, reported and billed. This is an important feature needed to
alidate the delivered cloud service. The focus of this key characteristic is that the CSC 1

ptimize and
may only pay

f 2] 4] ]l
O tIrcTTtouuI ttsS tIdt tIiITy st

Broad network access — The capabilities of cloud services are made available over

the network

and are typically accessed through standard mechanisms that promote use by heterogeneous client

platforms (for example, access through mobile phones, laptops and workstations).

Details of cloud SLAs, SLOs and SQOs can vary for different cloud service categories, cloud capabilities
types and different cloud deployment models (see ISO/IEC 17788). Cloud SLAs in this document
are intended to be useful for CSCs and CSPs across the variety of cloud service categories and cloud
deployment models. As the definitions of SLOs and SQOs are intended to be technology and business
model neutral, so not all of these SLOs or SQOs will apply to every cloud service, and those that do
apply may be structured and applied in different ways to specific cloud services. For example, service
availability can be measured in different ways, some of which depend on the specific cloud service: a

© ISO/IEC 2016 - All rights reserved
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computational cloud service is different from an email cloud service, and service availability for each
will be computed differently.

6 Relationship between the cloud service agreement and cloud SLAs

Cloud services, particularly public cloud services, generally involve an agreement between the CSC and
the CSP concerning the acquisition and use of the cloud services. For the purposes of this document,
the legal agreement is referred to as the “Cloud Service Agreement” or CSA. The CSA has a number of
synonyms such as “Master Service Agreement,” “Customer Agreement,” “Terms of Service,” or simply
“Agreement.”

» o«

A CSA comp|rises one or more parts recorded in one or more documents. Contents of each pait can
appear in m¢re than one document. There is no normative relationship between parts and decunpents,
i.e. a part ddes not have to be in a single document, and a document does not have to contain a yhole
part. There is neither a standard naming convention for the parts or documents of a CSA, net a stapdard
structure foy the documents or parts.

Examples ofjcommon parts of CSAs include the following.
— Cloud Sqrvice Level Agreement (cloud SLA)

The clogid SLA ordinarily contains a collection of SLOs and SQQs.relating to the cloud sefvice,
covering aspects of the service. This might include availability, xeliability, performance, security,
data prdtection, compliance and data handling.

— Acceptaple Use Policy

The acc¢ptable use policy usually defines boundaries-for the CSC’s use of the cloud service| This
might irjclude restrictions that prevent the CSC front installing malware on the cloud service or
limit thq kind of data that can be stored.

— Security Policy

The sectirity policy typically describessesponsibilities that apply to the CSC and to the CSP,[SLOs
and SQQs which the CSP applies to. the cloud service in security terms and potentially indjcates
which s¢curity certifications or stahdards are met by the cloud service.

— Data Prgtection Policy

The datj protection poli€y)typically deals with the handling of personal data or sensitive dgta by
the cloud service, includihg SQOs for specific data protection measures and privacy certificgtions
or standards that apply to the service.

— Busines$ Continuity Policy

The busjnéss-continuity policy typically deals with the resilience aspects of the cloud service and

can inclide’'measures that are implemented hy the CSP to avoid data loss and to deal with outages,

such as backups and redundant components.
— Upgrade Policy

The upgrade policy usually covers changes to the features and functions for the covered services
and related management interface changes. Periodic updates are also usually covered by the
upgrade policy.

— Termination Policy

The Termination Policy usually deals with the issues that arise when a CSC terminates their
use of one or more cloud services. The termination policy might include SQOs for areas such as
notifications, data reversibility and data deletion.

6 © ISO/IEC 2016 - All rights reserved
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The content of each of the parts and the number of parts in the CSA can vary between different cloud
services — any particular item, including the SLOs and SQOs described in this document, can appear
in different parts for different services. As an example, security SLOs and SQOs might be described in
the Security Policy or they might appear in the cloud SLA. However, it is important for the CSC to know
the complete set of documents that govern the cloud service, and the CSA is expected to reference all
applicable documents.

7 Cloud SLA management best practices

7.1 General

Cloud SLA management covers the issues related to cloud SLA design, evaluation, neg‘ytiation and
accefjtance, implementation and execution and changes to the cloud SLA. CSCs should ensujre that cloud
SLAs|and other governing documents align with their business cases and overallistrategy{CSCs should
be aware that there could be several documents that govern a cloud service:-See Claus¢ 6 for more
details.

7.2 |Design

A clopd SLA applies to the covered services identified within the,cloud SLA. A single clqud SLA may
apply| to multiple CSCs or to a single CSC. In cases where the clodd,SLA is designed jointly by the CSC and
the CBP, both parties should undertake the steps outlined in Z.2\together. A CSP should des]gn the cloud
SLAs|to meet the needs of their CSCs and to align with the capabilities of the covered serviges.

The ¢loud SLA design process should account for the appropriate roles. ISO/IEC 17789 [can be used
as a reference for determining the appropriate key.roles. Key roles for the cloud SLA defsign process
discussed in ISO/IEC 17789 include

— doud service customer, party which is\in*a business relationship for the purpose of using cloud
services,

— doud service provider, party which‘makes cloud services available, and

— doud service partner, party-which is engaged in support of, or auxiliary to, activities|of either the
dSP or the CSC, or both.

ISO/IEC 17789 contains concepts that can be used in the construction of a cloud SLA. The choice of
concgpts to be includedhin a cloud SLA depends on the cloud service and on the business [context. The
procdss to change thejcloud SLA and notify CSCs of changes should be within the cloud $LA or other
governing document:

The design phase should also consider the mechanisms that the CSC and the CSP can usg to monitor
each pervicecharacteristic and report failures to meet SLO and SQO commitments.

n

7 3 Exvaluation and acoqntar o
. Lvdaraatroirantrattoptantc

CSCs can use this document as a reference when evaluating cloud SLAs. CSCs can review all of the
concepts and determine which are critical to their business objectives. CSCs can then consider the CSP’s
cloud SLAs (and remedies) in evaluating whether the CSP’s services meet the CSC’s business objectives.

CSCs can review cloud SLAs in the context of their organization’s business policies and other
requirements, and can identify which SLOs, SQOs and service features are important for each of their
use cases. Standards such as the ISO/IEC 20000 series and the ISO/IEC 27000 series may be referenced
in cloud SLAs or other documentation. In some cases, CSPs certify their conformance with specific
industry standards. CSCs can determine what standards are important to their business objectives or
are desirable for their organization’s governance and determine whether a cloud service is certified to
conform with that standard, or if it is referenced in the cloud SLA or other documentation. CSCs can
determine how they monitor cloud service characteristics and report failures to meet SLO and SQO
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commitments by familiarizing themselves with a CSP’s failure notification policy, if available. Methods
for monitoring and reporting include management systems, connected devices apps, web portals, email,
text messages, telephone and posts to social media sites.

Acceptance of a cloud SLA may occur by clicking a check box on a web page, by registering for the cloud
service, or by a formal signing of the agreement by both parties. Each party should ensure they are
ready to undertake the implementation and execution of the cloud SLA, independent of the means
of acceptance. In the case of an agreement with unique terms, both parties should ensure they are

prepared to

support implementation and execution of those terms.

7.4 Implementation and execution

Implementir
characterist
cases, the C§
also include
SLA monitorn

Execution of
the manager
CSC may foll

7.5 Changes to the cloud SLA

Change is an|
change or ey
SLA and prgq
request char

The CSCs can evaluate the cloud SLA change and notification processes in the evaluation and accep

phase. CSCs

objectives anid if not, request changes to the SLA¢

8 Thero
metrics, r

8.1 Genel

It is essenti

are being mé¢t. It is important to have remedies described within the cloud SLA or a related docy
in the event that an @bjéctive is not met. Finally, there might be events or incidents that are declay

exceptions.

8.2 Metries

g a cloud SLA involves setting up processes for monitoring and managing cloud ‘sé
cs, reporting any failures to meet SLOs and SQOs and claiming any remedi€s) In
bP may need to collaborate with the CSC when implementing the cloud SLA. CSCs s
the cloud SLA in their internal governance. The choice of concepts to be included in
ing and auditing processes depends on the cloud service and the businesscontext.

the cloud SLA involves the provision and operation of the cloud service by the CSP, incl
hent and monitoring of service levels. If a CSC believes an SLO or SQO has not been me
pw the failure notification policy.

olution of CSC requirements. The CSP can include\d process to make changes to the
vide notifications to CSCs. The CSP can alsouinclude mechanisms that allow the CS
ges to the cloud SLA.

can also determine whether the current SLAs or proposed SLA meet their bus

le of cloud service level-objectives, cloud service qualitative objectiv
emedies and exceptions in the cloud SLA

ral

to be able téimonitor the cloud service to ensure that the SLOs and SQOs in the clou

thesetases, even though an SLO or SQO is not met, the related remedy is not trigget

rvice
some
hould
cloud

iding
t, the

inevitable part of any ICT system, and cloud SLAs a¥€ no exception, whether due capapility

cloud
Cs to

tance
iness

eS,

1l SLA
ment

ed as
ed.

The definition and usage of appropriate metrics and their underlying measures and measurements are
an essential aspect of the cloud SLA. The metrics are used to set the boundaries and margins of error
the CSP abides by and their limitations. These metrics may be used at runtime for service monitoring or
remediation.

Cloud service metrics address the following needs (list non-exhaustive).

Determine if SLOs are met.

Categorize service capabilities.

Define a purpose for measures and measurements.
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Deliver a consistent representation of measure and measurement information.
Link properties, measurements and metrics.

Enable comparison of monitoring between services.

Determine cloud service effectiveness for business objectives.

Cloud service metrics need to be used in the context of the cloud SLA and a given cloud service. Metrics
help define the cloud service properties to be measured. The metric can be defined in terms of its
related measures, measurements, relevant parameters, and calculating formulas, as well as measure
and measurement rules. The metrics can be used to determine whether a measurement of a cloud

servi
metr
cloud

With

8.3

8.3.1

Servi
while
meas

Servi
and t
servi
be de
authg

Ce property at a specific point 1s within stated boundaries of the property. Using a stz
cs in the cloud SLA makes it easier and faster to define cloud SLAs and SLOs, and\to
SLA to another.

but proper metrics, it is difficult or impossible to enforce a cloud SLA.
SLOs and SQOs

Service levels

ce levels are measurement results for specific attributes-of the cloud service and
the service is operating. Service levels are expressed using metrics that may be base
ure or may be calculated using several different measures.

ce levels are reported against one or more SLOS (Which ordinarily are fixed during
hey are often described in the context of the seérvice covered. For example, a “service
Ce level for compute services might be reported against an SLO of “uptime” where u
scribed in the context of compute as instances being accessible and usable upon d¢
rized entity, while a “service availability” SLO for storage services might be reportg

SLO ¢f “uptime” described in the contexf;of requests for the stored object returning erj

SLOs

Cloud
servi

8.3.2

SLOs
servi
boun
be “u
boun
amoy

and remedies, are context driven'and are clearly defined in the cloud SLA.

SLOs and cloud SLA content can vary for different cloud deployment models and di
Ce categories.

Cloud service level objectives

are commitments’a CSP makes for specific, quantitative characteristics of a cloud 5
Ce level ordinarily has a target commitment that the CSP agrees to meet, typically ei
Hary valu€ or'a range of values. For example, for a “service availability” service level, t
btime” and the target might be expressed as a percentage (of uptime to total time) wh
[ for-the service level, or the SLO might be “downtime” and the target might be a perd
nt/eftime over a time interval which is an upper bound for the service level.

indard set of
Compare one

may change
d on a single

service use)
availability”
ptime would
rmand by an
d against an
ors. Specific

fferent cloud

ervice. Each
her a single
e SLO might
chis alower
entage or an

The CSP may offer a range of SLOs and associated remedies.

8.3.3

Cloud service qualitative objectives

SQOs are commitments a CSP makes for specific, qualitative characteristics of a cloud service, where the
value follows the nominal or ordinal scale. The ordinal scale allows for cases where the characteristic
either exists or does not exist (e.g. “true or false”).

SQO observations require human interpretation and cannot be manipulated algebraically. For example,
“security certification” could be an SQO and a related assurance could be “CSP will maintain a current
certification for ISO/IEC 27001.” Verification of such an assurance could be the availability of a scanned
copy of the certificate. Verification of the performance on an assurance related to an SQO may take
many forms including the process of legal discovery.
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dies and claims

8.4.1 Remedies

Remedies may be provided by the CSP to the CSC in the event the cloud service fails to meet the SLOs
or SQOs defined in the cloud SLA. Remedies for failure to achieve SLOs or SQOs stated in the cloud SLA
may take different forms such as refunds on charges, free services, or other forms of compensation.

8.4.2 Claims process

The claims process describes the process for a CSC to claim a remedy if a SLO or SQO is not met. It may

be up to the
claims to the
claims. If the

8.5 Excep

Exceptions d

not apply. These may vary between agreements and be subject to the laws of ayparticular jurisdi

Examples of
control of th
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other SLOs and SQOs are written\describing the associated concepts.
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one docume

9.2 Cover

CSC to determine when the cloud service has failed to meet its SLOs or SQOs and.r
CSP, while in other cases the CSP will monitor the service levels and automatically.in
CSP provides monitoring, the cloud SLA claims (or lack of claim) may require ¥erific3

tions

escribe the circumstances under which the SLOs, SQOs and their asseciated remedi
exceptions include scheduled outages, natural disasters and{ether factors beyon

e CSP.

SLA components

ral
LA components described in Clauses 9 apnd“10 define concepts commonly used in

to recognize that these concepts and.th€ir associated terms and metrics are depend¢
stablished by the cloud service whi¢h they cover. Listed SLOs and their associated m
)Os in each cloud SLA component in Clause 9 and Clause 10 are not meant to be prescr
hustive list for CSPs to use in their cloud SLAs.

hponent, a description, its.relevance and associated SLOs and SQOs are included. So
SQOs are written as statements describing what would be included in the cloud SLA

d in Clause 6, the cloud SLA components described below may be present across more
nt that a CSA cemprises.

ed services component

eport
itiate
tion.

es do
ction.
d the

cloud

portant for both the CSC and CSP to have’ashared understanding of these concepts. Aflso, it

nt on
btrics
ptive

me of
while

than

9.2.1 Des

Cription

The covered services component identifies the cloud services that are covered by the cloud SLA. All
other portions of the cloud SLA apply to the services identified in the covered services component.

For example,

a cloud SLA may state

“This Service Level Agreement applies to the following service(s) offered by XYZ Inc.:

XYZ Onl

ine Mail

— XYZ BLOB Storage”

If a single cloud SLA covers multiple services, it could be necessary to provide SLOs and SQOs separately
for each covered service.

10
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9.2.2 Relevance

A CSP may offer any number of cloud services covered by one or more cloud SLAs. For a given cloud SLA,
it is important for the CSC to know exactly which cloud services are covered.

9.3 C(Cloud SLA definitions component

9.3.1 Description

The definitions component includes terms that are unique to the CSP or that are particularly important
to the understanding of the agreement. The definitions component is expected to use definitions from
indudtry standards when possible.

9.3.2| Relevance

It is important for CSCs to understand the definitions of terms important to-the cloud SLA as well as
term$ that have definitions unique to the SLA.

9.4 |Service monitoring component

9.4.1 Description

The dervice monitoring component lists the parameters, farythe covered services, that arle monitored
by thie CSP and the data provided to the CSC. These parameters may include those described in this
document and other parameters.

9.4.2| Relevance

CSPs|may provide reporting capabilities of\may provide monitoring tools for CSCs to |monitor the
perfdrmance of the service. Reporting capabilities and monitoring tools may enable CSCs to determine
whether an SLO is being met or not.

9.4.3| Cloud service qualitative-objectives
Monitoring Parameters

A list|of parameters for-the'covered services that the CSP monitors and the data is providedl to the CSC.
Monitoring Mechanisms

A list] of mechanisms available to the CSC, such as logs, that includes a description of the monitored
paramneters~and a description of any terms and conditions governing the availabiljty of these
mechfanismsg.

9.5 Roles and responsibilities component

9.5.1 Description

The roles and responsibilities component provides a description of roles and responsibilities for both
the CSP and the CSC. Cloud computing involves a number of roles, both on the CSC side and also on
the CSP side. Many of these roles are described in ISO/IEC 17789. A clear description of the roles that
have relevance to a particular cloud service and the responsibilities of those roles is important for the
successful use and operation of the cloud service.
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9.5.2 Relevance

A clear description of the division of roles and responsibilities between the CSC and the CSP can help

avoid confus

ion.

10 Cloud SLA content areas and their components

10.1 General

The cloud SLA content areas described below are areas in which a CSP could offer a cloud SLA. A cloud SLA

content area
SQOs and ms

10.2 Acces

10.2.1 Accgssibility component

10.2.1.1 De

The accessil
the covered

10.2.1.2 Relevance

Around the
Communicat
readers and

There are st
including

W3C We

ISO/IEC

ISO/IEC

Additionally
508 of the K
requirement

ib L‘lEbLl l‘UCd by UIIC Ol I11I0T'© SLA CUIIPOUIICIILS. Cluud SLA COUIILCIIU dlld LllEil dbbULidLUd
trics are dependent on the context established by the particular cloud services being\uyg

sibility content area

scription

ility (3.1) component describes the assistive technologies the CSP implements as p
services.

vorld, millions of people have disabilities that.impede their ability to use Informatio
ions Technology (ICT). Assistive technologies'such as magnifiers, screen readers, b

andards available that can be used#o provide cloud services to persons with disab

b Content Accessibility Guidélines (WCAG) 2.0, also published as ISO/IEC 40500:2012
TR 29138 (all parts) —'Aécessibility considerations for people with disabilities, and
Guide 71 — Guidefor'addressing accessibility in standards.

governments have policies and requirements related to accessible ICT such as Sq

s for public. procurement of ICT products and services in Europe.

10.2.1.3 Cl

ud, service qualitative objectives

.)LOS,
ed.

hrt of

n and
raille

alternative input devices are available om>client computing platforms to make the yse of
ICT, includinfg cloud services, easier for people with:disabilities.

lities

ction

lehabilitation*Act of 1973 in the United States of America and EN 301 549 Accessibility

Accessibility Standards

A statement

listing accessibility related standards the CSP supports in the covered services.

Accessibility Policies

A statement listing policies and regulations for accessible ICT the CSP supports in the covered services.

12
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10.3 Availability content area
10.3.1 Availability component

10.3.1.1 Description

Availability is the property of being accessible!) and usable upon demand by an authorized entity
(ISO/IEC 17788). The availability component specifies the method for determining that the covered
services are accessible and usable.

10.3.1=2—Relevanee

Availpbility provides CSCs with a high-level indicator that the covered services are‘rdsponding to
requgsts and fulfilling the functions in the service description at a point in time.

Periods when the cloud service is not available are commonly known as “dgwntime”. There may be
cased, such as “scheduled downtime” where the cloud service is not available' for reasonis other than
failuies. Periods where the cloud service is not available, but not counted as downtime| are termed
“alloyable downtime.”

Availpbility is often expressed as the total time in a defined interyalless the downtime durjng that time
interyal.

10.3.1.3 Cloud service level objectives
Availability
The gmount or percentage of time in a given peried’that the cloud service is accessible and|usable.

Availpbility may be calculated as the total titne over a set of defined intervals less the totpl downtime
during each interval, and may exclude allowable downtime.

For aflditional details, see ISO/IEC 19086-2.
10.4(Cloud service performance content area

10.4./1 General

Cloud service performance includes individual components that can be used in a cloud SLIA to express
the performance_of a cloud service. Note that definition of performance can vary depending on the
cloud service, the*CSP and (potentially) the CSC. The components listed here are not mleant to be a
presdriptive.list.

10.4.2.°Cloud service response time component

10.4.2.1 Description

There are several properties related to the responsiveness of the cloud service that can be included in
the cloud SLA.

Response time is the time between a stimulus to the cloud service and the response of the service to the
stimulus.

1) In the context of availability, accessible means that the cloud service can be successfully accessed via its
interfaces.
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10.4.2.2 Relevance

A stimulus may be initiated by a variety of sources such as CSCs, partners, CSPs and programmatic events.

Response times can vary between different cloud services even when the client system, workloads,
and transaction mix are identical. When comparing response times, consider whether (a) the same
metric definitions are used and (b) other variables can be held equal (e.g. network latency, network

throughput,

transmission delay, forwarding latency) in making those comparisons.

For additional details, see ISO/IEC 19086-2.

10.4.2.3 Cloud-service level gbjectives

Cloud Servi

The maximum time between a defined stimulus or input to the cloud service and a defined point

response.

Cloud Servi

Statistical mlean over a set of cloud service response time observations.

The specific
service.

Cloud Servi
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measureme
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The variang
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10.4.3 Cloy
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:[ts.
be used to indicate the stability of@response time over a time span — it shows how

e Maximum Response Time Observation

e Response Time Mean

hition of the method of calculating the mean is defined for méthics associated with the

ce Response Time Variance

hiriance describes how far from the mean respgnseé times are likely to be within a
e response time observations.

often described in terms of the standafd deviation from the mean value of a s

statistical dispersion exists from the average response time.

e of response time is alsotimportant when the user wants to measure the sy

event.
d service capaeity component

scription

se explains service properties related to the capacity of the service that can be inclugd
A. These properties related to capacity include not only the capacity of the cloud res

(such as stor

10.4.3.2 Relevance

0
age’space, processing power) but the capacity of the network used to access the resmE‘ces.

n the

cloud

et of

et of

much

rstem
under variable load levels'and when the user wants to measure the system'’s performpance

ed in

rces

As the capacity of a cloud system may change, it is important to understand what capacity exists and
how it is usable by the CSC. In traditional asset-based systems, the capacity is fixed, while in a cloud
system, the capacity is dynamic and needs to be tracked to ensure the system is meeting the CSC
requirements. Charging for the cloud service may also be based on capacity and/or capacity limits.

10.4.3.3 Cloud service level objectives

Limit of Simultaneous Cloud Service Connections

Maximum number of simultaneous connections supported by the cloud service.

14
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Maximum capacity of available resources, i.e. disk space, CPU power, memory size, page view, etc.

Cloud Service Throughput

The number of inputs or the amount of sets of inter-dependent inputs (i.e. a transaction) that can be
processed in every unit of time by the cloud service. It is normally measured as web requests per
second, page elements per second and transactions per second.

Cloud Service Bandwidth

The
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10.4.
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more|
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mrourt of data thatcam be transferredover a periodof timme:
4 Elasticity component

1.1 Description

lasticity component describes the ability of a cloud service to dynamically adjust th
rces that are allocated to an instance of the service. The adjustment is performed or
Irrent workload of the cloud service instance, i.e. increased workload results in the
resources, while decreased workload is answered by the de=allocation of resources.

h

b, elasticity depends on the availability of a procedure“to monitor variations in t
eact to this by the allocation of more resources or the de-allocation of resources
r needed. The procedure can either be manual grdutomatic. In the manual case, it
nsibility to assess the amount of resources né€eded according to the changing w
hatic case is executed without direct interactien from the CSC or the CSP. In the aut

the procedure can be reactive, i.e. based on méhitoring of actual changes the current Y

proag

Elast
folloy
inter

tive, i.e. using some algorithm to predictthe future load situation, or a combination o

city is related to one or more resaurce types. For instance, a virtual machine c
ing resources: number of processefs of a given specification, size of memory, numbe
faces, size of hard drive, etc. Resources for a Web-based application service can be t}

parallel user sessions and/or the.number of parallel transactions.

10.4.

Elast
amoy
cloud
need

1.2 Relevance

city is one of the-main characteristics of cloud services. CSCs do not have to allocat
nt of resourcesforithe cloud service during service configuration, but can rely on the
system to séale up resources over time as needed and scale down resources that a
pd. The CSC.imay add and reduce resources manually, or may use CSP tools that enab

set riles for, §caling resources up and down. Therefore, CSCs do not have to over-provisi

for th
with

e cloud service and thus do not have to pay continuously for resources that they use
peaks’in the workload.

e amount of
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allocation of
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f both.
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e number of

e a sufficient
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10.4.4.3 Cloud service level objectives

Elasticity

Characterization of the elasticity of a cloud service can be evaluated in terms of two objectives:

Elasticity Speed

The elasticity speed quantity describes how fast a cloud service is able to react to a resource request when

— the CSC makes a resource re-allocation request (in the case of manual elasticity), or

— workload changes take place (in the case of automatic elasticity).

© ISO/IEC 2016 - All rights reserved
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The speed quantity can be expressed within thresholds. This quantity can be determined by a
measurement process and therefore defines a metric.

Elasticity Precision

The elasticity precision quantity describes how precise the resource allocation meets the actual
resource requirements at a given point in time.

In the manual case, precision depends on the granularity of the resource allocation, i.e. the minimum
amount of resources that can be re-allocated. Hence, in the manual case, precision is a technical
characteristic of the cloud service that does not require measurements (i.e. no metric is associated
with it).

it are
with
S are
It are
hnual
int of

In the allltomatic case, precision refers to the difference between the amount of resources.th
allocatefl and the amount of resources that are actually needed (the optimum state) to\cope
a given yorkload. The actual resource allocation may be over-provisioned (i.e. morextesourcs
allocatefl than are actually needed), or under-provisioned (i.e. the amount of résgurces th{
actually|allocated is not sufficient to cope with the actual workload). As opposed to the m
case, in the automatic case, the difference between the allocated and the actually needed amo
resourc¢s can be determined by a measurement process and hence implya metric.

The precision quantity can be expressed within thresholds.

10.5 Protertion of personally identifiable information (PII) content area

10.5.1 Protection of PII component

Description

Personally i
to whom th
principal is
means for p

lentifiable information (PII) is information that can be used to identify the PII pri
e information relates or might be directly or indirectly linked to a PII principal. T
the person to whom the PII relates; The PII controller determines the purposes an
focessing PII, while a PII processorprocesses PII on behalf of and in accordance wit

;]:Cipal

e PII
d the
h the

instructions
described he

of a PII controller. (See ISO/IEC2Z29100 and ISO/IEC 27018 for an explanation of the concepts
re.)

Loss, unauthorized disclosure or unauthorized alteration of PII can be damaging to the pe
concerned. It is common for laws or regulations to apply to the handling of PII, in addition 4
reputationall or business damage*that can result from the mishandling of PII. Generally, the burd
ensuring thg correct handlifig-of PII falls principally on the PII controller.

rsons
o the
en of

In the case
processor is

bf cloud computing, it is generally the case that the PII controller is a CSC while the PII
a CSP.

As mentioned in(Clause 6, some of the components described below may be represented in docurpents

other than the.¢loud SLA document that make up the CSA, e.g. a privacy policy.

For details, refer to ISO/IEC 19086-4 for cloud SLAs and protection of PII.
Relevance

Principles for the protection of PII are set out in ISO/IEC 29100 and their application for public cloud
services is described in ISO/IEC 27018. Implementation of these principles, especially in the context of
cloud services, depends on jurisdiction-specific legislation or regulations and also on terms included in
the CSA and in the cloud SLA.

There are national and international standards available that may be used by the CSP and/or the CSC
to derive terms for the CSA and the cloud SLA. Examples include ISO/IEC 29151 and ISO/IEC 27018
(both based on ISO/IEC 27001), JIS Q15001, NIST/SP 800-53:2013 Appendix ] and BS 10012. Some of the
standards mentioned above provide vocabulary and advice about the specific PII issues that could be
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included as part of the CSA and cloud SLA. See also ISO/IEC 19086-4 that discusses certifications and
compliance.

Cloud service level objectives

Specific SLOs relating to the protection of PII component are described in ISO/IEC 19086-4.

10.5.1.1 Cloud service qualitative objectives

Specific SQOs relating to the protection of PIl component are described in ISO/IEC 19086-4.

10.6
10.6.

10.6./1.1 Description

The i
cloud
data
secullity objectives and security controls contained in ISO/IEC 27002.

Information security is so general and so pervasive that it touches on many of th
components for cloud services, with the result that many‘SLOs and SQOs that relate to
secuility are distributed across the components described.in this document. As an exampld
is a kpy information security concern and there is a dedicated component clause for availa
docu

As mentioned in Clause 6, some of the componénts described below may be represented i
other

For dptails, refer to ISO/IEC 19086-4 foi~cloud SLAs and information security.

10.6./1.2 Relevance

Information security is a key(concern for CSCs and the split of responsibilities between thd
CSP puts a focus on the cloud SLA to ensure that all the necessary elements of information,
dealtfwith appropriatelyfor the covered cloud services.

The ipformation security component deals with those SLOs and SQOs relating to security
expli

Infornmationm Security comtent area

1 Information Security component

hformation security content area deals with SLOs and SQOs that relate-to informatior
services. ISO/IEC 27017 and ISO/IEC 27018 address information security for cloud
protection for cloud services respectively, and these standards’ are in turn based o

ment.

than the cloud SLA document that make'up the CSA, e.g. a security policy.

Citly dealt with by other components. Other components include the following:
Service menitoring (9.4);

Hales,and responsibilities (9.5);

security for
services and
n the sets of

b cloud SLA
information
, availability
bility in this

n documents

CSC and the
security are

that are not

Availability (10.3);
Protection of PII (10.5);

Termination of service (10.7);

Support (10.8);

Service reliability (10.11);

Data backup and restore (10.11.3);
Data management (10.12);

Attestations, Certifications, Audits (10.13).
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The SLOs and SQOs for information security are described in ISO/IEC 19086-4.
10.7 Termination of service content area

10.7.1 Termination of service component

Description

The termination of service component deals with the exit process, where the use of a cloud service is

terminated and there is an orderly process by which the CSC stops using the cloud service.

The exit profess Involves reversibility,
their cloud dervice customer data and application artifacts and where the CSP then deletesrall
service custpmer data, as well as contractually specified cloud service-derived data afteg\an a
period. The €SC’s expectation is that the CSP will not retain any materials belonging to the CSC aff
agreed peridd.

Various factors can control the process, including requirements for data retention by law, as
as provision| for a delay between the user’s cessation of use of the service and the actual remo;
deletion of dpta.

The CSC or the CSP can decide to terminate the cloud service contract(and bring the CSC’s use
cloud services to an end. While each cloud services contract is unique, the CSA or other gove
documents feed to address specific termination issues including the exit process and the handl
all classes of data related to the cloud service. (See 10.12.7 for¢Data Portability component.) Th
process inclides both business and technical aspects.

The businesp aspects of the exit process include items such as a notice period, payment of cu
charges and pther payments due such as early termination fees or outbound data transfer fees. Tecl
aspects of the exit process include retrieval and eventual deletion of the cloud service customer
and the dataformats and methods supported for data retrieval.

Relevance
Termination|of a cloud services agreement ¢an occur in several scenarios including the following.

— The CSClelects to stop using the(service for reasons such as a) failure of the CSP to meet SLOs,
and othgr parameters, b) a better price is available from another CSP and c¢) completion of a sp|
project ©ising the cloud ser¥ice.

In this dcenario, the CSC/ordinarily is allowed to retrieve their cloud service customer data
the CSP|(data reversibility) provided that the CSC takes responsibility for payment of all ch
due for |data stordge and data transfer. The CSP will delete the cloud service customer dg
completp a data'sanitization process from the CSP’s systems within a specified period of
Howevet, it is the responsibility of the CSC to ensure data deletion by taking affirmative stq

rieve
cloud
breed
er an

well
ral or

bf the
rning
ng of
b exit

rrent
inical
data

SQOs
ecific

from
arges
ta or
time.
ps to

delete apd Sanitize its data from the CSP’s systems after it has been retrieved. Additionally, the CSP

18

may provide the CSCwith other classes of data objects and may delete records (such as log entries)
relating to the CSC. In some jurisdictions, some CSC-related data may be retained by the CSP as
required by law.

The CSC goes out of business. The CSC may not be able to pay their outstanding charges and the CSP
may not be able to contact the CSC at all.

In this scenario, the CSP may elect to maintain the CSC’s data and other related classes of data for
some period of time before deleting it.

The CSP terminates the agreement for causes such as the CSC’s failure to adhere to the terms of use
or other requirements of the service. In this scenario, the cloud service customer data and other
data classes are handled much as they are when the CSC initiates the termination.
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— The CSP terminates the agreement for causes such as ceasing to provide the cloud service, e.g.
planned shutdown of the CSP. In this scenario, the cloud service customer’s data and other data
classes are handled much as they are when the CSC initiates the termination.

— The CSP goes out of business. The CSP may enter a state of receivership or initiate a winding-up and
issue a notice to CSCs that they have a limited period to recover their data.

The exit process may call for backup data and log data to be maintained by the CSP during the exit
process, until a completion point is reached. It is the responsibility of the CSC to ensure its business
continuity by taking responsibility for payment of current charges and other payments due such as
early termmatlon fees or outbound data transfer fees and retrieval of its data prlor to termination. Once

things suc as log records and user 1dent1t1es In some ]urlsdlctlons some CSC related data may be
retained by the CSP as required by law. In addition, CSCs may allow CSPs to retain specifie¢ data.

At the end of the exit process, the CSP should provide the CSC with notification. that the process is
compllete.

10.7.1.1 Cloud service level objectives
Data|Retention Period

The period of time that cloud service customer data is retained after a notification of service termination
has ben issued.

Log Retention Period

The period of time that cloud service customer-reldted log files are retained after a ngtification of
servife termination has been issued.

10.7.1.2 Cloud service qualitative objectives
Notiflication of Service Termination

A stafement of the process for notifying a CSC that their cloud service agreement is being terminated
includling the notification periodc

Retufn of Assets

A stafement stipulatingtesponsibilities of the CSP and the CSC in relation to the ownership, use, return
and disposal of datalobjects and the disposal of physical artifacts containing data objects as part of the
servife termination.process.

For more infdrmation about data portability, see 10.12.7.

For nmore'information about data deletion, see 10.12.8.

10.8 Cloud service support content area
10.8.1 Cloud service support component

10.8.1.1 Description

The cloud service support component includes SLOs and SQOs relating to support options for the
covered services that are available to CSCs.

CSCs require service support for situations ranging from daily operations such as account
administration, configuration, billing and the answering of “how to” questions to more serious incidents
such as service outages, security breaches and disaster recovery. Responsibility for resolving support
incidents might lie with the CSP, the CSC or both in collaboration. CSPs may offer “support plans” or
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packages that include a number of varying options that might be free or for a fee. Support for cloud
services may be offered through a number of methods such as email, telephone, web forms and APIs,
online chat, community forums and social media channels.

The CSP can provide that it will respond to a service failure within a certain timeframe and by following
a certain process for keeping the CSC informed in a timely way of service failure. It can also provide that

it will keep t

he CSC informed of measures to repair or fix the service failure.

10.8.1.2 Relevance

Compared to legacy IT, cloud computing makes the CSC far removed from phy51cal access to the

assessment

— Level 1:
— Level 2:
— Level 3:
— Level 4:

Changes to
process as d

CSC’s business. Severity levels might be changed up or down after initial handlin
pf the service request. For example, the levels could be defined as follows, with assoc
response tinies and other SLOs and SQOs specific to each level:

Critical business impact;
Significant business impact;
Minimal business impact;
No business impact.

he level assigned to a service request are typically done via a service request esca
bfined in the CSA.

10.8.1.3 Cloud service level objectives

The SLOs fo

' the cloud service support component cover technical aspects such response time

failure notifjcations. There might be separate SLOs for each incident severity level.

Support Ho

The hours of

1rs

operation for each.stupport plan.

Service Inci

ent Support Hours

The hours diiring whieh-CSCs may obtain support specifically for service incidents.

Service Incident Neotification Time

vices.
n the
b and
1ated

ation

5 and

The time intprval in which the CSP will provide a notification of a service incident to specified cor

tacts

at the CSC when provided for in the support plan.

Maximum First Support Response Time

The maximum time between a customer reporting an incident and the cloud service provider’s initial
response to the report.

Maximum Incident Resolution Time

States the maximum time for resolving an incident.
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10.8.1.4 Cloud service qualitative objectives

The SQOs for the cloud service support component cover operational aspects such as points of contact,
emergencies and escalations, as well as technical aspects such as disaster recovery and incident
reporting.

Support Plans
A list of the service support plans available to CSCs, including any support costs.

The following SQOs may be included under Support Plans in the cloud SLA:

SuppprtMethods

Lists|the methods the CSC can use to obtain support.

Suppjort Contacts

Listsspecific contacts for service support if available under the support plan:
Service Incident Reporting

Lists|the options which the CSC may use to report service incidents to-the CSP.
Service Incident Notification

Lists|the terms and conditions (severity, timeframe, etc.)under which the CSP will disclode the details
of a sprvice outage or condition that affects the operation of the service. The term may alsq define what
constlitutes a service incident.

The Jervice Incident Notification may include

— the cause of the incident,

— the steps the CSP is taking to resolvédhe incident,

— the time at which the CSP expects'to have the incident resolved, and

— any workarounds the CSC'thay employ while the incident is being resolved.
10.9| Governance content area
10.9.1 Governanee.component

10.9.1.1 Description

The dloud service governance component defines the metrics, processes and standards that enable the
CSP, CS€7and other roles defined in ISQ/IEC 17789 to support and/or comply with theid governance

requirements (see ISO/IEC 17998 and ISO/IEC 38500).

Governance indicators (usually metrics) help ensure

— appropriate regulations or standards are supported by the CSP, CSC and services they use,
— governance policies are being complied with by stakeholders, and

— appropriate business or governance processes are occurring.

Generally, indicators or metrics for governance are attained and tracked by operational (runtime)
management systems owned by the CSP, CSC or other stakeholders. Governance indicators may include
other cloud SLA components such as availability, performance, reliability, information security or
protection of personally identifiable information.

© ISO/IEC 2016 - All rights reserved 21


https://iecnorm.com/api/?name=aaa2aed8ebba058029e3a319a374a1e2

ISO/IEC 19086-1:2016(E)

A CSC has responsibilities with respect to attaining compliance to regulatory standards for the use
of cloud services in certain cases. While a CSP may perform certain audits or gain certification(s) in
relation to a cloud service, this may not necessarily ensure end-to-end regulatory compliance for CSCs.

10.9.1.2 Relevance

For cloud services, CSPs and CSCs ordinarily have a customized governance regimen that is set by
the business to ensure that cloud services, use of cloud services and solutions using cloud services
are meeting and will continue to meet business objectives and goals. It is important that metrics and
policies are put in place by CSCs and CSPs that can also detect if the cloud SLA and governance policies
are no longer effective and need to be re-evaluated and perhaps changed. For cloud services, the CSC

may have to

For many in|
defined in 1
regulations

supported b

For public c
configuratio
CSCs need m
the covered

rely on the CSP to supply the metrics and other 1ndicators necessary for governance.

dustries, there are regulations that need to be adhered to by CSPs, CSCs and-bther
SO/IEC 17789. Examples include security, data protection, financial and* health
for data. The Governance component is where the regulations, standards and pd
p the CSP are noted.

roles
care
licies

oud in particular, CSCs all share the same features and functionality (depending on the

s they have purchased), and changes to these cloud services can‘affect many CSCs at

echanisms through which they can understand and prepare for‘ahy announced chan
services.

10.9.1.3 Cloud service qualitative objectives

This compor

Regulation

ent has the following SQOs:

Adherence

A list of reg

lations including name, clause and certifi¢ation number (if applicable) the CSP atte

has been certtified to comply with.

Standards Adherence

A list of indpstry standards including name, clause and certification number (if applicable) th
attests or hajs been certified to comply.Wwith.

Policy Adherence

A statement
being adhersg

Audit Sched

A schedule o
for each aud

to the stakeholdeps that the business or governance policies specific to the servig
d to on an ongoing basis.

ule

f auditsthe CSP undertakes using its own or third-party resources including the sch
t.

once.
res to

5ts or

e CSP

€ are

pdule

10.10 Changes to the cloud service features and functionality content area

10.10.1Changes to the cloud service features and functionality component

10.10.1.1

Description

The CSP may decide to make changes to the features and functionality of the covered service(s) during
the term of the CSA. Changes such as security patches and bug fixes are not covered in this subclause.
See 7.5 for changes to the cloud SLA itself. Changes may be made for a variety of reasons such as the
addition of features and functions requested by CSCs or deprecation of features and functionality that
have low adoption.
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10.10.1.2 Relevance

For public cloud deployment in particular, cloud service customers all share the same features and
functionality depending on the configurations they have purchased. Changes can affect many CSCs at
once. CSCs should understand and prepare for any announced changes to the covered service(s).

10.10.1.3 Cloud service level objectives
Minimum Service Change Notification Period

The minimum period of time between the issuance of a service change notification and the

TIICTICOCIOTT OT CIrCCITatTS T

Minimum Time Before Feature/Function Deprecation

The minimum time period between the initial availability of a feature or function and ddprecation of
that fieature or function.

10.10.1.4 Cloud service qualitative objectives
Service Change Notification Method

The method(s) by which the CSP will notify CSCs of changes tothe features and functiopnality of the
coveiled service(s).

10.11 Service reliability content area

10.11.1General

Cloud service reliability is an important characteristic of cloud computing systems. This[is a complex
aspeg¢t and is broken down into three components: Service Resilience/Fault Tolerance, Customer Data
Backyip and Restore, and Disaster Recovény.

10.1]1.2Service resilience/fault tolerance component

10.11.2.1 Description

The gvailability of a c¢leud service can be impacted by faults, or failure of hardware and software
components that underlie the cloud service. Since cloud services are housed in data centijes, potential
faultg can also octur on the facilities and infrastructure side. Fault tolerance can be ddfined as the
abilitly of the sef¥ice to remain in operation in the event one or more components fail, whilg resilience is
the ability of @ service to recover after a fault occurs.

10.11.22 Relevance

Some CSCs may be able to rely on the CSP’s availability SLO while others may need additional SLOs and
SQOs for resilience and fault tolerance.

10.11.2.3 Cloud service level objectives
Time to Service Recovery

The Time to Service Recovery is the time elapsed between a cloud service failing and the service
returning back to the normal state of operation.
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Mean Time to Service Recovery

The average

NOTE

of a series of Time to Service Restoration calculations.

Mean time to service recovery is inclusive of the hardware-related Mean time to repair service level

objective, but in a cloud service environment, hardware is typically virtualized and so the relationship between
the time to repair hardware and its impact on service availability is not direct.

Maximum Time to Service Recovery

The largest value of a set of Time to Service Restoration calculations over a defined period of time.

Number of §

The number

10.11.2.4
Cloud Servi

A statement
tolerance for
to afford res

10.11.3 Customer data backup and restore component

10.11.3.1

The CSC dat
retention pe

10.11.3.2

CSPs can pr
CSP automaf
different geq

Some cloud
the data is 1
address this
event a serv

especially imiportant whien running applications on a single server instance.

For some clg
case, CSCs ca

ersvieatatlures
of service failures in total or over a defined period of time.

Cloud service qualitative objectives
ce Resiliency/Fault Tolerance methods

of the methods employed by the cloud service provider which afford resilience and
the cloud service(s) and a statement of the methods available tothe cloud service cust
ilience/fault tolerance for their own workloads.

Description

h backup and restore component includes SLOs*and SQOs such as backup methods, b4
Fiods and the number of backup generations.

Relevance

vide the CSC with mechanisms.to manage their own data backup and in some case
ically creates mirrored copies-of stored data on different equipment and potentiall
graphic location.

service customer data is transient and may be lost in the event of equipment fail
ot regularly committed to permanent storage. The CSP can offer a service specifica

br malfunctions-and fail-over operations do not restore the VM to full functionality. T

ud serviees, CSCs might not have the ability to efficiently back up their own data. |
n rely;on the CSP’s plan for data redundancy and backup.

fault
omer

ickup

s the
y in a

ire if
lly to

scenario. Additionally, it can be appropriate to store backups of virtual machines in the

his is

h this

It is importe

HS are

sufficient. These plans should include the backup methods, backup interval, backup retention period,
number of backup generations retained, the Recovery Point Objectives and Recovery Time Objectives
for the selected cloud services.

10.11.3.3

Cloud service level objectives

Backup Interval

The period of time between data backups or the number of data backups made in a defined period of time.

Retention P

eriod for Backup Data

The time period the CSP retains data backups.
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Number of Backup Generations
The number of backup generations of cloud service customer data retained by the CSP.
Backup Restoration Testing

The number of restoration tests from backups over a specified time period.

10.11.3.4 Cloud service qualitative objectives

Backup Method

A list{of cloud service customer data backup methods available to the CSC or employed by fhe CSP.
Backup Verification

A list|of methods or technologies to verify the integrity of data backups.
Backjup Restoration Test Reporting

A stafement describing the content and availability of reports on backup,restoration testing.
Alternative Methods for data recovery

A listlof methods the CSP can undertake to restore cloud service-eustomer data in the event/the primary
data festoration method is not successful.

Data|Backup Storage Location

List df geographical location(s) where the data backups are stored.
10.1]1.4Disaster recovery component

10.11.4.1 Description

The Disaster Recovery Component covers SLOs and SQOs such as the CSP’s disaster relcovery plan,
Recoyery Time Objective, and Recovery Point Objective.

10.11.4.2 Relevance

In adglition to faults,availability of a cloud service (see 10.3) can also be impacted by disasters, natural,
manrpade and accidental. A disaster, compared to a fault, usually results in substantial dainage or total
loss ¢f the underlying components of the service. Since modern organizations depend or] IT services,
exterlded outages of a cloud service can threaten the existence of the organization itself.

In th¢ case of a severe disaster, weeks or months may be required to completely restore thel[components
of an|individual data centre. The cloud service might be run on more than one data centire with load
shifting and fail-over. Fail-over might be done automatically or manually. However, a CSC’s applications
and data might not necessarily be run or stored in multiple locations. Such capabilities might be
provided with additional costs.

10.11.4.3 Cloud service level objectives
Recovery Time Objective (RTO)

The maximum time period required to bring the cloud service back from an outage to a correct
operational state.

RTO time period starts when the CSP agrees to initiate recovery process in response to a disaster
declared by the CSP and ends when the CSC can resume production operation in the standby/secondary
environment. If the decision to fail over is made during a planned downtime, the RTO extends to include
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the time required to complete the planned maintenance activity by CSP. RTO and RPO do not generally
apply to CSC customizations that depend on non-standard components or third-party software.

Recovery Point Objective (RPO)

The maximum time period prior to a failure or disaster during which changes to data may be lost as a
consequence of recovery.

NOTE RPO does not specify the amount of acceptable data loss, only the acceptable amount of time. In
particular, RPO affects data redundancy and backup.

Data changes preceding the failure or disaster by at least this time period are preserved by recovery.
Zero is a valfd value and 1s equivalent to a - zero data [0ss  requirement.

10.11.4.4 Cloud service qualitative objectives

Cloud Servife Provider Disaster Recovery Plan

A plan thati
as well as th

hcludes a documented set of procedures adopted by the CSP for restofing the cloud sdrvice
e CSC’s applications and data. These procedures can be executed automatically or manually.

NOTE The RTO and RPO SLOs can form part of the cloud service provider disastér recovery plan.

10.12 Datgd management content area

10.12.1Gengral

The data mal[:agement components define how a cloud service deals with data.

since
P and
data

Understanding this is an important aspect of an informed agreement between the CSC and CSP
the use of a floud service changes a CSC’s control ofitheir data. While it is helpful for both the CS
the CSC to come to a common agreement on how.te handle data, it is important to recognize thaf
rights, roles jand obligations are subject to relevant laws.

When using
cloud servic
has access t
In any case,
names and |
underlying i

Cloud services, the CSC’s data i$'stored and processed in the CSP’s data centres. Additio
e customer data from multiple tenants can exist side-by-side within the service. Th
b the data, and in some(agreements, the ability to use that data as part of their bus
the CSP has access tocloud service customer data and maintains account data incl
illing information*fer tenants along with data about the operation of the service an
hfrastructure by multiple tenants.

Multiple iss

les relate to-cloud service customer data including confidentiality, portability, del

nally,
e CSP
ness.
iding
d the

btion,

retention, regulation;law enforcement access and geographic location.

These issueq mean that gaining an understanding of the handling of data in a cloud service as the|basis
for an informed agreement requlres defining key classes of data ob]ects and agreemg on the 1ntelle ctual
property righ 6 6 volved
when using “cloud services and how the CSP deflnes each class of data, how the dlfferent classes of data

may be created and processed and the CSP’s policies for each class of data.

Control of data is defined as the authorization to perform search, create, read, update and delete
operations on the data. Additional elements of control of data in cloud computing include the ability to
move data from one location to another and the ability to route the flow of data as it traverses the CSP’s
systems.

Control is frequently shared. For example, a CSC may create a file using a cloud service which is initially
stored in a server’s memory and potentially stored temporarily on a disk drive local to the server. The
file then may be placed for longer-term storage in another location. Control also changes over time,
for example, the CSC has control of the file when it is introduced to the service; during the processing
of that data, the CSP also has control by having the authority to select which server the CSC uses and
where the file resides for longer-term storage.
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For some CSPs, the data management components (10.12.2 through 10.12.11) could be included in CSP’s

policy documents and not necessarily as elements of the cloud SLA.

Note that ISO/IEC 19944 elaborates on issues related to different classifications of Cloud Service

Customer data, and what rights a Cloud Service customer may or may not have over them.
10.12.2Intellectual property rights (IPR) component

10.12.2.1 Description

“Ownership” of data is a complex combination of intellectual property rights and control, and separate

agredment on each of those issues is key to a meaningful overall agreement. The law, xe
custgm for Intellectual Property Rights for data vary with different locations and’thg
of rights is closely tied to the business arrangement between the CSC and CSP, requiring
comprehensive agreement about [PR.

10.12.2.2 Relevance

Similpr to IT outsourcing arrangements, placing or creating data on the'CSP’s systems does
the CBC’s intellectual property rights but does create a multi-party rélationship regarding
is different from on-premises systems where the CSC has sole access to the data.

10.12.2.3 Cloud service qualitative objectives

Intellectual Property Rights

A stafement of any IPR the CSP claims on the cloud\service customer data. Alternatively or

it is af statement of any IPR the CSP grants to the*CSC on the cloud service provider’s data
servife-derived data.

10.12.3Cloud service customer data component

10.12.3.1 Description

ISO/IEC 17788 defines cloudrservice customer data as a class of data objects under the c
CSC. [For example, such objects can include files, BLOBs, tables, database entries, emai

pulation and
assignment
r a clear and

not diminish
the data that

in addition,
hnd/or cloud

pntrol of the
Is and other

esults of the

SC and some

under the control of the CSP In tradltlonal dlstrlbuted computing models all of the data objects are

under the control of the CSC.

10.12.3.3 Cloud service qualitative objectives

Cloud Service Customer Data

A statement defining the cloud service customer data, such as the CSC files and database content.

Cloud Service Customer Data Usage

A statement of all uses of cloud service customer data by the cloud service provider.
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