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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

This document represents a necessary step in a process designed to ensure contactless communications
interoperability between inspection systems and machine-readable travel documents to be accepted by
them. The purpose of this document is to provide the conformance test plan that needs to be performed
to ensure conformity of inspection systems and any machine-readable travel documents in accordance
with ICAO Doc 9303.

This conformance test plan is not designed to repeat or duplicate the referenced specifications and

associated test method [essentially ISO/IEC 14443 (all parts) and ISO/IEC 10373-6] but to list the test
conditions to_be pnrfnrmpd in addition to the ones :ﬂrnndy described in the ]QﬂI/TF‘(‘ 10373-6 and to

define their festing and use conditions.

vi © ISO/IEC 2021 - All rights reserved
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Test methods for machine readable travel documents

(MRTD) and associated devices —

Part 2:
Test methods for the contactless interface

1 Scope

This |document defines the conformance test plan, based on ISO/IEC 10373-6; for thd
interface of eMRTDs and eMRTD associated readers compliant with ICAO Doc 9303.

Application requirements for eMRTD and eMRTD reader are outside of the)scope of this d
are dpfined in ICAO Doc 9303-10.

ormative references

The following documents are referred to in the text in such a way that some or all of t
constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced{dpcument (including any amendme

ISO/IEC 10373-6:2016Y, Identification cards — Test:methods — Part 6: Proximity cards

ISO/IEC 10373-6:2016/Amd.3:2018Y), Identification cards — Test methods — Part 6: Pro
AMENDMENT 3: PICC loading effect

ISO/IEC 14443-1:2018Y), Identification cards — Contactless integrated circuit cards — Proxi
Part I: Physical characteristics

ISO/IEC 14443-2, Identification.cards — Contactless integrated circuit cards — Proximity ca
Radid frequency power and signal interfacel)

ISO/IEC 14443-3, Identification cards — Contactless integrated circuit cards — Proximity ca
Initiafization and anticollision!)

ISO/IEC 14443-4;20181, Identification cards — Contactless integrated circuit cards — Proxij
Part 4: TransmiSsion protocol

Doc |ICA0-9303-2, Machine Readable Travel Documents, Eighth Edition — Part 2: Specificd
Secutity of-the Design, Manufacture and Issuance of MRTDs

contactless

bcument and

heir content
applies. For
nts) applies.

ximity cards,

mity cards —

rds — Part 2:

rds — Part 3:

nity cards —

tions for the

Doc ICAO 9303-9, Machine Readable Travel Documents, Eighth Edition — Part 9: Deployment of Biometric

Identification and Electronic Storage of Data in MRTDs

Doc ICAO 9303-10, Machine Readable Travel Documents, Eighth Edition — Part 10: Logical Data Structure

(LDS) for Storage of Biometrics and Other Data in the Contactless Integrated Circuit (IC)

Doc ICAO 9303-11, Machine Readable Travel Documents, Eighth Edition — Part 11: Security Mechanisms

for MRTDs

1) When ISO/IEC 10373-6 or ISO/IEC 14443 (all parts) are referred to, PICC represents the eM
represents eMRTD associated reader.

© ISO/IEC 2021 - All rights reserved
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3 Terms

For the purp

745-2:2021(E)

and definitions

oses of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

31

ISO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at https://www.electropedia.org/

test method

method for
assessing th

3.2

sample
piece of the
according to

3.3
PICC

eMRTD objeg

3.4
PCD
eMRTD asso

Festing the characteristics of eMRTDs and eMRTD associated readers for the purpq
pir conformance with International Standards

fotal number of eMRTDs or eMRTD associated readers required and presented for te
this document

ciated reader

4 Symbals and abbreviated terms

oses of this document, the following abbreviations apply.

ive authentication

Kic access control

intry verifying certificdtion authority

vice under test

cument verifier

fended aecess control (throughout this document, the term EAC refers to EAC v1)

ctronic machine-readable travel document

n

For the purp
AA ac
BAC ba
CVCA co
DUT de
DV do
EAC ex
eMRTD eldg
fe fre
Js
min mi
max
IS
LDS
PACE
2

artancyu of anaratl
e acy Oroptrocr

ngfield-as-definedinlSOAECI4443-2

frequency of subcarrier as defined in ISO/IEC 14443-2

nimum field strength as defined in ISO/IEC 14443-2

maximum field strength as defined in ISO/IEC 14443-2
inspection system
logical data structure

password authenticated connection establishment

se of

sting
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hexadecimal notation, equal to XY in base 16

REQA REQuest command, Type A as defined in ISO/IEC 14443-3

REQB REQuest command, Type B as defined in ISO/IEC 14443-3

tg,pcD

low EMD time, PCD as defined in ISO/IEC 14443-3

VE,PCD EMD limit, PCD as defined in ISO/IEC 14443-2

5 Testmethaods for eMRTD

-2:2021(E)

5.1

5.1.1

Test ¢
need

This

51.2
the fa

Depe

All the tests defined in this document and relevant:te eMRTD are applied in accordance to

For t

large
shou

It is
recor

— 3
— 3

|
)

5.1.2

prov'Fed for testing is three, unless explicitly defined otherwise. The applicant may re

General test conditions

General

onditions and procedures in this clause are based on ISO/IEC 10373 6/taking into acc
5 of eMRTD application.

‘lause addresses the test of the mandatory and optional featuresof eMRTD's contactle

to 5.1.5 specify the different test setups, the values used.for the tests, and a recomm
rmat of the test report.

hding on the implementation statement of the applicant, Type A or Type B tests shall b

ests of ISO/IEC 14443-1 and ISO/IEC 14443-2 parameters, the minimum numbej

number of samples be tested. The samples provided by the applicant shall be pers
d be marked each with a unique serial number.

not mandatory to use the same samples to run all the tests defined in this dd
hmended to provide to the test laboratory at least:

samples for static electricity test;

samples for alternating magnetic field test;

samples for ISO/IEC 14443-2 parameters;

samplefor ISO/IEC 14443-3 and ISO/IEC 14443-4 parameters.

Test environment

punt specific

bss interface.

endation for

e performed.
PICC Class 1.

of samples
quest that a
bnalized and

cument. It's

Unless otherwise specified, testing shall take place at room temperature 23 °C + 3 °C (73 °F £ 5 °F) and

in an

5.1.3

environment of relative humidity 25 % to 75 %.

Test conditions for PICC

Unless otherwise specified, the test conditions defined in Table 1 shall be applied.

© ISO/IEC 2021 - All rights reserved
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Table 1 — Test conditions for PICC

Conditions Temperature Values

Atroom tempera-
Field strength ture and -10 °C
At+50°C 1,5A/m,2,5A/m,3,5A/m, 4,5A/mand 6,0 A/mP

a  Optional values 5,5 A/m and 6,5 A/m may be applied in addition.

1,5A/m,2,5A/m,3,5A/m, 4,5A/mand 7,5 A/m?

b Optional value 5,5 A/m may be applied in addition.

NOTE Optional and mandatory field strength values are chosen in line with the following reasons:
— most of gMRTD associated readers operate between 1,5 A/m(rms) and 4,5 A/m(rms);
— check that there is no potential communication hole between 1,5 A/m(rms) and 4,5 A/m(rms) pr\more
Unless othertwise specified, the values defined in Table 2 shall be used to adjust PICC-test-appajratus
parameters.
Tabl¢ 2 — Values of the PICC-test-apparatus parameters unless otherwise specified
Parameter Value | To be applied to
Parametersjapplicable for all bit rates
FSDI 8 Type A
Staft Of Frame (SOF) timing 10 etu “0” followed by 2 etu “1” Type B
Enf Of Frame (EOF) timing 10 etu 0" Type B
Extrg Guard Time (EGT) timing O‘etu Type B
Maximum Frame Size Code in ATTRIB 8 Type B
Parametersfapplicable for PCD to PICC bit rate f_/128
PCD fie]d envelope during 60 % of t, 0,5 % Type A
ty 40/f. Type A
t; 7/fe Type A
ts 12/f. Type A
ty 6/fc Type A
Overshoot 0% Type A and Typ¢ B
Modulation index(m 12 % Type B
Rise time, ¢, fall time, t; 12/f. Type B
Parameters(applicablefor PCD to PICC bit rate f./64 (optional)
a 0,1 Type A
ty 18/f. Type A
ts 15/f. Type A
te 9 Type A
Overshoot 0 Type A and Type B
Modulation index m 12 % Type B
Rise time ¢, fall time ¢; 10/f, Type B
Parameters applicable for PCD to PICC bit rate f_/32
a 0,2 Type A
t 9/f Type A
ts 7/fe Type A
£ 8/f. Type A
Overshoot 0 Type A and Type B

4 © ISO/IEC 2021 - All rights reserved
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Table 2 (continued)

Parameter Value To be applied to
Modulation index m 12% Type B
Rise time ¢, fall time ¢; 8/f. Type B
Parameters applicable for PCD to PICC bit rate f./16 (Optional)
a 0,4 Type A
t 5/f. Type A
ts 4/f. Type A
ts s Lype A
Overshoot 0 Type, Agnd Type B
Modulation index m 12% Tylpe B
Rise time ¢, fall time ¢; 6/f. Tylpe B
Parameters applicable for PCD to PICC bit rate f_/8 (Optional)
Overshoot 0 Type A dnd Type B
Modulation index m 8 % for short modulation-pulses Type A gnd Type B
Rise time ¢, fall time ¢; 5/f. Type A dnd Type B
Parameters applicable for PCD to PICC bit rate f_/4 (Optional)
Overshoot 0 Type A dnd Type B
Modulation index m 8 % for shortimodulation pulses Type A dnd Type B
Rise time ¢, fall time ¢; 4/f. Type A gnd Type B
Parameters applicable for PCD to PICC bit rate f_/2 (Optional)
Overshoot 0 Type A dnd Type B
Modulation index m 8 % for short modulation pulses Type A dnd Type B
Rise time ¢, fall time ¢; 2/f. Type A gnd Type B
Parameters applicable for PCD to PICC bitrate 3f./4 and 3f_/2 (Optional)
PR 56° Type A gnd Type B
ISI4 0 Type A dnd Type B
ISI, 1 Type A dnd Type B
Phase noisé 0,03 Type A dnd Type B
Parameters applicable-for'PCD to PICC bit rate f_ and 2f_ (Optional)
PR 60° Type A gnd Type B
ISI4 0 Type A dnd Type B
ISI, 1 Type A dnd Type B
Phase noise 0,0125 Type A dnd Type B

5.1.4—Applicamtinfornration

In order to set up the tests properly, the information specified in Table 3 shall be known by the
laboratory. The information not accessible to the laboratory from the sample itself shall be provided by
the applicant.

© ISO/IEC 2021 - All rights reserved 5
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Table 3 — Applicant information on eMRTD product

Product characteristic

Standard reference

Applicant declaration

Physical size of product

ICAO Doc 9303-2

TD1/TD2/TD3

Location of antenna within eMRTD

ICAO Doc 9303-10, B.1

Data page/Centre of booklet/Cover/
arate sewn-in page/Back cover

Sep-

PICC class 12

ICAO Doc 9303-10, B.1

YES/NO

YES/NO

PYPI (Type B)

Shielding of eMRTD ICAO Doc 9303-10, B.7
If yes, precise where shielding is applied
(Optional) eMRTD resonance fre- A emao o oo Minimum and maximum resonance fre-
b ICAU DOC 75US-1U, D.7 .
quency range quency in MHz
Communicption signal interface ICAO Doc 9303-10, B9 Type A/Type B
Random orffixed UID (Type A) or ICAO Doc 9303-10, B.8 Fixed / Randéi

rectjons supported

(Optional) B C]_) to PICC supported ICAO Doc 9303-10, B.4 List of supported optional PCD to PICC bit
bit rates rates

(Optional) B IC_C to PCD supported ICAO Doc 9303-10, B.4 List of supported optional PICC to P(D bit
bit rates rates

i g
(Optional) Qupport of exchange of ICAO Doc 9303-10, B.6 YES/NO
additipnal parameters
(Optional) Hrames with error cor- ICAO Doc 9303-10, B.6 YES/NO

Maximum frame size supported

ICAO Doc 9303-10, B.10

Declare the maximum frame size inf
in reception supported by the eMR

eger
TD

ICAO Doc 9303-10, B:I'1

Declare the frame waiting time intq

ger

Frame waiting time integer supported by the eMRTD
BAC: YES/NO
Supported access control¢ ICAO Dge9303-11 PACE: YES/NO
EAC: YES/NO
Active authentication supported ICAO Doc 9303-11 YES/NOd

a  IfPICC Clgss 1 is claimed, the Class 1 verification test is performed.

b Ifthe range is provided, the optional'resonance frequency test is performed.

d  If supportgd, active@uthentication is applied during operating field strength.

¢ Informatipn required to perform authentication is provided by the applicant (machine readable zone (MRZ], EAC
certificates chain with IS private key, static/dynamic binding). If no access control is selected by the applicant, e
supports plairjftext access. If PACE“is supported, PACE is applied during operating field strength test. If EAC is supp
EAC is applied|during operatingfield strength test in addition to BAC or PACE.

MRTD
brted,

5.1.5 Testl report

The testreport shall include the number of successful evaluations versus the total number of evaluations
for each sample and for each test. A description of each test, the information whether the result was a
pass or a fail, and the date of the tests shall be included.

For all functionality check tests, the report shall state what tools and methods have been used to verify

the functionality of the eMRTD.

The test report shall include the information on eMRTD product as defined in 5.1.4.

© ISO/IEC 2021 - All rights reserved
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5.2 Test of ISO/IEC 14443-1 parameters
5.2.1 Antenna size and PICC Class 1 verification (optional)

5.2.1.1 Purpose

The purpose of this test is to check if the physical coil dimensions meet the requirements according to
ISO/IEC 14443-1.

This test is optional and shall be applied if the applicant claims compliance with “Class 1” in Table 3.

5.2.1{2 Test procedure

Detefmine on 3 separate samples whether the eMRTD antenna is within the PICC antgnna zone as
descijibed in ISO/IEC 14443-1:2018, A.1.1. The applied method is under responsibility of tedt laboratory.

5.2.1{3 Testreport

The test report shall state whether the coil geometry of the antenna is'in accordance with|{PICC Class 1
definjtion.

5.2.2[ Static electricity

5.2.2{1 Purpose
See I$O/IEC 10373-6:2016, 6.2.2.

5.2.2{2 Test procedure
Apply ISO/IEC 10373-6:2016, 6.2.2 on 3 separate samples.
The discharge value is selected according to ISO/IEC 7810:2019, 9.3.2.

In cage the physical size of the eMRTD is different from ID-1, the test procedure shall be applied at the
centre of a two-dimensional ¢ x 1 cm mesh placed over the DUT.

5.2.2{3 Testreport

The test report shall'state whether or not the eMRTDs operate as described in 5.6 after th¢ applied test
procddure.

5.2.3| Alternating magnetic field

5.2.34 Purpose

See ISO/IEC 10373-6:2016, 6.2.1.

5.2.3.2 Test procedure
Apply ISO/IEC 10373-6:2016, 6.2.1 on 3 separate samples.

5.2.3.3 Testreport

The test report shall state whether or not the eMRTDs operate as described in 5.6 after the applied test
procedure.

© ISO/IEC 2021 - All rights reserved 7
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5.3 Test of ISO/IEC 14443-2 parameters

5.3.1

eMRTD transmission

5.3.1.1 Purpose

See ISO/IEC

10373-6:2016, 7.2.1.1.

5.3.1.2 Test procedure

Apply 1SO/1

C10373-6:201 R’ 721 on3 cnpnr:\fn cnmp]nc underthe Fn”nmring conditions:

at tempg

rature =10 °C, room temperature and +50 °C.

Any PCD to PICC bit rate may be used. For a PICC to PCD bit rate of f./128, REQA or REQB'shall be

For a suppor
COMMAND1

5.3.1.3 Te

The testrep
fe — /s and thg

5.3.2 Ope

5.3.2.1 Pu

The purposg
strength ran

5.3.2.2 Te

For this pro
eMRTD undgs
into the test

ted PICC to PCD bit rates higher than f./128 except bit rates of f_/64, f./32and f./16,
after appropriate PICC to PCD bit rate selection shall be used.

st report

prt shall give the load modulation amplitudes of the upper and lower sidebands at f +
 applied fields strengths and modulations.

rating field strength

rpose

of this test is to check if the eMRTD operates its application within the operating
ge defined in ISO/IEC 14443-2.

5t procedure

edure, the test PCD assembly’shall be used as the eMRTD associated reader antenns
r test shall be placed in the ,DUT position, concentric with sense coil a. The field str
PCD assembly antenna shall be readjusted to the required field strength.

The following command sequence-shall be used for this procedure:

For Type A:
a) REQA cq

b) repeatA

mmand;

NTICOELISION and SELECT commands until UID is complete;

c¢) RATSco

used.
'EST_

f. and

field

. The
bngth

mimand;

d) TEST_COMMAND_SEQUENCEL.

For Type B:

a) REQB command;

b) ATTRIB

command;

c¢) TEST_COMMAND_SEQUENCEL.

Any PICC to PCD bit rate may be used. TEST_COMMAND_SEQUENCE1 shall be sent after appropriate
PCD to PICC bit rate selection. TEST_COMMAND_SEQUENCET1 is specified in 5.5 depending on the access
control mechanism declared in Table 3.
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Execute the commands sequence on 3 separate samples under the following conditions:
— every supported PCD to PICC bitrate;

— attemperature -10 °C, room temperature and +50 °C.

5.3.2.3 Testreport

The test report shall confirm the intended operation at the supported PCD to PICC bit rates. Used test
conditions shall be mentioned in the test report.

5.3.3—eMRTDTeception

5.3.3{1 Purpose
See I$O/IEC 10373-6:2016, 7.2.3.1.

5.3.3{2 Test procedure

Apply ISO/IEC 10373-6:2016, 7.2.3 on 3 separate samples under the following conditions:
— gvery supported PCD to PICC bitrate;

— dtroom temperature.

Any RICC to PCD bit rate may be used. The three tests conditions defined in ISO/IEC 10373-/6:2016, 7.2.3
shall pe executed at least five times for each combination of field.

For epch PCD to PICC bit rate supported by the eMRTD, the eMRTD shall respond correctly|to an I-block
contgining the TEST_COMMAND1 as defined.in'&.5 after selection of that bit rate.

5.3.3]13 Testreport

The tlest report shall confirm the intended operation at the supported PCD to PICC bit rates. Used test
conditions shall be mentioned in‘the test report.

5.3.4( eMRTD maximum-oading effect

5.3.4{1 Purpose
See I$O/IEC 10373=6:2016, 7.2.5.1 amended by ISO/IEC 10373-6:2016/Amd.3:2018.

5.3.4{2 ,Testprocedure

Apply ISO/IEC 10373-6:2016, 7.2.5 amended by ISO/IEC 10373-6:2016/Amd.3:2018 on 3 separate
samples at room temperature.

5.3.4.3 Testreport

The test report shall give the values of the measured field strength.
5.3.5 eMRTD resonance frequency (optional)

5.3.5.1 Purpose
See ISO/IEC 10373-6:2016, 7.2.4.1.
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This test is optional and shall be applied only if the applicant provides a resonance frequency range in
Table 3.

5.3.5.2 Test procedure

Apply ISO/IEC 10373-6:2016, 7.2.4 on 3 separate samples at room temperature.

5.3.5.3 Testreport

The test report shall state whether the measured resonance frequency is within the range of resonance
frequency declared by the applicant in Table 3.

In addition, the test report shall describe the applied test setup and conditions.
5.3.6 eMRTD EMD level and low EMD time test (optional)

5.3.6.1 Purpose
See ISO/IEC [10373-6:2016, 7.2.2.1.

This test is dptional.

5.3.6.2 Tept procedure

Modify the procedure ISO/IEC 10373-6:2016, 7.2.2 by computitig the maximum signal out of the two
results obtajned in step g) and by applying following step h)©nthe computed signal.

Apply the mgdified procedure on 3 separate samples under following conditions:
— at1l,5A/mand75A/m;

— PICC to PCD f_/128 and f_/32 bitrate;

— atroomftemperature.

Any PCD to [PICC bit rate may be used:The test procedure shall be executed on all ISO/IEC 14443-3
commands and at least, on the first ocdurrence of the command listed in each steps of TEST_COMMAND_
SEQUENCE1|defined in 5.5 after appropriate PICC to PCD bit rate selection.

5.3.6.3 Tektreport

The test repgrt shall state whether the eMRTDs EMD level during tg pc complies with the requirerpents
defined in ISO/IEC 14443-2.

Furthermorg¢, the-test report shall give the measured maximum electromagnetic disturbance levlels of

o

5.4 Test of ISO/IEC 14443-3 and ISO/IEC 14443-4 parameters

Perform the tests defined in ISO/IEC 10373-6:2016, Annex G and Annex L at room temperature and
1,5 A/m(rms) according to the information provided in Table 3. The test command sequences to apply
are defined in 5.5. The appropriate block number in each test scenario needs to be respected.

S(PARAMETERS) empty block information tag 'A0 00' CRC shall be used in scenarios G.66 to G.70.

Tests ISO/IEC 10373-6:2016, G.3.2 polling and ISO/IEC 10373-6:2016, G.4.2 polling shall be executed
with the minimum delay between each Type as defined in Doc 9303-10, B.2.

NOTE The operating field condition chosen to perform these tests [1,5 A/m (rms)] represents the worst case.
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5.5 List of the test command sequences

5.5.1 General

This subclause provides the list of test command sequences depending on the access control mechanism
declared in Table 3. The laboratory may increase the test coverage by using additional commands.

5.5.2 Test commands for eMRTD supporting only BAC

5.5.2.1 TEST_COMMAND_SEQUENCE1

TEST . COMMAND_SEQUENCE1 as defined in Table 4 is the sequence of commands, used\for operating
field strength test.

TEST.COMMAND_SEQUENCE1 shall come after eMRTD activation process d¢scribed in
ISO/IEC 10373-6:2016, G.5.1.1 shall be performed.

Table 4 — TEST_COMMAND_SEQUENCE1, UT_APDU command definition

Step Command COMMANDUT_APDU
1 SELECT '00 A4 04 0C 07 A0 00 00 02 471001
2 GET CHALLENGE '0084 000008’
3 MUTUAL AUTHENTICATE |'00 82 00 00 28 <authentication token> 28’

According to AA key Tength, select following command:
'0C 8800 00 20 8%/171 01 <encrypted challenge>97 01 00 8E 08 <mac>
00
'or
'0C 88 00,0000 002187 11 01 <encrypted challenge>97 (2 00 00 8E
08 <mac>00 00’

5 READ BINARY '0C BO'82 00 0D 97 01 80 8E 08 <mac> 00'
a2 INTERNAL AUTHENTICATE command is $ent only if AA is supported by eMRTD.

4 INTERNAL AUTHENTICATE?

5.5.2({2 TEST_COMMAND1

5.5.212.1 TEST_COMMAND1(1)

TEST. COMMAND1(1)as’'defined in Table 5 is the default test command used for tests of ISO{IEC 14443-3
and IFO/IEC 14443-4 parameters (5.4) consisting of one unchained I-block.

TEST.COMMAND1 shall come after eMRTD activation process described in ISO/IEC 1(0373-6:2016,
G.5.1{1 shall-be performed.

Table 5 — TEST_ COMMAND1(1), UT_APDU command definition

Step Command COMMAND UT_APDU
1 SELECT '00 A4 04 0C07 A0 00000247 1001

5.5.2.2.2 TEST_COMMAND1(2)

TEST_COMMAND1(2) as defined in Table 6 is the default test command used for tests of ISO/IEC 14443-3
and ISO/IEC 14443-4 parameters (5.4) consisting of two chained I-blocks (eMRTD reader chaining).

TEST_COMMAND1(2) shall come after eMRTD activation process described in ISO/IEC 10373-6:2016,
G.5.1.1 shall be performed.
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Table 6 — TEST_.COMMAND1(2), UT_APDU command definition

Step Command COMMAND UT_APDU
First I-block: '00 A4 04 0C 07'
1 SELECT Second I-block: ‘A0 00 00 02 47 10 01’

5.5.2.2.3 TEST_COMMAND1(3)

TEST_COMMAND1(3) as defined in Table 7 is the default test command used for tests of ISO/IEC 14443-3
and ISO/IEC 14443-4 parameters (5.4) consisting of three chained I-blocks (eMRTD reader chaining).

L1

TEST_COMMAND 3} shatt comeaftereMRTDactivatiom processdescribed im 1SOAEC 10373672016,

G.5.1.1 shallpe performed.

Table 7 — TEST_COMMAND1(3), UT_APDU command definition

Skep Command COMMAND UT_APDU
First I-block: '00 A4 04 0C 0C'
1 SELECT Second I-block: ‘A0 00 00 02’
Third I-block: 47 10 01’

5.5.2.3 THST_COMMAND2

5.5.2.3.1 TEST_COMMANDZ2(2)

TEST_COMMANDZ2(2) as defined in Table 8 is the default test c¢ommand used for tests of [SO/IEC 14443-3
and ISO/IEC|14443-4 parameters (5.4) which expects a response consisting of two chained I-blocks.

TEST_COMMAND2(2) shall come after:
— eMRTD activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shall be performed;
— LDS application 'A0 00 00 02 47 10 01’ is-successfully selected;

— basic ac¢ess is granted.

Table 8 — TEST_COMMAND2(2), UT_APDU command definition

Step Command COMMAND UT_APDU
If extended length is not supported:

'0C B0 82 000D 97 01 80 8E 08 <mac> 00'2
If extended length is supported:
'0C B0 82 00 00 00 0E 97 02 01 00 8E 08 <mac> 00 00'P

Tl dad H £ H H 120 Lo+ LC 120 /DCNT 7)1 £las
e retommretCtra X T am e STZC STz 0 Dy teS (1 o0 = TZz0/ T 5UT = 7 J7 I airS—€ase;

maximum frame size test with FSD = 256 is not applicable.

b The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

1 READ BINARY

a

TEST_COMMAND2(2) may be adapted to increase the coverage of FSD test by modifying Le value.

5.5.2.3.2 TEST_COMMAND2(3)

TEST_COMMAND2(2) as defined in Table 9 is the default test command used for tests of ISO/IEC 14443-3
and ISO/IEC 14443-4 parameters (5.4) which expects a response consisting of two chained I-blocks.

TEST_COMMANDZ2(3) shall come after:
— eMRTD activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shall be performed;
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DS application 'A0 00 00 02 47 10 071’ is successfully selected;

asic access is granted.

Table 9 — TEST_COMMAND2(3), UT_APDU command definition

Step Command COMMAND UT_APDU

If extended length is not supported:
'0C B0 82 000D 97 01 80 8E 08 <mac> 00"
If extended length is supported:

1 READ BINARY

5.5.2

'0C B0 82 00 00 00 0E 97 02 02 00 8E 08 <mac> 00 00'?

a The recommended maximum frame size is 64 bytes (FSD = 64/FSDI = 5).
b The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

4 TEST_COMMAND3

TEST.COMMAND3 is the default test command consisting of one I-block which needs mofre than FWT
time for execution. This command is defined by the applicant or by the/laboratory. If the eMRTD does
not support any command needing more than FWT time for execution, the scenarios [using TEST_
COMMAND3 are not applicable.

5.5.3| Test commands for eMRTD supporting PACE

5.5.3]1 General

Thes¢ test commands shall be used for eMRTD with PACE. It shall be also used for eMRTI supporting
BAC in addition to PACE.

5.5.3]12 TEST_COMMAND_SEQUENCEL

TEST. COMMAND_SEQUENCE1 as defined in Table 10 is the sequence of commands, used for operating
field strength test.

TEST.COMMAND_SEQUENCEY shall come after eMRTD activation process d¢scribed in

1S0/1

EC 10373-6:2016, G.5.1:1 shall be performed.

Table 10 *— TEST_COMMAND_SEQUENCE1, UT_APDU command definition

Step Command COMMAND UT_APDU

'00 BO9C 00 06'
1 READ BINAIiYech)r EF.CardAc- '00 BO 00 06 EO'

2 MSE: Set AT <Lg,> <private key reference>'

00 ZZCT AZ<L_>8U <Lg,> <PACE UID>83 UL U1 84

perform Mutual Authenticate | Token> 00"

3 GEI\;ERAL AUTHENTICATE 10 86 00 00 <L.> 7C 00 00"
or encrypted nonce ¢
4 GENERAL AUTHENTICATE to |'10 86 00 00 <L.> 7C <L,> 81 <Lg,> <Mapping Data>
map the nonce 00’
5 GENERAL AUTHENTICATE to |'10 86 00 00 <L > 7C <L,> 83 <Lg3> <Ephemeral
perform Key agreement Public Key> 00'
6 GENERAL AUTHENTICATE to ['00 86 00 00 <L.> 7C <L,> 85 <Lgs> <Authentication

a2 INTERNAL AUTHENTICATE command is sent only if AA is supported by eMRTD.

© ISO/IEC 2021 - All rights reserved
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Table 10 (continued)

Step Command COMMAND UT_APDU
7 SELECT 0CA4 04 0C <Lc'> 87 <Lg;> 01 <Cryptogram> 8E 08
<Checksum> 00
According to AA key length, select following com-
mand:
'0C 8800002087 11 01 <encrypted challenge> 97
8 INTERNAL AUTHENTICATE? {01 00 8E 08 <mac> 00’

or
'0C 8800000000 21871101 <encrypted chal-

1ongn 97 02 0000 8E08 <mae>0000"

d

READ BINARY for EF.DG2 |'0CB082 000D 97 01 06 8E 08 <mac> 00'

a

INTERNAL AUTHENTICATE command is sent only if AA is supported by eMRTD.

NOTE

5.5.3.3 TE

5.5.3.3.1

TEST_COMM

and ISO/IEC

TEST_COMM

G.5.1.1 shall

Th
READ BINAR]

i

).
ST_COMMAND1

'EST_COMMAND1(1)

AND1(1) asdefined in Table 11 is the default test commandused for tests of [ISO/IEC 144
14443-4 parameters (5.4) consisting of one unchained-I*block.

AND1 shall come after eMRTD activation process described in ISO/IEC 10373-6:
be performed.

Table 11 — TEST_COMMAND1(1),UT_APDU command definition

Step Command COMMAND UT_APDU

1 SELECT '00 A4040C07 AO00000247 1001

5.5.3.3.2

TEST_COMM

and 1SO/IEC

TEST_COMM

G.5.1.1 shall

]

'EST_COMMAND1(2)

AND1(2) asdefined in.Table 12 is the default test command used for tests of ISO/IEC 141
14443-4 parameters)(5.4) consisting of two chained I-blocks (eMRTD reader chaining

AND1(2) shall(come after eMRTD activation process described in ISO/IEC 10373-6:
be performed:

Table 12 — TEST_COMMAND1(2), UT_APDU command definition

Step Command COMMAND UT_APDU

e EF.CardAccess can be read implicitly or explicitly (SELECT EF.CardAccess comimrand sent before

143-3

2016,

143-3
r)_

2016,

First I-block: "00 A4 04 0C 07

1 Second I-block: ‘A0 00 00 02 47 10 01’

SELECT

5.5.3.3.3 TEST_COMMAND1(3)

TEST_COMMAND1(3) asdefined in Table 13 is the default test command used for tests of ISO/IEC 14443-3
and ISO/IEC 14443-4 parameters (5.4) consisting of three chained I-blocks (eMRTD reader chaining).

TEST_COMMAND1(3) shall come after eMRTD activation process described in ISO/IEC 10373-6:2016,

G.5.1.1 shall

14

be performed.
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Table 13 — TEST_COMMAND1(3), UT_APDU command definition

Step Command COMMAND UT_APDU
First I-block: '00 A4 04 0C OC'
1 SELECT Second I-block: ‘A0 00 00 02’
Third I-block: ‘47 10 01’

5.5.3.4 TEST_COMMAND2

5.5.3.4.1 TEST_COMMANDZ2(2)

TEST.COMMAND2(2) as defined in Table 14 is the default test command used for tests of ISO
and IBO/IEC 14443-4 parameters (5.4) which expects a response consisting of two chainec

TEST . COMMAND?2(2) shall come after:

TEST . COMMANDZ2(2) may be adapted to increase the coverage of FSD test by modifying Le

5.5.3]4.2 TEST_COMMANDZ2(3)

TEST.COMMANDZ2(2) asdefined in Table 15 is the default test command used for tests of ISO
and IBO/IEC 14443=4 parameters (5.4) which expects a response consisting of two chainecd

TEST. COMMAND2(3) shall come after:

HACE is granted.

—

eMRTD activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shall be perforn

DS application 'A0 00 00 02 47 10 01’ is successfully selected.

Table 14 — TEST_COMMAND2(2), UT_APDUcommand definition

IEC 14443-3
I-blocks.

eMRTD activation process described in ISO/IEC 10373-6:2016, G.5.1.1 shalkbe perforned.

Step Command COMMAND UT_APDU

If extended lengthis not supported:

'0C B0 82 00 0D97 01 80 8E 08 <mac> 00'2

If extended length is supported:

'0C B082.00 0000 0E 97 02 01 00 8E 08 <mac> 00 00'd

1 READ BINARY

a  The recommended maximum frame size is 128 bytes (FSD = 128/FSDI = 7). In this ca|
maximum frame size test with FSD\='256 is not applicable.

b The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

se,

value.

IEC 14443-3
I-blocks.

1ed;

PACE s gramted;

LDS application 'A0 00 00 02 47 10 01’ is successfully selected.

© ISO/IEC 2021 - All rights reserved
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Table 15 — TEST_COMMAND2(3), UT_APDU command definition

Step Command COMMAND UT_APDU
If extended length is not supported:
'0CB082 000D 97 01 80 8E 08 <mac> 00"
1 READ BINARY

If extended length is supported:
'0C B0 82 00 00 00 0E 97 02 02 00 8E 08 <mac> 00 00'

a

b

The recommended maximum frame size is 64 bytes (FSD = 64/FSDI = 5).
The recommended maximum frame size is 256 bytes (FSD=256/FSDI=8).

5.5.3.5 TE

TEST COMM
time for exe
not support

COMMAND3)jare not applicable.

5.6 Functionality check test

5.6.1 Gengral

For potentially destructive tests such as mechanical and electrical (1SO/IEC 14443-1 parameters) §
tests, it is often required to check if the eMRTD “operates as intended”. These tests are not de
further by the ISO/IEC standards, and thus they are left to the responsibility of the test laboratori

Since there
specifies tw
level withou

The functio
laboratories
test may be |

5.6.2 Optl

5.6.2.1 Pu

This testis a

The purposs
ICAO Doc 9
been altere

ST_COMMAND3

AND3 is the default test command consisting of one I-block which needs mere/than
ution. This command is defined by the applicant or by the laboratory. If£the’eMRTD
any command needing more than FWT time for execution, the scenarios using 'l

can be different requirements for performing functionality check tests, this subg
h optional tests to verify the eMRTD's funétionality on the electrical and on the applic
I performing all these, sometimes time-consuming tests specified in this document.

hality check tests require specialized equipment and may only be performed by
that have the necessary skills and equipment, whereas the application functionality
performed with standard equipment.

onal procedure 1: Application functionality check test

rpose

basic functiondlity check test.

FWT
does
'EST_

tress
fined
PS.

lause
ation

I test
rheck

of this\test is to check if the eMRTD’s mandatory LDS application data as specifjed in

03-10°can be retrieved from the eMRTD. It shall be verified that this information ha

S not

by the destructive tests.

5.6.2.2 Test setup

The test may be performed with standard PC/SC readers and any software that is able to send
commands to the eMRTD and that can verify the integrity of the data retrieved.

5.6.2.3 Test procedure

The test procedure shall be performed as follows:

a) putthe eMRTD on the contactless reader of the test setup;

b) activate

c)

select th

16

the eMRTD as described in ISO/IEC 10373-6:2016, G.5.1.1;

e LDS application;
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d)
e)
f)
g)
h)

ISO/IEC 18745

perform access control if indicated in the implementation conformance statement;

r

r

r

r

ead data of file EF.COM;
ead data of file EF.DG1;
ead data of file EF.DG2;

ead the document security object of file EF.SOD.

5.6.2.4 Testreport

The

-2:2021(E)

t

data

5.6.3

5.6.3

The

B

to the

5.6.3

For this test, the test setup defined in the correspondingdests shall be used.

5.6.3

The

t

5.6.3

The

imple

combinations of températures and field strengths.

6

6.1

]

Iply resonance frequency test as specified in 5.3.5;

est report shall state whether the defined LDS application data can be retrieved and
has been altered.

Optional procedure 2: Electrical functionality check test

1 Purpose

urpose of this test is to check the electrical functionality of the eMRTD and may be use
process specified in ISO/IEC 10373-6:2016, G.5.1.1.

2 Testsetup

3 Test procedure

pst procedure shall be performed using atdeast one of the following methods:

ply operating field strength testas specified in 5.3.2.

4 Testreport

fest report shall state~whether the resonance frequency is in the range sped
mentation conformance statement or whether the eMRTD operates as inter]

‘est methoeds for eMRTD reader

General test conditions

whether the

d in addition

ified in the
ded for all

6.1.1 General

Test conditions and procedures in this clause are based on ISO/IEC 10373-6 taking into account specific
needs of eMRTD application.

This clause addresses the test of the mandatory and optional features of eMRTD reader contactless
interface. The minimum number of samples provided for testing is one.

6.1.2 to 6.1.6 specify the different test setups, the values used for the tests and a recommendation of the
report.

Errors shall be handled in the eMRTD reader and not in the upper tester or host. If possible, the final
operating system shall be tested.

© ISO/IEC 2021 - All rights reserved
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6.1.2 Test environment

Unless otherwise specified, testing shall take place in an environment of temperature 23 °C £ 3 °C
(73 °F £ 5 °F) and of relative humidity 25 % to 75 %.

6.1.3 Test conditions for PCD

Unless otherwise specified, the test conditions defined in Table 16 shall be applied:

Table 16 — Test conditions for PCD

conditions values
Type Type A and Type B
Test positions Appropriate test positions defined in Table 7 according to the reader

type.
Reference PICC 1

In accordance with the support of optional PICC classésas declared
Reference PICC by the PCD manufacturer in Table 6:

— Reference PICC 2 if PICC Class 2 is supported;
— Reference PICC 3 if PICC Class 3 is supported.

Unless otherfwise specified, the values defined in Table 17 shall beZused to adjust parameters of|PCD-
test-apparatpis:

Table 17 — Values of the PCD-test-apparatus unless otherwise specified

Parameter Value Applies to

PCD to PI€C and PICC to PCD Bit rates f./128 Type A and Type B
Load modulation amplitude More than 20 mV at H;, Type A and Type B
Referenc¢ PICC Resonance frequency 16,5 MHz Type A and Type B
J1 setting position “a” Type A and Type B
]2 setting position “@” Type A and Type B
Reference PICC position X=0,Y=0,Z=75mm Type A and Type B

Starf of frame timing (SOE) 10 etu “0” followed by 2 etu “1” Type B

End|of frame timing (EQF) 10 etu “0” Type B

Extra guard time\(EGT) 0 etu Type B

TRO fpr ATQB aitd DESELECT 200/f, Type B
Hrame-waiting time Anyfé?‘iiii;?jggfg 171121 S0/ Type A and Type B

TR1 140/f, Type B

FSCI 8 Type A

Maximum frame size code in ATQB 8 Type B

6.1.4 Applicant information

In order to set up the tests properly, the information specified in Table 18 shall be known by the
laboratory. The information not accessible to the laboratory from the sample itself shall be provided by
the applicant.
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Table 18 — Applicant Information on eMRTD reader Product

Product characteristic Standard reference Applicant declaration
Reader design type 6.6 Type:
. . List of supported optional PCD
(Optional) PCD to PICC supported bit rates ICAO Doc 9303-10, C.4 to PICC bit rates
. . } List of supported optional PICC
(Optional) PICC to PCD supported bit rates ICAO Doc 9303-10, C.4 to PCD bit rates
Operating temperature range ICAO Doc 9303-10, C.8 De_clare the minimum and
maximum temperature values
Maximum frame size supported ICAO Doc 9303-10, C.7 Bectare themaxymum frame
size inxeegption
. . Declare theumaximum size of
PCD internal output buffer size ICAO Doc 9303-10, C.7 an APDUsent Hy the PCD
(Optional) Frames with error corrections ICAO Doc 9303-10, C.7 YES/NO
supported
. o } List of supported pptional PICC
(Optional) Support of additional PICC classes ICAO Doc 9303-10, C.6 classes (2 anid for 3).
(Optional) Support of CID ICAO Doc 9303-10, G:9 YES/NO
(Optional) Support of EMD ICAO Doc 9303-10,.C.5 YES/NO
Support of Anticollision ICAO Doc 9303-10; C.10 YES/NO

Laboratory may ask if PC/SC is supported or not with ayailable interface.

6.1.5( Testreport

The testreport shall include the number of succéssful evaluations versus the total number of evaluations
for eqch sample and for each test. A description of each test, the information whether the|result was a
pass pr a fail, and the date of the tests shallibe included.

6.1.6| Definition of test positions

6.1.6/1 General

ISO/IEC 14443-1 and ISQ/IEC 14443-2 parameters tests shall be performed over a certain|set of points
within the defined volime.

6.1.6/2 Volumedefinition

Voluihe dimensions are defined in 6.6, depending on “eMRTD reader design types”. If due to the
consfruction and/or normal use of the eMRTD reader other dimension sizes are recojnmended by
the nllanufacturer of the eMRTD reader, the test laboratory shall check if these dimension sizes are
appropriate and define the dimensions of the volume accordingiy.

6.1.6.3 Volume location

The eMRTD reader manufacturer shall define the position of the volume in the technical documentation
of the eMRTD reader. The volume shall be located with one surface exactly on the surface of the eMRTD
reader.

eMRTD reader shall be tested inside of their housing, exactly as they are used in border control
applications.

Applying the eMRTD reader type concept, it is required to consider mechanical and optical constraints
specific to an eMRTD reader. The test may be adapted to match these constraints. The report shall state
the specific operating conditions during a particular test.
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6.1.6.4 Test positions
Test positions are defined in 6.6.

Height Z = 0 mm: The Reference PICC shall be placed exactly at the bottom of the volume (at the surface
of the scanner plate, if appropriate).

Height Z = x mm: The top surface of the Reference PICC shall be located in a distance of x mm of the
bottom of the volume (in a distance of x mm from the surface of the scanner plate, if appropriate).

6.2 Test of ISO/IEC 14443-1 parameters

6.2.1 Altefnating magnetic field

6.2.1.1 Purpose
See ISO/IEC[10373-6:2016, 6.1.1.1.

6.2.1.2 Tept procedure

Apply ISO/IEC 10373-6:2016, 6.1.1 in any possible PICC position using\Reference PICC 1 at froom
temperaturg. Test is performed after step INITIALIZE_PCD_TEST_MODE,

6.2.1.3 Tepstreport

The test repprt shall give the DC voltage measured at CON3.
6.3 Test df ISO/IEC 14443-2 parameters
6.3.1 Cartier frequency

6.3.1.1 Purpose

The purposg of this test is to check ifithe eMRTD reader generates a carrier frequency in the range
defined in ISO/IEC 14443-2.

6.3.1.2 Tept procedure

Use approprjate frequency~meter at room temperature to measure the frequency when the operating
field is presqnt.

6.3.1.3 Teptréport

The test repbr sive-the-meastred-freqtency-and-shaltstate-ornot-whether he—freqtteney is in

accordance with ISO/IEC 14443-2.
6.3.2 eMRTD reader field strength

6.3.2.1 Purpose
See ISO/IEC 10373-6:2016, 7.1.1.1.

6.3.2.2 Test procedure
Apply ISO/IEC 10373-6:2016, 7.1.1 under the following conditions:

— atroom temperature;
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— setH ;,t01,5A/m (rms) only for eMRTD type M reader and set H;,, to 2 A/m (rms) for other reader
type.

Test i

s performed after step INITIALIZE_PCD_TEST_MODE.

6.3.2.3 Testreport

The test report shall give the DC voltage measured at CON3 for R2 or variable load resistor adjusted to
H_;,and H_ .. under the conditions applied.

6.3.3

Modulation index and waveform

6.3.3

See I

6.3.3

Apply

1 Purpose

b0/1EC 10373-6:2016, 7.1.4.1.

2 Test procedure

r ISO/IEC 10373-6:2016, 7.1.4 at room temperature under the following conditions for

bit rates in Table 6.

For a
highe

r than f_/128, any ISO/IEC 14443-4 frame from default t&€st command sequence (s4

appropriate PCD to PICC bit rate selection may be used.

Testi
NOTH

NOTE
used {

6.3.3

The t
timef{

6.3.4

6.3.4

See I

6.3.4

hg with other Reference PICCs resonance frequengcies than 16,5 MHz is optional.
1  Testing with resonance frequencies 13,56 MHz, 15 MHz and 19 MHz increases interope

2 For bit rates higher than f./128, the PCB=test-apparatus defined in ISO/IEC 10373-6:20
o send a test command.

3 Testreport

est report shall give the measured modulation index of the eMRTD reader field, the
and overshoot values, within the defined operating volume.

Load modulatien reception

1 Purpose

bO/1EC 10873-6:2016, 7.1.5.1.

2¢, TFest procedure

all declared

PCD to PICC bit rate of f./128, any activation commanday be used. For PCD to PICC bit rates

e 6.5), after

ability.

16, H.1 is also

rise and fall

Apply ISO/IEC 10373-6:2016, 7.1.5 under the following conditions:

— atroom temperature, at the appropriate test positions defined in Table 14 according to the reader
type;

— at minimum and maximum temperatures, at nominal position as defined in Table 5;

— atall supported PICC to PCD bit rates, except bit rates of f./64, f./32 and f_/16.

For a PICC to PCD bit rate of f./128, any activation command may be used. For PICC to PCD bit rates
higher than f./128, any ISO/IEC 14443-4 frame from default test command sequence (see 6.5), after
appropriate PCD to PICC bit rate selection may be used.

© ISO/IEC 2021 - All rights reserved
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Testing with other Reference PICCs resonance frequencies than 13,56 MHz and 15 MHz is optional.
NOTE1  Testing with resonance frequencies 12 MHz and 16,5 MHz increases interoperability.

NOTE 2  For bit rates higher than f_/128, the PCD-test-apparatus defined in ISO/IEC 10373-6:2016, H.1 is also
used to send a test command.

6.3.4.3 Testreport
The test report shall give the eMRTD reader load modulation sensitivity for the tested positions.

6 3 5 M TD xoaadas TR oo sty & Lot 1)
e eMiyrofeaaerrrmp IO Icy cCoT (O pTIoTIary

6.3.5.1 Purpose
See to ISO/IEC 10373-6:2016, 7.1.6.1.

This test is dptional.

6.3.5.2 Tept procedure
Apply ISO/IBC 10373-6:2016, 7.1.6 using Reference PICC 1 under the following conditions:

— atroomiftemperature;

— at nomi]al position as defined in Table 5;
— at PICC fo PCD bit rate of f,/128.

The test procedure shall be executed on all commands and responses of protocol activation angd UT_
TEST_COMMAND1 defined in 6.5.

6.3.5.3 Teptreport

The testrepgrt shall state whether the eMRTD reader was insensitive to any load modulation amplitude
below Vg pcpf

6.3.6 eMRTD reader EMD recovery test (optional)

6.3.6.1 Purpose
See ISO/IEC[10373-6;2016, 7.1.7.1.

This test is dptional.

6.3.6.2 Testprocedure

Apply ISO/IEC 10373-6:2016, 7.1.7 using Reference PICC 1 under the following conditions:
— atroom temperature;

— atnominal position as defined in Table 5;

— at PICC to PCD bit rate of f./128.

The test procedure shall be executed on all commands and responses of protocol activation and UT_
TEST_COMMAND1 defined in 6.5.
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The test report shall report whether the eMRTD reader was not disturbed by the test pattern sent

befor

6.4

e the eMRTD answer (or was able to recover from the test pattern).

Test of ISO/IEC 14443-3 and ISO/IEC 14443-4 parameters

Perform the test defined in ISO/IEC 10373-6:2016, Annex H, ISO/IEC 10373-6:2016, Annex [ and
ISO/IEC 10373-6:2016, Annex L at room temperature and nominal position as defined in 6.1.2 according
to the declarations made in Table 6. The test commands to apply are defined in 6.5.

Appl

Whe
1SO/I

— K
— K

—n

I the support of Anticollision is set to No in Table 18, the Méllowing chang
EC 10373-6:2016:

.2.3 Handling of bit collision during ATQA test shall be flagged as No Applicable in thg

.2.4.2.4 (Procedure 4) in H.2.4 Handling of anticollision loop test shall be flagged as N
h the test report;

The d
— 1

et

— ]11 procedures having only steps referring to S(DESELECT) shall be deleted;

Il optional steps referring to S(DESELECT) shall be deleted.

eletion of procedures and steps referringté S(DESELECT) implies at least the followi
he following ISO/IEC 10373-6:2016 tests shall be flagged as No Applicable in the test
- H.4.3.2.4 (Procedure 4) in H4.3 Error detection and recovery test;

- H.4.3.2.12 (Procedure 1Z2)in H.4.3 Error detection and recovery test.

h [ISO/IEC 10373-6:20165-the following changes shall be made and the updated scena
erformed successfully:

- in H.4.3.2.2/(delete steps e) and f) and update Scenario H.19 accordingly;
- in H.4.32:3, delete the last two lines of Scenario H.20;

- inH4.3.2.6, delete steps e) and f) and update Scenario H.23 accordingly;

dglay between

and for both

ignored. The

es apply in

b test report;

o Applicable

hg changes:

report:

rios shall be

—.dn 1.2.1, update steps h) and i) to allow a field reset instead of an S(DESELECT)

and update

Scemario -1 accordingty;

Scenario 1.2 accordingly;

Scenario 1.3 accordingly;

Scenario L.1 accordingly.
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in [.2.2, update steps g) and h) to allow a field reset instead of an S(DESELECT) and update

in 1.2.3, update steps h) and i) to allow a field reset instead of an S(DESELECT) and update

in L.1.1.3, update steps h) and i) to allow a field reset instead of an S(DESELECT) and update
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6.5 List of test command sequences

6.5.1 General

This subclause defines the test command sequences used for tests of ISO/IEC 14443-1, ISO/IEC 14443-2,
ISO/IEC 14443-3 and ISO/IEC 14443-4 parameters, as correspondingly indicated in the test procedures
of 6.2, 6.3 and 6.4.

6.5.2 Test commands

6.5.2.1 U(']"_TEST_CCMMAN B+

UT_TEST_COMMANDL1 as defined in Table 19 and Table 20 defines the instruction coding used 4s the
default instrfuction for scenarios not needing PCD chaining.

Table 19 — UT_TEST_COMMAND1, command UT_APDU definition

Command COMMAND UT_APDU
UT_TEST_COMMAND1 "00 DA 00 00 0OE AAAAFOFF 04 0506 07.08-09 0A 0B 0C 0D"2

Table 20 — UT_TEST_COMMAND1], response UT_APDU definition

Answer RESPONSEUT_APDU

Anpwer to UT_TEST_COM-
MAND1

'01 020304050607 0809.0A0BO0CO0D9000'

6.5.2.2 UT_TEST_COMMAND?2

UT_TEST_COMMAND?2 as defined in Table 21 and Table 22 defines the instruction coding used gs the
default instrjuction for scenarios dealing with P€D*chaining.

Table 21 — UT_TEST_COMMAND?2, command UT_APDU definition

¢ommand COMMAND UT_APDU
For FSCI < 8:
'00 DA 00 00 FF 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE OF 10 11./FE
UT_THST_COMMAND?2 FF'
For FSCI > 8:
'00 DA 00 00 00 10 00 00 01 00 02 00 03 00 04 00 05 ...0F FF 10 00’

Table 22 — UT_TEST_COMMANDZ2, response UT_APDU definition

Answer RESPONSE to UT_APDU

First I-block: '01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE OF'
Answer to UT_TEST_COMMAND2 |[Second I-block: '11 121314151617 1819 1A1B1C 1D 1E 1F'
Third I-block: '90 00’

6.5.3 Default test command sequence

The test command sequence as defined in Table 23 shall be applied as default test command sequence
for procedures or scenarios dealing with at least one I-block.
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