INTERNATIONAL ISO/IEC
STANDARD 18584

First edition
2015-11-15

— —

Information technology =
Identification cards — €onformance
test requirements for on-card
biometric comparison applications
Technologies de l'informatign"— Cartes d’identification |—

Exigences relatives aux es$ais de conformité pour les applications de
comparaison biométriglie sur carte

Reference number

@ m ISO/IEC 18584:2015(E)
Y=
©ISO/IEC 2015



https://iecnorm.com/api/?name=aa7092688fab1378f4abdd91d11f2880

ISO/IEC 18584:2015(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=aa7092688fab1378f4abdd91d11f2880

ISO/IEC 18584:2015(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIUETOQUICEION........cco s \%
1
2
3
4
5 TeStMethOdOIOZY ............ e e, 5
5.1 T o 17 ) 1 ) OSSOSO 8 SO 5
5.2 TESE CIILETIA ....oovvvvvveececeeesssceees s ssssssssssessseeesssss s b e f s 5
6 Conformance test requirements related to data for on-card comparison......}............. 5
6.1 Biometric reference object handling.........ccco @ 5
6.2 Configuration data (biometric verification) .................... 5
6.2.1  Data objects for configuration data elements... 5
6.2.2  Biometric comparison algorithm parameters.. | .6
6.2.3  Biometric product identifier. ...l 8
6.3 Sharable Interface for multiple applications........... s e 8
6.3.1  File control parameter 8
6.3.2  AcCeSS TUleS ..o 4 8
6.4 Retry counter management 8
7 Conformance test requirements for standard processes for on-card
biometric COMPATISON ... B et 9
7.1 Standard Processes .9
7.1.1  Application identifier (AID) for on-card biometric comparison.......}.conen 9
7.1.2  Read biometric reference data. ... e 9
7.1.3  Enrolment.........d 9
7.1.4  Verification ... s e 9
7.1.5  Terminationlof on-card comparison application.... 9
7.2 Comparison process’and result OULPUL.......ccccricrs
7.2.1  Comparison process and reSUIL. ...
8 Conformance testrequirements for work-sharing mechanism using WSR protocol .......... 10
8.1 Biometricreference for work-sharing mechanism............ o, 10
8.2 Command and response bytes for work-sharing ..., 10
8.3  Work=sharing management
8:3:1  Unique [dentifier.........,
8:3.2  Work-sharing procedure diSCOVEIY ..., 11
8.3.3  Work-sharing procedure 0peration..........fo, 11
9 Conformance-testrequirements-sforsecuritypoliciesforon-card
DIOMEETIC COMPATISOIN ..o
9.1 Common security policies (CSP) for on-card biometric comparison
9.2 Security policies (SP1) for global comparison configuration data..................
9.3 Security policies (SP2) for local comparison configuration data.............c.ccs,
Annex A (normative) Checklist for Biometric Data Template for Working-Sharing Mechanism....15
Annex B (informative) TeSting frame@WOTK ... 16

© ISO/IEC 2015 - All rights reserved iii


https://iecnorm.com/api/?name=aa7092688fab1378f4abdd91d11f2880

ISO/IEC 18584:2015(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

On-card biometric comparison provides a more secure biometric authentication in that the
comparison is executed inside the ICC and the biometric reference is never be revealed outside the
ICC. ISO/IEC 24787:2010 specifies a set of requirements for implementing biometric comparison inside
the ICC. An ICC application that is claimed to be conformant to ISO/IEC 24787:2010, should fulfil a set
of requirements that are stated in this International Standard. The requirements established are for
both, the ICCs that fully process the on-card biometric comparison, and those using the work-sharing
mechanism, as specified in ISO/IEC 24787:2010.

© ISO/IEC 2015 - All rights reserved v
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INTERNATIONAL STANDARD

ISO/IEC 18584:2015(E)

Information technology — Identification cards —

Conformance test requirements for on-card biometric

comparison applications

1 Scope

This Iptermatiomat-Standardestabtishes
— conformance test requirements for using general framework for on-card comparison

conformance test requirements for using work-sharing mechanism fon»on-carg
applications, and

conformance test requirements to check accomplishment of security policies for on-g
comparison that are specified in ISO/IEC 24787:2010.

This Igternational Standard only covers the testing of APDU cominahd and response paif
the IC( that has the capability to perform on-card biometric comparison based on ISO/IE

Measuring the performance of on-card biometric comparison algorithms in terms of err
within the scope of this International Standard.

2 Normative references

ISO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contact

, Information technology — Common Biometric Exchange Formats Framew
neration-o ho Dinmo e Roaj ation /A 2 L

applications,

| comparison
ard biometric
s involved for

[ 24787:2010.

Dr rates is not

s — Electrical

h, security and

al verification

fc information

bork — Part 1:

bork — Part 2:

ISO/IEC 19785-3:2007, Information technology — Common Biometric Exchange Formats Framework —

Part 3: Patron format specifications

[SO/IEC 19794 (all parts), Information technology — Biometric data interchange formats

[SO/IEC 24761:2009, Information technology — Security techniques — Authentication context for biometrics

ISO/IEC 24787:2010, Information technology — Identification cards — On-card biometric comparison

ISO/IEC 29794-1:2009, Information technology — Biometric sample quality — Part 1: Fram

© ISO/IEC 2015 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31

auxiliary data

data that is dependent on biometric modality and related to the biometric reference but does not include
the biometric reference or a biometric sample

EXAMPLE Data such as orientation, scaling, etc.

3.2
biometric (agj3}
of or having tp do with biometrics

Note 1 to entry]: “biometric” should never be used as a noun.
Note 2 to entry}: This definition is derived from SC37 SD2 Harmonized biometric vocabulary.

3.3
biometrics
automated refognition of individuals based on their behavioral and biological‘characteristics

Note 1 to entry|: This definition is derived from SC37 SD2 Harmonized biometricvocabulary.

34
biometric clgim
claim that a bjometric capture subject is the bodily source of aspecified biometric reference

3.5
biometric dafta
biometric sanpple or aggregations of biometric samples at any stage of processing, biometric ref¢rence,
biometric feature or biometric property

Note 1 to entry|: This definition is derived from S€37 SD2 Harmonized biometric vocabulary.

3.6
biometric data format
structure for fepresenting biometric.data

3.7
biometric Information Template
descriptive infformationsegarding the associated biometric data

Note 1 to entry|: This definition is derived from ISO/IEC 7816-11:2004.

3.8
biometric productidentifier
unique identifier registered with the registration authority in accordance with ISO/IEC 19785-1

3.9

biometric property

descriptive attributes of the biometric data subject estimated or derived from the biometric sample by
automated means

Note 1 to entry: This definition is derived from SC37 SD2 Harmonized biometric vocabulary.

3.10

biometric reference

one or more stored biometric samples, biometric templates or biometric models attributed to a
biometric data subject and used for comparison

Note 1 to entry: This definition is derived from SC37 SD2 Harmonized biometric vocabulary.

2 © ISO/IEC 2015 - All rights reserved
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biome
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tric verification system

system that aims to perform the process of confirming a biometric claim

3.12

client application
software executed in the biometric sample acquisition terminal to process a request for comparison
that uses the decision obtained from the on-card comparison process

3.13

installation
writing of the required parameters into the non-volatile memory inside the ICC by the card OS executing

the ing

3.14
integn
requir
as integ

Note 1

3.15
on-cal
perfor
retain

3.16

off-ca
biome
biome

3.17
pre-cc
compu
compu
proces

3.18

work-
splittil
biome

Note 1

3.19
syster

tallation procedure after the application has been uploaded to the ICC

ated circuit(s) cards interface devices
ements and specifications for USB devices that interface with Integratéd)Circuit(g
rfaces with Integrated Circuit(s) Cards

to entry: This definition is derived from USB Implementers Forum.

'd comparison
ming comparison and decision making on an IC card where the biometric refeg
bd on-card in order to enhance security and privacy,

"d comparison

ric reference data stored on the card

mparison computation
tation procedure executed outside the ICC that requires the (open) on-card aux
te meta-data that can be usedto speed up the subsequent on-card biometric dat
s

sharing
ng the work load-of computation of the pre-comparison process between the
ric interfacing device

Lo entry:Work-sharing on-card comparison is one type of on-card comparison.

h-on-card

Cards or act

rence data is

ric comparison performed outside the card-by the biometric verification systein against the

iliary data to
A comparison

card and the

compl

PR - o dnn b= ph 1 1 e - -
LC UIVIIICTLIIC VET ITILALIUIL S y SLTIIT UL 4 LAT U, TTILIUUIIT g Udla dUYUISIUIULL, PIULTSSIITS dl

Note 1 to entry: System-on-card comparison is one type of on-card comparison

3.20

zeroize data
electronically stored data that have been degaussed, erased, or over-written device

d comparison

Note 1 to entry: This definition is derived from ANSI X9.17 Financial Institution Key Management (Wholesale).

©150/1
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4 Abbreviated terms

AID application identifier

ADF application dedicated file

APDU application protocol data unit
API application programme interface
AUT authenticate

BER haste-encodingrutes

BIT hiometric information template
CCID Integrated Circuit(s) Cards Interface Devices
CRT dontrol reference template

CPU dentral processing unit

DF dedicated file

DF.CIA dedicated file, cryptographic information application
EF dlementary file

FCI file control information

FCP file control parameter

FMR fplse match rate

FNMR fplse non-match rate

ICC integrated circuit card

IFD interface device

MAC Inessage authentication code
MSE rhanage security environment
OID gbject Identifier

0S gpérating system

RFU reserved for future use

SW1-SW2 status bytes

TLV tag length value

uQ usage qualifier

USB Universal Serial Bus

WSCP work-sharing computation protocol
WSR work-sharing request

4 © ISO/IEC 2015 - All rights reserved
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5 Test Methodology

5.1 Testassertion

ISO/IEC 18584:2015(E)

Test assertion is a function to check a given parameter whether can meet the requirement of
specification. If the parameter cannot satisfy the criteria of the original specification, the assertion
function shall return a negative condition (e.g. Boolean false) indicating “assertion failed” with specific
error message. Otherwise, the assertion function shall return a positive condition (e.g. Boolean true)
and continue to test for the next criteria. All test results shall be consolidated to generate a report to
notify the outcome of the test.

5.2

est criteria

If the ifem under test is specified as mandatory, this item under test shall be presentas’per{specification.

Two levels of test criteria for the content/value are defined in the document for testing:

— Lgvel 1: The content/value can be tested by following the requirement fpom the manyfacturer.

— Lgvel 2: The content/value shall be tested by following the test requirement/method specified in
thfs document.

6 C

6.1 |

For te
part o
biome

6.2

6.2.1

Biometric reference object handling

Configuration data (biometricverification)

Data objects for configurdtion data elements

nformance test requirements related to data for on-card comparison

sting 7.1.2 biometric reference object handling, the conformance test requirements of relevant
f [SO/IEC 19794- series shall be used tp, test the biometric data format, unless proprietary
ric data format is explicitly not required for particular operation environment.

If confliguration data are available and the access rule associated with logical data structures allows

retriey

ral of configuration, the'test requirements as shown in Table 1 shall be used.

Table 1 — Test requirements for data objects for configuration data elem¢nts

Tag

Length

Valid values

Test Requirement

Mandatory

Test Level Test result

30’

1 to 3 bytes

NA

* Maximum size of biome-
tric verification data.

Yes

1

‘g1’

146 3 bytes

NA

* Minimum size of the bi-

Yes

OTTEtTic Teference data:

‘g’

‘“00-FF’

* Supported number of
biometric templates (‘00’
- no information given)

Yes

‘g3’

‘00’-FF’

* Flag indicating the pos-
sibility of re-enrolment.
Only two values: ‘00" No
re-enrolment possible and
‘01":Re-enrolment possible
are allowed, all other val-
ues arereserved for future
use and shall never be used.

Yes

NOTE 1 “*”denotes that this tag shall be present. The value is provided by manufacturer of the ICC under test.

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Tag

Length Valid values Test Requirement Mandatory | Test Level Test result

g5’

Var As defined in ISO/IEC 29794-1 | Minimum verification data Yes 2
quality supported as de-
fined in the relevant parts
of the ISO/IEC 19794 and
ISO/IEC 29794- series of
standards.

‘86’

1 NA * Initial value of the retry Yes 1
counter, indicating the sup-
ported maximum number
of permitted verification
attempts.

‘g7

Var NA Internal quality restric- Yes 1
tions for performing the
comparison. The value
is depends on particular
application.

‘QF’

Var NA Proprietary data, applica- No. 1
tion dependent.

90’

Var As per Table 3 in 1SO/|See Table 3 below Yes 2
IEC 24787:2010

‘A4’

Var As defined by the registration |Reserve for future use, No 1
authority described in ISO/|Algorithm ID as defined

IEC 19785-2 by SC 37.

NOTE 1

“*” derjotes that this tag shall be present. The value is provided by/manufacturer of the ICC under test.

6.2.2

The require

Bio:[tric comparison algorithm parameters

nts for testing data objects to be read from the card encoded in BIT are shown in Table 2.

Table 2 — Test requirements for Data objects for biometric comparison algorithm parameters

Tag

Ilength Valid values Test Requirement Mandatory Test Level Test repult

‘81’

* * Minimum and maximum Yes 2
length of biometric data as
defined in the relevant part
ofthe ISO/IEC 19794- series
of standards. The content
shall follow the relevant part
of ISO/IEC 19794- series of
standards.

g’

* * Ordering, ifapplicable, of the Yes 2
featuresin the biometric data

as defined in the relevant
part-ef-the 1SO/HHECI9794

series of standards. The con-
tent shall follow the relevant
partof ISO/IEC 19794- series
of standards.

g3’

* * Biometric data handling Yes 2
information as defined in
the relevant part of the ISO/
IEC 19794- series of stand-
ards. The content shall
follow the relevant part of
ISO/IEC 19794- series of
standards.

NOTE 1
NOTE 2

standards.

“*” denotes that this variable is defined in the relevant part of ISO/IEC 19794- series of standards.
“**” denotes that this variable is defined in the relevant parts of the ISO/IEC 19794 and ISO/IEC 29794- series of

6
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Tag Length Valid values Test Requirement Mandatory Test Level Test result
‘84’ * * Alignment information as Yes 2
defined in the relevant part
ofthe ISO/IEC 19794- series
of standards. The content
shall follow the relevant part
of ISO/IEC 19794- series of
standards.
‘85 o ok Minimum verification data Yes 2
quality supported (See
Table 1). The content shall
follow the relevant part of
ISO/IEC 19794 and ISO/
IEC 29794- series of stand-
ards.
‘90’ 1 As per Table 3 |See Table 3 below Yes 2
in IS0/
IEC 24787:2010
‘91 2 ‘0001’ - ‘FFFF’ |Maximum response time in Yes 2
milli-seconds. A card per-
forming a time-consuming
operation has to support
proper waiting time ex-
tensions according to ISO/
IEC 7816-3.
NOTE 1 “*” denotes that this variable is defined in the relevant partof ISO/IEC 19794- series of standards.
NOTEZ “**” denotes that this variable is defined in the relevant parts of the ISO/IEC 19794 and ISO/IEC P9794- series of
standafds.
The tgst requirement of authentication and“descriptive power as specified in Table [l and 2 shall
follow[Table 3.
Table 3 — Authentication type and discriminative power
b7 | b6 | b5 | b4 | b3 | b2 |~b} | b0 Meaning Requirements Test Levél Test re-
sult
X X Authentication
type
0 0 Comparison on-|* Shall be the same as 2
card specified by the manu-
facturer
0 1 Work sharing|* Shall be the same as 2
comparison on-|specified by the manu-
card facturer
1 0 System-on-card |* Shall be the same as 2
specified by the manu-
facturer
1 1 RFU Shall never be used.
X FMR claimed
No indication
given
0 0 1 FMR grade 1|** shall be the same as 2
(largest) specified by manufacturer

NOTE 1 “*” denotes that these bits shall represent the same operation as specified by manufacturer. For example, for
comparison on-card, ‘b1’ = 0 and ‘b0’ = 1 shall be found.

NOTE 2 “**” denotes that these bits shall represent the same descriptive power as specified by manufacturer.

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=aa7092688fab1378f4abdd91d11f2880

ISO/IEC 18584:2015(E)

Table 3 (continued)

comparison on-

NOTE2 “**”de

b7 | b6 | b5 | b4 | b3 | b2 | bl | b0 Meaning Requirements Test Level Test re-
sult
0 1 0 FMR grade 2 ** shall be the same as 2
specified by manufacturer
0 1 1 FMR grade 3 ** shall be the same as 2
specified by manufacturer
1 0 0 FMR grade 4 ** shall be the same as 2
specified by manufacturer
1 0 1 FMR grade 5 ** shall be the same as 2
specified by manufacturer
1 1 0 FMR grade 6|** shall be the same as 2
(smallest) specified by manufacturer
1 1 1 RFU Shall never be used.
X X X RFU Shall never be used. These 1
bits may be set to zero.
NOTE1 “*” derjotes that these bits shall represent the same operation as specified by.ananufacturer. For exampple, for

rard, ‘b1’ = 0 and ‘b0’ = 1 shall be found.

hotes that these bits shall represent the same descriptive power as speCified by manufacturer.

6.2.3 Biometric product identifier

Biometric prd
with the regis

6.3 Sharah

6.3.1 File¢

The file contr

6.3.2 Acceq

Access rules §

6.4 Retry (
The following

duct identifier shall be an integer within the rafnge 1 to 65535 and should be regi
tration authority according to ISO/IEC 19785} ‘0’ shall never be used as identifier

le Interface for multiple applications

ontrol parameter

bl parameter (FCP) shall be tested according to ISO/IEC 7816-4.

srules

hall be tested ac¢oyding to ISO/IEC 7816-4.

ounter management

Table 4.shall be used to test the retry counter management.

stered
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Table 4 — Checklist for retry counter management

List Test Requirement Mandatory

Test Level

Test result

1 The cardholder of biometric comparison process shall be under Yes
the control of a retry counter which determines if the verification
process may continue to be used with a given biometric reference.

2

2 An initial value of the retry counter shall be associated to the Yes
on-card biometric reference.

3 This association may be encoded using ISO/IEC 7816-15 sub-class No
attributes assigned to a Biometric Data Info Object as defined in
ISO/IEC 7816-15.

4 f the verification fails, the retry counter shall be decremented Yes
by one and an error status that contains the remaining attempts
thall be returned by the application.

5 he number of allowed retries may be encoded in the status No
bytes SW1-SW2 = “63CX” (where X is the remaining number) of
h response to a VERIFY command where the data field is absent
hccording to ISO/IEC 7816-4.

6 A\ successful verification of the biometrics reference shall reset Yes
he associated retry counter to its initial value.

biomletric comparison
7.1 S$tandard Processes

7.1.1 | Application identifier (AID) for on:card biometric comparison

7 I(;:Imformance test requirements for standard’processes for on-card

If bionmLetric comparison is implemented\as an independent application, the application i

be gengrated as per ISO/IEC 7816-4:2013, 8.2.1.2 and Annex A.

NOTE1 TheAID is derived from:the'standard’s object identifier according to ISO/IEC 7816-4:2

Annex A.

7.1.2 | Read biometriereference data

This operation shallnever be supported, no matter using specific APDU command or read

7.1.3 | Enrolment

This operation shall be supported. The biometric terminal shall be able to store biome
intot]ﬁ {6C using tl hani ‘fied in 1SO/IEC 781611, T ficati ]

the biometric reference is correctly stored inside the ICC.

7.1.4 Verification

Hentifier shall

13,8.2.1.2 and

ing from file.

tric reference

1sed to verify

This operation shall be supported. The biometric terminal shall be able to send biometric data to the ICC
using the mechanism specified in ISO/IEC 7816-11. The returned bytes shall not contain the biometric

comparison score.

7.1.5 Termination of on-card comparison application

The on-card logical data structure containing biometric reference data pertaining only to such
application shall be made inaccessible and the data may be “zeroize” inside the card.

© ISO/IEC 2015 - All rights reserved
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7.2 Comparison process and result output

7.2.1 Comparison process and result

The comparison process shall take place within the card. The follow checklist shall be used for testing:

a) Testvectors of positive and negative verifications shall be used for testing.

b) If the comparison result of a biometric data are successful, the SW1 and SW2 in the VERIFY

response

c) Otherwise, SW1-SW2 shall comply with ISO/IEC 7816 error codes.

APDU shall be ’90 00’.

8 Conforr
protocol

8.1 Biome

tric reference for work-sharing mechanism

hance test requirements for work-sharing mechanism using WSR

In work-sharing mechanism, the biometric data which is stored during enr@lnient can be divid¢d into

two portions:
shall not be s
contains the
interfacing de
portion shall
per respectiv
biometric dat

8.2 Comm

In order to sy

secured portion and open portion. The secured portion, which is a biometric ref¢rence,
int out to the biometric verification system/IFD. The auxiliary data (open) portion|which

biometric property, can be sent out using WSR protecel for processing by biometric

h template for work-sharing mechanism.

hnd and response bytes for work-sharing

bvice to speed up the processing time. The secured ‘portion and auxiliary data [(open)
be encoded inside the BIT as mandated portion and proprietary portion respectiyely as
e part of ISO/IEC 19794-2 and ISO/IEC 7816-11.See’Annex A for the checklist to ver]ify the

pport work-sharing using WSR pratecol, the ICC shall support the APDU commanfds and

responses whiich are specified in ISO/IEC 7816-4:2005, 8.6 “Card-originated byte strings”. The following

checklist in T4

ible 5 shall be used to check whether the ICC has the capability to perform WSR opejration.

10
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Table 5 — Checklist a for WSR protocol

List Test Requirement Mandatory | TestLevel | Testresult
1 The ICC shall support “Card-originated byte strings” as per 1SO/ Yes 2
[EC 7816-4:2005, 8.6.
2 The ICC shall support VERIFY command as per ISO/IEC 7816- Yes 2
11:2004, 5.2
3 The ICC shall support ‘62/64 XX’ response bytes to initiate work-shar- Yes 2
ing as per ISO/IEC 7816-4:2005, 5.1.3.
4 The IFD shall recognize the response byte ‘62/64 XX’ as initiation Yes 2
of work-sharing as per ISO/IEC 7816-4:2005, 5.1.3.
5 [he IFD shall support GET DATA command (00 CB 00 00 XX) to Yes 2

etrieve the intermediate data/open template from the ICC for
vork-sharing computation as per ISO/IEC 7816-4:2005, 7.4.2.

6 ['he IFD shall support PUT DATA command (00 DB 00 00 YY...) to Yes 2
bend back the computed intermediate data to the ICC as per ISO/
EC 7816-4:2005, 7.4.3.

7 Jpon receiving the PUT DATA command and intermediate data Yes 2
rom the IFD, the ICC shall be able to continue the execution of
biometric comparison as per ISO/IEC 7816-4:2005, 7.4.3.

8 Jpon the situation where additional WSR operations are required, Yes 2
he ICC shall be able to initiate extra WSR procedures.

9 Jpon completion of biometric comparison, if the comparison result Yes 2
bf a biometric data are successful, the SW1 and SW2 inthe VERIFY
fesponse APDU shall be’90 00’. Otherwise, SW1-SW2'shall comply
ith ISO/IEC 7816 error codes.

10 Jse test vectors to check for both positive and'iegative verifications Yes 2
bf given biometrics.

8.3 Work-sharing management

This cquse shall be used for testidg1CC that supports the work-sharing procedure discovgr.

8.3.1 | Unique Identifier

If the |ICC supports work-sharing management, a unique object identifier shall be uged to let the
biomefric verification system accept the WSR request during biometric comparison|process. The
follow|ng 8.3.2 afnid*8.3.3 shall be used to check the work-sharing management.

8.3.2 | Werk-sharing procedure discovery

To distaver the existence of WSR capahility inside an ICCusing a unique ohject ID_the IFDIshall read the
information from a DIR file or to retrieve using a standard GET DATA. The following test criterion shall
be used to check the capability of discovery mechanism:

1. The card shall return object identifier in the constructed version of the proprietary data (tag ‘73’)
within the application template (tag ‘61’) to be read in a DIR file or recovered by a standard GET DATA:

OID: ‘00’ ‘CB’ ‘2F’ ‘00" ‘02’ ‘'5C” ‘00’ ‘00’

8.3.3 Work-sharing procedure operation

Selecting a protocol WSR protocol inside the ICC may be supported by manufacturer. For selecting
a WSR protocol compliant with 8.1 specified in ISO/IEC 24787, the IFD shall send an odd ENVELOP
command encapsulating the object identifier of the WSR protocol to the ICC. The checklist in Table 6
shall be used for testing.
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Table 6 — Checklist a for Work-sharing procedure operation

List Test Requirement Mandatory | TestLevel | Testresult
1 The ICC shall support odd ENVELOPE command as specified in Yes 2
ISO/IEC 7816-4. (e.g. ‘00’ ‘C3’" ‘00’ ‘00’ < Lc > ‘06’ < Lc-2 > < object
identifier of the WSR protocol of the ICC under test > )
2 If the object ID specified in the ENVELOPE command matches Yes 2
with the object ID registered inside the card, the card shall return
normal operation ‘90’ ‘00’ response bytes. Upon receiving normal
operation, the corresponding WSR protocol as specified by the
object ID shall be selected inside the ICC. The above 8.2 shall be
applied to test the operation of WSR protocol.
3 If the OILject ID specified in the ENVELOPE command does not Yes 2
match with the object ID registered inside the card, the ICC card
shall refurn response bytes SW1-SW2 from the ICC shall comply
with ISQ/IEC 7816 error codes.
9 Conformance test requirements s for security policies for on-card biometric
comparison
9.1 Commpn security policies (CSP) for on-card biometric comparison
In all cases, the common security policies which are the minimium security policies shall app]y. The
following chegklist shall be used for testing.
Table 7 — Checklist for Work-sharing procedure operation
List Test Requirement Mandatory Test Level | Test result
1 No application shall be allowed to send the biometric reference Yes 2
outside [the ICC. (see ISO/IEC 24787:2010, 7.2.2).
2 The polifies specified in ISO/IEC 24787:2010; 7.1.5 shall be used Yes 2
to impldment the retry counter mechanism.
3 A securfp messaging shall be established prior to any of the Yes 2
operatipns related to the biometric reference (enrolment,
re-enrolment and verification)\(see ISO/IEC 7816-4).
4 All data pxchanged regardingthe on-card biometric comparison Yes 2
shall befauthenticated'forits integrity.
5 All Bionpetric datatobe exchanged between the card and the Yes 2
IFD shall be enciphered (see ISO/IEC 24761:2009).
6 The unblocking process for the on-card biometric comparison No 1
shall “z¢roise” the biometric reference in the ICC, and request
for a newenToiTETTt:
NOTE  All the clauses mentioned in Table 10 are specified in ISO/IEC 24787:2010.

9.2 Security policies (SP1) for global comparison configuration data

For those applications where the biometric reference is to be used as a global verification mechanism,
there is no need to establish a double indirection for determining a comparison configuration. Table 8
shall be used to check the security policies SP1.

12
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Table 8 — Checklist for SP1 - global configuration data

List Test Requirement Mandatory | TestLevel | Testresult
1 For cards with multiple applications with on-card biometric com- Yes 2
parisons using the same biometric reference, if any application
using the biometric reference is a high security application, a
unique threshold should be used by all applications and a single
retry counter associated to the biometric reference shall be used
(see 7.2.8in ISO/IEC 24787:2010, bullet a).
2 All configuration data are linked to the biometric reference. In
particular:
—Theverificatiomrthreshotd Yes 2
— The maximum amount of verification retries Yes 2
— The retry counter Yes 2
— All parameters for the comparison algorithm Yes 2
3 None of the applications using the on-card biometric comparison Yes 2
mechanism with such biometric reference can change the config-
iration data independently
4 When the retry counter reaches zero, the on-card biometric com- Yes 2
barison mechanism is blocked, and therefore all applications using
such biometric reference for verification will not be able to execute
hose operations protected by the on-card biometric compatison.
5 \ successful verification of the biometrics reference4egsets the Yes 2
hssociated retry counter to its initial value, no matter'which of the
hpplications have carried out the successful verification.
9.3 S$ecurity policies (SP2) for local comparison configuration data
In the|case of a card whose applicationSrequest an independent control of the on-cird biometric
compdrison, but shares the same bjometric reference, Table 9 shall be used for teqting security
policigs SP2.
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