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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Service oriented architecture (SOA) is an architectural style in which business and IT systems are
designed in terms of services available at an interface and the outcomes of these services. A service is a
logical representation of a set of activities that has specified outcomes, is self-contained, and it may be
composed of other services but consumers of the service need not be aware of any internal structure.

SOA takes “service” as its basic element to constitute and integrate information systems so that they are
suitable for a variety of solution requirements. SOA enables interactions between businesses without
needing to specify aspects of any particular business domain. Using the SOA architectural style can

impr
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Hition, using the SOA architectural style can help realize agile and rapid response(of
Ims to ever-changing business needs.

International Standard describes a single set of SOA technical principles, spe
tandards for the world-wide market to help remove confusion about)SOA and
ardization and quality of solutions.

nternational Standard defines the terminology, technical principles, reference arch
htology for SOA. The targeted audience of this International Standard includes, but i
hndards organizations, architects, architecture methodologists, system and softwal
ess people, SOA service providers, SOA solution and¢service developers, and

e used to introduce SOA concepts and to guide to the developing and managing SOA s
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5O/IEC 18384-2 which defines the detailed SOA reference architecture layers,
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Information technology — Reference Architecture for
Service Oriented Architecture (SOA RA) —

Part 1:
Terminology and concepts for SOA

1

cope

This |part of ISO/IEC 18384 establishes vocabulary, guidelines, and generalrteChnicy
undeflying service oriented architecture (SOA), including principles relatingto functi
performance, development, deployment, and management.

nl principles
onal design,

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

21

actor

persdn or system component that interacts with thesystem as a whole and that provifgles stimulus
which invokes actions

[SOURCE: ISO/IEC 16500-8:1999, 3.1]

2.2

architecture

fundgmental concepts or properties \of a system in its environment embodied in its elements,
relatifonships, and in the principles ofits design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.2]

2.3

chorgeography

type pf composition (215) whose elements (2.8) interact in a non-directed fashion with eachfautonomous
part knowing and, felowing an observable predefined pattern of behaviour for the enftire (global)
complosition

Note ] to entiy:+-Choreography does not require complete or perfect knowledge of the pattern of behaviour.

Note 2 toentry: See ISO/IEC 18384-3:2016, 8.3.

2.4

collaboration

type of composition (2.5) whose elements (2.8) interact in a non-directed fashion, each according to

their

own plans and purposes without a predefined pattern of behaviour

Note 1 to entry: See ISO/IEC 18384-3:2016, 8.3.

2.5

composition
result of assembling a collection of elements (2.8) for a particular purpose

Note 1 to entry: See ISO/IEC 18384-3:2016, 8.2.

© ISO/IEC 2016 - All rights reserved
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location at which information is received to invoke and configure interaction

2.7
effect

outcome of an interaction with a service (2.20)

Note 1 to entry: The effect is how a service delivers results to its consumer, through the element (2.8) that

performs it.

Note 2 to entry: See ISO/IEC 18384-3:2016, 7.10.

2.8
element
unit at a give

Note 1 to enty
Note 2 to entr

29
entity
individual el

n level of abstraction and with a clearly defined boundary
y: An element can be any type of entity (2.9).

y: See ISO/IEC 18384-3:2016, 5.1.

bment (2.8) in a system with an identity which can act as a&service provider (2.50) or s¢

consumer (2
Note 1 to enty

2.10
event

something that occurs to which an element (2.8) may choose to respond

Note 1 to enty
Note 2 to entr

2.11

execution c
set of techn
service provi

Note 1 to entr
entities, polic

thus forms a path between those with needs and those with capabilities.

Note 2 to ent

2.12

29)

y: Examples of entities are organizations, enterprises and individuals, software, and hardwa

y: Any element can generate (emit) or respond to an event.

y: See ISO/IEC 18384-3:2016, Clause-10.

bntext
cal and business elements (2.8) needed by those with needs and capabilities to p
ers (2.50) and service consumers (2.29) instantiation and communication

y: The executioncontext of a service interaction (2.37) is the set of infrastructure elements, pt
y assertions, and dgreements that are identified as part of an instantiated service interactio

y: See Reference [8].

brvice

[e.

ermit

ocess
h, and

human act

3

actor (2.1) restricted to a person or an organizational entity (2.9)

Note 1 to entry: This classification is not exhaustive.

Note 2 to entry: See ISO/IEC 18384-3:2016, 6.2.

2.13

human task
task (2.60) which is done by a human actor (2.12)

© ISO/IEC 2016 - All rights re

served
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2.14

interface

shared boundary between two functional units, defined by various characteristics pertaining to the
functions, physical interconnections, signal exchanges, and other characteristics, as appropriate

[SOURCE: ISO/IEC 2382:2015, 2121308]

2.15
loose coupling
principle where dependencies between elements (2.8) of a SOA solution (2.56) are intentionally reduced

2.16

orchestration
type pf composition (2.5) where one particular element (2.8) is used by the compositien-to|oversee and
direct the other elements

Note [1 to entry: The element that directs an orchestration is not part of the orthestration |(Composition
instance) itself.

Note 2 to entry: See ISO/IEC 18384-3:2016, 8.3.

2.17
policy
statement that an entity (2.9) intends to follow or intends thatanother entity should follow

Note ] to entry: See ISO/IEC 18384-3:2016, Clause 9).

2.18
process
type pf composition (2.5) whose elements (2.8) are’composed into a sequence or flow of activities and
interactions with the objective of carrying out.€ertain work

Note ] to entry: A process may also be a collabgration (2.4), choreography (2.3), or orchestration (2.]L6).

Note 2 to entry: See ISO/IEC 18384-3:2016,8.6.

2.19
real-world effect
change relevant to and experienced by specific stakeholders

Note ] to entry: See Reference [8].

2.20
service
logicgl representation of a set of activities that has specified outcomes, is self-contaihed, may be
composed-of other services, and is a “black box” to consumers of the service

Note [ ‘toventry: The word “activity” in the “service” definition is used in the general English language sense of
the word, not in the process-specific sense of that same word [i.e. activities are not necessarily process (2.18)
activities].

Note 2 to entry: See ISO/IEC 18384-3:2016, 7.2.

2.21

service broker

element (2.8) that enables the communication with services (2.20), either at a business level or at the
implementation level, i.e. with intermediaries

Note 1 to entry: The intermediaries provide any number of functions, such as unified service registration (2.51)
and publishing, service discovery (2.34), routing, location-transparent service access, for service providers (2.50)
and service consumers (2.29).

© ISO/IEC 2016 - All rights reserved 3
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2.22

service bus

design and runtime pattern for enabling service (2.20) interactions, such as communication, access,
consumption, transformation, intermediaries, and message routing

Note 1 to entry: A service bus can range from a logical collection of such functions to the functions collected into
a single commercial product. Service bus is widely used in an organizational context and often equates to the
enterprise service bus (ESB).

2.23

service candidate
service (2.20) identified during the SOA lifecycle (2.58) that meets broad service requirements, and from
which one of more are selected for further development as part of an overall SOA solution (2.56)

2.24
service catglogue

service registry/repository (reg/rep)
logical collgction of service descriptions (2.31) and related artefacts that supperts publication,
registration)search, management, and retrieval of those artefacts

2.25
service choreography
choreography (2.3) whose elements (2.8) are services (2.20)

Note 1 to entify: See ISO/IEC 18384-3:2016, Clause 8.

2.26
service collpboration
collaboration (2.4) whose elements (2.8) are services (2.20)

Note 1 to entyly: See ISO/IEC 18384-3:2016, Clause 8.

2.27
service conjponent
element (2.8) that implements services (2.20)

2.28
service coniposition
service assefnbly

composition |(2.5) that providesifin the operational sense) higher level services (2.20) that are only an
assembly of pther services (2.20)

Note 1 to emtry: A composition can support different composition patterns, such as collaboration |(2.4),
choreography|(2.3), orchestration (2.16).

Note 2 to entrly: Se€ ISO/IEC 18384-3:2016, Clause 8).

2.29
service consumer
entity (2.9) that uses services (2.20)

Note 1 to entry: Consumers may interact with services operationally or contractually (legal responsibility).
Note 2 to entry: See ISO/IEC 18384-3:2016, 7.4.

2.30

service contract

terms, conditions, and interaction rules that interacting service consumers (2.29) and service providers
(2.50) agree to (directly or indirectly)

Note 1 to entry: A service contract is binding on all participants in the interaction, including the service (2.20)
itself and the element (2.8) that provides it for the particular interaction in question.

4 © ISO/IEC 2016 - All rights reserved
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Note 2 to entry: See ISO/IEC 18384-3:2016, 7.6.

2.31

service description
information needed in order to use, or consider using, a service (2.20)

-1:2016(E)

Note 1 to entry: The service description usually includes the service interfaces (2.38), contracts, and policies.

Note 2 to entry: See ISO/IEC 18384-3:2016, Clause 7.

2.32

service deployment

activ
softw

2.33

service development

activ
SOA s

2.34

service discovery

activ

and/¢r non-functional requirements

2.35

ties by which implementations of services (Z2.20) are made able to run In a speciiicn
are environment and usable by service consumers (2.29)

ties by which needs and constraints are identified and services (2.20) @re designed
plution (2.56) in order to address those needs within the constraints

ties by which a service consumer (2.29) can find services (2.20)ywhich meet their specif

strat¢gy and control mechanism that applies across theservice lifecycle (2.41) and service poj

inclu
provi

Note ]
versid
ability

2.36

service implementation

activ
is pat

2.37

service interaction

activ

to achieve a patticular desired real-world effect (2.19)

Note

serv%ce governance

es the establishment of chains of responsibjlity; driving monitoring of compliance wit
ding appropriate processes (2.18) and measurements as part of SOA solution governance

n updates, notice of termination, decomposition subdivision, agency capacity, decomposition
 to meet individual demands.

ties performing technicaldevelopment and the physical implementation of the servig
t of a service lifecycle (2.41), and results in the creation of a service component (2.27)

ty involvedin making use of a capability offered, usually across an ownership bound

| to eéntry: See Reference [8].

hrdware and

as part of a

ic functional

tfolio, which
h policies by
(2.57)

to entry: Aspects of the service lifecycle thatneed to be governed include: addressing service fnodifications,

capacity, and

e (2.20) that

ary, in order

2.38

service interface
interface (2.14) by which other elements (2.8) can interact and exchange information with the service
where the form of the request and the outcome of the request is in the service description (2.31)

Note 1 to entry: See ISO/IEC 18384-3:2016, 7.13.

2.39

service interoperability
ability of service providers (2.50) and service consumers (2.29) to communicate, invoke services (2.20)
and exchange information at both the syntactic and semantic level leading to effects as defined by the
service description (2.31)

© ISO/IEC 2016 - All rights reserved
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2.40

service level agreement

SLA

type of service contract (2.30) that defines measureable conditions of interactions between a service
provider (2.50) and a service consumer (2.29)

Note 1 to entry: A service level agreement may specify: the set of services (2.20) the service provider will deliver,
a sufficient, specific definition of each service, the responsibilities of the service provider and the service
consumetr, the set of metrics to determine whether the service provider is delivering the service as promised, an
auditing mechanism to monitor the service, the remedies available to the service consumer and service provider
if the terms of the SLA are not met, and how the SLA will change over time.

2.41
service life¢ycle
set of phasep for realizing a service (2.20) that can go through from conception and identification to
instantiation and retirement

2.42
service management
monitoring, controlling, maintaining, optimizing, and operating services (2.20)

2.43
service modeling
set of activitjes to develop a series of service candidates (2.23) for funetions or actions on a SOA solution
(2.56) using|service oriented analysis (2.47) processes

2.44
service monitoring
tracking stafe and operational conditions related to the execution, performance, and real-world gffects
(2.19) of seryices (2.20)

2.45
service orchestration
orchestration (2.16) where the orchestrated eféments (2.8) are services (2.20)

2.46
service origntation
approach to designing systems in terms of services (2.20) and service-based development

2.47
service orignted analysis
preparatorylinformation gathering steps that are completed in support of a service modeling (2.43) sub-
process that|results incthe creation of a set of services (2.20)

Note 1 to entfy: It prevides guidance to the subsequent phases of the SOA lifecycle and might be carried ofit just
once for each |pusiness process (2.18) or iteratively.

2.48
service oriented architecture

SOA

architectural style that supports service orientation (2.46) and is a paradigm for building business
solutions

Note 1 to entry: Services (2.20) realized in this style utilize activities that comprise business processes (2.18), have
descriptions to provide context, may be implemented via service composition (2.28), have environment-specific
implementations which are described in the context that constrains or enables them, require governance, and
place requirements on the infrastructure to achieve interoperability and location transparency using standards
to the greatest extent possible.

Note 2 to entry: See ISO/IEC 18384-3:2016, Clause 4.

6 © ISO/IEC 2016 - All rights reserved
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service policy
policy (2.17) as applied to a service (2.20)

2.50

service provider
entity (2.9) providing services (2.20)

-1:2016(E)

Note 1 to entry: Service providers may be responsible for the operation of the services or the contract for the
services (legal responsibility) or both.

Note 2 to entry: See ISO/IEC 18384-3:2016, 7.4.

2.51

service publishing

servi

Ce registration

catalpguing of service descriptions (2.31) in an accessible location, such as a service regist
(2.24), where supporting activities, such as search and retrieval of descriptions, n
information visible and available to potential service consumers (2.29)

2.52

SOA jmplementation

methpds and techniques used to develop SOA (2.48) based solutians

2.53

SOA maturity

assessment of an organization’s ability to adopt SOA (248) and the current level of adoptio
2.54

SOA maturity model

framework stating overall objectives and a mrethod to evaluate an organization’s SOA ma

again

2.55
SOA |
elemd

2.56
SOA 3
solut
techr

Note
infrag
proce]

2.57

st these objectives

resource
nts (2.8) that provide the ['T.kesources used by services (2.20)

solution
ons, in part or as-awhole, implemented by applying SOA (2.48) principles, concepts, 1]
iques

| to entry: The 'SOA solutions include the physical instantiation of service implementations (2.
tructure; other architectural elements, and capabilities needed to support governance
5ses, thattogether enable domain-specific effects that represent a SOA-based solution to busin

ry/repository
lake service

—

turity (2.53)

nethods, and

B6), including
and lifecycle
ess problems.

SOA ..IUlutiUll SUVCTIIAIILT
specialization of IT governance specifically focused on management strategies and mechanisms for the
end users’ specific SOA solution (2.56)

Note 1 to entry: SOA solution governance manages the entire SOA solution lifecycle (2.58) by setting out personnel,
roles, management procedures, and decision-making. SOA solution governance needs to adopt the appropriate
methodology and best practices. SOA solution governance usually requires tools for assistance to customize and
manage the governance strategy according to the needs.

Note 2 to entry: While management means the specific process (2.18) for governance and control to execute the
policies, governance looks at assigning the rights to make decisions, and deciding what measures to use and what
policies to follow to make those decisions.

© ISO/IEC 2016 - All rights reserved
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2.58

384-1:2016(E)

SOA solution lifecycle
set of activities for engineering SOA solutions (2.56), including analysis, design, implementation,

deployment,
2.59

test, and management

SOA solution management
measurement, monitoring, and configuration of the entire lifecycle of a SOA solution (2.56)

Note 1 to entry: At runtime, it is the set of activities for the specific measurement and operation of the
implementation of the SOA solution according to the strategies and mechanisms identified by the SOA solution

.57) process.

governance (2

2.60
task
atomic actio

Note 1 to entr
Note 2 to ent

2.61
web service
software sys

Note 1 to enffry: Original definition: Software system designed to support interoperable machine-to-ms:

interaction o
WSDL). Othet
messages, ty
standards.

Note 2 to entr

3 Abbrey
For the purp

ABB
BPMN
COBIT
EA
ESB
HTTP
HTTPS

Aj

Cd
Eq
Ex
Hy
Hy

h which accomplishes a defined result
y: Tasks are done by people or organizations, specifically by human actors (242)

y: See ISO/IEC 18384-3:2016, 6.4.

S

rer a network. It has an interface (2.14) described in-a'imachine-processable format (speci
systems interact with the Web service in a manuervprescribed by its description using
pically conveyed using HTTP with an XML serialization in conjunction with other Web-r

y: See Reference [18].

riated terms

oses of this document, the folowing abbreviated terms apply.

chitectural Building Block

Bysiness Process Model.and Notation

ntrol Objectives forInformation and Related Technology
terprise Architecture

terprise Service Bus

rper Text. Transfer Protocol

Fpet, Text Transfer Protocol Secure

IT
ITIL
KPI
L2TP
MPLS
OWL
PKI
QoS
RA
REST
RPC

In

tem designed to support interoperable machine-to-machine interaction over a netwojrk

chine
Fically
SOAP
blated

Information Tech nn]ngy

formation Technology Infrastructure Library

Key Performance Indicator
Layer 2 Tunneling Protocol
Multiprotocol Label Switching
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Quality of Service

Reference Architecture
Representational State Transfer
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© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=842c2748ac021d787e992a126e79124f

ISO/IEC 18384

SLA Service Level Agreement

SOA Service Oriented Architecture

SOAP Standard message protocol to exchange structured data
SQL Structured Query Language

UML Unified Modeling Language

VPN Virtual Private Network

WSDL Web Services Description Language
WSRP Web Services Remote Portlet
XML Extensible Markup Language

4

4.1

The fpllowing provides instruction on the interpretation of diagrams.

4.2

Most|diagrams are not UML. Those that are have text to that effect before the diagram id
type pf UML diagram so that the reader knows how to interpretit.

4.3

Entity relationship diagrams (like Figure 1 and Figtire 2) with boxes, lines, arrows, and cird
should be interpreted according to the following rules.

4.4

-1:2016(E)

Notations

General

UML

Entity Relationship

Hoxes are the metamodel concepts, layers, architectural building blocks, capabilities, or

Arrows are relationships between “metamodel concepts; single arrow heads show
relationship; double headed arzéws indicate the relationship is bidirectional.

Helationships are named, represented as labelled lines or arrows, and no cardinality is

(lardinality indications‘are participation in the relationship, well-known mathematical
dre used (* = = 0.%0x~1 = = optional and only 1; 1 = =required as defined in ISO/IEC 1]

Cycles

entifying the

led numbers

components.

direction of

implied.

conventions
5474-1).

Circullar diagrams with states in them show the progression of a state or lifecycle and progress

clockwise~Eigure 10 is an example of a cycle diagram.

4.5

Flows are often used for examples and should be interpreted with the following rules:

boxes that are layers, architectural building blocks, or components;

directional arrows showing the direction of the flow between the boxes;

circled numbers on the flow arrows show the sequence of the flow and are used as a point of

reference in any explanatory text.

Figure 5 and Figure 6 are flows used as examples.
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5 Conventions

This reference architecture is defined in three parts. This part of ISO/IEC 18384 defines the terminology
and concepts for service oriented architecture. Understanding the terms and concepts defined in this
part of ISO/IEC 18384 is important before reading or using ISO/IEC 18384-2 and ISO/IEC 18384-3. This
part of ISO/IEC 18384 defines a reference architecture for SOA solutions. It defines a metamodel, a set
of layers for the layered architecture, and a set of common service types. ISO/IEC 18384-3 defines the
ontology for SOA, with a more formal expression of core SOA concepts and relationships between them.
The terminology in this part of ISO/IEC 18384 is consistent with the ontology in ISO/IEC 18384-3.

This Internatlonal Standard can be read in sequence or used asa reference Thls part of ISO/IEC 18384

strts ' gogey: octtre : ‘ 384).
'view
of the 10 layers and the service types defined in thls International Standard. This is folloWwed Hy the
definition apd explanation of the metamodel used in the SOA RA. The metamodel,defines [ayer,
capabilities,|Jand ABB concepts along with other core logical concepts. ABBs and capabilities arg each
defined uniquely in each layer. Capabilities and ABBs may require capabilities and ABBs'defined in pther
layers in order to do fulfil their architectural requirements. The layers, capabilities, and ABBs in this
part of ISO/IEC 18384 are all logical elements and any reference to these logical elements “performing”,
“supporting], or “interacting” means that when a SOA solution is developedy thé physical realizatjon of

the capabilities and ABBs are actually “performing”, “supporting”, or “interacting”.

6 Conformance
ISO/IEC 183B4 contains three parts, which have different confonmance requirements:

a) terminojogy and concepts — conformance only to térms and adherence to the semantics in the
definitigns;

b) referende architecture for SOA solutions — conformance only to semantics of the metamodel and
any layers, ABBs, or capabilities that are used;

c) SOA Ontpology — conformance for OWL er non-OWL applications.
Conformancg to this part of ISO/IEC 18384 is defined as follows.

If any documjent, product, or standard’claims conformance, then the terms in this part of ISO/IEC 18384
shall be used with the same semantics as these definitions.

Principles and concepts are(provided as explanatory material and not meant for performance.

7 SOA Cqgncepts

7.1 Intro1iuction to SOA

Service oriented architecture (abbreviated SOA) (see 2.48) is an architectural style that supports
service orientation (see 2.46) and is a paradigm for business and IT. This architectural style is for
designing systems in terms of services available at an interface and the outcomes of services. As noted
in 2.20, a service is a logical representation of a set of activities that has specified outcomes, is self-
contained, may be composed of other services and is a “black box” to consumers of the service.

In common with other architectural styles, SOA
— places unique requirements on system infrastructure,

— hasenvironment-specific implementations, constrained or enabled by context and described within
that context,

— recommends governance of IT and systems and EA,
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— has business solutions that are designed to mirror real-world business activities, and

properly and completely executed in accordance with their expectations.

-1:2016(E)

provides criteria to allow consumers to determine whether the business solution offered has been

In addition, SOA has distinguishing characteristics that set it apart from other architectural styles,
notably the following:

a)

location opacity;

b)
‘)
d)
e)

wn —

o W %)

f) i
g)

h)

S|

i

SOA

for a
outcd
busin
depld
chore
new 9

Soms
infor

Whil
pring

it promotes the use of open standards and interfaces in order to achieve interoperability and

services and processes are designed explicitly to operate both within or between organizations;

requires clear descriptions of the service offered;
ervices and processes are designed to mirror real-world business activities;

ervice representation uses business descriptions to provide context (i€.\business p
ule, policy, service interface, and service component);

requires appropriate governance of service representation and implementation;
ervice composition is used as a means to implement business processes;

provides criteria to allow service consumers to determineé-whether the service has b

and completely executed in accordance with the service-description.

akes “service” as its basic element to constructi{information systems so that they
variety of solution requirements. Service from ‘abusiness perspective is the deliver}
mes of business processes; service from amIT perspective is the IT implementat
ess processes. The activities in developing a SOA solution can be private to an orgal

ographies), or joint activities for maintaining the viability of the service ecosystem (e.
ervices).

of the intended benefits ofsdising SOA are improvement in the efficiency of dey
mation systems, efficiency ofliintegration, and efficiency of reuse of resources.

e there is interest in SOA-as a means of delivering these efficiencies, a single set of S
iples, specific normsyand standards have not been established for the world-wide mar

rocess, goal,

een properly

are suitable
 of business
ion of those
hization (e.g.

ying a service), collaborative between(aset of business entities (e.g. service invgcations and

o. publishing

elopment of

DA technical
ket. Existing

prodiicts and solutions-have used various standards, methods, and technologies, which has added to

the c
solut
set of

It shd

nfusion aboutthe effectiveness of SOA. To increase standardization and potentially t
ons, as well.as.promote effective large-scale adoption of SOA, it is necessary to estab
terms, prineiples, and concepts for SOA.

uld benoted that these SOA principles defined here are applicable to software eng

he quality of
ish a unified

neering and
(i.e. complex

can aIso be‘applicable to systems engineering in order to formalize service-based systems

syste
7.2 Concepts
7.2.1 Roles

7.2.1.1 Overview

In general, arole is defined by a set of activities that serve a common purpose. When an entity is assigned
or assumes a role, it performs the activities of the role. The definition of a role includes whether all of
the activities are required and when they are performed. Service providers and service consumers are
fundamental roles in a service oriented architecture. A SOA ecosystem comprises services that deliver
functionality, service consumers who interact with services, and service providers who develop and
host the services for the consumer. However, the roles of service providers and service consumers span
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a range of activities and may be accomplished by different parties responsible for different activities,

i.e. in the following discussions, the party that may have operational responsibility may not
contractual responsibility and vice versa. In addition, a party assuming the service provider role i

have
n one

context may assume the service consumer role in another. In the following, the term service provider

is used to indicate an entity performing an activity associated with the service provider role; the
service consumer is an entity performing an activity associated with the service consumer role.

7.2.1.2 Service Providers

term

For service providers, activities include developing, testing, and deploying services that satisfy a range

of functional and non-functional requirements. These requirements include operating character

istics

and contracfual obligations, as well as supporting and responding to communications from
entities in tHe SOA solution or ecosystem. A service provider monitors the service during operatiqg
assess its compliance with requirements and to identify and mitigate unwanted behaviour:-A se
provider is responsible for defining and enforcing service governance. In addition, a serviceprovi
responsible for registering the service and maintaining its service description.

There are two contexts under which service providers may have responsibilities when proy
services: opgrationally and contractually. Note that the entity that is contractually responsil
participant in a contract or service level agreement) may not be the same_entity that is operatid
responsible [i.e. exchanges messages with the service consumer).

— Operatignally — the service provider may engage in activities relatéd to the exchange of mes
with the service consumer, as well as producing the promised effect of invoking the service. En
assuming operational responsibility across the service lifecyele may engage in any of the follo

— dev¢loping services: lifecycle processes for modellingand creating implementations of ser
of which service implementation is one step (sege.the service lifecycle concepts in 7.2.8);

— deploying services: placing service artefacts.aird otherwise modifying the services environ
such that the service can exchange commuhications leading to realizing service functiol
andfassociated effects;

— proyiding services: supporting use©f deployed service through communications exchang
nec¢ssary SOA ecosystem suppert to realize service functionality and service effects;

— publishing services: creatingyand maintaining service description (including, as approp
seryice categorization) such that it is searchable and retrievable by all service particij
inclfiding service proyiders, service consumers, and other parties;

— hosting servicesy providing and supporting use of infrastructure necessary for develd
deploying, and-previding services;

— govérning services: prescribing conditions and constraints consistent with satisfying con
goals of Service participants and the structures and processes needed to define and respq
actipnstaken towards realizing those goals;

other
ns to
rvice
der is

iding
ble (a
nally

sages
tities
wing:

vices,

ment
hality

e and

riate,
ants,

ping,

hmon
nd to

— Contractually — the service provider may engage in activities related to defining business aspects

12

and legal obligations related to the use of a provided service and coordinating use and the associated
agreements with the service consumer as captured in the service contract. Entities assuming
contractual responsibility across the service lifecycle may engage in any of the following:

— pricing service: deciding how to price the services, or how/whether to exploit them for
other value;

— defining service agreements: in cooperation with service consumer, deciding what kind of
formal agreements, such as service level agreements (SLAs), are required to use the service,
including resolving conflicts in preferred service policies;

— defining service contracts: capturing service agreements and applicable aspects of governance
in an unambiguous manner that facilitates enforcement;
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— enforcing service contracts: engaging in processes, likely defined within the service contract, to
ensure fulfilment of the contract or prescribed remedial actions;

— governing business and contracts: setting up business rules, policies and requirements for
contracts, and to enable and monitor operational governance of services.

7.2.1.3 Service Consumers

Service consumers engage in activities to identify services that meet their needs, assess whether they
can meet prescribed conditions of use (e.g. access permissions, licensing, and magnitude of requests),
understand the 1nformat10n exchange and protocols that enable commumcatlons w1th the service, and
be abte i e consumer

A seryice provider can also simultaneously act as a service consumer. In the case of'a compgsite service,
the s¢rvice provider responds to an external service consumer but then becomes the service consumer
of thg component services to realize the documented effects that are to be produced by the omposition.

Ther¢ are two contexts under which service consumers may have nesponsibilities when consuming
servifes: operationally and contractually. As with service providers, the entity that is dontractually
respdnsible (a participant in a contract or service level agreemeft) may not be the same ¢ntity that is
opergtionally responsible (i.e. exchanges messages with the grovider). Note that the opgrational and
contrjactual activities of the service consumer are often direct counterparts of provider activities.

— (Jperationally — the service consumer may engage-intactivities related to the discoverly of services
and the exchange of messages with the service provider. Entities assuming operational r¢sponsibility
cross the service lifecycle may engage in any ofithe following:

—+ discovering services: searching and, étherwise examining available service degcriptions to
identify services that meet their neéds (e.g. via interacting with a service registrly/repository
or consulting consumer recommendations);

-+ invoking service: exchange messages with a provided service in order to invoke its functionality
and realize its corresponding effects;

-+ governing service use:setting and enforcing business polices for the use of and c¢ntracting of
services so that business needs are met;

— (lontractually — the)service consumer may engage in activities related to defining business aspects
nd legal obligations of related to their use of a provided service and coordinating the associated

jgreements with the service provider as captured in the service contract. Entities assuming

dontractualdesponsibility across the service lifecycle may engage in any of the followipg:

-+ contracting: setting and abiding by the contracts;

-+ “Service payment: complying with the service agreements specifying the exchangk of funds or
services in return for using provided services;

— defining service agreements: in cooperation with service provider, decide what kind of formal
agreements, such as service level agreements (SLAs), are specified as constraints or conditions
of use of the service, including resolving conflicts in preferred service policies;

— defining service contracts: capturing service agreements and applicable aspects of governance
in an unambiguous manner that facilitates enforcement;

— enforcing service contracts: engaging in processes, likely defined within the service contract, to
ensure fulfilment of the contract or prescribed remedial actions;

— governing contracts: ensuring contracts are aligned with evolving business needs and enforced
operationally.
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Service Provider Service Consumer

chooses service
based on

provides

Service Description

describes

Service

7.2.2 Sery

As defined in this part of ISO/IEC 18384, a service (see 2.20) is a logical representation of a

activities th
“black box”
the concept
providers or

The service

use the des
description i
to the servid
exposing cay

As a service
the processd
to as “perfot
components
interacting v
elements sug

Likewise, a s
does not ussd
use of other

An element i

pick the

Interacting-with a service may, for example, perform the following steps:

Figure 1 — Service Providers and Service Consumers

ices

ht has specified outcomes, is self-contained, may be composed,df pther services, an
o consumers of the service (see ISO/IEC 18384-3:2016, 7.4). Set¥ice is agnostic to wh
s applied to the business domain or the IT domain. A service ¢an have one or more se
service consumers, and produces the specified outcomes;

ronsumer does not know how the service is implemented. As shown in Figure 1, consu
cription to choose a service from a provider. {fytwo services have the same se
ind produce the same effects when given the same inputs, they are functionally equiy
e consumer and can be used interchangeably-To a service provider, a service is a mez
abilities and the implementation determines equivalency.

itself is only a logical representation, any service should have something that can ex]
s and communications necessary torealize the resulting effects. This execution is ref]
ming the service”. Services can bg*performed by any type of element, including soft

vith it. Services can be performed by elements of other types than systems. This ing
h as software components,human actors, and tasks.

ervice can be used by other elements, the service itself (as a purely logical represent
other elements. However, the thing that performs the service might very well inclug
plements (and ¢ertainly will in the case of service composition).

set of
d is a
ether
rvice

mers
rvice
alent
ins of

ecute
erred
ware

human actors, and tasks. Thé)something that performs a service is opaque to amyone

ludes

ition)
e the

servicesto interact with (this statement is agnostic as to whether this is done dynamlfically
at runtime or statically at design and/or construct time);

done

pick an
“inside”
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a service bus (see 2.22)];

interact with the chosen element that performs the chosen service (often also facilitated by a

service bus).

Concepts, such as service mediations, service proxies, services buses, etc. are used to describe
and implement the operational aspects of SOA systems. All of these can be captured as an element
representing the service. This representation provides a level of indirection that is critical when we
do not want to bind operationally to a particular service endpoint, and enables us to preserve loose
coupling and the ability to switch embodiments as needed. Understanding what a service represents
and is represented by allows encapsulation of the relatively complex operational interaction (picking
the service, picking an element that performs the service, and interacting with that chosen element).
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Figure 2 — Service and elements of SOA
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e 2 shows that the elements of SOA include services, human actors, tasks, and syste
erformed by any of these elements. Systems have parts which can be any eleme
Ces, human actors, tasks, and systems themselves. Further explanation of tasks and sy
llowing clauses. (See ISO/IEC 18384-3:2016, Clause 5 for further explanation‘on syst
ms.)

Semantics

tors involved in a service oriented architecture solution, human’and non-human, sh
rse messages correctly through a common and agreed upon understanding of thg

tics of the message. Syntax includes interfaces, protocols;;and message formats. Sen
d understanding of intent, where actors should be able-te act on the contents of those
ner consistent with the sender’s intent. In other words, actors should possess a shai
standing of the business requirements being, addressed by the service and not
pperability through a syntactic connection.

lition, semantics is important in the description of services and other resources in the !
very requires a commonly understood(bdsis for matching service consumer need

world

of COJ]

Semantics can be formally specified.through the use of ontologies and their application

usagg

7.2.4

Atas
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| effects resulting from a service interaction. It is also necessary for unambiguous ur
ditions of use that should be satisfied for the service interaction to proceed.

domains that address a community of concepts.

Tasks and Activities

k is an atomic action which accomplishes a defined result. Tasks, including Human tasks
e or organizations, specifically by instances of human actor. Because tasks are atomic,
bken down te.afiner level of detail and are performed by at most one instance of humai

bord “activity” in the “service” definition is used in the general English language sense
theprocess-specific sense of that same word (i.e. activities are not necessarily proce
Fticular, the Business Process Modelling Notation (BPMN) 2.0 (see Reference [14]) de

ms. Services
ht, including
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the process

cannot be broken down to a finer level of detail. Generally, an end-user and/or applications are used to
perform the task when it is executed.” This formally separates the notion of doing from the notion of
performing. Tasks are (optionally) done by human actors, furthermore, (as instances of element) tasks
can use services that are performed by technology components. For SOA, these tasks are not restricted
to a process flow.

7.2.5 Compositions and Processes

7.2.5.1 Introduction to Compositions

A composition is a system that is the result of assembling a collection of things for a particular purpose.
In this case, composition refers to a collection of parts assembled for a purpose and not the act of
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composing. Compositions are organized according to one of a set of patterns or styles: orchestration,
choreography, and collaboration.

Just as systems may be composed of other systems, compositions may be composed of other
compositions. No composition can be a part of itself. Since a composition is a collection, it uses at least
one other element and those elements can be outside its own boundary. For SOA, these elements are
usually, but are not limited to, services, other compositions, processes, actors, and tasks.

Compositions, like services, are not visible to external observers. However, composition patterns offer
insight to the internal viewpoint of the composition and describe the way in which a collection of
elements is assembled or used to achieve a result.

7.2.5.2 Pa|tterns of Composition

As shown in|Figure 3, compositions can be realized using three common patterns or styles/which can
be distinguifhed by the presence of a director of the composition and the existence of a predgfined
pattern of b¢haviour or flow. In Figure 3, the arrows show the flow of direction or invocation between
elements in & composition.

| Elem *t_‘ ’Temm e l_El;ment

Orchestration

Element

‘_ Element
Element

Collaboration

‘ El¢ment | | Element |a.s ’ Element

Choreography

Figure 3 — Patterns of Composition

Orchestratidn is, acpattern where there is one element used by the composition that overseep and
directs the dtherelements. The directing element is different from the orchestration and may be inside
or outside tHe'boundary. For example, a workflow is a part of the composition but is executing the flow.
In Figure 3, the director is invoking elements in the orchestration.

Choreography is a pattern for compositions where the elements used by the composition interact in
a non-directed fashion (no director) and every part knowing and following the pattern of behaviour.
There is a predefined shared pattern or flow of behaviour. Choreography does not require the elements
to have complete knowledge of the pattern of behaviour. In Figure 3, the elements interact with each
other according to a pattern.

Collaboration is a pattern for compositions where the elements used by the composition interact in a
non-directed fashion (no director), and every part acts according to their own plan/purpose without
a predefined pattern or flow of behaviour. Interactions between parts occur as needed by each part.
In Figure 3, the elements in the collaboration interact with each other — but there is no pattern or
director.
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Figure 4 — Composition and its.sub-classes

Figunle 4 ties together the concepts of service, system, and composition. Elements of [systems are
servifes, human actors, tasks, and other systems. Any of these elements can perform a servjce. A system
can Have any of these elements as parts of the system. Compositions are systems and therefore can
have [parts that are services, actors, tasks, and‘systems. Compositions have a property that indicates
the cpmposition pattern it supports: orchestration, choreography, or collaboration. Only dompositions
which use the orchestration pattern hayve‘an element that orchestrates the parts of the fomposition.
Service compositions and processes -are compositions; therefore, they can also exhibif any of the
complosition patterns.

7.2.5{3 Service compositions

Service compositions arecompositions that provide (in the operational sense) higher l¢vel services
only ¢omposed of othef sérvices. Service compositions can exhibit one or more of the three[composition

Procg¢sses are compositions whose elements are composed into a sequence or flow of a
interaetions with the objective of carrying out work. As shown in Figure 4, processes can
of elemmer & TUITam actor R rVices, and pr oS 1T iti '

the composition patterns.

he composed
exhibit any of

iR QY dproce I addition, processes car

A process always adds logic via the composition pattern; the result is more than the parts. According to
their composition pattern, processes can be as follows:

— Orchestrated: When a process is orchestrated in a business process management system, then the
resulting IT artefact is in fact an orchestration; i.e. it has an orchestration composition pattern. This
type of process is often called a process orchestration.

— Choreographed: For example, a process model representing a defined pattern of behaviour. This
type of process is often called a process choreography.

— Collaborative: No (pre)defined pattern of behaviour (model); the process represents observed
(executed) behaviour. (See ISO/IEC 18384-3:2016, Clause 8.)
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7.2.5.5 Business Process

A business process is a defined set of activities that represent the steps required to achieve a business
objective. It includes the flow and use of information and resources. Business process may need to be
supported by the following:

governing, and gaining end-to-end visibility on business processes (see Reference [14]);

associating SLAs and key performance indicators (KPIs).

business process management — activities that enable discovery, modelling, execution, changing,

business activity monitoring — activities that monitor business operations and the processes and

7.2.6 Sery
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own in the example in Figure 5, the service consumer begiiis by submitting a search t
[ry/repository; the service registry/repository responds with search results. The se
in information about service registry/repositoryontents that match the search
bly links or other mechanisms, e.g. service call§ that enable the service consume
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devrerﬂopers to search for existing appropriate services before developing new ones. Eff

mation or artefacts from the service registry/tepository. This example illustrates
mer as consuming both information about artefacts and the artefacts themselves.

ted with respect to Figure 5, registry/tepositories are not restricted to storing
iptions if they support other capabilities in the SOA solution, like information a

p the service
arch results
criteria and
- to retrieve
the service

only service
rchitectures,

gement, and governance. Architecturally, these may be considered differe
[ry/repositories in a SOA solution, but during implementation, these registry/rep
llocated in the same registry//repository, leveraging the common aspects of des
very, storage and retrieval ~The registry/repositories supporting governance can pr
e governance policies andidocumentation of processes for communication and enfo
Ce descriptions can link to policies and processes that are relevant to the particular s¢

ce registry/repositories are governed and are often used by the governance pr
le, a governahce process for maximizing service reuse may require solution ar

s case, requires that the services are clearly described and that those description
hble to developers.

getient of registry/repositories and registration processes is recommended and

!

t kinds of
sitories can
cription and
ovide access
rcement; the
brvice.

ocesses. For
chitects and
bctive reuse,
5 are readily

may include

moni

orihg, managing storage, backup, recovery, and notifying about exceptions and failu

es.

7.2.7

7.2.7

Service Description, Interfaces, Policies and Contracts

.1 Service Description

A service description contains the information necessary to interact with the service and can be
described in such terms as the service interface (service inputs, outputs, and associated semantics)
and service policies (conditions for using the service). Service contracts may reference information in
service descriptions.

The purpose of combining service interfaces and service policies in a composite service description
is to facilitate interaction and visibility, particularly when the participants are in different ownership
domains (see Reference [17]) for an explanation of ownership domain). Explicit service descriptions
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provide information necessary to know what a service does, the conditions of use, the user experience
during interaction, the details of information exchange, and the location at which information exchange
occurs. It makes it possible for potential participants to construct systems according to the descriptions
and not the implementations.

The service description allows prospective service consumers to evaluate if the service is suitable
for their current needs and establishes whether a service consumer satisfies any requirements of the

service prov

ider.

7.2.7.2 Service Interfaces

Service des
will be defin

elements cap interact and exchange information with a service in the processing of a sermice re

(see ISO/IEC
information

The specific
between bu
support loog
particular sq

Any service
service inter
on the natus
either formg
formally def

A single ser
these servic

interact witl all of them in the manner defined by.the service interface in question. This also red
antics of the defined interface be honoured by all services implementing the interface.

that the sem|

In Figure 6

TIptios TaIm COMtaiT Service IMmterfaces, Comntract termrs, and poticies Therefors;
ed before defining service description. Service interfaces define the way in which

18384-3:2016, 7.13). Interfaces include the definition of parameters that aré use
passing when a service is invoked. This is usually documented in the service descript

siness domains. Service interfaces are typically, but not necessarily, message-base
e coupling). Furthermore, service interfaces are always defined.independently fror
rvice implementation (to supportloose coupling and service médiation).

face such as only certain value ranges allowed on given’parameters. In practice, depe
e of the service and the service interface in question; these constraints may be de
lly (documented) or informally (undocumented){ Constraints should be documente
ned.

Vice interface can be used as an interface to’multiple services. This does not mear
s are the same, nor even that they have tlié same effect; it only means that it is possi

Service Request

Element 1 Element 2

Service Response

.@)‘4
’“ﬁ

igure 6, —<Service Provider and Service Consumer using Service Interface

Servicé Brovider Service Consumer

seérvice providers and service consumers interact via elements communicating

they
other
quest
d for
ion.

nature of how an interface is invoked and how information is passed back and forth dfiffers

d (to
h any

has at least one service interface. There can be constraintson the allowed interaction on a

hding
fined
1 and

) that
ble to
uires

using
rface

service inte

facés, element 2 in the service consumer sends a service request to the service int

for element 1 in the service provider, and element 1 performs the appropriate functions and sends a
service response (conforming to the response defined in the service interface) back to element 2.

7.2.7.3  Policy

A policy is a set of legal, political, organizational, functional or technical statements of intent or
obligation for communication and cooperation. As shown in Figure 7, policy is made and asserted by a
human actor and for which the human actor commits to uphold and, if desired or necessary, enforce. A
human actor asserts a policy; however, a policy may provide a constraint on any actor, human or not.
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Figure 7 — Policy and Policy Subsets

Polic]
other|
polic

I as a concept is generic and has relevance outside the domainef SOA. Policies can ap
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cy is an assertion (statement of intent) that can be stated and then applied to any numnj
cts. For example, a policy could state that all communications with a SOA service shall b
hat single assertion is then applied to (and compliance can be assessed for) every cor
every service. An actor asserting a policy is responsible for its enforcement through firect action
legated responsibility. Note that having a policy apply to multiple subjects does n¢t mean that
subjects are the same, only that they ared(partly) regulated by the same intent. Conversely, one
bre policies may be applied to any subject. Note that where multiple policies apply|to the same

subje]
secu

Know
Polic
any s

From
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by on]
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ct, this is often because the multiple policies are from multiple different policy dom
ity and governance).

ring the policies that apply to_ something makes it easier and more transparent to int
es, the human actors defining them, and the subjects to which they apply are importa
ystem, and especially to.SOA systems with their many different interacting elements.

a design perspective, policies may have more granular parts or may be expresse
tional through/specific rules.

es are diffefent from service contracts (discussed in more detail in 7.2.7.3). While a pg
e humapn-dctor, a contract is an agreement made by two or more human actors (the
bs) onaset of conditions (or contractual terms) together with a set of constraints that

hins (such as

bract with it.
Int aspects of

d and made

licy is stated
contracting
govern their

beha the basis for

asses

Fiout and/or state in fulfilling those conditions. Those conditions and constraints are
sinig‘whether the parties comply with the terms of the contract.

Policies may be stated by a service provider as the default conditions of use for a service. As shown in
Figure 7, the service description is a likely place to capture such policies, possibly stating the policy in
the description but more likely as a reference to an external statement of the policy. A service consumer
may also state policies, and the service contract serves as a resolution of conflicts among the stated
policies. A default policy can be stated or referenced in a service description because it is a constraint
as stated by a single party — that service provider — and applicable to a particular policy subject —
that service. A service contract, on the other hand, may be specific to the particular service provider
and service consumer; it is not generally applicable to the service and may be of a proprietary nature
between the service provider and service consumer. Thus, service contracts would not be included in a
service description.

While policies may apply to service contracts, such as security policies on who may change a given

service contract, or conversely be referred to by service contracts as part of the terms, conditions, and
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interaction rules that interacting participants agree to, service contracts are themselves not policies
because policy describes intent of at least one party and contract is the agreement between multiple

parties.

7.2.7.4 Service Contracts

A service contract is the set of the terms, conditions, and interaction rules that interacting participants
have agreed to (directly or indirectly). It is binding on all participants in the interaction: both logical
and physical representations of service consumers, service providers, and the service itself. The service
contract may include specific agreements to define how to regulate service use or to ensure that the
service interactions occur in a certain sequence.

All participgnts interacting with a service need to comply with the interaction aspects of all\sg
contracts thlat apply to that interaction. The operational interaction aspect of a service-contr

different fr
interfaces t
constraints
example, a p
it can be tra

Service con
agreements

the notion of a service interface in that a service contract does not define, the se
hemselves, but rather it defines any relevant multi-interaction and/or seque
bn how to use a service through interaction across its set of service intenfaces. Asa s
hyment service may have a service contract stating that a payment shall be created b
ked.

fracts explicitly prescribe both the operational interaction\aspects, e.g. service
[SLAs), and the legal agreement aspects of using services. It is possible to split the intera

and legal aspects into two different service contracts, depending on tlie’/needs of the application.
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who is the consumer from a legal obligation perspective.
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zero or more human actors. Note that it is,important to allow for sourcing contracts v
bal agreement between human actor Axand human actor B (both of which are part)
ract), yet human actor B has sourced the performing of the service to human actor C
C performs the service in questionfghot human actor B).

Fvice contracts can (in their legal part) express temporal aspects such as “is obliged
“was obliged to”, and “may‘in-future be obliged to”.
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Figure 8, itis important'to'distinguish between a service description and a service co
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other interestéd,third parties, such as regulators. While the facts that describe a s
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7.2.8

The qervice lifecycle consists of the activities, roles, and work‘products for just the servig
often
lifecyjcle addresses a much larger scope, i.e. the entire seryvice-oriented solution that prov
the ofrganization. Which services will be developed is_determined by the SOA solution f
during SOA solution lifecycle.

As shown in Figure 9 (the cycle progresses clockwise), service lifecycle can include the foll

a)

b)

d)
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Figure 8 — Service Contract Relationships

Service and SOA solution lifecycle

1 Service Lifecycle

an extension of the organization’s software development lifecycle. In contrast, the

Analyse and design — may include “requirements management, service definif
realization planning. The lifecycle may:start with an analysis to determine what servig
inh the services portfolio and drive business value, also known as identification of servi

(reate — includes service modelling, service implementation, service testing. T
he design of service impleinentation and development of service implementation c
upporting components.

wn_ct+

Assemble and deploy=— may include service assembly or acquisition, service deployT]
donfiguration, service publication. This phase includes the assembly of componer
and artefacts to-enable deployment. After development of all these elements, the
df the servicerinto a service provider’s operational systems can be done. At this po

(jovefnyand manage — may include service management and monitoring, service sup
etirement, policy management.

—

e. These are
50A solution
des value to
ortfolio and

bwing.

ion, service
es should be
ces.

his includes
pbde of other

hent, service
ts, services,
deployment
nt, it can be

ihstantiated so that the instance of the service is ready to interact with a service consgmer.

port, service

When the service has transitioned to an operational phase, key business metrics, performance
metrics, and availability should be monitored. The results of monitoring are used in dashboards, SLA
enforcement, billing, governance processes, etc. During this operational phase, the service can be
configured or reconfigured, fixed if it malfunctions, or improved if business requirements change.

The service lifecycle processes should be managed and governed, especially service governance,
policy management, requirements management, and configuration management processes. Asset and
registry/repository service implementations are commonly used to manage and govern since they
provide access to some of the portfolio of assets necessary to support the lifecycle and its management.
These assets include service implementations, processes, documents, etc.
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Figure 9 — Example of a Service Lifecycle

7.2.8.2 SOA Solution Lifecycle

A solution lifecycle describes the activities, roles, and work productsas they relate to providing bus
solutions baged on SOA.

The SOA solution lifecycle may begin with modelling the business (capturing the business dg
including the key performance indicators of the business goals and objectives, assembling
translating that model into an information system design, deploying that information system, man|
that deployment, and using the results coming out of that environment to identify ways to refin
business degign. It is a premise of the lifecycle that feedback is cycled to and from phases in ite}
steps of refipement to facilitate the needs of the business.

The lifecyclg¢ is then layered on a backdrop of a set of SOA governance processes that ensurg
compliance dnd operational polices are.enforced for the solution, and that change occurs in a contj
fashion and ith appropriate authority as envisioned by the business design.

As shown in|Figure 10 (which-progresses clockwise), four phases of the SOA solution lifecycle co
as follows.

iness

sign)

and
aging
e the
ative

that
olled

1d be

— Model - Modelling:is the process of capturing business design for the SOA solution from an

understanding of‘business requirements and objectives and translating that into a specificat
businesg processes, goals and assumptions, creating an encoded model of the business, along

on of
with

key perirrmance indicators.

24

Assemble— Assemble uses the business design to assemble the artefacts that will implement the
business design for the SOA solution. The business design can be converted into a set of business
process definitions and activities deriving the required services and from the activity definitions.

Deploy — Deploy includes a combination of creating the hosting environment for the SOA solutions
and the actual deployment of those solutions. This includes resolving the SOA solution’s resource
dependencies, operational conditions, capacity requirements, and integrity and access constraints.
In addition, the techniques for enabling availability, reliability, integrity, efficiency, and serviceability
should be considered for the SOA solution.

Govern and manage — Govern and manage considers how to maintain the operational environment
and the policies expressed in the assembly of the SOA solutions deployed to that environment.
This includes monitoring performance of service requests and timeliness of service responses,
maintaining problem logs to detect failures in various system components, detecting and localizing
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those failures, routing work around them, recovering work affected by those failure
problems, and restoring the operational state of the system.

S, correcting

“| Model
Govern
and Assemble
Manage
Deploy S
SOA Solution Lifecycle

Figure 10 — SOA Solution Lifecycle

Progression through the lifecycle is not entirely lineatr For example, changes to key

berformance

information in the model phase often need to be fed directly in to the management phase tio update the

operdtional environment. Constraints in the deploy phase, such as limiting assumptions
resoyrces are located in the system, may conditienysome of the assembly phase decisions.
techrjology constraints established in the assembly phase may limit the business design cr
the model phase.

7.2.8{3 Services and SOA solution lifecycles relationship

hbout where
Information
pated during

The ideas around SOA services and*SOA solutions are complementary and intertwined. Typically, we

look fo SOA services as being.the building blocks of SOA solutions, but those solutions

fer services

and gre combined into other{solutions. Clearly, the two lifecycles are closely related; the SOA solutions

lifecyicle provides a backdrop for the SOA services lifecycle. The two lifecycles follow the g

eral phases

for saftware, i.e. requirements analysis, design, development, deployment, operations, and retirement.

Howsgver, the target of each of those phases is very different. Services lifecycle is focused o
itself] where the_selution covers business aspects and the interrelationships between

opergtional sysfems, and supporting aspects. As shown in Figure 11, just as solutions ars¢
for sqrvices lifecycle, the governance vitality method is a backdrop for solutions lifecycles.

just service
the services,
e a backdrop
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Figure[11 — Relationship between Service, SOA Solution, and SOA Solution Governance
lifecycles
As with any] lifeCycle, roles, responsibilities, and work products need to be defined. The use of SOA

principles and concepts implies
— acontinuing relationship between the roles of service provider and service consumer,
— accurate and updated service and solution descriptions,

— sufficient metrics to have a clear understanding of performance and setting of expectations as
overall use grows and evolves, and

— modelling of the SOA ecosystem to predict and respond to growth and evolution.

An important consideration as one progresses through the lifecycle is that the services and solutions
exist within the SOA ecosystem and may concurrently support the needs of many service consumers.
Thus, while individual performance issues are important and should be considered, when the focus
is on optimizing the whole, then trade-offs may need to be made so that the individual services or
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solutions may run sub-optimally. While understanding local optimization is important, a SOA approach
will introduce more complex trade-offs that make modelling more essential.

7.2.9 Loosely coupled
In general, loose coupling is accomplished by reducing dependencies between elements in a system.

For example, loose coupling for services is improved when service consumption is insulated from the
underlying implementation, usually via the use of service interfaces, access policy, and the ability to
discover services. Additionally, loose coupling of the service interface can be improved by exchanging
semi-structured documents as a whole. Often, this is more tolerant of changes in the details of the

infor

Whern the service consumer fully relies on the standards based service description ‘th
fontract” between the consumer and the provider, more insulation is proyided. These types of
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TTatiom excirange tham procedure catt style exciranges:

htion removes the dependencies of programming languages, platforms gr,any spe
ntions such as time sequencing, address binding, access language or acgess protocol.

ervice oriented architecture (SOA) architectural style supports loosely coupling the
Vice being consumed from the implementation being provided. The message exchan

b Coupling represents the allowance for variability andcflexibility and enables reu
tness when combined by service orientation.

Cross Cutting Concerns

Defining Cross Cutting

cutting aspects are capabilities and furictionality that are valid for and apply to mul
ional layers. For example, management is a cross cutting concern because it applies to
ling operational systems, services,‘business processes, and service consumers. All g
managed, but how these are managed is different based on the management targg
structure like storage and databases is very different from managing business pro¢

1l as integration, infornfation and management.

al cross-cutting aspects for SOA are as follows.

Integration

ration is~a‘central aspect of the design and development of SOA solutions since the

at serves as

rial provider

interface of
pe should be

Hefined but still provide principled mechanisms for variations{ninputs and extensibillity.

sability and

tiple roles or
many areas,
f these need
bt. Managing
esses. Cross
tional layers

re are often

-servieesand cross-solution domain interactions to consider. Complex SOA installati

s can reach

0
s business unit and partner boundaries, and integration is used to leverage existjng services,
el @S incorporating new services across service domains. Integration aspects an

supporting

technologies need to be identified even when service interactions are simpler and within a domain.

7.3.3

Cross Domain interaction

Service discovery and management may need to span various solution domains in an organization
or across organizations. In addition, discovery and management may have to work across different
technologies since different solution domains may have selected different means for their SOA
implementation.

Figure 12 is an example that shows a number of solution domains, each implemented with its own
technology, where the interactions between them need to be managed as a whole.
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Figure 12 — Cross Domain Interaction

Both single [solution domain SOA infrastructuretand heterogeneous federated SOA infrastructure
address the management of cross cutting aspects, especially of service discovery, service management,
service secufity, and service governance.

Depending dn the service consumer’s technical or business context, the same service may be avajlable
from variou$ providers inside and outside the organizations, as well as through various technolpgies.
These serviges have concrete endpoints that may reside in different service domains. Integiation
functionality, and associated registry/repository, in the consumer’s service domain makes finding and
using (binding to) these different service implementations simpler.

7.3.4 Seryvice Integration

Service integration-is crucial as it provides the capability to mediate, transform, route, and transport
service requests\from the service requester to the correct service implementation. Service integiation
may include|an‘intelligent routing, protocol switching, and interface transformation mechanismg as is
often seenin aservice bus. The integration functionality in Figure 12 enables the loose coupling between
the request and the concrete provider by matching the service request and service implementation.

This loose coupling is not only a technical loose coupling addressing protocols, locations, or platforms,
but can also be a business semantic loose coupling performing required adaptations between service
requester and provider.

The implication of loose coupling and de-facto heterogeneity of organizations drives the need for a more
flexible management of the services and the corresponding artefacts. Three aspects of integration that
need to be considered are transport, transformation, and mediation.

— Transport — A message originating with a sender should be able to reach its intended receiver. This
is accomplished through use of a transport infrastructure that provides the protocols necessary to
convey messages between the two. The sender and receiver may both be connected to a common
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transport infrastructure or bridging will be necessary between their respective infrastructures.

This bridging may require protocol translations, as well as the need to provide
correlation of messages between the endpoints.

Transformation — The sender and receiver should have a common understanding of

routing and

the message

content. This may require a transformation between formats for presentation of content or between
vocabularies in order to align local semantics. An example here is where one endpoint uses a
different version of a data format with extra fields, so the extra fields need to be removed in order

for the message to be acceptable to the other side.

Mediation — When integrating processes, it is not always the case that a message

bi
hto a single reply. Mediation can combine transport and transformation integratio
hore complex process integration patterns.

=8 =<

7.3.5| Management and Security

7.3.5|1 General

The management and security concern is an important aspect for, SOA and provides waj
the non-functional requirements (NFR) in any given solution<~This provides the technid
enable a SOA solution to meet its requirements with respect.to: monitoring, reliability,
mangdgeability, transactionality, maintainability, scalability;, security, safety, life cycle, et
the sgope of the traditional FCAPS (fault, configuration,.dccounting, performance, securit
or RAS (reliability, availability, serviceability).

Comipon aspects of management that may need)to be supported and managed are {
availability, service reliability, metadata management, and management services.

ransactions coordinate the service’sactions onresources that can belongto distributed,
hen these components are requireddo reach a consistent agreement on the outcome of
interactions. A transaction manager usually coordinates the outcome while hiding
f each coordinated service component and the technology of the service implemen
that approach, a common .and standardized transactional semantic can be used on
wo types of transactions are atomic (which are usually short lived and rollback upon
usiness activity transactions (which are usually long running with defined compens3g
f failure). See AnnexB for more information on transactions in SOA solutions.

vailability includes both SOA service availability and SOA solution availability. Availab
splution is thejpercentage of time that the solution is performingits business functions a
Ih order texieasure this, it is important to identify and monitor key performance indic
splutionhas’a whole. Measuring individual service availability will not reflect the avd
ecution of the business functions. Availability of services is tied to the percentage g
serviee can be successfully invoked.
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Availability of services can be tied to a provider, network, and consumer boundary, checking that the
service, system, and network are functioning. Service availability is different from different boundaries.
Often, service availability can be measured by infrastructure and tools on behalf of the service and
metrics provided are common, i.e. percentage of up time and number of failed messages. Service
availability is frequently a key metric in service level agreements, policies, and contracts.

While availability concerns itself with whether a service is active, up and running, and able to
process requests or not, reliability concerns itself with ensuring the request and response messages
are delivered. On the other hand, reliability concerns itself with message delivery between service
consumer and service provider, it does not address whether a request is actually processed or not by
the provider. Transactions address whether a request is processed or not.

a) Reliability, in the context of SOA, is a quality of service directed at the interactions between a
service consumer and a service provider, and is used to indicate differing levels of assurances on

© ISO/IEC 2016 - All rights reserved 29


https://iecnorm.com/api/?name=842c2748ac021d787e992a126e79124f

ISO/IEC 18384-1:2016(E)

b)

7.3.5.2 SOA solution management

the intermediaries and network involved in the exchange of messages during service invocations.
Reliability is an end-to-end property, meaning that the same quality should be preserved
throughout the whole path from service consumer to service provider. The four reliability qualities
for systems are: at-least-once, at-most-once, exactly-once, and ordered. For more information on
these, see Annex B. The reliability required for the SOA solution and service interactions will affect
key architectural decisions. For example, where is it not possible to design an idempotent service
(see Annex B), other reliability qualities may be requested, notably at-most-once and exactly-once.

Management services represents the set of management tools used to monitor service flows, the
health of the underlying system, the utilization of resources, the identification of outages and
bottlenecks, the attainment of service goals, the enforcement of administrative policies, and
recovery fronrfattures: Mduagcnucut servicescamrbeusedirtheservice modets=s part of-the SOA
solution|to both enable and manage the functional services and SOA solutions. Management seivices
are diff¢grent from the functional interfaces and the management interfaces can be imiplemgnted
directly[by services to enable manageability.

SOA angl service governance will use management to actually execute ongand enforcg the
governa‘rce policies and processes. These governance policies along with the other polices jn the
system for security, reliability, availability, etc. are the rules that drive the mamnmagement systems.

The same kihds of management that apply to business in general aresimportant for managing services
and SOA solutions and may need extensions to handle the seryice oriented nature and the |cross
domain boupdaries of many SOA solutions. While service management is focused on the managgment
of services, $OA management has a broader scope and manages the entire SOA solution, or set of SOA

solutions.

SOA and serfice governance will use management to actually execute on and enforce the governance
policies and processes. These governance policies aloigwith the other polices in the system for security,

reliability, ayailability, etc. are the rules that drive.the management systems.

Common typges of management used for SOA selutions are as follows.

30

Service pnd SOA solution monitoring_.ahd management: provides monitoring and managemént of
software servicesand application:This includes ability to capture metrics and to monitor and mgnage
applicatjon and solution status.\Edr SOA, this can be challenging when the services being managed
or the splution uses services.that are in another ownership domain, either in the organizat;t)n or
cross organization. Metrics per consumer of the service need to be negotiated, collected and made
availablg, often on a dashboard. For cross domain services, delivery of that information mpy be
delivered via reports,\events, or other information feeds into their own dashboards.

Busines$ activity monitoring and management: provides monitoring and management of buginess
activitiels, business events, and business processes. It provides ability to analyse event infornjation
(real-timleand near real-time), as well as stored (warehoused) events. It enables review and
assessint of business activities which determines responses and issues alerts/notificafions.
This leverages the support in the organization for service and SOA solution management and event
management. Dependencies across organizations should be managed appropriately.

IT systems monitoring and management: provides monitoring and management of IT infrastructure
and systems, including the ability to monitor and capture metric and status of IT systems and
infrastructure. This includes management of virtualized systems. For SOA solutions, these systems
may be represented and accessible as services themselves and the resources may be within the
organizations control or across domains. For cross domains, reporting to service consumers and
customers may require special negotiation and enablement.

Security management: provides monitoring and management of security and secure solutions. This
includes the ability to manage roles, identities, access rights and entitlements, as well as protect
unstructured and structured data from unauthorized access and data loss. Security management
should also address how software, systems, and services are developed and maintained throughout
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the software lifecycle. It should maintain the security status through proactive changes reacting to
identified vulnerabilities and new threats and enable the IT organization to manage IT related risks
and compliance. These capabilities provide the basis for automation of security management. For
SOA, security policies for negotiating across organizational domains need to be clearly defined in
the descriptions and supported.

Policy monitoring and enforcement: provides mechanism to monitor and enforce policies and
business rules for the SOA solution and services. This includes finding and accessing policies,
evaluating and enforcing policies at check points and enforcement points. Policy enforcement
includes enforcement when metrics are captured, signalled, and recorded. Enforcement may send
comphance status, metrics, notifications, and log of non- compllance Notlfylng across organizations
pcedures for

dolicies that have not been met should be defined up front and enabled operatlonally

Hvent management: provides the ability to manage events and enables event procesy
and auditing. For SOA, using events between organizations is a common pattern of noti
dashboards, monitoring and management systems. While auditing shouldaalways be en
dre especially important for cross organization solutions.

ing, logging,
ication from
abled, audits

(Jonfiguration and change management: provides ability to change solution and service configuration
and descriptions. Configuration and change management mdy need to be coordimated across
drganizations for particular services and SOA solutions.

Jolution and service lifecycle management: provides “mechanisms to deploy, $tart/enable,
stop/disable, and un-deploy services and SOA solutions‘.For organizations that use serfvices owned
Hy other domains or organizations, the lifecycle of the services in the portfolio w;lli need to be

S|

7.3.5

SOA
orie

The threats-tlrat SOA security needs to address are destruction, corruption, removal, dif
interfuption (see Annex B for more information on these threats).
The eifghtsecurity dimensions thatare Tequired to protect against tie threats isted

doordinated. Mechanisms to communicate whendiaintenance or updates on services are needed or
hen the service consumer no longer needs theservice.

Jervice metadata management: provides mianagement of additional service metadata

documents such as the service descriptions and policies related to the services. Met
sed to enable many of the SOA charagteristics: i.e. discovery, loose coupling, integrati

rvice relationships and properties.

3 SOA security

decurity addresses the prdtection against threats across the vulnerability dimension$

ed architecture. This includes protecting the interactions between service consumer

iders and all of theelements that contribute to the architecture.

ecurity should follow the industry best practices, such as the recommendation develo

.805 and the dimensions covered by the WS-Security (see Reference [28]) set of stand{

and physical
hdata can be
bn, as well as

of a service
5 and service

ped by ITU-T
irds.

closure, and

are access

control, authentication, non-repudiation, data confidentiality, communication security, data integrity,
availability, and privacy (see Annex B for more information on these dimensions for SOA solutions).

A few key concepts that have special concerns for SOA solutions are as follows.

— Authentication. Authentication should provide a proof of identity for the use of services or any

© ISO/IEC 2016 - All rights reserved

component in the SOA using, for example, shared secret, PK]I, or digital signatures. It should be noted
that as SOA addresses interactions between service consumers and service providers, the proof
of identity should be carried between the initial consumer and the ultimate provider. In service
choreographies, there will be multiple actors that may all have to be authenticated. When services
are offered between two or more entities that are organizations, there may be a risk that the churn
of actors leaving or joining these entities will make the environment very difficult to manage. Using
federated identities that implement a trusted model between entities should be considered for SOA
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solutions where there is propagation of assertion tokens that provide consistent authentication of
the initial requester through a trusted protocol between components (an example is WS-Federation,
see Reference [29]).

Non-repudiation. Non-repudiation should prevent the ability to deny that an activity on components

or elements in the SOA solution occurred. Examples include system logs and digital signatures
protecting messages with XML-Signature. In service choreographies, there will be multiple actors
interacting and it may become necessary to maintain a trace of all actions from all actors.

Availability. Availability should ensure that elements, services, and components are available to

legitimate users. This should be coordinated with the SLAs and other contract metadata that specify

the con

itions ofuse of the service

7.3.6 SOA

Governance
organization
should assist
and show bu
a consistent
control and
governance

Some of the
governance

— SOAiso
SOA oftg
SOA is ix

Reuse of

SOA driy

Annex A summarizes the ISO/IEC 17998 SOA governance framework technical standard, proy

details of a S
creating a ga

In effect, SO
execution as
governance
activities. T}
such as COB

Solution Governance

is the establishing and enforcing of how people and solutions work together to ac

in setting expectations and providing a means to reduce risk, maintain business align
siness value. Like other kinds of governance, the role of SOA solution goVernance is to ¢
approach across services, processes, standards, policies, and ‘guidelines while pt
compliance mechanisms in place. This focus on putting contfels in place distingy
‘rom day to day management activities (see Reference [10])!

rommon reasons that SOA drives the need for, and sometimes cannot be successful wif
hire as follows.

Ften driven by organizational changes.

n drives organizational changes.

nplemented across organizational boundaries, especially in the sharing of services.
services often requires organizations to create new cost-sharing requirements.

res new practices in an organization for identifying services and sharing services.

OA governance reference’/model, a SOA governance vitality method, and best practic
vernance regimen for services and SOA solutions.

A solution governance extends IT and EA governance. This implies governing not on
pects of SOAbut also the strategic planning activities. Many organizations already h

hieve

al objectives. For an organization implementing SOA principles, SOA saldtion governance

ment,
reate
itting
ishes

hout,

iding
bs for

y the
ave a

Fegimen fop.their IT department covering project funding, development, and maintenance

nese canl be defined using either one of the formal standard IT governance framew

T, ITIEetc., or an in-house governance framework that has been built over many year

rorks,
S.

The governapneéfegimen for SOA solutions should include governance of services, as well as governance

of the SOA solution in its entirety. Governance should be applied to the following:

a) processes — including governing and governed processes. These are unique to SOA;

b) organizational structures — including roles and responsibilities;

<)

enabling technologies — including tools and infrastructure.

In order to specify the changes necessary to accommodate SOA in an existing governance regime, these
governance activities are mapped and integrated to the activities being utilized in the existing regime.
While no two governance regimens are alike, governance standards can define best practices and
provide a starting point for customization to the SOA solution. It should include governance activities
that are impacted by SOA.
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Governing processes, compliance, dispensation, and communication, realize the intentions of the
organization. The processes and activities being governed for SOA solutions are specific to the planning,
design, and operational aspects of SOA. As described in Annex A, SOA solution governance should

consider the following.

SOA solution portfolio management determines which SOA solutions are developed and maintained.
Service portfolio management determines which services are developed and maintained.

SOA solution lifecycle management is responsible for the development, operation, modification,

and eventual withdrawal of SOA solutions. It raises requirements for service development that are

a

ddressed by service portfolio management, and requirements for service modifica

tion that are

d

S
e

Since|
unre
solut
as an
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H
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ddressed by service lifecycle management.

ervice lifecycle management is responsible for the development, operation;ymodi
ventual withdrawal of services.

SOA solution governance requires an on-going process to maintain-alignment, th
listic to expect an organization to define and deploy in a single proje¢t-an organizati
on governance regimen that meets its long term aspiration as goals for SOA. It is expec
organization’s SOA experience grows. To support this, a SOA governance vitality me
Cular organization through a number of phased activities that*form a continuous i
defining a roadmap for deploying governance. It is a continuous process in which
ured, course-correction is made, and updates are performed

OA Architectural Principles

Architectural Principles defined

rchitectural principles in SOA are drivento a degree by the importance of the three i

ocation independence: there is no preferred location for service consumers and servi
hey could transparently both be located on the same system, or in different organiz
ifferent physical locations,

mplementation independence: there is no requirement for specific platform or imy
bchnologies for service consumers and service providers to adopt. They should not nee
f the other party's technical environment or implementation details in order to interd

ransportprotocols and message protocols. There may be a matchmaking protocol or @

he conhection between heterogeneous services.

Servi

s should bhe anignnr‘] to bhe: infprnpnrnh]n’ Hpcr‘rihpd' I"QIIQQ}’!]Q, Hicr‘nvnrah]n’

fication, and

erefore, it is
pn-wide SOA
ted to evolve
thod takes a
mprovement
progress is

ependence

d
iples for SOA: location independence;implementation independence, and protocol indII:ependence.

Ce providers.
itions and in

lementation
1 to be aware
perate.

rotocol independence: there is support for services to be exposed and consumed with a variety of

omponent in

he middle/for interoperability purposes. In case of different protocols, service buses may perform

composable,

autonomous, loosely coupled, and manageable. Each of these characteristics is described in this Clause
using a list of activities that architects should consider performing in order to architect and develop
services and SOA solutions that exhibit these characteristics. Some of the activities apply to multiple
characteristics. In addition, each characteristic includes a list of characteristics or business benefits
that the service or SOA solution may exhibit as a result of satisfying the characteristic.

8.2 Interoperable — Syntactic, semantic

The characteristic of interoperability is achieved when people, organizations and systems are able to
communicate, exchange information and effectively use the information to work together.

© ISO/IEC 2016 - All rights reserved 33


https://iecnorm.com/api/?name=842c2748ac021d787e992a126e79124f

ISO/IEC 18384-1:2016(E)

Interoperability has multiple dimensions, and is often viewed from a systems engineering perspective
including consideration of technical, syntactic, and semantic factors. A broader view of interoperability
may include social, organizational, legal, political, and other factors.

Technical interoperability involves the use of common methods and services for the access,
communication, storage, and processing of data, usually in the applications platform and
communications infrastructure domains, based on standards and/or common IT platforms.

Syntactic interoperability is when two or more systems are capable of communicating and exchanging
data using some specified data formats or communication protocols, e.g. XML (eXtended markup
language) or SQL (structured query language) standards. Syntactic interoperability is a pre-requisite to
achieving further int‘nrnpnrnhﬂify

Semantic inferoperability can be achieved through establishing a shared understanding-0of intent,
allowing rediipients to act on the contents of messages in a manner consistent with the sefider’s intent.
In other wornds, there should be a shared understanding of the business requirements being addrgssed
by the servige, not just an agreement on common syntax.

Interoperability is facilitated by
— defining protocol definitions that include the:
— defipition of the messages types and content types to be exchariged (syntactic);
— desgription of the content types, including any constraints on data values (to aid semantigs);
— defipition on the underlying transport protocols that.cah be used (bindings);
— defipition of message exchange patterns, such as request and response messages;
— defipition of failure modes, messages, and states;
— desgription of any conversational interactions, e.g. call backs;
— defipitions of any restrictions on invoc¢ation order, e.g. open before write;
— defining polices that affect reliability,.availability, security, and transactionality.
The benefits|of interoperability are it
a) includega minimum level of.semantic understanding of the services being consumed and provided,
b) improves understandingand collaboration across system and organizational boundaries,
c) enables [ncreaseddikelihood of two systems interacting correctly,

d) enables p decréase in erroneous interactions, and

e) enables féduction in ambiguity when errors and faults occur.

8.3 Described

The characteristic of being described is achieved when the service consumer, service provider, or
developer can find, access, interpret, and process a description of a service. The service description, as
described in 7.2.7, is metadata that may include details on the service contract, service interface, and
policies for both service consumers and service providers.

Being described is facilitated by

— capturing the service interaction contract in a standardized format, e.g. XML, WSDL (Web services
definition language, see Reference [18]) for Web services implementations,

— storing the descriptions in the registry/repository so that it can be located, accessed, and reused,
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isolating configuration into policy descriptions,

capturing information for service level agreements in descriptions,

capturing QOS available in descriptions,

capturing business, governance, and management processes that use the services in descriptions, and

capturing service location.

The benefits of being described are it

a)

b)
‘)
d)
e)

f)
g)

8.4

nahlog lnncn nnup]inn‘ anr] lata binr‘inn‘ b}r Y\rr\vir‘ing Sufflhlnnt dnccriptinn to bn abln t look up and

.............................

Hind to the service instance at runtime,
enables reuse by adding metadata so that the appropriate services can be locatéed’and feused,

egnables reuse by adding description so that the appropriate servicesxare availpble for the
fhinctions needed,

eénables management and reconfiguration of services at runtime ‘and when being reused to
minimize changes to the service implementation,

enables management of services at runtime by describing management monitoring angl processes,
enables business and IT governance of SOA solutions and‘services, and

enables addition of an integration functionality (seeFigure 10), service bus (see 2.22).

Reusable

The ¢haracteristic of reusability is achievediwhen the same service definition or implementation or
both,[are used in more than one SOA solutioh. Enabling reusability helps to reduce deveJopment and

mainfenance costs and increases the longsterm return on investment for the solution.

Reusability of services is facilitated:by the following:

(%)

ervice modelling and analysis — modelling the services to be developed to support the SOA
plution, looking for commbon tasks and fine grained services in the solution;

(%)

o

singtherightgrantlarity — finer grained “utility” services may be reusable in service compositions;

Using autonomous definitions;

jo5)

dhering to¢rinciples for loosely coupled services;

developing a well-described service so that the service can be found, evaluated for appfopriateness,
aInd reused;

making services discoverable;

late binding of services, obtaining addresses for current service endpoint at runtime so that other
services can be substituted at runtime and without redeveloping the service implementation;

governing the business with processes in place to identify redevelopment and require reuse of
existing services;

understanding how the service will be funded for development if it used across organizations;

having the appropriate software development and maintenance lifecycle to supportreuse of services
in multiple solutions (i.e. impact when the implementation is updated);

enabling management of services to be policy driven;
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— implementing services with configuration isolated into policy.

The benefits

of reusing services are it

enables reducing cost of development by eliminating the need to develop a set of services,

redeveloped for multiple solutions now and in the future,

to be developed,

enables reducing cost of SOA across the organization over time since services do not need to be

enables decreasing development time to value since you are using existing services that do not have

a)
b)
c)
d) enables
e) enables
f) enables
8.5 Disco

The charact
location, and

The ability t
by aregistry
be able to fin
are needed.

tecreasing risksitice theservices trave beemr wetttested before beimg reused;
ncreasing agility where the service can be used in unanticipated ways, and

ncreasing agility since the services are available for rapid development.

verable

bristic of discoverability is achieved when it is possible to find out about the exist
/Jor description of a service, usually in preparation of a service.ifiteraction.

b locate or discover services and their descriptions based gnrspecific criteria can be en
repository or other kinds of search technologies. Servi¢e consumers should fundame

Discovery ifpfrastructures exist on a continuum, from:being provided a service descriptio

discovery a
registry/rep

Services ma
runtime sup

Connections
information
dynamic loc
right servicg
during desig
and the look
atruntime c

all) to looking in a well-defined locatioi’ or directory to sophisticated, searc
ositories.

ports late binding for the services Wwhich increases loose coupling.

also exist on a continuum from-a tightly coupled static direct interaction where the s¢
could be provided from aspriori knowledge directly into the service implementati
htion of candidate services, selection of those services via metadata, and binding

at runtime. In between is the common pattern of discovery of the service desc
n time from a registry/repository and use during modelling, assembling, and deplc
1p and binding ef'the service address at runtime. Discovering the endpoints for the ser
hn increase loose coupling.

Discoverabiljity is facilitated by

storing ¢

ervice'description artefacts in a registry/repository or some other predictable locati

ence,

abled
htally

d services and be able to interact before the rest of management, security, and goverpance

h (no
hable

I be discovered at design or runtimelin the service lifecycle. Supporting discovery during

rvice
on to
o the

rqption

ying,
vices

— providir

g search Far‘i]ifipc/fnn]c tobe able search Fnr’ finr'l} and access the service Hpcr‘ripfinn’

and

— having governance processes dictating registration and storage of service descriptions.

The benefits
a)
b)
<)

of discoverability are it

enables late binding to services, which increases robustness,

enables loose coupling by providing location and access to the service description,

be located and used, and

d)

36

enables dynamic composability.
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Late Bind-able

The characteristic of late binding uses accessing information at runtime to set up the binding and can
be independent from discovering the service

Using late binding via a registry/repository also allows the service consumer to be isolated from service
location changes. Combining use of policy with late binding further isolates the service consumer
from the service implementation by allowing configuration of the service interaction. Finally, adding
the use of an integration functionality isolates the service consumer and the service implementation
and enables an increase in reliability and availability. This combination of features enables changes
in capacity, scaling, and quality of service as the needs of the business demand without impacting the

consy
Disco

Late

a) ¢
b) ¢
c) ¢
d) ¢
o
e) ¢
8.7
The

withgut having to change theimplementation of the service.

The (

coupled and autonomaus.

Comy
chord

Comy

Hrer-er-servicetmplementatons

verability and late binding can help enable dynamic composability.
binding is facilitated by

roviding search facilities/tools to be able search for, find and access the service descy]
overning processes supporting the use of binding to the final endpoint at runtime.
enefits of late binding are it

nables increased robustness,

nables loose coupling by providing location and access(to the service description,
nables increasing robustness and agility of the SQA/solution,

nables reuse of services by ensuring that existing, reusable services and service des
e located and used, and

nables dynamic composability when enabled using service registry/repositories.
Composable
haracteristic of composability is achieved when services can be an element of a

apability to compase a service is enabled by appropriately described services tha

osability is.independent from the types of compositions that can be created, such 3
ographies,and orchestrations.

osability is facilitated by

— adhering to the principle of reuse,

iption, and

riptions can

composition

t are loosely

S processes,

— developing autonomous services, and

— discovering services via artefacts in a registry/repository.

The benefits of composability are that it

— enables agility by the reuse of existing services to develop new services without waiting for
development, and

— enables the development of compositions, processes, choreographies, and orchestrations.
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8.8 Self-Contained

The characteristic of self-containment, or autonomy, is achieved when a service can be invoked with
only the information available in the services description. The service consumer should be isolated from
the implementation details of the service. Self-contained services should be encapsulated and should
not depend on other services for their state or are stateless. Services that are compositions of other
services can be self-contained as long as they do not break encapsulation or allow service consumers to
see or understand how the services are implemented.

Self-containment is facilitated by

— isolating the service consumer from the implementation (opacity)

— develop]ng self-contained services,

— developing complete descriptions, and

— providing an implementation-independent interface.
The benefits|of self-containment are it

a) enables |ncreasing reusability, and

b) enables [ncreasing composability.

8.9 Loosgly coupled

The charactgristic of loose coupling is achieved when servic€ ofisumption is insulated from undeglying
implementation.

In most industries, anything that is reusable allows some variability and flexibility when connect{ng to
other elements. In the information technology industry, this allowance for variability and flexibility are
referred to gs loose coupling.

The service priented architecture (SOA) arehitectural style supports loosely coupling the interface of
a service belng consumed from the implementation being provided. The message exchange shoyld be
well-defined but still provide principled.mechanisms for variations in inputs and extensibility.

Loose coupjng is facilitated by

— requiring service consumersto use interfaces and/or contracts for interacting with services ensures
that the|service featurescan be fulfilled by any available implementation rather than a partjcular
instancg of an implementation,

— separating implementation from both its binding and service endpoint interface,

— choosing document style interfaces rather than RPC,

— having service consumers use late binding (at runtime) to service instances via service discovery,
which may be provided by a registry, repository, mediation, or other mechanism,

— externalizing configuration and runtime contracts into policy, and

— using integration functionality (see Figure 10) to provide support for connections, protocol
mediation, security and other qualities of service. This relieves the service consumer and service
implementations from having to provide this directly or having to implement quality of service
“matching” directly.

The benefits of loose coupling are it

a) enables minimizing changes to consumers of services over time, even when versions change or
changes are needed for qualities of service or protocol support, given the service is otherwise
acceptable,
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enables substitution of an alternate service given the effects, semantics, and policies are the same,

enables minimizing changes to services by the provider to change versions, protocols, capacity, and
qualities of service,

enables minimizing changes to service implementations to support reuse of services in new
opportunities, increasing business agility,

enables increasing service availability and reliability for service consumers by allowing selection
of appropriate service with late binding at runtime,

enables decreasing cost (via enabling reuse of services),

nables the addition and benefits of an integration functionality,
nables federation of SOA domains — sharing of services from one SOA solution domai
nables management of services to be policy driven, and

nables reuse of services by isolating configuration into policy.

eded.

Manageable

olled, monitored, configured, and governed, sdch’that policies, contracts, and agr
red to.

geability is facilitated by

roviding interfaces for management capabilities along with interfaces for functional
nabling management of sertiees to be policy driven,

bolating configuration inté policy,

nabling configuration of services at design and runtime,

nabling monitoring of adhering to contracts,

eveloping'governance policies and processes, and

nabling control over the lifecycle of the service (enable, disable).

enefits of manageability are it

In to another,

hieve these benefits of loose coupling, some additional management of service metadata will
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nables awareness of service availability,

nables reducing risk of service failure,

nables contract enforcement,

nables governance process execution and automation,

nables alignment of business and IT requirements for the SOA solution, and

nables automation of service and SOA solution management.
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Annex A
(informative)

SOA Governance Framework

This Annex is a summary of ISO/IEC 17998 SOA governance framework technical standard. It provides
context for readers who need more understanding about SOA governance, service governance, and a
SOA governdnce regimen.

SOA governgince should be viewed as the application of business governance, IT goverhance, and
EA governance to service oriented architecture (SOA). In effect, SOA governance extends/AT and EA
governance,|ensuring that the benefits that SOA extols are met. This implies governing not only the
execution agpects of SOA but also the strategic planning activities. Many organizations already Have a
governance regimen for their IT department covering project funding, developmeéent; and maintemance
activities. These can be defined using either one of the formal standard IT governance frameworks,
such as COBIT, ITIL, etc., or an in-house governance framework that has been built over many yeafts.

— Enterpijise Architecture (EA) governance (“EA governance”) i§ the practice and orientation
by whidh enterprise architectures and other architectures are“managed and controlled pt an
enterprise-wide level. See Reference [16].

— Governgance of IT (“IT governance”) is the system by which the current and future use off IT is
directed and controlled. Corporate governance of IT invelves evaluating and directing the usq of IT
to support the organization and monitoring this use terachieve plans. It includes the strategly and
policies for using IT within the organization. See ISO/IEC 38500:2008, 1.6.3.

— Businegs governance (“corporate governance”)s the set of processes, customs, policies, law$, and
institutipns affecting the way an organizatighis directed, administered, or controlled.
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