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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Digital signature mechanisms can be used to provide services such as entity authentication, data origin

authentication, non-repudiation, and data integrity.

Blind signature mechanisms are a special type of digital signature mechanisms, as

specified in

ISO/IEC 9796 (all parts) and ISO/IEC 14888 (all parts), which allow a user (a requestor) to obtain a

signature from a signer of the user’s choice, without giving the signer any information abo
message or the resulting signature.

ut the actual

There are several variants of blind signature mechanisms. In some variants, the signer does not

complletely lose control over the signed message. In a blind signature mechanism with parti
the signer can include explicit information in the resulting signature based on an agreemn
requegstor, whereas in a blind signature mechanism with selective disclosure, the chaice of]
is regtricted and conforms to certain rules. In other mechanisms, such as traceable blij
mechfanisms, an authorized entity is allowed to trace a signature to the requestor who req

As is the case for conventional digital signature mechanisms, blind signature mechanisms
asymfmetric cryptographic techniques and involve three basic operations:

d process for generating a private signature key and a public vérification key;

d process for creating a blind signature that uses the privatesignature key;

d process for verifying a blind signature that uses the public verification key.

Blind
comiy
instr
mech
authe

signatures and their variants can be used to ptovide users anonymity in a variety

ments, online auctions, public transport ticketing, road-toll pricing, and loyalty sch
anisms could also be used to achiewe-'‘@honymous entity authentication. Anony|
ntication mechanisms are specified in [SO/IEC 20009 (all parts).

ronventional digital signature mechanisms, the security of blind signature mechanis
putational problems believedtoe be intractable, i.e. problems for which, given curren
finding a solution is computationallyinfeasible, such as the integer factorization problem or
logarjthm problem in an apprepriate group. The mechanisms specified in ISO/IEC 18370 (:
basedl on the latter problem. However, security of some mechanisms also depends on the f3
numbers are not only random but also unique.

1l disclosure,
ent with the
the message
hd signature
iested it.

are based on

of electronic

wunication and transaction systems. Examples include Internet voting, electromic payment

emes. These
mous entity

ms depends
k knowledge,
the discrete
a1l parts) are
ct that some

The ISO/IEC 18370 series specifies three variants of blind signature mechanisms: blind signature

mechianisms withypartial disclosure, blind signature mechanisms with selective dis
tracepble blind/sighature mechanisms. This document specifies principles and requireme
mechianisms.ISO/IEC 18370-2 specifies specific instances of these mechanisms.

The mechanisms specified in the ISO/IEC 18370 series use a variety of other standardized cj
algorjthins, such as the following.

rlosure, and
nts for these

yptographic

© ISO/IEC 2016 - All rights reserved

They may use a collision-resistant hash-function to hash the message to be signed and to compute
signatures. ISO/IEC 10118 (all parts) specifies hash-functions.

They may use a conventional digital signature mechanism to certify public keys when such
certification is required. Conventional digital signature mechanisms are specified in ISO/IEC 9796
(all parts) and ISO/IEC 14888 (all parts).

They may require the use of a conventional entity authentication mechanism, if the signer needs to
authenticate the requestor before issuing a blind signature. Entity authentication mechanisms are
specified in ISO/IEC 9798 (all parts).

They may require the use of a conventional asymmetric encryption mechanism, if certain
information of the entities involved in the blind signature mechanism is required to be encrypted
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for the purposes of privacy and confidentiality. Asymmetric encryption mechanisms are specified
in ISO/IEC 18033-2.
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Information technology — Security techniques — Blind
digital signatures —

Part 1:
General

1 Scope

This Hocument specifies principles, including a general model, a set of entities, amurmber pf processes,
and general requirements for blind digital signature mechanisms, as well as the’ following variants of
blind|digital signature mechanisms:

— Hlind signature mechanisms with partial disclosure;
— Hlind signature mechanisms with selective disclosure;
— tfaceable blind signature mechanisms.

It alsp contains terms, definitions, abbreviated terms and figure elements that are used ip all parts of
ISO/IEC 18370.

See Annex A for a comparison on the blind digital signature mechanisms.

2 ormative references

Ther¢ are no normative references in this§document.

3 Terms and definitions
For the purposes of this documlent, the following terms and definitions apply.

ISO apd [EC maintain teriminological databases for use in standardization at the following addresses:

]

EC Electropediaavailable at http://www.electropedia.org/

— B0 Online-browsing platform: available at http://www.iso.org/obp

3.1
attribute

3 £3 afin Jor ] oaa + [
appllvauuu Specticaataererent |

2 01
57)
3.2

blind signature

(digital) signature resulting from a blind signature process (3.3)

Note 1 to entry: The term “blind digital signature” may also be used because a blind signature is a special type of
digital signature.

3.3

blind signature process

signature process (3.37) which allows a requestor (3.25) to obtain a signature (3.34) from a signer (3.45)
over data of the requestor’s choice in such a way that both that data and the resulting signature are not
made available to the signer (3.45)

© ISO/IEC 2016 - All rights reserved 1
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blind signature process with partial disclosure
blind signature process (3.3) in which the signer (3.45) and the requestor (3.25) first agree on some

information

that will be attached to the blind signature (3.2)

Note 1 to entry: Such a process is sometimes referred to as a “partially blind signature process.”

3.5

blind signature process with selective disclosure
blind signature process (3.3) that allows a requestor (3.25) to receive a blind signature (3.2) on a message
(3.17) not known to the signer (3.45) but which conforms to specific rules

3.6
blind signaf
signature (3.

ure with partial disclosure
34) resulting from a blind signature process with partial disclosure (3.4)

Note 1 to enty

3.7
blind signat
signature (3.

y: Such a signature is sometimes referred to as a “partially blind signature”.

ure with selective disclosure
34) resulting from a blind signature process with selective disclosyre’(3.5)

3.8

collision-re
hash-functio
distinct inpy

[SOURCE: IS
39

data element

integer, bit s
[SOURCE: IS

3.10
distinguish
information

[SOURCE: IS

3.11
domain
set of entitie

3.12
domain par

sistant hash-function
1 (3.14) satisfying the following property: it is computationally infeasible to find an
ts which map to the same output

D/IEC 10118-1:2016, 3.1]

[ring, set of integers, or set of bit strings
D/IEC 14888-1:2008, 3.3]

ing identifier

which unambiguously distinguishes an entity
D/IEC 11770-2:2008,:3.1]

5 operating under a single security policy

ameter

y two

[SOURCE: ISO/IEC 14888-1:2008, 3.5]

3.13
hash-code

string of bits which is the output of a hash-function (3.14)

[SOURCE: ISO/IEC 10118-1:2016, 3.3]

(3.9 which is commontoandknown by oraccessible to all entities within the domagin{
= 3

data elementlf

© ISO/IEC 2016 - All rights reserved
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3.14

hash-function

function which maps strings of bits of variable (but usually upper bounded) length to fixed-length
strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;
— foragiveninput, itis computationally infeasible to find a second input which maps to the same output
[SOURCE: ISO/IEC 10118-1:2016, 3.4]

3.15
key
sequénce of symbols that controls the operation of a cryptographic transformation

Note [l to entry: Examples are encryption, decryption, cryptographic check function computation, signature
generption, or signature verification.

[SOURCE: ISO/IEC 9798-1:2010, 3.16]

3.16
key pair
pair ¢onsisting of a signature key (3.36) and a verification key (3.51),\i e.,

— d set of data elements (3.9) that shall be totally or pantially kept secret, to be used only by the
igner (3.45);

U

— alset of data elements (3.9) that can be totally made'public, to be used by any verifier (3.53)
[SOURCE: ISO/IEC 14888-1:2008, 3.9]

3.17
mesgage
string of bits of any length

[SOURCE: ISO/IEC 14888-1:2008, 3:10]

3.18
parameter
integpr, bit string, or hashsfunction (3.14)

[SOURCE: ISO/IEC 14888-1:2008, 3.11]

3.19
presentation-process
procgss which’takes as input the message (3.17) to be signed, the set of message (3.17) indices to
disclgse, the'token (3.47), the token private key (3.15), and the signed array of disclosed mefsages (3.17)
and givés/as output a presentation proof (3.20)

3.20
presentation proof
signature on the message (3.17) to be signed using the token private key (3.15)

Note 1 to entry: This provides mathematical proof that the disclosed messages (3.17) were properly signed by the
signer (3.45)

3.21

private requestor key

private data element (3.9) specific to a requestor (3.25) and usable only by this entity in a traceable blind
signature process (3.49)

© ISO/IEC 2016 - All rights reserved 3
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public requestor key
set of public data elements (3.9) which is mathematically related to a private requestor key (3.21)

3.23

public requestor tracing key
set of public data elements (3.9) which is mathematically related to a requestor tracing key (3.30)

3.24

public signature tracing key
set of public data elements (3.9) which is mathematically related to a signature tracing key (3.42)

3.25
requestor
entity which
(3.45)inasj

3.26

requestor t
entity that
signature (3|

3.27

requestor t
data elemen
the cryptog

requests a blind signature (3.2) on a message (3.17) of the entity’s choice ffom a s
gning session (3.46)

Facing authority
can determine which requestor (3.25) requested the generation of a specified
2)

racing evidence
F (3.9) which is an output of the requestor tracing process (3.31) and which substan
raphic binding between a signature (3.34) and thé distinguishing identifier (3.10)

requestor (3

3.28

requestor t
process whi
key (3.15) of]
tracing evide

Note 1 to enty
verification pH

3.29
requestor t
entity which

3.30

requestor t
private datq
process (3.3]

25)

racing evidence evaluation process

the signer (3.45), and domain parameters (3.12) and gives as output the result of reqy
nce (3.27) evaluation: valid or invalid

y: A valid blind signature (3.2) is ablind signature (3.2) that has been verified successfully usi
ocess (3.52).

Facing evidence eyaluator
checks the validity of requestor tracing evidence (3.27)

racing key
element (B.9) usable only by a requestor tracing authority (3.26) in the requestor ti

)

igner

blind

riates
of a

'h takes as inputs a valid blind signature\(3.2), requestor tracing evidence (3.27), the public

estor

hg the

acing

3.31

requestor tracing process
process which gives as output the distinguishing identifier (3.10) of the requestor (3.25) which requested
a given signature (3.34) and optionally also outputs requestor tracing evidence (3.27)

Note 1 to entry: This process is also called “re-identification” and sometimes referred to as “opening” in other
standards, e.g. ISO/IEC 200009.

Note 2 to entry: Depending on the mechanism, the requestor tracing process (3.31) may output the session
identifier (3.33) of the blind signature (3.2) request that resulted in this signature (3.34) instead of the requestor’s
distinguishing identifier (3.10).

© ISO/IEC 2016 - All rights re

served
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3.32

security strength

number associated with the amount of work (that is the number of computational operations) that is
required to break a cryptographic algorithm or system

Note 1 to entry: Security strength is specified in bits. A security strength of b bits means that of the order of 2b
operations are required to break the system. Common values of security strength are 80, 112, 128, 192, and 256.

3.33

session identifier
data element (3.9) used to unambiguously identify a blind signature (3.2) request, i.e. a signing
sessiqn (3.46)

3.34
sign3jture
one or more data elements (3.9) resulting from the signature process (3.37)

Note ] to entry: A signature is also called a “digital signature.”
[SOURCE: ISO/IEC 14888-1:2008, 3.12, modified — Note 1 to entry has been added.]

3.35
signgture identifier
data felement (3.9) resulting from the signature tracing proces® (3.43) which uniquely identifies the
signature (3.34) yielded from a given signing session (3.46)

3.36
signgture key
set of private data elements (3.9) specific to an entity and usable only by this entity in the signature
procgss (3.37)

Note |1 to entry: A signature key is sometimes called a “private signature key” in other standards, e.g.
ISO/IEC 9796-2 and ISO/IEC 9796-3.

3.37
signjture process
procdss which takes as inputs.data, the signature key (3.36), and the domain parameterf (3.12), and
which gives as output the data with a signature (3.34) over it

3.38
signgture tracing authority
entity which can link-a signing session (3.46) to the resulting signature (3.34)

3.39
signgture traeing evidence
data glement (3.9) which is an output of the signature tracing process (3.43) and which demg@nstrates the
crypfographic binding between the transcript of a signing session (3.50) and a signature ideptifier (3.35)

3.40

signature tracing evidence evaluation process

process which takes as inputs the transcript of a signing session (3.50), a signature identifier (3.35),
signature tracing evidence (3.39), the public key of the signer (3.45), and domain parameters (3.12) and
gives as output the result of the evaluation of the signature tracing evidence (3.39): valid or invalid

3.41
signature tracing evidence evaluator
entity which checks the validity of signature tracing evidence (3.39)

3.42

signature tracing key

private data element (3.9) usable only by a signature tracing authority (3.38) in the signature tracing
process (3.43)

© ISO/IEC 2016 - All rights reserved 5
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3.43

signature tracing process

process which gives as output a signature identifier (3.35) which uniquely identifies the signature (3.34)
yielded by a given signing session (3.46) and optionally also outputs evidence that the signature identifier
(3.35) was correctly computed

3.44

signed message

set of data elements (3.9) consisting of the signature (3.34), the part of the message (3.17) which cannot
be recovered from the signature (3.34), and an optional text field

[SOURCE: ISQ/IEC 14888-1:2008, 3.15]

3.45
signer
entity genergiting a blind signature (3.2)

3.46
signing sesgion
instance of d blind signature process (3.3)

Note 1 to entfy: Although there are several exchanges in a session, a signing ses$sion is also sometimes cglled a
“blind signatyre request.”

3.47
token
public key (3]15) and signature (3.34) resulting from a blind signature process with selective disclosurd (3.5)

3.48
traceable blind signature
signature (3.84) resulting from a traceable blind signatire process (3.49)

Note 1 to entify: Such a signature (3.34) is sometimes+teferred to as a “fair blind signature.”

3.49
traceable blind signature process
blind signature process (3.3) which allows a posteriori, a requestor tracing authority (3.26) (respectively
a signature tlracing authority (3.38))tolink a signature (3.34) to the requestor (3.25) which requested it
(respectively to identify a signature-(3.34) that resulted from a given signature (3.34) request)

Note 1 to entiy: Such a process-is.sometimes referred to as a “fair blind signature process.”

3.50
transcript of a signing Session
data elements (3.9).that the signer (3.45) can gather during a signing session (3.46)

Note 1 to entyy:“Phe transcript of a signing session is also called the “signer’s view.”

3.51

verification key

set of public data elements (3.9) which is mathematically related to an entity’s signature key (3.36) and
which is used by the verifier (3.53) in the verification process (3.52)

Note 1 to entry: A verification key is sometimes called a “public verification key” in other standards, e.g.
ISO/IEC 9796-2 and ISO/IEC 9796-3.

6 © ISO/IEC 2016 - All rights reserved
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3.52

verification process

process which takes as input the signed data, the digital signature, a valid verification key (3.51), and
the domain parameters (3.12), and which gives as output the result of the signature verification: valid
or invalid

[SOURCE: ISO/IEC 14888-1:2008, 3.17]

3.53
verifier
entity which checks the validity of a blind signature (3.2)

4 Abbreviated terms and figure elements

PK public verification key
Rpk public requestor key
Rsk private requestor key
RTpk public requestor tracing key
RTsk requestor tracing key
SK private signature key
STpk public signature tracing key
STsk signature tracing key
data

optional data

I procedure

< > interactive procedure

entity in a procedure

data passed from one procedure to another

l data flow

optional data flow

© ISO/IEC 2016 - All rights reserved 7
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5 Blind signatures

5.1 General

A blind signature process is an interactive procedure conducted between a signer and a requestor. It
allows a requestor to obtain a signature of a message of the requestor’s choice without giving the signer
any information about the actual message. Moreover, even if the signer sees, later on, one of the messages
he or she signed, the signer will not be able to determine when and for whom he or she signed it.

A blind signature mechanism is defined by the specification of the following processes:

— akeyge

ablind s
— averific

A blind sign3

It is com
been iss

signing

Specific inst

5.2 Entities

Three types

Signer: g
of a sign|

Request

Verifier:

5.3 Keyg
The key geng

It is conpputationally infeasible, even for the signer, to link a particular signature to a part

eration process,
ignature process;
htion process.
ture mechanism shall satisfy the following security and privacy requirements.

putationally infeasible, except for the signer, to produce more valid signatures than|
led.

bession.

hnces of blind signature mechanisms are specified i, ISO/IEC 18370-2.

of entities are involved in a blind signaturne mechanism, as listed below.

signer is an entity that generates a blind signature. This entity owns a key pair cons
hture key and a verification key.

pr: a requestor is an entity that féquests a blind signature from a signer in a signing se

a verifier is an entity thatwerifies the validity of a blind signature.

bneration

bration process(of a blind signature mechanism consists of the following procedures:

generat

generat

i

n of domain-parameters;

n of aprivate signature key and a public verification key.

have

cular

sting

5sion.

The first prd

cedure is executed once when the domain is set up. The second procedure is executs

bd for

each signer within the domain and the outputs are a private signature key and the corresponding public
verification key:.

Validation of domain parameters and keys may be required. However, any such procedure is outside the

scope of the

5.4 Blind

ISO/IEC 18370 series.

signature process

A blind signature process, shown in Figure 1, is an interactive protocol conducted between a signer and
arequestor. In this protocol, the signer takes as inputs the domain parameters, the verification key and
the private signature key. The requestor takes as inputs the domain parameters, the verification key,
and the message to be blindly signed.

© ISO/IEC 2016 - All rights re

served
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If the protocol completes and does not abort, the output of the signer is a transcript of the signing
session whereas the output of the requestor will be a signature on the message.

Domain
parameters | Message | | PK ‘ parameters
Requestor i Blind-sicna turepr ] Signer

Keys

Domain

l

Message

Signature

5.5 |Verification process

The yerification process, shown in Figure 2, 1S run by a verifier. It takes as input a signed
cation key, and the domain parameéters, and gives as output the result of signature

verifi
valid|or invalid.

Message

Figure 1 — Blind signature process

Domain
parameters

Transqript of
the signirlg session

message, the
verification:

Verification
key

Verifier

Verification process

© ISO/IEC 2016 - All rights reserved

Valid/Invalid

Figure 2 — Verification process
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6 Blind signatures with partial disclosure

6.1 General

A blind signature mechanism with partial disclosure is a variant of a blind signature mechanism that
allows a signer to explicitly include necessary information (e.g. an expiration date) in the resulting
signature under an agreement with the requestor. Such a mechanism can be seen as a hybrid digital
signature mechanism, which consists of a mix between a conventional (i.e. non-blind) digital signature
mechanism and a blind signature mechanism.

A blind signature mechanism with partial disclosure is defined by the specification of the following
processes:

— akey geheration process;
— ablind dignature process with partial disclosure;
— averificption process.

Specificinstdnces of blind signature mechanisms with partial disclosure are specified in ISO/IEC 18370-2.

6.2 Entities

Three typeg of entities are involved in a blind signature mechanism with partial disclosute, as
listed below

— Signer: § signer is an entity that generates a blind sigiature with partial disclosure. This ¢ntity
owns a fey pair consisting of a signature key and a verification key.

— Requestpr: a requestor is an entity that requests@ blind signature with partial disclosure ffom a
signer i1} a signing session.

— Verifier{a verifier is an entity that verifiesthe validity of a blind signature with partial disclofure.

6.3 Key generation

The key generation process of a blind signature mechanism with partial disclosure consists o¢f the
following prpcedures:

— generat:lzn of domain parameters;

— generation of a priyate'signature key and a public verification key.

The first prdcedure.is-executed once, when the domain is set up. The second procedure is execut¢d for
each signer ithin'the domain. The outputs are a private signature key and the corresponding public
verification ke¥x

NOTE Validation of domain parameters and keys can be required. However, any such procedure is outside
the scope of the ISO/IEC 18370 series.

6.4 Blind signature process with partial disclosure

A blind signature process with partial disclosure, shown in Figure 3, is an interactive protocol
conducted between a signer and a requestor. In this protocol, the message to be signed is divided in two
parts: the first part, denoted as info, will be known by both entities, while the second part will be only
known by the requestor.

The common information info may be supplied by either the signer or the requestor, or could be jointly
determined by the signer and the requestor.

10 © ISO/IEC 2016 - All rights reserved
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The negotiation of this common information, which should be performed prior to the execution of the
blind signature process with partial disclosure, is outside the scope of the ISO/IEC 18370 series.

The inputs of the signer in this interactive protocol are the domain parameters, the common information
info, the verification key, and the private signature key. The inputs of the requestor are the domain
parameters, the verification key, the common information info, and the message to be blindly signed.

If the protocol completes and does not abort, the output of the signer is a transcript of the signing
session. The output of the requestor will be a signature on the chosen message and on info.

Keys
c
I
omjain information Domain informatiof K
paranfeters info | Message | | PK | parameters info.

Requestor Blind signature process with / Signer
partial disclosure /\Q
[0 l

Transcript|of
the signing
session

Figure 3 — Blind signature process with partial disclosure

6.5 |Verification process

The verification process, shown in Figure 4, is run by a verifier. It takes as input a message, a signed
messpge, the verification key, and*the domain parameters. It gives as output the result [of signature
verification: valid or invalid.

© ISO/IEC 2016 - All rights reserved 11
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Domain Verification
parameters key

SR } F—

. N
Verification process >’

l D~

Valid/Invalid

Figure 4 — Verification process

7 Blind gignatures with selective disclosure

7.1 General

Blind signatpres with selective disclosure @re a type of a blind signature that allows a requestor to
receive a blind signature on a message\that is not known to the signer, and allows the requestor to
selectively dfisclose information to other-entities. The blind signature process with selective disclpsure
is an interadtive protocol conducted-between a signer and a requestor. By executing this protocql, the
requestor ohtains a valid signature on a vector of messages known to the signer, and a messagp and
public key kiown only to the requestor, in such a way that the signer learns nothing about the resuilting
signature. The resulting public key and signature is called a “token.” The token can be presented to a
verifier using the corresponding private key as described in 7.5.

A blind signature méchanism with selective disclosure is defined by the specification of the follgwing
processes:

— akey geheration process;

— ablind signature process with selective disclosure;
— apresentation process;
— averification process.

A specific mechanism for blind signature with selective disclosure is specified in ISO/IEC 18370-2.
See Annex B for additional information on the security information for blind signatures with selective
disclosure.
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7.2 Entities

Three types of entities are involved in a blind signature mechanism with selective d
listed below.

owns a key pair consisting of a signature key and a verification key.

Requestor: a requestor is an entity that requests a blind signature with selective discl
signer, and generates a presentation proof for a verifier.

-1:2016(E)

isclosure, as

Signer: a signer is an entity that generates a blind signature with selective disclosure. This entity

osure from a

Verifier: a verifier is an entity that verifies the validity of a blind signature with selective disclosure.

7.3 |Key generation

The key generation process of a blind signature mechanism with selective disclosure co
following procedures:

eneration of domain parameters;

eneration of a private signature key and a public verification key.

The fjrst procedure is executed once, when the domain is set up.{The second procedure is

nsists of the

executed for

each gigner within the domain. The outputs are a private signature key and the corresponding public

verification key.

NOT Validation of domain parameters and keys can be(required to ensure that they were not
way that could allow a party to contravene the security and privacy properties of this mechanism.
such procedure is outside the scope of the ISO/IEC 18370 series.

7.4 |Blind signature process with selective disclosure
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Signer (—)[ Signature process ](—) Requestor

Domain Signer publlC Messages ml’___’m

k
parameters key

- —

Signer T°kelll( '\'i'() Zan
rivdte ke private key 4
P Y (g\ Public key I
Signature ]
Figure 5 — Blind signature process withrsélective disclosure
7.5 Presentation process

A presentati

on process, shown in Figure 6, is performed by the requestor. The requestor takes s its

inputs the dpmain parameters, the signer publickey, the message to be signed by the requestor, the set

of signer me
array of mes
the array of

NOTE Th
former allow{
to sign the mg
the latter alld
verifier, with

5sage indices to disclose, the token public key and signature, the token private key, arld the
sages signed by the signer. Thé butput is a presentation proof, which contains a subget of
Hisclosed messages, and cryptographic material hiding the undisclosed messages.

e message signed by the requestor is different than the array of messages signed by the signdr. The
the verifier to verify that the requestor used the private key corresponding to the token public key
ssage (this can be usedto encode a cryptographic challenge, or an application-specific statement);
ws the requestor to/selectively present certified application-specific data from the signer fo the
ut having the signer interacting with (or knowing about) the verifier.
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Figure 7 — Verification process

Tracedble blind signatures

1 General

a traceable blind signature mechanism, it may be possible to link a blind signature request fo the
sulting signature. Such a tracing“mechanism can work in one of two ways: either it identifies a

signature thiat resulted from a.given signature request (signature tracing), or it links a signatyre to
the requestqr that requested(it)(requestor tracing). An entity that is capable of identifying a requestor
from a signgd message (or idéntifying a signature from a transcript of a signature request) is cajled a

“requestor tfacing authority” (or a “signature tracing authority,” respectively).

A traceable blind sighature mechanism is defined by the specification of the following processes:

a key geheration process;

a traceable blind signature process;

a verification process;

arequestor tracing process;

a signature tracing process;

arequestor tracing evidence evaluation process (optional);

a signature tracing evidence evaluation process (optional).

This document does not specify in which circumstances a requestor tracing process or a signature
tracing process should be used.
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Specific instances of traceable blind signature mechanisms are specified in ISO/IEC 18370-2.

8.2 Entities
Seven types of entities are involved in a traceable blind signature mechanism, as listed below.

— Signer: a signer is an entity that generates a traceable blind signature. This entity owns a key pair
consisting of a signature key and a verification key.

— Requestor: a requestor is an entity that requests a traceable blind signature from a signer in a
signing session. This entity owns a pair of keys consisting of a private requestor key and a public

PoEEY forloars
aCSTOT IXCY*
! M

— Vferifier: a verifier is an entity that verifies the validity of a traceable blind signature:

equestor tracing authority: a requestor tracing authority is an entity that identifies the requestor
f a given traceable blind signature. Depending on the mechanism, the requestor tracing authority
hay output requestor tracing evidence, which indicates that a given sighature is cryptiographically
ound to the distinguishing identifier of a requestor. Some mechanisms¥equire that eafch requestor
as a distinguishing identifier.

oo =0 O =

— Signature tracing authority: a signature tracing authority is-an‘entity that links a signing session
tp the resulting signature. In some mechanisms, the requestor’'tracing authority and the signature
tracing authority are the same entity.

— Hequestor tracing evidence evaluator: a requestoritracing evidence evaluator is anp entity that
verifies the validity of requestor tracing evidence:

— Signature tracing evidence evaluator: a signature tracing evidence evaluator is an entityf that verifies
the validity of signature tracing evidence.

NOTH In some mechanisms, the distinguishing identifier of the requestor will correspond|to the public
requestor key.

8.3 |Key generation

The key generation process-of a traceable blind signature mechanism consists of the following
procgdures:

— generation of domain parameters;

— generation of private signature key and a public verification key;
> key;
1 key;

The first procedure is executed once, when the domain is set up. The other procedures are executed for
each signer, requestor, signature tracing authority, and requestor tracing authority within the domain.

NOTE Validation of domain parameters and keys can be required. However, any such procedure is outside
the scope of the ISO/IEC 18370 series.

8.4 Traceable blind signature process

A traceable blind signature process, shown in Figure 8, is an interactive protocol conducted between
a signer and a requestor. In this protocol, the signer takes as inputs the domain parameters, the public
requestor key, the public requestor tracing key, the public signature tracing key, the verification key,
and the private signature key. The requestor takes as inputs the domain parameters, the verification

© ISO/IEC 2016 - All rights reserved 17
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key, the public requestor key, the public requestor tracing key, the public signature tracing key, the
private requestor key, and the message to be blindly signed.

If the protocol completes and does not abort, the output of the signer is a transcript of the signing
session whereas the output of the requestor will be the message along with a signature on this message.

The traceable blind signature process embeds the requestor’s distinguishing identifier (respectively the
signature identifier) in the signature (respectively in the transcript of the signing session) in such a way
that the requestor tracing authority (respectively the signature tracing authority) can recover it but
not any other party. This can be achieved by asymmetrically encrypting the distinguishing identifier
(respectively the signature identifier) using the requestor tracing key (respectively the signature
tracing key)

Keys Keys

Rpk
prameers | (e ] parameters

l }

Requestor ‘—[ Traceable blind signature'process ]—b Signer

|

Transcript of

the signing session

Figure 8 — Traceable blind signature process

8.5 Verification process

The verification process, shown In Figure 9, Is run by a verliier. It takes as Inputs a signed message,
the verification key, the public requestor tracing key, the public signature tracing key and the domain
parameters. It gives as output the result of signature verification: valid or invalid.
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evide
traci

|

Valid/Invalid

Figure 9 — Verification process

Requestor tracing process

equestor tracing process, shown in Figiire 10, is run by a requestor tracing autho
as input a target traceable blind signature,\the requestor tracing key, the public key of th
in parameters. It gives as output thedistinguishing identifier of the requestor that re

iar traceable blind signature.

rity. It takes
e signer, and

quested this

pstor tracing

nce evaluation process~Ifia requestor tracing evidence evaluation is required, the requestor

g authority creates requestor tracing evidence, which demonstrates that the target

crypflographically bound te the output distinguishing identifier.

Ther¢ are various réasons a requestor tracing process might or might not include a requ
evaluation processxGenerally, if the result of the requestor tracing process needs to be v
exterjnal evaludter, then the requestor tracing evidence evaluation process is used. The IS
serie$ does ot specify in which circumstances the requestor tracing evidence evalua

should be-used.
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8.7 Requestor tracing evidence evaluatioh process

The requestpr tracing evidence evaluation\process, shown in Figure 11, is run by a requestor ty
evidence evgluator, which, based on requestor tracing evidence, checks whether or not a given trag

Figure 10 — Requestop tracing process

acing
eable

blind signatfire was requested by a specific requestor. If the requestor tracing evidence evalualor is

convinced that the signature was requested by the requestor, the evaluator outputs valid; otherw

outputs invalid.

ise, it
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Figure 11 — Requestor tracing evidenee evaluation process

Signature tracing process

ignature tracing process, shown in Figut® 12, is performed by a signature tracing
as inputs a target transcript of a signing session, the signature tracing key, the pub

rity creates signature tracing evidence that demonstrates the cryptographic binding
transcript of a signing session and the output signature identifier.

SO/IEC 18370 series does not specify in which circumstances the signature trac

authority. It
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ture tracing
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