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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction
The ISO/IEC 18328 series of standards establishes a normative basis for an ICC with at least one
additional device, such as an ICC-managed device.

This document prescribes requirements for testing the conformance of an ICC with at least one ICC-
managed device with requirements of ISO/IEC 18328-3, respectively.

vi © ISO/IEC 2018 - All rights reserved
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Identification cards — ICC-managed devices —

Part 4:
Test methods for logical characteristics

1 cone

CoOPpe

This document specifies the test methods used for conformity testing, to determine, wh
with ptleast one ICC-managed device is considered to conform with the specifications of IS
3, e.g| device management and device handling.

ormative references

The following documents are referred to in the text in such a way that some or all of t
consflitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document-{including any amendme

ISO/IEC 7816-4, Identification cards — Integrated circuit ¢ards — Part 4: Organization,
commands for interchange

ISO/IEC 18328-1, Identification cards — ICC-managed devices — Part 1: General framework

ISO/IEC 18328-2, Identification cards — ICC-managed devices — Part 2: Physical characteri
methpds for cards with devices

ISO/IEC 18328-3, Identification cards —;1CC-managed devices — Part 3: Organization,
commands for interchange

erms and definitions

For the purpose of this document, the terms and definition given in ISO/IEC 7816-4, SO/
ISO/IEC 18328-2 and ISQ/AEC 18328-3 apply.

ISO apd [EC maintainterminological databases for use in standardization at the following

— IEC Electropedia: available at http://www.electropedia.org/

— IBO Online browsing platform: available at https://www.iso.org/obp

ether an ICC
/1IEC 18328-

heir content
applies. For
nts) applies.

security and

stics and test

security and

[EC 18328-1,

hddresses:

4 Abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO/IEC 7816-4, ISO/IEC 18328-1,

ISO/IEC 18328-2, ISO/IEC 18328-3 and the following apply.

DUT device under test

5 Testdesign

5.1 General

This clause describes the concept of the test methods for ICC-managed devices.

© ISO/IEC 2018 - All rights reserved
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Clause 6 provides test methods for an ICC with a general ICC-managed device. These test methods are
independent from any specific device.

An elementary test method is a test case. All test cases are categorized into several test units.

5.2 Device under test (DUT)

A device under test (DUT) is an ICC with at least one ICC-managed on-card device for this edition of this
document. Figure 1 illustrates a DUT with a test apparatus. This edition of this document specifies the
test methods only for on-card devices. Test cases of checking general feature management DO, such as
Idle 001 to 003 may cover off-card devices.

5.3 Testu

A test unit i

Test apparatus

Physical IcC

interface

COS ICC-managed

on-card device

A 4

nit

Figure 1 — DUT with test apparatus

b a group of test cases that are related to the sanieytype of functionality. Each test ynit is
defined by tle following information:

Test Unit-1I

D

Uniquely identifies the test unit.

Purpose Specifies the common issue addressed by the test cases contained in this test ynit.
References Optionally identifies referenees applicable to all test cases within the test unit
5.4 Testdase

A test case ¢
by the follow

pvers testing one functienwof an ICC with an ICC-managed device. Each test case is ddfined
ing information:

Uniquely.identifies the test case within a test unit. Test Case-ID is a concatenation

Lesithasedll of Test unit-ID and a consecutive number.
Purpose Spegcifies the requirement addresses in this test case.
Version Version number of this test case.

N
References| , ()

Identifies specific reference to the requirement addressed by this test case.

N%

Defines the features for which the test case is applicable. If the DUT does not match

with each of the defined features, the test case is skipped and marked “NA“ (not

Profile applicable) in the test report.

A feature is described with its own number defined in Table 1.

Defines the state in which the DUT needs to be before the test case can be executed,
Precondition including test cases that shall have been successfully passed, if any. If these precondi-

tions are not fulfilled, the test case is skipped and marked as such in the test report.
2 © ISO/IEC 2018 - All rights reserved
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Test scenario — Test Step-ID is a consecutive number, uniquely identifying each test step and

Defines the test steps that shall be taken.

Each step covers a simple, exactly defined operation with a measureable result that
can be included in the test report. The steps shall be performed in the order listed.

Each test step is defined by the following:

the execution order in the test case.
— Description defines the operation that has to be executed for this step.

— Configuration Data optionally specifies input data required to perform this

test step.
Expécted result Defines pass c_riteria for_ each test step in the test scenario. The ?nablnsis of“the_ (,fb'
served result in comparison with this expected result leads to a“Pass” |or a “Fail”.
Table 1 lists features described in the column of profile for test cases.
Table 1 — List of features
Number of Feature
the feature

01 Supplemental logical channel supporting

02 ICC with MF

03 ICC without MF having one application DF

04 ICC having one application DF

05 ICC having two application DFs

06 ICC-managed on-card and/or off-carddevice

07 ICC-managed on-card device

08 ICC-managed on-card device with DVCP

09 ICC-managed on-card inputdevice

10 ICC-managed on-card input device with DVCP

11 Shareable ICC-managéd on-card input device with DVCP

12 Not shareable I[CC-managed on-card input device with DVCP

13 ICC-managed\on-card input device with supporting time frame

14 ICC-mamaged on-card output device

15 ICC:managed on-card output device with DVCP

16 Shareable ICC-managed on-card output device with DVCP

17 Not shareable ICC-managed on-card output device with DVCP

18 Device identifier list DO‘83‘ under general feature management DO‘7F74‘in EF.ATR/INFO under MF

9 Device i'.den*fifier Hst-DO-83—undergeneral-feature-management DO7EZ4—in-EEATR /INFO under
the application DF

20 Devi-ce i-dentifier list DO‘83‘ under general feature management DO‘7F74‘ under the FCI of the
application DF

21 Device identifier li.st DQ’83’ under general feature management DO‘7F74'in EF.ATR/INFO or under
the FCI of the application DF

22 ADM GENERAL DEVICE RESET command

23 ADM LOGICAL DEVICE RESET command

24 ADM OPEN DEVICE command

25 ADM DEACTIVATE DEVICE command

26 ADM REACTIVATE DEVICE command

27 ADM EXCLUSIVE DEVICE USAGE command

© ISO/IEC 2018 - All rights reserved
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Table 1 (continued)

Number of Feature
the feature
28 ADM GENERAL DEVICE USAGE command
29 ADM GET FROM DEVICE command
30 ADM GET FROM DEVICE command with absent response data field
31 ADM PUT TO DEVICE command
32 ADM PUT TO DEVICE command with absent command data field
33 ADM GET DEVICE INFORMATION command
34 ADM ERASE DEVICE CONTENT command
35 A structure (e.g. transparent EF, record or data object) receiving input data from ICC:nianjaged
on-card input device
36 A proper command (e.g. READ BINARY, READ RECORD or GET DATA) for retrieving input data|from
a structure
NOTE Fepture 06 is provided for test unit Idle 001 to 003 and these test units can cover on-card devicgs.
5.5 Testreport
Detailed tesf results shall be recorded for reference in a test reportsIhe test report contains thg test
result of each:
— testunit;
— testcasé;
— teststep.
If the profile|of a test case is not applicable, this isnoted. If the profile of a test case is applicable arld the
preconditiors are fulfilled, the test result for atést step, a test case and a test unit can be:
— Pass forjmatching the expected resultsswith actually obtained results from the DUT.
— Fail for ot matching one of the expected results with actually obtained results from the DUT.
6 Test methods
6.1 General test requirements
6.1.1 Pre¢onditions for testing
The tests in this<lause require a fully personalized ICC with at least one on-card ICC-managed deyice.

6.1.2 Testsetup

For setting up these tests, any test apparatus for communicating with an ICC that meets the
requirements of ISO/IEC 7816-1, ISO/IEC 7816-2, ISO/IEC 7816-3, and/or ISO/IEC 14443 (all parts) can

be used.

6.2 List of test cases

Table 2 lists test cases specified in Clause 6. “Input” in the device column of Table 2 means ICC-managed
input device and operation of this device is required for test cases of test unit input, e.g. key inputting,
sensor touching or button pushing. “Output” in the device column of Table 2 means ICC-managed output
device and visually or auditory verification of this device is required for test cases of test unit output,

© ISO/IEC 2018 - All rights reserved
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e.g. lighting, displaying image or sound. “-” in the device column of Table 2 means that operation of
ICC-managed input device and/or visually or auditory verification of ICC-managed output device is not
required.

Table 2 — List of test cases

Test Unit No. | Device Outline
001 - Getting general feature management DO from EF.ATR/INFO with MF
1dle 002 - Getting general feature management DO from EF.ATR/INFO without MF
003 - Getting general feature management DO from FCI of application DF
004 - Opening on-card device
001 - Getting DVCP
002 - Switching usage attribute GENERAL and EXCLUSIVE DEVICE UJAGE
003 - Switching activity status READY and DEACTIVATED.
Readjy 004 - Logical resetting from READY
005 - Logical resetting from DEACTIVATED
006 - General resetting from READY
007 - General resetting from DEACTIVATED
Input 001 | Input |Inputtingdatainto ICC
002 | Input |Inputting data into response data field
Outplit 001 | Output |Outputting data from ICC
002 | Output |Outputting data from command data field
Erasd 001 | Output Elgr\/r?ggfl:fﬁiﬁf:;&?;gon of an output device into same as jugt after OPEN
) 001 - Unable to inputatDEACTIVATED
Deactivated
002 - Unable to output at DEACTIVATED
Excldsive 001 - Unable toimnput by other application at EXCLUSIVE DEVICE USAGE
002 - Unable to output by other application at EXCLUSIVE DEVICE USAGE
Genelal 001 | Input _|Enable to input by different applications at GENERAL DEVICE U$AGE
002 | Output ,/Enable to output by different applications at GENERAL DEVICE USAGE
Timejout 001 : Detecting timeout

001 | Input |Enable to input by using different logical channels on shareable device

002y Output |Enable to output by using different logical channels on shareablg¢ device

Shargabilit
y 003 | Input |Unable to input by using other logical channel on not shareable ijnput device

004 | Output |Unable to outputby using other logical channel on not shareable putput device

6.3 |Test unit Idle

6.3.1 Test unit

Test Unit-ID Idle
p Identifying ICC-managed on-card and/or off-card device at IDLE/WAIT state and
urpose ) .
possible function of ADDITIONAL DEVICE MANAGEMENT (ADM) command
References ISO/IEC 7816-4, ISO/IEC 18328-3

© ISO/IEC 2018 - All rights reserved 5
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6.3.2 Test case Idle 001

Test Case-ID Idle 001

Purpose Identifying ICC-managed on-card and/or off-card device at IDLE/WAIT state
Version 1.0
References ISO/IEC 18328-3:2016, Tables 1 and 2

02 ICC with MF

06 ICC-managed on-card and/or off-card device

Profile
18 Device identifier list DO‘83‘ under general feature management DO‘7F74" in
EF.ATR/INFO under MF
1. ICC with its communication protocol is activated.
Preconditipn 2. 1CC-managed device is powered.
3. MFisselected.
1. Selecting EF.ATR/INFO by file identifier ‘2F01*
Test scenario
2. Reading entire content of EF.ATR/INFO
1. The DUT returns SW1-SW2 as ‘9000°.
2. The DUT returns entire content of EF.ATR/INFO with SW1-SW2 as ‘9000".

Expected result The content includes DO‘7F74*. DO‘7F74%shall include on-card services

DO‘81‘ and its format of value field is,decording to ISO/IEC 18328-3:2016,
Table 2. DO*7F74 includes device identifier list DO‘83‘ and its format of vaJue
field is according to Table 1 in ISO/TEC 18328-3.

6.3.3 Testicase Idle 002

Test Case-ID Idle 002

Purpose Identifying ICC-managéd-on-card and/or off-card device at IDLE/WAIT state
Version 1.0
References| ISO/IEC 18328-3:2016, Tables 1 and 2

03 ICC witheutMF having one application DF

Profile 06 ICC-ntanaged on-card and/or off-card device

19 Dewvice identifier list DO‘83‘ under general feature management DO‘7F74" in
EEATR/INFO under the application DF

< ICC with its communication protocol is activated.

Preconditipn
T\Q/ 2. ICC-managed device is powered.

6 © ISO/IEC 2018 - All rights reserved
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1. Selecting the application DF by its DF name.
Test scenario 2. Selecting EF.ATR/INFO by file identifier ‘2F01".
3. Reading entire content of EF.ATR/INFO.
1. The DUT returns SW1-SW2 as ‘9000°.
2. The DUT returns SW1-SW2 as ‘9000".
Expected result 3. The DUT returns entire content of EF.ATR/INFO with SW1-SW2 as ‘9000°.
The content includes DO‘7F74“. DO‘7F74‘ shall include on-card services
DO"8Tand 1ts format of value f1eld 1s according to ISU/TET 18328-3t2016,
Table 2. DO*7F74‘ includes device identifier list DO‘83‘ and its format of value
field is according to ISO/IEC 18328-3:2016, Table 1.
6.3.4| Test case Idle 003
Test|Case-ID Idle 003
Purpose Identifying ICC-managed on-card and/or off-card,device at IDLE/WAIT state
Versjion 1.0
References ISO/IEC 18328-3:2016, Tables 1 and 2
04 ICC having one application DF
Profile 06 ICC-managed on-card and/or off:cakrd device
20 Device identifier list DO‘83‘ under general feature management DO7F74‘ under
the FCI of the application DF
1. ICC with its communication protocol is activated.
Predondition
2. 1CC-managed device'is powered.
. 1. Selecting the application DF by its DF name and reading FCI with FCP or FMD
Test|scenario
template
1. The DUTxeturns entire content of FCI with SW1-SW2 as ‘9000°,
The content includes DO‘7F74. DO‘7F74‘ shall include on-card services
Expé¢cted result DQ‘81"and its format of value field is according to ISO/IEC 18328-312016,
Table 2. DO*7F74" includes device identifier list DO‘83‘ and its formdt of value
field is according to ISO/IEC 18328-3:2016, Table 1.
6.3.5| Test case-ldle 004
Test{Case-ID  |Idle 004
Purp Opening (selecting) ICC-managed on-card device at IDLE/WAIT state and gefting its DHN
Version 1.0
References ISO/IEC 18328-3:2016, Table 5 and 6.3.4
07 ICC-managed on-card device
Profile 21 Device identifier list DO‘83‘ under general feature management DO‘7F74" in
EF.ATR/INFO or under the FCI of the application DF
24 ADM OPEN DEVICE command

© ISO/IEC 2018 - All rights reserved
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Precondition

ICC with its communication protocol is activated.
ICC-managed on-card device is powered.
MF or an application DF is selected.

The device identifier of on-card device is gotten.

Test scenario

ol S A

Opening (selecting) on-card device by using ADM OPEN DEVICE command
the device identifier.

with

Expected result

=

The DUT returns 1-byte DHN with SW1-SW2 as ‘9000°.
DHN is :\r‘r‘nrding to IQﬂI/IF‘F 18328-3:2016 Tabhle §

6.4 Test ynit Ready

6.4.1 Testlunit

Test Unit-1ID Ready

Purpose Possible function of ADDITIONAL DEVICE MANAGEMENT (ADM) tommand for ICC-man-
aged on-card device at READY state

References ISO/IEC 18328-3

6.4.2 Tesfjcase Ready 001

command with the DHN

Test Case-IPD Ready 001
Purpose Getting DVCP of ICC-managed on-card.device
Version 1.0
References ISO/IEC 18328-3:2016, Tables 4, 6'to 9 and 5.5, 6.3.11
08 ICC-managed on-card dévi¢e with DVCP
Profile
33 ADM GET DEVICE INFQRMATION command
1. ICC with its communication protocol is activated.
2. ICC-managed-on-card device is powered and at READY state.
Preconditipn
3. MF organapplication DF is selected.
4. The device identifier and the DHN of on-card device are gotten.
T . 1, <Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
est scenario

=

The DUT returns DVCP with SW1-SW2 as ‘9000°.

&
N DVCP is according to ISO/IEC 18328-3:2016, 5.5.

Expected result

DO‘8A" shall be 010 (READY state).

DVCP shall include device descriptor DO‘82°, device identifier DO‘83‘ and cur-
rent activity state DO‘8A". Bit b8 of first byte of value field of DO‘82 shall be

1 (ICC-managed on-card device). 2-byte value field of DO‘83‘ shall match with
gotten device identifier for precondition. Bits b3-b1 in 1-byte value field of

6.4.3 Test case Ready 002

Test Case-ID Ready 002

Purpose Switching usage attribute of ICC-managed on-card device

Version 1.0

8 © ISO/IEC 2018 - All rights reserved
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References ISO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.7, 6.3.8, 6.3.11
04 ICC having one application DF

08 ICC-managed on-card device with DVCP

Profile 27 ADM EXCLUSIVE DEVICE USAGE command

28 ADM GENERAL DEVICE USAGE command

33 ADM GET DEVICE INFORMATION command

1. ICC with its communication protocol is activated.

2 ](‘F-mnnagnr‘ on-card device is pnurnrnﬂ and at READY state
Predondition
3. The application DF is selected.
The device identifier and the DHN of on-card device are gatten.
1. Setting usage attribute of ICC-managed on-card device\as' general by using ADM
GENERAL DEVICE USAGE command with the DHN
2. Getting the DVCP of on-card device by usingZADM GET DEVICE INFORMATION
command with the DHN
3. Setting usage attribute of ICC-managed-device as exclusive by| using ADM
EXCLUSIVE DEVICE USAGE command withthe DHN
Test|scenario

4. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN

5. Setting usage attribute of ICC-managed device as general by|using ADM
GENERAL DEVICE USAGE gommand with the DHN

6. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN

1. The DUT returns SW1-SW2 as ‘9000°.

2. The DUTreturns DVCP with SW1-SW2 as ‘9000
DVCP(syaccording to ISO/IEC 18328-3:2016, 5.5.
DVCP shall include device descriptor DO‘82¢, device identifier DO‘83‘ and cur-
rent activity state DO‘8A". Bit b8 of first byte of value field of DO‘82| shall be
1 (ICC-managed on-card device). 2-byte value field of DO‘83‘ shall match with

Q gotten device identifier for precondition. 1-byte value field of DO‘84\ shall be
Q~ 0xxx x010 (GENERAL DEVICE USAGE and READY state).

Expected It |3. The DUT returns SW1-SW2 as ,9000".

\Qg) 4. The DUT returns DVCP with SW1-SW2 as ‘9000°.

DVCP shall include current activity state DU 8A~ I-byte value tield of DO‘8A'
shall be 1xxx x010 (EXCLUSIVE DEVICE USAGE and READY state).

5. The DUT returns SW1-SW2 as ‘9000°,

6. The DUT returns DVCP with SW1-SW2 as ‘9000".

DVCP shall include current activity state DO‘8A". 1-byte value field of DO‘8A'
shall be 0xxx x010 (GENERAL DEVICE USAGE and READY state).

© ISO/IEC 2018 - All rights reserved 9
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6.4.4 Test case Ready 003

Test Case-ID Ready 003
Switching activity state of ICC-managed on-card device between READY and DE-

Purpose ACTIVATED
Version 1.0
References ISO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.5, 6.3.6, 6.3.11
04 ICC having one application DF
08 ICC-managed on-card device with DVCP
Profile 25 ADM DEACTIVATE DEVICE command
26 ADM REACTIVATE DEVICE command
33 ADM GET DEVICE INFORMATION command
1. ICC with its communication protocol is activated.
ICC-managed on-card device is powered and at READY state.
Preconditipn

The application DF is selected.

2
3
4. The device identifier and the DHN of on-card device are gotten.
1

Getting the DVCP of on-card device by using*ADM GET DEVICE INFORMATION
command with the DHN

2. Initiating transition of activity status of on-card device from READY to
DEACTIVATED by using ADM DEACTIVATE DEVICE command with the DHN

3. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION

[lestscenane command with the DHN

4. Initiating transition of aetivity status of on-card device from DEACTIVATED to
READY by using ADM. REACTIVATE DEVICE command with the DHN

5. Getting the DVCP-of on-card device by using ADM GET DEVICE INFORMATION
command with.the DHN

1. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP jssaccording to ISO/IEC 18328-3:2016, 5.5.

DVCP_shall include device descriptor DO‘82°, device identifier DO‘83‘ and cpr-
rent activity state DO‘8A". Bit b8 of first byte of value field of DO‘82‘ shall be
1T"(ICC-managed on-card device). 2-byte value field of DO‘83 shall match wjith
gotten device identifier for precondition. Bits b3-b1 in 1-byte value field of
DO‘8A’ shall be 010 (READY state).

The DUT returns SW1-SW2 as ‘9000°.

/4
%,

Expected res

(=

It
3. The DUT returns DVCP with SW1-SW2 as ‘9000".

DVCP shall include current activity state DO‘8A". Bits b3-b1 in 1-byte value field
of DO‘8A" shall be 100 (DEACTIVATED state).

4. The DUT returns SW1-SW2 as ‘9000°.

5. The DUT returns DVCP with SW1-SW2 as ‘9000°.

DVCP shall include current activity state DO‘8A". Bits b3-b1 in 1-byte value field
of DO‘8A" shall be 010 (READY state).

10 © ISO/IEC 2018 - All rights reserved
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6.4.5 Test case Ready 004

-4:2018(E)

Test Case-ID

Ready 004

Purpose

Logical resetting of ICC-managed on-card device

Version

1.0

References

ISO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.3, 6.3.11

Profile

04 ICC having one application DF
08 ICC-managed on-card device with DVCP

23 ADM LOGICAL DEVICE RESET command

33 ADM GET DEVICE INFORMATION command

Predondition

1.

ICC with its communication protocol is activated.
ICC-managed on-card device is powered and at READY state.
The application DF is selected.

The device identifier and the DHN of on-card dévice are gotten.

Test|scenario

2
3
4,
1

Getting the DVCP of on-card device by using”ADM GET DEVICE INFORMATION

command with the DHN

Logical resetting of on-card devicé.by using ADM LOGICAL DHVICE RESET

command with the DHN

Getting the DVCP of on-card\dévice by using ADM GET DEVICE IN
command with the DHN

(FORMATION

Expected result

The DUT returns DVCP pvith SW1-SW2 as ‘9000°.
DVCP is according to 1SO/IEC 18328-3:2016, 5.5.

DVCP shall include;device descriptor DO‘82°, device identifier DO‘8]
rent activity state DO‘8A". Bit b8 of first byte of value field of DO‘82
1 (ICC-managed on-card device). 2-byte value field of DO‘83‘ shall n
gotten deviee identifier for precondition. Bits b3-b1 in 1-byte value
DO‘8A*shall be 010 (READY state).

The'DUT returns SW1-SW2 as ‘9000°.

The DUT returns SW1-SW2 as checking error, e.g. ‘6985° (Activity
to command) or ‘6A82‘ (DHN not available).

“and cur-
shall be
hatch with
field of

state not fit

6.4.6

Test case Ready 005

Ready 005

Test Q@s\;JID
Pur ose

agaoflCC o oandd rd daxs: £ NE
TICT T O Lo = ]

\v )

gical attin
COgTCarTCStTerntgs o

n 2 ao
ulauas\,u vIilrrtda cvitl a

Version

1.0

References

ISO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.3, 6.3.5, 6.3.11

Profile

04 ICC having one application DF
08 ICC-managed on-card device with DVCP

23 ADM LOGICAL DEVICE RESET command

25 ADM DEACTIVATE DEVICE command

33 ADM GET DEVICE INFORMATION command

© ISO/IEC 2018 - All rights reserved
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1. ICC with its communication protocol is activated.
2. ICC-managed on-card device is powered and at READY state.
Precondition
3. The application DF is selected.
4. The device identifier and the DHN of on-card device are gotten.
1. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN
2. Initiating transition of activity status of on-card device from READY to
NDEACTIVATED hyzicling ANNM DDA CTINZATD DY ongaa a0 o dxanth +tha DETN
e e
T . 3. Getting the DVCP of on-card device by using ADM GET DEVICE INEGRMATION
est scenarfio .
command with the DHN
4. Logical resetting of on-card device by using ADM LOGICAEDEVICE R[ESET
command with the DHN
5. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN
1. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP is according to ISO/IEC 18328-3:2016, 5:5:
DVCP shall include device descriptor DO‘82%device identifier DO‘83‘ and cfir-
rent activity state DO‘8A". Bit b8 of firsthy'te of value field of DO‘82* shall be
1 (ICC-managed on-card device). 2-bytewalue field of DO‘83‘ shall match wiith
gotten device identifier for precondition. Bits b3-b1 in 1-byte value field of|
DO‘8A" shall be 010 (READY staté):
Expected result |2. The DUT returns SW1-SW2 as~9000°.
3. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP shall include current activity state DO‘8A". Bits b3-b1 in 1-byte valuelfield
of DO‘8A" shall be 100’(DEACTIVATED state).
4. The DUT returns SW1-SW2 as ‘9000°".
5. The DUT returns SW1-SW2 as checking error, e.g. ‘6985‘ (Activity state nt fit

to command) or ‘6A82‘ (DHN not available).

6.4.7 Tesfjcase Ready 006

Test Case-ID

Ready 006

Purpose .C

General resetting of ICC-managed on-card device

Version {</

1.0

References

ISO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.2, 6.3.11

04 ICC having one application DF
08 ICC-managed on-card device with DVCP

Profile
22 ADM GENERAL DEVICE RESET command
33 ADM GET DEVICE INFORMATION command
1. ICC with its communication protocol is activated.
2. ICC-managed on-card device is powered and at READY state.
Precondition
3. The application DF is selected.
4. The device identifier and the DHN of on-card device are gotten.
12 © ISO/IEC 2018 - All rights reserved
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1. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN
T . 2. General resetting of on-card device by using ADM GENERAL DEVICE RESET
est scenario .
command with the DHN
3. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN
1. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP is according to ISO/IEC 18328-3:2016, 5.5.
BYVEP-shalHetudedevicedeser iyttu DC'SZI, devieetdentifterBO63‘ and cur-
rent activity state DO‘8A'. Bit b8 of first byte of value field of DO:82]shall be
1 (ICC-managed on-card device). 2-byte value field of DO‘83‘ shall mpatch with
Expg¢cted result gotten device identifier for precondition. Bits b3-b1 in 1-byte value [field of
DO‘8A' shall be 010 (READY state).
2. The DUT returns SW1-SW2 as ‘9000".
3. The DUT returns SW1-SW2 as checking error, e.g.¥6985‘ (Activity|state not fit
to command) or ‘6A82° (DHN not available).
6.4.8| Test case Ready 007
TestjCase-ID Ready 007
Purpose General resetting of ICC-managed on-card device at DEACTIVATED
Versfion 1.0
References ISO/IEC 18328-3:2016, Tables4;6 to 9 and 5.5, 6.3.2, 6.3.5, 6.3.11
04 ICC having one application DF
08 ICC-managed on-card device with DVCP
Profjile
22 ADM GENERAL DEVICE RESET command
33 ADM GET DENICE INFORMATION command
1. ICC withrits communication protocol is activated.
2. ICE€-managed on-card device is powered and at READY state.
Predondition
37 “The application DF is selected.
\
OS 4. The device identifier and the DHN of on-card device are gotten.
O\ 1. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
C)% command with the DHN
\Q/ 2. Initiating transition of activity status of on-card device from| READY to
DEACTIVATED by using ADM DEACTIVATE DEVICE command with the DHN
. 3. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
Test scenario ;
command with the DHN
4. General resetting of on-card device by using ADM GENERAL DEVICE RESET
command with the DHN
5. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN
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Expected result

1. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP is according to ISO/IEC 18328-3:2016, 5.5.
DVCP shall include device descriptor DO‘82°, device identifier DO‘83‘and ¢

ur-

rent activity state DO‘8A'. Bit b8 of first byte of value field of DO‘82° shall be
1 (ICC-managed on-card device). 2-byte value field of DO‘83‘ shall match with
gotten device identifier for precondition. Bits b3-b1 in 1-byte value field of

DO‘8A’ shall be 010 (READY state).
2. The DUT returns SW1-SW2 as ‘9000°".
3. The DUT returns DVCP with SW1-SW?2 as ‘9000°.

1o 1 a4 -

of DO‘8A" shall be 100 (DEACTIVATED state).
4. The DUT returns SW1-SW2 as ‘9000°".

5. The DUT returns SW1-SW2 as checking error, e.g. ‘6985 (Activity state n
to command) or ‘6A82‘ (DHN not available).

field

ot fit

6.5 Test ynit Input

6.5.1 Testjunit

Test Unit-1D Input
Purpose Input operation by using ICC-managed on-gald input device at READY state
References ISO/IEC 18328-3

6.5.2 Tesfjcase Input 001

Test Case-IPD

Input 001

Purpose

Verifying input data storedin ICC from ICC-managed on-card input device

Version

1.0

References|

ISO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.9, 6.3.11

Profile

&

04 ICC having one-application DF

10 ICC-managed on-card input device with DVCP

30 ADM GEfT FROM DEVICE command with absent response data field
33 ADM GET DEVICE INFORMATION command

35_A structure, e.g. transparent EF, record or data object receiving input data
[CC-managed on-card input device

from

36 A proper command, e.g. READ BINARY, READ RECORD or GET DATA for retrie

ving

input data from a structure

Precondition

1. ICC with its communication protocol is activated.

2. ICC-managed on-card input device is powered and at READY state.
3. The application DF is selected.
4

The device identifier and the DHN of on-card input device are gotten.

14
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Test scenario

Getting the DVCP of on-card input device by using ADM GET DEVICE INFORMATION
command with the DHN

Requesting input through ICC-managed on-card input device by using ADM GET
FROM DEVICE command with the DHN

Operating input by using ICC-managed on-card input device
Retrieving input data stored in ICC, e.g. transparent EF, record or data object by
using proper command, e.g. READ BINARY, READ RECORD Or GET DATA

Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN

Expected result

[\

The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP is according to ISO/IEC 18328-3:2016, 5.5.

DVCP shall include device descriptor DO‘82°, device identifier DO‘83‘ and cur-
rent activity state DO‘8A'". First byte of value field of DO82° shall be| 1xx0 01xx
(ICC-managed on-card input device). 2-byte value field)6f DO‘83 shall match
with gotten device identifier for precondition. Bit$.\b3-b1 in 1-byte yalue field
of DO‘8A" shall be 010 (READY state).

The DUT returns SW1-SW2 as ‘9000°.

The DUT returns input data with SW1-SW2 as ‘9000°.

Verifying input data according to specifications of input device with appli-
cation specification, e.g. keypad extracting text data from typing, bjometric
sensor extracting biometric feature data from capturing biometric jmage.

The DUT returns DVCP with.SW1-SW2 as ‘9000°.

DVCP shall include currentactivity state DO‘8A". Bits b3-b1 in 1-byte value field
of DO‘8A" shall be 010:(READY state).

6.5.3| Test case Input 002

Test|Case-ID Input 002

Purpose Verifyinginput data at response data field from ICC-managed on-card input device
Verslion 1.0

References ISOAFEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.9, 6.3.11

\
Profiile OQF

04)ICC having one application DF
10 ICC-managed on-card input device with DVCP
30 ADM GET FROM DEVICE command with absent response data field

33 ADM GET DEVICE INFORMATION command

&
A\ 1. ICCwith its communication protacol is activated
2. 1CC-managed on-card input device is powered and at READY state.
Precondition
3. The application DF is selected.
4. The device identifier and the DHN of on-card input device are gotten.
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1. Gettingthe DVCP of on-card input device by using ADM GET DEVICE INFORMATION
command with the DHN

2. Requesting input through ICC-managed on-card input device by using ADM GET
Test scenario FROM DEVICE command with the DHN
Operating input by using ICC-managed on-card input device
3. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN
1. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP is according to ISO/IEC 18328-3:2016, 5.5.

DVCP shall include device descriptor DO‘82°, device identifier DO‘83‘ andgur-
rent activity state DO‘8A'". First byte of value field of DO‘82 shall be 1xx0 (1xx
(ICC-managed on-card input device). 2-byte value field of DO‘83‘ shall matich
with gotten device identifier for precondition. Bits b3-b1 in 1-byte‘value field
of DO‘8A" shall be 010 (READY state).

2. The DUT returns input data with SW1-SW2 as ‘9000°".

Verifying input data according to specifications of inptt device with appli
cation specification, e.g. keypad extracting text datafrom typing, biometific
sensor extracting biometric feature data from capturing biometric image,

3. The DUT returns DVCP with SW1-SW?2 as ‘9000%

DVCP shall include current activity state DQY8A". Bits b3-b1 in 1-byte valug
field of DO‘8A‘ shall be 010 (READY state).

Expected result

6.6 Test ynit Qutput

6.6.1 Testjunit

Test Unit-1ID Output
Purpose Output to ICC-managed. on-card output device at READY state
References ISO/IEC 18328-3

6.6.2 Testicase Output 001

Test Case-IPD Output 001

Purpose Verifying output data from ICC on ICC-managed on-card output device
Version 10

References) -S1SO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.10, 6.3.11

\Q/\J 04 ICC having one application DF

15 ICC-managed on-card output device with DVCP

Profile : .
32 ADM PUT TO DEVICE command with absent command data field
33 ADM GET DEVICE INFORMATION command
1. ICC with its communication protocol is activated.
ICC-managed on-card output device is powered and at READY state.
Precondition The application DF is selected.

2
3
4. The device identifier and the DHN of on-card output device are gotten.
5

Output data is stored in ICC, e.g. transparent EF, record or data object.
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1. Getting the DVCP of on-card output device by using ADM GET DEVICE
INFORMATION command with the DHN
Test scenario 2. Requesting output data from ICC to ICC-managed on-card output device by
using ADM PUT TO DEVICE command with the DHN
3. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION
command with the DHN
1. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP is according to ISO/IEC 18328-3:2016, 5.5.
BVEP-shatHrehudedevicedeser iptux DCISZ', devieetdentifterBO63‘ and cur-
rent activity state DO‘8A". First byte of value field of DO‘82° shallt¢ 1xx0 10xx
(ICC-managed on-card output device). 2-byte value field of DQ*83‘ $hall match
with gotten device identifier for precondition. Bits b3-b1 inr 1-byte value field
Expécted result of DO‘8A" shall be 010 (READY state).
2. The DUT returns SW1-SW2 as ‘9000".
The DUT extracts transformed output data visually-or auditory, e.g. lighting,
displaying image or sound.
3. The DUT returns DVCP with SW1-SW2 as ‘9000
DVCP shall include current activity state PO‘8A". Bits b3-b1 in 1-byfe value
field of DO‘8A’ shall be 010 (READY stat&).
6.6.3| Test case Output 002
Test|Case-ID Output 002
Purpose Verifying output data from test apparatus to ICC-managed on-card output device
Version 1.0
Refefrences ISO/IEC 18328-3:2016; Tables 4, 6 to 9 and 5.5, 6.3.10, 6.3.11
04 ICC having one,application DF
15 ICC-manageéd on-card output device with DVCP
Profiile
31 ADM PUT'TO DEVICE command
33 ADM GET DEVICE INFORMATION command
1.\ _ICC with its communication protocol is activated.
§ 2. ICC-managed on-card output device is powered and at READY statg.
Predonditio Q~
% 3. The application DF is selected.
‘(/g) 4. The device identifier and the DHN of on-card output device are gotjten.
A\4 —Getting—the DVCP—of on—ecard—output—device by —using—APM—GET DEVICE
INFORMATION command with the DHN
2. Requesting output data from test apparatus to ICC-managed on-card output
Test scenario device by using ADM PUT TO DEVICE command with the DHN and output data in
the command data field
3. Getting the DVCP of on-card device by using ADM GET DEVICE INFORMATION

command with the DHN
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1. The DUT returns DVCP with SW1-SW2 as ‘9000".
DVCP is according to ISO/IEC 18328-3:2016, 5.5.

DVCP shall include device descriptor DO‘82°, device identifier DO‘83‘ and cur-
rent activity state DO‘8A'. First byte of value field of DO‘82° shall be 1xx0 10xx
(ICC-managed on-card output device). 2-byte value field of DO‘83* shall match
with gotten device identifier for precondition. Bits b3-b1 in 1-byte value field
Expected result of DO‘8A" shall be 010 (READY state).

2. The DUT returns SW1-SW2 as ‘9000".
The DUT extracts transformed output data visually or auditory, e.g. lighting,

displaving image or sound
r v (=] (=]

3. The DUT returns DVCP with SW1-SW?2 as ‘9000°.

DVCP shall include current activity state DO‘8A". Bits b3-b1 in 1-byte valug
field of DO‘8A‘ shall be 010 (READY state).

6.7 Testynit Erase

6.7.1 Testiunit

Test Unit-1Ip Erase
Purpose Erase an ICC-managed on-card output device at READY state
References ISO/IEC 18328-3

6.7.2 Testjcase Erase 001

Test Case-ID Erase 001

Turning back the condition of.an ICC-managed on-card output device into sare as

UL LS after OPEN DEVICE functionzapplied
Version 1.0
References ISO/IEC 18328-3:2016, Tables 4, 6 to 9 and 5.5, 6.3.10, 6.3.11, 6.3.12
04 ICC having one application DF
15 ICC-managed on-card output device with DVCP
Profile 31 ADM PUT)TO DEVICE command
33 ADM GET DEVICE INFORMATION command
34 ADM ERASE DEVICE CONTENT command
<1~ ICC with its communication protocol is activated.
- \Q/Q ICC-managed on-card output device is powered and at READY state.
Precondition

The application DF is selected.

2
3
4. The device identifier and the DHN of on-card output device are gotten.
1

Getting the DVCP of on-card output device by using ADM GET DEVICE
INFORMATION command with the DHN

2. Requesting output data from test apparatus to ICC-managed on-card output
Test scenario device by using ADM PUT TO DEVICE command with the DHN and output data in
the command data field

3. Erasing the content of on-card output device by using ADM ERASE DEVICE
CONTENT command with the DHN
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1. The DUT returns DVCP with SW1-SW2 as ‘9000°.
DVCP is according to ISO/IEC 18328-3:2016, 5.5.
DVCP shall include device descriptor DO‘82°, device identifier DO‘83“ and cur-
rent activity state DO‘8A'. First byte of value field of DO‘82* shall be 1xx0 10xx
(ICC-managed on-card output device). 2-byte value field of DO‘83* shall match
with gotten device identifier for precondition. Bits b3-b1 in 1-byte value field
Expected result of DO‘8A" shall be 010 (READY state).
2. The DUT returns SW1-SW2 as ‘9000°.
The DUT extracts transformed output data visually or auditory, e.g. lighting,
displaving image or sound
3. The DUT returns SW1-SW2 as ‘9000".
The DUT turns back the visually or auditory condition into samie a$ after
OPEN DEVICE function.
6.8 |Test unit Deactivated
6.8.1] Testunit
Test|Unit-ID Deactivated
Purpose No input or output operation of ICC-managed on-card device at DEACTIVATED state
Refefrences ISO/IEC 18328-3:2016, Table 14 and 6.3.9, 6.3.10
6.8.2| Test case Deactivated 001
Test{Case-ID Deactivated 001
Purpose No input operation of IC€-managed on-card input device at DEACTIVAT[ED
Version 1.0
Refefrences ISO/IEC 18328-3:2016, Table 14 and 6.3.9
04 ICC having'one application DF
09 ICC-managed on-card input device
Profiile
25 ADM\DEACTIVATE DEVICE command
29 ADM GET FROM DEVICE command
Q 1: ICC with its communication protocol is activated.
()Q~ 2. ICC-managed on-card device is powered and at READY state.
Pred ond&l}&l
Q/ 3. The application DF is selected.
N
4 The device identiiler and the DHN of on-card device are gotten.
1. Initiating transition of activity status of on-card device from READY to
DEACTIVATED by using ADM DEACTIVATE DEVICE command with the DHN
Test scenario
2. Requesting input through ICC-managed on-card input device by using ADM GET
FROM DEVICE command with the DHN
1. The DUT returns SW1-SW2 as ‘9000
Expected result
2. The DUT returns SW1-SW2 as ‘6985 means activity state not fit to command.
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6.8.3 Test case Deactivated 002

Test Case-ID Deactivated 002

Purpose No output operation of ICC-managed on-card output device at DEACTIVATED
Version 1.0
References ISO/IEC 18328-3:2016, Table 14 and 6.3.10

04 ICC having one application DF

09 ICC-managed on-card input device

Profile
25 ADM DEACTIVATE DEVICE command
31 ADM PUT TO DEVICE command
1. ICC with its communication protocol is activated.
ICC-managed on-card device is powered and at READY state.
Preconditipn

The application DF is selected.

2
3
4. The device identifier and the DHN of on-card device are gotten.
1

[nitiating transition of activity status of on-cardvdevice from READY to
DEACTIVATED by using ADM DEACTIVATE DEVICE.cOommand with the DHN
Test scenario
2. Requesting output to ICC-managed on-cardioutput device using ADM PUT TO

DEVICE command with the DHN

1. The DUT returns SW1-SW?2 as ‘9000

Expected result

2. The DUT returns SW1-SW2 as ‘6985" means activity state not fit to commgnd.

6.9 Test ynit Exclusive

6.9.1 Testiunit

Test Unit-1Ip Exclusive

Purpose No input or output operation of ICC-managed on-card device at exclusive device ysage
by other application

References ISO/IEC 18328-3:2016, Table 14 and 6.3.7, 6.3.9, 6.3.10

6.9.2 Test case Exclusive 001

Test Case-ID _«ExClusive 001
Purpose \Q/\/ Pl\)l‘(l)(i?}{)::aog)rﬁli‘?:i?:nof ICC-managed on-card input device at exclusive device ysage
Version 1.0
References ISO/IEC 18328-3:2016, Table 14 and 6.3.7, 6.3.9
05 ICC having two application DFs
09 ICC-managed on-card input device
Profile
27 ADM EXCLUSIVE DEVICE USAGE command
29 ADM GET FROM DEVICE command
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1. ICC with its communication protocol is activated.
2. ICC-managed on-card device is powered and at READY state.
Precondition
3. One application DF is selected.
4. The device identifier and the DHN of on-card device are gotten.
1. Setting usage attribute of ICC-managed device as exclusive by using ADM
EXCLUSIVE DEVICE USAGE command with the DHN
Test scenario 2. Selecting other application DF using SELECT command with its DF name
3. Requesting input through ICC-managed on-card input device using ADM GET
FROM DEVICE command with the DHN
1. The DUT returns SW1-SW2 as ‘9000°.
Expécted result The DUT returns SW1-SW2 as ‘9000°.
3. The DUT returns DVCP with SW1-SW2 as ‘6A81' mieans activity stptus byte in

DVCP forbids general device usage.

6.9.3| Test case Exclusive 002

TestjCase-ID Exclusive 002
p No output operation of ICC-managed-en-card output device at exclusive dlevice usage
ur]rose b T
y other application

Version 1.0
Refefrences ISO/IEC 18328-3:2016, Table>14 and 6.3.7, 6.3.10

05 ICC having two application DFs

14 ICC-managed on-cavd output device
Profiile

27 ADM EXCLUSIVEDEVICE USAGE command

31 ADM PUT TO'DEVICE command

1. ICC withrits communication protocol is activated.

2. _I€€-managed on-card device is powered and at READY state.
Predondition

! 3._) One application DF is selected.
,-\QS 4. The device identifier and the DHN of on-card device are gotten.
%\) 1. Setting usage attribute of ICC-managed device as exclusive by| using ADM
Qg) EXCLUSIVE DEVICE USAGE command with the DHN

Test s&nari" 2—Seleeting-otherappheation PFusing SELEeTecommand-withits PFrame

3. Requesting output to ICC-managed on-card output device using ADM PUT TO

DEVICE command with the DHN

1. The DUT returns SW1-SW2 as ‘9000
Expected result The DUT returns SW1-SW2 as ,9000°.

3. The DUT returns DVCP with SW1-SW2 as ‘6A81‘ means activity status byte in

DVCP forbids general device usage.
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6.10 Test unit General

6.10.1 Test unit

Test Unit-ID General

Purpose Input or output operation of ICC-managed on-card device at general device usage by
different applications

References ISO/IEC 18328-3:2016, Table 14 and 6.3.7, 6.3.9, 6.3.10

6.10.2 Testcase General 001

One application DF is selected-

Test Case-ID General 001
p Input operation of ICC-managed on-card input device at general deyic€ usage by
urpose : o
different applications
Version 1.0
References ISO/IEC 18328-3:2016, 6.3.8, 6.3.9
05 ICC having two application DFs
09 ICC-managed on-card input device
Profile
28 ADM GNERAL DEVICE USAGE command
29 ADM GET FROM DEVICE command
1. ICC with its communication protocol is.activated.
ICC-managed on-card device is powered and at READY state.
Preconditipn

Test scenario

2
3
4. The device identifier andithe DHN of on-card device are gotten.
1

Setting usage attribute\of ICC-managed device as general device usage by @ising

ADM GENERAL DEVICE'USAGE command with the DHN

2. Requesting input through ICC-managed on-card input device using ADM
FROM DEVICE.command with the DHN
Operatinginput by using ICC-managed on-card input device

3. Seleeting other application DF using SELECT command with its DF name

4. _Requesting input through ICC-managed on-card input device using ADM
FROM DEVICE command with the DHN
Operating input by using ICC-managed on-card input device

GET

GET

,.Y
N

1. The DUT returns SW1-SW?2 as ‘9000°.

Expected result

2. The DUT returns SW1-SW2 as ‘9000°".
3. The DUT returns SW1-SW2 as ‘9000°".
4. The DUT returns SW1-SW2 as ‘9000°".

6.10.3 Test case General 002

Test Case-ID

General 002

Output operation of ICC-managed on-card output device at general device usage by

SIPRSS different applications
Version 1.0
22 © ISO/IEC 2018 - All rights reserved
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