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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The purpose of this document is to establish a normative basis for ICCs with at least an additional device.

Many new developments of electronic displays and keypads offer the technical opportunity to integrate
such devices on an ICC. First products are already available and the technical progress driven by mobile
devices also enforces the definition of basic standards for these technologies. Upcoming projects
require several different standardized aspects.

These different aspects are in the focus of the standardization related to electronic devices on ICC,
primarily the physical and electrical aspects, but also _in addition the logical, organizational and

security defi

Physical chajracteristics for devices on an ICC are handled in ISO/IEC 18328-2. ISO/IEC 18328-3
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Identification cards — ICC-managed devices —

Part 3:

Organization, security and commands for interchange

1

This
featu
APDU

document specifies the logical interface of an application supporting the necess
Fes in a card-IC which communicates with the external world by a physical interfac
s. This application supports the usage of electronic devices.

This

to ha
alway
This

with
appli
Defin

etc. is
the C

nvolves the design of commands, data structures and security mechanisms which
hdle the data and handling the additional devices itself. The handling-of the addition
s controlled by the card-IC. External inputs or outputs shall be managed by the existir
document deals not with physical characteristics of the card @nd interface technol
the logical aspects. Management of data for additional devices that is not subdued b
Cation control is out of the scope of this document.

itions of coding requirement for “trust assessment” of the managed data like warning
in the scope of this document. A description of thelggical internal interface function
DS or by device drivers, if any, is also part of thisdocument.

Due t

commands and structures supporting extensions and adaptations.

2

The following documents are referred to in the text in such a way that some or all of t
consfitutes requirements of this'document. For dated references, only the edition cited
undafed references, the latest-edition of the referenced document (including any amendme

ormative references

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization,
commands for interchange

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ary security
P supporting

hre required
al devices is
g interfaces.
gy, but only
y the COS or

, font, colour
hlity used by

o the fact that relevant technologies may evolve or be adopted very fast, this docuinent defines

heir content
applies. For
nts) applies.

security and

[SO apdIEC maintain terminological databases for use in standardization at the following

hddresses:

IEC Electropedia: available at http://www.electropedia.org/

[SO Online browsing platform: available at http://www.iso.org/obp

3.1
access rule

data element containing an access mode referring to an action and security conditions to fulfil

before acting

3.2
application
structures, data elements and program modules needed for performing a specific function

© ISO/IEC 2016 - All rights reserved
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button
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tactile device used for a singular input

3.4
card-IC

integrated circuit with COS

3.5
command-r

esponse pair

set of two messages at the interface

EXAMPLE

3.6

data element

item of infor
a format and

3.7

data object
information
length field 4

3.8
device

A command APDU followed by a response APDU in the opposite direction.

mation seen at the interface for which are specified a name, a description eflogical co
a coding

seen at the interface consisting of the concatenation of a mandatory tag field, a mand
ind a conditional value field

additional electronic feature used as an extension of the ICC

3.9

device drivg
part of the o
devices on I(

3.10
device iden
data elemen

3.11
device hang
logic data elg

3.12
device man

T
perating system which provides the required functionality and interfaces to the addif
C

Lifier
used to reference a device

le
bment used to workwith a selected device

hger

entity in an JCC which controls the device operation

3.13

device unit

ntent,

atory

ional

electronic system providing all relevant entities to work with the device on the card

EXAMPLE

3.14

Connections, driver-microcontroller, etc.

EF.ATR/INFO
optional EF indicating operating characteristics of the card, also known as Information file

3.15

electronic display
electronic device transporting optical information

3.16
file

structure for application and/or data in the card, as seen at the interface when processing commands

2
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3.17

identification card

card identifying its holder and issuer, which may carry data required as input for the intended use of
the card and for transactions based thereon

3.18
interindustry
occurring, existing or using between two or more industries

3.19
key

Sequnhrn f\F cvm]’\n]c {‘f\nf?‘f\]]i“(’)’ ba | t‘rvnfnnranhir‘ nnnr:ﬁ'inn
J o J T o r r

EXAMPLE Encipherment, decipherment, a private or a public operation in a dynamie. apthentication,
signature generation production, signature verification.

keypad
array of several buttons organized as one entity

3.21
payleoad
data pf arbitrary length, to be sent to the card or by the card, in.order to be processed together

3.22
record
string of bytes stored within EF, referenced and handled as a unit

3.23
secufe messaging
set of means for cryptographic protection of {parts of) command-response pairs

3.24
security attribute
condition of use of objects in the card including stored data and data processing functions, gxpressed as
a data element containing one or«nore access rules

3.25
secure element
tampjer-resistant ICC in-aidifferent form factor securely hosting applications and their confidential and
crypfographic data

3.26
security environment
set offcompenents required by an application in the card for secure messaging or for securitly operations

3.27
structure
DF, EF, record, Data String or DO

3.28
template
concatenation of BER-TLV data objects, forming the value field of a constructed BER-TLV data object

© ISO/IEC 2016 - All rights reserved 3
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4 Symbols and abbreviated terms

ACD application capability description

ADM additional device management

APDU application protocol data unit

ATR answer-to-reset

ATS answer-to-select

BER basic encoding rules of ASN.1 (see ISO/IEC 8825-1)
CCD card capability description

CLA class byte

(00N card operating system

NOTE CdS is alogical element for implementation of functionalities defined indSO/IEC 7816-4.

CRT control reference template

C-RP command-response-pair

DF dedicated file

DHN device handle number

DO BER-TLV data object

DO"... BER-TLV data object, the tag of whith is a hexadecimal value given between
simple quotes

DVCP device control parameter

EF elementary file

EF.ATR/INFO answer-to-reset'file, or information file

FMD file management data

FCI file control information

IC integrated circuit

ICC integrated circuit card

IFD interface device

INS instruction byte

I>C inter-integrated circuit

LCD liquid crystal display

LED light emitting diode

Le field length field for coding the number N¢

N¢ number of bytes in the command data field

4 © ISO/IEC 2016 - All rights reserved
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Ne
Nr
OID

OLED
RF

RFU
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maximum number of bytes expected in the response data field
number of bytes in the response data field
object identifier, as defined by ISO/IEC 8825-1

organic light emitting diode

radio frequency

reserved for future use by [SO/IEC JTC 1/SC 17

SPT
SW1-§
TEE

TLV
UTF

5 /

5.1

An I(
imple
card
activ
stand

An IQ

securitupnarameter temnlate
J r

w2 status bytes (inserted for clarity, the dash is not significant)

trusted execution environment
tag length value

universal character set transformation format

\rchitectural aspects

General architecture

C comprising additional devices connected to theicard IC extends the functionalit
mentations and applications. The new components’require different new physical a
and the electronic system as well as some néw ‘approaches in logical perspective. /
ties, commands and security are aspect$;which have to be covered in addition
ards. The definitions shall be easily extenSible for new developments in the future.

C with additional devices consists of.ah ICC with

fa—

The (
addit

NOTE
delive
abilit)

This

— Il interface to the external world,®.g. a contact module or an antenna,

least an electronic device connected physically to the card IC, or

pgically linked additionaloff-card devices.

jonal driver which-may allow unidirectional or bi-directional information flow.
Devices\referred in this document may consist of additional electronic equipment
 is defined in the administration data of such devices.

Hocument deals with the interfaces between the external world and the ICC, and the

y of existing
spects to the
\rchitecture,
to existing

0S may support theusage of an additional device with an extension or an internal interface to an

which allows

ring activity state information or internal device information even in the case of an outpyt device. The

[CC with the

lintarfacrn bhataznns tho ICC o0 d 00

elect

oy Avica nhizcica A 3z it fog by Avzica o
UITIC UL VICC. I'Y t.lll)’ol\,al ITItCTIIale rLivve Ll triv 1w dinnu Clll_y lllPML/UuLPuL UL VvViICUC UIT U

#the card may

use different technologies and transmission protocols. This is out of scope of this document. The COS

shoul

d always enable communication via the implemented interfaces with any device.

An ICC with input/output devices is controlled by means of the COS. The general principle is kept, that
the card is the slave, steered by commands of the IFD as the master. The initiative of any operation
performed with an additional device shall be caused by the external world or IFD, by the COS or the
active ICC application. A direct connection of the outside world to any input/output device on the card
is not covered by this document and is finally forbidden.

The principles of access control to any additional devices shall be compliant with the access control
syntax to files and data objects defined and described in ISO/IEC 7816-4.

© ISO/IEC 2016 - All rights reserved
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The communication of the external world with the ICC dealing with an additional device consists of
APDUs with C-RP according to the definition in ISO/IEC 7816-4. The handling of the APDU is always in
the responsibility of the COS and uses the security means defined in [SO/IEC 7816-4.

The physical interfaces to different additional electronical input/output devices use a large variety
of electronic protocols, e.g. I2C, SPI, etc. The definition of a physical interface and related security
requirements, e.g. integrity and confidentiality of transferred data to any input/output device and vice
versa, is not in the scope of this document. Nevertheless, it is recommended to define generic abstract
activities/instructions on a logical level to these interfaces to ease the description of any required
activities.

This concept-considers—additional devices on-acard, - but-also sets a-genera amework apnlicable to
card or secufre element implementing interchanges according to this document and using interfages to
off-card devices, e.g. display, LED and/or button in a handset.
For an infornative description of the general system, see D.1.
AP Y
Device Unit 1
e )
1cC
Device 1
= e
‘5 g P Bus
= S
s g _cg Device 1
= s Controller
= S ¢ =
= ER: COS
5 —- %2 With N
<3} S §Ea . N \ y,
2§ Device Manageme )
é :_S‘ g Driver ‘\® fDevice Unitn
'd 1 8 A
«— g O
i g = D \&\ Add device
e . C) controller
a4 c)\\ Bus
O 1T
L ) Additional devicp
J

Figure 1 — Schematic ICC system with electronic devices

5.2 Operational conditions

5.2.1 Interfaces

Any transport protocols and interfaces are possible (e.g. according ISO/IEC 7816-3, ISO/IEC 7816-12,
ISO/IEC 14443) as far as they allow the transmission of APDU-command-response pairs as defined in
ISO/IEC 7816-4.

6 © ISO/IEC 2016 - All rights reserved
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Identification of additional devices

The external world is able to get the information about the card capabilities. The external world may
use different ways to retrieve this information, for example, with the following:

— an analysis of the General Feature Management DO’7F74’ in EF.ATR/INFO;

— analysis of the FCI of a selected application to retrieve a general feature management DO’7F74’;

— an OID referring the data set of capability description out of the general device information template
(see Table 10);

—

5.2.3

If use
EF.AT
data

ident
same|
concy
listo

hfo file).

Device discovery mechanism

ther tdentification means of the card, €.g- information according to 1ISO/EC 24727 (AqD, CCD, card

d for device identification, the general feature management DO’7F74’ |(see ISO/IEC 7816-4) in
R/INFO or in the FCI of the selected application shall contain the @n=card service|D0’81’". This
bbject contains a bitmap defining the on-card services. An additienal' DO’83’ may demote a device
fiers list in the same order as denoted in the bitmap of on-card/services. Multi-occurfences of the
type of devices are represented with a prefixed occurrence\nimber (one byte) followed by the
tenation of device identifier (two bytes each). Each entry ef'eccurrence number and doncatenated
device identifier corresponds to the related bit in the bithaap of DO’81’ of the on-card services.

Table 1 — Device identifier list DO’83’

Tag| Length Value
102 Occurrence number byte n of on-card service type A || Device identifier Al || ... || Device
83 var. . s
identifier An
Occurrence number byte m of on-card service type B || Device identifier B1 || ... [| Device
identifier Bm
Tablegl 2 defines further entries in'the DO’81’ of the General Feature Management DO’7F74] If there is a

need

to add new devices, thefeature list has to be extended.

Table 2 — ExtenSion of feature-list-entries in general feature management DO|7F74’

Tag | Length Meaning
‘81" |var. Sub-template identifier for on-card services
Feature-List [0..n], expandable
Byte 1 Byte 2
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl |b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning of bits
PN [ P O ) D D D D D O Display (defined by
ISO/IEC 7816-4)
S N U N IR U U N VU I U VU (N IS IS Biorpetric input sensor
(defined by ISO/IEC 7816-4)
-]/ -|—-]|—|—|—|—|—|—|—|—|—|— | — |Button
- —|—|1|=|—=|=|—|—|—|—|—|—|—|—|— |Keypad
- -|--{1r|-|=-/-1—-|—l—|—|—|—1]—|— |LED
- —|/-|-/-/1|—-|—|—|—|—1|—|—|—1|— | — |Loudspeaker
- -|--/-|—-|1|—]|—|—|—|—|—|— | — | — |Microphone
- —]-|-—|—|—|1|—|—|—1|—|—|—|— | — |Touchscreen
- === —-|—|—|1|—|—|—|—|—|— | — |Battery

© ISO/IEC 2016 - All rights reserved
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5.2.4 Logical activation of additional devices

After retrieval of the information about the capabilities of the card, a logical activation of an additional
device starts with the opening process by an AbM command (see Clause 6). The identification of the
device is achieved by application of the device identifier (see 5.4.2) in the command.

The COS/device management returns a device handle number (see 5.4.3). With the positive
acknowledgement in the response by the card, the device is ready for further usage in the course of the
application. Table 3 denotes the states of the activation of a device.

5.2.5 Activation sequence

After enabling the physical interface between the ICC and the external world, all devices on, thg card
which are cqvered by this document are selectable with an ADM command. The IFD activates@devjice in
IDLE/WAIT ptate with the following steps:

— retrievaj of the device identifier by the device discovery mechanisms, e.g. described in 5.2.3 or
device idlentifier is implicitly known;

— applicatjon of the relevant device identifier in an ADM OPEN DEVICE command;
— the succpssful selection of the device returns a device handle number;
— all subsg¢quent activities are applicable with this device handle ntumber (see Clause 6).

Logical chamnels other than the basic channel shall start ancactivation sequence independertly if
support of adlditional devices is requested. Annex A describes@ctivation sequences.

5.2.6 Actiyity states of additional devices

The activity|states of an additional device depend«én the characteristics of the device itself. Tdble 3
defines the general activity states of additional devices. Possible actions within the states are listed and
may be perfprmed by the COS, the devices driver or the external world. These actions may take|place
even the devfice is in DEVICE OPERATION state:.

8 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18328-3:2016(E)

Table 3 — Logical device states

State Definition Possible actions (or functions for ADM command)
INACTIVE Device is not available, e.g. power |power-on/off

is off
IDLE/WAIT open device,

Device is selectable

power-off

READY reactivate/deactivate device,
general/exclusive device usage,
gnf device inanm’)l'ir\h’

Device is selected device input/output,
general/logical reset device,
physical device reset,
power-off

DEVICE OPERA- deactivate device,
TION get device information)

‘l?ve;\iléce is actively in usage, e.g. erase device content,

for input on a button, visible device input/ontput,

;Ei('z;umcegz)%ntgr;i illstplay, lighting general/logical reset device,
physical device reset,
power-off

DEA(QTIVATED activate device,

Device is temporarily not in usage |get device information, general/logical reset device,

physical device reset, power-off

The state DEACTIVATED can be achieved with an ADM DEACTIVATION function at any state after an open

devide function.

Trangitions between the states:of an additional device and their entailing activities are described in

Figure 2.

Wher in its activity state\READY, DEVICE OPERATION or DEACTIVATED, an additional device is said in
OPERATIONAL state.

NOTH The support of physical or logical power-on/off depends on each device. After power-or and enabling
of the¢ interfa¢e§'to the ICC, an additional device shall be in the activity state IDLE/WAIT whiting for the
activdtion sequence. The activation starts with a selection of the device by the function ADM OPHN DEVICE and
passep thestate into READY. The active usage of the device switches this state into DEVICE OPERATION. In this
state,[an‘input device requests actively for the input data, e.g. a button is waiting to be pressed, an joutput device

offers the information to the external world, €.g. a LED emits light. Most of these activities may be controlled by
timer (see 5.2.9). Two conditions may occur by this timer control. The first is an end of time frame for successful
input/output execution and the activity status of a device returns from DEVICE OPERATION to READY. The
second is a timeout for unsuccessful input/output execution, a state transition of device activity does not occur
and SW1-SW2 = '6483’ is provided for this process. Defect devices are outside of the scope, handled by the
application and are not reflected in the diagram.
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Device Activity Diagram 1

Device Activity Diagram 2

Power-on

S

Open Device

General/Exclusive
Device Usage

\

READY
(EXCLUSIVE or

Deactivate Device

DEACTIVATED

INAC Tigvs-

Release DHN,
proprietary

ANY STATE of
Device Activity
Diagram 2

T
GENERAL USAG
General/Logical Device reset, B
Physical Device reset

Device Input
or/and Output
Execution

Input/output process finished,
End of time frame

DEVICE
OPERATION
(EXCLUSIVE or
GENERAL USAGE),

5]

Activate Devi

Deactivat

Device

The externa

Figure 2 — State diagram of electronic device activities

DEVICE INFORMATION command (see 6.3.11).

Table 4 shows meanings of this byte.

Table

4 =- Activity status byte

world may get the current activity state oficany additional device by applying an ADI

M GET

b8 | b7 | b6 | b5 | b4

Meaning

Activity State

No information given

IDLE/WAIT

READY

DEVICE OPERATION

DEACTIVATED

any other values are RFU

0000, any other values are RFU

Usage Attribute

EXCLUSIVE DEVICE USAGE

GENERAL DEVICE USAGE

5.2.7 Exclusive usage attribute

Beside the activity states a specific usage attribute shall be applicable. This attribute reserves in case
of EXCLUSIVE DEVICE USAGE the usage of the device for a single application only. The attribute can be
set by a specific operation for all those devices which are allowed to be used by all applications (see

10
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6.3.7). The general shareability of a device is denoted in the DVCP of the device (see 5.5.2.1). The usage
attribute can be unset by an opposite operation to allow an unreserved usage again (see 6.3.8).

NOTE

5.2.8

The unreserved mechanisms may be activated in some critical situations by COS or device
management. This is outside of scope and depends on the policy for such situation. The process is responsible to
restore the original settings.

General functionality

Independent from implemented internal interfaces between card IC and any input/out device, the COS
shall be able to establish a stable physical and logical connection to the additional device. The COS serves

and géministratesthe-device-handlinsinternallyorasan-extensienbyspeeifie-driverfunctionality.
The set of functions of the ADM command (see Clause 6) allows the external world to havedlso access to
the device handling functionality.
To fylfil all required activities to an additional device, a set of internal abstpact insftructions or
functfionality shall be available in the COS to support the basic device handling. The fpllowing list
descilibes the minimal set of functionality which may have a corresponding function|in the Apm
command. These functions may be used by the application internally whenever necessary, fegardless of
any AbM command.
— Logical device reset
The device is logically set to the state IDLE/WAIT. All internal data structures are cleafred, a device
Handle is released. See also 6.3.3.
— Hogical device selection
The device is opened and registered by assigniment of a device handle. The state is|switched to
READY. See also 6.3.4.
— Hogical device activation
The device is switched from DEACTIVATED to READY or DEVICE OPERATION. See alsq 6.3.6
— Ijogical device deactivation
The device is switched(ftom READY or DEVICE OPERATION to DEACTIVATED. The device is
temporarily un-usable.'See also 6.3.5.
— Qutput of data on the device
The process«<to~handover to a device can be only achieved in the state DEVICE OHERATION. A
flinctionality-performing such device output has to switch the internal state (tempqrarily) from
HEADY to-DEVICE OPERATION. Output data is handed on to the device. See also 6.3.10

I

hput-of data from the device

The process to receive data from a device can only be achieved in the state DEVICE OPERATION.
A functionality performing such device input has to switch the internal state (temporarily) from
READY to DEVICE OPERATION. Input data is requested from the device. See also 6.3.9.

Get state of activity of additional device

The internal status of the device is requested. This functionality is available at any state after open
device operation. See also 6.3.11.

Set state of activity of additional device

The internal status of the device is set by the application. This internal functionality may be
available at any state after open device operation.
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— Reserve device

The device is exclusively usable by a single application. See also 6.3.7.
— Un-reserve device

The exclusive usage of a device is unset. See also 6.3.8.
— Getdevice information

General device information is requested and returned. This functionality is available at any state
after OPEN device operation. See also 6.3.11.

— Erase d¢vice content

The content of the device is deleted or overwritten with a pattern. This functiondlity may be
availablg in all states after OPEN device operation. See also 6.3.12.

— Managd device configuration
The preglefined configuration values for a device are changed or set. See also 6.3.13.

This general functionality can be provided either by the COS or additienal device control methods.

5.2.9 Timger control

In the cours¢ of the usage of an additional device on an ICC, the detive conveyance of information tp and
from the deyice switches the device state from READY to DEVICE OPERATION. The process to output
the data infgrmation or waiting for input depends on the system configuration and can be controlled by
timer. Devicg configuration templates (see 10.1) enableta device management to use timer contrpl for
handling thg input/output process. At the end of time frame, the process is stopped, the state switches
from DEVICE OPERATION to READY and the result afithe function is available.

5.3 Energy depending activation

Additional electronic devices on an ICC show specific power consumption requirements. Depending on
the interfacd and the ability of the IFD;:it‘may occur that not enough energy for additional devices pn an
ICC is available.

If this is the Feason for a failure'of an activation of such additional device, the ICC shall return a splecific
error code. Table 14 shows the-additional device related SW1-SW2 values.

In case of enjergy deficifs;*an application dealing normally with additional devices may work without
device usagd in the course of the application.

5.4 Addressing of an additional device

5.4.1 General

The different entities managing or having access to any additional device administrated by the ICC shall
address or reference these devices on a logical level. The physical mapping and access to a dedicated
additional device is internally known by the COS or the additional device control methods.

5.4.2 Device identifier

The device identifier is the logical identifier to address an additional device on the card. It is the internal
reference which is reserved for device oriented commands and is used by the COS to address the device
unambiguously (see 5.2.3). The device identifier shall be a two-byte value.
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5.4.3 Device handle

The device handle is a logical structure identified by a unique number which is defined by the COS for
each additional device within a session. This number may be static or dynamic and shall be available or
usable after the selection/open of the additional device.

Device identifiers are static values and internal references to the card and do not correlate directly to
the device handle number (DHN). The COS shall maintain a logical link between uniquely attributed
device identifier value and corresponding device handle number. A given DHN generated by the COS or
statically assigned shall relate to a unique additional device identified by its unique device identifier.

Once a DHN is available, it shall be employed by the external world instead of the device identifier from
the d _“y;r'o idantifiar lict

vroe-rorerrerrre oy

The device handles are used in the device related commands (see Clause 6). The DHN-shall be returned
by the card in the response to device selection. When a device turns INACTIVE, it§ icurrepnt DHN shall
be released. Table 5 shows the predefined static device handle numbers, which shall'be usdd to address
the re¢lated additional device.

Table 5 — Interindustry device handle numbers

Device handle number Additional device
‘or Electronic display (static)
‘02’ Keypad (static)
‘03-'7F’ Dynamic assignment
‘00’80-'FF’ RFU

5.5 |Device control information

5.5.1] Administration of additional devices

Devide control information is a byte strihg available in the response of an ADM GET DEVICE INFORMATION
command (see Clause 6) of an additional device. It offers internal information about the glevice to the
COS qr to the external world.

Table 6 — Interindustry templates for device control information

Tag Value
‘62’ {Set of device control parameters (DVCP DOs) (see Table 7)

5.5.2] Device control parameter DVCP

The ¢ontfol*parameter DO’62’ provides information to handle or administrate a device| by the COS,
relat¢d e€ntities and the external world.

Table 7 lists a set of DOs in the DVCP which are useful to gain information about the additional device
and support the ICC to administrate the device internally. Some of the DOs are mandatory; others are
optional, depending on the application and the device type.

NOTE This document does not define neither storage nor administration of device CP data, e.g. creating or
modifying of CP data for devices.
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Table 7 — List of possible control parameter for additional devices

Tag | Length Value Comment
‘82’ 1,2,3 |Device descriptor (see 5.5.2.1) Mandatory
‘83’ 2 Device identifier (see 5.4.2) Mandatory
‘85’ var. |Proprietary information not encoded in BER-TLV Optional
‘86’ var. |Security attribute in proprietary format Optional
‘8A’ 1 Current Activity State Mandatory
‘8B’ var. |Security attribute referencing the expanded format (see ISO/IEC 7816-4) Optional
‘8C’ vak Security attributein compact format-SEoriented (cnn IQn[/IF‘{‘ 781 A-A.) Opti nal
8D’ ] Identifier of an EF containing security environment templates Optignal
(see ISO/IEC 7816-4)
‘8E’ 1 Logical Channel security attribute (see ISO/IEC 7816-4) Optignal
‘9C’ vqr. |Security attribute in compact format, SPT oriented (see ISO/IEC 7816-4) Optidnal
‘AT vqdr. |Security attribute template in proprietary format Optidnal
‘A3’ vqdr. |Interface and Activity State dependent security attribute template Optignal
‘AY vqdr. |General device information template (see 5.5.3) Optignal
‘A5’ vdr. |Proprietary information encoded in BER-TLV Optignal
‘AB’ vqr. |Security attribute template in expanded format (see ISOAIEC 7816-4) Optidnal
‘AC’ var. |Cryptographic mechanism identifier template (see ISQAEC 7816-4) Optidnal
‘AD’ vdr. |Security parameters template (see ISO/IEC 7816-4) Optignal

5.5.2.1 Ddvice descriptor

Any additior]al device is characterized by its device desériptor. Table 8 shows the definition of the|DO.

Table 8 — Deviceldescriptor data objects

Tag | Length Value Applies o

] Device descriptor byte (s€e Table 9)
‘82’ - - - Any device
2dr3 |Device descriptor byte (see Table 9) || Max. length of input/output data

If DO’82’ is gresent, it shall be ceded according to Table 8.

— The firsf byte of the valué is the device descriptor byte (see Table 9).

— If the vaJue consists-ef two or three bytes, then the additional bytes indicate the maximum number
of data Qytes the.device is working with.

Table 9 — Coding of the device descriptor byte

b8 | b7 (b6 | b5 | b4 [ b3 | b2 | b1 Meaning

— |[— |— |— |— |— |— |Devicelocation

X
0O|— |— |— |— |— |— |— |— Off-card device
1

— |— |— |— |— |— |— |— On-card device

— | X |— |— |— |— |— |— |Device shareability
— | 0|— |— |— |— |— |— |— Notshareable
—|1|— |— |— |— |— |— |— Shareable
— |— | x |— |— |— |— |— [Additional device security
— |— | 0 |— |[— |— |— |— [— Noadditional security features

NOTE “shareable” means that the device is accessible on different logical channels by different applications.
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Table 9 (continued)
b8 [ b7 | b6 | b5 [ b4 [ b3 | b2 | b1 Meaning
— |— | 1|— |— |— |— |— [|— Additional security features, further information in the general
device information template (see DO’A1’ in Table 10)
— |— |— | x| x| x |— |— [Device category
— |—|—100]|1]|— |— [—Inputdevice
— |—|—10(1] 0 |— |— [—Outputdevice
— |—|— |0 1] 1]|— |— [—Inputandoutputdevice
— |—|— | 1|0] 0 |— |— [—Deviceforcommunication purposes
— |+—[—1]1]0]| 1]|— |— [—Deviceforsupport functions
— |+ |— | x| x| x |— |— |—anyother values are RFU
— |+—=|—|—|—|—| x | — |Device structure
— |+~ |— |— |— |— | 0 | — [— Transparent structure or implicitly known
— = |- |- |— |— 1 | — |— Structured, structure information in general device inforymation
template (see Table 10)
— | x |Configuration DO capability (see 6.3.13 and Clause 10)
— |+ |— |— |— |— |— | 0 [— Deviceisnot configurable
— |+ |— |— |— |— |[— | 1 |— Deviceis configurable, whefi-security attributes allow th{s
NOTH “shareable” means that the device is accessible on different logical channels by different applicatioys.
A card may use device handling applications which alsg-aet with additional logical channels. A selected
and dpened device in an application may be shared in a different other channel. This information about
shargability is available in the device descriptor byte.
5.5.3| General device information template
5.5.3]1 General
The general device information template DO’A4’ may be present in the DVCP and contains DOs which
descijibe the general characteristics and attributes of the additional device. The externgl world may
retrig¢ve this template in the response data of an ADM GET DEVICE INFORMATION command (4ee 6.3.11) or

by re

NOTE

Anne

hding information with the referenced profile OID.
The externalworld may retrieve additional information in the document referenced by

ix B gives examples of coding for device info template DO’AQ’ in a general device

temp

ate regarding different devices.

Table 10 — General device information template content

the OID.

information

Device
information | Length Value
template
‘A4’ var. General device information template

Tag Length Value

‘06’ var. Profile OID Optional
‘A0’ var. Device info Optional
91’ ‘02’ Supported ADM functions Mandatory
‘92’ var. Product serial number Optional

© ISO/IEC 2016 - All rights reserved

15


https://iecnorm.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18

328-3:2016(E)

Table 10 (continued)

Device

template

information | Length Value

Additional device security
features in proprietary format,
referenced in device descriptor
byte (bit 6 in Table 9)

‘AT var. Optional

‘A2’ var. Device feature template Optional

Definition template for trust

A3 var. assessment (see 9.4 and Optional
Table B.10)

5.5.3.2 Pr

If available,
information

5.5.3.3 De

Device Info |
and externa
application 3
device data
for device in

pfile OID

this DO defines an OID which references a document containingthe general d
template and other additional information.

vice info

| purposes. The interpretations of such data objects are in the responsibility d
ind the application related entities. Such DOs may,déscribe, e.g. device type techn

fo DOs.

5.5.3.4 Supported ADM functions

This DO’91’
Table 10).

offers a bit map which indicates the support of AbDM functions defined in Clause §

Table 11 ~<'Supported ADM functions

evice

DO’AQ’ is a container of different proprietary data object deseribing the device for inffernal

f the
blogy,

[ype, structure information for input and output,eperations, etc. Annex B gives examples

b (see

First Byte Second Byte

b8 | b7 | b6

b5 | b4 | b3 | b2 | b1,/ b8 | b7 |b6 |b5|b4|b3|b2| bl Meaning

—|—|—=|=d=|—|—|—|—|—|—|—| — |general device reset

—|—|—=|&Y—=|—|—|—1|—|—|—1|—| — [logical device reset

— | —|=PM~|—=|—=|—|—|—]—]|—|—| — |opendevice

1| —AE | — | — | — | — | — | — | —=|—=|—| — |deactivate device

— st —|—-|—=|—|—|—|—]|—]|—]—| — [reactivate device

SVr— |1 |—|—|—|—|—|—|—|—|— | — [exclusive device usage

4 14 .
—_— 1 —_—— — | gclerar acviceusage

—|—|—=|=|1]|—=|—|—=|—|—|—|—| — |getfromdevice

— =] —=|=|=]1|—=|—=|—|—|—|—| — |puttodevice

—|—|—|—]|—]|—]1]|—|—|—]|—|—| — |getdevice information

— | —-|—-| =] —=]|—]|—1]1]|—]|—1]—|—| — |erasedevice content

—|—|—|—|—|—|—1|—1|1]|—|—|— | — |manage device configuration

— -] === =] =] —=]—]| x| x| X x 10000, any other values are RFU

5.5.3.5 Product serial number

The DO’92’ provides the product serial number of the device which enables a fast identification of the
device type by the COS or external world.

16
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5.5.3.6 Device feature template

The device feature template DO’A2’ may contain definitions and extensions for the additional device
defined by other standards or protocols, and may be used by the external world to hand on specific
technology-dependent data to the device; such data will be supported by the application accessing the
device or by a device driver e.g. display manager. This template incorporates the device configuration
template (see Clause 10) if existing, but other definition of value field of device feature template is out of
scope of this document. Content of the device feature template could be, for example,

— one or more device configuration template(s),

— extensions, related to applications or specific requirements of applications. and

— references to proprietary means of application, e.g. for scripting, etc.

Table 12 — Device feature template content (under DO’A4’ in DVCP)D0’62’)

Tag Length Value

‘A2’ var. |Device configuration template(s), other device type relatedlow level template
proprietary, may be filled by other standards

s

6 Hunctions of the ADDITIONAL DEVICE MANAGEMENT-command

6.1 |General

The ipterindustry command ADDITIONAL DEVICE MANAGEMENT comprises a set of functions which are
used [to perform all activities of a COS dealing with.any additional device independent froin existing or
future physical interfaces.

The get of functions may be either implemented in the COS directly to have access to the additional
devide or there might be an internal interface description to a device driver hiding the real physical
interface from the card-IC to the devicelor, for example, a display manager as a specific entity dealing all
activities with the additional device,

The ApM command uses INS code/16’ and ‘17’. P1 indicates the different functions of the AbM command
according to Table 13.

NOTE INS ‘17’ is currently not used, but shall be reserved for future use.

Table 13 — Coding of P1 in the ADDITIONAL DEVICE MANAGEMENT commangl

b8 || b7 | b6 \b5 | b4 | b3 | b2 | bl Meaning
0 0 0 0 0 0 0 1 |GENERAL DEVICE RESET function
0 0 0 0 0 0 1 0 |LOGICAL DEVICE RESET function
0 0 0 0 0 ] T T [OPEN DEVICE function
0 0 0 0 0 1 0 0 |DEACTIVATE DEVICE function
0 0 0 0 0 1 0 1 |REACTIVATE DEVICE function
0 0 0 0 0 1 1 0 |EXCLUSIVE DEVICE USAGE function
0 0 0 0 0 1 1 1 |GENERAL DEVICE USAGE function
0 0 0 0 1 0 0 0 |GET FROM DEVICE function
0 0 010 1 0 0 1 |PUT TO DEVICE function
0 0 0 0 1 0 1 0 |GET DEVICE INFORMATION function
0 0 0 0 1 0 1 1 |ERASE DEVICE CONTENT function
0 0 0 0 1 1 0 0 |MANAGE DEVICE CONFIGURATION function
others RFU
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Related to the device type and the implementation of the device capabilities, not all functions are
necessarily supported.

6.2 Specific status bytes for ADDITIONAL DEVICE MANAGEMENT

The result of the command processing is indicated by SW1-SW2. Table 14 lists additional device specific
SW1-SW2 values.

Table 14 — ADM or device related values of SW1-SW2

SW1-Sw2 Meaning
‘6483’ Timeout occurred, no further information available
‘6601’ Not enough power
‘6981’ Device handle not retrievable /device is not suitable according to the command3
‘6984’ Device identifier not valid (device identifier list DO’83’ under DO’7F74’ is not.valid)
‘6985’ Activity state not fit to command, condition of use is not satisfied
‘6989 Format of command data field not fit
‘6A81 Activity status byte in DVCP forbids general device usage
‘6A82’ DHN not available (P2 not valid)
‘6A88’ DO is not available, requested information not available
‘6F01’ Internal device error or device/device-driver not responding

a

output device,

When ADN PUT TO DEVICE command is applied to an input device or ADM GET FROM DEVICE command is applied|

device is not suitable for the command and ='6981’ is appropriate.

to an

When ADM G
by internal d

6.3 Funct

6.3.1 Gen

The ADDITIQNAL DEVICE MANAGEMENT-command supports several functions outlined in detail §

next subclau
the device in

The commar
by DHN in P
ADM comma

6.3.2

GENERAL DEVICE RESET function

ET FROM DEVICE Or ADM PUT TO DEVICE command is not completed in a certain time de
r external configuration, e.g. timing contrels'under DO’A3’, timeout may occur.

ions of ADDITIONAL DEVICE MANAGEMENT command

eral command handling

ses. All functions dedicated to devices handling in activity state OPERATIONAL addH
P2 by a DHN. The function itself is defined as a number in P1 (see also Table 13).

1d is usable for on=card and off-card devices as well. When the off-card device is addr
P, further procedure defined in Clause 7 is required to complete this function indicat
hd.

fined

n the
esses

bssed
ed by

The function

resets all devices which has been open and dp;ﬂing with a DHN

Any used DHN is released. This function addresses exclusively used or deactivated devices as well. As

the result of

this function, any device is in IDLE/WAIT state.

Table 15 — GENERAL DEVICE RESET function — Command response pair

CLA  |Asdefined in ISO/IEC 7816-4
INS 16’
P1 ‘01, (see Table 13)
P2 ‘00’
L. field |Absent for encoding N =0
Data field |Absent
18 © ISO/IEC 2016 - All rights reserved
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Table 15 (continued)

Le field |Absent for encoding Ne = 0

Data field

Absent

SW1-Sw2

See ISO/IEC 7816-4 and Table 14

6.3.3

LOGICAL DEVICE RESET function

This function resets a single additional device which is in OPERATIONAL state. The device shall be

addressed with DHN in P2 _As the result of this function this device will be in IDI F'I/\/\/AI'T‘

state and its

DHN |s released.

Table 16 — LOGICAL DEVICE RESET function — Command response pair

CLA As defined in ISO/IEC 7816-4
INS ‘16’
P1 ‘02’, (see Table 13)
p2 Device handle number (see Table 5)
L field Absent for encoding N =0
Data field Absent
Le field Absent for encoding Ne = 0
Data field Absent
SW1-SW2 See ISO/IEC 7816-4 and Table 14

6.3.4

Any dccess to an additional device is only-allowed if the device is registered to the COS. The
procgss shall be initiated by an oPEN DEVICE function. The device shall be addressed w

OPEN DEVICE function

identjfier in command data field.

With|this function, the devicé shall be initialized by COS means, e.g. initialization of a new d
get adldressable by a device’handle number and optionally set into a predefined condition.
to be|in IDLE/WAIT statewhen this function is applied. When this function is performed

the dpvice is in READY state.

As thp successfultesult of this function, a unique DHN for further addressing in this sessior

Table 17 — OPEN DEVICE function — Command response pair

registration
rith a device

bvice handle,
A device has
successfully,

is returned.

CLA As defined in ISO/IEC 7816-4
INS ‘16’
P1 ‘03’, (see Table 13)
P2 ‘00’
Lc field |Encoding N =2
Data field |Device identifier
Le field |[Encoding Ne=1
Data field |Device handle number
SW1-SW2 |See ISO/IEC 7816-4 and Table 14
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6.3.5 DEACTIVATE DEVICE function

An additional device shall be deactivated by applying this function. As a precondition for the command,
the device has to be in the state READY or DEVICE OPERATION.

After a successful command processing, the device state is DEACTIVATED. In this state, GET FROM
DEVICE and PUT TO DEVICE functions cannot be applied. In this state, REACTIVATE DEVICE, GET DEVICE
INFORMATION and GENERAL/LOGICAL DEVICE RESET functions can be applied.

Table 18 — DEACTIVATE DEVICE function — Command response pair

CLA A defined in IC(\I/IE‘F 78164
INS ‘16’
P1 ‘q4’, (see Table 13)
p2 Dlevice handle number (see Table 5)
L. field |Absent for encoding N. =0
Data field |Absent
Le field |Absent for encoding Ne = 0

Data field |Apsent
SW1-SW2 |Sge ISO/IEC 7816-4 and Table 14

NOTE Adtivity state dependent security attribute setting on a device is recommended when this dlevice
supports DEACTIVATED state, i.e. to prevent logical device reset fornreactivation or to restrict the unauth¢rized
access to a defice in DEACTIVATED state.

6.3.6 REACTIVATE DEVICE function

An additiongl device in DEACTIVATED state is activated into the state READY or DEVICE OPERATION
by applying this function.

Table 19 — REACTIVATE DEVICE function — Command response pair

CLA Als defined in ISO/IEC 7816£4

INS ‘16’
P1 ‘q5’, (see Table 13)
P2 Dlevice handle number (see Table 5)
L. field |Absent for engoding N. =0
Data field |Apsent
Le field |Absentfor encoding Ne = 0’

Data field |Absent
SW1-SW2 |See ISO/IEC 7816-4 and Table 14

6.3.7 EXCLUSIVE DEVICE USAGE function

The exclusive access to an additional device may be obtained by bit 8 of activity status byte (see Table 4).
A device in general usage is changed into exclusive usage by applying this function.

This function can be applied to a device supported usage attribute in OPERATIONAL state. This function
does not change the activity state (bit 3 to 1) in the activity status byte but may change usage attribute
(bit 8) in the activity status byte (see Table 4).

The data field of the command is absent and the current selected application exclusively uses the device
addressed by DHN in P2.
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Table 20 — EXCLUSIVE DEVICE USAGE function — Command response pair

CLA As defined in ISO/IEC 7816-4
INS 16’
P1 ‘06’, (see Table 13)
P2 Device handle number (see Table 5)
L. field [Absent for encoding N =0
Data field |Absent |Application is internally known
Le field |Absent for encoding Ne = 0

Datalfield | Absent
SW11SW2 |See ISO/IEC 7816-4 and Table 14

6.3.8] GENERAL DEVICE USAGE function

This ffunction turns back an additional device being set in exclusive usage by an EXCLUYSIVE DEVICE
USAGE function into general usage.

This function can be applied to a device in OPERATIONAL state.\Fhis function does nof change the
activ]ty state (bit 3 to 1) in the activity status byte, but may changeusage attribute (bit 8) i the activity
statup byte (see Table 4).

Table 21 — GENERAL DEVICE USAGE function — Command response pair

CLA |As defined in ISO/IEC 7816-4
INS ‘16’
Al ‘07’, (see Table 13)
P2 Device handle number (see Table 5)
L. field [Absent for encoding N. =0
Datalfield |Absent
Le field |Absent for encoding Ne=0

Datalfield | Absent
SW1iSW2 |See ISO/IEC(7816-4 and Table 14

6.3.9] GET FROM DEVICE function

This function €nables input operation of an input device in READY state. While this funcftion is being
execyted| the activity status of an input device is switched from READY to DEVICE OPERATION state.
When aninput device is in DEVICE OPERATION state, input operation is enabled. After ingjut operation
has finished or an end of time frame has occurred, the activity status of an input device is turned back
from DEVICE OPERATION to READY state.

NOTE An input device means an input device or an input and output device.

The input data through an input device is returned as a response data field and/or stored in the ICC.
The storage for the input data in the ICC is implicitly known by application or indicated by the object
locator or general reference template in command data field.

The content of the response shall be structured according to the needs of the external world and the
prescriptions for this may be found in the general device information template or is implicitly known.
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Table 22 — GET FROM DEVICE function — Command response pair

CLA |Asdefined in ISO/IEC 7816-4
INS ‘16’
P1 ‘08’, (see Table 13)
P2 Device handle number (see Table 5)
L. field |Absent for encoding N¢ = 0, present for encoding N¢ > 0

Input data through the device is not stored or
Absent the storage for this stored input data is implicitly
Data field known
. . Object locator DO’7F72’ or general referencs
Reference to card internal object template DO’60’ (see ISO/IEC 7816-4)

Le field |Absent for encoding N = 0, present for encoding Ne > 0’

jw)

ata possibly formatted according to general device information template (see-5.5.3)

Data field

>

bsent, if input data through the device is not returned
SW1-SW2 |Sge ISO/IEC 7816-4 and Table 14

6.3.10 PUT/ TO DEVICE function

This functionh enables output operation of an output device in READY. state. While this function is peing
executed, thg activity status of an output device is switched from. READY to DEVICE OPERATION ktate.
Then, the output data is put on an output device. After this{process has finished or an end of| time
frame has og¢curred, the activity status of an output device is¢turned back from DEVICE OPERATIPN to
READY statq.

NOTE Ar output device means an output device or ar-input and output device.

The output data to an output device is presented;ifi the command data field or shall be taken intefnally
from the ICd. In this case, the data is implicitly'known by application or indicated by the object Igcator
or general rgference template in command data field.

The output data shall be structured according to the needs of the device and the prescriptions fof this
may be founfl in the general device information template.
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Table 23 — puT TO DEVICE function — Command response pair

CLA |Asdefined in ISO/IEC 7816-4
INS 16’
P1 ‘09’, (see Table 13)
P2 Device handle number (see Table 5)
L. field |Absent for encoding N = 0, present for encoding N > 0
Absent Output data is in the ICC and its reference is implicitly known by application
Data possibly formatted according to general device information template
Data field | OutPut Data (see 5.5.3)
Reference to card |Reference to card internal object, e.g. by object locator DO’7F72~gr general
internal object reference template DO’60’ (see ISO/IEC 7816-4)
Le fidld Absent for encoding Ne = 0
Datalfield |Absent
SW1iSW2 |See ISO/IEC 7816-4 and Table 14
6.3.1]l GET DEVICE INFORMATION function
The function GET DEVICE INFORMATION allows retrieving allZor parts of the DVCP of|a device in
OPERATIONAL state. This function does not change the activity state.
Table 24 — GET DEVICE INFORMATION function — Command response pair
CLA |Asdefined in ISO/IEC 7816-4
INS 16’
A1 ‘0A’, (see Table 13)
A2 Device handle number (see Table’s)
L. field Absent for encoding N = 0, present for encoding N¢ > 0
Dataffield |Empty or taglist of DO(s) in"DVCP
Le figld Present for encoding'Ng-> 0
. Complete DVCR-DO’62’ if command data field is empty or the concatenated DO(s) accorfling to
Datalfield :
the tag list
SW1i{SW2 |See ISOAIEC7816-4 and Table 14
6.3.12 ERASEDEVICE CONTENT function
The function may overwrite any information with a predefined value or turns the corjdition of an
additional device back into same as after OPEN DEVICE fuinction has npplipd except jts activity state and

the usage condition. This function can be applied to additional device in OPERATIONAL state.

Table 25 — ERASE DEVICE CONTENT function — Command response pair

CLA  |Asdefined in ISO/IEC 7816-4
INS 16’
P1 ‘OB’, (see Table 13)
P2 Device handle number (see Table 5)
L. field Absent for encoding N = 0, present for encoding N¢ > 0
Absent
Data field
Data possibly formatted according to general device information template (see 5.5.3)
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Table 25 (continued)

Le field

|Absent for encoding Ne = 0

Data field

Absent

SW1-Sw2

See ISO/IEC 7816-4 and Table 14

6.3.13 MANAGE DEVICE CONFIGURATION function

The function MANAGE DEVICE CONFIGURATION allows either to select a device configuration template

for the devi

e or to set pvicring control nﬂ(c) of a selected device rnnfignr‘afinn fpmp]afp

0’A3

temporarily
OPERATION

When a dey
applied with
control DO({
value(s) ther
unchanged.

The function

AL state.

) become valid temporarily if applicable. If set with identifier and control DO(s), the

(see also Clause 10 and Table 29). This function can be applied to additional de¥ig

ice control template is selected with its identifier DO’80’, its entire contnol DO(s
their existing values. In case of an already selected template, the value(s) ef the refer¢

eof apply temporarily when applicable. The value(s) of the other conttal DO(s) will bg

allows also the combination of selection and/or setting of one'\0r several control DO W

es in

) are
enced
new
kept

rithin

a single command.

Tallle 26 — MANAGE DEVICE CONFIGURATION functionr—Command response pair
CLA Als defined in ISO/IEC 7816-4
INS 16’
P1 ‘qC’, (see Table 13)
P2 Dlevice handle number (see Table 5)
L. field |Ppesent for encoding N. > 0
D|0’80’ only: selection and setting of aD0’A3’ and its control DO(s), referenced by configuration
identifier
Data field D|0’80’ and a set of control DQ(S): se_lection and setting of a_DO'A3’ with its control DO(s) and replace
the referred control DO(s) with their new values temporarily.
Set of control DO(s): replace the referred control DO(s) of a previous selected DO’A3’ with new
vhlues temporarily
Le field |Absent for encoding,Ne = 0
Data field |Afpsent
SW1-SW2 |Sge ISOAEC 7816-4 and Table 14

7 Usage of off-card devices

7.1 General

ICC-managed devices may use off-card devices in the course of an application. ISO/IEC 18328-1 describes
use cases with off-card-devices. The usage of off-card devices needs a communication between the
external entity and the card-IC. The prerequisite for such communication is a COS or application which is
able to handle additional devices and an IFD providing the suitable bi-directional communication means.

The general architecture for handling commands and access control shall be the same as for on-card
devices:

commands are sent from IFD to the card, e.g. an ADM command;
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— security and access condition is always checked by the ICC;

— the ICC communicates with an off-card device through an IFD. The card-originated byte string
defined in ISO/IEC 7816-4 is used for this communication;

— when the IFD retrieves information from the ICC dedicated to an off-card device using the card-
originated byte string mechanism, the IFD dispatches the received byte string to the off-card device
for the purposes of processing and retrieving information. After processing the device related
information by the off-card device, the IFD sends its result to the ICC using also the card-originated
byte string mechanism.

Figure 4 shows the general architecture of a system with the usage of off-card devices and/or on-card
devides.

IFD ICC/COS

1
’

Off-card
device

On-card
device

s

Key
handling and information flow for off-card devices

handling and information flow for on-card devices

Figure(3' General architecture for usage of on- and off-card device
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7.2 Trans
ISO/IEC 781

Devicel

B £ physieallnterface——> ICC

e APDU-Message-Format
e Card-Originated Byte-String
Mechanism

Device n

Figure 4 — System architecture for usage®f off-card devices

mission mechanism

6-4:2013, 12.5 describes the mechanism of card-originated byte strings to alloy the

specific com

and-response transmission from the\ICC to the IFD.

The IFD sends an ADM command to the ICC to address an off-card device. The ICC checks according
to the general requirements the access rights and starts the initiation of the card-originated| byte
string mechfnisms by responding with-a-SW1-SW2 ‘62XX’ The IFD starts to collect all device r¢lated

information [from the ICC by subsequent GET DATA commands.

Within a trusted environment and its associated security policy, an IFD may interpret the informjation

and dispatc
has no abilit
card device y
scope of thig
using also th
normally sey

reral’steps and therefore several commands-response pairs between ICC and IFD.

Figure 5 out

it to the off-card device as a device related command. If the IFD is not trustworthy and

 to handle sectired information, the device related command shall be forwarded to the off-
vithout anydnterpretation. The information handling to or from the off-card device is put of

document; The information is finally transmitted to the ICC as the controlling instarce by
e card~originated byte string mechanism. The handling of this command sequence needs

ines the gpnprnl r‘nmmnnd-rpcpnncp pairs
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Off-card
. IFD ICC
Device
— — APDU with ADM (Function) (]
APDU-Level SW1-SW2 '62 XX' xx means number of available
K — — — — — — — — — — bytes
First GET DATA command
1st part of device related command with SW-SW2 '62xx’
k- - ——
Subsequent GET DATA
Collection of device related command , I - 3 170 MR Sequence of transmission of
ANd CHanTemg through 17D < y y L device related cojnmand for
Sy — an off-card)dlevice
LastGET DATA

o}
Lastpart of device related command with SW-SW2 '9000'

Device related command

Device related response

—————————— —
PUT DATA (Result and SW1-SW2 to ADM)
SW1-SW2 ='62XX'
APDU-Level K ——— — — — & p| Message
GET DATA commahd | < — —| Response
Final response on ADM-Comufiahd, SW1-SW2="9000' ~"—-+ Loop of action
<N . S — <4
NOTE| The communication between ICC and.IFD may be performed with other protocols which are out of scope.

Figure 5 — Usage of card-originated bytes strings for command transmission for off-dard devices

7.3 |Device handle

Off-card devices shall beadministrated by the COS in analogous way as on-card devices. A device handle
is linked to the propetties and activities of the off-card device. All commands to the ICC dealing with
the devices reference/an off-card device by its device handle number (except GENERAL RESET DEVICE
and JPEN DEVICEfunction).

7.4 |Secure channel

Figunjes.3"and 4 shows three different communication channels, such as between the ICC|and the IFD,
between the IFD and the off-card device and between the ICC and the off-card device through the IFD.
Communication channel between ICC and IFD may be protected by applying secure messaging defined
in ISO/IEC 7816-4.

The communication between ICC and the off-card device may be peer-to-peer secured on the top of
the card-originated byte string protocol, e.g. between the ICC and a TEE or secure element. This
communication channel may be protected by application. This security is outside of the scope of this
document, but the document provides control DOs regarding information of this security. These control
DOs are included in the device feature template DO’A2’ in general device information template DO’A4’
in DVCP DO’62.

The access conditions contain the appropriate security information to fulfil both requirements:

— security information for the security handling with the external world;
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— security information for the security handling with the secure host applications, e.g. TEE, secure
elements.

NOTE

messaging stream with the external security system of the TEE or secure element.

Access conditions may be a combination of established secured channel with an independent secure

The secure channel may be established with a specific protocol within the card-originated byte strings.

8 Command structures with ADM functions in applications

Command definition for ICC generally did not take additional devices into account. Since the ADM

command a
in the ICC d
incorporate
the ICC with
interact wit
shows exam
to fulfil the 1

9 Securi

9.1 Secur

The COS con
defined in IS
shall be prot

Device secui
format or a
ISO/IEC 781
security atti
identifier.

lows separated additional input or output channels to handover information intep
r to the external world, application are now able to enhance command definitio|
such new features. Commands may consist of additional steps since the interacti
the device(s) is separated in different functions or the card holder (or IFD) nifay h4
h the application by device activities with additional intermediate comimands. Ani
ples, how a possible future command uses the ADM sub-functions or internal functios
equirement of the command.
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frols the access to any resources managed by the GOS according to the security meche
0/1EC 7816-4. Additional devices as new extensions of the ICC are additional resource
ected by the same mechanisms.

ity attribute are comprised of access mode field with security condition byte for cor

b-4. See Tables 27 and 28 for access niode field for device security attribute. The cod
ibutes applying to an additional device is nested within the DVCP referenced by a d
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y tags ‘86’, ‘8B’, ‘8C’, ‘8F’, {9C, A1, ‘AB’, ‘AD’ security attributes may be present in the

(see Table 7).

Data integrity and confidentiality from the card IC to the additional devices and vice versa m

implemente
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The executid
the DVCP.

CRT parame

within the COS @and/or in a dedicated device driver. An adaptation of the existing co
be used to secure the communication between ICC and the ICC-managed devices.

ter’s as defined in ISO/IEC 7816-4 are not subject to any extension or change when af
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evice

DVCP
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plied
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devices

9.1.1 Access mode field for ADM command

Access mode bytes may be used in compact and expanded format as well. For the functions of the ADM
command set, the access mode bytes are defined in Tables 27 and 28.

Table 27 — Coding of the access mode field (15t byte) for ADM command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X | —|—|—|—|—|— | — |Nextbyte for access mode field
0 | —|—|—|—|—|—| — |Lastbyte of access mode field
1 |—|—|—|—|—|— | — |Anotherbyte follows in this access mode field
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Table 27 (continued)
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

— X X X X X X x |Function of ADM command

— 1 — = — | — | — — |GET DEVICE INFORMATION

— — 1 —_— | — | — | — — |GENERAL DEVICE USAGE

— — | — 1 — | — | — — |EXCLUSIVE DEVICE USAGE

— —_— | — | — 1 — | — — |REACTIVATE DEVICE

— — | — | — | — 1 — — |DEACTIVATE DEVICE

— _ | 1 — ILOGICAL DEVICE RESET

— — | — | — | — | — | — 1 GENERAL DEVICE RESET

Table 28 — Coding of the access mode field (2nd byte) for ADM command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

— | —|— | — | —|— | — |[Nextbyte for access mode field

X
0| —|—|—|—|—|— | — |Lastbyte of access mode field
1

— | — | — | —|— | — | — |Another byte follows in this ace&ss mode field

— | x X X X X X x |Function of ADM command

— 1 — | — | — | — | — — |GET FROM DEVICE

—|—|1|—|—|—1|—| — |PUTTODEVICE

— — | — 1 — | — | — — |GET DEVICE INFORMATION

— — | — | — 1 — | — — |ERASE DEVICE\CONTENT

— —_— | — | — | — 1 — — |MANAGE DEVICE CONFIGURATION

—|—|—|—|—|— 1| x| x |00, any-other values are RFU

9.1.2] Security conditions

ISO/IEC 7816-4 defines the security”conditions for the different formats. These definitions are also
valid|and applicable to control the access to any additional device in an ICC following this document.
In compact format, the security condition is coded in a single security condition byte; i case of the
expanded format, the security condition DO represents the requirements for device accesp. As defined
in ISQ/IEC 7816-4, the sanie security conditions means like secure messaging, authenticatiions, etc. are
appligable.

9.2 [Data integrity and confidentiality

The security-attributes (see 9.1.1 and 9.1.2) define access control, data integrity and data confidentiality
on application protocol level. Some applications need also a protection of the data transfer between ICC
and dewice. The ICC shall support data structures, e.g. CRT, SM-DO or proprietary means d¢fined by the
external world or application to enforce additional data protection to/from the device. If this feature is
used, the ICC can always check the authenticity of the dedicated additional device.

NOTE The definition of the protocol for this internal data protection is outside of the scope of this document.

Bit 6 in the device descriptor (see Table 9) indicates if additional security for the device access within the
ICC is needed. If bit 6 is set, the related security needs may be found in the general device information
template (see Table 10). The DO’A1’ may contain further information regarding how to protect the data
transfer between ICC and additional device should be managed.

Potential solutions to authenticate the additional device/controller may be, for example
— unilateral authentication,

— classical mutual authentication, and
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— others solutions with delegation of some parts of the computations to the chip of the secure element
connected to the additional device.

In any case, the choice of the technical solution to authenticate the additional device is linked to the
performances required in the field, and a secret shall be stored in the controller of the additional device.

9.3 Security with off-card-devices

Off-card devices shall be addressed in the same way as on-card devices. The DVCP data for the off-card
device denotes the security conditions for commands dealing with the off-card device. The ICC uses this
information to check the access conditions for such a device handling. ‘86’, ‘8B’, ‘8C’, ‘8D’, ‘8E’, ‘9C’, ‘AT,
‘A3’, ‘AB’, ‘AC{and AD in the DVCP Tmay contain Security conditions to be checked by the ICC.

9.4 Trustlassessment

Additional devices on an ICC may support the confidence in the running course of aCtransaction. For
example, aftpr establishing a secure channel between IFD and ICC a display, a LED er.adoudspeakgr can
be used to n¢tify the user about the secured connection. Trust assessment may be‘achieved by using the
additional d¢vices. A “trusted” display, LED or loudspeaker may indicate managed data or activitjes as
trustable in p specific way, defined by the application or card holder, for example,

— display text in a specific font,

— display letters in a specific colour,

— usage of|a specific background colour,

— atone, sjgnal or a melody of a loudspeaker, and
— specific[LED (blinking or changing colours).

Trust may bg enhanced by the usage of combinations of additional devices, e.g. an additional LE) may
indicate a “grusted” input on keypad or output’on a display, together with a tone of a loudspg¢aker.
Means of trust assessment are defined in a definition template DO’A3’ in the general device infornjation
template (sep Table 10). Such means may consist of a group of DO defining the behaviour of the trpsted
additional d¢vice. Table B.10 gives an example of applicable DOs within the template.

The activati¢n of the trusted device(s) by application of the content of the definition template for|trust
assessment In the course of theitransaction may be triggered by the device manager with usage pf the
additional d¢vice security feature DO’A1’ (see Table 10) or by the security management of the COS

10 Devicel configuration template

10.1 Configuration template

A device configuration template DO’A3” defines specific information for the device handling or the usage
of the device in the course of the command itself. Templates are located in the device feature template.
Such information for the ADM command is only available in the OPERATIONAL state.

An existing configuration template offers control DOs with predefined values as static information
which remains valid until a new value is presented to the ICC which changes the value temporarily. For
example, an IFD may change values of control DOs dynamically in the course of the application.

Table 29 contains a list of control DOs for any device configuration template and indicates for which
configuration template they may be relevant. Different devices need different control references
according to the structure and the character of the device.

30 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=455068ceabc0970f5ce7bc47395ed0d1

ISO/IEC 18328-3:2016(E)

Table 29 — Control DOs in device configuration template DO’A3’

Tag | Length Value Keypad | Display | Touch | Biometric | Other
Sensors | devices

Identification

‘80’ ‘01 Configur'fltion identifier as X X X X X

hexa-decimal number

Timing controls

‘81 var. |Activation time in seconds (general) X X X X X

‘82’ var. Keypad activation time in seconds X X

‘83 var. Display activation time in seconds X X

‘84’ ‘01 End of time frame indicator X X X X

‘94’ ‘01" |Timeout indicator X X X X X
Additional security controls

‘85’ var. |Reference to a key X X p¢ X X

‘86' var. |Algorithm identifier X X X X X

‘87’ var. Internal usage counter value X X X X X
Other values RFU

10.2|Usage of device configuration templates

After|opening a device by an ADM OPEN DEVICE functioil, no device configuration templ;

ite is in use.

Valudgs applied by applications in that phase are defatlt values, known implicitly. Application may then

selecf an appropriate configuration template DO'A3" with an ADM MANAGE DEVICE COI
functiion (see 6.3.13) to set the predefined values.of the device configuration template. W
template has been selected, an application iscallowed to set new values of existing contr
the selected configuration template temporarily. These new settings are valid until th|
changed by the described mechanism again, a new DO’A3’ is selected or the device is reset
is released. An application is responsible'not to use settings which may open security issugs.
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Annex A
(informative)

Activity sequences

A.1 Activation sequences

A device bed
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— retriev
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For identifid

interface. The ATR/ATS, the EF.ATR/INFO or the FMD/FCI of an applicatien may offer the general fe

managemen
example, thd

For selection
with its dev
the course o

Detailed inf¢grmation can be retrieved by applying the ADM GET DEVICE INFORMATION which mayj

the DVCP-D(
document.

Security con
world only g
ADM comma

I

pmes usable for an application by the following steps:
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Figure A.1 — Activity sequence for identification, selection and applications of devices
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