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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technoleey and rave-estabtished-a+oir i ittee

International Standards are drafted in accordance with the rules given in the ISO/IEC DireCtives| Part 2.

The m
Standgrds adopted by the joint technical committee are circulated to national bodies for voting.|Publication as
an Intefnational Standard requires approval by at least 75 % of the national bodies’casting a vofe.

Attentipn is drawn to the possibility that some of the elements of this docufment may be the subject of patent
rights. |SO and IEC shall not be held responsible for identifying any or alhsuch patent rights.

ISO/IEC 18045 was prepared by Joint Technical Committee« ISO/IEC JTC 1, Informatidn technology,
Subcommittee SC 27, IT Security techniques. The identical text ofISO/IEC 18045 is published Qy the Common
Criterig Project Sponsoring Organisations as Common Methodology for Information Technplogy Security
Evaluation. The common XML source for both publications cah be found at http://www.oc.ccn.cii.es/xml.

This second edition cancels and replaces the first edition (ISO/IEC 18045:2005), which has bgen technically
revised.

Legal Notice

The gqvernmental organizations listed “below contributed to the development of this version of the Common
Methodology for Information Technology Security Evaluations. As the joint holders of the cppyright in the
Commpn Methodology for Information Technology Security Evaluations, version 3.1 (called ¢EM 3.1), they
hereby| grant non-exclusive license to ISO/IEC to use CEM 3.1 in the continued development/mhaintenance of
the ISQ/IEC 18045 international standard. However, these governmental organizations retain the right to use,
copy, distribute, translatelor modify CEM 3.1 as they see fit.

Australia/New Zealand: The Defence Signals Directorate and the Government Communjcations
Security Bureau respectively;

Canada: Communications Security Establishment;

France* Birection-Centrate-deta-Séetrité-desSystémes-dinformation:

Germany: Bundesamt fir Sicherheit in der Informationstechnik;

Japan: Information Technology Promotion Agency;

Netherlands: Netherlands National Communications Security Agency;

Spain: Ministerio de Administraciones Publicas and Centro Criptolégico Nacional,

United Kingdom: Communications-Electronic Security Group;

United States: The National Security Agency and the National Institute of Standards and
Technology.
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Introduction

The target audience for this International Standard is primarily evaluators applying ISO/IEC 15408 and
certifiers confirming evaluator actions; evaluation sponsors, developers, PP/ST authors and other parties

interested in IT security are a secondary audience.

This International Standard recognises that not all questions concerning IT security evaluation will be
answered herein and that further interpretations will be needed. Individual schemes will determine how to
handle such ifterpretations, atthough these canm be subjectto mutuat recognition agreements._A list of
methodology-related activities that can be handled by individual schemes can be found in Annex A
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INTERNATIONAL STANDARD ISO/IEC 18045:2008(E)

Information technology — Security techniques — Methodology
for IT security evaluation

1 Scope

This International Standard is a companion document to the evaluation criteria for IT secprity defined in
ISO/IEIC 15408. It defines the minimum actions to be performed by an evaluator in order|to conduct an
ISO/IELC 15408 evaluation, using the criteria and evaluation evidence defined in ISO/IEC 15408

This International Standard does not define evaluator actions for certain high ‘assurance ISO/IEC 15408
compohents, where there is as yet no generally agreed guidance.

2 Normative references
The fdllowing referenced documents are indispensable for the -application of this docum&nt. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
documgent (including any amendments) applies.

ISO/IELC 15408 (all parts), Information technology — Security techniques — Evaluation criteria for IT security

3 Teérms and definitions
For thg purposes of this document, the followingiterms and definitions apply.
NOTE Terms which are presented in bold-faced type are themselves defined in this clause.

3.1
action
evaluator action element of ISO/IEC 15408-3

NOTE These actions are either explicitly stated as evaluator actions or implicitly derived from developer|actions (implied
evaluater actions) within ISO/IEC 15408-3 assurance components.

3.2
activity
applicgtion of an assurance class of ISO/IEC 15408-3

3.3
check
generate a verdict by a simple comparison

NOTE Evaluator expertise is not required. The statement that uses this verb describes what is mapped.

3.4

evaluation deliverable

any resource required from the sponsor or developer by the evaluator or evaluation authority to perform one
or more evaluation or evaluation oversight activities

3.5

evaluation evidence
tangible evaluation deliverable
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3.6

evaluation technical report
report that documents the overall verdict and its justification, produced by the evaluator and submitted to an
evaluation authority

3.7
examine

generate a verdict by analysis using evaluator expertise

NOTE The statement that uses this verb identifies what is analysed and the properties for which it is analysed.

3.8
interpretation
clarification or

3.9
methodology
system of prin

3.10

amplification of an ISO/IEC 15408, ISO/IEC 18045 or scheme requirement

iples, procedures and processes applied to IT security evaluations

observation rg¢port
report written Ry the evaluator requesting a clarification or identifying a problem during the evaluation

3.1
overall verdic
pass or fail sta

3.12
oversight ver

1
fement issued by an evaluator with respect to the result)of an evaluation

lict

statement issued by an evaluation authority confirming orrejecting an overall verdict based on the re

evaluation ove

3.13
record
retain a writte

Fsight activities

h description of procedures,“évents, observations, insights and results in sufficient d

enable the work performed during the evaluation to be reconstructed at a later time

3.14
report

include evalugtion results and supporting material in the evaluation technical report or an obse

report

3.15
scheme

set of rules, egtablished by an evaluation authority, defining the evaluation environment, including crite

methodology

3.16
sub-activity

sults of

ptail to

vation

ria and

reguired to conduct IT security evaluations

application of an assurance component of ISO/IEC 15408-3

NOTE Assurance families are not explicitly addressed in this International Standard because evaluations are conducted
on a single assurance component from an assurance family.

3.17
tracing

simple directional relation between two sets of entities, which shows which entities in the first set correspond
to which entities in the second
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3.18

verdict

pass, fail or inconclusive statement issued by an evaluator with respect to an ISO/IEC 15408 evaluator action
element, assurance component, or class

NOTE Also see overall verdict.

3.19
work unit
most granular level of evaluation work

NOTE Each evaluation methodology action comprises one or more work units, which are grouped within the evaluation
methodplogy action by ISO/IEC 15408 content and presentation of evidence or developer action elemenf The work units
are presented in this International Standard in the same order as ISO/IEC 15408 elements from which-they are derived.
Work ufits are identified in the left margin by a symbol such as ALC_TAT.1-2. In this symbol;\the stying ALC TAT.1
indicatels ISO/IEC 15408 component (i.e. this International Standard sub-activity), and the final digit (2) indicates that this
is the s¢cond work unit in the ALC_TAT.1 sub-activity.

4 Symbols and abbreviated terms
ETR Evaluation Technical Report

OR Observation Report

5 Oyerview
5.1 OQrganisation of this International Standard
Clausel 6 defines the conventions used in this International Standard.

Clause| 7 describes general evaluation tasks with no verdicts associated with them as they fo not map to
ISO/IEC 15408 evaluator action elements.

Clause) 8 addresses the work necessary for reaching an evaluation result on a PP.
Clauses 9 to 15 define the evaluation activities, organised by Assurance Classes.
Annex A covers the basic-evaluation techniques used to provide technical evidence of evaluation results.

Annex B provides an‘explanation of the Vulnerability Analysis criteria and examples of their application

6 Document Conventions

6.1 Terminology

Unlike ISO/IEC 15408, where each element maintains the last digit of its identifying symbol for all components
within the family, this International Standard may introduce new work units when an ISO/IEC 15408 evaluator
action element changes from sub-activity to sub-activity; as a result, the last digit of the work unit's identifying
symbol may change although the work unit remains unchanged.

Any methodology-specific evaluation work required that is not derived directly from ISO/IEC 15408
requirements is termed fask or sub-task.

6.2 Verb usage

The auxiliary verb shall is used only when the provided text is mandatory and therefore only within the work
units and sub-tasks. The work units and sub-tasks contain mandatory activities that the evaluator must perform
in order to assign verdicts.
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Guidance text accompanying work units and sub-tasks gives further explanation on how to apply ISO/IEC
15408 words in an evaluation. The verb usage is in accordance with 1SO definitions for these verbs. The
auxiliary verb should is used when the described method is strongly preferred. All other auxiliary verbs,
including may, are used where the described method(s) is allowed but is neither recommended nor strongly
preferred; it is merely explanation.

The verbs check, examine, report and record are used with a precise meaning within this part of this
International Standard and the Clause 3 should be referenced for their definitions.

6.3 Genera

| evaluation guidance

Material that has applicability to more than one sub-activity is collected in one place. Guidance whose

applicability is
pertains to mu
guidance pertz

6.4 Relatio

There are dire
and the struct
15408 constru
activities and 3
noted in ISO/IH

widespread (across activities and EALs) has been collected into Annex A. Guidan
tiple sub-activities within a single activity has been provided in the introduction to that\ad
ins to only a single sub-activity, it is presented within that sub-activity.

hship between ISO/IEC 15408 and ISO/IEC 18045 structures

ct relationships between ISO/IEC 15408 structure (i.e. class, family, component and el
ire of this International Standard. Figure 1 illustrates the correspondence between [
cts of class, family and evaluator action elements and evaluation 'methodology activitie

ctions. However, several evaluation methodology work units may result from the requir
EC 15408 developer action and content and presentation elements.

Common Criteria Common Eyaluation Methodology

Assurance Component Sub-activity
Evaluator Action Action
Element

Developer Action
Element \

Content & Presentation

~

be that
tivity. If

ement)
BO/IEC
S, sub-
bments

ol R =1
\l}l LVIUCTICT TLICTIICTIT

Figure 1 - Mapping of ISO/IEC 15408 and ISO/IEC 18045 structures

7 Evaluation process and related tasks

7.1 Introdu

ction

This clause provides an overview of the evaluation process and defines the tasks an evaluator is intended to
perform when conducting an evaluation.
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Each evaluation, whether of a PP or TOE (including ST), follows the same process, and has four evaluator
tasks in common: the input task, the output task, the evaluation sub-activities, and the demonstration of the
technical competence to the evaluation authority task.

The input task and the output tasks, which are related to management of evaluation evidence and to report
generation, are entirely described in this clause. Each task has associated sub-tasks that apply to, and are
normative for all ISO/IEC 15408 evaluations (evaluation of a PP or a TOE).

The evaluation sub-activities are only introduced in this clause, and fully described in the following clauses.

In contrast to the evaluation sub-activities, input and output tasks have no verdicts associated with them as
they do not map to ISO/IEC 15408 evaluator action elements; they are performed in order to ensure

conforIance with the universal principles and to comply with this International Standard.

The deémonstration of the technical competence to the evaluation authority task may.be fulfiled by the
evaluation authority analysis of the output tasks results, or may include the demonstration’by thg evaluators of
their upderstanding of the inputs for the evaluation sub-activities. This task has|no associpted evaluator
verdict] but has an evaluator authority verdict. The detailed criteria to pass this task-are left to the discretion of
the evgluation authority, as noted in Annex A.5.

7.2 [Evaluation process overview

7.2.1 |Objectives

This sybclause presents the general model of the methodology,and identifies:

a) roles and responsibilities of the parties involved in the @valuation process;

b) thé general evaluation model.

7.2.2 |Responsibilities of the roles

The general model defines the following roles: sponsor, developer, evaluator and evaluation authority.

The sponsor is responsible for requesting and supporting an evaluation. This means thz

establi

sponsd

The de

(e.g. training, design information), on behalf of the sponsor.

The eV
the evs
evalua

bhes the different agreements for the evaluation (e.g. commissioning the evaluation).
r is responsible for ensuring that the evaluator is provided with the evaluation evidence.

veloper produces(the TOE and is responsible for providing the evidence required for
aluator performs the evaluation tasks required in the context of an evaluation: the eva

luation-evidence from the developer on behalf of the sponsor or directly from the sponso|
ion sub-activities and provides the results of the evaluation assessment to the evaluation

t the sponsor
Moreover, the

the evaluation

uator receives
I, performs the
authority.

The e\

aluation autharity _getahlichas and maintaine thg cochama manitare thga aualiiation cad
SOt OHY—8StEabHsHeS—aRa—Hai e e—SeRe e e S—e Vet aHoH f

ducted by the

evaluator, and issues certification/validation reports as well as certificates based on the evaluation results
provided by the evaluator.

7.2.3

Relationship of roles

To prevent undue influence from improperly affecting an evaluation, some separation of roles is required. This
implies that the roles described above are fulfilled by different entities, except that the roles of developer and
sponsor may be satisfied by a single entity.

Moreover, some evaluations (e.g. EAL1 evaluation) may not require the developer to be involved in the

project. In this case, it is the sponsor who provides the TOE to the evaluator and who generates the
evaluation evidence.
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7.2.4 General evaluation model

The evaluation process consists of the evaluator performing the evaluation input task, the evaluation output
task and the evaluation sub-activities. Figure 2 provides an overview of the relationship between these tasks

and sub-activities.
Evaluation Input Task ’ \

Evaluation
Evidence

Evaluation sub-activities

| Ewvaluation Output Task ’

u Demonstration of the Technical Competence Task ’

Figure 2 - Generic eyvaluation model

Evaluation
Outputs

The evaluatior] process may be preceded by a preparation phase where initial contact is made betwgen the
sponsor and the evaluator. The work that is perforthed and the involvement of the different roles during this
phase may vafy. It is typically during this step that‘the evaluator performs a feasibility analysis to assess the
likelihood of a puccessful evaluation.

7.2.5 Evaluator verdicts

The evaluator|assigns verdicts to«the requirements of ISO/IEC 15408 and not to those of this Interrjational
Standard. The| most granular ISO/IEC 15408 structure to which a verdict is assigned is the evaluator action
element (expligit or implied). A'verdict is assigned to an applicable ISO/IEC 15408 evaluator action element as
a result of performing the cerresponding evaluation methodology action and its constituent work units. Finally,
an evaluation fesult is assigned, as described in ISO/IEC 15408-1, Clause 9, Evaluation results.
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Evaluation Result
& I
Assurance Class <
Assurance Component s

Evaluator Action Element

Evaluator Action Element

:

Evaluator Action Element

. _

AN/

Figure 3 - Example of the-verdict assignment rule

This Infernational Standard recognises three mutually exclusive verdict states:

a) Cqgnditions for a pass verdict are defined’as an evaluator completion of ISO/IEC 15408 eyaluator action
elgment and determination that the requirements for the PP, ST or TOE under evaluation are met. The
cohditions for passing the element'are defined as:

1) the constituent work units:of the related evaluation methodology action, and;

2)| all evaluation evidenee required for performing these work units is coherent, that is it can be fully and
completely understood by the evaluator, and

3)| all evaluation+evidence required for performing these work units does not have any opvious internal
inconsjstencies or inconsistencies with other evaluation evidence. Note that obvious means here that
the evaluator discovers this inconsistency while performing the work units: the evaluator should not
undertake a full consistency analysis across the entire evaluation evidence every timg a work unit is
performed.

b) Conditions for a fail verdict are defined as an evaluator completion of ISO/IEC 15408 evaluator action
element and determination that the requirements for the PP, ST, or TOE under evaluation are not met, or
that the evidence is incoherent, or an obvious inconsistency in the evaluation evidence has been found;

c) All verdicts are initially inconclusive and remain so until either a pass or fail verdict is assigned.
The overall verdict is pass if and only if all the constituent verdicts are also pass. In the example illustrated in

Figure 3, if the verdict for one evaluator action element is fail then the verdicts for the corresponding
assurance component, assurance class, and overall verdict are also fail.
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7.3 Evaluation input task

7.3.1 Objectives

The objective of this task is to ensure that the evaluator has available the correct version of the evaluation
evidence necessary for the evaluation and that it is adequately protected. Otherwise, the technical accuracy of
the evaluation cannot be assured, nor can it be assured that the evaluation is being conducted in a way to
provide repeatable and reproducible results.

7.3.2 Application notes

The responsibility to provide all the required evaluation evidence lies with the sponsor. However, most of the
evaluation evidence is likely to be produced and supplied by the developer, on behalf of the sponsor,

Since the assurance requirements apply to the entire TOE, all evaluation evidence pertaining tocall-part$ of the
TOE is to be made available to the evaluator. The scope and required content of such evaluation evidgence is
independent of the level of control that the developer has over each of the parts of the TOE: For example, if
design is requifed, then the TOE design (ADV_TDS) requirements will apply to all subsystems that are|part of
the TSF. In gddition, assurance requirements that call for procedures to be in_place (for example, CM
capabilities (ALC_CMC) and Delivery (ALC_DEL)) will also apply to the entire,"\TOE (including apy part
produced by apother developer).

It is recommernided that the evaluator, in conjunction with the sponsor, produce’an index to required evdluation
evidence. Thid index may be a set of references to the documentation-,"This index should contain ¢nough
information (e.p. a brief summary of each document, or at least an explicit title, indication of the subclapses of
interest) to help the evaluator to find easily the required evidence.

It is the information contained in the evaluation evidence that is required, not any particular do¢ument
structure. Evajuation evidence for a sub-activity may be, provided by separate documents, or a| single
document may| satisfy several of the input requirements of;a sub-activity.

The evaluator fequires stable and formally-issued vétsions of evaluation evidence. However, draft evgluation
evidence may|be provided during an evaluation,for example, to help an evaluator make an early, informal
assessment, but is not used as the basis for verdicts. It may be helpful for the evaluator to see draft versions
of particular agpropriate evaluation evidencey'such as:
a) test documentation, to allow the evaldator to make an early assessment of tests and test procedurgs;

b) design doguments, to provide the evaluator with background for understanding the TOE design;

c) source code or hardware. drawings, to allow the evaluator to assess the application of the devgloper's
standards

Draft evaluatign eyidence is more likely to be encountered where the evaluation of a TOE is performed
concurrently withits-development. However, it may also be encountered during the evaluation of an allready-
developed TOE i
the evaluator (e.g. to correct an error in de3|gn or implementation) or to provide evaluation evidence of
security that is not provided in the existing documentation (e.g. in the case of a TOE not originally developed
to meet the requirements of ISO/IEC 15408).

7.3.3 Management of evaluation evidence sub-task

7.3.3.1  Configuration control

The evaluator shall perform configuration control of the evaluation evidence.

ISO/IEC 15408 implies that the evaluator is able to identify and locate each item of evaluation evidence after it

has been received and is able to determine whether a specific version of a document is in the evaluator's
possession.

8 © ISO/IEC 2008 - All rights reserved


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

The evaluator shall protect the evaluation evidence from alteration or loss while it is in the evaluator's
possession.

7.3.3.2

Disposal

Schemes may wish to control the disposal of evaluation evidence at the conclusion of an evaluation. The
disposal of the evaluation evidence should be achieved by one or more of:

g. TOE design
e course of an
entiality of the
hts as long as

ndling, storage

in the case of

tion Technical
units of work,
Standard does
cifies only the

Df repeatability
eported in the
the evaluation

a) returning the evaluation evidence;

b) archiving the evaluation evidence;

c) destroying the evaluation evidence.

7.3.3.3] Confidentiality

An evaluator may have access to sponsor and developer commercially-sensitive information (e
information, specialist tools), and may have access to nationally-sensitive information during th
evaluation. Schemes may wish to impose requirements for the evaluator to maintain the config
evaluation evidence. The sponsor and evaluator may mutually agree to additional requireme
these gre consistent with the scheme.

Confidg¢ntiality requirements affect many aspects of evaluation work;-including the receipt, ha
and digposal of evaluation evidence.

7.4 Evaluation sub-activities

The evpluation sub-activities vary depending whether.it'is a PP or a TOE evaluation. Moreover;
a TOE |evaluation, the sub-activities depend upon the selected assurance requirements.

7.5 Evaluation output task

7.5.1 |Objectives

The objective of this Subclause is(t0 describe the Observation Report (OR) and the Evalus
Report| (ETR). Schemes may require additional evaluator reports such as reports on individua
or may|require additional information to be contained in the OR and the ETR. This International
not prgclude the addition ef\information into these reports as this International Standard spe
minimym information content.

Consistent reporting-af evaluation results facilitates the achievement of the universal principle

and reproducibilityof results. The consistency covers the type and the amount of information

ETR apd ORAETR and OR consistency among different evaluations is the responsibility of
authority.

The evatuator—performs—the—two—following—sub-tasks—in—order—te—achieve—this—internat
requirements for the information content of reports:

a) write OR sub-task (if needed in the context of the evaluation);

b) write ETR sub-task.

7.5.2

Management of evaluation outputs

onal Standard

The evaluator delivers the ETR to the evaluation authority, as well as any ORs as they become available.
Requirements for controls on handling the ETR and ORs are established by the scheme which may include
delivery to the sponsor or developer. The ETR and ORs may include sensitive or proprietary information and
may need to be sanitised before they are given to the sponsor.
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7.5.3 Application notes

In this version of this International Standard, the requirements for the provision of evaluator evidence to
support re-evaluation and re-use have not been explicitly stated. Where information for re-evaluation or re-use
is required by the sponsor, the scheme under which the evaluation is being performed should be consulted.
7.5.4 Write OR sub-task

ORs provide the evaluator with a mechanism to request a clarification (e.g. from the evaluation authority on
the application of a requirement) or to identify a problem with an aspect of the evaluation.

In the case of a fail verdict, the evaluator shall provide an OR to reflect the evaluation result. Otherwise, the
evaluator may[use ORs as one way of expressing clarification needs.

For each OR, tfhe evaluator shall report the following:

a) the identifier of the PP or TOE evaluated;

b) the evaludtion task/sub-activity during which the observation was generated;
c) the obseryation;

d) the assessment of its severity (e.g. implies a fail verdict, holds up progress on the evaluation, requires a
resolution|prior to evaluation being completed);

e) the identification of the organisation responsible for resolving the issue;
f)  the recommended timetable for resolution;

g) the assesgment of the impact on the evaluation of failure to resolve the observation.

content and on the scheme. Schemes may distinguish different types of ORs or define additional typgs, with
associated differences in required information*and distribution (e.g. evaluation ORs to evaluation authorities
and sponsors)

The intendediudience of an OR and procedures fot’handling the report depend on the nature of the feport's

7.5.5 Write ETR sub-task
7.5.51 Objgctives

The evaluator shall providesan-ETR to present technical justification of the verdicts.

This Internatiohal Standard defines the ETR's minimum content requirement; however, schemes may specify
additional content and-specific presentational and structural requirements. For instance, schemes may fequire
that certain intfoductory material (e.g. disclaimers and copyright Clauses) be reported in the ETR.

The reader of the ETR is assumed to be familiar with general concepts of information security, ISO/IEC
15408, this International Standard, evaluation approaches and IT.

The ETR supports the evaluation authority to confirm that the evaluation was done to the required standard,
but it is anticipated that the documented results may not provide all of the necessary information, so additional
information specifically requested by the scheme may be necessary. This aspect is outside the scope of this
International Standard.

7.5.5.2 ETR for a PP Evaluation
This Subclause describes the minimum content of the ETR for a PP evaluation. The contents of the ETR are

portrayed in Figure 4; this figure may be used as a guide when constructing the structural outline of the ETR
document.
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Evaluation Technical Report

Introduction

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

— Observation feports

Figure 4 - ETR information content for a PP evaluation
7.5.5.211 Introduction

The evpluator shall report evaluation-'scheme identifiers.

Evaluation scheme identifiers (e.d. logos) are the information required to unambiguously identjfy the scheme
respongible for the evaluation-oversight.

The evpluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies the ETR (e.g. name, date and
versior] number).

The evplaator shall report PP configuration control identifiers.

PP configuration control identifiers (e.g. name, date and version nhumber) are required to identify what is being
evaluated in order for the evaluation authority to verify that the verdicts have been assigned correctly by the
evaluator.

The evaluator shall report the identity of the developer.

The identity of the PP developer is required to identify the party responsible for producing the PP.

The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for providing evaluation evidence to the
evaluator.
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The evaluator shall report the identity of the evaluator.

The identity of the evaluator is required to identify the party performing the evaluation and responsible for the
evaluation verdicts.

7.5.5.2.2

Evaluation

The evaluator shall report the evaluation methods, techniques, tools and standards used.

The evaluator references the evaluation criteria, methodology and interpretations used to evaluate the PP.

The evaluator shall report any constraints on the evaluation, constraints on the handling of evaluation results

and assumptio

The evaluator
etc.

7.5.5.2.3

The evaluator
an APE activit
work units.

The rationale j
evaluation evid
the criteria. It

The rationale 1
7.5.5.24 Cc
The evaluator

ISO/IEC 1540
described in 7.

The evaluato
recommendati
features which
7.5.5.2.5
The evaluator
[ )

the issuing

the title;

ns made during the evaluation that have an impact on the evaluation results.

may include information in relation to legal or statutory aspects, organisation, cconfide

Résults of the evaluation

shall report a verdict and a supporting rationale for each assurance’cemponent that con
, as a result of performing the corresponding evaluation methodology action and its con

ence examined and shows how the evaluation evidence does or does not meet each as
contains a description of the work performed, the method used, and any derivation of

hay provide detail to the level of a evaluation methodology work unit.

Inclusions and recommendations

shall report the conclusions of the evaluation, in particular the overall verdict as de

P.5.

provides recommendationst-that may be useful for the evaluation authority.
bns may include shortcomings of the PP discovered during the evaluation or men
are particularly useful.

List of evaluation evidence

shall report ferieach item of evaluation evidence the following information:

body (e:g/the developer, the sponsor);

ntiality,

stitutes
stituent

stifies the verdict using ISO/IEC 15408, this International Standard, any interpretations and the

pect of
esults.

ed in

n
B-1 Clause 9, Evaluation results, and determined by application of the verdict assilnment

These
tion of

¢ the unique

7.5.5.2.6

reference (e.g. issue date and version number).

List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used in the ETR.

Glossary definitions already defined by ISO/IEC 15408 or by this International Standard need not be repeated

in the ETR.

7.5.5.2.7

Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs raised during the evaluation and

their status.
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For each OR, the list should contain its identifier as well as its title or a brief summary of its content.
7.5.5.3 ETR for a TOE Evaluation

This Subclause describes the minimum content of the ETR for a TOE evaluation. The contents of the ETR are
portrayed in Figure 5; this figure may be used as a guide when constructing the structural outline of the ETR
document.

Evaluation Technical Report

Introduction

Architectural description of the TOE

Evaluation

Results of the evaluatiOon

Conclusions dnd'recommendations

List.ofevaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 5 - ETR information content for a TOE evaluation
7.5.5.3]1 _ntroduction

The evaluator shall report evaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to unambiguously identify the scheme
responsible for the evaluation oversight.

The evaluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies the ETR (e.g. name, date and
version number).

The evaluator shall report ST and TOE configuration control identifiers.

ST and TOE configuration control identifiers identify what is being evaluated in order for the evaluation
authority to verify that the verdicts have been assigned correctly by the evaluator.
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If the ST claims that the TOE conforms to the requirements of one or more PPs, the ETR shall report the
reference of the corresponding PPs.

The PPs reference contains information that uniquely identifies the PPs (e.g. title, date, and version number).

The evaluator shall report the identity of the developer.

The identity of

the TOE developer is required to identify the party responsible for producing the TOE.

The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for providing evaluation evidence to the

evaluator.
The evaluator

The identity of]

evaluation verdlicts.

7.5.5.3.2 An

The evaluator

evaluation evidlence described in ISO/IEC 15408 assurance family entitled -FOE design (ADV_TDS),

applicable.

The intent of th

If there is no ]
satisfied.
7.5.5.3.3 EV

The evaluator

The evaluator
TOE or the de

The evaluator
results and ass

The evaluator
etc.

7.5.5.34

For each activi

Re¢sults of'the evaluation

chall report the identity of the evaluator.

the evaluator is required to identify the party performing the evaluation and-responsible

chitectural description of the TOE

shall report a high level description of the TOE and its major components based

is Subclause is to characterise the degree of architectural separation of the major comp
[OE design (ADV_TDS) requirement in the ST, this is not applicable and is considere
aluation

shall report the evaluation methods, teghniques, tools and standards used.

may reference the evaluation criteria, methodology and interpretations used to evalu
ices used to perform the tests;

shall report any constrairits on the evaluation, constraints on the distribution of evd
umptions made during.the evaluation that have an impact on the evaluation results.

may include information in relation to legal or statutory aspects, organisation, confide

tyonwhich the TOE is evaluated, the evaluator shall report:

for the

on the

where

bnents.
1 to be

hte the

luation

ntiality,

the title of the activity considered;

a verdict and a supporting rationale for each assurance component that constitutes this activity, as a

result of performing the corresponding evaluation methodology action and its constituent work units.

The rationale justifies the verdict using ISO/IEC 15408, this International Standard, any interpretations and the
evaluation evidence examined and shows how the evaluation evidence does or does not meet each aspect of
the criteria. It contains a description of the work performed, the method used, and any derivation of results.
The rationale may provide detail to the level of a evaluation methodology work unit.

The evaluator shall report all information specifically required by a work unit.

14

© ISO/IEC 2008 - All rights

reserved


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

For the AVA and ATE activities, work units that identify information to be reported in the ETR have been
defined.

7.5.5.3.5 Conclusions and recommendations

The evaluator shall report the conclusions of the evaluation, which will relate to whether the TOE has satisfied
its associated ST, in particular the overall verdict as defined in ISO/IEC 15408-1 Clause 9, Evaluation results,
and determined by application of the verdict assignment described in 7.2.5.

The evaluator provides recommendations that may be useful for the evaluation authority. These
recommendations may include shortcomings of the IT product discovered during the evaluation or mention of
features which are particularly useful.

7.5.5.316 List of evaluation evidence

The evpluator shall report for each item of evaluation evidence the following informatian;
e thgissuing body (e.g. the developer, the sponsor);

o thdtitle;

e thg unique reference (e.g. issue date and version number).

7.5.5.3l7 List of acronyms/Glossary of terms

The evpluator shall report any acronyms or abbreviations used in the ETR.

Glossary definitions already defined by ISO/IEC 15408.0r by this International Standard need njot be repeated
in the ETR.

7.5.5.3|8 Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs raised during the ¢valuation and
their stptus.

[
>
-~

For eath OR, the list should contain'its identifier as well as its title or a brief summary of its cont

8 Class APE: Protection Profile evaluation

8.1 Iphtroduction

This Clause describes the evaluation of a PP. The requirements and methodology for PP fvaluation are
identical for.each PP evaluation, regardless of the EAL (or other set of assurance requirgments) that is
claimed in the PP. The evaluation methodology in this Clause is based on the requirements|on the PP as
specifigdhin’SO/IEC 15408-3 class APE.

This Clause should be used in conjunction with Annexes A, B and C in ISO/IEC 15408-1, as these Annexes
clarify the concepts here and provide many examples.

8.2 Application notes

8.2.1 Re-using the evaluation results of certified PPs

While evaluating a PP that is based on one or more certified PPs, it may be possible to re-use the fact that
these PPs were certified. The potential for re-use of the result of a certified PP is greater if the PP under
evaluation does not add threats, OSPs, security objectives and/or security requirements to those of the PP

that conformance is being claimed to. If the PP under evaluation contains much more than the certified PP, re-
use may not be useful at all.
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The evaluator is allowed to re-use the PP evaluation results by doing certain analyses only partially or not at
all if these analyses or parts thereof were already done as part of the PP evaluation. While doing this, the
evaluator should assume that the analyses in the PP were performed correctly.

An example would be where the PP that conformance is being claimed to contains a set of security
requirements, and these were determined to be internally consistent during its evaluation. If the PP under
evaluation uses the exact same requirements, the consistency analysis does not have to be repeated during
the PP evaluation. If the PP under evaluation adds one or more requirements, or performs operations on
these requirements, the analysis will have to be repeated. However, it may be possible to save work in this
consistency analysis by using the fact that the original requirements are internally consistent. If the original
requirements are internally consistent, the evaluator only has to determine that:

a) the set of BTNew and/or changed requirements Is Internally consistent, and

b) the set of gll new and/or changed requirements is consistent with the original requirements.
The evaluator hotes in the ETR each case where analyses are not done or only partially donge«for this rdason.
8.3 PP introduction (APE_INT)

8.3.1 Evaluation of sub-activity (APE_INT.1)
8.3.1.1  Objectives

The objective pf this sub-activity is to determine whether the PP is Correctly identified, and whether the PP
reference and [TOE overview are consistent with each other.

8.3.1.2 Inpuit
The evaluation evidence for this sub-activity is:
a) thePP.
8.3.1.3  Action APE_INT.1.1E
ISO/IEC 15408-3 APE_INT.1.1C: The PP jntroduction shall contain a PP reference and a TOE overvieW.
8.3.1.3.1  Woprk unit APE_INT.1-1

The evaluator ghall check that thé PP introduction contains a PP reference and a TOE overview.
ISO/IEC 15408-3 APE_INT1.2C: The PP reference shall uniquely identify the PP.

8.3.1.3.2 Woprk unit APE_INT.1-2

laall + +lo DD £ + et H oot ot H ] el FH 4l Imim}
The eVaantor Al TAdAITImIGC urc ri TCICTTOTIUTE TU UTITTTITIIG Uidadt it ulllqucly IUTTIUtNIC O Uirc i

The evaluator determines that the PP reference identifies the PP itself, so that it may be easily distinguished

from other PPs, and that it also uniquely identifies each version of the PP, e.g. by including a version number
and/or a date of publication.

The PP should have some referencing system that is capable of supporting unique references (e.g. use of
numbers, letters or dates).

ISO/IEC 15408-3 APE_INT.1.3C: The TOE overview shall summarise the usage and major security features
of the TOE.
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.3 Work unit APE_INT.1-3

The evaluator shall examine the TOE overview to determine that it describes the usage and major security

feature

s of the TOE.

The TOE overview should briefly (i.e. several paragraphs) describe the usage and major security features
expected of the TOE. The TOE overview should enable consumers and potential TOE developers to quickly

determ

ine whether the PP is of interest to them.

The evaluator determines that the overview is clear enough for TOE developers and consumers, and sufficient
to give them a general understanding of the intended usage and major security features of the TOE.

ISO/IE

8.3.1.3

The ey

ISO/IE
availab

8.3.1.3

The ¢
hardwdg

While

L 15408-3 APE_INT.1.4C: The TOE overview shall identify the TOE type.
4 Work unit APE_INT.1-4
hluator shall check that the TOE overview identifies the TOE type.

C 15408-3 APE_INT.1.5C: The TOE overview shall identify any non-TOE hardware/sof
le to the TOE.

5 Work unit APE_INT.1-5

valuator shall examine the TOE overview to determine that it identifies
re/software/firmware available to the TOE.

some TOEs may run stand-alone, other TOEs . (notably software TOEs) need additig

softwafe or firmware to operate. In this subclause of the,PP, the PP author lists all hardware, s

firmwa

This id
whethe

8.4 (
8.41
8.411

The ohb
how th

8.4.1.2

The ey

e that will be available for the TOE to run on,

entification should be detailed enough\for potential consumers and TOE developers
r their TOE may operate with the liste@’hardware, software and firmware.

Lonformance claims (APE_CCL)
Evaluation of sub-activity . (APE_CCL.1)
Objectives

jective of this_subtactivity is to determine the validity of various conformance claims. T
e PP conformsi\to ISO/IEC 15408, other PPs and packages.

Input

plddtion evidence for this sub-activity is:

fware/firmware

bny non-TOE

nal hardware,
pftware, and/or

to determine

hese describe

a) the PP;

b) the PP(s) that the PP claims conformance to;

c) the package(s) that the PP claims conformance to.

8.413

Action APE_CCL.1.1E

ISO/IEC 15408-3 APE_CCL.1.1C: The conformance claim shall contain an ISO/IEC 15408 conformance claim
that identifies the version of ISO/IEC 15408 to which the PP claims conformance.

© ISO/IEC 2008 - All rights reserved
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8.41.3.1 Work unit APE_CCL.1-1

The evaluator shall check that the conformance claim contains an ISO/IEC 15408 conformance claim that
identifies the version of ISO/IEC 15408 to which the PP claims conformance.

The evaluator determines that ISO/IEC 15408 conformance claim identifies the version of ISO/IEC 15408 that
was used to develop this PP. This should include the version number of ISO/IEC 15408 and, unless the
International English version of ISO/IEC 15408 was used, the language of the version of ISO/IEC 15408 that
was used.

ISO/IEC 15408-3 APE_CCL.1.2C: ISO/IEC 15408 conformance claim shall describe the conformance of the
PP to ISO/IEC 15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

8.41.3.2 Woprk unit APE_CCL.1-2

The evaluator [shall check that ISO/IEC 15408 conformance claim states a claim of either ISO/NEC 15408-2
conformant or ]SO/IEC 15408-2 extended for the PP.

ISO/IEC 15408-3 APE_CCL.1.3C: ISO/IEC 15408 conformance claim shall describe the conformancg of the
PP to ISO/IEC|15408-3 as either ISO/IEC 15408-3 conformant or ISO/IEC 15408-3 extended.

8.41.3.3 Woprk unit APE_CCL.1-3

The evaluator |shall check that ISO/IEC 15408 conformance claim statesra claim of either ISO/IEC 1p408-3
conformant or |]SO/IEC 15408-3 extended for the PP.

ISO/IEC 15408-3 APE_CCL.1.4C: ISO/IEC 15408 conformance ¢laim shall be consistent with the extended
components definition.

8.41.3.4 Woprk unit APE_CCL.1-4

The evaluator |shall examine ISO/IEC 15408 confermance claim for ISO/IEC 15408-2 to determine that it is
consistent with the extended components definition:

If ISO/IEC 15408 conformance claim contains1SO/IEC 15408-2 conformant, the evaluator determines that the
extended components definition does not define functional components.

If ISO/IEC 15408 conformance claim.contains ISO/IEC 15408-2 extended, the evaluator determines that the
extended components definition defines at least one extended functional component.

8.41.3.5 Woprk unit APE_CCL.1-5

The evaluator [shall examine ISO/IEC 15408 conformance claim for ISO/IEC 15408-3 to determine that it is
consistent with the extended components definition.

If ISO/IEC 15408cg ance-claim-contains ISOUEC 15408-3 conforma
extended components definition does not define assurance components.

08 conformance claim contain a 408 onform

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-3 extended, the evaluator determines that the
extended components definition defines at least one extended assurance component.

ISO/IEC 15408-3 APE_CCL.1.5C: The conformance claim shall identify all PPs and security requirement
packages to which the PP claims conformance.

8.41.3.6 Work unit APE_CCL.1-6

The evaluator shall check that the conformance claim contains a PP claim that identifies all PPs for which the
PP claims conformance.
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If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered
to be satisfied.

The evaluator determines that any referenced PPs are unambiguously identified (e.g. by title and version
number, or by the identification included in the introduction of that PP).

The evaluator is reminded that claims of partial conformance to a PP are not permitted.
8.4.1.3.7 Work unit APE_CCL.1-7

The evaluator shall check that the conformance claim contains a package claim that identifies all packages to
which the PP claims conformance.

If the HP does not claim conformance to a package, this work unit is not applicable and thérefpre considered
to be shtisfied.

The evpluator determines that any referenced packages are unambiguously identified«(e.g. by tifle and version
number, or by the identification included in the introduction of that package).

The evpluator is reminded that claims of partial conformance to a package are-hot permitted.

ISO/IELC 15408-3 APE_CCL.1.6C: The conformance claim shall describe any conformance ¢f the PP to a
package as either package-conformant or package-augmented.

8.4.1.318 Work unit APE_CCL.1-8

The evaluator shall check that, for each identified package, the conformance claim states a [claim of either
packade-name conformant or package-name augmented:

If the AP does not claim conformance to a package, this work unit is not applicable and therefpre considered
to be shtisfied.

If the ppckage conformance claim contains-package-name conformant, the evaluator determinep that:

a) If fhe package is an assurance-package, then the PP contains all SARs included in the package, but no
additional SARs.

b) If the package is a functional package, then the PP contains all SFRs included in the package, but no
additional SFRs.

ckage confermance claim contains package-name augmented, the evaluator determineg that:

b) If the i ionalpackage j included— hickage, and at
ISO/IEC 15408-3 APE_CCL.1.7C: The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PPs for which conformance is being claimed.

8.4.1.3.9 Work unit APE_CCL.1-9

The evaluator shall examine the conformance claim rationale to determine that the TOE type of the TOE is
consistent with all TOE types of the PPs.

If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered
to be satisfied.
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The relation between the types may be simple: a firewall PP claiming conformance to another firewall PP, or
more complex: a smart card PP claiming conformance to a number of other PPs at the same time: a PP for
the integrated circuit, a PP for the smart card OS, and two PPs for two applications on the smart card.

ISO/IEC 15408-3 APE_CCL.1.8C: The conformance claim rationale shall demonstrate that the statement of
the security problem definition is consistent with the statement of the security problem definition in the PPs for
which conformance is being claimed.

8.4.1.3.10 Work unit APE_CCL.1-10
The evaluator shall examine the conformance claim rationale to determine that it demonstrates that the

statement of security problem definition is consistent, as defined by the conformance statement of the PP,
with the statenjents of security problem definition stated in the PPs to which conformance is being clainjed.

If the PP unde
therefore cons

r evaluation does not claim conformance with another PP, this work unit is not applicalple and
dered to be satisfied.

If the PP to wh
work unit is no

ich conformance is being claimed does not have a statement of security preblem definitipn, this

applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being claimed, no conformancg¢ claim
rationale is required. Instead, the evaluator determines whether
the threat which
conformar

a) 5 in the PP under evaluation are a superset of or identical to the threats in the PP td

ce is being claimed;
which

b) the OSPs

conformai

in the PP under evaluation are a superset of orddentical to the OSPs in the PP tg
ce is being claimed;
the assur which
conformar

c) hptions in the PP under evaluation arejdentical to the assumptions in the PP to

ce is being claimed;

If demonstrabl
examines the
problem defini

problem definifion in the PP to which confermance is being claimed.

For guidance ¢

ISO/IEC 15408-3 APE_CCL.1(9C: The conformance claim rationale shall demonstrate that the statel

security object
being claimed.

841311 W

e conformance is required by the ‘PP to which conformance is being claimed, the eV
conformance claim rationale toxdetermine that it demonstrates that the statement of g
ion of the PP under evaluation-is equivalent or more restrictive than the statement of s

n “equivalent or moretrestrictive” see ISO/IEC 15408-1 Annex D, PP conformance.

ves is consistent with the statement of security objectives in the PPs for which conform

brk unit APE_CCL.1-11

aluator
ecurity
ecurity

nent of
Bnce is

The evaluator

shall examine the conformance claim rationale to determine that the statement of d

ecurity

objectives is consistent, as defined by the conformance statement of the PPs, with the statement of security
objectives in the PPs.

If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered

to be satisfied.

If strict conformance is required by the PP to which conformance is being claimed, no conformance claim
rationale is required. Instead, the evaluator determines whether:

The PP under evaluation contains all security objectives for the TOE of the PP to which conformance is

being claimed. Note that it is allowed for the PP under evaluation to have additional security objectives for

the TOE;
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The PP under evaluation contains exactly all security objectives for the operational environment (with one
exception in the next bullet). Note that it is not allowed for the PP under evaluation to have additional
security objectives for the operational environment;

The PP under evaluation may specify that certain objectives for the operational environment in the PP that
conformance is being claimed to are security objectives for the TOE in the PP under evaluation. This is a
valid exception to the previous bullet.

If demonstrable conformance is required by the PP to which conformance is being claimed, the evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement of security
objectives of the PP under evaluation is equivalent or more restrictive than the statement of security objectives

in the PP to which conformance is being claimed.

For gu

ISO/IE
securit
confort

8.41.3

The e
statem

If the H
tobes

If strict
rationa
PP ung
conforr

If dem
examir
require
require
For gu

ISO/IE
any PR

8.41.3

The eV

dance on “equivalent or more restrictive” see ISO/IEC 15408-1 Annex D, PP conformang

C 15408-3 APE_CCL.1.10C: The conformance claim rationale shall demonstrate.that th
requirements is consistent with the statement of security requirements<in the §
nance is being claimed.

12 Work unit APE_CCL.1-12

aluator shall examine the PP to determine that it is consistent, as defined by thqg
ent of the PP, with all security requirements in the PPs for which’/conformance is being cl

P does not claim conformance to another PP, this work-unit is not applicable and theref
htisfied.

conformance is required by the PP to which .conformance is being claimed, no conf
e is required. Instead, the evaluator determines whether the statement of security requ
er evaluation is a superset of or identical.to the statement of security requirements in t
hance is being claimed (for strict conformiance).

bnstrable conformance is required by the PP to which conformance is being claimed
es the conformance claim rationale to determine that it demonstrates that the statem
ments of the PP under evaluation is equivalent or more restrictive than the statem
ments in the PP to which eonformance is being claimed.

dance on “equivalent 'or more restrictive” see ISO/IEC 15408-1 Annex D, PP conformang

C 15408-3 APE(CCL.1.11C: The conformance statement shall describe the conformar
s/STs to the-PRas strict-PP or demonstrable-PP conformance.

13 Work'unit APE_CCL.1-13

aldator shall check that the PP conformance statement states a claim of strict-PP or de

e.

e statement of
PPs for which

conformance
himed.

bre considered
brmance claim

rements in the
e PP to which

the evaluator
ent of security
bnt of security

e.

ce required of

monstrable-PP

conforr

ance

8.5 Security problem definition (APE_SPD)

8.5.1

8.5.1.1

Evaluation of sub-activity (APE_SPD.1)

Objectives

The objective of this sub-activity is to determine that the security problem intended to be addressed by the
TOE and its operational environment is clearly defined.

8.5.1.2

Input

The evaluation evidence for this sub-activity is:
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a) the PP.

8.5.1.3

Action APE_SPD.1.1E

ISO/IEC 15408-3 APE_SPD.1.1C: The security problem definition shall describe the threats.

8.5.1.3.1

Work unit APE_SPD.1-1

The evaluator shall check that the security problem definition describes the threats.

If all security objectives are derived from assumptions and/or OSPs only, the statement of threats need not be
present in the PP. In this case, this work unit is not applicable and therefore considered to be satisfied.

The evaluator determines that the security problem definition describes the threats that must be countlred by

the TOE and/

ISO/IEC 1540
adverse action
85132 W

The evaluator
of a threat age

If all security @
present in the

Threat agents
ISO/IEC 15408
85133 W

The evaluator

its operational environment.

-3 APE_SPD.1.2C: All threats shall be described in terms of a threat agent,van asset,

brk unit APE_SPD.1-2

nt, an asset, and an adverse action.

bjectives are derived from assumptions and OSPs only, the statement of threats need
PP. In this case, this work unit is not applicable and therefore considered to be satisfied.

-3 APE_SPD.1.3C: The security problem-definition shall describe the OSPs.
brk unit APE_SPD.1-3

shall check that the security problem definition describes the OSPs.

and an

shall examine the security problem definition to determine that-all threats are described in terms

not be

may be further described by aspects such as expertise, resource, opportunity, and motivation.

If all security gbjectives are derived from assumptions and/or threats only, OSPs need not be present in the
PP. In this casg, this work unit is not appliCable and therefore considered to be satisfied.

The evaluator fHetermines that OSB statements are made in terms of rules or guidelines that must be fgllowed
by the TOE anf/or its operational environment.

The evaluator [determines¢that each OSP is explained and/or interpreted in sufficient detail to make it|clearly
understandablg; a clear-presentation of policy statements is necessary to permit tracing security objecfives to
them.

ISO/IEC 1540 AP PD 14 out the

operational en

8.5.1.34

vironment of

the TOE.

Work unit APE_SPD.1-4

The evaluator shall examine the security problem definition to determine that it describes the assumptions
about the operational environment of the TOE.

If there are no

assumptions, this work unit is not applicable and is therefore considered to be satisfied.

The evaluator determines that each assumption about the operational environment of the TOE is explained in
sufficient detail to enable consumers to determine that their operational environment matches the assumption.
If the assumptions are not clearly understood, the end result may be that the TOE is used in an operational
environment in which it will not function in a secure manner.
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8.6 Security objectives (APE_OBJ)

8.6.1

8.6.1.1

Evaluation of sub-activity (APE_OBJ.1)

Objectives

The objective of this sub-activity is to determine whether the security objectives for the operational
environment are clearly defined.

8.6.1.2 Input

The evaluation evidence for this sub-activity is:

a) thelz PP.

8.6.1.3] Action APE_OBJ.1.1E

ISO/IELC 15408-3 APE_OBJ.1.1C: The statement of security objectives shall dgscribe the sec
for the loperational environment.

8.6.1.3]11 Work unit APE_OBJ.1-1

The eyaluator shall check that the statement of security objectives“defines the security obj
operatipnal environment.

The evpluator checks that the security objectives for the operational environment are identified.
8.6.2 |Evaluation of sub-activity (APE_OBJ.2)

8.6.2.1] Objectives

The ohjective of this sub-activity is to determine whether the security objectives adequately 3

addres
operati

8.6.2.2

The ey

a) the PP.

8.6.2.3

ISO/IE
for the

5 the security problem definition. and that the division of this problem between thg
pnal environment is clearly defined.

Input

aluation evidence for.this sub-activity is:

Action APE_OBJ.2.1E

C 15408-3 APE_OBJ.2.1C: The statement of security objectives shall describe the sec
T.OE-and the security objectives for the operational environment.

irity objectives

betives for the

nd completely
TOE and its

irity objectives

8.6.2.3

.1 Work unit APE_OBJ.2-1

The evaluator shall check that the statement of security objectives defines the security objectives for the TOE
and the security objectives for the operational environment.

The evaluator checks that both categories of security objectives are clearly identified and separated from the
other category.

ISO/IEC 15408-3 APE_OBJ.2.2C: The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs enforced by that security objective.
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8.6.2.3.2

Work unit APE_OBJ.2-2

The evaluator shall check that the security objectives rationale traces all security objectives for the TOE back
to threats countered by the objectives and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a combination of threats and OSPs,
but it must trace back to at least one threat or OSP.

Failure to trace implies that either the security objectives rationale is incomplete, the security problem
definition is incomplete, or the security objective for the TOE has no useful purpose.

ISO/IEC 15408-3 APE_OBJ.2.3C: The security objectives rationale shall trace each security objective for the

operational en|
objective, and

Vironment back to threats countered by that security objective, OSPs enforced by that
pssumptions upheld by that security objective.

ecurity

8.6.2.3.3 Wprk unit APE_OBJ.2-3
The evaluaton] shall check that the security objectives rationale traces the securityobjectives for the
operational environment back to threats countered by that security objective, to.OSPs enforced by that

security object

Each security
combination o
assumption.

Failure to trag
definition is ing

ve, and to assumptions upheld by that security objective.
bbjective for the operational environment may trace back to threats, OSPs, assumptior

f threats, OSPs and/or assumptions, but it must trace backto at least one threat, (

e implies that either the security objectives ratiofale is incomplete, the security p
omplete, or the security objective for the operationakenvironment has no useful purpose.

s, ora
DSP or

roblem

ISO/IEC 1540
objectives cou

q

J

3-3 APE_OBJ.2.4C: The security objectives “rationale shall demonstrate that the
nter all threats.

ecurity

8.6.2.3.4 Woprk unit APE_OBJ.2-4

The evaluator at that

the security ob

shall examine the security objectives rationale to determine that it justifies for each thre
ectives are suitable to counterithat threat.

If no security 0 d a fail
verdict.

bjectives trace back to the-threat, the evaluator action related to this work unit is assigne

The evaluator hed or

mitigated.

Hetermines thatthe justification for a threat shows whether the threat is removed, diminis

The evaluator
sufficient: if all
diminished, or

determines that the justification for a threat demonstrates that the security objecties are
security objectives that trace back to the threat are achieved, the threat is removed, sufficiently
the effects of the threat are sufficiently mitigated.

Note that the tracings from security objectives to threats provided in the security objectives rationale may be
part of a justification, but do not constitute a justification by themselves. Even in the case that a security
objective is merely a statement reflecting the intent to prevent a particular threat from being realised, a
justification is required, but this justification may be as minimal as “Security Objective X directly counters
Threat Y”.

The evaluator also determines that each security objective that traces back to a threat is necessary: when the
security objective is achieved it actually contributes to the removal, diminishing or mitigation of that threat.

ISO/IEC 15408-3 APE_OBJ.2.5C: The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.
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5 Work unit APE_OBJ.2-5

The evaluator shall examine the security objectives rationale to determine that for each OSP it justifies that
the security objectives are suitable to enforce that OSP.

If no security objectives trace back to the OSP, the evaluator action related to this work unit is assigned a fail

verdict.

The evaluator determines that the justification for an OSP demonstrates that the security objectives are
sufficient: if all security objectives that trace back to that OSP are achieved, the OSP is enforced.

The evaluator also determines that each security objective that traces back to an OSP is necessary: when the

securit
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C 15408-3 APE_OBJ.2.6C: The security objectives rationale shall Jdemonstrate tha

objective Is achieved it actually contributes to the entorcement of the OSP.
at the tracings from security objectives to OSPs provided in the security objectives raf
a justification, but do not constitute a justification by themselves. In the case that a'secu
a statement reflecting the intent to enforce a particular OSP, a justification is req
tion may be as minimal as “Security Objective X directly enforces OSP Y™

es for the operational environment uphold all assumptions.

6 Work unit APE_OBJ.2-6
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aluator determines that the justification for an assumption about the operational envifonment of the

emonstrates that the security objectives are sufficient: if all security objectives for t
ment that trace back to that ‘assumption are achieved, the operational environmer
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umption about the operational environment of the TOE is necessary: when the secur

at the tracings:from security objectives for the operational environment to assumptions
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8.7 Extended components definition (APE_ECD)

8.71

8.71.1

Evaluation of sub-activity (APE_ECD.1)

Objectives

The objective of this sub-activity is to determine whether extended components have been clearly and
unambiguously defined, and whether they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or ISO/IEC 15408-3 components.

8.7.1.2

Input

The evaluation evidence for this sub-activity is:
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a) the PP.

8.71.3

Action APE_ECD.1.1E

ISO/IEC 15408-3 APE_ECD.1.1C: The statement of security requirements shall identify all extended security

requirements.

8.7.1.3.1

Work unit APE_ECD.1-1

The evaluator shall check that all security requirements in the statement of security requirements that are not
identified as extended requirements are present in ISO/IEC 15408-2 or in ISO/IEC 15408-3.

ISO/IEC 15408-3 APE_ECD.1.2C: The extended components definition shall define an extended conl

for each exten

87132 W

The evaluator
extended secu

If the PP doe
considered to

A single exten
is not necessa

ISO/IEC 1540

Hed security requirement.
brk unit APE_ECD.1-2

shall check that the extended components definition defines an extended’component fq
rity requirement.

h

»]

not contain extended security requirements, this work unit is \not” applicable and th
pe satisfied.

[y to repeat this definition for each iteration.

B-3 APE_ECD.1.3C: The extended components.définition shall describe how each ex

component is felated to the existing ISO/IEC 15408 components, families, and classes.

87133 W

The evaluator
extended com

If the PP doe
considered to

The evaluator
a) amember
b) a member

If the extende
evaluator detq

brk unit APE_ECD.1-3

shall examine the extended componénts definition to determine that it describes ho
bonent fits into the existing ISO/IEC*15408 components, families, and classes.

b

not contain extended security requirements, this work unit is not applicable and th
be satisfied.

Hetermines that each_extended component is either:
of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 family, or
of a new_family defined in the PP.

d component is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 fam
rmines that the extended components definition adequately describes why the ex

oonent

r each

brefore

led component may be used to define multiple iterations of-an extended security requirement, it

tended

v each

brefore

ily, the
tended

component sh

huld ha-a mamhbhar of that familv and haw it ralatae to athar camnaonaents of that family
tHo—9ea-HemBe-ertHataiii/ahReReW-H+erates+ tHe-coMPoReht et~

If the extended component is a member of a new family defined in the PP, the evaluator confirms that the
extended component is not appropriate for an existing family.

If the PP defines new families, the evaluator determines that each new family is either:

a)

b)

a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, or

a member of a new class defined in the PP.

If the family is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, the evaluator determines
that the extended components definition adequately describes why the family should be a member of that

class and how

26

it relates to other families in that class.
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If the family is a member of a new class defined in the PP, the evaluator confirms that the family is not
appropriate for an existing class.

8.7.1.3.4 Work unit APE_ECD.1-4

The evaluator shall examine the extended components definition to determine that each definition of an
extended component identifies all applicable dependencies of that component.

If the PP does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

The evaluator confirms that no applicable dependencies have been overlooked by the PP author.

ISO/IELC 15408-3 APE_ECD.1.4C: The extended components definition shall use the existing’\SO/IEC 15408
compohents, families, classes, and methodology as a model for presentation.

8.7.1.315 Work unit APE_ECD.1-5

The evialuator shall examine the extended components definition to determine that each exterjded functional
compohent uses the existing ISO/IEC 15408-2 components as a model forpresentation.

If the PP does not contain extended SFRs, this work unit is not applicable and therefore copsidered to be
satisfied.

The eyaluator determines that the extended functional component is consistent with ISQ/IEC 15408-2
Subclapuse 6.1.3, Component structure.

If the gxtended functional component uses operations, ‘the evaluator determines that the exterjded functional
compohent is consistent with ISO/IEC 15408-1 7, Operations.

If the extended functional component is hierarchical to an existing functional component,|the evaluator
determfines that the extended functional component is consistent with ISO/IEC 15408-2 Suybclause 6.2.1,
Compgnent changes highlighting.

8.7.1.3l6 Work unit APE_ECD.1-6

The evValuator shall examine the-extended components definition to determine that each defimition of a new
functiopal family uses the existing ISO/IEC 15408 functional families as a model for presentation.

If the HP does not define new functional families, this work unit is not applicable and thereforg considered to
be satigfied.

The eyaluator.'determines that all new functional families are defined consistent with ISQ/IEC 15408-2
Subclause 6:1.2, Family structure.

8.7.1.37— Work unit APE_ECD.1.7

The evaluator shall examine the extended components definition to determine that each definition of a new
functional class uses the existing ISO/IEC 15408 functional classes as a model for presentation.

If the PP does not define new functional classes, this work unit is not applicable and therefore considered to
be satisfied.

The evaluator determines that all new functional classes are defined consistent with ISO/IEC 15408-2
Subclause 6.1.1, Class structure.
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8.7.1.3.8 Work unit APE_ECD.1-8

The evaluator shall examine the extended components definition to determine that each definition of an
extended assurance component uses the existing ISO/IEC 15408-3 components as a model for presentation.

If the PP does not contain extended SARs, this work unit is not applicable and therefore considered to be
satisfied.

The evaluator determines that the extended assurance component definition is consistent with ISO/IEC
15408-3 Subclause 6.1.3, Assurance component structure.

If the extended assurance component uses operations, the evaluator determines that the extended assurance
component is ¢onsistent with ISO/IEC 15408-1 7, Operations.

If the extended assurance component is hierarchical to an existing assurance component,~the evaluator
determines that the extended assurance component is consistent with ISO/IEC 15408-3 Subclausg 6.1.3,
Assurance component structure.

8.7.1.3.9 Woprk unit APE_ECD.1-9

The evaluator ghall examine the extended components definition to determine that,for each defined extended
assurance conmpponent, applicable methodology has been provided.

If the PP doeg not contain extended SARs, this work unit is not applicable and therefore consideredl to be
satisfied.

The evaluator [determines that, for each evaluator action element{of each extended SAR, one or moire work
units are provided and that successfully performing all work.units for a given evaluator action element will
demonstrate that the element has been achieved.

8.7.1.3.10 Work unit APE_ECD.1-10

The evaluator |shall examine the extended components definition to determine that each definition offa new
assurance family uses the existing ISO/IEC 15408 assurance families as a model for presentation.

If the PP does|not define new assurance families, this work unit is not applicable and therefore considgred to
be satisfied.

The evaluator| determines that (all*new assurance families are defined consistent with ISO/IEC 16408-3
Subclause 6.1{2, Assurance family structure.

8.7.1.3.11 Work unit APE-ECD.1-11

The evaluator [shall-examine the extended components definition to determine that each definition offa new
assurance clags dses the existing ISO/IEC 15408 assurance classes as a model for presentation.

If the PP does not define new assurance classes, this work unit is not applicable and therefore considered to
be satisfied.

The evaluator determines that all new assurance classes are defined consistent with ISO/IEC 15408-3
Subclause 6.1.1, Assurance class structure.

ISO/IEC 15408-3 APE_ECD.1.5C: The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements can be demonstrated.
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8.7.1.3.12 Work unit APE_ECD.1-12

The evaluator shall examine the extended components definition to determine that each element in each
extended component is measurable and states objective evaluation requirements, such that conformance or
nonconformance can be demonstrated.

If the PP does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

The evaluator determines that elements of extended functional components are stated in such a way that they
are testable, and traceable through the appropriate TSF representations.

The eYaluator also defermines that elemenis of extended assurance componenis avoid| the need for
subjeciive evaluator judgement.

The evialuator is reminded that whilst being measurable and objective is appropriate for all evajuation criteria,
it is agdknowledged that no formal method exists to prove such properties. Therefore the existing ISO/IEC
15408 |functional and assurance components are to be used as a model for determining what constitutes
conformance to this requirement.

8.7.1.4 Action APE_ECD.1.2E
8.7.1.41 Work unit APE_ECD.1-13

The evpluator shall examine the extended components definition to determine that each extended component
may nqgt be clearly expressed using existing components.

If the PP does not contain extended security requirements, this work unit is not applicable[and therefore
considered to be satisfied.

The eyaluator should take components from, ISO/IEC 15408-2 and ISO/IEC 15408-3, gther extended
compohents that have been defined in the PP;;combinations of these components, and possiblg operations on
these domponents into account when making this determination.

The evpluator is reminded that the role-of this work unit is to preclude unnecessary duplication ¢f components,
that is| components that may be\glearly expressed by using other components. The evalugtor should not
undertake an exhaustive search'oef all possible combinations of components including operationg in an attempt
to find p way to express the éxtended component by using existing components.
8.8 $ecurity requitements (APE_REQ)

8.8.1 |Evaluation‘of sub-activity (APE_REQ.1)

8.8.1.1] Objectives

The objestive—6 s—to <
well-defined and whether they are internally consistent.

8.8.1.2 Input

The evaluation evidence for this sub-activity is:
a) the PP.

8.8.1.3 Action APE_REQ.1.1E

ISO/IEC 15408-3 APE_REQ.1.1C: The statement of security requirements shall describe the SFRs and the
SARs.
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8.8.1.3.1 Work unit APE_REQ.1-1

The evaluator shall check that the statement of security requirements describes the SFRs.
The evaluator determines that each SFR is identified by one of the following means:

a) by reference to an individual component in ISO/IEC 15408-2;

b) by reference to an extended component in the extended components definition of the PP;

c) by reference to a PP that the PP claims to be conformant with;

d) by reference to a security requirements package that the PP claims to be conformant with;
e) by reprodJAEction in the PP.

It is not requirdd to use the same means of identification for all SFRs.

8.8.1.3.2 Wobrk unit APE_REQ.1-2

The evaluator ghall check that the statement of security requirements describes the*SARs.
The evaluator fetermines that each SAR is identified by one of the following-means:

a) by reference to an individual component in ISO/IEC 15408-3;

b) by reference to an extended component in the extended compenents definition of the PP;
c) by reference to a PP that the PP claims to be conformant with;

d) by reference to a security requirements package that the PP claims to be conformant with;
e) by reproduyction in the PP.

It is not requirgdd to use the same means of identification for all SARs.

ISO/IEC 15408-3 APE_REQ.1.2C: All stubjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRsand the SARs shall be defined.

8.8.1.3.3 Woprk unit APE_REQ.1-3

The evaluator|shall examine the PP to determine that all subjects, objects, operations, security attfibutes,
external entitiels and other terms that are used in the SFRs and the SARs are defined.

The evaluator getermines that the PP defines all:

e (types of) subjects and objects that are used in the SFRs;

e (types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible
values that these attributes may take and any relations between these values (e.g. top_secret is “higher”
than secret);

e (types of) operations that are used in the SFRs, including the effects of these operations;

e (types of) external entities in the SFRs;

e other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not
immediately clear, or are used outside their dictionary definition.

30 © ISO/IEC 2008 - All rights reserved


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur due to the introduction of vague terms. This work unit should not be taken into extremes, by forcing
the PP writer to define every single word. The general audience of a set of security requirements should be
assumed to have a reasonable knowledge of IT, security and “Evaluation criteria for IT security”.

All of the above may be presented in groups, classes, roles, types or other groupings or characterisations that
allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be part of the statement of security
requirements, but may be placed (in part or in whole) in different subclauses. This may be especially
applicable if the same terms are used in the rest of the PP.

ISO/IEC T5408-3" APE_REQ.T.3C: The statement of securily requirements shall identify all opgrations on the
security requirements.

8.8.1.314 Work unit APE_REQ.1-4

The evialuator shall check that the statement of security requirements identifies @ll~operations pn the security
requirgments.

The evaluator determines that all operations are identified in each SFRor*"SAR where such an operation is
used. This includes both completed operations and uncompleted operations. Identification mgy be achieved
by typegraphical distinctions, or by explicit identification in the surraunding text, or by any other distinctive
means
ISO/IELC 15408-3 APE_REQ.1.4C: All operations shall be pérformed correctly.
8.8.1.315 Work unit APE_REQ.1-5

The eyaluator shall examine the statement of(security requirements to determine that all assignment
operatipns are performed correctly.

Guidarice on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7,|Operations.
8.8.1.316 Work unit APE_REQ.1-6

The evaluator shall examine the-statement of security requirements to determine that all iteralion operations
are pefformed correctly.

Guidarice on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7,|Operations.

8.8.1.317 Workunit APE_REQ.1-7

The evialuatorsshall examine the statement of security requirements to determine that all selecjion operations
are perlformed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
8.8.1.3.8 Work unit APE_REQ.1-8

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 APE_REQ.1.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.
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8.8.1.3.9 Work unit APE_REQ.1-9

The evaluator shall examine the statement of security requirements to determine that each dependency of the
security requirements is either satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one that is hierarchical to it) within
the statement of security requirements. The component used to satisfy the dependency should, if necessary,

be modified by operations to ensure that it actually satisfies that dependency.

A justification t

hat a dependency is not met should address either:

a) whythed
that the d
justificatio
dependen

b)

ISO/IEC 15408
8.8.1.310 W
The evaluator
The evaluator
The evaluator
of developer ¢

etc., that thesg

Some possible

bpendency IS not necessary or useftul, in which case no further information Is required;, or

h should describe how the security objectives for the operational environmgnt“addre
Cy.

brk unit APE_REQ.1-10

shall examine the statement of security requirements to determine that it is internally con
Hetermines that the combined set of all SFRs and SARs_is internally consistent.
determines that on all occasions where different se€urity requirements apply to the sam
vidence, events, operations, data, tests to be performed etc. or to “all objects”, “all sU

requirements do not conflict.

conflicts are:

-3 APE_REQ.1.6C: The statement of security requirements shall be internally consistent.

ppendency has been addressed by the operational environment of the TOE, in which case the

ss this

sistent.

e types
bjects”

an extend
another e

a) bd SAR specifying that the design 6f*a certain cryptographic algorithm is to be kept secr

tended SAR specifying an open<seurce review;

et, and

b) FAU_GEN
access co
some acti

to see an

Subset
ng that
pe able

.1 Audit data generation-specifying that subject identity is to be logged, FDP_ACC.1
htrol specifying who has access to these logs, and FPR_UNO.1 Unobservability specifyi
bns of subjects should be unobservable to other subjects. If the subject that should not
activity may access 1ogs of this activity, these SFRs conflict;

FDP_RIP,
and FDP |
that is nesd

1 Subset residual information protection specifying deletion of information no longer needed,
ROL.1 Basic-rollback specifying that a TOE may return to a previous state. If the infoymation
ded for.the rollback to the previous state has been deleted, these requirements conflict;

d) Multiple it

rations of FDP_ACC.1 Subset access control especially where some iterations cover thé same
subjects, &mmmmmmm&mmmmummw on an

object, while another access control SFR does not allow this, these requirements conflict.

8.8.2 Evaluation of sub-activity (APE_REQ.2)
8.8.2.1  Objectives

The objective of this sub-activity is to determine whether the SFRs and SARs are clear, unambiguous and
well-defined, whether they are internally consistent, and whether the SFRs meet the security objectives of the
TOE.
8.8.2.2 Input

The evaluation evidence for this sub-activity is:
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the PP.

Action APE_REQ.2.1E

ISO/IEC 15408-3 APE_REQ.2.1C: The statement of security requirements shall describe the SFRs and the
SARs.

8.8.2.3.1  Work unit APE_REQ.2-1

The evaluator shall check that the statement of security requirements describes the SFRs.

The evaluator determines that each SFR is identified by one of the following means:

a) by
b) by
c) by
d) by

co
e) by
Itis no
8.8.2.3
The ey
The ey
a) by
b) by
c) by
d) by

co
e) by
Itis no
ISO/IE

reference to an individual component in ISO/IEC 15408-2;
reference to an extended component in the extended components definition ofithe’PP;
reference to an individual component in a PP that the PP claims to be conformant with;

reference to an individual component in a security requirements/paekage that the P
hformant with;

reproduction in the PP.

required to use the same means of identification for alkSFRs.

2 Work unit APE_REQ.2-2

pluator shall check that the statement of security requirements describes the SARs.
bluator determines that each SAR is identified by one of the following means:

reference to an individual component in ISO/IEC 15408-3;

reference to an extended component in the extended components definition of the PP;
reference to an individual Component in a PP that the PP claims to be conformant with;

reference to an.individual component in a security requirements package that the P
hformant with;

reproduction-in the PP.

required to use the same means of identification for all SARs.
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P claims to be

P claims to be

N & Lo 4 ' ik hbraro s sk &
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other terms that are used in the SFRs and the SARs shall be defined.

8.8.2.3.3 Work unit APE_REQ.2-3

al entities and

The evaluator shall examine the PP to determine that all subjects, objects, operations, security attributes,
external entities and other terms that are used in the SFRs and the SARs are defined.

The evaluator determines that the PP defines all:

(types of) subjects and objects that are used in the SFRs;
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e (types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible
values that these attributes may take and any relations between these values (e.g. top_secret is “higher”
than secret);

e (types of) operations that are used in the SFRs, including the effects of these operations;
e (types of) external entities in the SFRs;

e other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not
immediately clear, or are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur duq to the introduction of vague terms. This work unit should not be taken into extremes, by [forcing
the PP writer fo define every single word. The general audience of a set of security requirements. should be
assumed to hgve a reasonable knowledge of IT, security and “Evaluation criteria for IT security”(

All of the abovg may be presented in groups, classes, roles, types or other groupings or characterisatigns that
allow easy understanding.

The evaluator [is reminded that these lists and definitions do not have to be partfithe statement of §ecurity
requirements, |but may be placed (in part or in whole) in different subclauses. This may be especially
applicable if the same terms are used in the rest of the PP.

ISO/IEC 15408-3 APE_REQ.2.3C: The statement of security requirements shall identify all operations|on the
security requirements.

8.8.2.3.4 Woprk unit APE_REQ.2-4

The evaluator [shall check that the statement of security requirements identifies all operations on the gecurity
requirements.

The evaluator |[determines that all operations are idéntified in each SFR or SAR where such an operation is
used. This includes both completed operations and uncompleted operations. Identification may be ag¢hieved
by typographigal distinctions, or by explicit idéntification in the surrounding text, or by any other disfinctive
means.
ISO/IEC 15408-3 APE_REQ.2.4C: All operations shall be performed correctly.
8.8.2.3.5 Woprk unit APE_REQ.2-5

The evaluator| shall examine the statement of security requirements to determine that all assignment
operations are|performed-Correcitly.

Guidance on the carrect performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

8.8.2.3.6 WorkunitAPEREQ:2-6

The evaluator shall examine the statement of security requirements to determine that all iteration operations
are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
8.8.2.3.7 Work unit APE_REQ.2-7

The evaluator shall examine the statement of security requirements to determine that all selection operations
are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
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8.8.2.3.8 Work unit APE_REQ.2-8

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 APE_REQ.2.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.

8.8.2.3.9 Work unit APE_REQ.2-9

The evpluator shall examine the statement of security requirements to determine that each depgndency of the
security requirements is either satisfied, or that the security requirements rationale justifi€s,the dependency
not beihg satisfied.

A depgndency is satisfied by the inclusion of the relevant component (or one that.is<hierarchigal to it) within

the stafement of security requirements. The component used to satisfy the dependency should, if necessary,

be modified by operations to ensure that it actually satisfies that dependency,

A justiflcation that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case nofurther information is reqyired; or

b) that the dependency has been addressed by the operational environment of the TOE, in which case the
jusgtification should describe how the security objectives for the operational environmer|t address this

dependency.

ISO/IELC 15408-3 APE_REQ.2.6C: The security requirements rationale shall trace each SHR back to the
security objectives for the TOE.

8.8.2.3110 Work unit APE_REQ.2-10

The eyaluator shall check that the sécurity requirements rationale traces each SFR back {o the security
objectiyes for the TOE.

The evpluator determines that each SFR is traced back to at least one security objective for the [TOE.

Failure|to trace implies that)either the security requirements rationale is incomplete, the security objectives for
the TOE are incomplete, or the SFR has no useful purpose.

ISO/IELC 15408-3°APE_REQ.2.7C: The security requirements rationale shall demonstrate that the SFRs meet
all securrity objectives for the TOE.

8.8.2.3111/ Work unit APE_REQ.2-11

The evaluator shall examine the security requirements rationale to determine that for each security objective
for the TOE it justifies that the SFRs are suitable to meet that security objective for the TOE.

If no SFRs trace back to the security objective for the TOE, the evaluator action related to this work unit is
assigned a fail verdict.

The evaluator determines that the justification for a security objective for the TOE demonstrates that the SFRs
are sufficient: if all SFRs that trace back to the objective are satisfied, the security objective for the TOE is
achieved.

If the SFRs that trace back to a security objective for the TOE have any uncompleted assignments, or

uncompleted or restricted selections, the evaluator determines that for every conceivable completion or
combination of completions of these operations, the security objective is still met.
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The evaluator also determines that each SFR that traces back to a security objective for the TOE is
necessary: when the SFR is satisfied, it actually contributes to achieving the security objective.

Note that the tracings from SFRs to security objectives for the TOE provided in the security requirements
rationale may be a part of the justification, but do not constitute a justification by themselves.

ISO/IEC 15408-3 APE_REQ.2.8C: The security requirements rationale shall explain why the SARs were
chosen.

8.8.2.3.12 Work unit APE_REQ.2-12

The evaluator shall check that the security requirements rationale explains why the SARs were chosen.

The evaluator s reminded that any explanation is correct, as long as it is coherent and neither the SAIRS nor
the explanatiop have obvious inconsistencies with the remainder of the PP.

An example of an obvious inconsistency between the SARs and the remainder of the PR would be fo have
threat agents that are very capable, but an AVA_VAN SAR that does not protect against these threat agents.

ISO/IEC 15408-3 APE_REQ.2.9C: The statement of security requirements shall be jnternally consistent.
8.8.2.3.13 Woprk unit APE_REQ.2-13
The evaluator ghall examine the statement of security requirements to determine that it is internally consistent.
The evaluator fletermines that the combined set of all SFRs and SARSs is internally consistent.
The evaluator determines that on all occasions where different'security requirements apply to the same types
of developer gvidence, events, operations, data, tests to be performed etc. or to “all objects”, “all sybjects”
etc., that thesd requirements do not conflict.

Some possiblg conflicts are:

a) an extendpd SAR specifying that the design-of a certain cryptographic algorithm is to be kept secret, and
another extended SAR specifying an open source review;

b) FAU_GEN.1 Audit data generation“specifying that subject identity is to be logged, FDP_ACC.1 [Subset
access coptrol specifying who.has access to these logs, and FPR_UNO.1 Unobservability specifyjng that
some actipns of subjects should be unobservable to other subjects. If the subject that should not be able
to see an pctivity may access logs of this activity, these SFRs conflict;

c) FDP_RIPJ1 Subset residual information protection specifying deletion of information no longer needed,
and FDP_|ROL.1Basic rollback specifying that a TOE may return to a previous state. If the infoymation
that is neqded forthe rollback to the previous state has been deleted, these requirements conflict;

d) Multiple itére S - P same
subjects, objects or operatlons If one access control SFR aIIows a subject to perform an operatlon on an
object, while another access control SFR does not allow this, these requirements conflict.

9 Class ASE: Security Target evaluation

9.1 Introduction

This Clause describes the evaluation of an ST. The ST evaluation should be started prior to any TOE
evaluation sub-activities since the ST provides the basis and context to perform these sub-activities. The

evaluation methodology in this subclause is based on the requirements on the ST as specified in ISO/IEC
15408-3 class ASE.
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This Clause should be used in conjunction with Annexes A, B and C in ISO/IEC 15408-1, as these Annexes
clarify the concepts here and provide many examples.

9.2 Application notes

9.2.1 Re-using the evaluation results of certified PPs

While evaluating an ST that is based on one or more certified PPs, it may be possible to re-use the fact that
these PPs were certified. The potential for re-use of the result of a certified PP is greater if the ST does not

add threats, OSPs, assumptions, security objectives and/or security requirements to those of the PP. If the ST
contains much more than the certified PP, re-use may not be useful at all.

The evaluator is allowed to re-use the PP evaluation results by doing certain analyses only paptially or not at
all if these analyses or parts thereof were already done as part of the PP evaluation. While’|[doing this, the
evaluator should assume that the analyses in the PP were performed correctly.

An example would be where the PP contains a set of security requirements, and these were ddtermined to be
internally consistent during the PP evaluation. If the ST uses the exact same réquirements, the consistency
analysis does not have to be repeated during the ST evaluation. If the ST adds one or more rgquirements, or
performs operations on these requirements, the analysis will have to be-repeated. Howeyer, it may be
possible to save work in this consistency analysis by using the fact that the eriginal requirements are internally
consistent. If the original requirements are internally consistent, the evaluator only has to deternmine that:

a) the set of all new and/or changed requirements is internally consistent, and

b) the set of all new and/or changed requirements is congistent with the original requirements.
The evpluator notes in the ETR each case where analyses are not done or only partially done fqr this reason.
9.3 ST introduction (ASE_INT)

9.3.1 |Evaluation of sub-activity (ASE_INT.A1)
9.3.1.1] Objectives

The objective of this sub-activityisito determine whether the ST and the TOE are correctly identified, whether
the TOE is correctly described-in"a narrative way at three levels of abstraction (TOE reference,[TOE overview
and TQE description), and whether these three descriptions are consistent with each other.
9.3.1.2 Input

The evpluation evidence for this sub-activity is:

a) the ST(

9.3.1.3—AectionrASEINT-1HAE

ISO/IEC 15408-3 ASE_INT.1.1C: The ST introduction shall contain an ST reference, a TOE reference, a TOE
overview and a TOE description.

9.3.1.3.1  Work unit ASE_INT.1-1

The evaluator shall check that the ST introduction contains an ST reference, a TOE reference, a TOE
overview and a TOE description.

ISO/IEC 15408-3 ASE_INT.1.2C: The ST reference shall uniquely identify the ST.
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9.3.1.3.2

Work unit ASE_INT.1-2

The evaluator shall examine the ST reference to determine that it uniquely identifies the ST.

The evaluator determines that the ST reference identifies the ST itself, so that it may be easily distinguished
from other STs, and that it also uniquely identifies each version of the ST, e.g. by including a version number
and/or a date of publication.

In evaluations where a CM system is provided, the evaluator may validate the uniqueness of the reference by
checking the configuration list. In the other cases, the ST should have some referencing system that is

capable of sup

porting unique references (e.g. use of numbers, letters or dates).

ISO/IEC 1540
9.3.1.3.3 W
The evaluator

The evaluator
refers, and tha

date of releasd.

93134 W
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If the TOE is

However, this
evaluated, yet

-3 ASE_INT.1.3C: The TOE reference shall identify the TOE.

brk unit ASE_INT.1-3

5hall examine the TOE reference to determine that it identifies the TOE.

determines that the TOE reference identifies the TOE, so that it is clear'to which TOE
t it also identifies the version of the TOE, e.g. by including a version/release/build numb
brk unit ASE_INT.1-4

shall examine the TOE reference to determine that it is ot misleading.

should not be used to mislead consumers: situations where only a small part of a prg
the TOE reference does not reflect this, are not allowed.

the ST
Br, or a

elated to one or more well-known products, it is allowed to reflect this in the TOE ref¢rence.

duct is

ISO/IEC 15408-3 ASE_INT.1.4C: The TOE overview shall summarise the usage and major security fe¢atures

of the TOE.

93135 W

The evaluator
features of the

The TOE over
the TOE. The
be suitable for

The TOE over
composed TO

brk unit ASE_INT.1-5

shall examine the TOE overview to determine that it describes the usage and major s
TOE.

[TOE overview should enable potential consumers to quickly determine whether the TG
their security.needs.

E, rather than those of the individual component TOEs.

The evaluator

ecurity

view should briefly (i.e. several paragraphs) describe the usage and major security features of

E may

iew in @n_8T for a composed TOE should describe the usage and major security featurg of the

hem a

determines that the overview is clear enouah for consumers and sufficient to aive
) T )

general understanding of the intended usage and major security features of the TOE.

ISO/IEC 15408-3 ASE_INT.1.5C: The TOE overview shall identify the TOE type.

9.3.1.3.6

Work unit ASE_INT.1-6

The evaluator shall check that the TOE overview identifies the TOE type.

9.3.1.3.7

Work unit ASE_INT.1-7

The evaluator shall examine the TOE overview to determine that the TOE type is not misleading.
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There are situations where the general consumer would expect certain functionality of the TOE because of its
TOE type. If this functionality is absent in the TOE, the evaluator determines that the TOE overview
adequately discusses this absence.

There are also TOEs where the general consumer would expect that the TOE should be able to operate in a
certain operational environment because of its TOE type. If the TOE is unable to operate in such an
operational environment, the evaluator determines that the TOE overview adequately discusses this.

ISO/IEC 15408-3 ASE_INT.1.6C: The TOE overview shall identify any non-TOE hardware/software/firmware

require

9.3.1.3

d by the TOE.

.8  Work unit ASE_INT.1-8
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re, software or firmware to operate. If the TOE does not require any hardware, softwa
rk unit is not applicable and therefore considered to be satisfied.
aluator determines that the TOE overview identifies any additionalvhardware, software
by the TOE to operate. This identification does not have to. be) exhaustive, but detai
bl consumers of the TOE to determine whether their current\hardware, software and fir
he TOE, and, if this is not the case, which additional hardware, software and/or firmware|
C 15408-3 ASE_INT.1.7C: The TOE description shall\describe the physical scope of the
9 Work unit ASE_INT.1-9
pluator shall examine the TOE description ;to~determine that it describes the physical sco
aluator determines that the TOE desgription lists the hardware, firmware, software and
hstitute the TOE and describes them at a level of detail that is sufficient to give the re
fanding of those parts.

aluator also determinesthat there is no possible misunderstanding as to whether
e, software or guidance part is part of the TOE or not.

C 15408-3 ASE_INT}1.8C: The TOE description shall describe the logical scope of the T
10 Work unit. ASE_INT.1-10

bluator shall examine the TOE description to determine that it describes the logical scopsd

at a ledelof detail that is sufficient to give the reader a general understanding of those features |
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aldator determines that the TOE description discusses the logical security features offer|

The evaluator also determines that there is no possible misunderstanding as to whether any logical security
feature is offered by the TOE or not.

An ST for a composed TOE may refer out to the description of the logical scope of the component TOEs,
provided in the component TOE STs to provide the majority of this description for the composed TOE.
However, the evaluator determines that the composed TOE ST clearly discusses which features of the
individual components are not within the composed TOE, and therefore not a feature of the composed TOE.
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9.3.1.4

9.3.1.41

Action ASE_INT.1.2E

Work unit ASE_INT.1-11

The evaluator shall examine the TOE reference, TOE overview and TOE description to determine that they
are consistent with each other.

9.4 Conformance claims (ASE_CCL)

9.4.1

9.4.1.1

Evaluation of sub-activity (ASE_CCL.1)

Objectives

The objective
how the ST an

9.4.1.2

The evaluation

Inpuit

Of this sub-activity is to determine the validity of various conformance claims. These)d
d the TOE conform to ISO/IEC 15408 and how the ST conforms to PPs and packages.

evidence for this sub-activity is:

a) the ST;

b) the PP(s) that the ST claims conformance to;

c) the package(s) that the ST claims conformance to.
9.41.3 Action ASE_CCL.1.1E
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nglish version of ISO/IEC 15408 was used, the language of the version of ISO/IEC 154
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different major releases of ISO/IEC 15408 (e.g. one component TOE conformance claim is ISO/IEC 15408
v2.x and the other component TOE conformance claim is ISO/IEC 15408 v3.x), the conformance claim for the
composed TOE will be the earlier release of ISO/IEC 15408, as ISO/IEC 15408 is developed with an aim to
provide backwards compatibility (although this may not be achieved in the strictest sense, it is understood to
be achieved in principle).

ISO/IEC 15408-3 ASE_CCL.1.2C: ISO/IEC 15408 conformance claim shall describe the conformance of the
ST to ISO/IEC 15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.
9.4.1.3.2 Work unit ASE_CCL.1-2

The evaluator shall check that ISO/IEC 15408 conformance claim states a claim of either ISO/IEC 15408-2
conformant or ISO/IEC 15408-2 extended for the ST.
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For a composed TOE, the evaluator will consider whether this claim is consistent not only with ISO/IEC
15408-2, but also with the claims of conformance to ISO/IEC 15408-2 by each of the component TOEs. l.e. if
one or more component TOEs claims to be ISO/IEC 15408-2 extended, then the composed TOE should also
claim to be ISO/IEC 15408-2 extended.

ISO/IEC 15408 conformance claim for the composed TOE may be ISO/IEC 15408-2 extended, even though
the component TOEs are Part 2 conformant, in the event that additional SFRs are claimed for the base TOE
(see composed TOE guidance for ASE_CCL.1.6C).

ISO/IEC 15408-3 ASE_CCL.1.3C: ISO/IEC 15408 conformance claim shall describe the conformance of the
ST to ISO/IEC 15408-3 as either ISO/IEC 15408-3 conformant or ISO/IEC 15408-3 extended.

9.4.1.3[3 Work unit ASE_CCL.T-3

The evaluator shall check that ISO/IEC 15408 conformance claim states a claim of either ISQ/IEC 15408-3
conformant or ISO/IEC 15408-3 extended for the ST.

ISO/IEC 15408-3 ASE_CCL.1.4C: ISO/IEC 15408 conformance claim shall be @onsistent with the extended
compohents definition.

9.4.1.314 Work unit ASE_CCL.1-4

The evaluator shall examine ISO/IEC 15408 conformance claim forlSO/IEC 15408-2 to detefmine that it is
consisirnt with the extended components definition.

If ISO/IEC 15408 conformance claim contains ISO/IEC 1540852 conformant, the evaluator detefmines that the
extendpd components definition does not define functional*Components.

If ISO/[EC 15408 conformance claim contains ISO/IEC 15408-2 extended, the evaluator detefmines that the
extendpd components definition defines at least oneextended functional component.

9.4.1.3(5 Work unit ASE_CCL.1-5

The eValuator shall examine ISO/IEC 15408 conformance claim for ISO/IEC 15408-3 to detefmine that it is
consis]ent with the extended components definition.

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-3 conformant, the evaluator detefmines that the
extendpd components definition' does not define assurance components.

If ISO/|EC 15408 confermance claim contains ISO/IEC 15408-3 extended, the evaluator detefmines that the
extendpd components.definition defines at least one extended assurance component.

ISO/IEC 15408-3) ASE_CCL.1.5C: The conformance claim shall identify all PPs and securify requirement
packages to-which the ST claims conformance.

9.4.1.3l6 Work unit ASE_CClL 1-6

The evaluator shall check that the conformance claim contains a PP claim that identifies all PPs for which the
ST claims conformance.

If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be
satisfied.

The evaluator determines that any referenced PPs are unambiguously identified (e.g. by title and version
number, or by the identification included in the introduction of that PP).

The evaluator is reminded that claims of partial conformance to a PP are not permitted. Therefore,

conformance to a PP requiring a composite solution may be claimed in an ST for a composed TOE.
Conformance to such a PP would not have been possible during the evaluation of the component TOEs, as
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these components would not have satisfied the composed solution. This is only possible in the instances
where the “composite” PP permits use of the composition evaluation approach (use of ACO components).

The ST for a composed TOE will identify the STs of the component TOEs from which the composed ST is
comprised. The composed TOE is essentially claiming conformance to the STs of the component TOEs.

9.4.1.3.7

Work unit ASE_CCL.1-7

The evaluator shall check that the conformance claim contains a package claim that identifies all packages to
which the ST claims conformance.

If the ST does not claim conformance to a package, this work unit is not applicable and therefore considered

to be satisfied.
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B-3 ASE_CCL.1.6C: The conformance claim shall describe~any conformance of the S
her package-conformant or package-augmented.

brk unit ASE_CCL.1-8

shall check that, for each identified package, the conformance claim states a claim o
conformant or package-name augmented.

not claim conformance to a package, this work unit is not applicable and therefore con

conformance claim contains package-name conformant, the evaluator determines that:

age is an assurance package, then the ST contains all SARs included in the package,
SARs.

age is a functional\package, then the ST contains all SFRs included in the package,
SFRs.

conformanee-claim contains package-name augmented, the evaluator determines that:

agerishan assurance package then the ST contains all SARs included in the package,
hdditional SAR or at least one SAR that is hierarchical to a SAR in the package.

ersion

re also

T to a

[ either

sidered

but no

but no

and at

b)

least one additional SFR or at least one SFR that is hierarchical to a SFR in the package.

If the package is a functional package, then the ST contains all SFRs included in the package, and at

ISO/IEC 15408-3 ASE_CCL.1.7C: The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PPs for which conformance is being claimed.

9.4.1.3.9

Work unit ASE_CCL.1-9

The evaluator shall examine the conformance claim rationale to determine that the TOE type of the TOE is

consistent with

all TOE types of the PPs.

If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be

satisfied.
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The relation between the types may be simple: a firewall ST claiming conformance to a firewall PP, or more
complex: a smart card ST claiming conformance to a number of PPs at the same time (a PP for the integrated
circuit, a PP for the smart card OS, and two PPs for two applications on the smart card).

For a composed TOE, the evaluator will determine whether the conformance claim rationale demonstrates
that the TOE types of the component TOEs are consistent with the composed TOE type. This does not mean
that both the component and the composed TOE types have to be the same, but rather that the component
TOEs are suitable for integration to provide the composed TOE. It should be made clear in the composed
TOE ST which SFRs are only included as a result of composition, and were not examined as SFRs in the
base and dependent TOE (e.g. EALX) evaluation.

ISO/IEC 15408-3 ASE_CCL.1.8C: The conformance claim rationale shall demonstrate that the statement of

the sedurity problem definition 1S consistent with the Statement of the security problem deftinition in the PPs for
which ¢onformance is being claimed.

9.4.1.3110 Work unit ASE_CCL.1-10

The evyaluator shall examine the conformance claim rationale to determine that’it demonsjrates that the
statempnt of security problem definition is consistent, as defined by the conformance statement of the PP,
with the¢ statements of security problem definition stated in the PPs to which cohformance is being claimed.

If the §T does not claim conformance with a PP, this work unit is not(applicable and thereford considered to
be satigfied.

If the PP does not have a statement of security problem definition, this work unit is not @applicable and
therefare considered to be satisfied.

If strict

conformance is required by the PP to which _econformance is being claimed no conf

brmance claim

rationale is required. Instead, the evaluator determines'whether:

a) the threats in the ST are a superset of or identical to the threats in the PP to which conformhance is being
clgimed;

b) thé OSPs in the ST are a superset'of or identical to the OSPs in the PP to which conformance is being
clgimed;

c) the assumptions in the SThare identical to the assumptions in the PP to which conformpance is being
clgimed.

If demé@nstrable confortnance is required by the PP, the evaluator examines the conformance glaim rationale

to detgrmine that it.demonstrates that the statement of security problem definition of the ST i

more

claimed.

For guidance’on “equivalent or more restrictive” see ISO/IEC 15408-1 Annex D, PP conformang

5 equivalent or

strictive than the statement of security problem definition in the PP to which conformpance is being

e.

For a composed TOE, the evaluator will consider whether the security problem definition of the composed
TOE is consistent with that specified in the STs for the component TOEs. This is determined in terms of
demonstrable conformance. In particular, the evaluator examines the conformance claim rationale to
determine that:

a) threat statements and OSPs in the composed TOE ST do not contradict those from the component STs.

b) any assumptions made in the component STs are upheld in the composed TOE ST. That is, either the
assumption should also be present in the composed ST, or the assumption should be positively
addressed in the composed ST. The assumption may be positively addressed through specification of
requirements in the composed TOE to provide functionality fulfiling the concern captured in the
assumption.
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ISO/IEC 15408-3 ASE_CCL.1.9C: The conformance claim rationale shall demonstrate that the statement of
security objectives is consistent with the statement of security objectives in the PPs for which conformance is
being claimed.

9.4.1.3.11 Work unit ASE_CCL.1-11
The evaluator shall examine the conformance claim rationale to determine that the statement of security
objectives is consistent, as defined by the conformance statement of the PP, with the statement of security

objectives in the PPs to which conformance is being claimed.

If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be
satisfied.

If strict conformance is required by the PP, no conformance claim rationale is required. Instead, the evjluator
determines whether:

e The ST cqgntains all security objectives for the TOE of the PP to which conformance\is being claimed.
Note that if is allowed for the ST under evaluation to have additional security objectives for the TOE

e The ST contains exactly all security objectives for the operational environment,(with one exception in the
next bullet). Note that it is not allowed for the ST under evaluation to have‘\additional security objectives
for the opdrational environment;

e The ST may specify that certain objectives for the operational enviranment in the PP that conformance is
being clairhed to are security objectives for the TOE in the ST. This is a valid exception to the pfevious
bullet.

If demonstrable conformance is required by the PP to which“conformance is being claimed, the evaluator
examines the jconformance claim rationale to determine that'it demonstrates that the statement of gecurity
objectives of the ST is equivalent or more restrictive than the statement of security objectives in thg PP to
which conformpnce is being claimed.

For guidance gn “equivalent or more restrictive” seée ISO/IEC 15408-1 Annex D, PP conformance.

For a composéd TOE, the evaluator will consider whether the security objectives of the composed TDE are
consistent with that specified in the STs/for.the component TOEs. This is determined in terms of demorjstrable
conformance. |n particular, the evaluator-examines the conformance claim rationale to determine that:

a) The statement of security_objectives in the dependent TOE ST relevant to any IT in the opefational
environmgnt are consistent with the statement of security objectives for the TOE in the base TOE $T. It is
not expected that the statéement of security objectives for the environment within in the dependept TOE
ST will coyer all aspéets of the statement of security objectives for the TOE in the base TOE ST.

b) The statement of. security objectives in the composed ST is consistent with the statements of gecurity
objectives|inthe"STs for the component TOEs.

If demonstrable conformance is required by the PP, the evaluator examines the conformance claim rationale
to determine that it demonstrates that the statement of security objectives of the ST is at least equivalent to
the statement of security objectives in the PP, or component TOE ST in the case of a composed TOE ST.

ISO/IEC 15408-3 ASE_CCL.1.10C: The conformance claim rationale shall demonstrate that the statement of
security requirements is consistent with the statement of security requirements in the PPs for which
conformance is being claimed.

9.4.1.3.12 Work unit ASE_CCL.1-12

The evaluator shall examine the ST to determine that it is consistent, as defined by the conformance
statement of the PP, with all security requirements in the PPs for which conformance is being claimed.
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If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be
satisfied.

If strict conformance is required by the PP to which conformance is being claimed, no conformance claim
rationale is required. Instead, the evaluator determines whether the statement of security requirements in the
ST is a superset of or identical to the statement of security requirements in the PP to which conformance is
being claimed (for strict conformance).

If demonstrable conformance is required by the PP to which conformance is being claimed, the evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement of security
requirements of the ST is equivalent or more restrictive than the statement of security requirements in the PP
to which conformance is being claimed.

For guidance on “equivalent or more restrictive” see ISO/IEC 15408-1 Annex D, PP conformande.
For a gomposed TOE, the evaluator will consider whether the security requirements of the’ composed TOE are
consistent with that specified in the STs for the component TOEs. This is determined in‘terms of demonstrable
conformance. In particular, the evaluator examines the conformance rationale to determine that

a) The statement of security requirements in the dependent TOE ST relevant to any IT in the operational
ironment is consistent with the statement of security requirements.fer the TOE in the base TOE ST. It
is jhot expected that the statement of security requirements for the Jenvironment within in the dependent
TQE ST will cover all aspects of the statement of security requitéments for the TOE in the |base TOE ST,
as| some SFRs may need to be added to the statement of sécurity requirements in the cpmposed TOE
ST. However, the statement of security requirements in’the” base should support the operation of the
dependent component.
b) THe statement of security objectives in the dependent TOE ST relevant to any IT in the operational
ironment is consistent with the statement of _security requirements for the TOE in the base TOE ST. It
is hot expected that the statement of securityobjectives for the environment within in the dependent TOE
ST will cover all aspects of the statement of security requirements for the TOE in the base TOE ST.

THe statement of security requirements in the composed is consistent with the stateme
requirements in the STs for the comiponent TOEs.

nts of security

the evaluator
ent of security
in the PP, or

ecurity problem definition (ASE_SPD)
Evaluation of sub-activity (ASE_SPD.1)

Objectives

The objective of this sub-activity is to determine that the security problem intended to be addressed by the
TOE and its operational environment is clearly defined.

9.51.2 Input

The evaluation evidence for this sub-activity is:
a) the ST.
9.5.1.3 Action ASE_SPD.1.1E

ISO/IEC 15408-3 ASE_SPD.1.1C: The security problem definition shall describe the threats.
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9.5.1.3.1

Work unit ASE_SPD.1-1

The evaluator shall check that the security problem definition describes the threats.

If all security objectives are derived from assumptions and/or OSPs only, the statement of threats need not be
present in the ST. In this case, this work unit is not applicable and therefore considered to be satisfied.

The evaluator determines that the security problem definition describes the threats that must be countered by

the TOE and/o

r operational environment.

ISO/IEC 15408-3 ASE_SPD.1.2C: All threats shall be described in terms of a threat agent, an asset, and an

adverse action

95132 W

The evaluator
of a threat age

If all security o
present in the

Threat agents
ISO/IEC 15408
95133 W

The evaluator

If all security o
In this case, th

The evaluator
by the TOE an

The evaluator
understandabl
them.

brk unit ASE_SPD.1-2

ht, an asset, and an adverse action.

bjectives are derived from assumptions and/or OSPs only, the statement of threats need
5T. In this case, this work unit is not applicable and therefore considered to be satisfied.

-3 ASE_SPD.1.3C: The security problem definition shall describe the OSPs.
brk unit ASE_SPD.1-3
shall check that the security problem definition describes the OSPs.

bjectives are derived from assumptions and threats only, OSPs need not be present in {
s work unit is not applicable and therefore considered to be satisfied.

Hetermines that OSP statements are*made in terms of rules or guidelines that must be fq
d/or its operational environment:

determines that each OSPis explained and/or interpreted in sufficient detail to make it
b a clear presentation of policy statements is necessary to permit tracing security objec

ISO/IEC 15408-3 ASE_SPD.1.4C: The security problem definition shall describe the assumptions ab

operational en
95134 W

The evaluator

ironment ofthe TOE.

brk unit ASE_SPD.1-4

shall examine the security problem definition to determine that all threats are déscribed ip terms

not be

may be further described by aspects such as expertise, resource, opportunity, and motivation.

he ST.

llowed

clearly
ives to

put the

hptions

about the oper

If there are no

shall"examine the security problem definition to determine that it describes the assur
m@nmm‘m i O

assumptions, this work unit is not applicable and is therefore considered to be satisfied.

The evaluator determines that each assumption about the operational environment of the TOE is explained in
sufficient detail to enable consumers to determine that their operational environment matches the assumption.
If the assumptions are not clearly understood, the end result may be that the TOE is used in an operational

environment in

46

which it will not function in a secure manner.
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9.6 Security objectives (ASE_OBJ)

9.6.1

9.6.1.1

Evaluation of sub-activity (ASE_OBJ.1)

Objectives

The objective of this sub-activity is to determine whether the security objectives for the operational
environment are clearly defined.

9.6.1.2 Input

The evaluation evidence for this sub-activity is:

a) thl ST.

9.6.1.3] Action ASE_OBJ.1.1E

ISO/IELC 15408-3 ASE_OBJ.1.1C: The statement of security objectives shall dgscribe the sec
for the loperational environment.

9.6.1.311 Work unit ASE_OBJ.1-1

The eyaluator shall check that the statement of security objectives“defines the security obj
operatipnal environment.

The evpluator checks that the security objectives for the operational environment are identified.
9.6.2 |Evaluation of sub-activity (ASE_OBJ.2)

9.6.2.1 Objectives

The ohjective of this sub-activity is to determine whether the security objectives adequately 3

addres
operati

9.6.2.2

The ey

a) the ST.

9.6.2.3

ISO/IE
for the

5 the security problem definition. and that the division of this problem between thg
pnal environment is clearly defined.

Input

aluation evidence for.this sub-activity is:

Action'ASE_OBJ.2.1E

C 15408-3 ASE_OBJ.2.1C: The statement of security objectives shall describe the sec
T.OE-and the security objectives for the operational environment.

irity objectives

betives for the

nd completely
TOE and its

Urity objectives

9.6.2.3

.1 Work unit ASE_OBJ.2-1

The evaluator shall check that the statement of security objectives defines the security objectives for the TOE
and the security objectives for the operational environment.

The evaluator checks that both categories of security objectives are clearly identified and separated from the
other category.

ISO/IEC 15408-3 ASE_OBJ.2.2C: The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs enforced by that security objective.
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9.6.2.3.2

Work unit ASE_OBJ.2-2

The evaluator shall check that the security objectives rationale traces all security objectives for the TOE back
to threats countered by the objectives and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a combination of threats and OSPs,
but it must trace back to at least one threat or OSP.

Failure to trace implies that either the security objectives rationale is incomplete, the security problem
definition is incomplete, or the security objective for the TOE has no useful purpose.

ISO/IEC 15408-3 ASE_OBJ.2.3C: The security objectives rationale shall trace each security objective for the

operational en|
objective, and

Vironment back to threats countered by that security objective, OSPs enforced by that
pssumptions upheld by that security objective.

ecurity

9.6.2.3.3 Wprk unit ASE_OBJ.2-3
The evaluator] shall check that the security objectives rationale traces the securityy-objectives for the
operational enyvironment back to threats countered by that security objective, to.OSPs enforced by that

security object

Each security
combination o
assumption.

Failure to trag
definition is ind

ve, and to assumptions upheld by that security objective.
bbjective for the operational environment may trace back to threats, OSPs, assumptiorn

f threats, OSPs and/or assumptions, but it must trace back“to at least one threat, (

e implies that either the security objectives ratiofale is incomplete, the security p
omplete, or the security objective for the operationakenvironment has no useful purpose.

s, ora
DSP or

roblem

ISO/IEC 1540
objectives cou

q

J

8-3 ASE_OBJ.2.4C: The security objectives “rationale shall demonstrate that the
nter all threats.

ecurity

9.6.2.3.4 Woprk unit ASE_OBJ.2-4

The evaluator at that

the security ob

shall examine the security objectives rationale to determine that it justifies for each thre
ectives are suitable to counterithat threat.
If no security O d a fail
verdict.

bjectives trace back to the-threat, the evaluator action related to this work unit is assigne

The evaluator hed or

mitigated.

Hetermines thatthe justification for a threat shows whether the threat is removed, diminis

The evaluator
sufficient: if all
diminished, or

determines that the justification for a threat demonstrates that the security objectijes are
security objectives that trace back to the threat are achieved, the threat is removed, sufficiently
the effects of the threat are sufficiently mitigated.

Note that the tracings from security objectives to threats provided in the security objectives rationale may be
part of a justification, but do not constitute a justification by themselves. Even in the case that a security
objective is merely a statement reflecting the intent to prevent a particular threat from being realised, a
justification is required, but this justification may be as minimal as “Security Objective X directly counters
Threat Y”.

The evaluator also determines that each security objective that traces back to a threat is necessary: when the
security objective is achieved it actually contributes to the removal, diminishing or mitigation of that threat.

ISO/IEC 15408-3 ASE_OBJ.2.5C: The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.
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9.6.2.3.5 Work unit ASE_OBJ.2-5

The evaluator shall examine the security objectives rationale to determine that for each OSP it justifies that
the security objectives are suitable to enforce that OSP.

If no security objectives trace back to the OSP, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluator determines that the justification for an OSP demonstrates that the security objectives are
sufficient: if all security objectives that trace back to that OSP are achieved, the OSP is enforced.

The evaluator also determines that each security objective that traces back to an OSP is necessary: when the

securit

Note th
part of
merely|
justificg

objective Is achieved it actually contributes to the enforcement of the OSP.

at the tracings from security objectives to OSPs provided in the security objectives raf
a justification, but do not constitute a justification by themselves. In the case that a'secu
a statement reflecting the intent to enforce a particular OSP, a justification is req
tion may be as minimal as “Security Objective X directly enforces OSP Y™

ionale may be
ity objective is
uired, but this

ISO/IEC 15408-3 ASE_OBJ.2.6C: The security objectives rationale shalldemonstrate thgt the security
objectiyes for the operational environment uphold all assumptions.

9.6.2.316 Work unit ASE_OBJ.2-6

The evaluator shall examine the security objectives rationale to determine that for each assymption for the

operati
enviror

if nos
related

The ey
TOE d
enviror
assum

The ev
an ass

achieved it actually contributes to the operational environment upholding the assumption.

Note th
securit
Even i
assum
uphold

pnal environment it contains an appropriate justification that the security objectives for the operational

ment are suitable to uphold that assumption.

bcurity objectives for the operational environment trace back to the assumption, the e
to this work unit is assigned a fail verdict.

valuator action

aluator determines that the justification for an assumption about the operational envifonment of the

emonstrates that the security objectives are sufficient: if all security objectives for t
ment that trace back to that ‘assumption are achieved, the operational environmer
btion.

aluator also determines, that each security objective for the operational environment that

umption about the operational environment of the TOE is necessary: when the secur

at the tracings:from security objectives for the operational environment to assumptions
objectivesrationale may be a part of a justification, but do not constitute a justification

he operational
t upholds the

traces back to
ty objective is

brovided in the
by themselves.

N the case that a security objective of the operational environment is merely a restatement of an

btions~a-justification is required, but this justification may be as minimal as “Security Obje|
5 Assumption Y”.

ctive X directly

9.7 Extended components definition (ASE_ECD)

9.71

9.71.1

Evaluation of sub-activity (ASE_ECD.1)

Objectives

The objective of this sub-activity is to determine whether extended components have been clearly and
unambiguously defined, and whether they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or ISO/IEC 15408-3 components.

9.71.2

Input

The evaluation evidence for this sub-activity is:
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a) the ST.

9.7.1.3  Action ASE_ECD.1.1E

ISO/IEC 15408-3 ASE_ECD.1.1C: The statement of security requirements shall identify all extended security
requirements.

9.7.1.3.1  Work unit ASE_ECD.1-1

The evaluator shall check that all security requirements in the statement of security requirements that are not
identified as extended requirements are present in ISO/IEC 15408-2 or in ISO/IEC 15408-3.

ISO/IEC 15408-3 ASE_ECD.1.2C: The extended components definition shall define an extended conl

for each exten

9.7132 W

The evaluator
extended secu

If the ST doe
considered to

A single exten
is not necessa

ISO/IEC 1540

9.7133 W

The evaluator
extended com

If the ST doe
considered to

The evaluator

Hed security requirement.
brk unit ASE_ECD.1-2

shall check that the extended components definition defines an extended’¢omponent fq
rity requirement.

5 not contain extended security requirements, this work unit is ‘\not”applicable and th

be satisfied.

'y to repeat this definition for each iteration.

brk unit ASE_ECD.1-3

shall examine the extended componénts definition to determine that it describes ho
bonent fits into the existing ISO/IEC*15408 components, families, and classes.

5 not contain extended security requirements, this work unit is not applicable and th
be satisfied.

Hetermines that each extended component is either:

oonent

r each

brefore

led component may be used to define multiple iterations of-an extended security requirement, it

B-3 ASE_ECD.1.3C: The extended components.définition shall describe how each extended
component is felated to the existing ISO/IEC 15408 components, families, and classes.

v each

brefore

a) amember of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 family, or

b) a membern of a new family defined in the ST.

If the extendefd component is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 famiily, the
evaluator dete ately describes why the extended

component she

rmines that the extended components definition adequ

If the extended component is a member of a new family defined in the ST, the evaluator confirms that the
extended component is not appropriate for an existing family.

If the ST defines new families, the evaluator determines that each new family is either:
a) a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, or
b) a member of a new class defined in the ST.

If the family is a member of an existing ISO/IEC 15408-2 or ISO/IEC 15408-3 class, the evaluator determines

that the extended components definition adequately describes why the family should be a member of that
class and how it relates to other families in that class.
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If the family is a member of a new class defined in the ST, the evaluator confirms that the family is not
appropriate for an existing class.

9.7.1.3.4 Work unit ASE_ECD.1-4

The evaluator shall examine the extended components definition to determine that each definition of an
extended component identifies all applicable dependencies of that component.

If the ST does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

The evaluator confirms that no applicable dependencies have been overlooked by the ST author.

ISO/IEC 15408-3 ASE_ECD.1.4C: The extended components definition shall use the existing”{SO/IEC 15408
compohents, families, classes, and methodology as a model for presentation.

9.7.1.3{5 Work unit ASE_ECD.1-5

The evaluator shall examine the extended components definition to determine that each exterjded functional
compohent uses the existing ISO/IEC 15408-2 components as a model forpresentation.

If the $T does not contain extended SFRs, this work unit is not applicable and therefore copsidered to be
satisfied.

The eyaluator determines that the extended functional cotmponent is consistent with ISQ/IEC 15408-2
Subclapuse 6.1.3, Component structure.

If the gxtended functional component uses operations, ‘the evaluator determines that the exterjded functional
compopent is consistent with ISO/IEC 15408-1 7, Operations.

If the extended functional component is hierarchical to an existing functional component,|the evaluator
determfines that the extended functional component is consistent with ISO/IEC 15408-2 Subclause 6.2.1,
Compgnent changes highlighting.

9.7.1.3]16 Work unit ASE_ECD.1-6

The evValuator shall examine the-extended components definition to determine that each defimition of a new
functiopal family uses the existing ISO/IEC 15408 functional families as a model for presentation.

If the §T does not define) new functional families, this work unit is not applicable and thereford considered to
be satigfied.

The eyaluator.'determines that all new functional families are defined consistent with ISQ/IEC 15408-2
Subclause 6:1.2, Family structure.

9.7.1.3 71— Work unit ASE_ECD 1.7

The evaluator shall examine the extended components definition to determine that each definition of a new
functional class uses the existing ISO/IEC 15408 functional classes as a model for presentation.

If the ST does not define new functional classes, this work unit is not applicable and therefore considered to
be satisfied.

The evaluator determines that all new functional classes are defined consistent with ISO/IEC 15408-2
Subclause 6.1.1, Class structure.
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9.7.1.3.8 Work unit ASE_ECD.1-8

The evaluator shall examine the extended components definition to determine that each definition of an
extended assurance component uses the existing ISO/IEC 15408-3 components as a model for presentation.

If the ST does not contain extended SARs, this work unit is not applicable and therefore considered to be
satisfied.

The evaluator determines that the extended assurance component definition is consistent with ISO/IEC
15408-3 Subclause 6.1.3, Assurance component structure.

If the extended assurance component uses operations, the evaluator determines that the extended assurance
component is ¢onsistent with ISO/IEC 15408-1 Subclause 7, Operations.

If the extended assurance component is hierarchical to an existing assurance component,~the evaluator
determines that the extended assurance component is consistent with ISO/IEC 15408-3 Subclausg 6.1.3,
Assurance component structure.

9.7.1.3.9 Wprk unit ASE_ECD.1-9

The evaluator ghall examine the extended components definition to determine that,for each defined extended
assurance conmpponent, applicable methodology has been provided.

If the ST doeq not contain extended SARs, this work unit is not applicable and therefore consideredl to be
satisfied.

The evaluator [determines that, for each evaluator action element{of each extended SAR, one or moire work
units are provided and that successfully performing all work.units for a given evaluator action element will
demonstrate that the element has been achieved.

9.7.1.3.10 Woprk unit ASE_ECD.1-10

The evaluator |shall examine the extended components definition to determine that each definition off a new
assurance family uses the existing ISO/IEC 15408 assurance families as a model for presentation.

If the ST does|not define new assurance families, this work unit is not applicable and therefore considgred to
be satisfied.

The evaluator| determines that (all*new assurance families are defined consistent with ISO/IEC 16408-3
Subclause 6.1{2, Assurance family structure.

9.7.1.3.11 Woprk unit ASE-ECD.1-11

The evaluator [shall-examine the extended components definition to determine that each definition offa new
assurance clags dses the existing ISO/IEC 15408 assurance classes as a model for presentation.

If the ST does not define new assurance classes, this work unit is not applicable and therefore considered to
be satisfied.

The evaluator determines that all new assurance classes are defined consistent with ISO/IEC 15408-3
Subclause 6.1.1, Assurance class structure.

ISO/IEC 15408-3 ASE_ECD.1.5C: The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements can be demonstrated.

52 © ISO/IEC 2008 - All rights reserved


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

9.7.1.3.12 Work unit ASE_ECD.1-12

The evaluator shall examine the extended components definition to determine that each element in each
extended component is measurable and states objective evaluation requirements, such that conformance or
nonconformance can be demonstrated.

If the ST does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

The evaluator determines that elements of extended functional components are stated in such a way that they
are testable, and traceable through the appropriate TSF representations.

The eYaluator also defermines that elemenis of extended assurance componenis avoid| the need for
subjecfive evaluator judgement.

The evialuator is reminded that whilst being measurable and objective is appropriate for .all evajuation criteria,
it is agdknowledged that no formal method exists to prove such properties. Therefore the existing ISO/IEC
15408 |functional and assurance components are to be used as a model for determining what constitutes
conformance with this requirement.

9.7.1.4) Action ASE_ECD.1.2E
9.7.1.41 Work unit ASE_ECD.1-13

The evpluator shall examine the extended components definition to determine that each extended component
can noj be clearly expressed using existing components.

If the $T does not contain extended security requirements, this work unit is not applicable[and therefore
considered to be satisfied.

The eyaluator should take components from, ISO/IEC 15408-2 and ISO/IEC 15408-3, gther extended
compohents that have been defined in the ST;;,combinations of these components, and possiblg operations on
these gomponents into account when making this determination.

The evpluator is reminded that the role-of this work unit is to preclude unnecessary duplication ¢f components,
that is| components that may be\glearly expressed by using other components. The evalugtor should not
undertake an exhaustive search'oef all possible combinations of components including operationg in an attempt
to find p way to express the éxtended component by using existing components.
9.8 $ecurity requitements (ASE_REQ)

9.8.1 |Evaluation‘of sub-activity (ASE_REQ.1)

9.8.1.1] Objectives

The objestive—6 s—to <
well-defined and whether they are internally consistent.

9.8.1.2 Input

The evaluation evidence for this sub-activity is:
a) the ST.

9.8.1.3 Action ASE_REQ.1.1E

ISO/IEC 15408-3 ASE_REQ.1.1C: The statement of security requirements shall describe the SFRs and the
SARs.
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9.8.1.3.1 Work unit ASE_REQ.1-1

The evaluator shall check that the statement of security requirements describes the SFRs.
The evaluator determines that each SFR is identified by one of the following means:

a) by reference to an individual component in ISO/IEC 15408-2;

b) by reference to an extended component in the extended components definition of the ST;

c) by reference to a PP that the ST claims to be conformant with;

d) by referenkce to a security requirements package that the ST claims to be conformant with;
e) by reprodJAEction in the ST.

It is not requirdd to use the same means of identification for all SFRs.

9.8.1.3.2 Wobrk unit ASE_REQ.1-2

The evaluator ghall check that the statement of security requirements describes_the*SARs.
The evaluator fetermines that each SAR is identified by one of the following-means:

a) by reference to an individual component in ISO/IEC 15408-3;

b) by reference to an extended component in the extended components definition of the ST;
c) by reference to a PP that the ST claims to be conformant with;

d) by referenkce to a security requirements package that the ST claims to be conformant with;
e) by reproddction in the ST.

It is not requirgdd to use the same means of identification for all SARs.

ISO/IEC 15408-3 ASE_REQ.1.2C: All stubjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRsand the SARs shall be defined.

9.8.1.3.3 Woprk unit ASE_REQ.1-3

The evaluator|shall examine the ST to determine that all subjects, objects, operations, security attfibutes,
external entities and other terms that are used in the SFRs and the SARs are defined.

The evaluator fetermines that the ST defines all:

e (types of) subjects and objects that are used in the SFRs;

e (types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible
values that these attributes may take and any relations between these values (e.g. top_secret is “higher”
than secret);

e (types of) operations that are used in the SFRs, including the effects of these operations;

e (types of) external entities in the SFRs;

e other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not
immediately clear, or are used outside their dictionary definition.
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The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur due to the introduction of vague terms. This work unit should not be taken into extremes, by forcing
the ST writer to define every single word. The general audience of a set of security requirements should be
assumed to have a reasonable knowledge of IT, security and “Evaluation criteria for IT security”.

All of the above may be presented in groups, classes, roles, types or other groupings or characterisations that
allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be part of the statement of security
requirements, but may be placed (in part or in whole) in different subclauses. This may be especially
applicable if the same terms are used in the rest of the ST.

ISO/IEC T5408-3 ASE_REQ.T.3C: The statement of securily requirements shall identify all opérations on the
security requirements.

9.8.1.314 Work unit ASE_REQ.1-4

The evialuator shall check that the statement of security requirements identifies @ll~operations pn the security
requiregments.

The evaluator determines that all operations are identified in each SFRo"SAR where such Tn operation is
used. [ldentification may be achieved by typographical distinctions,)or by explicit identification in the
surroumding text, or by any other distinctive means.

ISO/IEC 15408-3 ASE_REQ.1.4C: All operations shall be performed correctly.
9.8.1.3{5 Work unit ASE_REQ.1-5

The eyaluator shall examine the statement of security requirements to determine that all assignment
operatipns are performed correctly.

Guidarice on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7,|Operations.
9.8.1.316 Work unit ASE_REQ.1-6

The evaluator shall examine the-statement of security requirements to determine that all iteration operations
are pefformed correctly.

Guidarice on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7,|Operations.
9.8.1.37 Work unit ASE_REQ.1-7

The evialuator-shall examine the statement of security requirements to determine that all selecjion operations
are pefformedicorrectly.

Guidaneeg

Operations.
9.8.1.3.8 Work unit ASE_REQ.1-8

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 ASE_REQ.1.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.
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9.8.1.3.9 Work unit ASE_REQ.1-9

The evaluator shall examine the statement of security requirements to determine that each dependency of the
security requirements is either satisfied, or that a security requirements rationale is provided which justifies the
dependency not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one that is hierarchical to it) within
the statement of security requirements. The component used to satisfy the dependency should, if necessary,

be modified by operations to ensure that it actually satisfies that dependency.

A justification that a dependency is not met should address either:

a) whythed

b) thatthed

justificatio

dependen
ISO/IEC 15408
9.81.310 W
The evaluator
The evaluator
The evaluator
of developer ¢

etc., that thesg

Some possible

bpendency Is not necessary or usetul, In which case no turther information Is required;,or|

h should describe how the security objectives for the operational environment“addrg
Cy.

brk unit ASE_REQ.1-10

hall examine the statement of security requirements to determine that it is internally con
Hetermines that the combined set of all SFRs and SARs_is internally consistent.
Hetermines that on all occasions where different security requirements apply to the sam
vidence, events, operations, data, tests to be performed etc. or to “all objects”, “all sU

requirements do not conflict.

conflicts are:

-3 ASE_REQ.1.6C: The statement of security requirements shall be internally consistent.

ppendency has been addressed by the operational environment of the TOE, in which case the

ss this

Bistent.

e types
bjects”

an extend
another e

a) bd SAR specifying that the design 6f*a certain cryptographic algorithm is to be kept seciet, and

tended SAR specifying an opensseurce review;
b) FAU_GEN
access co
some acti
to see an

.1 Audit data generation-specifying that subject identity is to be logged, FDP_ACC.1 [Subset
htrol specifying who has access to these logs, and FPR_UNO.1 Unobservability specifying that
bns of subjects should\be unobservable to other subjects. If the subject that should not e able
Activity may access 10gs of this activity, these SFRs conflict;

FDP_RIP,
and FDP |
that is nesd

1 Subset residual information protection specifying deletion of information no longer needed,
ROL.1 Basic-rollback specifying that a TOE may return to a previous state. If the infofmation
ded forthe rollback to the previous state has been deleted, these requirements conflict;

d) Multiple it

rations of FDP_ACC.1 Subset access control especially where some iterations cover thé same
subjects, Mwmmw&&mwmmww on an

object, while another access control SFR does not allow this, these requirements conflict.

9.8.2 Evaluation of sub-activity (ASE_REQ.2)
9.8.2.1  Objectives

The objective of this sub-activity is to determine whether the SFRs and SARs are clear, unambiguous and
well-defined, whether they are internally consistent, and whether the SFRs meet the security objectives of the
TOE.
9.8.2.2 Input

The evaluation evidence for this sub-activity is:
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a) the ST.
9.8.2.3 Action ASE_REQ.2.1E

ISO/IEC 15408-3 ASE_REQ.2.1C: The statement of security requirements shall describe the SFRs and the
SARs.

9.8.2.3.1 Work unit ASE_REQ.2-1
The evaluator shall check that the statement of security requirements describes the SFRs.

The evaluator determines that each SFRs is identified by one of the following means:

a) byjreference to an individual component in ISO/IEC 15408-2;
b) bylreference to an extended component in the extended components definition ofthe ST;
c) byjreference to an individual component in a PP that the ST claims to be canformant with;

d) by| reference to an individual component in a security requirements/package that the ST claims to be
copformant with;

e) by|reproduction in the ST.

It is nof required to use the same means of identification for alkSFRs.

9.8.2.3]12 Work unit ASE_REQ.2-2

The evpluator shall check that the statement of security requirements describes the SARs.
The evpluator determines that all SARs are identified by one of the following means:

a) byjreference to an individual component in ISO/IEC 15408-3;

b) by|reference to an extended component in the extended components definition of the ST;
c) by|reference to an individual Component in a PP that the ST claims to be conformant with;

d) by reference to an.individual component in a security requirements package that the ST claims to be
cophformant with;

e) bylreproductiontin the ST.

It is nof required to use the same means of identification for all SARs.

D> Ao 400 2 A Yl aWelaYal ALL Jors e Jos v '+ ke bk o s 4 ¥
ISO/IEE—45468=3 Ao _NCQTZ Z G AT SUDfeTLS; O0feTtsS; Operations; SeCcury—atirfoures; Xttt al entities and

other terms that are used in the SFRs and the SARs shall be defined.
9.8.2.3.3 Work unit ASE_REQ.2-3

The evaluator shall examine the ST to determine that all subjects, objects, operations, security attributes,
external entities and other terms that are used in the SFRs and the SARs are defined.

The evaluator determines that the ST defines all:

e (types of) subjects and objects that are used in the SFRs;
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(types of) security attributes of subjects, users, objects, information, sessions and/or resources, possible

values that these attributes may take and any relations between these values (e.g. top_secret is “higher”

than secre

immediate

The goal of thi

t);

(types of) operations that are used in the SFRs, including the effects of these operations;

(types of) external entities in the SFRs;

ly clear, or are used outside their dictionary definition.

s work unit is to ensure that the SFRs and SARs are well-defined and that no misunders

other terms that are introduced in the SFRs and/or SARs by completing operations, if these terms are not

anding
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the ST writer t
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All of the abov
allow easy ung

The evaluator

requirements,
applicable if th

security requir

ISO/IEC 15408-3 ASE_REQ.2.3C: The statement of security requirements shall identify all operations
bments.
brk unit ASE_REQ.2-4

9.8.234 W

The evaluator
requirements.

The evaluator
used. ldentifig
surrounding te
ISO/IEC 15408
9.8.235 W

The evaluator
operations are

Guidance on the correct-performance of operations may be found in ISO/IEC 15408-1 7, Operations.

9.8.236 W

to the introduction of vague terms. This work unit should not be taken into extremes, by
p define every single word. The general audience of a set of security requirements. shq
ve a reasonable knowledge of IT, security and “Evaluation criteria for IT security’«

b may be presented in groups, classes, roles, types or other groupings or characterisatio
erstanding.

is reminded that these lists and definitions do not have to be part«f'the statement of s

b same terms are used in the rest of the ST.

shall check that the statement of security requirements identifies all operations on the s

determines that all operations are identified in each SFR or SAR where such an oper
ation may be achieved by typographical distinctions, or by explicit identification
xt, or by any other distinctive means.

-3 ASE_REQ.2.4C: All operations shall be performed correctly.

brk unit ASE_REQ.2-5

performed correctly.

brk/unit ASE_REQ.2-6

forcing
uld be

ns that

ecurity

but may be placed (in part or in whole) in different subclauses. This may be especially

on the

ecurity

ption is
in the

shall examine\the statement of security requirements to determine that all assignment

The evaluator shall examine the statement of security requirements to determine that all iteration operations

are performed

correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

9.8.2.3.7

Work unit ASE_REQ.2-7

The evaluator shall examine the statement of security requirements to determine that all selection operations

are performed

correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.
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9.8.2.3.8 Work unit ASE_REQ.2-8

The evaluator shall examine the statement of security requirements to determine that all refinement
operations are performed correctly.

Guidance on the correct performance of operations may be found in ISO/IEC 15408-1 Annex 7, Operations.

ISO/IEC 15408-3 ASE_REQ.2.5C: Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being satisfied.

9.8.2.3.9 Work unit ASE_REQ.2-9

The evpluator shall examine the statement of security requirements to determine that each depgndency of the
security requirements is either satisfied, or that the security requirements rationale justifi€s,the dependency
not beihg satisfied.

A depgndency is satisfied by the inclusion of the relevant component (or one that.is<hierarchigal to it) within

the stafement of security requirements. The component used to satisfy the dependency should, if necessary,

be modgified by operations to ensure that it actually satisfies that dependency,

A justiflcation that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case nofurther information is reqyired; or

b) that the dependency has been addressed by the operational environment of the TOE, in Wwhich case the
jusgtification should describe how the security objectives for the operational environment address this

dependency.

ISO/IELC 15408-3 ASE_REQ.2.6C: The security requirements rationale shall trace each SHR back to the
security objectives for the TOE.

9.8.2.3(10 Work unit ASE_REQ.2-10

The eyaluator shall check that the sécurity requirements rationale traces each SFR back {o the security
objectiyes for the TOE.

The evpluator determines that each SFR is traced back to at least one security objective for the [TOE.

Failure|to trace implies thateither the security requirements rationale is incomplete, the security objectives for
the TOE are incomplete, or the SFR has no useful purpose.

ISO/IELC 15408-3°ASE_REQ.2.7C: The security requirements rationale shall demonstrate that the SFRs meet
all securrity objectives for the TOE.

9.8.2.3{11/ Work unit ASE_REQ.2-11

The evaluator shall examine the security requirements rationale to determine that for each security objective
for the TOE it demonstrates that the SFRs are suitable to meet that security objective for the TOE.

If no SFRs trace back to the security objective for the TOE, the evaluator action related to this work unit is
assigned a fail verdict.

The evaluator determines that the justification for a security objective for the TOE demonstrates that the SFRs
are sufficient: if all SFRs that trace back to the objective are satisfied, the security objective for the TOE is
achieved.

The evaluator also determines that each SFR that traces back to a security objective for the TOE is
necessary: when the SFR is satisfied, it actually contributes to achieving the security objective.
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Note that the tracings from SFRs to security objectives for the TOE provided in the security requirements
rationale may be a part of the justification, but do not constitute a justification by themselves.

ISO/IEC 15408-3 ASE_REQ.2.8C: The security requirements rationale shall explain why the SARs were

chosen.

9.8.2.3.12 Work unit ASE_REQ.2-12

The evaluator shall check that the security requirements rationale explains why the SARs were chosen.

The evaluator is reminded that any explanation is correct, as long as it is coherent and neither the SARs nor
the explanation have obvious inconsistencies with the remainder of the ST.

An example o
threat agents t

ISO/IEC 15404
9.8.2.3.13 W
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The evaluator
The evaluator
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etc., that these
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Hetermines that on all occasions where different security requirements apply to the sam
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requirements do not conflict.
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ed SAR specifying that the design of a_eertain cryptographic algorithm is to be kept secr
tended assurance requirement specifying an open source review;

.1 Audit data generation specifying that subject identity is to be logged, FDP_ACC.1
htrol specifying who has access to these logs, and FPR_UNO.1 Unobservability specifyi

activity may access logs ofthis activity, these SFRs conflict;
1 Subset residual(information protection specifying deletion of information no longer n

ded for the rellback to the previous state has been deleted, these requirements conflict;

d) Multiple it
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rations\of FDP_ACC.1 Subset access control especially where some iterations cover th

-3 ASE_REQ.2.9C: The statement of security requirements shall be internallyeonsistent.
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e types
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e Same

bjects;.or operations. If one access control SFR allows a subject to perform an operatiop on an
object, whileanother access control SFR does not allow this, these requirements conflict.

9.9 TOE summary specification (ASE_TSS)

9.91

9.9.1.1

Evaluation of sub-activity (ASE_TSS.1)

Objectives

The objective of this sub-activity is to determine whether the TOE summary specification addresses all SFRs,
and whether the TOE summary specification is consistent with other narrative descriptions of the TOE.

9.9.1.2

Input

The evaluation evidence for this sub-activity is:

60

© ISO/IEC 2008 - All rights

reserved


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

a) the ST.
9.9.1.3 Action ASE_TSS.1.1E

ISO/IEC 15408-3 ASE_TSS.1.1C: The TOE summary specification shall describe how the TOE meets each
SFR.

9.9.1.3.1 Work unit ASE_TSS.1-1

The evaluator shall examine the TOE summary specification to determine that it describes how the TOE
meets each SFR.

The evialuator determines that the TOE summary specification provides, for each SFR from-the statement of
security requirements, a description on how that SFR is met.

The evpluator is reminded that the objective of each description is to provide potential-consumers of the TOE
with a jhigh-level view of how the developer intends to satisfy each SFR and that.the descriptions therefore
should[not be overly detailed.

For a gomposed TOE, the evaluator also determines that it is clear whichr component provides each SFR or
how the components combine to meet each SFR.

9.9.1.4] Action ASE_TSS.1.2E
9.9.1.41 Work unit ASE_TSS.1-2

The evaluator shall examine the TOE summary specification to determine that it is consisten{ with the TOE
overvigw and the TOE description.

The TQE overview, TOE description, and TOE summary specification describe the TOE in a narrative form at
increading levels of detail. These descriptions therefore need to be consistent.

9.9.2 |Evaluation of sub-activity (ASE_TSS.2)
9.9.2.1] Objectives

The objjective of this sub-activity'is to determine whether the TOE summary specification addresses all SFRs,
whethgr the TOE summary.Specification addresses interference, logical tampering and bypas$, and whether
the TOE summary specification is consistent with other narrative descriptions of the TOE.

9.9.2.2| Input

The evpluation.evidence for this sub-activity is:

a) the ST,

9.9.2.3 Action ASE_TSS.2.1E

ISO/IEC 15408-3 ASE_TSS.2.1C: The TOE summary specification shall describe how the TOE meets each
SFR.

9.9.2.3.1 Work unit ASE_TSS.2-1

The evaluator shall examine the TOE summary specification to determine that it describes how the TOE
meets each SFR.

The evaluator determines that the TOE summary specification provides, for each SFR from the statement of
security requirements, a description on how that SFR is met.

© ISO/IEC 2008 - All rights reserved 61


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

The evaluator is reminded that the objective of each description is to provide potential consumers of the TOE
with a high-level view of how the developer intends to satisfy each SFR and that the descriptions therefore
should not be overly detailed.

For a composed TOE, the evaluator also determines that it is clear which component provides each SFR or
how the components combine to meet each SFR.

ISO/IEC 15408-3 ASE_TSS.2.2C: The TOE summary specification shall describe how the TOE protects itself

against interference and logical tampering.

9.9.2.3.2

Work unit ASE_TSS.2-2

The evaluator
protects itself 4

The evaluator

shall examine the TOE summary specification to determine that it describes how th
gainst interference and logical tampering.

s reminded that the objective of each description is to provide potential consumers of th

e TOE

e TOE

with a high-leyel view of how the developer intends to provide protection against interference and|logical
tampering and|that the descriptions therefore should not be overly detailed.

For a compose¢d TOE, the evaluator also determines that it is clear which component’ provides the prdtection
or how the components combine to provide protection.

ISO/IEC 15408-3 ASE_TSS.2.3C: The TOE summary specification shall deScribe how the TOE protects itself
against bypasg.

9.9.2.3.3 Woprk unit ASE_TSS.2-3

The evaluator|shall examine the TOE summary specification\to determine that it describes how the TOE
protects itself 4against bypass.

The evaluator |s reminded that the objective of each description is to provide potential consumers of tHe TOE

with a high-le
descriptions th

For a compo

s
or how the corI
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on ASE_TSS.2.2E
pbrk unit ASE_TSS.2-4

shall examine the TOE summary specification to determine that it is consistent with th
he TOE.description.

iew, TOE description, and TOE summary specification describe the TOE in a narrative

vel view of how the developer intends to provide protection against bypass and that the
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e TOE

form at

increasing leve

Is'of detail_These dncr\ripi‘inne therefore need to be cansistent

10 Class ADV: Development

10.1 Introdu

ction

The purpose of the development activity is to assess the design documentation in terms of its adequacy to
understand how the TSF meets the SFRs and how the implementation of these SFRs cannot be tampered
with or bypassed. This understanding is achieved through examination of increasingly refined descriptions of
the TSF design documentation. Design documentation consists of a functional specification (which describes
the interfaces of the TSF), a TOE design description (which describes the architecture of the TSF in terms of
how it works in order to perform the functions related to the SFRs being claimed), and an implementation
description (a source code level description). In addition, there is a security architecture description (which
describes the architectural properties of the TSF to explain how its security enforcement cannot be
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compromised or bypassed), an internals description (which describes how the TSF was constructed in a
manner that encourages understandability), and a security policy model (which formally describes the security
policies enforced by the TSF).

10.2 Application notes

ISO/IEC 15408 requirements for design documentation are levelled by the amount, and detail of information
provided, and the degree of formality of the presentation of the information. At lower levels, the most security-
critical portions of the TSF are described with the most detail, while less security-critical portions of the TSF
are merely summarised; added assurance is gained by increasing the amount of information about the most
security-critical portions of the TSF, and increasing the details about the less security-critical portions. The

most assurance is achieved when thorough details and information of all portions are provided.

hierarchical. An informal document is one that is expressed in a natural language. The method
dictate|the specific language that must be used; that issue is left for the scheme. Thé.followi
differentiate the contents of the different informal documents.

A funcfional specification provides a description of the purpose and method-of-use of interfac|
For example, if an operating system presents the user with a means of self-identification, of ¢
modifyjng or deleting files, of setting permissions defining what othér“Users may access
commynicating with remote machines, its functional specification would contain descriptions of
and how they are realised through interactions with the externally-visible interfaces to the TSF.
audit functionality that detects and record the occurrences of. such events, descriptions]
functiopality would also be expected to be part of the functional specification; while this
technidally not directly invoked by the user at the external interface, it certainly is affected by
the user's external interface.

15408 considers a document's degree of formality (that is, whether it is informal of se||niformal) to be

blogy does not
ng paragraphs

s to the TSF.
reating files, of

files, and of
each of these
If there is also

of this audit
functionality is
vhat occurs at

A design description is expressed in terms of logical divisions (subsystems or modules) that

ach provide a

comprghensible service or function. For exampleyca-firewall might be composed of subsystemg that deal with
packet| filtering, with remote administration, with” auditing, and with connection-level filtering. The design
descrigtion of the firewall would describe thezactions that are taken, in terms of what actions e

takes when an incoming packet arrives at the firewall.

10.3 Security Architecture (ADV-ARC)

ch subsystem

bt be tampered

10.3.1 [Evaluation of sub-activity (ADV_ARC.1)

10.3.1/1 Objectives

The objective of this.sub-activity is to determine whether the TSF is structured such that it cann
with or|bypassed{and whether TSFs that provide security domains isolate those domains from g¢ach other.
10.3.1.2 Input

The evallation evidence for this sub-activity is:

a) the ST;

b) the functional specification;

c) the TOE design;

d) the security architecture description;

e) the implementation representation (if available);

f)  the operational user guidance.
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10.3.1.3 Application notes

The notions of self-protection, domain separation, and non-bypassability are distinct from security functionality
expressed in Part 2 SFRs because self-protection and non-bypassability largely have no directly observable
interface at the TSF. Rather, they are properties of the TSF that are achieved through the design of the TOE,
and enforced by the correct implementation of that design. Also, the evaluation of these properties is less
straight-forward than the evaluation of mechanisms; it is more difficult to check for the absence of functionality
than for its presence. However, the determination that these properties are being satisfied is just as critical as
the determination that the mechanisms are properly implemented.

The overall approach used is that the developer provides a TSF that meets the above-mentioned properties,
and provides evidence (in the form of documentation) that can be analysed to show that the properties are
indeed met. The evaluator has idence
delivered for the TOE, determining that the properties are achieved. The work units can be character|sed as
those detailing with what information has to be provided, and those dealing with the actual‘\analygis the
evaluator perfqrms.

The security architecture description describes how domains are defined and how the’TSF keep$ them
separate. It describes what prevents untrusted processes from getting to the TSF.and modifying it. It
describes whgt ensures that all resources under the TSF's control are adequately protected and that all
actions related to the SFRs are mediated by the TSF. It explains any role theenvironment plays in|any of
these (e.g. prgsuming it gets correctly invoked by its underlying environment how is its security functjonality
invoked?). In short, it explains how the TOE is considered to be providing any’kind of security service.

The analyses the evaluator performs must be done in the context of all, of'the development evidence pfovided
for the TOE, af the level of detail the evidence is provided. At lower assurance levels there should not|be the
expectation thpt, for example, TSF self-protection is completelyanalysed, because only high-level |design
representation§ will be available. The evaluator also needs to be sure to use information gleaned from other
portions of thgir analysis (e.g., analysis of the TOE design) in making their assessments for the prdperties
being examined in the following work units.

10.3.1.4 Action ADV_ARC.1.1E

ISO/IEC 15408-3 ADV_ARC.1.1C: The security architecture description shall be at a level of detail
commensuratg with the description of the SFR-enforcing abstractions described in the TOE design doctiment.

10.3.1.4.1 Woprk unit ADV_ARC.1-1
The evaluator shall examine the security architecture description to determine that the information provided in
the evidence |s presented at(a,level of detail commensurate with the descriptions of the SFR-erfforcing

abstractions cgntained in the\functional specification and TOE design document.

With respect tp the functional specification, the evaluator should ensure that the self-protection functionality
described cov]-‘r those effects that are evident at the TSFI. Such a description might include protection|placed

upon the execptable/images of the TSF, and protection placed on objects (e.g., files used by the TSF). The
evaluator ensuresthat the functionality that might be invoked through the TSFl is described.

If Evaluation of sub-activity (ADV_TDS.1) or Evaluation of sub-activity (ADV_TDS.2) is included, the evaluator
ensures the security architecture description contains information on how any subsystems that contribute to
TSF domain separation work.

If Evaluation of sub-activity (ADV_TDS.3) or higher is available, the evaluator ensures that the security
architecture description also contains implementation-dependent information. For example, such a description
might contain information pertaining to coding conventions for parameter checking that would prevent TSF
compromises (e.g. buffer overflows), and information on stack management for call and return operations. The
evaluator checks the descriptions of the mechanisms to ensure that the level of detail is such that there is little
ambiguity between the description in the security architecture description and the implementation
representation.
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The evaluator action related to this work unit is assigned a fail verdict if the security architecture description
mentions any module, subsystem, or interface that is not described in the functional specification or TOE
design document.

ISO/IEC 15408-3 ADV_ARC.1.2C: The security architecture description shall describe the security domains

maintained by the TSF consistently with the SFRs.

10.3.1.4.2 Work unit ADV_ARC.1-2

The evaluator shall examine the security architecture description to determine that it describes the security

domains maintained by the TSF.

initialisption process is secure.
10.3.1.4.3 Work unit ADV_ARC.1-3

The eV
preser

aluator shall examine the security architecture description to determine that the initiali
es security.

The inf
TOE ¢
TSF a
descrig
the “do

ormation provided in the security architecture description relating to TSF initialisation is
bmponents that are involved inbrihging the TSF into an initial secure state (i.e. when

‘e operational) when power=en or a reset is applied. This discussion in the securi
tion should list the system.initialisation components and the processing that occurs in tra
wn” state to the initial secure state.

It is of
secure

en the case that the-components that perform this initialisation function are not acces
state is achieved;)if this is the case then the security architecture description identifies t
and eXplains how they-are not reachable by untrusted entities after the TSF has been esta
respecy, the propérty that needs to be preserved is that these components either 1) cannot b
untrusted entities Jafter the secure state is achieved, or 2) if they provide interfaces to untrusted
TSFI cannot-be used to tamper with the TSF.

, per-process
The evaluator
SFRs claimed

5 are severely
AN or WAN do
maintained by
there are no

how the TSF

5ation process

directed at the
bl parts of the
y architecture
hsitioning from

sible after the
e components
plished. In this
e accessed by
entities, these

The TQE.components related to TSF initialisation. then. are treated themselves as part of

the TSF, and

analysed from that perspective. It should be noted that even though these are treated as part of the TSF, it is
likely that a justification (as allowed by TSF internals (ADV_INT)) can be made that they do not have to meet
the internal structuring requirements of ADV_INT.

ISO/IEC 15408-3 ADV_ARC.1.4C: The security architecture description shall demonstrate that the TSF
protects itself from tampering.

10.3.1.4.4 Work unit ADV_ARC.1-4
The evaluator shall examine the security architecture description to determine that it contains information

sufficient to support a determination that the TSF is able to protect itself from tampering by untrusted active
entities.
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"Self-protection” refers to the ability of the TSF to protect itself from manipulation from external entities that
may result in changes to the TSF. For TOEs that have dependencies on other IT entities, it is often the case
that the TOE uses services supplied by the other IT entities in order to perform its functions. In such cases,
the TSF alone does not protect itself because it depends on the other IT entities to provide some of the
protection. For the purposes of the security architecture description, the notion of self-protection applies only
to the services provided by the TSF through its TSFI, and not to services provided by underlying IT entities
that it uses.

Self-protection is typically achieved by a variety of means, ranging from physical and logical restrictions on
access to the TOE; to hardware-based means (e.g. “execution rings” and memory management functionality);
to software-based means (e.g. boundary checking of inputs on a trusted server). The evaluator determines
that all such mechanisms are described.

The evaluator [determines that the design description covers how user input is handled by the TSF.ir'|such a
way that the T|SF does not subject itself to being corrupted by that user input. For example, the)TSK might
implement the [notion of privilege and protect itself by using privileged-mode routines to handle usér input. The

TSF might make use of processor-based separation mechanisms such as privilege levels_or-rings. T
might implement software protection constructs or coding conventions that contribute’ to implen
separation of goftware domains, perhaps by delineating user address space from system address spag
the TSF might|have reliance its environment to provide some support to the protectionjof the TSF.

All of the mechanisms contributing to the domain separation functions are described. The evaluator
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gained from other evidence (functional specification, TOE.d€sign, TSF internals desg
the security architecture description, or implementation:representation, as included
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is not present in the security architecture description:

t is implemented. The evaluator should use“other evidence (functional specificatiorn
nternals documentation, other parts of the.Security architectural description, impleme
as included in the ST for the TOE) in_determining whether there are discrepancies
the self-protection mechanisms. If Implementation representation (ADV_IMP) is include
kage for the TOE, the evaluator will.choose a sample of the implementation representati
Id also ensure that the descriptiofis are accurate for the sample chosen. If an evaluator

the case that the description is not accurate:
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The evaluator
adequately de

8-3 ADV_ARC.1.5C:«The security architecture description shall demonstrate that th
s of the SFR-enforeing functionality.

pbrk unit ADV tARC.1-5

shall examine the security architecture description to determine that it presents an analy
scribesthow the SFR-enforcing mechanisms cannot be bypassed.

e TSF
nenting
e. And

should
ription,
in the
n was

e description of the self-protection mechanisms~is the property that the description faithfully

, TOE
ntation
in any
i in the
on; the
cannot

W a certain self-protection mechanism works or could work in the system architecture, it inay be

e TSF

5is that

Non-bypassab

lity\is a property that the security functionality of the TSF (as specified by the SFRs) is

always

invoked. For example, if access control to files is specified as a capability of the TSF via an SFR, there must
be no interfaces through which files can be accessed without invoking the TSF's access control mechanism
(such as an interface through which a raw disk access takes place).

Describing how the TSF mechanisms cannot be bypassed generally requires a systematic argument based on
the TSF and the TSFls. The description of how the TSF works (contained in the design decomposition
evidence, such as the functional specification, TOE design documentation) - along with the information in the
TSS - provides the background necessary for the evaluator to understand what resources are being protected
and what security functions are being provided. The functional specification provides descriptions of the TSFls
through which the resources/functions are accessed.

The evaluator assesses the description provided (and other information provided by the developer, such as
the functional specification) to ensure that no available interface can be used to bypass the TSF. This means
that every available interface must be either unrelated to the SFRs that are claimed in the ST (and does not
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interact with anything that is used to satisfy SFRs) or else uses the security functionality that is described in
other development evidence in the manner described. For example, a game would likely be unrelated to the
SFRs, so there must be an explanation of how it cannot affect security. Access to user data, however, is likely
to be related to access control SFRs, so the explanation would describe how the security functionality works
when invoked through the data-access interfaces. Such a description is needed for every available interface.

An example of a description follows. Suppose the TSF provides file protection. Further suppose that although
the “traditional” system call TSFls for open, read, and write invoke the file protection mechanism described in
the TOE design, there exists a TSFI that allows access to a batch job facility (creating batch jobs, deleting
jobs, modifying unprocessed jobs). The evaluator should be able to determine from the vendor-provided
description that this TSFI invokes the same protection mechanisms as do the “traditional” interfaces. This
could be done, for example, by referencing the appropriate subclauses of the TOE design that discuss how

the batthjob facility TSFIachieves Its Security objectives.
Using this same example, suppose there is a TSFI whose sole purpose is to display-the time of day. The
evaluator should determine that the description adequately argues that this TSFIis npt capable of
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r example of bypass is when the TSF is supposed to maintain confidentiality of a cry,
allowed to use it for cryptographic operations, but is not allowed to.read/write it). If g
hysical access to the device, he might be able to examine side-channels such as the ¢
ice, the exact timing of the device, or even any electromagnetic)emanations of the de

side-channels may be present, the demonstration should address the mechanisms that
annels from occurring, such as random internal clocks, dual-line technology etc. Verifi
hisms would be verified by a combination of purely ‘design-based arguments and testing.

nal example using security functionality rather than a protected resource, consider an S
RO.2 Enforced proof of origin, which requires that the TSF provides evidence of

TOE via e-mail. In this case the evaluator should examine the description to ensure th
invoked to send e-mail perform the “evidence of origination generation” function are
tion might point to user guidance_ to show all places where e-mail can originate (e.g., €

.

pluator should also ensure that the description is comprehensive, in that each interface is
to the entire set pf.¢laimed SFRs. This may require the evaluator to examine support
nal specification; ;FOE design, other parts of the security architectural description, of
Ce, and perhaps.eéven the implementation representation, as provided for the TOE) to
scription has_correctly capture all aspects of an interface. The evaluator should consid

10.4 Kunctional specification (ADV FSP)
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TSFI might* affect (from the description of the TSFI and its implementation in the supporting
bntation); and then examine the description to determine whether it covers those aspects.

10.4.1

10.4.1.

Evaluation of sub-activity (ADV_FSP.1)

1 Objectives

The objective of this sub-activity is to determine whether the developer has provided a high-level description
of at least the SFR-enforcing and SFR-supporting TSFls, in terms of descriptions of their parameters. There is
no other required evidence that can be expected to be available to measure the accuracy of these
descriptions; the evaluator merely ensures the descriptions seem plausible.

10.4.1.2 Input

The evaluation evidence for this sub-activity is:
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a) the ST;

b) the functional specification;

c) the operational user guidance.
10.4.1.3 Action ADV_FSP.1.1E

ISO/IEC 15408-3 ADV_FSP.1.1C: The functional specification shall describe the purpose and method of use
for each SFR-enforcing and SFR-supporting TSFI.

10.4.1.3.1 Work unit ADV_FSP.1-1

The evaluator shall examine the functional specification to determine that it states the purpose of(éach SFR-
supporting and SFR-enforcing TSFI.

The purpose of a TSFl is a general statement summarising the functionality provided by thelinterface. It is not
intended to be|a complete statement of the actions and results related to the interface, but-rather a stgtement
to help the redder understand in general what the interface is intended to be used for."The evaluator|should
not only determine that the purpose exists, but also that it accurately reflects the ASFI by taking into gccount
other informatjon about the interface, such as the description of the parameters; this can be done in
association with other work units for this component.

If an action avpilable through an interface plays a role in enforcing any security policy on the TOE (that is, if
one of the actipns of the interface can be traced to one of the SFRs levied on the TSF), then that intefface is
SFR-enforcing} Such policies are not limited to the access control{palicies, but also refer to any functjonality
specified by one of the SFRs contained in the ST. Note that it is possible that an interface may have yarious
actions and regults, some of which may be SFR-enforcing and.some of which may not.

Interfaces to (pr actions available through an interface telating to) actions that SFR-enforcing functionality
depends on, but need only to function correctly in order for the security policies of the TOE to be preserved,
are termed SAR supporting. Interfaces to actions-.om,which SFR-enforcing functionality has no dependence
are termed SFR non-interfering.

It should be n¢ted that in order for an interface to be SFR supporting or SFR non-interfering it must have no
SFR-enforcing| actions or results. In coptrast, an SFR-enforcing interface may have SFR-supporting pctions
(for example, {he ability to set the system clock may be an SFR-enforcing action of an interface, bui if that
same interfacq is used to display the.system date that action may only be SFR supporting). An example of a
purely SFR-sUpporting interfacesis™a system call interface that is used both by untrusted users and by a
portion of the TSF that is runnifig)in user mode.

At this level, it|is unlikelydthat a developer will have expended effort to label interfaces as SFR-enforcing and
SFR-supporting. In thelcase that this has been done, the evaluator should verify to the extent that supporting
documentation (e.g-,~.Operational user guidance) allows that this identification is correct. Note tHat this
identification aftivity-is necessary for several work units for this component.

In the more likely case that the developer has not labelled the interfaces, the evaluator must perform their own
identification of the interfaces first, and then determine whether the required information (for this work unit, the
purpose) is present. Again, because of the lack of supporting evidence this identification will be difficult and
have low assurance that all appropriate interfaces have been correctly identified, but nonetheless the
evaluator examines other evidence available for the TOE to ensure as complete coverage as is possible.

10.4.1.3.2 Work unit ADV_FSP.1-2

The evaluator shall examine the functional specification to determine that the method of use for each SFR-
supporting and SFR-enforcing TSFl is given.

See work unit ADV_FSP.1-1 for a discussion on the identification of SFR-supporting and SFR-enforcing TSFI.
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The method of use for a TSFI summarises how the interface is manipulated in order to invoke the actions and
obtain the results associated with the TSFI. The evaluator should be able to determine, from reading this
material in the functional specification, how to use each interface. This does not necessarily mean that there
needs to be a separate method of use for each TSFI, as it may be possible to describe in general how kernel
calls are invoked, for instance, and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APls, network protocol interfaces, system
configuration parameters, and hardware bus interfaces all have very different methods of use, and this should
be taken into account by the developer when developing the functional specification, as well as by the
evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being inaccessible to untrusted users, the
evaluator ensures that the method of making the functions inaccessible is described in the functional
specifi¢ation. It should be note IS Inaccessibility needs 1o be tested by the developer n_their test suite.

ISO/IE
each S
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a chip;|etc.

While difficult to obtain much assurance that all parameters for the applicable TSFI have been
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ehaviour or additional parameters are'described there but not in the functional specificat
risation of interfaces as SER-non-interfering.

3.4 Work unit ADV{FSP.1-4

pluator shall examine the rationale provided by the developer for the implicit categorisatid
-non-interfering, to determine that it is accurate.

case where the developer has provided adequate documentation to perform the analys
t of the;work units for this component without explicitly identifying SFR-enforcing and S
es; this work unit should be considered satisfied.

identified, the
r guidance) to
on.

C 15408-3 ADV_FSP.1.3C:~\The functional specification shall provide rationale for the implicit

n of interfaces

s called for by
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This work unit is intended to apply to cases where the developer has not described a portion of the TSFI,
claiming that it is SFR-non-interfering and therefore not subject to other requirements of this component. In
such a case, the developer provides a rationale for this characterisation in sufficient detail such that the
evaluator understands the rationale, the characteristics of the interfaces affected (e.g., their high-level function
with respect to the TOE, such as “colour palette manipulation”), and that the claim that these are SFR-non-
interfering is supported. Given the level of assurance the evaluator should not expect more detail than is
provided for the SFR-enforcing or SFR-supporting interfaces, and in fact the detail should be much less. In
most cases, individual interfaces should not need to be addressed in the developer-provided rationale
subclause.

ISO/IEC 15408-3 ADV_FSP.1.4C: The tracing shall demonstrate that the SFRs trace to TSFls in the
functional specification.
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10.4.1.3.5 Work unit ADV_FSP.1-5

The evaluator shall check that the tracing links the SFRs to the corresponding TSFls.

The tracing is provided by the developer to serve as a guide to which SFRs are related to which TSFls. This
tracing can be as simple as a table; it is used as input to the evaluator for use in the following work units, in
which the evaluator verifies its completeness and accuracy.

10.4.1.4 Action ADV_FSP.1.2E
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analysis for those requirements will be performed in the analysis for the TOE design (ADV_TDS) when

included in the

10.4.2 Evalua

10.4.2.1

ST.

tion of sub-activity (ADV_FSP.2)

Objectives

The objective of this sub-activity is to determine whether the developer has provided a description of the
TSFls in terms of their purpose, method of use, and parameters. In addition, the SFR-enforcing actions,
results and error messages of each TSFI that is SFR-enforcing are also described.
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Input

The evaluation evidence for this sub-activity that is required by the work-units is:

a) the ST;
b) the functional specification;
c) the TOE design.

The evaluation evidence for this sub-activity that is used if included in the ST for the TOE is:

a)
b)
10.4.2.
ISO/IE
10.4.2.
The ey
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activityj
protocd
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In mal
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ISO/IE
for all 1

10.4.2.
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the security architecture description;

the¢ operational user guidance.

3 Action ADV_FSP.2.1E

3.1 Work unit ADV_FSP.2-1

pluator shall examine the functional specification to determine.that the TSF is fully repres

e identified (done as part of the TOE design (ADV_ADS) work units) in order to identify
can be done at a high level to ensure that no large groups of interfaces have been m
Is, hardware interfaces, configuration files),corat a low level as the evaluation of
ation proceeds.

ing an assessment for this work uniti\the evaluator determines that all portions o
5ed in terms of the interfaces listed inthe functional specification. All portions of the TSF
onding interface description, or if there are no corresponding interfaces for a portion g
or determines that that is acceptable.

C 15408-3 ADV_FSP.2.2€: \The functional specification shall describe the purpose and
[SFI.

3.2 Work unit ADV_FSP.2-2
pbluator shallexamine the functional specification to determine that it states the purpose g
rpose of'a/TSFl is a general statement summarising the functionality provided by the int

d torbe.a complete statement of the actions and results related to the interface, but rath
the reader understand in general what the interface is intended to be used for. The ey

C 15408-3 ADV_FSP.2.1C: The functional specification shall completely represent the T$

ented.

pntification of the TSFI is a necessary prerequisite to‘all other activities in this sub-activity. The TSF

the TSFI. This
ssed (network
the functional

the TSF are
should have a
f the TSF, the

imethod of use

f each TSFI.

prface. It is not
er a statement
aluator should
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Tt

other information about the interface, such as the description of actions and error messages.

10.4.2.

3.3 Work unit ADV_FSP.2-3

g into account

The evaluator shall examine the functional specification to determine that the method of use for each TSFI is
given.

The method of use for a TSFI summarises how the interface is manipulated in order to invoke the actions and
obtain the results associated with the TSFI. The evaluator should be able to determine, from reading this
material in the functional specification, how to use each interface. This does not necessarily mean that there
needs to be a separate method of use for each TSFI, as it may be possible to describe in general how kernel
calls are invoked, for instance, and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APls, network protocol interfaces, system
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configuration parameters, and hardware bus interfaces all have very different methods of use, and this should
be taken into account by the developer when developing the functional specification, as well as by the
evaluator evaluating the functional specification.

For administrative interfaces whose functionality is documented as being inaccessible to untrusted users, the
evaluator ensures that the method of making the functions inaccessible is described in the functional
specification. It should be noted that this inaccessibility needs to be tested by the developer in their test suite.

The evaluator should not only determine that the set of method of use descriptions exist, but also that they
accurately cover each TSFI.

ISO/IEC 15408-3 ADV_FSP.2.3C: The functional specification shall identify and describe all parameters

associated wit
10.4.2.34 W

The evaluator
parameters as

The evaluator

TSFI. Paramefers are explicit inputs or outputs to an interface that control the behaviour of that interfa

examples, par
protocol; the in

In order to det
of the interfac
accounted for
(e.g., TOE
representation
specification.

10.4.2.3.5 W

The evaluator
describes all p

Once all of th
described, anc
parameter is
“parameter i v
“parameter i is
acceptable.

n each SFI.
brk unit ADV_FSP.2-4

shall examine the presentation of the TSFI to determine that it completely identi
sociated with every TSFI.

examines the functional specification to ensure that all of the parameters are described fi

bmeters are the arguments supplied to an API; the various fields in packet for a given n
dividual key values in the Windows Registry; the signals across.a set of pins on a chip;

brmine that all of the parameters are present in the TSEl; the evaluator should examine f
b description (actions, error messages, etc.) to detérmine if the effects of the params
n the description. The evaluator should also check<other evidence provided for the evd
Hesign, security architecture description, , operational user guidance, implems
to see if behaviour or additional parameters- are described there but not in the fun

brk unit ADV_FSP.2-5

shall examine the presentation'of the TSFI to determine that it completely and acg
brameters associated with every TSFI.

e parameters have been-identified, the evaluator needs to ensure that they are acg
that the descriptiontof‘the parameters is complete. A parameter description tells w
n some meaningfulsway. For instance, the interface foo(i) could be described as
hich is an integer"; this is not an acceptable parameter description. A description s
an integer that.indicates the number of users currently logged in to the system” is muc

In order to det
of the interfa

evidence provided (e.g., TOE design, architectural design, operat|onal user guidance,

rminethat the description of the parameters is complete, the evaluator should examine {

fies all

br each
ce. For
etwork

e|C.

he rest
ter are
luation
ntation
ctional

urately

urately
hat the
having
uch as
h more

he rest
if the

e «description (purpose, method of use, act|ons error messages, etc.) to determing
t

K other

implementation

representation) to see if behaviour or additional parameters are described there but not in the functional

specification.

ISO/IEC 15408-3 ADV_FSP.2.4C: For each SFR-enforcing TSFI, the functional specification shall describe
the SFR-enforcing actions associated with the TSFI.

10.4.2.3.6 Work unit ADV_FSP.2-6

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes the SFR-enforcing actions associated with the SFR-enforcing TSFls.
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If an action available through an interface can be traced to one of the SFRs levied on the TSF, then that
interface is SFR-enforcing. Such policies are not limited to the access control policies, but also refer to any
functionality specified by one of the SFRs contained in the ST. Note that it is possible that an interface may
have various actions and results, some of which may be SFR-enforcing and some of which may not.

The developer is not required to “label” interfaces as SFR-enforcing, and likewise is not required to identify
actions available through an interface as SFR-enforcing. It is the evaluator's responsibility to examine the
evidence provided by the developer and determine that the required information is present. In the case where
the developer has identified the SFR-enforcing TSFI and SFR-enforcing actions available through those TSFI,
the evaluator must judge completeness and accuracy based on other information supplied for the evaluation
(e.g., TOE design, security architecture description, operational user guidance), and on the other information
presented for the interfaces (parameters and parameter descriptions, error messages, etc.).

In this
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e would produce an audit record visible at another interface).
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tion is unclear or lacking detail such that meaningful testing cannot be conducted agains

at the description is inadequate.

C 15408-3 ADV_FSP.2.5CJ For SFR-enforcing TSFls, the functional specification shall
essages resulting from processing associated with the SFR-enforcing actions.

3.7 Work unitADV_FSP.2-7

es error{ messages that may result from SFR-enforcing actions associated with each
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nforcing TSFI)
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s the same type of analysis mentioned in the previous paragraphs< The evaluator shquld determine
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rovide for the
5T, then audit-
f that action is
r action at one

role the TSFI

play with respect to the SFR. Thecevaluator should keep in mind that the descripfion should be

terface. If the
t the TSFI, it is

escribe direct

aluator shallexamine the presentation of the TSFI to determine that it completely and accurately

SFR-enforcing

prk.unit should be performed in conjunction with, or after, work unit ADV FSP.2-6 in orde

r to ensure the

set of SFR-enforcing TSFI and SFR-enforcing actions is correctly identified. The developer may provide more
information than is required (for example, all error messages associated with each interface), in which the
case the evaluator should restrict their assessment of completeness and accuracy to only those that they
determine to be associated with SFR-enforcing actions of SFR-enforcing TSFI.

Errors can take many forms, depending on the interface being described. For an API, the interface itself may
return an error code, set a global error condition, or set a certain parameter with an error code. For a
configuration file, an incorrectly configured parameter may cause an error message to be written to a log file.
For a hardware PCI card, an error condition may raise a signal on the bus, or trigger an exception condition to
the CPU.

Errors (and the associated error messages) come about through the invocation of an interface. The
processing that occurs in response to the interface invocation may encounter error conditions, which trigger
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(through an implementation-specific mechanism) an error message to be generated. In some instances this
may be a return value from the interface itself; in other instances a global value may be set and checked after
the invocation of an interface. It is likely that a TOE will have a number of low-level error messages that may
result from fundamental resource conditions, such as “disk full” or “resource locked”. While these error
messages may map to a large number of TSFI, they could be used to detect instances where detail from an
interface description has been omitted. For instance, a TSFI that produces a “disk full” message, but has no
obvious description of why that TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other evidence (Security Architecture (ADV_ARC), TOE design (ADV_TDS))
related that TSFI to determine if the description is accurate.

In order to determine that the description of the error messages of a TSFI is accurate and complete, the
evaluator measures the interface description against the other evidence provided for the evaluation (e.g., TOE

design, securify architecture description, operational User guidance), as well as other evidence avajigble for
that TSFI (pargmeters, analysis from work unit ADV_FSP.2-6).

ISO/IEC 1540 in the

functional sped

B8-3 ADV_FSP.2.6C: The tracing shall demonstrate that the SFRs trace to TSFls
ification.

10.4.2.3.8 Woprk unit ADV_FSP.2-8

The evaluator ghall check that the tracing links the SFRs to the corresponding TSEls!

s. This
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provided by the developer to serve as a guide to which SFRsZare related to which TSF
as simple as a table; it is used as input to the evaluator for. use in the following work |
Jator verifies its completeness and accuracy.

The tracing is
tracing can be
which the eval

10.4.2.4 Action ADV_FSP.2.2E
10.4.2.4.1 Woprk unit ADV_FSP.2-9

The evaluator of the

SFRs.

shall examine the functional specification {6 determine that it is a complete instantiatior

To ensure thaf all SFRs are covered by the fungtional specification, as well as the test coverage analysis, the

evaluator may

functional reqyirements and the TSFI. Note that this map may have to be at a level of detail bel

component or
selections) per

For example,

build upon the developer'siiracing (see ADV_FSP.2-8 a map between the TOE g

even element level of the requirements, because of operations (assignments, refing
formed on the functiohal requirement by the ST author.

he FDP_ACC.1 component contains an element with assignments. If the ST contain

ecurity
pw the
ments,

ed, for

instance, ten ri
would be inad

Iles in the FDRLACC.1 assignment, and these ten rules were covered by three different
quate for theevaluator to map FDP_ACC.1 to TSFI A, B, and C and claim they had co

[SFI, it
pleted

the work unit. |nstead, the evaluator would map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC.1 (rule 2) fo TSFI
B; etc. It might alse™be the case that the interface is a wrapper interface (e.g., IOCTL), in which cgse the
mapping would need-'to be specific to certain set of parameters for a given interface.

The evaluator must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDP_RIP) it is not expected that they completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design (ADV_TDS) when included in the ST.
It is also important to note that since the parameters, actions, and error messages associated with TSFIs must
be fully specified, the evaluator should be able to determine if all aspects of an SFR appear to be
implemented at the interface level.

10.4.2.4.2 Work unit ADV_FSP.2-10

The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the
SFRs.
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For each functional requirement in the ST that results in effects visible at the TSF boundary, the information in
the associated TSFI for that requirement specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the only TSFI that map to that
requirement specify functionality for Unix-style protection bits, then the functional specification is not accurate
with respect to the requirements.

The evaluator must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDP_RIP) it is not expected that the evaluator completely map those requirements to the TSFI. The
analysis for those requirements will be performed in the analysis for the TOE design (ADV_TDS) when
included in the ST.

10.4.3 Evaluation of sub-activity (ADV_FSP.3)

10.4.3.1 Objectives
The ohjective of this sub-activity is to determine whether the developer has provided“a dedcription of the
TSFIs jn terms of their purpose, method of use, and parameters. In addition, the actions, results and error
messages of each TSFI are also described sufficiently that it can be determined whether they are SFR-
enforcipg, with the SFR-enforcing TSFI being described in more detail than otherTSFls.
10.4.3.2 Input

The evpluation evidence for this sub-activity that is required by the work-units is:

a) the ST;

b) thé functional specification;

c) the TOE design.

The evpluation evidence for this sub-activity that is used if included in the ST for the TOE is:
a) the security architecture description;

b) th¢ implementation representatjon;

c) the TSF internals description;

d) the¢ operational user@uidance.

10.4.33 Action ADV FSP.3.1E

ISO/IEC 1540823 /ADV_FSP.3.1C: The functional specification shall completely represent the T$F.

10.4.3.8.1/ Work unit ADV_FSP.3-1

The evaluator shall examine the functional specification to determine that the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other activities in this sub-activity. The TSF
must be identified (done as part of the TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of interfaces have been missed (network
protocols, hardware interfaces, configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator determines that all portions of the TSF are
addressed in terms of the interfaces listed in the functional specification. All portions of the TSF should have a
corresponding interface description, or if there are no corresponding interfaces for a portion of the TSF, the
evaluator determines that that is acceptable.
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ISO/IEC 15408-3 ADV_FSP.3.2C: The functional specification shall describe the purpose and method of use
for all TSFI.

10.4.3.3.2 Work unit ADV_FSP.3-2

The evaluator shall examine the functional specification to determine that it states the purpose of each TSFI.
The purpose of a TSFI is a general statement summarising the functionality provided by the interface. It is not
intended to be a complete statement of the actions and results related to the interface, but rather a statement

to help the reader understand in general what the interface is intended to be used for. The evaluator should
not only determine that the purpose exists, but also that it accurately reflects the TSFI by taking into account
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10.4.3.3.4 Work unit ADV_FSP:3-4

The evaluator| shall examine.‘the presentation of the TSFI to determine that it completely identifies all
parameters aspociated with-every TSFI.

The evaluator pxaminés the functional specification to ensure that all of the parameters are described for each
TSFI. Paramefers.are explicit inputs or outputs to an interface that control the behaviour of that interfage. For
examples, par i ; i i i i etwork

protocol; the individual key values in the Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are present in the TSFI, the evaluator should examine the rest
of the interface description (actions, error messages, etc.) to determine if the effects of the parameter are
accounted for in the description. The evaluator should also check other evidence provided for the evaluation
(e.g., TOE design, security architecture description, operational user guidance, implementation
representation) to see if behaviour or additional parameters are described there but not in the functional
specification.

10.4.3.3.5 Work unit ADV_FSP.3-5

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes all parameters associated with every TSFI.
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Once all of the parameters have been identified, the evaluator needs to ensure that they are accurately
described, and that the description of the parameters is complete. A parameter description tells what the
parameter is in some meaningful way. For instance, the interface foo(i) could be described as having
“parameter i which is an integer”; this is not an acceptable parameter description. A description such as
“parameter i is an integer that indicates the number of users currently logged in to the system” is much more
acceptable.

In order to determine that the description of the parameters is complete, the evaluator should examine the rest
of the interface description (purpose, method of use, actions, error messages, etc.) to determine if the
descriptions of the parameter(s) are accounted for in the description. The evaluator should also check other
evidence provided (e.g., TOE design, architectural design, operational user guidance, implementation
representation) to see if behaviour or additional parameters are described there but not in the functional
specifi¢ation.

ISO/IELC 15408-3 ADV_FSP.3.4C: For each SFR-enforcing TSFI, the functional specification|shall describe

the SFR-enforcing actions associated with the TSFI.

10.4.3.3.6 Work unit ADV_FSP.3-6

The eyaluator shall examine the presentation of the TSFI to determine- that it completely and accurately
descriljes the SFR-enforcing actions associated with the SFR-enforcing TSFis.

If an agtion available through an interface plays a role in enforcing.aby security policy on the TOE (that is, if
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or also ensures that\no interfaces have been mis-categorised. This is done by e
Ce), and the other information presented for the interfaces (parameters and parameter d
e) not labelled.as SFR-enforcing. The analysis done for work units ADV_FSP.3-7 and
b used in nraking this determination.

case where the developer has provided the same level of information on all interfaces

amining other

;Lerational user

scriptions, for
ADV_FSP.3-8

the evaluator

s the/same type of analysis mentioned in the previous paragraphs. The evaluator sh

which

uld determine

nterfaces are SFR-enforcing and which are not, and subsequently ensure that the |SFR-enforcing

aspects of the SFR-enforcing actions are appropriately described. Note that in this case, the evaluator should
be able to perform the bulk of the work associated with work unit ADV_FSP.3-8 in the course of performing
this SFR-enforcing analysis.

The SFR-enforcing actions are those that are visible at any external interface and that provide for the
enforcement of the SFRs being claimed. For example, if audit requirements are included in the ST, then audit-
related actions would be SFR-enforcing and therefore must be described, even if the result of that action is
generally not visible through the invoked interface (as is often the case with audit, where a user action at one
interface would produce an audit record visible at another interface).

The level of description that is required is that sufficient for the reader to understand what role the TSFI
actions play with respect to the SFR. The evaluator should keep in mind that the description should be
detailed enough to support the generation (and assessment) of test cases against that interface. If the
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description is unclear or lacking detail such that meaningful testing cannot be conducted against the TSF, it is
likely that the description is inadequate.

ISO/IEC 15408-3 ADV_FSP.3.5C: For each SFR-enforcing TSFI, the functional specification shall describe
direct error messages resulting from security enforcing effects and exceptions associated with invocation of
the TSFI.

10.4.3.3.7 Work unit ADV_FSP.3-7

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes error messages that may result from an invocation of each SFR-enforcing TSFI.

This work unit ghould be performed in conjunction with, or after, work unit ADV_FSP.3-6 in order to ensure the
set of SFR-emforcing TSFI is correctly identified. The evaluator should note that the requirement and
associated wdrk unit is that all direct error messages associated with an SFR-enforcing FSEI nust be
described, that are associated with SFR-enforcing actions. This is because at this level of-asSurange, the
“extra” informgtion provided by the error message descriptions should be used in determining whethgr all of
the SFR-enforcing aspects of an interface have been appropriately described. Fordnstance, if ah error
message assdciated with a TSFI (e.g., “access denied”) indicated that an SFR-enforcing decision o1 action
had taken plage, but in the description of the SFR-enforcing actions there was no‘\mention of that pgrticular
SFR-enforcing|mechanism, then the description may not be complete.

Errors can takg many forms, depending on the interface being described. kor’an API, the interface its¢lf may
return an errgr code, set a global error condition, or set a certain parameter with an error code] For a
configuration file, an incorrectly configured parameter may cause an €rror message to be written to a log file.
For a hardwar¢ PCI card, an error condition may raise a signal on the)bus, or trigger an exception condition to
the CPU.

Errors (and the associated error messages) come about“through the invocation of an interfack. The
processing thgt occurs in response to the interface invogation may encounter error conditions, which|trigger
(through an implementation-specific mechanism) an error message to be generated. In some instandes this
may be a return value from the interface itself; in other‘instances a global value may be set and checked after
the invocation |of an interface. It is likely that a TOE 'will have a number of low-level error messages that may
result from fupdamental resource conditions; Such as “disk full” or “resource locked”. While thesg error
messages may map to a large number of TSEI, they could be used to detect instances where detail ffom an
interface description has been omitted. For-instance, a TSFI that produces a “disk full’ message, but jhas no
obvious description of why that TSFI should cause an access to the disk in its description of actions| might
cause the evaluator to examine other evidence (Security Architecture (ADV_ARC), TOE design (ADV| TDS))
related that TSFI to determine if thexdescription is accurate.

In order to defermine that_the. description of the error messages of a TSFI is accurate and complgte, the
evaluator measures the interface description against the other evidence provided for the evaluation (e.g., TOE
design, security architeCture description, operational user guidance), as well as for other evidence supqglied for
that TSFI (desgription-of SFR-enforcing actions, summary of SFR-supporting and SFR-non-interfering pctions
and results).

ISO/IEC 15408-3 ADV_FSP.3.6C: The functional specification shall summarise the SFR-supporting and SFR-
non-interfering actions associated with each TSFI.

10.4.3.3.8 Work unit ADV_FSP.3-8

The evaluator shall examine the presentation of the TSFI to determine that it summarises the SFR-supporting
and SFR-non-interfering actions associated with each TSFI.

The purpose of this work unit is to supplement the details about the SFR-enforcing actions (provided in work
unit ADV_FSP.3-6) with a summary of the remaining actions (i.e., those that are not SFR-enforcing). This
covers all SFR-supporting and SFR-non-interfering actions, whether invokable through SFR-enforcing TSFI or
through SFR-supporting or SFR-non-interfering TSFI. Such a summary about all SFR-supporting and SFR-
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non-interfering actions helps to provide a more complete picture of the functions provided by the TSF, and is
to be used by the evaluator in determining whether an action or TSFI may have been mis-categorised.

The information to be provided is more abstract than that required for SFR-enforcing actions. While it should
still be detailed enough so that the reader can understand what the action does, the description does not have
to be detailed enough to support writing tests against it, for instance. For the evaluator, the key is that the
information must be sufficient to make a positive determination that the action is SFR-supporting or SFR-non-
interfering. If that level of information is missing, the summary is insufficient and more information must be
obtained.

ISO/IEC 15408-3 ADV_FSP.3.7C: The tracing shall demonstrate that the SFRs trace to TSFls in the
functional specification.

10.4.3.8.9 Work unit ADV_FSP.3-9

The evpluator shall check that the tracing links the SFRs to the corresponding TSFls.

ch TSFls. This
work units, in

The trgcing is provided by the developer to serve as a guide to which SFRs areCrelated to whi
tracing|can be as simple as a table; it is used as input to the evaluator for use in the following
which the evaluator verifies its completeness and accuracy.

10.4.3.4 Action ADV_FSP.3.2E

10.4.3.4.1 Work unit ADV_FSP.3-10

aluator shall examine the functional specification to.determine that it is a complete instantiation of the

The eV
SFRs.

e analysis, the
TOE security
tail below the
, refinements,

To ens
evalua
functio
compo
selecti

ure that all SFRs are covered by the functional specification, as well as the test coverag
or may build upon the developer's tracing (see ADV_FSP.3-9 a map between the
hal requirements and the TSFI. Note that this map may have to be at a level of dg
nent or even element level of the reguirements, because of operations (assignments
ns) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with assignments. If the ST
instande, ten rules in the FDP_ACC.1 assignment, and these ten rules were covered by three d
would be inadequate for the evaluator to map FDP_ACC.1 to TSFI A, B, and C and claim they
the wolk unit. Instead, the evaluator would map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC.1 (
B; etc.|It might also be the\case that the interface is a wrapper interface (e.g., IOCTL), in V

contained, for
fferent TSFI, it
had completed
rule 2) to TSFI
hich case the

TSF boundary
he analysis for

ded in the ST.
ith TSFIs must

important to note that since the parameters, actions, and error messages associated W
ifi i i appear to be

specified. the evaluator should be able to determine if all aspects of an SFR
implemented at the interface level.

10.4.3.4.2 Work unit ADV_FSP.3-11

The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the
SFRs.

For each functional requirement in the ST that results in effects visible at the TSF boundary, the information in
the associated TSFI for that requirement specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the only TSFI that map to that
requirement specify functionality for Unix-style protection bits, then the functional specification is not accurate
with respect to the requirements.
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The evaluator must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDP_RIP) it is not expected that the evaluator completely map those requirements to the TSFI. The
analysis for those requirements will be performed in the analysis for the TOE design (ADV_TDS) when
included in the ST.

10.4.4 Evaluation of sub-activity (ADV_FSP.4)
10.4.4.1 Objectives
The objective of this sub-activity is to determine whether the developer has completely described all of the

TSFI in a manner such that the evaluator is able to determine whether the TSFI are completely and accurately
described, and appears to implement the security functional requirements of the ST.

10.4.4.2 Inp|||t

The evaluation| evidence for this sub-activity that is required by the work-units is:
a) the ST;
b) the functignal specification;

c) the TOE design.

The evaluation] evidence for this sub-activity that is used if included in the-ST for the TOE is:
a) the securify architecture description;

b) the implementation representation;

c) the TSF internals description;

d) the operational user guidance.

10.4.4.3 Application notes

The functional|specification describes the jnterfaces to the TSF (the TSFI) in a structured manner. Becguse of
the dependengy on Evaluation of sub-activity (ADV_TDS.1), the evaluator is expected to have identified the
TSF prior to bgginning work on this ‘sub-activity. Without firm knowledge of what comprises the TSF, it is not
possible to asgess the completeness of the TSFI.

In performing the various work units included in this family, the evaluator is asked to make assessmients of
accuracy and| completeness of several factors (the TSFI itself, as well as the individual components
(parameters, dctions, ‘€rror messages, etc.) of the TSFI). In doing this analysis, the evaluator is expefted to
use the docunpentation provided for the evaluation. This includes the ST, the TOE design, and may |nclude
other documgntation such as the operatlonal user gwdance securlty archltecture descrlptlo , and
implementatio 3 C = 3
may read, for example, in the TOE design how a certaln functlon is |mplemented but see no way to |nvoke
that functlon from the interface. This might cause the evaluator to question the completeness of a particular
TSFI description, or whether an interface has been left out of the functional specification altogether.
Describing analysis activities of this sort in the ETR is a key method in providing rationale that the work units
have been performed appropriately.

It should be recognised that there exist functional requirements whose functionality is manifested wholly or in
part architecturally, rather than through a specific mechanism. An example of this is the implementation of
mechanisms implementing the Residual information protection (FDP_RIP) requirements. Such mechanisms
typically are implemented to ensure a behaviour isn't present, which is difficult to test and typically is verified
through analysis. In the cases where such functional requirements are included in the ST, it is expected that
the evaluator recognise that there may be SFRs of this type that have no interfaces, and that this should not
be considered a deficiency in the functional specification.
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10.4.4.4 Action ADV_FSP.4.1E

ISO/IEC 15408-3 ADV_FSP.4.1C: The functional specification shall completely represent the TSF.

10.4.4.4.1 Work unit ADV_FSP.4-1

The evaluator shall examine the functional specification to determine that the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other activities in this sub-activity. The TSF
must be identified (done as part of the TOE design (ADV_TDS) work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of interfaces have been missed (network
protocols, hardware interfaces, configuration files), or at a low level as the evaluation of the functional
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For administrative interfaces whose functionality is documented as being inaccessible to untrusted users, the
evaluator ensures that the method of making the functions inaccessible is described in the functional
specification. It should be noted that this inaccessibility needs to be tested by the developer in their test suite.

The evaluator should not only determine that the set of method of use descriptions exist, but also that they

accura

10.4.4.

tely cover each TSFI.

4.4 Work unit ADV_FSP.4-4

The evaluator shall examine the functional specification to determine the completeness of the TSFI
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The evaluator shall use the design documentation to identify the possible types of interfaces. The evaluator
shall search the design documentation and the guidance documentation for potential TSFI not contained in
the developer's documentation, thus indicating that the set of TSFI defined by the developer is incomplete.
The evaluator shall examine the arguments presented by the developer that the TSFI is complete and check
down to the lowest level of design or with the implementation representation that no additional TSFI exist.

ISO/IEC 15408-3 ADV_FSP.4.3C: The functional specification shall identify and describe all parameters

associated with each TSFI.

10.4.4.4.5 Work unit ADV_FSP.4-5

The evaluator shall examine the presentation of the TSFI to determine that it completely identifies all

parameters aspociated with every TSFI.

The evaluator pxamines the functional specification to ensure that all of the parameters are deseribed for each

TSFI. Parame
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In order to detérmine that the description of the parameters is complete, the evaluator should examine the rest
of the interfage description (purpose, method of use, actions, error messages, etc.) to determing if the
descriptions off the parametéer(s) are accounted for in the description. The evaluator should also check other
evidence proided (e.g{2TOE design, architectural design, operational user guidance, implemgntation
representation) to see(if)behaviour or additional parameters are described there but not in the furjctional
specification.

ISO/IEC 15408-3.ADV_FSP.4.4C: The functional specification shall describe all actions associated wi
TSFI.

each

10.4.4.4.7 Work unit ADV_FSP.4-7

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes all actions associated with every TSFI.

The evaluator checks to ensure that all of the actions are described. actions available through an interface
describe what the interface does (as opposed to the TOE design, which describes how the actions are
provided by the TSF).

Actions of an interface describe functionality that can be invoked through the interface, and can be
categorised as regular actions, and SFR-related actions. Regular actions are descriptions of what the
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interface does. The amount of information provided for this description is dependant on the complexity of the
interface. The SFR-related actions are those that are visible at any external interface (for instance, audit
activity caused by the invocation of an interface (assuming audit requirements are included in the ST) should
be described, even though the result of that action is generally not visible through the invoked interface).
Depending on the parameters of an interface, there may be many different actions able to be invoked through
the interface (for instance, an API might have the first parameter be a “subcommand”, and the following
parameters be specific to that subcommand. The IOCTL API in some Unix systems is an example of such an
interface).

In order to determine that the description of the actions of a TSFI is complete, the evaluator should review the
rest of the interface description (parameter descriptions, error messages, etc.) to determine if the actions
described are accounted for. The evaluator should also analyse other evidence provided for the evaluation
(e.g., €sign, Security architecture description, operational _user _guidance, _ implementation
representation) to see if there is evidence of actions that are described there but notwim|the functional
specifi¢ation.

ISO/IE
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C 15408-3 ADV_FSP.4.5C: The functional specification shall describe all direct error
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messages that
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implementation representation) to ensure that there are no errors steaming from processing mentioned that
are not included in the functional specification.

10.4.4.

4.9 Work unit ADV_FSP.4-9

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes the meaning of all errors associated with each TSFI.

In order to determine accuracy, the evaluator must be able to understand meaning of the error. For example, if
an interface returns a numeric code of 0, 1, or 2, the evaluator would not be able to understand the error if the
functional specification only listed: “possible errors resulting from invocation of the foo() interface are 0, 1, or
2”. Instead the evaluator checks to ensure that the errors are described such as: “possible errors resulting
from invocation of the foo() interface are 0 (processing successful), 1 (file not found), or 2 (incorrect filename
specification)”.
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In order to determine that the description of the errors due to invoking a TSFI is complete, the evaluator
examines the rest of the interface description (parameter descriptions, actions, etc.) to determine if potential
error conditions that might be caused by using such an interface are accounted for. The evaluator also checks
other evidence provided for the evaluation (e.g. TOE design, security architecture description, operational
user guidance, implementation representation) to see if error processing related to the TSFI is described there
but is not described in the functional specification.

ISO/IEC 15408-3 ADV_FSP.4.6C: The tracing shall demonstrate that the SFRs trace to TSFls in the

functional specification.
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mapping would need to be specific to certain set of parameters for a given interface.

npleted
o TSFI
se the

The evaluator [must recognise that for requirements that have little or no manifestation at the TSF bgundary
(e.g., FDP_RIR) it is not expectedthat they completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design (ADV_TDS) when included in the ST.
It is also important to note that since the parameters, actions, and error messages associated with TSF|s must
be fully specified, the_evaluator should be able to determine if all aspects of an SFR appear| to be
implemented gt the.interface level.

10.4.4.5.2 Woprk'unit ADV_FSP.4-12

The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the
SFRs.

For each functional requirement in the ST that results in effects visible at the TSF boundary, the information in
the associated TSFI for that requirement specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the only TSFI that map to that
requirement specify functionality for Unix-style protection bits, then the functional specification is not accurate
with respect to the requirements.

The evaluator must recognise that for requirements that have little or no manifestation at the TSF boundary
(e.g., FDP_RIP) it is not expected that the evaluator completely map those requirements to the TSFI. The
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analysis for those requirements will be performed in the analysis for the TOE design (ADV_TDS) when
included in the ST.

10.4.5 Evaluation of sub-activity (ADV_FSP.5)

10.4.5.1 Objectives

The objective of this sub-activity is to determine whether the developer has completely described all of the
TSFI in a manner such that the evaluator is able to determine whether the TSFI are completely and accurately

described, and appears to implement the security functional requirements of the ST. The completeness of the
interfaces is judged based upon the implementation representation.

10.4.5.2 Tnput

The evpluation evidence for this sub-activity that is required by the work-units is:

a) the ST;

b) thé functional specification;

c) the TOE design;

d) the¢ implementation representation.

The evpluation evidence for this sub-activity that is used if incladed in the ST for the TOE is:
a) the security architecture description;

b) thé TSF internals description;

c) the formal security policy model;

d) the¢ operational user guidance.

10.4.5.3 Action ADV_FSP.5.1E

ISO/IELC 15408-3 ADV_FSP.5.1C* The functional specification shall completely represent the T$F.
10.4.5.3.1 Work unit ADV_FSP.5-1
The evpluator shall'examine the functional specification to determine that the TSF is fully repregented.

The identification’of the TSFI is a necessary prerequisite to all other activities in this sub-activity. The TSF

must be identified (done as part of the TOE design (ADV_TDS) work units) in order to identify|the TSFI. This
activity| can, be done at a high level to ensure that no large groups of interfaces have been mjssed (network

1 kL A mtarf o EH | \ 3 o laval 2% PN FEP-Y 1 £ i
prOtOC IS, Rareware -i’i-.onaucs, uunllgurauun IIIUS/, of—at—a—ow—tever—as—tme—evardaton—ot the fUI’ICtlona|

specification proceeds.

In making an assessment for this work unit, the evaluator determines that all portions of the TSF are
addressed in terms of the interfaces listed in the functional specification. All portions of the TSF should have a
corresponding interface description, or if there are no corresponding interfaces for a portion of the TSF, the
evaluator determines that that is acceptable.

ISO/IEC 15408-3 ADV_FSP.5.2C: The functional specification shall describe the TSFI using a semi-formal
style.
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10.4.5.3.2 Work unit ADV_FSP.5-2

The evaluator shall examine the functional specification to determine that it is presented using a semiformal
style.

A semi-formal presentation is characterised by a standardised format with a well-defined syntax that reduces
ambiguity that may occur in informal presentations. Since the intent of the semi-formal format is to enhance
the reader's ability to understand the presentation, use of certain structured presentation methods (pseudo-
code, flow charts, block diagrams) are appropriate, though not required.

For the purposes of this activity, the evaluator should ensure that the interface descriptions are formatted in a
structured, consistent manner and use common terminology. A semiformal presentation of the interfaces also

implies that th

level of detall of the presentation for the interfaces Is largely consistent across all | FI. For

the functional ppecification, it is acceptable to refer to external specifications for portions of the intérface as
long as those g¢xternal specifications are themselves semiformal.

ISO/IEC 15408-3 ADV_FSP.5.3C: The functional specification shall describe the purpose-and’method| of use
for all TSFI.

10.4.5.3.3 Woprk unit ADV_FSP.5-3

The evaluator ghall examine the functional specification to determine that it states the purpose of each TSFI.
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to help the red
not only deterr
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f a TSFI is a general statement summarising the functionality provided by the interface. It is not
a complete statement of the actions and results related.to the interface, but rather a statement
der understand in general what the interface is intended to be used for. The evaluator|should
hine that the purpose exists, but also that it accurately reflects the TSFI by taking into gccount
bn about the interface, such as the description of\actions and error messages.
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use for a TSFI summarises how the interface is manipulated in order to invoke the actig
Llts associated with the FSEL The evaluator should be able to determine, from readi
functional specification, how to use each interface. This does not necessarily mean tha
separate method of use for each TSFI, as it may be possible to describe in general how
ed, for instance, and then identify each interface using that general style. Different ty
require different ymethod of use specifications. APIls, network protocol interfaces,
configuration garameters, and.hardware bus interfaces all have very different methods of use, and this
be taken into|account by-the developer when developing the functional specification, as well as
evaluator evalyiating the fuhctional specification.

For administrative interfaces whose functionality is documented as being inaccessible to untrusted us
evaluator enstres” that the method of makin i i i i i i
specification. It should be noted that this inaccessibility needs to be tested by the developer in their test suite.

The evaluator should not only determine that the set of method of use descriptions exist, but also that they
accurately cover each TSFI.

10.4.5.3.5 Work unit ADV_FSP.5-5
The evaluator shall examine the functional specification to determine the completeness of the TSFI.
The evaluator shall use the design documentation to identify the possible types of interfaces. The evaluator

shall search the design documentation and the guidance documentation for potential TSFI not contained in
the developer's documentation, thus indicating that the set of TSFI defined by the developer is incomplete.
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The evaluator shall examine the arguments presented by the developer that the TSFI is complete and check
down to the lowest level of design or with the implementation representation that no additional TSFI exist.

ISO/IEC 15408-3 ADV_FSP.5.4C: The functional specification shall identify and describe all parameters

associated with each TSFI.

10.4.5.3.6 Work unit ADV_FSP.5-6

The evaluator shall examine the presentation of the TSFIl to determine that it completely identifies all

parameters associated with every TSFI.

The evaluator examines the functional specification to ensure that all of the parameters are described for each

TSFI.
examp
protocq

arameters are explicit inputs or outputs to an Iinterface that control the behaviour of tha
es, parameters are the arguments supplied to an API; the various fields in packet for'a
I; the individual key values in the Windows Registry; the signals across a set of pins.on g

In orde
of the

r to determine that all of the parameters are present in the TSFI, the evaluatorshould eX
nterface description (actions, error messages, etc.) to determine if the @ffects of the
accourjted for in the description. The evaluator should also check other evidence provided for
(e.g., |TOE design, security architecture description, operational ,usér guidance, i
represe¢ntation) to see if behaviour or additional parameters are described there but not in
specifi¢ation.

10.4.53.7 Work unit ADV_FSP.5-7

The e
describ

aluator shall examine the presentation of the TSFl to determine that it completely
es all parameters associated with every TSFI.

Once 4ll of the parameters have been identified, the evaluator needs to ensure that they
descrijed, and that the description of the parameters is complete. A parameter description
paraméter is in some meaningful way. For .instance, the interface foo(i) could be descri
“paramleter i which is an integer”; this is .not"an acceptable parameter description. A descr
“parameter i is an integer that indicates the\number of users currently logged in to the system”
acceptable.

In order to determine that the desctiption of the parameters is complete, the evaluator should ex
of the |interface description (purpose, method of use, actions, error messages, etc.) to de
descrigtions of the parametér(s) are accounted for in the description. The evaluator should al
evidenge provided (e.g4~\FOE design, architectural design, operational user guidance, i
representation) to see(if,behaviour or additional parameters are described there but not in
specifi¢ation.

ISO/IE
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C 15408¢3)ADV_FSP.5.5C: The functional specification shall describe all actions associ
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10.4.5.3.8” Work unit ADV_FSP.5-8

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes all actions associated with every TSFI.

The evaluator checks to ensure that all of the actions are described. actions available through an interface
describe what the interface does (as opposed to the TOE design, which describes how the actions are
provided by the TSF).

actions of an interface describe functionality that can be invoked through the interface, and can be categorised
as regular actions, and SFR-related actions. Regular actions are descriptions of what the interface does. The
amount of information provided for this description is dependant on the complexity of the interface. The SFR-
related actions are those that are visible at any external interface (for instance, audit activity caused by the
invocation of an interface (assuming audit requirements are included in the ST) should be described, even
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though the result of that action is generally not visible through the invoked interface). Depending on the
parameters of an interface, there may be many different actions able to be invoked through the interface (for
instance, an APl might have the first parameter be a “subcommand”, and the following parameters be specific
to that subcommand. The IOCTL API in some Unix systems is an example of such an interface).

In order to determine that the description of the actions of a TSFI is complete, the evaluator should review the
rest of the interface description (parameter descriptions, error messages, etc.) to determine if the actions
described are accounted for. The evaluator should also analyse other evidence provided for the evaluation
(e.g., TOE design, security architecture description, operational user guidance, implementation
representation) to see if there is evidence of actions that are described there but not in the functional

specification.

ISO/IEC 1540
may result fron
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B-3 ADV_FSP.5.6C: The functional Specification shall describe all direct error messag
n an invocation of each TSFI.

brk unit ADV_FSP.5-9

shall examine the presentation of the TSFI to determine that it completely and acq
'rors messages resulting from an invocation of each TSFI.

e many forms, depending on the interface being described. For an\API, the interface its¢
r code; set a global error condition, or set a certain paraméter with an error code,
le, an incorrectly configured parameter may cause an error méssage to be written to a

e associated error messages) come about threugh the invocation of an interfac
t occurs in response to the interface invocation<may encounter error conditions, which
plementation-specific mechanism) an error message to be generated. In some instang
h value from the interface itself; in other instances a global value may be set and checke
of an interface. It is likely that a TOE will have a number of low-level error messages th
ndamental resource conditions, such>as “disk full” or “resource locked”. While thes
map to a large number of TSFI, they could be used to detect instances where detail f
iption has been omitted. For instance, a TSFI that produces a “disk full” message, but
ption of why that TSFI should/cause an access to the disk in its description of actions
uator to examine other evidence (ADV_ARC, ADV_TDS) related that TSFI to determin

s that

urately

bIf may
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og file.
ition to
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B error
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might
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description is gomplete and accurate.
The evaluator
invoking that i
determine if th

determines that, for-each TSFI, the exact set of error messages that can be returped on
nterface can be(detérmined. The evaluator reviews the evidence provided for the intefface to
b set of errors'seems complete. They cross-check this information with other evidence provided
for the evaldation (e.gl.>TOE design, security architecture description, operational user gujdance,
implementation represéntation) to ensure that there are no errors steaming from processing mentioned that
are not includdd in the-functional specification.

10.4.5.3.10 Wprk anit ADV_FSP.5-10

The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately
describes the meaning of all errors associated with each TSFI.

In order to determine accuracy, the evaluator must be able to understand meaning of the error. For example, if
an interface returns a numeric code of 0, 1, or 2, the evaluator would not be able to understand the error if the
functional specification only listed: “possible errors resulting from invocation of the foo() interface are 0, 1, or
2. Instead the evaluator checks to ensure that the errors are described such as: “possible errors resulting
from invocation of the foo() interface are 0 (processing successful), 1 (file not found), or 2 (incorrect filename
specification)”.

In order to determine that the description of the errors due to invoking a TSFI is complete, the evaluator
examines the rest of the interface description (parameter descriptions, actions, etc.) to determine if potential
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error conditions that might be caused by using such an interface are accounted for. The evaluator also checks
other evidence provided for the evaluation (e.g., TOE design, security architecture description, operational
user guidance, implementation representation) to see if error processing related to the TSFI is described there
but is not described in the functional specification.

ISO/IEC 15408-3 ADV_FSP.5.7C: The functional specification shall describe all error messages that do not

result from an invocation of a TSFI.

10.4.5.3.11 Work unit ADV_FSP.5-11

The evaluator shall examine the functional specification to determine that it completely and accurately
describes all errors messages that do not result from an invocation of any TSFI.
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generated. Thelevaluator ensures that the rationale for each such error message is logical.

ISO/IE

cation of the TSFI. Taken together, these work units cover all error messages thatumigh
TSF.

aluator assesses the completeness and accuracy of the functional spgcification by
s to instances of error message generation within the implementation' representation.
essages will have already been covered by work unit ADV_FSP.5-9:

or messages related to this work unit are typically those that are not expected to be gen

g from each of a list of cases may end with a final else statement to apply to anything th
pd; this practise ensures the TSF does not get into an yndéfined state. However, it is no
h of execution would ever get to this else statement; therefore, any error message ge
e statement would never be generated. Although itwvould not get generated, it must still
ctional specification.

I~

C 15408-3 ADV_FSP.5.8C: The functional” specification shall provide a rationale
e contained in the TSF implementation yet does not result from an invocation of a TSFI.

3.12 Work unit ADV_FSP.5-12
aluator shall examine the functienal specification to determine that it provides a rationald
je contained in the TSF implementation yet does not result from an invocation of a TSFI.
ing why it cannot bejinvoked from the TSFI.

described in_the previous work unit, this rationale might be as straightforward as the faqg

je in question is provided for completeness of execution logic and that it is never g

C 15408-3 ADV_FSP.5.9C: The tracing shall demonstrate that the SFRs trace to

functio

brk unit complements work unit ADV_FSP.5-9, which describes those error messages tLat result from

[ be generated

comparing its
Most of these

erated, but are

cted as a matter of good programming practises. For example) a case statement that gefines actions

it might not be
expected that
heration within
be included in

for each error

for each error

aluator ensures that every error message found under work unit ADV_FSP.5-11 contdins a rationale

t that the error
xpected to be

TSFlIs in the

hal Specification

10.4.5.

The ev

3.13 Work unit ADV_FSP.5-13

aluator shall check that the tracing links the SFRs to the corresponding TSFls.

The tracing is provided by the developer to serve as a guide to which SFRs are related to which TSFls. This
tracing can be as simple as a table; it is used as input to the evaluator for use in the following work units, in

which t

he evaluator verifies its completeness and accuracy.
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10.4.5.4 Action ADV_FSP.5.2E

10.4.5.4.1 Work unit ADV_FSP.5-14

The evaluator shall examine the functional specification to determine that it is a complete instantiation of the

SFRs.

To ensure that all SFRs are covered by the functional specification, as well as the test coverage analysis, the
evaluator may build upon the developer's tracing (see ADV_FSP.5-13 a map between the TOE security
functional requirements and the TSFI. Note that this map may have to be at a level of detail below the
component or even element level of the requirements, because of operations (assignments, refinements,
selections) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 component contains an element with assignments. If the ST contained, for
instance, ten rliles in the FDP_ACC.1 assignment, and these ten rules were covered by three different [TSFl, it
would be inadg¢quate for the evaluator to map FDP_ACC.1 to TSFI A, B, and C and claim they-had co

the work unit. |nstead, the evaluator would map FDP_ACC.1 (rule 1) to TSFI A; FDP_ACC%(rule 2) {

B; etc. It mig
mapping woul

The evaluator [must recognise that for requirements that have little or no manifestation at the TSF bo
(e.g., FDP_RIR) it is not expected that they completely map those requirements)to the TSFI. The anal
those requirements will be performed in the analysis for the TOE design (ABY) TDS) when included in

It is also important to note that since the parameters, actions, and error messages associated with TSF
be fully specified, the evaluator should be able to determine if @ll “aspects of an SFR appear,

implemented
104542 W
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10.4.6 Evaluation ofsub-activity (ADV_FSP.6)

also be the case that the interface is a wrapper interface (e.g., IOCTD),-in which c4g
need to be specific to certain set of parameters for a given interface.

t the interface level.
brk unit ADV_FSP.5-15

shall examine the functional specification todetermine that it is an accurate instantiatior

onal requirement in the ST that results in effects visible at the TSF boundary, the inform
TSFI for that requirement specifies the required functionality described by the requiremg
e ST contains a requirement-for access control lists, and the only TSFI that map
ecify functionality for Unixsstyle protection bits, then the functional specification is not a
the requirements.

must recognise that,for requirements that have little or no manifestation at the TSF bg
P) it is not expected that the evaluator completely map those requirements to the TS
ose requirements will be performed in the analysis for the TOE design (ADV_TDS
ST.
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There is no ge

herdl guidance; the scheme should be consulted for guidance on this sub-activity.

10.5 Implementation representation (ADV_IMP)

10.5.1 Evaluation of sub-activity (ADV_IMP.1)

10.5.1.1

Objectives

The objective of this sub-activity is to determine that the implementation representation made available by the
developer is suitable for use in other analysis activities; suitability is judged by its conformance to the
requirements for this component.
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10.5.1.2 Input

The evaluation evidence for this sub-activity is:

a) the implementation representation;
b) the documentation of the development tools, as resulting from ALC_TAT ;
c) TOE design description.

10.5.1.3 Application notes

The entire implementation representation is made available to ensure that analysis activities-ae not curtailed
due to|lack of information. This does not, however, imply that all of the representation is_exanlined when the
analysis activities are being performed. This is likely impractical in almost all cases, in addition [to the fact that
it most likely will not result in a higher-assurance TOE vs. targeted sampling(-0f“the implementation
represéntation. For this sub-activity, this is even truer. It would not be productive-forthe evalpator to spend
large gmounts of time verifying the requirements for one portion of the implenigntation reprgsentation, and
then use a different portion of the implementation representation in performing ‘analysis for other work units.
Therefpre, the evaluator is encouraged to select the sample of the implementation representation from the
areas of the TOE that will be of most interest during the analysis performed during work umits from other
familieg (e.g. ATE_IND, AVA_ VAN and ADV_INT).

10.5.1.4 Action ADV_IMP.1.1E

ISO/IE level of detail

such th

C 15408-3 ADV_IMP.1.1C: The implementation representation shall define the TSF to 3
at the TSF can be generated without further desigrndecisions.
10.5.1.4.1 Work unit ADV_IMP.1-1

aluator shall check that the implementation representation defines the TSF to a level of dletail such that
- can be generated without further desigh decisions.

The eV
the TS
at are used to

Sourcg code or hardware diagrams and/er IC hardware design language code or layout data tf

build th
the imy
pseudd
perforn
develo
while
examir

ISO/IE

e actual hardware are examples of parts of an implementation representation. The eva
lementation representation\to’gain confidence that it is at the appropriate level and not,
-code level which requires additional design decisions to be made. The evaluator is
h a quick check whenfirst looking at the implementation representation to assure them
per is on the right'track. However, the evaluator is also encourage to perform the bul
vorking on other work units that call for examining the implementation; this will ensu
ed for this work.unit is relevant.

C 15408-3 ADV_IMP.1.2C: The implementation representation shall be in the form

uator samples
for instance, a
encouraged to
selves that the

of this check
re the sample

used by the

development personnel.

10.5.1.4.2” Work unit ADV_IMP.1-2

The evaluator shall check that the implementation representation is in the form used by development
personnel.

The implementation representation is manipulated by the developer in form that it suitable for transformation
to the actual implementation. For instance, the developer may work with files containing source code, which is
eventually compiled to become part of the TSF. The developer makes available the implementation
representation in the form they use, so that the evaluator may use automated techniques in the analysis. This
also increases the confidence that the implementation representation examined is actually the one used in the
production of the TSF (as opposed to the case where it is supplied in an alternate presentation format, such
as a word processor document). It should be noted that other forms of the implementation representation may
also be used by the developer; these forms are supplied as well. The overall goal is to supply the evaluator
with the information that will maximise the evaluator's analysis efforts.
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The evaluator samples the implementation representation to gain confidence that it is the version that is
usable by the developer. The sample is such that the evaluator has assurance that all areas of the
implementation representation are in conformance with the requirement; however, a complete examination of
the entire implementation representation is unnecessary.

Conventions in some forms of the implementation representation may make it difficult or impossible to
determine from just the implementation representation itself what the actual result of the compilation or run-
time interpretation will be. For example, compiler directives for C language compilers will cause the compiler
to exclude or include entire portions of the code.

Some forms of the implementation representation may require additional information because they introduce
significant barriers to understanding and analysis. Examples include shrouded source code or source code
that has been [obfuscate rms of

does not compromise any security mechanisms.

The evaluator amples the implementation representation to gain confidence-that all of the information needed
to interpret the implementation representation has been supplied. Note that the tools are amond those
referenced by [Tools and techniques (ALC_TAT) components. The evaluator is encouraged to perform g quick
check when fifst looking at the implementation representation to assure themselves that the developgr is on
the right track.| However, the evaluator is also encouraged to perferm the bulk of this check while working on
other work units that call for examining the implementation; this:will ensure the sample examined for thjs work
unit is relevant

ISO/IEC 15408-3 ADV_IMP.1.3C: The mapping between-the TOE design description and the samplg of the
implementatiog representation shall demonstrate theit;¢orrespondence.

10.5.1.4.3 Woprk unit ADV_IMP.1-3

The evaluator| shall examine the mapping’between the TOE design description and the sample|of the
implementation representation to determine that it is accurate.

The evaluator pugments the determination of existence (specified in work unit ADV_IMP.1-1) by verifyling the
accuracy of a portion of the implementation representation and the TOE design description. For partd of the
TOE design description that\are interesting, the evaluator would verify the implementation represgntation
accurately reflgcts the deseription provided in the TOE design description.

For example, the TOE-design description might identify a login module that is used to identify and authgnticate
users. If user guthentication is sufficiently significant, the evaluator would verify that the corresponding ¢ode in
fact implementis‘that service as described in the TOE design description. It might also be worthwhile tp verify
that the code accepts the parameters as described in the functional specification.

It is worth pointing out the developer must choose whether to perform the mapping for the entire
implementation representation, thereby guaranteeing that the chosen sample will be covered, or waiting for
the sample to be chosen before performing the mapping. The first option is likely more work, but may be
completed before the evaluation begins. The second option is less work, but will produce a suspension of
evaluation activity while the necessary evidence is being produced.

10.5.2 Evaluation of sub-activity (ADV_IMP.2)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.
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10.6 TSF internals (ADV_INT)

10.6.1

10.6.1.

Evaluation of sub-activity (ADV_INT.1)

1 Objectives

The objective of this sub-activity is to determine whether the defined subset of the TSF is designed and
structured such that the likelihood of flaws is reduced and that maintenance can be more readily performed
without the introduction of flaws.

10.6.1.2 Input

a) th

b) thé TOE design description;
c) thg implementation representation (if ADV_IMP is part of the claimed assurance);
d) the¢ architectural description;

e) th¢ documentation of the coding standards, as resulting from ALC” TAT.
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The eTIuation evidence for this sub-activity is:

ST;

3 Application notes

e of the internals description is to provide evidence of the structure of the design and img

ucture of the design has two aspects: thé.constituent parts of the TSF and the proce

E design (see ADV_TDS), the assessment of the TSF design is obvious. In cases wh
ures (see ALC_TAT) are being followed, the assessment of the TSF design procedu

D.
s where the TSF is implemented using procedure-based software, this structure is ag

bd in the TOE design \(TOE design (ADV_TDS)). A module consists of one or more so
hnot be decomposed into smaller compilable units.

e of the assighment in this component levies stricter constraints on the subset of th
y identified4n the assignment ADV_INT.1.1D than on the remainder of the TSF. While th
psigned.using good engineering principles and result in a well-structured TSF, only the s
ifically,;;analysed for this characteristic. The evaluator determines that the developer's
standards result in a TSF that is understandable.

lementation of

dures used to

the TSF. In cases where the TSF is designed in a manner consistent with the design ffepresented by

ere the design
res is similarly

sessed on the
5 the modules
irce code files

e TSF that is
e entire TSF is
becified subset
application of

The primary goal of this component is to ensure the TSF subset's implementation representation is
understandable to facilitate maintenance and analysis (of both the developer and evaluator).

10.6.1.4 Action ADV_INT.1.1E

ISO/IEC 15408-3 ADV_INT.1.1C: The justification shall explain the characteristics used to judge the meaning
of “‘well-structured”.

10.6.1.4.1 Work unit ADV_INT.1-1

The evaluator shall examine the justification to determine that it identifies the basis for determining whether
the TSF is well-structured.
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The evaluator verifies that the criteria for determining the characteristic of being well-structured are clearly
defined in the justification. Acceptable criteria typically originate from industry standards for the technology
discipline. For example, procedural software that executes linearly is traditionally viewed as well-structured if it
adheres to software engineering programming practises, such as those defined in the IEEE Standard (/EEE
Std 610.12-1990). For example, it would identify the criteria for the procedural software portions of the TSF

the process used for modular decomposition,

ndards used in the development of the implementation,

a description of the maximum acceptable level of intermodule coupling exhibited by the TSF subset, and

subset:

a)

b) coding sta
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widespread commodity hardware (e.g. PC microprocessors), and special-pufpose hg
rd processors) - the evaluator should seek guidance from the evaluation autho
b adequacy of criteria for being “well-structured”.

-structured.

brk unit ADV_INT.1-2

shall check the TSF internals description to determife)that it identifies the Assigned su

in terms of the implementation (e.g. encrypt.c and decrypt.c files, or the 6227 IC chip).

| to identify this subset in terms of the claimed SFRs (e.g. the portion of the TSF that
efined in FPR_ANO.2) becausethis does not indicate where to focus the analysis.

brk unit ADV_INT.1-3

shall examine the TSK.internals description to determine that it demonstrates that the as
vell-structured.

examines the\internals description to ensure that it provides a sound explanation of h

would explain how the procedural software portions of the TSF subset meets the followi

on of the minimum acceptable level of cohesion exhibited the modules of the TSF subsel.
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modules described in the TOE design (ADV_TDS),

For example, i
a) that there
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how the TSF design is a reflection of the modular decomposition process,

a justification for all instances where the coding standards were not used or met, and

ion for any coupling or cohesion outside the acceptable bounds.

10.6.1.5 Action ADV_INT.1.2E

10.6.1.5.1 Work unit ADV_INT.1-4

The evaluator shall determine that the TOE design for the assigned TSF subset is well-structured.
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The evaluator examines a sample of the TOE design to verify the accuracy of the justification. For example, a
sample of the TOE design is analysed to determine its adherence to the design standards, etc. As with all
areas where the evaluator performs activities on a subset the evaluator provides a justification of the sample
size and scope.

The description of the TOE's decomposition into subsystems and modules will make the argument that the
TSF subset is well-structured self-evident. Verification that the procedures for structuring the TSF (as
examined in ALC_TAT) are being followed will make it self-evident that the TSF subset is well-structured.

10.6.1.5.2 Work unit ADV_INT.1-5

The evaluator shall determine that the assigned TSF subset is well-structured.

If ADV _IMP is not part of the claimed assurance, then this work unit is not applicablenafnd is therefore
considered to be satisfied.

The evaluator examines a sample of the TSF subset to verify the accuracy of the\internals description. For
example, a sample of the procedural software portions of the TSF subset iSyanalysed to| determine its
cohesipn and coupling, its adherence to the coding standards, etc. As with ‘all areas wherg the evaluator
performs activities on a subset the evaluator provides a justification of the sample size and scope.
10.6.2 [Evaluation of sub-activity (ADV_INT.2)
10.6.2.1 Objectives

The ohjective of this sub-activity is to determine whetherthe TSF is designed and structured such that the
likelihopd of flaws is reduced and that maintenance can.b& more readily performed without the|introduction of
flaws.
10.6.2.2 Input

The evpluation evidence for this sub-activity, is:

a) the modular design description;

b) the implementation representation (if ADV_IMP is part of the claimed assurance);
c) the¢ TSF internals description;

d) the¢ documentation.of the coding standards, as resulting from ALC_TAT.

10.6.2.3 Application notes

The role of the.internals description is to provide evidence of the structure of the design and implementation of
the TSF.

The structure of the design has two aspects: the constituent parts of the TSF and the procedures used to
design the TSF. In cases where the TSF is designed in a manner consistent with the design represented by
the TOE design (see ADV_TDS), the assessment of the TSF design is obvious. In cases where the design
procedures (see ALC_TAT) are being followed, the assessment of the TSF design procedures is similarly
obvious.

In cases where the TSF is implemented using procedure-based software, this structure is assessed on the
basis of its modularity; the modules identified in the internals description are the same as the modules
identified in the TOE design (TOE design (ADV_TDS)). A module consists of one or more source code files
that cannot be decomposed into smaller compilable units.

The primary goal of this component is to ensure the TSF's implementation representation is understandable to
facilitate maintenance and analysis (of both the developer and evaluator).
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10.6.2.4 Acti

on ADV_INT.2.1E

ISO/IEC 15408-3 ADV_INT.2.1C: The justification shall describe the characteristics used to judge the
meaning of “‘well-structured”.

10.6.2.4.1 Work unit ADV_INT.21

The evaluator shall examine the justification to determine that it identifies the basis for determining whether

the TSF is well

-structured.

The evaluator verifies that the criteria for determining the characteristic of being well-structured are clearly
defined in the justification. Acceptable criteria typically originate from industry standards for the technology

discipline. For pxample, procedural software that executes linearly is traditionally viewed as well-structd

adheres to so
Std 610.12-19
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b) coding stg
c) adescript
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For other type
programming),
(e.g. smart-ca
criteria for bein

ISO/IEC 15408-3 ADV_INT.2.2C: The TSF internals desgription shall demonstrate that the entire TSF
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on of the minimum acceptable level of cohesion exhibited the.modules of the TSF

s of technologies used in the TOE - such as non-pfoecedural software (e.g. object-g
widespread commodity hardware (e.g. PC micropfecessors), and special-purpose hg

g “well-structured”.

brk unit ADV_INT.2-2

shall examine the TSF interpals description to determine that it demonstrates that the

examines the internals description to ensure that it provides a sound explanation of h
criteria from ADV(INT.2-1

would explain.how the procedural software portions of the TSF meet the following:

is a one-to-one correspondence between the modules identified in the TSF and the nj
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(IEEE
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ion for all instances where the coding standards were not used or met

ion for any coupling or cohesion outside the acceptable bounds

10.6.2.5 Action ADV_INT.2.2E

10.6.2.5.1 Work unit ADV_INT.2-3

The evaluator shall determine that the TOE design is well-structured.

The evaluator examines the TOE design of a sample of the TSF to verify the accuracy of the justification. For
example, a sample of the TOE design is analysed to determine its adherence to the design standards, etc. As
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with all areas where the evaluator performs activities on a subset the evaluator provides a justification of the
sample size and scope.

The description of the TOE's decomposition into subsystems and modules will make the argument that the
TSF subset is well-structured self-evident. Verification that the procedures for structuring the TSF (as
examined in ALC_TAT) are being followed will make it self-evident that the TSF subset is well-structured.
10.6.2.5.2 Work unit ADV_INT.2-4

The evaluator shall determine that the TSF is well-structured.

If ADV_IMP is not part of the claimed assurance, then this work unit is not applicable and is therefore
considered to be satisfied.

The evialuator examines a sample of the TSF to verify the accuracy of the internals desecriptionl For example,
a sample of the procedural software portions of the TSF is analysed to determine its,¢ohesior] and coupling,
its adherence to the coding standards, etc. As with all areas where the evaluatorperforms |activities on a
subset|the evaluator provides a justification of the sample size and scope.

10.6.3 [Evaluation of sub-activity (ADV_INT.3)

There Is no general guidance; the scheme should be consulted for guidance on this sub-activity
10.7 $ecurity policy modelling (ADV_SPM)

10.7.1 |Evaluation of sub-activity (ADV_SPM.1)

There Is no general guidance; the scheme should be consulted for guidance on this sub-activity
10.8 TOE design (ADV_TDS)

10.8.1 |Evaluation of sub-activity (ADV_TDS.1)

10.8.1.1 Input

The evpluation evidence for thisSub-activity is:

a) the¢ ST,

b) the functional specification;

c) segurity architecture description;

d) the¢ TOE design.

10.8.1.2—Actiom ADV_TDS1tE
ISO/IEC 15408-3 ADV_TDS.1.1C: The design shall describe the structure of the TOE in terms of subsystems.
10.8.1.2.1 Work unit ADV_TDS.1-1

The evaluator shall examine the TOE design to determine that the structure of the entire TOE is described in
terms of subsystems.

The evaluator ensures that all of the subsystems of the TOE are identified. This description of the TOE will be

used as input to work unit ADV_TDS.1-2, where the parts of the TOE that make up the TSF are identified.
That is, this requirement is on the entire TOE rather than on only the TSF.

© ISO/IEC 2008 - All rights reserved 97


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

The TOE (and TSF) may be described in multiple layers of abstraction (i.e. subsystems and modules)
Depending upon the complexity of the TOE, its design may be described in terms of subsystems and
modules, as described in ISO/IEC 15408-3 Annex A.4, ADV_TDS: Subsystems and Modules. At this level of
assurance, the decomposition only need be at the “subsystem” level.

In performing this activity, the evaluator examines other evidence presented for the TOE (e.g., ST, operator
user guidance) to determine that the description of the TOE in such evidence is consistent with the description
contained in the TOE design.

ISO/IEC 15408-3 ADV_TDS.1.2C: The design shall identify all subsystems of the TSF.

10.8.1.2.2 Work unit ADV_TDS.1-2

The evaluator ghall examine the TOE design to determine that all subsystems of the TSF are identified.

In work unit ADV_TDS.1-1 all of the subsystems of the TOE were identified, and a determination mafde that
the non-TSF qubsystems were correctly characterised. Building on that work, the subsystemis that were not
characterised ps non-TSF subsystems should be precisely identified. The evaluator determines that| of the
hardware and| software installed and configured according to the Preparative procedures (AGO_PRE)
guidance, each subsystem has been accounted for as either one that is part of the /TSF, or one that is not.

ISO/IEC 15408-3 ADV_TDS.1.3C: The design shall describe the behaviour of each SFR-supporting qr SFR-
non-interfering| TSF subsystem in sufficient detail to determine that it is not SER-enforcing.

10.8.1.2.3 Wprk unit ADV_TDS.1-3

The evaluator [shall examine the TOE design to determine that each SFR-supporting or SFR-non-intgrfering
subsystem of |the TSF is described such that the evaluatory€an determine that the subsystem i$ SFR-
supporting or $FR-non-interfering.

SFR-supporting and SFR-non-interfering subsystems. do"not need to be described in detail as to hgw they

function in the [system. However, the evaluator makes;a determination, based on the evidence provided by the
developer, that the subsystems that do not have\high-level descriptions are SFR-supporting or SHR-non-
interfering. Nofe that if the developer provides a'uhiform level of detailed documentation then this work tinit will
be largely satigfied, since the point of categorising the subsystems is to allow the developer to provigle less
information for|SFR-supporting and SFR-hon-interfering subsystems than for SFR-enforcing subsystems.

An SFR-supporting subsystem is_one that is depended on by an SFR-enforcing subsystem in
implement an BFR, but does not/play as direct a role as an SFR-enforcing subsystem. An SFR-non-int
subsystem is gne that is not depended upon, in either a supporting or enforcing role, to implement an SFR.

ISO/IEC 15408-3 ADV_TIDS.1.4C: The design shall summarise the SFR-enforcing behaviour of th¢ SFR-
enforcing subsystems.

10.8.1.2.4 WprKunit ADV_TDS.1-4

The evaluator shall examine the TOE design to determine that it provides a complete, accurate, and high-level
description of the SFR-enforcing behaviour of the SFR-enforcing subsystems.

The developer may designate subsystems as SFR-enforcing, SFR-supporting, and SFR non-interfering, but
these “tags” are used only to describe the amount and type of information the developer must provide, and
can be used to limit the amount of information the developer has to develop if their engineering process does
not produce the documentation required. Whether the subsystems have been categorised by the developer or
not, it is the evaluator's responsibility to determine that the subsystems have the appropriate information for
their role (SFR-enforcing, etc.) in the TOE, and to obtain the appropriate information from the developer
should the developer fail to provide the required information for a particular subsystem.

SFR-enforcing behaviour refers to how a subsystem provides the functionality that implements an SFR. A
high-level description need not refer to specific data structures (although it may), but instead talks about more
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general data flow, message flow, and control relationships within a subsystem. The goal of these descriptions
is to give the evaluator enough information to understand how the SFR-enforcing behaviour is achieved. Note
that the evaluator should find unacceptable asserts of SFR-enforcement in the TOE design documentation for
this work unit. It should be noted that it is the evaluator's determination with respect to what “high-level”
means for a particular TOE, and the evaluator obtains enough information from the developer to make a
sound verdict for this work unit.

To determine completeness and accuracy, the evaluator examines other information available (e.g., functional
specification, security architecture description, implementation representation). Descriptions of functionality in
these documents should be consistent with what is provided for evidence for this work unit.

ISO/IEC 15408-3 ADV_TDS.1.5C: The design shall provide a description of the interactions among SFR-
[SF and other

bystems of the

bsystems is to
ractions do not
routine in a

be characterised at the implementation level (e.g., parameters passed from on
em to a routine in a different subsystem; global variables;. hardware signals (e.g., int¢rrupts) from a

hardwgre subsystem to an interrupt-handling subsystem), but the data elements identified for a particular
subsystem that are going to be used by another subsystem<need to be covered in this discussipn. Any control
relatiorjships between subsystems (e.g., a subsystem responsible for configuring a rule bas¢ for a firewall
system and the subsystem that actually implements these rules) should also be described.

The ey
reason

cription. If the
Dr instance, in

aluators need to use their own judgement\in assessing the completeness of the des
for an interaction is unclear, or if there“are SFR-related interactions (discovered, f

examin
that th
among
unders|

ing the descriptions of subsystem behayiour) that do not appear to be described, the evg

s information is provided by the developer. However, if the evaluator can determine th
a particular set of subsystems, while incompletely described by the developer,

fanding the overall functionality-nor security functionality provided by the TSF, then the

luator ensures
at interactions
vill not aid in
evaluator may

choosq to consider the description.sufficient, and not pursue completeness for its own sake.

ISO/IE ed in the TOE

design

C 15408-3 ADV_TDS:1.6C: The mapping shall demonstrate that all behaviour describ
is mapped to the FSFls that invoke it.

10.8.1.2.6 Work unit ADV_TDS.1-6
The eV
from th
design

aluator . shall examine the TOE design to determine that it contains a complete and acg
e TSFldescribed in the functional specification to the subsystems of the TSF describ)

urate mapping
ed in the TOE

The subsystems described in the TOE design provide a description of how the TSF works at a detailed level
for SFR-enforcing portions of the TSF, and at a higher level for other portions of the TSF. The TSFI provide a
description of how the implementation is exercised. The evidence from the developer identifies the subsystem
that is initially involved when an operation is requested at the TSFI, and identify the various subsystems that
are primarily responsible for implementing the functionality. Note that a complete “call tree” for each TSFl is
not required for this work unit.

The evaluator assesses the completeness of the mapping by ensuring that all of the TSFI map to at least one
subsystem. The verification of accuracy is more complex.

The first aspect of accuracy is that each TSFl is mapped to a subsystem at the TSF boundary. This
determination can be made by reviewing the subsystem description and interactions, and from this information
determining its place in the architecture. The next aspect of accuracy is that the mapping makes sense. For
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instance, mapping a TSFI dealing with access control to a subsystem that checks passwords is not accurate.
The evaluator should again use judgement in making this determination. The goal is that this information aids
the evaluator in understanding the system and implementation of the SFRs, and ways in which entities at the
TSF boundary can interact with the TSF. The bulk of the assessment of whether the SFRs are described
accurately by the subsystems is performed in other work units.

10.8.1.3 Action ADV_TDS.1.2E

10.8.1.3.1 Work unit ADV_TDS.1-7

The evaluator shall examine the TOE security functional requirements and the TOE design, to determine that

all ST security

functional requirements are covered by the TOE design.

The evaluator
This map will |
be at a level o
(assignments,

For example, t
ST contained,
rules were img
map FDP_AC
Instead, the eV
and z; FDP_A

10.8.1.3.2 W

The evaluator
functional requ

The evaluator

may construct a map between the TOE security functional requirements and the TOE

jesign.

kely be from a functional requirement to a set of subsystems. Note that this map,may have to

detail below the component or even element level of the requirements, because. 6f ope
refinements, selections) performed on the functional requirement by the ST author.

he FDP_ACC.1 Subset access control component contains an element with assignment
for instance, ten rules in the FDP_ACC.1 Subset access control assignment, and thg
lemented in specific places within fifteen modules, it would be inadequate for the evaly
.1 Subset access control to one subsystem and claim the_Wwork unit had been com
aluator would map FDP_ACC.1 Subset access control (rule 4)16 subsystem A, behavioy
CC.1 Subset access control (rule 2) to subsystem A, behaviours x, p, and q; etc.

brk unit ADV_TDS.1-8

shall examine the TOE design to determine that'it is an accurate instantiation of all §
irements.
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TSF meets th
responsible f

first identify th
depth knowled
trace is only to

The next step
design descri
not be an acc
If the evaluat

ensures that each security requirement listed in the TOE security functional requir
e ST has a corresponding design deseription in the TOE design that accurately details H
t requirement. This requires that-the evaluator identify a collection of subsystems t
r implementing a given functional requirement, and then examine those subsyst

subsystems that contribute to this mechanism's implementation. This could be dong
e or understanding of the TOE design or by work done in the previous work unit. Note t
identify the subsystems, and is not the complete analysis.

would be to understand what mechanism the subsystems implemented. For instance
d anSimplementation of access control based on UNIX-style protection bits, the design
rate‘instantiation of those access control requirements present in the ST example used

rations

. If the
se ten
ator to
pleted.
rsx, Y,

ecurity

bments
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at are
ms to
rement

 would
by in-
nat this

, if the
would
above.

r could not determine that the mechanism was accurately implemented because of a

lack of

detail, the evaluator would have to assess whether all of the SFR-enforcing subsystems have been identified,
or if adequate detail had been provided for those subsystems.

10.8.2 Evaluation of sub-activity (ADV_TDS.2)

10.8.2.1

Input

The evaluation evidence for this sub-activity is:

a) the ST;

b)

100

the functional specification;
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security architecture description;

the TOE design.

10.8.2.2 Action ADV_TDS.2.1E

ISO/IEC 15408-3 ADV_TDS.2.1C: The design shall describe the structure of the TOE in terms of subsystems.

10.8.2.2.1 Work unit ADV_TDS.2-1

The evaluator shall examine the TOE design to determine that the structure of the entire TOE is described in
terms of subsystems.

The eV
used 3
That is

The T
Depen
module
assura

Aluator ensures that all of the subsystems of the TOE are identified. This description oft
s input to work unit ADV_TDS.2-2, where the parts of the TOE that make up the-TSH
this requirement is on the entire TOE rather than on only the TSF.

DE (and TSF) may be described in multiple layers of abstraction (i.€-subsystems
jing upon the complexity of the TOE, its design may be described in terms of su
s, as described in ISO/IEC 15408-3 Annex A.4, ADV_TDS: Subsystems and Modules.
hce, the decomposition only need be at the “subsystem” level.

he TOE will be
are identified.

and modules)
bsystems and
At this level of

In perfprming this activity, the evaluator examines other evidence presented for the TOE (e.g|, ST, operator
user gyidance) to determine that the description of the TOE in sueh.evidence is consistent with the description
containjed in the TOE design.

ISO/IELC 15408-3 ADV_TDS.2.2C: The design shall identify.all subsystems of the TSF.

10.8.2.2.2 Work unit ADV_TDS.2-2

The evpluator shall examine the TOE design to.determine that all subsystems of the TSF are idgntified.

In work unit ADV_TDS.2-1 all of the subsystems of the TOE were identified, and a determination made that
the non-TSF subsystems were correctly-Characterised. Building on that work, the subsystemg that were not
characlerised as non-TSF subsystems should be precisely identified. The evaluator determines that, of the

hardwg
guidan

ISO/IE
subsys

10.8.2.

The eV
TSF is

re and software installed\;and configured according to the Preparative procedure
Ce, each subsystem has been accounted for as either one that is part of the TSF, or one

C 15408-3 ADV_TDS.2.3C: The design shall describe the behaviour of each SFR
tem of the TSF in detail sufficient to determine that it is SFR non-interfering.

2.3 Workunit ADV_TDS.2-3

described such that the evaluator can determine that the subsystem is SFR-non-interferi

D

(AGD_PRE)
hat is not.

non-interfering

aluator.shall examine the TOE design to determine that each SFR-non-interfering subpsystem of the

Ng.

SFR-non-interfering subsystems do not need to be described in detail as to how they function in the system.
However, the evaluator makes a determination, based on the evidence provided by the developer, that the
subsystems that do not have detailed descriptions are SFR-non-interfering. Note that if the developer provides
a uniform level of detailed documentation then this work unit will be largely satisfied, since the point of
categorising the subsystems is to allow the developer to provide less information for SFR-non-interfering
subsystems than for SFR-enforcing and SFR-supporting subsystems.

An SFR-non-interfering subsystem is one on which the SFR-enforcing and SFR-supporting subsystems have
no dependence; that is, they play no role in implementing SFR functionality.

ISO/IEC 15408-3 ADV_TDS.2.4C: The design shall describe the SFR-enforcing behaviour of the SFR-
enforcing subsystems.
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10.8.2.2.4 Work unit ADV_TDS.2-4

The evaluator shall examine the TOE design to determine that it provides a complete, accurate, and detailed
description of the SFR-enforcing behaviour of the SFR-enforcing subsystems.

The developer may designate subsystems as SFR-enforcing, SFR-supporting, and SFR non-interfering, but
these “tags” are used only to describe the amount and type of information the developer must provide, and
can be used to limit the amount of information the developer has to develop if their engineering process does
not produce the documentation required. Whether the subsystems have been categorised by the developer or
not, it is the evaluator's responsibility to determine that the subsystems have the appropriate information for
their role (SFR-enforcing, etc.) in the TOE, and to obtain the appropriate information from the developer

should the developer fail to provide the required information for a particular subsystem.
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In contrast to the previous work unit, this work unit calls for the evaluator to assess the information p
for SFR-enforging subsystems that is SFR-supporting or SFR-non-interfering. The goal of this assess
two-fold. First)| it should )provide the evaluator greater understanding of the way each subsystem
Second, the gvaluator*determines that all SFR-enforcing behaviour exhibited by a subsystem ha
described. Un|ike,the previous work unit, the information provided for the SFR-supporting or SHR-non-
interfering behgviour does not have to be as detailed as that provided by the SFR-enforcing behaviqur. For
example, data structures or data items that do not pertain to SFR-enforcing functionality will likely not need to
be described in detail, if at all. It is the evaluator's determination, however, with respect to what “high-level”
means for a particular TOE, and the evaluator obtains enough information from the developer (even if it turns
out to be equivalent to information provided for the parts of the subsystem that are SFR-enforcing) to make a
sound verdict for this work unit.

The evaluator is cautioned, however, that “perfect” assurance is not a goal nor required by this work unit, so
judgement will have to be exercised in determine the amount and composition of the evidence required to
make a verdict on this work unit.

To determine completeness and accuracy, the evaluator examines other information available (e.g., functional
specification, security architecture description, implementation representation). Descriptions of functionality in
these documents should be consistent with what is provided for evidence for this work unit. In particular, the
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functional specification should be used to determine that the behaviour required to implement the TSF
Interfaces described by the functional specification are completely described by the subsystem, since the
behaviour will either be SFR-enforcing, SFR-supporting or SFR-non-interfering.

ISO/IEC 15408-3 ADV_TDS.2.6C: The design shall summarise the behaviour of the SFR-supporting

subsystems.

10.8.2.2.6 Work unit ADV_TDS.2-6

The evaluator shall examine the TOE design to determine that it provides a complete and accurate high-level

description of the behaviour of the SFR-supporting subsystems.

The dgveloper may designate subsystems as SFR-enforcing, SFR-supporting, and SFR non-
these ‘ftags” are used only to describe the amount and type of information the developer(mus
can be|used to limit the amount of information the developer has to develop if their engineering
uce the documentation required. Whether the subsystems have been categorised by th
the evaluator's responsibility to determine that the subsystems have the.-appropriate

forcing functionality will likely not needt0’be described in detail, if at all. It is
ination, however, with respect to what “high-level” means for a particular TOE, and
enough information from the developeri(even if it turns out to be equivalent to informati
ts of the subsystem that are SFR-enforcing) to make a sound verdict for this work unit.

determ

obtains
the par

aluator is cautions, howeverthat “perfect” assurance is not a goal nor required by thi
ent will have to be exercised’ in determine the amount and composition of the eviden
verdict on this work unit.

The eV
judgen
make 4

To detérmine completeness and accuracy, the evaluator examines other information available (
specifi¢ation, security architecture description, implementation representation). Descriptions of
these documents should be consistent with what is provided for evidence for this work unit. In
functiopal specification should be used to determine that the behaviour required to imple
Interfages descfibed by the functional specification are completely described by the subsystem.

ISO/IELC A5408-3 ADV_TDS.2.7C: The design shall provide a description of the interactig

nterfering, but
t provide, and
process does
e developer or
nformation for
the developer

he evaluator to
enced by the
s in work unit
o-fold. First, it
system works.
by in which the
BFR-enforcing.
etailed as that
not pertain to
he evaluator's
the evaluator
bn provided for

5 work unit, so
ce required to

P.g., functional
functionality in
particular, the
ment the TSF

ns among all

subsystems of the TSF.

10.8.2.2.7 Work unit ADV_TDS.2-7

The evaluator shall examine the TOE design to determine that interactions between the subsystems of the
TSF are described.

The goal of describing the interactions between the subsystems is to help provide the reader a better
understanding of how the TSF performs it functions. These interactions do not need to be characterised at the
implementation level (e.g., parameters passed from one routine in a subsystem to a routine in a different
subsystem; global variables; hardware signals (e.g., interrupts) from a hardware subsystem to an interrupt-
handling subsystem), but the data elements identified for a particular subsystem that are going to be used by
another subsystem need to be covered in this discussion. Any control relationships between subsystems (e.g.,
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a subsystem responsible for configuring a rule base for a firewall system and the subsystem that actually
implements these rules) should also be described.

It should be noted while the developer should characterise all interactions between subsystems, the
evaluators need to use their own judgement in assessing the completeness of the description. If the reason for
an interaction is unclear, or if there are SFR-related interactions (discovered, for instance, in examining the
descriptions of subsystem behaviour) that do not appear to be described, the evaluator ensures that this
information is provided by the developer. However, if the evaluator can determine that interactions among a
particular set of subsystems, while incompletely described by the developer, will not aid in understanding the
overall functionality nor security functionality provided by the TSF, then the evaluator may choose to consider
the description sufficient, and not pursue completeness for its own sake.

ISO/IEC 1540
design is mapf

B-3 ADV_TDS.Z.8C. The mapping shall demonstrate that all behaviour described in_ife TOE

ed to the TSFIs that invoke it.

10.8.2.2.8 Woprk unit ADV_TDS.2-8
The evaluator
from the TSFI
design.

shall examine the TOE design to determine that it contains a complete and-accurate m
described in the functional specification to the subsystems of the TSF ‘described in th

apping
e TOE

The subsystems described in the TOE design provide a description of how the TSF works at a detailgd level
for SFR-enforging portions of the TSF, and at a higher level for other portions of the TSF. The TSFI prpvide a
description of how the implementation is exercised. The evidence from thé.developer identifies the subpystem
that is initially [nvolved when an operation is requested at the TSFI, andidentify the various subsystems that
are primarily rgsponsible for implementing the functionality. Note that ‘a complete “call tree” for each TSFl is

not required fof this work unit.

The evaluator
subsystem. Th

pssesses the completeness of the mapping by ensuring that all of the TSFI map to at least one
e verification of accuracy is more complex:

The first aspd
determination
determining its
instance, map
The evaluator
the evaluator i

ct of accuracy is that each TSFl.is»mapped to a subsystem at the TSF boundar

place in the architecture. The néxt aspect of accuracy is that the mapping makes sen
bing a TSFI dealing with access.control to a subsystem that checks passwords is not ac
should again use judgementin making this determination. The goal is that this informati
n understanding the system and implementation of the SFRs, and ways in which entities

). This

can be made by reviewing the subsystem description and interactions, and from this infoqmation

5e. For
curate.
bn aids

at the

can interact with the.TSF. The bulk of the assessment of whether the SFRs are depcribed

he subsystems is performed in other work units.

TSF boundary
accurately by {

10.8.2.3 Action ADV_TDS\2.2E
10.8.2.3.1 Woprk unit(ADV_TDS.2-9

The evaluator ne that

all ST security

shallsexamine the TOE security functional requirements and the TOE design, to determ
functional requirements are covered by the TOE design.

The evaluator may construct a map between the TOE security functional requirements and the TOE design.
This map will likely be from a functional requirement to a set of subsystems. Note that this map may have to
be at a level of detail below the component or even element level of the requirements, because of operations
(assignments, refinements, selections) performed on the functional requirement by the ST author.

For example, the FDP_ACC.1 Subset access control component contains an element with assignments. If the
ST contained, for instance, ten rules in the FDP_ACC.1 Subset access control assignment, and these ten
rules were implemented in specific places within fifteen modules, it would be inadequate for the evaluator to
map FDP_ACC.1 Subset access control to one subsystem and claim the work unit had been completed.
Instead, the evaluator would map FDP_ACC.1 Subset access control (rule 1) to subsystem A, behaviours x, v,
and z; FDP_ACC.1 Subset access control (rule 2) to subsystem A, behaviours x, p, and q; etc.
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10.8.2.3.2 Work unit ADV_TDS.2-10

The evaluator shall examine the TOE design to determine that it is an accurate instantiation of all security
functional requirements.

The evaluator ensures that each security requirement listed in the TOE security functional requirements
subclause of the ST has a corresponding design description in the TOE design that accurately details how the
TSF meets that requirement. This requires that the evaluator identify a collection of subsystems that are
responsible for implementing a given functional requirement, and then examine those subsystems to
understand how the requirement is implemented. Finally, the evaluator would assess whether the requirement
was accurately implemented.

As an Ixample, it the ST requirements specified a role-based access control mechanism, the Taluator would
first identify the subsystems that contribute to this mechanism's implementation. This could-the done by in-
depth knowledge or understanding of the TOE design or by work done in the previous werk)unif. Note that this
trace ig only to identify the subsystems, and is not the complete analysis.

The ngxt step would be to understand what mechanism the subsystems implemented. For ihstance, if the
design|described an implementation of access control based on UNIX-style protection bits, the design would
not be fan accurate instantiation of those access control requirements present.in the ST examp|e used above.
If the gvaluator could not determine that the mechanism was accuratelyimplemented becauge of a lack of
detail, the evaluator would have to assess whether all of the SFR-enfdrcing subsystems have been identified,
or if adequate detail had been provided for those subsystems.

10.8.3 [Evaluation of sub-activity (ADV_TDS.3)

10.8.3.1 Objectives

The objective of this sub-activity is to determine whether the TOE design provides a description) of the TOE in
terms ¢f subsystems sufficient to determine the TSKboundary, and provides a description of thg TSF internals
in terms of modules (and optionally higher-level abstractions). It provides a detailed descriptipn of the SFR-
enforcing modules and enough information @bout the SFR-supporting and SFR-non-interfering modules for
the evaluator to determine that the SFRs\are completely and accurately implemented; as g$uch, the TOE
design|provides an explanation of the infplementation representation.

10.8.3.2 Input

The evpluation evidence for this sub-activity is:

a) the ST;

b) th¢ functional specification;

c) sepurity-architecture description;

d) the TOE design

10.8.3.3 Application notes

There are three types of activity that the evaluator must undertake with respect to the TOE design. First, the
evaluator determines that the TSF boundary has been adequately described. Second, the evaluator
determines that the developer has provided documentation that conforms to the content and presentation
requirements for this subsystem, and that is consistent with other documentation provided for the TOE.
Finally, the evaluator must analyse the design information provided for the SFR-enforcing modules (at a
detailed level) and the SFR-supporting and SFR-non-interfering modules (at a less detailed level) to
understand how the system is implemented, and with that knowledge ensure that the TSFI in the functional
specification are adequately described, and that the test information adequately tests the TSF (done in the
Class ATE: Tests work units).
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It is important to note that while the developer is obligated to provide a complete description of the TSF
(although SFR-enforcing modules will have more detail than the SFR-supporting or SFR-non-interfering
modules), the evaluator is expected to use their judgement in performing their analysis. While the evaluator is
expected to look at every module, the detail to which they examine each module may vary. The evaluator
analyses each module in order to gain enough understanding to determine the effect of the functionality of the
module on the security of the system, and the depth to which they need to analyse the module may vary
depending on the module's role in the system. An important aspect of this analysis is that the evaluator should
use the other documentation provided (TSS, functional specification, security architecture description, and the
TSF internal document) in order to determine that the functionality that is described is correct, and that the
implicit designation of SFR-supporting or SFR-non-interfering modules (see below) is supported by their role
in the system architecture.
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g pp
“tags” are used only to describe the amount and type of information the developer must provide, and
used to limit the amount of information the developer has to develop if their engineering procéss dd
produce the dgcumentation required. Whether the modules have been categorised by the developer o
is the evaluatgr's responsibility to determine that the modules have the appropriate information for th

(SFR-enforcin
developer fail

, etc.) in the TOE, and to obtain the appropriate information from the developer sho
provide the required information for a particular module.

10.8.3.4 Action ADV_TDS.3.1E

ISO/IEC 15408-3 ADV_TDS.3.1C: The design shall describe the structure ofthe TOE in terms of subsystems.

10.8.3.4.1 Woprk unit ADV_TDS.3-1

The evaluator
terms of subsy

shall examine the TOE design to determine that the structure of the entire TOE is descilibed in
Sstems.

will be
ntified.

The evaluator pnsures that all of the subsystems of the TOE are identified. This description of the TOE
used as input ffo work unit ADV_TDS.3-2, where the parts of the TOE that make up the TSF are idg
That is, this requirement is on the entire TOE rather than on only the TSF.

The TOE (ang TSF) may be described in multiple layers of abstraction (i.e. subsystems and mddules).

Depending up
modules, as d
simple TOE th
applicable and

In performing
user guidance
contained in th

on the complexity of the TQE, its design may be described in terms of subsysten
escribed in ISO/IEC 15408-3 Annex A.4, ADV_TDS: Subsystems and Modules. For
at can be described solely at the “module” level (see ADV_TDS.3-2), this work unif
therefore consideredtto be satisfied.

his activity, the @€valuator examines other evidence presented for the TOE (e.g., ST, o
to determing that the description of the TOE in such evidence is consistent with the des
e TOE design:

ns and
a very
is not

berator
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ISO/IEC 15408-3 ADV/=TDS.3.2C: The design shall describe the TSF in terms of modules.

10.8.3.4.2 Woprk'unit ADV_TDS.3-2

The evaluator shall examine the TOE design to determine that the entire TSF is described in terms of
modules.

The evaluator will examine the modules for specific properties in other work units; in this work unit the
evaluator determines that the modular description covers the entire TSF, and not just a portion of the TSF.
The evaluator uses other evidence provided for the evaluation (e.g., functional specification, security
architecture description) in making this determination. For example, if the functional specification contains
interfaces to functionality that does not appear to be described in the TOE design description, it may be the
case that a portion of the TSF has not been included appropriately. Making this determination will likely be an
iterative process, where as more analysis is done on the other evidence, more confidence can be gained with
respect to the completeness of the documentation.
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Unlike subsystems, modules describe the implementation in a level of detail that can serve as a guide to
reviewing the implementation representation. A description of a module should be such that one could create
an implementation of the module from the description, and the resulting implementation would be 1) identical
to the actual TSF implementation in terms of the interfaces presented and used by the module, and 2)
algorithmically identical to the TSF module. For instance, RFC 793 provides a high-level description of the
TCP protocol. It is necessarily implementation independent. While it provides a wealth of detail, it is not a
suitable design description because it is not specific to an implementation. An actual implementation can add
to the protocol specified in the RFC, and implementation choices (for instance, the use of global data vs. local
data in various parts of the implementation) may have an impact on the analysis that is performed. The design
description of the TCP module would list the interfaces presented by the implementation (rather than just
those defined in RFC 793), as well as an algorithm description of the processing associated with the modules
implementing TCP (assuming it was part of the TSF).

ISO/IELC 15408-3 ADV_TDS.3.3C: The design shall identify all subsystems of the TSF.

10.8.3.4.3 Work unit ADV_TDS.3-3

The evpluator shall examine the TOE design to determine that all subsystems of the'TSF are identified.

If the d
modulg

esign is presented solely in terms of modules, then subsystems in these requirements ar
s and the activity should be performed at the module level.

e equivalent to

In work unit ADV_TDS.3-1 all of the subsystems of the TOE were-identified, and a determination made that
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-TSF subsystems were correctly characterised. Building ,0n that work, the subsystems
erised as non-TSF subsystems should be precisely identified. The evaluator determin
re and software installed and configured according“to the Preparative procedure
Ce, each subsystem has been accounted for as either one that is part of the TSF, or one

C 15408-3 ADV_TDS.3.4C: The design shall provide a description of each subsystem of
#.4 Work unit ADV_TDS.3-4

aluator shall examine the TOE design to determine that each subsystem of the TSF de
nforcement of SFRs described in'the ST.

esign is presented solely-insterms of modules, then this work unit will be considered {
Mment done in subsequentwork units; no explicit action on the part of the evaluator is ng

tems that are complex enough to warrant a subsystem-level description of the TSF in
r description,\the goal of the subsystem-level description is to give the evaluator d
r description>that follows. Therefore, the evaluator ensures that the subsystem-le
s a description of how the security functional requirements are achieved in the design, b

that were not

es that, of the
5 (AGD_PRE)
hat is not.

the TSF.

scribes its role

atisfied by the
cessary in this

addition to the
ontext for the
el description
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abstragtion above the modular description. This description should discuss the mechanisms yised at a level
that is aligned with the module description; this will provide the evaluators the road map neede{to intelligently
assess| the“information contained in the module description. A well-written set of subsystem descriptions will
help guide the evaluator in determining the modules that are most important to examine, thus focusing the
evaluation activity on the portions of the TSF that have the most relevance with respect to the enforcement of

the SFRs.

The evaluator ensures that all subsystems of the TSF have a description. While the description should focus
on the role that the subsystem plays in enforcing or supporting the implementation of the SFRs, enough
information must be present so that a context for understanding the SFR-related functionality is provided.

ISO/IEC 15408-3 ADV_TDS.3.5C: The design shall provide a description of the interactions among all
subsystems of the TSF.
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10.8.3.4.5 Work unit ADV_TDS.3-5

The evaluator shall examine the TOE design to determine that interactions between the subsystems of the
TSF are described.

If the design is presented solely in terms of modules, then this work unit will be considered satisfied by the
assessment done in subsequent work units; no explicit action on the part of the evaluator is necessary in this
case.

On systems that are complex enough to warrant a subsystem-level description of the TSF in addition to the
modular description, the goal of describing the interactions between the subsystems is to help provide the
reader a better understanding of how the TSF performs its functions. These interactions do not need to be
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ifferent subsystem; global variables; hardware signals (e.g., interrupts) from a~hdrdware
subsystem to pn interrupt-handling subsystem), but the data elements identified for a particular subpystem
to be used by another subsystem should be covered in this discussion.”Any |control
relationships Hetween subsystems (e.g., a subsystem responsible for configuring a rule_base for a firewall

subsystem that actually implements these rules) should also be described.
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10.8.3.4.6 Wprk unit ADV_TDS.3-6

The evaluator of the

TSF and the m

shall examine the TOE design {d_determine that the mapping between the subsystemsg
odules of the TSF is complete.

If the design is|presented solely in terms-of modules, then this work unit is considered satisfied.
For TOEs thatf
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SF are
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are complex enough to warrant a subsystem-level description of the TSF in addition
ption, the developer provides a simple mapping showing how the modules of the T
ne subsystems,- This will provide the evaluator a guide in performing their modu
o determine-completeness, the evaluator examines each mapping and determines

bp to at least one module, and that all modules map to exactly one subsystem.

10.8.3.4.7 Woprk unit ADV_TDS.3-7

The evaluator shall examine the TOE design to determine that the mapping between the subsystems of the
TSF and the modules of the TSF is accurate.

If the design is presented solely in terms of modules, then this work unit is considered satisfied.

For TOEs that are complex enough to warrant a subsystem-level description of the TSF in addition to the
modular description, the developer provides a simple mapping showing how the modules of the TSF are
allocated to the subsystems. This will provide the evaluator a guide in performing their module-level
assessment. The evaluator may choose to check the accuracy of the mapping in conjunction with performing
other work units. An “inaccurate” mapping is one where the module is mistakenly associated with a subsystem
where its functions are not used within the subsystem. Because the mapping is intended to be a guide
supporting more detailed analysis, the evaluator is cautioned to apply appropriate effort to this work unit.
Expending extensive evaluator resources verifying the accuracy of the mapping is not necessary.
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Inaccuracies that lead to mis-understandings related to the design that are uncovered as part of this or other
work units are the ones that should be associated with this work unit and corrected.

ISO/IEC 15408-3 ADV_TDS.3.7C: The design shall describe each SFR-enforcing module in terms of its
purpose and interaction with other modules.

10.8.3.4.8 Work unit ADV_TDS.3-8

The evaluator shall examine the TOE design to determine that the description of the purpose of each SFR-
enforcing module is complete and accurate.

The developer may designate modules as SFR-enforcing, SFR-supporting, and SFR non-interfering, but these
“tags” g@re used only to describe the amount and type of information the developer must prov%e, and can be

used to limit the amount of information the developer has to develop if their engineering prdcess does not
produce the documentation required. Whether the modules have been categorised by the.devéloper or not, it
is the gvaluator's responsibility to determine that the modules have the appropriate informatiagn for their role
(SFR-¢gnforcing, etc.) in the TOE, and to obtain the appropriate information from_the developer should the
developer fail to provide the required information for a particular module.

The pdrpose of a module provides a description indicating what function- the module is fulfiljng. A word of
cautior] to evaluator is in order. The focus of this work unit should™be to provide the evaluator an
undersfanding of how the module works so that determinations can(bé' made about the soyndness of the
implemnentation of the SFRs, as well as to support architectural analysis performed for ADV_ARC component.
As long as the evaluator has a sound understanding of the module's operation, and its relatignship to other
modulgs and the TOE as a whole, the evaluator should consider‘the objective of the work achieved and not
engage in a documentation exercise for the developer (by requiring, for example, a complé¢te algorithmic
descrigtion for a self-evident implementation representation).

ISO/IELC 15408-3 ADV_TDS.3.8C: The design shall describe each SFR-enforcing module in tefms of its SFR-
related|interfaces, return values from those interface€s, interaction with and called interfaces to ofther modules.

10.8.3.4.9 Work unit ADV_TDS.3-9

The evialuator shall examine the TOE design to determine that the description of the interface$ presented by
each §FR-enforcing module contain‘dn accurate and complete description of the SFR-related pgarameters, the
invocafion conventions for each interface, and any values returned directly by the interface.

The SHR-related interfaces af a‘'module are those interfaces used by other modules as a mean to invoke the
SFR-rglated operations provided, and to provide inputs to or receive outputs from the module. The purpose in
the spgcification of theSe interfaces is to permit the exercise of them during testing. Inter-mogule interfaces
that ar¢ not SFR-related need not be specified or described, since they are not a factor in tedting. Likewise,
other ipternal interfaces that are not a factor in traversing SFR-related paths of execution (such as those
internal paths that are fixed) need not be specified or described, since they are not a factor in tepting.

SFR-rglated-interfaces are described in terms of how they are invoked, and any values that are| returned. This
descrigtion”would include a list of SFR-related parameters, and descriptions of these parameters. Note that
global data would also be considered parameters if used by the module (either as inputs or outputs) when
invoked. If a parameter were expected to take on a set of values (e.g., a “flag” parameter), the complete set of
values the parameter could take on that would have an effect on module processing would be specified.
Likewise, parameters representing data structures are described such that each field of the data structure is
identified and described. Note that different programming languages may have additional “interfaces” that
would be non-obvious; an example would be operator/function overloading in C++. This “implicit interface” in
the class description would also be described as part of the low-level TOE design. Note that although a
module could present only one interface, it is more common that a module presents a small set of related
interfaces.

In terms of the assessment of parameters (inputs and outputs) to a module, any use of global data must also
be considered. A module “uses” global data if it either reads or writes the data. In order to assure the
description of such parameters (if used) is complete, the evaluator uses other information provided about the
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module in the TOE design (interfaces, algorithmic description, etc.), as well as the description of the particular
set of global data assessed in work unit ADV_TDS.3-9. For instance, the evaluator could first determine the
processing the module performs by examining its function and interfaces presented (particularly the
parameters of the interfaces). They could then check to see if the processing appears to “touch” any of the
global data areas identified in the TOE design. The evaluator then determines that, for each global data area
that appears to be “touched”, that global data area is listed as a means of input or output by the module the
evaluator is examining.

Invocation conventions are a programming-reference-type description that one could use to correctly invoke a
module's interface if one were writing a program to make use of the module's functionality through that
interface. This includes necessary inputs and outputs, including any set-up that may need to be performed
with respect to global variables.

Values returned through the interface refer to values that are either passed through parameters orqme§
values that thg function call itself returns in the style of a “C” program function call; or values passed t
global means (such as certain error routines in *ix-style operating systems).

sages;
hrough

In order to asspre the description is complete, the evaluator uses other information provided about the nodule
in the TOE design (e.g., algorithmic description, global data used) to ensure that it appears all data negessary
for performing the functions of the module is presented to the module, and that any values that other nmjodules
expect the modlule under examination to provide are identified as being returned.\by.the module. The evaluator
determines acturacy by ensuring that the description of the processing madtches the information ligted as
being passed fo or from an interface.

Because the modules are at such a low level, it may be difficult determine completeness and adcuracy
impacts from @ther documentation, such as operational user guidance, the functional specification, the TSF
internals, or the security architecture description. However, the evaluator uses the information present in those
documents to {he extent possible to help ensure that the purposeis accurately and completely describgd. This
analysis can be aided by the analysis performed for the work units for the ADV_TDS.3.10C element] which
maps the TSF| in the functional specification to the modules‘of the TSF.

ISO/IEC 1540
module in tern

B-3 ADV_TDS.3.9C: The design shall describe each SFR-supporting or SFR-non-intérfering
s of its purpose and interaction with.other modules.
10.8.3.4.10 Woprk unit ADV_TDS.3-10
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by the
rfering.

Those with on
categorised” a

y a description of their purpose and interaction with other modules (for instance) are “in
5 SER-supporting or SFR-non-interfering.

nplicitly

In these cases, a key focus of the evaluator for this work unit is attempting to determine from the evidence
provided for each module implicitly categorised as SFR-supporting or SFR-non-interfering and the evaluation
information about other modules (in the TOE design, the functional specification, the security architecture
description, and the operational user guidance), whether the module is indeed SFR-supporting or SFR-non-
interfering. At this level of assurance some error should be tolerated; the evaluator does not have to be
absolutely sure that a given module is SFR-supporting or SFR-non-interfering, even though it is labelled as
such. However, if the evidence provided indicates that a SFR-supporting or SFR-non-interfering module is
SFR-enforcing, the evaluator requests additional information from the developer in order to resolve the
apparent inconsistency. For instance, suppose the documentation for Module A (an SFR-enforcing module)
indicates that it calls Module B to perform an access check on a certain type of construct. When the evaluator
examines the information associated with Module B, they find that all the developer has provided is a purpose
and a set of interactions (thus implicitly categorising Module B as SFR-supporting or SFR-non-interfering). On
examining the purpose and interactions from Module A, the evaluator finds no mention of Module B
performing any access checks, and Module A is not listed as a module with which Module B interacts. At this
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point the evaluator should approach the developer to resolve the discrepancies between the information
provided in Module A and that in Module B.

Another example would be where the evaluator examines the mapping of the TSFI to the modules as provided
by ADV_TDS.3.2D. This examination shows that Module C is associated with an SFR requiring identification
of the user. Again, when the evaluator examines the information associated with Module C, they find that all
the developer has provided is a purpose and a set of interactions (thus implicitly categorising Module C as
SFR-supporting or SFR-non-interfering). Examining the purpose and interactions presented for Module C, the
evaluator is unable to determine why Module C, listed as mapping to a TSFI concerned with user
identification, would not be classified as SFR-enforcing. Again, the evaluator should approach the developer
to resolve this discrepancy.

A finall'example 1s bd information
associgted with Module D consisting of a purpose and a set of interactions (thus implicitly catégprising Module
D as SfFR-supporting or SFR-non-interfering). The evaluator examines all of the evidenee_provided, including
the punpose and interactions for Module D. The purpose appears to give a meaningful déscription of Module
D's function in the TOE, the interactions are consistent with that description, and_there is nothing to indicate
that Mpdule D is SFR-enforcing. In this case, the evaluator should not demand more infgrmation about
Module D “just be to sure” it is correctly categorised. The developer has met their obligations and the resulting
assurapce the evaluator has in the implicit categorisation of Module D is, (by definition) apprppriate for this
assurahce level.

10.8.3.4.11 Work unit ADV_TDS.3-11

The evaluator shall examine the TOE design to determine that the description of the purpose| of each SFR-
supporting or SFR-non-interfering module is complete and aCcurate.

scription of the purpose of a module indicates what function the module is fulfiljng. From the
descrigtion, the evaluator should be able to obtain a general idea of the module's role. In ordef to assure the

SFR-efforcing;>the evaluator requests additional information from the developer in order o resolve the
apparent inconsistency. For instance, suppose the documentation for Module A (an SFR-enfprcing module)
indicatgs\that it calls Module B to perform an access check on a certain type of construct. When the evaluator

examines the information associated with Module B, they find that all the developer has provided is a purpose
and a set of interactions (thus implicitly categorising Module B as SFR-supporting or SFR-non-interfering). On
examining the purpose and interactions from Module A, the evaluator finds no mention of Module B
performing any access checks, and Module A is not listed as a module with which Module B interacts. At this
point the evaluator should approach the developer to resolve the discrepancies between the information
provided in Module A and that in Module B.

10.8.3.4.12 Work unit ADV_TDS.3-12

The evaluator shall examine the TOE design to determine that the description of a SFR-supporting or SFR-
non-interfering module's interaction with other modules is complete and accurate.

It is important to note that, in terms of the Part 3 requirement and this work unit, the term interaction is
intended to convey less rigour than interface. An interaction does not need to be characterised at the

© ISO/IEC 2008 - All rights reserved 111


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

implementation level (e.g., parameters passed from one routine in a module to a routine in a different module;
global variables; hardware signals (e.g., interrupts) from a hardware subsystem to an interrupt-handling
subsystem), but the data elements identified for a particular module that are going to be used by another
module should be covered in this discussion. Any control relationships between modules (e.g., a module
responsible for configuring a rule base for a firewall system and the module that actually implements these
rules) should also be described.

Because the modules are at such a low level, it may be difficult determine completeness and accuracy
impacts from other documentation, such as operational user guidance, the functional specification, the
security architecture description, or the TSF internals document. However, the evaluator uses the information
present in those documents to the extent possible to help ensure that the function is accurately and
completely described. This analysis can be aided by the analysis performed for the work units for the

ADV_TDS.3.1

A module's inferaction with other modules goes beyond just a call-tree-type document. The-intera

described froni
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brk unit ADV_TDS.3-13

shall examine the TOE design to determine that it contains a complete and accurate m
Hescribed in the functional specification to the modules of the TSF described in the TOE

escribed in the TOE design provide a description of the implementation of the TSF. Th

nitially invoked when an operation is requested at the TSFI, and identifies the chain of nj
he module that is primarilyresponsible for implementing the functionality. However, a co
ch TSFI is not required. for this work unit. The cases in which more than one module wou
are where there are\‘entry point” modules or wrapper modules that have no functionalit
hg inputs or de-multiplexing an input. Mapping to one of these modules would not prov
ion to the evaluator.

pssesses$ the completeness of the mapping by ensuring that all of the TSFI map to at le
rification of accuracy is more complex.
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impacts from other documentation, such as operational user guidance, the functional specification, the
security architecture description, or the TSF internals document. However, the evaluator uses the information
present in those documents to the extent possible to help ensure that the interactions are accurately and
completely described.

10.8.3.5 Action ADV_TDS.3.2E
10.8.3.5.1 Work unit ADV_TDS.3-14

The evaluator shall examine the TOE security functional requirements and the TOE design, to determine that
all ST security functional requirements are covered by the TOE design.
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The evaluator may construct a map between the TOE security functional requirements and the TOE design.
This map will likely be from a functional requirement to a set of subsystems, and later to modules. Note that
this map may have to be at a level of detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on the functional requirement by the
ST author.

For example, the FDP_ACC.1 Subset access control component contains an element with assignments. If the
ST contained, for instance, ten rules in the FDP_ACC.1 Subset access control assignment, and these ten
rules were implemented in specific places within fifteen modules, it would be inadequate for the evaluator to
map FDP_ACC.1 Subset access control to one subsystem and claim the work unit had been completed.
Instead, the evaluator would map FDP_ACC.1 Subset access control (rule 1) to modules x, y, and z of

subsystem A; FDP_ACC.1 Subset access control (rule 2) to modules x, p, and q of subsystem A; etc.

10.8.3.
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y in-depth knowledge or understanding of the TOE_design or by work done in the prev|
at this trace is only to identify the subsystems, and‘'modules, and is not the complete ang

xt step would be to understand what mechanism the subsystems, and modules img
e, if the design described an implementation:of access control based on UNIX-style pro

bove. If the evaluator could not determine that the mechanism was accurately implemen
bf detail, the evaluator would have telassess whether all of the SFR-enforcing subsystem
Evaluation of sub-activity:(ADV_TDS.4)

(

Objectives

jective of this sub-activity is to determine whether the TOE design provides a descriptior

would not be an accurate instantiation of those access control requirements present in t:l'ee

ben identified, or if adequate detaibhad been provided for those subsystems and modules.

of all security

e TOE design.
p may have to

level of detail below the component or even element level of the\reqlirements, becaus¢ of operations
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valuator would

This could be
ous work unit.
lysis.

lemented. For
ction bits, the
ST example
ed because of
s and modules

p

of the TOE in

f subsystems‘sufficient to determine the TSF boundary, and provides a description of thg¢ TSF internals

in terms of modules™(and optionally higher-level abstractions). It provides a detailed descripti¢n of the SFR-
enforcing and. SFR-supporting modules and enough information about the SFR-non-interfering modules for
the evaluatorto determine that the SFRs are completely and accurately implemented; as guch, the TOE
design|proyides an explanation of the implementation representation.

10.8.4.2 Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the functional specification;

c) security architecture description;

d) the TOE design.
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10.8.4.3 Application notes

There are three types of activity that the evaluator must undertake with respect to the TOE design. First, the
evaluator determines that the TSF boundary has been adequately described. Second, the evaluator
determines that the developer has provided documentation that conforms to the content and presentation
requirements this subsystem, and that is consistent with other documentation provided for the TOE. Finally,
the evaluator must analyse the design information provided for the SFR-enforcing modules (at a detailed
level) and the SFR-supporting and SFR-non-interfering modules (at a less detailed level) to understand how
the system is implemented, and with that knowledge ensure that the TSFI in the functional specification are
adequately described, and that the test information adequately tests the TSF (done in the Class ATE: Tests
work units).

10.8.4.4 Actjon ADV_TDS.4.TE

ISO/IEC 15408-3 ADV_TDS.4.1C: The design shall describe the structure of the TOE in terms of subsystems.
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to work unit ADV_TDS.4-5, where the parts of the TOE thatmake up the TSF are idsg
quirement is on the entire TOE rather than on only the TSF-

] TSF) may be described in multiple layers of abstraction (i.e. subsystems and m
on the complexity of the TOE, its design may bé described in terms of subsysten
escribed in ISO/IEC 15408-3 Annex A.4, ADVATDS: Subsystems and Modules. For
at can be described solely at the “module’, level (see ADV_TDS.4-3), this work unif
therefore considered to be satisfied.

his activity, the evaluator examines. ather evidence presented for the TOE (e.g., ST, o
to determine that the description of-the TOE in such evidence is consistent with the des
e TOE design.

brk unit ADV_TDS.4-2

shall examine the TRS documentation to determine that the semiformal notation u
subsystems, modules and their interfaces is defined or referenced.

Id providela-mapping of security functions and their interfaces outlining in what part
a function or interface is semiformal described and what notation is used. The ev
emifermal notations used to make sure that they are of a semiformal style and to jus
s of the manner how the semiformal notations are used for the TOE.

will be
ntified.

pdules)
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Cription
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d. The
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The evaluator is reminded that a semi-formal presentation is characterised by a standardised format with a
well-defined syntax that reduces ambiguity that may occur in informal presentations. The syntax of all
semiformal notations used in the functional specification shall be defined or a corresponding standard be
referenced. The evaluator verifies that the semiformal notations used for expressing the functional
specification are capable of expressing features relevant to security. In order to determine this, the evaluator
can refer to the SFR and compare the TSF security features stated in the ST and those described in the FSP
using the semiformal notations.

ISO/IEC 15408-3 ADV_TDS.4.2C: The design shall describe the TSF in terms of modules, designating each
module as SFR-enforcing, SFR-supporting, or SFR-non-interfering.
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10.8.4.4.3 Work unit ADV_TDS.4-3

The evaluator shall examine the TOE design to determine that the entire TSF is described in terms of
modules.

The evaluator will examine the modules for specific properties in other work units; in this work unit the
evaluator determines that the modular description covers the entire TSF, and not just a portion of the TSF.
The evaluator uses other evidence provided for the evaluation (e.g., functional specification, architectural
description) in making this determination. For example, if the functional specification contains interfaces to
functionality that does not appear to be described in the TOE design description, it may be the case that a
portion of the TSF has not been included appropriately. Making this determination will likely be an iterative
process, where as more analysis is done on the other evidence, more confidence can be gained with respect
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A

defined in RFC 793), as well as an algorithm description’ of'the processing associated wi

enting TCP (assuming it was part of the TSF).
#.4 Work unit ADV_TDS.4-4

aluator shall check the TOE design to detetmine that the TSF modules are identified
hg, SFR-supporting, or SFR-non-interfering:

u
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rpose of designating each module {according to the role a particular module plays in th
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. It is always permissible for the developer to provide more information or detail than th¢ requirements
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he developer must still designate the modules as either SFR-enforcing, SFR-supporting, or SFR-non-
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Vhile blatants mis-designations may be immediately apparent (e.g., designating an

lg as anything but SFR-enforcing when User identification (FIA_UID) is one of the SFRs

{

authentication
eing claimed),

is-designations might not be discovered until the TSF is better understood. The g¢valuator must
e keep in mind that these designations are the developer's initial best effort, but are subject to change.
guidance is provided under work unit ADV_TDS.4-16, which examines the accyracy of these

designations.

ISO/IEC 15408-3 ADV_TDS.4.3C: The design shall identify all subsystems of the TSF.

10.8.4.4.5 Work unit ADV_TDS.4-5

The evaluator shall examine the TOE design to determine that all subsystems of the TSF are identified.

If the design is presented solely in terms of modules, then subsystems in these requirements are equivalent to

modu

les and the activity should be performed at the module level.

In work unit ADV_TDS.4-1 all of the subsystems of the TOE were identified, and a determination made that
the non-TSF subsystems were correctly characterised. Building on that work, the subsystems that were not
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characterised as non-TSF subsystems should be precisely identified. The evaluator determines that, of the
hardware and software installed and configured according to the Preparative procedures (AGD_PRE)
guidance, each subsystem has been accounted for as either one that is part of the TSF, or one that is not.

ISO/IEC 15408-3 ADV_TDS.4.4C: The design shall provide a semiformal description of each subsystem of
the TSF, supported by informal, explanatory text where appropriate.

10.8.4.4.6 Work unit ADV_TDS.4-6

The evaluator shall examine the TOE design to determine that each subsystem of the TSF describes its role
in the enforcement of SFRs described in the ST.
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ensures that all subsystems of the TSF have a_description. While the description shoul
st be present so that a context for understanding the SFR-related functionality is provide
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the TSF.
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shall examine the TOE design to determine that interactions between the subsystems
bed.
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characterised at the implementation level (e.g., parameters passed from one routine in a subsystem to a
routine in a different subsystem; global variables; hardware signals (e.g., interrupts) from a hardware
subsystem to an interrupt-handling subsystem), but the data elements identified for a particular subsystem
that are going to be used by another subsystem need to be covered in this discussion. Any control
relationships between subsystems (e.g., a subsystem responsible for configuring a rule base for a firewall
system and the subsystem that actually implements these rules) should also be described.

It should be noted while the developer should characterise all interactions between subsystems, the
evaluators need to use their own judgement in assessing the completeness of the description. If the reason for
an interaction is unclear, or if there are SFR-related interactions (discovered, for instance, in examining the
module-level documentation) that do not appear to be described, the evaluator ensures that this information is
provided by the developer. However, if the evaluator can determine that interactions among a particular set of
subsystems, while incompletely described by the developer, and a complete description will not aid in
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understanding the overall functionality nor security functionality provided by the TSF, then the evaluator may
choose to consider the description sufficient, and not pursue completeness for its own sake.

ISO/IEC 15408-3 ADV_TDS.4.6C: The design shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

10.8.4.4.8 Work unit ADV_TDS.4-8

The evaluator shall examine the TOE design to determine that the mapping between the subsystems of the
TSF and the modules of the TSF is complete.

If the design is presented solely in terms of modules, then this work unit is considered satisfied.

For TQEs that are complex enough to warrant a subsystem-level description of the TSE in’pddition to the
modulgr description, the developer provides a simple mapping showing how the modules gf the TSF are
allocat¢d to the subsystems. This will provide the evaluator a guide in performing theif module-level
assessment. To determine completeness, the evaluator examines each mappipg>and detefmines that all
subsysftems map to at least one module, and that all modules map to exactly oneCsubsystem.
10.8.4.4.9 Work unit ADV_TDS.4-9
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other work units. An “inaccurate” mapping is one where the module is mistakenly associated with a subsystem
where |its functions are not used within the’,Subsystem. Because the mapping is intended fto be a guide
supporting more detailed analysis, the evaluator is cautioned to apply appropriate effort to this work unit.
Expendling extensive evaluator resources verifying the accuracy of the mapping is not necessary.
Inaccufacies that lead to mis-understandings related to the design that are uncovered as part pf this or other
work upits are the ones that should:be associated with this work unit and corrected.

ISO/IE
in term

C 15408-3 ADV_TDS4.7C: The design shall describe each SFR-enforcing and SFR-sup
s of its purpose andhinteraction with other modules.

borting module

10.8.4.4.10 Work unit ADV_TDS.4-10

The eV
enforci

aluator.shall examine the TOE design to determine that the description of the purposd of each SFR-

hg and\SFR-supporting module is complete and accurate.

The deneloper may designate modules as SFR-enforcing, SER-supporting, and SER non-interfering, but these
“tags” are used only to describe the amount and type of information the developer must provide, and can be
used to limit the amount of information the developer has to develop if their engineering process does not
produce the documentation required. Whether the modules have been categorised by the developer or not, it
is the evaluator's responsibility to determine that the modules have the appropriate information for their role
(SFR-enforcing, etc.) in the TOE, and to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular module.

The purpose of a module provides a description indicating what function the module is fulfilling. A word of
caution to evaluator is in order. The focus of this work unit should be to provide the evaluator an
understanding of how the module works so that determinations can be made about the soundness of the
implementation of the SFRs, as well as to support architectural analysis performed for ADV_ARC subsystems.
As long as the evaluator has a sound understanding of the module's operation, and its relationship to other
modules and the TOE as a whole, the evaluator should consider the objective of the work achieved and not
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engage in a documentation exercise for the developer (by requiring, for example, a complete algorithmic
description for a self-evident implementation representation).

ISO/IEC 15408-3 ADV_TDS.4.8C: The design shall describe each SFR-enforcing and SFR-supporting module
in terms of its SFR-related interfaces, return values from those interfaces, interaction with and called
interfaces to other modules.

10.8.4.4.11 Work unit ADV_TDS.4-11

The evaluator shall examine the TOE design to determine that the description of the interfaces presented by
each SFR-enforcing and SFR-supporting module contain an accurate and complete description of the SFR-
related parameters, the invocation conventions for each interface, and any values returned directly by the
interface.

The SFR-relatgd interfaces of a module are those interfaces used by other modules as a means,to invpke the
SFR-related operations provided, and to provide inputs to or receive outputs from the module,-The purpose in
the specificatign of these interfaces is to permit the exercise of them during testing. Inter-module interfaces
that are not SkR-related need not be specified or described, since they are not a factor-in’ testing. Likewise,
other internal jnterfaces that are not a factor in traversing SFR-related paths of execution (such ag those
internal paths that are fixed).

SFR-related inferfaces are described in terms of how they are invoked, and any values that are returngd. This
Id include a list of parameters, and descriptions of these parameters. Note that globpl data
would also be|considered parameters if used by the module (either as jAputs or outputs) when invokgd. If a
es the
parameter coyld take on that would have an effect on module_frocessing would be specified. Likewise,
parameters representing data structures are described such that\éach field of the data structure is idgntified
and described] Note that different programming languages,may have additional “interfaces” that wquld be
non-obvious; gn example would be operator/function overloading in C++. This “implicit interface” in the class
description wolld also be described as part of the low-level TOE design. Note that although a modul¢ could
present only ofe interface, it is more common that a module presents a small set of related interfaces.

In terms of thel assessment of parameters (inputs-and outputs) to a module, any use of global data myst also
be considered. A module “uses” global data.if)it either reads or writes the data. In order to assyrre the
description of such parameters (if used) is camplete, the evaluator uses other information provided abput the
module in the TOE design (interfaces, algorithmic description, etc.), as well as the description of the pdrticular
set of global data assessed in work unit ADV_TDS.4-10. For instance, the evaluator could first deter
processing the module performs <by-examining its function and interfaces presented (particulafly the
parameters of [the interfaces). They could then check to see if the processing appears to “touch” any of the
global data argas identified in the-TDS design. The evaluator then determines that, for each global data area
that appears tp be “touched®; that global data area is listed as a means of input or output by the module the
evaluator is examining.

Invocation conientions*are a programming-reference-type description that one could use to correctly ifjvoke a
module's interface\if’ one were writing a program to make use of the module's functionality through that
interface. This|ihclddes necessary inputs and outputs, including any set-up that may need to be pernformed
with respect to global variables.

Values returned through the interface refer to values that are either passed through parameters or messages;
values that the function call itself returns in the style of a “C” program function call; or values passed through
global means (such as certain error routines in *ix-style operating systems).

In order to assure the description is complete, the evaluator uses other information provided about the module
in the TOE design (e.g., algorithmic description, global data used) to ensure that it appears all data necessary
for performing the functions of the module is presented to the module, and that any values that other modules
expect the module under examination to provide are identified as being returned by the module. The evaluator
determines accuracy by ensuring that the description of the processing matches the information listed as
being passed to or from an interface.
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Because the modules are at such a low level, it may be difficult determine completeness and accuracy
impacts from other documentation, such as operational user guidance, the functional specification, the TSF
internals, or the security architecture description. However, the evaluator uses the information present in those
documents to the extent possible to help ensure that the purpose is accurately and completely described. This
analysis can be aided by the analysis performed for the work units for the ADV_TDS.4.10C element, which
maps the TSFI in the functional specification to the modules of the TSF.

ISO/IEC 15408-3 ADV_TDS.4.9C: The design shall describe each SFR-non-interfering module in terms of its

purpose and interaction with other modules.

10.8.4.4.12 Work unit ADV_TDS.4-12

The eV
catego

aluafor shall examine the TOE design to defermine thai SFR-non-interfering module
fised.

As mentioned in work unit ADV_TDS.4-3, less information is required about modules” that
interfering. A key focus of the evaluator for this work unit is attempting to deterniine from
providgd for each module implicitly categorised as SFR-non-interfering and the @valuation (inf
other modules in the TOE design, the functional specification, the security“architecture d

5 are correctly

are SFR-non-
the evidence
brmation about
escription, the

operatipnal user guidance, the TSF internals document, and perhaps even,thelimplementation fepresentation)

whethgr the module is indeed SFR-non-interfering. At this level of assurancé some error shoul
the evgluator does not have to be absolutely sure that a given module is SFR-non-interfering, e
labellel as such. However, if the evidence provided indicates that’a SFR-non-interfering m
enforcing or SFR-supporting, the evaluator requests additional -information from the develof
resolve the apparent inconsistency. For example, suppose thedocumentation for Module A (an
modulg) indicates that it calls Module B to perform an access)check on a certain type of const
evaluator examines the information associated with Module B, it is discovered that the only i
developer has provided is a purpose and a set of interactions (thus implicitly categorising Mod
supporting or SFR-non-interfering). On examining the‘purpose and interactions from Module A
finds np mention of Module B performing any ace€ss checks, and Module A is not listed as
which [Module B interacts. At this point the, evaluator should approach the developer f
discrefancies between the information provided in Module A and that in Module B.

Anothg
by AD
of the

the de
SFR-n
to dete
classifi
this dis

r example would be where the evaluator examines the mapping of the TSFI to the modu
' TDS.4.2D. This examinationtshows that Module C is associated with an SFR requirin
ser. Again, when the evaluator examines the information associated with Module C, th
eloper has provided is a_purpose and a set of interactions (thus implicitly categorising
bn-interfering). Examining the purpose and interactions presented for Module C, the eval
rmine why Module-~€; listed as mapping to a TSFI concerned with user identification
bd as SFR-enforcing or SFR-supporting. Again, the evaluator should approach the devel
crepancy.

d be tolerated;
en though it is
odule is SFR-
er in order to
SFR-enforcing
uct. When the
hformation the
ule B as SFR-
, the evaluator
a module with
0 resolve the

es as provided
g identification
ey find that all

Module C as
Liator is unable
would not be
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A final example)illustrates the opposite situation. As before, the developer has provid

d information

associated with*Module D consisting of a purpose and a set of interactions (thus implicitly categprising Module

D as S
interac

FR-noh-interfering). The evaluator examines all of the evidence provided, including the purpose and
ions for Module D. The purpose appears to give a meaningful description of Module D's|function in the

TOE, t

he interactions are consistent with that description, and there is nothing to indicate that Module D is

SFR-enforcing or SFR-supporting. In this case, the evaluator should not demand more information about
Module D “just be to sure” it is correctly categorised. The developer has met the obligations and the resulting
assurance the evaluator has in the implicit categorisation of Module D is (by definition) appropriate for this
assurance level.

10.8.4.4.13 Work unit ADV_TDS.4-13

The evaluator shall examine the TOE design to determine that the description of the purpose of each SFR-
non-interfering module is complete and accurate.

The description of the purpose of a module indicates what function the module is fulfilling. From the
description, the evaluator should be able to obtain a general idea of the module's role. In order to assure the
description is complete, the evaluator uses the information provided about the module's interactions with other
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modules to assess whether the reasons for the module being called are consistent with the module's purpose.
If the interaction description contains functionality that is not apparent from, or in conflict with, the module's
purpose, the evaluator needs to determine whether the problem is one of accuracy or of completeness. The
evaluator should be wary of purposes that are too short, since meaningful analysis based on a one-sentence
purpose is likely to be impossible.

Because the modules are at such a low level, it may be difficult determine completeness and accuracy
impacts from other documentation, such as operational user guidance, the functional specification, the
security architecture description, or the TSF internals document. However, the evaluator uses the information
present in those documents to the extent possible to help ensure that the function is accurately and
completely described. This analysis can be aided by the analysis performed for the work units for the
ADV_TDS.4.10C element, which maps the TSFI in the functional specification to the modules of the TSF.

10.8.4.4.14 Wprk unit ADV_TDS.4-14

The evaluator| shall examine the TOE design to determine that the description of a SFR:non-intgrfering
module's interagction with other modules is complete and accurate.

It is important
intended to c

to note that, in terms of the Part 3 requirement and this work unit, ‘the term intera
bnvey less rigour than interface. An interaction does not need to.be characterised

implementation level (e.g., parameters passed from one routine in a module to aroutine in a different n

global variable
subsystem), b
module shouldg
responsible fo
rules) should g

A module's int
allow the eva
supporting ang
evaluator in pe

s; hardware signals (e.g., interrupts) from a hardware subsystem to an interrupt-h

be covered in this discussion. Any control relationships‘between modules (e.g., a
configuring a rule base for a firewall system and the/module that actually implements
Iso be described.

praction with other modules can be captured in miany ways. The intent for the TOE desi
uator to understand (in part through analysissof module interactions) the role of the
SFR-non-interfering modules in the overalhFOE design. Understanding of this role will
rforming work unit ADV_TDS .4-7.

A module's injeraction with other modules goes-beyond just a call-tree-type document. The intera

described froni

a functional perspective of why.@module interacts with other modules. The module's p

describes what functions the module providés to other modules; the interactions should describe w

module depen

s on from other modules in:order to accomplish this function.

Because the modules are at suchtva low level, it may be difficult determine completeness and ag

impacts from

other documentation,” such as operational user guidance, the functional specificatid

security archit¢cture description, ,of the TSF internals document. However, the evaluator uses the info

present in tho
completely des

cribed.

design is map

ISO/IEC 1540)¥
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ction is
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e documentsito the extent possible to help ensure that the interactions are accuratgly and

e TOE

10.8.4.4.15 Work unit ADV_TDS.4-15

The evaluator shall examine the TOE design to determine that it contains a complete and accurate mapping
from the TSFI described in the functional specification to the modules of the TSF described in the TOE design.

The modules described in the TOE design provide a description of the implementation of the TSF. The TSFI
provide a description of how the implementation is exercised. The evidence from the developer identifies the
module that is initially invoked when an operation is requested at the TSFI, and identify the chain of modules
invoked up to the module that is primarily responsible for implementing the functionality. However, a complete
call tree for each TSFI is not required for this work unit. The cases in which more than one module would have
to be identified are where there are “entry point” modules or wrapper modules that have no functionality other
than conditioning inputs or de-multiplexing an input. Mapping to one of these modules would not provide any
useful information to the evaluator.
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The evaluator assesses the completeness of the mapping by ensuring that all of the TSFI map to at least one
module. The verification of accuracy is more complex.

The first aspect of accuracy is that each TSFI is mapped to a module at the TSF boundary. This determination
can be made by reviewing the module description and its interfaces/interactions. The next aspect of accuracy
is that each TSFI identifies a chain of modules between the initial module identified and a module that is
primarily responsible for implementing the function presented at the TSF. Note that this may be the initial
module, or there may be several modules, depending on how much pre-conditioning of the inputs is done. It
should be noted that one indicator of a pre-conditioning module is that it is invoked for a large number of the
TSFI, where the TSFI are all of similar type (e.g., system call). The final aspect of accuracy is that the
mapping makes sense. For instance, mapping a TSFI dealing with access control to a module that checks
passwords is not accurate. The evaluator should again use judgement in making this determination. The goal
is that the SFRs, and
ways i ent of whether

g Yy p
which entities at the TSF boundary can interact with the TSF. The bulk of the assessm
the SFRs are described accurately by the modules is performed in other work units.

10.8.4.5 Action ADV_TDS.4.2E

10.8.4.5.1 Work unit ADV_TDS.4-16
determine that

e TOE design.

This mpp will likely be from a functional requirement to a setf subsystems, and later to modples. Note that

this mgp may have to be at a level of detail below the component or even element level of the
becaude of operations (assignments, refinements, selections) performed on the functional requ
ST author.

For example, the FDP_ACC.1 Subset access control' component contains an element with assi

requirements,
irement by the

jnments. If the

ST contained, for instance, ten rules in the FDP- ACC.1 Subset access control assignment, |and these ten
rules were implemented in specific places within fifteen modules, it would be inadequate for the evaluator to
map FPP_ACC.1 Subset access control-{o* one subsystem and claim the work unit had been completed.

Instead, the evaluator would map FDRJOACC.1 Subset access control (rule 1) to modules|x, y and z of
subsysftem A; FDP_ACC.1 Subset ac¢ess control (rule 2) to x, p, and q of subsystem A; etc.

10.8.4.5.2 Work unit ADV_TDS.4-17

The evaluator shall examine'the TOE design to determine that it is an accurate instantiation| of all security
functiopal requirements.

The evaluator may.construct a map between the TOE security functional requirements and the TOE design.
This mpp will likely be from a functional requirement to a set of subsystems. Note that this mgp may have to

be at a
(assign

level'ef*detail below the component or even element level of the requirements, becaus¢ of operations
ments, refinements, selections) performed on the functional requirement by the ST authd

-

As an example, if the ST requirements specified a role-based access control mechanism, the evaluator would
first identify the subsystems, and modules that contribute to this mechanism's implementation. This could be
done by in-depth knowledge or understanding of the TOE design or by work done in the previous work unit.
Note that this trace is only to identify the subsystems, and modules, and is not the complete analysis.

The next step would be to understand what mechanism the subsystems, and modules implemented. For
instance, if the design described an implementation of access control based on UNIX-style protection bits, the
design would not be an accurate instantiation of those access control requirements present in the ST example
used above. If the evaluator could not determine that the mechanism was accurately implemented because of
a lack of detail, the evaluator would have to assess whether all of the SFR-enforcing subsystems and modules
have been identified, or if adequate detail had been provided for those subsystems and modules.
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10.8.5 Evaluation of sub-activity (ADV_TDS.5)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.

10.8.6 Evaluation of sub-activity (ADV_TDS.6)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.

11 Class AGD: Guidance documents

11.1 Introdu

ction

The purpose 0]
the user can h
types of users
adversely affe

The guidance
user guidance
environment a
user guidance
operation and

11.2 Applica

The guidance
the TOE. The

f the guidance document activity is to judge the adequacy of the documentation describi
andle the TOE in a secure manner. Such documentation should take into account-the
(e.g. those who accept, install, administrate or operate the TOE) whose incorrect action
t the security of the TOE or of their own data.

Hocuments class is subdivided into two families which are concerned firstly-with the prep
(all that has to be done to transform the delivered TOE into its evaluated configuratior
5 described in the ST, i.e. accepting and installing the TOE) and secondly with the ope
(all that has to be done during the operation of the TOE in jts\evaluated configurati
administration).

tion notes

Hocuments activity applies to those functions and interfaces which are related to the seg
secure configuration of the TOE is described in the.ST.

11.3 Operational user guidance (AGD_OPE)

11.3.1 Evalu

11.3.1.1

ion of sub-activity (AGD_OPE.1)

Objectives

ng how
Various
5 could

arative

in the
ational
DN, i.e.

urity of

The objectives|of this sub-activity are to determine whether the user guidance describes for each user fole the
security functignality and interfaces provided by the TSF, provides instructions and guidelines for the
use of the TOE, addresses secure procedures for all modes of operation, facilitates prevention and dg
of insecure TOE states, or whetherlit'is misleading or unreasonable.

11.3.1.2

Inpuit

The evaluation evidence for this sub-activity is:

secure
tection

a) the ST;

b)

c)

d) theuserg

the functional specification;

the TOE design, if applicable;

uidance;

11.3.1.3 Action AGD_OPE.1.1E

ISO/IEC 15408-3 AGD_OPE.1.1C: The operational user guidance shall describe, for each user role, the user-
accessible functions and privileges that should be controlled in a secure processing environment, including
appropriate warnings.
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11.3.1.3.1 Work unit AGD_OPE.1-1

The evaluator shall examine the operational user guidance to determine that it describes, for each user role,
the user-accessible functions and privileges that should be controlled in a secure processing environment,
including appropriate warnings.

The configuration of the TOE may allow different user roles to have dissimilar privileges in making use of the
different functions of the TOE. This means that some users are authorised to perform certain functions, while
other users may not be so authorised. These functions and privileges should be described, for each user role,
by the user guidance.

The user guidance identifies, for each user role, the functions and privileges that must be controlled, the types

of com
warnin
possibl

ISO/IE
use thq

11.3.1.

The eV
the seq

The us
compo
access

ISO/IE
availab
secure

mands required for them, and the reasons for such commands. The user guidance
s regarding the use of these functions and privileges. Warnings should address™€x
e side effects, and possible interactions with other functions and privileges.

C 15408-3 AGD_OPE.1.2C: The operational user guidance shall describe,foréach us
available interfaces provided by the TOE in a secure manner.

3.2 Work unit AGD_OPE.1-2

ure use of the available interfaces provided by the TOE.

er guidance should provide advice regarding effective use of the TSF (e.g. reviey
Sition practises, suggested frequency of user file bagkups, discussion on the effects of
privileges).

C 15408-3 AGD_OPE.1.3C: The operational user guidance shall describe, for each

values as appropriate.

Ehould contain
pected effects,

pr role, how to

aluator shall examine the operational user guidance to determine that it describes, for ¢ach user role,

ing password
changing user

user role, the

le functions and interfaces, in particular allsecurity parameters under the control of the §ser, indicating

11.3.1..3 Work unit AGD_OPE.1-3
The evialuator shall examine the opgrational user guidance to determine that it describes, for ¢ach user role,
the available security functionalitysand interfaces, in particular all security parameters under the control of the

user, ir

dicating secure values as-appropriate.

The uskr guidance shouldcontain an overview of the security functionality that is visible at the user interfaces.

The user guidance should identify and describe the purpose, behaviour, and interrelationships|of the security

interfages and functionality.

For ea¢h user-accessible interface, the user guidance should:

a) describe the mpthnd(q) hy which the interface is invoked (p g command-line prngmm'ning-language
system call, menu selection, command button);

b) describe the parameters to be set by the user, their particular purposes, valid and default values, and
secure and insecure use settings of such parameters, both individually or in combination;

c) describe the immediate TSF response, message, or code returned.

The evaluator should consider the functional specification and the ST to determine that the TSF described in
these documents is consistent to the operational user guidance. The evaluator has to ensure that the
operational user guidance is complete to allow the secure use through the TSFI available to all types of
human users. The evaluator may, as an aid, prepare an informal mapping between the guidance and these
documents. Any omissions in this mapping may indicate incompleteness.
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ISO/IEC 15408-3 AGD_OPE.1.4C: The operational user guidance shall, for each user role, clearly present
each type of security-relevant event relative to the user-accessible functions that need to be performed,
including changing the security characteristics of entities under the control of the TSF.

11.3.1.3.4 Work unit AGD_OPE.1-4

The evaluator shall examine the operational user guidance to determine that it describes, for each user role,
each type of security-relevant event relative to the user functions that need to be performed, including
changing the security characteristics of entities under the control of the TSF and operation following failure or
operational error.

All types of security-relevant events are detailed for each user role, such that each user knows what events

may occur an
that may occu
such as when
allow user inte

ISO/IEC 1540
operation of t
implications fo

what action (If any) he may have to take In order to maintain security. Security-relevan

a user account is removed when the user leaves the organisation)
'vention to maintain secure operation.

3-3 AGD_OPE.1.5C: The operational user guidance shall identify all-possible mag
he TOE (including operation following failure or operational error), their consequenc
- maintaining secure operation.

}events

during operation of the TOE (e.g. audit trail overflow, system crash, updates to user-r¢cords,
are adequately defijned to

des of
ps and

11.3.1.3.5 Woprk unit AGD_OPE.1-5

The evaluator [shall examine the operational user guidance and other evaluation evidence to determipe that
the guidance iglentifies all possible modes of operation of the TOE (including, if applicable, operation fojlowing
failure or operational error), their consequences and implications fomaintaining secure operation.

Other evaluatipn evidence, particularly the functional specification, provide an information source that the
evaluator should use to determine that the guidance contains sufficient guidance information.

If test documentation is included in the assurance package, then the information provided in this eviderjce can

also be used t
in the test steq
of the TOE.

The evaluator
using the TSF
for the secure

s can be used to confirm that the guidance provided is sufficient for the use and admini

should focus on a single-human visible TSFI at a time, comparing the guidance for s
with other evaluation evidence, to determine that the guidance related to the TSFI is st
usage (i.e. consistent with the SFRs) of that TSFI. The evaluator should also consi

b determine that the guidance contains, sufficient guidance documentation. The detail pfovided

stration

bcurely
fficient
ler the

relationships between interfacessearching for potential conflicts.

ISO/IEC 1540
security meas
described in th

B-3 AGD_OPE.1.6C: The operational user guidance shall, for each user role, describe the
ires to bedollowed in order to fulfil the security objectives for the operational environment as
e ST.

11.3.1.3.6 Wprk unit AGD_OPE.1-6

The evaluator shall examine the operational user guidance to determine that it describes, for each user role,
the security measures to be followed in order to fulfil the security objectives for the operational environment as
described in the ST.

The evaluator analyses the security objectives for the operational environment in the ST and determines that
for each user role, the relevant security measures are described appropriately in the user guidance.

The security measures described in the user guidance should include all relevant external procedural,
physical, personnel and connectivity measures.

Note that those measures relevant for secure installation of the TOE are examined in Preparative procedures
(AGD_PRE).
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ISO/IEC 15408-3 AGD_OPE.1.7C: The operational user guidance shall be clear and reasonable.
11.3.1.3.7 Work unit AGD_OPE.1-7
The evaluator shall examine the operational user guidance to determine that it is clear.

The guidance is unclear if it can reasonably be misconstrued by an administrator or user, and used in a way
detrimental to the TOE, or to the security provided by the TOE.

11.3.1.3.8 Work unit AGD_OPE.1-8

The evaluator shall examine the operational user guidance to determine that it is reasonable.

The gdidance is unreasonabile if it makes demands on the TOE's usage or operational envirohment that are
inconsistent with the ST or unduly onerous to maintain security.

11.4 Preparative procedures (AGD_PRE)
11.4.1 |Evaluation of sub-activity (AGD_PRE.1)
11.4.11 Objectives

The objective of this sub-activity is to determine whether the procedures and steps for the secure preparation
of the TOE have been documented and result in a secure configuration.

11.412 Input

The evpluation evidence for this sub-activity is:

a) the¢ ST,;

b) thé TOE including its preparative procedures;

c) the description of developer's delivery procedures, if applicable.
11.4.13 Application notes

The preparative procedures-refer to all acceptance and installation procedures, that are necessary to progress
the TOE to the secure configuration as described in the ST.

11.414 Action AGD_PRE.1.1E

ISO/IELC 154083 AGD PRE.1.1C: The preparative procedures shall describe all the steps|necessary for
securel|accéptance of the delivered TOE in accordance with the developer's delivery procedureg.

11.4.1. 4 Workunit AGD—PRE- 1=t

The evaluator shall examine the provided acceptance procedures to determine that they describe the steps
necessary for secure acceptance of the TOE in accordance with the developer's delivery procedures.

If it is not anticipated by the developer's delivery procedures that acceptance procedures will or can be
applied, this work unit is not applicable, and is therefore considered to be satisfied.

The acceptance procedures should include as a minimum, that the user has to check that all parts of the TOE
as indicated in the ST have been delivered in the correct version.

The acceptance procedures should reflect the steps the user has to perform in order to accept the delivered
TOE that are implied by the developer's delivery procedures.
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The acceptanc

a) making su

e procedures should provide detailed information about the following, if applicable:

re that the delivered TOE is the complete evaluated instance;

b) detecting modification/masquerading of the delivered TOE.

ISO/IEC 15408-3 AGD_PRE.1.2C: The preparative procedures shall describe all the steps necessary for
secure installation of the TOE and for the secure preparation of the operational environment in accordance
with the security objectives for the operational environment as described in the ST.

11.4.1.4.2 Work unit AGD_PRE.1-2

The evaluator
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environment (
requirements f

secure installation of the TOE and the secure preparation of the operational envirant
h the security objectives in the ST.

cipated that installation procedures will or can be applied for the TOE and the ope
p.g. because the TOE may already be delivered in an operational state~and there
br the environment) this work unit is not applicable, and is therefore considered to be sati

shall examine the provided installation procedures to determine that they describe th¢ steps

nent in

ational
are no
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If it is not antic
delivered in an

pated that installation procedures will or can be applied (e.g. because the TOE may alrg
operational state), this work unit is not applicable, and is therefare considered to be satis

ady be
fied.

The installation procedures should provide detailed information about thefollowing, if applicable:

a) minimum gystem requirements for secure installation;

b) requirements for the operational environment in accordance with the security objectives provided|by the
ST;

c) the steps|the user has to perform in order to get\to an operational TOE being commensurate with its
evaluated|configuration. Such a description shalPinclude - for each step - a clear scheme for the decision
on the next step depended on success, failure~or problems at the current step;

d) changing [the installation specific security characteristics of entities under the control of the THF (for
example garameters, settings, passwords);

e) handling gxceptions and problems.

11.4.1.5 Action AGD_PRE.1.2E

11.4.1.5.1 Work unit AGD- PRE.1-3

The evaluator ghall'perform all user procedures necessary to prepare the TOE to determine that the TOQE and

its operational environment can be prepared securely using only the supplied preparative user guidancg.

Preparation requires the evaluator to advance the TOE from a deliverable state to the state in which it is
operational, including acceptance and installation of the TOE, and enforcing the SFRs consistent with the
security objectives for the TOE specified in the ST.

The evaluator should follow only the developer's procedures and may perform the activities that customers
are usually expected to perform to accept and install the TOE, using the supplied preparative guidance
documentation only. Any difficulties encountered during such an exercise may be indicative of incomplete,
unclear or unreasonable guidance.

This work unit may be performed in conjunction with the evaluation activities under Independent testing
(ATE_IND).
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If it is known that the TOE will be used as a dependent component for a composed TOE evaluation, then the
evaluator should ensure that the operational environment is satisfied by the base component used in the
composed TOE.

12 Class ALC: Life-cycle support

121 |

ntroduction

The purpose of the life-cycle support activity is to determine the adequacy of the security procedures that the
developer uses during the development and maintenance of the TOE. These procedures include the life-cycle
model used by the developer, the configuration management, the security measures used throughout TOE

develowwmmmﬂwmumwm
flaws, and the delivery activity.
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Mmance to a defined life-cycle model can help to improve controls in this area’vA ‘measu
Lised for the TOE can remove ambiguity in assessing the development progress of the T

rpose of the configuration management activity is to assist the consumer in identifying
b ensure that configuration items are uniquely identified, and the adequacy of the procs
y the developer to control and track changes that are made to the TOE. This includes d
s are tracked, how potential changes are incorporated, and the degree to which automa
the scope for error.

per security procedures are intended to protect the TOE and its associated design in

ence or disclosure. Interference in the development process may allow the deliberate
bilities. Disclosure of design information may allow vulnerabilities to be more easily

e of well-defined development tools and the “application of implementation standards by
third parties involved in the development process help to ensure that vulneral

tently introduced during refinement.

W remediation activity is intended-to track security flaws, to identify corrective actions, a

rective action information to TOE users.

that the TOE is delivered to the consumer without modification.

LM capabilities (ALC_CMC)

Evaluation. of sub-activity (ALC_CMC.1)

1 _Objectives

cy of the procedures will depend on the nature.ofithe TOE and the development process.

ing of security

nplementation.
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rpose of the delivery activity is to judge the adequacy of the documentation of the procg¢dures used to
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12.21.2 Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE suitable for testing.

12.2.1.3 Action ALC_CMC.1.1E

ISO/IEC 15408-3 ALC_CMC.1.1C: The TOE shall be labelled with its unique reference.

© ISO/IEC 2008 - All rights reserved

e TOE.

127


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

12.2.1.3.1 Work unit ALC_CMC.11
The evaluator shall check that the TOE provided for evaluation is labelled with its reference.

The evaluator should ensure that the TOE contains the unique reference which is stated in the ST. This could
be achieved through labelled packaging or media, or by a label displayed by the operational TOE. This is to
ensure that it would be possible for consumers to identify the TOE (e.g. at the point of purchase or use).

The TOE may provide a method by which it can be easily identified. For example, a software TOE may display
its name and version number during the start up routine, or in response to a command line entry. A hardware
or firmware TOE may be identified by a part number physically stamped on the TOE.

Alternatively, the unique reference provided for the TOE may be the combination of the unique referg¢nce of
each compongnt from which the TOE is comprised (e.g. in the case of a composed TOE).

12.2.1.3.2 Woprk unit ALC_CMC.1-2
The evaluator ghall check that the TOE references used are consistent.

If the TOE is Igbelled more than once then the labels have to be consistent. For example, it should be ppssible
to relate any Igbelled guidance documentation supplied as part of the TOE to the\evaluated operationgl TOE.
This ensures that consumers can be confident that they have purchased the . evaluated version of the TOE,
that they have|installed this version, and that they have the correct version of'the guidance to operate the TOE
in accordance with its ST.
The evaluator plso verifies that the TOE reference is consistent withi\the ST.
If this work unfit is applied to a composed TOE, the following*will apply. The composed IT TOE will|not be
labelled with is unique (composite) reference, but only the, individual components will be labelled with their
appropriate TOE reference. It would require further deye€lopment for the IT TOE to be labelled, i.e.| during
start-up and/or operation, with the composite reference. If the composed TOE is delivered as the congtituent
component TQEs, then the TOE items delivered will not contain the composite reference. Howewver, the
composed TOE ST will include the unique referenee for the composed TOE and will identify the components
comprising the composed TOE through which the consumers will be able to determine whether they have the
appropriate items.

12.2.2 Evaluation of sub-activity (ALC-CMC.2)

12.2.2.1 Objectives

The objectiveq of this sub-activity are to determine whether the developer uses a CM system that uhiquely
identifies all cgnfigurationiitems.

12.2.2.2 Input

The evaluation.evidence for this suh-activity is-

a) the ST;

b) the TOE suitable for testing;

c) the configuration management documentation.

12.2.2.3 Application notes

This component contains an implicit evaluator action to determine that the CM system is being used. As the
requirements here are limited to identification of the TOE and provision of a configuration list, this action is

already covered by, and limited to, the existing work units. At Evaluation of sub-activity (ALC_CMC.3) the
requirements are expanded beyond these two items, and more explicit evidence of operation is required.
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4 Action ALC_CMC.2.1E

ISO/IEC 15408-3 ALC_CMC.2.1C: The TOE shall be labelled with its unique reference.

12.2.2.

The ev

4.1 Work unit ALC_CMC.2-1

aluator shall check that the TOE provided for evaluation is labelled with its reference.

The evaluator should ensure that the TOE contains the unique reference which is stated in the ST. This could
be achieved through labelled packaging or media, or by a label displayed by the operational TOE. This is to
ensure that it would be possible for consumers to identify the TOE (e.g. at the point of purchase or use).

The T
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C 15408-3 ALC. CMC.2.2C: The CM documentation shall describe the method used to u
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Iator shall examine the method of idpntifying r‘nnfigllratinn items to determine that it

escribes how

configuration items are uniquely identified.

Procedures should describe how the status of each configuration item can be tracked throughout the life-cycle
of the TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a) the method how each configuration item is uniquely identified, such that it is possible to track versions of
the same configuration item;

b) the method how configuration items are assigned unique identifiers and how they are entered into the CM
system;

c) the method to be used to identify superseded versions of a configuration item.
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ISO/IEC 15408-3 ALC_CMC.2.3C: The CM system shall uniquely identify all configuration items.
12.2.2.4.4 Work unit ALC_CMC.2-4

The evaluator shall examine the configuration items to determine that they are identified in a way that is
consistent with the CM documentation.

Assurance that the CM system uniquely identifies all configuration items is gained by examining the identifiers
for the configuration items. For both configuration items that comprise the TOE, and drafts of configuration
items that are submitted by the developer as evaluation evidence, the evaluator confirms that each
configuration item possesses a unique identifier in a manner consistent with the unique identification method
that is described in the CM documentation.

12.2.3 EvaIthion of sub-activity (ALC_CMC.3)

12.2.3.1 Objectives
of this sub-activity are to determine whether the developer uses a CM(system that u

nfiguration items, and whether the ability to modify these items is properly*controlled.

The objectiveq hiquely

identifies all cg
12.2.3.2 Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the TOE guitable for testing;

c) the configuration management documentation.
12.2.3.3 Action ALC_CMC.3.1E

ISO/IEC 15408-3 ALC_CMC.3.1C: The TOE shall'be labelled with its unique reference.

12.2.3.3.1 Woprk unit ALC_CMC.3-1

The evaluator
The evaluator
be achieved th
ensure that it W

The TOE may

shall check that the TOE provided for evaluation is labelled with its reference.

should ensure that the TOE contains the unique reference which is stated in the ST. Thi
rough labelled packaging or media, or by a label displayed by the operational TOE. Th
ould be possible for consumers to identify the TOE (e.g. at the point of purchase or use)

providera-method by which it can be easily identified. For example, a software TOE may

5 could
is is to

display

its name and v
or firmware TQ

ersion,number during the start up routine, or in response to a command line entry. A hardware
Edmay be identified by a part number physically stamped on the TOE.

Alternatively, the unique reference provided for the TOE may be the combination of the unique reference of
each component from which the TOE is comprised (e.g. in the case of a composed TOE).

12.2.3.3.2 Work unit ALC_CMC.3-2
The evaluator shall check that the TOE references used are consistent.

If the TOE is labelled more than once then the labels have to be consistent. For example, it should be possible
to relate any labelled guidance documentation supplied as part of the TOE to the evaluated operational TOE.
This ensures that consumers can be confident that they have purchased the evaluated version of the TOE,
that they have installed this version, and that they have the correct version of the guidance to operate the TOE
in accordance with its ST.
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The evaluator also verifies that the TOE reference is consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The composed IT TOE will not be
labelled with its unique (composite) reference, but only the individual components will be labelled with their
appropriate TOE reference. It would require further development for the IT TOE to be labelled, i.e. during
start-up and/or operation, with the composite reference. If the composed TOE is delivered as the constituent
component TOEs, then the TOE items delivered will not contain the composite reference. However, the
composed TOE ST will include the unique reference for the composed TOE and will identify the components
comprising the composed TOE through which the consumers will be able to determine whether they have the
appropriate items.

ISO/IEC 15408-3 ALC_CMC.3.2C: The CM documentation shall describe the method used to uniquely identify
the configuration rtems.

12.2.3.3.3 Work unit ALC_CMC.3-3

The evialuator shall examine the method of identifying configuration items to determinie that it describes how
configdration items are uniquely identified.

Procedures should describe how the status of each configuration item can be.tracked througholit the life-cycle
of the [TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a) thI method how each configuration item is uniquely identified,\such that it is possible to track versions of
th¢ same configuration item;

b) thé method how configuration items are assigned uniqUe identifiers and how they are entered into the CM
syptem;

c) the method to be used to identify supersededwersions of a configuration item.
ISO/IELC 15408-3 ALC_CMC.3.3C: The CM system shall uniquely identify all configuration items.
12.2.3.3.4 Work unit ALC_CMC.3-4

The eyaluator shall examine the“configuration items to determine that they are identified in|a way that is
consistent with the CM documentation.

Assurance that the CM system uniquely identifies all configuration items is gained by examining the identifiers
for the|configuration itéms. For both configuration items that comprise the TOE, and drafts df configuration
items fhat are submitted by the developer as evaluation evidence, the evaluator confifms that each
configdration item_possesses a unique identifier in a manner consistent with the unique identifjcation method
that is fescribed_ in the CM documentation.

ISO/IELC 45408-3 ALC_CMC.3.4C: The CM system shall provide measures such that only authgrised changes
are made-to the configuration items

12.2.3.3.5 Work unit ALC_CMC.3-5

The evaluator shall examine the CM access control measures described in the CM plan to determine that they
are effective in preventing unauthorised access to the configuration items.

The evaluator may use a number of methods to determine that the CM access control measures are effective.
For example, the evaluator may exercise the access control measures to ensure that the procedures could not
be bypassed. The evaluator may use the outputs generated by the CM system procedures required by
ALC_CMC.3.8C. The evaluator may also witness a demonstration of the CM system to ensure that the access
control measures employed are operating effectively.

ISO/IEC 15408-3 ALC_CMC.3.5C: The CM documentation shall include a CM plan.
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12.2.3.3.6 Work unit ALC_CMC.3-6

The evaluator shall check that the CM documentation provided includes a CM plan.

The CM plan needs not to be a connected document, but it is recommended that there is a single document
that describes where the various parts of the CM plan can be found. If the CM plan is no single document, the

list in the following work unit gives hints regarding which context is expected.

ISO/IEC 15408-3 ALC_CMC.3.6C: The CM plan shall describe how the CM system is used for the
development of the TOE.

12.2.3.3.7 Work unit ALC_CMC.3-7

The evaluator [shall examine the CM plan to determine that it describes how the CM system is used|for the
development of the TOE.

The descriptions contained in a CM plan include, if applicable:

a) all activitigs performed in the TOE development that are subject to configuration.management prodedures
(e.g. creafjon, modification or deletion of a configuration item, data-backup, arehiving);

b) which means (e.g. CM tools, forms) have to be made available;

c) the usage|of the CM tools: the necessary details for a user of the €M system to be able to operpte the
CM tools gorrectly in order to maintain the integrity of the TOE;

d) which other objects (development components, tools, assessment environments, etc) are taker] under
CM contrd;

e) the roles jand responsibilities of individuals required Mo perform operations on individual configuration
items (different roles may be identified for different types of configuration items (e.g. |design
documentption or source code));

f) how CM instances (e.g. change control ‘beards, interface control working groups) are introducged and
staffed;

g) the description of the change management;

h) the procddures that are Gsed to ensure that only authorised individuals can make changes to
configuratfon items;

i) the procedures thatcare used to ensure that concurrency problems do not occur as a rgsult of
simultanepus changes to configuration items;

j)  the eviderjce that is generated as a result of application of the procedures. For example, for a change to a
Configurat on ifnm’ the CM cycfom mighf record 2o docbripfinn of the r\h:angn’ :ar\bnnnfahilify or the
change, identification of all configuration items affected, status (e.g. pending or completed), and date and
time of the change. This might be recorded in an audit trail of changes made or change control records;

k) the approach to version control and unique referencing of TOE versions (e.g. covering the release of
patches in operating systems, and the subsequent detection of their application).

ISO/IEC 15408-3 ALC_CMC.3.7C: The evidence shall demonstrate that all configuration items are being
maintained under the CM system.

12.2.3.3.8 Work unit ALC_CMC.3-8

The evaluator shall check that the configuration items identified in the configuration list are being maintained
by the CM system.
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The CM system employed by the developer should maintain the integrity of the TOE. The evaluator should
check that for each type of configuration item (e.g. design documents or source code modules) contained in
the configuration list there are examples of the evidence generated by the procedures described in the CM
plan. In this case, the approach to sampling will depend upon the level of granularity used in the CM system to
control CM items. Where, for example, 10,000 source code modules are identified in the configuration list, a
different sampling strategy needs to be applied compared to the case in which there are only 5, or even 1. The
emphasis of this activity should be on ensuring that the CM system is being operated correctly, rather than on
the detection of any minor error.

For gui

dance on sampling see A.2, Sampling.

ISO/IEC 15408-3 ALC_CMC.3.8C: The evidence shall demonstrate that the CM system is being operated in
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3.9 Work unit ALC_CMC.3-9

aluator shall check the CM documentation to ascertain that it includes the CM system re
CM plan.

tput produced by the CM system should provide the evidence that the_évaluator needs

CM plan is being applied, and also that all configuration items are \being maintained by
lired by ALC_CMC.3.7C. Example output could include change) control forms, or con
approval forms.

3.10 Work unit ALC_CMC.3-10

aluator shall examine the evidence to determine.that the CM system is being operated
e CM plan.

aluator should select and examine a sample-of evidence covering each type of CM-relg
s been performed on a configuration item (e.g. creation, modification, deletion, reversig
) to confirm that all operations of .the"CM system have been carried out in line wit
ures. The evaluator confirms that the ‘evidence includes all the information identified for
CM plan. Examination of the evidénce may require access to a CM tool that is used. The
to sample the evidence.

dance on sampling see A:2, Sampling.

confidence in thecorrect operation of the CM system and the effective maintenance ¢
may be established by means of interviews with selected development staff. In co
ws, the evaluator aims to gain a deeper understanding of how the CM system is used
to confirm{hat the CM procedures are being applied as described in the CM documentg
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hecessary if the documentary evidence alone satisfies the requirement. However, given
CM plan it is possible that some aspects (e.g. roles and responsibilities) may not be cle
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drecords alone. This is one case where clarification may be necessary through intervie

It is expected that the evaluator will visit the development site in support of this activity.

For gui
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12.2.4.

dance on site visits see A.4, Site Visits.
Evaluation of sub-activity (ALC_CMC.4)

1 Objectives

nce, and may
he wide scope
r from the CM
S.

The objectives of this sub-activity are to determine whether the developer has clearly identified the TOE and
its associated configuration items, and whether the ability to modify these items is properly controlled by
automated tools, thus making the CM system less susceptible to human error or negligence.
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12.2.4.2
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-3 ALC_CMC.4.1C: The TOE shall be labelled with its unique reference.

brk unit ALC_CMC.4-1

chall check that the TOE provided for evaluation is labelled with its reference.
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ISO/IEC 15408-3 ALC_CMC.4.2C: The CM documentation shall describe the method used to uniquely identify
the configuration items.

12.2.4.3.3 Work unit ALC_CMC.4-3

The evaluator shall examine the method of identifying configuration items to determine that it describes how

configuration it
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Procedures should describe how the status of each configuration item can be tracked throughout the life-cycle
of the TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The

information included should describe:

a) the method how each configuration item is uniquely identified, such that it is possible to track versions of
the same configuration item;

b) the method how configuration items are assigned unique identifiers and how they are entered into the CM
system;

c) the method to be used to identify superseded versions of a configuration item.

ISO/IE[C 15408-3 ALC_CMC.4.3C: The CM system shall uniquely identify all configuration ifem9.

12.2.43.4 Work unit ALC_CMC.4-4

The evaluator shall examine the configuration items to determine that they are-identified in|a way that is

consistent with the CM documentation.

Assurag
for the
items
configd
that is

ISO/IE
authori

12.2.4.
The ev
to dete

items.

The eV

For example, the evaluator may exercise the access control measures to ensure that the proceq
assed. The evaluator may use the outputs generated by the CM system procedurgs required by

be byg
ALC_G
access

ISO/IE
means|

12.2.4.

nce that the CM system uniquely identifies all configuration items is-gained by examining
configuration items. For both configuration items that comprise the”TOE, and drafts o
that are submitted by the developer as evaluation evidence) the evaluator confif
ration item possesses a unique identifier in a manner consistent with the unique identif
escribed in the CM documentation.

g

J

C 15408-3 ALC_CMC.4.4C: The CM system shall )provide automated measures
sed changes are made to the configuration items.

3.5 Work unit ALC_CMC.4-5

aluator shall examine the CM access control measures described in the CM plan (cf. Al
pluator may use a number of methods to determine that the CM access control measure
MC.4.10C. The evaluator may also witness a demonstration of the CM system to e
control measures@mployed are operating effectively.

C 15408-3 ALC-CMC.4.5C: The CM system shall support the production of the TOE

3.6 ~Work unit ALC_CMC.4-6

the identifiers
f configuration
ms that each
cation method

uch that only

[C_CMC.4.6C)

rmine that they are automated and.éffective in preventing unauthorised access to th¢ configuration

5 are effective.
ures could not

hsure that the

by automated

The e\

aliator shall check the CM Inlan (r*f Al (‘_(‘l\/l(‘ 4 6(‘) for automated Inmr‘pdurpq for

supporting the

production of the TOE.

The term “production” applies to those processes adopted by the developer to progress the TOE from the
implementation representation to a state acceptable for delivery to the end customer.

The evaluator verifies the existence of automated production support procedures within the CM plan.

The fol

ind

lowing are examples for automated means supporting the production of the TOE:

eed belong together in the case of a hardware TOE.
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a tool ensuring automatically (for example by means of bar codes) that only parts are combined which
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12.2.4.3.7 Work unit ALC_CMC.4-7

The evaluator shall examine the TOE production support procedures to determine that they are effective in
ensuring that a TOE is generated that reflects its implementation representation.

The production support procedures should describe which tools have to be used to produce the final TOE
from the implementation representation in a clearly defined way. The conventions, directives, or other
necessary constructs are described under ALC_TAT.

The evaluator determines that by following the production support procedures the correct configuration items
would be used to generate the TOE. For example, in a software TOE this may include checking that the
automated production procedures ensure that all source files and related libraries are included in the compiled

object code.

defined uniquely. For a hardware TOE, this work unit may include checking that the automatic(pre
procedures engure that the belonging parts are built together and no parts are missing.

The customer |can then be confident that the version of the TOE delivered for installation-is>derived fn

implementatio

The evaluator
the TOE, but s

ISO/IEC 15408
122438 W
The evaluator
The CM plan
separate docu
provided by a

content.

ISO/IEC 1540
development g

12.2.43.9 W

The evaluator
development 9

The descriptiofs contained-in a CM plan include, if applicable:

reover, the procedures should ensure that compller options and comparable other optidons are

representation in an unambiguous way and implements the SFRs as desgcribed in the §

should bear in mind that the CM system need not necessarily possess.the capability to p
hould provide support for the process that will help reduce the probability of human error,

-3 ALC_CMC.4.6C: The CM documentation shall include a GM.plan.

brk unit ALC_CMC.4-8

chall check that the CM documentation provided includes a CM plan.

oes not need to be contained within a single, document, but it is recommended that th

ment that describes where the various pafts of the CM plan can be found. If the CM
set of documents, the list in the following work unit gives guidance regarding the r

8-3 ALC_CMC.4.7C: The CMxplan shall describe how the CM system is used
f the TOE.
brk unit ALC_CMC.4-9

shall examine the’CM plan to determine that it describes how the CM system is used
f the TOE.

a) all activitig

(e.g. creatron, modification or deletion of a configuration item, data-backup, archiving);

s performed in the TOE development that are subject to configuration management prog

re is a
plan is

juction

pbm the
T.

roduce

quired

for the

for the

edures

b)

c)

which means (e.g. CM tools, forms) have to be made available;

CM tools correctly in order to maintain the integrity of the TOE;

d)

e)

the production support procedures;

CM control;

f)

the usage of the CM tools: the necessary details for a user of the CM system to be able to operate the

which other objects (development components, tools, assessment environments, etc) are taken under

the roles and responsibilities of individuals required to perform operations on individual configuration

items (different roles may be identified for different types of configuration items (e.g. design
documentation or source code));
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how CM instances (e.g. change control boards, interface control working groups) are introduced and
staffed;

the description of the change management;

the procedures that are used to ensure that only authorised individuals can make changes to
configuration items;

the procedures that are used to ensure that concurrency problems do not occur as a result of
simultaneous changes to configuration items;

the evidence that is generated as a result of application of the procedures. For example, for a change to a
c:Fflguratlon item, the CM system might record a descripfion of the change, accounfability for the

chinge, identification of all configuration items affected, status (e.g. pending or completed), and date and
time of the change. This might be recorded in an audit trail of changes made or chapge) cortrol records;

the¢ approach to version control and unique referencing of TOE versions (e.g.«Covering [the release of
patches in operating systems, and the subsequent detection of their application).

ISO/IEC 15408-3 ALC_CMC.4.8C: The CM plan shall describe the procedures used to accgpt modified or

newly ¢reated configuration items as part of the TOE.

12.2.4.3.10 Work unit ALC_CMC.4-10

The eyaluator shall examine the CM plan to determine that it" describes the procedures ysed to accept

modifigd or newly created configuration items as parts of the . TOE.

The de¢scriptions of the acceptance procedures in the CM plan should include the developer roles or
individdials responsible for the acceptance and the criteria to be used for acceptance. They should take into

accourt all acceptance situations that may occur,in-particular:

c)

acrepting an item into the CM system for the first time, in particular inclusion of software} firmware and
hardware components from other manufacturers into the TOE (“integration”);

the TOE (e.g.

pbsed TOE, the
oper.

ependent TOE
procedures, as

reported in the base component TOE certification report

The component received has the same identifiers as those stated in the ST and Certification Report for
the component TOE.

All additional material required by a developer for composition (integration) is provided. This is to include
the necessary extract of the component TOE's functional specification.

ISO/IEC 15408-3 ALC_CMC.4.9C: The evidence shall demonstrate that all configuration items are being
maintained under the CM system.
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12.2.4.3.11 Work unit ALC_CMC.4-11

The evaluator shall check that the configuration items identified in the configuration list are being maintained
by the CM system.

The CM system employed by the developer should maintain the integrity of the TOE. The evaluator should
check that for each type of configuration item (e.g. design documents or source code modules) contained in
the configuration list there are examples of the evidence generated by the procedures described in the CM
plan. In this case, the approach to sampling will depend upon the level of granularity used in the CM system to
control CM items. Where, for example, 10,000 source code modules are identified in the configuration list, a
different sampling strategy needs to be applied compared to the case in which there are only 5, or even 1. The
emphasis of this activity should be on ensuring that the CM system is being operated correctly, rather than on
the detection df-any minor error.

For guidance gn sampling see A.2, Sampling.
ISO/IEC 15408-3 ALC_CMC.4.10C: The evidence shall demonstrate that the CM system is\b&ing opefated in
accordance with the CM plan.

12.2.4.3.12 Wprk unit ALC_CMC.4-12

The evaluator phall check the CM documentation to ascertain that it includes_the)CM system records idgntified
by the CM plan.

nfident
System
n item

The output prdduced by the CM system should provide the evidence{hat the evaluator needs to be cg
that the CM plan is being applied, and also that all configuration itemis)are being maintained by the CM
as required by ALC_CMC.4.9C. Example output could include change control forms, or configuratid
access approvpl forms.

12.2.4.3.13 Wprk unit ALC_CMC.4-13

The evaluator
with the CM pl

The evaluator
that has been
version) to co

shall examine the evidence to determine that the CM system is being operated in acco
.

should select and examine a“sample of evidence covering each type of CM-relevant op
performed on a configuration-item (e.g. creation, maodification, deletion, reversion to an

rdance

eration
earlier

hfirm that all operations“ef the CM system have been carried out in line with docu

ented

procedures. The evaluator confirms'that the evidence includes all the information identified for that operation
in the CM plan| Examination of theyevidence may require access to a CM tool that is used. The evaluator may
choose to sample the evidence.

For guidance gn sampling.see A.2, Sampling.

Further confidgnce in\the correct operation of the CM system and the effective maintenance of configuration
items may be| established by means of interviews with selected development staff. In conducting such
interviews, thele i i i i i

such interviews should complement rather than replace the examination of documentary evidence, and may
not be necessary if the documentary evidence alone satisfies the requirement. However, given the wide scope
of the CM plan it is possible that some aspects (e.g. roles and responsibilities) may not be clear from the CM
plan and records alone. This is one case where clarification may be necessary through interviews.

It is expected that the evaluator will visit the development site in support of this activity.

For guidance on site visits see A.4, Site Visits.
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12.2.5 Evaluation of sub-activity (ALC_CMC.5)

12.2.5.1 Objectives

The objectives of this sub-activity are to determine whether the developer has clearly identified the TOE and
its associated configuration items, and whether the ability to modify these items is properly controlled by
automated tools, thus making the CM system less susceptible to human error or negligence.

12.2.5.2 Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) thé TOE suitable for testing;

c) thg configuration management documentation.

12.2.53 Action ALC_CMC.5.1E

ISO/IELC 15408-3 ALC_CMC.5.1C: The TOE shall be labelled with its unique reference.
12.2.53.1 Work unit ALC_CMC.5-1

The evpluator shall check that the TOE provided for evaluation.s labelled with its reference.
The evpluator should ensure that the TOE contains the. unique reference which is stated in the [ST. This could
be achjeved through labelled packaging or media, or. bya label displayed by the operational TOE. This is to
ensure|that it would be possible for consumers to identify the TOE (e.g. at the point of purchase|or use).

The TQE may provide a method by which it can'be easily identified. For example, a software TQE may display
its name and version number during the start/up routine, or in response to a command line entfy. A hardware

or firmyvare TOE may be identified by a part'number physically stamped on the TOE.

Alterngtively, the unique reference provided for the TOE may be the combination of the uniqye reference of
each cpmponent from which the TOE is comprised (e.g. in the case of a composed TOE).

12.2.5.3.2 Work unit ALC_€MC.5-2
The evpluator shall check that the TOE references used are consistent.

If the TIOE is labelied more than once then the labels have to be consistent. For example, it shotild be possible
to relate any labelled guidance documentation supplied as part of the TOE to the evaluated opgrational TOE.
This emsures that consumers can be confident that they have purchased the evaluated versign of the TOE,

that theyave installed this version, and that they have the correct version of the guidance to operate the TOE
in accordance-with-its-ST-

The evaluator also verifies that the TOE reference is consistent with the ST.

If this work unit is applied to a composed TOE, the following will apply. The composed IT TOE will not be
labelled with its unique (composite) reference, but only the individual components will be labelled with their
appropriate TOE reference. It would require further development for the IT TOE to be labelled, i.e. during
start-up and/or operation, with the composite reference. If the composed TOE is delivered as the constituent
component TOEs, then the TOE items delivered will not contain the composite reference. However, the
composed TOE ST will include the unique reference for the composed TOE and will identify the components
comprising the composed TOE through which the consumers will be able to determine whether they have the
appropriate items.
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ISO/IEC 15408-3 ALC_CMC.5.2C: The CM documentation shall describe the method used to uniquely identify
the configuration items.

12.2.5.3.3 Work unit ALC_CMC.5-3

The evaluator shall examine the method of identifying configuration items to determine that it describes how
configuration items are uniquely identified.

Procedures should describe how the status of each configuration item can be tracked throughout the life-cycle
of the TOE. The procedures may be detailed in the CM plan or throughout the CM documentation. The
information included should describe:

a) the method how each configuration item is uniquely identified, such that it is possible to track verdions of
the same tonfiguration item;

b) the method how configuration items are assigned unique identifiers and how they are entered into the CM
system;

c) the method to be used to identify superseded versions of a configuration item.

ISO/IEC 1540B-3 ALC_CMC.5.3C: The CM documentation shall justify that\thé acceptance prodedures

provide for an pdequate and appropriate review of changes to all configuration'items.

12.2.5.3.4 Woprk unit ALC_CMC.5-4

The evaluator| shall examine the CM documentation to determiine that it justifies that the accgptance

procedures prd

The CM docu
parts of adequ

ISO/IEC 15404
12.2.5.3.5 W

The evaluator
consistent with

Assurance tha

vide for an adequate and appropriate review of changes to all configuration items.

hte quality are incorporated into the TOE.
-3 ALC_CMC.5.4C: The CM system shall uniquely identify all configuration items.
brk unit ALC_CMC.5-5

shall examine the configuration items to determine that they are identified in a way
the CM documentation.

the CM system uhniguely identifies all configuration items is gained by examining the idg

for the configy
items that ar

ration items. For both configuration items that comprise the TOE, and drafts of config
submitted «by.“the developer as evaluation evidence, the evaluator confirms tha

mentation should make it sufficiently clear that by following the acceptance procedur¢s only

that is

ntifiers
uration
t each

configuration ifem possesses a unique identifier in a manner consistent with the unique identification method

that is describ

d in the/CM documentation.

-3 ALC_CMC.5.5C: The CM system shall provide automated measures such th

bt only

ta the r*nnfigurnﬁnn items

12.2.5.3.6 Work unit ALC_CMC.5-6

The evaluator shall examine the CM access control measures described in the CM plan (cf. ALC_CMC.5.12C)
to determine that they are automated and effective in preventing unauthorised access to the configuration
items.

The evaluator may use a number of methods to determine that the CM access control measures are effective.
For example, the evaluator may exercise the access control measures to ensure that the procedures could not
be bypassed. The evaluator may use the outputs generated by the CM system procedures required by
ALC _CMC.5.16C. The evaluator may also witness a demonstration of the CM system to ensure that the
access control measures employed are operating effectively.
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ISO/IEC 15408-3 ALC_CMC.5.6C: The CM system shall support the production of the TOE by automated
means.

12.2.5.3.7 Work unit ALC_CMC.5-7

The evaluator shall check the CM plan (cf. ALC_CMC.5.12C) for automated procedures for supporting the
production of the TOE.

The term “production” applies to those processes adopted by the developer to progress the TOE from the
implementation representation to a state acceptable for delivery to the end customer.

The evaluator verifies the existence of automated production support procedures within the CM plan.

The following are examples for automated means supporting the production of the TOE:

e a“make” tool (as provided with many software development tools) in the case of a software|TOE;

e a tpol ensuring automatically (for example by means of bar codes) that only)parts are combined which
indeed belong together in the case of a hardware TOE.

12.2.5.3.8 Work unit ALC_CMC.5-8

The evaluator shall examine the TOE production support procedures’to determine that they are effective in
ensuring that a TOE is generated that reflects its implementation representation.

The prpduction support procedures should describe whichtools have to be used to produce| the final TOE
from the implementation representation in a clearly .defined way. The conventions, direclives, or other
necesdary constructs are described under ALC_TAT.

The evialuator determines that by following the preduction support procedures the correct conflguration items
would pe used to generate the TOE. For example, in a software TOE this may include chgcking that the
automated production procedures ensure thatiall source files and related libraries are included in the compiled

defined uniquely. For a hardware TOE,-this work unit may include checking that the automatic production
The customer can then be confidént that the version of the TOE delivered for installation is dg¢rived from the
implementation representation. in an unambiguous way and implements the SFRs as described jn the ST.

The evpluator should bear in mind that the CM system need not necessarily possess the capabjlity to produce
the TOE, but should-provide support for the process that will help reduce the probability of human error.

ISO/IELC 15408-3/ALC_CMC.5.7C: The CM system shall ensure that the person responsible for accepting a
configyration jtem into CM is not the person who developed it.

12.2.5.8-

9

The evaluator shall examine the CM system to determine that it ensures that the person responsible for
accepting a configuration item is not the person who developed it.

The acceptance procedures describe who is responsible for accepting a configuration item. From these
descriptions, the evaluator should be able to determine that the person who developed a configuration item is
in no case responsible for its acceptance.

ISO/IEC 15408-3 ALC_CMC.5.8C: The CM system shall identify the configuration items that comprise the
TSF.
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12.2.5.3.10 Work unit ALC_CMC.5-10

The evaluator shall examine the CM system to determine that it identifies the configuration items that
comprise the TSF.

The CM documentation should describe how the CM system identifies the configuration items that comprise
the TSF. The evaluator should select a sample of configuration items covering each type of items, particularly
containing TSF and non-TSF items, and check that they are correctly classified by the CM system.

For guidance on sampling see A.2, Sampling.

ISO/IEC 15408-3 ALC_CMC.5.9C: The CM system shall support the audit of all changes to the TOE by

automated me
12.2.5.3.11 W

The evaluator
by automated

The evaluator

ISO/IEC 15408-3 ALC_CMC.5.10C: The CM system shall provide an automated means to identify &

configuration it
12.2.5.3.12 W

The evaluator
other configurg

ans, including the originator, date, and time in the audit trail.
brk unit ALC_CMC.5-11

shall examine the CM system to determine that it supports the audit of all changes to th
means, including the originator, date, and time in the audit trail.

should inspect a sample of audit trails and check, if they contain the-minimum information.

ems that are affected by the change of a given configuration item.
brk unit ALC_CMC.5-12

shall examine the CM system to determine that.it provides an automated means to ide
tion items that are affected by the change of agiven configuration item.

The CM docu
affected by th
items, coverin
that are affecte

For guidance ¢

ISO/IEC 15408
representation

12.2.5.3.13 W

The evaluator

implementation representation from which the TOE is generated.

The CM docu

!

entation should describe how the CM system identifies all other configuration items t
change of a given configuration item..Jhe evaluator should select a sample of config
all types of items, and exercise the @utomated means to determine that it identifies a
d by the change of the selected item:

n sampling see A.2, Sampling:

-3 ALC_CMC.5.11C: The-CM system shall be able to identify the version of the impleme
from which the TOE_js\generated.

brk unit ALC_CMC.5-13

shall examine the CM system to determine that it is able to identify the version

‘nentatlon should descrlbe how the CM system identifies the version of the impleme

e TOE

| other

ntify all

hat are
uration
| items

ntation

of the

ntation

representation

sed to

produce the TOE and should apply the CMsystem to verlfy that |t|dent|f|es the correspondlng |mplementat|on

representation

in the correct version.

For guidance on sampling see A.2, Sampling.

ISO/IEC 15408-3 ALC_CMC.5.12C: The CM documentation shall include a CM plan.

12.2.5.3.14 Work unit ALC_CMC.5-14

The evaluator shall check that the CM documentation provided includes a CM plan.
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The CM plan needs not to be a connected document, but it is recommended that there is a single document
that describes where the various parts of the CM plan can be found. If the CM plan is no single document, the
list in the following work unit gives hints regarding which context is expected.

ISO/IEC 15408-3 ALC_CMC.5.13C: The CM plan shall describe how the CM system is used for the
development of the TOE.

12.2.5.3.15 Work unit ALC_CMC.5-15

The evaluator shall examine the CM plan to determine that it describes how the CM system is used for the
development of the TOE.

The déscriptions contained in a CM plan include, if applicable:

a) all|activities performed in the TOE development that are subject to configuration management procedures
(elg. creation, modification or deletion of a configuration item, data-backup, archiving);

b) which means (e.g. CM tools, forms) have to be made available;

c) the¢ usage of the CM tools: the necessary details for a user of the CM'system to be able|to operate the
CM tools correctly in order to maintain the integrity of the TOE;

d) the¢ production support procedures;

e) which other objects (development components, tools, assessment environments, etc) afe taken under
CMW control;

f) the roles and responsibilities of individuals requited to perform operations on individugl configuration
items (different roles may be identified for. different types of configuration items| (e.g. design
documentation or source code));

g) how CM instances (e.g. change contral,boards, interface control working groups) are iptroduced and
staffed;

h) the description of the change management;

i) the procedures that are used to ensure that only authorised individuals can make changes to
copfiguration items;

j) the procedures that are used to ensure that concurrency problems do not occur &s a result of
sirpultaneous changes to configuration items;

k) the evidengethat is generated as a result of application of the procedures. For example, fof a change to a

co flgurat|on |tem the CM system mlght record a descrlptlon of the change accountability for the

, and date and
trol records;

[) the approach to version control and unique referencing of TOE versions (e.g. covering the release of
patches in operating systems, and the subsequent detection of their application).

ISO/IEC 15408-3 ALC_CMC.5.14C: The CM plan shall describe the procedures used to accept modified or
newly created configuration items as part of the TOE.

12.2.5.3.16 Work unit ALC_CMC.5-16

The evaluator shall examine the CM plan to determine that it describes the procedures used to accept
modified or newly created configuration items as parts of the TOE.
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The descriptions of the acceptance procedures in the CM plan should include the developer roles or
individuals responsible for the acceptance and the criteria to be used for acceptance. They should take into

account all acceptance situations that may occur, in particular:

a) accepting an item into the CM system for the first time, in particular inclusion of software, firmware and
hardware components from other manufacturers into the TOE (“integration”);

b) moving configuration items to the next life-cycle phase at each stage of the construction of the TOE (e.g.
module, subsystem, system);

c) subsequent to transports between different development sites.

ISO/IEC 15408-3 ALC_CMC.5.15C: The evidence shall demonstrate that all configuration ifems arg being

maintained ungler the CM system.

12.2.5.3.17 Wprk unit ALC_CMC.5-17

The evaluator [shall check that the configuration items identified in the configuration list@fe being maiptained

by the CM sysfem.

The CM systen employed by the developer should maintain the integrity of the\FOE. The evaluator|should

check that for jeach type of configuration item (e.g. design documents or source ‘code modules) contdined in

the configuratipn list there are examples of the evidence generated by the procedures described in the CM

plan. In this ca
control CM ite
different samp
emphasis of th
the detection g

For guidance ¢

ms. Where, for example, 10,000 source code modules{are identified in the configuratio

is activity should be on ensuring that the CM system is being operated correctly, rather
f any minor error.

n sampling see A.2, Sampling.

5e, the approach to sampling will depend upon the level of.granularity used in the CM sygtem to

list, a

ing strategy needs to be applied compared to the case in which there are only 5, or even|1. The

an on

ISO/IEC 15408-3 ALC_CMC.5.16C: The evidence -shall demonstrate that the CM system is being opefated in

accordance wi

12.2.5.3.18 W

The evaluator

by the CM plan.

The output prg

h the CM plan.
brk unit ALC_CMC.5-18

shall check the CM documentation to ascertain that it includes the CM system records id

duced by the CM system should provide the evidence that the evaluator needs to be co

that the CM plan is being applied, and also that all configuration items are being maintained by the CM

as required by
access approv

12.2.5.3.19 W

ALC_CMC?5:15C. Example output could include change control forms, or configuratig
Bl forms!

brk unit ALC_CMC.5-19

b ntified

nfident
System
n item

The evaluator shall examine the evidence to determine that the CM system is being operated in accordance
with the CM plan.

The evaluator should select and examine a sample of evidence covering each type of CM-relevant operation
that has been performed on a configuration item (e.g. creation, modification, deletion, reversion to an earlier
version) to confirm that all operations of the CM system have been carried out in line with documented
procedures. The evaluator confirms that the evidence includes all the information identified for that operation
in the CM plan. Examination of the evidence may require access to a CM tool that is used. The evaluator may
choose to sample the evidence.

For guidance on sampling see A.2, Sampling.
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Further confidence in the correct operation of the CM system and the effective maintenance of configuration
items may be established by means of interviews with selected development staff. In conducting such
interviews, the evaluator aims to gain a deeper understanding of how the CM system is used in practise as
well as to confirm that the CM procedures are being applied as described in the CM documentation. Note that
such interviews should complement rather than replace the examination of documentary evidence, and may
not be necessary if the documentary evidence alone satisfies the requirement. However, given the wide scope
of the CM plan it is possible that some aspects (e.g. roles and responsibilities) may not be clear from the CM
plan and records alone. This is one case where clarification may be necessary through interviews.

Itis ex

For gu

12.2.5.|4 Action ALC_CMC.5.2E

12.2.5.4.1 Work unit ALC_CMC.5-20

The e

procedures a TOE would be produced like that one provided by the developer fortesting activiti

If the TOE is a small software TOE and production consists of compiling”and linking, the €
confirm the adequacy of the production support procedures by reapplying them himself.

If the production process of the TOE is more complicated (as for example in the case of a smarti
already started, the evaluator should inspect the application<of the production support proce

visit of

used fqr his testing activities.

For gu

Otherw

develo

This work unit may be performed in-conjunction with the evaluation activities under |
represgntation (ADV_IMP).

12.3 ¢M scope (ALC_CMS)

12.3.1

12.3.1.

The of

on the
capabi

12.3.1.

pected that the evaluator will visit the development site in support of this activity.

idance on site visits see A.4, Site Visits.

aluator shall examine the production support procedures to determine’ that by f

the development site. He might compare a copy of the TOE produced in his presence wi

dance on site visits see A.4, Site Visits.

Der.

Evaluation of sub-activity (ALC_CMS.1)

1 Objectives

TOE and the evaluation evidence. These configuration items are controlled in accorg
ities (ALC_CMC).

bllowing these
bS.

valuator might
card), but has

jures during a
th the samples

ise the evaluator's determination should be based on the documentary evidence pfovided by the

mplementation

jective ‘of-this sub-activity is to determine whether the developer performs configuratiop management

ance with CM

2 Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the configuration list.

12.3.1.

3 Action ALC_CMS.1.1E

ISO/IEC 15408-3 ALC_CMS.1.1C: The configuration list shall include the following: the TOE itself; and the
evaluation evidence required by the SARs.
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12.3.1.3.1 Work unit ALC_CMS.1-1

The evaluator shall check that the configuration list includes the following set of items:

a) the TOE it

self;

b) the evaluation evidence required by the SARs in the ST.

ISO/IEC 15408-3 ALC_CMS.1.2C: The configuration list shall uniquely identify the configuration items.

12.3.1.3.2 Work unit ALC_CMS.1-2

The evaluator [shall examine the configuration list to determine that it uniquely identifies each config

item.

The configuratjon list contains sufficient information to uniquely identify which version of each.item ha

used (typicall
configuration i

a version number). Use of this list will enable the evaluator to cheek that the
ms, and the correct version of each item, have been used during the evaluation.

12.3.2 Evaluation of sub-activity (ALC_CMS.2)

12.3.2.1 Objectives

The objective
comprise the 1
CM capabilitie

12.3.2.2 Input

The evaluation
a) the ST;

b) the config

bf this sub-activity is to determine whether the configurationilist includes the TOE, the pa
OE, and the evaluation evidence. These configurationtitems are controlled in accordan
5 (ALC_CMC).

evidence for this sub-activity is:

iration list.

12.3.2.3 Actjon ALC_CMS.2.1E

ISO/IEC 1540
evaluation evid

12.3.2.31 W
The evaluator

a) the TOE i

8-3 ALC_CMS.2.1C:\The configuration list shall include the following: the TOE its
ence required by the SARs; and the parts that comprise the TOE.

brk unit ALC.CMS.2-1
shall cheek that the configuration list includes the following set of items:

Self:

uration

S been
correct

rts that
ce with

plf; the

b) the parts t

hat comprise the TOE;

c) the evaluation evidence required by the SARs.

ISO/IEC 15408-3 ALC_CMS.2.2C: The configuration list shall uniquely identify the configuration items.

12.3.2.3.2 Work unit ALC_CMS.2-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration

item.
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The configuration list contains sufficient information to uniquely identify which version of each item has been
used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.

ISO/IEC 15408-3 ALC _CMS.2.3C: For each TSF relevant configuration item, the configuration list shall
indicate the developer of the item.

12.3.2.3.3 Work unit ALC_CMS.2-3

The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration
item.

If only[one developer is involved in the development of the TOE, this work unit is not applicable, and is
therefore considered to be satisfied.

12.3.3 |Evaluation of sub-activity (ALC_CMS.3)
12.3.3.1 Objectives

The objective of this sub-activity is to determine whether the configuration list.includes the TOH, the parts that
comprige the TOE, the TOE implementation representation, and the evaluation evidence. Thesg configuration
items gre controlled in accordance with CM capabilities (ALC_CMC).
12.3.3.2 Input

The evpluation evidence for this sub-activity is:

a) the ST;

b) the configuration list.

12.3.3.3 Action ALC_CMS.3.1E

ISO/IEC 15408-3 ALC_CMS.3.1C: The-configuration list shall include the following: the TOE itself; the
evaluation evidence required by the- SARs; the parts that comprise the TOE; and the implementation
represéntation.

12.3.3.3.1 Work unit ALC_CMS.3-1

The evpluator shall check that the configuration list includes the following set of items:

a) the¢ TOE itself;

b) the parts that comprise the TOE;

c th TOE implamantationrapnracantations
C—rotT= PTICT et oOTT T opPpTreStrtator;

d) the evaluation evidence required by the SARs in the ST.
ISO/IEC 15408-3 ALC_CMS.3.2C: The configuration list shall uniquely identify the configuration items.
12.3.3.3.2 Work unit ALC_CMS.3-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration
item.

The configuration list contains sufficient information to uniquely identify which version of each item has been

used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.
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ISO/IEC 15408-3 ALC _CMS.3.3C: For each TSF relevant configuration item, the configuration list shall

indicate the de

veloper of the item.

12.3.3.3.3 Work unit ALC_CMS.3-3

The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration

item.

If only one developer is involved in the development of the TOE, this work unit is not applicable, and is
therefore considered to be satisfied.

12.3.4 Evalua

tion of sub-activity (ALC_CMS.4)

12.3.41 Obj

The objective
comprise the
These configu
12.3.4.2

The evaluation

a) the ST;

b) the config
12.3.43 Act
ISO/IEC 1540
evaluation ev|
representation

12.3.43.1 W

The evaluator

Inpuit

the TOE implementation representation;

betives
bf this sub-activity is to determine whether the configuration list includes the TQE,.the pa

TOE, the TOE implementation representation, security flaws, and the evaluation ev
ation items are controlled in accordance with CM capabilities (ALC_CMCY.

evidence for this sub-activity is:

iration list.

on ALC_CMS.4.1E

8-3 ALC_CMS.4.1C: The configuration Jist shall include the following: the TOE its
dence required by the SARs; the parts that comprise the TOE,; the implems
and security flaw reports and resolution status.

brk unit ALC_CMS.4-1

shall check that the configuration list includes the following set of items:

Self;

hat comprise the TOE;

tion @vidence required by the SARs in the ST;

rts that
dence.

pIf; the
ntation

haontabion % " rad—daisila £
T atoTT OSTU U TCCUTTO Ut anS UT 1O

lawwc oo H o

ntation

a) the TOE it
b) the parts t
c)

d) the evalug
e) the docu

aataed—a T W) todaanth Al
PUTCU—STOUTIY  Tavw S aSSOUTIatCU— Wit e oo

(e.g., problem status reports derived from a developer's problem database).

ISO/IEC 15408-3 ALC_CMS.4.2C: The configuration list shall uniquely identify the configuration items.

12.3.4.3.2 Work unit ALC_CMS.4-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration

item.

The configuration list contains sufficient information to uniquely identify which version of each item has been
used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.
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ISO/IEC 15408-3 ALC _CMS.4.3C: For each TSF relevant configuration item, the configuration list shall
indicate the developer of the item.

12.3.4.3.3 Work unit ALC_CMS.4-3

The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration
item.

If only one developer is involved in the development of the TOE, this work unit is not applicable, and is
therefore considered to be satisfied.

12.3.5 Evaluation of sub-activity (ALC_CMS.5)

12.3.5.1 Objectives
The objective of this sub-activity is to determine whether the configuration list includes-the TOH, the parts that
comprise the TOE, the TOE implementation representation, security flaws, development todls and related
information, and the evaluation evidence. These configuration items are contrglled in accordance with CM
capabilities (ALC_CMC).

12.3.52 Input

The evpluation evidence for this sub-activity is:
a) the ST;

b) th¢ configuration list.

12.3.53 Action ALC_CMS.5.1E

ISO/IEC 15408-3 ALC_CMS.5.1C: The configuration list shall include the following: the TOE itself; the
evaluation evidence required by the SARs; the parts that comprise the TOE; the implementation
represéntation; security flaw reports and resolution status; and development tools and related irfformation.
12.3.5.3.1 Work unit ALC_CMS.5-1

The evpluator shall check that the’configuration list includes the following set of items:
a) the¢ TOE itself;

b) the parts that comprise the TOE;

c) th¢ TOE implementation representation;

d) thxf evaluation evidence required by the SARs in the ST;

e) the documentation used to record details of reported security flaws associated with the implementation
(e.g., problem status reports derived from a developer's problem database);

f) all tools (incl. test software, if applicable) involved in the development and production of the TOE
including the names, versions, configurations and roles of each development tool, and related
documentation.

For a software TOE, “development tools” are usually programming languages and compiler and “related
documentation” comprises compiler and linker options. For a hardware TOE, “development tools” might be
hardware design languages, simulation and synthesis tools, compilers, and “related documentation” might
comprise compiler options again.

ISO/IEC 15408-3 ALC_CMS.5.2C: The configuration list shall uniquely identify the configuration items.
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12.3.5.3.2 Work unit ALC_CMS.5-2

The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration
item.

The configuration list contains sufficient information to uniquely identify which version of each item has been
used (typically a version number). Use of this list will enable the evaluator to check that the correct
configuration items, and the correct version of each item, have been used during the evaluation.

ISO/IEC 15408-3 ALC_CMS.5.3C: For each TSF relevant configuration item, the configuration list shall
indicate the developer of the item.

12.3.5.3.3 Wbprk unit ALC_CMS.5-3

The evaluator ghall check that the configuration list indicates the developer of each TSF relevant,configuration
item.

If only one dgveloper is involved in the development of the TOE, this work unit is_not-applicable,|and is
therefore cons|dered to be satisfied.

12.4 Delivery (ALC_DEL)
12.4.1 Evaluation of sub-activity (ALC_DEL.1)
12.4.1.1 Objectives

The objective ¢f this sub-activity is to determine whether the delivery documentation describes all prodedures
used to maintdin security of the TOE when distributing the TOE {o the user.

12.4.1.2 Input
The evaluation evidence for this sub-activity is:
a) the ST;
b) the delivefy documentation.

12.41.3 Action ALC_DEL.1.1E

ISO/IEC 154(8-3 ALC _DEL.1.1C: The delivery documentation shall describe all procedures that are
necessary to maintain security when distributing versions of the TOE to the consumer.

12.4.1.3.1 Wprk unit ALC_DEL.1-1

The evaluator ghiall-examine the delivery documentation to determine that it describes all procedures that are

HO MY | diatel by H £ 4l TO =t £ 34 4 1l
necessary to nMrathtat—sectt fty-WwheraisStrottng-verstons-ormeT o orpartsortrtiomeconsumer:

The delivery documentation describes proper procedures to maintain security of the TOE during transfer of
the TOE or its component parts and to determine the identification of the TOE.

The delivery documentation should cover the entire TOE, but may contain different procedures for different
parts of the TOE. The evaluation should consider the totality of procedures.

The delivery procedures should be applicable across all phases of delivery from the production environment to
the installation environment (e.g. packaging, storage and distribution). Standard commercial practise for
packaging and delivery may be acceptable. This includes shrink wrapped packaging, a security tape or a
sealed envelope. For the distribution, physical (e.g. public mail or a private distribution service) or electronic
(e.g. electronic mail or downloading off the Internet) procedures may be used.
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Cryptographic checksums or a software signature may be used by the developer to ensure that tampering or
masquerading can be detected. Tamper proof seals additionally indicate if the confidentiality has been broken.
For software TOEs, confidentiality might be assured by using encryption. If availability is of concern, a secure
transportation might be required.

Interpretation of the term “necessary to maintain security” will need to consider:

The nature of the TOE (e.g. whether it is software or hardware).

The overall security level stated for the TOE by the chosen level of the Vulnerability Assessment. If the

TOE is required to be resistant against attackers of a certain potential in its intended environment, this
should also apply to the delivery of the TOE. The evaluator should determine that a balanced approach

ha
prg

Th
me
av
as
12.4.1.
ISO/IE
12.4.1.

The eV
used.

The ap

of the
evalua

eX

b

h

#.1 Work unit ALC_DEL.1-2

5 been taken, such that delivery does not present a weak point in an otherwise secur
cess.

b security objectives provided by the ST. The emphasis in the delivery documeéntation is
asures related to integrity, as integrity of the TOE is always important. Hewever, con
ilability of the delivery will be of concern in the delivery of some TOEs; procedures rg
ects of the secure delivery should also be discussed in the procedures.

Implied evaluator action

C 15408-3 ALC_DEL.1.2D: The developer shall use the delivery procedures.

aluator shall examine aspects of the delivery process to determine that the delivery

[TOE, and the delivery process itself. In, addition to examination of the procedures th
or seeks some assurance that they arerapplied in practise. Some possible approaches 4

isit to the distribution site(s) where’practical application of the procedures may be obsery

It may
cases,

pmination of the TOE at some stage during delivery, or after the user has received it (e.
per proof seals);

e development

likely to be on
fidentiality and
lating to these

rocedures are

proach taken by the evaluator to check the‘application of delivery procedures will depend on the nature

emselves, the
re:

ed;

p. checking for

nrough regular

to be satisfied that appropriate procedures and facilities are in p

the evaluator has

cised. In these
lace for future

deliveries and that all personnel involved are aware of their responsibilities. The evaluator may request a “dry
run” of a delivery if this is practical. If the developer has produced other similar products, then an examination
of procedures in their use may be useful in providing assurance.
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12.5 Development security (ALC_DVS)

12.5.1 Evaluation of sub-activity (ALC_DVS.1)

12.5.1.1

Objectives

The objective of this sub-activity is to determine whether the developer's security controls on the development
environment are adequate to provide the confidentiality and integrity of the TOE design and implementation
that is necessary to ensure that secure operation of the TOE is not compromised.

12.5.1.2

Input

The evaluation
a) the ST;
b) the develd

In addition, theg
well-defined a

management glocumentation (the input for the Evaluation of sub-activity (ALC\EMC.4) “Production
ce procedures” and the Evaluation of sub-activity (ALC_CMS.4) “Problem trackipg CM

and acceptan
coverage”). Ev

12.5.1.3 Act

ISO/IEC 1540
procedural, pg
integrity of the

125.1.31 W
The evaluator
measures use

of the TOE deq

The evaluator
the determinat

evidence for this sub-activity is:

pment security documentation.
evaluator may need to examine other deliverables to determine that-the  security contr
hd followed. Specifically, the evaluator may need to examine thé ‘'déveloper's config
dence that the procedures are being applied is also required:

on ALC_DVS.1.1E

B-3 ALC_DVS.1.1C: The development security documentation shall describe all the p
rsonnel, and other security measures that areynecessary to protect the confidentia
TOE design and implementation in its development environment.

brk unit ALC_DVS.1-1

shall examine the development security documentation to determine that it details all §

ign and implementation.

determines what is necessary by first referring to the ST for any information that may a
on of necessary protection.

If no explicit i
necessary mes:
clear justificati

The following t

development env

nformation is available from the ST the evaluator will need to make a determination
hsures. In cases wWhere the developer's measures are considered less than what is neces
bn should-be-provided for the assessment, based on a potential exploitable vulnerability.

ypesofisecurity measures are considered by the evaluator when examining the documer

pls are
uration
support

pysical,
ity and

ecurity

j in the development environment-that are necessary to protect the confidentiality and iptegrity
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tation:

ironment (during normal working hours and at other times

);

I, for example covering:

development machines

ion of access rights when a person leaves the development team

development sites in accordance with defined acceptance procedures

a) physical, f
b) procedura
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152

admitting and escorting visitors to the development environment
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¢ roles and responsibilities in ensuring the continued application of security measures, and the detection
of security breaches;

c) personnel, for example any controls or checks made to establish the trustworthiness of new development
staff;

d) other security measures, for example the logical protections on any development machines.

The development security documentation should identify the locations at which development occurs, and
describe the aspects of development performed, along with the security measures applied at each location
and for transports between different locations. For example, development could occur at multiple facilities
within a single building, multiple buildings at the same site, or at multiple sites. Transports of parts of the TOE
or the [unfinished TOE between different development sites are to be covered by Development security
(ALC_DVS), whereas the transport of the finished TOE to the consumer is dealt with in Delivery|(ALC_DEL).

Development includes the production of the TOE.
12.5.1.3.2 Work unit ALC_DVS.1-2

The evaluator shall examine the development confidentiality and integrity policies in order to|determine the
sufficiency of the security measures employed.

The evpluator should examine whether the following is included in the-policies:

a) what information relating to the TOE development needs to be kept confidential, and whi¢gh members of
th¢ development staff are allowed to access such matefial;

b) what material must be protected from unauthorised modification in order to preserve the fntegrity of the
TQE, and which members of the development staff are allowed to modify such material.

The eviluator should determine that these policies are described in the development security Jocumentation,
that the security measures employed are consistent with the policies, and that they are completé¢.

It shou|d be noted that configuration management procedures will help protect the integrity of the TOE and the
evaluator should avoid overlap with:-the work-units conducted for the CM capabilities (ALC_CMC). For
example, the CM documentation-may describe the security procedures necessary for controlling the roles or
individdials who should have access to the development environment and who may modify the TOE.

Whereas the CM capabilities (ALC_CMC) requirements are fixed, those for the Development security
(ALC_DVS), mandating jonly necessary measures, are dependent on the nature of the [TOE, and on
information that may\be provided in the ST. For example, the ST may identify a security objective for the
development environment that requires the TOE to be developed by staff that has security ¢learance. The
evaluators would then determine that such a policy had been applied under this sub-activity.

12.5.1.4 {Action ALC_DVS.1.2E

12.5.1.4.1 Work unit ALC_DVS.1-3

The evaluator shall examine the development security documentation and associated evidence to determine
that the security measures are being applied.

This work unit requires the evaluator to determine that the security measures described in the development
security documentation are being followed, such that the integrity of the TOE and the confidentiality of
associated documentation is being adequately protected. For example, this could be determined by
examination of the documentary evidence provided. Documentary evidence should be supplemented by
visiting the development environment. A visit to the development environment will allow the evaluator to:

a) observe the application of security measures (e.g. physical measures);
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b)

c)

examine documentary evidence of application of procedures;

and their responsibilities.

interview development staff to check awareness of the development security policies and procedures,

A development site visit is a useful means of gaining confidence in the measures being used. Any decision not
to make such a visit should be determined in consultation with the evaluation authority.

For guidance on site visits see A.4, Site Visits.

12.5.2 Evalua

tion of sub-activity (ALC_DVS.2)

12.5.2.1 Obj

The objective
environment a

that is necessary to ensure that secure operation of the TOE is not compromised. Additionally, suffici

the measures
12.5.2.2
The evaluation

a) the ST;

b) the develg

In addition, the
well-defined a

management documentation (the input for the Evaluation“of sub-activity (ALC_CMC.4) “Production
Ce procedures” and the Evaluation of sub-activity (ALC_CMS.4) “Problem tracking CM

and acceptan
coverage”). Ev

12.5.2.3 Actjon ALC_DVS.2.1E

ISO/IEC 1540
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125.2.31 W
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re adequate to provide the confidentiality and integrity of the TOE design and-implems

bs applied is intended be justified.

evidence for this sub-activity is:

pment security documentation.
evaluator may need to examine other deliverables to determine that the security contr

hd followed. Specifically, the evaluator may, need to examine the developer's config

dence that the procedures are being.applied is also required.

B-3 ALC_DVS.2.1C: The,development security documentation shall describe all the p
rsonnel, and other security measures that are necessary to protect the confidentia
TOE design and implemeéntation in its development environment.

brk unit ALC_DVS.2-1

shall examine the development security documentation to determine that it details all §

ign and implementation.

The evaluator

pf this sub-activity is to determine whether the developer's security controls on theydevelppment

ntation
ency of

pls are
uration
support

pysical,
ity and

ecurity

j in thedevelopment environment that are necessary to protect the confidentiality and iptegrity

sist in

etermines what is necessarv by first reforrina to the ST for anv information that mav o
DA 9 4 4

the determination of necessary protection.

If no explicit information is available from the ST the evaluator will need to make a determination of the
necessary measures. In cases where the developer's measures are considered less than what is necessary, a
clear justification should be provided for the assessment, based on a potential exploitable vulnerability.

The following types of security measures are considered by the evaluator when examining the documentation:

a) physical, for example physical access controls used to prevent unauthorised access to the TOE
development environment (during normal working hours and at other times);

b) procedural, for example covering:
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granting of access to the development environment or to specific parts of the environment such as
development machines

revocation of access rights when a person leaves the development team

transfer of protected material out of the development environment and between different development
sites in accordance with defined acceptance procedures

admitting and escorting visitors to the development environment

roles and responsibilities in ensuring the continued application of security measures, and the detection
of security breaches:

personnel, for example any controls or checks made to establish the trustworthiness ef.ne
staff;

c) v development

d) other security measures, for example the logical protections on any developmeént machines

The degvelopment security documentation should identify the locations at/which development occurs, and
descrije the aspects of development performed, along with the security<measures applied af each location
and fof transports between different locations. For example, development could occur at myltiple facilities
within @ single building, multiple buildings at the same site, or at multiple’sites. Transports of pgrts of the TOE
or the pnfinished TOE between different development sites are to“be covered by the Development security
(ALC_DVS), whereas the transport of the finished TOE to the' consumer is dealt with if the Delivery
(ALC_IDEL).

Development includes the production of the TOE.

ISO/IELC 15408-3 ALC _DVS.2.2C: The development security documentation shall justify that the security

measules provide the necessary level of protection.to maintain the confidentiality and integrity df the TOE.

12.5.2.3.2 Work unit ALC_DVS.2-2

The evaluator shall examine the development security documentation to determine that @an appropriate
justification is given why the security measures provide the necessary level of protection t¢ maintain the
confidgntiality and integrity of the"TOE.

Since attacks on the TOE-«erits related information are assumed in different design and prog
measufes and procedures heed to have an appropriate level necessary to prevent those atta
them more difficult.

uction stages,
ks or to make

Since

(AVA
of prot
securit

his level-dépends on the overall attack potential claimed for the TOE (cf. the Vulner
AN) component chosen), the development security documentation should justify the n
bction to maintain the confidentiality and integrity of the TOE. This level has to be ad
measures applied.

Ability analysis
ecessary level
hieved by the

The concept of protection measures should be consistent, and the justification should include an analysis of
how the measures are mutually supportive. All aspects of development and production on all the different sites
with all roles involved up to delivery of the TOE should be analysed.

Justification may include an analysis of potential vulnerabilities taking the applied security measures into
account.

There may be a convincing argument showing that e.g.

e The technical measures and mechanisms of the developer's infrastructure are sufficient for keeping the
appropriate security level (e.g. cryptographic mechanisms as well as physical protection mechanisms,

properties of the CM system (cf. ALC_CMC.4-5));
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The system containing the implementation representation of the TOE (including concerning guidance

documents) provides effective protection against logical attacks e.g. by “Trojan” code or viruses. It might
be adequate, if the implementation representation is kept on an isolated system where only the software

necessary

to maintain it is installed and where no additional software is installed afterwards.

Data brought into this system need to be carefully considered to prevent the installation of hidden

functionality onto the system. The effectiveness of these measures need to be tested, e.g. by
independently trying to get access to the machine, install some additional executable (program, macro
etc.) or get some information out of the machine using logical attacks.

The appropriate organisational (procedural and personal) measures are unconditionally enforced.

12.5.23.3 W

The evaluator
sufficiency of {

The evaluator

a) what infor|
the develg
b) what matg

TOE, and

The evaluator
that the secuirif

It should be ng
evaluator sho
example, the (

individuals wh should have access to the developmént environment and who may modify the TOE.

Whereas the
(ALC_DVS), 1

information that may be provided in the 'ST. For example, the ST may identify a security objective

development ¢
evaluators wol

12.5.2.4 Action ALC_DVS.2.2E

12.5.241 W

The evaluator
that the secuirif

brk unit ALC_DVS.2-3

shall examine the development confidentiality and integrity policies in order tocdeterm
he security measures employed.

should examine whether the following is included in the policies:

mation relating to the TOE development needs to be kept confidential; and which mem
pment staff are allowed to access such material;

rial must be protected from unauthorised modification in order to preserve the integrity
which members of the development staff are allowed to modify such material.

Should determine that these policies are described inthe development security docume

y measures employed are consistent with the policiés, and that they are complete.

Uld avoid overlap with the work-units conducted for the CM capabilities (ALC_CM
UM documentation may describe the security procedures necessary for controlling the n

CM capabilities (ALC_CMC) requirements are fixed, those for the Development s

nvironment that requires*the TOE to be developed by staff that has security clearang
Id then determine that\such a policy had been applied under this sub-activity.

brk unit ALLC- DVS.2-4

y.fmeasures are being applied.

ne the

bers of

of the

htation,

ted that configuration management procedures will help protect the integrity of the TOE &nd the

C). For
ples or

ecurity

nandating only necessary, measures, are dependent on the nature of the TOE, and on

for the
e. The

shall"examine the development security documentation and associated evidence to determine

This work unit requires the evaluator to determine that the security measures described in the development
security documentation are being followed, such that the integrity of the TOE and the confidentiality of
associated documentation is being adequately protected. For example, this could be determined by
examination of the documentary evidence provided. Documentary evidence should be supplemented by
visiting the development environment. A visit to the development environment will allow the evaluator to:

a)
b)

c)

observe the application of security measures (e.g. physical measures);

examine documentary evidence of application of procedures;

and their responsibilities.
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A development site visit is a useful means of gaining confidence in the measures being used. Any decision not
to make such a visit should be determined in consultation with the evaluation authority.

For guidance on site visits see A.4, Site Visits.

12.6 Flaw remediation (ALC_FLR)

12.6.1 Evaluation of sub-activity (ALC_FLR.1)

12.6.1.1 Objectives

The objective of this sub-activity is to determine whether the developer has established flaw remediation

procedures that describe the tracking of security flaws, the identification of corrective actions, and the
distribdtion of corrective action information to TOE users.

12.6.1.2 Input

The evpluation evidence for this sub-activity is:

a) thg flaw remediation procedures documentation.
12.6.1.3 Action ALC_FLR.1.1E

ISO/IEC 15408-3 ALC_FLR.1.1C: The flaw remediation procedures documentation shall| describe the
procedures used to track all reported security flaws in each release of the TOE.

12.6.1.3.1 Work unit ALC_FLR.1-1

The evpluator shall examine the flaw remediation procedures documentation to determine that it describes the
procedures used to track all reported security flaws,in each release of the TOE.

The prpcedures describe the actions that arestaken by the developer from the time each suspected security
flaw is [reported to the time that it is resolved. This includes the flaw's entire time frame, from initial detection
through ascertaining that the flaw is a security flaw, to resolution of the security flaw.

If a flayv is discovered not to bessecurity-relevant, there is no need (for the purposes of the Flaw remediation
(ALC_FKLR) requirements) for- the flaw remediation procedures to track it further; only that there be an
explangtion of why the flaw.is'\not security-relevant.

While 1hese requirements do not mandate that there be a publicised means for TOE users to [report security
flaws, they do mandate that all security flaws that are reported be tracked. That is, a reportefl security flaw
cannot|be ignored«simply because it comes from outside the developer's organisation.

ISO/IELC 15408-3 ALC_FLR.1.2C: The flaw remediation procedures shall require that a dedcription of the
nature |and effect of each security flaw be provided, as well as the status of finding a correction fo that flaw.

12.6.1.3.2 Work unit ALC_FLR.1-2

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would produce a description of each security flaw in terms of its nature and effects.

The procedures identify the actions that are taken by the developer to describe the nature and effects of each
security flaw in sufficient detail to be able to reproduce it. The description of the nature of a security flaw
addresses whether it is an error in the documentation, a flaw in the design of the TSF, a flaw in the
implementation of the TSF, etc. The description of the security flaw's effects identifies the portions of the TSF
that are affected and how those portions are affected. For example, a security flaw in the implementation
might be found that affects the identification and authentication enforced by the TSF by permitting
authentication with the password “BACK DOOR”.
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12.6.1.3.3 Work unit ALC_FLR.1-3

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would identify the status of finding a correction to each security flaw.

The flaw remediation procedures identify the different stages of security flaws. This differentiation includes at
least: suspected security flaws that have been reported, suspected security flaws that have been confirmed to
be security flaws, and security flaws whose solutions have been implemented. It is permissible that additional
stages (e.g. flaws that have been reported but not yet investigated, flaws that are under investigation, security
flaws for which a solution has been found but not yet implemented) be included.

ISO/IEC 15408-3 ALC _FLR.1.3C: The flaw remediation procedures shall require that corrective actions be
identified for edch of the security flaws.

12.6.1.3.4 Woprk unit ALC_FLR.1-4

The evaluator these

procedures wg

shall check the flaw remediation procedures to determine that the application of
uld identify the corrective action for each security flaw.

[OE, a
e (e.g.
serving
where

Corrective actjon may consist of a repair to the hardware, firmware, or software_portions of the T
modification off TOE guidance, or both. Corrective action that constitutes modifications to TOE guidan
details of proc¢dural measures to be taken to obviate the security flaw) includes)both those measures
as only an int%im solution (until the repair is issued) as well as those serving.as a permanent solution

it is determined that the procedural measure is the best solution).

of the
update

If the source o
affected TOE
made to the af

f the security flaw is a documentation error, the corfedtive action consists of an updats
juidance. If the corrective action is a procedural measure, this measure will include an
fected TOE guidance to reflect these corrective procedures.

ISO/IEC 1540
methods used

8-3 ALC_FLR.1.4C: The flaw remediation~ procedures documentation shall describe the

fo provide flaw information, corrections and’guidance on corrective actions to TOE users

12.6.1.3.5 Woprk unit ALC_FLR.1-5

The evaluator
means of prov

The necessary
level of detail
associated gui

TOE users m4g
ways, such as
developer to in
initiated by the|

shall examine the flaw remediation procedures documentation to determine that it desg
ding the TOE users with thexnecessary information on each security flaw.

information about gach’ security flaw consists of its description (not necessarily at thg
hs that provided as™part of work unit ALC_FLR.1-2), the prescribed corrective action, a
Hance on implementing the correction.

y be provided with such information, correction, and documentation updates in any of

their posting to a website, their being sent to TOE users, or arrangements made
stall the correction. In cases where the means of providing this information requires actig
TOE-User, the evaluator examines any TOE guidance to ensure that it contains instructi

ribes a

same
nd any

several
for the
n to be
ons for

retrieving the information

The only metric for assessing the adequacy of the method used for providing the information, corrections and
guidance is that there be a reasonable expectation that TOE users can obtain or receive it. For example,
consider the method of dissemination where the requisite data is posted to a website for one month, and the
TOE users know that this will happen and when this will happen. This may not be especially reasonable or
effective (as, say, a permanent posting to the website), yet it is feasible that the TOE user could obtain the
necessary information. On the other hand, if the information were posted to the website for only one hour, yet
TOE users had no way of knowing this or when it would be posted, it is infeasible that they would ever get the
necessary information.
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12.6.2 Evaluation of sub-activity (ALC_FLR.2)
12.6.2.1 Objectives

The objective of this sub-activity is to determine whether the developer has established flaw remediation
procedures that describe the tracking of security flaws, the identification of corrective actions, and the
distribution of corrective action information to TOE users. Additionally, this sub-activity determines whether the
developer's procedures provide for the corrections of security flaws, for the receipt of flaw reports from TOE
users, and for assurance that the corrections introduce no new security flaws.

In order for the developer to be able to act appropriately upon security flaw reports from TOE users, TOE
users need to understand how to submit security flaw reports to the developer, and developers need to know
how to[receive These reports. Flaw remediafion guidance addressed to the TOE user ensures that TOE users
are awpre of how to communicate with the developer; flaw remediation procedures describe-the developer's
role is such communication.

12.6.22 Input

The evpluation evidence for this sub-activity is:

a) the flaw remediation procedures documentation;
b) flaw remediation guidance documentation.
12.6.23 Action ALC_FLR.2.1E

ISO/IEC 15408-3 ALC _FLR.2.1C: The flaw remediatioh procedures documentation shall| describe the
procedures used to track all reported security flaws in.each release of the TOE.

12.6.2.3.1 Work unit ALC_FLR.2-1

The evpluator shall examine the flaw remediation procedures documentation to determine that it describes the
procedures used to track all reported security flaws in each release of the TOE.

The prpcedures describe the actionsithat are taken by the developer from the time each suspected security
flaw is reported to the time that it'is fesolved. This includes the flaw's entire time frame, from initial detection
through ascertaining that the flaw-is a security flaw, to resolution of the security flaw.

If a flayv is discovered nat t0 be security-relevant, there is no need (for the purposes of the Flgw remediation
(ALC_KLR) requirements) for the flaw remediation procedures to track it further; only thgt there be an
explangtion of why the.flaw is not security-relevant.

ISO/IELC 15408-3) ALC_FLR.2.2C: The flaw remediation procedures shall require that a dedcription of the
nature land effect of each security flaw be provided, as well as the status of finding a correction fo that flaw.

12.6.2.3.2_ Work unit ALC FLR 2-2

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would produce a description of each security flaw in terms of its nature and effects.

The procedures identify the actions that are taken by the developer to describe the nature and effects of each
security flaw in sufficient detail to be able to reproduce it. The description of the nature of a security flaw
addresses whether it is an error in the documentation, a flaw in the design of the TSF, a flaw in the
implementation of the TSF, etc. The description of the security flaw's effects identifies the portions of the TSF
that are affected and how those portions are affected. For example, a security flaw in the implementation
might be found that affects the identification and authentication enforced by the TSF by permitting
authentication with the password “BACKDOOR”.
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12.6.2.3.3 Work unit ALC_FLR.2-3

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would identify the status of finding a correction to each security flaw.

The flaw remediation procedures identify the different stages of security flaws. This differentiation includes at
least: suspected security flaws that have been reported, suspected security flaws that have been confirmed to
be security flaws, and security flaws whose solutions have been implemented. It is permissible that additional
stages (e.g. flaws that have been reported but not yet investigated, flaws that are under investigation, security
flaws for which a solution has been found but not yet implemented) be included.

ISO/IEC 15408-3 ALC _FLR.2.3C: The flaw remediation procedures shall require that corrective actions be
identified for edch of the securily flaws.

12.6.2.3.4 Woprk unit ALC_FLR.2-4

The evaluator these

procedures wg

shall check the flaw remediation procedures to determine that the application of
uld identify the corrective action for each security flaw.

[OE, a
e (e.g.
serving
where

Corrective actjon may consist of a repair to the hardware, firmware, or software_portions of the T
modification off TOE guidance, or both. Corrective action that constitutes modifications to TOE guidand
details of proc¢dural measures to be taken to obviate the security flaw) includes)both those measures
as only an int%im solution (until the repair is issued) as well as those serving.as a permanent solution

it is determined that the procedural measure is the best solution).

of the
update

If the source o
affected TOE
made to the af

f the security flaw is a documentation error, the corfedtive action consists of an updats
puidance. If the corrective action is a procedural measure, this measure will include an
fected TOE guidance to reflect these corrective procedures.

ISO/IEC 1540
methods used

8-3 ALC_FLR.2.4C: The flaw remediation~ procedures documentation shall describe the

to provide flaw information, corrections and’guidance on corrective actions to TOE users

12.6.2.3.5 Woprk unit ALC_FLR.2-5

The evaluator
means of prov

The necessar)
level of detail
associated gui

TOE users m4g
ways, such as
developer to in
initiated by the

shall examine the flaw remediation procedures documentation to determine that it desg
ding the TOE users with thexnecessary information on each security flaw.

information about each’ security flaw consists of its description (not necessarily at the
hs that provided as™part of work unit ALC_FLR.2-2), the prescribed corrective action, a
Hance on implementing the correction.

y be provided with such information, correction, and documentation updates in any of
their posting to a website, their being sent to TOE users, or arrangements made

stall the correction. In cases where the means of providing this information requires actig
TOE-User, the evaluator examines any TOE guidance to ensure that it contains instructi

ribes a

same
nd any

several
for the
n to be
ons for

retrieving the information

The only metric for assessing the adequacy of the method used for providing the information, corrections and
guidance is that there be a reasonable expectation that TOE users can obtain or receive it. For example,
consider the method of dissemination where the requisite data is posted to a website for one month, and the
TOE users know that this will happen and when this will happen. This may not be especially reasonable or
effective (as, say, a permanent posting to the website), yet it is feasible that the TOE user could obtain the
necessary information. On the other hand, if the information were posted to the website for only one hour, yet
TOE users had no way of knowing this or when it would be posted, it is infeasible that they would ever get the
necessary information.

ISO/IEC 15408-3 ALC_FLR.2.5C: The flaw remediation procedures shall describe a means by which the
developer receives from TOE users reports and enquiries of suspected security flaws in the TOE.
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12.6.2.3.6 Work unit ALC_FLR.2-6

The evaluator shall examine the flaw remediation procedures to determine that they describe procedures for
the developer to accept reports of security flaws or requests for corrections to such flaws.

The procedures ensure that TOE users have a means by which they can communicate with the TOE
developer. By having a means of contact with the developer, the user can report security flaws, enquire about
the status of security flaws, or request corrections to flaws. This means of contact may be part of a more
general contact facility for reporting non-security related problems.

The use of these procedures is not restricted to TOE users; however, only the TOE users are actively supplied
with the details of these procedures. Others who might have access to or familiarity with the TOE can use the
same procedures to submit reporis to the developer, who is then expected o process them.]Any means of
submitfing reports to the developer, other than those identified by the developer, are beyond.\the scope of this
work ufit; reports generated by other means need not be addressed.

ISO/IELC 15408-3 ALC_FLR.2.6C: The procedures for processing reported security-flaws shall gnsure that any
reportdd flaws are remediated and the remediation procedures issued to TOE users:

12.6.2.3.7 Work unit ALC_FLR.2-7

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would help to ensure every reported flaw is corrected.

The flgw remediation procedures cover not only those security flaws discovered and reported by developer
personhel, but also those reported by TOE users. The_frocedures are sufficiently detailed so that they
descrilje how it is ensured that each reported security flaw is corrected. The procedures contgain reasonable
steps that show progress leading to the eventual, inevitable resolution.

The prpcedures describe the process that is taken from the point at which the suspected decurity flaw is
determiined to be a security flaw to the point at which it is resolved.

12.6.2.3.8 Work unit ALC_FLR.2-8
The evaluator shall examine the flaw remediation procedures to determine that the applicption of these

procedures would help to ensure\that the TOE users are issued remediation procedures foil each security
flaw.

The prpcedures describe the process that is taken from the point at which a security flaw is fesolved to the
point 4t which the remediation procedures are provided. The procedures for delivering corfective actions
should|be consistent\with the security objectives; they need not necessarily be identical to the procedures
used fqr deliveringthe TOE, as documented to meet ALC_DEL, if included in the assurance requirements. For
example, if thehardware portion of a TOE were originally delivered by bonded courier, updatgs to hardware
resulting from_flaw remediation would likewise be expected to be distributed by bonded courier. Updates
unrelated/to-flaw remediation would follow the procedures set forth in the documentation meeting the Delivery
(ALC_IDEL) requirements.

ISO/IEC 15408-3 ALC_FLR.2.7C: The procedures for processing reported security flaws shall provide
safeguards that any corrections to these security flaws do not introduce any new flaws.

12.6.2.3.9 Work unit ALC_FLR.2-9

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would result in safeguards that the potential correction contains no adverse effects.

Through analysis, testing, or a combination of the two, the developer may reduce the likelihood that adverse
effects will be introduced when a security flaw is corrected. The evaluator assesses whether the procedures
provide detail in how the necessary mix of analysis and testing actions is to be determined for a given
correction.
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The evaluator also determines that, for instances where the source of the security flaw is a documentation
problem, the procedures include the means of safeguarding against the introduction of contradictions with
other documentation.

ISO/IEC 15408-3 ALC_FLR.2.8C: The flaw remediation guidance shall describe a means by which TOE users
report to the developer any suspected security flaws in the TOE.

12.6.2.3.10 Work unit ALC_FLR.2-10

The evaluator shall examine the flaw remediation guidance to determine that the application of these
procedures would result in a means for the TOE user to provide reports of suspected security flaws or

requests for corrections to such flaws.

The guidance
developer. By

12.6.3 Evaluation of sub-activity (ALC_FLR.3)
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ISO/IEC 1540
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of this sub-activity is to determine whether the developer has established flaw remse
it describe the tracking of security flaws, the identification—of corrective actions, a

bcedures provide for the corrections of security flaws, for the receipt of flaw reports fro
h TOE user, and for the timely issue of corrective.actions to TOE users.

e developer to be able to act appropriately upon security flaw reports from TOE user
understand how to submit security flaw reports to the developer, and developers need t
these reports. Flaw remediation guidance addressed to the TOE user ensures that TOF

ow to communicate with the developer; flaw remediation procedures describe the devs
mmunication.

evidence for this sub-activity is:
mediation procedyres documentation;
Jiation guidance ‘documentation.

on ALC\.FLR.3.1E

8-3, ALC_FLR.3.1C: The flaw remediation procedures documentation shall descri

e TOE

having a means of contact with the developer, the user can report security flaws,-enquir¢ about
the status of s¢curity flaws, or request corrections to flaws.

diation
nd the

orrective action information to TOE users. Additionally, this\sub-activity determines whether the

m TOE

rance that the corrections introduce no new security. flaws, for the establishment of a point of

5, TOE
D know
E users
loper's

be the

procedures usi

ed 0 frack all reported security flaws in each release of the TOF

12.6.3.3.1 Work unit ALC_FLR.3-1

The evaluator shall examine the flaw remediation procedures documentation to determine that it describes the
procedures used to track all reported security flaws in each release of the TOE.

The procedures describe the actions that are taken by the developer from the time each suspected security
flaw is reported to the time that it is resolved. This includes the flaw's entire time frame, from initial detection
through ascertaining that the flaw is a security flaw, to resolution of the security flaw.

If a flaw is discovered not to be security-relevant, there is no need (for the purposes of the Flaw remediation
(ALC_FLR) requirements) for the flaw remediation procedures to track it further; only that there be an
explanation of why the flaw is not security-relevant.
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ISO/IEC 15408-3 ALC FLR.3.2C: The flaw remediation procedures shall require that a description of the
nature and effect of each security flaw be provided, as well as the status of finding a correction to that flaw.

12.6.3.3.2 Work unit ALC_FLR.3-2

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would produce a description of each security flaw in terms of its nature and effects.

The procedures identify the actions that are taken by the developer to describe the nature and effects of each
security flaw in sufficient detail to be able to reproduce it. The description of the nature of a security flaw
addresses whether it is an error in the documentation, a flaw in the design of the TSF, a flaw in the
implementation of the TSF, etc. The description of the security flaw's effects identifies the portions of the TSF
that arfaffected and how those portions are affected. For example, a security flaw in the implementation
might [be found that affects the identification and authentication enforced by the TSF|by permitting
authentication with the password “BACKDOOR”.

12.6.3.3.3 Work unit ALC_FLR.3-3

The evaluator shall examine the flaw remediation procedures to determine that the applicption of these

procedures would identify the status of finding a correction to each securityAflaw.

remediation procedures identify the different stages of security flaws. This differentiatjon includes at
uspected security flaws that have been reported, suspected security flaws that have begn confirmed to
r which a solution has been found but not yet implemented) be included.

ISO/IE
identifi

C 15408-3 ALC_FLR.3.3C: The flaw remediation."procedures shall require that corrective actions be

pd for each of the security flaws.

12.6.3.3.4 Work unit ALC_FLR.3-4

The e
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ures would identify the corrective 'action for each security flaw.

Correc
modifid
details
as only

five action may consist of\a-repair to the hardware, firmware, or software portions

ation of TOE guidance,, or-both. Corrective action that constitutes modifications to TOE
of procedural measures to be taken to obviate the security flaw) includes both those me
an interim solution~(until the repair is issued) as well as those serving as a permanent g

it is defermined that the procedural measure is the best solution).
If the gource of the-security flaw is a documentation error, the corrective action consists of ar
affectefl TOE guidance. If the corrective action is a procedural measure, this measure will incl

made tp the-affected TOE guidance to reflect these corrective procedures.
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ISO/IEC15408-3 ALC FLR.3.4C: The flaw remediation procedures documentation shal

describe the

methods used to provide flaw information, corrections and guidance on corrective actions to TOE users.

12.6.3.3.5 Work unit ALC_FLR.3-5

The evaluator shall examine the flaw remediation procedures documentation to determine that it describes a
means of providing the TOE users with the necessary information on each security flaw.

The necessary information about each security flaw consists of its description (not necessarily at the same
level of detail as that provided as part of work unit ALC_FLR.3-2), the prescribed corrective action, and any
associated guidance on implementing the correction.

TOE users may be provided with such information, correction, and documentation updates in any of several
ways, such as their posting to a website, their being sent to TOE users, or arrangements made for the
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developer to install the correction. In cases where the means of providing this information requires action to be
initiated by the TOE user, the evaluator examines any TOE guidance to ensure that it contains instructions for
retrieving the information.

The only metric for assessing the adequacy of the method used for providing the information, corrections and
guidance is that there be a reasonable expectation that TOE users can obtain or receive it. For example,
consider the method of dissemination where the requisite data is posted to a website for one month, and the
TOE users know that this will happen and when this will happen. This may not be especially reasonable or
effective (as, say, a permanent posting to the website), yet it is feasible that the TOE user could obtain the
necessary information. On the other hand, if the information were posted to the website for only one hour, yet
TOE users had no way of knowing this or when it would be posted, it is infeasible that they would ever get the
necessary information.

For TOE userg who register with the developer (see work unit ALC_FLR.3-12), the passive availability] of this
information is pot sufficient. Developers must actively send the information (or a notification of its_availability)
to registered TOE users.

ISO/IEC 15408-3 ALC_FLR.3.5C: The flaw remediation procedures shall describe aameans by whjch the
developer recqgives from TOE users reports and enquiries of suspected security flaws in‘the TOE.

12.6.3.3.6 Wprk unit ALC_FLR.3-6
The evaluator| shall examine the flaw remediation procedures to determine that the application of these

procedures wquld result in a means for the developer to receive from TOE. user reports of suspected decurity
flaws or requests for corrections to such flaws.

The procedurgs ensure that TOE users have a means by which they can communicate with the TOE
developer. By having a means of contact with the developer, the.user can report security flaws, enquir¢ about
the status of gecurity flaws, or request corrections to flaws. This means of contact may be part of & more
general contadt facility for reporting non-security related problems.

The use of thepe procedures is not restricted to TOEcusers; however, only the TOE users are actively supplied
with the detailg of these procedures. Others who might have access to or familiarity with the TOE can @ise the
same procedufes to submit reports to the devéloper, who is then expected to process them. Any means of
submitting reports to the developer, other thah.those identified by the developer, are beyond the scopq of this
work unit; repdrts generated by other means-need not be addressed.

ISO/IEC 15408-3 ALC_FLR.3.6C: The flaw remediation procedures shall include a procedure requiring timely
response and [the automatic distribution of security flaw reports and the associated corrections to registered
users who might be affected by the security flaw.

12.6.3.3.7 Woprk unit ALCFLR.3-7
The evaluator| shall"examine the flaw remediation procedures to determine that the application of these

procedures wquld result in a timely means of providing the registered TOE users who might be affected with
reports about, pnd“associated corrections to, each security flaw.

The issue of timeliness applies to the issuance of both security flaw reports and the associated corrections.
However, these need not be issued at the same time. It is recognised that flaw reports should be generated
and issued as soon as an interim solution is found, even if that solution is as drastic as turn off the TOE.
Likewise, when a more permanent (and less drastic) solution is found, it should be issued without undue
delay.

It is unnecessary to restrict the recipients of the reports and associated corrections to only those TOE users

who might be affected by the security flaw; it is permissible that all TOE users be given such reports and
corrections for all security flaws, provided such is done in a timely manner.
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12.6.3.3.8 Work unit ALC_FLR.3-8

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would result in automatic distribution of the reports and associated corrections to the registered
TOE users who might be affected.

Automatic distribution does not mean that human interaction with the distribution method is not permitted. In
fact, the distribution method could consist entirely of manual procedures, perhaps through a closely monitored
procedure with prescribed escalation upon the lack of issue of reports or corrections.

It is unnecessary to restrict the recipients of the reports and associated corrections to only those TOE users
who might be affected by the security flaw; it is permissible that all TOE users be given such reports and
correctfons for all security flaws, provided such is done automatically.

ISO/IELC 15408-3 ALC_FLR.3.7C: The procedures for processing reported security flaws-shall gnsure that any
reportdd flaws are remediated and the remediation procedures issued to TOE users.

12.6.3.3.9 Work unit ALC_FLR.3-9

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would help to ensure that every reported flaw is corrected.

The flgw remediation procedures cover not only those security flaws/discovered and reported by developer
personhel, but also those reported by TOE users. The procedures are sufficiently detailed so that they
descrije how it is ensured that each reported security flaw is temediated. The procedures contpin reasonable
steps that show progress leading to the eventual, inevitable&esolution.

The prpcedures describe the process that is taken from the point at which the suspected decurity flaw is
determlined to be a security flaw to the point at which.,it\is resolved.

12.6.3.3.10 Work unit ALC_FLR.3-10

The eyaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would help to ensure thatxthe TOE users are issued remediation procedures for each security
flaw.

The prpcedures describe the process that is taken from the point at which a security flaw is fesolved to the
point af which the remediation procedures are provided. The procedures for delivering remediatjon procedures
should|be consistent with“the security objectives; they need not necessarily be identical to the procedures
used fpr delivering thé TOE, as documented to meet Delivery (ALC_DEL), if included in fthe assurance
requiregments. For example, if the hardware portion of a TOE were originally delivered by bpnded courier,
updatep to hardware' resulting from flaw remediation would likewise be expected to be distributed by bonded
courier Updates unrelated to flaw remediation would follow the procedures set forth in the focumentation
meeting the-Delivery (ALC_DEL) requirements.

ISO/IEC -

_ shall provide
safeguards that any corrections to these security flaws do not introduce any new flaws.

12.6.3.3.11 Work unit ALC_FLR.3-11

The evaluator shall examine the flaw remediation procedures to determine that the application of these
procedures would result in safeguards that the potential correction contains no adverse effects.

Through analysis, testing, or a combination of the two, the developer may reduce the likelihood that adverse
effects will be introduced when a security flaw is corrected. The evaluator assesses whether the procedures
provide detail in how the necessary mix of analysis and testing actions is to be determined for a given
correction.
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The evaluator also determines that, for instances where the source of the security flaw is a documentation
problem, the procedures include the means of safeguarding against the introduction of contradictions with
other documentation.

ISO/IEC 15408-3 ALC_FLR.3.9C: The flaw remediation guidance shall describe a means by which TOE users
report to the developer any suspected security flaws in the TOE.

12.6.3.3.12 Work unit ALC_FLR.3-12

The evaluator shall examine the flaw remediation guidance to determine that the application of these
procedures would result in a means for the TOE user to provide reports of suspected security flaws or

requests for corrections to such flaws.
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ISO/IEC 15408-3 ALC_FLR.3.11C: The flaw remediation guidance shall identify the specific points of contact
for all reports and enquiries about security issues involving the TOE.

12.6.3.3.14 Work unit ALC_FLR.3-14

The evaluator shall examine the flaw remediation guidance to determine that it identifies specific points of
contact for user reports and enquiries about security issues involving the TOE.

The guidance includes a means whereby registered TOE users can interact with the developer to report
discovered security flaws in the TOE or to make enquiries regarding discovered security flaws in the TOE.

166

© ISO/IEC 2008 - All rights

reserved


https://iecnorm.com/api/?name=458b0bc77cecb7daca18cbba2ae97801

ISO/IEC 18045:2008(E)

12.7 Life-cycle definition (ALC_LCD)
12.7.1 Evaluation of sub-activity (ALC_LCD.1)
12.7.1.1 Objectives

The objective of this sub-activity is to determine whether the developer has used a documented model of the
TOE life-cycle.

12.7.1.2 Input

The evaluation evidence for this sub-activity is:

a) th(lz ST;
b) the life-cycle definition documentation.
12.713 Action ALC_LCD.1.1E

ISO/IEC 15408-3 ALC_LCD.1.1C: The life-cycle definition documentation ,shall describe the model used to
develop and maintain the TOE.

12.7.1.3.1 Work unit ALC_LCD.1-1

The evaluator shall examine the documented description of\the life-cycle model used to ddtermine that it
covers|the development and maintenance process.

The description of the life-cycle model should include:
a) infprmation on the life-cycle phases of the T@E and the boundaries between the subsequent phases;

b) information on the procedures, tools :@nd techniques used by the developer (e.g. for design, coding,
testing, bug-fixing);

c) overall management structure governing the application of the procedures (e.g. an idgntification and
description of the individualresponsibilities for each of the procedures required by the deyelopment and
maintenance process covered by the life-cycle model);

d) infprmation on which parts of the TOE are delivered by subcontractors, if subcontractors ar¢ involved.

Evaluation of sub-getivity (ALC_LCD.1) does not require the model used to conform to any stapdard life-cycle
model.

ISO/IELC 15408-3 ALC _LCD.1.2C: The life-cycle model shall provide for the necessary cqntrol over the
development and maintenance of the TOE.

12.7.1.3.2 Work unit ALC_LCD.1-2

The evaluator shall examine the life-cycle model to determine that use of the procedures, tools and
techniques described by the life-cycle model will make the necessary positive contribution to the development
and maintenance of the TOE.

The information provided in the life-cycle model gives the evaluator assurance that the development and
maintenance procedures adopted would minimise the likelihood of security flaws. For example, if the life-cycle
model described the review process, but did not make provision for recording changes to components, then
the evaluator may be less confident that errors will not be introduced into the TOE. The evaluator may gain
further assurance by comparing the description of the model against an understanding of the development
process gleaned from performing other evaluator actions relating to the TOE development (e.g. those covered
under the CM capabilities (ALC_CMC)). Identified deficiencies in the life-cycle model will be of concern if they
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might reasonably be expected to give rise to the introduction of flaws into the TOE, either accidentally or
deliberately.

ISO/IEC 15408 does not mandate any particular development approach, and each should be judged on merit.
For example, spiral, rapid-prototyping and waterfall approaches to design can all be used to produce a quality
TOE if applied in a controlled environment.

12.7.2 Evaluation of sub-activity (ALC_LCD.2)

12.7.21
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description of the individual responsibilities for each of the procedures required by the development and
maintenance process covered by the life-cycle model);

information on which parts of the TOE are delivered by subcontractors, if subcontractors are involved;

information on the parameters/metrics that are used to measure the TOE development. Metrics standards
typically include guides for measuring and producing reliable products and cover the aspects reliability,
quality, performance, complexity and cost. For the evaluation all those metrics are of relevance, which are
used to increase quality by decreasing the probability of faults and thereby in turn increase assurance in
the security of the TOE.

ISO/IEC 15408-3 ALC_LCD.2.2C: The life-cycle model shall provide for the necessary control over the
development and maintenance of the TOE.
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12.7.2.3.2 Work unit ALC_LCD.2-2

The evaluator shall examine the life-cycle model to determine that use of the procedures, tools and
techniques described by the life-cycle model will make the necessary positive contribution to the development
and maintenance of the TOE.

The information provided in the life-cycle model gives the evaluator assurance that the development and
maintenance procedures adopted would minimise the likelihood of security flaws. For example, if the life-cycle
model described the review process, but did not make provision for recording changes to components, then
the evaluator may be less confident that errors will not be introduced into the TOE. The evaluator may gain
further assurance by comparing the description of the model against an understanding of the development
process gleaned from performing other evaluator actions relating to the TOE development (e.g. those covered
under capabilities a . eficiencies 1n the Tife-cycle model wi concern if they
might feasonably be expected to give rise to the introduction of flaws into the TOE, either’accidentally or
deliberptely.

ISO/IEL 15408 does not mandate any particular development approach, and each-should be ju
For example, spiral, rapid-prototyping and waterfall approaches to design can allcbe’used to prg
TOE ifjapplied in a controlled environment.
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For thg metrics/measurements used in the life-cycle model, evidence has”to be provided th
those metrics/measurements usefully contribute to the minimisation_©f)the likelihood of flaws
viewed| as the overall goal for measurement in an ALC context. As a-Consequence the metrics/|
have tg be selected based on their capability to achieve that overall goal or contribute to that. I
a metric/measure is suitable with respect to ALC if a correlation bétween the metric/measure and the number
of flawp can be stated with a certain degree of reliability. Butyalso a metric/measure useful fof management
purposgs as for planning and monitoring the TOE development are helpful since badly managg¢d projects are
endangered to produce bad quality and to introduce flaws:

It may |be possible to use metrics for quality improvement, for which this use is not obvious. For example a
metric [to estimate the expected cost of a product development may help quality, if the develpper can show
that this is used to provide an adequate budget for development projects and that this helps tp avoid quality
problems arising from resource shortages.

It is ngt required that every single step in the life cycle of the TOE is measurable. However the evaluator
should|see from the description of\the measures and procedures that the metrics are appropriate to control
the ovgrall quality of the TOE and.to minimise possible security flaws by this.

ISO/IEC 15408-3 ALC k€D.2.3C: The life-cycle output documentation shall provide the [results of the
measufements of the TOE-development using the measurable life-cycle model.

12.7.2.38.3 Work'unit ALC_LCD.2-3

The eV B results of the

measu

pluatorishall examine the life-cycle output documentation to determine that it provides th
rements of the TOE development using the measurable life-cycle model.

The results of the measurements and the life-cycle progress of the TOE should be in accordance with the life-
cycle model.

The output documentation not only includes numeric values of the metrics but also documents actions taken
as a result of the measurements and in accordance with the model. For example there may be a requirement
that a certain design phase needs to be repeated, if some error rates measured during testing are outside of a
defined threshold. In this case the documentation should show that such action was taken, if indeed the
thresholds were not met.
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If the evaluation is conducted in parallel with the development of the TOE it may be possible that quality
measurements have not been used in the past. In this case the evaluator should use the documentation of the
planned procedures in order to gain confidence that corrective actions are defined if results of quality
measurements deviate from some threshold.

12.8 Tools and techniques (ALC_TAT)

12.8.1 Evaluation of sub-activity (ALC_TAT.1)

12.8.1.1 Objectives

The objective of this sub-activity is to determine whether the developer has used well-defined development

tools (e.g. prggramming languages or computer-aided design (CAD) systems) that yield consistgnt and
predictable redults.

12.8.1.2 Inpuyt

The evaluatior] evidence for this sub-activity is:

a) the develgpment tool documentation;

b) the subsetf of the implementation representation.
12.8.1.3 Application notes

This work may be performed in parallel with the evaluation activities under Implementation represgntation
(ADV_IMP), specifically with regard to determining the use of features in the tools that will affect thg object
code (e.g. compilation options).
12.8.1.4 Action ALC_TAT.1.1E
ISO/IEC 15408-3 ALC_TAT.1.1C: Each developmenttool used for implementation shall be well-defined.
12.8.1.4.1 Wprk unit ALC_TAT.1-1

The evaluato shall examine the development tool documentation provided to determine thap each
development tpols is well-defined.

For example, g well-defined language, compiler or CAD system may be considered to be one that conf¢rms to
a recognised ptandard, such ‘as the ISO standards. A well-defined language is one that has a cldar and
complete descfiption of its_syntax, and a detailed description of the semantics of each construct.

ISO/IEC 15408-3 ALC.TAT.1.2C: The documentation of each development tool shall unambiguously| define
the meaning of all statements as well as all conventions and directives used in the implementation.

12.8.1.4.2 Werkunit-ALG—TATA-2

The evaluator shall examine the documentation of each development tool to determine that it unambiguously
defines the meaning of all statements as well as all conventions and directives used in the implementation.

The development tool documentation (e.g. programming language specifications and user manuals) should
cover all statements used in the implementation representation of the TOE, and for each such statement
should provide a clear and unambiguous definition of the purpose and effect of that statement. This work may
be performed in parallel with the evaluator's examination of the implementation representation performed
during the ADV_IMP sub-activity. The key test the evaluator should apply is whether or not the documentation
is sufficiently clear for the evaluator to be able to understand the implementation representation. The
documentation should not assume (for example) that the reader is an expert in the programming language
used.
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Reference to the use of a documented standard is an acceptable approach to meet this requirement, provided
that the standard is available to the evaluator. Any differences from the standard should be documented.

The critical test is whether the evaluator can understand the TOE source code when performing source code
analysis covered in the ADV_IMP sub-activity. However, the following checklist can additionally be used in
searching for problem areas:

a) In the language definition, phrases such as “the effect of this construct is undefined” and terms such as
“implementation dependent” or “erroneous” may indicate ill-defined areas.

b) Aliasing (allowing the same piece of memory to be referenced in different ways) is a common source of
ambiguity problems.

c) EXception handling (e.g. what happens after memory exhaustion or stack overflow)-i
defined.

Most |

implemnentation language is mostly well defined, but some problematic constructs exist, then g

verdict

The evpluator should verify, during the examination of source code, that any’use of the problem
does not introduce vulnerabilities. The evaluator should also ensure' that constructs pre
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The objective of this sub-activity is to determine whether the developer has used well-defined development
tools (e.g. programming languages or computer-aided design (CAD) systems) that yield consistent and
predictable results, and whether implementation standards have been applied.

12.8.2.

2 Input

The evaluation evidence for this sub-activity is:

a) the development tool documentation;

b) the implementation standards description;

c) the provided implementation representation of the TSF.
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12.8.2.3 Application notes

This work may be performed in parallel with the evaluation activities under ADV_IMP, specifically with regard
to determining the use of features in the tools that will affect the object code (e.g. compilation options).

12.8.2.4 Action ALC_TAT.2.1E
ISO/IEC 15408-3 ALC_TAT.2.1C: Each development tool used for implementation shall be well-defined.
12.8.2.4.1 Work unit ALC_TAT.2-1

The evaluator shall examine the development tool documentation provided to determine that each
development tpol is well-defined.

For example, g well-defined language, compiler or CAD system may be considered to be one that.conf¢rms to
a recognised ptandard, such as the ISO standards. A well-defined language is one that has”a cldar and
complete descfiption of its syntax, and a detailed description of the semantics of each construct.

ISO/IEC 15408-3 ALC_TAT.2.2C: The documentation of each development tool shall unambiguously| define
the meaning of all statements as well as all conventions and directives used in the implementation.

12.8.2.4.2 Woprk unit ALC_TAT.2-2

The evaluator ghall examine the documentation of each development toolto determine that it unambiguously
defines the meaning of all statements as well as all conventions and directives used in the implementation.

The developmgnt tool documentation (e.g. programming language specifications and user manuals)|should
cover all statements used in the implementation representation of the TOE, and for each such statement
should providel a clear and unambiguous definition of the purpose and effect of that statement. This work may
be performed |in parallel with the evaluator's examination of the implementation representation performed
during the ADY_IMP sub-activity. The key test the evaluator should apply is whether or not the documentation
is sufficiently [clear for the evaluator to be able do” understand the implementation representation. The
documentatior| should not assume (for example)-that the reader is an expert in the programming lapguage
used.

Reference to the use of a documented standard is an acceptable approach to meet this requirement, pfovided
that the standdrd is available to the evaluator. Any differences from the standard should be documented.

The critical test is whether the eyaluator can understand the TOE source code when performing sourde code
analysis covered in the ADV_(IMP sub-activity. However, the following checklist can additionally be dised in
searching for groblem areas:

a) In the language definition, phrases such as “the effect of this construct is undefined” and terms quch as
“implementation dependent” or “erroneous” may indicate ill-defined areas.

b) Aliasing (allowing the same piece of memary to he referenced in different ways) is a commaon solirce of
ambiguity problems.

c) Exception handling (e.g. what happens after memory exhaustion or stack overflow) is often poorly
defined.

Most languages in common use, however well designed, will have some problematic constructs. If the
implementation language is mostly well defined, but some problematic constructs exist, then an inconclusive
verdict should be assigned, pending examination of the source code.

The evaluator should verify, during the examination of source code, that any use of the problematic constructs

does not introduce vulnerabilities. The evaluator should also ensure that constructs precluded by the
documented standard are not used.
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The development tool documentation should define all conventions and directives used in the implementation.

ISO/IEC 15408-3 ALC_TAT.2.3C: The documentation of each development tool shall unambiguously define
the meaning of all implementation-dependent options.

12.8.2.4.3 Work unit ALC_TAT.2-3

The evaluator shall examine the development tool documentation to determine that it unambiguously defines
the meaning of all implementation-dependent options.

The documentation of software development tools should include definitions of implementation-dependent
options that may affect the meaning of the executable code, and those that are different from the standard
language as documented. Where source code is provided to the evaluator, information. ghould also be
providgd on compilation and linking options used.

The dqcumentation for hardware design and development tools should describe the-use of all options that
affect the output from the tools (e.g. detailed hardware specifications, or actual hardware).

12.8.2.5 Action ALC_TAT.2.2E
12.8.2.5.1 Work unit ALC_TAT.2-4

The eyaluator shall examine aspects of the implementation, process to determine that documented
implenentation standards have been applied.

This wprk unit requires the evaluator to analyse the provided implementation representation [of the TOE to
determjine whether the documented implementation standatds have been applied.

The evpluator should verify that constructs excluded-by the documented standard are not used.
Additiopally, the evaluator should verify the developer's procedures which ensure the application of the
defined standards within the design and.implementation process of the TOE. Therefore| documentary
evidenge should be supplemented by visiting the development environment. A visit to thg development
environiment will allow the evaluator to:

a) observe the application of defined standards;
b) expmine documentary.evidence of application of procedures describing the use of defined gtandards;

c) interview development staff to check awareness of the application of defined standards and procedures.

A development site-visit is a useful means of gaining confidence in the procedures being used. Any decision
not to ake such.a visit should be determined in consultation with the evaluation authority.

The evalUator compares the provided implementation representation with the description pf the applied

imp]en‘ entation standards and verifies their use.

At this level it is not required that the complete provided implementation representation of the TSF is based on
implementation standards, but only those parts that are developed by the TOE developer himself. The
evaluator may consult the configuration list required by the CM scope (ALC_CMS) to get the information
which parts are developed by the TOE developer, and which by third party developers.

If the referenced implementation standards are not applied for at least parts of the provided implementation
representation, the evaluator action related to this work unit is assigned a fail verdict.

Note that parts of the TOE which are not TSF relevant do not need to be examined.

This work unit may be performed in conjunction with the evaluation activities under ADV_IMP.
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12.8.3 Evaluation of sub-activity (ALC_TAT.3)

12.8.3.1 Objectives

The objective of this sub-activity is to determine whether the developer and his subcontractors have used well-
defined development tools (e.g. programming languages or computer-aided design (CAD) systems) that yield
consistent and predictable results, and whether implementation standards have been applied.

12.8.3.2 Input

The evaluation evidence for this sub-activity is:

a) the develdpment tool documentation;

b) the implerentation standards description;

c) the provided implementation representation of the TSF.
12.8.3.3 Application notes

This work may| be performed in parallel with the evaluation activities under ADV\IMP, specifically with|{regard
to determining|the use of features in the tools that will affect the object code (e'g.compilation options).

12.8.3.4 Action ALC_TAT.3.1E
ISO/IEC 15408-3 ALC_TAT.3.1C: Each development tool used for-implementation shall be well-defined.
12.8.3.4.1 Wprk unit ALC_TAT.3-1

The evaluato shall examine the development toolx'documentation provided to determine thaj each
development tpol is well-defined.

For example, g well-defined language, compiler or €AD system may be considered to be one that conforms to
a recognised ptandard, such as the ISO standards. A well-defined language is one that has a cldar and
complete descfiption of its syntax, and a detailed description of the semantics of each construct.

At this level, the documentation of development tools used by third party contributors to the TOE hap to be
included in the|evaluator's examination.

ISO/IEC 15408-3 ALC_TAT.3:2C: The documentation of each development tool shall unambiguously| define
the meaning of all statements as well as all conventions and directives used in the implementation.

12.8.3.4.2 Woprk unit ALC_TAT.3-2

The evaluator shall.examine the documentation of each development tool to determine that it unambiguously

deflnes the m anina of Al ctatamantc Ao vunll Ao All v Aantiane AanA Adirantivne ond 1n tha manlanaantat n
g O o Sttt CT It T o vy oo o COTTV CTtroT oo i ot C oty C oo o ot oot .

The development tool documentation (e.g. programming language specifications and user manuals) should
cover all statements used in the implementation representation of the TOE, and for each such statement
should provide a clear and unambiguous definition of the purpose and effect of that statement. This work may
be performed in parallel with the evaluator's examination of the implementation representation performed
during the ADV_IMP sub-activity. The key test the evaluator should apply is whether or not the documentation
is sufficiently clear for the evaluator to be able to understand the implementation representation. The
documentation should not assume (for example) that the reader is an expert in the programming language
used.

Reference to the use of a documented standard is an acceptable approach to meet this requirement, provided
that the standard is available to the evaluator. Any differences from the standard should be documented.
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The critical test is whether the evaluator can understand the TOE source code when performing source code
analysis covered in the ADV_IMP sub-activity. However, the following checklist can additionally be used in
searching for problem areas:

a) In the language definition, phrases such as “the effect of this construct is undefined” and terms such as
“implementation dependent” or “erroneous” may indicate ill-defined areas.

b) Aliasing (allowing the same piece of memory to be referenced in different ways) is a common source of
ambiguity problems.

c) Exception handling (e.g. what happens after memory exhaustion or stack overflow) is often poorly
defined.

Most languages in common use, however well designed, will have some problematicCeefjstructs. If the
implenfentation language is mostly well defined, but some problematic constructs exist;ythen gn inconclusive
verdict|should be assigned, pending examination of the source code.

The evpluator should verify, during the examination of source code, that any use®@fthe problenjatic constructs
does not introduce vulnerabilities. The evaluator should also ensure that constructs pregluded by the
documpnted standard are not used.

The development tool documentation should define all conventions and directives used in the implementation.

At this|level, the documentation of development tools used by third party contributors to the TOE has to be
includgd in the evaluator's examination.

ISO/IELC 15408-3 ALC_TAT.3.3C: The documentation of ‘€ach development tool shall unambiguously define
the mejaning of all implementation-dependent options,

12.8.3.4.3 Work unit ALC_TAT.3-3

The evialuator shall examine the development,tool documentation to determine that it unambiguously defines
the mepning of all implementation-dependent options.

The dgcumentation of software development tools should include definitions of implementafion-dependent
optiong that may affect the meaning of the executable code, and those that are different from the standard
languape as documented. Where source code is provided to the evaluator, information ghould also be
providgd on compilation and‘linking options used.

The dqcumentation fof_hardware design and development tools should describe the use of all options that
affect the output fromthe tools (e.g. detailed hardware specifications, or actual hardware).

At this|level, the_documentation of development tools used by third party contributors to the TOE has to be
includgd in the evaluator's examination.

12.8.3.6 ~Action Al C TAT 3 2F

12.8.3.5.1 Work unit ALC_TAT.3-4

The evaluator shall examine aspects of the implementation process to determine that documented
implementation standards have been applied.

This work unit requires the evaluator to analyse the provided implementation representation of the TOE to
determine whether the documented implementation standards have been applied.

The evaluator should verify that constructs excluded by the documented standard are not used.

Additionally, the evaluator should verify the developer's procedures which ensure the application of the
defined standards within the design and implementation process of the TOE. Therefore, documentary
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evidence should be supplemented by visiting the development environment. A visit to the development
environment will allow the evaluator to:

a) observe the application of defined standards;

b)

c)

examine documentary evidence of application of procedures describing the use of defined standards;

interview development staff to check awareness of the application of defined standards and procedures.

A development site visit is a useful means of gaining confidence in the procedures being used. Any decision
not to make such a visit should be determined in consultation with the evaluation authority.

The evaluator| compares the provided implementation representation with the description of the

l

implementatio

At this level it

implementation standards, including third party contributions. This may require the evaluator:to visit th

of contributors
who has devel

Note that parts

This work unit
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standards and verifies their use.
is required that the complete provided implementation representation of the TSF'is ba

The evaluator may consult the configuration list required by the CM scopge, (ALC_CMS
bped which part of the TOE.

of the TOE which are not TSF relevant do not need to be examined.

may be performed in conjunction with the evaluation activities.under ADV_IMP.

5 activity is to determine whether the TOE behaves as described in the ST and as speg
evidence (described in the ADV class). This determination is achieved through
f the developer's own functional testing of the TSF (Functional tests (ATE_FUN
bsting the TSF by the evaluator (dependent testing (ATE_IND)). At the lowest |
re is no requirement for develeper involvement, so the only testing is conducted

pbmes increasingly involved, both in testing and in providing additional information ab
e evaluator increases the independent testing activities.

tion notes
['SF is conducted-by the evaluator and, in most cases, by the developer. The evaluator's
not only of ‘creating and running original tests, but also of assessing the adequacy

ts and re=rinning a subset of them.

analyses the developer's tests to determine the extent to which they are suffig

bpplied

sed on
e sites
to see

ified in
some
)) and
pvel of
by the
as the
put the

testing
of the

ent to

to which they are sufficient to demonstrate the internal behaviour and properties of the TSF.

nd the

atT'SFI (see Functional specification (ADV_FSP)) perform as specified, and to understja
proach 1o testing. similarly, the evaluator analyses the developers tests 1o determine the extent

The evaluator also executes a subset of the developer's tests as documented to gain confidence in the
developer's test results: the evaluator will use the results of this analysis as an input to independently testing a
subset of the TSF. With respect to this subset, the evaluator takes a testing approach that is different from that
of the developer, particularly if the developer's tests have shortcomings.

To determine the adequacy of developer's test documentation or to create new tests, the evaluator needs to
understand the desired expected behaviour of the TSF, both internally and as seen at the TSFI, in the context
of the SFRs it is to satisfy. The evaluator may choose to divide the TSF and TSFI into subsets according to
functional areas of the ST (audit subsystem, audit-related TSFI, authentication module, authentication-related
TSFI, etc.) if they were not already divided in the ST, and focus on one subset of the TSF and TSFI at a time,
examining the ST requirement and the relevant parts of the development and guidance documentation to gain
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an understanding of the way the TOE is expected to behave. This reliance upon the development
documentation underscores the need for the dependencies on ADV by Coverage (ATE_COV) and Depth
(ATE_DPT).

ISO/IEC 15408 has separated coverage and depth from functional tests to increase the flexibility when
applying the components of the families. However, the requirements of the families are intended to be applied
together to confirm that the TSF operates according to its specification. This tight coupling of families has led
to some duplication of evaluator work units across sub-activities. These application notes are used to

minimise duplication of text between sub-activities.

13.2.1 Understanding the expected behaviour of the TOE

Before[the adequacy of test documentation can be accurately evaluated, or before new tesis G
the evaluator has to understand the desired expected behaviour of a security function incthe

undersfanding of the way the related TSFI is expected to behave. Similarly, the evaluator
relevant parts of the TOE design and security architecture documentation\{o-gain an understang
the related modules or subsystems of the TSF are expected to behave(

With gn understanding of the expected behaviour, the evaluator examines the test pla

hn be created,
context of the

SFRs (audit,
ines each ST
on to gain an
examines the
ing of the way

n to gain an

understanding of the testing approach. In most cases, the testing approach will entail a TSFI bg¢ing stimulated

and its| responses observed. Externally-visible functionality.can be tested directly; however, i
functiopality is not visible external to the TOE (for example, testing the residual informa
functiopality), other means will need to be employed.

13.2.2 [Testing vs. alternate approaches to verify‘the expected behaviour of functionality

In casgs where it is impractical or inadequate*to test specific functionality (where it provides
visible |TSFI), the test plan should identify‘the alternate approach to verify expected beha
evaluator's responsibility to determine the suitability of the alternate approach. However, the fg
be congidered when assessing the suitability of alternate approaches:

a) an analysis of the implementation representation to determine that the required behavi

ibited by the TOE is_an acceptable alternate approach. This could mean a code in
software TOE or perhaps a chip mask inspection for a hardware TOE.

b)

dejvelopér-integration or module testing is used in verifying the expected behaviour
fupctionality, care should be given to confirm that the testing evidence reflects the current i

N cases where
ion protection

no externally-
iour. It is the
llowing should

our should be
spection for a

ned assurance
. Evaluation of
If evidence of
of a security
mplementation

of thevTOE. If the subsystems or modules have been changed since testing occurred, evi

dence that the

changes were tracked and addressed by analysis or further testing will usually be required.

It should be emphasised that supplementing the testing effort with alternate approaches should only be
undertaken when both the developer and evaluator determine that there exists no other practical means to
test the expected behaviour.

13.2.3 Verifying the adequacy of tests

Test pre-requisites are necessary to establish the required initial conditions for the test. They may be
expressed in terms of parameters that must be set or in terms of test ordering in cases where the completion
of one test establishes the necessary pre-requisites for another test. The evaluator must determine that the
pre-requisites are complete and appropriate in that they will not bias the observed test results towards the
expected test results.
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The test steps and expected results specify the actions and parameters to be applied to the TSFI as well as
how the expected results should be verified and what they are. The evaluator must determine that the test
steps and expected results are consistent with the descriptions of the TSFI in the functional specification. This
means that each characteristic of the TSFI behaviour explicitly described in the functional specification should
have tests and expected results to verify that behaviour.

The overall aim of this testing activity is to determine that each subsystem, module, and TSFI has been
sufficiently tested against the behavioural claims in the functional specification, TOE design, and architecture
description. At the higher assurance levels, testing also includes bounds testing and negative testing. The test
procedures will provide insight as to how the TSFlIs, modules, and subsystems have been exercised by the
developer during testing. The evaluator uses this information when developing additional tests to
independently test the TSF.

13.3 CoveraL;e (ATE_COV)

13.3.1 Evaluation of sub-activity (ATE_COV.1)
13.3.1.1

Objectives

hat the
e test

pf this sub-activity is to determine whether the developer has tested-the TSFls, and t
st coverage evidence shows correspondence between the \tests identified in th
and the TSFls described in the functional specification.

The objective
developer's tg
documentation

13.3.1.2 Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the functignal specification;
c) the test dqcumentation;

d) the test cqverage evidence.
13.3.1.3 Application notes

The coverage
provided as e

analysis provided by the developer is required to show the correspondence between th
aluation evidence and the functional specification. However, the coverage analysis ng

demonstrate t

e tests
ed not
b been

t all TSFI havebeen tested, or that all externally-visible interfaces to the TOE hav

a
tested. Such sEortcomings are ‘considered by the evaluator during the independent testing (Evaluation jof sub-

activity (ATE_IND.2)) sub-aetivity.

13.3.1.4 Actjon ATE_COV.1.1E

13.3.1.4.1 Work unit ATE_COV.1-1

The evaluator shall examine the test coverage evidence to determine that the correspondence between the
tests identified in the test documentation and the TSFls described in the functional specification is accurate.

Correspondence may take the form of a table or matrix. The coverage evidence required for this component
will reveal the extent of coverage, rather than to show complete coverage. In cases where coverage is shown
to be poor the evaluator should increase the level of independent testing to compensate.
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13.3.2 Evaluation of sub-activity (ATE_COV.2)

13.3.2.1 Objectives

The objective of this sub-activity is to determine whether the developer has tested all of the TSFls, and that
the developer's test coverage evidence shows correspondence between the tests identified in the test
documentation and the TSFls described in the functional specification.

13.3.2.2 Input

a) the ST;

b) thé functional specification;
c) thg test documentation;

d) th¢ test coverage analysis.
13.3.2.3 Action ATE_COV.2.1E

ISO/IELC 15408-3 ATE_COV.2.1C: The analysis of the test coverage shall’demonstrate the cprrespondence
betwegn the tests in the test documentation and the TSFls in the functiopal specification.

13.3.2.3.1 Work unit ATE_COV.2-1

The evaluator shall examine the test coverage analysis te determine that the correspondencg between the
tests in the test documentation and the interfaces in the furictional specification is accurate.

A simgle cross-table may be sufficient to show test correspondence. The identification of thg tests and the
interfages presented in the test coverage analysis‘has to be unambiguous.

The evaluator is reminded that this does:not imply that all tests in the test documentation must map to
interfages in the functional specification.

13.3.2.3.2 Work unit ATE_COV.2-2

The eyaluator shall examine. the test plan to determine that the testing approach for each interface
demonktrates the expected.behaviour of that interface.

Guidarnce on this work ‘unit can be found in:
a) 132.1, Understanding the expected behaviour of the TOE

b) 132.2/Testing vs. alternate approaches to verify the expected behaviour of functionality

13 3 2 R_2 Warleunit ATE _CO\2 .2
R 2V 4~ TZWOTITUOTIMIU N T =_ OO V.2~ U

The evaluator shall examine the test procedures to determine that the test prerequisites, test steps and
expected resuli(s) adequately test each interface.

Guidance on this work units, as it pertains to the functional specification, can be found in:
a) 13.2.3, Verifying the adequacy of tests

ISO/IEC 15408-3 ATE_COV.2.2C: The analysis of the test coverage shall demonstrate that all TSFls in the
functional specification have been tested.
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13.3.2.3.4 Work unit ATE_COV.2-4

The evaluator shall examine the test coverage analysis to determine that the correspondence between the
interfaces in the functional specification and the tests in the test documentation is complete.

All TSFIs that are described in the functional specification have to be present in the test coverage analysis
and mapped to tests in order for completeness to be claimed, although exhaustive specification testing of
interfaces is not required. Incomplete coverage would be evident if an interface was identified in the functional
specification and no test was mapped to it.

The evaluator is reminded that this does not imply that all tests in the test documentation must map to
interfaces in the functional specification.

13.3.3 EvaIthion of sub-activity (ATE_COV.3)

There is no geheral guidance; the scheme should be consulted for guidance on this sub-activity.
13.4 Depth (ATE_DPT)

13.4.1 Evaluation of sub-activity (ATE_DPT.1)

13.4.1.1 Objectives

The objective |of this sub-activity is to determine whether the developer has tested the TSF subsystems
against the TQE design and the security architecture description.

13.4.1.2 Input
a) the ST;
b) the functignal specification;

c) the TOE design;

d) the securify architecture description;
e) the test dqcumentation;

f)  the depth pf testing analysis!

13.4.1.3 Action ATE_DPT.1.1E

ISO/IEC 15408-3 ATE\DPT.1.1C: The analysis of the depth of testing shall demonstrate the correspohdence
between the tdsts if the test documentation and the TSF subsystems in the TOE design.

13.4.1.3.1 WorkunitATE-BDPT-1=1
The evaluator shall examine the depth of testing analysis to determine that the descriptions of the behaviour
of TSF subsystems and of their interactions is included within the test documentation.

This work unit verifies the content of the correspondence between the tests and the descriptions in the TOE
design. In cases where the description of the TSF's architectural soundness (in Security Architecture
(ADV_ARC)) cites specific mechanisms, this work unit also verifies the correspondence between the tests and
the descriptions of the behaviour of such mechanisms.

A simple cross-table may be sufficient to show test correspondence. The identification of the tests and the
behaviour/interaction presented in the depth-of coverage analysis has to be unambiguous.
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The evaluator is reminded that not all tests in the test documentation must map to a subsystem behaviour or
interaction description.

13.4.1.3.2 Work unit ATE_DPT.1-2

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine
that the testing approach for the behaviour description demonstrates the behaviour of that subsystem as
described in the TOE design.

Guidance on this work unit can be found in:

a) 13.2.1, Understanding the expected behaviour of the TOE

b) 132.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

If TSF|subsystem interfaces are described, the behaviour of those subsystems may-be tested directly from
those interfaces. Otherwise, the behaviour of those subsystems is tested from-~the TSFI interfaces. Or a
combirjation of the two may be employed. Whatever strategy is used the)-evaluator will consider its
appropriateness for adequately testing the behaviour that is described in the TOE design.

13.4.1.8.3 Work unit ATE_DPT.1-3

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(d) to determine
that the¢ testing approach for the behaviour description demonstrates the interactions among $ubsystems as
descriljed in the TOE design.

While {he previous work unit addresses behaviour of subsystems, this work unit addresses the interactions
among| subsystems.

Guidance on this work unit can be found in:

a) 132.1, Understanding the expected behaviour of the TOE

b) 132.2, Testing vs. alternate approaches to verify the expected behaviour of functionality
If TSF pubsystem interfaces are,described, the interactions with other subsystems may be testgd directly from
those interfaces. Otherwise, the“interactions among subsystems must be inferred from the TSFI interfaces.
Whateyer strategy is used\the evaluator will consider its appropriateness for adequatdly testing the

interacfions among subsystems that are described in the TOE design.

ISO/IEC 15408-3 ATE DPT.1.2C: The analysis of the depth of testing shall demonstratg that all TSF
subsystems in the FOE design have been tested.

13.4.1.8.4 Work unit ATE_DPT.1-4

The evaluator-shall-examine-the test prnbnrlnrnc to_determine that all anbripfinnc of T8F Subsystem
behaviour and interaction are tested.

This work unit verifies the completeness of work unit ATE_DPT.1-1. All descriptions of TSF subsystem
behaviour and of interactions among TSF subsystems that are provided in the TOE design have to be tested.
Incomplete depth of testing would be evident if a description of TSF subsystem behaviour or of interactions
among TSF subsystems was identified in the TOE design and no tests could be attributed to it.

The evaluator is reminded that this does not imply that all tests in the test documentation must map to
subsystem interfaces in the TOE design.
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13.4.2 Evaluation of sub-activity (ATE_DPT.2)
13.4.2.1 Objectives

The objective of this sub-activity is to determine whether the developer has tested all the TSF subsystems and
SFR-enforcing modules against the TOE design and the security architecture description.

13.4.2.2 Input

a) the ST;

b) the functional specification;

c) the TOE design;

d) the securify architecture description;

e) the test dqcumentation;

f)  the depth pf testing analysis.

13.4.2.3 Actlon ATE_DPT.2.1E

ISO/IEC 15408-3 ATE_DPT.2.1C: The analysis of the depth of testing shall demonstrate the correspohdence
between the tgsts in the test documentation and the TSF subsystemstand SFR-enforcing modules in the TOE
design.

13.4.2.3.1 Work unit ATE_DPT.2-1

The evaluator [shall examine the depth of testing analysis to determine that descriptions of the behayiour of
TSF subsystems and of their interactions are included within the test documentation.

This work unit|verifies the content of the correspondence between the tests and the descriptions in tHe TOE
design. In cages where the description of ‘the TSF's architectural soundness (in Security Architecture
(ADV_ARC)) gtes specific mechanisms, this'work unit also verifies the correspondence between the tests and
the descriptions of the behaviour of such-mechanisms.

A simple cross-table may be sufficient to show test correspondence. The identification of the tests gnd the
behaviour/interaction presented in the depth-of coverage analysis has to be unambiguous.

The evaluator s reminded that'not all tests in the test documentation must map to a subsystem behayiour or
interaction desgription.

13.4.2.3.2 Woprk unit ATE_DPT.2-2

The evaluator lshall-examine—the—test-plan—test-prerequisites—test-steps—and-expected—resul{srto-determine

ot ot P, tCoTpProT

that the testing approach for the behaviour description demonstrates the behaviour of that subsystem as
described in the TOE design.

Guidance on this work unit can be found in:

a) 13.2.1, Understanding the expected behaviour of the TOE

b) 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

If TSF subsystem interfaces are described, the behaviour of those subsystems may be tested directly from
those interfaces. Otherwise, the behaviour of those subsystems is tested from the TSFI interfaces. Or a
combination of the two may be employed. Whatever strategy is used the evaluator will consider its
appropriateness for adequately testing the behaviour that is described in the TOE design.
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13.4.2.3.3 Work unit ATE_DPT.2-3

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine
that the testing approach for the behaviour description demonstrates the interactions among subsystems as
described in the TOE design.

While the previous work unit addresses behaviour of subsystems, this work unit addresses the interactions

among

subsystems.

Guidance on this work unit can be found in:

a) 13.2.1, Understanding the expected behaviour of the TOE

b) 132.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

If TSF pubsystem interfaces are described, the interactions with other subsystems majy-be testgd directly from
those interfaces. Otherwise, the interactions among subsystems must be inferred. from the TSFI interfaces.
Whateyer strategy is used the evaluator will consider its appropriatenessCfor adequatdly testing the
interactions among subsystems that are described in the TOE design.

13.4.23.4 Work unit ATE_DPT.2-4

The evaluator shall examine the depth of testing analysis to determiine that the interfaces of |[SFR-enforcing
modulgs are included within the test documentation.

This work unit verifies the content of the correspondence ietween the tests and the descriptigns in the TOE
design| In cases where the description of the TSF's “architectural soundness (in Securily Architecture
(ADV_ARC)) cites specific mechanisms at the modulanlevel, this work unit also verifies the cprrespondence
betwegn the tests and the descriptions of the behavijour of such mechanisms.

A simple cross-table may be sufficient to show, tést correspondence. The identification of thg tests and the
behavipur/interaction presented in the depth-@f coverage analysis has to be unambiguous.

The evialuator is reminded that not all tests in the test documentation must map to a subsystem behaviour or
interaction description.

13.4.23.5 Work unit ATE_DPT:2-5

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(d) to determine
that the¢ testing approach for each SFR-enforcing module interface demonstrates the expectefd behaviour of
that intprface.

While work unit JATE_DPT.2-1 addresses expected behaviour of subsystems, this work ynit addresses
expected behaviour of the SFR-enforcing module interfaces that are covered by ATE_DPT.2-4.
Guidanceraon-this work unit can be found in:

a) 13.2.1, Understanding the expected behaviour of the TOE

b) 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

Testing of an interface may be performed directly at that interface, or at the external interfaces, or a
combination of both. Whatever strategy is used the evaluator will consider its appropriateness for adequately
testing the interfaces. Specifically the evaluator determines whether testing at the internal interfaces is
necessary or whether these internal interfaces can be adequately tested (albeit implicitly) by exercising the
external interfaces. This determination is left to the evaluator, as is its justification.

ISO/IEC 15408-3 ATE_DPT.2.2C: The analysis of the depth of testing shall demonstrate that all TSF
subsystems in the TOE design have been tested.
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13.4.2.3.6 Work unit ATE_DPT.2-6

The evaluator shall examine the test procedures to determine that all descriptions of TSF subsystem

behaviour and

interaction are tested.

This work unit verifies the completeness of work unit ATE_DPT.2-1. All descriptions of TSF subsystem
behaviour and of interactions among TSF subsystems that are provided in the TOE design have to be tested.
Incomplete depth of testing would be evident if a description of TSF subsystem behaviour or of interactions

among TSF su

bsystems was identified in the TOE design and no tests could be attributed to it.

The evaluator is reminded that this does not imply that all tests in the test documentation must map to
subsystem interfaces in the TOE design.

ISO/IEC 1540
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13.4.3 Evaluation of sub-activity (ATE_DPT.3)
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and modules 4

B-3 ATE_DPT.2.3C: The analysis of the depth of testing shall demonstrate thatthe
les in the TOE design have been tested.
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verifies the completeness of work unit ATE_DPT.2-4. All interfaces of SFR-enforcing
ed in the TOE design have to be tested. Incomplete depth oftesting would be eviden

is reminded that this does not imply that all tests ifi_the test documentation must ma
SFR-enforcing module in the TOE design.

bctives

bf this sub-activity is to determine whether the developer has tested the all the TSF subs
gainst the TOE design and the security architecture description.

nal specification;
esign;

y architecture description;
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odules
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SFR-enforcing modules was identified in the TOE design-and no tests could be attributgd to it.
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13.4.3.2 Inpuit
a) the ST;

b) the functig
c) the TOE(
d) the securi
e) the test dd

f)

the depth of testing analysis.

13.4.3.3 Action ATE_DPT.3.1E

ISO/IEC 15408-3 ATE_DPT.3.1C: The analysis of the depth of testing shall demonstrate the correspondence
between the tests in the test documentation and the TSF subsystems and modules in the TOE design.

13.4.3.3.1 Work unit ATE_DPT.3-1

The evaluator shall examine the depth of testing analysis to determine that descriptions of the behaviour of
TSF subsystems and of their interactions are included within the test documentation.
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This work unit verifies the content of the correspondence between the tests and the descriptions in the TOE
design. A simple cross-table may be sufficient to show test correspondence. The identification of the tests and
the behaviour/interaction presented in the depth-of coverage analysis has to be unambiguous.

The evaluator is reminded that not all tests in the test documentation must map to a subsystem behaviour or
interaction description.

13.4.3.3.2 Work unit ATE_DPT.3-2
The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine

that the testing approach for the behaviour description demonstrates the behaviour of that subsystem as
described in the TOE design.

Guidarce on this work unit can be found in:

a) 132.1, Understanding the expected behaviour of the TOE

b) 132.2, Testing vs. alternate approaches to verify the expected behaviour of functionality
If TSF pubsystem interfaces are provided, the behaviour of those subsystems.may be performegd directly from
those iInterfaces. Otherwise, the behaviour of those subsystems is tested from the TSFI interfaces. Or a
combirjation of the two may be employed. Whatever strategy is'used the evaluator will consider its
appropriateness for adequately testing the behaviour that is described.in the TOE design.

13.4.3.8.3 Work unit ATE_DPT.3-3

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(d) to determine
that the testing approach for the behaviour descriptionsdemonstrates the interactions among subsystems as
descrifed in the TOE design.

Guidance on this work unit can be found in:
a) 132.1, Understanding the expected behaviour of the TOE
b) 132.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

While the previous work unit addresses behaviour of subsystems, this work unit addresses the interactions
among|subsystems.

If TSF |subsystem interfaces are provided, the interactions with other subsystems may be performed directly
from those interfages.* Otherwise, the interactions among subsystems must be inferred from the TSFI
interfages. Whatever strategy is used the evaluator will consider its appropriateness for adequagtely testing the
interacfions amoeng subsystems that are described in the TOE design.

13.4.3.8.4/ Work unit ATE_DPT.3-4

The evaluator shall examine the depth of testing analysis to determine that the interfaces of TSF modules are
included within the test documentation.

This work unit verifies the content of the correspondence between the tests and the descriptions in the TOE
design. A simple cross-table may be sufficient to show test correspondence. The identification of the tests and
the behaviour/interaction presented in the depth-of coverage analysis has to be unambiguous.

The evaluator is reminded that not all tests in the test documentation must map to a subsystem behaviour or
interaction description.
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13.4.3.3.5 Work unit ATE_DPT.3-5

The evaluator shall examine the test plan, test prerequisites, test steps and expected result(s) to determine
that the testing approach for each TSF module interface demonstrates the expected behaviour of that
interface.

Guidance on this work unit can be found in:

a) 13.2.1, Understanding the expected behaviour of the TOE

b) 13.2.2, Testing vs. alternate approaches to verify the expected behaviour of functionality

combination of both. Whatever strategy is used the evaluator will consider its appropriateness for@defuately
testing the inferfaces. Specifically the evaluator determines whether testing at the internaklinterfaces is
necessary or \hether these internal interfaces can be adequately tested (albeit implicitly) ky. exercisjng the
external interfgces. This determination is left to the evaluator, as is its justification.

Testing of antLinterface may be performed directly at that interface, or at the external interface}i or a

ISO/IEC 15408-3 ATE_DPT.3.2C: The analysis of the depth of testing shall demonstrate that gl TSF
subsystems in|the TOE design have been tested.

13.4.3.3.6 Woprk unit ATE_DPT.3-6

The evaluator| shall examine the test procedures to determine that all descriptions of TSF subpystem
behaviour and|interaction are tested.

This work unif verifies the completeness of work unit ATE_DPT.3-1. All descriptions of TSF subgystem
behaviour and|of interactions among TSF subsystems that are ‘provided in the TOE design have to be [tested.
Incomplete depth of testing would be evident if a descriptionof TSF subsystem behaviour or of interpctions
among TSF subsystems was identified in the TOE design@nd no tests could be attributed to it.

The evaluator|is reminded that this does not imply,that all tests in the test documentation must map to
subsystem intgrfaces in the TOE design.

ISO/IEC 15408-3 ATE_DPT.3.3C: The analysis of the depth of testing shall demonstrate that all TSF modules
in the TOE degign have been tested.

13.4.3.3.7 Work unit ATE_DPT.3-T
The evaluator ghall examine the test procedures to determine that all interfaces of all TSF modules are tested.
This work unit| verifies the~ecompleteness of work unit ATE_DPT.3-4. All interfaces of TSF modules that are

provided in thg TOE design have to be tested. Incomplete depth of testing would be evident if any intefface of
any TSF moddyle wasidentified in the TOE design and no tests could be attributed to it.

The evaluator lisreminded that this does not impl\ll that all tests in the test documentation must mawb to an
interface of a TSF module in the TOE design.

13.4.4 Evaluation of sub-activity (ATE_DPT.4)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.
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13.5 Functional tests (ATE_FUN)
13.5.1 Evaluation of sub-activity (ATE_FUN.1)
13.5.1.1 Objectives

The objective of this sub-activity is to determine whether the developer correctly performed and documented
the tests in the test documentation.

13.5.1.2 Input

The evaluation evidence for this sub-activity is:

a) th(lz ST;

b) thé functional specification;
c) thg test documentation.
13.5.1.3 Application notes

The extent to which the test documentation is required to cover the \ISF is dependent upor| the coverage
assurahce component.

For thg developer tests provided, the evaluator determines whether the tests are repeatable, and the extent to
which the developer's tests can be used for the evaluator'syindependent testing effort. Any TSHI for which the
developer's test results indicate that it might not perform_as specified should be tested indepgndently by the
evaluator to determine whether or not it does.

13.5.1.4 Action ATE_FUN.1.1E

ISO/IEC 15408-3 ATE_FUN.1.1C: The test‘documentation shall consist of test plans, expecfed test results
and acfual test results.

13.5.1.4.1 Work unit ATE_FUN.1-1

The evpluator shall check that the test documentation includes test plans, expected test results pnd actual test
results

The evaluator checks that test plans, expected tests results and actual test results are inclugled in the test
documgentation.

ISO/IELC 1540823’ ATE_FUN.1.2C: The test plans shall identify the tests to be performed an{d describe the
scenarjos for performing each test. These scenarios shall include any ordering dependencies o the results of
other t«fsts.

13.5.1.4.2 Work unit ATE_FUN.1-2
The evaluator shall examine the test plan to determine that it describes the scenarios for performing each test.

The evaluator determines that the test plan provides information about the test configuration being used: both
on the configuration of the TOE and on any test equipment being used. This information should be detailed
enough to ensure that the test configuration is reproducible.

The evaluator also determines that the test plan provides information about how to execute the test: any
necessary automated set-up procedures (and whether they require privilege to run), inputs to be applied, how
these inputs are applied, how output is obtained, any automated clean-up procedures (and whether they
require privilege to run), etc. This information should be detailed enough to ensure that the test is
reproducible.
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The evaluator may wish to employ a sampling strategy when performing this work unit.
13.5.1.4.3 Work unit ATE_FUN.1-3

The evaluator shall examine the test plan to determine that the TOE test configuration is consistent with the
ST.

The TOE referred to in the developer's test plan should have the same unique reference as established by the
CM capabilities (ALC_CMC) sub-activities and identified in the ST introduction.

It is possible for the ST to specify more than one configuration for evaluation. The evaluator verifies that all
test configurations identified in the developer test documentation are consistent with the ST. For example, the
ST might define configuration options that must be set, which could have an impact upon what consfifutes the
TOE by includjng or excluding additional portions. The evaluator verifies that all such variations ofthe TOE
are considered.

ST that
do not
ver, an

The evaluator ghould consider the security objectives for the operational environment described in the
may apply to the test environment. There may be some objectives for the operational environment that
apply to the test environment. For example, an objective about user clearances may not apply; howe
objective abouf a single point of connection to a network would apply.

The evaluator may wish to employ a sampling strategy when performing this work'unit.

If this work unif is applied to a component TOE that might be used/integrated in a composed TOE (se¢ Class
ACO: Compogition), the following will apply. In the instances that¢the component TOE under evdluation

depends on o
wish to consi
requirements g
additional testi

13.5.1.44 W

The evaluator
ordering deper

Some steps m

added before they can be deleted. An example of ordering dependencies on the results of other tests

need to perfor
consider the s
be where one

The evaluator

ISO/IEC 1540
successful exe

her components in the operational environment to_support their operation, the develop|
Her using the other component(s) that will be “dsed in the composed TOE to fU
f the operational environment as one of the testconfigurations. This will reduce the amq
ng that will be required for the composed TOE evaluation.

brk unit ATE_FUN.1-4

shall examine the test plans to determine that sufficient instructions are provided f{
dencies.

ay have to be performed tolestablish initial conditions. For example, user accounts nee
M actions in a test that will result in the generation of audit records, before performing a
arching and sortingyof those audit records. Another example of an ordering dependency
est case generdtes a file of data to be used as input for another test case.

may wish to/employ a sampling strategy when performing this work unit.

8-3 ATE _FUN.1.3C: The expected test results shall show the anticipated outputs
cution’of the tests.

er may
Ifil the
unt an

or any

d to be
is the
test to
would

from a

13.5.1.4.5 Work unit ATE_FUN.1-5

The evaluator shall examine the test documentation to determine that all expected tests results are included.

The expected test results are needed to determine whether or not a test has been successfully performed.
Expected test results are sufficient if they are unambiguous and consistent with expected behaviour given the
testing approach.

The evaluator may wish to employ a sampling strategy when performing this work unit.

ISO/IEC 15408-3 ATE_FUN.1.4C: The actual test results shall be consistent with the expected test results.
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.4.6 Work unit ATE_FUN.1-6

The evaluator shall check that the actual test results in the test documentation are consistent with the
expected test results in the test documentation.

A comparison of the actual and expected test results provided by the developer will reveal any inconsistencies
between the results. It may be that a direct comparison of actual results cannot be made until some data
reduction or synthesis has been first performed. In such cases, the developer's test documentation should
describe the process to reduce or synthesise the actual data.

For example, the developer may need to test the contents of a message buffer after a network connection has
occurred to determine the contents of the buffer. The message buffer will contain a binary number. This binary

numbe
meanirj
be des
synchr

It shou
the eva
It is up

with th

The ey

13.5.1

The eV
results

The de
approa

inform
inform
individ

gain some insight about the developer's testing approach, amount of testing perform

configrations, and the overall results’ of the developer testing.

Information that would typically be found in the ETR subclause regarding the developer testing ¢

a) TQE test configurdtions. The particular configurations of the TOE that were tested, includin
privileged code was required to set up the test or clean up afterwards;

b) testing approach. An account of the overall developer testing strategy employed;

c) testing results. A description of the overall developer testing results.

F-would have 1o be converted to another form of data representation in order {0 make
gful. The conversion of this binary representation of data into a higher-level representat
cribed by the developer in enough detail to allow an evaluator to perform the conversio
bnous or asynchronous transmission, number of stop bits, parity, etc.).

d be noted that the description of the process used to reduce or synthesise-the actual g
luator not to actually perform the necessary modification but to assess whether this pro
to the developer to transform the expected test results into a format_that allows an ea
b actual test results.

aluator may wish to employ a sampling strategy when performing this work unit.

.7 Work unit ATE_FUN.1-7

veloper testing information recorded in theETR allows the evaluator to convey the
ch and effort expended on the testing\of the TOE by the developer. The intent of
tion is to give a meaningful overview of the developer testing effort. It is not inte
tion regarding developer testing in the ETR be an exact reproduction of specific test ste
al tests. The intention is to provide' enough detail to allow other evaluators and evaluatio

i
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on will have to
n process (i.e.
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This list is by no means exhaustive and is only intended to provide some context as to the type of information
that should be present in the ETR concerning the developer testing effort.

13.5.2

Evaluation of sub-activity (ATE_FUN.2)

There is no general guidance; the scheme should be consulted for guidance on this sub-activity.
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13.6 Independent testing (ATE_IND)

13.6.1 Evaluation of sub-activity (ATE_IND.1)

13.6.1.1

Objectives

The goal of this activity is to determine, by independently testing a subset of the TSFI, whether the TOE
behaves as specified in the functional specification and guidance documentation.

13.6.1.2

The evaluation

Input

evidence for this sub-activity is:

a) the ST;

b) the functignal specification;

c) the operational user guidance;
d) the preparnative user guidance;
e) the TOE suitable for testing.
13.6.1.3 Action ATE_IND.1.1E

ISO/IEC 15404
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-3 ATE_IND.1.1C: The TOE shall be suitable for testing.
brk unit ATE_IND.1-1

shall examine the TOE to determinexthat the test configuration is consistent W
nder evaluation as specified in the ST.

ided by the developer should have the same unique reference as established by t
| C_CMC) sub-activities and identified in the ST introduction.

or the ST to specify mafethan one configuration for evaluation. The TOE may com
inct hardware and software entities that need to be tested in accordance with the §
es that all test configurations are consistent with the ST.

should consider'the security objectives for the operational environment described in the

he operational environment that do not apply to the test environment. For example, an o

!

ith the

he CM

brise a
T. The

5T that
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ective

about user cleprances.may not apply; however, an objective about a single point of connection to a rletwork
would apply.
If any test resourees—are—used (c.g. meters—at |a:ycc|a) t-witt-be—the—evatuator's FeSpot |a|b|:|ty to—ensdre that

these resources are calibrated correctly.

13.6.1.3.2 Work unit ATE_IND.1-2

The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.
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If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.

13.6.1.4 Action ATE_IND.1.2E

13.6.1.4.1 Work unit ATE_IND.1-3

The evaluator shall devise a test subset.

The evaluator selects a test subset and testing strategy that is appropriate for the TOE. One extreme testing
strategy would be to have the test subset contain as many interfaces as possible tested with little rigour.

Another testing strategy would be to have the test subset contain a few interfaces based on their perceived
relevarjce and rigorously test these interfaces.

two extremes.
bt demonstrate

Typically the testing approach taken by the evaluator should fall somewhere between-these
The evpluator should exercise most of the interfaces using at least one test, but testing.néed n
exhaudtive specification testing.

The evpluator, when selecting the subset of the interfaces to be tested, should consider the follg

wing factors:

a) The number of interfaces from which to draw upon for the test subset. Where the TSF ipcludes only a
small number of relatively simple interfaces, it may be practical to_rigorously test all of th¢ interfaces. In
other cases this may not be cost-effective, and sampling is required.

b) Maintaining a balance of evaluation activities. The evaluator effort expended on the test acfivity should be
commmensurate with that expended on any other evaluafion ‘activity.

The evpluator selects the interfaces to compose the subset. This selection will depend on a number of factors,

b)

d)

e)

Significance of interfaces. Those interfaces more significant than others should be inclu
supset. One maijor factor of “significance’" is the security-relevance (SFR-enforcing interf
more significant than SFR-supportingtinterfaces, which are more significant than SFRA
interfaces; see ISO/IEC 15408-3 Subclause Functional specification (ADV_FSP)). The oth
of [“significance” is the number-of- SFRs mapping to this interface (as determined when
cofrespondence between levels-of abstraction in ADV).

Caomplexity of the interface. Complex interfaces may require complex tests that im
requirements on the developer or evaluator, which may not be conducive to cost-effecti
Canversely, they areja likely area to find errors and are good candidates for the subset. Th
d to strike a.balance between these considerations.

plicit testing. Testing some interfaces may often implicitly test other interfaces, and their
supset,may maximise the number of interfaces tested (albeit implicitly). Certain interfaces
used/to-provide a variety of security functionality, and will tend to be the target of an e

led in the test
hces would be
non-interfering
er major factor
identifying the

pose onerous
e evaluations.
b evaluator will

nclusion in the
will typically be
ffective testing

reach

Types of interfaces (e.g. programmatic, command-line, protocol). The evaluator should consider including

tests for all different types of interfaces that the TOE supports.

Interfaces that give rise to features that are innovative or unusual. Where the TOE contain

s innovative or

unusual features, which may feature strongly in marketing literature and guidance documents, the

corresponding interfaces should be strong candidates for testing.

This guidance articulates factors to consider during the selection process of an appropriate test subset, but
these are by no means exhaustive.
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13.6.1.4.2 Work unit ATE_IND.1-4

The evaluator shall produce test documentation for the test subset that is sufficiently detailed to enable the
tests to be reproducible.

With an understanding of the expected behaviour of the TSF, from the ST and the functional specification, the
evaluator has to determine the most feasible way to test the interface. Specifically the evaluator considers:

the approach that will be used, for instance, whether an external interface will be tested, or an internal

interface using a test harness, or will an alternate test approach be employed (e.g. in exceptional
circumstances, a code inspection, if the implementation representation is available);

a)

b) the interfa

c) theinitial
to exist an

d) special te
make obs

The evaluator
test a very spe]

The evaluator'
interface(s).

13.6.1.43 W
The evaluator
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during testing.

13.6.1.44 W

The evaluator

ce(s) that will be used to test and observe responses;

conditions that will need to exist for the test (i.e. any particular objects or subjects-that w
d security attributes they will need to have);

5t equipment that will be required to either stimulate an interface (e.g. packet generat
prvations of an interface (e.g. network analysers).

Il need

ors) or

may find it practical to test each interface using a series of test cases; where each test case will

cific aspect of expected behaviour.

5 test documentation should specify the derivation of each,test, tracing it back to the r

brk unit ATE_IND.1-5

shall conduct testing.

uses the test documentation developed\as a basis for executing tests on the TOE. T
is used as a basis for testing but‘this does not preclude the evaluator from pert

noc tests. The evaluator may devise new tests based on behaviour of the TOE disg

These new tests are recorded inthe test documentation.

brk unit ATE_IND.1-6

shall record the following information about the tests that compose the test subset:

bn of the interface)behaviour to be tested;

s to conneget-and setup all required test equipment as required to conduct the test;

s to establish all prerequisite test conditions;

blevant

he test
orming
overed

e tn ctimiilatg thg iIntorfacg:-
to-StHtHatetHe+HiteHa 5

a) identificati
b) instruction
c) instruction
d) instructio
e)
f)

behaviour
9)
h)

instructions for observing the behaviour of the interface;

for comparison against expected results;

instructions to conclude the test and establish the necessary post-test state for the TOE;

actual test results.

descriptions of all expected results and the necessary analysis to be performed on the observed

The level of detail should be such that another evaluator could repeat the tests and obtain an equivalent
result. While some specific details of the test results may be different (e.g. time and date fields in an audit
record) the overall result should be identical.
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There may be instances when it is unnecessary to provide all the information presented in this work unit (e.g.
the actual test results of a test may not require any analysis before a comparison between the expected
results can be made). The determination to omit this information is left to the evaluator, as is the justification.

13.6.1.4.5 Work unit ATE_IND.1-7

The evaluator shall check that all actual test results are consistent with the expected test results.

Any differences in the actual and expected test results may indicate that the TOE does not perform as
specified or that the evaluator test documentation may be incorrect. Unexpected actual results may require

corrective maintenance to the TOE or test documentation and perhaps require re-running of impacted tests
and modifying the test sample size and composition. This determination is left to the evaluator, as is its

justificd

13.6.1.

The ey
depth 3

The e

approa

tion.
#.6 Work unit ATE_IND.1-8

aluator shall report in the ETR the evaluator testing effort, outlining the testing*approach
nd results.

aluator testing information reported in the ETR allows the evaluator to convey the
ch and effort expended on the testing activity during the evaluation. The intent of

configuration,

overall testing
providing this

information is to give a meaningful overview of the testing effort, It is not intended that the information

regard?wg testing in the ETR be an exact reproduction of specific testlinstructions or results of individual tests.

The infention is to provide enough detail to allow other evaluaters and evaluation authoritieq to gain some

insight|about the testing approach chosen, amount of testing, performed, TOE test configurdtions, and the

overall|results of the testing activity.

Information that would typically be found in the ETR subclause regarding the evaluator testing effort is:

a) TQE test configurations. The particular configdrations of the TOE that were tested;

b) supset size chosen. The amount of interfaces that were tested during the evaluation and aljustification for
the size;

c) selection criteria for the interfaces that compose the subset. Brief statements abolt the factors
copsidered when selecting interfaces for inclusion in the subset;

d) interfaces tested. A brigflisting of the interfaces that merited inclusion in the subset;

e) verdict for the activity. The overall judgement on the results of testing during the evaluation

This list is by no_means exhaustive and is only intended to provide some context as to the typd of information

that shpuld be.present in the ETR concerning the testing the evaluator performed during the evagluation.

13.6.2 |Evaluation of sub-activity (ATE_IND.2)

13.6.2.1 Objectives

The goal of this activity is to determine, by independently testing a subset of the TSF, whether the TOE
behaves as specified in the design documentation, and to gain confidence in the developer's test results by
performing a sample of the developer's tests.

13.6.2.
The ev
a)

b)

2 Input

aluation evidence for this sub-activity is:

the ST;

the functional specification;
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c)
d)
e)
f)
9)

h) the TOE s

the TOE design description;

the operational user guidance;

the preparative user guidance;

the configuration management documentation;

the test documentation;

uitable for testing.

13.6.2.3 Action ATE_IND.2.1E

ISO/IEC 15404
13.6.2.3.1 W

The evaluator
configuration U

The TOE prov
established by

It is possible 1
number of dis
evaluator verifi

The evaluator

-3 ATE_IND.2.1C: The TOE shall be suitable for testing.
prk unit ATE_IND.2-1

shall examine the TOE to determine that the test configuration is* consistent W
nder evaluation as specified in the ST.

ded by the developer and identified in the test plan should have.the same unique refere
the CM capabilities (ALC_CMC) sub-activities and identified in-the ST introduction.

or the ST to specify more than one configuration for evaluation. The TOE may com
inct hardware and software entities that need to_be tested in accordance with the §
es that all test configurations are consistent with the‘ST.

should consider the security objectives for the operational environment described in the

may apply to the test environment and ensure they are.met in the testing environment. There may b

objectives for {
about user cle
would apply.

If any test res
these resourcs

13.6.23.2 W
The evaluator
It is possible fq
successful con

the evaluator g
state. If this is

he operational environment that do not apply to the test environment. For example, an o
Brances may not apply; however, an @bjective about a single point of connection to a n

burces are used (e.g. meters; analysers) it will be the evaluator's responsibility to ensy
s are calibrated correctly,

prk unit ATE_IND.2-2

shall examine the TOE to determine that it has been installed properly and is in a known
r the evaltiator to determine the state of the TOE in a number of ways. For example, p
hpletion\ef’'the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this wor}

till has'confidence that the TOE being used for testing was installed properly and is in a
hotthe case, then the evaluator should follow the developer's procedures to install and s

th the

nce as

brise a
T. The

5T that

some
jective
etwork

re that

State.

evious

unit if
known
tart up

the TOE, usind

the sunnlied auidance only
i o ) Y

If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.

ISO/IEC 15408-3 ATE_IND.2.2C: The developer shall provide an equivalent set of resources to those that
were used in the developer's functional testing of the TSF.

13.6.2.3.3 Work unit ATE_IND.2-3

The evaluator shall examine the set of resources provided by the developer to determine that they are
equivalent to the set of resources used by the developer to functionally test the TSF.
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The set of resource used by the developer is documented in the developer test plan, as considered in the
Functional tests (ATE_FUN) family. The resource set may include laboratory access and special test
equipment, among others. Resources that are not identical to those used by the developer need to be

equivalent in terms of any impact they may have on test results.
13.6.2.4 Action ATE_IND.2.2E
13.6.2.4.1 Work unit ATE_IND.2-4

The evaluator shall conduct testing using a sample of tests found in the developer test plan and

procedures.

The overall aim of this work unit is to perform a sufficient number of the developer tests to confirm the validity

of the {leveloper's test results. The evaluator has to decide on the size of the sample, and the q
that will compose the sample (see A.2).

All the|developer tests can be traced back to specific interfaces. Therefore, the factors to g
selection of the tests to compose the sample are similar to those listed for subset” selectid
ATE_IND.2-6. Additionally, the evaluator may wish to employ a random sampling-method to s¢
tests tq include in the sample.

13.6.2.4.2 Work unit ATE_IND.2-5

The evpluator shall check that all the actual test results are consistent.with the expected test res
Incons
to resd
explan

stencies between the developer's expected test resultséand actual test results will compg
Ive the discrepancies. Inconsistencies encountered. by the evaluator could be resol
ption and resolution of the inconsistencies by the developer.

If a sa
test re
extent

isfactory explanation or resolution can not be reached, the evaluator's confidence in t
bults may be lessened and it may be necessary for the evaluator to increase the sam
that the subset identified in work unit ATE_IND.2-4 is adequately tested: deficie

developer's tests need to result in either cortective action to the developer's tests or in the pro
tests by the evaluator.

13.6.26 Action ATE_IND.2.3E

13.6.2.5.1 Work unit ATE_IND:2-6

The evpluator shall devisg a‘test subset.

The evialuator selects'a test subset and testing strategy that is appropriate for the TOE. One ¢
strategly would bé/to have the test subset contain as many interfaces as possible tested w

eveloper tests

onsider in the
n in work-unit
lect developer

ults.

| the evaluator
ed by a valid

he developer's
ple size to the
ncies with the
Huction of new

xtreme testing
th little rigour.
heir perceived

two extremes.

The evaluator should exercise most of the mterfaces using at Ieast one test, but testing need not demonstrate

exhaustive specification testing.

The evaluator, when selecting the subset of the interfaces to be tested, should consider the following factors:

a) The developer test evidence. The developer test evidence consists of: the test documentation, the
available test coverage analysis, and the available depth of testing analysis. The developer test evidence

will provide insight as to how the TSF has been exercised by the developer during testing.

The evaluator

applies this information when developing new tests to independently test the TOE. Specifically the

evaluator should consider:

1)

same type of tests by varying parameters to more rigorously test the interface.

© ISO/IEC 2008 - All rights reserved
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2) supplementation of developer testing strategy for interfaces. The evaluator may wish to vary the
testing approach of a specific interface by testing it using another test strategy.

b) The number of interfaces from which to draw upon for the test subset. Where the TSF includes only a
small number of relatively simple interfaces, it may be practical to rigorously test all of them. In other
cases this may not be cost-effective, and sampling is required.

¢) Maintaining a balance of evaluation activities. The evaluator effort expended on the test activity should be
commensurate with that expended on any other evaluation activity.

The evaluator selects the interfaces to compose the subset. This selection will depend on a number of factors,
and consideration of these factors may also influence the choice of test subset size:

a) Rigour of|developer testing of the interfaces. Those interfaces that the evaluator determines’fequire
additional ftesting should be included in the test subset.

b) Developel test results. If the results of developer tests cause the evaluator to doubt-that an intefface is
not propetlly implemented, then the evaluator should include such interfaces in the testsubset.

c) Significange of interfaces. Those interfaces more significant than others should’be included in the test
subset. Ohe major factor of “significance” is the security-relevance (SFR-enforcing interfaces would be
more sigrfificant than SFR-supporting interfaces, which are more significant than SFR-non-intgrfering
interfaces| see ISO/IEC 15408-3 Subclause ADV_FSP). The other major factor of “significance] is the
number of SFRs mapping to this interface (as determined when identifying the correspondence bgtween
levels of apstraction in ADV).

d) Complexity of interfaces. Interfaces that require complex implementation may require complex tests that
impose onerous requirements on the developer or evaluator, which may not be conducive tp cost-
effective gvaluations. Conversely, they are a likely area*to find errors and are good candidates |for the
subset. The evaluator will need to strike a balance between these considerations.

e) Implicit tegting. Testing some interfaces may often implicitly test other interfaces, and their inclusiop in the
subset mgy maximise the number of interfaces tested (albeit implicitly). Certain interfaces will typigally be
used to pfovide a variety of security funetionality, and will tend to be the target of an effective [testing
approach.

f)  Types of ipterfaces (e.g. programmatic, command-line, protocol). The evaluator should consider ingluding
tests for a|l different types of interfaces that the TOE supports.

g) Interfaces|that give rise to(features that are innovative or unusual. Where the TOE contains innovative or
unusual features, which.may feature strongly in marketing literature and guidance documents, the
corresponfing interfaces should be strong candidates for testing.

This guidance|articulates factors to consider during the selection process of an appropriate test subget, but
these are by np nmieans exhaustive.

13.6.2.5.2 Work unit ATE_IND.2-7

The evaluator shall produce test documentation for the test subset that is sufficiently detailed to enable the
tests to be reproducible.

With an understanding of the expected behaviour of the TSF, from the ST, the functional specification, and the
TOE design description, the evaluator has to determine the most feasible way to test the interface. Specifically
the evaluator considers:

a) the approach that will be used, for instance, whether an external interface will be tested, or an internal

interface using a test harness, or will an alternate test approach be employed (e.g. in exceptional
circumstances, a code inspection);
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b) the interface(s) that will be used to test and observe responses;

c) the initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need
to exist and security attributes they will need to have);

d) special test equipment that will be required to either stimulate an interface (e.g. packet generators) or
make observations of an interface (e.g. network analysers).

The evaluator may find it practical to test each interface using a series of test cases, where each test case will
test a very specific aspect of expected behaviour of that interface.

The evaluator's test documentation should specify the derivation of each test, tracing it back to the relevant
interfade(s).

13.6.2.5.3 Work unit ATE_IND.2-8
The evpluator shall conduct testing.
The evaluator uses the test documentation developed as a basis for executing tests on the [TOE. The test
documpntation is used as a basis for testing but this does not preclude-the evaluator frgm performing
additiopal ad hoc tests. The evaluator may devise new tests based on behaviour of the TOE discovered
during festing. These new tests are recorded in the test documentation.
13.6.2.5.4 Work unit ATE_IND.2-9

The evpluator shall record the following information about the tests that compose the test subset:
a) idegntification of the interface behaviour to be tested:;
b) ingtructions to connect and setup all required test equipment as required to conduct the test;
c) ingtructions to establish all prerequisite test conditions;
d) instructions to stimulate the interface;

e) ingtructions for observing the interface;

f) descriptions of all expected results and the necessary analysis to be performed on|the observed
behaviour for comparison against expected results;

g) ingtructions to_eonclude the test and establish the necessary post-test state for the TOE;
h) acjual test.results.

The leyel.of detail should be such that another evaluator could repeat the tests and obtain| an equivalent
resu't_ 'I\'Ihi!C SOme anaoeific dataile Cf tha toct roaculic ARy ha Aiffcrcnt IC P “."’:C G:nrl data FIC ds in an audit

T opPTomc—uctans T tC ot Toourto— iy oT—Cr gt oot

record) the overall result should be identical.

There may be instances when it is unnecessary to provide all the information presented in this work unit (e.g.
the actual test results of a test may not require any analysis before a comparison between the expected
results can be made). The determination to omit this information is left to the evaluator, as is the justification.
13.6.2.5.5 Work unit ATE_IND.2-10

The evaluator shall check that all actual test results are consistent with the expected test results.

Any differences in the actual and expected test results may indicate that the TOE does not perform as

specified or that the evaluator test documentation may be incorrect. Unexpected actual results may require
corrective maintenance to the TOE or test documentation and perhaps require re-running of impacted tests
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and modifying the test sample size and composition. This determination is left to the evaluator, as is its
justification.

13.6.2.5.6 Work unit ATE_IND.2-11

The evaluator shall report in the ETR the evaluator testing effort, outlining the testing approach, configuration,
depth and results.

The evaluator testing information reported in the ETR allows the evaluator to convey the overall testing
approach and effort expended on the testing activity during the evaluation. The intent of providing this
information is to give a meaningful overview of the testing effort. It is not intended that the information
regarding testing in the ETR be an exact reproduction of specific test instructions or results of individual tests.
The intention {s To provide enough defail 1o allow ofher evaluafors and evaluafion authorities 1o ga|1 some
insight about the testing approach chosen, amount of evaluator testing performed, amount of developgr tests
performed, TOE test configurations, and the overall results of the testing activity.

Information thgt would typically be found in the ETR subclause regarding the evaluator testing.effort is:

a) TOE test ¢onfigurations. The particular configurations of the TOE that were tested.

b) subset size chosen. The amount of interfaces that were tested during the evaluation and a justification for
the size.

c) selection |criteria for the interfaces that compose the subset. Brief statements about the [factors
consideredl when selecting interfaces for inclusion in the subset.

d) Interfaces|tested. A brief listing of the interfaces that merited inclusion in the subset.

e) developer]|tests performed. The amount of developer tests performed and a brief description of the|criteria
used to sglect the tests.

f)  verdict for|the activity. The overall judgement onithe results of testing during the evaluation.

This list is by o means exhaustive and is onlyintended to provide some context as to the type of infofmation

that should be

present in the ETR concerning'the testing the evaluator performed during the evaluation,

13.6.3 Evaluation of sub-activity (ATE-IND.3)

There is no ge

14 Class A

heral guidance; thé scheme should be consulted for guidance on this sub-activity.

VA: Vulnerability assessment

14.1 Introdulction

The purpose g

fthe’ vulnerability assessment activity is to determine the exploitability of flaws or weak

Nesses

in the TOE in

the operational environment. This determination 1S based upon analysiS ol the eva

luation

evidence and a search of publicly available material by the evaluator and is supported by evaluator
penetration testing.

14.2 Vulnerability analysis (AVA_VAN)

14.2.1 Evalua

14.2.1.1

tion of sub-activity (AVA_VAN.1)

Objectives

The objective of this sub-activity is to determine whether the TOE, in its operational environment, has easily
identifiable exploitable vulnerabilities.
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Input

The evaluation evidence for this sub-activity is:

a) the ST;

b) the guidance documentation;

c) the TOE suitable for testing;

d) information publicly available to support the identification of potential vulnerabilities.

Other ihput for this sub-activity is:

a) cufrent information regarding potential vulnerabilities (e.g. from an evaluation authority).

14.2.1.3 Application notes

The evialuator should consider performing additional tests as a result of potential vulnerabilitigs encountered
during the conduct of other parts of the evaluation.

The uge of the term guidance in this sub-activity refers to the operational guidance and the preparative
guidante.

Potential vulnerabilities may be in information that is publicly available, or not, and may require|skill to exploit,
or not.| These two aspects are related, but are distinct. l{’should not be assumed that, simply because a
potentigl vulnerability is identifiable from information that.is“publicly available, it can be easily exploited.
14.214 Action AVA_VAN.1.1E

ISO/IEC 15408-3 AVA_VAN.1.1C: The TOE shall be suitable for testing.

14.2.1.4.1 Work unit AVA_VAN.1-1

The eyaluator shall examine the TOE to determine that the test configuration is consistent with the
configyration under evaluation as specified in the ST.

The TQE provided by the developer and identified in the test plan should have the same unique reference as
establighed by the CM cdpabilities (ALC_CMC) sub-activities and identified in the ST introduction.

It is pgssible for theAST to specify more than one configuration for evaluation. The TOE mpy comprise a
numbef of distinct hardware and software entities that need to be tested in accordance with the ST. The
evaluator verifies-that all test configurations are consistent with the ST.

The evpldator should consider the security objectives for the operational environment described in the ST that
may apply-te-thetest-environmentand-ensure-theyaremetinthetestirgenvirenment—There may be some

objectives for the operational environment that do not apply to the test environment. For example, an objective
about user clearances may not apply; however, an objective about a single point of connection to a network
would apply.

If any test resources are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensure that
these resources are calibrated correctly.

14.2.1.4.2 Work unit AVA_VAN.1-2
The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
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the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.

If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work

unit when successfully completed could satisfy work unit AGD_PRE.1-3.

14.2.1.5 Action AVA_VAN.1.2E

14.2.1.5.1 Work unit AVA_VAN.1-3

The evaluator shall examine sources of information publicly available to identify potential vulnerabilities in the

TOE.

The evaluator
potential vulne
considered, e.
specified techr

The evaluator
should considsg

While examini

examines the sources of information publicly available to support the identification._of pj
rabilities in the TOE. There are many sources of publicly available information,cwhich sh
j. mailing lists and security forums on the world wide web that report known<vulnerabi
ologies.

should not constrain their consideration of publicly available infermation to the abo
r any other relevant information available.

g the evidence provided the evaluator will use the informatior’ in the public domain to

search for pofential vulnerabilities. Where the evaluators have identified areas of concern, the ev

should considsg

The availability
attacks effecti
of vulnerability
information wil
search tools m
published pote

The search of
the product frg
factors: TOE f
evidence avail

r information publicly available that relate to those areas-of concern.

of information that may be readily available to anvattacker that helps to identify and fa
ely operates to substantially enhance the attack-potential of a given attacker. The acce
information and sophisticated attack tools, on the Internet makes it more likely th
be used in attempts to identify potential :vulnerabilities in the TOE and exploit them. |

pssible
puld be
ities in

e, but

further
aluator

cilitate
5sibility
at this
lodern

ake such information easily available to,the evaluator, and the determination of resistance to

htial vulnerabilities and well known generic attacks can be achieved in a cost-effective m

the information publicly available\should be focused on those sources that refer specifi
m which the TOE is derived:\The extensiveness of this search should consider the fo
ype, evaluator experiencenin-this TOE type, expected attack potential and the level ¢
hble.

The identificatjon process is iterative, where the identification of one potential vulnerability may
identifying anofher area of conCern that requires further investigation.

The evaluator

ill report what actions were taken to identify potential vulnerabilities in the information

available. However, in this type of search, the evaluator may not be able to describe the steps in ide
potential vulngrabilities” before the outset of the examination, as the approach may evolve as a rg
findings during| thé search.

anner.

cally to
lowing
f ADV

ead to

bublicly
htifying
sult of

The evaluator will report the evidence examined in completing the search for potential vulnerabilities.

14.2.1.5.2 Work unit AVA_VAN.1-4

The evaluator shall record in the ETR the identified potential vulnerabilities that are candidates for testing and
applicable to the TOE in its operational environment.

It may be identified that no further consideration of the potential vulnerability is required if for example the
evaluator identifies that measures in the operational environment, either IT or non-IT, prevent exploitation of
the potential vulnerability in that operational environment. For instance, restricting physical access to the TOE
to authorised users only may effectively render a potential vulnerability to tampering unexploitable.
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The evaluator records any reasons for exclusion of potential vulnerabilities from further consideration if the
evaluator determines that the potential vulnerability is not applicable in the operational environment.
Otherwise the evaluator records the potential vulnerability for further consideration.

A list of potential vulnerabilities applicable to the TOE in its operational environment, which can be used as an

input into penetration testing activities, shall be reported in the ETR by the evaluators.

14.2.1.6 Action AVA_VAN.1.3E

14.2.1.6.1 Work unit AVA_VAN.1-5

The evaluator shall devise penetration tests, based on the independent search for potential vulnerabilities.

The e
operatipnal environment, to the potential vulnerabilities identified during the search.of t
information publicly available. Any current information provided to the evaluator, by  a th
evalua
with an

The eV
each tg

The eV
those v
before
a pote
vulners

14.2.1.

The e

luator prepares for penetration testing as necessary to determine the susceptibility of
ion authority) regarding known potential vulnerabilities will be considered-by:the eval
y encountered potential vulnerabilities resulting from the performance of other evaluation

aluator will probably find it practical to carry out penetration test using a series of tesf
st case will test for a specific potential vulnerability.

aluator is not expected to test for potential vulnerabilities (including those in the public d
Vhich required a Basic attack potential. In some cases, however, it will be necessary to

ntial vulnerability that is beyond Basic attack potential, this is reported in the ETR
bility.

6.2 Work unit AVA_VAN.1-6

aluator shall produce penetration test\documentation for the tests based on the li

he TOE, in its
ne sources of
rd party (e.g.
Lator, together
activities.

cases, where

bmain) beyond
arry out a test

the exploitability can be determined. Where, as a result/of évaluation expertise, the evalliator discovers

as a residual

st of potential

vulnergbilities in sufficient detail to enable thetests to be repeatable. The test documentation shiall include:

a) identification of the potential vulnerability the TOE is being tested for;

b) ingtructions to connect and séfup all required test equipment as required to conduct the penetration test;

c) ingtructions to establish ‘all penetration test prerequisite initial conditions;

d) ingtructions to stimulate the TSF;

e) ingtructions for-ebserving the behaviour of the TSF;

f) descriptions of all expected results and the necessary analysis to be performed on|the observed
behaviour for comparison against expected results;

g) instructions to conclude the test and establish the necessary post-test state for the TOE.

The evaluator prepares for penetration testing based on the list of potential vulnerabilities identified during the
search of the public domain.

The evaluator is not expected to determine the exploitability for potential vulnerabilities beyond those for which
a Basic attack potential is required to effect an attack. However, as a result of evaluation expertise, the
evaluator may discover a potential vulnerability that is exploitable only by an attacker with greater than Basic
attack potential. Such vulnerabilities are to be reported in the ETR as residual vulnerabilities.

With an understanding of the potential vulnerability, the evaluator determines the most feasible way to test for
the TOE's susceptibility. Specifically the evaluator considers:
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a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses;

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI
(although it is unlikely that specialist equipment would be required to exploit a potential vulnerability
assuming a Basic attack potential);

d) whether theoretical analysis should replace physical testing, particularly relevant where the results of an
initial test can be extrapolated to demonstrate that repeated attempts of an attack are likely to succeed
after a given number of attempts.

The evaluator will probably find it practical to carry out penetration testing using a series of test cases| where
each test case|will test for a specific potential vulnerability.

The intent of specifying this level of detail in the test documentation is to allow another evaluator to repeat the
tests and obtain an equivalent result.

14.2.1.6.3 Woprk unit AVA_VAN.1-7
The evaluator ghall conduct penetration testing.

The evaluator Juses the penetration test documentation resulting from werk unit AVA_VAN.1-5 as a basis for
executing pengtration tests on the TOE, but this does not preclude the_evaluator from performing additipnal ad
hoc penetratiop tests. If required, the evaluator may devise ad hoc.tests as a result of information learn{ during
penetration tgsting that, if performed by the evaluator, are* o be recorded in the penetratign test
documentation. Such tests may be required to follow up unexpected results or observations, or to invgstigate
potential vulnefabilities suggested to the evaluator during the pre-planned testing.

The evaluator |s not expected to test for potential vulnerabilities (including those in the public domain) beyond
those which rejquired a Basic attack potential. In sonde cases, however, it will be necessary to carry out a test
before the exploitability can be determined. Where;\as a result of evaluation expertise, the evaluator digcovers
a potential vulnerability that is beyond Basie ‘attack potential, this is reported in the ETR as a rgsidual
vulnerability.

14.2.1.6.4 Woprk unit AVA_VAN.1-8

The evaluator ghall record the actual results of the penetration tests.
While some sgecific details.of\the actual test results may be different from those expected (e.g. time apd date
fields in an audit record)~the overall result should be identical. Any unexpected test results shquld be

investigated. The impact on the evaluation should be stated and justified.

14.2.1.6.5 WprKunit AVA_VAN.1-9

The evaluator shall report in the ETR the evaluator penetration testing effort, outlining the testing approach,
configuration, depth and results.

The penetration testing information reported in the ETR allows the evaluator to convey the overall penetration
testing approach and effort expended on this sub-activity. The intent of providing this information is to give a
meaningful overview of the evaluator's penetration testing effort. It is not intended that the information
regarding penetration testing in the ETR be an exact reproduction of specific test steps or results of individual
penetration tests. The intention is to provide enough detail to allow other evaluators and evaluation authorities
to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,
TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts
is:
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a) TOE test configurations. The particular configurations of the TOE that were penetration tested;

b) TSFI penetration tested. A brief listing of the TSFI and other TOE interfaces that were the focus of the
penetration testing;

c) verdict for the sub-activity. The overall judgement on the results of penetration testing.
This list is by no means exhaustive and is only intended to provide some context as to the type of information
that should be present in the ETR concerning the penetration testing the evaluator performed during the

evaluation.

14.2.1.6.6 Work unit AVA_VAN.1-10

The evialuator shall examine the results of all penetration testing to determine that the TOE\in|its operational
environment, is resistant to an attacker possessing a Basic attack potential.

If the rgsults reveal that the TOE, in its operational environment, has vulnerabilities.exploitable [by an attacker
possegsing less than Enhanced-Basic attack potential, then this evaluator action fails.

The glidance in B.4 should be used to determine the attack potential‘required to explgit a particular
vulnergbility and whether it can therefore be exploited in the intended environment. It may no{ be necessary
for thelattack potential to be calculated in every instance, only if therelis)some doubt as to whdther or not the
vulnergbility can be exploited by an attacker possessing an attack petential less than Enhanced{Basic.

14.2.1.6.7 Work unit AVA_VAN.1-11

The evaluator shall report in the ETR all exploitable vulnerabilities and residual vulnerabilities, detailing for
each:

a) its|source (e.g. evaluation methodology activity being undertaken when it was conceived] known to the
evpluator, read in a publication);

b) the¢ SFR(s) not met;

c) a dlescription;

d) whether it is exploitable in.its-Operational environment or not (i.e. exploitable or residual);

e) the amount of time( level of expertise, level of knowledge of the TOE, level of opportunity and the
equipment required to perform the identified vulnerabilities, and the corresponding values using the tables
B.P and B.3 of Annex B.4.

14.2.2 |Evaluation of sub-activity (AVA_VAN.2)

14.2.2/1 {Objectives

The objective of this sub-activity is to determine whether the TOE, in its operational environment, has
vulnerabilities exploitable by attackers possessing Basic attack potential.

14.2.2.2 Input

The evaluation evidence for this sub-activity is:
a) the ST,

b) the functional specification;

c) the TOE design;
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d) the security architecture description;

e) the guidance documentation;

f) the TOE suitable for testing;

g) information publicly available to support the identification of possible potential vulnerabilities.

The remaining implicit evaluation evidence for this sub-activity depends on the components that have been
included in the assurance package. The evidence provided for each component is to be used as input in this

sub-activity.

Other input for|this sub-activity is:

a) current information regarding public domain potential vulnerabilities and attacks (e.g. from-an’evdluation
authority).

14.2.2.3 Application notes

The evaluator |[should consider performing additional tests as a result of potential’vulnerabilities encodntered

during other parts of the evaluation.

14.2.2.4 Action AVA_VAN.2.1E

ISO/IEC 15408-3 AVA_VAN.2.1C: The TOE shall be suitable for testing.

14.2.2.41 Woprk unit AVA_VAN.2-1

The evaluator] shall examine the TOE to determine that the test configuration is consistent wjth the

configuration Under evaluation as specified in the ST.

The TOE prov|ded by the developer and identified :incthe test plan should have the same unique refergnce as

established by|the CM capabilities (ALC_CMC) sub*activities and identified in the ST introduction.

It is possible for the ST to specify more than one configuration for evaluation. The TOE may comprise a

number of disfinct hardware and software"entities that need to be tested in accordance with the §T. The

evaluator verifies that all test configuration's are consistent with the ST.

The evaluator ghould consider the security objectives for the operational environment described in the $T that

may apply to the test environment and ensure they are met in the testing environment. There may bx some

objectives for the operationalienvironment that do not apply to the test environment. For example, an objective

about user cleprances may-not apply; however, an objective about a single point of connection to a network

would apply.

If any test respufees are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensyre that

these resourcds-are-calibrated bnrrar\ﬂy

14.2.2.4.2 Work unit AVA_VAN.2-2

The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.

If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.
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14.2.2.5 Action AVA_VAN.2.2E
14.2.2.5.1 Work unit AVA_VAN.2-3

The evaluator shall examine sources of information publicly available to identify potential vulnerabilities in the
TOE.

The evaluator examines the sources of information publicly available to support the identification of possible
potential vulnerabilities in the TOE. There are many sources of publicly available information which the

evaluator should consider using items such as those available on the world wide web, including:

a)

specialist publications (magazines, books);

b) re
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14.2.2.6 Action AVA_VAN.2.3E

14.2.2.6.1 Work unit AVA_VAN.2-4

The evaluator shall conduct a search of ST, guidance documentation, functional specification, TOE design
and security architecture description evidence to identify possible potential vulnerabilities in the TOE.

A search of the evidence should be completed whereby specifications and documentation for the TOE are
analysed and then potential vulnerabilities in the TOE are hypothesised, or speculated. The list of
hypothesised potential vulnerabilities is then prioritised on the basis of the estimated probability that a
potential vulnerability exists and, assuming an exploitable vulnerability does exist the attack potential required
to exploit it, and on the extent of control or compromise it would provide. The prioritised list of potential
vulnerabilities is used to direct penetration testing against the TOE.
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The security architecture description provides the developer vulnerability analysis, as it documents how the
TSF protects itself from interference from untrusted subjects and prevents the bypass of security enforcement
functionality. Therefore, the evaluator should use this description of the protection of the TSF as a basis for
the search for possible ways to undermine the TSF.

Subject to the SFRs the TOE is to meet in the operational environment, the evaluator's independent
vulnerability analysis should consider generic potential vulnerabilities under each of the following headings:

a) generic potential vulnerabilities relevant for the type of TOE being evaluated, as may be supplied by the
evaluation authority;

b) bypassing;

c) tampering

d) direct attagks;

e) monitoring;

f)  misuse.

Iltems b) - f) ar¢ explained in greater detail in Annex B.

btential
defeat

The security 3
vulnerabilities.
the TSF proteq

rchitecture description should be considered in light of each of the above generic p
Each potential vulnerability should be considered to search for possible ways in which to
tion and undermine the TSF.
14.2.2.6.2 Woprk unit AVA_VAN.2-5

The evaluator
applicable to th

shall record in the ETR the identified potential vulnerabilities that are candidates for testi
e TOE in its operational environment.

hg and

It may be identified that no further consideration~of the potential vulnerability is required if for example the
evaluator identifies that measures in the operatienal environment, either IT or non-IT, prevent exploitation of
the potential vililnerability in that operational-environment. For instance, restricting physical access to the TOE

to authorised U

The evaluator
evaluator detq

sers only may effectively render a potential vulnerability to tampering unexploitable.

records any reasons\for exclusion of potential vulnerabilities from further consideratio
rmines that the (potential vulnerability is not applicable in the operational envirg

h if the
nment.

Otherwise the pvaluator records the potential vulnerability for further consideration.

A list of potent i as an

input into peng

al vulnerabilities applicable to the TOE in its operational environment, which can be use
tration testing activities, shall be reported in the ETR by the evaluators.

14.2.2.7 Actjon AVA_VAN.2.4E

14.2.2.7.1 Work unit AVA_VAN.2-6
The evaluator shall devise penetration tests, based on the independent search for potential vulnerabilities.

The evaluator prepares for penetration testing as necessary to determine the susceptibility of the TOE, in its
operational environment, to the potential vulnerabilities identified during the search of the sources of
information publicly available. Any current information provided to the evaluator by a third party (e.g.
evaluation authority) regarding known potential vulnerabilities will be considered by the evaluator, together
with any encountered potential vulnerabilities resulting from the performance of other evaluation activities.

The evaluator is reminded that, as for considering the security architecture description in the search for
vulnerabilities (as detailed in AVA VAN.2-4), testing should be performed to confirm the architectural
properties. This is likely to require negative tests attempting to disprove the properties of the security
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architecture. In developing the strategy for penetration testing, the evaluator will ensure that each of the major
characteristics of the security architecture description are tested, either in functional testing (as considered in
13) or evaluator penetration testing.

The evaluator will probably find it practical to carry out penetration test using a series of test cases, where
each test case will test for a specific potential vulnerability.

The evaluator is not expected to test for potential vulnerabilities (including those in the public domain) beyond
those which required a Basic attack potential. In some cases, however, it will be necessary to carry out a test
before the exploitability can be determined. Where, as a result of evaluation expertise, the evaluator discovers
an exploitable vulnerability that is beyond Basic attack potential, this is reported in the ETR as a residual
vulnerability.
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ce on determining the necessary attack potential to exploit a potential vulnerability, e
B.4.

al vulnerabilities hypothesised as exploitable only by attackers possessing Ebhanced-B
n attack potential do not result in a failure of this evaluator action. Where analysis
bsis, these need not be considered further as an input to penetration testing. h
bilities are reported in the ETR as residual vulnerabilities.

al vulnerabilities hypothesised as exploitable by an attacker possessing a Basic attach
g in a violation of the security objectives should be the“highest priority potential
5ing the list used to direct penetration testing against the TOE.

7.2 Work unit AVA_VAN.2-7

aluator shall produce penetration test documentation for the tests based on the li

n be found in

bsic, Moderate
supports the
owever, such

potential and
vulnerabilities

st of potential

vulnergbilities in sufficient detail to enable the tests to be repeatable. The test documentation shiall include:

a) identification of the potential vulnerability the TOE is being tested for;

b) ingtructions to connect and setup all required test equipment as required to conduct the peretration test;

c) ingtructions to establish all penetration test prerequisite initial conditions;

d) ingtructions to stimulate the FSF;

e) ingtructions for observing the behaviour of the TSF;

f) descriptions of.all’ expected results and the necessary analysis to be performed on|the observed
behaviour for.comparison against expected results;

g) ingtructions to conclude the test and establish the necessary post-test state for the TOE.

The eviluator prepares for penetration testing based on the list of potential vulnerabilities identified during the

search of the public domain and the analysis of the evaluation evidence.

The evaluator is not expected to determine the exploitability for potential vulnerabilities beyond those for which
a Basic attack potential is required to effect an attack. However, as a result of evaluation expertise, the
evaluator may discover a potential vulnerability that is exploitable only by an attacker with greater than Basic
attack potential. Such vulnerabilities are to be reported in the ETR as residual vulnerabilities.

With an understanding of the potential vulnerability, the evaluator determines the most feasible way to test for
the TOE's susceptibility. Specifically the evaluator considers:

a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses (It is
possible that the evaluator will need to use an interface to the TOE other than the TSFI to demonstrate
properties of the TSF such as those described in the security architecture description (as required by
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ADV_ARC). It should the noted, that although these TOE interfaces provide a means of testing the TSF

properties, they are not the subject of the test.);

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI
(although it is unlikely that specialist equipment would be required to exploit a potential vulnerability
assuming a Basic attack potential);

d) whether theoretical analysis should replace physical testing, particularly relevant where the results of an

initial test can be extrapolated to demonstrate that repeated attempts of an attack are likely to succeed

after a givi
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14.2.2.7.4 Woprk unit AVA"VAN.2-9

The evaluator

shallrecord the actual results of the penetration tests.

While some sq

d date

fields in an audit record) the overall result should be identical. Any unexpected test results should be

investigated. T

he impact on the evaluation should be stated and justified.

14.2.2.7.5 Work unit AVA_VAN.2-10

The evaluator shall report in the ETR the evaluator penetration testing effort, outlining the testing approach,
configuration, depth and results.

The penetration testing information reported in the ETR allows the evaluator to convey the overall penetration
testing approach and effort expended on this sub-activity. The intent of providing this information is to give a
meaningful overview of the evaluator's penetration testing effort. It is not intended that the information
regarding penetration testing in the ETR be an exact reproduction of specific test steps or results of individual
penetration tests. The intention is to provide enough detail to allow other evaluators and evaluation authorities
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to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,
TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts
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7.6 Work unit AVA_VAN.2-11
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14.2.3 Evaluation of sub-activity (AVA_VAN.3)

14.2.3.1

Objectives

unity and the

Using the tables

The objective of this sub-activity is to determine whether the TOE, in its operational environment, has
vulnerabilities exploitable by attackers possessing Enhanced-Basic attack potential.

14.2.3.2

Input

The evaluation evidence for this sub-activity is:
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a) the ST;

b) the functional specification;

c) the TOE design;

d) the security architecture description;

e) the implementation subset selected;

f)  the guidance documentation;

g) the TOE suitable for testing;

h) informatioh publicly available to support the identification of possible potential vulnerabilities:

The remaining
included in the
sub-activity.

Other input for
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pproach to the identification ©f-potential vulnerabilities is an analysis of the evidence

e approach is not predetermined. Further guidance on focused vulnerability analysis
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on AVA_VAN.3.1E
-3 AVA_VAN:3.1C: The TOE shall be suitable for testing.
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nder evaluation as specified in the ST.

Mith the

The TOE provided by the developer and identified in the test plan should have the same unique reference as
established by the CM capabilities (ALC_CMC) sub-activities and identified in the ST introduction.

It is possible for the ST to specify more than one configuration for evaluation. The TOE may comprise a
number of distinct hardware and software entities that need to be tested in accordance with the ST. The
evaluator verifies that all test configurations are consistent with the ST.

The evaluator should consider the security objectives for the operational environment described in the ST that
may apply to the test environment and ensure they are met in the testing environment. There may be some
objectives for the operational environment that do not apply to the test environment. For example, an objective
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about user clearances may not apply; however, an objective about a single point of connection to a network
would apply.

If any test resources are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensure that
these resources are calibrated correctly.

14.2.3.4.2 Work unit AVA_VAN.3-2
The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
the evgluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures todnstall and start up
the TOE, using the supplied guidance only.

If the gvaluator has to perform the installation procedures because the TOE is in anjuhknown $tate, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.

14.2.3.6 Action AVA_VAN.3.2E
14.2.3.6.1 Work unit AVA_VAN.3-3

The evaluator shall examine sources of information publicly available to identify potential vulnerabilities in the
TOE.

The evialuator examines the sources of information publicly available to support the identificatjon of possible
potential vulnerabilities in the TOE. There are many\sources of publicly available information which the
evaluafor should consider using items such as those.available on the world wide web, including

a) spgcialist publications (magazines, books);
b) research papers;
c) copference proceedings.

The eyaluator should not constrain their consideration of publicly available information to the above, but
should|consider any other relevant information available.

While ¢xamining the evidence provided the evaluator will use the information in the public domain to further
search| for potential. vulnerabilities. Where the evaluators have identified areas of concern,| the evaluator
should|consider information publicly available that relate to those areas of concern.

The availability of information that may be readily available to an attacker that helps to identify and facilitate
attacks may substantlally enhance the attack potential of a glven attacker The acceSS|b|I|ty Of vulnerability
informa ion will be used
in attempts to identify potentlal vulnerab|I|t|es in the TOE and exploit them Modern search tools make such
information easily available to the evaluator, and the determination of resistance to published potential
vulnerabilities and well known generic attacks can be achieved in a cost-effective manner.

The search of the information publicly available should be focused on those sources that refer to the
technologies used in the development of the product from which the TOE is derived. The extensiveness of this
search should consider the following factors: TOE type, evaluator experience in this TOE type, expected
attack potential and the level of ADV evidence available.

The identification process is iterative, where the identification of one potential vulnerability may lead to
identifying another area of concern that requires further investigation.
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The evaluator will report what actions were taken to identify potential vulnerabilities in the evidence. However,
in this type of search, the evaluator may not be able to describe the steps in identifying potential vulnerabilities
before the outset of the examination, as the approach may evolve as a result of findings during the search.

The evaluator will report the evidence examined in completing the search for potential vulnerabilities. This
selection of evidence may be derived from those areas of concern identified by the evaluator, linked to the
evidence the attacker is assumed to be able to obtain, or according to another rationale provided by the

evaluator.

14.2.3.6 Action AVA_VAN.3.3E

14.2.3.6.1 Work unit AVA_VAN.3-4

The evaluator
design, securi
vulnerabilities

A flaw hypoth
evidence are 3

The evaluator
conduct a flaw
specified meth

The security 4
TSF protects if
functionality. T
the analysis o
evidence.

The approach
conduct of ev
evidence provi

For guidance
giving reasons

a)
b) qualificatid

The areas of
architecture dg

The evidence

shall conduct a focused search of ST, guidance documentation, functional specificatio
by architecture description and implementation representation to identify possible p
n the TOE.

bsis methodology needs to be used whereby specifications and develapment and gu
nalysed and then potential vulnerabilities in the TOE are hypothesised, or'speculated.

uses the knowledge of the TOE design and operation gained ffem’ the TOE delivera
hypothesis to identify potential flaws in the development of the(TOE and potential error
bd of operation of the TOE.

rchitecture description provides the developer vulnerability analysis, as it documents h
self from interference from untrusted subjects and prevents the bypass of security enfor
herefore, the evaluator should build upon the understanding of the TSF protection gaineg

taken is directed by areas of concern identified during examination of the evidence dur
bluation activities and ensuring a representative sample of the development and gU
Hed for the evaluation is searched.

bn sampling see Annex A.2 “This guidance should be considered when selecting the
for:

the approgch used in selection;

n that the evidence to be examined supports that approach.

concern may-relate to the sufficiency of specific protection features detailed in the s
scription.

ode-considered during the vulnerability analysis may be linked to the evidence the attg

assumed to bd

n, TOE
ptential

idance

bles to
5 in the

ow the
cement
d from

this evidence and then develop this in the knewledge gained from other development ADV

ng the
idance

subset,

ecurity

cker is

able to obtain. For example the developer may protect the TOE design and implemd

ntation

representations, so the only information assumed to be available to an attacker is the functional specification
and guidance (publicly available). So, although the objectives for assurance in the TOE ensure the TOE
design and implementation representation requirements are met, these design representations may only be
searched to further investigate areas of concerns.

On the other hand, if the source is publicly available it would be reasonable to assume that the attacker has
access to the source and can use this in attempts to attack the TOE. Therefore, the source should be
considered in the focused examination approach.

The following indicates examples for the selection of the subset of evidence to be considered:

a) For an evaluation where all levels of design abstraction from functional specification to implementation
representation are provided, examination of information in the functional specification and the
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implementation representation may be selected, as the functional specification provides detail of
interfaces available to an attacker, and the implementation representation incorporates the design
decisions made at all other design abstractions. Therefore, the TOE design information will be considered

part of the implementation representation.

evaluation.

within each design representations.

Examination of a particular subset of information in each of the design representations provided for the

Coverage of particular SFRs through each of the design representations provided for the evaluation.

Examination of each of the design representations provided for the evaluation, considering different SFRs

as
b)
c)
d)
e)

vu
This af
a systs
will be

information is to be considered and the hypothesis that is to be created.

The fol

a) co

b) ex
se
c) se
Cco

For ex
specifyf
TOEd
the hyq

The id
identify

The eV
in this
before

EJamination of aspects of the evidence provided for the evaluation relating to™cu

nerability information the evaluator has received (e.g. from a scheme).

proach to identification of potential vulnerabilities is to take an ordered and planhed appr
m to the examination. The evaluator is to describe the method to be uséd-in terms of
considered, the information within the evidence that is to be examined, the manne

owing provide some examples that a hypothesis may take:

pmination of a key security mechanism cited in the.security architecture description, su
paration, hypothesising internal buffer overflows thatmay lead to degradation of separati

prch to identify any objects created in the TOE implementation representation that arg
nhtrolled by the TSF, and could be used by anattacker to undermine SFRs.

bmple, the evaluator may identify that,interfaces are a potential area of weakness in
an approach to the search that “alinterface specifications provided in the functional sp
esign will be searched to hypothesise potential vulnerabilities” and go on to explain the m
othesis.

entification process is .iterative, where the identification of one potential vulnerability
ing another area of cdncern that requires further investigation.

aluator will repott what actions were taken to identify potential vulnerabilities in the evide
ype of search, the evaluator may not be able to describe the steps in identifying potentia
the outset©fthe examination, as the approach may evolve as a result of findings during

The ev
selecti

n<of evidence may be derived from those areas of concern identified by the evaluato
evidenwwwwwww i i i

aluator. will report the evidence examine in completing the search for potential vulng

Frent potential

oach; applying
what evidence
in which this

hsideration of malformed input for interfaces available to ap.attacker at the external interfaces;

ch as process
bN;

then not fully
the TOE and

ecification and
ethods used in

may lead to

nce. However,
vulnerabilities
he search.

rabilities. This
, linked to the

evaluator.

ovided by the

Subject to the SFRs the TOE is to meet in the operational environment, the evaluator's independent
vulnerability analysis should consider generic potential vulnerabilities under each of the following headings:

a) generic potential vulnerabilities relevant for the type of TOE being evaluated, as may be supplied by the
evaluation authority;

b) bypassing;

c) tampering;

d) direct attacks;
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e)

f)

misuse.

monitoring;

Iltems b) - f) are explained in greater detail in Annex B.

The security architecture description should be considered in light of each of the above generic potential

vulnerabilities.

Each potential vulnerability should be considered to search for possible ways in which to defeat

the TSF protection and undermine the TSF.

14.2.3.6.2 Work unit AVA_VAN.3-5

The evaluator
applicable to th

It may be ider
evaluator iden

shall record in the ETR the identified potential vulnerabilities that are candidates for testing and
e TOE in its operational environment.

tified that no further consideration of the potential vulnerability is required if(for“example the
ifies that measures in the operational environment, either IT or non-IT, prevent exploitation of

the potential viliinerability in that operational environment. For instance, restricting physic¢al-access to the TOE

to authorised Users only may effectively render a potential vulnerability to tampering unexploitable.

h if the
nment.

The evaluator
evaluator detq
Otherwise the

records any reasons for exclusion of potential vulnerabilities from.farther consideratio
rmines that the potential vulnerability is not applicable in\ the operational envirg
evaluator records the potential vulnerability for further consideration.

A list of potent
input into pene

al vulnerabilities applicable to the TOE in its operational.environment, which can be used as an
tration testing activities, shall be reported in the ETR by the evaluators.

14.2.3.7 Action AVA_VAN.3.4E

14.2.3.7.1 Woprk unit AVA_VAN.3-6

The evaluator ghall devise penetration tests, based gn the independent search for potential vulnerabilitigs.
The evaluator |prepares for penetration testing+as necessary to determine the susceptibility of the TOE, in its
operational environment, to the potential-vulnerabilities identified during the search of the soufces of
information pyblicly available. Any current information provided to the evaluator by a third party (e.g.
evaluation authority) regarding known petential vulnerabilities will be considered by the evaluator, t¢

with any encol

The evaluator]i
vulnerabilities
properties. If
include testing

will ensure that all aspects of the securlty architecture descr|pt|on are tested, either in functional testing (as
considered in 13) or evaluator penetration testing.

It will probably be practical to carry out penetration test using a series of test cases, where each test case will
test for a specific potential vulnerability.

The evaluator is not expected to test for potential vulnerabilities (including those in the public domain) beyond
those which required an Enhanced-Basic attack potential. In some cases, however, it will be necessary to
carry out a test before the exploitability can be determined. Where, as a result of evaluation expertise, the
evaluator discovers an exploitable vulnerability that is beyond Enhanced-Basic attack potential, this is
reported in the ETR as a residual vulnerability.
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Guidance on determining the necessary attack potential to exploit a potential vulnerability can be found in
Annex B.4.

Potential vulnerabilities hypothesised as exploitable only by attackers possessing Moderate or High attack
potential do not result in a failure of this evaluator action. Where analysis supports the hypothesis, these need
not be considered further as an input to penetration testing. However, such vulnerabilities are reported in the
ETR as residual vulnerabilities.

Potential vulnerabilities hypothesised as exploitable by an attacker possessing a Basic or Enhanced-Basic
attack potential and resulting in a violation of the security objectives should be the highest priority potential
vulnerabilities comprising the list used to direct penetration testing against the TOE.

14.2.3[7.2 Work unit AVA_VAN.3-7

The evaluator shall produce penetration test documentation for the tests based onythe list of potential
vulnergbilities in sufficient detail to enable the tests to be repeatable. The test documentation shiall include:

a) id¢ntification of the potential vulnerability the TOE is being tested for;
b) ingtructions to connect and setup all required test equipment as required\to conduct the penetration test;
c) ingtructions to establish all penetration test prerequisite initial conditions;
d) ingtructions to stimulate the TSF;

e) ingtructions for observing the behaviour of the TSF;

f) descriptions of all expected results and the necessary analysis to be performed on|the observed
behaviour for comparison against expected results;

g) ingtructions to conclude the test and establish the necessary post-test state for the TOE.

The evpluator prepares for penetration testing based on the list of potential vulnerabilities identffied during the
search|of the public domain and the analysis of the evaluation evidence.

The evpluator is not expected to,determine the exploitability for potential vulnerabilities beyond fhose for which
an Enhanced-Basic attack potential is required to effect an attack. However, as a result| of evaluation
expertise, the evaluator may. discover a potential vulnerability that is exploitable only by an attacker with
greatelnl than Enhanced-Basic attack potential. Such vulnerabilities are to be reported in the E['R as residual
vulnergbilities.

With an understanding of the potential vulnerability, the evaluator determines the most feasible|way to test for
the TOE's susceptibility. Specifically the evaluator considers:

a) the TSFI or other TOE mterface that will be used to stlmulate the TSF and observe re¢sponses (It is
pos lo demonstrate
propertles of the TSF such as those descnbed in the securlty arch|tecture descnptlon (as required by
ADV_ARC). It should the noted, that although these TOE interfaces provide a means of testing the TSF
properties, they are not the subject of the test.);

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI

(although it is unlikely that specialist equipment would be required to exploit a potential vulnerability
assuming an Enhanced-Basic attack potential);
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d) whether theoretical analysis should replace physical testing, particularly relevant where the results of an
initial test can be extrapolated to demonstrate that repeated attempts of an attack are likely to succeed
after a given number of attempts.

The evaluator will probably find it practical to carry out penetration testing using a series of test cases, where

each test case

will test for a specific potential vulnerability.

The intent of specifying this level of detail in the test documentation is to allow another evaluator to repeat the

tests and obtai

n an equivalent result.

14.2.3.7.3 Work unit AVA_VAN.3-8

The evaluator

The evaluator

executing pengtration tests on the TOE, but this does not preclude the evaluator from performing‘additi

hoc penetratio
penetration te
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Should penetration testing show that a hypothesised potential vulnerability does not exist, then the ev
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incorrect or ing

The evaluator
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carry out a teg
evaluator disc
reported in the|

142374 W
The evaluator
While some sg
fields in an a
investigated. T

14.2.3.7.5 W

The evaluator
configuration,

The penetratio

5hall conduct penetration testing.

uses the penetration test documentation resulting from work unit AVA_VAN.3-6.as)a b
N tests. If required, the evaluator may devise ad hoc tests as a result of information learnt
sting that, if performed by the evaluator, are to be recorded in dhe’ penetratig

. Such tests may be required to follow up unexpected results or observations, or to inve
rabilities suggested to the evaluator during the pre-planned testing.

ne whether or not the evaluator's own analysis was incorrect_or if evaluation deliverab
omplete.

s not expected to test for potential vulnerabilities (in¢luding those in the public domain)

quired an Enhanced-Basic attack potential. In some cases, however, it will be neces
t before the exploitability can be determined., Where, as a result of evaluation experti
pvers an exploitable vulnerability that is beyond Enhanced-Basic attack potential,

ETR as a residual vulnerability.

brk unit AVA_VAN.3-9

shall record the actual results ofsthe penetration tests.
udit record) the overall result should be identical. Any unexpected test results sho
he impact on the evaluation should be stated and justified.

brk unit AVA_VAN.3-10

lepth and results.

hsis for
bnal ad
during
n test
stigate

aluator
les are

peyond
sary to
5e, the
this is

ecific details of the actual-test results may be different from those expected (e.g. time and date

uld be

shall reporin the ETR the evaluator penetration testing effort, outlining the testing approach,

h testing information reported in the ETR allows the evaluator to convey the overall pen

testing approa

tration
give a

meaningful overview of the evaluator's penetration testing effort. It is not intended that the information
regarding penetration testing in the ETR be an exact reproduction of specific test steps or results of individual
penetration tests. The intention is to provide enough detail to allow other evaluators and evaluation authorities
to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,
TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts
is:

a) TOE test configurations. The particular configurations of the TOE that were penetration tested;

b) TSFI penetration tested. A brief listing of the TSFI and other TOE interfaces that were the focus of the
penetration testing;
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c) Verdict for the sub-activity. The overall judgement on the results of penetration testing.

This list is by no means exhaustive and is only intended to provide some context as to the type of information
that should be present in the ETR concerning the penetration testing the evaluator performed during the
evaluation.

14.2.3.7.6 Work unit AVA_VAN.3-11

The evaluator shall examine the results of all penetration testing to determine that the TOE, in its operational
environment, is resistant to an attacker possessing an Enhanced-Basic attack potential.

If the results reveal that the TOE, in its operational environment, has vulnerabilities exploitable by an attacker
posse1smg less than Moderate attack potential, then this evaluator action falls.

The glidance in B.4 should be used to determine the attack potential required to,\explqit a particular
vulnergbility and whether it can therefore be exploited in the intended environment. {t-may no{ be necessary
for thelattack potential to be calculated in every instance, only if there is some doubtas to whdther or not the
vulnergbility can be exploited by an attacker possessing an attack potential less_than’ Moderate.
14.2.3J7.7 Work unit AVA_VAN.3-12

The evaluator shall report in the ETR all exploitable vulnerabilities and residual vulnerabilities, detailing for
each:

a) its|source (e.g. evaluation methodology activity being undertaken when it was conceived} known to the
evpluator, read in a publication);

b) the¢ SFR(s) not met;

c) a dlescription;

d) whether it is exploitable in its operationalenvironment or not (i.e. exploitable or residual);

e) the¢ amount of time, level of expertise, level of knowledge of the TOE, level of oppoftunity and the
equipment required to perform the-identified vulnerabilities, and the corresponding values using the tables
B.2 and B.3 of Annex B.4.

14.2.4 |Evaluation of sub-activity (AVA_VAN.4)

14.2.4/1 Objectives

The oljective of<this sub-activity is to determine whether the TOE, in its operational enyironment, has
vulnergbilities €xploitable by attackers possessing Moderate attack potential.

14.2.4.R2 <Anput

The evaluation evidence for this sub-activity is:
a) the ST,

b) the functional specification;

c) the TOE design;

d) the security architecture description;

e) the implementation representation;

f) the guidance documentation;
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g) the TOE suitable for testing;

h) information publicly available to support the identification of possible potential vulnerabilities.

The remaining implicit evaluation evidence for this sub-activity depends on the components that have been
included in the assurance package. The evidence provided for each component is to be used as input in this

sub-activity.

Other input for

this sub-activity is:

a) current information regarding public domain potential vulnerabilities and attacks (e.g. from an evaluation
authority).

14.2.4.3 Application notes

The methodical analysis approach takes the form of a structured examination of the evidentce."This fnethod

requires the eyaluator to specify the structure and form the analysis will take (i.e. the manner in which the

analysis is performed is predetermined, unlike the focused analysis). The method is spégified in termg of the

information that will be considered and how/why it will be considered. Further guidance on methodical

vulnerability arjalysis can be found in Annex B.2.2.2.3.

14.2.4.4 Action AVA_VAN.4.1E

ISO/IEC 15408-3 AVA_VAN.4.1C: The TOE shall be suitable for testing.

14.2.4.41 Work unit AVA_VAN.4-1

The evaluator] shall examine the TOE to determine that.the test configuration is consistent wjth the

configuration under evaluation as specified in the ST.

The TOE prov|ded by the developer and identified in the test plan should have the same unique refergnce as

established by|the CM capabilities (ALC_CMC) sub-agctivities and identified in the ST introduction.

It is possible for the ST to specify more than ene configuration for evaluation. The TOE may comprise a

number of distinct hardware and softwareentities that need to be tested in accordance with the ST. The

evaluator verifies that all test configurations are consistent with the ST.

The evaluator phould consider the security objectives for the operational environment described in the BT that

may apply to the test environmentyand ensure they are met in the testing environment. There may bg some

objectives for the operational environment that do not apply to the test environment. For example, an objective

about user cleprances may.net apply; however, an objective about a single point of connection to a rletwork

would apply.

If any test respurces are used (e.g. meters, analysers) it will be the evaluator's responsibility to ensyre that

these resourcgs areCalibrated correcitly.

14.2.4.4.2 Work unit AVA_VAN.4-2

The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.

It is possible for the evaluator to determine the state of the TOE in a number of ways. For example, previous
successful completion of the Evaluation of sub-activity (AGD_PRE.1) sub-activity will satisfy this work unit if
the evaluator still has confidence that the TOE being used for testing was installed properly and is in a known
state. If this is not the case, then the evaluator should follow the developer's procedures to install and start up
the TOE, using the supplied guidance only.

If the evaluator has to perform the installation procedures because the TOE is in an unknown state, this work
unit when successfully completed could satisfy work unit AGD_PRE.1-3.
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14.2.4.5 Action AVA_VAN.4.2E
14.2.4.5.1 Work unit AVA_VAN.4-3

The evaluator shall examine sources of information publicly available to identify potential vulnerabilities in the
TOE.

The evaluator examines the sources of information publicly available to support the identification of possible
potential vulnerabilities in the TOE. There are many sources of publicly available information which the

evaluator should consider using items such as those available on the world wide web, including:

a)

specialist publications (magazines, books);

b) re

c) co

The e
should

bearch papers;

hference proceedings.

aluator should not constrain their consideration of publicly available jnformation to the above, but

consider any other relevant information available.

While ¢xamining the evidence provided the evaluator will use the information in the public do

search
should

The av

attacks
inform

vulners

for potential vulnerabilities. Where the evaluators have identified areas of concern,
consider information publicly available that relate to those areas' of concern.

ailability of information that may be readily available tg.an attacker that helps to identif
may substantially enhance the attack potential of-a_given attacker. The accessibility
ion and sophisticated attack tools on the Internet makes it more likely that this informati
pts to identify potential vulnerabilities in the TOE and exploit them. Modern search to

t
in attein
information easily available to the evaluator, and,the determination of resistance to publi

bilities and well known generic attacks can®de achieved in a cost-effective manner.

The sgarch of the information publicly available should be focused on those sources tha

techno
search
attack

The id
identify

The ey

ogies used in the development of the product from which the TOE is derived. The extens
should consider the following factors: TOE type, evaluator experience in this TOE f{
potential and the level of ADV-evidence available.

entification process is .iterative, where the identification of one potential vulnerability
ing another area of cdncern that requires further investigation.

pluator will describe the approach to be taken to identify potential vulnerabilities in the pu

materig
identifi
recogn

I, detailing the.search to be performed. This may be driven by factors such as are
d by the evaluator, linked to the evidence the attacker is assumed to be able to obtain

main to further
the evaluator

y and facilitate
Of vulnerability
bn will be used
bls make such
shed potential

t refer to the
iveness of this
ype, expected

may lead to

blicly available
as of concern
However, it is

sed that_in this type of search the approach may further evolve as a result of findi

gs during the

search| Therefore, the evaluator will also report any actions taken in addition to those degscribed in the
approach/to-further investigate issues thought to lead to potential vulnerabilities, and will repoit the evidence

exami

14.2.4.6 Action AVA_VAN.4.3E

14.2.4.6.1 Work unit AVA_VAN.4-4

The evaluator shall conduct a methodical analysis of ST, guidance documentation, functional specification,
TOE design, security architecture description and implementation representation to identify possible potential
vulnerabilities in the TOE.

Guidance on methodical vulnerability analysis is provided in Annex B.2.2.2.3.
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This approach to identification of potential vulnerabilities is to take an ordered and planned approach. A
system is to be applied in the examination. The evaluator is to describe the method to be used in terms of the
manner in which this information is to be considered and the hypothesis that is to be created.

A flaw hypothesis methodology needs to be used whereby the ST, development (functional specification, TOE
design and implementation representation) and guidance evidence are analysed and then vulnerabilities in the
TOE are hypothesised, or speculated.

The evaluator uses the knowledge of the TOE design and operation gained from the TOE deliverables to
conduct a flaw hypothesis to identify potential flaws in the development of the TOE and potential errors in the
specified method of operation of the TOE.

The security &
TSF protects if
functionality. T

Fchiteciure description provides the developer vulnerability analysis, as it documents, fow the
self from interference from untrusted subjects and prevents the bypass of security enfor¢ement
herefore, the evaluator should build upon the understanding of the TSF protection\gaingd from

the analysis o
evidence.

The approach
in the results
evaluator shol
which the prot
the basis of th
ADV evidence
the ADV evide

this evidence and then develop this in the knowledge gained from other developme

taken to the methodical search for vulnerabilities is to consider any areas of concern id
of the evaluator's assessment of the development and guidance\ evidence. HoweV
Id also consider each aspect of the security architecture analysis‘to search for any v
pction of the TSF can be undermined. It may be helpful to structure the methodical anal
e material presented in the security architecture description,<introducing concerns fron
as appropriate. The analysis can then be further developéd to ensure all other materi
hce is considered.

t ADV

entified
er, the
ays in
ySis on
N other
bl from

The following provide some examples of hypotheses that may be created when examining the evidencs:

a) consideration of malformed input for interfaces available to an attacker at the external interfaces;

b) examinatipn of a key security mechanism cited inithe security architecture description, such as grocess
separatiorn], hypothesising internal buffer overflows that may lead to degradation of separation;

c) search tolidentify any objects created in the TOE implementation representation that are then rfot fully

controlled [by the TSF, and could be used-by an attacker to undermine SFRs.

E and
ched to

For example,
specify an app|
hypothesise pq

the evaluator may identify/that interfaces are a potential area of weakness in the T(
roach to the search that 'all interface specifications in the evidence provided will be sear
tential vulnerabilities“and go on to explain the methods used in the hypothesis.

In addition, aneas of concern the evaluator has identified during examination of the evidence duri
conduct of evaluation activities. Areas of concern may also be identified during the conduct of other wofk units
associated wir this component, in particular AVA_VAN.4-7, AVA_VAN.4-5 and AVA_VAN.4-6 where the
development and conduct of penetration tests may identify further areas of concerns for investigafion, or
potential vulnefabilities.

ng the

However, examination of only a subset of the development and guidance evidence or their contents is not
permitted in this level of rigour. The approach description should provide a demonstration that the methodical
approach used is complete, providing confidence that the approach used to search the deliverables has
considered all of the information provided in those deliverables.

This approach to identification of potential vulnerabilities is to take an ordered and planned approach; applying
a system to the examination. The evaluator is to describe the method to be used in terms of how the evidence
will be considered; the manner in which this information is to be considered and the hypothesis that is to be
created. This approach should be agreed with the evaluation authority, and the evaluation authority may
provide detail of any additional approaches the evaluator should take to the vulnerability analysis and identify
any additional information that should be considered by the evaluator.
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Although a system to identifying potential vulnerabilities is predefined, the identification process may still be
iterative, where the identification of one potential vulnerability may lead to identifying another area of concern
that requires further investigation.

Subject to the SFRs the TOE is to meet in the operational environment, the evaluator's independent
vulnerability analysis should consider generic potential vulnerabilities under each of the following headings:

a) generic potential vulnerabilities relevant for the type of TOE being evaluated, as may be supplied by the
evaluation authority;

b) bypassing;

c) tafnpering;

d) dinect attacks;

e) monitoring;

f)  misuse.

Items b) - f) are explained in greater detail in Annex B.
The sgcurity architecture description should be considered in light-ef each of the above ggneric potential
vulnergbilities. Each potential vulnerability should be considered to,search for possible ways in yhich to defeat
the TSF protection and undermine the TSF.

14.2.46.2 Work unit AVA_VAN.4-5

The evpluator shall record in the ETR the identified potential vulnerabilities that are candidates|for testing and
applicgble to the TOE in its operational environment.

It may|be identified that no further consideration of the potential vulnerability is required if fqr example the
evaluator identifies that measures in the operational environment, either IT or non-IT, prevent|exploitation of
the potential vulnerability in that operational environment. For instance, restricting physical accgss to the TOE
to authprised users only may effectively render a potential vulnerability to tampering unexploitaljle.

The eValuator records any reasons for exclusion of potential vulnerabilities from further cons|deration if the
evaluator determines that_the potential vulnerability is not applicable in the operational environment.
Otherwise the evaluator records the potential vulnerability for further consideration.

A list of potential vulnerabilities applicable to the TOE in its operational environment, which can|be used as an
input ifto penetration testing activities, shall be reported in the ETR by the evaluators.

14.2.4)1 Action AVA_VAN.4.4E

14.2.47.4 Work unit AVA_VAN.4.6

The evaluator shall devise penetration tests, based on the independent search for potential vulnerabilities.

The evaluator prepares for penetration testing as necessary to determine the susceptibility of the TOE, in its
operational environment, to the potential vulnerabilities identified during the search of the sources of
information publicly available. Any current information provided to the evaluator by a third party (e.g.
evaluation authority) regarding known potential vulnerabilities will be considered by the evaluator, together
with any encountered potential vulnerabilities resulting from the performance of other evaluation activities.

The evaluator is reminded that, as for considering the security architecture description in the search for
vulnerabilities (as detailed in AVA _VAN.4-3), testing should be performed to confirm the architectural
properties. If requirements from ATE_DPT are included in the SARs, the developer testing evidence will
include testing performed to confirm the correct implementation of any specific mechanisms detailed in the
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security architecture description. However, the developer testing will not necessarily include testing of all
aspects of the architectural properties that protect the TSF, as much of this testing will be negative testing in
nature, attempting to disprove the properties. In developing the strategy for penetration testing, the evaluator
will ensure that all aspects of the security architecture description are tested, either in functional testing (as
considered in 13) or evaluator penetration testing.

The evaluator will probably find it practical to carry out penetration test using a series of test cases, where
each test case will test for a specific potential vulnerability.

The evaluator is not expected to test for potential vulnerabilities (including those in the public domain) beyond
those which required a Moderate attack potential. In some cases, however, it will be necessary to carry out a
test before the exploitability can be determined. Where, as a result of evaluation expertise, the evaluator

discovers an eiploitable vulnerability that IS beyon R as a

residual vulnerability.

Guidance on determining the necessary attack potential to exploit a potential vulnerability can”be fgund in

Annex B.4.

Potential vulngrabilities hypothesised as exploitable by an attacker possessing a Moderate (or less) attack

potential and [resulting in a violation of the security objectives should be the \highest priority pgtential

vulnerabilities gomprising the list used to direct penetration testing against the TOE:

14.2.4.7.2 Woprk unit AVA_VAN.4-7

The evaluator| shall produce penetration test documentation for the tests based on the list of pgtential

vulnerabilities |n sufficient detail to enable the tests to be repeatable’ The test documentation shall include:

a) identificatipn of the potential vulnerability the TOE is being tested for;

b) instructions to connect and setup all required test equipment as required to conduct the penetration test;

c) instructiorfs to establish all penetration test prereguisite initial conditions;

d) instructions to stimulate the TSF;

e) instructions for observing the behaviourof the TSF;

f) descriptions of all expected .results and the necessary analysis to be performed on the observed
behaviour|for comparison against expected results;

g) instructions to conclude the test and establish the necessary post-test state for the TOE.

The evaluator prepares.for penetration testing based on the list of potential vulnerabilities identified during the

search of the gublic-demain and the analysis of the evaluation evidence.

The evaluator Is_not nypnrfnd to determine the nyplnii‘nhilii‘\ll for pnfnni‘inl vulnerahilities hn\J/nnd thaose far which

a Moderate attack potential is required to effect an attack. However, as a result of evaluation expertise, the
evaluator may discover a potential vulnerability that is exploitable only by an attacker with greater than
Moderate attack potential. Such vulnerabilities are to be reported in the ETR as residual vulnerabilities.

With an understanding of the potential vulnerability, the evaluator determines the most feasible way to test for
the TOE's susceptibility. Specifically the evaluator considers:

a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses (It is
possible that the evaluator will need to use an interface to the TOE other than the TSFI to demonstrate
properties of the TSF such as those described in the security architecture description (as required by
ADV_ARC). It should the noted, that although these TOE interfaces provide a means of testing the TSF
properties, they are not the subject of the test.);
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b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will need to
exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a TSFI;
d) whether theoretical analysis should replace physical testing, particularly relevant where the results of an
initial test can be extrapolated to demonstrate that repeated attempts of an attack are likely to succeed

after a given number of attempts.

The evaluator will probably find it practical to carry out penetration testing using a series of test cases, where
each test case will test for a specific potential vulnerability.

The infent of specifying this level of detall in the test documentation is to allow another evaluatgr to repeat the
tests apd obtain an equivalent result.

14.2.4.7.3 Work unit AVA_VAN.4-8
The evpluator shall conduct penetration testing.

The evialuator uses the penetration test documentation resulting from work, 'unit AVA_VAN.4-6| as a basis for
executing penetration tests on the TOE, but this does not preclude the evaluator from performing additional ad
hoc pepetration tests. If required, the evaluator may devise ad hoc tests as a result of informatign learnt during
penetration testing that, if performed by the evaluator, are to-be recorded in the pgnetration test
documgpntation. Such tests may be required to follow up unexpected results or observations, of to investigate
potentigl vulnerabilities suggested to the evaluator during the pre-planned testing.

Should penetration testing show that a hypothesised potential vulnerability does not exist, thenp the evaluator
should|determine whether or not the evaluator's own, analysis was incorrect, or if evaluation dgliverables are
incorrect or incomplete.

The evpluator is not expected to test for potential vulnerabilities (including those in the public dpmain) beyond
those Which required a Moderate attack potential. In some cases, however, it will be necessary to carry out a
test bdfore the exploitability can be determined. Where, as a result of evaluation expertise| the evaluator
discovers an exploitable vulnerability thatis beyond Moderate attack potential, this is reported in the ETR as a
residugl vulnerability.

14.2.4J7.4 Work unit AVA_VAN:4-9

The evpluator shall recordthe actual results of the penetration tests.
While gome specific.details of the actual test results may be different from those expected (e.g{ time and date
fields in an audif/record) the overall result should be identical. Any unexpected test resiflts should be

investigated. The impact on the evaluation should be stated and justified.

14.2.4.7.5, Work unit AVA_VAN.4-10

The evaluator shall report in the ETR the evaluator penetration testing effort, outlining the testing approach,
configuration, depth and results.

The penetration testing information reported in the ETR allows the evaluator to convey the overall penetration
testing approach and effort expended on this sub-activity. The intent of providing this information is to give a
meaningful overview of the evaluator's penetration testing effort. It is not intended that the information
regarding penetration testing in the ETR be an exact reproduction of specific test steps or results of individual
penetration tests. The intention is to provide enough detail to allow other evaluators and evaluation authorities
to gain some insight about the penetration testing approach chosen, amount of penetration testing performed,
TOE test configurations, and the overall results of the penetration testing activity.

Information that would typically be found in the ETR subclause regarding evaluator penetration testing efforts
is:
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a) TOE test configurations. The particular configurations of the TOE that were penetration tested;

b) TSFI penetration tested. A brief listing of the TSFI and other TOE interfaces that were the focus of the
penetration testing;

c) Verdict for the sub-activity. The overall judgement on the results of penetration testing.

This list is by no means exhaustive and is only intended to provide some context as to the type of information
that should be present in the ETR concerning the penetration testing the evaluator performed during the

evaluation.

14.2.4.7.6 Work unit AVA_VAN.4-11

The evaluator
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veal that the TOE, in its operational environment, has vulnerabilities exploitable by an gttacker

rticular
essary
hot the

14.2.4.7.7 Wprk unit AVA_VAN.4-12

The evaluator|shall report in the ETR all exploitable vulnerabilities and residual vulnerabilities, detailing for

each:

a) its source|(e.g. evaluation methodology activity being-undertaken when it was conceived, knowr] to the
evaluator,|read in a publication);

b) the SFR(s]) not met;

c) a description;

d) whether it|is exploitable in its operational environment or not (i.e. exploitable or residual);

e) the amoupt of time, level ¢f)expertise, level of knowledge of the TOE, level of opportunity gnd the
equipmenf required to perform the identified vulnerabilities, and the corresponding values using thg tables
B.2 and B|3 of Annex B.4:

14.2.5 Evaluation of-sub-activity (AVA_VAN.5)

There is no ge

hetal,guidance; the scheme should be consulted for guidance on this sub-activity.

15 Class ACO: Composition

15.1 Introdu

ction

The goal of this activity is to determine whether the components can be integrated in a secure manner, as
defined in the ST for the composed TOE. This is achieved through examination and testing of the interfaces
between the components, supported by examination of the design of the components and the conduct of
vulnerability analysis.

15.2 Application notes

The Reliance of dependent component (ACO_REL) family identifies where the dependent component is
reliant upon IT in its operational environment (satisfied by a base component in the composed TOE
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evaluation) in order to provide its own security services. This reliance is identified in terms of the interfaces
expected by the dependent component to be provided by the base component. Development evidence
(ACO_DEV) then determines which interfaces of the base component were considered (as TSFI) during the

compo

nent evaluation of the base component.

It should be noted that Reliance of dependent component (ACO_REL) does not cover other evidence that
may be needed to address the technical integration problem of composing components (e.g. descriptions of
non-TSF interfaces of the operating system, rules for integration, etc.). This is outside the security assessment
of the composition and is a functional composition issue.

As part of Composed TOE testing (ACO_CTT) the evaluator will perform testing of the composed TOE SFRs
at the composed TOE interfaces and of the interfaces of the base component relied upon by the dependent
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Evaluation of sub-activity (ACO_COR.1)
1 Input

aluation evidence for this sub-activity is:

the composed ST;
the composition rationale;

the reliance information;
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d) the development information;

e) unique identifier.
15.3.1.2 Action ACO_COR.1.1E

ISO/IEC 15408-3 ACO_COR.1.1C: The composition rationale shall demonstrate that a level of assurance at
least as high as that of the dependent component has been obtained for the support functionality of the base
component, when the base component is configured as required to support the TSF of the dependent
component.

15.3.1.2.1 Work unit ACO_COR.1-1

Bliance
etailed

The evaluator [shall examine the correspondence analysis with the development information and_the-r
information to jdentify the interfaces that are relied upon by the dependent component which are.not d
in the development information.

The evaluator's goal in this work unit is two fold:

a) to determine which interfaces relied upon by the dependent component/have had the appropriate
assurancg measures applied;

b) to determ|ne that the assurance package applied to the base component during the base component
evaluation| contained either the same assurance requirements as those in the package applied| to the
dependent component during its' evaluation, or hierarchically highler assurance requirements.

The evaluator|may use the correspondence tracing in the development information developed durjng the

Development gvidence (ACO_DEV) activities (e.g. ACO_DEV.1-2, ACO_DEV.2-4, ACO_DEV.3-6) to help

identify the interfaces identified in the reliance information*that are not considered in the devel¢pment

information.

The evaluator| will record the SFR-enforcing interfaces described in the reliance information that are not
included in th¢ development information. These-will provide input to ACO_COR.1-3 work unit, helping to
identify the poftions of the base component in which further assurance is required.

If the both the
the determinat
least as high &

base and dependent components were evaluated against the same assurance packagg, then
on of whether the level of-assurance in the portions within the base component evaluatipn is at
s that of the dependeht component is trivial. If however, the assurance packages applied to the

components d
requirements
applied to the
15.31.22 W

The evaluator

Lring the component evaluations differ, the evaluator needs to determine that the ass
bpplied to the Base component are all hierarchically higher to the assurance requir
lependent component.

brk unit'‘ACO_COR.1-2

shall“examine the composition rationale to determine, for those included base com

urance
bments

ponent

interfaces on which the dependent TSF relies,whether the interface was considered during the evaluation of

the base component.

The ST, component public evaluation report (e.g. certification report) and guidance documents for the base
component all provide information on the scope and boundary of the base component. The ST provides
details of the logical scope and boundary of the composed TOE, allowing the evaluator to determine whether
an interface relates to a portion of the product that was within the scope of the evaluation. The guidance
documentation provides details of use of all interfaces for the composed TOE. Although the guidance
documentation may include details of interfaces in the product that are not within the scope of the evaluation,
any such interfaces should be identifiable, either from the scoping information in the ST or through a portion of
the guidance that deals with the evaluated configuration. The public evaluation report may provide any
additional constraints on the use of the composed TOE that are necessary.
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Therefore, the combination of these inputs allows the evaluator to determine whether an interface described in
the composition rationale has the necessary assurance associated with it, or whether further assurance is
required. The evaluator will record those interfaces of the base component for which additional assurance is
required, for consideration during ACO_COR.1-3.

156.3.1.2.3 Work unit ACO_COR.1-3

The evaluator shall examine the composition rationale to determine that the necessary assurance measures
have been applied to the base component.

The evaluation verdicts, and resultant assurance, for the base component can be reused provided the same
portions of the base component are used in the composed TOE and they are used in a consistent manner.

In ordér to determine whether the necessary assurance measures have already beén Lpplied to the
compohent, and the portions of the component for which assurance measures still need)to e applied, the
evaluator should use the output of the ACO_DEV.*.2E action and the work unitsV/ACO|COR.1-1 and
ACO_COR.1-2:

Fgr those interfaces identified
(ACO_REL)), but not discussed in development information (Deyelopment evidence
itional information is required. (Identified in ACO_COR.1-1.)

a) in the reliance information (Reliances of dependent component

(ACO_DEV)),

b)

FQgr those interfaces used inconsistently in the composed TOQE/from the base compon
between the information provided in Development evidence.(ACO_DEV) and Reliance
component (ACO_REL) the impact of the differences<in Use need to be considered

ent (difference
of dependent
(Identified in

AGO_DEV.*.2E.)

Far those interfaces identified in composition ratiohale for which no assurance has pieviously been
ganed, additional information is required. (Identified in ACO_COR.1-2.)

Far those interfaces consistently described in the reliance information, composition ratjonale and the
dejvelopment information, no further action'is required as the results from the base component evaluation
can be re-used.

The inferfaces of the base component-reported to be required by the reliance information but pot included in
the deyelopment information indicate’the portions of the base component where further assurarjce is required.
The interfaces identify the entry paints into the base component.

evaluator is to
sistent with the

For thgse interfaces included in both the development information and reliance information, the
determine whether the(intérfaces are being used in the composed TOE in a manner that is con
base cpmponent evaluation. The method of use of the interface will be considered during thg Development
evidenge (ACO_DEY) activities to determine that the use of the interface is consistent in poth the base
compohent and the composed TOE. The remaining consideration is the determination gf whether the
configyrations:of the base component and the composed TOE are consistent. To determine thig, the evaluator
will consider-the guidance documentation of each to ensure they are consistent (see further guidance below
regardiLg consistent guidance documentation). Any deviation in the documentation will be further analysed by

the evaluation to determine the possible effects.

For those interfaces that are consistently described in the reliance information and development information,
and for which the guidance is consistent for the base component and the composed TOE, the required level of
assurance has been provided.

The following subsubclauses provide guidance on how to determine consistency between assurance gained
in the base component, the evidence provided for the composed TOE, and the analysis performed by the
evaluator in the instances where inconsistencies are identified.
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