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ISO/IEC 1803

Foreword

ISO (the International Organization for Standardization) and

3-4:2005(E)

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC

techni

cal committees collaborate in fields of mutual interest. Other international organizations,

overnmental

and n

technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internptional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

The 1
Stand
an Int

ISO/IH
Subcq

ISO/IH
techn

— A

— A

on-governmental, in liaison with ISO and IEC, also take part in the work. In the field d

nain task of the joint technical committee is to prepare International Standards. Draft
ards adopted by the joint technical committee are circulated to national badies for voting. H
ernational Standard requires approval by at least 75 % of the national bodies casting a vote|

FC 18033-4 was prepared by Joint Technical Committee ISONEC JTC 1, Information
mmittee SC 27, IT Security techniques.

FC 18033 consists of the following parts, under the general title Information technology
ques — Encryption algorithms:

art 1: General
art 2: Asymmetric ciphers
art 3: Block ciphers

art 4: Stream ciphers

f information
Part 2.

International
Publication as

technology,

— Security
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this International Standard may involve the
use of patents.

The ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders ch these patent rights have assured the ISO and IEC that they are willing to negotiate licences under
reasonable gnd non-discriminatory terms and conditions with applicants throughout the world. Inchis regpect,
the statemerts of the holders of these patent rights are registered with the ISO and IEC. Information may be

obtained from:

ISO/IEC JT[C 1/SC 27 Standing Document 8 (SD8) " Patent I nformation"

Standing Dogument 8 (SD8) is publicly available at: http://www.ni.din.de/sc27

Attention is drawn to the possibility that some of the elements of this International Standard may be the
subject of patent rights other than those identified above. ISO and IEC shall-not be held responsible for
identifying any or all such patent rights.
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Information technology — Security techniques — Encryption
algorithms —

Part 4:
Stream ciphers
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ses a keystream to encrypt a plaintext in bitwise or block-wise manner. There are two types of stream

Normative references

cope
art of ISO/IEC 18033 specifies stream cipher algorithms. A stream cipher is an engryptio
. a synchronous stream cipher, in which the keystream is only generated fromythe secre

key and some past ciphertexts (and an initialization vector). Typically, the “encryption op
Ve bitwise XOR operation between a keystream and the message. This part of ISO/IEC 18

gorithms specified in this part of ISO/IEC 18033 have been assigned object identifiers in ac
FC 9834. The list of assigned object identifiers is given in“Annex C. Any change to the
algorithms resulting in a change of functional behaviourcwill result in a change of the ol
hed to the algorithm.

1 — In applications where a combination of algorithms.is*being used, or when an algorithm is param
of a combination of other algorithms, the combination may be specified as a sequence of ob)

hm's identifier structure. For example, the objectridentifier of a block cipher could be included as a p
hm identifier structure for a keystream generator: The algorithm identifier structure is defined in ISO/IH

2 — The encoding of object identifiers is @pplication dependent.

N mechanism

key (and an

zation vector) and a self-synchronizing stream cipher, in which the keystream is generated from the

eration is the
D33 describes
ciphers.

cordance with
specification
ject identifier

eterized by the
ect identifiers.

btively, the object identifiers of lower layer algorithms may be included in the parameter field of the higher layer

hrameter in the
C 9594-8.

ollowing referenced tdocuments are indispensable for the application of this document. For dated

nces, only the edition cited applies. For undated references, the latest edition of th

EC 18033-d).Information technology — Security techniques — Encryption algorithms — Pa

FC 18033-3, Information technology — Security techniques — Encryption algorithms —
s

e referenced

t 1: General

Part 3: Block

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18033-1 and the following

apply

3.1

big-endian
a method of storage of multi-byte numbers with the most significant bytes at the lowest memory addresses.
[ISO/IEC 10118-1: 2000]
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3.2
block
string of bits of defined length. [ISO/IEC 18033-1: 2005]

3.3

block cipher

symmetric encipherment system with the property that the encryption algorithm operates on a block of
plaintext, i.e. a string of bits of a defined length, to yield a block of ciphertext. [ISO/IEC 18033-1: 2005]

34
cipher
alternative term_far encipherment system [IQO/IF(‘ 18033-1- 2005]

3.5
ciphertext
data which has been transformed to hide its information content. [ISO/IEC 10116: 1997]

3.6
confidentiality
the property |that information is not made available or disclosed to unauthorized individuals, entities, or
processes. [IBO/IEC 13335-1: 2004]

3.7
data integrity
the property that data has not been altered or destroyed in an unauthorized manner. [ISO/IEC 9797-1: 1999]

3.8
decipherment
alternative tefm for decryption. [ISO/IEC 18033-1: 2005]

3.9
decryption
reversal of a gorresponding encipherment. [ISO/IECA11770-1: 1996]

3.10
encipherment
alternative tefm for encryption. [ISO/IEC ;18033-1: 2005]

3.1

encryption
(reversible) transformation, of-data by a cryptographic algorithm to produce ciphertext, i.e., to hide the
information cpntent of the'data. [ISO/IEC 9797-1: 1996]

3.12
initialization|value
value used in|defining the starting point of an encipherment process. [ISO 8372: 1987]

3.13

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment). [ISO/IEC 11770-1: 1996]

3.14

keystream

pseudorandom sequence of symbols, intended to be secret, used by the encryption and decryption algorithms
of a stream cipher. If a portion of the keystream is known by an attacker, then it shall be computationally
infeasible for the attacker to deduce any information about the remainder of the keystream.
[ISO/IEC 18033-1:2005]

2 © ISO/IEC 2005 — All rights reserved
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3.15

keystream function

function that takes as input the current state of the keystream generator and (optionally) part of the
previously output ciphertext, and gives as output the next part of the keystream.

3.16

keystream generator

state-based process (i.e. a finite state machine) that takes as inputs a key, an initialization vector, and if
necessary the ciphertext, and that outputs a keystream, i.e. a sequence of bits or blocks of bits, of arbitrary
length.

3.17
n-bit plock cipher

block|cipher with the property that plaintext blocks and ciphertext blocks are n bits in length.
[ISO/IEC 10116:1997]

3.18
next-state function
functipn that takes as input the current state of the keystream generator @nd (optionally) part of the
previgusly output ciphertext, and gives as output a new state for the keystream generator.

3.19
output function
outpuf function that combines the keystream and the plaintext to preduce the ciphertext. This function is often
bitwise XOR.

3.20
padd|ng
appending extra bits to a data string. [ISO/IEC 10118=1:"2000]

3.21
plaintext
unengiphered information. [ISO/IEC 9797-1(1999]

3.22
secrdt key
key used with symmetric cryptegraphic techniques by a specified set of entities. [ISO/IEC 11770-3: 1999]

3.23
self-gynchronizing stream cipher
stream cipher with the_property that the keystream symbols are generated as a function of a seqret key and a
fixed humber of previous ciphertext bits. [ISO/IEC 18033-1: 2005]

3.24
state
curre||1t internal state of a keystream generator.

3.25

stream cipher

symmetric encryption system with the property that the encryption algorithm involves combining a sequence of
plaintext symbols with a sequence of keystream symbols one symbol at a time, using an invertible function.
Two types of stream cipher can be identified: synchronous stream ciphers and self-synchronizing stream
ciphers, distinguished by the method to obtain the keystream. [ISO/IEC 18033-1: 2005]

3.26

synchronous stream cipher

stream cipher with the property that the keystream symbols are generated as a function of a secret key, and
are independent of the plaintext and ciphertext. [ISO/IEC 18033-1: 2005]

© ISO/IEC 2005 — All rights reserved 3
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4 Symbols and abbreviated terms

o n-bit variable where 0 is assigned to every bit.
0x Prefix for hexadecimal values.
a; Variables in an internal state of a keystream generator.
b; Variables in an internal state of a keystream generator.
C; Ciphertext block.
CFB Cipher FeedBack mode of a block cipher.
CTR CounTeR mode of a block cipher.
D; 64-bit constants used for MUGI.
ex Symmetric block cipher encryption function using secret key K.
F Subfunction used for MUGI.
FSM Subfunction used for SNOW 2.0.
FIx] The polynomial ring over the finite field F.
GF(2" Finite field of exactly 2" elements.
Init Function which generates the initial internal state of a keystream generator.
v Initialization vector.
Key.
M Subfunction used for MUGI.
n Block length.
Next Next-state function of a keystream generator.
OFB Output FeedBack mode of a block cipher.
OR Bitwise.or operation.
Out Qutput function combining keystream and plaintext in order to generate ciphertext.
P Plaintext.
P; Plaintext block.
R Additional input to Out.
Si Internal state of a keystream generator.
NOTE - During normal operation of the cipher, i will increase monotonically starting from zero. However, during

initialization of the ciphers, it is convenient from a notational point of view to let j take negative values and define the starting
state Sp in terms of S; values for i<0.

S; Subfunction used for MUGI.

4 © ISO/IEC 2005 — All rights reserved
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Strm Keystream function of a keystream generator.
SuUB Lookup table used for MUGI and SNOW 2.0.
T Subfunction used for SNOW 2.0.

V4 Keystream.

Zi Keystream block.

amuL Lookup table used for SNOW 2.0.

Qiny_ ML Lookup table used for SNOW 2.0.

P4 Subfunction used for MUGI.

M Subfunction used for MUGI.

[x] The smallest integer greater than or equal to the real number x.
X Bitwise complement operation.

. Polynomial multiplication.

Il Bit concatenation.

+m Integer addition modulo 2.
@ Bitwise XOR (eXclusive OR) operation.
® Operation of multiplication of glements in the finite field GF(2s). E.g. C = A|® B: In this

operation, the finite field is represented as a selected irreducible polynomial F(x) of degree n
with binary coefficients, the-n-bit blocks A = {a,_1,a ,-2,.,@} and B = {b,_1,b,_»,...,bo}|(Where the a;
and b; are bits) are represented as the polynomials, A(x) = an X"+ apoX"? + ... +[ag and B(x) =
braX™" + byoX? + N+ by respectively, then let C(x) = A(x) e B(x) mod F(x), i.e. C(x) is the
polynomial of degree-at most n—1 obtained by multiplying A(xg and B(x), dividing|the result by
F(x), and then taking the remainder. If C(x) = (;,7_1)("_1 + ¢, oX"" + ... + ¢y (where the c; are bits)
then let C be the n-bit block {c,_1,¢cp_2,--.,Co}-

<<t t-bit left shift in an n-bit register.

>>t t-bit’right shift in an n-bit register.

<<<, t-bit left circular rotation in an n-bit register.
>>>, t-bit right circular rotation in an n-hit register

4.1 Left-truncation of bits
The operation of selecting the j leftmost bits of an array A=(ay, as,..., an_1) to generate a j-bit array is written
(/~A)=(ao, a,..., ai1).

This operation is defined only when 1 <j<m. [ISO/IEC 10116]

© ISO/IEC 2005 — All rights reserved 5
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4.2 Shift operation

A "shift operation" Shift is defined as follows: Given an n-bit variable X and a k-bit variable F where 1 < k < n,
the effect of the shift function Shift is to produce the n-bit variable

Shifti(X | F ) = (Xi, Xis15 -y Xnt, Fo, Fiy ooy Fic) (k<n)
ShiftX | F) = (fo, f1, ..., fie1) (k=n)

The effect is to shift the bits of array X left by k places, discarding x, x4, ..., Xx.1 and to place the array F in the
rightmost k places of X. When k = n the effect is to totally replace X by F. [ISO/IEC 10116]

4.3 Variablg I (k)

The variable | (k) is a k-bit variable where 1 is assigned to every bit. [ISO/IEC 10116]

5 General models for stream ciphers

In this clause|general models for stream ciphers are specified. A stream cipher consists of the combination of
a keystream generator and an output function.

5.1 Keystream generators

5.1.1 Synchronous keystream generators
A synchronous keystream generator is a finite-state machine. lt\is defined by:
1. An initialization function, Init, which takes as input'a key K and an initialization vector /V, and dutputs

an irfitial state Sy for the keystream generator. The initialization vector should be chosen so that no
two nessages are ever encrypted using the;same key and the same /V.

2. A next-state function, Next, which takes as input the current state of the keystream generator §;, and
outpyts the next state of the keystream generator S, .

3. A keystream function, Strm, which takes as input a state of the keystream generator S;, and outputs a
keystream block Z;.

When the synjchronous keystream generator is first initialized, it will enter an initial state S, defined by
So = Init(JVv, K).

On demand the synchronous keystream generator will for /=0,1,...;

1. OU‘lput d kcya‘ucalll btock=Z—= 31‘1111(3,-, K)
2. Update the state of the machine S = Next(S;, K).
Therefore to define a synchronous keystream generator it is only necessary to specify the functions Init, Next

and Strm, along with the lengths and alphabets of the key, the initialization vector, the state, and the output
block.

5.1.2 Self-synchronizing keystream generators
Generation of keystream for a self-synchronizing stream cipher is dependent only on previous ciphertexts, the

key, and the initialization vector. A general model for a keystream generator for a self-synchronizing stream
cipher is now defined.

6 © ISO/IEC 2005 — All rights reserved
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NOTE — A self-synchronizing stream cipher differs from a synchronous stream cipher in that the keystream depends only
on previous ciphertext, the initialization vector and the key, i.e. the keystream generator operates in a stateless fashion. As
a result, a decryptor for such a cipher can recover from loss of synchronization after receiving sufficient ciphertext blocks.
This also means that the method of keystream generation is dependent upon the selected output function Out, which is
typically the binary additive mode.

1.

A keystream function, Strm, that takes as input S and r ciphertext blocks C.4, C.o, ...

outputs a keystream block Z;.

An initialization function, /nit, which takes as input a key K and an initialization vector /V and outputs
an internal input for the keystream generator S and r dummy ciphertext blocks C_;, C_,, ..

. Cop

, Cir, and

To dg
block

5.2 (

In thig
comb

An ol
comb
block
Encryf
d

andd

The ¢
have

5.21

fine a self-synchronizing keystream generator it is only necessary to specify the numbe
5 r and the functions Init and Strm.

Dutput functions

clause two stream cipher output functions are specified, i.e. techniques to be-used in a str
ne a keystream with plaintext to derive ciphertext.

tput function for a synchronous or a self-synchronizing stream cipher’is an invertible fun
C; (i =2 0). A general model for stream cipher output function isrnow defined.

ption of a plaintext block P; by a keystream block Z; is given)by:

i = Out(P; Z; R),

ecryption of a ciphertext block C; by a keystream.block Z; is given by:

;= Out (C;, Z;, R).

utput function shall be such that, forany keystream block Z;, plaintext block P, and othe
hat

.= Ouf™" (Out (P;, Z;, R), Zi, RY.

Binary-additive output function

[ of feedback

bam cipher to

ction Out that

nes a plaintext block P;, a keystream block Zi and, optionally, seme other input R to give a ciphertext

r input R, we

A bingry-additive stream-Cipher is a stream cipher in which the keystream, plaintext, and ciphertgxt blocks are

binary
two in
functi

digits, and the operation to combine plaintext with keystream is bitwise XOR. The operat
puts and does not use any additional information R for its calculation. Let n to be the bit len
bn is specified by

Set R =0

on Out takes
jth of P;. This

The o

OUt(P,', Z,', R) = P,@ Z,' @ R.
peration Ouf" is specified by
Set R =0",

out'(C,Z,R)=C,®Z ®R.

NOTE — The binary-additive stream cipher does not provide any integrity protection for encrypted data. If data integrity is
required, either the MULTI-S01 output function or a separate integrity mechanism should be used, such as a Message
Authentication Code (such mechanisms are specified in ISO/IEC 9797).
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5.2.2 MULTI-S01 output function

MULTI-S01 is an output function for a synchronous stream cipher that supports both data confidentiality and
data integrity. The MULTI-S01 encryption operation is suitable for use in an online environment. However, the
decryption operation of MULTI-S01 can only be performed in an offline situation, as the integrity check is only
performed after receiving all the ciphertext blocks. MULTI-S01 has a security parameter n. The MULTI-S01
function only accepts messages whose length is a multiple of n. To encrypt messages whose length is not a
multiple of n, it is necessary to pad the plaintext. A padding technique is described in clause 5.2.2.3. In
addition to P and Z, the MULTI-S01 takes as another input some redundancy R. One possibility is to make R
a fixed public n-bit value. This should be available to both the encryption and decryption processes.

NOTE 1 Ane g
secure. The sgcurity level W|th respect to data integrity is generally as hlgh as the security Ievel of the keystream
generator. However the security level is always upper-bounded by the length of a forged message. It is believed|that a
forged messade of length u-n bits will be accepted with probability at most (u—2)-2™", where n is the security)paramgter of
the mode. For practical purposes, the parameter n should be at least 64. For higher security, n=128 is recommendedl.

NOTE 2 — MULTI-S01 was originally proposed in [3].
5.221 OJtP,Z R)
The Out funclion operates in an iterative fashion, processing n bits of plaintext-per-iteration.
INPUT: n-u-bit plaintext P, keystream Z, n-bit redundancy R.
OUTPUT: |[Ciphertext C.
1. Let t be the lowest value of i (i 2 0) such that Z;= 0
2. Let (Pgy, P4, ---, Puq) = P, where P;is an n-bit block.
3. SetP, =VZuy+s.
4. SetP, 1 FR.
5. SetW_, + 0.
6. Fori=0,1,..., ut1 do the following calculations:
6.1. Let W= P, @ Zjsinq.
6.2. Let Xi = Z; ® WAIn-GF(2")).

6.3. Let § = X, & W,y

7. SetC=fCi |l ... | Cuer.

8 Output C.

Figure 1 shows the operation of the Out function.

8 © ISO/IEC 2005 — All rights reserved
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NOTE| — The irreducible polynomial used to define multiplication in the field depends‘on n. For instanceg
and 128, the irreducible polynomials x** + x* + x*+ x + 1 and x'? + x" + ¥* + x + 1 can be‘used.
52.2p oOut'(C,Z R)
Altholigh the Out™ function does not output any text before theyintegrity check, the core comp
Out '[function is also incremental and keeps an internal variable)W. To generate a pre-plaintex
functipn requires W._; value in addition to C;, generating W, for/the following process.
INPUT: n-v-bit ciphertext C, keystream Z, n-bit redundancy R.
OUTRUT: Plaintext P or “reject”.
1. Uet t be the lowest value of i (i = 0) such:that Z;= 0.
2. Uet(Cy, Cy,..., C,_q1) = C, where C;is an n-bit block.
3. Hor each C;, do the following:galculations (for i =0, 1, ..., v—1):
3.1. Let X;= C;® Wy, where W_, = 0"
32. Let W= Z7' @ ¢ (in GF(2")).
3.3. Let P, =Wi® Zyjus.
4. If P,o=*2Zuy and P4 = R, output P = Py || Py ||..- || P.3 as plaintext. Otherwis

(7))

ISO/IEC 18033-4:2005(E)

P

u-1
Zi Zi A VAN,
z 0 u-1 u
W_4(=0) \
Cs C, C., C C s

Pu(= Zt+u+3) 'Du+1(=R)

Figure 1 — Out function of MULTI-S01 mode

pecial-symbol meaning “reject” without any text.

, when n = 64

utation of the
value P, the

e output the

© ISO/IEC 2005 — All rights reserved
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Figure 2 shows the operation of the Out ' function.

5.2.2.3 Pg

There is ar
guaranteed t

INPUT:

OUTPUT:
1. Append
2. Append
3.

NOTE 1 - If th
of this padding

NOTE2-1Ino

6 Constr

In this clause
ISO/IEC 101
5.1.2 of this

v
3 Poo(?=Z) Pa(?=R)

P

V—

Figure 2 — Out™ function of MULTI-S01 mode

dding mechanism Pad (M)

bcommended padding method for implementations where Jdebgths of input messages a
b be multiples of n.

(nv+c)-bit string M, where v is a non-negative integérand 0 < c < n.
Padded plaintext P.
B single "1' bit to the end of the message.

he (n—c—1)-bit string 0" ~°~ " to the end of the string generated by step 1.

Output the whole data string of length (nw'+n) bits.

e length of the message is a-multiple of n in an environment where this situation is not guaranteed, th|
mechanism is recommended-

rder to unpad the message, remove consecutive 0 bits at the end of the data, and remove another bit

ucting keystream generators from block ciphers

three-modes of operation for block ciphers are specified. These modes are standardis
6,,and the meaning of the functions used in the specification is defined in clauses 5.1.
jocument. These three block cipher modes of operation are methods by which a block

re not

en use

nqn

ed in

1 and
Cipher

can be used

NOTE - Block

6.1

o construct a keystream generator. The first two of these three block cipher modes of operation,
specified in clause 6.1, define synchronous stream ciphers; the third block cipher mode, specified in clause
6.2, defines a self-synchronizing stream cipher.

ciphers are defined in part 3 of this international standard.

Modes of a block cipher for a synchronous keystream generator

This clause specifies two n-bit block cipher modes for a synchronous keystream generator. They are OFB

(Output Feed

10

Back) mode and the CTR (CounTeR) mode of an n-bit block cipher e.
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6.1.1 OFB mode
The OFB mode is defined by one parameter r, 1 < r < n, which is the size of a plaintext and ciphertext block.
The functions Init, Next and Strm are specified as follows:

1. Init(IV, K) = IV.

2. Next(S; K) = ex(S)).

3. Strm(S)=(r~S).

The ipitialization vector IV shall be a randomly generated n-bit string. Figure 3 shows the gpefation of a
keystfeam generator based on OFB mode.

keystréam block

Figure 3.— Keystream generation based on OFB mode

NOTE|- Init(IV, K) = IV, whichiis equivalent to Sp = /V.

6.1.2| CTR mode
The TR mode isidefined by one parameter r, 1 < r < n, which is the size of a plaintext and cipheftext block.

The flinctions Init, Next and Strm are specified as follows:

1. Lnif(lV. K) = IV.

2. Next(S;, K)=S;+1mod 2".
3. Strm(S; K) = (r ~ ex(S))).

The initialization vector IV shall be a randomly generated n-bit string. Figure 4 shows the operation of a
keystream generator based on CTR mode.

NOTE — Init(lV, K) = IV, which is equivalent to Sp = /V.

© ISO/IEC 2005 — Al rights reserved 11
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6.2 Mode

The CFB mode of an n-bit block cipher is a self-synchronizing stream cipher.

S; (counter)

+1

6.2.1 CFB mode

keystream block

Figure 4 — Keystream generation based on CTR' mode

of a block cipher for a self-synchronizing keystream generator

The CFB (Cipher FeedBack) mode is definediby three parameters, i.e. the size j of feedback buffer S;, where

n<j<1024n
b. The initializ

The functions
1. Init(lV.
2. Next(§

3. Strm(S

K)=IV.
b)) = Shift,(S-Shift(l (b)|C; )).

b, K)=%~ ex(n ~S).

Figure 5 shoy

Init, Next and Strm are specified as follows:

s\the operation of a keystream generator based on CFB mode.

the size b of feedback variable; where 1 < b < n and the size r of the output block, where 1 < r <
ation vector /V shall be a randomly generated j-bit string.

NOTE — Init(1V, K) = IV, which is equivalent to Sp = /V.

12
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<+— shift
A
n b
v
€k
n "
[(b-r) |a
v
' r
r
keystream block ciphertext bleck

Figure 5 — Keystream generation based on‘CFB mode

7 Dedicated keystream generators

In thig clause, two dedicated keystream generators for'a synchronous stream cipher are specified| i.e. methods
for generating a keystream from a key and an initialization vector.

7.1 [MUGI keystream generator

MUG] is a keystream generator which*uses a 128-bit secret key K, a 128-bit initialization vector /Y, and a state
variable S; (i = 0) consisting of 1964-=bit blocks (note that the term block is used through the specification of
MUGI for a 64-bit block), and outputs a keystream block Z; at every iteration of the function Strm.

NOTE|- This keystream generator was originally proposed in [5].

The state variable S;is made up of a combination of a 3-block variable:

N —

49 = (ao(l)

3 a'l(i)y 32(0);

wherg a s a block (for j= 0, 1, 2), and a 16-block variable:

NS () gy () PO

P05 21 3 - 21O

where b is a block (forj=0, 1, ..., 15).

The Init function, defined in detail in clause 7.1.1, takes as input the 128-bit key K and the 128-bit initializing
vector /V, and produces the initial value of the state variable S, = (', b).

The Next function, defined in detail in clause 7.1.2, takes as input the 19-block state variable S; = (@”, b and
produces as output the next value of the state variable S = (a(’”), b(’”)).

The Strm function, defined in detail in clause 7.1.3, takes as input the 19-block state variable S; = (a”, b) and
produces as output the keystream block Z;.

© ISO/IEC 2005 — All rights reserved 13
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Note that the

Next function is defined in terms of the functions p; and A; which are defined in clauses 7.1.4

and 7.1.5, respectively. The function p, is defined in terms of a function F which is defined in clause 7.1.6.

There are three constants used in MUGI, D, in the initialization function /nit, and D4, D, in p4. These are given

by:
Dy = Ox6A09E667F3BCCI08,
D, = 0xBB67AE8584CAA73B,
D, = Ox3C6EF372FE94F82B.
711 Initialkzation function Init
The initializatjon of MUGI is divided into eight steps. The left- and right-half blocks of K are denoted by K, and
K, respectivdly. IV, and IV, are defined in the same manner. The initialization function /nit is described as
follows:
INPUT: 128-bit key K, 128-bit initialization vector /V.
OUTPUT: |Initial value of the state variable S, = (a'?, b).
1. Set the Key K into the part of the state variable a8~ as follows:

1.1. Set (Ko, Ky) = K, where K; is 64 bits for i=1,2.

1.2. Set ™Y = K,.

1.3. Set b, = K,.

1.4. Set B, ™) = (Ky <<<g4 7) @ (Ky >>>64 7) @ D,

D, in the above equation is a constant (see clause 7.1).

2. Fori=-49,-48, ... -34, set a"" = p,(a?, 0, 0. For the description of p; see clause 7.1.4.
3. Fori=0]1, .., 15, set bys ' = 2,7
4. Add the initialization vecton7Vinto the state a as follows:

4.1. Set [V, || IV, = IV, where |V;is a block.

4.2. Set " =27 @ 1V,

4.3. Set p = a, P @ Iv,.

4.4. Set ™ = 2,7 @ (IVy <<<g4 7) @ (IV; >>>¢4 7) ® D

5. Fori=-32,-31, ..., 17, set a®" = p,(a"”, 0, 0©*).

6. SetS_i5=(a"", b)),

7. lterate th

Set So =

e update function Next 16 times:

Next'®(S_se),

where Next'® stands for 16 iterations of the next-state function Next.

8. Output S

14

0-
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7.1.2 Next-state function Next

The next-state function of MUGI is described as a combination of p; and A;. The next-state function Next of
MUGI is described as follows:

INPUT: State variable S; = (a”, b").
OUTPUT:  Next value of the state variable S;.1 = (a”", b™").

1. Seta™ = py(@”, by, bio™). The detailed description of the function p is given in clause 7.1.4.

2.

o

et bV = A, (b, a"). The detailed description of the function A; is given in clause 7.1.5.

3.

n

et Siq = (a(i+1)7 b(i+1))_

4. Qutput Si+.

7.1.3| Keystream function Strm

The Keystream function Strm is described as follows:
INPUT: State variable S,.

OUTRUT: Keystream block Z.

1. detZ=a,".

2. Qutput Z.

7.1.4| Function p,

The fyinction p is described as follows:

INPUT: State variable a, two'64-bit parameters w;, w..

OUTRUT:  The next value of the state variable a".

et ao(i+1) = 5,0

1. S =aq’.
2. Set a1(i+1) = 32(0 () F(a1(l), W1) @ D1.
3. Set az(i+1) o~ ao(’) ® F(a1(l), (Wz <<<6417)) @ Dz.

4. Qufputa™".

D, D, are constants (see clause 7.1 for details).

Figure 6 shows the operation of the p, function.

© ISO/IEC 2005 — All rights reserved 15


https://iecnorm.com/api/?name=bd927714c2909a132b7585a5a17604ba

ISO/IEC 18033-4:2005(E)

ao(i+1 ) a, (i+1) az(i+1 )
Figure 6 — p function of MUGI
1

The detailed fescription of the function F is given in clause 7.1.6.

7.1.5 Function A,

The function A, is described as follows:

INPUT: State variable b, 64-bit parameter a'.

OUTPUT: [The next value of the state variable b™".
1. Setb!"|= b " forj=0, 4, 10.

2. Seth)"'|=bis"@® a"

3. Seth,""[=b"® b,".

4. Set b = b @ (b15" <<<g4 32).
5. Output b|"".

7.1.6 Function F

Function F uges operations over the finite field GF(28). In the polynomial representation, GF(28) is realied as

GF(2)[x] / m(x), where m(x) is an irreducible polynomial of degree 8 defined over GF(2). The MUGI keystream
generator usefs the following irreducible polynomial:

m(x)=x8+x4+x3+x+ 1.
The function F is the composition of a key addition (the data addition from the part of state variable b), a non-
linear transformation using the function Sg, a linear transformation using the matrix M and byte shuffling (see
Figure 7).

Let us denote the input and the output to the F function as X and Y respectively. Then the function F is
described as follows:

INPUT: Two 64-bit strings X and T.

OUTPUT:  64-bit string Y.

16 © ISO/IEC 2005 — All rights reserved
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1. X'=X&T.

2. Set (X, Xj, Xo, X3, X4, X5, Xs, X7) = X ’, where X; is an 8-bit string.
3. SetP;=Sg(X)fori=0,1,..7.

4. SetP, =Py || Pl Pz || Ps.

5. SetPgr =P4||Ps|| Ps|l P

6. SetQ =M(P,).

~N
[0

et QR = M(PR)

8. Set (Qo, Q, Qo Qs) = Q.

9. Set (Q4, Qs, Qs, Q7) = Qg.
10. et Y=Qu [ Qs || Q2 || Q3 || Qo || Q1 || Qs || Q7.
11. Qutput Y.
X
T
Xl
Y v v v v v v
SUB | | SUB | | SUB [\{"SuB SUB| |SUB| |SUB| | SUB
Y VY ¥ v v v v v
M M

<<

Figure 7 — F function of MUGI

7.1.7 Function Sy

The function Sg is the internal function of F. The function Sg can be described by using a substitution table. In
this case, the function Sk is described as follows:

INPUT: 8-bit string x.
OUTPUT:  8-bit string y.

1. Sety= SUB [x].
2. Output y.

© ISO/IEC 2005 — Al rights reserved 17
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The SUB used in function Sk is a substitution table as follows:

SUB [256] = {

0x63, 0x7c, 0x77, 0x7b, Oxf2, Ox6b, 0x6f, Oxc5, 0x30, 0x01, O0x67, 0x2b, Oxfe, 0xd7, Oxab, 0x76
Oxca, 0x82, 0xc9, 0x7d, Oxfa, 0x59, 0x47, Oxf0O, Oxad, Oxd4, Oxa2, Oxaf, 0x9c, Oxa4, 0x72, 0xcO
0xb7, Oxfd, 0x93, 0x26, 0x36, Ox3f, Oxf7, Oxcc, 0x34, Oxab, Oxe5, Oxfl, O0x71, 0xd8, 0x31, 0x15
0x04, 0xc7, 0x23, 0xc3, 0x18, 0x96, 0x05, 0x9a, 0x07, Ox12, 0x80, Oxe2, Oxeb, 0x27, 0xb2, 0x75
0x09, 0x83, 0x2c, Oxla, Ox1lb, Ox6e, O0x5a, 0Oxa0, 0x52, 0x3b, 0xd6, 0xb3, 0x29, O0xe3, O0x2f, 0x84,
0x53, 0xd1, 0x00, Oxed, 0x20, Oxfc, Oxbl, Ox5b, Ox6a, Oxch, Oxbe, 0x39, O0x4a, Ox4c, 0x58, Oxcf,
0xdO0, Oxef, Oxaa, Oxfb, 0x43, 0x4d, 0x33, 0x85, 0x45, O0xf9, 0x02, Ox7f, 0x50, 0x3c, O0x9f, Oxa8
0x51, Oxa3, 0x40, 0x8f, 0x92, 0x9d, 0x38, Oxf5, Oxbc, Oxb6, Oxda, O0x21, 0x10, Oxff, Oxf3, 0xd2
Oxcd, 0OxOc, 0x13, Oxec, Ox5f, 0x97, 0x44, 0x17, Oxc4, Oxa7, Ox7e, 0x3d, 0x64, 0x5d, 0x19, 0x73
0x60, 0x81, O0x4f, Oxdc, 0x22, 0x2a, 0x90, 0x88, 0x46, Oxee, 0xb8, 0x14, Oxde, 0x5e, 0xO0b, Oxdb
0xe0, 0x32, Xx3a 0x0a 0x49 0x06_  0x24 0OxBhc  0Oxc?2 0xd3 Oxac  0x62 0x91 0x95  Oxed Q0x79
Oxe7, 0xc8, (x37, 0x6d, 0x8d, 0xd5, Ox4e, Oxa9, Ox6c, 0x56, Oxf4, Oxea, O0x65, O0x7a, Oxae, 0x08
Oxba, 0x78, 0x25, 0Ox2e, O0xlc, Oxa6, Oxb4, 0Oxc6, 0xe8, 0xdd, 0x74, Ox1f, Ox4b, Oxbd, O0x8b, 0x8a
0x70, 0x3e, 0xb5, 0x66, 0x48, 0x03, Oxf6, Ox0e, 0x61, 0x35, 0x57, 0xb9, 0x86, 0Oxcl, O0x1d, (0x9e
Oxel, Oxf8, (x98, 0x11, 0x69, 0xd9, O0x8e, 0x94, O0x9b, Oxle, 0x87, 0xe9, Oxce, 0x55, 0x28, Oxdf,
0x8c, Oxal, 0x89, 0x0d, Oxbf, Oxe6, 0x42, 0x68, 0x41, 0x99, 0x2d, 0xO0f, 0xb0, 0x54, 0Oxbb, 0x16}

NOTE — The §JUB is identical to the S box defined in the Advanced Encryption Standard [ISO/IEC 48033-3].

7.1.8 Function M

The function M is the internal function of F function. The function M is described-as follows:
INPUT: 32-bit string X.

OUTPUT: |32-bit string Y.
1. Set (X0, {1, X2, X3) = X, where x; is an 8-bit string and an element\of GF(28).

2. Set
Yo 0x02 0x03 0x01 0x01)( X,
Y1 | |0x01 0x02 0x03 0x01|| x,
Y, | |0x01 0x01 0x02 0x03||% |’
Ys 0x03 0x01 0x01 Ox02 X,

where 0401, 0x02, and 0x03 are the’hexadecimal expressions of the elements of GF(28).

3. SetY=pllyill vyl ys
4. Output Y.

7.2 SNOW 2.0 keystream generator

SNOW 2.0, i the'séquel simply denoted SNOW, is a keystream generator which uses as input a 128 of 256-
bit secret key ‘K;vand a 128-bit initialization vector /V. These are used to initiate a state variable S; (f 2 0)
consisting of eighteen n = 32 bit blocks. Bit/byte order is big-endian, i.e. if the key and initialization vector are
given as a sequence of bits/bytes, the first/leftmost bit/byte is the most significant of the corresponding data.
For every iteration of the Strm function, a 32-bit keystream Z; is produced as output.

SNOW's state variable S; consists of two components. First, 16 32-bit variables:
a = (315(1), 314(0,---, ao(i)),

implements a linear feedback shift register (LFSR). Secondly, 2 32-bit variables:
b(i) = (bg(i), b1(’)),

maintains the state of a finite state machine (FSM). SNOW is best understood with reference to Figure 8,
which shows a snapshot, at time i, omitting the time dependence variable (i) from the notation.

18 © ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=bd927714c2909a132b7585a5a17604ba

ISO/IEC 18033-4:2005(E)

SNOV

The |
and p|

The |
and p
mode

a~ a
915|814 a1 s a 9o
: > »p—> E
BN :
b, T b,
; 54— FSM

Figure 8 — Schematic drawing of SNOW

V operation is defined by:

nit function, defined in detail in clause 7.2.1, takes as mE)ut the)128 or 256-bit key K and t
roduces the initial value of the state varlable So = (a

lext function, defined in detail in clause 7.2.2, takes as input the 18 32-bit state variable
roduces as output the next value of the state variable’ S = (a =D ) ) The Next functig
5, depending on whether the iteration performed.is part of the |n|t|aI|zat|on or, of the no

generating output, see below.

The S
produ

NOTE|
bound

trm function, defined in detail in clause 7.2:3, takes as input the 18 32-bit state variable S; 3
ces as output the 32-bit keystream Z..

1 — For SNOW, the maximum reconimended amount of keystream produced from a given (K,/V) is 2
has been selected to provide good security margin against cryptanalysis, and implies no practid

applicability of the algorithm.

NOTE

7.21

2 — We refer to the paper [2] for theoretical background on the design rationale for SNOW.

Initialization funetion Init

The |

INPUT:

itializationAfunction /nit is described as follows.

128- or 256-bit key K, 128-bit initialization vector /V.

ne 128-bit 1V,

S = (a(') b(/))
n runs in two
'mal mode of

@, b and

%0 32 pits. This
al limitation in

OUTRUTY” Initial value of state variable Sy = (a(o), b(O)).

1. Initialize the registers by the key information.

a. For a 128-bit key

(Ks, Kz, K1, Ko) = K

Forj =0,1, 2, 3set 315_]'(_34) = 315_]'_8(_34) = K3_j, and set a15_,4(_34) = 315_]'_12(_34) = _'K3_j.

© ISO/IEC 2005 — All rights reserved
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b. For a 256-bit key

(K71 K61 .-

i Ko) =K.

Forj =0,1,...,7set 315_j(_34) = K7_j, and set a15—j—8(_34) = _'(K7_j).

2. Set S_g3 = (@™, b)) py:

a. (IV3, Vs, IV, /Vo) = V.

b. Set a,-(_

¥ =afori=0,1,23,4,5,6,7,8, 11, 13, 14.

c. Set a;4
d. Set b,
3.Set S_4 =N
4. Sy = Next(

5. Output S,.

7.2.2 Next-gtate function Next

SNOW has tV
INPUT:
OUTPUT:
1. Set b
2. Setb™
3. Forj=0
4. ForINIT
otherwis
5. S =(a
6. Output S

We refer to ¢
involving the

-3 = 315(_34) @ IV(), 812(_33) = 812(_34) &) IV1, a10(_33) 310(_34) &) IV2, ag(_33) = ag(_34) &) IV3

33) _

bz(_33) = 0(32)_
ext32(8_33, INIT), where Next* denotes 32 iterations of the Next function.

5..).

vo modes for Next function.
State variable S; = (a”, b”), mode = {INIT, null}.

Next value of the state variable S;,; = (™", p'™).

=T (by").
= b, +4, as".
(#1) - (i)
1,..., 14 setg" ' =auq".
mode, set a15(i.+1) = (aO(i,) a)d az(i,) ® (311(’:) ® 0_1) ® FSM (815(0 , by?, bz(i)),
b, setaisV=(a ® a)® a," @ (a" ® a™).
[+1) b(f+1))
.

aus€es F.2.4 and 7.2.5, respectively, for description of the T function and the finite field arith
fixed element a.

NOTE - Figure 9 shows the block diagram of the INIT mode of Next function.

20
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We rg

7.23

The K

INPU

OUTH

1.

0

2.

7.24

The

Advamnced Encryption Standard (AES) [ISO/IEC 18033-3]. To this end, we make use of the finite

which

f

m<
a ! a
845|914 a4 asg a, a
S — i
> FSM ;
| e e e e e e e e === === - -
FigtH

fer to clause 7.2.7 for the definition of the FSM function.

Keystream function Strm
eystream function Strm is described as follows:
I: State variable S,.
PUT:  32-bit keystream Z,.
et Z; = FSM(a:s”, b, b,") @ a,".
utput Z,.
Function T
I function is a substitution, specifically a permutation of GF(232), based on compone
is viewed as GF(2)[x] modulo the.rreducible polynomial

x)=x8+x4+x3+x+1.

and t

INPUT:

ouT

e polynomial ring GF(2°%)[ y] modulo (y* + 1).
32-bit stting w.
UT: 32<bit'string g = T(w).

et (w3, Wy, wq, Wg) = w, where each w; is 8 bit.

ory=0_1 2 3 sett=SUB Ll
7 T T T TV T

nts from the
field GF(2°),

3. Let t(%/) be the polynomial f(y) = t37y3 + t2y2 +hy+iin GF(28)[y], where {; is interpreted as an element of
)

GF(2

in the natural way: ;= t7x" + ... + i1 x + tjo, tj in GF(2).

4. setq(y)= c(y) e t(y) modulo (y* + 1), where c(y) = (x+1)y* + y* + y + x in GF(2®)[y].

5. associate the 32-bit string q = (g3, 92, q1, Qo) with the result of the above, q(y) = q3y3 + q2y2 + g1y + Qo

6. Output q.

Note that in step 3, the two polynomials are multiplied where coefficient-bX-coefficient operations are carried

out in

GF(28) as defined by f(x) above. The result is then reduced modulo y* + 1.

© ISO/IEC 2005 — All rights reserved
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NOTE 1 —The

NOTE 2 - We

AES S-box can be found in clause 7.1.7.

refer to the paper [2] for details of this (and other) optimisation(s).

7.2.5 Multiplications of a in finite field arithmetic

INPUT:

OUTPUT:

32-bit string w, representing an element of GF(2%).

32-bit string w', representing a ® win GF(232).

1.Setw'= (W <<32 8) @ aMUL[W >>35 24]

2. Output w'.

Theayy is a
Om [ 256] =
0x00000000,
0x05A7DC98,
Ox0AE71199,
0x0F40CDO01,
0x14672298B,
0x11COFEO3,
0x1E803302,
0x1B27EF9A,
0x28CE449F,
0x2D699807,
0x22295506,
0x278EB99E,
0x3CA96604,
0x390EBA9C,
0x364E779D,
0x33E9ABO5,
0x50358897,
0x5592540F,
0x5AD2990E,
0x5F754596,
0x4452AA0C,
0x41F57694,
0x4EB5BB95,
0x4B12670D,
0x78FBCC08,
0x7D5C1090,
0x721CDD91,
0x77BB0109,
0x6C9CEE93,

able as follows:

{
OxE19FCF13, 0x6B973726, 0x8A08F835, 0xD6876EAC, 0x3718A15F, 0xBD10596A, 0x5C8F96

0xE438138B, OX6E30EBBE, 0x8FAF24AD, 0xD320B2D4, 0x32BF7DC7, 0xB8B785F2, 0x59284A|
0x EB78DE8A, 0x617026BF, 0x80EFE9SAC, 0xDC607FD5, 0x3DFFBOCG, OXB7F748F3, 0x566887
0OXEEDF0212, 0x64D7FA27, 0x85483534, 0xD9C7A34D, 0x38586C5ENO%B250946B, 0x53CF5B
0OxFSF8ED88, 0x7FF015BD, 0x9E6FDAAE, 0xC2E04CD7, 0x237F83C4,'0xA9777BF1, Ox48E8B4
0OxFO5F3110, 0x7A57C925, 0x9BC80636, 0xC747904F, 0x26D85F5C, OXxACDOA769, 0x4DAF68
OxFF1FFC11, 0x75170424, 0x9488CB37, 0xC8075D4E, 0x2998925D, 0xA3906A68, 0x420FA5
0xFAB82089, 0x70BOD8BC, 0x912F17AF, 0xCDA081D6, 0x2C3F4ECS, 0xA637B6F0, 0x47A879
0xC9518B8C, 0x435973B9, 0xA2C6BCAA, OxFE492AD3{0x1FD6E5CO, OXx95DELDF5, 0x7441D2
0xCCF65714, OX46FEAF21, 0xA7616032, OXFBEEF64B, 0x1A713958, 0x9079C16D, 0x71EG0E
0xC3B69A15, 0x49BE6220, 0xA821AD33, OXF4AE3B4A, 0x1531F459, 0x9F390C6C, 0x 7EA6C3
0xC611468D, 0x4C19BEB8, 0xAD8671AB, OxF109E7D2, 0x109628C1, OXx9A9EDOF4, 0x7B011F
0xDD36A917, 0x573E5122, 0xB6A19E31, OXEA2E0848, 0xOBB1C75B, 0x81B93F6E, 0x6026F0
0xD891758F, 0x52998DBA, 0xB30642A9, OXEF89D4D0, 0XxOE161BC3, 0x841EE3F6, 0x65812
0xD7D1B88E, 0x5DD940BB, 0xBCA68FA8;-OXE0C919D1, 0x0156D6C2, Ox8B5SE2EF7, OX6ACLEL
0xD2766416, 0x587E9C23, 0xBI9E15330, OXES6EC549, 0x04F10AS5A, OXx8EF9F26F, OX6F663D
0xB1AA4784, 0x3BA2BFB1, 0xDA3D70A2, 0x86B2E6DB, 0x672D29C8, OXxED25D1FD, OXxOCBA1E
0xB40D9B1C, 0x3E056329, OxDF9AAC3A, 0x83153A43, 0x628AF550, 0XxE8820D65, 0x091DC2
0xBB4D561D, 0x3145AE28, 0xDODA613B, 0x8C55F742, 0x6DCA3851, OXxE7C2C064, 0Xx065D0F
0x BEEASBA8S, 0x34E272B0, 0xD57DBDA3, 0x89F22BDA, 0x686DE4CO, 0xE2651CFC, 0OXx03FAD3
0xA5CD651F, 0x2FC59D2A, 0xCE5A5239, 0x92D5C440, 0x734A0B53, 0xF942F366, 0x18DD3C
0xAOG6AB987, 0x2A6241B2, 0xCBFDSEAL, 0x977218D8, 0x76EDD7CB, OxFCE52FFE, 0x1D7AEO
0OxAF2A7486, 0x25228CB3, 0xCABD43A0, 0x9832D5D9, 0x79AD1ACA, OXF3ASE2FF, 0x123A2
0xAABDAB1E, 0x2085502B, 0xC11A9F38, 0x9D950941, 0x7COAC652, OXxF6023E67, 0x179DF1
0x9964031B,"0x136CFB2E, 0xF2F3343D, OXAE7CA244, O0X4FE36D57, OXxC5EB9562, 0x24745A
0x9CC3DF83, 0x16CB27B6, 0xF754E8A5, OXxABDB7EDC, 0x4A44B1CF, 0xC04CA9FA, 0x21D386
0x93831282, 0x198BEAB7, 0xF81425A4, 0xA49BB3DD, 0x45047CCE, OxCFOC84FB, 0x2E934B
0x9624CE1A, 0x1C2C362F, OxFDB3F93C, 0xA13C6F45, 0x40A3A056, OxCAAB5863, 0x2B3497
0x8[2032180, 0x070BD9B5, 0xE69416A6, 0xBA1B80ODF, 0x5B844FCC, 0xD18CB7F9, 0x301378

0x693B320B,
0x667BFFOA,
0x63DC2392,

X8BAAFDI8, UXUZACTU5ZD, UXE333CA3E, UXBFBCoTA 7, UX5EZ39354, UXDEZB6B6 1, UX35B4A4 /2,
0x87E43019, 0xODECC82C, OXEC73073F, OXxBOFC9146, 0x51635E55, OxDB6BA660, OXx3AF46973,
0x8243EC81, 0x084B14B4, 0xE9D4DBA7, 0xB55B4DDE, 0x54C482CD, 0x DECC7AF8, 0x3F53B5EB} ;

7.2.6 Multiplications of a " in finite field arithmetic

INPUT:
OUTPUT:
1.Sety' =(y

2. Output y".

22

32-bit string y, representing an element of GF(232).
32-bit string y’, representing a ® w in GF(2%).

>>37 8) @ ainviMUL[W mod 256]
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Theai,, muL is a table as follows:

o nv_nul [ 256] =

{

0x00000000, 0x180F40CD, 0x301E8033, 0x2811COFE, 0x603CA966, 0x7833E9AB, 0x50222955, 0x482D6998,
0xCO78FBCC, 0xD877BB01, 0xFO667BFF, OXE8693B32, 0xA04452AA, 0xB84B1267, 0x905AD299, 0x88559254,
0x29F05F31, 0x31FF1FFC, O0x19EEDF02, OX01E19FCF, 0x49CCF657, 0x51C3B69A, 0x79D27664, 0x61DD36A9,
OxE988A4FD, OxF187E430, 0xD99624CE, 0xC1996403, 0x89B40D9B, 0x91BB4D56, 0xBOAABDAS, 0XxALAS5CDG5,
0x5249BE62, 0x4A46FEAF, 0x62573E51, Ox7AS587E9C, 0x32751704, Ox2A7A57C9, 0x026B9737, OXx1A64D7FA,
0x923145AE, 0x8A3E0563, 0xA22FC59D, 0xBA208550, OxF20DECC8, OXxEA02ACDS5, 0xC2136CFB, OxDA1C2C36,
0x7BB9E153, 0x63B6A19E, 0x4BA76160, 0x53A821AD, 0x1B854835, 0x038A08F8, 0x2B9BC806, 0x339488CB,
0xBBC11A9F, OXA3CE5A52 0x8BDF9AAC, 0x93D0ODA61, 0xDBFDB3F9, 0xC3F2F334, OXEBE333CA OxF3EC7307,

0x36A4
OxDF3
Ox1F§
OxE18
0x21H
0xC871
0x08(
0xB3(

A E08 OX7CE56EC5 Ox54F4AESB OX4CFBEEF6 OXO4D6876E OXlCD9C7A3 0x34C}8075D Ox
28AF5, 0x956DCA38, 0xBD7C0ACE, 0xA5734A0B, OXED5E2393, OxF551635E, 0x DD40A3AQy. 0X

B6BAG, OXEED42B6B, 0x C6C5EB95, 0x DECAABS8, 0x96E7C2C0, OXx8EE8820D, 0xAG6F942F3, 0x
A3906A, OXx2EACDOA7, 0x06BD1059, 0x1EB25094, 0x569F390C, 0x4E9079C1, 0x6681B93F, 0x
B3497, OxC724745A, OXEF35B4A4, OxF73AF469, 0xBF179DF1, OxA718DD3C, 0x8F091DC2, Ox
3CF5B, 0x075C8F96, 0x2F4D4F68, 0x37420FA5, 0x7F6F663D, 0x676026F0,10x4F71EGOE, 0x
D0321, OxF98243EC, 0xD1938312, OxC99CC3DF, 0x81B1AA47, OXx99BEEABA, 0XxB1AF2A74, 0X
5F8ED, 0x39FAB820, Ox11EB78DE, 0x09E43813, 0x41C9518B, 0x59@61146, 0x71D7D1B8, 0x
D5C10, 0xD0721CDD, 0xF863DC23, OXEO6CICEE, 0xA841F576, 0xBO4EBS5BB, 0x985F7545, 0x
5A7DC, 0x100AE711, 0x381B27EF, 0x20146722, 0x68390EBA, OX70364E77, 0x58278E89, 0x
[ABD43, Ox ABCBFDSE, 0x83DA3D70, 0x9BD57DBD, 0xD3F81425,"0XCBF754E8, 0XxE3E69416, 0x

CA68F, 0x6BB30642, 0x43A2C6BC, 0x5BAD8671, 0x1380EFEY; 0xOB8FAF24, 0x239E6FDA, 0x

C19BE, 0x42435973, 0x6A52998D, 0x725DD940, 0x3A70B0OD8, 0x227FF015, 0XxOAGE30EB, 0x
FD6ES5, 0x5D109628, 0x750156D6, Ox6D0E161B, 0x25237F83, 0x3D2C3F4E, 0x153DFFBO, 0x
72D29, 0x9D686DE4, 0xB579AD1A, 0xAD76EDD7,-OXE55B844F, OxFD54C482, 0xD545047C, 0x
F89D4, Ox74E0C919, 0x5CF109E7, 0x44FE492A, 0x0CD320B2, 0x14DC607F, 0x3CCDA081, 0x
77218, 0xB49832D5, 0x9CB9F22B, 0x8486B2E6, 0x CCABDB7E, 0xD4A49BB3, 0xFCB55B4D, 0x
66887, 0xOF59284A, 0x2748E8B4, 0x3F4YA879, 0x776ACLEL, 0x6F65812C, 0x477441D2, Ox
E934B, 0xCF21D386, 0xE7301378, OXFE3F53B5, 0xB7123A2D, OxAF1D7AEO, 0x870CBALE, 0x
637B6, 0x26A9777B, 0XOEB8B785, 0x16B7F748, OX5E9A9EDO, 0x4695DE1D, O0Xx6E841EES3, 0x
CC7A, OXE6D18CB7, Ox CEC04C49;-0x D6CF0C84, 0Xx9EE2651C, 0x86ED25D1, OX AEFCES2F, 0x

Function FSM(x, y, z)

I:

Three 32-bitsstrings, x, y, and z.
PUT:  32-bitstring q.
etq=(Xx*2y) ®z

utput g.

xFCBFBC5C,
PCC74790,
C54FE36D,
D53718A1,
BEF6023E,
Y ESEFOF2,
D70650D0F,
b7 7TEAGC3,
NOAOGAB9,
pOD89175,
B0503588,
1028CE44,
FBE9DADB,
BB912F17,
D2198BEA,
12617026,
DD32BF7D,
CDAAA4BI,
PAC2E04C,
FABA1B8O,
bF7BO11F,
DFO3FAD3,
Y 68B5E2E,

© IS0/
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A1

Annex A
(informative)

Examples

Operations over the finite field GF(2")

For any posiilive integer n there exists a finite field containing exactly 2" elements. This field is unigle

isomorphism

In the polyno
than n. More
ot At + g
and b=b,_4..

Multiplication
modulo a bin
divisors.

GF(2"\{0} de
non-zero bina
computed as
that b(x)ea(x
extended Eug

A.2 Exan

A.2.1 Key,
= 00
= 00
= c7

00
00
6e

00
00
14

= 00
34
2a

00
61
al

00
69
c5
K = 51

34 00

and in this document it is referred to as the finite field GF(2").

mial representation, each element of GF(2") is represented by a binary polynomialef degre
explicitly the bit string a = a,_1...@2a1a is taken to represent the binary polynemial a(x) = a
41X + ag. The polynomial basis is the set B = {x””,..., X, X, 1}. For two bit strings a = ap_1...
.bobybg, the sumisc=a® b =c,_4...C2¢1Cy, Where ¢; = a; ® b;.

in the finite field, written a ® b corresponds to the multiplication<f two polynomials a
ary irreducible polynomial p(x) of degree n. A polynomial is irfeducible if it has no non

hoted as GF(2”)* is an abelian group with respect to multiplication and the identity is 1. Fq
ry polynomial b(x) of degree less than n, the multiplicative inverse of b(x), denoted b'1(x), qg
follows: the extended Euclidean algorithm is used/to”compute polynomials a(x) and c(x

+ p(x)ec(x) = 1. Hence, a(x)eb(x) mod p(x) =x4, which means b‘1(x) = a(x) mod p(x
lidean algorithm is described in [4].

nple for MUGI

nitialization vector, and keystream triplets

00
00
e7

00
00
08

00
00
36

00
00
e6

00
00
b6

00
00
ch

00
00
ba

00
00
0b

00
00
fo

00
00
3e

00
00
le

00
Q0
Oe

00
00

9c Oa cf 9a f4 9e be 6d 67 d5 72 6e 37 4b 13 97

00
88
c7

00
51
20

00
81
13

00
21
bl

00
39
b3

00
01
a9

00
55
d1i

00
00
od

00
a5
c6

00
3b
85

00
Te
50

00
59
66

00
87

10 28 30 56 0d 9a 24 65 c9 9c 29 1c 13 81 4e 08

b1%04 a0 59 91 30 ad 00 fc 48 d7 59 e0

up to

B less
—1
rﬂxn

H281d0

X)b(X)
trivial

r any
an be

such
. The

ac.

8d.

V=
7 =

00
bd

00
df

00
ad

K =
1 V=
Z =

69
2a
e3

e7
00
cc

06
45
67

00
5f

00
04

00
b8

00
86

00
25

00
c3

00
ad

00
ac

00
el

00
56

00
d1i

00
cl

00

99 36 ff a4 €9 a7 fd f7 5a aa b8 29 13 42 85 aa

52
49
25

95
27
5b

37
49
of

2c
d5
28

75
3a
2d

13
9b
9a

01
16
5b

47
4a
1b

30
25
bd

23
e4
f7

79
49
f2

93
15
df

ee
c8

a0 84 eb 46 f6 07 d6 e6 dd 32 86 13 43 94 dd 95

A.2.2 Sample internal states

K = 00
fo

bc

01 02
e0 do
62 43

24

03 04 05 06 07 08 09
cO b0 a0 90 80 70 60
06 14 b7 9b 71 71 a6

Oa
50
66

ob
40
81

Oc
30
c3

od
20
55

Oe
10
42

of
00

de 7a ba 5b 4f b8 Oe 82 d7 Ob 96 98 28 90 b6 el

4b.

fb.

43
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I nternedi ate val ues

rho function 0

a
b

0001020304050607
0000000000000000
0000000000000000
0000000000000000
0000000000000000

rho function 1

a
b

08090a0b0c0d0eOf
0000000000000000

of the interna

08090a0b0c0d0eOf
0000000000000000
0000000000000000
0000000000000000
0000000000000000

9724d9144c5d8926
0000000000000000

state

7498f 5f 1e727d094
0000000000000000
0000000000000000
0000000000000000
0000000000000000

64b47311d52100a5
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000

ISO/IEC 18033-4:2005(E)

00p0000000000000
00p0000000000000
00p0000000000000

rho flnction 2

rho f

97P4d9144c5d8926
00p0000000000000
00p0000000000000
00p0000000000000
00p0000000000000

nction 3

09671cf bcfaa95fb
00p0000000000000
00p0000000000000
00p0000000000000
00p0000000000000

rho flunction 4

rho f

9cPc2097edb20067
00p0000000000000
00p0000000000000
00p0000000000000
9¢cPc2097edb20067

nction 5

c0Bee4dch2d08591
00p0000000000000
00p0000000000000
00p0000000000000
9¢cPc2097edb20067

rho flunction+6

a
b

73B177859f 3210f 6

haonananannnnn

0000000000000000
0000000000000000
0000000000000000

09671cf bcfaa95fb
0000000000000000
0000000000000000
0000000000000000
0000000000000000

9¢0c2097edb20067
0000000000000000
0000000000000000
0000000000000000
09671cf bcf aa95f b

c08ee4dch2d08591
0000000000000000
0000000000000000
0000000000000000
09671cf bcf aa95f b

738177859f 3210f 6
0000000000000000
©000000000000000
0000000000000000
09671cf bcf aa95f b

b36b4d944f 5d04ch

FaVaVaVaVaVaVaVaVaVaVaVaVaVaVaVal

0000000000000000
0000000000000000
0000000000000000

e2d338166cd8c441
0000000000000000
0000000000000000
0000000000000000
9724d9144c5d8926

6ef 29¢c62b7691210
0000000000000000
0000000000000000
0000000000000000
9724d9144c508926

201239b2b04d5d6a
0000000000000000
0000000000000000
0000000000000000
9724d9144c5d8926

48963357b89312eb
0000000000000000
0000000000000000
0000000000000000
9724d9144c5d8926

bc7ac7e83f 40ccal

Fa¥aVaVaVaVa¥aVaVaVaVaVaVaVaVaVal

0000000000000000
0000000000000000
08090a0b0c0d0eOf

0000000000000000
0000000000000000
0000000000000000
08090a0b0cPd0e0f

0080000000000000
0000000000000000
0000000000000000
08090a0b0c0d0eOf

0000000000000000
0000000000000000
0000000000000000
08090a0b0c0d0e0f

0000000000000000
0000000000000000
c08ee4dcb2d08591
08090a0b0c0d0eOf

FaVaVaVaVaVaV¥aVaVaVaVaVaVaVaVaVal

0056666666666666

0000000000000000
0000000000000000
9c0c2097edb20067

rho function 7

a
b

b36b4d944f 5d04ch
0000000000000000
0000000000000000
0000000000000000
9¢0c2097edb20067

rho function 8

a

2d13c00221057d8d

\VAVAVAVAVAVAVAVAVAVAVAVAVAV VAV)

0000000000000000
0000000000000000
09671cf bcfaa95fb

2d13c00221057d8d
0000000000000000
0000000000000000
b36b4d944f 5d04chb
09671cf bcf aa95f b

20ead0479e63cdc3

© ISO/IEC 2005 — All rights reserved

A\VAPAVAVAVAVAVAVAVAVAVAVAVAV VAV

0000000000000000
738177859f 3210 6
9724d9144c5d8926

65e12d98f b29f eca
0000000000000000
0000000000000000
738177859f 3210f 6
9724d9144c5d8926

7169edbc504968d2

\VAPAVAVAVAVAVAVAVAVAVAVAVAV VAV

0000000000000000
c08ee4dcb2d08591
08090a0b0c0d0e0f

0000000000000000
0000000000000000
c08ee4dcb2d08591
08090a0b0c0d0eOf
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0000000000000000
0000000000000000
2d13c00221057d8d
9c0c2097edb20067

rho function 9

a
b

20ead0479e63cdc3
0000000000000000
0000000000000000
2d13c00221057d8d
9¢0c2097edb20067

0000000000000000
0000000000000000
b36b4d944f 5d04ch
09671cf bcf aa95f b

591a6857e3112cee
0000000000000000
0000000000000000
b36b4d944f 5d04cb
09671cf bcf aa95f b

0000000000000000
0000000000000000
738177859f 3210f 6
9724d9144c5d8926

8269181ee80366al
0000000000000000
0000000000000000
738177859f 3210f 6
9724d9144c5d8926

0000000000000000
0000000000000000
c08ee4dcb2d08591
08090a0b0c0d0e0f

0000000000000000
20ead0479e63cdc3
c08ee4dch2d08591
08090a0b0c0d0e0f

rho function|10

a
b

591a6857eB112cee
000000000$000000
000000000$000000
2d13c00221057d8d
9c0c2097e{b20067

rho function|11

a
b

df bbb88c0Pc9c80a
0000000009000000
0000000009000000
2d13c0022}1057d8d
9¢0c2097efib20067

rho function|12

a
b

5cc483508
0000000009000000
5cc483508pbc5321
2d13c002231057d8d
9c0c2097e({lb20067

bc5321

rho function|13

a
b

f d5755df 9¢cOceb9
0000000009000000
5cc483508pbc5321
2d13c0022}1057d8d
9¢0c2097e¢ib20067

rho function|14

a
b

c905d08f 5
0000000009000000
5cc483508pbc5321
2d13c0022}057d8d
9c0c2097e¢lb20067

fa7ldb

df bbb88c02c9c80a
0000000000000000
0000000000000000
b36b4d944f 5d04ch
09671cf bcf aa95f b

5cc4835080bc5321
0000000000000000
df bbb88c02c¢9c80a
b36b4d944f 5d04cb
09671cf bcf aa95f b

f d5755df 9cc0Oceb9
0000000000000000
df bbb88c02c9c80a
b36b4d944f 5d04ch
09671cf bcf aa95f b

€905d08f 50f a71db
0000000000000000
df bbb88c02c¢9c 804
b36b4d944f 5d04cb
09671cf bcf aa95f b

bf e2485ac2696¢cc7
0000000000000000
dfbbb88c02c9c80a
b36b4d944f 5d04ch
09671cf bcf aa95f b

fa312d220ef 73c78
0000000000000000
591a6857e3112cee
738177859f 3210f 6
9724d9144c5d8926

78e69bd217041ca7
0000000000000000
591a6857e3112cee
738177859f 3210f 6
9724d9144c5d8926

dd032b76f 3534504
0000000000000000
591a6857e3112cee
738177859f 3210£{ 6
9724d9144c5d8926

cf ch255e594b38ee
0000000000000000
591a6857e3112cee
738177859f 3210f 6
9724d9144c5d8926

0a77652c7dbcc580
€c905d08f 50f a71db
591a6857e3112cee
738177859f 3210f 6
9724d9144c5d8926

0000000000000000
20ead0479e63cdc3
c08ee4dchb2d08591
08090a0b0c0d0e0f

0000000000000000
20ead0479e63cdc3
c08ee4dch2d08591
08090a0b0c0d0e0f

0000000000000000
20ead0479e63cdc3
c08ee4dcb2d08591
08090a0b0c0d0e0f

f d5755df 9ccOceb9
20ead0479e63cdc3
c08ee4dch2d08591
08090a0b0c0d0e0f

f d5755df 9ccOceb9
20ead0479e63cdc3
c08ee4dchb2d08591
08090a0b0c0d0e0f

rho function 15

a
b

buf fer
a
b

26

bf e2485ac2696¢cc7
0000000000000000
5cc4835080bc5321
2d13c00221057d8d
9¢0c2097edb20067

init

7dea261cb61d4f ea
7dea261cb61d4f ea
5¢c4835080bc5321
2d13c00221057d8d
9¢0c2097edb20067

7dea261ch61d4f ea
bf e2485ac2696¢cc7
df bbb88c02c9c80a
b36b4d944f 5d04cb
09671cf bcf aa95f b

eaf b528479bb687d
bf e2485ac2696¢cc7
df bbb88c02c9c80a
b36b4d944f 5d04ch
09671cf bcf aa95f b

3991ce48el05a4al
€905d08f 50f a71db
591a6857e3112cee
738177859f 3210f 6
9724d9144c5d8926

eb8189612089f f Ob
€c905d08f 50f a71db
591a6857e3112cee
738177859f 3210f 6
9724d9144c5d8926

f d5755df 9ccOceb9
20ead0479e63cdc3
c08ee4dch2d08591
08090a0b0c0d0e0f

f d5755df 9ccOceb9
20ead0479e63cdc3
c08ee4dchb2d08591
08090a0b0c0d0e0f
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rho function 0

a:

8d0af 6dc06bddf 6a

rho function 1

a:

9a9b02c4499b787d

rho function 2

a:

435407f 3bbc2c760

rho function 3

a:

rho f
a

rho f
a

rho f
a

rho f
a

rho f
a

rho f
a

rho f
a

rho f
a

rho f
a

rho f

a:

rho f
a

rho f
a

b5117172dcf 5507

9a9b02c4499b787d

435407f 3bbc2c760

b5117172dcf 5507

9157292760b2892f

f100cf f e031d365b

b8576326c43c7141

10d44d672b0chb32b

45de3e448a22a274

nction 4
91572927600h2892f

nction 5
aep0542493e7889e

inction 6
a9f 2f 7f ac6ef f 1f f
inction 7

9cp8969f 9f c84dc6

inction 8
b1pP60b2ec980a340

nction 9
19pa6f d877969848

nction 10
bbfc287d38601209

nction 11
d58486545129be34

inction 12
c8pf 8f 1422e98119

inction 13
00pba31208laad4s

incti on 14

2f B864a9c279al4c

Iinct/i onh 15
65b81f5e9chc1e0d?

aee0542493e7889%e

aof 2f 7f ac6ef f 1f f

9ch8969f 9f c84dc6

b1260b2ec980a340

192a6f d877969848

bbac287d38601209

d58486545129be34

c8af 8f 142298119

00bba312081aa445

2f'3864a9c279al4c

6551f 5e9cbcle0d7

4e466df f cb92db48

d92646e5bf 6e90f d

668ac5cf 634db73d

d3db5a83153c2d75

4c06f ba0602d20da

4e9d5f 10f 22daad4

c31e21b47993441d

88b995¢cf 25723d71

7cb36f 5145a5f 171

2e8517e066c8hb410

4elbalaaf c06¢cb55

acf 8aaa64583d0d7

4a8ff e073636f 5¢3

state init

a
b

4e466df f cb92db48
7dea261cb61d4f ea
5cc4835080bc5321
2d13c00221057d8d
9¢0c2097edb20067

update 1

a
b

f 5eb67b928359d8b
464f 67f 4c79f d547
ddbd859802a3037a

f 5eb67b928359d8b
bf e2485ac2696¢cc7
df bbb88c02c9c80a
b36b4d944f 5d04chb
09671cf bcfaa95fb

ace6a90bdeOaf 786
7dea261cb61d4f ea
5cc4835080bc5321

5d3c31la0af 9cd78f
€905d08f 50f a71db
591a6857e3112cee
738177859f 3210f 6
9724d9144c¢5d8926

529108c358f adada
bf e2485ac2696¢cc7
df bbb88c02c9c80a

f d5755df 9ccOceb9
20ead0479e63cdc3
c08eeddcb2d08591
08090a0b0c0d0e0f

€905d08f 50f a71db
591a6857e3112cee

20ead0479e63cdc3 2d13c00221057d8d 7ccl1d86f 463a1830 738177859f 3210f 6
c08ee4dcb2d08591 9¢0c2097edb20067 09671cf bcfaa95fb 9724d9144c5d8926
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update 2

a
b

ace6a90bdeOaf 786
62cf bead646814ad
901f b8d8b3eb5d35
591a6857e3112cee
738177859f 3210f 6

update 3

a
b

update 4

a
b

update 5

a
b

update 6

a
b

update 7

a
b

update 8

a
b

9f a7al5367ael667
a581b5f 011a0627d
6059f 0d6c0aladcd
df bbb88c02c9c80a

9f a7al5367ael667
464f 67f 4c79f d547
ddbd859802a3037a
20ead0479e63cdc3
c08ee4dcb2d08591

75195c2e249e4399
62cf bead646814ad
901f b8d8b3eb5d35
591a6857e3112cee

5f 241cf 311a0bf a7
7dea261cb61d4f ea
5cc4835080bc5321
c0alc065bd095d1la
9¢c0c2097edb20067

8bd43dd671ad8b05
464f 67f 4c79f d547
ddbd859802a3037a
923a55d65eed291f

bf e2485ac2696¢cc7
df bbb88c02c9c80a
7ccld86f 463a1830
09671cf bcf aa95f b

7dea261cb61d4f ea
5c¢c4835080bc5321
c0alc065bd095dla

7cc1d86f 463a1830

75195c2e249e4399
03ab81c4841c1600
212eab54c3pallcch
5¢c483508pbc5321
c0alc065b¢l095d1a

9b2239a28¢c5adel
b597h8f 2964ec608
9bf 2e26ccb3cd63d
ddbd859802a3037a
923a55d65¢ed291f

80c1dObc18b29e62
e8al34e271Bf 7b415
f2d00675dY834998
901f b8d8bBeb5d35
€62878a19p905b6b

df e2225186df bca3
fc0008d35¢888652
¢5d84526d}100c6h0
6059f 0d6cfPaladcd
9981a0bc7¢081065

ca86cdc9dpbf 2007
1f 43e2343bd6e b9
22852488b¢bd0ach
212ea54c36aldcch

738177859f 3210f 6

9b2239a28cc5ade3
ab81b5f 011a0627d
6059f 0d6c0aladcd
df bbb88c02c9c80a
7ccld86f 463a1830

80c1d0bc18b29e62
03ab81c48alc1600
212ea54c36allcch
5cc4835080bc5321
c0alc065bd095dla

df e2225186df bca3
b597b8f 2964ec608
9bf 2e26cc53cd63d
ddbd859802a3037a
923a55d65eed291f

ca86cdc9d2bf 2007
e8a34e2713f 7b415
f2d00675d7834998
901f b8d8b3eb5d35
€62878a190905b6b

0870f bf 8e065b266
fc0008d35e888652
¢5d84526d100c6b0
6059f 0d6cNaNadcd

c08ee4dchb2d08591

5554ab4e803a0al9
62cf bead646814ad
901f b8d8b3eb5d35
c62878a190905b6b
738177859f 3210f 6

4b4f 363e4a322d0e
a581b5f 011a0627d
6059f 0d6c0aladcd
9981a0bc7e081065
7ccld86f 463a1830

1277ae469887f 627
03ab81c48alc1600Q
212ea54c36aldcech
elcdded4a4Q01d9344
c0alc065bd095dla

7abc92de7bel811f
b597b8f 2964ec608
9bf 2e26cc53cd63d
8350ac87909956ac
923a55d65eed291f

067f 3c2be88481d4
e8a34e2713f 7b415
f2d00675d7834998
008f e3h375¢32504

9¢0c2097edb20067

464f 67f 4c79f d547
ddbd859802a3037a
923a55d65eed291f
c08ee4dcb2d08591

62cf bead64681l4ad
901f b8d8b3eh5d35
€62878a190905b6b
738177859f 3210f 6

ab81b5f 011a0627d
6059f 0d6c0aladcd
9981a0bc7e081065
7ccld86f 463a1830

03ab81c48alc1600
212ea54c36allcch
elcdde4a401d9344
c0alc065bd095dla

b597b8f 2964ec608
9bf 2e26cc53cd63d
8350ac87909956ac

elcdded4a401d9344

update 9

a
b

28

0870f bf 8e065b266
58bc981f 8c520918
2e655a9e53721035
9bf 2e26cc53cd63d
8350ac87909956ac

9981a0bc7e081065

73b145404394710d
1f 43e2343bd6e1b9
22852488bcbd0Oach
212ea54c36allcch
elcdde4a401d9344

€62878a190905b6b

d756724ed3994273
fc0008d35e888652
c5d84526d100c6b0
1e51e0b359210471
9981a0bc7e081065

923a55d65eed291f

e8a34e2713f 7b415
f2d00675d7834998
008f e3b375c32594
€62878a190905hb6b
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update 10

a
b

73b145404394710d
ce58835970f 5e90d
1a734852c474f d8d
f2d00675d7834998
008f e3b375¢c32594

update 11

a
b

updat ¢

updat ¢

updat ¢

updat ¢

updat

82d164adcac96d62
ea30e5f c3d9c6168
39d84df 58f 8840e2
c5d84526d100c6h0

82d164adcac96d62
58bc981f 8c520918
2e655a9e53721035
9bf 2e26cc53cd63d
8350ac87909956ac

€c14072735c68e7e9
ce58835970f 5e90d
1a734852c474f d8d
£ 2d00675d7834998

0607785b7d152b8b
1f 43e2343bd6e1b9
22852488bcbd0Oach
61333608d76cc281
elcdde4a401d9344

f61lc61lbbde49ed28
58bc981f 8c520918
2e655a9e53721035
0Ob6hh4c0466c7aba

fc0008d35e888652
€5d84526d100c6b0
1e51e0b359210471
9981a0bc7e081065

1f 43e2343bd6elb9
22852488bchdOach
61333608d76cc281

1leb1e0b359210471

12

c1$072735c68e7e9
63Llcbae78ad4f e26
3dg6c6bc876beb72
22852488bcbd0ach
61B33608d76cc281

[

13

cepPbee4623950852
4210def 4ccf 1b145
76§19c281df 20192d
2ep55a9e53721035
Obpbb4c0466c7aba

14

f 6¢£22506f c93f b5a
ceB40df 556562dc6
d4pbcb0bb4811480
lay34852c474f d8d
87]L323e1d70caa2b

15

b3pf 504b7eb67f €6
e8P3c5b5a5b2f f 2b
d3g8a809b214218a
39(184df 58f 8840e2
9c194157¢cf 512603

16

Ocg5ad4d1la0cbeof 7
d2bc6643a9dabd67
5efla7e5b0dbf 1554
3dg6cebc876beb72

P
P

008f e3b375c¢32594

ce0bee4623950852
ea30e5f c3d9c6168
39d84df 58f 8840e2
c5d84526d100c6b0
1e51e0b359210471

f 6¢22506f c93f b5a
631cbae78ad4f e26
3dc6c6bc876beb72
22852488bchd0Oach
61333608d76¢cc281

b36f 504b7eb67f €6
4210def 4ccf 1b145
76d9c281df 20192d
2e655a9e53721035
0Ob6bb4c0466c7aba

Oceb5a4dla@ebcOf 7
ce840df 556562dc6
d42hbch0bb4811480
1a734852c474f d8d
871323eld70caa2b

316993816117e50f
e893c5b5a5b2f f 2b
d3e8a809b214218a
39d84df 58f 8840e2

8350ac87909956ac

af 052447a7444e65
ce58835970f 5e90d
1a734852c474f d8d
871323el1d70caa2b
008f e3b375¢c32594

9eb296971244bch3
ea30e5f c3d9c6168
39d84df 58f 8840e2
9cf 94157c¢f 512603
1e51e0b35921047%

a66ba7dd058722d3
631cbae?8ad4f e26
3dc6c6bc876beb72
f 5€9€609dd8e3cc3
61333608d76cc281

bd0c30563f 8ee4f 7
4210def 4ccf 1b145
76d9c281df 20192d
680920245819a4f 5
Ob6bb4c0466c7aba

bc62430614b79b71
ce840df 556562dc6
d42bcb0bb4811480
cd7f e2794367de6e

elcdde4a401d9344

58bc981f 8c520918
2e655a9e53721035
Ob6bb4c0466¢c7aba
8350ac87909956a¢

ce58835970f 5e90d
1a734852c474f d8d
87%323e1d70caa2b
008f e3b375¢c32594

ea30e5f c3d9c6168
39d84df 58f 8840e2
9cf 94157cf 512603
1e51e0b359210471

631cbae78ad4f e26
3dc6c6bc876beb72
f 5e9e609dd8e3cc3
61333608d76¢cc281

4210def 4ccf 1b145
76d9c281df 20192d
680920245819a4f 5

f 5e9e609dd8e3cc3

update 1

a
b

316993816117e50f
078el01le6a7ba4dd
34c¢91c¢7513d1a868
76d9c281df 20192d
680920245819a4f 5

update 2

a
b

Af 7c747ced22e686
b67ab060b61b4f 24
laaf c6f ee2d73946
d42bch0bb4811480
cd7f e2794367de6e

9cf94157cf 512603

Af 7c747ced22e686
d25c6643a9dabd67
5eda7c5b0dbf 1554
3dc6c6bc876beb72
f 5e9e609dd8e3cc3

Oaeab5f 525c1la62f
078el0l1le6a7badd
34c¢91c7513d1a868
76d9c281df 20192d
680920245819a4f 5
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871323eld70caazb

71a66681c35542de
e893c5h5a5b2f f 2b
d3e8a809h214218a
f 6896bf 6137101b5
9cf94157cf 512603

7aba5b4f b80e82d7
d25c6643a9dabd67
5eda7c5b0dbf 1554
e048f a7f 72820d7b
f 59e609dd8e3cc3

Ob6bb4c0466¢c7aba

ce840df 556562dc6
d42bcb0bb4811480
cd7f e2794367debe
871323el1d70caa2b

e893c5b5a5b2f f 2b
d3e8a809b214218a
f 6896bf 6137101b5
9cf94157¢cf 512603

ISO/IEC 18033-4:2005(E)



https://iecnorm.com/api/?name=bd927714c2909a132b7585a5a17604ba

ISO/IEC 18033-4:2005(E)

update 3

a
b

Oaeab5f 525c1a62f
d385352b2b73c085
3b7b6dbcl7a6deal
d3e8a809b214218a
f 6896bf 6137101b5

update 4

a
b

bd1a2938a57319c8
f f 0353f cf 84f 9aec
8c861al8a465a833
5eda7c5b0dbf 1554

bd1a2938a57319c8
b67ab060b61b4f 24
laaf c6f ee2d73946
d42bcb0bb4811480
cd7f e2794367debe

e4684a2bf 28f f 50d
d385352b2b73c085
3b7b6dbcl7a6deal
d3e8a809b214218a

0b96982890b6e143
078el011e6a7ba4dd
34¢91c¢7513d1a868
2ec06674b7293909
680920245819a4f 5

4930b5d033157f 46
b67ab060b61b4f 24
laaf c6f ee2d73946
974c156779f ef 6f 9

d25c6643a9dabd67
5eda7c5b0dbf 1554
e048f a7f 72820d7b
f 5e9e609dd8e3cc3

078el01le6a7ba4dd
34¢91c7513d1a868
2ec06674b7293909

e048f a7f 72820d7b

f 6896bf 6137101b5

cd7f e2794367de6¢C

680920245819a4f 5

A.3 Example for SNOW 2.0

A.3.1 128-Hit key

A.3.1.1 Key, initialization vector, and keystream triplets

(1 Vs, I Vo, |V, |
Keystream ou

Vo) = (0, 0, 0, 0), key = 80000000000000000000000000000000
put: 8D590AE9A74A7D056DCICA74B72D1A4599B0A083FB45D13FCF9441BDIA503783

(1Va, I Vo, |V, |
Keystream ou

Vo) = (0, 0, 0, 0), key = AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
put: E00982F525F02054214992D8706F2B20DA585E5B85E2746D09F22681B2749407

(1Va, I Vo, V4, |
Keystream ou

Vo)
put :

= (4,3,2,1), key = 8000000000000000000Q00Q000000000
D6403358E0354A6957F43FCE44B4B13FF78E24C246618A0767AC83CL0BFCAS5F0

(1Va, I Vo, V4, |
Keystream ou

Vo)
put :

= (4,3,2,1), key = AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
C355385DB31D6CBDF774AF5366C2E8774DEADACYDC7229DFED171D7B

A.3.1.2 Sample internal states

K = 80 00 00
I'vV= 00 00 00
Z = d6 40 33

00 00 00 00 00O OO OO OO0 QO OO 00 00 00
04 00 00 00 03 00 00 00 02 0O 00 OO 01
58 e0 35 4a 69 57 44,°3f ce 44 b4 bl 3f f7 8e 24 c2 46 61 8a 07 67 ac 83 cl Ob fc 45

Snow 2.0 Int
15: 80000000
07: 80000000

at, e -34
13: 00000000
05: 00000000

brnal state
. 4: 00000000
6: 00000000

12: 00000000 11:7fffffff 10:ffffffff OQ:ffffffff OB:ffffffff
04: 00000000 O3: 7fffffff O2:ffffffff OL:ffffffff OO:ffffffff

Snow 2.0 Int
15: 80000001 14.00000000
07: 80000000 (06 0O0UUOOO0
R1: 00000000 R2: 00000000

tinme -33
00000000
00000000

at
13
05

brnal state
12
oz

00000002
00000000

11
03

TEEEFfff
THreee

10
02

fffffffc
e

09
o1

fffffffb
e

08
00

FEFFEffef
e

tinme =32
00000000
00000000

Snow 2.0 Internal state
15: 09df ef 08 14: 80000001
o7:ffffffff 06: 80000000
R1: 00000000 R2: 63636363

at
13
05

12
04:

00000000
00000000

11
03

00000002
00000000

10
02

TEEEFfff
TEfEFffff

09
01

fffffffc
fEEfFfff

08
00

fffffffb
fEffffff

time =31
80000001
80000000

at
13

05

Snow 2.0 Internal state
15: e5f 1b94c 14: 09df ef 08

07:fffffffb O6: ffffffff
R1: 63636363 R2: 63636363

12
04

00000000
00000000

11
03

00000000
00000000

10
02

00000002
00000000

09
01

TEFFffff
TEEEFfff

08
00

fffffffc
fEFFfffef
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Snow 2.0 Internal state at tine -30

15: ea9a3527 14: e5f 1b94c 13: 09df ef 08 12: 80000001 11: 00000000 10: 00000000 09: 00000002 08: 7fffffff
o7:fffffffc O6:fffffffb O5:ffffffff 04:80000000 03: 00000000 02: 00000000 01: 00000000 00: 7fffffff
R1: e3636363 R2:f bf bf bf b

Snow 2.0 Internal state at tine —-29

15: a69f al0d 14: ea%9a3527 13: e5f 1b94c 12: 09df ef 08 11: 80000001 10: 00000000 09: 00000000 08: 00000002
07: 7fffffff O6:fffffffc OG:fffffffb O4:ffffffff 03:80000000 02: 00000000 01: 00000000 00: 00000000
R1: f bf bf bf a R2: 34del111

Snow 2.0 Internal state at tine -28
15: 8ecaccdb 14: a69fal0d 13:ea%9a3527 12:e5f1b94c 11:09dfef08 10: 80000001 09: 00000000 08: 00000000
07: 00p00002 o6: 7fffffff OG:fffffffc O4:fffffffb O3:ffffffff 02: 80000000 01: 00000000 00:(OOPOOOOO
R1: 34fle110c R2: 692d2d4b

Snow .0 Internal state at tine -27
15: eaf 4d48f 14: 8ecaccdb 13:a69falld 12: ea%9a3527 11:e5f 1b94c 10: 09df ef 08 09: 800009001 08: 00PO0000
07: 00p0O0000 06: 00000002 O5: 7fffffff O4:fffffffc O3:fffffffb 02:ffffffff 01:(80000000 00: 0OPOOOOO
R1: 69pd2d47 R2: b66ede7f

Snow .0 Internal state at tine —-26
15: 19805681 14: eaf 4d48f 13: 8ecaccdb 12: a69falld 11:ea9%9a3527 10: e5f1b94c 09: 09df ef 08 08: 80P00001
07: 00pO0O0O0O0 06: 00000000 05: 00000002 04: 7fffffff 03:fffffffc 02 fffffffb OL: ffffffff 00: 80OPOOOOO
R1: 36pede7e R2:12c¢38109

Snow .0 Internal state at tine -25
15: e8p88f 55 14: 19805681 13: eaf 4d48f 12: 8ecaccdb 11:a69hal0d 10: ea9a3527 09: e5f 1b94c 08: 09(f ef 08
07: 80p00001 06: 00000000 05: 00000000 04: 00000002 O3 fRfffff O02:fffffffc OL:fffffffb OQ0:ffffffff
R1: 12¢3810b R2: 86c47640

Snow .0 Internal state at tine -24
15: fap65ef 1 14: e8688f55 13: 19805681 12: eaf4d48f 11:8ecaccdb 10: a69f al0d 09: ea9a3527 08: e5f 1b94c
07: 09{if ef 08 06: 80000001 05: 00000000 04::00000000 03: 00000002 02: 7fffffff O1:fffffffc OO:fffffffb
R1: 86£47640 R2: d63b88a5

Snow .0 Internal state at tine =23
15: 6cya94aa 14:fab65efl 13:e8688f55 12: 19805681 11: eaf 4d48f 10: 8ecaccdb 09: a69f al0d 08: eapa3527
07: e5f 1b94c 06: 09df ef 08 05: 80000001 04: 00000000 03: 00000000 02: 00000002 01: 7fffffff OO0:fffffffc
R1: d68b88a5 R2: b7c51902

Snow P.0 Internal state at tine -22
15: 5c£d2805 14: 6c%a%4aa 13:fab565ef1l 12:e8688f55 11:19805681 10: eaf 4d48f 09: 8ecaccdb 08: a6pf alld
07: eapa3527 06..e5f1b94c 05: 09df ef 08 04: 80000001 03: 00000000 02: 00000000 01: 00000002 00: 7fffffff
R1: 37¢51903 R2..dblc5e4f

Snow R.0/,nternal state at tine -21
15: 268ete81+—14-5ced2805—13-6cFa94aa—12+ab6bef111:8688F55—10-1980568109—~eaf4d48F—088etaccdb
07: a69f al0d 06: ea9a3527 05: e5f 1b94c 04: 09df ef 08 03: 80000001 02: 00000000 01: 00000000 00: 00000002
R1: e4f c4d57 R2: d04da3ad

Snow 2.0 Internal state at tine -20

15: 2e5cclad 14: 26acle81 13:5ced2805 12: 6c7a94aa 11:fab565ef 1 10: e8688f 55 09: 19805681 08: eaf 4d48f
07: 8ecaccdb 06: a69f a10d 05: ea9a3527 04: e5f 1b94c 03: 09df ef 08 02: 80000001 01: 00000000 00: 00000000
R1: b63f 5cf 9 R2: 6c782451
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at time -19
13: 26acle81
05: a69f al0d

Snow 2.0 Internal state
15: 2eb71be8 14: 2e5ccla4d
07: eaf 4d48f 06: 8ecaccdb
R1: 57125978 R2: 13ebdccc

12
04:

5ced2805
ea9a3527

11
03

6c7a94aa
e5f 1b94c

10
02

f ab65ef 1
09df ef 08

09
01

e8688f 55
80000001

08
00

19805681
00000000

time -18
2e5ccla4

at
13

Snow 2.0 Internal state

15:dc33fa8c 14:2eb71be8 12: 26acle81 11:5ced2805 10: 6¢c7a%94aa 09:fa565ef1l 08: e8688f 55

07:19805681
R1: ba8b7dd9

Snow 2.0 Int
15: 3007668a
07: e8688f 55
R1: f 9ddf 792

Snow 2.0 Int
15: 6f bbfcf b
07: f ab65ef 1
R1: 59ac3848

Snow 2.0 Int
15: 47128118
07: 6c7a94aa
R1: 6a8eb4f f

Snow 2.0 Int
15: 9dd8c346
07: 5ced2805
R1: d592cf 4c

Snow 2.0 Int
15: 14c6e4dbl
07: 26acle81
R1: a5059dac

Snow 2.0 Int
15: 2bel1899a
07: 2e5cclad
R1: 24b38945

Snow 2.0 Int
15: 09363669
07: 2eb71be8
R1: ee00bebb

Snow 2.0 Int
15: 9e6f 24ce
07: dc33f a8c

06: eaf 4d48f
R2: 6b132abh7

ernal state
4 dcl33f a8c

05

at

13

8ecaccdb

time -17
2eh71he8

04:

12

a69f al0d

2eb5cclad

03

11

ea%9a3527

26acle8l

02

10

ebf 1b94c

Sced2808

01

09

09df ef 08

6c7a94aa

00

08

80000001

fab6hef]

D6: 19805681
R2: 6eb763b9

brnal state
| 4: 3007668a
6: €8688f 55
R2: 510e5e7e

brnal state
| 4: 6f bbfcfb
D6: f a565ef 1
R2: ed2a3ff 7

brnal state
| 4: 47128118
D6: 6c7a94aa
R2: aaaf 3ebb

brnal state
| 4: 9dd8c346
6: 5ced2805
R2: b838f 49b

brnal state
| 4: 14c6edbl
D6: 26acle8l
R2: 911396b6

brnal state
| 4: 2be1899a
D6: 2e5cc lak
R2: 1449ba75

brhals state

05

at

13
05

at

13
05

at

13
05

at

13
05

at

13
05

at

135
05

at

eaf 4d48f

time -16
dc33f a8c
19805681

time -15
3007668a
e8688f 55

tine -14
6f bbf cf b
fab65ef 1

time -13
47128118
6c7a94aa

time -12
9dd8c346
5ced2805

tione 11
14c6edbl
26acle8l

time =10

04:

12
04:

12
04:

12
04:

12
04:

12
04:

12
04:

8ecaccdb

2eb71be8
eaf 4d48f

dc33fa8c
19805681

3007668a
e8688f 55

6f bbf cfb
f ab65ef L

47128118
6c7a94aa

9dd8c346
5ced2805

03

11
03

11
03

11
03

1T
03

11
03

11
03

a69f al0d

2ebcclad
8ecaccdb

2eb71be8
eaf 4d48f

dc33fa8c
19805681

3007668a
e8688f 55

6f bbf cf b
fa565ef 1

47128118
6c7a94aa

02

10
02

10
02

10s
02

10
02

10
02

10
02

ea%9a3527

26acle81
a69f al0d

2e5ccla4
8ecaccdb

2eb71be8
eaf 4d48f

dc33f a8c
19805681

3007668a
e8688f 55

6f bbf cf b
fa565ef 1

01

09
01

09
01

09
01

09
01

09
01

09
01

ebf 1b94c

5ced2805
ea9a352/

26acle8l
a69f al0d

2e5ccla4
8ecaccdb

2eb71be8
eaf 4d48f

dc33fa8c
19805681

3007668a
e8688f 55

00

08
00

08
00

08
00

08
00

08
00

08
00

09df ef 08

6c7a94aa
e5f 1b94c

5ced2805
ea%9a3527

26acle8l
a69f al0d

2ebcclad
8ecaccdb

2eb71be8
eaf 4d48f

dc33fa8c
19805681

IATUI5035007

06: 2eb71be8

1S7

05

2be1899a

2ebcclad

LIZ7

04:

tActedbt

26acle81

i N

03

9td8T346

5ced2805

ER VN

02

2 3 N WA o i BN N o)

6c7a94aa

UT.

01

6 bbfcf

f ab65ef 1

UG,

00

SUU7000d

e8688f 55

R1: 3af 5d8f 6 R2: b8f a206d

time -9
09363669
2eb71be8

at
13
05

Snow 2.0 Internal state
15: f 87d0a5a 14: 9e6f 24ce
07: 3007668a 06: dc33f a8¢
R1: e756e211 R2: 5a6f 3141

12
04

2bel899a
2e5ccla4

11
03

14c6e4bl
26acle8l

10
02

9dd8c346
5ced2805

09
01

47128118
6c7a94aa

08
00

6f bbf cf b
fa565ef 1

time -8
9e6f 24ce
dc33fa8c

at
13
05

Snow 2.0 Internal state
15: 056b74c0 14:f87d0a5a
07: 6f bbf cf b 06: 3007668a
R1: 89264d29 R2: 87c4f 589

12
04

09363669
2eb71be8

11
03

2bel899a
2e5ccla4

10
02

14c6edbl
26acle8l

09
01

9dd8c346
5ced2805

08
00

47128118
6c7a94aa
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Snow 2.0 Internal state at time -7

15: 82d49257 14:056b74c0 13:f87d0ab5a 12: 9e6f 24ce 11:09363669 10: 2bel899a 09: 14c6e4bl 08: 9dd8c346
07: 47128118 06: 6f bbf cfb 05: 3007668a 04: dc33f a8c 03: 2eb71be8 02: 2e5cclad 01: 26acle81 00: 5ced2805
R1: 63f 8f 015 R2: b541dd3f

Snow 2.0 Internal state at time —6

15: 4f 549ab4 14:82d49257 13: 056b74c0 12:f87d0ab5a 11:9e6f24ce 10: 09363669 09: 2bel899a 08: 14c6edbl
07:9dd8c346 06: 47128118 05: 6f bbf cfb 04: 3007668a 03: dc33f a8c 02: 2eb71be8 01: 2e5cclad 00: 26acle8l1
R1: e54943c9 R2:cb416287

Snow 2.0 Internal state at tinme -5
15: 01d938hh 14: 4f 540ah4 13- 82d40257 12: 056h74c0 11:£87d0a5a 10: 9eif 24ce 00:- 00363669 08 2he1899a
07: 14¢6e4bl 06: 9dd8c346 05:47128118 04: 6f bbfcfb 03: 3007668a 02: dc33fa8c 01: 2eb71be8 00:2epcclad
R1: 3af d5f 82 R2: f4cl7d6d

Snow .0 Internal state at time —4
15: 99¢99eb5 14:01d936bb 13: 4f 549ab4 12:82d49257 11:056b74c0 10: f87d0a5a 09: 9e6f24ce 08: 09B63669
07: 2bp1899a 06: 14c6ed4bl 05: 9dd8c346 04: 47128118 03: 6f bbf cfb 02: 3007668a 01:(de33f a8c 00: 2ep71be8
R1: 3bfi3f e85 R2: b5ef eab8

Snow .0 Internal state at time -3
15: Oepd4e3f0 14:99c99eb5 13:01d936bb 12: 4f 549ab4 11:82d49257 10: 056h74c0 09: f 87d0a5a 08: 9epf 24ce
07: 09B63669 06: 2bel899a 05: 14c6edbl 04: 9dd8c346 03: 47128118 02 6fbbfcfb 01: 3007668a 00: dcB3f a8c
R1: 53¢8adf e R2: a0ddb267

Snow .0 Internal state at tine -2
15: f ap00bc8 14: Oeade3f0 13:99c99eb5 12: 01d936bb 11: 4f549ab4 10: 82d49257 09: 056b74c0 08: f 8fdO0a5a
07: 9epf 24ce 06: 09363669 05: 2bel899a 04: 14c6edbl 03:9dd8c346 02: 47128118 01: 6f bbfcfb 00: 30p7668a
R1: b5p49718 R2: 6ac944cc

Snow .0 Internal state at time -1
15: 61fec1b8 14:fa000bc8 13: 0eade3f0 12: 99c¢99eb5 11: 01d936bb 10: 4f 549ab4 09: 82d49257 08: 05pb74c0
07: f 8fd0aba 06: 9e6f 24ce 05: 09363669 04:2b€1899a 03: 14c6edbl 02: 9dd8c346 01: 47128118 00: 6f pbfcfb
R1: 96pace66 R2: 9cd3a85e

-

Snow .0 Internal state at tine ©
15: 311914d5 14: 61decl1lb8 13:fa00Q0bc8 12: 0ea4e3f0 11:99c99eb5 10:01d936bb 09: 4f 549ab4 08: 82049257
07: 05pb74c0 06: f 87d0a5a 05: 9e6f 24ce 04: 09363669 03: 2bel899a 02: 14c6edbl 01: 9dd8c346 00: 47[128118
R1: a6p9dec7 R2: 495041dc

Snow P.0 Internal state at tine 1
15: 90p8ec10 14: 31f.914d5 13: 61declb8 12:fa000bc8 11: 0eade3f0 10: 99c99eb5 09: 01d936bb 08: 4f p49ab4
07: 82§149257 06:~056b74c0 05:f87d0a5a 04: 9e6f 24ce 03: 09363669 02: 2bel899a 01: 14c6e4bl 00: 9dH8c346
R1: e7pf 66aa_R2+05b5db95

-

Snow Rs0{lnternal state at tinme 2

15: abeT806—t49098eTc 0133t 9t4d5 126 tdectb8 Tt Ta000bc 810 Oeade3f 00999t 99eb508010d936bb
07: 4f 549ab4 06: 82d49257 05: 056b74c0 04: f 87d0a5a 03: 9e6f 24ce 02: 09363669 01: 2bel899a 00: 14c6edbl
R1: f e32e5ef R2:e728468a

Snow 2.0 Internal state at tine 3

15: 962f d59e 14: a5e7b806 13:9098ecl1l0 12:31f914d5 11:61declb8 10:fa000bc8 09: Oead4e3f0 08: 99c99eb5
07: 01d936bb 06: 4f 549ab4 05: 82d49257 04: 056b74c0 03: f 87d0a5a 02: 9e6f 24ce 01: 09363669 00: 2bel899a
R1: ec93bb4a R2: ed96a84d

Snow 2.0 Internal state at tine 4

15: be037f 87 14: 962f d59e 13: a5e7b806 12: 9098ecl1l0 11:31f914d5 10: 61decl1b8 09: f a0O00bc8 08: Oeade3f0
07:99¢99eb5 06: 01d936bb 05: 4f 549ab4 04: 82d49257 03: 056b74c0 02: f 87d0a5a 01: 9e6f 24ce 00: 09363669
R1: 706b3aa4 R2: d0d6a880
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Snow 2.0 Internal state
15: 3e9ee9ba 14: be037f 87
07: Oeade3f 0 06: 99c99eb5
R1: 202b4334 R2: 86c48227

Snow 2.0 Internal state
15: al4a6lel 14: 3e9ee9%ba
07: f a000bc8 06: Oeade3f 0
R1: 889db8e2 R2: h6399358

at time 5
13: 962f d59e
05: 01d936bb

12
04:

a5e7b806
4f 549ab4

11
03

9098ec10
82d49257

10
02

31f 914d5
056b74c0

09
01

61ldec1b8
f 87d0aba

08
00

f a000bc8
9e6f 24ce

time 6
be037f 87
99c99eb5

at
13
05

12
04:

962f d59e
01d936bb

11
03

abe7b806
4f 549ab4

10
02

9098ec10
82d49257

09
01

31f 914d5
056b74c0

08
00

61declb8
f 87d0aba

Snow 2.0 Interna

15: ¢cc852528

time 7
300ep00ha

at
13

state

A:-al1d4a6l1el 12:-beQ37f87 11:962fd59e 10: a5e7bh806 09:9098ec10

08

31f914d5

07: 61dec1b8
R1: 5003320d

Snow 2.0 Int
15: 4b895ab7
07: 31f 914d5
R1: 20c449f 5

A.3.2 256-k

A3.21 Key
(1Va, I Vo, [ V4, |
key = 800000
Keystream ou

(1Vs, Vo, 1V,
key = AAAAAA}
Keystream ou

(1Va, 1 Vo, 1V, |
key = 800000
Keystream ou

(1Va, I Vo, [V, |
key = AAAAAAJ
Keystream ou

D6: f a000bc8
R2: 121f 6605

05: Oeade3f 0 04: 99c99eb5 03:01d936bb 02: 4f 549ab4 01: 82d49257

time 8
ald4ablel
f a000bc8

at
13
05

brnal state
| 4: cc852528
6: 61dec1b8
R2: 9cf 74118

12
04:

3e9ee%ba
Oeade3f 0

11
03

be037f 87
99c99ehb5

10
02

962f d59e
01d936bb

09
01

a5e7b806
4f 549ab4

it key
, initialization vector, and keystream triplets

Vo) =(0,0,0,0),
PO00000000000000000000000000000000000000000000000000000000
put: OB5BCCE20323E28E0FC203809C66AB73CA35A680F2A5DD197E0C5C02287BE822

Vo) = (0,0,0,0),
put: DICC22FD861492D0AE6F43FBOF072012078C5AEEE479DESCFOES55F458EEDS5S.

Vo) = (4,3,2,1),
000000000000000000000000000000000000000000000000000000000
put: 7861080D5755E90B736F10916ED519B12C1A3A4255297FC2246AB7FA6C089526.

Vo) = (4,3,2,1),
put: 29261FCESED038201D6AFAF8B87E74FEDA9ECB10197EACO25D024EBA5E0CT655.

A.3.2.2 Sammple internal-state

00

08
00

056b74c0

9098ec10
82d49257

K = 80 00 0p 00 00~0O” 00 00O 00 OO0 00 00 00O OO OO OO OO OO OO OO OO OO OO0 OO OO0 OO OO OO 0O 0O Op 0O
IvV= 00 00 00/04 004,060 00 03 00 00 00 02 00 00 0O 01

Z0= 78 61 08|Qd¢57 55 €9 Ob 73 6f 10 91 6e d5 19 bl 2c la 3a 42 55 29 7f c2 24 6a b7 fa 6¢c 08 95|26
Snow 2.0 Internal state at tine -34

15: 80000000 14: 00000000
07: 7fffffff O6:ffffffff
R1: 0804a9cc R2: 00000001

Snow 2.0 Internal state
15: 80000001 14: 00000000
07: 7fffffff O6:ffffffff
R1: 00000000 R2: 00000000

34

13: 00000000 12: 00000000 11: 00000000 10: 00000000 09: 00000000 08: 00000000
O5: ffffffff O4: ffffffff O3:ffffffff O2: ffffffff OL:Ffffffff OQO:fFfffffff

at time -33
13: 00000000 12: 00000002 11: 00000000 10: 00000003 09: 00000004 08: 00000000
o5:ffffffff OQ4:ffffffff O3: ffffffff Q2: ffffffff QL ffffffff QO:ffffffff
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