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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
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pblogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ards adopted by the joint technical committee are circulated to national hodies for voting
International Standard requires approval by at least 75 % of the natiopal bodies casting a V|

ISO and IEC shall not be held responsible for identifying any,erall such patent rights.

FC 18033-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
bmmittee SC 27, IT Security techniques.

cally revised. It also incorporates the Technical Corrigenda ISO/IEC 18033-3:2005
FC 18033-3:2005/Cor.2:2007 and ISO/IEC 18033-3:2005/Cor.3:2008.

FC 18033 consists of the following parts, under the general title Information technology
ques — Encryption algorithms:

art 1: General
art 2: Asymmetric ciphers
art 3: Block ciphers

art 4: Stream ciphers
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Information technology — Security techniqgues — Encryption
algorithms —

Part 3:
Block ciphers

1 $Scope
This part of ISO/IEC 18033 specifies block ciphers. A block cipher maps blocks of n bits to blogks of n bits,
undetf the control of a key of k bits. A total of seven different block ciphers)are defined] They are
categprized in Table 1.

Table 1 — Block ciphers specified

Block length Algorithm name (see #) Key length
TDEA (4.2) 128 or 192 bits
_ MISTY1 (4.3)
64 bits .
CAST-128 (4.4) 128 bits
HIGHT 4.5
AES (5.2) .
) - 128, 192 or 256 bhits
128 bits Camellia (5.3)
SEED (5.4) 128 bits

The glgorithms specified in this part ef JSO/IEC 18033 have been assigned object identifiers injaccordance
with [SO/IEC 9834. The list of assigned object identifiers is given in Annex B. Any changes to the
specification of the algorithms_ resulting in a change of functional behaviour will result in a change of the
object identifier assigned to the-algorithm.

2 Terms and definitions
For the purposes.oaf-this document, the following terms and definitions apply.
2.1

block
string|af\bits of defined length

NOTE In this part of ISO/IEC 18033, the block length is either 64 or 128 hits.

[ISO/IEC 18033-1:2005]

2.2

block cipher

symmetric encipherment system with the property that the encryption algorithm operates on a block of
plaintext, i.e. a string of bits of a defined length, to yield a block of ciphertext

[ISO/IEC 18033-1:2005]

© ISO/IEC 2010 — All rights reserved 1
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2.3
ciphertext
data which has been transformed to hide its information content

[ISO/IEC 9798-1:1997]

2.4

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment)

NOTE In all the ciphers specified in this part of ISO/IEC 18033, keys consist of a sequence of bits.
[ISO/IEC 11j770-1:1996]

25
n-bit block cipher
block cipherfwith the property that plaintext blocks and ciphertext blocks are n bits injlehgth

[ISO/IEC 10116:2006]
2.6
plaintext

unenciphergd information

[ISO/IEC 9797-1:1999]

3 Symbpls

n plaintext/ciphertext bit length for a block’eipher

Ex encryption function with key K

Dk decryption function with key. K

Nr the number of rounds for the AES algorithm, which is 10, 12 or 14 for the choices of key length

128, 192 or 256 bits,respectively

@® the bit-wise logical exclusive-OR operation on bit-strings, i.e., if A, B are strings of the [same
length then A@ B is the string equal to the bit-wise logical exclusive-OR of A and B

&® multiplication of two polynomials (each with degree < 4) modulo x* + 1

VAN the-bit-wise logical AND operation on bit-strings, i.e., if A, B are strings of the same lengtlh then
A/ABsthe string equal to the bit-wise fogical AND of A and B

Vv the bit-wise logical OR operation on bit-strings, i.e., if A, B are strings of the same length then
A VB is the string equal to the bit-wise logical OR of A and B

Il concatenation of bit strings

. finite field multiplication
<< the left circular rotation of the operand by i bits
>>>; the right circular rotation of the operand by i bits

2 © ISO/IEC 2010 — All rights reserved
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the bitwise complement of x

x|

amodn for integers a and n, (a mod n) denotes the (hon-negative) remainder obtained when a is
divided by n. Equivalently if b = a mod n, then b is the unique integer satisfying:
()0<b<n,and
(i) (b-a) is an integer multiple of n

H addition in modular arithmetic, i.e., if A, B are t-bit strings then AHB is defined to equal (A+B
mod 2

=] subtraction in modular arithmetic, i.e., if A, B are t-bit strings then ABHB is defined to equal (A-B
mod 2)

4 g4-bit block ciphers

4.1 |Introduction

In this clause, four 64-bit block ciphers are specified; TDEA (or ‘Triple”DES’) in 4.2, MIS[TY1 in 4.3,
CAST-128 in 4.4, and HIGHT in 4.5.

Userq authorized to access data that has been enciphered shallchave the key that was used to ¢ncipher the
data in order to decipher it. The algorithm for any cipher in this(Clause is designed to encipher gnd decipher

blocks of data consisting of 64 bits under control of ai128- (or 192-) bit key. Deciphering shall be
accomplished using the same key as for enciphering.

4.2 |[TDEA

4.2.1| The Triple Data Encryption Algorithm
The Triple Data Encryption Algorithm (TDEA) is a symmetric cipher that can process data blocKs of 64 bits,
using|cipher keys with length of 128 (er192) bits, of which 112 (or 168) bits can be chosen arbitrarily, and
the rgst may be used for error detection. The TDEA is commonly known as Triple DES (Datq Encryption
Standard).

A TOEA encryption/decryption operation is a compound operation of DES encryption and decryption
operdtions, where the DES:algorithm is specified in Annex A. A TDEA key consists of three DES [keys.

4.2.2| TDEA encryption/decryption

4228  Encryption/decryption definitions

The TDEA.s defined in terms of DES operations, where Ek is the DES encryption operation for the key K
and Qg sthe DES decryption operation for the key K. T

4.2.2.2 TDEA encryption

The transformation of a 64-bit block P into a 64-bit block C is defined as follows:

C =Ey, (Dy, (Eq, (P)).

© ISO/IEC 2010 — Al rights reserved 3
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4223 T

DEA decryption

The transformation of a 64-bit block C into a 64-bit block P is defined as follows:

P =Dy, (E, (D, (C))) -

4.2.3 TDEA keying options

This part of ISO/IEC 18033 specifies the following keying options for TDEA. The TDEA key comprises the
triple (Kq, Ky, K3).

1. Keying Option 1: Ky, K, and K3 are different DES keys;
2. Keyjng Option 2: K; and K, are different DES keys and K3 = K.
NOTE The option that K; = K, = K3, the single-DES equivalent, is not recommended. Furthérmore, the pse of
keying optior] 1 is preferred over keying option 2 since it provides additional security at the samé performance level
(see [3] for fufther details).
4.3 MISTK1
4.3.1 TheMISTY1 algorithm
The MISTY1 algorithm is a symmetric block cipher that can processcdata blocks of 64 bits, using a ¢ipher
key with length of 128 bits.
4.3.2 MISTY1 encryption
The encryptjon operation is as shown in Figure 1. The transformation of a 64-bit block P into a 64-bit block C
is defined as$ follows (KL, KO and KI are keys):
(1) PHLo I Ro
KLE KLy || KLz || ... || KLy
KO|= KOy || KO, || ... || KOg
KI 3 Kl || Ko || ... || Klg
(2) for|=1,3, ..., 7 (increment in steps of 2 because the loop body consists of two rounds):
R = FL(S4 KLy
L £ FL(Ri1, KLix1) © FO(R;, KO;, KI)
L1 = Ry®@ FO(L;, KOis1, Klit1)
Risi =L
fori=9:
Ri = FL(Li.1, KLy)
Li = FL(Ri.1, KLj+1)
(3) C=Lo|IRe
© ISO/IEC 2010 — All rights reserved
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4.3.3 MISTY1 decryption

The decryption operation is as shown in Figure 2, and is identical in operation to encryption apart from the
following two modifications.

(1) All FL functions are replaced by their inverse functions FL™.
(2) The order in which the subkeys are applied is reversed.

4.3.4 MISTY1 functions

4344 MISTY 1 function-definritions

The MISTY1 algorithm uses a number of functions, namely S;, Sy, FI, FO, FL and FL?. Which are now
defined.

4.3.4p Function FL

The HL function is used in encryption only and is shown in Figure 3. The FL funetion is defined gs follows (X
and Y| are data, KL is a key):

(L) Xz2 = XL || Xg, KL = KLy || KLir
(B) Yr=(XLAKLy) @ Xg
B) YL=X.® (YrVKLg)

(#) Ya2=Y_ || Yr

© ISO/IEC 2010 — Al rights reserved 5
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Plaintext Ciphertext
KL1 l KL2 ! KL10 l KL9 !
— " FL ——— " FL — " FL! — " FL1!
KO1,KI1 KO8,KI8

¥ ¥

>F%> ></>

KO2,KI2 KO7,KI7

1 v \
KL3 KL4 KL8 KL7
— " FL —— " FL — " FL! o | FI?
KO3,KI3 KO6,KI6

1 v l
KO4,KI14 KO5,KI5

1 v \
KL5 KL6 KL6 KL5
— " FL —— " FL — " FL! — " FI?
KO5,KI5 KO4,KI4

] v il
KO6,KI6 KO3,KI3

1 v \
KL7 KL8 KL4 KL3
—— FL —_FL —— FLl'| T FI!
KO7,KI7 KO2,KI2

y v il
KO8,KI8 KO1,KI1

i v \

FO \/\/ FO ’\/,/
- _FL FL — FL!| — FL!

I

Plaintext

Ciphertext

Figure 1 — The Encryption Procedure Figure 2 — The Decryption Procedure
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4.3.4.3 Function FL™

The FL™ function, which is the inverse to the FL function, is used in decryption only and is shown in Figure 4.
The FL™ function is defined as follows (X and Y are data, KL is a key):

(1) Ya2 = Y || Yr, KL = KLy || KLig
(2) X|_ = Y|_ (‘D (YR \V4 KLiR)

(3) Xr = (XL AKLy) @ Yr

() Xz =X Xr
4344 Function FO

The RO function is used in encryption and decryption, and is shown in Figure 5. The.FO functign is defined
as follows (X and Y are data, KO and Kl are keys):

(L) Xs2=Lo|lRo

KO; = KOy || KOi; || KOiz || KOi4, Kl = Klig || Kliz || Klig
®)forj=1to3:

R; = FI(Lj1 ® KOy, Kly) @ Ry,

L =R

(B) Y32 = (Ls® KOu) || R3

4.3.46  Function FI

The Kl function is used for encryptions~decryption and the key schedule, and is shown in Figyre 6, where
Extnd is the operation zero-extended from 7 bits to 9 bits by the concatenation of two bits on the left side,

and Tjrunc is the operation truncatéd by two bits on the left side. The FI function is defined as follows (X and
Y are|data, Kl is a key):

—~~

l.) X16 = LO (9 bltS) ” Ro (7 bltS), Klij = KIijL ” Klin
(B) Ry = So(Lo) @ Extnd(Ro)
(B) L1 =R

(1) Ry= S7(L1) @ TrUnC(Rl) ® KlijL

(5) L2 = Rl® Klin
(6) Rs = So(Ls) @ Extnd(Rs)
(M Ls=R;

(8) Yis=Ls || Rs

© ISO/IEC 2010 — Al rights reserved 7
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X3o lYgz
X Xr YL Yr
KLiL, KLir
) S Mo\ /
KL{R_ /A N KL %
MNe \ / X VA
N V / \ \V
YL l }/32 Y R XL l ‘ng XR

lX32

Figure 3— The Function FL
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Figure 4 — The Function FL2
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Figure 5 — The Function FO
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Figure 6 — The Function FlI
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4.3.4.6 Lookup Tables S; and Sg

S; is a bijective lookup table that accepts a 7-bit input and yields a 7-bit output. Sy is a bijective lookup table
that accepts a 9-bit input and yields a 9-bit output. Tables 2 and 3 define these lookup tables in a
hexadecimal form. S; and Sy can be also described in a simple algebraic form over GF(2) as shown in
clause C.2.

For example, if the input to S is {53}, then the substitution value would be determined by the intersection of
the row with index ‘5’ and the column with index ‘3" in Table 2. This would result in S; having a value of {57}.

Table2 — S,

0 1 2 3 4 5 6 7 8 9 a b C d e Tt

OJ1lb 32 33 5a 3b 10 17 54 5b 1la 72 73 6b 2c- 66 49

1]11F 24 13 6¢c 37 2¢ 3f 4a 5d OF 40 56 25 5D 1c 04

2|10b 46 20 0d 7b 35 44 42 2b 1le 41 14 479 15 6F

3]0e 55 09 36 74 Oc 67 53 28 0Oa 7e 38( 02 07 60 29

4119 12 65 2f 30 39 08 68 5F 78 2a ¢ 64 45 75 3d

5|59 48 03 57 7c 4f 62 3c 1d 21 bEe—27 6a 70 4d 3a

6101 6d 6e 63 18 77 23 05 26 765 00 31 2d 7a 7fF 61

7|50 22 11 06 47 16 52 4e 71<{3e 69 43 34 5c 58 7d

Table 3~ Sq

0 1 3 4 5 7 8 9 b c d e f
0| 1c3 Ocb 153 19f 1e3 0e9 Ofb- 035 181 O0b9 117 1eb 133 009 02d 0d3
01| Oc7 14a 037 O07e Oeb 164193 1d8 O0Oa3 1lle 055 02c 01d 1l1la2 168 118
04| 14b 152 1d2 O00f O02b @30 13a O0Oe5 111 138 18e 063 0e3 0c8 1ff O0O1b
03] 001 09d O0f8 1a0 16d.. 1f3 0Olc 146 07d 0dl1 082 1lea 183 12d Offt 19e
04| 1d3 0dd 1e2 128,~1e0 Oec 059 091 011 12f 026 Odc ObO 18c 10fF 1f7
04| Oe7 16¢c Ob6 O0f9, 0d8 151 101 14c 103 O0b8 154 12b 1lae 017 071 0Oc
0q | 047 058 O07Ff~Ta4 134 129 084 15d 19d 1b2 1a3 048 O07c 051 1cp 023
07]113d 1a7 165 03b 042 0Oda 192 Oce Ocl O06b 09f 1f1l 12c 184 O0Ofp 196
04| 1e1 16917d 031 180 10a 094 1da 186 13e 1lc 060 175 1cf 06y 119
09| 065 (068 099 150 008 007 17c Ob7 024 019 0Ode 127 0db 0Oe4 1l1lap 052
04| 169N 090 19c 1cl 028 1b3 135 16a 176 0Odf 1e5 188 O0c5 16e 1lde¢ 1bl
0g {0e3 1df 036 Oee 1lee OF0 093 049 09a 1b6 069 081 125 O00b O05¢ Ob4
Oc| 149 1c7 174 03e 13b 1b7 08e 1c6 Oae 010 095 1ef O04e O0f2 1fd 085
Od|Oofd Of6 Oa0 16f 083 08a 156 09b 13c 107 167 098 1d0 1e9 003 1fe
Oe | Obd 122 089 0d2 18fF 012 033 06a 142 Oed 170 11b 0e2 14f 158 131
Of | 147 05d 113 1cd 079 161 1a5 179 09e 1b4 Occ 022 132 0la 0e8 004
10| 187 1ed 197 039 1bf 1d7 027 18b O0Oc6 09c 0d0O 14e 06c 034 1f2 O06e
11 ] Oca 025 Oba 191 Ofe 013 106 O02f 1lad 172 1db 0OcO 10b 1d6 Of5 1lec
12 ] 10d 076 114 1lab 075 10c 1le4 159 054 11f 04b 0c4 1be O0f7 029 Oa4
13| 00e 1f0 077 04d 17a 086 08b Ob3 171 Obf 10e 104 097 15b 160 168

© ISO/IEC 2010 — Al rights reserved


https://iecnorm.com/api/?name=5a48c86895dd6d5e4d22c9700f207653

ISO/IEC 18033-3:2010(E)

0 1 2 3 4 5 6 7 8 9 a b C d e L
141 0d7 Obb 066 1ce Ofc 092 1c5 O06Ff 016 04a Oal 139 Oaf Ofl1 190 O00Oa
15| laa 143 17b 056 18d 166 0d4 1fb 14d 194 19a 087 1f8 123 0Oa7 1b8
16 | 141 03c 1f9 140 02a 155 1lla 1lal 198 0d5 126 1l1laf 061 12e 157 1dc
171072 18a Oaa 096 115 Oef 045 O0O7b 08d 145 053 O5Ff 178 O0b2 02e 020
18| 1d5 O03fF 1c9 1e7 lac 044 038 014 Obl 16b Oab Ob5 O05a 182 1c8 1d4
191018 177 064 Ocf 06d 100 199 130 15a 005 120 1bb 1bd 0e0 04f 0d6
la| 13F 1c4 12a 015 006 Off 19b 0Oa6 043 088 050 15F 1e8 121 073 17e
1b | Obc_0Qc2 0co 173 189 1f5 074 1cc 1e6 1a8 195 01F 041 00d 1ha Q32
1c | 03df 1d1 080 0a8 057 1b9 162 148 0d9 105 062 O0O7a 021 1ff 112 ,\108
1d | 1cOf 0a9 11d 1b0O 1l1a6 Ocd Of3 O5c 102 O05b 1d9 144 1f6 Oad Oa5. 03a
le | 1cb| 136 17f 046 0Oel Ole 1dd 0Oe6 137 1fa 185 08c O08F 040 "'1Ib5 O0b
1f | 078 000 Oac 110 15e 124 002 1bc Oa2 Oea 070 1fc 116 15¢~ 04c 1c2?
4.3.5 MISTY1key schedule
The key schHeduling part accepts a 128-bit key K and yields another 128-hit(subkey K’, as shown below. The
figure of the|key scheduling part is described in Figure 7.
The key scheduling operation is thus defined as follows.
(D) K=Ki|[ K2 [| Ks || Ka || Ks || Ke || K7 || Kg
(2) foril=1to 7:
K'i = FI(K;, Kit1)
(3) K's F Fl(Kg, K1)
(4) K" =K' | K2 || K'3 || K’ || K's || K'g {EK'7 | K's
(5) KO =K, KOi; = Kisz, KOjz = Kii7, KOis = Kiss, Klip = K'iss, Kliz = K'iyq, Klig = K'iys, (1 = 1,..,8)
KLy = K(i+1)/2 (Odd I) or K,(i/2)+2 (even I), KLgr =K’ (i+1)/2+6 (Odd I) or K(i/2)+4 (even I) (I = 1,,10)
NOTE  When the value of-a'suffix is larger than 8, subtract by 8.
Ky K, Ks Ky Ks Ke K Ksg
\ 4 J A 4 J A 4 A 4 J Y J Y J Y J A 4
Fl Fl FI' | FI FI FI FI FI' |
Ky’ Ky’ K3’ Ky’ Ks’ Ke' K7’ Kg'

10

Figure 7— MISTY1 Key Scheduling
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4.4

441

ISO/IEC 18033

CAST-128

The CAST-128 algorithm

-3:2010(E)

The CAST-128 algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher

key w

NOTE
18033

4.4.2

ith length of 128 bits under 16 rounds.

The key length of the original version of CAST-128 is variable from 40 bits to 128 bits. This part of ISO/IEC

, however, specifies its use only with keys of 128 bits.

CAST-128 encryption

The t

(
(

(

443

The d
theref

4.4.4
4.4.4,

CAST

quantty Kr is used as a "rotation" kej.

4.4.4,
Thresd

round
most

1

ansformation of a 64-bit block P into a 64-hit block C is defined as follows (Km and Kr are K
[) P=Lo |l Ro

P) for i = 1 to 16:

Li=Ri1

Ri = Lis @ f(Ri.q,Km;,Kr)

B) C = Ry || Lus

CAST-128 decryption

ecryption operation is identical to the encryption operation given above, except that the
ore the subkey pairs) are used in reverse order to-compute (Lo, Ro) from (Rys, Lie).

CAST-128 functions
1  Pairs of Round Keys

-128 uses a pair of subkeys periround: a 32-bit quantity Km is used as a "masking" key

P f-functions
different round functions are used in the encryption and decryption operations, depen

number. The raunds are as follows (where "D" is the data input to the f function and "la" -
significant bytéthrough least significant byte of |, respectively).

['ype 1s I = ((Km; + D) <<<i)

-
1l

((si[1a] ® S2[1b]) - S3[Ic]) + S4[1d]

eys):

rounds (and

and a 5-bit

ding on the
"Id" are the

Type 2: 1 = ((Km ® D) <<<¢i)

=
1

((Si[1a] - S2[1b]) + S3[Ic]) ® S4[1d]

Type 3: I = ((Kmj - D) <<<i)

f = ((S1[l1a] + S2[1b]) @ S3[Ic]) - S4[Id]

Rounds 1, 4, 7, 10, 13, and 16 use f function Type 1.

© ISO/IEC 2010 — Al rights reserved
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Rounds 2, 5, 8, 11, and 14 use f function Type 2.
Rounds 3, 6, 9, 12, and 15 use f function Type 3.
4443 Substitution Boxes

44431 Thes-boxes S1to S8

Eight substitution boxes are used: s-boxes S1, S2, S3, and S4 are round function s-boxes; S5, S6, S7, and
S8 are key schedule s- boxes.

44432 S-BoxsSt

30fh40d4 9faOffOb 6beccd2f 3f258c7a 1e213f2f 9c004dd3 6003e540 cFofc949
bfd4af27 88bbbdb5 2034090 98d09675 6e63a0e0 15c361d2 c2e7661d 22d4Ff8e
28643b6f cO7fd059 TF£2379c8 775f50e2 43c340d3 df2f8656 887cadla (a2d2bd2d
alc94e0d6 346c4819 61b76d87 22540F2F 2abe32el aa54166b 22568e3a)~ a2d341d0
66dQ40c8 a784392f 004dff2f 2db9d2de 97943fac 4a97cld8 527644b7 b5f437a7
b82gbaef d751d159 6FfF7f0ed 5a097alf 827b68d0 90ecf52e 22b0Oc054 bc8e5935
4b6d2f7Ff 50bb64a2 d2664910 bee5812d b7332290 e93b159F.\ b48eedll 4bTF345d
fd45c240 ad31973F c4f6d02e 55fc8165 dS5blcaad alac2dae a2d4b76d c¢19b0c50
8824401F2 0c6e4f38 adedbfd7 4f5ba272 564cld2f c59¢5319 b949e354 b04669fe
blbgab8a c¢71358dd 6385c545 110f935d 57538ad5_ <6a390493 e63d37e0 2a54f6b3
3a747d5F 6276a0b5 19a6fcdf 7a42206a 29f9d4d5Vf61b1891 bb72275e aa508167
38901091 c6b505eb 84c7cb8c 2ad75a0f 874al427 a2d1936b 2ad286af aa56d291
d7894360 425c750d 93b39e26 187184c9 6c00b32d 73e2bbl4 aObebc3c 54623779
64499%eab 31328b82 7718cf82 59a2ceab* 04ee002e 89fe78e6 3fab0950 325fFfF6c2
8138305 6963c5c8 76cb5ad6 d49974e9° cal80dcf 380782d5 c7fabcf6 8ac31511
35e719e13 47da91d0 f40f9086 a7e2419e 31366241 051ef495 aa573b04 4a805dsd
548300d0 00322a3c bf64cddf ba57a68e 75c6372b 50afd341 a7cl3275 915a0bf5s
6b54bfab 2b0b1426 ab4cc9d? ,*449ccd82 F7fbf265 ab85c5f3 1b55db94 aad4e324
cfaq4bd3f 2deaa3e2 9e204d02 c8bd25ac eadf55b3 d5bd9e98 e31231b2 2ad5ad6c
954329de adbe4528 d87%10f69 aa51c90f aa786bf6 22513fle aa5la79b 2ad344cc
7b5341f0 d37cfbad ( 1b069505 4lece491 b4c332e6 032268d4 c9600acc ce387e6d
bféhbl6c 6a70fh78~ 0d03d9c9 d4df39de e01063da 4736Ff464 5ad328d8 b347cc96
75bQ0fc3 98511bfb 4ffbcc35 b58bcf6a ellfOabc bfcS5feda a70aecl0 ac39570a
3f04442f 6188b153 e0397a2e 5727cb79 9ceb418F 1cacd68d 2ad37c96 0175cb9d
c69dff09 ,c75b65Ff0 d9db40d8 ec0e7779 A4744ead4 bllc3274 dd24chb9e 7elc54bd
fO01144F9 d2240ebl 9675b3fd a3ac3755 d47c27af 51c85f4d 56907596 a5bbl5e6
580304f0 cal042cfl 01la37ea 8dbfaadb 35ba3ed4a 3526ffa0 c37b4d09 bc306ed9
98a52666 5648fF725 Tff5e569d 0ced63d0 7c63b2cft 700b45el d5ea50f1l 85a92872
aflfbda7 d4234870 a7870bf3 2d3b4d79 42e04198 0cdOede7 26470db8 ¥881814c
474d6ad7 7c0c5e5c d1231959 381b7298 f5d2f4db ab838653 6e2fle23 83719c9e
bd91e046 9a56456e dc39200c 20c8c571 962bdalc e1e696fFF bl41ab08 7cca89b9
1a69e783 02cc4843 a2f7c579 429ef47d 427b169c 5ac9f049 dd8FOF00 5c8165bf
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44433 S-Box

1201094
ada7ef79
a0b52f7b
dlda4181
1fc41080
€113c85b
3d63cf73

S2

efOba75b
4e1d7235
59e83605
3b092ab1
179bee7a
acc40083
cee234c0

69e3cf7e
d55a63ce
eel5b094
f997flcl
d37ac6a9
d7503525
d4d87e87

39314380
de0436ba
e9ffdo09
abe6cf7b
fe5830a4
f7eabl5f
5c672b21

fe6lcf7a
99c430ef
dc440086
01420ddb
98de8b7f
62143154
0716181

eec5207a
5f0c0794
ef944459
ed4e7ef5b
77e83f4e
0d554b63
39f7627f

ISO/IEC 18033-3:2010(E)

55889c94
18dcdb7d
ba83ccbh3
25a1ff41
79929269
5d681121
361e3084

72fc0651
ald6eff3
e0c3cdfth
e1801806
24fa9f7b
€c866c359
e4eb573b

BUZTo4ad
10843094
fc884169
8256333
c5d655dd
54103084
eccf01db
8led6f61
5e552d25
a20c3005
ee4le729
7398417
50d99c08
cdf0b680
7af75673
db2ffd5e
b8da230c
c72feffa
61d9b8c6
dc8637a0
2d6a77ab
5483697b
b284600c
8f5ea2b3
43d79572

do3acdJc
2537a95e
3e4de8dfT
844e8212
eb667064
066Tf472
a6d3dOba
20e74364
5272d237
8871df63
6eld2d7c
al269859
cb3f4861
17844d3b
2fdd5cdb
8132cel9
80823028
22822e99
00b24869
16a7d3bl
3527ed4b
2667a8cc
d835731d
fc184642
7e6dd07c

THbCcA635
f46f6ffe
ef0e0088
128d8098
77840b4d
a3laal53
b6803d5¢c
b45e1378
79d2951c
b9de2fcb
50045286
ec645c44
c26bd765
3leef84d
alle3lcl
306af97a
dcdef3c8
82c570b4
b7Ffce3f
91c393b7
821fd216
85196048
dcblc647
0a036b7a
06dfdfle

9e81032d
alff3bilf
3559648d
fed33fb4
alb6a801
dadc4755
af77a709
del18639b
c60d894c
Occ6c9e9
1e6685f3
52c877a9
64a3f6ab
7e0824e4
30f66F43
02f03ef8
d35fb171
d8d94e89
08dc283b
a7136eeb
095c6e2e
8c4dbacea
ac4c56ea
4fb089bd
6c6ecedef

Z70IT50C
208cfb6a
8a45388c
ce280ael
84db26a9
b5625dbf
33b4a34c
881cal22
488cb402
Obeeff53
£33401c6
cdfrf33a6
80342676
2cch49eb
b3faecb4
99319ad5
088albc8
8blc34bc
43daf65a
c6bcc63e
db92f2fb
833860d4
3ebd81b3
649da589
7160a539

9984 7ab%
8F458c74
1d804366
27e19ba5
e0b56714
68561be6
397bc8d6
b96726d1
Ibaafe5b
e3214517
30a22c95
a02b1741
25a75e7b
846a3bae
157fd7fa
c242fa0f
bec0c560
301el6e6
719798
1a513742
5eea29ch
0d23e019
230eabb0
a345415e
73bfbe70

ave3dt79
d9e0a227
721d9bfd
d5a6€252
23€043b7
83ca6h94
5ee22h95
8049a7e8
a4b09f6b
b4542835
31a70850
7cbad9a2
ede6difc
8Ff77888
ef8579cc
a7e3ebb0
61a3c9e8
273be979
7619b72F
ef6828bc
1458925
6¢c387e8a
6438bc87
5c038323
83877605

bacc
dec?
a586
e497
e5d0
2d6e
5f0e
22b7
1ca8
9f63
6093
2180
20c7
eebd
di52
c68e
bca8
bOfF
8flc
5203
9158
Oae6
fOb5
3ebd
4523

38c
Ba34
B4bb
b4bd
5860
H23b
5304
Ha7b
15cf
P93cC
DF13
D36F
10e6
50T6
He58
906
F54d
Paab
bba4d
55d6
Nf7f
0249
b1fa
Bbb9
ectl

44434 S-Box

8defc240
bebl1fobf
11107d9f
553fb2c0
4e1a8302
a8c01db7
99b03dbf

S3

25fa5dof
eefbcaea
07647db9
489ae22b
baeO7fff
579fc264
b5dbc64b
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eb903dbf
e8cf1950
b2e3e4d4
d4ef9794
528246e7
67094131
638dc0e6

€810c907
51df07ae
3d4f285e
125e3fbc
8e57140e
f2bd3f5f
55819d99

47607FfFF
920e8806
b9afa820
21fffcee
3373fF7bf
40FfFf7cl
al97c81c

369fed4b
f0ad0548
fade82e0
825b1bfd
8c9f8188
1fb78dfc
4a012d6e

8clfc644
€13c8d83
a067268b
9255c5ed
a6fcdee8
8e6bd2c1
c5884a28

aececa9d0
927010d5
8272792e
1257a240
c982b5a5
437be59b
ccc36F71
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44435

14

b843c213
a747d2do
8c96fdad
efbd7d9b
23efe941
f8af918d
ef303cab
8b907cee
5c76460e

6c0743f1
1651192e
5d2c2aae
a672597d
a903f12e
4e48fF79e
984faf28
b51fd240
00ea983b

8309893c
af70bf3e
8ee99a49
ada840d8
60270df2
8f616ddf
779fafob
e7c07ce3
d4d67881

Ofeddd5f
58c31380
50da88b8
4554504
0276e4b6
€29d840e
92dc560d
eb566b4al
£d47572c

2f7fe850
5f98302e
8427f4a0
fa5d7403
94fd6574
842F7d83
224d1e20
c3e9615e
f76cedd9

d7c07f7e
727cc3c4
leac5790
e83ec305
927985b2
340ce5c8
8437aa88
3cf8209d
bda8229c

02507fbf
0a0fb402
7961tb449
4f91751a
8276dbcb
96bbb682
7d29dc96
6094d1e3
127dadaa

5afb9a04
Of7fef82
8252dc15
925669c2
02778176
93b4b148
2756d3dc
cd9ca341
438a074e

1197
68cd
4b39
61bg
2850
110§
d2dd
3a6(d
a2dd
a204
947Q
6ea’
6721
57271
2821
f7b3

9db3
7e29
2814
ee4q
8053
ce84
2649
abe(

c090
7bfb
fffa
8bal
alc8
1fab
2dfe
9437
2FFF
8016
0001
2fde
4ch8
cl48
9350
efd5

S-Box

0420
7aff
7f5F
111a
0100
frdf
abdf
502¢

081bdb8a
doof2788
ba39aee9
dlled42d1
3c62f44f
108618ae
8ef5896
ec00c9a9
d2bf60c4
97573833
570075d2
5f08ae2b
b1e583d1
2be98ald
8334b362
4142ed9c

S4

1fb6e9de
e60Th663
4fa2b8cd
Ofca5167
e83ebefe
£5718801
aealc7f5
ec8d77de

93a07ebe
12490181
a4ffd30b
cead04f4
35c0Oeaab
fcfdo8ed
e4cf52da
44715253
d43f03c0
d7207d67
fobb8818
af7a616d
b7dc3e62
8ab41738
d91d1120
a4315cl11

ar7be7bef
@95F35al1
c9430040
71Ff904c
ac9af4f8
3dd64b04
36338ccl
57971e81

b938cal5
5de5ffd4
faf7933b
127ea392
e805d231
foff2889
95155b67
0a874b49
50b4ef6d
deOf8f3d
8942019e
e5c98767
7f10bdce
20elbe24
2b6d8da0
83323ecH

d273a298
79ebt120
0cc32220
2d195ffe
7fe72701
a26t263b
503f7e93
el4t6746

97b03cff
dd7ef86a
6d498623
10428db7
428929fb
694bccll
494a488c
d773bc40
07478cd1
72¥87b33
4264a5fFf
cflfebd?
T90abe38
af9edaof
642ble31
dfef4636

4a4f7bdb
£d059d43
£dd30b30
1a05645F
d2b8ee5f
7ed48400
d3772061
c9335400

3dc2c0f8
76a2e214
193cbcfa
8272a972
b4fcdf82
236a5cae
b9b6a80c
7c34671c
006e1888
abce4T33
856302e0
6lefc8c2
0ff0443d
68458425
9¢305a00
al33c501

64ad8c57
6497b7b1
c0a5374f
Ocl3fefe
06df4261
547eebeb
11b638el
6920318F

8dlab2ec
b9a40368
27627545
9270c4a8
4fb66a53
12deca4d
5¢8f82bc
02717ef6
a2e53f55
7688c55d
72dbd92b
flac2571
606e6dc6
99833be5
52bce688
e9d3531c

85510443
3641163
1d2d00d9
081b08ca
bb9e9b8a
446d4ca0
72500e03
081dbb99

64380e51
925d958F
825cf47a
127de50b
Oe7dc15b
2c3f8cch
89d36b45
4feb5536
b9e6d4bc
7b00a6b0
ee971b69
cc8239c2
60543a49
600d457d
1b03588a
€e353783

fa020ed1
241edadf
24147b15
05170121
7293ea25
6cf3d6T5
T80eb2bb
Ttfc304a5

4d351805
abSbf6d8e
26486e3e
69dead38
bd59e4d2
e756bdff
6e85cb75
20c763ef
6701902c
026a4ceb

7f3d5ce3
1143c44f
8bd78a70
1574cal6
e3d156d5
dd3369ac
be07c002
c366a5fc
9b757a54
52437eff

a6c866¢6
43958302
7477e4cl
df871b62
4fe876d5
ecl7b035
c2325577
9c382880
31d477€7
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445 CAST-128 key schedule

Let the 128-bit key be x0x1x2x3x4x5x6X7x8x9IXAXBXCxXDXEXF, where x0 represents the most significant byte
and xF represents the least significant byte, and z0,...,zF be intermediate (temporary) bytes.

The subkeys are formed from the key x0x1x2x3x4x5x6x7x8x9XAXBXCXDXEXF as follows.

z0z1z2z3 =
24752627 =
z8z9zAzB =
zCzDzEzF 3
K1 =S5[z8
K2 = S5[zA
K3 =S5[zC
K4 = S5[zE
XOX1x2x3 =
X4X5X6XT =
X8X9XAXB =
XCXDXEXF 3
K5 = S5[x3
K6 = S5[x1
K7 = S5[x7

K8 = S5[x5

KOXIXZX3 @ SE[XD] @ SBIXF] ® S7[XC] @ SSXE] ® S7[x8]
X8XIXAXB @ S5[z0] @ S6[z2] ® S7[z1] ® S8[z3] @ S8[xA]
XCXDXEXF @ S5[z7] ® S6[z6] @ S7[z5] @ S8[z4] ® S5[x9]
X4X5x6X7 @ S5[zA] ® S6[z9] @ S7[zB] ® S8[z8] ® S6[xB]
® S6[z9] ® S7[z7] ® S8[z6] @ S5[z2]
@ S6[zB] ® S7[z5] ® S8[z4] ® S6[z6]
| @ S6[zD] @ S7[z3] ® S8[z2] @ S7[z9]
® S6[zF] ® S7[z1] ® S8[z0] @ S8[zC]
7829zAzB @ S5[z5] ® S6[z7] ® S7[z4] ® S8[z6].@ S7[z0]
70212223 ® S5[x0] ® S6[x2] ® S7[x1] ® S8[x3] ® S8[z2]
74752627 ® S5[x7] ® S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]
2CzDzEzF @ S5[xA] ® S6[x9]-® S7[xB] @ S8[x8] ® S6[z3]
® S6[x2] ® S7[xC] @ S8[xD] @ S5[x8]
@ S6[x0] ® S7[XE['® S8[xF] ® S6[xD]
@ S6[x6] @ S7[x8] ® S8[x9] ® S7[x3]

® S6[x4}-® S7[xA] ® S8[xB] ® S8[x7]

z0z1z2z3 =

XOXx1x2x3 @ S5[xD] @ S6[xF] ® S7[xC] ® S8[XE] & S7[x8]

74757627 =

z879zAzB =

X8X9XAXB @ S5[z0] & S6[z2] @ S7[z1] ® S8[z3] & S8[xA]

XCXDXEXF @ S5[z7] & S6[z6] © S7[z5] ® S8[z4] ® S5[x9]

zCzDzEzF = x4x5x6x7 @ S5[zA] ® S6[z9] © S7[zB] ® S8[z8] & S6[xB]

K9 = S5[z3]

@ S6[z2] @ S7[zC] ® S8[zD] ® S5[z9]

K10 = S5[z1] ® S6[z0] ® S7[zE] ® S8[zF] @ S6[zC]

18
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K11 = S5[z7] ® S6[z6] @ S7[z8] ® S8[z9] ® S7[z2]

K12 = S5[z5] @ S6[z4] @ S7[zA] ® S8[zB] ® S8[z6]

X0x1x2x3 = 2829zAzB @ S5[z5] @ S6[z7] @ S7[z4] ® S8[z6] ® S7[z0]

X4x5x6x7 = 20212223 ® S5[x0] ® S6[x2] @ S7[x1] @ S8[x3] ® S8[z2]

X8XIXAXB = 24252627 ® S5[x7] @ S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]

XCXDXEXF = zCzDzEzF @ S5[xA] ® S6[x9] ® S7[xB] @ S8[x8] ® S6[z3]

K13 3

K14 =

K15 3

K16 3

NOTEH
K17 -

z0z17

24757

28797

zCzD

K17 3

K18 3

K19 3

K20 3

XO0x1X

X4X5X

X8X9X

S5[x8] ® S6[x9] ® S7[x7] ® S8[x6] ® S5[x3]
S5[XA] ® S6[xB] ® S7[x5] ® S8[x4] ® S6[X7]
S5[xC] ® S6[xD] ® S7[x3] ® S8[x2] ® S7[x8]
S5[XE] ® S6[xF] ® S7[x1] ® S8[x0] ® S8[xD]

The remaining half is identical to what is given above, carrying on frem the last created x0..xF to ¢
K32.

223 = X0Ox1x2x3 @ S5[xD] @ S6[xF] ® S7[xC] @ S8[xE] ® S7[x8]
627 = x8x9XAXB @ S5[z0] @ S6[z2] ® S7[z1] ® S8[Z3] S8[xA]
AzB = XCXDXEXF @ S5[z7] ® S6[z6] ® S7[z5] ©@-88[z4] @ S5[x9]
YEZF = x4x5x6x7 @ S5[zA] @ S6[z9] ® S7[zB] ® S8[z8] ® S6[xB]
S5[z8] ® S6[z9] @ S7[z7] ® S8[z6].©-S5[z2]

S5[zA] ® S6[zB] ® S7[z5] ®S8[z4] ® S6[z6]

S5[zC] @ S6[zD] ® S7[z3}® S8[z2] ® S7[z9]

S5[zE] @ S6[zF] ®$7[z1] ® S8[z0] ® S8[zC]

2x3 = 2829zAzB'® S5[z5] @ S6[z7] ® S7[z4] & S8[z6] @ S7[z0]

6x7 = 20212223 ® S5[x0] @ S6[x2] ® S7[x1] ® S8[x3] ® S8[z2]

AXB = 24252627 ® S5[x7] ® S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]

XCXDXEXF = zCzDzEzF @ S5[xA] ® S6[x9] ® S7[xB] @ S8[x8] ® S6[z3]

K21 = S5[x3] ® S6[x2] ® S7[xC] ® S8[xD] ® S5[x8]

K22 = S5[x1] ® S6[x0] ® S7[xE] ® S8[xF] ® S6[xD]

K23 = S5[x7] ® S6[x6] ® S7[x8] ® S8[x9] ® S7[x3]

K24 = S5[x5] ® S6[x4] ® S7[XA] ® S8[xB] ® S8[x7]

© ISO/IEC 2010 — Al rights reserved
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20212223 = xOx1x2x3 @ S5[xD] @ S6[xF] & S7[xC] & S8[XE] ® S7[x8]
24252627 = x8x9xAXB @ S5[z0] ® S6[z2] ® S7[z1] @ S8[z3] ® S8[xA]
2829zAzB = XCXDXEXF @ S5[z7] @ S6[z6] @ S7[z5] ® S8[z4] ® S5[x9]

zCzDzEzF = x4x5x6x7 ® S5[zA] ® S6[z9] @ S7[zB] ® S8[z8] ® S6[xB]

K25 = S5[z3] ® S6[z2] ® S7[zC] ® S8[zD] ® S5[z9]

K26 = S5[z1] ® S6[z0] ® S7[zE] ® S8[zF] ® S6[zC]

K27 = S5[z1] ® S6[z6] ® S7[z8] @ S8[z9] ® S7[z2]

K28 = S5[z9] ® S6[z4] ® S7[zA] ® S8[zB] ® S8[z6]

X0x1x2x3 =[z8z9zAzB ® S5[z5] @ S6[z7] ® S7[z4] ® S8[z6] ® S7[z0]
X4x5x6x7 =0z1z2z3 ® S5[x0] ® S6[x2] @ S7[x1] ® S8[x3] ® S8[z2]
X8X9XAXB =|z4252627 ® S5[x7] @ S6[x6] © S7[x5] ® S8[x4] @ S5[z1]
XCXDXEXF F zCzDzEzF @ S5[xA] @ S6[x9] ® S7[xB] © S8[x8] ® S6[z3]
K29 = S5[xq] ® S6[x9] ® S7[x7] ® S8[x6] ® S5[x3]

K30 = S5[xA] ® S6[xB] ® S7[x5] ® S8[x4] ® S6[x7]

K31 = S5[x(] ® S6[xD] ® S7[x3] ® S8[x2] ® S7[x8]

K32 = S5[xE] @ S6[xF] ® S7[x1] ® S8[x0] ® S8[xD]

The following step is used to create masking.Subkeys and rotation subkeys.
Let Kmy, ...| Kmyg be 32-bit masking-subkeys (one per round). Let Kry,

(one per rod

nd); only the least significant 5 bits are used in each round.

..., Krig be 32-bit rotation su

bkeys

fori=1to 16:
Kny; = K;
Kril= Kig+i
This completesihe CAST-128 key schedule.
4.5 HIGHT
45.1 The HIGHT algorithm

The HIGHT algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher key
with length of 128 bits.

20
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4.5.2 HIGHT encryption

The encryption operation is as shown in Figure 8. The transformation of a 64-bit block P into a 64-bit block C
is defined as follows (WKi and SKi are whitening key bytes and subkey bytes respectively defined in 4.5.5):

(DP=P; [Pl Ps|Psll P3| P2 || Py || Py (P;are plaintext bytes)
(2) Xoo = Po B WKy, Xo1 =Py,

Xo2 =P, @ WKy, Xg3=Ps,

o= P WG Gs—Ps;

Xos = Ps @ WK3, Xo7=Py7.

(3) fori=0to 30:
Xisr,0 = X7 @ (Fo(Xis) B SKaivs),  Xira1 = Xio,
Xirn = Xip B (Fi(Xio) © SKai),  Xiwgz = Xiz,
Xirra = Xiz @ (Fo(Xi2) B SKaiv),  Xirs = Xig,
Xirre = Xis B (F1(Xis) © SKair2),  Xiv1,7 = Xig.

fori=31:
Xir10 = Xior  Xirna = Xig B (F1(Xio0) © SKiat)
X2 = Xiz,  Xirnz = Xiz @ (Fo(Xi2) B SKizs),
Xivra =Xy Xirrs = Xis B (F1(Xi2) ® SKize),

Xivrs = Xig,  Xiva,7 = Xi7 @ (Fo(Xi6) B SKip7).

(4) Co = X320 H WKy, Cy = Xa21,
C2 = X322 ® WKs, Cs = Xaz3,
C4 = Xzp4 H WKG; Cs = Xaz5,
Ce = Xapls @'WK, Cr=Xa27.

BG)czE/lICslICslICsllCsllCallCill Co (Ciare ciphertext bytes)
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P, P; P, P, P, P, P, P,
SeWK, Ele-WK, WK, WK,
X0,7 X0,6 X0,5 x0,4 x0,3 XO,Z x 0,1 XO,O
OF BHe® O+F BHe®
SK, SK, SK, SKy

(\
A

> o
y

Eigure 8
J

X31.3

Encrvyptionprocedure of HIGHT
P ~

4.5.3 HIGHT decryption

The decryption operation is identical in operation to encryption apart from the following two modifications.

(1) All B operations are replaced by B operations except for the H operations connecting SK; and
outputs of F,.

(2) The order in which the keys WK; and SK; are applied is reversed.

22
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HIGHT functions

1 The functions Fyand F;

The HIGHT algorithm uses two functions, namely, F, and F; which are now defined.

454,

2  Function Fy

The F, function is used for encryption and decryption. The function F is defined as follows:

Fo(X) = (x<<<1) @ (x<<<y) @ (x<<<y)

4.5.4,
The H

Fi(
455

The K
bytes

The ¢

for

for

The 1
defing

1)

(2)

3  Function F;
1 function is used for encryption and decryption. The function F; is defined as follows:!
) = (X<<<3) @ (X<<<y) @ (X<<<)
HIGHT key schedule
ey scheduling part accepts a 128-bit master key K= Kis || K4 [\"3[| Ko and yields 8 w
WK; and 128 subkey bytes SK;, as shown below.
eneration of whitening keys is defined as follows.
=0,1,2,3:
WK = Kj 112
=4,5,6,7:
WK = K4

28 subkeys are used for encryption and decryption, 4 subkeys per round. The generation g
d as follows.

50=0,5,=1,5,=0,83=1,5,=1,5=0,5=1
Bo = S6 |l S5 1| 4 1[853 s [ 511l 'so
fori=1to 127

Si+6=Si+2 @D Sj.1

01 = Sise || Siss || Siea Il Siva |l Siz2 | Siea I|'si

hitening key

f subkeys is

(3)fori=0to 7:

forj=0to 7:

SKi6.i+) = Kisimod s B O16.i +j

forj=0to 7:

SKie.i +j+8 = K(j-imod 8)+s B O16.i+j+8

© ISO/IEC 2010 — Al rights reserved
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5 128-bi

51

t block ciphers

Introduction

In this clause, three 128-bit block ciphers are specified; AES in 5.2, Camellia in 5.3, and SEED in 5.4.

5.2 AES

5.2.1 The AES algorithm

The AES algorithm is a symmetric block cipher that can process data blocks of 128 bits, using cipher keys

with lengthsg|
algorithm m
options are

In the AES
key K is 12
described in

For both er
different byt
of the State
a round key

The encryp
schedule is

522 AES

The AES a
called the S

by the symbol s, each individual byte has two indices, with its row number r in the range 0<r<4 4

column num

At the start
bottom and

0 ; an itS. The algorithm 1S also Known as the Rijndael algorithm.
ay be used with the three different key lengths indicated above, and therefore these. di
eferred to as “AES-128", “AES-192" and “AES-256".

higorithm, the length of the input and output block is 128 bits (4 words). The length of the
B, 192 or 256 bits. The number of rounds, Nr, is 10, 12 or 14, depending on’ the key I¢
Table 4.

Table 4 — Number of rounds in AES

Key length Number of rounds (Nr)
AES-128 10
AES-192 12
AES-256 14

cryption and decryption, the AES algorithm»,uses a round function that is composed o
b-oriented transformations: 1) byte substitution using a substitution table (S-box), 2) shifting
array by different offsets, 3) mixing the data within each column of the State array, and 4) a
to the State. These transformations (and their inverses) are described in 5.2.4.

ion and decryption operations*are described in 5.2.2 and 5.2.3, respectively, while th
Hescribed in 5.2.5.

encryption

gorithm consists_0f )Ja sequence of operations performed on a two-dimensional array of
ate. The State cansists of four rows of bytes, each containing 4 bytes. In the State array de|

ber c in therange 0 < ¢ < 4. The State is denoted by S = (s, ).

Df encryption process, the 16 bytes of the State are initialised with plaintext bytes p;, from
from/left to right as illustrated in Figure 9.

24

AES
erent

Cipher
ength,

f four
rows
dding

b key

bytes

noted
nd its

top to

pO p 4 p 8 p 12 SO,O S0,1 SO,Z SO,3

pl p 5 p 9 p 13 Sl,O Sl,l Sl,Z Sl,3
—

p 2 p 6 p 10 p 14 SZ,O SZ,l SZ,Z SZ,B

p 3 p 7 p 11 p 15 SS,O SB,l SB,Z S3,3

Figure 9 — Initialisation of the State
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After an initial round key addition, the State is transformed by implementing a round function Nr times, with
the final round differing slightly from the first Nr —1 rounds. The final contents of the State are then sent to
the output as ciphertext.
The complete encryption operation can be described as follows:

(1) S = AddRoundKey(P, W)

(2) fori=1to Nr -1:

S = SubBytes(S)

S = ShiftRows(S)
S = MixColumns(S)
S = AddRoundKey(S, W)
(B) S = SubBytes(S), S = ShiftRows(S)
(#) C = AddRoundKey(S, Wy )
The ipdividual transformations — SubBytes(), ShiftRows(), MixColumns() and AddRoundKey() -
process the State and are described in 5.2.4. All Nr rounds are identical with the exception of the final round,
which does not include the MixColumns () transformation.-Inthe above operation, the array W, contains the
round keys described in 5.2.5.
5.2.3| AES decryption
All transformations used in the encryption opétations are invertible. An implementation of the decryption
operation that maintains the sequence of transformations used in the encryption operation, réplacing the
transformations with their inverses, follows:
The gomplete decryption operation.can-be described as follows:
(1] S = AddRoundKey(C, Wy
(2] fori=Nr -1 down‘te1:
S = ShiFtRows™%(S)
§='SubBytes™(S)

S = AddRoundKey(S, W)

S = MixColumns™(S)
(3) S =ShiftRows™(S)
S = SubBytes™(S)
(4) P = AddRoundKey(S, W)
The individual transformations — SubBytes (), ShiftRows*()and MixColumns t()- process the State

and are described in 5.2.4. All Nr rounds are identical with the exception of the final round in the decryption
process, which does not include the MixColumns™() transformation.
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The computation of the round keys W, is described in 5.2.5.
5.2.4 AES transformations

5.2.4.1 Defined transformations for AES

The AES algorithm uses a number of transformations, namely SubBytes(), SubBytes (), ShiftRows(),
ShiftRows™*(), MixColumns(), MixColumns™() and AddRoundKey (), which are now defined.

5.2.4.2 SubBytes() transformation

The SubBy
substitution table (S-box), which is invertible.

Figure 10 illustrates the effect of the SubBytes() transformation on the State.

The S-box Used in the SubBytes() transformation is presented in hexadecimal form in Table 5.

SoalSoi Sy, | Seet— SialSas S, |s
0,0 0,1 0,2 ; 0,0 0,1 0,2 0,3
,//a{ S-Box =
s s, |s s ) :
1,0 Sr,c 1,2 | P13 1,0 Sr,c PN TR
SZ,O SZ,l SZ,Z S2,3 82,0 SZ,l 52,2 S2,3
83,0 S3,l S3,2 S3,3 53,0 S3,1 53,2 83,3

VALY £ e loetiditt o VHAR | [ Yy [ I 1 !
Co ) UalisliurnmiatiulmT SUlsSUtulc s Talll TTiuividudl oldlc Uylc Di’j Jy a TICVW vdaiuc Di’j U39

Figure 10 — SubBytes() applies the $-box to each byte of the State

0

1

3

4

Table5 — AES S-box

5

6

7

8

9

a

b

C

d

e

f

63
ca
b7
04
09
53
doe
51
cd
60

7c
82
fd
c7
83
el
ef
a3
Oc
81

77
c9
93
23
2c
00
aa
40
13
4f

7b
7d
26
c3
la
ed
fb
8f
ec
dc

£2
fa
36
18
1b
20
43
92
5f
22

6b
59
3f
96
6e
fc
4d
ad
97
2a

6f
47
7
05
5a
bl
33
38
44
90

c5
0
cc
9a
a0
5b
85
5
17
88

30
ad
34
07
52
6a
45
bc
c4
46

01
d4
a5
12
3b
cb
1
b6
a7
ee

67
a2
e5
80
dé
be
02
da
Te
b8

2b
af
fl
e2
b3
39
7f
21
3d
14

fe
9c
71
eb
29
4a
50
10
64
de

d7
a4
ds
27
e3
4c
3c
r
5d
5e

ab
72
31
b2
2f
58
of
3
19
Ob

76
cO
15
75
84
cf
a8
dz2
73
db

= 0O QO 0O T Q|00 O 01 WN PP O

e0
e’
ba
70
el
8c

32
c8
78
3e
8
al

3a
37
25
b5
98
89

Oa
6d
2e
66
11
0d

49
ad
1c
48
69
bf

06
ds
ab
03
do
eb

24
4e
b4
6
8e
42

5c
a9
c6
Oe
94
68

c2
6Cc
e8
61
9b
41

d3
56
dd
35
le
99

ac
4
74
57
87
2d

62
ea
1f
b9
e9
of

91
65
4b
86
ce
b0

95
7a
bd
cl
55
54

e4
ae
8b
1d
28
bb

79
08
8a
9e
df
16

ing a

For example, if sy, = {53}, then the substitution value would be determined by the intersection of the row with

index ‘5’ and the column with index ‘3’ in Table 5. This would result in s’y ; having a value of {ed}.
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SubBytes™*() transformation

SubBytes () is the inverse of the SubBytes() transformation, in which the inverse S-box is applied to
each byte of the State. This is obtained by applying the inverse of the transformation described in 5.2.4.2.

The inverse S-box used in the SubBytes () transformation is presented in Table 6.

o 1 2

3

Table 6 — AES Inverse S-box
4 5 6 7 8 9 a b ¢ d e F

o

52 09 6a

20

d5

foYo!

30 36 a5 38 bFf 40 a3 9e 81 3 d7 fTb

=z 2
TC TO

54 7b
08 2e
72 T8
6c 70
90 d8
do 2c
3a 91
96 ac
47 T1
fc 56
1f dd
60 51
a0 eO
17 2b

oI

94
al
6
48
ab
le
11
74
la
3e
a8
7f
3b
04

= O QO 0 T 9 © 0o ~NO U D wWDNBHR

5244

In the

Specifically, the ShiftRows () transformation proceeds as follows:

where r is the row numbef:

OZ

32
66
64
50
00
8f
41
22
71
4b
33
a9
ad
Te

ShiftRows() transformation

S'tc = Src+nmoda for0<r<4 and 0<c<4,

Ol la¥ = £E Q7 24 Q 42 4.4 A pu| Q kb,
oT T T T T

a6 c2 23 3d ee 4c 95 Ob 42 fa c3 4e
28 d9 24 b2 76 5b a2 49 6d 8b di 25
86 68 98 16 d4 a4 5¢c cc 5d 65 b6 .92
fd ed b9 da 5e 15 46 57 a7 8dM9d 84
8c bc d3 Oa f7 e4 58 05 b8 b3-45 06
ca 3fF OF 02 c1 af bd 03 02 13 8a 6b
4F 67 dc ea 97 f2 cf ce(TfO b4 e6 73
e7 ad 35 85 e2 f9 37 e81c 75 df 6e
1d 29 c5 89 6Ff b7 62( Oe aa 18 be 1b
c6 d2 79 20 9a db «¢c0) fe 78 cd ba T4
88 07 c¢7 31 bl 12-710 59 27 80 ec 5fFf
19 b5 4a 0d 2d<e5 7a 9f 93 c9 9c ef
ae 2a f5 b0 ,c8/eb bb 3c 83 53 99 61
ba 77 d6 26n¢€el1 69 14 63 55 21 0Oc 7d

ShiftRows() transformation, the bytes in the last three rows of the State are cyclically|shifted over
different numbers of bytes (offsets). The first row, Row 0, is not shifted.

This has the effect of moving bytes to the left (i.e., lower values of ¢ in a given row), while the leftmost bytes

wrap

around to thétrightmost positions of the row (i.e., higher values of ¢ in a given row).

Figure 11 illustrates the ShiftRows () transformation, which the bytes are rotated cyclically to the left.

5245

ShiftRows*() transformation

ShiftRows™1() is the inverse of the ShiftRows() transformation. The bytes in the last three rows of the
State are cyclically shifted over different numbers of bytes (offsets). The first row, Row 0, is not shifted. The
bottom three rows are cyclically shifted by 4 — r bytes, where r is the row number.

Specifically, the ShiftRows *() transformation proceeds as follows:

S'icnmoda= Src for0<r<4 and 0<c<4

Figure 12 illustrates the ShiftRows™*() transformation.
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5.2.4.6

ShiftRows()
Sr,O Sr,l SF,Z Sr,3 Sr,O Sr,1 Sr,2 Sr,3
s’
So,0 | So | So2| So3 So.0 | Soa | So.2 | Sos
Sto | Si1 | Si2 | Sis M Sia | Si2 | Sis | Sio
S20 | S21 | S22 | S23 @l S22 | S23 | S20 | S2a
S3.0 | Sa1 | Ss2 | Saa @l S33 | S50 | Sau | S32

ShiftRows™1()

Figure 11 — ShiftRows() cyclically shifts the last three rowslinthe State

e TN
Sr,O Sr,1 Sr,2 Sr,3 S'r,O SIr,l Sll',Z Sll’,3
S
S0.0 | So.1 | So,2 | 6,8 So.0 | So1 | So2 | So3
Sio | S11¢S12 | Su3 \@—I Si3 | S0 | S11 | Si2
S2.0(371 | S22 | S23 @I S22 | S23 | S20 | S21
S30 | S31 | S32 | 533 @I S31 | S32 | S33 | S30

Figufe 12 — ShiftRows () cyclically shifts the last three rows in the State

MixColumns() transformation

The MixColumns() transformation operates on the State column-by-column. The columns are considered
as polynomials over GF(2%) and multiplied modulo x* + 1 with a fixed polynomial a(x), given by a(x) =

{03}x3 + {Ol}x2 + {01}x + {02} . This can be written as a matrix multiplication.

28
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Soc | [02

s, 01
s'(x) =a(x) ®5s(X): v =

S, 01

S | |03

03
02
01
01

01
03
02
01

ISO/IEC 18033-3:2010(E)

01| So.
01| s,
' for0<c<4.
03|s,.
02 ] S5,

As a result of this multiplication, the four bytes in a column are replaced by the following:

Spc = ({02} e 5. )® ({03}e s, )@ S, @S,

e

The @ operator in these expressions denotes addition in GF(28), which correspends to bitwis
multiglications are Eerformed modulo the irreducible polynomial of the field. In the.case of the AE

the pglynomial of x> + x* + X3+ x+1 is used.

Figur¢ 13 illustrates the MixColumns() transformation.

5.2.47  MixColumns™() transformation

MixCplumns () is the-inverse of the MixColumns() transformation. MixColumns™() ope
State [column-by-column=This transformation can be represented as a matrix multiplication, whe|

is intdrpreted as anelément in the finite field GF(2°%):

MixColumns() '

— S0,c — \‘S SO,c

S [ So,2 | So3 So So,2 | So,3
] S1,c Sl,C ‘

3 Si2 | Si3 Si{ Si2 | Si3
[ Sz,c SZ,C .

S S22 S23 Sl Sy2 | S23
[ | Ss’c ' SS,C B '
Sk T S3,2 | Sai3 Ss, 3T S32 | Sa3

Sio =S, ®({02}es )D({03}e s, )D S,
Spc = Soc® S ®({02}es, )®({03}es;,)
S;. = ({03}e sy )@ S, @S, ®({02}es,,)

Figure 13 — MixColumns() operates on the State column-by-column

e XOR. The
ES algorithm

ates on the
re each byte

Soc | [Oe Ob 0d 09]s,,
) 09 Oe Ob O0d||s
s‘x) =a " (X) ®s(x): S,l’C = © he for0<c<4.
Sae Od 09 0Oe Ob|ls,,
si.| lob od 09 oells,, |

As a result of this multiplication, the four bytes in a column are replaced by the following:

Soc = {Oe}e s, )@ ({Ob}e s  )®({Od}e s, )® ({09} e s, )
Sic = ({09} ¢ 5,.) @ ({Oe}e s, ;) ® ({Ob} e S, ) @ ({Od} e S;.)
Sy = ({0d}e S, ) ® ({09} e s, ) ® ({0} e S, ) ® ({Ob} e s; )
S;. = ({Ob}e 55.) @ ({0d} e 5, ) © ({09} e S, ) @ ({Oe} e S, )
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5.2.4.8 AddRoundKey() transformation

In the AddRoundKey () transformation, a round key is added to the State by a simple bitwise XOR operation.
Each round key consists of 4 words (128 bits) from the key schedule (described in 5.2.5). Those 4 words are
each added into the columns of the State, such that

[S'o,c v S'1c1 S 261 Sac 1= [So,c’ Sic1 Spco Ss,c] ® [W(4*i+c)] forO<c<4,

where . are the c-th key schedule words of i-th round key W; = [Wyy.jy, Wigei,y, Wiasisz)» Wearis ] @nd iis
a value in the range 0< i <Nr. In the encryption operation, the initial round key addition occurs when i = 0,
prior to the first application of the round function. The application of the AddRoundKey () transformation to

the Nr roungs-of-the Cllblypt;ull ocetrswhert<—t<Nr-

The action |of this transformation is illustrated in Figure 14. The byte address within words(of the key
schedule is fgescribed in 5.2.5.

SO,C SO,C .
So,0 So,2 | So,3 w Soo[ > 14,2 | So.3
Sic e St
’ —1 [ ' ’ ' !
Sio Si.2 ﬁ?’@ W, i Worrmt—_| Stof=—1512 | S13
S2.0 Sac S22|S23 70 SZ'C S22 (523
S3.0 53 c S32|Ss3 S30 53 c S32 | S33

Figure 11 — AddRoundKey () XORs each column of the State with a word from the key schedile

5.2.5 AESkey schedule

The AES algorithm takes the cipher key K and“performs a key expansion routine to generate a key schedule.

The key exgansion generates a total of. 4-(Nr + 1) words: the algorithm requires an initial set of 4 words, and

each of the [Nr rounds requires 4 words\of key data. The resulting key schedule consists of a linear arfay of

4-byte words, denoted w;, with j in thetange 0 <j < 4(Nr + 1).

The complefe key expansion.aperation for AES-128 and AES-192 can be described as follows:
(1) [wo, Wy, Wy, ws] = Ksand Nk = 4 for AES-128

[Wo, V1, Wo, W37"Wy, W5] = K and Nk = 6 for AES-192

(2) for jF\NK'to 4(Nr + 1) - 1:

if j mod Nk = 0) then
W= Wi @ SubBytes*(ShiftColumn(w;,)) ® R™¢
else

W= Wink @D Wi

(B)Wi = [Wariy , Wiasinn) , Wiasinz) , Wiarizg) ] fOr 0 <i < Nr.
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In the above operation, the first round key Wy, used in the initial key addition, is directly filled with the 4
words of the secret key K. The 32-bit columns w; of the remaining round keys are derived recursively. The
SubBytes*() transformation substitutes the bytes of a single column in the same way as the
SubBytes() transformation described in 5.2.4.2. The shiftcolumn() transformation is an upward cyclic
shift over one byte position. The constants R' are fixed 4-byte columns defined as (02”, 00, 00, 00)" with
{02} representing the element x in GF(2%) (using the same irreducible polynomial x® + x* + x° + x + 1).

The complete key expansion operation for AES-256 can be described as follows:

(1) [wo, Wy, W, W3] = Ko, [Wa, Ws, We, W7]= Ky, Nk =8

(P for =Nk to N1
if ( mod Nk = 0) then
W =W @ SubBytes*(ShiftColumn(w,,)) ® R™:
else if ( mod Nk = 4) then
Wi=Wjn @ SubBytes™(wi.)
else

W= Wink @ Wi

—~~

3)W| = [W(4ki) » Wasis1) » Warie2) W(4*i+3)] for 0 <i<Nr.

In thelabove operation, K, and K; represent the first'and the second half of 256-bit cipher key K respectively.
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5.3 Camellia
5.3.1 The Camellia algorithm

The Camellia algorithm is a symmetric block cipher that can process data blocks of 128 bits, using cipher
keys with lengths of 128, 192 and 256 bits. This interface is the same as the AES algorithm's.

5.3.2 Camellia encryption

5.3.2.1  128-bit key

The encrypgien—precess—for—128-bit—keys—eperates—ever—i8—rouras—ana—s—shewn—in—Hgure—35; The
transformatipn of a 128-bit block P into a 128-bit block C is defined as follows (L and R are variables‘with 64-
bit length, and kw, k and kI are round keys with 64-bit length):
(1) Lo [I|[Ro =P © (kwy || kwy)
(2) foril= 1to 18:
Li = F(Li1, k) @ Ri4
Ri=Li
if (i=6 or 12) then
Li = FL(L;, Klis-1)
Ri = FL™(R;, Klys)

(3) C =[(R1e® kws) || (L1 @ kwy)
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w, fow, =
L, R, b — R
D
kf ’kz’k3’ —» G-round ><
(g2 K52 K k, 7 u R
! !
4** D
v v |
kI, —» FL FL! l— kl
! 2 k3 L R,
y y D
——
et kg, —p 6-round k4 3 R
e e
——
Y \ k
K, —»  FL FL' a1, L ﬁF 9R4
——
ki kg ks, s L R;
kydkyrk s g 6-ronee 9
Ly R ?<
>< l
v
Y Y
kv, =D P kv,

O -—

Figure 15 — Encryption procedure of Camellia for 128-bit key
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5.3.2.2  192-bit and 256-bit key

The encryption process for 192-bit or 256-bit keys operates over 24 rounds and is shown in Figure 16. The
transformation of a 128-bit block P into a 128-bit block C is defined as follows (L and R are variables with 64-
bit length, and kw, k and kI are round keys with 64-bit length):

(D) LollRo=P @ (kwy || kwy)

(2) fori=1to 24:

Li = F(Lia, k) @ Risy

Ri= L1

if (i =6 or 12 or 18) then
L = FL(L;, Kliz.1)
Ri = FL'(R;, Kly)
(3) C =[(Raa @ kws) || (L2a ® kwa)

5.3.3 Canellia decryption

5.3.3.1  1P8-bit key

The decryp]:on process for 128-bit keys is shown in Figurex17, and is identical in operation to encryption
apart from tihe position and ordering of the round keys, which’are reversed.

The decryptjon operation is thus defined as follows.
(1) Rig || Lig = C @D (kws || kwy)
(2) for i|= 18 down to 1:

Ri1=F(R;, k)® L

Lii = R

if (i = 13 or 7).then
Ri4 3 FL(Ri.1, Klg-1y3)

Vis = FLY(Lia, Klgays1)

(3) P= (Lo @ kwy) || (Ro® kw.)
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P
Y Y
kw, —») D kw,
L R k
0y vy o o 1 Lo Y Ro
D
Kika Ky gl 6-round
k4,k5,k6 K
2 Ll Rl
Y Yy —
K, = FL FLT  |e— ki K
! (N 3 L, R,
v v '
kk7 K ,kﬁ, — 6-round \ k, 3 R
\ A Y y
kly, == FL FLY ek, 4 5 K i—'_ K
I\\ F
! ! ————
\ y
ool ks ] 6-round I e v e
KygbKy7 Kig
kl, —» FL FL! | kg ¢ $
A Y
klg'kZO ,k21,_> 6_round
k22’ 2324
Ly, >< Ros
Y Y
kW3 _%9 €9<_ I(W4

O -—

Figure 16 — Encryption procedure of Camellia for 192-bit and 256-bit keys
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C
kw, kw, e
Rig L g , Kig
K1g:K17.K16, p, 6-round
Kys Kig Ky Ky
K, [ FL FLT | K, kg
STRSTRLSTI I 6-round i Kgs
978 "7 \
Y Y y
kl, [ FL FLT e kI, %
\\I k
\ 13
K Ks Ky | g 6-round %
kg kK, \
Ro Lo ‘
Y
kw, B kw,

Figure 17 — Decryption procedure of Camellia for 128-bit key
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5.3.3.2  192-bit and 256-bit key

The decryption process for 192-bit or 256-bit keys is shown in Figure 18 and is identical in operation to
encryption apart from the position and ordering of the round keys, which are reversed.

The decryption operation is thus defined as follows.

(
(

(
534
5.3.4,
The @
5.3.4,

The H
8x8-b

1) Roa || Loa = C @ (kws || kws)

2) for i = 24 down to 1:

Rao=FR, KoL

Lii=R;

if (i=19 or 13 or 7) then
Ri.1 = FL(Ri.1, Klj-1y3)
Lia = FL ™ (Lia, Klg1ys4)

B) P= (Lo ® kwy) || (Ro® kwy)

Camellia functions

1 Defined functions

“ F-function

-function is shown in Figure 19. It comprises a bitwise XOR, followed by an application

amellia algorithm uses a number of functions, namely F, FL, FL"and S-boxes which are now defined.

of 8 parallel

t S-boxes, followed by a diffusion-layer (the P-function). The variables, x;, y;, z;, zj, are 8 bits wide, and

the variables, L;, k;, L', are 64 bits wide: The 64-bit input L; is first bitwise XORed with a 64-bit nound key k;,

and ig

wherg

Each

then partitioned into eight 8-bit segments y; such that

Yall Yall yall Yall Ysll Yell y7Il ys = Li® ki ,

Li = Xa|| Xal| Xal| Xal| Xs|| Xel| X7]| Xe.
y; is then.passed through an 8x8-bit S-box s; to give eight 8-bit segments z;, where

2{= 51 [Y1l, 22 = Sz [Y2], 23 = S5 [Y3l, Za = Sa [Yal, 25 = S [Ys), Z6 = S3 [Vel, 27 = Sa [Y7], Zs = 1

ys].

The eight 8-bit segments z; are then acted on by the P-function, which is a diffusion layer which outputs eight
8-bit segments z';, where

Z21=21® 23D Z2s D 26D 27 P Zs, Z5=2.D 2D 2D 2: D Zs,
29=210 2D 24P 25D 2; D Zs, 26=2,D 23D ZsPD 27D Zg,
23=21D 2D L3P 25D 26 P Zs, 27=23@ 2D Zs D 26 D Zg,

4=, 23D 24D 25D 26 P Z7, 73=2. 2D Zs D 26D Z7.
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C
Y Y
kw, —»D D kw,
L k
24 A A 24 U 24 R24 "9'—24
-F
KaaKag Kazr g 6 -round
Ka1 Koo Kig K, Ry
SV,
k| —  FL FLL | kI K
§ Voo 2 R, L,
L L D
Kig K17 Kk e 6 -round Y Kz R L
k.. k., k \ 21 .l
1514 K3 '\ -
M 0/
Y Y \ o — )
kl| —» FL FLT  fe— kI, % 20 : AN
\ - NV
\ \
\ ‘
Kip Ky K, \ o Rig L
i 6-round -\ a
Y y '
KLf — FL FLT  fe— kI L l
Y Y
Kg ks K, — 6 -round
I(3’k2’k1
Ry \><‘ Lo
b 4 Y
kw, —CP e kw,

T -

Figure 18 — Decryption procedure of Camellia for 192-bit and 256-bit keys
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%
Y
/1
%
Y
(D

]
AN

-J>>< E
Y|
=y
J}(I) NU)
NV
S
>
S
=
\

y y
X 3 z
4’6;3 > S; S N
y ) 4 .
X 6; 2 L, LN %
1 S, N N
y Y .
X 1 z z
. S, [ é D :
S - Function P - Function

Figure 19 — F-function

The H-function can alternatively be represented in matrix-vector form as

Z, Z' Z,
y4 Z'
7|—)7=P_7,
Z1 le Zl

where
01111001
10111100
11010110

F)_11100011
10 1 1 1 1 110
10110111
11011011
11101101

The 64-bit output of the F-function L' is then constructed by concatenating the 8-bit z'j, where

L'i = Z'4l| 2%l Z's|| Z'all Z'sl| Z'sl| Z'71| Z's.
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5.3.4.3 FL-function

The FL-function is shown in Figure 20. The FL-function is defined as follows (X and Y are 64-bit data, kl is a
64-bit round key; X, Xg,YL, Yr Kli, klir are 32-bit wide):

(1) X || Xg = X, Kl || Klir = K;
(2) Y= ((XL A Kkl <<<)) @ Xg, YL=(Yr V klg) @ X,

@) Y=Y Yr

— >

XL XR
I,
v '
— N\ > KL—Q
SV
L
Y, Ve
v
Y

Figure 20 — FL-funetion
5.3.4.4  FL'-function

The FL™-furfction is shown in Figure 21. The FL-funetion is defined as follows (X and Y are 64-bit data, kl is
a 64-bit round key; X, Xgr,YL, Yr, Ky, klir are 32-bit-ide):

@ YLIYr =Y, Kl || Klig =Kl
(2) X|_ 3 (YR V kliR) ('B Y|_, XR = ((XL VAN k|i|_) <<<l)@ YR
(3) X =[XL || Xr

1

* inR
Y
e V <

Y
— N\ =KL —~D
? kl
X

Figure 21 — FL*-function
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5 S-boxes

5.1 The S-boxes s;t0 sS4

ISO/IEC 18033-3:2010(E)

S-boxes s, s,, S3 and s, are given in the following subclauses. These S-boxes accept 8-bit inputs and yield
8-bit outputs, respectively. They can be also described in a simple algebraic form. The algebraic form of s; is
shown in C.3.

5.3.4.

5.2 S-boxs;

s, is given as follows:

wherd
b=4

input,

For e
the ro

5.3.4,

s;: y=h(g(f(c5® x))) D 6e

g is inversion over GF(2%), and h is an affine transformation of the output.

Table 7 — The S-box s;
0 1 2 3 4 5 6 7 8 9 a b (o}

d

e

operations f, g and h take 8-bit inputs a = ai|| az|| as|| as|| as|| as || az || as and eutput
1|| b2 || bs||ba|| bs || be || b7 || bs, where the @ and bi are 1-bit values. f is an @ffine permy

Kample, if the input to s; is {53}, then the substitution value would be(determined by the in
w with index ‘5’ and the column with index ‘3’ in Table 7. This would\fesult in s; having a va

f

70 82 2c ec b3 27 cO e5 e4 8 57 35 ea
23 ef 6b 93 45 19 a5 21 <ed” Oe 4f 4e 1d
86 b8 af 8F 7c eb 1f ce3e 30 dc 5F b5e
a6 el 39 ca d5 47 5d_3d d9 01 5a d6 51
8b 0d 9a 66 fb cc WO 2d 74 12 2b 20 fO
df 4c cb c2 34 7e\76 05 6d b7 a9 31 di
14 58 3a 61 de I 11 1c 32 Of 9c 16 53
fe 44 cf b2 ¢3 b5 7a 91 24 08 e8 a8 60
aa dO a0 7d, al 89 62 97 54 5b 1le 95 eO
10 c4 0048 a3 f7 75 db 8a 03 e6 da 09
87 5c 83)02 cd 4a 90 33 73 67 f6 f3 od
52 9b%\d8 26 c8 37 c6 3b 81 96 6F 4b 13
e9 (79 a7 8c 9f 6e bc 8 29 f5 f9 b6 2f
78.)98 06 6a e7 46 71 ba d4 25 ab 42 88
72 07 b9 55 f8 ee ac Oa 36 49 2a 68 3c
40 28 d3 7b bb c9 43 cl1 15 e3 ad T4 77

=YD QO O T Q9 © 0 ~NO U~ WN PP O

6.3/ S-box s,

Oc
65
c5
56
bl
17
18
fc
L
3f
7f
be
fd
a2
38
c7

ae
92
Ob
6¢Cc
84
04
2
69
64
dd
bf
63
b4
8d
fl
80

41
bd
la
4d
99
d7
22
50
d2
94
e2
2e
59
fa
a4
9e

8-bit values
tation of the

ersection of
ue of {c2}.

S, shown in table 8 is given as follows:

St Y = S1(X) <<<;.

© ISO/IEC 2010 — Al rights reserved
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Table 8 — The S-box s,

o 1 2 3 4 5 6 7 8 9 a b c¢c d e T

e0 05 58 d9 67 4e 81 cb c9 Ob ae 6a d5 18 5d 82
46 df d6 27 8a 32 4b 42 db 1c 9 9¢c 3a ca 25 7b
Od 71 5F 1fF f8 d7 3e 9d 7c 60 b9 be bc 8b 16 34
4d c3 72 95 ab 8e ba 7a b3 02 b4 ad a2 ac d8 9a
17 1a 35 cc f7 99 61 5a e8 24 56 40 el 63 09 33
bf 98 97 8 68 fc ec Oa da 6f 53 62 a3 2e 08 af
28 b0 74 c2 bd 36 22 38 64 le 39 2c a6 30 e5 44
fd 88 9F 65 87 6b f4 23 48 10 di1 51 cO f9 d2 a0
55 al 41 fa 43 13 c4 2Ff a8 b6 3c 2b c1 fF c8 a5
20 89 00 90 47 ef ea b7 15 06 cd b5 12 7e bb 29
OfF b8 07 04 9b 94 21 66 e6 ce ed e7 3b fe 7Ff cb5
a4 37 bl 4c 91 6e 8d 76 03 2d de 96 26 7d c6 b5¢
d3 f2 4F 19 3f dc 79 1d 52 eb 3 6d 5e fb 69 (b2
fO 31 Oc d4 cf 8c e2 75 a9 4a 57 84 11 45 1pb-f5
ed Oe 73 aa f1 dd 59 14 6¢c 92 54 dO 78 70 e3 49
80 50 a7 f6 77 93 86 83 2a c7 5b e9 ee/8F 01 3d

= O QO 0 T 9 © 0|~ o0 b WNPFL O

5.3.45.4 |S-box s;3
ss shown in[Table 9 is given as follows:

S31 Y = S1(X) <<<z,

Table 9 — Thé’S-box s;

0 1 2 3 4 5 6 7 8 9 a b c d e T

38 41 16 76 d9 93 60" f2 72 c2 ab 9a 75 06 57 a0
91 f7 b5 c9 a2 8cyd2 90 f6 07 a7 27 8e b2 49 de
43 5¢ d7 c7 3e/f5 8F 67 1f 18 6e af 2f e2 85 O0Od
53 f0 9c 65,.€a” a3 ae 9e ec 80 2d 6b a8 2b 36 a6
c 8 4d 33~fd 66 58 96 3a 09 95 10 78 d8 42 cc
ef 26 e5. .61 l1la 3f 3b 82 b6 db d4 98 e8 8b 02 eb
Oa 2c _1d) bO 6Ff 8d 88 0Oe 19 87 4e 0Ob a9 Oc 79 11
7F 22~e7 59 el da 3d c8 12 04 74 54 30 7e b4 28
5568 50 be dO c4 31 cb 2a ad OF ca 70 ff 32 69
08yv62 00 24 dl1 fb ba ed 45 81 73 6d 84 9f ee 4a
€3 2 cl 01 e6 25 48 99 b9 b3 7b 9 ce bf df 71
29 cd 6¢c 13 64 9b 63 9d cO 4b b7 a5 89 5f bl 17
f4 _bc d3 46 cf 37 Be 47 94 fa fc 5h 97 fe Ba ac
3c 4c 03 35 f3 23 b8 5d 6a 92 d5 21 44 51 c6 7d
39 83 dc aa 7c 77 56 05 1b a4 15 34 1le 1c f8 52
20 14 e9 bd dd e4 al e0 8a f1 d6 7a bb e3 40 4f

= 0O QDT ®H © 0N~ WDNPELO
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55 S-box s,

s, shown in Table 10 is given as follows:

S4t Y = S1(X<<<y).

Table 10 — The S-box s,

0 1 2 3 4 5 6 7 8 9 a b ¢ d e F
70 2c b3 cO ed4 57 ea ae 23 6b 45 a5 ed 4fF 1d 92
86 af 7c 1f 3e dc 5e Ob a6 39 d5 5d d9 5a 51 6c¢c

535

The K
bit ke

For t
right

For th

8b 9a fb b0 74 2b fO 84 df cb 34 76 6d a9 dl 04
14 3a de 11 32 9¢c 53 T2 fe cf c3 7a 24 e8 60 69
aa a0 al 62 54 1le e0 64 10 00 a3 75 8a e6 09 'dd
87 83 cd 90 73 f6 9d bf 52 d8 c¢8 c6 81 6F 13) 63
e9 a7 9f bc 29 f9 2Ff b4 78 06 e7 71 d4 ab)»88 8d
72 b9 f8 ac 36 2a 3c f1 40 d3 bb 43 150ad 77 80
82 ec 27 e5 85 35 0Oc 41 ef 93 19 21 ,0e “4e 65 bd
b8 8F eb ce 30 5F c5 1la el ca 47 3d,01 d6 56 4d
0d 66 cc 2d 12 20 bl 99 4c c2 7e~05 b7 31 17 d7
58 61 1b 1c Of 16 18 22 44 b2 Bb5,91 08 a8 fc 50
d0 7d 89 97 5b 95 fF d2 c4 48xf7 db 03 da 3f 94
5c 02 4a 33 67 3 7f e2 9267 37 3b 96 4b be 2e
79 8 6e 8e f5 b6 fd 59 98 )6a 46 ba 25 42 a2 fa
07 55 ee Oa 49 68 38 a4\ 28 7b c9 cl1 e3 T4 c7 9e

= 0 QO 0 T 9 © 0N O 0l b W N+ O

Camellia key schedule

ey schedule is shown in Figure 22, Tables 12 and 13. For the 128-bit key version, the key |
y K, with the 128-bit key Ky set to_alf*zero bits. Thus,

K=K|_, KR=0.

e 192-bit key version, .the’ key K is the 128-bit key K. and the leftmost 64-bits of Kg, K
ost 64 bits of Kgr, Krgry Set to the bitwise negation of the leftmost 64 bits of Kg, Kg,.. Thus,

K= KL ” KRLr KRR = K_R’I_y KR = KRL ” KRR-
e 256-bitkey-version, the key K is the 128-bit key K, and the 128-bit key Kz . Thus,

K= K|_ ” KR.

£+l o fon n-aof-th PN P- P | naieth ma-f n

is the 128-

rL, With the

Th ldavrcechadt malkec oo IRT-V-C TP~ af-t ancndaatia adida o = an ar
e ALY SUIHTUUIT TTTAnT o UotT U tic 1 TUTicuult Uur it T ypuult TTTouuic, aru 1o uic osalrmic 1uUr ©rl

cryption and

decryption. The key K is encrypted by means of the F-function using key schedule constants, where these
constants X; are defined as continuous values from the hexadecimal representation of the square root of the

i-th prime. The round keys are then generated partly from rotated values of the key K (where K equals to K,
KL || Kre or K || Kg, for a 128-bit, 192-bit or 256-bit key K, respectively), and partly from rotated values of the
‘encrypted’ keys, K, and Kg (where K, and K are 128-bit wide).

© ISO/IEC 2010 — Al rights reserved
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For the 128;
side of Figu
of the main
comprises f]

round operation is 'keyed-by a pair of constants 2; .

The 128-bit
operation is

\4 2s
D
——
4 2
D

y
K

~
@

A

Figure(22 — Main part of key schedule

bit key version, the output of the main part of key schedule is the 128-bit subkey K, with thg
e 22 omitted and Kgynot generated or used. For the 192-bit and 256-bit key versions, the o
part of key schedule are the 128-bit subkey K, and the 128-bit subkey Kg. The key sch
o or three.2sround operations for 128-bit or 192/256-bit key versions, respectively. E3

input to the first 2-round operation on the left side of Figure 22 is K. ® Kg, and this 2-
'keyed' by two 64-bit constants X, and X,. The 128-bit output from the first 2-round opera

b right
Litputs
edule
ch 2-

round
ion is

then bitwise XORed with K, before input to the second 2-round operation on the left side of Figure 22. This
second 2-round operation is 'keyed' by two 64-bit constants X, and X,. The 128-bit output from the second

2-round operation is K. For 192-bit or 256-bit key versions, K, is then bitwise XORed with the 128-bit
subkey Kg before inputting result to the third 2-round operation, which is on the right side of Figure 22. This

third 2-round operation is 'keyed' by two 64-bit constants X.and X,. The 128-bit output from the third 2-
round operation is Kg.

The complete key schedule operation can be described as follows (K,, Ka and Kg are 128-bit wide):

(1) Ka = 2RoundFeistel(KL® Kg, 2, X,)

44
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(2) Ka = 2RoundFeistel(K. @ K., 2;, X,)

(3) Kg = 2RoundFeistel(Ka @ Kg, X, Xg) (192/256-bit key only)

where the 128-bit input to 2RoundFeistel is split into two 64-bit parts Lo || Ro, the 128-bit output from
2RoundFeistel is also split into two 64-bit parts L, || R, and the two 64-bit 'round key' inputs to

2RoundFeistel are X;and X, .

2RoundFeistel is then described as

(L) forj=0, 1:

Lj+1 = F(L]‘, Z )@ Rj

i+]
I:Qj+l = I—j

Thes¢ 64-bit key schedule constants are defined in Table11.

Table 11 — Constants in the key schedule

Constants

a09e667F3bcc08b

iy

b67ae8584caa73b2

N

c6ef372fe94f82be

w

54f£f53a5f1d36f1c

10e527fade682d1d

o

MMJ}MMMM

b05688c2b3e6clfd

Finally the 64-bit round keys,.k;-kw and ki, are derived from the 128-bit subkeys, K, Kg, Kp and Kg. Table 12
is for the 128-bit key versiohand Table 13 is for the 192-hit or 256-bit key version.
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Table 12 — Round keys for 128-bit secret key Table 13 — Round keyS for 192/256-bit secret key

Function Round Value Function Round Value
key key
kw, (Ki<<<o)L kw;y (Ki<<<o)L
kw, (KL<<<p)r kw, (KL<<<)r
F (Round 1) ks (Ka<<<o)L F (Round 1) K (Kg<<<o)L
'Iz Eioung g I;z ((KKA<<<0))R F (Round 2) k, (Kg<<<g)r
oun <<<
F (Round 4) | geee, F (Round 9 S
- thound 5 N Y F (Round 4) Ks (Kr<<<ig)r
F (Round 6) Ke (Ka<<<5)g F (Round 5) s (Kasryon
FL kly (Ka<<<go)L F (Round 6) s (Ks<ss)e
FL! kl, (Ka<<<so)r FL kl (Kr<<<ao)L
F (Round 7) ks (K <<<45)0 FL* kl, (Kr<<<a0)r
F (fRound 8) ks (Ki<<<a)r F (Round 7) ky (Ke<<<so)L
F (FRound 9) K (Ka<<<as). F (Round 8) ke (Ke<<<g)r
F (Round 10) kio (Ki<<<eo)r F (Round 9) kg (Ki<<<g)L
F (Round 11) ks (Ka<<<eo). F (Round¢10) k1o (KL<<<s)r
F (Round 12) ka2 (Ka<<<eo)r
FL kls (KL<<<s7)L F (Ragnd-L1) u (Ka<<seok
FL* kl, (K <<<7)R F/Round 12) K (Kas<<aske
F (Round 13) Kis (K <<<gs)L FL kl3 (KL<<<eo)L
F (Round 14) K14 (KL <<<gq)r FL! kl, (KL<<<g0)R
F (Round 15) kis (Ka<<<gs)L F (Round 13) Kys (Kr<<<go)L
F (Round 16) :zle (IEA<<<94))R F (Round 14) K1 (Kr<<<g0)r
F (Round 17 <<
F ER ound 18; ki; EKt<<<ii); F (Round 15) s (ool
F (Round 16) ks (Ke<<<eo)r
kws (K&S<<u)
kw, (Ka<<<111)R F (Round 17) s (Ko<,
F (Round 18) kis (Ki<<<m)r
FL kls (Ka<<<z7)L
FL* klg (Ka<<<77)r
F (Round 19) kig (Kr<<<gq)L
F (Round 20) ka0 (Kr<<<g)r
F (Round 21) Ko1 (Ka<<<gq)L
E (Round 22) Koo (Ka<<<g)n
F (Round 23) ka3 (Ki<<<ui)
F (Round 24) Kas (Ki<<<unr
kws (Kp<<<pin)L
kw, (Ke<<<111)r
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5.4 SEED

5.4.1 The SEED algorithm

ISO/IEC 18033-3:2010(E)

The SEED algorithm is a symmetric block cipher that can process data blocks of 128 bits, using a cipher key

with length of 128 bits.

5.4.2 SEED encryption

The encryption operation is as shown in Figure 23. The transformation of a 128-bit block P into a 128-bit
block C is defined as follows (K is a key):

(l.) P:Loll Ro
() fori=1to 15:
Li=Ri1

Ri = Lix @ F(Ri.1, Kj)

—~~

() C=Lis || Ris

Ly (64)

B) L1 = L1s D F(Rys, Kig), Ri6 = Rus

Rp(64)

R, (64)

K, (64)

Ry5(64)

K,(64)

K6(64)

5.4.3 SEED decryption

Figure 23 — Structure of SEED

The decryption operation is identical to the encryption operation given above, except that the rounds (and
therefore the subkeys) are used in reverse order to compute (Lo, Ro) from (Rys, Lig).

© ISO/IEC 2010 — Al rights reserved
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54.4

5441

SEED functions

Round Function F

The Round Function F shown in Figure 24 is defined as follows (C and D are data, K is a key):

C' = G[G[G{(C @ kip) ® (D @ ki1)} + (C ® kig)] + G{(C @ ki) ® (D ® ki1)}]

+ G[G{(C ® ki) ® (D @ ki1)} + (C @ ki)]

D’ = G[G[G{(C @ kip) ® (D ® ki1)} + (C @ kip)] + G{(C @ kio) ® (D @ k;1)}]

54.4.2

The Functid

ok

)

@Aﬁ n

|_V

C D
Ki,o—’éé éé‘— Ki1

)

4NV,

i:round

Figure 24 — Round Function F

Function G

permutation|of sixteen 8-bit sub-blocks.

The outputsla’:b’, ¢’, d’ of G with four 8-bit inputs a, b, ¢, d are as follows:

where,

48

n G shown in Figure 25 has two layers: a layer of two 8 x 8 S-boxes and a layer of |block

a’ = (S1(a)"mo) @ (Sz(b)*my) @ (S1(€)"m2) & (S2(d)"ma)
b" = (S1(a)"my) @ (Sz(b)*m2) @ (S1(c)"ms) & (S2(d)*mo)
¢’ = (Sy(a)"m2) © (Sz(b)"ms) @ (S1(c)"mo) © (Sy(d)*my)
d' = (S1(a)"ms) @ (Sz(b)*mo) ® (S1(c)"my) & (Sz(d)*m2)

mg = {fc}, my = {f3}, m, = {cf} and m; = {3f}.
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Ay

54.48

S-boxes

df

b!

Figure 25 — TheFunction G

Two $-boxes S;, S, are part of G and defined as.follows:

wherg

Notice that A® e X" @b, is an affine transformation of X"
. Xo) (thatis, x = x72" + xg2° + ...

binary vector form x = (X7, ...

n
p(x) =x®+x°+ x>+ x + 1torepresent X 'in Z.

2

S, 12> Z,,5,(x) = AD e X" @b,
n1:247, n2:251, b1:169, b2:56 and
1000 1 010 01 00 01 01
1 1 1 1 1 1 0 1 00 00101
1 00 00101 11111110
s |01 000010 , |00100001
A = ,A = :
01 0 00101 1 00 01 010
0 01 00 0 O01 1 00 01 00O
0 0010100 0 0010100

For any x in Zzg, X can be expressed as a

+ X12 + Xo ). We use the primitive polynomial

S-boxes S; and S, are described in Tables 14 and 15, respectively.

© ISO/IEC 2010 — Al rights reserved
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Table 14 — S; — box

o 1 2 3 4 5 6 7 8 9 a b ¢ d e Ff
a9 85 d6 d3 54 1d ac 25 5d 43 18 1le 51 fc ca 63
28 44 20 9d e0 e2 c8 17 a5 8fF 03 7b bb 13 d2 ee
70 8 3f a8 32 dd f6 74 ec 95 Ob 57 5¢c 5b bd 01
24 1c 73 98 10 cc T2 d9 2c e7 72 83 9 di1 86 c9
60 50 a3 eb O0d b6 9e 4f b7 5a c6 78 a6 12 af d5
61 c3 b4 41 52 7d 8d 08 1f 99 00 19 04 53 f7 el
fd 76 2Ff 27 b0 8o Oe ab a2 6e 93 4d 69 7c 09 Oa
bf ef f3 c5 87 14 fe 64 de 2e 4b 1a 06 21 6b 66
02 f5 92 8a Oc b3 7e dO 7a 47 96 e5 26 80 ad df
al 30 37 ae 36 15 22 38 f4 a7 45 4c 81 e9 84 97
35 cb ce 3¢ 71 11 c7 89 75 fb da f8 94 59 82 c4
ff 49 39 67 cO cf d7 b8 Of 8e 42 23 91 6¢ db a4
34 f1 48 c2 6Ff 3d 2d 40 be 3e bc cl aa ba 4e “55
3b Dc 68 7Ff 9c d8 4a 56 77 a0 ed 46 b5 2b 65 fa
e3 b9 bl 9F 5e f9 e6 b2 31 ea 6d 5F e4 F0 'cd 88
16 3a 58 d4 62 29 07 33 e8 1b 05 79 90{r6a 2a 9a

= 0O QO 0 T Y © 0N U DM WNPELO

Table 15 — S, - box

o 1 2 3 4 5 6 7 8 9 @ b ¢ d e Ff
38 e8 2d a6 cf de b3 b8 af 60\/55 c7 44 6F 6b 5b
c3 62 33 b5 29 a0 e2 a7 d3n91 11 06 1c bc 36 4b
ef 88 6c a8 17 c4 16 f4 62745 el dé6 3f 3d 8e 98
28 4 f6 3e a5 f9 0O0d dfEXd8 2b 66 7a 27 2Ff f1 72
42 d4 41 cO 73 67 ac 8b f7 ad 80 1F ca 2c aa 34
d2 Ob ee e9 5d 94 ,18+f8 57 ae 08 c5 13 cd 86 b9
ff 7d cl1 31 f5 8a~6a bl diI 20 d7 02 22 04 68 71
07 db 9d 99 61 bhe’ e6 59 dd 51 90 dc 9a a3 ab dO
81 OfF 47 1l1la e3,.ec 8d bf 96 7b 5¢c a2 al 63 23 4d
c8 9 9¢c 3a  0Oc 2e ba 6e 9fF Ha f2 92 3 49 78 cc
15 fb 70,75 7F 35 10 03 64 6d c6 74 d5 b4 ea 09
76 19 fe M40 12 e0 bd 05 fa 01 fO 2a 5e a9 56 43
85 1489 9b b0 e5 48 79 97 fc 1le 82 21 8c 1b 5F
77 54.b2 1d 25 4f 00 46 ed 58 52 eb 7e da c9 Td
30/95 65 3c b6 e4 bb 7c 0Oe 50 39 26 32 84 69 93
37 e7 24 a4 cb 53 0Oa 87 d9 4c 83 8F ce 3b 4a b7

= 0O QO 0 T ®Q © 0~NO U DM WNPELO

5.4.5 SEED key schedule

The key schedule generates for each round subkeys. It uses the function G, additions/subtractions, and
(left/right) rotations. A 128-bit input key is divided into four 32-bit blocks (a, b, ¢, d) and the two 32-bit
subkeys of the 1% round, k1o and ky ; are generated as following:

k1’0 = G(a +C- KCo) , kl,l = G(b + KCO' d)

The two 32-bit subkeys of the 2" round, k20 and k; ; are generated from the input key with 8-bit right rotation
of the first 64-bits(a || b) as follows:
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a|lb « (al[b)>>>g

k2,0 = G(a +C- KC]_) , kzy]_ = G(b + KCl- d)

The two subkeys of the 3" round, k3o and ks, are generated from the 8-bit left rotation of the last 64-bit(c ||

d) as follows:
clld « (c|ld)<<<q
k3’0 = G(a +C- KCz) s k3'1 = G(b + KCZ' d)
+ £ o lal ol ik 1 I A &l &l £ +lo l | P | H £o11
The rlbl. Ul uic DUIJI\CyD arc QCI 1TTraltcu ILCIGLIVCIy. —\ PQCUUU CUUT TUT U1T I'\Cy SQUITCUUIT 10 Ao TUNTUV

whers

J5-

1) fori=1to 16:
kio = G(a + c - KCi4)
ki1 = G(b + KC;.1 - d)
irodd:al|b=(a]||b)>>>
i:even:c||d=(c||d)<<<g

the constants KC; (described in Table 16) are generated from a part of the golden r
|

Table 16 — Constants'KC; (in hexadecimal form)

] KCj i KC;
"0 | 9e3779b9 8 | 3779b99e
1| 3c6ef373 9 | 6ef3733c
2 |«78dde6eb 10 | dde6e678
3v}-flbbcdcc 11 | bbcdccfl
4 | e3779b99 12 | 779b99%e3
5| c6ef3733 13 | ef3733c6
6 | 8dde6eb7 14 | de6e678d
7 | 1bbcdccT 15 | bcdecflb

atio number

© ISO/IEC 2010 — Al rights reserved
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Al

Annex A
(normative)

Description of DES

Introduction

The DES algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher key
with length of 64 bits. Every eighth bit of the cipher key is usually used for parity checking and is ignored.

A.2 DES
The encrypt]
The 64-bit g
two halves,
which the d
which acce
with the left
halves are
concatenate
initial permu
The encrypt|
() 1P(

(2) fori

3) C =

A.3 DES

encryption
on operation is as shown in Figure A.1.

laintext is first subjected to the initial permutation IP. After the permutation, the’block is sp
Lo, and Ry, each of 32-bits. Then there are 16 rounds of identical operations\called functio
ata are combined with the key. During each round the right half is inputtio a keyed fund
ts a 32-bit input and a 48-hit subkey K; and produces a 32-bit output./This output is then X

swapped to give L; and R;, respectively. After last round, the-left half and the right hg
d and the 64-bit block is then subjected to the final permutation-#° * which is the inverse
tation. The output is the 64-bit ciphertext.

on operation is thus defined as follows (P and C are data, K; is a key).
P) = Lo|| Ro,

12, ..,16:

Li=Ri-1
Ri=Li-1® f(Ri-1,Ki)

IP(Ris || Lus)

Jecryption

The decryption operation is the same as the encryption one. The only difference is that the subkeys K

be used in t

A.4 DES

ne reverse ofder.

functions

A4l

it into
nf,in
tion f
ORed

half to produce a modified left half. At the end of each round excepidast round, the left and right

If are
of the

shall

Initial"permutation IP

The initial permutation IP is shown in Table A.1. It accepts a 64-bit input and yields a 64-bit output.
That is the permuted input has bit 58 of the input as its first bit, bit 50 as its second bit, and so on with bit 7
as its last bit.

52
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Table A.1 — Initial permutation IP

ISO/IEC 18033-3:2010(E)

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7
INPUT
Initial permutation
L I R
l ‘
% b
|
L,=Ry | Ri=L, ®f(Ro.K) |
) b -
@<
v V
| L15=Rq4 | R1s5= Lis @ f(Ry4, Kis) |
<%> Kie
P<

| R16= Lis © f(Rys, Kyg) |

Inverse initial permutation

OUTPUT

© ISO/IEC 2010 — Al rights reserved

Figure A.1 — Encryption procedure
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A.4.2 Inverse initial permutation IP™

The inverse initial permutation IP™ is shown in Table A.2. It also accepts a 64-bit input and yields a 64-bit
output. The output of the algorithm has bit 40 of the preoutput block as its first bit, bit 8 as its second bit, and
so on, until bit 25 of the preoutput block is the last bit of the output.

Table A.2 — Inverse initial permutation IP™

A.4.3 Fun
The functior
It takes a 37

is XORed v
obtained by

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
36 b 46 14 54 Z2Z2 o2 50
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

ction f

f is shown in Figure A.2.

-bit input R and expands this to a 48-bit R’ by usingthé. expansion permutation E. The 48tbit R’
ith a 48-bit subkey K and the computed 48-bit data; written as 8 blocks of 6 bits each, are
selecting the bits in its inputs in order according to the table. Each of the unique selection

functions, called S-Boxes, S4,S,,...,Sg, takes a 6-bit block ¥.as input and yields a 4-bit block Si(r;) as qutput.

The permut
input block.

The functior

1) R's
2) R

3 R”

R

4 R™

E(R)

= R'OK

= S1(r) [| Spea) [ S5 (ra) [[ S, (ra) I S5 (rs) [| Se(re) [ S7(r7) || Sg(re)

—P(RY)

=ra|[r2| rs||raf| reflrs| r7|| rs

f is thus defined as follows (P and G are data, K; is a key).

htion function P yields a 32-bit output R”” from a 32-bit input R’ by permuting the bits pf the
R'" is the output of the function f.

54
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A.4d.4

The €
first th

A.4.5

G,
| 48 bits | | K (48 bits) |
P-
i
S S, S, S, S S S 5,
L I T e T T e
G,

Expansion permutation E

xpansion permutation E is shown in Table A.3. It acCepts a 32-bit input and yields a 48-bit|
ree bits of E are the bits in positions 32, 1 and 2 while the last 2 bits are the bits in position

Permutation P

Figure A.2 — Calculation of f(R, K)

Table A.3 — Expansion permutation E

32
4
8

12

16

20

24

28

1

5

9
13
17
21
25
29

2
6
10
14
18
22
26
30

3
7
11
15
19
23
27
31

4
8
12
16
20
24
28
32

5
9
13
17
21
25
29
1

64
63
62
61
60
59
58
57

32
31
30
29
28
27
26
25

output. The
5 32 and 1.

The permutafion function P 1S shown In table AZ. Tt accepts a 3Z2-bit input and yields a 32-bit output. The
output P(L) for the function P defined by this table is obtained from the input L by taking the 16th bit of L as
the first bit of P(L), the 7th bit as the second bit of P(L), and so on until the 25th bit of L is taken as the 32nd
bit of P(L).

© ISO/IEC 2010 — Al rights reserved
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Table A.4 — Permutation P

16
29
1

32
19

7 20
12 28
15 23
18 31

8 24
27 3
13 30

21
17
26
10
14
9
6

22

11 4

25

A.4.6 S-Boxes
The S-Boxep are shown in Table A.5. Each of them accepts a 6-bit input and yields a 4-bit-output.
If S; is the function defined in the table and B is a block of 6 bits, then S;(B) is determined as followg: The
first and last bits of B represent in base 2 a number in the range 0 to 3. Let that humber be i. The migdle 4
bits of B represent in base 2 a number in the range 0 to 15. Let that numbernbe j. Look up in the table the
number in the i'th row and j'th column. It is a number in the range 0 to 15and’is uniquely represented by a 4
bit block. That block is the output S;(B) of S, for the input B. For examplé, for input 011011 the row |s 01,
that is row 1, and the column is determined by 1101, that is column(23. In row 1 column 13 appearg 5 so
that the output is 0101.
Table A.5 — S-Boxes
S1
14 4 13 1 2 15 11 8 ¥ 10 6 12 5 9 O 7
O 15 7 4 14 2 13 1%x30 6 12 11 9 5 3 8
4 1 14 8 13 6 2 1 15 12 9 7 3 10 5 O
15 12 8 2 4 9 1% 5 11 3 14 10 0 6 13
Sz
15 1 8 14 6 .2+ 3 4 9 7 2 13 12 0 5 10
3 13 4 7 152 8 14 12 0 1 10 6 9 11 5
0O 14 7 11 14004 13 1 5 8 12 6 9 3 2 15
13 8 10 1\~3 15 4 2 11 6 7 12 0 5 14 9
S3
10 0«9 14 6 3 15 5 1 13 12 7 11 4 2 8
13 #/~~0 9 3 4 6 10 2 8 5 14 12 11 15 1
13.'\¢ 4 9 8 15 3 0 11 1 2 12 5 10 14 7
+\10 13 0 6 9 8 7 4 15 14 3 11 5 2 12
SA
7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9
10 6 9 0 12 12 7 13 15 1 3 14 5 2 8 4
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14
Ss
2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9
14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6
4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14
11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3
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A5

The K
subke

Reca
suffic
A.3. 1
as thg

genetation, distribution and storage. Bits 8, 16,..., 64.are for use in assuring that each byte is 0

Perm

The t
the s
bits o

Se
12 1 10 15 9 2 6 8 0O 13 3 4 14 7 5 11
10 15 4 2 7 12 9 5 6 1 13 14 O 11 3 8
9 14 15 5 2 8 12 3 7 O 4 10 1 13 11 6
4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13
S7
4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1
13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 0 b5 9 2
6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12
Ssg
13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 &
1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
7 11 4 1 9 12 14 2 O 6 10 13 15 3 55H°8
2 1 14 7 4 10 8 13 15 12 9 O 3 5 6 11

DES key schedule

ey scheduling part is shown in Figure A.3. It accepts a 64-bit' key KEY and yields si
ys Ky, Ka,..., K.

| that K,,, for 1<n <16, is the block of 48 bits in (2).0f the algorithm. Hence, to descri

o complete the definition of KS it is therefore sufficient to describe the two permuted cho
b schedule of left shifts. One bit in each 8-bit byte.ef the KEY may be utilized for error detg

ited choice 1 is determined by Table A.6:

Table A;6°— Key permutation PC-1

57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

hble has.been divided into two parts, with the first part determining how the bits of C, are
cond part determining how the bits of Dy are chosen. The bits of KEY are numbered 1 thrg
Cq are respectively bits 57, 49, 41,..., 44 and 36 of KEY, with the bits of Dy being bits 63, }

Kteen 48-bit

be KS, it is

ent to describe the calculation of K, from KEY for n =71,'2,..., 16. That calculation is illustrated in Figure

ces, as well
ection in key
f odd parity.

chosen, and
ugh 64. The
b5, 47,..., 12

£ 1N/ MLl AN dafi ] o na M

ed from the

and

0 nad—aAx Bnaevi—dafia hawth hl ¥ hiat
Ul INL T, VVILIT O Allu ) UTIimeu, vWo TTUVY UTTINIC TIUVY UT'TC UTUURNOS U Aliu Uy arc uptaill

blocks C ., and D, respectively, for n = 1, 2,..., 16. That is accomplished by adhering to the following
schedule of left shifts of the individual blocks:
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Table A.7 — Number of key bits shifted per round

Iteration Number of
Number Left shifts

1 1

2 1

3 2

4 2

5 2

6 2

7 2

8 2
Iteration Number of
Number Left shifts

9 1

10 2

11 2

12 2

13 2

14 2

15 2

16 1

For examplé¢, C; and D; are obtained from C, and D,, respectively, by two left shifts, and C;¢ and Dy are
m Cy5 and Dys respectively, by one left shift. In all\cases, by a single left shift is meant a rdtation
ne place to the left, so that after one left shift‘the bits in the 28 positions are the bits that were

obtained fro
of the bits g
previously i

positions 2, 3,..., 28, 1. Permuted choice 2.i§’determined by Table A.8:

Table A.8 — Comptression permutation PC-2

14
3
23
16
41
30
44
46

Therefore, t

17
28
19
7
52
40
49
42

11
15
12
27
31
51
39
50

24
6
4

20

37

45

56

36

1
21
26
13
47
33
34
29

5
10
8
2
55
48
53
32

he.fifst bit of K, is the 14th bit of C,D,, the second bit the 17th, and so on with the 47th bit the

29th, and the 48th bit the 32nd.
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[ Db, ]
Left shift> Left shift>
< _PC-2 Ky
teftsiTift Ceft shiit
PC-2 K,

Figure A.3 — Key schedule calculation
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Annex B
(normative)

Object identifiers

This annex lists the object identifiers assigned to algorithms specified in this part of ISO/IEC 18033.

NOTE In applications where a combination of algorithms is used to provide security services or
when an nlgnrithm IS pnrnmnfnricnd hy the chaoice of a combination of other nlgn ithms
such a combination may be specified as a sequence of object identifiers assigned(o [these
algorithms or by including the object identifiers of lower layer algorithms (for example by
specifying the object identifier of a key encapsulation mechanism as a parameter |n the
algorithm identifier structure specifying a hybrid encryption algorithm).’ The algorithm
identifier structure is defined in ISO/IEC 9594-8.

-- 1SO/I1HC 18033-3 ASN.1 Module

EncryptidgnAlgorithms-3 {
iso(1) standard(0) encryption-algorithms(18033) part(3)
ashl-module(0) algorithm-object-identifiers(0))version(1)}
DEFINITIONS EXPLICIT TAGS ::= BEGIN
-- EXPORT|S All; --
-- IMPORT|S None; --
OID ::= OQBJECT IDENTIFIER -- Alias

-- Synonyms —-
is18033-3 OID ::

{iso(1) standard(0) encryption-algorithms(18033) part(3)}

id-bc64 oID ::
id-bcl128 | OID ::

{ 1s18033-3.cipher-64-bit(1) }
{ 1s18033~3' cipher-128-bit(2) }

-- Assignments —-

id-bc64-tdea OID ::= {id-bc64 tdea(l) }

id-bc64-nmistyl OID ::= {id-bc64 mistyl(2) }

id-bc64-gast128 OID ::= {id-bc64 castl28(3) }

1d-bc64-hight OID ::= {id-bc64 hight(4) }

id-bcl128-aes OID ::= {id-bcl128 aes(1) }

id-bcl128-cameéllia OID ::= {id-bc128 camellia(2) }

id-bcl128-seed OID ::= {1d-bcl28 seed(3) }
EncryptionAlgorithmldentifier{ALGORITHM:BlockAlgorithms} ::= SEQUENCE {

algorithm ALGORITHM.&id({BlockAlgorithms}),
parametersALGORITHM.&Type({BlockAlgorithms}{@algorithm}) OPTIONAL

}

BlockAlgorithms ALGORITHM ::= {
{ OID id-bc64-tdea PARMS KeyLengthlD } |
{ OID id-bc64-mistyl PARMS KeylLength A
{ OID id-bc64-cast128 PARMS KeylLength } 1
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{ OID id-bc64-hight PARMS KeyLength 3} |
{ OID id-bcl28-aes PARMS KeyLengthlD } |
{ OID id-bcl28-camellia PARMS KeyLengthlD } |
{ OID id-bcl28-seed PARMS KeyLength 3},
— Except additional algorithms —
}
KeyLength ::= INTEGER
KeyLengthlD ::= CHOICE {
int KeyLength,
did oID
}
-- Cryptographic algorithm identification —
ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
8Type OPTIONAL
}
WITH SYNTAX {OID &id [PARMS &Type] }
END | -- EncryptionAlgorithms-3 --
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Annex C
(informative)

Algebraic forms of MISTY1 and Camellia S-boxes

C.1 Introduction

In MISTY1 and Camellia algorithms, S-boxes can be described by the following algebraic forms respectively.

C.2 MIST|Y1 S-boxes

C.2.1 ThelS-boxes S;and Sq

This clause describes the algebraic forms over GF(2) of S; and Sg in the MISTY1 algorithm,

For example, if the input to S; is {53}, then X = (Xg Xs, X4, X3, X2, X1, X0) = (1, 0, 1, 0, O\1, 1). The substjtution
value would|be derived by the algebraic form in Figure C.1 and Y = (Y6, Y5 Va4 Y3 Y2Yi Yo) = (1,0, 1,0, 1,1, 1).

This would fesult in S; having a value of {57}.

C.2.2 MISTY1 S-box S5

yo=Xo@X1)‘3@XoX3X4®X1X5(‘BXoX2X5®X4X5®XoX1X6®X2X6@X0X5X6®X3X5X6@1
Y1 =X X2 @ o xa @D X3 X4 D X1 X5 D X2 X4 X5 D X6 D X0 X6 D X3 X6 D X253 %6 D X1 X4 X6 D X0 X5 X6 D 1

Yo = X1 X2 @ Mo X2 X3 D xa D X1 x4 D xo X1 X4 D X0 X5 D X0 X4 X5 D X3 Xaxs D x1 X6 D X3 X6 D X0 X3 X6 D x4 X6 D X2 X4

Yz = X0 D x1 @D xo X1 X2 D X0 X3 D X2 X4 D X1 X4 X5 D X2 X6 D x1 X3 X6 D X0 X4 X6 D x5 X6 D 1

Ya = X2 X3 @ Mo Xa D X1 X3 X4 D x5 D x2 X5 D x1 X2 X5 D Xo X3 X5B’X1 X6 D X1 X5 X6 D X4 X5 X6 D 1
Y5 = X0 D x1 P x2 D X0 X1 X2 D xo X3 D x1 X2 X3 D X1 X4 D Xx3.%2 X4 D X0 X5 D X0 X1 X5 D X3 X5 D X0
xs D X2 X5 X6

y6=XoX1<'B)<3@XoXg@X2X3X4@XoX5<‘BX2X5@X3Xs@X1X3X5@XlX6<'DX1X2X6®X0X3X6®X4X6®X2X5X6

Figure C.1}— Algebraic Form of S; (ys2>@ys2°® ... Dy, 2" D y2°= S;(x62° @ x52° D ... B x,2' D

C.2.3 MISTY1 S-box Sy

yo=X0X4@XoXs@X1X5@X1Xe@X2XG@X2X7@X3X7@X3X8@X4X8@1

yl:XoXz@Xs@X1Xg@X2X3<‘BX3X4<‘BX4Xs('BXoXe@XzX6®X7@XOX3®X3X8@X5Xg@1
Yo = Xo X1 D xa %z D x4 D X0 X4 D X2 X4 D X3 X4 D x4 X5 D X0 X6 D X5 X6 D %1 X7 D x3 X7 D xg
y3=Xo@X1Xz@X2X4@Xs@X1Xs@X3X5@X4X5@X5X6@X1X7@X5X7@X2X8@X4X8

y4:Xl@XoX3(‘BX2Xg@XoXs@X3X5<‘BXe@XzXG@X4X6@X5X5@X6X7® X2X3@X7X3

02%)

Yal=5D X0 X2 D X1 X4 D xa X4 D x3 X6 D x4 X5 D X7 D X2 X7 D x5 X2 D xa X2 D x0 X2 D x7 %

Yo = Xo X1 @D x3D x1 X4 D X2 X5 D x4 X5 D X2 X7 D X5 X7 D X D x0 X D x4 e D x6 Xe D x7 %D 1
y7 = X1 D x0 X1 D x1 %2 D X2 X3 D X0 X4 D X5 D x1 X6 D X3 X6 D X0 X7 D X4 X7 D X6 X7 D x1 %D 1
Y8 = X0 D xo X1 D X1 X2 D x4 D xo X5 D X2 X5 D X3 X6 D X5 X6 D X0 X7 D X0 Xg D X3 X D X6 X D 1

Figure C.2 — Algebraic Form of Sy (ys2° @ y:2'® ... @ y,12'® y2°= Se(xe2° ® x72" D ... ® x12" D x02%) )
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