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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual it

inte
take
techn

ational organizations, governmental and non-governmental, in liaison with ISO)aj
part in the work. In the field of information technology, ISO and IEC have establ
ical committee, ISO/IEC JTC 1.

Interpational Standards are drafted in accordance with the rules givencin’the ISO/IE(

Part 2.
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main task of the joint technical committee is to prepare” International Stan

InterLational Standards adopted by the joint technical committee-are circulated to nation

. Publication as an International Standard requires dpproval by at least 75 % of
s casting a vote.

EC 18033-2 was prepared by Joint Technical Committee ISO/IEC JTC 1,
ology, Subcommittee SC 27, IT Security techniques.

EC 18033 consists of the following parts, under the general title Information te
ity techniques — Encryption algorithins:

art 1. General
art 2: Asymmetric ciphers
art 3: Block ciphers

art 4. Streant.ciphers
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I ntroduction

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this International
Standard may involve the use of patents.

The ISO and IEC take no position concerning the evidence, validity and scope of this patent [right.
The holder ¢f this patent right has assured the ISO and IEC that he is willing to negotiate.licgnces
under reasomable and non-discriminatory terms and conditions with applicants throughont the World.
In this respgct, the statement of the holder of this patent right is registered with the, ISO and|IEC.
Information[may be obtained from:

I SO/IEC JT|C 1/SC 27 Standing Document 8 (SD8) " Patent Information™

Standing Dgcument 8 (SDS) is publicly available at: http://www.ni.dingde/sc27

Attention is|drawn to the possibility that some of the elements of-this International Standard mpy be
the subject |of patent rights other than those identified aboyve. ISO and IEC shall not be| held
responsible for identifying any or all such patent rights.
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Information technology — Security techniques — Encryption
algorithms —

Pa
As

1

This

functional interfaces and correct methods of use of such ciphers in general, as wellas the precisg
pher text format for several specific asymmetric ciphers (although confotming systems npay choose to
use alternative formats for storing and transmitting cipher-texts).

and ¢

A nofmative annex (Annex A) gives ASN.1 syntax for object identifigrs, public keys, and paramg
to be pssociated with the algorithms specified in this part of ISO/IEE~18033.

Howgver, these specifications do not prescribe protocols for reliably obtaining a public key,|

poss

guidahce on such key management issues.

The

NOTE Briefly, the asymmetric ciphers are:

2

rt 2:
ymmetric ciphers

10 s)

cope

part of ISO/IEC 18033 specifies several asymmetric ciphers. These spécifications

epsion of a private key, or for validation of eitherublic or private keys; see ISO/IEC

HCIES-HC; PSEC-HC; ACE-HC: generic hybrid'ciphers based on ElGamal encryption;
RSA-HC: a generic hybrid cipher based onthe RSA transform;

RSAES: the OAEP padding scheme applied to the RSA transform;

HIME(R): a scheme based on the.hatdness of factoring.

ormative references

asymmetric ciphers that are specified in this part of ISO/IEC 18033 are indicated in Clause 7.6.

prescribe the
functionality

pter structures

for proof of
11770-3 for

The following referenced documents are indispensable for the application of this document. For dated

refergnces, only theedition cited applies. For undated references, the latest edition of the referen
(including anyamendments) applies.

ISO/TEC 9797-1:1999, Information technology — Security techniques — Message Authenticatio

(MA

red document

1 Codes

s Part 1: Mechanisms using a block cipher

ISO/IEC 9797-2:2002, Information technology — Security techniques— Message Authentication Codes

(MA

Cs) — Part 2: Mechanisms using a dedicated hash-function

ISO/IEC 10118-2:2000, Information technology — Security techniques — Hash-functions — Part 2: Hash-
functions using an n-bit block cipher

ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3:
Dedicated hash-functions

ISO/IEC 18033-3:2005, Information technology — Security techniques — Encryption algorithms —
Part 3: Block ciphers
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3 Definitions

For the purposes of this document, the following terms and definitions apply.

NOTE
elaboration.

3.1

asymmetric cipher
system based on asymmetric cryptographic techniques whose public transformation is used for encryption and

Where appropriate, forward references are given to clauses which contain more detailed definitions and/or further

whose privatg

[ISO/IEC 18
NOTE See Cl

3.2

asymmetric
cryptographig
key) and a pr
given the pub
[ISO/IEC 1177

33
asymmetric
pair of relate
and the publi
[ISO/IEC 97¢
NOTE

3.4
bit
one of the tw

NOTE See Cl
3.5
bit string

sequence of 4
NOTE

3.6

block

string of bits
[ISO/IEC 18

See Clauses 7, 8.1.

See Clause 5.2.1.

transformation is used for decryption
33-1]

ause 7.

Cryptographic technique

technique that uses two related transformations, a public transformation {defined by the |
vate transformation (defined by the private key). The two transformations have the propert]
lic transformation, it is computationally infeasible to derive the private transformation.
0-1:1996]

key pair
] keys, a public key and a private key, where the private key defines the private transforn
b key defines the public transformation
8-1:1997]

b symbols "0' or "1’
puse 5.2.1.

its

bf a defined length

bublic
 that,

nation

NOTE Inthi
3.7
block cipher

3341

symmetric cipher with the property that the encryption algorithm operates on a block of plain-text, i.e., a
string of bits of a defined length, to yield a block of cipher text
[ISO/TIEC 18033-1]

NOTE
NOTE
as bit strings).

See Cl

ause 6.4.

In this part of ISO/IEC 18033, plaintext/cipher text blocks will be restricted to be octet strings (interpreted in a natural way

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=27c671981953e5db1965ca1942f8aaba

ISO/IEC 18033-2:2006(E)

3.8
cipher
cryptographic technique used to protect the confidentiality of data, and which consists of three component

processes: an encryption algorithm, a decryption algorithm, and a method for generating keys
[ISO/IEC 18033-1]

3.9

cipher text

data which has been transformed to hide its information content
[ISO/IEC 10116:1997]

3.10
concyete group
expligit description of a finite abelian group, together with algorithms for performing the group pperation and

for ercoding and decoding group elements as octet strings
NOTE| See Clause 10.1.

3.11
cryptographic hash function
functijon that maps octet strings of any length to octet strings of fixed length, such that it is compyitationally
infeadible to find correlations between inputs and outputs, and suchthat'given one part of the output, but not
the input, it is computationally infeasible to predict any bit of thegreémaining output. The precise security
requitements depend on the application.
NOTE| See Clause 6.1.

3.12
data e¢ncapsulation mechanism
cryptdgraphic mechanism, based on symmetric cryptographic techniques, which prote¢ts both the

confidlentiality and the integrity of data
NOTE| See Clause 8.2.

3.13
decryption

revergal of the corresponding encryption
[ISO/IEC 11770-1:1996]

3.14
decryption algorithm

proceps which transforms ciphertext into plaintext
[ISO/JEC 18033:1]

3.15
encryiption
(reversible) transformation of data by a cryptographic algorithm to produce cipher text, i.e., to hide the

information content of the data
[ISO/IEC 9797-1]

© ISO/IEC 2006 — All rights reserved 3
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3.16
explicitly given finite field
finite field that is represented explicitly in terms of its characteristic and a multiplication table for a basis of

the field over the underlying prime field
NOTE See Clause 5.3.

3.17
encryption algorithm

process which transforms plaintext into cipher text
[ISO/IEC 18033-1]

3.18
encryption :)I)tion
option that mjay be passed to the encryption algorithm of an asymmetric cipher, or of a key .encapsulation

mechanism, tp control the formatting of the output cipher text
NOTE See Clauses 7, 8.1.

3.19
field
mathematicall notion of a field, i.e., a set of elements, together with binary ‘operations for additioh and
multiplication on this set, such that the usual field axioms apply

3.20
finite abelian group
group such that the underlying set of elements is finite, and such that the underlying binary operation is
commutative

3.21
finite field
field such that the underlying set of elements is finite

3.22

group
mathematical notion of a group, i.e., a’set of elements, together with a binary operation on this set, sudh that
the usual grogip axioms apply

3.23
hybrid cipher
asymmetric clipher that ¢ombines both asymmetric and symmetric cryptographic techniques

3.24
key
sequence of ~symbots—that—controts—the—operatron—of—=a—cryptographtc—transformatiom—e-g;—encryption,
decryption)

[ISO/IEC 11770-1:1996]

3.25

key derivation function

a function that maps octet strings of any length to octet strings of an arbitrary, specified length, such that it is
computationally infeasible to find correlations between inputs and outputs, and such that given one part of the
output, but not the input, it is computationally infeasible to predict any bit of the remaining output. The

precise security requirements depend on the application.
NOTE See Clause 6.2.

4 © ISO/IEC 2006 — All rights reserved
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3.26
key encapsulation mechanism
similar to an asymmetric cipher, but the encryption algorithm takes as input a public key and generates a

secret key and an encryption of this secret key
NOTE See Clause 8.1.

3.27
key generation algorithm

method for generating asymmetric key pairs
NOTE See Clauses 7, 8.1.

3.28
label
octet ptring that is input to both the encryption and decryption algorithms of an asymmetric cigher, and of a
data ¢ncapsulation mechanism. A label is public information that is bound to the cipher t¢xt in a non-

mallepble way
NOTE| See Clauses 7, 8.2.

3.29
length
length of a string of digits or the representation of an integer
Specifically:

(1) lehgth of a bit string is the number of bits in the string
NOTE| See Clause 5.2.1.

(2) length of an octet string is the number of octets in the sfring
NOTE| See Clause 5.2.2.

(3) bit length of a non-negative integer n is gthe¢number of bits in its binary repredentation,
re., dlogy(n+ 1)
NOTE| See Clause 5.2.4.
(4) ogtet length of a non-negative integer n.is the number of digits in its representation base|256, i.e.,
dlogjs(n + 1)

NOTE| See Clause 5.2.4.

3.30
message authentication code (MAC)
string| of bits which is the output of a MAC algorithm

[ISO/[EC 9797-1]
NOTE| See Clause 6.3.
NOTE| In this part of ISOAEC 18033, a MAC will be restricted to be an octet string (interpreted in a natural way as g bit string).

3.31
MA( algorithm
algorithm'for computing a function which maps strings of bits and a secret key to fixed-length strings of bits,
satisfying’the following two properties:

- for any key and any input string, the function can be computed efficiently;
- for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the
function value on any new input string, even given knowledge of the set of input strings and corresponding
function values, where the value of the ith input string may have been chosen after observing the value of the
first i - 1 function values.

[ISO/IEC 9797-1]

NOTE See Clause 6.3.

NOTE In this part of ISO/IEC 18033, the input and output strings of a MAC algorithm will be restricted to be octet strings
(interpreted in a natural way as bit strings).

© ISO/IEC 2006 — All rights reserved 5
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3.32
octet
a bit string of
NOTE See Cl
3.33

octet string

length 8
ause 5.2.2.

a sequence of octets

NOTE See Cl
NOTE When

ause 5.2.2.

appropriate, an octet string may be interpreted as a bit string, simply by concatenating all of the component octets.

3.34
plaintext

unencrypted {nformation

[ISO/IEC 101

3.35
prefix free sq
a set S of bit/

3.36
primitive
a function us¢

3.37

private key
the key of an
[ISO/IEC 117
NOTE SeeCl

3.38

public key
the key of an
[ISO/IEC 117
NOTE SeeCl

3.39

secret key
key used with
[ISO/IEC 117

3.40

16:1997]

t
pctet strings such that there do not exist strings x =y € S such that x/is-a/prefix of y

d to convert between data types

entity's asymmetric key pair which should only-be used by that entity
70-1:1996]
auses 7, 8.1.

entity's asymmetric key pair which can be made public
70-1:1996]
auses 7, 8.1.

symmetric-Cryptographic techniques by a specified set of entities
70-3:1999]

symmetric cipher

cipher based on symmetric cryptographic techniques that uses the same secret key for both the
encryption and decryption algorithms
[ISO/IEC 18033-1]

341

system parameters

choice of parameters that selects a particular cryptographic scheme or function from a family of cryptographic

schemes or functions

© ISO/IEC 2006 — All rights reserved
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4 Symbols and notation

For the purposes of this document, the following symbols and notation apply.

NOTE Where appropriate, forward references are given to clauses which contain more detailed definitions and/or further
elaboration.
Lx] the largest integer less than or equal to the real number x. For example,

5] =5,153]=5,and|-5.3] =-6

ha thestmattestimteger greater tham or equat to-the Teat mumber X Forexampie;
[51=5,1531=6,and[-5.3] =6

[l..b] the interval of integers from a to b, including both a and b

[l..b) the interval of integers from a to b, including a but not b

x| if X is a finite set, then the cardinality of X; if X is a finitelabelian group or afinite field,
then the cardinality of the underlying set of elements; if Xis a real number, thien the
absolute value of X; if X is a bit/octet string, then theJé€ngth in bits/octets of the string
NOTE See Clauses 5.2.1, 5.2.2.

XDy if x and y are bit/octet strings of the same length, the bit-wise exclusive-or (XPR) of the
two strings.
NOTE See Clauses 5.2.1, 5.2.2.

s, ..., xy ifxy, ..., x; are bits/octets, the bit/ogtet string of length 1 consisting of the

bits/octets x1; : : : ; x1, in the givén.order
NOTE See Clauses 5.2.1, 5.2.2.

Al y if x and y are bit/octet strings,the concatenation of the two strings x and y, resplting in the
string consisting of x followed by y
NOTE See Clauses 5.2.15%:2.2.

dcd(a, b) for integers a and-b, the greatest common divisor of a and b, i.e., the largest ppsitive
integer that divides both a and b (or 0 if a = b =0)

4l b relation‘between integers a and b that holds if and only if ¢ divides b, i.e., thete exists an
integetye such that b = ac

q = b (mod n).for a non-zero integer n, a relation between integers a and b that holds if and ¢nly if a and
b are congruent modulo n, i.e., n | (a—b)

q mod'n for integer a and positive integer n, the unique integer » € [0 . . n) such that » £ a (mod n)

- Nmedsn forintecera-anrd-positiveintecern—suchthat oed(a: ) — 1 tha tpntoia totogod

mod-#—for-integer-a-and positive-integer n-such-that sedfe—1n)—1the unique-integer

b € [0..n) such that ab =1 (mod n)

F* for a field F, the multiplicative group of units of

OF for a field F, the additive identity (zero element) of F

1r for a field F, the multiplicative identity of

BS2IP bit string to integer conversion primitive
NOTE See Clause 5.2.5.

© ISO/IEC 2006 — All rights reserved
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EC20S8P elliptic curve to octet string conversion primitive. (See Clause 5.4.3.)

FE20SP field element to octet string conversion primitive. (See Clause 5.3.1.)

FE2IP field element to integer conversion primitive. (See Clause 5.3.1.)
I12BSP integer to bit string conversion primitive. (See Clause 5.2.5.)
120SP integer to octet string conversion primitive. (See Clause 5.2.5.)

OS2ECP octet string to elliptic curve conversion primitive. (See Clause 5.4.3.)

5

This

inclu
5.1

For 4
pend
speci
empl
tion)
indic
rand

In de
eithe
unles
fails

DS2FEP octet string to field element conversion primitive. (See Clause 5.3.1.9

DS2IP octet string to integer conversion primitive. (See Clause 5.2.5,)
Dct(m) the octet whose integer value is m. (See Clause 5.2.4.)
C(n) the length in octets of an integer n. (See Clause 5.2.5.)

Mathematical conventions

clause describes certain mathematical conventigns ‘used in this part of ISO/IEC 1
ling the representation of mathematical objectsftand primitives for data type conver

Functions and algorithms

5 not only on the input value but also on a randomly chosen auxiliary value) are
fied in algorithmic form. Exdept where explicitly noted, an implementor may cho
by any equivalent algorithn (i.e., one which yields the same function or probabilistic

htes that a randomvalue should be generated, an implementor shall use an appro
m generator to generate this value (see ISO/IEC 18031 for more guidance on this i

scribing a function in algorithmic terms, the following convention is adopted. An algo
' computes.a value, or alternatively, it may fail. By convention, if an algorithm fails
s otherwise specified, another algorithm that invokes this algorithm as a sub-routin|

8033,

sion.

ase of presentation, functions and gprobabilistic functions (i.e., functions whose valye de-

often
se to
func-

Moreover, in the case df probabilistic functions, when the algorithm describing the fumiction

briate
sue).

rithm
then
b also

NOTE Thus, failing is analogous to the notion of “throwing an exception” in many programming
languages; however, it can also be viewed as returning a special value that is by definition distinct from
all values returned by the algorithm when it does not fail. With this latter interpretation of failing, an
algorithm still properly describes a function. The details of how an implementation achieves the effect of
failing are not specified here. However, in a typical implementation, an algorithm may return an “error
code” of some sort to its environment that indicates the reason for the failure. It should be noted that in
some cases, for reasons of security, the implementation should take care not to reveal the precise cause

of cer

tain types of errors.
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5.2 Bit strings and octet strings
5.2.1 Bits and bit strings
A bit is one of the two symbols ‘0’ or ‘1°.

A bit string is a sequence of bits. For bits x1,...,z;, (21,...,x;) denotes the bit string of length
[ consisting of the bits x1, ..., 2, in the given order.

For a bit string © = (x1,...,2;), the length [ of x is denoted by |z|, and if [ > 0, z is called the
first bit of x, and z; the last bit of z.

For Wit strings = and y, z || y denotes the concatenation of x and y; that is, if x = (z1{]., x;)
and § = (y1,...,Ym), then z ||y = (z1,..., 2, y1,- -, Ym)-

For it strings = and y of equal length, x @ y denotes the bit-wise exclusive-oryXOR) of v and
.

The pit string of length zero is called the null bit string.

NOTE No special subscripting operator is defined for bit strings. Thusy\if x is a bit string, x; ddes not
necesparily denote any particular bit of x.

5.2.2 Octets and octet strings
An ogtet is a bit string of length 8.
An optet string is a sequence of octets.

For dctets x1,...,x;, (x1,...,2;) denotés the octet string of length [ consisting of the pctets
x1,..|., 2, in the given order.

For gn octet string x = (1, . ‘@), the length [ of x is denoted by |z|, and if [ > 0, z is falled
the flrst octet of z, and x; the) last octet of x.

For dctet strings x and ¥; x || y denotes the concatenation of x and y; that is, if x = (x1,.].,2;)
and ¥ = (y1,..., Y )Ythen x|y = (z1, ..., 2,91, -, Ym ).

For dctet strings = and y of equal length, @ y denotes the bit-wise exclusive-or (XOR) of x
and {

The betet cf'r"i'ng of ]ahgf]n zorois called the nyll getot cf'lr"i'ng

NOTE 1 No special subscripting operator is defined for octet strings. Thus, if x is an octet string, x;
does not necessarily denote any particular octet of x.

NOTE 2 Note that since an octet is a bit string of length 8, if z and y are octets, then x ||y is a bit
string of length 16, () and (y) are each octet strings of length 1, and () || (y) = (x,y) is an octet
string of length 2.
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5.2.3 Octet string/bit string conversion

Primitives OS2BSP and BS20SP to convert between octet strings and bit strings are defined
as follows.

The function OS2BSP(x) takes as input an octet string x = (x1,...,x;), and outputs the bit
string y =z || -+ || 2.

The function BS20SP(y) takes as input a bit string y, whose length is a multiple of 8, and
outputs the unique octet string x such that y = OS2BSP(x).

5.2. Bit qtring/intpgpr conversion

Primfitives BS2IP and I2BSP to convert between bit strings and integers are defined as follows.

The function BS2IP(x) maps a bit string = to an integer value z’, as follows. If x = (z;_1,. .|, zo)
wherp xg, ..., z;_1 are bits, then the value 2’ is defined as
= Z 21,
0<i<l
=1’

The function I2BSP(m,1) takes as input two non-negative-integers m and [, and outpups the
uniqyie bit string x of length [ such that BS2IP(z) = fu, if such an x exists. Otherwisg, the
functfion fails.

The [ength in bits of a non-negative integer n is the number of bits in its binary representption,
ie., [logy(n+1)].

As a[notational convenience, Oct(m) is.defined as Oct(m) = I2BSP(m,8).

NOTE Note that I2BSP(m,!) fails if-and only if the length of m in bits is greater than I.
5.2.5 Octet string/integer conversion
Primiitives OS2IP and(T2OSP to convert between octet strings and integers are defined as follows.

The | function ~OS2[P(x) takes as input an octet string, and outputs the ifteger
BS21P(OS2BSP(x)).

The furction I20SP(m,l) takes as input two non-negative integers m and [, and outpufs the
uniquieoctet string of length [ such that OQOTP(’T‘) = m _if such an = exists Otherwise, the

function fails.

The length in octets of a non-negative integer n is the number of digits in its representation base
256, i.e., [logyss(n + 1)]; this quantity is denoted L£(n).

NOTE Note that I20SP(m,!) fails if and only if the length of m in octets is greater than .

5.3  Finite fields

This clause describes a very general framework for describing specific finite fields. A finite field
specified in this way is called an explicitly given finite field, and it is determined by explicit data.
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For a finite field F' of cardinality ¢ = p®, where p is prime and e > 1, explicit data for F' consists
of p and e, along with a “multiplication table,” which is a matrix T" = (7};)1<i j<e, Where each
T;; is an e-tuple over [0..p).

The set of elements of F' is the set of all e-tuples over [0..p). The entries of T are themselves
viewed as elements of F'.

Addition in F is defined element-wise: if
a=(a,...,a.) € F and b= (by,...,b.) € F,

then a + b = ¢, where

c=(c1y...,¢) and ¢; = (a; +b;) modp (1 <i<e).

A scglar multiplication operation for F' is also defined element-wise: if
a=(ay,...,a.) € F and d€[0..p),
then|d - a = ¢, where

c=(c1,...,¢c) and ¢; = (d-a;) mod p (1 <J&e).

Multjplication in F' is defined via the multiplication table T% as follows: if
a=(a,...,a.) € F and b=Ab,...,b.) € F,

e &
a-b= Z Z(aibj mod p)T;;,
i=1j=1
wherp the products (a;b; mod p)T;; are defiiled using the above rule for scalar multiplicption,
and yhere these products are summed using the above rule for addition in F'. It is assumed that
the multiplication table defines an algebraic structure that satisfies the usual axioms of a] field;
in pgrticular, there exist additive \and multiplicative identities, every element has an additive
inverpe, and every element besides-the additive identity has a multiplicative inverse.

Observe that the additive identity of F', denoted Op, is the all-zero e-tuple, and that thd mul-
tipligative identity of £ denoted 1, is a non-zero e-tuple whose precise format depends on
T.

NOTE 1 The fiéld F is a vector space of dimension e over the prime field F’ of cardinality p, [where
scalail multiplication is defined as above. The prime p is called the characteristic of F. For 1 <1 q e, let

0; dejote the e-tuple over I’ whose ith component is 1, and all of whose other components are (. The
elem%ts 017...,0, form an ordered basis of F' as a vector space over F’. Note that for 1 < ,5 e, we
have + -9J‘ = T;J‘

NOTE 2 For e > 1, two types of standard bases are defined that are commonly used in implementations
of finite field arithmetic:

— 04,...,0, is called a polynomial basis for F over F' if for some § € F, §; = 0°~% for 1 < i < e. Note
that in this case, 1p = 0,.

— 04,...,0, is called a normal basis for F' over F’ if for some 0 € F, 0; = 0P for 1 <4 < e. Note
that in this case, 1p = ¢ ;_, 0; for some ¢ € [1..p); if p = 2, then the only possible choice for ¢ is

1; moreover, one can always choose a normal basis for which ¢ = 1.

NOTE 3 The definition given here of an explicitly given finite field comes from [23].
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5.3.1 Octet string and integer/finite field conversion

Primitives OS2FEPr and FE20SPr to convert between octet strings and elements of an ex-
plicitly given finite field F, as well as the primitive FE2IPr to convert elements of F' to integer
values, are defined as follows.

The function FE2IP maps an element a € F to an integer value a’, as follows. If the cardinality

of F'is ¢ = p°, where p is prime and e > 1, then an element a of F is an e-tuple (a1, ...,a.),
where a; € [0..p) for 1 <i <e, and the value @’ is defined as

e
/ i—
a = E aip L.
=+

The function FE20SP (a) takes as input an element a of the field F' and outputs the octet ptring
I209P(d’, 1), where o’ = FE2IP p(a), and [ is the length in octets of |F|—1, i.eq L= [logysé | F|].
Thud|, the output of FE20SP p(a) is always an octet string of length exactly’ Tlogosq | F].

The function OS2FEPp(x) takes as input an octet string x, and qutputs the (unique] field
elem¢nt a € F such that FE20SPp(a) = z, if any such a existgfand otherwise fails. [ Note
that |OS2FEPp(x) fails if and only if either # does not havedength exactly [loggsg |F||], or
OS21P(z) > |F|.

5.4 | Elliptic curves

An elliptic curve E over an explicitly given finite field F' is a set of points P = (z,y), where x
and 4 are elements of I’ that satisfy a certain equation, together with the “point at infinity,”
denoted by O. For the purposes of this part:ofISO/IEC 18033, the curve E is specified hy two
field plements a,b € F, called the coefficients of E.

Let ¢ be the characteristic of F.

If p } 3, then a and b shall safisfy 4a® + 276> # O, and every point P = (x,y) on E (other
than|O) shall satisfy the equation
y? = 2% +ax +b.

If p 5 2, then b shall-satisfy b # O, and every point P = (z,y) on E (other than O) shall datisfy
the efuation
2+ xy = 2% + ax? + 0.

pr -+ ‘27 then g and b shall QinQ‘F}I a - nF and b £ nF, and every pninf P — (m’y> on E Other
than Q) shall satisfy the equation

y? =23+ ax? +b.
The points on an elliptic curve form a finite abelian group, where O is the identity element.

There exist efficient algorithms to perform the group operation of an elliptic curve, but the
implementation of such algorithms is out of the scope of this part of ISO/IEC 18033.

NOTE See, for example, ISO/TEC 15946-1, as well as [9], for more information on how to efficiently
implement elliptic curve group operations.
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5.4.1 Compressed elliptic curve points

Let E be an elliptic curve over an explicitly given finite field F', where F' has characteristic p.
A point P # O can be represented in either compressed, uncompressed, or hybrid form.

If P = (x,y), then (z,y) is the uncompressed form of P.

Let P = (z,y) be a point on the curve E, as above. The compressed form of P is the pair (z,7),
where g € {0, 1} is determined as follows.

N £ L2 and o —0- thon o —0
I~ o I J

— Ifp#2andy#0p, then § = (('/p/) mod p) mod 2, where v/ = FE2IP(y), and wlere f
{s the largest non-negative integer such that p/ | /.

— Ifp=2and z =0p, then y = 0.

— Ifp=2and x # O, then § = |2//2/ | mod 2, where z = y/x, wheve 2’ = FE2IPr(z), and
where f is the largest non-negative integer such that 2f dividesCFE2IP r(lp).

The hybrid form of P = (x,y) is the triple (x,7,y), where gis\as in the previous paragraph.
5.4.2 Point decompression algorithms

Therp exist efficient procedures for point decompiession, i.e., computing y from (z,7). [Chese
are briefly described here.

— Assume p # 2, and let (x,7) be the ¢ompressed form of (x,y). The point (x,y) satisfjes an
¢quation y? = f(x) for a polynomial f(x) over F in x. If f(x) = O, then there is only one
possible choice for y, namely, 4= 0p. Otherwise, if f(x) # 0, then there are two pdssible
hoices of y, which differ ondyin sign, and the correct choice is determined by 3. Thefe are
well-known algorithms for;eomputing square roots in finite fields, and so the two choices of
) are easily computed.

— RAssume p = 2,(and let (z, ) be the compressed form of (z,y). The point (z,y) safisfies
n equation.g2+ xy = 23 + az? + b. If x = Op, then we have y?> = b, from which y is
finiquely -determined and easily computed. Otherwise, if x # Op, then setting z = yz, we
have 222 = g(z), where g(z) = (z + a +bx~2). The value of y is uniquely determingd by,
ind easily computed from, the values z and x, and so it suffices to compute z. To cotppute
b \Observe that for a fixed z, if 2 is one solution to the equation 224 2z = g(x), then tHere is
exactly one other solution, namely z+ 1g. It is easy to compute these two candidate values
of z, and the correct choice of z is easily seen to be determined by g.

5.4.3 Octet string/elliptic curve conversion

Primitives FC20SPr and OS2ECPE for converting between points on an elliptic curve E and
octet strings are defined as follows.

Let E be an elliptic curve over an explicitly given finite field F.
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The function EC20SP g(P, fmt) takes as input a point P on F and a format specifier fmt, which
is one of the symbolic values compressed, uncompressed, or hybrid. The output is an octet string

EP,

NOTE If the format specifier fmt is uncompressed, then the valte § need not be computed.

The

the ¢

6

This

quent clauses. The types of transformations are cryptographic hash functions, key deri
funcions, message authéntication codes, block ciphers, and symmetric ciphers. For each

of tr

6.1

A cn

computed as follows.
If P = 0O, then EP = (Oct(0)).

If P=(x,y) # O, with compressed form (z,7), then
EP = (H)[ XY,

where

— H is a single octet of the form Oct(4U + C - (2 + g)), where

— U =1if fmt is either uncompressed or hybrid, and otherwise, U = 0;
— C =1if fmt is either compressed or hybrid, and otherwise, C' = (;
1— X is the octet string FE20SPp(x);

+— Y is the octet string FE20SP (y) if fmt is either uncompressed’or hybrid, and othd
Y is the null octet string.

function OS2ECP p(EP) takes as input an octet(string EP. If there exists a point

Cryptographic transformations

clause describes several crfyptographic transformations that will be referred to in

Cryptographic hash functions

rwise

P on

urve E and a format specifier fmt such that EC€20SPg(P, fmt) = EP, then the fuliction
outpfits P (in uncompressed form), and otherwise,the function fails. Note that the point
it exists, is uniquely defined, and so the function OS2ECP g(EP) is well defined.

P, if

ubse-
ation

type

nsformation, the apstract input/output characteristics are given, and then specific imple-
mentptions of these'transformations that are allowed for use in this part of ISO/IEC 180:
specified.

3 are

ptographic hash function is essentially a function that maps an octet string of valriable

length to an octet string of fixed length. More precisely, a cryptographic hash function Hash
specifies

14

a positive integer Hash.len that denotes the length of the hash function output,

a positive integer Hash. MaxInputLen that denotes the maximum length hash input,

and a function Hash.eval that denotes the hash function itself, which maps octet strings of

length at most Hash. MaxInputLen to octet strings of length Hash.len.

The invocation of Hash.eval fails if and only if the input length exceeds Hash. MaxInputLen.
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6.1.1 Allowable cryptographic hash functions

For the purposes of this part of ISO/IEC 18033, the allowable cryptographic hash functions are
those described in ISO/IEC 10118-2 and ISO/IEC 10118-3, with the following provisos:

— The hash functions described in ISO/IEC 10118 map bit strings to bit strings, whereas in
this part of ISO/IEC 18033, they map octet strings to octet strings. Therefore, a hash
function in ISO/IEC 10118-2 or ISO/IEC 10118-3 is allowed in this part of ISO/IEC 18033
only if the length in bits of the output is a multiple of 8, in which case the mapping between
octet strings and bit strings is affected by the functions OS2BSP and BS20SP.

—  Whereas the hash functions in ISO/IEC 10118 are not defined for inputs exceeding a given
Jength, a hash function in this part of ISO/IEC 18033 is defined to fail for such inpyts.

6.2 | Key derivation functions
A kely derivation function is a function KDF(x,l) that takes as input an-ootet string ¥ and
an integer | > 0, and outputs an octet string of length [. The string z,isH)of arbitrary l¢ngth,
although an implementation may define a (very large) maximum lengtlr for 2 and maximuin size

for [,|and fail if these bounds are exceeded.

NOTE In some other documents and standards, the term “mask, g€neration function” is used ipstead
of “kqy derivation function.”

6.2.1 Allowable key derivation functions

The key derivation functions that are allowed in this'part of ISO/IEC 18033 are KDF1, des¢ribed
below in Clause 6.2.2, and KDF2, described_helow in Clause 6.2.3.

6.2.2 KDF1

6.2.2.1 System parameters
KDH|1 is a family of key deriyation functions, parameterized by the following system paramleters:
— Hash: a cryptograpliic hash function, as described in Clause 6.1.
6.2.3.2 Specification

For gn octefsstring « and a non-negative integer I, KDF1 (z,1) is defined to be the first [ pctets
of

Hash.eval(x || I20SP(0,4)) || - - - || Hash.eval(x || I20SP(k —1,4)),
where k = [I/Hash.len].

NOTE This function will fail if and only if k > 232 or if |z| + 4 > Hash. MazInputLen.

6.2.3 KDF2

6.2.3.1 System parameters

KDF?2 is a family of key derivation functions, parameterized by the following system parameters:
— Hash: a cryptographic hash function, as described in Clause 6.1.
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6.2.3.2 Specification

For an octet string x and a non-negative integer I, KDF2(x,1) is defined to be the first [ octets
of
Hash.eval(x || I20S8P(1,4)) || - - - || Hash.eval(x || I20SP(k,4)),

where k = [I/Hash.len].
NOTE 1 This function will fail if and only if & > 232 or if || + 4 > Hash.MazInputLen.

NOTE 2 KDF2 is the same as KDF'1, except that the counter runs from 1 to k, rather than from 0 to
k—1.

6.3 | MAC algorithms

A MAC algorithm MA is a scheme that defines two positive integers MA. KeyLery and
MA.MACLen, along with a function MA.eval(k',T) that takes a secret key k’,“which is anfoctet
string of length MA.KeyLen, along with an arbitrary octet string 1" as input,”and compufes as
outpfit an octet string MAC of length MA.MACLen.

An implementation may impose a maximum value for the length £, and MA.eval(k’, 1) will
fail if this bound is exceeded.

NOTE See Annex B.1 for a discussion on the desired security pyoperties of MAC algorithms.
6.3.1 Allowable MAC algorithms

For tlhe purposes of this part of ISO/IEC 18033, the allowable MAC algorithms are thoge de-
scribgd in ISO/IEC 9797-1 and ISO/TEC 9797-2, with the following provisos:

— For MAC the algorithms describéd mn ISO/IEC 9797-1 and ISO/IEC 9797-2, the inputs
ire bit strings, and the secretvkeéy and outputs are fixed-length bit strings. Therefore, an
\lgorithm in ISO/IEC 9797-1-or ISO/IEC 9797-2 is allowed in this part of ISO/IEC [18033
nly if the lengths in bits of the MAC and of the secret key are multiples of 8, in which case

the mapping between octet strings and bit strings is affected by the functions OS2BSP and
BS20SP.

— Whereas the &lgorithms in ISO/IEC 9797-1 and ISO/IEC 9797-2 are not defined for inputs
¢xceeding @/given length, a MAC algorithm in this part of ISO/IEC 18033 is defined tjo fail
for suchlinputs.

6.4 | ‘Block ciphers

A block cipher BC specifies the following:

— a positive integer BC.KeyLen, which is the length in octets of the secret key,

— a positive integer BC.BlockLen, which is the length in octets of a block of plaintext or
ciphertext,

— a function BC.Encrypt(k,b), which takes as input a secret key k, which is an octet string of

length BC.KeyLen, and a plaintext block b, which is an octet string of length BC. BlockLen,
and outputs a ciphertext block ', which is an octet string of length BC.BlockLen, and
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— a function BC.Decrypt(k,b’), which takes as input a secret key k, which is an octet
string of length BC.KeyLen, and a ciphertext block »', which is an octet string of
length BC.BlockLen, and outputs a plaintext block b, which is an octet string of length
BC.BlockLen.

For any fixed secret key k, the function b — BC.Encrypt(k,b) acts as a permutation on the
set of octet strings of length BC.BlockLen, and the function b’ — BC.Decrypt(k,b) acts as the
inverse permutation.

NOTE See Annex B.2 for a discussion of the desired security properties of block ciphers.

6.4. Allowable block ciphers

For the purposes of this part of ISO/IEC 18033, the allowable block ciphers are those dés¢ribed
in ISP/IEC 18033-3, with the following proviso:

— InISO/IEC 18033-3, plaintext/ciphertext blocks and secret keys are fixed-length bit stjrings,
whereas in this part of ISO/IEC 18033, they are fixed-length octet @trings. Therefpre, a
block cipher in ISO/TEC 18033-3 is allowed in this part of ISO /TEC-18033 only if the lgngths
n bits of plaintext/ciphertext blocks and of the secret key are multiples of 8, in which case

the mapping between octet strings and bit strings is affected-by the functions OS2BSP and
BS20SP.

6.5 | Symmetric ciphers

A syinmetric cipher SC specifies a key length SC.KeyLen, along with encryption and decryption
algorjithms:

— ’he encryption algorithm SC.Encrypt(k, M) takes as input a secret key k, which is anloctet
tring of length SC.KeyLen, and a;plaintext M, which is an octet string of arbitrary l¢ngth.
It outputs a ciphertext ¢, which~is"an octet string.

[he encryption algorithminnray fail if the length of M exceeds some large, implementftion-
lefined limit.

— The decryption algerithm SC.Decrypt(k, c) takes as input a secret key k, which is anfoctet
tring of length(SC. KeyLen, and a ciphertext ¢, which is an octet string of arbitrary l¢ngth.
It outputs asplaintext M, which is an octet string.

[he deeryption algorithm may fail under some circumstances.

The pncryption and decryption algorithms are deterministic. Also, for all secret keys k and
all plaintexts M, if M does not exceed the length bound of the encryption algorithm, and if
¢ = SC.Encrypt(k, M), then SC.Decrypt(k,c) does not fail and SC.Decrypt(k,c) = M.

NOTE See Annex B.3 for a discussion on the desired security properties for a symmetric cipher.
6.5.1 Allowable symmetric ciphers

The symmetric ciphers that are allowed in this part of ISO/TEC 18033 are

— SC1, described below in Clause 6.5.2, and

— S5C2, described below in Clause 6.5.3.
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6.5.2 SC1

This symmetric cipher is the cipher obtained by using a block cipher in a particular cipher block
chaining (CBC) mode (see ISO/IEC 10116), together with a particular padding scheme to pad
cleartexts so that their length is a multiple of the block size of the underlying block cipher.

6.5.2.1 System parameters

SC1

is a family of symmetric ciphers, parameterized by the following system parameters:

—  BC(': a block cipher, as described in Clause 6.4.

Stric
this 1

6.5.2
SC1.

The

b) 1

c) |

d) |
e) |

£) ]

g) |

ly speaking, one must make the restriction that BC.BlockLen < 256; however, invpr
estriction is always met.

.2 Specification

KeyLen = BC.KeyLen.

unction SC1.Encrypt(k, M) works as follows.

bet padLen = BC.BlockLen — (|M| mod BC.BlockLen),
Let Py = Oct(padLen).

et P> be the octet string formed by repeating the octet P; a total of padLen tim|
Py| = padLen).

Let M' = M || Py.

Parse M’ as M || -+ || M], whéte for 1 < i <, M/ is an octet string of length BC.Blo

| <i <[, let ¢; = B€.Encrypt(k, M] @ c¢;—1).
Let c=c1 || --([Ly
Dutput e

unction SC1.Decrypt(k,c) works as follows.

hctice

SHE

kLen.

Let ¢o be the octet string”consisting of BC.BlockLen copies of the octet Oct(0), and for

a) If |c| is not a non-zero multiple of BC.BlockLen, then fail.

b) Parsecasc=c| - - || ¢, where for 1 < i <, ¢; is an octet string of length BC.BlockLen.
Also, let ¢y be the octet string consisting of BC.BlockLen copies of the octet Oct(0).

c) For1<i<I, let M/ = BC.Decrypt(k,c;) ® ci—1.

d) Let P; be the last octet of M], and let padLen = BS2IP(P;).

18
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e) If padLen ¢ [1.. BC.BlockLen], then fail.

f)  Check that the last padLen octets of M are equal to Pi; if not, then fail.

g) Let M’ be the octet string consisting of the first BC.BlockLen — padLen octets of M.

h) Set M = My [+ || ML, | M.
i)  Output M.
6.5.3 SC2

6.5.3.1 System parameters

SC?2 |is a family of symmetric ciphers, parameterized by the following system paraméters:
— KDF': a key derivation function, as described in Clause 6.2;

— KeylLen: a positive integer.

6.5.3.2 Specification

The yalue of SC2.KeyLen is equal to the value of the systeinparameter KeyLen.
The function SC2.Encrypt(k, M) works as follows.

a) Pet mask = KDF(k,|M|).

b) Pet ¢ = mask © M.

c) Putput c.

The function SC2.Decrypt(ks¢)works as follows.

a) Pet mask = KDF(&c|).

b) Pet M = mask.d c.

c) QDutputAL.

7 Asymmetric ciphers
An asymmetric cipher AC consists of three algorithms:

— A key generation algorithm AC.KeyGen(), that outputs a public-key/private-key pair
(PK, pk). The structure of PK and pk depends on the particular cipher.

— An encryption algorithm AC.Encrypt(PK, L, M, opt) that takes as input a public key PK,
a label L, a plaintext M, and an encryption option opt, and outputs a ciphertext C'. Note
that L, M, and C are octet strings. See Clause 7.2 below for more on labels. See Clause 7.4
below for more on encryption options.
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The encryption algorithm may fail if the lengths L or M exceed some implementation-

defined limits.

— A decryption algorithm AC.Decrypt(pk, L,C) that takes as input a private key pk, a label

L, and a ciphertext C', and outputs a plaintext M.

The decryption algorithm may fail under some circumstances.

In general, the key generation and encryption algorithms will be probabilistic algorithms,
the decryption algorithm is deterministic.

NOTE_1 _The intent is that all of the asymmetric ciphers described in this part of ISO/TEC

while

18033

provifle reasonable security against adaptive chosen ciphertext attack (as defined in [30], awd

which

is eqliivalent to a notion of “non-malleability” defined in [17]). This notion of security ds.generally

regarfled by the cryptographic research community as the appropriate form of security that a gq
purpgse asymmetric cipher should provide. The formal definition of this notion of securityis presei
Annek B.4, appropriately adapted to take into account variable length plaintexts and he role of
also, § slightly weaker notion of security, called “benign malleability,” is defined. This notion of “}
mallepbility” is also adequate for most, if not all, applications of asymmetric eiphers, and some
asymfnetric ciphers described in this part of ISO/IEC 18033 only achieve this level of security.

neral-
ted in
labels;
enign
of the

NOTE 2 A basic requirement of any asymmetric cipher is correctnegs’)Mor any public-key /privajte-key

pair (PK, pk), for any label/plaintext pair (L, M), such that the lengbhs of L and M do not exce
implementation-defined limits, any encryption of M with label L tinder PK decrypts with label L
pk to| the original plaintext M. This requirement may be r€laxed, so that it holds only for all
neglidible fraction of public-key/private-key pairs.

NOTE 3 As an example of an asymmetric ciphere A6" for which the above correctness requiny
may hot always hold, consider any RSA-based cipher ‘where the modulus n = pq, where p and ¢
be prime. The key generation algorithm may wise a probabilistic algorithm for testing if p and|
primd, and this algorithm may produce incor¥ect results with a negligible probability; if this ha
the de¢cryption algorithm may not be the inverse of the encryption algorithm.

7.1 | Plaintext length

It is [important to note that-plaintexts may be of arbitrary and variable length, althou
impl¢mentation may impose a (typically, very large) upper bound on this length.

Howgver, two degenerate types of asymmetric ciphers are defined as follows:

— A fized-plaintext-length asymmetric cipher AC only encrypts plaintexts whose leng
ctets)Ns equal to a fixed value AC.MsgLen.

bd the
under
but a

ement
hould
q are
bpens,

bh an

h (in

— A tounded-plainteTt-length asymetTic cipier A€ oMy encrypts praitexts wiose T

ngth

(in octets) is less than or equal to a fixed value AC.MaxMsgLen(PK). Here, the maximum

plaintext length may depend on the public key PK of the cipher.

NOTE Except for fixed-plaintext-length and bounded-plaintext-length asymmetric ciphers, the encryp-

tion of a plaintext will in general not hide the length of the plaintext. Therefore, it is up to the appli

cation

using the asymmetric cipher to ensure, perhaps by an appropriate padding scheme, that no sensitive in-

formation is implicitly encoded in the length of a plaintext.
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7.2 The use of labels

A label is an octet string whose value is used by the encryption and decryption algorithms.

It may contain public data that is implicit from context and need not be encrypted, but that
should nevertheless be bound to the ciphertext.

A label is an octet string that is meaningful to the application using the asymmetric cipher, and
that is independent of the implementation of the asymmetric cipher.

Labels may be of arbitrary and variable length, although a particular cipher may choose to
impose a (very large) upper bound on this length.

A depenerate type of asymmetric cipher is defined as follows:

— R fized-label-length asymmetric cipher is one in which the encryption and de¢ryption| algo-
fithms only accept labels whose length (in octets) is equal to a fixed value-AC. LabelLen.

NOTE 1 The traditional notion of security against adaptive chosen ciphertext attack has been extended
in Arnex B.4, so that intuitively, for a secure asymmetric cipher, the encryption algorithm shouldl bind
the Igbel to the ciphertext in an appropriate “non-malleable” fashion.

NOTE 2 For example, there are key exchange protocols in which ong party, say A, encrypts a gession
key K under the public key of the other party, say B. In order for the protocol to be secure,| party
A’s identity (or public key or certificate) must be non-malleably-bound to the ciphertext. One yay to
do thjs is simply to append this identity to the plaintext. dowever, this creates an unnecessarilyf large
ciphertext, since A’s identity is typically already known t@’ B in the context of such a protocol. A good
implementation of the labeling mechanism achieves thelsame effect, without increasing the size of the
cipheftext.

7.3 | Ciphertext format

The hsymmetric ciphers proposed imythis part of ISO/IEC 18033 describe precisely how| a ci-
pherfext is to be formatted as an Octet string. However, an implementation is free to|store
and/pr transmit ciphertexts invalternative formats, if this is convenient. Moreover, the pfocess
of enfrypting a plaintext and~eonverting the resulting ciphertext into an alternative forma} may
be cdllapsed into a single; functionally equivalent process; likewise, the process of converting
from|an alternative format and decrypting the ciphertext may be collapsed into a single,|func-
tionallly equivalentyprecess. Thus, in a given system, ciphertexts need never appear in the fprmat
presdribed here:

NOTE Besides promoting inter-operability, prescribing the format of a ciphertext is necessary inj order
to make’meaningful claims and to reason about the security of an asymmetric cipher against adpptive
choseh_ciphertext attacks.

7.4 Encryption options
Some asymmetric ciphers allow certain types of scheme-specific options to be passed to the
encryption algorithm, which is why an extra encryption option argument opt is allowed in the

abstract interface for an asymmetric cipher.

Some asymmetric ciphers presented here may naturally be viewed as not having any encryption
options, in which case, the cipher is said to take no encryption option.
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A system may provide a “default” value of opt; however, such provisions are outside the scope
of this part of ISO/IEC 18033.

NOTE Among the specific asymmetric ciphers described in this part of ISO/IEC 18033, only the elliptic-
curve-based ciphers use an encryption option, which is used to indicate the desired format for encoding
points on elliptic curves.

7.5 Method of operation of an asymmetric cipher

Typically, the key generation algorithm is run by some party, known as the owner of the key
pair, or by some trusted party on the owner’s behalf. The public key shall be made available to
all parties who wish to send encrypted messages to the owner, while the private key shall not
be divulged to any party other than the owner. Mechanisms and protocols for making a _jpublic
key gvailable to other parties are out of the scope of this part of ISO/IEC 18033. See\IS(}/IEC
11770 for guidance on this issue.

Each|of the asymmetric ciphers presented in this part of ISO/IEC 18033 are actirally memHters of
families of asymmetric ciphers, where a particular cipher is selected from the-family by chqosing
partifular values for the system parameters defining the family of ciphers:

For g cipher selected from a family of ciphers, prior to key gemeration, specific values ¢f the
systeln parameters for the family shall be chosen. Depending on the conventions us¢d for
enco%ing public keys, some of the choices of the system patameters may be embedded in the

encodling of the public key as well. These system paraméters shall remain fixed throughofit the

lifetiine of the public key.

NOTE For example, if an asymmetric cipher may $be)parameterized in terms of a cryptographi¢ hash
functjon, the choice of hash function should be fixedgnce and for all at some point prior to the gendration
of a public-key/private-key pair, and the encrypsion and decryption algorithms should use the ¢hosen
hash [function throughout the lifetime of thepublic key. Failure to abide by this rule not only makes
an implementation non-conforming, but alsg<invalidates the security analysis for the cipher, and 1hay in
some |cases expose the implementation e severe security risks.

7.6 | Allowable asymmetri¢ ciphers

Userg who wish to employ an asymmetric cipher from this part of ISO/IEC 18033 shall elect
one df the following:

— & generic hyprid cipher chosen from the family HC' of hybrid ciphers described in Clauge 8.3;

— & bounded-plaintext-length asymmetric cipher from the family RSAFES of ciphers desqribed
in Clanse 11.4;

JE— b hounded-plaintext-lenoth asummetric cinher from the family HIME/R) of cinhe S de_
)i S ) )t 4 t )t
scribed in Clause 12.3.

NOTE Aseach of HC, RSAES, and HIME(R) are families of ciphers, parameterized by various system
parameters, a user will have to choose specific values of these system parameters from the set of allowable
system parameters specified in the corresponding clause in which each family is described.

8 Generic hybrid ciphers

In designing an efficient asymmetric cipher, a useful approach is to design a hybrid cipher, where
one uses asymmetric cryptographic techniques to encrypt a secret key that can then be used to
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encrypt the actual message using symmetric cryptographic techniques. This clause describes a
specific type of hybrid cipher, called a generic hybrid cipher. A generic hybrid cipher is built
from two lower-level “building blocks”: a key encapsulation mechanism and a data encapsulation
mechanism. Clause 8.3 specifies in detail the family HC' of generic hybrid ciphers.

8.1 Key encapsulation mechanisms
A key encapsulation mechanism KFEM consists of three algorithms:

— A key generation algorithm KEM.KeyGen(), that outputs a public-key/private-key pair
(PK, pk). The structure of PK and pk depends on the particular scheme.

— An encryption algorithm KEM. Encrypt(PK , opt) that takes as input a public key PK~|along
with an encryption option opt, and outputs a secret-key/ciphertext pair (K, Cg)-B¢th K
ind Cj are octet strings. The role of opt is analogous to its role in asymmetric eiphers (see
Clause 7.4).

— A decryption algorithm KEM.Decrypt(pk,Cy) that takes as input a‘private key pk pnd a
iphertext Cj, and outputs a secret key K. Both K and Cj are gctet strings.

[he decryption algorithm may fail under some circumstanges.

A key encapsulation mechanism also specifies a positive integer KEM.KeyLen — the length of
the spcret key output by KEM. Encrypt and KEM. Decrjpt.

NOTE Any key encapsulation mechanism should satisfy a correctness property analogous to tHe cor-
rectngss property of an asymmetric cipher: for any public-key/private-key pair (PK, pk), for any ¢utput
(K, (}) of the encryption algorithm on input (PKept), the ciphertext Cy should decrypt under| pk to
K. This requirement may be relaxed, so that it>holds only for all but a negligible fraction of public-
key /frivate-key pairs.

8.1.1 Prefix-freeness property

Addifionally, a key encapsulation mechanism must satisfy the following property. The set|of all
possiple ciphertext outputs of the encryption algorithm should be a subset of a candidatelset of
octet| strings (that may depend on the public key), such that the candidate set is prefix frde and
elem¢nts of the candidate set are easy to recognize (given either the public key or the pfivate

key).

8.1.3 Allewable key encapsulation mechanisms

The key encapsulation mechanisms that are allowed in this part of ISO/TEC 18033 are

— ECIES-KEM (described in Clause 10.2),
— PSEC-KEM (described in Clause 10.3),
— ACE-KEM (described in Clause 10.4), and
— RSA-KEM (described in Clause 11.5).

NOTE 1 As a matter of convention, the corresponding generic hybrid ciphers built from these key
encapsulation mechanisms via the generic hybrid construction in Clause 8.3 shall be called (respectively)
ECIES-HC, PSEC-HC, ACE-HC, and RSA-HC.
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NOTE 2 Roughly speaking, a key encapsulation mechanism works just like an asymmetric cipher, except
that the encryption algorithm takes no input other than the recipient’s public key: instead of taking a
message as input and producing a ciphertext, the encryption algorithm generates a secret-key /ciphertext
pair (K, Cy), where K is an octet string of some specified length, and Cj is an encryption of K, that is,
the decryption algorithm applied to Cy yields K.

NOTE 3 One can always use a (possibly fixed-plaintext-length or bounded-plaintext-length) asymmetric
cipher for this purpose, generating a random octet string K, and then encrypting it under the recipient’s
public key (and any encryption options) to obtain Cy. However, one can construct a key encapsulation
mechanism in other, more efficient, ways as well.

NOTE 4 For the purposes of building a generic hybrid cipher that is secure against adaptive chosen
ciphertext attack, there is a corresponding notion of security for a key encapsulation mechanism. This is
discugsed in detail in Annex B.5.

8.2 | Data encapsulation mechanisms

A dafa encapsulation mechanism DEM specifies a key length DEM. KeyLen, ‘dlong with erfcryp-
tion find decryption algorithms:

— The encryption algorithm DEM.Encrypt(K, L, M) takes as inpfit a secret key K, a lapel L,
ind a plaintext M. It outputs a ciphertext Cy. Here, K, ;M , and C] are octet stfrings,
ind L and M may have arbitrary length, and K is of length DEM. KeyLen.

[he encryption algorithm may fail if the lengthy L or M exceed some (very |arge)
implementation-defined limits.

— The decryption algorithm DEM. Decrypt(K,L;Cq) takes as input a secret key K, a lapel L,
ind a ciphertext C1. It outputs a plaintext’ M.

[he decryption algorithm may fail @nder some circumstances.

NOTE The encryption and decryption algorithms should be deterministic, and should satisfy the fol-
lowinp correctness requirement: for all secret keys K, all labels L, and all plaintexts M, such thiat the
lengths of L and M do not exceed'the implementation-defined limits,

DEM. Decrypt(K, L, DEM.Encrypt(K, L, M)) = M.

8.2.1 Degenerate types of data encapsulation mechanisms

Two [diffexénit, degenerate types of data encapsulation mechanisms are defined as follows:

— A fized-Tabet-Tength data encapsmation echarisIT s omefor which theemcryption and
decryption algorithms only accept labels whose lengths are equal to a fixed value
DEM. LabelLen.

— A fized-plaintext-length data encapsulation mechanism is one for which the encryption al-
gorithm only accepts plaintexts whose lengths are equal to a fixed value DEM.MsgLen.

8.2.2 Allowable data encapsulation mechanisms

The data encapsulation mechanisms that are allowed in this part of ISO/TEC 18033 are described
in Clause 9.
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NOTE 1 Roughly speaking, a data encapsulation mechanism provides a “digital envelope” that protects
both the confidentiality and integrity of data using symmetric cryptographic techniques; it may also bind
the data to a public label.

NOTE 2 For the purposes of building a generic hybrid cipher that is secure against adaptive chosen
ciphertext attack, there is a corresponding notion of security for a data encapsulation mechanism. This
is discussed in detail in Annex B.6.

8.3 HC

8.3.1 System parameters

H(C' i a Tamily of asymmetric ciphers parameterized Dy the ollowing System parameters:
— KEM: a key encapsulation mechanism, as described in Clause 8.1;
— PDEM: a data encapsulation mechanism, as described in Clause 8.2.

Any pombination of KEM and DEM may be used, provided KEM.KeyLen = DEM. Keylfen.

NOTE 1 1If DEM is a fixed-label-length data encapsulation mechanismy\with labels restricted to length
DEM| LabelLen, then HC' is a fixed-label-length asymmetric cipher with”HC'. LabelLen = DEM. LalYelLen.

NOTE 2 1If DEM is a fixed-plaintext-length data encapsulationmechanism, with plaintexts resfricted
to length DEM.MsgLen, then HC is a fixed-plaintext-length asymmetric cipher with HC.Msglen =
DEM| MsgLen.

NOTE 3 For all the allowable choices of KEM, the value of KEM.KeyLen is a system parametdr that
may pe chosen so as to equal DEM.KeyLen. TFhus, all possible combinations of allowable KEM and
DEM| may be realized by appropriate choices of System parameters.

8.3.42 Key generation

The key generation algorithmypublic key, and private key for HC' are the same as that of KEM.
The ¢ncryption options of HC’ are the same as that of KEM.

Let ([PK, pk) denote 4 public-key /private-key pair.

8.3.3 Encryption

The pncryption algorithm HC.Encrypt takes as input a public key PK, a label L, a plajntext
M, alnd all encryption option opt. It runs as follows.

a) Compute (K,Cy) = KEM.Encrypt(PK, opt).
b) Compute C; = DEM.Encrypt(K, L, M).
c) Set C=Cy|Ch.

d) Output C.
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8.3.4 Decryption

The decryption algorithm HC. Decrypt takes as input a private key pk, a label L, and a ciphertext
C'. It runs as follows.

a) Using the prefix-freeness property of the ciphertexts associated with KEM (see
Clause 8.1.1), parse C as C = Cy| Ci, where Cy and C are octet strings such that Cp
is an element of the candidate set of possible ciphertexts associated with KFEM. This step
fails if C' cannot be so parsed.

b) Compute K = KEM.Decrypt(pk, Cp).

c¢) QCompute M = DEM.Decrypt(K,L,Cy)
d) Qutput M.

NOTE The security of HC is discussed in Annex B.7. It is only remarked herehat so long as|KEM
and DEM satisfy the appropriate security properties, then HC will be secure against adaptive ¢hosen
ciphettext attack.

9 [Constructions of data encapsulation mechanisms

This [clause specifies the data encapsulation mechanisms-that are allowed in this part of ISQ/IEC
18038. These mechanisms are

— PDEM]1, described below in Clause 9.1,

— PFEM2, described below in Clause 9.2;%and
— DEMS, described below in Clause 9.3.

9.1 | DEM1

9.1.1 System parameters

DEM1 is a familyhof data encapsulation mechanisms, parameterized by the following system
paraineters:

— FC:lasymmetric cipher, as described in Clause 6.5;

— MA: a MAC algorithm, as described in Clause 6.3.

The value of DEM1.KeyLen is defined as DEM1.KeyLen = SC.KeyLen + MA.KeyLen.
9.1.2 Encryption

The algorithm DFEM1I1.Encrypt takes as input a secret key K, a label L, and a plaintext M. It
runs as follows.

a) Parse K as K = k|| k’, where k and k" are octet strings such that |k| = SC.KeyLen and
|k'| = MA.KeyLen.
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b) Compute ¢ = SC.Encrypt(k, M).

c) Let T =c| L|I20SP(8-|L|,8).
d) Compute MAC = MA.eval(k',T).
e) Set Ci=c| MAC.

f)  Output C.

9.1.3 Decryption

The flgorithm DEM1. Decrypt takes as input a secret key K, a label L, and a ciphertext (7. It
runs fas follows.

a) Parse K as K = k|| k', where k and k' are octet strings such that |k| =, S0 KeyLep and
k'| = MA.KeyLen.

b) 1If |Ci| < MA.MACLen, then fail.

c) Parse C1 as C; = c|| MAC, where ¢ and MAC are octet~strings such that |MAC| =
VIA.MACLen.

d) Let T=c| L||I20SP(8-|L]|,8).
e) QCompute MAC' = MA.eval(K',T).
f) It MAC # MAC’, then fail.

g) QCompute M = SC.Decrypt(k,c).
h) Qutput M.

NOTE A detailed discussion jefithe security of this construction is found in Annex B.6.1. It is only
remaitked here that provided the/underlying SC' and MA satisfy the appropriate security requirements,
then $o too will DEM1 .

9.2 | DEM2
9.2.1 Systém parameters

DEM24s 4 family of fixed-label-length data encapsulation mechanisms, parameterized hiy the

wina evetom naramaetorg:
followdng system pax ters:

— 5C': a symmetric cipher, as described in Clause 6.5;
— MA: a MAC algorithm, as described in Clause 6.3;
— LabelLen: a non-negative integer.

The value of DEM2.LabelLen is defined to be equal to the value of the system parameter
LabelLen.

The value of DEM2.KeyLen is defined as DEM2.KeyLen = SC.KeyLen + MA.KeyLen.
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9.2.2 Encryption

The algorithm DEM2. Encrypt takes as input a secret key K, a label L of length LabelLen, and
a plaintext M. It runs as follows.

a) Parse K as K = k|| k/, where k and k' are octet strings such that |k| = SC.KeyLen and
|k'| = MA.KeyLen.

b) Compute ¢ = SC.Encrypt(k, M).

c) LetT=c]| L.

d) Compute MAC = MA.eval(k',T).
e) Pet C; =c|| MAC.

f)  Putput C;.

9.2.3 Decryption

The flgorithm DEM2. Decrypt takes as input a secret key K, a.label L of length LabelLern, and
a ciphertext Cq. It runs as follows.

a) Parse K as K = k|| k', where k and k' are octetrstrings such that |k| = SC.KeyLep and
k'| = MA.KeyLen.

b) 1If |C1| < MA.MACLen, then fail.

c) Parse C1 as C1 = c|| MAC, wherele and MAC are octet strings such that |MAC| =
VIA.MACLen.

d) Let T =c]| L.

e) Compute MAC' = MA.eval(K',T).
f) 1t MAC # MAG' then fail.

g) Compute = SC.Decrypt(k,c).

h) Qutpup M.

NOTE+—Adetaiteddiscussionrof tiesecurity of this construction s fourmd T Amex B-6-t—1t1s only
remarked here that provided the underlying SC' and MA satisfy the appropriate security requirements,
then so too will DEM2.

NOTE 2 DEM2 is provided mainly for compatibility with other standards.
9.3 DEMS3
9.3.1 System parameters

DEMS3 is a family of fixed-plaintext-length data encapsulation mechanisms, parameterized by
the following system parameters:
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— MA: a MAC algorithm, as described in Clause 6.3;

—  MsgLen: a positive integer.

The value of DEMS.MsgLen is defined to be equal to the value of the system parameter MsgLen.
The value of DEMS3.KeyLen is defined as DEMS3.KeyLen = MsgLen + MA.KeyLen.

9.3.2 Encryption

The algorithm DEMS. Encrypt takes as input a secret key K, a label L, and a plaintext M of
length MsgLen. It runs as follows.

a) Parse K as K = k| K/, where k and k' are octet strings such that |k| = Msglep and
K'| = MA.KeyLen.

b) Compute ¢ =k ® M.

c) LetT=c]| L.

d) Compute MAC = MA.eval(k',T).
e) Pet C; =c| MAC.

f)  Putput C;.

9.3.3 Decryption

The flgorithm DEMS3. Decrypt takes as inputva secret key K, a label L, and a ciphertext (7. It
runs fas follows.

a) Parse K as K = k| k', where-k and k' are octet strings such that |k| = MsgLef and
k'| = MA.KeyLen.

b) 1If |C1| # MsgLen + MA.MACLen, then fail.

c) Parse Cy as Cy(=7¢|| MAC, where ¢ and MAC are octet strings such that |c| = MpggLen
wnd |[MAC| =MA.MACLen.

d) Let T =Y L.

e) (Qormpute MAC' = MA.eval(k',T).

f) If MAC # MAC’, then fail.
g) Compute M =k @ c.
h) Output M.

NOTE 1 A detailed discussion of the security of this construction is found in Annex B.6.1. It is only
remarked here that provided the underlying MA satisfies the appropriate security requirement, then so
too will DEMS.

NOTE 2 DEMS3 is provided mainly for compatibility with other standards.
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10

ElGamal-based key encapsulation mechanisms

This clause describes several key encapsulation mechanisms based on the discrete logarithm

problem:

— FECIES-KEM is described in Clause 10.2;

— PSEC-KEM is described in Clause 10.3;

— ACE-KEM is described in Clause 10.4.

NOT

—

10.1

ElGamal encryption is based on arithmetic in a finite group. For the purposesfof describir]

encaj

type.
this j
insta

As a

elemyd

A co

. All of these schemes are variations on the original ElGamal encryption scheme [1 ﬂ]

Concrete groups

sulation mechanisms based on El1Gamal encryption, a group is describedas an abstrac

The description and analysis of these schemes relies on this abstraét interface; hov
art of ISO/TEC 18033 only allows an implementation to use certain types of groups
htiating this abstract data type.

matter of convention, additive notation will always be wsed for a group. Also,
bnts will be typeset in boldface, and 0 denotes the idefitity element of the group.

nerete group T is a tuple (H, G, g, u, v, E, D, E', P))y where:

H is a finite abelian group in which all greup computations are actually performed.
hat this group need not be cyclic.

j is a cyclic subgroup of H.
r is a generator for G.
is the order (i.e., size) of G, and v is the index of G in H, i.e., v = |H|/p.

t is required that-p is prime. For some cryptographic schemes, it is further require
ped (p, v) = 1

' (a, fmt)ds an “encoding” function that maps a group element a € H to an octet st1

i€ second argument fmt is a format specifier that is used to choose from one of a

g key
data
vever,
when

broup

Note

| that

ing.

small

number ol several possible Iormats for the encoding ol a group element.

values of fmt depend on the group.

The following requirements shall be met:

— The set of all outputs of £ is prefix free.

The allowable

— The identity element has a unique encoding; that is, for all format specifiers fmt, fmt’,

30

we have £(0, fmt) = £(0, fmt’).
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—  Except on the identity element, the encoding function is one to one; that is, for all
a,a’ € H and for all format specifiers fmt, fmt’, if (a, fmt) # (a’, fmt’), and if either
a#0ora #0,then £(a, fmt) # E(a’, fmt).

An octet string x is called a walid encoding of a group element a € ‘H if x = £(a, fmt) for
some format specifier fmt.

— D(x) is the function that fails if x is not a valid encoding of an element of H; otherwise, it
returns the unique group element a € ‘H such that £(a, fmt) = x for some format specifier
fmt.

— &/(a) is a “partial encoding” function that maps a group element a € H to an octet string.
It is required that the set of all outputs of £’ is prefix free.
An octet string x is called a valid partial encoding of a group element a ifyzr = £'(a).

— DP’(x) is a function that either fails if 2 is not a valid partial encodinig)of an element|of H;
therwise, it returns the set containing all group elements a € Hsuch that £'(a) = af It is
issumed that the size of this set is bounded by a small constant’

It is gssumed that arithmetic in H can be carried out efficiently. “Also, all of the above algorjthms
should have efficient implementations. The function D’ willmeéver be used by any of the schemes,
but the existence of this function is necessary to analyzédheir security.

It is plso assumed that one can efficiently test if anielement of H lies in the subgroup G.| Note
that fif all elements in H of order pu lie in G, then"one can test if a € G by testing if u-d4 = 0.
This [test is therefore applicable if H is itself,ey¢lic, or if ged(u, v) = 1. For specific groups,|there
may be more efficient tests of subgroup membership.

A set {E(ay, fmty), ..., E(am, fmt,,) ot valid encodings of group elements is called consistent if
the gncodings of all non-identity group elements use the same format specifier; that is, for all
1 <4,7 <m,if a; # 0 and aj5# 0, then fmi; = fmt;. Given the above assumptions, orje can
effici¢ntly test if a given set of valid encodings is consistent.

NOTE Different cryptographic applications will make different intractability assumptions aljout a
group]. These assumptions are discussed in Annex B.8.

10.111 Allowable concrete groups

This patt-ef ISO/IEC 18033 allows only the following two families of concrete groups, des¢ribed
belovlin Clanses 101 2 and 101 3

10.1.2 Subgroups of explicitly given finite fields

Let F' be an explicitly given finite field, as defined in Clause 5.3, and consider the multiplicative
group F™* of units in F. Let H denote F*. Let G denote any prime-order subgroup of F*, and
let g be a generator for G. Set p = |G| and v = (|F| —1)/p.

Because H is itself cyclic, it follows that G contains all elements of H whose order divides u,
even if ged(p,v) # 1. Thus, one may always test if an element a € H lies in G by testing if
- a = 0; there may, however, be other, more efficient tests; for example, if F' is a prime finite
field, and v = 2, this test may be implemented via a Jacobi symbol computation.
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The encoding map £ is implemented using the function FE20SP , so that all group elements
are encoded as octet strings of length [loggse |F|]. Only one format is allowed. The map D is
implemented using OS2FEP , and fails if OS2FEP r fails or yields 0. The function £’ is the
same as &£, and D’ is the same as D.

10.1

.3 Subgroups of Elliptic Curves

Let E be an elliptic curve defined over an explicitly given finite field F', as in Clause 5.4. Let H
denote this group E. Let G denote a prime-order subgroup of H, and let g be a generator for
G. Let u be the order of G, and v be its index in H.

ac H

Observe that H is not in gpnpm] cvelic If m‘d(’u ) =1 then one mayv test if an element

lies i

of F

The

OS2FCP . Thus, the encoding of a point is an octet string of length either1y 1 + [logys
or 1 4 2[loggse |F'|]. The set of allowable format specifiers may be chosen t® be any non-{
subsgt of {uncompressed, compressed, hybrid}. Thus, a concrete group defined using an e
curvg may, but need not, allow multiple encoding formats.

The
the
FE2

10.2 ECIES-KEM

This

NOT

10.2

ECIES-KEM is a family of key encapsulation mechanisms, parameterized by the followin
tem parameters:

— It a concretetgroup

32

G by testing if y-a = 0. If ged(p, v) # 1, then more information about the group stril
is required in order to construct an efficient test for membership in G.

encoding/decoding maps € and D are implemented using the functionsiEC20SP |

partial encoding map &’ is defined as follows. Given, a pbint P on E, if P = O,
utput is FE20SPr(0p), and if P = (z,y) # O, where z,y € F, then the outj
DSP (x). Thus, the output of £’ is an octet stringef length [logysg |F|].

clause describes the key encapsulationsihechanism ECIES-KEM .

. ECIES-KEM is based on the worké@f Abdalla, Bellare, and Rogaway [1, 2].

1 System parameters

I'= (vaaga.ua V757Dag,’D,)7

s deseribed in Clause 10.1;

cture

; and

v

111,

mpty
liptic

then
but 1s

2 Sys-

[(PDT: a kev derivation function, as described in Clause 6.2;

CofactorMode: one of two values: 0 or 1.
OldCofactorMode: one of two values: 0 or 1.
CheckMode: one of two values: 0 or 1.
SingleHashMode: one of two values: 0 or 1.

KeyLen: a positive integer.
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Any combination of system parameters is allowed, except for the following restrictions:
— At most one of CofactorMode, OldCofactorMode, and CheckMode may be 1.
— If v > 1 and CheckMode = 0, then we must have ged(p,v) = 1.

The value of ECIES-KEM.KeyLen is defined to be equal to the value of the system parameter
KeyLen.

NOTE The values of CofactorMode and CheckMode are used only by the decryption algorithm.

10.2.2 Key generation

The key generation algorithm EFCIES-KEM.KeyGen takes no input, and runs as follows.
a) {Generate a random number z € [1..p).

b) Compute h=12z-g.

¢) Putput the public key:

1+— h: a non-zero element of G.

d) Putput the private key:

1+— 2: an integer in the set [1..pu)

10.2{3 Encryption

The gncryption algorithm FECIES-KEMEncrypt takes as input a public key, consisting df h €
G\ {0}, together with an encryption@eption fmt that specifies the format to be used for endoding
group elements. It runs as follows.

a) {Generate a random number r € [1..pu).

b) 1If OldCofactorMébdé = 1, then set v’ = r - v mod p; otherwise, set r' = r.
¢) Compute g=%-g and h=1+'-h.

d) Pet Cog=E(g, fmt).

e) f Sznglonnshﬁ'[nde — 17 thon lot 7 ho tho null actot otring: othoruncn 1ot 7 — (Y

LA~z =av T o519 TITe—Tretr TETS TS T Wy 1=~ O~

f) Set PEH = &'(h).

g) Set K = KDF(Z | PEH, KeyLen).

h) Output the ciphertext Cj and the secret key K.
10.2.4 Decryption

The decryption algorithm ECIES-KEM.Decrypt takes as input a private key, consisting of z €
[1..p), and a ciphertext Cp. It runs as follows.

— rights reserve
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a) Set g = D(Cy); this step fails if Cj is not a valid encoding of an element of H.

b) If CheckMode = 1, test if g € G; if not, then fail.

c) If CofactorMode =1 or OldCofactorMode = 1, set g = v - g; otherwise, set g = g.

d) If CofactorMode = 1, then set # = v~ 'x mod p; otherwise, set & = .

e) Compute h=3-g.

f) If h = 0, then fail.

g) |

NOT
if vi

algorithm is not affected by the value of CofactorMode.

NOT

value

NOT
fmt ul
ciphe
is als

NOT
10.3
This
NOT
10.3

PSE

f SingleHashMode = 1, then let Z be the null octet string; otherwise, let Z = Cj.
bet PEH = £'(h).

bet K = KDF(Z | PEH, KeyLen).

Dutput the secret key K.

) 1 Using CofactorMode = 1 or OldCofactorMode = 1 may yield-a\significant performance |
b fairly small. An advantage of using CofactorMode = 1 is that/the behavior of the encr,
) 2 When using CofactorMode = 1, an implementagien, could simply pre-compute and stq
Z, instead of the value x.

;3 When using SingleHashMode = 1, even if T"supports multiple encoding formats, the v:
bed during encryption does not affect any of.thie’computations, except for the format of the res
text. Thus, given a ciphertext C that is\airencoding of a group element g, any ciphertext (J

an encoding of g will decrypt in the same way as Cj.
) 4 A discussion of the security 'of this scheme can be found in Annex B.9.
PSEC-KEM
clause describes thekey encapsulation mechanism PSEC-KEM.

-

© PSEC-KEM.is based on the work of Fujisaki and Okamoto [26].

1 System parameters

[SKFEM is a family of key encapsulation mechanisms, parameterized by the following s

enefit
ption

re the

lue of
ulting
|, that

ystem

parameters:

— TI': a concrete group

F = (H7 g’ g7 /’1‘? 1/7 57 D? 6,7 Dl)?

as described in Clause 10.1;

— KDF': a key derivation function, as described in Clause 6.2;

— SeedLen: a positive integer;

—  KeyLen: a positive integer.

34
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10.3.2 Key Generation

The key generation algorithm PSEC-KEM.KeyGen takes no input, and runs as follows.

a) Generate a random number z € [0.. u).

b) Compute h=1z-g.

c) Output the public key:

— h: an element of G.

10.3
Let 1
The

toget]
elem

Dutput the private key:

1+— a: an integer in the set [0.. ).

3 Encryption

0 = I20S5P(0,4) and 11 = I205P(1,4).

her with an encryption option fmt that specifies the forma? to be used for encoding
bnts. It runs as follows.

Generate a random octet string seed of length SeedLen.

Compute

t = KDF (10 || seedy{logoss pu] + 16 + KeyLen),
0 octet string of length [logoss pt] +-16 + KeyLen.

Parse t as t = u || K, where u,and K are octet strings such that |u| = [loggse pt| + 1
K| = KeyLen.

Compute r = OS2IP (u)mod .
jomputeg:r-gandﬁ:r~h.

bet EG =E(g, fmt) and PEH = £'(h).

bncryption algorithm PSEC-KEM. Encrypt takes as input a(public key, consisting of h € G,

broup

6 and

g) $Pet SéedMask = KDF (11 || EG || PEH , SeedLen).
L) SetMashedSeed =seed—SecdMash

i) Set Cy = EG || MaskedSeed.

j)  Output the secret key K and the ciphertext Cj.

10.3.4 Decryption

Let 10 = I20SP(0,4) and I1 = I20SP(1,4).

The decryption algorithm PSEC-KEM.Decrypt takes as input a private key, consisting of x €
[0..u), and a ciphertext Cy. It runs as follows.

©ISO 2006 — All rights reserved
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a)

Parse Cy as Cy = EG || MaskedSeed, EG and MaskedSeed are octet strings such that

| MaskedSeed| = SeedLen; this step fails if |Cy| < SeedLen.

Set g = D(EG); this step fails if FG is not a valid encoding of a group element.
Compute h==z- g.

Set PEH = £'(h).

Set SeedMask = KDF (11 || EG || PEH, SeedLen).

Set seed = MaskedSeed @ SeedMask.

Compute
t = KDF(I0 || seed, [loggss pt| + 16 + KeyLen),

. octet string of length [logoss pt] + 16 + KeyLen.

Parse t as t = u|| K, where u and K are octet strings such that |u[="[loggsg pt] + 1
K| = KeyLen.

Compute r = OS2IP(u) mod p.
Compute g =1 - g.
[est if g = g; if not, then fail.

Dutput the secret key K.

NOTE A discussion of the security of this séheme can be found in Annex B.10.

10.4 ACE-KEM

This

clause describes the key-encapsulation mechanism ACE-KEM.

NOTE ACE-KEM is based on the work of Cramer and Shoup [13, 14].

10.4]1 Systemtparameters

ACEFKEM <s.a family of key encapsulation mechanisms, parameterized by the following s

para

36

neters:

b and

ystem

I': a concrete group
F = (vavghua V75)Da SI,D,),

as described in Clause 10.1;

KDF': a key derivation function, as described in Clause 6.2;
Hash: a cryptographic hash function, as described in Clause 6.1;
CofactorMode: one of two values: 0 or 1.

KeyLen: a positive integer.
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Any combination of allowable system parameters is allowed, except for the following restrictions:
— Hash.len must be less than loggsg ft.
— If v =1, then CofactorMode should be 0.

— If v > 1, CofactorMode may be 1 provided ged(p,v) = 1.

NOTE The value of CofactorMode is used only by the decryption algorithm.

10.4.2 Key generation

The key generation algorithm ACFE-KEM.KeyGen takes no input, and runs as follows.

a) {Generate random numbers w,x,y,z € [0.. u).

b) Compute the group elements

g=w-g c=z-g,d=y-g h=z-g

¢) Putput the public key:

+ g’,c,d, h: elements of G.

d) Putput the private key:

w, x,y, z: integers in the set [0.. u).
10.4}13 Encryption

The ¢ncryption algorithm ACE-KEM. Encrypt takes as input a public key, consisting of
g’? c7 d7 h 6 g?

together with an encryption option fmt that specifies the format to be used for encoding proup
elem¢nts. It runs as-folows.

a) (Generate &random number r € [0.. u).

b) Conipute group elements

u=r-g,u=r-g, h=r h

c¢) Compute the octet strings

EU = E(u, fmt), EU' = E(W, fmt).

d) Compute the integer
a = OS2IP(Hash.eval(EU || EU")).

e) Compute the integer
r = a-r mod p.
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f)

g)
h)
i)
)

)

10.4{4 Decryption

The

and

—
~—

38

Compute the group element
v=r-c+7 -d

Set EV = E(v, fmt).
Set PEH = &'(h).
Set Cy = EU | EU' || EV.

Set K = KDF(EU || PEH, KeyLen).

utput the ciphertext Cg and the secret Key mn.

lecryption algorithm ACE-KEM.Decrypt takes as input a private key, consisting of
w,x,y,z €[0..u),

L ciphertext Cp. It runs as follows.

Parse Cy as Cyp = EU | EU' || EV, where EU, EU’, and"EV are octet strings sucl
for some (uniquely determined) group elements u, u’,'v € H, we have u = D(EU),
D(EU'), v.="D(EV). This step fails if C( cannot he so parsed.

Check that {EU, EU', EV'} is a consistent setyof valid encodings; if not, then fail.

If CofactorMode = 1, set

1

a=v-u, wzy_lwmod,u, f:zl/_lxmod,u, gjzl/_lymod,u, Z=v "zmod

therwise, set
W=u, v=w, =2 9=y, 2=z

If CofactorMode #AXand v > 1: test if u € G; if u ¢ G, then fail.

Compute the integer
o = OS2IP(Hash.eval(EU || EU"))

Comptte the integer

+ |
12

2 PPV I
T ge ot o

Test if

A~

~ 12 A
w-u=u and t-a=v.

If not, then fail.

Compute the group element

=
Il
>
(=33

Set PEH = £'(h).
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j) Set K = KDF(EU || PEH, KeyLen).

k) Output the secret key K.

For security reasons, it is recommended that an implementation reveals no information about
the cause of the error in Step g. In particular, an implementation should output the same error
message at the same time, regardless of the cause of error.

NOTE 1 Using CofactorMode = 1 may yield a performance benefit if v is fairly small. Note that in this

w,T,Y, .

NOTE 2 An implementation is free to use the following, functionally equivalent, version of the.dpcryp-
tion dlgorithm. The implementation need not necessarily compute u’ and v in Step a of the deetyption
algorithm, but rather, simply syntactically parse Cy, obtaining EU, EU’, and EV, and convert only EU
to a group element u. Step b may be omitted. Then the test in Step g of the decryption alggrithm
runs hs follows: if u = 0, then test if EU’ and EV are (the unique) encodings of Oyetherwise, lpt fmt
be the format specifier of EU (which is evident from EU itself), and test if £(w~ 1, fmt) = Ef’ and
E(t -, fmt) = EV.

NOTE 3 A detailed discussion of the security of this scheme can be fourd in Annex B.11.

11 | RSA-based asymmetric ciphers and-key encapsulation
mec¢hanisms

This |clause describes asymmetric ciphers and key. encapsulation mechanisms based on thd RSA
trangform. The cipher RSAES is described im»Clause 11.4; the key encapsulation mechfnism
RSAIKEM is described in Clause 11.5.

NOTE 1 These schemes are variations ofithie original RSA encryption scheme [31].

NOTE 2 In some other ISO standaids, the term “integer factorization” is used in place of “RSA bjased”;
howeyer, as this standard defines.several different schemes that are based on integer factorization, it adopts
a new naming convention.

11.1] RSA key géneration algorithms

An RSA key generation algorithm RSAKeyGen() is a probabilistic algorithm that takes no
inpuf, and produces a triple (n, e, d), where

— f.ds7an integer that is the product of two primes p and ¢ of similar length, with p # ¢,

— e is a positive integer such that ged(e, (p —1)(¢ — 1)) = 1, and

— d is a positive integer such that e -d = 1 (mod A(n)), where A\(n) is the least common
multiple of (p — 1) and (¢ — 1).

The output distribution of an RSA key generation algorithm depends on the particular algo-
rithm. The algorithm is allowed to produce an output that fails to satisfy the above conditions,
so long as this happens with negligible probability.

NOTE 1 In describing RSA-based ciphers, these ciphers are parameterized in terms of RSA KeyGen; i.e.,
RSAKeyGen is treated as a system parameter of the cipher. In a typical implementation, a particular

— rights reserve
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RSA key generation algorithm may be selected from a family of such algorithms parameterized by a
“security parameter” (e.g., the length of n).

NOTE 2 See ISO/IEC 18032 for guidance on designing algorithms for generating prime numbers p and
q as above.

11.2 RSA transform

The algorithm RSATransform (X, a,n) takes as input

NOTE
I120SP(z, L(n)) for some integer x witlr 0 < z < n, then

11.3] RSA encoding mechanisms

An HSA encoding mechanism REM specifies two algorithms:

an octet string X,

L positive integer «, and

h positive integer n,

utputs an octet string. It runs as follows:
Check if | X | = L(n); if not, then fail.

bet © = OS2IP(X).

Check if x < n; if not, then fail.

bet ¥y = % mod n.

bet Y = I205P (y, L(n)).

Dutput Y.

It is well known that if (n,e,d) is the output of an RSA key generation algorithm and

RSATyansform(RSATransform(X,e,n),d,n) = X.

REM.Encode(M, L, ELen) takes as input a plaintext M, a label L, and an output I

ength

f7Len. Here, M and L are octet strings whose lengths are bounded, as described belpw. It

outputs an octet string E of length ELen.

REM.Decode(E, L) takes as input an octet string £ and a label L. It attempts to find a
plaintext M such that REM.Encode(M, L, |E|) = E. It returns M if such an M exists, and

otherwise fails.

In addition to this, the mechanism should specify a bound REM.Bound such that when
REM.Encode(M, L, ELen) is invoked, the condition |M| < ELen — REM.Bound should hold;
if not, the encoding algorithm fails. Additionally, the encoding algorithm may also fail if |L|
exceeds some (very large) implementation-defined bound.

40

©ISO 2006 — All rights reserved


https://iecnorm.com/api/?name=27c671981953e5db1965ca1942f8aaba

ISO/IEC 18033-2:2006(E)
The algorithm REM. Encode will in general be probabilistic, so that the same plaintext can be
encoded in a number of ways. Also, for technical reasons, it is required that the first octet of
the output of REM.Encode is always Oct(0).
11.3.1 Allowable RSA encoding mechanisms

The only RSA encoding mechanism allowed in this part of ISO/IEC 18033 is REM1, described
below in Clause 11.3.2.

11.3.2 REM1

This clause describes a particular RSA encoding mechanism, called REM1.

NOTE REM!1 is based on the OAEP construction of Bellare and Rogaway [8].
11.3]2.1 System parameters

REMT1 is a family of RSA encoding mechanisms, parameterized by the following system param-
eters

— Hash: a cryptographic hash function, as described in Clause-6.1;
— KDF': a key derivation function, as described in Clausé<«6.2.

The guantity REM1.Bound is defined as
REM1.Bound = 2 ~Hash.len + 2.

11.3|2.2 Encoding function
The flgorithm REM1I1.Encode(M, L, ELen) runs as follows:
a) Check that |[M| < ELen — 2:-Hash.len — 2; if not, then fail.

b) Let pad be the octet striiig of length ELen — |M|— 2 - Hash.len — 2 consisting of a sequence
f Oct(0) octets.

c) (Generate a random octet string seed of length Hash.len.
d) $Pet check = Hash.eval(L).

e) PetsDataBlock = check || pad || ( Oct(1)) || M.

f) Set DataBlockMask = KDF'(seed, ELen — Hash.len — 1).
g) Set MaskedDataBlock = DataBlockMask @ DataBlock.
h) Set SeedMask = KDF(MaskedDataBlock, Hash.len).

i) Set MaskedSeed = SeedMask & seed.

j)  Set E = (0ct(0)) || MaskedSeed || MaskedDataBlock.

k) Output E.
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.2.3 Decoding function

The algorithm REM1I.Decode(E, L) runs as follows.

a) Let ELen = |E|.

b) Check if ELen > 2 - Hash.len + 2; if not, then fail.

c) Set check = Hash.eval(L).

d) Parse E as E = (X)| MaskedSeed | MaskedDataBlock, where X is an octet,

For s
of th
at th|
11.4

11.4

MaskedSeed and MaskedDataBlock are octet efriﬂge such that ln/fnelz-p/]Qpprll — Hg

and
len,

wnd | MaskedDataBlock| = ELen — Hash.len — 1.

bet SeedMask = KDF (MaskedDataBlock, Hash.len).

bet seed = MaskedSeed & SeedMask.

bet DataBlockMask = KDF (seed, ELen — Hash.len — 1).
bet DataBlock = MaskedDataBlock ® DataBlockMask.

Parse DataBlock as DataBlock = check’ || M', where eheck’ and M’ are octet strings
hat |check’| = Hash.len and |M'| = ELen — 2 - Hasfi.len — 1.

Let M = (My, Ms, ..., M;), where My, My, - <=M, are octets, and | = ELen—2- Hash
|; also, let m be the largest positive integer such that m <1 and M; = My = --- M,
Dct(0), and let T denote the octet M, aud let M denote the octet string ( M, 41, ...
f check’ # check, X # Oct(0), or L% Oct(1), then fail.

Dutput M.

bcurity reasons, it is essential that an implementation reveal no information about the
b same time, regardless of the cause of error.

RSAES

1 , (System parameters

such

len —

M),

cause

b error in Step k. _Ia\particular, an implementation should output the same error mg¢ssage

RSAES is a family of bounded-plaintext-length asymmetric ciphers, parameterized by the fol-
lowing system parameters:

— RSAKeyGen: an RSA key generation algorithm, as described in Clause 11.1;

— REM: an RSA encoding mechanism, as described in Clause 11.3.

Any

combination of system parameters is allowed, subject to the following restrictions:

— The length in octets of the output n of RSAKeyGen() must always be greater than
REM.Bound.

42
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11.4.2 Key generation

The algorithm RSAFES.KeyGen takes no input, and runs as follows:
a) Compute (n,e,d) = RSAKeyGen().
b) Output the public key PK:

— n: a positive integer.

— e: a positive integer.

¢) Putput the private key pk:
1— n: a positive integer.
+— d: a positive integer.

RSAFES is a bounded-plaintext-length asymmetric cipher. For a givenpublic key PK = [n,e),
the vplue of RSAES.MaxMsgLen(PK) is £L(n) — REM.Bound.

The pncryption and decryption algorithms make use of thefRSATransform algorithm, d¢fined
in Clpuse 11.2.

11.4{3 Encryption

The plgorithm RSAES.Encrypt takes as input

— 4 public key, consisting of a positiwéZinteger n, and a positive integer e,
— 4 label L,

— & plaintext M, whose length is at most £(n) — REM.Bound, and

— 1o encryption option.

It runs as follows:

a) Pet E'= REM.Encode(M,L,L(n)).

b) Set C = RSATransform (E, e, n).

¢) Output C.

11.4.4 Decryption

The algorithm RSAES. Decrypt takes as input

— a private key, consisting of a positive integer n, and a positive integer d,
— alabel L, and
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— a ciphertext C.

It runs as follows:

a) Set E = RSATransform(C,d,n); note that this step may fail.

b) Set M = REM.Decode(E, L); note that this step may fail.

c) Output M.

NOTE The security of RSAES is discussed in Annex B.13.

11.5

11.5

RSA

RSA-KEM
1 System parameters

KFEM is a family of key encapsulation mechanisms, parameterized by the’following s

paraineters:

The
Keyl

11.5

The

RSAKeyGen: an RSA key generation algorithm, as describedin/Clause 11.1;
[({DF': a key derivation function, as described in Clause 6.2
[KeyLen: a positive integer.

value of RSA-KEM.KeyLen is defined to besequal to the value of the system para)
en.

2 Key generation
hlgorithm RSA-KEM.KeyGen,takes no input, and runs as follows:
Compute (n, e, d) = RSAKeyGen().

Dutput the publickey PK:

1— mn: a positive integer.

1— e a‘positive integer.

ystem

lneter

Dutput the private key pk:

— n: a positive integer.

— d: a positive integer.

The encryption and decryption algorithms make use of the RSATransform algorithm, defined
in Clause 11.2.

11.5.3 Encryption

The algorithm RSA-KEM.Encrypt takes as input
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— a public key, consisting of a positive integer n, and a positive integer e, and
— no encryption option.

It runs as follows:

a) Generate a random number 7 € [0..n).

b) Set R = I205P(r,L(n)).

c) Set Cy = RSATransform(R,e,n).

d) Compute K = KDF (R, KeyLen).

e) PDutput the ciphertext Cy and the secret key K.

11.5{4 Decryption

The plgorithm RSA-KEM. Decrypt takes as input

— & private key, consisting of a positive integer n, and a positivé integer d, and
— & ciphertext Cj.

It rups as follows:

a) Pet R = RSATransform(Cy,d,n); note thdt this step may fail.

b) Compute K = KDF (R, KeyLen).

¢) Putput the secret key K.

NOTE The security of RSA-KBEM is discussed in Annex B.14.

12 | Ciphers.based on modular squaring

This |clause describes a family of asymmetric ciphers based on modular squaring. The ¢ipher
HIMF (R} 1s described in Clause 12.3.

12.1— HIME Key generation algorithins

For positive integers [ and d > 1, an [-bit HIME key generation algorithm HIMEKeyGen is a
probabilistic algorithm that takes no input, and outputs positive integers (p, ¢, d,n), where

— pis a prime, with 27! < p < 2 and p = 3 (mod 4),
— ¢ is a prime, with 2!71 < ¢ < 2!, ¢ =3 (mod 4) and p # ¢,

— n=p’.
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The output distribution of an I-bit HIME key generation algorithm depends on the particu-
lar algorithm. The algorithm is allowed to produce an output that fails to satisfy the above
conditions, so long as this happens with negligible probability.

NOTE 1

i.e., HIMEKeyGen is treated as a system parameter of the cipher.

In describing HIME-based ciphers, these schemes are parameterized in terms of HIMEKeyGen;

NOTE 2 See ISO/IEC 18032 for guidance on designing algorithms for generating prime numbers p and
q as above.

12.2

HIME encoding mechanisms

A HIME encoding mechanism HEM specifies two algorithms:

]

12.2

The
below

12.2

This

NOT

12.2

HEM
rame

FIEM. Encode(M, L, ELen, KLen) takes as input a plaintext M, a label L, an output ]
s described below. KLen satisfies 1 < KLen < 8. It outputs an octet(string F of |

' Len.

[(Len. It attempts to find a plaintext M such that HEM.Epecode(M, L, |E|, KLen) =
eturns M if such an M exists, and otherwise fails.

1 Allowable HIME encoding mechanisms

nly HIME encoding mechanism allowed in thig.part of ISO/IEC 18033 is HEM1, des
[ in Clause 12.2.2.

2 HEMI1

clause describes a particular HEIME encoding mechanism, called HEM1.

5 HEM1 is based on the QAEP construction of Bellare and Rogaway [8].
2.1 System parameters

1 is a family of HIME encoding mechanisms, parameterized by the following syste
bers:

fash+“a cryptographic hash function, as described in Clause 6.1;

ength

f.Len, and a positive integer KLen. M and L are octet strings whose lengthslare bounded,

ength

FIEM. Decode(E, L, KLen) takes as input an octet string F , a labelL, and a positive iteger

E. It

ribed

n pa-
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The quantity HEM1.Bound is defined as

HEM1.Bound = 2 - Hash.len + 2.

12.2.2.2 Encoding function

The algorithm HEM1I.Encode(M, L, ELen, KLen) runs as follows:

a) Check that |[M| < ELen — 2 - Hash.len — 2; if not, then fail.
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b) Let pad be the octet string of length ELen — |M|— 2 - Hash.len — 2 consisting of a sequence
of Oct(0) octets.

c) Generate a random octet string seed of length Hash.len + 1.
d) Clear most significant KLen-bit of seed.

e) Set check = Hash.eval(L).

f)  Set DataBlock = check || pad || ( Oct(1)) || M.

g) Set DataBlockMask = KDF'(seed, ELen — Hash.len —1).

h) Pet MaskedDataBlock = DataBlockMask & DataBlock.
i) Pet SeedMask = KDF(MaskedDataBlock, Hash.len + 1).
j)  Clear most significant KLen-bit of SeedMask.

k) Pet MaskedSeed = SeedMask & seed.

1) Pet E = MaskedSeed || MaskedDataBlock.

m) Qutput E.

12.212.3 Decoding function

The plgorithm HEM1I.Decode(E, L, KLen) runs-as follows.
a) Let ELen = |E|.

b) Pet check = Hash.eval(L).

c¢) Parse FE as E = MaskedSeed || MaskedDataBlock, where MaskedSeed and MaskedDatdBlock
wre octet strings suchvthat | MaskedSeed| = Hash.len + 1, and | MaskedDataBlock| = ELen —
Hash.len — 1.

d) Pet SeedMask = KDF(MaskedDataBlock, Hash.len + 1).

e) (lear-most significant KLen-bit of SeedMask.

f) \Df QDDI" —_— n/,'aokonaad @ Qaadn/faek'_

g) Set DataBlockMask = KDF'(seed, ELen — Hash.len — 1).
h) Set DataBlock = MaskedDataBlock & DataBlockMask.

i) Parse DataBlock as DataBlock = check’|| M', where check’ and M’ are octet strings such
that |check’| = Hash.len and |M’'| = ELen — 2 - Hash.len — 1.

j)  Let M' = (M, My, ..., M), where My, Mo, - - -, M; are octets, and | = ELen—2- Hash.len —
1; also, let m be the largest positive integer such that m <l and M; = My = --- M,,,_1 =
Oct(0), and let T' denote the octet M, and let M denote the octet string ( My, 41, ..., M;).
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k) If check’ # check, most significant KLen-bit of seed # bit string of 0, or T'# Oct(1), then
fail.

1)  Output M.

For security reasons, it is essential that an implementation reveals no information about the
cause of the error in Step k. In particular, an implementation should output the same error
message at the same time, regardless of the cause of error.

12.3 HIME(R)

12 3 1 Srctaa ona ot oo
. T Dy o vCHparamevers

HIME(R) is a family of bounded-plaintext-length asymmetric ciphers, parameterized Hy the
following system parameters:

— ¢ an integer with d > 1,
— HIMFEKeyGen: an [-bit HIME key generation algorithm, as described in Clause 12.1

— HEM: a HIME encoding mechanism, as described in Clause-12.2.

12.3]2 Key generation

The algorithm HIME(R).KeyGen takes no input, and runs as follows:
a) Compute (p,q,n) = HIMEKeyGen().

b) Putput the public key PK:

1— mn: a positive integer.

¢) Putput the private key pk:

n,p,q: positive integers.

12.3|3 Encryption

The plgotithm HIME(R).Encrypt takes as input

— a public key, consisting of a positive integer n,

— alabel L,

— a plaintext M, whose length is at most £(n) — HEM.Bound, and
— no encryption option.

It runs as follows:

a) Set k=8 L(n)—(bit length of n)+1.
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Set E = HEM.Encode(M,L,L(n), k).
Set e = OS2IP(E).

Set ¢ = €2 mod n.

Set C = I208P(c, L(n)).

Output C.

.4 Decryption

ISO/IEC 18033-2:2006(E)

lgorithm HIME(R). Decrypt takes as input

W private key, consisting of positive integers n, p, ¢,
L label L, and

L ciphertext C.
s as follows:

bet ¢ = OS2IP(C).

bet k = 8 - L(n)—(bit length of n)+1.

1

Bet z = p~ " mod q.

pet ¢, = ¢ mod p, and ¢; = ¢ mod g¢

ptl
bet ap = ¢p* mod p, and ag="p — ;.

g+1

bet 1 = ¢¢* mod g and B2 = q — Bi.
bet

) ugl) =4, and ugl) = (b1 — uél))z mod q.

D) ué2) = a1, and ugm = (B2 — ué2))z mod q.

3) u(()3) = ag, and uf”) = (p1 — u(()s))z mod q.

4) u(()4) = a, and ug4) = (B2 — u(()4))z mod q.
For ¢ from 1 to 4 do:
1) Set vgi) = ugi) + ugi)p.

2) For ¢t from 2 to d do:

O 2006 — All rights reserved
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i) Set uti) = <(c — %@12 mod ptq)/(pt_lq)> (2u(()i))_1 mod p.
ii) Set vf) = v§?1 + ugi)pt_lq.
3) Setx; = u(()i) + ugi)p +34, ugi)ptflq.

i) For i from 1 to 4, set X; = I20SP(x;, L(n)).

j)  If there exists a unique i such that HEM.Decode(X;, L, k) does not fail, and 27 mod n = c,
then, for such i, set M = HEM.Decode(X;, L, k), otherwise fail.

k) Qutput M.

NOTE A discussion of the security of this scheme can be found in Annex B.15.
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Annex A
(normative)

ASN.1 syntax for object identifiers

This annex gives ASN.1 syntax for object identifiers, public keys, and parameter structures to
be associated with the algorithms specified in this part of ISO/IEC 18033.

——HEHH S R R R R R R

EncryptionAlgorithms-2 {

igo(1) standard(0) encryption-algorithms(18033) part(2)
asnl-module(0) algorithm-object-identifiers(0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EYPORTS All; --

IMPORTS

BlockAlgorithms

FROM |EncryptionAlgorithms-3 { iso(1) standard(0)
encryption-algorithms(18033) part(3)
asnlimodule(0) algorithm-object-identifiers(0) }
HashBunctionAlgs, id-shal, NullParms

FROM |DedicatedHashFunctions { iso(1) standard(0)
hash{functions(10118) part(3) asnl-module(1)
dedi¢ated-hash-functions(0) 7};

——HERH B R AR H AR R R R R R R R R R

—-- o01d definitions

0ID {:= OBJECT IDENTIFIER (—<'alias

-- Synonyms —-—

is18(933-2 0ID ::= {.iso(1l) standard(0) is18033(18033) part2(2)}
id-a¢ OID ::={ 1s18033-2 asymmetric-cipher(1) 2}

id-k¢m OID = { 1s18033-2 key-encapsulation-mechanism(2) }
id-dgm OIDy™::= { i1s18033-2 data-encapsulation-mechanism(3) }
id-s¢ 01D ::= { is18033-2 symmetric-cipher(4) }

id-kdf UID ::= { 1sI8033-Z Key-derivation-iunction(d) Jr
id-rem OID ::= { is18033-2 rsa-encoding-method(6) }

id-hem OID ::= { is18033-2 himer-encoding-method(7) }

id-ft 0ID ::= { is18033-2 field-type(8) }

-- Asymmetric ciphers --

id-ac-rsaes 0ID ::= { id-ac rsaes(1) }
id-ac-generic-hybrid 0ID ::= { id-ac generic-hybrid(2) }
id-ac-himer 0ID ::= { id-ac himer(3) }
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-- Key encapsulation mechanisms --

id-kem-ecies 0ID ::= { id-kem ecies(1) }
id-kem-psec 0ID ::= { id-kem psec(2) }
id-kem-ace 0ID ::= { id-kem ace(3) }
id-kem-rsa 0ID ::= { id-kem rsa(4) }

-- Data encapsulation mechanisms --

id-dem-deml OID ::= { id-dem dem1(1) }
id-dem-dem2 0ID ::= { id-dem dem2(2) }
id-dem-dem3 0ID ::= { id-dem dem3(3) }

-- Symmetric ciphers --

id-s¢-sc1 0ID ::
id-s¢-sc2 0ID ::

{ id-sc sc1(1) }
{ id-sc sc2(2) }

-- Ky derivation functions --

id-kdf-kdf1 0ID ::
id-kdf-kdf2 0ID ::

{ id-kdf kdf1(1) }
{ id-kdf kdf2(2) }

-- rga encoding methods --
id-rgm-remil OID ::= { id-rem reml1(1) }
-- hime(r) encoding methods --

id-hém-heml 0ID ::= { id-hem hem1(1) }

-- ngw field types oids
-- id-ft-prime-field 0ID ::= { id-ft\prime-field(1l) }

-- uged only to define new basis“type
id-ff4-characteristic-two 0ID. (= { id-ft characteristic-two(2) }
id-f4-odd-characteristic 0ID"::= { id-ft odd-characteristic(3) }

id-f{-characteristic=two-basis 0ID ::=

{ idyft-charactexistic-two basisType(1l) }
charTwoPolynomialBasis 0ID ::=

{ id{ft-charagteristic-two-basis
charTwoPolynomialBasis(1) }

id-f§-edd-characteristic-basis 0ID ::= { id-ft-odd-characteristic
basisType (1)}
oddCharPolynomialBasis O0ID ::= {id-ft-odd-characteristic-basis

oddCharPolynomialBasis(1)}

2 2 T s s
-- normative comment:

-- whenever values of public key structures defined in this module

-- are to be carried in the SubjectPublicKeyInfo structure defined

-- in X.509

-- the value of the subjectPublicKey shall be the bit string

—-- corresponding to the DER encoding of the public key structure and
-- the value of the algorithm field shall be the algorithm identifier
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—-- (defined in this module) of the algorithm for which the public key
-- is intended
— R

-- RSAES asymmetric cipher

rsaes ALGORITHM ::= {

0ID id-RSAES-OAEP PARMS RsaesParameters
}

RsaesPublicKey ::= RSAPublicKey

—-— tgken Irom PKUSHT
RSAPyblicKey ::= SEQUENCE {
modulus INTEGER,-- n
publicExponent INTEGER -- e
}

-- the pSource field from PKCS #1 is omitted as it has
-- the default (empty) value

-- it plays no role in the encryption algorithm
RsaegParameters ::= SEQUENCE {

hashfunction [0] HashFunction DEFAULT alg-shail,
keyDgrivationFunction [1] RsaesKeyDerivationFunction
DEFAULT alg-mgfl-shal

}
RsaegKeyDerivationFunction ::=
AlgoyithmIdentifier {{ RKDFAlgorithms }}

RKDFAlgorithms ALGORITHM ::= {
KDFAlgorithms |
{ 0I} id-mgfl PARMS HashFunction }

}

-- M¢F1 in PKCS #1 is equivalent 4o KDF1 here
-- iqd-mgfl should be used instead’ of id-kdf-kdfl for compatibility
-- wlth existing implementatiOns

alg-pgfl-shal RsaesKeyDerivationFunction ::= {
3lgorithm  id-mgfily
parameters HashFunction : alg-shal

alg-ghal HashFunction ::= {
algoyithm sid-shal,
paraneters’ NullParms : NULL
}

——HEHH R R R R

-- HIME(R) asymmetric cipher

himer ALGORITHM ::= {
0ID id-ac-himer PARMS HimerParameters
}

— rights reserve
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HimerPublicKey ::= INTEGER

HimerParameters: : =SEQUENCE{
d INTEGER(2..MAX),
encodingMethod HimerEncodingMethod

}
HimerEncodingMethod ::= AlgorithmIdentifier {{ HemAlgorithms }}
HemAlgorithms ALGORITHM ::= {

{ O0ID id-hem-heml PARMS HemlParameters },

-- Expect additional algorithms --

HemlRBarameters ::= SEQUENCE {
hashHunction HashFunction,
keyDe¢rivationFunction KeyDerivationFunction

——HHFHH R R R R

-- H¢ asymmetric cipher

genericHybrid ALGORITHM ::= {

0ID jd-ac-generic-hybrid PARMS GenericHybridParameters
}

GeneyicHybridParameters ::= SEQUENCE {

kem HeyEncapsulationMechanism,
dem DataEncapsulationMechanism

}

B 2
-- n¢grmative comment:

—-— in SubjectPublicKeyInfo_structure defined in X.509, the algorithm
-- fjeld shall follow the genericHybrid syntax, and the

-- sybjectPublicKey field ‘shall be a bit string corresponding to a

-- v3dlue of type EcigsKemPublicKey, PsecKemPublicKey,

—-- AgeKemPublicKey(, or RsaKemPublicKey, according to the kem field of
-- GenericHybridParameters

R L2 i s s s 2

-- KEM information objects

KeyEncapsulationMechanism = AlgorithmIdentifier {{ KEMAlaorithms }3

KEMAlgorithms ALGORITHM ::= {

{ 0ID id-kem-ecies PARMS EciesKemParameters } |
{ OID id-kem-psec PARMS PsecKemParameters } |
{ 0ID id-kem-ace PARMS AceKemParameters 1} |
{ OID id-kem-rsa PARMS RsaKemParameters 1},

-- Expect additional algorithms --
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—-- ECIES-KEM

-- this must be a non-zero element of the group given in
-- EciesKemParameters
EciesKemPublicKey ::= FieldElement

EciesKemParameters ::= SEQUENCE {

group Group OPTIONAL,

keyDerivationFunction KeyDerivationFunction,
oldCofactorMode BOOLEAN,

sing eHashiode BGGLEAN,

keyLength KeyLength

}

——HERHBHHHHAFHHRRFHH B HHRA GRS BB F SRR R R
-- PJEC-KEM

-- an element of the group given in PsecKemParameters (may be 0)
PsecfemPublicKey ::= FieldElement

PsecHemParameters ::= SEQUENCE {

group Group OPTIONAL,

keyDgrivationFunction KeyDerivationFunction,
seedllength INTEGER (1..MAX),

keyLeéngth KeyLength

——HHFHHHHHHHHH R R R R R R
-- AQE-KEM

-- all components of public key are elements of the group given in
—-- AgeKemParameters

AceKgmPublicKey ::= SEQUENCEM

gPrige FieldElement,

c Fi¢ldElement,

d Fi¢ldElement,

h FigldElement

b

AceKgmParameters ::= SEQUENCE {

group Group OPTIONAL,

keyDgrivationFunction KeyDerivationFunction,
hashFunction HashFunction,

keyLength KeyLength

}

——HHHH B R R R R R R R R

—-- RSA-KEM
RsaKemPublicKey ::= RSAPublicKey
RsaKemParameters ::= SEQUENCE {

keyDerivationFunction KeyDerivationFunction,
keyLength KeyLength
b

— rights reserve
©ISO 2006 — All righ d 55


https://iecnorm.com/api/?name=27c671981953e5db1965ca1942f8aaba

ISO/IEC 18033-2:2006(E)

——# S S S S
-- DEM specifications

DataEncapsulationMechanism ::= AlgorithmIdentifier {{DEMAlgorithms}}
DEMAlgorithms ALGORITHM ::= {

{ 0ID id-dem-deml PARMS DemiParameters } |

{ 0ID id-dem-dem2 PARMS Dem2Parameters } |

{ 0ID id-dem-dem3 PARMS Dem3Parameters },

-- Expect additional algorithms --

DemilRBarameters ::= SEQUENCE{
symmgtricCipher SymmetricCipher,
mac NacAlgorithm

}

Dem2Rarameters ::= SEQUENCE{
symm¢tricCipher SymmetricCipher,
mac NacAlgorithm,

labellength INTEGER (O..MAX)

}

Dem3Rarameters ::= SEQUENCE{
mac NacAlgorithm,

msglength INTEGER (O..MAX)

}

B 2 2 i s
-- finite field, group, and elliptic curve representations

Group ::= CHOICE {

groupO0id OBJECT IDENTIFIER,

groupHashId OCTET STRING, -- defined in RFC2528
groupParameters GroupParameters

}

GroupParameters ::= CHOICE {
explicitFiniteFieldSubgroup

[0] ExplicitFiniteFieldSubgroupParameters,
ellipticCurveSubgroup

[1] HllipticCurveSubgroupParameters

}

ExplicitFiniteFieldSubgroupParameters ::= SEQUENCE {
fieldID FieldID {{FieldTypes}},

generator FieldElement,

subgroupOrder INTEGER,

subgroupIndex INTEGER

}
FIELD-ID ::= TYPE-IDENTIFIER
FieldID { FIELD-ID:I0Set } ::= SEQUENCE {

fieldType FIELD-ID.&id({I0Set}),
parameters FIELD-ID.&Type({IO0Set}{@fieldType}) OPTIONAL
}
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FieldTypes FIELD-ID ::= {

{ Prime-p IDENTIFIED BY prime-field } |

{ Characteristic-two IDENTIFIED BY characteristic-two-field }|
{ 0dd-characteristic IDENTIFIED BY id-ft-odd-characteristic },

-- expect additional field types

-- prime fieds

Prime-p ::= INTEGER

—- claracteristic two fields
CHARACTERISTIC-TWO ::= TYPE-IDENTIFIER

-- when basis is gnBasis then the basis shall be an optimal
-- nqgrmal basis of Type T where T is determined as follows:
-- if an ONB of Type 2 exists for the given value of m then
-- T|shall be 2, otherwise if an ONB of Type 1 exists for the
-- given value of m then T shall be 1, otherwise T shall be
-— the least value for which an ONB of Type T exists for the
-- glven value of m

-- when basis is gnBasis then m shall not be divisible /by -8
-- ngte: the above rule is from ANSI X9.62

-- ngte: for the given m and T the ONB is unique
Chargcteristic-two ::= SEQUENCE {

m INTEGER,-- extension degree

basig CHARACTERISTIC-TWO.&id({BasisTypes}),

parameters CHARACTERISTIC-TWO.&Type ({BasisTypes}{@basisl})

b

BasigTypes CHARACTERISTIC-TWO ::= {

{ NULL IDENTIFIED BY gnBasis } |

{ Trinomial IDENTIFIED BY tpBasis  } |

{ Pegtanomial IDENTIFIED BY ppBasis 1} |

{ Ch3drTwoPolynomial IDENTIFLED BY charTwoPolynomialBasis },

. 1- expect additional basis types

Tringmial ::=_INTEGER

Pentgnomial—: := SEQUENCE {
k1 INTEGER,
k2 INTEGER,
k3 INTEGER

-- characteric two general irreducible polynomial representation

-- the irreducible polymial

—— a(@)*x"n + a(@-D*x"(n-1) + ... + a(l)*x + a(0)

-- is encoded in the bit string with a(n) in the first bit, the
—-- following coefficients in the following bit positions and a(0)
-- in the last bit of the bit string (one could omit a(n) and a(0)
-- but it may be simpler and less error-prone to leave them in

-- the encoding)
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-- the degree of the polynomial is to be inferred from the length
-- of the bit string

CharTwoPolynomial ::= BIT STRING

—- odd characteristic extension fields

ODD-CHARACTERISTIC ::

TYPE-IDENTIFIER

Odd-characteristic SEQUENCE {

characteristic INTEGER(3..MAX),

degree INTEGER(2..MAX),

basis ODD-CHARACTERISTIC.&id({0ddCharBasisTypes}),

paraneters UDD-CHARACTERISTIC.&lype({iUddCharbasislypesri@basisy)

}

0ddCharBasisTypes ODD-CHARACTERISTIC ::= {
{ 0dqCharPolynomial IDENTIFIED BY oddCharPolynomialBasis },

1- expect additional basis types

-- the monic irreducible polynomial is encoded as follows

-- the leading coefficient is ignored

-- the remaining coefficients define an element of the  finite field
-- which is encoded in an octet string using FE20SP
0ddCharPolynomial ::= FieldElement

EllipgticCurveSubgroupParameters ::= SEQUENCE {
verslon INTEGER { ecpVer1(1l) } (ecpVerl),
fieldID FieldID {{ FieldTypes 1}},

curve Curve,

generator ECPoint,

subgfoupOrder INTEGER,

subgfoupIndex INTEGER,

}

Curve ::= SEQUENCE {
aCoeff FieldElement,
bCoeff FieldElement:,
seed |BIT STRING OPTIONAL
}

——HHRH B R R R R R R R R

-- ayxiliary definitions

FieldElement ::= OCTET STRING -- obtained through FE20SP
ECPoint ::= OCTET STRING -- obtained through EC20SP

KeyLength ::= INTEGER (1..MAX)

MacAlgorithm ::= AlgorithmIdentifier {{ MACAlgorithms }}
MACAlgorithms ALGORITHM ::= {

{ 0OID hMAC-SHA1 PARMS NULL } ,

.. -- Expect additional algorithms --
}
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HashFunction ::= AlgorithmIdentifier {{ HashFunctionAlgorithms }}

HashFunctionAlgorithms ALGORITHM ::= {
HashFunctionAlgs,-- from 10118-3
-- expect additional algorithms

}

KeyDerivationFunction ::= AlgorithmIdentifier {{ KDFAlgorithms }}
KDFAlgorithms ALGORITHM ::= {

{ 0ID id-kdf-kdfl PARMS HashFunction } |
{ 0ID id-kdf-kdf2 PARMS HashFunction } ,

-- Expect additional algorithms --

SymmgtricCipher ::= AlgorithmIdentifier {{ SymmetricAlgorithms }}
SymmgtricAlgorithms ALGORITHM ::= {

{ OID id-sc-scl PARMS BlockCipher } |
{ 0ID} id-sc-sc2 PARMS BlockCipher },

-- Expect additional algorithms --

BlockCipher ::= AlgorithmIdentifier {{ BlockAlgorithms }}

——HHFHH R R R R R

-- ejternal 0IDs

-- RJA-OAEP
pkcstl O0ID ::= { iso(1l) member-—body(2)
us(840) rsadsi(113549) pkcs(1) 1 }
id-R§AES-0AEP O0ID ::= { (pkc¢s-1 7 }
id-mgf1 OID ::= { pkcs-1.8 }
-- HNAC-SHA1
hMAC1SHA1 0ID 5:="{

igo(1) identified-organization(3) dod(6) internet(1l) security(5)
mechan¥sms(5) 8 1 2 }

-- X9.62 finite field and basis types

ansi-X9-62 0ID ::= { iso(1) member-body(2) us(840) 10045 }
id-fieldType OID ::= { ansi-X9-62 fieldType(1) }
prime-field OID ::= { id-fieldType 1 }
characteristic-two-field 0ID ::= { id-fieldType 2 }

—— characteristic two basis
id-characteristic-two-basis 0ID ::= { characteristic-two-field
basisType(3) }

— rights reserve
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gnBasis 0ID ::= { id-characteristic-two-basis 1 }
tpBasis 0ID ::

ppBasis 0ID ::

{ id-characteristic-two-basis 2 }

{ id-characteristic-two-basis 3 }
——HEH R
-- Cryptographic algorithm identification --

ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
}
WITH SYNTAX { OID &id [PARMS &Typel 2

AlgoyithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {
algoyithm ALGORITHM.&id( {IOSet} ),

parageters ALGORITHM.&Type( {IOSet}{@algorithm} ) OPTIONAL
}

END |-- EncryptionAlgorithms-2 --
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Annex B
(informative)

Security considerations

This annex discusses the security properties of the various cryptographic schemes described in
this part of ISO/TEC 18033. For each type of scheme (e.g., asymmetric cipher, MAC algorithm,
etc.), an appropriate formal definition of security is given, and for each particular scheme, the
extent to which this definition is satisfied is discussed.

The security of several schemes can be proven formally, based on certain intractability assump-
tions, or based on the assumption that other, lower-level mechanisms are secure. These proofs
are ;Eeductlons,” which show how to turn an adversary A that breaks the scheme into gn ad-
versary A’ that solves the presumed-to-be-hard problem or breaks the presumed-tofbe=gecure
mechfanism. In most cases, the “quality” of the reduction is indicated by quantitatively de-
scriblng the relationship between the resource requirements (e.g., running time) and advantage
(i.e., [success probability) of A and those of A’. A reduction is called “tight’”if the reqource
requirements of A’ are not significantly greater than those of A, and if the-advantage off A is
not significantly less than that of A.

The fpproach to security taken here is “concrete,” as in [6], rather\than “asymptotic”: segurity
redudtions are stated in terms of specific schemes, rather thagAn terms of families of schemes
indexed by a “security parameter” that tends to infinity. Héwever, some quantitative estinates
will e stated using “big-O” notation, which imply hiddén, but quite small, constants.

Somg of the proofs of security are in the so-called““random oracle” model, which wa§ first
formglized in [7], and has since been used in thie.analysis of numerous cryptographic schemes
in thie literature. In the random oracle model)y one models a hash function or key deriyation
functiion as a random function to which all algorithms as well as the adversary have only {black
box,] i.e., oracle, access. Such randomroracle proofs of security are perhaps best viewed as
heuristic proofs — it is conceivable that a scheme that is secure in the random oracle modgl can
be btoken without either breaking‘the underlying intractability or security assumptiond, and
withgut finding any particular weakness in the hash function or key derivation functior} [12].
Neveltheless, a random oradle jproof does rule out a broad class of attacks.

B.1| MAC algorithms

This |clause describes the basic security property that shall be required of a MAC algorithm in
this part of I[SOYTEC 18033.

Consjider'a/MAC algorithm MA, as defined in Clause 6.3.

Consider the following attack scenario. An octet string 7™ is chosen by the adversary, and a
secret key k' is chosen at random. The value MAC* = MA.eval(k',T*) is given to the adversary.
The adversary outputs a list of pairs (7, MAC), where T is an octet string with 7" # T (and
not necessarily of the same length as 7%), and MAC is an octet string of length MA.MACLen.
The adversary’s advantage is defined to be the probability that for one such pair (T, MAC'), we
have MA.eval(k',T) = MAC.

For a given adversary A and a given MAC algorithm MA, the above advantage is denoted by
Advpa(A). If the adversary A runs in time at most ¢, generates a list of at most [ pairs, and
T* and all the T are bounded in length by I’, then A is called a MA[t,,!']-adversary.
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Security means that this advantage is negligible for any efficient adversary.

Although the “single message” attack model considered here is sufficient for constructing secure
data encapsulation mechanisms, for many other applications, it is not sufficient, and a “multiple
message” attack model must be considered. In the “multiple message” attack model, instead
of just obtaining the value of MA.eval(k’,-) at a single input 7%, the adversary is allowed to
obtain the value of MA.eval(k',-) at many (adaptively chosen) inputs T7,..., 7. As before,
the adversary outputs a list of pairs (T, MAC'), but now with the restriction that 7" # T, for
1< <s.

Clause 6.3.1 allows for the use of the MAC algorlthms descrlbed in ISO/IEC 9797-1 and ISO/IEC

of which can be proven secure in thls attack model based on certaln assumptlons about the
undellying cryptographic hash function.

B.2| Block ciphers

This |clause describes the basic security property that shall be required of @block cipher ip this
part pf ISO/IEC 18033.

Consjider a block cipher BC, as defined in Clause 6.4.

BC' 1s called a pseudo-random permutation if it is difficalt for an adversary to distirlguish
betwgen a random permutation on octet strings of length BC.BlockLen and the permutation
b — |BC.Encrypt(k,b) for a randomly chosen secret’key k. In such an attack, the advérsary
is given oracle access to the permutation — eitheinto the random permutation or to the|block
ciphdr — and must guess which is the case. Tobe a pseudo-random permutation meang that
for any efficient adversary, its success at guessitig which is the case should be negligibly clpse to
1/2.

Clauge 6.4.1 allows for the use of the block ciphers described in ISO/IEC 18033-3. Although
therq is little formal justifications experience suggests that these block ciphers do indeed behave
as pspudo-random permutations:

B.3| Symmetric ciphers

This [clause describesthe basic security property that shall be required of a symmetric cipher in
this part of ISQYTEC 18033.

Consjderca symmetric cipher SC, as defined in Clause 6.5.

Consider the following attack Scenario. 1€ adversary generates two pIlaintexts (octet strings)
My, M7 of equal length, a random secret key k is generated, a random bit b is chosen, and M,
is encrypted under the secret key k. The resulting ciphertext c is given to the adversary. The
adversary makes a guess b at b. The adversary’s advantage is defined to be |Pr[b = b] — 1/2|.

For a given adversary A and a given symmetric cipher SC, this advantage is denoted by
Advgc(A). If the adversary runs in time at most ¢, and the output of the encryption algo-

rithm is at most [ octets in length, then A is called a SCIt, []-adversary.

Security means that this advantage is negligible for any efficient adversary.
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Although the “single plaintext” attack model considered here is sufficient for constructing secure
data encapsulation mechanisms, for many other applications, it is not sufficient. For some
applications, one must consider a “multiple plaintext” attack model, where an adversary is
allowed to adaptively obtain many encryptions of its choice, and not just a single encryption.
This type of attack is also called a “chosen plaintext” attack. Still another type of attack is a
“chosen ciphertext” attack, where an adversary is allowed to adaptively obtain decryptions of
its choice.

B.3.1 Security of SC1

This clause discusses the security of SC1, defined in Clause 6.5.2.

This|is a symmetric cipher parameterized in terms of block cipher BC.

The basic cipher-block-chaining (CBC) mode with a random initial value (IV) is analyzed n [4],
wherf it is shown to be secure against a “multiple plaintext” attack, as discussedyab6ve, assfming
BC ip a pseudo-random permutation (see Annex B.2). The cipher SC1 uses-a fixed initial yalue;
neveytheless, it is easy to adapt the proof of security in [4] to show that ‘$C7 is secure against
“singlle plaintext” attacks, which is adequate for the constructions in this document.

Note|that the paper [35] presents some attacks on SC1. However{ the attacks in [35] are “chosen
ciphdrtext” attacks, and are therefore not relevant here. Indeed, the padding scheme plays a
role in the security of CBC encryption only when considering “chosen ciphertext” attacky.
B.3.2 Security of SC2

This |clause discusses the security of SC2, definedin Clause 6.5.3.
Therp is no known formal reduction which\reduces the security of SC2 to the security offsome
othell mechanisms or the intractability:.¢fsome problem. However, if one is willing to mddel a
key derivation function as a random,qracle, then of course, one should be willing to believg that
SC2 fis a secure symmetric cipher.
B.4| Asymmetric ciphers
This [clause describes the basic security property that shall be required of an asymmetric cjpher.

Consjder an asyanptotic cipher AC, as defined in Clause 7.

Consjder the¥following “adaptive chosen ciphertext” attack scenario.

Btheoe 1 The kev ceperation—aleorithm s run—ceneratine a—public kev and vrivath ke
btacet+—he ke ceoneration—algorithmisrun—seneratinae a—publie ey and private key.

The adversary, of course, obtains the public key, but not the private key.

Stage 2: The adversary makes a series of arbitrary queries to a decryption oracle. Each
query is a label/ciphertext pair (L, (') that is decrypted by the decryption oracle, making
use of the private key. The resulting decryption is given to the adversary; moreover, if the
decryption algorithm fails, then this information is given to the adversary, and the attack
continues. The adversary is free to construct these label/ciphertext pairs in an arbitrary
way — it is certainly not required to compute them using the encryption algorithm.

Stage 3: The adversary prepares a label L* and two “target” plaintexts My, M7 of equal
length, and gives these to an encryption oracle. If the scheme supports any encryption
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options, the adversary also chooses these. The encryption oracle chooses b € {0,1} at
random, encrypts M; with label L*, and gives the resulting “target” ciphertext C* to the
adversary.

Stage 4: The adversary continues to submit label/ciphertext pairs (L, C') to the decryption
oracle, subject only to the restriction that (L,C) # (L*, C*).

Stage 5: The adversary outputs b € {0,1}, and halts.

The advantage of A in this game is defined to be | Pr[b = b] —1/2|. For a given adversary A, and
a given asymptotic cipher AC, this advantage is denoted by Adv o (A). If the adversary runs
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expect to hide the length of an encrypted plaintext from the adversary — for many ciphers, this
will be evident from the length of the ciphertext. It is in general up to the application using the
cipher to ensure that the length of a plaintext does not reveal sensitive information.

For bounded-plaintext-length asymmetric ciphers, the notion of security is the same as for the
ordinary case, except that the adversary is not required to submit target plaintexts of equal
length to the encryption oracle. This reflects the fact that such schemes should hide the length

of an

encrypted plaintext from the adversary.

For fixed-plaintext-length asymmetric ciphers, this issue simply does not arise.
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B.4.2 Benign malleability: a slightly weaker notion of security

The definition of security given above may be viewed as being unnecessarily strong. For example,
suppose one takes an asymmetric cipher AC that satisfies the definition above, and modifies
it as follows, obtaining a new cipher AC’: the cipher AC’ is the same as AC, except that it
appends a random octet to the ciphertext upon encryption, and ignores this extra octet upon
decryption. Technically speaking, AC’ does not satisfy the definition given above for adaptive
chosen ciphertext security, yet this seems counter-intuitive. Indeed, although AC" is technically
“malleable,” it is only malleable in a “benign” sort of way: one can create alternative encryptions
of the same plaintext, and these alternative encryptions are all clearly recognizable as such.

This clause describes a formal notion of security that precisely captures the intuitive notjon of
“ben]gn malleability.”

For 4 particular asymmetric cipher AC, a polynomial-time, 0/1-valued function #&quiv is palled
an equivalence predicate for AC if with overwhelming probability, the output of”AC. Key(ren is
a pair (PK, pk), such that for any label L and any two ciphertexts C' and € Jwe have

Fquiv(PK,L,C,C") =1 implies AC.Decrypt(pk,L,C) = AC.Decrypt(pk,L,C").

An agymmetric cipher AC is called benignly malleable if there €xists an equivalence preglicate
Equip as above, and if it satisfies the definition of security\given above for adaptive dhosen
ciphdrtext security, but with the following modification in th¢ attack game: when the adv¢rsary
subnlits a label/ciphertext pair (L,C) to the decryptien oracle in Stage 4, then instdad of
requiring that (L, C) # (L*,C*), it is required that £)*L* or Equiv(PK,L,C,C*) = 0. Hor an
advegsary A, its advantage in this setting is denoted by Adv’y-(A).

B.5| Key encapsulation mechanisms

This |clause describes the basic security~property that shall be required of a key encapsulation
mechfanism.

Consjder a key encapsulation-thechanism KEM, as defined in Clause 8.1.

Consjder the following £adaptive chosen ciphertext” attack scenario.

Btage 1: The key generation algorithm is run, generating a public key and privatg key.
[he adversary, of course, obtains the public key, but not the private key.

Btage,2: The adversary makes a series of arbitrary queries to a decryption oracle. | Each
juefy is a ciphertext Cy that is decrypted by the decryption oracle, making use ¢f the
private key. The resulfing decryption 1s given to the adversary; moreover, iI the decryption
algorithm fails, then this information is given to the adversary, and the attack continues.
The adversary is free to construct these ciphertexts in an arbitrary way — it is certainly
not required to compute them using the encryption algorithm.

Stage 3: The adversary invokes an encryption oracle, supplying any encryption options, if
the scheme supports them. The encryption oracle does the following:

a) Run the encryption algorithm, generating a pair (K*, C{).

b) Generate a random octet string K of length KEM.KeyLen.
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c) Choose b € {0,1} at random.
d) If b =0, output (K*, C{); otherwise output (K, Cy).

Stage 4: The adversary continues to submit ciphertexts Cy to the decryption oracle, sub-
ject only to the restriction that Cy # Cj.

Stage 5: The adversary outputs b € {0,1}, and halts.

The advantage of A in this game is defined to be |Pr[b = b] — 1/2|. For a given adversary A,
and a given key encapsulation mechanism KEM, this advantage is denoted by Advggy (A). If

th el 3 L3 L A | 1 £ £ | i 1 3 +1 A3 11 d
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KEM[t, q]-adversary.
Secutity means that this advantage is negligible for all efficient adversaries.
B.5.1 Benign malleability

This |clause defines the notion of benign malleability for a key encapsulation mechanism, forre-
spondling to the notion of benign malleability for an asymmetric ciphér, as in Annex B.4.D.

For 4 particular key encapsulation mechanism KFEM, a polynomial-time, 0/1-valued fuspction
Equi} is called an equivalence predicate for KEM if with ovérwhelming probability, the output
of KEM.KeyGen is a pair (PK, pk), such that for anyctwe ciphertexts Cy and C{), we have

Fquiv(PK,Cy,Cy) =1 implies KEM.Deerypt(pk,Co) = KEM.Decrypt(pk, C{).

A key encapsulation mechanism KEM is called benignly malleable if there exists an equivalence
predicate Equiv as above, and if it satisfies the definition of security given above for adaptive
chosgn ciphertext security, but with the following modification in the attack game: when the
advefsary submits a ciphertext pait)Cy to the decryption oracle in Stage 4, then instdad of
requiring that Cy # Cf, it is réquired that Fquiv(PK,Cy,Cy) = 0. For an adversary W, its
advaptage in this setting is denoted by Advpy (A).

B.6| Data encapsulation mechanisms

This |clause describes the basic security property that shall be required of a data encapsulation
mechfanism.

Consjder(ajkey encapsulation mechanism DEM, as defined in Clause 8.2.

Consider the following attack scenario. The adversary generates two plaintexts (octet strings)
My, M7 of equal length, and a label L*. A random secret key K is generated. A random bit b
is chosen, and M, is encrypted under secret key K. The resulting ciphertext C7 is given to the
adversary. The adversary then submits a series of requests to a decryption oracle: each such
request is a label/ciphertext pair (L,C1) # (L*, CY), and the decryption oracle responds with
the decryption of C; with label L under secret key K. The adversary makes a guess b at b. The
adversary’s advantage is defined as |Pr[b = b] — 1/2|.

For a specific adversary A and data encapsulation mechanism DEM , this advantage is denoted

by Advpgn(A). If the adversary runs in time ¢, makes at most g decryption oracle queries, the
ciphertexts output from the encryption oracle and input to the decryption oracle are at most
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[ octets in length, and the labels input to the encryption and decryption oracle are at most I’
octets in length, then A is called a DEM[t, q,1,1']-adversary.
Security means that this advantage is negligible for any efficient adversary.

B.6.1 Security of DEM1, DEM2, and DEMS3

This clause discusses the security of the data encapsulation mechanisms DEM1I (see Clause 9.1),
DEM2 (see Clause 9.2), and DEMS (see Clause 9.3).

Consider the data encapsulation mechanism DEMI. This scheme is parameterized by a sym-
metrjc cipher SC and a MAC algorithm MA_ 1t can be shown that if SC satisfies the definition
of segurity in Annex B.3 and MA satisfies the definition of security in Annex B.1, thedDEM1
satisfies the definition of security in Annex B.6.

Mord specifically, for any DEM1[t,q,l,l']-adversary A, we have
AdUDEMI (A) S Ad’USc'(Al) + AdUMA(AQ),

wher

192

— W, is a SC[ty,!"]-adversary, with ¢; ~ t,

— Wy is a MA[ts, q,l"]-adversary, with t5 ~ ¢, and
— {"=1— MA.MACLen.

Similarly, for any DEM2[t, q,l,l']-adversary Ay<where necessarily ' = DEM2.LabelLen, w¢ have

AdUDEMg (A) < Advsc(Al) + AdUMA(Ag),

wher

w

— K is a SC[t1,1"]-adversany, with t; ~ ¢,
— Mo is a MAlte, ¢, "+ I']-adversary, with to ~ ¢, and
— " =1— MASMACLen.

Similarly,-for any DEM3|t,q,l,1']-adversary A, where necessarily | = DEMS3.Msgllen +
MA. MACEen, we have

Aduprmsa( A Adusa((As)
Do ) — V7T X 7

where
— Ay is a MAlty,q, DEM3.MsgLen + l']-adversary, with to ~ t.

These bounds are easily established from the definitions. See, for example, [14] for a proof for
DEM?2 with LabelLen = 0. The proofs for the other cases can be established along similar lines
of reasoning to that in [14].
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B.7

Security of HC

This clause discusses the security of the generic hybrid cipher HC, defined in Clause 8.3. This
scheme is parameterized in terms of a key encapsulation mechanism KEM and a data encapsu-
lation mechanism DEM.

It can be shown that if KEM satisfies the definition of security in Annex B.5 and DEM satisfies
the definition of security in Annex B.6, then HC satisfies the definition of security in Annex B.4.

More specifically, for any HC[t,q,l,!']-adversary A, we have

Adec'(A) <2- AdUKEM(Al) =+ Ad?}DEM(AQ).

wher
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A, is a KEM[t1,q]-adversary, with ¢; ~ t, and
Ay is a DEM [ta, q,1,l']-adversary, with to & t.

hbove inequality does not take into account the possibility that KEM.KeyGen oy
d” key pair (i.e., one for which the decryption algorithm doegs not act as the inve
ncryption algorithm) with non-zero probability. In this case¢, one must simply ad
Wbility (which is assumed to be negligible) to the right hand side of the above inequa

bound is easily established from the definitions. Se; for example, [14] for a detailed
b case where there are no labels. The proof in the/case of labels can be established
ar lines of reasoning to that in [14]. If KEM is\benignly malleable (see Annex B.5.1)
an easily show that HC' is also benignly malleable (see Annex B.4.2) with the same se
d as above.
Intractability assumptions @elated to concrete groups
clause defines several intractability assumptions related to concrete groups.
=(H,G,8, u,v,ED,ELD") be a concrete group, as defined in Clause 10.1.
I The Computational Diffie-Hellman problem
Computational Diffie-Hellman (CDH) problem for I is as follows. On input (zg, yg),

E [0.. ) eompute xy - g. It is assumed that the inputs are random, i.e., that 2 and
mly_chosen from the set [0.. u).

tputs
rse of
1 this

lity.

proof
along

then
Curity

where
y are

The

' DH assumption is the assumption that this prnh]pm is intractable

Note that in general, it is not feasible to even identify a correct solution to the CDH problem (this
is the Decisional Diffie-Hellman problem — see below). In analyzing cryptographic systems, the
types of algorithms for solving the CDH that most naturally arise are algorithms that produce
a list of candidate solutions to a given instance of the CDH problem. For any algorithm A for
the CDH problem that produces a list of group elements as output, AdvCDHr(A) denotes the
probability that this list contains a correct solution to the input problem instance. If A runs in
time ¢ and produces a list of at most [ group elements, then A is called a CDHr[t,]-adversary.

Note that in [32], it is shown how to take a CDHp[t,[]-adversary A with e = AdvCDHp(A), and a
given value of §, and transform this into a CDHp[t', 1]-adversary A’, such that AdvCDHp(A’) =
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1 — 6, and such that t' is roughly equal to O(t - € !log(1/4)), plus the time to perform

O(e™'1log(1/6) log u + (log 1)?)

additional group operations.
B.8.2 The Decisional Diffie-Hellman problem
The Decisional Diffie-Hellman (DDH) problem for I is as follows.

One defines two distributions.

Distifibution R consists of triples (zg, yg, zg), where z,y, z are chosen at random from-[{. . ).
Let XRr denote a random variable sampled from this distribution.

Distriibution D consists of triples (zg, yg, 2g), where x, y are chosen at random from'[0.. ), and
z = gy mod p. Let Xp denote a random variable sampled from this distribution.

The problem is to distinguish these two distributions.

For gn algorithm A that outputs either 0 or 1, its “DDH advantage” is defined as
AdvDDHr(A) = |Pr[A(XRr) = 1] — PrfA(Xp) = 1]].
If A tuns in time ¢, then it is called a DDHp[t]-adversari.

The PDH assumption is that this advantage is negligible for all efficient algorithms.

See [10, 25, 26] for further discussion of the PDH and related problems.
B.8.3 The Gap-CDH Problem

The [Gap-CDH problem is the gooblem of solving the CDH problem with the aid of an pracle
for the DDH problem. In this case, since an algorithm for this problem has access to a|DDH
oraclg, one may assume that the output of the algorithm is a single group element, rathey than
a list| of group elements:

The {Gap-CDH assumption is the assumption that this problem is intractable.

For any “oraele” algorithm A, AdvGapCDH-(A) is defined to be the probability that it oytputs
a corfreet'solution to a random instance of the CDH problem, given access to a DDH oragle for
I". IflAvtuns in time at most ¢, and makes at most ¢ queries to the DDH oracle, then A is kalled
a GapCDHy[t, q]-adversary.

See [29] for more details about this assumption.
B.9 Security of ECIES-KEM

This clause discusses the security of the key encapsulation mechanism FCIES-KEM , defined in
Clause 10.2.

This scheme is parameterized in terms of a concrete group I' (see Clause 10.1) and a key deriva-
tion function KDF (see Clause 6.2).
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This scheme can be shown secure in the random oracle model, where KDF is modeled as a
random oracle, assuming the Gap-CDH problem is hard.

More specifically, suppose that the system parameters of ECIES-KEM are selected so that
SingleHashMode = 0 and

CheckMode + CofactorMode + OldCofactorMode > 0.

Then if A is a ECIES-KEM [t, q-adversary that makes at most ¢’ random oracle queries, then
we have

wher

Ad'UECIES-KEM(A) = O(Ad’UGapCDHF(A/)),

This
elemyd

Alter
Sing

A" is a GapCDHp[t',O(¢')]-adversary, where t' ~ ¢.

bound is essentially proved in [14], at least for the case where CheckMpde)= 1 and
bnts have unique encodings. The other cases can be proved by similaz‘redsoning.

natively, suppose that the system parameters of ECIES-KEM are selected so
eHashMode = 1 and

CheckMode + CofactorMode + OldCofactorMode > 0.

In thiis case, ECIES-KEM is no longer secure against ddaptive chosen ciphertext attack

it is |
most

wher

Besid
case
with
wher

If

then

benignly malleable (see Annex B.5.1). If A is adBCIES-KEM t, q]-adversary that ma
¢’ random oracle queries, then we have

Adv'porps. ke (A) = O(AdvGapCDH(A')),

A" is a GapCDHp[t',O(q - ¢'))-adversary, where t' = t.
es satisfying only a weaker definition of security, this reduction is not as tight as

SingleHashMode(=)1 when one considers the multi-plaintext model formally defined
pas the reduction’ does not degrade significantly when SingleHashMode = 0.

CheckMode + CofactorMode + OldCofactorMode = 0,

broup

that

B, but
Kes at

n the

where SingleHashModé = 0. Also, the quality of the reduction degrades even fyrther

in 3],

in'both of the above estimates, the term

must

AdvGapCDH-(4),

be replaced by
v - AdvGapCDHp(A").

Therefore, this selection of system parameters should only be used when v is very small.

Instead of analyzing ECIES-KEM in terms of the Gap-CDH assumption in the random oracle
model, one can analyze it without the use of random oracles, but under a very specific and
non-standard assumption. See [1, 2] for details.
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B.10 Security of PSEC-KEM

This clause discusses the security of the key encapsulation mechanism PSEC-KEM, defined in
Clause 10.3.

This scheme is parameterized in terms of a concrete group I' (see Clause 10.1) and a key deriva-
tion function KDF (see Clause 6.2).

This scheme can be proven secure in the random oracle model, viewing KDF' as a random oracle,
assuming the CDH problem is hard.

More__specifically, for a given wvalue of the system parameter Seedlen, and for any
PSE(-KEM]|t, q]-adversary A that makes at most ¢’ random oracle queries, we have

Advpspe.xpm(A) = O(AdvCDH (A" + (q+ ¢) (=t + 27 Secdleny),

wherp A" is a AdvCDHr[t',O(q + ¢')]-adversary, with ¢’ ~ ¢.

This [bound is proven in [41].

Also,) the security does not significantly degrade in the multi-plaintext model formally defined
in [10].

B.11 Security of ACE-KEM

This|clause discusses the security of the key encapsilation mechanism ACE-KEM , defined in
Clauge 10.4.

This [scheme is parameterized in terms of a,concrete group I' (see Clause 10.1), a key deriyation
function KDF (see Clause 6.2), and a hash function Hash (see Clause 6.1).

This [scheme can be proven secure dssuming the DDH problem is hard — it is to be emph#sized
that phis proof of security is not in the random oracle model. Instead, some specific, and |fairly
standard, assumptions are made about KDF and Hash.

Morq specifically, for any="ACE-KEM [t, q]-adversary A, we have
Adv acp-kgm(A) = O( AdvDDHp (A1) + Advpash(A2) + Advkpr(As) +q-p~ '),

wher

19

— W44, A3 denote adversaries that run in time essentially the same as A.

—  Advp,sh(As2) denotes the probability that an adversary As, given encodings EUI™* and EU2*
of two independent, random elements in G, can find encodings EU1 and EU2 of elements
in G, such that (EU1, EU2) # (EU1*, EU2"), but

Hash.eval(EU1 || EU2) = Hash.eval(EU1* || EU2™).

If the group supports multiple encodings, the adversary can choose the format it wants
when EUI* and FU2* are generated; furthermore, the adversary may choose to use the
same or different formats in its choice of FU1 and EU2; however, EUI1* and EU2* must
be consistent encodings, and the same holds for EUI and EU2.
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If CofactorMode = 1, then the adversary may choose FUI to be an encoding of an element
of H that does not necessarily lie in G.

Note that this problem is a second-preimage collision problem, which is generally believed
to be a much harder problem to solve than the problem of finding an arbitrary pair of
colliding inputs.

— Advgpr(As) denotes the advantage that an adversary As has in distinguishing between the
following two distributions. Let u; and h be independent, random elements of G, and let
EUI be an encoding of u;. Let R be a random octet string of length KeyLen. The first
distribution is (R, EU1), and the second is (KDF(EU1 || €' (h), KeyLen), EU1).

The

group elements have unique encodings. The proof is easily adapted to handle the other-cal
making use of the fact that the decryption algorithm checks for consistent ericedings.

well,

It is
for a
t ~

Cofa

hand]e the other cases as well, again making use of the fact that the decryption algorithm ¢

for ¢

It is

can He proven based on the CDH assumption. However,"this security reduction is not very

The

encodlings. The proof is easily adapted to handle‘the other cases as well.

As pointed out in Clause 10.4.4, care should be taken in the implementati
ACE}KEM. Decrypt. Specifically, the implementation of ACE-KEM.Decrypt should not
the chuse of the error in Step g. If an attacker can obtain such information from a decry

oracl

if sudh information is availablesno attack on the scheme is known, and moreover, the sche
still o less secure than ECIES-KEM.

B.12 The RSA_ inversion problem

This

Let RSAKeyGen be an RSA key generation algorithm (see Clause 11.1).

The

reader is referred to [14] for a detailed proof for the case where CofactorMode =

nlso shown in [14] that ACE-KEM is no less secure than FCIES-KENA-in the sens
hy ACE-KEM |t, q]-adversary A, there exists a ECIES-KEM |t q]-adversary A’ sucl
and Advgeops-kem (A') = Advace.kem(A). The proof in [14] {s only for the case
torMode = 0 and group elements have unique encodings. The proof is easily adapt
nsistent encodings.

Iso shown in [14] that if KDF is viewed as a random*racle, then the security of ACE-

broof in [14] is only for the case where CofactorMode = 0 and group elements have u

b the proof of security under.the DDH assumption will no longer be valid; however

clause dis¢usses the RSA inversion problem.

D and
ses as

e that
| that
where
ed to
hecks

KEM
tight.
nique

n of
eveal
ption

even
me is

DS A 1Inversion problem 1s this: given outputs n and e of woAKeyGen(), along with ra

ndom

x € [0..n), compute y such that y¢ = x (mod n). For any given algorithm A and any given
RSA key generation algorithm RSAKeyGen, AdvgrsakeyGen(A) denotes the probability that A
solves the RSA inversion problem, as above. If A runs in time at most ¢, then it is called a
RSAKeyGenlt]-adversary.

The RSA assumption for RSAKeyGen is the assumption Advrsareycen(A) is negligible for any
efficient algorithm A.
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B.13 Security of RSAES

This clause discusses the security of the bounded-plaintext-length asymmetric cipher RSAES,
defined in Clause 11.4.

The paper [8] analyzes a more general setting in which (a minor variant of) the RSA encoding
mechanism REM1 (defined in Clause 11.3.2) is applied to a general “one-way trapdoor permu-
tation,” rather than to a specific function such as the RSA function. The analysis is done in
the random oracle model, where the key derivation and hash functions are modeled as random
oracles.

It is proven in [8] that the resulting scheme satisfies a technical property called “plajntext
awarg¢ness,” assuming the underlying permutation is indeed one way. However, as poifitdd out
in [33], plaintext awareness does not imply security against adaptive chosen cipherfext gttack
— it|only implies a weaker notion of security, namely, security against “lunchtime’ attacks (see
Anngx B.4). Moreover, it is proven in [33] that REM1 will in general not yield a ciphet that
is sequre against adaptive chosen ciphertext attack, if the underlying permutation is arbftrary.
This negative result does not imply that RSAES is insecure against adaptive chosen ciph¢rtext
attadk — it only implies that the analysis in [8] does not establish this.

In [33], it is shown that RSAES is secure if the encryption exponérit e is very small (e.g., e|= 3).
This [result was generalized in [20] to general encryption expenénts. It should be pointedl out,
howeer, that the security reduction in [20] is not very tight =“indeed, it is so bad that it acpually
says hothing at all about the security of RSAES for RSA¢moduli of up to several thousand bits.
The gecurity reduction in [33] for small encryption egpenents is significantly better, but still is
not duite as tight as one would like.

As ppinted out in Clause 11.3.2.3, care must e taken in the implementation of RSAES. Specif-
ically, it is essential that the implementatien of REM1.Decode should not reveal the cause pf the
error|in Step k; if an attacker can obtaify such information from a decryption oracle, thgn the
scherpe can be easily broken, as desexribed in [24].

B.14 Security of RSA-KFEM

This|clause discusses the\security of the key encapsulation mechanism RSA-KEM, defied in
Clauge 11.5.

This |[scheme canbe easily shown to be secure in the random oracle model, where the system
parameter KDF" is modeled as a random oracle, assuming the RSA inversion problem is lard.

Mordq specifically, for any RSA key generation algorithm RSAKeyGen, such that the output

1 1 i ral - L 1L IaWaly h P b W AW 1 hl A4 1
(n, €, a) always Sallsles 70 = TIDoUuna, alld 10I" ally hioA-NLNV (L, [-adversaly A, WC I1ave

Advpsa-kem(A) < AdvgsakeyGen(A’) + q/nBound,

where
— A’ is a RSAKeyGen|t']-adversary, with ¢’ ~ t.

This inequality does not take into account the possibility that RSAKeyGen outputs a “bad”
RSA key with non-zero probability. In this case, one must simply add this probability (which
is assumed to be negligible) to the right hand side of the above inequality.
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For a proof, see [34].

This security reduction is quite tight, unlike those for RSAES discussed above in Annex B.13.
Moreover, in the multi-plaintext model formally defined in [3], the security of RSA-KEM does
not degrade at all, due to the random self-reducibility of the RSA inversion problem. In con-
trast, the security of RSAFES degrades linearly in the number of plaintexts, as the random
self-reducibility property unfortunately cannot be exploited in this context.

Also, unlike RSAES, RSA-KEM does not seem to be susceptible to “implementation” attacks,
such as the attack in [24].

B.15__Security of HIME(R)

It caJ\ be shown that in the random oracle model, where the functions Hash and KDF\Nn HEM1
are thodeled as random oracles, that HIME(R) is secure against adaptive chosen”ciph¢rtext
attadk, assuming that it is computationally infeasible to factor integers of thexform output by
algorithm HIMEKeyGen. For details, see [29, 35] — note that [35] corrects several mistakes in
[29].
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Annex C
(informative)

Test vectors

This annex gives test vectors for the encryption schemes specified in this part of ISO/IEC 18033.

For the ElGamal-based key encapsulation mechanisms, the “Modp” group is a subgroup of Z;
for the given prime p; the “ECModp” group is the elliptic curve over Z, that is sometimes
called “P192” in other standards; the “ECGF2” group is the elliptic curve over the finite field
of 2163 elements that is sometimes called “B163” in other standards (elements of the field are
represented with respect to the polynomial basis for the given irreducible polynomial p).

C.1| Test vectors for DEM1

C.1.L Test vector

SC=5¢1 (BC=AES (keylen=32))
MAC=HMAC (Hash=Shal(), keylen=20, outlen=20)

Mess3dge in ASCII = "the rain in spain fallsymainly on the plain"

Mess3ge as octet string = 0x746865207261696e20696e20737061696e2066616c6cC
73206d61696e6c79206£62074686520706c61696e

Label in ASCII = "test"

Label as octet string = 0x74657374

k = (x6434363064303334306635613764353333643739636535636535396235633737
k’ =10x3863323837346633333330653033653032303536

c = (x0745ch5f99adb6fe3aedebbeddc5385493cf67a8fa3e3fcddabd8c82308a8e2b04c
34ac32241b1036f20fbel1f3aed19a3

T = (xQ7%45c5f99ad56fe3aedebbeddcb385493cf67a8fa3e3fcddab5d8c82308a8e2b04c
a4ac32241b1036f20fbel1f3aed19a3746573740000000000000020

MAC = 0x016072£3d5cd979bb49a7c350b233b724£64bbad
C1l = 0x0745c5f99ad56fe3aed4ebbeddc5385493cf67a8fa3e3fcddabd8c82308a8e2b04

ca4ac32241b1036f20fbel1f3aed19a3016072f3d5cd979bb49a7c350b233b724f64
bba9
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C.1.2 Test vector

SC=SC2(Kdf=Kdf1(Hash=Shal()), keylen=32)
MAC=HMAC (Hash=Shal(), keylen=20, outlen=20)

Mess3ge 1n ASCII = "the rain in spailn falls mainly on the plain"

Mess3dge as octet string = 0x746865207261696e20696e20737061696e2066616c6¢c
73206d61696e6c79206£6e2074686520706c61696e

Label in ASCII = "test"

Label as octet string = 0x74657374

k = (x6434363064303334306635613764353333643739636535636535396235633737
k’ =]|0x3863323837346633333330653033653032303536

c = (xae747466b1f160cf196d2ebel16ac9a70b6ff57c614436cf3de67€a38324£275791
164cfcaea866b0024db7

T = (xae747466b1£160cf196d2ebel6ac9a70b6f£57c614436cf3de67ea38324£275791
164cfcaea866b0024db7746573740000000000000020

MAC § 0xa3462a9d5997aeaac247b33b6c13d7#48511e0£20

Cl1 =|0xae747466b1£160cf196d2ebel6ac9a70b6f£57c614436cf3de67ea38324£27579
1164cfcaea866b0024db7a3462a9d5997aeaac247b33b6c13d748511e0£20

C.2| Test vectors for. ECIES-KEM

C.2.1 Test vector

Kdf=KdfT(Hash=Shal())
Keylen=128
CofactorMode=0
0ldCofactorMode=0
CheckMode=1
SingleHashMode=0

Group=Modp-Group:

p = 0x8a1b8d83ef967f4e8dc0a423a178b33f31a3aeb743fb332dc020970b44ba95bd29
38eb60365ee9c1b1bdab79d8276553758e84eb2a8£89¢c21£8c08ael2f2aact
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g = 0x5e769d3a6fcI9b82acf30800c8afe9631c2b9albdee398£d0a920704560513898d9
4e40£3£f6£c6a773249d63fc74bbaldceadc203b49£2344a6a22a0a8904c60b

mu = 0xdf0235fe94e74d2d70dbbc887389e5af9ec9ccd?

nu = 0x9e89f7f68e9a2e44b68affab0e53d03763d829685af48fa6405ce08865bebcTee
7221781300459d£024b33e2

Public Key

h = (x61ddb0O1fadb4cffe21a3a68c1c£388c23493699e74519931e42b8576a9652e47dc
65£7cd297039268d4a7d6b0337466415647a6£6204b6604d3659127£5c69f

Private Key

x = (x4a401de389f502aa4e1fb066b940a6784626a429

r = (x83bd99b480£6e3ab8b9dc4£410470949£9c9361d

0x83bd99b480£6e3ab8b9dc4£410470949£9c9361d

H
]

g~ =|0x5110£7e54£656e70c71ea2067c901570088a1eb1b230000abbalb2df4b774bedb
43c0325b7083£2b477d5c02ddcafdfec0725672da2cbed39baf75£02dc078d0

h™ =]0x4e9752632£973db43ed3d06£fd5bd9e741af0£855cbc556b73ab530affd7850ca
4c93d4b91d73b47db8718c05e296151e036cf9ba980cef6563af244438caclb

PEH 3§ 0x4e9752632f973db43ed3d06£fd5bd9e741af0£855cbc556b73ab530affd7850c
a4c93d4b91d73b47db8718c05€296151e036c£9ba980cef6563af244438caclb

z = (x5110£7e54£656€70c71ea2067c901570088a1eb1b230000abbalb2df4b774bed54
3c0325b7083f2b477d5c02ddcafdfec0725672da2cbed39baf75£02dc078d0

CO =|0x5110£7e54£656e70c71ea2067c901570088a1eb1b230000abbalb2df4b774bedb
43c0325b7083£2b477d5c02ddcafdfec0725672da2cbed39baf75£02dc078d0

K = 0x23e41472d780bfbb2daafd85a8fcdf8641fdcadd9f539a4ad175c473ca0£498728
931bc311baa2c957ab528935aa22954075a2899ablce8ff5ba90a049aeba8cbb9019
bccfcbc24c815ac8a1106e163936597b5d06badb52377ca48d82621b2768373a2103
88998b964c11b0a2780c12c49cdea2cb454543fb3b725b026443d9

C.2.2 Test vector
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Kdf=Kdf1 (Hash=Sha1())
Keylen=128
CofactorMode=0
0ldCofactorMode=0
CheckMode=0
SingleHashMode=0

Group=ECModp-Group:

P Oxfffffffffffffffffffffffffffffffeffffffffffffffff

a = (XIITITIIIITIIIITIIITITITITITIITTIIITIITeITIITIITITITITITIIITIIC

b = (x64210519e59c80e70fa7e9ab72243049feb8deecc146b9bl

mu = |Oxffffffffffffffffffffffff99def836146bcOb1b4d22831

nu =|0x01

g(x) |= 0x188da80eb03090f67cbf20eb43a18800f4ff0afd82f£1012
g(y) [= 0x07192b95ffc8da78631011ed6b24cdd573£977a11e794811
Public Key

h(x) |= 0xlcbc74a41b4e84a1509f935e2328a0bb061,04d8dbb8d2130
h(y) [= 0x7b2ab1f10d76fdelea046a4ad5fb903734190151bb30cec?2

Private Key

x = (xb67048c28d2d26a73£713d5ebb994ac92588464e7fe7d3£f3

Encoding\format = uncompressed_fmt

r = 0x083d4ac64f1960a9836a84f91ca211a185814fad43a2c¢8f21

r’ = 0x083d4ac64£1960a9836a84f91ca211a185814fa43a2c8£21

g~ (x) = 0xccc9eald7b8b71d25646b22b0e251362a3fa9e993042315d4f
g~ (y) = 0x047b2e07dd2ffb89359945f3d22ca8757874be2536e0£924
h™(x) = Oxcdecl2c4cflcb733a2a691ad945e124535e5fc10c70203b5
h™(y) = 0x0Ocaeb66e42ae0dd8857ab670c6397c93c1769f9a5f5b9d36d
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PEH = Oxcdec12c4cf1cb733a2a691ad945e124535e5fc10c70203b5

z = 0x04ccc9eal7b8b71d25646b22b0e251362a3£a9€993042315d£047b2e07dd2f£b89
359945£3d22ca8757874be2536e0£924

CO = 0x04ccc9eal7b8b71d25646b22b0e251362a3£a9e¢993042315d£047b2e07dd2ffb8
9359945£3d22ca8757874be2536e0£924

K = 0x9a709adeb6c7590ccfc7d594670dd2d74fcddal3£8622f2dbcf0£0c02966d45d9002
db578c989bf4abcc896d2al11d74e0c51lefc1f8ee784897ab9b865a7232b5661b7cac
87c£4150bdf23b015d7b525b797c£6d4533e9f6ad49a4c6de5e7089724c9cadfOadfl
3ee51b41be6713653fc1cb2c95a1d1b771cc7429189861d7a829£3

C.2.83 Test vector

Kdf=Kdf1(Hash=Shal())
Keylgn=128
CofagtorMode=0
0ldCgofactorMode=0
CheciMode=0
SingleHashMode=0

Group=ECModp-Group:

P = OxfffffffffffffffffffffffffffffffefffIfffffffffffs
a = Qxfffffffffffffffffffffffffffffffefffffffffffffffc
b = (0x64210519e59c80e70fa7e9ab72243049feb8deecc146b9bl

mu = |[OxfffffffffffffffffEfFFFffO99def836146bcOb1b4d22831

nu =|0x01

g(x) [= 0x188da80eb03090f67cbf20eb43a18800f4ff0afd82f£1012
g(y) [= 0xQ7192b95ffc8da78631011ed6b24cdd573£977al1e794811
Public Key

h(x) = Oxlcbc74a41b4e84a1509f935e2328a0bb06104d8dbb8d2130
h(y) = 0x7b2ab1f10d76fdelea046a4ad5fb903734190151bb30cec2

Private Key

x = 0xb67048c28d2d26a73£713d5ebb994ac92588464e7fe7d3£3
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Encoding format = compressed_fmt
r = 0x083d4ac64f1960a9836a84f91ca211a185814fad43a2c8f21

r’ = 0x083d4ac64£1960a9836a84f91ca211a185814fa43a2c8f21

g~ (x) = Oxccc9eald7b8b71d25646b22b0e251362a3fa9e993042315df
g~ (y] = 0x047b2e07dd2ffb89359945f3d22ca8757874be2536e0£924
h™(x)] = Oxcdecl12c4cflcb733a2a691ad945e124535e5fc10c70203b5
h”(y)] = 0x0Ocae66e42ae0dd8857ab670c6397c93c1769f9ab5f5b9d36d

PEH § Oxcdecl2c4cflcb733a2a691ad945e124535e5fc10c70203b5
z = (x02ccc9eal7b8b71d25646b22b0e251362a3fa9e993042315df
CO =]0x02ccc9eal7b8b71d25646b22b0e251362a3£a9€993042315df
K = (x8fbe0903fac2fa05df02278fe162708£fb432f3cbf9bb14138d22be1d279£74bfb9
£0843a153b708fcc8d9446c76f00ed4ccabef85228195f732f4aedc5e48efcf2968¢

a46£2df6f2afcbdf5ef79c958£233c6d208£3a7496e08£505d1c792b314b45££647
37b0aal86d0cdbab47a00fb4065d62cfc18f8a8d12c78ecbee3fd

Al

C.2.4 Test vector

Kdf=Hdf1(Hash=Shal())
Keylen=128
Cofag¢torMode=0
0ldCqfactorMode=0
CheckMode=0
SingleHashMede=0

Group=ECGF2-Group:

0x0800000000000000000000000000000000000000c9

el
]

0x01

»
1]

o’
]

0x020a601907b8c953cal481eb10512£78744a3205fd

mu = 0x040000000000000000000292fe77e70c12a4234c33

0x01

nu
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g(x) = 0x03f0ebal6286a2d57ea0991168d4994637e8343e36
g(y) = 0xd51fbc6c71a0094fa2cdd545b11c5c0c797324£1
Public Key

h(x) = 0x03d401df33470cleb3611ed1b9fd4dd12ffb48cbcl

h(y) = 0x057b470£90c82a900cc4daa27567d15b05d8bdbcb0

Private Key

x = (x028d2d26a73£713d3£9d0d5b8ce30d76£4d151c933

Encoqing format = uncompressed_fmt
r = (xa9836a84a1583f601a2f9b2b2432a0aff42c8541

r’ =|0xa9836a84a1583f601a2f9b2b2432a0aff42c8541

g~ (x] = 0x0619b155deab5122f456a0b4741093a244893c91df
g~ (y] = 0x03c75545c65707dd31d9a1a583abadf107c0c2af51
h™(x)] = 0x93c4a6f28021e71lelaf8c9dad40ab0317e12febd

h~(y)] = 0x048d83cad5c3dal366af4b7dal0f5el3ec4bebld65d

PEH ¥ 0x0093c4a6f£28021e71e1af8c9da440ab0317e12febd

z = (x040619b155deab5422f456a0b4741093a244893¢c91df03c75545¢c65707dd31d9al
4583abadf107¢0c2af51

CO =|0x040619b155deab5122f456a0b4741093a244893c91df03c75545¢c65707dd31d9a
1a583abadf107c0c2af51

K = (§x970d1027a42bb88402797cadc8b0822849218339f25189a624c1c7881a09814ede
d59a9baafafd2ceb516d43b7c6594d1db583ac478becO07bfe37cc3d216a9a2929658
fae29a7023e266abbdecff6ccecd19bd1£8e51d4db6329af82cae0c07ee093eb3188
3c57511800057e60407d7d67210ba7366ae3b8b6877a%9e81ecb774

C.2.5 Test vector
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Kdf=Kdf1 (Hash=Sha1())
Keylen=128
CofactorMode=0
0ldCofactorMode=0
CheckMode=0
SingleHashMode=0

Group=ECGF2-Group:

p = 0x0800000000000000000000000000000000000000c9

a = (x01

b = (x020a601907b8c953cal481eb10512£78744a3205fd

mu =[0x040000000000000000000292fe77e70c12a4234c33

nu =|0x01

g(x) [= 0x03f0ebal6286a2d57€a0991168d4994637e8343e36
g(y) [= 0xd51fbc6c71a0094fa2cdd545b11c5c0c79732411
Public Key

h(x) [= 0x03d401df33470c1leb3611ed1b9fd4dd12f£b48cbcl
h(y) |= 0x057b470£90c82a900cc4daa27567d15b05d8bdbcb0

Private Key

x = (x028d2d26a73£713d3£9d0d5b8ce30d76£4d151c933

Encoding\format = compressed_fmt

r = 0xa9836a84a1583f601a2f9b2b2432a0aff42c8541

r’ = 0xa9836a84a1583f601a2f9b2b2432a0aff42c8541

g~ (x) = 0x0619b155deab5122f456a0b4741093a244893c91df
g~ (y) = 0x03c75545c65707dd31d9a1a583abadf107c0c2af51
h”(x) = 0x93c4a6f28021e71lelaf8c9das40ab0317e12febd
h™(y) = 0x048d83cadbc3dal366af4b7dal0f5el3ec4bebld65d
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PEH = 0x0093c4a6£28021e71e1af8c9da440ab0317e12febd
z = 0x030619b155deabb122f456a0b4741093a244893c91df
CO = 0x030619p155deab5122f456a0b4741093a244893c91df
K = 0xdc66d10d56868d338b147186fdac210c351150862f94ff3ffcf4fc34b96c2117f1
2e8c£39527419a96066ce00£fd856b1742f3ec1865614d901b87ea7b89102417£9b62

775e5806870e73db128fe00a0edd3efe21d93e84a4ae9609adeb838c96d4a784104db
20170£74b430acde310785d4b66edd09d37£9f32c54ae44442c41f

C.3 Test vectors for PSEC-KEM

C.3.L Test vector

Kdf=Kdf1 (Hash=Sha1())
Keylgn=128
Seedlen=64

Group=Modp-Group:

p = (x8a1b8d83ef967f4e8dc0a423a178b33£31a3aeb743£fb332dc020970b44ba95bd29
38eb60365ee9¢c1b1bdab79d8276553758e84eb2a8f89c21f8c08ael2f2aact

g = (0x5e769d3a6fc9b82acf30800c8afe9631¢2b9albdee398£d0a920704560513898d9
4e40£3£f6£c6a773249d63fc74bbaldceadc203b49£2344a6a22a0a8904c60b

mu =|0xdf0235fe94e74d2d70dbbc887389%9eb5af9ec9ccd7

nu =|0x9e89f7£68e9a2e44b68affab0e53d03763d829685af48fa6405ce08865bebc7ee
7221781300459d£024b33e2

Public Key

h = (x61ddb01fadb4cffe21a3a68c1c£388c23493699e74519931e42b8576a9652e47dc
65£17cd297039268d4a7d6b0337466415647a6£6204b6604d3659127£5c69f

Private Key

x = 0x4a401de389f502aa4e1fb066b940a6784626a429

seed = 0x79878e0f7ef84d47753bf4b%adfabc33eclbfa66£fa140a3d998770496c613ad
£8b9b6£dc083d4ac64f1960a9836a84a1583f601b1222a45b9ec718604eb67048
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t = 0x583e88b2d550ec4b00419221470e635a63eb0ec74cb9fb6295b57c360e8b68eba9
631b4e58bd6£118861b03d4dc8b12a3f2cb2e74a5a47e733£34e875891e980963615
bad107bd2430e8e0d00c4£2d8£9306195b079ba4276900541f0£fc7816815366b5190
34810£6b0d6a6632e251a5ab70d176077701a9c048658a87178a4b94430190607b3a
52c£66002e4d0251d2cf09f9b19cfbf4793251f7caf9d852a13ad7e37f

u = 0x583e88b2d550ec4b00419221470e635a63eb0ec74cb9fb6295b57c360e8b68eba9
631bde

r = 0x0a3b085c410£14847aa9c17ecaeb644cff418369¢e

g =10Ux0eb0220065/2002/UI069T030/ (100041050d2414062441002CD1oITIDZ244414 /09T
6cfe71770e5248e74d80524927acd9b0242d273844£8415¢c4199d1b7037613£

h™ =|0x4ebe32dd0b9aab6cfb712581e7dcf9d8b5a4413544cbf6d409b074fa0d332f£335
682de79a9a27cfae7a362f84c3e8abl15fcalce2dlaaebaafc659438225¢c5559

EG =]0x6e60226637400270£589£53577£00641538d241462441652cb18ffb2444147%89f
6cfe71770e5248e74d80524927acd9b0242d273844£8415c4199d1b7037613%

PEH ¥ Ox4ebe32dd0b9aa56cfb712581e7dcf9d8b5a4413544cbf6d09b074Fa0d332f£33
5682de79a9a27cfae7a362f84c3e8abl5fcalce2dlaaebaafc659438225c5559

SeedNask = 0Oxeab31c0d24a50c663d7e14d767cc2c4b5e2470deh00b09eab870d28ad0e
a7c3a3cd05e998ce08cb5ab6f77a04e2d2b3b84c22d1747£36d5aff7794fbb0
e27b7a80

MaskgdSeed = 0x933492025a5d41214845e06ec3367078b23£8ab84a1f03d721£7a2c3b
c8b46e5b74b314584ddc69c206ecOeT,aed1bf259a12775cel4ffeade953
e3d0accdlac8

CO =|0x6e60226637400270£589£53577£00641538d241462441652cb18f£b244414789f
6cfe71770e5248e74d80524927acd9b0242d273844£8415¢c4199d1b7037613£9334
92025a5d41214845e06ec33670783b23£8ab84a1f03d721f7a2c3bc8b46e5074b314
584ddc69c206ecOe7aed1bf259a12775celdffead4e953e3d0accdlac8

K = (x58bd6£118861b03d4dc8bl2a3f2cb2e74a5a47e733£34e875891e980963615badl
7bd2430e8e0d00c4£2d8£9306195b079ba4276900541£0£c7816815366b51903481
£6b0d6a6632e251a5ab70d176077701a9c048658a87178a4b94430190607b3ab2ct
$6002e4d0251d2cf09£9b19cfbf4793251£7caf9d852a13ad7e37f

C.3.2 Test vector

Kdf=Kdf1(Hash=Shal())
Keylen=128
Seedlen=64

Group=ECModp-Group:

p = Oxfffffffffffffffffffffffffffffffeffffffffffffffff
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Oxfffffffffffffffffffffffffffffffefffffffffffffffc

m
1]

b = 0x64210519e59¢c80e70fa7e9ab72243049feb8deecc146b9bl
mu = Oxfffffffffffffffffffffff£99def836146bc9b1b4d22831
nu = 0x01

g(x) = 0x188da80eb03090f67cbf20eb43a18800f4ff0afd82f£1012

g(y) = 0x07192b95ffc8da78631011ed6b24cdd573£f977a11e794811

Public Key

h(x) [= Ox1lcbc74a41b4e84a1509f935e2328a0bb06104d8dbb8d2130
h(y) [= 0x7b2ab1f10d76fdelea046a4ad5fb903734190151bb30cec2
Priv3gte Key

x = (xb67048c28d2d26a73£713d5ebb994ac92588464e7fe7d3f3

Encoding format = uncompressed_fmt

seed |= 0xaeBaeaf179878e0f7ef84d47+53bf4b9adfa5c33eclbfab66fa140a3d9987704
96c613adf8b9b6fdc083d4ac64f1960a9836a84a1583f601b1222a45b9ec71860

t = (x336bbed43a45e8bb835cTfe866cf3501e9eff51d26d6d1dc10ae0775897£2f7a63f
9d18d£8a6880£99ed846a35852323b31b3b24eb1778db73a1195641b815990cf51ed
$2dd220189d600927.c0£d9b19£8ddf5bde2305332cdbb202£915c76dca22bceb45ea
T0b039ebbc12acF6d93590c4884062f caB8a33ad29580fea2ddbf72e3746a334b8f5e
§1£772aa09a6b7242df1£c806e605fcd45£50128£6403db4c0581132£917£4e59d

u = (x336bbed3a45e8bb835c7fe866cf3501e9eff51d26d6d1dc10ae0775897f2f7a63f
9d18df8a6880f9

r = (x9a53172304b54d475de3654019156aa4214a478cec066668

g~ (x) = 0x87256b492f43b0cf7cf192faeb26ea354a0e19d1d9bdbbc0
g~ (y) = 0x0c8e9ddf435a593e775339ed77b9f5£56bcc5097d0819c4bl
h™(x) = 0xb444acd74621£37573fcd0e79eb3a300fefd174b88cee971
h™(y) = 0x393eb322bac28badc949896dbff834da61954clebec59885

EG = 0x0487256b492f43b0cf7cf192faeb26ea354a0e19d1d9bdbbc00c8e9ddf435a593
e775339ed77b9£5£5bcc5097d0819c4bl
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PEH = 0xb444acd74621£f37573fcd0e79eb3a300fefd174b88cee971

SeedMask = 0Oxda2ab7c99faf1b81e0ad09604c08b0978ebdef27bebbdce29c950fc061a
3bbb527eeblaaaec03e4082bab67effefa35fb8fb63c6457b049al1fbdcc0c321
59530£7d

MaskedSeed = 0x74a05d38e628958e9e5544273933442e2a47b31452402684668105fdf
824cb1b128a20756bab2f5eb25aa538b52¢c9b263556e0£6e876cleecee2
677ac794171d

CO = 0x0487256b492f43b0cf7cf192faeb26ea354a0e19d1d9bdbbc00c8e9ddf435a593
e775339ed77b9f5f5bcc5097d0819¢c4b174a05d38e628958€9e5544273933442e2a
Z7b314524026346681051dI 824Ccb1b128a20756babl2lbebZ25aab38bb2CcIbl63bb6e
0f6e876cleecee2677ac794171d

K = (x9ed846a35852323b31b3b24eb1778db73a1195641b815990cf51ed62dd220189d6
0927c0£d9b19£8ddf5bde2305332cdbb202£915c76dca22bce645ea70b039ebbc12
3c76d93590c4884062f caB8a33ad29580fea2ddbf72e3746a334b8f5ef1£772aa09a6
B7242df1£c806e605£cd45£50128£6d03db4c0581132f917f4e59d

C.3.3 Test vector

Kdf=§df1(Hash=Shal())
Keylgn=128
Seedlen=64

Group=ECModp-Group:

P = Qxfffffffffffffffffffffffffffffffeffffffffffffffff
a = Qxfffffffffffffffffffffffffffffffefffffffffffffffc
b = (x64210519e59c80e70fa7e9ab72243049feb8deecc146b9bl
mu = |OxfffffEfEffffffffffffffff99def836146bcOb1b4d22831

nu =|0x041

g(X) = UX1o0daclUebUSUIUIB /M CbIZUeb43alocUUIATTVaTdoZIT IULIZ

g(y) = 0x07192b95ffc8da78631011ed6b24cdd573£977al1e794811

Public Key

h(x) Ox1lcbc74a41b4e84a1509£935e2328a0bb06104d8dbb8d2130

h(y) = 0x7b2abl1f10d76fdelea046a4ad5fb903734190151bb30cec?2
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Private Key

x = 0xb67048c28d2d26a73£713d5ebb994ac92588464e7fe7d3£3

Encoding format = compressed_fmt

seed = 0xaeBaeaf179878e0f7ef84d47753bf4b9%9adfa5c33eclbfab66fa140a3d9987704
yocolsadiobybobidclo3d4aco4r 1960adosbac4aloocsibllblZZZadobdec/ 1660

t = (x336bbed43a45e8bb835c7fe866cf3501e9eff51d26d6d1dc10ae0775897£2f7a63f
9d18d£8a6880£99ed846a35852323b31b3b24eb1778db73a1195641b815990cf51ed
6$2dd220189d600927c0£d9b19£8ddf5bde2305332cdbb202£915c76dca22bceb45ea
T0b039ebbc12ac76d93590c4884062f ca8a33ad29580fea2ddbf72e3746a334b8L5e
§1£772aa09a6b7242df1fc806e605fcd45£50128£6403db4c0581132£917£4e69d

u = (x336bbed3a45e8bb835c7fe866cf3501e9eff51d26d6d1dc10ae0775397£2f7a63f
9d18df8a6880f9

r = (x9a53172304b54d475de3654019156aa4214a478cec066668

g~ (x] = 0x87256b492f43b0cf7cf192faeb26ea354a0el19d1d9bdbbcO
g~ (y] = 0x0c8e9ddf435a593e775339ed77b9f5f5bceb097d0819¢c4bl
h™(x)] = 0xb444acd74621£37573fcd0e79eb3a300fefd174b88cee9d71
h”(y] = 0x393eb322bac28badc949896dbf{834da61954c1ebec59885

EG =)|0x0387256b492f43b0cf7cf192faeb26ea354a0e19d1d9bdbbcO

PEH § 0xb444acd74621£37573fcd0e79eb3a300fefd174b88ceed71

SeedNask = 0xe63cf131069307cala2296e0ac3falafa25a6476a01254e56903c7301a5
5dde0bd2cd68a28f2c94c867a0b8e4d6£825c041e63e463f6cabbl1a9d290b
£4c20673

Maskg¢dSeed = 0x48b61bc07f1489c564dadba7d904551606a038454c09ae839317cd0d8
3d2ada9d14decb5a369a6908e4741480276e2f58774e7453bc9aaa008bf
8d506a051e13

CO = 0x0387256b492£43b0cf7cf192faeb26ea354a0e19d1d9bdbbc048b61bc07£1489¢c
564dadba7d904551606a038454c09ae839317cd0d83d2adad9d14dec55a369a6908e
4741480276e2£58774e7453bcY9aaa008bf8d506a051e13

K = 0x9ed846a35852323b31b3b24eb1778db73a1195641b815990cf51ed62dd220189d6
00927c0£d9b19£8ddf5bde2305332cdbb202£915c76dca22bce645ea70b039ebbc12
ac76d93590c4884062f ca8a33ad29580fea2ddbf72e3746a334b8f5ef1£772aa09a6
b7242df1£c806e605fcd45£50128£6d03db4c0581132£917£4e59d
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C.3.4 Test vector

Kdf=Kdf1 (Hash=Shai())
Keylen=128
Seedlen=64

Group=ECGF2-Group:

p = $x0800000000000000000000000000000000000000c9
a = (x01
b = (x020a601907b8c953cal481eb10512£78744a3205fd
mu =[0x040000000000000000000292fe77e70c12a4234c33
nu =|0x01

0x03f0ebal6286a2d57ea0991168d4994637e8343e36

oQ
~
>
~
]

0xd51fbc6c71a0094fa2cdd545b11c5c0c797324f1

o
—~
<
~
1]

Public Key

h(x) [= 0x03d401df33470c1leb3611ed1b9fd4dd12ffb48cbcl
h(y) [= 0x057b470£90c82a900cc4daa27667d15b05d8bdbcb0
Priv3gte Key

x = (x028d2d26a73£f713d3£9d0d5b8ce30d76£4d151c933

Encoding format = uncompressed_fmt

seed = 0xf179878e0f7e£84d47753bf4b%adfabc33eclbfab6£al140a3d998770496c613
adf8b9b6£dc083d4ac64£1960a9836a84a1583£f601b1222a45b9ec718604eb670

t = 0xc6836e810a973cb54£73dc4b573505e2f1fe2b80c67633494fd53a£386¢c73e42ch
c4508d75b270dd95d81ff£0518e500e42925ae1£699£498e8273e4884£31407b8a3a
26aa6eeb47d4f6b8448b72e9b05£51803bce733cf773bac707fb6127476ba914f74a
5ad10ac0a7b87b59b9699a707a326924528af10911386c65388aebe88ebefa8ee2al
c9cca32a6d00d9833ca055£0437ee06379416cc139a7fb1900b8d3cadde?2
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0xc6836e810a973cb54£73dc4b573505e2f1fe2b80c67633494£d53af386¢c73e42ch
c4508d75

e
I

0x02£40b3321460743cc5722182£8529f93ed53ccb8¢c

H
]

g~ (x) = 0x067ba0d66f34b80ade98971eaec4bae7df42e41864
g~ (y) = 0x051879a0b595dacd15353£307a61£f741467f1be232
h™(x) = 0x031878816c68b18a57a4528f1ae4247a33a319d4£f5
h™(y) = 0x037b354c91ad6607a52fc1222972610dd4d0df1361

EG =]0x04067ba0d66£34b80ade98971eaecc46ae7df42e41864051879a0b595dacd15353
£307a61£741467f1be232

PEH 3 0x031878816c68b18ab7a4528f1ae4247a33a319d4£5

SeedNask = 0x4delb17b54d897920299ffc57d414cc2f533521f737633dcc953caBfd86
e087722b7dae4df95d940c29d56fa08c6ead9f418786f092¢c993e5d6a314f
fc6c6994

MaskgdSeed = 0xbc9836f55ba66fdf45ecc431c4e5b69ec6df49e5158c27d6f4caddff9
102694d£d3c418b039de40a04d24£f9aa145805d5540470f 123ebb9a06f4
£6579c22dfed

CO =]0x04067ba0d66£34b80ade98971eaec4bae7df42e41864051879a0b595dacd15353
£307a61£741467£1be232bc9836£55ba66fdf4beccd31c4ebb69ec6df49e5158c27
d6f4ca4df£9102694dfd3c418b039de40a04d24£92a145805d5540470£123ebb9ald
6£4£6579c22dfed

K = (xb270dd95d81fff0518e500e42925ae1£699f498e8273e4884£31407b8a3a26aabe
¢547d4f6b8448b72e9b05£51803bce733ef773bac707fb6127476ba914f74abad10a
0a7b87b59b9699a707a326924528af10911386c65388aebe88ebefa8ee2alc9ccald
2a6d00d9833ca055£0437ee06379416cc139a7fb1900b8d3cadde2

C.3.p Test vector

Kdf=Kdf 1(Hash=Shal())
Keylgn=128
Seedlen=64

Group=ECGF2-Group:

p = 0x0800000000000000000000000000000000000000c9
a = 0x01
b = 0x020a601907b8c953cal481eb10512£78744a3205fd

mu = 0x040000000000000000000292fe77e70c12a4234c33
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Publi
h(x)
h(y)

Priva

F2- I

g (y

0x01

0x03£0ebal6286a2d57ea0991168d4994637e8343e36

0xd51fbc6c71a0094fa2cdd545b11c5c0c797324f1

c Key

0x03d401df33470c1eb3611ed1b9fd4dd12ffb48cbcl

0UX0o /b4 r0190cCcs2a900cc4daas/ob6/dlobUsdobdbcbl

te Key

x028d2d26a73£713d3£9d0d5b8ce30d76£4d151c933

ling format = compressed_fmt

= 0xf179878e0£7e£84d47753bf4b9adfabc33eclbfac6£al140a3d998770496c613
adf8b9b6£dc083d4ac64£1960a9836a84a1583£601b1222a45b9ec718604eb670

xc6836e810a973cb54£73dc4b573505e2f 1£e2b80c67633494£d53af386c73e42ch
4508d75b270dd95d81£ff0518e500e42925ae1£699f498e8273e4884£31407b8a3a
6aa6eeb547d4f6b8448b72e9b05£51803bce733cf773bac707fb6127476ba914f74a
ad10ac0a7b87b59b9699a707a326924528af10911386c65388aebe88ebefal8ee2al
9¢cca32a6d00d9833ca055f0437ee06379416cc139a7fb1900b8d3cadde2

xc6836e810a973cb54£73dc4b573505e2f1fe2b80c67633494fd53af386c73e42c5

4508475

x02£40b3321460743cc5722182£8529f93ed53ccb8¢c

0x067ba0d66£34b80ade98971eaecd4b6ae7df42e41864

0x051879a0b595dacd15353£307a61£741467f1be232

h™ (%)
h™ (y)
EG =
PEH =

SeedM

90

0x031878816c68b18ab7a4528f1ae4247a33a319d4£5

0x037b354c91ad6607a52fc1222972610dd4d0df1361

0x03067ba0d66f£34b80ade98971eaec4bae7df42e41864

0x031878816c68b18ab7a4528f1ae4247a33a319d4£5

ask = Oxefce9dd9b8e3ebd1f563ead211fc08e3a21dca27d0ab6ef447c201e85f3
£33e144£f6281fa60d1£94£8d31ee0bb791b276ede83dcdab1d37ee35b1bb6

1£349211

©ISO 2006 — All rights reserved


https://iecnorm.com/api/?name=27c671981953e5db1965ca1942f8aaba

ISO/IEC 18033-2:2006(E)

MaskedSeed = 0x1eb71a57b79d139¢cb216d126a858f2bf91f1d1ddb65f7afe7ab5b86981
65352db9b7db3707a0522de3e9c078012fa71a3cf86bcbcc143f1dab8ch
dcae7f7a2461

CO = 0x03067ba0d66£34b80ade98971ecaecd4b6ae7df42e¢418641eb71ab57b79d139cb216d
126a858f2bf91f1d1ddb65f7afe7abb8698165352db9b7db3707a0522de3e9c0780
12fa71a3cf86bcbcc143f1dab8cbdcae7f7a2461

K = 0xb270dd95d81ff£f0518e500e42925ae1£699f498e8273e¢4884£31407b8a3a26aabe
eb547d4f6b8448b72e9b05£f51803bce733¢cf773bac707fb6127476ba914f74a5ad10a
c0a7b87b59b9699a707a326924528af10911386c65388aebe88ebefa8ee2alc9ccal
226d00d9833ca055£0437ee06379416cc139a7fb1900b8d3cadde?2

C.4| Test vectors for ACE-KEM

C.4.1 Test vector

Kdf=Hdf1(Hash=Shal())
Hash3Shal ()
Keylen=128
CofagtorMode=0

Group=Modp-Group:

p = $x8a1b8d83ef967f4e8dc0a423a178b33£31a3aeb743fb332dc020970b44ba95bd29
38eb60365ee9c1blbdab79d8276553758e84eb2a8£89c21£8c08ael2f2aact

g = (x5e769d3a6fcIb82acf30800c8afe9631c2b9albdee398£d0a920704560513898d9
4e40£3£6£fc6a773249d63fc74bbaldceadc203b49£2344a6a22a0a8904c60b

mu =|0xdf0235fe94e74d2d70dbbc887389e5af9ec9ccd7

nu =|0x9e89f7f68e%9a2e44b68affab0e53d03763d829685af48fa6405ce08865bebcTee
7221781300459d£024b33e2
Public Key

g’ = 0x3278512307a7cb33cdf124e4349e8e6037040950e51171a4e3d47e0b 728004798
ec799752e8761d48deb565a13962ad951a6322441074a3a7e001dd5bee6448e9

c = 0x84e3b74b067c33ea7abl9ac8e61863e704d56c43e96bl4actb2f2a056f4e72a413
889732006a11bbd34e487e36084fab09c9ec7828308b76412d6a4753e55d31

d = 0x39967584286a71bldc7fab5ad86b26b9cfad2731a5902a8dcc611a5£37eae8d6e9c
c8ad0948344e8edbe80fa607d1c35b2395487ff1aa94b66af9693e20a28027

h = 0x46d73cf934f674c1c9549c7b3e9460c826e2a52c31fd4c5d4cb8da9caddce1b493
eec79ca%9a9d6ec5377cf42d8d2968a28c4b183acc9a3bf0590d5bd147el1cl14
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Private Key

0x4a401de389£502aa4e1fb066b940a6784626a349

=
]

0x83bd99b480£6e3ab8b9dc4£410470949£9c9365a

o]
I

0xa881357fe37c1047061a8192e51bbebef3a34c23

<
I

0x87b8cdd4253bbab89fae7e5c67bbdac6d637£3e7

N
1]

r = (x346dbd3e7b9febbb6aebdfcb4077b9b0c6351e94e

u = (x8a17046e6e€2417994139cbb57fb1£8700062fb67d435b5ddfcf4a9d44f6c52fceb
6eb10372486c1c9d01587ad776d285e6b02cddal1d5a80993b6£6d2fc356ac8

0x7e150711098af13547d25ab9£85615a892faa3842778d8442729dd00c£72687a2
b86af2de61622ebae0823a03656501a01370dalcef809c9809ef2b749c09e0e

u)

h™ =]0x31c724131£8fc689de7a23e51320d265321b1£33db2e161b75£35b66e63064115
648a39c8b28345a3be4290bde2a9d93d6c87ca01£455e1912de76£d5672c755

EU =|0x8a17046e6e€2417994139c5b57fb1£8700062fb67d436b5ddfcf4a9d44f6c52fce
b6eb10372486c1c9d01587ad776d285e6b02cddald5a80993b6£6d2fc356ac8

EU’ 3 0x7e150711098af13547d25ab9£85615a892faa3842778d8442729dd00cf72687a
2b86af2de61622ebae0823a03656501a01870dalcef809c9809ef2b749c09e0e

alphg = 0x7265603f0£f£462e1940a060c68dd864b16b9ce22
r’ =10xc2114e9865736183434568cd3526c4e00dcc2bb2

v = (x378c692bb3450c9a506348f345019053ef00afd2d436b0e2f435722ecadbf728a3
3ddab4806d9d759618d5be331907276d87a051c8260e0357c9a0130a8d43eb

EV =]0x378c692bb345069a506348£345019053e£00afd2d436b0e2£435722ecadbf728a
3addab4806d9d759618d5be331907276d87a051c8260e0357¢c9a0130a8d43e5

PEH 3§ 0x31c724131£8£c689de7a23e51320d265321b1£33db2e161b75£35b66e6306411
5648a39c8b28345a3be4290bde2a9d93d6c87ca01£455e1912de76£d5672c755

CO =|0x8a17046e6e€2417994139c5b57fb1£8700062fb67d435b5ddfcf4a9d44f6c52fce
b6eb10372486c1c9d01587ad776d285e6b02cddal1d5a80993b6£6d2fc356ac87el5
0711098af13547d25ab9f85615a892faa3842778d8442729dd00cf72687a2b86af2
de61622ebae0823a03656501a01370dalcef809c9809ef2b749c09e0e378c692bb3
450c9a506348£345019053ef00afd2d436b0e2f435722ecadbf728a3addab4806d9
d759618d5be331907276d87a051c8260e0357c9a0130a8d43e5

K = 0x72c0£34359abf9cbeebb3e52cf£1273d14066479a43ef9c93£9fd6£4080a5£27916
98ab80c57d163192b51dc2efa27740d7625db9ebbcfeb6af370e85af5832a035fact
2e2a150cb847338eb173438cdf7126162230917e258cc8abeee6cb006ec5493ce69d
c91fe3aa2c3cb792e19fea7eeec3bef3db66c4e0b4db36b08507f4e
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C.4.2 Test vector

Kdf=Kdf1(Hash=Shal())
Hash=Shal ()
Keylen=128
CofactorMode=0

Group=ECModp-Group:

P = Qxfffffffffffffffffffffffffffffffeffffffffffffffff
a = Qxfffffffffffffffffffffffffffffffefffffffffffffffc
b = (x64210519e59c80e70fa7e9ab72243049feb8deecc146b9bl
mu = |Oxffffffffffffffffffffffff99def836146bcOb1b4d22831
nu =|0x01

0x188da80eb03090£67cbf20eb43a18800f4ff0afd82ff 1012

oQ
~
el
~
]

0x07192b95ffc8da78631011ed6b24cdd573£f977alle794811

o
~
<
—
]

Public Key
g’ (x] = 0x5a9d4£57936977adcade30ca2350d00096bab728d97499a8

g’ (y] = 0xbb521a9ab56bac905bdf8673a9e83a25ded725bf7a53631b90

c(x) [= 0x48dd5e86ac11435b355£9e42ddf6c4509d4d00ed4dc7eb83
c(y) |= 0xc4£840332c46a887c58f7e0731ec0f4b11433ea220ee078f
d(x) |= 0x603a3be96%61734ec5a11096686ec2d252ce79ebcdb9ddsd
d(y) |= 0x7aabala995563856c3eb8b03e7c40157009£86e03793dd35
h(x) |= 0%28437b3ff9b4371d4eeabf4calb0a5366eb8b950ab779072
h(y) = 0xbobIcrce’lellZ20/bocTeenle100e46a0bcsl3bo0521d2bls

Private Key

0xb67048c28d2d26a73£713d5ebb994ac92588464e7fe7d3ad

=
1]

0x083d4ac64£1960a9836a84f91ca211a185814fad43a2c8e44

o]
I

Oxb9ad4fabc33eclbfab6fal46b9514f£3e4d2b023da873d4cbb

<
L}

0xd8b41a0eb3f5f88ce888aed452af12a8e096873e563a9203

N
I
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Encoding format = uncompressed_fmt

r = 0x9658ad41da2d788ddec09a0265990ccbe903be34126c26a9

u(x) = 0xfd5dd4aa91d2c67b57bfd32f103e5432605£8b903fb02944
u(y) = 0x07eb4a06d8c64b8032a60394736c4d645003bcf412516fdf
u’ (x)_= 0x83123745fa28135677da40c250bb4254bd0cbabalc2e2585
u’ (y] = Ox6bdfOaded4befab4adedlaa7cd9831383a8d17ed3498a19df
h™(x)] = 0x456af30elcbacbb6d069244aa8d1f191ff3ebacdcfaf539b
h”(y)] = 0x3c9a22e32c801a9ec37d9e8d6b8a90e5a41ba007204cb4ff

EU =|0x04£fd5dd4aa91d2c67b57bfd32£103e5432605£8b903£b0294407eb4a06d8c64b8
032a60394736c4d645003bcf412516£df

EU’ 0x0483123745£a28135677da40c250bb4254bd0cbabalc2e25856bdf0adedbefab
4a9edlaa7cd9831383a8d17ed3498a19df

alphgd = 0xalfd1£8238f51ea06ad52d55df7da4772f730e94

r’ 0x716a5800d4de6612fc£75653538c5eb5571a83040f£2d47a4

v(x) |= 0x1544105c84f3765f8f1fd490b271a18b0&d1c45e6ecc5071
v(y) |= 0xf44c386f466f43eaa29e0434395bb20a218d21715d15316¢

EV =10x041544105c84£3765£8£1£d490b271a18b0ed1c45e6ecc5071£44c386£466f43e
aa29e0434395bb20a218d21716d15316¢

PEH ¥ 0x456af30elcbacbb6d069244aa8d1f191ff3ebacdcfaf539b

CO =|0x04fd5dd42aa91d2c67b57bfd32f103e5432605£8b903fb0294407eb4a06d8c64b8
032a60394736c4d645003bcf412516£df0483123745£a28135677da40c250bb4254
bdOcbabalc2e25856bdf0adedbefab4a9ed1aa7cd9831383a8d17ed3498a19df041
544105c84£3765f8f1£d490b271a18b0ed1c4bebecc5071£44c386f466f43eaa29e
0434395bb20a218d21715d15316¢

K = (0x94a6b23344a026db8e3£2669562ad8fc06a529befb032d89a192a460d0340f£5a7d
E QQA?O ab nEObEn??QnQQ?/lfQQQﬂnﬂQn{\’)ﬁl:Rb()zdRanlaA EAO?/lObabﬁllﬂﬁr)(\blRQ
d77de156ab53b52b328b0b42c12ef7c74887805ee3fa82c0fb88ebe27ef65e669fa9
43844124c9d5de423d08766dbfa44686fbb5d179239d9096520034

C.4.3 Test vector
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Kdf=
Hash
Keyl
Cofa

Grou

el
I

m
1]

mu =

Priv

=
I

o]
I

<
]

N
I

Kdf1(Hash=Sha1())
=Shal ()

en=128
ctorMode=0

p=ECModp-Group:
Oxfffffffffffffffffffffffffffffffeffffffffffffffff

Oxfffffffffffffffffffffffffffffffefffffffffffffffc

ISO/IEC 18033-2:2006(E)

x64210519e59c80e70fa7e9ab72243049feb8deecc146b9bl
Oxfffffffffffffffffffffff£99def836146bcOb1b4d22831
0x01

= 0x188da80eb03090£67cbf20eb43a18800f4ff0afd82f£1012
= 0x07192b95ffc8da78631011ed6b24cddb573£f977a11e794811
1c Key

= 0x5a9d4£57936977adcade30ca2350d00096bab728d97499a8
= 0xbb21a9ab6bac905bdf8673a9e83a25ded7,25b£7a53631b90
= 0x48ddbe86ac11435b355f9e¢42ddf6c4509d4d00ed4dc7eb83
= 0xc4£840332c46a887c58f7e0731ec0f4b11433ea220ee078f
= 0x603a3be96761734ecball096686ec2d252ce79ebc4b9ddbd
= 0x7aabal1a995563856¢3eb8b03e7c40157009£86€03793dd35
= 0x28437b3ff9b4371d4eeabf4calb0ab366eb8b950ab779072

= 0x6569¢7ce2e2020768c9eeb2e7100e46a06c81365821d2b13

ate Key

0xb67048c28d2d26a73f713d5ebb994ac92588464e7fe7d3ad

0x083d4ac64£1960a9836a84f91ca211a185814fad43a2c8e44

Oxb9ad4fabc33eclbfab6fal46b9514£3e4d2b023da873d4cbb

0xd8b41a0eb3f5f88ce888aed452af12a8e096873e563a9203
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Encoding format = compressed_fmt

r = 0x9658ad41da2d788ddec09a0265990ccbe903be34126c26a9

u(x)

u(y)

u’ (x)

u’ (y
h™ (x
h™(y
EU =
EU’

alph

-
v (x)
v(y)
EV =

PEH

0xfd5dd4aa91d2c67b57bfd32£103e5432605£8b903£b02944

0x07eb4a06d8c64b8032a60394736c4d645003bcf412516fdf

0x83123745£a28135677da40c250bb4254bd0cbabalc2e2585

t:

i
q

0x6bdfOadedbefab4a9edlaa7cd9831383a8d17ed3498a19df

0x456af30elcbacbb6d069244aa8d1£191ff3ebacdcfaf539b

0x3c9a22e32c801a9ec37d9e8d6b8a90e5a41ba007204cb4ff

0x03fd5dd4aa91d2c67b57bfd32£103e5432605£8b903£b02944

0x0383123745£a28135677da40c250bb4254bd0cbabalc2e2585

1 = 0xf3af4f830£0cdb0f2c3dd05a2cecab8edb37c97f

0x8088d4e192dc432148f02aa124d31£0d0ea82cO0ab3fbO6ea

= 0x7£0963883bed2203445a315a3d5calbb68d3ec74dedel3f4f

= 0x37a45b48bde10a956a0£f19fbdf9b2796d383c2be5330b7cf9

0x037£0963883bed2203445a315a3d5calbb68d3ec74edel13f4f

0x456af30elcbacbb6d069244aa8d1f191ff3ebacdcfafb39b

0x03fd5dd4aa91d2c67b57b£d32£103e5432605£8b903£b029440383123745fa281

35677da40c250bb4254bd0cbabalc2e2585037£0963883bed2203445a315a3d5cal

bb68d3ec74edel13f4f:

xd29e265d98£2b3051£2£516ac3cbb96852bec0518bc82ba8660bc5d406a4c82fcd

c311d935£847963f7a8ea8c0e661109d4bb18306d868aa2a70fcade78d51b0a9468

309a59ca8d33774caf4966adc156a27243d2added6eed7551eb26£f0b9c68c0715e5
8751badec02e959bbb8b3278468228d2695156ae59f01eca85b58

ja nl 4 4
x 1ESL vECLOI

Kdf=Kdf1(Hash=Shal())
Hash=Shal ()
Keylen=128
CofactorMode=0
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Group=ECGF2-Group:

p = 0x0800000000000000000000000000000000000000c9
a = 0x01
b = 0x020a601907b8c953cal1481eb10512f78744a3205fd

mu = 0x040000000000000000000292fe77e70c12a4234c33
nu = 0x01

g(x) = 0x03f0ebal6286a2d57ea0991168d4994637e8343e36

g(y) [= 0xd51fbc6c71a0094fa2cdd545b11c5c0c79732411

Public Key

g’ (x] = 0x052248912facadbe4995dc17e15c2760dca33bef9c
g’ (y] = 0x0132e6b3cdf5a6fc94afdbcff2320c1e673e2897df
c(x) |= 0x0537639a8b5c088e9c4960986961fc0e7c531df742
c(y) |= 0x0733205990c58c743f14aed5550fa5f9a44af020e7.
d(x) [= 0x013344cd624a8d3af7b38£c6103d795792d951d2a6
d(y) [= 0xb47079579331c06ae15065d4cf0b436a20c776e
h(x) [= 0x059adc6998e2b481aa7d65739ae772187fcc94a933

h(y) |= 0x03294c9d5168906f47fe504d5121542a8962fa945b

Priv3gte Key

w = (x028d2d26a73£713d3£9d0d5b8ce30d76£4d151c902
x = (xa9836a84a1583£601a2f9b2b2432a0aff42c84e8

y = (x02140a3d998770496c5cbec836b6e8d38e47cc0575

z = (x02£179878e0f7e£84d45966£119bc634d0f246beec

Encoding format = uncompressed_fmt
r = 0x015897ecb2c932falbb876e25442682b342fab391c

u(x) 0x05cf2e1de9dcf32160bef47df954851b52a226£463

u(y) 0x06c65878cf£713a57fab3bbfc87497ac73067ed3aa
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u’ (x) = 0x04783f61a7493d83d76b8178c0935a1830b8708ea8
u’ (y) = 0x02aa698207027836dd768207089af0eel1b556aa9d3
h™(x) = 0x0b420ea755ce20f5fa8ea1015d0d2cbf5860767f

h”(y) = 0x055fe3d3d923afdb92c3ed4alefae34c249b7£f3ebl

EU = 0x0405cf2e1de9dcf32160bef47df954851b52a226£46306c65878cff713a57fab3
bbfc87497ac73067ed3aa

EU’ = 0x0404783£61a7493d83d76b8178c0935a1830b8708ea802aa698207027836dd76
8207089af0eel1b556aa9d3

alphg = 0x4al159752a3b5fad5725dce4b7a626e93021de7d5
r’ =|0x8aeed29f26765252b9b6fa8e7419c3db8b2766aa

v(x) |= 0x01452f7abbd59e15c528aa67738c03829a4fachb9d3
v(y) |= 0x0374bb51467dc126d5af50e6360£29b8a1427d01c9

EV =|0x0401452f7abbd59e15c528aa67738c03829a4facb9d30374bb51467dc126d5afb
0e6360£29b8a1427d01c9

PEH 3 0x000b420ea755ce20f5fa8ea1015d0d2cbf5860767f

CO =]0x0405cf2e1de9dcf32160bef47df954851b52a226£46306c65878cff713a57fab3
bbfc87497ac73067ed3aa0404783£61a7493d83d7.6b3178c0935a1830b8708ea802
2a698207027836dd768207089af0eel1b556aa9d30401452f7abbd59e15c528aa677
38c03829a4facb9d30374bb51467dc126d5af50e6360£29b8a1427d01c9

K = (x472984597505cf1aec33eeb7477b7546ab14490e65106fce3842ab55adbc6aa9828
¢0bebb74785fdf3583023352961ae5d49827a61898e458e4b5b4571472ec6£a05558
$e870d2954814d49b8560£0d02b039398a5bbd8742d37a463a4056488db1bae29b89
5ab32e16a4ca8dcd3abl0ad9difd4alcd42ab27c031a81dc1eb3b9ba

C.4.p Test vector

Kdf=Hdf1(Hash=Shal())
Hash3Shar ()
Keylen=128
CofactorMode=0

Group=ECGF2-Group:

p = 0x0800000000000000000000000000000000000000c9
a = 0x01
b = 0x020a601907b8c953cal481eb10512£78744a3205fd
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mu =

0x040000000000000000000292fe77e70c12a4234c33

0x01

0x03f0ebal6286a2d57ea0991168d4994637e8343e36

0xd51fbc6c71a0094fa2cdd545b11c5c0c797324£1

Public Key

g’ (x)

= 0x052248912facadbed4995dc17e15c2760dca33bef9c

ISO/IEC 18033-2:2006(E)

g’ (y
c(x)
c(y)
d(x)
a(y)

h(x)

Encod

= 0x0132e6b3cdfbabfc94afdbcff2320c1e673e2897df
= 0x0537639a8b5c088e9c4960986961fc0e7c531df742
= 0x0733205990c58c743f14aed5550fabf9a44af020e7
= 0x013344cd624a8d3af7b38£c6103d795792d951d2a6
= 0xb47079579331c06ae15065d4cf0b436a20c77f6e

= 0x059adc6998e2b481aa7d65739ae772187fcc94a933

= 0x03294c9d5168906£47fe504d5121542a8962fa945b

ite Key
x028d2d26a73£713d3£9d0d5b8ce30d76£4d151c902
xa9836a84a1583f601a2f9b2b2432a0aff42c84e8
x02140a3d998770496c5cbec836b6e8d38e47cc0575

x02£179878e0£7e£84d45966f119bc634d0f246beec

ling \format = compressed_fmt

r = 0x015897ecb2c932falbb876e25442682b342fab391c

u(x)
u(y)
u’ (x)
u’ (y)

h~(x)

0x05cf2e1de9dcf32160bef47df954851b52a226£463

0x06c65878cf£713a57fab3bbfc87497ac73067ed3aa

0x04783£61a7493d83d76b8178c0935a1830b8708ea8

0x02aa698207027836dd768207089af0eel1bb56aa9d3

0x0b420ea755ce20£5fa8eal015d40d2cb£f5860767£
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