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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of
committees

ISO or IEC participate in the development of International Standards through technical
established by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedu

res used to develop this document and those intended for its further maintenance are described

in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of document

should be noted. This document was drafted in accordance with the editorial rules of the ISO/

IEC Directive

ISO and IEC
use of (a) pd
claimed patd
received notj
are cautiong
database avj
responsible

Any trade n

constitute ap endorsement.

For an expla
related to d

Organization (WTO) principles in the Technical Barriers toTrade (TBT) see www.iso.org/iso/fo1

In the IEC, s¢

This document was prepared by Joint Technical*Committee ISO/IEC/JTC 1 Information

Subcommitt

This third
technically 1

The main ch
— removal
addition|
addition|

update ¢

draw attention to the possibility that the implementation of this document ‘thay involve the
tent(s). ISO and IEC take no position concerning the evidence, validity or @pplicgbility of any
nt rights in respect thereof. As of the date of publication of this document; ISO and IEC had not
ice of (a) patent(s) which may be required to implement this document-Hewever, itnplementers

d that this may not represent the latest information, which may be“obtained fro
ailable at www.iso.org/patents and https://patents.iec.ch. ISQ- and IEC shall
for identifying any or all such patent rights.

ame used in this document is information given for the-convenience of users 3

hation of the voluntary nature of standards, the meaning of ISO specific terms and
onformity assessment, as well as informations\about ISO's adherence to the )

the patent
not be held

nd does not

expressions
World Trade
eword.html.

e www.iec.ch/understanding-standards.

be SC 27, Information security, cybersegurity and privacy protection.

pdition cancels and replaces the* second edition (ISO/IEC 18031:2011), whig

hnges are as follows:

of the MQ_DRBG,-Micali-Schnorr DRBG, Dual_EC_DRBG and SHA-1;
and harmonization of the terms and definitions in Clause 3;

of conversion methods for random number generation;

f therequirements for DRBGs and NRBGs.

Technology,

h has been

evised. It also incorporates the‘Amendment ISO/IEC 18031:2011/Amd 1:2017 and the Technical
Corrigendum ISO/IEC 18031:2011/Cor 1:2014.

1 standards

Any feedba

body. A complete

[kKhvor questions on this document should be directed to the user’s nationd
listing of these bodies

can be found at www.iso.org/members.html

and

www.iec.ch/national-committees.

© ISO/IEC 2025 - All rights reserved
\%


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
http://www.iso.org/patents
https://patents.iec.ch/iec/pa.nsf/pa_h.xsp?v=0
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://iecnorm.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

ISO/IEC 18031:2025(en)

Introduction

This document sets out specific requirements that, when met, will result in the development of a random bit

generator th

at can be applicable to cryptographic applications.

Numerous cryptographic applications involve the use of random bits. These cryptographic applications
include the following:

— random

random

random

keys and initialization values (IVs) for encryption,
keys for keyed MAC algorithms,

private keys for digital signature algorithms,

random
random

random

nonces.

The purposé
to the build
applications

Itis possible
random bit g

A non-deter
continuously

A determini
mechanisms
generation,
depending
which prov

NOTE Th
deterministid

values to be used in entity authentication mechanisms,
values to be used in key-establishment protocols,

PINs and passwords,

of this document is to establish a conceptual model, terminolegy and requiren
ng blocks and properties of systems used for random bit(generation in or for cf

to categorize random bit generators into two types, namely, non-deterministic and d
enerators.

ministic random bit generator can be defined as a random bit generating med
uses a source of entropy to generate a random bit stream.

tic random bit generator can be defined as a bit generating mechanism that uses d

Lhere is a specific input (normally~called a seed) and perhaps some optional i
its application, can either be-publicly available or not. The seed is processed H

iT&es an output.

is document also discussés hybrid random bit generators, which incorporate elements
and deterministic generators.

In this document, variable symbols and variable descriptive terms are given in italic font.

ents related
yptographic

eterministic

hanism that

eterministic

such as cryptographic algorithms tdigenerate a random bit stream. In this type ¢f bit stream

hput, which,
y a function

of both non-
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Information technology — Security techniques — Random bit
generation

1 Scope

This document specifies a conceptual model for a random bit generator for cryptographic purposes, together
with the elements of this model.

This docum
deterministi
and determi

Techniques {

validation and detailed designs for such generators are outside the scope of this doecument.

2 Norma

int specifies the characteristics of the main elements required for both non-deter

random bit generators. [t also establishes the security requirements for bothnon-d
histic random bit generators.

or statistical testing of random bit generators for the purposes of imdependent vg

tive references

ministic and
eterministic

rification or

The followinlg documents are referred to in the text in such a way that some or all of their contenft constitutes

requirement
the latest ed

ISO/IEC 979
dedicated ha

1SO/IEC 101
ISO/IEC 1979

ISO/IEC 205
generators W

ISO/IEC 291
functions
3 Terms

For the purp|
ISO and IEC

s of this document. For dated references, only the editien cited applies. For undate
tion of the referenced document (including any arfiendments) applies.

/-2, Information security — Message authentication codes (MACs) — Part 2: Mechar
Kh-function

| 8-3, IT Security techniques — Hash-functions — Part 3: Dedicated hash-functions
0, Information technology — Securitydechniques — Security requirements for cryptogrg

U3, Information technology —*Seécurity techniques — Test and analysis methods fo
ithin ISO/IEC 19790 and ISO/EC 15408

D2-5, Information technolegy — Security techniques — Lightweight cryptography —

and definitions
oses of this'document, the following terms and definitions apply.

maintdin terminology databases for use in standardization at the following address

 references,

isms using a

phic modules

' random bit

Part 5: Hash-

es:

ISO Onli

3.1
algorithm

€ Drowsing platformavaitabte at ttpsT// WwwW.iS0-0Tg/0bD

IEC Electropedia: available at https://www.electropedia.org/

clearly specified mathematical process for the computation of a set of rules that, if followed, will give a
prescribed result

3.2

backward secrecy
assurance that previous random bit generator (RBG) (3.40) output values cannot be determined with
practical computational effort from knowledge of current or subsequent (future) output values

© ISO/IEC 2025 - All rights reserved
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3.3
bit stream
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continuous output of bits from a device or mechanism

3.4
bit-string

finite sequence of ones and zeroes

3.5

block cipher
symmetric encryption system with the property that the encryption algorithm (3.1) operates on a block of
plaintext to yield a block of ciphertext

Note 1 to entry: The block ciphers standardized in ISO/IEC 18033-3 have the property that plaintext and ciphertext

blocks are of
[SOURCE: IS
3.6

conditioninjg
Focessing the data to reduce bias and/or ensure that the entropy rate of the outy

method of p
than some sj

3.7

cryptograp
explicitly de
or firmware]

[SOURCE: IS

3.8
determinist
algorithm (3|

3.9
determinist
DRBG
random bit ¢
algorithm (3]
which the s¢

Note 1 to entr

3.10
determinist
DRBG boun
conceptual b
(3.9) and its

he same length.

D/IEC 18033-1:2021, 3.6]

pecified amount

hic boundary

ut is no less

ined perimeter that establishes the boundary of all components (i.e. a set of hardwalre, software,

of the cryptographic module
D/IEC TS 30104:2015, 3.4]

ic algorithm
1) that, when given a particular input, dlways produces the same output

ic random bit generator

enerator (3.40) that produces a random-appearing sequence of bits by applying a
|8) to a suitably random initial value called a seed and, possibly, some secondary
curity of the random bit generator does not depend

y: In particular, non-deterministic sources may also form part of these secondary inputs.

ic randomn bit generator boundary

dary

oundary that is used to explain the operations of a deterministic random bit gene
int€raction with and relation to other processes

Heterministic
inputs upon

rator (DRBG)

3.11

enhanced backward secrecy
assurance that the knowledge of the current internal state of a random bit generator (3.40) does not allow an
adversary to derive, with practical computational effort, knowledge about previous output values

Note 1 to entry: Another term often found in the literature that is similar to enhanced backward secrecy is backtracking

resistance.

[SOURCE: ISO/IEC 20543:2019, 3.6 modified — Note 1 to entry replaced and commas added after “derive”

and “effort”]
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3.12

enhanced forward secrecy

assurance that it is not feasible to determine (future) output values after sufficient entropy (3.13) has been
mixed into the internal state, given knowledge of the current and previous internal state

Note 1 to entry: Deterministic random bit generators (3.9) are unable to achieve enhanced forward secrecy without
the insertion of sufficient fresh entropy at the end of the sentence. Unlike forward and backward secrecy as well as
enhanced backward secrecy (3.11), enhanced forward secrecy rests entirely on the ability of a continuous reseeding
process to supply as much entropy as required to make the prediction of future outputs infeasible.

Note 2 to entry: It is possible for a random bit generator to have enhanced forward secrecy but still expand entropy,
i.e. output a bit-string that can, in principle, be significantly “compressed”. For instance, it is possible to consider a
random bit generator design with a random source that produces (at each invocation) a 128-bit random string R with
an estimated 128 bits of min entropy, with a 512-bit internal state S(n), an internal state transition function giving
S(H+1):: SHAJ -512(5(11)”1?), arreaT outputgeneration forrction dpplyiug SHAKE-2560on S(Il)iiR with uptp 1 024 bits of
output per inyocation.

Note 3 to entyy: Another term often found in the literature that is similar to enhanced forward'secrecyf is prediction
resistance.

Note 4 to entyfy: If insufficient entropy is mixed into the internal state, enhanced forwardiSecrecy is notjachieved, and
it is possible that a compromise of the internal state is not cured by the additional entropy due to “itergtive guessing
attacks.”

3.13
entropy
measure of the disorder, randomness or variability in a closed systein

Note 1 to entify: The entropy of a random variable X is a mathematical'ineasure of the amount of informgtion provided
by an observdtion of X.

3.14
entropy ratg
assessed ampunt of entropy (3.13) in a bit-string (3.4)divided by the number of bits in the bit-stfing (3.4)

3.15
entropy source
combination| of a noise source, health tests,’and optional conditioning (3.6) that produce randgm bit-strings
(3.4) for use[by a random bit generator(3:40)

Note 1 to entify: Entropy sources can be physical or non-physical, depending on the noise source.

3.16
forward sedrecy
assurance that the knowledge of subsequent (future) output values cannot be determined wjith practical
computational effortfrom current or previous output values

Note 1 to entry: This'definition is specific to the context of random bit generators (3.40). It should not be ¢onfused with
"forward secijecy” defined in the ISO/IEC 11770 series for key management.

3.17
full entropy
entropy rate (3.14) that is practically close to 1

3.18
full entropy source
source that produces output with full entropy (3.17)

3.19

full forward secrecy

property of a deterministic random bit generator (DRBG) (3.9) in which sufficient entropy (3.13) is provided
during every generation process to meet the security requirements for the security strength to be supported
by the DRBG

© ISO/IEC 2025 - All rights reserved
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idealized mechanism that accepts inputs and produces outputs and is designed such that an observer can
determine exactly how the outputs are computed from the inputs

3.21

hash-function
function that maps strings of bits of variable (but usually upper-bounded) length to fixed-length strings of
bits, satisfying the following three properties:

— for a given output, it is computationally infeasible to find an input that maps to this output;

— for a given input, it is computationally infeasible to find a second input that maps to the same output;

Note 1 to ent
ISO/IEC 1011

[SOURCE: IS
changed to "

3.22

hybrid DRBG

hybrid dete
deterministid
operation

3.23

hybrid NRBG

hybrid non-
random bitg
post-procesg

Note 1 to en
depending on

3.24

independen
property of
independent]

[SOURCE: IS
3.25

'y: Computational feasibility depends on the specific security requirements and enyiron
B-1:2016, Annex C.

D/IEC 10118-1:2016, 3.4 modified - third bullet point added to the definition; "twq
three properties".]

rministic random bit generator
random bit generator (DRBG) (3.9) that is capable of accepting external input valul

deterministic random bit generator
pnerator (3.40) with non-deterministic input from a noise source and that uses com
ing (e.g. cryptographic processing)

fry: A hybrid non-deterministic randem’ bit generator (NRBG) (3.30) can be physical on
its entropy (3.13) source.

t and identically distributed
a family of random variables stating that they share the same distribution and

D/IEC 20543:2019, 3.14]

initializatign value!
value used in defining the starting point of a cryptographic algorithm (3.1)

ent. Refer to

properties”

es during its

blex, stateful

non-physical

re mutually

Note 1 to entirys Examples of cryptographic algorithms that use an initialization value include hash-

functions and

encryption algorithms.

3.26

Kerckhoffs’s box
idealized cryptosystem where the design and public keys are known to an adversary, but in which there are
secret keys and/or other private information that are not known to an adversary

© ISO/IEC 2025 - All rights reserved
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known-answer test
method of testing a deterministic mechanism where a given input is processed by the mechanism, and the
resulting output is then compared to a corresponding known value

Note 1 to entry: Known-answer testing of a deterministic mechanism may also include testing the integrity of the
software that implements the deterministic mechanism. For example, if the software implementing the deterministic
mechanism is digitally signed, then the signature can be recalculated and compared to the known signature value.

3.28

min-entropy
lower bound of entropy (3.13) that is useful in determining a worst-case estimate of sampled entropy

Note 1 to entry: The bit-string X (or more precisely, the corresponding random variable that models random bit-strings

of this type) h
or randomnef

3.29

noise sourc
component
thermal noif

Note 1 to entr

3.30
non-deternmn
NRBG
random bit g
output that i

[SOURCE: IS
deleted; “ong

3.31

non-physics
entropy sou
random-accq

3.32
non-physica
noise source

3.33

AS MIN-entropy K, I K1s the largest value such that FriA =x| s 2 *-That 1S, A contains K DItS O
S.

d
bf an entropy source that contains the non-deterministic, entropy~producing
e or hard-drive seek times)

y: A noise source does not output digital data, unlike a physical or ngn‘physical noise sour

inistic random bit generator

enerator (3.40) that samples one or multiple entropy. sources and, if operating corfj
s expected to be unpredictable for attackers with unbounded computational capab

O/IEC 20543:2019, 3.19, modified — “continuously” and “over short timescales
or” has been added.]

11 entropy source
"ce in which entropy (3.13) is credited from one or more non-physical noise sourc
ss memory (RAM) content or thread number

11 noise source

one-way function

function wit
infeasible to

[SOURCE: IS

h the property that it is easy to compute the output for a given input but it is com
find andnput that maps to a given output

D/AEC11770-3:2021, 3.30]

min-entropy

hctivity (e.g.

[e.

ectly, has an
jlities

" have been

bs (3.33) e.g.

that exploits systemidata, peripheral data, or user interaction and outputs digital dlata

putationally

3.34

output generation function
function in a random bit generator (RBG) (3.40) that computes the output of the RBG from the internal state

of the RBG
3.35

physical entropy source
entropy source in which entropy (3.13) is counted only from a physical noise source (3.36)

3.36

physical noise source
noise source (3.29) that exploits physical phenomena from dedicated hardware or physical experiments and
produces digitized random data

© ISO/IEC 2025 - All rights reserved
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protection boundary
physical or conceptual perimeter that defines the secure domain into which an attacker cannot observe or
influence the process in a malicious way (according to a chosen threat model)

3.38
pure DRBG

pure deterministic random bit generator
deterministic random bit generator (3.9) whose only external input is an initial seed

3.39
pure NRBG

pure non-deterministic random bit generator
random bit generator (3.40) that takes its non-deterministic input from a noise source, and f

r which any

post-procesg

3.40
random bit
RBG
device or alg
unbiased

3.41

randomnes
source of ra
random bit g

3.42
reseeding
specialized i
value is supy
value, or by 1

Note 1 to entr
a mechanism
on the curren
cases, the ter
depend on th
that compute
9.6, item 3).

3.43

secret para
input to the
compromise

Note 1 to entr

ing is non-cryptographic or stateless cryptographic

generator

jorithm (3.1) that outputs a sequence of bits that appears to be statistically inde

5 source
hdomness for a random bit generator (3.40) that can be an’entropy source, a non-
enerator (3.30), or a deterministic random bit generator(;3.9)

nternal state transition function that updates'the internal state in the event tha
lied by either computing a new internal state from the current internal state and t
'eplacing the internal state based only en the new seed value

y: The term reseeding is used in a varieby of ways in the literature. In this document, resee
that replaces the current value of thesinternal state by a fresh value, which can either (par
t value, or not. Elsewhere, a distinetion is sometimes made between reseeding and seed u
In reseeding is only used for itechanisms that replace the internal state by a new value
e current value (essentially’anew seeding process), and the term seed update is used for
b the new internal state assa/function of its current value and other (usually non-determini

meter
random bit generator (3.40) that provides additional randomness in the event o
of the randomness source

y: In\practice, the secret parameter is often a key.

pendent and

Heterministic

a new seed
he new seed

ding refers to
Fially) depend
pdate. In such
that does not
a mechanism
Ktic) data (see

a failure or

Note 2 to entr

vy T hesecret parameteris oty usefutif ithassufficient ramdommess:

Note 3 to entry: The secret parameter is not the same as a seed.

3.44
security str

ength

number associated with the amount of work (i.e. the number of operations of some sort) that is required to

breaka cryp

tographic algorithm (3.1) or system

Note 1 to entry: If the security strength associated with an algorithm or system is n bits, then it is expected that
(roughly) 2" basic operations are required to break it.

© ISO/IEC 2025 - All rights reserved
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seed
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bit-string (3.4) that is used as input to initialize the internal state of a deterministic random bit generator

(DRBG) (3.9)

Note 1 to entry: The seed will determine a portion of the state of the DRBG.

3.46
seedlife

period of time between initializing or reseeding the deterministic random bit generator (DRBG) (3.9) with

one seed (3.4

3.47

5) and reseeding that DRBG with a different seed

seed material

data used to
Note 1 to entr

3.48

seed value
input bit-stri
generator (3

3.49
state
condition of

3.50

stochastic 11
partial math
the noise so
allows the d

Note 1 to ent
stochastic mo
to make a co
to be modell
random num

cryptographi
realistic samp

[SOURCE: IS
entry, the la

3.51

working st4
subset of thd

pseudorand

form a seed for input to a deterministic random bit generator (DRBG) (3.9)

y: The term is often used to refer to the bit stream provided by a randomness sourge:

ng (3.4) from a randomness source that provides entropy (3.13) for\a deterministi
9)

h random bit generator (3.41) or any part thereof at a paxticular instant

hodel

ematical description of a random bit generatar:based on at least a qualitative unde
irce which, together with possibly some data gathered empirically for paramete
brivation of entropy claims from the nojsesource

del describe the behaviour of the rawandom bits. Subsequent post-processing can make it
vincing case that the stochastic model is in sufficient correspondence with the workings
{d to support the entropy claims“to be shown. For instance, a stochastic model applied
ers of a deterministic random,bit generator will be essentially untestable statistically. T
[ post-processing can render,even very low entropy data which is indistinguishable from ra
le sizes, at least from the point of view of any adversary lacking a stochastic model of the ray

D/IEC 20543:2019,3:30 modified — "from the noise source" added to the definition|
t word “numbérs” has been replaced by “bits”; the last sentence has been split into

q

te
internal state that is used by a deterministic random bit generator (3.9) mechanis
Tm bits at a given point in time

c random bit

rstanding of
" estimation,

ry: In the context of evaluating random: bit generators, it is recommended but not required that the

more difficult
of the device
to the output
his is because
hdom noise at
 random bits.

in Note 1 to
two.]

h to produce

4 Symbols

For the purposes of this document, the following symbols apply.
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01
Prix]
v
[X]
X®Y
X|IY

la]
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all-zero bit-string of length I

probability of occurrence of x
initialization value

Ceiling: the smallest integer greater than or equal to X. For example, [5] =5, and

[5,3] = 6.

bitwise exclusive-or (also bitwise addition mod 2) of bit-strings X and Y of the same length

concatenation of two separate bit-strings X and Y in that order

the length in bits of string a

xmod n

5 Properx

5.1 Prope

The propert
uppermost y
has arim, bu
of this demo

Flipping a cq
T(s). For exa
by a tail, foll
in a straight
example bit-

The require
described al
a) Unpredi
that flip
is know
or not.

observef

b)
9

Unbiase

Indepen
influend

Such a series

The notion of entropy quantifies the amount of unpredictability or uncertainty r

The unique remainder r, 0 < r < n-1, when integer x is divided by n. For examplej2

ties and requirements of a random bit generator

rties of arandom bit generator

es of randomness can be demonstrated by tossing a coin in the@ir and observing
Uhen it lands, where one side is called “heads” (H) and the dather is called “tails” (T
t the probability that a coin can land on its rim is so unlikel{?an occurrence that, foy
hstration, it can be ignored.

in multiple times produces an ordered series of coinflip results denoted as a serig
mple, the sequence “HTTHT” (reading left to right) indicates a head followed by a {

forward manner by assigning H to a binary one ("1") and T to a binary zero ("0");
5tring is "10010".

d properties of randomness can h¢~examined using the example of the idealiz
ove. The result of each coin flip is:

ctable: Before the flip, it is unktiown whether the coin will land showing a head or
is kept secret, it is not possible to determine what the flip was if any subsequent
. The unpredictability after the flip depends on whether the observer can observe

and will be discussed more thoroughly later in this document;
1: that is, each potential outcome has the same chance of occurring; and

dent: the-€oin flip is said to be memoryless; whatever happened before the current
e it.

B mod 7 = 2.

Wwhich side is
. A coin also
the purpose

s of H(s) and
ail, followed

bwed by a head, followed by a tail. This coin-flipsequence can be translated into a binary string

he resulting

ed coin toss

h tail. Also, if
flip outcome
the coin flip
blative to an

flip does not

efddealized coin flips is dlrectly appllcable to arandom bit generator (RBG). The RH

Gs specified

in this docur

TeTttr Yy to blllluldLC d SCI lt:b Ul lqullLUU LUlll lll})b

As indicated above, unpredictability is a required property of an RBG. Predicting the output of a properly
implemented and working RBG is not expected to be possible.

The decision whether to incorporate enhanced forward secrecy (which is an optional feature of an RBG) is
determined by the needs of the consuming application. The following factors should be considered when
deciding to incorporate enhanced forward secrecy:

1) An RBG without enhanced forward secrecy can be secure for a consuming application if exposure of
the internal state of the RBG is unlikely or if any exposure is mitigated by replacement of the RBG. For
example, a smart card may be initialized at the point of manufacture with sufficient entropy in the seed,
and the smart card is set to expire after a limited time (e.g. two or three years). Compromise of a smart

© ISO/IEC 2025 - All rights reserved
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card should be difficult and evident to the user. Therefore, a compromised smart card can be replaced
with a new one.

An RBG should be capable of providing enhanced forward secrecy if the consuming application has
identified a risk that the internal state can be exposed without detection. An example is a system which
is compromised by a cyber attack that accessed the internal state of an RBG. If the compromise is not
discovered or properly remediated, the system can continue performing cryptographic operations
relying upon the RBG. Enhanced forward secrecy can enable the RBG to return to a secure internal state.

5.2 Requirements of an RBG

All RBGs specified in this document, both deterministic and non-deterministic, shall satisfy the requirements
provided below in 1) to 12). These requirements are fundamental to the security of many cryptographic
mechanism i ' i i i Tcati

The threshdld between feasible and infeasible shall be determined by the overall requirement for the
minimum acceptable strength of cryptographic security that is required by the application.

1y

2)

3)

4)

5)

6)

7)

8)

9)

RBGs fdr general cryptographic applications shall output bit sequences that-are indig
from unjiformly distributed and independently generated bit sequences unde¥standard ct
assumptions. Suitable standard assumptions can be the hardness of bfeaking a block d
difficulty of inverting a particular one-way function. The seeding pkocess (and, option
seeding|that can happen during their operation) shall provide entropy that is commensuf
intended security strength of the RBG, which shall be assessed using the evaluation meth
outin ISO/IEC 20543. See Annex G for RBG assurance.

Both th¢ deterministic components and the entropy soureés of RBGs shall be designed t

tinguishable
yptographic
ipher or the
ally, any re-
ate with the
odology laid

0 resist side

channeljand fault attacks that are potentially feasible ind¢he’application environment.

From thle perspective of an adversary, the internalstate of the RBG shall always contain|at least 128
bits of entropy and at least as much as the securitystrength of the consuming application rjequires. The
perspective of an adversary includes all information that the adversary can effectively exploit, i.e. by
means of classical computational attacks, quantum attacks, or relevant side channel and fapilt attacks.

The RB( shall not generate bits unless the generator has been assessed to possess sufficientfentropy. The
criteria for sufficiency shall be the greater of the requirements of this document and the requirements
of the cqnsuming application.

On deteftion of an error, the RBG shall either a) enter a permanent error state, or b) not output any
random|bits and be able to\recover from a loss or compromise of entropy if the permpanent error
state is [deemed unacceptable for the application requirements. These requirements may| be satisfied
procedulrally or inherently in the design.
NOTE 1 | See 8.8.and"9.8 for NRBG and DRBG information on RBG errors and health tests.

The desjgn and implementation of an RBG shall have a defined protection boundary. The protection
boundarty €hall be as specified in ISO/IEC 19790 (see Annex H).

The probability that the RBG can “misbehave” in some pathological way that violates the output
requirements (e.g. give an output that is constant or has a short cycle, i.e. looping such that the same
output is repeated) shall be sufficiently small. This implies that the probability of error should be
consistent with the overall confidence in correct operation that is required of the RBG, which is not
necessarily the same as the required strength of cryptographic security.

The RBG design shall include methods to prohibit predictable influence, manipulation, or predicting
the output of the RBG by observing the generator's physical characteristics (e.g. power consumption,
timing, or emissions).

The implementation shall be designed to allow validation, including specific design assertions about
what the RBG is not intended to do. The validation of an RBG means that the RBG behaves as expected,
not just during normal operation but also at the boundaries of the intended operational conditions.

© ISO/IEC 2025 - All rights reserved
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With respect to code-dependent RBGs, security-relevant branches in the code governing behaviour in
exceptional conditions (e.g. initialization, failed health tests) shall be validated by deliberately forcing
all error conditions to occur during validation testing.

10) There shall be design evidence (theoretical, empirical, or both) to support all security requirements for

the RBG

, including protection from misbehaviour.

11) An RBG shall have enhanced backward secrecy. This means that given all accessible information
about the RBG (comprising some subset of inputs, algorithms and outputs), it shall be computationally
infeasible (up to the specified security strength) to compute or otherwise determine any previous
output bit.

12) An RBG

shall have forward secrecy.

NOTE2 Rd

In some circ
in accordand

should, fipon request, return information about the mode in whiclrit is operating.

any future output bit at the time that enhanced forward secrecy was requested.

5.3 Addit
Additional iy
1) Ifthe RH
2) Aconsu
secret s¢
not be c
test mod
3) Conside
given al
state, ar
6
6.1 Conce

Figure 1 dej
requirement

how the imp
Since not al
functional v

RBG mlodel

)

quirement 11 (enhanced backward secrecy) implies backward secrecy.

imstances it is desirable to combine RBGs; if RBGs are combined then the method
e with one of the approaches specified in Annex A.

jonal information for an RBG
formation for an RBG is as follows.

G is capable of operating in more than one mode (e.g. operational mode or test mo

ning application may require that the RBG be run ina test mode, for example, when|
bed for generating bits for testing purposes only. When an RBG is in the test mode, ]
hpable of being used to generate (secret) operational output. The RBG shall not o}
e using a seed to be used in the operational mode.

ed as a glass box, an RBG may provide efthanced forward secrecy. If supported, i
accessible information about the RBG (€comprising some subset of inputs, algorith
d outputs), it shall be infeasible (up;to the specified security strength) to compu

ptual functional. model for random bit generation

icts a concepttial functional model for random bit generation. This model and th
s and objectives specify what RBGs are expected to achieve without constraining g
ementatiomn-shall be done, regardless of whether the RBG is non-deterministic or d

of the\important aspects of random bit generation can be algorithmically sy
ew of fandom bit generation is central to the definition of RBGs.

The functior

1sed shall be

de), the RBG

using a non-
he RBG shall
berate in the

I means that
ms, internal
fe or predict

e associated
r mandating
pterministic.
ecified, this

necessary to

al\model encompasses p\mryfhing rpqnirpr] to prndn{‘p random bits This holistid
ensure that RBG output will be as random as desired.

approach is

When an RBG product or system component does not directly incorporate all of the functional components
or address all of the functional requirements specified in this document, that RBG can still conform to this
document if the RBG component is used within a system that supplies the missing elements and satisfies
the remaining requirements. Such an RBG is considered to possess residual functional requirements. Those
residual requirements become a system prerequisite for use of the RBG.

NOTE Figure 1 shows that there are RBGs that do not incorporate all functional components. Physical NRBGs, for
example, do not necessarily need additional inputs.
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6.2 RBG basic components

6.2.1 Introduction to the RBG basic components

The model as shown in Figure 1 has six basic components; however, it can be possible to meet all the
functional requirements without incorporating all the basic components. They are:

a) therandomness source;
b) additional inputs;
c¢) theinternal state;

d) the internal state transition function;

e) the outlJut generation function; and

f) health t¢sts.

Randomness
source

Additional inputs

Internal state
transition function

Internal state

A 4
Output
generation
function

A 4

Random
output

Figure 1 — RBG functional model

6.2.2 Randomness source

6.2.2.1 Randomness source overview

The randomness source is the source of unpredictable bits. These bits can be biased and in many cases, can
be dependent on one another to some extent. In the case of a DRBG, the randomness source can be a distinct
and possibly remote NRBG. However, for an NRBG, the randomness source component is an entropy source
that has a noise source with some entropy-producing activity, a method for detecting this activity, and a
digitization mechanism.

© ISO/IEC 2025 - All rights reserved
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The randomness source shall produce bits with non-zero entropy. It is the only model component that
produces entropy. For an NRBG, the entropy source encompasses everything that is not deterministic in
the RBG model, along with whatever is required for the source to manifest itself in bits (as opposed to
analogue signals or other non-digital activity). In a DRBG, the randomness source has traditionally been left
unspecified, even though the unpredictability of the generator ultimately depends on the entropy of a special
input called a seed. The model does not assume anything about the predictability, bias, or independence of
the bits produced by the source. The only assumption is that the randomness source has non-zero entropy.
However, all RBG designs are required to establish specific conditions that shall hold for the design to work.

6.2.2.2 Re

quirements for an entropy source

The requirements for the entropy source used by an RBG are as follows.

1) The ent opy—sotiree shalbebased tipott weH-established Pt ;u\,;ylca, oOf CAtcuo;vcl_y eharacterized
behaviopr.

2) The entfopy rate shall be assessable, or the collection shall be self-regulating, so.'that the amount of
entropy|per collection unit or event reliably achieves or exceeds a designed lower,bound.

3) The entfopy source shall be designed so that any manipulation (such as. the ability tg control the
entropy|source), influence (such as the ability to bias the entropy source), or its observation by some
unauthdrized external body shall be minimized according to the requirements of the RBG design.

4) Loss or $evere degradation of an entropy source shall be detectable.

Methods for]
ISO/IEC 205

6.2.3 Add

6.2.3.1 Ad

evaluating the process for generating random bits frem the entropy source are
3.

jtional inputs

ditional inputs overview

Additional iputs can be used to personalize the;output of an RBG based on parameters such

date, the int
to control th

ended use of the data, and other-liser-supplied information or data, or both, that
e internal functionality of the®BG. These inputs typically include either comma

variant parameters, or both, such as a cldck or internal counter. The additional input may be u

new entropy

into the RBG. The entropy of the output shall not depend solely upon any prop

additional inputs.

Additional iy

6.2.3.2 Ay

put can be insertedtduring instantiation, generation, and reseeding.

requirement for additional inputs

specified in

as the time/
is necessary
Inds or time-
sed to insert
erties of the

The form anfl use of additional inputs shall not degrade the entropy of the RBG.

6.2.4 Intefnalstate

6.2.4.1 Internal state overview

The internal state contains the memory of the RBG and includes both secret and non-secret information. It
can include a seed, a counter, a clock value, user input, the security strength of the generation process, the
security strength of output, etc. The internal state consists of all the parameters, variables, and other stored
values that the deterministic parts of the RBG use or act upon. The internal state is usually implicit in the
specification of the deterministic functions for which it exists; the model makes the state explicit in order to
better address the security issues that it can affect.

Functionally, the internal state plays two different roles. The first is to ensure that the output appears
random even when the entropy of the input is insufficient to generate a truly random sequence of that length.
This randomness property is ensured by the output generation function. Since the internal state transition
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functions and the output generation function are deterministic functions, and since deterministic functions
have the property that they always give the same output for the same input, it can be necessary to have a
state variable that is constructed to change with each block of RBG output. The purpose of this variable is to
ensure that the output appears random even though no, or little, true entropy has been added to the system
(e.g. since it was reseeded with fresh entropy).

This is particularly relevant for a DRBG. For a DRBG, unless the seed or secret parameter is updated by an
external device, it is incumbent upon the design that only in the remotest possibility can a repeat sequence
of the state occur. Therefore, the seed (or the secret parameter) shall be updated periodically or the device
shall become inoperable after a predetermined period of time.

The second role of the internal state is to parameterize either the deterministic internal state transition
functions or the output generation function, or both, in such a way that when this parameter is unknown,
the deterministic function exhibits the properties required of it. For example, it can parameterize the output
generation finction in such a way that the internal state cannot be deduced from the output when the secret
parameter i§ unknown. The secret parameter is typically one or more cryptographic keys, lanfl these shall
be generated in a suitably random fashion. When such a secret parameter exists, it shall'have awell-defined
security life cycle, which includes provision for its generation, distribution, update and destruction.

NOTE1 Itis optional for RBGs to have a secret parameter.

NOTE 2 Key management concerns are discussed in ISO/IEC 11770-1.

6.2.4.2 Requirements for the internal state
The requiremnents for the internal state of an RBG are as follows.
1) Theintefnal state shall be protected in a manner thatis consistent with the use and sensitivity pf the output.

2) The internal state shall be functionally maintained preoperly across power failures, reboots etc. or shall
regain a secure condition before any output is generated (i.e. either the integrity of the internal state
shall be pssured, or the internal state shall be re<initialized).

3) The state elements that accumulate or carry entropy for the RBG shall have at least x bits of entropy,
where A is the desired security strength “expressed in bits of security. The state elenpents should
accumulate more than the minimum ntimber of bits of entropy for reasons of assurance ahd to reduce
the risk|of using identical values in‘two different cryptosystems. Generally, it is recommended to keep
the entrppy in the internal state,soniewhat larger than x, e.g. x+64 typically provides a suffi¢ient margin,
while if very large amounts of. pré-computation and memory are available to an adversary, a size of 2x
should Qe used (e.g. Reference.[19]).

4) The secret portion of the internal state shall have a specified finite period after which the RBG shall
either c¢ase operation.or be reseeded with sufficient additional entropy. Operations using an old seed
shall cedse after the-specified period elapses unless a new seed is provided. See ISO/IEQ 11770-1 for
further ¢letails-on.the key life cycle.

5) A specifjcdnternal state shall not be reused, except strictly by chance. This implies that tHe same seed
shall nothedeliberately input to a different instance of a DRBG

6.2.4.3 Recommendation for the internal state

The internal states that are used to produce public data, (e.g. nonces and initialization values), should be
fully independent from the states used to produce secret data such as cryptographic keys.

6.2.5 Internal state transition functions

6.2.5.1 Internal state transition functions overview

Internal state transition functions alter the internal state of the RBG. In a DRBG, the internal state
transition functions are composed of one or more cryptographic algorithms that are part of the generator
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specification. The internal state transition functions encompass everything in the RBG that can set or alter
the internal state. As a matter of convention, neither the randomness source nor any other RBG data inputs
are considered to act directly on the internal state. Instead, the randomness source and other RBG data
inputs are arguments to functions that act on the internal state.

Since the internal state can comprise several distinct components, the internal state transition functions are
likely to be composed of several distinct collections of functions, distinguished by the state component upon
which they act. The functions in such a collection can be as trivial as the identity function or as complex
as a cryptographic function. For a clock or counter register, the function that sequences the register as a
clock or counter is a member of the internal state transition functions. While the output of these functions is
always directed to a component of the internal state, the input may be from the randomness source, another
external RBG input, various components of the internal state, or any combination thereof.

The internTMMm_ﬁmMmMﬁmWMating) of the
secret parameter. Access to these functions shall be strictly controlled.

In a DRBG, the internal state transition functions are responsible for much of the security-of the generator,
including how much output the RBG may produce for a given randomness source input:

In an NRBG, the internal state transition functions determine how the entropy collection affectq the internal
state of the RBG. These functions can work in a variety of ways: they can be simple, stateless algorithms, or
can combing previous states with newly collected entropy in order to accumulate entropy.

6.2.5.2 Requirements for the internal state transition functions
The requirefnents for the internal state transition functions of an RBG are as follows.
1) The internal state transition functions shall be verifiable<#ia a known-answer test.

2) The int¢rnal state transition functions shall, over. tithe, depend on all the entropy cafried by the
internal|state.

3) The intdrnal state transition functions shall resist observation and analysis via power gonsumption,
timing, radiation emissions, or other side chaiinels, as appropriate.

4) It shall hot be feasible (either intentiphially or unintentionally) to cause the internal stafe transition
functions to return to a prior state innormal operation (this excludes testing and authorized verification
of the RBG output).

6.2.5.3 Reacommendation for the internal state transition functions

The internal|state transition functions should enable the RBG to recover from the compromise of the internal
state (i.e. pr¢vide enhaneed forward secrecy) through a periodic incorporation of entropy.

6.2.6 Output generation function

6.2.6.1 Output generation function overview

The output generation function (OGF) acts on the internal state to produce output bits, as requested by the
consuming application. A request to the OGF contains (at least implicitly) the number of output bits required
and the required minimum security strength for those bits. Such a request can cause the internal state to
be updated by the internal state transition functions. The OGF accepts the working state component of the
internal state as input and produces the RBG output. It can be as complex as a cryptographic function. The
OGF can format or block the output to conform to an external interface convention. The OGF should be a
“one-way” function, so that it is hard to invert the OGF in order to recover part of the internal state.

The OGF is deterministic and always produces the same output for any particular value of the internal state.
Therefore, there is an important relationship between the OGF and the internal state transition function.
The internal state transition function shall always be invoked at least once to update at least the working
state between successive actions of the output generation function.
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6.2.6.2 Requirements for the output generation function

The requirements for the output generation function of an RBG are as follows.

1) The output generation function shall be deterministic (given all inputs) and shall be testable by a
known-answer test. The known-answer test output shall be separated from operational output.

2) The output generation function shall use information from the internal state that contains sufficient
entropy to support the requested security strength.

3) The output shall be inhibited until the internal state exhibits/obtains sufficient assessed entropy.

4) Once a particular internal state has been used for output, the internal state shall be changed in order to
produce more output.

5) The output generation function shall resist observation and analysis via power consumdtion, timing,
radiatioh emissions, or other side channels, as appropriate.

6) The output generation function shall resist attempts to interfere with its normakoperatjon (i.e. fault
attacks)|as required by the operational environment of the RBG.

7) The output generation function shall protect the internal state, so that the-analysis of RBG putputs does
not revepl useful information about the internal state.

6.2.7 Health test

6.2.7.1 Hgqalth test overview

Health testsjare concerned with assessing the health of the RBG. Health tests include functions [that:

assess t

check w

The internal
checked usi
The health
or tests.

Detailed infd

6.2.7.2 Re

assess tIe entropy of the input;

e statistical quality of the output; and
hether the internal functions havebeen compromised.

functionality (i.e. the "health™of the deterministic portions of the RBG) can most g
g statistical tests on the.noiSe source and known-answer tests on deterministic
f the entropy source and the quality of the output shall be checked using statistic3

rmation on assessing the health of NRBGs and DRBGs can be found in 8.8 and 9.8, 1

quirements:for the health test

The requirefnents for-health tests of an RBG are as follows.

ffectively be
components.
1 techniques

espectively.

1) An RBGghall'be designed to permit testing that ensures the generator operates correctly.

2) When an RBG fails a test, the RBG shall enter an error state and output an error indicator. The RBG shall
not perform any random output generation while in the error state (see 8.8.4). The RGB shall be able to
recover and return to the operational state (e.g. repair and test) if the permanent error state is deemed
unacceptable for the application requirements.

7 Types of RBGs

7.1 Introduction to the types of RBGs

Every RBG shall have a primary randomness source. RBGs are classified into two basic types, depending on
the nature of their primary randomness source. The primary randomness source is either an entropy source
or a seed value.
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If randomness is obtained from a system from which any amount of entropy can be extracted by sampling
(provided that this system runs for a sufficiently long period of time), then it is deemed to be non-
deterministic. In particular, no deterministic algorithm should be able to predict the output of a non-
deterministic randomness source. The primary randomness source for an NRBG is an entropy source, which
provides non-deterministic input.

If randomness is obtained from a deterministic process, then the output of that process is deemed to be
deterministic. A DRBG is instantiated with a seed value obtained as specified in 9.3.2. The DRBG produces
deterministic output if no non-deterministic input is provided during the generation process. An RBG may
also utilize additional randomness sources that can be either deterministic or non-deterministic. The
amount of entropy required by the consuming application shall be provided by an appropriate combination

of these randomness sources.

Care shall be taken to ensure that an adversary cannot gain sufficient control over the randomn
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Multiple users can use the same NRBG and its associated entropy source as long as the entropy is not reused
(e.g. the same entropy bit-string is not provided to more than one user or to the same user repeatedly).

NOTE 1

NOTE 2

Additional information on classes of RBGs can be found in References [14] and [15].

The use of a secret seed value, for example, can be an additional DRBG-type security feature. If the NRBG

meets the requirements of this document even with a simple state transition function and a simple output function
(see 8.2 and E.1), a cryptographic state transition function or a cryptographic output function can be an additional
DRBG-type security feature.
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7.3 Deterministic random bit generators

Deterministic random bit generators (DRBGs) can also be classified as either pure or hybrid. A DRBG is
considered “pure” if the only external input is the initial seed and is considered “hybrid” if it is capable of
accepting external input values during operation.

A hybrid DRBG shall satisfy all the security conditions imposed on pure DRBGs and shall also satisfy certain
extra security requirements (see 9.3.4).

The security of a pure DRBG depends only on its initial seed and its cryptographic algorithm(s) for producing
output. The security of a hybrid DRBG also depends on the randomness and frequency of its external input.

NOTE1 If an RBG can be viewed as both a hybrid NRBG or alternatively as a hybrid DRBG, it is denoted as hybrid
RBG. Loosely speaking, hybrid RBGs have two security anchors.

The advantape of using a hybrid DRBG is that it can help prevent either cryptanalysis or add seculrity features
such as enhgnced forward secrecy, or both.

NOTE 2  Additional information on classes of DRBGs can be found in References [13] and [#5]:

7.4 The RBG spectrum
The classes ¢f RBGs are depicted in Figure 2.

The distinctjon between an NRBG and a DRBG can be seen as a sub-di¥ision of a spectrum of defsign choices.
At one end ¢f the spectrum is a DRBG that is designed to use a single seed for its entire lifgtime. At the
other end of|the spectrum is a simple NRBG that is designed asthe-output of a strong, highly fandom, non-
deterministic entropy source. Intermediate RBG designs allowdorperiodic reseeding of DRBGs. Intermediate
RBG designs|allow for NRBGs whose output also depends upoun a seed value or NRBGs that proceps the output
of the entropy source in a complex manner similar to the Wway in which a DRBG processes a se¢d value. The
choice of type of RBG is a cost/benefit trade-off depending on the application requirements.

RBG
NRBG DRBG
Physical Non-physical
Pure Hybrid Pure Hybrid Pure Hybrid

Figure 2 — RBG classes

8 Overview and requirements for an NRBG

8.1 NRBG overview

A consuming application may choose to use a DRBG for random bit generation. In such a case, the primary
role of an NRBG is to generate random initial seeds for a DRBG. However, this document does not preclude
using an NRBG, potentially with additional strong cryptographic post-processing, to generate all of the
randomness required by an application.
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Objectives and requirements that are unique to NRBGs, beyond the requirements in Clauses 5 and 6, are
specified in 8.3 to 8.9. Examples of NRBGs can be found in Annex D.

8.2 Functional model of an NRBG

This subclause introduces a specialization of the components and the general model for the case of an NRBG.
[t describes the general operation of an NRBG, including the objectives that each NRBG functional component
is intended to accomplish.

Figure 3 provides a functional block diagram depicting a conceptual NRBG. In this diagram, dashed lines
indicate a component that is optional. It is important to note that the mandatory components shown are not
required to be implemented as actual physical components but shall be implemented functionally.
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bth of the entropy source input data used for each'internal state transition is n, ar
state is m bits, then the internal state transition function is a function from the sp4

s to the space of m-bit sequences. The parameter sizes typically used in an NRBG
ossible inputs to this function vastly larger than the number of possible outpiits from the
s results in a very large number of combinations of input sequence and current working state
ed to any particular output for-.the new working state. Furthermore, if the cfyptographic
on which typical internal state transition functions are based have been thoroughly analysed
ically, it is reasonable to assuine that such an internal state transition function ill map the
me number
). These assumptions leaditoward satisfaction of the objective of creating uniformlly generated

ences in the working state. DRBGs and NRBGs shall add new entropy to their stpte at a rate
greater than or equal to the rate\that they output entropy. Therefore, whenever the consuming application
requires random output, both DRBGs and NRBGs ensure that the internal state contains suffidient entropy
that has not yet been used to.produce random output, and then use the output generation functign to process
the current yorking stateto produce random output.

binary sequ

dential from
t generation
distribution
e conclusion
that, with approprlate parameter size ch01ces the output generatlon functlon produces a uniformly
distributed binary output.

The output generation/function takes the internal state, which can be required to be kept confi
an adversary, and produces an output that cannot be distinguished from random. The outpu

function is t plcally also a cryptographlc functlon or other functlon havmg SImllar unlform

The behaviour of physical noise sources in physical entropy sources should be described using stochastic
models (see Reference [16]). Such a model allows accurate statistical testing designed to detect defects of
the noise source (i.e. when the noise source produces output that is not sufficiently random). A detailed
understanding of the underlying physics of the system can be used to inform the stochastic model and can
enable targeted statistical testing. It is possible to choose very simple internal state transition functions and
output generation functions to facilitate the determination of the stochastic behaviour of the output bits. If
the NRBG is intended to be used directly for the generation of sensitive key material (in contrast to seeding a
DRBG), it is recommended to use cryptographic post-processing of the noise source output.
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For non-physical entropy sources, the entropy per output bit can be lower than for physical entropy sources
and it can be difficult to accurately determine the moment when the entropy source fails. In such cases,
more complex post-processing operations can be required to ensure that the output of the RBG is suitably
random and to cope with an undetected failure of the entropy source.

A secure NRBG shall also include mechanisms designed to increase the likelihood of continued secure
operation in the event of failures or compromises. Detectable failures are addressed through the inclusion
of periodic and continuous health tests on the various components. Undetectable failures or compromises
are addressed in two ways: the internal state shall include either a periodically changing secret parameter
(e.g. a key) or a safety margin in the maintenance of entropy during NRBG operation. In the first case, the
secret parameter shall parameterize the deterministic operation of the internal state transition function so
that knowledge of the working state and all the inputs to the NRBG are insufficient to determine the NRBG
output. If a safety margln 1s used decreases in the avallable 1nput entropy (due to unexpected events or
statistical ; e-for an NRBG
will be for the NRBG to contlnue to operate in a manner no less secure than a DRBG in the eyent that the
entropy soufce completely fails.

This objective can be met by the inclusion of a DRBG in an NRBG design, or by:

1) verifying that the health tests on the entropy source(s) can quickly detectopossible wgaknesses or
failures [in the entropy source that can unacceptably damage the quality of the random bits| and

2) initiating appropriate measures when such errors are detected.

NOTE It is usually feasible to meet these conditions for physical enfrepy sources since they fise dedicated
hardware. A generic proposal is discussed in Reference [23].

Enhanced fdrward and backward secrecy are properties of @ properly implemented and wopking NRBG,
given that the inputs are unknown. In fact, it is an inherent feature of an NRBG, since the NRBG always
draws upon|fresh entropy for each call. Thus, enhanced forward and backward secrecy are automatically
provided if the entropy source(s) deliver sufficient entropy.
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Figure 3 — Block diagram of an NRBG

8.3 NRB({ entropy sources

8.3.1 General

The estimation of the quantity of entropy produced by an entropy source is discussed in Annex|F.

8.3.2 Primary entropy source for an NRBG

8.3.2.1 NRBGprimary entropy source overview

This component serves as the source of unpredictability in the NRBG by providing data to be processed by
the internal state transition function. This source of unpredictability differs from that in a DRBG, which
relies on the unknown initial seed for unpredictability. In an NRBG, unpredictability is based on the use of
one or more noise sources.

A physical noise source is accessed by dedicated hardware that measures the physical characteristics of a
sequence of events produced by that noise source. Examples of physical noise source measurements include
measuring the time between radioactive emissions of an unstable substance and measuring the output of
a noisy diode that receives a constant input voltage level and outputs a continuous, normally distributed
analogue voltage level.

A non-physical noise source is any non-deterministic noise source that is not a physical noise source.
Examples of non-physical noise sources are system data or the RAM contents of a PC, or an aperiodic signal
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based on an irregularly occurring event or process timing interactions, such as the sampling of a high-speed
counter whenever a human operator presses a key on a keyboard.

Specific details and requirements for physical entropy sources and non-physical entropy sources (which
contain physical and non-physical noise sources) can be found in 8.3.3 and 8.3.4, respectively.

Depending on the noise source, it is possible that the output of the entropy source is not adequate for direct
use as an RBG output, either because it is not in the form of a binary digital sequence or because it exhibits
statistical biases. These shortcomings are remedied in an entropy source by digitization and/or conditioning
the noise source output to reduce bias or ensure that the entropy rate of the entropy source output is no less
than some specified amount.

The output entropy from the NRBG cannot ever be greater than the input entropy provided by the

entropy source.

8.3.2.2 Requirements for an NRBG primary entropy source

The primary) entropy source is the foundation of the non-deterministic behaviour of the\NRBG. By definition,

an NRBG degign shall include this component.

The functiorlal requirements for the primary entropy source are as follows.

1) Although the entropy source is not required to produce unbiased and’independent outputs, it shall
have thg property that it exhibits probabilistic behaviour; i.e. the output shall not be predigtable by any
known glgorithmic rule.

2) The entjopy source shall contain a means by which the rate©f entropy contribution from it$ constituent
noise source can be assessed. This requires that the opération of the noise source be based on well-
established principles or extensively characterized behaviour so that an appropriate statistical model
for the noise source can be identified.

3) The noise source shall be amenable to bengh testing by a validation laboratory or|some other
indepenfent verification process to ensure proper operation. In particular, it shall be possible to collect
a data sample from the entropy source during the validation or independent verificatiopn process to
allow fof the evaluation of the claimed statistical model, the entropy rate, and the appropriateness of
the health tests in the entropy source.

4) Failure gr severe degradation of therentropy source shall be detectable. Based on the frequehcy of health
tests being performed, it is possible that this detection is not immediate.

5) The entfopy source shall-beprotected from adversarial knowledge or influence. In partigular, it shall
be infeafible for the adversary to influence the entropy source in such a way that the entfopy that the
source groduced fallsthelow a threshold value without being detected.

8.3.2.3 Recommendations for an NRBG primary entropy source

The recommiended features of the primary entropy sources are as follows.

1y

The entropy source should be stationary in a mathematical sense. If it is not stationary, then there

should be bounds on the probability of fluctuation. The probabilistic behaviour of such a source should
not change significantly over time. For example, if the entropy source produces outputs from a certain
alphabet with a statistical distribution, it should be consistent in this bias over time. An entropy source
thatis not stationary would greatly complicate the process of estimating the rate of entropy contribution

and incr

2)

ease the difficulty of validating the resulting NRBG design.

Appropriate health tests tailored to the known statistical model of the source should place special

emphasis on the detection of misbehavior having increased likelihood near the boundary between the
nominal operating environment and abnormal conditions. This requires a thorough understanding of
the operation of the entropy source.
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8.3.3 Physical entropy sources for an NRBG

8.3.3.1 NRBG physical entropy source overview

The physical noise source within a physical entropy source typically provides a continuous stream of output
while it has power applied. However, this output is not necessarily provided as a simple binary string. For
example, if the physical noise source output is based on the time between radioactive emissions, it is possible
that the noise source does not provide a simple binary output string that contains entropy but a series of
timings between emissions. Alternatively, if the physical noise source used is based on voltage variations in

a noisy diode, then the output can be a series of voltage measurements.

NOTE

assignments made for the threshold values (in the second example).

In these examples, the entropy is based on the variability of the timings (in the first example) and on
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NOTE There is a difference between the entropy displayed by a noise source (which can produce data at an

arbitrary degfee of precision) aid the entropy provided by a binary interpretation of that source.

2) The totdl failure of the.noise source shall be immediately detectable. A degradation of the jnoise source
shall be |[detected quickly.

8.3.3.3 Recommendation for the physical entropy source of an NRBG

The entropytseureeshewld-beformalyanalysedand-the-thresheldaluesforitsnoiseseurte chosen in

such a way that the output contains the greatest possible amount of entropy. Making such an analysis is
feasible because true physical noise sources are comparatively simple compared to entropy derived from
non-physical sources.

8.3.4 NRBG non-physical entropy sources

The entropy from non-physical noise sources within non-physical entropy sources is usually provided by
a system upon request from the NRBG. Hence, non-physical noise sources are typically outside the defined
protection boundary of the NRBG. The data is usually already binary in nature. For example, the noise source
output can be a digital representation of the time between key presses (as measured by a system), certain
unpredictable network statistics, or the contents of unpredictable portions of the RAM.
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Since a non-physical entropy source is, at least partly, outside the control of the NRBG, sufficient precautions
shall be taken to minimize the possibility of an adversary gaining any knowledge of the data and/or the
likelihood of influencing the entropy source. Furthermore, as it is a lot harder to model a non-physical noise
source accurately as a stochastic process, it can be more difficult to determine whether such a source is
operating correctly or not. Hence, NRBGs based on non-physical entropy sources often use complex state
transition and output generation functions that guarantee that the RBG is at least as secure as a DRBG for
the period of time between the noise source failing and the failure being detected.

There are no extra security requirements for a non-physical entropy source.

An evaluation methodology for non-physical noise sources is specified in ISO/IEC 20543.

8.3.5 NRBG additional entropy sources

8.3.5.1 NRBG additional entropy sources overview

The operatid
source can b
NRBG outpu
of its noise s

In situations
source that i
to the adver

Finally, havi
where multi
over the ind

trust in a sinlgle entropy source is sufficient for trust in the\final NRBG output.

An NRBG m4
NRBGs that

Despite the §
the security

8.3.5.2 Re

The function

[ due to the primary entropy source failing or straying from the chardcterized stat

n of an NRBG can also include one or more additional entropy sources. An additi
e useful for a variety of reasons. It can provide a layer of protection agdinst degra

purce.

where the primary entropy source has some degree of external«isibility, an additi
s less externally accessible lessens the usefulness of knowledge of the primary en
ary.
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vidual entropy sources. For such applications, itds possible to design the NRBG so

y use an additional source of randomness'é!g. a seed value produced by a pure DRB
1se a seed value from a deterministic process are discussed in 8.3.5.2 and 8.3.5.3.

dditional sources of randomness providing additional unpredictability to the outp
of the RBG shall rest solely uponythe primary entropy source.
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onnIn this case, the additional entropy source shall meet or exceed the same reqiiirements as
mm&mmmmmﬁ&w i i i Tti ce, it can be

lem by using the NRBG only for the initial seed generation for a

DRBG; and

application or environment require that the RBG exhibit features that are best provided by a hybrid

NRBG, i.e. that the RBG takes a seed value from another randomness source as input. In this case, the
additional entropy source shall satisfy the conditions given in 8.3.6.

Whether the additional entropy source(s) is/are of the same type as the primary entropy source (i.e. a second
version of the same type of entropy source), or a completely different component or process, this source
shall operate independently of the primary source to ensure that the combined entropy sources will not
lose entropy due to statistical dependence. Independence of entropy sources also facilitate the design and
evaluation or independent verification processes by allowing the primary and secondary entropy sources to
be analysed separately. It also reduces the likelihood of a failure in the primary entropy source.
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8.3.5.3 Recommendations for NRBG additional entropy sources

The optional but recommended features of the additional entropy sources are as follows.

1) The RBG output should remain unpredictable even if the attacker can adaptively choose the values of
the additional entropy sources; the attacker should be unable to predict the next bit produced by the
RBG with probability significantly greater than one half.

2) Additional entropy source(s) should be included in the NRBG design if either of the following is true:

a) the primary entropy source is somewhat non-stationary (i.e. inconsistent) in its statistical
behaviour, making the estimation of input entropy more difficult; or

b) there is a concern that the primary entropy source is possibly not free of adversary knowledge or
infl - i ~ Tt i irements as the
primary source, although it can be acceptable for it to be somewhat more deterministic. That is,
actipns by the user or factors from the system environment can influence (although’ndt completely
detdgrmine) the output from this source in a perceptible way.

8.3.6 Hybrid NRBGs

An NRBG is p hybrid NRBG if it uses complex, stateful post-processing (e.g.cryptographic prog¢essing). The

main advantage of a hybrid NRBG is that the post-processing adds computdtional security td the already

unpredictable entropy source output as a second security anchor.

The additional functional requirements of a hybrid NRBG are as follows:

1) The posf-processing shall provide backward secrecy, forward secrecy and enhanced backward secrecy.

2) The hybrid NRBG shall provide enhanced forward secrecy.

3) No unalithorized person shall be able to manipuldte, influence, or update any seed value ulsed for post-
processing.

8.4 NRB({additional inputs

8.4.1 NRBG additional inputs overview

The operatign of an NRBG can require taking certain public or user-generated inputs such as
power variations and time-variaht data such as counters, clocks or user-supplied data. It may
that these additional inputs(ape either directly observable or under the direct control of a
Therefore, it is vital that themanipulation of these inputs does not reduce the effectiveness o
that only coffrectly authenticated and authorized personnel have the ability to manipulate thes
then only within a defined operational policy.

8.4.2 Reqpirements for NRBG additional inputs

commands,
be assumed
h adversary.
f the RBG or
b inputs, and

The functional requirements of all additional Inputs shall Include protection against their manipulation

(commands, clock, timers, power etc.) that comprises the security of the RBG.

NOTE This can be accomplished by limiting the influence that these inputs have over the overall

control of the

NRBG. Power input is, of course, a special case. Disruption of power will obviously result in a complete denial of
service. If this is a concern, then the operating environment of the NRBG is expected to provide uninterruptible power,

which is a system issue and beyond the scope of this document.
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8.5 NRBG internal state

8.5.1 NRBG internal state overview

This component consists of information that is carried over between calls to the NRBG and all the information
that is processed during a request. For this reason, an internal state is a requirement; however, it is not
compulsory that any portion of the internal state depend upon previous states, i.e. there is no requirement
for any portion of the internal state to be carried over to the next NRBG call (e.g. in the coin flip example, no
internal state is carried over from one coin flip experiment to the next). In such cases, the internal state of
an NRBG is totally dependent on the output of the entropy source at the time that the NRBG is used.

However, by retaining this state information, the NRBG can produce a random output as a function of not
only the current 1nput from the entropy source but also several (or all) previous 1nputs This provides a layer
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al policy. More information on the issues associated with control of the secret |
SO/IEC 11770-1.

hirements for the NRBG internal state
al requirements of the internalstate are as follows.

gn of the NRBG shall protect against knowledge of or influence over the interna
.

ssible means of aceomplishing the above requirement include assigning the internal statg
ble only to the NRBG, hosting the NRBG on a standalone computer or device, or through se
protect the system and its environment.

y, whieh shall be designed to detect unauthorized penetration attempts.

ndom output

State that is

combination with entropy source data by the internal state transition function to produce

counters or
. The secret
the function
on against a
I, it can also

ing state is
ocation. The
invocations
boundary of
parameter is

state by an

to a memory
urity policies

et paramieter, if it exists, shall be protected from adversarial knowledge by the NRBG protection

to meet the

1al value of the secret parameter if it ex1sts shall contaln suff1c1ent entropy

d by the NRBG

or by another NRBG. If the secret parameter is generated by the NRBG itself, the NRBG shall operate
in a special mode dedicated for this purpose, where the resulting random output becomes the secret

However, if additional security is deemed to be a requirement to protect against possible scenarios of
the adversary gaining knowledge of or influencing the entropy source, then the initial secret parameter
generation process shall obtain additional entropy data either from another system component or
through interaction with the user for combining in some way with the entropy source data (i.e. this

al entropy data serves as a temporary secondary seed value).

3) The inif
securit
parameter.
addition

NOTE 2

presses, or mouse movements.
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In the event that there are values that the secret parameter should not take (e.g. “weak” cryptographic keys),

then the secret parameter shall be tested to make sure that these secret parameter values are not used.

5)

The secret parameter, if it exists, shall be replaced periodically. This supports the objective of enhanced

forward and backward secrecy. The secret parameter should only be updated through commands
issued by properly authenticated and authorized personnel within the boundary of the operational
security policy or by automated methods in accordance with established criteria (e.g. based on time or
the number of generation requests).

6)

If a secret parameter exists and unless it is obtained from another NRBG, the secret parameter

replacement or updating process shall involve the entropy sources and internal state transition function.

NOTE 3

ordinary random output from the NRBG that has not and will not be used for any other purpose.

A reasonable replacement scheme would be simply to replace or add the current secret parameter with

7) If the en

attempt

NOTE4 Th
or the NRBG
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including exh
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8.6 NRBG

tropy source(s) fails and the working state becomes compromised, the NRBG-shz
5 to force it to produce predictable output.

is can be achieved by ensuring that either the NRBG ceases operation when the.entropy
ncludes a secret parameter. However, both can only be applied if the individual use cas
ermit the NRBG to continue to operate in a manner that is no less securé\than a DRBG, i
ameter is of sufficient length and strength to resist any form of cryptanalytic attack agai
hustive search.

jitional information for the NRBG internal state
but recommended features of the internal state are-as-follows.

of the internal state, in bits, should be sufficiéntto enable the NRBG to continuy|
the entropy source(s) fails or becomes complétely known to, or controlled, by an
bpy source data becomes constant, the maxittim possible cycle length is bounded |
nal state, and this places an upper bound.@n the work that an adversary would nee
er the internal state (through exhaustive'search).

ret parameter should be preserved between operational sessions in order to
ith a unique state with sufficient entropy at each power-up initialization witho
itely create a new secret parameter value. If this is done, the parameter should be p
protects it from adversarial access.

is protection can take the form of storage in a memory area accessible only to the NRBG pr
form, or storage in a removable token that is subsequently protected (e.g. by storing in a va

internal statetransition functions

8.6.1 NRB

The internal
the mandato

G internal state transition functions overview

state tran51t10n functions control all the operations that alter the 1nterna1 state. T|

11 resist any

ource(s) fails,
b or statutory
h particular if
hst the NRBG,

e to act as a
pdversary. If
by the size of
d to perform

provide the
ut having to
Feserved in a

hcess, storage
ult).

hese include

that present

part of the internal state to the output generatlon functlon Typlcally, these functlons act mdependently of
the secret parameter.

However, the main function of the internal state transition functions is to control the “carry over” parts of
the internal state between invocations of the NRBG. This functionality is optional but recommended. Such a
function typically works in two parts.

1y
2)

It carries the secret parameter over to the subsequent internal state without change.

(optionally) the secret parameter.

Figure 4 shows an example of an internal state transition function with a secret parameter.
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Entropy inputs / Working state

Internal state
transition function
designed to accept a
secret input
(e.g. HMAC-SHA-
256)

Secret
parameter
(e.g. HMAC key)

8.6.2 Req

N

New working state

Figure 4 — Example of the internal state transition function

nirements for the NRBG internal state transition functiens

The use of an internal state transition function is required only te cellect and store the output o

source(s). If
requirement

If the intern
state with tH
function is a

For each
process
many bi

8.6.3

The optiona

s apply to the internal state transition functions.

h1 state transition functions produce a newsworking state by combining the prev

5 follows:

replacement of the entropy-accumufating portion of the internal state, the entropy
bd by the internal state transitien function shall be of sufficient quantity to conta
s of entropy as the security.strength of the NRBG.

Recommendations for the NRBG internal state transition functions

rnal state transition functions should achieve backward secrecy through appropi
function,siich as a cryptographic hash-function.

opy(source input should influence the internal state transition function's output
bf.the updated internal state).

but recommended features of the internal state transition functions are as followsd.

F the entropy

this is the only function that the internal state trangition functions provide, then o additional

ous internal

e output of the entropy source, then the functional requirement of the internal state transition

source data
n at least as

iate use of a

rnal state’ transition functions should have the property that all bits in the working state and

bits (i.e. the

1) The inte
one-way
2) The intg
the entr
content
3)

The operation of the internal state transition functions should be protected against observation and

analysis via power consumption, timing, radiation emission, or other side channels, as appropriate. The
values that the internal state transition functions operate on (e.g. the internal state including any secret
parameter and entropy source input) are the critical values upon which the confidentiality of random
output is based. Side channel analysis can potentially defeat this confidentiality.

8.7 NRBG output generation function

8.7.1 NRBG output generation function overview

This component provides random output to the requesting application by processing all or a subset of the bits
in the current internal state (both the working state and, possibly, the secret parameter) and possibly any
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optional additional inputs. The output generation function serves as an important component in obtaining
backward and forward secrecy. The component provides backward secrecy by preventing the random
output from revealing information about the previous or current values of the internal state, entropy source
inputs, or random outputs.

The output generation function may provide:

— forward

secrecy by preventing output values from revealing internal state information; or

— enhanced forward secrecy by triggering the insertion of fresh entropy;

or both.

8.7.2 Requirements for the NRBG output generation function

The function
1) The outj

The ran
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3) The outj
of bits i
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b)

5) The ouf

potentia
be able
informa

8.8 NRBG

al requirements for the output generation function are as follows.
put generation function shall not introduce biases into the random output;,

lom output from the output generation function shall pass the statisticabhealth tes
ired (see 8.8.5).

but generation function shall process at least as many bits from‘the internal state as

each random output block produced by the output generation function. Dependin
t generation function used, it can be necessary to process-significantly more than
om the internal state.

put generation function shall not reuse data from th&working state portion of the i
oviding random data to the requesting application¥That is, either:

nternal state transition function shall replacersufficient portions of the working st
to the output generation function to ensure no reuse; or

butput generation function shall use apreviously unused portion of the working st
data is not reused.

lly enable future output to-be compromised. That is, the output generation funct
o be inverted to reveal information about the internal state, and its output shall n
[ion about the current.state.

health tests

8.8.1 NRBG health tests overview

This component ensures that the overall NRBG process continues to operate correctly and th

output conti

hués-to be random. These tests should detect failures in the NRBG and prevent thg

being used

Ls when they

the number
b on the type
this number

hternal state

ate between

te to ensure

put generation function shalliriot leak any information about the internal state that may

jon shall not
bt reveal any

at the NRBG
NRBG from

ntil the health tests can be successfully passed. These tests are an integral part

of the NRBG

design. They are performed automatically at power-up or initialization without intervention by other

applications,

processes or users, and can also be requested by the user at any time.

The health tests presented in this subclause include three sets of tests:

— testson

the deterministic components of the NRBG;

— tests within the entropy sources; and

— testson

the random output produced by the NRBG.

The tests on the deterministic components shall apply to all NRBG designs. There can be cases where the
rate of entropy acquisition or random output is too low to feasibly implement all statistical health tests on
either the entropy sources or the NRBG output. In such cases, the designer may attempt to modify the tests
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or test thresholds, to permit smaller sample sizes, while keeping the Type 1 error probability approximately
the same.

NOTE For the purposes of this document, a Type 1 error is defined in terms of a test of a hypothesis in which
an assessment of a random sequence results in a decision that the sequence is not random when in fact it is random.
Additional information about Type 1 errors can be found in Reference [17].

General requirements and specific requirements to each of these sets of tests are presented in 8.8.2 to 8.8.5.
In some cases, the NRBG can have additional features or functionality not addressed by this document and
can include specialized tests. In these cases, the designer shall thoroughly document the objectives of these
additional features and the basis for the additional tests.

The frequency at which health tests shall be performed depends on the overall design of the RBG. For
example, if it can be ensured that any failure of the entropy source can be detected quickly, as assured by

frequent tes
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bral NRBG health test requirements
al requirements for all three categories of health tests introduced in 88.Dare as fo
G shall automatically perform thorough health tests at each power-up or initializa

G shall allow for health tests (on the entropy sources, determifiistic components,
fo be performed “on demand.”

its from the NRBG shall be inhibited while health tests‘are being performed in ord

failures (this includes the health tests on deterministic components in 8.8.3, he
sources in 8.8.4 and health tests on random output in 8.8.5. Data that has success
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exception to this requirement can exist if health tests are continually applied to the NR
he entropy source or statistical tests on the noise source output). In this scenario, it would
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RBG is implemented as software or firmware, the health tests performed at
lude an integrity check on, thé implementation code (e.g. RAM, Read-Only Me
fammable logic device). Examples of ways to do this include a digital signature

assurance is desired, the implementation of the NRBG requires the performance
creased frequency/during an operational session without serious degradation in
b during power=up initialization (a reasonable interval is one based on the frequenc
its).

the health tests return a failure result, the NRBG shall enter an error state and indi
n to(the application or user. The NRBG shall not perform any random output geng
F'0of state. The NRBG shall require user intervention (e.g. power cycling or re-iy

[lows.
fion.

and random
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fion about the operation of the NRBG and to prevent the release of any information about
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8.8.3 NRBG health test on deterministic components

For example, to recover or exit from an error state, an NRBG is required to follow its maintenance

The objective of these tests is to ensure that the deterministic components of the NRBG continue to correctly
process any possible set of inputs. Since, by definition, there is no unpredictability in these components, the
accepted method of testing is to use known-answer tests. Such tests initialize the component or function to
a fixed initial state, input a fixed input to the function, then compare the resulting output with the correct
output that was computed previously by an independent implementation of the function (e.g. a verified
computer simulation used during NRBG development) and stored with the NRBG implementation.
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The functional requirements for the health tests on the deterministic components are as follows.

The known-answer tests shall be included in the overall health tests performed either at each power-up

or re-initialization, or both, and on demand. The known-answer tests should be included in the overall
health tests performed at periodic intervals.

The comparison sequence (the result to be compared with the known answer) produced for any known-

answer test shall be sufficiently long so that the probability of passing the test with failed or degraded
components is acceptably low. Since 32-bit checksums are used in many information assurance
applications, 32 bits is a recommended minimum length for known-answer test values.

The known-answer tests shall be performed on all deterministic components of the NRBG, including not

only each component of the NRBG, but also the overall NRBG control components. This can be done by
setting the internal state to a fixed pattern, blocking the entropy source data and replacing the entropy
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8.8.4 NRBG health tests within entropy-sources
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wn-answer tests shall exercise each aspect of the function being testéd; This gener

nctional component of the function being tested.

ut from the NRBG shall be inhibited while known-answet_health tests are bein
to conceal information about the operation of the NRBG'and to prevent the reg
[ion about possible failures. Data resulting from the khown-answer health tests
random output following the completion of all hedlth tests (since the data is to |
h testing). The current value of the NRBG internal state following successful comy

answer tests on the deterministic compoeneénts of the NRBG may be eliminated
g the NRBG as two redundant and indépendent processes (other than the entr

the error state.

e of these tests is to detect variation in the behaviour of the noise source from
is possible that the noise source output is biased and not independent. The entr
Se. In the vast majority of cases, traditional randomizer tests (e.g. monobit, chi squ

s within the entropy sources are required to be tailored carefully to the noise sqg
the non-uniform statistical behaviour of the correctly operating noise source.

brministic noise sources obeying very complicated statistical models, and for
s in(particular, it is possible that it is not feasible to develop statistical tests thaf
a.statistical model of the noise source. In these cases, it can be more appropriat

inswer test shall not be used except for compatison with the expected internal state.

utput with a fixed bit sequence, and running the NRBG process in its operational mode. This

requirement
independent

hlly requires

fixed input pattern be long enough to provide a representative sample of possible inputs to each

b performed
lease of any
shall not be
pe used only
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ts are continuously compared. In thiscase, a mismatch shall be handled as a health test failure,

'he intended
ppy can also
hre and runs

t the hypothesis‘of unbiased, independent bits) virtually always fail and thus are ot useful. In

urce, taking

hon-physical
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Is within an

acceptable range, determine instead whether the data sample contains any occurrences of values known to
be associated with failures. The selection of the patterns used for such tests should take into account the

noise source

s likely failure behaviour.

The functional requirements for the health tests within the entropy sources are as follows.

1) The tests on the noise sources shall be included in the overall health tests performed either at each

power-u

NOTE 1

p or re-initialization, or both, at periodic intervals during use, and on demand.

For example, the periodic interval for tests on the noise source can be determined by the module’s

implementation policy. The noise source is continuously tested to quickly detect catastrophic failures that cause the
entropy noise to become stuck on a single output value and detect a large loss of entropy that can occur as a result of
some physical failure or environmental change affecting the noise source.
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2) As a minimum, each noise source shall be tested for activity. That is, the test shall collect a quantity of

3)

data from the source and confirm that it does not consist solely of a constant output or other repeated
pattern.

NOTE 2  Constant outputs are those consisting only of a single value of the digitized noise source output. For
example, if the noisy diode in the example produced the value 0110 at each sampling, it would fail an activity test.

The size of the data sample collected depends on the characteristics of the noise source and shall be
chosen such that when the noise source is operating correctly, the probability of no activity within a

sample of that size is acceptably low (10_4 is arecommended value for this Type 1 error rate).

The tests applied to each of the noise sources and rationale for their appropriateness shall be thoroughly
documented. The rationale shall indicate why the tests are believed to be very likely to detect failures in

the noise sources.

The tests on
noise source

each entropy source shall include tests that take into account the known characte
An evaluation methodology for health tests is specified in ISO/IEC 20543.

8.8.5 NRBG health tests on random output

ristics of the

The objective of these tests is to provide a final check on the randomness pf the output froxl the NRBG.
n

The deterministic tests on the internal state transition function and outpufgeneration functi
to conduct than testing the non-deterministic outputs of the entropy-source. These functig
do such thorough mixing that even a complete failure of the entropy_sotrces would not caus
statistical irfegularities in the random NRBG output. This is a consequence of the objective th
continue to pperate in a manner no less secure than a DRBG if thé_entropy sources fail or con
influence of pn adversary. However, statistical tests on randomroutput are still useful, and are
the requirements below.

The functional requirements for the health tests on the fandom output are as follows.

NOTE 1

ineffective in validating the quality of the random output when strong cryptographic post-processing is

1) The testys on the random output shall be in¢luded in the overall health tests performed at ea
or re-inIialization, or both, at periodiaintervals during use, and when requested by the usg

2) The NRBG shall be tested for failure’ to a constant value by performing a test on each blog
output groduced by the output generation function. See 9.8.8 for continuous RBG test speci

As a minimujm, the NRBG healtlrtest should include the following set of tests on a sequence of 2
random output from the NRBG:

The overall $et of tests-on'the NRBG shall be deemed to have passed if all four individual test

are easier
ns typically
e detectable
at the NRBG
ne under the
hddressed in

The functional requirements mainly address'statistical tests. As indicated above, statistical lests are often

ppplied.

ch power-up
I.

k of random
fics.

0 000 bits of

are passed.

The indicated thresHolds below correspond to a Type 1 error probability of 107*.

NOTE 2 These four tests [a) to d) below] are rooted in FIPS 140-2.[18]

a) MonobitTest: Let X be the number of ones In the sample. The test1s passed I 9275< X <10275.

b) Poker test: Divide the sequence into 5 000 consecutive four-bit segments. Count the number of occurrences
of each of the sixteen possible four-bit values. Let f (i) be the number of occurrences of the four-bit value i
(where 0<i<15). Evaluate the following: X = %if(i)z —5000. The testis passed if 2,16 <X <46,17.

¢) Runs test: A run is defined as a maximal sequencle_oof consecutive bits of either all ones or all zeroes.

The occurrences of runs for both consecutive zeroes and consecutive ones of all lengths from one to
six should be counted and stored. The test is passed if these counts are each within the corresponding
interval specified in Table 1 below. This shall hold for both the zeroes and ones. For the purposes of this
test, runs of length greater than six are considered to be of length six.
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d) Longruns test: Along run is defined to be a run of length 27 or more, composed of either zeroes or ones.

The test

NOTE 3

is passed if there are no long runs.

The rationale for the runs and long runs tests is discussed in Annex I.

Table 1 — Runs test intervals

Run length (bits) Required interval
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his set of attempts, the NRBG can resume normal operation.

e for the design of statistical tests is given in Annéx .
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ents of an NRBG are designed to accomplish certain security objectives by satisfyin

e augmented
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objectives and requirements. 8.9.2 presents@dditional requirements involving interrelationships among the
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g when the output generation function produces output. For example, the working state can
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raction and timing,ef the internal state transition function and the output generaf
sure that the rate at which the internal state transition function processes additi

tional constraint that the output generation function shall not reuse data from

ldrger than its minimum acceptable length (e.g. the random output block length)

hput is sufficient to provide usable data for use by the output generation function. T
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The processing of entropy source input and internal state (both working state and secret parameter)

by the internal state transition function shall be such that the entropy source input, working state,
and secret parameter each independently contribute information into the working state after each
application of the internal state transition function, regardless of the information contribution from the
others. This allows independent safety margins on the maintenance of entropy within the NRBG.
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8.9.3 Recommendations for NRBG component interaction

The optional but recommended features applying to the interaction of the components of an NRBG are as

follows.

1y

The functional components of the NRBG and the interaction among these components should be

designed such that, if the entropy sources become completely degraded in a manner undetectable by the
health tests, the remaining NRBG components should continue to continuously operate and interact as
a DRBG. A natural way to accomplish this is by designing the NRBG as a DRBG that has been modified to

on input from one or more entropy sources.

The NRBG should be designed so that the working state continues to accumulate inputs from the

entropy sources even when the output generation function does not require new working state data. For
example, this can be done as a background process when processor or system resources are available.
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bss, source shall be considered.
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fo provide additional randomness to maintain the unpredictability of the output eve

by all prior

ich of which
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ther sources
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of an_implementation that uses a DRBG is a system implementation issue; both tlhe DRBG and

b and 6, are

Objectives a

b
oo qott eeRts—tiatcare ullu.lu\. CODIYDOJ;

specified in 9.3 to 9.9. DRBG examples can be found in Annex C.

9.2 Functional model of a DRBG

A+ P2 | C -
oy OO SC—5p et H—craHSes

This subclause introduces a specialization of the components and the general model for a DRBG. It describes
the general operation of a DRBG, including the objectives that each DRBG functional component is intended
to accomplish.

Figure 5 provides a functional block diagram for a DRBG that satisfies this document. It is important to note
that the components shown are not necessarily required to be implemented as actual separate program
routines but are required to be implemented functionally in some sense. Each of the components and their
objectives and requirements are intended to prevent various security weaknesses associated with random
bit generation that have been known to occur in cryptographic applications and environments. In general,
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each of the following components are required in a DRBG. In some applications, there can be a legitimate
argument that none of the requirements for a given component are applicable. For example, there are two
common scenarios in which a DRBG can wish to update a seed: if a seed has been used for “too long” or it is
suspected that an attacker has exerted some malicious control over the internal state. A re-seeding capacity
is therefore not required if the device ceases operation after some limit (e.g. time, number of calls) and the
internal state is suitably protected (e.g. by protective hardware).

The following is an overview of the way in which these components interact to produce pseudorandom
output. The primary seed value is either directly or indirectly supplied by an entropy source.

The primary seed value can be directly supplied in one of two ways.

— The first would be if the seed value were produced by an NRBG that meets the requirements of this
document (i.e. an approved NRBG).

RBG. Such an
ient entropy

The secq
entropy
rate in 4

nd would be if the seed value were supplied by an entropy source internal to the'D
source would have to be tested to make sure that it produces output with a,suffig
manner similar to an NRBG.

The seed valpe is indirectly supplied if the seed value is produced by another DRBGaeeting the r
stated herein (i.e. an approved DRBG), which in turn shall be correctly seeded.

Pquirements

After the sed
function ref
should only
observed or

d is initially supplied, it is loaded into the internal state by a speeialized internal stdte transition
erred to as the seeding function. Access to this specialized internal state transitiion function
be available to authorized parties. At no point shall it.b® possible for this seed| value to be
pltered.

on demand:
ipdated by a

After the DRBG is supplied with an initial seed and made ready for use, it does two things
updates its ipternal state and outputs a block of random appearing data. The internal state is

deterministic internal state transition function, referred to.as the internal state update functios
that takes as
any other raandomness source (e.g. an entropy source.or DRBG). In particular, it does not take
seed value gs input. The output of the DRBG is computed by a deterministic output generat
which takes[the current (just updated) internal state as input.

In the abserce of any additional input, the(initial seed determines all the outputs of the DR]
reseeded. Thus, if the DRBG does not take additional inputs during use, storage of the seed in
state represgnts a major security threat, hence, if this was permitted, the DRBG could not be
possessing enhanced backward security, since disclosure of the seed would threaten all security
depending on the output of the DRBG since the seed was introduced. Therefore, as a result of

1in Figure 5,

input the current internal state, any additional inputs supplied by the user and the outputs of

the original
ng function,

BG until it is
the internal
regarded as
applications
requirement

11) in 5.2, a DRBG that does ngttake additional inputs during use shall not store the seed in its ipternal state.

It is often uspful to think of the internal state as being the combination of a working state that i
updated and} optionally)a'series of secret parameters. These secret parameters often control the
the internal ptate transition functions and output generating function in a manner similar to cj
keys (and ar¢ inde&d'often cryptographic keys). The selection of these secret parameters is outs
of this docurpent:

5 continually
operation of
yptographic
de the scope

NOTE1 Key management guidance can be found in ISO/IEC 11770-1.

Typically, a DRBG also contains a mechanism to update the internal state in the event that a new seed value
is supplied. Such an update is performed by a specialized internal state transition function and is known
as reseeding. The internal state after reseeding can depend upon the previous internal state or can involve
clearing the DRBG’s working state and loading the new seed in a similar manner to the initial seeding
operation.

A secure DRBG also includes mechanisms designed to increase the likelihood of continued secure operation
in the event of failures or compromises. The potential for failure to perform as intended is addressed through
the inclusion of health tests on the various components, such as known-answer tests and continuous output
tests (see 8.8.4).
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Each of the DRBGs specified (see Annex C) has been designed to provide forward and backward secrecy
when observed from outside the DRBG boundary, given that the observer does not know the seed or any
state values.

When observed from within the DRBG boundary, each of the specified DRBGs (see Annex C) provides
enhanced backward secrecy.

In the case of a DRBG, enhanced forward secrecy depends on the insertion of sufficient entropy during
a generation process to meet the security requirements for the security strength to be supported by the
DRBG. This entropy may be inserted during a reseeding process or provided as additional input from an
additional randomness source. If this entropy is provided during each generation request, then full forward
secrecy is usually provided.

NOTE 2  For example, if a DRBG is expected to provide 128 bits of security, then to have the full forward secrecy, the
seed provided 128 bits of entropy and, for each iteration of the DRBG, an additional input is made thatalso contains at
least 128 bits|of entropy.

Providing ehtropy during each generation request is not necessarily practical for-many ppplications.
However, usér input with even a small amount of entropy provides some degree of fofiard secrgcy. It can be
appropriate for an application to require additional input with high entropy for critieal applicatfions (e.g. the
generation of digital signature keys).

With respecf to backward secrecy, a properly implemented DRBG is instantiated using a seciet seed. The
seed is used to determine the initial state of the DRBG. The output of the DRBG is some fufction of the
internal state, and the internal state is updated during each request fardits. If the seed or any stiate becomes
known, priot outputs can be determined unless a cryptographically strong one-way function if used in the
DRBG desigy) to transition from one internal state to the next intéernal state.

Seed value Additional inputs

Internal state
transition function
reseeding

Internal state
transition function
seeding

Internal state
transition function
the internal state
update function

Internal state

A 4
Outpbut
r

generation
function

Return
pseudorandom
bits

Figure 5 — DRBG model
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9.3 DRBG randomness source

9.3.1 Primary randomness source for a DRBG

The primary randomness source input for a DBRG is a seed value. The seed value shall contain sufficient
randomness to support the DRBG's intended security strength and shall be input to the DRBG prior to
requesting pseudorandom bits from the DRBG. For more details about the requirements of the source of the

seed value, s

ee 9.3.2.

The seed, seed value size and the entropy (i.e. randomness) of the seed shall be selected to minimize the
probability that the sequence produced by one seed significantly matches the sequence produced by another
seed, and to reduce the probability that the seed can be guessed or exhaustively tested. Since this document
does not require full entropy for a seed but does require sufficient randomness, the length of the seed value

used to cons
needed rand
specified se
assurance o
to note that

furity strength. However, the length should be more than the minimum in‘orde
 sufficient randomness and address any concerns of possible reuse of ajseed. It
using the minimum length is acceptable only if the seed value is generated by a

source. As the seed value is generally of variable size, the specification of the DRBG algorithn

assumption,

Randomness

although a specific implementation can be optimized to support a.specific length.

analysis for a seed is a critical component of the security assurarce associated wi

The importajnce of this analysis is most readily demonstrated when something goes wrong. For

security stre
this amount

ngth of 128 bits is desired and is believed to be achieved\buit only 60 bits are actud

bits, a determined adversary can still exhaust the randomness afa reasonable cost.

The generat
intended sed
seeds. The s

1)
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distribu
random
string is

NOTE1 Un
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shall be
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NOTE2  Iff

on or entry of randomness into a DRBG using\an insecure method can result in
urity assurances. To ensure unpredictability, eare should be exercised in obtaining
bed and its use by a DRBG shall be generated'and handled as follows.

Seed construction: A seed shall include a seed value and should include a personalization sf

er information on personalization strings). The combination of the seed value and
ization string is also called the seed material. A derivation function shall be used

hess in the seed) whenever alpersonalization string is used. Whether or not the pe
present, the resulting seed'shall be unique.

ique personalization strings can prevent an attacker from identifying the DRNG, inhibif
be the last resort in-a'¢atastrophic failure scenario.

b: DRBGs may be’used to generate both secret and public information. In either c
kept secret A single instantiation of a DRBG should not be used to generate bot
hlues. Costrand risk factors shall be taken into account when determining whet
htionsfor secret and public values can be accommodated.

heDRBG can be used to provide enhanced backward and forward secrecy and if the impl

modate the

omness. That is, the length of the seed value shall, at minimum, be the numbet: If bits in the

to increase
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full entropy
s make this

th the DRBG.
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Ily achieved,

of randomness is exhausted quite easily by an adversary. Even if the actual randgmness is 80
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ind handling

ring (see 9.4
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Le the randomness across the(seed or to adjust its length (without reducing the amount of
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ISt STde chanmet attacks, TS possibie to 1gToTe tiS Security feature to ot USE a SIMgE 1115
rate both secret and public values without loss of security.

tantiation of a

A seed that is used to initialize one instantiation of a DRBG shall not be intentionally used to reseed the
same instantiation or used as a seed for another DRBG.

3)

Seed randomness: The seed value for the seed shall contain sufficient randomness for the desired

security strength, and the randomness shall be distributed across the seed. It is possible that a
consuming application can be concerned about collision resistance. In order to accommodate possible
collision concerns, a seed shall have randomness that is equal to or greater than 128 bits or the
required security strength for the consuming application; whichever is greater [i.e. entropy = max (128,
security_strength)]. If a selected DRBG and the seed are not able to provide the strength required by the
consuming application, then a different DRBG shall be used.
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4) Seedvalue size: The minimum size of the seed value depends on the selected DRBG, the security strength
required by the consuming application and the randomness source. The size of the seed value shall be
at least equal to the required security strength of the DRBG in-bits and can be larger, depending on the
randomness source [see item 2) in this subclause]. For example, if 160 bits of randomness are required,
the quality of the randomness source can require a seed value size of 240 bits or more to achieve the 160
bits of randomness.

5)

Seed privacy: Seeds and seed values shall be handled in a manner consistent with the security required

for the target data. For example, if the only secrets in a cryptographic system are the keys, then the
seeds used to generate keys shall be treated as if they are keys.

6)

Seed usage period: A DRBG seed shall have a specified usage period, after which it shall no longer be

used. Seeds shall have a specified finite seedhfe The seed shall be updated perlodlcally, or the seed

by a timp

In somsq i

random
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applicat
new see
an adve

ce the DRBG, thus obtaining a new seed in the process (e.g. obtain a new smart c
ons, reseeding is an appropriate design choice. Reseeding (i.e. replacement of on
d) is a means of recovering the secrecy of the output of the DRBG'if a seed beco
sary. Periodic reseeding is a good countermeasure to the potential threat that t}

DRBG ofitput become compromised. However, the result from reseeding is only as good a

of the n
inputin
outputs

ew seed value provided for reseeding. Generating too:many outputs from a see
ormation) can provide sufficient information for an.adversary to successfully pred
Periodic reseeding reduces security risks, reducingthe likelihood of a compromise

data thal is protected by cryptographic mechanisms that'use the DRBG.
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seed is determined to be identical to the old seed, another new seed shall be gener
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Requirement 11 in 5.2 states that a DRBG is required to provide enhanced backward secrecy. If enhanced

forward secrecy is invoked (i.e. by inserting sufficient new entropy into the DRBG) and if the implementation is
resistant against side-channel attacks, the random bits generated after the insertion of the new entropy can be used
for different types of random data than the random bits generated before the new entropy was inserted without loss

of security.

9.3.2 Generating seed values for a DRBG

The seed value used in the seed for an approved (target) DRBG shall be produced in one of three ways.

1) The seed value for the target DRBG shall be produced by an approved NRBG that produces output at a
sufficient entropy rate (i.e. with full entropy).
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The seed value for the target DRBG shall be produced by an approved (source) DRBG that produces

outputata security strength equal to or greater than the security strength intended for the target DRBG.
The source DRBG shall also have been seeded in accordance with these seed-generation requirements.
Hence, a chain of DRBGs can be envisioned in which each DRBG produces seed values for the next DRBG
in the chain. However, this chain shall always begin with either an approved NRBG or an approved DRBG

with an

3)

internal entropy source.

The seed value shall be generated by an appropriate entropy source. This entropy source may produce

dependent bits. Ifitis produced in this way, then the developer shall assess the rate of entropy production
of the source and ensure that the source meets all the requirements of entropy sources found in 6.2.2,
8.3 and 8.8.4.

9.3.3 Additional randomness sources for a DRBG

The operati
randomness

In addition t
source (e.g. 3

source can be useful for a variety of reasons.

b the required seed value, a DRBG may obtain randomness from a non-deterministic
n entropy source or NRBG) or another DRBG after initialization. In this.¢ase, the D

a hybrid DRBG (see 9.3.4 for further information).

Despite the §
the security

dditional sources of randomness providing additional unpredi¢tability to the outp
of the DRBG shall rest solely upon the primary randomness source.

The advantalge of using an entropy source or NRBG as an additionak ranidomness source is that

output of thg
such as enh4d

9.3.4 Hyb

nced forward and backward secrecy.

rid DRBGs

A DRBG is hjybrid if it accepts external input after initialization (e.g. by reseeding or acceptiy

input); other

The extra fu

wise, it is a pure DRBG.

hctional requirements of a hybrid DRBG are as follows.

bn of a DRBG may also include one or more additional randomness sources, Aln additional

randomness
RBG is called

1t of a DRBG,

it allows the

DRBG to be non-deterministic and can help prevent cryptanalysis and/or add seculrity features

g additional

1) An advefsary shall not be able to predict the next bit with a probability significantly greater than one
half, evehn if the attacker has complete control over non-deterministic input (e.g. from an engropy source
or NRB().

2) No advefsary shall be abletorecover any information about the non-deterministic input by observing
the outjljt of the RBG.

3) No unauthorized person shall be able to manipulate or influence the non-deterministic inpit.

9.4 Additjonalinputs for a DRBG

The operati

acquired by 3

ition can be

I of a DRBG may lnclude optlonal addltlonal inputs. Addltlonal 1nput 1nform<

ation includes

the input parameters when the DRBG is called by the consumlng apphcatlon and any additional input that
can be public. Additional inputs shall not weaken the RBG.

Depending on the DRBG, time-variant information can also be required, e.g. a counter or a date/time value.

DRBGs allow for the use of an optional personalization string during instantiation. A personalization
string is used in conjunction with a seed value to produce a seed. Examples of data that can be included in
a personalization string include a product and device number, user identification, date and timestamp, IP
address, or any other information that helps to differentiate DRBGs.
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The functional requirements for additional inputs are as follows.

1y

2)

3)

When a counter is used by a DRBG, it shall not repeat during the “instance” of the DRBG. When the DRBG
is initialized with a new seed, the counter can be set to a fixed value (e.g. set to 1) but shall be updated
for each state of the DRBG and shall not repeat.

When a date/time value is used by a DRBG, it shall not repeat. Whenever a date/time value is requested
by a DRBG, either a different date/time value shall be used than was previously used, or another
technique shall supplement the date/time value to provide uniqueness (e.g. a counter is concatenated to
the date/time value).

When a personalization string is used, it shall be specified to be unique for all instantiations of the same

DRBG type.

4)
That is, ¢ven if the attacker can adaptively choose the values of the additional inputs, theatt
be unable to predict the next bit produced by the RBG with a probability significantly greater t

9.5 Internal state for a DRBG

The internal|state is the memory of the DRBG. It consists of all of the parameters, variables and
values that the DRBG uses or acts upon. The internal state includes values that are acted upon by
state transition function between requests, keys used during each cally additional input th
obtained while a request is serviced and time-variant parameters usedby the DRBG. The inte
dependent oh the specific DRBG and includes all information that isaréquired to produce the ps
bits from onf request to the next. Some portion of the internal stdte shall be changed by the i
transition function.

The internal state can be thought of as a combination ef a*working state (which is potenti
during every execution), a secret parameter (which is €enstant during every execution and ¢
periodically), and administrative information (fixed information for the instantiation, such as
strength of the DRBG).

The functionjal requirements for the internal state are as follows.

to the DRBG.
acker should
han one half.

other stored
the internal
at has been
rnal state is
cpudorandom
hternal state

hlly updated
nly updated
the security

1) A DRBG|shall be instantiated prior to<the generation of output by the DRBG. During instantiation, an
initial sfate for the DRBG is derived;‘in part, from a seed. The DRBG instantiation may beg reseeded at
any timg if a reseed capability has'been included. The state of a DRBG includes information|that is acted
upon, and optionally, keys used by the generator.

2) The internal state shall bé gompletely contained within the DRBG boundary.

3) The internal state shall be protected at least as well as the intended use of the output by the consuming
applicatjon.

4) If there pre values that the secret parameter should not take (e.g. “weak” cryptographic kdys), then the
secret parameter shall be tested to make sure that these secret parameter values are not used.

5) The secret parameter, if it exists, shall be replaced periodically unless the DRBG is terminated.

9.6 Internal state transition function for a DRBG

The internal state transition function updates the internal state using one or more algorithms. The

algorithms used and the method of altering the internal state depends on the specific DRBG.

The DRBGs in this document have three separate internal state transition functions:

1) prior to the initial use of the DRBG, a seed value and all initial input are obtained. The seed value and
initial input are used to determine the initial state of the DRBG;
2) the internal state shall be updated either after the output bits are determined by the OGF or when

insufficient entropy is not yet available in a pool of bits from which the OGF can extract output; and
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new seed material with the current internal state values to determine a new internal state.

The functional requirements of the internal state transition function are as follows.

The internal state transition function shall allow for known-answer testing when required.

if the seed shall be replaced, then go to step 1 to determine a new internal state. Otherwise, combine

A DRBG shall transition between states on demand (i.e. when the generator is requested to provide new

pseudorandom bits). A DRBG may also be implemented to transition in response to external events (e.g.
system interrupts) or to transition continuously (e.g. whenever time is available to run the generator).
Additional unpredictability is introduced when the generator transitions between states continuously
or in response to external events. However, when the DRBG transitions from one state to another
between requests, it can be necessary to perform reseeding.
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c¢) The intd
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9.7 Outpyt generation function for a DRBG
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liate reseeding.

beneration function of a DRBG produces pseudorandom bits that are a function

hese pseudorandom bits are deterministic with respect to the content of the intern

al requirements for the output generation function are as follows.
put generation function-shall allow for known-answer testing when required.

shall not provide-output until a seed with sufficient entropy has been incorporz:
state.

requiring-key(s) shall not provide output until the key(s) is available.

put (generation function shall not leak any information about the internal st
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5)

6)

the function (i.e. the output generation function should be a one-way function).

The output generation function shall produce output using the DRBG's internal state.

The output generation function shall not reuse bits from the internal state.

9.8 Health tests for a DRBG

9.8.1 DRBG health tests overview

Although not actually shown in Figure 5, the DRBG intrinsically contains mechanisms to measure its health.
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A DRBG shall be designed to permit testing that ensures that the generator is correctly implemented and
continues to operate correctly. A test function shall be available for this purpose. The test function shall also
allow the insertion of predetermined values of the input information in order to test for expected results
(known-answer tests). If any test fails, the DRBG shall enter an error state and output an error indicator.
The DRBG shall not perform any random output generation while in an error state and all output shall be
inhibited.

NOTE Error states can include “hard” errors that indicate an equipment malfunction requiring maintenance,
service, repair, or replacement of the DRBG, or can include recoverable “soft” errors requiring an initialization or
resetting of the DRBG. Recovery from error states is possible except for those caused by hard errors that require

maintenance,

service, repair, or replacement of the DRBG.

9.8.2 DRBG health test

A DRBG shall perform health tests to ensure that it continues to function properly. Health tést
functionality shall be performed when the DRBG is powered up, on demand (e.g. upon applica
or when resgtting, rebooting, or power recycling), and under various conditions, typically when
function or ¢peration is performed (i.e. conditional tests). Some health tests shall beroperated ¢
An RBG may] optionally perform other health tests for DRBG functionality in addition to the te
in this document.
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is case, the DRBG shall enter an error state and output an error indicator.

G software/firmware integrity test

blies to any DRBG containing software or firmware. A software/firmware integri
ation technique shall be applied to all software and firmware residing in the DR
fered up_ifvorder to determine code integrity. Authentication techniques may incl
bn codes.or digital signatures using known algorithms, or error detection codes

s of the RBG
tion request
a particular
ontinuously.
sts specified

rom known-
fests may be

e DRBG shall
h error state
be required

bower up, on
ne algorithm
Itput equals
| the known

Ly test using
BG when the
1de message
EDCs) when
hlated result

akthe previously generated result. In this case, the DRBG shall enter an error stat

e and output

an error ind

;Y
CdlVUl.

For more details, refer to ISO/IEC 19790.

9.8.5 DRBG critical functions test

All other functions that are critical to the secure operation of the DRBG shall be tested during power-up
and on demand. Critical DRBG functions that are performed under certain specific conditions shall also be

tested when

those conditions arise.

9.8.6 DRBG software/firmware load test

This test shall be performed by DRBGs that contain software or firmware. A cryptographic mechanism
using an approved authentication technique (e.g. using an approved authentication code, digital signature
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algorithm, or HMAC) shall be applied to all software and firmware [e.g. within electrically-erasable
programmable read-only memory (EEPROM), RAM, and field programmable gate arrays] that can be
externally loaded into a DRBG. This test shall verify the authentication code or digital signature. A calculated
result shall be compared with a previously generated result. This test fails if the two results do not match. In
this case, the DRBG shall enter an error state and output an error indicator.

For more details, refer to ISO/IEC 19790.

9.8.7 DRBG manual key entry test

When security information is manually entered into a DRBG (e.g. a seed value or key), the security
information shall include an error detection code (EDC) or duplicate entries shall be used in order to verify

the accuracy of the securlty 1nformat10n An EDC shall be at least 16 blts in length A DRBG shall verify the

case, the DR

9.8.8 Con

Continuous

noise source
on the noise
of continuou
source. Theq
tests shall hj
source. In m
functioning

constrained
designed so

It is import3
may be outp
component.

test. It is im
error is only
have already
be set to an 3

9.9 Addit

In addition 4
imposed on
used by a giy

Some DRBGs
from an ext

al the EDC that was entered or the dupllcate entrles do not match, then the test
BG shall enter an error state and output an error indicator.

[inuous tests on noise sources in entropy sources

health tests shall be run on the outputs of a noise source within an-entropy sour
is operating and before any conditioning of the noise source-gutput. Continuou
source behavior and aim to detect failures as the noise source.produces outputs.
s tests is to allow the entropy source to detect many kinds_of failures in its undg
e tests are run continuously on all digitized samples obfained from the noise sd
ave a very low probability of raising a false alarm during the normal operation
hny systems, a reasonable false positive probability‘makes it extremely unlikely th
Hevice indicates a malfunction, even in a very leng/service life. Continuous tests 3
meaning their ability to detect noise sourcexfailures is limited. As a result, they
[hat only gross failures are likely to be detected.

nt to note that continuous health tests{Operate over a stream of values. These sa
ut from the entropy source as they are generated and (optionally) processed by a
t is not necessary to inhibit output4rom the noise source or entropy source while

signaled once significant eyidence has been accumulated, and it is possible that
been output by the entropy source. As aresult, it is important that the false positiv
icceptable level.

jonal requirements for DRBG keys

o the functional Tequirements levied upon the DRBG components, other requirem
the implementation and use of a DRBG. These requirements are associated with ar
en DRBG.

require the use of one or more keys. When not explicitly prohibited, these keys may

ajculated EDC
fails. In this

ce while the
5 tests focus
The purpose
erlying noise
urce, and so
of the noise
ht a properly
re resource-

are usually

mple values
conditioning
running the

portant to understand that this.cah result in poor entropy source outputs for a titne, since the

these values
e probability

bnts are also
y key that is

be provided

brfal source (i.e. from an appropriate source outside the DRBG boundary), or th

e DRBG may

be designed

to generate keys from seed material. The use of externally provided keys can be

appropriate,

for example, in low-risk applications with memory constraints (e.g. smart cards), when the generation of
sufficient seed material for keys is impractical (e.g. the source of sufficient entropy is too costly), or the
quality of the DRBG’s entropy source is questionable but high-quality keys can be obtained outside the DRBG
boundary.

A key and its use in a DRBG shall conform to the following:

1) Key use: Keys shall be used as described in a specific DRBG. A DRBG requiring a key(s) shall not provide
output until the key(s) is available.
2) Key entropy: The entropy for the combination of keys shall equal at least the required security strength

of the consuming application. For example, when 128 bits of security are required by an application, the
key(s) shall have at least 128 bits of entropy.
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Key size: Key sizes shall be selected to support the desired security strength of the consuming
application.

Keys determined from a seed: A key determined from a seed shall be independent of the rest of the
initial input that was determined by that seed. If multiple keys are used by a DRBG, as opposed to the
same key used in multiple places, then each key shall be independent of all other keys.

a)

For DRBGs that determine a key from the same seed as an initial value and any other keys (i.e. a

single seed is used to determine all initial inputs for the DRBG, including keys), the seed shall have
entropy that is equal to or greater than the intended security strength of the DRBG instantiation.

b)

For DRBGs that use multiple seed values to determine a DRBG instance, each seed value shall be

used to determine a different part of the initial input (e.g. the initial value for the DRBG and each
distinct key shall be determined from different seed values). The combination of all seed values shall

hav

Keys pr
equal to
cannot I

Rekeyin
of the o
the potg

rekeying is only as good as the randomness source (e.g. NRBG or_.chain of DRBGs) used td
new key. In some implementations (e.g. smartcards), it is possible/that there is no adequ

process
DRBG, o

Generat
predicti

comproinise of the target data that is protected by-cryptographic mechanisms that use the

Key life
Expired
become

DRBG output.

Key sepdration: A key used by a DRBG shall not intentionally be used for any purpose other

bit gene

e entropy that is equal to or greater than the required strength of the consumingzay

pvided from an external source: Unless keys generated externally have ansamour
or greater than the security strength to be provided by the DRBG, the séctrity
e guaranteed.

E: Rekeying (i.e. replacement of one key with a new key) is a means-of recovering
tput of the DRBG if a key becomes known. Periodic rekeying\is' a good counte
ntial threat that the keys and DRBG output become comproniised. However, the

and rekeying can actually reduce security. In these cases, the best policy can be t
btaining a new key in the process (e.g. obtain a new¢mart card).

ng too many outputs using a given key can _ptovide sufficient information for
hg future outputs. Periodic rekeying reduces security risks, reducing the lik

Keys shall have a specified finite key tife. Keys shall be updated (i.e. replaced)
keys, or keys from which updated’,or new values were derived, shall be destr
known (e.g. the seeds are compromised), unauthorized entities can possibly de

ration. Different instances of a DRBG shall use different keys.

plication.

t of entropy
of the DRBG

the secrecy
rmeasure to
result from
provide the
hte rekeying
b replace the

successfully
plihood of a
DRBG.

periodically.

yed. If keys
termine the

han random
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Annex A
(normative)

Combining RBGs

This annex specifies different ways to combine RBGs, which shall be followed when RBGs are

combined. A

combination of RBGs shall follow a “no worse than” paradigm; that is, the proposed combination of RBGs
is "no worse than" an approved RBG (and, in theory, is intended to be better). This is a conservative way to

combine RBGs.

An RBG may| be combined with another RBG if it can be shown that the RBGs are not correlat
other. For expmple, this can be because they use either a different seed, or different algorithm; o

bd with each
 both. If two

different algprithms were combined, this would address possible concerns of a discoveryin the future of a

cryptanalytic attack on one of the algorithms.

An approved RBG may be combined with an unapproved RBG not specified innthis docume
shown that the two RBGs are not correlated and if it can be shown that if the second RBG

if it can be
grades to a

n
constant (thatis, zero entropy). Then, the output of the combined RBG is stillkthe output of an a(j%)roved RBG.

As an example, if the two RBG output streams are combined using an €xclusive OR (XOR) op
this condition is satisfied.

Combining ajn approved RBG with an unspecified RBG can be done to’allow the advantages of thg
RBG to be gained, which were thought to be superior to approved alternatives in some qualit
specified in this document. It also can be done when one forGm'requires the use of one method
forum requifes the use of another method.

EXAMPLE1 [ An NRBG with a physical entropy source @ses a properly initialized DRBG to mix a
obtained from the physical source.

EXAMPLE 2 | A generator that is composed of a-{complete” NRBG that provides input to a “complet
not possible go influence the flow of bits from the:NRBG to the DRBG except, perhaps, for health testi
validation.

bration, then

unspecified
y that is not
and another

‘pool” of bits

” DRBG. It is
hg or product
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Annex B
(normative)

Conversion methods for random number generation

B.1 Techniques for generating random numbers

This document is concerned with the generation of sequences of random bits. In some cryptographic

applications

1) eachint

AT £oondoo ool ave o oot d (o o N\ aibhae
Sttt s uTrTaautirrotirot T s—ar T equrrca—un S, Uy, Uy, ) vwWiIIcToy

pger a; satisfies 0<a; <r-1, for some positive integer r (the range of the random

2) theequation a; =s holds with probability almost exactly 1 /r,forany i >0 and forany.s (0<4

3) eachval

This annex
sequences of

If the range
can be obtai

B.2 Thes

Let m be the
method to g¢

1) Use the

2) Letc= )
y:

3) Ifc<r t

NOTE TH

0,5<r/2™s
then the abov]

B.3 The ¢

e g; is statistically independent of any set of values a; (j#1).

pecifies six techniques by which such sequences of random numbers can be ger]
random bits.

of the number required is not 0<q; <r—1 but a<a; <b,then a random number
hed by computing a; +a, where a; is arandom numberin the range 0<a; <b-a.

imple discard method

bnerate the random number a is as folloews.

RBG to generate a sequence of m random bits, (by, by ,...,b,_1)-
m-1
=0

hen put a=c, else discard.c and go to step 1.

b 2l .

i -

N

et |

e ratio r/Zm is_a-easure of the efficiency of the technique, and this ratio aly

1.1fr/ 2™ is closeto 1, then the above method is simple and efficient. However, if r / 2m
e method is less.efficient, and the more complex method in B.3 is preferable.

omplex discard method

Choose a's

numbers);

<r-1);and

erated from

n this range

unique positive integer satisfying 21 < p2om (m is uniquely defined by the choice of r ). The

ays satisfies

is closeto 0,5,

I Bositive integer t . and then let m be the unique positive integer satisfying 2™

Lept<om

m is uniquely defined by the choices of r and t ). This method generates a sequence of t random numbers
(ag,aq,...,a,_1) in the following way.

1) Use the RBG to generate a sequence of m random bits, (by, by ,...,by_1 ).

-1
2) Let szur’io 2'b; .

t

3) If c<r

then let (ay,aq,...,a,_;) be the unique sequence of values satisfying 0<a; <r—

t-1 .
c= Zizor a; , else discard ¢ and go to step 1.
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The ratio rt /2m is a measure of the efficiency of the technique, and this ratio always satisfies

0,5<rt /2™ <1. Hence, given r, it is preferable to choose t so that rt /2™ is sufficiently close to 1. For

example, if r=3, then choosing ¢ =3 means that m=5 and rt /Zm =27/32=0,84, and choosing t =5 means
that m=8 and rf /2™ =243/256~0,95.

NOTE 2

The complex discard method coincides with the simple discard method when t =1.

B.4 The simple modular method

Let m be the unique positive integer satisfying 2™ <r<2™ andlet I bea security parameter. The method
to generate the random number a is as follows.

1) Use the RBG to generate a sequence of m+1[ random bits, (by,by,...,bpy_1)-

2) Letc=

m+1-1

i
=0 2' b

i -

3) Leta=dmodr.

NOTE
execution. U
1/r.Howeve

of s and 1/1

B.5 The ¢

Choose a sm|
m is unique|
sequence of

1) Use the
2) Let c=)
y:

3) Let (a
t_

=]
NOTE1 As

of numbers, b
for alarge en

NOTE2 Th

Urllike the previous two methods, the simple modular method is guardnteed to termin|

fortunately, the probability that a=s for any particular valuerof/s (0<s<r-1) i

are negligible.

omplex modular method

all positive integer t, and then let m be the unique positive integer satisfying 2™
ly defined by the choices of r and t). Let.["be a security parameter. This method
t random numbers (ag,aq,...,a,_1 ) inthetollowing way.

ut the difference between the actual distribution of numbers and the uniform distributio
ugh security‘parameter.

e complexmodular method coincides with the simple modular method when t=1.

thaod

ate after one
s not exactly

r, for alarge enough value of | the difference between the probaliility that a=s for any pdrticular value

Lert<om
generates a

RBG to generate a sequence of m+I[gandom bits, (by, by ,..., b1 )-
—~ m+1-1_;
b " 20 b, mod rt |
SEE)
,dy,...,0;_1)be the amique sequence of values satisfying 0<a;<r-1| such that
L
ra;.
0 1
with the simple mgdular method, the complex modular method does not give a truly uniforin distribution

h is negligible

B.6 The s

Let m be the unique positive integer satisfying

NZ ol discard

TITOCY

2™l <r<2™ (m is uniquely defined by the choi

method to generate random number a is as follows.

1) Use th
2) Let c=
3)

a)

e RBG to generate a sequence of m random bits, (by, by ,...,bp_1)-

S aln,.

If c<r then put a=c, else

let d be the unique integer such that 2™ <c@®(r-1)<2™,
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b) use the RBG to generate a sequence of d+1 random bits, (b, b,41---»Dmid )»
c) let b; =b,,; for 0<i<d+1 and by,q,; =b; for 0<i<m-d-1 and go to step 2.

NOTE1 In contrast to the simple discard method that discards all m random bits when ¢ =r, the simple partial
discard method discards d+1 (<m) bits when c2>r .

NOTE 2  The simple partial discard method gives a uniform distribution of numbers, i.e. the probability that a=s
for any particular value of s (0<s<r-1)isexactly 1/r.

NOTE 3  For any positive integer r, the expected number of random bits needed to generate a random number of
the simple partial discard method is less than or equal to that of the simple discard method.

B.7 The qomplexparttal discard method

Choose a smill positive integer t, and then let m be the unique positive integer satisfying 2™ Lopt<om (
m is uniquely defined by the choices of r and t ). This method generates a sequence of t"random numbers
(ag,aq,...,a4_1 ) in the following way.

1)  Use the RBG to generate a sequence of m random bits, (by, by,..., by,_q1 )

2 1 m-1_; '
) Let C"Zizo 2'b; .
3) If c<r thenlet (ay,ay,...,a,_1) be the unique sequence of ¥alues satisfying 0<a; <r+1 such that
_ t-1 ;
C_Zizor a; , else
a) et d be the unique integer such that 2™ 471 Sc@(rt —1) <2md
b) use the RBG to generate a sequence of d#® random bits, (b,,, b;,1,---» bysd ) »
c) let b; =b,,,; for 0<i<d+1 and by, 4;=b; for 0<i<m-d—1 and go to step 2.

NOTE 1 Like the simple partial discard method, the complex partial discard method gives a uniform distribution of
numbers.

NOTE2 THe complex partial discardiethod coincides with the simple partial discard method when f=1.
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Annex C
(informative)

Deterministic random bit generators

C.1 DRBG mechanism examples

This annex contains examples of deterministic random bit generator (DRBG) mechanisms that meet the

requirement
requirement

The DRBGs ¥

NOTE So

C.2 DRB(

C.2.1 Intr

A hash DRH
provided be

The Hash_D
ISO/IEC 291
appropriate

C.2.2 Has

C.2.2.1 Dig
The design 4
1) The outj

2) The see
maximul

Hash_DRBG
that produce

Im of the bit length of the output of the hash-function.

£alo maarndtTlaic 1o oot marlatalick Ot o oo | NEEPE-PErey oo bla 3£+
S OT IS GOUCOTITCTIC TS 15 Ot a COTIPTC TS O tICT THCCTIAaTIT SIS ar C POSSTOTCTIT €

s stated in the main body of this document.
vithin this annex are given in pseudocode.

Ine pseudocode examples contained herein also appear in Reference [11].

ks based on hash-functions

pduction to DRBGs based on hash-functions

OW.

RBG (...) specified uses any cryptographic hash*function as specified by ISO/IEC
D2-5 and may be used by applications requiring various security strengths, provi
hash-function is used and sufficient entropy is obtained for the seed.

h_DRBG

cussion
ssumptions of the hash-funiction DRBG (Hash_DRBG) are as follows.
puts of the hash-function appear random if the inputs are different.

[l contains an appropriate amount of entropy based on the bits of security des

(...) empldys-a cryptographic hash-function specified by ISO/IEC 10118-3 and ISO
s a bloek-of pseudorandom bits using a seed (seed).

ney meet the

G is based on a hash-function that is non-invertijble;* DRBGs based on hash-fiinctions are

10118-3 and
ded that the

red, up to a

IEC 29192-5

Optional add

itional input (additional_input) may be provided during each request of Hash_DRB(

b ().

Hash_DRBG (...) has been designed to meet different security strengths (see Annex E) depending on the
hash-function used.

The Hash_DRBG (...) generator requires the use of a hash-function at several points in the process, including
the instantiation and reseeding processes. The same hash-function is used throughout. The hash-function

should meet

or exceed the desired security strength of the DRBG.

Table C.1 provides examples of cryptographic hash-functions specified by ISO/IEC 10118-3 and
[SO/IEC 29192-5, illustrating security strength, required minimum entropy and seed length.

© ISO/IEC 2025 - All rights reserved
48


https://iecnorm.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

ISO/IEC 18031:2025(en)

Table C.1 — Security strength table for hash-functions

Hash-function |[SHA- |[SHA- |SHA- |SHA- |SHA3- |[SHA3- |SHA3- |[SHA3- |SHAKE128 |SHAKE256
224 |256 384 (512 224 256 384 512

Supported 128, [128, 128, |128, |128, 128, 128, 128, 128, 128,

security 192 192, (192, 192, |192, 192, 192, 192, 192, 192,

strength 256 256 256 224 256 256 256 256 256

Required

minimum max(128, security strength)

entropy

Seed length 440 440 888 888 440 440 888 888 440 888

(seedlen)

C.2.2.2 Description

C.2.2.2.1 (eneral

The instanti
amount of ef
is used to de

1) avalue

rive elements of the initial state, which consists of:

V) that is updated during each call to the DRBG;

2) aconstant (C) that depends on the seed;

3) acountd

s obtained during instantiation or reseeding;

ity strength of the DRBG instantiation;

the length of the seed (seedlen);

required by the DRBG; and

value w3
4) the sec
5)
6)
7)

may be

The variable
additional_in

C

mitted if the DRBG will not be reseeded.

s used in the description of Hash_DRBG (...) are:

put

reseeding processes.

data

The data to be hashed.

Optional additional input. It is <23% bits.

ation and reseeding of Hash_DRBG (...) consists of obtaining a seed value with
itropy requested by the consuming application. The seed value is used-to derive a seed. The seed

a predidtion_resistance_flag that indicates wihether or not enhanced forward secrecy

at least the

r (reseed_counter) that indicates the number of requests for pseudorandom bits sinice new seed_

capability is

(optiondl) a transformation of the seedwalue using a one-way function for later comparisoh with a new
seed value when the DRBG is reseeded; this value is present if the DRBG will potentially be

reseeded; it

A seedlen-bit constant that is calculated during the instantjiation and

Get_entropy

length, max_length)

Hash (a)

Hash_df (seed_material, seedlen)

(min_entropy, min_

A function that acquires a string of bits from a randomness source.
min_entropy indicates the minimum amount of entropy to be provided

in the returned bits; min_Ilength indicates the minimum number of bits
to be returned; max_Ilength indicates the maximum number of bits to

be returned.

A hashing operation on data a using a cryptographic hash-function
specified by ISO/IEC 10118-3 and ISO/IEC 29192-5.

A derivation function that hashes an input string and returns the num-

ber of bits according to the characteristics of the hash-function.
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max (4, B)

max_length

max_request_length
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A temporary value used as a loop counter.

The number of iterations of the hash-function needed to obtain the
requested number of pseudorandom bits.

A function that returns either A or B, whichever is greater.

The maximum length of a string returned from the Get_entropy (...)
function.

The maximum number of pseudorandom bits that may be requested
during a single request. This value is implementation dependent. It is

<219 bits.

min_entropy

min_length
Null
outlen

personalizat

prediction_rd

prediction_ré

pseudorando

requested_nd

requested_st|

on_string

sistance_flag

Im_bits

_of_bits,

rength

sistance_request_flag

The minimum amount of entropy to be obtained from théjjandomness
source and provided in the seed.

The minimum length of the seed_value.
The null (i.e. empty) string.

The length of the hash-function output.

A personalization string. Itis < 23T pits.

A flag indicating whether or net enhanced forward secrecy requests
should be handled.

prediction_resistante_flag = 1 = allow =
Allow_prediction_resistance,

prediction_resistance_flag = 0 = do not allow =
No_prediction_resistance.

Indicates wHether or not enhanced forward secrecy is reqpired during
arequest for pseudorandom bits.

prediction_resistance_request_flag =1 =
Provide_prediction_resistance,

prediction_resistance_request_flag = 0=
No_prediction_resistance.

The number of pseudorandom bits to be returned from Halsh_DRBG
(...) function.

219

The number of pseudorandom bits to be generated. It is < bits.

The security strength to be associated with the requested|pseudoran-

reseed_counter

reseed_interval

seed

seedlen

| ) .
UUIITI UILS.

A count of the number of requests for pseudorandom bits since the
instantiation or reseeding.

The maximum number of requests for the generation of pseudoran-
dom bits before reseeding is required. It is < 2*8 bits.

The string of bits containing entropy that is used to determine the
initial state of the DRBG during instantiation or reseeding.

The length of the seed containing the required entropy.
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seed_material

seed value

state(state_handle)

state_handle
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The data that is used to create the seed.

The bits containing entropy that are used to determine the seed_mate-
rial and generate a seed. It is < 23> bits.

An array of states for different DRBG instantiations. A state is carried
between DRBG calls. For the Hash_DRBG (...), the state for an instanti-
ation is defined as state(state_handle) = {V, C, reseed_counter, strength,
prediction_resistance_flag, seedlen}. A particular element of the state is
specified as state(state_handle).element, e.g. state(state_handle).V.

A handle to the state space for the given instantiation.

status

strength

|4

w, W

C.2.2.2.2 Ipstantiation of Hash_DRBG (...)

The followinig process or its equivalent is used to instantiate‘the Hash_DRBG (...) process.

ThestatusTeturnmed fromra function catt, wirere status=“S§uccess” or a
failure message.

The security strength for the DRBG.

A value that is initially derived from the seed;but assumes|new values
based on optional additional input (additional-input), the gseudoran-
dom bits produced by the generator (pseudorandom_bits), the constant
(€) and the iteration count (reseed_counter).

Intermediate values.

Let Hash (...] be the cryptographic hash-function as spetified in ISO/IEC 10118-3 and ISO/IEC [29192-5 and

let outlen belthe output length of that hash-function;
Instantiate_Hash_DRBG (...):

Input: integer (requested_strength, prediction_resistance_flag), string personalization_string.

Output: skring status, integer stateshandle.

Process:

1) If (requested_strength > the maximum security strength that can be provided fpr the hash-

2) Setthe stréngth to one of the four security strengths.

unction), then Return (Failure message).

I (requested_strength < 112), then strength = 112

1 W 1 1 4930 .1 1 4930
LISTCIT (requcsSLieu_SLtreriglit = 140 J, UICITSUIerigirnr = 140

Else if (requested_strength < 192), then strength = 192

Else strength = 256.

3) min_entropy = max(128, strength).

4) min_length = max(outlen, strength).

5) (status, seed_value) = Get_entropy (min_entropy, min_length, max_length).

6) If (status # “Success”), then Return (Failure message).
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7) seed_material = seed_value || nonce || personalization_string.

8) seed = Hash_df (seed_material, seedlen).

NOTE 1 This step ensures that the entropy is distributed throughout the seed.

9) V=seed.

10) C = Hash_df ((oxo00 || V), seedlen).

11) Precede V with a byte of zeroes.

12) reseed_counter = 1.

13)
14)
Get_entropy|

The specific
follows:

Input: integg

Output: string (status, seed_value).

Process:

1y

2)
Hash_df (...):

$tate(state_handle) = {V, C, reseed_counter, strength, prediction_resistance_flag, seedlq

Return (“Success”, state_handle).

details of the Get_entropy (...) process are left to the implementerizA high-level €

r (min_entropy, min_length, max_length).

Dbtain a seed_value with entropy = min_enttepy and with the appropriate leng
\ppropriate randomness source, where minlength < length < max_length.

Return (“Success”, seed_value).

Derivation f
distribute e
returns the
its output le

Input: sty
Output: b

Process:

inctions are used during DRBG-instantiation and reseeding to either derive state

gth.

ing input_string, integer no_of bits.

it-string requested_bits.

i}

xample is as

th from the

values or to

tropy throughout a bit-string. The hash-based derivation function hashes an inpyt string and
quuested number of bits.\[:€t Hash (...) be the hash-function used by the DRBG and

let outlen be

)

emip,= the Null string.

2)
3)
4)

no_of bits
outlen

fen=| I

counter = an 8-bit binary value represented in hexadecimal as 0x01.

Fori=1tolendo

4.1 temp =temp || Hash (counter || no_of bits || input_string).

NOTE 2 no_of bits is represented as a 32-bit integer.

4.2 counter = counter + 1.
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5) requested_bits = Leftmost no_of bits of temp.
6) Return (requested_bits).

NOTE 3 Ifanimplementation does not handle all four security strengths, then step 2 of Instantiate_Hash_DRBG(...)
is modified accordingly.

NOTE 4  If no personalization_string is ever provided, then the personalization_string parameter in the input can be
omitted, and step 7 of Instantiate_Hash_DRBG(...) becomes seed_material = seed_value.

NOTES5 If an implementation does not require the prediction_resistance_flag as a calling parameter [i.e. the Hash_
DRBG (...) routine in C.2.2.2.4 either always or never acquires new entropy in step 5], then the prediction_resistance_
flag in the calling parameters and in the state [see step 12 of Instantiate_Hash_DRBG(...)] can be omitted.

C.2.2.2.3 Heseeding Hash_DRBG (...) instantiation
The following process or its equivalent is used to reseed the Hash_DRBG (...) process. kLet’Hagh (...) be the
cryptographic hash-function specified by ISO/IEC 10118-3 and ISO/IEC 29192-5 and let otitlen lje the output
length of that hash-function.

Reseed_Hash_DRBG_Instantiation (...):

Input: integer state_handle, string additional_input.

Output: sfring status, where status = “Success” or a failure message.

Process:
1) Ifthe state indicated by state_handle is not available, then Return (Failure message].

2) (et the appropriate state values, e.g. V = state(state_handle).V, strength = state(state_handle).
$trength, seedlen = state(state_handle).seedlen.

3) min_entropy = max (128, strength).

4) min_length = min_entropy.

5) [(status, seed_value) = Get_eltropy (min_entropy, min_length, max_length).
6) If (status # “Success”), then Return (Failure message).

7) $eed_material =0x01 || V|| seed_value || additional_input.

8) $eed = Hashidf'(seed_material, seedlen).

NOTE This'step combines the new seed_value with a fixed byte, the entropy presentin Vand with any
additiondl_input provided; then distributed throughout the seed.

9) W==seed:
10) C=Hash_df ((0oxo00 || V), seedlen).
11) Update the appropriate state values.
11.1) state(state_handle).V = V.
11.2) state(state_handle).C = C.
11.3) state(state_handle).reseed_counter = 1.

12) Return (“Success”).
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C.2.2.2.4 Generating pseudorandom bits using Hash_DRBG (...)

The following process or its equivalent is used to generate pseudorandom bits. Let Hash (...) be the
cryptographic hash-function specified by ISO/IEC 10118-3 and ISO/IEC 29192-5 and let outlen be the output
length of that hash-function.

Hash_DRBG (...):

Input:

integer (state_handle, requested_no_of bits, requested_strength, prediction_resistance_request_

flag), string additional_input.

Output: string status, bit-string pseudorandom_bits, where status = “Success” or a failure message.

Process:

1y
2)

3)
4)
5)

6)

7)

f the state indicated by state_handle is not available, then Return (Failure message

founter = state(state_handle).reseed_counter, strength = state(state_handle).strer
= state(state_handle).seedlen, prediction_resistance_flag = state(state_handlé
resistance_flag.

f (requested_no_of bits > max_request_length), then Return (Failure message, Null).
f (requested_strength > strength), then Return (Failure message, Null).

f  ((prediction_resistance_request_flag = Provide_ prediction_resistance) and
resistance_flag = No_prediction_resistance)), thenReturn (Failure message, Null).

f  ((reseed_counter >  reseed_interval)»> OR  (prediction_resistance_requ
Provide_prediction_resistance)) then:

6.1 Ifreseeding is not available, then Return (Failure message, Null).
6.2 status = Reseed_Hash_DRBG-.Instantiation (state_handle, additional_input).
6.3 If (status # “Success”), then'Return (status, Null).

6.4 V = state(state_handle).V, C = state(state_handle).C, reseed_counter = state(st
reseed_counter:

6.5 additional Anput = Null.
f (additionalinput # Null), then do

7.1 w=Hash (0x02 || V|| additional_input).

Null).

et the appropriate state values, e.g. V = state(state_handle).V, C = state(state’ handje).C, reseed_

gth, seedlen
).prediction_

(prediction_

est_flag =

ate_handle).

7.2/ V = (V + w) mod 2seedlen,

8) pseudorandom_bits = Hashgen (requested_no_of bits, V).

9) H=Hash (0x03 || V).

10) V= (V+ H + C + reseed_counter) mod 2seedlen,

11) reseed_counter = reseed_counter + 1.

12) Update the changed values in the state.

12.1  state(state_handle).V = V.

12.2  state(state_handle).reseed_counter = reseed_counter.
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13) Return (“Success”, pseudorandom_bits).

Hashgen (...):

Input: integer requested_no_of bits, bit-string V.

Output: bit-string pseudorandom_bits.

Process:

1y
2)
3)
4)

5) |
6)

NOTE1 If
of Hash_DRB

NOTE2 If
resistance_fla

C.2.2.25 1

Additional e
may be insej

requested _no_of bits

]

ata=V.

|

outlen

W/ = the Null string.

fori=1tom

4.1 w;=Hash (data).

4.2 W=W || w,

4.3 data = (data + 1) mod 2seedlen,

pseudorandom_bits = Leftmost requested_no_of bits of W:
Return (pseudorandom_bits).

n implementation never requests additional_input,then the additional_input input parame
E can be omitted.

Ain implementation does not require the prediction_resistance_flag, then the reference to t
j in Hash_DRBG can be omitted.

hserting additional entropy into the state of Hash_DRBG (...)

htropy may be inserted into'the state of the Hash_DRBG (...) in four ways. Additi
ted by:

he Reseed_Hash_DRBG_Instantiation (...) function at any time. This function alw;
ntation dependent/function Get_entropy (...) for min_entropy = max (128, strength
which are added’to the state.

the autoratic reseeding feature of the DRBG. If the maximum number of updates
ed, the DRBG calls the Reseed_Hash_DRBG_Instantiation (...) process.

1) calling t
implemg
entropy,

2) utilizing
is reachd

3) setting {
the DRBG
turn inv

4)

NOTE 1

he prediction_resistance_flag to Allow predlctlon resistance at instantiation. If se

ter and step 6

he prediction_

bnal entropy

hys calls the
new bits of

for the state

t, any call to

okes acallto Get entropy ( ) before new pseudorandom blts are produced

supplying additional input during any call to the DRBG for pseudorandom bits.

affects both VVand C.

NOTE 2

Frequent calls to the Get_entropy (...) function can cause severe performance degradation.
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C.2.3 HMAC_DRBG

C.2.3.1 Discussion

HMAC_DRBG uses multiple occurrences of an approved keyed hash-function (see ISO/IEC 10118-3) as
specified in ISO/IEC 9797-2. This DRBG mechanism uses the update function specified in C.2.3.2.2 and the
HMAC function within the Update function as the derivation function during instantiation and reseeding.
The same cryptographic hash-function is used throughout an HMAC_DRBG instantiation. The hash-function
used meets or exceeds the security requirements of the DRBG.

C.2.3.2 Description

C.2.3.21

The instanti
amount of e
initial state

1) the valug V, which is updated each time another outlen-bits of output are produced (where
number|of output bits from the output block of the cryptographic hash-function);

2) the outlen-bit Key, which is updated at least once each time that thé DRBG mechanis
pseudorpndom bits;

3) a counter (reseed_counter) that indicates the number of requests for pseudorandon
instantiation or reseeding;

4) the seculrity strength of the DRBG instantiation; and

5) a prediction_resistance_flag that indicates whether*or not an enhanced forward secrecy
required for the DRBG.

The variable

cIIreror

htion and reseeding of HMAC_DRBG (...) consists of obtaining a seed value with, the
htropy. The seed value is used to derive a seed, which is then used to deriye ele
»f the DRBG. The state consists of:

s used in the description of HMAC_DRBG (...) are:

appropriate
ments of the

outlen is the

In generates

h bits since

capability is

additional_input Optional additional input. It is <23° bits.

data The data to be hashed.

Get_entropy|(min_entropy, min_ A function that acquires a string of bits from a randomhpess source.

length, max_|ength) min_entropy indicates the minimum amount of entropy to|be provided
in the returned bits; min_length indicates the minimum nymber of bits
to be returned; max_length indicates the maximum numbef of bits to be
returned.

HMAC (K, V) The keyed hash-function specified by ISO/IEC 9797-2 using the cryp-
tographic hash-function selected for the DRBG mechanisth, where K is
the lzny taobhe ncnr]’ and Visthe ihpnf blaock

Key The key used to generate pseudorandom bits.

len (x) A function that returns the number of bits in input string x.

max (4, B) A function that returns either 4 or B, whichever is greater.

max_length The maximum length of a string returned from the Get_entropy (...)

235

function. Itis < bits.

© ISO/IEC 2025 - All rights reserved
56


https://iecnorm.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

max_request_length

min_entropy

min_length
Null

outlen

ISO/IEC 18031:2025(en)

The maximum number of pseudorandom bits that may be requested
during a single request. This value is implementation dependent. It is

<219 bits.

The minimum amount of entropy to be obtained from the entropy source
and provided in the seed value.

The minimum length of the bit-string to be acquired containing entropy.
The null (i.e. empty) string.

The length of the cryptographic hash-function output.

provided_date
personalizatlon_string

prediction_rgsistance_flag

prediction_résistance_request_flag

pseudorandojm_bits

requested_nq_of  bits

requested_strength

reseed_counfter

1 £ lode cdons
llllJblL Uit oLl llls-
A personalization string.

A flag indicating whether or not enhanced forward secrécy requests
should be handled.

prediction_resistance_flag = 1 = allew =
Allow_prediction_resistance

prediction_resistance_flag =.0'= do not allow =
No_prediction_resistance.

Indicates whether or not enhanced forward secrecy is required during
arequest for pseudorandom bits.

prediction(resistance_request_flag =1 =
Provide_prediction_resistance,
prediction_resistance_request_flag = 0=
No_prediction_resistance.
The pseudorandom bits produced by the generator.

The number of pseudorandom bits to be returned from HMAC_DRBG
(...) function. It is <219 pits.

The security strength to be associated with the requested pseudoran-
dom bits.

A count of the number of requests for pseudorandom bits|since the in-

reseed_interval

seed_material

seed_value

stantiation or reseeding.

The maximum number of requests for the generation of pseudoran-
dom bits before reseeding is required. It is < 2*8 bits.

The data that is used to create the seed.

The bits containing entropy that are used to determine the seed_mate-
rial and generate a seed. It is < 23° bits.
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state(state_handle)

state_handle

status

strength
temp

v

C.2.3.2.2 1

The HMAC_

should be no

function for

Let HMAC b

selected for

HMAC_DRB(

Input: bit

ISO/IEC 18031:2025(en)

An array of states for different DRBG instantiations. A state is carried

between DRBG calls. For the HMAC_DRBG (...), the state for an instanti-
ation is defined as state (state_handle) = {V, Key, reseed_counter, strength,
prediction_resistance_flag }. A particular element of the state is specified

as state(state_handle).element, e.g., state(state_handle).V.
A handle to the state space for the given instantiation.

The status returned from a function call, where status = “
failure message.

The security strength for the DRBG.

An intarmadiata valua

Success” or a

e rrrecrrorce—vorrer s

A value in the state that is updated whenever pseuderan
generated.

hternal function: The Update function

the instantiation and reseed functions.

the DRBG mechanism from ISO/IEC 10118-3 or ISO/JEG-29192-5.
_Update (...):

string (provided_data, K, V).

Output: bit-string (K, V).

Process:
iy
2)
3)
4) |

5)
6)

4

{ = HMAC (K, V || 0x00 || provided_data).

/ = HMAC (K, V).

f (provided_data =Null), then Return (K, V).
{ = HMAC (K, V|ox01 || provided_data).

/ = HMACUSG V).

Returnv(K, V).

IRAIALC DDRO

DRBG_Update function updates the internal state of HMAC_DRBG using the proy
ted that for this DRBG mechanism, the HMAC_DRBG_Update function also serves ag

e the keyed hash-function found in ISO/IEC 9797-2 wsing the cryptographic h|

Hom bits are

ided_data. It
a derivation

hsh-function

C23.23 1

PR £L
lbtdlllldtlull Ul TIIVIAGU_UNRNDU

The following process or its equivalent is used to instantiate the HMAC_DRBG (...) process.

Let HMAC (...) be the ISO/IEC keyed hash-function to be used and let outlen be the output length of the keyed
hash-function used.

Instantiate_HMAC_DRBG (...):
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Input: integer (requested_strength, prediction_resistance_flag), string personalization_string.
Output: string status, integer state_handle.

Process:

1) If (requested_strength > the maximum security strength that can be provided for the MAC
algorithm), then Return (Failure message).

2) Setthe strength to one of the four security strengths.
If (requested_strength < 112), then strength = 112

Else if (requested strength < 128), then strength = 128

Else if (requested_strength < 192), then strength = 192
Else strength = 256.
3) min_entropy = max(128, strength).
4) min_length = max(outlen, strength).
5) [(status, seed_value) = Get_entropy (min_entropy, min_length, max_length).
6) If (status # “Success”), then Return (Failure message).
7) feed_material = seed_value || nonce || personalizatienystring.
8) Key=0x00 00..00.Its length is outlen.
9) V=o0x01 01..01.Its length is outlen.
10) (Key, V) = HMAC_DRBG_Update(seed-material, Key, V).
11) reseed_counter = 1.
12) state(state_handle) = { V, Key, reseed_counter, strength, prediction_resistance_flag }.

13) Return (“Success”, state_handle).

C.2.3.2.4 Heseeding HMAC.DRBG (...) Instantiation

The followinlg process, orits equivalent is used to reseed the HMAC_DRBG (...) process, after it has been
instantiated

Reseed_HMAC_DRBG_Instantiation (...):

Input: integerstate_framndie, String additionat _input:
Output: string status, where status = “Success” or a failure message.
Process:

1) Ifthe state indicated by state_handle is not available, then Return (Failure message).

2) Get the appropriate state values, e.g. V = state(state_handle).V, Key = state(state_handle).Key,
strength = state(state_handle).strength.

3) min_entropy = max (128, strength).
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4)
5)
6)
7)
8)

9)

10)

C.2.3.2.5 (enerating pseudorandom bits using HMAC_DRBG (...)
The followinjg process or its equivalent is used to generate pseudorandom bits.

HMAC_DRB (..):

Input:

Output: sfring status, bit-string pseudorandom_bits.

Process:

1y
2)

3)
4)
5)
6)
7)

8)

ISO/IEC 18031:2025(en)

min_length = min_entropy.

(status, seed_value) = Get_entropy (min_entropy, min_length, max_length).
If (status # “Success”), then Return (Failure message).

seed_material = seed_value || additional_input.

(Key, V) = HMAC_DRBG_Update(seed_material, Key, /).

Update the appropriate state values.

a) state(state_handle).V =V.

b) state(state_handle).Key = Key.
c) state(state_handle).reseed_counter = 1.

Return (“Success”).

integer (state_handle, requested_no_of_bits, requested strength, prediction_resistanc
flag), string additional_input.

f the state indicated by state_handle’is not available, then Return (Failure message

et the appropriate state values, e.g. V = state(state_handle).V, Key = state(state
reseed_counter = state(staté~handle).reseed_counter, strength = state(state_han
prediction_resistance_flag =state(state_handle).prediction_resistance_flag.

f (requested_no_of bits > max_request_length), then Return (Failure message, Null).
f (requested_strength > strength), then Return (Failure message, Null).
emp = len/fadditional_input).

f (temp~>"max_length), then Return (Failure message, Null).

e_request_

Null).

| handle).Key,
le).strength,

f\(requested_no_of bits > max_request_length), then Return (Failure message, Null).

If ((prediction_resistance_request_flag = Provide_prediction_resistance) and
resistance_flag = No_prediction_resistance)), then Return (Failure message, Null).

(prediction_

NOTE 1 If an implementation does not need the prediction_resistance_flag, then the prediction_resist-
ance_flag can be omitted as an input parameter, and step 8 can be omitted.

9)

If ((reseed_counter > reseed_interval) OR (prediction_resistance_request_flag
prediction_resistance)), then:

9.1 Ifreseeding is not available, then Return (Failure message, Null).

9.2 status = Reseed_HMAC_DRBG_Instantiation (state_handle, additional_input).
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NOTE 2 If an implementation never provides additional_input, then a Null string
additional_input in step 9.2.
9.3 If (status # “Success”), then Return (Failure message, Null).

9.4 V = state(state_handle).V, Key = state(state_handle).Key, reseed_counter = state(s
reseed_counter.

9.5 additional_input = Null.

10) If (additional_input # Null), then:

10.1(Key, V) = HMAC_DRBG_Update(additional_input, Key, V).

replaces the

tate_handle).

11)
12) |

13) |
14)
15)
16)

17)

C.3 DRB(

C.3.1 Intr
A block ciph
The block ci

specified by
security stre

emp = Null.

While (len (temp) < requested_number._of bits) do:

12.1 V=HMAC (Key, V).

12.2 temp=temp || V.

bseudorandom_bits = Leftmost requested_no_of bits of temp.
Key, V) = HMAC_DRBG_Update(additional_input, Key, V).
reseed_counter = reseed_counter + 1.

Jpdate the changed values in the state.
16.1state(state_handle).Key = Key.

16.2  state(state_handle).V = V.

16.3  state(state_handle).reseed_counter = reseed_counter.

Return (“Success”, pseudorandom_bits).

ks based on block ciphers

pduction to DRBGs based on block ciphers
er DRBG is,based on a block cipher algorithm.

pher DRBGs specified in this document have been designed to use any block ciph
ISO7IEC 18033-3 and ISO/IEC 29192-2 and may be used by applications requi
ngths. The following are provided as DRBGs based on block cipher algorithms:

er algorithm
ing various

1) The CTR_DRBG (...) specified in C.3.2.

2) The OFB_DRBG (... specified in C.3.3.

Table C.2 provides an example of a block cipher algorithm specified by ISO/IEC 18033-3 and ISO/IEC 29192-2,
illustrating the security strengths, entropy and seed requirements that are used.
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Table C.2 — Security strengths, entropy and seed length requirements for the AES-128, 192 and 256

block cipher
Block cipher algo- Security Required mini- | Seed length (in-
rithm strengths mum entropy bits)
AES-128 112,128 128 256
AES-192 112,128,192 192 320
AES-256 112,128,192, 256 256 384

C.3.2 CTR_DRBG

C.3.2.1 Discussion

The CTR_DR
counter mogq

The same bl¢ck cipher algorithm and key length are used for all block cipher operations:

C.3.2.2 Defscription

C3.2.21 (

BG (...) uses a block cipher algorithm in counter mode. The block cipher algérithm and the
e are as specified in ISO/IEC 18033-3 and ISO/IEC 29192-2, and ISO/IEC 10116, frespectively.

eneral

The instantiption and reseeding of CTR_DRBG (...) consists of obtaining-a seed value with the{appropriate
amount of eptropy. The seed value is used to derive a seed, which is.then used to derive elements of the

initial state ¢f the DRBG. The state consists of:

1) the valug V, which is updated each time another outlen-bits of output are produced (where|outlen is the

number [of output bits from the underlying block ciphex, algorithm);
2) the Key, which is updated whenever a predetermined -number of output blocks are generated;

3) the keylangth (keylen) to be used by the block cipher algorithm;

4) thesec

ity strength of the DRBG instantiation;

5) a counter (reseed_counter) that indicates the number of requests for pseudorandorh bits since

instantiption or reseeding; and

6) a prediction_resistance_flag that indicates whether or not a prediction resistance capability is required

for the [

The variables used in the deséription of CTR_DRBG (...) are:

additional_input

Block_Cipher (Kéy,,V)

RBG.

Optional additional input, which is < max_length bits in lenglth.

The block cipher algorithm, where Key is the key to be used} and V'is the

input block.

Block_Cipher_df (a, b)

outlen
ctrlen

seed_value

The block cipher derivation function.
The length of the block cipher algorithm’s output block.

Counter field length, with 4 < ctrlen<blocklen .

The bits containing entropy that are used to determine the seed_material
and generate a seed.
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Get_entropy (min_entropy, min_
length, max_length)

Key
keylen
len (x)

max_length

max_request] length

min_entropy

Null
personalization_string

prediction_r¢sistance_flag

prediction_rgsistance_request_flag

pseudorandoim bits

ISO/IEC 18031:2025(en)

A function that acquires a string of bits from a randomness source. min_
entropy indicates the minimum amount of entropy to be provided in the
returned bits;

min_length indicates the minimum number of bits to be returned;
max_length indicates the maximum number of bits to be returned.

The key used to generate pseudorandom bits.

The length of the key for the block cipher algorithm.

A function that returns the number of bits in input string x.

The max1mum length ofa strlng for obtalnlng entropy. When a derivation

is< 235 bits (for
Zbytes - 235

a128- b1t block c1pher there isamaximum of228 blocks .62
bits). When a derivation function is not used, then max>lengith = seedlen.

The maximum number of pseudorandom bits that may be reqyested during
a single request; this value is implementation depéendent buf is < 235 bits
for 128-bit block ciphers, and 64-bit block ciphers are no longer approved.

The minimum amount of entropy to be ghtained from the enfropy source
and provided in the seed value.

The null (i.e. empty) string.
A personalization string.

A flag indicating whether or not enhanced forward secrgcy requests
should be handled:

prediction_resistance_flag = 1 = allow = Allow_prediction_resistance
prediction_resistance_flag = 0 = do not allow =
No_prediction_resistance.

Indicates whether or not enhanced forward secrecy is required during a
request for pseudorandom bits:

prediction_resistance_request_flag =1 =
Provide_prediction_resistance
prediction_resistance_request_flag = 0 = No_prediction_gesistance.

The pseudorandom bits produced during a single call to the
CTR_DRBG (...) process.

requested_no_of bits

requested_strength

reseed_counter

reseed_interval

The number of pseudorandom bits to be returned from CTR_DRBG (...)
function.

The security strength to be associated with the requested pseudorandom
bits.

A count of the number of requests for pseudorandom bits since the in-
stantiation or reseeding.

The maximum number of requests for the generation of pseudorandom
bits before reseeding is required. The maximum value is < 232 for 128-bit
block ciphers, and < 216 for 64-bit block ciphers.
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seedlen
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The length of the seed, where seedlen = outlen + keylen.

seed_material The data used as the seed.

state (state_handle)

state_handle

status

An array of states for different DRBG instantiations. A state is carried

between DRBG calls. For the CTR_DRBG (...), the state for an instantiation
is defined as state (state_handle) = {V, Key, keylen, strength, reseed_counter,
prediction_resistance_flag}. A particular element of the state is specified

as state(state_handle).element, e.g. state (state_handle).V.

A handle to the state space for the given instantiation.

The status returned from a function call, where status = “Success” or a

failuramaccaan

strength
temp

|4

C3.2.2.2 1

Torrror eI YT S S

The security strength provided by the DRBG instantiation.

A temporary value.

generated.

hstantiation of CTR_DRBG(...)

The followinlg process or its equivalent is used to initially instantiate the CTR_DRBG (...) proces

Instantiate_

Input: int
Output: s

Process:

1y

2)

NOT

"TR_DRBG (..):

eger (requested_strength, prediction_resistancesflag), string personalization_string.

Lring status, integer state_handle.

f (requested_strength > the maximum security strength that can be provided for the
nlgorithm) then Return (Failuremessage).

f (requested_strength 1472), then (strength = 112; keylen = 128)
Else if (requested_strength 128), then (strength = 128; keylen = 128)
Elseif (requested_strength 192), then (strength = 192; keylen = 192)
Else (strength = 256; keylen = 256).

. 1 This'step sets the strength to one of the four security strengths and determines th

seedlen = outlen + keylen.

3)

A value in the state that is updated wheneyet)pseudoranglom bits are

Vi

block cipher

e key length.

4) temp = len (personalization_string).

5) If (temp > max_length), then Return (Failure message).

NOTE 2 Ifapersonalization_string is never provided, then the personalization_string input parameter
and steps 4 and 5 can be omitted.

6) The following code is used when a derivation function is available (it is possible that a source of
full entropy is not available).

6.1 min_entropy = strength + |nonce)|.
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6.2 (status, seed_value) = Get_entropy (min_entropy, min_entropy, max_length).
6.3 If (status # “Success”), then Return (Failure message).

6.4 seed_material = seed_value || nonce || personalization_string.

NOTE 3 If no personalization_string is provided in step 6.4, then step 6.4 can be omitted, and

step 6.5 becomes seed_material = Block_Cipher_df (seed_value, seedlen).

6.5 seed_material = Block_Cipher_df (seed_material, seedlen).

7) The following code is used when a full entropy source is known to be available and a derivation
function is not used.

8) |
9)

10)
11)
12)

NOT

[i.e.the CTR_DRBG (...) routine n C.3.2.2.7 either always or never acquires new entropy in
rediction_resistance. flag in the calling parameters and in the state (see step 12) cah be omitted.

the g
13)

C3.2.23 1

The Update
seedlen-bits i

$tate (state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_}

7.1 (status, entropy_input) = Get_entropy (seedlen, seedlen, seedlen).

7.2 If (status # “Success”), then Return (Failure message).

7.3 If (temp < seedlen), then personalization_string = personalization_string || 05eedld
NOTE 4 If the personalization_string is too short, it is padded with zeroes.

7.4 seed_material = entropy_input @ personalization_string.

NOTE 5 If no personalization_string is provided above, thén steps 7.3 and 7.4 are
step 7.1 becomes: (status, seed_material) = Get_entropy-{seedlen, seedlen, seedlen).

ey = Okeylen
[/ = (outlen,
Key, V) = Update (seed_material, keylen, Kéy, V).

reseed_counter = 1.

. 6 If an implementation does not require the prediction_resistance_flag as a callin

Return (“Success®, state_handle).

hternal function: the Update function

(...) function updates the internal state of the CTR_DRBG (...) using seed_mater
n lehgth. The following or an equivalent process is used as the Update (...) function

1 - temp_

bmitted, and

lag}.

g parameter
step 9], then

ial, which is

Update (...):
Input: int
Output: b

Process:

eger keylen, bit-string (seed_material, Key, V).

it-string (Key, V).

1) seedlen = outlen + keylen.

2) temp = Null.

3) While (len (temp) < seedlen) do:

© ISO/IEC 2025 - All rights reserved
65


https://iecnorm.com/api/?name=5901bdc76708d63d1e6f8f0d103b7bf5

ISO/IEC 18031:2025(en)

3.1 V=(V+ 1) mod 20utlen,
3.2 output_block = Block_Cipher (Key, V).

3.3 temp =temp || output_block.

4) temp = Leftmost seedlen bits of temp.

5) temp =temp @ seed_material.

6) Key = Leftmost keylen bits of temp.

7) V=Rightmost blocklen bits of temp.

8)

C3.2.24 1

Let CBC_MA

mode using

Input:

1) bit—strir:f input_string: The string to be operated on.

2) integer fio_of bits: the number of bits returned by Block_Cipher_df.

Output: bit-§
Process:
1) |

NOT
rese

2) |

NOT
asa

3)
NOT
4)

Return (Key, V).

erivation function using a block cipher algorithm

§=L|| N|| input=string || 0x80.

tring requested_bits: the result of performing the Block_Cipher_df.

| = len (input_string) / 8.

F. 1 L is the bit-string representationiof the integer resulting from len(input_string
1ted as a 32-bit integer.

V = no_of bits / 8.

F. 2 Nisthe bit-string répresentation of the integer resulting from no_of bits /8. N is
B2-bit integer.

E 3 This stepprepends the string length and the requested length of the output to the

f necessary, pad S with zeroes.

C be the function as specified at C.3.2.2.5. Let Block_Cipher be an encryption operjation in ECB
he selected block cipher algorithm. Let outlen be its output block, let keylen be the key length.

)/8. L is rep-

represented

input_string.

5)

While (len (S) mod outlen # 0) S= S || 0x00.

6) temp = the Null string.

7) i=0.

NOTE 4 iisrepresented as a 32-bit integer, i.e., len( i) = 32.

8) K= Leftmost keylen bits of 0x00010203 .. 1F.

9) While (len (temp) < keylen + outlen) do:

a) V=i ” ( outlen - len(i)

NOTE 5 This step pads the integer representation of i and is padded with zeroes to outlen bits.
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b) temp =temp || CBC_MAC (K,(IV || S)).

¢ i=i+1)

10) K = Leftmost keylen bits of temp.

11) X = Next outlen bits of temp.

12) temp = the Null string.

13) While (len (temp) < no_of bits) do:

a) X=Block_Cipher (K, X).

14)
15)

C.3.2.2.5 (

The CBC_MA
encryption ¢

the output b

b) temp =temp || X.
requested_bits = Leftmost no_of _bits bits of temp.

Return (requested_bits).

BC_MAC function

LC function is a method for computing a message authenticatien code. Let Block_
peration in the ECB mode using the selected block cipher,algorithm. Let outlen be
ock of the block cipher algorithm to be used.

The followinjg or an equivalent process is used to derive the reqdested number of bits.

Input:

1) bit—stri:E Key: The key to be used for the block ciphér'operation.

2) bit-stri
Output: bit-§
Process:
1)
NOT
2)
3)
4)

data_to_MAC: The data to be operated‘upon.

tring output_block: The result to befeturned from the CBC_MAC operation.

thaining_value =0 outlen |

. This step sets thefirst chaining value to outlen zeroes.

1 = len (data_to\MAC) / outlen.

bplit the data_to_ MAC into n blocks of outlen-bits each forming block, to block ,,.

For ir=1 to n do:

4.1 input block = chaining_value @block.

Cipher be an
the length of

4.2 chaining_value= Block_Cipher (Key, input_block).

5) output_block = chaining_value.

6) Return output_block.

C.3.2.2.6 Reseeding CTR_DRBG(...) Instantiation

The followin

g or an equivalent process is used to explicitly reseed the CTR_DRBG (...) process.

Reseed_CTR_DRBG_Instantiation (...):
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Input: integer state_handle, string additional_input.

Output: string status.

Process:

1) Ifthe state indicated by state_handle is not available, then Return (Failure message).

2) Get the appropriate state values, e.g., V = state(state_handle).V, Key = state(state_handle).Key,
keylen = state(state_handle).keylen, strength = state(state_handle).strength, prediction_resistance_
flag = state(state_handle).prediction_resistance_flag.

3) seedlen = outlen + keylen.

4)

NOT
of th

5)
6)

7)

The following code is used.when a full entropy source is known to be available and

emp = len (additional_input).

E input can be omitted as well as steps 4 and 5 below.

f (temp > max_length), then Return (Failure message).

r may not be available).

6.1 min_entropy = strength + 64.

6.2 (status, seed_value) = Get_entropy (min_entropy{min_entropy, max_length).
6.3 If (status # “Success”), then Return (Failure‘message).

6.4 seed_material = seed_value || additional ‘input.

NOTE 2 Ifan implementation does not handle additional_input, then step 6.4 can be
step 6.5 can be changed to: seed_material = Block_Cipher_df (seed_value, seedlen).

6.5 seed_material = Block_Cipher_df (seed_material, seedlen).

unction is not used.

7.1 (status, entropy-input) = Get_entropy (seedlen, seedlen, seedlen).

7.2 If (status,#“Success”), then Return (Failure message).

7.3 If (temp < seedlen), then additional_input = additional_input || Qseedlen - temp,

INOTE3 This step pads with zeroes if the additional_input is too short.

. 1 Ifan implementation does not handle additional_input, then the additionalinpwit parameter

The following code is used when a derivation function is available-(a source of full pntropy may

omitted, and

a derivation

8)
9)

NOTE 4 If an implementation does not handle additional_input, then steps 7.3 and 7.4 can be
omitted, and step 7.1 can be changed to: (status, seed_material) = Get_entropy (seedlen, seedlen,

seedlen).
(Key, V) = Update (seed_material, keylen, Key, /).

reseed_counter = 1.

10) state(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag }.

11)

Return (“Success”).
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C.3.2.2.7 Generating pseudorandom bits using CTR_DRBG (...)

The following process or an equivalent is used to generate pseudorandom bits.

CTR_DRBG (...):

Input:

integer (state_handle, requested_no_of bits, requested_strength, prediction_resistance_request_

flag), string additional_input.

Output: string status, bit-string pseudorandom_bits.

Process:

1) Ifastate is not available, then Return (Failure message, Null).

2) (et the appropriate state values, e.g. V = state(state_handle).V, Key = state(state| handle).Key,
keylen = state(state_handle).keylen, strength = state(state_handle).strength;\resed¢d_counter =
$tate(state_handle).reseed_counter, prediction_resistance_flag = state(staté_.handlg).prediction_
resistance_flag.

3) If (requested_strength > strength), then Return (Failure message, Null):

4) seedlen = outlen + keylen.

5) temp =len (additional_input).

NOTE 1 Ifanimplementation never provides additional_input, then the additional_input input param-

eter pnd steps 5 and 6 can be omitted.

6) If (temp > max_length), then Return (Failure message, Null).

7) |If (requested_no_of bits > max_request_length), then Return (Failure message, Null).

8) If ((prediction_resistance_request_flag = Provide_prediction_resistance) and |(prediction_
resistance_flag = No_prediction_resistance)), then Return (Failure message, Null).

NOTE 2 Ifanimplementation dogs not need the prediction_resistance_flag, then the prediction_resist-

ance| flag can be omitted as an.jnput parameter and step 8 can be omitted.

9) If ((reseed_counter ,> . reseed_interval) OR (prediction_resistance_request_flag |= Provide_
prediction_resistance)), then:
Return (Failure-message, Null).
NOTE 3 ,~Fhis is the case if reseeding is not available.
9.1 Status = Reseed_CTR_DRBG_Instantiation (state_handle, additional_input).
NCTEA4animplementationwilneverprovide additional fnput thena-Mullstring replaces the
additional_input in step 9.1)
9.2 If (status # “Success”), then Return (Failure message, Null).
9.3 V= state(state_handle).V, Key = state(state_handle).Key, reseed_counter = state(state_handle).

reseed_counter.

9.4 additional_input = Null.

10) If (additional_input = Null), then additional_input = (seedlen,

NOTE 5 If an implementation never provides additional_input, then step 10 can be omitted.
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11) The following code is used when a derivation function is available (a source of full entropy is
possibly not available).

If (additional_input # Null), then:
11.1additional_input = Block_Cipher_df (additional_input, seedlen).
NOTE 6 Derive seedlen bits.
11.2  (Key, V) = Update (additional_input, keylen, Key, V).
NOTE 7 If an implementation never provides additional_input, then step 11 can be omitted.

12) The following code is used when a full entropy source is known to be available and a derivation
unction is not used.

If (additidnal_input # Null), then:
12.1 temp = len (additional_input).
12.2  If (temp < seedlen), then additional_input = additional_input |} Oseedlen - temp
NOTE 8 If the length of the additional_input is < seedlen, pad with zeroes to seedlef bits.
12.3  (Key, V) = Update (additional_input, keylen, Key, V.
NOTE 9 If an implementation never provides additional_input, then step 12 can bg omitted.
13) gemp = Null.
14) While (len (temp) < requested_no_of bits) do:
14.11f ctrlen < blocklen

14.1.1 inc=Rightmost(V ctrlen)+1mod 255"

14.1.2 V = Leftmost (V. blocklen—ctrlen) || inc

Else V = (V1) mod 267"
14.2output_block=Block_Cipher (Key, V).
14.3  temps teémp || output_block.
15) pseudorandom_bits = Leftmost requested_no_of_ bits bits of temp.

16) (Key V) = Update (additional_input, keylen, Key, V).

Zial LL 31 ol h 1 1 31
NOT 11U UpUdLlc pElONIIICu 10 DdCR WAl U SELTTLY.

NOTE 11 If an implementation never provides additional_input, then step 16 becomes (Key, V) = Up-
date (0seedlen, keylen, Key, V).

17) reseed_counter = reseed_counter + 1.
18) state(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag}.

19) Return (“Success”, pseudorandom_bits).
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C.3.3 OFB_DRBG

C.3.3.1 Discussion

OFB_DRBG (...) uses a block cipher algorithm specified by ISO/IEC 18033-3 and ISO/IEC 29192-2 in the output
feedback mode specified by ISO/IEC 10116. The same block cipher algorithm and key length are used for all
block cipher operations. The block cipher algorithm and key size meet or exceed the security requirements
of the consuming application.

C.3.3.2 Description

C.3.3.2.1 General

The instantiption and reseeding of OFB_DRBG (...) consists of obtaining a seed value with the
amount of eptropy. The seed value is used to derive a seed, which is then used to derive, ele
f the DRBG. The state consists of:

initial state

appropriate
ments of the

outlen is the

d;

h bits since

y is required

[.3.2.2.1.

ial, which is

1) the valug V, which is updated each time another outlen-bits of output are produced (where
number |of output bits from the underlying block cipher algorithm);
2) the Key, which is updated whenever a predetermined number of outputblecks are generate
3) the key length (keylen) to be used by the block cipher algorithm;
4) the secu]rity strength of the DRBG instantiation;
5) a counter (reseed_counter) that indicates the numberof requests for pseudorandon
instantiation or reseeding; and
6) a prediction_resistance_flag that indicates whether oi-hot a prediction resistance capabilit
for the JRBG.
The variables for OFB_DRBG (...) are the same as those used for the CTR_DRBG (...) specified in |
C.3.3.2.2 Ipternal function: The Update function
The Update|(...) function updates the internal state of the OFB_DRBG (...) using seed_mater
seedlen-bits In length. The followinglor an equivalent process is used as the Update (...) function
Update (...):
Input: integer keylen, bit-string (seed_material, Key, V).
Output: bit-string(Key, ).
Process:
1) seediemr=outterr+keylem.
2) temp = Null.
3) While (len (temp) < seedlen) do:
3.1 V=Block_Cipher (Key, V).
3.2 temp =temp || V.
4) temp = Leftmost seedlen bits of temp.
5) temp =temp @ seed_material.
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6) Key = Leftmost keylen bits of temp.
7) V=Rightmost blocklen bits of temp.
8) Return (Key, V).
NOTE The only difference between the update function for OFB_DRBG (...) and CTR_DRBG (...) is in step 3.

C.3.3.2.3 Instantiation of OFB_DRBG (...)

This process is the same as the instantiation process for CTR_DRBG (...) in C.3.2.2.2.

C.3.3.2.4 Reseeding OFB_DRBG (...) Instantiation

This procesq is the same as the reseeding process for CTR_DRBG (...) in C.3.2.2.6.

C.3.3.2.5 (enerating pseudorandom bits using OFB_DRBG (...)

OFB_DRBG (]..):

Input: [integer (state_handle, requested_no_of bits, requested_strength, prediction_resistance_request_
flag), string additional_input.

Output: sfring status, bit-string pseudorandom_bits.
Process:
1) |fastateis not available, then Return (Failure message, Null).

2) (et the appropriate state values, e.g. V = state(state_handle).V, Key = state(state| handle).Key,
keylen = state(state_handle).keylen, strength = state(state_handle).strength, resedd_counter =
$tate(state_handle).reseed_counter, prediction_resistance_flag = state(state_handl@).prediction_
resistance_flag.

3) If (requested_strength > strength)) then Return (Failure message, Null).
4) seedlen = outlen + keylen,
5) {emp =len (additional_input).

NOTE 1 Ifanimplementation never provides additional_input, then the additional_input input param-
eter pnd steps 5 and. 6 can be omitted.

6) If (temp 7 max_length), then Return (Failure message, Null).

7) If (réquested_no_of bits > max_request_length), then Return (Failure message, Null).

8) [f—f{(prediction_resistance_request_flag = Provide_prediction_Tesistance) and - (prediction_
resistance_flag = No_prediction_resistance)), then Return (Failure message, Null).

NOTE 2 Ifanimplementation does not require the prediction_resistance_flag, then the prediction_re-
sistance_flag can be omitted as an input parameter and step 8 can be omitted.

9) If ((reseed_counter > reseed_interval) OR (prediction_resistance_request_flag = Provide_
prediction_resistance)), then:

Return (Failure message, Null).

NOTE 3 This is the case if reseeding is not available.
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9.1 status = Reseed_CTR_DRBG_Instantiation (state_handle, additional_input).

NOTE 4 If an implementation never provides additional_input, then a Null string
additional_input in step 9.1.

9.2 If (status # “Success”), then Return (Failure message, Null).

replaces the

9.3 V = state(state_handle).V, Key = state(state_handle).Key, reseed_counter = state(state_handle).

reseed_counter.

9.4 additional_input = Null.

10) If (additional_input = Null), then additional_input = (seedlen,

NOT
11)

If (additig

12)

If (additig

13)
14) |

. 5 Ifan implementation will never provide additional_input, then step 10 can bge.g

[he following code is used when a derivation function is available (it is possible thg
ull entropy is not available.

nal_input # Null), then:

11.1  additional_input = Block_Cipher_df (additional_input, seedlen).
NOTE 6 Derived seedlen bits.

11.2  (Key, V) = Update (additional_input, keylen, Key, 1%).

NOTE 7 If an implementation never provides additional_input, then step 11 can b

[he following code is used when a full entropjrsource is known to be available and
unction is not used.

nal_input # Null), then:

) temp = len (additional_input).

b) If (temp < seedlen), then additional_input = additional_input || Qseedlen - temp,

c) Ifthe length of the additional_input is < seedlen, pad with zeroes to seedlen-bits

d) (Key, V) = Update-(additional_input, keylen, Key, V).

femp = Nulk

While (len (temp) < requested_no_of bits) do:

14:17) V= Block_Cipher (Key V)

14.2) temp=temp || V.

15) pseudorandom_bits = Leftmost requested_no_of bits bits of temp.

16) (Key, V) = Update (additional_input, keylen, Key, V).

NOTE 9 Update performed for backward secrecy.

NOTE 10

Update (0seedlen, keylen, Key, V).

17) reseed_counter = reseed_counter + 1.
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18) state(state_handle) = {V, Key, keylen, strength, reseed_counter, prediction_resistance_flag}.
19) Return (“Success”, pseudorandom_bits).

NOTE 11 The only difference between OFB_DRBG (...) and CTR_DRBG (...) in C.3.2.2.7 is in step 14.
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Annex D
(informative)

NRBG examples

D.1 Canonical coin tossing example

D.1.1 Overview
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D.1.2 Des

The basic cdin tossing NRBG permitted by this document consists of a person repeatedly flip

coin, assigni

ferministic random bit generator (NRBG) example is illustrative of some of the'r
he design of an NRBG.

pplications, it is necessary to non-deterministically generate randem “bits w
ed NRBG. Coin tossing is commonly considered to be a standard intuitive mode

f the coin toss outcomes results in perfectly independent and. tinbiased binary d
brmits the generation of random bits using a coin tossing pracédure. Such a procg
for an application requiring large numbers of random bits;(however, if the applic3
 a DRBG, coin-tossing can provide the relatively short seeds required by the DRBG

ent recommends an NRBG that requires the inclusjon’ of various components a
bly amount to a DRBG operating in conjunction with one or more randomness so
are designed to result in a process that not only generates essentially unbiased and
tolerates various harmful situations through:the inclusion of safety margins and

Equirements
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for random
based post-
utputs. This
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nd functions
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independent
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omponents. However, the canonical coin flip RBG described here does not direct
these NRBG components are either obviously unnecessary because of the enviro
certain procedural steps in the coify tossing process. The coin tossing procedure
a canonical NRBG. A process for an NRBG based on coin tossing is described in D.1]

cription of basic process

hg one side of the coinh to the outcome “zero” and the other side of the coin to the ou

follow this

|
is possible to argue that in situations where a coin tossing NRBG is appropriate, tfe objectives

ment or are
described in
2.

bing a single
tcome “one,”

and performfing the Peres Unbiadsing procedurel23] on the resulting output sequence (see D.1.5 for a detailed

description

identically diistributed (but not necessarily unbiased), the Peres Unbiasing procedure is know

unbiased ou
the coin toss

D.1.3 Reld

bf the Peres Unbiasing procedure). Assuming that the coin toss outcomes are inde

[put, with.the number of output bits produced asymptotically equal to the Shanng
sequence’

pendent and
h to produce
n entropy in

tion to standard NRBG components

The canonical coin tossing NRBG is acceptable as an NRBG. The correspondence between the features of this
canonical NRBG and the features of the NRBG functional model is as follows.

Primary entropy source: A coin. It is important to note that owing to the Peres Unbiasing procedure, the

coin is not required to be perfectly unbiased, although it is assumed that any bias is stationary.

1y
2)

parties.
3)

procedu

re.
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Additional inputs: One or more additional coins used for increased assurance or trust among multiple

Internal state: The values in each of the registers and variables used to implement the Peres Unbiasing
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