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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and rfon-governmental, in liaison with ISO and IEC, also take part in the work. In the field ¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter|

The

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national badies for voting. |

an In

Atten
rights

ISO/I
Subc

1ISO/I
techn

— A

— A

ion is drawn to the possibility that some of the elements of this.document may be the sub
ISO and IEC should not be held responsible for identifying any'‘or all such patent rights.

FC 18028-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
bmmittee SC 27, IT Security techniques.

FC 18028 consists of the following parts, under_the general title Information technolog
fques — IT network security:

art 1: Network security management

art 2: Network security architecture

art 3: Securing communications between networks using security gateways
art 4: Securing remote a¢cess

art 5: Securing commuihications across networks using virtual private networks

rnational Standard requires approval by at least 75 % of the national bodies casting a votd.

Part 2.
International

Publication as

ject of patent

technology,

ly — Security
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Introduction

The telecommunications and information technology industries are seeking cost-effective comprehensive
security solutions. A secure network should be protected against malicious and inadvertent attacks, and
should meet the business requirements for confidentiality, integrity, availability, non-repudiation,
accountability, authenticity and reliability of information and services. Securing a network is also essential for
maintaining the accuracy of billing or usage information as appropriate. Security capabilities in products are
crucial to ovprall network security (including applications and services). However, as more produc{s are
combined to |provide total solutions, the interoperability, or the lack thereof, will define the success pf the
solution. Secyrity must not only be a thread of concern for each product or service, but must becdeveloped in
a manner that promotes the interweaving of security capabilities in the overall end-to-end sécurity sofution.
Thus, the purpose of ISO/IEC 18028 is to provide detailed guidance on the security~aspects ¢f the
management] operation and use of information system networks, and their inter-cannections. Those
individuals within an organization that are responsible for information security in general;yand network segcurity
in particular, ghould be able to adapt the material in this standard to meet their specific'requirements. It§ main
objectives arg as follows:

— in ISO/IEC 18028-1, to define and describe the concepts associated \with, and provide managé¢ment
guidancg on, network security — including on how to identify and analyze the communications rglated
factors tp be taken into account to establish network security requirements, with an introduction fo the
possible |control areas and the specific technical areas (dealt withvin subsequent parts of ISO/IEC 18028);

— in ISO/IHC 18028-2, to define a standard security architecture, which describes a consistent framework to
support the planning, design and implementation of network security;

— in ISO/IHC 18028-3, to define techniques for securing information flows between networks using security
gateways;

— in ISO/IHC 18028-4, to define techniques for securing remote access;

— in ISO/IEC 18028-5, to define techniques for securing inter-network connections that are established
using virfual private networks (VPNs):

ISO/IEC 18028-1 is relevant to anyone involved in owning, operating or using a network. This includes $enior
managers and other non-technical managers or users, in addition to managers and administrators whq have
specific resppnsibilities for_information security and/or network security, network operation, or whp are
responsible for an organization's overall security program and security policy development.

ISO/IEC 18028-2 isrelevant to all personnel who are involved in the planning, design and implementation of
the architectyral, aspects of network security (for example network managers, administrators, engineers, and
network securityofficers).

ISO/IEC 18028-3 is relevant to all personnel who are involved in the detailed planning, design and
implementation of security gateways (for example network managers, administrators, engineers and network
security officers).

ISO/IEC 18028-4 is relevant to all personnel who are involved in the detailed planning, design and
implementation of remote access security (for example network managers, administrators, engineers, and
network security officers).

ISO/IEC 18028-5 is relevant to all personnel who are involved in the detailed planning, design and

implementation of VPN security (for example network managers, administrators, engineers, and network
security officers).

Vi © ISO/IEC 2006 — All rights reserved
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FC 18028-1 provides direction with respect to networks and communications, including o
ts of connecting information system networks themselves, and of connecting remote users
med at those responsible for the management of information security(in general, and netw
Llar. This direction supports the identification and analysis of the’¢emmunications relate
 be taken into account to establish network security requirements, provides an introducti

h the security

to networks.
brk security in
i factors that
on on how to

y appropriate control areas with respect to security associated with connections to cofnmunications

rks, and provides an overview of the possible control areas including those technica
mentation topics dealt with in detail in ISO/IEC 18028-2,t0 1SO/IEC 18028-5.

| design and

ollowing referenced documents are indispensable for the application of this document. For dated

nces, only the edition cited applies. For undated references, the latest edition of th
hent (including any amendments) applies:

EFC 18028-2:2005, Information technology — Security techniques IT network secur

brk security architecture

FC 18028-3:2005, Information technology — Security techniques IT network securn

ing communications between networks using security gateways

EC 18028-4:2005,( Tnformation technology — Security techniques IT network secur

ing remote access

FC 18028-5:2006, Information technology — Security techniques IT network secur

ing communications across networks using virtual private networks

FC13335-1:2004, Information technology — Security techniques — Management of inf

e referenced

ty — Part 2:

ty — Part 3:

ty — Part4:

ty — Part5:

brmation and
mmunications

unications technology security — Part 1: Concepts and models for information and co

technology security management

ISO/IEC 17799:2005, Information technology — Security techniques — Code of practice for information
security management

ISO/IEC 18044:2004,

mana

gement

Information technology — Security techniques — Information security incident

ISO/IEC 18043:2006, Information technology — Security techniques — Selection, deployment and operations
of intrusion detection systems
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3 Terms and definitions

3.1 Terms defined in other International Standards

For the purposes of this document, the terms and definitions given in ISO/IEC 7498 (all parts) and the
following terms defined in ISO/IEC 17799 and ISO/IEC 13335-1 apply: accountability, asset, authenticity,
availability, baseline controls, confidentiality, data integrity, impact, integrity, security policy, non-repudiation,

reliability, risk,

risk analysis, risk assessment, risk management, control, threat and vulnerability.

3.2 Terms defined in this part of ISO/IEC 18028

For the purpgses of this document, the following terms and definitions apply.

3.2.1
alert

‘instant’ indication that an information system and network may be under attack, or in danger becag
accident, faildre or people error

3.2.2
attacker

any person deliberately exploiting vulnerabilities in technical and non-technieal*security controls in or

steal or comp
information s

romise information systems and networks, or to compromise_availability to legitimate us
stem and network resources

formal examination, or verification of facts against expectations, for compliance and confo

gathering of [data on information security events .for the purpose of review and analysis, and on

3.23

audit

formal inquiry,
3.24

audit logging
monitoring
3.25

audit tools

automated topls to aid the analysis of thecontents of audit logs

3.2.6

business coptinuity management

process to ef

sure that recovery of operations will be assured should any unexpected or unwanted in

occur that is|capable of negatively impacting the continuity of essential business functions and supp

elements

NOTE The
subsequently
process need I

all business functions and supporting elements WI|| be recovered back to normal The key elements

process should also ensure that recovery is achieved in the required priorities and timescalep

se of

der to
ers of

rmity

going

Cident
orting

5, and
of this

mpass

information, business processes, information systems and services, voice and data communications, people and physical

facilities.

3.2.7
Comp128-1

proprietary algorithm that was initially used by default in SIM cards

3.2.8
demilitarized
DMZ

zone

perimeter network (also known as a screened sub-net) inserted as a “neutral zone" between networks

NOTE It forms a security buffer zone.

© ISO/IEC 2006 — All rights reserved
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denial of service

DoS

prevention of authorized access to a system resource or the delaying of system operations and functions

3.210

extranet
extension of an organization’s Intranet, especially over the public network infrastructure, enabling resource
sharing between the organization and other organizations and individuals that it deals with by providing limited
access to its Intranet

3.2.11

filtering
process of accepting or rejecting data flows through a network, according to specified criteria

3.21

firewall

type

comppsite of several components and techniques — through which all traffic from’one network e
another, and vice versa, traverses and only authorized traffic, as defined, by the local secu

allow:

3.2.11
hub
netwd

NOTE
syster

3.2.14

information security event

identi
policy

NOTE|

3.2.1%
information security incident

that i
signif

NOTE

3.21

inforluation security incident management

f security barrier placed between network environments — consisting ©f 'a dedicated

d to pass
]
rk device that functions at layer 1 of the OSI reference model (ISO/IEC 7498-1)

There is no real intelligence in network hubs; they“only provide physical attachment points
1S Or resources.

}

ied occurrence of a system, service or_network state indicating a possible breach of inform
or failure of controls, or a previously.inknown situation that may be security relevant

See ISO/IEC 18044.
]

ndicated by a single_ ‘or a series of unwanted or unexpected information security events
cant probability of(compromising business operations and threatening information security

See ISOUEC 18044.

device or a
hvironment to
rity policy, is

for networked

ation security

that have a

formag| pfecess of responding to and dealing with information security events and incidents
NOTE See ISO/IEC 18044.

3.217

internet

global system of inter-connected networks in the public domain

3.2.18
intranet
private network established internally in an organization

© ISO/IEC 2006 — All rights reserved
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3.2.19
intrusion
unauthorized
access to an

access to a network or a network-connected system i.e. deliberate or accidental unauthorized
information system, to include malicious activity against an information system, or unauthorized

use of resources within an information system

3.2.20

intrusion detection
formal process of detecting intrusions, generally characterized by gathering knowledge about abnormal usage
patterns as well as what, how, and which vulnerability has been exploited to include how and when it occurred

e ISO/IEC 18043.

intrusion detection system

NOTE Se
3.2.21

IDS

technical sys
and possibly

NOTE Se
3.2.22

intrusion prgvention system

IPS
variant on int

NOTE Se

3.2.23

jitter

one form of li
3.2.24

malware
malicious sof

em that is used to identify that an intrusion has been attempted, is occurring}-6r has ocgurred
fespond to intrusions in information systems and networks

e |ISO/IEC 18043.

usion detection systems that are specifically designed to provide an active response capabjlity

e ISO/IEC 18043.

ne distortion caused when a transmitted signal’deviates from its reference

ware, such as a virus or a trojan horse, designed specifically to damage or disrupt a system

3.2.25
multi protoc
MPLS
technique, de
flows, and us|

NOTE La

3.2.26

network administration

day-to-day of

bl label switching

veloped for use in.-inter-network routing, whereby labels are assigned to individual data paths or
bd to switch conneetions, underneath and in addition to normal routing protocol mechanismp

bel switching-Can be used as one method of creating tunnels.

efation and management of network processes and users

3.2.27

network analyzer
device used to capture and decode information flowing in networks

3.2.28

network element
information system that is connected to a network

NOTE

3.2.29

The detailed description of security element is given in ISO/IEC 18028-2.

network management
process of planning, designing, implementing, operating, monitoring and maintaining a network

© ISO/IEC 2006 — All rights reserved
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3.2.30
network monitoring

process of continuously observing and reviewing data recorded on network activity and operations, including

audit logs and alerts, and related analysis

3.2.31
network security policy

set of statements, rules and practices that explain an organization’s approach to the use of its network

resources, and specify how its network infrastructure and services should be protected

3.2.32

port
endpgint to a connection

NOTE] In the context of the Internet protocol a port is a logical channel endpoint of a TCR jor Ul
Applicption protocols which are based on TCP or UDP have typically assigned default port numbers, e.g.
HTTP |protocol.

netwqrk device that is tused to establish and control the flow of data between different net
themgelves can be based on different network protocols, by selecting paths or routes based
proto¢ol mechanisms and algorithms. The routing information is kept in a routing table

3.2.37
security dimension
set of| security controls designed to address a particular aspect of network security

DP connection.
port 80 for the

re treated in

in accordance
I the economic

which is not

works, which
upon routing

NOTE The detailed description of security dimensions is given in ISO/IEC 18028-2.

3.2.38
security domain
set of assets and resources subject to a common security policy

3.2.39
security gateway

point of connection between networks, or between subgroups within networks, or between software
applications within different security domains intended to protect a network according to a given security policy

NOTE The detailed description of security gateway is given in ISO/IEC 18028-3.

© ISO/IEC 2006 — All rights reserved
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3.2.40

security layers
that which represents a hierarchy of network equipment and facility groupings protected by security

dimensions
NOTE Th
3.2.41

e detailed description of security layer is given in ISO/IEC 18028-2.

security plane
that which represents a certain type of network activity protected by security dimensions

NOTE Th
3.242
spamming

sending of by
system resou

3.243
spoofing
impersonatin

3.2.44
switch
device which

NOTE S
used in switch
addressed net|
be implementg

3.245
tunnel
data path bet
techniques st

3.2.46

virtual private network

restricted-use
e.g. by using

- detailed description of , is giver in ISO/IEC 18028-2

Ik unsolicited messages which on receipt cause adverse effects on the availability.of inforn
rces

) a legitimate resource or user

provides connectivity between networked devices by means of internal switching mechanis

vitches are distinct from other local area network interconnection devices (e.g. a hub) as the tech
es sets up connections on a point to point basis. Thisvensures the network traffic is only seen

d at layer 2 or layer 3 of the OSI reference model (ISO/IEC 7498-1).

ween networked devices which is established across an existing network infrastructure by
ch as protocol encapsulation, label switching, or virtual circuits

logical computer network that is constructed from the system resources of a physical ne
encryption and/or by tunneling links of the virtual network across the real network

hation

ms

nology
by the

vork devices and enables several connections to existsimultaneously. Switching technology can typically

using

work,
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4 Abbreviated terms

NOTE The following abbreviated terms are used in all parts of ISO/IEC 18028.

3G Third Generation mobile telephone system
AAA Authentication, Authorization and Accounting
ACL Access Control List

ADSL Asymmetric Digital Subscriber Line

AES Advanced Encryption Standard

ATM Asynchronous Transfer Mode

CDPL Cellular Digital Packet Data

CDMA Code Division Multiple Access

CLID Calling Line Identifier

CLNR Connectionless Network Protocol

CoS Class of Service

CRM Customer Relationship Management
DEL Direct Exchange Line

DES Data Encryption Standard

DMZ Demilitarized Zone

DNS Domain Name Service

DoS Denial of Service

DSL Digital Subscriber Line

EDGE Enhanced Data-Ratesfor GSM Evolution
EDI Electronic Data-Interchange

EGPRS Enhanced General Packet Radio Service
EIS Enterprise Information System

FTP File\TFransfer Protocol

GPR$ General Packet Radio Service

GSM Global System for Mobile communications
HIDS Host based-Intrusion Detection System
HTTP Hypertext Transfer Protocol

IDS Intrusion Detection System

IP Internet Protocol

ISP Internet Service Provider

IT Information Technology

LAN Local Area Network

MPLS Multi-Protocol Label Switching
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MRP
NAT
NIDS
NTP
0OOB
PC
PDA
PIN
PKI
PSTN
QoS
RAID
RAS
RTP
SDSL
SecOPs
SIM
SNMP
SSH
TCP
TDMA
Telnet
TETRA
TKIP
UDP
UMTS
uPsS
USB
VHF
VolP
VPN
WAN
WAP
WEP
WLAN
WORM

Manufacturing Resource Planning
Network Address Translation
Network Intrusion Detection System
Network Time Protocol

‘Out of Band’

Personal Computer

Personal Data Assistant

Personal Identification Number

Public Key Infrastructure

Public Switched Telephone Network
Quality of Service

Redundant Array of Inexpensive Disks
Remote Access Service

Real Time Protocol

Symmetric Digital Subscriber Line
Security Operating Procedures
Subscriber Identity Module

Simple Network Management Protocol
Secure Shell

Transmission Control Protocol

Time Division Multiple Access

Terminal emulation program to work on-line on a remote computer

TErrestial Trunked RAdio
Temporal Key Integrity Protocol

User Datagram Protocol

Universal Mobile Telecommunications System

Uninterruptible Power Supply

Uhiversal Serial Bus

Very High Frequency

Voice over IP

Virtual Private Network

Wide Area Network

Wireless Application Protocol
Wired Equivalent Privacy
Wireless Local Area Network

Write Once Read Many
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5 Structure

The approach taken in ISO/IEC 18028-1 is to:

— first summarize the overall process for the identification and analysis of the communications related
factors that should be taken into account to establish network security requirements, and

— then provide an indication of the potential control areas with respect to security associated with
connections to and between communications networks. In doing this indicators are provided to where
relevant content of ISO/IEC 13335 and ISO/IEC 17799 may be used, and technical design and
implementation topics are introduced with references to where they are dealt with in detail in

Thred
contrg

— different types of network connections,

— different networking characteristics and related trust relationships, and

o]

The results of combining these criteria are then utilized to indicate potential control areas. $

sumimn

The dreas dealt with are:

— N

p PP
| POAEC18028-2t0tSOAEC180628-5:

otential types of security risk associated with network connections(and the use of services
those connections).

simple criteria are described to aid persons responsible for information security. {oyide
| areas. These criteria identify the:

ary descriptions are provided of the potential control aréas, with indications to sources of mj

etwork Security Architecture, including coverage of:
local area networking,
wide area networking,
wireless networks,
radio networks,
broadband netwaorking,
security gateways (see also ISO/IEC 18028-3),

remote access services (see also ISO/IEC 18028-4),

ntify potential

provided via

bubsequently,
ore detail.

virtual private networks (see also ISO/IEC 18028-5),

IP convergence (data, voice and video),
enabling access to services provided by networks external (to the organization),

web hosting architectures,

(See also ISO/IEC 18028-2 for more detail of Network Security Architecture.)

— Secure Service Management Framework,

— Network Security Management,
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— Technical Vulnerability Management,
— ldentification and Authentication,

— Network Audit Logging and Monitoring,
— Intrusion Detection,

— Protection Against Malicious Code,

— Common Infrastructure Cryptographic Based Services, and

— Businesg Continuity Management ).
Implementatipn and operation of security controls, and monitoring and reviewing the implementation, ar¢ then
dealt with.
6 Aim
The aim of thjs document is to provide:

— direction|for the identification and analysis of the communications related factors that should be takgn into
account fo establish network security requirements, and

— an indication of the potential control areas, including those‘dealt with in detail in ISO/IEC 18028-2 to
ISO/IEC |18028-5.

7 Overview

7.1 Background

Most government and commercial organizations’ information systems are connected by networks, with the
conduct of electronic business on a globalbasis increasing all the time. These network connections can be
within the organization, between different organizations, and between the organization and the general public.

Indeed, rapid developments inpublicly available network technology, in particular with the Internet and the
associated World Wide Web/present great opportunities for business and for the provision of on-line public
services. Thgse opportunities.fange from the provision of lower cost data communications, using the Internet
simply as a global means_of connection, to more sophisticated ISP services. This means the use of relatively
low cost local attachnient points at each end of the circuit, to full scale on-line electronic trading and sgrvice
delivery systgms, using Web-based applications and services. In addition the new technologies, including the
integration of data’and voice, increase the opportunities for telecommuting style business models| This
enables emp|oyeés to operate away from base for much of the time, maintaining contact by using régmote
facilities, such as dial-in, or increasingly wireless LAN connections, to establish contact with the corporate
network and gain access to business support information and services.

Thus, whilst this environment brings business benefits, it also brings new security risks to be managed. With
organizations relying heavily on the use of information to conduct their business activities, the loss of
confidentiality, integrity, availability, non-repudiation, accountability, authenticity and reliability of information
and services can have an adverse impact on business operations. Consequently, there is a critical
requirement to protect information and to manage the security of information systems within organizations.

1) This includes IT Disaster Recovery Planning.

10 © ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=87082f056279edc80576726383b12dd0

ISO/IEC FDIS 18028-1:2006(E)

An example of a typical networking scenario, which can be observed in many organizations today, is shown in
Figure 1 below.

Extranet
Gateways

Internal
Gateways

Internet { e
Gateways c (B )

..... ﬂ

Q‘(\Q \“Q‘&t Remote User
Q@

Remote User Q,\‘

\‘2\@

Figure 1 — Typical Networking Environment

The Iptranet specifies the network an.organization relies on and maintains internally. Typically,|only persons
workihg for the organization have direct physical access to this network, and since the network is located
withinl premises owned by the organization, a level of physical protection could easily be achi¢ved. In most
caseq the Intranet is not homogenous with regard to the technologies used and security requir¢gments; there
may be infrastructures which have a need for a higher protection level than given by the Intrangt itself. Such
infrasfructures, for example the essential parts of a PKI environment, may be operated in| a dedicated
segment of the Intranét.~On the other hand, certain technologies may require some isolation pecause they
introduce additionaltrisks, e.g. WLAN infrastructures. For both cases, internal security gateways|may be used
to implement this'segmentation.

The RQusiness~needs of the majority of organizations today necessitate communications and data exchange
with gxternal partners and other organizations. Often the most important business partners are cpnnected in a
way direetly extending the Intranet towards the network of the partner organization; the tern Extranet is
commonly used for such extensions. Since trust in the connected partner organizations is in most cases lower
than within the organization, extranet security gateways are used to cover the risks introduced with these
connections.

Public networks, mainly the Internet, are further used today to provide cost optimized communications and
data exchange facilities with partners and customers (including the public), and to provide various forms of
extensions of the Intranet. Due to the low trust level in public networks, especially the Internet, sophisticated
security gateways are needed to help manage the associated risks. These security gateways include specific
components to address the requirements of the various forms of Intranet extension as well as partner and
customer connections.

Remote users may be connected through VPN technology, and they may further use wireless connection
facilities like public WLAN hotspots for accessing the Internet. Alternatively, remote users may use the
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telephone network for establishing direct dial-up connections to a Remote Access Server, which is often
located within the DMZ environment of the Internet Firewall.

When an organization decides to use VolP technologies to implement the internal telephone network, then
appropriate security gateways to the phone network are typically present as well.

Whilst in many respects the technologies which are used within such a typical networking scenario are
providing expanded opportunities and benefits to the business, for example by reducing or optimizing costs,
they also lead to quite complex environments and usually introduce new information security risks. Therefore,
the risks posed by these environments should be properly assessed and the assessed risks mitigated by
implementing the appropriate security controls.

In other words, the business opportunities afforded by these new environments should be balanced afainst
the risks posed by the newer technologies. For example, the Internet has a number of technical-features
which can cause concerns from a security point of view. It was originally designed with resilience rathef than
security as a|priority, and many of the underlying protocols in common use are not naturally secure. A|major
strength of the Internet is that it is a very open system, originally developed in the aeademic regearch
community rg¢sponding to US Government project requirements, with widespread publication of results and
free distributipn of software and specifications. This has aided the popularity and rapidgrowth of the Infernet.
However thig very popularity and openness creates a significant security vulnerability. There are a|large
number of pgople in the global environment who have the capacity, knowledge<and inclination to access the
underlying mechanisms and protocols and create security problems, ranging from unauthorized access fo full-
scale destrucfive denial of service.

odern
naged

In summary, [successful commercial and governmental exploitation, of the opportunities offered by m
networking d¢pends upon the degree to which the risks of operatinglin an open environment can be ma
and controlled.
Clause 7.2 s

Iimmarizes the recommended process for thefidentification and analysis of the communicptions

related factor
of an indicatiq

7.2 Identific

When consid
associated wj
they should

business req
considering n
implementing
kept in mind

and control a

review t

corporat¢ infermation security policy 2) (see Clause 8),

tj:e aware of the security risks to, and related control areas for, such network connectiong

5 that should be taken into account to establish network security requirements, and the pro
n of the potential control areas. Subsequent clauses then provide further detail of this proc

ation Process

ering network connections, «all those persons in the organization who have responsi
th the connections should.be’ clear about the business requirements and benefits. In ad

irements and benefits_are likely to influence many decisions and actions taken in the proc
etwork connections, identifying potential control areas, and then eventually selecting, desi

hroughout theyprocess. In order to identify the appropriate network related security require
eas, the following tasks should be completed (also see ISO/IEC 17799):

ne general security requirements for network connections as set out in the organiza

vision
PSS,

ilities
dition,
. The
pss of

pning,

and maintaining security controls. Thus, these business requirements and benefits shodld be

ments

tion’s

review th

e\network architectures and applications that relate to the network connections, to provig

e the

necessary background to conduct subsequent tasks (see Clause 9),

identify the type or types of network connection that should be considered (see Clause 10),

review the characteristics of the networking proposed (aided as necessary by the information available on
network and application architectures), and the associated trust relationships (see Clause 11),

2) This will include this policy’s position on (1) regulatory and legislative security requirements relating to network
connections as defined by the relevant regulatory or legislative bodies (including national government agencies), (2) the
classification of the data to be stored or transported on the network.
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— determine the related types of security risk, where possible with the help of risk assessment and
management review results - including consideration of the value to business operations of the
information to be transferred via the connections, any other information potentially accessible in an
unauthorized way through these connections, and of the services provided 3) (see Clause 12),

— identify the control areas that are appropriate, commensurate with the type(s) of network connection, the
networking characteristics and associated trust relationships, and the types of security risks, determined,
and in parallel document and review the technical security architecture options and agree the preferred
option?, (see Clause 13),

— implement and operate security controls (see Clause 14), and

. . . . . . . . 5) 5 9815).

It should be noted that general advice on the identification of controls is contained in ISO/IEC) 17799, and will
be in ISO/IEC 13335-2 when published. ISO/IEC 18028-1 is complementary to these standards| providing an
introduction on how to identify appropriate control areas with respect to security associated with connections
to cormnmunications networks, and thence to ISO/IEC 18028-2 to ISO/IEC 18028-5.

Figurg¢ 2 below explains the overall process of identification and analysis jof-the communications related
factors to be taken into account to establish network security requirements;and the provision ofindications of
potential control areas. Each step of the process is described in further detail’in the clauses following Figure 2.

3) This will include (1) assessment of the risks associated with potential breaches of relevant regulation and legislation
relating to network connections as defined by the relevant regulatory or legislative bodies (including national government
agencies), and (2) using the agreed potential adverse business impacts, confirming the classification of the data to be
stored or transported on the network.

4) This will include controls required to comply with relevant regulations and legislation relating to network connections
as defined by the relevant regulatory or legislative bodies (including national government agencies).

5) This will include monitoring and reviewing the controls required to comply with relevant regulations and legislation
relating to network connections as defined by the relevant regulatory or legislative bodies (including national government
agencies).

© ISO/IEC 2006 — Al rights reserved 13
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A

Also 1 Determine il Revieyv Corporate Information
Security Policy (Clause 8)
Refer to Scope/ i
ISO/IEC ConteXt Review Network Architectures A
IS 13335 and Applications
(Clause 9)
Part 2, T
ISO/IEC Identify Type(s) of Network
IS 17799, Connection )
ISO/IEC (Clause 10) i
v
27001 , Review Networking
ISO/IEC Characteristics &
Trust Relationships (Clause
27003 11)
and N ‘ ,Ii:oleesvgnfs:y ;iz} I:\I:/ilsr;\lzagement
ISO/IEC Assess Risks Déterm";ezsec“”ty Risks <-- Results (also see ISOAEC
27004 (Clause 12) _ 13335-2, ISO/IEC 17799
N v & Clause 12)
i Identify Appropriate Potential 4
Identlfy Control Areas, Document &
Controls, Review Security Architecture
Implement & 8pt!ons, & Select Preferred Review
ption (Clause 13) .
Check periodically and
¢ in case of major
Implement and Operate changes (in
Security Controls (Clause 14) business needs,
i technology,
. M security
Monitor and Review _ solutions, etc.)
Implementation (ClauseA5) e
v vy I _
Figure 2 — Management Process in the Context of Network Security
In Figure 2 the solid black lines representthe main path of the process, and the dotted black line whefe the
types of seaurity risk may be determined with the aid of results from a security risk assessment and
management{review.
In addition tof the main path 0f jthe process, in certain steps there should be a need to re-visit the restilts of
earlier steps o ensure consistency, in particular the steps "Review Corporate Information Security Policy” and
"Review Network Architéctures and Applications”. For example,
— after typgs of-security risk have been determined there may be a need to review corporate information
security policy-because something has arisen that is in fact not covered at that policy level,

— in identifying potential control areas, the corporate information security policy should be taken into

account,

because it may, for example, specify that a particular control has to be implemented across the

organization regardless of the risks, and

— in reviewing security architecture options, to ensure compatibility the network architectures and
applications should be considered.

14
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8 Consider Corporate Information Security Policy Requirements

An organization’s corporate information security policy may include statements on the need for confidentiality,
integrity, availability, non-repudiation, accountability, authenticity and reliability, as well as views on types of
threat, and control requirements, that relate directly to network connections.

For example, such a policy could state that:

— availability of certain types of information or services is a major concern,

— no connections via dial-up lines are permitted,

— dparticular type of security gateway should be used, and

— no payment instruction is valid without a digital signature.

Such | statements, views and requirements, being applicable organization or .comimunity-wide, should be
accoynted for in the determination of the types of security risk (see Clause 12 below) and the identification of
potential control areas for network connections (see Clause 13 below). If\there are any $uch security
requitements then these should be documented in the draft list of potential.control areas, and jas necessary
reflecied in security architecture options. Guidance on the positioning.'ef a corporate information security
policyl document within an organization’s approach to information security, and on its content and relationships
with gther security documentation, is provided in ISO/IEC 13335-1.and ISO/IEC 17799. Guidange will also be
provided in ISO/IEC 13335-2, when published.

9 Review Network Architectures and Applications

9.1 Background

As referred to earlier in this standard, the steps to achieve confirmation of the potential controls fequired for a
netwqrk are:

— idlentification of the type(s) of network connection to be used,

identification of the networking characteristics and associated trust relationships involved,
— determination of the segurity risks,

— velopment of the\list of required control areas 6), and the related designs.

Following these-Steps should always be accomplished in the context of the network architecture and
applidations that already exist or are planned.

Thus |detail jshould be obtained of the relevant network architecture and applications, and this should be
reviewed to provide the necessary understanding and context for the process steps that follow.

By clarifying these aspects at the earliest possible stage, the process of identifying the relevant security
requirement identification criteria, identifying control areas, and reviewing the technical security architecture
options and deciding which one should be adopted, should become more efficient and eventually result in a
more workable security solution.

The consideration of network and application architectural aspects at an early stage should allow time for
those architectures to be reviewed and possibly revised if an acceptable security solution cannot be
realistically achieved within the current architecture.

6) Including those control areas associated with the use of cryptography for such as confidentiality, integrity and
authentication.
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The different areas that should be considered include:

— types of network,
— network protocols,
— network applications,

— technologies used to implement networks.

Some of the issues for review for each of these areas are discussed in Clauses 9.2 to 9.6 below. Clause 10
provides guidance on how to identify the types of network connection, and Clause 11 provides guidance on
how to determine the networking characteristics and related trust relationships. Clause 12 provides guidance
on identifying the security risks. (General guidance on network and application architectures can be fofind in
ISO/IEC 7498.)

9.2 Types of Network
Depending on the area they cover, networks can be categorized as:

— Local Ar¢a Networks (LANs), which are used to interconnect systems locally, and

— Wide Arga Networks (WANSs), which are used to interconnect systems up.to ‘a“world-wide coverage.

(Some sourcgs also define the term Metropolitan Area Network (MAN) for'a-tocally restricted WAN, e.g. within
a city. Howeyer, nowadays the same technologies are used as for WANs and thus there are no signjficant
differences between MAN and WAN any more. Further, for the purposes of this standard Personal Area
Networks (PANs) will be categorized as LANSs.)

9.3 Network Protocols

Different profocols have different security characteristics and should be afforded special consideratiop. For
example:

— shared media protocols are mainly used.imLANs and provide mechanisms to regulate the use of ghared
media among the systems connected: As a shared media is used, all information on the netwprk is
physically accessible by all connected.systems,

— routing gdrotocols are used to define the route through the different nodes on which information travels
within WIANs. Information is<physically accessible for all systems along the route, and routing mjay be
changed| either accidentally or intentionally, and

— MPLS protocols, on which many carrier networks are based, allows a carrier core network to be shared
by multigle private networks without any member of one private network being aware that there are| other
private networks §haring the core network. The major application is the implementation of VPNs, where
different |labels<are used to identify and segregate traffic belonging to different VPNs (an MPLS based
VPN is ot based on data encryption mechanisms). This enables corporate customers to outsourc¢ their
internal métwork to a service provider and thus avoid the need to deploy and manage their own ctre IP
network. A key benefit is the ability to converge network services, such as voice and data over on
network, using QoS mechanisms to ensure real time performance.

Many of the protocols used in networks do not provide any security. For example, tools to acquire passwords
from network traffic are commonly used by attackers. This makes applications sending unencrypted
passwords over a public network highly vulnerable.

Many protocols may be used in conjunction with different network topologies and media, and by using wired
as well as wireless technologies. In many cases this has further impact on the security characteristics.
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9.4 Networked Applications

The type of applications used over a network should be considered in the context of security. Types can

include:

thin client applications,
desktop applications,
terminal emulation based applications,

messaging infrastructures and applications,

ient server applications.

llowing examples show how application characteristics influence the security“requirer
netwqrk environments they may use:

essaging applications (such as encryption and digital signatures for‘messages) ma
dequate security level without the implementation of dedicated security controls on the nety

thin client applications may need to download mobile codefor proper functional
nfidentiality may not be a maijor issue in this context, integrity is important and the neg
rovide appropriate mechanisms for this. Alternatively, if higher’requirements need to be f
gning of mobile code will provide integrity and additionakauthentication. Often this is d
pplication framework itself, and therefore there may beo need to provide these services ir

ore and forward or spooler based applications typically temporarily store important data or
des for further processing. If there are integrity;and confidentiality requirements, approg
ill be needed in the network to protect the dataiin transit. However, due to the temporary sf
n intermediate hosts, these controls may not be sufficient. Thus, additional controls ma
pplied to also protect data stored on intermediate nodes.

9.5 Technologies Used to Implement 'Networks
Networks may be delivered via a)variety of means. A common structuring of these means
geogtaphical areas which are covered by a network.

9.5.1| Local Area Networks
A LA
few in
Typic
applig
LANs
servig

\ is a network to.interconnect computers and servers in a small geographic area. The size
terconnected.systems, e.g. forming a home network, to a few thousands, e.g. in a cani
bl servicesimplemented include the sharing of resources like printers, and the sharing

hents for the

y provide an
ork,

ty. Whereas
twork should
Uifilled, digital
bne within an
the network,

intermediate
riate controls
orage of data
y need to be

is based on

anges from a
pus network.
of files and

ations. ‘LANs typically also provide central services like messaging or calendar services. Ip some cases
arecalso used to substitute the traditional function of other networks, e.g. when VolP
es.are prowded as a substltute for a PBX based phone network Small LANs are mg

protocols and
st commonly

imple

hnblogy used in

this context and has been extended for prowdlng hlgher bandW|dth as weII as for supportlng wireless
environments. Since shared media technologies, and also Ethernet in particular, have limitations in greater
size networks, typical WAN technologies such as routable protocols are also often used in LAN environments.
A LAN can be wired, or wireless based.

9.5.1.1  Wired LAN

A wired LAN usually consists of nodes connected in a network via a network switch or hub using networking
cables, which can provide high-speed data networking capabilities. Well-known wired LAN technologies
include Ethernet (IEEE 802.3) and Token Ring (IEEE 802.5).
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9.5.1.2 Wireless LAN

A WLAN makes use of high frequency radio waves to send network packets over the air. Its flexibility lies in
the fact that a LAN can be established quickly without the need of wiring the network. Well-known wireless
LAN technologies include IEEE 802.11 implementations and Bluetooth.

9.5.2 Wide Area Networks

WANSs are used to connect distant locations, and their LANs, together. A WAN can be constructed using
cables, circuits from a service provider, or more likely by renting a service from a telecommunications
provider. WAN technologies allow the transmission and routing of network traffic over long distance, and
usually provi i i frrati —Typically
public physi¢al networking infrastructure is used for interconnecting LANs, e.g. leased lines;. Gqtellite
communicatigns or fiber optics. A WAN can be wired, or wireless based.

9.5.21 Wired WAN

A wired WAN usually consists of routing devices (e.g. routers) connected to a publicCer-private netwdrk via
telecommunigation wires. Well-known wired WAN technologies include ATM, Frame. Relay and X.25.

9.5.2.2 Wireless WAN

A wireless WAN typically uses radio waves to send network packets over-the air for a long distance, which
can be up to|ten kilometers or more. Well-known wireless WAN technologies include TDMA, CDMA, |GSM,
and IEEE 802.16.

9.6 Other Cpnsiderations

When reviewling the network architecture and applications, consideration should also be given to existing
network connections within, to or from the organization, and to the network to which a connection is progosed.
The organization’s existing connections may restrict;or prevent new connections, e.g. because of agreenents
or contracts. |The existence of other connectionsto or from the network to which a connection is required
could introduge additional vulnerabilities and. thus higher risks, possibly warranting stronger and/or addjtional
controls.

10 Identify Types of Network Connection

There are many generic types of network connection that an organization or community may need to ytilize.
Some of thege types of connection can be made through private networks (to which access is restricted to a
known community), and{seme could be made through public networks (to which access is potentially available
to any organ|zation or person). Further, these types of network connection could be used for a variety of
services, e.g|electranic mail or EDI, and could involve use of Internet, Intranet or Extranet facilities, each with
differing secyrity censiderations. Each of the types of connection may have different vulnerabilities and thus
associated decufity risks, and consequently eventually require a different set of controls. (Also see
ISO/IEC 17799).

Table 1 below shows one way of categorizing the generic types of network connection that may be required to
conduct business, with a descriptive example shown for each type.

Taking due account of relevant network architectures and applications (see Clause 9 above), one or more of
the types shown in Table 1 should be selected as appropriate to the network connection(s) being considered.

It should be noted that the generic types of network connection described in this document are organized and
categorized from a business perspective rather than a technical one. This means that two different types of
network connection may sometimes be implemented by similar technical means, and that in some cases the
controls may be similar, but there are other cases where they will be different.

18 © ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=87082f056279edc80576726383b12dd0

2006(E)

ISO/IEC 18028-1

"PHOM U} Ul UoiIe00| AUB WOl PaAlgdal 8q pinod

S||e0 SB PajjouoouUn aie SUOoNOsUUOD YoNg "YIoMjau d| ue ul suoyd e woil N1Sd 8yl 01 paleniul 8q pjnod Sseooy

"JUSWIUOUIIAUD d] Ue WOol} }JOM}aN
auoydaja] oljgnd 8y} 0} suol}oduUL0)

‘uoneziuebio

ay) Aq peazuoyjne-aid Ajeoyroad

OUooq JOoU SBU SIS [BUIDIXS [ENPIAIPUT 30T AQ SS900E " UONDaUU0) SHOMBU JO

adAj siyy uj -(3dulsu] 8y} el “6-8) saniide} s,uoneziueblo sy} 0} S9SN [eulaxa AQ pajeniul 8q P|N0d SS82JY “pajliwsuel)
Buiaq uonewuojul 8y} JBAO0 |o43u0] ‘Aue Y ‘emi| aaey Aew uoneziueblio ay ‘Janamoy ‘sasodind (a1eaud uaas Ajqissod)

[euoneziuebio 1o} Aupoey siyy Buizinn 8g. Aew siesn s.uoneziueblo 8y ‘uonosuuod Jo adAl sIy) uj

ay} Ag pazuoyne-aid Ajeoyos
8y} JO UONeWIOUl JO |eABL}D) U]
|lew 21uoJj09]e Jo/pue ‘sajis gopN

‘uoneziuebio
S u®a(q Jou~dABY UOIym sa8)Is Jo/pue suosiad oywoly uopewlopul jo Buipuss
se yons sesodind Joj pajeniul S| SS8d0e 8y} alaym ‘(Jausiu] ay} eia -68) sanijioe}
‘saseqgelep ssad2k.oliqnd 0} siesn s.uoneziuebio ay) Aq psajeniul 8q piNOd $S823Y

olqnd |essaua

‘urewop
B 9y} Y}IM Suoljdoauuo)

alay| ‘sesodind soueusjuiew o)
UMOUY 8q P|NOM SJaSN [BUIBIXS 9
uonewJojul jeuoneziueblio sy} ssg
alay] palayo Buiaq sadiAles ay}
alay) ‘pazuoyine-aid aie siasn |
ay} Aq pazuoyine-aid Ajlenpiaipul
adA} siyy u] (stepinoid aoinBs Uy

‘uoIjPdUUOD pue.asn Jo adA} siy) o) paubisse saba|iaud ssadoe alow aq ybiw
pwalJ 1o} 89 p|Nod uoleziuebio Jayjoue woll SSadde Jo adA} suQ "pazuoyine pue
) ‘90ouBISWNaJID SIY} U] “suoneziueblo |eussixs woly siasn o} papircid aq Aew jeyy
polid Jo a10}s Jey} swalsAs §oeziuebio ayy uo suonesldde 0} Ss8d0e 8q 0S|e p|Nod
o) Aed 03 AyijIge J18y) 0} uonejau\ul uey) Jaylo siasn |ejuaod Jo Buiusalos ou aq Aew
e ybnoyje ‘JonemoH ‘passadde Buleq S uoljewlojul asoym uoljeziuebio |eulaixd
ale ‘uoneziuebio Bundsuuod dy) Jo 8soy) Bulpnjoul ‘sJ8sN [|e ‘UoI}OBUU0D HIOMIBU JO
bnouyy "6-8) suoneziuebio Jayjo Aq pjoy seseqelep ajowal 0} SS899e 8q pINod alayl

‘suonjezjuebid

J3Y3}0 Y}IM suojj}oauuo)

Bunedionied ayy jo yoesa Aq pag
a8y} pue ‘suoneziuefio aiow Jo
S| UOI}DBUUOD HIOM}BU Jo adAy s
|euonjeziuebio-Iajul ajey|jioe} o) p

‘suoneziueblio
n suopeoldde jo abuel |n} 8y} 0} ss800E BPIAGIA. 0} PapusiUl JOU SI UOROBUUOD
om} o} Buojeg psjosuuoossiul Buieq se)is oy 1eyy ydeoxs ‘enoge g, 0} Jejwis
UL “(Ansnpur Bupnueq ey ul Jajsuely spuny oluoJjoef@’ B'8) suoioBSUEl) 21U0JOB|S
bou ssauIsng e Sl 8Jay) aJeym suoneziueblo alow J0 OM] Usamlag UOOaUUODI8)U|

‘B9 ‘s)saud
Jo 1o ‘suoj
J3yjo J1o [eny
‘Ajlunwwod

-ebio judiay

aoueinsuj 1o Bupjueq
ul  ssauisngq Jejiuis
enyis Buipuiq Ajebaj
BJjUO0D jJo asnedaq ‘B o
SO|2 B UIY}IM suoljeziu
b U9aM}aq SUOI}odUUO0D

S| J9SN 8} ‘UONOBUUOD YIOM}BU J
JBYj0 Jo awoy wolj Bupjiom sed

‘wa)sAs |eo0| siy uo Jasn“WalsAs e se pazuoyjne
b adA} siy) U] ‘uoneziueblio ay) A pauleuleW YIOM}BU B BIA PS3UI| 10U SB)IS S)oWal
Aojdwa Agq swaisAs Bunpndwoo s.uoneziueblo ue 0) SyuUll S)J0WBI_JO_Juswysl|qe)sa

3y} Jo (ays Jawoisnd e wodl AljigeieAe 300)s BulAjuan uosiadsales e "6°9) saakojdwa Aq s|euiwls) efep/ajiqow Jo asn

‘uopnezjuehio
ul  Bupjuom

8y} woJdj Aeme suoljeso|
Jouuosiad pue ays

uoneziuebio Yie usamlaq SUOIFIBUUOD

$S900E aJ0W aq Jybiw alay] ‘sas
10 adA} auQ ‘(pajuelb sabajaud U

*uoI}OBUUOD pue Jasn Jo adA} siy) 0} paubisse sabajiald
pdind aoueusjuieW d)0WaJ 10} 89 P|N0J uoneziuebio sy} Jo Jed Jayjoue wolysSsaooe
1M 92UBpPIOJOE Ul 8q AJUO pPINOM SSBJ0B S Jasn Yoes "9°1) uoiewlojul Jo suonedndde

[|e 01 SS800E 10} UONEZIIOYINE SABY PINOM UONEZIUBBIO 8y} UIYIM SI8SN || 10U INg ‘YI0MIaU 8y} BIA d|ge|leAR SWaYSAs

UOlBWIOUI BY} SS820E 0) 9|ge oI
uoneziuebio ajbuis e ulypIm (83s §

SJ8sN || J0oU JI }SOW ‘UoOBUUOD Yomjau Jo adA] SIyl Ul "IOMI8U Bale apIMm B SSoide
Jalenbpeay e yum sao1jo [euoibal Jo/pue) Seolyo [euoibal Usamiaq UOOSUU0DISIU|

‘uoneziuebio

awes ay} jo sued ajesedsip Ajeosiyd

4eiboab juale.

JIPp usamjag uolijdauuo)d

a|buIs & "8'1 ‘UoNedO| PS|I0JJU0D

"a)Is Jo Buip|ing pajjosuo0
bwes oy} UIYIMm uoneziuebio swes sy} jo sped jualoyip Ussamiaq UOROaUUODIS)U]

‘ug

1jeziuebio ue jo uoneso|

pajjoijusa ajfuis B UIY}IM UOo13OdUU0D

A4

a|dwex3 aanduuossaq

uonoauu

D) YIomjaN jo adA |

190
CRelUL-NE-TE:) ]|

uoI328UU0) YI0MIBN Jo sadA] — | ajqel

19

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=87082f056279edc80576726383b12dd0

ISO/IEC 18028-1:2006(E)

11 Review Networking Characteristics and Related Trust Relationships

11.1 Network Characteristics

The characteristics of the existing or proposed network should be reviewed. It is particularly important to
identify whether the network is a:

public network - a network accessible by anyone, or

secure than a public network.

private network, e.g. a network consisting of owned or leased lines, therefore considered to be more

It is also impq

data nety

voice ne

network

Other inform4

whether

whether

is also releva

(QoS concer
performance
inadequate.

minimum per]

Further, it shq

11.2 Trust

Once the ch{
been establi
relationships

Firstly, the a
using the sim

Low, sug

Medium,

rtant to know the type of data transported by the network, for example a:

vork - a network transferring primarily data and making use of data protocols,
work - a network intended for telephone but also usable for data, or

bncompassing both data and voice, and possibly video.
tion, such as:

he network is a packet or switched network,

t supports a QoS, i.e. in an MPLS network,

nt.

ns consistent performance. Network services should be delivered to provide the min
level to be useable. For example, voice service will stutter and break up if the bandwi
D0S refers to a network system's ability, td/sustain a given service at or above its re
ormance level.)

uld also be established whether a connection is permanent, or established at time of need.

Relationships

racteristics of the existing-or proposed networking have been identified, and at minimum
shed if the networktis® public or private (see Clause 11.1 above), then the related
should be identified:

bplicable trustienvironment(s) associated with the network connection(s) should be ide
ple list shownbelow:

h as.-a‘network with an unknown community of users,

such as a network with a known community of users and within a closed business commur]

imum
dth is
uired

it has
trust

htified

ity (of

more than one organization),

High, such as a network with a known community of users solely within the organization.

Secondly, the relevant trust environment(s) (from Low, Medium and High) should be related to the applicable
network characteristic (public or private) and the type(s) of network connection involved (from ‘A’ to 'G’), to
establish the trust relationships. This can be accomplished using a matrix similar to that shown in Table 2

below.
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Table 2 — Identification of Trust Relationships

TYPES OF NETWORK
CONNECTION
(See Clause 10)

S

3
4

NETWORK
CHARACTERISTI(

TRUST ENVIRONMENTS

D
Q

¢

\\(</ C

f\

From|Table 2 the reference category for each relevant trust %L\mnshlp should be determin
possible categories are described in Table 3 below.

Table 3 — Trust Relﬂgnshlp References

ed. All of the

Trust Relationship Category

@ Description
R\

LOW/PUBLIC

W

‘ijéw trust, and use of a public network.

MEDIUM/PUBLIC \O

Medium trust, and use of a public network.

al
e\
HIGH/PUBLIC\\C)

High trust, and use of a public network.

LOW/PI&ATE Low trust, and use of a private network.
MEDI@#’RIVATE Medium trust, and use of a private network.
H/PRIVATE High trust, and use of a private network.
Q

o~

Thesg references should be used when working through Clause 12 to confirm the types of seg

urity risk and

identify potential control areas.

This task can be aided as necessary by the information available on network architectures and applications

(as gained by using Clause 9).
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12 Identify the Information Security Risks

As reflected earlier, the majority of organizations today are dependent on the use of information systems and
networks to support their business operations. Further, in many cases there is a definite business requirement
for the use of network connections between the information systems at each organization’s location, and to

other locations both within and outside the organization,

including to/from the general public. When a

connection is made to another network, considerable care should be taken to ensure that the connecting
organization is not exposed to additional risks (from potential threats exploiting vulnerabilities). These risks
could, for example, result from the connection itself or from network connections at the other end.

Some of these risks may be related to ensuring adherence to relevant Ieglslatlon and regulatlon (Partlcular

attention shoy
controls on t
specific persq
on those col
restrict the
concerns. Le
addresses.)

4

q

The types o
unauthorized
service conn

organization might face relate to loss of:

confiden
integrity
availabili
non-repu
accounts
authentig
reliability

ability to

organization policy (e.g.\selling bandwidth or using bandwidth for own benefits) and responsibilif

relation t

Not all of the

types of seclrity risk should be identified so that potential control areas can be identified (and ever

controls seleq

ne collectlon processing and transmission of personal data i.e. data that can be relates
n or persons. Depending on the respective national legislation, such controls may impose
ecting, processing and disseminating personal information through networks and,may
bility to transfer that data to certain other countries, yielding additional important sq
5s obvious examples of data that may be subject to such legislation are somethardware 3

risk reflected in this clause relate to concerns about unauthorized access to inform
sending of information, the introduction of malicious code, denial‘ef receipt or origin, de
bction, and unavailability of information and service. Thus the\types of security risk th
iality of information and code (in networks and in systems‘connected to networks),
pf information and code (in networks and in systems connected to networks),
y of information and network services (and systems connected to networks),
diation of network transactions (commitments),

bility of network transactions,

ity of information (as well of course of network users and administrators),

of information and code (in' networks and in systems connected to networks),

control unauthorized use and exploitation of network resources, including in the conte
D legislation and-regulation (e.g. storing child pornography).
types of'security risk will apply to every location, or to every organization. However, the re

ted; designed, implemented and maintained).

| to a
Huties
even
curity
nd IP

ation,
hial of
at an

Kts of
ies in

evant
tually
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A conceptual model of network security showing where the types of security risk may occur is shown in

Figure 3.

Administrators

T~ -
==~ = e -
Auithentication
Authorisation

Access control

Authenticity L . o Lo i Authenticity
Control of : Confidentiality, Integrity, Iivallabtltg/ and Reliability | Control of
1 . | .
unauthorised use ! s : unauthorised use
and exploitation of | . RS \ and exploitation o
network resources | Il I AN 5 “P f
o ' L | R | network esougces
Non-repudiation ' L ' s ! Nonzrepudiatipn
Accountability | s ' s i Aecountability,
1 ' A” 1 \\ . |
l ' ' N | |
v Data & Code Data & Céde, 1 v
i Data & Code in Transit 1
End i P, - - - TS i End
System [ ¢—> Network Network [¢—— System
& 1 Element Element | &
User : User

-

Figure 3 — A Conceptual Model of Network Security Risk Areas

Information should be gathered.on the implications to business operations related to the types df security risk
referred to above, with due consideration of the sensitivity or value of information involved (gxpressed as
potential adverse business.impacts) and related potential threats and vulnerabilities. Related to this, if there is
likely to be more thana;minor adverse impact on the business operations of the organization, then reference

shoulfl be made to the matrix in Table 5 below.

It is emphasizédythat in completing this task, use should be made of the results from security risk assessment
and njanagément review(s) 7) conducted with regard to the network connection(s). These resultd will enable a
focus| to, whatever level of detail the review(s) have been conducted, on the potential advgrse business
impagts\associated with the types of security risk listed above, as well as the threat types, vulngrabilities and

hence risks of concern.

When considering network vulnerabilities during a security risk assessment and management review, it may
be necessary to consider a number of network facets separately. Table 4 below lists the types of vulnerability

that could be exploited at each network facet.

7) Guidance on security risk assessment and management approaches is provided in ISO/IEC 17799, and will be in

ISO/IEC 13335-2 when published.

© ISO/IEC 2006 — All rights reserved
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Table 4 — Types of Potential Vulnerability

Network Facet Types of Potential Network Security Vulnerability
Interruption Interception Modification Intrusion Deception
Network Users may User User details and | Users may be Users may be
Users suffer loss or  [transactions user data may be |impersonated to |impersonated to
interruption of |and/or network | modified or gain conduct
service. activity may be | destroyed. unauthorized fraudulent
monitored. access to transactions.
facilities.
I
Network End- |End-systems | Unauthorized Data or code may |End systems End systems
System may become persons may be modified or may be may be
temporarily or |read data or destroyed. impersonated to |impersonated to
permanently code on end- gain canduct
unavailable. systems. unauthorized fraudulent
access to transactions| or
facilities. to launch funther
Unauthorized attacks.
persons 'might
gain.access to
System accounts
and use them to
launch further
attacks.
Networkefd |Applications Data or code Data or-¢code may |Unauthorized Unauthorizefd
Applications |may become may be be medified or persons might persons might
temporarily or |intercepted in destroyed. gain access to gain access|to
permanently transit, or read system accounts | system accqunts
unavailable. on servers, by and use them to |and use themn to
unauthorized launch further launch furthrr
persons. attacks. attacks.
Network Services may | Data or code Data or code may |[Unauthorized Network seryers
Services become may-be be modified or persons might and devices|may
temporarily or .|intercepted in destroyed. gain access to be impersonated
permanently transit, or read system accounts |to gain
unavailable. on servers, by and use them to |unauthorized
unauthorized launch further access, to
persons attacks. intercept
network traffic,
or to disrupt
network
sepn/ices
Network Facilities may Unauthorized
Infrastructure |become persons may
temporarily or infiltrate facilities.
permanently
unavailable

24
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Using the security risk assessment and management review results as the principal guide, the relevant trust
relationship references should be determined from using Clause 11 above and identified along the top of the
matrix in Table 5 below, with the impacts of concern on the left hand side of the matrix. The references at the
pertinent intersections should then be noted — these are the references to the potential control areas that are
introduced in Clause 13 below.

Table 5 — Types of Security Risk and References to Potential Control Areas

Trust Relationship References

LOW/ MEDIUM/ HIGH/ LOW/ MEDIUM/ HIGH/
RUBHG PUBHG RUBHE—PRPRIMATETPRRIMATE, | PRIVATE
.

13.2.18) | 13.21 13.21 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 1327 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2°8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.8 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13.8.5 13.3.5 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4

| oss of Confidentiality

13.3.7 13.3.7 13.4 13.3.7 13.3.7 13.5
13.4 13.4 13.5 13.4 13.4 13.6.2
13.5 13.5 13.6.2 13.5 13.5 13.6.3

13.6.2 13.6.2 136.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7

13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.2

13.10.2 13.10.2 13.10.2 13.10.2 13.10.2 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5
Loss of Integrity 13.24 13.2.1 13.2.1 13.2.1 13.21 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8

N13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
C}\c 13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2

X 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3

@ 13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
O 13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13.3.5 13.3.5 13.3.7

@. 13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4
Q~ 13.3.7 13.3.7 13.4 13.3.7 13.3.7 13.5
O 13.4 13.4 13.5 134 13.4 13.6.2
% 13.5 13.5 13.6.2 13.5 13.5 13.6.3
Q/C) 13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
N 13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.3

13.10.3 13.10.3 13.10.3 13.10.3 13.10.3 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5

8) Regarding all references to clause 13.2.1 in this table — this clause will apply in a manner appropriate to the
networking scenario concerned.
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Types of Risk

13.2.1 2.
13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.34
13.34 13.34 13.34 13.3.6
13.3.0 13.5.5 13.3.9 13.5.
13.3.7 13.3.6 13.3.6 @%
13.4 13.3.7 13.3.7 5
13.5 134 13.4 1’13.6. p
13.6.2 13.5 13.6.8
13.6.3 13.6.2 13.6.4
13.6.4 13.6.3 13.6.5
13.6.5 13.6.4 13.7
13.7 137 13.8
13.8 13.8 \\Q/ 13.9
13.9 13 13.11
13.11 4311
13.2.1 C,\1’3.2.1 13.2.
13.2.7Q 13.2.7 13.2.8
13. ? 13.2.8 13.3.2
Sé 13.3.2 13.3.8

\%s.s.s 13.3.3 13.3.4

N13.3.4 13.3.4 13.3.6
13.3.6 13.3.5 13.3.Y
13.3.7 13.3.6 134
13.4 13.3.7 13.5
13.5 134 13.6.2
13.6.2 13.5 13.6.8
13.6.3 13.6.2 13.6.4
13.6.4 13.6.3 13.6.9
13.6.5 13.6.4 13.7
13.7 13.7 13.8
13.8 13.8 13.9
13.9 13.9 13.10.4
13.10.4 13.10.4 13.10.5
13.10.5 13.10.5 13.11
13.11 13.11

O
It should be that the table appears to indicate that the more a user is trusted, the more controls are

necessary. There are two reasons for this.

Firstly, there are a number of controls described in ISO/IEC 17799 (and which will also be described in
ISO/IEC 13335-2, when published), and thus not repeated in this document, that would be selected to protect
the host facilities, including for identification and authentication, and logical access control. In low trust
situations the strength of identification and authentication, and logical access control, controls should be
higher than in high trust situations. If this cannot be assured, then relevant additional controls should be
implemented. The configuration of the permissions (privileges) in the lower trust situations should help ensure
that access is only provided to resources that are consistent with the trust model and requirements of the
intended access.

Secondly, trusted users are usually given access to more important/critical information and/or functionality.

This can mean a requirement for additional controls, as a reflection of the value of the resources accessed
and not on the trust in the users.
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13 Ildentify Appropriate Potential Control Areas

13.1 Background

On the basis of the results of the risk assessment and management review, and aided by the references
identified from using Clause 12, the potential control areas should then be identified and selected from
Clause 13 (and of course ISO/IEC 17799). ISO/IEC 13335-2, when published, will also provide relevant
information. Clause 13.2 addresses the various network security architecture aspects and related potential
control areas, followed by Clauses 13.3 to 13.11 which introduce other related potential control areas. A
particular security solution may in fact encompass a number of the potential control areas introduced in

Clauses 13.2 to 13.11.

Itis e
they
I1ISO/I

mphasized that there are a number of controls that are relevant to information systems'w
have any network connections, which should be selected through the use~oeb IS
FC 13335-2, when published, will also provide relevant information.

The |
archit
the b
reviey

st of identified potential controls should be thoroughly reviewed in the context of the reld
bctures and applications. The list should then be adjusted as necessarycahd subsequent
hsis for implementing the required security controls (see Clause 14_below) and then m|
ving the implementation (see Clause 15 below).

13.2 |Network Security Architecture

13.2.1 Preface

The documentation of the possible security architectureloptions provides a means for the e
differ¢nt solutions, and a basis for trade-off analysis. This also facilitates the resolution of issu

with technical constraints, and contentions between,the needs of the business and for security,
arise.
In documenting the options, due account should be taken of any corporate information s

requitements (see Clause 8 above), the relévant network architecture and network applications
abovg), and the list of potential control areas identified by using Clauses 12 and 13. In accon
accoynt should be taken of any existing’security architectures. Once the options have been dog
reviewed, as part of the technical ;architecture design process, the preferred security architect
agregd and documented in a Technical Security Architecture Design Control Specification doc
compgtible with the Technical Architecture Design, and vice versa). Then, changes might result t
and application architecturés, (to ensure compatibility with the preferred security architecture), an
potential controls (e.g. because it is agreed that the security architecture can only be technically|
in a pprticular way, necessitating an alternative to an identified control).

It should be notéd-that ISO/IEC 18028-2 describes a “Reference”®) security architecture which
as a ase point_from which to:

scribe a consistent framework to support the planning, design and implementation of netw

hether or not
D/IEC 17799.

vant network
y be used as
onitoring and

amination of
ps associated
that will often

bcurity policy
see Clause 9
nplishing this,
umented and
re should be
ment (that is
p the network
H/or the list of
implemented

s very useful

ork security,

define the general security-related architectural elements that, when appropriately applied
end-to-end network security.

, can provide

Based on the “Reference” security architecture, descriptions of the actual different real-world technical
security architectures that are needed to address the requirements of today and the near future are introduced
in this standard and further developed in ISO/IEC 18028-3 to ISO/IEC 18028-5.

The principles described in the “Reference” security architecture are applicable to any type of modern
networking, whether data, voice and converged networks, whether wireless or radio, and can be applied

9) In the context of Part 2 “Reference” is taken to mean one example of how to represent technical security architecture
at a very high level. There may be other examples.
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independent of the network’s technology or location in the protocol stack. It addresses security concerns
related to the management, control, and use of network infrastructure, services, and applications, and
provides a comprehensive, top down, end-to-end perspective of network security. The “Reference” security

architecture has three architectural components:

Security Dimensions (may also be known as ‘Security Control Groups’),
Security Layers (may also be known as ‘Network Security Elements’),

Security Planes (may also be known as ‘Security Domains’).

Security Dimensions are sets of security controls designed to address a particular aspect of network security.

There are eiy ht OU\/h DUtO ;dUIIt;I‘;Ud ;II thU “RUI‘UIUIIUU OU\/UI;ty al\lh;tU\ltUIU, (:lll(ﬂ‘I vvh;uh Ul\tclld tU avp:;u tions
and end user|information, for example:

— Non-Regudiation,

— Data Confidentiality,

— Data Intggrity,

— Availability.

In order to prpvide an end-to-end security solution, the Security Dimensions peed to be applied to a hiefarchy
of network equipment and facility groupings, which are referred to as Security,kayers:

— Infrastru¢ture Security Layer,

— Services|Security Layer,

— Applicatipns Security Layer.

The Security|Layers build on one another to provide network based solutions, i.e. the Infrastructure [Layer
enables the $ervices Security Layer and the Services, Security Layer enables the Applications Security Layer,
and identify |where security should be addressed-in products and solutions by providing a seqyential
perspective of network security.

The Infrastrugture Security Layer consists.of the network transmission facilities as well as individual ngtwork
parts protected by the mechanisms that" are implemented for the Security Dimensions. Examples of
components that belong to the Infrastructure Security Layer are individual routers, switches and servers as
well as the cgmmunication links between individual routers, switches and servers.

The Serviceg Security Layer-addresses the security of services that Service Providers provide td their
customers. These serviceswange from basic transport and connectivity to service enablers like those that are
necessary fdr providing lnternet access (e.g. authentication, authorization, and accountability senvices,
dynamic hosf configuration services, domain name services, etc.) to value-added services such as free phone
service, Q0S| VPN «efc:

The Applicatlons/Security Layer focuses on the security of the network-based applications accessgd by
Service Provider customers. These applicaiions are enabled by neiwork services and include basic file

transport (e.g. FTP) and web browsing applications, fundamental applications such as directory assistance,
network-based voice messaging, and e-mail, as well as high-end applications such as customer relationship
management, electronic/mobile commerce, network-based training, video collaboration, etc.

The Security Planes are certain types of network activity protected by the mechanisms that are implemented
for the Security Dimensions. The “Reference” security architecture defines three Security Planes to represent
the types of protected activities that take place on a network. The Security Planes are the:

Management Plane,

Control Plane,

End-User Plane.
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These Security Planes address specific security needs associated with network management activities,
network control and signaling activities, and end-user activities correspondingly. Networks should be designed
in such a way that events in one Security Plane are kept as much as possible and as appropriate isolated

from the other Security Planes.

The following clauses include an introduction to the actual different real-world technical security architecture

aspects of the various areas of networking.

It is emphasized that the technical security architecture for any project should be fully documented and

agreed, before finalizing the list of controls for implementation.

13.2.

13.2.

A

Background

Wherl LAN networks are used within physically protected areas, e.g. only within/an organ
premises, then the risks are likely to be such that only basic technical controls are required. Hoy
in larger environments, and also when wireless technologies are used (also,see Clause 1
physigal protection alone is unlikely to guarantee any level of security.. Furthermore, the {
technplogies most commonly used within LANs do allow access to all nefwork traffic from any
the shared media.

The desktop is a vulnerable area as it is the user interface. If the desktop is not locked down ther
for a Yiser to install unauthorized software on the LAN. Server systems used within the corporate
ones lexposed to the Internet and internal servers that have{no direct connection to the Interne
potential major security risk. While most IT departmentsiwould claim that they are diligent a
patchps as soon as they are available, this risk has to ‘be taken very seriously as even large
have failed to patch all servers in a timely manner, leading to disruption of internal network traffic

13.2.2.2 Security Risks

In a wired LAN, security risks will arise from’the nodes physically connected to the network. O
securjty risks associated with LANs include:
nauthorized access and changes to desktop PCs, servers, and other LAN connected devic
npatched servers,
or quality passwords;
theft of hardware(
ilure of powersupplies,
port of. malicious code through e-mail and Web access,

ilure.to back up local hard discs,

zation’s own
yever, for use
3.2.4 below),
hared media
system using

it is possible
hetwork, both
, represent a
pout applying
organizations
by worms.

erall, the key

unauthorized connections to the LAN (laptop),
unauthorized access to hubs and patch cabinets,
default passwords on the management ports of hubs and switches,

poor physical security.
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13.2.2.3 Controls

Keeping the LAN space secure requires both the LAN components and connected devices to be secured.
Thus the controls to secure a LAN environment could include:
— physical and environmental:

e use steel cable systems to protect CPUs, monitors and keyboards from theft,

e use padlocks on devices to prevent parts, such as memory, from being stolen,

¢ use of proximity devices to prevent unauthorized removal from site,

e ensure thattANTTobsand Touters—are Kept M physicatty Secure cabinmets T Secure communicptions

roomp,
e provifle UPS with auto shutdown for critical devices, and for users’ PCs if they do not'want tp lose
work [in progress,
— hardwar¢ and software:
e configure devices with private IP addresses,
e strorjg password policy,
e requjre logon at each workstation, at least with at least a user id/ password pair,

¢ instdll anti-virus software, and regularly update automatically,

) impIIment secure registry settings,
le floppy disc drive, CD-ROM drive, and USB ports;

e mirrgr server drives (or implement RAID) for redundancy,

e disa

e remaq@ve unnecessary software,

— operational:
e document software and security settings for future use in configuring new workstations,

e schedule periodic download and installation of operating system patches,

e creafe and maintain current Emeéergency Repair Disks, and store in a controlled location,

ans,

e schedule periodic installation of firmware updates,

e document equipment settings for future use in reconfiguring equipment; make backup copy of router
configuration file, and store in secure location,

test all LAN connected devices for vulnerabilities.
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13.2.3 Wide Area Networking

13.2.3.1 Background

The traditional WAN was originally created using fixed links between locations rented from service providers,
with the service provider having minimal management activity associated with such links, other than ensuring
that they were operational. However, advances in WAN technology have resulted in a shift of responsibility for
management onto the service provider, with the benefit to an organization of not having to deploy and manage
its own network. This means that the onus is on the service provider to ensure that it's network management
facility is secure. Further, as a WAN is primarily used for routing network traffic over long distance, the routing
function should be well secured to ensure that network traffic does not get routed to the wrong destination
LAN. rfFhus—traffic—traversing—a—WAN—ts—prone—to—interception—to—those—who—have—a to the WAN
infrasfructure. Since the WAN infrastructure tends to be more accessible than a LAN,.care should be
exerc|sed to ensure that sensitive information transmitted over a WAN environment is encrypted. The service
provider should be contracted to demonstrate the level of security required by the organization.

O—<a vvr v =

13.2.3.2 Security Risks

Whilst a wired WAN shares the same primary security risks with a wired LAN\(see Clause 13.2.2 above) , it
has more security risks as there is greater exposure of network traffic \in)a WAN network, meaning that
contrgls, including for access, should be in place to ensure that a wiredhWAN cannot be easily pompromised
therelby causing widespread disruption. Similarly, whilst a wireless WAN shares the same primary security
risks with a wireless LAN (see Clause 13.2.2 above), it is more prone to disruption due to the ppssibilities for
the jamming of the system used for the transmission of network packets. Overall, the key risks agsociated with
WANS$ include:

imtrusion, where information is disclosed or the integrity of data cannot then be guaranteed,

— DoS attacks, where resources become unavailable to authorized users,

ird party connection and dial-up internet:accounts for personal use at home which can gasily bypass
ny controls implemented at the network.and server level, exposing the corporate network tq e-mail borne
orms, Trojans, and viruses,

tended latency, which will affectvoice over IP services,

jiter on the network, which will;affect voice quality (caused primarily through the use of cogper cables to

ble failure,
npatched deyvices,
Ipss of powet at a transit site, which affect many others,

rvice provider’s network management facilities.

13.2.3:

The key security controls required to secure a WAN include:

— replacement of inherently insecure protocols such as Telnet and FTP with secure protocols such as SSH
and SCP,
— encryption of management links,

— implementation of secure authentication to access the WAN devices, with appropriate alarming of
devices, using SNMP reporting,

— securing the physical WAN equipment at each site, such as using locked cabinets with access alarms,

— the use of UPS to ensure against disruption of power supplies
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dual connected sites, using diverse routes,

proactive polling of WAN devices,

network device mapping to identify unauthorized devices,

patch management facility,

encrypted overlays for sensitive data,

obtaining service guarantees from the service provider, such as for latency and jitter,

implementation of auditing and accounting for access to WAN devices,

the use

making s

the use
routable

the use
opening

the use ¢
ensuring
ensuring

ensuring

13.2.4 Wire

13.2.41

Wireless nety
communicatiq
equivalent cg
used are sta
different cate
transmission

WLANSs suffg
wireless link
to address th
architectural

assigning IP addresses that cannot be routed over the Internet,

performing reliability checks on network management staff;

Bdckground

f firewalls that discard any ||npypnr‘fnr'l traffic r‘nming intothe nnhunrk,

ure that the MPLS structure and addresses are hidden,

pf Network address translation that hides internal IP addresses, but allows @eVvices with
addresses to make requests from the Internet,

of anti virus software to prevent malicious code, such as Trojans, viruses, and worms
security holes from inside a network,

f IDS to identify suspicious traffic,
that the network management systems are logically secure,
that the network management locations are physically secure,

the devices are backed up,

ess Networks

vorks are specified as networks<govering geographically small areas and using non wire-
n means such as radio waves-or infrared. Typically, wireless networks are used to impl
nnectivity as provided in-LANs and are therefore also called WLANs. The main techno
ndardized in IEEE 802.11~and Bluetooth. It is emphasized that wireless networks consti
jory of network from fadio networks, such as GSM, 3G and VHF, as those utilize aerial ma
see Clause 13.2.5 below).

r from all thewulnerabilities of wired LANs, plus some specific vulnerabilities related

characteristies. Some specific technologies (mostly based on encryption) have been devs
ese additional vulnerabilities, although earlier versions of these technologies (e.g. WER
veaknesses and thus did not meet the expectations regarding confidentiality requirements.

13.2.4.2 Sce'eurity Risks

The key secu

32

non-

from

pased
bment
ogies
ute a
5ts for

o the
loped
) had

rity risk areas associated with the use of WLANSs include:

eavesdropping,

unauthorized access,

interference and jamming,
mis-configuration,

secure access mode is off by default,
flawed WEP or TKIP,
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awed SNMP used to manage WLANS,

ot always possible to see who is using a WLAN.

13.2.4.3 Controls

The c

— fi

ontrols needed for WLANSs include:

rewalling the WLAN from the corporate infrastructure,

— implementing an IPsec based VPN over the WLAN between the client and a perimeter firewall,

trusion detection and anti-virus software on the client device,
ontrol of transmission levels to eliminate a spread outside an organization’s physical-domai
NMP configured for read only access,

ut of Band encrypted management, for example using SSH,

— nmaintaining physical security to wireless access points,

firewalls and

=}

fwork.

eographically
such as GSM

rent category

— Hardening of any server components,

— slystem testing,

— diving consideration to deploying an IDS between the corporate network and the wireless ne
13.2.% Radio Networks

13.2.5.1 Background

Radiq Networks are specified as networks using radio waves as a connection medium to cover g
wide areas. Typical examples of radio networks are mobile phone networks using technologies
or UMTS and providing public available voice-and data services.

It is gmphasized that networks using radio waves to cover small areas are considered as a diffe
and are referred to in Clause 13.2.4,

Examples of radio networks in¢lude:

— TETRA

— GSM

— 3G (including UMTS),

— GPRS,

— JDPD,

— CbMA:

13.2.5.2 Security Risks

There are a number of general security threat scenarios which can result in risks applicable to radio networks,

includ

— €

— S

ing:
avesdropping,

ession hijacking,

— impersonation,

— a

— d

pplication level threats, e.g. fraud,

enial of service.
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Examples of the risks in the context of some types of radio network are shown in the paragraphs below.

The security risks associated with GSM include the facts that:

A5/x algorithms and Comp128-1 are weak,
generally GSM encryption is turned off,

SIM cloning is a reality.

The security risks associated with 3G include the facts that the:

phones 2
opportun
service G
radio net
insertion
gateway
service G

introduct

service o

manageiment systems could be subject to unauthorized access viaRAS,

retrabtetoetectronicattack; mctiudingtheinsertiomof Tmaticious tode,;, for example viTuses;
ities for attack are high because phones are often always on,

ould be subject to eavesdropping,

work could be jammed,

of false base stations is possible,

5 could be subject to unauthorized access,

ould be subject to attack and unauthorized access via the Internet,

on of spam is possible,

ould be attacked via lost or stolen engineering suppoft equipment, including laptops.

UMTS is a k
broadband c
carrier width
resources, es
ranging from

GPRS is an
functionalities
and circuit s
TDMA times
communicatid

y member of the global family of 3G mobile technologies and provides significant capacit
pabilities to support greater numbers of voice ‘and data customers It uses a 5 MHz ch
o deliver significantly higher data rates and.increased capacity, providing optimum use of
pecially for operators who have been granted large, contiguous blocks of spectrum - ty
Px10 MHz up to 2x20 MHz - to reduce-the cost of deploying 3G networks.

essential first step towards third(generation mobile networks, by enhancing the GSM ng
. GPRS is a specification for data transfer on GSM networks, which allows both packet sw|
vitched traffic to exist in _the~GSM infrastructure. GPRS utilizes up to eight 9.05Kb or 1
ots, for a total bandwidih of 72.4Kb or 107.2Kb. GPRS supports both TCP/IP and
ns. EDGE enabled GSM networks are able to implement EGPRS , an enhanced vers|

GPRS, whic

connection which is a potential s€curity issue. A GPRS network provider will usually try to elevate the se
of the link by [providing a firewall between the GPRS network and the Internet, but this should be configu
allow valid sefrvices to work, and hence may be exploited by third parties.

CDPD is a s$pecification for supporting wireless access to the Internet and other public packet-sw

networks ov

cipher with 40 bitkeys for encryption. CDPD is defined in the 1S-732 standard. The algorithm is not stron

increases the bandwidth of each timeslot to 60Kb. GPRS enables an 'always-on' In

cellular telephone networks. CDPD supports TCP/IP and CLNP. CDPD utilizes the RC4 s

y and
annel
radio
ically

twork
tched
B.4Kb
X.25
on of
ternet
curity
red to

tched
tream

g and

can be decrypted by a brute force attack.

CDMA, a form of spread-spectrum, is a family of digital communication techniques that have been used for
many years. The core principle of spread spectrum is the use of noise-like carrier waves, which have
bandwidths much wider than that required for simple point-to-point communication for the same data rate.
Digital coding technology allows CDMA to prevent eavesdropping, whether intentional or accidental. CDMA
technology splits sound into small bits that travel on a spread spectrum of frequencies. Each small bit of
conversation (or data) is identified by a digital code known only to the CDMA phone and the base station. This
means that virtually no other device can receive the call. Since there are millions of code combinations
available for any call, it protects against eavesdropping.
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13.2.5.3 Security Controls

There are a number of technical security controls to manage the risks from identified threats to radio networks,

includ

ing those for:

— secure authentication,

— €

— P

ncryption with effective algorithms,

rotected base stations,

— firewalls,

— malicious code (virus, trojans. etc.) protection

13.2.

13.2.6.1 Background

Broag
Intern

3
q

(ds)

— 0

For D
lower
are th
produ

The 1
avails
hence
allows
secur

13.2.6.2 Security,Risks

Broad
make
to the

nti-spam.

Broadband Networking

band networking is a group of technologies which allow individual subscribers high speed
et point-of-presence. Currently, there are four main technologies:

G,

able,

atellite,

SL.

e same. In either case, the download speed is typically from 128 kbps to 2-8 Mbps, dep¢
ct. Cable and satellite technologies also have similar types of product.

hain reasons for adopting broadband technologies is that they are a high-speed, always d
ble more cheaply that conventional communications. All technologies allow access to thg

the subversion of a broadband-connected system a valuable proposition for hackers, ang
follawing risks:

ISCIosure, modiTication or deletion or Intformation, as a result or unauthorized remaote access,

— propagation of malicious code,

— upload/download and execution of unauthorized code,

— identity theft,

— mis-configuration of client systems,

— introduction of software vulnerabilities,

— network congestion,
— DoS.

© IS0/
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access to an

SL, there are two main types. There is asymmetric (ADSL), where the upload speed from the user is
(quarter to half of the download speed, and symmetric (SDSL), where the upload and download speeds

nding on the

n technology
Internet and

span only from the Internet to the subscriber’s premises. Use of the Internet as a universal carrier
b links to other sites to be~Constructed speedily and cheaply, perhaps with the deployment of VPNs for
E links.

band is sithply an ‘always on’ high-speed link between a subscriber and the Internet. These features

lead directly
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13.2.6.3 Se

curity Controls

There are a number of technical security controls to manage the risks from identified threats to broadband
communications, including:

VPNSs,

Software
13.2.7 Secu

13.2.71

A suitable sg
manage and
access policyf

Small Office/Home Office (SOHO) Firewalls,
anti-malicious code (including viruses) software,

IDS, including IPS,

rOpdates/Patching:

ity Gateways

Bdckground

curity gateway arrangement should protect the organization’s internal, systems and se
control the traffic flowing across it, in accordance with a documented security gateway s
(see Clause 13.2.7.3 below).

13.2.7.2 Sefcurity Risks

Every day, H
gateway is a
DoS attack, t
protect the o
networks. Ur
intellectual p

ackers become more sophisticated in their attempts to“breach business networks an
centre of interest. Attempts at unauthorized access can be malicious, such as that leadin
ney may be to misuse resources, or could be to gaifyvaluable information. The gateway ne
ganization from such intrusions from the outside.world, such as from the Internet or third
monitored content leaving the organization “introduces legal issues and a potential Ig
roperty. In addition, as more organizatiohs are connecting to the Internet to meet

organizationgl requirements, they are faced with the need to control access to inappropriate or objectig

Web sites. W
bandwidth dd
connections

company as
transmitted W

ithout that control, organizations risk productivity losses, liability exposure, and misallocat
e to non-productive Web surfing. If\these threats are not addressed then there is a ris
o the outside world could become unavailable, data could become corrupted, or va
bets could be subject to unauthorized disclosure. Data placed on websites or othe
ithout proper authority may:also incur legal penalties - e.g. insider trading.

13.2.7.3 Segcurity Controls

A security gajeway should:

separate
provide 1

be used

logical netWworks,
estrictingand analyzing functions on the information which passes between the logical netw

by/an-organization as a means of controlling access to and from the organization’s network

curely
Brvice

d the
g to a
bds to
party
ss of
their
nable
ion of
k the
uable
rwise

orks,

provide a controlled and manageable single point of entry to a network,
enforce an organization’s security policy, regarding network connections,

provide a single point for logging.

For each security gateway a separate service access (security) policy document should be developed and the
content implemented to ensure that only the traffic authorized is allowed to pass. This document should
contain the details of the ruleset that the gateway is required to administer, and the configuration of the
gateway. It should be possible to define permitted connections separately according to communications
protocol and other details. Thus, in order to ensure that only valid users and traffic gain access from
communications connections, the policy should define and record in detail the constraints and rules applied to
traffic passing into and out of the security gateway, and the parameters for its management and configuration.
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With all security gateways, full use should be made of available identification and authentication, logical
access control and audit facilities. In addition, they should be checked regularly for unauthorized software
and/or data and, if such is found, incident reports should be produced in accordance with the organization
and/or community’s information security incident management scheme (see ISO/IEC 18044).

It is emphasized that the connection to a network should only take place after it is checked that the selected
security gateway suits the requirements of the organization and/or community, and that all risks resulting from
such a connection can be managed securely. It should be ensured that by-passing the security gateway is not
possible.

A firewall is a good example of a security gateway. Firewalls should normally be those that have achieved an
appropri i i i i leset usually
beginping by denying all access between the internal and external networks, and adding @xplicit rules to
satisfy only the required communications paths.

Further detail on security gateways is provided in ISO/IEC 18028-3 (as well as in ISO/IEC 17794
provided in ISO/IEC 13335-2 when published).

), and will be

It should be noted that whilst the network security aspects of personal firewalls{-a special type qf firewall, are
not discussed in Part 3, they should also be considered. Unlike most central sites which are|protected by
dedicpted firewalls, remote systems may not warrant the expense and Specialist skills to gupport these
devices. Instead, a personal firewall may be used which controls~the flow of communicatigns into (and
somelimes out of) the remote computer. The administration of the-rules (policies) of the firgwall may be
carried out remotely by personnel at the central site, relieving the\femote system user of the réquirement of
techn|cal understanding. However if this is not possible, (Care should be taken to endure effective
configuration, especially if those at the remote site are not JT\literate. Some personal firewalls canh also restrict
the apility to transmit over the network to authorized programs (or even libraries), restricting|the ability of
malware to spread.

13.2.8 Remote Access Services

13.2.8.1 Background

The gim of RAS is to allow data to be exchanged between a remote site and the central servicg. There are a
variety of solutions for this, includingt

— gommunications via the Internet,

— dial-up IP service.

Comnmunications via_thé Internet increasingly uses ISP-provided ADSL links to provide high bgndwidth from
the central site and:a lower bandwidth from the remote to the central site. Except for the lowes} sensitivity of
data, some form of VPN (see Clause 13.2.9 below) should be used to provide security for the exghanged data
streans.

Dial-yp\IP/services allow a remote site (usually a single user) to dial up a modem bank at a central location.
After authentication, the connection is opened between the remoie site and central service. Unless the
application implements a security protocol, this mode of communications would normally be in the clear. RAS
access may be implemented using ISDN or analogue lines. In either case, the user dials into a central point
where some level of authentication occurs. RAS access only offers transfer of clear data.

13.2.8.2 Security Risks
There are a number of security risks that may be associated with RAS, including:
— unauthorized access to an organization’s systems, services and information (including via

eavesdropping), leading to the disclosure of, unauthorized changes to, or destruction of, information
and/or service,
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— the introduction of malicious code to an organization’s systems, services and information, with resultant
modification, unavailability and destruction,

— a DoS attack against an organization’s services.

13.2.8.3 Security Controls

Remote access requires that the central services secure themselves against unauthorized access. Likewise, it
is expected that the remote systems themselves have protection against a number of security threats. The
controls that may be required include:

—  firewalls including personal firpwaIIQ)
— router ACLs,

— encryptign of Internet access links,
— Calling Ljne Identifier,

— strong aythentication,

— anti-virug software,

— audit mapagement.

Further detaillon security for remote access services is provided in ISO/IEC-18028-4.
13.2.9 Virtupl Private Networks

13.2.9.1 Bdackground

A VPN is a ptivate network which is implemented by usingithe infrastructure of existing networks. From a user
perspective g VPN behaves like a private network, and*offers similar functionality and services. A VPN may be
used in variolis situations, such as to:

— implement remote access to an organization from mobile or off-site employees,

— link diffefent locations of an organization together, including redundant links to implement a fall-back
infrastrugture,

— set up cqnnections to an organization’s network for other organizations/business partners.

In other words, VPNs allow two-computers or networks to communicate securely over an insecure mgdium
(for example/| the Internet).«This communication has traditionally been performed at great expense by|using
leased lines with link engryptors. However with the advent of high-speed Internet links and suitable termipation
equipment at|each end;reliable and secure communications between sites can be established using VPNs.

13.2.9.2 Serurity Risks

The key security risk with communications over an insecure network is that sensitive information may be
accessible to unauthorized parties, leading to unauthorized disclosure and/or modification. In addition to the
risks typically associated with local and wide area networking (see Clauses 13.2.2.2 and 13.2.3.2
respectively), the typical risks associated with VPNs include:

— insecure implementation through:

an untested or defective cipher suite,

a weak shared secret that could be easily guessed,

poor network topology,

uncertainty about the security of the remote client,
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e uncertainty about the authentication of users,
— uncertainty about the security of the underlying service provider,
— poor performance or availability of service,

— non compliance with regulatory and legislative requirements on the use of encryption in certain countries.

13.2.9.3 Security Controls

In VPNs, cryptographic techniques are commonly used in networking and/or application protocols to
implement secunty functlonallty and services, espeC|aIIy if the network on wh|ch the VPN is built is a public
~ - between the
partic pants are encrypted to ensure confldentlallty, and authentlcatlon protocols are used to ver fy the identity
ecure 'tunnel'
that cpnnects to an organization’s gateway, with the confidentiality and integrity of the information maintained.
The dre authorized

Thus|a VPN is a mechanism based on protocol tunneling — treatment of ong'.complete protogol (the client
i ally, the VPN
idering the use

— €ndpoint security,

— termination security,

— nhalicious software protection,

— authentication,

— intrusion detection,

— security gateways (including firewalls),
— network design,

— gther connectivity,

— split tunneling,

— dudit logging and network.monitoring,

— technical vulnerabilityymanagement.

Further detail on VPNS, including on each of these architectural aspects, is provided in ISO/IEC 18028-5.

13.2.10 IP Convergence (data, voice, video)

13.2.10.1Background

As voice and data convergence gains popularity, the security issues should be recognized and addressed.
Although current telephony implementations require security controls to deter toll fraud and voice mail and
other security breaches, these systems are not integrated into the corporate data network and are not subject
to the same risks as IP data networks. With the convergence of voice and data, security controls need to be
implemented to reduce the risk of attacks.

A VolP application typically consists of proprietary software hosted on open or commercially available
hardware and operating systems. The number of servers depends on vendor implementation as well as the
actual deployment. These components communicate via IP over Ethernet and are interconnected via switches
and/ or routers.
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13.2.10.2 Security Risks

The main areas of risk can be associated with IP-based attacks on vendor-specific software vulnerabilities and
the hardware or operating system platform hosting the VolP application. The risks associated with VolP
components include attacks on network-based devices and applications, and may be enabled or facilitated by
vulnerabilities in the design or implementation of the VolP solution. Risk areas to consider include:

13.2.10.3 Segcurity Controls

QoS - without an overall QoS there could be a loss of quality, or interruption of calls due to packet loss,
and propagation delay across the network,

unavailability of service due to DoS attacks, or changes to routing tables,

integrity (=1 Id ClVCl;:ab;:;ty IIIGy bU afoUtGd by V;IUOUO V\lh;uh Illay mGIIGHU tU ol ItUI thU IIUtVVUI:\ tl Ough
insecure|VolP systems that may degrade or even create a loss of service, and could spread to senjers in
the netwprk, leading to damaged data storage,

softphongs on client PCs are a substantial risk as these could be an entry point for virusestand intrusions,
VolIP seryers and VolP management systems are at risk if not protected behind firewalls;

data netyvork security could be degraded due to multiple ports being opened on. the firewalls to syipport
VolP. A[VolP session has numerous protocols and port numbers associated. H.323 uses numerous
protocolg for signaling, and both H.323 and SIP use RTP. The result is thatéa H.323 session may Use up
to elevern different ports,

could gajn unauthorized access to the VolP service by spoofing, replay attacks, or connection hijagking.

fraud is I key issue with telephony, and VolP only adds to the risks if'security is not addressed. Hackers
Toll fraud, or unauthorized calls to premium rate numbers, could/then result in substantial losses,

breacheg of confidentiality may occur through the interception/of communications., such as man-ih-the-
middle, i$ possible within the network by employees and ather staff with access to the network,

eavesdrqpping of voice calls,

since IP telephones require power to operate, the'telephone network may not be operational in thg case
of powerf{failure,

there is @ greater risk of failure of both voiceland data services due to the use of common compopents,
e.g. a LAN.

There are a number of technical security controls to manage the risks from identified threats to converged IP

networks, including:

40

QoS faciities shouldhe'implemented in a converged network, otherwise voice quality is likely to suffer.
Network |service delivery, and where possible, IP links should be delivered to a site over fiber to gnsure
that jitter| (which affects voice quality) is minimised,

all VolP servers should be configured with malicious software protection,

PC supporting softphones shouid be fitted with personat firewalls and the virus checking software should
be frequently updated,

VolIP servers and VolP management systems should be protected behind firewalls to safeguard them
from attack,

designers should ensure that only the minimum number of ports are opened on firewalls to support VolP
services,

to combat toll fraud anti spoofing, anti replay controls need to be implemented to prevent connection
hijacking,

all access to management servers should be authenticated

voice and data services should be segregated where possible,
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IDS should be considered for servers supporting VolP services,

encryption of the data path should be considered where sensitive information is to be discussed over a
VolIP network,

IP phones should be powered by the Ethernet hubs supported by UPS,

there may be a need to provide a conventional voice service, which has an independent power source for
use in an emergency.

13.2.11 Enabling Access to Services Provided by Networks that are External (to the Organization)

13.2. 1ttt Background

The qpening up of e-mail and Internet services to an organization to meet legitimate business |requirements
bringg with it a variety of threats which can be used to exploit vulnerable systems, and unless these services
are well designed and operated they present a considerable risk to an organization,-For'instancg, despite the
barrigrs spammers face in reaching people at work, spam poses a big problem forenterprises gnd their staff.
As spammers attempt to harvest worker names, most enterprises will need to deploy anti-spam| technologies
and dducate users on protecting their e-mail addresses. In addition, users'will need to be pfotected from
accegsing the Internet and bringing back malware, such as Trojans, into thejorganization, which could cause
costlyl damage to information systems, and an organization’s reputation.Jhe key point to be kepfin mind at all

timesl|is that the Internet is untrusted.

13.2.11.2 Security Risks

The Key risk areas in enabling access to services provided by networks that are external to the|organization,

and where vulnerabilities in Internet and e-mail services ¢an be exploited, include:

13.2.11.3 Security.Controls

—

e potential importation of damaging malware, such as Trojans,
the receipt of overwhelming spam,

I¢ss of the organization’s information,

amage to the integrity, or loss, ofihformation,

oS attacks,

nauthorized use of Internet' and e-mail services, including non-compliance with organizatign policy (e.g.
ing services for own benefits) and non-compliance with legislation and regulation {e.g. sending
threatening emails),

The t¢chnical security controls to manage the risks from identified threats for Internet/e-mail solufions include:

seof firewalls with assurance levels appropriate to the assessed risks, and firewall rulesets|that cover:

e outgoing Web only (for example, http/https),
e e-mail both ways,
use of ACLs and NAT on routers to limit and hide the IP addressing structure,

enablement of anti-spoofing to prevent external attacks. Anti-spoofing controls take the form of not
accepting the message from outside (for example, from the Internet) if it claims to have originated from
inside the organization, and vice versa,

enablement of web and e-mail proxies to act as an intermediary between a workstation user and the
Internet so that the enterprise can ensure security, administrative control, and caching service. Security is
enforced by comparing the requested URL against ‘black’ and ‘white’ lists (for Internet access), scanning
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the data for known patterns, translating between internal and external addresses, creating an audit log of
requests and requesters, and having anti-virus facilities based at the proxies.

anti-virus controls on web and e-mail proxies. Typical controls include facilities to quarantine suspicious
files (for example, by content type), and screening of requested URLs or e-mail addresses against a
‘black’ list. (It should be noted that ‘black’ lists cannot be regarded as foolproof, particularly where such
list are obtained from others. There could be a danger of false positives.). Further information on anti-
virus controls is provided in Clause 13.9 below,

anti-relay on e-mail servers and reverse DNS look-ups. Anti-relay controls detect if an incoming e-mail is
from the correct sending organization; if not, the e-mail is logged (or quarantined) and the e-mail server
takes no further action,

enablempnt of alerts and SNMP traps. SNMP can be used for the remote control of a networked-device,
and for the device to send messages (or ‘traps’) to notify a monitoring station of conditions at that\dgvice,

— network faudit logging and monitoring (see Clause 13.7 below),

— institute [OOB management, which relates to the practice of using different networks for data and
manageinent to ensure it is not possible for an attacker to connect to their target device;

— ensure that vulnerabilities in the client software used to access the Internet'Services (e.g. the web
browser) are proper threaded with appropriate vulnerability and patch management processes.

13.2.12 Web |Hosting Architecture

13.2.12.1 Background

Web hosting |services are offered by many network service providers in the form of a standardized s4rvice,

often includifg database facilities for handling persistent .data as well as a basic application ryntime

environment.|Although most of the components needed to implement and offer web hosting services afe out

of scope for this standard (such as web server or database software), some considerations about the whole

service itself[are documented here as many people consider web hosting as an integral part of a ngtwork

offering.

Web hosting kites are at risk from a variety of threats, particularly where they are connected to the Interniet, for

example where prominent organizations may‘be under attack from fringe groups. Thus, it is important that all

potential threpts are identified, and then. all;vulnerabilities which could be exploited by the threats are g¢losed

off. This is bgst achieved by designing out vulnerabilities in the architecture. By addressing these issties in

accordance with the guidance provided; it should be possible to design a web site, which is secure, r¢liable

and has a low risk of being defaced.

13.2.12.2 Segcurity Risks

The key risk areas include those shown below:

— access by an\attacker to application and data with a single breach of the perimeter protection,

— exposura-to-vilnerabilities-in-infrastructure-componsent;

malware

inability t
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multiple single points of failure,
loss of service due to hardware failure,
inability for to be taken out of service for maintenance,

unintended access by public users to areas where data is stored,

being uploaded into the system,

compromise of a web site using switching functionality,

o take backups without affecting web site performance,

unauthorized disclosure of an IP addressing plan facilitating attack on the web site,
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exploitation of connections between management stations and the Web site,
undiscovered attack,

difficulty in tracking intrusions between devices,

inability to recover data

inability to meet service level agreement requirements,

inability to maintain continuity of service,

unauthorized use of web services, including violation of organization policy (e.g. using servers for own
benefits) and non-compliance with legislation and regulation (e.g. storing material which violates copyright
drstoring child pornograpny).

t:[e provision of zoning and security in depth to limit the effect of a successfubattack,

the specification of different firewall types to counter possible firewall vulnerabilities. (Furth¢r information
an firewalls is provided in Clause 13.2.7 above and ISO/IEC 18028:3%),

—

bsilience; the design should be examined for potential singlte~points of failure and these should be
liminated,

D

hilover/load sharing to guard against equipment failure,

dustering where high availability in a 24x7 environméntvis a requirement,
groxying services to limit access into a web site.andto enable a high degree of logging,

gnti-virus controls on uploads to prevent the.ifaport of malware. (Further information on confrols to detect
and prevent malicious code is provided in Clause 13.9 below.),

layer 2 switching normally used in a web site design. Layer 3 switching should not be used| unless it is a
husiness related requirements, suchas for load sharing. In addition the same physical switch should not
e used either side of a firewall. Test points should be included in the switch design,

LANs segregated by function/to enable IDS to be more easily tuned as there is a reducefl protocol set
dn any VLAN. In addition, the implementation of a backup VLAN will allow backups to operale at any time
df the day without compromising the performance of the site,

the IP addressing plan to limit the number of public addresses to a minimum, with the IP addressing plan
dept “in strictest confidence” as knowledge of it could be used to mount an attack on the welj site,

here management links are connected over public networks, they should be entcrypted (see
IBO/IEC 18028-4 for further information on remote access). This includes at least alerts/ SNMP traps on
gonsolesport connections,

to a backup
ed in Clause

dll.transaction and event logs from each device copied to an audit server, and then copieq

13.7 below.),
a time synchronization service implemented as it is key to analyzing unauthorized access and being able
to follow the traces through the log files. This requires that the timing of all log files, and hence servers, is

synchronized to plus/ minus 1 second or lower. (NTP is relevant here; for further information see ISO/IEC
17799, Clause 10.6.),

a centralized backup service, preferred as this is more likely to be performed as required,

with web sites needed in most cases to be operating 24 hours per day, this requires high quality hardware
that can withstand the environment. The server infrastructure in a web site should be specified to support
“24 x 7" operations. The supporting operating systems should be hardened, and all servers and other
devices should then undergo security testing to ensure that all devices are fully hardened,
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— robust application software implemented, where code has been checked for structure, that is logically
correct, and uses approved authentication software.

It should also be noted that business continuity management issues are often not fully considered when
designing a web site. Full business continuity management activities should be conducted in relation to web
sites. (For more information on business continuity management reference should be made to Clause 13.11

below.)

13.3 Secure Service Management Framework

13.3.1 Management Activities

A key securit
which will init
to ensure the
connections,

— definition

manage
— documer
— documer

— the cond
the requi

— documer
outside @

— documer
— asecurit

— documer

It should be

y requirement for any networking is that it is supported by secure service management.act
ate and control the implementation, and operation, of security. These activities should-take
security of all of an organization’s or a community’s information systems. With regard to n4g
management activities should include:

of all responsibilities related to the security of networking, and designation of a se
with overall responsibility,

ted SecOPs,

Lict of security compliance checking, including security testing, to ensure security is maintai
red level,

ted security conditions for connection to be adhéred to before connection is permitt
rganizations or people,

ted security conditions for users of network services,
y incident management scheme,

ted and tested business continuity/disaster recovery plans.

noted that this clause builds upon aspects described in ISO/IEC 17799, and which v

described in
with regard t
example on
mentioned fu
will also prov

13.3.2 Net

SO/IEC 13335-2 when publistied. Only those of the above topics that are especially imp|
the use of networking are-further described in this document. Thus for further informatic

he content of networking-security policy and security operating procedures, and on topi
her here, the reader should thus consult ISO/IEC 17799. ISO/IEC 13335-2, when publ
e further information.

orking Security Policy

vities,
place
twork

curity

ted networking security policy, and accompanying documented techfical security architectyre,

hed at

bd by

ill be
ortant
n, for
S not
shed,

curity
| with,
cadily

— organization’s stance with respect to acceptable network usage,

— explicit rules for the secure use of specific network resources, services and applications,

— consequences of failure to comply with security rules,

— organization’s attitude towards network abuse,

— rationale(s) for the policy, and for any specific security rules.

(In some circumstances these clear statements may be incorporated into the information security policy, if this
is more convenient for the organization and/or it would be clearer for its personnel.)
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The content of the networking security policy should usually include a summary of the results from the security
risk assessment and management review (s) (which provide the justification for spend on controls), including
detail of all security controls selected commensurate with the assessed risks (see Clause 12 above).

13.3.3 Security Operating Procedures
In support of the networking security policy, SecOPs documents should be developed and maintained,

covering each network connection as appropriate. They should contain details of the day-to-day operating
procedures associated with security, and who is responsible for their use and management.

13.3.4 Security Compliance Checking

A

g

For mprehensive

check

Il network connections, security compliance checking should take place against @+ eq
list constructed from the controls specified in the:

networking security policy

related SecOPs,

téchnical security architecture,

(7))

ecurity gateway service access (security) policy,
usiness continuity plan(s),

here relevant, security conditions for connection.

This
signif

This
and r
and v
Prior
will b
shoul

differgnt countries with different legislation. Following the testing, the reports should indicate th

the v{

13.3.4

Unleg
acceq]
may i
data

(outsi

should occur prior to live operation of any network connection, prior to a major new relea
cant business or network related change), and otherwise annually.

thould include the conduct of security testing to recognized standards, with a security te
plated plans produced beforehand setting out’exactly what tests are to be conducted, with
hen. Normally this should encompass a combination of vulnerability scanning and penet
o the commencement of any such testing, the testing plan should be checked to ensure th
b conducted in a manner fully compatible with relevant legislation. When carrying out th
H not be forgotten that a network may not just be confined to one country — it may be distri

Inerabilities encountered and-the fixes required and in what priority.

b Security Conditions for Connection

s security conditions for connection are in place and contractually agreed, an organizatid
ting the risks.associated with the other end of a network connection outside of its doma
nclude those-related to privacy/data protection, where a connection may be used to exch3
Subjectto_national legislation at one or both ends, and, where the other end of a netwo
de an erganization’s domain) is in another country, the legislation may be different.

5e (related to

s5ting strategy
what, where
ation testing.
at the testing
s checking it
puted through
e specifics of

n is in effect
n. Such risks
nge personal
'k connection

As an

nynmpln’ nrgnni7nfinn A may rnqnirn that before nrgnni7nfinn B can be connected to its

bystems via a

network connection, B should maintain and demonstrate a specified level of security for its system involved in
that connection. In this way A can be assured that B is managing its risks in a way that is acceptable. In such
cases A should produce a security conditions for connection document that details the controls to be present
at B’s end. These should be implemented by B, followed by that organization signing a binding statement to
that effect and that security will be maintained. A would reserve the right to commission or conduct a
compliance check on B.

There will also be cases where organizations in a community mutually agree a ‘security conditions for
connection’ document which records obligations and responsibilities for all parties, including reciprocal
compliance checking.
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13.3.6 Documented Security Conditions for Users of Network Services

Users authorized to work remotely should be issued with a documented ‘security conditions for users of
network services’ document. This should describe user responsibilities for the hardware, software and data in
relation to the network, and its security.

13.3.7 Incident Management

Information security incidents are more likely to occur, and more serious adverse business impacts to result,
where there are network connections (as opposed to where there are none). Further, with network
connections to other organizations in particular there could well be significant legal implications connected

with incidents:

Thus, an organization with network connections should have a well documented and implemented(inforn
security incident management scheme and related infrastructure in place to be able to respond’ quic
incidents arelidentified, minimize their impact and learn the lessons to attempt to prevent re-occurrence

scheme sho
service or ne

a previously Winknown situation that may be security relevant), and information security.incidents (a sing|

series of ur

compromising business operations and threatening information security).

Further detail

13.4 Netwdrk Security Management

13.4.1 Prefgce

The manage
the overall
different netw

In furtheranc

identified thrg
ports, whethe

13.4.2 Netw
The various 3
Network Use

from individu
using workst

Id be able to address both information security events (identified occurrences of a sy
work state indicating a possible breach of information security policy or failure of safeguar

wanted or unexpected information security events that have ,d significant probabi

on information security incident management is provided in ISO/IEC 18044.

ent of any network should be undertaken im;a secure manner, and indeed provide supp
anagement of network security. This should be accomplished with due consideration
ork protocols available and related security services.

b of this, an organization should.-consider a number of controls, the majority of which ¢

ugh using ISO/IEC 17799, and ISO/IEC 13335-2 when published. In addition, remote diag
r virtual or physical, should.be protected from unauthorized access.

orking Aspects
spects of networking can be categorized as follows:
s - personnelwho are users and /or administrators of networks. The spectrum of users r

bls accessing remote resources via the Internet, dial-up or wireless connections, to indiv|
btions<oh personal computers that are attached to a local network. Users connected to

networks ma

between theif le¢al network and other networks. Such underlying connections may be transparent to the

also)be able to connect to remote resources via inter-network connections that may

hation
ly as
. This
stem,
ds, or
e or a
ity of

brt for
pf the

an be
hostic

hnges
duals
local
exist

user,

End-Systems — computers, workstations and mobile devices (for example, smartphones and PDAs) that are
connected to networks. This includes devices used to access networked facilities (e.g. client systems) and
devices used to provide services (e.g. servers, host computer systems). This category encompasses the
hardware, operating system software, and any local applications software, including software used to access
the network.

Networked Applications - applications software, running on networked servers or host systems, and accessed
via computer network connections, to provide, for example:

financial transaction services,

enterprise software services (e.g. CRM, EIS, MRP, etc.),
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