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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in_liaison with 1SO, also take part in _the work. 1ISO collaborates closely with the
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Introduction

ISO/IEC 18014-1 provides a general framework for the provision of time-stamping services. This part of
ISO/IEC 18014 specifies mechanisms producing linked tokens, that is, time-stamp tokens that are related, or
“linked”, to other time-stamp tokens produced by the methods and processes described in this document. A
time stamping authority (TSA) can utilise the methods and processes described within this document to
provide a secure, verifiable cryptographic binding between a certain point in time and data values, in a way
that enhances the security of the resulting token.

© ISO/IEC 2009 — All rights reserved Vv
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INTERNATIONAL STANDARD ISO/IEC 18014-3:2009(E)

Information technology — Security techniques — Time-
stamping services —

Part 3:
Mechanisms producing linked tokens

1 cope

This part of ISO/IEC 18014

— scribes a general model for time-stamping services producing linked tokens,
— scribes the basic components used to construct a time-stamping service producing linked tokens,
— fines the data structures used to interact with a time-stamping service producing linked tokens,
— scribes specific instances of time-stamping servic€s producing linked tokens, and

— fines a protocol to be utilized by time-stamping services producing linked tokens for tHe purpose of
tending linked tokens to published values.

2 ormative references
The following referenced documerts are indispensable for the application of this documenpt. For dated
refergnces, only the edition cited”applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10118 (all parts); Information technology — Security techniques — Hash-functions

ISO/IEC 18014-1:2008, Information technology — Security techniques — Time-stamping services —
Part 1: Framewark

3 erms and definitions

For the purposes of this document, the following terms and definitions apply.

31

aggregation

process of generating a proxy data item for a group of data items that are linked together, producing a
verifiable cryptographic link between each data item and the rest of the group

3.2

collision-resistant hash-function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs
which map to the same output

[ISO/IEC 10118-1:2000, definition 3.2]

© ISO/IEC 2009 — All rights reserved 1
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3.3

data items' representation
data item or its respective hash value

[ISO/IEC 180

3.4

14-1: 2008]

hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties: it is
computationally infeasible to find for a given output, an input which maps to this output; it is computationally
infeasible to find for a given input, a second input which maps to the same output

[ISO/IEC 101

3.5
hash value
string of bits

NOTE Se
3.6
link

data item attg
functions

3.7

18-1:2000, definition 3.5]

vhich is the output of a hash-function

e ISO/IEC 10118-1:2000, 3.4.

sting to the existence of at least two other data items throughthe use of collision-resistant

time-stamping authority

TSA
trusted third

[ISO/IEC 180

3.8

arty trusted to provide a time-stamping service

14-1: 2008, definition 3.17]

time-stamping service

TSS
service proviq

ing evidence that a data itemr existed before a certain point in time

14-1: 2008, definition 3.18]

data structurg containing.a verifiable cryptographic binding between a data items' representation and 4

messtamp token can also include additional data items in the binding.

14-1: 2008, definition 3.15]

[ISO/IEC 180

3.9

time-stamp token
TST

value

NOTE Af
[ISO/IEC 180

3.10

trusted third
TTP

party

security authority, or its agent, trusted by other entities with respect to security related activities

[ISO/IEC 10181-1:1996, definition 3.3.30]

hash

time-
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4 General discussion

This part of ISO/IEC 18014 describes methods and processes to form time-stamp tokens that are related, or
“linked”, to other time-stamp tokens produced using methods and processes described within this document.
A time-stamping authority (TSA) uses these methods and processes to provide a secure, verifiable
cryptographic binding between a certain point in time and data values, and to enhance the security of the
resulting tokens by reducing the level of assurance required in TSA operations. The trustworthiness of the
time-stamp tokens computed using these methods and processes depends on the integrity of the TSA-
maintained repository of previously computed results of linking operations. The integrity of the repository of
links and of the linking operations performed by the TSA can be verified cryptographically, and does not
depend on the trustworthiness of a Public Key Infrastructure (PKI) or require trusting that a particular private
key h

s not haan compromisad
S HO+PB88R-COMRProHHSoa-

This part of ISO/IEC 18014 additionally:

e describes methods and processes that a TSA producing linked tokens may utilise to geperate values
derived from its linking operations with the intent of making them widely available in on|ine or offline
nledia; and

d
W

bfines a request-response protocol that allows for time-stamp tokens(issued by the TSA tq be extended

th data items that refer to the values published by the TSA.

Time-
stand
cryptd
gener
gener
CcoNnca
betwsd
ISO/I

conte
insert

Note:
For a

stamping services conforming to this part of ISO/IEC 18094 may interoperate throug
ard tokens, operations, and data formats. In general, *a “TSA producing linked toks
graphic properties of hash-functions to “link” a time-stamp-token to other time-stamp toke
ated by the TSA. A recommended means of computing a value linking an event with
ated link is to concatenate a data representatiot of the event with the link and use
tenation as input to a hash-function. The resulting hash value provides a verifiable cryp
en the event and the previously generated link. Collision-resistant hash-function
FC 10118 are suitable for use in forming-linked tokens: pre-image resistance helps td
ht of the original data item from the TSAjy while collision resistance ensures a false tok
ed into an existing collection of linked tokens.

proof of security of the linking technique, see [HS97] Section 3.1, Theorem 1.

n the use of
ns uses the
ns previously
a previously
the resulting
fographic link
b defined in
conceal the
en cannot be

-or a complete treatment of time-stamping with linked tokens, see [HS91], [BHS93], [HS97], [BLLV98], and [BLS00].

5 OQperations specific to TSAs producing linked tokens

5.1 |Linking operation

The linking opefation involves forming a verifiable binding between the time-stamp token and lirks previously
produced bysthe TSA through the use of collision-resistant hash-functions. The value of the most recently
produced such link provides a cryptographic summary of all time-stamp tokens that have ever een involved
in thelinking process.

A conformant TSA producing linked tokens shall perform linking operations using one of the following
methods:

linear chain linking;
anti-monotone binary linking;

threaded tree linking.

Linear chain linking involves creating links in the following way: the value of the most recently generated link
shall be concatenated with the hash-value of a representation of the most recent event, and a collision-
resistant hash-function shall then be applied.

© ISO/IEC 2009 — All rights reserved
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Anti-monotone binary linking involves creating links in the following way: the value of two previously generated
links shall be concatenated with the hash-value of a representation of the most recent event, and a collision-
resistant hash-function shall then be applied. One of the two input links shall be the most recently generated
link, and the precise identity of the other link will be determined by a data structure, maintained by the TSA,
that shall take the form of an acyclic directed graph (see Annex B.2.3).

Threaded tree linking involves creating links in the following way: the value of some number of previously
generated links shall be concatenated with the hash-value of a representation of the most recent event, and a
collision-resistant hash-function shall then be applied. One of the input links shall be the most recently
generated link, and the precise identity of the other links will be determined by a data structure, maintained by
the TSA, that shall take the form of a threaded tree (see Annex B.2.4).

In every casqg, other data items may be concatenated to the input to the collision-resistant hash functien prior

to generatin

The values

the time-stamp token(s) associated with the most recent event and returned to the requgsters within the
field of the ‘BindinglInfo’ structure (see Clause 7.4).

If hash-functipns are used in linking operations, those specified in ISO/IEC 10118.shall be used.

Annex B.2 contains additional discussion regarding the algorithms that may be used in linking operationgd.

5.2 Aggre

The aggrega
are to be asg
resistant and
group of tim
cryptographid
associated w|
way similar t
perform linkin
in order to im

A conforman

using one of {he following methods:

Merkle-tr

one-way

All forms of a
data structurg

the new link (for example, time-variant parameters). Additionally, multiple collision-registant
hash-functionls may be used concurrently on the same input for the purpose of generating a new)link,
such a case, the new link is generated by concatenating the resulting hash values.

the previous links used as input to the collision resistant hash-function(s)-~shall be inclu

ation operation

ion operation involves forming a verifiable binding“amongst a group of time-stamp token
igned the same time value through the use of a"cryptographic function that is both pre-
collision-resistant, such as a collision-resistant hash-function. An aggregation scheme tg
e-stamp tokens as inputs and produces“a single aggregate value, as well as ver
data linking together each time-stamp.token with the rest of the group. The aggregate
th the aggregation operation is furthérrused as an input to a linking operation by the TSA
p the case of the linking operation~for a single time-stamp token. A conformant TSA ma
g operations for groups of time-stamp tokens, rather than for each time-stamp token indiviq
prove computational efficiency‘or achieve a higher degree of service scalability.

TSA producing linked, tokens that supports aggregation shall perform aggregation oper

be aggregation;
hccumulatér-aggregation.

ggregation involve first applying collision-resistant hash-function(s) to the encapsulated TS

values to be aggregated’.

s of the time-stamp tokens to be aggregated. We refer to the resulting hash-values as the

nd, in

ed in
‘links’

s that
mage
kes a
fiable
value
,ina

thus
ually,

htions

TInfo'
hash-

Merkle tree aggregation involves arranging the hash-values to be aggregated as the leaves of a tree structure
(see Annex B.3.3). A value is then assigned to each non-leaf node of the tree by concatenating the hash-
values assigned to its child nodes and then applying a collision-resistant hash-function, until all nodes of the
tree structure have been assigned values. The value assigned to the root of the tree is the aggregate value.
Multiple collision-resistant hash-functions may be used concurrently in this process, and, in such a case, the
value assigned to each non-leaf node is computed by concatenating the hash values generated by each hash-
function.

One-way accumulator aggregation involves computing an aggregate value in such a way that verification of
the aggregate value for any of the participating hash-values may be done in constant time, regardless of the
number of hash-values to be aggregated. Precisely how this is achieved is outside the scope of this part of
ISO/IEC 18014; an example of a possible technique is outlined in Annex B.3.4.
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If hash-functions are used in aggregation operations, those specified in ISO/IEC 10118 shall be used.
Annex B.3 contains additional discussion regarding the algorithms that may be used in aggregation operations.

Note: Common forms of aggregation include Merkle hash trees [M80], one-way accumulators [BD93], or other binary
linking schemes [BLLV98].

5.3 Publishing operation

Values derived from the links produced by a conformant TSA may be published in such a way as to make the
I|nk|ng operat|ons widely—witnessed Th|s can be ach|eved by perlodlc publlcatlon in W|dely avallable media,
e.g., web—pages 5 =—vattre—ptblished—shoutd—depenc re=stamp tokens
sed" events,
the TA in effect generates verifiable statements of when each time-stamp token was genrated by the

A confformant TSA producing linked tokens that supports publishing shall perform publishing opgrations using
one of the following methods:

¢ single-link publishing;

e Merkle tree publishing.
Singl¢ link publishing involves the periodic publication of a single‘link value. This single link valug enables the
verifigation of all link values produced up to the time at which,it'was generated. For further detalls see Annex

B.4.3

Merkle tree publishing involves the periodic publication:of the Merkle tree aggregation of all links generated
sincelthe last publication event. For further details see/Annex B.4.4.

If hash-functions are used in publishing operations, those specified in ISO/IEC 10118 shall be usgd.

U

Annex B.4 contains additional discussion-regarding the publishing operations performed by a copformant TSA.

5.4 (Extend operation

If a conformant TSA makes published values available, an entity in possession of a linked token [ssued by this
TSA may carry out a request-response protocol with the issuing TSA or other TTP that has access to the
issuing TSA’s links for(the purpose of extending this time-stamp token to a published value, |using a data
integnty and data origin authentication protected channel. This protocol should be carried put once the
publighed value coerresponding to this time-stamp token has been issued by the TSA and becomes available,
and it[results in.the-generation of a new time-stamp token, containing the same components as the original, as
well gds additional data items that refer to the published value and bind the linked token to it. The additional
data |tems™ permit the computation of the corresponding published value without requiring gccess to the
issuing TSA's links. Message formats supporting the extend operation are described in Clauses .5 and 6.6.

6 Message formats

6.1 Time-stamp request
A time-stamp request is a message sent by a time-stamp requester to a TSA in order to request that the TSA

issue a time-stamp token for the data items in the message. As defined in ISO/IEC 18014-1, the time-stamp
request contains the data fields listed in Table 1.

© ISO/IEC 2009 — All rights reserved 5
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Table 1 — Time-stamp request

Data field

Description

version

version number of this data structure

messagelmprint

message imprint to which the TSA is
to bind a time value

reqPolicy service policy requested from the TSA
(optional)

nonce identifier enabling the request to be
matched to the issued time-stamp
token (optional)

certReq requests the TSA to provide
certificate information, if present

extensions additional items required to properly

fulfil the requested time-stamp
request (optional)

The ASN.1 dé¢finition of the time-stamp request is given in Annex A as TiméstampReq.

6.2 Time-g$tamp response

A time-stamp| response is a message returned by the TSA in reSponse to a time-stamp request. As defined in

ISO/IEC 18014-1, the time-stamp response contains the data fields listed in Table 2.

Table 2 — Time-stamp response

Data field

Description

status

status of the time-stamp-operation

timeStampTjoken

issued time-stamp:ioken, if the time-
stamp operation.is successful

The ASN.1 dgfinition of the time-stamp response is given in Annex A as TimeStampResp.

6.3 Verify|request

A verify requpst is.a message sent by a time-stamp verifier to a TSA or other TTP that has access fo the
issuing TSA'g links in order to request the entity receiving the message to verify the validity of the time-gtamp

token contained in the message. As defined in ISO/IEC 18014-1, the verify request contains the data fields

listed in Table 3.

Table 3 — Verify request

Data field Description
version version number of this data structure
tst time-stamp token to be verified
requestiD request identifier (optional)
6
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The ASN.1 definition of the verify request is given in Annex A as VerifyReq.

6.4 Verify response

A verify response is a message returned by the TSA or other TTP that has access to the issuing TSA’s links in
response to a verify request. As defined in ISO/IEC 18014-1, the verify response contains the data fields listed
in Table 4.

Table 4 — Verify response

Data field Description
vers|on version number of this data structure
statys status of the verify operation
tst submitted time-stamp token
requestiD response identifier, matches request
identifier (optional)

The ASN.1 definition of the verify response is given in Annex A as VerifyResp.

6.5 |Extend request

An extend request is a message sent by an entity in possession of a linked token to the issuing| TSA or other
TTP that has access to the issuing TSA'’s links in orderto request the entity receiving the message to extend
the time-stamp token contained in the message with additional data items that refer to values published by the
issuing TSA. The extend request may be granted’once the publishing event for the time-stamp token has
taken|place, that is, after the TSA has issued a published value for the time interval covering the|time value in
the time-stamp token. The extend request.contains the data fields listed in Table 5.

Table 5 — Extend request

DJta field Description
versjon version number of this data structure
tst timecstamp token to be extended to
a published value
requestiD request identifier (optional)

For tHepurposes of this standard, the 'version' field shall be set to one.

The 'requestID' field binds the extend request to the corresponding extend response.

The ASN.1 definition of the extend request is given in Annex A as ExtendRegq.

6.6 Extend response

An extend response is a message returned by the TSA or other TTP that has access to the issuing TSA’s
links in response to an extend request. If the request is granted, a new time-stamp token is returned in the
response with additional data items that refer to values published by the issuing TSA. The extend response
contains the data fields listed in Table 6.

© ISO/IEC 2009 — All rights reserved 7
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Table 6 — Extend response

Data field Description
version version number of this data structure
status status of the extend operation
tst updated time-stamp token if granted;
original time-stamp token otherwise
requestiD response identifier, matches request

identifier (optional)

For the purpdg

The 'status’ fi

The 'tst' field
correspondin
identical to th
the 'tst' field 1
items within g
additionally ¢
within one or
using the 'Dig
within a publi

The 'requestl
this case, it s

The ASN.1d

7 Data types

7.1 Objec

A root object
ASN.1 definit

tsp-1t

Subsequent ¢
A. Additional

D' field shall be present if a request identifierjs present in the corresponding extend requ

ses of this standard, the 'version' field shall be set to one.

contains a time-stamp token that corresponds to the time-stamp, token submitted

j extend request. If the extend request is not granted, the time-stamp token in the 'tst' f]
e one submitted in the extend request; if the extend request is granted, the time-stamp to
hatches the one in the extend request in all components with/the‘possible exception of an

prries data items referring to at least one published value(The additional data items are G

more 'PublicationInfo’ structures, as described in Clausé 7.8. In the case of a time-stamp
estedData' encapsulation, as described in Clause 8:2,the 'PublicationInfo’ structures are ¢

nall have the same value as the request identifier in the corresponding extend request.

finition of the extend response is givefYin Annex A as ExtendResp.

identifiers

on of this object identifier is given in Annex A as tsp-1t and is reproduced below:

1t(3) 1}

bject.identifiers defined in this document originate from this root identifier and are listed in /

OBJECT/IDENTIFIER { iso(l) standard(0) time-stamp(18014)

Cation extension inside the 'extensions' field of the.time-stamp token's 'BindingInfo’ structurg.

identifier arc is defined to support allocation of further object identifiers within this standard.

eld indicates the result of the extend operation performed by the TSA or othe T TP fulfillipg the
request to exfend the submitted time-stamp token to a published value.

n the
eld is
en in
data

n existing publication extension component of the time-stamp.token's 'Bindinglnfo' structur¢, and

arried
token
arried

pst; in

The

Annex
A.

pbject identifiers defined elsewhere and used in this document are also presented in Annex

7.2 TSTinfo

The 'TSTInfo' data type represents the object generated by the TSA in the process of issuing a time-stamp
token. As defined in ISO/IEC 18014-1, the 'TSTInfo' data type contains the data fields listed in Table 7.
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Table 7 — TSTInfo

Data field Description
version version number of this data structure
policy TSA's service policy

messagelmprint

message imprint to which the TSA is
to bind a time value

serialNumber

integer assigned by the TSA

ISO/IEC 18014-3:2009(E)

gentime tre-assigred-by-the—+SA
accyracy accuracy of 'genTime' field
compared to UTC (optional)
ordering Boolean, false by default; if set to
true, allows ordering of time-stamp
tokens issued by this TSA based on
'‘genTime' field alone (regardless of
'accuracy' field)
nonge identifier, matches 'nonce' field in
time-stamp request (optional)
tsa TSA name (optional)
extehsions additional data items (optional)
For the purposes of this standard, the 'version' field shall be set to one.
The 'gerialNumber field may be set to zero; if it'is' not set to zero, its value shall be an integer asgigned by the
TSA fo each time-stamp token, and shall be-unique for each time-stamp token issued by a given TSA in its

lifetim

e of operation.

The 'g¢xtensions' field contains data.items that represent additional information related to the datp items in the

corre

The A

7.3

The
ISO/I

e p

SN.1 definition of theTSTInfo' data type is given in Annex A as TSTInfo.

TimeStampTéken

ppUlating a "TSTInfo' structure according to the data items in the time-stamp request,

sponding time-stamp request!.Clause 7.9.1 defines data types that may be used in the 'extensions' field.

TimeStampToken' data type represents the time-stamp token issued by a TSA. As defined in
EC 18014-1, the TSA generates a time-stamp token by:

e performing actions according to the time-stamping mechanism employed by the TSA, and

e encapsulating the resulting "TSTInfo' structure and other data items according to a content type
encapsulation appropriate for the time-stamping mechanism employed by the TSA.

For the purposes of this part of ISO/IEC 18014, only the ‘DigestedData’ and the ‘SignedData’ content type
encapsulations are supported.

The ASN.1 definition of the 'TimeStampToken' data type is given in Annex A as TimeStampToken.
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7.4 Bindinginfo

The ‘Bindinginfo’ data type represents the data items generated by a TSA as a result of linking the
encapsulated 'TSTInfo' structure of a time-stamp token to previously generated time-stamp tokens. The
‘BindingInfo’ data type contains the data fields listed in Table 8.

Table 8 — Bindinginfo

Data field Description

version version number of this data structure

msglmprintg message digest or digests computed
over the encapsulated TSTInfo
structure of the time-stamp token

aggregate data authenticating the aggregation
of the 'msglmprints' field with other
members of the aggregation
(optional)

links data item or items that combine the
result of the 'msglimprints' and
'aggregate’ fields with prior results of
linking operations

publish data authenticating the result of this
linking operation against a published
value (optional, deprecated)

extensions additional data items (optional)

For the purpgses of this standard, the 'version' field@hall be set to one.

The ‘msglmprints’ field is computed over the'encapsulated 'TSTInfo' structure of the time-stamp tok¢n, as
described in Clause 8.1.

the ‘msglmpr|nts’ field in the aggregation operation as described in Clause 8.1, if present. An instance df type
'Chain’ contains data authenticating participation in a single aggregation operation. The ‘aggregate’ fieldd may
contain multiple instances of type 'Chain' when multi-tiered aggregation schemes are supported, arnd the
values of the [instances of.type 'Chain' are to be computed in order.

The ‘aggregate’ field contains one or more instances of type 'Chain’, and it authenticates the participaCIon of

The ‘links’ figld contains one or more instances of type 'Link'. It represents the linking operation for th¢ time
value assigned in-the encapsulated ‘TSTInfo’ of the corresponding time-stamp token, and includes within its
components he results of Imkmg operat|ons from pr|or time values that were used as mput to the current one.

time value, WhICh represents the running summary of the cumulative linking operations so far If multiple
instances of type 'Link' are present, the values of the instances of type 'Link' are to be computed in order.

For a given ‘BindingInfo’ structure within a time-stamp token, the result of the linking operation for the time
value in the encapsulated ‘TSTInfo’ structure shall be computed as follows: if no ‘aggregate’ field exists, the
value of the ‘links’ field is computed taking into account the contents of the 'msgimprints’ field; otherwise, first
the value of the ‘aggregate’ field is computed taking into account the contents of the 'msglmprints' field, then
the value of the 'links' filed is computed taking into account the previously computed result of the ‘aggregate’
field.

Use of the ‘publish’ field is deprecated; see Clauses 7.9.2.3 and 7.8 for additional information related to
published values and data types that may refer to them within the 'extensions' field of the 'Bindinginfo'
structure.
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The 'extensions' field contains data items that represent additional information relating to the aggregation,
linking, and publishing operations for the time value assigned in the encapsulated ‘TSTInfo’ structure of the
time-stamp token. Clause 7.9.2 defines data types that may be used in the 'extensions' field.

The ASN.1 definition of the 'BindingInfo' data type is given in Annex A as BindingInfo.

7.5 Chain

The ‘Chain’ data type represents a sequence of operations representing an aggregation operation or a
publishing operation. The ‘Chain' data type contains the data fields listed in Table 9.

I'able 9 — Chain

D3ta field Description

algofithm object identifier of algorithm used to
compute the value of the chain

linkg sequence of data items of type 'Link’

The Jalue of an instance of type 'Chain' is computed by executing the\algorithm specified in the 'algorithm’
field gver the sequence of instances of type 'Link' contained in the 'links' field. For example, 1n instance of

type 'Chain' may be constructed to represent the result of a Merkle-hash tree [M80] calculation| in this case,
the s¢quence of instances of type 'Link' represents the computational path from a specific leaf node to the
comnjon root. Annex B.3 contains additional discussion €egarding the algorithms that may be used in
aggrejgation operations.

The ASN.1 definition of the 'Chain' data type is given injAnnex A as Chain.

7.6 |Link

The ‘Link’ data type represents a singlelinking operation or a single step of an aggregation |or publishing
operation. The ‘Link' data type contains_the data fields listed in Table 10.

Table 10 — Link

Data field Description
algofithm object'identifier of algorithm used to
compute the value of the link
(optional)
identifier local link identifier, when link is

referred to by other links (optional)

menrbers sequence of data items of type
Node to be finked

The value of an instance of type 'Link' is computed by executing the algorithm specified in the 'algorithm' field
over the sequence of instances of type 'Node' contained in the 'members' field. If the results of this
computation are to be used as input to other operations, they are to be identified by the local identifier stored
in the 'identifier' field on instance of type 'Link'. If the 'algorithm' field is not present, the algorithm used to
compute the value of the instance of type 'Link' is specified by the context. In the case of an instance of type
'Chain' containing a sequence of instances of type ‘Link’, the algorithm used to compute the value of any such
instance of type ‘Link’ for which the ‘algorithm’ field is not present shall be the algorithm specified in the
‘algorithm’ field of the containing instance of type ‘Chain’. Annex B.2 contains additional discussion regarding
the algorithms that may be used in linking operations.

The ASN.1 definition of the 'Link' data type is given in Annex A as Link.
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7.7 Node

The ‘Node’ data type represents a single input element to a linking operation or to a step of an aggregation or
publishing operation. The ‘Node data type is defined as containing either (but not both) of the data fields listed

in Table 11.
Table 11 — Node
Data field Description
imprints input data items
reference local identifier of an instance of type
'Link' from which to obtain input data
items
If the 'imprint

value shall be

If the 'referen
type ‘Link’ in
‘Link’, and fo
presence of
instance of {
"identifier’ fiel
be the value

If the 'referen
an external s

'Chain' wherg each instance of type 'Chain' consists ofta sequence of instances of type 'Link', and

specific such
instance of ty
'Chain' imme
'Node'.

The ASN.1d

7.8 Public

The ‘Publicafioninfo’ data type.represents the information authenticating the result of a linking ope

performed by
identifying an

used as part of further operations involving this instance of type 'Node'.

ce' field is present and its value is non-zero, this instance of type 'Node' identifies an insta
context. In the case of an instance of type 'Chain' containing a sequence of instances o

the 'reference’ field with a non-zero value within such an_instance of type 'Node' bind
ype 'Node' to the referred instance of type 'Link' identified“by the same integer value
| within the containing instance of type 'Chain'. The value 6f such an instance of type 'Node
bf the referred instance of type 'Link'.

ce' field is present and its value is zero, the valug of this instance of type 'Node' is obtaineq
ource whose identity depends on the context:In the case of a sequence of instances o

instance of type 'Link' containing a sequéence of instances of type 'Node', the value of su
pe 'Node' containing a 'reference’ field with a zero value shall be the value of the instance g
Hiately preceding the instance of type“Chain' that contains the aforementioned instance o

Efinition of the 'Node' data type)is given in Annex A as Node.

ationinfo

the TSA against-a published value issued by the TSA, and it provides the data items requin
d computing this published value. The ‘Publicationinfo’ data type contains the data fields lis

' field is present, this instance of type 'Node' contains the actual data items_of interest, and their

ce of
f type

r a specific such instance of type 'Link' containing a sequence of instances of type 'Nod¢', the

s this
in its
shall

from
f type
for a
ich an
f type
f type

ration
ed for
ted in

Table 12.
[I'able 12 — Publicationinfo
Data field Description
pubTime time value associated with the
publishing event (optional)
publd identifier of the published value
(optional)
pubChains data authenticating the participation
of the result of a linking operation in
the publishing event (optional)
sourceld identifier of the source data
participating in the generation of the
published value (optional)
12
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The 'pubTime' field, if present, specifies a time value associated with the publishing event for the published
value of interest. For example, in the case where the 'publd' field identifies a print media serial publication, the
'pubTime' field may specify the date of publication for the serial issue containing the published value of
interest.

The 'publd' field, if present, identifies the location of the published value of interest. For example, the 'publd’
field may be a directory name, or a URI resolving to the location of the published value of interest.

The 'pubChains' field, if present, is a sequence of instances of type ‘Chain’. For a given linking operation
performed by the TSA, this field is defined according to the publishing operation performed by the TSA for the
time interval properly containing the time value of the aforementioned linking operation.

The j‘ourceld' field, if present, identifies the source data for the published value, that is, the re'iults of linking
operations generated and maintained by the TSA that were used to generate the published:valjie, as well as
additipbnal intrinsic properties of the publishing event (for example, frequency of publishing,|time interval
covergd in the repository of links maintained by the TSA, and so on).

The ASN.1 definition of the 'PublicationInfo’ data type is given in Annex A as PublicationInfq.
7.9 |(Extensions
7.9.1| Time-stamp request extensions

7911 Hash extension

-stamp requester may wish to submit for time-stamping more than one hash value derived|from a single
data item. To enable the submission of multiple hash walues the hash extension is defined. Thi$ extension is
in the 'extensions' field of both the time-stamp request sent by a requester to a TSA and in the
‘exterfsions’ field of the resulting 'TSTInfo' structure’ formed by the TSA and returned in a time-sfamp token to

extension is present in a time-stamp’request and the TSA is able to process it, then the TSA shall
cryptqgraphically bind both the hash value in the time-stamp request message spegified in the
'mesdagelmprints’ field of the time-stamp request and those included in this extension to the|time value it
assighs to the 'TSTInfo' structure_in‘the resulting time-stamp token, and shall reproduce the cqntents of this

Method extension

-stamp (requester may wish to indicate to a specific TSA which time-stamping method|to use when
forming theweventual time-stamp token. To enable a requester to indicate to a specific TSA which time-
stamping, method to use in forming the resulting time-stamp token, the method extension is |defined. This
extenpionvis carried in the 'extensions' field of both the time-stamp request sent by a requester toJa TSA and in
the 'extensions' field of the resulting "TSTInfo' structure formed by the TSA and returned in a time-stamp token
to the requester.

If this extension is present in a time-stamp request and the TSA is able to process it, then the TSA shall
attempt to fulfil the request for the specified method, or return an error indicating the method is not available. If
the requester specifies more than one possible method, the TSA may select one of the suggested methods for
use in forming the time-stamp token. If this extension is not present, then the TSA shall use its default time-
stamping mechanism.

The ASN.1 definition of the method extension is given in Annex A as extMethod.
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7.9.1.3 Renewal extension

A time-stamp requester may wish to indicate to the TSA that the current time-stamp request is a renewal of a
time-stamp on data that were already time-stamped in the past, so that the validity period of the existing time-
stamp token is preserved into the future (for example, when a hash-function referred to within the time-stamp
token is close to being broken by new attacks or available computing power). To enable the submission of
renewal time-stamp requests that include an existing time-stamp token, the renewal extension is defined. This
extension is carried in the 'extensions' field of both the time-stamp request sent by a requester to a TSA and in
the 'extensions’ field of the resulting TSTInfo structure formed by the TSA and returned to the requester.

If this extension is present in a time-stamp request and the TSA is able to process it, then the TSA shall
reproduce the_cantents of this extension unmadified in the 'TSTInfo' structure in the rpqnlﬁng fimp-q’rnmp token.

The ASN.1 définition of the renewal extension is given in Annex A as extRenewal.

7.9.2 BindihgInfo extensions

7.9.21 Name extension

A TSA produ
for auditing g
structure, the
time-stampin
The ASN.1d

7.9.2.2
A TSA prody
process occl
within the ‘B
extension wh

The ASN.1d

7.9.2.3

A requester

Cing linked tokens may identify each step of the overall time-stamping‘process by a distinct
r record-keeping purposes. To enable the identification of thesé steps within the ‘Bindin
name extension is defined. For example, a TSA may include.this extension when the ¢
) process is implemented by a co-operating set of distinct processes.

Efinition of the name extension is given in Annex A as extName.

Time extension

cing linked tokens may record the time valGe at which each step in the overall time-sta
rred, for auditing or record-keeping purposes. To enable the recording of these time

indingInfo’ structure, the time extension is defined. For example, a TSA may includ
en the overall time-stamping process is’implemented by a co-operating set of distinct proce

finition of the time extension js given in Annex A as extTime.

Publication extension

bf time-stamping setvices may carry out a request-response protocol with the issuing T

other TTP that has access ta'the issuing TSA'’s links, allowing it to extend an existing time-stamp toke

published val
the ‘Bindingln]

The data iten
value issued

Le. To enable‘the recording of the data extending a time-stamp token to a published value
fo’ structure,_the publication extension is defined.

s of this*extension may be used to verify the validity of a time-stamp token against the pub
by the/TSA and against the respective TSA publishing event. If the value published by the 1

name,
glnfo’
verall

mping
alues
b this
5Ses.

SA or
N to a
within

ished
[SA is
token

available in @an\authenticated manner from widely witnessed sources, verification of the time-stamp

against such a published value and the time value of the respective publishing event may be conducted
independently of the issuing TSA that generated the original time-stamp token. Note that the time values
associated with TSA publishing events represent a time scale that is coarser than the one defined by the time
values assigned to the 'genTime' field of the encapsulated 'TSTInfo' structure of the time-stamp tokens.

The publication extension allows for the presence of multiple fields of type 'Publicationinfo’ to provide for
published values at different intervals offering different time granularity, for example, daily or weekly.

The ASN.1 definition of the hash extension is given in Annex A as extPublication.

Note: The 'BindingInfo' data type contains a 'publish’ field that may be used for limited support of published values by a
conforming TSA generating linked tokens. The 'Publicationinfo’ data type as used within a publication extension supports
a significantly larger feature set and deprecates the use of the 'publish’ field within the 'BindingInfo' data type.
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8 Generating a time-stamp token

8.1 General

In order to acquire a time-stamp token over given data, the time-stamp requester shall submit a time-stamp
request to the TSA, as described in Clause 6.1. The requester may specify the method extension with the
tsp-reg-1ink object identifier, as defined in Annex A in the 'extensions' field for the purpose of requesting
time-stamp tokens using the 'DigestedData’ encapsulation. Alternatively, the requester may specify the
method extension with the tsp-reg-1ink-ds object identifier, as defined in Annex A in the 'extensions'
field for the purpose of requesting time-stamp tokens using the 'SignedData' encapsulation.

contalns one or more method identifiers corresponding to methods supported by the TSA,(@,THA producing
linked tokens shall fulfil the request using one of the specified supported methods. If normethod extension is
specified in the 'extensions' field of the time-stamp request, a TSA producing linked tokens’shall use either the
‘DigegtedData’ encapsulation or the ‘SignedData’ for the generated tokens, according.to its servige policy.

If a method extension is specified in the 'extensions' field of the time-stamp request, and the met}od extension

The tjlme-stamp response returned by a conformant TSA may include a ‘TimeStampToken’ stfucture, if the
request is granted. A conformant TSA produces linked time-stamp tokens-according to the stgps described
below.

Timeqstamp information is first generated by the TSA according to-the "'TSTInfo' structure defined in Clause
7.2. This structure contains the message digest of the data to be\time-stamped, the time valug assigned by
the TEA, and other relevant information. The ‘tsa’ field of the 'TSTInfo' structure shall be present| the 'tsa’ field
is required for time-stamp verification. The ‘extensions’ {field of the 'TSTInfo' shall be pfesent if the
corresponding time-stamp request included data items in the 'extensions' field.

Subsgquently, the TSA shall encode the generated. 'TSTInfo' structure using DER encoding rules, and store
the relsulting octets in the ‘eContent’ fileld of an ‘EneapsulatedContentinfo’ structure.

The TSA shall then compute one or more hash values on this 'eContent’ field using one of more hash-
functipns. The resulting hash value or values are inserted in the 'msglmprints' field of the| 'Bindinginfo'
structpre defined in Clause 7.4.

The TSA shall use the contents of-the ‘msglmprints’ field in a linking operation in combination with links from
prior |inking operations, possibiyin aggregation with ‘msgimprints’ fields from other concurreft time-stamp
requests (that is, time-stamp .requests receiving the same time value in the resulting 'TSTInfo' sfructure), and
shall populate the ‘links’ and\'aggregate’ fields of the ‘Bindinglnfo’ structure accordingly.

Finally, the TSA shall)generate the time-stamp token by encapsulating the 'TSTInfo' strupture and its
respegtive 'Bindinglnfo' structure in a 'TimeStampToken' structure. The TSA may perform eithef of two types
of engapsulation:

e ‘DigestedData’ encapsulation, in which case the 'contentType' field shall contain th¢ value id-
diide’stedData and the 'content’ field shall contain a value of type ‘DigestedData’; this encapsulation may

C v cl v,

object identifier tsp-reg-1ink.

e ‘SignedData’ encapsulation, in which case the 'contentType' field shall contain the value id-signedbata
and the 'content' field shall contain a value of type ‘SignedData’; this encapsulation may be used when the
time-stamp request includes a method extension in the 'extensions' field with value the object identifier
tsp-reg-link-ds.
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8.2 DigestedData encapsulation

A TSA generating time-stamp tokens using the 'DigestedData’ encapsulation method shall first perform the
steps described in Clause 8.1 and place the resulting ‘EncapsulatedContentinfo’ structure in the
‘encapContentinfo’ field of the ‘DigestedData’ structure (as defined in Annex A). Once all fields of the
'‘BindingInfo' structure have been populated, the TSA shall encode the 'BindingInfo' structure using DER
encoding rules, and store the resulting octets in the 'digest’ field of the 'DigestedData’ structure.

Finally, the TSA shall insert the object identifier corresponding to this encapsulation method tsp-
digestedData (as defined in Annex A) into the 'digestAlgorithm’ field of the 'DigestedData’ structure.

8.3 Signe

A TSA may

together tokens signed independently, the TSA can verifiably demonstrate the order in whichrthe”indivi
signed tokeng were issued.

The following

id-signeddata OBJECT IDENTIFIER ::= {

iso (1)

The ‘SignedData’ structure contains one or more 'Signerinfo’ structures, which may in turn contain add
signed or ungigned attributes, and is defined in ISO/IEC 18014-1 Annex-A.as follows:

HData encapsulation

integrate digital signatures with a time-stamping system producing linked tokens. By |

object identifier identifies the signed data content type:

member-body (2) us(840) rsadsi(113549) pkcs(l) pkes7(7) 2 }

nking
dually

tional

SignedDat4g ::= SEQUENCE {
versioh CMSVersion,
digestplgorithms DigestAlgorithmIdentdfiers,
encapCpntentInfo EncapsulatedContentInfo,
certifficates [0] IMPLICIT CéxtificateSet OPTIONAL,
crls [1] IMPLICIZFCertificateRevocationLists OPTIONAL,
signerfInfos SignerInfos
}
SignerInfgs ::= SET OF SidmerInfo
SignerInfq ::= SEQUENCE\.{
versioh CMSVersion,
sid SignerIdentifier,
digestplgorithm DigestAlgorithmIdentifier,
signedpttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature SignaturevValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL
}
SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute

16
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Attribute ::= SEQUENCE ({
attrType OBJECT IDENTIFIER,
attrvalues SET OF AttributevValue
}
Attributevalue = ANY

A TSA generating time-stamp tokens using the 'SignedData’' encapsulation method shall use a
structure to
descr
‘enca
popul
insert
identi
‘attrTy
'signe
proce

pContentInfo’ field of the ‘SignedData’ structure. Once all fields of the 'BindingInfo' structu
bted, the TSA shall encode the 'BindinglInfo' structure as an octet string using DER encod
it as an element of the 'attrValues' field in an 'Attribute' structure. The TSA shall also in
ier corresponding to this encapsulation method tsp-signedbData, as definedyin Ann
pe' field of the 'Attribute’ structure. The TSA shall then insert the resulting "Attribute’ st
dAttrs' field of a 'Signerinfo’ structure, and complete the signing proceSs according t
dures defined in [CMS].

Insert
the e

ng the 'BindingInfo' structure as a signed attribute within the time-stamp token preserves
hcapsulated 'TSTInfo' structure beyond the lifetime of the digital certificate used to fo

signature. Additionally, this time-stamp token may be easily transfermed into a time-stamp
'DigestedData’ encapsulation and containing 'TSTInfo' and 'Bindinginfo' structures identical to
originpl time-stamp token. This newly formed time-stamp token(contains the same linking data 2
time-gtamp token and omits the digital signature parts.

8.4 (Security considerations

Confgrmant TSAs producing linked tokens shall €émploy strong cryptographic primitives in oper
to th¢ generation of time-stamp tokens, links," and related data items during aggregation,

publighing operations, and shall replace and-upgrade these cryptographic primitives as neede
become insufficiently strong to provide the security guarantees required of the service.

Confgrmant TSAs producing linked “tokens should employ multiple hash-functions concun
calculation of 'msglmprints’ field. ©f the 'BindingInfo' structure of a time-stamp token, in the
proceps, and in the linking process so that the resulting time-stamp token and the link generate]
are ingulated from the cryptographic failure of any single hash-function.

encapsulate both the signature data and linking data. The TSA shall first perform th

4-3:2009(E)

'SignedData'’
e steps
ture in the
e have been
ng rules, and
rt the object
x A into the
ucture in the
b the signing

the validity of
m the digital
token using
those in the
s the original

btions related
linking, and
i before they

rently in the
aggregation
d by the TSA

9 Verifying a time-stamp token

9.1 |General

The vglidity of a time-stamp token shall be verified by checking that:

e the time-stamp token is syntactically well-formed,

e the value of the 'messagelmprint' field of the encapsulated 'TSTInfo' structure matches the value of a
message imprint evaluated over the document subject to scrutiny,

e the value of every 'messagelmprint' field inside a hash extension in the 'extensions' field of the
encapsulated 'TSTInfo' structure, if present, matches the value of a message imprint evaluated over the
document subject to scrutiny,

o the policy under which the token is issued is acceptable for the intended usage,

and by carrying out additional verification steps appropriate to the encapsulation method specified in the time-

stamp token.
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9.2 DigestedData encapsulation

In the case of a time-stamp token using the ‘DigestedData’ encapsulation, the verifier shall submit a verify
request to the issuing TSA or other TTP that has access to the issuing TSA’s links, as described in Clause 6.3,
using a data integrity and data origin authentication protected channel. If there is no link in the TSA’s or TTP’s
repository of links associated with the same time value as the encapsulated ‘TSTInfo’ structure of the
submitted time-stamp token, verification fails. Otherwise, the issuing TSA or other TTP fulfilling the request
shall proceed to verify that the 'msglmprints' field in the 'Bindinginfo' structure of the time-stamp token
matches the hash values computed over the encapsulated 'TSTInfo' structure. If not, verification fails;
otherwise, if the ‘aggregate’ field is present in the ‘BindingInfo’ structure, the issuing TSA or TTP fulfilling the
request shall carry out the computatlon of the vaIue of the aggregate fleld (assumlng that a zero ‘reference’
value within gn in e), and
apply the linking algorithm on this result and the ‘links’ field in order to verify whether the result matchgs the
value of the archived link for the time value in the time-stamp token’s encapsulated ‘TSTInfo’ strueturej if the
‘aggregate’ field is missing, the issuing TSA or TTP fulfilling the request shall apply the linking algorithm on the
‘msglmprints’| and ‘links’ fields of the ‘Bindinglnfo’ structure in the same manner, and carryout the |[same
verification slep on the resulting value. In any event, an appropriate 'status' field is inclided in the |verify
response and the submitted time-stamp token is reproduced unmodified, as described inClause 6.4.

9.3 Signe¢@Data encapsulation

In the case of a time-stamp token using the ‘SignedData’ encapsulation, the timg-stamp verifier shall either:

e carry out|the same additional verification steps as described for a,time-stamp token created using the
'DigestedData’ encapsulation, namely, submit a verify request to the issuing TSA or other TTP that has
access tp the issuing TSA’s links as described in Clause 6.3{ using a data integrity and data [origin
authenticption protected channel, and in such a case, the TSA/or TTP fulfilling the request shall alccess
the samg components of the time-stamp token and carry .out'the same verification steps as described for
a time-stamp token using the 'DigestedData’ encapsulationrin Clause 9.2;

or:

e treat the [ime-stamp token as an independent.foken and perform additional verification steps in the|same
manner gs for time-stamp tokens with digital signatures described in ISO/IEC 18014-2.

9.4 Security considerations

For the purpgse of supporting verification requests against the links maintained by the TSA or other TTP, the
TSA or other| TTP fulfilling the reguest should fix in time the links and related data necessary for time-gtamp
verification aphd for auditing purposes, before the cryptographic primitives used in linking, aggregation and
publishing opgrations that were/used to generate the links and related data are considered weak. For exgample,
this may be |accomplished\by time-stamping the values of the links and related data of interest, ahd by
renewing the [resulting timie-stamp tokens as needed, and as described in Clause 11.

10 Extenqing a time-stamp token

For the purpose of extending a time-stamp token to a published value, the entity in possession of the time-stamp
token may submit an extend request to the issuing TSA or other TTP that has access to the issuing TSA’s links,
as described in Clause 6.5, using a data integrity and data origin authentication protected channel. If the TSA or
other TTP fulfilling the request supports the extend operation, it shall carry out the verification steps on the
submitted time-stamp token according to the 'DigestedData’ encapsulation as described in Clause 9.2. If the
validity of the token is verified, the TSA or TTP fulfilling the request shall proceed to examine whether there
exists a published value that may be referred to by the submitted time-stamp token; in that case, the TSA or TTP
fulfilling the request shall populate a 'Publicationinfo’ structure with data items sufficient to authenticate the time-
stamp token against the published value according to Clause 7.9.2.3, and will return an updated time-stamp token
to the submitter within an extend response as described in Clause 6.6. If the extend operation is not available, if
the submitted time-stamp token fails the verification steps, or if a published value is not yet available for the
submitted time-stamp token, then the extend request is not granted, an appropriate 'status’ field is included in the
extend response and the submitted time-stamp token is reproduced unmodified as described in Clause 6.6.
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11 Renewing a time-stamp token

11.1 General

As defined in ISO/IEC 18014-1, renewal is a variant of the basic time-stamp operation where an existing time-
stamp token over previously time-stamped data items is explicitly incorporated as data to be bound to a newly
generated time-stamp token over the same data items with a new (current) time value. By incorporating the
pre-existing time-stamp token in the generation of the new time-stamp token, and assuming that security
considerations are satisfied appropriately, the validity period of the earlier time-stamp token over the time-

stamped data items is extended by the coverage of the new time-stamp token.

In the
value

(e.q.

case of linked tokens, renewal may be necessary when the crypiographic funcfion used 1o
to the data is still trusted, but there is strong evidence that it will become vulnerable §n th
vhen a hash-function is close to being broken by new attacks or available computing pow

bind the time
e near future
er). Renewal

has tg be performed before such a condition makes the original time-stamp token void.

For the purpose of renewing a time-stamp token over data in his possession, the.requester ghall submit a
time-gtamp request to the TSA as described in Clause 6.1 and include the existing time-stamp token in a
renewal extension within the 'extensions' field of the time-stamp request according to Clause 7.9{1.3. The TSA
shall feturn a time-stamp response according to Clause 7.9.1.3.

11.2 [Renewal and verify operation

As dg
the o
(previ
stamy

scribed in ISO/IEC 18014-1, verification of a renewed timé&sstamp token is performed in su
Litermost (most recently issued) time-stamp token isiverified at the current time, while
pusly issued) time-stamp token is verified with respect to the time of issuance of the ern
token. In the event of multiple nested renewals;:each nested time-stamp token is verified

ch a way that
the enclosed
closing time-
at the time of

hce of the subsequent (enclosing) renewal timesstamp token, until the outermost time-stamp token is
d at the current time. In the event where albtime-stamp tokens are generated by TSAs ¢onforming to
art of ISO/IEC 18014, the innermost (oldest) time-stamp token is verified for the currept time if the
ing are true:

issua
verifig
this p
follow

th
'0

e outermost and all nested time-Stamp tokens are verified according to the verificatjon steps for

igestedData' encapsulation according to Clause 9,
th time of the
S

e cryptographic functions jlisted in each enclosed time-stamp token are trusted at the
suance of the immediately enclosing renewal time-stamp token, and

sted to have
on may have

tHe repositories of-links maintained by the TSAs issuing renewal time-stamp tokens are tr
isted prior to @any‘time when cryptographic primitives required for their algorithmic verifica

ben considered weak.

o O

11.3 |Renewal and extend operation

Renewal‘Considerations also affect time-stamp tokens that have been extended to a published value. While
such time-stamp tokens may be verified against a published value independently of the issuing TSA's links, as
long as the published value is available in an authenticated manner from widely witnessed sources, this
verification process is subject to security considerations related to the strength of the cryptographic primitives
used in such a process. Extending a time-stamp token to a published value, followed by a renewal operation
and a subsequent extend operation to a new published value on the renewal time-stamp token, preserves the
ability to assert validity of the original time-stamp token independently of the issuing TSAs' links. For example,
a time-stamp token t; is extended to a published value v, corresponding to a TSA publishing event at time
value p4, resulting in a time-stamp token t;¢; subsequently time-stamp token f;, is renewed resulting in a
renewal time-stamp token f,, and this time-stamp token f, is further extended to a published value v,
corresponding to TSA publishing event at time value p,, resulting in an extended time-stamp token t,; if the
following hold:

e the time-stamp token t;, is verified against published value v,
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e the renewal token f, is verified against published value v,,

e the cryptographic primitives related to the verification of t;, are not considered weak at time p,, and

e the cryptographic primitives related to the verification of t,, are not considered weak at current time,

then the validity of the statement that token ¢, is valid at asserted time value p; may be extended beyond the
current time, without requiring any additional reference to the links maintained by the TSAs, even if the

cryptographic primitives related to the verification of ¢, against published value v; are considered weak at the
current time.
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Annex A
(normative)

ASN.1 Module for time-stamping

This module contains ASN.1 based on the current ASN.1 standards.

TimeStampProtocol-3 {

[so (1) standard(0) time-stamp (18014) modules(0) part3(3)}
DEFINITIONS IMPLICIT TAGS ::= BEGIN

-- EKPORTS All; --

IMPORTS

- ISO/IEC 9594-8 | ITU-T Rec. X.509 AuthenticationFraméwork --
EXTENSION, Extensions

FROM AuthenticationFramework {

joint-iso-itu-t ds(5) module(l) (authenticationFramewoyrk (7) 4 }
- ISO/IEC 9594-8 | ITU-T Rec. X.509 CertifiCateExtensions --
beneralName
FROM CertificateExtensions {
joint-iso-itu-t ds(5k\module(l) certificateExtensions|26) 4 }
$ignedbData
FROM CryptographicMegsageSyntax {
iso (1) membexribody(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smime (16) smodules (0) cms(1l) };
-- Sppporting Definitions (-
AlgofpithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {
b lgorithm ALGORITHM. &id ({IOSet}),
Pparameters ALGORITHM. &Type ({IOSet}{@algorithm}) OPTIONAL
}
ALGORITHM {:%¥ CLASS {
Lid OBJECT IDENTIFIER UNIQUE,
L Type OPTIONAL
}
WITH SYNTAX { OID &id [PARMS &Type] }
CONTENT ::= TYPE-IDENTIFIER -- ISO/IEC 8824-2, Annex A
OIDS ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE
}
WITH SYNTAX { OID &id }
POLICY = OIDS -- Supported TSA policies
METHOD = OIDS -- TSA Methods
21
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-- Time-st

TimeStampReq
version
messageImprint

regPolicy

nonce

certReq

extensions

amp Request --

= SEQUENCE {
Version,
MessageImprint,
TSAPolicyId OPTIONAL,
Nonce OPTIONAL,
BOOLEAN DEFAULT FALSE,

[0] Extensions OPTIONAL

}
Version
MessageImg
hashAl
hashed
}
MessageImg
DigestAlgd
DigestAlgg

OID
OID
OID
OID
OID
OID

e e e T e

}
TSAPolicyll

TSAPolicis

}

Nonce

INTEGER { v1(1) }
{

DigestAlgorithmIdentifier,

rint SEQUENCE

jorithm

Message OCTET STRING

rints SEQUENCE SIZE (1..MAX) OF MessageImprint

rithmIdentifier AlgorithmIdentifier {{ DigéstAlgorithms }}

{

id-ripemd160 PARMS NULL } |
id-shal PARMS NULL } |

id-sha256 PARMS NULL
id-sha224 PARMS NULL
id-sha384 PARMS NULL
id-sha512 PARMS NULL

rithms ALGORITHM

Expect additional digest algorithms --

d POLICY.&id({TSAPolicies})

{

s POLICY

- Any supported TSA policy --

INTEGER -- Expect large values

-- Time-stamp Response --

TimeStampResp = SEQUENCE {
status PKIStatusInfo,
timeStampToken TimeStampToken OPTIONAL
}
PKIStatusInfo = SEQUENCE {
status PKIStatus,
statusString PKIFreeText OPTIONAL,
failInfo PKIFailureInfo OPTIONAL
22
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}

PKIStatus ::= INTEGER {
granted (0), -- the request is completely granted
grantWithMods (1), -- modifications were necessary, the requester
-- 1is responsible for asserting the differences
rejection (2), -- the request could not be fulfilled, the failure
-- code delivers additional information
waiting (3), -- the request is not processed, the requester
-- receives a receipt that the request
-- has been received
YevocationWarning (4), -- a revocation is imminent
revocationNotification (5) -- notification that a reéyoOcation
-- has occurred
}
PKIFfkeeText ::= SEQUENCE SIZE(1l..MAX) OF UTF8String
PKIFpilureInfo ::= BIT STRING ({
badalg (0), -- unrecognized of)yunsupported Algorithm [dentifier
badRequest (2), -- transactiond ot permitted or supported
badDataFormat (5), -- data submitted has the wrong format
fimeNotAvailable (14), -- the TSAS service is not available
nacceptedPolicy (15), -- the\requested TSA policy is not supported
InacceptedExtension (16), --~the requested TSA extension is not supported
bddInfoNotAvailable (17),_ - the additional information requested
-- could not be understood or is not available
yvstemNotAvailable «(24), -- system is not available
IystemFailure (25), -- system failure
YerificationFdilure (27) -- verification of time stamp has failed
}
-- Vprify Request --
VerifyRege—s:= SEQUENCE {
Yetsion Version,
tst TimeStampToken,
requestID [0] OCTET STRING OPTIONAL

}

-- Verify Response --

VerifyResp ::= SEQUENCE {
version Version,
status PKIStatusInfo,
tst TimeStampToken,
requestID [0] OCTET STRING OPTIONAL
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}

-- Extend Request --

ExtendReq ::=
version
tst
requestID

3

SEQUENCE {
Version,
TimeStampToken,

[0]

-- Extend Response --

OCTET STRING OPTIONAL

ExtendRes(d = SEQUENCE {
versioh Version,
status PKIStatusInfo,
tst TimeStampToken,
requescID [0] OCTET STRING OPTIONAL
}
-- Object |[Identifiers ---
-- 180U4-3 arc --
tsp-1lt OBJECT IDENTIFIER ::= { iso(l) standard(0)

tsp-reqg-1i
tsp-reqg-1i
tsp-ext-n4g
tsp-ext-ti
tsp-ext-pu
tsp-digesy
tsp-signed

-- 1801
tsp-ext OB
tsp-ext-h4g
tsp-ext-mg
tsp-ext-rsg

-- othsg

der OBJECT

nk OBJECT IDENTIFIER

me OBJECT IDENTIFIER

me OBJECT IDENTIFIER

4-1 arc --

JECT IDENTIFTIER ¢::=
sh OBJECT IDENTIIFIER
th OBJECT TDENTIFIER

r —--

IDENTIFIER ::= {

Data OBJECT IDENTIFIER

nk-ds OBJECT IDENTIFIER

blication OBJECT IDENTIFIER %=
edData OBJECT IDENTIFIER

{ iso(1)

newal OBJECT IDENTIFIER

{tsp-1t 1link (1973}

:= {tsp-1t link-ds(2)}

{ tsp-1t name(5)
{ tsp=lf time(6)

}
}

{tsp-1t publication(7)

= { tsp-1lt digestedData(8)

standard(0)
{ tsp-ext hash(1l)
{ tsp-ext meth(2)

::= { tsp-1lt signedbata(9)

3
}

::= { tsp-ext renewal (3)

}

}

time-stamp (18014)

}
}

time-stamp (18014)

1t(3)

ext (1)

3

}

joint-

1so-1tu-t asnl (1)

ber-derived(2)

id-ct-TSTInfo OBJECT IDENTIFIER

iso(1)

smime (

member-body (2)

16) ct(1l) 4 }

us (840)

id-digestedData OBJECT IDENTIFIER

iso (1)

id-ripemdl60

iso(1)

hashAlgorithm(2)

24

member-body (2)

identified-organization(3)

ripemdl60

OBJECT IDENTIFIER

(1)}

rsadsi(113549)

{

ci= |
us (840) rsadsi(113549)

{
teletrust (36)

pkcs (1)

pkcs (1)

pkcs7(7)

algorithm(3)
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id-shal OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) oiw(1l4) secsig(3) 2 26 }
id-sha256 OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l) gov(101l) csor(3)
nistalgorithm(4) hashalgs(2) 1 }
id-sha384 OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l) gov(101l) csor(3)
nistalgorithm(4) hashalgs(2) 2 }
id-shab512 OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l) gov(101)\asSox(3)
mistalgorithm(4) hashalgs(2) 3 }
id-sfignedData OBJECT IDENTIFIER ::= {
| so (1) member-body(2) us(840) rsadsi(113549) pkcs(l) pkes7(7) signedData(2) }
-- TETInfo --
TSTIhfo ::= SEQUENCE {
Yersion Version,
policy TSAPolicyId,
hessageImprint MessageImprint,
erialNumber SerialNumber,
IenTime GeneralizedTime,
hccuracy Accuracy OPTIONALS
rdering BOOLEAN DEFAULT FALSE,
nonce Nonce OPTIONAL,
[sa [0] EXPLICIT GeneralName OPTIONAL,
¢xtensions [l]~Extensions OPTIONAL
}
SeriplNumber ::= INTEGER -- Expect large values
Accukacy ::= SEQUENCE {
skconds INTEGER OPTIONAL,
millis [0] INTEGER(1..999) OPTIONAL,
mfi cZros [1] INTEGER(1l..999) OPTIONAL

(ALL EXCEPT ({

-- no components present --

}))

-- Time-stamp Token --

TimeStampToken ::=

contentType

content

SEQUENCE {
CONTENT. &id ({Contents}),

[0] EXPLICIT CONTENT.&Type ({Contents}{@contentType})

© ISO/IEC 2009 — All rights reserved
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Contents CONTENT ::= {
{ DigestedData IDENTIFIED BY id-digestedData } |
{ SignedData IDENTIFIED BY id-signedData },
-- expect additional time-stamp encapsulations --

}

DigestedData ::= SEQUENCE ({
version CMSVersion,
digestplgorithm DigestAlgorithmIdentifier,
encapCpntentInfo EncapsulatedContentInfo,
digest Digest

}

EncapsulatedContentInfo: := SEQUENCE {
eContentType CONTENT. &id ({EContents}),
eContent [0] EXPLICIT CONTENT.&Type ({EContents}f@eContentType})

}

EContents |CONTENT ::= {

{ ETSTInfo IDENTIFIED BY id-ct-TSTInfo },
-- expect additional content types” --
}
ETSTInfo ::= OCTET STRING (CONTAINING ZSTInfo ENCODED BY der)

Digest ::4 OCTET STRING -- (CONTAINING BindingInfo ENCODED BY der)

-- Binding Info --

BindingInflo ::= SEQUENCE {
versioh Vexsion,
msgImpfrints MessageImprints,
aggregpte [0] Chains OPTIONAL,
links Links,
publish [1] Chains OPTIONAL,
extensfons [2] Extensions OPTIONAL
}
-- Chain --
Chain ::= SEQUENCE {

algorithm ChainAlgorithmIdentifier,

links Links
}
Chains ::= SEQUENCE SIZE (1..MAX) OF Chain
ChainAlgorithmIdentifier ::= AlgorithmIdentifier {{ ChainAlgorithms }}
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ChainAlgorithms ALGORITHM ::= {

-- expect additional chain algorithms --

}

-- Link --
Link ::= SEQUENCE {
algorithm [0] LinkAlgorithmIdentifier OPTIONAL,
identifier [1] INTEGER OPTIONAL,
hembers Nodes
}
Linkp ::= SEQUENCE SIZE (1..MAX) OF Link
LinkpPlgorithmIdentifier ::= AlgorithmIdentifier {{ LinkAlgorithms }}
LinkpPlgorithms ALGORITHM ::= {
-- expect additional link algorithms --
}
-- Npde --
Node| : := CHOICE {
lmprints [0] Imprints,

reference [1] INTEGER

Nodefg ::= SEQUENCE SIZE (1..MAX)~OF Node
Imprfint ::= OCTET STRING
Imprfints ::= SEQUENCE SIZE_(1..MAX) OF Imprint

-—- Ppblication Info --

PublficationInfo ::= SEQUENCE ({
pubTime GeneralizedTime OPTIONAL,
pbubId [0] GeneralName OPTIONAL,
bubChairdg™ [1] Chains OPTIONAL,
sourceld [2] GeneralName OPTIONAL

}

-- Time-stamp Request Extensions --
TSExtensions EXTENSION ::= {
extHash |
extMethod |
extRenewal,

-- expect additional extensions --

© ISO/IEC 2009 — All rights reserved
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extHash EXTENSION

ExtHash
extMethod

ExtMethod

Method
Methods ME
tsp-di

tsp-si

{SYNTAX ExtHash IDENTIFIED BY tsp-ext-hash}

SEQUENCE SIZE(1l..MAX) OF MessageImprint

EXTENSION

{SYNTAX ExtMethod IDENTIFIED BY tsp-ext-meth}

SEQUENCE SIZE(1l..MAX) OF Method
METHOD. &id ({Methods})
{

gestedData |

THOD

gnedData,

}
extRenewal
ExtRenewal
-- Binding
BExtension
extNam
extTim

extPub)

}
extName
ExtName
extTime EX
ExtTime
extPublica
SYNTAX]
}
ExtPublica

END -- Ti

EXTENSION

- any time-stamping method

EXTENSION

{SYNTAX ExtRenewal IDENTIFIED BY tsp-ext-renewal}

TimeStampToken

Info Extensions

EXTENSION

{

S

lication,

- expect additional extensions --

{ SYNTAX ExtName-IDENTIFIED BY tsp-ext-name }

GeneralName

TENSION { SYNTAX ExtTime IDENTIFIED BY tsp-ext-time }

GeneralizedTime

tion EXTENSION {

ExtPublicatién) IDENTIFIED BY tsp-ext-publication

tion SEQUENCE SIZE (1..MAX) OF PublicationInfo

me3tampProtocol 3

28
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Annex B
(informative)

Additional discussion

B.1 Introduction

4-3:2009(E)

This fannex provides additional explanatory text for use by conformant TSAs when chog
processes and techniques for the linking, aggregation, and publishing operations.

B.2 |Linking

B.2.1 General

Linkirlg is the means whereby a hash value is cryptographically linked.to\other hash value repre
order|to both express the causal ordering of time-stamping events and.to serve as a witness to

linked events. Linking functions must be cryptographically strong, ‘in-the sense that once a new
comppted by a linking operation, it cannot be changed or deleted without detection. Linking sug
values together demonstrates the sequence in which they were generated, as a means for
corre¢t application of time values. The linking process alsa'serves to make each new hash value
preceding hash values, in the sense that previous. hash values cannot be altered withoy
calculations being affected. Each hash value identifiesan event which, when widely witnessed, ¢
verify|the correctness of all previously submitted eyents.

sing specific

sentations, in
bl previously-
hash value is
cessive hash
verifying the
witness to all
t successive
AN be used to

In prgctice, the TSA generates a hash value fepresenting either a single encapsulated ‘TSTIn
an aggregation of multiple encapsulated “TSTInfo’ structures containing the same time value, a
linking operation together with data items-representing the previously linked hash values, such
generated hash value by the linking operation in effect forms a running summary of all previous
values. The TSA maintains a repository of such values produced by the linking process, referred
order|to support future verify and\extend requests, as well as publishing and auditing operations.

It is
calcu

ecommended that multiple hash-functions be used concurrently in the linking process
ation of links is insulated from the cryptographic failure of any single hash-function. For ex

d performs a
at the newly
v linked hash
to as links, in

fI structure or

so that the
bmple, a TSA

may perform a linking operation by first computing the SHA256 hash value over the concatenafed input data

of the linking operation, then computing the RIPEMD hash value over the same input dat
concdtenating the:two computed hash values together to generate the value of the link that is th
linking operation! In subsequent clauses, it is assumed that whenever a single hash value repre
data [tem jis\mentioned, a TSA may instead utilize multiple hash values representing the san
comppted using distinct hash-functions.

b, and finally
b result of the
senting some
he data item,

B.2.2 Linear chain linking

Using this method of linking, each link in the linear chain is formed by concatenating the value of the most

recently generated link in the linear chain with the current hash value to be linked, and using

the resulting

bitstring as input to a hash-function. The output of the hash-function is the value of the new link that becomes
the running summary of all linking operations so far, and it is stored in the repository of links maintained by the

TSA,; the value of the previous link that was used as input to the linking operation is returned to
within the ‘links’ field of the respective ‘BindingInfo’ structure.
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