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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |
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to clarify the presentation, and a new time-stamping mechanism has been added.

ISO/IEC 1801
techniques —

Part 1: F

Part 2: M

Part 3: M
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Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 2.
5k of the joint technical committee is to prepare International Standards:, Draft Interna
opted by the joint technical committee are circulated to national bodies for'voting. Publicat
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rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.
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b SC 27, IT Security techniques.
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Information technology — Security techniques —
Time-stamping services —

Part 2:
Mechanisms producing independent tokens

1 Scope

This part of ISO/IEC 18014 presents a general framework for the provision of time-stamping serv|
Timeqstamping services may generate, renew and verify time-stamp tokens:

Time4stamp tokens are associations between data and points in time, and are created in a wa
provide evidence that the data existed at the associated date and\time. In addition, the evidence
by nop-repudiation services.

This part of ISO/IEC 18014 specifies mechanisms that generate independent time-stamps: in ¢

an independent time-stamp token, verifiers do not need-access to any other time-stamp tokens.
stamp tokens are not linked, as is the case for the token types defined in ISO/IEC 18014-3.

2 ormative references

ces.

that aims to
may be used

rder to verify
That is, time-

The following referenced documentsvare indispensable for the application of this documenpt. For dated

refergnces, only the edition cited ;applies. For undated references, the latest edition of th
document (including any amendments) applies.

ISO/IEC 8824-1:1998, Infermation technology — Abstract Syntax Notation One (ASN.1): Specifid
notatipn

ISO/IEC 9594-8:2005, Information technology — Open Systems Interconnection — The Directo
and gftribute cettificate frameworks

ISO/IEC 18014-1:2008, Information technology — Security techniques — Time-stamping servid

e referenced

ation of basic

ry: Public-key

es — Part 1:

Framewark

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

31
asymmetric key pair

pair of related keys where the private key defines the private transformation and the public key defines the

public transformation

NOTE Adapted from ISO/IEC 9798-1.

© ISO/IEC 2009 — All rights reserved
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3.2

asymmetric signature system

system based on asymmetric techniques whose private transformation is used for signing and whose public
transformation is used for verification

NOTE Adapted from ISO/IEC 9798-1.
3.3
authentication

provision of assurance of the claimed identity of an entity

NOTE Adapted from ISO/IEC 18028-4

34
certification jauthority
CA
authority trusted by one or more users to create and assign public-key certificates

NOTE Oqtionally, the certification authority can create the users' keys.
[ISO/IEC 9594-8:2005, definition 3.3.16]

3.5

cryptography
discipline thaf embodies principles, means, and mechanisms for the transformation of data in order to h|de its
information cpntent, prevent its undetected modification and/or prevéent its unauthorized use

[ISO/IEC 749B-2:1989, definition 3.3.20]

3.6
data integrity
property that data has not been altered or destroyed.invan unauthorized manner

[ISO/IEC 749B-2:1989, definition 3.3.21]

3.7
data origin authentication
corroboration|that the source of data received is as claimed

[ISO/IEC 749B-2:1989, definition 3.3.22]

3.8
digital signature
data appendgd to, or.a-cryptographic transformation (see cryptography) of, a data unit that allows a regipient
of the data nit to" prove the source and integrity of the data unit and protect against forgery, e.g. by the
recipient

[ISO/IEC 7498-2:1989, definition 3.3.26]

3.9

distinguished encoding rules

DER

encoding rules that may be applied to values of types defined using the ASN.1 notation

NOTE 1 As defined in the introduction to ISO/IEC 18028-4.

NOTE 2  Application of these encoding rules produces a transfer syntax for such values. It is implicit that the same rules
are also to be used for decoding. The DER is more suitable if the encoded value is small enough to fit into the available
memory and there is a need to rapidly skip over some nested values.

2 © ISO/IEC 2009 — All rights reserved
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3.10
hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— itis computationally infeasible to find for a given output, an input which maps to this output

— itis computationally infeasible to find for a given input, a second input which maps to the same output

NOTE Computational feasibility depends on the specific security requirements and environment.

[ISO/IEC 10118-1:2000, definition 3.5]

3.11
hashivalue
string|of bits which is the output of a hash-function

NOTE] Adapted from hash-code as defined in ISO/IEC 10118-1.

3.12
messiage authentication code
MAC
string|of bits which is the output of a MAC algorithm

NOTE] A MAC is sometimes called a cryptographic check value (see for-example ISO 7498-2).
[ISO/IEC 9797-1:1999, definition 3.2.4]

3.13
message authentication code (MAC) algorithm
algorithm for computing a function which maps strings*of bits and a secret key to fixed-length gtrings of bits,
satisfying the following two properties:

— for any key and any input string the function‘can be computed efficiently

— for any fixed key, and given no prior Knowledge of the key, it is computationally infeasible td compute the

finction value on any new input string, even given knowledge of the set of inpufl strings and
corresponding function values, where the value of the ith input string may have been|chosen after
gbserving the value of the firsti=1 function values
NOTE|1 A MAC algorithm is Sometimes called a cryptographic check function (see for example ISO 7498-2).
NOTE|2 Computationalfeasibility depends on the user's specific security requirements and environment
[ISO/IEC 9797-1;14999, definition 3.2.6]

3.14
private key
that kpy ¢f-an entity's asymmetric key pair which should only be used by that entity

[ISO/IEC 9798-1:1997, definition 3.3.17]

3.15
public key
that key of an entity's asymmetric key pair which can be made public

NOTE In the case of an asymmetric signature scheme the public key defines the verification transformation. In the
case of an asymmetric encipherment system the public key defines the encipherment transformation. A key that is
'‘publicly known' is not necessarily globally available. The key may only be available to all members of a pre-specified
group.

[ISO/IEC 11770-3:2008, definition 3.32]

© ISO/IEC 2009 — All rights reserved 3
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3.16

public key certificate
public key information of an entity signed by the certification authority and thereby rendered unforgeable

[ISO/IEC 11770-3:2008, definition 3.33]

3.17

time-stamp requester
entity which possesses data it wants to be time-stamped

14-1:2008, definition 3.14]

data structurg containing a verifiable cryptographic binding between a data item's representation and a

me-stamp token can also include additional data items in the binding.

14-1:2008, definition 3.15]

[ISO/IEC 180

3.18

time-stamp token
TST

value

NOTE Af
[ISO/IEC 180

3.19

time-stamp \
entity which g

NOTE Th
[ISO/IEC 180
3.20

erifier
ossesses data and wants to verify that it has a valid time-stamp bound to it

b verification process can be performed by the verifier itself ‘or by a trusted third party.

14-1:2008, definition 3.16]

time-stamping authority

TSA
trusted third g

[ISO/IEC 180

3.21

arty trusted to provide a time-stamping service

14-1:2008, definition 3.17]

time-stamping policy

named set of
application w

3.22

rules that indicatés the applicability of a time-stamp token to a particular community or cl
th common security requirements

time-stamping seryice

TSS

service proviq

ing’evidence that a data item existed before a certain point in time

time-

hss of

[ISO/IEC 180

3.23

14-1:2008, definition 3.18]

time-stamping unit

TSU

set of hardware and software which is managed as a unit and generates time-stamp tokens

3.24
trusted third

party

security authority, or its agent, trusted by other entities with respect to security related activities

[ISO/IEC 10181-1:1996, definition 3.3.30]

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=fb5534f3a5d4382b2a658f4817e61dfd

ISO/IEC 18014-2:2009(E)

4 Notation, symbols and abbreviated terms

For the purposes of this document, the following notation and abbreviated terms apply.

A logical conjunction, i.e. the and operator of Boolean algebra

ASN.1 Abstract Syntax Notation One

CA certification authority

DER Distinguished Encoding Rules

H,-(DI) hash-value calculated by applying the hash-function H; to the data string-D
HMAC hash message authentication code

isValid (TST(t), t,) predicate (i.e. true or false) indicating whether or not the token\TST(f) is valjd at time ¢,

MAC message authentication code

OID object identifier

PKI public key infrastructure

TSA time-stamping authority

TSS time-stamping service

TST time-stamp token

TST[?) time-stamp token created at time ¢
TSUY time-stamping unit

Lt points in time

Hash{functions are specified in the multi-part standard ISO/IEC 10118.
MAC functions are specified in the multi-part standard ISO/IEC 9797.

The HMAC functign:is specified in ISO/IEC 9797-2.

5 Time-stamping services

Time-stamping services may generate, renew, and verify time-stamp tokens.

Time-stamp tokens are associations between data and points in time, and are created in a way that aims to
provide evidence that the data existed at the associated date and time. In addition, the evidence may be used
by non-repudiation services.

Time-stamping services involve the following entities (defined in ISO/IEC 18014-1):
— the time-stamp requester, that has a document to time-stamp;
— the Time-Stamping Authority (TSA), that generates time-stamp tokens (TSTs);

— the time-stamp verifier, that verifies time-stamps bound to documents.

© ISO/IEC 2009 — All rights reserved 5
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A time-stampi

ng service (TSS) provides three specific services:

generated by the TSA,;

time-stamp generation, where the requester submits data items and receives a time-stamp

time-stamp renewal, a special case of time-stamp generation, where the requester submits an

existing time-stamp and related data items and receives a new time-stamp generated by the TSA,

such

time-

that the validity period of the existing time-stamp is extended by the new time-stamp;

stamp verification, in which the verifier validates the time-stamp.

L

Time-stampi

time)
exis

time

6 Time-s

6.1 Conte

A time-stampg
and a time-v4
time-value.

A time-stamp

together with
service, such

-stamp request protocol: the requester requests the TSA to time-stamp a document.@ryren

Lstamp verification protocol: the verifier submits a time-stamp token to be verified.

tamp tokens

hts

H +relaal lo £ 4 4 l alafi ol TaYaVilalaww|
Y STITVILTS diT PTUVIUTU Uy TTTCAITS UT TWU PTULUCLULS, AS UTTITICTU T TO UL U T

ing time-stamp for a document, and

token is a data structure containing a verifiable binding'between a data item's represern

token shall contain

EW an

tation

lue. A time-stamp token may also bind additional items o the data item’s representation and the

one [or more hash-values of the data that is to-be time-stamped; hash-functions are specified jin the
mulg-part standard ISO/IEC 10118;
a pajint in time (a time-value);
a reference to the policy under which the time-stamp token is generated.
any additional information that may be regarded as helpful for the practical provision pf the
as
identification of thétime-stamping service provider (to help verifiers in looking for further evidenge);

an in

an i

ndication of ordering (that is, whether the service provider guarantees the relative order

generated tokens):

ase

identification of the version of the format (foreseeing syntax changes in the future);

rial number (to enable reference to be made to the token);

a reference to the user’s request’!), to help users in matching requests and responses.

dication‘ofithe accuracy of the time point (that is, the maximum error in the time representation);

ng of

1) Often referred to as a 'nonce’', a number or bit string used only once, so that there is no ambiguity about what it is

referring to.

© ISO/IEC 2009 — All rights reserved
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6.2 Notation
Let
H{(D)
be a hash-value computed on data D using hash-function H..

Let
TST(t)

be a time-stamptokenissued-atthe-pointintime+
The time-stamp token TST(f) may be further decomposed into its parts:
1ST(t):=<{H{(D)}, t,P> 2

where { H(D) } is the set of one or more hash-values3) on data D. P indicates the(policy under wiich the token
was denerated.

6.3 Vlerification

Let t,|be the moment when the time-stamp token is verified, where t7is measured by the entity performing the
validiy check.

The vplidity of a time-stamp token may be verified by checKing that:

the time-stamp token is syntactically well-formed;

. t< tv, 4)

—+ the value of every component H(D);of the time-stamp token matches the hash-value of D evaluated
at t, over the document subject tg scrutiny, using the same hash-function H;;

—+ atleast one of the hash-functions H;is not broken at t,;

—+ the protection of the time-stamp token is technically sound when the time-stamp token] is verified at
time t,; that is, the,protection mechanism is not broken;

— the issuing poliey P is acceptable for the verifier's purposes.

If all the previous €onditions hold, we say that the time-stamp token is valid at f,. The following notation is
used for the predicate that evaluates whether a time-stamp token TST(t) is valid at ¢,

-
P

Valid (TST(t), t,) = true

The verifier may request additional assurance that 1S outside the scope of this standard.

2) The notation <a, b, c, ...> denotes a tuple, that is a sequence of values called the components of the tuple.

3) Each hash-value H(D) shall describe both the hash value and the hash-function used to derived it, altogether with any
additional information that might be needed for recreate the hash value in the future (e.g. hash-function parameters).
Hash-functions are standardised in ISO/IEC 10118. Use of hash-functions chosen from amongst those specified in
ISO/IEC 10118 is recommended.

4) The notation t < t, indicates that 'time t; is previous to time ' according to the clock of the validating entity. Strict
precedence is not always mandatory, and a verifier may specify a tolerance or accepted error margin in time values; if
such a tolerance is used, it shall be a positive number, and it shall be stated in the verifier's practice statement. In such a
case, the mathematical formula becomes t; - t, < tolerance.

© ISO/IEC 2009 — All rights reserved 7
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6.4 Renewal

A time-stamp generated at {j is theoretically valid forever. However, in practice, a time limit should apply, for
example for one of the following reasons:

— the strength of any of the underlying cryptographic primitives is under suspicion and is no longer
trusted;

— the TSA’s signing key is about to expire;

— the TSA is about to cease provision of a time-stamping service;

— the ;Lolicy specifies a time limit that is about to expire.
In such a cage, a new time-stamp token is needed to extend the validity beyond the practical.limits pf the
original token. This new token, generated at f;, may extend the previous bound fy if generated usirng the

renewal architecture described below; that is, the new time-stamp token binds the pointin time f; to the data,
and is valid beyond t1. In general, several time-stamp tokens may be part of a renewal chain

[ TST(tp)] TST(t4) TST(t2) ... TST(L) ... ] where fo <t1 <ty <. &< ...
that extends the validity of the binding to g an unlimited number of times.
In order to achieve this objective:
— the pew time-stamp token at ¢; shall be generated beforesthe previous time-stamp token expires

— the [time-stamp token TST({}) incorporates time-stamp token TST(t.1) as part of the profected
infoqmation;

— the {ime-stamp request makes explicit théZprevious time-stamp token so that it can be incorpgrated
into the response;

— the fime-stamp verification shall. exieénd over the chain of renewals.

6.5 Renewal verification
Let
[ TST(tp)) TST(t1), « TST(ty) ]

be a renewal|chain,ithat is, an ordered list of time-stamp tokens:

— whidh all refer to the same data item D;

— for which the generation time is ordered; that s, fy <t1 < ... <{,.
Let t, be the moment when the time-stamp chain is verified.
The validity extension property states that

isValid ( [TST(tp), TST(t1)], t,) = isValid (TST(tg), t1) A isValid( TST(t1), t,)
where

t0<t1<tv

8 © ISO/IEC 2009 — All rights reserved
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That is, the first time-stamp token shall be valid when the second one is generated, and the second one shall

be va

The v

lid when verification is carried out.

alidity of a time-stamp chain may be verified by iterating the previous procedure, i.e.:

isValid ([TST(to), ..., TST(ty)], t,) = isValid (TST(to), t4) A ... A isValid( TST(t,), t,)

where

o<t <..<t<t,

If the

The V|

The V|

7 H

Time-
and/o

TSAs
mech
secor
token

Time-
this e

erication IS successiul, then the veririer can conciude that data Item L existed before tim

erifier shall also check that the issuing policy (or policies) is acceptable for its purpoges.

erifier may request additional assurance that is outside the scope of this standard:

rotection mechanisms

stamp tokens may be protected by a variety of mechanismssthat may be chosen by
I imposed by the service provider.

conformant with this part of ISO/IEC 18014 shall employ_at least one of the three possi

d mechanism uses a message authentication code) (MAC) to authenticate the binding in
and the third mechanism is based on TSA archiving of information.

The first mechanism involves asking the_time-stamping service provider to digitally sign
the time to the document so that signature-verification continues to validate the evidence.

The second mechanism involves_asking the time-stamping service provider to use a M
the binding. The same secret issheeded for MAC creation and for MAC verification, and
kept by the TSA. Therefore,.the“TSA is required for verification.

The third mechanism involves asking the time-stamping service provider to archive the tg

stamping service users may select the mechanism to be used by means of the ExtMethog
tension is notipresent, the TSA uses its default time-stamping mechanism®).

he requester

ble protection

anisms presented below. The first mechanism uses digital signatures to sign the time-stamp token. The

a time-stamp

he binding of

AC to protect
this secret is

ken, and only

publish a reference to‘the archive. Therefore, the TSA is required for archival and verificafion.

extension. If

5) The ExtMethod extension should be omitted by users requesting the first mechanism, if compatibility with
IETF RFC3161-compliant TSAs is required.

© ISO/IEC 2009 — All rights reserved
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8 Indepe

8.1
The following

TSTInfo
versi

ndent time-stamp tokens

Core structure

ASN.1 structures apply, as specified in ISO/IEC 18014-1:

::= SEQUENCE {

on Version,

policy TSAPolicyId,
messageImprint MessageImprint,

seria

1Number SerialNumber,

genTi
accur
order
nonce
tsa [
exten

3

TSTInfo is en

TimeStampT
conte
conte

}

ne GeneralizedTime,

hcy Accuracy OPTIONAL,

ing BOOLEAN DEFAULT FALSE,

Nonce OPTIONAL,

D] EXPLICIT GeneralName OPTIONAL,
sions [1] Extensions OPTIONAL

capsulated into TimeStampTokens:

oken ::= SEQUENCE {

htType CONTENT. &id ({Contents}),

nt [0] EXPLICIT CONTENT.&Type ({Contents}{@contentType})

Content is bdilt according to the protection mechanism. Possible values for the 'contentType' and 'cq

fields, and re

Contents (
tim]

| tim

| tim

| tim

3

ated data types for the 'content’ field are presented-in Clause 8.3.
ONTENT ::= {

stamp-mechanism-signature
stamp-mechanism-MAC
stamp-mechanism-archival
stamp-mechanism-signexrdinfo

Fxpect additional time<dstamp mechanisms --

.
.
.
.

8.2 Extensions

Extensions 4
tokens.

Extensions a

tss OBJECT

re additional information that may be attached to either time-stamp requests or time-

e encoded into ASN.1 structures, and require identifying OIDs.

IPDENTIFIER :: { iso(1l) standard(0) 18014 }

ntent'

stamp

tss-ext OBJECT IDENTIFIER ::

The following

ExtHa

{ tss 1 }

extensions apply, as specified in ISO/IEC 18014-1:
sh identified by

tss-ext-hash OBJECT IDENTIFIER ::= { tss-ext 1}

ExtMethod identified by

tss-ext-method OBJECT IDENTIFIER ::= { tss-ext 2 }

ExtRe

newal identified by

tss-ext-renewal OBJECT IDENTIFIER ::={ tss-ext 3 }

This standard does not define new extensions.

10
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8.3 Protection mechanisms

8.3.1 Digital signatures using SignedData

The requester of the service may specify this mechanism using the ExtMethod extension that is specified in
the extensions field of the time-stamp request message, using the following object identifier:

tss-itm-ds OBJECT IDENTIFIER::= { tss-itm 1 }

A requester of this type of service may omit the ExtMethod extension if the TSA's default time-stamping
mechanism-is known to bhe the digifql Qignahlrn mechanism ||Qing Qignndnamﬁ)

In thig mechanism the TSA has an asymmetric signature key pair, and uses the private key-to-digitally sign the
time-gtamp token. Signature verification will use the public key.

A TSA may manage multiple TSUs for the purpose of issuing timestamp tokens\under diffefent levels of
servide or for load balancing purposes. For example, different TSUs managed by a single TSA may have
distingt signing keys, distinct time sources, or distinct time-stamping policies.

The TSA shall sign all time-stamp tokens with a key reserved specifically for that purpose. If g PKI is being
used [that employs X.509 v3 certificates [ISO/IEC 9594-8: 2005], the\corresponding certificatg for the TSA
shall fontain only one instance of the extended key usage field extension with KeyPurposelD|having value
id-kpfimeStamping”). This extension shall be critical.

id-kp-timeStamping OBJECT IDENTIFIER::= {

iso(1l) identified-organization(3) dod{k) internet (1)
security (5) mechanisms (5) pkix(7) kpi\(3) timestamping (8)
}

The |TimeStampToken encapsulates an .nstance of type SignedData structure as fescribed in
ISO/IEC 18014-1 Annex B.

timefstamp-mechanism-signature CONTENT ::=
{ SignedData IDENTIFIED- BY id-signedData }

id-sfignedData OBJECT IDENTIFIER ::= {
iso(1l) member-body (2) us(840) rsadsi(113549) pkcs(l) pkcs7(7) 2
}

The input to the signing operation is the value of the encapContentinfo octet string that|contains the
DER-encoded value'of a TSTInfo structure. See Clause B.1 in Annex B for additional information.

8.3.2| Message authentication codes using AuthenticatedData

The rpquester of the service may specify this mechanism using the ExtMethod extension that is specified in

th wiarmaiana fiala ~Af tha tieaa otoman ra oot macoon Hataa-the-fallawdnar oot i ntifioe:
€ exteristonsHera o metme SATTPTCUUC STITTIC SSayt, uSy T Tono Wiy UojC U T IaCTItTeT

tss-itm-mac OBJECT IDENTIFIER::= { tss-itm 2 }

In this mechanism the TSA uses a secret key to digitally bind the point in time to the data being time-stamped.
The time-stamp token is authenticated using a Message Authentication Code (MAC).

6) The service requester should omit the method extension if compatibility with IETF RFC3161-compliant TSAs is
required.

7) This definition is compatible with [RFC 3280]. See [16].

© ISO/IEC 2009 — Al rights reserved 11
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See Annex B for information on formats to protect data using message authentication codes.

When using this mechanism, the TSA is needed to carry out the verification, and the TSA has to be trusted by
all parties who wish to rely on the timestamps it generates, since there is no external evidence that might
detect fraud. The secret key used to evaluate the MAC is kept secret. The secret key used for each token
shall be available for later verification. The secret key used to seal a given token may be specific to that token,
or common for a range of tokens.

Every exchange of information between the actors (requester, verifier, and TSA) requires data integrity and
data origin authentication protection. This protection may be provided by any means, for example by
transmission over a secured channel, or by signing exchanged data using public keys that do not need to last
longer than the lifetime of the transaction.

The TimeStampToken encapsulates an AuthenticatedData structure as described below.

time-stamg-mechanism-MAC CONTENT ::=
{ AuthenticatedData IDENTIFIED BY id-ct-authData }

id-ct-authData OBJECT IDENTIFIER ::= {
iso (1) member-body(2) us(840) rsadsi(113549) pkcs(l) pkecs-9(9)
smimel(16) ct(l) 2
}

AuthenticatedData ::= SEQUENCE ({
versipn CMSVersion,
origihatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipfientInfos RecipientInfos,
macAlporithm MessageAuthenticationCodeAlgorithm,
digesfkAlgorithm [1] DigestAlgorithmIdentifier OPTIONAL,
encapffontentInfo EncapsulatedContentInfo,
authAktrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MpssageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL
}

MessageAuthenticationCode: := OCTET STRING

The recipient|nfos component is present.ifa value of type AuthenticatedData, but it contains an empty[set of
values of type RecipientInfo:

RecipientInfos ::= SET SIZE(0) OF RecipientInfo

8.3.21  MAC generation

The MAC calfulation\process involves computing a message authentication code (MAC) on the content[being
authenticated. The ,input to the MAC calculation process is the value of the encapContentinfo eCpntent
OCTET STRING; that contalns the DER encoded value of a TSTInfo structure OnIy the octets comprising the
value of the € A -

The input to the MAC calculation process includes the MAC input data defined above, and an authentication
key that is secret. The details of the MAC calculation depend on the MAC algorithm employed by the TSA.
The object identifier, along with any parameters, that specifies the MAC algorithm employed is carried in the
macAlgorithm field:

MessageAuthenticationCodeAlgorithm: := MACAlgorithmIdentifier
MACAlgorithmIdentifier ::= AlgorithmIdentifier {{ MACAlgorithms }}
MACAlgorithms ALGORITHM ::= {

—- Expect additional MAC algorithms --
}

12 © ISO/IEC 2009 — All rights reserved
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The input to the MAC verification process includes the input data (as described in the previous clause) and the
secret used by the TSA to authenticate the time-stamp token. The details of the MAC verification process
depend on the MAC algorithm employed.

Furthermore, the verifier shall carry out a verification protocol exchange with the issuing TSA (see
ISO/IEC 18014-1) using a data integrity and data origin authentication protected channel.

The TSA must be available for audit by third parties, under prior agreement, to verify that appropriate security

meas

8.3.3

The r
the e

tss-

In thig

ures are applied to protect activity logs and secret keys.

Archival

bquester of the service may specify this mechanism using the ExtMethod extension/that i
tensions field of the time-stamp request message, using the following object identifier:

i tm-—archive OBJECT IDENTIFIER::= { tss-itm 3 }

mechanism the TSA returns a time-stamp token that references information to bind the

the data in the time-stamp token. The TSA archives locally enough infarmation to verify that the

corre

The T
logs,

Wher
truste

NOTH
mang|

Every
data

t.

[SA archives may consist of time-stamp tokens using any ‘'mechanism, e.g. activity logs,
btc.

using this mechanism, the TSA is needed to carry out the verification, and the TSA has to
d since there is no external evidence that might-detect fraud.

E: In this scenario the TSA is playing the“role of an Electronic Notary. Guidance on
gement of this kind of Trusted Third Party. may be found in ISO/IEC TR 14516.

exchange of information between the actors (requester, verifier, and TSA) requires datg
origin authentication protection’>This protection may be provided by any means, for|

transmission over a secured channel, or using private/public key pairs that do not need to last lo

lifetim

The Tl

time

id-d

ETST

8.3.4

e of the transaction.
imeStampToken eneapsulates an instance of type "octet string" containing TSTInfo encode
-stamp-mechanism-archival CONTENT ::=

{ ETSTInfe\IDENTIFIED BY id-data }

bta OBJECT IDENTIFIER ::= {
iso (T member-body (2) us(840) rsadsi(113549) pkcs(l) pkecs7(7) 1
}

5 specified in

ime-stamp to
time-stamp is

transmission

be thoroughly

the use and

integrity and
example by
nger than the

d using DER.

oo £
T o——=

OCTET STRING (CONTAINING TSTInfo ENCODED BY der)

Digital signatures using Signerinfo

The requester of the service may specify this mechanism using the ExtMethod extension that is specified in
the extensions field of the time-stamp request message, using the following object identifier:

tss-

itm-signerinfo OBJECT IDENTIFIER::= { tss-itm 4 }

In this mechanism, the time-stamp token is the result of a signature operation, as described further below. The
TSA has an asymmetric signature key pair, and uses the private key to digitally sign the time-stamp token.
Signature verification will use the public key.

© IS0/

IEC 2009 — All rights reserved

13


https://iecnorm.com/api/?name=fb5534f3a5d4382b2a658f4817e61dfd

ISO/IEC 18014-2:2009(E)

A TSA may manage multiple TSUs for the purpose of issuing timestamp tokens under different levels of
service or for load balancing purposes. For example, different TSUs managed by a single TSA may have
distinct signing keys, distinct time sources, or distinct time-stamping policies.

The TSA shall sign all time-stamp tokens with a key reserved specifically for that purpose. If a PKI is being
used that employs X.509 v3 certificates [ISO/IEC 9594-8:2005], the corresponding certificate for the TSA shall
contain only one instance of the extended key usage field extension with KeyPurposelD having value id-kp-
timeStamping®). This extension shall be critical.

id-kp-timeStamping OBJECT IDENTIFIER::= {

iso(l) identified-organization(3) dod(6) internet (1)
Secur-;i—jll'-_x\ mechanisms (5) I\'Iz--; (7)) 'lz-P (3) 1—-;mac1—::mp-;ng (8)
}

The TimeStampToken encapsulates an instance of type Signerinfo structure as defined below.

-mechanism-signerinfo CONTENT
herInfo IDENTIFIED BY id-signerinfo }

time-stamg
{ sig

id-signerInfo OBJECT IDENTIFIER { tss-itm-signerinfo 1 }

This format iy constructed as a digital signature in such a way that:

the '
obje

1) content" field of the time-stamp token may be annexed into a signed data encapsulation pf the

ct being time-stamped, along with other signatures over.the’same object,

2) the dignature may be parsed as a standard signature, and

3) the digner is the TSA.

The aim is f
relevance wif
enhance the
different polig

Signerlinfo is

SignerInfd
versi
sid S
diges
signe
signa

o provide one more signature for a doeument, where this additional signature is of s
h respect to the time of generation. Several time-stamping signatures may be accumula
level of trust in the time-stamp (e.g.dime-stamp tokens from different providers, and/or
ies).

Hefined as®):

SEQUENCE {

bn CMSVersion,

i gnerIdentifier)

tAlgorithm DigestAlgorithmIdentifier,
HAttrs [ORSIMPLICIT SignedAttributeslO),

tureAlge¥ithm SignatureAlgorithmIdentifier,

pecial
fed to
under

signafure SighaturevValue,
unsighedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL
}
SignedAttributes = SET SIZE (1..MAX) OF Attribute
Attribute = SEQUENCE {

attrType OBJECT IDENTIFIER,
attrValues SET OF AttributevValue }

AttributeValue

ANY

8) This definition is compatible with [RFC 3280]. See [16].
9) This data structure is compatible with Signerinfo in [RFC 3852].
10) This field is OPTIONAL in [RFC 3852] but here it is required to contain two attributes: the signing time, and the

time-stamp tok

14

en information.
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shall be two signed attributes, at least:

— atime-stamp attribute

— asigning time attribute

The attribute type of the time-stamp attribute shall be tss-attribute:

tss-attribute OBJECT IDENTIFIER ::= { tss-itm-signerinfo 2 }

The attribute value is the DER encoding of the TSTInfo structure described in clause 8.1.

The gttribute type of the signing-time attribute shall be:

id-sfigningTime OBJECT IDENTIFIER ::= {

Signing-time attribute values have ASN.1 type GeneralizedTime.

The same point in time T shall be used for the signing-time attribute value (inthis clause, and for

field i

8.4

The f
.
o
o

This

iso(1l) member-body (2) us(840) rsadsi(113549) pkcs(l) pkcs9(9) .5
}

n TSTInfo.

Protocols

bllowing protocols apply as specified in ISO/IEC 18014-4:2008:
time-stamp request (ISO/IEC 18014-1:2008, 7.1);
time-stamp response (ISO/IEC 18014-1:20084.7.2);
verification request (ISO/IEC 18014-1:2008, 7.3);

verification response (ISO/IEC 18014=+1:2008, 7.3);

art of ISO/IEC 18014 does not define new protocols.

© IS0/
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This annex

Annex A
(normative)

ASN.1 Module for Time-Stamping

provides the ASN.1 definitions described in the body. The syntax

ISO/IEC 8824-1:1998.

Table 1 — Summary of object identifier branches introduced or extended by the module below.
OoID ASN.1 identifier meaning
1 iSO
1.0 standard
1.0.18014 tss time-stamping services
1.0.18014.0 modules parts of the standard
1.0.18014.0.2 TimeStampingServices-2 | part 2: independent tokens
1.0.18014.1 tss-ext extensions
1.0.18014/.1.1 tss-ext-hash hash extension
1.0.18014[.1.2 tss-ext-method mechanism extension
1.0.18014].1.3 tss-ext-renewal time-stamp renewal
1.0.18014.2 tss-itm independénttokens - protection mechanisms
1.0.18014f.2.1 tss-itm-ds signed:data
1.0.18014f.2.2 tss-itm-mac authenticated data
1.0.18014.2.3 tss-itm-archive archival
1.0.18014.2.4 tss-itm-signerinfo signer info
1.0.18014.2.4.1 id-signerinfo Signerinfo contents
1.0.18014{.2.4.2 tss-attribute time-stamp info as attribute

-- Informgtion technology - Security techniques -

-- Time-sHamping services ¢« Part 2: Independent Tokens

TimeStampijngServices-2 §

iso(l) gtandard(0)etss(18014) modules(0) part2(2) }

DEFINITIONS IMPLZIGIT TAGS =

BEGIN

-- EXPORTH &d1; --

IMPORTS

-- ISO/IEC 9594-8 | ITU-T Rec. X.509 AuthenticationFramework --

EXTENSION, Extensions
FROM AuthenticationFramework {

joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 4 }
-- ISO/IEC 9594-8 | ITU-T Rec. X.509 CertificateExtensions --
GeneralName
FROM CertificateExtensions {
joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 4 }

16
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SignedData, AuthenticatedData,
SignatureAlgorithmIdentifier,
SignerIdentifier, Attribute
FROM CryptographicMessageSyntax {
iso (1) member-body(2) us(840) rsadsi(113549)
smime (16) modules(0) cms-2004(24) };

SignatureValue,

pkcs (1)

-- object identifiers for time-stamping services

pkcs OBJECT IDENTIFIER
iso(1l) member-body (2)
}

ca=

s(840) rsadsi(113549) pkcs(1l)

ISO/IEC 18014-2:2009(E)

pkcs-9(9)

-7 OBJECT IDENTIFIER
-9 OBJECT IDENTIFIER

pkcs
pkcs

{ pkcs pkcs7(7)

}
{ pkcs pkcs9(9) }

id-sfignedData OBJECT IDENTIFIER = { pkecs-7 signedData(2) }

id-ck-authbData OBJECT IDENTIFIER = { pkcs-9 smime(16) ct(l)
id-dpta OBJECT IDENTIFIER = { pkcs-7 data(l) }
id-ck-TSTInfo OBJECT IDENTIFIER = { pkcs-9 smime(16),cat)(1)

der
jo

DBJECT IDENTIFIER ::= {
int-iso-itu-t asnl(l) ber-derived(2)

id-rfipemdl60 OBJECT IDENTIFIER ::= {
isp(1l) identified-organization(3) teletrust (36)
alporithm(3) hashAlgorithm(2) ripemdl60y1)
}
id-shal OBJECT IDENTIFIER ::= {
isp(1l) identified-organization(3) “oiw(1l4) secsig(3) 2 26
}
id-sha224 OBJECT IDENTIFIER ::=\\{
jofint-iso-itu-t(2) country(h6) us(840) organization(l) gov(101)
cspr(3) nistalgorithm(4). hashalgs(2) 4
}
id-sha256 OBJECT IDENTIFIER := {
jolint-iso-itu-t(2), country(16) us(840) organization(l) gov(101)
cspr(3) nistalgordthm(4) hashalgs(2) 1
}
id-sha384 OBJECT\IDENTIFIER ::= {
jolint-iso-ifurt (2) country(16) us(840) organization(l) gov(101)
cspr (3) nistalgorithm(4) hashalgs(2) 2
}
1d-shab12,\OBJECT IDENTIFIER ::= {
jolirdg-iso-itu-t(2) country(1l6) us(840) organization(l) gov(101)
csb¥r 3 rnistelgorithmidl—hashalgs{2)—3

distinguighed-encoding (1)

2}

4}

time-stamping services
tss OBJECT IDENTIFIER
modules OBJECT IDENTIFIER

{ iso(1l) standard(0) 18014 }
{ tss modules(0) }

-- extensions

tss-ext OBJECT IDENTIFIER
tss-ext-hash OBJECT IDENTIFIER
tss-ext-method OBJECT IDENTIFIER
tss-ext-renewal OBJECT IDENTIFIER

{ tss ext(1l) }

{ tss-ext hash(l) }

{ tss-ext method(2) }
{ tss-ext renewal (3)

}

© ISO/IEC 2009 — All rights reserved
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-- protection mechanisms

tss-itm OBJECT IDENTIFIER ::=
tss-itm-ds OBJECT IDENTIFIER ::=
tss-itm-mac OBJECT IDENTIFIER ::=
tss-itm-archive OBJECT IDENTIFIER ::=
tss-itm-signerinfo OBJECT IDENTIFIER ::=

id-signerinfo OBJECT IDENTIFIER
tss-attribute OBJECT IDENTIFIER ::=

OIDS ::=

{ tss 2 }

CLASS {

&id OBJECT IDENTIFIER UNIQUE

3
WITH SYN

-—- TSTInfq

TSTInfo
version
policy T
messagell
serialNy
genTime
accuracy
orderind
nonce N(g
tsa [0]
extensidg

}
Version
TSAPolicyll
TSAPolicis

-- N

POLICY

MessageImg
hashAlgg
hashedMg
}

DigestAlgd

{ tss-itm 1 }
{ tss-itm 2 }
{ tss-itm 3 }
{ tss-itm 4 }

{ tss-itm-signerinfo 1 }
{ tss-itm-signerinfo 2 }

TAX { OID &id }

!l SEQUENCE {

Version,

SAPolicyId,

mprint MessageImprint,

mber SerialNumber OPTIONAL,
GeneralizedTime,

Accuracy OPTIONAL,

BOOLEAN DEFAULT FALSE,

nce OPTIONAL,

EXPLICIT GeneralName OPTIONAL,
ns [1] Extensions OPTIONAL

::= INTEGER { v1(1) }

d ::= POLICY.&id({TSAPolicies})
s POLICY ::= {

ny supported TSA poliCy --

rint ::= SEQUENCE ({
rithm DigestAlgorithmIdentifier,
ssage OCTET STRING

rifthmIdentifier ::=

:= 0IDS -- Supperted TSA policies

AlgorithmIdentifier {{ DigestAlgorithms }}

AlgorithmT

dentifier { ALGORITHM:IOSet }

algorithm ALGORITHM.&id({IOSet}),

parameters ALGORITHM.&Type ({IOSet}{@algorithm})

}

ALGORITHM

::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

}

WITH SYNTAX { OID &id

18

[PARMS &Typel] }

SEQUENCE {

OPTIONAL

© ISO/IEC 2009 — All rights reserved
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DigestAlgorithms ALGORITHM ::= {
OID id-ripemdl160 PARMS NULL } |
OID id-shal PARMS NULL } |
OID id-sha224 PARMS NULL }
OID id-sha256 PARMS NULL } |
OID id-sha384 PARMS NULL }
OID id-sha512 PARMS NULL }

[ e N e N N e W

... ——- Expect additional digest algorithms --
}

SerialNumber ::= INTEGER -- Expect large values

Accukacy ::= SEQUENCE ({
sefonds INTEGER OPTIONAL,
mifllis[0] INTEGER(1..999) OPTIONAL,
mifpros [1] INTEGER(1..999) OPTIONAL

ALL EXCEPT({ -- no components present -- }))

D

Noncp ::= INTEGER -- Expect large values
-- Thime-stamping extensions --
TSExfkensions EXTENSION ::= {

exfHash |

exfMethod |

exkRenewal,

-- Expect additional extensions =<

extHpsh EXTENSION ::= {SYNTAX ExtHash IDENTIFIED BY tss-ext-hash}
ExtHpsh ::= SEQUENCE SIZE(1l..MAX) OF MessageImprint

extMpthod EXTENSION ::= {SYNTAX ExtMethod IDENTIFIED BY tss-ext-meth}
ExtMpthod ::= SEQUENCE SIZEY(1l..MAX) OF Method

Methpd ::= METHOD.&id ({Methods})

Methpds METHOD ::=_[{

-- Any fime-stamping method --

val }

METHPD ¢:& OIDS -- TSA Methods
ex t Repewat—EXTPENSFON———=—{—SYNTAX ExtRepewat—FtDENTIEIED RBY £55 e
ExtRenewal ::= TimeStampToken

-- time-stamp tokens

TimeStampToken ::= SEQUENCE {
contentType CONTENT.&id ({Contents}),
content [0] EXPLICIT CONTENT.&Type ({Contents} {@contentType})
}

CONTENT ::= TYPE-IDENTIFIER-- ISO/IEC 8824-2, Annex A

© ISO/IEC 2009 — All rights reserved
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Contents CONTENT ::= {

{ SignedData IDENTIFIED BY id-signedData } |
-- time-stamp mechanism signature

{ AuthenticatedData IDENTIFIED BY id-ct-authData } |
-- time-stamp mechanism MAC

{ ETSTInfo IDENTIFIED BY id-data } |
-- time-stamp mechanisn archival

{ SignerInfo IDENTIFIED BY id-signerinfo },
-- time-stamp mechanism signer-info

-- Expect additional time-stamp mechanisms --

-- additidnal structures for protection tokens

ETSTInfo :|:=
OCTET STRING (CONTAINING TSTInfo ENCODED BY der)

SignerInfq ::= SEQUENCE {
version |INTEGER,
sid SigrjerIdentifier,
digestAllgorithm DigestAlgorithmIdentifier,
signedAdtrs [0] IMPLICIT SignedAttributes,
signatuyeAlgorithm SignatureAlgorithmIdentifier,
signaturye SignatureValue,

unsignedAttrs [1] IMPLICIT UnsignedAttributes OPPIONAL

3

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
UnsignedAdtributes ::= SET SIZE (1..MAX), OF Attribute

-- time-stamp generation
TimeStampReq ::= SEQUENCE {
version [Version,
messagelmprint MessageImprint(
regPolidy TSAPolicyId OPTIONAL,
nonce Ngnce OPTIONAL,
certReq |[BOOLEAN DEFAULT-FALSE,
extensigdns[0] Extensions OPTIONAL

}

TimeStampResp ::=SEQUENCE {
status HKIStatueInfo,
timeStanjpToken TimeStampToken OPTIONAL
}

PKIStatusInfo ::= SEQUENCE {
status PKIStatus,
statusString PKIFreeText OPTIONAL,
failInfo PKIFailureInfo OPTIONAL

PKIStatus ::= INTEGER {
granted (0),
-- the request is completely granted
grantWithMods (1),
-- modifications were necessary,

-- the requester is responsible for asserting the differences

rejection (2),

20
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-- the request could not be fulfilled,

-- the failure code delivers additional information
waiting (3),

-- the request is not processed
revocationWarning (4),

-- a revocation is imminent
revocationNotification (5)

-- notification that a revocation occurred

PKIFreeText ::= SEQUENCE SIZE(1l..MAX) OF UTF8String
PKIFpilureInfo ::= BIT STRING {
bafalg (0),

-- unrecognized or unsupported algorithm Identifier
bafiRequest (2),

-- transaction not permitted or supported
baflDataFormat (5),

-- data submitted has the wrong format
timeNotAvailable (14),

-- the TSAs service is not available
unpcceptedPolicy (15),

-- the requested TSA policy is not supported
unpcceptedExtension (16),

-- the requested TSA extension is not supported,
adfiInfoNotAvailable (17),

-- the requested additional informationdis not available,
sygtemNotAvailable (24),

-- system is not available

syptemFailure (25),

-- System Failure

vekificationFailure (27)

-- verification of time stamp~has failed

-- tlime-stamp verification
VeriffyReqg ::= SEQUENCE {
vefksion Version,
tsk TimeStampToken,
reffuestID [0] OCTET* STRING OPTIONAL

VerifyResp :;%-SEQUENCE ({
vefksion Ve¥xsion,
stptus PRIStatusInfo,
tsk TiméStampToken,
repguestID [0] OCTET STRING OPTIONAL

END
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Annex B
(informative)

Cryptographic Syntax

ASN.1 cryptographic syntax is standardised in RFC 3852 [17] that provides:

— a format for signing data in section "5.4 Signed data", including signature production and verification;

this
— afo
inclu
med|

— a fo
desq

— a fo

adequate for the protection mechanism described in clause 8.3.4 of.this standard.

The format fo
Further detail

[ISO/IEC 18(
defines the fd

RFC 3161 [19
— RF(Q

— This
is ba

— RF(Q
this

— This

format is adequate for the protection mechanism described in clause 8.3.1 of this standard;
mat for protecting data using message authentication codes in section "5.6 Authenticated
ding the production and validation processes; this format is adequate for’ the prot
hanism described in clause 8.3.2 of this standard;

rmat for transporting opaque information; this format is adequate as. protection mech
ribed in clause 8.3.3 of this standard;

rmat for transporting signers' information in section "5.4.2 Signer information”; this forr

r time-stamp tokens is specified in Annex A.

is provided in clauses B.1 to B.4 below.

rmat covered in clause 8.3.1 of this part of ISO/IEC 18014.
describes ASN.1 formats that are compatible with the ones described in this standard:
3161 only defines part of the formats covered in clause 8 of this standard.

standard makes extensive use of extensions, allowed but not detailed in RFC 3161. The f
ckwards compatible; that.is, the default values for this standard are those in RFC 3161.

3161 compliant service providers may not understand the extensions presented in clause
standard; therefore;they are expected to apply the default.

standard extends the status codes with respect to those defined in RFC 3161.

data",
bction

ANism

hat is

14-1] describes ASN.1 formats that are a stbset of those described in this standard. It only

ormat

8.2 of
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B.1 Signed data

TimeStampToken: := SEQUENCE {
contentType id-signedData,
content [0] SignedData

} A
TSTInfo::= SEQUENCE {
version 1,

SignedData::= SEQUENCE { policy Poli?ylnformation, .
version CMSVersion, messageImprint MessageImprint,
digestaAlgorithms DigestAlgorithmIdentifiers SeriélNumber IN?EGER:
bncapContentInfo EncapsulatedContentInfo, genTime GeneralizedTime,
Fertificates [0] CertificateSeA OPTIONAL, accuracy Accuracy OPFIONAL,
rrls [1] CertificateRevocationlists OPTIONAL, ordering BOOLEAN DERAULT|FALSE,
EignerInfos SignerInfos nonce Nonce OPTIONRIw

} tsa [0] GeneralNameé OPTIQNAL,

extensions [1] sExtension$ OPTIONAL
} A
EncapsulatedContentInfo::= SEQUENCE {
eContentType id-smime-ct-TSTInfo,
eContent DER-encoded value of TSTInfo

} ExtenSions ::= SEQUENCE OF|Extension
Extension::= SEQUENCE ({

extnId tst-ext-meth,

critical BOOLEAN DEFAULT|FALSE,

extnValue tsp-itm-ds
}

Figure B.1 — Time-stamp tokens using SignedData

The structure is built as a SignedData consfruct, as described in ISO/IEC 18014-1 and in RFC 3852 [17],
contentType is:

id-sfignedData OBJECT IDENTIFIER ::= {
iso (1) member-body (2) us(840)
rsadsi (113549)«pkcs (1) pkecs7(7) 2 }

contept is:

SignpdData :#=\SEQUENCE {

versidn)CMSVersion,

digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos }

EncapsulatedContentInfo: := SEQUENCE {
eContentType CONTENT.&id({EContents}),
eContent [0] EXPLICIT CONTENT.&Type ({EContents} {@eContentType}) }

EContents CONTENT ::= {
{ ETSTInfo IDENTIFIED BY id-ct-TSTInfo },

-- expect additional content types -- }
ETSTInfo ::= OCTET STRING (CONTAINING TSTInfo ENCODED BY der)
ContentType ::= OBJECT IDENTIFIER
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