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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

The ISO/IEC 18013 series establishes guidelines for the design format and data content of an ISO-
compliant driving licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), ISO
machine-readable technologies (ISO/IEC 18013-2), access control, authentication and integrity
validation (ISO/IEC 18013-3), and associated test methods (ISO/IEC 18013-4). It creates a common
basis for international use and mutual recognition of the IDL without impeding individual countries/
states in applying their privacy rules and national/community/regional motor vehicle authorities in
taking care of their specific needs.
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verifiers in other countries) to:
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— authenticate the origin of the mDL data;

document establishes interface specifications for the implementation of a drivin
iation with a mobile device. This document specifies the interface between' the m
r and the interface between the mDL reader and the issuing authority infrastr
ment also enables parties other than the issuing authority (e.g. other issuing author

se a machine to obtain the mDL data;

e the mDL to the mDL holder;

erify the integrity of the mDL data.
bllowing items are out of scope for this document:
ow mDL holder consent to share data is obtained;

equirements on storage of mDL data and\mDL private keys.
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2 l]loormative references

llowing documents are referred to in the text in such a way that some or all of {
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Fed references, the latestedition of the referenced document (including any amendme
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C7816-4:2020, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1: Latin

alpha

bet No. 1

ISO/IEC 18004, Information technology — Automatic identification and data capture techniques — QR
Code bar code symbology specification

ISO/IEC 18013-1:2018, Information technology — Personal identification — ISO-compliant driving licence

— Pa

rt 1: Physical characteristics and basic data set

ISO/IEC 18013-2:2020, Personal identification — ISO-compliant driving licence — Part 2: Machine-
readable technologies
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ISO/IEC 19785-3:2020, Information technology — Common Biometric Exchange Formats Framework —
Part 3: Patron format specifications

BSI TR-03111, Elliptic Curve Cryptography, Version 2.10, June 2018
FIPS 186-4:2013, D igital Signature Standard (DSS)
NFC Forum, Connection Handover (CH) Technical Specification, Version 1.5

NIST SP 800-38D, M. Dworkin, Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode
(GCM) and GMAC, November 2007

OpenlID FouIdﬁmWOpmﬂﬁEmnmﬁn?—tﬁm'pmﬂme—
OpenlID Foundation OpenID Connect Discovery 1.0 incorporating errata set 1

RFC 4122, P.|Leach et al., A Universally Unique IDentifier (UUID) URN Namespace, July 2005
RFC 4648, S|Josefsson, The Basel6, Base32, and Base64 Data Encodings, October 2006
RFC 5246, T|Dierks et al., The Transport Layer Security (TLS) Protocol Version 1.2, August 2008

RFC 5280, D| Cooper et al, Internet X.509 Public Key Infrastructure Certificdte-and Certificate Revoqation
List (CRL) Profile, May 2008

RFC 5639, M. Lochter et al, Elliptic Curve Cryptography (ECC) Brdinpool Standard Curves and Lurve
Generation, March 2010

~

RFC 5869, H| Krawczyk, HMAC-based Extract-and-Expand Key‘Defivation Function (HKDF), May 201
RFC 6066, D| Eastlake 3rd, Transport Layer Security (TLS)Extensions: Extension Definitions, January| 2011
RFC 7049, C{Bormann et al,, Concise Binary Object Representation (CBOR), October 2013
RFC 7515, J. Bradley et al.,, ]SON Web Signature (JWS), May 2015

RFC 7518, M| Jones et al,, [SON Web Algorithins (JWA), May 2015

RFC 7519, J. Bradley et al., [SON Web Token (JWT), May 2015

RFC 7748, A|Langley et al., Elliptic Curves for Security, January 2016

RFC 7905, A|Langley et al., ChaCha20-Poly1305 Cipher Suites for Transport Layer Security (TLS), Jung 2016
RFC 8032, S.{Josefsson etak, Edwards-Curve Digital Signature Algorithm (EdDSA), January 2017
RFC 8152, J. Schaad,€BOR Object Signing and Encryption (COSE), July 2017

RFC 8252, W Denniss et al,, Oauth 2.0 for Native Apps, October 2017

RFC 8259, T. Bray, The JavaScript Object Notation (JSON) Data Interchange Format, December 2017

RFC 8410, S. Josefsson et al, Algorithm Identifiers for Ed25519, Ed448, X25519, and X448 for Use in the
Internet X.509 Public Key Infrastructure, August 2018

RFC 8422, Y. Nir et al,, Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)
Versions 1.2 and Earlier, August 2018

RFC 8943, M. Jones et al., Concise Binary Object Representation (CBOR) Tags for Date, November 2020
RFC, CBOR Object Signing and Encryption (COSE): Headers for carrying and referencing X.509 certificates

Wi-Fi Alliance, Neighbor Awareness Networking Specification, Version 3.1
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
mobile device
portgble computing device that at least:

— Has a small form factor such that it can easily be carried by a single individual;
— is designed to operate, transmit and receive information without a wired conhection;
— dossesses local, nonremovable or removable data storage;

— ihcludes a self-contained power source;

—e

hcludes a display;
— ihcludes a means for the holder of the portable computingdevice to interact with the device
Note ] to entry: Adapted from NIST SP 800-157.

3.2
mdo¢
document or application that resides on a mobile‘device (3.1) or requires a mobile device gs part of the
procdss to gain access to the document or appli€ation

3.3
mdo¢ reader
devide that can retrieve mdoc (3.2) data for verification purposes

3.4
mdog¢ holder
indivjdual to whom an mdoc.(3.2) is issued

3.5
mdog verifier
persdn or organization using and/or controlling an mdoc reader (3.3) to verify an mdoc (3.2)

3.6

mDL
drivipng\ieence that fulfils at least the same function as an IDL but, instead of being paper or plastic
based;Tsamrrmdoc3:2)

Note 1 to entry: [SO-compliant driving licence (IDL) is defined in ISO/IEC 18013-1.

3.7
mDL reader
mdoc reader (3.3) that can retrieve mDL (3.6) data

3.8

mDL holder

individual to whom an mDL (3.6) is issued, i.e. legitimate holder of the driving privileges reflected on an
mDL

© ISO/IEC 2021 - All rights reserved 3
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mDL verifier
person or organization using and/or controlling an mDL reader (3.7) to verify an mDL (3.6)

3.10

licensing authority
authorized agent organisation that issues a driving licence

EXAMPLE

National, federal, state, provincial, regional, territorial, or local Ministry of Transport, Department
of Motor Vehicles, or Police Agency.

[SOURCE: ISO/IEC 18013-1:2018, 3.15]

3.11
issuing cou
country whi

[SOURCE: IS
removed.]

3.12

htry
Ch issued the driving licence or within which the licensing authority (3.10) isdocdted

O/IEC 18013-1:2018, 3.12, modified — The words “according to Anhex F” have

issuing authority

licensing aut
authorized

[SOURCE: IS

3.13
issuing aut

hority (3.10), or issuing country (3.11) if separate licensing authorities have not

D/IEC 18013-1:2018, 3.11]

rity infrastructure

o
infrastructulLe under control of the issuing authority (3.12)

3.14
issuing aut
certificate a

3.15

ority CA
thority operated by or on behalf afi@n issuing authority (3.12)

device retrieval

method of d
(3.3)

3.16

hta retrieval exclusively using the interface between the mdoc (3.2) and the mdoc r

server retrieval

method of d
infrastructur

e (3.13)

3.18
PCD mode

leval t

oken

been

been

eader

pta retrievalusing the interface between the mdoc reader (3.3) and the issuing authority

mode in which an NFC-enabled mobile device (3.1) operates as a PCD

[SOURCE: ISO/IEC 14443-3:2018, 3.7, modified — The words “a PXD” have been replaced with “an NFC-
enabled mobile device”.]

3.19
PICC mode

mode in which an NFC-enabled mobile device (3.1) operates as a PICC

[SOURCE: ISO/IEC 14443-3:2018, 3.8, modified — The words “a PXD” have been replaced with “an NFC-
enabled mobile device”.]

4
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4 Abbreviated terms

AES advanced encryption standard

APDU application protocol data unit

BLE Bluetooth® low energy

BT SIG Bluetooth special interest group

CA certificate authority

CBOR concise binary object representation

CDDL concise data definition language

COSE CBOR object signing and encryption
CSPRING cryptographically secure pseudo-random number generatox
CRL certificate revocation list

DER distinguished encoding rules

DS document signer

ECDH elliptic curve Diffie-Hellman key agreement
ECDSA elliptic curve digital signature algorithim
EdDSA Edwards-curve digital signature-algorithm
GATT generic attribute profile

HKDF HMAC-based extract-and-expand key derivation function
HMA(C hash-based MAC

IA issuing authority

[ACA issuing authority certificate authority

[ANA internet assigned number authority

IDL ISO-compliant driving licence

[KM input keying material

JSON JavaScript object notation

JWK JSON web key

JWS JSON web signature

JWT JSON web token

KDF key derivation function

MAC message authentication code

MITM man-in-the-middle attack

© ISO/IEC 2021 - All rights reserved 5
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MSO
MTU
NDEF
NFC
OCSP
OID
OIDC
PCD
PICC
PKI
RF
RFU
SHA
TLS
URI
URL
UTC
UuUID
VICAL

5 Conformance requirement

An mDL is ih conformance\with this document if it meets all the requirements specified direc
by reference herein. Conformance with ISO/IEC 18013-1, ISO/IEC 18013-2, ISO/IEC 18013-3, and
IEC 18013-4]is not required for conformance with this document, except for those clauses norma
referenced in this deedment.

An mDL rea

or referenced-herein-

mobile security object
maximum transmission unit
NFC data exchange format

near field communication

online certificate status protocol

object identifier

OpenID connect

proximity coupling device
proximity card or object
public key infrastructure
radiofrequency

reserved for future use
secure hash algorithm
transport layer security
uniform resource identifier
uniform resource locator
coordinated universal time
universally unique identifier

verified issuer certificate authority list

tly or
ISO/
tively

(ll‘er isin conformance with this document if it meets all the requirements specified dii

rectly

Anissuing authority infrastructure is in conformance with this documentifit meets all the requirements
specified directly or referenced herein.

6 mDL overview

6.1 Inter

faces

Figure 1 shows the interfaces in scope for this document. The explanation of each interface is as follows.

— Interface 1 in Figure 1 is the interface between the issuing authority infrastructure and the mDL.
This interface is out of scope for this document.

© ISO/IEC 2021 - All rights reserved
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— Interface 2 in Figure 1 is the interface between the mDL and the mDL reader. This interface
is specified in this document. The interface can be used for connection setup and for the device
retrieval method.

— Interface 3 in Figure 1 is the interface between the issuing authority infrastructure and the mDL
reader. This interface is specified in this document. The interface can be used for the server retrieval
method.

See Reference [9] for examples of use cases.

Issuin
el w-%., g g mDL verifier

i 7 Issuing authority
infrastructure

| mDL reader I

| . |
mDL D Ji

holder Y

Figure.1.>— mDL interfaces

6.2 |Functional requirements
The functional requirements include at least the following.

a) An mDL verifier together’ with an mDL reader shall be able to request, receive arld verify the
ihtegrity and authenticity of an mDL whether online connectivity is present or not fpr either the
mDL or mDL readér,

b) An mDL verifier'not associated with the issuing authority shall be able to verify the integrity and
duthenticity’ef an mDL.

c¢) An mDL Verifier shall be enabled to confirm the binding between the person presentling the mDL
€1nd the mDL holder.

d) The interface between the mDL and the mDL reader shall support the selective release of mDL data
to an mDL reader.

© ISO/IEC 2021 - All rights reserved 7
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6.3 Technical requirements

6.3.1 Data model

The mDL data is organized as individual data elements which can be requested and returned
independently from each other. The mDL data model is described in Clause 7. It describes the identifier

and format of the data elements.

NOTE The concepts used in this document have been designed so that other mobile credentials, e.g. mobile
identity or other credentials that substitute Table 5 with a different set of data elements, can also make use of
the engagement and retrieval protocols described in this document. Specifically, the mdoc data model, which is

1

i 3 2 ol o 1 s AN i | il T TL L £
illustrated in fienre2isbased-onelenrentswith uniqieidentifierswithinanamespaceFhe nmberefelenents

can vary, and| the model is indifferent to the value and data format of each element. As such the data ingdel is

generic and cin apply to any kind of document.

doctype

namespace

Data Items with
unique identifiers

6.3.2 Data exchange

6.3.2.1 Overview

1. A
1
| r o Ve e e e - -
o ______
namespace ————---
|
1
_________________ X
1
_________________ !
_____________________ 1
mdoc
MSO public
key

Figure 2 — mdoc data model

The mDL and mDL reader are implemented as an mdoc and mdoc reader, for which the requirements

are described in Clause 8 and Clause 9.

© ISO/IEC 2021 - All rights reserved
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Data exchange is divided into three phases: the initialization phase, the device engagement phase, and
the data retrieval phase (as illustrated in Figure 3). After initialization between the mDL and the mDL
reader three different transaction flows are distinguished:

NOTH1 Fordeviceretrieval, there is no requirement for any device involved in the transaction to
to thelinternet.

If thg mDL reader receives the server retrieval token and URL from the nmiDE, either d
engagement or device retrieval, it may either use device retrieval or serverretrieval. If it c}
devide retrieval, either BLE, NFC or Wi-Fi Aware can be used to retrieve the information. If
use server retrieval, either OIDC or WebAPI can be used to retrieve the.dinformation.

device engagement, followed by exchange of data using device retrieval between the mDL and the

mDL reader [see (1) in Figure 3];

device engagement, followed by exchange of server retrieval information using dev

ice retrieval

between the mDL and the mDL reader, followed by exchange of data using server retrieval between

the mDL reader and the issuing authority infrastructure [see (2) in Figure 3];

device engagement, followed by exchange of data using server retrieval between the
dnd the issuing authority infrastructure [see (3) in Figure 3].

mDL reader

be connected

uring device
100ses to use
it chooses to

NOTE2  The transaction has been designed such that it is not necessary for the mDL holder to physically hand

over the mobile device to the mDL verifier.

NOTH3 The transaction protocols in this document provide‘generic means for a user to sha
inforthation and optionally a server retrieval token.

The dpvice data retrieval transport applies to any kind of data as it is designed to transport an enci

The rpquest and response commands (transportedsenicrypted) are applicable to any kinds of do
on thep mdoc data model and/or request for sexver retrieval token. Furthermore, the request
comnjands are wallet compliant as elements from different documents can be requested and the
include multiple documents from the same.opdifferent kinds.

The s¢rver retrieval method relies on QpénID Connect that is not specific to mDL, or on WebAPI th3
generjc mdoc data model.

e connection

ypted blob.
rument based

and response
response can

t relies on the
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Initialization

|
v

Transfer device
engagement
information

Device engagement

Device engagement information

[else] Segver
retrieval® (3) Transmission method information} Server retrieval token
L - d

Device retrieval
(1), (2)

J

Session
establishmen!

D 1
mDL reader asks fqr ataretrjeval

mDL data and possiply <+ - Device data retrieval
aserver rem;"al tolfen DataElements/ DataElements/
[else] Segver Request / [NameSpace server retrieval token NameSpace sérver retrieval token
mDL sends dafa retrieval® (2) L I L ;o g !
or server retrie}al response | DocType N DocType |
token contents |*
¥ L
mDL reader] | Transmitted
asks for payload L Encrypted blob |
data
from IA
Device retrieval [1) |
v mDL reader — Server data(retrieval -WebAPI
mDL reader receives
receives datal data NameéSpace Items NameSpace Items
5 ! JL . ! !
v S?rver retrieval toker} l DocType N DocType ‘
[else] Send  [else] Send L J
extra request extra request
Terminate

transiction § Server data retrieval -OpenID Connect
@_ Terminate OIDC standard

transaction

Figure 3 = mDL transaction flow

6.3.2.2 Inftialization

During initiglization, the mDLJjs*activated. Activation is done by the mDL holder, or triggered py an
mDL reader using NFC. Simultaneously, the mDL reader is activated. No requirements are specifi¢d for
this phase.

NOTE It {s importantito avoid unauthorized access by an mDL reader if mDL activation is triggered by [NFC.

6.3.2.3 Ddvice-engagement

During device engagement, information required to setup and secure data retrieval is exchanged
between the mDL and the mDL reader. Transmission technologies available to transfer the device
engagement data are as follows:

a) NFC,
b) QR code.

Table 1 shows the different transmission technologies for device engagement.

10 © ISO/IEC 2021 - All rights reserved
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Table 1 — Device engagement technologies

Transmission Support Reference
technologies mDL mDL reader
NFC ca M 8.2.21
QR code ca M 8.2.2.3
Key

C conditional

M mandatory

The ¢
techn

To er
trans

If the|

or both, as described in 8.2.2.1. The mDL reader shall support both handover methods.

6.3.2

Figur

a SuBBaE tforatloact ona ofthaca me-t-he-d-s—i-s-mw""*"“"
HPPeFttoratreastoh - Oy

levice engagement information, described in 8.2.1, is transferred using one of-the t
ologies, described in 8.2.2.

sure that the device engagement is always possible, an mDL shall support at leas
mission technologies in Table 1. An mDL reader shall support all transmission techno

mDL supports NFC for device engagement, it shall support Static Handover, Negotiats

4 Data retrieval architecture

e 4 shows the different data retrieval interfaces and, tHe flow of the messages.

When using device retrieval, the mDL and mDL reader’ communicate using mdoc reque

respq
The d

After]
asks
mdod
If sen
serve

The d

nse messages encoded with CBOR. These messages are transported using a data retri
ata retrieval methods are agnostic to the infermation that is transferred.

device engagement, if the mDL reader. sets up a device retrieval connection, the
for data as defined in 8.3.2.1.2.1. The-mDL sends an mdoc response according to 8.3
request may include a request for.server retrieval information used to perform sery
ver retrieval information is requested next to other mDL data, the mDL shall retui
r retrieval information or the other requested data, but not both.

ifferent data retrieval methods are described in 6.3.2.5.

ransmission

t one of the
logies.

bd Handover,

st and mdoc
bval method.

mDL reader
.2.1.2.2. The
yer retrieval.
m either the
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m Secure Area Issuing Authority Infrastructure [« - Message in WebAPI or OIDC format

1 1

} }

1 1

: mDL mDL Reader :

1 1

1 1

: mDL Reader Request / mDL Response mDL Reader Request / mDL Response :

: (CBOR) (CBOR) :
- = =

i i
Session encryption Session encryption
Encrypted message
CBOR serialization
Transmission technologies Transmissiontechnologies
Wi-Fi Other Wi-Fi Other
NEC BLE Aware (RFU) NEC RELE Aware (RFU)
T— Message encapsulated in transmissiot.specific format I
Figure 4 — Data retriéval architecture

NOTE1 The secure area as present in Figure4<indicates an area that provides additional protectjon of
sensitive mDL related data. Security requirements regarding storage of credential information are optside
the scope of this document. This includes the ' miDL private key and the mDL reader private key, if mdoc ijeader
authenticatioh or TLS client authenticationds:supported by the mDL reader. It is the responsibility of the igsuing
authority to ensure that all data stored onthe mDL is stored securely.

NOTE 2  Implementation possibilities for a secure area are non-exhaustively listed in Clause E.5.

6.3.2.5 Ddtaretrieval methods

The following methods-are defined for retrieval of mDL data. Requirements for supporting fthese
methods are defined\in Table 2.

mDL data carl beretrieved in two ways:

a) using device retrieval (interface 2 in Figure 1), see 8.3.2.1;

b) using server retrieval (interface 3 in Figure 1), see 8.3.2.2, where the server retrieval token may be
retrieved by the mDL reader from the mDL during device engagement or during device retrieval.

Table 2 shows the transmission technologies and data retrieval methods.

12
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Table 2 — Data retrieval methods

Support
Data retrieval Transmission i_ssu_ing author- Reference
method technology mDL mDL reader | ity infrastruc-
ture
BLE ca M N/A 8.3.31.1
Device retrieval NFC ca M N/A 8.3.3.1.2
Wi-Fi Aware 0 R N/A 8.3.3.1.3
_ WebAPI 0 R 0 8.3.3.2.1
Serverretrieval
OIDC (0] R 0 $.3.3.2.2
Key
M mfandatory
cqnditional
rgcommended
O optional
N/A |not applicable
a  Shpport for at least one of these methods is mandatory.
To enjsure that data retrieval is always possible, an mDL shall support device retrievall using BLE,
NFC, |or both transmission technologies. An mDL reader shall support the BLE and NFC fransmission
techrjology for device retrieval.
An mPDL may support Wi-Fi Aware and an mDL reader‘should support Wi-Fi Aware.

An mDL and an issuing authority infrastructure may support WebAPI, OIDC or both and an
should support WebAPI and OIDC.

All d3ta retrieval methods shalluse the data model as defined in Clause 7.

See Annex D for examples.of data structures.

NOTH1 If QR is used\for device engagement and the mDL reader chooses to use NFC for data
therelis no mechanism-available for the mDL reader to indicate the choice for NFC data transfer to
possible that the niBL'holder is not aware that the mDL needs to interface with the mDL reader usiy
contrairy, if NFC.is{Used for device engagement, this problem does not exist.

NOTH2 Due to the limited data transfer rate for NFC, if a large amount of data is required for a

mDL reader

e and mdoc
» BLE L2CAP

transfer, then
the mDL. It is
g NFC. On the

ransaction, it
the RF range

is possible that it is nelther practlcal nor reasonable to have an mDL holder hold the dev1ce w1thm
of thelmPL re

i device leaves

the RF field, any mDL holder interactions w1th the mDL causing the mDL to leave the RF f1eld require a new
transaction to be initiated. This can be avoided by having all mDL holder interactions with the mDL done while
the mDL stays in the field or if mDL does not require any mDL holder interactions while it is in the RF field.

6.3.3 Security mechanisms

The security of mDL data exchanged with an mDL reader is designed to preserve the triad of
confidentiality, integrity, and authenticity by design and by default.

The security architecture aims to achieve four distinct goals.

a) Protection against forgery: data elements are signed by the issuing authority (IA). The degree of
protection against forgery depends on the degree to which the I1A's keys are protected. Minimizing
the validity period of the data limits the value of the data.
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b)

d)

Revocation

Protection against cloning: the mDL produces a signature or message authentication code over
session data. The private key used to authenticate the session data is stored only in the mDL. The
corresponding public key in turn is signed by the IA. The degree of protection against cloning
depends on the degree to which the mDL authentication key or the TLS server key is protected.

Protection against eavesdropping: communications between mDL and mDL reader are encrypted
and authenticated. Device engagement uses a separate communication channel to mitigate the
risk of Man in the Middle (MITM) attacks. In addition, the mDL reader can detect MITM attacks by
validating the anti-cloning signature or message authentication code, which is created using a key
for which the public partis signed by the IA in the mobile security object (MSO, see 9.1.2.4). If mdoc
reader authentication is used, the mDL can detect MITM attacks before returning any data. Server
retrievajuse 5 i c ; S T g

VD U U 1U DI ULC dg d dVESUTUPDD £ dIIU d d

Protectipn against unauthorized access: an mDL is protected from unauthorizedcaccess by
an mDL|reader by multiple mechanisms. If device retrieval is used, the encryption key us¢d for
commuijications between the mDL and mDL reader is derived from an ephemeral’key pair|from
both th¢ mDL and mDL reader. The public key of the mDL is shared only through short-range
gagement. This ensures data is only transferred between the mDL and a particulay mDL
reader. The mDL can optionally authenticate the mDL reader by means of an'mDL reader certificate
and a signature created by the mDL reader using the corresponding pritate key. The mDL reader
certificdte is signed by a certificate authority trusted by the mDL for thiSpurpose.

Server fetrieval uses a server retrieval token which can be uSed to ensure that data is| only
transferjred between the IA infrastructure and a particular mDL reader. Moreover, the IA can
optionally authenticate the mDL reader by means of TLS client'authentication.

of an mDL is out of scope for this document. However, the MSO includes update infornjation

and validity|time frames which enable the mDL reader to:check the freshness of the data. The issuing
authority shiall define appropriate periods of validity that balance freshness with offline capapility,

taking into

For device r

ccount that a shorter validity period mitigates certain security risks.

ibes the security mechanisms that:€an be implemented for each data retrieval intefface.
trieval, issuer data authentication, session encryption and mdoc authentication shpll be

implemented. mdoc reader authentication isoptional for device retrieval and TLS client authentidation
is optional fpr server retrieval. For seryer- retrieval, Transport Layer Security (TLS), and JSON Web

Signature (JWS) shall be implemented:

Table 4 desctibes security goals and mechanisms for different data retrieval methods.
When server retrieval is used, the mDL should use one-time server retrieval tokens.
The certificqte and CRL profile requirements in Annex B shall be applied.

All certificatles issued by an IACA or another CA shall be validated according to 9.3.3.

An mDL reafler heeds access to the issuing authority’s certificate authority (IACA) root certificate to
verify issuer|data authentication, verify the JWS and perform TLS. One optional method to get access to
these certificates is described in Annex C.

See Annex E for additional information on privacy and security.

14

Table 3 — Security mechanisms

Data retrieval method Security mechanisms Reference
Device retrieval Session encryption 9.1.1
Issuer data authentication 9.1.2
mdoc authentication 9.1.3
mdoc reader authentication 9.1.4

a  Only applicable if the server retrieval token is transferred using device retrieval.

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=f9ac2e7d7978373e9e0f30eba8999757

ISO/IEC 18013-5:2021(E)

Table 3 (continued)

Data retrieval method Security mechanisms Reference
Server retrieval TLS 9.2.1
JWS 9.2.2
mdoc authentication 2 9.1.3
a  Only applicable if the server retrieval token is transferred using device retrieval.

Fabled— Seetri leandmeehant

Secprity goal Functionality Device retrieval Server retrieval
Authenticate the origin of mDL data Issuer data authentication JWS
. Verify mDL data has not changed Issuer data authentication JWS
Piotection f
agaipst forgery rom
issuing authority
Verify how up to date the mDL data is Issuer data authentication JWS
Pijotection Protect against cloning of mDL/ mdoc authéytication mdoc puthentica-
agaipst cloning binding tiond
mDL data to a specific device
Plotection Preserve confidentiality of mDL data Session encryption TLS
agalnst eaves- Prevent unnoticed alteration of Session encryption TLS
drropping communication mdoc authentication

Prevent unauthorized access of mDL\[\Close-range device engagement| Close-rfange device
Pifotection data with session encryption engagement (with

agajinst unau- session encryption)?

thorjzed access | Prevent unauthorized access of mDL | mdoc reader authentication® | TLS cli¢nt authenti-
data cptionb

2 Only applicable if the server retrieval token is transferred using device retrieval.

b This is an optional method.

7 mbDL data model

7.1 |mDL documénttype and namespace

DocType and NafmeSpace are used to encapsulate the document type and the space in wHich the data
elem¢nts are(defined. The two concepts are further defined in 8.3.1.

The ¢locument type for an mDL document shall be “org.iso0.18013.5.1.mDL". The numbegr “1” in the
docunent type might be increased in future versions of the standard.

NOTE1 The document type field follows the following general format: [Reverse Domain].[Domain Specific
Extension]. The reverse domain (org.iso) was selected to avoid collisions. This approach can be used to define
other doctypes.

If the mDL reader wants to retrieve an mDL, the pocType field in the device retrieval mdoc request or
server retrieval mdoc request shall contain the mDL document type. The use of any other value for the
DocType field in the device retrieval mdoc request or server retrieval mdoc request is beyond the scope
of this document.

The namespace for mDL data defined in Z.2 shall be “org.iso.18013.5.1”. The number “1” in the
namespace might be increased in future versions of the standard. Within this namespace, only data
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elements defined in 7.2 and 8.2.1.2 may be used. To accommodate domestic data, an issuing authority
may define its own namespace, as described in 7.2.8.

NOTE 2

Extension].

7.2 mDL data

7.2.1 Overview

The namespace field follows the following general format: [Reverse Domain].[Domain Specific

The mDL data elements shall be as defined in Table 5 and belong to namespace “org.iso0.18013.5.1”, see

7.1.

16

The "Ide
serverr

The "Pr¢
or optio

NOTE 1

The “En|
Hbstr"’ o
specifie

In accor
specifie
string as

If datae
encoded

The foll
otherwi

— frac

ntifier" column is used for patakElementIdentifier in the device retrieval mdoe\requ
btrieval mdoc request (see 8.3.1).

sence” column indicates whether the presence of the element on an mDL/is‘mandator}
nal (0).

This does not mean that granting access to these elements to an mDI{reader is mandatory.

» o«

coding format” column indicates how the data elements shall' be encoded. “tstr”,
bool” and “tdate” are CDDL representation types as defined”in RFC 8610. This docu
b “full-date” as full-date = #6.1004 (tstr), where tag 1004 is specified in RFC 8943.

1 in RFC 3339. In accordance with RFC 8943, a £ “date data item shall contain a ful
specified in RFC 3339.

ements are encoded with JSON for the seryer retrieval methods, the data elements sh|
as specified in RFC 7049, section 4.1.

wing requirements shall apply to theé representation of dates in mDL data elements, u
se indicated:

tion of seconds shall not be tised;

st or

4 (M);

uint”,
ment

dance with RFC 7049, section 2.4.1, a tdate data ifem shall contain a date-time string as

-date

all be

nless

— no local offset from UTC shall be used, as indicated by setting the time-offset defined in

RF(

3339 to “Z".
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Table 5 — Data elements

Encoding for-

eges

cles/ restrictions/
conditions

7.2.4

Identifier Meaning Definition Presence mat
family_name Family name Last name, surname, or primary identifier, M tstr
of the mDL holder.
The value shall only use latin1b characters
and shall have a maximum length of 150
characters.
given_name Given names First name(s), other name(s), or secondary M tstr
identifier, of the mDL holder.
The-value-shall-only-uselatintlcharacters
and shall have a maximum length of 150
characters.
birfh_date Date of birth Day, month and year on which the mDL M full-date
holder was born. If unknown, approximate
date of birth
issfie_date Date of issue Date when mDL was issued M tdate or full-
date
expjry_date Date of expiry Date when mDL expires M tdate or full-
date
issuihg_coun- Issuing country Alpha-2 country code, as défired in M tstr
try ISO 3166-1, of the issuing authority’s coun-
try or territéry
issying_au- Issuing authority |Issuing authority nante, M tstr
thority The value shall onl§/use latin1b characters
and shall have amaximum length of 150
characters.
dodument_ Licence number The number‘assigned or calculated by the M tstr
nyimber issuing authority.
The vdlue shall only use latin1P characters
and‘shall have a maximum length of 150
characters.
pértrait Portrait of mDL A reproduction of the mDL holder’s por- M bstr
holder trait. See 7.2.2
driving_privi-| Categories of vehi- | Driving privileges of the mDL holder. See M See7.2.4

Key
Presejnce:
M mfandatory

0 optional

NOTH 1\ The ‘UN Distinguishing sign’ element is added for purposes of the UN conventions[261[27] on drivinglicences.

a2 The mDL reader can convert to the local unit of measurement.

b Latinl shall be as defined in ISO/IEC 8859-1 as Latin alphabet No. 1.

NOTE 2 The ‘sex’ element is equal to the ‘gender’ fields in ISO/IEC 18013-1 and ISO/IEC 18013-2.

NOTE 3 The ‘issuing jurisdiction’ element can be used in cases where the issuing jurisdiction is different from the issuing
authority or the issuing country.

© ISO/IEC 2021 - All rights reserved
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Table 5 (continued)

Encoding for-

Identifier Meaning Definition Presence mat

un_distin- UN distinguishing | Distinguishing sign of the issuing country M tstr
guishing_sign sign according to ISO/IEC 18013-1:2018, Annex
F.

If no applicable distinguishing sign is
available in ISO/IEC 18013-1, an IA may
use an empty identifier or another identi-
fier by which it is internationally recog-
Hiredtrthisease-thetAshowldenstre

there is no collision with other IA’s.

administra- Administrative An audit control number assigned by the 0 tstr
tive_number number issuing authority.
The value shall only use latin1P characters
and shall have a maximum length of 150
characters.

sex Sex mDL holder’s sex using values as defined in 0 uint
ISO/IEC 5218.

height Height (cm) 2 mDL holder’s height in centimetres 0 uint
weight Weight (kg) 2 mDL holder’s weight in kilograms uint

eye_colour Eye colour mDL holder’s eye colour. The valué.shall 0 tstr
be one of the following: “black”, “blue”,

“brown”, “dichromatic”, “gr€y;"; “green”,

» o« 0

“hazel”, “maroon”, “pink?/“Unknown”.

o

hair_colour] Hair colour mDL holder’s hair colour: The value shall 0 tstr
be one of the following: “bald”, “black”,

n o« » o«

“blond”, “brown’“grey”, “red”, “auburn”,

» o« » o«

“sandy”, “white”, “unknown”.

birth_place| Place of birth Country anddnunicipality or state/prov- 0 tstr
ince where the mDL holder was born.
The valde’shall only use latin1b characters
and'shall have a maximum length of 150
characters.

resident_adt | Permanent place of | “The place where the mDL holder resides 0 tstr
dress residence and/or may be contacted (street/house
number, municipality etc.).
The value shall only use latin1P characters
and shall have a maximum length of 150
characters.

portrait_cap|- |Portraitimage times- Date when portrait was taken 0 tdate
ture_date tamp

Key

Presence:

M mandatory

0 optional

NOTE 1 The ‘UN Distinguishing sign’ element is added for purposes of the UN conventions[2el(2Z] on driving licences.
NOTE 2 The ‘sex’ element is equal to the ‘gender’ fields in ISO/IEC 18013-1 and ISO/IEC 18013-2.

NOTE 3 The ‘issuing jurisdiction’ element can be used in cases where the issuing jurisdiction is different from the issuing
authority or the issuing country.

2 The mDL reader can convert to the local unit of measurement.

b Latin1 shall be as defined in ISO/IEC 8859-1 as Latin alphabet No. 1.
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Table 5 (continued)
Identifier Meaning Definition Presence Encogll:tg for-
age_in_years Age attestation: The age of the mDL holder 0 uint
How old are you (in
years)?
age_birth_ Age attestation: In | The year when the mDL holder was born 0 uint
year what year were you
born?
age_over_NN Age attestation: See7.2.5 0 bool
Nearest true attes-
tation above request
issuing_juris- | Issuingjurisdiction | Country subdivision code of the jurisdic- 0 tstr
djction tion that issued the mDL as defined in
IS0 3166-2:2020, Clause 8. The first part of
the code shall be the same as the value for
issuing_country.
natjonality Nationality Nationality of the mDL holder as a two 0 tstr
letter country code (alpha-2 code) defined
in ISO 3166-1
resident_city Resident city The city where the mDL holderlives. 0 tstr
The value shall only use latint?’characters
and shall have a maximufmlength of 150
charactets.
resident_state| Resident state/prov- | The state/province/district where the 0 tstr
ince/district mDL holder lives:
The value shall'enly use latin1P characters
and shall have a maximum length of 150
characters.
resident_post-| Resident postal code | The pgastal code of the mDL holder. 0 tstr
al_code The value shall only use latin1P characters
and shall have a maximum length of 150
characters.
resident_ Resident countiy: The country where the mDL holder lives 0 tstr
cquntry as a two letter country code (alpha-2 code)
defined in ISO 3166-1.
biometric_ Biometrictemplate See 7.2.6 0 bstr
template_xx XX
family_name_| Family nameinna- | The family name of the mDL holder using 0 tstr
nafional_ tional characters full UTF-8 character set.
chfracter
Key
Presence:

M mandatory

O optional

2  The mDL reader can convert to the local unit of measurement.

b Latinl shall be as defined in ISO/IEC 8859-1 as Latin alphabet No. 1.

NOTE1 The ‘UN Distinguishing sign’ element is added for purposes of the UN conventionsl261[2Z] on driving licences.
NOTE 2 The ‘sex’ element is equal to the ‘gender’ fields in ISO/IEC 18013-1 and ISO/IEC 18013-2.

NOTE 3 The ‘issuing jurisdiction’ element can be used in cases where the issuing jurisdiction is different from the issuing
authority or the issuing country.
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Table 5 (continued)

0 optional
NOTE1 The
NOTE 2 The

NOTE 3 The
authority or th

The mDL
Latin1 sh

a

b

M mandatory)

Identifier Meaning Definition Presence Encogll:tg for-
given_name_ | Given name in na- The given name of the mDL holder using 0 tstr
national_ tional characters full UTF-8 character set.
character
signature_ Signature /usual |Image of the signature or usual mark of the 0 bstr
usual_mark mark mDL holder, see 7.2.7
Key
Presence:

y

UN Distinguishing sign’ element is added for purposes of the UN conventions[26l[27] on drivimg hcences
sex’ element is equal to the ‘gender’ fields in ISO/IEC 18013-1 and ISO/IEC 18013-2.

issuing jurisdiction’ element can be used in cases where the issuing jurisdiction is different from the if
e issuing country.

eader can convert to the local unit of measurement.

Il be as defined in ISO/IEC 8859-1 as Latin alphabet No. 1.

suing

If any data 4
person pres
requested.

NOTE2 Fr
portrait of th|
holder.

An mDL may
as mandaton
release of af
pre-authoriz
mdoc reader

NOTE3 Th

licence if the mDL holder chooses totdothat, including if an mDL reader does not use mdoc reader authentid

If device ret
defined in 9.

lement is returned to the mDL reader, then the information necessary to verify th
nting the mDL is the mDL holder shall be returned to the mDL reader if that informat

bm the set of data elements with mandatory presence in column "Presence” from Table
e mDL holder is the only data item for verifying that the person presenting the mDL is thg

require mdoc reader authentication (seé 9.1.4) before releasing data elements not m
y in Table 5. An mDL shall not requife mdoc reader authentication as a precondition f
y of the mandatory data elements." An mDL may offer functionality to the mDL holg
e the release of mandatory data-elements selected by the mDL holder to mDL readers
authentication.

e intention of these requirements is that the mDL holder is always able to use the mDL as ad

rieval is used, the”“issue_date” data element shall not be after the validrFrom eleme
1.2.4,

If server retj
8.3.2.2.2.2a

ieval isgsed, the “issue_date” data element shall not be after the iat claim as descrilj
hd 8.3:3:2.2.

If the mDL 1

eader retrieved the “issuing_country” data element, it shall verify that the value o

nt the
ion is

5, the
mDL

hrked
br the
ler to
using

riving
ation.
nt as

ed in

f that

element mat
certificate (s

Ches The countryName €lement in the subjectiieid within the DS certiticate or the JwS
ee Annex B).

igner

If device retrieval is used, if the mDL reader retrieved the “issuing_jurisdiction” data element, it shall
verify that the value of that element matches the stateorProvinceName element in the subject field
within the DS certificate (see Annex B). This is only required if the stateorprovinceName element is
present in the DS certificate.

If server retrieval is used, if the mDL reader retrieved the “issuing_jurisdiction” data element, it shall
verify that the value of that element matches the stateorProvinceName element in the subject field
within the JWS signer certificate (see Annex B). This is only required if the stateorProvinceName
element is present in the JWS signer certificate."

20
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If device retrieval is used, any element in Table 5 that is returned by the mDL shall be returned as
part of the Tssuersigneditems. Domestic data elements (see 7.2.8) may be returned in either
IssuerSignedItems O DeviceSignedItems.

NOTE 4 Issuing authorities have the responsibility to ensure that controls to prevent the unintended release
of mDL data are implemented, including providing mDL holders with the means to control what data is released.

7.2.2 Portrait of mDL holder

The portrait of mDL holder consists of one portrait image and shall follow the requirements on the face
image as specified in ISO/IEC 18013-2:2020, Annex D. One of the following image formats shall be used:

PEG IPDECo2000 T H daot Laolll dadd L daot
I’ LULUuUVU. T1IT llllasc udid SIidIl UT TIILUUTU dd5 Ullldl y udid.

7.2.3| Issuing authority

The {ssuing authority element identifies the administrative authority entitled to issue| the driving
licenge, or the issuing country if separate licensing authorities have not beenauthorized{ The issuing
authqrity element is represented by a string.

NOTE The contents of this field correspond to the contents of the issuing authority element on the IDL,
and can indicate a local, regional, or national organisation. Note that, like"m ISO/IEC 18013-1, thg term issuing
authofrity can also refer to a central government agency, acting on behalf of multiple local or regional issuing
authoyities.

7.2.4] Categories of vehicles/restrictions/conditions

The dategories of vehicles/restrictions/conditions cofitain information describing the drivipg privileges
of th¢ mDL holder. The definition of the elements«itr the privingPrivilege structure can be found in
ISO/IEC 18013-1:2018, Clause 5. The possible values for the elements are defined in ISQ/IEC 18013-
1:2018, Annex B and ISO/IEC 18013-2:2020, Anirex A.

NOTH1 Regardless of driving privileges’>status, other mDL data elements can be used for |identification
purpdses as described by this document.

The driving privileges structure shall be encoded as CBOR for device retrieval and JSON for server
retrigval and shall be formatted(@s follows:

DrivingPrivileges = [
1 DrivingPrivilege

]

DrivingPrivileget=,"1
'[vehicle category code" : tstr ; Vehicle category code as per ISO/IEC [[8013-1
Annex B
1 "issuewdate" : full-date ; Date of issue encoded as full-date
"exphry date" : full-date ; Date of expiry encoded as full-date
Yocodes" : [+Code] ; Array of code info
}
Code = {
"code": tstr ; Code as per ISO/IEC 18013-2 Annex A
? "sign": tstr ; Sign as per ISO/IEC 18013-2 Annex A
? "value": tstr ; Value as per ISO/IEC 18013-2 Annex A

}
NOTE2 TheDrivingPrivileges structure can be an empty array.

Full-date is defined in 7.2.1.

An example can be found in D.2.1.
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7.2.5 Age attestation: nearest “true” attestation above request

This set of elements is used to convey to an mDL verifier, in a data-minimized fashion, if the mDL holder
is as old or older than a specified age, or if the mDL holder is younger than a specified age. To achieve
this, the mDL contains age attestation identifiers. An age attestation identifier has the format age_over_
NN where NN is a value from 00 to 99. The value of an age attestation identifier can be TRUE or FALSE.

If an mDL verifier includes age_over_NN in a request, it has the meaning of “provide the nearest age
attestation equal to or larger than NN with value TRUE, or smaller than NN with value FALSE”. More
specifically, after receiving an age_over_NN request, the logic to determine the appropriate response
shall be equivalent to the following.

1. For all gge attestations of the form age_over_nn stored on the mDL, consider all the attestdtions
with valpe TRUE. From among these attestations, check if an attestation exists where nn-isleqpial to
or larger than NN. If one and only one such attestation exists, this is the response. If more than one
such attpstation exists, the response shall be the attestation with the smallest differerice betjween
nn and N.

2. If step 1 does not produce a response, for all age attestations of the form age_over_nn storgd on
the mDI, consider all the attestations with value FALSE. From among these attestations, check if
an attesfation exists where nn is equal to or smaller than NN. If one and only one such attestation
exists, this is the response. If more than one such attestation exists,"the response shall be the
attestat]on with the smallest difference between NN and nn.

3. If step 2|does not produce a response, no age_over_nn data elemient shall be returned.

In case of dgvice retrieval, the value of an age_over_NN data-€lement shall be calculated by the issuing
authority infrastructure to be valid at the value of the timestamp in the validrrom element in thg MSO
from 9.1.2.4,

In case of seffver retrieval, the value of an age_over_Ni‘data element shall be valid at the value of tHe iat
timestamp als defined in 8.3.2.2.2.2 and 8.3.3.2.2.

During a sirjgle data retrieval phase (see Figure 3), an mDL reader shall not request more than two
age_over_NN data elements, and an mDL e¥)issuing authority infrastructure should not return jmore
than two age¢_over_NN data elements.

Examples of|requests and responses.ahd their meaning can be found in D.2.2.

NOTE1 In¢luding more ratherthan less age_over_NN statements in an mDL has the following consequpnces,
both of which|are beneficial from-d privacy perspective.

1. Ifan mDL does not reSpond to an age_over_NN request, the most likely next step of a verifier will be fo ask
for the miDL holder’s date of birth. This would be the only remaining way in which the original bufiness
question|could betanswered. Including additional age_over_NN statements decreases the probability ¢f a no
response.

2. Given th¢ quéstion “are you older than 18?”, the response “I am older than 21” and the response “I am older
than 60” would both answer the question. However, the response “I am older than 21” is considered better
from a privacy point of view, since the statement is closer to the request. Including additional age_over_NN
statements will on average decrease the difference between the requested age and the response age.

Including more rather than less age_over_NN statements in a mDL on the other hand could allow a verifier to gain
a more accurate estimate of a person’s true age, if for whatever reason such a verifier chooses not to ask directly
for the mDL holder’s date of birth. This would require repeated requests.

NOTE 2 A request can include two age_over_NN statements to support effectively asking whether the age of
the mDL holder falls within a certain range.

NOTE 3  Itis possible that an mDL does not have an age_over_NN element available to respond to the request
from the mDL reader. If an mDL reader does not receive an age_over_NN response, the mDL reader has the
option of making another request with different data elements that fulfil the business requirements that it has.
Examples of these are 'age_in_years' and ‘birth_date’.
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7.2.6 Biometric template

This element contains optional facial, fingerprint, iris, or other biometric information of the mDL
holder. Biometric information is encoded according to the biometric template defined in ISO/IEC 18013-
2:2020, Table 7 and C.4.7. However, the first tag in ISO/IEC 18013-2:2020, Table C.11 (‘75’ for Facial, ‘63’
for Finger, ‘76’ for Iris, etc) shall be omitted. The value of the biometric_template_xx data element shall
therefore start with tag ‘7F 61’. A biometric template identifier has the format biometric_template_xx
where xx shall be replaced with the corresponding “Abstract value name” found in ISO/IEC 19785-
3:2020, Table 7, according to the following convention: capitalized characters are replaced with their
lowercase equivalent and spaces or non-alphanumeric characters are replaced by underscores (_).

EXAMPELE The “EACE” fpmp]nfn r‘nrrpcpnndc to "hinmpfrir_fpmp]nfn_F:\rp" and the "QICNATURE/SIGN"
templpte corresponds to “biometric_template_signature_sign”.

If thg biometric_template_face is used, the biometric data block (tag ‘5F 2E’) shalljcéntain a JPEG or
JPEG2000 format, as specified in 7.2.2.

7.2.7| Signature or usual mark

The gignature or usual mark of the mDL holder consists of one imgage. One of the follpwing image

formats shall be used: JPEG or JPEG2000. The image data shall be enédded as binary data.

7.2.8] Domestic data elements

Domé

stic data are data elements which are not specified, in“this document. An issuing at

specify its own data elements within its namespace. SinCe the namespace for mDL data in tH

is “or
namg

p.i50.18013.5.1”, the issuing authority infrastructure should use country-specific or is
spaces by appending the [SO 3166-1 alpha-2-country code or the ISO 3166-2 region

ithority may
is document
suer-specific
code after a

d.

PLE The United States namespace is “org.iso.18013.5.1.US” and the lowa names
013.5.1.US-1A”.

perio

EXAM
iso.18

pace is “org.

7.3 |Country codes

ISO 3
avail
ISO 3
ensul
ident

166-1 shall be used as-assource for country code identifiers. If no applicable country code is
hble in ISO 3166-1, an JA-may use one of the user-assigned country code elements, as|indicated in
166-1 or another idéntifier by which it is internationally recognized. In these cases, the IA should
e there is no collision with other IAs. These provisions apply to all occurrences of ¢ountry code
fiers in this document unless stated otherwise.

8 Transaction

8.1

Encoding of data structures and data elements

In this document CDDL (Concise Data Definition Language) as specified in RFC 8610 is used to express
CBOR and JSON-encoded data structures.

CBOR structures shall be encoded according to RFC 7049. JSON structures shall be encoded according
to RFC 82509.

RFC 7049, section 3.9 describes four rules for canonical CBOR. Three of those rules shall be implemented
for all CBOR structures as follows:

— integers (major types 0 and 1) shall be as small as possible;
— the expression of lengths in major types 2 through 5 shall be as short as possible;

— indefinite-length items shall be made into definite-length items.
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The fourth rule regarding sorting of map keys is not required. Furthermore, maps (major type 5) shall
not have multiple entries with the same key.

Because canonical map ordering is not required, all CBOR maps that are used in a cryptographic
operation are communicated in a tagged CBOR bytestring. For any cryptographic operation, an mdoc,
mdoc reader or issuing authority infrastructure shall use these bytestrings as they were sent or
received, without attempting to re-create them from the underlying maps.

EXAMPLE A data structure DataItem thatis to be used in a cryptographic operation is communicated in a
structure DataltemBytes, specified as follows:

DataltemBytes = #6.24 (bstr .cbor Dataltem)

The CDDL inj this example is defined in RFC 8610, section 3.6 and expresses a tagged data item ‘(lnajor
type 6). As gpecified in RFC 7049, section 2.4, tag value 24 indicates that the content of the{CBOR bstr
following th¢ tag is itself a CBOR data item. The .cbor control operator indicates that this,data item is in
facta pataItfem.

When processing a data structure, an mdoc, mdoc reader or issuing authority,infrastructure|shall
ignore any vhlue that is specified as RFU in this document.

Whenever dpta structures in this document use a version element that is<éencoded as a string,|their
contents follow the format of ‘major version number’’minor version number’. A major version number
shall be incfemented by 1 when any backwards incompatible chariges are introduced. In a fpture
version of thlis document. A minor version number shall be incremefited by 1 when new, but backwards
compatible flunctionality is introduced. A minor version numbershall be reset to 0 if the major vdrsion
number is ifpcremented. An mdoc, mdoc reader or issuing adthority infrastructure shall not giye an
error and continue a transaction if it receives a data structtire having a known major version number
but with an inknown minor version number.

8.2 Device engagement
8.2.1 Devjce engagement information

8.2.1.1 Dgqvice engagement structure

The device gngagement structure centains information to perform device engagement. The device
engagement(structure shall be CBOR encoded and formatted as follows:

DeviceEngagement =
{
0: tsty, ; Version
1: Security,
? 2: DgviceRetwxievalMethods, ; Is absent if NFC is used for device engagement
? 3: SejrverRafrievalMethods,
? 4: PrjotéceldInfo,
*

int sp>\ardy

}

Security = [
int, ; Cipher suite identifier
EDeviceKeyBytes

1

DeviceRetrievalMethods = |
+ DeviceRetrievalMethod

]

ServerRetrievalMethods = {

?"webApi" : WebApi,
?"oidc" : Oidc
}
ProtocolInfo = any ; The use of ProtocolInfo is RFU
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[

uint, i Type
uint, ; Version
RetrievalOptions ; Specific option(s) to the type of retrieval method
]
RetrievalOptions = WifiOptions / BleOptions / NfcOptions / any ; The any option is RFU

The device engagement structure contains the following key-value pairs.

0. version:the version of the device engagement structure, in the current version of this document its
value shall be “1.0".
1. ecurity: an array that contains two mandatory elements. The first element is the|cipher suite
iflentifier, defined in 9.1.5.2. The second element is EdeviceKeyBytes, defined in 9.1.1.4
2. DeviceRetrievalMethods: an array that shall contain one or more peviceRerrigvalMethod arrays
hen performing device engagement using the QR code. When using NFC€ to perform device
gagement, the DeviceRetrievalMethods array shall be absent, because the dgta retrieval
ethods supported by the mdoc are specified in the Alternative Casrier Records,|as specified
in 8.2.2.1. DeviceRetrievalMethods lists the device retrieval methods supported by|the mdoc. A
eviceRetrievalMethod array holds two mandatory values (type-and version). The first element
efines the type and the second element the version for the transfer method. The Retrifevaloptions
ement may contain extra info for each connection. The values for the different Retrifevaloptions
re defined in 8.2.2.3.
3. derverRetrievalMethods:a map that contains optional information on the server retrigval methods
sjupported by the mdoc. The values for the different.server retrieval methods are defined in 8.2.1.2.
[f the serverRetrievalMethods is present, the map shall contain webapi, oidc, or both.
4. HrotocollInfo: to ensure the DeviceEngagement remains applicable to future solutions pnd updates,
the contents of the protocolInfo are RFUdirconsideration for defining protocol information.
The following requirements apply forgsadditional key-value pairs within the device [engagement
strucfure: positive integers for keys are RFU. An application-specific extension shall uge a negative
integpr for the key. An mdoc or mde€ reader shall ignore any key-value pairs with a negatjve key value
that it is not able to interpret.
An ejample of a device engagement structure can be found in D.3.1.
8.2.1{2 Server retrieval information
Setting up server retrieval requires the mdoc to provide the server retrieval information|to the mdoc
readdr to facilitate the mdoc reader’s use of the server retrieval method.
The dervertetrieval information can be transferred as part of the device engagement strujcture or as a
data element during device retrieval.

I

the server retrieval information is transferred as part of device engagement, the oidc, webapi or

both structures shall be transferred as part of serverRetrievalMethods in the device engagement
structure (see 8.2.1.1).

[f the server retrieval information is transferred as part of device retrieval, the oidc, webapi or both
structures shall be transferred as data elements in the device retrieval mdoc response as defined
in 8.3.2.1.2.2. They shall be returned in either 1ssuersignedItems Or DeviceSignedItems. The oidc
structure shall have the data element identifier “oidc_info”. The webapi structure shall have the data
element identifier “webapi_info”. The namespace of these data elements shall be “org.is0.18013.5.1".

If the mdoc reader wants to use server retrieval, it can request the “webapi_info” or “oidc_info” data
elements as a part of the device retrieval mdoc request. The mdoc reader may also do this if the mdoc
already included the server retrieval information in the device engagement structure.
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If the server retrieval information is transferred during device retrieval, its authenticity is protected
by either issuer data authentication (9.1.2) or mdoc authentication (9.1.3). If the server retrieval
information is transferred in the device engagement structure, it is not protected. Therefore, the [A
is responsible for the server retrieval token sent in the device engagement structure to authorize the
request as part of the transaction by or on behalf of the mdoc holder.

The structures that contain the server retrieval information shall be encoded as CBOR and formatted

as follows:

Oidc [

uint,
tstr,

Version
Issuer URL

tstr
]

WebApi
uint,
tstr,
tstr

[

]

Both arrays
version indi
shall be 1 fo
in 8.3.2.2.

8.2.2 Dev

8.2.2.1 De

Device enga
Connection H
4 Tag shall
mdoc reader
mdoc reader
Handover.

When Static
the mdoc in
Carrier Recad
one of the tr

When Negot
Parameterr
a Handover
Message sha
the mdoc red

oerver retrieval Ttoken

Version
Issuer URL
Server retrieval token

’
’

’

ates the version of the transfer methods, in the current version,of this document, its
- both OIDC and WebAPI. The URL and the server retrieval tokén field are further dd

ce engagement transmission technology

vice engagement using NFC

rement using NFC shall follow the Connectiér-Handover protocol as defined by NFC F
[andover (CH) Technical Specification, Versign 1.5. Only Reader/Writer mode using the
be used. The Connection Handover pretocol shall be initiated by the mdoc readet
shall take the role of Handover Reguester. The mdoc shall be the NFC Tag Device an
shall be the NFC Reader Device..The mdoc shall use either Static Handover or Negot

Handover is used, the Handover Select Message shall be retrieved by the mdoc reader
a Type 4 Tag and shall(contain at least one Alternative Carrier Record. Each Altert
rd shall indicate a device retrieval method the mdoc supports. An mdoc reader shall
hnsmission technelogies from the ones provided in the Alternative Carrier Records.

ated Handover'is'used, the mdoc shall include the “urn:nfc:sn:handover” service in a S¢
pcord in the Tnitial NDEF message provided to the mdoc reader. The mdoc reader shal
Request/Message to the mdoc after the it has selected this service. The Handover Re
1l contaiit an Alternative Carrier Record for each alternative carrier that is support
der’.The mdoc confirms the handover by providing a Handover Select Message contg

consist of three fields: the version, the issuer URL, and the server retrieval token.

The
value
fined

rum,
Type
. The
d the
iated

from
ative
belect

rvice
send
quest
ed by
ining

exactly one §

éléeted alternative carrier.

NOTE

Use of Negotiated Handover for device engagement allows negotiation of transfer methods. For BLE

and Wi-Fi Aware, it additionally allows negotiation of keys used by the transmission layer. This can provide
better user experience and security of data transmission.

For the BLE device retrieval transmission technology, the contents of the Alternative Carrier Record
and Carrier Configuration Record(s) shall comply with 8.3.3.1.1.2.

For the NFC device retrieval transmission technology, the contents of the Alternative Carrier Record
and Carrier Configuration Record(s) shall comply with 8.2.2.2.

For the Wi-Fi Aware device retrieval transmission technology, the contents of the Alternative Carrier
Record and Carrier Configuration Record(s) shall comply with the Wi-Fi Alliance Neighbor Awareness

Networking
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The DeviceEngagement structure as defined in 8.2.1.1 shall be transferred from the mdoc to the mdoc
reader as part of an auxiliary data record of the Handover Select Message with the type “iso.org:18013:
deviceengagement” and the ID reference “mdoc”, with type name format NFC Forum external type
(0x04). For each ac record, “Auxiliary Data Reference” points to the NDEF record which contains the
device engagement structure.

When Negotiated Handover is used, the mdoc reader may sent a ReaderEngagement structure to the
mdoc as part of an auxiliary data record of the Handover Request Message with the type “iso.org:18013:
readerengagement” and the ID reference “mdocreader”, with type name format NFC Forum external
type (0x04), to provide information from the mdoc reader to the mdoc.

The reader nngagnmohf structure shallbe CBOR encoded and formatted as followss:

ReadqrEngagement =
{
: tstr, ; Version
1 int => any
}
The rleader engagement structure contains the following key-value pairs:
0. Version: the version of the reader engagement structure. In the eurrent version of this document
its value shall be “1.0".
This document does not define any other key-value pairs for use4in ReaderEngagement. The following

requirements apply for additional key-value pairs within thexreader engagement struct
integprs for keys are RFU. An application-specific extension(shall use a negative integer fo
mdod or mdoc reader shall ignore any key-value pairs-with a negative key value that it i
interpret.

ire: positive
Ir the key. An
s not able to

8.2.2(2 Alternative Carrier Record for device'retrieval using NFC

The Alternative Carrier Record for the NFC'device retrieval transmission technology shhll reference

the Cprrier Configuration Record with theID reference “nfc”.

The (

arrier Configuration Record for-NFC device retrieval transmission technology shall h

ave the type

“is0.qrg:18013:nfc” and the ID reference “nfc”. The binary content of the Carrier Configuration Record
shall pe encoded according to Tdble 6.
Table 6 — Binary centent of the Carrier Configuration Record for NFC device retrieval
Field Size (Octet) Sub-Field Value Priesence
Versipn 1 0x01 Mandatgry
Maximum command |1 Length See below
data |ength
! Data type 0x01 Conditidnal
Variable Maximum command |See 8.3.3.1.2
data length
Maximum response |1 Length See below
data length
L Data type 0x02 Conditional
Variable Maximum response |See 8.3.3.1.2
data length

The value of the version field shall be the mdoc NFC Connection Handover Version encoded as an
unsigned integer. This is a mandatory field.

For each field, the value of the length sub-field shall be the sum of the length of the other two sub-fields
within that field, encoded as an unsigned integer.
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The value of the maximum command data length field shall be the maximum length of command data
field supported by the mdoc, encoded as an unsigned integer. This field is further defined in 8.3.3.1.2.
This field is mandatory for the mdoc and shall not be used by the mdoc reader.

The value of the maximum response data length field shall be the maximum length of response data
field supported by the mdoc, encoded as an unsigned integer. This field is further defined in 8.3.3.1.2.
This field is mandatory for the mdoc and shall not be used by the mdoc reader.

8.2.2.3 Device engagement using QR code

If QR code is used for device engagement, the device engagement structure shall be transmitted as a
barcode conypti i . ' ' X d the
DeviceEngagement Structure specified in 8.2.1.1 encoded using base64url-without-padding, acce
to RFC 4648 as path.

NOTE THe requirements above result in the content of the QR code as “mdoc:” followed by the basep4url-
without-paddjing encoded device engagement structure.

An mdoc redder shall select one of the transmission technologies from the onesiptovided in the device
engagement(structure.

Table 7 defines the values that shall be used for the pevicerRetrievadMethod structure. Any jother
DeviceRetrifvalMethod type is RFU.

Table 7 — DeviceRetrievalMethod parameters

NFC BLE Wi-Fi Aware
type 1 2 3
version 1 1 1
options NfcOptions BleOptions WifiOptions

The wifioptfons, BleOptions and Nfcoptiong’ structures shall be formatted as follows. Pther
RetrievalOdtions are RFU.

WifiOptions F {

? 0: tgtr, ; Pass-phrase\irnfo Pass-phrase
? 1: uint, ; Channel Inf® Operating Class
? 2: uipht, ; Channel Info Channel Number
? 3: bgtr ; Band_%afo Supported Bands
}
BleOptions F {
0 : bodl, ;L. Indicates support for mdoc peripheral server mode
1 : bodl, 7 Indicates support for mdoc central client mode
? 10 : Jostr, ; UUID for mdoc peripheral server mode
?2 11 : Jostt ; UUID for mdoc client central mode
? 20 : bsSex ; mdoc BLE Device Address for mdoc peripheral server mode

}

NfcOptions = {
0 : uint, ; Maximum length of command data field
1 : uint ; Maximum length of response data field
}
The contents of these fields are further defined in 8.3.3.1.1, 8.3.3.1.2, and 8.3.3.1.3.

8.2.3 Device engagement time-out

If the mdoc reader implements a time-out for the time between the transaction initialization and
receiving device engagement data, the time-out should be no less than 30 seconds. The mdoc verifier
may terminate the session at any time.
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If the mdoc or mdoc reader implements a time-out for the time between receiving or sending device
engagement data and sending or receiving the session establishment message (see 9.1.1.4), the time-out
should be no less than 30 seconds. The mdoc holder and mdoc verifier may terminate the session at any

time.

8.3 Data retrieval

8.3.1 Data model

The document type that is requested by an mdoc reader or returned by an mdoc or IA infrastructure is

encapsulated in the nocType parameter

NOTH1 Thereisnorequirement for the DocType format. An approach to avoid collisions is t6 us¢g the following

generpl format: [Reverse Domain].[Domain Specific Extension].

The jamespace parameter provides the namespace within which the data elemefits requested by the
mdodreader or returned by the mdoc are defined. A document may contain data elements ffom multiple

namgspaces. The meaning of data elements is dependent on their namespadee:

NOTH2  There is no requirement for the NameSpace format. An approach’ to avoid collisions|is to use the

following general format: [Reverse Domain].[Domain Specific Extension]:

The (DDL definitions for bocType, NameSpace, DataElement Identlificer and DataElementValuelare common
acrogs different data retrieval methods and the applicable $ecurity mechanisms. The following CDDL

definjtions shall be applied to the CDDL structures defined in' Clause 8 and Clause 9:

DocType = tstr

Namedpace = tstr
DataBlementIdentifier = tstr ; Data elemenfy‘identifier
DataljlementValue = any ; Data element value

8.3.2| Dataretrieval methods

8.3.2|1 Device retrieval

8.3.2|1.1 General

The mdoc request and mdoc’response messages are defined in 8.3.2.1.2. They are encrypted and
subs¢quently included in‘a session establishment or session data message, see 9.1.1. These session
establishment and session data messages are then transferred using one of the devjce retrieval

trangmission methods specified in 8.3.3.1.1, 8.3.3.1.2, or 8.3.3.1.3.
8.3.2{1.2 Message structures

8.3.2]112.1% Device retrieval mdoc request

The device retrieval mdoc request structure shall be CBOR encoded and formatted as follows:

DeviceRequest = {
"version" : tstr, ; Version of DeviceRequest structure
"docRequests" : [+ DocRequest] ; Requested documents

}
DocRequest = {
"itemsRequest" : ItemsRequestBytes,
? "readerAuth" : ReaderAuth ; mdoc reader authentication
}
ItemsRequestBytes = #6.24 (bstr .cbor ItemsRequest)

ItemsRequest = {
"docType" : DocType, ; Document type requested
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aces" NameSpaces,

estInfo” {* tstr => any} ; Additional information

= {

pace => DataElements ; Requested data elements for each NameSpace

s {
lementIdentifier => IntentToRetain

’

Requested data element identifiers
with intent to retain wvalues

’

in = bool

version is th
shall be “1.0
structure sh
communicat]

docRequests
ItemRequest
ReaderAuth |
docType is th

requestInfg

e version for the pevicerRequest structure: in the current version of this document its
.If other versions are specified in the future, the major version (see 8.1) of a fevicere
all not be higher than the major version of the device engagement structufte (see 8.
ed by the mdoc in the same transaction.

contains an array of all requested documents.

Bytes contains the 1temsRequest structure as a tagged CBOR bytéstring.
s used for mdoc reader authentication as defined in 9.1.4.

e requested document type.

may be used by the mdoc reader to provide additional information. This document

not define amy key-value pairs for use in requestInfo. Ansmdoc shall ignore any key-value pairs

is not able tq
NameSpaces

DataElement]
each reques
intends to r
digests and

IntentToRed
than necess{

The mdoc sh
the request.

An example

8.3.2.1.2.2

interpret.
ontains the requested data elements and the namespace they belong to.

s contains the requested data elements identified by their data element identifie
ted data element, the IntentToRetain variable indicates whether the mdoc vd
ptain the received data elemént. The mdoc verifier shall not retain any data, incl
ignatures, or derived datareceived from the mdoc, except for data elements for whig
ain flag was set to truerinithe request. To retain is defined as “to store for a period 1
ry to conduct the transaction in realtime”.

all ignore all unknpwn data elements in a device retrieval mdoc request when proce

bf a device€ fetrieval mdoc request can be found in D.4.1.1.

Device retrieval mdoc response

value
huest

D.1.1)

does
hat it

r. For
rifier
iding
h the
bnger

ssing

The device rettievalmdecresponse-shall-be-CBOR-encodedandformatted-asfolows:
DeviceResponse = {
"version" tstr, ; Version of the DeviceResponse structure
? "documents" [+Document], ; Returned documents
? "documentErrors": [+DocumentError]; For unreturned documents, optional error codes
"status" uint ; Status code
}
Document = {
"docType" DocType, ; Document type returned
"issuerSigned" IssuerSigned, ; Returned data elements signed by the issuer
"deviceSigned" DeviceSigned, ; Returned data elements signed by the mdoc
? "errors" Errors
}
DocumentError = {
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DocType => ErrorCode ; Error codes for unreturned documents
}
IssuerSigned = {
? "nameSpaces" : IssuerNameSpaces, ; Returned data elements
"issuerAuth" : IssuerAuth ; Contains the mobile security object (MSO)

; for issuer data authentication

IssuerNameSpaces = { ; Returned data elements for each namespace
+ NameSpace => [ + IssuerSignedItemBytes ]

}

IssudrSignedItemBytes = #6.24 (bstr .cbor IssuerSignedItem)

IssugqrSignedItem = {
'ldigestID" : uint, ; Digest ID for issuer data authen¥icatfon
'random" : bstr, ; Random value for issuer data audthentifation
'lelementIdentifier" : DataElementIdentifier, ; Data element identlifier
'lelementValue" : DataElementValue ; Data element value

}

DevideSigned = {

'lnameSpaces" : DeviceNameSpacesBytes, ; Returned datazg&lements
'ldeviceAuth" : DeviceAuth ; Contains thé\device authenticatioh
; for mdoc &uthentication

}

DevigeNameSpacesBytes = #6.24 (bstr .cbor DeviceNameSpaces)
DevideNameSpaces = {
1 NameSpace => DeviceSignedItems ; Returned data elements for each namespace

}

DevideSignedItems = {

4+ DataElementIdentifier => DataElementValue ; Returned data element identifier and
valusdg
}
DevideAuth = { ; Eitherrsignature or MAC for mdoc authentication
'l[deviceSignature™ : DevieeSignature // ; "//"™ means or
'ldeviceMac" : DeviceMa€
}
Errofs = {
4+ NameSpace =>~BrrorItems ; Error codes for each namespace
}
ErrofItems = ¢
4 DataElementIdentifier => ErrorCode ; Error code per data element
}
ErrofGode = int ; Error code

version is the version for the DeviceResponse structure. In the current version of this document
its value shall be “1.0”. If other versions are specified in the future, the major version (see 8.1) of a
DeviceResponse Structure shall not be higher than the major version of the device engagement structure
(see 8.2.1.1) communicated by the mdoc in the same transaction. The major version of a beviceResponse
structure shall also not be higher than the major version of the mdoc request (see 8.3.2.1.2.1) to which
itis a response.

documents contains an array of all returned documents. documentErrors can contain error codes for
documents that are not returned. status contains a status code according to 8.3.2.1.2.3.

In the pocument structure, the document type of the returned document is indicated by the
docType element. The document type shall match the document type as indicated in the issuer data
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authentication (see 9.1.2) and mdoc authentication structures (see 9.1.3). errors can contain error
codes for data elements that are not returned.

IssuerSigned contains the mobile security object for issuer data authentication and the data elements
protected by issuer data authentication. nameSpaces contains the returned data elements as part of
their corresponding namespaces.

The 1ssuerauth structure is defined in 9.1.2.4.

Individual data elements are returned as IssuerSignedItem. The digestID and random are defined
in 9.1.2.5. elementIdentifier is the data element identifier and elementvalue the data element value.

Each 1ssuer

SignedItem is returned as part of the corresponding namespace in the IssuerNames

paces

structure. T
DataElement]

DeviceSigng
authenticati
namespaces
authenticati
contains eit}

DeviceSigneg
part of the c

If the devic

requested in the device retrieval mdoc request, an error code may be returned as part d

documentErr]
If present, £4

An example

8.3.2.1.2.3

The status ¢
different fro

he mdoc shall not include two or more IssuerSignedItem elements with the
Tdentifier in a single NameSpace and Document.

4 contains the mdoc authentication structure and the data elements protéeted by
bn. nameSpaces contains the returned data elements as part of theipycorrespo
nameSpaces iS a mandatory element because the element is authenticated using
bn. The pDeviceNameSpaces structure can be an empty structure. The néviceauth stru
er the pevicesignature or the beviceMac element, both are defined in 9.1.3.

HItems contains the data element identifiers and values. pevi&sedignedItems is return
prresponding namespace in DeviceNameSpaces.

e retrieval mdoc response structure does not includersome data element or docu
ors O errors Structures.
rorCode shall contain an error code accordingto 8.3.2.1.2.3.

bf a device retrieval mdoc response canbe“found in D.4.1.2.

Device retrieval mdoc response status and error codes

blement shall contain one of thé-status codes in Table 8. If the mdoc returns a status
0, it shall not return any déeuments.

Table 8 — Response status

same

mdoc
hding
mdoc
cture

ed as

ment
f the

code

Status
code

btatus
essage

Description Actions required

0

OK Normal processing. This status message shall be No specific action requir

returned if no other status is returned

ed

10 Gen|

eral error The mdoc reader may inspe

problem. The mdoc reader

The mdoc returns an error without any given
reason.

continue the transaction.

tthe
may

11

CBOR decoding

The mdoc indicates an error during CBOR decoding
that the data received is not valid CBOR. Returning
this status code is optional.

error

The mdoc reader may inspect the
problem. The mdoc reader may
continue the transaction.

12

CBOR valida-
tion error

The mdoc indicates an error during CBOR valida-
tion, e.g. wrong CBOR structures. Returning this
status code is optional.

The mdoc reader may inspect the
problem. The mdoc reader may
continue the transaction.

If present, the Errorcode element shall contain an error code from Table 9. An Errorcode is specific to
the document or data element requested within a namespace.
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Table 9 — Data handling error

Erro

Error code
message

r code Description

Data not re-

turned any given reason. This element may be used in all cases

The mdoc does not provide the requested document or data element without

Other
positive
integers

See description RFU

Negative
integers

See description

These error codes may be used for application-specific purposes.

8.3.2

8.3.2

Data
the sf
mess
speci
OIDC

The
prov
outsi

NOTH
reade
about]

NOTE
the is
autho

8.3.2

8.3.2

l

2 Server retrieval

2.1 General

retrieval using server retrieval shall make use of WebAPI or OIDC. Subclause 8.3.2.

2.2 specifies

ructures of server retrieval mdoc requests and server retrieval mdocresponses for
hges structures for WebAPI are transferred using the server data retrieval transmis
fied in 8.3.3.2.1. Subclause 8.3.3.2.2 specifies the server data.retrieval transmissior]

doc is identified by the issuing authority infrastruéture using the server retrie
ed by the mdoc reader (see 8.2.1.2). The information encoded in the server retric
e the scope of this document.

1  The server retrieval token can contain information about which data is to be provide
I. The issuing authority infrastructure can use ‘a'seéparate interface with the mdoc to retriev
which data is to be provided to the mdoc reader.

2 Theissuing authority infrastructureis involved in each server retrieval-based transact

suing authority knows when an mdoc.is’'used and what data is shared. If tracking is a conce
rity can implement mitigating strategies to ensure the mdoc and the mdoc holder are not tragd

2.2 WebAPI structures

2.2.1 Server retrieval mdoc request

WebAPI. The
sion method
1 method for

val token as
bval token is

1 to the mdoc
e information

on; therefore,
n, the issuing
ked.

The gerver retrievalmdoc request shall be JSON encoded and formatted as follows:

ServgrRequest =\f
'[versionX tstr, ; Version of the structure
'ltoken" tstr, ; Server retrieval token
'ldocReqguests" [+ ItemsRequest] ; Requested documents

}

ItemsRequest = {
"docType" DocType, ; Document type requested
"nameSpaces" NameSpaces,

? "requestInfo"

}

NameSpaces
+ NameSpace => DataElements

}

DataElements
+ DataElementIdentifier => IntentToRetain

}

IntentToRetain

{* tstr => any} Additional information

{

{

with intent to retain values

’

bool

© ISO/IEC 2021 - All rights reserved
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version is the version for the serverrequest structure: in the current version of this document its value
shall be “1.0”. If other versions are specified in the future, the major version (see 8.1) of a serverRequest
structure shall not be higher than the major version of the device engagement structure (see 8.2.1.1)

communicat
token shall ¢

docRequests

ed by the mdoc in the same transaction.
ontain the server retrieval token (see 8.2.1.2) which identifies the mdoc.

contains an array of all requested documents.

docType is the requested document type.

requestInfg
not define a
pairs that it

NameSpaces

DataElement]
each requeg
intends to r
digests and
IntentToRet
than necess4

The IA infra
processing t

An informat

8.3.2.2.2.2

The serverr

ServerRespog
"versig
? "docu
? "docu

}

JWT tstr
JWTClaimsSe
"doctyp
"namesp
? "erro
* tstr
}

may be used by the mdoc reader to provide additional information. This document
1y key-value pairs for use in requestinfo. An IA infrastructure shall ignore any key-
s not able to interpret.

ontains the requested data elements and the namespace they belong to.

s contains the requested data elements identified by their data elément identifie
ted data element, the IntentToRetain variable indicates whether the mdoc vd
etain the received data element. The mdoc verifier shall not{retain any data, incl
ignatures, or derived data received from the mdoc, except for\data elements for whig
ain flag was set to true in the request. To retain is defined-as “to store for a period 1
ry to conduct the transaction in realtime”.

structure shall ignore all unknown data elements,inéa server retrieval mdoc request
he request.

ve example of a server retrieval mdoc requestcan be found in D.4.2.1.1.

Server retrieval mdoc response

btrieval mdoc response shall be JSON encoded and shall be formatted as follows:

nse = {

n" tstr, ; Version of the structure

ments" [+JWT], ; Returned documents

mentErrors": [+DocumenfError]; For unreturned documents, optional error co
; JWT with JWTClaimsSet as JWT Claims Set

t = {

e "' DocType, ; Document type returned

aces" NameSpacesResponse,

rs" Brrors,

=> any ; Registered claims

does
value

r. For
rifier
iding
h the
bnger

\when

es

NameSpacesResponse

+ NameS

}

DataElement
+ DatakE
}

DocumentErr
DocType
}

Errors {
+ NamesS

34

{

pace => DataElementsValues Returned data elements for each namespace

’

sValues {
lementIdentifier => DataElementValue

or {
=> ErrorCode

Error codes for unreturned documents

’

pace => Errorltems Error codes for each namespace

’
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ErrorItems {

+ DataElementIdentifier => ErrorCode Error code per data element

’

}

ErrorCode int Error code

’

version is the version for the serverResponse structure: in the current version of this document its value
shall be “1.0”. If other versions are specified in the future, the major version (see 8.1) of a serverResponse
structure shall not be higher than the major version of the device engagement structure (see 8.2.1.1)
communicated by the mdoc in the same transaction. The major version of a serverResponse structure

shallﬁlsnmh&mghﬂmwwwgm@e&ﬂ&zz.z.l) to
itis aresponse.

whic

docury

Web
Each

docury
docty

Name
DataH

erroj

In ad
be re

ents contains an array of all returned documents. Each document shall be feturn
Token (JWT), as specified in RFC 7519. The claims conveyed by each [WTvare in Ji
JWT is protected using a JSON Web Signature (JWS) as specified in 9.2.2,

entErrors can contain error codes for documents that are not retunned:
pe is the returned document type.

pacesResponse contains the returned mdoc data elemients as part of their
lementsvalues contains the data element identifiers and\the corresponding data elen

s can contain error codes for data elements that are’not returned.

Jition to the doctype, namespaces and errors claims; also any registered claims (see R
furned as part of Jnrclaimsset. Whenever any:mdoc data is sent to an mdoc reader, t

ed as a JSON
NTClaimsSet.

namespace.
hent values.

FC 7519) can
he following

registered claims shall be present in the JWT: exp-(Expiration Time) and iat (Issued AT) as defined in
RFC 75109.
If the server retrieval mdoc response stiucture does not include some data element ¢r document
requg¢sted in the server retrieval mdoc request, an error code may be returned as|part of the
docunentErrors Or errors structures. If present Errorcode shall contain an error code pccording to
Tablg 10. An Errorcode is specifie to the document or data element requested within a namespace.
Table 10 — Data handling errors
Error code| Error code Description
message
0 Datanot re- The issuing authority infrastructure does not provide the request¢d document
turned or data element without any given reason. This element may be usefl in all cases.
Other See description RFU
pogitive
integérs
Negative | See description These error codes may be used for application-specific purposes.
integers

An example of the server retrieval mdoc response can be found in D.4.2.1.2.

© ISO/IEC 2021 - All rights reserved

35


https://iecnorm.com/api/?name=f9ac2e7d7978373e9e0f30eba8999757

ISO/IEC 18

013-5:2021(E)

8.3.3 Dataretrieval transmission technologies

8.3.3.1 Device retrieval

8.3.3.1.1 Data retrieval using Bluetooth® low energy (BLE)

8.3.3.1.1.1

General

Bluetooth® low energy (BLE), implemented according to the Bluetooth Core Specification[19, may
be used for device retrieval. An mdoc shall support version 4.0 of this specification. An mdoc should

D

support vers
and LE Data
2M PHY.

Using BLE a

rS i) leat 1 £l oozt H A | | Lall i 3
td I dCiATU LlCllsLll LIALCIISIUIL. NI TITUuUL 1TCdAdUtltT SITdIT DUPIJUI L VLI OIY

Packet Length Extension. An mdoc reader is recommended to support version 5.0a

H 4.0 p= [ 4
IVIl "T.o dlIlu LL DUDd

5 a transmission technology consists of two phases, connection setup and data retr

During connjection setup, the mdoc and mdoc reader connect to each other. After the connection

up, data retr

BLE secure ¢
or an mdoc 1
is ensured b

All BLE sess

As part of dg
the Central

Specificatior]
NOTE It

If the mdoc
client mode.

ieval can be initiated.

onnections can be used if supported by both the mdoc and mdoc feader. However, an
eader shall not require the use of BLE secure connections. Security of the transferred
 the security mechanisms specified in Clause 9.

on information shall be removed after each transaction

vice engagement, an mdoc, and optionally the mdde’reader, indicates whether it sup,
role, the Peripheral role or both, which are implemented according to the Bluetooth
(10],

s possible for the mdoc or mdoc reader to support both roles, until data retrieval has started.

supports the Central role, it shall act:as’a GATT client. This mode is called mdoc ce
If the mdoc supports the Peripheralbiole, it shall act as a GATT server. This mode is ¢

mdoc peripheral server mode.

If the mdoc

ndicates during device engagement that it supports both modes, the mdoc reader s

select the mdloc central client mode.

8.3.3.1.1.2

This subclat
Reference [1

Device engd

For device e

Device engagement contents

|se describes the requirements for the contents of the device engagement inform
3] gives further informative guidance.

gement using NFC

n 4.2
hd LE

ieval.
is set

mdoc
data

ports
Core

ntral
alled

hould

htion.

Name

hgagement using NFC, the BLE alternative carrier configuration record Record Type

shall be “application/vnd.bluetooth.le.oob”. The Supplement to the Bluetooth Core Specificatiponl11]

specifies data types used for OOB data blocks. The following requirements apply to the presence of the
data types in the OOB data block.

which LE roles they support or select.

take a shorter time compared to using the UUID to identify the correct device to connect to.

below. This field shall be used to transfer the UUIDs used for connection setup, if applicable.

1

LE Role (0x1C). This type is mandatory. It shall be used by the mdoc and mdoc reader to indicate

LE Device Address (0x1B). This field is recommended. If it is available, the connection process can

Complete List of 128-bit Service UUIDs (0x07). The requirements for including this field are defined

Bluetooth is the trademark of a product supplied by the Bluetooth Special Interest Group. This information

is given for the convenience of users of this document and does not constitute an endorsement by ISO/IEC of the
product named. Equivalent products may be used if they can be shown to lead to the same results.
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When encoding the OOB data blocks, note that the Supplement to the Bluetooth Core

Specification

specifies that certain values should be little-endian, in Clause 1 it is stated that: “All numerical multi-byte entities
and values associated with the following data types shall use little-endian byte order.”

Other data types may be included in the OOB data block.

The following requirements apply for including the UUID field during NFC device engagement:

UUID in the Handover Request message, to be used for mdoc central client mode;

for Negotiated Handover, if the mdoc reader supports mdoc central client mode, it shall include a

for Negotiated Handover, if the mdoc chooses to use mdoc peripheral server mode, it shall include a

v

f
1

Devi

For d
fields
shall
RFC 4
Devig

The U
shall

The
be pr

The H
notb
take

8.3.3

The U
broad
packg
Howsd

NOTH
envir
conng

NOTE

A 1 hdhd 1 Ol 1 1L 1 . 1 1 1
UID HI'UIC TTdIIUOVET STICLLIIICSS4dgC, LU DE USCU 101 TTIAOC PDETIPIICT 4l SET'VET ITIOUC,

br Static Handover, the mdoc shall send one UUID in the handover select message; tc
hdoc central client mode, mdoc peripheral server mode or both.

e engagement using QR code

evice engagement using QR code, the mdoc shall indicate which,modes it suppor
in the Bleoptions structure as specified in 8.2.2.3. The UUIPs in the Bleoptio
be encoded using variant 1 (“10x’b) as a 16 octets element with the byte order as
1122, section 4.1.2. The value of the BLE Device Address field-shall use the same encod
e Address field used in device engagement using NFC as defined earlier in this subcla

JUID for peripheral server mode shall be present if mdoc peripheral server mode is su
not be present if peripheral server mode is not supparted.

UID for client central mode shall be present ifimdoc central client mode is supported
esent if central client mode is not supported,.

LE Device Address field may be presentif mdoc peripheral server mode is supporte
e present if peripheral server mode isinot supported. If it is available, the connection

1.1.3 Connection setup

JUIDs used shall be 16-byte UUIDs that are unique for the transaction. The Periphera
Icast the service with:the UUID as received or sent during device engagement in the
t. The Central device is then able to scan for the UUID and connect to the advert
ver, the Central-device may use a different mechanism to identify the Peripheral devi

1 BLE staeks in mobile devices can use scan filter and caching methods to manaj
nments ,and~manage scan intervals for device energy consumption control. This can
ction timetequired when using UUIDs for the identification of the Peripheral device.

2 Finding the correct device to connect to is purely a practical problem. Connecting to th

reade

does not have security implications, since due to the security methods described in Claud

h shorter time compared to using the/UUID to identify the correct device to connect tq.

be used for

ts using the
hs structure
specified in
ing as the LE
ise.

pported and

hnd shall not

l and it shall
process can

device shall
advertising
ised service.
Ce.
oe congested

influence the

e wrong mdoc
e 9, the mdoc

and mdoc reader will not setup a session with the wrong mdoc reader. Note however, that these mechanisms do
not provide complete protection against a bad actor aiming to cause a denial of service attack by advertising as a
fake mdoc reader.

To ensure that the mdoc is connected to the correct mdoc reader, the mdoc may verify the Ident
characteristic as described in 8.3.3.1.1.4. The Ident characteristic value shall be calculated using the
following procedure:

Use HKDF as defined in RFC 5869 with the following parameters:
Hash: SHA-256,

IKM: EdeviceKeyBytes (see 9.1.1.4),

— salt: (no salt value is provided),
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— info: “BLEIdent” (encoded as a UTF-8 string),
— L: 16 octets.

If the Ident characteristic received from the mdoc reader does not match the expected value, the mdoc
shall terminate the connection.

NOTE 3 The purpose of the Ident characteristic is only to verify whether the mdoc is connected to the
correct mdoc reader before starting data retrieval. If the mdoc is connected to the wrong mdoc reader, session
establishment will fail. Connecting and disconnecting to an mdoc reader takes a relatively large amount of time
and it is therefore fastest to implement methods to identify the correct mdoc reader to connect to and not to rely
purely on the Ident characteristic to identify the correct mdoc reader.

After connegtion is setup, the GATT client may check to see if the GATT server supports the " LRCAP
transmissioi profile and, if so, use it to transfer data. See Annex A for more information. [fthe LRCAP
transmission profile is used, 8.3.3.1.1.5,8.3.3.1.1.6, 8.3.3.1.1.7, and 8.3.3.1.1.8 do not apply.

8.3.3.1.1.4 | Service definition

Table 11 shojws characteristics which the mdoc service shall contain if the mdoc isthe GATT servel. The
services may contain other characteristics and properties besides the ones required in Table 11.

NOTE Supporting the Write property next to Write Without RespOnse property can solve |some
interoperabil]ty issues. Using Write Without Response has a higher transmission rate.

Table 11 — mdoc service characteristics

Characteristic name UUID Mandatory properties
State 00000%%17_29172??3:;%?896]3' Notify, Write Without Responsp
ClientR2Server 0000005(227_29172333;;}555-896& Write Without Response
Servef2Client 000000537_&17233?;;}555_8968_ Notify

Table 12 shgws characteristics which the mdoc reader service shall contain if the mdoc reader |s the
GATT server The services may contain other characteristics and properties besides the ones required
in Table 12.

Table 12 — mdoc reader service characteristics

Characteristic name UUID Mandatory properties
00000005- A123-48CE-896B- . . .
State 4C76973373E6 Notify, Write Without Responsk
Client2Seérver 000000?,?;,1}\1_,293,;3,?5,]3-896]3- Write Without Response
. 00000007- A123-48CE-896B- .
Server2Client 4C76973373E6 Notify
00000008- A123-48CE-896B-
Ident 4C76973373E6 Read

Each service characteristic having the Notify property shall contain the Client Characteristic
Configuration Descriptor, with UUID ‘0x29 0x02’ and default value of ‘0x00 0x00’. This value shall be
set to ‘0x00 0x01’ by the GATT client to get notified for the characteristic associated to this descriptor.

8.3.3.1.1.5 Connection state

After the connection is setup, the GATT client shall subscribe to notifications of characteristic ‘State’ and
‘Server2Client’. For performance reasons, the GATT client should request for an MTU as high possible.
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After these steps, the GATT client shall make a write without response request to ‘State’ where it sets
the value to 0x01. This tells the GATT server that the GATT client is ready for the transmission to start.

The connection state is indicated by the ‘State’ characteristic. It is encoded as 1-byte binary data.
Table 13 describes the different connection state values, which are communicated using Write Without
Response and Notify.

Table 13 — Connection state values

Command Data Sender Description
Start 0x01 GATT client This indicates that the mdoc reader may/will begin
Transmission. |
End 0x02 mdoc, mdoc reader Signal to finish/terminate transaction, The l}ﬂdOC reader
shall use this value to signal the end of'data r¢trieval. Both
the mdoc and the mdoc reader carduse this yalue at any
time to terminate the connectiomSee also 9.1.1.4 for more
information on session terminatiojn.
8.3.3]1.1.6 Data retrieval

Data
The d

If the
a leng
With
0x01

If thd
with
Notif]
indic
The s

Figurn
subcl

retrieval shall start by signalling the ‘Start’ value to the ‘State'\characteristic.
ata sent shall be the sessionEstablishment Or SessionDatamessages as defined in 9]

GATT client wants to send a message to the GATT sérver, it shall divide the message i

but Response command via the ‘Client2Server. characteristic. The first byte of each j
which indicates more messages are coming,.or0x00, to indicate it is the last part of t

GATT server wants to send a messageto’ the GATT client, it shall divide the mesq
a length of 3 bytes less than the MTUssize. It then sends these parts to the GATT cli¢
y command via the ‘Server2Client’ characteristic. The first byte of each part is either
htes more parts are coming, or 0x00, to indicate it is the last part of the message.

equence of messages shall be.repeated as long as necessary to finish data retrieval.

e 5 shows the informatiyve sequence diagram for the data retrieval phase as desc
puse.

1.1.4.

n parts with

rth of 3 bytes less than the MTU size. It then sends these parts to the GATT server using the Write

part is either
he message.

age in parts

ent using the
0x01, which

ribed in this
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GATT client GATT server
mdoc or mdoc reader mdoc or mdoc reader
I T 1
I GATT client sends a message |
| e |
| 1 LOOP [optional loop until the remaining data fits in the characteristic length] : I
| N
| I Write without response to Client2Server characteristic with partial : I
| : message data (prepend 0x01) N : I
L St O o G
| I
| Write without response to Client2Server characteristic with partial |
| message data (prepend 0x00) R |
| I
———— e —— — — — — — — — — — — — — — — — — — g J— c— — -] e —
— = 1
I GATT server sends a message |
| l_ -rmrN--————— e —_____—_—_—_—_—_—__—_—__—___—-——T——-—_-_——_—__—_n—_ = - _I |
| I LOPP [optional loop until the remaining data fits in the.¢haracteristic length] | I
| N
| I Notify from Server2Client characteristic with partial message data : I
| : (prepend 0x01) : I
I N — ——a
I Notify from Server2Client charaeteristic with partial message data :
: (prepend 0x00) I
| I
——— e —— — — — — —_ f— — — — — — — — — — — — — — — — e —
mdoc or mdoc reader mdoc or mdoc reagler

Figure 5 — Data transfer sequence diagram
8.3.3.1.1.7 | Conneéction closure
After data retrjeval, the GATT client shall unsubscribe from both the ‘State’ and ‘Server2(lient’
characteristIcs and sthatt disconmect from the GAT T Server:

8.3.3.1.1.8 Connection re-establishment

In case of a lost connection before the ‘State’ characteristic has been set to a value of 0x01 (e.g. the
transmission has not yet started), the mdoc and mdoc reader should terminate their current BLE
session and try to reconnect according to 8.3.3.1.1.3.

In case of a lost connection after the 'State' characteristic has been set to value 0x01 (e.g. the
transmission of data has started), a connection shall not be re-established, and a completely new mdoc
transaction shall be initiated if required.
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8.3.3.1.2 Data retrieval using near field communication (NFC)

NFC may be used for device retrieval. In case NFC is used, the mdoc shall support PICC mode and the
mdoc reader shall support PCD mode.

An mdoc and mdoc reader shall support short-length fields as specified in ISO/IEC 7816-4:2020, 5.2
and should support extended-length fields as specified in ISO/IEC 7816-4:2020, 5.2. An mdoc shall
indicate the maximum length of command data fields and of response data fields it supports during
device engagement, as specified in 8.2.2.2 for device engagement using QR code and 8.2.2.3 for device
engagement using NFC. The two fields shall indicate the maximum length of the command and response
data fields as defined in ISO/IEC 7816-4:2020, 5.2 supported by the mdoc.

NOTH1 For device engagement using QR code, this information is in the NfcOptions map. For device
engagement using NFC, this information is in the NFC Handover Select message.

NOTH2 The minimum and maximum possible values for the command data field limit.are 'F§' and 'FF FF',
i.e. the limit is between 255 and 65 535 bytes (inclusive). The minimum and maximuny possible yalues for the
respopse data limitare '01 00" and '01 00 00', i.e. the limit is between 256 and 65 536 bytes (inclusive).

The hdoc reader shall respect the data field size limitations of the mdoc.

NOTH3 Themdocreader determines the size of both the command and theresponse APDUs and ¢an, therefore,
make(sure that its APDU size limitations (if any) are not being violated,

An mdoc and mdoc reader shall support command chaining and response chaining as speg¢ified in ISO/
IEC 7B16-4:2020, 5.3.

NOTH4  Even if extended-length APDUs are supported by.the mdoc and the mdoc reader, using command or
respopse chaining can still be necessary, because it cannot be guaranteed that an mdoc reader fequest or an
mdoc|response fits in a single APDU.

The Application IDentifier (AID) of the mdocshall be 'A0 00 00 02 48 04 00".

NOTHS5 The AID of the mdoc application gonsists of the registered application provider identifier (RID) (‘A0
00 00[{02 48") followed by the proprietary.dpplication identifier extension (PIX) (04 00’).

An midoc application shall be selected using the SELECT command defined in ISO/IEC 7816-4 with the
AID listed above. Table 14 and.Table 15 specify the SELECT command and response APDUs|

Table 14 — SELECT command

CLA INS P1-P2 Lc field Data field Le field
‘00’ ‘A4 ‘04 0C’ ‘07’ ‘A0 00000248 Absent
04 00’

Table 15 — SELECT response

Datafield SW1-SW?2

Absent See ISO/IEC 7816-4:2020, Table 61

After the mdoc application is selected, the mdoc reader can start data retrieval. The mdoc reader
shall use the ENVELOPE command with INS = ‘C3’, specified in ISO/IEC 7816-4, to communicate the
SessionEstablishment €N SessionData messages as defined in 9.1.1.4 to the mdoc. These messages shall
be encapsulated in a data object ‘53’ as specified in ISO/IEC 7816-4:2020, 11.7.2. The mdoc shall use
the ENVELOPE response to communicate the sessionbata messages as defined in 9.1.1.4 to the mdoc
reader. These messages shall be encapsulated in a data object ‘53’ as well.

Table 16 and Table 17 specify the ENVELOPE command and response APDUs.
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Table 16 — ENVELOPE command

CLA INS P1-P2 Lc field Data field Le field
‘00’ or ‘10’, as ‘C3’ ‘0000’ Length of data | Data object ‘53’ See below
defined in ISO/IEC field or data object
7816-4:2020, 5.4.1 fragment

Table 17 — ENVELOPE response

Data field SW1 -Sw2
Data object ‘53’ or absent if an error occurred | See ISO/IEC 7816-4:2020, Table 121, in par-
n [SO/IEC 7816-4:2020 protocol level ticular ‘61 XY".

For oversize|incoming payload (from an mdoc reader to an mdoc), several ENVELOPE comaarids| shall
be chained afs specified in ISO/IEC 7816-4:2020, 5.3. For oversize outgoing payload (fromvan‘mdoc|to an
mdoc reader)), response chaining shall be used as specified in ISO 7816-4:2020, 5.3 and-further detailed
below, using|one or more GET RESPONSE commands and responses.

Regarding the value of Le in the ENVELOPE and GET RESPONSE commands:

— For all ENVELOPE commands in a chain except the last one, Le shalliie absent, since no dpata is
expecte(l in the response to these commands;

— For the last ENVELOPE command in a chain, Le shall be set to the maximum length of the response
data field that is supported by both the mdoc and the mdoc readér. The mdoc reader shall encgde Le
as specified in ISO/IEC 7816-4:2020, 5.2;

— For the last ENVELOPE command or for a GET RESPONSE command,

— if Le = the number of available bytes, the mdoc shall include all available bytes in the
response and set the status words to '90 007

— if Le < the number of available bytes < Le + 255, the mdoc shall include as many byfes in
the response as indicated by Le and shall set the status words to '61 XX’, where XX is the number
of ayailable bytes remaining. The fidoc reader shall respond with a GET RESPONSE command
whdre Le is set to XX;

— if the number of available bytes > Le + 255, the mdoc shall include as many bytes in the
response as indicated bhy~Le and shall set the status words to ‘61 00’. The mdoc reader|shall
respond with a GET RESPONSE command where Le is set to the maximum length of the response
datq field that is supported by both the mdoc and the mdoc reader.

If the NFC connection islest during data retrieval, a completely new mdoc transaction (including device
engagement) shall be.initiated.

8.3.3.1.3 Il)ata retrieval using Wi-Fi Aware

8.3.3.1.3.1 General

Wi-Fi Aware may be used for device retrieval. Wi-Fi Aware shall be implemented according to the Wi-Fi
Alliance Neighbor Awareness Networking Specification. The data retrieval using Wi-Fi Aware consists
of three phases, connection setup, data retrieval and closure.

8.3.3.1.3.2 Connection setup

Wi-Fi Aware is setup using the information exchanged during device engagement. The Wi-Fi Alliance
Neighbor Awareness Networking Specification, Version 3.1 describes the connection setup process. The
Wi-Fi Alliance Neighbor Awareness Networking Specification, section 12 describes the connection setup
process for NFC Negotiated Connection Handover and NFC Static Connection Handover. The structure
used to transfer the required info if QR code is used for device engagement is described below.
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The service name shall be calculated by the mdoc and mdoc reader for each transaction using the
following mechanism.

Use HKDF as defined in RFC 5869 with the following parameters:

Hash: SHA-256,
IKM: EDeviceKeyBytes (see 9.1.1.4),
salt: (no salt value is provided),

info: “NANService” (encoded as a UTF-8 string),

— 1

The g
EXAM

Use d

: 16 octets.
utput of the HKDF shall be converted to basel6 according to RFC 4648 to get theSery

PLE “94AB45CDBDEF675162183B12AC35EFAA”.

f a cipher suite as defined by the Wi-Fi Alliance Neighbor Awarene$s-Networking

ice name.

bpecification

is mandatory. The mdoc reader shall support the NCS-SK-128 and NCS-PK-2WDH-128 cipher suites, as

specified by the Wi-Fi Alliance Neighbor Awareness Networking Specification. The mdoc s
at lealst the NCS-SK-128 cipher suite and should support the NCS-PK-:2WDH-128 cipher suit

If NF

trangferred from the mdoc to the mdoc reader during device engagement according
Alliajpce Neighbor Awareness Networking Specification, section 12.

NOTE
ephern
used

NOTE
Hellm
the g1
group
Awar

IfQR
part

Neigh
8.2.2

is used for device engagement, either the Pass-phrasednfo or the DH Info shall

1 Since the NCS-PK-2WDH cipher suite requires both the mdoc and the mdoc reader
heral public keys during device engagement, it cammonly be used if NFC Negotiated Connectio
ind not if NFC Static Connection Handover or QR'Code is used for device engagement.

2 The Wi-Fi Alliance Neighbor Awareness Networking Specification references RFC 8110
an key exchange used in the NCS-PK-2WDH cipher suites. Note that RFC 8110 mandates tH
oup nineteen curve, which is the P-256 curve. This is also the curve indicated as “256-bif
" (and having value 19) in the tableeferenced for the value of the D-H Key Group in Wi-Fi Alli{
bness Networking Specification, section 12.1.

code is used for device engagement, the data used for connection setup that would be tr
pf the Wi-Fi Aware Carrier Configuration Record if NFC were used, as defined in the W
bor Awareness Networking Specification, is transferred as part of the wifioptions st

woul
with
presd
the p

l be in the Wi-Fi’Aware Carrier Configuration Record. The mdoc and mdoc reader
the requirements in Wi-Fi Alliance Neighbor Awareness Networking Specification r
nce andvalues of these fields, with the exception of the presence of the Pass-phrase fig
Fesencénand associated behaviour is defined below.

hall support

h

be explicitly
to the Wi-Fi

to exchange
h Handover is

for the Diffie-
e support for

random ECP
ince Neighbor

ansferred as
/i-Fi Alliance
ructure (see

3). Table 18 describes for each element in the wifioptions structure what the corresponding field

shall comply
boarding the
1d, for which

Table 18 — WifiOptions elements

Key in WifiOptions | Corresponding field in Wi-Fi Carrier | Corresponding Sub-Field
Configuration Record
0 Pass-phrase Info Pass-phrase
1 Channel Info Operating Class
2 Channel Info Channel Number
3 Band Info Supported Bands

Presence of the pass-phrase (i.e. the key-value pair with key = 0) in the wifioptions structure is optional.
When the Pass-phrase field is absent in wifioptions structure, the mdoc and mdoc reader shall calculate
the pass-phrase using the following mechanism.
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Use HKDF as defined in RFC 5869 with the following parameters:

salt: (no

Hash: SHA-256,

IKM: EdeviceKeyBytes (see 9.1.1.4),

salt value is provided),

info: “NANPassphrase” (encoded as a UTF-8 string),

L: 32 octets.

The output
RFC 4648 to

The pass-ph
contains atl

During the V
the mdoc red

Once the W
setup, and s¢
protocol and
Neighbor Aw
mdoc reader

Since the IP
Discovery P
significantly]

8.3.3.1.3.3
When Wi-Fi

r\f tha HKDE nalnulatinn chall bo r'nnvortod using ]f\acoﬂAl_url "A'rithnuf nadding annrd

get the pass-phrase.

oIS

fpadding o
Fase field in the wifioptions structure should only be present if the resulting‘pass-p
bast 12 bytes of entropy.

Vi-Fi Aware service discovery procedure, the mdoc shall serve as the Service Publishe
ider shall serve as the Service Subscriber.

-Fi Aware service discovery is completed, the mdoc reader shall initiate the data
brve as the NDP Initiator; while the mdoc shall serve as the NDP*Responder. The tran

rareness Networking Specification, Version 3.1, January 2020, section 6.2.7. The mdo
should use an ephemeral link-local IPv6 for each connéction.

ddress is transferred as part of the Wi-Fi Aware€ennection setup, using the IPv6 Neig
otocol is not necessary. The Neighbor Discovery: Protocol should therefore be disab
improve connection time setup.

Data retrieval

[Aware is used, mdoc data is transférred using the HTTP protocol, with the mdoc se

as the HTTR and TCP servers, and the mdec reader serving as the HTTP and TCP client. The

retrieval sha
the followin
POST /mdoc

Host: [IPvY
Content-Len
Content-Typ

[SessionEst]

HTTP succes

HTTP/1.1 20

11 use the HTTP POST method+to transfer mdoc data. HTTP request messages shall
b structure:

HTTP/1.1

address of the mdoc]

oth: [content IEnhgth]

e: applicatiofi/cbor

ablishment, “or SessionData message]

sful respense message shall have the following structure:

0 OK

ng to

hrase

r, and

path
sport

port number shall be transferred as part of the NDPE attribute according to Wi-Fi Allfiance

ic and

rhbor
ed to

rving
data
have

Content-len)

lgth": [content length]

Content-typ

[SessionEst

e: application/cbor

ablishment or SessionData message]

The sessionEstablishment and sessionData messages are defined in 9.1.1.4.

HTTP error responses are specified in RFC 7231, section 6.1.

8.3.3.1.3.4

Closure

An mdoc or mdoc reader shall close the connection after receiving the session termination code, see

44
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8.3.3.2 Server retrieval

8.3.3.2.1 Dataretrieval using WebAPI

The WebAPI data retrieval method may be used for server retrieval. Using this method, mdoc data
is transferred using the HTTP protocol. The request method is POST. The Issuer URL (see 8.2.1.2)
refers to the base server URL of an “/identity” WebAPI endpoint operated by the issuing authority
infrastructure. The content-Type header-field shall be set to “application/3son”. The host field content
shall be derived from the Issuer URL element. The message body shall be the server retrieval mdoc

request as defined in 8.3.2.2.2.1.

A sugcessful Tesponse contains the HT TP 3status 200 0K ~Tabte 19 defines attowed mdoc specific
respqnses. Other HTTP responses may be returned. The content-Type header (sha]l be set to
“appllication/jwt”, and the “content-Length” header shall be set correctly. The message Hody shall be
the s¢rver retrieval mdoc response as defined in 8.3.2.2.2.2.
In cage the issuing authority infrastructure requires interaction with the mdo¢helder input to negotiate
data fo be shared with the mdoc reader, the issuing authority infrastructureneeds to contgct the mdoc.
The mdoc reader shall wait for the response using HTTP long or short polling. In case oflong polling,
the mdoc reader should set the timeout to 120 seconds in order to avoid'requests to timeojut. In case of
shorf] polling the issuing authority infrastructure is sending a HTTP 202 response, including a rRetry-
aftet header-field with the retry delay in seconds with an empty‘response body. The mdod reader shall
periodically check for the response.
Table 19 — HTTP status codes
HT[I'P status HTTP status -
Description

code message

200 OK Successful HTTP request

202 Accepted The HTTP request has been accepted for processing but is not yet

completed.

400 Bad Request The HTTP request was invalid or malformedg.

401 Unauthorized The provided server retrieval token was invalid.

500 Internal Server{Exrror | The server encountered an internal server error and was not able to

process the request successfully.

8.3.3(2.2 Data retrieval using OpenID Connect (‘OIDC’)
The QIDC data retrieval method may be used for server retrieval. If used, an mdoc reader and an issuing
authgrity infraspructure shall implement this method as specified in this subclause.
The data retrieval process using OIDC consists of the following steps:
1. doufiguration,
2. Client Registration,
3. Authorization,
4. GetID Token,
5. Validate ID Token.
NOTE1 Itisalso possible to retrieve the user claims through a userinfo endpoint (see RFC 8446), but this will

be specified in a future edition of this document.
Step 1 Configuration

This step shall be used for retrieving OpenlID Provider Configuration Information from the issuing
authority OpenlD provider as specified in OpenID Connect Discovery 1.0 incorporating errata set 1,
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section 4. An issuing authority shall provide the information as a JSON document at the path formed
by concatenating the string "/well-known/openid-configuration" to the Issuer URL. Issuer URL (see
8.2.1.2) refers to the base server URL address of the issuing authority OpenID provider.

An mdoc reader shall send an OpenID Provider configuration request. The issuing authority Open ID
provider shall respond with an OpenID Provider configuration response as specified in OpenID Connect
Discovery 1.0 incorporating errata set 1, section 4.1 and 4.2 respectively.

Step 2 Client Registration

An mdoc reader requires a client id. If "registration_endpoint" information is available in the OpenID
Provider response (see Step 1), dynamic client registration, as specified in Reference [18], may be used

to obtain s
dynamic clig
manner).

Step 3 Auth

The mdoc r¢
errataset1,
server retrie

parameter i the authentication request. The authentication request shallb& sent to the authoriz

endpoint. In
response in

The authent
be according
the authoriz

Step 4 Getl

User claims
claims, an nj
included in t

An mdoc re
successful T
Coreandad

The followirn

h a client_id. If the issuing authority infrastructure OpenID Provider does not su
nt registration, an mdoc reader shall obtain a client_id in another way (e.g. an out:of:

prization

bader shall use Authorization Code Flow Grant as specified in Opefil)’ Connect Cot
section 3.1. The client id retrieved in Step 2 shall be used in the authentication reques
val token retrieved from the mdoc (see 8.2.1.2) shall be used asan-nput to the “login,

formation on the authorization endpoint is included in the-@penID Provider configur
btep 1.

cation response is redirected to the mdoc accordingto OAuth 2.0 for Native Apps and

htion endpoint.
D Token

shall be retrieved from the Token endpoint with an ID token. In order to retrieve
doc reader shall access the Token endpoint. Access information on the Token endpd
he OpenlD Provider configurationresponse.

bken response shall contain-at least "exp"” and "iat" elements as defined in OpenID Co
beType element as defined'in 8.3.1, the docType element shall use the claim name “docf

lg convention for-fiaming claims shall be used for using a namespace within the

bport
band

e 1.0
L. The
hint”
ation
ation

shall

to RFC 8252. The authentication response shall ificlude the authorization code assigned by

user
int is

der shall send a Token request containing the authorization code retrieved in Step 3. A

nnect

”

ype’.
O0IDC

framework. Each data element-shall get the namespace (see 8.1) as a prefix as [NameSpace]:[DataE] emen
tIdentifier]|
EXAMPLE “org.is0:18013.5.1:portrait”.

NOTE2 OI
to use thatis

PDC currently does not support the TntentToRetain element specified in 8.3.2.2.2.1. The cap4

1bility

bxpécted in a future edition of this document.

Step 5 Validate ID Token

An mdoc reader shall validate the ID Token according to OpenID Connect Core 1.0 errata set 1, section
3.1.3.7. The public key to verify the certificate chain is available in a JWKS (JSON Web Key Set) repository
as defined in RFC 7517. The URI of the JWKS should be included in the OpenID Provider Configuration
Response.

Examples of OIDC request and response messages are described in D.4.2.2.
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Security mechanisms

Device retrieval

9.1.1 Session encryption

9.1.1.1 Purpose

Encrypting with authentication of the mdoc requests and mdoc responses with the session key protects

mdo

9.1.1

This

9.1.1

Sess
sym

9.1.1

The
1.

c data from eavesdropping and alteration.

2 Applicability

mechanism is applicable for an mdoc using device retrieval.

3 Description

i
1

bn encryption uses standard ephemeral key ECDH to establish~session keys for a
etric encryption.

4 Procedure

fpllowing steps shall be performed as part of sessionerncryption.

[Jevice engagement. The mdoc generates a new ephemeral key pair (EDeviceKey.Priv,
ub), and includes the cipher suite identifier, the identifier of the elliptic curve to be
reement and the EDeviceKey public point,‘@s’part of the device engagement structu

8.2.1.1.

law]

i

ession establishment. The mdoc reader generates a new ephemeral key pair (
riv, EReaderKey.Pub) using the elliptic curve identified by the mdoc. Session keys
ihdependently by the mdoc and the mdoc reader as specified in 9.1.1.5.

he mdoc reader encrypts the'mdoc request with the appropriate session key and se
doc together with EReaderKey.Pub in a session establishment message.

he mdoc uses the.data from the session establishment message to derive the sess
ecrypts the mdo€ request.

ession data.. The mdoc encrypts the mdoc response with the appropriate session key
tp the mdoCkreader in a session data message.

he nidoc reader and mdoc optionally exchange further session data message$

dditiehal mdoc requests and mdoc responses. If so, these requests and responses al

nthenticated

EDeviceKey.
used for key
e as defined

EReaderKey.
are derived

nds it to the

on keys and

and sends it

containing
e encrypted

v the mdoc reader and the mdoc using their respective session keys.

Session termination. The session shall be terminated if at least one of the followin
oCCUr.

After a time-out of no activity of receiving or sending session establishment or

g conditions

session data

messages occurs. The time-out for no activity implemented by the mdoc and mdoc reader

should be no less than 300 s.
If the mdoc does not want to receive any further requests.

If the mdoc reader does not want to send any further requests.

If an mdoc or an mdoc reader does not want to send or receive any further requests, it
session termination as follows.
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code for session termination.

termination message:

to send the status code for session termination;

to send the "End" command defined in 8.3.3.1.1.5

If any transmission method besides BLE is used for data transmission, it shall send the status

If BLE is used for data transmission, an mdoc or mdoc reader has two options to send the

When a session is terminated, the mdoc and mdoc reader shall perform at least the following

actions:

dest

clos

The session

SessionEstd
"eRead
"data"

}

The session

SessionDatd
? "datd
? "stat

}
The content;
9.1.1.5.

The mdoc a
further requ
ephemeral k

EDeviceKey
EReaderKey
EDeviceKeyH
EReaderKeyH

When ciphet
and Ereader

The possiblé
data elemen

ruction of session keys and related ephemeral key material;
ire of the communication channel used for data retrieval.

pstablishment message shall be CBOR encoded and formatted as follows:

b1lishment
erKey"
: bstr

{
EReaderKeyBytes,
Encrypted mdoc request

’

Hata messages shall be CBOR encoded and formatted as follgws:

{
: bstr
" : uint

"

Encrypted mdoc response or mdoc request
Status code

7
us

of the data element in the session establishment and session data messages are defir
hd mdoc reader ephemeral keys shall he‘éncoded as COSE_Key as defined in RFC

irements are defined in 9.1.5.2. The_structures that contain the mdoc and mdoc r
eys shall be CBOR encoded and formatted as follows:

’

Containing EDeviceKey.Pub
Containing EReaderKey.Pub

= COSE Key
= COSE Key
vtes = #6.24 (bstr .cbor (EbeviceKey)

ytes #6.24 (bstr .cboh EReaderKey)
suite 1 (see 9.1.5.2) is used, one of the curves from Table 22 shall be used in Epevi
Key. Only curves withithe purpose ECDH shall be used.

’

values of the status code are defined in Table 20. If status code 10 or 11 is returne
f shall not be present in that session data message.

Table 20 — SessionData status codes

1ed in

8152;
bader

reKey

1, the

Status.code Description Action required
10 ETTOT: Session encryption The session shall be terminated.
11 Error: CBOR decoding The session shall be terminated.
20 Session termination The session shall be terminated.

An example for session encryption can be found in D.5.1.

9.1.1.5 Cryptographic operations

The following operations shall be performed if cipher suite 1 (see 9.1.5.2) is used.

To calculate the session keys, the mdoc and the mdoc reader shall perform ECKA-DH (Elliptic Curve Key
Agreement Algorithm - Diffie-Hellman) as defined in BSI TR-03111. The inputs shall be the EDeviceKey.
Priv and EReaderKey.Pub for the mdoc and EReaderKey.Priv and EDeviceKey.Pub for the mdoc reader.
The z,, output defined in BSI TR-03111 shall be used to derive two keys, SKReader and SKDevice.

48

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=f9ac2e7d7978373e9e0f30eba8999757

ISO/IEC 18013-5:2021(E)

SKReader shall be derived using HKDF as defined in RFC 5869 with the following parameters:

L

0

i

L

Sess]

For ¢
used.
respq
keys

The 1
lengt
ident
valué
The 1
mdod
shall
count
valué
using
for th
mdod
data

authe

9.1.2

Hash: SHA-256,
IKM: z,.,
salt: SHA-256[SessionTranscriptBytes),

info: “SKReader” (encoded as a UTF-8 string),

: 32 octets.

ash: SHA-256,

KM: 2,5,

plt: SHA-256(sessionTranscriptBytes),

hfo: “SKDevice” (encoded as a UTF-8 string),
: 32 octets.

onTranscriptBytes is defined in 9.1.5.1.

ncryption AES-256-GCM (GCM: Galois Counter Mode))as defined in NIST SP 800-!
The mdoc reader shall encrypt its mdoc requests with SKReader, the mdoc shall encr
nses with SKDevice. Therefore, both the mdoc andthe mdoc reader need to generate
n order to be able to decrypt the messages they send and also decrypt the messages

V (Initialization Vector defined in NIST SP, 800-38D) used for encryption shall hav
h of 12 bytes for GCM, as specified in NIST SP 800-38D. The IV shall be the concate
fier and the message counter (identifier || message counter). The identifier shall 1
. The mdoc reader shall use the folowing identifier: 0x00 0x00 0x00 0x00 0x00 0x0
hdoc shall use the following identifier: 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x01. T
reader shall keep a separate message counter for each session key. The message c
be a 4-byte big-endian unsighed integer. For the first encryption with a session key,
er shall be set to 1. Béfore each following encryption with the same key, the mes
shall be increased by 1. A message counter value shall never be reused in any futur

88D shall be
ypt its mdoc
both session
hey receive.

b the default
hation of the
be an 8-byte
) 0x00 0x00.
he mdoc and
bunter value
the message
bage counter
e encryption

the same key. The-AAD (Additional Authenticated Data defined in NIST SP 800-38D) tised as input

e GCM functionshall be an empty string. The plaintext used as input for the GCM fung
request or mdoc response. The value of the data element in the session establishmen
messagesds.defined in 9.1.1.4 shall be the concatenation of the ciphertext and all 16
ntication tag (ciphertext || authentication tag).

Issuer data authentication

tion shall be
t and session
bytes of the

9.1.2

.1 Purpose

The purpose of issuer data authentication is to confirm that the mdoc data is issued by the issuing
authority and that it has not changed since issuance.

9.1.2

.2 Applicability

This mechanism is applicable for an mdoc supporting device retrieval.

NOTE

Similar methods are described for server retrieval (see 9.2).
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9.1.2.3 Description

Issuer data authentication is implemented by way of a digital signature over mdoc data, calculated by
the issuing authority infrastructure using a public-private (asymmetric) key pair.

The isuing authority infrastructure calculates a message digest for each data element present on
the mdoc and includes all digests in the mobile security object (MSO), defined in 9.1.2.4. The issuing
authority infrastructure then digitally signs the MSO using a private key that is kept secret by and adds
the digital signature to the mdoc data.

The public key belonging to the private key used for the digital signature is provided as part of a
certificate. When the mdoc is presented to an mdoc reader, the mdoc reader retrieves this certificate.
The mdoc repder shall then perform the inspection procedure as described in 9.3.1.

9.1.2.4 Signing method and structure for MSO

An mdoc digital signature is generated over the mobile security object (MSO). The MSO shall be LBOR
encoded and formatted as follows:

IssuerAuth [ COSE Signl ; The payload is MobileSecurityObjectBytes
MobileSecur|ityObjectBytes = #6.24 (bstr .cbor MobileSecurityObject)

MobileSecurfityObject = {
"version" : tstr, ; Version of thé& MobileSecurityObject
"digestAlgorithm" : tstr, ; Message diges$D algorithm used
"valueDigests" : ValueDigests, ; Digests of\v@all data elements per namespdce
"devicegKeyInfo" : DeviceKeyInfo,
"docType" : tstr, ; docType¥as used in Documents
"validiltyInfo" : ValidityInfo

}

DeviceKeyInfo = {
"devicegKey" : DeviceKey
? "keyAuthorizations" : KeyAuthorizati@ns,
? "keyInfo" : KeyInfo

}

DeviceKey = COSE Key

KeyAuthorizjations = {
? "namelSpaces" : AuthorizedNameSpaces
? "datgElements" : AutherizedDataElements
}
AuthorizedNameSpaces, ==+ NameSpace]
AuthorizedDataElements = {+ NameSpace => DataElementsArray}
DataElementlsArranw=/[+ DataElementIdentifier]
KeyInfo = {| */1at => any} ; Positive integers are RFU, negative integers may be used for

proprietaryl usé€

ValueDigests = {
+ NameSpace => DigestIDs

}

DigestIDs = {
+ DigestID => Digest
}

ValidityInfo = {
"signed" : tdate,
"validFrom" : tdate,
"validUntil" : tdate,
? "expectedUpdate" : tdate
}
DigestID = uint ; DigestID as used in IssuerSignedItem
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Digest = bstr

The version for the MobileSecurityobject structure shall be “1.0” in the current version of this
document. The major version (see 8.1) shall not be higher than the major version of the mdoc response
(see 8.3.2.1.2.2).

The digestalgorithm and valueDigests are the digest algorithm identifier and the digests of the data
elements as further specified in 9.1.2.5.

deviceKeyInfo contains the mdoc authentication public key and information related to this key.
deviceKey contains the public part of the key pair used for mdoc authentication (see 9.1.3.4). The
152; further

C over data
hall contain

KeyIq
speci

Diged
the mdoc response. The Digest ID shall be unique within a namespace. To prevent the

infor
betw

value

DocTy
respd

The
The {
contg

equa

NOTE
the future, for example,a.change in age data elements.

Thev
timefq

the ti

updat
The tt

e elements the key may sign or MAC. Authorizations can be given fora-full name
element. If authorization is given for a full namespace (by including the names
rizedNameSpaces array), that namespace shall not be included in the authorizedn
.If the Keyauthorizations map is present, it shall not be empty.

fo may contain extra info about the key. Positive integers for KeyIinfo labels are RFU. I
fic extensions are present, they shall use negative integersfor the labels.

tID is an unsigned integer that is used to match the hashes in the MSO to the datq

mation on what data elements are present on‘d Specific mdoc, there should be nc
ben the Digest ID’s used for the same data element in the same namespace in differen
shall be smaller than 2731.

nse as defined in 8.3.2.1.2.2.

alidityInfo structure containsjinformation related to the validity of the MSO and i

ins the timestamp before.Which the MSO is not yet valid. The timestamp of valids
or later than the signed element.

1 Avalidrromelentent with a future date can be used for when a change of mdoc data

a1iduntil element contains the timestamp after which the MSO is no longer valid. Thg

mestamp-at which the issuing authority infrastructure expects to re-sign the MSO (an
e ddta‘elements).

pe is the document type of the documentand shall be identical to the pocType element

space or per
pace in the
ataElements

application-

elements in
MSO leaking

correlation
t MSO'’s. The

in the mdoc

[ts signature.
igned element is the timestamp at which the MSO signature was created. The va1idf

rom element
rom shall be

s expected in

b value of the

tamp shall be later than the validrrom element. The optional expectedupdate elemlent contains

d potentially

c‘fvnr‘fnvn chall nat nica fractinne nf cacande And ch
trottua T SOt o o T e o o OS5 e oo a5t

dll use a UTC

TIITCO T Jo T cIire [ 3 e e e e e g

offset of 00: 00 as indicated by the character “Z”.

NOTE 2

The validuntil element determines the validity period of the MSO and therefore, the m

doc cannot be

validated after this date. mdoc data elements can provide further information on the administrative validity of
the mdoc. For example, if the mdoc has an expiry date data element, this date can be later than the ‘validuntil’
date of the MSO.

Since the timestamps in the validityInfo structure can provide linkability clues, the issuing authority
infrastructure should set these timestamps with a precision that limits the linkability information.
This can be done, for example, by setting the hh, mm and ss information to the same value on each
provisioned mdoc.

The MSO is encapsulated and signed by the untagged cose signi structure as defined in RFC 8152 and

identified as 1ssuerauth for use in the mdoc response as defined in 8.3.2.1.2.2. Within the cose sign1
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structure, the payload shall be MobilesecurityobjectBytes. The external aad field used in the sig
structure shall be a bytestring of size zero.

The a1g element (RFC 8152) shall be included as an element in the protected header. Other elements
should not be present in the protected header.

The issuing authority infrastructure shall use one of the following signature algorithms for calculating
the signature over the MSO: “ES256” (ECDSA with SHA-256), “ES384” (ECDSA with SHA-384),
“ES512” (ECDSA with SHA-512) or “EADSA” (EdDSA). "ES256” shall be used with curves P-256 and
brainpoolP256r1. “ES384” shall be used with curves P-384, brainpoolP320r1 and brainpoolP384r1.
“ES512” shall be used with curves P-521 and brainpoolP512r1. “EdDSA” shall be used with curves
Ed25519 and-Ed44.8. For vnrif“yihg the cighnhn‘n, the mdoc reader shall cnppnrt‘ all of these cign ture

algorithms and curves.

The recomm
document.

The certificd
included as 4
for carrying
The x5chain
NOTE 3 Th

An example

9.1.2.5 Mz

The issuing
384 or SHA-
algorithms y

A digest shalll be calculated separately for each data element present on the mdoc and stored in the

The same di
of the Names
be the 1ssug

endation in RFC 8152 on the use of deterministic ECDSA signatures does not apply t

ite containing the public key belonging to the private key used to sign the MSO sh
n x5chain element as described in RFC: CBOR Object Signing and Encryption (COSE): He
and referencing X.509 certificates. It shall be included as an unprotected header ele
element shall include at least one certificate and may contain mere.

e identifier for the x5chain element can be found in the IANA registry for COSE Header Paranj

ran be found in D.5.2.

bssage digest function

authority infrastructure shall use one of thefollowing digest algorithms: SHA-256,
h12 as specified in ISO/IEC 10118-3. In thesdigestalgorithm key-value pair in the MS
sed shall be identified as defined in Table 21.

Table 21 — Digest algorithm identifiers

Digest algorithm
SHA-256
SHA-384
SHA-512

digestAlgorithm identifier
“SHA-256"
“SHA-384"
“SHA-512"

pest algorithm 'shall be used for all data elements. Digests are identified by the combin
pace (see-8.3.1) and the pigest1D (see 9.1.2.4). The input for the digest calculation
rSignedFtemBytes element (see 8.3.2.1.2.2). Each 1ssuersigneditem shall also contd

unpredictab
and shall h

NOTE

€@/minimum length of 16 bytes. The purpose of this value is to ensure that the ¢
E'! ——hvirsetfd - i N— . :

value of the Issuersigne

e random or pseudorandom value. This value shall be different for each 1ssuersigne

b this

h1l be
aders
ment.

eters.

SHA-
D, the

MSO.
ation
shall
in an
HItem

ligest

It is not necessary for the mdoc reader to retrieve all the data present on the mdoc to verify the

received mdoc data; it can verify the signature over the whole MSO and use the Digest ID and namespace for each

received data

element to find and verify the digest for those data elements in the MSO.

9.1.3 mdoc authentication

9.1.3.1 Purpose

The security objective of mdoc authentication is to prevent cloning of the mdoc and to mitigate man in
the middle attacks.
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2 Applicability

This mechanism is applicable for an mdoc using device retrieval.

NOTE

If a server retrieval token is retrieved by the mdoc reader in the DeviceSignedItems during device
retrieval, mdoc authentication also ensures the authenticity of the server retrieval token. Under these conditions,
therefore, mdoc authentication is also applicable for an mdoc using server retrieval.

9.1.3.3 Description
The mdoc private key, which belongs to the mdoc public key stored in the MSO, is used to
the i i ; ; . .

(see
the n

Secui
are o
foung

NOTE
to the
mdoc
could
secur

9.1.3

The 1
Pub).
9.1.5.

.3.2.1.2.2). The mdoc public key is stored in the MSO, see 9.1.2.4. The mdoc reader.3
doc is authentic only if the authentication signature or MAC is correct.

ity requirements regarding storage of credential information, including the mdod
it of scope for this document. Additional information on storage of credential inform
in Clause E.5.

Two mechanisms exist for mdoc authentication, MAC and ECDSA/EdDSA. MAC provides |
mdoc holder because it does not require the mdoc to produce a potefitially non-repudiable s
reader-provided data. The mdoc can always deny the MAC value to\a.third party because the
have produced it by itself. However, it is possible that the possibility/to calculate a MAC is not
ty environments on the mdoc.

4 Mechanism

hdoc authentication key pair consists of a publictand a private key (SDeviceKey.Priv,
The public key is accessible through the pesrizexey element in the MSO. When ciphel
2) is used, one of the curves from Table 22shall be used for the device key.

The 1
MAC
MACs

The ¢
The 1
data,

NOTE
only t

The d

Foq
; Thd
Devid
Deviq

’

hdoc authentication key shall be used.to authenticate the mdoc in one of two ways: I
or ECDSA / EdDSA signature. A single mdoc authentication key shall not be used to
and signatures during its lifetime! An mdoc reader shall support both approaches.

lata that the mdoc authentic¢ates is the DeviceAuthenticationBytes structure as de
hdoc shall generate this stiucture and calculate either the MAC or signature. In order
the mdoc reader shall.generate the structure as well and validate the MAC or signatu

The DeviceAtthenticationBytes structure itself is not transferred as part of the m
he resulting MAC orsignature.

evice authentication structure shall be CBOR encoded and formatted as follows:

DeviceMac and DeviceSignature, use a null value for the payload.
defached content is DeviceAuthenticationBytes
eMaxC COSE MacO

authenticate
ms Structure
ssumes that

private key
ation can be

petter privacy
ignature over

mdoc reader
vailable in all

SDeviceKey.
" suite 1 (see

CDH-agreed
roduce both

fined below.
to verify the
re.

doc response,

eSdgnature = COSE_Signl

DeviceAuthenticationBytes

DeviceAuthentication

#6.24 (bstr .cbor DeviceAuthentication)

[

"DeviceAuthentication",
SessionTranscript,

DocType,
DeviceNameSpacesBytes

]

Same as 1in mdoc response
Same as in mdoc response

’

’

The sessionTranscript element is defined in 9.1.5.1.

The pocType and DeviceNameSpacesBytes shall contain the same data as in the same document element
in the mdoc response structure (see 8.3.2.1.2.2).
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An mdoc shall only authenticate response data elements in DeviceNamespaces if the key it is using for
mdoc authentication is authorized to authenticate these elements in the Keyauthorizations structure
in the MSO (see 9.1.2.4). The mdoc reader shall validate this authorization as part of validating the mdoc
authentication.

If data elements are present in DeviceNameSpaces, an mdoc reader shall verify whether the
KeyAuthorizations structure contains the proper authorization.

DeviceMac is defined in 9.1.3.5.

DeviceSignature is defined in 9.1.3.6.

An example fan be found in D.5.3.

9.1.3.5 mgloc MAC Authentication

evice
ation

To authentid
authenticati
private key 3

ate the mdoc with mdoc MAC authentication, the mdoc computes the MAC of the d
bn data with an ephemeral MAC key (EMacKey) derived from the mdoc authentic
nd the mdoc reader ephemeral public key.

The followinlg operations shall be performed when cipher suite 1 (see 9.1.5.2)is'used.

To calculate
Curve Key Al
SDeviceKey.
mdoc reader
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— Hash: SH
IKM: z, |

salt: SH/

L: 32 ocf

The MAC va
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have a null v
a bytestring
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info: “ENlacKey” (encoded as a UTF-8 string),

the ephemeral MAC key, the mdoc and the mdoc reader shall perform ECKA-DH (E
oreement Algorithm - Diffie-Hellman) as defined in BS] TR‘03111. The inputs shall &
Priv and EReaderKey.Pub for the mdoc and EReaderKey.Priv and SDeviceKey.Pub fc
The z,, output defined in BSI TR-03111 shall be uséd to derive the ephemeral MAC ki

111 be derived using HKDF as defined in RFC 5869 with the following parameters:
[A-256,

\-256(sessionTranscriptBytes),

ets.

ue is contained in the tag element within peviceauth in an untagged cose Mac0 stru

RFC 8152 and identified as peviceMac. Within the cose Maco structure, the payload
hlue. The detached content is beviceauthenticationBytes. The ‘external_aad’ field sh
of size zero.

hent (REC)8152) shall be included as an element in the protected header. Other eler
e present in the protected header.

liptic
e the
r the

a9

cture
shall
all be

nents

RFC 8152 dg

seribes the algorithm identifiers that shall be used in the a1g element. “HMAC 256

256"

(HMAC with

SHA-256) shall be used.

9.1.3.6 mdoc ECDSA / EADSA Authentication

To authenticate the mdoc with mdoc ECDSA/EdDSA authentication, the mdoc signs the device
authentication data with the mdoc authentication private key.

When cipher suite 1 is used (see 9.1.5.2) the following operations shall be performed and the mdoc shall
use of the ECDSA or EdDSA curves from Table 22 for the mdoc authentication key.

The signature is contained in the signature element in an untagged COSE_Sign1 structure as defined in
RFC 8152 and identified as pevicesignature. Within the COSE_Sign1 structure, the payload shall have
a null value. The detached content is DeviceAuthenticationBytes. The ‘external_aad’ fields shall be a
bytestring of size zero.
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The a1g element (RFC 8152) shall be included as an element in the protected header. Other elements
should not be present in the protected header. An mdoc shall use one of the following signature
algorithms: “ES256” (ECDSA with SHA-256), “ES384” (ECDSA with SHA-384), “ES512” (ECDSA with
SHA-512) or “EdDSA” (EdDSA). "ES256” shall be used with curves P-256 and brainpoolP256r1. “ES384”
shall be used with curves P-384, brainpoolP320r1 and brainpoolP384r1. “ES512” shall be used with
curves P-521 and brainpoolP512r1. “EdDSA” shall be used with curves Ed25519 and Ed448.

The recommendation in RFC 8152 on the use of deterministic ECDSA signatures does not apply to this
document.

9.1.4 mdocreader authentication

9.1.4{1 Purpose

mdod reader authentication uses information stored in the mdoc reader to confirm thiat the mdoc
readqr and the mdoc request are authenticated.

9.1.4{2 Applicability

This mechanism is applicable for an mdoc reader using device retrieval:

9.1.4{3 Description

A priyate key stored in the mdoc reader is used to authenticate the mdoc reader and to authenticate the
mdod request. The mdoc reader public key is stored in acertificate which is sent to the md¢c within the
mdod request message.

9.1.4]4 Mechanism

The Indoc reader authentication key pair\consists of a public and a private key. The public key is
accessible through a certificate providedawith the mdoc request.

The doc reader authentication key_may be used to authenticate the mdoc reader by E(DSA/EdDSA
signalture.

When cipher suite 1 is used\(see 9.1.5.2) the following operations shall be performed apd the mdoc
readgr shall use of the ECDSA or EADSA curves from Table 22 for the mdoc reader authentifation key.

The data that the mdoe-reader authenticates is the Readerauthentication structure as dgfined below.
The mdoc reader shall generate this structure and calculate the signature. In order to verify the data,
the mdoc shall generate the structure as well and validate the signature.

The dignatureis contained in an untagged COSE_Sign1 structure as defined in RFC 8152 apd identified
as Refadefantnh. Within the COSE_Signl structure, the payload shall have a null value. Tlhe detached
contgntis’ReaderauthenticationBytes. The ‘external_aad’ fields shall be a bytestring of size zero.

The a1g element (RFC 8152) shall be included as an element in the protected header. An mdoc reader
should use one of the following signature algorithms: “ES256” (ECDSA with SHA-256), “ES384” (ECDSA
with SHA-384), “ES512” (ECDSA with SHA-512) or “EADSA” (EdDSA). "ES256” should be used with
curves P-256 and brainpoolP256r1. “ES384” should be used with curves P-384, brainpoolP320r1 and
brainpoolP384r1. “ES512” should be used with curves P-521 and brainpoolP512r1. “EdDSA” should be
used with curves Ed25519 and Ed448.

The recommendation in RFC 8152 on the use of deterministic ECDSA signatures does not apply to this
document.

NOTE1 The ReaderAuthentication structure itself is not transferred as part of the mdoc request, only the
resulting signature.

The reader authentication structure shall be CBOR encoded and formatted as follows:
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rAuth, use a null value for the payload.
hed content is ReaderAuthenticationBytes
COSE_Signl

nticationBytes #6.24 (bstr .cbor ReaderAuthentication)

ntication [
Authentication",
Transcript,

questBytes Same as in mdoc request

’

e —elementis-defined-in9-1-5-1-

The rtemsRepuestBytes shall contain the same data as in the mdoc request structure (see 8.3.2.1.2.1).
ReaderAuth is defined above in this subclause.

The certificate containing the mdoc reader public key shall be included as a x5¢hain element as
described in|RFC: CBOR Object Signing and Encryption (COSE): Headers for carrying‘aid referencing [X.509
certificates. Jt shall be included as an unprotected header element. The x5chain element shall inclyde at
least one cerjtificate and may contain more.

NOTE 2  The identifier for the x5chain element can be found in the IANA registry for COSE Header Paramleters.
9.1.5 Sesdion transcript and cipher suite

9.1.5.1 Sepsion transcript

The session|transcript structure is used in multiple seeurity mechanisms for device retrieval. The

session tran

SessionTranscriptBytes = #6.24 (bstr .cbor S@ssionTranscript)
SessionTranlscript = [
DeviceHngagementBytes,
EReaderKeyBytes,
Handover
]
DeviceEngagementBytes = #6.24¢bstr .cbor DeviceEngagement)
Handover = [QRHandover / NFCHandover
QRHandovers null
NFCHandover] = [
bstr N Binary value of the Handover Select Message
bstr / phull~; Binary value of the Handover Request Message,

script shall be CBOR encoded and formattéd as follows:

shall be null if NFC Static Handover was used

’

]

DeviceEngagement iS defined in 8.2.1.1.

EReaderKeyB

NOTE
structures.

ytes is defined in 9.1.1.4.

This document uses both SessionTranscript and SessionTranscriptBytes in cryptographic

The content of Handover depends on the device engagement method that was used. If device engagement
using QR code (see 8.2.2.3) was used, the contents shall be oruandover. If device engagement using NFC
(see 8.2.2.1) was used, the contents shall be NFcHandover.

The first element in the NFcHandover array shall be the binary value of the Handover Select Message as
retrieved by the mdoc reader from the mdoc. The second element in the NFcHandover array shall be the
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Handover Request Message sent by the mdoc reader to the mdoc during NFC Negotiated Handover, or
null if the Handover Request Message was not present because NFC Static Handover was used.

9.1.5.2 Cipher suite

Device retrieval security mechanisms support multiple cipher suites to indicate which algorithms and
operations shall be performed. This document only describes the algorithms and operations for one
cipher suite, which is identified by the value 1. The mdoc indicates which cipher suite shall be used in
the device engagement structure (see 8.2.1.1).

When cipher suite 1 is used, curves from Table 22 shall be used by the device retrieval security
mechgmistrs—Supportforattcurves s mandatory forammdoc Teader:

The OSE_Key structures should not contain optional parameters except for the %, y and,¢+v|parameters.
The mdoc and mdoc reader should ignore other optional parameters.

If thg curve indicated in Ereaderkey is a double-coordinate curve as specified in RFC §152, section
13.1.1, the uncompressed form shall be used for the public key. For the publi¢)key in Epevifkekey, either
the upcompressed or the compressed form may be used in case a double ¢obrdinate curve |s used.

The hrainpool curves shall have COSE Key Type EC2. COSE Key Typé€s for other curves arg specified in
the IANA COSE registry.

Table 22 — Elliptic curves for cipher suite 1

Definition Specification Curye identifier Purpose
Curve P-256 FIPS 186-4 [ANA COSE registry ECDH/ECDSA
Curve P-384 FIPS 186-4 TANA COSE registry ECDH/ECDSA
Curve P-521 FIPS 186-4 IANA COSE registry ECDH/ECDSA
X25519 RFC 7748 IANA COSE registry ECIDH
X448 RFC 7748 [ANA COSE registry ECI)H
Ed25519 RFC 8032 IANA COSE registry EdDSA
Ed448 RFC 8032 IANA COSE registry EdDSA
brainpoolP256r1 RFC 5639 [IANA COSE registry ECDH/ECDSA
brainpoolP320r1 RFC 5639 IANA COSE registry ECDH/ECDSA
brainpoolP384r1 RFC 5639 IANA COSE registry ECDH/ECDSA
brainpoolP512r1 RFC 5639 [IANA COSE registry ECDH/ECDSA

NOTH1 For IANA COSE registries?), see COSE (CBOR Object Signing and Encryption) Elliptic Clirves in IANA
(Internet Assigned Numbers Authority) Protocols Registries.

NOTH?2 , \In accordance with RFC 8152, the CDDL grammar describing a COSE_Key as used [in the device
retrigvalsécurity mechanisms is:

COSE_Key = {

1 => int, ; kty: key type

-1 => int, ; crv: EC identifier - Taken from the "COSE Elliptic Curves"
registry

-2 => bstr, ; x: value of x-coordinate

? -3 => bstr / bool ; y: value or sign bit of y-coordinate; only applicable for EC2
key types

}

2) Available at https://www.iana.org/assignments/cose/cose.xhtml.
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9.2 Server retrieval

9.2.1 TLS

Communication between the mdoc reader and the issuing authority infrastructure shall use Transport
Layer Security with server authentication and optionally with client authentication. The mdoc reader
and the issuing authority infrastructure shall support TLS version 1.2 as specified in RFC 5246 and
may support TLS version 1.3 as specified in RFC 8446.

The mdoc reader shall act as the TLS client and the issuing authority infrastructure as the TLS server.
The mdoc reader and the issuing authority infrastructure may support TLS client authentication. The
key pairs usgd Tor the TLS authentication shall not be used f0T Other purposes.

If the TLS s
Protocol (O
information
request for (

erver indicates in its TLS server certificate the support of the Online Certifi€até S
[SP), the TLS server shall support the TLS mechanisms to exchange the ‘O€SP s
More specifically for TLS version 1.2 the TLS server shall support the gertificate g
CSP specified in RFC 6066, section 8. If the server supports TLS version h.3"it shall su

tatus
tatus
tatus
pport

the TLS versjon 1.3 mechanisms to exchange the OCSP status information.

An mdoc re e the

correspondi

ader requesting OCSP status information for the TLS server (certificate shall us
hg TLS mechanisms to request this information.

r and
6 and
'ITH_

A TLS versign 1.2 connection shall use one of the cipher suites listed.in-Table 23. The mdoc reade
issuing authprity infrastructure shall support TLS_ECDHE_ECDSA ‘WITH_AES_128_GCM_SHA25
TLS_ECDHE|ECDSA_WITH_AES_256_GCM_SHA384 and should, support TLS_ECDHE_ECDSA_W
CHACHA20_POLY1305_SHA256.

Table 23 — TLS v1.2 cipher suites

Reference
RFC 8422
RFC 8422
RFC 7905

Cipher suite
LS_ECDHE_ECDSA_WITH_AES_128_GCM.SHA256
LS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
ECDHE_ECDSA_WITH_CHACHA20(POLY1305_SHA256

il
T
TLS_

! RFC
irves

The key exchange shall make use of.ahvelliptic curve listed in the NamedCurve enumeration i
8422, sectiop 5.1.1 for TLS 1.2 or RFC 8446, section 4.2.7 for TLS 1.3. No deprecated or reserved c
shall be use(.

bader
bport

A TLS versid
and the issu
TLS_AES_25

n 1.3 connectipn-should use one of the cipher suites listed in Table 24. The mdoc r
ng authoritydinfrastructure shall support TLS_AES_128_GCM_SHA256 and should su
{o_GCM_SHA384 and TLS_CHACHA20_POLY1305_SHA256.

Table 24 — TLS v1.3 cipher suites

Cipher suite Reference
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 RFC 8446
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 RFC 8446

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 |RFC 8446

9.2.2 JWS

A JWT sent by an issuing authority infrastructure to an mdoc reader shall be protected using a JSON
Web Signature (JWS) as specified in RFC 7515. The JWS is signed with a private key and the JWS signer
certificate corresponding to the private key shall be provided in the JWS Protected Header in the x5c
parameter according to RFC 7515. The a1g parameter according to RFC 7515 shall be included in the
JWS Protected Header. One of the following JSON Web Algorithms (JWA; RFC 7518) shall be used:

a) ES256: ECDSA using Curve P-256 and SHA-256,
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ES384: ECDSA using Curve P-384 and SHA-384,
ES512: ECDSA using Curve P-521 and SHA-512.

Critical JWS Header parameters shall not be used. Other optional JWS Header Parameters should not be
used. JWS Compact Serialization shall be used.

Upon receiving a JWT/JWS, the mdoc reader shall perform the inspection procedure as described in
9.3.2.

An example can be found in D.5.4.

9.3

Validation and inspection procedures

9.3.1| Inspection procedure for issuer data authentication

The mdoc reader shall perform the following or functionally equivalent steps to verify that
data |s authentic and valid.

Vjalidate the certificate included in the MSO header according to 9.3.3.

Verify the digital signature of the IssuerAuth structure (see’\9.1.2.4) using the wor
Key, working_public_key_parameters, and working_public:key_algorithm from th
validation procedure of step 1.

(an)

alculate the digest value for every Issuersignedifém returned in the peviceRespon
ccording to 9.1.2.5 and verify that these calculateddigests equal the corresponding
h the MSO.

—- ay

erify that the pocType in the MSO matches-the relevant pocType in the bocuments stru

= <

alidate the elements in the va1idityLafo structure, i.e. verify that:

-+ the 'signed' date is within the validity period of the certificate in the MSO h

the current timestamp shall be equal or later than the ‘validFrom’ element,

the 'validUntil" element shall be equal or later than the current timestamp.

9.3.2| Inspection procedure for JWS

The mdoc reader shall validate the received JWT, verify that the JWT is a JWS and valid
accor{ding to REG.7519, section 7.2 (or perform functionally equivalent steps) to verify that
data |s authentic and valid. In addition, the mdoc reader shall perform the following steps.

a)
b)

)

d)

Vjalidate the certificate included in the JWS header according to 9.3.3.

the received

king_public_

b certificate

se structure
ligest values

cture.

bader,

ate the JWT
the received

Verify thatthe aTg header parameter denotes one of the JSON-WebAlgorithms Histed 1

9.2.2.

Verify the digital signature using the algorithm specified in the a1g header parameter, the working_
public_key, working_public_key_parameters, and working_public_key_algorithm from the JWS

signer certificate validation procedure.
Validate the JWT claims 'iat' (issued at) and 'exp' (expiration time), i.e. verify that:
1. The current time shall be equal or later than the 'iat' date,

2. The 'exp' date shall be equal or later than the current time.
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9.3.3 Certificate validation procedure

This subclause specifies the certification path validation procedure for certificates issued under
an IACA certificate or under another CA as trust anchor. mdoc readers, mdocs and issuing authority
infrastructures performing the certification path validation shall store the relevant trust anchor
certificates or the information extracted from these trust anchor certificates that is required for
the certification path validation in a way that preserves the availability and the authenticity of the

information.

Additionally, they shall have access to certificate revocation information.

This document does not mandate methods to obtain and/or to establish trust in IACA certificates and
other certificates that serve as trust anchors for certification path validation. It is the responsibility of

IACA certifig
Itis the resp
used as trus
certificates.

However, ex
in Annex C,
authority sh
document d
It is the resy
protected ag

mdoc readel
shall apply t
performed

|
— Verify t

element

— Verify t

ot

ates used to verify the certificates issued by the IACA, such as DS or JWS signer certifi
pnsibility of the issuing authority to obtain and/or to establish trust in certificates'th
I anchors to validate mdoc reader authentication certificates and TLS client authentic

hmples of methods and approaches to establish such trust in IACA certificates are pro
which describes a method for distribution for IACA certificates. Imany case, the is
all publicly publish its issuing authority certificate authorityl (IACA) certificate.
es not prescribe methods for the generation, administration, and safekeeping of key
onsibility of each issuing authority to ensure that keys ar¢ generated, administered
necessary.

s, mdocs and issuing authority infrastructures perférming certification path valid
he RFC 5280, section 6.1 basic path validation. Eurthermore, the following steps sh
r certificates issued by the [ACA.

at the countryName element in the subjectof the IACA certificate and the country
in the subject of the target certificate issu€d under the IACA certificate are the same.

hat the stateOrProvinceName element in the subject of the IACA certificate an

stateOrfrovinceName element in the subjéct of the target certificate issued under the
certificqdte are the same if this element is,present in both certificates.

If this valid
algorithm, a

Subclause B.

ion succeeds it returns the-final value of the working_public_key, the working_publid
nd the working_public_key-parameters.

B.1 illustrates howthe certification path validation can be used for an end-entity certi

issued by th

Subclause B

e [ACA.

3.2 illustratesshow the CRL validation and revocation checking can be used for an

entity certif

cate issuedby the IACA.

in the

rates.
ht are
ation

vided
suing

This
bairs.
, and

ation
a1l be

Name

 the
[IACA

| key_

ficate

end-
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Annex A
(informative)

BLE L2CAP transmission profile

The GATT server shall indicate support for the L2ZCAP transmission profile by making the L2CAP
characteristic available next to the characteristics defined in 8.3.3.1.1.4. Table A.1 shows the

chardcteristic which the GATT server shall expose. The contents of the characteristics|shall be the
Protqcol Service Multiplexer (PSM).

Table A.1 — L2CAP service characteristics

Service Characteristic name UUID Mandatory [properties
mdoc 0000000A- A123-48GE*
L2CAP 896B-4C76973373E6 Repd
mdoc reader L2CAP 0000000B- A123<48CE- Rehd

896B-4C7697%3373E6

If after reading the L2CAP service the GATT client decides to ‘use the L2ZCAP transmissidn method, it

shall |establish an L2ZCAP connection-oriented channel according to the Bluetooth Core Jpecification,
Versipn 5.2, December 2019, Vol 3, Part A, section 4101,

The dontents of the data sent shall be the SessignEstablishment or SessionData |messages as

definpd in 9.1.1.4.
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Annex B
(normative)

Certificate and CRL profiles

B.1 Certificate profiles

B.1.1 Ove

The certificg
authority in
in B.1.7 and

'view

te profiles defined in this annex are mandatory for mDLs, mDL readers and-n1DL is
rastructures, except for the mdoc reader authentication and TLS client certificate prj
B.1.8, which are recommended.

The IACA ro
mdoc reader
entity certif
by an IACA

certificate npay contain the stateOrProvinceName element to indicate-that this IACA certificatg

issues mDLs
also be pres;

The IACA ro

If an IACA lipk certificate is created, it shall use the IACA\ink certificate profile as defined in B.1.3.

For issuer d
certificate p
(see 9.1.2.4),

NOTE1 If
certificate. m
any element H

For JWS, thg
certificate is
included in t|

NOTE2  Ift
certificate. m

parse any elementbeyond the first in the x5c array.

bt certificate is the root certificate used to issue all end-entity certificates, except po

authentication and TLS client authentication certificates. The allowed usage of thd
cates is defined using the extended key usage extension. All end<¢entity certificates s
root certificate shall contain the same country code ags.‘the IACA certificate. An

within a particular state or province. If the element is present in an IACA certificate, it
ent and have the same value in the end-entity certificates signed by that [ACA certific

bt certificate shall use the IACA root certificate profile as defined in B.1.2.

ata authentication (see 9.1.2), the issuinig authority shall use the mDL document s
rofile as defined in B.1.4. This certificate is included in the x5chain element of Issue
The IACA root certificate shall net be included in the x5chain element.

he x5chain contains multiple certificates, the first element in the x5chain array is the m
Hoc readers using only IACA.foot certificates for validation of DS certificates do not need to
eyond the firstin the x5chagn array.

b issuing authority.shall use the JWS signer certificate profile as defined in B.1.5
included in the 450 parameter of the JWS (see 9.2.2). The IACA root certificate shall
he x5c parameter.

he x5c paraimeter contains multiple certificates, the first element in the x5c array is the JWS
Hoc readers using only IACA root certificates for validation of JWS signer certificates do not n

TLS server c

suing
ofiles

5sibly
end-
gned
[ACA
only
shall
te.

igner
rAuth

DL DS
parse

This
ot be

Signer
bed to

priificates (see 9.2.1) shall use the TLS server certificate profile as defined in B.1.6

For mdoc reader authentication (see 9.1.4), mDLs and mDL readers should use the mdoc reader
authentication certificate profile as defined in B.1.7.

For TLS client authentication (see 9.2.1), mDL readers and issuing authority infrastructures should use
the TLS client certificate profile as defined in B.1.8.

If a certificate that is issued by an IACA root certificate indicates support for OCSP, the OCSP signer
certificate shall comply with the OCSP signer certificate profile as defined in B.1.9.

The CRL indicated in an IACA root certificate, an IACA link certificate and any certificate signed by an

IACA root ce

All certificat

62

rtificate shall comply with the requirements in Clause B.2.

es shall be DER encoded.

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=f9ac2e7d7978373e9e0f30eba8999757

ISO/IEC 18013-5:2021(E)

For each certificate profile, the presence column indicates whether an element is mandatory (M),
optional (O) or conditional (C). The criticality column indicates whether an element is critical (C) or
non-critical (NC).

The following extensions shall not be used:
— PolicyMappings,
— NameConstraints,

— PolicyConstraints,

—  IptibitAmnyPoticy;
— HreshestCRL.

Certificates in this annex use OIDs for extended key usage extension. The OIDS have the following
definftion:

— ifl-mdl OBJECT IDENTIFIER ::= { iso(1) standard(0) 18013 5 },
1-mdl-kp OBJECT IDENTIFIER ::={id-mdl 1 } - - arc for extended key purposes,

—n

— i@d-mdl-kp-mdIDS OBJECT IDENTIFIER ::= {id-mdl-kp 2 } - - atc)for mDL DS,

—

1-mdl-kp-mdlJWS OBJECT IDENTIFIER ::= {id-mdl-kp 3:}.- - arc for JWS,

— ifl-mdl-kp-mdIlReaderAuth OBJECT IDENTIFIER #=%{ id-mdl-kp 6 } - - arc for rmdoc reader
dquthentication used by mDL readers,

— i@-mdl-kp-mdITLSClientAuth OBJECT IDENTIFIER ::= {id-mdl-kp 9} - -arcfor TLS clientaythentication
used by mDL readers,

— ifl-mdl-kp-mdIIACALink OBJECT IDENTIFIER ::= { id-mdl-kp 4 } - - arc for mDL IACA Lipk,
— ifl-mdl-kp-mdIIACA OBJECT IDENTIFIER ::= { id-mdl-kp 7} - arc for mDL IACA.

B.1.2 IACA root certificate

This tertificate profile defines the IACA root certificate, establishing the allowed security parameters
for interoperability. ThedACA root certificate is used as the root for all certificates defined in this annex.
One JACA root certificate may be used by multiple issuing authorities within one country. $ee Table B.1
for details.

Issuipg authorities should define the validity period of the IACA root certificate as the sum of:

—

he longestvalidity length of the end entity certificates to be issued (e.g. document signer certificates,
JWSssigner certificates, TLS server certificates or OCSP signer certificates);

— usage period: time during which end entity certificates will be issued;

— lead times: time required to create and disseminate the [ACA root certificate before its usage period.
NOTE The longest validity length of the end entity certificates includes any document signer certificates
for IDLs with a secure integrated circuit. IDLs with a secure integrated circuit and the corresponding document

signer certificates typically have a longer maximum validity than document signer certificates for mDLs.

The private key usage period shall be carefully set, balancing the risk of having too many documents
issued under the same [ACA root certificate against the efforts and lead time required to create new
IACA root certificates. The recommended period is between 3 to 5 years.

This document defines the IACA certificate as a self-signed root certificate for optimized performance
and maximum cross-border interoperability.
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The IACA public key can additionally be used in other PKI schemes, e.g. signed by a top root national
CA or cross-signed by another authority. Those additional uses and the distribution mechanisms are
outside the scope of this document.

Table B.1 — IACA root certificate

o Section i
Certlﬁc::n tcompo- in RFC I;;ise- Crlittlcal- Description
5280 y

Version 4.1.21 M Shall be v3.

Serial number 4.1.2.2 M Non-sequential positive, non-zero integer, shall contain at
least 63 bits of output from a CSPRNG, should contain ak
least 71 bits of output from a CSPRNG, maximum 20]octets.

Signature 4.1.2.3 M Value shall match the OID in the signature algorithim
(below).

Issuer 41.2.4 M countryName is mandatory. The value shall-be in upper| case
and contain the ISO 3166-1 alpha-2 code.of the issuing ¢oun-
try, exactly the same value as in the issding country data
element. The countryName shall be,printableString.
stateOrProvinceName is optioral. If this element is
present, the element shall dlso'be present in the end-entity
certificates and hold the.same value. The value shall exactly
match the value of the data element “issuing_jurisdictign”, if
that element is presenton the mDL.
organizatiopName is optional. Its value is at the discr¢tion
of the IACA.
commonNafe’shall be present. Its value is at the discretipn of
the IACAC
serialNumber is optional. If present, it shall be a
RrintableString.

Attributes that have a DirectoryString and for which
the encoding is not listed above syntax shall be either
PrintableString Or UTF8String.
Validity 4.1.2.5 M

Not beforg M Date on which the certificate validity period begins.

Not after M Maximum of 20 years after “Not before” date.
NOTE The 20-year validity period results from the pogsi-
bility of using the IACA root certificate for issuing an IQL
according to ISO/IEC 18013-3, which allows the use of DS
certificates with validity periods up to 15 years. If the IACA
root certificate is only used to issue mDLs, a maximum
validity period of 9 years is sufficient.

Subject 411.2.6 M Same exact binary value as [ssuer.

Subject publickey | 4.1.2.7 M

info

algorithm M 1.2.840.10045.2.1 (Elliptic curve)

Key

Presence:

M mandatory

0 optional

Criticality:

C critical

NC not critical
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Table B.1 (continued)

M mfandatory:

0 optienal

Certificate compo- Siflc]t{i[‘:)(ljl Pres- Cri_tical- Description
nent 5280 | ©nce ity
parameters M Implicitly specify curve parameters through an OID asso-
ciated with one of the following curves specified in FIPS
186-4:
1.2.840.10045.3.1.7 (Curve P-256)
1.3.132.0.34 (Curve P-384)
313235 teurve P-5243
Or one of the following curves specified in REC5639:
1.3.36.3.3.2.8.1.1.7 (brainpoolP256rxl)
1.3.36.3.3.2.8.1.1.9 (brainpoolP320r1)
1.3.36.3.3.2.8.1.1.11 (brajnpoolP384r1)
1.3.36.3.3.2.8.1.1.13 (brainpoolP512r1)
supjectPublicKey M Public key shall be encodédjin uncompressed fgrm.
X.50pv3 extensions | 4.2 M Further extensions m\{&’e present if they are marked
non-critical. .
Subjeéct key iden- 4.2.1.2 M NC SHA-1 hash of the stibject public key BIT STRING value (ex-
tifiey cluding tag, length, and number of unused bits)
Key usage 4213 M C
Digital signature 0
Ndn-repudiation 0
Kely encipherment 0
Dalta encipher- 0
ment
Kely agreement 0
Kely certificate 1
signature
CRLL signature 1
Enicipher only 0
Déecipher only 0
Key
Presence:

Critickhty
C critical

NC not critical
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Table B.1 (continued)

Certificate compo- S_ectlon Pres- |Critical- s
nent in RFC ence it Description
5280 y
Issuer alternative | 4.2.1.7 M NC The issuer alternative name extension shall provide contact
name information for the issuer of the certificate. For that pur-
pose, the issuer alternative name shall include at least one of
—_ rfc822Name, Oor
— uniformResourceldentifier.
P‘ICTE Thlb \,uuta\,t ;llfUl 1uatiuu ;D illtClldCd tU hC}lJ Colab_
lish trustin the certificate and the certified key by appio-
priate out of band mechanisms. Note that this informatjon
is only meant for contact information and does.not'in itkelf
imply any level of trust in the certificate.
Basic constifaints 4.2.19 M C
CA M TRUE
pathLenCagn- M 0
straint
CRLDistribytion- [4.2.1.13 M NC The ‘reasons’ and ‘cRL Issuet fields shall not be used.
Points
distributignPoint M URI for CRL distribution point
Signature algo- 41.1.2 M Options:
rithm .
1.2.840.10045.4.3.2 (ECDSA-with SHA256)
1.2.840.,10045.4.3.3 (ECDSA-with SHA384)
1.2.840%10045.4.3.4 (ECDSA with SHA512)
Signature vilue 41.1.3 M Value'according to the signature algorithm. By creating this

sighature, the CA certifies the binding between the pub
key material and the subject of the certificate, i.e. the [4

lic
\CA.

Key
Presence:

M mandator)

O optional
Criticality:
C critical

NC not critica

<

B.1.3 1AC/

This certific

A link certificate

eters

hte prnfﬂp defines the TACA link certificate, qunh]iqhing the allowed Qp(‘nrify paramn

for interoperability. The IA should generate and distribute an IACA link certificate when doing an IACA
re-key. The link certificate establishes a trust path from the old IACA root certificate to the new one.
See Table B.2 for details.
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Table B.2 — IACA link certificate

M mandatory

O optional

C conditional
Criticality:

C critical

NC not critical

. Section L.
Certlflc::le; tcompo- in RFC l;nr'le::se- Crlittlcal- Description
5280 y

Version 41.2.1 M Shall be v3.

Serial number 41.2.2 M Non-sequential positive, non-zero integer, shall contain at
least 63 bits of output from a CSPRNG, should contain at
least 71 bits of output from a CSPRNG, maximum 20 octets.

Signature 41.2.3 M Value shall match the OID in the signature algorithm
(below).

Issugr 4.1.2.4 M Same exact binary value as the subject in the.old IACA root
certificate, for which the respective private key is signing
this link certificate.

Validity 41.2.5 M

Nqt before M Date on which the link certificatéwalidity perigd begins.
Nqt after M Date shall not be after the “NotAfter” date of the old IACA
root certificate.

Subject 4.1.2.6 M Same exact binary valde’as Issuer in the new IACA root
certificate.

Subject publickey | 4.1.2.7 M Same as the subjéet public key info in the new ACA root

info certificate.

X.50pv3 extensions | 4.2 M Further e?ﬁ'&’ions may be present if they are narked
non-critical.

Authority key iden- | 4.2.1.1 M NC

tifier

keyldentifier M Same value as the subject key identifier of the qld IACA root
certificate

Subject key identifi-| 4.2.1.2 M NC SHA-1 hash of the subject public key BIT STRING value

er (excluding tag, length, and number of unused bjts).

Key @isage 4.2.1.3 M C

Digital signature 0
Ndn-repudiation 0
Kely encipherment 0
Dalta encipher- 0
ment
Kely agreement 0
Kely certifigate 1
signature
CRL.Signature 1
Encipher only 0
Decipher only 0
Key
Presence:
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Table B.2 (continued)

- Section L.
Certlﬁc::g tcompo- in REC l;xl'lise- Crlittlcal- Description
5280 y
Subject alternative | 4.2.1.6 C NC The presence is conditional. If the IACA wants to change the
name DN when doing a CA rollover, the subject alternative name
extension shall include a directoryName entry with the
new Issuer DN.
Issuer alternative 4.2.1.7 M NC The issuer alternative name extension shall provide contact
name information for the issuer of the certificate. For that pur-
pose; theissueralternativename-shallinclude-atleastone
of
— rfc822Name, Or
— uniformResourcelIdentifier.
NOTE This contact information is intended’to help estjab-
lish trust in the certificate and the certified key by appfo-
priate out of band mechanisms. Note.that this information
is only meant for contact informdtion and does not in ifself
imply any level of trust in the ceftificate.
Basic constraints 4219 M C
CA M TRUE
pathLenCqn- M 0
straint
CRLDistribytion- 4.2.1.13 M NC The ‘reasons’and ‘cRL Issuer’ fields shall not be used.
Points
distributignPoint M URI for CRL distribution point
Signature aligo- 4.1.1.2 M Optiens:
rithm 155" 840.10045.4. 3.2 (ECDSA-with SHA256)
1.2.840.10045.4.3.3 (ECDSA-with SHA384)
1.2.840.10045.4.3.4 (ECDSA with SHA512)
Signature value 41.1.3 M Value according to the signature algorithm. By creating this

signature, the CA certifies the binding between the pulplic

key material and the subject of the certificate, i.e. the P}
Key and DN of new IACA root certificate.

ublic

Key
Presence:
M mandator

0 optional

C conditionﬂl

Criticality:

C critical

NC not critical

B.1.4 Document signer certificate

This certificate is used to sign the mobile security object in the device retrieval mdoc response.

Additional information on privacy and security can be found in Clause E.6.

NOTE

A method to enhance its security is for the issuing authority to use certificates that have a short

lifespan (for example, a few weeks), and if a compromise is detected, to revoke the document signer certificate
and reissue and disseminate to all concerned mDL updated data signed with a new document signer certificate.
See Table B.3 for details.
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Table B.3 — Document signer certificate

Certificate compo-
nent

Section
in RFC
5280

Pres-
ence

Critical-
ity

Description

Version

4.1.2.1

M

Shall be v3.

Serial number

4.1.2.2

M

Non-sequential positive, non-zero integer, shall contain at
least 63 bits of output from a CSPRNG, should contain at
least 71 bits of output from a CSPRNG, maximum 20 octets.

Signature

4.1.2.3

=

Value shall match the OID in the signature algorithm

(below).

Issué¢r

4.1.2.4

Same exact binary value as the subject of [AGA

certificate.

Validity

4.1.2.5

Ndt before

Date on which the certificate validityperiod be

gins.

Ndt after

Maximum of 457 days after “Not before” date

Subject

41.2.6

TRIZIZEIR

countryName is mandatory. THe'yalue shall be
case and contain the ISO 31661 alpha-2 code o
country, exactly the samevalue as in the issuin|
data element. The courzryName shall be Print]

in upper

f the issuing
g country
ableString.

present in the [AGA root certificate, this eleme
present and hold the same value. The value sh
match the value of the data element “issuing_jy
if that elenient is present on the mDL.

stateOrProvinceflame is optional. If this ele}ent is

organ¥zationName is optional. Its value is at t
of the'TACA.

gommonName shall be present. Its value is at the
the IACA.

localityName is optional. Its value is at the di
the IACA.

serialNumber is optional. If present, it shall bg
PrintableString.

Attributes that have a DirectoryString and f
the encoding is not listed above syntax shall be
PrintableString or UTF8String.

t shall be
1 exactly
risdiction”,

he discretion

discretion of

cretion of

br which
either

Subject public key
info

41.2.7

algorithm

If any of the curves specified below for the par
field is used, the following OID must be used, af
RFC 5480 and RFC 5639:

bmeters
specified in

1.2.840.10045.2.1 (id-ecPublicKey)

For curves Ed25519 or Ed448, one of the following OIDs

must be used, as specified in RFC 8410:
1.3.101.112 (Curve Ed25519)
1.3.101.113(Curve Ed448)

Key
Presence:

M mandatory

O optional
Criticality:
C critical

NC not critical
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Table B.3 (continued)

- Section -
Certlflc:(:lel t(:ompo- in RFC l;xl'l(::se- Crlittlcal- Description
5280 J
parameters C This field must only be present when the algorithm field
contains the OID 1.2.840.10045.2.1.
Implicitly specify curve parameters through an OID asso-
ciated with one of the following curves specified in FIPS
186-4:
1.2.840.10045.3.1.7 (Curve P-256)
1.3.132.0.34 (Curve P-384)
1.3.132.0.35 (Curve P-521)
Or one of the following curves specified in RFO5639:
1.3.36.3.3.2.8.1.1.7 (brainpoolP256r1)
1.3.36.3.3.2.8.1.1.9 (brainpoolR320r1)
1.3.36.3.3.2.8.1.1.11 (brainpoolP384r1)
1.3.36.3.3.2.8.1.1.13 (brainpoolP512r1)
subjectPublicKey M For all curves except Ed25519 or Ed448, the public key|shall
be encoded in uncompressed form.
X.509v3 extensions | 4.2 M Further extensions n@ be present if they are marked
non-critical. &
Authority key iden- | 4.2.1.1 M NC
tifier
keyldentifjer M Same valteas the subject key identifier of the IACA roqt
certifjeate
Subject key jdenti- | 4.2.1.2 M NC SHA-T hash of the subject public key BIT STRING value
fier (excluding tag, length, and number of unused bits).
Key usage 4.2.1.3 M C
Digital sighature 1
Non-repudiation 0
Key encipllerment 0
Data encipher- 0
ment
Key agreement 0
Key certificate 0
signature
CRL signature 0
Encipher dnly 0
Decipher only 0
Subject alternative | 4.2.1.6 0 NC
name
Key
Presence:

M mandatory
O optional
Criticality:

C critical

NC not critical
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Table B.3 (continued)

o Section .
Certlflc::ﬁ tcompo- in REC [;;(::i- Crlittlcal- Description
5280 y

Issuer alternative 4.2.1.7 M NC The issuer alternative name extension shall provide contact

name information for the issuer of the certificate. For that pur-
pose, the issuer alternative name shall include at least one
of
— rfc822Name, or
— uniformResourceldentifier.
NOTE This contact information is intended to| help estab-
lish trust in the certificate and the certified key by appro-
priate out of band mechanisms. Note thatthis information
is only meant for contact informationarid does|not in itself
imply any level of trust in the certificate.

Extended key usage [ 4.2.1.12 M C

Kely usage M 1.0.18013.5.1.2 (mdIDS)
CRLDistribution- 4.2.1.13 M NC The ‘reasons’ and ‘cRLdssuer’ fields shall not b¢ used.
Points
digtributionPoint M URI for CRL distribjition point

Signature algo- 41.1.2 M Options:

rithin 1.2.840.40045.4.3.2 (ECDSA-with SHA256)
1.2.840710045.4.3.3 (ECDSA-with SHA384)
1¢2%840.10045.4.3.4 (ECDSA with SHA512)

Signature value 4.1.1.3 M Value according to the signature algorithm. By|creating this

signature, the CA certifies the binding betweer] the public
key material and the subject of the certificate, i.e. the docu-
ment signer.

Key
Presejnce:

M npandatory
O optional
Criticplity:

C ciitical

NC n¢t critical

B.1.3 JWSsigner certificate

The JWS-signer certificate is used to sign all data returned using the server retrieval methods. See

Table B.4 for details.
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Table B.4 — JWS signer certificate

o Section L.
Certlflcna‘:ﬁ tcompo- in RFC l:;e::s;- Crlittlcal- Description
5280 y

Version 41.2.1 M Shall be v3.

Serial number 41.2.2 M Non-sequential positive, non-zero integer, shall contain at
least 63 bits of output from a CSPRNG, should contain at
least 71 bits of output from a CSPRNG, maximum 20 octets.

Signature 41.2.3 M Value shall match the OID in the signature algorithm
(below).

Issuer 41.2.4 M Same exact binary value as the subject of [ACA certificate.

Validity 4.1.2.5 M

Not beforg M Date on which the certificate validity period bégins.
Not after M Maximum of 457 days after “Not before” daté.
Subject 4.1.2.6 M countryName is mandatory. The value shall be in uppey

case and contain the ISO 3166-1 alpha-2 code of the issping
country, exactly the same value as in the issuing countty
data element. The countryNanershall be PrintableStfring.

stateOrProvinceName is(optional. If this elementis
present in the IACA root eertificate, this element shall be
present and hold the same value. The value shall exactly
match the value of the-data element “issuing_jurisdictipn”,
if that element ispresent on the mDL.

organizationlame is optional. Its value is at the discrgtion
of the IACA:

common®ame shall be present. Its value is at the discret{on of
the PACA.

toealityName is optional. Its value is at the discretion|of
the IACA.

serialNumber is optional. If present, it shall be a
PrintableString.

Attributes that have a DirectoryString and for which
the encoding is not listed above syntax shall be either
PrintableString Or UTF8String.

Subject publickey | 4.1.2.7 M

info
algorithm M 1.2.840.10045.2.1 (Elliptic curve)
parameteifs M Implicitly specify curve parameters through an OID as}oci-
ated with a curve listin 9.2.2
subjectPublicKey M Public key shall be encoded in uncompressed form.
X.509v3 extensions | 4.2 M Further extensions may be present if they are marked
non-critical.
Authority key iden- | 4.2.1.1 M NC
tifier
Key
Presence:

M mandatory

O optional
Criticality:
C critical

NC not critical
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M mandatory

O optional
Criticality:
C critical

NC not critical

Table B.4 (continued)
o Section .
Certlflclil(;el tcompo- in REC l:;ise' Crlittlcal- Description
5280 y
keyldentifier M Same value as the subject key identifier of the IACA root
certificate
Subject key identi- | 4.2.1.2 M NC SHA-1 hash of the subject public key BIT STRING value
fier (excluding tag, length, and number of unused bits).
Key usage 42.1.3 M C
Digital signature 1
Ndn-repudiation 0
Kely encipherment 0
Dalta encipher- 0
ment
Kely agreement 0
Kely certificate 0
signature
CRL signature 0
Enicipher only 0
Decipher only 0
Subject alternative | 4.2.1.6 0 NC
name
Issugr alternative 4.2.1.7 M NC The\ssuer alternative name extension shall provide contact
name information for the issuer of the certificate. Forf that pur-
pose, the issuer alternative name shall include pt least one
of
— rfc822Name, Or
— uniformResourceldentifier.
NOTE This contact information is intended tq help estab-
lish trust in the certificate and the certified key by appro-
priate out of band mechanisms. Note that this information
is only meant for contact information and does|not in itself
imply any level of trust in the certificate.
Extended key usage([4,2.1.12 M C
Kely usage M 1.0.18013.5.1.3 (mdlJWS)
CRLDistribution- 4.2.1.13 M NC The ‘reasons’ and ‘cRL Issuer’ fields shall not b
Points
digtributionPoint M URI for CRL distribution point
Key
Presence:
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Table B.4 (continued)
o Section L.
Certlflc::g t(:ompo- in REC l;;ise' Crlittlcal- Description
5280 y
Signature algo- 41.1.2 M Options:

rithm 1.2.840.10045.4.3.2 (ECDSA-with SHA256)

1.2.840.10045.4.3.3 (ECDSA-with SHA384)
1.2.840.10045.4.3.4 (ECDSA with SHA512)

Signature value 4.1.1.3 M Value according to the signature algorithm. By creating this
signature, the CA certifies the binding between the pulplic
key material and the subject of the certificate, i.e. the igsu-
ing authority.

Key
Presence:
M mandatorfy
O optional
Criticality:

C critical

NC not critica

B.1.6 TLS|server certificate - issuing authority

The TLS seryer certificate is used to protect the server retrieval methods using TLS. See Table B\5 for
details.

Table B.5 — TLS server certificate: issuing authority

i R
Certificate compo- S_ectlon Pres- |Criticall" .
in RFC . Description
nen 5280 | €nce i
sl

Version 41.2.1 M Shall be v3.

Serial numbjer 41.2.2 M Non-sequential positive, non-zero integer, shall contaih at
least 63 bits of output from a CSPRNG, should contain st
least 71 bits of output from a CSPRNG, maximum 20 odtets.

Signature 41.28 M Value shall match the OID in the signature algorithm
(below).

Issuer 4.1.2.4 M Same exact binary value as the subject of [ACA certificate

Validity 4.1.2.5 M

Not beforg M Date on which the certificate validity period begins.
Not after vt Maxtmumnrof 822 daysafter- “Notbefore*date

Key

Presence:

M mandatory

O optional

C conditional

Criticality:

C critical

NC not critical
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Table B.5 (continued)
iy Section .
Certlflc:::altcompo- in REC l;:::se- Crlittlcal- Description
5280 y
Subject 4.1.2.6 M countryName is mandatory. The value shall be in upper

case and contain the ISO 3166-1 alpha-2 code of the
issuing country, exactly the same value as in the issu-
ing country data element. The countryName shall be
PrintableString.

stateOrProvinceName is optional. If this element is

o b o TAC A 4+ i €3 4 £l 1
PTCSCITCTIT CIICTIITGIT TOUT CCT T TC AT e, CITTS L,A\.uu.{lt Shall be

present and hold the same value. The value shgll exactly
match the value of the data element “issuing’ j
if that element is present on the mDL.

risdiction”,
organizationName is optional. Itsyvalue is at the discre-

tion of the IACA.

commonName shall be present:dts value is at thg discretion
of the IACA.

localityName is optional. Its value is at the discretion of
the IACA.

serialNumber is-optional. If present, it shall b
PrintableSgxdng.

14°]
o8]

Attributestthat have a DirectoryString and for which
the encoding is not listed above syntax shall b¢ either
PrintableString Or UTF8String.

Subject public key 4.1.2.7 M

info
algorithm M 1.2.840.10045.2.1 (Elliptic curve)
pafameters M Implicitly specify curve parameters through ap OID asso-
ciated with one of the following curves specifig¢d in FIPS
186-4:
1.2.840.10045.3.1.7 (Curve P-256)
1.3.132.0.34 (Curve P-384)
1.3.132.0.35 (Curve P-521)
Or one of the following curves specified in RF( 5639:
1.3.36.3.3.2.8.1.1.7 (brainpoolP256r1)
1.3.36.3.3.2.8.1.1.9 (brainpoolP320r1)
1.3.36.3.3.2.8.1.1.11 (brainpoolP384r1)
1.3.36.3.3.2.8.1.1.13 (brainpoolP512r1)
subjectPublicKey vt Pubtickeyshattbeencodedimuncompressed-form.
X.509v3 extensions 4.2 M Further extensions may be present if they are marked
non-critical.
Key
Presence:

M mandatory
0 optional

C conditional
Criticality:

C critical

NC not critical
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Table B.5 (continued)

i Section o
Certlflc::; t(:ompo- in RFC l:nl'l(::se- Crlittlcal- Description
5280 y
Authority key iden- | 4.2.1.1 M NC
tifier
keyldentifier M Same value as the subject key identifier of the IACA root
certificate
Subject key identi- | 4.2.1.2 M NC SHA-1 hash of the subject public key BIT STRING value
fier (excluding tag, length, and number of unused bits).
Key usage 4213 M C
Digital sighature 1 (mandatory)
Non-repudiation 0
Key encipllerment 0
Data encipherment 0
Key agreement 0
Key certificate 0
signature
CRL signature 0
Encipher gnly 0
Decipher dnly 0
Subject alternative | 4.2.1.6 M NC
name
dNSName M Internet domain name of the server. Can have more than
one dNSName.
Issuer alterpative 4.2.1.7 M NC The issuer alternative name extension shall provide cqn-
name tact information for the issuer of the certificate. For that
purpose, the issuer alternative name shall include at ldast
one of
— rfc822Name, Or
— uniformResourceldentifier.
NOTE This contact information is intended to help eqtab-
lish trust in the certificate and the certified key by appgro-
priate out of band mechanisms. Note that this informafion
is only meant for contact information and does not in itself
imply any level of trust in the certificate.
Extended kdy usage.[4.2.1.12 M C
id-kp-serverAuth M TLS server authentication
id-kp-clientAuth 0 TLS client authentication. QOptional, to handle particular
cases where the issuing authority service may need to act
also as TLS client of third-party systems.

Key
Presence:

M mandatory
O optional
C conditional
Criticality:

C critical

NC not critical
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Table B.5 (continued)
s g Section ...
Certlflc:::altcompo- in REC l;:::se- Crlittlcal- Description
5280 y

CRLDistribution- 4.2.1.13 M NC The ‘reasons’ and ‘cRL Issuer’ fields shall not be used.
Points

distributionPoint M URI for CRL distribution point
Private internet
extensions
Authority informa-_ | 4.2.2.1 C NC Conditional, shall be present if the IACA has an OCSP ser-
tion hccess vice.

Adcess descrip- C Conditional, shall be present if the CA issuing this certifi-
tion cate has an OCSP service.

o(qsp

acgessMethod M 1.3.6.1.5.5.7.48.1 (OCSP)

=

acgessLocation URI for corresponding OCSR.service

Signature algorithm | 4.1.1.2 M Options:
1.2.840.10045.4,.3.2"(ECDSA-with SHA256
1.2.840.100454).3.3 (ECDSA-with SHA384

1.2.840.10p45.4.3.4 (ECDSA with SHA512)

Signature value 41.1.3 M Value aceotding to the signature algorithm. By creating
this signature, the CA certifies the binding between the
public key material and the subject of the certificate, i.e.
the TACA online service.

Key
Presejnce:

M mpandatory
O optional

C cqnditional
Criticplity:

C ciitical

NC n¢t critical

B.1.7 mdoc reader authentication

The mDL reader should use the certificate profile according to Table B.6 for mdoc reader aythentication
(see 9.1.4)
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Table B.6 — mdoc reader authentication

o Section .
Certlﬂc::z tcompo- in RFC l;ll:::se- Crlittlcal- Description
5280 y

Version 41.2.1 M Shall be v3.

Serial number 41.2.2 M Non-sequential positive, non-zero integer, shall contain at
least 63 bits of output from a CSPRNG, should contain at
least 71 bits of output from a CSPRNG, maximum 20 octets.

Signature 41.2.3 M Value shall match the OID in the signature algorithm
(below).

Issuer 41.2.4 M The same binary value as the Subject of a CA certificatp
used for mdoc reader authentication.

NOTE 1 This CA certificate, and the manner iniwhich|it is
trusted by an mDL, is outside the scope of this’documgnt.

Validity 4.1.2.5 M

Not beforg M Date on which the certificate validity{period begins.
Not after M Maximum of 1 187 days after “Notpefore” date

Subject 41.2.6 M commonName shall be present;

Other elements may be present in the Subject field.

Subject public key 4.1.2.7 M

info

algorithm M If any of the curves specified below for the parameterf
field is used, the following OID must be used, as specified in
RFC 5480 and RFC 5639:
1.2.846,.10045.2.1 (id-ecPublicKey)
For curves Ed25519 or Ed448, one of the following OIl}s
must be used, as specified in RFC 8410:
1.3.101.112 (Curve Ed25519)
1.3.101.113 (Curve EdJ448)

Key

Presence:

M mandatorjy

0 optional

C conditiondl

Criticality:

C critical

NC not critidal
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M mandatory
0 optional

C conditional
Criticality:

C critical

NC notcritical

o Section L.
Certlflc::gtcompo- in REC l;xl'l(zse- Crlittlcal- Description
5280 J
parameters C This field must only be present when the algorithm field
containsthe OID 1.2.840.10045.2.1.
Implicitly specify curve parameters through an OID asso-
ciated with one of the following curves specified in FIPS
186-4:
1.2.840.10045.3.1.7 (Curve P-256)
1.3.132.0.34 (Curve P-384)
1.3.132.0.35 (Curve P-521)
Or one of the following curves specified in RF( 5639:
1.3.36.3.3.2.8.1.1.7 (brainpoociP256r1)
1.3.36.3.3.2.8.1.1.9 (brainpoolP320r1)
1.3.36.3.3.2.8.1.1.¥t (brainpoolP384r1)
1.3.36.3.3.2.8.1.,4¥¥3 (brainpoolP512r1)
supjectPublicKey M For all curves except/Ed25519 or Ed448, the puyblic key
shall be encodedin uncompressed form.
X.50pv3 extensions 4.2 M Further exte@\ons may be present if they are marked
non-critic¢al.
Authpority key iden- | 4.2.1.1 M NC
tifier
keyldentifier M Samme value as the subject key identifier of the [ssuer CA
certificate
Subject key identi- | 4.2.1.2 M NE SHA-1 hash of the subjectPublicKey BIT STRING value (ex-
fier cluding tag, length, and number of unused bits).
Key @isage 4.2.1.3 M C
Digital signature 1 (mandatory)
Ndn-repudiation 0
Kely encipherment 0
Dalta encipherment 0
Kely agreement 0
Kely certificate 0
signature
CRL signature
Enfcipher only 0
Decipheromnty 0
Key
Presence:
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Table B.6 (continued)

i Section -
Certlflc::g t(:ompo- in RFC l;xl'lecse- Crlittlcal- Description
5280 y
Issuer alternative 4.2.1.7 C NC Conditional, this extension shall be present if the certifi-
name cate is issued by an [ACA.
The issuer alternative name extension shall provide con-
tact information for the issuer of the certificate. For that
purpose, the issuer alternative name shall include at least
one of
—_ rfc822Name, or
— uniformResourceldentifier.
NOTE 2 This contact information is intended to help
establish trust in the certificate and the certified key Hy ap-
propriate out of band mechanisms. Note that this infofma-
tion is only meant for contact information and does nof in
itself imply any level of trust in the Certificate.
Extended kdy usage (4.2.1.12 M C
M 1.0.18013.5.1.6 (mdlReaderAuth)
CRLDistribytion- 4.2.1.13 M NC The ‘reasons’ and ‘cRL I$suer’ fields shall not be used.
Points
distributignPoint M URI for CRL distribution point
Private intefrnet Q\)‘
extensions \
Authority infforma- | 4.2.2.1 C NC Conditional) shall be present if the CA issuing this cert|f-
tion access icate has an OCSP service or would like to indicate othgr
Access Description elements.
Access defcrip- C Gonditional, shall be present if the CA issuing this certjfi-
tion cate has an OCSP service.
OCSP
accessMethod M 1.3.6.1.5.5.7.48.1 (OCSP)
accessLocation M URI for corresponding OCSP service
Signature algorithm | 4.1.1.2 M Options:
1.2.840.10045.4.3.2 (ECDSA-with SHA256)
1.2.840.10045.4.3.3 (ECDSA-with SHA384)
1.2.840.10045.4.3.4 (ECDSA with SHA512)
Signature v3lue 41.1.3 M Value according to the signature algorithm. By creating
this signature, the CA certifies the binding between the
public key material and the subject of the certificate, i.e.
thembDtTeader.

Key
Presence:

M mandatory
O optional
C conditional
Criticality:

C critical

NC not critical
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B.1.8 TLS client authentication certificate

The mdoc reader should use the certificate profile according to Table B.7 for TLS client authentication
(see 9.2.1).

Table B.7 — TLS client authentication certificate

o Section -
Certlflc::::ltcompo- in REC l:l(::i- Crlittlcal- Description
5280 y

Version 4121 M Shall be v3.

Serigl number 41.2.2 M Non-sequential positive, non-zero integer, shall contain at
least 63 bits of output from a CSPRNG, should ¢ontain at
least 71 bits of output from a CSPRNG, maximym 20 octets.

Signature 41.2.3 M Value shall match the OID in the signdature algdrithm
(below).

Issugr 41.2.4 M The same binary value as the-Subject of a CA cg¢rtificate
used for TLS client authentieation.

NOTE 1 This CA certificate, and the manner ifp which it is
trusted by an mDL, is‘qutside the scope of this|[document.

Validity 4.1.2.5 M

Ndt before M Date on whichcthe certificate validity period begins.
Nqt after M Maximum'of T 187 days after “Not before” date

Subject 4.1.2.6 M commonName shall be present.

Other elements may be present in the Subject flield.

Subject public key 4.1.2.7 M

info

algorithm M 1.2.840.10045.2.1 (Elliptic curve)
pafameters M Implicitly specify curve parameters through ap OID asso-
ciated with one of the following curves specifi¢d in FIPS
186-4:
1.2.840.10045.3.1.7 (Curve P-256)
1.3.132.0.34 (Curve P-384)
1.3.132.0.35 (Curve P-521)
Or one of the following curves specified in RF( 5639:
1.3.36.3.3.2.8.1.1.7 (brainpoolP256r1)
1.3.36.3.3.2.8.1.1.9 (brainpoolP320r1)
1.3.36.3.3.2.8.1.1.11 (brainpoolP384r1)
1.3.36.3.3.2.8.1.1.13 (brainpoolP512r1)
subjectPublicKey M Public key shall be encoded in uncompressed form.

X.509v3 extensions 4.2 M Further extensions may be present if they are marked
non-critical.

Key

Presence:

M mandatory

0 optional

C conditional

Criticality:

C critical

NC not critical
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M mandatory
O optional

C conditional
Criticality:

C critical

NC not critical

Table B.7 (continued)
i Section -
Certlflc::; t(:ompo- in RFC l;xl'le(::se- Crlittlcal- Description
5280 y
Authority key iden- | 4.2.1.1 M NC
tifier
keyldentifier M Same value as the subject key identifier of the Issuer CA
certificate
Subject key identi- | 4.2.1.2 M NC SHA-1 hash of the subjectPublicKey BIT STRING value (ex-
fier cluding tag, length, and number of unused bits).
Key usage 4.2.1.3 M C
Digital sighature 1 (mandatory)
Non-repudiation 0
Key encipllerment 0
Data encipherment 0
Key agreement 0
Key certificate 0
signature
CRL signature 0
Encipher gnly 0
Decipher dnly 0
Issuer alterpative 4.2.1.7 C NC Conditional, this'extension shall be present if the certifi-
name cate is issued. by an [ACA.
The issuer alternative name extension shall provide cqn-
tactififormation for the issuer of the certificate. For that
purpose, the issuer alternative name shall include at Idast
one of
— rfc822Name, Or
— uniformResourceldentifier.
NOTE 2 This contact information is intended to help
establish trust in the certificate and the certified key Hy ap-
propriate out of band mechanisms. Note that this infofma-
tion is only meant for contact information and does nof in
itself imply any level of trust in the certificate.
Extended kgy usage | 4,.2:1.12 M C
M 1.0.18013.5.1.9 (mdITLSClientAuth)
id-kp-clierjtAuth M Allows the usage of TLS based client authentication.
CRLDistribytion; 4.2.1.13 M NC The ‘reasons’ and ‘cRL Issuer’ fields shall not be used.
Points
distributionPoint M URI for CRL distribution point
Key
Presence:
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Table B.7 (continued)
iy Section L.
Certlflc:::altcompo- in REC l;xl'lise- Crlittlcal- Description
5280 y
Private internet
extensions
Authority informa- | 4.2.2.1 C NC Conditional, shall be present if the CA issuing this certif-
tion access icate has an OCSP service or would like to indicate other
Access Description elements.
Access descrip- C Conditional, shall be present if the CA issuing this certifi-
tion cate nas an UCSP Service.
oqsp
acgessMethod M 1.3.6.1.5.5.7.48.1 (OCSP)
acgessLocation M URI for corresponding OCSP service
Signature algorithm | 4.1.1.2 M Options:
1.2.840.10045.4.3.2 (ECRSA-with SHA256
1.2.840.10045.4.3 .3,(ECDSA-with SHA384
1.2.840.10045.4-3\4 (ECDSA with SHA512)
Signature value 41.1.3 M Value according tothe signature algorithm. By| creating
this signaturejthe CA certifies the binding between the
public keyymaterial and the subject of the certificate, i.e.
the mDkreader.
Key
Presejnce:
M mjandatory
O optional
C cqnditional
Criticplity:
C cifitical
NC n¢t critical
B.1.9 OCSP signer certificate

The (

CSP signer certificate is used to sign OCSP messages. See Table B.8 for details.
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Table B.8 — OCSP signer certificate

o Section L.
Certlﬂc:;ﬁ tcompo- in REC l:xl‘le(::s‘;- Crlittlcal- Description
5280 y

Version 41.2.1 M Shall be v3.

Serial number 41.2.2 M Non-sequential positive, non-zero integer, shall contain at
least 63 bits of output from a CSPRNG, should contain at
least 71 bits of output from a CSPRNG, maximum 20 octets.

Signature 41.2.3 M Value shall match the OID in the signature algorithm
(below).

Issuer 41.2.4 M Same exact binary value as the subject of [ACA certificate

Validity 4.1.2.5 M

Not beforg M Date on which the certificate validity period bégins.
Not after M If the OCSP signer certificate supports the'€RLDistribytion-

Points extension: Maximum of 457 days-after “Not befdre
date.

If the OCSP signer certificate supports the Revocation
Checking of an Authorized Responder extension: Maximum
of 90 days after “Not before*date.

Subject 4.1.2.6 M countryName is mandatory. The value shall be in uppef
case and contain the ISO 3166-1 alpha-2 code of the issping
country, exactly the same value as in the issuing countfy
data element. The\Gount ryName shall be PrintableStfring.

stateOrPravinceName isoptional. If this elementis
present in the IACA root certificate, this element shall be
presentand hold the same value. The value shall exactly
matchrthe value of the data element “issuing_jurisdictipn”,
if that'element is present on the mDL.

&¥ganizationName is optional. Its value is at the discrgtion
of the TACA.

commonName shall be present. Its value is at the discretjon of
the IACA.

localityName is optional. Its value is at the discretion|of
the IACA.

serialNumber is optional. If present, it shall be a
PrintableString.

Attributes that have a DirectoryString and for which
the encoding is not listed above syntax shall be either
PrintableString Or UTF8String.

Subject publickey’ | 4.1.2.7 M
info

algorithm M 1.2.840.10045.2.1 (Elliptic curve)
Key

Presence:

M mandatory
0 optional

C conditional
Criticality:

C critical

NC not critical
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Critic

M mandatory
O optional

C conditional

ality:

C critical

NC not critical

Table B.8 (continued)
o Section -
Certlflc::g tcompo- in REC [;ll'lii- Crlittlcal- Description
5280 J
parameters M Implicitly specify curve parameters through an OID asso-
ciated with one of the following curves specified in FIPS
186-4:
1.2.840.10045.3.1.7 (Curve P-256)
1.3.132.0.34 (Curve P-384)
l.J.lJ .u.JS(Culchr‘Zl)
Or one of the following curves specified inRFC[5639:
1.3.36.3.3.2.8.1.1.7 (brainpoolP256r1)
1.3.36.3.3.2.8.1.1.9 (brainpoolP320r1)
1.3.36.3.3.2.8.1.1.11 (brainpoolP384r1)
1.3.36.3.3.2.8.1.1.13 (hrainpoolP512r1)
supjectPublicKey M Public key shall be encoded in uncompressed form.
X.50pv3 extensions | 4.2 M Further extensions m\%{fe present if they are marked
non-critical. .
Authority key iden- | 4.2.1.1 M NC
tifiey
keyldentifier M Same valug as the subject key identifier of the JACA root
certificate
Subject key identifi-| 4.2.1.2 M NC SHA-1 hash of the subject public key BIT STRING value
er (excluding tag, length, and number of unused bjts).
Key fisage 4.2.1.3 M C
Digital signature 1
Ndn-repudiation 0
Kely encipherment 0
Dalta encipher- 0
ment
Kely agreement 0
Kely certificate 0
signature
CRL signature 0
Enfcipher oly) 0
Déecipher enly 0
Subjectalternative | 4.2.1.6 0 NC
name
Key
Presence:
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Table B.8 (continued)

- Section L.
Certlﬁc::g tcompo- in REC l;xl'lise- Crlittlcal- Description
5280 y

Issuer alternative 4.2.1.7 M NC The issuer alternative name extension shall provide contact

name information for the issuer of the certificate. For that pur-
pose, the issuer alternative name shall include at least one
of
— rfc822Name, Or
— uniformResourceldentifier.

NOTE This contact information is intended to help,estfab-
lish trust in the certificate and the certified key loy.appfo-
priate out of band mechanisms. Note that this infermation
is only meant for contact information and do€snot in ifself
imply any level of trust in the certificate,

Extended kdy usage [ 4.2.1.12 M C

id-kp-OCSPSigning M OCSP signing delegation, see RFC.6960.

CRLDistribytion- 4.2.1.13 C NC Either this extension or the Reyecdtion checking of an au-

Points thorized responder extension shall be present.

The ‘reasons’ and ‘cRL Issuer’ fields shall not be used.
distributignPoint M URI for CRL distribution point

Revocation ¢heck- C NC See RFC 6960, 4,2:2.2.1.

ng . Either this extension or the CRLDistributionPoints ext¢n-

of an authorfized .
sion shall bepresent.

responder

id-pkix-oc$p-
nocheck

Signature algo- 4.1.1.2 M Options:

rithm 1.2.840.10045.4.3.2 (ECDSA-with SHA256)
1.2.840.10045.4.3.3 (ECDSA-with SHA384)
1.2.840.10045.4.3.4 (ECDSA with SHA512)

Signature value 41.1.3 M Value according to the signature algorithm. By creating this
signature, the CA certifies the binding between the pulplic
key material and the subject of the certificate.

Key

Presence:

M mandatorfy

O optional

C conditionat

Criticality:

C critical

NC not critical

B.2 CRL profile

An IACA shall generate certificate revocation information in accordance with the Certificate Revocation
List (CRL) format specified in Table B.9. This CRL shall be a full and complete CRL, i.e. list all unexpired
certificates issued by the IACA that have been revoked for any reason. This CRL may contain revocation
information for IACA issued certificates that are not standardized in this document. An IACA shall not
use an indirect or delta CRL.
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If no certificates have been revoked since the last CRL was issued, an IACA shall issue a new CRL at least
every 90 days. An IACA may issue CRLs more frequently than every 90 days.

If a certificate is revoked, the IACA shall issue a new CRL indicating this revocation within 48 hours.

The CRL profile as defined in Table B.9 shall be used.

Table B.9 — CRL profile

Section Critical-
CRL component| in RFC Presence . Comments
ity
5280
Versjon 5.1.21 M Shall be v2.
Signature 5.1.2.2 M Value shall match the OID in the signature ajgorithm
(below).
Issu¢r name 5.1.2.3 M Same exact binary value as Subject of [ACA ¢ertificate
Thisjupdate 51.2.4 M Issue date of this CRL
Nextlupdate 5.1.2.5 M The next CRL will be issuedno later than th¢ next up-
date date.
Revl(ed certif-| 5.1.2.6 C Conditional, shall netbe present if there are/no revoked
icat certificates. If ptesent, shall not be empty. Each CRL
entry in the revoked certificates list shall cdntain the se-
rial number‘of'the revoked certificate and tlhe revocation
date. CRL entry extensions shall not be used.
CRL extensions 5.2 Fup@\extensions shall not be present.
Adthority 521 M
key NC
identifier
keyldentifier M Same value as the subject key identifier of the IACA
certificate.
CRL number 5.2.3 M NC Sequential CRL number, increased monotonjcally at each
new CRL issued.
Signature algo-| 5.1.1.1 M Options:
rithr 1.2.840.10045.4.3.2 (ECDSA-with SHA2§6)
1.2.840.10045.4.3.3 (ECDSA-with SHA384)
1.2.840.10045.4.3.4 (ECDSA with SHA512)
Signature 5.1.1.2 M Value according to signature algorithm.
value¢
Key
Presejnce:
M ndatory
C conditional
Criticality:
C critical
NC not critical
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B.3 Certificate path and CRL validation examples

B.3.1 Certificate path validation example

This subclause gives an example on how the requirements from 9.3.3 apply to the certification path
validation of an end-entity certificate issued by the IACA. This example does not include all steps from
the path validation procedure as defined in RFC 5280. Those steps can be included when appropriate.

Use the following items from RFC 5280, section 6.1.1 as input values:

a)
b)
d)

Initialize thq following values from RFC 5280, section 6.1.2:

g)
h)
i)
j)
k)

Perform thefollowing steps from RFC 5280;Section 6.1.3:

path length is 0;

current date/time;

Take from the IACA certificate:
1. issuer name,

2. public key algorithm,

3. public key,

4. public key parameters associated with the public key.

working_public_key_algorithm from IACA certificate;
working_public_key from [ACA certificate;
working_public_key_parameters from [ACA certificate;
working_issuer_name from [ACA certificate;

Path length is 0.

a) verify step 1), 2), 3) and 4). If step3)\determines the revocation status by means of a CRL, B.3.2|gives

an example ¢n how the CRL validation can be performed.

The following steps are to be performed.

Assign the certificate'subjectPublicKey to working_public_key.

Assign the subjectPublicKeyInfo parameters, i.e. the namedCurve, to the working_publid_key_
parameters yariable.

Assign thecértificate subjectPublicKey algorithm to the working_public_key_algorithm variaple.

Verify the extended key usage extension in the target certificate contains the identifier for the
certificate type as specified in Annex B.

Process all critical extensions present in the certificate. Reject the certificate if it contains a critical
extension that is not recognized or that contains information that cannot be processed.

The following steps are to be performed.

88

Process any other recognized non-critical extensions presentin the certificate. Reject the certificate
if these extensions contain information that cannot be processed.

Verify that the countryName element in the subject of the IACA certificate and countryName element
in the target certificate are the same.
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B.3.2 CRL validation example

-5:2021(E)

This subclause gives an example on how the requirements from 9.3.3 apply to the CRL validation and

certif

icate revocation checking of an end-entity certificate issued by the IACA.

Use the following items from RFC 5280, section 6.3.1 as input values:

a) certificate: certificate serial number and issuer name.

Initia

lize the following values from RFC 5280, section 6.3.2:

b) initialize the cert_status to the special value UNREVOKED.

Perform the following steps from RFC 5280, section 6.3.3:

a)

b)

g)

j)  search for the target certificate on the CRL. If an entry is found\that matches the cert

V

If ste
procq

btain the latest available CRL of the IACA that issued the certificate. The latest availgble CRL may

e a cached list, e.g. on the mDL reader;
erify that the CRL and the target certificate are issued by the same [AGA;

alidate the signature on the CRL using the public key from the IAGA certificate;

nd serial number set the cert_status variable to UNSPECIEIED. If no entry is found, th
ariable stays UNREVOKED.

b a), b) or g) is not successful, set the cert_status vdriable to UNDETERMINED and t¢
Ss.

ficate issuer
b cert_status

brminate the
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Annex C
(informative)

Verified issuer certificate authority list (VICAL) provider

C.1 mDL VICAL provider policy and security requirements

C.1.1 Genpgral

C1.1.1 Overview

The decentralized PKI trust model adopted by the mDL requires a mechanismi\to distributg
disseminate| the set of certification authorities’ certificates by issuing authorities. Further
the lack of & global organization having oversight over the mDL ecosystem ,and willing to pl
operational fole (as is the case of ICAO for the electronic passport) limits\the possibility of hay
single centrdl repository with all the IACA certificates and working as thereference trust anchor {
mDL participants.

In this contekt, a mechanism referred to as VICAL is hereby described whereby an entity (Provide
compile, opdrate and provide such a trust anchor in the form efa service to mDL participants. A
service play$ a critical role on the overall security and interoperability of the mDLs, a minimum
security reqpirements are defined.

The VICAL Provider shall document the service it pfovides in a policy of technical and proce
controls. The policy shall follow the structure of*this annex and be compliant with the respg
requirements, which are mostly based on ISO/IEC 15408 and ISO/IEC 19790. VICAL provider]
further extepd the policy with additional matteérs (e.g. business, legal, etc.). This policy should 4
the only itemp used to assess the trustfulness-of a VICAL Provider.

This annex does not prescribe the nature or governance of a VICAL Provider. In particular, it dog
preclude a sfenario where multiple(VICAL Providers may coexist, from public and/or private en
competing gnd/or collaborating. ‘However, it is expected that the VICAL information provid
consistent amongst different VIGAL Providers.

Finally, the YICAL is provided as one possible mechanism of setting a secure and interoperable
Model. It dogs not preclide other possible mechanisms, such as bilateral and/or regional agreeme

This annex nay beused for mDL as well as IDL as specified in ISO/IEC 18013-1, ISO/IEC 18013-
ISO/IEC 180]13-3¢

e and
more,
hy an
ing a
or all

) can
S this
set of

dural
ctive
S can
ot be

s not
rities,
ed is

Trust
nts.

D and

C.1.1.2 Documentname and identification

This Policy is identified and can be referred to through the following OID:

id-idl-ml-policy OBJECT IDENTIFIER ::= {
iso(l) standard(0) driving-licence (
VICAL(3) 1}

18013) part-5(5)

Policies of VICAL providers shall be uniquely identifiable, including all published revisions.

C.1.1.3 VICAL participants

This subclause provides an overview of the VICAL participants in the mDL.
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C.1.1.3.1 VICAL providers

VICAL providers are organizations responsible for delivering the VICAL, including activities such as:
— finding and regularly validating issuing authorities’ point of contacts;

— collecting information from issuing authorities through the respective point of contacts;

— compiling the VICAL;

— creating and securing the VICAL according to the defined format;

ictribhutin g tha VIC AT oo gct cnbhoorib o,
;;;;;;;;;;; & te Vet oRE St SHOSEoeTs;

— Uupdating the VICAL regularly.

C.1.1}3.2 Issuing authorities

For the definition of issuing authority, refer to Clause 3.

C.1.1{3.3 Issuing authorities’ point of contact

Each|issuing authority shall designate a point of contact, i.e.(the unique endpoint for|the trusted
communication channel handling all communication betweerthe VICAL Provider and the issuing
authaqrity. The point of contact may be the same as the initialleontact point (see C.1.3.2).

The point of contact can have multiple formats, including but not limited to a person, P.O. hox, an email
addrgss, dedicated telephone line, telefax, etc. See C.183.2 for limitations on the initial point of contact.

C.1.1{3.4 Subscribers

Subsgribers receive the VICAL from the VICAL Provider and may redistribute it amongst relying parties,
accorjding to the licensing terms of the VIGAL, if any.

A sulscriber can simultaneously plaj_the role of a relying party and vice-versa.

C.1.1}3.5 Relying parties

Relying parties make use'of the received VICAL to validate the mDLs presented for validat]on.

C.1.1}4 VICAL usage

The YICAL contdins the CA certificates intended to be used by relying parties as the trust apchor for the
verification of-authenticity and integrity of mDLs.

In the absénce of VICALs that include all existing CA certificates from all Issuing Authofrities it may

ha b that ralvuying nartiac ymmaxvy hawvua o ica and canmhinas caunral VICAL ctna inecranca cavzara e
pp VIl LIIdalrt \'l_y l116 l_lul CIC O lllu)’ ITAVOC TU UL dITU LUIIIUITIICU OV VOIT Al v IUZII Lo LU IIIvICdoT CUVvVOeT g O

C.1.1.5 Policy administration

The VICAL Provider shall publish under this subclause the official contacts of the person or department
responsible for the Policy.

The contacts shall include name, mailing address, telephone number, and email address as minimum
information.

C.1.2 Publication and repository responsibilities

The VICAL Provider shall make the VICAL available to the subscribers in a secure, mutually trusted and
authenticated channel, with periodic updates. The VICAL provider should make updates available at
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least every 90 days. The VICAL provider should also establish procedures for extraordinary updates for
emergency cases.

C.1.3 Identification and authentication

C.1.3.1 Naming

Issuing Authorities are uniquely identified by the 2-letter ISO 3166-1 country code. In the special
cases of multiple different Issuing Authorities within a country, the stateOrProvinceName / issuing
jurisdiction (See Annex B and 7.2.1) can be used.

The naming|[of certification authorities used by an Issuing authority shall follow the guidelines pf the
certificate profiles defined and the format established in VICAL syntax notation.

C.1.3.2 Initial identity validation

The initial idlentity validation of the issuing authority is a critical step on the overall security ¢f the
VICAL, as if] is the first step to establishing a trusted communication channel(hetween the VICAL
provider and the issuing authorities.

After a trusted communication channel is established, the VICAL provider and the issuing authoritly can
securely and reliably exchange information to be published in the VICAL.

As a minimujm, the VICAL provider shall undertake the following steps.

a) Assess the legitimacy of and identify an initial contact poifityfor the entity claiming to be an issuing
authoritly. This can be achieved by a number of ways, including checking:

— against a governmental authoritative source,

— aregional/continental representative association (or similar body) of Issuing Authorities
— offi¢ial recognized directorate of Issuing’Authorities,

— intefnational conventions identifying Issuing Authorities,

— offi¢ial reference by anotherissuing authority previously trusted,

— othgr methods that clearly and undoubtedly identify an issuing authority as legitimate.

b) [Initiate fontact with theissuing authority’s initial contact point. Use this initial contact pojnt to
engage yvith the issuingauthority in setting up a trusted communication channel and the prqtocol
for its uge. Sensitive material used to set up the trusted communication channel shall be exchanged
using out-of-barid)communication. The protocol shall guarantee the integrity, authenticity, non-
repudiation afid*confidentiality of the information to be exchanged.

NOTE Ar TACA link certificate is an example of a trusted communication channel.

After the trusted communication channel is established, the Initial Identity Validation is concluded and
the parties can then start exchanging information required for the VICAL.

The VICAL provider shall regularly check that each assigned point of contact is still valid and the
established communication channel provides the security guarantees, and perform the necessary
updates if any required.

C.1.3.3 Identification and authentication for re-key requests

In the context of the VICAL, a re-key request is understood as the process to add a new CA to the records
of the issuing authority.
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This process shall use the trusted communication channel established at the initial identity validation
(see C.1.3.2). If the trusted communication channel is not considered secure (for example, weak keys or
algorithm in use, lost keys, key renewal, etc.), a new trusted communication channel shall be established
following the same requirements.

C.1.3.4 Identification and authentication of suspension requests

Suspension requests from issuing authorities shall be communicated through the trusted
communication channels established at the initial identity validation process (see C.1.3.2).

The VICAL Provider is also reserved the right to proceed unilaterally with the suspension of a CA on the
groudsof adocumented process amd criteria

C.1.4 VICAL life-cycle operational requirements

C.1.4{1 Certification authority application
The IA may apply to the VICAL Provider for inclusion of its CA into the VICAL:

The yespective IA point of contact shall provide all requested information by the VICAL Provider,
according to the established processes and through the trusted comirunication channel. The provided
information shall be authentic, correct, complete and truthful.

The Terms and Conditions of the VICAL Service, if any, shallbe made available to the applicant by the
VICAL Provider.

NOTE An IACA link certificate is an example of a trustéd communication channel.

C.1.4{2 Certification authority application processing

The VICAL Provider shall validate the infermation submitted by the 1A’s point of contact. Should any
of the acceptance checks and conditions(ail, the VICAL Provider is reserved the right to tgrminate the
appligation process.

The YICAL Provider shall keep rederds (see C.1.5.5) of the application analysis, processing,|internal and
exterpal checks and results.

C.1.4{3 Certification authority application acceptance

If thejapplication processing by the VICAL Provider approves the CA, it can be included info the VICAL
for the corresponding issuing authority and published according to the timeline set by the VICAL
Provider and agteed by the applicant.

C.1.4{4 , ‘Certification authority renewal

A CA renewal is understood as a request to inciude a new CA certificate with the same name, public key,
and other information as the old one, but with a new, extended validity period and a new serial number.

CA renewals shall not be used.

C.1.4.5 Certification authority application re-key

A CA re-key is understood as a request to include a new CA certificate with a different public key (and
serial number) while retaining the remaining contents of the old CA certificate. The new certificate may
be assigned a different validity period, key identifiers, specify a different CRL distribution point, and/
or be signed with a different key.

The old certificate may or may not be revoked, but shall not be further re-keyed, renewed, or modified.
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VICAL Providers shall process CA re-keys as new CA applications and thus follow the definitions laid
down in C.1.4.1 to C.1.4.3.

C.1.4.6 Certification authority application modification

Modifying a CA certificate is understood as a request to include a new certificate that has the same or
a different key and a different serial number, and that differs in one or more other fields from the old

certificate.

The old certificate may or may not be revoked, but shall not be further re-keyed, renewed, or modified.

VICAL Provi
laid down in

C1.4.7 Ce

The VICAL P
requests fro

The VICAL B
checks and 1

C1.4.8 En

tions

|
C.141t0C1.4.3.

ersshall process CA-moditicationsasnew CA applicationsand thusfollow the defin

Ftification authority application suspension

rovider shall suspend CA certificates in a timely manner based on authoriized and vali
m the issuing authority point of contact.

esults.

d of subscription

This policy does not define nor limits any particular form or natuse of relation between VICAL Proy

and issuing
these Partic

In the event
VICAL Provi
VICAL, accot
absence.

On the othe
subscriber, t

C.1.5 Faci

C.1.5.1 Ph

authorities, and VICAL Providers and subscribefs.) However, it assumes the exister
pants (see C.1.1.3) and some form of relation is eStablished between them.

of termination of the relation between the VICAL Provider and the issuing authorit
der is allowed to remove/suspend or maintain unchanged the corresponding IACA o
ding to the terms and conditions agreed'between the parties, or at its sole discretion

r side, in the event of termination of the relation between the VICAL Provider 3
he contents of the VICAL shall.not be affected.

fity, management and-operational controls

sical security controls

VICAL Provlder’s equipment shall be protected from unauthorized access while the cryptogr
module (see|C.1.6.2)-is{installed and activated. The VICAL Provider shall implement physical 4
controls to [reducenthe risk of equipment tampering even when the cryptographic module i

Hated

rovider shall keep records (see C.1.5.5) of the analysis, processing, internal and external

iders
1Ice of

y, the
n the
in its

ind a

aphic
ccess
S not

installed and activated. VICAL Provider cryptographic tokens shall be protected against theft, los
unauthorizefiSe.

5, and

The following controls shall be fulfilled.

a) Physical access to components of the VICAL Provider's system whose security is critical to the
provision of its VICAL services shall be limited to authorized individuals.

b) Controls shall be implemented to avoid loss, damage or compromise of assets and interruption to
business activities.

c) Controls shall be implemented to avoid compromise or theft of information and information
processing facilities.

d) Components that are critical for the secure operation of the VICAL service shall be located in a
protected security perimeter with physical protection against intrusion, controls on access through
the security perimeter and alarms to detect intrusion.
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f)

g)
h)

k)

D)

m)

C.1.5|2 Procedural controls
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The facilities concerned with VICAL generation and management (i.e. CAs status lifecycle
management) shall be operated in an environment which physically protects the services from
compromise through unauthorized access to systems or data.

Every entry to the physically secure area shall be subject to independent oversight and non-
authorized person shall be accompanied by an authorized person whilst in the secure area.

Every entry and exit shall be logged and such access log shall be inspected periodically.

Physical protection shall be achieved through the creation of clearly defined security perimeters
(i.e. physical barriers) around the VICAL generation and management services.

ny parts of the premises shared with other organizations shall be outside the perimeter of the
ICAL generation management services.

hysical and environmental security controls shall be implemented to protect the facjlity housing
slystem resources, the system resources themselves, and the facilitieshused to sfipport their
peration.

he VICAL Provider's physical and environmental security policy for systems concernedl with VICAL
eneration and management services shall address the physicall\access control, natyiral disaster
drotection, fire safety factors, failure of supporting utilities\(e’g. power, telecommunications),
tructure collapse, plumbing leaks, protection against theft, breaking and entering, pnd disaster
ecovery.

S W0

(lontrols shall be implemented to protect against equipment, information, media ajnd software
relating to the VICAL Provider's services being takén off-site without authorization.

(Qther functions relating to VICAL Provider's operations may be supported within the spme secured
drea provided that the access is limited to authorized personnel.

VICAL Providers shall implement security measures in order to protect the authenticity, integrity and

confiflentiality of their data and the«a¢curate functionality of their IT systems.

The fpllowing controls shall be fulfilled.

a)
b)

f)
g)

The VICAL Provider shall administer user access of operators, administrators and system auditors.

The administrationshall include user account management and timely modification dr removal of
dccess.

Access to-information and application system functions shall be restricted in accordance with the
access.control policy.

[he VICAL Provider's system shall provide sufficient computer security controls for the separation
0 usted—reoles—identifiedin—HEALProvider'spractices—inecluding—the—separatied of security
administration and operation functions. Particularly, use of system utility programs shall be
restricted and controlled.

VICAL Provider's personnel shall be identified and authenticated before using critical applications
related to the service.

VICAL Provider's personnel shall be accountable for their activities.

Activation of the VICAL signing key shall be under at least dual control by authorized, trusted
personnel such that one person alone cannot activate the VICAL creation system on his/her own.
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C.1.5.3 Personnel controls

The VICAL Provider shall ensure that employees and contractors support the trustworthiness of the
VICAL Provider's operations.

The following controls shall be fulfilled.

a)

b)

f)

g)
h)

j)

k)

)

96

The VICAL Provider shall employ staff and, if applicable, subcontractors, who possess the necessary
expertise, reliability, experience, and qualifications and who have received training regarding
security and personal data protection rules as appropriate for the offered services and the job
function.

VICAL

experierce and qualifications" through formal training and credentials, or actual experience

combing

This shquld include regular (at least every 12 months) updates on new threats and-cutrent sed

practice

Appropf]
or proce

Security
shall be

Trusted
identifie
Trusted
Trusted

VICAL P
from th
position
training

Where
Provide

Personngel shall exercise administrative and management procedures and processes that are i

with the

Manage

is provi:lled, familiarity with security procedures for personnel with security responsibilitie

experie
function

rovider's personnel should be able to fulfil the requirement of "expert know

tion of the two.

S.

iate disciplinary sanctions shall be applied to personnel violating VICAL Provider's pa
dures.

roles and responsibilities, as specified in the VICAL Provider's‘information security g
documented in job descriptions or in documents availablé-+to all concerned personnel

roles, on which the security of the VICAL Provider's eperation is dependent, shall be ¢
d.

roles shall be named by the management.
roles shall be accepted by the management,and the person to fulfil the role.

rovider's personnel (both temporary.and permanent) shall have job descriptions deg
e view point of roles fulfilled withsegregation of duties and least privilege, determ
sensitivity based on the duties and access levels, background screening and emp
and awareness.

hppropriate, job descriptions shall differentiate between general functions and
's specific functions. These should include skills and experience requirements.

VICAL Providér's information security management procedures.

rial personnel shall possess experience or training with respect to the VICAL servic

ce with' information security and risk assessment sufficient to carry out manage
S.

edge,
, Or' a

urity

licies

olicy,

early

fined
ining
loyee

(ICAL

n line

b that
s and
ment

All VICAL Provider's personnel in trusted roles shall be free from conflict of interest that might

prejudic

Trusted

e the impartiality of the VICAL Provider's operations.

roles shall include roles that involve the following responsibilities:

1. Security Officers: overall responsibility for administering the implementation of the security
practices;

2. System Administrators: authorized to install, configure, maintain and recover the VICAL
Provider's trustworthy systems for service management;

3. System Operators: responsible for operating the VICAL Provider's trustworthy systems on a
day-to-day basis. Authorized to perform system backup;
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trustworthy systems.

System Auditors: authorized to view archives and audit logs of the VICAL Provider's

VICAL Provider's personnel shall be formally appointed to trusted roles by senior management

responsible for security requiring the principle of "least privilege" when accessing or when

C

p)

C.1.5
The \

onfiguring access privileges.

.4 Auditlogging procedures

Personnel shall not have access to the trusted functions until the necessary checks are completed.

the a
recei
and f

The f]
a) T
b)
c)

d)

o

f)

=

g)

D QO = =

C.1.5

The V
inclu

Ctivities of the VICAL Provider have ceased, all relevant information concerning.dat
Ved by the VICAL Provider, in particular, for the purpose of providing evidence inltegal
br the purpose of ensuring continuity of the service.

bllowing controls shall be fulfilled.

hall be maintained.

ecords concerning the operation of services shall be completely and confidentially
ccordance with disclosed business practices.

ecords concerning the operation of services shall be made available if required for thg
roviding evidence of the correct operation of the setvices for the purpose of legal pro

he precise time of significant VICAL Providet's environmental, key manageme;
ynchronization events shall be recorded.

he time used to record events as requiredn the audit log shall be synchronized with
nce a day.

ecords concerning services shall‘be held for a period of time as appropriate f
ecessary legal evidence and as fiotified in the VICAL Provider's terms and conditions

he events shall be logged(in a way that they cannot be easily deleted or destroy
eliably transferred to long-term media) within the period of time that they are requir¢
Vhere possible, the security audit logs shall be automatically collected. Where this is
logbook, paper ferm, or other physical mechanism shall be used. All security aud
lectronic and non-€lectronic, shall be retained and made available during compliance

4.1 Types-of events recorded

[ICALRrovider shall record details of the actions taken to process a request and to is
ling all information generated and documentation received in connection with the

time

cluding after
a issued and
proceedings

he confidentiality and integrity of current and archived records concerning operation of services

archived in

purposes of
ceedings.

it and clock

UTC at least

r providing

ed (except if
ed to be held.
not possible,
it logs, both
audits.

sue a VICAL,
request; the

available to

nd date; and the personnel involved. The VICAI Provider shall make these record

Auditors as proof of the VICAL Provider’s compliance with these requirements.

The VICAL Provider shall record at least the following events.

a) VICAL signing key lifecycle management events, including:

1.
2.

key generation, backup, storage, recovery, archival, and destruction; and

cryptographic device lifecycle management events.

b) VICAL and IA lifecycle management events, including:

1.
2.

CA application, re-key requests, and suspension;

all verification activities stipulated in these requirements;
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3. date, time, phone number used, persons spoken to, and end results of verification telephone
calls;

4. acceptance and rejection of CA applications; and
5. issuance of VICALs.
c) security events, including:
successful and unsuccessful VICAL Provider’s system access attempts;

VICAL Provider’s and security system actions performed;

secyrity profile changes;

1
2
3
4. systlem crashes, hardware failures, and other anomalies;
5. firewall and router activities; and

6. entifies to and exits from the VICAL Provider facility.
Log entries ghall include the following elements:

d) date and time of entry;

e) identitylof the person making the journal entry; and

f) description of the entry.

C.1.5.5 Rerords archival

The VICAL Rrovider shall retain the following for atleast seven years after any CA (accepted of not)
based on thgse records ceases to be valid:

a) log of all events relating to the life cycle of keys managed by the VICAL Provider’s system;

b) documeptation and other evidence as referred in C.1.4.2.

C.1.5.6 Ke}y changeover

To minimize|risk from compromnise of a VICAL Provider’s private signing key, that key may be changed
often. From [that time on, only’the new key should be used to sign VICALs. If the old private key is
necessary dyiring a limited périod of time to keep signing VICALs and allow the migration for Rglying
parties with|legacy systems, the old key shall be retained and protected. Once the old private signing
key is not needed anymore, it may be destroyed.

The VICAL Plroyider’s signing key shall have a validity period as described in C.1.7.2.

When a VICAET e e k
Provider shall notify all subscrlbers that rely on its respectlve VICALs that it has been changed The
VICAL Provider shall provide the new public key through secure means (e.g. trusted communication
channel established with subscribers/relying parties, provision of key rollover certificates — new public
key is signed by the old private key, and vice versa).

C.1.5.7 Compromise and disaster recovery

C.1.5.7.1 Incident and compromise handling procedures

System activities concerning access to IT systems, use of IT systems, and service requests shall be
monitored.
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The following controls shall be fulfilled.

a)
b)

)

d)

f)

g)

h)

j)

k)

C.1.5|7 2 -Computing resources, software, and/or data are corrupted

Monitoring activities should take account of the sensitivity of any information collected or analysed.

Abnormal system activities that indicate a potential security violation, including intrusion into the
VICAL Provider's network, shall be detected and reported as alarms.

The VICAL Provider shall monitor the following events:
1. start-up and shutdown of the logging functions; and

2. availability and utilization of needed services with the VICAL Provider's network.

he VICAL Provider shall act in a timely and co-ordinated manner in order to resporLd quickly to
incidents and to limit the impact of breaches of security.

he VICAL Provider shall appoint trusted role personnel to follow up on alertsof potentially critical
security events and ensure that relevant incidents are reported in line with the VICAL Provider's
rocedures.

he VICAL Provider shall establish procedures to notify the appropriate parties in line with the

plicable regulatory rules of any breach of security or loss of integrity that has a significant impact
n the VICAL service provided and on the personal data maiptained therein within 24 hours of the
reach being identified.

here the breach of security or loss of integrity is likely(to adversely affect a natural or|legal person
tp whom the VICAL service has been provided, the VAICAL Provider shall also notify the natural or
legal person of the breach of security or loss of integrity without undue delay.

he VICAL Provider's systems shall be monitored including the monitoring or regul
ditlogs to identify evidence of malicious gctivity implementing automatic mechanisn
he audit logs and alert personnel of possible critical security events.

—

The VICAL Provider shall address any critical vulnerability not previously addressed 1

ar review of
1S to process

by the VICAL

—_—

rovider, within a period of 48 hours after its discovery.
Hor any vulnerability, given the potential impact, the VICAL Provider may either choosfe to:
1. create and implementa plan to mitigate the vulnerability; or

2. document the factual basis for the VICAL Provider's determination that the vulnefability does
not require remediation.

]

hcident reporting and response procedures shall be employed in such a way that damage from
ecurity incidents and malfunctions are minimized.

wn

The following controls shall be fulfilled.

a)

e)

© ISO/IEC 2021 - All rights reserved

VICAL Provider's systems data necessary to resume CA operations shall be backed up and stored
in safe places, preferably also remote, suitable to allow the VICAL Provider to timely go back to
operations in case of incident/disasters.

Back-up copies of essential information and software should be taken regularly.

Adequate back-up facilities should be provided to ensure that all essential information and software
can be recovered following a disaster or media failure.

Back-up arrangements should be regularly tested to ensure that they meet the requirements of
business continuity plans.

Backup and restore functions shall be performed by the relevant trusted roles specified in C.1.5.3.
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f) For information requiring dual control for management, for example keys, dual control shall be
applied to recovery.

C.1.5.7.3 VICAL Provider private key compromise procedures
The following controls shall be fulfilled in case of a private key compromise:

a) The VICAL Provider's business continuity plan (or disaster recovery plan) shall address the
compromise, loss or suspected compromise of a VICAL Provider's private key as a disaster.

b) The processes planned as per the previous requirement shall be in place.

c) Following a disaster, the VICAL Provider shall, where practical, take steps to avoid repetitioh of a
disaster

d) Inthe cqdse of compromise as a minimum:

1. the VICAL Provider shall inform the following of the compromise: all issuing-authorities [point
of cpntacts and subscribers and other entities with which the VICAL Provider has agreerhents
or ofther form of direct established relations, among which relying parties'and VICAL Provjders;
and

2. the VICAL Provider shall indicate that VICALs issued using this private key may no longer be
valigl.

Furthermorg¢, the following controls shall be fulfilled in case of ah algorithm compromise.

a) Should gny of the algorithms, or associated parametersjuised by the VICAL Provider or its issuing
authoritfies point of contacts and/or subscribers beceme insufficient for its remaining int¢nded
usage, then the VICAL Provider shall inform all of them with whom it has agreement or other|form
of established relations.

b) Should pny of the algorithms, or associated parameters, used by the VICAL Provider ¢r its
subscrilers become insufficient for its remhaining intended usage, then the VICAL Provider|shall
plan the|transition to a new stronger algorithm and execute it the earliest possible time.

C.1.5.7.4 Business continuity capabilities after a disaster
The followinig controls shall be falfilled.
a) The VICAL Provider shall/define and maintain a continuity plan to enact in case of a disaster.

b) In the eyent of a disaster, including compromise of a private signing key or compromise of [some
other credentialof\the VICAL Provider, operations shall be restored within the delay established
in the cqntinuity-plan, having addressed any cause for the disaster which may recur (e.g. a sequrity
vulnerability) with appropriate remediation measures.

C.1.5.8 VICAL termination

Potential disruptions to subscribers and relying parties shall be minimized as a result of the cessation
of the VICAL Provider's services and, in particular, continued maintenance of information required to
verify the correctness of VICAL services shall be provided.

Furthermore, the following controls shall be fulfilled.
a) The VICAL Provider shall have an up-to-date termination plan.
b) Before the VICAL Provider terminates its services, at least the following procedures apply.

1. Before the VICAL Provider terminates its services, the VICAL Provider shall inform the
following of the termination: all issuing authorities point of contacts and subscribers and other
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entities with which the VICAL Provider has agreements or other form of established relations,

among which relying parties and VICAL Providers.

Before the VICAL Provider terminates its services, the VICAL Provider sha

11 terminate

authorization of all subcontractors, if any, to act on behalf of the VICAL Provider in carrying

out any functions relating to the processing and/or dissemination of the VICAL.

obligations to a reliable party for maintaining all information necessary to prov

Before the VICAL Provider terminates its services, the VICAL Provider shall transfer

ide evidence

of the operation of the VICAL Provider for a reasonable period, unless it can be demonstrated
that the VICAL Provider does not hold any such information. The minimum information set is

rnmpncnr‘ nF-

2.
3.
4.
5.
c 1T
T
t
b
d T
S
1.
e) T
i
C.1.4
C.1.6
Appr
crypt

i. registration information;
ii. eventlog archives.

Before the VICAL Provider terminates its services, the VICAL Provider‘s private ke

ys, including

backup copies, shall be destroyed, or withdrawn from use, in a mianner such thag the private

keys cannot be retrieved.

Before the VICAL Provider terminates its services, where possible VICAL Provider
arrangements to transfer provision of VICAL services forits existing subscriberd
Authorities point of contacts to another VICAL Provider.

should make
and Issuing

he VICAL Provider shall have an arrangement to cover the costs to fulfil these minimum

equirements in case the VICAL Provider becomesdbankrupt or for other reasons is un

hble to cover

he costs by itself, as far as possible within the constraints of applicable legislatign regarding

ankruptcy.

he VICAL Provider shall state in its practi¢és the provisions made for termination of
hall include:

notification of affected entities;and

where applicable, transferring the VICAL Provider's obligations to other parties.

service. This

he VICAL Provider shall'maintain or transfer to a reliable party its obligations to make available
s public key or its history of VICALs to subscribers and relying parties for a reasonabfle period.

Technical seeurity controls

1 Key pair generation and installation

bpriate-security controls shall be in place for the management of any cryptographic keys and any

ographic devices throughout their lifecycle.

The following controls shall be fulfilled.

a) The VICAL signing key pair generation shall be undertaken in a physically secured environment
(see C.1.5.1) by personnel in trusted roles (see C.1.5.3).

b) The VICAL Provider key pair used for signing VICALs shall be created under, at least, dual control.

c) The number of personnel authorized to carry out VICAL signing key pair generation shall be kept to
a minimum and be consistent with the VICAL Provider's practices.

d) VICAL Signing key pair generation shall be performed using an algorithm as specified in C.1.7.2.

e) The selected key length and algorithm for VICAL signing key are specified in C.1.7.2.

© ISO/IEC 2021 - All rights reserved
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f)

g)

h)

j)

k)

C.1.6.2 Prijvate key protection and cryptographic module engineering controls

The followinjg controls shall be fulfilled.

a)

b)

102

Before expiration of its VICAL signer certificate which is used for signing VICALs, in case of
continuing with the service, the VICAL Provider shall generate a new key pair and obtain a
corresponding VICAL signer certificate, and shall apply all necessary actions to avoid disruption to
the operations of any entity that may rely on the VICAL signer certificate.

Before expiration of its VICAL signer certificate, in case of continuing with the service, the new
VICAL signer certificate shall also be issued and distributed in accordance with this document.

The operations described in f) and g) above should be performed with a suitable interval between
certificate expiry date and the last VICAL signed to allow all parties that have relationships with
the VICAL Prov1der (subscrlbers relymg partles Issulng Authorltles etc) to be aware of thls key

This dogs not apply toa VICAL Prov1der Wthh w1ll cease 1ts operatlons before 1ts own VICAL signer
certificdte expiration date."

The VICAL Provider shall have a documented procedure for conducting generation of VICAL signing
key pairg. Such procedure shall indicate, at least, the following:

1. rolep participating in the ceremony (internal and external from the organization);
2. fungtions to be performed by every role and in which phases;

3. responsibilities during and after the ceremony; and

4. requirements of evidence to be collected of the ceremony.

The VICAL Provider shall produce a report proving that thé\ceremony, as in i) above, was cqrried
out in a¢cordance with the stated procedure and that the‘integrity and confidentiality of the key
pair wag ensured.

CA signpture verification (public) keys of the VICAL signing certificate shall be available to
subscriljers and relying parties in a manner that assures the integrity of the CA public key and
authenticates its origin.

VICAL Hrovider's signing key pair generation shall be carried out within a secure cryptographic
device which is a trustworthy system which:

1. is apsured to EAL 4 or higher in accordance with ISO/IEC 15408 or equivalent national or
intefnationally,recognized evaluation criteria for IT security provided this is a security ffarget
or protectiomprofile which meets the requirements of this document, based on a risk analysis
and|taking-into account physical and other non-technical security measures; or

2. medtsthe requirements identified in ISO/IEC 19790 or FIPS 140-2 level 3.

The secure cryptographic device shall be operated in its configuration as described in the
appropriate certification guidance documentation or in an equivalent configuration which achieves
the same security objective.

The VICAL private signing key shall be held and used within a secure cryptographic device meeting
the requirements item a) and b) above.

If and when outside the secure cryptographic device, the VICAL signing private key shall be
protected in a way that ensures the same level of protection as provided by the secure cryptographic
device.

The VICAL signing private key may be backed up, stored and recovered only by personnel in trusted
roles (see C.1.5.3) using, at least, dual control in a physically secured environment (see C.1.5.1).
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f) The number of personnel authorized to carry out the VICAL signing private key back up, storage
and recovery shall be kept to a minimum and be consistent with the VICAL Provider's practices.

g) Copies of the VICAL private signing keys shall be subject to the same or greater level of security
controls as keys currently in use.

h) Where the VICAL signing private keys and any copies are stored in a dedicated secure cryptographic
device, access controls shall be in place to ensure that the keys are not accessible outside this
device.

i) The secure cryptographic device shall not be tampered with during shipment.

i) he secure cryptographic device shall not be tampered with while stored.
k) The secure cryptographic device shall be functioning correctly.

1)  The CA private signing keys stored on the CA's secure cryptographic device shall e destroyed
upon device retirement.

C.1.6{3 Other aspects of key pair management

The YICAL Provider shall use appropriately the VICAL private signingkeys.
The fpllowing controls shall be fulfilled.

a) The VICAL Provider shall not use the VICAL signing private keys beyond the end of thgir life cycle.

VICAL signing key(s) used for generating VICALs@as'defined in C.1.7.1 shall not be used for any other
durpose.
T

he VICAL signing keys shall only be used within physically secure premises.

d) The use of the VICAL's private key shall be compatible with the hash algorithm, the signature
dlgorithm and signature key length.iSed for generating VICALs (defined in C.1.7.2).

e) All copies, if any, of the VICAL signing private keys shall be destroyed at the end of thelr life cycle.

C.1.6}]4 Activation data

The installation, activatign and recovery of the VICAL signing key pairs in a secure cfyptographic
devige shall require simultaneous control of at least two trusted employees, for example, psing m-of-n
authgntication mechanisms.

Data psed to unlock private keys shall be protected from disclosure by a combination of cfyptographic
and ghysicahaccess control mechanisms. Activation data shall be either:

— memorized; or

— biometric in nature; or

— recorded and secured at the level of assurance associated with the activation of the cryptographic
module, and shall not be stored with the cryptographic module.

C.1.6.5 Computer security controls
The VICAL Provider's system access shall be limited to authorized individuals.
The following controls shall be fulfilled.

a) Controls (e.g. firewalls) shall protect the VICAL Provider's internal network domains from
unauthorized access including access by subscribers and third parties.
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b)

f)

g)

h)

C.1.6.6 Lifp cycle security controls

Firewalls should also be configured to prevent all protocols and accesses not required for the
operation of the VICAL Provider.

Sensitive data shall be protected against being revealed through re-used storage objects (e.g.
deleted files) being accessible to unauthorized users.

Local network components (e.g. routers) shall be kept in a physically and logically secure
environment.

Local network components (e.g. routers) configurations shall be periodically checked for
compliance with the requirements specified by the VICAL Provider.

The VICAL Provider shall enforce multi-factor authentication for all accounts capable of difectly
causing VICAL issuance.

Dissemihation application shall enforce access control on attempts to add or delete VICALf and
modify ¢ther associated information.

Continupus monitoring and alarm facilities shall be provided to enable the\VICAL Provider to
detect, legister and react in a timely manner upon any unauthorized and/orirregular attempts to
access iffs resources.

The VICAL Pfovider shall use trustworthy systems and products thatare protected against modifidation

and ensure the technical security and reliability of the processes;supported by them.

The followinjg controls shall be fulfilled.

a)

b)

f)

g)

h)

104

An analysis of security requirements shall be carried out at the design and requirerhents
specification stage of any systems development-project undertaken by the VICAL Provider jor on
behalf of the VICAL Provider to ensure that security is built into IT systems.

Change [control procedures shall be applied for releases, modifications and emergency soffware
fixes of|any operational software and)changes to the configuration which applies the YICAL
Providel's security policy.

The progedures shall include documentation of the changes.

The intggrity of VICAL Prouvider's systems and information shall be protected against virtuses,
malicioys and unauthorized software.

Media uped within the*VICAL Provider's systems shall be securely handled to protect media|from
damage) theft, unauthorized access and obsolescence.

Media management procedures shall protect against obsolescence and deterioration of media
within thelperiod of time that records are required to be retained.

Procedures shall be established and implemented for all trusted and administrative roles that
impact on the provision of services.

The VICAL Provider shall specify and apply procedures for ensuring that:
1. security patches are applied within a reasonable time after they come available;

2. security patches are not applied if they introduce additional vulnerabilities or instabilities that
outweigh the benefits of applying them; and

3. thereasons for not applying any security patches are documented.

Capacity demands shall be monitored and projections of future capacity requirements shall be
made to ensure that adequate processing power and storage are available.
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C.1.6.7 Network security controls

The VICAL Provider shall protect its network and systems from attack.

The following controls shall be fulfilled.

a)

k)

D)

p)

q)

© ISO/IEC 2021 - All rights reserved

The VICAL Provider shall segment its systems into networks or zones based on risk assessment

considering functional, logical, and physical (including location) relationship between
systems and services.

The VICAL Provider shall apply the same security controls to all systems co-located
zone.

trustworthy

in the same

he VICAL Provider shall restrict access and communications between zones tocho
fpr the operation of the VICAL Provider.

he VICAL Provider shall explicitly forbid or deactivate not needed connections and sd
he VICAL Provider shall review the established rule set on a regular basis.

he VICAL Provider shall keep all systems that are critical to the VICAL Provider's ope
r more secured zone(s).

he VICAL Provider shall separate dedicated network for administration of IT system
rovider 's operational network.

he VICAL Provider shall not use systems used/for administration of the sed
plementation for other purposes.

he VICAL Provider shall separate the production systems for the VICAL Provider's s
slystems used in development and testing (e;g."development, test and staging systems).

he VICAL Provider shall establish communication between distinct trustworthy
through trusted channels that areglogically distinct from other communication c
rovide assured identification of its\end points and protection of the channel data from
r disclosure.

Ifa high level of availability:of external access to the VICAL service is required, the extel
nnection should be redundant to ensure availability of the services in case of a singl

he VICAL Provider;shall undergo or perform a regular vulnerability scan on public a
ddresses identified by the VICAL Provider and record evidence that each vulnerabil
erformed by @ person or entity with the skills, tools, proficiency, code of ethics, and i
ecessary toprovide a reliable report.

he VIEAL Provider shall undergo a penetration test on the VICAL Provider's systems
fter\infrastructure or application upgrades or modifications that the VICAL Provide

b€ necessary

rvices.

ration in one

s and VICAL

urity policy

ervices from

ystems only
hannels and
modification

'nal network
b failure.

hd private IP
ity scan was
dependence

at set up and
" determines

re.significant.

The VICAL Provider shall record evidence that each penetration test was performed by a person
or entity with the sKills, tools, proficiency, code of ethics, and independence necessary to provide a
reliable report.

The VICAL Provider shall maintain and protect all VICAL systems in at least a secure zone and
shall implement and configure a security procedure that protects systems and communications
between systems inside secure zones and high security zones.

The VICAL Provider shall configure all VICAL systems by removing or disabling all accounts,
applications, services, protocols, and ports that are not used in the VICAL's operations.

The VICAL Provider shall grant access to secure zones and high security zones to only trusted
roles.
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r) The VICAL issuing system shall be in a high security zone.

C.1.6.8 Timestamping

The following controls shall be fulfilled.

a) Asserted times shall be accurate to within three minutes.

b) Electronic or manual procedures may be used to maintain system time.

c¢) Clock adjustments are auditable events.

C.1.7 VICAL and VICAL signer certificate profiles
C.1.7.1 VICAL CDDL profile
The VICAL prrofile shall use the following CDDL structure:
VICAL = {

"version" : tstr ; VICAL structure version, curremtly "1.0"

"vicalHrovider" : tstr ; Identifies the VICAL provider

"date" |: tdate ; date-time of VICAL issuance

? "vicaglIssueID" : uint ; ldentifies the specific issftie)'of the VICAL, shall |be
unique and monotonically increasing

? "nextfUpdate" : tdate ; next VICAL is expected to be issued before this
date-time

"certifjcateInfos" : [*CertificateInfo]

? "extgnsions" : Extensions ; Can be used for,.proprietary extensions

* tstr > any ; To be used for future extensions, all values arg RFU
}
CertificateInfo = {

"certifjcate" : bstr ; DER-encoded X.509 certificate

"serialNumber" : biguint ; value «of the serial number field of the certificqgte

"ski"™ :| bstr ; valu@,of the Subject Key Identifier field of the
certificate

"docType" : [+ DocType] ;.DacType for which the certificate may be used as|a
trust point

? "certificateProfile" : [+ CertificateProfile] ; Type of certificate

? "issuingAuthority" : tstr ; Name of the certificate issuing authority

? "issuyingCountry" : tstr ; IS03166-1 or ISO3166-2 depending on the issuing
authority

? "stageOrProvinceNameM\«" tstr ; State or province name of the certificate issuin
authority

? "issuer" : bstr ; DER-encoded Issuer field of the certificate (i.e. |the
complete Name structute)

? "subjlect" : bsS¥r ; DER-encoded Subject field of the certificate (i.e{ the
complete Name structure)

? "notBefore ™t tdate ; value of the notBefore field of the certificate

? "notAften : tdate ; value of the notAfter field of the certificate

? "extegnsidns" : Extensions ; Can be used for proprietary extensions

* tstr = any 7 1O De used ror rucure exctensions, all values are RFU
}
Extensions = {* tstr => any} ; Can be used for proprietary extensions
CertificateProfile = tstr ; Uniform Resource Name (URN) according to RFC 8141

The CertificateInfo map contains the “docType” and “certificateProfile” key-value pairs. These pairs
shall be used as follows.

— Each certificate in the VICAL is used by the associated issuing authority as a trust point to allow the
verification of end-entity certificates in a given document ecosystem. The “docType” pair contains
the document type(s) of the documents for which the current certificate is used. For the mDL
ecosystem, the mDL doc type as specified in 7.1 shall be used. Relying parties should not attempt
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to use the certificate as a trust point for an ecosystem whose document type is not listed in the
“docType” key-value pair.

The way in which a certificate may be used depends not only on the ecosystem for which it is a
trustpoint, but optionally also on the certificate profile. The intended use(s) of each certificate
is indicated by the “certificateProfile” pair. For an mDL IACA root certificate, the mDL IACA OID
specified in B.1.1 shall be used.

EXAMPLE Within the mDL ecosystem the use of IACA root certificates is mandatory as the trust point
for issuer data authentication. However, next to that optionally another type of (root) certificate may be
used as the trust point for mdoc reader authentication. Within other document ecosystems, other security

mechanisms may be used.

The 4
The H

The
With

strud

The 3

The ¢
inclu
for cd

The \
VICA
as sp

C.1.7
This

parameters (key lengths, algorithms, policy IDs, etc.). CAs issuing certificates to VICAL Py

choos
not li

This
id-md
id-md

id-md

date data types in the VICAL structure shall be encoded as specified in Z.1.
xtensions structures may be used by the VICAL provider for prioprietary extensions

[ICAL is encapsulated and signed by the untagged cose_sign1 structure as defined
n the cose_signl structure, the payload shall be vicar. The externail\aad field use
ture shall be a bytestring of size zero.

ertificate containing the public key belonging to the private key used to sign the VI
led as an x5chain element as described in RFC: CBOR Object Signing and Encryption (CC
rrying and referencing X.509 certificates. It shall be-iicluded as an unprotected heade

[ICAL provider should use one of the signature algorithms for calculating the signat
.: “ES256”, “ES384”, “ES512” or “EADSA”. The VICAL provider should use one of the el
bcified in Table 22.

2 VICAL signer certificate profile

certificate profile defines the~VICAL signer certificates, establishing the minim

e to use equivalent or highker parameters, as well as other certificate fields and exten
it or reduce the overall security level. See Table C.1 for details.

Certificate uses an-OID for the VICAL policy. The OID has the following definition:
|1 OBJECT IDENTIFIER := { iso(1) standard(0) 18013 5}

|I-kp OBJECT IDENTIFIER ::= {id-mdl 1 } - - arc for extended key purposes
|1-kp=-mdIVICAL OBJECT IDENTIFIER ::= { id-mdl-kp 8 } - - arc for mDL VICAL

n RFC 8152.
d in the sig

1g element (RFC 8152) shall be included as an element in the‘protected header. Other elements
should not be present in the protected header.

CAL shall be
SE): Headers
element.

ure over the
liptic curves

um security
oviders may
sions that do
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Table C.1 — VICAL signer certificate profile

. Section L.
Certlflc:;eitcompo- in RFC l:;ise- Crlittlcal- Description
5280 y
Version 41.2.1 M Shall be v3.
Serial number 41.2.2 M Non-sequential positive, non-zero integer, shall contain
at least 63 bits of output from a CSPRNG, should contain
at least 71 bits of output from a CSPRNG, maximum 20
octets.
Signature 41.2.3 M Value shall match the OID in the signature algorithm
(below).
Issuer 41.2.4 M According to the Certification Authority issuing'the
VICAL signer certificate
Validity 41.2.5 M
Not before M Date on which the certificate validity period begins.
Not after M Maximum of 1 187 days after “Not before” date
Subject 41.2.6 M Minimum required fields. Others may be present (e.g.
Serial Number, State, Organization Unit, etc.).
Country (d) M Country code of jurisdiction of VICAL Provider. Encolded
as PrintableString.
Organization (0) M Full registered namé.of the VICAL Provider. Encoded as
UTF8String.
Common rfame (CN) M Name undepwhich VICAL Provider operates VICAL der-

vice and is commonly known. Encoded as UTF8String.

Subject public key 4.1.2.7 M

info
algorithm M 1,.2:840.10045.2.1 (Elliptic curve)
parameteifs M Implicitly specify curve parameters through an OID
associated with one of the following curves specified in
FIPS 186-4:
1.2.840.10045.3.1.7 (Curve P-256)
1.3.132.0.34 (Curve P-384)
1.3.132.0.35 (Curve P-521)
Or one of the following curves specified in RFC 5639
1.3.36.3.3.2.8.1.1.7 (brainpoolP256r1)
1.3.36.3.3.2.8.1.1.9 (brainpoolP320r1)
1.3.36.3.3.2.8.1.1.11 (brainpoolP384r1)
1.3.36.3.3.2.8.1.1.13 (brainpoolP512r1)
Subjectpub]irk'ny M Public lzny shallhe encaoded in nnt‘nmprnccnr‘] form
X.509v3 extensions 4.2 M Further extensions may be present if they are marked
non-critical.
Key
Presence:

M mandatory
O optional

C conditional
Criticality:

C critical

NC not critical

108 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=f9ac2e7d7978373e9e0f30eba8999757

ISO/IEC 18013-5:2021(E)

Table C.1 (continued)

Certificate compo- siflclgi[?(l:l Pres- Cri_tical- Description
nent 5280 ence ity

Authority key iden- 4211 M NC
tifier

keyldentifier M Same value as the subject key identifier of the issuer’s

certificate

Subject key identi- 4.2.1.2 M NC SHA-1 hash of the subject public key BIT STRING value
fier (excluding tag, length, and number of unused bits).
Key ﬁsage 42.1.3 M C

Digital signature 0

Ndn-repudiation 1

Kely encipherment 0

Dajta encipherment 0

Kely agreement 0

Kely certificate 0

signature

CRL signature

Enfcipher only 0

Déecipher only 0
Extended key usage | 4.2.1.12 M C

Kely usage M 1%9.18013.5.1.8 (mdIVICAL)
CRLDistribution- 4.2.1.13 M NC The ‘reasons’ and ‘cRL Issuer’ fields shall nof{ be used.
Points

digtributionPoint M URI for CRL distribution point
Private internet K\
exte;sions xO
A_uthtyrity informa- 4.2.2.1 C NC Cond_itional, shall be present if the IACA has an OCSP
tion aiccess service.

Adcess description M

o(gsp

acgessMethod M 1.3.6.1.5.5.7.48.1 (OCSP)

acgessLocation M URI for corresponding OCSP service

Key

Presence:

M npandatory

O optional
C conditional
Criticality:

C critical

NC not critical
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Table C.1 (continued)

Certificate compo- Siiclgi;.)él Pres- Cri_tical- Description
nent 5280 ence ity

Signature algorithm | 4.1.1.2 M Options:
1.2.840.10045.4.3.2 (ECDSA-with SHA256)
1.2.840.10045.4.3.3 (ECDSA-with SHA384)
1.2.840.10045.4.3.4 (ECDSA with SHA512)

Signature value 41.1.3 M Value according to the signature algorithm. By creating
this signature, the CA certifies the binding between the
public key material and the subject of the certificate/i.e.
the VICAL Provider.

Key

Presence:

M mandatorfy

O optional

C conditiondl

Criticality:

C critical

NC not critica

C.1.8 Compliance audit and other assessment

It is beyond the scope of this Policy to establish an auditing scheme for VICAL Providers. Neverthgless,

it is underst

As a minimy
compliance

An independ
principles.

— Auditor

o this Policy.

require

m, VICAL Providers shall conductself-audits on a periodic basis (at least yearly) to 3

ent third-party assessment can be achieved by an VICAL Provider based on the follg

qualification: VICAL: Provider selects a competent certification body that meet
ents of ISO/IEC 17021-1 or ISO/IEC 27006.

— Audit basis: the Auditiis’based on ISO/IEC 27001 and ISO/IEC 27002.

— Checking requirement realisation: the audit and control does not only check that proce
security] controls are specified but also that they are adhered to in practice. This also includg

initial identity validation, the receipt of IACA applications and the suspension/removal proc

for IACAs

pod that VICAL Providers should be ableto’publicly demonstrate compliance to this Policy
and the seculrity requirements.

SSess

wing

s the

dural

s the
bdure

— Iteration of audits and controls: audits and controls is performed at least every three years. The
Auditing Body and the VICAL Provider carry out a review at least once a year by a team of one or
more auditors to ensure on going compliance with this Policy.

— Being not conformant: in the event that an audit indicates that the VICAL Provider is not conformant
to this Policy, or its certification becomes invalid or expires, the VICAL Provider notifies its point of
contacts of Issuing Authorities and subscribers.

— Availability of audit results: the certificate of conformity can be made available to Issuing Authorities,
subscribers, relying parties and other possible stakeholders.
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A VICAL Provider should implement an Information Security Management System (ISMS) for its VICAL
Service in accordance to ISO/IEC 27001. The ISMS is based on an ISMS policy of which its scope is
defined by this Policy and, if applicable, the associated Practice Statement.
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Annex D
(informative)

Data structure examples

D.1 General

This annex
binary strug

CBOR examjples are made in this annex. The diagnostic notation will indicate binary emhedded
data as << >3.

D.2 Data

D.2.1 Driyv
CBOR data:

82a37576659
2d30382d303
65676£72795
64617465d90

In diagnosti

[

"Ve
ig
"ex

ve
His
"ex
]
D.2.2 Age,

Table D.1 d
presence of

tures, a diagnostic notation will be used together with the binary encoding) whe

b

elements

ing privileges

869636c655£63617465676£72795£636£646561416a69)3"375655£64617465d903ec6a323
96b6578706972795£64617465d903ec6a323032342d34302d3230a37576656869636c655£6]
£636£646561426a69737375655£64617465d903ec6apBe3031372d30322d32336b6578706972
3ec6a323032342d31302d3230

' notation:

hicle category code": "A",
sue date": 1004 ("2018-08-09"),
piry date": 1004 ("2024-10-20Q")
hicle category code": W'BY,

sue date": 1004 ("2017%-02-23"),
piry date": 1004 ('%2024-10-20")
lover_nn

pscribes the different situations for the answers to an age_over_nn request give
ertain.data elements on the mDL.

contains examples for different structures used in the document. Since CBOR resullts in

never
cbor

3138
6174
795f

n the
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Table D.1 — Situations for answers to age_over_nn requests

mDL holder actual age

19

21

30

60

64

Attestation
statements
present on the
mDL

age_over_21
FALSE

age_over_60
FALSE

age_over_21 =
TRUE

age_over_60
FALSE

age_over_21 =
TRUE

age_over_60
FALSE

age_over_21 =
TRUE

age_over_60 =
TRUE

age_over_21 =
TRUE

age_over_60 =
TRUE

Business Verifier re- Response (by mDL holder actual age)

quéstion quest
Age dqual to |age_over_18 No response age_over_211is |age_over_211is |age_over_21i$ | age_over_21is
or abpve 187 TRUE TRUE TRUE TRUE
Age dqual to |age_over_19 No response age_over_211is |age_over_211is |age_over 21 is |age_over_21is
or abpve 19?7 TRUE TRUE TRUE TRUE
Age dqual to [age_over_20 No response age_over_211is |age_over_21is |age_over_21is |age_over_21is
or abjpve 207 TRUE TRUE TRUE TRUE
Age dqual to |age_over_21 age_over_21 = |age_over_21is |age_over_21\is/|age_over_21is |age_over_21is
or abpve 21?7 FALSE TRUE TRUE TRUE TRUE
Age dqual to [age_over_25 age_over_21 = [No response No respohse age_over_60is |age_over_60 is
or abjpve 257 FALSE TRUE TRUE
Age dqual to |age_over_30 age_over_21 = |No response NoO response age_over_60is |age_over_60 is
or abjpve 307 FALSE TRUE TRUE
Age dqual to |age_over_50 age_over_21 = |No resporse No response age_over_60is |age_over_60 is
or abjove 507 FALSE TRUE TRUE
Age dqqual to |age_over_60 age_over_60 = |age_over_60 = |age_over_60 = |age_over_60 is |age_over_60 is
or abjove 607 FALSE FALSE FALSE TRUE TRUE
Age qqual to |age_over_63 age_over_60 =+page_over_60 = |age_over_60 = [Noresponse |N¢ response
or abjove 637 FALSE FALSE FALSE
Age gqual to |age_over_64 age_over-60 = |age_over_60 = |age_over_60 = [Noresponse |N¢ response
or abjove 647 FALSE FALSE FALSE
Age qqual to |age_over_65 age.over_60 = |age_over_60 = |age_over_60= [Noresponse |N¢ response
or abjove 657 FALSE FALSE FALSE
Age helow |age_over_182, [Noresponse |age_over_21is |age_over_21is |age_over_21is |age_over_21is
18?7 TRUE TRUE TRUE TRUE
Agelelow |age_over /192 |Noresponse |age_over_21is |age_over_21is |age_over_21is |age_over_21is
197 TRUE TRUE TRUE TRUE
Age lelow |age_over_202 |Noresponse |age_over_21is |age_over_21is |age_over_21is |age_over_21is
207 TRUE TRUE TRUE TRUE
Age Helow ) |age_over_212 |age_over_21 = |age_over_21is |age_over_21is |age_over_21is |age_over_21is
21?7 FALSE TRUE TRUE TRUE TRUE
Agebelow |age_over_252 |age_over_21= |Noresponse |Noresponse |age_over_60is |age_over_60 is
257 FALSE TRUE TRUE
Agebelow |age_over_302 |age_over 21= |Noresponse |Noresponse |age_over_60is |age_over_60 is
307 FALSE TRUE TRUE
Agebelow |age_over_ 502 |age_over 21= |Noresponse |Noresponse |age_over_60is |age_over_60 is
507 FALSE TRUE TRUE
Agebelow |age_over_ 602 |age_over 60 = |age_over 60 = |age_over 60 = |age_over_60is |age_over_60 is
60? FALSE FALSE FALSE TRUE TRUE

a  The business question “Is the mDL holder under the age of x” is converted into the question “Is the mDL holder of age x
or older”, since this is the question the data structure is designed to answer. A response indicating that the mDL holder is of
age x or older logically can be converted into the statement “the mDL holder is not under the age of x”. Likewise, a response
indicating that the mDL holder is not of age x or older can logically be converted into the statement “the mDL holder is
under the age of x”.
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Table D.1 (continued)

mDL holder actual age

19

21

30

60

64

Attestation
statements
present on the
mDL

age_over_21
FALSE

age_over_60
FALSE

age_over_21 =
TRUE

age_over_60 =
FALSE

age_over_21
TRUE

age_over_60
FALSE

age_over_21
TRUE

age_over_60
TRUE

age_over_21 =
TRUE

age_over_60 =
TRUE

indicating thal
under the age

Df X”.

Business Verifier re- Response (by mDL holder actual age)

question quest -
Age below age_over_632 |age_over_60 = |age_over_60= |age_over_60= [Noresponse No reSpot]se
63?7 FALSE FALSE FALSE
Age below age_over_642 |age_over_60 = |age_over_60= |age_over_60= [Noresponse No‘resporise
647 FALSE FALSE FALSE
Age below age_over_652 |age_over_60 = |age_over_60= |age_over_60= [No response No resporise
65? FALSE FALSE FALSE
a2 The busingss question “Is the mDL holder under the age of x” is converted into the question “Is the mDL holder of age x
or older”, sincg this is the question the data structure is designed to answer. A response indicating that the mDL holdgqr is of
age x or older Jogically can be converted into the statement “the mDL holder is not underthe age of x”. Likewise, a response

I the mDL holder is not of age x or older can logically be converted inte-the statement “the mDL holder is

D.3 Devige engagement

D.3.1 Dev
This is an ex

CBOR data:

a30063312e3
444b6243431
30201a300£4

In diagnosti

{

' notation:

2,
17

[ce engagement structure

hmple of a device engagement structurefor QR device engagement.

0018201d818584ba4010220012168205a88d182bce5f42efab59943f33359d2e8a968ff289d9
67fe225820b16e8cf858ddc7690407ba61d4c338237a8cfcf3debaab72fco0ab57aal32fc67
01£f50b5045efef742b2c4837a%a3b0e1d05a6917

)] h"5A88D182BCESF42EFAS59943F33359D2E8A968FF289D93E5FA444B624343167FE",

eb5fa
2818

0: "1.0",
1:
[
1,
24 (<<
{
1:
_1.
-2
-3
}
>>)
1,
2:
[
[
2,
1,
{
0:
1:
11
}
]
]
}
114

false,
true,

: h'45EFEF742B2C4837A9A3BOE1DOSA6917"

: h'B16ESCF858DDC7690407BA61D4C338237A8CFCF3DE6OAAGT2FCO60AS57TAA32FCET"
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D.3.2 NFC Handover request

A handover request example containing a request for NFC, BLE and Wi-Fi Aware transmission
technologies:

91022548721591020263720102110204616301013000110206616301036e6663005102046163010157001a201e
016170706c69636174696f6e2f766e642e626c7565746f6f74682e6c652e6f6£62300810b280780800bf2801021c
021107c832fff6d26falbeb34dfcd555d4823a1c11010369736f2e6f72673a31383031333a6e66636e6663015al
72b016170706c69636174696f6e2f766e642e7766612e6e616e57030101032302001324fec9a70b97ac9684ade
326176e£5b981c5e8533e5£00298cfccbc35e700a6b020414

D.3.3

AL LL = | 1 e
NTU IdIIUoverl SCICLL

A handover select example as a response to the D.3.2 example. The BLE transmission t

selec

9102(
6f6f]
6963

2efaf
cfcf]

D.4

D.4.1

D.4.1]
CBOR

a2677
azo7

6f72

62657
64617
58a0(
1206
0303
3d03
fla3g
1a00f
£5e07
1104
3046(
dfag/
27c54
9bb71

In did

red:

£487315d10209616301013001046d646f631a200c016170706c696361746961,662f766e642
4682e6c652e6f6f6230081b28128b37282801021c015¢c1e580469736f2e6f72673a3138303
5656e676167656d656e746d646£63a20063312e30018201d818584ba4010220012158205a8
9943£33359d2e8a968ff289d93e5fad444b624343167£e225820b16e8cf£858ddc7690407ba6l
debaat672fc60a557aa32fc67

Data retrieval

Device retrieval

.1 mdoc request

data:

6657273696f6e63312e306b646f6352657%M/56573747381a26c6974656d735265717565737
46£f6354797065756£72672e69736f2e31383031332e352e312e6d444c6a6e616d655370616
72e69736f2e31383031332e352e31a6606616d696c795f6e616d65f56f646f63756d656e7
2£57264726976696e675£70726976696c65676573f56a69737375655£64617465£56065787
465f568706£727472616974f46a/426561646572417574688443a10126a118215901b730820
302010202147552715f6add323d4934albal75dc945755d8b50300a06082a8648ce3d04030
35504030c0b72656164657220726£6£74301e170d43230313030313030303030305a170d323
3030305a3011310£300d06085504030c067265616465723059301306072a8648ce3d020106
10703420004£f8912ee0f912b6be683ba2fal0l21b2630e601b2b628dff3b44f6394eaa9abdbe
091135177e5c3d9c5%f3bf839761leed02c64dd82aeld3bbfal38188308185301c0603551d1f
a00d820b6578616d%0%6c652e636f6d301d0603551d0e04160414f2dfcdacafc5f30bdo6dfad
£5301£f0603551d23041830168014cfb7a881baea5f32b6£fb91cc29590c50dfacdl16e300e06
40302078030150603551d250101ff040b3009060728818c5d050106300a06082a8648ce3d04
22100fb9%eal3h686fd7ea2f0234858ff8328bdefefbalef7lecdaaecde307206£921493022100
cca29%efed’29dd4838acfd8bobee212dc6320c46feb839a35f658401£3400069063¢c189138
9424113fa%ec26cebcacacfcdb9695d28e99953becabcd4e30abdefacc839a81£9159933d19
80bf

gnostic notation:

echnology is

£626c756574
13332646576
Bd182bceb5f4
H4c338237a8

148185893
B6573al171
5foe756d
06972795f
103308201
P3016311430
B313233313
082a8648ce
r2149d29de6f
P4153013301
h20bfcd533a
P3551d0£f010
0302034900
Pp94£0d739
bdcd2f£6314
P527ee91b4d4

{

"version":

lll.Oll,

"docRequests":

[
{

"itemsRequest":
24 (<<
{
"docType": "org.iso.18013.5.1.mDL",
"nameSpaces":
{
"org.is0.18013.5.1":
{
"family name": true,
"document number": true,
"driving privileges": true,
"issue date": true,
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"expiry date": true,
"portrait": false
}
}
}
>>),
"readerAuth":
[
<< {1l: =7} >>
{
33:

h'308201B330820158A00302010202147552715F6ADD323D4934A1BA175DC945755D8B50300A06082A8648CE3D
04030230163114301206035504030C0B72656164657220726F6F74301E170D3230313030313030303030305A17
0D3233313233313030303030305A3071370F300D06035504030C067265616465723059301306072A8648CE3D02

01060822864
BDBCC2149D2
D1F04153013
4FADA20BFCD
0E0603551D0)
CE3D0403020
0221009B94H

b

nul]
h'1F3400069
ACC839A81F9

]
}

}
D.4.1.2 mgc

CBOR data:

a3677665727
8303133235
736f2e31383
200el9ffabad
26b66616d69
4036672616¢
1656c656d695
3ec6a32303]
1e67ba58780
6b657870697
24686469674
9d0b604b845
6c656c656d9
646£6d5820d
6e744964659
46494600010
0453d494744
1415151d191
76767676767
0000030100

BCE3D03010703420004F8912EEOF912B6BE683BA2FA0121B2630E601B2B628DFF3B44F6394H
OD6FF1A3E091135177E5C3D9C57F3BF839761EED02C64DD82AE1ID3BBFA38188308185301C06
3011A00FA00D820B6578616D706C652E636F6D301D0603551D0E04160414F2DFC4ACARCHE3
533AF5E07F5301F0603551D23041830168014CFB7A881BAEASF32B6FB91CC29590C50DFAC4A]
F0101FF04040302078030150603551D250101FF040B3009060728818C5D050106300A060824
349003046022100FBI9EA3B686FD7TEA2F0234858FF8328B4EFEF6ALEF71EC4AAE4EB07206F 92
0D739DFA84CCA29EFEDS529DD4838ACFD8B6BEE212DC6320C46FEB839A35"

1,
063C189138BDCD2F631427C589424113FCIEC26CEBCACACFCDB9695D28H99953BECABC4E304
159933D192527EES1B449BB7F80BF"'

Jloc response

3696£6e63312e3069646£63756d656e74738ka367646£6354797065756£72672e69736f2e3]
2e312e6d444c6c6973737565725369676e£964a26a6e616d65537061636573a1716£72672e
031332e352e3186d8185863a4686469676573744944006672616e646£6d58208798645b20e4
92624beebaeccb3aceedecfblb80077d22bfc20e971656c656d656e744964656e7469666965]
6c795f6e616d656c656c656d656e7456616c756563446£65d818586ca468646967657374494
646£6d5820023£627€8999c706dfQcl0ad4ed98ad74af988af61904bb078b89058553£44615d]
6€744964656e7469666965726269737375655£646174656c656c656d656e7456616c7565d9
392d31302d3230d818586da4686469676573744944046672616e646£6d5820c7ffa307e5de9
94787e8807ac8e7b5b3932d2¢e80£f00£3e9abaf71656c656d656e744964656e74696669657]
2795£646174656c656c656d656e7456616c7565d903ec6a323032342d31302d3230d818586
573744944076672616e646£6d582026052a42e5880557a806c145%9af3fb7eb505d378156637%
[05£9e6871656c6560696e7449646567469666965726£646£63756d656e745£6e756d62657]
56e7456616c756569313233343536373839d818590471a46864696765737449440866726164
094dad764a2¢b9deb5210e9d899643efbd1d069cc311d3295516calb024412d71656c656d6]
e7469666968268706£7274726169746c656c656d656e7456616c7565590412££d8ffe0001044
10100900@960000£ffdb004300130d0e110e0c13110£11151413171d301f1ldlalald3a2a2c23]
3d43414c506d5d4c51685241435£82606871757b7¢c7b4a5¢c869085778£6d787b76ffdb00430]
d381 f1-£88764£434£f767676767676767676767676767676767676767676767676767676767
6767167676767676767 6767676767676££c00011080018006403012200021101031101£ffc4
03@1L000000000000000000000005060401020307££c4003210000103030302050203090000

0000102030

AA9A
D3551
B46
6E30
18648
1493

\B4EF

e}

01
0000

AaAE1 1021909112271 476007 2171095470707 11 2204500720001 £1 cc ANN1EN1N1N1NANANNNN
e E= i e . g ST T “rTUTU T T T “r = T T T e T TUTUT

00

00000000000000000000001ffc40012110101010003010000000000000000000000014111213161ffda000c03010
002110311003f00a5bbde22da2329c7d692bc7d0d03f52cfb0ff75e7a7e£3e7709723a1d0dael4d6ddfbb3c039ce
07ad2bd47a7e32dbb8dd1d52d6ef4b284f64a480067dfb51f87ffb95ff00eb9ff14d215de66af089ced4b7dbde9ch
6890a2838eddf18078f7add62d411ef4db9b10a65d6b95a147381ea0d4950933275febbba75¢c114104a8bad104
13e983dff004f5af5d34b4bdcde632d0bf1£d1592bdd91c6411£3934c2fabaf6b54975d106dcfd4a65ae56e85600
lebc03c7ce29dd9eeflefl10fcd447dc9da7bad2aee93537alba7e4£70dd8eff0057c6dffb5e1a19854a83758e5452
8750946ec6704850cd037bceb08b6d7d2cc76d3317fc7b5cc04fb6707269c5c6e0c5b60ae549242123b0e493f6
02a075559e359970d98db89525456b51c951c8afall3ea8e98e3c596836783d5¢c63f5a61a99fdb7290875db4bes
8ab384bbbbbfc7183fdeaa633e8951db7da396dc48524fbla8bd6bllabaa?2a2432f30ab420a7a6d3240c718cf03
1fa9ef4c9ad550205aa02951df4a1d6c8421b015b769db8c9229837ea2be8blb0d39d0ebad9c51484efdb8clefd
8d258daf3c449699f2edbd4584e7af9c64e3f96b9%beb28d4acd0931e6478c8e76a24a825449501d867d2bldcde
bae99b9c752aedecdoddedal79clcled60938£9149ef655e515¢c03919a289cb3dca?278fb7bf177f4faa829dd8c
e3f2ac9a7ecded90971fafd7dcel5eed9b71c018c64fa514514b24e8e4£f8c5¢c9075¢c1e82579dc1233dfec08238
f6add62d39lacclc5256a79e706d52d431c7a0145140b9fd149eb3a60dc5e88chbbc2da092411e9dc71£39a7766
b447b344e847dcac9dcb5abba8dl45061d43a6fcfle65¢cf15d0e90231d3dd9%cfe62995codcc5cal2a2¢c904al5f
71dd27d451453e09d1a21450961cbb3ea8a956433b781flce33dfed54£f0e2b50a2b71d84ed6db18028a28175£7
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4fc6bdal05c529a791c25c4£f3c7allf71586268f4a66b726e33de%9eabf1b52b181c760724e47b514520a5a28a2
83ffd9d81858ffad4686469676573744944096672616e646f6d58204599f81beaa’b20bd0ffcc9aall3a6f985befab3
fobeaffadle6354cdb2ab2ced71656c656d656e744964656e7469666965727264726976696e675£70726976696¢
656765736c656c656d656e7456616c756582a37576656869636c655f63617465676£72795f636£f646561416a69
737375655f64617465d903ec6a323031382d30382d30396b6578706972795f64617465d903ec6a323032342d31
302d3230a37576656869636c655f63617465676£72795f636f646561426a69737375655f64617465d903ec6a32
3031372d30322d32336b6578706972795f64617465d903ec6a323032342d31302d32306a697373756572417574
688443a10126a118215901£3308201e£30820195a00302010202143¢c4416eed784£f3b413e48f56f075abfa6d88’
eb84300a06082a8648ce3d04030230233114301206035504030c0b75746£7069612069616361310b3009060355
040613025553301e170d3230313030313030303030305a170d3231313030313030303030305a30213112301006
035504030c0975746£706961206473310b30090603550406130255533059301306072a8648ce3d020106082a86
48ce3d03010703420004ace7ab7340e5d9648c5a72a%9a6f56745c7aad436a03a43efea77b5£a7088£0197d57d8
983e1b37d3a539f4d588365e38chbbf5b94d68c547b5bc8731dcd2f146ba381a83081a5301e0603551d12041730

1581

36578616d706c65406578616d706c652e636f6d301c0603551d1f041530133011a00f200d8

20b6578616d

706¢c

4183

551d4
0c8d]
£90d4
76£77
e3lad
39ebd
leda]
9ce8

O0faed
4d807
£3217
8f66

celld
d5054
acde

a31lcy
£94Dbf
820c]
e666f
3edf

46f6]
96764
02d3

25a54
85aa]
65734
806a

In dia
{

"vd
"dd

52e636f6d301d0603551d0e0416041414e29017a6c35621ffc7a686b7b72db06cd1235130LF
16801454£fa2383a04c28e0d930792261¢c80c4881d2c00b300e0603551d0£0101ff040403020
50101ff040b3009060728818c5d050102300a06082a8648ce3d0403020348003045022M0097
bcdaad94a62c053bbdeccel383claca72ad08dbc04cbb202203bad859¢c13a63codlade7d8l
22422c04a8ee0304c0d3a68d5903a2d81859039da66776657273696f6e63312e306£646967
6974686d675348412d3235366c76616c756544696765737473a2716£72672e69736£2e3138
00582075167333b47b6c2bfb86eccclf438cf57af055371ac55elel359%9e20f254adcebf0158
131aef441b445645dd831b2b375b390cabef62790205ed4571025820339437)2ddb78053£f36
13d44a392092ad8e0527a2fbfe55ae0358202e35ad3cd4e514bb67b1a9db51ice74edcb9b714
P8613db555045820ea5c3304bb7¢c4a8dcb51cd4cl3b65264£8455413410342093¢cca786e058f
87f68b7a0e87a749774e56e9%9e1dc3a8ec7b77e490d21£0e1d34756¢¥aal1d0658207d83e507
p88555d0511d894c897439f5774056416a1c7533075820f0549aT45f1cf75cbeeffa881d485
4pb1731c4c38e12ca936085820b68c8afcb2aaf7¢581411d2877defl155be2ebl21a42bc9bab
958200b3587d1dd0c2a07a35bfb120d99%a0abfb5df56865bb7td15cc8b56a66dfe0c0a582
bb724e98a75a5343dfa2bb6ed3df2ecfbb8ef2ee55dd41c8810b5820b57dd036782f7bl4coa
ce88bdfa5lalloba75edaledead9480c5820651£8736b1¥B480£fe252a03224ea087b5d10cab4
3112d4c3a746£72672e69736£2e31383031332e352e312e5553a4005820d80083d25173¢48
49c1d934bfdcf7£18d52230b15dd4£f21c0158204d80e1€2e4£fb246d97895427ce7000bb59bb
35bbd2917e340258208b331£f3b685bcal372e85350a25¢c9484ab7afcdf0d2233105511£778d
43af1bd1690715439161aba73702c474abf992b20c9fb55¢c36a336ebe01a876d6465766963
al696465766963654b6579a40102200121582096313d6c63e24e3372742bfdbla33ba2c897
d48dcabb7f£9a2258201fb3269edd41885hdetb39%9ad4ed4addb92fad84caa’722c228288f01d0c
54797065756£72672e69736£2e31383031332e352e312e6d444c6c76616c6964697479496e
6564c074323032302d31302d303154332333a33303a30325a6976616c696446726f6dc07432
315431333a33303a30325a6a7661646964556e74696cc074323032312d31302d3031543133
4059e64205df1e2£708dd6db0847aed79fc7c0201d80fabb5badcaf2elbcf5902ele5a62e48
3£129134775d733754d7cb7a413766aeffl3cb2e6c6465766963655369676e6564a26a6e616
81841a06a646576696365417#57468a1696465766963654d61638443a10105a0£65820e9952
7f8b5388a332d92¢c189%9aH0f¥93ee1£f543405a€6824d6673746174757300

gnostic notation:

rsion": "1.0"%;
cuments":

"docType": "org.iso.18013.5.1.mDL",
"issuUerSigned":

{

YnameSpaces":

P603551d230
78030150603
7117ab901674
d43e2425ca
b57374416¢c6
B031332e352
P067e539d61l
H5d869780e6
bedlacb2dac
hc2d5905582
he77db815de
7dd438d627¢c
b7312377e06
Dc98al70cf3
BOfaaaaebcec
B5146c67c74
Nc56406101ff1
P4c8cd003ec
P8c2f544035
b54b6579496
Hcd68ab8c75
D3a2c3d6676
bo6fa366736
B032302d313
Ba33303a303
B2044b890ad
H6553706163
1a85ad7891b

20E9"

15D',

{
"org.iso0.18013.5.1":
[
24 (<<
{
"digestID": O,
"random": h'8798645B20EA200E19FFABAC92624BEE6AEC63ACEEDECFB1B80
’

"elementIdentifier": "family name",
"elementValue": "Doe"

"digestID": 3,
"random": h'B23F627E8999C706DFOCOA4ED98AD74AF988AF619B4BB078B89

© ISO/IEC 2021 - All rights reserved

077D22BFC

058553F446

117


https://iecnorm.com/api/?name=f9ac2e7d7978373e9e0f30eba8999757

ISO/IEC 18013-5:2021(E)

BAF',

"elementIdentifier": "issue date",
"elementValue": 1004 ("2019-10-20")

"digestID":
"random" :

4,
"elementIdentifier": "expiry date",
"elementValue": 1004 ("2024-10-20")

>>),
24 (

h'C7FFA307E5DE921E67BA5878094787E8807AC8E7BS5B3932D2CESOFO00F3ESA

FI9E68"',

12p',

110E0C13110]
71757B7CTBA4
34F76767679
67676767679
00000050604
16171224107,
10101000301
692BC7D0DOJ
84F64A4800¢9
1EF4DB9B10A
32DOBF1FDL15
7DCODA76AD2)
08B6D7D2CC]
5456B51C95]
E8951DB7DAJ
F4A1D6C8421
4E7TAFI9C64E3
9C1C1E46093
CE15EED9B71
06D52D431C7|
8D145061D43
61CBB3EASAY
C7TA11F7158¢

"digestID": 7,
"random": h'26052A42E5880557A806C1459AF3FB7ERB505D3781566329D0B6 0B84 55

"elementIdentifier": "document number",
"elementValue": "123456789"

"digestID": 8,
"random": h'D094DAD764A2EBODEBR5210E9D899643EFBDEIDO69CC311D3295516CA0B

"elementIdentifier": "portrait",

"elementValue": h'FFD8FFE000104A4649460001Q%01009000900000FFDR0043001
F11151413171D301F1D1A1A1ID3A2A2C2330453D49474483b43414C566D5D4C51685241435F8
IAN5C869085778F6D787B76FFDB0043011415151D191D881F1F38764F4
76767676767676767676767676767676767676767676767676767676767676767676767676]
76FFC00011080018006403012200021101031101KEC4001B00000301000301000000000000
01020307FFC400321000010303030205020309Q0.0000000000010203040005110612211331]1
81A1163542527391B2C1F1FFC40015010101@8,000000000000000000000000000001FFC4001
0000000000000000000000014111213161FEDAOOOCO03010002110311003F00A5BBDE22DA2 31
F52CFBOFF75E7A7TEF3E7709723A1D0ODAEL46DDFBB3C0O039CEO07AD2BD47A7E32DBB8DD1D52D6H
7DFB51F87FFBOSFFOOEBOFF14D215DE6FAF089CE44B7DBDEOCB6890A2838EDDF18078F7ADD
65D6B95A147381EAO0D495B933275FEEGBBA75C114104A8BA410413E983DFFO004F5AF5D34RB4RB
92BDD91C6411F3934C2FAGAF6B54975D106DCF4A65AES56E856001ERCO3C7CE29DDOEEF1EFL
AEE93537A1BATE4F70DDSEFFO05YC6DFFBSE1A19854A83758E54528750946EC6704850CD03]
6D3317FC7B5CC04FB6707269C5C6EOC5B60AES549242123B0E493F602A075559E359970D98D]
CBAFA13EABE98E3C5968367%83D5C63F5A61A99FDB7290875DB4BE88AB384BBBBREFC7183FDEA
96DC48524FB1A8BD611A5AA2A2432F30AB420A7A6D3240C718CFO031FAOEF4C9AD550205AA0
[BO15B769DB8C9229837EA2BES8B1IBOD39D0OEBA9C51484EFDBSCOEFD8D258DAF3C449699F2EDH
FO96BI9BEB28D4AC40931E6478C8E76A24A825449501D867D2B1DCDEBAE99BI9C752AE4ECD6DDH
BFO9149EF655E515C0O03919A289CB3DCA278FB7BF177FAFAA829DD8CE3F2ACO9ATECDE490971F]
CO018C64FA51459%4B24E8E4F8C5C9B75C1E82579DC1233DFEC08238F6ADD62D391ACCIC52561
A0145140B9EDIM OEB3AG60DCSE88CBBC2DA092411E9DCT71F39A7766B447B344E847DCACODCR]Y
AOCFCF1IE65CFI5D0E90231D3DDICFE62995C6DCC5CALI2A2C904A15F71DD27D451453E09D1A2]
56433BA8UF1CE33DFEDS4FO0E2B50A2B71D84ED6DR18028A28175F74FC6BDA105C529A791C2]
2 68F4R66B726E33DE9EAGF1IB52B181C760724E47B514520A5A28A283FFD9!
}

Vr

244

0DOE
6068

6767
0000
4155
A110
9C7D
F4B2
2D41
CDE6
FC44
BCEB
8952
\AG33
951D
D458
4A17
\ED7D
\79E7
ABBA
4509
C4F3

>
Y

i SPVi

2CE4"',

118

y
{
"digestID":
"random" :

9,

"elementIdentifier":
"elementValue":
[

{

"driving privileges",

"vehicle category code": "A",
"issue date": 1004 ("2018-08-09"),
"expiry date": 1004 ("2024-10-20")

"vehicle category code": "B",
"issue date": 1004 ("2017-02-23"),
"expiry date": 1004 ("2024-10-20")

h'4599F81BEAA2B20BDOFFCCIO9AAO3AGCFI85BEFAB3F6BEAFFA41E6354CDB2AB
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}
>>)
]
b
"issuerAuth":
[
<< {1l: =7} >>,
{

33:
h'308201EF30820195A00302010202143C4416EED784F3B413E48F56F075ABFA6D87ER84300A06082A8648CE3D
04030230233114301206035504030C0B75746F7069612069616361310B3009060355040613025553301E170D32
30313030313030303030305A770D3231313030313030303030305A30213112307006035504030C00975746F7069
61204473310B30090603550406130255533059301306072A8648CE3D020106082A8648CE3D030L0[J03420004AC
E7AB]340E5D9648C5A72A9A6F56745C7AAD436A03A43EFEATTBS5FATR88F0197D57D8983E1B37TD3Ap39F4D58836
5E38(BBF5B94D68C547B5BC8731DCD2F146BA381A83081A5301E0603551D1204173015811365/786[L6D706C6540
6578416D706C652E636F6D301C0603551D1F041530133011A00FAO00D820B6578616D706C65RE636F6D301D0603
551D(JE0416041414E29017A6C35621FFC7A686B7B72DB06CD12351301F0603551D230418301680154FA2383A0
4C28H0D930792261C80C4881D2C00B300E0603551D0F0101FF04040302078030150603551D25010[LFF040B3009
060748818C5D050102300A06082A8648CE3D040302034800304502210097717AB90N6c740C8D7BCDRA494A62C05
3BBDHCCE1383C1ACA72AD08DBC04CBB202203BAD859C13A63C6D1IAD67D814D43E242Z5CAF90D4224P2C04A8EEQ3
04CO0p3A68D"'
br
<<

24 (<<
{

"version": "1.0",
"digestAlgorithm": "SHA-256",
"valueDigests":
{

"org.is0.18013.5.1":

{
0: h'75167333B47B6C2BFB8OECCC1F438CEF57AF055371AC55E1E359E20F254ADC

EBF'
1: h'67E539D6139EBDIM31AEF441B445645DD831B2B375B390CA5EF6279B20
5ED4471"',
2: h'3394372DDB78053F36D5D869780E61EDA313D44A392092AD8E0527A2FBFES
S5AE’
3: h'2E35AD3€4E514BB67B1A9DB51CE74E4CBO9B7146E41AC52DACICES6RB861L
3DB535"',
4: h'EAS5@3304BB7C4A8DCB51CAC13B65264F845541341342093CCAT86EPS8FA
c2D59',
5: h'FAE487F68B7A0E87A749774E56E9E1DC3A8ECTB77E490D21FOE1ID375661A
AlD'
6:~h'7D83E507AE77DB815DE4D803B88555D0511D894C897439F5774056£16
Al1C7%433"',
7: h'FO0549A145F1CF75CBREEFFA881D4857DD438D627CF32174B1731C4CB8EL
2CA936"',
8: h'B68C8AFCB2AAF7C581411D2877DEF155BE2ERB121A42BCI9BASB7312B77E0
68F64"',
9: h'OB3587D1DD0OC2A07A35BRFB120D99A0ABFBS5DF56865BB7FA1S5CC8B5pA66DE6
EOC'
10: h'C98A170CF36E11ABB724E98A75A5343DFA2B6ED3DF2ECFBRSEF2EES5DD
41C88+
11: h'B57DD036782F7B14C6A30FARAAEGCCDS5054CE88BDFAS1A016BA75EDALE
DEAQ48"',
12: h'651F8736B18480FE252A03224EA087B5D10CA5485146C67CT74AC4EC3112D4
C3A'"
by
"org.iso0.18013.5.1.08":
{
0: h'D80B83D25173C484C5640610FF1A31C949C1D934BFACF7F18D5223B15DD4F
21cCc’',
1: h'4D8OE1E2E4FB246D97895427CE7000BB59BB24C8CD0O03ECF94BF35BBD29
17E34"',
2: h'8B331F3B685BCA372E85351A25C9484AB7AFCDF0D2233105511F778D98
C2F544"',

3: h'C343AF1BD1690715439161ABAT73702C474ABF992B20C9FB55C36A336EBEOLIA8T "
}
by
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FOA',

C3D6'

"deviceKeyInfo":
{
"deviceKey":
{
1: 2,
-1: 1,

-2: h'96313D6C63E24E3372742BFDB1A33BA2C897DCD68AB8C753E4FBD48DCAGRBT

-3: h'lFB3269EDD418857DE1B39A4E4A44BO92FA484CAAT22C228288F01D0OC0O3A2

}

by
"docType": "org.iso.18013.5.1.mDL",

"validityInfo:

h

{
"signed": 0("2020-10-01T13:30:022"),
"validFrom": 0("2020-10-01T13:30:022"),
"validUntil": 0("2021-10-01T13:30:022")

}
>>)

>I
'59E64205DF1E2F708DD6DB0847AED79FC7C0201D80FAS5BADCAF2E1IBCF5902E1ESA62E4832

890AD85AAS53F129134775D733754D7CB7A413766AEFF13CB2E"'

1
by

"devijceSigned":

{

"nameSpaces": 24 (<< {} >>),
"dejviceAuth":

{

"deviceMac":

[

}

1,
"status":

D.4.2 Serv

D.4.2.1 Wg

D.4.2.1.1 n

<< {1: 5} >>,

{1,
null,
h' E99521A85AD7891B806A0T7F8B5388A332D92C189ATRF293EE1F543405AE6824D"'

er retrieval
bAPI

hdocrequest

The followinjg'is‘an example of a server retrieval mdoc request:

{

"version": "1.0",
"token": "Ow4P4mDP yxnB4iL4KsYwQ",
"docRequests": [
{
"docType": "org.iso.18013.5.1.mDL",
"nameSpaces": {
"org.1s0.18013.5.1": {
"family name": true,
"document number": true,

120

"driving privileges": true,
"issue date": true,
"expiry date": true,

"portrait": false

044B
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.1.2 mdocresponse

The following is an example of a server retrieval mdoc response:

{

"version":

lll'oll,

"documents":
["eyJ0eXA101JKV1IQiLCIhbGciOiJFUzIINiIsInglYyI6WyJINSULCN3pDQOFaYWdBAO1CQWAIVUZhcDZiTHFR

TOhON

GROZXNvUy9EYMOTUIBIMHADZ11JS529aSXpgMEVBA0] 3SXpFVU1CSUABMVVEQOXd3TCGRYUNZIR2

SUdsaFkyRX

hDekH
FROESH
uulcq
1BXQ]
oY1lh
3RtWH
NBTE]
QU1D(
hEKO]
JEub(
uX25H
CJkDb]
BRF8j
DRKZ4
kbloy
UFoR{
BQUFH
UFBQU
DbHU{
GJ2U{]
ibXhl
1J4a
T JH
zRNV 7
S5dH14
1BBe(
40FJH
DNrb]
1MmJ]
VVDNV
rQ01
WoyYJ
IdFJ{
CJpc]
17229y
nldf}
Yg2n |
]
}

KOmdOVkJIBWVRBLEFZUTUIOWERUSXANVEF3TVRBAO1EQXdANRMIYRFRJeE1UQXANVEF3TURBAO1Gb
VUVBA3dLZFhSdmNHbGhJR3AzY3pFTE1BaO0dBMVVFQOMhNQ1 ZWTXdXVEFUQmd]j ciWhrak9QUU XGOm
ndOQOFBUZRLYTVzUUtCOHQ2b0JIMIJMAbXRkOFARaTdoRWhsNE1YQ21jU0V5a3hUbzdjNEVndHR
04MXFJcXpubzNQdDNyRVhpSUw3cHhHUERVNEAVTULIHbE1CNEABMVVKRWARWE1CVOJEMEYOWVCx
clpTNWpiMjB3SEFZRFZSMGZCQLlV3RXpBUMIBK2dEWU1IMW1hoaGJYQOnNaUzVgYjIwdOhRWURWU]
AxUmZxdjhmeWIBcFBUVyswa2ttc3BNQJhHQTFVZE13UVINOMFBRkZUNkkOT2dUQ2PIMIRCNULt
BNEdBMVVKRHAFQ193UUVBAO1IZ0RBVkINnT1ZIUIVCQWY4RUN6QUPCZ2NvZ114ZEBIRRURNQWIHQ
TBjQUIFUUNJQ1Q50U5zREsxeGhl1WEFcyTTNVcecmVzNzhOY1VuUNGFyRjJh6K1IRDZQVVW1IEF3VKkEPQIR
sZmxiMONkSHPpQA1RONMZGYVAYCGFMVNZRZHIsZHcOPSJIAfQ.eyJkb2N0eXB1Tjoib3Jdnlmlzby
RMIiwibmFtZXNwYWNlcyI6eyJvcecmcuaXNvLIE4AMDEzZLIUuMSI6eyIJmYWiphHLI fomFtZSI6IkRv
PWUi0iJKYW51TiwiaXNzdWVEZGF0ZSI6IjIwMTktMTAtMJAILCIleHBEen1fZ2GF0ZSI6I]IwM]
N1bWVudFOudWliZXIiOiIxMjMONTY30DkiLCIwb3J0cmEFpdCI6I1lB85al180QUFRU2taS1JInQUJIB
dOJEQUJINTkRORUIEQk1ISRHhFVkZCTVhIVEFMSEFJvYUhUb3FMQOA3UT0OxS1IwUT1RMEZNVMOXZF
FIRJF1M3g3U2x5R2tJVINGMIEOZTNiXzJ3QkRBULIFWR1 IwWkhUZ27IemgyVDBOUGRUW] Jkbloy
ZG5aMmRuWj JkbloyZG5aMmRuWj JkbloyZG5aMmRuWj Jkbloy¥G5aMmRuWj JkbmJfd0FBUKNBQV
JBeEVCXzhRQUA3QUFBAOVBOXAFQUFBQUFBQUEFBQUEFBQUEBVUACQUVDOXdmX3hBOX1FQUFCQXAN
QUFBQUJBZ01FQUEVUkJoSWhFekVVR1ZGaGNTSkJCNEJORMPpWQ1VuT1Jzc0h4XzhRQUZRRUJBUU
FBQUFBQUFBSF94QUFhRVFFQkFRQURBUUFBQUFBQUFBQUFBQUFBQVVFUk1URmMhfOWIBREFNQKEB
NGkyaUlweD1hU3ZIMESBX1VzLXdfM1hucCO4LWR3DHIPaDBOcmhSADM3czhBNXpnZXRLOVI2Zm
1oUFpLUOFCbhbIM3VWZoXy01lWEFIBT3VMOFUwaFh ¥ifnE4 SW5PUkxmY jNweTIJpUWIvT08zZkdBZVB1
bVhXdVZvVWMOSHFEVIWx1a3pKMVItdTZkYOVVRUVXTHBCQkJIQcGc5X3dCUFd2WEFRTMHRNM2 1NdE
VmT1RUQyltcjJOVWwxMFFiYz1LWmE1VzZGWUFIcndEeDg0cDNaN3ZIdkVQeEVmMY25hZHEwcTdw
X3dCWHhO0XzdYaG9aaFVxRGRZNVVVb2RRbEC3R2NFaFF6UU43enIDTGIJYMHN4AMIB6R194N1hNQ1L
JDAVZKSkNFanNPU1Q5Z0tnZFZXZ2U5abHeyWTIObEFNWRMEXSEPpVY212b1Q2bzZZNDhXV2cyZUQx
SWRkKkAEW2SXF6aExIN3Y4Y11Q0TZxWX02ZS1VkdD1vNWIJUOZKUHNhaT1ZUnBhb3FKREx6Q3JRZ3
1wNzBS5YTFWQWAXcUFwVWQ5S0hXeBVJIYkFWADJuYmpKSXBnMz Zpdm9zYkRUb1E2Nm5GRk1Ud]I0
YVo4dTI5U11UbnIleGs0X2xybShzZbzFLeEFreDVrZUlgbmFpU2 9KVVNWQWRobIBySGMzcndwbT
huQOndlUmdrNC1SU2USbFhsRmNBNUdAhSOp5ejNLSjQtM3Z4ZFSUNNFDbmRgT1B5ckpwLXplUlLFE's
YOFZeGstbEZGRkxKT2prLULYSnQOxd2VnbGVkd1NNOVIzQONPUGFOMWkwNUdzd2NVbGEFubm5CdF
9SU2VzN110eGVpTXU4TGEDULFSNmR4eDglcDNaclJIczBUb1IS5eXNuY3RhdATZqULJRWWRRNmI 4
UGRuUUDVPpbVZ4dHpGeWhLaX1RU2hYMOhkSj1SULJUNEowYULVVUPZY3VONMIxVIpETzNNnZkhPTT
RoTzF0cl1Bb29vRIESMEF OHAMFFRNhTbWS5rYOpjVHp4NkVMY1ZoaWFQU21hMOpl TTk2ZXB2RzFL
UONsb29vb1BfMLEiTCJIkcml2aW5nX3ByaXZpbGVnZXMiOlt7InZ1aGljbGVEY2F0ZWdvenlfY2
N1ZVI9kYXR1IJodiMjAxXxOCOWOCOWOSIsImV4cGlyeVIkYXRITIjoiMIAYNCOxXMCOyMCJI9LHsidmVo
eV9I9jb2R1T5ei®iIsImlzc3V1IX2RhdGUiOi IyMDE3LTAYLTIzIiwiZXhwaXJ5X2RhdGUi01 IyMD
0sImlhdCLBMTYWOTgINTIWMCWiZXhwIjoxNjA50DUIMzIwEQ.JRIQgYpNthh5293xQ1f6tkoKR
pyayOQQy#RPO0aPBeVJI51gKBzLumjamuvr3C824R RYHQ"

ALY

BdJakVUTUJ

HncWhrak9Q

HOnkxRm5yS

H2 JHVkFaWGh
BPOQkJZRUZPR
FE1ERW1CMH

DNxRINNNDI1C
11.1Uxazg4Vo
1xODAxMy41L
'STsImdpdmV
DEMTAtMIALL
PUVBaOFDUUF
RGRmOVa0ZEW
.G5aMmRuWj J
| BRIFEQVNJQ
REFNVUNBd2t
FBQUFBQUFBQ
EVJBeEVBUHd
pMYNVOMGRVd
NDFpMUJIAIR
NfSD1GWks5M
1R1aHVuNVB
BObkJS5YWNYR
¥11£fV21HcG4
N2Y1RKQXh4a
HO9fWTBsamkE
V4MUt 1VHMxd
EC12MT16aFh
VOUXh4NkFVV
DGVaYzhWME 9
L fdFZQRG10U
£GdjzGdjazV
PkZSI6IKELL
hIWNsZVIOJYXR
[OLTEWLTIwI
BsF8YwWH6N1K

The ¢

{

"doctype":
"namespaces":

"org.iso.18013.5.1":

- - £1 1 : Qo 1 - 1 £.11
OIILCIILS O ULIIC JVV T UIAHTIS OCU T LIS C€XAITIIPIC 1S d5 TUHTUWS.

"org.is0.18013.5.1.mDL",
{

{

"family name": "Doe",

"given name": "Jane",

"issue date": "2019-10-20",
"expiry date": "2024-10-20",

"document number":
"portrait":

"123456789",

" 93 4AAQSkZJRgABAQEAKACQAAD 2wBDABMNDhEODBMRDxEVEBMXHTAfHRoaHTogLCMw

RT1JROQOQOFMVmM1dTFFoUkFDX4JgaHF1e3x7S1yGkIV3j21l4e3b 2wBDARQVFROZHTgfHzh2TONPdAnZ2dnz2dnz
2dnz2dnZz2dnZz2dnz2dnz2dnz2dnz2dnz2dnz2dnz2dnz2dnz2dnZ2dnb wAARCAAYAGQDASIAAhEBAXEB 8QAGw
AAAWEAAWEAAAAAAAAAAAAAAAUGBAECAWE xAAyEAABAWMDAgUCAwkKkAAAAAAAABAgMEAAURBhIhEzZEUFVFhcSJBB
4GhFjVCUnORssHx 8QAFQEBAQAAAAAAAAAAAAAAAAAAAAH xARaEQEBAQADAQAAAAAAAAAAAAAAAUERITFh 90A
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DAMBAATRAxXEAPWC1u9412iMpx9aSvHONA Us-w 3Xnp-8-dwlyOhONrhRt37s8A5zgetKI9R6fjLbuN0dUtbvSyh
PZKSABn37Ufh -5X AOuf8U0hXeZg8InORLfb3py2iQoo003fGAePetlilBHVvTbmxCmXWuVoUc4HgqDUlbkzJ1l
mu6dcEUEEqQLPpBBBPpgY wBPWvXTSOtM3mMtC HOFZKI92RxkEfOTTC-mr2tUl10Qbc9KZaSWeFYAHrwDx84p3Z7vH
vEPxEfcnadg0g7pNTehun5PcN20 wBXxt 7XhoZhUgDdY5UUocdQlG7GcEhQzQON7zrCLbX0sx20zF x7XMBPtnBya
CXG4AMW2CuVJIJCEJsOSTIgKgdVWeNZ1w2Y241SVFalHJUcivoT606Y48WWg2eDlcY WmGpn9tykIddtLeIgzhLu7v
8cYP96gqYz6JUdt905bcSFIPsai 9YRpaoqdDLzCrQgp6bTIAxx]PAx-p70yalVAgWGAPUdIKHWYEIbAVE2nbjJIpg
36ivosbDTnQ66nFFITv24w0 Y01ja88RJaz8u29RYTnr5xkd lrm-solKxAkx5keMjnaiSoJUSVAdhnOrHc3rrp
m5x1KuTslt3koXnBweRgk4-RSe91X1FcA5GaKJyz3KJ4-3vxd T6gCndjOPyrJp-zeSQlx-v19zhXu2bccAYxk-
1IFFFLJOjk-MXJtlwegledwSM9 sCCOPatli05GswcUlannnBtUtQxx6AUUUCS RSes6YNxeiMu8LaCSQR6dAxx85p37
rRHsO0ToR9ysnctau6jRROYAQ6b88eZc8VOOkCMAPANPS5imVxtzEFyhKiyQShX3HAJORRRT4J0aIUUJYcuz60ogVZDO3g
fHOMS tVPDitQorcdhOltsYAocooF190 GvaEFxSmnkcJcTzx6EfcVhiaPSma3JuM96epvGlKxgecdgck5HERRSClooo
oP_2Q",

"driving privileges": [

{

"wehicle category code": "A",
"Lssue date": "2018-08-09",
"expiry date": "2024-10-20"

"Wehicle category code": "B",
"issue date": "2017-02-23",
"expiry date": "2024-10-20"

"iat": 1609855200,
"exp": 1609855320

D.4.2.2 0IDPC
An example pf an OIDC workflow is as follows:
Step 1 Confjguration

Configuratign Request:

GET /.well-known/openid-configuration/, HTITP/1.1
Host: utopiladot.gov

Configuratidgn Response:

{
HTTP/1.1 2[00 OK
Content-Tyjpe: application7json
{

"issuer"|: "https://wtgpiadot.gov",

"jwks uri": "https:/Yutopiadot.gov/.well-known/jwks.json",

"authorijzation ené@point": "https://utopiadot.gov/connect/authorize",

"token gndpointy "https://utopiadot.gov/connect/token",

"userinflo epdpoint": "https://utopiadot.gov/connect/userinfo",

"end seslsiddn~endpoint"”: "https://utopiadot.gov/connect/end session",

"revocat|ionendpoint": "https://utopiadot.gov/connect/revocation",

"introspection endpoint": "https://utopiadot.gov/connect/introspec",

"device authorization endpoint™: "https://utopiadot.gov/connect/deviceauthorization",

"registration endpoint": "https://utopiadot.gov/connect/register",

"frontchannel logout supported": true,

"frontchannel logout session supported": true,

"backchannel logout supported": true,

"backchannel logout session supported": true,

"scopes supported":
"org.iso0.18013.
"org.iso0.18013.
"org.iso0.18013.
"org.is0.18013.
"org.iso0.18013.
"org.iso0.18013.
"org.iso0.18013.
"org.is0.18013.
"org.iso0.18013.

:family name",
:given name",

:birth date",

:issue date",
rexpiry date",
:issuing country",
:issuing authority",
:document number",
rportrait",

ool arar ool arar an
PR R R RR R R
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"org.is0.18013.5.1:driving privileges",
"org.iso0.18013.5.1:un distinguishing sign",
"org.iso.18013.5.1:administrative number",
"org.iso0.18013.5.1:sex",
"org.i1s0.18013.5.1:height",
"org.is0.18013.5.1:weight",
"org.iso.18013.5.1:eye color",
"org.iso.18013.5.1:birth place",
"org.is0.18013.5.1:resident address",
"org.iso.18013.5.1:portrait capture date",
"org.iso.18013.5.1:age_in years",
"org.iso.18013.5.1:age birth year",
"org.is0.18013.5.1:age over 20",
"org.iso.18013.5,1:is ;'iﬂd_‘l_llﬂ”"\ diction"
"org.iso0.18013.5.1:nationality",
"org.iso.18013.5.1:resident city",
"org.iso0.18013.5.1:resident state",
"org.iso.18013.5.1:resident postal code",
"org.iso.18013.5.1:resident conunty",
"org.iso.18013.5.1:biometric template face"
"org.is0.18013.5.1:family name national character"
"org.iso0.18013.5.1:given name national character"
"org.iso.18013.5.1:signature usual mark"
"openid",

I

"claims supported":
"org.iso0.18013.5.1:family name",
"org.iso0.18013.5.1:given name",
"org.is0.18013.5.1:birth date",
"org.iso.18013.5.1:issue date",
"org.iso.18013.5.1l:expiry date",
"org.iso0.18013.5.1:issuing country",
"org.is0.18013.5.1:issuing authority",
"org.iso0.18013.5.1:document number",
"org.iso0.18013.5.1:portrait",
"org.iso0.18013.5.1:driving privileges",
"org.is0.18013.5.1:un distinguighing sign",
"org.is0.18013.5.1:administrataye number",
"org.is0.18013.5.1:sex",
"org.is0.18013.5.1:height"s;
"org.i1s0.18013.5.1:weight™y
"org.iso.18013.5.1:eyerCSlor",
"org.iso0.18013.5.1:bixth place",
"org.iso.18013.5.1:kresident address",
"org.is0.18013.5¢1l:portrait capture date",
"org.iso.18013-.531::age_in years",
"org.iso.1804&3.5.1:age _birth year",
"org.iso.18043.5.1:age_over 20",
"org.iso.&8013.5.1:issuing jurisdiction",
"org.is€©448013.5.1:nationality",
"org.is90.18013.5.1:resident city",
"orgu#s0.18013.5.1:resident state",
"0¥g)i1s0.18013.5.1:resident postal code",
"Org.iso.18013.5.1:resident conunty",
"\JJ_\j.J‘_D\J.18013.5.1.L}J‘_\JlHCtJ_ib_tclllylatc_fa\,c",
"org.iso0.18013.5.1:family name national character",
"org.is0.18013.5.1:given name national character",
"org.iso.18013.5.1:signature usual mark",
"docType",
"Sub"

1,

"grant types supported": [
"authorization code",
"client credentials",
"refresh token",
"implicit",
"urn:ietf:params:ocauth:grant-type:device code"

1,

"response types supported": [
"code" ,
"token",
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