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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take partin

the work.
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PACE protocolis a password authenticated Diffie Hellman key agreement protocol based on a (short)
input string that provides secure communication between a secure integrated circuit on an IDL
and a terminal and allows various implementation options (mappings, input strings, algorithms);
the PACE protocol implementation for the IDL is restricted to Elliptic Curve Diffie Hellman (ECDH)
generic mapping and can be used as a stand-alone protocol or in combination with the EACv1
protocol.

Alist of all pa

rts in the ISO/IEC 18013 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The ISO/IEC 18013 series establishes guidelines for the design format and data content of an ISO-
compliant driving licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), machine-
readable technologies (ISO/IEC 18013-2) and access control, authentication and integrity validation
(ISO/IEC 18013-3). It creates a common basis for international use and mutual recognition of the IDL
without impeding individual countries/states to apply their privacy rules and national/community/
regional motor vehicle authorities in taking care of their specific needs.

This document prescribes requirements for testing of the compliance of the machine-readable data
contentand mechanisms to control access to data recorded in the machine-readable tech '1ology on an

IDL with the requirements of ISO/IEC 18013-2 and ISO/IEC 18013-3 respectively.

© ISO/IEC 2019 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 18013

-4:2019(E)

Personal identification — ISO-compliant driving licence —

Part 4:
Test methods

This
whet
serie

Hocument describes the test methods used for conformity testing, that is methods for
her a driving licence can be considered to comply with the requirements of the IS
5 for:

hachine readable technologies (ISO/IEC 18013-2), and
ccess control, authentication and integrity validation (ISO/IEC 18013+3).

est methods described in this document are based on specifications defined in ISO
50/IEC 18013-3 and underlying normative specifications.

document deals with test methods specific to IDL réquirements. Test methods 3
t) cards in general (e.g. those specified in the ISO/IEC10373 series) are outside the
ment.

b the purpose of this document is to:
rovide IDL implementers with requiremefts for conformity evaluation,
rovide IDL issuing authorities with réquirements for quality assurance, and

rovide test laboratories and test tool providers with test suite requirements.

2
The

ormative references

llowing documentsyare referred to in the text in such a way that some or all of

consfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

ISO 3|166-1, Codésfor the representation of names of countries and their subdivisions — Part 1: (

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets —
alphdbet Ne. 1

determining
D/IEC 18013

IEC 18013-2

pplicable to
scope of this

heir content
applies. For
nts) applies.

lountry codes

Part 1: Latin

[SO/IEC 18013-2:—1, Personal identification — ISO-compliant driving licence — Part 2: Machine-readable

techn

ologies

ISO/IEC 18013-3:2017, Information technology — Personal identification — ISO-compliant driving
licence — Part 3: Access control, authentication and integrity validation

BSI TR-03105-3.2, Advanced Security Mechanisms for Machine Readable Travel Documents — Extended
Access Control (EACv1) — Tests for Security Implementation — Version 1.5

BSIT
ICAO

R-03111, Elliptic Curve Cryptography (ECC) — Version 2.0

Doc 9303, Machine Readable Travel Documents, seventh edition, 2015

1)  Under preparation. Stage at the time of publication: ISO/IEC FDIS 18013-2:2019.
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TRICAO, Part 3, RF Protocol and Application Test Standard for eMRTD — Part 3: Tests for Application

Protocol and Logical Data Structure, version 2.11

RFC-3369 — Cryptographic Message Syntax (CMS)

3 Terms

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18013-2, ISO/IEC 18013-3
and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO OnliLe browsing platform: available at https://www.iso.org/obp

— IECElec

3.1
test case

descriptionlJ;

and the res

3.2
test case sp
collection of]

4 Abbrey

AA
AKID
AID
APDU
BAP
BCD
CA
DER
DF

tropedia: available at http://www.electropedia.org/

ts required to pass the test

pcification

test cases (3.1) and general test data applicable to the tést'cases

riated terms

active authentication
authority key identifier
application identifier
application protocol data unit
basic access protectiod
binary coded decimal

chip authentication
distinguished encoding rules

dedicated file

DG

data group

f test purpose, unique test case identifier, test inputs, test executionrcenditions, test

steps,

DO
EAC
EF
ECDSA
FID
ICS
IDL

data object
extended access control

elementary file

elliptic curve digital signature algorithm

file identifier

implementation conformance statement

[SO-compliant driving licence
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IUT
LDS
MAC
NMA
oID
PA

ISO/IEC 18013

implementation under test
logical data structure
message authentication code
non-match alert

object identifier

passive authentication

-4:2019(E)

PACEH
RF
SAI
SE
SIC
SFI
SMI
SOD
TA

5 (

Test
inde
sequsé

An 1D
ifitp
does

6

6.1

Password Authenticated Connection Establishment
radio frequency

scanning area identifier

standard encoding

secure integrated circuit

short EF identifier

security mechanism indicator

document security object

terminal authentication

onformance

case specifications described in_this document are intended to be performed sej
endently. A given driving licence document is not required to pass through 3
ntially. Also, not all tests may be applicable to a given implementation.

L is considered to conform to the applicable requirements of ISO/IEC 18013-2 and ISO
hsses all associated tests in this document. However, passing all applicable tests in th
hot guarantee thatwmo failures will occur under operational conditions.

‘est design

General

This

barately and
11l the tests

IEC 18013-3
is document

rlatise generally follows the concepts of the OSI Conformance Testing Methodology ang

| Framework

as specified in ISO/IEC 9646 (all parts). Several basic elements referred to in or by the individual test
case specifications are explained.

NOTE
organ

6.2

6.2.1

These elements facilitate the synchronization of additional specifications written
izations with this document.

Test hierarchy

Structure

Test concepts used to describe the test design consist of the following elements:

— implementation under test (IUT);

© ISO/IEC 2019 - All rights reserved
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— testlayer;

— testunit;

— test case.

These eleme

nts have a hierarchical relationship as shown in Figure 1.

L ] A
Implementation
under test

Test layer

[ Test layer ]

[ Tes

Test unit Test unit

L unit ] [ Test unit ]

~

[ Test case

y

[ Test case ][ Test case ] [ Test case ][ Test case ] [ Test case ] [ Test case ] [ Test c

e |

6.2.2 Impjementation under test

6.2.2.1 Overview

OneIUT isd

6.2.2.2 Pr

Profiles are
certain test

Profiles detsd

Figure 1 — Test element hierarchy

pfined as an IDL with\SE for SIC (see ISO/IEC 18013-2:—, Annex C).

pfile

Hefined foridentifying optional functionality in the IUT, which impacts the applicabil
ayers, test units or test cases.

rniine whether certain tests are applicable in the test layer, test unit or test case defini

This enable

the tester or test software to f:\nt‘nmahr‘a”v\ select which tests should be executed

ity of

tions.

IUT. Such sel
The Profile s
— Profile-I

ection is based upon the ICS fllled out by the appllcant or tester (also see 6.3.1).
pecification shall include:

D;

— Profile description.

o the
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Test layer

.1 Overview

-4:2019(E)

The following two of the seven layers in the OSI Basic Reference Model as defined in ISO/IEC 7498-1 are
addressed in this document:

— 1
— 1

The g

ayer 7 refers to the Application Layer, and
ayer 6 refers to the Presentation Layer.

ther layers are not applicable

Each

6.2.3

Layet

— access to DGs (security mechanisms).

6.2.3

Layel
Comy
folloy

6.2.4

A test

B
B

SE.

test layer comprises a number of test units.

2 Layer 7 — Logical data structure tests
7 tests cover LDS requirements. LDS requirements include:
resence and availability of DGs;

resence and formatting of fields in each DG;

3 Layer 6 — Command tests
6 tests are applicable only to IDL implementations on SIC. Layer 6 on a SIC consists o

hands for an IDL are specified in ISO/IEC 18013-2 and ISO/IEC 18013-3 and are appl
ving [UT:

Test unit

unit covers an individual topjcinside a layer. Each test unit contains test cases that are 1

F Commands.
icable to the

related to the

same|type of functionality of the:IUT. A test unit groups together test cases that address a cojmmon issue.

Each[test unit is defined.by.the following information:

Test unit-ID | Uniquely identifies the test unit inside the test layer.

Purpose 03 Specifies the common issue addressed by test cases contained in this tgst unit.

Refefences \O\ Optionally identifies references applicable to all test cases in the test unit.

6.2.5| \Test case

Each test case is defined by the following information:

Test case-ID Uniquely identifies the test case within the test unit.

Purpose Specifies the requirement addressed in this test case.

Version Specifies the version number of this test case.

References Identifies specific reference to the requirement addressed by this test case.

Profile Defines the profiles for which the test case is applicable. If no profile is defined
(empty field), the test applies to all configurations. If the IUT does not match with
each of the defined profiles, the test is skipped and marked as "not applicable" in
the test report.

© ISO/IEC 2019 - All rights reserved
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Precondition

S

Define the state in which the IUT needs to be before the test case can be executed,
including test cases that shall have been successfully passed, if any. If these precon-
ditions are not fulfilled, the test is skipped and marked as such in the test report.

Test scenari

0 Defines the test steps that shall be taken.

Each test step is defined by the following information:

the execution order in the test case.

Each step covers a simple, exactly defined operation with a measurable result that
can be included in the test report. The steps shall be performed in the order listed.

Test Step-ID — a consecutive number, uniquely identifying each test step and

Description — defining the operation that has to be executed for this step

this test step.

Configuration Data — optionally specifying input data required toperforin

Expected rg

sult |The expected result defines pass criteria for each test step in the test scenario
analysis of the observed result in comparison with the expected-result leads t
"Pass" or a "Fail". The results of the individual test steps and the overall result

the test case are transferred to the overall test report.

The
a
of

6.3 Testa
6.3.1 Prec

6.3.1.1

The tests in
shall be pres
the optional

6.3.1.2 Te

Test executi
shall be esta|

6.3.1.3 Te

All equipme
the IUT shal

6.3.2 Imp

For each IUT

IgIr

dministration

onditions for testing

'his document require a fully personalized-IDL. This means that all mandatory data g
ent as a minimum. In addition, the IUT.shall be personalised with all data required t
features declared in the ICS.

5t environment

bn takes place in indoor conditions and provides normal temperature. All test equip
plished properly.

St apparatus

t described in Annexes A to C pertinent to the machine readable techonogy support
be available:

lementation conformance statement

foups
b test

ment

ed by

described, the applicant for conformity testing shall complete the ICS which is attacli

ed to

the Test case Specification applicable to that specific IUT.

A completed ICS provides information about the Profile of the IUT (also see 6.2.2.2). Based on the
completed ICS, all tests that apply to this Profile (as indicated in the Profile element in each test case;

see 6.2.5) ca

n be selected for test execution.

6.3.3 Testreport

Detailed test results and ICS information shall be recorded for reference in a test report. The test report

contains the

test result of each

— testlayer;

test unit;

© ISO/IEC 2019 - All rights re
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test case;

test step.

If a test is not applicable, this is noted.

-4:2019(E)

If a test is applicable and the preconditions are fulfilled, the test result for a test step/case/unit/
layer can be:

Pass — if all actually obtained results from the IUT match the expected results declared for each

test step/case/unit/layer AND if all post conditions are fulfilled; or

ait—if orre ormore of theactuatly obtaimed results fromrthe t9 T do ot match theexp
declared for each test step/case/unit/layer or if one or more of the post conditions arely
ptionally, additional information regarding the failure can be provided.

~

A Fail in one of the test steps leads to a Fail of the entire test case; a failed test caseleads td
unit; etc.

The |

inclugling detailed observed results for each test case, may be included(in the test report.

7

7.1

IDL conformity test methods

Overview

Confgrmity testing of IDL implementations to ISOAEC 18013-2 and ISO/IEC 18013-3
throygh the identification of a number of test cases.

Test fequirements for Commands and LDS tests‘¢onformity are defined in Annexes A to C.

7.2

Profiles

Profiles are defined to identify whether certain optional functionality is supported by the
of thgse optional functions and features depends on several factors:

machine readable technolegies supported;
dccess control, authéntication and integrity validation mechanisms supported;
dptional data groups supported;

dptional dataelements supported within data groups.

Profiles for.each IUT are defined in each annex.

7.3

pcted results
NOT fulfilled.

a failed test

CS and detailed test results shall be logged and retrievable. Optionally, the test execyition details,

is organised

[UT. Support

IDL test case speciiications

7.3.1 General

IDL test case specifications are attached in the annexes.

Test methods for driving licence interface devices are currently not included in this document.

7.3.2 Standard encoding on SIC

Test case specifications for SE on SIC cover are as follows:

LDS tests for SE on SIC. The tests shall be carried out as specified in Annex A.

© ISO/IEC 2019 - All rights reserved
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— Commands tests (applicable to SE on SIC). The tests shall be carried out as specified in Annex B.

— Tests for EACv1 protocol. The tests shall be carried out as specified in Annex C.

7.4 Conformance

An IUT is in conformance with the requirements of a particular layer if the IUT passes all applicable
tests. All tests in a layer should be performed on the same [UT.

8 © ISO/IEC 2019 - All rights reserved
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Annex A
(normative)

Test case specification: LDS in SE on SIC

A.1 General

This ainnex specifies the test cases for the LDS in SE on SIC.

A.2 |General test requirements

A.2.1 Preconditions for testing

The flests in this annex require a fully personalized IDL. This means(that all mandatory
shall be present. This annex tests all mandatory and optional data groups.

All tejsts are mandatory unless marked as optional or conditiorfat
A.2.2 Test setup

For sptting up these tests, any reader for communi€ating with SIC compliant with the I

data groups

50/1EC 7816

serie$ or the ISO/IEC 14443 series can be used. The-reader shall support extended length APDUs and

command chaining.

If EAC is supported, a terminal authentication certificate chain and an IS private key ar¢g required as

input{for testing.

A.2.3 Implementation conformiance statement

In ordler to set up the tests propérly, Tables A.1 and A.2 shall be completed.

The ISO/IEC 18013-2 and,ISO/IEC 18013-3 specifications define several optional element
can sppport. This includes security mechanisms like PACE, BAP, EAC and AA as well as ad
groups (DG 2 to DG 14):

Sincelthese elements are optional, it is not possible to define the corresponding tests as m
each [IDL. Therefore, this document specifies a set of profiles. Each profile covers a sped
elemént. A<tested IDL shall be assigned to the supported profiles in the ICS, and a test
performed. if the IDL supports this profile.

O d
icitly.

these data groups impl

Table A.1 — Implementation conformance statement

b that an IDL
ditional data

andatory for
ific optional
hall only be

Aprofiles cover

Applicable Protection level

Profile Information for test setup (Plain, BAP, PACE
(YES or NO) or EAC)
SMI Security Mechanism Indicator _
DG2 IDL contains elementary file with LDS Data Group 2
DG3 IDL contains elementary file with LDS Data Group 3
DG4 IDL contains elementary file with LDS Data Group 4
DG5 IDL contains elementary file with LDS Data Group 5

© ISO/IEC 2019 - All rights reserved
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Table A.1 (continued)
Applicable | Protectionlevel
Profile Information for test setup (Plain, BAP, PACE
(YES or NO) or EAC)

DG6 IDL contains elementary file with LDS Data Group 6
DG7 IDL contains elementary file with LDS Data Group 7
DG8 IDL contains elementary file with LDS Data Group 8
DG9 IDL contains elementary file with LDS Data Group 9
DG11 IDL contains elementary file with LDS Data Group 11
PA Passive Authentication
AA Active Authentication

AA-ECDSA AA ECDSA algorithm

AA-RSA AA RSA algorithm
NMA Non-Match Alert R
EAC Extended Access Control v1 r\“O
PACE Password Authenticated Connection Establishment /'C)
MRZ Machine Readable Zone A\\V

U
Table A.2 — Configuration inform(g\@bn
Sul? p°.”ed Configuration information OQ
rofile QO
PA Provide the country signing certificate name: \\\\
\\J‘
¥
BAP Provide the reference string providgqi@th the samples:
K\
{ \'O
EAC Provide the name of the ga{@ﬁ‘%ates and IS private key
L
R\
DG11 Provide the ter(rp}a’ge tag.
@?’
—
A.3 Test ]af@g‘) SE_LDS — logical data structure tests

A.3.1 Test unit SE_LDS_COM — tests for EF.Com

A.3.1.1 General

Test unit-ID SE_LDS_COM
(Standard Encoding — Common Data Elements)

Purpose The test cases in this test unit verify the structure and content of EF.COM in the
LDS of the IDL.

References ISO/IEC 18013-2
ISO/IEC 18013-3

10 © ISO/IEC 2019 - All rights reserved
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Test case-ID

SE_LDS_COM_001

Purpose This test checks the template tag that the encoded EF.COM element starts with.
Version 1.0

References ISO/IEC 18013-2: —, Annex C

Profile

Preconditions 1) EF.COM has been retrieved from the IDL.

Test scenario

1) Check the very first byte of the EF.COM element.

Exp¢qcted results

1) The first byte shall be '60".

A.3.143 Test case SE_LDS_COM_002

Testcase-ID

SE_LDS_COM_002

Purgose This test checks the encoding of EF.COM element length.
Versjon 1.0

Refefences ISO/IEC 18013-2:—, Annex C

Profile

Precpnditions 1) EF.COM has been retrieved from the IDL.

Testscenario

1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.€OM object.

Expgcted sesults

1) The bytes that follow the'template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.COM obijkect.

A.3.144 Test case SE_LDS_COM_003

Test case-ID

SE_LDS-EOM_003

Purpose This test checks the LDS version referred by the EF.COM element.
Versjon 10
References C ISO/IEC 18013-2: —, Annex C

Profile A@’

1) EF.COM has been retrieved from the IDL.

Testsce R%’
&

Prec onditio‘l‘(ﬁ(~

1) Search for the LDS version (Tag '5F01') inside EF.COM.
2) Verify the encoded length of the object with tag '5F01'".

3) Verify the LDS version.

Expected results

1) Tag'5F01' shall be present.
2) The encoded length shall be 02.
3) The specified LDS version shall be '01 XX'h (BCD encoded).

A.3.1.5 Testcase SE_LDS_COM_004

Test case-ID

SE_LDS_COM_004

Purpose

This test checks the Data Group Tag List referred by the EF.COM element.

© ISO/IEC 2019 - All rights reserved
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 10
Profile
Preconditions 1) EF.COM has been retrieved from the IDL.
Test scenario 1) Search for the Tag List (Tag '5C') inside EF.COM.

2) Verify the length of the object with tag '5C".

) Verifvifmandatorvdata orouns are presentinthe Data Groupn Tagc List
J J J O r r r o

4) Verify the validity of the data group tags present in the Data Group.Tag|List.

Expected rgsults 1) Tag'5C' shall be present.
2) The bytes that follow the tag shall contain a valid length encoding.

3) The Data Group Tag List shall at least contain the tagsfor the mandatorny
data groups '61".

4) The list shall contain only valid data group tags'\as“specified in [1] and []2],
i.e.'61','6B','6C', '65','67",'75",'63",'76','70", /73/'6F', and '6E".

A.3.1.6 Tes$t case SE_LDS_COM_005

Test case-1D SE_LDS_COM_005

Purpose This test checks the consistency aof\the Data Group Tag List with the actual ¢lata
groups present.

Version 1.0

References ISO/IEC 18013-2:—, Annex,C
ISO/IEC 18013-3:2017Clause 10

Profile

Preconditiops 1) EF.COM has'been retrieved from the IDL.

Test scenario 1) Checkthat all data groups that are indicated by the tag list in EF.COM afe

present.
Expected results 1) Allydata groups that are indicated by the tag list in EF.COM shall be pregent.

A.3.1.7 Tes$t case SE.LDS_COM_006

AY

Test case-1} | SE_LDS_COM_006
Purpose \V This test checks the consistency of the actual data groups present with the Data
Group Tag List.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 10
Profile
Preconditions 1) EF.COM has been retrieved from the IDL.
Test scenario 1) Check that all data groups that are NOT indicated by the tag list in EF.COM
are absent.
Expected results 1) All data groups that are NOT indicated by the tag list in EF.COM shall be
absent.
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A.3.1.8 Test case SE_LDS_COM_007

Test case-ID

SE_LDS_COM_007

Purpose This test checks the encoding of SMI (Tag '86') element length.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 10
Profile SMI
Preconditions 1) EF.COM has been retrieved from the IDL.

Testscenario

1) Search for the SMI (Tag '86') inside EF.COM.
2) Analyze the encoding of the bytes that follow the template tag.

3) Verify the encoded length of the Tag '86'".

Expgcted results

1) Tag'86' shall be present.

2) The bytes that follow the Tag '86' shall contain a valid length enfoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the sizeof the given Tag '86".

A.3.19 Test case SE_LDS_COM_008

Test case-ID

SE_LDS_COM_008

Purpose This test checks the encoding'of SMI (Tag '86").
Versjon 1.0
Refefences ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 9
Prof]le SMI
Precpnditions 1) EF.COMthas been retrieved from the IDL.

2) The’SMI has been retrieved from EF.COM.

Test scenario

1)-\€heck the DER TLV encoding of the SMI.
C 2) Check the content of the object with Tag '86'.

O
3

AN\

™
Expdcted resukf\

1) The SMI shall be encoded in a valid DER structure (according to[ASN.1
encoding rules).

2) For each security mechanism indicated in the SMI, the data groyps
indicated shall exist in the IDL.

A.3.1.10 Test case SE_LDS_COM_009

Test case-ID SE_LDS_COM_009
Purpose This test checks the encoding of the AA Security Mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 8
Profile SMI, AA

© ISO/IEC 2019 - All rights reserved
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Preconditions 1) EF.COM has been retrieved from the IDL.
2) The SMI has been retrieved from EF.COM.

3) The SMI has a valid DER TLV structure.

Test scenario Perform the following checks for the security mechanism in the SMI that speci-
fies the AA security mechanism (if present):

1) Check the encoding of the parameters for the mechanism
id-sm-AA.

2) Check the version of the AA parameters.
3) Check the publicKeyDG of the AA parameters.

4) Check the consistency of publicKeyDG and the Tag List in EE.COM.

Expected rgsults 1) The parameters for the mechanism id-sm-AA shall be encoded as specified
in [SO/IEC 18013-3:2017, 8.2.4.4.

2) The version shall be '00" (V1).
3) The publicKeyDG shall be 13 (hex '0D").

4) The data group indicated by publicKeyDG:shall occur in the Tag List.

A.3.1.11 Tes$t case SE_LDS_COM_010

Test case-ID SE_LDS_COM_010
Purpose This test checks the encoding.ofthe NMA mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:—, Annex'C
ISO/IEC 18013-3:201%)Clause 8
Profile SMI, NMA
Preconditiops 1) EF.COM hagbeen retrieved from the IDL.

2) TheSMI has been retrieved from EF.COM.

3) . Theé SMI has a valid DER TLV structure.

Test scenario Perform the following checks for the security mechanism in the SMI that
specifies the NMA mechanism (if present):

1) Check the encoding of the parameters for the mechanism

\Q/ id-sm-NMA

2) Check the version of the NMA parameters.

3) Check the SAI_inputmethod of the NMA parameters.

4) Check the presence of the Tag for DG12 in the Tag List in EF.COM.
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Expected results

1) The parameters for the mechanism id-sm-NMA shall be encoded as

specified in ISO/IEC 18013-3:2017, 8.4.4.3.
2) The version shall be '00" (V1).

3) The SAL inputmethod field shall be set to the corresponding value in DG12)

If the SAI_inputmethod field is not present in DG12, the field shall also not

be included in EF.COM.
4) Thetag'71' (DG12 tag) shall occur in the Tag List.

A.3.1112 Test case SE_LDS_COM_013
Test|case-ID SE_LDS_COM_013
Purpose This test checks the encoding of the EAC mechanism in;the SMI.
Versjon 1.2
Refefences ISO/IEC 18013-2:—, Annex C
ISO/IEC 18013-3:2017, Clause 8
Profile SMI, EAC
Precpnditions 1) EF.COM has been retrieved from the'DL.
2) The SMI has been retrieved from EF.COM.
3) The SMI has a valid DER TLV structure.
Testscenario Perform the following cheéks for the security mechanism in the SMIfthat
specifies the EAC mechafism:
1) Check the presence of the mechanism id-TA.
2) Check theencoding of the parameters for the mechanism id-TA.
3) Checkthe version of the EAC parameters.
4) _ Check the data groups.
Expdcted results H*The mechanism id-TA shall be present.
g 2) The parameters for the mechanism id-TA shall be encoded as spgcified in
Q‘® ISO/IEC 18013-3:2017, D.4.
%O 3) The version shall be ‘01".
Qg) 4) The data groups shall only contain any combination of the folloying
A\ Htegers—055-065-074-08-09—-0A—0B~

A.3.1.13 Test case SE_LDS_COM_014

Test case-ID SE_LDS_COM_014
Purpose This test checks the presence of the EAC mechanism in the SMI.
Version 1.2
References ISO/IEC 18013-2:—, Annex C
[SO/IEC 18013-3:2017, Clause 8
Profile SMI, EAC NOT supported

© ISO/IEC 2019 - All rights reserved
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Preconditions 1) EF.COM has been retrieved from the IDL.
2) The SMI has been retrieved from EF.COM.
3) The SMI has a valid DER TLV structure.
Test scenario Perform the following checks for the security mechanism in the SMI that

specifies the EAC mechanism:

1) Check the presence of the mechanism id-TA if EAC is NOT supported.

Expected results

1) The mechanism id-TA shall be absent.

A.3.2 Testl unit SE_LDS_DG1 — Tests for EFE.DG1

A.3.2.1 Geperal
Test unit-ID SE_LDS_DG1
(Standard Encoding — Data Group 1)
Purpose The test cases in this test unit verify the structure and-contents of the IDL [} DS
Data Group 1.
References ISO/IEC 18013-2
ISO/IEC 8859-1
ISO 3166-1
A.3.2.2 Tes$t case SE_LDS_DG1_001

Test case-1D

SE_LDS_DG1_001

Purpose This test checks the template tag that the encoded EF.DG1 element starts with.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditiops 1) EFE.DGI1 has’been retrieved from the IDL.

Test scenarti

0

1) Check-the very first byte of the EF.DG1 element.

Expected rgsults 1) Thetirst byte shall be '61'".

A.3.2.3 Test case SE.LDS_DG1_002

Test case-1} | » SE_LDS_DG1_002

Purpose \ This test checks the encoding of EE.DG1 element length.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.DG1 has been retrieved from the IDL.

Test scenario 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG1 object.

Expected results 1) The bytes that follow the template tag shall contain a valid length encoding

(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG1 object.

16
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A.3.2.4 Testcase SE_LDS_DG1_003

Test case-ID

SE_LDS_DG1_003

Purpose This test checks the encoding of Mandatory Demographic Data (Tag '5F1F")
in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.DG1 has been retrieved from the IDL.

Test[scenario T)  Searchfor the Mandatory Demographic Data (Tag S5FIF ) inside EF.DG1.
2) Analyze the encoding of the bytes that follow the template.tag.
3) Verify the length of the DO with Tag '5F1F".

Exp¢qcted results 1) Tag'5F1F' shall be present.
2) The bytes that follow the Tag '5F1F' shall containa valid length gncoding

(according to ASN.1 encoding rules).

3) The encoded length shall match the sizé of the DO with the Tag '§F1F".

A.3.2l5 Testcase SE_LDS_ DG1_004

Testcase-ID

SE_LDS_DG1_004

q

(S’

the range '00'h ... '24'h.

2) Family Name shall not contain numeric characters.

Purpose This test checks the encoding-of the Family Name referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.
Versjon 1.0
Refefences ISO/IEC 18013-2:—;Annex C
Profile
Precpnditions 1) EF.DG1 hasbeen retrieved from the IDL.
Test scenario 1) Checkthe Family Name field length.
2) .Check the Family Name format.
Expgcted results B The first byte of the Mandatory Data Elements object shall have p value in

A.3.2l6 Testcase SE_LDS_DG1_005

Test kase 1D SELDS-PG1-005

Purpose This test checks the encoding of the Given Name referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditions 1) EF.DG1 has been retrieved from the IDL.

object.

2) The Mandatory Data Elements object has been retrieved from EF.DG1.

3) The Family Name has been retrieved from the Mandatory Data Elements

© ISO/IEC 2019 - All rights reserved
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Test scenario 1) Check the Given Name field length.

2) Check the Given Name format.

Expected results 1) The first byte following the Family Name field in the Mandatory Data
Elements object shall have a value in the range '00'h ... '24'h.

2) Given Name shall not contain numeric characters.

A.3.2.7 Testcase SE_LDS_ DG1_006

Test case-I sELhs DG 006

Purpose This test checks the encoding of the Date of Birth referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile

Preconditiops 1) EF.DG1 has been retrieved from the IDL.

2) The Mandatory Data Elements object has been.rétrieved from EF.DG1.

3) The Family Name has been retrieved fromthe Mandatory Data Elements

object.
4) The Given Name has been retrievedfhom the Mandatory Data Elements
object.
Test scenario 1) Check the Date of Birth field length.

2) Check the Date Of Birth eticoding.

3) Check that the Date.of’Birth element contains a valid date.

Expected rgsults 1) The Date Of Birth-field shall be encoded on the 4 bytes following the Giyen
Name field in the-Mandatory Data Elements object.

2) Date of Birth*shall be encoded in YYYYMMDD BCD format.

3) The Date’of Birth shall be reasonable. It shall specify an existing day.

4) TheDate of Birth shall be reasonable. It should be in the past.

A.3.2.8 Test case SEXLDS_DG1_007

D
Test case-1D /‘Q SE_LDS_DG1_007

Purpose N This test checks the encoding of the Date of Issue referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0
References [SO/IEC 18013-2:—, Annex C
Profile
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Preconditions 1) EF.DG1 has been retrieved from the IDL.
2) The Mandatory Data Elements object has been retrieved from EF.DG1.

3) The Family Name has been retrieved from the Mandatory Data Elements

object.
4) The Given Name has been retrieved from the Mandatory Data Elements
object.
5) The Date of Birth has been retrieved from the Mandatory Data Elements
object.
Testscenario 1) Check the Date of Issue field length.

2) Check the Date Of Issue encoding.

3) Check that the Date of Issue element contains a valid date.

Expqcted results 1) The Date Of Issue field shall be encoded on the 4-bytes following the Date of
Birth field in the Mandatory Data Elements object.

2) Date of Issue shall be encoded in YYYYMMDD BCD format.
3) The Date of Issue shall be reasonablezltshall specify an existing day.

4) The Date of Issue shall be reasonable. It should be the current date or in
the past.

A.3.2l9 Testcase SE_LDS_ DG1_008

Test|case-ID SE_LDS_DG1_008

Purpose This test checks theencoding of the Date of Expiry referred by the
Mandatory Demogtaphic Data (Tag '5F1F) in EF.DG1.

Versjon 1.0

References [SO/IEC 18043-2:—, Annex C

Profile

Precpnditions 1) «EF.DG1 has been retrieved from the IDL

C 2) The Mandatory Data Elements object has been retrieved from EF.DG1.

@’ 3) The Family Name has been retrieved from the Mandatory Data flements

O object.
Q% 4) The Given Name has been retrieved from the Mandatory Data Elements
\Q/ object.
5) The Date of Birth has been retrieved from the Mandatory Data Elements
object.
6) The Date of Issue has been retrieved from the Mandatory Data Elements
object.
Test scenario 1) Check the Date of Expiry field length.

2) Check the Date Of Expiry encoding.

3) Check that the Date of Expiry element contains a valid date.
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Expected results 1) The Date Of Expiry field shall be encoded on the 4 bytes following the Date
of Issue field in the Mandatory Data Elements object.

2) Date of Expiry shall be encoded in YYYYMMDD BCD format.
3) The Date of Expiry shall be reasonable. It shall specify an existing day.

4) The Date of Expiry shall be reasonable. It shall specify a date after the Date
of Issue.

A.3.2.10 Test case SE_LDS_DG1_009

Test case-ID SE_LDS_DG1_009

Purpose This test checks the encoding of the Issuing Country referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, Annex C
[SO 3166-1

Profile

Preconditiops 1) EF.DG1 has been retrieved from the IDL.

2) The Mandatory Data Elements object hasbeen retrieved from EF.DG1.

3) The Family Name has been retrieved from the Mandatory Data Elemen{s
object.

4) The Given Name has been retrieved from the Mandatory Data Elements
object.

[77)

5) The Date of Birth hasdeen retrieved from the Mandatory Data Element
object.

6) The Date of Issue’has been retrieved from the Mandatory Data Elements
object.

7) The Date of Expiry has been retrieved from the Mandatory Data
Elenients object.

Test scenarijo 1) Check the Issuing Country field length.
2)-> Check the Issuing Country encoding.

,_é( 3) Check that the Issuing Country element is valid.

Expected r¢ 1) The Issuing Country field shall be encoded on the 3 bytes following the

S
\ Date of Expiry field in the Mnndn‘rnry Data Elements nhjpr’r

2) The Issuing Country shall be encoded in Alpha characters only.

3) The Issuing Country shall be a valid value as defined in ISO 3166-1.

A.3.2.11 Test case SE_LDS_DG1_010

Test case-ID SE_LDS_DG1_010

Purpose This test checks the encoding of the Issuing Authority referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0
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References ISO/IEC 18013-2:—, Annex C
ISO/IEC 8859-1
Profile
Preconditions 1) EF.DG1 has been retrieved from the IDL.
2) The Mandatory Data Elements object has been retrieved from EF.DG1.
3) The Family Name has been retrieved from the Mandatory Data Elements
object.
H—The-GivenrName hasbeenretrievedtromthe Mandatery Pataements
object.
5) The Date of Birth has been retrieved from the Mandatory Data §lements
object.
6) The Date of Issue has been retrieved from the Mafidatory Data flements
object.
7) The Date of Expiry has been retrieved frogm-the Mandatory Dafta
Elements object.
8) The Issuing Country has been retrieved from the Mandatory Dgta
Elements object.
Testscenario 1) Check the Issuing Authority field length.
2) Check the Issuing Authority format.
Expdcted results 1) The first byte followingthe Issuing Country field in the Mandat¢ry Data
Elements object shall’have a value in the range '00'h ... '41'h.
2) The Issuing Authority shall be coded according to ISO/IEC 8859}1.

A.3.2112 Test case SE_LDS_ DG1_011

Testcase-ID SE_LDS: PG1_011

Purpose This test checks the encoding of the Licence Number referred by thelMandatory
Demographic Data (Tag '5F1F) in EF.DG1.

Versjon 1.0

Refefences n@' ISO/IEC 18013-2:—, Annex C

Profile \Ov
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Preconditions 1) EF.DG1 has been retrieved from the IDL.
2) The Mandatory Data Elements object has been retrieved from EF.DG1.

3) The Family Name has been retrieved from the Mandatory Data Elements
object.

4) The Given Name has been retrieved from the Mandatory Data Elements
object.

5) The Date of Birth has been retrieved from the Mandatory Data Elements
object.

6) The Date of Issue has been retrieved from the Mandatory Data Elenments
object.

7) The Date of Expiry has been retrieved from the Mandatory.Pata
Elements object.

8) The Issuing Country has been retrieved from the Mandatory Data
Elements object.

9) The Issuing Authority has been retrieved from the Mandatory Data
Elements object.

Test scenarijo 1) Check the Licence Number field length.

2) Check the Licence Number format,

Expected results 1) The first byte following the Issuing Authority field in the Mandatory D4ta
Elements object shall have a value in the range '00'h ... '19'h.

2) Licence Number shall be¢eded in Alpha-Numeric characters only.

A.3.2.13 Tes$t case SE_LDS_DG1_012

Test case-ID SE_LDS_DG1_012

Purpose This test checksthe encoding of Categories of Vehicles/Restrictions/Conditjons
(Tag '7F63")-in"EF.DG1.

Version 1.0

References ISO/IEG18013-2:—, Annex C

Profile

Preconditiops (1) EF.DG1 has been retrieved from the IDL
Test scenario C)$ 1) Search for the Categories of Vehicles/Restrictions/Conditions (Tag '7F§3")

\Q/ inside EF.DGL1.

2) Analyze the encoding of the bytes that follow the template tag.

3) Verify the length of the DO with Tag '7F63'.
Expected results 1) Tag'7F63' shall be present.

2) The bytes that follow the Tag '7F63' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '7F63".
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A.3.2.14 Test case SE_LDS_ DG1_013

Test case-ID SE_LDS_DG1_013

Purpose This test checks the "Number of Entries” DO in the "Categories of Vehicles/
Restrictions/Conditions"” DO (Tag '7F63") in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, A4
ISOAEEC18013=2—Ammext

Profile

Precpnditions 1) EF.DG1 has been retrieved from the IDL.
2) The Categories of Vehicles/Restrictions/Conditions object has bpen

retrieved from EF.DG1.
Test scenario 1) Search for the Number of Entries (Tag '02") inside’ Categories of Mehicles/

Restrictions/Conditions object.

2) Analyze the encoding of the length of the\Number of Entries DO [coded with
tag '02".

3) Check the value encoded in the Number of Entries DO.
Expgcted results 1) Tag'02' shall be present.

2) Thelength encoded in the.Number of Entries DO shall be '01'h.

3) The Number of Entri€s (01) shall match the number of occurrenges of tag
'87' in the Categories of Vehicles/Restrictions/Conditions object.

A.3.2|15 Test case SE_LDS_DG1_014

Test case-ID SE_LDS_DG1-014

Purpose This téstchecks the length of each "Category of Vehicle/Restriction
Condition" entry in the "Categories of Vehicles/Restrictions/
Conditions" DO (Tag '7F63") in EF.DGL1.

Versjon 170
Refefences .\ |ISO/IEC 18013-2:—, A.4
O ISO/IEC 18013-2:—, Annex C
Prof]le (’T‘
Prec mﬁ(irtions 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test scenario Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" entries:

1) Analyze the encoding of the bytes that follow the tag '87'.
2) Verify the length of the DO with Tag '87".

3) Check the number of sub fields in the value of the DO with Tag '87".
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Expected results 1) The bytes that follow the Tag '87' shall contain a valid length encoding
(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the DO with the Tag '87'.

3) The value of the DO with Tag '87' contains 6 sub-fields, separated by a

nn

sub-field delimiter ";

A.3.2.16 Test case SE_LDS_DG1_015

Test case-ID SE LDS DG1 015

Purpose This test checks the Vehicle Category Code of each "Category of Vehicle/,
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/Condi-
tions" DO (Tag '7F63') in EF.DG1.

Version 1.1
References ISO/IEC 18013-2:—, A.4
ISO/IEC 18013-2:—, Annex C
Profile
Preconditiops 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test scenarijo Perform the following check for each ofthe "Category of Vehicle/
Restriction/Condition" entries:

1) Check the format of the Vehiele Category Code (sub-field #1).
Expected rgsults 1) The Vehicle Category Code'contains Alpha-Numeric characters only.

A.3.2.17 Tes$t case SE_LDS_DG1_016

Test case-1D SE_LDS_DG1_016

Purpose This test checksthe Date of Issue (if present) of each "Category of Vehicle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/
Conditienys" DO (Tag '7F63") in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:—, A.4

\C ISO/IEC 18013-2:—, Annex C
Profile . (?
Preconditio ns(\</ 1) EF.DGI1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test scenario Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" entries:

1) Check the length of the Date of Issue (sub-field #2).

2) Check the format of the Date of Issue.

3) Check that the Date of Issue field contains a valid date.
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Expected results 1) The Date of Issue has a length of 4 bytes.
2) Date of Issue shall be encoded in YYYYMMDD BCD format.

3) The Date of Issue shall be reasonable. It shall specify an existing date.

A.3.2.18 Test case SE_LDS_DG1_017

Test case-ID SE_LDS_DG1_017
Purpose This test checks the Date of Expiry (if present) of each "Category of Vehicle/

Rnctrir‘tinn/f‘nnditinn" ontry inthe "qungnrioc r\f ‘!ohirlocllp‘nctrirti ns/

Conditions" DO (Tag '7F63") in EF.DG1.

Versjon 1.0
Refefences ISO/IEC 18013-2:—, A4
ISO/IEC 18013-2:—, Annex C
Profile
Precpnditions 1) EF.DG1 has been retrieved from the IDL.
2) The Categories of Vehicles/Restrictions/Conditions object has bpen
retrieved from EF.DG1.
Testscenario Perform the following checks for each'ef the "Category of Vehicle/

Restriction/Condition" entries:

1) Check the length of the Date of Expiry (sub-field #3).
2) Check the format of the‘Date of Expiry.

3) Check that the Date of Expiry field contains a valid date.
Expgcted results 1) The Date of Expiry has a length of 4 bytes.

2) Date of Expiry shall be encoded in YYYYMMDD BCD format.

3) TheDate of Expiry shall be reasonable. It shall specify an existing date.

A.3.2(19 Test case SE_LDS._DG1_018

Testfase-ID o ‘JSE_LDS_DG1_018
Purpose QF This test checks the Code field (if present) of each "Category of Vehidle/

Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/

P Conditions" DO (Tag '7F63") in EF.DGL1.
Vers Q@J 1.1
Refereﬁces ISO/IEC 16015-2:—, A4

ISO/IEC 18013-2:—, A.5.1
ISO/IEC 18013-2:—, Annex C

Profile
Preconditions 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.
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Test scenario Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" entries:

1) Check the format of the Code.

2) Check the value of the Code.
Expected results 1) Code shall be encoded in a maximum of 5 ANS characters.

2) The value of the Code is one of the values specified in ISO/IEC 18013-2:—,
A.5.1 (i.e."01","03","78","S01","S02", "S03", "S04" or "S05").

A.3.2.20 Test case SE_LDS_ DG1_019

Test case-1D SE_LDS_DG1_019

Purpose This test checks the Sign field (if present) of each "Category of Vehicle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/
Conditions" DO (Tag '7F63') in EF.DG1.

Version 1.1
References ISO/IEC 18013-2:—, A.4

ISO/IEC 18013-2:—, A.5.1
ISO/IEC 18013-2:—, Annex C

Profile

Preconditiops 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test scenario Perform the following checks for each of the "Category of Vehicle/
Restriction/Condition" erfries:

1) Check the format-of the Sign.
2) Check thevalue of the Sign.
3) Check'the Sign only occurs in combination with an applicable Code.

4) (Check the Sign only occurs in combination with a Value field.

Expected rgsults 1)%Sign shall be encoded in a Special characters.

%C 2) The value of the Sign is one of the values specified in ISO/IEC 18013-2:+-,

N

)

A.5.1 (i.e. ll<ll,ll=ll ll>ll’ll<=lllll=<ll,ll<>",ll><",">=ll’ll=> , ).

The value of the Code is one of the following values specified in
ISO/IEC 18013-2:—, A.5.1 (i.e. "S01", "S02", "S03" or "S04").

4) The Value field is not empty.

A.3.2.21 Test case SE_LDS_DG1_020

Test case-ID SE_LDS_DG1_020

Purpose This test checks the Value field (if present) of each "Category of Vehicle/
Restriction/Condition" entry in the "Categories of Vehicles/Restrictions/
Conditions" DO (Tag '7F63") in EF.DG1.

Version 1.1
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References ISO/IEC 18013-2:—, A.4
[SO/IEC 18013-2:—, A.5.1
[SO/IEC 18013-2:—, Annex C
Profile
Preconditions 1) EF.DG1 has been retrieved from the IDL.

2) The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test scenario

Perform the following checks for each of the "Category of Vehicle/

Restriction/Londition entries:

1) Check the format of the Value.
2) Check the Value only occurs in combination with a Code.

3) Check the Value only occurs in combination withya-Sign.

Expdcted results

1) The Value field shall be encoded in ANS format.
2) The Code field is not empty.

3) The Sign field is not empty.

A.3.3 Test unit SE_LDS_DG2 — Tests for EF.DG2

A.3.3l1 General

Test unit-ID

SE_LDS_DG2

(Standard Encodings+ Data Group 2)

Purpose The test cases in this test unit verify the structure and contents of the IDL LDS
Data Group 2,
References ISO/IEC 18013-2:

A.3.312 Test case SE_LDS:DG2_001

Test case-ID

SE_LDS_DG2_001

Purpose ‘@’\

This test checks the template tag that the encoded EF.DG2 element s

tarts with.

Versjon (\Q“

1.0

Refe "enc;év

ISO/IEC 18013-2:—, Annex C

Prof IQQ)}

DG2

N
Preconditions

1) EF-DGZ has beenretrieved from the 1D

Test scenario

1) Check the very first byte of the EF.DG2 element.

Expected results

1) The first byte shall be '6B".

A.3.3.3 Test case SE_LDS_DG2_002

Test case-ID

SE_LDS_DG2_002

Purpose This test checks the encoding of EF.DG2 element length.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG2
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Preconditions

1) EF.DG2 has been retrieved from the IDL.

Test scenario

1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG2 object.

Expected results

1) The bytes that follow the template tag shall contain a valid length encoding

(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG2 object.

A.3.3.4 Test case SE_LDS_ DG2_003

Test case-1D

SE_LDS_DG2_003

Purpose This test checks the encoding of the Tag List (Tag '5C') in EF.DG2.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG2

Preconditiops 1) EF.DG2 has been retrieved from the IDL.

Test scenario

1) Search for the Tag List (Tag '5C") inside EF.DG2.
2) Analyze the encoding of the bytes that follew’the template tag.
3) Verify the length of the DO with Tag '5C".

Expected rgsults

1) Tag'5C' shall be present.

2) The bytes that follow the Tag,/5C"shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '5C".

A.3.3.5 Tes$t case SE_LDS_DG2_004

Test case-1D SE_LDS_DG2_004

Purpose This test checks'the consistency of the Tag List with the actual data tags prefent.

Version 1.0

References [SO/IE€.18013-2:—, Annex C

Profile DG2

Preconditiops C 1)~ EF.DG2 has been retrieved from the IDL.

(‘% 2) Tag List has been retrieved from the EF.DG2.

Test scenarlo\Q/v 1) Check that all data elements that are indicated by the Tag List in EF.DG2 are
present.

Expected results 1) All data elements that are indicated by the Tag List in EF.DG2 shall be
present.

A.3.3.6 Testcase SE_LDS_DG2_005

Test case-ID SE_LDS_DG2_005

Purpose This test checks the consistency of the Tag List with the actual present data tags.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG2
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Preconditions

1) EF.DG2 has been retrieved from the IDL.
2) Tag List has been retrieved from the EF.DG2.

Test scenario

1) Check that only data elements that are indicated by the Tag List in EF.DG2

are present.

Expected results

1) All data elements that are present shall be indicated in the Tag List in EF.DG2.

A.3.3.7 Testcase SE_LDS_DG2_006

Test case-ID

SE_LDS_DG2_006

Purpose This test checks the encoding of the Gender (Tag '5F35') in EF.DGZ:
Versjon 1.0
Refefences ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F35' is present in EF.DG2
Precpnditions 1) EF.DG2 has been retrieved from the IDL.

Test scenario

1) Search for the Gender (Tag '5F35") inside\EF:DG2.
2) Check the length of the DO with Tag (535"
3) Check the value of Gender.

Expqcted results

1) Tag'5F35' shall be present.
2) Thelength of Gender shall.be 1 byte.

3) The value of Gender 8hall be '00' (Unknown), '01' (Male), '02' (Fgmale), or
'09' (Not applicable) encoded in BCD format.

A.3.318 Test case SE_LDS_DG2_007

Testcase-ID SE_LDS_DG2-007

Purgose This téstchecks the encoding of the Height (Tag '5F64') in EF.DG2.

Versjon 1.0

References _|1SO/IEC 18013-2:—, Annex C

Profile @ DG2

AQ~ Tag '5F64' is present in EF.DG2
Prec onditi@§) 1) EF.DG2 has been retrieved from the IDL.
Test sc@ﬁo 1) Search for the Height field (Tag '5F64') inside EF.DG2.
N

2) Check the length of the DO with Tag '5F64".
3) Check the encoding of the Height field.

Expected results 1) Tag'5F64' shall be present.
2) The length of the Height field shall be 2 bytes.
3) The value of the Height field shall be encoded in BCD format.

A.3.3.9 Testcase SE_LDS_DG2_008

Test case-ID SE_LDS_DG2_008

Purpose This test checks the encoding of the Weight (Tag '5F65") in EF.DG2.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F65' is present in EF.DG2
Preconditions 1) EF.DG2 has been retrieved from the IDL.

Test scenario

1) Search for the Weight (Tag '5F65') inside EF.DG2.
2) Check the length of the DO with Tag '5F65".

'-2) Checlkthe nnr‘nding ofthe \/\lpighf field

Expected rgsults

1) Tag'5F65' shall be present.
2) The length of the Weight field shall be 2 bytes.
3) The value of the Weight field shall be encoded in BCD format.

A.3.3.10 Test case SE_LDS_DG2_009

Test case-1D

SE_LDS_DG2_009

Purpose This test checks the encoding of the Eye Colour, (Fag '5F66') in EF.DG2.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F66' is present in EF.DG2
Preconditiops 1) EF.DG2 has been retrieved from the IDL

Test scenario

1) Search for the Eye Colour (Tag '5F66') inside EF.DG2.
2) Check the length of the DO with Tag '5F66".

3) Check the encoding of Eye Colour.

Expected rgsults

1) Tag'5F66 shall be present.
2) The length of Eye Colour shall be 3 bytes.

3) Thewvalue of Eye Colour shall be as defined in ISO/IEC 18013-2 (i.e. "BL}
"BLU"’ IIBRO", "GRY", "GRN", "HAZ"’ IIMAR"’ IIPNK"’ IIDIC"’ Or "UNK").

A.3.3.11 Test case SE)LDS_DG2_010

SE_LDS_DGZ2_010

\J
Test case-1D \g/

Purpose

THiS Test checks the encoding of the Hair Colour (1ag 5F67 Jin EF.DGZ.

Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F67' is present in EF.DG2
Preconditions 1) EF.DG2 has been retrieved from the IDL.
Test scenario 1) Search for the Hair Colour (Tag '5F67') inside EF.DG2.
2) Check the length of the DO with Tag '5F67'.
3) Check the encoding of Hair Colour.
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Expected results 1) Tag'5F67' shall be present.
2) The length of Hair Colour shall be 3 bytes.

3) The value of Hair Colour shall be as defined in ISO/IEC 18013-2 (i.e. "BAL",
IIBLK"’ "BLNII' IIBRO"’ "GRYH’ "RED"’ "SDY"' IIWHI", Or "UNK").

A.3.3.12 Test case SE_LDS_DG2_011

Test case-ID SE_LDS_DG2_011
Purpese This test checks the encoding ofthe Place of Bi ' H DG2.
Versjon 1.0
Refefences ISO/IEC 18013-2:—, Annex C
Profile DG2
Tag '5F11' is present in EF.DG2
Precpnditions 1) EF.DG2 has been retrieved from the IDL.
Test scenario 1) Search for the Place Of Birth (Tag '5F11') inside EF.DG2.

2) Check the length of the DO with Tag '5F11".
3) Check the length and format of the. DO with Tag '5F11".

4) Check the value of Place of Birth.
Expgcted results 1) Tag'5F11' shall be presentt

2) The bytes that follow the'tag shall contain a valid (ASN.1) lengtH encoding.
3) The Place of Birth+field shall be encoded as ADNS on 2 - 35 byteq.

4) The value of Rlace of Birth shall consist of 3 fields that are separpted with a
sub-field delimiter (";").

A.3.3113 Test case SE_LDS_DG2.012

Test|case-ID SE:LDS_DG2_012
Purpose _|This test checks the encoding of the Place of Residence (Tag '5F42') in EF.DG2.
Versjon A\¥ 1.0

Refefences ,\Q“ ISO/IEC 18013-2:—, Annex C

Profile \J DG2
Q%

Vo, Tag '5F42' is present in EF.DG2
M 1o0nc 1 EEDC2 hachoon ratriaund from +hao TN
Precbreitions H—EEDGZ-hasbeenretrievedfromthelbl-
Test scenario 1) Search for the Place Of Residence (Tag '5F42") inside EF.DG2.

2) Check the length of the DO with Tag '5F42'.
3) Check the length and format of the DO with Tag '5F42".

4) Check the value of Place of Residence.
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Expected results

1) Tag '5F42' shall be present.
2)
3)

4)

The Place of Residence field shall be encoded as ADNS on 5 - 113 bytes.

with a sub-field delimiter (";").

The bytes that follow the tag shall contain a valid (ASN.1) length encoding.

The value of Place of Residence shall consist of 6 fields that are separated

A.3.4 Test unit SE_ LDS DG3 — Tests for EF.DG3

A.3.4.1 Geperal

Test unit-ID

SE_LDS_DG3
(Standard Encoding — Data Group 3)

Purpose The test cases in this test unit verify the structure and contents‘of the IDL [} DS
Data Group 3.
References ISO/IEC 18013-2:
A.3.4.2 Test case SE_LDS_DG3_001

Test case-1D

SE_LDS_DG3_001

Purpose This test checks the template tag that the.éncoded EF.DG3 element starts wijith.
Version 1.0

References [SO/IEC 18013-2:—, Annex C

Profile DG3

Preconditiops 1) EF.DG3 has been retrieyed from the IDL.

Test scenario

1) Check the very firstbyte of the EF.DG3 element.

Expected rgsults

1) The first byte shall be '6C".

A3.43 Te

5t case SE_LDS_DG3_002

Test case-1D

SE_LDS_BG3_002

Purpose This test'checks the encoding of EF.DG3 element length.
Version 1.0
References a ISO/IEC 18013-2:—, Annex C
q Y
Profile ,.% DG3
Preconditio ngQ}) 1) EF.DG3 has been retrieved from the IDL.
Test scenario— 1y —Amalyze theencoding of the bytes that fottow the temptate tag:
2) Verify the length of the EF.DG3 object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG3 object.

A.3.4.4 Testcase SE_LDS_ DG3_003

Test case-ID

SE_LDS_DG3_003

Purpose This test checks the encoding of the Tag List (Tag '5C') in EF.DG3.
Version 1.0
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References ISO/IEC 18013-2:—, Annex C

Profile DG3

Preconditions 1) EF.DG3 has been retrieved from the IDL.

Test scenario 1) Search for the Tag List (Tag '5C") inside EF.DG3.

2) Analyze the encoding of the bytes that follow the template tag.
3) Verify the length of the DO with Tag '5C".
4) Analyse the value of the data object with Tag '5C".

4

ExpqctedTesults H—Tag5€Cshattbepresent:

2) The bytes that follow the Tag '5C' shall contain a valid length enfoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '5C".

4) The encoded value shall only contain tags specified in ISO/IEC 18013-2:—,
Table C.8.

A.3.4.5 Testcase SE_LDS_DG3_004

Test|case-ID SE_LDS_DG3_004

Purpose This test checks the consistency ofthe Tag List with the actual data tags present.
Versjon 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG3

Precpnditions 1) EF.DG3 has beenretrieved from the IDL.

2) Tag List hasbeen retrieved from the EF.DG3.

Testscenario 1) Check thatall data elements that are indicated by the Tag List il EF.DG3 are
present;

Expqcted results 1) All'data elements that are indicated by the Tag List in EF.DG3 shpll be
present.

A.3.4.6 Testcase SE;EDS_DG3_005

\‘
Test case-ID ,\Q‘ SE_LDS_DG3_005

Purpfose Q\) This test checks the consistency of the Tag List with the actual data thgs present.
Versfow X 1.0

Refelkentes ISQ/IEC 18013-2:— AnnexC

Profile DG3

Preconditions 1) EF.DG3 has been retrieved from the IDL.

2) Tag List has been retrieved from the EF.DG3.

Test scenario 1) Check that only data elements that are indicated by the Tag List in EF.DG3
are present.

Expected results 1) All data elements that are present shall be indicated in the Tag List in EF.DG3.

A.3.4.7 Test case SE_LDS_DG3_006

[ Test case-ID |SE_LDS_DG3_006
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Purpose This test checks the encoding of the Administrative Number (Tag '5F68') in
EF.DG3.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG3
Tag '5F68' is present in EF.DG3.

Preconditions 1) EF.DG3 has been retrieved from the IDL.

Test scenario 1) Search for the Administrative Number (Tag '5F68') inside EF.DG3.

2) Check the length of the DO with Tag '5F68".

3) Check the encoding of Administrative Number.

Expected rgsults

1) Tag'5F68' shall be present.

2) The bytes that follow the Tag '5F68' shall contain a validdength encoding

(according to ASN.1 encoding rules).

3) The Administrative Number shall be as coded as ANS and shall not be
longer than 25 bytes.

A.3.4.8 Tes$tcase SE_LDS_DG3_007

Test case-1D

SE_LDS_DG3_007

Purpose This test checks the encoding of the Document Discriminator (Tag '5F69") in
EF.DG3.

Version 1.0

References ISO/IEC 18013-2:—, Annex G

Profile DG3
Tag '5F69' is present in EF.DG3

Preconditiops 1) EF.DG3 has béeén retrieved from the IDL.

Test scenario

1) Search for'the Document Discriminator (Tag '5F69") inside EF.DG3.
2) Check'the length of the DO with Tag '5F69'.

3) Check the encoding of Document Discriminator.

LN

Expected results

2

<

1) Tag '5F69' shall be present.
2) The length of the DO with Tag '5F69' shall be 1 byte.

3) The Document Discriminator shall be as coded as BCD.

A.3.4.9 Testcase SE_LDS_DG3_008

Test case-ID SE_LDS_DG3_008
Purpose This test checks the encoding of the Data Discriminator (Tag '5F6D") in EF.DG3.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG3
Tag '5F6D' is present in EF.DG3
Preconditions 1) EF.DG3 has been retrieved from the IDL.
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Test scenario 1) Search for the Data Discriminator (Tag '5F6D') inside EF.DG3.
2) Check the length of the DO with Tag '5F6D".

3) Check the encoding of Data Discriminator.
Expected results 1) Tag'5F6D' shall be present.

2) The length of the DO with Tag '5F6D' shall be 1 byte.

3) The Data Discriminator shall be as coded as BCD.

A.3.4T0 Testcase SE_LDS_DG3_009

Test|case-ID SE_LDS_DG3_009
Purpose This test checks the encoding of the ISO Issuer ID Number (Tag '5F64A() in EE.DG3.
Versjon 1.0
Refefences ISO/IEC 18013-2:—, Annex C
Profile DG3
Tag '5F6A' is present in EF.DG3
Precpnditions 1) EF.DG3 has been retrieved from the (DL
Testscenario 1) Search for the ISO Issuer ID Numbeér (Tag '5F6A") inside EF.DG3.

2) Check the length of the DO with Tag '5F6A".

3) Check the encoding of ISQ.Issuer ID Number.
Expgcted results 1) Tag'5F6A' shall be present.

2) Thelength of the DO with Tag '5F6A' shall be 3 bytes.

3) TheISO Issu€rID Number shall be as coded as BCD.

A.3.3 Test unit SE_LDS_DG4+ Tests for EF.DG4

A.3.5l11 General

Test unit-ID SE_LDS_DG4

(Standard Encoding — Data Group 4)

Purpose OQ‘\ The test cases in this test unit verify the structure and contents of the IDL LDS
Data Group 4.

Refefendes ISO/IEC 18013-2:

.

A.3.5.2 Testcase SE_LDS_ DG4 _001

Test case-ID SE_LDS_DG4_001

Purpose This test checks the template tag; the encoded EF.DG4 element starts with.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG4

Preconditions 1) EF.DG4 has been retrieved from the IDL.

Test scenario 1) Check the very first byte of the EF.DG4 element.

Expected results 1) The first byte shall be '65'.
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A.3.5.3 Test case SE_LDS_DG4_002

Test case-ID SE_LDS_DG4_002
Purpose This test checks the encoding of EF.DG4 element length.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG4
Preconditions 1) EF.DG4 has been retrieved from the IDL.
Test scenario 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG4 object.
Expected rgsults 1) The bytes that follow the template tag shall contain a valid length'encogding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG4 object.
A.3.5.4 Tes$t case SE_LDS_DG4_003

Test case-ID

SE_LDS_DG4_003

Purpose This test checks the Number of Portraits (Tag '02") present in EF.DG4.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG4
Preconditiops 1) EF.DG4 has been retrieved frém’the IDL
Test scenarijo 1) Search for the Number of \Pertraits (Tag '02") inside EF.DG4.
2) Check the length of the-Number of Portraits data element.
3) Check the value of.\the Number of Portraits data element.
Expected rgsults 1) Tag'02' shall be present.
2) The length of the Number of Portraits data element shall be 1 byte.
3) TheNumber of Portraits (01) shall match the number of occurrences of|tag
'A2'in EF.DG4.
A.3.5.5 Test case SE(LDS_DG4_004
Test case-1} (',V\ SE_LDS_DG4_004
Purpose {(/v This test checks the encoding of all Portrait Templates (Tag 'A2') in EF.DG4.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG4
Preconditions 1) EF.DG4 has been retrieved from the IDL.
Test scenario 1) Check the Portrait Template tag.
2) Analyze the encoding of the bytes that follow the template tag.
3) Verify the length of the DO with Tag 'A2".
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Expected results

1) The Portrait Template tag shall be 'A2".

2) The bytes that follow the Tag 'A2' shall contain a valid length encoding

(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag 'A2'".

A.3.5.6 Test case SE_LDS_DG4_005

Test case-ID

SE_LDS_DG4_005

Purpese Thistest checksthe encoding ofthe lmage Time Stamp (a0 198 (n cach Por-
trait Template in EF.DG4.

Versjon 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG4

Precpnditions 1) EF.DG4 has been retrieved from the IDL.

Test scenario

1) Search for the Image Time Stamp (Tag '88')inside the Portrait T
2) Check the length of the Image Time Stamp-data element.
3) Check the encoding of the Image Time-Stamp data element.

4) Check the value of the Image Time Stamp data element.

emplate.

Expqcted results

1) Tag'88'shall be present.
2) Thelength of the Image Time Stamp data element shall be 7 byt
3) The Image Time Stamp data element shall be BCD encoded.

4) The Image TimeStamp data element shall represent a valid datg
coded as YYYYMMDDhhmmss.

1%
%

/time

A.3.5|7 Test case SE_LDS_DG4-006

Testcase-ID

SE_.LDS_DG4_006

Purpose Fhis test checks the encoding of the Type of Image (Tag '89') in each|Portrait
(|;fémplate in EF.DG4.

Versjon A@’ 1.0

Refefences (<  |ISO/IEC 18013-2:—, Annex C

Profjle -5 " DG4

Prec O@IJOHS

1) EF.DG4 has been retrieved from the IDL.

A
Test scenario

1) Searchfor the lType of Image (Tag ©9') inside the Portrait Temp
2) Check the length of the Type of Image data element.

3) Check the value of the Type of Image data element.

ate.

Expected results

1) Tag'89' shall be present.

2) The length of the Type of Image data element shall be 1 byte.

3) The Type of Image data element shall be one of the values indicated in

ISO/IEC 18013-2:—, 8.5 (i.e. '03' or '04").

© ISO/IEC 2019 - All rights reserved
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A.3.5.8 Test case SE_LDS_DG4_007

Test case-ID

SE_LDS_DG4_007

Purpose This test checks the encoding of the Image (Tag '5F40') in each
Portrait Template in EF.DG4.

Version 1.0

References ISO/IEC 18013-2:—, Annex C and Annex E

Profile DG4

Preconditions 1) EF.DG4 has been retrieved from the IDL

Test scenario

1) Search tor the Image (Tag 5F40") inside the Portrait Template.
2) Check the encoded length of the Image data element.

3) Verify the length of the Image data element.

4) Verify the type of Image.

5) Verify consistency of Image type with encoded element.

Expected rgsults

1) Tag '5F40' shall be present.

2) The bytes that follow the Tag '5F40' shall cofitain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the siZe of the data element with the T4g
'5F40'.

4) The type of Image shall match-one of the values in Table E.1 in
ISO/IEC 18013-2:—, Table Eci.

5) The encoded Image format shall match the image type stated in the Type of
image field.

A.3.6 Tesf{unit SE_LDS_DG5 — Tests for EF.DG5

A.3.6.1 Geperal

Test unit-ID

SE_LDS"DG5
(Standard Encoding — Data Group 5)

Purpose

C Data Group 5.

The test cases in this test unit verify the structure and contents of the IDL [}DS

AL
References ,C )v

ISO/IEC 18013-2:

A.3.6.2 Testcase SE_LDS_DG5_001

Test case-ID

SE_LDS_DG5_001

Purpose This test checks the template tag that the encoded EF.DG5 element starts with.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG5

Preconditions 1) EF.DGS5 has been retrieved from the IDL.

Test scenario 1) Check the very first byte of the EF.DG5 element.

Expected results

1) The first byte shall be '67'.
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A.3.6.3 Testcase SE_LDS_DG5_002

Test case-ID

SE_LDS_DG5_002

Purpose This test checks the encoding of EF.DG5 element length.
Version 1.2

References ISO/IEC 18013-2:—, Annex C

Profile DG5

Preconditions 1) EFE.DGS5 has been retrieved from the IDL.

Test scenario

1) Analyze the encoding of the bytes that follow the template tag

2) Verify the length of the EF.DG5 object.

Exp¢qcted results

1) The bytes that follow the template tag shall contain a validengf

(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given\EF.DG5 obj

h encoding

pCt.

A.3.6l4 Test case SE_LDS_DG5_003

Testcase-ID

SE_LDS_DG5_003

Purgose This test checks the Type of Image (Tag“89") present in EF.DG5.
Versjon 1.2

Refefences ISO/IEC 18013-2:—, Annex C

Profile DG5

Precpnditions 1) EF.DGS5 has been retriéyed from the IDL.

Testscenario

1) Search for the Type-ofImage (Tag '89') inside EF.DG5.
2) Check the lengthof the Type of Image data element.

3) Check themalue of the Type of Image data element.

Expdcted results

C

1) Tag'89Lshall be present.

2) Thelength of the Type of Image data element shall be 1 byte.

3)3\The Type of Image data element shall be one of the values indicated in

ISO/IEC 18013-2:—, 8.6 (i.e. '03','04", or '05").

A.3.6.5 Testcase SE_LDS_DG5_004

SE_LDS_DG5_004

Test cas;qf-'i?\
08¢

Purp This test checks the Image of Signature or Mark (Tag '5F43') present in EF.DG5.
Version 1.2

References ISO/IEC 18013-2:—, Annex C and Annex E

Profile DG5

Preconditions 1) EFE.DGS5 has been retrieved from the IDL.

Test scenario

1) Search for the Image of Signature or Mark (Tag '5F43") inside EF.DG5.
2) Check the encoded length of the Image of Signature or Mark data element.

3) Check the length of the Image of Signature or Mark data element.

4) Verify the type of Image.

5) Verify consistency of Image type with encoded element.

© ISO/IEC 2019 - All rights reserved
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Expected results

1) Tag '5F43' shall be present.

2)
(according to ASN.1 encoding rules).

3)
data element.

4) The type of Image shall match one of the values in Table E.1 in
ISO/IEC 18013-2:—, Table E.1.

5) The encoded Image format shall match the image type stated in the Ty

The bytes that follow the Tag '5F43' shall contain a valid length encoding

The encoded length shall match the size of the Image of Signature or Mark

e of

image field.

A.3.7 Tesfunit SE_ LDS DG6 — Tests for EE.DG6

A3.7.1 Ge

neral

Test unit-ID

SE_LDS_DG6
(Standard Encoding — Data Group 6)

Purpose The test cases in this test unit verify the structurée.and contents of the IDL [} DS
Data Group 6.

References ISO/IEC 18013-2
A.3.7.2 Test case SE_LDS_DG6_001

Test case-ID SE_LDS_DG6_001

Purpose This test checks the templatetag that the encoded EF.DG6 element starts wijith.
Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditiops 1) EF.DG6 hasbeen retrieved from the IDL.

Test scenario 1) Check theVery first byte of the EF.DG6 element.

Expected rgsults 1) Thefirst byte shall be '75".
A.3.7.3 Test case SE_LDS. DG6_002

Test case-1D

_\JSE_LDS_DG6_002

Purpose /) This test checks the encoding of EF.DG6 element length.
Version ¥ 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.
Test scenario 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG6 object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG6 object.
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A.3.7.4 Testcase SE_LDS_DG6_003

Test case-ID

SE_LDS_DG6_003

Purpose This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DG6.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.
Test[scenario IJ  Search for the Biometric Group Template (Tag /F617) inside EE.DG6.
2) Check the encoded length of the Biometric Group Templaté.datalelement.
3) Check the length of the Biometric Group Template data'€element.
Expgcted results 1) Tag'7F61" shall be present.
2) The bytes that follow the Tag '7F61' shall containa valid length ¢ncoding
(according to ASN.1 encoding rules).
3) The encoded length shall match the sizeof the Biometric Group [Template
data element.
A.3.7\5 Test case SE_LDS_DG6_004
Test|case-ID SE_LDS_DG6_004
Purpose This test checks the "Number of Biometric Templates" DO in the
"Biometric Group Template" DO (Tag '7F61') in EF.DG6.
Versjon 1.0
Refefences [SO/IEC 18013-2:=5 Annex C
Profile DG6
Precpnditions 1) EF.DGé6'has been retrieved from the IDL.
2) The’Biometric Group Template has been retrieved from EF.DG6.
Testscenario 1)-\Search for the Number of Biometric Templates (Tag '02') inside the

2)

3)

Biometric Group Template.

Analyze the encoding of the length of the Number of Biometric I
DO coded with tag '02'.

Check the value encoded in the Number of Biometric Templates

emplates

DO.

Expe

1

Tag '02' shall be present.

2)
3)

The length encoded in the Number of Biometric Templates DO shall be '01'h.

The value encoded in the Number of Biometric Templates DO matches
the number of occurences of a DO with tag '7F60' in the Biometric Group

Template.

A.3.7.6 Test case SE_LDS_DG6_005

Test case-ID

SE_LDS_DG6_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DG6.
Version 1.0
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References ISO/IEC 18013-2:—, Annex C
Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG6.
Test scenario Perform the following checks for each "Biometric Template":

1) Analyze the tag of the Biometric Template.

2) Analyze the encoding of the bytes that follow the tag '7F60'.

3) Verify the length of the DO with Tag '7F60".

Expected rgsults

1) The tag shall be '7F60".

2) The bytes that follow the Tag '7F60' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with.the Tag '7F60".

A.3.7.7 Test case SE_LDS DG6_006

Test case-1D

SE_LDS_DG6_006

Purpose This test checks the encoding of the Biometric Header Template (Tag 'A1') in
each "Biometric Template" in the "Biométyic Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditiops 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scenario

Perform the following checks for each "Biometric Template":

1) Search forthe Biometric Header Template (Tag 'A1') inside the Biometrjc
Template.

2) Amalyze the encoding of the bytes that follow the tag 'A1".

3)%*Check the length of the Biometric Header Template.

Expected rgsults

1) Tag'A1l' shall be present.

2) The bytes that follow the Tag 'A1' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the Biometric Header Template.

A.3.7.8 Test case SE_LDS_DG6_008

Test case-ID SE_LDS_DG6_008
Purpose This test checks the encoding of the Patron Header Version

(if present) in the Biometric Header Template (Tag 'A1l') in each
"Biometric Template" in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6
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Preconditions

1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scenario

For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80'
is present inside the Biometric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header

Template.

2) Checkthelength encoded for the Patron Header Version data element.

3) Check the value of the Patron Header Version data element.

Expgcted results

1) Tag'80' may be present and shall not occur more than once.
2) The encoded length shall be '02".

3) The Patron Header Version shall have the value “0i1°01'.

A.3.719 Test case SE_LDS_DG6_009

Test case-ID

SE_LDS_DG6_009

Purpose This test checks the encoding of the Biometric Type (if present) in the Biomet-
ric Header Template (Tag 'A1") in each "Biometric Template" in the "Biometric
Group Template" in EF.DG6.

Versjon 1.0

References ISO/IEC 18013-2:—, Annex €

Profile DG6

Precpnditions 1) EF.DG6 has beenretrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG6.

Test scenario

d
@.
O

G,

For each "Biometric Template", perform the following checks if the (¢ptional)
BiometricType data element with tag ‘81" is present inside the Biomtric
Header-Template:

1)) " Search for the Biometric Type (Tag '81') inside the Biometric Hepder
Template.

2) Check the length encoded for the Biometric Type data element.

3) Check the value of the Biometric Type data element.

Expe c@l{esults

1) Tag'81' may be present and shall not occur more than once.

2) The encoded length shall be '01".
3) The Biometric Type shall have the value '02' (Facial).

A.3.7.10 Test case SE_LDS_DG6_010

Test case-ID SE_LDS_DG6_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1") in each "Biometric Template"
in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C
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Profile DG6
Preconditions 1) EF.DG6 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG6.
Test scenario For each "Biometric Template", perform the following checks if the (optional)

Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype (Tag '82') inside the Biometric Header
Template.

2) Check the length encoded for the Biometric Subtype data element.

3) Check the value of the Biometric Subtype data element.

Expected results

1) Tag'82' may be present and shall not occur more than once;
2) The encoded length shall be '01".

3) The Biometric Subtype shall have the value '00' (N¢ information given)

A.3.7.11 Test case SE_LDS_DG6_011

Test case-I1D

SE_LDS_DG6_011

Purpose This test checks the encoding of the Biomeétric data creation date and time (if
present) in the Biometric Header Template (Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditiops 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric/Group Template has been retrieved from EF.DG6.

3) The Number of Biometric Templates has been retrieved from the Biomgtric
GroupyTemplate.

Test scenario

For each"{Biometric Template", perform the following checks if the (optional)
Biometric data creation date and time data element with tag '83" is present

insidé the Biometric Header Template or if more than one Biometric Templgte is

present inside the Biometric Group Template:

1) Search for the Biometric data creation date and time (Tag '83") inside the
Biometric Header Template.

2) Check the length encoded for the Biometric data creation date and time
data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.
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Expected results

1) Tag'83' may be present and shall not occur more than once.
2) The encoded length shall be '07".
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall represent a
valid date/time coded as YYYYMMDDhhmmss.

A.3.7.12 Test case SE_LDS_DG6_012

Testcase-ID

SE_LDS_DG6_012

Purpose This test checks the encoding of the BIR Creator (if present) in the Blometric
Header Template (Tag 'A1l') in each "Biometric Template" in thé *Biometric
Group Template" in EF.DG6.

Versjon 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Precpnditions 1) EF.DG6 has been retrieved from the IDL:

2) The Biometric Group Template has been retrieved from EF.DG6.

Testscenario

For each "Biometric Template", perform:the following checks if the (¢ptional)
BIR Creator data element with tag<84"is present inside the Biometric Header
Template:

1) Search for the BIR Creator (Tag '84') inside the Biometric Header Template.
2) Check the length encoded for the BIR Creator data element.
3) Verify the length of the BIR Creator data element.

4) Check the'format of the BIR Creator data element.

Expgcted results

q

&

1) Tag'84"may be present and shall not occur more than once.

2) The’bytes that follow the Tag '84' shall contain a valid length enfoding
faccording to ASN.1 encoding rules).

8) The encoded length shall match the size of the BIR Creator data element.

4) The BIR Creator shall be encoded as ANS characters.

A.3.7/13 (Test case SE_LDS_DG6_013

Test case-1D SE_LDS_DG6_013

Purpose This test checks the encoding of the BDB Validity Period (if present) in the
Biometric Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG6.
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Test scenario

For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.
3) Check the format of the BDB Validity Period.

#—Check the vatue of the BBB-Vatidity Period dataetenent:

5) Check the consistency of the value of the BDB Validity Period data’element.

Expected rgsults

1) Tag'85' may be present and shall not occur more than once.
2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD:

5) The BDB Validity Period effective date shallhréepresent an effective date
BEFORE the expiry date.

A.3.7.14 Test case SE_LDS_DG6_014

Test case-1D

SE_LDS_DG6_014

Purpose This test checks the encoding:of the BDB Product Owner, Product Type
(if present) in the Biometri¢Header Template (Tag 'A1') in each "Biometric
Template" in the "Biometrit Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:~=,Annex C

Profile DG6

Preconditiops 1) EF.DG®6 has been retrieved from the IDL.

2) The-Biometric Group Template has been retrieved from EF.DG6.

Test scenario

Far'each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
the Biometric Header Template:

1) Search for the BDB Product Owner, Product Type (Tag '86') inside the

biometric Header ITemplate.

2) Check the length encoded for the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.
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Expected results

1) Tag'86' may be present and shall not occur more than once.

2) The encoded length shall be '04".

3) The BDB Product Owner, Product Type shall be a concatenation of two 16-

bit POSITIVE integers.

4) The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.7.15 Test case SE_LDS_DG6_015

Test case-ID

SE_LDS_DG6_015

Purpose This test checks the encoding of the BDB Format Owner in the|Biométric Header
Template (Tag 'A1') in each "Biometric Template" in the "Bigmetric Group
Template" in EF.DG6.

Versjon 1.0

Refefences ISO/IEC 18013-2:—, Annex C

Profile DG6

Precpnditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has.been retrieved from EF.DG6.

Testscenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Owner (Tag '87') inside the Biometric Header
Template.

2) Check the length enicoded for the BDB Format Owner data elemgnt.
3) Check the value of the BDB Format Owner data element.

4) Check the'validity of the BDB Format Owner data element.

Expgcted results

q

&

1) Tag'87 shall be present.
2) The’encoded length shall be '02".
3),> The BDB Format Owner shall be a 16-bit POSITIVE integer.

4) The BDB Format Owner shall have be a valid format owner as dé¢fined in
ISO/IEC 18013-2:—, Annex C.

A.3.7/16 (Test case SE_LDS_DG6_016

Test case-1D SE_LDS_DG6_016

Purpose This test checks the encoding of the BDB format type in the Biometric Header
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG6.
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Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BDB format type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB format type data element.
3) Check the value of the BDB format type data element.

4) Check the validity of the BDB format type data element.
5} Checkthe consistencyofthe BDB formattype dataelementwith the BDB

format owner data element.

Expected rgsults 1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB format type shall be a 16-bit POSITIVE integex

4) The BDB format type shall have be a valid format type as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB format type shall be valid in combjnation with the format ownjer
data element.

A.3.7.17 Tes$t case SE_LDS_DG6_017

Test case-ID SE_LDS_DG6_017

Purpose This test checks the encoding ofithe BIR index (if present) in the Biometric
Header Template (Tag 'A1l') ineach "Biometric Template" in the "Biometric
Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—*Annex C

Profile DG6

Preconditiops 1) EF.DG6 has’been retrieved from the IDL.
2) The-Biometric Group Template has been retrieved from EF.DG6.

Test scenarijo For each "Biometric Template", perform the following checks if the (optional)
BIR\index data element with tag '90" is present inside the Biometric Header
Template:

[¢)

Q% 1) Search for the BIR index (Tag '90') inside the Biometric Header Template.

NS
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3) Verify the length of the BIR index data element.
Expected results 1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.7.18 Test case SE_LDS_DG6_018

Test case-ID

SE_LDS_DG6_018

Purpose This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Precpnditions 1) EF.DG6 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved frrom’EF.DG6.

Testscenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '5F2E') inside the Bionjetric
Template.

2) IfTag'5F2E'is present, analyze the enceding of the bytes that fdllow the
Biometric Data Block tag.

3) IfTag '5F2E'is present, verifythe length of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Bipmetric
Data Block (Tag '7F2E!).is'absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometric Data

Block (Tag '7F2E!) is present.

Expgcted results

q

Pl

1) Tag'5F2E' maybe present and shall not occur more than once.

2) IfTag'5F2E'is present, the bytes that follow the Biometric Data|Block Tag
shall eontain a valid length encoding (according to ASN.1 encoding rules).

3) If Tag '5F2E'is present, the encoded length shall match the size pf the
Biometric Data Block DO.

#) If Tag '5F2E' is present, Tag '7F2E' shall be absent.
5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.719 Test case SE_LDS_ DG6_019

Test tase-th SEEBSB66-619

Purpose This test checks the presence and encoding of the Enciphered Biometric Data
Block (Tag '7F2E'") in each "Biometric Template" in the "Biometric Group
Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG6.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data
Block DO.

A1 Tag ' 7F2E s present; verify that the tag for the Biometric Data Btocky(Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data-Block ([Tag
'5F2E'") is present.

Expected rgsults 1) Tag'7F2E' may be present and shall not occur more than-once.

2) IfTag'7F2E'is present, the bytes that follow the Biometric Data Block Tag
shall contain a valid length encoding (according te ASN.1 encoding rulefs).

3) IfTag'7F2E'is present, the encoded length shall'match the size of the
Biometric Data Block DO.

4) If Tag'7F2E' is present, Tag '5F2E' shall be absent.

5) IfTag'7F2E'is absent, Tag '5F2E'shall be present.

A.3.7.20 Test case SE_LDS_DG6_020

Test case-1D

SE_LDS_DG6_020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in each
"Biometric Template'sin the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditiops 1) EFDG6 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG6.

Test scenario

d
3

Perform the following checks for each "Biometric Template":

Q/ 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
\ 2 1£T LI ik LIR-PE S aal +h n P2 £+l o ot that £.11 +h IR
L.) 1T IClS JJ 1O lJl COSCIIL, allal)’ LT LUIIT CllLUullls Ul UIIT Uy O UIIadat 1UITIUVVY LUIIC D
payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) IfTag'53"is present, Tag '73' shall be absent.
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A.3.7.21 Test case SE_LDS_DG6_021

-4:2019(E)

Test case-ID

SE_LDS_DG6_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG6

Preconditions 1) EF.DG6 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG6,

Test scenario

Perform the following checks for each "Biometric Template":

1y
2)

3)
4)

Search for the BIR payload (Tag '73") inside the Biontetric Temp

If Tag '73" is present, analyze the encoding of thebytes that follg
payload tag.

If Tag '73" is present, verify the length of tlie’BIR payload DO.

If Tag '73" is present, verify that the tag 53" is absent.

ate.

w the BIR

Expgcted results

1y
2)

3)

4)

Tag '73' may be present and shallfiet occur more than once.

If Tag '73" is present, the bytes)that follow the BIR payload Tag s
a valid length encoding (aceording to ASN.1 encoding rules).

If Tag '73" is present, the‘encoded length shall match the size of {
payload DO.

If Tag '73" is present, Tag '53' shall be absent.

hall contain

he BIR

A.3.7,22 Test case SE_LDS_DG6_022

Testcase-ID

SE_LDS: BG6_022

Purpose This test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.IDG6.
Versjon - Lo
[ N* D
Refefences &\ |ISO/IEC 18013-2:—, Annex C
Profile \Ov DG6
Prec ond@s 1) EF.DG6 has been retrieved from the IDL.
\Q/ 2) The Biometric Group Template has been retrieved from EE.DG6.

Test scenario

Perform the following checks for each "Biometric Template":

)
2)

3)

Search for the Security Block (Tag '5F3D') inside the Biometric Template.

If Tag '5F3D’ is present, analyze the encoding of the bytes that follow the

Security Block tag.

If Tag '5F3D' is present, verify the length of the Security Block DO.
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Expected results

1) Tag'5F3D' may be present and shall not occur more than once.

2) IfTag'5F3D'is present, the bytes that follow the Security Block Tag shall

contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the

Security Block DO.

A.3.8 Test unit SE_LDS_DG7 — Tests for EFDG7

A.3.8.1 General

Test unit-ID

SE_LDS_DG7
(Standard Encoding — Data Group 7)

Purpose The test cases in this test unit verify the structure and contents ¢f the IDL L}DS
Data Group 7.
References ISO/IEC 18013-2
A.3.8.2 Test case SE_LDS_DG7_001
Test case-ID SE_LDS_DG7_.001
Purpose This test checks the template tag; the encoded EF.DG7 element starts with.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG7
Preconditiops 1) EF.DG7 has been retrieved.from the IDL.
Test scenario 1) Check the very first byte of the EF.DG7 element.
Expected rgsults 1) The first byte shall-be '63'.
A.3.8.3 Test case SE_LDS_DG7_002
Test case-ID SE_LDS_DG7.002
Purpose This testichecks the encoding of EF.DG7 element length.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile a7
Preconditiops | (')v 1) EF.DG7 has been retrieved from the IDL.
Test scenar10§</ 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG7 object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG7 object.

A.3.8.4 Testcase SE_LDS_DG7_003

Test case-ID

SE_LDS_DG7_003

Purpose

This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DG7.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG7
Preconditions 1) EF.DG7 has been retrieved from the IDL.
Test scenario 1) Search for the Biometric Group Template (Tag '7F61') inside EF.DG7.
2) Check the encoded length of the Biometric Group Template data element.
3) Check the length of the Biometric Group Template data element.
Expected results 1) Tag'7F61' shall be present
2) The bytes that follow the Tag '7F61' shall contain a valid length’éncoding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the Biometric Group [femplate

data element.

A.3.8.5 Testcase SE_LDS_DG7_004

Test|case-ID SE_LDS_DG7_004
Purpose This test checks the "Number of Biometric’'Templates" DO in the "Bigmetric
Group Template" DO (Tag '7F61') in EEDG7.
Versjon 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG7
Precpnditions 1) EF.DG7 has been retfieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG7.
Testscenario 1) Search for the*Number of Biometric Templates (Tag '02') inside the
BiometrioglGroup Template.
2) Analyze the encoding of the length of the Number of Biometric Templates
DO _coded with tag '02'.
3)\Check the value encoded in the Number of Biometric Templates DO.
Exp¢qcted results C 1) Tag'02' shall be present.
@Q 2) The length encoded in the Number of Biometric Templates DO shall be '01'h.
%O 3) The value encoded in the Number of Biometric Templates DO mgtches
C) the number of occurences of a DO with tag '7F60' in the Biometijic Group
\Q/ Template.

A.3.8.6 Testcase SE_LDS_DG7_005

Test case-ID SE_LDS_DG7_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario Perform the following checks for each "Biometric Template":

1) Analyze the tag of the Biometric Template.
2) Analyze the encoding of the bytes that follow the tag '7F60".

3) Verify the length of the DO with Tag '7F60'.
Expected results 1) The tag shall be '7F60".

2) The bytes that follow the Tag '7F60' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '7F60"

A.3.8.7 Tes$tcase SE_LDS_DG7_006

Test case-1D SE_LDS_DG7_006

Purpose This test checks the encoding of the Biometric Header Template (Tag 'A1') in
each "Biometric Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C
Profile DG7
Preconditiops 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has‘been retrieved from EF.DG7.

Test scenarijo Perform the following checks for eae¢h "Biometric Template":

1) Search for the Biometric Header Template (Tag 'A1') inside the Biometrjc
Template.

2) Analyze the encoding of the bytes that follow the tag 'A1".

3) Check the lerigth of the Biometric Header Template.
Expected rgsults 1) Tag'A1' shall be present.

2) The-bytes that follow the Tag 'A1' shall contain a valid length encoding
(@ccording to ASN.1 encoding rules).

3) " 'The encoded length shall match the size of the Biometric Header Templpte.

A.3.8.8 Test case SE_LDS_DG7_008

Test case-ID————SE-EDS-DEG7-068

Purpose This test checks the encoding of the Patron Header Version (if present) in the
Biometric Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80' is present inside the
Biometric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header
Template.

2) Check the length encoded for the Patron Header Version data element.

3) Check the value of the Patron Header Version data element.

Expected results 1) Tag'80'may be present and shall not occur more than once

2) The encoded length shall be '02".

3) The Patron Header Version shall have the value '01 01'.

A.3.8,9 Testcase SE_LDS_DG7_009

Test case-ID SE_LDS_DG7_009

Purgose This test checks the encoding of the Biometric Type (if present) in the Biomet-
ric Header Template (Tag 'A1") in each "Biometric Template" in the "Biometric
Group Template" in EF.DG7.

Versjon 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Precpnditions 1) EF.DG7 has been retriéved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.

Test scenario For each "Biometri¢c-Template", perform the following checks if the (pptional)
Biometric Type data element with tag '81' is present inside the Biomgtric Head-
er Template:

1) Search for the Biometric Type (Tag '81') inside the Biometric Hepder
Template.

2),~ Check the length encoded for the Biometric Type data element.

q

.\ -[3) Checkthe value of the Biometric Type data element.
Expdcted re%ﬁb‘ 1) Tag'81' may be present and shall not occur more than once.

C)% 2) The encoded length shall be '01'".

\Q/ 3) The Biometric Type shall have the value '08' (Finger).

A.3.8.10 Test case SE_LDS_DG7_010

Test case-ID SE_LDS_DG7_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the Biom-
etric Header Template (Tag 'A1') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG7
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Preconditions 1) EF.DG?7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype (Tag '82') inside the Biometric Header
Template.

2) Checkthelength encoded for the Biometric Subtype data element

3) Check the value of the Biometric Subtype data element.

Expected rgsults 1) Tag '82' shall be present.
2) The encoded length shall be '01".

3) The Biometric Subtype shall have a non-zero value.

A.3.8.11 Test case SE_LDS_DG7_011

Test case-1D SE_LDS_DG7_011

Purpose This test checks the encoding of the Biometrigdata creation date and time (if
present) in the Biometric Header Template/(Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template“.in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditiops 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG7.

3) The NumberofBiometric Templates has been retrieved from the Biomgtric
Group Template.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric:data creation date and time data element with tag '83" is present
inside the Biometric Header Template or if more than one Biometric Templdte is
present inside the Biometric Group Template:

%C 1) Search for the Biometric data creation date and time (Tag '83") inside the
Q Biometric Header Template.
L |,

7

Check the ]png‘rh encoded for the Biometric data creation date and tims
data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.

Expected results 1) Tag '83"' may be present and shall not occur more than once.
2) The encoded length shall be '07'.
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall represent a
valid date/time coded as YYYYMMDDhhmmss.
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A.3.8.12 Test case SE_LDS_DG7_012

Test case-ID SE_LDS_DG7_012

Purpose This test checks the encoding of the BIR Creator (if present) in the Biometric
Header Template (Tag 'Al') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

PreC Jlld;t;ullo 1) EF.DG7 haa b\:Cll I Ctl lCVCd fl UlIll thC IDL.
2) The Biometric Group Template has been retrieved from EEDG7.

Testscenario For each "Biometric Template", perform the following checks ifthe (¢ptional)
BIR Creator data element with tag '84' is present inside the'Biometric Header
Template:
1) Search for the BIR Creator (Tag '84') inside the Biometric Header Template.
2) Check the length encoded for the BIR Creator data element.
3) Verify the length of the BIR Creatordata element.
4) Check the format of the BIR Creatoer data element.

Expgcted results 1) Tag '84' may be present and shall not occur more than once.
2) The bytes that follow the Tag '84' shall contain a valid length enfoding

(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR Creator data element.
4) The BIR Creator shall be encoded as ANS characters.

A.3.8113 Test case SE_LDS_DG7:013

Test|case-ID SE_LDS”DG7_013

Purpose This test checks the encoding of the BDB Validity Period (if present) [in the Bi-
ometric Header Template (Tag 'A1') in each "Biometric Template" in the "Biome-

_\ - [tric Group Template" in EF.DG7.

Versjon PR =~ 110

Refefences .-’ ISO/IEC 18013-2:—, Annex C

Prof le(lg)\ DG7

Precbaditions 1) EEDG7 has been retrieved from the [DL.
2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario

For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.
3) Check the format of the BDB Validity Period.

#—Check the vatue of the BBB-Vatidity Period dataetenent:

5) Check the consistency of the value of the BDB Validity Period data’element.

Expected rgsults

1) Tag'85' may be present and shall not occur more than once.
2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD:

5) The BDB Validity Period effective date shallhréepresent an effective date
BEFORE the expiry date.

A.3.8.14 Test case SE_LDS_ DG7_014

Test case-1D

SE_LDS_DG7_014

Purpose This test checks the encoding:of the BDB Product Owner, Product Type (if pires-
ent) in the Biometric Header*Template (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Fémplate" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:~=,Annex C

Profile DG7

Preconditiops 1) EF.DG%Zhas been retrieved from the IDL.

2) The-Biometric Group Template has been retrieved from EF.DG7.

Test scenario

Far'each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
the Biometric Header Template:

1) Search for the BDB Product Owner, Product Type (Tag '86') inside the

biometric Header ITemplate.

2) Check the length encoded for the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.

58

© ISO/IEC 2019 - All rights reserved



https://iecnorm.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

Expected results

1) Tag'86' may be present and shall not occur more than once.
2) The encoded length shall be '04".

3) The BDB Product Owner, Product Type shall be a concatenation of two 16-
bit POSITIVE integers.

4) The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.8.15 Test case SE_LDS_DG7_015

Test

case-ID

SE_LDS_DG7_015

Purp

ose

This test checks the encoding of the BDB Format Owner in the|Biométric Header
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DG7.

Vers

on

1.0

Refe

Fences

ISO/IEC 18013-2:—, Annex C

Prof

le

DG7

Prec

pbnditions

1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has.been retrieved from EF.DG7.

Test

scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Owner (Tag '87') inside the Biometric Header
Template.

2) Check the length enicoded for the BDB Format Owner data elemgnt.
3) Check the value of the BDB Format Owner data element.

4) Check the'validity of the BDB Format Owner data element.

Expe

cted results

q

&

1) Tag'87 shall be present.
2) The’encoded length shall be '02".
3),> The BDB Format Owner shall be a 16-bit POSITIVE integer.

4) The BDB Format Owner shall have be a valid format owner as dé¢fined in
ISO/IEC 18013-2:—, Annex C.

A.3.8(16 (Test case SE_LDS_DG7_016

Test case-1D SE_LDS_DG7 016

Purpose This test checks the encoding of the BDB Format Type in the Biometric Header
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB Format Type data element.
3) Check the value of the BDB Format Type data element.

4) Check the validity of the BDB Format Type data element.
5} Checkthe consistencyofthe BDB Eormat Type dataelementwith the BDB

format owner data element.

Expected rgsults

1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB Format Type shall be a 16-bit POSITIVE integer.

4) The BDB Format Type shall have be a valid format type as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB Format Type shall be valid in combination with the format owjner
data element.

A.3.8.17 Tes$t case SE_LDS_DG7_017

Test case-I1D

SE_LDS_DG7_017

Purpose This test checks the encoding ofithe BIR index (if present) in the Biometric
Header Template (Tag 'A1l') ineach "Biometric Template" in the "Biometric
Group Template" in EF.DG7Z

Version 1.0

References ISO/IEC 18013-2:—*Annex C

Profile DG7

Preconditiops 1) EF.DG7 has’been retrieved from the IDL.

2) The-Biometric Group Template has been retrieved from EF.DG7.

Test scenario

q
%
\(</:'

For each "Biometric Template", perform the following checks if the (optional)
BIR\index data element with tag '90" is present inside the Biometric Header
Template:

1) Search for the BIR index (Tag '90') inside the Biometric Header Template.
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3) Verify the length of the BIR index data element.

Expected results

1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.8.18 Test case SE_LDS_DG7_018

Test case-ID

SE_LDS_DG7_018

Purpose This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E'") in each "Biometric Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profite DG7

Precpnditions 1) EF.DG7 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EEDG7.

Test scenario

Perform the following checks for each "Biometric Template™:

1) Search for the Biometric Data Block (Tag '5F2E!)4nside the Biometric
Template.

2) IfTag'5F2E'is present, analyze the enceding of the bytes that fdllow the
Biometric Data Block tag.

3) If Tag '5F2E'is present, verify thelength of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Bigmetric
Data Block (Tag '7F2E") is absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometric Data
Block (Tag '7F2E")\s.present.

Expdcted results

q

s\'

1) Tag'5F2E' may.be present and shall not occur more than once.

2) IfTag '5F2E“is present, the bytes that follow the Biometric Data|Block Tag
shall contain a valid length encoding (according to ASN.1 encoding rules).

3) IfFag'5F2E'is present, the encoded length shall match the size pf the
Biometric Data Block DO.

4)If Tag '5F2E' is present, Tag '7F2E' shall be absent.

5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.8(19 Test case SE_LDS_DG7_019

Test fase-ID SE_LDS_DG7.019

Purpos‘e This test checks the presence and encoding of the Enciphered Biometric Data
Block (Tag '7F2E') in each "Biometric Template" in the "Biometric Group Tem-
plate" in EE.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG7.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data
Block DO.

A1 Tag ' 7F2E s present; verify that the tag for the Biometric Data Btocky(Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data-Block ([Tag
'5F2E'") is present.

Expected rgsults 1) Tag'7F2E' may be present and shall not occur more than-once.

2) IfTag'7F2E'is present, the bytes that follow the Biometric Data Block Tag
shall contain a valid length encoding (according te ASN.1 encoding rulefs).

3) IfTag'7F2E'is present, the encoded length shall'match the size of the
Biometric Data Block DO.

4) If Tag'7F2E' is present, Tag '5F2E' shall be absent.

5) IfTag'7F2E'is absent, Tag '5F2E'shall be present.

A.3.8.20 Test case SE_LDS_DG7_020

Test case-1D

SE_LDS_DG7_020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in each
"Biometric Template'sin the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditiops 1) EFDGY has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG7.

Test scenario

d
3

Perform the following checks for each "Biometric Template":

Q/ 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
\ 2 1£T LI ik LIR-PE S aal +h n P2 £+l o ot that £.11 +h IR
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payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) IfTag'53"is present, Tag '73' shall be absent.
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Test case-ID

SE_LDS_DG7_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG7

Preconditions 1) EF.DG7 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG%

Test scenario

Perform the following checks for each "Biometric Template":

1y
2)

3)
4)

Search for the BIR payload (Tag '73") inside the Biontetric Temp

If Tag '73" is present, analyze the encoding of thebytes that follg
payload tag.

If Tag '73" is present, verify the length of tlie’BIR payload DO.

If Tag '73" is present, verify that the tag 53" is absent.

ate.

w the BIR

Expgcted results

1y
2)

3)

4)

Tag '73' may be present and shallfiet occur more than once.

If Tag '73" is present, the bytes)that follow the BIR payload Tag s
a valid length encoding (aceording to ASN.1 encoding rules).

If Tag '73" is present, the‘encoded length shall match the size of {
payload DO.

If Tag '73" is present, Tag '53' shall be absent.

hall contain

he BIR

A.3.8(22 Test case SE_LDS_DG7_022

Testcase-ID

SE_LDS: BG7_022

Purpose This test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.IDG7.
Versjon - Lo
[ N* D
Refefences &\ |ISO/IEC 18013-2:—, Annex C
Profile \Ov DG7
Prec ond@s 1) EF.DG7 has been retrieved from the IDL.
\Q/ 2) The Biometric Group Template has been retrieved from EE.DG7.

Test scenario

Perform the following checks for each "Biometric Template":

)
2)

3)

Search for the Security Block (Tag '5F3D') inside the Biometric Template.

If Tag '5F3D’ is present, analyze the encoding of the bytes that follow the

Security Block tag.

If Tag '5F3D' is present, verify the length of the Security Block DO.
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Expected results

1) Tag'5F3D' may be present and shall not occur more than once.

2)
contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the

Security Block DO.

If Tag '5F3D' is present, the bytes that follow the Security Block Tag shall

A.3.9 Test unit SE_LDS_DG8 — Tests for EF.DG8

A.3.9.1 General

Test unit-ID

SE_LDS_DG8
(Standard Encoding — Data Group 8)

Purpose The test cases in this test unit verify the structure and contents ¢f the IDL L}DS
Data Group 8.
References ISO/IEC 18013-2
A.3.9.2 Test case SE_LDS_DG8_001
Test case-ID SE_LDS_DG8_001
Purpose This test checks the template tag that the encoded EF.DG8 element starts wijith.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG8
Preconditiops 1) EF.DG8 has been retrieved.from the IDL.
Test scenario 1) Check the very first byte of the EF.DG8 element.
Expected rgsults 1) The first byte shall-be '76".
A.3.9.3 Test case SE_LDS_DG8_002
Test case-ID SE_LDS_DG8.002
Purpose This testichiecks the encoding of EF.DG8 element length.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile (IpGs
Preconditiops | (')v 1) EF.DG8 has been retrieved from the IDL.
Test scenar10§</ 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG8 object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG8 object.

A.3.9.4 Testcase SE_LDS_DG8_003

Test case-ID

SE_LDS_DG8_003

Purpose

This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DG8.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG8
Preconditions 1) EF.DG8 has been retrieved from the IDL.
Test scenario 1) Search for the Biometric Group Template (Tag '7F61') inside EF.DG8.
2) Check the encoded length of the Biometric Group Template data element.
3) Check the length of the Biometric Group Template data element.
Expected results 1) Tag'7F61' shall be present
2) The bytes that follow the Tag '7F61' shall contain a valid length’éncoding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the Biometric Group [femplate

data element.

A.3.9.5 Testcase SE_LDS_DG8_004

Test|case-ID SE_LDS_DG8_004
Purpose This test checks the "Number of Biometric’'Templates" DO in the "Bigmetric
Group Template" DO (Tag '7F61') in EEDGS8.
Versjon 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG8
Precpnditions 1) EF.DG8 has been retfieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG8.
Testscenario 1) Search for the*Number of Biometric Templates (Tag '02') inside the
BiometrioglGroup Template.
2) Analyze the encoding of the length of the Number of Biometric Templates
DO _coded with tag '02'.
3)\Check the value encoded in the Number of Biometric Templates DO.
Exp¢qcted results C 1) Tag'02' shall be present.
@Q 2) The length encoded in the Number of Biometric Templates DO shall be '01'h.
%O 3) The value encoded in the Number of Biometric Templates DO mgtches
C) the number of occurences of a DO with tag '7F60' in the Biometijic Group
\Q/ Template.

A.3.9.6 Testcase SE_LDS_DG8_005

Test case-ID SE_LDS_DG8_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG8.
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Test scenario

Perform the following checks for each "Biometric Template":

1y
2)
3)

Analyze the tag of the Biometric Template.
Analyze the encoding of the bytes that follow the tag '7F60'.
Verify the length of the DO with Tag '7F60".

Expected results

iy
2)

The tag shall be '7F60'.

The bytes that follow the Tag '7F60' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3)

The encoded length shall match the size of the DO with the Tag '7F60*

A.3.9.7 Testcase SE_LDS_DG8_006

Test case-1D

SE_LDS_DG8_006

Purpose This test checks the encoding of the Biometric Header Template (Tag 'A1') in
each "Biometric Template" in the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditiops 1) EF.DG8 has been retrieved from the IDL.

2)

The Biometric Group Template has'been retrieved from EF.DG8.

Test scenario

Perform the following checks for eae¢h "Biometric Template":

1y

2)
3)

Search for the Biometrig Header Template (Tag 'A1') inside the Biometrijc
Template.

Analyze the encoding of the bytes that follow the tag 'A1".

Check the lenigth of the Biometric Header Template.

Expected rgsults

1y
2)

3)

Tag 'A1' shall be present.

The-bytes that follow the Tag ‘A1’ shall contain a valid length encoding
(@ccording to ASN.1 encoding rules).

The encoded length shall match the size of the Biometric Header Templpte.

A.3.9.8 Tes$t caseSE_LDS_DG8_008

Test case-ID————SE-+DS-HG8-068

Purpose This test checks the encoding of the Patron Header Version (if present) in the Bi-
ometric Header Template (Tag 'A1') in each "Biometric Template" in the "Biome-
tric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG8.
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80' is present inside the Biomet-
ric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header
Template.

2) Check the length encoded for the Patron Header Version data element.

3) Check the value of the Patron Header Version data element.

Expected results 1) Tag'80'may be present and shall not occur more than once

2) The encoded length shall be '02".

3) The Patron Header Version shall have the value '01 01'.

A.3.9.9 Test case SE_LDS_DG8_009

Test case-ID SE_LDS_DG8_009

Purgose This test checks the encoding of the Biometric Type (if present) in the Biomet-
ric Header Template (Tag 'A1") in each "Biometric Template" in the "Biometric
Group Template" in EF.DG8.

Versjon 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Precpnditions 1) EF.DG8 has been retriéyed from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.

Test scenario For each "Biometri¢c-Template", perform the following checks if the (pptional)
Biometric Type data element with tag '81' is present inside the Biomgtric Head-
er Template:

1) Search for the Biometric Type (Tag '81') inside the Biometric Hepder
Template.

2),~ Check the length encoded for the Biometric Type data element.

q

.\ -[3) Checkthe value of the Biometric Type data element.
Expdcted re%ﬁb‘ 1) Tag'81' may be present and shall not occur more than once.

C)% 2) The encoded length shall be '01'".

\Q/ 3) The Biometric Type shall have the value '10' (Iris).

A.3.9.10 Test case SE_LDS_DG8_010

Test case-ID SE_LDS_DG8_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the Biom-
etric Header Template (Tag 'A1') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG8.

Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DGS8
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Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype (Tag '82') inside the Biometric Header
Template.

2) Checkthelength encoded for the Biometric Subtype data element

3) Check the value of the Biometric Subtype data element.

Expected rgsults 1) Tag'82' may be present and shall not occur more than once.

2) The encoded length shall be '01".

3) The Biometric Subtype shall have a non-zero value.

A.3.9.11 Test case SE_LDS_DG8_011

Test case-ID SE_LDS_DG8_011

Purpose This test checks the encoding of the Biometrigdata creation date and time (if
present) in the Biometric Header Template/(Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template“.in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGS8

Preconditiops 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.

3) The NumberofBiometric Templates has been retrieved from the Biomgtric
Group Template.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric:data creation date and time data element with tag '83" is present
inside the Biometric Header Template or if more than one Biometric Templdte is
present inside the Biometric Group Template:

%C 1) Search for the Biometric data creation date and time (Tag '83") inside the
Q Biometric Header Template.
L |,

7

Check the ]png‘rh encoded for the Biometric data creation date and tims
data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.

Expected results 1) Tag '83"' may be present and shall not occur more than once.
2) The encoded length shall be '07'.
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall represent a
valid date/time coded as YYYYMMDDhhmmss.
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A.3.9.12 Test case SE_LDS_DG8_012

Test case-ID SE_LDS_DG8_012
Purpose This test checks the encoding of the BIR Creator (if present) in the Biometric
Header Template (Tag 'Al') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGS8.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG8
PreC Jlld;t;ullo 1) EF.DGS haa bccu I Ctl ;CVCd lcl UlIIll thc IDL.
2) The Biometric Group Template has been retrieved from EEDG8.
Testscenario For each "Biometric Template", perform the following checks ifthe (¢ptional)
BIR Creator data element with tag '84' is present inside the'Biometric Header
Template:
1) Search for the BIR Creator (Tag '84') inside the Biometric Header Template.
2) Check the length encoded for the BIR Creator data element.
3) Verify the length of the BIR Creatordata element.
4) Check the format of the BIR Creatoer data element.
Expgcted results 1) Tag '84' may be present and shall not occur more than once.
2) The bytes that follow the Tag '84' shall contain a valid length enfoding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the BIR Creator data element.
4) The BIR Creator shall be encoded as ANS characters.
A.3.9113 Test case SE_LDS_DG8:013
Test|case-ID SE_LDS”DG8_013
Purpose This test checks the encoding of the BDB Validity Period (if present) [in the Bi-
C ometric Header Template (Tag 'A1') in each "Biometric Template" in the "Biome-
_ \ - [tric Group Template" in EF.DG8.
\‘
Versjon <~ |10
Refefences .- ISO/IEC 18013-2:—, Annex C
Proflle, DG8
Prec %@%-ﬁ-@l@&%ﬂ-ﬁé@%d—mmsi
2) The Biometric Group Template has been retrieved from EF.DG8.

© ISO/IEC 2019 - All rights reserved

69


https://iecnorm.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

Test scenario

For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.
3) Check the format of the BDB Validity Period.

#—Check the vatue of the BBB-Vatidity Period dataetenent:

5) Check the consistency of the value of the BDB Validity Period data’element.

Expected rgsults

1) Tag'85' may be present and shall not occur more than once.
2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD:

5) The BDB Validity Period effective date shallhréepresent an effective date
BEFORE the expiry date.

A.3.9.14 Test case SE_LDS_DG8_014

Test case-1D

SE_LDS_DG8_014

Purpose This test checks the encoding:of the BDB Product Owner, Product Type (if pires-
ent) in the Biometric Header*Template (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Fémplate"” in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:~=,Annex C

Profile DG8

Preconditiops 1) EF.DG8 has been retrieved from the IDL.

2) The-Biometric Group Template has been retrieved from EF.DG8.

Test scenario

Far'each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
the Biometric Header Template:

1) Search for the BDB Product Owner, Product Type (Tag '86') inside the

biometric Header ITemplate.

2) Check the length encoded for the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.
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Expected results

1) Tag'86' may be present and shall not occur more than once.
2) The encoded length shall be '04".

3) The BDB Product Owner, Product Type shall be a concatenation of two 16-
bit POSITIVE integers.

4) The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.9.15 Test case SE_LDS_DG8_015

Test

case-ID

SE_LDS_DG8_015

Purp

ose

This test checks the encoding of the BDB Format Owner in the|Biométric Header
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DG8.

Vers

on

1.0

Refe

Fences

ISO/IEC 18013-2:—, Annex C

Prof

le

DG8

Prec

pbnditions

1) EF.DG8 has been retrieved from the [DL.

2) The Biometric Group Template has.been retrieved from EF.DG8.

Test

scenario

Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Owner (Tag '87') inside the Biometric Header
Template.

2) Check the length enicoded for the BDB Format Owner data elemgnt.
3) Check the value of the BDB Format Owner data element.

4) Check the'validity of the BDB Format Owner data element.

Expe

cted results

q

&

1) Tag'87 shall be present.
2) The’encoded length shall be '02".
3),> The BDB Format Owner shall be a 16-bit POSITIVE integer.

4) The BDB Format Owner shall have be a valid format owner as dé¢fined in
ISO/IEC 18013-2:—, Annex C.

A.3.9(16 (Test case SE_LDS_DG8_016

Test case-1D SE_LDS_DG8_016

Purpose This test checks the encoding of the BDB Format Type in the Biometric Header
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG8.
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Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB Format Type data element.
3) Check the value of the BDB Format Type data element.

4) Check the validity of the BDB Format Type data element.
5} Checkthe consistencyofthe BDB Eormat Type dataelementwith the BDB

format owner data element.

Expected rgsults 1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB Format Type shall be a 16-bit POSITIVE integer.

4) The BDB Format Type shall have be a valid format type as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB Format Type shall be valid in combination with the format owjner
data element.

A.3.9.17 Test case SE_LDS_DG8_017

Test case-ID SE_LDS_DG8_017

Purpose This test checks the encoding ofithe BIR index (if present) in the Biometric
Header Template (Tag 'A1l') ineach "Biometric Template" in the "Biometric
Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—*Annex C

Profile DGS8

Preconditiops 1) EF.DG8 has’been retrieved from the IDL.
2) The-Biometric Group Template has been retrieved from EF.DG8.

Test scenarijo For each "Biometric Template", perform the following checks if the (optional)
BIR\index data element with tag '90" is present within the Biometric Header
Template:

Q% 1) Search for the BIR index (Tag '90') inside the Biometric Header Template.

NS

20 Ll Jetlbolao otl oo dad ol o DID o0 dot | PPN S
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3) Verify the length of the BIR index data element.
Expected results 1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.9.18 Test case SE_LDS_DG8_018

Test case-ID SE_LDS_DG8_018

Purpose This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Precpnditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved frem’EF.DG8.

Testscenario Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '5F2E') inside the Bionjetric
Template.

2) IfTag'5F2E'is present, analyze the enceding of the bytes that fdllow the
Biometric Data Block tag.

3) IfTag '5F2E'is present, verifythe length of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Bipmetric
Data Block (Tag '7F2E!).is'absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometric Data
Block (Tag '7F2E!) is present.

Expgcted results 1) Tag'5F2E' maybe present and shall not occur more than once.

2) IfTag'5F2E'is present, the bytes that follow the Biometric Data|Block Tag
shall eontain a valid length encoding (according to ASN.1 encoding rules).

3) If Tag '5F2E'is present, the encoded length shall match the size pf the
Biometric Data Block DO.

C #) If Tag '5F2E' is present, Tag '7F2E' shall be absent.

0§ 5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.9.19 Test case SE_LDS_DG8_019

WV

LI fah nl ILINC inValal O.41.0.
Test case=1b SL_LDS_DGO_UIT7

Purpose This test checks the presence and encoding of the Enciphered Biometric Data
Block (Tag '7F2E'") in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DGS8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG8.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data
Block DO.

A1 Tag ' 7F2E s present; verify that the tag for the Biometric Data Btocky(Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data-Block ([Tag
'5F2E'") is present.

Expected rgsults 1) Tag'7F2E' may be present and shall not occur more than-once.

2) IfTag'7F2E'is present, the bytes that follow the Biometric Data Block Tag
shall contain a valid length encoding (according te ASN.1 encoding rulefs).

3) IfTag'7F2E'is present, the encoded length shall'match the size of the
Biometric Data Block DO.

4) If Tag'7F2E' is present, Tag '5F2E' shall be absent.

5) IfTag'7F2E'is absent, Tag '5F2E'shall be present.

A.3.9.20 Test case SE_LDS_DG8_020

Test case-1D

SE_LDS_DG8_020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in each
"Biometric Template'zin the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditiops 1) EFDG8 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG8.

Test scenario

d
3

Perform the following checks for each "Biometric Template":

Q/ 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
\ 2 1£T LI ik LIR-PE S aal +h n P2 £+l o ot that £.11 +h IR
L.) 1T IClS JJ 1O lJl COSCIIL, allal)’ LT LUIIT CllLUullls Ul UIIT Uy O UIIadat 1UITIUVVY LUIIC D
payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) IfTag'53"is present, Tag '73' shall be absent.
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Test case-ID

SE_LDS_DG8_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG8

Preconditions 1) EF.DG8 has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG8,

Test scenario

Perform the following checks for each "Biometric Template":

1y
2)

3)
4)

Search for the BIR payload (Tag '73") inside the Biontetric Temp

If Tag '73" is present, analyze the encoding of thebytes that follg
payload tag.

If Tag '73" is present, verify the length of tlie’BIR payload DO.

If Tag '73" is present, verify that the tag 53" is absent.

ate.

w the BIR

Expgcted results

1y
2)

3)

4)

Tag '73' may be present and shallfiet occur more than once.

If Tag '73" is present, the bytes)that follow the BIR payload Tag s
a valid length encoding (aceording to ASN.1 encoding rules).

If Tag '73" is present, the‘encoded length shall match the size of {
payload DO.

If Tag '73" is present, Tag '53' shall be absent.

hall contain

he BIR

A.3.9(22 Test case SE_LDS_DG8_022

Testcase-ID

SE_LDS: DPG8_022

Purpose This test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.IDG8.
Versjon - Lo
[ N* D
Refefences &\ |ISO/IEC 18013-2:—, Annex C
Profile \Ov DG8
Prec ond@s 1) EF.DG8 has been retrieved from the IDL.
\Q/ 2) The Biometric Group Template has been retrieved from EF.DGS8.

Test scenario

Perform the following checks for each "Biometric Template":

)
2)

3)

Search for the Security Block (Tag '5F3D') inside the Biometric Template.

If Tag '5F3D’ is present, analyze the encoding of the bytes that follow the

Security Block tag.

If Tag '5F3D' is present, verify the length of the Security Block DO.
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Expected results

1) Tag'5F3D' may be present and shall not occur more than once.

2)
contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the

Security Block DO.

If Tag '5F3D' is present, the bytes that follow the Security Block Tag shall

A.3.10 Test unit SE_LDS_DG9 — Tests for EF.DG9

A.3.10.1 General

Test unit-ID

SE_LDS_DG9
(Standard Encoding — Data Group 9)

Purpose The test cases in this test unit verify the structure and contents ¢f the IDL L}DS
Data Group 9.
References ISO/IEC 18013-2
A.3.10.2 Tes$t case SE_LDS_DG9_001
Test case-ID SE_LDS_DG9_001
Purpose This test checks the template tag that the encoded EF.DG9 element starts wijith.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG9
Preconditiops 1) EF.DGY has been retrieved.from the IDL.
Test scenario 1) Check the very first byte of the EF.DG9 element.
Expected rgsults 1) The first byte shall-be '70".
A.3.10.3 Test case SE_LDS_DG9_002
Test case-ID SE_LDS_DG9.002
Purpose This testichiecks the encoding of EF.DG9 element length.
Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG
Preconditiops | (')v 1) EF.DGY has been retrieved from the IDL.
Test scenar10§</ 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.DG9 object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.DG9 object.

A.3.10.4 Test case SE_LDS_DG9_003

Test case-ID

SE_LDS_DG9_003

Purpose

This test checks the encoding of the Biometric Group Template (Tag '7F61")
present in EF.DGO.
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Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG9
Preconditions 1) EF.DGY has been retrieved from the IDL.
Test scenario 1) Search for the Biometric Group Template (Tag '7F61') inside EF.DGO.
2) Check the encoded length of the Biometric Group Template data element.
3) Check the length of the Biometric Group Template data element.
Expected results 1) Tag'7F61' shall be present
2) The bytes that follow the Tag '7F61' shall contain a valid length’éncoding
(according to ASN.1 encoding rules).
3) The encoded length shall match the size of the Biometric Group [femplate

data element.

A.3.1j0.5 Test case SE_LDS_DG9_004

Test|case-ID SE_LDS_DG9_004
Purpose This test checks the "Number of Biometric’'Templates" DO in the "Bigmetric
Group Template" DO (Tag '7F61") in EEDGO.
Versjon 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DGIY
Precpnditions 1) EF.DGO has been retfieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9.
Testscenario 1) Search for the*Number of Biometric Templates (Tag '02') inside the
BiometrioglGroup Template.
2) Analyze the encoding of the length of the Number of Biometric Templates
DO _coded with tag '02'.
3)\Check the value encoded in the Number of Biometric Templates DO.
Exp¢qcted results C 1) Tag'02' shall be present.
@Q 2) The length encoded in the Number of Biometric Templates DO shall be '01'h.
%O 3) The value encoded in the Number of Biometric Templates DO mgtches
C) the number of occurences of a DO with tag '7F60' in the Biometijic Group
\Q/ Template.

A.3.10.6 Test case SE_LDS_DG9_005

Test case-ID SE_LDS_DG9_005

Purpose This test checks the encoding of each "Biometric Template" DO in the "Biometric
Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGO has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Analyze the tag of the Biometric Template.
2) Analyze the encoding of the bytes that follow the tag '7F60".
3) Verify the length of the DO with Tag '7F60'.

Expected results

1) The tag shall be '7F60".

2) The bytes that follow the Tag '7F60' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the DO with the Tag '7F60"

A.3.10.7 Tes$t case SE_LDS_DG9_006

Test case-1D

SE_LDS_DG9_006

Purpose This test checks the encoding of the Biometric Header Template (Tag 'A1') in
each "Biometric Template" in the "Biometric Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGY

Preconditiops 1) EF.DGY has been retrieved from the IDL.

2) The Biometric Group Template has‘been retrieved from EF.DG9.

Test scenario

Perform the following checks for eae¢h "Biometric Template":

1) Search for the Biometric Header Template (Tag 'A1') inside the Biometrjc
Template.

2) Analyze the encoding of the bytes that follow the tag 'A1".

3) Check the lerigth of the Biometric Header Template.

Expected rgsults

1) Tag'A1' shall be present.

2) The-bytes that follow the Tag 'A1' shall contain a valid length encoding
(@ccording to ASN.1 encoding rules).

3) " 'The encoded length shall match the size of the Biometric Header Templpte.

A.3.10.8 Tes$t case SE_LDS_DG9_008

Test case-ID———SE-HBS-HG9-668

Purpose This test checks the encoding of the Patron Header Version (if present) in the Bi-
ometric Header Template (Tag 'A1') in each "Biometric Template" in the "Biome-
tric Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGY

Preconditions 1) EF.DGY has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario For each "Biometric Template", perform the following checks if the (optional)
Patron Header Version data element with tag '80' is present inside the Biomet-
ric Header Template:

1) Search for the Patron Header Version (Tag '80') inside the Biometric Header
Template.

2) Check the length encoded for the Patron Header Version data element.

3) Check the value of the Patron Header Version data element.

Expected results 1) Tag'80'may be present and shall not occur more than once

2) The encoded length shall be '02".

3) The Patron Header Version shall have the value '01 01'.

A.3.1j0.9 Test case SE_LDS_DG9_009

Test case-ID SE_LDS_DG9_009

Purgose This test checks the encoding of the Biometric Type (if present) in the Biomet-
ric Header Template (Tag 'A1") in each "Biometric Template" in the "Biometric
Group Template" in EF.DGO.

Versjon 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Precpnditions 1) EF.DGY has been retriéved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.

Test scenario For each "Biometri¢c-Template", perform the following checks if the (pptional)
Biometric Type data element with tag '81' is present inside the Biomgtric Head-
er Template :

1) Search for the Biometric Type (Tag '81') inside the Biometric Hepder
Template.

2),~ Check the length encoded for the Biometric Type data element.

q

.\ -[3) Checkthe value of the Biometric Type data element.
Expdcted re%ﬁb‘ 1) Tag'81' may be present and shall not occur more than once.

% 2) The encoded length shall be '01' - '03".
O

\Q/ 3) The Biometric Type shall have the valid value according to
ISO/IEC 18013-2:—, Annex C.

A.3.10.10 Test case SE_LDS_DG9_010

Test case-ID SE_LDS_DG9_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the Biom-
etric Header Template (Tag 'A1') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGO.

Version 1.0
References ISO/IEC 18013-2:—, Annex C
Profile DG9
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Preconditions 1) EF.DG9 has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric Subtype data element with tag '82' is present inside the Biometric
Header Template:

1) Search for the Biometric Subtype (Tag '82') inside the Biometric Header
Template.

2) Checkthelength encoded for the Biometric Subtype data element

3) Check the value of the Biometric Subtype data element.

Expected rgsults 1) Tag'82' may be present and shall not occur more than once.

2) The encoded length shall be '01".

3) The Biometric Subtype shall have a non-zero value.

A.3.10.11 Test case SE_LDS_DG9_011

Test case-ID SE_LDS_DG9_011

Purpose This test checks the encoding of the Biometrigdata creation date and time (if
present) in the Biometric Header Template/(Tag 'A1') in each "Biometric Tem-
plate" in the "Biometric Group Template“.in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditiops 1) EF.DGO has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved from EF.DG9.

3) The NumberofBiometric Templates has been retrieved from the Biomgtric
Group Template.

Test scenario For each "Biometric Template", perform the following checks if the (optional)
Biometric:data creation date and time data element with tag '83" is present
inside the Biometric Header Template or if more than one Biometric Templdte is
present inside the Biometric Group Template:

%C 1) Search for the Biometric data creation date and time (Tag '83") inside the
Q Biometric Header Template.
L |,

7

Check the ]png‘rh encoded for the Biometric data creation date and tims
data element.

3) Check the format of the Biometric data creation date and time.

4) Check the value of the Biometric data creation date and time data element.

Expected results 1) Tag '83"' may be present and shall not occur more than once.
2) The encoded length shall be '07'.
3) Date of Issue shall be BCD encoded.

4) The Biometric data creation date and time data element shall represent a
valid date/time coded as YYYYMMDDhhmmss.
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Test case SE_LDS_DG9_012

Test case-ID

SE_LDS_DG9_012

Purpose This test checks the encoding of the BIR Creator (if present) in the Biometric
Header Template (Tag 'Al') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGOY

PreC Jlld;t;ullo 1) EF.DGO haa bCCll Y Ctl lCVCd fl uUlll thC IDL.

2) The Biometric Group Template has been retrieved from EEDGO.

Test scenario

For each "Biometric Template", perform the following checks ifthe (¢ptional)
BIR Creator data element with tag '84' is present inside the'Biometric Header
Template :

1) Search for the BIR Creator (Tag '84') inside the Biometric Header Template.
2) Check the length encoded for the BIR Creator data element.
3) Verify the length of the BIR Creatordata element.

4) Check the format of the BIR Creatoer data element.

Expgcted results

1) Tag '84' may be present and shall not occur more than once.

2) The bytes that follow the Tag '84' shall contain a valid length enfoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR Creator data element.

4) The BIR Creator shall be encoded as ANS characters.

A.3.10.13

Test case SE_LDS"DG9_013

Test case-ID

SE_LDS“DG9_013

Purpose This test checks the encoding of the BDB Validity Period (if present) [in the Bi-
ometric Header Template (Tag 'A1') in each "Biometric Template" in the "Biome-
_\ - [tric Group Template" in EF.DG9.
Versjon PR =~ 110
Refefences .- ISO/IEC 18013-2:—, Annex C
Proffle, '\ DG9

Prec aﬁftinns

1) EEDG9 hasheenretrieved from the IDL.

Az

2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario

For each "Biometric Template", perform the following checks if the (optional)
BDB Validity Period data element with tag '85' is present inside the Biometric
Header Template:

1) Search for the BDB Validity Period (Tag '85") inside the Biometric Header
Template.

2) Check the length encoded for the BDB Validity Period data element.
3) Check the format of the BDB Validity Period.

#—Check the vatue of the BBB-Vatidity Period dataetenent:

5) Check the consistency of the value of the BDB Validity Period data’element.

Expected rgsults

1) Tag'85' may be present and shall not occur more than once.
2) The encoded length shall be '08".
3) The BDB Validity Period shall be BCD encoded.

4) The BDB Validity Period shall represent a valid effective date and a valid
expiry date coded as YYYYMMDDYYYYMMDD:

5) The BDB Validity Period effective date shallhréepresent an effective date
BEFORE the expiry date.

A.3.10.14 Test case SE_LDS_DG9_014

Test case-1D

SE_LDS_DG9_014

Purpose This test checks the encoding:of the BDB Product Owner, Product Type (if pires-
ent) in the Biometric Header*Template (Tag 'A1') in each "Biometric Template"
in the "Biometric Group {Fémplate"” in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:~=,Annex C

Profile DG9

Preconditiops 1) EF.DG9 has been retrieved from the IDL.

2) The-Biometric Group Template has been retrieved from EF.DG9.

Test scenario

Far'each "Biometric Template", perform the following checks if the (optional)
BDB Product Owner, Product Type data element with tag '86' is present inside
the Biometric Header Template:

1) Search for the BDB Product Owner, Product Type (Tag '86') inside the

biometric Header ITemplate.

2) Check the length encoded for the BDB Product Owner, Product Type data
element.

3) Check the value of the BDB Product Owner, Product Type data element.

4) Check the consistency of the BDB Product Owner, Product Type data
element.
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Expected results 1) Tag'86' may be present and shall not occur more than once.

2) The encoded length shall be '04".

3) The BDB Product Owner, Product Type shall be a concatenation of two 16-
bit POSITIVE integers.

4) The BDB Product Owner, Product Type shall have be a valid combination of
product owner and product type as defined in ISO/IEC 18013-2:—, Annex C.

A.3.10.15 Test case SE_LDS_DG9_015
Test|case-ID SE_LDS_DG9_015
Purpose This test checks the encoding of the BDB Format Owner in the|Biométric Header
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DGO.
Versjon 1.0
Refefences ISO/IEC 18013-2:—, Annex C
Prof]le DG9
Precpnditions 1) EF.DGY has been retrieved from the IDL.
2) The Biometric Group Template has.been retrieved from EF.DG9.
Testscenario Perform the following checks for each "Biometric Template":
1) Search for the BDB Format Owner (Tag '87') inside the Biometric Header
Template.
2) Check the length enicoded for the BDB Format Owner data elemgnt.
3) Check the value of the BDB Format Owner data element.
4) Check the'validity of the BDB Format Owner data element.
Expgcted results 1) Tag'87 shall be present.
2) The’encoded length shall be '02".
3),> The BDB Format Owner shall be a 16-bit POSITIVE integer.
@C 4) The BDB Format Owner shall have be a valid format owner as dé¢fined in
= ISO/IEC 18013-2:—, Annex C.

A.3.10.16 Test case SE_LDS_DG9_016

Test case-1D SE_LDS_DGS_016

Purpose This test checks the encoding of the BDB Format Type in the Biometric Header
Template (Tag 'A1') in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGOY

Preconditions 1) EF.DGY has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario Perform the following checks for each "Biometric Template":

1) Search for the BDB Format Type (Tag '88') inside the Biometric Header
Template.

2) Check the length encoded for the BDB Format Type data element.
3) Check the value of the BDB Format Type data element.

4) Check the validity of the BDB Format Type data element.
5} Checkthe consistencyofthe BDB Eormat Type dataelementwith the BDB

format owner data element.

Expected rgsults 1) Tag '88' shall be present.
2) The encoded length shall be '02".
3) The BDB Format Type shall be a 16-bit POSITIVE integer.

4) The BDB Format Type shall have be a valid format type as defined in
ISO/IEC 18013-2:—, Annex C.

5) The BDB Format Type shall be valid in combination with the format owjner
data element.

A.3.10.17 Test case SE_LDS_DG9_017

Test case-ID SE_LDS_DG9_017

Purpose This test checks the encoding ofithe BIR index (if present) in the Biometric
Header Template (Tag 'A1l') ineach "Biometric Template" in the "Biometric
Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—*Annex C

Profile DG9

Preconditiops 1) EF.DGY has’been retrieved from the IDL.
2) The-Biometric Group Template has been retrieved from EF.DGO.

Test scenarijo For each "Biometric Template", perform the following checks if the (optional)
BIR\index data element with tag '90" is present inside the Biometric Header
Template :

Q% 1) Search for the BIR index (Tag '90') inside the Biometric Header Template.

NS
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3) Verify the length of the BIR index data element.
Expected results 1) Tag'90"' may be present and shall not occur more than once.

2) The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3) The encoded length shall match the size of the BIR index data element.
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A.3.10.18 Test case SE_LDS_DG9_018

Test case-ID

SE_LDS_DG9_018

Purpose This test checks the presence and encoding of the Biometric Data Block (Tag
'5F2E") in each "Biometric Template" in the "Biometric Group Template" in
EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Precpnditions 1) EF.DGY has been retrieved from the IDL.

2) The Biometric Group Template has been retrieved frrem’EF.DGO.

Testscenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '5F2E') inside the Bionjetric
Template.

2) IfTag'5F2E'is present, analyze the enceding of the bytes that fdllow the
Biometric Data Block tag.

3) IfTag '5F2E'is present, verifythe length of the Biometric Data Block DO.

4) If Tag '5F2E'is present, verify that the tag for the Enciphered Bipmetric
Data Block (Tag '7F2E!).is'absent.

5) IfTag'5F2E'is absent, verify that the tag for the Enciphered Biometric Data
Block (Tag '7F2E!) is present.

Expgcted results

q

Pl

1) Tag'5F2E' maybe present and shall not occur more than once.

2) IfTag'5F2E'is present, the bytes that follow the Biometric Data|Block Tag
shall eontain a valid length encoding (according to ASN.1 encoding rules).

3) If Tag '5F2E'is present, the encoded length shall match the size pf the
Biometric Data Block DO.

#) If Tag '5F2E' is present, Tag '7F2E' shall be absent.

5) IfTag'5F2E'is absent, Tag '7F2E' shall be present.

A.3.10.19 Test case SE_LDS_DG9 019

Test tase-th SEEDBSH69-61S

Purpose This test checks the presence and encoding of the Enciphered Biometric Data
Block (Tag '7F2E'") in each "Biometric Template" in the "Biometric Group Tem-
plate" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGY has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9.
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Test scenario

Perform the following checks for each "Biometric Template":

1) Search for the Biometric Data Block (Tag '7F2E') inside the Biometric
Template.

2) IfTag'7F2E'is present, analyze the encoding of the bytes that follow the
Biometric Data Block tag.

3) IfTag'7F2E'is present, verify the length of the Enciphered Biometric Data
Block DO.

A1 Tag ' 7F2E s present; verify that the tag for the Biometric Data Btocky(Tag
'5F2E'") is absent.

5) IfTag'7F2E'is absent, verify that the tag for the Biometric Data-Block ([Tag
'5F2E'") is present.

Expected rgsults 1) Tag'7F2E' may be present and shall not occur more than-once.

2) IfTag'7F2E'is present, the bytes that follow the Biometric Data Block Tag
shall contain a valid length encoding (according te ASN.1 encoding rulefs).

3) IfTag'7F2E'is present, the encoded length shall'match the size of the
Biometric Data Block DO.

4) If Tag'7F2E' is present, Tag '5F2E' shall be absent.

5) IfTag'7F2E'is absent, Tag '5F2E'shall be present.

A.3.10.20 Test case SE_LDS_DG9_020

Test case-1D

SE_LDS_DG9_020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in each
"Biometric Template'sn the "Biometric Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DGY

Preconditiops 1) EF®DGY has been retrieved from the IDL.

2)

The Biometric Group Template has been retrieved from EF.DG9.

Test scenario

d
3

Perform the following checks for each "Biometric Template":

Q/ 1) Search for the BIR payload (Tag '53") inside the Biometric Template.
\ 2 1£T LI ik LIR-PE S aal +h n P2 £+l o ot that £.11 +h IR
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payload tag.
3) IfTag'53"is present, verify the length of the BIR payload DO.
4) If Tag'53'is present, verify that the tag '73" is absent.
Expected results 1) Tag'53' may be present and shall not occur more than once.
2) IfTag'53"is present, the bytes that follow the BIR payload Tag shall contain
a valid length encoding (according to ASN.1 encoding rules).
3) IfTag'53'is present, the encoded length shall match the size of the BIR
payload DO.
4) IfTag'53"is present, Tag '73' shall be absent.
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Test case-ID

SE_LDS_DG9_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in each
"Biometric Template" in the "Biometric Group Template" in EF.DGO.

Version 1.0

References ISO/IEC 18013-2:—, Annex C

Profile DG9

Preconditions 1) EF.DGY has been retrieved from the IDL.
2) The Biometric Group Template has been retrieved from EF.DG9,

Test scenario

Perform the following checks for each "Biometric Template":

1y
2)

3)
4)

Search for the BIR payload (Tag '73") inside the Biontetric Temp

If Tag '73" is present, analyze the encoding of thebytes that follg
payload tag.

If Tag '73" is present, verify the length of tlie’BIR payload DO.

If Tag '73" is present, verify that the tag 53" is absent.

ate.

w the BIR

Expgcted results

1y
2)

3)

4)

Tag '73' may be present and shallfiet occur more than once.

If Tag '73" is present, the bytes)that follow the BIR payload Tag s
a valid length encoding (aceording to ASN.1 encoding rules).

If Tag '73" is present, the‘encoded length shall match the size of {
payload DO.

If Tag '73" is present, Tag '53' shall be absent.

hall contain

he BIR

A.3.10.22

Test case SE_LDS_DG9 022

Testcase-ID

SE_LDS: BG9_022

Purpose This test checks the encoding of the Security Block (Tag '5F3D'") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.IDGO.
Versjon - Lo
[ N* D
Refefences &\ |ISO/IEC 18013-2:—, Annex C
Profile \Ov DG9
Prec ond@s 1) EF.DGY has been retrieved from the IDL.
\Q/ 2) The Biometric Group Template has been retrieved from EE.DG9.

Test scenario

Perform the following checks for each "Biometric Template":

)
2)

3)

Search for the Security Block (Tag '5F3D') inside the Biometric Template.

If Tag '5F3D’ is present, analyze the encoding of the bytes that follow the

Security Block tag.

If Tag '5F3D' is present, verify the length of the Security Block DO.
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Expected results

1) Tag'5F3D' may be present and shall not occur more than once.

2) IfTag'5F3D'is present, the bytes that follow the Security Block Tag shall

contain a valid length encoding (according to ASN.1 encoding rules).

3) IfTag'5F3D'is present, the encoded length shall match the size of the

Security Block DO.

A.3.11 Test unit SE_LDS_SOD — Tests for EE.SOD

A.3.11.1 General

Test unit-ID SE_LDS_SOD
(Standard Encoding — Document Security Object)
Purpose The test cases in this test unit verify the structure and contents ¢f the IDL L}DS
Security Object.
References ISO/IEC 18013-2
ISO/IEC 18013-3
A.3.11.2 Test case SE_LDS_SOD_001
Test case-ID SE_LDS_SOD_001
Purpose This test checks the template tag; the encoded EF.SOD element starts with.
Version 1.0
References ISO/IEC 18013-3
Profile PA
Preconditiops 1) EF.SOD has been retrieved from the IDL.
Test scenario 1) Check the very firstbyte of the EF.SOD element.
Expected rgsults 1) The first byte shall be '77".
A.3.11.3 Test case SE_LDS_SOD_002

Test case-1D SE_LDS”SOD_002
Purpose This test checks the encoding of EF.SOD element length.
Version 10
References _~\HSO/IEC 18013-3
Profile ,0 - |pA
Preconditiohs"” 1) EFE.SOD has been retrieved from the IDL.
Test scenario 1) Analyze the encoding of the bytes that follow the template tag.
2) Verify the length of the EF.SOD object.
Expected results 1) The bytes that follow the template tag shall contain a valid length encoding
(according to ASN.1 encoding rules).
2) The encoded length shall match the size of the given EF.SOD object.

A.3.11.4 Test case SE_LDS_SOD_003

Test case-ID

SE_LDS_SOD_003

Purpose

This test checks the ASN#1 encoding of the PCKS#7 signedData object.
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Version 1.0
References ISO/IEC 18013-3
RFC-3369
Profile PA
Preconditions 1) EF.SOD has been retrieved from the IDL.
Test scenario 1) Analyze the ASN.1 encoding of the content of EF.SOD.
2) Analyze the value of the EF.SOD template.
Expected results 1) The signedData object shall be DER encoded.
2) The value of the EF.SOD template shall be a ContentInfo data.element of the

SignedData Type as specified in RFC-33609.

A.3.1]1.5 Test case SE_LDS_SOD_004
Test|case-ID SE_LDS_SOD_004
Purgose This test checks the value encoded in the signedData element.
Versjon 1.0
References ISO/IEC 18013-3
RFC-3369
Profile PA
Precpnditions 1) EF.SOD has been retrieved\from the IDL.
2) The SignedData field has'been retrieved from the ContentInfo DD in EF.SOD.
Test scenario 1) Check the SignedDdta version value (Tag '02").
2) Check the digestAlgorithms list (Tag '31").
3) Check theeContentType (Tag '06").
4) ChecKthe certificates list (Tag 'A0").
5) . Check the Certificate Revocation Lists (Tag 'A1'").
Expdcted results H*The version shall be 3.
g 2) The digestAlgorithms list may contain all used digestAlgorithmfs in the
@ signedData. The digestAlgorithms list shall not contain other digest
O algorithms than those specified in ISO/IEC 18013-3:2017, 8.1.4.
O% 3) The eContentType shall have OID as specified in ISO/IEC 1801343:2017,
\Q/ Table 2.
4) Tag 'A0' may be present and shall occur only once.
5) Tag'Al' shall be absent.

A.3.11.6 Test case SE_LDS_SOD_005

Test case-ID

SE_LDS_SOD_005

Purpose This test checks the SignerInfo element of the signedData structure.
Version 1.0
References ISO/IEC 18013-3

RFC-3369
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Profile

PA

Preconditions

1y

2) The SignedData field has been retrieved from the ContentInfo DO in EF.SOD.

EF.SOD has been retrieved from the IDL.

Test scenario

Perform the following checks for each entry of the "signerInfos” field in the

signedData structure:

1y
2)

Check the signer info version (Tag '02").

Check the choice in the sid field (first instance

of Tag '30").

3)
4)
5)

6)
7)
8)
9)

Check the certificate identified in the sid field.

Check the digestAlgorithm field (second instance of Tag '30").

Check the presence of the Digest Algorithm Identifier in the
digestAlgorithmlist of the signedData element.

Check the signedAttrs element (Tag 'A0").
Check the value of the signed Attrs element.
Check the value of the signed Attrs element.

Check the message-digest Attribute.

10) Check the content-type Attribute,

11) Check the SigningTime attributeif present.

12) Check the signatureAlgorithm element.

13) Check the signature element.
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Expected results 1) The version shall be 1 or 3.

2) The sid field shall match the signer info version value (version 1 if
issuerandSerialNumber is used and 3 if subjectKeyldentifier is used).

3) The certificate identified in the sid field shall be included in the signed data
certificates list or available from a trusted source.

4) The digestAlgorithms list shall be one of the algorithms specified in
ISO/IEC 18013-3:2017, 8.1.4 (i.e. only the following algorithms are allowed:
SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512).

5) The digestAlgorithm should be included in the digestAlgorithmlist of the
signedData element.

6) Tag'A0' shall be present and shall occur only once.
7) The signed attributes list shall contain the message:digest attribute.
8) The signed attributes list shall contain the content-type attribute.

9) The value of the message-digest attribute shall match the hash value of the
eContent element (using the digestAlgorithm specified above).

10) The content-type attribute value shall match the encapContentlhfo
eContentType value in the signed-data.

11) The signing time shall be within the validity period of the signing
certificate.

12) The signature algorithm shall refer to an algorithm specified in
ISO/IEC 18013-3:2017, 8.1.5 [i.e. the algorithm shall be using RSASSA-PSS,
RSASSA-PKCS1-¥1.5, or ECDSA (ANSI X9.62)].

13) The signature shall be valid.

A.3.11.7 Test case SE_LDS_SOD.006

Test|case-ID SEsLDS_SOD_006
Purpose This test checks the LDS Security Object stored as eContent in the signedDa-
ta Object.

N
Versjon 0§\ 1.0
Refe ‘ences%<)\ ISO/IEC 18013-3

,0 RFC-3369
Proflle” PA
Preconditions 1) EF.SOD has been retrieved from the IDL.

2) The SignedData field has been retrieved from the ContentInfo DO in EF.SOD.
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Test scenario 1) Check the ASN.1 encoding of the LDS Security Object.

2) Check the encoding of the LDS Security Object.

3) Check the LDS Security Object version (Tag '02").

4) Check the digestAlgorithm identifier.

5) Check the DataGroupHash Sequence.

6) Check the dataGroup numbers in the DataGroup Hash Sequence.

77 Checkthe dataGroup MUIMbers (T the DataGroup HasiT SEqUence.

8) Check the dataGroup hash values in the Hash Sequence.

Expected rgsults 1) The LDS Security Object shall be DER encoded.

2) The encoding of the LDS Security Object shall follow the ASN1.1 encodipg
specified in ISO/IEC 18013-3:2017, 8.1.5.1.

3) The version shall be 0.

4) The digestAlgorithms list shall be one of the digest algorithms specifiegl
in ISO/IEC 18013-3:2017, 8.1.4 (i.e. SHA-1, SHA-224, SHA-256, SHA-384,|or
SHA-512).

5) The Hash Sequence shall contain at ledst the entries for DG 1.

6) The Hash Sequence shall contain.a‘hash value for all present data groups.
The Hash Sequence shall not ¢entain additional hash value for non-exisfting
data groups.

7) The referred data groups shall match the Data Group list in the EF.COM

8) All hash values shall:be valid.

A.3.11.8 Test case SE_LDS_SOD_007

Test case-1D

SE_LDS_S@D_007

Purpose This testchecks the signing certificate used to verify the EF.SOD object.
Version 1.0
References ISO/IEC 18013-3
O HRFC-3280
Profile /. ) |PA
Preconditiohs” 1) EFESOD hasbeen retrieved from the IDL,
2) The SignedData field has been retrieved from the ContentInfo DO in EF.SOD.
3) The Signing Certificate has been retrieved (from the SignedData structure
or from a trusted source).
4) The Issuing Authority Certificate has been retrieved from a trusted source.

92

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013

-4:2019(E)

Test scenario

1y
2)
3)
4)
5)
6)

Check the ASN.1 encoding of the signing certificate.
Check the ASN.1 structure of the signing certificate.
Check the signing certificate version.

Check the signature field of the certificate.

Check the certificates validity period.

Check the certificates issuer element.

7)
8)
9)

10) Check the keyUsage extension of the signing certificate.

11)

12) Verify the signatureValue of the signing certificate with the pub

CheckthesubjectPubticKeyinfo etemernt.

Check the AKID extension in the signing certificate.

Check that the SubjectKeyldentifier extension of the country sighning

certificate matches the AuthorityKeyldentifier of the Signing cet

Check the signatureAlgorithm element.

the Issuing Authority certificate.

tificate.

ic key of

Expe

cted results

1)
2)
3)
4)

5)

6)

7)

8)

The signing certificate shall be, DER encoded.
The signing certificate shallbe encoded as specified in RFC 328
The version shall be 2,

The algorithm indjcated in the signature element shall match th|
signatureAlgorithm field.

The validity-period shall use UTC time for dates until 2049 and §
GeneralisédTime for dates after 2049 inclusive. (NOTE It is not|
that thé-certificate is still valid; it shall only have been valid at s

time).The validity period of the signing certificate shall be withlin the

validity period of the country signing certificate.

The issuer shall match the subject of the provided country signi
certificate.

The algorithm identifier in the subjectPublicKeyInfo shall refer
algorithm specified in ISO/IEC 18013-3:2017, 8.1.5 (i.e. the algof]
be using RSASSA-PSS, RSASSA-PKCS1-v1.5, or ECDSA).

e OID in the

hall use
necessary

gning

ng

[0 a
ithm shall

The AKID extension shall be present and shall contain a keylden

tifier value.

9)

10)

11) The signatureAlgorithm shall indicate one of the algorithms specified in
ISO/IEC 18013-3:2017, 8.1.5 (i.e. the algorithm shall be using RSASSA-PSS,

The SubjectKeyldentifier extension shall match the AKID of the signing

certificate.

The keyUsage extension shall be marked critical and only the
digitalSignature bit shall be set.

RSASSA-PKCS1-v1.5, or ECDSA).

12) Verification shall be successful.
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A.3.12 Test unit SE_LDS_DG12 — Tests for EF.DG12

A.3.12.1 General

Test unit-ID SE_LDS_DG12
(Standard Encoding — Data Group 12)
Purpose The test cases in this test unit verify the structure and contents of the IDL LDS
Data Group 12.
References ISO/IEC 18013-2
[SO/TEC 18013-3
A.3.12.2 Test case SE_LDS_DG12_001
Test case-ID SE_LDS_DG12_001
Purpose This test checks the template tag that the encoded EF.DG12Celement starts yith.
Version 1.0
References ISO/IEC 18013-3
Profile NMA
Preconditiops 1) EF.DG12 has been retrieved from the IDL¢
Test scenario 1) Check the very first byte of the EF.DG12 element.
Expected rgsults 1) The first byte shall be '71'.
A.3.12.3 Test case SE_LDS_DG12_002

Test case-ID

SE_LDS_DG12_002

Purpose This test checks the encoding of EF.DG12 element length.
Version 1.0
References ISO/IEC 18013-3
Profile NMA
Preconditiops 1) EF.DG12Z has been retrieved from the IDL.
Test scenarijo 1) Angalyze the encoding of the bytes that follow the template tag.
2) “WVerify the length of the EF.DG12 object.
Expected rgsults 1)~ The bytes that follow the template tag shall contain a valid length encogling

<

A/

(according to ASN.1 encoding rules).

2) The encoded length shall match the size of the given EF.DG12 object.

A.3.12.4 Test case SE_LDS_DG12_003

Test case-ID SE_LDS_DG12_003

Purpose This test checks the encoding of the SAI Reference String (Tag '82") present in
EF.DG12.

Version 1.0

References ISO/IEC 18013-3
ISO/IEC 8859-1

Profile NMA

Preconditions 1) EF.DG12 has been retrieved from the IDL.
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Test scenario

iy
2)
3)
4)
5)

6)

Search for the SAI Reference String (Tag '82') inside EF.DG12.
Check the encoded length of the SAI Reference String data element.
Check the length of the SAI Reference String data element.

Check the value of the SAI Reference String.

If the SAI Reference String starts with '00’, check the value of the
subsequent bytes of the SAI Reference String.

If the SAI Reference String starts with '01', check the value of the

7)

8)

subsequent bytes of the SAI Reference String.

12

If the SAI Reference String starts with '01', check the value\of th¢
subsequent bytes of the SAI Reference String.

1

If the SAI Reference String starts with '01', check the value of th¢
subsequent bytes of the SAI Reference String.

Expgcted results

iy
2)

3)

4)
5)

6)

7)

8)

P

Tag '82' shall be present.

The bytes that follow the Tag '82' shall contain a valid length enfoding
(according to ASN.1 encoding rules).

The encoded length shall match the size of the SAI Reference Stijing data
element.

The first byte of the SAI Réference String shall be '00" or '01".

The subsequent bytes‘afthe SAI Reference String shall be encoded in
accordance with ISQ/JEC 8859-1.

The subsequentbytes of the SAI Reference String shall be 2 BCD
encoded bytes:

The second byte of the SAI Reference String shall refer to an existing Data
Group'in the IDL.

The'third byte of the SAI Reference String shall refer to a field in] an existing

Data Group in the IDL that is available outside the ICC (i.e. DG1 Hield 1..9,
DG2 Field 1..7), or DG3 Field 1..4).

A.3.12.5 Test case'SE_LDS_DG12_004

Test case,-m\

SE_LDS_DG12_004

Purp ag/v

This test checks the encoding of the SAI Input Method (Tag '81') present in

iR DB AYak el

LT DO Z,

Version 1.2

References ISO/IEC 18013-3

Profile NMA

Preconditions 1) EF.DG12 has been retrieved from the IDL.
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Test scenario 1) Search for the SAI Input Method (Tag '81') inside EF.DG12.

2) Check the encoded length of the SAI Input Method data element, if present.
3) Check the length of the SAI Input Method data element.

4) Check the value of the SAI Input Method.

5) Check the value of the SAI Input Method.

6) Ifthe SAI Input Method starts with '02', check the presence of byte 2 of the
SAI Input Method.

7) Check the value of byte 2 of the SAI Input Method.
8) Check the value of byte 3 of the SAI Input Method, if present.
9) Check the value of the bytes 4 - 7 of the SAI Input Method, if present.

10) Check the consistency of the bytes 4 and 6 of the SAI Input Method, if
present.

11) Check the consistency of the bytes 5 and 7 of the SAI Input Method, if
present.

Expected results 1) Tag'81' may be present and shall not occlir more than once.
2) The encoded length shall be '01', '0250r '07".

3) The encoded length shall match:the size of the SAI Input Method data
element.

=

4) The first nibble of byte 1:0fthe SAI Input Method shall be '0’,'1' or '2' o1
5) The second nibble of byte 1 of the SAI Input Method shall be '0', '1' or '2|.
6) Byte 2 of the SAlThput Method shall be present.

7) Byte 2 of the'SAI Input Method shall have one of the following values : '00’,
'01','02', "03', 'FE', or 'FF".

8) Byte'3'0f the SAI Input Method shall have the value '00" or '01'.
9) . Byte 4 - 7 of the SAI Input Method shall be BCD encoded.
10) Byte 4 of the SAI Input Method shall be smaller than byte 6 of the SAI

%C Input Method.
O

11) Byte 7 of the SAI Input Method shall be smaller than byte 5 of the SAI

Input Method
P

A.3.13 Test unit SE_ LDS DG13 — Tests for EF.DG13

Test unit-ID SE_LDS_DG13

(Standard Encoding — Data Group 13)

Purpose The test cases in this test unit verify the structure and contents of the IDL LDS
Data Group 13.

References ISO/IEC 18013-2
ISO/IEC 18013-3
[TR-ICAO Part 3]
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Test cases, which were defined in ISO/IEC 18013-4:2011, are replaced by test cases defined in [TR-ICAO
Part 3].

Apply [TR-ICAO Part 3], clause 4.7.

For eMRTD, read IDL.

For EF.DG15, read EF.DG13.

For R1, read ISO/IEC 18013-2:— and ISO/IEC 18013-3:2017

In test case LDS_]_05, delete Test Scenario step 4 and Expected Result step 4.

A.3.14 Test unit SE_LDS_DG14 — Tests for EF.DG14

Test unit-ID SE_LDS_DG14

(Standard Encoding — Data Group 14)

Purpose The test cases in this test unit verify the structure and-contents of the IDL LDS
Data Group 14.

Refefences ISO/IEC 18013-2:—
ISO/IEC 18013-3:2017
[TR-ICAO Part 3]

EAP is not supported in ISO/IEC 18013-3:2017.

Apply [TR-ICAO Part 3], clause 4.5.

For eMRTD, read IDL.

For [R1], read [Doc 9303].

For [R5] read [BSI TR-03111].

In teqt case LDS_E_07 Expected result step 3 delete:

— ¢cdsa-plain-SHA1: (OID: 0.4:0.127.0.7.1.1.4.1.1)

— ¢gcdsa-plain-RIPEMB160: (OID: 0.4.0.127.0.7.1.1.4.1.6)

The fpllowing test case shall not be applied:

—  Test case LDS>E_08.

A.3.15 Testunit SE_LDS_CardAccess — Tests for EF.CardAccess

Apply [TR-ICAQ Part 3], clause 4.6.

For eMRTD, read IDL.
For [R1], read [Doc 9303]
In Test case LDS_I_02 step 2, replace the algorithm identifier list by the following:

—  id-PACE-ECDH-GM-3DES-CBC-CBC
(OID : 0.4.0.127.0.7.2.2.4.2.1)

— id-PACE-ECDH-GM-AES-CBC-CMAC-128
(OID:0.4.0.127.0.7.2.2.4.2.2)

— id-PACE-ECDH-GM-AES-CBC-CMAC-192
(OID:0.4.0.127.0.7.2.2.4.2.3)
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ECDH-GM-AES-CBC-CMAC-256

(OID:0.4.0.127.0.7.2.2.4.2.4)

In Test case LDS_I_02 step 5, remove the following Parameterld from the list:

‘00’ if 1024-bit MODP Group with 160-bit Prime Order Subgroup is used.

— ‘01"if 20

48-bit MODP Group with 224-bit Prime Order Subgroup is used.

— ‘02’ if 2048-bit MODP Group with 256-bit Prime Order Subgroup is used.

In Test case LDS_I_03 step 2, replace the protocol identifier list by the following:

id-PACE
(OID: 0.
In Test case

ecPublid

In Test case
verification.

ECDH-GM
1.0.127.0.7.2.2.4.2)

.DS_I_03 step 3, replace the algorithm identifier list by the following:
Key (OID: 1.2.840.10045.2.1)
[.DS_I_03 step 4, the parameters shall only follow KAEG specification (ECDH). Remoy

The followinig test case shall not be applied:

Test cas

p LDS_1_04

A.3.16 Testj unit SE_LDS_MRZ — Tests for 1-line MRZ

A.3.16.1 Ge

neral

y

e DH

Test unit-ID

SE_LDS_MRZ
(Standard Encoding — Machine Readable Zone)

Purpose The test cases in this test unit verify the structure and content of the 1-line Ma-
chine Readable Zone,

References ISO/IEC 18013-3
A.3.16.2 Test case SE_LDS_MRZ:001

Test case-ID SE_LDS*MRZ_001

Purpose Thistest checks the length of the MRZ.
Version 2

References | . (]1S0/IEC 18013-3

Profile " MRz

Preconditions 1) The MRZ has been read from the IDL.
Test scenario 1) Count the characters of the MRZ.
Expected results |1) The MRZ shall consist of 30 characters

A.3.16.3 Test case SE_LDS_MRZ_002

Test case-ID SE_LDS_MRZ_002

Purpose This test checks the encoding of the “Identifier” element of the MRZ.

Version 1.2

References ISO/IEC 18013-3
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Profile MRZ

Preconditions 1) The MRZ has been read from the IDL.

Test scenario 1) Analyse the 15t character of the MRZ.

Expected results |1) The 1stcharacter of the MRZ shall have a value of “D”.

A.3.16.4 Test case SE_LDS_MRZ_003

Test case-ID SE_LDS_MRZ_003

Purpose This test checks the encoding of the “Configuration” element of the MRZ.

Versjon 1.2

References ISO/IEC 18013-3

Profile MRZ

Precpnditions 1) The MRZ has been read from the IDL.

Test scenario 1) Analyse the 2Md character of the MRZ.

Expdcted results |[1) The 2nd character of the MRZ shall have a value.conforming to the §pecifica-
tion of the configuration data element specified in 1SO/IEC 18013-3:2017, 8.3.2.5.3.

A.3.1]6.5 Test case SE_LDS_MRZ_004

Test|case-ID SE_LDS_MRZ_004

Purpose This test checks the encoding of thé."Discretionary data” element of the MRZ.

Versjon 1.2

References ISO/IEC 18013-3

Profile MRZ

Precpnditions 1) The MRZ has been‘ead from the IDL.

Test scenario 1) Analyse the 3rd\to 29th character of the MRZ.

Expdcted results |[1) The 3rd to 29th characters of the MRZ shall only contain characterq of the
following character set:
0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ<
excluding the space character.

A.3.16.6 Test case SE_.EDS_MRZ_005

Testcase-ID AQS SE_LDS_MRZ_005
Purpose é\) This test checks the encoding and value of the “Check digit” element.

Verslor, N 1.2

Refelentes ISQ/IEC 18013-3

Profile MRZ

Preconditions 1) The MRZ has been read from the IDL.
Test scenario 1) Analyse the 30th character of the MRZ.

2) Calculate the check digit over the characters in positions 1-29.
Expected results |[1) The 30th character of the MRZ shall have a numerical value.

2) The value of the encoded check digit shall match the calculated check digit.

A.3.16.7 Test case SE_LDS_MRZ_006

Test case-ID |SE_LDS_MRZ_OO6
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Purpose This test checks the consistency of the “Configuration” element with the actual
configuration of the IDL.
Version 1.2
References ISO/IEC 18013-3
Profile MRZ
Preconditions 1) The MRZ has been read from the IDL.
2) The 2nd character of the MRZ has been analysed.
Test scenario 1) Ifthe 2nd character contains a value other than “<”, perform the security
mechanismindicatedinthe “Conbiguration” element |
Expected rgsults |1) The “Configuration” element shall be consistent with the actual configurakion
of the card (e.g for “P”, it shall be possible to establish a secure chanpnel using
PACE, etc.)
A.3.16.8 Test case SE_LDS_MRZ_007
Test case-1D SE_LDS_MRZ_007
Purpose This test checks successful establishment of BAP using'th€ correct MRZ.
Version 1.2
References ISO/IEC 18013-3
Profile MRZ, BAP
Preconditiops 1) The MRZ has been read from the IDL;
Test scenario 1) Establish BAP using the correct MRZ.
Expected rgsults |1) Establishment of BAP shall be successful.
A.3.16.9 Tes$t case SE_LDS_MRZ_008
Test case-ID SE_LDS_MRZ_008
Purpose This test checks that'BAP shall not be established when using an incorrect MRZ.
Version 1.2
References ISO/IEC 18013-3
Profile MRZ, BAR
Preconditiops 1) TheMRZ has been read from the IDL.
2} <At least 1 character of the “Discretionary data” element has been modified.
Testscenarjo v 1) Establish BAP using the modified MRZ.
Expected rengt}J 1) Establishment of BAP shall fail.
A.3.16.10 Test case SE_LDS_MRZ_009
Test case-ID SE_LDS_MRZ_009
Purpose This test checks successful performance of NMA using the correct MRZ.
Version 1.2
References ISO/IEC 18013-3
Profile MRZ, NMA
Preconditions 1) The MRZ has been read from the IDL.
Test scenario 1) Perform NMA using the correct MRZ.
Expected results |1) Performance of NMA shall be successful.
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A.3.16.11 Test case SE_LDS_MRZ_010
Test case-ID SE_LDS_MRZ_010
Purpose This test checks that NMA shall not be successful when using an incorrect MRZ.
Version 1.2
References ISO/IEC 18013-3
Profile MRZ, NMA
Preconditions 1) The MRZ has been read from the IDL.
7) At least 1 character of the “Discretionarv data” element has been modified.
Testscenario 1) Perform NMA using the modified MRZ.
Expqcted results |1) Performance of NMA shall fail.
A.3.16.12 Test case SE_LDS_MRZ_011
Test|case-ID SE_LDS_MRZ_011
Purpose This test checks successful establishment of PACE, using the correct MRZ.
Verslon 1.2
References ISO/IEC 18013-3
Prof]le MRZ, PACE
Precpnditions 1) The MRZ has been read from the IDL.
Test[Scenario 1) Establish PACE using the corréct MRZ.
Expqcted Results [1) Establishment of PACE shall'be successful.
A.3.16.13 Test case SE_LDS_MRZ_012
Test|case-ID SE_LDS_MRZ_012
Purpose This test checks\that PACE shall not be established when using an incofrect MRZ.
Versjon 1.2
References ISO/IEC 18013-3
Prof]le MRZ; PACE
Precpnditions 1) ~The MRZ has been read from the IDL.
O§ 2) Atleast 1 character of the “Discretionary data” element has been nmpodified.
Test scenar@\ 1) Establish PACE using the modified MRZ.
Expdcted rgsults [1) Establishment of PACE shall fail.
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B.1 Gene

This annex

B.2 General test requirements

B.2.1 Preg¢onditions for testing

The tests in this annex require a fully personalized IDL. This means that all mandatory data groupg
be present. This annex tests all mandatory ISO/IEC 7816 commands of the SIC/ There are additions
units for testing of optional features such as PACE, BAP, EAC and NMA.

All tests are

B.2.2 Tes

For setting ip these tests, any reader for communicating-with SIC compliant with the ISO/IEC
series or the

command ch

A three-leve
otherwise.

For SIC supp
behavior wi
changed. Foj
tests have b
Therefore, it

B.2.3 Imp
In ordertos

ISO/IEC 180
security me

Annex B
(normative)

Test case specification: Commands for SE on SIC

ral

ecifies the test cases for commands implemented for SE on SIC.

andatory unless marked as optional or conditional.

setup

ISO/IEC 14443 series can be used. The reader shall support extended length APDU
aining.

certificate hierarchy is applicable fer'EAC in all test cases except where explicitly spe

orting EAC, this test case specification contains certain test cases which verify the
kh expired certificates. During these tests, the effective date stored inside the c}
these tests, a set of certificates can be used only once with a single IDL sample. After
een performed, another sample or a new set of certificates is needed to repeat the
is recommendedtoperform these tests as the last one in a test sequence.

lementatioh.conformance statement
bt up the tests properly, Tables B.1 and B.2 shall be completed.

13-2. defines several optional elements that may be supported by an IDL. This ing

shall
I test

7816
s and

rified

IDLs
nip is
these
tests.

ludes

hanisms like PACE, BAP, EAC and AA as well as additional data groups (DG 2 to DG 14

).

Since these elements are optional, it is not possible to define the corresponding tests as mandatory for
each IDL. Therefore, this document specifies a set of profiles. Each profile covers a specific optional
element. A tested IDL shall be assigned to the supported profiles in the ICS, and a test shall only be
performed if the IDL supports this profile.

NOTE

these data groups implicitly.
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Table B.1 — Implementation conformance statement

Applicable Protection level

Profile Information for test setup (Plain, BAP, PACE
(YES or NO) or EAC)
Plain Neither BAP nor PACE protected
0ddIns Read Binary with odd instruction byte supported
SMI Security Mechanism Indicator
DG2 IDL contains elementary file with LDS Data Group 2
DG3 IDL contains elementary file with LDS Data Group 3
DG4 IDL contains elementary file with LDS Data Group 4
DG5 IDL contains elementary file with LDS Data Group 5 (\'\J
DG6 IDL contains elementary file with LDS Data Group 6 N ‘l/v
DG7 IDL contains elementary file with LDS Data Group 7 L0y
DG8 IDL contains elementary file with LDS Data Group 8 Q
DG9 IDL contains elementary file with LDS Data Group 9 7\\0
DG10Q IDL contains elementary file with LDS Data Group 10 /,C)
DG11 IDL contains elementary file with LDS Data Group 11’\\\\/
PA Passive Authentication K ™~
AA Active Authentication A -
AA{ECDSA AA ECDSA algorithm &
AA{RSA AA RSA algorithm N\
NMA Non-Match Alert ) § )
BAP Basic Access Protection O,

EAC (CA+TA) Extended Access Control v1. \'\(\V

Chip Authentication is ba@%n Elliptic Curve Dif-
fie-Hellman and Terminal Authentication is based on

Elliptic curve algorithm
CA-KAT Chip Authentigqﬁ‘bn‘with MSE:Set KAT
CA-ATGA Chip Authentication with MSE:Set AT &

General éut nticate

CA-KEYREF Chip hentication may use Explicit key

sel n (Keyld is used in ChipAuthenticationInfo
hipAuthenticationPublicKeyInfo)

. S(CA-KEYREF profile used in [TR-ICAO Part 3])

4
O\CTerminal Authentication supports the migration
% of the cryptographic algorithm (MIG profile used
,Q in [BSI TR-03105-3.2])

TA- D%ﬁ Terminal Authentication supports Certificate
date validation (DATE profile used in
[BSI TR-03105-3.2])

PACE Password Authenticated Connection Establishment

TA-MIG
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Table B.2 — Configuration information

Supported

Profile Configuration information

PA Provide the country signing certificate name:

BAP Provide the reference string provided with the samples:

EAC Provide the Chip Authentication configuration list described in the EF.DG14
(Algorithm OID + Public Key parameters):

Chip Authentication with MSE:Set AT & General Authenticate for 3DES.algorithm support
YES/NO

Provide the Invalid key ID for explicit key selection (requiredfer Test case 1ISO7816_1_14 and
Test case 1ISO 7816_11_13 of explicit key selection is supported)

Provide the Terminal authentication ECDSA algorithm (Key Size + Hash Algorithm):

Provide the Primary trust point certifieate information (Certification Authority Reference,
Effective date, Expiration date):

»

Note that for the test scenarios:coevered by this test plan the time span between “Effective date
and “Expiration date” shall be-at least 2 months, otherwise some tests will fail.

Provide the Primany trust point private key in PKCS 8 format:

+

Provide the list of the supported target Terminal Authentication ECDSA algorihm (Key Size
Hash*Algorithm):

DG11 Provide the template tag:

104 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013

Table B.2 (continued)

-4:2019(E)

Supported
Profile

Configuration information

PACE

parameters):

Provide the configuration list described in the EF.Card Access (Algorithm OID + Domain

Provide an invalid key reference for PACE (used in test case SE_ISO7816_PACE_09):

Provide an invalid password identifier for PACE (used in test case SE_ISO7816~PACE_

08):

Provide a valid PACE OID not supported by the SIC (used in test case. SE_ISO07816_P4
such an OID can't be provided, SE_ISO07816_PACE_68 is not applicable):

\CE_68 — if

Provide the command to send to the SIC to verify the Chip's ability to still require Sq
If not provided, use ‘00 BO 81 00 00".

cured APDU:

B.2.4

For n
defin
defin

It is
resul

the t¢
failury

The s

B.3

B.3.1

Verification of ISO/IEC 7816-4 status bytes

ost of the test cases defined in this document, the status bytes returned by the IDL ar
ed in ISO/IEC 18013-2 and ISO/IEG>18013-3. In these cases the result analysis uses
bd in [SO/IEC 7816-4 in order to specify the expected result.

bnly checked that the respense belongs to the specified category. In cases where t
[ is unambiguously defined.in ISO/IEC 18013-2 and ISO/IEC 18013-3, the exact value i

es in the test cases.

tatus bytes are-defined in ISO/IEC 7816-4:2013, 5.6.

Test layer SE_ISO07816 — Security and command tests

Test unit SE_ISO07816_SelDF — SELECT DF Command

e not exactly
the scheme

he expected
5 specified in

st case. Proprietary status bytes outside the range of defined ISO status bytes will e treated as

B.3.1

.1 General

This test unit covers all tests about the SELECT DF command. The LDS specification requires the
selection of the LDS application by its AID. Since the AID is unique, selecting the application should be
possible regardless of the previously selected DF or EF. Selecting the LDS Application should also reset
the cards security state but this scenario is tested in the access control unit test.

B.3.1.2 Test case SE_ISO7816_SelDF_1

Test - ID SE_ISO7816_SelDF_1

Purpose Selecting the LDS application using the AID (positive test).
Version 1.0

© ISO/IEC 2019 - All rights reserved
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Profile

Preconditions

1) LDS application shall not be selected.

Test scenario

1) Send the given SELECT APDU to the IDL.
00 A4 04 0C07 A0 00 00 02 4802 00’

Expected results [1) P2 denotes “return no file information”, and there is no Le present. Therefore,

the response data field shall be empty. The IDL return status bytes '90 00".

B.3.1.3 Test case SE_ISO7816_SelDF_2

Test - ID SEFS073H6-SelbE2

Purpose Selecting the LDS application using the AID with a wrong CLA byte.
Version 1.0

Profile

Preconditiops 1) LDS application shall not be selected.

Test scenario

1) Send the given SELECT APDU to the IDL (wrong CLA).
80 A4 04 0C07 A0 00 00 02 48 02 00’

Expected rgsults

1) The IDL shall return an ISO Checking Error.

B.3.1.4 Test case SE_ISO7816_SelDF_3

Test - ID SE_ISO7816_SelDF_3

Purpose Selecting the LDS application using wrong AID.
Version 1.0

Profile

Preconditiops 1) LDS application shall not he selected.

Test scenario

1) Send the given SELECT.APDU to the IDL (wrong AID).
00 A4 04 0C07 A0 00 0002480201

Expected rgsults

1) The IDL shall return‘an ISO Checking Error.

B.3.1.5 Test case SE_ISO7816_SelDF_4

Test - ID SE_ISO7816)SelDF 4

Purpose Selectingthe LDS application using wrong P1 byte.
Version 1.0

Profile

R

Z

Preconditiohs C., 1) LDS application shall not be selected.
é pp

Test scenar N\

1) _Sendthe gi‘mn SELECT APDU to the IDI (‘Mrnng P1)

J

00 A4 84 0C07 A0 00 00024802 00’

Expected results

1) The IDL shall return an ISO Checking Error.

B.3.1.6 Testcas

e SE_IS07816_SelDF_5

Test - ID SE_ISO7816_SelDF_5

Purpose Selecting the LDS application using wrong P2 byte.
Version 1.0

Profile

Preconditions 1) LDS application shall not be selected.
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Test scenario

1) Send the given SELECT APDU to the IDL (wrong P2).
00 A4 048C 07 A0 00 0002480200’

Expected results

1) The IDL shall return an ISO Checking Error.

B.3.1.7 Test case SE_ISO7816_SelDF_6

Test - ID SE_ISO07816_SelDF_6

Purpose Selecting the LDS application using wrong Lc byte.

Version 1.0

Profile

Precpnditions 1) LDS application shall not be selected.

Testscenario 1) The tester shall ensure that the command with an incorrect Le byt¢ can be
transmitted from the reader to the IDL under test.

2) Send the given SELECT APDU to the IDL (wrong Lc).

00 A4 04 0C 08 A0 00 00 02 48 02 00’

Expdcted results [1) The reader should be able to transmit the command with an incorrgct Lc byte.
If not, the test result shall be recorded as in¢enclusive.

2) The IDL shall return an ISO Checking Error.

B.3.1{8 Test case SE_ISO7816_SelDF_7

Test}|- ID SE_ISO7816_SelDF_7

Purgose Selecting twice the LDS application.

Versjon 1.0

Profile

Precpnditions 1) LDS applicationshall be selected.

Testscenario 1) Send the given SELECT APDU to the IDL.
00 A4 040C 07 A0 00 00 02 4802 00’

Expgcted results (1) The IDDIishall return’90 00’ with an empty data field.

B.3.2 Test unit SE_ISO7816_SecBAP- Security conditions of BAP protected IDL

B.3.211 General

This ninit tests.the security conditions of a BAP protected IDL. It shall not be possible to rea¢l the content

of an
REAI

i present file. The tests of this unit try to access the files with an explicit SELECT EF
BINARY command with implicit file selection via the SFI and unsecured READ B

command, a
NARY while

acce

1S grontadl
SIS grarncear

When accessing to EAC protected DG, extended access control shall be granted.

B.3.2.2 Testcase SE_ISO7816_SecBAP_1

Test - ID SE_ISO7816_SecBAP_1

Purpose Selecting EF.COM

Version 1.0

Profile BAP

Preconditions 1) LDS application shall be selected.

© ISO/IEC 2019 - All rights reserved
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Test scenario

1) Send the given SELECT APDU to the IDL.
'00 A4 02 0C0200 1E’

Expected results

1) The IDL shall return status bytes '69 82".

B.3.2.3 Test case SE_ISO7816_SecBAP_2

Test - ID SE_ISO7816_SecBAP_2

Purpose Selecting EF.SOD file.

Version 1.0

Profile BAP, PA

Preconditiops 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
'00 A4 02 0C 0200 1D’

Expected rgsults |1) The IDL shall return status bytes '69 82'.

B.3.2.4 Tes$t case SE_ISO7816_SecBAP_3

Test - ID SE_ISO7816_SecBAP_3

Purpose Selecting EF.DG1

Version 1.0

Profile BAP

Preconditiops 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
‘00 A4 020C020001

Expected rgsults |1) The IDL shall return status\bytes '69 82’.

B.3.2.5 Test case SE_ISO7816_SecBAP_4

Test - ID SE_ISO7816_SecBAR 4

Purpose Selecting EF.DG2

Version 1.0

Profile BAP, DG2

Preconditiops 1) LDSapplication shall be selected.

Test scenario 1)~Send the given SELECT APDU to the IDL.
d '00 A4 02 0C 020002’

Expected resq);g, 1) The IDL shall return status bytes ‘69 82".

B.3.2.6 Test case SE_ISO7816_SecBAP_5

Test - ID SE_ISO7816_SecBAP_5

Purpose Selecting EF.DG3

Version 1.0

Profile BAP, DG3

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 0003’

Expected results |1) The IDL shall return status bytes '69 82'.
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Test - ID SE_ISO7816_SecBAP_6

Purpose Selecting EF.DG4

Version 1.0

Profile BAP, DG4

Preconditions 1) LDS application shall be selected.

Test scenario

1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 04

Expdcted results

1) TheIDL shall return status bytes 69 o4".

B.3.2l8 Testcase SE_ISO7816_SecBAP_7

Test}|- ID SE_ISO7816_SecBAP_7

Purpose Selecting EF.DG5

Versjon 1.0

Profile BAP, DG5

Precpnditions 1) LDS application shall be selected.

Test scenario

1) Send the given SELECT APDU to the IDL:
'00 A4 02 0C 02 0005

Expgcted results

1) The IDL shall return status byt€sy69 82,

B.3.2l9 Test case SE_ISO7816_SecBAP_8

Test| ID SE_ISO07816_SecBAP_8

Purpose Selecting EF.DG6

Versjon 1.0

Profile BAP, DG6

Precpnditions 1) LDS applieation shall be selected.

Test scenario

1) Send the given SELECT APDU to the IDL.
'00°A4 02 0C 02 00 06’

Expqcted results

1)~ ~The IDL shall return status bytes '69 82’.

B.3.2l10 Test case SE_1SO7816_SecBAP_9

Test|- I]l)(?‘

SE_ISO07816_SecBAP_9

Purp o§§/ Selecting EF.DG7

Version 1.0

Profile BAP, DG7

Preconditions 1) LDS application shall be selected.

Test scenario

1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 020007’

Expected results

1) The IDL shall return status bytes ‘69 82".

B.3.2.11 Test case SE_ISO7816_SecBAP_10

Test - ID

SE_ISO7816_SecBAP_10

Purpose

Selecting EF.DG8
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Version 1.0

Profile BAP, DG8

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 08’

Expected results [1) The IDL shall return status bytes 69 82’.

B.3.2.12 Test case SE_ISO7816_SecBAP_11

Test - 1D SE_ISU/0616_SecBAP_11
Purpose Selecting EF.DG9
Version 1.0

Profile BAP, DG9

Preconditiops 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 09’

Expected rgsults |1) The IDL shall return status bytes '69 82’.

B.3.2.13 Test case SE_ISO7816_SecBAP_12

Test - ID SE_ISO07816_SecBAP_12
Purpose Selecting EF.DG10
Version 1.0

Profile BAP, DG10

Preconditiops 1) LDS application shall be selected.

Test scenarijo 1) Send the given SELECT\APDU to the IDL.
00 A4 02 0C 02 00,07

Expected rgsults |1) The IDL shall return status bytes '69 82’.

B.3.2.14 Test case SE_ISO7816_SecBAP_13

Test - ID SE_ISO7816/SecBAP_13

Purpose Selecting EF.DG11

Version 1.0

Profile _{BAP, DG11

Preconditio ngQ)’ 1) LDS application shall be selected.

Test scenario— 1—Semdthegivenr SEEECT APDUtothe DL
00 A4 02 0C 02 00 OB’

Expected results [1) The IDL shall return status bytes ‘69 82’.

B.3.2.15 Test case SE_ISO7816_SecBAP_14

Test - ID SE_ISO07816_SecBAP_14

Purpose Selecting EF.DG12

Version 1.0

Profile BAP, NMA

Preconditions 1) LDS application shall be selected.
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Test scenario

1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 OC’

Expected results

1) The IDL shall return status bytes '69 82".

B.3.2.16 Test case SE_ISO7816_SecBAP_15

Test - ID SE_ISO7816_SecBAP_15

Purpose Selecting EF.DG13

Version 1.0

Profile BAP, AA

Precpnditions 1) LDS application shall be selected.

Testscenario 1) Send the given SELECT APDU to the IDL.
00 A4 02 0C 02 00 OD’

Expdcted results [1) The IDL shall return status bytes '69 82’.

B.3.2{17 Test case SE_ISO7816_SecBAP_16

Test|- ID SE_ISO07816_SecBAP_16

Purpose Selecting EF.DG14

Versjon 1.2

Profile BAP, (EAC or PACE or AA-ECDSA)

Precpnditions 1) LDS application shall be selected.

Test scenario 1) Send the given SELECT ARBU to the IDL.
00 A4 02 0C 02 00 OF’

Expdcted results [1) The IDL shall return status bytes '69 82’.

B.3.2{18 Test case SE_ISO07816_SecBAP_17
Test}|- ID SE_ISO07816.SecBAP_17
Purgose Accesing the EF.COM by READ BINARY with SFI.
Versjon 1.0
Profile BAR
Precpnditions g 1) LDS application shall be selected.
Test scenari(OQ“ 1) Send the given READ BINARY APDU to the IDL.

<N\ 00 BO 9E 00 00’
Expe c%ﬂ;sults 1) Since read access is prohibited without BAP, the response field shal|] be empty.

A The IDL shall return status bytes '69 82’.
B.3.2.19 Test case SE_ISO7816_SecBAP_18
Test - ID SE_ISO7816_SecBAP_18
Purpose Accessing the EF.SOD (READ BINARY with SFI).
Version 1.0
Profile BAP, PA
Preconditions 1) LDS application shall be selected.
Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 BO 9D 00 00’
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Expected results

1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82",

B.3.2.20 Test case SE_ISO7816_SecBAP_19

Test - ID SE_ISO7816_SecBAP_19

Purpose Accessing the EF.DG1 (READ BINARY with SFI).

Version 1.0

Profile BAP

Preconditiops T)~ LCDSapplication shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 81 00 00’

Expected rgsults [1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.21 Test case SE_ISO7816_SecBAP_20
Test - ID SE_ISO7816_SecBAP_20
Purpose Accessing the EF.DG2 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG2
Preconditiops 1) LDS application shall be selected.
Test scenario 1) Send the given READ BINARY ARDUY'to the IDL.
00 B0 82 00 00’
Expected results |1) Since read access is prohibited without BAP, the response field shall be empty.

The IDL shall return statusbytes '69 82’.

B.3.2.22 Tes$t case SE_ISO7816_SecBAP_21
Test - ID SE_ISO7816_SecBAP 21
Purpose Accessing the EE.DG3 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG3
Preconditiops 1) ~LDS application shall be selected.
Test scenario 1)_) Send the given READ BINARY APDU to the IDL.
I '00B083 0000’
Expected res@s 1) Si‘nce reac‘i access is prohibi'Eed Wi’Fhout BAP, the response field shall be empty.
The iDL Shall Teturn status bytes 69 82~

B.3.2.23 Test case SE_ISO7816_SecBAP_22

Test - ID SE_ISO7816_SecBAP_22

Purpose Accessing the EF.DG4 (READ BINARY with SFI).

Version 1.0

Profile BAP, DG4

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 84 00 00’
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Expected results

1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.24 Test case SE_ISO7816_SecBAP_23

Test - ID SE_ISO7816_SecBAP_23

Purpose Accessing the EF.DG5 (READ BINARY with SFI).

Version 1.0

Profile BAP, DG5

Precpnditions TJ_ LDS application shall be selected.

Testscenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 8500 00’

Expqcted results |1) Since read access is prohibited without BAP, the respongse field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2{25 Test case SE_ISO7816_SecBAP_24

Test|- ID SE_ISO7816_SecBAP_24

Purpose Accessing the EF.DG6 (READ BINARY with.SF}).

Versjon 1.0

Profile BAP, DG6

Precpnditions 1) LDS application shall be selected.

Testscenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 86 00 00’

Expgcted results [1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return’'status bytes '69 82’.

B.3.2

126 Test case SE_ISO7816_SecBAP_25

Test| ID

SE_ISO7816xSecBAP_25

Purgose

Accessing the EF.DG7 (READ BINARY with SFI).

Verslon

1.0

Profile

BAP, DG7

onditionsoS

Prec

1) LDS application shall be selected.

Test

R N\
scena@
C

1) Send the given READ BINARY APDU to the IDL.

’00 B0 87 00 00’

Expe

c@\fesults

1) Since read access is prohibited without BAP, the response field shalll be empty.

The IDL shall return status bytes 69 82

B.3.2.27 Test case SE_ISO7816_SecBAP_26

Test - ID SE_ISO7816_SecBAP_26

Purpose Accessing the EF.DG8 (READ BINARY with SFI).
Version 1.0

Profile BAP, DG8

Preconditions 1) LDS application shall be selected.

Test scenario

1) Send the given READ BINARY APDU to the IDL.
00 B0 88 00 00’
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Expected results

1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82",

B.3.2.28 Test case SE_ISO7816_SecBAP_27

Test - ID SE_ISO7816_SecBAP_27

Purpose Accessing the EF.DG9 (READ BINARY with SFI).

Version 1.0

Profile BAP, DG9

Preconditiops T)~ LCDSapplication shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
00 B0 89 00 00’

Expected rgsults [1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.29 Tes$t case SE_ISO7816_SecBAP_28
Test - ID SE_ISO7816_SecBAP_28
Purpose Accessing the EF.DG10 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG10
Preconditiops 1) LDS application shall be selected.
Test scenario 1) Send the given READ BINARY ARDUY'to the IDL.
00 BO 8A 00 00’
Expected results |1) Since read access is prohibited without BAP, the response field shall be empty.

The IDL shall return statusbytes '69 82’.

B.3.2.30 Tes$t case SE_ISO7816_SecBAP_29
Test - ID SE_ISO7816_SecBAP 29
Purpose Accessing the EE.DG11 (READ BINARY with SFI).
Version 1.0
Profile BAP, DG11
Preconditiops 1) ~LDS application shall be selected.
Test scenario 1)_) Send the given READ BINARY APDU to the IDL.
I '00B08B 0000
Expected res@s 1) Si‘nce reac‘i access is prohibi'Eed Wi’Fhout BAP, the response field shall be empty.
The iDL Shall Teturn status bytes 69 82~

B.3.2.31 Test case SE_ISO7816_SecBAP_30

Test - ID SE_ISO7816_SecBAP_30

Purpose Accessing the EF.DG12 (READ BINARY with SFI).

Version 1.0

Profile BAP, NMA

Preconditions 1) LDS application shall be selected.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
’00 B0 8C 00 00’
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Expected results

1) Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes '69 82’.

B.3.2.32 Test case SE_ISO7816_SecBAP_31

Test - ID SE_ISO7816_SecBAP_31
Purpose Accessing the EF.DG13 (READ BINARY with SFI).
Version 1.0
Profile BAP, AA
Precpnditions TJ_ LDS application shall be selected.
Testscenario 1) Send the given READ BINARY APDU to the IDL.
00 BO 8D 00 00’
Expqcted results |1) Since read access is prohibited without BAP, the respongse field shall be empty.

The IDL shall return status bytes '69 82’.

B.3.2133 Test case SE_ISO7816_SecBAP_32
Test|- ID SE_ISO7816_SecBAP_32
Purgose Reading the EF.DG14 (READ BINARY with S¥1).
Versjon 1.2
Prof]le BAP, (EAC or PACE or AA-ECDSA)
Precpnditions 1) LDS application shall be selected.
Testscenario 1) Send the given READ BINARY APDU to the IDL.
00 BO8E 00 00’
Expgcted results [1) Since read access is prohibited without BAP, the response field shall be empty.

The IDL shall return’'status bytes '69 82’.

B.3.2{34 Test case SE_ISO07816_SecBAP_33
Test|- ID SE_ISO7816:5ecBAP_33
Purgose Accessing the EF.COM file with READ BINARY. The test verifies the enfdrcement of
Secure*Messaging while basic access is granted.
Versjon 10
Profile _AS[BAP
Prec Dnditio@v 1) LDS application shall be selected and basic access shall be granted.
Test scer@ 1) Send the given READ BINARY (SFI) APDU for EF.COM to the IDL.
\Q/ '0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
2) Send the given READ BINARY APDU as a plain unprotected APDU to the IDL.
00 BO 00 00 00’
Expected results [1) The IDL shall return 6 bytes of response data and status bytes '90 00’ within a
valid Secure Messaging encoding.
2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.35 Test case SE_ISO7816_SecBAP_34

Test - ID

SE_ISO7816_SecBAP_34

Purpose

Accessing the EF.SOD file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.
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Version 1.0
Profile BAP, PA
Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario

1) Send the READ BINARY (SFI) APDU for EF.SOD to the IDL.
’'0C B0 9D 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’

Expected results

1) The IDL shall return 6 bytes of content data and status bytes ‘90 00’ within a

valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.36 Tes$t case SE_ISO7816_SecBAP_35

Test - ID SE_ISO7816_SecBAP_35

Purpose Accessing the EF.DG1 file with READ BINARY. The test verifies the enforcemenit of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP

Preconditiops 1) LDS application shall be selected and basic access shall be granted.

Test scenario

1) Send the given READ BINARY (SFI) APDU for EF.DG1 to the IDL.
'0CB0 81 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 B0 00 00 00’

Expected rgsults

1) The IDL shall return 6-hytes of content data and status bytes '90 00’ withih a
valid Secure Messaging encoding.

2) The IDL shall r¥etdrn ISO checking error without Secure Messaging encoding.

B.3.2.37 Tes$t case SE_I1SO7816_SecBAP_36

Test - ID SE_ISQ7816_SecBAP_36

Purpose Accessing the EF.DG2 file with READ BINARY. The test verifies the enforcemenit of
Secure Messaging while basic access is granted.

Version ) (" 1.0

Profile |« |BAP, DG2

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario

1) Send the given READ BINARY (SFI) APDU for EF.DG2 to the IDL.
’'0C B0 82 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 B0 00 00 00’

Expected results

1) The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.38 Test case SE_ISO7816_SecBAP_37

-4:2019(E)

Test - ID SE_ISO7816_SecBAP_37
Purpose Accessing the EF.DG3 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.
Version 1.0
Profile BAP, DG3
Preconditions 1) LDS application shall be selected and basic access shall be granted.
Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG3 to the IDL.
NCc DN OD AN NI Q7 N1 N O NO ral N ] favald
2) Send the given READ BINARY APDU as a plain unprotected APDU t¢ the
Driving licence.
00 BO 00 00 00’
Expqcted results |1) The IDL shall return 6 bytes of content data and status‘bytes ‘90 0’ within a
valid Secure Messaging encoding.
2) The IDL shall return ISO checking error without Secure Messaging encoding.
B.3.2/39 Test case SE_ISO7816_SecBAP_38
Test|- ID SE_ISO7816_SecBAP_37
Purpose Accessing the EF.DG4 file with READ BINARY. The test verifies the enfofcement of
Secure Messaging while basic access is granted.
Versjon 1.0
Profile BAP, DG4
Precpnditions 1) LDS application shall be selected and basic access shall be granted.
Testscenario 1) Send the READ BINARY (SFI) APDU for EF.DG4 to the IDL.
'0C B0 84 00,0D97 01 06 8E 08 <Checksum> 00’
2) Send thegiven READ BINARY APDU as a plain unprotected APDU t¢ the
Drivinglicence.
00 BO-00 00 00’
Expgcted results |1) ~The IDL shall return 6 bytes of content data and status bytes ‘90 0(Q’ within a
valid Secure Messaging encoding.
1
_~52) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2140 Test case SE_ISO7816_SecBAP_39

Test L1 SE_1SQ7816 SecBAP 39
Purpose Accessing the EF.DG5 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.
Version 1.0
Profile BAP, DG5
Preconditions 1) LDS application shall be selected and basic access shall be granted.
Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DGS5 to the IDL.
’'0C B0 85 000D 97 01 06 8E 08 <Checksum> 00’
2) Send the given READ BINARY APDU as a plain unprotected APDU to the

Driving licence.
00 BO 00 00 00’
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Expected results [1) The IDL shall return 6 bytes of content data and status bytes 90 00’ within a

valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.41 Test case SE_I1SO07816_SecBAP_40

Test - ID SE_ISO07816_SecBAP_40

Purpose Accessing the EF.DG6 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG6

Preconditiops 1) LDS application shall be selected and basic access shall be granted.

Test scenarijo 1) Send the given READ BINARY (SFI) APDU for EF.DG6 to the IDL;

'0CB0 86 000D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 B0 00 00 00’

Expected rgsults [1) The IDL shall return 6 bytes of content data and-status bytes ‘90 00" withip a

valid Secure Messaging encoding.

2) The IDL shall return ISO checking error-without Secure Messaging encoding.

B.3.2.42 Test case SE_ISO7816_SecBAP_41

Test - ID SE_ISO07816_SecBAP_41

Purpose Accessing the EF.DG7 file with-READ BINARY. The test verifies the enforcemenit of
Secure Messaging while basi¢’access is granted.

Version 1.0

Profile BAP, DG7

Preconditiops 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG7 to the IDL.

'0C BO-8700 0D 97 01 06 8E 08 <Checksum> 00’

2) Sendthe given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
‘00 BO 00 00 00’

Expected result{j 1) The IDL shall return 6 bytes of content data and status bytes 90 00’ within a

valid Secure Messaging encoding.

NS

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.43 Test case SE_ISO7816_SecBAP_42

Test - ID SE_ISO07816_SecBAP_42

Purpose Accessing the EF.DG8 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG8

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG8 to the IDL.
’'0C B0 88 00 0D 97 01 06 8E 08 <Checksum> 00’
2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’
Expected results [1) The IDL shall return 6 bytes of content data and status bytes ‘90 00’ within a
valid Secure Messaging encoding.
2) The IDL shall return ISO checking error without Secure Messaging encoding.
B.3.2]44 Test case SE_ISO7816_SecBAP_43
Test|- ID SE_ISO7816_SecBAP_43
Purpose Accessing the EF.DG9 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.
Versjon 1.0
Profile BAP, DG9
Precpnditions 1) LDS application shall be selected and basic accéss shall be granted.
Testscenario 1) Send the given READ BINARY (SFI) APDU for EF.DGO to the IDL.
'0C B0 89 000D 97 01 06 8E 08 <Cheecksum> 00’
2) Send the given READ BINARY ARDU as a plain unprotected APDU t¢ the
Driving licence.
00 BO 00 00 00’
Expgcted results |1) The IDL shall return 6 bytes of content data and status bytes ‘90 0(Q’ within a
valid Secure Messaging.encoding.
2) The IDL shall return’ISO checking error without Secure Messaging encoding.
B.3.2l45 Test case SE_ISO7816_SecBAP_44
Test|- ID SE_ISO7816:SecBAP_44
Purpose Accessing the EF.DG10 file with READ BINARY. The test verifies the enfprcement of
Secure*Messaging while basic access is granted.
Versjon 1.0
Prof]le A NBAP, DG10
Prec Dnditio@‘ 1) LDS application shall be selected and basic access shall be granted.
Test sce@ 1) Send the given READ BINARY (SFI) APDU for EF.DG10 to the IDL.
\Q/ ’'0C B0 8A 00 0D 97 01 06 8E 08 <Checksum> 00’
2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’
Expected results |1) The IDL shall return 6 bytes of content data and status bytes 90 00’ within a
valid Secure Messaging encoding.
2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.46 Test case SE_ISO7816_SecBAP_45

|Test

-ID

|SE_ISO7816_SecBAP_45
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Purpose Accessing the EF.DG11 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG11

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG11 to the IDL.
’0C B0 8B 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’

Expected rgsults [1) The IDL shall return 6 bytes of content data and status bytes '90 00" @rithip a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.47 Tes$t case SE_1SO7816_SecBAP_46

Test - ID SE_ISO7816_SecBAP_46

Purpose Accessing the EF.DG12 file with READ BINARY. The'test verifies the enforcement of
Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, NMA

Preconditiops 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SF1) APDU for EF.DG12 to the IDL.
'0C B0 8C 000D 97 01 06 8E@8<Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
‘00 BO 00 00 00’

Expected rgsults |1) The IDL shall return 6 bytes of content data and status bytes "90 00’ withip a
valid Secureessaging encoding.

2) The IDLshall return ISO checking error without Secure Messaging encoding.

B.3.2.48 Test case SE_ISO7816_SecBAP_47

Test - ID SE)SO7816_SecBAP_47

Purpose C Accessing the EF.DG13 file with READ BINARY. The test verifies the enforcement of
\g/ Secure Messaging while basic access is granted.

Version T0

Profile BAP, AA

Preconditions 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG13 to the IDL.
’'0C B0 8D 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Send the given READ BINARY APDU as a plain unprotected APDU to the
Driving licence.
00 BO 00 00 00’

Expected results [1) The IDL shall return 6 bytes of content data and status bytes ‘90 00" within a
valid Secure Messaging encoding.

2) The IDL shall return ISO checking error without Secure Messaging encoding.

120 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013

-4:2019(E)

B.3.2.49 Test case SE_ISO7816_SecBAP_48
Test - ID SE_ISO7816_SecBAP_48
Purpose Accessing the EF.DG14 file with READ BINARY. The test verifies the enforcement of
Secure Messaging while basic access is granted.
Version 1.2
Profile BAP, (EAC or PACE or AA-ECDSA)
Preconditions 1) LDS application shall be selected and basic access shall be granted.
Test scenario 1) Send the given READ BINARY (SFI) APDU for EF.DG14 to the IDL.
Necppnon nn N Q7 N1 N O NO Ll ] o0’
2) Send the given READ BINARY APDU as a plain unprotected APDU t¢ the
Driving licence.
00 BO 00 00 00’
Expqcted results |1) The IDL shall return 6 bytes of content data and status‘bytes ‘90 0’ within a
valid Secure Messaging encoding.
2) The IDL shall return ISO checking error without Secure Messaging encoding.
B.3.3 Test unit SE_ISO7816_BAP — Basic access protection
B.3.3l1 General
This pnit checks the BAP implementation of the IDL:)The complete BAP access mechani$m is tested,

inclugling robustness tests with invalid input data.
This finit only applies to BAP protected IDLs.
B.3.3{2 Test case SE_ISO7816_BAP_1
Test|- ID SE_ISO7816_BAP(1
Purgose Verification ofithe GET CHALLENGE command (positive test).
Versjon 1.0
Profile BAP
Precpnditions 1) ( bDS application shall be selected and basic access shall not have begn
performed.
Testscenario QS 1) Send the given GET CHALLENGE APDU to the IDL.
@) 0084 00 00 08’
O% 2) Send the same GET CHALLENGE APDU to the IDL.

& 00 84 00 00 08’

Expected results (1) The IDL shall return 8 random bytes of content data and status bytes "90 00’.
2) The IDL shall return 8 different random bytes of content data and status bytes
90 00°.

B.3.3.3 Test case SE_ISO7816_BAP_2
Test - ID SE_ISO7816_BAP_2
Purpose Checking the response to the MUTUAL AUTHENTICATE command (positive test).
Version 1.2
Profile BAP
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Preconditions

1y

LDS application shall be selected and basic access shall not have been
performed.

Test scenario

1y

2)

Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

Send the given MUTUAL AUTHENTICATE APDU to the IDL.

The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.

00 82 00 00 28 <Data> 28’

Expected results

1y

The IDL shall return 8 random bytes of content data and status bytes '90 00’.

2)

The response from the IDL shall be verified as specified in ISO/IEC 18013:B.
The returned status bytes shall be "90 00.

B.3.3.4 Test case SE_ISO7816_BAP_3

Test - ID SE_ISO7816_BAP_3

Purpose Checking the authentication failure response to the MUTUAL AUTHENTICATE
command.

Version 1.2

Profile BAP

Preconditiops 1) LDS application shall be selected and basic a¢cess shall not have been

performed.

Test scenario

1y

2)

Send the given GET CHALLENGE APDU to the IDL.
00 84 00 00 08’

Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with an incorrect reference string for the
IDL under test.

00 82 00 00 28 <Data>\28’

Expected rgsults

iy
2)

The IDL shall return-8 random bytes of content data and status bytes '90 (0’.

The IDL shalkreturn an ISO warning or ISO checking error.

B.3.3.5 Test case SE_ISO7816:-BAP_4

Test - ID SE_ISO7816_BAP_4
Purpose Chécking the authentication failure response to the MUTUAL AUTHENTICATE
eommand.

Version /‘C 1.2

Profile [ [BAP

Preconditions 1) LDS application shall be selected and basic access shall not have been
performed. The GET CHALLENGE command shall not have been executed.
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Test scenario

1)

2)

3)

Send the given MUTUAL AUTHENTICATE APDU to the IDL.

The field <Data> shall be computed with the challenge '00 00 00 00
00".

00 82 00 00 28 <Data> 28’

Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

Send the given GET CHALLENGE APDU to the IDL.
0084 0000 08’

Qanr‘ f]qn rn"c\n ]\/”]T]]AI AI]T”E WMMT “ FE A PDU to the 1D

The field <Data> shall be computed with the challenge returned in
’00 82 00 00 28 <Data> 28’

000000

step 2.

Exp¢qcted results

1)
2)
3)
4)

The IDL shall return an ISO warning or ISO checking erron
The IDL shall return 8 random bytes of content data ahd-status byt
The IDL shall return 8 random bytes of content ddta-and status byt

The IDL shall return an ISO warning or ISO cheécking error.

es’90 00’
es’90 00’

B.3.3l6 Test case SE_ISO7816_BAP_5

Test| ID SE_ISO7816_BAP_5

Purgose Checking of the MUTUAL AUTHENTICATE command (robustness test).

Versjon 1.2

Profile BAP

Precpnditions 1) LDS application shall'be selected and basic access shall not have begn
performed.
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Test scenario 1) Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

2) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.
The CLA byte is set to a wrong value.
80 82 00 00 28 <Data> 28’

3) Send the given GET CHALLENGE APDU to the IDL.
00 84 00 00 08’

4) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 3 gnd
the reference string for the IDL under test.
The P1 byte is set to a wrong value.

00 82 60 00 28 <Data> 28’

5) Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

6) Send the given MUTUAL AUTHENTICATE APDU te.the IDL.
The field <Data> shall be computed with the challenge returned in step 5 gnd
the reference string for the IDL under test.
The P2 byte is set to a wrong value.

00 82 00 60 28 <Data> 28’

7) Send the given GET CHALLENGE APDU to the IDL.
00 84 00 00 08’

8) Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 7 gnd
the reference string for:the IDL under test.

The <Lc> field is set to a wrong value (advice: use Lc = Lc+1).
’00 82 00 00 29 <Data> 28’

Expected rgsults |1) The IDL shallretdrn 8 random bytes of content data and status bytes '90 (0’.

2) The IDL shall return an ISO warning or ISO checking error.
3) TheDL/shall return 8 random bytes of content data and status bytes 90 ({0’
4) _The'IDL shall return an ISO warning or ISO checking error.

5)-/ The IDL shall return 8 random bytes of content data and status bytes 90 ({0".

9
\Q/C' 6) The IDL shall return an ISO warning or ISO checking error.

7) The IDL shall return 8 random bytes of content data and status bytes 90 00".

8) The IDL shall return an ISO warning or ISO checking error.

B.3.3.7 Test case SE_ISO7816_BAP_6

Test - ID SE_ISO7816_BAP_6

Purpose Checking the response to the MUTUAL AUTHENTICATE command with a cor-
rupted MAC.

Version 1.2

Profile BAP
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Preconditions

1)

LDS application shall be selected and basic access shall not have been
performed.

Test scenario

1y

2)

Send the given GET CHALLENGE APDU to the IDL.
0084 00 00 08’

Send the given MUTUAL AUTHENTICATE APDU to the IDL.

The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test. The very last bit of the computed
MAC is incremented by 1.

00 82 00 00 28 <Data> 28’

A3
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s’90 00’
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The IDL shall return an ISO warning or ISO checking error.

B.3.3l8 Testcase SE_ISO7816_BAP_7

D
\(</Q

N
X

Test|- ID SE_ISO7816_BAP_7
Purpose Checking the Secure Messaging encoding of a READ'BINARY with SFI.
Versjon 1.0
Profile BAP
Precpnditions 1) LDS application shall be selected and¢basic access shall be granted.
Testscenario 1) Send the given READ BINARY APBU to the IDL.
'0C BO9E 00 0D 97 01 06 8E 08<Checksum> 00’
2) Search for the cryptogram DO encoded in tag ‘87’ and decrypt it with current
session key.
3) Search for the processing status DO encoded in tag ‘99’ and verify dtatus bytes
received.
4) Search for thecryptographic checksum DO encoded in tag ‘8E’ and |verify it
with the current session key.
5) Search for further DO.
Expdcted results (1) The IDL shall return status bytes '90 00’.
2} “The response of step 1 shall contain the read data in a valid cryptogram

3)

4)

encoded in tag ‘87"

The response of step 1 shall contain SW1-SW2 encoded in tag ‘99’ that equals
the status bytes of the secured response.

The response of step 1 shall contain a valid cryptographic checksuin encoded

5)

e ()
III'tdg OL.

The response shall not contain any further data.

B.3.3.9 Test case SE_ISO7816_BAP_8

Test - ID SE_ISO7816_BAP_8

Purpose Checking the Secure Messaging encoding of a READ BINARY OddIns (‘B1") with SFI.
Version 1.2

Profile BAP, OddIns

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario 1) Send the given READ BINARY OddIns APDU to the IDL.
’0C B1 00 1E <Lc> 85 <Lgz> <Cryptogram> 97 01 06 8E 08 <Checksum> 00’
— <Cryptogram> is encrypted offset DO with padding data. Offset DO is
’54 01 00°
2) Search for the cryptogram DO encoded in tag ‘85’ and decrypt it with current
session key.
3) Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.
4) Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify iit
with the current session key.
5) Search for further DO.
Expected rgsults |1) The IDL shall return status bytes 90 00".
2) Theresponse of step 1 shall contain the read data in a valid-cryptogram
encoded in tag ‘85’. The data shall be encapsulated in PQ ‘53".
3) The response of step 1 should contain SW1-SW2 enceded in tag ‘99’ that
equals the status bytes of the secured responseg;
4) The response of step 1 shall contain a valid ctyptographic checksum encodled
in tag ‘8E".
5) The response shall not contain any.futther data but the response trailer.
B.3.3.10 Test case SE_ISO7816_BAP_9
Test - ID SE_ISO7816_BAP 9
Purpose Checking the Secure Messaging encoding of a READ BINARY without SFI.
Version 1.2
Profile BAP
Preconditiops 1) LDS application shall be selected and basic access shall be granted.
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Test scenario

1)

2)

3)

Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> 01 <Cryptogram> 8E 08 <Checksum> 0

— <Cryptogram> contains the following file identifier:
‘00 1E’

Search for the processing status DO encoded in tag ‘99’ and verify status bytes

received.

Search for the cryptographic checksum DO encoded in tag ‘8E’ and
with the current session key.

Ol

verify it

4)

5)

6)

7)

8)

Send the given READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 06 8E 08 <Checksum> 00’

Search for the cryptogram DO encoded in tag ‘87’ and dectypt it with current

session key.

Search for the processing status DO encoded in tag99’ and verify s
received.

Search for the cryptographic checksum DO-etieoded in tag ‘8E’ and
with the current session key.

Search for further DO.

tatus bytes

verify it

Expdcted results

D
Ko

1)
2)

3)

4)
5)

6)

7

8)

The IDL shall return status bytes?90 00’.

The response of step 1 should‘€ontain SW1-SW2 encoded in tag ‘99
equals the status bytes of the'secured response.

The response of step drshall contain a valid cryptographic checksui
in tag ‘8E".

The IDL shall return status bytes ‘90 00’.

The respense of step 4 shall contain the read data in a valid crypto
encodedin'tag ‘87"

The'response of step 4 should contain SW1-SW2 encoded in tag ‘99
équals the status bytes of the secured response.

The response of step 4 shall contain a valid cryptographic checksut
in tag ‘8E".

The response shall not contain any further data but the response tj

that

n encoded

pram

that

n encoded

ailer.

B.3.3[11 Test case SE_ISO7816_BAP_10

Test - ID SE_ISO7816_BAP_10

Purpose Checking the Secure Messaging encoding of a READ BINARY OddIns (‘B1’) with-
out SFI.

Version 1.2

Profile BAP, OddIns

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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&

Test scenario 1) Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> contains the following file identifier:
‘00 1E’

2) Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

3) Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

4) Send the given READ BINARY OddIns APDU to the IDL.
’0C B1 00 00 <Lc> 85 <L85> <Cryptogram> 97 01 06 8E 08 <Checksum> 0p’
— <Cryptogram> contains the following encoded offset:

'’54 01 00’

5) Search for the cryptogram DO encoded in tag ‘85’ and decfypt it with current
session key.

6) Search for the processing status DO encoded in tag‘99’ and verify status bjytes
received.

7) Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

8) Search for further DO.

Expected rgsults |1) The IDL shall return status bytes 90 00’

2) The response of step 1 should¢ontain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the"secured response.

3) The response of step 1.shall contain a valid cryptographic checksum encodled
in tag ‘8E".

4) The IDL shall return status bytes '90 00’.

5) The response of step 4 shall contain the read data in a valid cryptogram
encodediin tag ‘85’. The data shall be encapsulated in DO ‘53"

6) The'response of step 4 should contain SW1-SW2 encoded in tag ‘99’ that
équals the status bytes of the secured response.

7)-/ The response of step 4 shall contain a valid cryptographic checksum encogled

)

in tag ‘8E".

The response shall not contain any further data butthe response trailer.

J

B.3.3.12 Test case SE_ISO7816_BAP_11

Test - ID SE_ISO7816_BAP_11

Purpose Checking the Secure Messaging handling while basic access is granted for the
SELECT Command (checksum missing).

Version 1.2

Profile BAP

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario

1)

2)

Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

To verify that the error in step 1 has terminated the SM session, send a valid

SM APDU (READ BINARY) to the IDL.
’'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected results

iy

The Secure Messaging session is broken and the session keys are no longer
valid. The IDL shall return an ISO_Checking_Error in a plain unprotected

2)

response APDU.

The IDL shall return an ISO checking error in a plain unprotected r
APDU.

Fsponse

B.3.3{13 Test case SE_ISO7816_BAP_12
Test}|- ID SE_ISO7816_BAP_12
Purpose Checking the Secure Messaging handling while basic access is granted for the SE-
LECT Command (checksum corrupted).
Versjon 1.2
Profile BAP
Precpnditions 1) LDS application shall be selected and basic access shall be granted.
Test scenario 1) Send the given SELECT APDU\to the IDL.
'0C A4 02 0C <Lc> 87 <L87%>.01 <Cryptogram> 8E 08 <CorruptedChgcksum> 00’
— <Cryptogram> centains the following file identifier:
‘00 1E’
— <Corrupted€Checksum> is a valid checksum which has its last bfyte
incremented by one
2) To verifyrthat the error in step 1 has terminated the SM session, send a valid
SM APDU (READ BINARY) to the IDL.
'‘0C.B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
Expqcted results |1} \The Secure Messaging session is broken and the session keys are n¢ longer

N
X

o

Z.

2)

valid. The IDL shall return an ISO_Checking_Error in a plain unprot
response APDU.

The IDL shall return an ISO checking error in a plain unprotected r
APDU.

ected

Psponse

B.3.3.14 Test case SE_ISO7816_BAP_13

Test - ID SE_ISO7816_BAP_13

Purpose Checking the Secure Messaging handling while basic access is granted for the
SELECT Command (bad Send Sequence Counter).

Version 1.2

Profile BAP

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario

1)

2)

Send the given SELECT APDU to the IDL.

'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <CorruptedChecksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

— <CorruptedChecksum> is computed with a Send Sequence Counter that is

not incremented

To verify that the error in step 1 has terminated the SM session, send a val
SM APDU (READ BINARY) to the IDL.
e

id

Expected rgsults

iy

2)

The Secure Messaging session is broken and the session keys are no longel
valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
response APDU.

The IDL shall return an ISO checking error in a plain unproteéted respons
APDU.

B.3.3.15 Tes$t case SE_ISO7816_BAP_14

2)

regarding the Secure Messaging context is undefined. Therefore this errorj
be returned in plain or as an SM response.

Test - ID SE_ISO7816_BAP_14
Purpose Checking the Secure Messaging handling while basic access is granted for the §E-
LECT Command (invalid class byte).

Version 1.2
Profile BAP
Preconditiops 1) LDS application shall be selected and basic access shall be granted.
Test scenario 1) Send the given SELECT APDUY to the IDL.

"8C A4 02 0C <Lc> 87 <L.87>'01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:

‘00 1E’

2) Ifthe error cpdein step 1 was returned in a Secure Messaging response, verify
that the secure messaging session has not been aborted. If a plain error cogle
was returned, this step is skipped.

Send g valid SM APDU (READ BINARY) to the IDL.
'0C BO’00 00 0D 97 01 06 8E 08 <Checksum> 00’
Expected rgsults |1) The IDL shall return an ISO checking error. Note that the behaviour of the ¢hip

can

d

If this step is not skipped, the IDL shall return an ISO checking error in val

Sdecure Messaging response ArbDU.

B.3.3.16 Test case SE_ISO7816_BAP_15

Test - ID SE_ISO7816_BAP_15

Purpose Checking the enforcement of the Secure Messaging handling while basic access is
granted for the SELECT Command.

Version 1.0

Profile BAP

Preconditions 1) LDS application shall be selected and basic access shall be granted.
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Test scenario

1y

2)

Send the given SELECT APDU to the IDL.
'00 A4020C0200 1E’

To verify that the error in step 1 has terminated the SM session, send a valid
SM APDU (READ BINARY) to the IDL.
’'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected results

1y

2)

The Secure Messaging session is broken and the session keys are no longer
valid. The IDL shall return an ISO checking error or 90 00’ in a plain
unprotected response APDU.

The IDL shall return an ISO checking error in a plain unprotected response

APDU.

B.3.3l17 Test case SE_ISO7816_BAP_16

Test|- ID SE_ISO7816_BAP_16
Purpose Checking the Secure Messaging handling while basic acgess is granted fpr the
READ BINARY Command (checksum missing).

Versjon 1.0

Profile BAP

Precpnditions 1) LDS application shall be selected and basitc access shall be granted.

Testscenario 1) Send the given READ BINARY APDU to the IDL.

'0OCBO9E 00 0397 01 06 00’

2) To verify that the error in step 1 has terminated the SM session, serld a valid
SM APDU (READ BINARY)té the IDL.
’'0C BO 9E 00 0D 97 01, 068E 08 <Checksum> 00’

Expgcted results 1) The Secure Messaging'session is broken and the session keys are nq longer
valid. The IDL shall return an ISO_Checking_Error in a plain unprofected
response APDU:

2) The IDL shall return an ISO checking error in a plain unprotected r¢sponse

APDU,

B.3.3{18 Test case SE_ISO7816_BAP_17

Test| ID SE-1S07816_BAP_17
Purpose QS Checking the Secure Messaging handling while basic access is granted fpr the
K READ BINARY Command (checksum corrupted).

Versfon (‘? 1.0
Prof ls(\</ BAP
Preconditions 1) LDS application shall be selected and basic access shall be granted.
Test scenario 1) Send the given READ BINARY APDU to the IDL.

"0CBO9E 000D 97 01 06 8E 08 <CorruptedChecksum> 00’

— <CorruptedChecksum> is a valid checksum which has its last byte

incremented by one
2) To verify that the error in step 1 has terminated the SM session, send a valid

SM APDU (READ BINARY) to the IDL.
'0CBO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
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Expected results 1) The Secure Messaging session is broken and the session keys are no longer
valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
response APDU.

2) The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.19 Test case SE_ISO7816_BAP_18

Test - ID SE_ISO7816_BAP_18

Purpose thecking the Secure Messaging ramdtingwhite basicaccess s gramted forthe
READ BINARY Command (invalid class byte).

Version 1.0

Profile BAP

Preconditiops 1) LDS application shall be selected and basic access shall be granted.

Test scenario 1) Send the given READ BINARY APDU to the IDL.
'8C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

2) Ifthe error code in step 1 was returned in a Securé Méssaging response, verify
that the secure messaging session has not been-aborted. If a plain error cofe
was returned, this step is skipped.

Send a valid SM APDU (READ BINARY) to theIDL.
’'0C BO 9E 00 0D 97 01 06 8E 08 <Checkstm> 00’

Expected rgsults (1) The IDL shall return an ISO checkinglerror. Note that the behaviour of the chip
regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain or as an SM response.

2) Ifthis step is not skipped, the’IDL shall return '90 00' in valid Secure
Messaging response APDU:

B.3.3.20 Test case SE_1SO7816_BAP_19

Test - ID SE_ISO07816_BAR-19

Purpose This test checks the BAP configuration

Version 1.2

Profile BAP

Preconditiops 1) /Input string for the IDL under test has been provided
Test scenario 1)_) Verifies the value of the first byte of the Input String
Expected rgsults 1) The first byte shall be ‘31’

B.3.4 Testunit SE_ISO7816_SelEFSM — Protected SELECT EF command

B.3.4.1 General

This unit verifies the implementation of the protected SELECT EF command. The IDL shall be BAP and/
or PACE protected.

For all test cases of unit test ISO7816_SelEFSM, basic access shall be granted as tested in ISO7816_
BAP_2 for BAP and [TR-ICAO Part 3] 7816_P_1 for PACE. All APDUs shall be correctly encoded for Secure
Messaging and the IDL responses shall be decoded correctly again.

If the IDL is BAP and PACE protected, PACE shall be used.

When accessing to EAC protected DG, extended access control shall be granted.
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B.3.4.2 Test case SE_ISO7816_SelEFSM_1

Test - ID SE_ISO7816_SelEFSM_1

Purpose Checking the SELECT (EF.COM) command (positive test).
Version 1.2

Profile BAP or PACE

Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EECOM APDII ta the IDI
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksums()0’

— <Cryptogram> contains the following file identifier:
‘00 1E’

2) To verify that EF.COM is selected send a valid READ BINARY APDU to the IDL.
’'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expgcted results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘60’ and the status bytes ‘90 00’ in valid Secure
Messaging response.

B.3.4.3 Test case SE_ISO7816_SelEFSM_2

Test|- ID SE_ISO7816_SelEFSM_2

Purgose Checking the robustness of the SELECT command (invalid class byte).
Versjon 1.2

Prof]le BAP or PACE

Precpnditions 1) LDS application shall be selected.

2) An EF shall'not be selected.

Test scenario 1) Send the given SELECT EF.COM APDU to the IDL.
'80.A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> (0’

— <Cryptogram> contains the following file identifier:

‘00 1E’
&S
O 2) Ifthe error code in step 1 was returned in a Secure Messaging resppnse, verify
% that the secure messaging session has not been aborted and EF.COM is not
O selected. If a plain error code was returned, this step is skipped.
\Q/ Send a valid SM APDU (READ BINARY) to the IDL.

'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’

Expected results |1) The IDL shall return an ISO checking error. Note that the behaviour of the chip
regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain or as an SM response.

2) Ifthis step is not skipped, the IDL shall return an ISO checking error in valid
Secure Messaging response APDU.

B.3.4.4 Testcase SE_ISO7816_SelEFSM_3

Test-1D SE_ISO7816_SelEFSM_3
Purpose Checking the robustness of the SELECT command (invalid parameter P1).
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Version 1.2

Profile BAP or PACE
Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scenario 1) Send the given SELECT EF.COM APDU to the IDL.
'0C A4 12 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 1E’

2) To verify that EF.COM is not selected send a valid READ BINARY APDU téthe
IDL.

’'0C B0 00 000D 97 01 01 8E 08 <Checksum> 00’
Expected rgsults |[1) The IDL shall return an ISO checking error in valid Secure Messaging respgnse.

2) The IDL shall return an ISO checking error in valid Secure Messaging response.

B.3.4.5 Tes$t case SE_ISO7816_SelEFSM_4

Test - ID SE_IS07816_SelEFSM_4

Purpose Checking the robustness of the SELECT command. (invalid parameter P2).
Version 1.2

Profile BAP or PACE

Preconditiops 1) LDS application shall be selected,

2) An EF shall not be selected.

Test scenarijo 1) Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 1C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram>contains the following file identifier:
‘00 1E’

2) To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
’0C B0-00-00 0D 97 01 01 8E 08 <Checksum> 00’

Expected rgsults |[1) The'IDL shall return an ISO checking error in valid Secure Messaging respgnse.

2) <Fhie IDL shall return an ISO checking error in valid Secure Messaging resppnse.

B.3.4.6 Tes$t case SE_1ISO7816_SelEFSM_5

Test - ID — [SE_IS07816_SelEFSM_5

Purpose Checking the robustness of the SELECT command (invalid File identifier).
Version 1.2
Profile BAP or PACE

Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.
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Test scenario

1)

2)

Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following malformated file identifier:
‘00 1E 071

To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results

1y

The IDL shall return an [SO checking error in valid Secure Messaging response.

2)

rne 1L snall return an 15U cnecking error 1 valld Secure Messagling response.

B.3.4.7 Testcase SE_ISO7816_SelEFSM_6

Test}|- ID SE_ISO7816_SelEFSM_6
Purpose Checking the SELECT (EF.SOD) command (positive test};
Versjon 1.2
Profile (BAP or PACE), PA
Precpnditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EF.SOD ARDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01<Cryptogram> 8E 08 <Checksum> (0’
— <Cryptogram> contains,the following file identifier:
‘00 1D’
2) To verify that EF.SOD is selected send a valid READ BINARY APDU tp the IDL.
'0C B0 00 00 0D.97,01 01 8E 08 <Checksum> 00’
Expdcted results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.
2) The IDLshall return byte ‘77’ and the status bytes '90 00’ in valid Secure

Messaging response.

B.3.448 Test case SE\ISO07816_SelEFSM_7

Test|- ID QS SE_ISO7816_SelEFSM_7
Purpose A(')‘ Checking the SELECT (EF.DG1) command (positive test).
Vers 01},‘()\ 1.2
Prof{le” BAP or PACE
Preconditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT DG1 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> contains the following file identifier:
‘00 01
2) To verify that EF. DG1 is selected send a valid READ BINARY APDU to the IDL.

'0CB0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

© ISO/IEC 2019 - All rights reserved 135


https://iecnorm.com/api/?name=0c6de3afacc18f7c87eb43636ab1013b

ISO/IEC 18013-4:2019(E)

Expected results |[1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘61" and the status bytes 90 00’ in valid Secure
Messaging response.

B.3.4.9 Test case SE_ISO7816_SelEFSM_8

Test - ID SE_IS07816_SelEFSM_8

Purpose Checking the SELECT (EF.DG2) command (positive test).
Version 1.2

Profile (BAP or PACE), DG2

Preconditiops 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scenario 1) Send the given SELECT EF.DG2 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifiet:
‘00 02’

2) To verify that EF. DG2 is selected send a validtREAD BINARY APDU to the IDL.
‘'0C B0 00 000D 97 01 01 8E 08 <Checksum>00’

Expected rgsults |1) The IDL shall return the status bytes’90.00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘6B’ and'the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.10 Tes$t case SE_ISO7816_SelEFSM_9

Test - ID SE_ISO07816_SelEFSM.(9

Purpose Checking the SELECT(EF.DG3) command (positive test).
Version 1.2

Profile (BAP or PAEGE), DG3

Preconditiops 1) LDSfapplication shall be selected.

2) <An EF shall not be selected.

Test scenarjo |1} Send the given SELECT EF. DG3 APDU to the IDL.
QS'_ '0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
N

Cruntaagrams cantainc tha follaving fila idantifiae -
oy ptogaH = cohtaHiSTeneToowWiigHHedaene e g

J
‘00 03’

2) To verify that EF. DG3 is selected send a valid READ BINARY APDU to the IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘6C’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.4.11 Test case SE_ISO7816_SelEFSM_10
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Test - ID SE_ISO07816_SelEFSM_10
Purpose Checking the SELECT (EF.DG4) command (positive test).
Version 1.2
Profile (BAP or PACE), DG4
Preconditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EF DG4 APDII to the IDI
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksums()0’
— <Cryptogram> contains the following file identifier:
‘00 04
2) To verify that EF. DG4 is selected send a valid READ BINARY APDU fo the IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’
Expqcted results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.
2) The IDL shall return byte ‘65’ and the statts bytes "90 00’ in valid Secure

Messaging response.

B.3.4.12 Test case SE_ISO7816_SelEFSM_11

Test}|- ID SE_ISO7816_SelEFSM_11
Purgose Checking the SELECT (EF.DG5) command (positive test).
Versjon 1.2
Profile (BAP or PACE), DG5
Precpnditions 1) LDS application shall be selected.
2) An EF shall'not be selected.
Test scenario 1) Send the given SELECT EF. DG5 APDU to the IDL.
'0€.A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> (0’
— <Cryptogram> contains the following file identifier:
00 05’
&S
O 2) To verify that EF. DG5 is selected send a valid READ BINARY APDU fo the IDL.
R '0CB0 00 000D 97 01 01 8E 08 <Checksum> 00’
Expsg c@vﬁsults 1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
AN response.
2) The IDL shall return byte ‘67’ and the status bytes '90 00’ in valid Secure

Messaging response.

B.3.4.13 Test case SE_ISO7816_SelEFSM_12

Test - ID SE_ISO7816_SelEFSM_12

Purpose Checking the SELECT (EF.DG6) command (positive test).
Version 1.2

Profile (BAP or PACE), DG6
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Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scenario 1) Send the given SELECT EF. DG6 APDU to the IDL.
’0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 06’

2) To verify that EF. DG6 is selected send a valid READ BINARY APDU to the IDL.
’0C B0 00 000D 97 01 01 8E 08 <Checksum> 00’

Expected rgsults |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

2) The IDL shall return byte ‘75’ and the status bytes '90 00’ in validiSecure
Messaging response.

B.3.4.14 Te$t case SE_ISO7816_SelEFSM_13

Test - ID SE_ISO7816_SelEFSM_13

Purpose Checking the SELECT (EF.DG7) command (positive tést).
Version 1.2

Profile (BAP or PACE), DG7

Preconditiops 1) LDS application shall be selected.

2) An EF shall not be selected.

Test scenario 1) Send the given SELECT EF. DG7APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87>'01 <Cryptogram> 8E 08 <Checksum> 00’

— <Cryptogram> contains the following file identifier:
‘00 07

2) To verify that EE-DG7 is selected send a valid READ BINARY APDU to the IDL.
’0C B0 00 006D:97 01 01 8E 08 <Checksum> 00’

Expected rgsults |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response;

2) The'IDL shall return byte ‘63’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.4.15 Tes$t case:SE_ISO7816_SelEFSM_14

Test-ID L7 |SE_1SQ7816_SelEFSM_14

Purpose Checking the SELECT (EF.DG8) command (positive test).
Version 1.2
Profile (BAP or PACE), DG8

Preconditions 1) LDS application shall be selected.

2) An EF shall not be selected.
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Test scenario 1) Send the given SELECT EF. DG8 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> contains the following file identifier:
‘00 08’
2) To verify that EF. DG8 is selected send a valid READ BINARY APDU to the IDL.
'0CB0 0000 0D 97 01 01 8E 08 <Checksum> 00’
Expected results |[1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.
2 The iDL shaltTeturnm byte 76 and the status bytes 90 00 Th vatid Spcure

Messaging response.

B.3.416 Test case SE_ISO7816_SelEFSM_15

Test|- ID SE_ISO7816_SelEFSM_15
Purpose Checking the SELECT (EF.DG9) command (positive test).
Versjon 1.2
Profile (BAP or PACE), DG9
Precpnditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Testscenario 1) Send the given SELECT EF. DG9;APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L87>:01"<Cryptogram> 8E 08 <Checksum> (0’
— <Cryptogram> contains the following file identifier:
‘00 09’
2) To verify that EF. DG9 is selected send a valid READ BINARY APDU fo the IDL.
'0CB0 00 00 097 01 01 8E 08 <Checksum> 00’
Expqcted results |[1) The IDL shallreturn the status bytes’90 00’ in valid Secure Messaging
response;
2) TheIDL shall return byte ‘70’ and the status bytes 90 00’ in valid Secure

Messaging response.

B.3.4(17 Test case SE_ISO7816_SelEFSM_16

Test}|- ID \O‘

SE_ISO7816_SelEFSM_16

Purp osg(’? Checking the SELECT (EF.DG10) command (positive test).
Vers 1.2
Profile (BAP or PACE), DG10
Preconditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EF. DG10 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> contains the following file identifier:
‘00 0A
2) To verify that EF. DG10 is selected send a valid READ BINARY APDU to the IDL.

'0CB0 00 000D 97 01 01 8E 08 <Checksum> 00’
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Expected results

1y

2)

The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

The IDL shall return 1 byte and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.18 Test case SE_ISO7816_SelEFSM_17

Test - ID SE_ISO7816_SelEFSM_17
Purpose Checking the SELECT (EF.DG11) command (positive test).
Version 1.2
Profile (BAP or PACE), DG11
Preconditiops 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EF. DG11 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’
— <Cryptogram> contains the following file identifiet:
‘00 OB’
2) To verify that EF. DG11 is selected send a valid READ BINARY APDU to the [DL.
'0CB0 00 000D 97 01 01 8E 08 <Checksum>00’
Expected rgsults |1) The IDL shall return the status bytes’90.00’ in valid Secure Messaging
response.
2) The IDL shall return the DG11 template tag and the status bytes '90 00’ in yalid

Secure Messaging response.

B.3.4.19 Tes$t case SE_ISO7816_SelEFSM_18

Test - ID SE_IS07816_SelEFSM (18
Purpose Checking the SELECT(EF.DG12) command (positive test).
Version 1.2
Profile (BAP or PAGE), NMA
Preconditiops 1) LDSfapplication shall be selected.
2) <An EF shall not be selected.

Test scenario

a

iy

Send the given SELECT EF. DG12 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> 00’

Frxrﬂfnnwﬁm cantainctha follauring fila idantifinge.

2)

< PrtosToiCoOtaiito triCToOo vy it T C oot

J
‘00 0C’

To verify that EF. DG12 is selected send a valid READ BINARY APDU to the IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results

iy

2)

The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.

The IDL shall return byte ‘71" and the status bytes ‘90 00’ in valid Secure
Messaging response.
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B.3.4.20 Test case SE_ISO7816_SelEFSM_19

Test - ID SE_ISO7816_SelEFSM_19
Purpose Checking the SELECT (EF.DG13) command (positive test).
Version 1.2
Profile (BAP or PACE), AA
Preconditions 1) LDS application shall be selected.
2) An EF shall not be selected.
Test scenario 1) Send the given SELECT EF DG13 APDII ta the IDI
'0C A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksums()0’
— <Cryptogram> contains the following file identifier:
‘00 OD’
2) To verify that EF. DG13 is selected send a valid READ-BINARY APDU to the IDL.
’'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’
Expqcted results |1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
response.
2) The IDL shall return byte ‘6F" and the status bytes '90 00’ in valid Secure

Messaging response.

B.3.4.21 Test case SE_ISO07816_SelEFSM_20
Test}|- ID SE_ISO7816_SelEFSM_20
Purgose Checking the SELECT (EF.DG24) command (positive test).
Versjon 1.2
Profile (BAP, (EAC or AA-ECDSA)) or PACE
Precpnditions 1) LDS application shall be selected.
2) An EF shall'not be selected.
Test scenario 1) Send the given SELECT EF. DG14 APDU to the IDL.
'0€.A4 02 0C <Lc> 87 <L.87> 01 <Cryptogram> 8E 08 <Checksum> (0’
— <Cryptogram> contains the following file identifier:
‘00 OF’
&S
O 2) To verify that EF. DG14 is selected send a valid READ BINARY APDU to the IDL.
R '0CB0 00 000D 97 01 01 8E 08 <Checksum> 00’
Expsg c@ﬂa‘sults 1) The IDL shall return the status bytes’90 00’ in valid Secure Messaging
AN response.
2) The IDL shall return byte ‘6E’ and the status bytes '90 00’ in valid Secure

Messaging response.

B.3.4.22 Test case SE_ISO7816_SelEFSM_21

Test - ID SE_ISO7816_SelEFSM_21

Purpose Checking the SELECT command when the file to be selected does not exist.
Version 1.2

Profile BAP or PACE
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