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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and rjon-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field ¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft| International
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this.doeiment may be the suljject of patent
rights| ISO and IEC shall not be held responsible for identifying anyerall such patent rights.

ISO/IEC 18013-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcpmmittee SC 17, Cards and personal identification.

ISO/IEC 18013 consists of the following parts, under.the general title /nformation technology — Personal
identification — ISO-compliant driving licence:

— Rart 1: Physical characteristics and basic data set
— Rart 2: Machine-readable technologies
— Rart 3: Access control, authentication and integrity validation

—  Rart 4: Test methods

© ISO/IEC 2011 — All rights reserved \"
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Introduction

ISO/IEC 18013 establishes guidelines for the design format and data content of an 1SO-compliant driving
licence (IDL) with regard to human-readable features (ISO/IEC 18013-1), machine-readable technologies
(ISO/IEC 18013-2), and access control, authentication and integrity validation (ISO/IEC 18013-3). It creates a
common basis for international use and mutual recognition of the IDL without impeding individual
countries/states to apply their privacy rules and national/community/regional motor vehicle authorities in taking
care of their gpecific needs.

ISO/IEC 18013-1 defines the basic terms for ISO/IEC 18013, including physical characteristics) basi¢ data
element set, Yisual layout, and physical security features.

ISO/IEC 18013-2 specifies the technologies that may be used for ISO/IEC 18013, including the logical data
structure and|data mapping for each technology.

ISO/IEC 18013-3 specifies the electronic security features that may be incorperated under ISO/IEC 18013,
including mefhanisms for controlling access to data, verifying the origin of\an IDL, and confirmind data
integrity.

This part of IBO/IEC 18013 prescribes requirements for testing the compliance of the machine-readabl¢ data
content on an IDL and the mechanisms for controlling access to\data recorded in the machine-regdable
technology o an IDL with the requirements of ISO/IEC 18013-2 and/ISO/IEC 18013-3, respectively.

vi © ISO/IEC 2011 — All rights reserved
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Information technology — Personal identification —
ISO-compliant driving licence —

Part 4:
Test methods

1 Scope

This

part of ISO/IEC 18013 specifies the test methods used for conformity‘testing, that is

determining whether a driving licence can be considered to comply with the requirements of I3

for:

e mjachine-readable technologies (ISO/IEC 18013-2), and

L4 a

The
ISO/I

This

ccess control, authentication and integrity validation (ISO/IEC 18013-3).

fest methods specified in this part of ISO/IEC 18013 are based on specification
FC 18013-2 and ISO/IEC 18013-3 and underlying.normative specifications.

part of ISO/IEC 18013 deals with test .methods specific to 1SO-compliant driving

requifements. Test methods applicable to (smart) cards in general (e.g. those specified in the IS
serieg) are outside the scope of this part of ISO/IEC 18013.

Henc

p, this part of ISO/IEC 18013
ovides IDL implementers with-requirements for conformity evaluation,
ovides IDL issuing authorities with requirements for quality assurance, and

ovides test laboratories and test tool providers with test suite requirements.

2 (Conformance

Test
indep
not al

methods for
O/IEC 18013

5 defined in

icence (IDL)
O/IEC 10373

| tests may be applicable to a given implementation.

bparately and
entially. Also,

An IDL is considered to conform to the applicable requirements of ISO/IEC 18013-2 and ISO/IEC 18013-3 if it
passes all associated tests in this part of ISO/IEC 18013. However, passing all applicable tests in this part of
ISO/IEC 18013 does not guarantee that no failures will occur under operational conditions.

© IS0/
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

ISO 3166-1:2006, Codes for the representation of names of countries and their subdivisions — Part 1:
Country codes

ISO/IEC 7816-4:2005, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 180
Part 2: Mach

ISO/IEC 180

Part 3: Acceq

ISO/IEC 197

he-readable technologies

13-2:2008, Information technology — Personal identification — ISO-compliant driving licerpce —

13-3:2009, Information technology — Personal identification — ISO-compliant driving licejce —
s control, authentication and integrity validation

5-1:2006, Information technology — Common Biometric Exchange "Formats Framewprk —
Part 1: Data ¢lement specification

ISO/IEC 19785-3:2007, Information technology — Common Biometric Exchange Formats Framewprk —

Part 3: Patro

4 Terms

For the purpd

the following

4.1
test case

description o

format specifications

and definitions

Bpply.

the results refjuired to pass the test

4.2

test case specification

collection of {

5 Abbreviated terms

AA
AKID
AID
APDU
BAP
CA
CE
DF
DG
DO

ctive authentication
Lthority key identifier

st cases, and generaltest data applicable to the test cases

ses of this document, the terms and definitions.given in ISO/IEC 18013-2, ISO/IEC 180133 and

test purpose, unique test case identifier, test inputs, test execution conditions, test steps, and

application identifier
application protocol data unit
basic access protection

chip authentication

compact encoding

dedicated file

data group

data object

© ISO/IEC 2011 — All rights reserved
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EAP extended access protection
EF elementary file

EF ID elementary file identifier

ICS implementation conformance statement
IuT implementation under test
LDS logical data structure

NMA non-match alert

oID object identifier

PA passive authentication

PKI public-key infrastructure

RF radio frequency

SAl scanning area identifier

SE standard encoding

SIC secure integrated circuit
SKID subject key identifier

SMi security mechanism indicator
SOD document security object

TA terminal authentication

6 Test design

6.1 |General
This ¢lause generally follows the concepts of the OSI Conformance Testing Methodology and Hramework as
specified in the seven parts of ISO/IEC 9646. Several basic elements referred to in or by the individual test
case gpecifications are explained.

NOTE These elements facilitate the synchronization of additional specifications written by different organizations with
this pqrt of ISO/IEG,18013.

6.2 [Testhierarchy

6.2.1 LStructure

Test concepts used to describe the test design consist of the following elements:
e Implementation under test (IUT)

o Test Layer

e Test Unit

e TestCase

These elements have a hierarchical relationship as shown in Figure 1.

© ISO/IEC 2011 — All rights reserved 3
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implementation
under test

[test unit] [test unit] [test unit] [test unit]

tes|

[ case test case test case (test case

test Case]

test case] [test case

[test case

6.2.2 Implen

6.2.2.1

Three IUTs a
e |DL with
IDL with

IDL with

6.2.22 Pr

Profiles are ¢
test layers, te

Profiles deteqmine whether certain tests are applicable in the Test Layer, Test Unit or Test Case defin

This enables
Such selectiq

The Profile specification shall include:

Profile-1D

OVerview

Figure 1 — Test element hierarchy

nentation under test

re defined:

btandard encoding for SIC (see Annex C of ISO/IEC 18013-2:2008)

compact encoding (see Annex B of ISO/IEC.18013-2:2008)

standard encoding on Optical Memory{(see Annex D of ISO/IEC 18013-2:2008)

bfile

efined for identifying optional functionality in the IUT, which impacts the applicability of g
st units or test cases.

n is based upon the ICS filled out by the applicant or tester (also see 6.3.1).

ertain

tions.

the tester or test’software to (automatically) select which tests should be executed to the IUT.

6.2.3 Testla

6.2.3.1

Profile description

yer

Overview

The following two of the seven layers in the OSI Basic Reference Model as defined in ISO/IEC 7498-1 are

addressed in

this part of ISO/IEC 18013:

Layer 7 refers to the Application Layer, and

Layer 6 refers to the Presentation Layer.

© ISO/IEC 2011 — All rights reserved
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The other layers are not applicable.

Each test layer comprises a number of test units.

6.2.3

.2  Layer 7 — Logical data structure tests

Layer 7 tests cover LDS requirements. LDS requirements include:

6.2.3.

Layer
Comr

Presence and availability of DGs

Presence and formatting of fields in each DG

Access to DGs (security mechanisms)

3 Layer 6 - Command tests

following IUTs:

6.2.4

A tes

Compact encoding
Standard encoding.
Test unit

unit covers an individual topic inside a layer. Each test unit contains test cases that are

same|type of functionality of the IUT. A test unit groups’together test cases that address a comm

6 tests are applicable only to IDL implementations on SIC. Layer 6 on a(SIC consists of Commands.
nands for an IDL are specified in ISO/IEC 18013-2 and ISO/IEC 18013-3 and are applicable to the

related to the
DN issue.

Each ftest unit is defined by the following information:
Test| Unit-ID Uniquely identifies the test unit inside the test layer.
Purgose Specifies the ebmmon issue addressed by test cases contained in this test lnit.
Refdrences Optionally-identifies references applicable to all test cases in the test unit.
6.2.5|Test case
Each test case-is defined by the following information:
Test G@é‘;ID Uniquely identifies the test case within the test unit.
Purpose Specifies the requirement addressed in this test case.
Version Version number of this test case.
References Identifies specific reference to the requirement addressed by this test case.
Profile Defines the profiles for which the test case is applicable. If no profile is defined (empty
field), the test applies to all configurations. If the IUT does not match with each of the
defined profiles, the test is skipped, and marked "not applicable" in the test report.

© ISO/IEC 2011 — All rights reserved
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Preconditions

Define the state in which the IUT needs to be before the test case can be executed,
including test cases that shall have been successfully passed, if any. If these
preconditions are not fulfilled, the test is skipped and marked as such in the test report.

Test scenario

Defines the test steps that shall be taken.

Each step covers a simple, exactly defined operation with a measurable result that can
be included in the test report. The steps shall be performed in the order listed.

Each test step is defined by the following information:

I £ Ot (TmY 41 [N H 1 ol FH S bt £ £ j th
- oot VILpyY I A LUTTOTULUUVE TTUTTIVET, UTTITYUTTy TUTTIUTYTITy ©CAulT TCol otlT Y dil e

execution order in the test case.
o Description — defining the operation that has to be executed for this step.

o Configuration Data — optionally specifying input data required_to. perform thig test
step.

Expected repult

The expected result defines pass criteria for each test step.in the test scenario] The
analysis of the observed result in comparison with the expected result leads to a "Rass
or a "Fail". The results of the individual test steps and the 'overall result of the test|case
are transferred to the overall test report.

6.3 Test administration

6.3.1 Preconditions for testing

IUT. The testp in this part require a fully personalizedIDL. This means that all mandatory data groups shall be
present as a|minimum. In addition, the IUT shall"be personalised with all data required to test the optional

features declared in the ICS.

Test environment. Test execution takes.place in indoor conditions and provides normal temperature. All test

equipment myst be established properly.

Test apparatus. All equipmentidescribed in the annexes pertinent to the machine readable techpnogy

supported by|the IUT must be-available.

6.3.2 Implementation conformance statement

For each IUT| described, the applicant for conformity testing shall complete the ICS which is attached fo the

Test Case Specifieation applicable to that specific IUT.

A completed ICS provides information about the Profile of the IUT (also see 6.2.2.2). Based on the completed
ICS, all tests that apply to this Profile (as indicated in the Profile element in each test case; see 6.2.5) can be
selected for test execution.

6.3.3 Test report

Detailed test results and ICS information shall be recorded for reference in a test report. The test report
contains the test result of each

o testlayer

e test unit

© ISO/IEC 2011 — All rights reserved
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e testcase
o teststep
If a test is not applicable, this is noted.

3-4:2011(E)

If a test is applicable and the preconditions are fulfilled, the test result for a test step/ case/ unit/ layer can be:

e Pass — if all actually obtained results from the IUT match the expected results declared for each test step/
case/ unit/ layer AND if all post conditions are fulfilled.

e F
d
O

A fail
etc.

The |
includ

7 1

71

Confd
identi

Test
are a

7.2

Hit—iforme—or more of the—actuatty obtaimedTesuttsfromthe T do NOT mmatchtheexy
bclared for each test step/ case/ unit/ layer OR if one or more of the post conditions jare
ptionally, additional information regarding the failure can be provided.

CS and detailed test results shall be logged and retrievable. Optionally, the test exed
ing detailed observed results for each test case may be included in the test report.

DL Conformity test methods

Overview

rmity testing of IDL implementations to ISO/IEC 18013-2 and ISO/IEC 18013-3 is organise|
ication of a number of test cases.

ected results
NOT fulfilled.

in one of the test steps leads to a fail of the entire test case; a failed test caseleads to a failed test unit;

ution details,

d through the

equirements for Commands and LDS tests.conformity are defined in individual annexes. These annexes

ached to this part of ISO/IEC 18013.

Profiles

Profil

optional functions and features‘depend on several factors:

s are defined to identify whether certain optional functionality is supported by the IUT. Su

achine Readable Technologies supported
cess control, authentication and integrity validation mechanisms supported
ptional Data Groups supported

ptional Data Elements supported within Data Groups

pport of these

Profiles for each IUT are defined in each annex.

7.3

7.31

IDL test case specifications

Scope

IDL test case specifications are attached in the annexes.

Test methods for driving licence interface devices are currently not included in this part of ISO/IEC 18013.

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 180

13-4:2011(E)

7.3.2 Standard encoding on SIC

Test case specifications for SE on SIC cover:

e LDStests

e  Chip Appl

for SE on SIC

ication Protocol tests (applicable to SE on SIC)

7.3.3 Compact encoding

Test case specifications for CE cover:

e LDS tests
e Chip App

7.3.4 Stand3j

for CE (applicable to all machine readable technologies)

ication Protocol tests (applicable to CE on SIC)

rd encoding on optical memory

Test case spgcifications for SE on Optical Memory cover:

e LDS tests

for SE on Optical Memory

7.4 Confgrmance

An IUT is in ¢
tests in a layg

onformance with the requirements of a particular layér)if the IUT passes all applicable tesfs. All

r should be performed on the same IUT.

© ISO/IEC 2011 — All rights reserved
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Annex A
(normative)

Test case specification: LDS in SE on SIC

Introduction

3-4:2011(E)

This §

A.2

A.21

The t
prese|

All teg

A.2.2

For 9
I1ISO/I

If EAF
testin

A.2.3
In ord

The |
secur

Since)
IDL. T
eleme

nnex specifies the test cases for the LDS in SE on SIC.

General test requirements

Preconditions for testing

bsts in this annex require a fully personalized IDL. This means that almandatory data gr|
ht. This annex tests all mandatory and optional data groups.

ts are mandatory unless marked as optional or conditional.

Test setup

etting up these tests, any reader for communicating with SIC compliant with ISO
FC 14443 can be used. The reader shall supportéxtended length APDUs and command ch

P is supported, a terminal authentication certificate chain and an IS private key are require
.

Implementation conformance statement
er to set up the tests properly; Tables A.1 and A.2 shall be completed.

5O/IEC 18013-2 specification defines several optional elements that an IDL can support.
ty mechanisms like"'BAP, EAP and AA as well as additional data groups (DG2 to DG14).

herefore, 4his' part of ISO/IEC 18013 specifies a set of profiles. Each profile covers a sp
nt. A tested IDL shall be assigned to the supported profiles in the ICS, and a test

performed.ifithe IDL supports this profile.

NOTE

bups shall be

IEC 7816 or
Aining.

d as input for

This includes

these elements-are optional, it is not possible to define the corresponding tests as mandatory for each

peific optional
shall only be

No profile ID’s are explicitly defined for DG12 to DG14 because the EAP, AA and NMA profil

es cover these

data g

roups implicitly.

© ISO/IEC 2011 — All rights reserved
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Table A.1 — Implementation conformance statement

Applicable P“:g,‘:.im
Profile Information for test setup (YES or NO) (Plain, BAP
or EAP)
SMI Security Mechanism Indicator -I
DG2 IDL contains elementary file with LDS Data Group 2
DG3 IDL contains elementary file with LDS Data Group 3
DG4 IDL contains elementary file with LDS Data Group 4 N
DG5 IDL contains elementary file with LDS Data Group 5 q’Q'\
DG6 IDL contains elementary file with LDS Data Group 6 (.L\,b‘ -
DG7 IDL contains elementary file with LDS Data Group 7 oS S
DG8 IDL contains elementary file with LDS Data Group 8 C "\u
DG9 IDL contains elementary file with LDS Data Group 9 N ;.
DG11 IDL contains elementary file with LDS Data Group 11\0) ‘
PA Passive Authentication , O )
AA Active Authentication OQX
AA-ECDBA AA ECDSA algorithm c&\‘
AA-RSA AA RSA algorithm N\Q\'
NMA Non-Match Alert A@“
EAP Extended Access Protecioni\‘o
CA-DH CA Diffie-HeIIma’r.\J;\'\J
CA-ECDH CA Elliptic C@é\f)ifﬁe-Hellman
@ .
O
O
@.
Q~
O
D
\‘</O
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Table A.2 — Configuration information

SupPorted Configuration information

Profile

PA Provide the country signing certificate name:

BAP Provide-thereference-string-provided-with-the-samples:
EAP Provide the name of the certificates and IS private key
DG11 Provide the template tag.

A.3 |Test Layer SE_LDS - LogicalData Structure Tests

A.3.1 Test Unit SE_LDS_COM —~Tests for EF.Com

Test| Unit-ID SE_LDS\COM
(Standard Encoding — Common Data Elements)

Purgose The.test cases in this test unit verify the structure and content of
EF:€OM in the LDS of the IDL.

Refgrences ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.1115/Test Case SE_LDS_COM_001

Test Case-ID SE LDS COM 001

Purpose This test checks the template tag that the encoded EF.COM element
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions 1. EF.COM has been retrieved from the IDL

Test Scenario 1. Check the very first byte of the EF.Com element

Expected Results | 1. First byte shall be '60'
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A.3.1.2 Test Case SE_LDS_COM_002

Test Case-ID SE LDS COM 002

Purpose This test checks the encoding of EF.COM element length.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

1. EF.COM has been retrieved from the IDL.

Test Scenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.COM object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).

2. The encoded length shall match the size of the given EF.COM object.

A.3.1.3 TestCase SE_LDS_COM_003

Test Case-ID SE LDS COM 003

Purpose This test checks the LDS version referred by the EF.COM element;
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

. EF.COM has been retrieved from the IDL.

Test Scenarjio

. Search for the LDS version (Tag '5F 01') inside EF.COM.
. Verify the encoded length of the object with tag /5F01".
. Verify the LDS version.

Expected Results

. Tag '5F 01' shall be present.
. The encoded length shall be 02.
. The specified LDS version shall be }01XX'h (BCD encoded).

WN=2ALON =

A3.1.4 TestCase SE_LDS_COM_004

Test Case-ID SE LDS COM 004

Purpose This test checks the Data"Group Tag List referred by the EF.COM
element.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 10

Profile

Preconditions

1. EF.COM-has been retrieved from the IDL

Test Scenarjio

1. Search for the Tag List (Tag '5C') inside EF.COM.

2. /Verify the length of the object with tag '5C".

8. 'Werify if mandatory data groups are present in the Data Group Tag
bist.

4. Verify the validity of the data group tags present in the Data Group
Tag List.

Expected Results

1. Tag '5C' shall be present.

2. The bytes that follow the tag shall contain a valid length encoding.

3. The Data Group Tag List shall at least contain the tags for the
mandatory data groups '61".

4. The list shall contain only valid data group tags as specified in [1] and
[2],i.e.'61', '6B', '6C', '65', '67', '75', '63', '76', '70', '71', '6F', and '6E".

12
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A.3.1.5 Test Case SE_LDS_COM_005

Test Case-ID SE_LDS_COM_005

Purpose This test checks the consistency of the Data Group Tag List with the
actual data groups present.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 10

Profile

Preconditions 1. EF.COM has been retrieved from the IDL.

Test Scenario 1. Check that all Data groups that are indicated by the tag list in EF.COM

are present.
Expécted Results | 1. All Data groups that are indicated by the tag list in EF.COM shall be
present.

A.3.1|6 Test Case SE_LDS_COM_006

Test|Case-ID SE LDS COM 006

Purgose This test checks the consistency of the actual data groups.present with
the Data Group Tag List.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 10

Profile

Predonditions 1. EF.COM has been retrieved from the’JDL.

Test| Scenario 1. Check that all Data groups that are NOT indicated by the tag list in

EF.COM are absent.
Expécted Results | 1. All Data groups that are NOT . indicated by the tag list in EF.COM shall

be absent.
A.3.1|7 Test Case SE_LDS_COM_007
Test|Case-ID SE LDS COM 007
Purgose This test checks the~encoding of SMI (Tag '86') element length.
Vergion 1.0
Refgrences ISO/IEC 180432:2008, Annex C
ISO/IEC #8013-3:2009, Clause 10
Proflle SMI
Predonditions 1. EE.COM has been retrieved from the IDL.
Tesf| Scenario 1.(Search for the SMI (Tag '86") inside EF.COM.

2.Analyze the encoding of the bytes that follow the template tag.

3. Verify the encoded length of the Tag '86'.

Expécted Results™ | 1. Tag '86' shall be present.

2. The bytes that follow the Tag '86' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the given Tag '86'".
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A.3.1.8 Test Case SE_LDS_COM_008

Test Case-ID SE_LDS_COM_008

Purpose This test checks the encoding of SMI (Tag '86").

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 9

Profile SMI

Preconditions 1. EF.COM has been retrieved from the IDL.
2. The SMI has been retrieved from EF.COM.

Test Scenario 1. Check the DER-TLV encoding of the SMI.
2. Check the content of the object with Tag '86'.

Expected Results | 1. The SMI shall be encoded in a valid DER structure (according to
ASN.1 encoding rules).
2. For each security mechanism indicated in the SMI, the data groups
indicated shall exist in the IDL.

A.3.1.9 TestCase SE_LDS_COM_009

Test Case-ID SE LDS COM 009
Purpose This test checks the encoding of the AA Security Mechanism,in the SMI.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 8
Profile SMI
Preconditions 1. EF.COM has been retrieved from the IDL.

2. The SMI has been retrieved from EF.CONI.

3. The SMI has a valid DER TLV structure.

Test Scenarjo Perform the following checks for the security mechanism in the SMI that
specifies the AA security mechanism(if present):

1. Check the encoding of the parameters for the mechanism id-sm-AA.
2. Check the version of the AA’parameters.

3. Check the publicKeyDG of the AA parameters.

4. Check the consistency(of publicKeyDG and the Taglist in EF.COM.
Expected Results | 1. The parameters forthe mechanism id-sm-AA shall be encoded as
specified in ISO/IEC.4#8013-3:2009, 8.2.4 4.

2. The version shall be '00" (V1).

3. The publicKeyDG shall be 13 (hex '0D").

4. The data~group indicated by publicKeyDG shall occur in the Taglist.
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A.3.1.10 Test Case SE_LDS_COM_010

Test Case-ID SE LDS COM 010
Purpose This test checks the encoding of the NMA mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009, Clause 8
Profile SMI
Preconditions 1. EF.COM has been retrieved from the IDL.

2. The SMI has been retrieved from EF.COM.

3. The SMI has a valid DER TLV structure.

Test Scenario Perform the following checks for the security mechanism in the SMI that
specifies the NMA mechanism (if present):

1. Check the encoding of the parameters for the mechanism id-sm-NMA.
2. Check the version of the NMA parameters.

3. Check the SAI_inputmethod of the NMA parameters.

4. Check the presence of the Tag for DG12 in the Taglist in EFCCOM.
Expécted Results | 1. The parameters for the mechanism id-sm-NMA shall be encoded as
specified in ISO/IEC 18013-3:2009, 8.4.4.3.

2. The version shall be '00' (V1).

3. The SAl_inputmethod field shall be set to the corresponding value in
DG12. If the SAI_inputmethod field is not present inDG12, the field shall
also not be included in EF.COM.

4. The tag '71' (DG12 tag) shall occur in the Taglist.
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A.3.1.11 Test Case SE_LDS_COM_011

Test Case-ID SE LDS COM 011
Purpose This test checks the encoding of the EAP mechanism in the SMI.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009
Profile SMI

Preconditions

1. EF.COM has been retrieved from the IDL.
2. The SMI has been retrieved from EF.COM.
3. The SMI has a valid DER TLV structure.

Test Scenario

Perform the following checks for the security mechanism in the SMI that

specifies the EAP mechanism:

1. Check the presence of the mechanism id-sm-EAP.

2. Check the encoding of the parameters for the mechanism id-sm-EAP.
3. Check the version of the EAP parameters.

4. Check the chipAuthPublicKeyDG field of the EAP parameters.

5. Check the consistency of chipAuthPublicKeyDG and the Taglist in
EF.COM.

6. Check the smConfiguration field of the EAP parameters.

7. Check the currentTrustRoot field of the EAP parameters,

8. Check the alternateTrustRoot field of the EAP parameters:

Expected Results

1. The mechanism id-sm-EAP shall be present.

2. The parameters for the mechanism id-sm-EAP shall-be encoded as
specified in ISO/IEC 18013-3:2009, C.6.

3. The version shall be '00' (V1).

4. The chipAuthPublicKeyDG field shall be sét {o 'OE' (DG14).

5. The data group indicated by chipAuthRublicKeyDG shall occur in the
Taglist.

6. The smConfiguration field shall use one of the identifiers from ISO/IEC
18013-3:2009, B.8 (i.e. oid_bap_config_1, oid_bap_config 2,
oid_bap_config_3, or oid_bap_cenfig_4).

7. The currentTrustRoot field shall be set to the current trust root's SKID,
formatted as in the corresponding card-verifiable certificate, including the
preceding length byte. The currentTrustRoot field shall be 17 bytes
length. If the resultinglectet string is shorter than 17 bytes, it shall be
padded to the rightwith ‘00’ bytes.

8. The alternate TrustRoot field shall be set to the alternate trust root's
SKID, formatted as in the corresponding card-verifiable certificate,
including the preceding length byte. The alternateTrustRoot field shall be
17 bytes length. If the resulting octet string is shorter than 17 bytes, it
shall be padded to the right with ‘00’ bytes.

A.3.1.12 Test Case SE_LDS_COM_012

Test Case-ID SE LDS COM 012
Purpose ThiSTeST Checks the presence of the EAP mechanism in the ST
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 18013-3:2009
Profile SMI

EAP NOT supported

Preconditions

1. EF.COM has been retrieved from the IDL.
2. The SMI has been retrieved from EF.COM.
3. The SMI has a valid DER TLV structure.

Test Scenario

1. Check the presence of the mechanism id-sm-EAP if EAP is NOT
supported.

Expected Results

1. The mechanism id-sm-EAP shall be absent.

16
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A.3.2 Test Unit SE_LDS_DG1 - Tests for EF.DG1

Test Unit-ID SE_LDS DG1
(Standard Encoding — Data Group 1)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 1.

References ISO/IEC 18013-2:2008
ISO/IEC 8859-1:1998
ISO 3166-1:2006

A.3.2(+—TFest-Case-SE-LBSBG1-061

Tesf{Case-ID SE_LDS DG1 001

Purpose This test checks the template tag that the encoded EF.DG1 element
starts with.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C

Profile

Predonditions 1. EF.DG1 has been retrieved from the IDL.

Tesf{ Scenario 1. Check the very first byte of the EF.DG1 element.

Expé¢cted Results | 1. First byte shall be '61'.

A.3.2]2 Test Case SE_LDS_DG1_002

Test|Case-ID SE LDS DG1 002

Purpose This test checks the encoding of EF{DG1 element length.
Vergion 1.0

Refdgrences ISO/IEC 18013-2:2008, Annex C

Profile

Preqonditions

1. EF.DG1 has been retrieved from the IDL.

Test| Scenario

1. Analyze the encodifg of the bytes that follow the template tag.
2. Verify the length of the EF.DG1 object.

Expg¢cted Results

1. The bytes that\follow the template tag shall contain a valid length
encoding (aceording to ASN.1 encoding rules).
2. The encaded length shall match the size of the given EF.DG1 object.

A.3.2[3 Test Case SE_LDS_DG1_003

Test|Case-ID SE LDS DG1 003

Purgose This test checks the encoding of Mandatory Demographic Data (Tag 'SF1F'
in EF.DG1.

Vergion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Proflle

Preconditions

1. EF.DG1 has been retrieved from the IDL.

Test Scenario

1. Search for the Mandatory Demographic Data (Tag '5F 1F') inside EF.DG1.

2. Analyze the encoding of the bytes that follow the template tag.
3. Verify the length of the DO with Tag '5F1F'.

Expected Results

1. Tag '5F 1F' shall be present.

2. The bytes that follow the Tag 'SF1F' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag 'SF1F".

© ISO/IEC 2011 — All rights reserved
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A.3.2.4 Test Case SE_LDS_DG1_004

Test Case-ID SE LDS DG1 004

Purpose This test checks the encoding of the Family Name referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

1. EF.DG1 has been retrieved from the IDL.

1. Check the Family Name field length.

2. Check the Family Name format.

1. The first byte of the Mandatory Data Elements object shall have a value
in the range '00'h .. '24'h.

2. Family Name shall not contain numeric characters.

Preconditions
Test Scenario

Expected Results

A.3.2.5 TestCase SE_LDS_DG1_005

Test Case-ID SE LDS DG1 005

Purpose This test checks the encoding of the Given Name referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

1. EF.DG1 has been retrieved from the IDL.

2. The Mandatory Data Elements object has beén retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

1. Check the Given Name field length,

2. Check the Given Name format.

1. The first byte following the Family Name field in the Mandatory Data
Elements object shall have a value in the range '00'h .. '24'h.

2. Given Name shall not contain numeric characters.

Preconditions

Test Scenarjio

Expected Results

A.3.2.6 TestCase SE_LDS_DG1_006

Test Case-ID SE_LDS _DGJ ‘006

Purpose This test cheeks the encoding of the Date of Birth referred by the
Mandatery.Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.
4. The Given Name has been retrieved from the Mandatory Data
Elements object.

Test Scenario

1. Check the Date of Birth field length.
2. Check the Date Of Birth encoding.
3. Check that the Date of Birth element contains a valid date.

Expected Results

1. The Date Of Birth field shall be encoded on the 4 bytes following the
Given Name field in the Mandatory Data Elements object.

2. Date of Birth shall be encoded in YYYYMMDD BCD format.

3. The Date of Birth shall be reasonable. It shall specify an existing day.
4. The Date of Birth shall be reasonable. It should be in the past.

18
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A.3.2.7 Test Case SE_LDS_DG1_007

Test Case-ID SE LDS DG1 007

Purpose This test checks the encoding of the Date of Issue referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.

2. The Mandatory Data Elements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data

Elements object.
4. The Given Name has been retrieved from the Mandatory Data
Elements object.
5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

Test

Scenario

1. Check the Date of Issue field length.
2. Check the Date Of Issue encoding.
3. Check that the Date of Issue element contains a valid date.

Expg¢cted Results

1. The Date Of Issue field shall be encoded on the 4 bytes following the
Date of Birth field in the Mandatory Data Elements,object.

2. Date of Issue shall be encoded in YYYYMMDD.BCD format.

3. The Date of Issue shall be reasonable. It shall specify an existing day.
4. The Date of Issue shall be reasonable. Jt'should be the current date or
in the past.

A.3.2|8 Test Case SE_LDS_DG1_008

Test|Case-ID SE LDS DG1 008

Purgose This test checks the encoding of the Date of Expiry referred by the
Mandatory Demographic Data (Tag '5F1F) in EF.DG1.

Vergion 1.0

Refdrences ISO/IEC 18013-2¢2008, Annex C

Profile

Predonditions 1. EF.DG1+has been retrieved from the IDL
2. The Mandatory Data Elements object has been retrieved from
EF.DG1.
3. /Fhe'Family Name has been retrieved from the Mandatory Data
Elements object.
47 The Given Name has been retrieved from the Mandatory Data
Elements object.
5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.
6. The Date of Issue has been retrieved from the Mandatory Data
Elements object.

Test Scenario 1. Check the Date of Expiry field length.

2. Check the Date Of Expiry encoding.
3. Check that the Date of Expiry element contains a valid date.

Expected Results

1. The Date Of Expiry field shall be encoded on the 4 bytes following the
Date of Issue field in the Mandatory Data Elements object.

2. Date of Expiry shall be encoded in YYYYMMDD BCD format.

3. The Date of Expiry shall be reasonable. It shall specify an existing
day.

4. The Date of Expiry shall be reasonable. It shall specify a date after
the Date of Issue.

© ISO/IEC 2011 — All rights reserved
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A.3.2.9 Test Case SE_LDS_DG1_009

Test Case-ID SE_LDS DG1_009

Purpose This test checks the encoding of the Issuing Country referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO 3166-1:2006

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

4. The Given Name has been retrieved from the Mandatory Data
Elements object.

5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

6. The Date of Issue has been retrieved from the Mandatory Data
Elements object.

7. The Date of Expiry has been retrieved from the Mandatopy, Data
Elements object.

Test Scenar

(0]

1. Check the Issuing Country field length.
2. Check the Issuing Country encoding.
3. Check that the Issuing Country element is valid,

Expected Results | 1. The Issuing Country field shall be encoded afy the 3 bytes following the
Date of Expiry field in the Mandatory Data Elements object.
2. Issuing Country shall be encoded in Alpha characters only.
3. The Issuing Country shall be a valid, value as defined in ISO 3166-1.
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A.3.2.10 Test Case SE_LDS_DG1_010

Test Case-ID SE LDS DG1 010

Purpose This test checks the encoding of the Issuing Authority referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 8859-1:1998

Profile

Preconditions 1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

4. The Given Name has been retrieved from the Mandatory Data
Elements object.

5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

6. The Date of Issue has been retrieved from the Mandatory, Data
Elements object.

7. The Date of Expiry has been retrieved from the Mandatory Data
Elements object.

8. The Issuing Country has been retrieved from the' Mandatory Data
Elements object.

Tesf| Scenario 1. Check the Issuing Authority field length,

2. Check the Issuing Authority format.

Expe¢cted Results | 1. The first byte following the IssuingCountry field in the Mandatory Data
Elements object shall have a value i the range '00'h .. '41'h.

2. Issuing Authority shall be coded-according to ISO/IEC 8859-1.
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A.3.2.11 Test Case SE_LDS_DG1_011

Test Case-ID SE LDS DG1 011

Purpose This test checks the encoding of the Licence Number referred by the
Mandatory Demographic Data (Tag 'SF1F) in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions 1. EF.DG1 has been retrieved from the IDL.
2. The Mandatory Data Elements object has been retrieved from
EF.DG1.

3. The Family Name has been retrieved from the Mandatory Data
Elements object.

4. The Given Name has been retrieved from the Mandatory Data
Elements object.

5. The Date of Birth has been retrieved from the Mandatory Data
Elements object.

6. The Date of Issue has been retrieved from the Mandatory Data
Elements object.

7. The Date of Expiry has been retrieved from the Mandatory Data
Elements object.

8. The Issuing Country has been retrieved from the Mandatory Data
Elements object.

9. The Issuing Authority has been retrieved from the‘Mandatory Data
Elements object.

Test Scenarjo 1. Check the Licence Number field length.

2. Check the Licence Number format.

Expected Results | 1. The first byte following the Issuing Authority field in the Mandatory
Data Elements object shall have a value'in'the range '00'h .. "19'h.

2. Licence Number shall be coded on,Alpha and Numeric characters
only.

A.3.2.12 Test Case SE_LDS_DG1_012

Test Case-ID SE _LDS DG1 012

Purpose This test checks the €ncoding of Categories of
Vehicles/Restrictions/Conditions (Tag '7F63') in EF.DG1.

Version 1.0

References ISO/IEC 18043-2:2008, Annex C

Profile

Preconditions 1. EF:DG1 has been retrieved from the IDL

Test Scenarjio 1. Search for the Categories of Vehicles/Restrictions/Conditions (Tag '7F

63!)inside EF.DG1.

27 Analyze the encoding of the bytes that follow the template tag.
3. Verify the length of the DO with Tag '7F 63'.

Expected Resulis | 1. Tag '7F 63' shall be present.

2. The bytes that follow the Tag '/Fb3" shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag
'7TF63.

22 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

A.3.2.13 Test Case SE_LDS_DG1_013

Test Case-ID SE_LDS DG1_013
Purpose This test checks the "Number of Entries" DO in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.
Version 1.0
References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Annex C
Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.
2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test

Scenario

1. Search for the Number of Entries (Tag '02") inside Categories of
Vehicles/Restrictions/Conditions object.

2. Analyze the encoding of the length of the Number of Entries DO coded
with tag '02".

3. Check the value encoded in the Number of Entries DO.

Expécted Results

1. Tag '02' shall be present.

2. The length encoded in the Number of Entries DO shall bg)'01'h.

3. The Number of Entries (01) shall match the number-of occurrences of
tag '87' in the Categories of Vehicles/Restrictions/Cenditions object.

A.3.2|14 Test Case SE_LDS_DG1_014

Test|Case-ID SE LDS DG1 014

Purpose This test checks the length of each "Category of
Vehicle/Restriction/Condition" entry(in‘the "Categories of
Vehicles/Restrictions/Conditions™BO (Tag '7F63') in EF.DG1.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Annex C

Profile

Predonditions 1. EF.DG1 has been\retrieved from the IDL.
2. The Categoriesof Vehicles/Restrictions/Conditions object has been
retrieved from EF'DG1.

Test| Scenario Perform the-following checks for each of the "Category of

Vehicle/Restriction/Condition" entries :

1. Analyze the encoding of the bytes that follow the tag '87'.

2. Merify the length of the DO with Tag '87".

3. Check the number of sub fields in the value of the DO with Tag '87".

Expected Results

1 The bytes that follow the Tag '87' shall contain a valid length encoding
(according to ASN.1 encoding rules).

2. The encoded length shall match the size of the DO with the Tag '87".
3. The value of the DO with Tag '87' contains 6 sub-fields, separated by
a sub-field delimiters ";"

© ISO/IEC 2011 — All rights reserved

23


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

A.3.2.15 Test Case SE_LDS_DG1_015

Test Case-ID SE_LDS DG1_015

Purpose This test checks the Vehicle Category Code of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.

Version 1.0
References ISO/IEC 18013-2:2008, A 4
ISO/IEC 18013-2:2008, Annex C
Profile
Preconditions 1. EF.DG1 has been retrieved from the IDL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Scenarjo Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

1. Check the length of the Vehicle Category Code (sub-field #1).

2. Check the format of the Vehicle Category Code (sub-field #1).
Expected Results | 1. The Vehicle Category Code has a length of 1 or 2 or 3 bytes.

2. The Vehicle Category Code contains Alpha-Numeric characters/only.

A.3.2.16 Test Case SE_LDS_DG1_016

Test Case-ID SE LDS DG1 016

Purpose This test checks the Date of Issue (if present) of each'Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.

Version 1.0
References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Annex C
Profile
Preconditions 1. EF.DG1 has been retrieved from-the IDL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Scenarjo Perform the following chetks for each of the "Category of
Vehicle/Restriction/Caondition" entries:

1. Check the length-6fthe Date of Issue (sub-field #2).

2. Check the format of the Date of Issue.

3. Check that.the Date of Issue field contains a valid date.

Expected Results | 1. The Date of Issue has a length of 4 bytes.

2. Date of Issue shall be encoded in YYYYMMDD BCD format.

3. The.Date of Issue shall be reasonable. It shall specify an existing date.
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A.3.217 Test Case SE_LDS_DG1_017

Test Case-ID SE LDS DG1 017

Purpose This test checks the Date of Expiry (if present) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.

Version 1.0

References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, Annex C

Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.
2. The Categories of Vehicles/Restrictions/Conditions object has been

retrieved from EF.DG1.

Test| Scenario

Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

1. Check the length of the Date of Expiry (sub-field #3).

2. Check the format of the Date of Expiry.

3. Check that the Date of Expiry field contains a valid date.

Expécted Results

1. The Date of Expiry has a length of 4 bytes.

2. Date of Expiry shall be encoded in YYYYMMDD BCD format.

3. The Date of Expiry shall be reasonable. It shall speecify an existing
date.

A.3.2|18 Test Case SE_LDS_DG1_018

Test|Case-ID SE LDS DG1 018
Purgose This test checks the Code field (if presént) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions™DO (Tag '7F63') in EF.DG1.
Vergion 1.0
Refgrences ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008;A.5.1
ISO/IEC 18013-2:2008, Annex C
Profile

Preqonditions

1. EF.DG1 has.been retrieved from the IDL.
2. The Categoties of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test| Scenario

Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

1. Check the length of the Code (sub-field #4).

2. Check the format of the Code.

3. Check the value of the Code.

Expécted Results

1. The Code has a maximum length of 5 bytes.

2. Code shall be encoded in a maximum of 5 ANS characters.

3. The value of the Code is one of the values specified in ISO/IEC
18013-2:2008, A.5.1 (i.e. "01", "03", "78", "S01", "S02", "S03", "S04" or

"805").
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A.3.2.19 Test Case SE_LDS_DG1_019

Test Case-ID SE LDS DG1 019
Purpose This test checks the Sign field (if present) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/Conditions" DO (Tag '7F63') in EF.DG1.
Version 1.0
References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, A.5.1
ISO/IEC 18013-2:2008, Annex C
Profile

Preconditions

1. EF.DG1 has been retrieved from the IDL.

2. The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Scenarjo

Perform the following checks for each of the "Category of
Vehicle/Restriction/Condition" entries:

. Check the length of the Sign (sub-field #5).

. Check the format of the Sign.

. Check the value of the Sign.

. Check the Sign only occurs in combination with an applicable Code.
. Check the Sign only occurs in combination with a Value field:

Expected Results

. The Sign has a length of 1 - 2 bytes.

. Sign shall be encoded in a Special characters.

. The value of the Sign is one of the values specified in ISO/IEC 18013-
2:2008, A.5.1 (i.e. "<""=" >N =" =N TS SN IS =S =),

4. The value of the Code is one of the following_values specified in
ISO/IEC 18013-2:2008, A.5.1 (i.e. "S01", "S02") "S03" or "S04").

5. The Value field is not empty.

WN -2 WON =

A.3.2.20 Test Case SE_LDS_DG1_020

Test Case-ID SE LDS DG1 020
Purpose This test checks the Value field (if present) of each "Category of
Vehicle/Restriction/Condition" entry in the "Categories of
Vehicles/Restrictions/€onditions" DO (Tag '7F63') in EF.DG1.
Version 1.0
References ISO/IEC 18013-2:2008, A.4
ISO/IEC 18013-2:2008, A.5.1
ISO/IEC 18013-2:2008, Annex C
Profile

Preconditions

1. ER:DG1 has been retrieved from the IDL.
2..The Categories of Vehicles/Restrictions/Conditions object has been
retrieved from EF.DG1.

Test Scenarfo

Perform the following checks for each of the "Category of

Vehicle/Restriction/Condition" entries:
Chopcle tho formmat aftha \/aliin

T OO UItTTCTOT T Niat OT a1 v arac:

. Check the Value only occurs in combination with a Code.
. Check the Value only occurs in combination with a Sign.

Expected Results

. The Code field is not empty.

4
2
3
1. The Value field shall be encoded in BCD format.
2
3. The Sign field is not empty.
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A.3.3 Test Unit SE_LDS_DG2 — Tests for EF.DG2

Test Unit-ID SE_LDS DG2
(Standard Encoding — Data Group 2)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 2.

References ISO/IEC 18013-2:2008

A.3.3.1 Test Case SE_LDS_DG2_001

Test Case-ID SE LDS DG2 001

Purgose This test checks the template tag that the encoded EF.DG2 element
starts with.

Vergion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Profile DG2

Predonditions 1. EF.DG2 has been retrieved from the IDL.

Test| Scenario 1. Check the very first byte of the EF.DG2 element.

Expécted Results | 1. First byte shall be '6B'.

A.3.3|2 Test Case SE_LDS_DG2_002
Test|Case-ID SE LDS DG2 002
Purpose This test checks the encoding of EF.DG2 element length.
Vergion 1.0
Refgrences ISO/IEC 18013-2:2008, Annex C
Profile DG2

Preqonditions

1. EF.DG2 has been retrieved from the IDL.

Test| Scenario

1. Analyze the encoding of. th€’ bytes that follow the template tag.
2. Verify the length of the EF.DG2 object.

Exp¢cted Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according\fo ASN.1 encoding rules).
2. The encoded.Jenhgth shall match the size of the given EF.DG2 object.

A.3.3|3 Test Case SE_LDS_DG2.003
Test|Case-ID SE LDS'\DG2 003
Purgose This testchecks the encoding of the Tag List (Tag '5C') in EF.DG2.
Vergion 1.0
Refdrences [SO/IEC 18013-2:2008, Annex C
Profile DG2
Predonditions 1. EF.DG2 has been retrieved from the IDL.
Tesf| Scenario 1. Search for the Tag List (Tag '5C') inside EF.DG2.

2. Analyze the encoding of the bytes that follow the template tag.
3. Verify the length of the DO with Tag '5C'.

Expécted Results

1 _Tag '"C' shall he present

2. The bytes that follow the Tag '5C' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '5C'.
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A.3.3.4 Test Case SE_LDS_DG2_004

Test Case-ID SE LDS DG2 004

Purpose This test checks the consistency of the Tag List with the actual data tags
present.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Preconditions 1. EF.DG2 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG2.

Test Scenario 1. Check that all data elements that are indicated by the Tag List in
EF.DG2 are present.

Expected Results | 1. All data elements that are indicated by the Tag List in EF.DG2 shall be
present.

A.3.3.5 Test Case SE_LDS_DG2_005

Test Case-ID SE LDS DG2 005

Purpose This test checks the consistency of the Tag List with the actual present
data tags.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Preconditiorjs 1. EF.DG2 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG(

Test Scenarjo 1. Check that only data elements that are indicated by the Tag List in
EF.DG2 are present.

Expected Results | 1. All data elements that are present shall be indicated in the Tag List in
EF.DG2.

A.3.3.6 Test Case SE_LDS_DG2_006

Test Case-ID SE LDS DG2 006
Purpose This test checks the 'encoding of the Gender (Tag '5F35') in EF.DG2.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG2
Tag '5F35/is present in EF.DG2
Preconditions 1. EFDG2 has been retrieved from the IDL.
Test Scenarjo 1.8earch for the Gender (Tag '5F 35') inside EF.DG2.

2."Check the length of the DO with Tag '5F 35'.
3. Check the value of Gender.

Expected Results—/| 1. Tag '5F 35' may be present.
2
3

. The length of Gender shall be 1 byte.
. The value of Gender shall be '00' (Unknown), '01' (Male), '02'
(Female), or '09' (Not applicable) encoded in BCD format.
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A.3.3.7 TestCase SE_LDS_DG2_007

Test Case-ID SE LDS DG2 007
Purpose This test checks the encoding of the Height (Tag '5F64') in EF.DG2.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG2
Tag '5F64' is present in EF.DG2
Preconditions 1. EF.DG2 has been retrieved from the IDL.

Test Scenario . Search for the Height field (Tag 'SF 64') inside EF.DG2.
. Check the length of the DO with Tag '5F 64'.
. Check the encoding of the Height field.

1
2
3
Expécted Results | 1. Tag '5F 64' may be present.
2
3

. The length of the Height field shall be 2 bytes.
. The value of the Height field shall be encoded in BCD format.

A.3.3|8 Test Case SE_LDS_DG2_008

Test|Case-ID SE LDS DG2 008
Purpose This test checks the encoding of the Weight (Tag '5E65") in EF.DG2.
Vergion 1.0
Refdrences ISO/IEC 18013-2:2008, Annex C
Prof{le DG2
Tag '5F65' is present in EF.DG2
Predonditions 1. EF.DG2 has been retrieved from thelDL.
Test| Scenario 1. Search for the Weight (Tag '5F 65!)\inside EF.DG2.
2. Check the length of the DO with.Tag '5F 65'.
3. Check the encoding of the Weight field.
Expécted Results | 1. Tag '5F 65' may be present;
2. The length of the Weighitfield shall be 2 bytes.
3. The value of the Weight field shall be encoded in BCD format.
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A.3.3.9 Test Case SE_LDS_DG2_009

Test Case-ID SE LDS DG2 009

Purpose This test checks the encoding of the Eye Colour (Tag '5F66') in EF.DG2.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Tag '5SF66' is present in EF.DG2

Preconditions

. EF.DG2 has been retrieved from the IDL

Test Scenario

. Search for the Eye Colour (Tag '5F 66') inside EF.DG2.
. Check the length of the DO with Tag '5F 66'.
. Check the encoding of Eye Colour.

Expected Results

. Tag '5F 66' may be present.

. The length of Eye Colour shall be 3 bytes.

. The value of Eye Colour shall be as defined in ANSI D20-2003 (i.e.
IIBLK", "BLUII, IIBRO", IIGRY", IIGRN", "HAZ"y "MAR"’ IIPNK", IIDIC", or
IIUNKII)‘

WN =2WON =

A.3.3.10 Test Case

SE_LDS_DG2_010

Test Case-ID SE LDS DG2 010

Purpose This test checks the encoding of the Hair Colour (Tag '5F67") inEF.DG2.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Tag '5F67' is present in EF.DG2

Preconditions

1. EF.DG2 has been retrieved from the IDL.

Test Scenarjo

1. Search for the Hair Colour (Tag '5F 67') inside EF.DG2.
. Check the length of the DO with Tag 'Sk 67'.
. Check the encoding of Hair Colour.

Expected Results

. Tag '5F 67' may be present.

. The length of Hair Colour shall*be 3 bytes.

. The value of Hair Colour shallbe as defined in ANSI D20-2003 (i.e.
IBAL“’ IlBLKlI, llBLNll, IIBROII, IIGRYII7 IIREDII7 IISDYH, llWHIll, or IlUNKll)-

WN =2WDN

A.3.3.11 Test Case SE_LDS_DG2_011

Test Case-ID SE_LDS DG2 ‘011

Purpose This test cheeks the encoding of the Place of Birth (Tag '5F11') in
EF.DG2-

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2

Tag '5F11'is present in EF.DG2

Preconditions

. EF.DG2 has been retrieved from the IDL.

Test Scenarjio

. Search for the Place Of Birth (Tag '5F 11") inside EF.DG2.

. Check the length of the DO with Tag '5F 11"
. Check the length and format of the DO with Tag '5F 11'..
. Check the value of Place of Birth.

Expected Results

. Tag '5F 11" may be present.

. The bytes that follow the tag shall contain a valid (ASN.1) length
encoding.

3. The Place of Birth field shall be encoded as ADNS on 2 - 35 bytes.
4. The value of Place of Birth shall consist of 3 fields that are separated
with a sub-field delimiter (";").

N =2~ WN ==
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A.3.3.12 Test Case SE_LDS_DG2_012

Test Case-ID SE LDS DG2 012

Purpose This test checks the encoding of the Place of Residence (Tag '5F42") in
EF.DG2.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG2
Tag '5F42' is present in EF.DG2

Preconditions 1. EF.DG2 has been retrieved from the IDL.

Test Scenario 1. Search for the Place Of Residence (Tag '5F 42') inside EF.DG2.

2. Check the length of the DO with Tag '5F 42'.

3. Check the length and format of the DO with Tag '5F 42'.

4. Check the value of Place of Residence.

Expected Results | 1. Tag '5F 42' may be present.

2. The bytes that follow the tag shall contain a valid (ASN.1) length
encoding.

3. The Place of Residence field shall be encoded as ADNS on'5 - 113
bytes.

4. The value of Place of Residence shall consist of 6 fields'that are
separated with a sub-field delimiter (";").
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A.3.4 Test Unit SE_LDS_DG3 - Tests for EF.DG3

Test Unit-ID SE_LDS DG3
(Standard Encoding — Data Group 3)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 3.

References ISO/IEC 18013-2:2008

A.3.41 TestCase SE_LDS_DG3_001

Test Case-ID SE_LDS_DG3_001

Purpose Thistestchecks thetemptatetagthattheencoded EF-DG3eterment
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

Preconditions 1. EF.DG3 has been retrieved from the IDL.

Test Scenarjio 1. Check the very first byte of the EF.DG3 element.

Expected Results | 1. First byte shall be '6C'".

A.3.4.2 TestCase SE_LDS_DG3_002

Test Case-ID SE_LDS_DG3 002

Purpose This test checks the encoding of EF.DG3 elementdength.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

Preconditions 1. EF.DG3 has been retrieved from the |DL.

Test Scenarjio 1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG3:6bject.

Expected Results | 1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.J<encoding rules).
2. The encoded length shall'match the size of the given EF.DG3 object.

A.3.4.3 TestCase SE_LDS_DG3_003

Test Case-ID SE LDS DG3 -003

Purpose This test checks the encoding of the Tag List (Tag '5C') in EF.DG3.
Version 1.0

References ISO/IEC-18013-2:2008, Annex C

Profile DG3

Preconditions
Test Scenarjio

~EF.DG3 has been retrieved from the IDL.

~“Search for the Tag List (Tag '5C') inside EF.DG3.

. Analyze the encoding of the bytes that follow the template tag.

. Verify the length of the DO with Tag '5C'.

—Anatyse the vatue of the data objectwithr Tag 5C*

. Tag '5C' shall be present.

. The bytes that follow the Tag '5C' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '5C'.
4. The encoded value shall only contain tags specified in Table C.8 of
ISO/IEC 18013-2:2008.

Expected Results

N =N WN =

A.3.4.4 TestCase SE_LDS_DG3_004

Test Case-ID SE LDS DG3 004
Purpose This test checks the consistency of the Tag List with the actual data tags
present.
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Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG3

Preconditions

1. EF.DG3 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG3.

Test Scenario

1. Check that all data elements that are indicated by the Tag List in
EF.DG3 are present.

Expected Results

1. All data elements that are indicated by the Tag List in EF.DG3 shall be
present.

A.3.45 TestCase SE_LDS_DG3_005

Tesf{Case-ID SE_LDS DG3 005

Purgose This test checks the consistency of the Tag List with the actual data tags
present.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C

Profile DG3

Preqonditions

1. EF.DG3 has been retrieved from the IDL.
2. Tag List has been retrieved from the EF.DG3.

Test| Scenario

1. Check that only data elements that are indicated\by’the Tag List in
EF.DG3 are present.

Exp¢cted Results

1. All data elements that are present shall be.indicated in the Tag List in
EF.DG3.

A.3.4/6 Test Case SE_LDS_DG3_006

Test|Case-ID SE LDS DG3 006

Purgose This test checks the encoding,of the Administrative Number (Tag '5F68')
in EF.DG3.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008,Annex C

Prof{le DG3

Tag '5F68' is present in EF.DG3.

Preqonditions

1. EF.DG3 has:been retrieved from the IDL.

Test| Scenario

1. Search-forthe Administrative Number (Tag '5F 68') inside EF.DG3.
2. Check the length of the DO with Tag '5F 68'.
3. Check the encoding of Administrative Number.

Expg¢cted Results

1.(Tag '5F 68' may be present.

2.The bytes that follow the Tag 'SF 68' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The Administrative Number shall be as coded as ANS and shall not be
longer than 25 bytes.

A.3.4|7\ Test Case SE_LDS_DG3_007

Test Case-ID SE LDS DG3 007

Purpose This test checks the encoding of the Document Discriminator (Tag
'6F69") in EF.DG3.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

Tag '5F69' is present in EF.DG3

Preconditions

1. EF.DG3 has been retrieved from the IDL.

Test Scenario

1. Search for the Document Discriminator (Tag '5F 69') inside EF.DG3.
2. Check the length of the DO with Tag '5F 69'.
3. Check the encoding of Document Discriminator.

Expected Results

1. Tag '5F 69' may be present.
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2. The length of the DO with Tag '5F 69' shall be 1 byte.
3. The Document Discriminator shall be as coded as BCD.

A.3.4.8 TestCase SE_LDS_DG3_008

Test Case-ID SE LDS DG3 008

Purpose This test checks the encoding of the Data Discriminator (Tag '5F6D') in
EF.DG3.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

lag oFbD"Is presentin EF.DGo

Preconditions

1. EF.DG3 has been retrieved from the IDL.

Test Scenarjio

1. Search for the Data Discriminator (Tag '5F 6D') inside EF.DG3.
. Check the length of the DO with Tag '5F 6D".
. Check the encoding of Data Discriminator.

Expected Results

. Tag '5F 6D' may be present.
. The length of the DO with Tag '5F 6D' shall be 1 byte.
. The Data Discriminator shall be as coded as BCD.

WN=2WDN
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A.3.49 TestCase SE_LDS_DG3_009

Test Case-ID SE_LDS DG3_009

Purpose This test checks the encoding of the ISO Issuer ID Number (Tag '5F6A")
in EF.DG3.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG3

Tag '5F6A' is present in EF.DG3

Preconditions

1. EF.DG3 has been retrieved from the IDL.

Test Scenario

. Search for the ISO Issuer ID Number (Tag '5F 6A') inside EF.DG3.
. Check the length of the DO with Tag 'SF 6A".

Expécted Results

. Tag 'SF 6A' may be present.
. The length of the DO with Tag '5F 6A' shall be 3 bytes.
. The ISO Issuer ID Number shall be as coded as BCD.

1
2
3. Check the encoding of ISO Issuer ID Number.
1
2
3

A.3.8 Test Unit

SE_LDS_DG4 — Tests for EF.DG4

Tesf{ Unit-ID SE_LDS DG4
(Standard Encoding — Data Group 4)

Purgose The test cases in this test unit verify the structure and,contents of the IDL
LDS Data Group 4.

Refdrences ISO/IEC 18013-2:2008

A.35[1 TestCase SE_LDS_DG4_001

Test|Case-ID SE LDS DG4 001

Purpose This test checks the template tag;.the encoded EF.DG4 element starts
with.

Verdion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Proflle DG4

Preqonditions 1. EF.DG4 has been\retrieved from the IDL.

Test| Scenario 1. Check the verjirst byte of the EF.DG4 element.

Expé¢cted Results | 1. First byte shall be '65'.

A.35[2 TestCase SE_LDS_DG4_002

Tesf{Case-ID SELDS DG4 002

Purgose This test checks the encoding of EF.DG4 element length.
Vergion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Profile DG4

Preqonditions

1. EF.DG4 has been retrieved from the IDL.

Test| SCenario

1. Analyze the encoding of the bytes that follow the template tag.

2 \/arifu tho loanath of tha El: NG4 - obiect
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Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).

2. The encoded length shall match the size of the given EF.DG4 object.

A.3.53 TestCase SE_LDS_DG4_003

Test Case-ID SE LDS DG4 003

Purpose This test checks the Number of Portraits (Tag '02') present in EF.DG4.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG4

Preconditions

1. EF.DG4 has been retrieved from the IDL

© ISO/IEC 2011 — All rights reserved
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Test Scenario

1. Search for the Number of Portraits (Tag '02') inside EF.DG4.
2. Check the length of the Number of Portraits data element.
3. Check the value of the Number of Portraits data element.

Expected Results

1. Tag '02' shall be present.

2. The length of the Number of Portraits data element shall be 1 byte.
3. The Number of Portraits (01) shall match the number of occurrences
of tag 'A2' in EF.DG4.

A.3.54 TestCase SE_LDS_DG4_004

Test Case-ID SE LDS DG4 004

Purpose This-test-checks-the-enecoding-ofal-Rertrait Femplates(Fag—A2Hnr
EF.DG4.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG4

Preconditions

1. EF.DG4 has been retrieved from the IDL.

Test Scenarjo

1. Check the Portrait Template tag.
2. Analyze the encoding of the bytes that follow the template tag'
3. Verify the length of the DO with Tag 'A2'.

Expected Results

1. The Portrait Template tag shall be 'A2'.

2. The bytes that follow the Tag 'A2' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag 'A2'.

A.3.5.5 Test Case SE_LDS_DG4_005

Test Case-ID SE_LDS DG4 005

Purpose This test checks the encoding of the Image Time Stamp (Tag '88') in
each Portrait Template in EF.DG4.

Version 1.0

References ISO/IEC 18013-2:2008, Annex'C

Profile DG4

Preconditions

1. EF.DG4 has been retrieved from the IDL.

Test Scenarjo

1. Search for the Image-Time Stamp (Tag '88') inside the Portrait
Template.

. Check the length of the Image Time Stamp data element.

. Check the encoding of the Image Time Stamp data element.

. Check the'walue of the Image Time Stamp data element.

Expected Results

. Tag '88jshall be present.

. Thellength of the Image Time Stamp data element shall be 7 bytes.
.{Jhe Image Time Stamp data element shall be BCD encoded.

. The Image Time Stamp data element shall represent a valid date/time
coded as YYYYMMDDhhmmss.

BWON=22SDOWON

A.3.5.6 TestCase SE_LDS_DG4006

Test Case-ID SE LDS DG4 006

Purpose This test checks the encoding of the Type of Image (Tag '89') in each
Portrait Template in EF.DG4.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG4

Preconditions

1. EF.DG4 has been retrieved from the IDL.

Test Scenario

1. Search for the Type of Image (Tag '89') inside the Portrait Template.
2. Check the length of the Type of Image data element.
3. Check the value of the Type of Image data element.

Expected Results

1. Tag '89' shall be present.
2. The length of the Type of Image data element shall be 1 byte.
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3. The Type of Image data element shall be one of the values indicated
in ISO/IEC 18013-2:2008, 8.4 (i.e. '02', '03', or '04").

A.3.57 TestCase SE_LDS_DG4_007

Test Case-ID SE LDS DG4 007

Purpose This test checks the encoding of the Image (Tag '5F 40') in each Portrait
Template in EF.DG4.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C, Annex E

Profile DG4

. EFDG4 i 1do IUUUI I |c‘u iUVUu‘ fl UITI ti 1< iDL

. Search for the Image (Tag '5F 40') inside the Portrait Template.

. Check the encoded length of the Image data element.

. Verify the length of the Image data element.

. Verify the type of Image.

. Verify consistency of Image type with encoded element.

. Tag 'SF 40' shall be present.

. The bytes that follow the Tag '5F 40' shall contain a valid-length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the data element with the
Tag '5F 40'.

4. The type of Image shall match one of the values in Table E.1 in
ISO/IEC 18013-2:2008

5. The encoded Image format shall mateh the image type stated in the
Type of image field.

Preqonditions
Tesf| Scenario

Exp¢cted Results

N =20 ON =
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A.3.6 Test Unit SE_LDS_DGS5 — Tests for EF.DG5

Test Unit-ID SE_LDS DG5
(Standard Encoding — Data Group 5)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 5.

References ISO/IEC 18013-2:2008

A.3.6.1 TestCase SE_LDS_DG5_001

Test Case-ID SE_LDS_DG5_001

Purpose Thistestchecks thetemptatetagthattheencoded EF-DGS eterment
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG5S

Preconditions 1. EF.DG5 has been retrieved from the IDL.

Test Scenarjio 1. Check the very first byte of the EF.DG5 element.

Expected Results | 1. First byte shall be '67".

A.3.6.2 TestCase SE_LDS_DG5_002

Test Case-ID SE_LDS_DG5 002

Purpose This test checks the encoding of EF.DG5 elementdength.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions 1. EF.DGS5 has been retrieved from the |DL.

Test Scenarjio 1. Analyze the encoding of the bytes that follow the template

tag.johannie

2. Verify the length of the EF.DG5 obiject.

Expected Results | 1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).

2. The encoded lengthtshall match the size of the given EF.DG5 object.

A.3.6.3 TestCase SE_LDS_DG5_003

Test Case-ID SE LDS_DG5 003
Purpose This test.checks the Type of Image (Tag '89') present in EF.DG5.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG7
Preconditions 1. EF.DG5 has been retrieved from the IDL.
Test Scenarjo 1. Search for the Type of Image (Tag '89') inside EF.DG5.
2 Checkthefengthof the T ype of tmage data efement:
3. Check the value of the Type of Image data element.
Expected Results | 1. Tag '89' shall be present.
2. The length of the Type of Image data element shall be 1 byte.
3. The Type of Image data element shall be one of the values indicated
in ISO/IEC 18013-2:2008, 8.5 (i.e. '02', '03', or '04").

A.3.6.4 TestCase SE_LDS_DG5_004

Test Case-ID SE_LDS DG5_004

Purpose This test checks the Image of Signature or Mark (Tag 'SF 43') present in
EF.DG5.

Version 1.0

38 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

References

ISO/IEC 18013-2:2008, Annex C, Annex E

Profile

DG7

Preconditions

1. EF.DG5 has been retrieved from the IDL.

Test Scenario

1. Search for the Image of Signature or Mark (Tag '5F 43') inside
EF.DG5.

2. Check the encoded length of the Image of Signature or Mark data
element.

3. Check the length of the Image of Signature or Mark data element.
4. Verify the type of Image.

5. Verify consistency of Image type with encoded element.

Expected Results

1. Tag 'SF 43' shall be present.

2—Fhe-bytes-thatfollow-theTag-5F43-shal-containa-validdength
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Image of Signaturecor
Mark data element.

4. The type of Image shall match one of the values in Table E.1 in
ISO/IEC 18013-2:2008.

5. The encoded Image format shall match the image type stated in the
Type of image field.

A.3.1 TestUnit SE_LDS_DG6 — Tests for EF.DG6

Test Unit-ID SE_LDS DG6
(Standard Encoding — Data Group 6)

Purgose The test cases in this test unit verify the’structure and contents of the IDL
LDS Data Group 6.

Refgrences ISO/IEC 18013-2:2008

A3.7|1 Test Case SE_LDS_DG6_001

Test|Case-ID SE LDS DG6 001

Purgose This test checks the template tag that the encoded EF.DG6 element
starts with.

Vergion 1.0

Refdrences ISO/IEC 18043=2:2008, Annex C

Profile DG6

Preqonditions

1. EF.DGB6"has been retrieved from the IDL.

Test| Scenario

1. Cheek the very first byte of the EF.DG6 element.

Expg¢cted Results

1.(First byte shall be '75'.

A.3.712 Test Case SE_LDS_DG6_002

Tesf{ Case-ID SE LDS DG6 002

Purgose This test checks the encoding of EF.DG6 element length.
Vergienh 1.0

Refererces ISOHEC18013-2:2608, Anmex €

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.

Test Scenario

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG6 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.DG6 object.

A.3.7.3 Test Case SE_LDS_DG6_003

Test Case-ID

SE_LDS_DG6_003

Purpose

This test checks the encoding of the Biometric Group Template (Tag '7F
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61') present in EF.DG6.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.

Test Scenario

1. Search for the Biometric Group Template (Tag '7F 61') inside EF.DGS6.
2. Check the encoded length of the Biometric Group Template data
element.

3. Check the length of the Biometric Group Template data element.

Expected Results

1. Tag '7F 61' shall be present.
2. The bytes that follow the Tag '7F 61' shall contain a valid length

encoding{aceordingte-ASNA-encoding+utes):
3. The encoded length shall match the size of the Biometric Group
Template data element.

A3.7.4 Test Case SE_LDS_DG6_004

Test Case-ID SE LDS DG6 004

Purpose This test checks the "Number of Biometric Templates" DO in the
"Biometric Group Template" DO (Tag '7F61'") in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditiorn

S

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test Scenar

(o]

1. Search for the Number of Biometric Templates (Tag '02') inside the
Biometric Group Template.

2. Analyze the encoding of the length of the Number of Biometric
Templates DO coded with tag '02'".

3. Check the value encoded in the . Ntimber of Biometric Templates DO.

Expected R

psults

1. Tag '02' shall be present.

2. The length encoded in the Number of Biometric Templates DO shall
be '01'h.

3. The value encoded in.the Number of Biometric Templates DO
matches the number ef.occurences of a DO with tag '7F 60" in the
Biometric Group Template.

A.3.7.5 Tedt Case

SE_LDS_DG6.005

Test Case-ID SE LD$§ DG6 005

Purpose This test checks the encoding of each "Biometric Template" DO in the
"Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Precondition

S

1 _EF DG6 has been retrieved from the DI

2. The Biometric Group Template has been retrieved from EF.DG6.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Analyze the tag of the Biometric Template.

2. Analyze the encoding of the bytes that follow the tag '7F 60'.
3. Verify the length of the DO with Tag '7F 60'.

Expected Results

1. The tag shall be '7F 60'.

2. The bytes that follow the Tag '7F 60' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '7F
60".

A.3.7.6 Test Case SE_LDS_DG6_006
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Test Case-ID SE_LDS _DG6_006

Purpose This test checks the encoding of the Biometric Header Template (Tag
'‘A1") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test Scenario

Perform the following checks for each "Biometric Template":
1. Search for the Biometric Header Template (Tag 'A1') inside the

BiemetrieTemplate-
2. Analyze the encoding of the bytes that follow the tag 'A1".
3. Check the length of the Biometric Header Template.

Expé¢cted Results

1. Tag 'A1' shall be present.

2. The bytes that follow the Tag 'A1' shall contain a valid length_encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric\Header
Template.

A.3.7|7 Test Case SE_LDS_DG6_008

Tesf{Case-ID SE_LDS_DG6_008

Purgose This test checks the encoding of the PatronHeéader Version (if present)
in the Biometric Header Template (Tag/A1Y in each "Biometric
Template" in the "Biometric Group Template" in EF.DG6.

Vergion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preqonditions

1. EF.DG6 has been retrieyed’from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test| Scenario

For each "Biometric Template", perform the following checks if the
(optional) Patron Header Version data element with tag '80' is present
inside the Biomettic Header Template:

1. Search for the Patron Header Version (Tag '80") inside the Biometric
Header Template.

2. Check'the length encoded for the Patron Header Version data
element.

3.,6heck the value of the Patron Header Version data element.

Expécted Results

1" ;Fag '80' may be present and shall not occur more than once.
2. The encoded length shall be '02'.
3. The Patron Header Version shall have the value '01 01'.

A.3.7|8 Test Case SE_LDS_DG6_009

Test| Case-ID SE LDS DG6 009

Purpose This test checks the encoding of the Biometric Type (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric Type data element with tag '81' is present inside the
Biometric Header Template:

1. Search for the Biometric Type (Tag '81') inside the Biometric Header
Template.
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2. Check the length encoded for the Biometric Type data element.
3. Check the value of the Biometric Type data element.

Expected Results | 1. Tag '81' may be present and shall not occur more than once.

2. The encoded length shall be '01".

3. The Biometric Type shall have the value '02' (Facial).

A.3.7.9 TestCase SE_LDS_DG6_010

Test Case-ID SE_LDS DG6_010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the—Biemetric-Group—Femplate—irEF-DBG6-

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditiornjs 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGB.

Test Scenarjo For each "Biometric Template", perform the following checks if the

(optional) Biometric Subtype data element with tag '82' is presentinside
the Biometric Header Template:

1. Search for the Biometric Subtype (Tag '82") inside the Biometric
Header Template.

2. Check the length encoded for the Biometric Subtype-data element.
3. Check the value of the Biometric Subtype data element.

Expected Results | 1. Tag '82' may be present and shall not occur more than once.

2. The encoded length shall be '01".

3. The Biometric Subtype shall have the value”00' (No information
given).

A.3.7.10 Test Case SE_LDS_DG6_011

Test Case-ID SE LDS DG6 011

Purpose This test checks the encoding of the Biometric data creation date and
time (if present) in the Biametric Header Template (Tag 'A1") in each
"Biometric Template"in_the "Biometric Group Template" in EF.DGB6.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
Profile DG6
Preconditions 1. EF.DG6has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DG6.

3. Thé:Number of Biometric Templates has been retrieved from the
Bigmetric Group Template.

Test Scenarjo For'each "Biometric Template", perform the following checks if the
(optional) Biometric data creation date and time data element with tag
'83' is present inside the Biometric Header Template or if more than one
Biometric Template is present inside the Biometric Group Template:

1. Search for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Template.

2. Check the length encoded for the Biometric data creation date and
time data element.

3. Check the format of the Biometric data creation date and time.

4. Check the value of the Biometric data creation date and time data
element.

Expected Results | 1. Tag '83' may be present and shall not occur more than once.

2. The encoded length shall be '07'.

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data element shall
represent a valid date/time coded as YYYYMMDDhhmmss.
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SE_LDS_DG6_012

Test Case-ID SE_LDS DG6 012

Purpose This test checks the encoding of the BIR Creator (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test Scenario

For each "Biometric Template", perform the following checks if the

(optional) BIR Creator data element with tag '84" is present inside the
Biometric Header Template:

1. Search for the BIR Creator (Tag '84') inside the Biometric Header,
Template.

2. Check the length encoded for the BIR Creator data element:

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expg¢cted Results

1. Tag '84' may be present and shall not occur more than once.

2. The bytes that follow the Tag '84' shall contain a yalid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR Creator data
element.

4. The BIR Creator shall be encoded as ANS characters.

A.3.7|12 Test Case

SE_LDS_DG6_013

Test|Case-ID SE_LDS_DG6_013

Purgose This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Template" in EF.DGB6.

Vergion 1.0

Refdgrences ISO/IEC 18013-2:2008,Annex C

Profile DG6

Preqonditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test| Scenario

For each("Biometric Template", perform the following checks if the
(optional) BDB Validity Period data element with tag '85' is present inside
the Biometric Header Template:

1.(Search for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Validity Period data element.
3. Check the format of the BDB Validity Period.

4. Check the value of the BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Period data
element.
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2. The encoded length shall be '08'.

3. The BDB Validity Period shall be BCD encoded.

4. The BDB Validity Period shall represent a valid effective date and a
valid expiry date coded as YYYYMMDDYYYYMMDD.

5. The BDB Validity Period effective date shall represent an effective
date BEFORE the expiry date.

A.3.7.13 Test Case

SE_LDS_DG6_014

Test Case-ID

SE_LDS_DG6_014

Purpose

This test checks the encoding of the BDB Product Owner, Product Type
(if present) in the Biometric Header Template (Tag 'A1") in each
"Biometric Template" in the "Biometric Group Template" in EF.DG6.
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Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG6
Preconditions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGB6.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BDB Product Owner, Product Type data element with tag '86'
is present inside the Biometric Header Template:

1. Search for the BDB Product Owner, Product Type (Tag '86') inside the
Biometric Header Template.
2-Check-thelength-enceded-forthe-BDB-Rrodust-Owner—RroductType
data element.

3. Check the value of the BDB Product Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Product Type data
element.

Expected Results | 1. Tag '86' may be present and shall not occur more than once.

2. The encoded length shall be '04'.

3. The BDB Product Owner, Product Type shall be a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type shall have be-a\valid
combination of product owner and product type as defined in ISO/IEC
19785-1:2006, 6.5.12 and 6.5.13.

A.3.7.14 Test Case SE_LDS_DG6_015

Test Case-ID SE LDS DG6 015

Purpose This test checks the encoding of the BBB Format Owner in the Biometric
Header Template (Tag 'A1") in each."Biometric Template" in the
"Biometric Group Template" in EFiDG6.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG6
Preconditions 1. EF.DG6 has been'retrieved from the IDL.
2. The Biometric'Group Template has been retrieved from EF.DG6.
Test Scenarjo Perform the fellowing checks for each "Biometric Template":

1. Search farithe BDB Format Owner (Tag '87') inside the Biometric
Header Femplate.

. Checkthe length encoded for the BDB Format Owner data element.
.Lheck the value of the BDB Format Owner data element.

~Check the validity of the BDB Format Owner data element.

. Tag '87' shall be present.

. The encoded length shall be '02'".

. The BDB Format Owner shall be a 16-bit POSITIVE integer.

. The BDB Format Owner shall have be a valid format owner as defined
in ISO/IEC 19785-1:2006, 6.5.1.

Expected Results

BDNWON A OWON
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A.3.7.15 Test Case SE_LDS_DG6_016

Test Case-ID SE_LDS DG6_016

Purpose This test checks the encoding of the BDB format type in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DGB6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test

Scenario

Perform the following checks for each "Biometric Template":

1. Search for the BDB format type (Tag '88') inside the Biometric Header
Template.

2. Check the length encoded for the BDB format type data element.

3. Check the value of the BDB format type data element.

4. Check the validity of the BDB format type data element.

5. Check the consistency of the BDB format type data element with the
BDB format owner data element.

Expg¢cted Results

1. Tag '88' shall be present.

2. The encoded length shall be '02'.

3. The BDB format type shall be a 16-bit POSITIVE integer.

4. The BDB format type shall have be a valid\format type as defined in
ISO/IEC 19785-1:2006, 6.5.2.

5. The BDB format type shall be valid in,combination with the format
owner data element.

A.3.7|16 Test Case SE_LDS_DG6_017

Test|Case-ID SE LDS DG6 017

Purgose This test checks the :encoding of the BIR index (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG6.

Vergion 1.0

Refgrences ISO/IEC #8013-2:2008, Annex C

Profile DG6

Predonditions 1. EE.DG6 has been retrieved from the IDL.
2.(The Biometric Group Template has been retrieved from EF.DG6.

Test| Scenario For each "Biometric Template", perform the following checks if the

(optional) BIR index data element with tag '90' is present inside the
Biometric Header Template:

1. Search for the BIR index (Tag '90") inside the Biometric Header
Template.

2. Check the length encoded for the BIR index data element.
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Expected Results

1. Tag '90' may be present and shall not occur more than once.

2. The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR index data
element.
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A.3.7.17 Test Case SE_LDS_DG6_018

Test Case-ID SE_LDS DG6_018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG6.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG6
Preconditions 1. EF.DG6 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGB.
Test Scenario Perform the following checks for each "Biometric Template":
1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E") is absent.

5. If Tag '5F 2E'is absent, verify that the tag for the Enciphered’/Biometric
Data Block (Tag '7F 2E") is present.

Expected Results | 1. Tag '5F 2E' may be present and shall not occur more\than once.

2. If Tag 'S5F 2E' is present, the bytes that follow the Biemetric Data Block
Tag shall contain a valid length encoding (accordipg:to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded lendth)shall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag '7F 2E' shall be absent.

5. If Tag '5F 2E'is absent, Tag '7F 2E' shall be present.

A.3.7.18 Test Case SE_LDS_DG6_019

Test Case-ID SE LDS DG6 019

Purpose This test checks the presence and encoding of the Enciphered Biometric
Data Block (Tag '7F 2E"Y in each "Biometric Template" in the "Biometric
Group Template"/inNEF.DG6.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG6
Preconditions 1. EF.DG6 has been retrieved from the IDL.
2. The\Biometric Group Template has been retrieved from EF.DG6.
Test Scenarjo Pérform the following checks for each "Biometric Template":
1-Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2. If Tag '7F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data-Blosktag-

3. If Tag '7F 2E' is present, verify the length of the Enciphered Biometric
Data Block DO.

4. If Tag '7F 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E' is absent, verify that the tag for the Biometric Data Block
(Tag '5F 2E') is present.

Expected Results | 1. Tag '7F 2E' may be present and shall not occur more than once.

2. If Tag '7F 2E' is present, the bytes that follow the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4.1f Tag '7F 2E'is present, Tag '5F 2E' shall be absent.
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| 5.1f Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.7.19 Test Case SE_LDS_DG6_020

Test Case-ID SE_LDS_DG6_020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DG6 has been retrieved from the IDL.
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Test| Scenario

Perform the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '53') inside the Biometric Templaté.
2. If Tag '563' is present, analyze the encoding of the bytes that follow ithe
BIR payload tag.

3. If Tag '53' is present, verify the length of the BIR payload DO.

4. If Tag '53' is present, verify that the tag '73' is absent.

Expécted Results

1. Tag '53' may be present and shall not occur more than‘once.

2. If Tag '53' is present, the bytes that follow the BIR,payload Tag shall
contain a valid length encoding (according to ASN:I<encoding rules).
3. If Tag '53' is present, the encoded length shall'match the size of the
BIR payload DO.

4. If Tag '53' is present, Tag '73' shall be absent.

A.3.7|20 Test Case SE_LDS_DG6_021

Tesf{ Case-ID SE_LDS DG6 021

Purgose This test checks the encoding of'the BIR payload (Tag '73') (if present) in
each "Biometric Template".inthe "Biometric Group Template" in EF.DG6.

Vergion 1.0

Refdrences ISO/IEC 18013-2:2008;;Annex C

Profile DG6

Preqonditions

1. EF.DG6 has béen retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG6.

Test| Scenario

Perform theJfollowing checks for each "Biometric Template":

1. Search-for the BIR payload (Tag '73'") inside the Biometric Template.
2. If Tag '73' is present, analyze the encoding of the bytes that follow the
BIR-payload tag.

3. If Tag '73' is present, verify the length of the BIR payload DO.

4.If Tag '73' is present, verify that the tag '53' is absent.

Expécted Resulis

1. Tag '73' may be present and shall not occur more than once.

2. If Tag '73' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '73' is present, the encoded length shall match the size of the
BIR payload DO.

4.If Tag '73'is present, Tag '53' shall be absent.

A.3.7.21 Test Case SE_LDS_DG6_022

Test Case-ID SE LDS DG6 022

Purpose This test checks the encoding of the Security Block (Tag '5F 3D") (if
present) in each "Biometric Template" in the "Biometric Group Template"
in EF.DG6.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG6

Preconditions

1. EF.DGB6 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DGB6.
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Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Security Block (Tag '5F 3D') inside the Biometric
Template.

2. If Tag '5F 3D' is present, analyze the encoding of the bytes that follow
the Security Block tag.

3. If Tag '5F 3D'is present, verify the length of the Security Block DO.

Expected Results

1. Tag 'SF 3D' may be present and shall not occur more than once.

2. If Tag '5F 3D’ is present, the bytes that follow the Security Block Tag
shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 3D' is present, the encoded length shall match the size of
the melrify Block DO

A.3.8 Test Unit SE_LDS_DG7 — Tests for EF.DG7

Test Unit-ID SE_LDS DG7
(Standard Encoding — Data Group 7)

Purpose The test cases in this test unit verify the structure and contents of the’IDL
LDS Data Group 7.

References ISO/IEC 18013-2:2008

A.3.8.1 Test Case SE_LDS_DG7_001

Test Case-ID SE LDS DG7 001

Purpose This test checks the template tag; the encoded(EF.DG7 element starts
with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions 1. EF.DG7 has been retrieved froni.the IDL.

Test Scenarjo 1. Check the very first byte of the. EF.DG7 element.

Expected Results | 1. First byte shall be '63'.

A.3.8.2 TestCase SE_LDS_DG7_002

Test Case-ID SE LDS DG7 002

Purpose This test checks the encoding of EF.DG7 element length.
Version 1.0

References ISO/IEC_18013-2:2008, Annex C

Profile DG7

Preconditions 1. ER.DG7 has been retrieved from the IDL.

Test Scenarjo

+~Analyze the encoding of the bytes that follow the template tag.
2-Verify the length of the EF.DG7 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).

2 The encoded tfengtirshattmatch the size of the givenm EfF.DG7 object:

A.3.8.3 Test Case SE_LDS_DG7_003

Test Case-ID SE_LDS DG7_003

Purpose This test checks the encoding of the Biometric Group Template (Tag '7F
61') present in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has been retrieved from the IDL.

Test Scenario

1. Search for the Biometric Group Template (Tag '7F 61') inside EF.DG?7.
2. Check the encoded length of the Biometric Group Template data
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element.
3. Check the length of the Biometric Group Template data element.

Expected Results

1. Tag '7F 61' shall be present.

2. The bytes that follow the Tag '7F 61' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Group
Template data element.

A.3.8.4 TestCase SE_LDS_DG7_004

Test Case-ID SE LDS DG7 004

Purpese This-test-cheeks-the"Number-of BiometricFemplates~—BO-r-the
"Biometric Group Template" DO (Tag '7F61') in EF.DG7.

Vergion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Profile DG7

Predonditions 1. EF.DGY7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from-EE.DG7.

Test| Scenario 1. Search for the Number of Biometric Templates (Tag '02!)inside the

Biometric Group Template.

2. Analyze the encoding of the length of the Numberof Biometric
Templates DO coded with tag '02'".

3. Check the value encoded in the Number of Biometric Templates DO.

Expg¢cted Results

1. Tag '02' shall be present.

2. The length encoded in the Number of Biemetric Templates DO shall
be '01'h.

3. The value encoded in the Numbér of Biometric Templates DO
matches the number of occurences of a DO with tag '7F 60" in the
Biometric Group Template.

A.3.8|5 Test Case SE_LDS_DG7_005

Test|Case-ID SE LDS DG7 005

Purgose This test checks theencoding of each "Biometric Template” DO in the
"Biometric Group(Template" in EF.DG7.

Vergion 1.0

Refgrences ISO/IEC 18043-2:2008, Annex C

Profile DG7

Predonditions 1. EFtDGY7 has been retrieved from the IDL.
2./he Biometric Group Template has been retrieved from EF.DG7.

Tesf| Scenario Perform the following checks for each "Biometric Template":

1. Analyze the tag of the Biometric Template.
2. Analyze the encoding of the bytes that follow the tag '7F 60'.
3. Verify the length of the DO with Tag '7F 60'".

Expécted-Results

1. The tag shall be '7F 60'.
2. The bytes that follow the Tag '7F 60' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the DO with the Tag '7F
60".

A.3.8.6 TestCase SE_LDS_DG7_006

Test Case-ID SE _LDS DG7_006

Purpose This test checks the encoding of the Biometric Header Template (Tag
'A1") in each "Biometric Template" in the "Biometric Group Template" in
EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DGY has been retrieved from the IDL.
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2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Header Template (Tag 'A1") inside the
Biometric Template.

2. Analyze the encoding of the bytes that follow the tag 'A1".

3. Check the length of the Biometric Header Template.

Expected Results

1. Tag 'A1" shall be present.

2. The bytes that follow the Tag 'A1' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Header
Template.

A.3.8.7 Tedt Case

SE_LDS_DG7_008

Test Case-ID SE LDS DG7 008

Purpose This test checks the encoding of the Patron Header Version (if present)
in the Biometric Header Template (Tag 'A1') in each "Biometric
Template" in the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditiorn

S

1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenar

(0]

For each "Biometric Template", perform the following ‘ehecks if the
(optional) Patron Header Version data element with«tag '80' is present
inside the Biometric Header Template:

1. Search for the Patron Header Version (Tag™80') inside the Biometric
Header Template.

2. Check the length encoded for the Patron Header Version data
element.

3. Check the value of the Patron Header Version data element.

Expected R

psults

1. Tag '80' may be present and shall not occur more than once.
2. The encoded length shall be“02'.
3. The Patron Header Version shall have the value '01 01'.

A.3.8.8 TestCase SE_LDS_DG7_009

Test Case-ID SE LDS DG7 009

Purpose This test cheeks the encoding of the Biometric Type (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/EC 18013-2:2008, Annex C

Profile DG7

Preconditior

S

1. EF.DGY has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenar

()

For each "Biometric Template", perform the following checks if the

(optional) Biometric Type data element with tag '81' is present inside the
Biometric Header Template:

1. Search for the Biometric Type (Tag '81') inside the Biometric Header
Template.

2. Check the length encoded for the Biometric Type data element.

3. Check the value of the Biometric Type data element.

Expected Results

1. Tag '81' may be present and shall not occur more than once.
2. The encoded length shall be '01'.
3. The Biometric Type shall have the value '08' (Finger).

A.3.8.9 TestCase SE_LDS_DG7_010

| Test Case-ID

| SE_ LDS DG7 010

50

© ISO/IEC 2011 — All rights reserved



https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG7
Preconditions 1. EF.DGY has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG?7.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) Biometric Subtype data element with tag '82' is present inside
the Biometric Header Template:
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Header Template.

2. Check the length encoded for the Biometric Subtype data element.
3. Check the value of the Biometric Subtype data element.

Expécted Results | 1. Tag '82' shall be present.

2. The encoded length shall be '01'.

3. The Biometric Subtype shall have a non-zero value.

A.3.8|10 Test Case SE_LDS_DG7_011

Tesf{Case-ID SE_LDS _DG7_011

Purgose This test checks the encoding of the Biometri¢-data creation date and
time (if present) in the Biometric Header Template (Tag 'A1') in each
"Biometric Template" in the "Biometric Group Template" in EF.DG7.
Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C
Proflle DG7
Preqonditions 1. EF.DGY has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DG7.

3. The Number of Biometric Templates has been retrieved from the
Biometric Group TempJate.

Test| Scenario For each "Biometric.Template", perform the following checks if the
(optional) Biometric data creation date and time data element with tag
'83' is present.inside the Biometric Header Template or if more than one
Biometric Template is present inside the Biometric Group Template:

1. Search.for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Template.

2. €heck the length encoded for the Biometric data creation date and
time’data element.

3.7 Check the format of the Biometric data creation date and time.

4. Check the value of the Biometric data creation date and time data
element.

Expe¢cted Results | 1. Tag '83' may be present and shall not occur more than once.

2. The encoded length shall be '07".

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data element shall
represent a valid date/time coded as YYYYMMDDhhmmss.

A.3.8.11 Test Case SE_LDS_DG7_012

Test Case-ID SE LDS DG7 012

Purpose This test checks the encoding of the BIR Creator (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions 1. EF.DGY has been retrieved from the IDL.
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2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenario For each "Biometric Template", perform the following checks if the
(optional) BIR Creator data element with tag '84' is present inside the
Biometric Header Template:

1. Search for the BIR Creator (Tag '84') inside the Biometric Header
Template.

2. Check the length encoded for the BIR Creator data element.

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expected Results | 1. Tag '84' may be present and shall not occur more than once.

2. The bytes that follow the Tag '84' shall contain a valid length encoding
(nr‘r‘nrding to, ASN 1 nnr‘nding rulnc)

3. The encoded length shall match the size of the BIR Creator data
element.

4. The BIR Creator shall be encoded as ANS characters.

A.3.8.12 Test Case SE_LDS_DG7_013

Test Case-ID SE_LDS DG7 013

Purpose This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template (Tag 'A1') in each "Biometrie”Jemplate”
in the "Biometric Group Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG7
Preconditions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenarjo For each "Biometric Template", perform the following checks if the

(optional) BDB Validity Period data element with tag '85' is present inside
the Biometric Header Template:

1. Search for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2. Check the length encodedfor the BDB Validity Period data element.
3. Check the format of the"BDB Validity Period.

4. Check the value of.the'BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Period data
element.

Expected Results | 1. Tag '85' may'be present and shall not occur more than once.

2. The encoded length shall be '08'.

3. The BDBValidity Period shall be BCD encoded.

4. The BDB Validity Period shall represent a valid effective date and a
valid'expiry date coded as YYYYMMDDYYYYMMDD.

5~Fhe BDB Validity Period effective date shall represent an effective
date BEFORE the expiry date.

A.3.8.13 Test Case SE_LDS DG7 014

Test Case-ID SE LDS DG7 014

Purpose This test checks the encoding of the BDB Product Owner, Product Type
(if present) in the Biometric Header Template (Tag 'A1') in each
"Biometric Template" in the "Biometric Group Template" in EF.DG7.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG7
Preconditions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BDB Product Owner, Product Type data element with tag '86'
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is present inside the Biometric Header Template:

1. Search for the BDB Product Owner, Product Type (Tag '86') inside the
Biometric Header Template.

2. Check the length encoded for the BDB Product Owner, Product Type
data element.

3. Check the value of the BDB Product Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Product Type data
element.

Expected Results

1. Tag '86' may be present and shall not occur more than once.
2. The encoded length shall be '04'.

3 _The BDBRB Product Owner Product Type shall be a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type shall have be a valid
combination of product owner and product type as defined in ISO/IEC
19785-1:2006, 6.5.12 and 6.5.13.

A.3.8|14 Test Case SE_LDS_DG7_015

Tesf{ Case-ID SE _LDS DG7 015

Purgose This test checks the encoding of the BDB Format Owner in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG7.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG7

Predonditions 1. EF.DGY7 has been retrieved from the IDL.
2. The Biometric Group Template’has been retrieved from EF.DG7.

Test| Scenario Perform the following checksdor each "Biometric Template™:

1. Search for the BDB Format Owner (Tag '87') inside the Biometric
Header Template.

. Check the length_encoded for the BDB Format Owner data element.
. Check the value\of the BDB Format Owner data element.

. Check the validity of the BDB Format Owner data element.

Expg¢cted Results

. Tag '87' shall be present.

. The encoded length shall be '02'.

. The BDB Format Owner shall be a 16-bit POSITIVE integer.

. The:BDB Format Owner shall have be a valid format owner as defined
in ISO/IEC 19785-1:2006, 6.5.1

A ON=_2UBDON
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A.3.8.15 Test Case SE_LDS_DG7_016

Test Case-ID SE_LDS DG7_016

Purpose This test checks the encoding of the BDB Format Type in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG7
Preconditions 1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenarjo Perform the following checks for each "Biometric Template":

1. Search for the BDB Format Type (Tag '88') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Format Type data element.

3. Check the value of the BDB Format Type data element.

4. Check the validity of the BDB Format Type data element.

5. Check the consistency of the BDB Format Type data element with-the
BDB format owner data element.

Expected Results | 1. Tag '88' shall be present.

2. The encoded length shall be '02'.

3. The BDB Format Type shall be a 16-bit POSITIVE integer.

4. The BDB Format Type shall have be a valid format.type as defined in
ISO/IEC 19785-1:2006, 6.5.2.

5. The BDB Format Type shall be valid in combination with the format
owner data element.

A.3.8.16 Test Case SE_LDS_DG7_017

Test Case-ID SE LDS DG7 017

Purpose This test checks the encoding«f the BIR index (if present) in the
Biometric Header Template(Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG7
Preconditionjs 1. EF.DG7 has-been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenarjo For each”Biometric Template", perform the following checks if the

(optional) BIR index data element with tag '90' is present inside the
Biofmetric Header Template:

1~Search for the BIR index (Tag '90") inside the Biometric Header
Template.

. Check the length encoded for the BIR index data element.

\Marvifrtho lonath ~Afthe RID inAAy Aats Alamaang
v Oy tnCCgtT O thC oy i CA—Cata CrererTe

. Tag '90"' may be present and shall not occur more than once.

. The bytes that follow the Tag '90" shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR index data
element.

Expected Results

N =G N
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A.3.8.17 Test Case SE_LDS_DG7_018

Test Case-ID SE_LDS DG7_018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG7.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG7
Preconditions 1. EF.DGY has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.
Test Scenario Perform the following checks for each "Biometric Template":
1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data’Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E') is absent.

5. If Tag '5F 2E' is absent, verify that the tag for the Enciphered Biometric
Data Block (Tag '7F 2E") is present.

Expg¢cted Results | 1. Tag 'SF 2E' may be present and shall not occur’more than once.

2. If Tag '5F 2E' is present, the bytes that follew/the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag.'7F 2E' shall be absent.

5. If Tag '5F 2E'is absent, Tag '7F 2E' shall be present.
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A.3.8.18 Test Case

SE_LDS_DG7_019

Test Case-ID SE LDS DG7 019

Purpose This test checks the presence and encoding of the Enciphered Biometric
Data Block (Tag '7F 2E') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2. If Tag '7F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '7F 2E'is present, verify the length of the Enciphered Biometric
Data Block DO.

4. If Tag '7TF 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E' is absent, verify that the tag for the Biometric‘Data Block
(Tag '5F 2E") is present.

Expected Results

1. Tag '7F 2E' may be present and shall not occur more\than once.

2.If Tag '7F 2E' is present, the bytes that follow the Biemetric Data Block
Tag shall contain a valid length encoding (accordipg:to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded lendth)shall match the size of
the Biometric Data Block DO.

4. If Tag '7F 2E' is present, Tag '5F 2E' shall be absent.

5. If Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.8.19 Test Case

SE_LDS_DG7_020

Test Case-ID SE LDS DG7 020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in
each "Biometric Template™in the "Biometric Group Template" in EF.DG7.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preconditions

1. EF.DG7 has-been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenarjio

Perform\the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '53') inside the Biometric Template.
2.)f Tag '53' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '53' is present, verify the length of the BIR payload DO.

4. If Tag '53' is present, verify that the tag '73' is absent.

hotplic
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2. If Tag '53' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '53' is present, the encoded length shall match the size of the
BIR payload DO.
4. If Tag '53' is present, Tag '73' shall be absent.

A.3.8.20 Test Case

SE_LDS_DG7_021

Test Case-ID SE LDS DG7 021
Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG7.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
56
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Profile

DG7

Preconditions

1. EF.DGY7 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '73'") inside the Biometric Template.
2. If Tag '73' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '73' is present, verify the length of the BIR payload DO.

4.1f Tag '73'is present, verify that the tag '53' is absent.

Expected Results

1. Tag '73' may be present and shall not occur more than once.
2. If Tag '73' is present, the bytes that follow the BIR payload Tag shall

contain-a valid Inngfh nnr\r\r{ing (abbnrding to ASN 1 onr\nrling rnlnc)

3. If Tag '73' is present, the encoded length shall match the size of the
BIR payload DO.
4.If Tag '73'is present, Tag '53' shall be absent.

A.3.8|21 Test Case SE_LDS_DG7_022

Tesf{Case-ID SE_LDS_DG7_022

Purgose This test checks the encoding of the Security Block (Tiag '5F 3D") (if
present) in each "Biometric Template" in the "Biométfic Group Template"
in EF.DG7.

Vergion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Profile DG7

Preqonditions

1. EF.DG7 has been retrieved from the\IDL.
2. The Biometric Group Template has been retrieved from EF.DG7.

Test| Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Security Block.(Tag 'SF 3D') inside the Biometric
Template.

2. If Tag '5F 3D'is present;-analyze the encoding of the bytes that follow
the Security Block tag.

3. If Tag '5F 3D’ is présent, verify the length of the Security Block DO.

Expécted Results

1. Tag '5F 3D' may)be present and shall not occur more than once.

2. If Tag '5F 3D'is present, the bytes that follow the Security Block Tag
shall contain'a’valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 3D' is present, the encoded length shall match the size of
the-Security Block DO.

A.3.9 TestUnit'SE_LDS_DGS8 — Tests for EF.DG8

Test Unit-ID SE_LDS_DG8
(Standard Encoding — Data Group 8)

Purpgose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 8

References ISO/IEC 18013-2:2008

A.3.9.1 Test Case SE_LDS_DG8_001

Test Case-ID SE LDS DG8 001

Purpose This test checks the template tag that the encoded EF.DG8 element
starts with.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions 1. EF.DG8 has been retrieved from the IDL.

Test Scenario 1. Check the very first byte of the EF.DG8 element.
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| Expected Results | 1. First byte shall be '76'.

A.3.9.2 Test Case SE_LDS_DGS8_002

Test Case-ID SE LDS DG8 002

Purpose This test checks the encoding of EF.DG8 element length.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.

Test Scenario

. Analyze the encoding of the bytes that follow the template tag.

1
2 Verfy thetengthrofthe EF-DG8 object:

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.DG8 object.

A.3.9.3 TestCase SE_LDS_DGS8_003

Test Case-ID SE LDS DG8 003

Purpose This test checks the encoding of the Biometric Group Template(Tag '7F
61") present in EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.

Test Scenarjo

1. Search for the Biometric Group Template-(Tag '7F 61') inside EF.DG8.
2. Check the encoded length of the Biometric Group Template data
element.

3. Check the length of the Biometric Group Template data element.

Expected Results

1. Tag '7F 61' shall be present.

2. The bytes that follow the Tag,'7F 61' shall contain a valid length
encoding (according to ASN.17encoding rules).

3. The encoded length shaltmatch the size of the Biometric Group
Template data element.

A.3.9.4 Test Case SE_LDS_DG8_004

Test Case-ID SE LDS DG8. 004

Purpose This test checks the "Number of Biometric Templates" DO in the
"Biometric Group Template" DO (Tag '7F61') in EF.DGS8.

Version 1.0

References ISOMEC 18013-2:2008, Annex C

Profile DG8

Preconditions 1. EF.DGS8 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DGS.

41 _CSanroh far tha Ny AFf Diapanteins TAamnlatas (o 'NON oy tha
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Biometric Group Template.

2. Analyze the encoding of the length of the Number of Biometric
Templates DO coded with tag '02'".

3. Check the value encoded in the Number of Biometric Templates DO.

Expected Results

1. Tag '02' shall be present.

2. The length encoded in the Number of Biometric Templates DO shall
be '01'h.

3. The value encoded in the Number of Biometric Templates DO
matches the number of occurences of a DO with tag '7F 60' in the
Biometric Group Template.

A.3.9.5 TestCase SE_LDS_DG8_005
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Test Case-ID SE LDS DG8 005

Purpose This test checks the encoding of each "Biometric Template" DO in the
"Biometric Group Template" in EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG8.

Test Scenario Perform the following checks for each "Biometric Template":

1. Analyze the tag of the Biometric Template.
. Analyze the encoding of the bytes that follow the tag '7F 60'".

2
2 lag b Toa 70 oN'
J LAY
1

\ H 2K 178 lanath £ 4l DO aut
—Verify-thedength-ofFthe BO-with—Tag7
. The tag shall be '7F 60'.
. The bytes that follow the Tag '7F 60’ shall contain a valid length
encoding (according to ASN.1 encoding rules).
3. The encoded length shall match the size of the DO with the Tag’7F
60'.

|
Expécted Results

N

A.3.9|6 Test Case SE_LDS_DG8_006

Test|Case-ID SE LDS DG8 006

Purgose This test checks the encoding of the Biometric Header Template (Tag
'A1") in each "Biometric Template" in the "Biommetric Group Template" in
EF.DG8.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C

Profile DG8

Predonditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG8.

Tesf| Scenario Perform the following checksfor each "Biometric Template":

1. Search for the Biometric‘Header Template (Tag 'A1') inside the
Biometric Template.

2. Analyze the encoding of the bytes that follow the tag 'A1".

3. Check the length of the Biometric Header Template.

Expe¢cted Results | 1. Tag 'A1' shall.be present.

2. The bytes.that follow the Tag 'A1’ shall contain a valid length encoding
(according.fo ASN.1 encoding rules).

3. The.encoded length shall match the size of the Biometric Header
Template.

A.3.9|7 Test Case:SE_LDS_DG8_008

Test|Case-1D SE LDS DG8 008
Purgose This test checks the encoding of the Patron Header Version (if present)
in the Biometric Header Template (Tag 'A1') in each "Biometric

Template" in the "Biometric Group Template" in EF.DGS8.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) Patron Header Version data element with tag '80' is present
inside the Biometric Header Template:

1. Search for the Patron Header Version (Tag '80') inside the Biometric
Header Template.

2. Check the length encoded for the Patron Header Version data
element.

3. Check the value of the Patron Header Version data element.
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Expected Results

1. Tag '80' may be present and shall not occur more than once.
2. The encoded length shall be '02'.
3. The Patron Header Version shall have the value '01 01'.

A.3.9.8 Test Case

SE_LDS_DG8_009

Test Case-ID SE_LDS_DG8 009

Purpose This test checks the encoding of the Biometric Type (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile EASLS)

Preconditions 1. EF.DG8 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DGS.

Test Scenarjo

For each "Biometric Template", perform the following checks if the
(optional) Biometric Type data element with tag '81' is present inside the
Biometric Header Template:

1. Search for the Biometric Type (Tag '81") inside the Biometric Header
Template.

2. Check the length encoded for the Biometric Type data element.

3. Check the value of the Biometric Type data element.

Expected Results

1. Tag '81' may be present and shall not occur more than'once.
2. The encoded length shall be '01'.
3. The Biometric Type shall have the value '"10' (Iris).

A.3.9.9 Test Case

SE_LDS_DG8_010

Test Case-ID SE_LDS_DG8 010

Purpose This test checks the encoding of the Biometric Subtype (if present) in the
Biometric Header Template (Tag 'A1%in each "Biometric Template" in
the "Biometric Group Template" in"EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been rétrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test Scenarjo

For each "Biometric Template", perform the following checks if the
(optional) Biometric Subtype data element with tag '82' is present inside
the Biometric-Header Template:

1. Search for the Biometric Subtype (Tag '82') inside the Biometric
Headér, Template.

2.Lheck the length encoded for the Biometric Subtype data element.
8. Check the value of the Biometric Subtype data element.

Expected Results

1. Tag '82' may be present and shall not occur more than once.
2. The encoded length shall be '01'.
3. The Biometric Subtype shall have a non-zero value.

A.3.9.10 Test Case SE_LDS_DG8_011

Test Case-ID SE LDS DG8 011

Purpose This test checks the encoding of the Biometric data creation date and
time (if present) in the Biometric Header Template (Tag 'A1') in each
"Biometric Template" in the "Biometric Group Template" in EF.DGS8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.
3. The Number of Biometric Templates has been retrieved from the
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Biometric Group Template.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Biometric data creation date and time data element with tag
'83' is present inside the Biometric Header Template or if more than one
Biometric Template is present inside the Biometric Group Template:

1. Search for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Template.

2. Check the length encoded for the Biometric data creation date and
time data element.

3. Check the format of the Biometric data creation date and time.

4. Check the value of the Biometric data creation date and time data
element

Expj;cted Results

1. Tag '83' may be present and shall not occur more than once.
2. The encoded length shall be '07'.

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data element shall
represent a valid date/time coded as YYYYMMDDhhmmss.
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A.3.9.11 Test Case SE_LDS_DG8_012

Test Case-ID SE_LDS DG8 012

Purpose This test checks the encoding of the BIR Creator (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DGS.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BIR Creator data element with tag '84' is present inside the
Biometric Header Template:

1. Search for the BIR Creator (Tag '84') inside the Biometric Header
Template.

2. Check the length encoded for the BIR Creator data element.

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expected Results | 1. Tag '84' may be present and shall not occur more than once.

2. The bytes that follow the Tag '84' shall contain a valid length-encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR Creator data
element.

4. The BIR Creator shall be encoded as ANS characters.

A.3.9.12 Test Case SE_LDS_DG8_013

Test Case-ID SE LDS DG8 013

Purpose This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template (Tag'A1') in each "Biometric Template”
in the "Biometric Group Template" in EF.DG8.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG8
Preconditiorjs 1. EF.DG8 has beencretrieved from the IDL.
2. The Biometric/Group Template has been retrieved from EF.DGS.
Test Scenarjo For each "Biometric Template", perform the following checks if the

(optional) BRBValidity Period data element with tag '85' is present inside
the Biometric'Header Template:

1. Search/for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2..€heck the length encoded for the BDB Validity Period data element.
3-~Check the format of the BDB Validity Period.

4. Check the value of the BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Period data

alamant
eterhieht:

Expected Results | 1. Tag '85' may be present and shall not occur more than once.

2. The encoded length shall be '08'.

3. The BDB Validity Period shall be BCD encoded.

4. The BDB Validity Period shall represent a valid effective date and a
valid expiry date coded as YYYYMMDDYYYYMMDD.

5. The BDB Validity Period effective date shall represent an effective
date BEFORE the expiry date.

A.3.9.13 Test Case SE_LDS_DG8_014

Test Case-ID SE_LDS DG8 014
Purpose This test checks the encoding of the BDB Product Owner, Product Type
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(if present) in the Biometric Header Template (Tag 'A1") in each
"Biometric Template" in the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) BDB Product Owner, Product Type data element with tag '86'
is present inside the Biometric Header Template:

1-Searchforthe-BBDB-Rroduct-OwnerProductFype-{Fag-86Hnside-the
Biometric Header Template.

2. Check the length encoded for the BDB Product Owner, Product Type
data element.

3. Check the value of the BDB Product Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Produch Type data
element.

Expg¢cted Results

1. Tag '86' may be present and shall not occur more than once.

2. The encoded length shall be '04'.

3. The BDB Product Owner, Product Type shall be\a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type shall have be a valid
combination of product owner and product'type as defined in ISO/IEC
19785-1:2006, 6.5.12 and 6.5.13.

A.3.9|14 Test Case

SE_LDS_DGS8_015

Test|Case-ID SE LDS DG8 015

Purgose This test checks the encoding of the BDB Format Owner in the Biometric
Header Template (Tag;'A1') in each "Biometric Template" in the
"Biometric Group Ternplate" in EF.DGS.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006

Profile DG8

Preqonditions

1. EF<DG8 has been retrieved from the IDL.
2. Fhe'Biometric Group Template has been retrieved from EF.DGS.

Test| Scenario

Perform the following checks for each "Biometric Template":

17 Search for the BDB Format Owner (Tag '87') inside the Biometric
Header Template.

. Check the length encoded for the BDB Format Owner data element.
. Check the value of the BDB Format Owner data element.

. Check the validity of the BDB Format Owner data element.

Exp¢cted Results

. Tag '87' shall be present.

. The encoded length shall be "'02".

. The BDB Format Owner shall be a 16-bit POSITIVE integer.

. The BDB Format Owner shall have be a valid format owner as defined
in ISO/IEC 19785-1:2006, 6.5.1.

B OWON=2PDOODN

A.3.9.15 Test Case

SE_LDS_DGS8_016

Test Case-ID SE LDS DG8 016

Purpose This test checks the encoding of the BDB Format Type in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DGS.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C
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ISO/IEC 19785-1:2006

Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DGS.
Test Scenario Perform the following checks for each "Biometric Template":

1. Search for the BDB Format Type (Tag '88') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Format Type data element.

3. Check the value of the BDB Format Type data element.

4. Check the validity of the BDB Format Type data element.

5. Check the consistency of the BDB Format Type data element with the
BDB formatownerdata-element

Expected Results | 1. Tag '88' shall be present.

2. The encoded length shall be '02'.

3. The BDB Format Type shall be a 16-bit POSITIVE integer.

4. The BDB Format Type shall have be a valid format type as defined in
ISO/IEC 19785-1:2006, 6.5.2.

5. The BDB Format Type shall be valid in combination with the format
owner data element.

A.3.9.16 Test Case SE_LDS_DG8_017

Test Case-ID SE LDS DG8 017

Purpose This test checks the encoding of the BIR index (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DGS.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the\IDL.
2. The Biometric Group Template has’been retrieved from EF.DGS.
Test Scenarjo For each "Biometric Template", perform the following checks if the

(optional) BIR index data element with tag '90' is present within the
Biometric Header Template:

1. Search for the BIR index (Tag '90'") inside the Biometric Header
Template.

2. Check the length-éncoded for the BIR index data element.

3. Verify the lengthjof the BIR index data element.

Expected Results | 1. Tag '90' may be present and shall not occur more than once.

2. The bytestthat follow the Tag '90' shall contain a valid length encoding
(according-to ASN.1 encoding rules).

3. The.encoded length shall match the size of the BIR index data
element.
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A.3.9.17 Test Case SE_LDS_DG8_018

Test Case-ID SE LDS DG8 018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data’Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E') is absent.

5. If Tag '5F 2E' is absent, verify that the tag for the Enciphered Biometric
Data Block (Tag '7F 2E") is present.

Expécted Results

1. Tag 'SF 2E' may be present and shall not occur’more than once.

2. If Tag '5F 2E' is present, the bytes that follew/the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag.'7F 2E' shall be absent.

5. If Tag '5F 2E'is absent, Tag '7F 2E' shall be present.

A.3.9{18 Test Case SE_LDS_DG8_019

Test|Case-ID SE LDS DG8 019

Purgose This test checksthe presence and encoding of the Enciphered Biometric
Data Block (Tag'7F 2E') in each "Biometric Template" in the "Biometric
Group Template" in EF.DGS.

Vergion 1.0

Refgrences ISO/UEC 18013-2:2008, Annex C

Profile DG8

Preqonditions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG8.

Test| Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2.If Tag '7F 2E' is present, analyze the encoding of the bytes that follow

the Biemetric-Data-Blocsktag-

3. If Tag '7F 2E' is present, verify the length of the Enciphered Biometric
Data Block DO.

4. If Tag '7F 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E'is absent, verify that the tag for the Biometric Data Block
(Tag '5F 2E') is present.

Expected Results

1. Tag '7F 2E' may be present and shall not occur more than once.

2. If Tag '7F 2E'is present, the bytes that follow the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4.1f Tag '7F 2E'is present, Tag '5F 2E' shall be absent.
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| 5.1f Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.9.19 Test Case SE_LDS_DG8_020

Test Case-ID SE_LDS DG8 020
Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG8.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG8
Preconditions 1. EF.DG8 has been retrieved from the IDL.
2. T;IC B;Ulllctl ;b GIUUP Tclllpidtc ildb Il.)l::cll |ct|h::vcu' fIUIII EFDGS
Test Scenarjo Perform the following checks for each "Biometric Template":
1. Search for the BIR payload (Tag '53") inside the Biometric Template.
2. If Tag '53' is present, analyze the encoding of the bytes that follow the
BIR payload tag.
3. If Tag '53' is present, verify the length of the BIR payload DO.
4. If Tag '53' is present, verify that the tag '73' is absent.
Expected Results | 1. Tag '53' may be present and shall not occur more than once.
2. If Tag '53' is present, the bytes that follow the BIR payload (Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '53'" is present, the encoded length shall match(the size of the
BIR payload DO.
4. 1If Tag '563' is present, Tag '73' shall be absent.
66
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A.3.9.20 Test Case SE_LDS_DG8_021

Test Case-ID SE_LDS _DG8_021

Purpose This test checks the encoding of the BIR payload (Tag '73") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG8.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preconditions

1. EF.DG8 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test Scenario

Perform the following checks for each "Biometric Template":
1. Search for the BIR payload (Tag '73') inside the Biometric Template.

2. If Tag '73' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '73' is present, verify the length of the BIR payload DO.

4. If Tag '73' is present, verify that the tag '53' is absent.

Expécted Results

1. Tag '73' may be present and shall not occur more than once

2. If Tag '73' is present, the bytes that follow the BIR payload.Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '73' is present, the encoded length shall match the size of the
BIR payload DO.

4.1f Tag '73'is present, Tag '53' shall be absent.

A.3.9|21 Test Case SE_LDS_DG8_022

Tesf{ Case-ID SE _LDS DGS8 022

Purgose This test checks the encoding of the~Security Block (Tag '5F 3D') (if
present) in each "Biometric Template" in the "Biometric Group Template"
in EF.DGS8.

Vergion 1.0

Refdrences ISO/IEC 18013-2:2008, Annex C

Profile DG8

Preqonditions

1. EF.DG8 has beentetrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DGS.

Test| Scenario

Perform the following checks for each "Biometric Template":

1. Search forcthe Security Block (Tag '5F 3D') inside the Biometric
Template:

2. If Tag '5F 3D' is present, analyze the encoding of the bytes that follow
the Security Block tag.

3.{f Tag '5F 3D'is present, verify the length of the Security Block DO.

Expécted Results

1./Tag '5F 3D' may be present and shall not occur more than once.

2. If Tag '5F 3D' is present, the bytes that follow the Security Block Tag
shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 3D'is present, the encoded length shall match the size of
the Security Block DO.

A.3.10 Test Unit SE_LDS_DG9 - Tests for EF.DG9

Test Unit-ID SE_LDS DG9
(Standard Encoding — Data Group 9)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 9.

References ISO/IEC 18013-2:2008

A.3.10.1 Test Case SE_LDS_DG9_001

Test Case-ID

SE_LDS_DG9_001

Purpose

This test checks the template tag that the encoded EF.DG9 element

© ISO/IEC 2011 — All rights reserved

67


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

starts with.
Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.

Test Scenario

1. Check the very first byte of the EF.DG9 element.

Expected Results

1. First byte shall be '70'.

A.3.10.2 Test Case SE_LDS_DG9_002

Test Case-ID SE_LDS DG9 002

Purpose This testthecks theencoding of EF-DGS etement tengti:
Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.

Test Scenarjo

1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG9 object.

Expected Results

1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF:DG9 object.

A.3.10.3 Test Case SE_LDS_DG9_003

Test Case-ID SE LDS DG9 003

Purpose This test checks the encoding of the Biometric Group Template (Tag '7F
61") present in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.

Test Scenarjo

1. Search for the Biometric Gfoup Template (Tag '7F 61') inside EF.DG9.
2. Check the encoded length' of the Biometric Group Template data
element.

3. Check the length ofthe Biometric Group Template data element.

Expected Results

1. Tag '7F 61' shall be present.

2. The bytes that follow the Tag '7F 61' shall contain a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Group
Template data element.

A.3.10.4 Test Case SE,'LDS_DG9_004

Test Case-ID SE_LDS DG9 004

Purpose This test checks the "Number of Biometric Templates" DO in the
“Biometrie-Group—Femplate™BDO{Fag- A6+ HrrEFRDGS:

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test Scenario

1. Search for the Number of Biometric Templates (Tag '02') inside the
Biometric Group Template.

2. Analyze the encoding of the length of the Number of Biometric
Templates DO coded with tag '02'".

3. Check the value encoded in the Number of Biometric Templates DO.

Expected Results

1. Tag '02' shall be present.
2. The length encoded in the Number of Biometric Templates DO shall
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be '01'h.

3. The value encoded in the Number of Biometric Templates DO
matches the number of occurences of a DO with tag '7F 60" in the
Biometric Group Template.

A.3.10.5 Test Case

SE_LDS_DG9_005

Test Case-ID SE_LDS_DG9_005

Purpose This test checks the encoding of each "Biometric Template" DO in the
"Biometric Group Template" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profite BG5S

Preqonditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test| Scenario

Perform the following checks for each "Biometric Template":

1. Analyze the tag of the Biometric Template.

2. Analyze the encoding of the bytes that follow the tag '7F 60
3. Verify the length of the DO with Tag '7F 60'.

Expécted Results

1. The tag shall be '7F 60'.

2. The bytes that follow the Tag '7F 60' shall contain,a valid length
encoding (according to ASN.1 encoding rules).

3. The encoded length shall match the size of the' DO with the Tag '7F
60'.

A.3.1D.6 Test Case

SE_LDS_DG9_006

Test|Case-ID SE_LDS DG9 006

Purgose This test checks the encoding of the/Biometric Header Template (Tag
'‘A1") in each "Biometric Template\in the "Biometric Group Template" in
EF.DG9.

Vergion 1.0

Refgrences ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preqonditions

1. EF.DG9 has been\retrieved from the IDL.
2. The Biometric:Group Template has been retrieved from EF.DG9.

Test| Scenario

Perform the follewing checks for each "Biometric Template":

1. Search.fer.the Biometric Header Template (Tag 'A1') inside the
Biometric-Template.

2. Analyze the encoding of the bytes that follow the tag 'A1".
3./Check the length of the Biometric Header Template.

Expé¢cted Results

1.,Tag 'A1" shall be present.

2. The bytes that follow the Tag 'A1' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the Biometric Header
Template.

A.3.10:7 Test Case SE_LDS_DG9-008

Test Case-ID SE_LDS_DG9_008

Purpose This test checks the encoding of the Patron Header Version (if present)
in the Biometric Header Template (Tag 'A1') in each "Biometric
Template" in the "Biometric Group Template" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test Scenario

For each "Biometric Template", perform the following checks if the
(optional) Patron Header Version data element with tag '80' is present
inside the Biometric Header Template:
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1. Search for the Patron Header Version (Tag '80') inside the Biometric
Header Template.

2. Check the length encoded for the Patron Header Version data
element.

3. Check the value of the Patron Header Version data element.
Expected Results | 1. Tag '80' may be present and shall not occur more than once.

2. The encoded length shall be '02'.

3. The Patron Header Version shall have the value '01 01'.

A.3.10.8 Test Case SE_LDS_DG9_009
Test Case-ID SE LDS DG9 009

P Thic tact chocke tha ancadina of tha Ricamantric Thna (f ~neacan i tha
urpose Fhis-test-cheeks-the-eneceding-of-the BiometrieFype(ifpresentHn-the

Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG9.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-3:2007
Profile DG9
Preconditiornjs 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from ER.DG9.
Test Scenarjo For each "Biometric Template", perform the following checks_if the

(optional) Biometric Type data element with tag '81' is present inside the
Biometric Header Template :

1. Search for the Biometric Type (Tag '81') inside the Biometric Header
Template.

2. Check the length encoded for the BiometricType data element.

3. Check the value of the Biometric Type data‘€lement.

Expected Results | 1. Tag '81' may be present and shall not.eecur more than once.

2. The encoded length shall be '01' - '03"

3. The Biometric Type shall have thealid value according to ISO/IEC
19785-3:2007.

A.3.10.9 Test Case SE_LDS_DG9_010

Test Case-ID SE LDS DG9 010

Purpose This test checks the.encoding of the Biometric Subtype (if present) in the
Biometric Header. Template (Tag 'A1') in each "Biometric Template" in
the "Biometrie. Group Template" in EF.DG9.

Version 1.0
References ISO/IEG™8013-2:2008, Annex C
Profile DG9
Preconditions 1.€E:DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test Scenarjo For each "Biometric Template", perform the following checks if the

(optional) Biometric Subtype data element with tag '82' is present inside
the Biometric Header Template:

1. Search for the Biometric Subtype (Tag '82') inside the Biometric
Header Template.

2. Check the length encoded for the Biometric Subtype data element.
3. Check the value of the Biometric Subtype data element.

Expected Results | 1. Tag '82' may be present and shall not occur more than once.

2. The encoded length shall be '01'.

3. The Biometric Subtype shall have a non-zero value.

A.3.10.10 Test Case SE_LDS_DG9_011

Test Case-ID SE LDS DG9 011
Purpose This test checks the encoding of the Biometric data creation date and
time (if present) in the Biometric Header Template (Tag 'A1') in each
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"Biometric Template" in the "Biometric Group Template" in EF.DG9.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.

2. The Biometric Group Template has been retrieved from EF.DG9.

3. The Number of Biometric Templates has been retrieved from the
Biometric Group Template.

Test Scenario For each "Biometric Template", perform the following checks if the
(optional) Biometric data creation date and time data element with tag
'83' is present inside the Biometric Header Template or if more than one
BiemetrieFemplate-is-presentinside-the-Biometrie-Group—Femplate:

1. Search for the Biometric data creation date and time (Tag '83') inside
the Biometric Header Template.

2. Check the length encoded for the Biometric data creation date and
time data element.

3. Check the format of the Biometric data creation date and time.

4. Check the value of the Biometric data creation date and-time data
element.

Expécted Results | 1. Tag '83' may be present and shall not occur more than once.

2. The encoded length shall be '07".

3. Date of Issue shall be BCD encoded.

4. The Biometric data creation date and time data’element shall
represent a valid date/time coded as YYYYMMDDhhmmss.

A3.1p11 Test Case SE_LDS_DG9 012

Test|Case-ID SE LDS DG9 012

Purgose This test checks the encoding-of the BIR Creator (if present) in the
Biometric Header Template'(Tag 'A1") in each "Biometric Template" in
the "Biometric Group Template" in EF.DG9.

Vergion 1.0
Refdrences ISO/IEC 18013-2:2008, Annex C
Profile DG9
Predonditions 1. EF.DG9-has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test| Scenario For each:-"Biometric Template", perform the following checks if the

(optional) BIR Creator data element with tag '84' is present inside the
Biometric Header Template :

17 Search for the BIR Creator (Tag '84') inside the Biometric Header
Template.

2. Check the length encoded for the BIR Creator data element.

3. Verify the length of the BIR Creator data element.

4. Check the format of the BIR Creator data element.

Expgcted Results | 1. Tag '84' may be present and shall not occur more than once.

2. The bytes that follow the Tag '84' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR Creator data
element.

4. The BIR Creator shall be encoded as ANS characters.
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A.3.10.12 Test Case SE_LDS_DG9_013

Test Case-ID SE_LDS DG9 013

Purpose This test checks the encoding of the BDB Validity Period (if present) in
the Biometric Header Template (Tag 'A1') in each "Biometric Template"
in the "Biometric Group Template" in EF.DG9.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BDB Validity Period data element with tag '85' is present inside
the Biometric Header Template:

1. Search for the BDB Validity Period (Tag '85') inside the Biometric
Header Template.

2. Check the length encoded for the BDB Validity Period data element:
3. Check the format of the BDB Validity Period.

4. Check the value of the BDB Validity Period data element.

5. Check the consistency of the value of the BDB Validity Period data
element.

Expected Results | 1. Tag '85' may be present and shall not occur more than once.

2. The encoded length shall be '08'.

3. The BDB Validity Period shall be BCD encoded,

4. The BDB Validity Period shall represent a valid effective date and a
valid expiry date coded as YYYYMMDDYYYYMMDD.

5. The BDB Validity Period effective date shall represent an effective
date BEFORE the expiry date.

A.3.10.13 |Test Case SE_LDS_DG9_014

Test Case-ID SE LDS DG9 014

Purpose This test checks the encoding«of the BDB Product Owner, Product Type
(if present) in the Biometric'Header Template (Tag 'A1') in each
"Biometric Template" in‘the "Biometric Group Template" in EF.DG9.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test Scenarjo For each "Biometric Template", perform the following checks if the

(optional) BDB Product Owner, Product Type data element with tag '86'
is-present inside the Biometric Header Template:

1. Search for the BDB Product Owner, Product Type (Tag '86') inside the
Biometric Header Template.

2-Check-thelength-encoded-for-the- BBDB-Produst-Owner-ProductType
data element.

3. Check the value of the BDB Product Owner, Product Type data
element.

4. Check the consistency of the BDB Product Owner, Product Type data
element.

Expected Results | 1. Tag '86' may be present and shall not occur more than once.

2. The encoded length shall be '04'.

3. The BDB Product Owner, Product Type shall be a concatenation of
two 16-bit POSITIVE integers.

4. The BDB Product Owner, Product Type shall have be a valid
combination of product owner and product type as defined in ISO/IEC
19785-1:2006, 6.5.12 and 6.5.13.
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A.3.10.14 Test Case SE_LDS_DG9_015

Test Case-ID SE_LDS DG9 015

Purpose This test checks the encoding of the BDB Format Owner in the Biometric
Header Template (Tag 'A1") in each "Biometric Template" in the
"Biometric Group Template" in EF.DG9.

Version 1.0
References ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Tesf| Scenario Perform the following checks for each "Biometric Template":

1. Search for the BDB Format Owner (Tag '87') inside the Biometric
Header Template.

. Check the length encoded for the BDB Format Owner data element.

. Check the value of the BDB Format Owner data element.

. Check the validity of the BDB Format Owner data element.

. Tag '87' shall be present.

. The encoded length shall be '02'.

. The BDB Format Owner shall be a 16-bit POSITI/E-integer.

. The BDB Format Owner shall have be a valid format owner as defined
in ISO/IEC 19785-1:2006, 6.5.1.

Expécted Results

A WON=_2UBDODN

A.3.1p.15 Test Case SE_LDS_DG9 016

Test|Case-ID SE_LDS _DG9 016

Purgose This test checks the encoding of the'\BDB Format Type in the Biometric
Header Template (Tag 'A1") ineach "Biometric Template" in the
"Biometric Group Template" in, EF.DG9.

Vergion 1.0
Refgrences ISO/IEC 18013-2:2008, Annex C
ISO/IEC 19785-1:2006
Profile DG9
Predonditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Tesf| Scenario Perform thefollowing checks for each "Biometric Template":

1. Search for the BDB Format Type (Tag '88') inside the Biometric
Header Template.

2.(Check the length encoded for the BDB Format Type data element.
8./Check the value of the BDB Format Type data element.

4. Check the validity of the BDB Format Type data element.

5. Check the consistency of the BDB Format Type data element with the
BDB format owner data element.

Expécted Results | 1. Tag '88' shall be present.

2. The encoded length shall be '02'".

2 Tha DND Earmnat Taonn chall b & 168 Wit DOQITIN/E intn~Ay
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4. The BDB Format Type shall have b
ISO/IEC 19785-1:2006, 6.5.2.

5. The BDB Format Type shall be valid in combination with the format
owner data element.

valid format type as defined in

A.3.10.16 Test Case SE_LDS_DG9 017

Test Case-ID SE LDS DG9 017

Purpose This test checks the encoding of the BIR index (if present) in the
Biometric Header Template (Tag 'A1') in each "Biometric Template" in
the "Biometric Group Template" in EF.DG9.

Version 1.0
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References ISO/IEC 18013-2:2008, Annex C
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.
Test Scenario For each "Biometric Template", perform the following checks if the

(optional) BIR index data element with tag '90' is present inside the
Biometric Header Template :

1. Search for the BIR index (Tag '90'") inside the Biometric Header
Template.

2. Check the length encoded for the BIR index data element.

3. Verify the length of the BIR index data element.

Expected Results—34—ag-90—may-be-present-and-shall-not-occurmere-thanr-once-

2. The bytes that follow the Tag '90' shall contain a valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the BIR index data
element.
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A.3.10.17 Test Case SE_LDS_DG9_018

Test Case-ID SE LDS DG9 018

Purpose This test checks the presence and encoding of the Biometric Data Block
(Tag '5F 2E') in each "Biometric Template" in the "Biometric Group
Template" in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions

1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '5F 2E') inside the Biometric
Template.

2. If Tag '5F 2E' is present, analyze the encoding of the bytes that follow
the Biometric Data Block tag.

3. If Tag '5F 2E'is present, verify the length of the Biometric Data’Block
DO.

4. If Tag '5F 2E' is present, verify that the tag for the Enciphered
Biometric Data Block (Tag '7F 2E') is absent.

5. If Tag '5F 2E' is absent, verify that the tag for the Enciphered Biometric
Data Block (Tag '7F 2E") is present.

Expécted Results

1. Tag 'SF 2E' may be present and shall not occur’more than once.

2. If Tag '5F 2E' is present, the bytes that follew/the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4. If Tag '5F 2E' is present, Tag.'7F 2E' shall be absent.

5. If Tag '5F 2E'is absent, Tag '7F 2E' shall be present.

A.3.1D.18 Test Case SE_LDS_DG9 019

Test|Case-ID SE LDS DG9 019

Purgose This test checksthe presence and encoding of the Enciphered Biometric
Data Block (Tag'7F 2E') in each "Biometric Template" in the "Biometric
Group Template" in EF.DG9.

Vergion 1.0

Refgrences ISO/UEC 18013-2:2008, Annex C

Profile DG9

Preqonditions

1.EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test| Scenario

Perform the following checks for each "Biometric Template":

1. Search for the Biometric Data Block (Tag '7F 2E') inside the Biometric
Template.

2.If Tag '7F 2E' is present, analyze the encoding of the bytes that follow

the Biemetric-Data-Blocsktag-

3. If Tag '7F 2E' is present, verify the length of the Enciphered Biometric
Data Block DO.

4. If Tag '7F 2E' is present, verify that the tag for the Biometric Data
Block (Tag '5F 2E') is absent.

5. If Tag '7F 2E'is absent, verify that the tag for the Biometric Data Block
(Tag '5F 2E') is present.

Expected Results

1. Tag '7F 2E' may be present and shall not occur more than once.

2. If Tag '7F 2E'is present, the bytes that follow the Biometric Data Block
Tag shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '7F 2E' is present, the encoded length shall match the size of
the Biometric Data Block DO.

4.1f Tag '7F 2E'is present, Tag '5F 2E' shall be absent.
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| | 5.1f Tag '7F 2E'is absent, Tag '5F 2E' shall be present.

A.3.10.19 Test Case SE_LDS_DG9_020

Test Case-ID SE_LDS _DG9 020

Purpose This test checks the encoding of the BIR payload (Tag '53") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG9.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. T; 1T B;UI I IUtI ;La GI uup TUI 1 |piatc i [ [S05) IUUUI 1 IUtI ;UVCU‘ fl UITI EFDGg
Test Scenarjo Perform the following checks for each "Biometric Template":

1. Search for the BIR payload (Tag '53") inside the Biometric Template.
2. If Tag '53' is present, analyze the encoding of the bytes that follow the
BIR payload tag.

3. If Tag '53' is present, verify the length of the BIR payload DO.

4. If Tag '53' is present, verify that the tag '73' is absent.

Expected Results | 1. Tag '53' may be present and shall not occur more than once.

2. If Tag '53' is present, the bytes that follow the BIR payload (Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '53'" is present, the encoded length shall match(the size of the
BIR payload DO.

4. 1If Tag '563' is present, Tag '73' shall be absent.

A.3.10.20 ([Test Case SE_LDS_DG9_021

Test Case-ID SE LDS DG9 021

Purpose This test checks the encoding of the BIRpayload (Tag '73") (if present) in
each "Biometric Template" in the "Biometric Group Template" in EF.DG9.
Version 1.0

References ISO/IEC 18013-2:2008, Annex C
Profile DG9
Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric GroupsI'lemplate has been retrieved from EF.DG9.
Test Scenarjo Perform the following:¢hecks for each "Biometric Template":

1. Search for the BIRpayload (Tag '73') inside the Biometric Template.
2. If Tag '73' is present, analyze the encoding of the bytes that follow the
BIR payload tag:

3. If Tag '73\is present, verify the length of the BIR payload DO.

4. If Tag'73" is present, verify that the tag '53' is absent.

Expected Results | 1. Tag 73" may be present and shall not occur more than once.
2.4f:Tag '73' is present, the bytes that follow the BIR payload Tag shall
contain a valid length encoding (according to ASN.1 encoding rules).
3. If Tag '73" is present, the encoded length shall match the size of the
BIR payload DO.

4.1f Tag '73' is present, Tag '53' shall be absent.

A.3.10.21 Test Case SE_LDS_DG9_022

Test Case-ID SE LDS DG9 022

Purpose This test checks the encoding of the Security Block (Tag '5F 3D') (if
present) in each "Biometric Template" in the "Biometric Group Template"
in EF.DG9.

Version 1.0

References ISO/IEC 18013-2:2008, Annex C

Profile DG9

Preconditions 1. EF.DG9 has been retrieved from the IDL.
2. The Biometric Group Template has been retrieved from EF.DG9.

Test Scenario Perform the following checks for each "Biometric Template":
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1. Search for the Security Block (Tag '5F 3D') inside the Biometric
Template.

2. If Tag '5F 3D' is present, analyze the encoding of the bytes that follow
the Security Block tag.

3. If Tag '5F 3D'is present, verify the length of the Security Block DO.
Expected Results | 1. Tag '5F 3D' may be present and shall not occur more than once.

2. If Tag '5F 3D’ is present, the bytes that follow the Security Block Tag
shall contain a valid length encoding (according to ASN.1 encoding
rules).

3. If Tag '5F 3D’ is present, the encoded length shall match the size of
the Security Block DO.

A.3.11 Test Unit SE_LDS_SOD - Tests for EF.SOD

Tesf{ Unit-ID SE_LDS_SOD
(Standard Encoding — Document Security Object)

Purgose The test cases in this test unit verify the structure and contents.of the IDL
LDS Security Object.

Refgrences ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.111.1 Test Case SE_LDS_SOD_001

Test|Case-ID SE LDS SOD 001

Purpose This test checks the template tag; the ehcoded EF.SOD element starts
with.

Vergion 1.0

Refdrences ISO/IEC 18013-3:2009

Profile PA

Predonditions 1. EF.SOD has been retrigved from the IDL.

Tesf{ Scenario 1. Check the very first byie of the EF.SOD element.

Expé¢cted Results | 1. First byte shall be:'77'.

A.3.11.2 Test Case SE_LDS_SOD_002

Test|Case-ID SE LDS S@D 002

Purgose This test checks the encoding of EF.SOD element length.
Vergion 1.0

Refgrences ISO/EC 18013-3:2009

Profile PA

Predonditions 1. EF.SOD has been retrieved from the IDL.

Test| Scenario 1. Analyze the encoding of the bytes that follow the template tag.

2. Verify the length of the EF.SOD object.
Expécted-Results | 1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).

2. The encoded length shall match the size of the given EF.SOD object.
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A.3.11.3 Test Case SE_LDS_SOD_003

Test Case-ID SE_LDS_SOD 003
Purpose This test checks the ASN#1 encoding of the PCKS#7 signedData object.
Version 1.0
References ISO/IEC 18013-3:2009
RFC-3369
Profile PA

Preconditions

1. EF.SOD has been retrieved from the IDL.

Test Scenario

1. Analyze the ASN.1 encoding of the content of EF.SOD.
2. Analyze the value of the EF.SOD template.

Expected Results

1. The signedData object shall be DER encoded.

2. The value of the the EF.SOD template shall be a Contentinfo data
element of the SignedData Type as specified in RFC 3369.

A.3.11.4 Test Case

SE_LDS_SOD_004

Test Case-ID SE LDS SOD 004
Purpose This test checks the value encoded in the signedData element.
Version 1.0
References ISO/IEC 18013-3:2009
RFC-3369
Profile PA

Preconditions

1. EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO in
EF.SOD.

Test Scenarjo

. Check the SignedData version value (Tag /02)).

. Check the digestAlgorithms list (Tag '31Y.

. Check the eContentType (Tag '06').

. Check the certificates list (Tag 'AQ')!

. Check the Certificate Revocation Lists (Tag 'A1').

Expected Results

. The version shall be 3.

. The digestAlgorithms list may:icontain all used digestAlgorithms in the
signedData. The digestAlgorithms list shall not contain other digest
algorithms than those specified in ISO/IEC 18013-3:2009 8.1.4.

3. The eContentType_shall have OID as specified in ISO/IEC 18013-
3:20009.

4. Tag 'A0' may e present and shall occur only once.

5. Tag 'A1' shall be absent.

N=2OrWON-

A.3.11.5 Test Case SE_LDS_SOD_005

Test Case-ID SE.EDS SOD 005
Purpose This test checks the Signerinfo element of the signedData structure.
Version 10
References ISO/IEC 18013-3:2009
RFC-3369
Profile PA

Preconditions

1. EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO in
EF.SOD.

Test Scenario

Perform the following checks for each entry of the "signerinfos" field in
the signedData structure:

1. Check the signer info version (Tag '02").

2. Check the choice in the sid field (first instance of Tag '30'").

3. Check the certificate identified in the sid field.

4. Check the digestAlgorithm field (second instance of Tag '30'").

5. Check the presence of the Digest Algorithm Identifier in the
digestAlgorithmlist of the signedData element.

6. Check the signedAttrs element (Tag 'AQ").
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7. Check the value of the signedAttrs element.

8. Check the value of the signedAttrs element.

9. Check the message-digest Attribute.

10. Check the content-type Attribute.

11. Check the SigningTime attribute if present.

12. Check the signatureAlgorithm element.

13. Check the signature element.

Expected Results | 1. The version shall be 1 or 3.

2. The sid field shall match the signer info version value. (version 1 if
issuerandSerialNumber is used and 3 if subjectKeyldentifier is used).
3. The certificate identified in the sid field shall be included in the signed
data certificates list or shall he available in the PKD

4. The digestAlgorithms list shall be one of the algorithms specified in
ISO/IEC 18013-3:2009 8.1.4 (i.e. only the following algorithms are
allowed: SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512).

5. The digestAlgorithm should be included in the digestAlgorithmlist of
the signedData element.

6. Tag 'AQ' shall be present and shall occur only once.

7. The signed attributes list shall contain the message-digest attribute.
8. The signed attributes list shall contain the content-type attribute.

9. The value of the message-digest attribute shall match the hash value
of the eContent element (using the digestAlgorithm specified above).
10. The content-type attribute value shall mateh'the encapContentinfo
eContentType value in the signed-data.

11. The signing time shall be within the validity period of the signing
certificate.

12. The signature algorithm shall refer.to an algorithm specified in
ISO/IEC 18013-3:2009 (i.e. the algorithm shall be using RSASSA-PSS,
RSASSA-PKCS1-v1.5, or ECDSA).

13. The signature shall be valid.

A.3.111.6 Test Case SE_LDS_SOD_006

Test|Case-ID SE LDS SOD 006

Purgose This test checksthe LDS Security Object stored as eContent in the
signedData. Qbject.

Vergion 1.0

Refgrences ISO/IEC 18013-3:2009
RFG-3369

Profile PA

Predonditions 1~/EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO in
EF.SOD.

Test| Scenario . Check the ASN.1 encoding of the LDS Security Object.

. Check the encoding of the LDS Security Object.

. Check the LDS Security Object version (Tag '02").
—CheckthedigestAfgorithmidentifier:

. Check the DataGroupHash Sequence.

. Check the dataGroup numbers in the DataGroup Hash Sequence.
. Check the dataGroup numbers in the DataGroup Hash Sequence.
. Check the dataGroup hash values in the Hash Sequence.

. The LDS Security Object shall be DER encoded.

. The encoding of the LDS Security Object shall follow the ASN1.1
encoding specified in ISO/IEC 18013-3:2009.

3. The version shall be 0.

4. The digestAlgorithms list shall be one of the digest algorithms
specified in ISO/IEC 18013-3:2009 8.1.4 (i.e. SHA-1, SHA-224, SHA-
256, SHA-384, or SHA-512).

5. The Hash Sequence shall contains at least the entries for DG 1.

Expected Results

N=a200o~NOOTHRWN-=-
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6. The Hash Sequence shall contain a hash value for all present data
groups. The Hash Sequence shall not conatin additional hash value for
non-existing data groups.

7. The referred data groups shall match the Data Group list in the
EF.COM.

8. All hash values shall be valid.

A.3.11.7 Test Case SE_LDS_SOD_007

Test Case-ID SE LDS SOD 007
Purpose This test checks the signing certificate used to verify the EF.SOD object.
Version 10
References ISO/IEC 18013-3:2009
RFC-3280
Profile PA
Preconditionjs 1. EF.SOD has been retrieved from the IDL.
2. The SignedData field has been retrieved from the Contentinfo DO in
EF.SOD.

3. The Signing Certificate has been retrieved (from the SignedData
structure or from the PKD).

. The Issuing Authority Certificate has been retrieved.

. Check the ASN.1 encoding of the signing certificate.

. Check the ASN.1 structure of the signing certificatg.

. Check the signing certificate version.

. Check the signature field of the certificate.

. Check the certificates validity period.

. Check the certificates issuer element.

. Check the subjectPublicKeylnfo element.

. Check the AKID extension in the signing certificate.

. Check that the the SubjectKeyldentifier extension of the country
signing certificate.

10. Check the keyUsage extension of the signing certificate.

11. Check the signatureAlgorithm element.

12. Verify the signatureValue of the signing certificate with the public key
of the Issuing Authority certificate.

Expected Results | 1. The signing certifi€ate shall be DER encoded.

2. The signing ceftificate shall be encoded as specified in RFC 3280.

3. The version shall be 2.

4. The algorithm indicated in the signature element shall match the OID
in the signatureAlgorithm field.

5. The validity period shall use UTC time for dates until 2049 and shall
use,GeneralisedTime for dates after 2049 inclusive. (NOTE: It is not
necessary that the certificate is still valid; it shall only have been valid at
signing time).

6. The issuer shall match the subject of the provided country signing
certificate.

71 e atgorithmriderntifirerimthesubjectPubtickeyinfoshattrefer toa
algorithm specified in ISO/IEC 18013-3:2009 (i.e. the algorithm shall be
using RSASSA-PSS, RSASSA-PKCS1-v1.5, or ECDSA).

8. The AKID extension shall be present and shall contain a keyldentifier
value.

9. The SubjectKeyldentifier extension shall match the AKID of the signing
certificate.

10. The keyUsage extension shall be matked critical and only the
digitalSignature bit shall be set.

11. The signatureAlgorithm shall indicate one of the algorithms specified
in ISO/IEC 18013-3:2009 (i.e. the algorithm shall be using RSASSA-
PSS, RSASSA-PKCS1-v1.5, or ECDSA).

12. Verification shall be successful.

Test Scenarjio

OCOoONOOThAhWN-=-DM
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A.3.12 Test Unit SE_LDS_DG12 — Tests for EF.DG12

Test Unit-ID SE_LDS_DG12
(Standard Encoding — Data Group 12)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 12.

References ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.121 Test Case SF_1 DS_DG12_001

Test|Case-ID SE LDS DG12 001

Purgose This test checks the template tag that the encoded EF.DG12 element
starts with.

Vergion 1.0

Refdrences ISO/IEC 18013-3:2009

Proflle NMA

Predonditions 1. EF.DG12 has been retrieved from the IDL.

Tesf{ Scenario 1. Check the very first byte of the EF.DG12 element

Expécted Results | 1. First byte shall be '71'.

A.3.1R.2 Test Case SE_LDS_DG12_002

Test|Case-ID SE LDS DG12 002

Purgose This test checks the encoding of EEZ:DG12 element length.
Vergion 1.0

Refdrences ISO/IEC 18013-3:2009

Proflle NMA

Predonditions 1. EF.DG12 has been retrieved from the IDL.

Test|Scenario 1. Analyze the encoding'of the bytes that follow the template tag.

2. Verify the length of\the EF.DG12 object.

Expécted Results | 1. The bytes that fellow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).

2. The encoded length shall match the size of the given EF.DG12 object.
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A.3.12.3 Test Case SE_LDS_DG12_003

Test Case-ID SE_LDS _DG12_003

Purpose This test checks the encoding of the SAl Reference String (Tag '82")
present in EF.DG12.

Version 1.0

References ISO/IEC 18013-3:2009
ISO/IEC 8859-1

Profile NMA

Preconditions 1. EF.DG12 has been retrieved from the IDL.

Test Scenario 1. Search for the SAl Reference String (Tag '82') inside EF.DG12.

2. Check the encoded length of the SAl Reference String data element.
3. Check the length of the SAI Reference String data element.

4. Check the value of the SAl Reference String.

5. If the SAI Reference String starts with '00", check the value of the
subsequent bytes of the SAI Reference String.

6. If the SAI Reference String starts with '01', check the value of the
subsequent bytes of the SAI Reference String.

7. If the SAI Reference String starts with '01', check the value of the
subsequent bytes of the SAI Reference String.

8. If the SAI Reference String starts with '01', check the value'of the
subsequent bytes of the SAI Reference String.

Expected Results | 1. Tag '82' shall be present.

2. The bytes that follow the Tag '82' shall contain a_valid length encoding
(according to ASN.1 encoding rules).

3. The encoded length shall match the size of the SAI Reference String
data element.

4. The first byte of the SAl Reference Stringishall be '00" or '01".

5. The subsequent bytes of the SAl Reference String shall be encoded in
accordance with ISO/IEC 8859-1.

6. The subsequent bytes of the SAl'Reference String shall be 2 BCD
encoded bytes.

7. The second byte of the SAlCReference String shall refer to an existing
Data Group in the IDL.

8. The third byte of the SAl Reference String shall refer to a field in an
existing Data Group inithe IDL that is available outside the ICC (i.e. DG1
Field 1..9, DG2 Fjeld1..7), or DG3 Field 1..4).

A.3.12.4 Test Case SE_LDS_DG12: 004

Test Case-ID SE LDS DG12 004

Purpose This test checks the encoding of the SAl Input Method (Tag '81') present
in EE.DG12.

Version 1.0

References ISO/IEC 18013-3:2009

Profile NMA

Preconditions 1. EF.DG12 has been retrieved from the IDL.

Test Scenarie 1+-Searchforthe-SAHnput-Method(fag-84Hnside EF-DGA2.

2. Check the encoded length of the SAI Input Method data element, if
present.

3. Check the length of the SAI Input Method data element.

4. Check the value of the SAI Input Method.

5. Check the value of the SAI Input Method.

6. If the SAI Input Method starts with '02', check the presence of byte 2 of
the SAIl Input Method.

7. Check the value of byte 2 of the SAIl Input Method.

8. Check the value of byte 3 of the SAI Input Method, if present.

9. Check the value of the bytes 4 - 7 of the SAIl Input Method, if present.
10. Check the consistency of the bytes 4 and 6 of the SAI Input Method,
if present.

11. Check the consistency of the bytes 5 and 7 of the SAI Input Method,
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if present.

Expected Results | 1. Tag '81' may be present and shall not occur more than once.

2. The encoded length shall be '01', '02', or '07".

3. The encoded length shall match the size of the SAl Input Method data
element.

4. The first nibble of byte 1 of the SAI Input Method shall be '0', '1' or '2".
5. The second nibble of byte 1 of the SAl Input Method shall be '0', '1' or
2",

6. Byte 2 of the SAI Input Method shall be present.

7. Byte 2 of the SAI Input Method shall have one of the following values :
'00', '01", '02', '03', 'FE', or 'FF".

8 Byte 3 of the SAl Input Methad shall have the value '00' or '01*

9. Byte 4 - 7 of the SAIl Input Method shall be BCD encoded.

10. Byte 4 of the SAIl Input Method shall be smaller than byte 6 of the SAI
Input Method.

11. Byte 7 of the SAl Input Method shall be smaller than byte 5 of the SAI
Input Method.

A.3.13 Test Unit SE_LDS_DG13 — Tests for EF.DG13

Test Unit-ID SE_LDS DG13
(Standard Encoding — Data Group 13)

Purgose The test cases in this test unit verify the structufe and contents of the IDL
LDS Data Group 13.

Refgrences ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.18.1 Test Case SE_LDS_DG13_001

Test|Case-ID SE LDS DG13 001

Purgose This test checks the template tag that the encoded EF.DG13 element
starts with.

Vergion 1.0

Refdrences ISO/IEC 18013-3:2009

Proflle AA

Predonditions 1. EF.DGA3has been retrieved from the IDL.

Tesf{ Scenario 1. Check the very first byte of the EF.DG13 element.

Expécted Results | 1. Firstbyte shall be '6F'.

A.3.1B.2 Test Case. SE_LDS_DG13_002

Test|Case-ID SE_LDS_DG13_002

Purgose This test checks the encoding of EF.DG13 element length.

Vergion 1.0

Refdrentes ISO/IEC 18013-3:2009

Profite AA

Preconditions 1. EF.DG13 has been retrieved from the IDL.

Test Scenario 1. Analyze the encoding of the bytes that follow the template tag.
2. Verify the length of the EF.DG13 object.

Expected Results | 1. The bytes that follow the template tag shall contain a valid length
encoding (according to ASN.1 encoding rules).
2. The encoded length shall match the size of the given EF.DG13 object.

A.3.13.3 Test Case SE_LDS_DG13_003

Test Case-ID SE LDS DG13 003
Purpose This test checks the DER-TLV encoding of the "Subject Public Key Info"
present in EF.DG13.
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Version 1.0
References ISO/IEC 18013-3:2009
RFC-3280
Profile AA
Preconditions 1. EF.DG13 has been retrieved from the IDL.
Test Scenario 1. Search for the AA Public Key Info (Tag '30') inside EF.DG13.
2. Check the DER-TLV encoding of the AA Public Key Info.
3. Check the value of the encoded AA Public Key Info.
Expected Results | 1. Tag '30' shall be present.
2. The AA Public Key Info shall be DER encoded.
3. The AA Public Key Info shall be follow the encoding of the Subject
Rubliekeytrfe-spesifiedHrRFG3286-

A.3.13.4 Test Case SE_LDS_DG13_004

Test Case-ID SE LDS DG13 004
Purpose This test checks that the algorithm indicated for the Public Key in
EF.DG13 is one of the algorithms specified in ISO/IEC18013-3.
Version 1.0
References ISO/IEC 18013-3:2009
RFC-3279
Profile AA

Preconditions

1. EF.DG13 has been retrieved from the IDL.

Test Scenarjo

1. Search for the Algorithm Identifier (Tag '30') inside the AA Public Key
Info.

2. Check the DER-TLV encoding of the Algorithm Identifier.

3. Check the value of the Algorithm Identifier.

4. Check the value of the algorithm indicated in the Algorithm Identifier.

Expected Results

1. Tag '30' shall be present and shall occur only once.

2. The Algorithm Identifier shall be. BER encoded.

3. The Algorithm Identifier shall befollow the ASN.1 encoding specified
in RFC-3280.

4. The Public Key Algorithmlindicated in the Algorithm Identifier shall be
one of the algorithms indicated in ISO/IEC 18013-3:2009 (i.e. the OID of
the algorithm shall be.rsaEncryption or id-ecPublicKey).

A.3.13.5 Test Case SE_LDS_DG13. 005

Test Case-ID SE LDS BG13 005

Purpose This test the encoding of the Subject Public Key in the AA Public Key
Info imEF.DG13.

Version 1.0

References ISO/IEC 18013-3:2009
RFC-3280
RFC-3279

Profile AA

Preconditions

1. EF.DG13 has been retrieved from the IDL.

Test Scenario

1. Search for the Subject Public Key (Tag '03') inside the AA Public Key
Info.

2. Check the DER-TLV encoding of the Subject Public Key.

3. Check the data bits from the bit string code a valid Public Key for the

algorithm indicated in the Subject Public Key Info data element.

4. Checks that the length of the encoded Public Key meets the minimum
size recommendations.
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Expected Results

1. Tag '03' shall be present and shall occur only once.

2. The Subject Public Key shall be encoded as a bit-string.

3. The data bits from the bit string shall code a valid Public Key for the
algorithm indicated in the Subject Public Key Info data element.

4. An RSA Public Keys shall have a length of at least 1024 bits, an EC
Public shall have a length of at least 160 bits.

A.3.13.6 Test Case SE_LDS_DG13_006

Test Case-ID SE LDS DG13 006
Purpose This test checks the signature that has been generated by the IDL during
AN
Vergion 1.0
Refgrences ISO/IEC 18013-3:2009
ISO/IEC 9796-2
RFC-3280
RFC-3279
Profile AA, AA-RSA

Predonditions

1. EF.DG13 has been retrieved from the IDL.

2. EF.DG13 contains a valid RSA public key.

3. The RND.IFD and the signature that has been génerated by the IDL
are available.

Test| Scenario

1. Obtain the plaintext signature from the Interfmal’Authenticate
Response.

2. Decipher the AA signature using the Public Key from EF.DG13.

3. "Signature Opening" - Check the leftmost 2 bits of the Recoverable
String.

4. "Signature Opening" - Check the last byte of the Recoverable String.
5. "Intermediate String Recovery”- Retrieve the number of padding bits
from the beginning of the Recoverable String.

6. "Trailer Recovery" - Chéck the last byte of the Recoverable String.

7. "Hash Code Checking™"- Retrieve the hash code from the Recoverable
String.

Expg¢cted Results

1. The length of the signature shall be in accordance with the length of
the public key. from EF.DG13.

2. The lengthiof the deciphered signature shall be in accordance with the
length of the' public key from EF.DG13.

3. The leftmost 2 bits of the Recoverable String shall be equal to '01'b.

4. Theirightmost 4 bits of the Recoverable String shall be equal to
'4100'b.

5-/The number of padding bits equal to '0'b following the 3rd bit of the
Recoverable String shall be less than 8.

6. The Trailer of the Recoverable String shall be ‘BC’ for trailer option 1
or ‘CC’ for trailer option 2 (ISO/IEC 9796-2 digital Signature Scheme 1,
with has HASH according to hash-function identifier).

7. The hash code shall match the hash calculated over M1||M2 (M1 is the

nornce thattas beemrgenerated by the 1B M2 s RENAFDY:

A.3.13.7 Test Case SE_LDS_DG13_007

Test Case-ID SE LDS DG13 007

Purpose This test checks the signature that has been generated by the IDL during
AA.

Version 1.0

References ISO/IEC 18013-3:2009
RFC-3280
RFC-3279

Profile AA, AA-ECDSA

Preconditions

1. EF.DG13 has been retrieved from the IDL.
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2. EF.DG13 contains a valid EC public key.

Test Scenario 1. Obtain the plaintext signature from the Internal Authenticate
Response.

2. Verify the signature using ECDSA SHA-1.

Expected Results | 1. The length of the signature shall be in accordance with the length of
the public key from EF.DG13.

2. Signature verification shall be successful.

A.3.14 Test Unit SE_LDS_DG14 — Tests for EF.DG14

Test Unit-ID SE_LDS DG14
(Standard Encoding — Data Group 14)

Purpose The test cases in this test unit verify the structure and contents of the IDL
LDS Data Group 14.

References ISO/IEC 18013-2:2008
ISO/IEC 18013-3:2009

A.3.14.1 Tedt Case SE_LDS_DG14_001

Test Case-ID SE LDS DG14 001

Purpose This test checks the template tag; the encoded EF.DG14 element starts
with.

Version 1.0

References ISO/IEC 18013-3:2009

Profile EAP

Preconditions 1. EF.DG14 has been retrieved from the IDL.

Test Scenatjio 1. Check the very first byte of the EF.DG14.elément.

Expected Results | 1. First byte shall be '6E".

A.3.14.2 Test Case SE_LDS_DG14_002

Test Case-ID SE_LDS_DG14_002

Purpose This test checks the encoding%f EF.DG14 element length
Version 1.0

References ISO/IEC 18013-3:2009

Profile EAP

Preconditions 1. EF.DG14 has been retrieved from the IDL.

Test Scenarjio 1. Analyze the encoding of the bytes that follow the template tag.

2. Verify thedfength of the EF.DG14 object.

Expected Results | 1. The bytes that follow the template tag shall contain a valid length
encoding-(according to ASN.1 encoding rules).

2. Jhe‘encoded length shall match the size of the given EF.DG14 object.

A.3.14.3 Test Case SE) LDS_DG14_003

Test Case-ID SE LDS DG14 003
Purpose This test checks the DER-TLV encoding of the "Securitylnfos" in
EF.DGT4"
Version 1.0
References ISO/IEC 18013-3:2009
Profile EAP
Preconditions 1. EF.DG14 has been retrieved from the IDL.
Test Scenario 1. Search for the Security Infos (Tag '31') data element inside EF.DG14.
2. Check the absence of other data in EF.DG14.
3. Check the DER-TLV encoding of the Security Infos data element.
Expected Results | 1. Tag '31' shall be present; tag '31' shall occur only once.
2. Tags not equal to '31' shall be absent.
3. The Security Infos data element shall contain a valid DER-TLV

structure (according to ASN.1 encoding rules).
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A.3.14.4 Test Case SE_LDS_DG14_004

Test Case-ID SE LDS DG14 004

Purpose This test checks the presence of Security Info for CA in the Security Infos
data element in EF.DG14.

Version 1.0

References ISO/IEC 18013-3:2009

Profile EAP

Preconditions

1. EF.DG14 has been retrieved from the IDL.
2. The Security Infos data element has been retrieved from EF.DG14.

Test Scenario

1. Check the presence of the Security Info that defines the CA public key
in the Security Infos Set.

Expécted Results

1. The Security Infos data element shall contain at least one element that
has the protocol OID id-ICAuth.

A.3.14.5 Test Case SE_LDS_DG14_005

Test|Case-ID SE LDS DG14 005

Purpose This test checks the content of each Security Info for CA,inithe Security
Infos data element in EF.DG14.

Vergion 1.0

Refgrences ISO/IEC 18013-3:2009

Profile EAP

Preqonditions

1. EF.DG14 has been retrieved from the IDL.

2. The Security Infos data element has beén retrieved from EF.DG14.
3. At least one Security Info element inthe Security Infos data element
has the protocol OID id-ICAuth.

Test| Scenario

Perform the following checks for €ach Security Info that defines the CA
public key in the Security Infos!Set:

1. Check the presence of theZrequiredData field in the Security Info
structure.

2. Check the content of the requiredData field in the Security Info
structure.

3. Check the encodeding of the icAuthPublicKey field of the IC Auth
PublicKey Info,

4. Search forcthe Algorithm Identifier (Tag '30') inside the
icAuthPuplicKey field of the IC Auth PublicKey Info.

5. Check the value of the Algorithm Identifier.

6. Check the value of the algorithm indicated in the Algorithm Identifier.
7.(If the algorithm indicated in the Algorithm Identifier is KAEG, verify the
domain parameters.

8. Search for the Subject Public Key (Tag '03') inside the
icAuthPublicKey field of the IC Auth PublicKey Info.

9. Check the DER-TLV encoding of the Subject Public Key.

10. Check the data bits from the bit string code a valid Public Key for the
algorithm indicated in the Subject Public Key Info data element.

11 _Check thae nracance of the kavidantifiar fiald (Taa '02"Y in tha IC Avth
H—oHetKktHEe-PreSeRce-otheKeyraeterHheiarag—v7HtherToh
PublicKey Info.

12. Check the presence of the optionalData field in the Security Info
structure.

Expected Results

1. The requiredData field shall be present in the Security Info structure.
2. The requiredData field shall be of the type ICAuthPublicKeylInfo.

3. The icAuthPublicKey field shall be follow the encoding of the Subject
Public Key Info specified in RFC-3280.

4. Tag '30' shall be present and shall occur only once.

5. The Algorithm Identifier shall be follow the ASN.1 encoding specified
in RFC-3280.

6. The Public Key Algorithm indicated in the Algorithm Identifier shall be
one of the key agreement protocols given in ISO/IEC 18013-3:2009 (i.e.
it shall be dhpublicnumber or id-ecPublicKey).
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7. All domain parameters shall be explicitly included.

8. Tag '03' shall be present and shall occur only once.

9. The Subject Public Key shall be encoded as a bit-string.

10. The data bits from the bit string shall code a valid Public Key for the
algorithm indicated in the Subject Public Key Info data element.

11. If a single public key is specified, the keyldentifier field (Tag '02') may
be present and shall occur only once; if more than 1 public key is
specified, the keyldentifier field (Tag '02') shall be present and shall
occur only once.

12. The optionalData field shall be absent from the Security Info
structure.

A.3.14.6 TeJt Case SE_LDS_DG14_006

Test Case-ID SE_LDS DG14_006

Purpose If the algorithm used is Diffie Hellman, test the value of the parameters of
the icAuthPublicKey field of the IC Auth PublicKey Info for each Security
Info that defines the CA public key in the Security Infos Set.

Version 1.0

References ISO/IEC 18013-3:2009

Profile EAP, EAP-DH

Preconditions 1. EF.DG14 has been retrieved from the IDL.

2. The Security Infos data element has been retrieved-from EF.DG14.
3. At least one Security Info element in the SecuritycInfos data element
has the protocol OID id-ICAuth.

Test Scenarjio Perform the following checks for each Security\Info that defines the CA
public key in the Security Infos Set:

. Check the DH parameters of the algorithm.

. Check the encoding of the base g.

. Check the encoding of the prime p:

. Check the consistency of g andp.

. If private value length | is present, check the encoding of I.

. If private value length | is present, check the value of I.

. If private value length l-is present, check the value of I.

. Check the encoding,ofthe DH Public Key.

. Check the consisténcy of the DH Public Key value and prime p.

. The parametefs shall be ASN.1 encoded and follow PKCS #3 (DH),
i.e. the DH parameters shall specify a prime (integer), a base (integer),
and optionally:a privateValueLength (integer).

. g shall be’ a positive integer.

. p shall-be a positive integer.

. g,Shall be less than p (0 < g < p).

~length | shall be a positive integer.

~length | shall be non-zero (I > 0).

. length | shall be such that 2I-1 < p.

. The DH Public Key shall be a positive integer.

The DHPublic Key shattbesmatter thramp(0<PublicKey <p):

SO0 NOOOTRAhWN -

Expected Results

@ 0o NW A WN

A.3.14.7 Test Case SE_LDS_DG14_007

Test Case-ID SE_LDS_DG14_007

Purpose If the algorithm used is ECDH, test the value of the parameters of the
icAuthPublicKey field of the IC Auth PublicKey Info for each Security Info
that defines the CA public key in the Security Infos Set.

Version 1.0

References ISO/IEC 18013-3:2009
RFC-3279

Profile EAP, EAP-ECDH
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Preconditions 1. EF.DG14 has been retrieved from the IDL.

2. The Security Infos data element has been retrieved from EF.DG14.

3. At least one Security Info element in the Security Infos data element

has the protocol OID id-ICAuth.

Test Scenario Perform the following checks for each Security Info that defines the CA

public key in the Security Infos Set:

. Check the Elliptic Curve parameters.

. Check the encoding of the prime p.

. Check the value of the prime p.

. Check the value of the curve parameter a.

. Check the consistency of the curve parameter a and prime p.
Check the value of the curve parameter b

. Check the consistency of the curve parameter b and prime p.

. Check the consistency of the curve parameters a and b.

. Check the value of the base point G.

10. Check the encoding of the Cofactor f.

11. Check the value of the Cofactor f.

12. Check the encoding of the order r of base point.

13. Check the value of the order r of base point.

14. Check the consistency of the order r and prime p.

15. Check the consistency of the order r, prime p, atnd co-factor f.

16. Check value of the EC public key (base point-Y\):

. The parameters shall follow ASN.1 structure specified in RFC 3279.

. p shall be a positive integer.

. p shall be larger than 2 (p>2).

. a shall be larger than or equal to zerdo{(a>=0).

. a shall be smaller than p (a<p).

. b shall be larger than or equal.to zero (b>=0).

. b shall be smaller than p (b<p):

. The values of a and b shalbbe such that 4a3 + 27b2 <> 0.

. The base point G shall be on the curve, with both coordinates in range
. (p-1).

10. f shall be a positivelinteger.

11. f shall be larger than zero (f>0).

12. r shall be a pasitive integer.

13. r shall beAarger than zero (r>0).

14. r shallnet be equal to p (r <> p).

15. 1, p,-and f shall be such thatr * f <= 2p.

16. The public base point Y is on the curve, with both coordinates in

range 0 .. (p - 1).

OCoONPOADWN-

Expécted Results

QOWOONO D WN-

© ISO/IEC 2011 — All rights reserved 89


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.1

Annex B
(normative)

Test case specification: Commands for SE on SIC

Introduction

This annex s

B.2 Gene

B.2.1 Pre

The tests in {his annex require a fully personalized IDL. This means that all mandatory data groups sh

present. This
for testing of

All tests are n

B.2.2 Tes

For setting
ISO/IEC 1444

A three leve
otherwise.
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with expired cq
certificates car
new set of cert
a test sequenc

B.2.3
In order to se

ISO/IEC 1801
mechanisms

Impllementation.conformance statement

pecifies the test cases for commands implemented for SE on SIC.

ral test requirements

conditions for testing
annex tests all mandatory ISO/IEC 7816 commands of the SIC.\Fhére are additional tesf
bptional features such as BAP, EAP and NMA.

handatory unless marked as optional or conditional.

t setup

Up these tests, any reader for communicating with SIC compliant with ISO/IEC 78
|3 can be used. The reader shall support extended length APDUs and command chaining.

certificate hierarchy is applicable for~EAP in all test cases except where explicitly spd

F SIC supporting EAP, this test case ‘specification contains certain test cases which verify the IDLs be
rtificates. During these tests, thé jeffective date stored inside the chip is changed. For these tests, a
be used only once with a sihgle IDL sample. After these tests have been performed, another samp
ficates is needed to repeat the tests. Therefore it is recommended to perform these tests as the last

=)
C.

t up the tests properly, Tables B.1 and B.2 shall be completed.

3-2(defines several optional elements that may be supported by an IDL. This includes sq
ikelBAP, EAP and AA as well as additional data groups (DG2 to DG14).

all be
units

16 or

cified

havior
set of
eora
one in

curity

Since these elements are optional, it is not possible to define the corresponding tests as mandatory for each
IDL. Therefore, this part of ISO/IEC 18013 specifies a set of profiles. Each profile covers a specific optional
element. A tested IDL shall be assigned to the supported profiles in the ICS, and a test shall only be

performed if t

NOTE
data groups im

90

he IDL supports this profile.

plicitly.

No profile ID’s are explicitly defined for DG12 to DG14 because the EAP, AA and NMA profiles cover these
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Table B.1 — Implementation conformance statement

P Protection
. : pplicable level
Profile Information for test setu .
P (YES or NO) (Plain, BAP
or EAP)
Plain Non-BAP protected
OddIns Read Binary with odd instruction byte supported
SMI Security Mechanism Indicator
DG2 IDL contains elementary file with LDS Data Group 2 N
N\
DG3 IDL contains elementary file with LDS Data Group 3 qQ
Nl V4
DG4 IDL contains elementary file with LDS Data Group 4 m,b"
DG5 IDL contains elementary file with LDS Data Group 5 O\Q
\J
DG6 IDL contains elementary file with LDS Data Group 6 |- "\
DG7 IDL contains elementary file with LDS Data Group @(C'
20N
DG8 IDL contains elementary file with LDS Data G@é
DG9 IDL contains elementary file with LDS Data@oup 9
DG11 IDL contains elementary file with LD&@a Group 11
PA Passive Authenticati N
assive Authentication “\
AA Active Authentication h\\(‘\@
AA-ECDSA AA ECDSA algorithmy\
—
AA-RSA AA RSA algorithm\
NMA Non-Match Aler
on-Matc f\’.ﬁL

BAP Basic Access Protection
EAP Exter@d ‘Access Protection

CA-DH ds% Diffie-Hellman

CA-ECDH \ CA Elliptic Curve Diffie-Hellman

N

TA -ECD&) TA ECDSA algorithm

TA @A) TA RSA algorithm

TA-MIG TA Migration of the crypto system

TA-PKI3+ PKI hierarchy of more than 3 levels for Terminal

Authentication
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Table B.2 — Configuration information

Sup;_)orted Configuration information
Profile
PA Provide the country signing certificate name:
BAP Provide-thereference-string-previded-with-the-samples:
EAP Provide the name of the trust point certificate under card verifiable format;
Provide the name of the private key in PKCS 8 format:
TA-MIG Provide the list of the supported algorithms:
DG11 Provide the template tag:
B.2.4 Verffication of ISO/IEC 7816-4 status bytes
For most of thedest cases defined in this part of ISO/IEC 18013, the status bytes returned by the IDL afe not
exactly defingdin ISO/IEC 18013-2 and ISO/IEC 18013-3. In these cases the result analysis uses the sgheme

defined in the ISO/IEC 7816-4 in order to specify the expected result.

It is only checked that the response belongs to the specified category. In cases where the expected result is
unambiguously defined in ISO/IEC 18013-2 and ISO/IEC 18013-3, the exact value is specified in the test case.
Proprietary status bytes outside the range of defined ISO status bytes will be treated as failures in the test
cases.

The status bytes are defined in 5.1.3 of ISO/IEC 7816-4.
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B.2.5 Key pair definition

The certificate sets defined in B.2.6 are based on several asymmetric key pairs. In preparation to the tests,
these key pairs have to be generated. The parameter used for these keys are depending on the initial trust
root private key, which should be provided with the IDL.

For the key set 09 (CERT_LF_KEY_09a, CERT_L1_KEY_09b, CERT_LO_KEY_09c) the algorithm for the
cryptosystem migration shall be used as defined in the ICS.

All key pairs shall be generated independently; it is not permitted to use the same key pair for all sets.

Table B.3 — Key pair definition
Key pair Description q§\
TRUSTPOINT _KEY_00 "I)'(r)lﬁ]tks)yogair TRUSTPOINT_KEY_O0O is the public/private keyfor the ipitial Trust
CERT_L1_KEY_01 Key pair of the Certificate CERT_L1_01
CERT_LO_KEY_01 Key pair of the Certificate CERT_LO_01
CERT_L1_KEY_02 Key pair of the Certificate CERT_L1_02
CERT_LO_KEY_02 Key pair of the Certificate CERT_L0_02
CERT_LO_KEY_03 Key pair of the Certificate CERT_L0 03
CERT_LO_KEY_04 Key pair of the Certificate CERT_L0O 04
CERT_LF_KEY_05 Key pair of the Certificate CERT_LF_05
CERT_L1_KEY_05 Key pair of the Certificate CERT_L1_05
CERT_LO_KEY_05 Key pair of the Certificate CERT_LO_05
CERT_LF_KEY_06 Key pair of the Certificate CERT_LF_06
CERT_LO_KEY_06 Key pair of the Certificate CERT_L0O_06
CERT_LF_KEY_O07 Key pairofthe Certificate CERT_LF_07
CERT_LF_KEY_07k Key\pair of the Certificate CERT_LF_07k
CERT_L1_KEY_07 Key pair of the Certificate CERT_L1_07
CERT_LF_KEY_08a Key pair of the Certificate CERT_LF_08a
CERT_LF_KEY_Q08b Key pair of the Certificate CERT_LF_08b
CERT _L1_KEY )08c Key pair of the Certificate CERT_L1_08c
CERT_LF KEY_09a Key pair of the Certificate CERT_LF_09a
CERT_LT_KEY 09b Key pair of the Certificate CERT 11 09b
CERT_LO_KEY_09c Key pair of the Certificate CERT_L0_09c
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B.2.6 Certificate specification

The certificate chain hierarchy is incorporated in the certificate set definition.

The definition of a certificate set uses the notation ‘CERT_La_bbc’,

where

'La' can assume any of the following values:

e L1 : Certificates of which the path length constraint is set to ‘“1h’

e LO:(
e LF:(
'bb' is the cery

'c'is an invali
Z.

EXAMPLE

B.2.6.1 Cer

The certificat
for the positi
CERT_L1 ce
encoded datq

Certificates of which the path length constraint is set to ‘Oh’
Certificates of which the path length constraint is set to ‘Fh’

ificate set number, and

All certificates defined in Certificate set 1 will have 'bb' equal to '01'.

tificate set 1

S ...).

H encoding of ‘CERT_La_bb’ or a specific regular certificate and can assume any value from a to

b set consists of a regular certificate chain (Trust Poifit)\-> CERT_L1 -> CERT_L0) which i used
ve tests regarding the certificate verification. Furthermore, it contains variants of the ofiginal
rtificate to simulate a variety of certificate coding issues (such as missing elements, |badly

94

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.1.1 CERT_L1_01
Cert ID CERT L1 01
Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F20-0D-54-45-53-54-434552544C343030-34————————
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes-(ee bytes),
gg is the placeholder for the BCD encoded effectiverdate of the certificate ,
hh is the placeholder for the BCD encoded expiration date of the certificate ,
ii is the encoded length of the certificate's signatUpe object,
jj is the placeholder for the certificate's signature (ii bytes).
Parameter Authority Key Identifier As defined by the Trust point

Subject Key Identifier

TESTCERTL1001

Relative authorization

Authoritative time source
Path length constraint set to 1
Grant read access to all DGs

Certificate effective date

Trust Pointeff

Certificate expiration date

Trust Pointeff + 1 month

Public Key reference

Public key of key pair CERT_L1_KEY_01

Signing Key referenge

Signed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.1.2 CERT_L1_01a
Cert ID CERT L1 0O1a
Purpose This certificate is similar to CERT_L1_01, but does not contain a Certificate Holder
Authorization.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F20-0D-54-45-53-54-43-45-52- 54 4C-34-30-30-34
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-Gertificate ,
hh is the placeholder for the BCD encoded expiration date af-the certificate ,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes)
Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL4001
Relative authorization absent
Certificate effective date Trust Pointeff
Certificate expiration date Trust Painteff + 1 month
Public Key reference Public'key of key pair CERT L1 KEY 01
Signing Key reference Sighed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.1.3 CERT_L1_01b

Cert ID CERT L1 01b
Purpose This certificate is similar to CERT_L1_01, but does not contain a Certificate Effective
Date.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F20-0D-54-45-53-54-43-45-52 54-4C-34-30-30-31

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 24 06 hh

5F 37 i jj

aa is the encoded combined length of certificate body and signature obje¢ts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
hh is the placeholder for the BCD encoded expiration date' of the certificate ,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined by_the Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Authofitative time source

Pathilength constraint set to 1
Grant read access to all DGs

Certificate effective date absent

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.4 CERT_L1_01c
Cert ID CERT L1 0O1c
Purpose This certificate is similar to CERT_L1_01, but does not contain a Certificate Expiration
Date.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F20-0D-54-45-53-54-43-45-52- 54 4C-34-30-30-34
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 gg
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).
Parameter Authority Key Identifier As defined by the Trast point
Subject Key Identifier TESTCERTL1004
Relative authorization Authoritative time”source
Path length-gonstraint set to 1
Grant read-access to all DGs
Certificate effective date Trust Pointeff
Certificate expiration date absent
Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.1.5 CERT_L1_01d

Cert ID CERT L1 01d
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Effective Date (invalid BCD encoding).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 290100
42 cc dd
7F 49 ee ff

5F20-0D-54-45-53-54-434552544C343030-34————————
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 0A 0B 0C 0D OE OF
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes-(ee bytes),
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘object,
jj is the placeholder for the certificate's signature((ii bytes).

Parameter Authority Key Identifier As definedby the Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Autheritative time source

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date 0A 0B 0C 0D OE OF (invalid BCD encoding)
Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.6 CERT_L1_01e

Cert ID CERT L1 0O1e
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Expiration Date (invalid BCD encoding).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 290100
42 cc dd
7F 49 ee ff

5F20-0D-64-45-53-54-43-45-62-64-4G-34-30-30-34

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 OA 0B OC 0D OE OF

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date ofithe-certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL4001
Relative authorization Authoritative\time source

Path length/constraint set to 1
Grant réad access to all DGs

Certificate effective date Trust.Pointeff

Certificate expiration date 0AI0B 0C 0D OE OF (invalid BCD encoding)
Public Key reference Public key of key pair CERT L1 KEY 01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.7 CERT_L1_01f

Cert ID CERT L1 01f
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Effective Date (invalid Gregorian date).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F20-0D-54-45-53-54-434552544C343030-34————————
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes-(ee bytes),
gg is the placeholder for the BCD encoded effectiverdate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signatUpe object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Adthoritative time source

Path length constraint set to 1
Grant read access to all DGs
Certificate effective date The month and the year used as defined by the
TrustPointeff and the day is always set to the 32nd
so that it becomes an invalid Gregorian date.

Certificate expirationdate TrustPointeff+ 1 month
Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.8 CERT_L1_01g

Cert ID CERT L1 01g
Purpose This certificate is similar to CERT_L1_01, but contains a badly encoded Certificate
Expiration Date (invalid Gregorian date).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F20-0D-54-45-53-54-43-45-52- 54 4C-34-30-30-34

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date ofithe-certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined bythe’ Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Authoritative time source

Path lefigth constraint set to 1

Grantread access to all DGs

Certificate effective date TrustPointeff

Certificate expiration date JThe month and the year used as defined by the
TrustPointeff+ 1 month and the day is always set to
the 32nd so that it becomes an invalid Gregorian

date.
Public Key reference Public key of key pair CERT _L1_KEY_01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

102 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.1.9 CERT_L1_01h

Cert ID CERT L1 01h
Purpose This certificate is similar to CERT_L1_01, but contains a Certificate Expiration Date
BEFORE the Certificate Effective Date.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F20-0D-54-45-53-54-434552544C343030-34————————
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes-(ee bytes),
gg is the placeholder for the BCD encoded effectiverdate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signatUpe object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Adthoritative time source

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date TrustPointeff+ 1 day

Certificate expiration date TrustPointeff

Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key referenge Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.10 CERT_L1_01i
Cert ID CERT L1 0Ofi
Purpose This certificate is similar to CERT_L1_01, but contains an invalid Certificate Holder
Authorization.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F20-0D-54-45-53-54-43-45-52- 54 4C-34-30-30-34
7F 4C OF 06 07 28 81 8C 5D 03 03 02 53 04 11 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date ofithe-certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes).
Parameter Authority Key Identifier As defined bythe’ Trust point
Subject Key Identifier TESTCERTL1001
Relative authorization Authoritative time source
Path lefigth constraint set to 1
Granitread access to all DGs
Certificate effective date TrustPointeff
Certificate expiration date JrustPointeff+ 1 month
Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key reference Signed with the private key of key pair
TRUSTPOINT KEY 00
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CERT_L1_01j

Cert ID

CERT_L1_01j

Purpose

This certificate is similar to CERT L1 01, but contains a Public Key with an invalid OID.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31
7E4COFE060728848Cc5D 030304530444 FEFEFFE

5F 25 06 gg
5F 24 06 hh
5F 37 i jj

aa is the encoded combined length of certificate body and signature obje¢ts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘ebject,
jj is the placeholder for the certificate's signature((ii bytes).

Parareter

Authority Key Identifier As definedby the Trust point

Subject Key Identifier TESTCERTL1001

Certificate Public Key Bad.QID not contained in 18013-3 Table C.20—
Supported algorithms
for example : 1.0.18013.3.1.10

Relative authorization Authoritative time source
Path length constraint set to 1
Grant read access to all DGs

Certificate effective date TrustPointeff

Certificate expiration date TrustPointeff+ 1 month

Public Key reference Public key of key pair CERT_L1_KEY_01
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.1.12 CERT_L0_01

Cert ID

CERT_LO_01

Purpose

This certificate is a regular CERT L0 certificate, which is issued by CERT L1.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 0D 54 45 53 54 43 45 52 54 4C 31 30 30 31
7F 49 ee ff
5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 31
F4C0F06-0728-84-8G-6D-03-03-04-63- 0440 FFFFF——M—————————
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the Certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter

Authority Key Identifier TESTCERTL1001

Subject Key Identifier TESTCERTLO0001

Relative authorization Authoritative time Source
Path length constraint set to 0
Grant readaccess to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Painteff + 1 month

Public Key reference Public'key of key pair CERT L0 KEY 01
Signing Key reference Sighed with the private key of key pair

CERT_L1_KEY 01

B.2.6.2 Certificate set 2

The certificat
to verify the b

b set consists of a regular certificate chain (Trust Point -> CERT_L1 -> CERT_L0) which if used
ehaviour of IDL with'respect to authoritative time source value.
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Cert ID

CERT_L1_02

Purpose

This certificate is a regular certificate without authoritative time source, which validity
period starts at the effective date of the Trust point and expires after one month.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 25 06 gg
5F 24 06 hh
5F 37 ii jj

5F 200D 5445535443 4552544034303032—
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 01 FF FF FF

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,

cc is the encoded length of the AKID,

dd is the placeholder for the AKID (cc bytes),

ee is the encoded length of the certificate's public key,

ff is the placeholder for the certificate's public key bytes-(ee bytes),

gg is the placeholder for the BCD encoded effectiverdate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signatUpe object,

jj is the placeholder for the certificate's signature (ii bytes).

Parareter

Authority Key Identifier

As defined by the Trust point

Subject Key Identifier

TESTCERTL1002

Relative authorization

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date

Trust Pointeff

Certificate expiration date

Trust Pointeff + 1 month

Public Key reference

Public key of key pair CERT L1 KEY 02

Signing Key reference

Signed with the private key of key pair
TRUSTPOINT KEY 00
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B.2.6.2.2 CERT_L0_02a

Cert ID CERT LO 02a
Purpose This certificate is a regular CERT_LO certificate, which is issued by CERT_L1. It has an
advanced effective date (beyond the current date of the IDL).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 0D 54 4553 54 43 45 52 54 4C 31 30 30 32
7F 49 ee ff

5F20-0D-54-45-53-54-43-45-52-54-4C-30-30-30-32
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier TESTCERTL1002
Subject Key Identifier TESTCERTL0Q02
Relative authorization Authoritative time’source

Path length-constraint set to 0
Grant read.access to all DGs

Certificate effective date Trust Pointeff+ 14 days

Certificate expiration date TrustPointeff + 1 month

Public Key reference Public key of key pair CERT L0 KEY 02
Signing Key reference Signed with the private key of key pair

CERT L1 _KEY 02
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B.2.6.2.3 CERT_L0_02b

Cert ID CERT_LO _02b
Purpose This certificate is a regular CERT_LO certificate, which is issued by CERT_L1. It has an
expiry date BEFORE the effective date of CERT_LO_02a.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 0D 54 45 53 54 43 45 52 54 4C 31 30 30 32
7F 49 ee ff
5F20-0D-54-45-53-54-4345-52 54 4C 3030303 2—
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (eebytes),
gg is the placeholder for the BCD encoded effective date ©f the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature ©bject,
jj is the placeholder for the certificate's signature (ii bytes).
Parameter Authority Key Identifier TESTCERTL1002
Subject Key Identifier TESTCERTL0002
Relative authorization Authofitative time source
Pathilength constraint set to 0
Grant read access to all DGs
Certificate effective date Jrust Pointeff
Certificate expiration date Trust Pointeff + 13 days
Public Key reference Public key of key pair CERT L0 KEY 02
Signing Key reference Signed with the private key of key pair
CERT_L1_KEY_02

B.2.6{3 Certificate set 3

This gertificate set consists*of a certificate chain (Trust Point -> CERT_LOQ) which is used for

structure tests.
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B.2.6.3.1 CERT_LO0_03a

Cert ID CERT LO 03a
Purpose This certificate contains a bad AKID.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-07428-84-8C5D0303 04830410 FFFFFF—
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-Gertificate,
hh is the placeholder for the BCD encoded expiration date of-thé certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier AKID Trust pointplus 1
Subject Key Identifier TESTCERTLO003
Relative authorization Authoritative.time source

Path length’constraint set to 0
Grant réad access to all DGs

Certificate effective date TrustPointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.2 CERT_L0_03b

Cert ID CERT_LO 03b
Purpose This certificate contains a bad certificate body tag.
Version 1.0
Content 7F 21 aa
definition 7F 4F bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-0728-84-8C5D03-03-04-53- 0410 FFFFFF————
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature obje¢ts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date,of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘ebject,
jj is the placeholder for the certificate's signature((ii bytes).

Parameter Authority Key Identifier As definedby the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Autheritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.3 CERT_LO0_03c

Cert ID CERT LO 03c
Purpose This certificate contains a bad certificate signature tag.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-07428-84-8C5D0303 04830410 FFFFFF—
5F 25 06 gg
5F 24 06 hh
5F 38 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-Gertificate,
hh is the placeholder for the BCD encoded expiration date of-thé certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLO003
Relative authorization Authoritative\time source

Path length’constraint set to 0
Grant réad access to all DGs

Certificate effective date TrustPointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.4 CERT_LO0_03d

Cert ID CERT_LO_03d
Purpose Certificate with an inconsistent “certificate body” DO (wrong length).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-0728-84-8C5D03-03-04-53- 0410 FFFFFF————
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature obje¢ts,
bb is the encoded length the certificate body object decreased by oneg,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date,of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘ebject,
jj is the placeholder for the certificate's signature((ii bytes).

Parameter Authority Key Identifier As definedby the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Autheritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

© ISO/IEC 2011 — All rights reserved 113


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.3.5 CERT_L0_03e

Cert ID CERT_LO 03e
Purpose Certificate with an inconsistent “certificate signature” DO (wrong length).
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-07428-84-8C5D0303 04830410 FFFFFF—
5F 25 06 gg
5F 24 06 hh
5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,

bb is the encoded length the certificate body object,

cc is the encoded length of the AKID,

dd is the placeholder for the AKID (cc bytes),

ee is the encoded length of the certificate's public key,

ff is the placeholder for the certificate's public key bytes (ee bytes);

gg is the placeholder for the BCD encoded effective date of the-Gertificate,

hh is the placeholder for the BCD encoded expiration date of-thé certificate,

ii is the encoded length of the certificate's signature object décreased by one,

ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLO003
Relative authorization Authoritative\time source

Path length’constraint set to 0
Grant réad access to all DGs

Certificate effective date TrustPointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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CERT_LO_03f

Cert ID

CERT_LO_03f

Purpose

Certificate with a wrong signature.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
7E4COFE060728848Cc5D 0303045304 410FFFEFF

5F 25 06 gg
5F 24 06 hh
5F 37 i jj

aa is the encoded combined length of certificate body and signature obje¢ts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date,of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘ebject,
jj is the placeholder for the certificate's signature({ii bytes) last byte is increased b
(mod 256).

y one

Parareter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTL0003

Relative authorization Authoritative time source
Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key referenge Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.7 CERT_LO0_03g

Cert ID CERT LO 03g
Purpose Certificate with a wrong signature.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-07428-84-8C5D0303 04830410 FFFFFF—
5F 25 06 gg
5F 24 06 hh
5F 37 i jj

aa is the encoded combined length of certificate body and signature objects,

bb is the encoded length the certificate body object,

cc is the encoded length of the AKID,

dd is the placeholder for the AKID (cc bytes),

ee is the encoded length of the certificate's public key,

ff is the placeholder for the certificate's public key bytes (ee bytes);

gg is the placeholder for the BCD encoded effective date of the-Gertificate,

hh is the placeholder for the BCD encoded expiration date of-thé certificate,

ii is the encoded length of the certificate's signature object,

jj is the placeholder for the certificate's signature (ii bytes)- last byte is dropped and the

TLV encoding is updated to reflect the new length.

Parameter Authority Key Identifier As defined bythe’ Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source

Path lefigth constraint set to 0
Grantread access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date JTrust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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CERT_LO_03i

Cert ID

CERT_LO_03i

Purpose

For RSA profile only:
Certificate with a wrong signature.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5E 200D 5445535443 4552544c30303033—

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes-(ee bytes),
gg is the placeholder for the BCD encoded effectiverdate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signatUpe object,
jj is the placeholder for the certificate's signatute (ii bytes) — the signature is great
the modulus of the issuing key TRUSTPQINT_KEY_00, the length of signature m
the length of the modulus.

er than
atches

Parameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTLO0003

Relative authorization Authoritative time source
Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expirationdate Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.9 CERT_LO0_03j
Cert ID CERT_LO _03j
Purpose For ECDSA profile only:
The certificate signature is wrong. It is obtained by filling the ‘r’ part of the signature with
‘00’. The length of ‘r still matches the size of the prime.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
FE49-ee-ff
5F 20 OD 54 45 53 54 43 45 52 54 4C 30 30 30 33
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objeéts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (eedytes),
gg is the placeholder for the BCD encoded effective datecofthe certificate,
hh is the placeholder for the BCD encoded expiration ddte of the certificate,
ii is the encoded length of the certificate's signature-object,
jj is the placeholder for the certificate's signature (il bytes) — with r = 0.
Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source
Pathilength constraint set to 0
Grant read access to all DGs
Certificate effective date Jrust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
118 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.3.10 CERT_LO0_03k

Cert ID CERT_LO_03k

Purpose For ECDSA profile only:
The certificate signature is wrong. It is obtained by filling the ‘s’ part of the signature with
‘00’. The length of ‘s’ still matches the size of the prime.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 cc dd

FE-49-ee-ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signatuire objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes(ee bytes),
gg is the placeholder for the BCD encoded effective:date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's sighature object,
jj is the placeholder for the certificate's signature (ii bytes) - with s = 0.

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key referehce Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.11 CERT_LO0_03lI

Cert ID CERT LO 03|
Purpose Modification in the certificate public key: wrong OID.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-07428-84-8C5D0303 04830410 FFFFFF—
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-certificate,
hh is the placeholder for the BCD encoded expiration date of-thé certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLO003
Certificate Public Key Bad OID not\contained in 18013-3 Table C.20 —

Supported-algorithms

for example : 1.0.18013.3.1.10
Relative authorization Autharitative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.12 CERT_L0_03m

Cert ID CERT LO 03m
Purpose Modification in the certificate public key: OID is missing.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-0728-84-8C5D03-03-04-53- 0410 FFFFFF————
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature obje¢ts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘ebject,
jj is the placeholder for the certificate's signature((ii bytes).

Parameter Authority Key Identifier As definedby the Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key It dees not contain any OID DO
Relative authorization Adthoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.13 CERT_L0_03n

Cert ID CERT_LO_03n

Purpose For ECDSA profile only:
Modification in the certificate public key: the elliptic curve public point is missing.

Version 1.0

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F20-0D-54-45-53-54-43-45-52- 54 4C-30-30-30-33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date ofithe-certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined bythe’ Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key The elliptic-curve public point is missing
Relative authorization Authoritative time source

Pathilength constraint set to 0
Grant read access to all DGs

Certificate effective date Jrust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.14 CERT_L0_030

Cert ID CERT_LO 030
Purpose For RSA profile only:
Modification in the certificate public key: the RSA modulus is missing.

Version 1.0
Content 7F 21 aa
definition 7F 4E bb

5F 290100

42 ccdd

7F 49 ee ff

5F20-0D-54-45-53-54-43-45-52 54 4C30-3030-33——————————
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes-(ee bytes),
gg is the placeholder for the BCD encoded effectiverdate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,,
ii is the encoded length of the certificate's signatUpe object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key The/’RSA modulus is missing
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key referehce Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.15 CERT_L0_03p

Cert ID CERT_LO_03p

Purpose For RSA profile only:
Modification in the certificate public key: the RSA public exponent is missing.

Version 1.0

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F20-0D-54-45-53-54-43-45-52- 54 4C-30-30-30-33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date ofithe-certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined bythe’ Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key The RSA«public exponent is missing
Relative authorization Authoritative time source

Pathilength constraint set to 0
Grant read access to all DGs

Certificate effective date Jrust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.16 CERT_L0_03q

Cert ID CERT_LO_03q

Purpose Modification in the certificate public key.
For ECDSA profile: an unknown DO is present within the EC parameters (tag ‘77’).
For RSA profile: an unknown DO is present within the RSA parameters (77 01 00’).

Version 1.0

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 cc dd

FE-49-ee-ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signatuire objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes{ee bytes),
gg is the placeholder for the BCD encoded effective:date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's sighature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL0003
Certificate Public Key An unknown DO ‘77’ is present
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.3.17 CERT_LO0_03r

Cert ID CERT LO 03r
Purpose The AKID value is more than 16 bytes length.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ccdd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 33
4G 0F06-07428-84-8C5D0303 04830410 FFFFFF—
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID — more than 16 bytes,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes)
gg is the placeholder for the BCD encoded effective date of the-certificate,
hh is the placeholder for the BCD encoded expiration date of-thé certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier As defined by the Trust point and right padded with
20h to have 17)bytes length
Subject Key Identifier TESTCERTL0003
Relative authorization Authoritative time source

Path lefigth constraint set to 0
Grantread access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date JTrust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

126 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

B.2.6.3.18

ISO/IEC 18013-4:2011(E)

CERT_LO0_03s

Cert ID

CERT_LO_03s

Purpose

The SKID value is more than 16 bytes length.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 11 54 45 53 54 43 45 52 54 4C 30 30 30 33 20 20

202020

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes-(ee bytes),
gg is the placeholder for the BCD encoded effectiveidate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signatUpe object,
jj is the placeholder for the certificate's signature (ii bytes).

Parareter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier “TESTCERTLO0003” and right padded with ‘20
have 17 bytes length

h to

Relative authorization Authoritative time source
Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days
Certificate expiration date Trust Pointeff + 1 month + 25 days
Public Key reference Public key of key pair CERT L0 KEY 03
Signing Key referehce Signed with the private key of key pair

TRUSTPOINT_KEY_00

B.2.6/4 Certificate set 4

The certificate set, consists of a certificate chain (Trust Point -> CERT_L0) which follows a certific

wherg the certificate contains public key information from a generated key, the length of which i
the Thust Peint key length.

ation scheme
5 shorter than
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B.2.6.41 CERT_LO0_04

Cert ID

CERT_LO_04

Purpose

Certificate with a wrong (short) public key.

For RSA profile, same Algorithm Identifier but the modulus length of the certificate PK is
shorter than the Trust point’'s key modulus length.

For ECDSA profile, same Algorithm Identifier but the domain parameters of the
certificate are different and have a shorter prime length than the Trust Point’s key. The
hash algorithm should be adapted (by selecting a shorter hash length) if the length of the
initial hash is larger than the key size.

Version

1.0

Content
definition

fE 21 aa

7F 4E bb
5F 29 01 00
42 cc dd
7F 49 ee ff
5F 20 0D 54 45 53 54 43 45 52 54 4C 30 30 30 34
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public keys
ff is the placeholder for the certificate's public keybytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter

Authority Key Identifier As:defined by the Trust point

Subject Key Identifier JFESTCERTL0004

Relative authorization Authoritative time source
Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff+ 1 month + 20 days

Certificate expiration date Trust Pointeff + 1 month + 25 days

Public Key reference Public key of key pair CERT L0 KEY 04

Signing Key reference Signed with the private key of key pair
TRUSTPOINT _KEY 00

B.2.6.5 Cer

tificate.set 5

This certificate Set consists of a 4 level hierarchy certificate chain which follows a certification scheme

where

the path lengthis set to different value to verify the Tfransition.
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B.2.6.5.1 CERT_LF_05a

Cert ID CERT_LF_05a

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Fh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 cc dd

FE-49-ee-ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signatuire objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes(ee bytes),
gg is the placeholder for the BCD encoded effectiverdate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's sighature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTLFO005
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_05
Signing Key referehce Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.5.2 CERT_LF_05b

Cert ID CERT_LF_05b

Purpose This certificate is an irregular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Fh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 4553 54 43 45 52 54 4C 30 30 30 35

FE49-ee-ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeéts,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-certificate,
hh is the placeholder for the BCD encoded expiration date af.the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier TESTCERTL0005
Subject Key Identifier TESTCERTLF005
Relative authorization Authoritative.time source

Path length/constraint set to F
Grant réad access to all DGs

Certificate effective date Trust.Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT LF _KEY 05
Signing Key reference Signed with the private key of key pair

CERT_LO_KEY 05

130 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.5.3 CERT_LF_05c

Cert ID CERT_LF_05c

Purpose This certificate is an irregular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Fh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 45 53 54 43 45 52 54 4C 31 30 30 35

FE-49-ee-ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signatuire objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date,of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘object,
ji is the placeholder for the certificate's signature((ii bytes).

Parameter Authority Key Identifier TESTCERTL1005
Subject Key Identifier TESTCERTLF005
Relative authorization Autheritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT LF _KEY 05
Signing Key reference Signed with the private key of key pair

CERT L1 KEY 05
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B.2.6.5.4 CERT_L1_05a

Cert ID CERT_L1_05a

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to “1h’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 4553 54 43 45 52 54 4C 46 30 30 35

FE49-ee-ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 31 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeéts,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-certificate,
hh is the placeholder for the BCD encoded expiration date af.the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier TESTCERTLFQ05
Subject Key Identifier TESTCERTL4005
Relative authorization Authoritative.time source

Path length/constraint set to 1
Grant réad access to all DGs

Certificate effective date Trust.Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L1 KEY 05
Signing Key reference Signed with the private key of key pair

CERT_LF KEY 05
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B.2.6.5.5 CERT_L1_05b

Cert ID CERT_L1_05b

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘1h’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 cc dd

FE-49-ee-ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 31 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signatuire objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes(ee bytes),
gg is the placeholder for the BCD encoded effectiverdate of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's sighature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined by the Trust point
Subject Key Identifier TESTCERTL1005
Relative authorization Authoritative time source

Path length constraint set to 1
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_L1_KEY_05
Signing Key referehce Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.5.6 CERT_LO0_05a

Cert ID CERT_LO _0O5a

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Oh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 4553 54 43 45 52 54 4C 31 30 30 35

FE49-ee-ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 30 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objeéts,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes);
gg is the placeholder for the BCD encoded effective date of the-certificate,
hh is the placeholder for the BCD encoded expiration date af.the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes):

Parameter Authority Key Identifier TESTCERTL1005
Subject Key Identifier TESTCERTLO005
Relative authorization Authoritative.time source

Path length’constraint set to 0
Grant réad access to all DGs

Certificate effective date Trust.Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L0 KEY 05
Signing Key reference Signed with the private key of key pair

CERT L1_KEY 05
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B.2.6.5.7 CERT_L0_05b

Cert ID CERT_LO_05b

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.
Path length constraint is set to ‘Oh’.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 0D 54 45 53 54 43 45 52 54 4C 46 30 30 35

FE-49-ee-ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 30 30 30 35

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signatuire objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date,of the certificate,
hh is the placeholder for the BCD encoded expiration-date of the certificate,
ii is the encoded length of the certificate's signature‘object,
ji is the placeholder for the certificate's signature((ii bytes).

Parameter Authority Key Identifier TESTCERTLF005
Subject Key Identifier TESTCERTL0005
Relative authorization Autheritative time source

Path length constraint set to 0
Grant read access to all DGs

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT L0 KEY 05
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_05

B.2.6{6 Certificate set 6

This gertificate set is used for the effective access condition tests in case the EAP is supported. |For each DG
present on the IDL, @ set of these certificates shall be built.
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B.2.6.6.1

CERT_LF_06a_DGx

Cert ID

CERT_LF_06a_DGx

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Fh’.

This certificate gives access to DG_x only.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00

42 ce-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature (ii bytes).
kk is the placeholder for the authorisation access rights bytes

Parameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTLF006

Relative authorization Aduthoritative time source
Path length constraint set to F
Grant read access to DGx

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF _KEY_06

Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY 00
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CERT_LF_06b_DGx

Cert ID

CERT_LF_06b_DGx

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective

date of the Trust root and expires after one month.
Path length constraint is set to ‘Fh’.
This certificate gives access to all DGs present on the IDL except DG_x.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00

42 ce-dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's/signature object,
jj is the placeholder for the certificate's-signature (ii bytes).
kk is the placeholder for the authorisation access rights bytes

Parameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTLF006

Relative authorization Authoritative time source
Path length constraint set to F
Grant read access to all the DGs except the O

Gx

Certificate effective. date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_06

Signing Key, reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.6.3 CERT_LF_06c_DGx

Cert ID CERT_LF_06¢_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Fh’.

This certificate gives access to all DGs present on the IDL.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42-cc-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier As defined.by the Trust point
Subject Key Identifier TESTCERTLF006
Relative authorization Authgritative time source

Path length constraint set to F
Grant read access to all the DGs present on the IDL

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_06
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00

138 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.6.4 CERT_LF_06d_DGx

Cert ID CERT_LF_06d_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Fh’.

This certificate does not give access to any DG present on the IDL.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 ce-dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F 00 00 00

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's/signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier Asdefined by the Trust point
Subject Key Identifier TESTCERTLF006
Relative authorization Authoritative time source

Path length constraint set to F
Does not give any access to any DGs

Certificate effective date Trust Pointeff

Certificate expirationdate Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LF_KEY_06
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.6.5

CERT_LO0_06a_DGx

Cert ID

CERT_LO_06a_DGx

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate gives access to DG_x only.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb

5F 29 01 00

42-cc-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature (ii bytes).
kk is the placeholder for the authorisation access rights bytes

Parameter

Authority Key Identifier TESTCERTLF006

Subject Key Identifier TESTCERTL0006

Relative authorization Authoritative time source

Path length constraint set to 0

Grant read access to DGx

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT _LO_KEY_06
Signing Key reference Signed with the private key of key pair
CERT LF KEY 06
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B.2.6.6.6 CERT_L0_06b_DGx

Cert ID CERT_LO_06b_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate gives access to all DGs present on the IDL except DG_x.

Version 1.0

Content 7F 21 aa

definition 7F 4E bb
5F 29 01 00
42 cc-dd
7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F kk

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's/signature object,
jj is the placeholder for the certificate's-signature (ii bytes).
kk is the placeholder for the authorisation access rights bytes

Parameter Authority Key Identifier TESTCERTLF006
Subject Key Identifier TESTCERTLO0006
Relative authorization Authoritative time source

Path length constraint set to 0
Grant read access to all the DGs except the OGx

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LO_KEY_06
Signing Key, reference Signed with the private key of key pair

CERT_LF_KEY_06
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B.2.6.6.7 CERT_L0_06c_DGx

Cert ID CERT_LO_06¢c_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate gives access to all DGs present on the IDL.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42-cc-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier TESTCERTLF006
Subject Key Identifier TESTCERTL0006
Relative authorization Authgritative time source

Path length constraint set to 0
Grant read access to all the DGs present on the IDL

Certificate effective date Trust Pointeff

Certificate expiration date Trust Pointeff + 1 month

Public Key reference Public key of key pair CERT_LO_KEY_06
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_06
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B.2.6.6.8 CERT_L0_06d_DGx

Cert ID CERT_LO_06d_DGx

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after one month.

Path length constraint is set to ‘Oh’.

This certificate does not give access to any DG present on the IDL.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 ce-dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 36

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F 00 00 00

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's/signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier TESTCERTLF006
Subject Key Identifier TESTCERTLO0006
Relative authorization Authoritative time source

Path length constraint set to 0
Does not give any access to any DGs

Certificate effective date Trust Point.g

Certificate expirationdate Trust Point.s + 1 month

Public Key reference Public key of key pair CERT_LO_KEY 06
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_06

B.2.6|{7 Certificate'set 7

This gertificate”set is used for the update mechanism tests in case the EAP is supported. Read access may
be granted te-all DGs.
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B.2.6.7.1

CERT_LF_07a

Cert ID

CERT_LF_07a

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date plus one month of the Trust root and expires after two months.

Path length constraint is set to ‘Fh.

This certificate is a certificate of an authoritative time source.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00

42-cc-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter

Authority Key Identifier As defined.by the Trust point

Subject Key Identifier TESTCERTLF007

Relative authorization Authoritative time source
Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointez + 1 month

Certificate expiration date Trust Pointss + 2 months

Public Key reference Public key of key pair CERT_LF_KEY_07

Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
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B.2.6.7.2 CERT_LF_07b
Cert ID CERT_LF_07b
Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after 26 days.
Path length constraint is set to ‘Fh’.
This certificate is a certificate of an authoritative time source.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42 ce-dd
7F 49 ee ff
5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 37
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 i jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's/signature object,
jj is the placeholder for the certificate's signature (ii bytes).
Parameter Authority Key Identifier Asdefined by the Trust point
Subject Key Identifier TESTCERTLF007
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Point.g

Certificate expirationdate Trust Pointes + 26 days

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.3

CERT_LF_07c

Cert ID

CERT_LF _07c

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date plus one month of the Trust root and expires after two months.

Path length constraint is set to ‘Fh’.

This certificate is not a certificate of an authoritative time source.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb

5F 29 01 00

42-cc-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 OF FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter

Authority Key Identifier As defined.by the Trust point

Subject Key Identifier TESTCERTLF007

Relative authorization Non*authoritative time source

Path length constraint set to F

Grant read access to all DGs

Certificate effective date Trust Pointez + 1 month

Certificate expiration date Trust Pointss + 2 months

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair
TRUSTPOINT _KEY 00
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B.2.6.7.4 CERT_LF_07d

Cert ID CERT_LF_07d

Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after 20 days.

Path length constraint is set to ‘Fh’.

This certificate is not a certificate of an authoritative time source.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 ce-dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 OF FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's/signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier Asdefined by the Trust point
Subject Key Identifier TESTCERTLF007
Relative authorization Non authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Point.g

Certificate expirationdate Trust Pointes + 20 days

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.5

CERT_L1_07e

Cert ID

CERT_L1_07e

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date plus 25 days of the Trust root and expires after two months.

Path length constraint is set to ‘“1h’.

This certificate is a certificate of an authoritative time source.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00

42 ce-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate ,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature_ (ii bytes).

Parameter

Authority Key Identifier As defined.by the Trust point

Subject Key Identifier TESTCERTL1007

Relative authorization Authoritative time source
Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointeg + 25 days

Certificate expiration date Trust Pointss + 2 months

Public Key reference Public key of key pair CERT_L1_KEY_07

Signing Key reference Signed with the private key of key pair
TRUSTPOINT_KEY_00
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CERT_L1_07f

Cert ID

CERT_L1_07f

Purpose

This certificate is a regular certificate, of which the validity period starts at the effective
date of the Trust root and expires after 20 days.

Path length constraint is set to “1h’.

This certificate is a certificate of an authoritative time source.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00

42 ce-dd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's/signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter

Authority Key Identifier As defined by the Trust point

Subject Key Identifier TESTCERTL1007

Relative authorization Authoritative time source
Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Point.g

Certificate expirationdate Trust Pointes + 20 days

Public Key reference Public key of key pair CERT_L1_KEY_07
Signing Key reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.7 CERT_L1_07g
Cert ID CERT L1 07g
Purpose This certificate is a regular certificate, of which the validity period starts at the effective
date plus one month of the Trust root and expires after two months.
Path length constraint is set to ‘“1h’.
This certificate is not a certificate of an authoritative time source.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42-cc-dd
7F 49 ee ff
5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 01 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature ebject,
jj is the placeholder for the certificate's signature (ii bytes).
Parameter Authority Key Identifier As defined.by the Trust point
Subject Key Identifier TESTCERTL1007
Relative authorization Non*authoritative time source
Path length constraint set to F
Grant read access to all DGs
Certificate effective date Trust Pointez + 1 month
Certificate expiration date Trust Pointss + 2 months
Public Key reference Public key of key pair CERT_L1_KEY_07
Signing Key reference Signed with the private key of key pair
TRUSTPOINT _KEY 00
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B.2.6.7.8 CERT_LF_07i

Cert ID CERT_LF_07i

Purpose This certificate is a regular Trust point certificate, which validity period starts one day
before the original Trust point certificate expires.

Path length constraint is set to ‘Fh’.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 0D 54 45 53 54 43 45 52 54 4C 46 30 30 37

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier Asdefined by the Trust point
Subject Key Identifier TESTCERTLF007
Relative authorization Trust point

Authoritative time source
Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointey, - 1 day

Certificate expiration date Trust Pointe,, + 2 months

Public Key reference Public key of key pair CERT_LF_KEY_07
Signing Key, reference Signed with the private key of key pair

TRUSTPOINT_KEY_00
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B.2.6.7.9 CERT_LF_07j
Cert ID CERT LF 07j
Purpose This certificate is a regular certificate, which the validity period matches with validity
period of the initial Trust root.
Path length constraint is set to ‘Fh’.
This certificate is an authoritative time source certificate.
Version 1.0
Content 7F 21 aa
definition 7F 4E bb
5F 29 01 00
42-cc-dd
7F 49 ee ff
5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 37
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature abject,
jj is the placeholder for the certificate's signature (ii bytes).
Parameter Authority Key Identifier As defined.by the Trust point
Subject Key Identifier TESTCERTLF007
Relative authorization Autheritative time source
Path length constraint set to F
Grant read access to all DGs
Certificate effective date Trust Point.
Certificate expiration date Trust Pointey,
Public Key reference Public key of key pair CERT LF KEY 07
Signing Key reference Signed with the private key of key pair
TRUSTPOINT _KEY 00
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B.2.6.7.10 CERT_LF_07k

Cert ID CERT_LF_07k

Purpose This certificate is a regular certificate, which validity period starts one day after the
original Trust point certificate expires.

Path length constraint is set to ‘Fh’.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 37 6B

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 1F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
ji is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier TESTCERTLF007
Subject Key Identifier TESTCERTLFO007k
Relative authorization Authoritative time source

Path length constraint set to F
Grant read access to all DGs

Certificate effective date Trust Pointe,,+ 1 day

Certificate expirationdate Trust Pointe,,+ 1 month

Public Key reference Public key of key pair CERT_LF_KEY_07k
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_07

B.2.6{8 Certificate set 8

As certificate set/7; this certificate set is used for the update mechanism tests in case the EAP|is supported.
Read|access\may be granted to all DGs.
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B.2.6.8.1 CERT_LF_08a

Cert ID CERT_LF_08a

Purpose This certificate is a regular Trust point certificate, of which the validity period starts at the
expiration date plus one month of the Trust root and expires three months later.

Path length constraint is set to ‘Fh.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42-cc-dd

7F 49 ee ff

5F 20 OD 54 45 53 54 43 45 52 54 4C 46 30 30 38

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature abject,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter Authority Key Identifier TESTCERTLF007
Subject Key Identifier TESTCERTLF008
Relative authorization Trust.point

Authoritative time source
Path length constraint set to F

Certificate effective date Trust Pointey, + 1 month

Certificate expiration date Trust Pointe,, + 4 months

Public Key reference Public key of key pair CERT_LF_KEY_08a
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_07
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B.2.6.8.2 CERT_LF_08b

Cert ID CERT_LF_08b

Purpose This certificate is a regular Trust point certificate, of which the validity period starts at the
expiration date plus three months of the Trust root and expires three months later.

Path length constraint is set to ‘Fh.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 ccdd

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 38 62

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's-signature (ii bytes).

Parameter Authority Key Identifier TESTCERTLF008
Subject Key Identifier TESTCERTLF008b
Relative authorization Trust point

Authoritative time source
Path length constraint set to F

Certificate effective date Trust Pointe,, + 3 months

Certificate expirationdate Trust Pointe,, + 6 months

Public Key reference Public key of key pair CERT_LF_KEY_08b
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_08a
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B.2.6.8.3 CERT_L1_08c

Cert ID

CERT_L1_08c

Purpose

This certificate is a regular certificate, of which the validity period starts at the expiration
date plus three months of the Trust root and expires one month later.

Path length constraint is set to ‘1h.

This certificate is an authoritative time source certificate.

Version

1.0

Content
definition

7F 21 aa
7F 4E bb
5F 29 01 00

42 cc-dd

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 38 63

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objécts,
bb is the encoded length the certificate body object,
cc is the encoded length of the AKID,
dd is the placeholder for the AKID (cc bytes),
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature abject,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter

Authority Key Identifier TESTCERTLFO008b

Subject Key Identifier TESTCERTL1008c

Relative authorization Authoritative time source
Path length constraint set to 1

Certificate effective date Jrust Pointey, + 3 months

Certificate expiration date Trust Point.,, + 4 months

Public Key reference Public key of key pair CERT L1 KEY 08c

Signing Key reference Signed with the private key of key pair
CERT_LF_KEY_08b

B.2.6.9 Cer

This certifica
migration pol
new mechan
mechanism).

granted to all

tificate set 9

e set definesva link certificate used to update the chip signature mechanism according
cy as defined by the manufacturer. The cryptographic elements of these certificates shall u
sms_(except for the signature of the CERT_LF_09, which is done with the original sigmature
This_certificate set is only needed if the “TA-MIG” profile is supported. Read access m
DGs.

o the
e the

Ay be

B.2.6.9.1 CERT_LF_09a

Note for ECDSA profile: Since the crypto mechanism is changed by this certificate, the domain parameters
shall be included in this certificate.
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Cert ID CERT_LF _09a

Purpose For TA-MIG profile only:
This certificate is a link certificate, which defines a new crypto mechanism to be used by
the chip.

Path length constraint is set to ‘Fh.
This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa
definition 7F 4E bb

5F 29 01 00

42 OE 54 4553 54 43 45 52 54 4C 46 30 30 38 62

7ZE 490 co ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 46 30 30 39 61

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 3F FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (€ bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration.date of the certificate,
ii is the encoded length of the certificate's signature‘object,
jj is the placeholder for the certificate's signature((ii' bytes).

Parameter Authority Key Identifier TESTCERTLF008b
Subject Key Identifier TESTCERTLF009a
Relative authorization Trust.point

Authoritative time source
Bath length constraint set to F

Certificate effective date Trust Pointe,, + 5 months

Certificate expiration date Trust Pointe,, + 8 months

Public Key reference Public key of key pair CERT_LF_KEY_09a
Signing Key reference Signed with the private key of key pair

CERT_LF_KEY_08b

© ISO/IEC 2011 — All rights reserved 157


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.2.6.9.2

CERT_L1_09b

Cert ID

CERT_L1_09b

Purpose

For TA-MIG profile only:

This certificate is a regular certificate, issued by CERT_LF_09a, of which the validity
period starts at the expiry date plus five months of the Trust root and expires one month
later.

Path length constraint is set to ‘1h.

This certificate is an authoritative time source certificate.

Version

1.0

Content
definition

7F 21 aa
E=4Ebb
5F 29 01 00
42 OE 54 45 53 54 43 45 52 54 4C 46 30 30 39 61
7F 49 ee ff
5F 20 OE 54 45 53 54 43 45 52 54 4C 31 30 30 39 62
7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 11 FF FF FF
5F 25 06 gg
5F 24 06 hh
5F 37 ii jj
aa is the encoded combined length of certificate body and signature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key,
ff is the placeholder for the certificate's public key bytes (ee‘bytes),
gg is the placeholder for the BCD encoded effective daté of the certificate,
hh is the placeholder for the BCD encoded expirationdate of the certificate,
ii is the encoded length of the certificate's signature abject,
jj is the placeholder for the certificate's signature (ii bytes).

Parameter

Authority Key Identifier TESTCERTLF009a

Subject Key Identifier TESTCERTL1009b

Relative authorization Authgritative time source

Path length constraint set to 1

Certificate effective date Jrust Pointey, + 5 months

Certificate expiration date Trust Point.,, + 6 months

Public Key reference Public key of key pair CERT_L1_KEY_09b
Signing Key reference Signed with the private key of key pair
CERT LF KEY 09a
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B.2.6.9.3 CERT_L0_09c

Cert ID CERT_LO_09c

Purpose For TA-MIG profile only:

This certificate is a regular certificate, issued by CERT_L1_09b the new Trust point, of
which the validity period starts at the expiry date plus five months of the Trust root and
expires one month later.

Path length constraint is set to ‘Oh’.

This certificate is an authoritative time source certificate.

Version 1.0

Content 7F 21 aa

defini

ioR FE4Ebb

5F 29 01 00

42 OE 54 4553 54 43 45 52 54 4C 31 30 30 39 62

7F 49 ee ff

5F 20 OE 54 45 53 54 43 45 52 54 4C 30 30 30 39 63

7F 4C OF 06 07 28 81 8C 5D 03 03 01 53 04 10 FF FF FF

5F 25 06 gg

5F 24 06 hh

5F 37 ii jj

aa is the encoded combined length of certificate body and.sighature objects,
bb is the encoded length the certificate body object,
ee is the encoded length of the certificate's public key;
ff is the placeholder for the certificate's public key.bytes (ee bytes),
gg is the placeholder for the BCD encoded effective date of the certificate,
hh is the placeholder for the BCD encoded expiration date of the certificate,
ii is the encoded length of the certificate's signature object,
jj is the placeholder for the certificate's-signature (ii bytes).

Parameter Authority Key Identifier TESTCERTL1009b
Subject Key Identifier TESTCERTLO0009c
Relative authorization Authoritative time source
Path length constraint set to 0
Certificate effective date Trust Pointe,, + 5 months
Certificate expiration date Trust Pointe,, + 6 months
Public Key reference Public key of key pair CERT L0 KEY 09c
Signing Key referehce Signed with the private key of key pair
CERT L1 KEY 09b
B.3 |Test Layer'SE_ISO7816 - Security and Command Tests
SE _1$07816.SelDF — SELECT DF Command
SE _1$07816_SecBAP — Security conditions of BAP protected IDL
SE _I1SO7816_BAP — Basic Access Protection
SE_ISO7816_SelEFSM — Protected SELECT EF Command
SE _1SO7816_ReadEFSM — Protected READ BINARY Command
SE_ISO7816_SelEF — Unprotected SELECT EF Command
SE _1SO7816_ReadEF — Unprotected READ BINARY Command
SE _ISO7816_AA — Active Authentication
SE _I1SO7816_SecEAP — Security Conditions for EAP protected IDL
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SE_ISO7816_CA — Chip Authentication

SE_1SO7816_CertVer — Certificate verification

SE_ISO7816_TA — Terminal Authentication

SE_1SO7816_AccCond — Effective Access Conditions

SE_ISO7816_Update — Update mechanism

SE_1SO7816_Migration — Migration Policies

NOTE The objective is not to perform the full spectrum of robustness tests, since it is a function of'th

manufacturer.

However, selective robustness tests that may commonly occur have been included.

B.3.1 Test Unit SE_ISO7816_SelDF — SELECT DF Command

This test unit
the LDS apy
regardless of
security state

covers all tests about the SELECT DF command. The LDS specification requires the selec

the previously selected DF or EF. Selecting the LDS Application,should also reset the
but this scenario is tested in the access control unit test.

B.3.1.1 Test case SE_ISO7816_SelDF_1

Test—ID SE_ISO7816_SelDF_1

Purpose Selecting the LDS application using the AID_(positive test).
Version 1.0

Profile

Preconditions

1. LDS application shall not-be selected.

Test scenarid

1. Send the given SELECT APDU to the IDL.
‘00 A4 04 0C 07(A0-00 00 02 48 02 00’

Expected
results

1. P2 denotes “return no file information”, and there is no Le present. Therefore,
the response-data field shall be empty. The IDL return status bytes '90 00’.

B.3.1.2 Test case SE.)ISO7816_SelDF_2

e chip

ion of

lication by its AID. Since the AID is unique, selecting the application” should be possible

cards

Test— ID SE_1SO7816_SelDF_2

Purpose Selecting the LDS application using the AID with a wrong CLA byte.
Version 1.0

Profile

Preconditions

1. LDS application shall not be selected.

Test scenario

1. Send the given SELECT APDU to the IDL (wrong CLA).
'80 A4 04 0C 07 A0 00 00 02 48 02 00’

Expected
results

1. The IDL shall return an ISO Checking Error.
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Test—ID SE _1SO7816_SelDF_3

Purpose Selecting the LDS application using wrong AID.

Version 1.0

Profile

Precgnditions 1. LDS application shall not be selected.

Test gcenario 1. Send the given SELECT APDU to the IDL (wrong AID).
‘00 A4 04 0OC 07 A0 00 00 02 48 02 01°

Expegted 1. The IDL shall return an ISO Checking Error.

resultg

B.3.1]4 Test case SE_ISO7816_SelDF_4

Test L ID SE_ISO7816_SelDF_4

Purpgse Selecting the LDS application using wronhg P1 byte.

Versipn 1.0

Profilg

Precgnditions 1. LDS application shall'not be selected.

Testgcenario | 1, send the given-SELECT APDU to the IDL (wrong P1).
‘00 A4 84 0€-07 A0 00 00 02 48 02 00’

Expegted 1. The IDL shall return an ISO Checking Error.

results

B.3.1|5 Testcase SE_ISO7816_SelDF_5

Test1 1D SE_I1SO7816_SelDF_5

Purpr se inpr‘ting the | DS application using wrong P2 byte

Version 1.0

Profile

Preconditions

1. LDS application shall not be selected.

Test scenario

1. Send the given SELECT APDU to the IDL (wrong P2).
'00 A4 04 8C 07 A0 00 00 02 48 02 00’

Expected
results

1. The IDL shall return an ISO Checking Error.
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B.3.1.6 Test case SE_ISO7816_SelDF_6

Test—ID SE_1SO7816_SelDF_6
Purpose Selecting the LDS application using wrong Lc byte.
Version 1.0
Profile
Preconditions 1. LDS application shall not be selected.
Test scenarig 1. The tester shall ensure that the command with an incorrect Lc byte can be
transmitted from the reader to the IDL under test.
2. Send the given SELECT APDU to the IDL (wrong Lc).
‘00 A4 04 0C 08 A0 00 00 02 48 02 00’
Expected 1. The reader should be able to transmit the command with an incorrect Lc byte.
results If not, the test result shall be recorded as inconclusive.
2. The IDL shall return an ISO Checking Error.

B.3.1.7 Test case SE_ISO7816_SelDF_7

Test—ID SE_ISO7816_SelDF_7

Purpose Selecting twice the LDS application.
Version 1.0

Profile

Preconditions 1. LDS application shall be selected.

Test scenaric 1. Send the given SELECT APDU to the IDL.
'00 A4 04,0607 A0 00 00 02 48 02 00’

Expected 1. The IDICshall return’90 00’ with an empty data field.
results

B.3.2 Tesr Unit’'SE_ISO7816_SecBAP- Security conditions of BAP protected IDL

This unit tests the security conditions of a BAP protected IDL. It shall not be possible read the content of any
present file. The tests of this unit try to access the files with an explicit SELECT EF command, a READ
BINARY command with implicit file selection via the short EF ID and unsecured READ BINARY while access
is granted.

NOTE If the IDL is EAP protected some of the tests of this unit should be adapted (from ISO7816_SecBAP_35 to
ISO7816_SecBAP_48), because each certificate of the the certificates chain contains authorization access rights bytes
that describes data group access rights. In these specific cases, the EAP process shall be done just next to the BAP
process.
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Test—ID SE_ISO7816_SecBAP_1
Purpose Selecting EF.COM
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected.

Test gcenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 1E’

Expe¢ted
resulf]

L2

1. The IDL shall return status bytes '69 82’.

B.3.2|2 Test case SE_ISO7816_SecBAP_2

Test 1 ID SE_ISO7816_SecBAP_2
Purpgse Selecting EF.SOD file.
Versipn 1.0

Profile BAP, PA

Precdnditions

1. LDS application shall be selected.

Test gcenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 001D’

Expec¢ted
results

1. The IDL shall return status bytes 69 82’.

B.3.2|3 Test case SE;1SO7816_SecBAP_3

Test+ID SE_ISO7816_SecBAP_3
Purpgse Selecting EF.DG1
Versipn 1.0

Profile BAP

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 07’

Expected
results

1. The IDL shall return status bytes '69 82’.
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B.3.2.4 Test case SE_ISO7816_SecBAP_4

Test—ID SE_ISO7816_SecBAP_4
Purpose Selecting EF.DG2
Version 1.0

Profile BAP, DG2

Preconditions

1. LDS application shall be selected.

Test scenarid

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 02’

Expected
results

1. The IDL shall return status bytes '69 82’.

B.3.2.5 Test case SE_ISO7816_SecBAP_5

Test—ID SE _1SO7816_SecBAP_5
Purpose Selecting EF.DG3
Version 1.0

Profile BAP, DG3

Preconditions

1. LDS application shall be selected:

Test scenarid

1. Send the given SELECT ARDU to the IDL.

'00 A4 02 0C 02 00 03’

Expected
results

1. The IDL shall return status bytes '69 82’.

B.3.2.6 Test case SE_ISO7816_SecBAP_6

Test—1ID SE_ISO7816_SecBAP_6
Purpose Selecting EF.DG4
Version 1.0

Profile BAP, DG4

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 04’

Expected
results

1. The IDL shall return status bytes '69 82’.
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Test—ID SE_ISO7816_SecBAP_7
Purpose Selecting EF.DG5
Version 1.0

Profile BAP, DG5

Preconditions

1. LDS application shall be selected.

Test gcenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 00 0%

Expe¢ted
resulf]

L2

1. The IDL shall return status bytes '69 82’.

B.3.2|8 Test case SE_ISO7816_SecBAP_8

Test 1 ID SE_ISO7816_SecBAP_8
Purpgse Selecting EF.DG6
Versipn 1.0

Profile BAP, DG6

Precdnditions

1. LDS application shall be selected.

Test gcenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 p0 06’

Expec¢ted
results

1. The IDL shall return status bytes 69 82’.

B.3.2|9 Test case SE;1SO7816_SecBAP_9

Test+ID SE_ISO7816_SecBAP_9
Purpgse Selecting EF.DG7
Versipn 1.0

Profile BAP, DG7

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 00 07

Expected
results

1. The IDL shall return status bytes '69 82’.
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B.3.2.10 Test case SE_ISO7816_SecBAP_10

Test—ID SE_ISO7816_SecBAP_10
Purpose Selecting EF.DG8

Version 1.0

Profile BAP, DG8

Preconditions

1. LDS application shall be selected.

Test scenarid

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 08’

Expected
results

1. The IDL shall return status bytes '69 82’.

B.3.2.11 Test case SE_ISO7816_SecBAP_11

Test—ID SE_ISO7816_SecBAP_11
Purpose Selecting EF.DG9
Version 1.0

Profile BAP, DG9

Preconditions

1. LDS application shall be selected:

Test scenarid

1. Send the given SELECT ARDU to the IDL.

'00 A4 02 0C 02 00 09’

Expected
results

1. The IDL shall return status bytes '69 82’.

B.3.2.12 Test case SE_ISO7816_SecBAP_12

Test—ID SE_ISO7816_SecBAP_12
Purpose Selecting EF.DG10
Version 1.0

Profile BAP, DG10

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 OA’

Expected
results

1. The IDL shall return status bytes '69 82’.
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Test—ID SE_ISO7816_SecBAP_13
Purpose Selecting EF.DG11
Version 1.0

Profile BAP, DG11

Preconditions

1. LDS application shall be selected.

Test gcenario

1. Send the given SELECT APDU to the IDL.

'00 A4 02 0C 02 00 OB’

Expe¢ted
resulf]

L2

1. The IDL shall return status bytes '69 82’.

B.3.2|14 Test case SE_ISO7816_SecBAP_14

Test 1 ID SE_ISO7816_SecBAP_14
Purpgse Selecting EF.DG12
Versipn 1.0

Profile BAP, NMA

Precdnditions

1. LDS application shall be selected.

Test gcenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 p00C’

Expec¢ted
results

1. The IDL shall return status bytes 69 82’.

B.3.2|15 Test case SE,;1SO7816_SecBAP_15

Test+ID SE_ISO7816_SecBAP_15
Purpgse Selecting EF.DG13
Versipn 1.0

Profile BAP, AA

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given SELECT APDU to the IDL.

‘00 A4 02 0C 02 00 0D’

Expected
results

1. The IDL shall return status bytes '69 82’.
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B.3.2.16 Test case SE_ISO7816_SecBAP_16

Test—ID SE_ISO7816_SecBAP_16
Purpose Selecting EF.DG14
Version 1.0

Profile BAP, EAP

Preconditions

1. LDS application shall be selected.

Test scenarid

1. Send the given SELECT APDU to the IDL.
'00 A4 02 0C 02 00 OF’

Expected
results

1. The IDL shall return status bytes '69 82’.

B.3.2.17 Test case SE_ISO7816_SecBAP_17

Test—ID SE_ISO7816_SecBAP_17

Purpose Accesing the EF.COM by READ BINARY with Short EE Identifier.
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected:

Test scenarid

1. Send the given READ BINARY APDU to the IDL.
'00 BO 9E 00 00°

Expected
results

1. Since read access is.prohibited without BAP, the response field shall be empty.
The IDL shall return(status bytes '69 82’.

B.3.2.18 Test case SE_ISO7816_SecBAP_18

Test—ID SE_ISO7816_SecBAP_18

Purpose Accessing the EF.SOD (READ BINARY with short EF ID).
Version 1.0

Profile BAP, PA

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given READ BINARY APDU to the IDL.
'00 BO 9D 00 00°

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.19 Test case SE_ISO7816_SecBAP_19

Test - ID SE_ISO7816_SecBAP_19

Purpose Accessing the EF.DG1 (READ BINARY with short EF ID).
Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected.

Testgcenario | 1, send the given READ BINARY APDU to the IDL.
'00 BO 81 00 00’

Expe¢ted 1. Since read access is prohibited without BAP, the response field shallbe empty.
result The IDL shall return status bytes '69 82'.

L2

B.3.2|20 Test case SE_ISO7816_SecBAP_20

Test 1 ID SE_ISO7816_SecBAP_20

Purpgse Accessing the EF.DG2 (READ BINARY with short EF ID).
Versipn 1.0

Profile BAP, DG2

Precgnditions 1. LDS application shall be sélected.

Testgcenario | 1. Send the given READ'BINARY APDU to the IDL.
'00 BO 82 00 00’

Expetted 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shallreturn status bytes '69 82'.

B.3.2|21 Test case SE;1SO7816_SecBAP_21

Test+ID SE_ISO7816_SecBAP_21

Purpgse Accessing the EF.DG3 (READ BINARY with short EF ID).
Versipn 1.0

Profile BAP, DG3

Preconditions 1. LDS application shall be selected.

Test scenario 1. Send the given READ BINARY APDU to the IDL.
'00 BO 83 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.22 Test case SE_ISO7816_SecBAP_22

Test—1ID SE_ISO7816_SecBAP_22

Purpose Accessing the EF.DG4 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, DG4

Preconditions

1. LDS application shall be selected.

Test scenarid

1. Send the given READ BINARY APDU to the IDL.
‘00 BO 84 00 0O’

Expected
results

1. Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes 69 82’

B.3.2.23 Test case SE_ISO7816_SecBAP_23

Test—ID SE_ISO7816_SecBAP_23

Purpose Accessing the EF.DG5 (READ BINARY with short EED).
Version 1.0

Profile BAP, DG5

Preconditions

1. LDS application shall be selected:

Test scenarid

1. Send the given READ BINARY APDU to the IDL.
'00 BO 85 00 00°

Expected
results

1. Since read access is.prohibited without BAP, the response field shall be empty.
The IDL shall return(status bytes '69 82’.

B.3.2.24 Test case SE_ISO7816_SecBAP_24

Test—ID SE_ISO7816_SecBAP_24

Purpose Accessing the EF.DG6 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, DG6

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given READ BINARY APDU to the IDL.
'00 BO 86 00 00°

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.25 Test case SE_ISO7816_SecBAP_25

Test - ID SE_ISO7816_SecBAP_25

Purpose Accessing the EF.DG7 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, DG7

Preconditions 1. LDS application shall be selected.

Testgcenario | 1, send the given READ BINARY APDU to the IDL.
'00 BO 87 00 00’

Expe¢ted 1. Since read access is prohibited without BAP, the response field shallbe empty.
result The IDL shall return status bytes '69 82'.

L2

B.3.2|26 Test case SE_ISO7816_SecBAP_26

Test 1 ID SE_ISO7816_SecBAP_26

Purpgse Accessing the EF.DG8 (READ BINARY with short EF ID).
Versipn 1.0

Profile BAP, DG8

Precgnditions 1. LDS application shall be sélected.

Testgcenario | 1. Send the given READ'BINARY APDU to the IDL.
'00 BO 88 00 00’

Expetted 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shallreturn status bytes '69 82'.

B.3.2|27 Test case SE,;1SO7816_SecBAP_27

Test+ID SE_ISO7816_SecBAP_27

Purpgse Accessing the EF.DG9 (READ BINARY with short EF ID).
Versipn 1.0

Profile BAP, DG9

Preconditions 1. LDS application shall be selected.

Test scenario 1. Send the given READ BINARY APDU to the IDL.
'00 BO 89 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.28 Test case SE_ISO7816_SecBAP_28

Test—1ID SE_ISO7816_SecBAP_28

Purpose Accessing the EF.DG10 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, DG10

Preconditions

1. LDS application shall be selected.

Test scenarid

1. Send the given READ BINARY APDU to the IDL.
‘00 BO 8A 00 00’

Expected
results

1. Since read access is prohibited without BAP, the response field shall be empty.
The IDL shall return status bytes 69 82’

B.3.2.29 Test case SE_ISO7816_SecBAP_29

Test—ID SE_ISO7816_SecBAP_29

Purpose Accessing the EF.DG11 (READ BINARY with short EE.ID).
Version 1.0

Profile BAP, DG11

Preconditions

1. LDS application shall be selected:

Test scenarid

1. Send the given READ BINARY APDU to the IDL.
'00 BO 8B 00 00°

Expected
results

1. Since read access is.prohibited without BAP, the response field shall be empty.
The IDL shall return(status bytes '69 82’.

B.3.2.30 Test case SE_ISO7816_SecBAP_30

Test—ID SE_IS0O7816_SecBAP_30

Purpose Accessing the EF.DG12 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, NMA

Preconditions

1. LDS application shall be selected.

Test scenario

1. Send the given READ BINARY APDU to the IDL.
'00 BO 8C 00 00’

Expected 1. Since read access is prohibited without BAP, the response field shall be empty.
results The IDL shall return status bytes '69 82’.
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B.3.2.31 Test case SE_ISO7816_SecBAP_31

Test— ID SE_ISO7816_SecBAP_31

Purpose Accessing the EF.DG13 (READ BINARY with short EF ID).
Version 1.0

Profile BAP, AA

Preconditions 1. LDS application shall be selected.

Test gcenario 1. Send the given READ BINARY APDU to the IDL.
'00 BO 8D 00 00’

Expe¢ted 1. Since read access is prohibited without BAP, the response field shallbe empty.
result The IDL shall return status bytes '69 82'.

L2

B.3.2|32 Test case SE_ISO7816_SecBAP_32

Test1 1D SE_ISO7816_SecBAP_32

Purpgse Reading the EF.DG14 (READ BINARY with short-EF ID).
Versipn 1.0

Profile BAP, EAP

Precgnditions 1. LDS application shall be selécted.

Testgcenario | 1, send the given READ-BINARY APDU to the IDL.
'00 BO 8E 00 00’

Expe¢ted 1. Since read access)is prohibited without BAP, the response field shall be empty.
result The IDL shallteturn status bytes '69 82'.

L2

B.3.2|33 Test case SE_ISO7816_SecBAP_33

Test+ ID SE.I807816_SecBAP_33

Purpgse Accessing the EF.COM file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Versipn 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.COM to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the IDL.

00 BO 00 00 OC’
Expected 1. The IDL shall return 6 bytes of response data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.34 Test case SE_ISO7816_SecBAP_34

Test—ID SE _1SO7816_SecBAP_34

Purpose Accessing the EF.SOD file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, PA

Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenaria

1. Send the READ BINARY (short EF ID) APDU for EF.SOD to the IDL.
'0C BO 9D 00 0D 97 01 06 8E 08 <Checksum> 00’
2. Send the given READ BINARY APDU as a plain unprotected APDU to the

Drivring licence.
'00 BO 00 00 0O’

Expected
results

1. The IDL shall return 6 bytes of content data and status bytes '90~00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.35 Test case SE_ISO7816_SecBAP_35

Test—ID SE_ISO7816_SecBAP_35

Purpose Accessing the EF.DG1 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP

Preconditions

1. LDS application shallbe selected and basic access shall be granted.

Test scenarid

1. Send the given READ BINARY (short EF ID) APDU for EF.DG1 to the IDL.
'0C B0 81 00v0D 97 01 06 8E 08 <Checksum> 00’
2. Send the(given READ BINARY APDU as a plain unprotected APDU to the

Drivring.licence.
'00 8000 00 OO’

Expected
results

1. Ahe IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.36 Test case SE_ISO7816_SecBAP_36

Test—ID SE_ISO7816_SecBAP_36

Purpose Accessing the EF.DG2 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG2
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Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG2 to the IDL.
'0C B0 82 00 0D 97 01 06 8E 08 <Checksum> 00’
2. Send the given READ BINARY APDU as a plain unprotected APDU to the

Drivring licence.
'00 BO 00 00 0O’

Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2|37 Test case SE_ISO7816_SecBAP_37

Test+ID SE_ISO7816_SecBAP_37

Purpgse Accessing the EF.DG3 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Versipn 1.0

Profil¢ BAP, DG3

Precgnditions 1. LDS application shall be selected and basie access shall be granted.

Testgcenario | 1. Send the given READ BINARY (shott EF ID) APDU for EF.DG3 to the IDL.
'0C BO 83 00 0D 97 01 06 8E 08'<Checksum> 00’

2. Send the given READ BINARY"APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

Expetted 1. The IDL shall return;6bytes of content data and status bytes '90 00’ within
result valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

1)
[Y)

B.3.2|38 Test case SE_ISO7816_SecBAP_38

Test 1 ID SE~ISO7816_SecBAP_37

Purpgse Accessing the EF.DG4 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Versipn 1.0

Profilé BARDBG4

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Testscenario | 1. Send the READ BINARY (short EF ID) APDU for EF.DG4 to the IDL.
'0C B0 84 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.

‘00 BO 00 00 OC’
Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.39 Test case SE_ISO7816_SecBAP_39

Test—ID SE_ISO7816_SecBAP_39

Purpose Accessing the EF.DGS5 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG5

Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenaria

1. Send the given READ BINARY (short EF ID) APDU for EF.DGS5 to the IDL.
'0C B0 85 00 0D 97 01 06 8E 08 <Checksum> 00’
2. Send the given READ BINARY APDU as a plain unprotected APDU to the

Drivring licence.
'00 BO 00 00 0O’

Expected
results

1. The IDL shall return 6 bytes of content data and status bytes '90~00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.40 Test case SE_ISO7816_SecBAP_40

Test—ID SE_ISO7816_SecBAP_40

Purpose Accessing the EF.DG6 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG6

Preconditions

1. LDS application shallbe selected and basic access shall be granted.

Test scenarid

1. Send the given READ BINARY (short EF ID) APDU for EF.DG6 to the IDL.
'0C B0 86 00:0D 97 01 06 8E 08 <Checksum> 00’
2. Send the(given READ BINARY APDU as a plain unprotected APDU to the

Drivring.licence.
'00 8000 00 OO’

Expected
results

1. Ahe IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.41 Test case SE_ISO7816_SecBAP_41

Test—ID SE_ISO7816_SecBAP_41

Purpose Accessing the EF.DG7 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG7
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Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG7 to the IDL.
‘0C B0 87 00 0D 97 01 06 8E 08 <Checksum> 00’
2. Send the given READ BINARY APDU as a plain unprotected APDU to the

Drivring licence.
'00 BO 00 00 0O’

Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2|42 Test case SE_ISO7816_SecBAP_42

Test+ID SE_ISO7816_SecBAP_42

Purpgse Accessing the EF.DG8 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Versipn 1.0

Profil¢ BAP, DG8

Precgnditions 1. LDS application shall be selected and basie access shall be granted.

Testgcenario | 1. Send the given READ BINARY (shott EF ID) APDU for EF.DG8 to the IDL.
'0C BO 88 00 0D 97 01 06 8E 08'<Checksum> 00’

2. Send the given READ BINARY"APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

Expetted 1. The IDL shall return;6bytes of content data and status bytes '90 00’ within
result valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

1)
[Y)

B.3.2}43 Test case SE_ISO7816_SecBAP_43

Test+ID SE~ISO7816_SecBAP_43

Purpgse Accessing the EF.DG9 file with READ BINARY. The test verifies the enforcement
of Secure Messaging while basic access is granted.

Versipn 1.0

Profilé BAR-DBGI

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG9 to the IDL.
'0C B0 89 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.

‘00 BO 00 00 OC’
Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.2.44 Test case SE_ISO7816_SecBAP_44

Test—ID SE_ISO7816_SecBAP_44

Purpose Accessing the EF.DG10 file with READ BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG10

Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenaria

1. Send the given READ BINARY (short EF ID) APDU for EF.DG10 to the IDL.
'0C BO 8A 00 0D 97 01 06 8E 08 <Checksum> 00’
2. Send the given READ BINARY APDU as a plain unprotected APDU to the

Drivring licence.
'00 BO 00 00 0O’

Expected
results

1. The IDL shall return 6 bytes of content data and status bytes '90~00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.45 Test case SE_ISO7816_SecBAP_45

Test—ID SE_1SO7816_SecBAP_45

Purpose Accessing the EF.DG11 file with READ" BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, DG11

Preconditions

1. LDS application shallbe selected and basic access shall be granted.

Test scenarid

1. Send the given READ BINARY (short EF ID) APDU for EF.DG11 to the IDL.
'0C B0 8B 00:0D 97 01 06 8E 08 <Checksum> 00’
2. Send the(given READ BINARY APDU as a plain unprotected APDU to the

Drivring.licence.
'00 8000 00 OO’

Expected
results

1. Ahe IDL shall return 6 bytes of content data and status bytes '90 00’ within a
valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2.46 Test case SE_ISO7816_SecBAP_46

Test—ID SE_ISO7816_SecBAP_46

Purpose Accessing the EF.DG12 file with READ BINARY. The test verifies the
enforcement of Secure Messaging while basic access is granted.

Version 1.0

Profile BAP, NMA
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Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG12 to the IDL.
'0C BO 8C 00 0D 97 01 06 8E 08 <Checksum> 00’
2. Send the given READ BINARY APDU as a plain unprotected APDU to the

Drivring licence.
'00 BO 00 00 0O’

Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

B.3.2|47 Test case SE_ISO7816_SecBAP_47

Test+ID SE_ISO7816_SecBAP_47

Purpgse Accessing the EF.DG13 file with READ BINARY. The) test verifies| the
enforcement of Secure Messaging while basic access is granted.

Versipn 1.0

Profil¢ BAP, AA

Precgnditions 1. LDS application shall be selected and basie access shall be granted.

Testgcenario | 1. Send the given READ BINARY (shott EF ID) APDU for EF.DG13 to the IDL.
'0C BO 8D 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY"APDU as a plain unprotected APDU to the
Drivring licence.
‘00 BO 00 00 00°

Expetted 1. The IDL shall return;6bytes of content data and status bytes '90 00’ within
result valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.

1)
[Y)

B.3.2/48 Test case SE_ISO7816_SecBAP_48

Test+ID SE~ISO7816_SecBAP_48

Purpgse Accessing the EF.DG14 file with READ BINARY. The test verifies| the
enforcement of Secure Messaging while basic access is granted.

Versipn 1.0

Profilé BAR-EAR

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY (short EF ID) APDU for EF.DG14 to the IDL.
'0C BO 8E 00 OD 97 01 06 8E 08 <Checksum> 00’

2. Send the given READ BINARY APDU as a plain unprotected APDU to the
Drivring licence.

‘00 BO 00 00 OC’
Expected 1. The IDL shall return 6 bytes of content data and status bytes '90 00’ within a
results valid Secure Messaging encoding.

2. The IDL shall return ISO checking error without Secure Messaging encoding.
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B.3.3 Test Unit SE_ISO7816_BAP — Basic Access Protection

This unit checks the BAP implementation of the IDL. The complete BAP access mechanism is tested,

including robustness tests with invalid input data.

This unit only applies to BAP protected IDLs.

B.3.3.1 Test case SE_ISO7816_BAP_1

Test—ID SE_ISO78T6_BAP_1

Purpose Verification of the GET CHALLENGE command (positive test).
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall not have been
performed.

Test scenaria

1. Send the given GET CHALLENGE APDU to the IDL,
'00 84 00 00 08’

2. Send the same GET CHALLENGE APDU to the IDL.
00 84 00 00 08’

Expected
results

1. The IDL shall return 8 random bytes of centent data and status bytes '90 00'.

2. The IDL shall return 8 different random bytes of content data and status
bytes '90 00'.

B.3.3.2 Test case SE_ISO7816_BAP_2

Test—ID SE_ISO7816_BAP_2

Purpose Checking the respohse to the MUTUAL AUTHENTICATE command (positive test).
Version 1.0

Profile BAP

Preconditiong

1. LDS application shall be selected and basic access shall not have been
performed.

Test scenaria

1. Send the given GET CHALLENGE APDU to the IDL.

INA-Q A4 OO-OO-OQL

VU 0% UU UU UO

2. Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'00 82 00 00 <Lc> <Data> <Le>’

Expeltcted 1. The IDL shall return 8 random bytes of content data and status bytes '90 00'.
resuts 2. The response from the IDL shall be verified as specified in ISO/IEC 18013-3.
The returned status bytes shall be 90 00.
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B.3.3.3 Test case SE_ISO7816_BAP_3

Test—ID SE _1SO7816_BAP_3

Purpose Checking the authentication failure response to the MUTUAL AUTHENTICATE
command.

Version 1.0

Profile BAP

Preconditions

. LDS application shall be selected and basic access shall not have been

performed.

Test gcenario

. Send the given GET CHALLENGE APDU to the IDL.

. Send the same MUTUAL AUTHENTICATE APDU as int test case

'00 84 00 00 08’

SE_ISO7816_BAP_2 to the IDL.

But the field <Data> shall be computed with a different refetence.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending‘ef the BAP
configuration.

‘00 82 00 00 <Lc> <Data> <Le>’

Expe¢ted
result]

172

. The IDL shall return 8 random bytes of content data and status bytes '90 00’.

The IDL shall return an ISO warning or ISO checking error.

B.3.3|4 Test case SE_ISO7816_BAP_4

Test 1 ID SE_ISO7816_BAP_4
Purpgse Checking the authentication“failure response to the MUTUAL AUTHENTICGATE
command.
Versipn 1.0
Profilg BAP
Precgnditions 1. LDS application shall be selected and basic access shall not have been
performed. The GET CHALLENGE command shall not have been executgd.
Testgcenario | 1 (Serid the same MUTUAL AUTHENTICATE APDU as in test case
SE_ISO7816_BAP_2 to the IDL.
But the field <Data> shall be computed with the challenge '00 00 00 00 00 PO
00 00'.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
‘00 82 00 00 <Lc> <Data> <Le>’
2. Send the given GET CHALLENGE APDU to the IDL.
’00 84 00 00 08
3. Send the given GET CHALLENGE APDU to the IDL.
’00 84 00 00 08
4. Send the same MUTUAL AUTHENTICATE APDU as int test case
SE_1SO7816_BAP_2 to the IDL.
But the field <Data> shall be computed with the challenge returned in step 2.

The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'00 82 00 00 <Lc> <Data> <Le>’
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Expected
results

The IDL shall return an ISO warning or ISO checking error.
The IDL shall return 8 random bytes of content data and status bytes '90 00’.
The IDL shall return 8 random bytes of content data and status bytes ‘90 00’.
The IDL shall return an ISO warning or ISO checking error.

Pobd -~

B.3.3.5 Test case SE_ISO7816_BAP_5

Test-ID SE_ISO7816 _BAP_5

Purpose Eheckingofthe MOTUAEADTHENHECATEcommand-({robustress-test):
Version 1.0

Profile BAP

Preconditiond

1. LDS application shall be selected and basic access shall not hayé’been
performed.

Test scenarid

1. Send the given GET CHALLENGE APDU to the IDL.
'00 84 00 00 08’

2. Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 and
the reference string for the IDL under test.
The CLA byte is set to a wrong value.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP
configuration.
'80 82 00 00 <Lc> <Data> <Le>’

3. Send the given GET CHALLENGE-APDU to the IDL.
'00 84 00 00 08’

4. Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 3 and
the reference string forthe IDL under test.
The P1 byte is set to"a-wrong value.
The <Lc> and <Le>fields can be 0x28 or 0x38 depending of the BAP
configuration.
'00 82 60 00<L¢> <Data> <Le>’

5. Send thelgiven GET CHALLENGE APDU to the IDL.
'00 84 00)00 08’

6. Send-the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 5 and
the reference string for the IDL under test.
The P2 byte is set to a wrong value.
The <Lc> and <Le> fields can be 0x28 or 0x38 depending of the BAP

configuration:

00 82 00 60 <Lc> <Data> <Le>’

7. Send the given GET CHALLENGE APDU to the IDL.
'00 84 00 00 08’

8. Send the given MUTUAL AUTHENTICATE APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 7 and
the reference string for the IDL under test.
The <Lc> field is set to a wrong value (advice: use Lc = Lc+1).
The <Le> field can be 0x28 or 0x38 depending of the BAP configuration.
'00 82 00 00 <Lc> <Data> <Le>’

Exp?tcted 1. The IDL shall return 8 random bytes of content data and status bytes '90 00'.
results 2. The IDL shall return an ISO warning or ISO checking error.
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The IDL shall return 8 random bytes of content data and status bytes ‘90 00'.
The IDL shall return an ISO warning or ISO checking error.
The IDL shall return 8 random bytes of content data and status bytes '90 00’.
The IDL shall return an 1ISO warning or ISO checking error.
The IDL shall return 8 random bytes of content data and status bytes ‘90 00’.
8. The IDL shall return an ISO warning or ISO checking error.

N o ok ow

B.3.3.6 Test case SE_ISO7816_BAP_6

Test—ID SE_1S0O7816_BAP_6
Purpgse Checking the response to the MUTUAL AUTHENTICATE command ,with a
corrupted MAC.
Versipn 1.0
Profilg BAP
Precgnditions 1. LDS application shall be selected and basic access shall hot have been
performed.

Testgcenario | 1, Send the given GET CHALLENGE APDU to the-IDL:
'00 84 00 00 08’

2. Send the given MUTUAL AUTHENTICATE:APDU to the IDL.
The field <Data> shall be computed with the challenge returned in step 1 apd
the reference string for the IDL undeptest. The very last bit of the computed
MAC is incremented by 1.

The <Lc> and <Le> fields can be.0x28 or 0x38 depending of the BAP

configuration.

'00 82 00 00 <Lc> <Data> <le>’
EXP‘T pted 1. The IDL shall return 8 random bytes of content data and status bytes '90 00'.
results 2. The IDL shall return-an, ISO warning or ISO checking error.

B.3.3|7 Test case SE_ISO7816- BAP_7

Test 1 ID SE_ISO¥816_BAP_7

Purpgse Checking the Secure Messaging encoding of a READ BINARY with short EF ID.
Versipn 1.0

Profil¢ BAP

Precdnditions 1

Testscenario | 1, send the given READ BINARY APDU to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

2. Search for the cryptogram DO encoded in tag ‘87’ and decrypt it with current
session key.

3. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

4. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

5. Search for further DO.

Expected 1. The IDL shall return status bytes '90 00'.
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results 2. The response of step 1 shall contain the read data in a valid cryptogram
encoded in tag ‘87'.

3. The response of step 1 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured response.

4. The response of step 1 shall contain a valid cryptographic checksum encoded
in tag ‘8E’.
5. The response shall not contain any further data.

B.3.3.8 Test case SE_ISO7816_BAP_8

Test—ID SE_ISO7816_BAP_8

Purpose Checking the Secure Messaging encoding of a READ BINARY OddIns (‘B1’) with
short EF ID.

Version 1.0

Profile BAP, OddIns

Preconditions 1. LDS application shall be selected and basic access shathbe granted.

Test scenarig 1. Send the given READ BINARY OddIns APDU to the IDL.
'0C B1 00 1E <Lc> 85 <Lgs> <Cryptogram> 97,01.06 8E 08 <Checksum> 00’

¢ <Lc> depends of the BAP configuration
o <Cryptogram> is encrypted offset DO with'padding data. Offset DO is '54 01
00!
2. Search for the cryptogram DO encoded in tag ‘85" and decrypt it with current
session key.

3. Search for the processing stattis DO encoded in tag ‘99’ and verify status bytes
received.

4. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

5. Search for further DO.

Expected 1. The IDL shall return status bytes '90 00'.

(R 2. The response of step 1 shall contain the read data in a valid cryptogram
encoded in‘tag ‘85’. The data shall be encapsulated in DO ‘53’.

3. The.response of step 1 should contain SW1-SW2 encoded in tag ‘99’ that
eqduals the status bytes of the secured response.

4 The response of step 1 shall contain a valid cryptographic checksum encoded
in tag ‘8E’.
5. The response shall not contain any further data but the response trailer.

B.3.3.9 Test case SE_ISO7816_BAP_9

Test—1ID SE_ISO7816_BAP_9

Purpose Checking the Secure Messaging encoding of a READ BINARY without short EF
ID.

Version 1.0

Profile BAP
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Preconditions 1. LDS application shall be selected and basic access shall be granted.

Testscenario | 1, Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’

2. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

3. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
WIth the current session Key.

4. Send the given READ BINARY APDU to the IDL.
’0C B0 00 00 0D 97 01 06 8E 08 <Checksum> 00’

5. Search for the cryptogram DO encoded in tag ‘87’ and decrypt it with currept
session key.

6. Search for the processing status DO encoded in tag ‘99" andverify status Qytes
received.

7. Search for the cryptographic checksum DO encoded initag ‘8E’ and verify it
with the current session key.

8. Search for further DO.

Expegted 1. The IDL shall return status bytes 90 00'.

=S The response of step 1 should contain SWA-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured-response.

3. The response of step 1 shall contain a valid cryptographic checksum encoded
in tag ‘8E’.
4. The IDL shall return status bytes '90 00’

5. The response of step 4 shall'contain the read data in a valid cryptogram
encoded in tag ‘87’.

6. The response of step4 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status-bytes of the secured response.

7. The response of step 4 shall contain a valid cryptographic checksum encoded
in tag ‘8E’;
8. The response shall not contain any further data but the response trailer.

L2
N

B.3.3|10 Test case SE’1SO7816_BAP_10

Test 1+ ID SE_ISO7816_BAP_10

Purpgse Checking the Secure Messaging encoding of a READ BINARY Oddins (‘B1’)
without short EF ID.

Version 1.0

Profile BAP, OddIns

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Testscenario | 1, send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’

2. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
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received.

3. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

4. Send the given READ BINARY Oddins APDU to the IDL.
’0C B1 00 00 <Lc> 85 <Lgsz> <Cryptogram> 97 01 06 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration
¢ <Cryptogram> contains the following encoded offset :

'54 01 00’

5. Search for the cryptogram DO encoded in tag ‘85’ and decrypt it with current
session key.

6. Search for the processing status DO encoded in tag ‘99’ and verify status bytes
received.

7. Search for the cryptographic checksum DO encoded in tag ‘8E’ and verify it
with the current session key.

8. Search for further DO.

Expected 1. The IDL shall return status bytes '90 00'.

EEIIES 2. The response of step 1 should contain SW1-SW2 encoded in.tag+“99’ that
equals the status bytes of the secured response.

3. The response of step 1 shall contain a valid cryptographic.checksum encoded
in tag ‘8E’.
4. The IDL shall return status bytes '90 00’.

5. The response of step 4 shall contain the read data-in a valid cryptogram
encoded in tag ‘85’. The data shall be encapsulated in DO ‘53’

6. The response of step 4 should contain SW1-SW2 encoded in tag ‘99’ that
equals the status bytes of the secured response.

7. The response of step 4 shall containza valid cryptographic checksum encoded
in tag ‘8E’.

8. The response shall not containlany further data but the response trailer.

B.3.3.11 Test case SE_ISO7816_BAP.11

Test—1ID SE_ISO7816_BARP_™

Purpose Checking thé Secure Messaging handling while basic access is granted for the
SELECT Command (checksum missing).

Version 1.0

Profile BAP

Preconditions 1D S-application-shal-be-selected-and-basic-access-shal-be-granted:

Test scenario 1. Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. To verify that the error in step 1 has terminated the SM session, send a valid
SM APDU (READ BINARY) to the IDL.
'0C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
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response APDU.

2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.12 Test case SE_ISO7816_BAP_12

Test—ID SE_ISO7816_BAP_12
Purpose Checking the Secure Messaging handling while basic access is granted for the
SELECT Command (checksum corrupted).
Versipn 1.0
Profil¢ BAP
Precgnditions 1. LDS application shall be selected and basic access shall be granted.
Test gcenario | 1, Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <CofruptedChecksum> PO’
e <Lc> depends of the BAP configuration
¢ <Cryptogram> contains the following file identifier :
‘00 1E
e <CorruptedChecksum> is a valid chegksum which has its last byte
incremented by one
2. To verify that the error in step 1 has{terminated the SM session, send a valjd
SM APDU (READ BINARY) to the'IDL.
'0C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
Expegted 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall retutn an ISO_Checking_Error in a plain unprotected
response APDU.
2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.
B.3.3|13 Test case SE_ISO7816_BAP_13
Test+ID SE~ISO7816_BAP_13
Purpgse €hecking the Secure Messaging handling while basic access is granted for the
SELECT Command (bad Send Sequence Counter).
Versipn 1.0
Profil BAPR

Preconditions

1. LDS application shall be selected and basic access shall be granted.

Test scenario

1. Send the given SELECT APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <CorruptedChecksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1F’

¢ <CorruptedChecksum> is computed with a Send Sequence Counter that is
not incremented

2. To verify that the error in step 1 has terminated the SM session, send a valid
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SM APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
response APDU.

2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3.14 Test case SE_ISO7816_BAP_14

Test—ID SE_ISO7816_BAP_14

Purpose Checking the Secure Messaging handling while basic access is granted for\the
SELECT Command (invalid class byte).

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be‘granted.

Test scenarig 1. Send the given SELECT APDU to the IDL.
'8C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08-<Checksum> 00’

¢ <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. If the error code in step 1 was returned‘in a Secure Messaging response, verify
that the secure messaging session hias not been aborted. If a plain error code
was returned, this step is skipped.

Send a valid SM APDU (READ BINARY) to the IDL.
'0C B0 00 00 OD 97 01 06 8E 08 <Checksum> 00’

Expected 1. The IDL shall return an*tSO checking error. Note that the behaviour of the chip

results regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain.or as an SM response.

2. If this step is ,not skipped, the IDL shall return an ISO checking error in valid
Secure Messaging response APDU.

B.3.3.15 Test case SE<ISO7816_BAP_15

Test—ID SE.1SO7816_BAP_15

Purpose Checking the enforcement of the Secure Messaging handling while basic access ig
granted for the SELECT Command.

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given SELECT APDU to the IDL.
'00 A4 02 0C 02 00 1E’

2. To verify that the error in step 1 has terminated the SM session, send a valid SM
APDU (READ BINARY) to the IDL.
'0C B0 9E 00 0D 97 01 06 8E 08 <Checksum> 00’
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Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO checking error or 90 00’ in a plain unprotected
response APDU.
2. The IDL shall return an ISO checking error in a plain unprotected response APDU.

B.3.3.16 Test case SE_ISO7816_BAP_16

Test— ID SE_ISO7816_BAP_16

Purp T Chcblr\llly thc SC\JUIC rV‘ICOOGuII IH halld:lllu VVhI:U baDI\J dUUCT OO IO ylalltcd Or the
READ BINARY Command (checksum missing).

Versipn 1.0

Profile BAP

Precgnditions 1. LDS application shall be selected and basic access shallb€ granted.

Test gcenario 1. Send the given READ BINARY APDU to the IDL.
'0C BO 9E 00 03 97 01 06 00’

2. To verify that the error in step 1 has terminated’the SM session, send a valjd SM
APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Chetksum> 00’

Expegted 1. The Secure Messaging session is breken and the session keys are no longer
results valid. The IDL shall return an ISO “Checking_Error in a plain unprotected
response APDU.
2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.

B.3.3|17 Test case SE_ISO7816_BAP_17

Test+ID SE_ISO7816:BAP_17

Purpgse Checking.the Secure Messaging handling while basic access is granted for the
READ BINARY Command (checksum corrupted).

Versipn 1.0

Profil¢ BAP

Precdnditions 1. LDS application shall be selected and basic access shall be granted.

Test scenario 1. Send the given READ BINARY APDU to the IDL.
" 0C B0 9E 00 0D 97 01 06 8E 08 <CorruptedChecksum> 00’

e <CorruptedChecksum> is a valid checksum which has its last byte incremented
by one

2. To verify that the error in step 1 has terminated the SM session, send a valid SM
APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The Secure Messaging session is broken and the session keys are no longer
results valid. The IDL shall return an ISO_Checking_Error in a plain unprotected
response APDU.
2. The IDL shall return an ISO checking error in a plain unprotected response
APDU.
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B.3.3.18 Test case SE_ISO7816_BAP_18

Test—ID SE_ISO7816_BAP_18

Purpose Checking the Secure Messaging handling while basic access is granted for the
READ BINARY Command (invalid class byte).

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

Test scenarig 1. Send the given READ BINARY APDU to the IDL.
'8C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

2. If the error code in step 1 was returned in a Secure Messaging response, verify
that the secure messaging session has not been aborted. If a plain“error code
was returned, this step is skipped.

Send a valid SM APDU (READ BINARY) to the IDL.
'0C BO 9E 00 0D 97 01 06 8E 08 <Checksum> 00’

Expected 1. The IDL shall return an ISO checking error. Note that'the behaviour of the chip

results regarding the Secure Messaging context is undefined. Therefore this error can
be returned in plain or as an SM response.

2. If this step is not skipped, the IDL shall return’90 00' in valid Secure Messaging
response APDU.

B.3.4 Test Unit SE_ISO7816_SelEFSM — Protected SELECT EF Command

This unit verifies the implementation of the protected SELECT EF command. The IDL shall be BAP prot¢

For all test cgses of unit test ISO7816_SelEFSM, basic access shall be granted as tested in ISO7816_B
All APDUs ghall be correctly encoded.«for Secure Messaging and the IDL responses shall be de
correctly again.

NOTE If the IDL is EAP protected-most of the tests of this unit should be adapted, because each certificate of {
certificates chain contains authorization access rights bytes that describes data group access rights. In these g
cases, the EAR process shall be done just next to the BAP process.

B.3.4.1 Test case SE)ISO7816_SelEFSM_1

cted.
AP 2.
coded

he the
pecific

Test— ID SE_1SO7816_SelEFSM_1
Purpose Checking the SELECT (EF.COM) command (positive test).

Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Testscenario | 1, Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration
o <Cryptogram> contains the following file identifier :
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‘00 1E’

2. To verify that EF.COM is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results 2. The IDL shall return byte ‘60’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.2 Test case SE_ISO7816_SelEFSM_2

Test —1D SE_1SO7816 SelFESM 2

Purpgse Checking the robustness of the SELECT command (invalid class byte).
Versipn 1.0

Profil¢ BAP

Precgnditions 1. LDS application shall be selected and basic access,shall be granted.

2. An EF shall not be selected.

Testgcenario | 1, gend the given SELECT EF.COM APDU to the IBL.
‘80 A4 02 0C <Lc> 87 <Lgz> <Cryptogram=.8E08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the followirg file identifier :
‘00 1E’

2. If the error code in step 1 was¢eturned in a Secure Messaging response, verify
that the secure messaging session has not been aborted and EF.COM is not
selected. If a plain error cade was returned, this step is skipped.
Send a valid SM APDU«READ BINARY) to the IDL.

'0C B0 00 00 0D 97:04°01 8E 08 <Checksum> 00’

Expegted 1. The IDL shall return an ISO checking error. Note that the behaviour of the chip
result regarding the Seeure Messaging context is undefined. Therefore this error{can
be returned.inyplain or as an SM response.
2. If this step. is not skipped, the IDL shall return an ISO checking error in valid
Secure Messaging response APDU.

L4

B.3.4|3 Test case'SE_ISO7816_SelEFSM_3

Test 1 ID SE_ISO7816_SelEFSM_3

Purpgse Checking the robustness of the SELECT command (invalid parameter P1).
Version 1.0

Profile BAP

Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario 1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 12 0C <Lc> 87 <Lgr> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’
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2. To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

1. The IDL shall return an ISO checking error in valid Secure Messaging response.
2. The IDL shall return an ISO checking error in valid Secure Messaging response.

B.3.4.4 Test case SE_ISO7816_SelEFSM_4

Test—ID SE_ISO7816_SelEFSM_4

Purpose Checking the robustness of the SELECT command (invalid parameter P2).
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenarid

1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 1C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1F

2. To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
'0C BO 00 00 OD 97 01 01 8E 08 <€hécksum> 00’

Expected
results

1. The IDL shall return an ISO chegking error in valid Secure Messaging response.
2. The IDL shall return an ISO;checking error in valid Secure Messaging response.

B.3.4.5 Test case SE_ISO7816_SelEFSM_5

Test—ID SE_ISO7816_SelEFSM_5

Purpose Checking the fobustness of the SELECT command (invalid Lc).
Version 1.0

Profile BAP

Preconditions

t—tDSapplicatiomshattbe sefectedand basic access shaltbe granted:
2. An EF shall not be selected.

Test scenario

1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following malformated file identifier :
'00 1E 01’
2. To verify that EF.COM is not selected send a valid READ BINARY APDU to the
IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’
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Expected
results

1.
2.

The IDL shall return an ISO checking error in valid Secure Messaging response.
The IDL shall return an ISO checking error in valid Secure Messaging response.

B.3.4.6 Test case SE_ISO7816_SelEFSM_6

Test—ID SE_ISO7816_SelEFSM_6
Purpose Checking the SELECT (EF.SOD) command (positive test).
Versigm 1
Profilg BAP, PA
Precgnditions 1. LDS application shall be selected and basic access shall be gragted.
2. An EF shall not be selected.
Testgcenario | 1, Send the given SELECT EF.SOD APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration
¢ <Cryptogram> contains the following file identifier :
‘00 1D’
2. To verify that EF.SOD is selected send,a valid READ BINARY APDU to the IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’
EXpeltited 1. The IDL shall return the status bytés’90 00’ in valid Secure Messaging resgonse.
resutts 2. The IDL shall return byte ‘77’ and'the status bytes '90 00’ in valid Secure
Messaging response.
B.3.4|7 Test case SE_ISO7816_SelEFSM_7
Test+ID SE_ISO7816_SelEFSM_7
Purpgse Checking thee SELECT (EF.DG1) command (positive test).
Versipn 1.0
Profil¢ BAR
Precgnditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.
Test gcenario 1. Send the given SELECT DG1 APDU to the IDL.
DC-A4-02 00 <Lo= 87 <lzr> <Cryptogram=>8E-08-<Checksum=00—
e <Lc> depends of the BAP configuration
¢ <Cryptogram> contains the following file identifier :
‘00 01
2. To verify that EF. DG1 is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’
EXP‘TCted 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.
I 2. The IDL shall return byte ‘61’ and the status bytes '90 00’ in valid Secure

Messaging response.
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B.3.4.8 Test case SE_ISO7816_SelEFSM_8

Test— ID SE_1SO7816_SelEFSM_8

Purpose Checking the SELECT (EF.DG2) command (positive test).

Version 1.0

Profile BAP, DG2

Preconditions 1. LDS application shall be selected and basic access shall be granted.
2— AT EfFstratmot besetected:

Test scenarig 1. Send the given SELECT EF.DG2 APDU to the IDL.

'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 02’

2. To verify that EF. DG2 is selected send a valid READ BINARY APRPDU to the IDL.
'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

1. The IDL shall return the status bytes’90 00’ in valid Secure'"Messaging response.

2. The IDL shall return byte ‘6B’ and the status bytes '90-00” in valid Secure
Messaging response.

B.3.4.9 Testcase SE_ISO7816_SelEFSM_9

Test—ID SE_ISO7816_SelEFSM_9

Purpose Checking the SELECT (EF.DG3) command (positive test).
Version 1.0

Profile BAP, DG3

Preconditiond

1. LDS application shall be selected and basic access shall be granted.
2. An EF shalknot be selected.

Test scenaria

1. Send the'given SELECT EF. DG3 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

o <Dc> depends of the BAP configuration

«<Cryptogram> contains the following file identifier :
'00 03

2. To verify that EF. DG3 is selected send a valid READ BINARY APDU to the IDL.

N oo

PV W-V-WN W W V.V .Y -V V- ! ans
UL DU UUUUUD IJ7TrUT UT OC UO SUITTCURSUITT— UU

Expected
results

1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

2. The IDL shall return byte ‘6C’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.10 Test case SE_ISO7816_SelEFSM_10

Test—1ID SE_1SO7816_SelEFSM_10
Purpose Checking the SELECT (EF.DG4) command (positive test).
194 © ISO/IEC 2011 — All rights reserved



https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Version

1.0

Profile

BAP, DG4

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario

1. Send the given SELECT EF. DG4 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration
¢ <Cryptogram> contains the following file identifier :

"00 04

2. To verify that EF. DG4 is selected send a valid READ BINARY APDU-to.the IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’

Expected
result

L7

1. The IDL shall return the status bytes’90 00’ in valid Secure Messagding resgonse.

2. The IDL shall return byte ‘65’ and the status bytes ’90 00’ in_ valid Secure
Messaging response.

B.3.4/11 Test case SE_ISO7816_SelEFSM_11

Test+ID SE_ISO7816_SelEFSM_11

Purpgse Checking the SELECT (EF.DG5) command (positive test).
Versipn 1.0

Profilg BAP, DG5

Precgnditions

1. LDS application shall b&'selected and basic access shall be granted.
2. An EF shall not be selected.

Test $cenario

1. Send the given'SELECT EF. DG5 APDU to the IDL.
'0C A4 02 0CsLc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘0005

2. (Toverify that EF. DG5 is selected send a valid READ BINARY APDU to the IDL.
‘0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expe¢ted
result

L4

1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging resgonse.

2. The IDL shall return byte ‘67’ and the status bytes 90 00’ in valid Secure
Messaging response.

B.3.4.12 Test case SE_ISO7816_SelEFSM_12

Test—ID SE_ISO7816_SelEFSM_12

Purpose Checking the SELECT (EF.DG6) command (positive test).
Version 1.0

Profile BAP, DG6

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.
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Testscenario | 1, gend the given SELECT EF. DG6 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 06’

2. To verify that EF. DG6 is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results 2. The IDL shall return byte ‘75’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.13 Test case SE_ISO7816_SelEFSM_13

Test— ID SE_ISO7816_SelEFSM_13

Purpose Checking the SELECT (EF.DG7) command (positive test).

Version 1.0

Profile BAP, DG7

Preconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenarig 1. Send the given SELECT EF. DG7 APDU-{o'the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 07

2. To verify that EF. DG7 is selected send a valid READ BINARY APDU to the IDL.
'0C BO 00 00 0D 97 01'Q4'8E 08 <Checksum> 00’

Expected 1. The IDL shall returndhe status bytes’90 00’ in valid Secure Messaging response.

TEtlEs 2. The IDL shall return byte ‘63’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.4.14 Test case SE_ISO7816_SelEFSM_14

Test—ID SE(1507816_SelEFSM_14

Purpose Checking the SELECT (EF.DG8) command (positive test).

Version 1.0

Profile BAP, DG8

Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario 1. Send the given SELECT EF. DG8 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 08’
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2. To verify that EF. DG8 is selected send a valid READ BINARY APDU to the IDL.

'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

2. The IDL shall return byte ‘76’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.4.15 Test case SE_ISO7816_SelEFSM_15

Test—ID SE_ISO7816_SelEFSM_15
Purpgse Checking the SELECT (EF.DG9) command (positive test).
Versipn 1.0
Profil¢ BAP, DG9
Precgnditions 1. LDS application shall be selected and basic access shall'be granted.
2. An EF shall not be selected.
Testgcenario | 1, Send the given SELECT EF. DG9 APDU to the /DL
'0C A4 02 0C <Lc> 87 <Lgz> <Cryptogram> 8E-08 <Checksum> 00’
e <Lc> depends of the BAP configuration
¢ <Cryptogram> contains the following file identifier :
‘00 09
2. To verify that EF. DG9 is selected send a valid READ BINARY APDU to the IDL.
'0C B0 00 00 OD 97 01 01 8E 08)<Checksum> 00’
EXP‘T lted 1. The IDL shall return the stat(s bytes’90 00’ in valid Secure Messaging resgonse.
results 2. The IDL shall return byte ‘70’ and the status bytes '90 00’ in valid Secure
Messaging response.
B.3.4{16 Test case SE_ISO7816_(SelEFSM_16
Test+ ID SE_ISO7816./SelEFSM_16
Purpgse Checking the SELECT (EF.DG10) command (positive test).
Versipn 1.0
Profilg¢ BAP, DG10
Precgnditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario

1. Send the given SELECT EF. DG10 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
00 OA

2. To verify that EF. DG10 is selected send a valid READ BINARY APDU to the

IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

2. The IDL shall return 1 byte and the status bytes ’90 00’ in valid Secure

© ISO/IEC 2011 — All rights reserved

197


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Messaging response.

B.3.4.17 Test case SE_ISO7816_SelEFSM_17

Test—ID SE_ISO7816_SelEFSM_17

Purpose Checking the SELECT (EF.DG11) command (positive test).
Version 1.0

Profile BAP, DG

Preconditiong

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenaria

1. Send the given SELECT EF. DG11 APDU to the IDL.
'0C A4 02 O0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 OB’

2. To verify that EF. DG11 is selected send a valid READ-BINARY APDU to the
IDL.
'0C B0 00 00 0D 97 01 01 8E 08 <Checksum>,00:

Expected
results

1. The IDL shall return the status bytes’90 00’ in"valid Secure Messaging response.

2. The IDL shall return the DG11 template tagéand the status bytes '90 00’ in valid
Secure Messaging response.

B.3.4.18 Test case SE_ISO7816_SelEFSM_18

Test—ID SE_ISO7816_SelEFSM_18

Purpose Checking the SELECT (EF.DG12) command (positive test).
Version 1.0

Profile BAP, NMA

Preconditiond

1. LDSapplication shall be selected and basic access shall be granted.
2. (An EF shall not be selected.

Test scenaria

1> Send the given SELECT EF. DG12 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

<t C>depends of the BAP Tonfiguration

¢ <Cryptogram> contains the following file identifier :
'00 0C’

2. To verify that EF. DG12 is selected send a valid READ BINARY APDU to the
IDL.
'0C BO 00 00 OD 97 01 01 8E 08 <Checksum> 00’

Exp?tcted 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.
results 2. The IDL shall return byte ‘71’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.4.19 Test case SE_ISO7816_SelEFSM_19

Test—ID SE_ISO7816_SelEFSM_19

Purpose Checking the SELECT (EF.DG13) command (positive test).
Version 1.0

Profile BAP, AA

Preconditions LDS application shall be selected and basic access shall be granted.

A EFstattmotbesetected:

= IN =

Test gcenario Send the given SELECT EF. DG13 APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :

00 0D’
2. To verify that EF. DG13 is selected send a valid READ BINARY APDU to the
IDL.
'0C BO 00 00 OD 97 01 01 8E 08 <Checksum> 00!
EXpeltited 1. The IDL shall return the status bytes’90 00’ in.valid Secure Messaging resgonse.
results 2. The IDL shall return byte ‘6F’ and the status bytes '90 00’ in valid Secure

Messaging response.

B.3.4]20 Test case SE_ISO7816_SelEFSM_20

Test 1 ID SE_1SO7816_SelEFSM_20

Purpgse Checking the SELECT (EF:DG14) command (positive test).

Versipn 1.0

Profil¢ BAP, EAP

Precgnditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Testgcenario | 4 'Send the given SELECT EF. DG14 APDU to the IDL.
'0C A4 02 OC <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 OF’
Toverify that EF- DG tdissetected sendavalid READ BINARY APDUtothe
IDL.
'0C B0 00 00 OD 97 01 01 8E 08 <Checksum> 00’

N

Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

(eI 2. The IDL shall return byte ‘6E’ and the status bytes '90 00’ in valid Secure
Messaging response.
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B.3.4.21 Test case SE_ISO7816_SelEFSM_21

Test—ID SE _I1SO7816_SelEFSM_21
Purpose Checking the SELECT command when the file to be selected does not exist.
Version 1.0
Profile BAP
Preconditions 1. LDS application shall be selected and basic access shall be granted.
2 AT EFshattotbesefected:
Test scenarig 1. Send the given SELECT a file that doesn’t exist to the IDL.

'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'02 02’

Expected 1

I . The IDL shall return an ISO checking error in valid Secure Messaging response.
results

B.3.5 Test Unit SE_ISO7816_ReadEFSM — Protected READ BINARY Command

This unit verfies the implementation of the protected READ BINARY command. The IDL shall be
protected.

For all test| cases of unit test ISO7816_ReadEFSM,, basic access shall be granted as test
ISO7816_BAP_2. All APDUs shall be correctly encoded for Secure Messaging and the IDL responsed
be decoded dorrectly again.

NOTE If the IDL is EAP protected most of the tests of this unit should be adapted, because each certificate of {
certificates chain contains authorization access rights bytes that describes datagroup access rights. In these §
cases, the EAR process shall be performed just'after the BAP process.

BAP

ed in
shall

he the
pecific

B.3.5.1 Test case SE_ISO7816_ReadEFSM_1

Test— ID SE_ISO7816-ReadEFSM_1

Purpose Checking'the READ BINARY command without short EF ID (positive test).
Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario

1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. Read the first byte of EF.COM; send a valid READ BINARY APDU to the IDL.
'0C BO 00 00 0D 97 01 01 8E 08 <Checksum> 00’

200
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Expected 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.

results 2. The IDL shall return byte ‘60’ and the status bytes ’90 00’ in valid Secure
Messaging response.

B.3.5.2 Test case SE_ISO7816_ReadEFSM_2

Test—ID SE_ISO7816_ReadEFSM_2

Purpose Checking the robustness of the READ BINARY command without short EF ID
(invalid class byte).

Versipn 1.0

Profil¢ BAP

Precdnditions 1. LDS application shall be selected and basic access shall be-granted.

2. An EF shall not be selected.

Test gcenario 1. Send the given SELECT EF.COM APDU to the IDL,
'0C A4 02 OC <Lc> 87 <Lg;> <Cryptogram> 8E 08.<Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1E’

2. Send a valid SM APDU (READ BINARY,) to the IDL.
’80 BO 00 00 OD 97 01 01 8E 08 <€hecksum> 00’

Expe¢ted 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging resgonse.

e The IDL shall return an ISO chécking error. Note that the behaviour of the [chip
regarding the Secure Messaging context is undefined. Therefore this errorjcan
be returned in plain or as ah SM response.

L4
N

B.3.5|3 Test case SE_ISO7816_ReadEFSM_3

Test+ID SE_ISO7816-"ReadEFSM_3

Purpgse Checking-the robustness of the READ BINARY command without short [EF ID
(offsét beyond EOF).

Versipn )

Profile BAP

Precgnditions LDS application shall be selected and basic access shall be granted.

A |l laall + 1o l ool
AT T S1TIan1TTmotrT U STICUICUY

= N =

Test scenario Send the given SELECT EF.COM APDU to the IDL.

'0C A4 02 OC <Lc> 87 <Lg;> <Cryptogram> 8E 08 <Checksum> 00’
e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
‘00 1FE

2. Send a valid SM APDU (READ BINARY) to the IDL.
'0C BO 7F FF 0D 97 01 01 8E 08 <Checksum> 00’

Exp?cted 1. The IDL shall return the status bytes’90 00’ in valid Secure Messaging response.
results 2. The IDL shall return '6B 00’in valid Secure Messaging response.
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B.3.5.4 Test case SE_ISO7816_ReadEFSM_4

Test—ID SE_1SO7816_ReadEFSM 4

Purpose Checking the robustness of the READ BINARY command without short EF ID (Le
beyond EOF).

Version 1.0

Profile BAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.

N

An EF shall not be selected.

Test scenaria

1. Send the given SELECT EF.COM APDU to the IDL.
'0C A4 02 0C <Lc> 87 <Lg7> <Cryptogram> 8E 08 <Checksum> 00’

e <Lc> depends of the BAP configuration

¢ <Cryptogram> contains the following file identifier :
'00 1E’

2. Send a valid SM APDU (READ BINARY) to the IDL. The Le Byte requests more
data than available in the EF.COM file.
Note: Since the actual file on the IDL could be larger than'\necessary, the IDL
may return valid data in this case. If this happens, the test may have to be
repeated with an appropriated offset.
'0C B0 00 00 0D 97 01 EO 8E 08 <Checksum> 0Q’

Expected
results

1. The IDL shall return the status bytes’90 00’ invalid Secure Messaging response.

2. The IDL shall return status bytes ‘90 00’ of\an ISO warning or an ISO checking
error.

B.3.5.5 Test case SE_ISO7816_ReadEFSM_5

Test—ID SE _1SO7816_ReadEFSM_5

Purpose Checking the READ BINARY (EF.COM) command with short EF ID (positive test)
Version 1.0

Profile BAP

Preconditions

1. LDStapplication shall be selected and basic access shall be granted.
2. (An°EF shall not be selected.

Test scenarid

1:.Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.COM.
'0C BO 9E 00 <L.c>97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘60’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.5.6 Test case SE_ISO7816_ReadEFSM_6

Test—ID SE_1SO7816_ReadEFSM_6
Purpose Checking the READ BINARY (EF.SOD) command with short EF ID (positive test).
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Version 1.0
Profile BAP, PA
Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.SOD.
‘0C BO 9D 00 <Lc> 97 01 01 8E 08 <Checksum>

EXPTfted 1. The IDL shall return byte ‘77’ and the status bytes '90 00’ in valid Secure
results

M H
IVIUOOGHII Iy I'CopPUITOT.

B.3.5|7 Test case SE_ISO7816_ReadEFSM_7

Test L ID SE_ISO7816_ReadEFSM_7

Purpgse Checking the READ BINARY (EF.DG1) command with shaort EF ID (positive tgst).
Versipn 1.0

Profilg BAP

Precgnditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test gcenario 1. Send the given READ BINARY:short EF ID APDU to the IDL to read the firgt byte
of EF.DG1.
‘0C B0 81 00 <Lc> 97 0101 8E 08 <Checksum>

Expe¢ted 1. The IDL shall return.byte ‘61’ and the status bytes '90 00’ in valid Secure
result Messaging response.

L2

B.3.5|8 Test case SE_ISO7816_ReadEFSM_8

Test 1 ID SE_ISO7816_ReadEFSM_8

Purpgse Checking the READ BINARY (EF.DG2) command with short EF ID (positive tgst).
Versipn 1.0

ProfiIT BAP, DG2

Preconditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte

of EF.DG2.

’0C B0 82 00 <Lc> 97 01 01 8E 08 <Checksum>
Expected 1. The IDL shall return byte ‘6B’ and the status bytes '90 00’ in valid Secure
results Messaging response.
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B.3.5.9 Test case SE_ISO7816_ReadEFSM_9

Test—ID SE_ISO7816_ReadEFSM_9

Purpose Checking the READ BINARY (EF.DG3) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG3

Preconditions LDS application shall be selected and basic access shall be granted.

A EFstattotbesetected:

Test scenarig Send the given READ BINARY short EF ID APDU to the IDL to read the first

byte of EF.DG3.
'0C B0 83 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected 1. The IDL shall return byte ‘6C’ and the status bytes '90 00’ in valid Secure
results Messaging response.

B.3.5.10 Test case SE_ISO7816_ReadEFSM_10

Test—ID SE 1SO7816_ReadEFSM_10

Purpose Checking the READ BINARY (EF.DG4) commandwith short EF ID (positive test).
Version 1.0

Profile BAP, DG4

Preconditiong 1. LDS application shall be selegted and basic access shall be granted.

2. An EF shall not be selected.

Test scenarig 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.DG4.
'0C B0 84 00 <Le>97 01 01 8E 08 <Checksum>

Expected 1. The IDL shall return byte ‘65" and the status bytes '90 00’ in valid Secure
results Messaging¥esponse.

B.3.5.11 Test case SE)ISO7816_ReadEFSM_11

Test— ID SE_1SO7816_ReadEFSM_11
Purpose Checking the READ BINARYEF - DG5)command withrshort EF tD<positive test)—]
Version 1.0
Profile BAP, DG5
Preconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first

byte of EF.DG5.

'0C B0 85 00 <Lc> 97 01 01 8E 08 <Checksum>
Expected 1. The IDL shall return byte ‘67" and the status bytes '90 00’ in valid Secure
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results Messaging response.

B.3.5.12 Test case SE_ISO7816_ReadEFSM_12

Test—1ID SE_ISO7816_ReadEFSM_12

Purpose Checking the READ BINARY (EF.DG6) command with short EF ID (positive test).
Version 1.0

Profildla BAP, DG6

Precgnditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test gcenario 1. Send the given READ BINARY short EF ID APDU to the IBLto read the first byte
of EF.DG6.
'0C B0 86 00 <Lc> 97 01 01 8E 08 <Checksum>

Expegted 1. The IDL shall return byte ‘75" and the status bytes*90°00’ in valid Secure
result Messaging response.

L7

B.3.5{13 Test case SE_ISO7816_ReadEFSM_13

Test+ 1D SE_ISO7816_ReadEFSM_13

Purpgse Checking the READ BINARY\(EF.DG7) command with short EF ID (positive tgst).
Versipn 1.0

Profile BAP, DG7

Precgnditions 1. LDS application shall be selected and basic access shall be granted.

2. An EF shall not be selected.

Test gcenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the firgt byte
of,EF.DG7.
‘0C B0 87 00 <Lc> 97 01 01 8E 08 <Checksum>

Expe¢ted 1. The IDL shall return byte ‘63’ and the status bytes '90 00’ in valid Secure
result Messaging response.

L2

B.3.5.14 Test case SE_ISO7816_ReadEFSM_14

Test—ID SE_ISO7816_ReadEFSM_14
Purpose Checking the READ BINARY (EF.DG8) command with short EF ID (positive test).
Version 1.0
Profile BAP, DG8
Preconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.
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Test scenario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte
of EF.DGS8.
'0C B0 88 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘76’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.5.15 Test case SE_ISO7816_ReadEFSM_15

Test—ID SE_ISO7816_ReadEFSM_15

Purpose Checking the READ BINARY (EF.DG9) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG9

Preconditiong

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenarid

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.DG9.
'0C B0 89 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘70’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.5.16 Test case SE_ISO7816_ReadEFSM_16

Test—ID SE_ISO7816_ReadEFSM_16

Purpose Checking the READ BINARY/(EF.DG10) command with short EF ID (positive test).
Version 1.0

Profile BAP, DG10

Preconditiond

1. LDS application shall be selected and basic access shall be granted.
2. AgEF shall not be selected.

Test scenario

1..8end the given READ BINARY short EF ID APDU to the IDL to read the first
byte of EF.DG10.
'0C BO 8A 00 <Lc> 97 01 01 8E 08 <Checksum>

Expected
results

Secure Messaging response.

B.3.5.17 Test case SE_ISO7816_ReadEFSM_17

Test—ID SE_ISO7816_ReadEFSM_17

Purpose Checking the READ BINARY (EF.DG11) command with short EF ID (positive test).

Version 1.0
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Profile BAP, DG11

Preconditions 1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte

of EF.DG11.

'0C B0 8B 00 <Lc> 97 01 01 8E 08 <Checksum>
Expected 1. The IDL shall return the DG11 template tag and the status bytes *90 00’ in valid
results Secure Messaging response.

B.3.5|18 Test case SE_ISO7816_ReadEFSM_18

Test+ 1D SE_ISO7816_ReadEFSM_18

Purpgse Checking the READ BINARY (EF.DG12) command with short EF ID (positive fest).
Version 1.0

Profile BAP, NMA

Precqnditions 1. LDS application shall be selected and basi¢-access shall be granted.

2. An EF shall not be selected.

Test gcenario 1. Send the given READ BINARY shart EF ID APDU to the IDL to read the firgt byte
of EF.DG12.
'‘0C BO 8C 00 <Lc> 97 01 01 8E.08 <Checksum>

Expe¢ted 1. The IDL shall return byte “‘74%and the status bytes '90 00’ in valid Secure
result Messaging response.

L2

B.3.5{19 Test case SE_ISO7816_ReadEFSM_19

Test 1 ID SE_ISO7816_ReadEFSM_19

Purpgse Checking the READ BINARY (EF.DG13) command with short EF ID (positive fest).
Versipn 10

Profile BAP, AA

Precgnditions 1. LDS application shall be selected and basic access shall be granted.

2 A EF shattnotbe setected:

Test scenario 1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte

of EF.DG13.

’0C BO 8D 00 <Lc> 97 01 01 8E 08 <Checksum>
Expected 1. The IDL shall return byte ‘6F’ and the status bytes '90 00’ in valid Secure
results Messaging response.

B.3.5.20 Test case SE_ISO7816_ReadEFSM_20

Test—ID SE_ISO7816_ReadEFSM_20
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Purpose Checking the READ BINARY (EF.DG14) command with short EF ID (positive test).
Version 1.0
Profile BAP, EAP

Preconditions

1. LDS application shall be selected and basic access shall be granted.
2. An EF shall not be selected.

Test scenario

1. Send the given READ BINARY short EF ID APDU to the IDL to read the first byte

of EF.DG14.
'0C BO 8E 00 <l c>97 01 01 8E 08 <Checksum>

Expected
results

1. The IDL shall return byte ‘6E’ and the status bytes '90 00’ in valid Secure
Messaging response.

B.3.6 Tesft Unit SE_ISO7816_SelEF — Unprotected SELECT EF Command

o the

This unit verifies the implementation of the unprotected SELECT EF command.\lt)is only applicable
plain profile.

B.3.6.1 Test case SE_ISO7816_SelEF_1

Test—ID SE_ISO7816_SelEF_1

Purpose This test case verifies the SELECT (EF.COM)*€command (positive test).

Version 1.0

Profile Plain

Preconditiong

1. LDS application shall beselected.
2. An EF shall not be selected.

Test scenaria

1. EF.COM shall be-selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02-00 1E’

2. To verify.that EF.COM is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO-OO 00 01

Expected
results

1. AARe IDL shall return the status bytes ‘90 00'.
2.The IDL shall return byte ‘60’ and the status bytes ‘90 00’.

B.3.6.2 Test case SE_ISO7816_SelEF_2

Test—ID SE_1SO7816_SelEF_2

Purpose This test case checks the robustness of the SELECT command (invalid class byte).
Version 1.0

Profile Plain

Preconditions

1. LDS application shall be selected.

208
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2. An EF shall not be selected.

Test scenario 1. EF.COM shall be selected. Send the following SELECT APDU to the IDL. The
class tag is set to the invalid value of ‘80’.
‘80 A4 02 0C 02 00 1E’

2. To verify that EF.COM is not selected, send a valid READ BINARY APDU to the
IDL.
‘00 B0 00 0O OT

Expelcted 1. The IDL shall return an ISO checking error.
results

<. The DL shall retdrin an 150U ChecCkIng error.

B.3.6{3 Test case SE_ISO7816_SelEF_3

Test 1 ID SE_ISO7816_SelEF_3

Purpgse This test case checks the robustness of the SELECT command (invalid parameter P1).
Versipn 1.0

Profilg Plain

Precqnditions 1. The LDS application shall be selectéd) ‘An EF shall not be selected.

Test gcenario 1. EF.COM shall be selected. Send the following SELECT APDU to the IDL| The
parameter P1 is set to the invalid value of ‘12",
‘00 A4 120C 02 00 1E’

2. To verify that EF.COM is not selected, send a valid READ BINARY APDU|to the
IDL.
‘00 BO 00 00 0%

Expegted 1. The IDL(shall return an ISO checking error.
result 2. The DL shall return an ISO checking error.

172

B.3.6|4 Test case SE_ISO7816_SelEF_4

Test 1 ID SE_ISO7816_SelEF_4

Purpgse This test case checks the robustness of the SELECT command (invalid parameter P2).
Version 1.0

Profile Plain

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. EF.COM shall be selected. Send the following SELECT APDU to the IDL. The
parameter P2 is set to the invalid value of ‘“1C’.
‘00 A4 021C 0200 1FE’

2. To verify that EF.COM is not selected, send a valid READ BINARY APDU to the
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IDL.
‘00 BO 00 00 01’

Expected
results

1. The IDL shall return an ISO checking error.
2. The IDL shall return an ISO checking error.

B.3.6.5 Test case SE_ISO7816_SelEF_5

Test—ID SE_ISO7816_SelEF_5

Purpose This test case checks the robustness of the SELECT command (invalid Lc).
Version 1.0

Profile Plain

Preconditiong

1. The LDS application shall be selected. An EF shall not be selected.

Test scenaria

1. EF.COM shall be selected. Send the following SELECT. APDU to the IDL. The
parameter Lc is set to the invalid value of ‘03’.
‘00 A4 021C 03 00 1F’

2. To verify that EF.COM is not selected, send-a.valid READ BINARY APDU to the
IDL.
‘00 BO 00 00 01’

Expected
results

1. The IDL shall return an ISO checking error.
2. The IDL shall return an ISO chegcking error.

B.3.6.6 Test case SE_ISO7816_SelEF_6

Test—ID SE_ISO7816_SelEF_B6

Purpose This test case-verifies the SELECT (EF.SOD) command (positive test).
Version 1.0

Profile Plain) PA

Preconditions

1. The LDS application shall be selected. An EF shall not be selected.

Test scenario

1. EF.SOD shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 1D’

2. To verify that EF.SOD is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘77’ and the status bytes ‘90 00'.
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B.3.6.7 Test case SE_ISO7816_SelEF_7

Test—ID SE_ISO7816_SelEF_7

Purpose This test case verifies the SELECT (EF.DG1) command (positive test).
Version 1.0

Profile Plain

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. EF. DG1 shall be selected. Send the following SELECT APDU to the |DL.
‘00 A4 020C 02 00 071

2. To verify that EF.DG1 is selected, send a valid READ BINARY, APDU to the IDL.
‘00 BO 00 00 01’

Expe¢ted 1. The IDL shall return the status bytes ‘90 00'.
result The IDL shall return byte ‘61’ and the status bytes /90-00’.

172
N

B.3.6/8 Test case SE_ISO7816_SelEF_8

Test+ID SE_ISO7816_SelEF_8

Purpgse This test case verifies the SELECT. (EF.DG2) command (positive test).
Versipn 1.0

Profilg Plain, DG2

Precqnditions 1. The LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. EF. DGZ shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 02’

2.(To'verify that EF.DG2 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00O OO OT

Expe¢ted 1. The IDL shall return the status bytes ‘90 00'.
result The IDL shall return byte ‘75’ and the status bytes ‘90 00'.

L2
N

B.3.6.9 Testcase SE_ISO7816_SelEF_9

Test—ID SE_ISO7816_SelEF_9

Purpose This test case verifies the SELECT (EF.DG3) command (positive test).
Version 1.0

Profile Plain, DG3

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

© ISO/IEC 2011 — All rights reserved 211


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

Test scenario 1. EF. DG3 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 03’

2. To verify that EF.DG3 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘63’ and the status bytes ‘90 00'.

B.3.6.10 Test case SE_ISO7816_SelEF_10

Test—ID SE_ISO7816_SelEF_10

Purpose This test case verifies the SELECT (EF.DG4) command (positive test).
Version 1.0

Profile Plain, DG4

Preconditions 1. The LDS application shall be selected. An EF shall fotbe selected.

Test scenarig 1. EF.DG4 shall be selected. Send the following, SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 04’

2. To verify that EF.DG4 is selected, send.awalid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘657and the status bytes ‘90 00'.

B.3.6.11 Test case SE_ISO7816_SelEF.11

Test—ID SE_ISO7816_SelEF_11

Purpose This test case-verifies the SELECT (EF.DG5) command (positive test).
Version 1.0

Profile Plain, DG5

Preconditions aloctad

TICTTTUTT

mEN

Th
T

P

Test scenario 1. EF.DGS5 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 05’

2. To verify that EF.DG5 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘67’ and the status bytes ‘90 00'.
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B.3.6.12 Test case SE_ISO7816_SelEF_12

Test—ID SE_ISO7816_SelEF_12

Purpose This test case verifies the SELECT (EF.DG6) command (positive test).
Version 1.0

Profile Plain, DG6

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. EF.DGB6 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 06’

2. To verify that EF.DG6 is selected, send a valid READ BINARY, APDU to the IDL.
‘00 BO 00 00 01’

Expe¢ted 1. The IDL shall return the status bytes ‘90 00'.
result The IDL shall return byte ‘75" and the status bytes /90-00’.

172
N

B.3.6/{13 Test case SE_ISO7816_SelEF_13

Test+ID SE_ISO7816_SelEF_13

Purpgse This test case verifies the SELECT (EF.DG7) command (positive test).
Versipn 1.0

Profilg Plain, DG7

Precqnditions 1. The LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. EF.DG7,shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02°0C 02 00 07

2. Toverify that EF.DG7 is selected, send a valid READ BINARY APDU to the IDL.
‘00 B0 00 00 OT

Expe¢ted 1. The IDL shall return the status bytes ‘90 00'.
result The IDL shall return byte ‘63’ and the status bytes ‘90 00'.

L2
N

B.3.6.14 Test case SE_ISO7816_SelEF_14

Test—ID SE_ISO7816_SelEF_14

Purpose This test case verifies the SELECT (EF.DG8) command (positive test).
Version 1.0

Profile Plain, DG8

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.
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Test scenario 1. EF.DGS8 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 08’

2. To verify that EF.DGS8 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘76’ and the status bytes ‘90 00'.

B.3.6.15 Teth case SE_ISO7816_SelEF_15

Test—ID SE_ISO7816_SelEF_15

Purpose This test case verifies the SELECT (EF.DG9) command (positive test).
Version 1.0

Profile Plain, DG9

Preconditions 1. The LDS application shall be selected. An EF shall.fict be selected.

Test scenarig 1. EF.DG9 shall be selected. Send the following’SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 09’

2. To verify that EF.DG9 is selected, send\avalid READ BINARY APDU to the IDL.
‘00 BO 00 0O OT

Expected 1. The IDL shall return the status:bytes ‘90 00'.
results 2. The IDL shall return byte ‘78%and the status bytes ‘90 00'.

B.3.6.16 Test case SE_ISO7816_SelEF_16

Test—ID SE_ISO7816_SelEF_16

Purpose This test case verifies the SELECT (EF.DG11) command (positive test).
Version 1.0

Profile Blain, DG11

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. EF.DG11 shall be selected. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 0B’

2. To verify that EF.DG11 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 00 01’

Expected 1. The IDL shall return the status bytes ‘90 00'.

results 2. The IDL shall return the byte value of the tag assigned by the issuing authority
and the status bytes ‘90 00’.
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B.3.6.17 Test case SE_ISO7816_SelEF_17

Test—ID SE_ISO7816_SelEF_17

Purpose This test case verifies the SELECT (EF.DG12) command (positive test).
Version 1.0

Profile Plain, NMA

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. EF.DG12 shall be selected. Send the following SELECT APDU to the, IDL}.
‘00 A4 02 0C 02 00 OC’

2. To verify that EF.DG12 is selected, send a valid READ BINARY-APDU to the IDL.
‘00 BO 00 00 01’

Expe¢ted 1. The IDL shall return the status bytes ‘90 00'.
result The IDL shall return byte ‘71" and the status bytes /90-00’.
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B.3.6/18 Test case SE_ISO7816_SelEF_18

Test+ID SE_ISO7816_SelEF_18

Purpgse This test case verifies the SELECT. (EF.DG13) command (positive test).
Versipn 1.0

Profilg Plain, AA

Precqnditions 1. The LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. EF.DG13 shall be selected. Send the following SELECT APDU to the IDL{
‘00 A4 02 0C 02 00 OD’

2.(To'verify that EF.DG13 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00O OO OT

Expe¢ted 1. The IDL shall return the status bytes ‘90 00'.
result The IDL shall return byte ‘6F’ and the status bytes ‘90 00'.

L2
N

B.3.6.19 Test case SE_ISO7816_SelEF_19

Test—ID SE_ISO7816_SelEF_19

Purpose This test case verifies the SELECT (EF.DG14) command (positive test).
Version 1.0

Profile Plain, EAP
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Preconditions

. The LDS application shall be selected. An EF shall not be selected.

Test scenario

. EF.DG14 shall be selected. Send the following SELECT APDU to the IDL.

‘00 A4 02 0C 02 00 OF’

2. To verify that EF.DG14 is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 0O OT
Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return byte ‘6E’ and the status bytes ‘90 00’.

B.3.6.20 Test case SE_ISO7816_SelEF_20

Test—ID SE_ISO7816_SelEF_20

Purpose This test case verifies the SELECT command when the file to bejselected does nof
exist.

Version 1.0

Profile Plain

Preconditiong

1.

The LDS application shall be selected. An EF,shall not be selected.

Test scenaria

1.

A non existing file shall be selected. Send the following SELECT APDU to the
IDL.
‘00 A4 02 0C 02 02 02’

2. To verify that no file is selected, send a valid READ BINARY APDU to the IDL.
‘00 BO 00 0O OT
Exp?cted 1. The IDL shall returnCan ISO checking error.
results 2. The IDL shall return an ISO checking error.

B.3.7 Tesft Unit SE_ISO7816_ReadEF — Unprotected READ BINARY Command

to the

This unit verifies the implementation of the unprotected READ BINARY command. It is only applicable
plain profile.

B.3.7.1 Testcase SE_I1SO7816 ReadEF 1

Test—ID SE_ISO7816_ReadEF_1

Purpose This test case verifies the READ BINARY command (w/o short EF ID) (positive test).
Version 1.0

Profile Plain

Preconditions

1.

The LDS application shall be selected.

Test scenario

1.

Send the following SELECT APDU to the IDL.

216
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‘00 A4 020C 02 00 1FE’

2. Send the READ BINARY APDU to the IDL, this will read the first bytes (256 at
maximum) of the EF.COM.
‘00 BO 00 00 00’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return maximum 256 bytes of data followed by status bytes ‘90 00’.

B.3.7|2 Test case SE_ISO7816_ReadEF_2

Test 1 ID SE_ISO7816_ReadEF_2

Purpgse Test the robustness of the READ BINARY command (w/o short EF'ID) (invalid class
byte).

Versipn 1.0

Profil¢ Plain

Precgnditions 1. The LDS application is selected. This test.case implicitly tests the SELEC[T
command; so it is required that the IDL has previously passed the SELECT Test
SE_1SO7816_ReadEF_1, otherwise this test will fail.

Test gcenario 1. Send the following SELECT APBU‘o the IDL.
‘00 A4 02 0C 02 00 1E’

2. Send the READ BINARY“APDU to the IDL. The class byte is set to the inyalid
value of ‘80’.
‘80 BO 00 00 0O’

Expected 1. The IDL shallreturn the status bytes ‘90 00'.
result . The IDL shal return an ISO checking error.

14
N

B.3.7|3 Test case SE)ISO7816_ReadEF_3

Test+ID SE_I1SO7816_ReadEF_3

Purpgse Test the robustness of the READ BINARY command (w/o short EF ID) (¢ffset
beyond EOF).

Version 1.0

Profile Plain

Preconditions 1. The LDS application is selected. This test case implicitly tests the SELECT
command; so it is required that the IDL has previously passed the SELECT
Test SE_1SO7816_ReadEF_1, otherwise this test will fail.

Test scenario 1. Send the following SELECT APDU to the IDL.
‘00 A4 02 0C 02 00 1E’

2. Send the READ BINARY APDU to the IDL. The offset is beyond the end of
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the EF.COM file. Note: Since the actual file on the IDL could be larger than
necessary, the IDL may return valid data in this case. If this happens, the test
may have to be repeated with an appropriated offset.

‘00 BO 7F FF 00’

Expected 1. The IDL shall return the status bytes ‘90 00'.
results 2. The IDL shall return an ISO checking error.

B.3.7.4 Test case SE_ISO7816_ReadEF_4

Test—ID SE_ISO7816_ReadEF_4

Purpose Test the robustness of the READ BINARY command (w/o short EF ID) (Le beyond
EOF).

Version 1.0

Profile Plain

Preconditions 1. The LDS application is selected. This test case implicitly'tests the SELECT

command; so it is required that the IDL has previously’passed the SELECT
Test SE_1SO7816_ReadEF_1, otherwise this testwill fail.

Test scenarig 1. Send the following SELECT APDU to the IDL;
‘00 A4 02 0C 02 00 1E’

2. Send the READ BINARY APDU to the IDL. The Le byte is requests more data
than available in the EF.COM file;\ Note: Since the actual file on the IDL could
be larger than necessary, the IDL may return valid data in this case. If this

happens, the test may have 10 be repeated with an appropriated offset.
‘00 BO 00 00 EO

Expected 1. The IDL shall return-the status bytes ‘90 00'.
results 2. The IDL shall return status bytes '90 00’, an ISO warning or an ISO checking
error.

B.3.7.5 Test case SE_ISO7816_ReadEF_5

Test— ID SE)ISO7816_ReadEF_5

Purpose This test case verifies the READ BINARY command (EF.COM short EF ID)

(nositive test)
(POSr VeSSt

Version 1.0

Profile Plain

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.COM.
‘00 BO 9E 00 00’
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Expected results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.6 Test case SE_ISO7816_ReadEF_6

Test— ID SE_ISO7816_ReadEF_6

Purpose This test case verifies the READ BINARY command (EF.SOD short EF ID)
(positive test).

Versigm +6

Profil¢ Plain, PA

Precdnditions 1. The LDS application shall be selected. An EF shall not be selécted.

Test gcenario 1. Send the READ BINARY APDU to the IDL, this will readthe first bytes (456

bytes at maximum) of the EF.SOD.
‘00 BO 9D 00 00’

Expe¢ted results 1. The IDL shall return the status bytes ‘90 00

B.3.7|7 Test case SE_ISO7816_ReadEF_7

Test L D SE_ISO7816_ReadEF_7

Purpgse This test case verifies the» READ BINARY command (EF.DG1 short EF ID)
(positive test).

Versipn 1.0

Profil¢ Plain

Precdnditions 1. The.LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. ySend the READ BINARY APDU to the IDL, this will read the first bytes (456

bytes at maximum) of the EF.DG1.
‘00 BO 81 00 00’

Expe¢ted results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.8 Test case SE_ISO7816_ReadEF_8

Test—ID SE _I1SO7816_ReadEF_8

Purpose This test case verifies the READ BINARY command (EF.DG2 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG2
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Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG2.
‘00 BO 82 00 00°

Expected results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.9 Test case SE_ISO7816_ReadEF_9

Test—ID SE _ISO7816_ReadEF_9

Purpose This test case verifies the READ BINARY command (EF.DG3 short, EF,1D)
(positive test).

Version 1.0

Profile Plain, DG3

Preconditions 1. The LDS application shall be selected. An EF shall.riobbe selected.

Test scenarig 1. Send the READ BINARY APDU to the IDL, this-will read the first bytes (256

bytes at maximum) of the EF.DG3.
‘00 BO 83 00 00

Expected resplts 1. The IDL shall return the status bytes.90'00’.

B.3.7.10 Test case SE_ISO7816_ReadEF_10

Test— ID SE_ISO7816_ReadEF_10

Purpose This test case verifies the READ BINARY command (EF.DG4 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG4

Preconditions 1.—/The LDS application shall be selected. An EF shall not be selected.

Test scenarig 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bt U P RV RT-- A W-C 3 1 4 [l il YW, |
UleO (=19 IIIaI\IIIIuIII} UT UG LT . LU,

‘00 BO 84 00 00°

Expected results 1. The IDL shall return the status bytes ‘90 00’.

B.3.7.11 Test case SE_ISO7816_ReadEF_11

Test— ID SE_ISO7816_ReadEF_11

Purpose This test case verifies the READ BINARY command (EF.DG5 short EF ID)
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(positive test).

Version 1.0

Profile Plain, DG5

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.DG5.
‘00 BO 85 00 00

Expe¢ted results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7{12 Test case SE_ISO7816_ReadEF_12

TestL 1D SE_1SO7816_ReadEF_12

Purpgse This test case verifies the READ BINARY command (EF.DG6 short EF ID)
(positive test).

Versipn 1.0

Profilg Plain, DG6

Precdnditions 1. The LDS application shall bé.selected. An EF shall not be selected.

Test gcenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (456

bytes at maximum)6fithe EF.DG6.
‘00 BO 86 00 00:

Expe¢ted results 1. The IDL shall.return the status bytes ‘90 00'.

B.3.7|13 Test case SE\.ISO7816_ReadEF_13

Test1 D SE_1SO7816_ReadEF_13

Purpgse This test case verifies the READ BINARY command (EF.DG7 short EF ID)
(positive test).

Version 10

Profile Plain, DG7

Preconditions 1. The LDS application shall be selected. An EF shall not be selected.

Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.DG7.
‘00 BO 87 00 00°

Expected results 1. The IDL shall return the status bytes ‘90 00’.
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B.3.7.14 Test case SE_ISO7816_ReadEF_14

Test—ID SE_ISO7816_ReadEF_14

Purpose This test case verifies the READ BINARY command (EF.DG8 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG8

Preconditions

1 _Thel DS npplir\afinn shall be selected —AR-EE shallnotbe selected

Test scenaria

1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG8.
‘00 BO 88 00 0O’

Expected resplts

1. The IDL shall return the status bytes ‘90 00'.

B.3.7.15 Test case SE_ISO7816_ReadEF_15

Test—ID SE_ISO7816_ReadEF_15

Purpose This test case verifies the READ BINARY. command (EF.DG9 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG9

Preconditiong

1. The LDS application shall'be selected. An EF shall not be selected.

Test scenarid

1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG9.
‘00 BO 89 00 00°

Expected resplts

1. The IDL shall return the status bytes ‘90 00'.

B.3.7.16 Test case SE”I1SO7816_ReadEF_16

Test—ID SE_ISO7816_ReadEF_16

Purpose This test case verifies the READ BINARY command (EF.DG11 short EF ID)
(positive test).

Version 1.0

Profile Plain, DG11

Preconditions

1. The LDS application shall be selected. An EF shall not be selected.

Test scenario

1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256
bytes at maximum) of the EF.DG11.
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‘00 BO 8B 00 00°

Expected results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.17 Test case SE_ISO7816_ReadEF_17

Test— ID SE_ISO7816_ReadEF_17

Purpose This test case verifies the READ BINARY command (EF.DG12 short EF ID)
(positive test).

Versipn 1.0

Profilg Plain, NMA

Precdnditions 1. The LDS application shall be selected. An EF shall notbe’selected.

Test gcenario 1. Send the READ BINARY APDU to the IDL, this willread the first bytes (356

bytes at maximum) of the EF.DG12.
‘00 BO 8C 00 00°

Expe¢ted results 1. The IDL shall return the status bytes ‘90.00".

B.3.7|18 Test case SE_ISO7816_ReadEF_18

Test1 1D SE_1SO7816_ReadEF_18

Purpgse This test case verifies-the READ BINARY command (EF.DG13 short EF ID)
(positive test).

Versipn 1.0

Profilg Plain, AA

Precdnditions 1. (The LDS application shall be selected. An EF shall not be selected.

Test gcenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (356

bytes at maximum) of the EF.DG13.
‘00 BO 8D 00 00’

Expeg¢ted results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.19 Test case SE_ISO7816_ReadEF_19

Test—ID SE_ISO7816_ReadEF_19

Purpose This test case verifies the READ BINARY command (EF.DG14 short EF ID)
(positive test).

Version 1.0
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Profile Plain, EAP
Preconditions 1. The LDS application shall be selected. An EF shall not be selected.
Test scenario 1. Send the READ BINARY APDU to the IDL, this will read the first bytes (256

bytes at maximum) of the EF.DG14.
‘00 BO 8E 00 00

Expected results 1. The IDL shall return the status bytes ‘90 00'.

B.3.7.20 Test case SE_ISO7816_ReafEF_20

Test—ID SE_ISO7816_ReadEF_20

Purpose This test case verifies the READ BINARY command when the file~i0- be selected
does not exist.

Version 1.0

Profile Plain

Preconditions 1. The LDS application shall be selected. AnEF-shall not be selected.
Test scenaric 1. A non existing file shall be implicitly selectéd. Send the following READ

BINARY APDU to the IDL.
‘00 BO 92 00 00’

Expected respilts 1. The IDL shall return an ISQ_checking error.

B.3.8 Test Unit SE_ISO7816_AA — Active Authentication

B.3.8.1 Test Case SE_ISO7816_.AA_001

Test Case-ID SE_ISO7816_AA_001
Purpose Verify the behaviour of a non-BAP protected IDL in response to the INTERNAL
AUTHENTICATE command (positive test).
Version 1.0
References ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7.5.2
Profile AA_ _Plain
Preconditions 1. The LDS application shall have been selected.
2. The ActiveAuthenticationPublicKeylnfo stored in data group 13 shall have
been read.
Test Scenario 1. Send the given INTERNAL AUTHENTICATE command to the IDL:
'00 88 000008 5566 77 88 11 22 33 44 00'.
Expected Results | 1 Response data and '90 00’ (without secure messaging).

224 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

B.3.8.2 Test Case SE_ISO7816_AA_002

Test Case-ID SE_ISO7816_AA_002

Purpose Verify the behaviour of a BAP protected IDL in response to the INTERNAL
AUTHENTICATE command (positive test).

Version 1.0

References ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7.5.2

Profile AA
BAP

Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ActiveAuthenticationPublicKeylnfo stored in data group 13 shall haye
been read.

4. All commands are encoded as valid Secure Messaging APBUS.

Test Scenario 1. Send the given INTERNAL AUTHENTICATE command:
‘0C 88 00 00 <Lc> 87 <L87> 01 <cryptogram> 97 01 00 808 <checksum3x 00’
<cryptogram> contains the following encrypted data: '55 66 77 88 11 22 33(44’

Expected Results | 1. Response data and '90 00’ in a valid Secure Messaging response APD.

B.3.8|3 Test Case SE_ISO7816_AA_003

Tesf{ Case-ID SE_ISO7816_AA 003

Purgose Verify the behaviour of an IDL in<tesponse to the INTERNAL AUTHENTICATE
command if RND.IFD < 8 bytes:

Vergion 1.0

Refdgrences ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7:5.2

Profile AA

Predonditions . The LDS application shall have been selected.

1
2. If BAP is supported, the BAP mechanism shall have been performed.
3

. The ActiveAuthenticationPublicKeylnfo stored in data group 13 shall haye
been read.

4. I-BAP is supported, all commands are encoded as valid Secure Messaging
APDUs.

Tesf Scenario T. Send the INTERNAL AUTHENTICATE command with RND.IFD ’11 22 33
44’

Expected Results | 1. 1SO checking error. If BAP is supported, the response APDU shall be
encoded in a valid Secure Messaging format.
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B.3.8.4 Test Case SE_ISO7816_AA_004

Test Case-ID SE_ISO7816_AA_004

Purpose Verify the behaviour of an IDL in response to the INTERNAL AUTHENTICATE
command if RND.IFD > 8 bytes.

Version 1.0

References ISO/IEC 18013-3:2009, 8.2
ISO/IEC 7816-4:2005, 7.5.2

Profile AA

Preconditions

1. The LDS application shall have been selected.

2 1fBAP is innlnnr‘rpd the BAP mechanism shall have heen Inprfnrmnri

3. The ActiveAuthenticationPublicKeyInfo stored in data group 13 shall have
been read.

4. If BAP is supported, all commands are encoded as valid Secure Messaging
APDUs.

Test Scenar

(0]

1. Send the INTERNAL AUTHENTICATE command with RND.IFD~11 22 33 44
5566 77 88 99'.

Expected R

psults

1. ISO checking error. If BAP is supported, the response APDU shall be
encoded in a valid Secure Messaging format.
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B.3.8.5 Test Case SE_ISO7816_AA_005

Test Case-ID SE_ISO7816_AA_005
Purpose This test checks the RSA signature that has been generated during Active
Authentication.
Version 1.0
References ISO/IEC 18013-3:2009
ISO/IEC 9796-2
RFC-3280
RFC-3279
Profile AA
AA-RSA

Preqonditions

1. EF.DG13 has been retrieved from the IDL.
2. EF.DG13 contains a valid RSA public key.

3. The RND.IFD and the signature that has been generated by the€ IDL are
available.

Test| Scenario

1. Obtain the plaintext signature from the Internal Authenticate Response.

2. Decipher the Active Authentication signature using-the'Public Key from
EF.DG13.

3. "Signature Opening" - Check the leftmost 2 bits of the Recoverable String.
4. "Signature Opening" - Check the last byte(efithe Recoverable String.

5. "Intermediate String Recovery" - Retrieve the number of padding bits from
the beginning of the Recoverable Stting.

6. "Trailer Recovery" - Check the last byte of the Recoverable String.

7. "Hash Code Checking" - Retrieve the hash code from the Recoverable
String.

Expg¢cted Results

1. The length of the signature shall be in accordance with the length of the
public key from EF.DG43.

2. The length of the deciphered signature shall be in accordance with the length
of the public key.from EF.DG13.

3. The leftmost2-bits of the Recoverable String shall be equal to '01'b.

4. The rightmost 4 bits of the Recoverable String shall be equal to "1100'b

5. The number of padding bits equal to '0'b following the 3rd bit of the
Recoverable String shall be less than 8.

6,~The Trailer of the Recoverable String shall be ‘BC’ for trailer option 1 or|‘CC’
for trailer option 2 (ISO/IEC 9796-2 digital Signature Scheme 1, with ha
HASH according to hash-function identifier).

7. The hash code shall match the hash calculated over M1||M2 (M1 is the
nonce that has been generated by the IDL; M2 is RDN.IFD).

o

B.3.8|6.(Test Case SE_ISO7816_AA_006

Test Case-ID SE_ISO7816_AA 006
Purpose This test checks the ECDSA signature that has been generated by the IDL during
Active Authentication.
Version 1.0
References ISO/IEC 18013-3:2009
RFC-3280
RFC-3279
Profile AA
AA-ECDSA

Preconditions

1. EF.DG13 has been retrieved from the IDL.
2. EF.DG13 contains a valid EC public key.
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Test Scenario

. Obtain the plaintext signature from the Internal Authenticate Response.
. Verify the signature using ECDSA SHA-1.

Expected Results

. The length of the signature shall be in accordance with the length of the
public key from EF.DG13.

. Signature verification shall be successful.

B.3.9 Test Unit SE

_1SO7816_SecEAP - Security Conditions for EAP protected IDL

On an EAP protected IDL, some data groups containing for example sensitive biometric data shall be

protected by

performed on

accessible aff

he TA mechanisms. VVhIle other data groups are accessible atter the BAP mechanism has
a BAP protected IDL or without BAP on a plain IDL, the EAP protected data groups shall o
er a successful TA process.

been
hly be

B.3.9.1 Test case SE_ISO7816_SecEAP_1

Test—ID SE_1SO7816_SecEAP_1

Purpose SELECT EF command for EF.DG2 within an established\Secure Messaging
session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG2

Preconditions 1. DG2 shall be EAP protected. Otherwise,$kip the test.
2. The LDS application shall have been.selected.
3. The BAP mechanism shall have bbeen performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid’Secure Messaging APDUs.

Test scenaric 1. Send the given SELECT EF APDU for EF.DG2 to the IDL. Though the CA

mechanism has been\performed, the access to the DG2 shall be denied.
'0C A4 02 0C 15,87,<Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram>\coéntains the encrypted file ID ('00 02’).

Expected res

Lilts

Checkingrerror ’69 82’ within a valid SM response.

B.3.9.2 Test case SE)ISO7816_SecEAP_2

Test—ID SE_ISO7816_SecEAP_2
Purpose READ BINARY command with short EF 1D for EF.DGZ within_an established
Secure Messaging session, but before the TA mechanism has been performed.
Version 1.0
Profile EAP, DG2
Preconditions 1. DG2 shall be EAP protected. Otherwise, skip the test.
2. The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.
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Test scenario 1. Send the given READ BINARY APDU for EF.DG2 (short EF ID ‘02’) to the
IDL. Though the CA mechanism has been performed, the access to the DG2
shall be denied.

'0C B0 82 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results | 1. Checking error '69 82’ within a valid SM response.

B.3.9.3 Test case SE_ISO7816_SecEAP_3

Test —1D QF_IQ(WR‘I R_Qpr‘FAP_'%

Purpgse READ BINARY command with odd instruction byte and short EF IDcfor EF.DG2
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Versipn 1.0

Profile EAP, DG2, OddIns

Precgnditions DG?2 shall be EAP protected. Otherwise, skipthe'test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protecteq IDL).
The CA mechanism shall have beeniperformed as well.
All APDUs are sent as valid Secure.Messaging APDUs.

SN =

Test gcenario Send the given READ BINARY:APDU for EF.DG2 (short EF ID ‘02') to the

IDL. Though the CA mechahism has been performed, the access to the|DG2
shall be denied.
'0C B1 00 02 17 85 <Lgs=>'<Cryptogram> 97 01 01 8E 08 <Checksum> 0

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : '54
01 00’

<

Expegted results | 1. Checking error '69 82’ within a valid SM response.

B.3.9|4 Test case SE(I1SO7816_SecEAP_4

Test+ ID SE _1SO7816_SecEAP_4

Purpgse SELECT EF command for EF.DG3 within an established Secure Mespaging
session, but before the TA mechanism has been performed.

Versipn 1.0

Profile EAP, DG3

Preconditions DG3 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

SN

Test scenario Send the given SELECT EF APDU for EF.DG3 to the IDL. Though the CA

mechanism has been performed, the access to the DG3 shall be denied.
'0C A4 02 0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
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<Cryptogram> contains the encrypted file ID ('00 03’).

Expected results

1. Checking error 69 82’ within a valid SM response.

B.3.9.5 Test case SE_ISO7816_SecEAP_5

Test—ID SE_1SO7816_SecEAP_5
Purpose READ BINARY command with short EF ID for EF.DG3 within an established
Secure Messaging session, but before the TA mechanism has been performed.
Version 1.0
Profile EAP, DG3
Preconditions 1. DG3 shall be EAP protected. Otherwise, skip the test.
2. The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well,
5. All APDUs are sent as valid Secure Messaging APBDUs.
Test scenarig 1. Send the given READ BINARY APDU for EF.DG3'(short EF ID ‘03’) to the

IDL. Though the CA mechanism has been performed, the access to the DG3
shall be denied.
'0C B0 83 00 0D 97 01 01 8E 08 <Checksun1>'00’

Expected reslplts

1. Checking error '69 82’ within a valid.SM response.

B.3.9.6 Test case SE_ISO7816_SecEAP_6

Test—ID SE_ISO7816_SecEAP_6

Purpose READ BINARY cemmand with odd instruction byte and short EF ID for EF.DG3
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP)DG3, Oddins

Preconditiong

DG3 shall be EAP protected. Otherwise, skip the test.
The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protecied 1DL).
The CA mechanism shall have been performed as well.
All APDUs are sent as valid Secure Messaging APDUs.

Test scenario

il P

Send the given READ BINARY APDU for EF.DG3 (short EF ID ‘03’) to the
IDL. Though the CA mechanism has been performed, the access to the DG3
shall be denied.

'0C B1 00 03 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : '54
0100

Expected results

1. Checking error '69 82’ within a valid SM response.
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B.3.9.7 Test case SE_ISO7816_SecEAP_7

Test—ID SE_ISO7816_SecEAP_7

Purpose SELECT EF command for EF.DG4 within an established Secure Messaging
session, but before the TA mechanism has been performed.

Version 1.0

Profile AP DG4

Precgnditions DG4 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protected IDL).

All APDUs are sent as valid Secure Messaging APDUs:

1
2
3
4. The CA mechanism shall have been performed as well;
5
Test gcenario 1

Send the given SELECT EF APDU for EF.DG4 t¢.the IDL. Though the CA
mechanism has been performed, the access to'the DG4 shall be denied
'0C A4 02 0C 15 87 <Lg;> 01 <Cryptogram>-8E’08 <Checksum> 00’

<Cryptogram> contains the encrypted file|D ('00 04’).

Expegted results | 1. Checking error 69 82’ within a valid-SM response.

B.3.9|8 Test case SE_ISO7816_SecEAP_8

Test 1 ID SE_ISO7816_SecEAP_8

Purpgse READ BINARY command with short EF ID for EF.DG4 within an established
Secure Messaging-session, but before the TA mechanism has been performed.

Versipn 1.0

Profilg EAR;. DG4

Precgnditions DG4 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protecteq IDL).
The CA mechanism shall have been performed as well.
All APDUs are sent as valid Secure Messaging APDUs

| AR A

Test scenario Send the given READ BINARY APDU for EF.DG4 (short EF ID ‘04’) to the

IDL. Though the CA mechanism has been performed, the access to the DG4
shall be denied.

'0C BO 84 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected results

—_

Checking error '69 82’ within a valid SM response.
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B.3.9.9 Test case SE_ISO7816_SecEAP_9

Test—ID SE_ISO7816_SecEAP_9

Purpose READ BINARY command with odd instruction byte and short EF ID for EF.DG4
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG4, Oddins

Preconditions DG4 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected.IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

Test scenarid

il I

Send the given READ BINARY APDU for EF.DG4 (short EF ID."04’) to the
IDL. Though the CA mechanism has been performed, thelaccess to the DG4
shall be denied.

'0C B1 00 04 17 85 <Lgs> <Cryptogram> 97 01 01 8E°08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with\the encoded offset 00 : ’54
01 00

Expected respilts | 1. Checking error 69 82’ within a valid SM résponse.

B.3.9.10 Test case SE_ISO7816_SecEAP_10

Test—ID SE_ISO7816_SecEAP_10

Purpose SELECT EF commandxfor EF.DG5 within an established Secure Messaging
session, but before the\TFA mechanism has been performed.

Version 1.0

Profile EAP, DG5

Preconditions DG5 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

AttAPDUsare sentas vatid-Secure Messagimg APDUs:

Test scenario

IS R 2

Send the given SELECT EF APDU for EF.DG5 to the IDL. Though the CA
mechanism has been performed, the access to the DG5 shall be denied.
'0C A4 02 0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted file ID ('00 05’).

Expected results | 1. Checking error 69 82’ within a valid SM response.
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B.3.9.11 Test case SE_ISO7816_SecEAP_11

Test—ID SE_ISO7816_SecEAP_11

Purpose READ BINARY command with short EF ID for EF.DG5 within an established
Secure Messaging session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG5

Preconditions 1—DG5 shallbe EAR protected—Otherwise,skipthetest—

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP pratected IDL).
The CA mechanism shall have been performed as well.
All APDUs are sent as valid Secure Messaging APDUs.

L

Test gcenario Send the given READ BINARY APDU for EF.DG5 (shortEFID ‘05’) to the

IDL. Though the CA mechanism has been performed, the access to the QG5
shall be denied.

'0C B0 85 00 0D 97 01 01 8E 08 <Checksum> 00

Expe¢ted
resulf]

—_

Checking error ’69 82’ within a valid SM résponse.

L2

B.3.9|12 Test case SE_ISO7816_SecEAP_12

Test +ID SE_ISO7816_SecEAP_12

Purpgse READ BINARY command with odd instruction byte and short EF ID for EF|DG5
within an established, Secure Messaging session, but before the TA mechgnism
has been performed:

Versipn 1.0

Profile EAP,DG5, Oddins

Precgnditions DGS5 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.
All APDUs are sent as valid Secure Messaging APDUs.

S R N2

Test scenario Send the given READ BINARY APDU for EF.DG5 (short EF ID ‘05’) to the

IDL. Though the CA mechanism has been performed, the access to the DG5
shall be denied.

'0C B1 00 05 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : 54
0100’

Expected
results

—_

Checking error ’69 82’ within a valid SM response.
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B.3.9.13 Test case SE_ISO7816_SecEAP_13

Test—ID SE_ISO7816_SecEAP_13

Purpose SELECT EF command for EF.DG6 within an established Secure Messaging
session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG6

Preconditions

1 DGB shallbe EAR prn+nr~fnd ﬁfhonuieo’ ellip the test

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL):
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

Test scenarid

Pl ISLF R

Send the given SELECT EF APDU for EF.DG6 to the IDL. Though-the CA
mechanism has been performed, the access to the DG6 shall be.denied.
'0C A4 02 0C 15 87 <Lg;> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted file ID ('00 06’).

Expected
results

—_—

Checking error '69 82’ within a valid SM response.

B.3.9.14 Test case SE_ISO7816_SecEAP_14

Test—ID SE_ISO7816_SecEAP_14
Purpose READ BINARY command withgshort EF ID for EF.DG6 within an established
Secure Messaging session, but.before the TA mechanism has been performed.
Version 1.0
Profile EAP, DG6
Preconditions 1. DGO shall.be EAP protected. Otherwise, skip the test.
2. The DS application shall have been selected.
3. The'BAP mechanism shall have been performed (only for BAP protected IDL).
4.:.The CA mechanism shall have been performed as well.
5." All APDUs are sent as valid Secure Messaging APDUs.
Test scenarig 1. Send the given READ BINARY APDU for EF.DG6 (short EF ID ‘06’) to the

IDL. Though the CA mechanism has been performed, the access to the DG6
shall be denied.
'0C B0 86 00 OD 97 01 01 8E 08 <Checksum> 00’

Expected
results

1. Checking error 69 82’ within a valid SM response.

B.3.9.15 Test case SE_ISO7816_SecEAP_15

Test—ID

SE_ISO7816_SecEAP_15
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Purpose READ BINARY command with odd instruction byte and short EF ID for EF.DG6
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG6, OddIns

Preconditions 1. DGG6 shall be EAP protected. Otherwise, skip the test.

2. The LDS application shall have been selected.

3 The BAP mechanism shall have heen pnrfnrmpd (nnly for BAP. pmtnr‘fpd F)L),

4. The CA mechanism shall have been performed as well.

5. All APDUs are sent as valid Secure Messaging APDUs.

Test gcenario 1. Send the given READ BINARY APDU for EF.DG6 (short EF ID ‘06) to the

IDL. Though the CA mechanism has been performed, the acCess to the QG6
shall be denied.
'0C B1 00 06 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08.<Checksum> 00’
<Cryptogram> contains the encrypted DO 54 with/the’ encoded offset 00|: '54
0100’

Expegted 1. Checking error '69 82’ within a valid SM response.

resultg

B.3.9]16 Test case SE_ISO7816_SecEAP_16

Test 1 ID SE_ISO7816_SecEAP_16

Purpgse SELECT EF command¢for EF.DG7 within an established Secure Messaging
session, but before the.TA mechanism has been performed.

Versipn 1.0

Profil¢ EAP, DG7

Precgnditions 1. .DG7 shall be EAP protected. Otherwise, skip the test.

2. The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.
Test gcenario 1. Send the given SELECT EF APDU for EF.DG?7 to the IDL. Though the CA
mechanism has been performed, the access to the DG/ shall be denied.
'0C A4 02 0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the encrypted file ID ('00 07’).
Expected 1. Checking error '69 82" within a valid SM response.
results
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B.3.9.17 Test case SE_ISO7816_SecEAP_17

Test—ID SE_ISO7816_SecEAP_17
Purpose READ BINARY command with short EF ID for EF.DG7 within an established
Secure Messaging session, but before the TA mechanism has been performed.
Version 1.0
Profile EAP, DG7
Preconditions 1 DGZ shallbe EAP prn+nr~fnd ﬁfhonuieo’ ellip the test
2. The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL):
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.
Test scenarig 1. Send the given READ BINARY APDU for EF.DG7 (short EF ID ‘0)to the

IDL. Though the CA mechanism has been performed, the accessto the DG7
shall be denied.

'0C B0 87 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

—_—

Checking error '69 82’ within a valid SM response.

B.3.9.18 Test case SE_ISO7816_SecEAP_18

Test—ID SE_ISO7816_SecEAP_18

Purpose READ BINARY command with @dd instruction byte and short EF ID for EF.DG7
within an established Secure~Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG7, OddIns

Preconditions DG7.shall be EAP protected. Otherwise, skip the test.

The DS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

SNy -

Test scenari Send the given READ BINARY APDU for EF.DG7 (short EF ID ‘07’) to the

IDL. Though the CA mechanism has been performed, the access to the DG7
shall be denied.

'0C B1 00 07 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : 54
0100’

Expected 1. Checking error 69 82" within a valid SM response.
results
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B.3.9.19 Test case SE_ISO7816_SecEAP_19

Test—ID SE_ISO7816_SecEAP_19

Purpose SELECT EF command for EF.DG8 within an established Secure Messaging
session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG8

Preconditions

DG8 shallbe EAPR p;g,tgg,tgd QOtheruise. skip the test

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected |
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

DL).

Test gcenario

L N

Send the given SELECT EF APDU for EF.DG8 to the IDL.»Though the CA
mechanism has been performed, the access to the DG8'shall be denied.

'0C A4 02 0C 15 87 <Lgz> 01 <Cryptogram> 8E 08/<Checksum> 00’
<Cryptogram> contains the encrypted file ID ('00'08’).

=

Expe¢ted
resulf]

L2

—_

Checking error ’69 82’ within a valid SM résponse.

B.3.9{20 Test case SE_ISO7816_SecEAP_20

Test 1 ID SE_ISO7816_SecEAP_20
Purpgse READ BINARY command with short EF ID for EF.DG8 within an established
Secure Messaging session, but before the TA mechanism has been performed.
Versipn 1.0
Profil¢ EAP, DG8
Precdnditions 1. (DG8 shall be EAP protected. Otherwise, skip the test.
2. The LDS application shall have been selected.
3. The BAP mechanism shall have been performed (only for BAP protected IDL).
4. The CA mechanism shall have been performed as well.
5. All APDUs are sent as valid Secure Messaging APDUs.
Test $cenario 41— Sendthe-agiverREADBINARY-ARDUHor EFDG8{shert EFID-08toth

OCTUtTCgIVCTIT TN Yo DTN I v DO 10T O OO0 (STHoTt D~ OO0 )toic

IDL. Though the CA mechanism has been performed, the access to the DG8

shall be denied.
’0C B0 88 00 0D 97 01 01 8E 08 <Checksum> 00’

Expected
results

—_

Checking error '69 82’ within a valid SM response.
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B.3.9.21 Test case SE_ISO7816_SecEAP_21

Test—ID SE_ISO7816_SecEAP_21

Purpose READ BINARY command with odd instruction byte and short EF ID for EF.DG8
within an established Secure Messaging session, but before the TA mechanism
has been performed.

Version 1.0

Profile EAP, DG8, OddIns

Preconditions DGS8 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected.IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

Test scenarid

I

Send the given READ BINARY APDU for EF.DG8 (short EF ID'*08’) to the
IDL. Though the CA mechanism has been performed, the a¢cess to the DG8
shall be denied.

'0C B1 00 08 17 85 <Lgs> <Cryptogram> 97 01 01 8E-08'<Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with.the encoded offset 00 : 54
0100’

Expected
results

-_—

Checking error '69 82’ within a valid SM response.

B.3.9.22 Test case SE_ISO7816_SecEAP_22

Test—ID SE_ISO7816_SecEAP_22

Purpose SELECT EF command,for EF.DG9 within an established Secure Messaging
session, but before the' TA mechanism has been performed.

Version 1.0

Profile EAP, DG9

Preconditions DG9 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.

The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.

All APDUs are sent as valid Secure Messaging APDUs.

S I SN

Test scenario Send the given SELECT EF APDU for EF.DG9 to the IDL. Though the CA

mechanism has been performed, the access to the DG9 shall be denied.
'0C A4 02 0C 15 87 <Lg7z> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the encrypted file ID ('00 09’).

Expected
results

—_—

Checking error '69 82’ within a valid SM response.
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B.3.9.23 Test case SE_ISO7816_SecEAP_23

Test—ID SE_ISO7816_SecEAP_23

Purpose READ BINARY command with short EF ID for EF.DG9 within an established
Secure Messaging session, but before the TA mechanism has been performed.

Version 1.0

Profile EAP, DG9

Preconditions 1—DG9 shall be EAR protected—Otherwise,skipthetest—

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP pratected IDL).
The CA mechanism shall have been performed as well.
All APDUs are sent as valid Secure Messaging APDUs.

L

Test gcenario Send the given READ BINARY APDU for EF.DG9 (shortEFID ‘09’) to the

IDL. Though the CA mechanism has been performed, the access to the D[G9
shall be denied.

'0C B0 89 00 0D 97 01 01 8E 08 <Checksum> 00!

Expe¢ted
resultp

—_

Checking error ’69 82’ within a valid SM response.

B.3.9|24 Test case SE_ISO7816_SecEAP_24

Test +ID SE_ISO7816_SecEAP_24

Purpgse READ BINARY command with odd instruction byte and short EF ID for EF|DG9
within an established “Secure Messaging session, but before the TA mechgnism
has been performed:

Versipn 1.0

Profile EAP, DG9, OddIns

Precgnditions DPGS5 shall be EAP protected. Otherwise, skip the test.

The LDS application shall have been selected.
The BAP mechanism shall have been performed (only for BAP protected IDL).
The CA mechanism shall have been performed as well.
All APDUs are sent as valid Secure Messaging APDUs.

IR

Test scenario Send the given READ BINARY APDU for EF.DG9 (short EF ID ‘09’) to the

IDL. Though the CA mechanism has been performed, the access to the DG9
shall be denied.

'0C B1 00 09 17 85 <Lgs> <Cryptogram> 97 01 01 8E 08 <Checksum> 00’

<Cryptogram> contains the encrypted DO 54 with the encoded offset 00 : '54
01 00

Expected
results

—_

Checking error ’69 82’ within a valid SM response.
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B.3.9.25 Test case SE_ISO7816_SecEAP_25

Test—1ID SE_ISO7816_SecEAP_25

Purpose SELECT EF command for EF.DG14 without BAP on a BAP protected profile.
Version 1.0

Profile EAP, BAP

Preconditions The LDS application shall have been selected.

The BAP mechamisnstattmottave beenperformed—————————————

= N =

Test scenarig Send the given SELECT EF APDU for EF.DG14 (FID="00 OF’) to the IDL.

Since the BAP mechanism has not been performed, the access to this file
shall be denied.

'00 A4 02 0C 02 00 OF’

Expected restilts | 1 Checking error '69 82’ as a plain text response without Secure Messaging.

B.3.9.26 Test case SE_ISO7816_SecEAP_26

Test—ID SE_ISO7816_SecEAP_26

Purpose SELECT EF command for EF.DG14 with BAR on a BAP protected profile (Positive
test).

Version 1.0

Profile EAP, BAP

Preconditions The LDS application shall*have been selected.

The BAP mechanism'shall have been performed.
All commands are-éncoded as valid Secure Messaging APDUs.

=W N -

Test scenarig Send the giveh-S8ELECT EF APDU for EF.DG14 (FID="00 OE’) to the IDL.

'0C A4 02:0C 15 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
The €Cryptogram> contains the encoded encrypted FID of the EF.DG14 ('00
OE’):
2( YSend the given READ BINARY command on the current file.
'0C BO 00 00 OD 97 01 01 8E 08 <Checksum> 00’

Expected resplts 1’90 00’ within a valid SM response
2. ’90 00’ and 1 byte of data (‘6E’) within a valid SM response.

B.3.9.27 Test case SE_ISO7816_SecEAP_27

Test—ID SE_ISO7816_SecEAP_27
Purpose SELECT EF command for EF.DG14 without BAP on a plain profile (Positive test).
Version 1.0
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Profile

EAP, Plain

Preconditions

1. The LDS application shall have been selected.
2. The BAP mechanism shall not have been performed.

Test scenario

1. Send the given SELECT EF APDU for EF.DG14 (FID="00 OE’) to the IDL.
'00 A4 02 0C 02 00 OF’

2. Send the given READ BINARY command on the current file.
00 BO 00 00 O

Expe ptedrestits

1. 90 00" as a plain text response without secure viessaging.

2. ’90 00’ and 1 byte of data (‘6E’) as a plain text response without Secure
Messaging.

B.3.9|28 Test case SE_ISO7816_SecEAP_28

Test+ID SE_ISO7816_SecEAP_28

Purpqse READ BINARY command with short EF ID for EF\DG14 without BAP on g BAP
protected profile.

Versipn 1.0

Profil¢ EAP, BAP

Precgnditions

1. The LDS application shall have been selected.
2. The BAP mechanism shall’not have been performed.

Test $cenario

1. Send the given READ,BINARY APDU for EF.DG14 (short EF ID ‘OE’) to the
IDL. Since the BAP>mechanism has not been performed, the access to this
file shall be denied:

’00 BO 8E 00 0%

Expected results

1. Checking:error '69 82’ as a plain text response without Secure Messaging.

B.3.9|29 Test case SE/1SO7816_SecEAP_29

Test+ID SE_ISO7816_SecEAP_29

Purpqse READ BINARY command with short EF ID for EF.DG14 with BAP on @& BAP
protected profile (Positive test).

Version 1.0

Profile EAP, BAP

Preconditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.
3. All commands are encoded as valid Secure Messaging APDUs.

Test scenario 1. Send the given READ BINARY APDU for EF.DG14 (short EF ID ‘OE’) to the

IDL.
'0C BO 8E 00 0D 97 01 01 8E 08 <Checksum> 00’
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Expected res

ults

1. ’90 00’ and 1 byte of data (‘6E’) within a valid SM response.

B.3.9.30 Test case SE_ISO7816_SecEAP_30

Test—ID SE_ISO7816_SecEAP_30

Purpose READ BINARY command with short EF ID for EF.DG14 without BAP on a plain
profile (Positive test).

Version +0

Profile EAP, Plain

Preconditiond

1. The LDS application shall have been selected.
2. The BAP mechanism shall not have been performed.

Test scenaria

1. Send the given READ BINARY APDU for EF.DG14 (short EF'{D“0E’) to the
IDL.

'00 BO 8E 00 01’

Expected res

Lilts

1. ’'90 00’ and 1 byte of data (‘6E’) as a plain text response without Secure
Messaging.

B.3.9.31 Test case SE_ISO7816_SecEAP_31

Test—1ID SE_ISO7816_SecEAP_31

Purpose READ BINARY command with«odd instruction byte and with short EF ID for
EF.DG14 without BAP on a BAP protected profile.

Version 1.0

Profile EAP, BAP, OddIng

Preconditions

1. The LDS:application shall have been selected.
2. The BAP mechanism shall not have been performed.

Test scenarid

2. Send'the given READ BINARY APDU for EF.DG14 (short EF ID ‘OE’) to the
IBL. Since the BAP mechanism has not been performed, the access to this
file shall be denied.

'00 B1 00 OE 03 54 01 00 071’

laO-Qo0l

Expected res
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B.3.9.32 Test case SE_ISO7816_SecEAP_32

Test—ID SE_ISO7816_SecEAP_32

Purpose READ BINARY command with odd instruction and with short EF ID for EF.DG14
with BAP on a BAP protected profile (Positive test).

Version 1.0
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Profile EAP, BAP, OddIns

Preconditions The LDS application shall have been selected.

The BAP mechanism shall have been performed.
All commands are encoded as valid Secure Messaging APDUs.

=W N -

Test scenario Send the given READ BINARY APDU for EF.DG14 (short EF ID ‘OF’) to the

IDL.
'0C B1 00 OE 17 85 <Lgs> <Cryptogram> 97 01 06 8E 08 <Checksum> 00’
The <Cryptogram> contains the encrypted DO 54 with the encoded offset

005401400
TUTOTUT U

2. Verify the DG14 data returned.

Expe¢ted results

—_

6 bytes of data, and 90 00’ within a valid SM response.
2. The DG14 data shall start with '6E".

B.3.9|33 Test case SE_ISO7816_SecEAP_33

Test 1+ ID SE_1SO7816_SecEAP_33

Purpqse READ BINARY command with odd instruction_and with short EF ID for EFLDG14
without BAP on a plain profile (Positive test):

Versipn 1.0

Profil¢ EAP, Plain, OddIns

Precgnditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall not have been performed.

Test gcenario 1. Send the given READ BINARY APDU for EF.DG14 (short EF ID ‘OF’) to the

IDL.
'00 B1 00.0FE 03 54 01 00 071’

Expegted results | 1. 90 00"and 1 byte of data (‘6E’) as a plain text response without Secure
Messaging.

B.3.10 Test Unit SE_ISO7816_CA - Chip Authentication

The £A mechanism uses the manage security environment command (MSE:Set KAT) to verifyl that the chip
is genuine.

The MSE:Set Kat command is used to implement CA, i.e. to establish new session keys for secure messaging
using a key agreement protocol. The inspection system and the IDL generate a shared secret based on the
public key data stored in DG14. This secret is used to derive new session keys. These session keys are used
to protect the subsequent commands. If secure messaging was already in progress (BAP protected IDL), the
response to the MSE:Set Kat command is protected with the old session keys, after which they are replaced
with the new ones and secure messaging is restarted. If secure messaging was not yet in progress (Plain IDL),
it is now started with the new session keys. The genuineness of the IDL chip is implicitly verified by its ability
to perform Secure Messaging using the new session keys.

The test cases specified in this unit verify the correct implementation of the MSE:Set KAT command.

In DG14, ICAuthPublicKeylInfo defining CA public key may contain an optional keyldentifier. This is useful if
the chip supports multiple keys for CA. The MSE:Set Kat command can be called either with implicit key

© ISO/IEC 2011 — All rights reserved 243


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

selection if no key identifier is included in DG14 or with the explicit key reference defined in DG14. All the tests
in this unit should be used with implicit or explicit key reference depending on the presence of the key
identifier in DG14.

The DG14 may contain more than one ICAuthPublicKeylnfo. In this case, all appropriate tests must be
performed for each key. The corresponding test case is only rated as PASS if all passes are completed

successfully.

B.3.10.1 Test case SE_ISO7816_CA_1

Test—ID SE_ISO7816_CA_1

Purpose MSE:Set KAT command with correct ephemeral public key without BAP.
Version 1.0

Profile EAP, Plain

Preconditiong

1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been fead to be able to
generate an ephemeral key pair.

Test scenaria

1. Send the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lg¢> <ephemeral public key> 84 <Lg,> <key identifier>’

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored iDG14.

2. To verify the chip ability to start a Secure Messaging with the new session
keys, a Secured READ BINARY ARDU on DG1 file (short EF ID="01") is send
to the chip.

'0C B0 81 00 0D 97 01 01 8E,08 <Checksum> 00’

Expected
results

1. ’90 00’. The status word-shall be returned as plain data without SM encoding.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with thesNEW session keys.

B.3.10.2 Test case SE_ISO7816 CA_2

Test—1ID SE_ISO7816_CA_2

Purpose MSE’Set KAT command with correct ephemeral public key with BAP.
Version 1.0

Profile EAP, BAP

Preconditions

1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Test scenario

1. Send the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the following encrypted data:
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91 <Lg1> <ephemeral public key>
84 <Lg4> <key identifier>

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify the chip ability to start a Secure Messaging with the new session
keys, a Secured READ BINARY APDU on DG1 (short EF ID="01") is send to
the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected

4—00-00~ir-a-valid

result

L4

2. ’90 00’ in a valid Secure Messaging response. The returned data shall.be
encoded with the NEW session keys.

B.3.1D.3 Test case SE_ISO7816_CA_3

Test+ID SE_ISO7816_CA_3

Purpgse MSE:Set KAT command with correct ephemeral public key without BAP} but
afterwards try to use an APDU without Secure Messaging.

Versipn 1.0

Profile EAP, Plain

Precgnditions

1. The LDS application shall have.been selected.

2. The ICAuthPublicKeylnfo.stared in DG14 shall have been read to be able {o
generate an ephemeral Key pair.

Test $cenario

1. Send the given MSE;Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc= 91 <Lg1> <ephemeral public key> 84 <Lg,> <key identifier>’

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. Send aclear READ BINARY APDU on DG1 (short EF ID="01’) to the chip
‘00 BO 8100071

Expected
result

L7

10.+’90 00’. The status word shall be returned as plain data without SM encoding.

2. Checking error. The chip shall not accept any APDUs without secure
messaging. The error must be returned as plain text response without Sequre
Messaging.

B.3.10.4 Test case SE_ISO7816_CA_4

Test—ID SE_ISO7816_CA_4

Purpose MSE:Set KAT command with correct ephemeral public key with BAP, but
afterwards the old session keys are used.

Version 1.0

Profile EAP, BAP
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Preconditions

2. The BAP mechanism shall have been performed.
3. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to

4. All commands are encoded as legally structured Secure Messaging APDUs.

1. The LDS application shall have been selected.

generate an ephemeral key pair.

Test scenario

1. Send the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lqs> <ephemeral public key>

2. Instead of using the new session keys, the old session keys are used.to send

84 <Lgs> <key identifier>

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

a Secured READ BINARY APDU on DG1 (short EF ID="01’) to the,chip.
'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected
results

1. ’90 00’ in a valid Secure Messaging response using the-QLD session keys.

2. Checking error. The chip shall delete the OLD session keys and shall not
accept any APDUs with these session keys. The‘error must be returned as
plain text response without Secure Messaging:

B.3.10.5 Test case SE_ISO7816_CA_5

Test—ID SE_ISO7816_CA_5

Purpose MSE:Set KAT command with invalid ephemeral public key (different key sizes) on
non-BAP IDL. No SM must be'started.

Version 1.0

Profile EAP ECDH, Plain

Preconditiong

1. The LDS application shall have been selected.

2. The ICAudthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenarid

1. (Send the given MSE:Set KAT APDU to the IDL:
'00 22 41 A6 <Lc> 91 <Lg,> <ephemeral public key> 84 <Lg,> <key identifier>’

The ephemeral public key shall be generated with domain parameters

specifying a different key size (e.g. for a 224 bit key in DG14 a 192 bit
ephemeral key pair is created).

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that APDU without Secure Messaging are still supported, send a
clear READ BINARY APDU on DG1 (short EF ID="01’) to the chip.

'00 BO 8100071
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Expected 1. Checking error, or warning '63 00’ without Secure Messaging. Since there are
results invalid domain parameters used to generate the ephemeral key pair, the key
agreement process shall always fail.

2. ’90 00'. The status word and returned data shall be returned as plain data
without SM encoding.

B.3.10.6 Test case SE_ISO7816_CA_6

Test—ID SE_ISO7816_CA_6

Purpgse MSE:Set KAT command with invalid ephemeral public key (different key sizeg) on
BAP IDL. Previously established session keys remain valid.

Versipn 1.0

Profilg¢ EAP ECDH, BAP

Precgnditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.,

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able {o
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Testgcenario | 1. Send the given MSE:Set KAT APDU6.the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cfyptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lgs> <ephemeral public-key>

84 <Lgs> <key identifier>

The ephemeral public key shall be generated with domain paramgters
specifying a different key size (e.g. for a 224 bit key in DG14 a 192 bit
ephemeral key-pair is created).

The keylidentifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. Towerify that old session keys can still be used, the old session keys are lised
to send a Secured READ BINARY APDU on DG1 (short EF ID="01") to thq
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expegted 1. Checking error, or warning '63 00’ within the Secure Messaging with OLD

result session keys. Since there are invalid domain parameters used to generatg the
ephemeral key pair, the key agreement process shall always tail.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with OLD session keys.

L7

B.3.10.7 Test case SE_ISO7816_CA_7

Test—ID SE_ISO7816_CA_7

Purpose MSE:Set KAT command with a valid ephemeral public key but without Secure
Messaging on BAP protected IDL.
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Version

1.0

Profile

EAP, BAP

Preconditions

1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenario

1. Send the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lgy,> <ephemeral public key> 84 <Lg,> <key identifier>’

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used to send a secured READ
BINARY command on DG1 (short EF ID="01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

3. To verify that the chip has deleted the old (BAP based) session keys, the old
session keys are used to send a Secured READ BINARY\APDU on DG1
(short EF ID="01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00;

Expected
results

1. Checking error. The use of Secure Messaging shall be enforced by the chip.
The error code shall be returned as plain data without Secure Messaging
encoding.

2. Checking error. The error code shalbbe returned as plain data without Secure
Messaging encoding.

3. Checking error. The error codé shall be returned as plain data without Secure
Messaging encoding.

B.3.10.8 Test case SE_ISO7816_CA_8

Test—ID SE_ISO7816_CA"8

Purpose MSE:Set KATcommand with a valid ephemeral public key but with invalid class
byte on non=BAP protected IDL.

Version 1.0

Profile EAP, Plain

Preconditions

1. The LDS application shall have been selected.

2. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenario

1. Send the given MSE:Set KAT APDU to the IDL:
'80 22 41 A6 <Lc> 91 <Lg¢> <ephemeral public key> 84 <Lg,> <key identifier>’
The class byte has been set to en invalid value of 80.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used to send a secured READ
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BINARY command on DG1 (short EF ID='01’) to the chip.
'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error. Invalid class. The error shall be sent in plain text.

el 2. Checking error. As a Secure Message is sent without an opened SM, the chip
shall return a Secure Messaging error in a plain text response.

B.3.10.9 Test case SE_ISO7816_CA_9

Test—ID SE_1SO7816_CA_9

Purpgse MSE:Set KAT command with a valid ephemeral public key but with invalid tlass
byte on BAP protected IDL.

Versipn 1.0
Profilg EAP, BAP
Precgnditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed)

3. The ICAuthPublicKeylnfo stored in DG14 shallhave been read to be able fo
generate an ephemeral key pair.

4. All commands are encoded as legally-sfructured Secure Messaging APDU

@

Testgcenario | 1, Send the given MSE:Set KAT APBUfo the IDL:

'8C 22 41 A6 <Lc> 87 <Lg> 04.5Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg> <ephemeral public key>

84 <Lgs> <key identifier>

The class byte has been set to an invalid value of 8C.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuUthPublicKeylnfo structure stored in DG14.

2. Tovwerify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used send to a secured READ
BINARY command on DG1 (short EF ID='01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expe¢ted 1. Checking error. Invalid class. Note the behaviour of the chip regarding the
result Secure Messaging context is undefined. Therefore this error can be returped
in plain or SM response.

2. Checking error. As invalid session keys are used, the chip shall return a
secure Messaging error in a plain text response regardless if the Secure
Messaging was a already closed in step 1.

L2

B.3.10.10  Test case SE_ISO7816_CA_10

Test—ID SE_ISO7816_CA_10

Purpose MSE:Set KAT command with invalid DO tag for the ephemeral public key on non-
BAP protected IDL.
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Version

1.0

Profile

EAP, Plain

Preconditions

The LDS application shall have been selected.

The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenario

Send the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 93 <Lg3> <ephemeral public key> 84 <Lg,> <key identifier>’

The DO for the pphpmnml puhlir‘ kpy has an invalid tag 93

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

To verify that the chip does not activate the new session keys based on,the
key agreement, the new session keys are used to send a secured READ
BINARY command on DG1 (short EF ID="01") to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected
results

Checking error. Invalid parameter. The error shall be sentin plain text.

Checking error. As a Secure Message is sent without'an opened SM, the chip
shall return a Secure Messaging error in a plain textresponse.

B.3.10.11 [Test case SE_ISO7816_CA_11

Test—ID SE_ISO7816_CA_11

Purpose MSE:Set KAT command with invalidiDO tag for the ephemeral public key on BAP
protected IDL.

Version 1.0

Profile EAP, BAP

Preconditions 1. The LDS application shall have been selected.

2.
3.

The BAR mechanism shall have been performed.

The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Allcommands are encoded as valid Secure Messaging APDUs.

Test scenaria

Send the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

<Cryptogram> contains the following encrypted data:

93 <Lg3> <ephemeral public key>

84 <Lgs> <key identifier>

The DO for the ephemeral public key has an invalid tag 93.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DG1 (short EF ID="01") to the
chip.
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'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error. Invalid parameter. The error shall be encoded in a Secure
results Messaging using the OLD session keys.

2. ’90 00’ in a valid Secure Messaging response using the OLD session keys.

B.3.10.12 Test case SE_ISO7816_CA_12

Test—ID SE_ISO7816_CA_12

AAQEQ ab LA T ! bl H " . " 1 £
PUFprc VIoL.oTU NAT CUITITIaria Wittt 4aim TCUITTUL PIivalt ATy TTITITIHVT  UTT TIUTI BAP

protected IDL.

Versipn 1.0
Profil¢ EAP, Plain
Precgnditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall havé’been read to be able {o
generate an ephemeral key pair.

Test gcenario 1. Send the given MSE:Set KAT APDU to the |DL:
'00 22 41 A6 <Lc> 91 <Lg1> <ephemeral public key>
84 <Lg4> <key identifier>’

A key identifier shall be included.in‘the APDU. This key identifier does not|exist
in any ICAuthPublicKeylnfo structure of DG14.

2. To verify that the chip doesnot activate the new session keys based on the
key agreement, the new, session keys are used to send a secured READ
BINARY command.on,DG1 (short EF ID="01) to the chip.

'0C B0 81 00 0DAQ7 01 01 8E 08 <checksum> 00’

Expe¢ted 1. Checking error. Invalid parameter. The error shall be sent in plain text.

e Checking error. As a Secure Message is sent without an opened SM, the|chip
shall return a Secure Messaging error in a plain text response.

L4
N

B.3.1p.13 Test.case SE_ISO7816_CA_13

Test+ ID SE_ISO7816_CA_13

Purpqse MSE:Set KAT command with an incorrect private key reference on BAP protTcted
IDL.

Version 1.0

Profile EAP Keyldentifier, BAP

Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Testscenario | 1, send the given MSE:Set KAT APDU to the IDL:
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'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg4> <ephemeral public key>

84 <Lgs> <key identifier>

A key identifier shall be included in the APDU. This key identifier does not exist
in any ICAuthPublicKeylInfo structure of DG14.

2. To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DG1 (short EF ID="01") to the
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error. Invalid parameter. The error shall be encoded in a Secure
results Messaging using the OLD session keys.
2. ’'90 00’ in a valid Secure Messaging response using the OLD sessioh.keys.
B.3.10.14 |Test case SE_ISO7816_CA_14
Test—ID SE_ISO7816_CA_14
Purpose Check the CA failure (using DH) — wrong value (value strictly bigger than the
Prime) on non-BAP protected IDL.
Version 1.0
Profile EAP DH, Plain

Preconditiong

1. The LDS application shall hav&been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenarid

1. Send the given MSE:Set KAT APDU to the IDL:
'00 22 41 A6 <LC>91 <Lg,> <ephemeral public key>
84 <Lgs> <key identifier>’

Use an-ephemeral public key with a wrong point (value strictly bigger than the
Prime).\Ephemeral public key = prime p + 1.

Theé-key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on the

key agreement, the new session keys are used to send a secured READ

BINARY command on DG1 (short EF ID="01") to the chip.
'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error or warning processing '63 00’. The error shall be sent in plain
results text.
2. Checking error. As a Secure Message is sent without an opened SM, the chip
shall return a Secure Messaging error in a plain text response.
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B.3.10.15 Test case SE_ISO7816_CA_15

Test—ID SE_ISO7816_CA_15

Purpose Check the CA failure (using DH) — wrong value (value strictly bigger than the
Prime) on BAP protected IDL.

Version 1.0

Profile EAP DH, BAP

Preconditions 1 The LDS application-shall-have been-selected

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to he‘able {o
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUS:

Testgcenario | 1, gend the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg;> <ephemeral public key>

84 <Lg4> <key identifier>

Use an ephemeral public key with a wirong point (value strictly bigger thanh the
Prime). Ephemeral public key = primie p + 1.

The key identifier shall be included'in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

2. To verify that old sessionkeys are still valid, the old session keys are used to
send a secured READBINARY command on DG1 (short EF ID="01") to the
chip.

'0C BO 81 00 0D97 01 01 8E 08 <checksum> 00’

Expetted 1. Checking.efror or warning processing '63 00’. The error shall be encoded|in a
result Secure Messaging using the OLD session keys and old SSC.

2. ’90 00’ in a valid Secure Messaging response using the OLD session keyd.

172

B.3.1p.16 Test'case SE_ISO7816_CA_16

Test+ID SE_ISO7816_CA_16

Purpgse Check the CA failure (using ECDH) — wrong point (value does not belong tp the
curve) on non-BAP protected DI

Version 1.0

Profile EAP ECDH, Plain

Preconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Testscenario | 1, gend the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lg1> <ephemeral public key>
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84 <Lgs> <key identifier>’

Use an ephemeral public key with a wrong point (value does not belong to the
curve).

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip does not activate the new session keys based on the
key agreement, the new session keys are used to send a secured READ
BINARY command on DG1 (short EF ID="01’) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error or warning processing ‘63 00’. The error shall be sent in plain

results text.
2. Checking error. As a Secure Message is sent without an opened SM, the chip

shall return a Secure Messaging error in a plain text response.

B.3.10.17 |Test case SE_ISO7816_CA_17

Test—ID SE_ISO7816_CA_17

Purpose Check the CA failure (using ECDH) — wrong point (value does not belong to the
curve) on BAP protected IDL.

Version 1.0

Profile EAP ECDH, BAP

Preconditiong

1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Test scenarid

1. Send the givenISE:Set KAT APDU to the IDL:
'0C 22 41 AB.<Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:
91 <Ly¢> <ephemeral public key>
84 <Lg,> <key identifier>

Use an ephemeral public key with a wrong point (value does not belong to the
curve).

Thekey identifier strattbenctudedmthe APDUfardomty if it is—specifiedn

the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DG1 (short EF ID="01) to the
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error or warning processing '63 00’. The error shall be encoded in a
results Secure Messaging using the OLD session keys and old SSC.

2. ’90 00’ in a valid Secure Messaging response using the OLD session keys.
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B.3.10.18 Test case SE_ISO7816_CA_18

Test—1ID SE_ISO7816_CA_18

Purpose Check the CA failure (using ECDH) — wrong value, providing a (0,0) public key on
non-BAP protected IDL.

Version 1.0

Profile EAP ECDH, Plain

Preconditions 1 The LDS application-shall-have been-selected

2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able-fo
generate an ephemeral key pair.

Test gcenario 1. Send the given MSE:Set KAT APDU to the IDL:
'00 22 41 A6 <Lc> 91 <Lg1> <ephemeral public key>
84 <Lg4> <key identifier>’

Use an ephemeral public key coded as ‘04||x||ly’ where both x and y hgve a
size according to the prime but filled with ‘00’.

The key identifier shall be included in the APBU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

[

2. To verify that the chip does not activate the new session keys based on th
key agreement, the new session keysyare used to send a secured READ
BINARY command on DG1 (short.EF ID='01) to the chip.

'0C B0 81 00 0D 97 01 01 8E©8y<checksum> 00’

Expe¢ted 1. Checking error or warning_processing '63 00’. The error shall be sent in plai
result text.

2. Checking error. As:a8ecure Message is sent without an opened SM, the ¢hip
shall return a Secure Messaging error in a plain text response.

n

L4

B.3.1D.19 Test case SE_ISO7816_CA_19

Test+ID SE_I1S©7816_CA_19

Purpgse Gheck the CA failure (using ECDH) — wrong value, providing a (0,0) public kegy on
BAP protected IDL.

Versipn 1.0

Profile EAP ECDH, BAP

Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Testscenario | 1, gend the given MSE:Set KAT APDU to the IDL:
'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg¢> <ephemeral public key>
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84 <Lgs> <key identifier>

Use an ephemeral public key coded as ‘04||x|ly’ where both x and y have a
size according to the prime but filled with ‘00’.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that old session keys are still valid, the old session keys are used to
send a secured READ BINARY command on DG1 (short EF ID="01") to the
chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. Checking error or warning processing '63 00’. The error shall be encoded in a
results Secure Messaging using the OLD session keys and old SSC.
2. ’90 00’ in a valid Secure Messaging response using the OLD session keys.
B.3.10.20 |[Test case SE_ISO7816_CA_20
Test—ID SE_ISO7816_CA 20
Purpose Check the CA success (using ECDH) — test borderline)cases for x- and y-
coordinates (small x coordinate) on non-BAP protectedDL.
Version 1.0
Profile EAP ECDH, Plain

Preconditiong

1. The LDS application shall have beeh selected.

2. The ICAuthPublicKeyInfo stored in'DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenarid

1. Send the given MSE:Set KAT APDU to the IDL:
'00 22 41 A6 <Lc> 91 <kg:> <ephemeral public key>
84 <Lgs> <key identifier>’

Use an ephgemeral public with an x- coordinate requiring less than [logss Q]
bytes to besrepresented. Pad with zero bytes.

The key identifier shall be included in the APDU if and only if it is specified in
the JCAuthPublicKeylInfo structure stored in DG14.

2. (‘To verify that the chip activates Secure Messaging with the new session keys
based on the key agreement, the new session keys are used to send a
secured READ BINARY command on DG1 (short EF ID="01") to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum= 00’

Expected
results

1. ’90 00’. The status word shall be returned as plain data without SM encoding.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.21 Test case SE_ISO7816_CA_21

Test—ID SE_ISO7816_CA_21
Purpose Check the CA success (using ECDH) — test borderline cases for x- and y-
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coordinates (small x coordinate) on BAP protected IDL.

Version 1.0
Profile EAP ECDH, BAP
Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4 All <l el Lal O MA H ADDLL
. AINToUNTiTiarivo dirc ©livuutTU do valiu oTUUlT IVIUDDGUIIIS UL "AYA>N

Test gcenario 1. Send the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum>' 00’
<Cryptogram> contains the following encrypted data:

91 <Lg1> <ephemeral public key>

84 <Lg4> <key identifier>

Use an ephemeral public with an x- coordinate.fequiring less than [logpss q]
bytes to be represented. Pad with zero bytes.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored innDG14.

2. To verify the chip ability to continuethe Secure Messaging with the new keys,
the new session keys are used to‘send a secured READ BINARY commapd
on DG1 (short EF ID="01") to theehip.

'0C B0 81 00 0D 97 01 01 8E,08 <checksum> 00’

Expe¢ted 1. ’90 00’ in a valid Secure Messaging response encoded with the OLD sessjon
result keys.

2. ’90 00’ in a valid-Secure Messaging response. The returned data shall be
encoded with the"NEW session keys.

L2

B.3.1p.22 Test case SE.ISO7816_CA_22

Test L ID SE_IS07816_CA_22

Purpgse Check the CA success (using ECDH) — test borderline cases for x- and y-
coordinates (large x coordinate) on non-BAP protected IDL.

Versipn 1.0
Profile EAP ECDH, Plain
Preconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Testscenario | 1, gend the given MSE:Set KAT APDU to the IDL:
‘00 22 41 A6 <Lc> 91 <Lg1> <ephemeral public key>
84 <Lgs> <key identifier>’

Use an ephemeral public with an x- coordinate having its highest bit set to 1.

The key identifier shall be included in the APDU if and only if it is specified in
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the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify that the chip activates Secure Messaging with the new session keys
based on the key agreement, the new session keys are used to send a
secured READ BINARY command on DG1 (short EF ID="01’) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Exp?cted 1. ’90 00'. The status word shall be returned as plain data without SM encoding.
EELIS 2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.23 [Test case SE_ISO7816_CA_23

Test—ID SE_ISO7816_CA_23

Purpose Check the CA success (using ECDH) — test borderline cases for/x-"and y-
coordinates (large x coordinate) on BAP protected IDL.

Version 1.0

Profile EAP ECDH, BAP

Preconditions 1. The LDS application shall have been selected,

2. The BAP mechanism shall have been performed.

3. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid-Secure Messaging APDUs

Test scenarig 1. Send the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01°<Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg1> <ephemerallpublic key>

84 <Lgs> <key identifier>

Use an ephemeral public with an x- coordinate having its highest bit set to 1.

The key-'identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. Taoverify the chip ability to continue the Secure Messaging with the new keys,
the new session keys are used to send a secured READ BINARY command
on DG1 (short EF ID="01") to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. ’90 00’ in a valid Secure Messaging response encoded with the OLD session
results keys.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be

encoded with the NEW session keys.

B.3.10.24 Test case SE_ISO7816_CA_24
Test—ID SE_ISO7816_CA_24
Purpose Check the CA success (using ECDH) — test borderline cases for x- and y-
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coordinates (small y coordinate) on non-BAP protected IDL.
Version 1.0
Profile EAP ECDH, Plain

Preconditions

The LDS application shall have been selected.

The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

Test scenario

Send the given MSE:Set KAT APDU to the IDL:

‘002241 A6 <l.c>91 <l o+ <nlr_\hnmnrnl rl_\nhlir‘ kny)

84 <Lgs> <key identifier>’

Use an ephemeral public with an y- coordinate requiring less than[logpss q]
bytes to be represented. Pad with zero bytes.

The key identifier shall be included in the APDU if and only‘ifit is specified in
the ICAuthPublicKeylnfo structure stored in DG14.

To verify that the chip activates Secure Messaging, with the new session keys
based on the key agreement, the new session keys are used to send a
secured READ BINARY command on DG1 (shorf*EF 1D="01") to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum>-00’

Expected
result

L7

'90 00'. The status word shall be returfed as plain data without SM encoding.

’90 00’ in a valid Secure Messagingresponse. The returned data shall be
encoded with the NEW session.keys.

B.3.1p.25 Test case SE_ISO7816_CA_25

Test+ID SE_ISO7816_CA_25
Purpgse Check the CA success (using ECDH) — test borderline cases for x- and y-
coordinates (small y coordinate) on BAP protected IDL.
Versipn 1.0
Profil¢ EAPECDH, BAP
Precgnditions 42% The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.
3. The ICAuthPublicKeylnfo stored in DG14 shall have been read to be able fo
generate an ephemeral key pair.
4__All commands are encaded as valid Secure I\/Inccnging APDUs
Testscenario | 1. send the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg> <ephemeral public key>

84 <Lgs> <key identifier>

Use an ephemeral public with an y- coordinate requiring less than [logass Q]
bytes to be represented. Pad with zero bytes.

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo structure stored in DG14.
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2. To verify the chip ability to continue the Secure Messaging with the new keys,
the new session keys are used to send a secured READ BINARY command
on DG1 (short EF ID="01’) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. ’90 00’ in a valid Secure Messaging response encoded with the OLD session
results keys.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.26 [Test case SE_ISO7816_CA_26

Test—ID SE_1SO7816_CA 26

Purpose Check the CA success (using ECDH) — test borderline cases for,x-)and y-
coordinates (large y coordinate) on non-BAP protected IDL.

Version 1.0

Profile EAP ECDH, Plain

Preconditions 1. The LDS application shall have been selected.

2. The ICAuthPublicKeylnfo stored in DG14 shall-have been read to be able to
generate an ephemeral key pair.

Test scenarig 1. Send the given MSE:Set KAT APDU to tHe IDL:

‘00 22 41 A6 <Lc> 91 <Lg1> <ephemeralpublic key>

84 <Lg,> <key identifier>’

Use an ephemeral public with-an y- coordinate having its highest bit set to 1.

The key identifier shall be-included in the APDU if and only if it is specified in
the ICAuthPublicKeylnfo.structure stored in DG14.

2. To verify that the.chip activates Secure Messaging with the new session keys
based on the key agreement, the new session keys are used to send a
secured READ-BINARY command on DG1 (short EF ID="01") to the chip.

'0C BO 84 00 0D 97 01 01 8E 08 <checksum> 00’

Expected 1. '90.00’: The status word shall be returned as plain data without SM encoding.

() 2. 29000’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

B.3.10.27 Test case SE_ISO7816_CA_27

Test—ID SE_ISO7816_CA_27

Purpose Check the CA success (using ECDH) — test borderline cases for x- and y-
coordinates (large y coordinate) on BAP protected IDL.

Version 1.0

Profile EAP ECDH, BAP

Preconditions 1. The LDS application shall have been selected.

2. The BAP mechanism shall have been performed.

260 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=bc39faf800a489778c58e74401084f18

ISO/IEC 18013-4:2011(E)

3. The ICAuthPublicKeyInfo stored in DG14 shall have been read to be able to
generate an ephemeral key pair.

4. All commands are encoded as valid Secure Messaging APDUs.

Test scenario 1. Send the given MSE:Set KAT APDU to the IDL:

'0C 22 41 A6 <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> 00’
<Cryptogram> contains the following encrypted data:

91 <Lg1> <ephemeral public key>

84 <Lg4> <key identifier>

Useamephemeratpubtic withram y- coordimate raving its ighest it set o1

The key identifier shall be included in the APDU if and only if it is specified in
the ICAuthPublicKeylInfo structure stored in DG14.

2. To verify the chip ability to continue the Secure Messaging with.the new keys,
the new session keys are used to send a secured READ BINARY commapd
on DG1 (short EF ID="01) to the chip.

'0C B0 81 00 0D 97 01 01 8E 08 <checksum> 00’

Expegted 1. ’90 00’ in a valid Secure Messaging response encoded with the OLD sessjon
result keys.

2. ’90 00’ in a valid Secure Messaging response. The returned data shall be
encoded with the NEW session keys.

L4

B.3.11 Test Unit SE_ISO7816_CertVer - Certificate verification

During the TA process the certificate chain fromthe trust point stored in the chips EF.COM filg down to the
inspegtion systems CV certificate is verified. This is done by an alternating sequence of MSE: [Set DST and
Verifyl Certificate commands. This unit covers all certificate verification test cases which do NQT update the
chips|persistent memory. This means thatall tests in this unit can be repeated with the same set|of certificates.

B.3.111.1 Test case SE_ISO7816_(CertVer_1

Test+ID SE_1SO7816-CertVer_1
Purpqse Positive test with a valid chain of CV certificates.
Versipn 1.0
Profile EAP
Precgnditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.
3. The CA mechanism shall have been performed as well.
4. The Certification Authority Reference shall have been read from the
EF.COM file (Current trust root).
5. All APDUs are sent as valid SecureMessaging APDUs.

6. All response data shall be SM protected.

Test scenario 1. PSO - VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_L1_01.

‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
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TF 4E <L;p4e> <certificate body>
5F 37 <Lsrs37> <certificate signature>

PSO — VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_LO_01.

‘0C 2A 00 BE <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
TF 4E <L;p4e> <certificate body>
5F 37 <Lsg37> <certificate signature>

Expected
results

’90 00’ in a valid SM response.

00 00" in-a-valid SM response-

B.3.11.2 Test case SE_ISO7816_CertVer_2

Test - ID

SE_ISO7816_CertVer_2

Purpose

Test with an invalid Certification Authority Reference.

Version

1.0

Profile

EAP

Preconditiong

Pop-~

o

The LDS application shall have been sefected.
The BAP mechanism shall have beenperformed.
The CA mechanism shall have been‘performed as well.

The Certification Authority Refefence shall have been read from the
EF.COM file (Current trust root).

All APDUs are sent as valid' SecureMessaging APDUs.

Test scenarid

Send the optional given MSE: Set DST APDU to the IDL.
‘0C 22 81 B6 <Lc>87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> 00’

e <Cryptogram= contains the following encrypted DOs
83 <Lg3><BAD AKID>

e The Certification Authority Reference read from the EF.COM is
changed in the last character to create an invalid reference.

PSO<VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”

chapter as CERT_L1_01.

‘0C 2A 00 BE <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
TF 4E <L;p4e> <certificate body>

BF 37 <l 37> <certificate signature>

PSO - VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_LO_01.

‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains the following encrypted DOs
TF 4E <L,p4e> <certificate body>
5F 37 <Lsg37> <certificate signature>
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Expected 1. ’90 00’ or checking error in a valid SM response. Note that some chip OS
results accept the selection of an unavailable public key and return an error only
when the public key is used for the selected purpose.

2. If the result of step 1 is ’90 00’: Checking error or ‘63 00’ in a valid SM
response. If the result of step 1 is NOT 90 00’: '90 00’ in a valid SM
response. No verification key shall be activated.

3. [If the result of step 1 is ’90 00’: Checking error or ‘63 00’ in a valid SM
response. If the result of step 1 is NOT '90 00’: '90 00’ in a valid SM
response. Since the previous certificate was not verified successfully, it
shall not be possible to use it as the trust point for the Certificate
verification.

B.3.1[1.3 Test case SE_ISO7816_CertVer_3

Test{ID SE _ISO7816_CertVer_3

Purpgse Test with an invalid certificate signature.
Versipn 1.0

Profile EAP

Precgnditions The LDS application shall have been‘selected.

The BAP mechanism shall hayé.been performed.
The CA mechanism shall have‘been performed as well.

The Certification Authority.Reference shall have been read from the
EF.COM file (Current frust root).

5. All APDUs are sent.as valid SecureMessaging APDUs.

PoON-~

Test gcenario 1. PSO - VERIFY.CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter assCERT_L1_01.

‘0C 2A 00-BE <Lc> 87 <Lgz> 01 <Cryptogram> 8E 08 <Checksum> <l e>’

e [LCryptogram> contains the following encrypted DOs
TF 4E <L;p4e> <certificate body>
5F 37 <Lsr37> <bad certificate signature>

e The signature object of the certificate has been changed in last digit to
make it invalid
2. PSO - VERIFY CERTIFICATE command:
Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_LO_01.
‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08 <Checksum> <l e>’

Py <(“r'ypfngram> contains the fnlln\n/ing nnr\rypfnd DOs

7F 4E <L;p4e> <certificate body>
5F 37 <Lsp37> <certificate signature>

Expected 1. Checking error or '63 00’ in a valid SM response.

results 2. Checking error or '63 00’ in a valid SM response. Since the previous
certificate was not verified successfully, it shall not be possible to use it as
the trust point for the Certificate verification.
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B.3.11.4 Test case SE_ISO7816_CertVer_4

Test - ID

SE_ISO7816_CertVer 4

Purpose

Test with a missing certificate signature.

Version

1.0

Profile

EAP

Preconditions

The LDS application shall have been selected.

oM

o

The BAP mechanismshattave beemperformed:
The CA mechanism shall have been performed as well.

The Certification Authority Reference shall have been read from the
EF.COM file (Current trust root).

All APDUs are sent as valid SecureMessaging APDUs.

Test scenarid

PSO - VERIFY CERTIFICATE command:

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_L1_01.

‘0C 2A 00 BE <Lc> 87 <Lg7> 01 <Cryptogram> 8E 08'<Checksum> <Le>’

e  <Cryptogram> contains the following encrypted DOs
7F 4E <L;p4e> <certificate body>

e The certificate signature object is omitted.

PSO - VERIFY CERTIFICATE command;

Send the appropriate Certificate as specified in the “Certificate set 1”
chapter as CERT_LO_01.

‘0C 2A 00 BE <Lc> 87 <Lgz> 01 <Gryptogram> 8E 08 <Checksum> <Le>’

e <Cryptogram> contains thefollowing encrypted DOs
TF 4E <L;p4e> <certificate’body>
5F 37 <Lses37> <certificate signature>

Expected
results

Checking error or '63 00’ in a valid SM response.

Checking error or '63 00’ in a valid SM response. Since the previous
certificate was_not verified successfully, it shall not be possible to use it as
the trust point,for the Certificate verification.

B.3.11.5 Test case SE_ISO7816_CertVer_5

Test - ID SE_ISO7816_CertVer_5
Purpose Test'with a missing certificate body.
Version 1.0
Profile EAP
Preconditions 1. The LDS application shall have been selected.
2. The BAP mechanism shall have been performed.
3. The CA mechanism shall have been performed as well.
4. The Certification Authority Reference shall have been read from the
EF.COM file (Current trust root).
5. All APDUs are sent as valid SecureMessaging APDUs.

Test scenario

PSO - VERIFY CERTIFICATE command:
Send the appropriate Certificate as specified in the “Certificate set 1”
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