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Foreword

-3:2017(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards throu
committees established by the respective organization to deal with particular fields
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other i

gh technical
of technical
nternational

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and IEC have established a joint technica
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maiy
descijibed in the ISO/IEC Directives, Part 1. In particular the different approval criteri
the djfferent types of document should be noted. This document was drafted in accorda
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atterltion is drawn to the possibility that some of the elements of this do€ument may be
of patent rights. ISO and IEC shall not be held responsible for identifying any or all
. Details of any patent rights identified during the development of the document y

] committee,

itenance are
h needed for
nce with the

e the subject
such patent
vill be in the

Introduction and/or on the ISO list of patent declarations received (see-www.iso.org/pater

Any trade name used in this document is information given for.the convenience of users
consflitute an endorsement.

For an explanation on the meaning of SO specific terms andéexpressions related to conformity
as wgll as information about ISO’s adherence to the World Trade Organization (WTO) prix
Technical Barriers to Trade (TBT) see the following.URL: www.iso.org/iso/foreword.html.

The d
perso

ommittee responsible for this document is)ISO/IEC JTC 1, Information technology, SC
hal identification.

This
techr]
[SO/I1
and I

second edition cancels and replacés the first edition (ISO/IEC 18013-3:2009), whi
ically revised. It also incorporates the Amendments ISO/IEC 18013-3:2009/Amd
EC 18013-3:2009/Amd 2:2014,:dnd the Technical Corrigenda ISO/IEC 18013-3:200¢
50/1EC 18013-3:2009/Cor; 2:2013.

The ost significant changes-are the following:

]

h the interest of-interoperability of cards used for personal identification, the au
fdrotocols for the IDL are simplified. Active Authentication is harmonised with other I
and thus BAP configurations 2, 3 and 4, as well as EAP are no longer supported by this

eplacing EAP, the optional EACv1 protocol is defined for the IDL, enabling access contrd
iometrie data stored on an integrated circuit. EACv1l may be used in conjunction wit
onfiguration 1 or PACE.

Q o

ts).

hind does not

rassessment,
ciples in the

L7, Cards and

ch has been
1:2012 and
/Cor 1:2011

thentication
O standards
document.

1 to sensitive
h either BAP

he optional PACE protocol enables access control to the data stored on an integrated

circuit. The

PACE protocol is a password authenticated Diffie Hellman key agreement protocol based on a (short)
input string that provides secure communication between a secure integrated circuit on an IDL

and a terminal and allows various implementation options (mappings, input strings,
The PACE protocol implementation for the IDL is restricted to Elliptic Curve Diffie Hell

algorithms).
man (ECDH)

generic mapping and can be used as a stand-alone protocol or in combination with the EACv1

protocol.

Alist of all the parts in the ISO/IEC 18013 series can be found on the ISO website.
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Introduction

This document prescribes requirements for the implementation of mechanisms to control access to
data recorded in the machine-readable technology on an ISO-compliant driving licence (IDL), verifying
the origin of an IDL, and confirming data integrity.

One of the functions of an IDL is to facilitate international interchange. While storing data in machine-
readable form on the IDL supports this function by speeding up data input and eliminating transcription
errors, certain machine-readable technologies are vulnerable to being read without the knowledge of
the card holder and to other means of unauthorized access by unintended persons that is other than
driving licence—or law enforcement authorities ("nnfrn]ling access to IDL data stored in machine-
readable form protects the data on the card from being read remotely by electronic means withouit the
knowledge df the card holder.

Identifying flalsified driving licences or an alteration to the human-readable data on authentic diiving
licences predent a major problem for driving licence and law enforcement authorities,both domestjically
and in the cpntext of international interchange. Verifying the authenticity of an {DL and confiyming
the integrity of the data recorded on an IDL provide driving licence and law enfércement authgrities
with a means to identify an authentic IDL from a falsified or altered one in the interests of traffic law
enforcement and other traffic safety processes.

vi © ISO/IEC 2017 - All rights reserved
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Information technology — Personal identification — ISO-
compliant driving licence —

Part 3:
Access control, authentication and integrity validation

1 3

1SO/1
drivi
techn

cope

EC 18013 establishes guidelines for the design format and data contenthof'an IS
hg licence (IDL) with regard to human-readable features (ISO/IEC 180131), mach
ologies (ISO/IEC 18013-2), and access control, authentication cand integrity

(Iso
regio
This
— i

S|

This
priva

C 18013-3). It creates a common basis for international use and prutual recogniti

IE
With{{'ut impeding individual countries/states to apply their privacy rulés and national

al motor vehicle authorities in taking care of their specific needs:
locument
b based on the machine-readable data content specified-in ISO/IEC 18013-2;
pecifies mechanisms and rules available to issuing authorities (I1As) for:
- access control (i.e. limiting access to the machine-readable data recorded on the II
- document authentication (i.e. confirmiftg that the document was issued by the clai
- data integrity validation (i.e. confirming that the data has not been changed since

locument does not address issues¥elated to the subsequent use of data obtained fron
Cy issues.

2
The

ormative references

llowing documents are referred to in the text in such a way that some or all of t

constlitutes requirements of this document. For dated references, only the edition cited
undafed references;.the latest edition of the referenced document (including any amendme

ISO 1B31:1980, Printing specifications for optical character recognition

ISO/IEC/7816-4:2013, Identification cards — Integrated circuit cards — Part 4: Organization
commands for interchange

0-compliant
ine-readable
y validation
n of the IDL
community/

L),
med [A), and
issuing).

the IDL, e.g.

heir content
applies. For
nts) applies.

security and

ISO/IEC 8859-1:1998, Information technology — 8-bit single-byte coded graphic character sets — Part 1:

Latin

alphabet No. 1

[SO 9796-2, Information technology — Security techniques — Digital signature schemes giving message
recovery — Part 2: Integer factorization based mechanisms

ISO/IEC 9797-1:19991), Information technology — Security techniques — Message Authentication Codes
(MACs) — Part 1: Mechanisms using a block cipher

ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3:
Dedicated hash-functions

1

ISO/IEC 9797-1:1999 is withdrawn and replaced by the 2011 version.
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ISO/IEC 11770-2:19962%), Information technology — Security techniques — Key management — Part 2:

Mechanisms

using symmetric techniques

ISO/IEC 11770-2:1996/Cor.1:2005, Information technology — Security techniques — Key management —
Part 2: Mechanisms using symmetric techniques — Technical Corrigendum 1

ISO/IEC 18013-1, Information technology — Personal identification — ISO-compliant driving licence —
Part 1: Physical characteristics and basic data set

ISO/IEC 18013-2, Information technology — Personal identification — 1SO-compliant driving licence —

Part 2: Mach

ine-readable technologies

ISO/IEC 18

Part 3: Block

ISO/IEC 18

algorithms —

ISO/IEC 18

algorithms —

ANSI X9.62:7

33-3:2005%), Information technology — Security techniques — Encryption algorighi
ciphers

D33-3:2005/Cor1:2006, Information technology — Security techniques ~* VEncry
- Part 3: Block ciphers — Technical Corrigendum 1

D33-3:2005/Cor2:2007, Information technology — Security techniques — Encry
- Part 3: Block ciphers — Technical Corrigendum 2

005, Public Key Cryptography for the Financial Services Industry; The Elliptic Curve [

Signature Algorithm (ECDSA)

BSI Technic

Documents

BSI Technic

al Guideline TR-03110-1: Advanced Security Mechanisms for Machine Readable
- Part 1 — eMRTDs with BAC/PACEv2 and EACv1 — Version 2.10 — 2012-03-20

hl Guideline TR-03110-3: Advanced Security Mechanisms for Machine Readable

Documents + Part 3 — Common Specifications — Version 2.0 — 2012-03-20

FIPS 186-2 (jincluding Change Notice), Digital Signature,Standard (DSS), Federal Information Proc{
Standards Pyblication, National Institute of Standards.and Technology, 27 January 2000

ICAO Technigal Report - Supplemental Access Coftbrol for Machine Readable Travel Documents, v1.01
[TR-PACE]

NIST/SP 800-38B, Recommendation for- Block Cipher Modes of Operation: The CMAC Mod
Authenticatipn, May 2005

RFC 2631, E{Rescorla, Diffie-Hellman Key Agreement Method, June 19999

RFC 3279, W. Polk et al, Algerithms and Identifiers for the Internet X.509 Public Key Infrastry

Certificate apd Certificate Revocation List (CRL) Profile, April 2002 4

RFC 3280, R
List (CRL) Pr

RFC 3369, R.

Housleyret\al, Internet X.509 Public Key Infrastructure Certificate and Certificate Revod
file, April 2002 1

ption

ption

igital

Travel

Travel

ssing

2010

e for

cture

ation

Housley, Cryptographic Message Syntax, August 2002 1

RFC 4055, J. Schaad, B. Kaliski, R. Housley, Additional Algorithms and Identifiers for RSA Cryptography for
use in the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile,

June 20051

RFC 5639, M. Lochter, ]. Merkle, Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve
Generation, March 20101

2)
3)

ISO/IEC 11770-2:1996 is withdrawn and replaced by the 2008 version.
ISO/IEC 18033-3:2005 is withdrawn and replaced by the 2010 version.

4) http://www.ietf.org/rfc.html

2
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18013-1, ISO/IEC 18013-
2 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31

activg authentication
mechfanism that uses information stored in a secure area of a secure integrated circuit_(§IC) (3.17) to
confifm that the SIC and the other machine-readable data were issued together

Note ] to entry: See 8.2.

3.2
basiq access protection
BAP
mechianism to confirm that an inspection system (IS) has physical<access to a proximitly integrated
circuft card (PICC) before the IS is allowed access to the data_stored on the PICC and to ensure that
communication between the IS and the PICC (once access is authorized) is protected

Note ] to entry: See 8.5 and Annex B.

3.3
chip puthentication
ephemneral-static key agreement protocol that provides authentication of the secure integrated circuit
(3.17) and strong secure messaging

Note ] to entry: See 8.6.

3.4
clong
unaufhorized exact copy of a-document that has the same security characteristics as|the original
document and that cannot be distinguished from the legitimate one

3.5
eavesdropping
unauthorized interception and interpretation of information-bearing emanations

[SOURCE: ISO/IEE€ 2382-8:2015, 08.05.25, modified]

3.6
extendédaccess control vl

EACW]

protocol used to limit access to optional signature and biometric data groups

Note 1 to entry: See 8.6 and Annex D.

3.7

input string

string of characters printed on an ISO-compliant driving licence [as human-readable text, optionally (or
by specification) accompanied by or consisting of a machine-readable rendering thereof] used as input
(either manually or automatically through the use of suitable equipment) for the non-match alert and
BAP (3.2) or PACE (3.10) mechanisms

© ISO/IEC 2017 - All rights reserved 3
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3.8

issuing authority

IA

licensing authority (or issuing country if separate licensing authorities have not been authorized) which
applies a digital signature to an ISO-compliant driving licence and is responsible for the associated key
management

[SOURCE: ISO/IEC 18013-1]

39

non-match alert

mechanism

odetect any differences hetween the machine-readable information and (cnmo fa)

) the

human-read
Note 1 to entf

3.10

PACE
alternative 1
integrated ci}
stored on th
is authorised

Note 1 to enty
Note 2 to entr

3.11
passive aut
mechanism
been change

Note 1 to entr

3.12

hble information on an [SO-compliant driving licence

y: See 8.4.

hechanism to BAP to confirm that an inspection system (IS) has physical access to a s
rcuit (SIC) (3.17) on a driving licence card before the IS is allowed to access to thg
e SIC and to establish a secure communication channel betweenthe IS and SIC once a
|

y: As stated in TR-PACE, PACE refers to PACE v2.

y: See 8.7 and Annex C.

hentication
fo confirm that machine-readable data on an [SO-compliant driving licence (IDL) ha
d since the IDL was issued

y: See 8.1.

pseudo issuing authority

PIA

authority th
authority (IA
aroot key p3

3.13

public key i
PKI
technologies

Note 1 to entr

at does not issue ISO-¢ompliant driving licences [but that is similar to an i
(3.8) in all other respects] and which does not issue document keys, but which doeg
ir with which it catrsign documents of other [As or PIAs that it trusts

hfrastructure

and products using public key (asymmetric) cryptography

ecure
data
ccess

S not

suing
have

y+«Both passive authentication (3.11) and extended access protection use this technology.

3.14

reading authority

RA

authorized entity reading the machine-readable data on an ISO-compliant driving licence (IDL)

Note 1 to entry: Driving licence authorities other than the authority that issued the IDL and law enforcement
authorities are examples of reading authorities.

3.15

reference string
string of characters used as a reference against which to compare the input string (3.7) when using the
non-match alert (3.9) mechanism, and used for session key calculation purposes by the secure integrated
circuit (3.17) during execution of the basic access protection (3.2) mechanism

© ISO/IEC 2017 - All rights reserved
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scanning area identifier

SAl

one or more graphical elements that demarcate an input string (3.7)

3.17

secure integrated circuit

SIC

integrated circuit that includes both a security feature (or security features), and memory and/or a
central processing unit

Note 1-to nnfry- An infﬂgrnfnr‘ circuit card with contacts and a pr‘nvimify infngrnfnr‘ clrcuit ca

d (PICC) are

exam

Note }
comp

3.18
secu
integ
the p
be m

3.19

skimEﬂng
readipng data from a proximity integrated circuit card (PIGC) without the card holder’s aws

3.20
trust
sequg
authd

3.21
trust
descr

bles of a SIC.

P to entry: A SIC can be embedded in different solutions, for example in ID-1 sized cardsS)(as us
iant driving licence) and in a booklet (as found in passports).

‘e memory
Fated circuit (IC) memory of which the content [once populated by.an issuing authority
prsonalization process] is accessible only by the IC operating system for internal use
hde available by the operating system to any reading device

chain
ntial set of trust points (3.23) that a verifying authority (3.26) references to verify a sp
rity’s (3.8) public root key

model
iption of the functional and-logical aspects of a traditional public key infrastru

speci

3.22

trusfnetwork
component of a trust model (3.21) that describes the trust relationships and chains bet¥y
authgrities

3.23
trust point
issuirlg authority (3.8) or pseudo issuing authority (3.12) that publishes a trustlist (and the r

root keys)-that verifying entities can reference

ically excluding technical implementation details

bd for the ISO-

(3.8) during
, and cannot

reness

ecific issuing

cture (3.13),

veen issuing

elated public

3.24

twinning
copying the data and/or integrated circuit of a physically and/or biometrically similar driver to the
attacker’s integrated circuit or ISO-compliant driving licence

3.25

unpacked BCD
binary coding of a sequence of integers using 4 bits for each integer (where the bit weights are 8421)
and encoding one integer in the least significant bits of each byte

Note 1 to entry: Only unsigned BCD is used in this document.

© ISO/IEC 2017 - All rights reserved
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verifying authority

VA

verifying entity (3.27) that is part of a trust network (3.22), i.e. that also is an issuing authority (3.8) or a
pseudo issuing authority (3.12)

Note 1 to entry: Not all verifying entities are VAs. A car rental company can be a verifying entity, butis nota VA as
it is not part of the trust network.

Note 2 to entry: VAs can be divided into immediate VAs (3.26.1) and non-immediate VAs (3.26.2).

3.26.1

immediate VA
VA (3.26) that acquired the public root key of the issuing authority (3.8) via out-of-band means

3.26.2

non-immedjate VA

VA (3.26) thg
3.27

verifying er
entity that 4

been applied
verifying en

4 Abbrey

APDU
BAC
BAP
BCD
BER-TLV
CA

CBC
DER

DF

DG

it acquired the public root key of the issuing authority (3.8) from another VA

itity

ries to determine if a digital signature is valid (i.e. if the data*to which a certificat
has not been changed, and if the signature was generated.by the issuing authority (3.4
ity expects)

riated terms

hpplication protocol data unit

basic access control

basic access protection

binary coded decimal

basic encoding rules - tag<length-value (see ISO/IEC 8825-1:20022)
certification authority

cipher block chaining

distinguished'encoding rules (see ISO/IEC 8825-1:2002)

dedicated file

e has
B) the

DO
DST
EACv1
EAP
EF

IA

IC

data’group

data object

control reference template for digital signature (see ISO/IEC 7816-4:2013)
extended access control v1

extended access protection

elementary file

issuing authority

integrated circuit

© ISO/IEC 2017 - All rights re

served
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ICC integrated circuit card

IDL [SO-compliant driving licence

IFD interface device

IS inspection system

I\Y% initialization vector

KAT control reference template for key agreement (see ISO/IEC 7816-4:2013)
LDS logical data structure

MAC message authentication code

MF master file

MRTD machine readable travel document

MRZ machine readable zone

MSE manage security environment (see ISO/IEC 7816-4;2013)
OCR optical character recognition

OID object identifier

PACE password authenticated connection establishment
PIA pseudo issuing authority

PIC proximity integrated circuit

PICC proximity integrated cigeuit card

PKI public key infrastructure

PSO perform security operation (see ISO/IEC 7816-4:2013)
RA reading atthority

RFU reserved for future use

SAI scanning area identifier

SIC secure integrated circuit

SM secure messaging

SOD document security object

SSC send sequence counter

TRCA trust root certificate authority

UTC coordinated universal time

© ISO/IEC 2017 - All rights reserved 7
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VA verifying authority
2D two-dimensional

a  ISO/IEC 8825-1:2002 is withdrawn and replaced by the 2015 version.

5 Conformance

A drivinglicence is in conformance with this document if it meets all mandatory requirements specified
directly or by reference herein. Compliance with ISO/IEC 18013-2 is required for compliance with this

document.

Compliance with ISO/IEC 18013-1 is not required for compliance with this document. Converselly, the

incorporatign of a machine-readable technology which is not compliant with this document dog
render the IIDL non-compliant with ISO/IEC 18013-1.

6 Functipnal requirements

6.1 Access control
Access contrjol can be broken down into the following functional requirements:

a) preventskimming of machine-readable data on a PICC by ensuring that physical access to the
acquired prior to reading;

b) preventjunnoticed alteration of communication between a reader and a SIC;
c) preventeavesdropping between a reader and a SIG;

d) selectivgly restrict access to specific optional\machine-readable data groups for specific re
authoritjies.

6.2 Document authentication

Document ajuthentication can funcfignally be established by allowing for verification of the g
of an IDL.

6.3 Data Integrity validation
Data integrity validation'e¢an be broken down into the following functional requirements:

a) Verify that the-IDL (including the machine-readable data) is not a clone of another IDL. A cl
attempt|can'schematically be illustrated as shown in Figure 1.

S not

DL is

hding

rigin

bning

8 © ISO/IEC 2017 - All rights reserved
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Human-readable data

Figure 1 — Data integrity validation-(ly\l: cloning

©

Hrotect against the exchange of machine-readable data earriers between otherwise aufhentic IDLs.
This type of attack can schematically be illustrated QS own in Figure 2.

N This guards (among others) against an@winning" attack. This type of attack ig of particular
cpncernininspection environments where machin

(

S

adable data and human-readable data isjpot compared

br only cursorily compared by an operator using, for example, a portrait image). Finding a|biometrically
milar driver is possible by skimming the d’a\é@f a few thousand IDL PICs.

.\@

Human-readaple data

Figure 2 — Data integrity validation: Data carrier exchange or twinning

c) Verify that the physical IDL and the machine-readable data thereon were issued (belong) together.

This type of attack can schematically be illustrated as shown in Figure 3.

© ISO/IEC 2017 - All rights reserved 9
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Human-readable data

Q
O

Figure 3 — Data integrity validation: Machine-readab]@l\ﬁ/a exchange

©

d) Validate|the integrity of the human readable data (i.e. confirm t&«t the human-readable data has not
changed since issuing). This type of attack can schematicall§vbe illustrated as shown in Figur¢ 4.

Legend

Human-readable data

Machine-
readable
data

Figure 4 — Dé)@ﬁtegrity validation: Human-readable data alteration

e) Validate|the inte of the machine-readable data (i.e. confirm that the machine-readablg data
has not ¢hange ce issuing). This can schematically be illustrated as shown in Figure 5.
C) Legend

Human-readable data

Machine-
readable
data

Figure 5 — Data integrity validation: Machine-readable data alteration
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Mechanisms that, when used individually, can address specific functional requirements are specified in
Clause 8. Mechanisms can also be used together to address a broader range of functional requirements.
Not all machine-readable technologies have the same functional requirements, and some mechanisms
are applicable only to specific machine-readable technologies. Table 1 specifies the relationships
between the mechanisms, machine-readable technologies, and functional requirements.

Table 1 — Applicable mechanisms

optiorjal ma-
chine-feadable
data gfoups for

Mechanisms
Fu:j_ctlonal 2D bar code ICC with contacts PICC
requirement
Preveft skim- Physical access to the IDL is required |Physical access to the IDL is required |BAP or PACE
ming to read the machine-readable data to read the machine-readable data
Preveptunno- [N/A Chip authentication (EACv1) in BAP orRACE
ticed qlteration combination with BAP or PACE secure . o .
of comlmunica- messaging Chip.authentication (EACv1) in
tion bétween a comibination with BAP|or PACE secure
readef and an messaging
IDL
Prevemt eaves- [N/A Chip authentication (EACv1) in BAPa2 or PACE
dropp|ng combination with BAP or PA€CE\secure . o .
messagi Chip authentication (EACv1) in
ging R .
combination with BAP|or PACE secure
messaging
Selectjvely N/A Terminal authentication (EACv1) Terminal authenticatiqn (EACv1)
restri¢t access
to spetific

speciffc reading
authotities
Allow for veri- |Step 1: Verify trustworthiness of/ob-_%Step 1: Verify trustworthiness of/ob- |Step 1: Verify trustwonthiness of/ob-
fication of the tain a trustworthy asymmetric/public |tain a trustworthy asymmetric/public |tain a trustworthy asymmetric/public
originjof an IDL |key (viaa PKI and a protected distki* |key (via a PKI and a protected distri- |key (via a PKI and a pr¢tected distri-
bution communication channeljor via |bution communication channel, or via |bution communication|channel, or via
alternative trust building methods) alternative trust building methods) alternative trust build{ng methods)
Step 2: Use trusted key'ta perform Step 2: Use trusted key to perform Step 2: Use trusted keyf to perform
passive authentication, followed by passive authentication; if the passive |passive authentication} if the passive
use of the non-matchalert mechanism, | authentication was preceded by BAP  |authentication was prgceded by BAP
or followed by visual comparison of or PACE, the IDL is authentic while if |or PACE, the IDL is authentic while if
the human-readable data printed on BAP or PACE is not implemented, pas- |BAP or PACE is not impjlemented, pas-
the documentwith the authenticated |sive authentication can be followed by |sive authentication car be followed by
machinesreadable data use of the non-match alert mechanism, | use of the non-match ajert mechanism,
or followed by visual comparison of or followed by visual cpmparison of
the human-readable data printed on  |the human-readable dgta printed on
the document with the authenticated |the document with the|authenticated
machine-readable data machine-readable datg
Verify|that the,™ | 2D bar code: Cannot be verified Active authentication via challenge Active authentication Yia challenge
IDL (ifjcldding” |through available international response response
the mg- standards

chine-readable
data) isnota
clone of another
IDL

Ll 1 ; : a2 iy 4
CHTp autITCITtICAation (LG V 1)

1o 1 : : ‘o
TP autIreIItIcation (&

ACv1)

Protect against
the exchange of
machine read-
able data car-
riers between
otherwise
authentic IDLs

Non-match alert

Passive authentication followed by a
visual comparison of the human-read-
able data printed on the document
with the authenticated machine-read-
able data

Non-match alert
BAP or PACE

Passive authentication followed by a
visual comparison of the human-read-
able data printed on the document
with the authenticated machine-read-
able data

Non-match alert
BAP or PACE

Passive authentication

visual comparison of the human-read-

able data printed on th

with the authenticated machine-read-

able data

followed by a

e document

© ISO/IEC 2017 - All rights reserved
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Table 1 (continued)

chine-readable
data thereon
were issued (be-
long) together
(i.e. that the
machine-read-

visual comparison of the human-read-
able data printed on the document
with the authenticated machine-read-
able data

Mechanisms
Funftlonal 2D bar code ICC with contacts PICC
requirement
Verify thatthe |Non-match alert Non-match alert Non-match alert
physical IDL . -
and the ma- Passive authentication followed by a | BAP or PACE BAP or PACE

Passive authentication followed by a
visual comparison of the human-read-
able data printed on the document
with the authenticated machine-read-
able data

Passive authentication followed by a
visual comparison of the human-read-
able data printed on the document
with the authenticated machine-read-
able data

able data has
not been copied
from another
IDL)

Active authentication via challenge
responsea

Active authentication via challe
responsea

ge

Validate the
integrity of

the human read|
able data (i.e.
confirm that thg
human-readablg
data has not
changed since

Non-match alert

Passive authentication followed by a
visual comparison of the human-read-
able data printed on the document
with the authenticated machine-read-
able data

Visual inspection of the security fea-

Non-match alert
BAP or PACE

Passive authentication followed by a
visual comparison of the human-read-
able data printed on the document
with the authenticated machine-read-
able data

Non-match alert
BAP or PACE

Passive authentication followed py a

visual comparison of the humantread-
able data printed on the documept
witlrthe authenticated machine{read-
able'data

machine-read-
able data (i.e.
confirm that thd
machine-reada-
ble data has not
changed since
issuing)

issuing) tures i ted into the IDL
Iggj?érécfggf;?l)e fntothe (see Visual inspection of the security fea<_.Visual inspection of the security|fea-
tures incorporated into the IDL (see tures incorporated into the IDL (see
ISO/IEC 18013-1) ISO/IEC 18013-1)
Validate the Passive authentication Passive authentication Passive authentication
integrity of the

NOTE Visua|
same IDL is not

comparison of human-readable information pfihted on an IDL with machine-readable information obtained fr
ormally specified as a mechanism in this document; it is assumed that such comparison can be implemented by any RA in
amanner that nfeets local needs.

a The eptropy of the reference string used has'te be commensurate with the IA’s assessment of the threat.

m the

[A’s may selg
Clause 8.

8 Mechanisms

8.1 Passive@uthentication

ctively implement.the mechanisms identified above, subject to any dependencies noted in

8.1.1 Purpose

The purpose of passive authentication is to confirm that machine-readable data has not been changed
since the IDL was issued.

8.1.2 Applicability

Passive authentication is applicable to all machine-readable technologies.

8.1.3 Description

Passive authentication is implemented by way of a digital signature over specified machine-readable
data on the IDL, using a public-private (asymmetric) key pair.

12
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In the case of standard encoding, a separate message digest is calculated for each data group and
included in the machine-readable data. The collection of message digests is then digitally signed (using a
private key that is kept secret by the [A) and the digital signature is added to the machine-readable data.

In the case of compact encoding, no message digests are calculated separately. The contents of the
data groups present is directly signed (using a private key that is kept secret by the 1A) and the digital

signa
NOTE
a)

ture is added to the machine-readable data.

A message digest has the following properties:

Itis very small in size compared to the IDL data.

b)
1

e probabtitty of finding any two (different) IDL data sets that fead 1o the same Message dige
his has the following implications:

data is negligible.

When the IDL is presented to a RA, the RA uses the 1A’s public key to yerify the digital sign

also ¢
to the
are

a)
b)

—

t
I

c t

If the
been
dowr]

This
respq
si
in A
abser
This
pairs
and g

8.1.4

e corresponding message digests stored in the machine-readable data. If the followin
et, the RA can consider the data groups that it is interested-in to be authentic:

he digital signature verifies;

he calculated message digests are the same @s ‘the message digests stored in t
eadable data;

he RA is confident that the public key used4o verify the digital signature belongs to th

digital signature does not verify, eithér an incorrect public key was used or the data o
changed. Depending on the digitaksignature method used, it may be possible to fur
the cause of the non-verification.

Hocument does not prescribe methods to obtain and/or to establish trust in public k
nsibility of each RA to ©btain and/or to establish trust in the public keys used to ve

gngture on an IDL. However, informative methods and approaches to establish such trust

ex A, which describes the principles for a PKI that may be used for public key distri
ce of one global-certification authority.

Hocument does not prescribe methods for the generation, administration and safeke
Itis theresponsibility of each issuing jurisdiction to ensure that keys are generated, g
rotectéd-as necessary.

Hash function

is negligible.

1) The probability of finding an IDL data set A that produces the same message digestas a given IDL data
set B is negligible.
2) The probability that a message digest (for the data on an IDL) remains the same upon achange in the

re. The RA

u
omputes the message digests of each of the data groups that itisinterested in and coantlpares them

g conditions

he machine-

b claimed IA.

h the IDL has
ther narrow

eys. It is the
rify a digital
hre provided
bution in the

eping of key
dministered

8.1.4

.1 Standard encoding

For standard encoding, IA’s shall choose the SHA-1, SHA-224, SHA-256, SHA-384 or the SHA-512 hash

funct

ion.

SHA-256 is recommended. SHA-1 remains for compatibility with ICAO Doc 9303-1.

A message digest is calculated separately for each data group present and stored in the machine-
readable data (see 8.1.5.1). The same hash function is used for all data groups. A message digest for a
data group is calculated on the concatenation of those data elements present in the data group in the
order specified in ISO/IEC 18013-2.

NOTE This approach allows reading authorities to read only those data groups it is interested in.
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8.1.4.2 Compact encoding

For compact encoding, IA’s shall not calculate separate message digests for each data group. Therefore,
no hash function is specified for compact encoding (except as required as part of any digital signature

mechanism;

see 8.1.5.2).

8.1.5 Signing method

8.1.5.1 Standard encoding

An IDL digital signature is generated over the concatenation of the message digests of the data groups

present.

[A’s may use
[A’s using R
RSASSA-PKC

authorities s
size of the m|

[A’s implemg

either ECDSA or RSA as digital signature methods for standard encoding.

BA shall use RFC 4055. RFC 4055 specifies two signature mechanisms, RSASSA-PS
S1-v1_5. It is recommended to generate signatures according to RSASSA<PSS, but re
hall also be prepared to verify signatures according to RSASSA-PKCSa@-y1_5. The min]
odulus, n, shall be 1024 bits.

nting ECDSA shall use ANSI X9.62. The elliptic curve domain parameters used to gen

5 and
hding
mum

erate

the ECDSA Key pair shall be described explicitly in the parameters of the public key, i.e. paranjeters
shall be of tyjpe ECParameters (no named curves, no implicit parameters) and shall include the optional
cofactor. ECRoints shall be in uncompressed format. The minimum size for the base point order shall be
160 bits.

In addition fo EF.COM and the data groups specified in ISQ/TEC 18013-2, IA’s shall add the SQD to
accommodate the hashes of the individual data groups (see 8.1.4.1) and the digital signature o¢f the
data on the [[DL. The SOD is implemented as a SignedData Type, as specified in RFC 3369 (inclfiding
processing rjules). The SOD shall be produced in DERformat.

Table 2 —SignedData Type
Value Type Comments

SignedDat# m

Version m

digestAlgprithms ni

encapConténtInfo m

eContentType m |id-icao-1dsSecurityObject

eContent m |The encoded contents of an 1dsSecurityObject

certificat¢s o}

Crls X

signerInf¢s m

SignerInfo m

version m

Sid m

issuerandSerialNumber ¢ |Itisrecommended that IA’s support this field over

subjectKeyIdentifier.

subjectKeyIdentifier c

m = mandatory (the field shall be present);

x = do not use (the field shall not be populated);

o = optional (the field may be present);

¢ = choice (the field contents is a choice from alternatives)

14 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=6027cdc5d932f3ccb6b9fa3455f4e9dc

ISO/IEC 18013-3:2017(E)

Table 2 (continued)

Value Type Comments
digestAlgorithm m | The algorithm identifier of the algorithm used to produce the hash value
over encapsulatedContent and SignedAttrs.
signedAttrs m |IA’s may wish to include additional attributes for inclusion in the signa-
ture, however these do not have to be processed by a RA except to verify
the signature value.
signatureAlgorithm m | The algorithm identifier of the algorithm used to produce the signature
value and any associated parameters.
signature m | The result of the signature generation process.
unsignedAttrs o |IA’s may wish to use this field, but it is not recommended and reading
authorities may choose to ignore them.
m = njandatory (the field shall be present);
x = dq not use (the field shall not be populated);
o = oftional (the field may be present);
c = chpice (the field contents is a choice from alternatives)
ASN.] sequence
LDSSq4curityObject { joint-iso-itu-t(2) internationalferganizations (23) icao(136) mrtd(1l)
secufity(l) ldsSecurityObject (1)}
DEFINITIONS IMPLICIT TAGS =
BEGIN
-- Injports from RFC 3280 [PROFILE], Appendix A.l
AlgofithmIdentifier FROM
PKIXJExplicit88 { iso(l) identified-organization(3) dod(6)
intefnet (1) security(5) mechanisms (%), "pkix (7)
id-mqd (0) id-pkixl-explicit(18) }
-- Cqnstants
ub-DdtaGroups INTEGER =16
-- ORject Identifiers
id-i¢ao OBJECT IDENTIFEER: ::= {2.23.136}
id-ig¢ao-mrtd OBJECT ,ADENTIFIER = {id-icao 1}
id-iqao-mrtd-security/ OBJECT IDENTIFIER = {id-icao-mrtd 1}
id-igqao-ldsSecurity@bject OBJECT IDENTIFIER = {id-icao-mrtd-security 1}
-- LIS Security~Object
LDSSgcurity@bjectVersion = INTEGER {VO0(0)}
DigegtAlgdr¥thmIdentifier = AlgorithmIdentifier
LDSSq4curityObject ::= SEQUENCE ({
vgrnsden LDSSecurityObjectVersion,
hc DllﬂlkJUJ_ J_ Llllll DLKJCD Lﬂlk_»jUJ_ J_ LlllllIdCll lL,J._J.icl_ 12
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF DataGroupHash }
DataGroupHash = SEQUENCE {
dataGroupNumber DataGroupNumber,
dataGroupHashValue OCTET STRING }
DataGroupNumber ::= INTEGER ({
dataGroupl (1),
dataGroup2 (2),
dataGroup3 (3),
dataGroup4 (4),
dataGroup5 (5),
dataGroup6 (6),
dataGroup7 (7),
dataGroup8 (8),
dataGroup9 (9),
dataGrouplO (10),
© ISO/IEC 2017 - All rights reserved 15
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dataGroupll
dataGroupl2
dataGroupl3
dataGroupl4
dataGrouplb
dataGroupl6
END

NOTE 1

013-3:2017(E)

N s
U W N
N~ o~ o~~~

Data Group EF, specified by dataGroupNumber.

Data Groups 15 and 16 may be defined in future.

The field dataGroupHashValue contains the calculated hash over the complete contents of the

NOTE 2
8152 C
An IDL digit

group delim

that termingtes DG12, but excluding DG.SOD, if present). The digital signature is stored in”DG.SOD

NOTE Th
pertains to D

[A’s shall use
to reduce th
FIPS 186-2, /

DG.SOD shalll consist of a concatenation of two Type 2 data groups-and one Type 1 data group, sf]

the followin

mbpactencoding
r (=]

| signature is generated over the full data stream from the start of DG1 (including the
ter between DG1 and the header) to the end of DG12 (including the data group-deli

e header is not included in the information to be signed as the length information in the H
11 as well.

ECDSA (as defined in ANSI X9.62) as a signing method for compact encoding, and in
b storage requirements for the domain parameters, shall use ane’of the curves specif
Appendix 6.

b information:

1: digital signature, shall be the DER encoded"ASN.1 sequence of two integers, r ¢
CE { r INTEGER, s INTEGER };

2: public key; octet string representatign of the public point in uncompressed
g to X9.62;

3: curve identifier.

a) DG.SOD.
SEQUEN
b) DG.SOD,
accordir
c¢) DG.SOD.
DG.SOD shal

be added after DG12, as follows:

[header] x [[Data Group 1] x [Data Group 2] x [Data Group 3] x [Data Group 4] x [Data Group 7] x
Group 11] x [Data Group 12] x [DG.SOD.1 length] [digital signature] x [DG.SOD.2 length] [public K
[DG.SOD.3: rlamed curve]

The inclusiop of DG.SOD.2 and DG.SOD.3 (as a pair) is optional. Length information is encoded
ASN.1 rules.

NOTE Refading authorities should be able to verify (or obtain) a public key (and domain parameters)
the IA using the datain other data groups (specifically the I1SO issuer ID number and document discriming
DG3 and the ljcence-number and date of issue in DG1).

data
miter

eader

prder
ed in

oring

nd s:

form

[Data
fey] x

using

from
tor in

The curve identifier shall consist of one byte, as shown in Table 3.

Table 3 — Curve identifiers

Curve identifier Cl;:rl\l/)esrizgg-ezin Curve identifier | Curve name in RFC 5639
‘01 P-192 11 brainpoolP160r1
‘02’ P-224 12’ brainpoolP160t1
‘03’ P-256 13’ brainpoolP192r1
‘04’ P-384 14’ brainpoolP192t1
‘05’ P-521 15’ brainpoolP224r1
06’ Reserve for future use 16’ brainpoolP224t1
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Table 3 (continued)

Curve name in

Curve identifier Curve identifier | Curve name in RFC 5639

FIPS 186-2
‘07’ Reserve for future use 17’ brainpoolP256r1
‘08’ Reserve for future use 18’ brainpoolP256t1
19’ brainpoolP320r1
1A brainpoolP320t1
"1B’ brainpoolP384r1
"1¢’ brainpoolP384t1
1D’ brainpoolP512r1
"1E’ brainpoolP512t1

EXAMPLE Suppose that a compact encoded data string contains the following data groups: DG1, DG2,
DG7 gnd DG.SOD.1. A digital signature is included, but the public key and curve identifier are not|included. The
sequence of data groups and data group delimiters will be as follows:

[header] x [DG1] x [DG2] x x x [DG7] x x x [DG.SOD.1] I
8.2 |Active authentication

8.2.1 Purpose

Active authentication uses information stored in asecure area of an SIC to confirm that the¢ SIC and the
otherj machine-readable data were issued togethét:

8.2.2| Applicability

This mechanism is limited to SICs.

8.2.3| Description

A chgllenge-response protaocol matches the private and public keys of an SIC-individual key pair. The
private key is stored in_the SIC’s secure memory and cannot be copied. The public key|is stored as
part of the signed data on the SIC (the challenge-response protocol thus has to be precedgd by passive
authgntication). The.SIC (or more specifically, the SIC operating system) can prove knowledge of the
SIC-ipdividual private key in a challenge-response protocol. In this protocol, the SIC digitally signs
a challlenge ranndomly chosen by the IS. The IS is convinced that the SIC is genuine if and only if the
returned signature is correct.

" attack. The

dnge 2 \llenge. If the
challenge 1ncludes time, date, location, and asecret key, alog of challenge responses can be used to track IDLs and
to prove presence (due to the inclusion of the secret key). The counterargument is that basic access protection
would safeguard against unknown read attempts and that a driver’s location is known in any case in those
instances where an IDL is handed over for inspection.

8.2.4 Mechanism

8.2.4.1 General

The SIC-individual public key shall be stored in DG13, an additional data group specifically intended for
use with the active authentication mechanism. The format of the structure (SubjectPublicKeyInfo)
is specified in RFC 3280. SubjectPublicKeyInfo shall be produced in DER format as follows:
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ActiveAuthe

SubjectPubl
algorith
subjectP

AlgorithmIdentifier ::

algorith
paramete

013-3:2017(E)

nticationPublicKeyInfo ::= SubjectPublicKeyInfo

icKeyInfo ::= SEQUENCE {
m AlgorithmIdentifier,
ublicKey BIT STRING }

SEQUENCE {
m OBJECT IDENTIFIER,
rs ANY DEFINED BY algorithm OPTIONAL }

Allowed algorithm object identifiers and parameters are specified in RFC 3279.

Active authentication shall be performed using the ISO/IEC 7816 INTERNAL AUTHENTICATE command

as defined b
be 8 bytes in
the responsé

8.2.4.2 Sif

The signatu
consist of M
the signatur

8.2.4.3 Sig

An IDL supp
this case the
for this comj
to the length

NOTE Th

Based on a 4
the desired 5

If ECDSA ba
LDS Data Gr

ActiveAut
protg
versi
signg

}
id-icao-m

The object i
and ecdsa-

F1SO/TEC 7816-472013" The Imputshalt be a terminal-generated nmonce (RND-IFDjtha
length. The SIC computes a signature which shall be sent back to the IS. The IS shall
and verify the signature.

fnature generation using RSA

e shall be computed according to ISO/IEC 9796-2 Digital Signatufe)Scheme 1. M
| and M2, where M1 is an SIC-generated nonce of c-4 bits and M2.s RND.IFD. The res
e generation shall be the signature X without the recoverable méssage part M2.

fnature generation using ECC

orting ECDSA shall use a prime curve with uncompressed points for this computati

output of the computation shall be the concatenation of the values r and s (r||s). The
putation shall be compressed with a hash algorithm'with an output length shorter or
of the signature key.

e plain signature format (r||s) for the ECDSA is’according to TR-03111[6l.

uitable algorithm catalogue, the length of the key for ECDSA should be chosen to pr
ecurity level for the physical life af‘the IDL.

bed signature algorithm is used-for Active Authentication by the SIC, the Securityln
pup 14 of the IDL application'shall contain following SecurityInfo entry:

henticationInfo ::= SEQUENCE {

col id-icao-mrtd-security-aaProtocolObject,
on INTEGER, -- MUSI" be 1

tureAlgorithm OBJECT IDENTIFIER

rtd-secuxity-aaProtocolObject OBJECT IDENTIFIER ::
{ id-icao-mrtd-security 5 }

lentifiers for signatureAlgorithm are defined in TR-03111[6l. ecdsa-plain-

plain-RIPEMD160 shall not be used.

shall
rheck

shall
ult of

bn. In
input
equal

pvide

fos in

SHA1

NOTE 1

NOTE 2
Authenticatio

See 8.1.5.1 for the definition of the Object Identifier id-icao-mrtd-security.

n, PACE.

8.2.4.4 Security mechanism indicator

SecurityInfos may contain entries for other protocols, e.g. Chip Authentication, Terminal

SICs which implement active authentication may optionally indicate this in the security mechanism

indicator (se

id-sm-AA OB
iso (1) st
security-

e Clause 9). The object identifier shall be id-sm-AA.

JECT IDENTIFIER ::
andard (0)
mechanisms (2)

{
driving-licence (18013)
3}

part-3(3)

The parameters are mandatory and shall be of type param-AA.

18
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param-AA ::= SEQUENCE ({
version INTEGER,
publicKeyDG INTEGER}

The version shall be set to v1(0) for this version of active authentication. The publicKeyDG field shall
be set to the number of the data group of the active authentication public key, i.e. 13.

8.3 Scanning area identifier

8.3.1 Applicability

ThlS achanicis 1o 1 on d unth thao won el olant DAD o DACE o ncbh oo vay Lhich nnllectively are

TTCCTITa IO T STt Vv T CIIC IO T ceI otCT ¢, DIXTr O T 1IGL ITICCITartrSTitry 5 vvirrcrr—conl

appligable to SICs and 2D barcode (see 8.4 and 8.5).
8.3.2 Description

8.3.2|]1 General

The primary purpose of this mechanism is to facilitate machine assisted automatic of interactive
verification procedures that match machine-readable data to humantreadable data. This mechanism is
not afsolution on its own, but is intended for use as a component of.either of the following mechanisms:

a) r1on-match alert (see 8.4), which checks if the machine-réadable and human-readabld data belong
bgether;

—

b) HAP (see 8.5) or PACE (see 8.7), which ensures that a PICC cannot be read without physical access
tp the IDL.

NOTE The BAP mechanism also performs the function of the non-match alert mechanism, but|potentially at
a diff¢rent level of security.

The JAI demarcates the input string. Theinput string can be entered manually by an operaftor or can be
read putomatically using machine-readable technologies.

The JAI and any machine-readable‘information demarcated by it shall be adapted for rdading in the
B900| infrared band defined in.JSO 1831:1980. Under such illumination, the printing background and
any dverlays within the SAI will backscatter light in a homogeneous way (i.e. the SAI shall contain no
opticplly variable deviceslocal deviations in properties, security features, or surface glops exceeding
natural transparent oyerlay gloss, which will interfere with readability). In addition, machfine-readable
printpd informations(e:g. bar codes and OCR characters) shall comply with the associated standards.
The Qrightness of the printing background (including the effects of overlays) will not be legs than 40 %
complared to amwideal white surface under the same illumination. Human-readable information inside
the SAI shall be)rendered such that it can be read without difficulty.

The dontrast ratio between character lines and the background shall be a minimum of 4:1. Any reflective
layer [covering the SAI area shall not further deteriorate this contrast value when illuminated junder angles
of incidence up to 45° and looked at under angles more than 10° outside of the nominal glance angle.

The presence of the SAl is identified as follows:

a) IfPICC accessisrequired and the access conditions are unsatisfied (i.e. BAP or PACE is in place), the
reader searches for a SAI on the IDL.

b) Ifaccessto DG12 is available, BAP or PACE is not applicable and the non-match alert mechanism is
present. DG12 may indicate the location of the SAI, alternatively, the reader searches for a SAI on
the IDL.

Not more than one SAI shall be present on a single IDL.

The reference string (and the input string, when stored in a barcode) shall be encoded in accordance
with ISO/IEC 8859-1:1998.
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The content of the SAI can follow one of three standards, i.e. based on an existing text field, containing a
dedicated text field, or containing a barcode.

8.3.2.2 SA

I content based on existing text field

The SAI may be constructed around an existing field on an IDL. In this case, the SAI shall consist of a

double lined

rectangle as illustrated by the example in Figure 6.

97BA3-9123LK 45678

Each line sh

shall be 0,6 mm + 0,1 mm. The lines shall be black in colour. The clear distance between’the insid

and the extr

The input st
character sh
compared tg

To prevent ¢
limited to or
shall not be

In order to
only Latin c
(hexadecimsg

Table 4.
NOTE 1 La

NOTE2 Re
methods are

kin capital letters (hexadecimal range 41+to 5A of ISO/IEC 8859-1:1998) are recommended.

Figure 6 — SAI around an existing field (not to scale)

h1l have a thickness of 0,2 mm *+ 0,1 mm, and the distance between the centre.of eac

bmities of the input string shall be at least 1 mm.

ring shall be printed using OCR-B size 1 or a character set with the same symbol
apes but using a reduced size of either 25 % or 50 % reductien-of all linear dimen
OCR-B size 1.

onfusion about the input sequence of the characters, texP within the rectangle sh
e line. The data element name (if reflected on the IDL) and/or the data field reference
ncluded within the rectangle.

ppital letters (hexadecimal range 41 to 5A_of*ISO/IEC 8859-1:1998), Latin small ¢
1 range 61 to 7A of ISO/IEC 8859-1:1998), N characters, and the S characters shoy

ferences to ISO/IEC 8859-1:1998care only for purposes of identifying the characters. Eng
pecified elsewhere.

Table 4 — S characters allowed for SAI content based on existing field

Hexadecimal number in ISO/
IEC 8859-1:1998a

20
2D
3C
Reference to ISO/IEC 8859-1:1998 is only for the purpose of identifying the

S character

<space>

<

2

h line

ke line

5 and
sions

h11 be
code

facilitate manual entry of the input string when needed, the input string may contain

ptters
vn in

oding

characters. Encoding methods are specified elsewhere.

The reference string shall not contain any space characters (i.e. hexadecimal character ‘20’ of
ISO/IEC 8859-1:1998). Thus, the IS shall delete all space characters (hexadecimal code 20 of
ISO/IEC 8859-1:1998) from the input string before further processing.

[A’s should carefully consider the level of entropy of existing fields before use within the SAIL Any rules
followed in the construction of the field will decrease the entropy.

[A’s considering the use of an SAI based on an existing field should keep in mind that a check digit is not
provided for in this case.

EXAMPLE See Figure 7.
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Fig

8.3.2

A de
this ¢
0,65

shall

EXAM

The @
a)

—

L

4d.|[97BA3-9123LK 45678)|

" Mary Delore-Specimemia

5. 070652-701F 9. A BE C D1E D
L /

ure 7 — Existing data field on portrait side of IDL desighated as input string (no

3 SAI content consisting of a dedicated text field

licated field (i.e. a field designed specifically for this purpose) may be used wit}
ase, the SAI shall consist of a rectangle constructed by a black single line with a
mm * 0,1 mm. The clear distance between-the line and the extremities of the printed
be atleast 1 mm.

PLE See Figure 8.

R38T6 EDH2TUL
R30T6 5DHYPTUL 4G0O9H VXCBDGB
ED<HT EDHDTUL 4GMIH VXCDDGB 4G18H Z4G18HF

Figure 8 — SAl around a dedicated field (not to scale)

ontent of the SAI shall comply with the following requirements:

he text.shall be limited to the set of ICAO MRZ characters,i.e.0123456789ABCI
MNOPQRSTUVWXYZ<;

b) dn'0dd number of characters per line shall be used,;

t to scale)

1in a SAIL In
thickness of
input string

EFGHIJK

c) ifcharacters are printed in more than one line, each line shall have the same number of characters;

d) a

line shall not have more than seven characters;

e) no more than three lines shall be used;

f) the text shall be printed using OCR-B font at 100 % of OCR-B size 1;

g) the middle character of each line shall be reserved for a check digit. Before adding the check digit(s),
the input string may have the following lengths:

1) for one line only, string lengths of 4 or 6 characters are permitted;

2) for two lines, string lengths of 8 or 12 characters are permitted;

© ISO/IEC 2017 - All rights reserved

21


https://iecnorm.com/api/?name=6027cdc5d932f3ccb6b9fa3455f4e9dc

ISO/IEC 18013-3:2017(E)

3) for threelines 12 or 18 characters are permitted.

To construct an input string (with check digits) consisting of i lines, the input string (before check digits
are added) is parsed into i parts of equal length. The leftmost part is used to form line 1, the following
parts each to form an additional line. Each part is split in the middle into a left and a right subsection.
The left subsection forms the leftmost part of the corresponding line, the right subsection forms the
rightmost part of the line. An additional character position is inserted in the middle of each line (for the
check digit). The value of the check digit of each line will be calculated as explained further below.

For the purpose of check digit calculation, each character in the input string (before the check digits are

added) represents a numerical value V¢ defined by the formula V¢ = E¢, where E(¢ is a unique number
allotted to each-character ‘7:!]1“2’ as definedin Table &§

Table 5 — Character numerical equivalents

Char 0 1 2 3 4 5 6 7 8 9 |A |B |C D |E F @ |H I
Ec 0 1 2 3 4 5 6 7 8 9 10 (11 (12 |13 |14 J15.7|16 |17 (/18
Char ] K |L M |IN |O [P Q |R |S T (U |V W [X,QY |Z <

Ec 19( |20 |21 |22 (23 |24 |25 |26 |27 |28 (29 |30 |31 |32 (|33 (34 (35 |36

If line 1 is the only line, then the unique check digit will be calculated asfollows:

a) A checkjsum S is calculated as S = ZV¢;, where i runs from 0o n-1 and V; indicates the respégctive
value V(q for the character in the i-th position in the inpufstring of length n, counted from right to
left, starting with position O for the rightmost character.

b) From S, the corresponding check digit c is calculated as ¢ = S modulo 37; (integer remainder when
dividing S by 37).

If there are fwo or three lines, then the check digits c; for line one and c; for line two will be calcylated
as follows:

a) A check|sum Sy is calculated over the entire input string (before it is split into lines and Hefore
adding the check digits) as Sy = Xl ¢/ where i runs from 0 to n-1 and indicates the character |n the
i-th position in the input string‘of length n, counted from right to left, starting with position| 0 for
the righfmost character.

b) A check|sum Sp is calculated over the entire input string (before it is split into lines, and Hefore
adding the check digits)as Sp = £(V¢;*i), where i runs from 0 to n-1 and i indicates the i-th poition
number|in the inpdt'string of length n, counted from right to left, starting with position 0 for the
rightmopt character, and V; indicates the respective value for the character in the i-th positiogn.

c) Checkdigits\ci and c; are calculated as c1 = (Sy modulo 37) and ¢z = (Sp modulo 37), respectively.

In the case of exactly three 1ines, the inserted character ¢3 In the Centre of Hine three wilt Tepresent
the version number and will be set to “1” for this version of the standard. Version numbers are not
supported for less than three lines.

When printed on an IDL, lines are numbered from top to bottom, as shown in Figure 9.

EDH2TUL |<— line1
VXCBDGB |<— line 2
Z4G18HF |<—line 3

Figure 9 — Line configuration (not to scale)

EXAMPLE Input string for Figure 9 is EDHTULVXCDGBZ4G8HF.
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Iput 4p'p gy It ju L v [x |c Ip ¢ |B |z |4 |¢ |8 |H |F
string
Ec 14 13 17 29 30 21 31 33 12 13 16 11 |35 4 16 |8 17 |15
i 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1
Vei*i 238 |208 |255 |406 (390 (252 [341 |330 |108 |104 |112 |66 |175 |16 |48 |16 |17
Sy =335
Sp=3082
Check digit Numeric value Code value

cl 2 2

c2 11 B
c3=1

The input string submitted as input to the non-match alert or/BAP mechanisms is the

inclu
corre
I rang

NOTH
ofao
the ca
inadv|
of the|

Itisn

the check digits). The use of random data is recommended.

NOTH
requi
digits
violat]
to the

EXAM

bive of the check digit, i.e. the concatenation s1 + s2 + s3-where si is the string in
sponding input string, including the respective check digitand read from the left to th
Fing from 1 to a maximum of 3.

Mathematically, the check digit scheme allows identifying any single digit reading err
he-line input string and to correct any single digitireading error, as well as identifying any d
se of a two-line or three-line input string. Les§'than 3 % of any other statistical reading et
ertently. This is only true if adequate measures,are taken on the side of the reading equipmer
information offered by the check digit scheme.

ecommended that the minimum enttopy of the input string be 40 bits or more (befor

[A’'s may consider imposing restrictions on allowable content of input strings ¢
"ements, e.g. to address thexrasty word” problem, or to limit the value range of practically ¢
(i.e. numerical characters’ only). Methods exist that allow enforcement of such restric
ion of the rules set outiabeve. The use of such methods is left to the discretion of the [A’s. Atter
fact that such restrictions will reduce the entropy of the input string.

PLE See Eigure 10.
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E D H 2 T U L PDE CATEGORIES
VX C BD G B P Passengers
Z 4 G 1 8 H F g g:::esrous goods

DRIVER RESTRICTIONS
Al oy =15c Corrective lenses &

Figure 10

T -
'V'_ﬁ GVM = 750 g Prosthesis -::
1 EEg /- 35001 VEHICLE RESTRICTIONS

- Automatic transmission AT
1 E GVM > 3500 Kg

o

Electrically powered i
CE !% Physically disabled &, |

Bus > 16000 kg (GVM) permitted m
DEm Tractor only [pim

| Industrial/Agricultural only

s N w Rl b
e
O

I;

— Dedicated data field on non-portrait side of IDL designated as input string
to scale)

8.3.2.4 SAll content consisting of a barcode

A barcode m
shown. Each
with each lix

EXAMPLE

The input st
recommendg
entry when i
(in accordan

ay be used within a SAI as the primary means-of input. The SAI's corners shall be ¢
corner indicator shall be constructed of tweperpendicular lines joined at the end p
e having a thickness of 0,5 mm * 0,3 mm;and a length of 4 mm *+ 2 mm.

See Figure 11.

I AQrt5%bMM*$3j84mzDp8R I

L ]

Figure 11— SAI around a dedicated field (not to scale)

ring may centain any A, N or S characters, and is not limited in length. Howevey
bd that thednput string be limited to the characters specified in 8.3.2.3 to facilitate m
equired:-The barcode may be accompanied by a human-readable version of the input §
ce with ISO/IEC 8859-1:1998), printed in a font not smaller than 6pt.

[not

early
pints,

it is
hnual
tring

EXAMPLE
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C EEB, (C1 B, o s0c  VEHICLE RESTRICTIONS

Automatic transmission AT
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CE NGy DEMMigammy recor oy P
\ =0~ Industrial/Agricultural only, P /

Higure 12 — Barcode on non-portrait side of IDL designated as input string (not {

8.3.2l5 SAI consisting of an IDL MRZ

8.3.2|5.1 General

This

mechanism is a 1 line MRZ and is used with the non-match alert, BAP or PACE mechai

colle¢tively are applicable to SICs and 2D bareode (see 8.4 and 8.5).

The

IIDL MRZ differs from the manner inywhich an input string is identified in 8.3, in that

is fixed and consequently does not require one or more graphical elements that demarci
string as an SAL

The

chard

data elements shall be printed in machine readable form, in the MRZ, beginning with

IDL MRZ.

NOTH The contentofthe IDL MRZ is not to be confused with data elements in the passport MR

Check digits are,used within the machine readable zone to provide verification that the
are cprrectlyinterpreted.

The
a)

b)

fgresénce of the IDL MRZ is identified as follows:

o scale)

hisms, which

, its position
ite the input

the leftmost

cter position in each field in the sequence indicated in the data structure specifications for the

7.

bntered data

I”CI(‘ accaccic racmirad and thao ~crnce canditione Ara inc
H5afe-dis

n place), the

oTo o CCCoo o T Cqu T COT O T C T CeCoo CoOMaTTIotT

reader searches for the IDL MRZ on the IDL.

If access to DG12 is available, BAP or PACE is not applicable and the non-match alert mechanism is

present, DG12 may confirm the existence of the IDL MRZ, alternatively, the reader sea
IDL MRZ on the IDL.

Not more than one IDL MRZ shall be present on a single IDL.

The

reference string shall be encoded in accordance with ISO/IEC 8859-1:1998.

rches for the

The IDL MRZ may be located on the portrait side or the non-portrait side of the IDL, except for the case
where the reference string for the non-match alert is stored in a bar code. In such cases, the IDL MRZ

shal

I not be located on the same side as the barcode.
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Figure 13 shows the location of the 1 line MRZ at the bottom of the IDL, the nominal dimensions and
position of the IDL MRZ data.

Dimensions in millimetres (inches)

_/ 12,12 +1,0

- F 3

(20’.9152)3 —l ----------- 4 ———————. i ___________ _|___ _’_I "

/
v

< \ \ 85,60 (3.37)

jﬁ% \ \ 77,7 (3.06) \

Key
1 machine peading zone
2 referencd centre line

3  printing Zone

[Figure 13 — Location of 1 line MRZ at the bottom of the IDL (not to scale)

8.3.2.5.2 Irinting

The positiom of the left edge of the first chatracter of the OCR line shall be 4,0 mm * 1,0 mm
(0.16 in * 0J04 in) from the left edge of theIDL. The reference centre line for the OCR line shall be
7,27 mm = 1,0 mm (0.29 in * 0.04 in) from(the bottom edge of the IDL. The OCR line shall not ekceed
the printingzone length of 77,7 mm #* 1,0lmm (3.06 in + 0.04 in). No other printing in the B900 inffared
band definedl in ISO 1831:1980 may-appear in the machine reading zone within 12,12 mm #* 1,) mm
(0.48 in £ 0.04 in) from the bottom, edge of the IDL.

Machine reaflable data shall be-printed in OCR-B type font, size 1, constant stroke width. The MRZ shall
be printed with a horizontal printing density of nominally 10 characters per 25,4 mm.

The text sha]l be limited to the set of ICAO MRZ characters,i.e.0123456789ABCDEFGH]]JKL
MNOPQRPBTUVWXY Z <, excluding the space character.

The IDL MRY shall be adapted for reading in the B900 infrared band defined in ISO 1831:1980. UInder
such illuminatien, the printing background and any overlays will backscatter light in a homogeneous
way (i.e. the IDL MRZ shall not be obstructed by an optically variable device, Iocal deviations in
properties, security features, or surface gloss exceeding natural transparent overlay gloss that will
interfere with readability). The brightness of the printing background (including the effects of overlays)
will not be less than 40 % compared to an ideal white surface under the same illumination.

The contrast ratio between character lines and the background shall be a minimum of 4:1. Any reflective
layer covering the SAl area shall not further deteriorate this contrast value when illuminated under angles
of incidence up to 45° and looked at under angles more than 10° outside of the nominal glance angle.

8.3.2.5.3 Use of the IDL MRZ as a BAP or PACE input string

The IDL MRZ can be used for establishing BAP as specified in 8.5 or PACE as specified in 8.7. The input
string shall be composed of characters 2 to 29 of the IDL MRZ.
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The IDL MRZ shall contain the elements given in Table 6.

Table 6 — IDL MRZ data elements

IDL MRZ Number of
character |Data element Specification
‘s characters
positions
1 Identifier The first character shall be “D”.
2 Configuration |The second character shall designate the configuration as follows.
“1” for IDL SIC protected with BAP configuration 1
“P” for IDL SIC protected with PACE only (i.e. without BAP support)
“N” for IDL SIC protected with non-match alert
“<” for an MRZ does not contain a reference string
Any other characters are reserved for future use.
NOTE If the second character of the MRZ is set to 1, PACE may be
supported in addition to BAP configuration 1.
34029 |Discretionary |The contents of this field are to be determined,atthe discretion of 27
data the Issuing Authority. Unused character positions shall be complet-
ed with filler characters (<) repeated up.to position 29, as required.
B0 Check digit The check digit allows verification of all'the data in the OCR line. 1
Check digit is calculated over the.characters in positions 1 to 29
according to requirements setout below
The I}A should ensure that the entropy of the input string is, commensurate with its purpose.
8.3.2|5.4 Check digit calculation
The IDL MRZ check digit shall be calculated on modulus 10 with a continuously repetitive jweighting of
731 7431 ..., as follows:
— Step 1: Going from left to:xight, multiply each digit of the pertinent numerical data el¢gment by the

<

For data €lements in which not all available character positions are occupied, the symb
used to‘eomplete vacant positions and shall be given the value of zero for the purpose of c

Feighting figure appearing in the corresponding sequential position.
ep 2: Add the proeducts of each multiplication.
ep 3: Divideithe’sum by 10 (the modulus).
ep 4: Theremainder shall be the check digit.

checkdigit:

pl < shall be
allculating the

When the check digit calculation is applied to data elements containing alphabetic characters, the
characters A to Z shall have the values 10 to 35 consecutively, as shown in Table 7.

Table 7 — Check digit calculation

Character | A B C D E F G H I ] K L | M
Value 10 [ 11 |12 |13 |14 (15|16 | 17 | 18 | 19 | 20 | 21 | 22
Character| N | O P Q| R | S T|U|V|W|X|Y Z
Value 23 |24 | 25| 26|27 |28|29|30|31|32|33]|34]35

© ISO/IEC 2017 - All rights reserved

27


https://iecnorm.com/api/?name=6027cdc5d932f3ccb6b9fa3455f4e9dc

ISO/IEC 18013-3:

2017(E)

EXAMPLE Using an IDL with the following elements in the IDL MRZ, as shown in Table 8.

Table 8 — Example IDL MRZ data elements

IDL MRZ element Value Meaning
Identifier “D” In accordance with this document
Configuration “1” BAP configuration 1

Discretionary data

“23T09P]J3Y8478FSD<<<<<<<<<<<”

16 random characters followed by speejall
characters to fill vacant positions

Check digit

wpn

Check digit to be calculated over charactérs 1
to 29

Check digit if to be calculated over the following data: D123T09P]3Y8478FSD s<<<<<<<<<

Step 1: Multjplication:

Data D1 (2 |3 [T |0 |9 [P |J (3 |Y |8 (4 [7 |8 |F [S\|D [<|<|[<|<|<[<|<|<|<]<|<
Value 1311 |2 |3 (29 |0 25|19 |3 |34 (8 7 |8 (15 (28 |13 (0 [0 [0 |0 |0 |O (O[O (OO |O
Weight (7 |3 (1 |7 |3 (1 |7 (3 |1 |7 |3 |1 |7 |3 |1 g%~ |3 (1 [7|3|1|7(3|1|7|3|1]7 |3
Product [91|3 |2 |21 (87 |0 |63 (75|19 |21 |102|8 |28 |21.8% |[105|84 |13 |0 |0 [0 (O [0 |0 |O |O (O ]O |O

Step 2: Sum |of products:

91 +3 +2 +21 +87 +0 +63 +75 +19 +21 +102°%8 +28 +21 +8 +105 +84 +13 +0 +0 +0 +0 +0 +0 +0 +0 +0

+0+0 =751

Step 3: Divigion by modulus: % =75, remainder 1.

Step 4: Chegk digit is the remainder, 1. The resulting MRZ including check digit shall be written ag:

D123TO09P]3|Y8478F

SD<<gcr<<<<<<]

Table 9 — Example IDL MRZ data elements and check digit

IDL MRZ ¢lément Value Meaning
Identifier D In accordance with this document
Configuration “1” BAP configuration 1

Discretionary data

“23T09P]J3Y8478FSD<<<<<<<<<<<”

16 random characters followed by special
characters to fill vacant positions

Check digit

« 1u

Check digit calculated over characters 1 to 29

The corresponding hex value of the above input string (Configuration and Discretionary data) given in

Table 9 encoded in accordance with ISO/IEC 8859-1:1998 is:

‘313233543039504A3359383437384653443C3C3C3C3C3C3C3C3C3C3C

28
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8.3.2.5.5 Use of IDL MRZ for non-match alert
The IDL MRZ can be used with the non-match alert mechanism as described in 8.4.

In order to describe such use in DG12, byte 1 of the SAT inputmethod field shall be assigned a value
of ‘41’. The four most significant bits (upper nibble) of this byte identifies the IDL MRZ as the input
method. The four least significant bits (lower nibble) of byte 1 is assigned in accordance with Table 10.

If byte 2 of the SAT inputmethod is present, it shall have the value ‘FF".

If the presence of the non-match alert mechanism is indicated in the EF.COM file and if the optional
parameters are provided, the version field shall be set to v1(1) for this version of the non-match alert
mechianism.

EXAMPLE See Figure 14.

/
UTA DRIVING LICENCE REPUBLIC OF
FLAG 1. DETORE-SPECIMENIA
2. MARY MARILYN

3. 07.06.1952 UTOPIA

4a.15.02.2002  4b. 25.02.2012

4c. UTOPIA SAMPLE AGENCY
4d.97BA3-9123LK 45678 5. 070652-701F

7. Mary Detore-Specimenia

s. A BEXC D1E D
D123TO9PJ3YB4L478FSDLKLKLKLLLLLLLKLT

o ./

Figure 14 — IDL MRZ-on portrait side of IDL designated as input string (not to scale)

EXAMPLE See Eigure 15.
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S. 10. [ [12.

A P 00.00.0000 | 00.00.0000 | 00.00.0000

B iy 00.00.0000 | 00.00.0000 | 00.00.0000

c Ny 00.00.0000 | 00.00.0000 | 00.00.0000
IS BE i@y | 00.00.0000  00.00.0000 ' 00.00.0000

or pastal

'* 70 XXX 123456789123456789

Figure 1

8.4 Non-xg

8.4.1 Purj

13. 14.
UU.0U. 000U Lu.0U.0UlU

D123TO9PJ3YB478FSD<K<LKLLLLLLLK

5 — IDL MRZ on non-portrait side of IDL designated as input string (not to scale

hnatch alert

DOSEe

This mechanism allows detection of any differences between the machine-readable informatio

(some of) th

e human-readable information (printed:gn an IDL). This mechanism may be of value

presence of inachine-readable technologies with data content not accessible to visual inspection a

data carrier

strong visuall evidence of alteration.

8.4.2 App

This mecharn

8.4.3 Des

Conceptually
compared td
data and the

licability

ism is applicable to SICs and 2D barcode.
‘ription

b, the reference string is verified via a digital signature, after which the reference str
the input string. If the comparison is not successful, it means that the machine-rea
(hunran-readable) printed data are not consistent.

n and
n the
nd on

b or physical support that may be tfansferred completely from one IDL to another without

ing is
dable

NOTE1l It

s'assumed that the RA trusts the public key used to verify the digital signature.

NOTE 2

If the comparison is successful, the RA may conclude that the machine-readable data and the physical

document are consistent if it can be assumed that alteration to any part of the printed data (i.e. not just the area
that contains the input string) would be visually apparent.

The reference string is not separately verified with a dedicated digital signature, but is verified
during passive authentication (the digital signature used for passive authentication already covers the
reference string).

NOTE 3  The function provided by the non-match alert mechanism can also be achieved by performing passive
authentication followed by a visual comparison of the human-readable data printed on the document with the
authenticated machine-readable data.
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The manner in which the non-match alert mechanism is implemented is specified in DG12, using the
parameters and values as shown in Table 10.

Table 10 — Non-match alert parameters

Name, Fixed (F) or Varia-
ble (V), Mandatory (M) or
Optional (0)

Field format/length/type

Example

SAI_rdferencestring, V, M

Byte 1:
‘00’ if the input string follows

‘01 ifareference to where the input string can be obtained follows

Subsequent bytes:

If byte 1 = ‘00’, the input string follows from byte 2 (inclu-
sive). The input string is encoded in accordance with ISO/
[EC 8859-1:1998.

If byte 1 = ‘01’, the reference to the field that containgthe
input string is constructed as aabb where aa is the datagredp
and bb is the sequence number of the referenced data element,
with aabb encoded as unsigned BCD

An input string of ABC4DEF
SAI_referencestring fieldwi
‘004142433444 4546, wh
44 45 46’ is the encoded forn

If the licencemumber is used
string, this'will'be coded as

If the 16th data element of D3
used as.the input parameter,
will be coded as ‘01 12 16’

ontained in the
[ be coded as
ere ‘4142 43 34
h of ABC4DEF.

as the input
D101 08"

ta Group 12 is
the input string

SAI_inputmethod, V, 0

Byte 1: SAl standard and input method. The fourdnost significant
bits (upper nibble) of byte 1 can take on any of tie following values:

— ‘0x’if the input string is based on an.existing field;
— ‘Ix’if the input string is based on.adedicated field;
— ‘2x’ if the input string is storeddn a barcode.

The four least significant bits (lower nibble) of byte 1 denotes
the input method, and can:take on any of the following values:

— ‘x0’ if the input string'is intended for manual input;
— ‘x1’if the inputstring is intended for OCR interpretation;

— ‘x2’ if the input string is stored as a barcode.

Byte\2: Barcode standard. If the first byte is of the form x2’, byte
2.issmandatory, taking on any of the following values:

‘00’ for PDF417;

‘01’ for Code 39 (ISO/IEC 16388);
‘02’ for Code 128 (ISO/IEC 15417);
‘03’ for data matrix (ISO/IEC 16022);

‘FE’ for other barcode standards not provided for above;

‘FF’ no barcode

If the licence number is used
string (i.e. a SAl is construct
existing licence number field
value of SAI_inputmethod w

If, in addition, the input strin
OCR-B font, the input string ¥
or alternatively ‘00 01 00".

If, in addition, the SAl is loca
trait side of the IDL, with the|
of the SAT at 29 mm from the|
card and 24 mm from the bo
card, and the right bottom cq
at 59 mm from the left edge
14 mm from the bottom edggd
input string will be ‘00 01 00

as the input

bd around the
on the IDL), the
11 be ‘00"

g is printed in
illbe ‘00 01’,

ed on the por-
top left corner
left edge of the
tom edge of the
rner of the SAI
fthe card and
of the card, the
0029245914

Byte 2 is also mandatory if Bytes 3 to 7 are present.

Bytes 3 to 7: Position of the SAI, expressed as ‘aa bb cc dd ee’,
where ‘aa’ is the side of the card on which the SAl appears (‘00
for portraitside, and ‘01’ for non-portrait side), ‘bb cc’ is the top
left corner of the SAI (where ‘bb’ is the distance from the left
edge of the IDL and ‘cc’ is the distance from the bottom edge of
the card), and ‘dd ee’ is the bottom right corner of the SAI (where
‘dd’ is the distance from the left edge of the IDL and ‘ee’ is the
distance from the bottom edge of the card), with all distances
measured in millimetres, and encoded as BCD.

The bytes are progressively mandatory,i.e. SAI_inputmethod can
consist only of byte 1, or only of bytes 1 and 2, or of bytes 1 to 7.
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mpact encoding

When used with compact encoding, DG12 shall be constructed as a Type 1 data group as follows:

... X [SAl_referencestring] + [SAI_inputmethod] x ...

8.4.4.3 Standard encoding

When used with standard encoding, the parameters shall be stored in DG12 as shown in Table 11.

Table 11 — Non-match alert parameters for standard encoding

[A’s may opt
security me

The object id

id-sm-NMA Q
iso(1l) st

security-me

}

The paramet

param-NMA :|:

version T
}
The versid

Tag Length Value
‘82’ X SAI_referencestring as defined in Table 10.
‘81’ X SAI_inputmethod as defined in Table 10.

onally indicate the presence of the non-match alert mechanism in the-EF.COM file usir
hanism indicator as specified in Clause 9.

entifier for non-match alert shall be 1 d-sm-NMA.

BJECT IDENTIFIER ::= {
andard (0) driving-licence (18013)

chanisms (2) 4

part-3(3)

ers are optional and shall be of type param-NMZA.

SEQUENCE {
NTEGER, SAI inputmethod OCTET STRING

n field shall be set to v1(0) for this veksion of the non-match alert mechanism.

The SAT inputmethodfield shallbesettothe'correspondingvalueinDG12.1fthe SAT inputme

field is not p
8.5 Basic

8.5.1 Pur]

BAP confirn
on the PICC.
authorized)

NOTE Al

Fesent in DG12, the field shall also not be included in EF.COM.
dACCeSS protection

DOSE

s that an [S.has physical access to a PICC before the IS is allowed access to the data s
In addition;-BAP ensures that communication between the IS and the PICC (once acc
s protected.

holugh'BAP was designed for PICCs, it can also be used to satisfy a variety of functional require

for ICs with ¢

1g the

thod

tored
ess is

ments

ntacts as listed in Table 1.

8.5.2 Applicability

This mechanism is limited to PICCs and ICs with contacts.

8.5.3 Description

For a SIC that is accessed via a contactless interface and protected by the BAP, mechanism shall deny
access to its content by the contactless interface unless the IS can prove that it is authorized to access
the SIC. This proof shall be given in a challenge-response protocol, where the IS proves knowledge of
the PICC-individual document basic access keys (Kgnc and Kmac) that are derived from the input string.

32
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After the IS has been authenticated successfully, the SIC shall enforce encryption and message
authentication of the communication channel between the IS and the SIC by Secure Messaging
techniques.

8.5.4

Mechanism

The document basic access keys are stored in the internal elementary file (see ISO/IEC 7816-4:2013).

A SIC that supports BAP shall respond to unauthenticated read attempts (including selection of files
in the logical data structure) with ‘Security status not satisfied’ (0x6982). The presence of BAP thus
is determined by an IS from the response to read attempts (see below) and the subsequent success in

locat
BAP i
a) t
b) t

v

—

‘)

NOTH
the re
prote

[A’s 1
Figun

g the SAT
s specified in Annex B. The following shall be used in the application of Annex B¢

he reference string shall be used as the document keying material (Kqoc);

tring (if present) into the IS;

he first byte of the input string shall identify the BAP configuration'used.

BAP is intended mainly as an anti-skimming mechanism{ However, provided that t
Ction against eavesdropping.

hay optionally add the BAP logo to an IDL to indicate that the SAI contains a BAP
e 16 shows the BAP logo while Figure 17 shows‘he BAP logo on IDL. The minimum d

the A
of 5:3

il »
<« »

-dimension
-ditmension

he IS can automatically read the input string or can allow an operator to,manually enfter the input

he entropy of

ference string is commensurate with the [1A’s assessment of thi€.threat, this mechanism canfalso serve as

input string.
imensions of

Ldimension of the logo shall be 5 mm, and the B:dimension shall be scaled proportionally in a ratio
.Itis recommended that the BAP logo be placed in close proximity to the associated JAI.

Figure 16 — Basic access protection logo (not to scale)
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I 1Qrt5%bMM*$3j84mzDp8R I

e
gL

PDE CATEGORIES
P Passengers

G Goods

D Dangerous goods

DRIVER RESTRICTIONS

EXAMPLE

This barco)
hexadecimal
31313833

The first byte (‘31") of the input string indicates;BAP configuration 1. The entire input string is ug

Kdoc. The res

Kenc:

Kmac:

The barcod
information
randomly, th

A % A1 B <1250 Corrective lenses &&"
B wom— oW '0’:7. g\\y\l\;; 3%8 E: Prosthesis ;’
C .O-_B C1 N ovv- w500k VEHICLE RESTRICTIONS

Automatic transmission AT
Electrically powered

D m D1 Eevw 3500 Kg

BE CEA CE ! Physically disabled ¢k,
W= & Bus > 16000 kg (GVM) permitted [gimmmigh
CE DEm Tractor only i

Industrial/Agricultural only

2>

\ /

Figure 17 — Basic access protection logo on IDL (not to scale)

Suppose the following barcode is printed on the IDL:
Tzl
124

de encodes the string “1462483345434115654434034118361284817041", v

rendering is ‘31 34 36 32 34 383333 343534 3334 31313536353434333430
B6 31 323834 383137303437

ulting derived document access keys are:
‘E4 80 OE 99 54 FF 39 EB\E6 09 15 FD 46 C4 3F DD’
‘E7 EA154F ED 39 38 77 A1 12 9D CB 7A 54 93 50’

e in this exampleSeontains 40 numeric digits. As the first byte conveys predic
only the following 39 bytes may contribute entropy. Assuming they were gene
e resulting Kgoc¢ontains logz(1039) = 129 bits of entropy.

8.6 Exte

8.6.1 Purpose

ed Access Control vl

Uhose
B3 34

ed as

table
rated

EACv1 consists of:

a)

b) terminal authentication, which provides for conditional authenticated access to data groups.

8.6.2 Applicability

This mechanism is applicable only to SICs.

8.6.3 Description and mechanism

EACv1 is def

34

ined in Annex D.
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This document only supports EACv1 Chip Authentication with the ECDH mechanism.

This document only supports EACv1 Terminal Authentication with the ECDSA mechanism.

The
a)

b)

)

d)

8.7

8.7.1

The

the d

by a

allow

8.7.2
This

8.7.3

PACE
byte

conj

If PA
by it
passy
know

Afte

authe

tech

following rules shall be used in the application of EACv1 for an IDL:

The SIC’s key agreement public key(s) shall be stored in DG14, formatted in acco
BSI/TR 03110-3.

-3:2017(E)

rdance with

If BAP is performed before EACv1, the driving licence number, as it appears in DG1, shall be used as
SIC identifier (IDsjc). If PACE is performed before EACv1, the SIC identifier (IDsic) is computed from

the SIC’s ephemeral PACE public key, i.e. IDSIC=Comp(PKSIC).

SJtrong secure messaging (established using chip authentication as described in.BS
shall be active before terminal authentication can take place.

I)G14 shall be accessible without terminal authentication.

PACE

Purpose

RACE protocol confirms that an IS has physical access to acSI€before the IS is allowed
pta stored on the chip. Once access is authorized, PACE pirotects the subsequent cor
secure channel between SIC and IS. The PACE protocolcan be used as an alternative

s various implementation options (mappings, input.strings, algorithms).

Applicability

mechanism is applicable only to SICs.

Description and mechanism

is defined in Annex C. This degument only supports PACE with ECDH generic mapp
of the input string shall bex’50" (“P”) if PACE is used as a stand-alone protocol, i.e
unction with BAP configuration 1.

LE is used to gain aceess to the SIC, the SIC shall deny access to the content of the ID
interface unlessthe IS can prove that it is authorized to access the SIC. This proof
vord authenticated Elliptic Curve Diffie Hellman key agreement protocol where the
ledge of a SICispecific key Ky, which is derived from the input string.

1] the IS(has been authenticated successfully, the SIC shall enforce encryption 4
ntication of the communication channel between the SIC and the IS by Secur

rigues:

[/TR 03110)

to access to
nmunication
» to BAP and

ng. The first
not used in

. application
is given in a
[S proves its

nd message
e Messaging

PACE shall be performed in the master file (MF) of the SIC. The SIC provides the relevant
SecurityInfos in a transparent EF.CardAccess contained in the MF (and additionally in DG14
contained in the IDL application). Due to the execution on MF level, PACE provides an application
independent authentication between IS and SIC that may also be used to get access to potential other
domestic applications on the SIC.

NOT

E See TR-PACE sections 2.2 and 3.1.5.

8.7.4 PACE relative to BAP

PACE differs from BAP in the following respects:

a)

PACE introduces a mandatory master file (MF) structure.
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b) PACE requires an EF.CardAccess file within the MF.
c) Security conditions are established at MF level for PACE.

d) The IDL application is selected by secure messaging using session keys derived in accordance with
the PACE procedure.

In relation to BAP, the PACE protocol has the following advantages:
a) Strong session keys are provided independent of the strength of the input string.

b) The entropy of the input string(s) used to authenticate the IS can be very low (e.g. 6 digits are
sufficierptimgemnerat):

c) The binding between PACE and a Terminal Authentication is universal and does not depend dn the
input string.

The BAP logp in 8.5 may be used to denote the presence of an input string for PACE.

9 Security mechanism indicator

The securityf mechanism(s) deployed on an IDL with an SIC can be identified to reading authorities by
the addition|of tag ‘86’ to EF.COM. Tag ‘86’ identifies the data groups subject to each mechanism uged.

NOTE Use of the security mechanism indicator is optional unless~a mechanism mandates the sefurity
mechanism tq be used.

Tag ‘86’ shal| have the following DER-encoded ASN.1 TLV structure:
SecurityMechanisms ::= SET OF SecurityMechanism

SecurityMedhanism ::= SEQUENCE {
mechanism MechanismIdentifier,
datagroups SET OF INTEGER}

MechanismIdentifier ::= SEQUENCE {

mechanisp OBJECT IDENTIFIER,

parametejrs ANY DEFINED BY mechanissm OPTIONAL}
EXAMPLE Assume an implementation'using LDS version 1.0 having the following data content - mandatory
data (DG 1), optional licence holder data (DG 2), and optional finger biometric template (DG7). The optional finger
biometric tenpplate is protected using EACv1 (see Annex D). The implementation makes use of the file ideptifier

’55 66’ for EF.LVCA and does not{specify a short EF identifier.

EF.COM would be encoded%as follows (in order to improve clarity, tags are printed in ITALIC, lengths are
UNDERLINED and valueg’are printed in normal text):

60" '36d

75F Oll 'QV
'01 00
’g(“" 'E‘
'6l 6B 63"
Y867 '27AV
'31 28 30 21 30 1F 06 08 04 00 7F 00 07 02 02 02
30 13 06 08 04 00 7r 00 07 02 02 02 02 01 01 30

04 04 02 55 66 31 03 02 01 07"

where ‘31 28 30 21 ... 01 07’ is the following DER-encoded ASN.1 structure:

SET
SEQUENCE
SEQUENCE

OBJECT IDENTIFIER: 0.4.0.127.0.7.2.2.2

SEQUENCE
OBJECT IDENTIFIER: 0.4.0.127.0.7.2.2.2
INTEGER: 01

SEQUENCE
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OCTET STRING:55 66
SET
INTEGER: 07

10 SICLDS

10.1 General

In addition to the data groups identified in ISO/IEC 18013-2, Figure C.1, this document defines the data
groups shown in Table 12 and Figure 18. The file structure for an IDL which supports PACE is shown in

Figure 19. All tags used are listed in Annex F.

Table 12 — Assignment of file identifiers and Data Group Tags

Elementary file Name I?il(:(r)ll;f];::r EFID Tag
EF.SOD Document security object 1D’ ‘001D 7N
EF.DG12 Non-match alert ‘oc’ ‘000C’ 71
EF.DG13 Active authentication ‘0D’ ‘000D’ "6H
EF.DG14 EACv1 "OE’ 000E "6H

© ISO/IEC 2017 - All rights reserved
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IDL Standard Application Other Domestic

Other Domestic i
Application

_________________

1
1
AID = A0 00 00 02 48 02 00 Application i
DF DF !
!
KENC
— KMAC

Data groups specified in
ISO/IEC 18013-2, i.e.

EF.COM and EF.DG1 to
EF.DG11

EF.50D Document security

object
Tag =77
Short EF identifier = '1D'

EF.DG12 Non-match alert
Tag="'71
Short EF identifier = '0C’

EF.DG13 Active
authentication
Tag = ‘6F
Short EF identifier = '0D!

EF.DG14 -EACv1
Tag €Y6F’
Short EEfidentifier = 'OE’

Figure 18 — Data groups
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MF
SO S | F—
EF.CardAccess ' EF.ATR/INFO ' DF ' DF i
FileID ='011C’ | File ID = '2F01' . | IDL Standard Application i Other Domestic !
Short EF identifier = '1C' i See NOTE belo w i AID ='A0 00 00 02 48 02 00" | Application !

KENC

NOTE
Lc/Le

Data groups specified in ISO/IEC
18013-2, i.e. EF.COM and
EF.DG1 to EF.DG11

KMAC

Tag='77

EF.SOD Document security object

Short EF identifier = '1D'

Tag =71

EF.DG12 Non-match aleft

Short EF identifier ='0C'

Tag = ‘6F

EF.DG13 Active authentication

ShortEF identifier = '0D'

Tag = ‘6E’

EF.DG14 EACv1l

Short EF identifier = '0E'

This~EF may contain software functions supporting especially command chaining and extended

field.

Figure 19 — File structure for an IDL supporting PACE

10.2 EFESOD - Document security object (short EF identifier = ‘1D’, Tag = ‘77’)

EF.SOD is defined in 8.1.5.1.

10.3 EF.DG12 Non-match alert (short EF identifier= ‘0C’, Tag = ‘71")

DG12 is defined in 8.4.4.

10.4 EE.DG13 Active authentication (short EF identifier = ‘OD’, Tag = ‘6F’)

DG13 is defined in 8.2.4.1.

© ISO/IEC 2017 - All rights reserved
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10.5 EFE.DG14 EACv1 (short EF identifier = ‘OE’, Tag = ‘6E’)
DG14 is defined in Annex D for EACv1.

If PACE is supported, additional DG14 content is defined in Annex C.

NOTE

See TR-PACE section 3.1.5.

10.6 EF.CardAccess if PACE is supported (short EF identifier = ‘1C’)

EF.CardAccess is defined in Annex C for PACE.

NOTE

40

Se

b TR-PACE section 3.1.5.
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Public key infrastructure (PKI)

A.1 General

-3:2017(E)

This pnnex suggests a structure for a public key infrastructure specifically in respect
are used internationally. Such a use environment poses unique challenges, primarily)the
of anly one issuing jurisdiction to conclude, implement and maintain key shaging” agrd
infragtructures with all other issuing jurisdictions (given the assumption that/a “super
authqrity” that controls and issues keys globally is not available).

The doncepts in this annex were developed from first principles, and explore the functiond
aspegdts of a PKI. Standardisation of technical aspects relating to ‘implementation (e.{
formats) are outside the scope of this annex, although some issues thatwould need standa
pointeed out. Consequently, this annex describes the mechanisms to)establish a “trust mode
it degcribes a traditional PKI.

The trust model described in this annex is based on a “trust-by proxy” principle, i.e. A trus
A trujsts B and B trusts C. Consequently, the ultimatedesponsibility to establish trust in
remajns with the RA (also see Annex B dealing with\trust establishment). The trust mod
be sepn as infallible confirmation of the origin and integrity of a public key.

of IDLs that
infeasibility
ements and
certification

1 and logical
v, certificate

rdisation are
1” more than

ts C because
a public key
b] should not

A.2 | PKI Design principles

In addition to the principle stated in A%, the trust model was designed to comply with the following

prindiples:

a) No central CA is available.

b) The trust model should exploit existing trust relationships.

c) The rules for setting up and maintaining the trust network should not require any ¢ne entity to

manage the trusthetwork, but should allow for the trust network to essentially manage itself.

d) Use a two-level key approach, consisting of a root key-pair and a document key pair. The document
ey pairlis’used to sign and verify an IDL, and the root key pair is used to sign and verify the
ocument key and other information as described below. Public root keys are to be exchanged by
ut-of-band means.

NOTE1 A one-level key approach is possible but less appropriate given that keys used to sign IDLs are
replaced periodically.

NOTE 2  Inthis context, “sign” means that a private key is used to create a digital signature for a certificate
that contains a public key and/or other information.

NOTE 3  Given the autonomy of each country, and the political sensitivities that exist between some, a trust

model that uses one global certification authority is considered infeasible.
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NOTE 4  Existing trust relationships are an ideal starting point to build a trust network. For example, the
American Association of Motor Vehicle Administrators (AAMVA) already has trust relationships established
with most [A’s in North America. In Southern Africa, the Southern Africa Development Community (SADC) has
relationships set up with all the countries in Southern Africa, with a similar function performed by the Economic
Community of West African States (ECOWAS) in West Africa, and the Common Market for Eastern and Southern
Africa (COMESA) in Eastern and Southern Africa. In Europe, the European Commission has relationships with
numerous IA’s.

A.3 General description

NOTE1 The trust model is somewhat similar to the user-centric trust model employed by PGP, and as
discussed in Keference {47

Each [A gengrates two sets of key pairs, a root key pair, and a document key pair. The 1A signs'it§ own
public root key using its private root key. This means that the IA certifies that the publiciroot key is
associated with the IA. In a more traditional environment, a CA would sign e.g. [A A’s, public root key,
thus certifying the association between the public root key and 1A A. If IA B trusts the‘CA, 1A B would
then also tryst the association between IA A and its public root key. If A A self-signs-its public roqgt key,
and IA B trysts IA A, a CA becomes superfluous (at least for the purpose of asseciating 1A A with its
public root key). The public root key is distributed out-of-band only. The public document key i$ also
signed with|the private root key. For standard encoding, the public docunient key may optionally be
distributed yvith the IDL.

NOTE2  THe root key as used in this document is similar to the Country Signing CA Key in the ICAD PKI
Specification [see Reference [9]).

NOTE3  THe document key as used in this document is similaf to’the Document Signer Key in the ICAO PKI
Specification [see Reference[9]).

NOTE4 ICAO’s PKI Specification (see Reference[9]) mentions the out-of-band confirmation of a root public
key, thus infgrring that the actual distribution of such<keys may take place separately from the out-of-band
confirmationfpossibly using “in-band” communication;

As noted abqve, it is infeasible to expect each IA’s public root key to be distributed (out of band) to pvery
other IA. Copsequently, if IA A trusts IA B, then IA A would also like to know who else 1A B trustsl IA B
thus needs tp publish (see A.4.1 for a discussion of the term “publish”) a list (signed with IA B’s private
root key) of the IAs (including IA A, ifapplicable) that it trusts. IA B also signs the public root key of each
IA in A B’s ffrust list, and publishes all the signed public root keys. B thus publishes the documenits (or
certificates)|shown in Figure A<l

NOTE5 IA|Bwould presumably (but not necessarily) only directly trust those [As for which it has receivgd the
public root kdy in an out-of-band fashion.

NOTE 6 Infddition{IA B would also publish information on IA B’s public keys used to sign IDLs. This however
does not dire¢tly pertain to the trust network, and is only discussed later.

Trust list

IA1 public root key

IA2 public root key

IAn public root key

Digital signature

A1 identifying details
[A2 identifying details

[An identifying details

IA1 identifying details
IA1 public root key

Digital signature
(created with [A B's
private root key)

IA2 identifying details
IA2 public root key

Digital signature
(created with [A B's
private root key)

[An identifying details
[An public root key

Digital signature
(created with IA B's
private root key)

(created with IA B's
private root key)

A

S L

Figure A.1 — Certificates published by an IA

S
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If every 1A publishes the same items that [A B publishes (i.e. a signed trust list, and signed public root
keys of each authority on the trust list), it enables IA A to construct a diagram of the complete trust

network. For example, if [A B trusts IA C, IA A uses IA C’s public root key (signed by 1A B),

to verify [A

C’s trust list. If IA C trusts IA D, IA A uses IA C’s public root key to verify IA D’s public root key, and then

verifies IA D’s trust list, and so on. [A A thus compiles a trust network diagram which ca
verify any IDL presented.

NOTE 7

n be used to

The trust network diagram includes all the public keys, lists and other information required to verify

an IDL in an off-line manner. Typically, the trust network diagram is updated periodically (e.g. daily), and used as

reference for all internal verification actions.

and should be stored, protected and used in an appropriately secure manner.

NOTH8 The proposed trust model requires the unrestricted availability of the public root key.
Specification (see Reference[9]) however appears to discourage such availability~of ICAO’s equ
publi¢ root key.

It is anticipated that the global trust network will eventually consist of a collection of
netwprks, with the different local trust networks connected byya limited number of {
For gxample, in the Southern Africa Development Community)(SADC), South Africa m
aggregator for the SADC countries. That is, each SADC country exchanges public root keys

only with South Africa, and vice versa. South Africa thengigh's each public root key, and pu
along with the list of all SADC countries. In the Eurgpean Union (EU), the European Pap
decide to act as a central trust broker, or PIA. That.isithe EU obtains the public root key f
the E|U, signs it with the EU private root key, and. publishes same. The American Associat
Vehidle Administrators (AAMVA) may fulfil a similar function in North America. Figure A
an example of a trust network.

blic root key

ust anchors,

The ICAO PKI
valent of the

“local” trust
rust “links”.
hy act as an
out-of-band)
blishes same
liament may
br each IA in
ion of Motor
2 illustrates
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IA11 1A 2.2
"b L;S,t ”“’t []:Al]l trust list: [A2.3]
Publc roo ,ey public root key 2.3
IA1.1 public 1A2.1 1A2.2 public
document key(s) trust list: [PIA1, document key(s)
142.2]
public root key 1
1A 1.2 public root key 2.2
trust list: [IA1] [A2.1 public A23
public root key 1 PIA1 document key(s) S
) , trust list: [1A2.4]
IA1.2 public trust list: [IAL1, bli X
document key(s) 1A1.2, 1A1.3] public root key 2.4
e . IA2.3 public
public root key 1.1 doctmerTt=keyist
public root key 1.2 7
1h 1.3 public root key 1.3
trustllist: [IA1]
publicfoot key 1
IA1.3 publjc document 1A24
Key(s) trust list: [IA24]
public root kejr2.1
1A2.4 publie
document key(s)
1A3
trust list: [IA 4.1]
public root key 4.1
IA3 public document
key(s) Legend
f \ ENTITY NAME
1A4.1
. 1A 4.2 1A 4.3 published
trust IIS;QPZI 12,143, trust list: [1A4.1, trust list: [1A4.2, IA 4.4 information
public rood key 1 1a43] las4) trust list: [IA4.3]
public roof| key 3 public root key 4.1 public root key 4.2. public root key 4.3
public root key 4.2 public root key 4.3 public root key*4.4. 1A 4.4 public
1A4.1 pulplic d [A4.2 ptu]l:hc a 144.3 p:lfllc document key(s) Local trust
document fey(s) ocument key(s) ocumenpkey(s) network
Figure*A.2 — Trust network example
A.4 Implementation

A.4.1 Publication-mechanism

It is suggestgd thatthe information to be published, be published (as signed certificates) in a lodation

accessible by all verifying entities. Consequently, each 1A’s identifying details should

NOTE The Internet would be a location that complies with the above accessibility requirements. However,
security concerns have been expressed about using the Internet. If the Internet is used, a requirement to
use server side authenticated SSL (similar to the ICAO requirement) for all communication can be added to
enhance security. This implies that each A will have to obtain a single server key from a commercial party.
The disadvantage of alternative publication locations in general is that they may not be readily accessible to all
verifying entities (with the potential for consequential difficulties for the [A’s card holders). In the end, it remains
the responsibility of the IA to select a suitable publication location.

The security of the publication location is the responsibility of each IA. However, the authenticity of all
published information can be verified using the [A’s public root key, thus adding an additional layer of
security to published information.
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llows that in cases where an IA may not have the necessary infrastructure or expertise or may not

want to publish and/or maintain published information in-house, such publication may be performed
(under agreement) by other IAs or trusted third parties.

The

availability of published information is crucial. If published information is not available, a verifying

entity cannot update its trust network diagram, and thus will be unaware of any changes in the trust
network diagram such as new document keys issued, document keys revoked, or [As removed from the
trust network. Thus, this approach is vulnerable to a denial of service attack (see A.7.3).

A.4.2 Information published

XA oo

] e A A D ackh TA (0 3 rala o 4 abklicl PN T 1: aditha o bl o oo laxz
AS dl COSSCUTIT Iy, CatTr 17 x (111 1to TOTC a5 V1Y) PODTISTICS o tx uot uot arrcr tu\, PooTTcT UUt Ty :)f eaCh IA on

the tust list. Each of these documents is signed with the publishing VA’s private root key:

Each|VA may optionally also publish the network trust diagram that it has construgted. Such a
published network trust diagram can potentially be referenced by local industry-{e.g. airlines and car

hire gompanies) as a primary source to verify foreign driving licences.

NOTE In a sense, a published trust network diagram is similar to the public’key directory dlefined in the
ICAO [PKI Specification (see Reference [9]), with the difference that it is intended for local use gnly. However,
nothing prevents a company in e.g. Australia to use (because it trusts) a netwotrk trust diagram published by e.g.

Germpny.

The
A st

A5

VA (if it is also an [A) also publishes its own public document’keys.

apdard format for each of the above documents (or cettificates) has to be specified.

Certificate content

In cqnsidering certificate content, cognizanc€ was taken of industry experts’ recommendations
that K.509 certificates should only be used"if absolutely necessary (see Reference [5] BSI Technical
Guidgline TR-03110-1 and BSI Technical Guideline TR-03110-3). Consequently, and in keeping with the

inte

requi
profile eventually specified may otmay not be X.509 compliant.

n‘[: of this annex (see A.1), the certificate content proposed below is based solely on the functional
rements pertaining to the IDL €nvironment and the proposed trust model. The actupl certificate

NOTE X.509 compliancy has)advantages and disadvantages, which need to be carefully conpidered by an

IAp

rlor to implementations The disadvantages are discussed in the noted references, and in egsence involve

unneg¢ded complexity andguestionable “fitness for purpose”. The disadvantage to using a non-X.509 certificate is

that

A5

[AAs’ existing envirenments may already be set up to accommodate only X.509 certificates.

.1 Verification processes

As mpntioned above, the functional processes drive the certificate contents. This clause discusses the

procésses.involved.

Wherra pubticdocument key certificate meeds to be verified; the fottowing stepsare executed:

a)

b)

Identify the 1A that signed the certificate. Primary identification is based on the ISO Issuer Number
in Data Group (DG) 3 (this field thus becomes mandatory if a digital signature is used). Additional
identification information includes directions on how and where information published by the 1A
can be accessed.

Using a trust network diagram, identify the [A’s public root key(s). If the IA has published more than
one root key, identify the public root key used associated with the public document key certificate.

NOTE If the 1A does not appear on the VA’s trust network diagram, the public document key certificate
cannot be verified. The IA first has to be added to the VA’s trust network diagram via the out-of-band
exchange of the [A’s public root key with any of the existing [As on the VA’s trust network diagram.

The following options exist to identify this particular public root key:
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1) Include a public root key identifier in the public document key certificate and include the same
identifier in the public root key certificate.

2) Use the date that the public document key certificate was signed to identify the public root key
that was used for signing certificates during this period. This requires that the public root key
certificate contain “valid for signing from” and “valid for signing until” dates, and limits the [A
to the use of only one key at any given time.

c) Use the 1A’s public root key to check the public document key certificate’s digital signature. This
requires knowledge of the digital signature algorithm (and accompanying parameters) used. The
algorithm and parameters are specified in the public document key certificate.

d) Verify th

yet. This
1) Use
2) Use

for

llY"
bei

at the public document key is still valid, that is, that the document key has not been reyoked

can be set up in either of the following ways:

certificate revocation lists.

a “Revoked Y/N” field in the public document key certificate (this field would always he “N”
| public key certificate included on the IDL; only public keys publishedby the 1A can Have a
yalue for this field.). This is unusual in that it implies that a certificate for the same kdy can

bsued twice. However, it also negates the need for certificate revoeation lists (refer to

for pore information), thus reducing the complexity of the overall\solution.

When an IDI

a) Identify
verificat

b) Obtain

the appi
included

For co
date of
public d
identifie

c) Verify t}

needs to be verified, the following actions are involved.

the IA. The same identification process as for/the’ public document key certi
ion is followed.

A.6.2

ficate

the correct public document key. Regardless. of whether or not the public docyment
key is ifjcluded on the IDL, an attempt should be rmade to obtain the public document key
opriate public document key certificate~6h the [A’s publication area (or alternatively as

in the VA’s most recent trust network.diagram).

act encoding, the appropriate public document key is identified by comparing the

from

issue

he IDL with the “valid for signing from” and “valid for signing until” dates of the avajilable
pcument keys of the IA. For standard encoding, the appropriate public document key dan be

d using a key identifier.

e public document key certificate, as described above.

d) Check the digital signature/on the IDL using the public document key. This requires knowledge of

the digit
DG.SOD

A.5.2 Doc

Based on th

al signature algerithm and parameters used to sign the IDL. This information is stored in
(for both cempact encoding and standard encoding).

nmentKey

ewdiscussion in A.5.1, a public document key certificate should contain the follgwing

information:

a) IAidentifying details;

b) public document key;

c) public document key identifier (if dates are not used to identify the public document key);

d) identifier of the public root key used to sign the document public key certificate (if dates are not
used to identify the public root key);

e) beginning (and ending) issuing dates for which the key is valid (at the time of signing the certificate)

(if dates

are used to identify the public document key);

f) digital signature algorithm and parameter information;
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g) revocation indicator (Yes/No);

h) revocation date (mandatory if revocation indicator is Yes) (if dates are used to identify the public
document key);

i) notes (optional), which can be used to add additional information regarding the revocation, in
English, French or Spanish if required;

j) date of signing (if dates are used to identify the public root key), which is used to identify the
private key that was used to sign the certificate; this is optional if the public key is included on the
IDL, as it can be assumed that the date of signing is the same as the IDL issue date;

k) digital signature (assuming a digital signature with appendix scheme].

A.5.3 Root key
Basedl on the discussion in A.5.1, a root key certificate should consist of the following information:
a) IAidentifying details;
b)
)

fdublic root key;
H

d) Heginning (and ending) signing dates for which the key iswalid (at the time of signing the¢ certificate);
d
d

ublic root key identifier (if dates are not used to identify thepublic root key);

ate of signing (optional);
igital signature (assuming a digital signature with appendix scheme).

Note that whenever a private document key is compromised, all the documents signed with the private
key become suspect (and not only those documents signed prior to the compromise).

A.6 |Key revocation

A.6.1 Root key compromise

A priyate root key compromise has the following far-reaching consequences:
a) n1one of the documents signed with the private root key can be considered “safe” anymlore;

b) thelA (whose private root key has been compromised) is effectively deleted from the trjust network.

Due tjo the abevg, notification via publication (as defined in A.4.1) is infeasible. The fact thdt the private
root key hassbeen compromised can be published, but technically no VA will be able tq verify such
information, since there is no way in which the compromised IA can sign such publication.

In caseofa COMPTONIIST, the COMIPT omisedtAthushasto uutify atHtheimmediate VAs of the compromise
in an out-of-band fashion. Following such notification, the immediate VAs have to immediately remove
the compromised IA from their trust lists (and their trust network diagrams). The compromised [A
now has to create a new root key pair and distribute the new public root key to the immediate VAs. At
the same time, the compromised IA has to resign all other information that it wishes to publish, e.g.
the trust list, public root keys for the [As on the trust list, and the compromised [A’s existing public
document keys.

It thus is in each IA’s best interest to communicate any compromise as expediently as possible to all
immediate VAs. To this end, each 1A should keep a list of all its immediate VAs. It is also recommended
that the compromised IA re-obtain (out-of-band) the public root keys of the 1As in the compromised 1A’s
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trust list, to ensure that the public keys re-signed and re-published by the compromised IA (with the
[A’s new root private key) are in fact the correct keys.

NOTE The list of an [A’s immediate VAs is not necessarily the same as the [A’s trust list. An A may not trust
all the VAs to which it provided a copy of its public root key (by out-of-band means).

For non-immediate VAs, the compromised IA’s public root key is essentially revoked when the
compromised IA is removed from the immediate VAs’ trust lists. Each VA thus needs to carefully
consider the frequency with which it updates its trust network diagram.

A.6.2 Document key compromise

The compro
private root
private docu
the compron
(if necessary
the date the

This approa
isnoted as s

A.7 Trusl

A.7.1 Ove

mise of a private document key is easier to communicate and process than in the eas
key. When a private document key is compromised, the compromised IA (i.e. the.JA ¢
ment key was compromised) simply re-publishes the public document key associated
nised private document key with the value of the “Revocation indicator” field set to “Y
) the value of the ending issuing date associated with the compromised public key
private document key was last used to issue an IDL.

'h does away with the need to maintain certificate revocation lists, The compromise
ich by any other VA the moment the VA updates its trust netwotk diagram.

model weak points

r'view

The trust m

bdel presented in this annex is to a large extent predetermined by the design prin

and constraints stated in A.2. However, since no trust nmfodel is perfect, it is important to also takg
of the weak points of the model, so that these can be @dequately addressed. This subclause poin

some of the

eak points of the trust model. Weak points concerning other areas (e.g. testing, iss

document sqcurity) are not discussed here.

A.7.2 Genpgral

One of the itherent weaknesses of the trust by proxy” approach is that VAs may not all have the

criteria for

easuring trustworthiness. If A A trusts 1A B and 1A B trusts IA C, but IA A and 1A B d

use the same criteria to determine trustworthiness then IA C does not necessarily comply with
trustworthiness criteria, eventhough the “trust by proxy” approach would imply that IA A can trus

The trust ch

hin can also become rather long, introducing ever more opportunity for a trust breake

A solution t¢ this conundrum is for a VA to adapt its trust network (within the constraints imj

by cost and
chains. That
sum of chain

ogistical considerations) so that higher volume IDL verifications “flow” over shorter
is, a VAscould establish direct trust relationships in such a manner that it minimizg
lengths for all IDLs verified.

e of a
Uhose
with
' and
set to

d key

Ciples
note
s out
uing,

same
o not
A A’s
[IAC.

lown.
hosed
trust
s the

NOTE

This approach does not guarantee the lowest probability of letting a problematic IDL slip through.

Knowing about the above approach, criminals can specifically target the end points of long trust chains in a VA’s
trust network in their attempts to circumvent the system.

If a breakdown in trust occurs or is suspected (i.e. it is determined or suspected that an IDL is verified
when it shouldn’t have been, or vice versa), the point where it is discovered may be several trust points
removed from the IA. The longer the trust chain involved, the more cumbersome it becomes to confirm
a trust breakdown and to identify the point of compromise. As described above, minimizing the sum of
chain lengths for all IDLs verified can minimize this problem.

A VA may include an IA in a trust list for political reasons, even if the VA does not trust the IA
internally. Even though such conduct would effectively sabotage the trust model, it cannot be ruled
out. Consequently, it is important that VAs augment the trust model with other methods of establishing
trustin an IDL issued by an I[A.
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A.7.3 Attacks

In general terms, (at least) the following attacks are possible against any two-level PKI:

-3:2017(E)

a) obtain private root key;

b) replace private root key;

c) replace trusted root key;

d) obtain private document key;

e) place-private-doetmentkey:

f) replace trusted document key;

g) denial of service attack.

The gbove attacks can take many shapes and forms, some of which are unique'to the trust]
and dthers that would be applicable regardless of the trust model. The paragraphs that fa
some|of the attacks that are specific to the proposed trust model.

model used,
llow discuss

The dlistributed nature of the proposed trust model requires eachMA to take responsibility for the

safekeeping of its own private keys. The general level of security‘which an [A is capable of]
emplpy, or the conscientiousness with which it follows its security procedures, may be les

h an exchange would be to replace the publi¢\key somewhere in the process. IAs sho
is risk, and implement appropriate procedures to secure their out-of-band key exchan

the trust network diagram is verified). Other attacks (on published information) are nd
by the frequency of trust netwerk verification. These attacks are however likely to be un
time,[when it is realized that IDLs that do not verify is due to incorrect public keys being us
verify authentic IDLs.

A varjiant on the published information attack is to try and sneak the details of a fictitiou
trust|list and public-keys published by an existing IA. Although this would require some in
the informatiofidras to be signed using the existing [A’s private root key), this subterfuge ca
remajn undetected.

or willing to
5 than would

main attack
hld be aware
res.

hment keys)

attacks are
7 certificates
r with which
t influenced
rovered over
ed to try and

s A into the
side help (as
n potentially

the attacks

Denigl ©f service attacks could be used on their own or in conjunction with some of
mentioned A i i i ingi
creating opp

A

brk diagram,

The ultimate decision on which IAs to trust and which [As not to trust lies with the VA. Setting up and
maintaining a trust network diagram thus requires active involvement from the VA. Any VA that does
not take this responsibility seriously or does not allocate sufficient resources can become a liability for
the whole trust network.

The bigger and more complex a trust network diagram becomes, the more opportunity there is for
situations arising that require manual decision-making.

EXAMPLE1 IA A has immediate VAs B and C. VA D’s trust network diagram has paths to both VA B and VA C.
For some reason, VA B removes IA A from its trust list. Does VA D now also remove IA A from its trust network
diagram?
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EXAMPLE 2 After investigating IA B’s security procedures and practices, VA A decides not to include IA B in its
trust list. However, VA A does include IA C in its trust list, and IA C includes IA B in its trust list. VA A thus has to
manually ensure that IA B is not included in its trust network diagram.
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Annex B
(normative)

Basic access protection

B.1 General

BAP is a mechanism and protocol to protect identity documents with a SIC against skimmipg attacks.

This protection is achieved by requiring the establishment of a secure channel using prefdefined key
material which should only be revealed by closer physical inspection of the document, before access is
grantled to information stored in the SIC.

The decure channel protects the integrity and authenticity of authorized eommunication| between an
IS and an identity document. If the entropy of the key material is high enough, a certain amount of
protgction against eavesdropping attacks is also achieved.
NOTH1 Because the same pre-defined key material is used forZall’communication sessions|with a given
docurpent, this protocol does not give forward-secrecy. This means that, if knowledge about the kqying material
is gained, it can be used to decrypt any past sessions. However, Kiiowledge of a particular session’s session keys
does 1ot enable the decryption of past or future sessions.

NOTH2  This protocol is based on ICAO’s Basic Access.Control.

B.2 [Parameters

Refenring specifications shall specify thefollowing when referencing BAP:
a) the source of Kqoc;

b) the method(s) by which Kgp£is entered into the IS.

NOTE This document uses information printed on the IDL in machine and/or human-readablg form as Kqgc.-
The SAI demarcates the information used. The first byte of the input string indicates the use of BAP and has the
value[“1”. For further details, see 8.3 and 8.5.

B.3 |Protocol

BAP ¢omprises the following steps:

a) Doeument basic access keys are established using the key derivation mechanism descijibed in B.4.

b) The IS and the SIC mutually authenticate and derive session keys. The authentication and key
establishment protocol described in B.5 is used.

c) After successful authentication, subsequent communication is protected by Secure Messaging as
described in B.6. Access shall only be granted as long as secure messaging is active.
B.4 Key derivation mechanism

The following key derivation mechanism is used to derive keys from a key seed (Kseeq) for both the
establishment of the document basic access keys and the establishment of the session keys for secure
messaging.
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A 32-bit counter c is used to allow for deriving multiple keys from a single seed. Depending on whether
a key is used for encryption or MAC computation, the following values shall be used:

c=1(ie

c=2(i.e

.‘0000 00 01’) for encryption;
.‘0000 00 02") for MAC computation.

The following steps are performed to derive a key K from the seed Kseeq and c using the cryptographic

hash functio

a) LetDbe

n h:

the concatenation of Kgeeq and ¢ (D = Kgeed || €)-

b) Usingh,
c) The klef

The docume
c=1and 2,1
Kseed . h is th

Kdoc Should

random for the intended application.

NOTE TH
if Kqoc only pr

B.5 Auth

Authenticati
according to

cryptographlic checksum according to the selected MAC algorithm m is calculated over and appengd

the cipher teg
size of 64 bit

In more detd

catcutate tirehastrHof DtH="7D7):
tmost bits of H form the key K.

ht basic access keys Kepc and Kac are derived using the mechanism described ‘above
espectively. In addition, the most significant 16 bytes of the h(Kgoc) is usedas the val
e selected cryptographic hash function defined the BAP configuration!

he different for every document and care should be taken to ensure that Kqoc is suffic
e entropy of Kqoc is the upper bound on available entropy for the seeure messaging keys. For ex3
ovides 30 bits of entropy, the derived keys cannot contain more=-even if the key size is larger.

entication and key establishment

bn and key establishment is provided by-<a' three pass challenge-response pre
ISO/IEC 11770-2:1996 key establishment mechanism 6 using the selected block ciphe

xts. The modes of operation described, in B.7 shall be used. Exchanged nonces shall h
5, exchanged keying material shall bek bits long. Distinguishing identifiers shall not be

il, the IS and SIC perform the fgllowing steps.

e abbreviations IS and SICu$ed here are equivalent to IFD and ICC, respectively as us
1 (ICAO Doc 9303-1).

equests a challengesRND.ICC by sending the GET CHALLENGE command.
benerates and responds with a random nonce RND.ICC.
erforms thefollowing operations:

brate-arandom nonce RND.IFD and random keying material K.IFD.

with
e for

ently

mple,

tocol
re A
ed to
ave a
used.

ed in

brate the concatenation S = RND.IFD || RND.ICC || K.IFD.

NOTE Th
ISO/IEC 7501
a) ThelSr
b) The SIC
c) ThelSp
1) Gen
2) Gen
3)
4)
5)
d)

Compute the cryptogram E_IFD = e[Kenc](S).
Compute the checksum M_IFD = m[Kpac](E_IFD).
Send a MUTUAL AUTHENTICATE command using the data E_IFD || M_IFD.

The SIC performs the following operations:

1) Check the checksum M_IFD of the cryptogram E_IFD.

2) Decryptthe cryptogram E_IFD.

3) Extract RND.ICC from S and check if the IS returned the correct value.
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4)
5)
6)
7)
8)

Generate random keying material K.ICC.

Compute the cryptogram E_ICC = e[Kenc](R).
Compute the checksum M_ICC = m[Kpac](E_ICC).
Send the response using the data E_ICC || M_ICC.

e) The IS performs the following operations:

(O8]

B.6

1—Check the checksum M ICC of the cryptogram E-1C
) Decryptthe cryptogram E_ICC.

Secure messaging

ISO/IEC 18013-3:2017(E)

Generate the concatenation R = RND.ICC || RND.IFD || K.ICC

CC

) Extract RND.IFD from R and check if the SIC returned the correct value.

After|a successful execution of the authentication protocol, both the IS and the SIC compute|session keys

Ksen(

and KSpac using the key derivation mechanism described in BM4with (K.ICC & K.IFD]

as key seed.

All further communication shall be protected by secure messaging (SM) as described in I§0/IEC 7816-

4:2013 according to the requirements below. The modes of operation described in B.7 shal

B.6.1

The M data objects shall be used according to Table B.1 in the following order:

Message structure of SM APDUs

— dommand APDU: [D0‘87’] [D0‘97’] DO‘SE;

— response APDU: [DO‘87°’] DO‘99’ DO‘8E!.

be used.

All SM data objects shall be encoded in~"BER-TLV as specified in ISO/IEC 7816-4:2013. The command

head¢r shall be included in the MAC calculation, therefore the class byte CLA shall be ‘0C’.

The 4ctual value of Lc will be modified to L¢’ after application of secure messaging. In the protected

command APDU, the new Lée byte shall be set to ‘00, while the value of the original Le pyte may be
convgyed in the appropriaté data object.
Table B.1 — Usage of SM Data Objects
0§ D087’ D097’ D099’ DO‘8E’
Contpnt O\ Padding-content Le (1 or 2 bytes) Processing status Cryptogrgphic check-
Q% indicator byte (shall (SW1-SW2) sum (MAQ)
be ‘01’) followed by
\Q/ the cryptogram

Command APDU Mandatory if data Mandatory if datais |Not used. Mandatory.

is sent, otherwise requested, other-

absent. wise absent.
Response APDU Mandatory if data is|Not used. Mandatory, only Mandatory if DO‘87’

returned, other-
wise absent.

absent when a SM
error occurs.

and/or DO99’ are
present.

Figure B.1 shows the transformation of an unprotected command APDU to a protected command APDU
in the case that data and Le are available (case 4). If no data is available (case 1 and 2), leave building
DO‘87’ out. If Le is not available (case 1 and 3), leave building DO‘97’ out.

© ISO/IEC 2017 - All rights reserved

53


https://iecnorm.com/api/?name=6027cdc5d932f3ccb6b9fa3455f4e9dc

ISO/IEC 18013-3:2017(E)

Unprotected command APDU

Cmd Hdr Le Data Data Data Le
4 bytes n bits n bits m bits (m<n)
Pad data
Data Data Data '80 00 .
n bits n bits m bits (m<n) | n-mbits
Encrypt using e [KSenc]
X1 X2 X3 Xn
n bits n bits n bits n bits
Build DO'87'
'87' I '01' <encdata>
Pdd command header Build DO'97'
Cmd Hdr | '80 0000 .. Q1T 10t Q7"
Tbytes | n-32bit 87'L'01' <encdata> 97'| L | NéY
- .
Compute MAC
using m[KSmac
C
Build DO'SE’ New Le
Cmd Hdr ) '87'L,"01' <encdata> 97| L | Ne | '8E|L=08] cc 00"
4 bytes
Protected command APDU
Figure B.1 — Computation of a SM command APDU
Figure B.2 shows the transformation of an unprotected response APDU to a protected response APDU

in case data

s available. If no data is/ayailable, leave building DO‘87’ out.
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Unprotected response APDU

ISO/IEC 18013-3:2017(E)

B.6.2

Data Data Data SW1-SW2
n bits n bits mbits (m <n) 2 bytes
Pad data
Data Data Data '80 00.."
n bits n bits m bits (m <n) | n-mbits
Encrypt using e [KSenc]
X1 X2 X3 Xn
n bits n bits n bits n bits
Build DO'87" Build DO'99'
87| L | or <encdata> 99 | L | SWL-SW2
2 bytes
Compute MAC
using m[KSmac
€
Build DO'SE’
Q7T 1t 99' SWL-SW2 | o |1 _inar SW1tSw2
87'L'01' <encdata> 99 L 2 bytes 8E' |[L="08 cc 2 bites
Protected response APDY
Figure B.2 — Computation of a SM response APDU
SM errors

When the integrated circuit in the document recognizes an SM error while interpreting a command, then
the secure messaging session shall‘be aborted and the status words returned in plain. I§O/IEC 7816-
4:2013 defines the following status bytes to indicate SM errors:

a) ‘I
b) °

B.6.3

987’ Expected SM data objects missing

988’ SM data objects incorrect

Other errors

In the application context, other errors (i.e. status words other than '90 00’) may oc
protgctedunder SM. Under these conditions SM shall not be aborted.

cur that are

B.7

B.7.1

Modes of operation

Encryption

During encryption, the selected block cipher shall operate in cipher block chaining (CBC) mode with an

initial

ization vector (IV) of n ‘0’ bits.

During authentication, the data to be encrypted shall only be padded if it is not a multiple of the block
cipher’s block length n. During the computation of SM APDUs, data shall always be padded.

Padding according to ISO/IEC 9797-1:1999 padding method 2 shall be used.

© ISO/IEC 2017 - All rights reserved
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B.7.2 Message authentication

Cryptographic checksums are calculated using the selected MAC algorithm with an initialization vector
(IV) of n ‘0’ bits. The MAC length shall be 8 bytes.

After a successful authentication, the datagram to be MACed shall be prepended with an 8 byte send
sequence counter (SSC). If the block length n is larger than 64 bits, the SSC shall be prepended by n-64
zero bits to form a full block. The SSC is incremented every time before a MAC is calculated, i.e. if the
starting value is x, in the first command the value of SSC is x+1. The value of SSC for the first response
is then x+2. The initial value of the SSC is computed by concatenating the four least significant bytes of
RND.ICC and RND.IFD, respectively:

SSC=RND.I

B.8 Basidg

When select]
the choices i

This documsé

SHA-1a

TDEA ad

ISO/IEC

NOTE Th
supports BAH

[C (4 least significant bytes) || RND.IFD (4 least significant bytes)

access protection configuration

ing h, e, n, k and m, 1A’s shall pick a valid combination, herein called “eenfiguration”,
h this subclause.

nt supports one configuration, which uses the following algorithms:
rcording to ISO/IEC 10118-3:2004;

cording to ISO/IEC 18033-3:2005 (“Triple DES”);

9797-1:1999 MAC algorithm 3.

e first edition of ISO/IEC 18013-3:2005 supported multiple BAP configurations. This e
configuration 1 only. See Table B.2.

Table B.2 — BAP'configuration 1

from

dition

One-byte idéntifier |['31

OID bap-config-1

Hash algorithm, h SHA-1

Block cipher, e TDEA using keying option 2. The leftmost 64 bits of the 128-bit key form K1, while|the
right-most 64 bits form K2.

Block length, n 64 bits

Key length, k 128 bits
Notethat only 112 bits are effectively used by this block cipher as keying material
certain implementations may require adjustment of the remaining parity bits.

MAC algorithm, m ISO/IEC 9797-1:1999 MAC algorithm 3 with block cipher TDEA and padding metho(d 2.

TDEA is used with the keying option that K1=K2=K3 (reduces to DEA). For MAC ca
lation, the leftmost 64 bits of the 128-bit key form K, while the right-most 64 bits f

pbrm

K’. The resulting MAC algorithm is also known as “Retail MAC”.

BAP configuration 1 is equivalent to Basic Access Control (BAC) as described in ICAO Doc 9303
(ISO/IEC 7501-1), Annex A, Appendix 5.

The following ASN.1 object identifier is used to refer to the BAP configuration 1:

served

bap-config-1 OBJECT IDENTIFIER ::= {
iso(l) standard(0) driving-licence(18013) part-3(3) security-mechanisms(2) id-sm-
BAP (1) 1
}
56 © ISO/IEC 2017 - All rights re
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B.9 Card commands

B.9.1 GET CHALLENGE

The GET CHALLENGE command in Table B.3 receives a (true) random challenge from the card for
authentication in the subsequent MUTUAL AUTHENTICATE command in Table B.4.

Table B.3 — Command APDU: GET CHALLENGE

CLA As defined in ISO/IEC 7816-4:2013

INS 0x84 GET CHALLENGE

P1 0x00 No information given

P2 0x00 (any other values reserved for future use)

Lc field Absent
Data field |Absent
Le field 0x08

Table B.4 — Response APDU: GET CHAELLENGE

Data field |8-byte random challenge (RND.ICC)
SW1-SW2 |’9000° Normal processing

Other Operating systenmrdependent error

B.9.72 MUTUAL AUTHENTICATE

The MUTUAL AUTHENTICATE command in Table'B.5 is used to submit the host cryptograin to the card
and receive the card cryptogram in the Respense MUTUAL AUTHENTICATE in Table B.6.

Table B.5 — Command APDU: MUTUAL AUTHENTICATE

CLA As'defined in ISO/IEC 7816-4:2013

INS 0x82 MUTUAL AUTHENTICATE

P1 0x00 reference algorithm implicitly known
p2 0x00 qualifier reference implicitly known

Lcc'field Length of subsequent data field.
Data field |Host cryptogram including MAC (E_IFD || M_IFD).
Le field 0x28

Table B.6 — Response APDU: MUTUAL AUTHENTICATE

Data field Card cryptogram inr]nding MAC (F‘_](‘F !! M_TFF)
SW1-SW2 ’9000’ Normal processing

‘6300’ Verification failed. Host cryptogram or MAC verification failed

Other Operating system dependent error

B.10 Worked example (informative)

This subclause provides a worked example for BAP configuration 1. Note that not all steps are
explicitly shown.

Static document keying material:

Kdoc = 31239AB9CB282DAF66231DC5A4DF6BFBAE’
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Computation of basic access keys:
Input:  Kseed = HsHa-1(Kdoc)
Kseed = ‘BFE25204D0A589510CD9C397C064CC2DAF5E952F’
Encryption Key (Kenc) computation:
1. Concatenate Kgeeq and ¢ (c = 1):

D = ‘BFE25204D0A589510CD9C397C064CC2D

00000001’
2. Calculate the hash of D:
Hsya-1(D) = ‘AE161CC6AFB5FB766BD20016CAC3F181
E77D9428’
3. Form key:

Kenc = ‘AE161CC6AFB5FB766BD20016CAC3F181
K1 =K3="AE161CC6AFB5FB76’

K7 =‘6BD20016CAC3F181

Message Authentication Key (Kpac) computation:

4, Concatenate Kgeeq and c (c = 2):

D = ‘BFE25204D0A589510CD9C397C064CC2D
00000002’

5. Calculate the hash of D:

Hsna-1(D) 24F522867731552B72533F5D25CC4806
777D5953

6. Form key:

Kmac = ‘24F522867731552B72533F5D25CC4806’
K =‘24E522867731552B’

K' =\72533F5D25CC4806’

Authenticatilon and Establishment of Session Keys:

IS:
1. Request an 8 byte random challenge from the document’s SIC:
Command APDU:
CLA INS P1 P2 Le
‘00’ ‘84’ ‘00’ ‘00’ ‘08’
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Document SIC:

2.

Generate random challenge and return it to IS:
RND.ICC = 4608F91988702212’

Response APDU:

Response Data Field SW1 SW2
RND.ICC ‘90’ ‘00’

-3:2017(E)

Generate an 8-byte random challenge and 16-byte random keying materi

RND.IFD = 781723860C06C226’

K.IFD = ‘0B795240CB7049B01C19B33E32804F0B’

Concatenate RND.IFD, RND.ICC and K.IFD:

S='781723860C06C2264608F91988702212
0B795240CB7049B01C19B33E32804F0B’

Encrypt S using TDEA with key Kené:

E_IFD = ‘861D8A36082E38FB1k699FFDFAF7F903

ADF74AA79E8459E50080F43ACB096B52’
Compute “Retail MAC\over E_IFD with key Kpac:
M_IFD = ‘20498D845BE458C3’

Construct command data for MUTUAL AUTHENTICATE and send comma
document’s SIC:

cmd(data = ‘861D8A36082E38FB1F699FFDFAF7F903
ADF74AA79E8459E50080F43ACB096B52
20498D845BE458C3’

nd to the

Fal A
GUIITIAITu 1y

DN
1I'DJU.

CLA

INS P1 P2 Lc Command Data Field Le

'00'

‘82’ ‘00’ ‘00’ 28’ cmd_data 28’

Document SIC:

8.

Generate 16-byte random keying material:
K.ICC = ‘'0B4F80323EB3191CB04970CB4052790B’

Calculate XOR of K.IFD and K.ICC:

© ISO/IEC 2017 - All rights reserved
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10.

11.

Kseed = ‘0036D272F5C350ACAC50C3F572D23600’
Derive session keys:

KSenc = ‘969EC03B1CBFE9DDD11AB1FED206EBE4’
KSmac=‘FOCA1E1EB5ADF208816B88DD579CC1F8’
Initialize send sequence counter:

SSC =887022120C06C226’

12.

13.

14.

15.

Resp

IS:

16.

17.

Concatenate RND.ICC, RND.IFD and K.ICC:

R ='4608F91988702212781723860C06C226
0B4F80323EB3191CB04970CB4052790B’

Encrypt R using TDEA with key Kepc:

E_ICC = ‘C8F977C50533BE2104E68A844040310A
11362AF11EC09D972CE8BAD3FDCB9164B’

Compute “Retail MAC” over E_ICC with key Kpyac:
M_ICC = ‘OE8E43F7B5CEDBO6’

Construct response data and send response APDU to the IS:

resp_data = ‘C8F977C50533BE2104E68A844040310A
11362AF11EC09D972CESAD3FDCB9164B

onse APDU:

9E8E43F7B5CEDBO6!
Response Data Field SW1 SW2
resp_data ‘90’ ‘00’

Calculate XOR/of K.IFD and K.ICC:
Kseeq=0036D272F5C350ACAC50C3F572D23600’
Derive session keys:

KSenc = ‘969EC03B1CBFE9DDD11AB1FED206EBE4

18.

KSmac = ‘FOCA1E1EB5ADF208816B88DD579CC1F8’
Initialize send sequence counter:

SSC =887022120C06C226’
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Secure Messaging:

IS

1. SELECT EF.COM (file identifier =’01 1E’):

Unprotected command APDU:

ISO/IEC 18013-3:2017(E)

CLA INS P1 P2 Lc Command Data Field

‘00’ ‘A4 ‘02’ ‘00’ ‘02’ ‘01 1E’

Mask class byte and pad command header:
cmd_header = ‘0CA4020€80000000’
Pad data:
p_data= ‘011E800000000000’
Encrypt p_data using TDEA with KSepc:
enc_data = ‘6375432908C044F¢6’
Build DO‘87":
D087 = ‘8709016375432908C044F¢6’
Concatenate cmd_header and DO87:
M = ‘0CA4020€8000000087089016375432908
C044F6’
Compute “Retail MAC” of M with KSpac:
— Increment SSC:
SsC = ‘887022120C06C227’
— Concatenate’SSC and M:
N = ‘887022120C06C€2270CA4020C80000000
8709016375432908C044F6’
- )*Compute MAC:

falal
\ ]

g)

h)

Build DO‘8E”
DOS8E = ‘8E08BF8B92D635FF24F8’

Construct command data:

cmd_data = ‘8709016375432908C044F68E08BF8B92
D635FF24F8’
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Protected command APDU:

CLA INS P1 P2 Lc Command Data Field Le
‘oc’ ‘A4’ ‘02’ ‘oc’ ‘15’ cmd_data ‘00’

Document SIC:
2. Set EF.COM as the currently selected file and send affirmative response to IS:
Unprotected response APDU:

a) Build DQ99"

D099 = ‘99029000’
b) Conjpute “Retail MAC” of DO99 with KSpa¢:
— |[Increment SSC:
SSsC = ‘887022120C06C228’
— |Concatenate SSC and D099:

N = ‘887022120C06€22899029000°
— |Compute MAC:
cC = ‘FA855A5D4C50A8ED’

c) Build DO‘8E":
DOYE = ‘8E08FA855A5D4C50A8ED’

d) Conptruct response data:

resy)_data = ‘990290008E08FA855A5D4C50A8ED’
SWQT Sw2
190‘ 100’

Prot¢cted response APDU:

Response Data Field SW1 Sw2
fesp_data ‘90’ ‘00’
IS:
3. READ BINARY of the first 4 bytes:

Unprotected command APDU:

CLA INS P1 P2 Le
400} lBOI 100' IOOJ 104I

a) Maskclass byte and pad command header:
cmd_header = ‘0CB0000080000000°
b) Build DO ‘97"
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D097 = ‘970104’
c¢) Concatenate cmd_header and D0O97:

M = ‘0CB0000080000000970104
d) Compute “Retail MAC” of M with KSpac:

— Increment SSC:

SSC = ‘887022120C06C229’

Concatenate-SSCand-M:

N = ‘887022120C06C€2290CB0000080000000
970104
— Compute MAC:
CC = ‘ED6705417E96BA55’

e) Build DO‘SE™

DO8E = ‘8EO0BED6705417E96BAS55’

f) Construct command data:

cmd_data = ‘9701048E08ED67054}7E96BAS55’

Protected command APDU:

CLA INS P1 P2 Lc Command Data Field Le
‘oc’ ‘B0’ ‘00’ ‘00 ‘oD’ cmd_data ‘00’

Document SIC:
4. Return 4 bytes of EF.COM starting at offset 0:
data = ‘600D5F01

Unprotected response APDU:

Response Data Field SwW1 SW2
data ‘90’ ‘00’
al) “Pad data:
p_data= ‘600D5F0180000000’

b) Encryptp_data using TDEA with KSep:

enc_data = ‘F9435D056E27C52E’
c) Build DO‘87"

D087 = ‘870901F9435D056E27C52E’
d) Build D099

D099 = ‘99029000’
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e) Concatenate DO‘87" and DO‘99":
M = ‘870901F9435D056E27C52E99029000°
f) Compute “Retail MAC” of M with KSpac:
— Increment SSC:
SsC = ‘887022120C06C22A’

— Concatenate SSC and M:

N = '887022120C06C22A870901E9435D056E
27C52E99029000°
— |Compute MAC:
cC = ‘0C15238078E0A4CY’

g) Build DO‘S8E”

DOE = ‘8E080C15238078E0A4CY’
h) Conptruct response data:

resp_data = ‘870901F9435D056E27C52E990290008E
080C15238078E0A4C9’

Prot¢cted response APDU:

Response Data Field SW1 SW2
resp_data ‘90’ ‘00’
IS:
5. READ BINARY of the remaining A1I-bytes:

Unprotected command APDU:

CLA INS P1 P2 Le
‘00’ ‘B0’ ‘00’ ‘04 ‘0B’

a) Mask class'byte and pad command header:

cmd_header = ‘0CB0000480000000°

b) Build DO ‘97"

D097 = ‘97010B’
c) Concatenate cmd_header and DO97:

M = ‘0CB000048000000097010B’
d) Compute “Retail MAC” of M with KSpj¢:

— Increment SSC:

SsC = ‘887022120C06C22B’
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