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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
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Part 1: R
including

Part 2:
ISO/IEC

Part 3: 7
features
data, ver

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.

5k of the joint technical committee is to prepare International Standards:, Draft Interns
opted by the joint technical committee are circulated to national bodies for'voting. Publicat
al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

3-3 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information techn
b SC 17, Cards and personal identification.

3 consists of the following parts, under the general title Information technology — Pe
— ISO-compliant driving licence:

hysical characteristics and basic data set. Part 1 defines the basic terms for ISO/IEC 1
physical characteristics, basic data element set, visual layout, and physical security featurg

\lachine-readable technologies. ~Part2 defines the technologies that may be use
18013, including the logical data‘structure and data mapping for each technology.

ccess control, authenti¢ation and integrity validation. Part 3 defines the electronic s
that may be incorporated under ISO/IEC 18013, including mechanisms for controlling acc
fying the origin of anISO-compliant driving licence, and confirming data integrity.
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This part of ISO/IEC 18013 prescribes requirements for the implementation of mechanisms to control access
to data recorded in the machine-readable technology on an ISO-compliant driving licence (IDL), verifying the

origin

of an IDL, and confirming data integrity.

One of the functions of an IDL is to facilitate international interchange. Whilst storing data in machine-readable

form

mach
other
enfor
the c4

Identi
prese
conte

recordled on an IDL provide driving licence and law enforcement authorities with a means

authe
proce

ne-readable technologies are vulnerable to being read without the knowledge of the.card
means of unauthorized access by unintended persons, that is other than driving lic
tement authorities. Controlling access to IDL data stored in machine-readable fofm protect
rd from being read remotely by electronic means without the knowledge of theféard holder.

fying falsified driving licences, or an alteration to the human-readable data on authentic dr|
ht a major problem for driving licence and law enforcement authorities,” both domestica
Xt of international interchange. Verifying the authenticity of an IDL and“eonfirming the integr|

htic IDL from a falsified or altered one in the interests of traffic\law enforcement and othe
5ses.

bn the IDL supports this function by speeding up data input and eliminating transcription lrrors, certain

holder and to
ence or law
s the data on
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ly and in the
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INTERNATIONAL STANDARD ISO/IEC 1801

3-3:2009(E)

Information technology — Personal identification —
ISO-compliant driving licence —

Part 3:
Access control, authentication and integrity validation

1

[ds)

ISO/I
liceng

(ISO/|IEC 18013-2), and access control, authentication and integrity validation (ISO/IEC 18013-3

comn
count
care (
This
a) s
b) s
1
2

3

This part of ISO/IEC 18013 does not address issues related to the subsequent use of data obta

IDL, g

ycope

FC 18013 establishes guidelines for the design format and data content-of an 1SO-conm
e (IDL) with regard to human-readable features (ISO/IEC 18013-1),, machine-readable

on basis for international use and mutual recognition of~the IDL without impedi
ries/states to apply their privacy rules and national/community/regional motor vehicle autho
f their specific needs.

art of ISO/IEC 18013

based on the machine-readable data content spécified in ISO/IEC 18013-2;

pecifies mechanisms and rules available to issuing authorities (IAs) for

) access control (i.e. limiting access teithe machine-readable data recorded on the IDL),

) document authentication (i.e. eonfirming that the document was issued by the claimed |4

) data integrity validation (i€:*confirming that the data has not been changed since issuing

.g. privacy issues.

pliant driving
technologies
. It creates a
ng individual
ities in taking

~

ined from the

2 (Conformance

A driying Jicence is in conformance with this part of ISO/IEC 18013 if it meets all mandatory [requirements
specified directly or by reference herein. Compliance with ISO/IEC 18013-2 is required for compliance with
this partof ISO/IEC 18013. 1n

Compliance with ISO/IEC 18013-1 is not required for compliance with this part of ISO/IEC 18013. Conversely,
the incorporation of a machine-readable technology which is not compliant with this part of ISO/IEC 18013
does not render the IDL non-compliant with ISO/IEC 18013-1.

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 1

© IS0/

831:1980, Printing specifications for optical character recognition
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ISO/IEC 7816-4:2005, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 7816-8:2004, Identification cards — Integrated circuit cards — Part 8: Commands for security

operations

ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules: Specification of Basic Encoding

Rules (BER),

Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 8859-1:1998, Information technology — 8-bit single-byte coded graphic character sets — Part 1:
Latin alphabet No. 1

ISO/IEC 9797
(MACs) — P3

ISO/IEC 1011
hash-functiori

ISO/IEC 1177
Mechanisms

ISO/IEC 1177

rt 1: Mechanisms using a block cipher

8-3:2004, Information technology — Security techniques — Hash-functions — Part 3: Ded|
s

0-2:1996, Information technology — Security techniques — Key mahagement — A
L1sing symmetric techniques

0-2:1996/Cor.1:2005, Information technology — Security techniqes”— Key managemd

Part 2: Mechanisms using symmetric techniques — Corrigendum 1

ISO/IEC 1171
using asymm

ISO/IEC 1801
Physical chaf

ISO/IEC 1801
Machine-read

ISO/IEC 1803
Block ciphers

ISO/IEC 1807
Part 3: Block

ISO/IEC 1801
Part 3: Block

ANSI X9.62:2
Signature Alg

FIPS 186-2 (|
Standards Py

0-3, Information technology — Security techniques — Key, management — Part 3: Mecha
ptric techniques

3-1, Information technology — Personal identificatiofh = ISO-compliant driving licence —
acteristics and basic data set

3-2, Information technology — Personal identification — ISO-compliant driving licence —
able technologies

3-3:2005, Information technology —-Security techniques — Encryption algorithms — A

3-3:2005/Cor.1:2006, Information technology — Security techniques — Encryption algorith
ciphers — Corrigendum 1

3-3:2005/Cor.2:2007, Information technology — Security techniques — Encryption algorith
ciphers — Corrigendum 2

005, Public Key_Cryptography For The Financial Services Industry: The Elliptic Curve
orithm (ECDSA)

ncluding._Change Notice), Digital Signature Standard (DSS), Federal Information Procq
blication, National Institute of Standards and Technology, 27 January 2000

Codes

cated

Part 2:

bnt —

nisms

Part 1:

Part 2:

Part 3:

ms —

ms —

Digital

ssing

NIST SP 8(00-38B, Recommendation for Block Cipher Modes of Operation:. The CMAC Mod

e for

Authentication, May 2005

RFC 2631, E.

Rescorla, Diffie-Hellman Key Agreement Method, June 1999, http://www.ietf.org/rfc.html

RFC 3279, W. Polk et al., Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile, April 2002, http://www.ietf.org/rfc.html

RFC 3280, R. Housley et al., Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile, April 2002, http://www.ietf.org/rfc.html

RFC 3369, R

. Hously, Cryptographic Message Syntax, August 2002, http://www.ietf.org/rfc.html
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RFC 4055, J. Schaad, B. Kaliski, R. Housley, Additional Algorithms and Identifiers for RSA Cryptography for
use in the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile,
June 2005, http://www.ietf.org/rfc.html

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 18013-1, ISO/IEC 18013-2 and
the following apply.

41

active-authentieation
mechpnism that uses information stored in a secure area of a secure integrated circuit (SIC) t(L confirm that
the SIC and the other machine-readable data were issued together

NOTE See 8.2.

4.2
basic access protection
BAP
mechpnism to confirm that an inspection system (IS) has physical access to-a proximity integratgd circuit card
(PICQ) before the IS is allowed access to the data stored on the PICC and to ensure that communication
betwgen the IS and the PICC (once access is authorized) is protected

NOTE| See 8.5 and Annex B.

4.3
chip authentication
ephemeral-static key agreement protocol that provides authentication of the secure integratgd circuit and
strong secure messaging

NOTE See 8.6 and C.3.

4.4

clon
unau}orized exact copy of a document that has the same security characteristics as the origipal document
and that cannot be distinguished\from the legitimate one

4.5
eavesgdropping
unauthorized interception“and interpretation of information-bearing emanations

NOTE Adapted from ISO/IEC 2382-8:1998, 08.05.25.

4.6
extended\access protection

EAP

protocol for imiting access 1o select optional data groups 1o reading authorities

NOTE See 8.6.

4.7

input string

string of characters printed on an ISO-compliant driving licence [as human-readable text, optionally (or by
specification) accompanied by or consisting of a machine-readable rendering thereof] used as input (either
manually or automatically through the use of suitable equipment) for the non-match alert and basic access
protection mechanisms

© ISO/IEC 2009 — All rights reserved 3
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4.8

issuing authority

1A

licensing authority, or issuing country if separate licensing authorities have not been authorized, which applies
a digital signature to an ISO-compliant driving licence and is responsible for the associated key management

NOTE

4.9
non-match a

Adapted from ISO/IEC 18013-1.

lert

mechanism to detect any differences between the machine-readable information and (some of) the human-
readable information on an ISO-compliant driving licence

NOTE Se
4.10

passive autH
mechanism t
changed sing

NOTE Se¢
4.11

pseudo issu
PIA

authority that
other respect
can sign docy

412
public key in
PKI
technologies

NOTE Bo

413

reading auth
RA
authorized en

NOTE Dri
examples of re|

414
reference st
string of char

e 8.4.

entication
b confirm that machine-readable data on an ISO-compliant driving licence (IDL) has not
e the IDL was issued

e 8.1.

ng authority

does not issue ISO-compliant driving licences [but thatis similar to an issuing authority (1A
5] and which does not issue document keys, but which-does have a root key pair with w
ments of other IAs or PIAs that it trusts

frastructure

and products using public key (asymmetric) cryptography

th passive authentication and extended access protection use this technology.

ority
tity reading the machine-readable data on an ISO-compliant driving licence (IDL)

ving licence autherities other than the authority that issued the IDL and law enforcement authoriti
ading authorities:

ing
hoters’used as a reference against which to compare the input string when using the non-

alert mechan

415

been

in all

hich it

S are

match

ism’ and used for session key calculation purposes by the secure integrated circuit during

execution of the basic access protection mechanism

scanning area identifier

SAl

one or more graphical elements that demarcate an input string

416
secure integ
SIC

rated circuit

integrated circuit that includes both a security feature (or security features), and memory and/or a central
processing unit

© ISO/IEC 2009 — All rights reserved
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NOTE 1  An integrated circuit card with contacts and a proximity integrated circuit card (PICC) are examples of a SIC.

NOTE 2 A SIC can be embedded in different solutions, for example in ID-1 sized cards (as used for the ISO-compliant
driving licence) and in a booklet (as found in passports).

417

secure memory

integrated circuit (IC) memory of which the content (once populated by an issuing authority during the
personalization process) is accessible only by the IC operating system for internal use, and cannot be made
available by the operating system to any reading device

418
skimming
reading data from a proximity integrated circuit card (PICC) without the card holder's awarenéss

419
trust chain
sequgntial set of trust points that a verifying authority references to verify a specific issuing authority's public
root key

4.20
trust model
descr|ption of the functional and logical aspects of a traditional public.key infrastructure, specificplly excluding
technj|cal implementation details

4.21
trust petwork
comppnent of a trust model that describes the trust relationships and chains between issuing authorities

4.22
trust point
issuing authority or pseudo issuing authority that publishes a trust list (and the related public rpot keys) that
verify|ng entities can reference

4.23
twinning
copyihg the data and/or integrated circuit of a physically and/or biometrically similar driver to the attacker’s
integrpted circuit or ISO-compliant driving licence

4.24
unpagked BCD
binary coding of a.sequence of integers using 4 bits for each integer (where the bit weights gre 8421) and
encoding one integer in the least significant bits of each byte

NOTE| Onty unsigned BCD is used in this part of ISO/IEC 18013.

4.25
verifying authority

VA

verifying entity that is part of a trust network, i.e. that also is an issuing authority or a pseudo issuing authority

NOTE 1 Not all verifying entities are VAs: A car rental company can be a verifying entity, but is not a VA as it is not part
of the trust network.

NOTE 2 VAs can be divided into immediate VAs and non-immediate VAs.
4.25.1

immediate VA
VA that acquired the public root key of the issuing authority via out-of-band means

© ISO/IEC 2009 — All rights reserved 5
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4.25.2
non-immediate VA
VA that acquired the public root key of the issuing authority from another VA

4.26

verifying entity

entity that tries to determine if a digital signature is valid (i.e. if the data to which a certificate has been applied
has not been changed, and if the signature was generated by the issuing authority the verifying entity expects)

5 Abbreviated terms

APDU pplication protocol data unit
BAC asic access control

BAP asic access protection

BCD inary coded decimal

BER-TLV asic encoding rules — tag-length-value (see ISO/IEC 8825-1:2002)

CA ertification authority

CBC ipher block chaining

DER istinguished encoding rules (see ISO/IEC 8825-1:2002)
DF edicated file

DG ata group

DO ata object

DST ontrol reference template for digital signature (see ISO/IEC 7816-4:2005)
EAP xtended access protection

EF Ilementary file

1A issuing authority

IC integrated circuit

ICC integrated circuit.card

IDL [SO-compliant-driving licence

IS inspection system

v initjalization vector

KAT controtreference-templateforkey-agreement{see tSOHEC7816-4:2665)
LDS logical data structure

MAC message authentication code

MSE manage security environment (see ISO/IEC 7816-4:2005)
OCR optical character recognition

OID object identifier

PIA pseudo issuing authority

PIC proximity integrated circuit

6 © ISO/IEC 2009 — All rights reserved
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PICC
PKI
PSO
RA
SAl
SIC
SM

proximity integrated circuit card

public key infrastructure

perform security operation (see ISO/IEC 7816-4:2005)

reading authority
scanning area identifier
secure integrated circuit

secure messaging

ISO/IEC 18013-3:2009(E)

SOD
SSC
TRCA
uTC
VA
2D

6 K

document security object
send sequence counter
trust root certificate authority
coordinated universal time
verifying authority

two-dimensional

unctional requirements

6.1 |Access control

Acceg

a

6.2

s control can be broken down into the following. functional requirements:

Prevent skimming of machine-readable data on a PICC by ensuring that physical acces$ to the IDL is

acquired prior to reading.

Prevent unnoticed alteration of communication between a reader and a SIC.

Prevent eavesdropping befween a reader and a SIC.

Selectively restrict access to specific optional machine-readable data groups for specific reading

authorities.

Document authentication

Document authentication can functionally be established by allowing for verification of the origin ¢f an IDL.

6.3

Data integrity validation

Data integrity validation can be broken down into the following functional requirements:

a)

© IS0/

Verify that the IDL (including the machine-readable data) is not a clone of another IDL. A cloning

attempt can schematically be illustrated as shown in Figure 1.

EC 2009 - All rights reserved
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Human-readable data

blank (no data

Figure 1 — Data integrity validation: IDL ck%mg

b) Protdct against the exchange of machine-readable data ca eQ between otherwise authentic IDLs".
This fype of attack can schematically be illustrated as sho@ Figure 2.

s\&\

Legend

Human-readable da

Machine-
readable
data

Figure 2 — Data integrity validation: Data carrier exchange or twinning

1 This guards (amongst others) against an IC "twinning" attack. This type of attack is of particular concern in inspection environments
where machine-readable data and human-readable data is not compared (or only cursorily compared by an operator using e.g. a portrait
image). Finding a biometrically similar driver is possible by skimming the data of a few thousand IDL PICs.

8 © ISO/IEC 2009 — All rights reserved
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c) Verify that the physical IDL and the machine-readable data thereon were issued (belong) together.
This type of attack can schematically be illustrated as shown in Figure 3.

Human-readable data

S
Figure 3 — Data integrity validation: I\@ﬁine-readable data exchange
d) Validate the integrity of the human readable&g(i.e. confirm that the human-readable| data has not
changed since issuing). This type of attack é& schematically be illustrated as shown in Rigure 4.

Z
® Legend

Human-readaple data

X

C)é Figure 4 — Data integrity validation: Human-readable data alteration

NS

© ISO/IEC 2009 — All rights reserved 9
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e) Validate the integrity of the machine-readable data (i.e. confirm that the machine-readable data has
not changed since issuing). This can schematically be illustrated as shown in Figure 5.

Legend

A A Physical IDL (before personalization)

Human-readable data
B B

Data carrier

Machine-
readable

data

Figure 5 — Data integrity validation: Machine-readable data alteration

7 Mapping of mechanisms to requirements and technologies

Mechanisms [that, when used individually, can address specific functional vyequirements are specifled in
Clause 8. Mechanisms can also be used together to address a broader range of functional requirements. Not
all machine-feadable technologies have the same functional requirements, and some mechanismis are
applicable ornly to specific machine-readable technologies. Table 1, specifies the relationships betwegn the
mechanisms [machine-readable technologies, and functional requirements.

10 © ISO/IEC 2009 — All rights reserved
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Table 1 — Applicable mechanisms

ISO/IEC 1801

3-3:2009(E)

Functional
requirement

Mechanisms

2D bar code, optical
memory, magnetic stripe

ICC with contacts

PICC

Prevent skimming Physical access to the IDL | Physical access to the IDL is BAP
is required to read the required to read the machine-
machine-readable data readable data

Prevent unnoticed N/A Chip authentication (EAP) in BAP

alteration of

combination with BAP secure

Commumieat . Chip authentication (EAP) in

betwd ;n ;are;der and ESEETE combination with-BAP secure

an ID messaging

Prevgnt N/A Chip authentication (EAP) in BAP 2

eavesgdropping combination with BAP secure ) o )

messaging Chip guth_enhc_ahor (EAP) in

combination with BAP secure
messaging

Seledtively restrict N/A Terminal authentication (EAP) Terminal authenticgtion (EAP)

accegs to specific
optional machine-

readgble data groups

for specific reading
authdrities

Allow|for verification
of the

origin of an IDL

Step 1: Verify
trustworthiness of / obtain a

Step 1: Verifyntrustworthiness of /
obtain a téustworthy

Step 1: Verify trust
obtain a trustworth

vorthiness of /

trustworthy asymmetric/public key (via a PKI | asymmetric/public key (via a PKI
asymmetric/public key (via |and @\protected distribution and a protected didtribution
a PKI and a protected communication channel, or via communication chgnnel, or via
distribution communication {alternative trust building alternative trust building
channel, or via alternative \.\| methods) methods)
trust building methods) Step 2: Use trusted key to Step 2: Use trusted key to
Step 2: Use trusted-key to | perform passive authentication; if | perform passive authentication; if
perform passive the passive authentication was the passive authenfication was
authentications-followed by | preceded by BAP the IDL is preceded by BAP the IDL is
use of the,non-match alert | authentic, if BAP is not authentic, if BAP is|not
mechanism;’or followed by |implemented passive implemented passiye
visualteomparison of the authentication can be followed authentication can pe followed
human-readable data by use of the non-match alert by use of the non-match alert
printed on the document mechanism, or followed by visual | mechanism, or follgwed by visual
with the authenticated comparison of the human- comparison of the lhuman-
machine-readable data readable data printed on the readable data printgd on the
document with the authenticated | document with the puthenticated
machine-readable data machine-readable ¢lata
Verifyl that'the IDL 2D bar code and magnetic | Active authentication via Active authenticatign via
(inclufing/the stripe: Cannot be verified challenge response challenge responsg
machine-readable through available

data) is not a clone of

another IDL

international standards

Optical memory: Include
unique card serial number
in data protected by
passive authentication

Chip authentication (EAP)

Chip authentication

(EAP)

© ISO/IEC 2009 — All rights reserved
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requirem

Functional

ent

Mechanisms

2D bar code, optical
memory, magnetic stripe

ICC with contacts

PICC

readable data

Protect against the
exchange of machine

carriers

between otherwise
authentic IDLs

Non-match alert

Passive authentication
followed by a visual
comparison of the human-
readable data printed on
the document with the
authenticated machine-
readable data

Non-match alert
BAP

Passive authentication followed
by a visual comparison of the
human-readable data printed on
the document with the
authenticated machine-readable

Non-match alert
BAP

Passive authentication followed
by a visual comparison of the
human-readable data printed on
the document with the
authenticated machine-readable

data

data

Verify that the|
physical IDL 4
machine-read
data thereon |

together (i.e. t
machine-read
data has not i
copied from a
IDL)

issued (belong)

nd the
Able
vere

hat the
Able
een
hother

Non-match alert

Passive authentication
followed by a visual
comparison of the human-
readable data printed on
the document with the
authenticated machine-
readable data

Non-match alert
BAP

Passive authentication followed
by a visual comparison of the
human-readable data printed on
the document with the
authenticated machine-readable
data

Active authentication via
challenge response?

Non-match alert
BAP

Passive authentication follojved
by a visual-comparison of the
human-readable data printed on
the document with the
authenticated machine-readable
data

Active authentication via
challenge response?

Validate the in
of the human
readable data
confirm that th

has not chang
since issuing)

tegrity

(i.e.
e

human-readalple data

led

Non-match alert

Passive authentication
followed by a visual
comparison of the human-
readable data printed on
the document with the
authenticated machine-
readable data

Visual inspection of the
security features
incorporated into the IDL
(see ISO/IEC 18013:1)

Non-match alert
BAP

Passive authentication followed
by a visual comparison of the
human-readable data printed on
the document with the
authenticated machine-readable
data

Visual inspection of the security
features incorporated into the
IDL (see ISO/IEC 18013-1)

Non-match alert
BAP

Passive authentication follojved
by a visual comparison of the
human-readable data printed on
the document with the
authenticated machine-readable
data

Visual inspection of the secrity
features incorporated into the
IDL (see ISO/IEC 18013-1)

Validate the in
of the maching
readable data
confirm that th
machine-read
data has not g
since issuing)

tegrity
(i.e.

e

bble
hanged

Passive authentication

Passive authentication

Passive authentication

NOTE Visua
same

imple

compafison of human-readable information printed on an IDL with machine-readable information obtained frgm the
IDLlris.not formally specified as a mechanism in this part of ISO/IEC 18013; it is assumed that such comparison
nented by any RA in a manner that meets local needs.

an be

a The entropy of the reference string used has to be commensurate with the |A's assessment of the threat.

IA's may selectively implement the mechanisms identified above, subject to any dependencies noted in

Clause 8.
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8 Mechanisms
8.1 Passive authentication

8.1.1 Purpose

The purpose of passive authentication is to confirm that machine-readable data has not been changed since
the IDL was issued.

8.1.2 Applicability

Passiye authentication is applicable to all machine-readable technologies.

8.1.3| Description

Passije authentication is implemented by way of a digital signature over specified 'nrachine-reaglable data on
the IOL, using a public-private (asymmetric) key pair.

In thel case of standard encoding, a separate message digest is calculated.for each data group,|and included
in thel machine-readable data. The collection of message digests is then‘digitally signed (using|a private key
that ig kept secret by the IA), and the digital signature is added to the machine-readable data.
In thg case of compact encoding, no message digests are calcCulated separately. The contenfs of the data
groupss present is directly signed (using a private key that is Kept'secret by the 1A), and the digital signature is
added to the machine-readable data.

NOTE| A message digest has the following properties:

a) Itis very small in size compared to the~IDL data.

b) The probability of finding any two (different) IDL data sets that lead to the same megsage digest is
negligible. This has the following implications:

i The probability of finding an IDL data set A that produces the same message digest|as a given IDL
data set B is negligible.

ii. The probability that a message digest (for the data on an IDL) remains the same uppn a change in
the data\is negligible.

When the IDL is presented to a RA, the RA uses the IA's public key to verify the digital signature| The RA also
compltes the message digests of each of the data groups that it is interested in, and comparep them to the
corresponding message digests stored in the machine-readable data. If:

a) the digital signature verifies,

+h ] latad o A 'y . +h PNH + $ A it H
b Ui Laibuiditu 111 oodytt UTyTolo diT U1T odlliT do 1T TTTCoodyT UTyTotlo StUTTU T U1C TTav! ‘"ne_readable

data, and
c) the RAis confident that the public key used to verify the digital signature belongs to the claimed IA,
the RA can consider the data groups that it is interested in to be authentic. If the digital signature does not
verify, either an incorrect public key was used, or the data on the IDL has been changed. Depending on the
digital signature method used, it may be possible to further narrow down the cause of the non-verification.
This part of ISO/IEC 18013 does not prescribe methods to obtain and/or to establish trust in public keys. It is

the responsibility of each RA to obtain and/or to establish trust in the public keys used to verify a digital
signature on an IDL. Informative methods and approaches to establish such trust are however provided in
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Annex A, which describes the principles for a PKI that may be used for public key distribution in the absence
of one global certification authority.

This part of ISO/IEC 18013 does not prescribe methods for the generation, administration and safekeeping of
key pairs. It is the responsibility of each issuing jurisdiction to ensure that keys are generated, administered
and protected as necessary.

8.1.4 Hash function

8.1.4.1 Standard encoding

For standard-enceding—A's choose-the 56 3 5 S 5 hash
function.

NOTE SHA-256 is recommended. SHA-1 remains for compatibility with ICAO Doc 9303-1.

A message digest is calculated separately for each data group present, and stored in the ‘machine-reddable
data (see 8.1].5.1). The same hash function is used for all data groups. A message digest, for a data grpup is
calculated o] the concatenation of those data elements present in the data group intthe order specified in
ISO/IEC 18013-2.

NOTE Th|s approach allows reading authorities to read only those data groups it is.interested in.

8.1.4.2 Compact encoding

For compact fencoding, 1A's shall not calculate separate message digests for each data group. Therefofe, no
hash functiop is specified for compact encoding (except as~required as part of any digital sigpature
mechanism — see 8.1.5.3).

8.1.5 Signihg method

8.1.5.1 Stahdard encoding

An IDL digital signature is generated over the concatenation of the message digests of the data droups
present.

IA's may use [either ECDSA or RSA as/digital signature methods for standard encoding.

IA's using RBA shall use RFC 4055. RFC 4055 specifies two signature mechanisms, RSASSA-PS§ and
RSASSA-PKCS1-v1_5. It is recommended to generate signatures according to RSASSA-PSS, but rgading
authorities shall also be preparéd to verify signatures according to RSASSA-PKCS1-v1_5. The minimum size
of the modulys, n, shall be.1024 bits.

IA's implemepting EEDSA shall use ANSI X9.62. The elliptic curve domain parameters used to generafte the
ECDSA key pair shall be described explicitly in the parameters of the public key, i.e. parameters shall|be of
type ECParg
ECPoints shz

In addition to EF.COM and the data groups specified in ISO/IEC 18013-2, IA's shall add the SOD to
accommodate the hashes of the individual data groups (see 8.1.4.1) and the digital signature of the data on
the IDL. The SOD is implemented as a signedbata Type, as specified in RFC 3369 (including processing
rules). The SOD shall be produced in DER format.

14 © ISO/IEC 2009 — Al rights reserved
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Table 2 — SignedData Type

3-3:2009(E)

Value Type? Comments

SignedData m

Version m

digestAlgorithms m

encapContentInfo m

eContentType m id-icao-ldsSecurityObject

eContent m | The encoded contents of an 1dsSecurityObject

certfificates o

Crls X

signprInfos m

SignprInfo m

versfion m

Sid m

issuprandSerialNumber| ¢ |Itis recommended that IA's support this-field over subjectKeyIdenfifier.

subjectKeyIdentifier [¢

digeptAlgorithm m | The algorithm identifier of the algorithm used to produce the hash vallie over
encapsulatedContent and/SignedAttrs.

signpdAttrs m | IA's may wish to include‘additional attributes for inclusion in the signdture, however
these do not have to be'processed by a RA except to verify the signature value.

signptureAlgorithm m | The algorithm identifier of the algorithm used to produce the signafure value and
any associated\parameters.

signpture m | The result ofithe signature generation process.

unsipnedAttrs o [IA's mayawish to use this field, but it is not recommended and readjng authorities
may: choose to ignore them.

@ ) =mandatory (the field shall be presént); x = do not use (the field shall not be populated); o = optional (the field may be present);

¢ = chpice (the field contents is a choice from alternatives)

ASN.

LDSSH
secuy

DEFIN
BEGIN

sequence

ity (1)

curityObjee® " { joint-iso-itu-t(2)
1d&§SecurityObject (1) }

ITIONS. IMPLICIT TAGS

international-organizations (23) icao (136

mrtd (1)

-- Imports from RFC 3280

AlgorithmIdentifier FROM

PKIX1Explicit88 { iso (1)
internet (1)
id-mod (0)

-- Constants

ub-DataGroups INTEGER

© ISO/IEC 2009 — All rights reserved

[PROFILE],

16

Appendix A.1l

identified-organization (3) dod(6)
security(5) mechanisms (5) pkix(7)
id-pkixl-explicit(18) }
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-- Object Identifiers

id-icao OBJECT IDENTIFIER ::
id-icao-mrtd OBJECT IDENTIFIER
id-icao-mrtd-security OBJECT IDENTIFIER

id-icao-1ds

{2.23.136}

{id-icao 1}
{id-icao-mrtd 1}

SecurityObject OBJECT IDENTIFIER {id-icao-mrtd-security 1}

-- LDS Security Object

LDSSecurityObjectVersion
DigestAlgorithmIdentifier

LDSSecurity

version
hashAlgo

dataGrou

DataGroupH3
dataGroupNy
dataGroupHg|

DataGroupNu
dataGroupl
dataGroup?2
dataGroup3
dataGroup4
dataGroupb
dataGroupb
dataGroup7
dataGroup8
dataGroup9
dataGroupl(
dataGroupll
dataGroupl?2
dataGroupl3
dataGroupl4
dataGroupl)
dataGroupld
END

NOTE 1 Th
EF, specified b

INTEGER {VO0(0)}

AlgorithmIdentifier

Object SEQUENCE {
[DSSecurityObjectVersion,
Fithm DigestAlgorithmIdentifier,

bHashValues SEQUENCE SIZE (2..ub-DataGroups) OF DataGroupHash }

sh SEQUENCE {
mber DataGroupNumber,
shValue OCTET STRING }

mber INTEGER {

),

’
’
’
’
’

)
)
)
)
)
)

’

2
3
4
5
6
7
8

) s

9),
(10),
(11),
(12),
(13),
(14),
(15),
(16)}

(1
(
(
(
(
(
(
(
(

e field dataGroupHashvalue contains the calculated hash over the complete contents of the Data
y dataGroupNumber.

NOTE2 D

Group

8.1.5.2 Standard encoding for optical memory
The DER encoded SOD defined in 8.1.5.1 shall be stored as one data object in tag 15140.

In order to allow identification of clone attempts, IA's may optionally include the card serial number (found at
Track 4, Sector 14, in 43-byte sector format; see ISO/IEC 11694-4) in DG3 using tag 1500. With reference to
Table D.11 in ISO/IEC 18013-2, tag 1500 shall follow tag 1438 (Optional Data Discriminator) in sequence.

16
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8.1.5.3 Compact encoding

An IDL digital signature is generated over the full data stream from the start of DG1 (including the data group
delimiter between DG1 and the header) to the end of DG12 (including the data group delimiter that terminates
DG12, but excluding DG.SOD, if present). The digital signature is stored in DG.SOD.

NOTE The header is not included in the information to be signed as the length information in the header pertains to
DG11 as well.

IA's shall use ECDSA (as defined in ANSI X9.62) as a signing method for compact encoding, and in order to
reduce the storage requirements for the domain parameters, shall use one of the curves specified in
FIPS 186-2, Appendix 6.

DG.SPD shall consist of a concatenation of two Type 2 data groups and one Type 1 data gfoup, storing the
followling information:

a) DG.SOD.1: Digital signature, shall be the DER encoded ASN.1 sequence of.iwo intepers, r and s:
SEQUENCE ::= { r INTEGER, s INTEGER }

b) DG.SOD.2: Public key; octet string representation of the public jpoint in uncompressed form
according to X9.62

c] DG.SOD.3: Curve identifier

DG.SPD shall be added after DG12, as follows:
[headgr] x [Data Group 1] x [Data Group 2] x [Data Group 3] x [Bata Group 4] x[Data Group 7] % [Data Group
11] x|[Data Group 12] x [DG.SOD.1 length] [digital signature],x [DG.SOD.2 length] [public key] ¥ [DG.SOD.3:

named curve] |

The inclusion of DG.SOD.2 and DG.SOD.3 (as a pair)\s optional. Length information is encoded using ASN.1
rules.

NOTE| Reading authorities should be able to\verify (or obtain) a public key (and domain parametefs) from the IA
using the data in other data groups (specifically>the ISO issuer ID number and document discriminator in DG3 and the
licencgé number and date of issue in DG1).

The curve identifier shall consist of one byte, as shown in Table 3.

Table 3 — Curve identifiers

Curve identifier | Curve name in FIPS 186-2 | | Curve identifier | Curve name in Annex [F
'0d' P-192 "11' brainpoolP160r1
'02' P-224 "12' brainpoolP160t1
'03' P-256 "13' brainpoolP192r1
'04' P-384 14! brainpoolP192t1
'05' P-521 "15' brainpoolP224r1
'06' Reserve for future use '"16' brainpoolP224t1
‘07" Reserve for future use "7 brainpoolP256r1
'08' Reserve for future use 18’ brainpoolP256t1

'"19' brainpoolP320r1
"1A' brainpoolP320t1
"1B' brainpoolP384r1
"1C' brainpoolP384t1
"1D' brainpoolP512r1
"1E' brainpoolP512t1

© ISO/IEC 2009 — All rights reserved 17
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EXAMPLE

Suppose that a compact encoded data string contains the following data groups: DG1, DG2, DG7 and
DG.SOD.1. A digital signature is included, but the public key and curve identifier are not included. The sequence of data
groups and data group delimiters will be as follows:

[header] x [DG1] x [DG2] x x x [DG7] x x x [DG.SOD.1]

8.2 Active

8.21

authentication

Purpose

Active authentication uses information stored in a secure area of an SIC to confirm that the SIC and the other

machine-read

8.2.2 Appli

This mechan

8.2.3 Desc

A challenge-1
key is stored
data on the §
SIC (or more
challenge-res
The IS is con

NOTE Ac
response protd
date, location,

abtedatawere issuedtogettrer:
cability

sm is limited to SICs.

iption

esponse protocol matches the private and public keys of an SIC-individual key pair. The g
in the SIC's secure memory and cannot be copied. The public key\is stored as part of the
IC. (The challenge-response protocol thus has to be preceded-by passive authentication
specifically the SIC operating system) can prove knowledge of'the SIC-individual private ke
ponse protocol. In this protocol the SIC digitally signs a €hallenge randomly chosen by t
vinced that the SIC is genuine if and only if the returnedsignature is correct.

ive authentication using a challenge-response protocel is open to a "traceability" attack. The cha
col does not place any limitation on the format or centent of the challenge. If the challenge include
and a secret key, a log of challenge responses can be used to track IDLs and furthermore to

rivate
igned
) The
yina
ne IS.

lenge-
5 time,
prove

presence (due|to the inclusion of the secret key). The countefargument is that basic access protection would saf¢guard
against unknoyn read attempts, and that a driver's location is known in any case in those instances where an|IDL is
handed over fgr inspection.

8.2.4 Mechpnism

8.24.1 General

The SIC-indiYidual public key shalkbe stored in DG13, an additional data group specifically intended f¢r use
with the activg authentication mechanism. The format of the structure (subjectPublickeyInfo) is specified in

RFC 3280. s
ActiveAutheg

SubjectPubl]
algorith

bjectPublicK&yinfo shall be produced in DER format as follows:

hticatiopPublicKeyInfo ::= SubjectPublicKeyInfo

icKeyInfo ::

SEQUENCE {
h XlgerithmIdentifier,

subjectP

blicKey BIT STRING 1}

AlgorithmIdentifier ::

SEQUENCE {

algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL }

Allowed algorithm object identifiers and parameters are specified in RFC 3279.

Active authentication shall be performed using the ISO7816 INTERAL AUTHENTICATE command as defined
by ISO/IEC 7816-4:2005. The input shall be a terminal-generated nonce (RND.IFD) that shall be 8 bytes in
length. The SIC computes a signature which shall be sent back to the IS. The IS shall check the response and
verify the signature.
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8.2.4.2 Signature generation using RSA

The signature shall be computed according to ISO 9796-2 Digital Signature Scheme 1. M shall consist of M1
and M2, where M1 is an SIC-generated nonce of c-4 bits and M2 is RND.IFD. The SHA-1 hashing algorithm
and trailer option 1 shall be used. The result of the signature generation shall be the signature Z without the
recoverable message part M2.

8.2.4.3 Signature generation using ECC
The signature shall be computed according to ANSI X9.62 ECDSA. SHA-1 shall be used as hashing algorithm.

The result of the signature generation shall be the DER encoded ASN.1 sequence of two integers, r and s:
SEQUENCE ::= { r INTEGER, s INTEGER }.

8.2.4.|4 Security mechanism indicator

SICs which implement active authentication may optionally indicate this in the security imechanism indicator
(see 9). The object identifier shall be id-sm-aa.

id-sm-AA OBJECT IDENTIFIER ::= {
isp (1) standard(0) driving-licence(18013) part-3(3)

sefcurity-mechanisms (2) 3}

The parameters are mandatory and shall be of type param-aa.

paran—AA ::= SEQUENCE ({
vefrsion INTEGER,
puplicKeyDG INTEGER}

The version shall be set to v1(0) for this version of active authentication. The pub1ickeyDG field shall be set to
the ndmber of the data group of the active authentication public key, i.e. 13.

8.3 [Scanning area identifier

8.3.1| Applicability

This mechanism is used with the(hon-match alert or BAP mechanisms, which collectively are|applicable to
SICs,|2D barcode, magnetic stfipe and optical memory (see 8.4 and 8.5).

8.3.2| Description

8.3.2.1 General

The grimary purpose of this mechanism is to facilitate machine assisted automatic or interactiye verification
procedures.that’'match machine-readable data to human-readable data. This mechanism is not|a solution on
its own, bdt is intended for use as a component of either of the following mechanisms:

a)— Non-match alert (Se€ 8.4), which checks If the machine-readable and human-readable data belong
together.

b) BAP (see 8.5), which ensures that a PICC cannot be read without physical access to the IDL.

NOTE: The BAP mechanism also performs the function of the non-match alert mechanism, but potentially at a different
level of security.

The SAl demarcates the input string. The input string can be entered manually by an operator, or can be read
automatically using machine-readable technologies.

The SAl and any machine-readable information demarcated by it shall be adapted for reading in the B900
infrared band defined in 1ISO 1831:1980. Under such illumination the printing background and any overlays
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within the SAI will backscatter light in a homogeneous way (i.e. the SAI shall contain no optically variable
device, local deviations in properties, security features, or surface gloss exceeding natural transparent overlay
gloss, that will interfere with readability). In addition, machine-readable printed information (e.g. bar codes and
OCR characters) shall comply with the associated standards. The brightness of the printing background
(including the effects of overlays) will not be less than 40% compared to an ideal white surface under the
same illumination. Human-readable information inside the SAI shall be rendered such that it can be read
without difficulty.

The contrast ratio between character lines and the background shall be a minimum of 4:1. Any reflective layer
covering the SAI area shall not further deteriorate this contrast value when illuminated under angles of
incidence up to 45 degrees and looked at under angles more than 10 degrees outside of the nominal glance
angle.

The presenceg of the SAl is identified as follows:

If PIC
searg

a) C access is required and the access conditions are unsatisfied (i.e. BAP is in place), the neader

hes for a SAI on the IDL.
b)

ess to DG12 is available, BAP is not applicable and the non-match alent mechanism is prgsent.

P may indicate the location of the SAl, alternatively, the reader searches for a SAl on the ID

If acd
DG1}

Not more thap one SAI shall be present on a single IDL.

The referenc b with

ISO/IEC 885¢

b string (and the input string, when stored in a barcode) shall be encoded in accordanc
-1:1998.

The content pf the SAI can follow one of three standards, i.e.<based on an existing text field, contaifing a
dedicated text field, or containing a barcode.

8.3.2.2 SAI

The SAI may
lined rectang

content based on existing text field

be constructed around an existing fieldtwan an IDL. In this case the SAI shall consist of a g
e as illustrated by the example in Figure 6.

ouble

97TBA3-9123LK 45678

Figure 6 — SAIl around an existing field (not to scale)

Each line shg
0.6mm + 0.1
extremities of

The input stri
shapes but u

Il have a thickness-of 0.2mm + 0.1mm, and the distance between the centre of each line sh
mm. The lines shall be black in colour. The clear distance between the inside line arj
the input string shall be at least 1mm.

hg shallxbe printed using OCR-B size 1 or a character set with the same symbols and chad
5ing ‘a_reduced size of either 25% or 50% reduction of all linear dimensions compared to Q

all be
d the

racter
CR-B

size 1.

To prevent confusion about the input sequence of the characters, text within the rectangle shall be limited to
one line. The data element name (if reflected on the IDL) and/or the data field reference code shall not be
included within the rectangle.

In order to facilitate manual entry of the input string when needed, the input string may contain only Latin
capital letters (hexadecimal range 41 — 5A of ISO/IEC 8859-1:19982), Latin small letters (hexadecimal range
61 — 7A of ISO/IEC 8859-1 :19982), N characters, and the S characters shown in Table 4.

NOTE Latin capital letters (hexadecimal range 41 — 5A of ISO/IEC 8859-1:1998) are recommended.

2 References to ISO/IEC 8859-1:1998 are only for purposes of identifying the characters. Encoding methods are specified elsewhere.
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Table 4 — S characters allowed for SAI content based on existing field

3-3:2009(E)

S character

Hexadecimal number in ISO/IEC 8859-1:1998°

<space> 20
- 2D
< 3C

a8  Reference to ISO/IEC 8859-1:1998 is only for the purpose of identifying the characters. Encoding methods are specified separately.

cter '20" of

The reference Qtring shall not caontain any space characters (ip hexadecimal char.
ISO/IEC 8859-1:1998). The IS thus shall delete all space characters (hexadecimal
ISO/IEC 8859-1:1998) from the input string before further processing.

NOTE|1 IA's should carefully consider the level of entropy of existing fields before use within the
followgd in the construction of the field will decrease the entropy.

NOTE|2 |A's considering the use of an SAIl based on an existing field should keep{in ' mind that a ch

provided for in this case.

EXAMPLE Figure 7

UTA

FLAG

5. 070652-701F

A

DRIVING LICENCE REPUBLIC OF |

UTOPIA

1. DETORE-SPECIMENIA
2. MARY MARILYN

3. 07.06.1952 UTOPIA

4a.15.02.2002 4b. 25.02.2012
4c. UTOPIA SAMPLE AGENCY
4d.||97BA3-9123LK 45678]

" Mang Delore-Specimemia

. ABE C DIE D

Figure:7»— Existing data field on portrait side of IDL designated as input string (not t

code 20 of

SAl. Any rules

eck digit is not

D scale)

8.3.2.3 SAlI content consisting of a dedicated text field

A dedicated field (i.e. a field designed specifically for this purpose) may be used within a SAl. In this case, the
SAl shall consist of a rectangle constructed by a black single line with a thickness of 0.65 mm + 0.1mm. The
clear distance between the line and the extremities of the printed input string shall be at least 1mm.

EXAMPLE Figure 8
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The content o

R38T6 EDH2TUL
R30T6 5DHOTUL 4GO9H VXCBDGB
ED<HT EDHDTUL 4GM9H VXCDDGB 4G18H Z4G18HF

Figure 8 — SAIl around a dedicated field (not to scale)

f the SAI shall comply with the following requirements:

a) The text shall be limited to the set of ICAO MRZ characters, i.e.:0123456789ABCDEFGHI
JKLMNOPQRSTUVWXYZ<

b) An ogdrumberofcharacterspertineshattbeused:

c) If chgracters are printed in more than one line, each line shall have the same number of characters.

d) A ling shall not have more than seven characters.

e) No more than three lines shall be used.

f)  The text shall be printed using OCR-B font at 100% of OCR-B size 1.

g) The middle character of each line shall be reserved for a check digit.(Before adding the check digit(s),

the in

i. Fq

ii. Fd
iii. Fd

To construct
added) is pan
to form an ad

forms the Iefin

additional ch
digit of each |

For the purpd
represents a
character val

put string may have the following lengths:

r one line only, string lengths of 4 or 6 characters are permitted.
r two lines, string lengths of 8 or 12 characters are“permitted.

r three lines 12 or 18 characters are permitted.

an input string (with check digits) consisting of i lines, the input string (before check digi
sed into i parts of equal length. The.leftmost part is used to form line 1, the following parts
ditional line. Each part is split in the.middle into a left and a right subsection. The left subs
ost part of the corresponding life, the right subsection forms the rightmost part of the lin
racter position is inserted in the middle of each line (for the check digit). The value of the
ne will be calculated as explained further below.

se of check digit calculation each character in the input string (before the check digits are a

numerical value Vdefined by the formula Vi = E¢, where E¢ is a unique number allotted td
e, as defined in"Table 5.

Table 5 — Character numerical equivalents

Is are
each
bction
e. An
check

dded)
each

Char| 0 1 2 3 4 5 6 7 8 9 A |B |C |D |E F G |H |I
Ec Q 1 2 3 4 5 6 7 8 9 10|11 (1213 |14 | 15|16 | 17 | 18
Char | J K | L M|N|O I[P |Q|R|S|T u|Vv |WI[X |Y |Z <
Ec 1920 (2112223 |24 |25|26 (27|28 |29 |30|31(32|33|34|35]|36
If line 1 is the only line then the unique check digit will be calculated as follows:
a) A check sum S is calculated as S = ZV(;, where i runs from 0 to n-1 and V¢; indicates the respective

value V for the character in the i-th position in the input string of length n, counted from right to left,
starting with position O for the rightmost character.
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) From S the corresponding check digit ¢ is calculated as ¢ = S modulo 37; (integer remainder when

dividing S by 37).

If there are two or three lines, then the check digits ¢4 for line one and c, for line two will be calculated as
follows:

a

Cc

) A check sum Sy is calculated over the entire input string (before it is split into lines, and

before adding

the check digits) as S, = ZV¢;, where i runs from 0 to n-1 and indicates the character in the i-th
position in the input string of length n, counted from right to left, starting with position 0 for the

rightmost character.

A check sum QP is_calculated over the entire inpuf cfring (hnfnrn itis Qp“f into Iinnc’ and

before adding

the check digits) as Sp = 2(V(*i), where i runs from 0 to n-1 and i indicates the i-th posit
the input string of length n, counted from right to left, starting with position 0-~for
character, and V; indicates the respective value for the character in the i-th position.

Check digits ¢; and ¢, are calculated as ¢; = (Sy modulo 37) and ¢, = (Sp modulo 37) res

In thel case of exactly three lines the inserted character c; in the centre of line.three will represe

numb

three

lines.

When printed on an IDL, lines are numbered from top to bottom, as@hown in Figure 9.

EDH2TUL |<—>line'1
VXCBDGB [|<7line 2
Z4G18HF =+ line 3

Figure 9 — Line configuration (not to scale)

on number in
the rightmost

bectively.

nt the version

er and will be set to “1” for this version of the standard. Version numbers are not supported for less than

EXAMPLE Input string for Figure 9 is EDHTULVXCDGBZ4G8HF

putl 1e 1p |h |7 (u [ty v |x |c |p |6 |B |z |4 |6 [8] |[H |F
string

Ec 14 |13 (17 |29 |30.“|21 (31 |33 (12 |13 (16 |11 |35 |4 16 |8 17 |15
i 17 |16 |15 |14 |13 |12 |11 10 |9 8 7 6 5 4 3 2 1 0
Vci*i | |238 |208 |255( (406 |390 |252 |341 [330 |108 |104 (112 |66 |175 |16 |48 |14 |17 |O
Sv =335

Sp = 3082

Check digit Numeric value Code value

c1 2 2

c2 11 B

c3=1

The input string submitted as input to the non-match alert or BAP mechanisms is the input string inclusive of
the check digit, i.e. the concatenation s1 + s2 + s3 where si is the string in line i of the corresponding input
string, including the respective check digit and read from the left to the right, with i ranging from 1 to a
maximum of 3.

© ISO/IEC 2009 — All rights reserved
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NOTE Mathematically, the check digit scheme allows identifying any single digit reading error in the case of a one-
line input string and to correct any single digit reading error as well as identifying any double error in the case of a two- or
three-line input string. Less than 3% of any other statistical reading error may pass inadvertently. This is only true if
adequate measures are taken on the side of the reading equipment to make use of the information offered by the check
digit scheme.

It is recommended that the minimum entropy of the input string be 40 bits or more (before addition of the
check digits). The use of random data is recommended.

NOTE IA's may consider imposing restrictions on allowable content of input strings to meet local requirements, e.g. to
address the "nasty word" problem, or to limit the value range of practically existing check digits (e.g. numerical characters
only). Methods exist that allow enforcement of such restrictions without violation of the rules set out above. The use of
such methods jsteft-to-thrediscretiomrof-thetA's—Attentionisdrawn-to-the-fact-that-suchrestrictions-wittreduce-the ntropy

of the input string.

EXAMPLE Figure 10

7

E D H 2 T U I— PDE CATEGORIES
V X C BD G B P Passengers
Z 4 G 1 8 HF g g::::rous goods

- DRIVER ,RESTRICTIONS
Al a =i Correctivé, lenses &

GVM = 3500 Kg .
. (s
Vﬁ GVM = Ka Prosthesis ="

1 WG ovi- sso0kg  VEHICLE RESTRICTIONS

o Automatic transmission AT
1 E GVM > 3500 Kg 5
\  Electrically powered

CE 5% Physically disabled (b,
Bus > 16000 kg (GVM) permitted |igmmmg

CHh
LRy
CEm DEm Tractor only jin

o

W o0 wrx
e
O

Industrial/Agricultural only

~ P

Figure 10 1 Dedicated data field on'non-portrait side of IDL designated as input string (not to scale)

8.3.2.4 SAl content consisting of a barcode

A barcode may be used)within a SAl as the primary means of input. The SAl's corners shall be clearly shown.
Each corner |ndicater shall be constructed of two perpendicular lines joined at the end points, with eagh line
having a thickness-of 0.5mm +0.3mm, and a length of 4mm £2mm.

EXAMPLE Figure 11

mrts%bMM*$3j84szpsR_|
stz |
= Sl

Figure 11 — SAIl around a dedicated field (not to scale)

The input string may contain any A, N or S characters, and is not limited in length. However, it is
recommended that the input string be limited to the characters specified in 8.3.2.3 to facilitate manual entry
when required. The barcode may be accompanied by a human-readable version of the input string (in
accordance with ISO/IEC 8859-1:1998), printed in a font not smaller than 6pt.
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EXAMPLE Figure 12
| 1Qrt5%bMM*$3j84mzD Rl
Qrt5%b $318 p8 PDE CATEGORIES
It' 1 P Passengers
! G Goods
D Dangerous goods
= Wl |
DRIVER RESTRICTIONS
A =® Al & sise Corrective lenses &
3500 K . v
B $ﬁ' 'o_"wl:f i 750KéJ Prosthesis ="
C HEB; C1 B, o 0k VEHICLE RESTRICTIONS
Automatic transmission AT
GVM > 3500 K
D m D1 E ’ ) Electrically powered f
BE CHEL CE !- Physically disabled 6
oA 5= =o—3| Bus > 16000 kg (GVM)\ permitted |gammag
CE NNy DENMigimmg cor o B .

\ Industrial/Agriculturdl » only

/

Figure 12 — Barcode on non-portrait side of IDL designated as input string (not to gcale)

8.4 [Non-match alert

8.4.1| Purpose

This mechanism allows detection of any differences between the machine-readable information and (some of)
the hpyman-readable information (printedon an IDL). This mechanism may be of value in thg presence of
mach|ne-readable technologies with data content not accessible to visual inspection and on dgta carriers or
physigal support that may be transferred completely from one IDL to another without strong visual evidence of
alteration.

8.4.2| Applicability

This mechanism is applicable to SICs, 2D barcode, magnetic stripe and optical memory.

8.4.3| Description

Conceptually; the reference string is verified via a digital signature, after which the refergnce string is
comppredto the input string. If the comparison is not successful, it means that the machine-readpble data and
the (If IIIdII-IUdUIdIUiU) IJIiIIiUuI Uldid dltc IIUt bUIIbibtUllt.

NOTE 1 It is assumed that the RA trusts the public key used to verify the digital signature.

NOTE 2  If the comparison is successful, the RA may conclude that the machine-readable data and the physical
document are consistent if it can be assumed that alteration to any part of the printed data (i.e. not just the area that
contains the input string) would be visually apparent.

The reference string is not separately verified with a dedicated digital signature, but is verified during passive
authentication (the digital signature used for passive authentication already covers the reference string).

NOTE The function provided by the non-match alert mechanism can also be achieved by performing passive
authentication followed by a visual comparison of the human-readable data printed on the document with the
authenticated machine-readable data.
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8.4.4 Mechanism

8.441

General

The manner in which the non-match alert mechanism is implemented is specified in DG12, using the
parameters and values as shown in Table 6.

Table 6 — Non-match alert parameters

Name, Fixed (F) or

Field format/ length/type

Example

Variable (V),
Mandator )or
Optiondl (O)

SAIl_reference
M

string , V,

Byte 1:
'00' if the input string follows

'01' if a reference to where the input string
can be obtained follows

Subsequent bytes:

If byte 1 ='00'", the input string follows from
byte 2 (inclusive). The input string is
encoded in accordance with

ISO/IEC 8859-1:1998.

If byte 1 ='01", the reference to the field
that contains the input string is constructed
as aabb where aa is the data group and bb
is the sequence number of the referenced
data element, with aabb encoded as
unsigned BCD

An input string of ABC4DEF contdined in] the
SAI_referencestring field will be'coded ap '00
4142 43 34 44 45 46', where '41°42 43 34 44
45 46' is the encoded form of ABC4DEF

If the licence numberds.used as the inpuf
string, this will be coded as '01 01 08'.

If the 16™ data‘element of Data Group 12 is
used as the input parameter, the input string
will be coded as '01 12 16'

SAl_inputmethod, V, O

Byte 1: SAl standard and input method. The
four most significant bits (upper._nibble) of byte
1 can take on any of the following values:

'0x" if the input string is\based on an
existing field

"1x" if the input\string is based on a
dedicated field

'2x" if the\input string is stored in a barcode

The foureast significant bits (lower nibble) of
byte 1'denotes the input method, and can take
onvany of the following values:

'x0' if the input string is intended for manual
input

'x1" if the input string is intended for OCR

infnrprnfnfinn

If the licence number is used as the inpuf
string (i.e. a SAl is constructed around the
existing licence number field on the IDL)| the
value of SAl_inputmethod will be '00'.

If, in addition, the input string is printed in
OCR-B font, the input string will be '00 Of"', or
alternatively '00 01 00'.

If, in addition, the SAl is located on the pprtrait
side of the IDL, with the top left corner of| the

SAl at 29mm from the left edge of the cafd
and 24mm from the bottom edge of the dard,
and the right bottom corner of the SAI at
59mm from the left edge of the card and
14mm from the bottom edge of the card,
input string will be '00 01 00 00 29 24 59

the
14'

'x2' if the input string is stored as a
barcode.

Byte 2: Barcode standard. If the first byte is of
the form 'x2', byte 2 is mandatory, taking on
any of the following values:

'00' for PDF417

'01' for Code 39 (ISO/IEC 16388)
'02' for Code 128 (ISO/IEC 15417)
'03' for data matrix (ISO/IEC 16022)
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Name, Fixed (F) or Example
Variable (V),
Mandatory (M) or
Optional (O)

Field format/ length/type

'FE' for other barcode standards not
provided for above

'FF' no barcode

Byte 2 is also mandatory if Bytes 3 to 7 are
present.

Bytes 3 to 7: Position of the SAI, expressed as
aa bb cC dd ee’, where aa’ 1S the side of the
card on which the SAIl appears ('00' for portrait
side, and '01' for non-portrait side), 'bb cc' is
the top left corner of the SAI (where 'bb' is the
distance from the left edge of the IDL and 'cc'
is the distance from the bottom edge of the
card), and 'dd ee' is the bottom right corner of
the SAI (where 'dd' is the distance from the left
edge of the IDL and 'ee' is the distance from
the bottom edge of the card), with all distances
measured in millimetres, and encoded as
BCD.

The bytes are progressively mandatory. l.e.,
SAIl_inputmethod can consist only of byte 1,er
only of bytes 1 and 2, or of bytes 1to 7.

8.4.42 Compact encoding
When| used with compact encoding, DG12 shall e constructed as a Type 1 data group as follows:

.. X [BAI_referencestring] + [SAl_inputmethod] x ...

8.443 Standard encoding
When used with standard encoding;'the parameters shall be stored in DG12 as shown in Table 7}.

Table 7 — Non-match alert parameters for standard encoding

Tag Length Value
‘82’ X SAI_referencestring as defined in Table 6.
‘81’ X SAIl_inputmethod as defined in Table 6.

IA's may opfionally indicate the presence of the non-maich alert mechanism in the EF.COM file using the
security mechanism indicator as specified in 9.

The object identifier for non-match alert shall be id-sm-NMA.

id-sm-NMA OBJECT IDENTIFIER ::= {
iso(l) standard(0) driving-licence(18013) part-3(3)
security-mechanisms (2) 4

}
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The parameters are optional and shall be of type param-NMA.
param-NMA ::= SEQUENCE ({
version INTEGER, SAI inputmethod OCTET STRING
}

The version field shall be set to v1(0) for this version of the non-match alert mechanism.

The saI inputmethod field shall be set to the corresponding value in DG12. If the SAT inputmethod field is
not present in DG12, the field shall also not be included in EF.COM.

8.4.4.4 Stapdard encoding for optical Memory

When used with standard encoding for optical memory, the parameters shall be stored in DG12 as _shgwn in
Table 8.

Table 8 — Non-match alert parameters for standard encoding

Tag Value

15200 | SAIl_referencestring as defined in Table 6.

15201 | SAIL _inputmethod as defined in Table 6.

8.5 Basiclaccess protection

8.5.1 Purpogse
BAP confirmg that an IS has physical access to a PICC before the IS is allowed access to the data stored on
the PICC. In| addition, BAP ensures that communication between the IS and the PICC (once accgss is
authorized) i protected.

NOTE Although BAP was designed for PICCss~it can also be used to satisfy a variety of functional requirements for
ICs with contagts as listed in Table 1.

8.5.2 Appligability

This mechanism is limited to PICCs*and ICs with contacts.

8.5.3 Description

For a SIC that is accessed via a contactless interface and protected by the BAP mechanism shall deny access
to its content|by thé contactless interface unless the IS can prove that it is authorized to access the SI{J. This
proof shall bg given'in a challenge-response protocol, where the IS proves knowledge of the PICC-indiyidual
document basic.access keys (Kenc and Kuac) that are derived from the input string.

After the IS has been authenticated successfully, the SIC shall enforce encryption and message
authentication of the communication channel between the IS and the SIC by Secure Messaging techniques.

8.5.4 Mechanism

The document basic access keys are stored in the internal elementary file (see ISO/IEC 7816-4:2005).

A SIC that supports BAP shall respond to unauthenticated read attempts (including selection of files in the
logical data structure) with ‘Security status not satisfied’ (0x6982). The presence of BAP thus is determined by

an IS from the response to read attempts (see below) and the subsequent success in locating the SA.

BAP is specified in Annex B. The following shall be used in the application of Annex B:
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The reference string shall be used as the document keying material (Kgoc).

b) The IS can automatically read the input string, or can allow an operator to manually enter the input

string (if present) into the IS.

c) The first byte of the input string shall identify the BAP configuration used.

NOTE

BAP is intended mainly as an anti-skimming mechanism. However, provided that the entropy of the reference

string is commensurate with the IA's assessment of the threat, this mechanism can also serve as protection against

eavesdropping.

IA's may optionally add the BAP logo to an IDL to indicate that the SAIl contains a BAP input string. Figure 13

shows the BAP logo. The minimum dimensions of the A-dimension of the logo shall be 5mrh

dimension shall be scaled proportionally in a ratio of 5:3. It is recommended that the BAP.10g0

close [proximity to the associated SAl.

B-dimension

v

A

A-dimension:

Figure 13 — Basjc-access protection logo (not to scale)

-

mrtS%bMM*$3j84szp8R—|
i I e
= Sl

PDE CATEGORIES
P Passengers

G Goods

D Dangerous goods

DRIVER RESTRICTIONS
Corrective lenses ¢ty

A% Al b < e
B o  medr oh: g
C Wy Gl Mg e
D m D1 E GVM > 3500 Kg
BE i, CE NN
CE DE NS g

\

v

Prosthesis :‘

VEHICLE RESTRICTIONS

Automatic transmission AT

Electrically powered

Physically disabled

Bus > 16000 kg (GVM) permitted |k

Tractor only Gim

Industrial/Agricultural only

Figure 14 — Basic access protection logo on IDL (not to scale)
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EXAMPLE

Suppose the following barcode is printed on the IDL:

Tppegke]
2

This barcode encodes the string “1462483345434115654434034118361284817041”, whose hexadecimal rendering is ‘31
34 36 32 34 38 33 33 34 3534 3334 31313536 3534 34 33 34 30 33 34 31 31 38 33 36 31 3238 34 38 31 37 30 34 371

The first byte (‘31’) of the input string indicates BAP configuration 1. The entire input string is used as Kqgoc. The resulting
derived document access keys are:

Kenc:

‘E4 80 OE 99 54 FF 39 EB F6 09 15 FD 46 C4 3F DD’

Kmac:

The barcode
following 39 by

= 129 bits of entropy.

8.6 Exten

8.6.1 Purpd
EAP consists|
a) Chip
b) Term
8.6.2 Appli

This mechan

8.6.3 Desc
Extended acq

a) The {
b) The ¢

Stron
befor

c)

d) DG4

‘E7 EA 15 4F ED 39 38 77 A1 12 9D CB 7A 54 93 50’

tes may contribute entropy. Assuming they were generated randomly, the resulting Kqoc contains log

Hed access protection

pse

of:

authentication, which provides for authentication of the<SIC and strong secure messaging.
inal authentication, which provides for conditional.authenticated access to data groups.
cability

sm is applicable only to SICs.

iption and mechanism

ess protection is specified in‘Annex C. The following shall be used in the application of Ann

riving licence number, as it appears in DG1, shall be used as the SIC identifier.

g secure messaging (established using chip authentication as described in C.3) shall be
e terminal authentication can take place.

| shall.be accessible without terminal authentication.

bIC's key agreement public key shall be stored in DG14, formatted in accordance with C.3.4.

h this example contains 40 numeric digits. As the first byte conveys predictable information, only the

(10%)

p

ex C:

Active

NOTE

Both BAP and EAP use the card commands GET CHALLENGE (INS = '84') and MUTUAL/EXTERNAL

AUTHENTICATE (INS = '82'). Since a driving licence may implement both protocols, the two cases need to be
distinguished in such a case. As per c) above, strong secure messaging that has been established through chip
authentication shall be active before EAP Terminal Authentication can take place. Thus these two commands are used for
EAP only if secure messaging is active (CLA = 0x0C), otherwise they are used for BAP.
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9 Security mechanism indicator

The security mechanism(s) deployed on an IDL with an SIC can be identified3 to reading authorities by the
addition of tag '86' to EF.COM. Tag '86' identifies the data groups subject to each mechanism used. Tag '86'
shall have the following DER-encoded ASN.1 TLV structure:

SecurityMechanisms ::= SET OF SecurityMechanism

SecurityMechanism ::= SEQUENCE {
mechanism MechanismIdentifier,
datagroups SET OF INTEGER}

MechdnismIdentifier ::= SEQUENCE ({
mejchanism OBJECT IDENTIFIER,
paframeters ANY DEFINED BY mechanism OPTIONAL}

EXAMPLE Assume an implementation using LDS version 1.0 having the following data content — mandatory data
(DG 1) and optional licence holder data (DG 2). The optional licence holder data is proteeted using EAP|(see Annex C)
with the current trust root set to the example in C.A.1, no alternate trust root, and BAP.configuration 1 (s¢e Annex B) as
secur¢ messaging configuration. EF.COM would be encoded as follows (in order to improve clarity, tagq are printed in
RED IFALICS; lengths are printed in UNDERLINED BLUE and values are printedhin/BLACK):

40" ‘57’
‘5F 01”7 ‘02’
‘01 00’
50" 02’
‘61 6B’
86" ‘4C’
‘31 4A 30 48 30 41 06 07 28 81 8C 5D 03 0202 30
36 02 01 00 02 01 OE 06 08 28 81 8C 5D03 02 01
0104 1110 CO OD 1D 69 61 15 35 70'67 OB 2C 3A
EE 64 FF 36 04 11 00 00 00 00 00-@0 00 00 00 00
00 00 00 00 00 00 00 31 03 02 01-02'
where|‘31 4A 30 46 ... 01 02’ is the following\DER-encoded ASN.1 structure:

(0]

ET
SEQUENCE
SEQUENCE

OBJECTIIDENTIFIER: 1.0.18013.3.2.2

SEQUENCE
INTEGER: 00
INTEGER: OE
OBJECT IDENTIFIER: 1.0.18013.3.2.1.1
OCTET STRING: 10C00D1D6961153570670B2C3AEE6G4FF36
OCTET STRING: 00000000000000000000000000000000

SET
INTEGER©2

10 SIC LDS

In addition to the data groups identified in Figure C.1 in ISO/IEC 18013-2, this part of ISO/IEC 18013 defines
the data groups shown in Table 9.

3 Use of the security mechanism indicator is optional unless a mechanism mandates the security mechanism to be used.
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Table 9 — Assignment of file identifiers and Data Group Tags

Elementary file Name ;‘.(‘;I::]:tiflii; EFID Tag
EF.SOD Document security object "1D' '001D' e
EF.DG12 Non-match alert '0C' '000C' 71
EF.DG13 Active authentication ‘0D’ ‘000D '6F'
EF.DG14 Extended access protection 'OE' 000E '6E'

IDL Standard Application

Other Domestic

AID = A0 00 00 02 48 02 00 | Application 1
DF : DF :

— KENC

— KMAC

i Other Domestic .
i Application; . 1
! DF !

Data groups specified|in

ISO/IEC 18013-2, i.g.

EF.SOD Document secdrity
object
Tag =77
Short EF identifier = '1D'

EF.COM and EF.DG1|to
EF.DG11

EF.DG12 Non-match alert
Tag =71
Short EF identifier = '0C'

EF.DG13 Active
authentication
Tag = ‘6F’
Short EF identifier ='0D'

EF.DG14 Extended access
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protection
Tag = ‘6F’
Short EF identifier = '0E'

Figure 15 — Data groups
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EF.SOD - Document security object (short EF identifier = ‘“1D’, Tag = '77")

EF.SOD is defined in 8.1.5.1.

10.2

DG12

10.3

DG13

EF.DG12 Non-match alert (short EF identifier="0C’, Tag = ‘71’)

is defined in 8.4.4.

EF.DG13 Active authentication (short EF identifier = '0D’, Tag = ‘6F’)

is defined in 8.2.4.1

10.4

DG14

EF.DG14 Extended access protection (short EF identifier = '0E’, Tag = ‘6E?)

is defined in C.3.4.
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Annex A
(informative)

Public key infrastructure (PKI)

A.1 Introduction

This annex s
internationally
jurisdiction tq
issuing jurisd
globally is no

The concepts
of a PKI. Sta
the scope of
this annex de

The trust mo

uggests a structure for a public key infrastructure specifically in respect of IDLs that are
. Such a use environment poses unique challenges, primarily the infeasibility of any ene is
conclude, implement and maintain key sharing agreements and infrastructures With all
ctions (given the assumption that a "super certification authority" that controls and' issues
available).

in this annex were developed from first principles, and explore the functional and logical as

ndardisation of technical aspects relating to implementation (e.g. certificate formats) are o
his annex, although some issues that would need standardisation are pointed out. Conseq

del described in this annex is based on a "trust by proxy:. principle, i.e. A trusts C beca

scribes the mechanisms to establish a "trust model" more than it-describes a traditional PKI.

used
suing
other
keys

pects
Litside
Liently,

ise A

trusts B and |
the RA (also
confirmation

B trusts C. Consequently, the ultimate responsibility to establish trust in a public key remains with
see Annex B dealing with trust establishment). The trust model should not be seen as infallible
pf the origin and integrity of a pubic key.

A.2 PKI Design principles

In addition to|the principle stated in A.1, the trust model was designed to comply with the following principles:

No c¢ntral CA is available.
The trust model should exploit existing trust relationships.

The
the tr

ules for setting up and maintaining the trust network should not require any one entity to manage
List network, but should*allow for the trust network to essentially manage itself.

Use a two-level key approach4, consisting of a root key-pair, and a document key pair. The docyiment
key pair is used. o' 'sign® and verify an IDL, and the root key pair is used to sign and verify the
document key-ahd other information as described below. Public root keys are to be exchanged by out-
of-bapd means:

NOTE 1 Giyenthe autonomy of each country, and the political sensitivities that exist between some, a trust model that

uses one g|obaj certification Qufhnrih/ is-considered-infeasible

NOTE 2 Existing trust relationships are an ideal starting point to build a trust network. For example, the American
Association of Motor Vehicle Administrators (AAMVA) already has trust relationships established with most IA's in North
America. In Southern Africa, the Southern Africa Development Community (SADC) has relationships set up with all the
countries in Southern Africa, with a similar function performed by the Economic Community of West African States
(ECOWAS) in West Africa, and the Common Market for Eastern and Southern Africa (COMESA) in Eastern and Southern
Africa. In Europe, the European Commission has relationships with numerous IA's.

4 A one-level key approach is possible, but less appropriate given that keys used to sign IDLs are replaced periodically.

5 In this context, "sign" means that a private key is used to create a digital signature for a certificate that contains a public key and/or
other information.
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A.3 General description®

Each IA generates two sets of key pairs, a root key pair’, and a document key pair8. The IA signs its own
public root key using its private root key®. The public root key is distributed out-of-band only'0. The public
document key is also signed with the private root key. For standard encoding, the public document key may
optionally be distributed with the IDL.

As noted above, it is infeasible to expect each IA's public root key to be distributed (out of band) to every other
IA. Consequently, if IA A trusts IA B, then IA A would also like to know who else IA B trusts. IA B thus needs to
publish?! a list (signed with IA B's private root key) of the IAs (including IA A, if applicable) that it trusts. IA B
also signs the public root key of each IA in IA B's trust list'2, and publishes all the signed public root keys. B

thus

If eve
each
exam
trusts
and s

The 4
used

ublishes the documents (or certificates)'s shown in Figure A.1.

Digital signature

private root key)

private root key)

Trust list I1A1 public root key IA2 public root key IAn public roof key

IA1 identifying details IA1 identifying details IA2 identifying details IAn identifying dejails

IA2 identifying details IA1 public root key IA2 public root key IAR public root kel

IAn identifying details Digital signature Digital signature Digital signature
(created with IA B's (created with IA B's (created with IAH's

private root key)

(created with IA B's
private root key)

VA

ry IA publishes the same items that 1A B publishes (i.e. a signed trust list, and signed pubili
authority on the trust list), it enables IA“A.to construct a diagram of the complete trust
ple, if IA B trusts IA C, IA A uses IA C'sypublic root key (signed by IA B), to verify IA C's try
IA D, IA A uses IA C's public root keyto verify IA D's public root key, and then verifies IA
b on. IA A thus compiles a trust network diagram'# which can be used to verify any IDL pre

AR Y-

Figure A.1 — Certificates published by an IA

e

bove allows IA A to verify the-public root key of each IA (in the trust network). The public ro
o verify the public document'keys published by each IA.

6 The t

bibliogtaphy).

7 The
8 The d

9 This

Fust model is somewhat-similar to the user-centric trust model employed by PGP, and as discussed by C Adams

bot key as used-in this document is similar to the Country Signing CA Key in the ICAO PKI Technical Report (see
ocument-key as used in this document is similar to the Document Signer Key in the ICAO PKI Technical Report (

neans that the IA certifies that the public root key is associated with the IA. In a more traditional environment, a C

IAA's |

C root keys of
network. For
st list. If IA C
D's trust list,
sented.

ot key then is

Bnd S Lloyd (see

bibliography).
bee bibliography).

A\ would sign e.g.

li€ root key. th rtifying th iation between th lic root ki nd IA A. If IA B trusts the CA. |IA B w

Id then also trust

the association between IA A and its public root key. If IA A self-signs its public root key, and IA B trusts IA A, a CA becomes superfluous
(at least for the purpose of associating IA A with its public root key).

101CAO's PKI Technical Report (see bibliography) mentions the out-of-band confirmation of a root public key, thus inferring that the
actual distribution of such keys may take place separately from the out-of-band confirmation, possibly using "in-band" communication.

1 See

A.4.1 for a discussion of the term "publish”.

12 1A B would presumably (but not necessarily) only directly trust those IAs for which it has received the public root key in an out-of-band
fashion.

13 |n addition, 1A B would also publish information on IA B's public keys used to sign IDLs. This however does not directly pertain to the
trust network, and is only discussed later.

14 The trust network diagram includes all the public keys, lists and other information required to verify an IDL in an off-line manner.
Typically, the trust network diagram is updated periodically (e.g. daily), and used as reference for all internal verification actions.
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Public root keys distributed between IAs in an out-of-band fashion essentially become trust anchors, and
should be stored, protected and used in an appropriately secure manner.1°

It is anticipated that the global trust network will eventually consist of a collection of "local" trust networks, with
the different local trust networks connected by a limited number of trust "links". For example, in the Southern
Africa Development Community (SADC), South Africa may act as an aggregator for the SADC countries. That
is, each SADC country exchanges public root keys (out-of-band) only with South Africa, and vice versa. South
Africa then signs each public root key, and publishes same along with the list of all SADC countries. In the
European Union (EU), the European Parliament may decide to act as a central trust broker, or PIA. That is,
the EU obtains the public root key for each IA in the EU, signs it with the EU private root key, and publishes
same. The American Association of Motor Vehicle Administrators (AAMVA) may fulfil a similar function in

North Americ

l:ignrn A2 illustrates an nvnmpln of a trust network

1A 1.1
trustlist: [IA1]
publicfroot key 1
IA1.J public
docunient key(s)

1A 1.2
trustflist: [IA1]
publicjroot key 1
IA1.R public
docunent key(s)

IA1.3
trustlist: [IA1]
publicfroot key 1
1A1.3 pubjic document

Y(s)

PIA 1
trust list: [IA1.1,
1A1.2, IA1.3]
public root key 1.1
public root key 1.2
public root key 1.3

A3
trust list: [IA 4.1]
public root key 4.1
IA3 public documient

1A 2:2
trustlist: TIA2.3]

1A 2.1
trust list: [PIA1,
1A2.2]
public root key 1

public root key 2.2

1A2.1 public
document key(s)

public-root key 2.3
1A2.2 public
document key(s)

1A 23
trust list: [IA2.4]

public root key 2.4
1A2.3 public
document key(s)

1A 24
trust list: [IA2.1]
public root key 2.1
1A2.4 public
document key(s)

Figure A.2 — Trust network example

ke Legend
/ \ ENTITY NAME
1A 4.
. IA4.2 1A4.3 published
frust IISIAQPZ?L 143, trustist: [IA4.1, trust list: [IA4.2, A 4.4 information
public roo key 1 . In4.3] . 1A4.4] trust list: [IA4.3]
public roof key 3 publ{c root key 4.1 publl_c root key 4.2 public root key 4.3
public root key 4.2 public root ke,_v 4.3 public root key 4.4 IA 4.4 public
1A4.1 puplic 1A 4.2 public IA 4.3 public document key(s) Local trust
document k(&) document key(s) document key(s) network

5 The proposed trust model requires the unrestricted availability of the public root key. The ICAO PKI Technical Report (see
bibliography) however appears to discourage such availability of ICAQ's equivalent of the public root key.
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It is suggested that the information to be published, be published (as signed certificates) in a location that is
easily accessible by all verifying entities. Consequently, each IA's identifying details should include directions

on ho

NOTE

that ea

locatid
difficu
locatid

The
publi
to pul

It follg
publis
agree

The
cannd
such

gecurity of the publication location is the responsibility of each IA. However; the auth

dvailability of published information is crucial. If published(information is not available, a vj

w and where published information can be accessed.

The Internet would be a location that complies with the above accessibility requirements. However, security
concerns have been expressed about using the Internet. (If the Internet is used, a requirement to use server side
authentlcated SSL (similar to the ICAO reqwrement) for all communlcatlon can be added to enhance securlty This implies

ns in general is that they may not be readlly acceSS|bIe to all verlfylng entltles (W|th the potential\fo
ies for the IA's card holders). In the end, it remains the responsibility of the IA to select a-sulitg
n.

hed information can be verified using the 1A's public root key, thus adding an additional lay
lished information.

ws that in cases where an IA may not have the necessary infrastructure or expertise or mg
h and/or maintain published information in-house, such publication may be perfg
ment) by other IAs or trusted third parties.

t update its trust network diagram, and thus will be unaware of any changes in the trust net
as new document keys issued, document keys revoked, or IAs removed from the trust

ative publication
consequential
ble publication

enticity of all
er of security

y not want to
rmed (under

erifying entity
work diagram
network. This

approach thus is vulnerable to a denial of service attack.(see A.7.3).

A.4.2 Information published

As dis
trust |

cussed in A.3, each IA (in its role as MA) publishes a trust list, and the public root key of each IA on the

st. Each of these documents is signéd with the publishing VA's private root key.

Each|VA may optionally also publish the network trust diagram that it has constructed. Such
netwgrk trust diagram can potentially be referenced by local industry (e.g. airlines and car hire ¢
a prinjary source to verify foreign’driving licences. 16

a published
bmpanies) as

The VA (if it is also an IA)also publishes its own public document keys.

A stapdard format for each of the above documents (or certificates) has to be specified.

A.5 Certificate content

hotdarina cartifinatn ~antant ~nanioanan vwnae $alean ~Af indiiotng Avinarta! ra~nAam A AnAAtAY
ST e g Ce Tt CatC— o CogMAancC oo aicer— O mausStry —CXperto— e Commenaator

In co s that X.509
certificates should only be used if absolutely necessary'’. Consequently, and in keeping with the intent of this
annex (see A.1), the certificate content proposed below is based solely on the functional requirements
pertaining to the IDL environment and the proposed trust model. The actual certificate profile eventually

specified may or may not be X.509 compliant.

NOTE X.509 compliancy has advantages and disadvantages, which need to be carefully considered by an IA prior to
implementation. The disadvantages are discussed in the noted references, and in essence involve unneeded complexity

16 |n a sense, a published trust network diagram is similar to the public key directory defined in the ICAO PKI Technical Report (see
bibliography), with the difference that it is intended for local use only. However, nothing prevents a company in e.g. Australia to use
(because it trusts) a network trust diagram published by e.g. Germany.

17 See [3], [4] and [5] in the bibliography.
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and questionable "fitness for purpose". The disadvantage to using a non-X.509 certificate is that IAs' existing
environments may already be set up to accommodate only X.509 certificates.

A.5.1 Verification processes

As mentioned above, the functional processes drive the certificate contents. This clause discusses the
processes involved.

When a public document key certificate needs to be verified, the following steps are executed:

a) lIdentify the IA that signed the certificate. Primary identification is based on the ISO Issuer Number in
Data Gluup (DG) 3 (thle frete—thts—ecomes |||a||datU|_y if—a dlylta: o;yllatulc is uocd). Addijtional
identffication information includes directions on how and where information published by the A1A’dan be
accesgsed.

b) Using a trust network diagram8, identify the IA's public root key(s). If the IA has published mor¢ than
one rpot key, identify the public root key used associated with the public documentkey certificat¢. The
following options exist to identify this particular public root key:

1) Include a public root key identifier in the public document key. certificate, and include the
same identifier in the public root key certificate.

2) Use the date that the public document key certificate was-signed to identify the public ropt key
that was used for signing certificates during this period.>This requires that the public ropt key
certificate contain "valid for signing from" and "valid for signing until" dates, and limits the IA to
the use of only one key at any given time.

c) Use fthe IA's public root key to check the public decument key certificate's digital signature| This
requifes knowledge of the digital signature algorittm (and accompanying parameters) used. The
algorfthm and parameters are specified in the publié document key certificate.

d) Verify that the public document key is still yalid, that is, that the document key has not been reyoked
yet. This can be set up in either of the following ways:

1) Use certificate revocation lists.
2) Use a "Revoked Y/N"\ield in the public document key certificate!9. This is unusual in fthat it
implies that a certificate for the same key can be issued twice. However, it also negatgs the
need for certificate' revocation lists (refer to A.6.2 for more information), thus reducing the
complexity of'the overall solution.

When an IDL|needs to he.verified, the following actions are involved:

a) Ident|fy the“IA. The same identification process as for the public document key certificate verification
is followed:

b) Obtain the correct public document key. Regardless of whether or not the public document key is
included on the IDL, an attempt should be made to obtain the public document key from the
appropriate public document key certificate on the IA's publication area (or alternatively as included in
the VA's most recent trust network diagram).

18 | the IA does not appear on the VA's trust network diagram, the public document key certificate cannot be verified. The IA first has to
be added to the VA's trust network diagram via the out-of-band exchange of the |IA's public root key with any of the existing IAs on the
VA's trust network diagram.

19 This field would always be "N" for a public key certificate included on the IDL. Only public keys published by the IA can have a "Y"
value for this field.
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For compact encoding, the appropriate public document key is identified by comparing the issue date
of the IDL with the "valid for signing from" and "valid for signing until" dates of the available public
document keys of the IA. For standard encoding, the appropriate public document key can be

identified using a key identifier.

Verify the public document key certificate, as described above.

Check the digital signature on the IDL using the public document key. This requires knowledge of the
digital signature algorithm and parameters used to sign the IDL. This information is stored in DG.SOD.

(for both compact encoding and standard encoding).

A.5.1—Bm:umem-key
Based on the discussion in A.5.1, a public document key certificate should contain the following i

a

b

f)

A.5.3

hformation:

IA identifying details.

Public document key.

Public document key identifier (if dates are not used to identify the public document key),

Identifier of the public root key used to sign the document public key certificate (if dates|are not used
to identify the public root key).

Beginning (and ending) issuing dates for which the key is’'valid (at the time of signing the]certificate) (if
dates are used to identify the public document keyy):

Digital signature algorithm and parameter infortation.

Revocation indicator (Yes/No).

Revocation date (mandatory if revocation indicator is Yes) (if dates are used to iden{ify the public
document key).

Notes (optional). This can be“used to add additional information regarding the revocatign, in English,
French or Spanish if required.

Date of signing (if dates are used to identify the public root key). This date is used fo identify the
private key that was'used to sign the certificate. This is optional if the public key is included on the IDL,
as it can be assumed that the date of signing is the same as the IDL issue date.

Digital signature (assuming a digital signature with appendix scheme).
Rootkey

Basetii on.the discussion in A.5.1, a root key certificate should consist of the following information|

a)

IA identifying details.

Public root key.

Public root key identifier (if dates are not used to identify the public root key)

Beginning (and ending) signing dates for which the key is valid (at the time of signing the
Date of signing (optional).

Digital signature (assuming a digital signature with appendix scheme).
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Note that whenever a private document key is compromised, all the documents signed with the private key
become suspect (and not only those documents signed prior to the compromise).

A.6 Key revocation

A.6.1 Root
A private root

a) None

key compromise
key compromise has the following far-reaching consequences:

of the documents signed with the private root key can be considered "safe" any more.

b) Thel

Due to the above, notification via publication (as defined in A.4.1) is infeasible. The fact that‘the privat

key has beer
since there is

In case of a

an out-of-band fashion. Following such notification, the immediate VAs have/to“immediately remoyv

compromised
create a new
compromised
for the IAs on

It thus is in
immediate VA
the comprom

ensure that the public keys re-signed and re-published by-the compromised IA (with the IA's new root

key) are in fa

NOTE Th
VAs to which it

For non-imm
is removed fi
which it upda

A.6.2 Document key compromise

The compron
private root k

(whose private root key has been compromised) is effectively deleted from the trust.netw

compromised can be published, but technically no VA will be able to verify' stich inforn]
no way in which the compromised IA can sign such publication.

ompromise, the compromised IA thus has to notify all the immediate-VAsS of the comproni

IA from their trust lists (and their trust network diagrams). The ‘compromised IA now |
root key pair, and distribute the new public root key to the immediate VAs. At the same tim
IA has to resign all other information that it wishes to publish,-€.g. the trust list, public roo
the trust list, and the compromised IA's existing public document keys.

each |A's best interest to communicate any compromise as expediently as possible
\s. To this end, each IA should keep a list of all.its immediate VAs. It is also recommende
sed |A re-obtain (out-of-band) the public root keys'of the 1As in the compromised IA's trust

Ct the correct keys.

b list of an I1A's immediate VAs is not necessarily the same as the IA's trust list. An IA may not trust
provided a copy of its public root key (by:out-of-band means).

diate VAs the compromised [A's public root key is essentially revoked when the compromig
m the immediate VAs' trustlists. Each VA thus needs to carefully consider the frequenc
es its trust network diagram.

Drk.

e root
ation,

ise in
e the
as to
e, the
keys

to all
d that
ist, to
rivate

all the

ed [A
y with

hise of a private document key is easier to communicate and process than in the cas

document k

y wash\eompromised) simply re-publishes the public document key associated wit

compromised private document key with the value of the "Revocation indicator" field set to "Y",
necessary) the‘value of the ending issuing date associated with the compromised public key set to the date

of a

py. When-adprivate document key is compromised, the compromised IA (i.e. the 1A whose fgrivate

the
nd (if

the private document }\cy wastastusedtoissteanibt:

This approach does away with the need to maintain certificate revocation lists. The compromised key is noted
as such by any other VA the moment the VA updates its trust network diagram.

A.7 Trust

model weak points

A.7.1 Introduction

The trust model presented in this annex is to a large extent predetermined by the design principles and
constraints stated in A.2. However, since no trust model is perfect, it is important to also take note of the weak
points of the model, so that these can be adequately addressed. This clause points out some of the weak
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points of the trust model. Weak points concerning other areas (e.g. testing, issuing, document security) are
not discussed here.

A.7.2 General

One of the inherent weaknesses of the "trust by proxy" approach is that VAs may not all have the same
criteria for measuring trustworthiness. If IA A trusts IA B and IA B trusts IA C, but IA A and IA B do not use the
same criteria to determine trustworthiness then IA C does not necessarily comply with IA A's trustworthiness
criteria, even though the "trust by proxy" approach would imply that IA A can trust IA C.

The trust chain can also become rather long, introducing ever more opportunity for a trust breakdown. A
solutiprtothisTonundrum isfor a VA to adaptits trost metwork (withimtheconstramtsimposey by cost and
logistical considerations) so that higher volume IDL verifications "flow" over shorter trust chains){That is, a VA
could|establish direct trust relationships in such a manner that it minimizes the sum of .¢chain lengths for all
IDLs verified.

NOTE| This approach does not guarantee the lowest probability of letting a problematic-IDL slip thrpugh. Knowing
about [the above approach, criminals may specifically target the end points of long trustchains in a VA's frust network in
their aftempts to circumvent the system.

If a breakdown in trust occurs or is suspected (i.e. it is determined or suspected that an IDL is vgrified when it
shoulfin't have been, or vice versa), the point where it is discovered may. be several trust points femoved from
the IA. The longer the trust chain involved, the more cumbersome_it-becomes to confirm a trupt breakdown
and t¢ identify the point of compromise. As described above, minimizing the sum of chain lengths for all IDLs
verifigd can minimize this problem.

A VA|may include an IA in a trust list for political reasons))even if internally the VA does not trust the IA. Even
though such conduct would effectively sabotage the frust model, it cannot be ruled out. Consgquently, it is
important that VAs augment the trust model with other-methods of establishing trust in an IDL issped by an IA.

A.7.3 Attacks

In general terms, (at least) the following attacks are possible against any two-level PKI:
a) Obtain private root key.

b) Replace private root key:

c] Replace trusted oot key.

d) Obtain private-document key.

e) Replacelprivate document key.

f)] {Replace trusted document key.

g) Denial of service attack.

The above attacks can take many shapes and forms, some of which are unique to the trust model used, and
others that would be applicable regardless of the trust model. The paragraphs that follow discuss some of the
attacks that are specific to the proposed trust model.

The distributed nature of the proposed trust model requires each IA to take responsibility for the safekeeping
of its own private keys. The general level of security which an IA is capable of or willing to employ, or the
conscientiousness with which it follows its security procedures, may be less than would have been the case
with one central (or even more than one) commercial certification authority. This can create a weak spot in the
proposed trust model.
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Trust in a public root key is established by exchanging such keys by out-of-band means. The main attack on
such an exchange would be to replace the public key somewhere in the process. IAs should be aware of this
risk, and implement appropriate procedures to secure their out-of-band key exchanges.

Several attacks against published information (e.g. trust lists, public root and document keys) are possible.
The appeal of some of these attacks, and the expected duration before the attacks are uncovered, are related
to the frequency with which a trusted root public key is used to verify certificates that were supposed to be
signed by the trusted root public key (essentially the frequency with which the trust network diagram is
verified). Other attacks (on published information) are not influenced by the frequency of trust network
verification. These attacks are however likely to be uncovered over time, when it is realized that IDLs that do
not verify is due to incorrect public keys being used to try and verify authentic IDLs.

A variant on
and public ke

he published information attack is to try and sneak the details of a fictitious IA into the(tru
ys published by an existing IA. Although this would require some inside help (as thenforn

st list
hation

has to be sigped using the existing IA's private root key), this subterfuge can potentially remain uhdetected.

Denial of ser
above. A d¢
opportunities

The ultimate
maintaining 3

vice attacks could be used on their own or in conjunction with some of the attacks men
nial of service attack will prevent a VA from updating its trust network, diagram, cr
for many other attacks.

decision on which |As to trust and which IAs not to trust lies Wwith” the VA. Setting u
trust network diagram thus requires active involvement from the\VA. Any VA that does no

ioned
pating

D and
t take

this responsibility seriously or does not allocate sufficient resources can become a liability for the wholg trust

network.

The bigger a
arising that r
network diag
Does VADn
security proc

nd more complex a trust network diagram becomes, thé more opportunity there is for situ
pquire manual decision-making. For example: 1A A 'has immediate VAs B and C. VA D's
am has paths to both VA B and VA C. For somé.reason, VA B removes IA A from its tru
bw also remove IA A from its trust network diagram? Another example: After investigating
bdures and practices, VA A decides not tocinclude IA B in its trust list. However, VA A

htions
trust
5t list.
A B's
does

include IA C
is not include

n its trust list, and IA C includes IA B in its trust list. VA A thus has to manually ensure that IA B
d in its trust network diagram.
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Annex B
(normative)

Basic access protection

B.1 Introduction

BAP i

This
which

informpation stored in the SIC.

The s
identi
eaves

NOTE|
this pn
used
decryy

NOTE|
specifi
B.2
IA's in
a

b

O

Valid

Refer

a

5 a mechanism and protocol to protect identity documents with a SIC against skimming atta
rotection is achieved by requiring the establishment of a secure channel using pretdefineg
should only be revealed by closer physical inspection of the document, beforejaccess
ecure channel protects the integrity and authenticity of authorized communication between
dropping attacks is also achieved.

1 Because the same pre-defined key material is used for all communication sessions with a gi
ptocol does not give forward-secrecy. This means that, if knowledge-about the keying material is ga
o decrypt any past sessions. However, knowledge of a particular session’s session keys does
tion of past or future sessions.

2 This protocol is largely based on ICAO’s Basic Access Control, which can be viewed as an app
c to machine-readable travel documents.

Parameters

hplementing BAP shall select:

a cryptographic hash function h,

a block cipher e with block length n (in bits) and key length k (in bits), and
a cipher-based message authentication code (MAC) algorithm m.
combinations:thereof are listed in B.8.

ring spécifications shall specify the following when referencing BAP:

3-3:2009(E)

cks.

key material
is granted to

an IS and an

y document. If the entropy of the key material is high enough, a certain amount of protgction against

ven document,
ined, it can be
hot enable the

lication of BAP

The source of Kyqc.

b) The method(s) by which Ky, is entered into the IS.

c) The BAP configuration used.

NOTE

© IS0/

ISO/IEC 18013-3 uses information printed on the IDL in machine and/or human-readable form as Kgyoc. The
SAl demarcates the information used. The first byte of the input string indicates which BAP configuration is used. For
further details, see 8.3 and 8.5.
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B.3 Protocol

BAP comprises the following steps:

a)

b)

establishment protocol described in B.5 is used.

c)

described in B.6. Access shall only be granted as long as secure messaging is active.

Document basic access keys are established using the key derivation mechanism described in B.4.

The IS and the SIC mutually authenticate and derive session keys. The authentication and key

After successful authentication, subsequent communication is protected by Secure Messaging as

B.4 Keyd

brivation mechanism

The following key derivation mechanism is used to derive keys from a key seed (Kgwg) for both the

establishmen
messaging.

A 32-bit coun
is used for en

The following steps are performed to derive a key K from “the seed Kg ey and c using the se

cryptographid

1. LetD

2. Using
3. Thel

The documer
and 2 respec

Kseed-

Kgoc Should b
for the intend

NOTE Th

Kaoc Only providles 30 bits of entropy, the derived keys cannot contain more — even if the key size is larger.

t of the document basic access keys and the establishment of the session keys for s
ter c is used to allow for deriving multiple keys from a single seed. ,Depending on whether
cryption or MAC computation, the following values shall be used:

(i.e. ‘00 00 00 01’) for encryption,

(i.e. ‘00 00 00 02’) for MAC computation.

hash function h:

be the concatenation of Keeq and ¢ (D = Kgeeq || ).
h, calculate the hash H of D (H = h(DJ).

left-most bits of H form the key'K:

t basic access keys Kqnc@nd K, are derived using the mechanism described above, with
ively. In addition, the most significant 16 bytes of the SHA-1 hash of Ky, is used as the val
b different for every document and care should be taken to ensure that Ky is sufficiently rg
2d application.

b entropyof Kyoc is the upper bound on available entropy for the secure messaging keys. For exan

ecure

a key

ected

c=1
ue for

ndom

hple, if

B.5 Authe

ntication and key establishment

Authentication and key establishment shall be provided by a three pass challenge-response protocol
according to ISO/IEC 11770-2:1996 key establishment mechanism 6 using the selected block cipher e. A
cryptographic checksum according to the selected MAC algorithm m is calculated over and appended to the
cipher texts. The modes of operation described in B.7 shall be used. Exchanged nonces shall have a size of
64 bits, exchanged keying material shall be k bits long. Distinguishing identifiers shall not be used.
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In more detail, the IS and SIC perform the following steps20:

1. The IS requests a challenge RND.ICC by sending the GET CHALLENGE command.
2. The SIC generates and responds with a random nonce RND.ICC.

3. The IS performs the following operations:

[y

) Generate a random nonce RND.IFD and random keying material K.IFD.

oo b dlo 4 i o RAD-1
OTTICT AT UTT LuUTTLatiiatiurim o = T\INU.T

(e 3
N

c) Compute the cryptogram E_IFD = e[Ke,c](S).

d) Compute the checksum M_IFD = m[K,..J(E_IFD).

e) Send a MUTUAL AUTHENTICATE command using the data E_IFD-}VM_IFD.
4] The SIC performs the following operations:

a) Check the checksum M_IFD of the cryptogram E_IFD.

b) Decrypt the cryptogram E_IFD.

c) Extract RND.ICC from S and check if the IS returned the correct value.
d) Generate random keying material K.ICC.

e) Generate the concatenation R = RND.ICC || RND.IFD || K.ICC

f) Compute the cryptogram E_ICC= e[Kcn](R).

g) Compute the checksum MUCC = m[Kac](E_ICC).

h) Send the response.using the data E_ICC || M_ICC.

5| The IS performs thé&.following operations:

a) Check thé checksum M_ICC of the cryptogram E_ICC.

b) Dectypt the cryptogram E_ICC.

c)~ Extract RND.IFD from R and check if the SIC returned the correct value.

B.6 Seeure-messaging

After a successful execution of the authentication protocol, both the IS and the SIC compute session keys
KSenc and KS,4c using the key derivation mechanism described in B.4 with (K.ICC & K.IFD) as key seed. All
further communication shall be protected by secure messaging (SM) as defined in ISO/IEC 7816-4:2005
according to the requirements below. The modes of operation described in B.7 shall be used.

20 The abbreviations IS and SIC used here are equivalent to IFD and ICC respectively as used in ISO/IEC 7501-1 (ICAO Doc 9303-1).
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B.6.1 Message structure of SM APDUs

The SM data objects shall be used according to Table B.1 in the following order:

e Command APDU: [DO'85’ or DO'87’] [DO‘97'] DO‘8E’.

e Response APDU: [DO‘85’ or DO'87°] DO'99’ DO'SE’.

All SM data objects shall be encoded in BER-TLV as specified in ISO/IEC 7816-4:2005. The command header
shall be included in the MAC calculation, therefore the class byte CLA shall be ‘0C’.

The actual va

lue of Lc will be modified to Lc’ after application of secure messaging. In the protected com

mand

APDU the ngw Le byte shall be set to ‘00’, while the value of the original Le byte may be conveyed jn the
appropriate data object.
Table B.1 — Usage of SM Data Objects
DO‘85* DO‘87’ DO‘97’ DO‘99Y’ DO‘8FE’

Content Cryptogram Padding-content |Le (1 or 2 bytes) | Progessing Cryptographic
(plain value indicator byte status’ (SW1- checksum (MAC)
encoded in (shall be ‘01°) SW2)

BER-TLV, but followed by the
not including SM | cryptogram
data objects)

Command Mandatory if Mandatory if Mandatory if Not used. Mandatory.

APDU data is sent, data is sent, datajis
otherwise otherwise requested,
absent. absent. otherwise

absent.

Response Mandatory if Mandatory if Not used. Mandatory, only | Mandatory if

APDU data is returned, | data.is returned, absentwhena |DO'87’ and/qr
otherwise otherwise SM error occurs. | DO'99’ are
absent. absent. present.

* D085’ (odd INS byte) or.DO‘87’ (even INS byte) is used
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Figure B.1 shows the transformation of an unprotected command APDU to a protected command APDU in the
case that data and Le are available (case 4). If no data is available (case 1 and 2), leave building DO'87’ out.
If Le is not available (case 1 and 3), leave building DO‘97’ out.

Unprotected command APDU

Cmd Hdr Le Data Data Data

4bykes n bis n bis mbis (m<n) | €

Pad data

Da& Daia Daa 8O0 ..
n bits n bits mbits (m<n) | n-mbis

Encrypt using e[KSenc]

X1 X2 X3 Xn
n bits n bits n bits n bits
Build DO'87'
‘87" L ‘01 <encdata>
Pad command header Build DO'97'
Cmd Hdr ‘800000 .. 07 e 97"
4byls -3 bits 87' L'01' <encdata> 97 L Ne
Compute MAC
using m[KSnacl
cc
Build DO'SE' New Le
Cmd Hdr Lc' 87' L '01' <encdata> o7 L Ne ‘8E' L=08" cc ‘00"
4 bytes

Protected command APDU

Figure B.1 — Computation of a SM command APDU
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Figure B.2 shows the transformation of an unprotected response APDU to a protected response APDU in
case data is available. If no data is available, leave building DO*87’ out.

Unprotected response APDU

Data Data Data SW1-SW2
n bits n bits mbits (m<n) 2 bytes
Pad data
Data Data Data '8000..
n bits n bits mbits (m<n) | n-mbits
ENCTYyprUsmg e [R"Sencl
X1 X2 X3 Xn
n bits n bits n bits n bits
Build DO'87" Build DO'99'
e " D SWI-SW2
87’ L 01 <encdata> 99 L 2 byles
Compute MAC
using m[KS 4]
cc
Build DO'SE'
w7 0 00" SW1-SW2 o —08' SW1-SW2
'87' L '01' <encdata> 99 L 2 by 8E' L='08' cc 2byks

Protected response APDY

Figure B.2 — Computation of’a SM response APDU

B.6.2 SM efrors
When the intggrated circuit in the document récognizes an SM error while interpreting a command, the¢n the
secure messphging session shall be aborted and the status words returned in plain. ISO/IEC 7816-4:2005
defines the fdllowing status bytes to indicate SM errors:

a) ‘6987 Expected SM data objects missing

b) ‘698¢ SM data objects incorrect

B.6.3 Other errors

In the applicationcontext, other errors (i.e. status words other than '90 00’) may occur that are profected
under SM. Under these conditions SM shall not be aborted.

B.7 Modes of operation

B.7.1 Encryption

During encryption, the selected block cipher shall operate in cipher block chaining (CBC) mode with an
initialization vector (V) of n ‘0’ bits.

During authentication, the data to be encrypted shall only be padded if it is not a multiple of the block cipher’s
block length n. During the computation of SM APDUs, data shall always be padded.

Padding according to ISO/IEC 9797-1:1999 padding method 2 shall be used.
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B.7.2 Message authentication

Cryptographic checksums are calculated using the selected MAC algorithm with an initialization vector (IV) of
n ‘0’ bits. The MAC length shall be 8 bytes.

After a successful authentication, the datagram to be MACed shall be prepended with an 8 byte send
sequence counter (SSC). If the block length n is larger than 64 bits, the SSC shall be prepended by n-64 zero
bits to form a full block. The SSC is incremented every time before a MAC is calculated, i.e. if the starting
value is x, in the first command the value of SSC is x+1. The value of SSC for the first response is then x+2.
The initial value of the SSC is computed by concatenating the four least significant bytes of RND.ICC and
RND.IFD, respectively:

SSC F RND.ICC (4 least significant bytes) || RND.IFD (4 least significant bytes)

B.8 Basic access protection configurations

When selecting h, e, n, k and m, IA's shall pick a valid combination, herein called “configuration”, from the
choicegs in this section.

Referfing specifications shall either limit the choice of configurations to~ore, or specify a way {o convey the
choségn configuration to an 1S.

NOTE| The criteria for selecting a configuration are typically determined by the application’s security, performance
and cgst requirements.

The fpllowing algorithms are used by the configurations:

e[ SHA-1 and SHA-256 according to ISO/IEC 10418-3:2004;

e| TDEA according to ISO/IEC 18033-3:2005 ("Triple DES");

o| AES-128, AES-192 and AES-256.according to ISO/IEC 18033-3:2005;
o| ISO/IEC 9797-1:1999 MAC algorithm 3;

o[ CMAC according to NIST SP 800-38B.

Table B.2 — BAP configuration 1

One-byte identifier |(31"

oIb bap-config-1

HasH Algerithm h | SHA-1

Block-Giphere FDEA-usingkeying-option2—Theleft-most-64-bits-ef-the428-bitkey-formK1, while the

D
TPTTCT D TOoSTTg ROy g optorT= 3 o~ O ZO— ot

right-most 64 bits form K2.

Block Length n 64 bits

Key Length k 128 bits
Note that only 112 bits are effectively used by this block cipher as keying material;
certain implementations may require adjustment of the remaining parity bits.

MAC Algorithm m  [ISO/IEC 9797-1:1999 MAC algorithm 3 with block cipher TDEA and padding method 2.
TDEA is used with the keying option that K1=K2=K3 (reduces to DEA). For MAC
calculation, the left-most 64 bits of the 128-bit key form K, while the right-most 64 bits
form K'. The resulting MAC algorithm is also known as “Retail MAC”.
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BAP configuration 1 is equivalent to Basic Access Control (BAC) as described in ICAO Doc 9303-1

(ISO/IEC 7501-1), Volume II.

Table B.3 — BAP configuration 2

One-byte identifier

|32|

Due to the gxplicit exclusion of SAES-192 in Suite B of the United States National Security Agency

OID bap-config-2
Hash Algorithm h | SHA-1

Block Cipher e AES-128

Block Length n 128 bits

Key Length k 128 bits

MAC Algorithm m

CMAC using AES-128

Table B.4 — BAP configuration 3

One-byte identifier

l33l

OID bap-configs3
Hash Algorithm h | SHA-256

Block Cipher e AES192

Block Length n 128 bits

Key Length: 192 bits

MAC Algorithm m

CMAC using AES-192

configuration[3 is not recommended.

Table B.5 — BAP configuration 4

One-byte identifier

l34l

BAP

50

allnl

h:p—nnth' (J—A

Hash Algorithm h | SHA-256
Block Cipher e AES-256
Block Length n 128 bits
Key Length k 256 bits

MAC Algorithm m

CMAC using AES-256
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The following ASN.1 object identifiers are used to refer to the different BAP configurations:

bap-config-1 OBJECT IDENTIFIER ::= {
iso(l) standard(0) driving-licence(18013) part-3(3) security-mechanisms(2)

BAP(1) 1
}

bap-config-2 OBJECT IDENTIFIER ::= {
iso(l) standard(0) driving-licence(18013) part-3(3) security-mechanisms (2)

BAP (1) 2
}

bap=caonfig-3 QORIECT TDENTIFTER

s

BAP (1) 3

iso(l) standard(0) driving-licence(18013) part-3(3) security-mechanisms (2)

bajp-config-4 OBJECT IDENTIFIER ::= {

BAP (1) 4

B.9 Card Commands

B.9.1 GET CHALLENGE

The GET CHALLENGE command receives a (true) random/challenge from the card for authen

iso(l) standard(0) driving-licence(18013) part-3(3) security-meechanisms(2)

subsgquent MUTUAL AUTHENTICATE command.

Table B.6 — Command APDU: GET CHALLENGE

CLA As defined in ISO/IEC 7816-4:2005
INS 0x84 GET CHALLENGE
P1 0x00 No information given

P2 0x00 (any other values reserved for future use)

Lc field Absent

Data field | Absent

Le field 0x08

Table B.7 — Response APDU: GET CHALLENGE

Data field | 8-byte random challenge (RND.ICC)

SW1-SW2 | '9000" Normal processing

Other  Operating system dependent error

© ISO/IEC 2009 — All rights reserved
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B.9.2 MUTUAL AUTHENTICATE

The MUTUAL AUTHENTICATE command is used to submit the host cryptogram to the card and receive the
card cryptogram for mutual authentication.

Table B.8 — Command APDU: MUTUAL AUTHENTICATE

CLA As defined in ISO/IEC 7816-4:2005
INS 0x82  MUTUAL AUTHENTICATE
P1 0x00 reference algorithm implicitly known
P2 0x00  qualifier reference implicitly known
Lc field Length of subsequent data field.
Data field | Host cryptogram including MAC (E_IFD || M_IFD):
Le field 0x28 (configurations 1 and 2)
0x38 (configurations 3 and 4)

Table B.9 — Response APDU: MUTUAL ' AUTHENTICATE

Data field | Card cryptogram including MAC (E~ICC || M_ICC)
SW1-SW2 | '9000' Normal processing
'6300" Verification failed. Host cryptogram or MAC verification failed
Other  Operating‘system dependent error
B.10 Worked examples

This section
shown.

B.10.1 Ex

provides worked examples for all configurations of BAP. Note that not all steps are ex

ample Using Configuration 1

blicitly

Static document keying material:
= ‘239ABI9CB282DAF66231DC5A4DF6BFBAE’

Kdoc

Computation of basic access keys:

Input:

Kseed =

Kdoc

Encryption Key (Kenc) computation:

52

1. Concatenate Kgeeqg and c (c = 1):

D=

‘239AB9CB282DAF66231DC5A4DF6BFBAE
00000001"
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Calculate the hash of D:
Hspa.1(D) = ‘AB94FCEDF2664EDFBO9B291F85D7F77F2
TF2F4A9D’

Form key:
Kenc = AB94FCEDF2664EDFBO9B291F85D7F77F2/

Ki=K; = “AB94FCEDF2664EDF’
Ko= ‘B9B291F85D7F77F2"

Message Authentication Key (K;,ac) computation:

Authgntication and Establishment of Session Keys:

IS:

4.

Document SIC:

2.

Concatenate Kgeeq and ¢ (c = 2):
D= ‘239AB9CB282DAF66231DC5A4DF6BFRBAE
000000027

Calculate the hash of D:
Hshat(D) = ‘7862D9ECE03C1BCD4D77089DCF131442
814EAT0OA’

Form key:
Kmac = V‘Y7862DSECEQ3C1BCD4D77089DEELr31442"

K= V7862D9ECEO3C1BCD’
K = Y4D77089DCF131442’

Request an 8 byte random challenge from the document’s SIC:

Command APDU:

CLA|INS |P1 | P2 | Le

‘00" | ‘84’ | ‘00’ | ‘00’ | ‘08’

Generate random challenge and return it to IS:
RND.ICC = ‘4608F91988702212"

Response APDU:

Response Data Field | SW1 SW2

RND.ICC 90" ‘00’

Generate an 8-byte random challenge and 16-byte random keying material:
RND.IFD = V781723860C06C2267
KIFD = ‘0B795240CB7049B01C19B33E32804F0B’

Concatenate RND.IFD, RND.ICC and K.IFD:
S = V781723860C06C2264608F91988702212
0B795240CB7049B01C19B33E32804F0B”
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5. Encrypt S using TDEA with key Kqpe:
E IFD = Y72C29C2371CC9BDB65B779B8E8D37B29
ECC154AA56A8799FAE2F498F76ED92F2"

6. Compute “Retail MAC” over E_IFD with key Kpa:
M IFD = 1“5F1448EEAS8AD90A7’

7. Construct command data for MUTUAL AUTHENTICATE and send command to the
document’s SIC:
cmd_data = V72C29C2371CCO9BDB65B779B8E8D37B29

ECC154AA56A8799FAE2F498F76ED92F2
RF1448FFASADOAAT!

Command APDU:
CLA INS P1 P2 Lc Command Data Field Le
‘00 ‘84’ ‘00’ ‘00’ ‘28’ cmd_data 28’

Dodument SIC:

8. Generate 16-byte random keying material:

KICC = 1‘0B4F80323EB3191CB04970CB4052790B’
9. Calculate XOR of K.IFD and K.ICC:

Kseed = ‘0036D272F5C350ACAC50C3E572D23600"
10. Derive session keys:

KSene = 1“969ECO3B1CBFE9DDDIABIFED206EBE4’

KSmae = ‘FOCA1EI1EBS5ADF208816B88DD579CC1F8’
11. Initialize send sequence counter:

SSC = '887022120C06C226"
12. Concatenate RND.ICC;"RND.IFD and K.ICC:

R = ‘4608F91988702212781723860C06C226

OB4E8@323EB3191CB04970CB4052790B"

13. Encrypt Rawsing TDEA with key Kepe:
E_ICC-\=) “46B9342A41396CD7386BF5803104D7CE
DC122B9132139BAF2EEDCO4EE178534F

14. Compute “Retail MAC” over E_ICC with key Ki4c:
M ICC = 1“2F2D235D074D7449’

15:¢ Construct response data and send response APDU to the IS:
resp_ddid - T4aoBY534ZA41590CD /500BEO0US1IUAD TUR
DC122B9132139BAF2EEDC94EE178534F
2F2D235D074D7449"

Response APDU:

Response Data Field | SW1 SW2

resp_data ‘90’ ‘00’
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Calculate XOR of K.IFD and K.ICC:

Kseed

= Y0036D272F5C350ACAC50C3F572D23600"

Derive session keys:

KSenc

‘969ECO3B1CBFE9DDD11ABl1FED206EBE4’

KSnee = “FOCA1E1EBSADF208816B88DD579CC1F8”

Initialize send sequence counter:

SSC

= '887022120C06C226"

Securle Messaging:

IS

SELECT EF.COM (file identifier =’01 1E’):

Unprotected command APDU:

CLA

INS P1 P2 Lc Command Data Field

‘00’

‘A4 ‘02’ ‘00’ ‘02’ 61 1E’

a)

b)

c)

d)

e)

f)

Mask class byte and pad command_header:
cmd _header = 0CA4020880000000

Pad data:
p_data = ‘011E8000080000000"

Encrypt p_data using TDEA with KSg:
enc_data= ‘63725432908C044F6’

Build DO‘87’:
DO87_, = '8709016375432908C044F6"

Concatenate cmd_header and DO87:
M = Y0CA4020C800000008709016375432908
C044Fr6’

Compute “Retail MAC” of M with KS,c:
- Increment SSC:
SSC = '887022120Cc06C227"
- Concatenate SSC and M:
N = '887022120C06C2270CA4020C80000000
8709016375432908C044F6’

)]

—Compute MAC:
CC = ‘BF8B92D635FF24F8’

Build DO‘8E’:
DO8SE = ‘8E08BF8B92D635FF24F8’

Construct command data:
cmd _data = Y8709016375432908C044F68E08BF8B92
D635FF24F8”
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Protected command APDU:

CLA INS P1 P2 Lc Command Data Field Le
‘ocC’ ‘AL ‘02’ ‘oC’ 15 cmd_data ‘00’
Document SIC:
2. Set EF.COM as the currently selected file and send affirmative response to IS:
Unprotected response APDU:
SW1 Sw2
‘90" ‘00’
a) Build DO99’:
DO99 = 199029000’
b) Compute “Retail MAC” of DO99 with KS,,c:
- Increment SSC:
SSC = 1887022120C06C228"
- Concatenate SSC and DO99:
N = '887022120C06C22899029006.0"
- Compute MAC:
CC = ‘FA855A5D4C50A8ED’
c) Build DO'8E":
DO8E = ‘8E08FA855A5D4G50A8ED’
d) Construct response data;

resp_data =

Protected response APDU:

*990290008E08FA855A5D4C50A8ED’

Response Data Field | SW1 Sw2
resp_data ‘90’ ‘00’
IS:
3. READ BINARY of the first 4 bytes:
Unprotected command APDU:
CLA INS P1 P2 Le
‘0C’ ‘BO’ ‘00’ ‘00° ‘04’
a) Mask class byte and pad command header:
cmd _header = *0CB0000080000000"
b) Build DO ‘97"
DO97 = 1970104’
c) Concatenate cmd_header and DO97:

M =

56

*0CB0O0O00O0800O00000970104"
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Compute “Retail MAC” of M with KS,c:
- Increment SSC:
SSC = 1'887022120C06C229"
- Concatenate SSC and M:
N = '887022120C06C2290CB0O000O080O0O0O0O00O0
970104"
- Compute MAC:
CC = ‘ED6705417E96BAS55’

Build DO‘8E’:
DO8SE = ‘8E08ED6705417E96BA55"

f)

Construct command data:
cmd_data = ‘9701048E08ED6705417E96BA5S5”

Protected command APDU:

CLA

INS

P1 P2 Lc Command Data-Field

Le

‘OC’

‘BO’

‘00’ ‘00’ ‘0D’ cmd_data

‘00’

4.

Document SIC:

Return 4 bytes of EF.COM starting at offset 0:

data

= 1‘600D5FO01’

Unprotected response APDU:

Response Data Field | SW1 SW2

© ISO/IEC 2009 — All rights reserved

data ‘90’ ‘00’
a) Pad data;
p_data_ = ‘600D5F0180000000"
b) Encrypt p_data using TDEA with KS:
enc_data = ‘F9435D056E27C52E"
c) Build DO‘87’:
DO87 = '870901F9435D056E27C52E"
d) Build DO99’:
DO99 = 199029000"
e) Concatenate DO'87’ and DO"99’:
M = 'Y870901F9435D056E27C52E99029000"
f) Compute “Retail MAC” of M with KS,c:
- Increment SSC:
SSC = '887022120C06C22A"
- Concatenate SSC and M:
N = '887022120C06C22A870901F9435D056E
27C52E99029000"
- Compute MAC:
CC = 1'0C15238078E0A4CY’
g) Build DO‘8E’:

DO8E = ‘8E080C15238078E0A4C9’
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h) Construct response data:
resp_data = *870901F9435D056E27C52E990290008E
080C15238078E0A4CY’

Protected response APDU:

Response Data Field | SW1 SW2

resp_data ‘90’ ‘00’
IS:
5. READ BINARY of the remaining 11 bytes:
Unprotected command APDU:
CLA INS P1 P2 Le
(OC! £BO! EOO’ 504! (OB’
a) Mask class byte and pad command header:
cmd_header = *0CB0000480000000"
b) Build DO ‘97:
DO97 = '97010B’
c) Concatenate cmd_header and DO97:
M = '0CB00004800000Q097010B"
d) Compute “Retail MAC” of M With KS4c:
- Increment SSC:
SSC = '887022120€06C22B"
- Concatenate SSC and M:
N = '887022120C06C22BOCB0O000480000000
970¥0B”
- Compute MAC:
CC =)%40900A27C4C390D6’
e) Build:DO'8E":
PDO8E = ‘8E0840900A27C4C390D6"’
f) Construct command data:
cmd_data = *97010B8E0840900A27C4C390D6"
Protected command APDU:
CL/ INS P1 P2 Lc Command Data Field Le
‘oC’ ‘BO’ ‘00’ ‘04’ ‘0D’ cmd_data ‘00°

Document SIC:
6. Return 11 bytes of EF.COM starting at offset 4:

data = '04303130305C04616B6567"
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Unprotected response APDU:

Response Data Field | SW1 SW2

data ‘90" ‘00’

a) Pad data:

ISO/IEC 18013-3:2009(E)

p_data = *04303130305C04616B65678000000000"

b) Encrypt p_data using TDEA with KS:

enc_data = ‘B3CD0334417393661AA9B39206EC89CC’

c) Build DO‘87’:
EC89cC’

d) Build DO‘99':
D099 = 199029000"

e) Concatenate DO'87’ and DO*99’:
EC89CC99029000"
f) Compute “Retail MAC” of M with KS,,a¢:
- Increment SSC:

SSC = '887022120C06E22C’
- Concatenate SSC and M:

- Compute MAC:
CC = ‘0747E8CEC180EB48’

g) Build DO‘8E?:
DO8E _=\'8E080747E8CEC180EB48’

h) Construct response data:

48’

Protected response APDU:

Response Data Field | SW1 SW2

resp_data ‘90 ‘00’

DO87 = '871101B3CD0334417393661AA9B39206

M = '871101B3CD033441739366IAA9B39206

N = '887022120€06C22C871101B3CD033441
7393661AA9B39206EC89CC99029000"

resp data = '871101B3CD0334417393661AA9B39206
EC89CC990290008E080747E8CEC180EB

B.10.2 Example Using Configuration 2

Static document keying material:
Kaoc = ‘55CA83CC52EC6454DE7AFB1D3DAG6FAE’

Compute Basic Access Keys
Input: Kseed =  Kaoc

Encryption Key (Kene) computation

© ISO/IEC 2009 — All rights reserved
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1. Concatenate Kgeeq and c (c = 1):
D= ‘55CA83CC52EC6454DE7AFB1ID3DAG6OF4E
00000001
2. Calculate the hash of D:
HSHA-1(D) = ‘EF8E4DCE3D33E8C6E690509A7DA5186C
C35B94BF’
3. Form key:
Kenc = ‘EF8E4DCE3D33E8C6E690509A7DA5186C”

Mes sage Authentication pr (K”m) computation

4. Concatenate Kgeeq and c (c = 2):
D= ‘55CA83CC52EC6454DE7AFB1D3DAG6F4E
00000002"
5. Calculate the hash of D:
Hspa-1(D) = ‘94B140FB3E4B557CCC3A225E794C077B
14518E58"
6. Form key:
Kmac = ‘94B140FB3E4B557CCC3A225E794G0I7B’

Authenticatiop and Establishment of Session Keys:
IS
1. Request an 8 byte random challenge.frem the document’s SIC:

Command APDU:

CLA | INSg P1 | P2 | Le

‘00’ *{-*84’ | ‘00’ | ‘00’ | ‘08’

Dodument SIC:

2. Generate random challenge and return it to IS:
RND.ICC = ‘E72450C17A59DF407

Response APDU:

Response Data Field | SW1 SW2

RND.ICC 90" ‘00’

3. Generate an 8-byte random challenge and 16-byte random keying material:
RND.IFD = ‘41C51B949D4FD786"
KIFD = V766F9E2B2B503AFBEB420BEDSD1IAT73A8’

4, Concatenate RND.IFD, RND.ICC and K.IFD:
S = V41C51B949D4FD786E72450C17A59DF40
766F9E2B2B503AFBEB420BEDSD1A73A8’

5. Encrypt S using AES with key Kgpc:

E_IFD = 1“80AEE3D8F601067546C4512979F1344E
F62EO0045A94BD21A97E9AE2FES78AABO’
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6. Compute CMAC over E_IFD with key K ac:
M_IFD = ‘320F4C5677E3618A’

7. Construct command data for MUTUAL AUTHENTICATE and send command to the
document’s SIC:
cmd data = 80AEE3D8F601067546C4512979F1344FE
F62E0045A94BD21A97E9AE2FES578AARO
320F4C5677E3618A7

Command APDU:

CLA INS P1 P2 Lc Command Data Field Le

‘00’ ‘84’ ‘00’ ‘00’ 28’ cmd_data 28’

Document SIC:

8. Generate 16-byte random keying material:

KICC = 1“C1655F49E136D12B8522B1C99510E71R/
9. Calculate XOR of K.IFD and K.ICC:

Keed# = ‘B70AC162CAG66EBDOGEGOBA24180A94B3"
10. Derive session keys:

KSene = ‘AB9497F5819AB69A25AT7T98789061CF8’

KSmae = Y‘1FBFO06AODE775C473D64B5E9933290D3"
11. Initialize send sequence counter:

SSC = JA59DF409D4ED786’
12. Concatenate RND.ICC, RND.IFD and K.ICC:

R = ‘E72450C17R59DF4041C51B949D4FD786

Cl1655F49E136D12B8522B1C99510E71B"

13. Encrypt R using-AES with key Kgc:
E ICC =(,"649E3A8F8D48E22ADB7AAEQO9FE]17BA43
377D9CAF94EFBD7BAF9707088DF6489F

14. Compute CMAC over E_ICC with key Kjac:
MUICC = ‘1CCES566F1FE43D65"

15. Construct response data and send response APDU to the IS:
resp_data = ‘649E3A8F8D48E22ADB7AAEO9FEL17BA43
377D9CAF94EFBD7BAF9707088DF6489F
1CCE566F1FE43D65"

= A D
RNESPUINSE AFDU.

Response Data Field | SW1 SW2

resp_data ‘90 ‘00’
IS:
16. Calculate XOR of K.IFD and K.ICC:
Kseed = ‘B70AC162CA66EBDOGEG6OBA24180A94B3’
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17. Derive session keys:
KSene = “‘AB9497F5819AB69A25A7798789061CF8’
KSmac = ‘1FBFO6AODE775C473D64B5E9933290D3
18. Initialize send sequence counter:
SSC = ‘J7A59DF409D4FD786’

Secure Messaging:
IS:

1 SEIECT FE COM (file identifier = '01 1F’)-

Unprotected command APDU:

CLA INS P1 P2 Lc Command Data Field
‘00° ‘A4 ‘02’ ‘00° ‘02 ‘01 1FE
a) Mask class byte and pad command header:
cmd_header = *0CA4020C800000000000000000000000"
b) Pad data:

p_data = *011E80000000000000000000060000000"

c) Encrypt p_data using AES with KSg:
enc_data = ‘4FFT75761BC5CLECES2AE43F70938D50F

d)  Build DO'87"
DO87 = “8711014FF757&1BC5C1ECE82AE43F709
38D50F’

e) Concatenate cmd_header and DO87:
M = Y0CA4Q20C800000000000000000000000
871%014FF75761BC5C1ECE82AE43F709
38D50F’

f) Compute CMAC of M with KSpac:
- Inerement SSC:
SSC = “7A59DF409D4FD787'
~.Concatenate padded SSC and M:
N = Y00000000000000007A59DF409D4FD787
0CA4020C800000000000000000000000
8711014FF75761BC5C1ECE82AE43F709

38D50F’
- Compute MAC:
CC——6204A7709DOET28R

g) Build DO'8E’:
DOBE = ‘8E082CF23B10E4D30044’

h) Construct command data:

cmd_data = ‘8711014FF75761BC5C1ECE82AE43F709
38D50F8E086204A7709D0E128B’
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Protected command APDU:

CLA

INS

P1 P2 Lc Command Data Field

Le

‘OC’

£A41

‘02’ ‘ocC’ “1D’ cmd_data

:OO’

Document SIC:

2. Set EF.COM as the currently selected file and send affirmative response to IS:
Unprotected response APDU:
SW1 Sw2
‘90" ‘00’
a) Build DO99’:
DO99 = 199029000"
b) Compute CMAC of DO99 with KS,c:
- Increment SSC:
SSC = ‘7A59DF409D4FD788’
- Concatenate padded SSC and D0O99:
N = *00000000000000007A59DF409D4FD788
99029000"
- Compute MAC:
CC = “2CF23B10E4DB30044"
c) Build DO‘8E’:
DO8BE = ‘8E082CE¥23B10E4D30044"
d) Construct response data:
resp_data = *990290008E082CF23B10E4D30044"
Protected response APDU:
Response Data Field | SW1 SW2
resp_data ‘90 ‘00’
IS:
3. READ BINARY of the first 4 bytes:
Unprotected command APDU:
CLA INS P1 P2 Le
‘oc’ ‘BO’ ‘00’ ‘00’ ‘04’
a) Mask class byte and pad command header:
cmd_header = *0CB00000O800O0O0O0OO0O0OO0O0O0O00O0O00O0O00O0O0NO"
b) Build DO ‘97’:
DO97 = 1970104’
c) Concatenate cmd_header and DO97:

© ISO/IEC 2009 — All rights reserved

M = '0CB0000O080O0O0O0O0O0O00O0000000000000
970104"
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d) Compute CMAC of M with KSac:
- Increment SSC:
SSC = “7A59DF409D4FD789'
- Concatenate padded SSC and M:

N = '00000000000000007A59DF409D4FD789
0CB0O000080000000O0O0O0O0O0O0O0O0OO0O0O0O0O0O0OO
970104’
- Compute MAC:
CC = ‘3BEE3045A87E2A15’

e) Build DO'8E’:

nngE = \QU NQ23DELTINAECNQITON] LY

f) Construct command data:
cmd_data = *9701048E083BEE3045A87E2A15"

Protected command APDU:

CLA INS P1 P2 Lc Command Data Field Le

‘0C ‘BO’ ‘00’ ‘00’ ‘0D’ cmd_data ‘00’

Doqument SIC
4. Return 4 bytes of EF.COM starting at offset 0;
data = ‘600D5F01’

Unprotected response APDU:

Response Data Field | SW1 SW2

data 90" ‘00’

a) Pad data:
p_data =.3€00D5F01800000000000000000000000"

b) Encrypt p_data using AES with KSg:
encidata = ‘D60D14976646FB2304A0155F6BC6E42D’

c) Build DO‘87":
DO87 = '871101D60D14976646FB2304A0155F6B
C6E42D’

d) Build DO‘99”:
DO99 = 199029000

e) Concatenate DO'87’ and DO99’:
M = '871101D60D14976646FB2304A0155F6B
C6E42D99029000"
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f) Compute CMAC of M with KSac:
- Increment SSC:
SSC = ‘7A59DF409D4FD78A’
- Concatenate padded SSC and M:

N = Y00000000000000007A59DF409D4FD78A
871101D60D14976646FB2304A0155F6B
CeE42D99029000"

- Compute MAC:
CC = 'D2165D993B20F73B’

g)  Build DO'SE”:

nngE = V9L NQ9N21 AcEN00RROATTIIRS

h) Construct response data:
resp_data = '871101D60D14976646FB2304A0155F6R
CoE42D990290008E08D2165D993B20EN
3B’

Protected response APDU:

Response Data Field | SW1 SW2

resp_data ‘90’ _CoU’
IS:
4. READ BINARY of the remaining 17 bytes:
Unprotected command APDU:
CLA INS P1 P2 Le
‘0C’ ‘BY ‘00° ‘04’ ‘0B’

a) Mask.class byte and pad command header:
cmd (header = *0CB00004800000000000000000000000"

b) Build DO ‘97"
DO97 = 197010B’

c) Concatenate cmd_header and DO97:
M = ‘0CB00004800000000000000000C0O0000OO0
97010B”

d) Compute CMAC of M with KS5:
- Increment SSC:

SSC = “7A59DFZ0U9D4FD /8B’
- Concatenate padded SSC and M:

N = Y00000000000000007A59DF409D4FD78B
0CB00004800000000000000000000000
97010B”

- Compute MAC:
CC = ‘36F9817F84E009C8’

e) Build DO‘8E’:
DO8SE = ‘8E0836F9817F84E009C8"

f) Construct command data:
cmd_data = *97010B8E0836F9817F84E009C8”’

© ISO/IEC 2009 — All rights reserved 65


https://iecnorm.com/api/?name=60d5cdc80e22a1e9019f1f54eb986370

ISO/IEC 18013-3:2009(E)

Protected command APDU:

CLA

INS P1

P2 Lc Command Data Field Le

‘OC’

ﬁBol 1007

‘04’ ‘oD’ cmd_data ‘00’

Document SIC:

4.

Return 11 byt

data =

es of EF.COM starting at offset 4:

*04303130305C04616B6567"

Unprotected response APDU:

Response Data Field | SW1 SW2

data 90" ‘00’

a) Pad da
p_data

b) Encrypt p_data using AES with KSg:
enc_data = ‘36B83A1FBAC98D89DDDA2235AD29A8BB’

c) Build DO‘87":

DO87

d) Build DO99”:

D099

e) Concatenate DO'87’ and*D0O99’:

M

f) Compute CMAC of M with KS:
- Incremént ' SSC:

SSC

- Concatenate padded SSC and M:

N

- Compute MAC:

cC

g)  Build DO'SE";

DOS8E

ta:
= '04303130305C04616B65678000000000"

= '87110136B83A1FBAC8DE89DDDA2235AD
29A8BB’

= 199029000"

= '87110136B83A1FBACO98D8SDDDA2235AD
29A8BB99029000"

= YJ7A59DF409D4FD78C’

= Y00000000000000007A59DF409D4FD78C87110136B83A1FBA
C98D89DDDA2235AD29A8BB99029000"

= ‘C9338D9966514BBB’

= ‘8E08C9338D9966514BBB’

66

h) Construct response data:

resp data = ‘'87110136B83A1FBACO98D89DDDA2235AD
29A8BB990290008E08C9338D9966514B

BB’

ponse APDU:

Protected res

Response Data Field | SW1 SW2

resp_data ‘90’ ‘00’
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B.10.3 Example Using Configuration 3

Static document keying material:
Kgoc = ‘B59B332F43A1AC5311DE3C8CEO09340F
57B53210E3A7C092"
Compute Basic Access Keys:

Input: Kseed =  Kaoc

Encryption Key (Kenc) computation:

ISO/IEC 18013-3:2009(E)

1. Concatenate Kgeeq and ¢ (c = 1):
D= ‘B59B332F43A1AC5311DE3C8CEQ09340F
57B53210E3A7C09200000001"

Message Authentication Key (K,ac) computation:
4, Concatenate Kgeeq and ¢ (c = 2):

D= ‘B59B332F43A1AC53 I DE3C8CEO09340F
57B53210E3A7C09200000002"

Authgntication and Establishment of Session Keys:

2. Calculate the hash of D:
HSHA-ZSG(D) = ‘7COF3DCAE808394AD1111BC35109419A
B399911165D133F493705785CA2BROFFES’
3. Form key:
Kene = VICOF3DCAE808394AD1111BC35109419A
B399911165D133F4”’

5. Calculate the hash of D:
Hspao2s6(D) = ‘SEADAC4ACI90CF1832634164A1885CB7DC
1FEDCIDA6658802452DA8116392BCOE9”
6. Form key:
Kmac =\U'5E4DAC4C90CF1832634164A1885CRB7DC
1FEDC7DA66588024"

Document SIC:

2. Generate random challenge and return it to IS:
RND.ICC = ‘A724E1735E5D5B63”

Response APDU:

Response Data Field SWi1 Sw2
RND.ICC ‘o0’ ‘00’

© ISO/IEC 2009 — All rights reserved

IS:
1. Request an 8 byte random challenge from the document’s SIC:
Command APDU:
CLA. INS P1 P2 Le
‘00’ ‘84’ ‘00’ ‘00’ ‘08’
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IS:
3. Generate an 8-byte random challenge and 24-byte random keying material:

RND.IFD = ‘DBAO881FCO039F4B4’

KIFD = 82D950BOEF5C5B36AF3FB362F7431AC1
A8EC1A4581CAF682’

4. Concatenate RND.IFD, RND.ICC and K.IFD; and add padding:

S= ‘DBAO881FCO039F4B4A724E1735E5D5B63
82D950BOEF5C5B36AF3FB362F7431AC1
A8EC1A4581CAF68280000000000000007

5. Encrypt S using AES with key Kgpc:

E IFD = 1“C940CF1679F31F2D16BC3CA2245EE97B
ECDDB10DD4FBFB66EFC8120BF6B8B956
E376B2C3AE8BBB3E86DO0E4D669AD0O1I0OF”

6. Compute CMAC over E_IFD with key Kyac:

M_IFD = 146CC5CC6D483E0CB’

7. Construct command data for MUTUAL AUTHENTICATE andsend command to the
document’s SIC:

cmd data = ‘C940CF1679F31F2D16BC3CA2245EE97B
ECDDB10DD4FBFB66EFC8120BF6B8BO56
E376B2C3AE8BBB3E86DOE4D669ADOTOF
46CC5CC6D483E0CB’

Command APDU:

CLA INS P1 P2 Lc Command Data Field Le
‘00’ ‘84’ ‘00’ ‘00° ‘38’ cmd_data ‘38’
Dogqument SIC:
8. Generate 16-byte random keying material:

KICC = 1“3C2F19D7B42105F25C81B07C78E57BF4

5818DB906CB9360D"
9. Calculate XOR of K.IFD and K.ICC:

Kseeq \J= ‘BEF649675B7D5ECAF3BE031E8FA66135

FOF4C1D5ED73CO8F’
10. Derive session keys:

KSenc = 1“OE6F93A7699C8EBSFE3BOCF30BClEAFS
2796411E137058EA’

[V« _ AWoWalk aVok mNo k.t x il milw M nilek ol oo Xe Wallok n¥o N L ate Bk nWakn)

I\Umac OUUOLOALJI T J D1T0O VOO IJUULD J7O0DCDU
E1383A083F65181A7

11. Initialize send sequence counter:

SSC = 5E5D5B63C039F4B4’

12. Concatenate RND.ICC, RND.IFD and K.ICC; and add padding:

R = ‘A724E1735E5D5B63DBA0881FCO039F4B4

3C2F19D7B42105F25C81B07C78EL57BF4
5818DB906CB9360D8000000000000000"
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13.

14.

15.
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Encrypt R using AES with key Kgpc:
E ICC = “CDEO9BCFCBB45405554A55500A73010C5

49632B256534DED4DB4BOCAC4A4C3D33
FBF2A3E369C7DC4920C88383F4B8013C”

Compute CMAC over E_ICC with key Kac:
M ICC = “FOFECBA285EF8503’

Construct response data and send response APDU to the IS:
resp_data = ‘CDE9BCFCBB45405554A55500A73010C5

49632B256534DED4DB4B0OCAC4A4C3D33
FRE2AIFIAOCTINDCA920C38383F4RI013C

16.

17.

18.

Secute Messaging:

IS:

Response APDU:

FOFECBA285EF8503”

Response Data Field SWA1 SW2

resp_data ‘90’ ‘00°

Calculate XOR of K.IFD and K.ICC:

Kseed

Derive session keys:

KSenc

KSmac

Initialize send sequence counter:

SSC

SELECT EF.COM (file identifier =’01 1E’):

Unprotected command APDU:

= 'BEF649675B7DSEC4F3BEQO3IE8FA66135
FOF4C1D5ED73CO8F’

= “0E6F93A7699C8EBSFE3BOCF30BClEAFS
2796411E137058EA

= ‘86DS8ESAELST52B1C8268D8566F973BCB6
E1383A083F65181A"

= '5ES5D5B63C039F4B4’

CLA

INS P1 P2 Lc Command Data Field

:00!

‘A4 ‘02’ ‘00’ ‘02’ ‘01 1E’

© ISO/IEC 2009 — All rights reserved

a)

b)

c)

d)

Mask class byte and pad command header:
cmd_header = *0CA4020C800000000000000000000000"

Pad data:
p_data = ‘011E8000000000000000000000000000"

Encrypt p_data using AES with KSg:
enc data = ‘6106F66E07CD676ACAETE4DCD53140F0"

Build DO‘87":

DO87 = '8711016106F66E07CD676ACAETEADCD5
3140F0’
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e) Concatenate cmd_header and DO87:
M = ‘0CA4020C800000000000000000000000
8711016106F66EQ7CD676ACAETE4DCDS
3140F07

f) Compute CMAC of M with KSpac:
- Increment SSC:
SSC = ‘5E5D5B63C039F4B5’
- Concatenate padded SSC and M:
N = '00000000000000005E5D5B63C039F4B5

0CA4020C800000000000000000000000
8711016106F66AEQTICDATAEACARTEANCDS

3140F07
- Compute MAC:
CC = ‘B1E9772E43E3C30E’

g)  Build DO'SE™:
DOBE = ‘8E08B1lE9772E43E3C30E’

h) Construct command data:
cmd_data = *8711016106F66E07CD676ACAEYEADCDS
3140F08E08B1E9772E43E3C30E’

Protected command APDU:

CLA INS P1 P2 Lc Command Data Field Le

‘oC’ ‘A4 ‘02’ ‘oc’ 4D’ cmd_data ‘00’

Dodqument SIC:
2. Set EF.COM as the currently-Selected file and send affirmative response to IS:

Unprotected response APDU:

SW1 Sw2

5901 KOO!

a) Build DO*99':
BO99 = 199029000

b) Compute CMAC of DO99 with KS.:
- Increment SSC:
SSC = ‘5E5D5B63C039F4B6’
- Concatenate padded SSC and DO99:

N = Y00000000000000005E5D5B63C039F4B6
99029000"
- Compute MAC:
CC = ‘1EA61B5F61D6482C’

c) Build DO‘8E":
DO8SE = ‘8E081EA61B5F61D6482C’

d) Construct response data:
resp_data = *990290008E081EA61BS5F61D6482C”
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Protected response APDU:

Response Data Field SWA1 SW2
resp_data ‘90’ ‘00’
IS:
3. READ BINARY of the first 4 bytes:
Unprotected command APDU:
CLA INS P1 P2 Le
‘oc’ ‘BO’ ‘00’ ‘00’ ‘04’

a) Mask class byte and pad command header:
cmd_header = *0CBO0O0O0O0O80O0000000000000O00000000

b) Build DO ‘97’
DO97 = 1970104’

c) Concatenate cmd_header and DO97:
M = 'Y0CB0O0O0O00800O0O0O000OGHO0VOO0O0O0O0000000
970104"

d) Compute CMAC of M with KSy.:
- Increment SSC:
SSC = ‘5E5D5B63C039F4B7/
- Concatenate paddeéd SSC and M:

N = Y00000000000000005E5D5B63C039F4R7
0CcBO0000800000000000000000000000
970104"
- ComputesMAC:
CC.( = “92F0C396BC39656B’

e) Build DO‘8E’:
DO8SE = ‘8E0892F0C396BC39656B’

f) Construct command data:
cmd_data = *9701048E0892F0C396BC39656B’

Protected command APDU:

CLA INS P1 P2 Lc Command Data Field

Le

‘0ocC’ ‘BO’ ‘00’ ‘00’ ‘oD’ cmd_data

100!

Document SIC:
4, Return 4 bytes of EF.COM starting at offset O:

data = 1‘600D5FO01”

© ISO/IEC 2009 — All rights reserved
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Unprotected response APDU:

Response Data Field SWA1 SW2
data ‘90 ‘00’
a) Pad data:

b)

p_data = *600D5F01800000000000000000000000"

Encrypt p_data using AES with KSg:
enc _data = ‘CE7B3391BE1A2270A0772F99A90606CA’

Build DO'87":
DO87 = ‘871101CE7B3391BE1A2270A0772F99A9
0606CA’

Build DO‘99”:
D099 = 199029000

Concatenate DO‘87’ and DO‘99’:
M = ‘871101CE7B3391BE1A2270A0772E98A9
0606CA99029000"

Compute CMAC of M with KSac:
- Increment SSC:
SSC = ‘5E5D5B63C039F4B8’
- Concatenate padded SSC and M
N = '00000000000000QQSES5D5B63C039F4RBS8
871101CE7B3394BE1A2270A0772F99A9
0606CA99029000"
- Compute MAC:
CC = "9C1B0O4AD8D21F295"

Build DO'SE’:
DOBE = ‘8E089C1B04AD8021F295"

Construct response data:

resp .data = ‘*871101CE7B3391BE1A2270A0772F99A9
0606CA990290008E089C1B04AD8021F2
957

Protected response APDU:

Response Data Field SWA1 SW2

resp_data ‘90’ ‘00’

READ BINARY of the remaining 11 bytes:

Unprotected command APDU:

CLA INS P1 P2 Le
‘0C’ ‘BO’ ‘00’ ‘04’ ‘0B’
a) Mask class byte and pad command header:

cmd_header = *0CB0O000480000000000000000000C000O0O"

© ISO/IEC 2009 — All rights reserved



https://iecnorm.com/api/?name=60d5cdc80e22a1e9019f1f54eb986370

b)

d)
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Build DO ‘97"
DO97 = “97010B’

Concatenate cmd_header and DO97:
M = ‘0CB00004800000000000000000C00000OO0
97010B'

Compute CMAC of M with KS5:
- Increment SSC:

SSC = ‘5E5D5B63C039F4B9Y’
- Concatenate padded SSC and M:

N = '00000000000000005EEDERBE3CA3I0ARO

e)

f)

0CB0O0004800000000000000000000000
97010B'
- Compute MAC:
CC = 10228369B4D5B8D1B’

Build DO‘8E’:
DOBE = ‘8E080228369B4D5B8D1B’

Construct command data:
cmd_data = ‘97010B8E080228369B4D5B8D1R’

Protected command APDU:

data

= 1'04303130305C04616B6567"

Unprotected response APDU:

Respanse Data Field SWA1 SW2
data ‘90’ ‘00’
a) Pad data:

p_data = *04303130305C04616B65678000000000"

b) Encrypt p_data using AES with KSg:
enc_data = ‘D3B264B934AB8E7BDATDCEEEDA79AA39’
c) Build DO'87’:
DO87 = ‘871101D3B264B934AB8E7BDA7DCEEEDA
79AA39’
d) Build DO*99’:
DO99 = 199029000"
e) Concatenate DO'87’ and DO"99’:

© ISO/IEC 2009 — All rights reserved

M = '871101D3B264B934ABSE7BDA7DCEEEDA
79AA3999029000"

CLA INS P1 P2 Lc Command Data Field Le
‘0c’ ‘BO’ ‘00’ ‘04 ‘0D’ cmd_data ‘00’
Document SIC:
6. Return 11 bytes of EEXCOM starting at offset 4:
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f) Compute CMAC of M with KSac:
- Increment SSC:
SSC = ‘5E5D5B63C039F4BA’
- Concatenate padded SSC and M:

N = '00000000000000005E5D5B63C039F4BA
871101D3B264B934AB8E7BDA7DCEEEDA
79AA3999029000"

- Compute MAC:
CC = ‘F89F71E004437C6B’

g)  Build DO'SE™:

nngE =S RekniakehnioNotnis kR nlataV. V. Rels fal~=¥4

h) Construct response data:
resp_data = *871101D3B264B934AB8E7BDA7DCEEEDA
79AA39990290008E08F89F71E004437C
6B’

Protected response APDU:

Response Data Field SW1 SW2

resp_data ‘90’ ‘00’

B.10.4 Example Using Configuration 4

Static document keying material:
Kod = ‘8D2F25C266CC8068F99391BFOF5CCBS7
6B5F5DDB004D0OESC8BCDID3ACF2FDADA’

Compute Bagic Access Keys:
Inpult: Kseed = Kdoc
Engryption Key (Kenc) computation:
1. Concatenate Kseeq and ¢ (c = 1):
D= V8D2F25C266CC8068F99391BFOF5CCRB87
6B5F5DDB004D0ESC8BCD1D3ACF2FDADA
00000001"
2. Calculate the hash of D:

Hsha2ss(D) =  ‘45C1CAFS8ADSOEA1D16DB495CEBEE310A
E52E08E20985C60A3652BED1 68 9DBAES’

3. Form key:
Kenc = “45CI1CAF8ADSOEA1D16DB495CEBEE310A
E52E08E20985C60A3652BED1689DBAES”

Message Authentication Key (Kmae) computation:

4, Concatenate Keeq and c (c = 2):
D= ‘8D2F25C266CC8068F99391BRFOF5CCRB87
6B5F5DDB004D0E5SC8BCD1D3ACF2FDADA
000000027
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Calculate the hash of D:
HgMQ&KD) = ‘61F803835724C6B5F1364C8FACEF15993
4BF5ACEGE9EBOOIABBO01IA3B6103BAZE2’

Form key:
Kimac = '61F803835724C6B5F1364C8FACF15993
4BFS5ACE6ESEBOOLIABS801A3B6103BA2F2”

Authentication and Establishment of Session Keys:

IS:

Request an 8 byte random challenge from the document’s SIC:

Command APDU:

CLA INS P1 P2 Le

‘00’ ‘84’ ‘00’ ‘00’ ‘08’

Document SIC:

2.

Generate random challenge and return it to JS:
RND.ICC = ‘E880AAE12EB3A5FB’

Response APDU:

Response Data Field SW1 Sw2

RND.ICC o0’ ‘00’

Generate an'8-byte random challenge and 24-byte random keying material:

RND.IFD * = ‘B962840EFBFE80CY’

K.IFD+- = “1D0O5B3E621AC7BB4786AC1657D0C4C11
58875525EB21659D905674FCAFF94421"

Concatenate RND.IFD, RND.ICC and K.IFD:

S = ‘BO962840EFBFESOCI9E880AAELI2EB3ASFB
1DO5B3E621ACTBB4786AC1657D0C4C11
58875525EB21659D905674FCAFF94421 7

Encrypt S using AES with key Kgpc:

E IEN = NO AL D AQOD AN AT D7 77 QJONAT] Z A0

Vil
LNl B —4 | SAVAVASS o S U A E A7) B4 A v p ¥ A g at p mpw Ay BV Sy S WA S 2 W A R @ s

A22D6BAE9BD20B88EOAS84AB7DA4D876
45EE71C4C8A887FFAOOCDOF61BACA327"

Compute CMAC over E_IFD with key K ac:
M IFD = V4ECAD1955CD9987F’

Construct command data for MUTUAL AUTHENTICATE and send command to the

document’s SIC:

cmd data = ‘8466CB488BCDF6AEE13761878CAF1642
A22D6BAEOBD20B88EOAS584AB7DA4D876
45EE71C4C8A887FFAOOCDOF61BACA327
4ECAD1955CD9987F'
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Command APDU:
CLA INS P1 P2 Lc Command Data Field Le
‘00’ ‘84’ ‘00’ ‘00’ ‘38’ cmd_data ‘38’

Document SIC:

8. Generate 16-byte random keying material:

KICC = 1‘56F1510FDCC2B01787E80D2D5E340840

20C93698AF4599COB9B7D68EB2E958B7”
9. Calculate XOR of K.IFD and K.ICC:

Keea = ‘4BF4AE2E9FD6ECBA3FF82CC4823384451

784E63BD4464FC5429E1A2721D101C96"
10. Derive session keys:

KSenc = ‘60BDD38EE1B27EEACT7AF9907889F2E04
T4CTAF231C71705BB2A84BF87BAS25FF’

KSmae = Y978E2D4BFC62716966B215A28980ED04
1756A53EBC56AE7CEOF8341167210C33"

11. Initialize send sequence counter:

SSC = ‘2EB3A5FBFBFE80CY’

12. Concatenate RND.ICC, RND.IFD and K.ICG;.and add padding:

R = ‘ES880AAE12EB3ASFBB962840EFBFES0CO
56F1510FDCC2B01787E80DRD5E340840
20C93698AF4599CIOBI9B K DGBEB2ES58B77

13. Encrypt R using AES with key Kgne:

E ICC = 1F58D48343CDAPF4B4A6156BA5585B179
468EBD1D18BESF66ABA3ACDS87B8D6D20
D29ADSF700EBG2F36E2E292DA0DCT705B"

14. Compute CMAC over E_ICC with key Kpac:
M _ICC = “3TA96B74E932C35E’
15. Constructresponse data and send response APDU to the IS:
resp_data) = ‘F58D48343CD71F4B4A6156BA5585B179
468EBD1D18BEGF66ABA3ACD87B8D6D20
D29ADSF700EBG2F36E2E292DA0DC705B
31A96B74E932C35E’

Response APDU:

ResponseDatatietd SWH SWw2
resp_data ‘90’ ‘00’

76
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16. Calculate XOR of K.IFD and K.ICC:
Keeea = ‘4BF4E2E9FD6ECBA3FF82CC4823384451
784E63BD4464FC5429E1A2721D101C96"

17. Derive session keys:
KSene = ‘60BDD38EE1B27EEACTAF9907889F2E04
74CTAF231C71705BB2A84BF87BAS25FF
KSmac = ‘978E2D4BFC62716966B215A28980ED04

1756A53EBC56AET7CE9F8341167210C33"

18. Initialize send sequence counter:
SSC = ‘2EB3A5FBFBFE80C9’

Seculie Messaging:

IS:
1. SELECT EF.COM (file identifier =’01 1E’):

Unprotected command APDU:
CLA INS P1 P2 Le Command Data Field
‘00’ ‘A4 ‘02’ ‘00’ ‘02’ ‘01 1E’

a) Mask class byte and pad.command header:

cmd_header = *0eA4020C8000000000000000000000007
b) Pad data:

p_data = *01xE8000000000000000000000000000"

c) Encrypt p.data using AES with KSg:
enc_data:’= ‘C74A8B66F7TEA68098B8B4F1ES51FO9BRESSE’

d)  Build'DO87"
DO87 = ‘871101C74A8B66F7EA68098B8B4F1ESL
F9BE58’

€) Concatenate cmd_header and DO87:
M = ‘0CA4020C800000000000000000000000
871101C74A8B66FTEA68098B8B4F1ES]L
FO9BES58’

f) Compute CMAC of M with KS,5:
lncrement SSGC:
SSC = ‘2EB3AS5FBFBFES8QCA’
- Concatenate padded SSC and M:
N = ‘00000000000000002EB3ASFBFBFESOCA
0CA4020C800000000000000000000000
871101C74A8B66F7EAG68098B8BR4F1ES]L

F9BE58”
- Compute MAC:
CC = ‘962F4EB48D921CB2’

g) Build DO‘8E’:
DO8BE = ‘8E08962F4EB48D921CB2’
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h)

Construct command data:
cmd_data = ‘871101C74A8B66F7EA68098B8B4F1IES]
FOBES88E08962F4EB48D921CRB27

Protected command APDU:

CLA INS P1 P2 Lc Command Data Field Le
‘0c’ ‘A4 ‘02 ‘oc’ “1D’ cmd_data ‘00’
Document SIC:
2. Set EF.COM as the currently selected file and send affirmative response to IS;

Unprotected response APDU:

b)

d)

SW1 Sw2
590’ (00!
a) Build DO*99’:

D099 = 199029000

Compute CMAC of DO99 with KS.:
- Increment SSC:
SSC = ‘2EB3ASFBFBFES0CB’
- Concatenate padded SSC and DQ99:
N = Y00000000000000QQ2EB3ASFBFBFES0OCB
99029000"
- Compute MAC:
CC = “4551330E6AGADA45’

Build DO'8E’:
DOBE = ‘8EQ84551330E6A6ADA4S’

Construct response data:
resp_data ~ *990290008E084551330E6A6ADA4S5S"

Protectedresponse APDU:

Response Data Field SW1 SW2
resp_data ‘0’ ‘00’
IS:
3. READ BINARY of the first 4 bytes:

Unprotected command APDU:

CLA INS P1 P2 Le
‘oC’ ‘BO’ ‘00’ ‘00’ ‘04’
a) Mask class byte and pad command header:
cmd_header = *0CB0O0O0O00800000000000000000O0O0O0O0O0OO
b) Build DO ‘97’:

78

DO97 = 1970104’
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Concatenate cmd_header and DO97:
M = 0CB0O0O0O0O0O80O0O0OOOO0OO0O0O0O00O0O000O0000QO
970104"

Compute CMAC of M with KS,a¢:
- Increment SSC:
SSC = ‘2EB3AS5FBFBFES80CC’
- Concatenate padded SSC and M:
N = ‘00000000000000002EB3ASFBFBFESOCC
0CB0O0O0O0O0O80O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O
970104"

f)

_(‘nmpnfn MAC:
CC = 17963441B61D9407A’

Build DO‘8E’:
DO8SE = ‘8E087963441B61D9407A"

Construct command data:
cmd_data = ‘9701048E087963441B61D940B /A"

Protected command APDU:

Unprotected response APDU:

Response Data Field SWA1 SW2
data ‘90’ ‘00’
a) Pad data:

p_data = *600D5F01800000000000000000000000"

b) Encrypt p_data using AES with KSg:
enc_data = ‘DBBAGESCT7C837A22FDO94FT7F3455A64AE"
c) Build DO*87:
DO87 = ‘871101DBBA6ESC7C837A22FD94F7F345
SA04AE’
d) Build DO99’:
DO99 = 199029000"
e) Concatenate DO'87’ and DO"99’:

© ISO/IEC 2009 — All rights reserved

M = ‘871101DBBA6GESCTC837A22FDO4F7F345
5A64AE99029000"

CLA INS P1 P2 Lc Command Data Field Le
‘0cC’ ‘BO’ ‘00’ ‘00’ ‘oD’ cmd_data ‘00’
Document SIC:
4. Return 4 bytes of EF.COM starting at offset O:
data = ‘600DSFOIL
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f) Compute CMAC of M with KS5:
- Increment SSC:
SSC = ‘2EB3AS5FBFBFES80CD’
- Concatenate padded SSC and M:

N = ‘00000000000000002EB3ASFBFBFESQ0CD
871101DBBAGESC7C837A22FDO4F7F345
5A64AE99029000"

- Compute MAC:
CC = ‘1A4DBCFB2479EC90’

g)  Build DO'SE™:

nth = \QT N9l NADRCER24TJOETCQNT

h) Construct response data:
resp_data = *871101DBBA6E8SCT7C837A22FDY94F7F345
5A64AE990290008E081A4DBCFB2479EC
90"

Protected response APDU:

Response Data Field SW1 SW2
resp_data ‘90’ ‘00’
IS:
5. READ BINARY of the remaining 11 bytes:
Unprotected command APDU:
CLA INS P1 P2 Le
‘0C’ ‘BO’ ‘00° ‘04’ ‘0B’

a) Mask class byte and pad command header:
cmd_header)" = *0CB000048000000000000000000000007

b) Build DO 97"
DO9A" = 97010B

c) Concatenate cmd_header and DO97:
M = '0CB0000480000000000O0O0O0O0O0O0O0O0O0O0O0O0OO
97010B’

d) Compute CMAC of M with KSac:
- Increment SSC:

SSC = “JEB3ASFBFBFESUCE’
- Concatenate padded SSC and M:

N = ‘00000000000000002EB3ASFBFBFE8SQOCE
0CB0000480000000000000000O0O0O0O00O0OO
97010B’

- Compute MAC:
CC = ‘D69950D5A996A0EE’

e)  Build DOSE"
DOS8E = ‘8E08D69950D5A996A0EE’

f) Construct command data:
cmd_data = *97010B8EO08D69950D5A996A0EE"
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Protected command APDU:

CLA INS P1 P2 Lc Command Data Field Le
‘ocC’ ‘BO’ ‘00 ‘04 ‘oD’ cmd_data ‘00
Document SIC:
6. Return 11 bytes of EF.COM starting at offset 4:
data = '04303130305C04616B6567"
Unprotected response APDU:
Response Data Field SW1 SW2
data ‘90’ ‘00’
a) Pad data:
p_data = “04303130305C04616B65678000000000"
b) Encrypt p_data using AES with KSg:
enc_data = ‘9D4B6092AEEC6868505D1ICFDC112EAQD’
c) Build DO‘87’:
DO87 = '8711019D4B6092AFEC6868505D1CFDC1
12EAQ0D’
d) Build DO99’:
DO99 = 199029000"
e) Concatenate DO'87’ and DO"99’:
M = “8J711019D4B6092AEEC6868505D1CFDC1L
12EAQD99029000"
f) Compute CMAC of M with KS,5c:
-(Ingrement SSC:
SSC = ‘2EB3ASFBFBFESOCF’
- Concatenate padded SSC and M:

N = Y00000000000000002EB3AS5FBRFBFESOCF
8711019D4B6092AEEC6868505D1CFDC1
12EAQD99029000"

- Compute MAC:
CC = ‘7D36C96B71E02C85’
g) Build DO‘8E’:
DOsE = ‘8E08/D36CY96B71EQ02CE57
h) Construct response data:

resp_data = ‘8711019D4B6092AEEC6868505D1CFDC1
12EA0D990290008E087D36C96B71E02C
857

Protected response APDU:

Response Data Field SWi1 Sw2

resp_data ‘90’ ‘00’
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Annex C
(normative)

Extended access protection

C.1 Introduction

This annex describes a protocol for conditional access to an application that stores data in data)droups
according to a LDS.

The EAP protocol described herein is derived from and largely compatible with the Extended'Access Jontrol
proposed in TR-03110 (see [2] in the Bibliography). It provides the following features:

a) Chip puthentication: Originality and Confidentiality.

b) Termjnal authentication: Conditional Access for up to 24 data groups.
NOTE Currently this Standard only uses 16 data groups (see ASN.1 sequence’in8.1.5.1).
The EAP spgcification is intended to be referenced by other specifications. As such, some aspects pf the

protocol shal| be defined by those referring specifications, as indicated within this part of ISO/IEC 18013.
Editors of sugh specifications should take special note of C.8.

C.2 Card-yerifiable certificate format

C.2.1 Geng€ral

Due to compptational restrictions, certificates.intended to be verified by an SIC shall be in a self-descfiptive
card-verifiablg¢ format according to ISO/IEC7816-8:2004 as described in this clause.

Table C.1 shows the certificate format.“All data objects are mandatory and shall be included in the fixed|order
reflected in Table C.1.
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Table C.1 — Self-descriptive card-verifiable certificate

Tag Length | Value
‘TF4E’ var. Certificate body
Tag Length | Value
‘5F29’ 1 Certificate format version
‘42 var. Authority key identifier
max 16
bytes
TF49 var. PUDIIC Key
‘5F20° var. Subject key identifier
max 16
bytes
‘TF4AC’ 15 Certificate holder authorization
Tag Length | Value
‘06’ 7 Object.dentifier
‘63’ 4 Authorization
‘6F25’ 6 Certificate effective.date
‘5F24’ 6 Certificate expiration date
‘BF37’ var. Signature
NOTE| For management purposes, the card-verifiable certificate may be wrapped in the card-hg

templgte (tag ‘7F21’) as described in ISO/IEC 7816-8:2004. The tag ‘7F21’ is never transmitted to the SIC.

C.2.1|1 Certificate format version

This fleld specifies the version of the certificate format. It shall be set to ‘00’ (version 1).

C.2.1)2 Authority key identifier
This fleld shall be set to the value of the issuer’s subject key identifier.

C.2.1{3 Public key

EAP pupports bothARSA and ECDSA public keys. An object identifier specifies the key typ
certificate. It also Specifies the signature algorithm used by the holder; either in issued certifica

Ider certificate

b and format

es, or during

terminpal authentication. All certificates in a chain that are not TRCA certificates shall use the sgme algorithm
as their issuer, i.e. only the TRCA is allowed to switch to a different algorithm. Table C.2 lists the supported
algorithms,and corresponding OIDs.
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Table C.2 — Supported algorithms

Key Type OoID Signature algorithm
RSA id-pk-RSA-PKCS1-v1l 5-SHA1l RSASSA with PKCS#1v1.5 padding
and SHA-1
id-pk-RSA-PKCS1-vl 5-SHA256 RSASSA with PKCS#1v1.5 padding
and SHA-256
id-pk-RSA-PSS-SHAL RSASSA-PSS with SHA-1
id-pk-RSA-PSS-SHA256 RSASSA-PSS with SHA-256
C id-pk-ECDSA-SHAI ECDSA with SHA-1
id-pk-ECDSA-SHA224 ECDSA with SHA-224
id-pk-ECDSA-SHA256 ECDSA with SHA-256

ECDSA signatures shall be produced as DER-encoded sequence of the two integers r.@nd s, i.e. SEQUENCE
{ r INTEGHR, s INTEGER }.

In case of RJASSA-PSS, the following parameters shall be used during signature/generation and verification:

- Hash|algorithm: Selected according to Table C.2,
- MasK generation algorithm: MGF1 using the selected hashalgorithm,
- Salt Iength: The output length of the selected hash algerithm,

Trailgr field: ‘BC’.

The respectiie OIDs are defined as shown below:

id—pk—RSX—PKCSI—V175—SHA1 OBJECT IDENTIFIER :: = {
iso(1l)] standard(0) driving-licence (18013) part-3(3) cv-certs(l) 20
}

id—pk—RSX—PKCSI—V175—SHA256 OBJECT IDENTIFIER :: = {
iso(1l)] standard(0) driming-licence(18013) part-3(3) cv-certs(l) 21
}

id-pk-RSA-PSS-SHA1l .OBJECT IDENTIFIER ::= {
iso(l) standard(0) ), driving-licence (18013) part-3(3) cv-certs(l) 22
}

id-pk-RSA-PSS—-SHA256 OBJECT IDENTIFIER ::= ({
iso(l) standard(0) driving-licence(18013) part-3(3) cv-certs(l) 23
}

id-pk-ECDSA-SHAl OBJECT IDENTIFIER :: = {
iso(l) standard(0) driving-licence(18013) part-3(3) cv-certs(l) 30
}

id-pk-ECDSA-SHA224 OBJECT IDENTIFIER :: = {
iso(l) standard(0) driving-licence(18013) part-3(3) cv-certs(l) 31
}

id-pk-ECDSA-SHA256 OBJECT IDENTIFIER :: = ({

iso(l) standard(0) driving-licence(18013) part-3(3) cv-certs(l) 32
}
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C.2.1.31 RSA public key
An RSA public key consists of three mandatory data objects in fixed order as laid out in Table C.3.

Table C.3 — RSA public key

Tag Length | Value
‘TF49 var. Public key details

Tag Length | Value

‘06’ var. BER-encoded object identifier
from Table C.2

8T var. Composite modulus n

‘82’ var. Public exponent e

The Iéngth of the modulus n shall be 1024, 1280, 1536, 2048, or 3072 bits; and shall be equallto or smaller
than the size of the issuer’s key’s modulus.

C.2.1{3.2 EC public key

An ELC public key consists of two mandatory and six optional data ebjects in fixed order gs laid out in
Table|C.4. The six optional fields contain domain parameters. They shall&ither all be present or|absent. If the
domajn parameters are omitted, they are assumed to be identical to-the parameters of the issuef’s public key.
Certif|cates that are not TRCA certificates shall not include domain‘parameters.

All values shall be produced in octet string representation as‘specified in X9.62.

Table C.4 —EC public key

Tag Length | Value
‘TF49 var. Public key details
Tag Length | Value
‘06’ var. BER-encoded object identifier
from Table C.2.
‘81’ var. Prime modulus p (optional)
‘82’ var. First coefficient a (optional)
‘83’ var. Second coefficient b (optional)
‘84’ var. Base point G (optional)
‘85’ var. Order of base point r (optional)
‘86’ var. Public point Y
‘87’ var. Co-factor f (optional)

C.2.1]4\."Subject key identifier

This field shall contain a binary string no larger that 128-bit (16 bytes) that uniquely identifies the holder’s
public key. It should be derived from the public key or a method that generates unique values.

C.2.1.5 Certificate holder authorization

This constructed field contains an object identifier and an authorization field. The object identifier specifies the
format and rules for the evaluation of the authorization level and shall be setto id-ar-Terminal.

id-ar-Terminal OBJECT IDENTIFIER ::= {
iso(l) standard(0) driving-licence(18013) part-3(3) eap(3) 1
}

The purpose and format of the authorization field is specified in C.2.2.
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C.2.1.6 Certificate effective date

This field shall be set to the date from which the certificate is valid (0:00 UTC), encoded as YYMMDD in
unpacked BCD. The year YY is encoded in two digits and shall be interpreted as 20YY, i.e. the year is in the
range of 2000 to 2099.

C.21.7 Certificate expiration date

This field shall be set to the date after which the certificate expires (0:00 UTC), encoded as YYMMDD in
unpacked BCD. The year YY is encoded in two digits and shall be interpreted as 20YY, i.e. the year is in the
range of 2000 to 2099.

C.2.1.8 Signature

This field shall contain the digital signature over the entire certificate body data object (includingtag and
length).
C.2.2 Certificate authorization
C.2.2.1 Overview
Certificate aythorization describes the rights asserted to the holder of the privatekey corresponding fo the
certificate.
C.2.2.2 Relative authorization
The relative lauthorization of a certificate holder is encoded in thé 4 byte Authorization field of the|card-
verifiable certificate. It consists of the role byte (see Table C.5) and three access rights bytes (see Tablg C.6).
These value$ are relative to the authorization of all previous. certificates in a chain. If the OID ¢f the
certificate’s ajuthorization field is not id-ar-Terminal, thegelative authorization shall be ‘00 00 00 00'.
Table C.5 — Authorization role byte
b8 b7 |b6 b5 b4 b3 b2 b1 Meaning
- -|x AH|- - - - |Entitytype
- -1 4|- - - - |—Trustroot
- -1- 1]- - - - |— Authoritative time source
- -|- 4| x x x x |Pathlength constraint
Maximum number of certificates that may follow this certificate in a certificate chain|. A
value of 1111b (0xf) indicates an unlimited number of certificates.
x x |- |- - -« [Reserved for future use (set to zero)
Table C.6 — Authorization access rights bytes
b24 b23 b22 b4 b3 b2 b1 Meaning
X X X X X X x | Data group read access
1 - - - - - - |— Grant read access to DG24
- 1 - - - - - |— Grant read access to DG23
- - 1 - - - - | — Grant read access to DG22
- - - - - - - | — Grant read access to DG21 - DG5
- - - 1 - - - |— Grant read access to DG4
- - - - 1 - - | — Grant read access to DG3
- - - - - 1 - | — Grant read access to DG2
- - - - - - 1 |— Grant read access to DG1
NOTE The access rights field is always 24 bits long, even if the application contains fewer data groups (only 16

data groups are specified in 8.1.5.1). The access rights bits of non-existing data groups shall be set to zero.
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C.2.2.3 Effective authorization

The effective authorization of a certificate holder is calculated by applying the relative authorization of the
current certificate to the effective authorization of the previous certificate in the chain in the following way:

a)
b)

c)

for the entity type, a bit-wise AND operation;

for the path length constraint, according to Table C.7;

for the access rights bytes, a bit-wise AND operation.

ISO/IEC 1801

3-3:2009(E)

The effective authorization of the application’s trust root certificate is equal to its relative authorization.

NOTE

C.3

C.3.1

Chip

Table C.7 — Path length constraint

Effective Authorization
Parent certificate

Relative Authorization
Current certificate

Effective Authorizatig
Current.ceértificate

0x0f (1111b) 0x0f (1111b) 0x0f (1114b)
0x0f (1111b) m m
n 0x0f (1111b) A
n m min(n-1, m)

The path length constraint allows a flexible PKI hierarchies. However, a fixed three tier hierarch
in TR-P3110 can be mapped to the path length constraint using the ‘settings in Table C.8:

Table C.8 — Three tier hierarchy.mapped to path length constraint

Trust root | Authoritative time source | Path length constraint
CVCA X X unlimited
DV (domestic) X 1
DV (foreign) 1
IS 0

Chip authentication

Overview,

authentjcation is an ephemeral-static key agreement protocol that provides strong ses

as prescribed

sion keys for

secure messaging. If the static key of the SIC is properly authenticated, e.g. with a digital sigpature from a
trusted €ntity, it also provides authentication of the SIC to the terminal. In this case it may b
alterngtive to active authentication.

b used as an

C.3.2

Specification

The IS and the SIC application perform the following steps during chip authentication:

The IS obtains SIC’s key agreement public key (including domain parameters) and authenticates it.

The IS generates an ephemeral key agreement key pair and sends the public component to the SIC.

The SIC and the terminal both calculate a shared secret based on the key agreement protocol in use.
This shared secret is then used to derive new session keys. Subsequent secure messaging is
protected with the new session keys.
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If subsequent secure messaging is successful, the SIC implicitly proves knowledge of the private key
corresponding to the static key agreement public key.

C.3.3 Supported key agreement protocols

The key agreement protocol is chosen by the SIC, as it has a static key. Issuers may chose from the protocols
listed in Table C.9.

Table C.9 — Key agreement protocols

Scheme Terminal Public Key Format

Identifien

DH (as specified in RFC 2631) The number gb mod p in big endian format and right aligned dhpublicnumder

Key agreement of EIGamal type | Octet string representation of the public point in id*ecPublicHey
(as specified ip uncompressed form according to X9.62
ISO/IEC 1177D-3:2008, D.3)

The Terminal|Public Key Format is used when sending the terminal’s ephemeral key to the SIC.

C.3.4 On-card storage of keys

The SIC'’s st3dtic key agreement key pair shall be stored on the SIC{Fhe private key shall be stored in decure
memory, such that it cannot be retrieved from the outside. The public key shall be stored in a data grqup as
indicated by [referring specifications. IS's can obtain the data group number from the security mechpnism
indicator (seq C.6).

The data grodip shall contain a DER-encoded SecurityInfos structure:
Securityfnfos ::= SET OF SecurityInfo

SecurityInfo ::= SEQUENCE ({
protoqol OBJECT IDENTIFIER,
requigjedData ANY DEFINED BY «prdtocol,
optiorfalData ANY DEFINED BY protocol OPTIONAL
}

The securitlyInfos set shall-contain at least one securityInfo structure that defines a chip authentigation
public key as|defined below;

The protocgl field shall be setto id-ICAuth.

id-ICAuth OBJECT IDENTIFIER ::= {
iso (1) sstandard (0) driving-licence(18013) part-3(3) eap(3) 1

}

The requiredData field shall be of type ICAuthPublicKeyInfo.

ICAuthPublicKeyInfo ::= SEQUENCE ({
keyIdentifier INTEGER (0..127) OPTIONAL,
icAuthPublicKey SubjectPublicKeyInfo

}

The public key shall be stored in the SubjectPublicKeyInfo structure (see RFC 3280) using the algorithm
identifiers listed in Table C.9 according to RFC 3279, with all domain parameters explicitly included. The
optional keyrdentifier field shall be present if multiple chip authentication public keys are supplied within
the securityInfos structure.
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The optionalData field shall be absent.

C.3.5 Card command: MSE:SET KAT command

The MSE:SET KAT command is used to implement chip authentication, i.e. to establish new session keys for
secure messaging using a key agreement protocol.

Upon reception of the terminal’s key agreement public key, the SIC may optionally choose to validate it. The
SIC then calculates the shared secret using the key agreement protocol chosen by the issuer. This shared
secret is then used as Kgq to derive new session keys according to B.4 using the hash function defined by
the BAP configuration that is referenced by the OID indicated by the secure messaging configuration as
indicgted in the security mechanism indicator (see C.8).

Thesg session keys are used to protect subsequent commands. If secure messaging is-alread
sponse to this command is protected with the old session keys, after which they are
e messaging is restarted according to the secure messaging configuration as,indicated in the security
Bnism indicator (see C.6). If secure messaging was not yet in progress, it is.now’started acgording to the
e messaging configuration as indicated in the security mechanism indicator(see C.6). In either case, the

the rdg
secur

mech

Secur

Send

Sequence Counter shall be set to zero (SSC = 0).

in progress,
replaced and

Secufe messaging is only restarted if the command was successful. Shotld an error condition occur whilst
securp messaging was active, the previously established session keys remain valid.

Table C.10 — Command APDU:MSE:SET KAT

CLA As defined in ISO/IEC 7816-4:2005
INS 0x22 MSE

P1 0x41 Set for computation

P2 0xA6 KAT

L. field Length of subsequent data figld.

Data field | 0x91 Random number DO containing the terminal key agreement public key (see Tgble C.9)

0x84 Reference\DO containing the identifier of the key to be used (optional)

L. field Absent

Table C.11 — Response APDU: MSE:SET KAT

Data field | Absent

SW14 '9000"  Normal processing

Sw2 '6A80" Incorrect parameters in the command data field. Validation of terminal key agreemgnt public key
failed.
Other Operating system dependent error

C.4 Terminal authentication

C.41

General

Terminal authentication is a challenge-response protocol that provides authentication of the terminal to the
SIC application.
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C.4.2 Specification

The IS and th

e SIC application perform the following steps during terminal authentication:

a) The IS sends a certificate chain to the SIC.

b)
c)

d)

The SIC verifies the certificate chain.
The IS requests a challenge from the SIC.

The SIC presents a challenge to the IS.

e) Thel

f) The §

C.4.3 Term

C431 Try

The SIC has
application fo
of the current]

C.4.3.2 Alternate trust root certificate

During certifid

C433 Cu

The currently]
key is set to
public key of

C.434 Cu

The current o
date is updat|
an authoritati

C.4.3.5 SIQ

The SIC iden
that the mess

as SIC identifier (e-g.document number).

jnal authentication concepts

S signs the challenge and sends it to the SIC.

BIC verifies the signature and grants access if successful.

st root certificate

B single trust root certificate, which is issued by its TRCA. Certificate‘ehains presented to th
I terminal authentication shall start immediately below this trust(root. ISs can obtain the idg
trust root from the EAP security mechanism indicator (see C.6).

ate roll-over period, there may be an alternate trustyoot certificate.

rrently active certificate verification key

active certificate verification key is used*for verifying certificates. On application selectio
the trust root certificate’s public key. After successful verification of a certificate, it is set
hat certificate.

'rent on-card date

bd sporadically whenever-a more current effective date is encountered in a certificate sign
e time source entity.

identifier

age was.intended for that particular SIC. Referring specifications shall indicate what data ig

e SIC
ntifier

, this
to the

n-card date is used to verify.certificate validity. Since SICs do not have a time clock, this on-card

ed by

tifier is used-in the signature generation and verification of the challenge-response to guarantee

used

C.4.4 Card

C441 MS

commands

E:SET DST

The MSE:SET DST command can optionally be used to select a specific certificate verification key before
using the PSO: VERIFY CERTIFICATE command.. Only the currently active certificate verification key, or
trust roots listed in the security mechanism indicator may be selected. After successful selection, the currently
active certificate verification key is set to the newly selected certificate’s public key. If selection fails, the card
takes no further action.
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Table C.12 — Command APDU: MSE: SET DST

3-3:2009(E)

NOTE

CLA As defined in ISO/IEC 7816-4:2005
INS 0x22 MSE
P1 0x81 Set for verification
P2 0xB6 DST
L. field Length of subsequent data field
Data field | ‘83’ Reference DO containing a reference to a public key
(Subject key identifier)
Le Ti€ld Absent
Table C.13 — Response APDU: MSE:SET DST
Data field | Absent
SW1-SW2 | '9000"  Normal processing
'6A88' Reference data not found. Requested public key not available for selectipn.
Other Operating system dependent error

Selecting the currently active certificate verification key,has no effect, since it is already imp

This option is included for compatibility with terminals that always{use the explicit selection mechanism.

C44

The H
and o

a

b

O

After

nly if:

2 PSO: VERIFY CERTIFICATE
SO: VERIFY CERTIFICATE command verifies a card-verifiable certificate. Verification is|

the effective authorization of the parent certificate indicates a path length constraint valug
the certificate’s expiration date'is after the current on-card date, and

the certificate’s signature) verifies using the currently active certificate verification key.
successful verification;' the card application takes the following steps:

The currently active certificate verification key is set to the public key contained in the cen
The effective authorization of the holder is calculated as described in C.2.2.3.

If the effective authorization of the holder indicates a trust root, and the certificate eff
after the effective date of the current trust root, the trust root’s public key is permanenfly updated to

licitly selected.

successful if

thatis > 0,

tificate.

bctive date is

the public key contained in this certificate. While the old trust root has not yet expired (roll-over period),
it shall be retained as alternate trust root until it expires. There shall not be more than one alternate
trust root at a time.

If the effective authorization of the parent certificate indicates an authoritative time source, and the
certificate effective date of this certificate is after the current on-card date, the on-card date is updated
to match the certificate effective date of this certificate.

If verification fails, the currently active certificate verification key is reset to the current trust root’s public key.
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Table C.14 — Command APDU: PSO: VERIFY CERTIFICATE

CLA As defined in ISO/IEC 7816-4:2005
INS 0x2A PSO

P1 0x00

P2 OxBE Verify Certificate

L. field Length of subsequent data field

Data field | Card-verifiable certificate (see C.2)

‘TF4E’  Certificate body

‘6F37°  Corresponding signature
Le field Absent

Table C.15 — Response APDU: PSO: VERIFY CERTIFICATE

Data field | Absent
SW1-SW2 | '9000"  Normal processing

'6300' Verification failed. Certificate verifieation failed.

Other Operating system dependent efror

C.4.43 MSE:SET AT

The MSE:SEJT AT command can optionally be used to select.a specific certificate verification key before|using
the GET CHALLENGE/EXTERNAL AUTHENTICATE comand sequence. Only the currently active certfficate
verification kgy may be selected. If selection fails, the card takes no further action.

Table C.16 — Command APDU: MSE: SET AT

CLA As defined in |SO/IEC 7816-4:2005
INS 0x22 MSE

P1 0x81 Set for verification

P2 0xA4 AT

L. field Length of subsequent data field

Data-field | ‘83’ Reference DO containing a reference to a public key
(Subject key identifier)

Lt field Absent

Table C.17 — Response APDU: MSE:SET DST

Data field | Absent
SW1-SW2 | '9000' Normal processing

'6A88'  Reference data not found. Requested public key not available for selection.

Other Operating system dependent error

NOTE This command has no effect, since the only public key that can be selected is always already implicitly
selected. It is included for compatibility with terminals that always use the explicit selection mechanism.
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C.4.4.4 GET CHALLENGE

This command (or a command with the same INS code) may also be used by other security mechanisms.
Referring specifications shall describe how these cases, if any, are distinguished.

The GET CHALLENGE command receives a (true) random challenge from the card to be signed in the
subsequent EXTERNAL AUTHENTICATE command (see B.9.1 for command specification).

C.4.45 EXTERNAL AUTHENTICATE

This command (or a command with the same INS code) may also be used by other security mechanisms.
Referring specifications shall describe how these cases, if any, are distinguished.

The EXTERNAL AUTHENTICATE command is used to submit a signature of a challenge(td the card for
verifigation with the currently active certificate verification key. The terminal can thereby prove knowledge of
the cqrresponding private key to the card.

The signature shall be calculated and formatted according to the algorithm indicated by the OID|(see C.2.1.3)
in the| currently active certificate over the concatenation of the SIC identifier and the challenge. The challenge
shall |be obtained from the card using the GET CHALLENGE command“immediately bgfore issuing
EXTHRNAL AUTHENTICATE.

Referfing specifications may prescribe a certain security level before “this command can bg issued. For
example, strong secure messaging established using chip authentication may be required.

If the gignature verification is successful, access to data groups is granted based on the effective|authorization

of thg current certificate. Access to data groups that referring specifications deem readable without terminal
authehtication is always granted, even if the access bits for those data groups are not set.

Table C.18 — Command APDU: EXTERNAL AUTHENTICATE

CLA As defined in1SO/IEC 7816-4:2005

INS 0x82 EXTERNAL AUTHENTICATE

P1 0xQ0 Cryptographic algorithm implicitly known
P2 0x00 Key implicitly known

L. field Length of subsequent data field

Data field | Signature
L field Absent

Table C.19 — Response APDU: EXTERNAL AUTHENTICATE

Data field | Absent

SWT-SWZ [ '9000°  Normal processing
'6300"  Verification failed. Signature verification failed.
'6982'  Security status not satisfied. Insufficient security level.

Other Operating system dependent error

C.5 Extended length APDUs and command chaining

Some commands used by EAP (notably MSE:SET KAT, PSO:VERIFY CERTIFICATE, and EXTERNAL
AUTHENTICATE) may require the transmission of more than 255 bytes to the SIC. In such a case, the
terminal shall use extended length APDUs if the SIC indicates this capability in the historical bytes (ATR or
EF.ATR). If the SIC does not indicate this capability, command chaining may be used.
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