INTERNATIONAL ISO/IEC
STANDARD 18000-63

First edition
2013-01-15

Information technology — Radio
frequency identification for item
management —

Part 63:

Parameters for air-interface
communications at 860 MHz to 960 MHz
Type C

Technologies. de'l'information — Identification par radiofréqlience
(RFID) pouria‘gestion d'objets —

Partie 63:=-Parametres de communications d'une interface radio entre
860 MHZz et 960 MHz, Type C

Reference number
ISO/IEC 18000-63:2013(E)

1EC

o © ISO/IEC 2013



https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2013

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Contents Page
L oL =7 o o iX
Lo T 11T o ) X
1 £ o - S 1
2 LT 43 o0 0 F= T4 Vo= - P 1
2.1 Interrogator conformance and obligations.........ccccccoicccininccccccrr e O e b 2
2.2 Tag conformance and obligations ... st smnne e 2
3 Normative references.........ociiiiiciii s ke ab e e 3
4 Terms and definitions, symbols and abbreviated terms............cccco S i s 3
41 Terms and definitions ..........oo e L T e 3
5 Symbols, abbreviated terms and notations..........cccceeecrrrrccc e i b e 5
5.1 8531 11+ o - 07 S 5
5.2 Abbreviated terms ... TR e b s aha s nnnnn 6
5.3 Ve 7= 1 o o e K 8
6 LD/ 12 S SN R 9
6.1 Parameter tables..........cccoiieiiinccniiirccrrnrrcrenne ot e 9
6.2 e o] deXodoT I} V7=Y o - R S0 Y SRR F 14
6.2.1] Physical [ayer.........ooiiiii e e s 14
6.2.2 Tag-identification layer ... B b ——— 14
6.3 Command types and command Structure ...........c.cccveerinnimnn s 14
L e (I € 1Y o -1 - | =P S 14
LS 2 B 1 = 1 T - 1 o o U SR 15
(ST T N © o { Lo 1 - | I S USSP FUPR 15
6.3. {0113 o1 1 T YOS RURRRN PRPRR 15
6.3. Proprietary ... s 15
6.4 Description of operating ProCedure ............ccovrrimirrrnssmrrnssrr e sme e s 15
L3 e (= T 15 F= |3V e S 15
6.4.2 Tag selection, inventory, and aCCeSsS.........ccccuevmirrrriiirinrssir e b 30
7 Battery Assisted Passive (BAP) Interrogator Talks First Type C systems (optional)................. 78
71 APPLICabIlity e b 78
7.2 General oyverview, definitions, and requirements of BAP ............cccovirmrriiiincccsccnnene e, 78
7.3 Battery Assisted Passive inventoried flag and state machine behaviour modifications ............ 80
7.3.1 Modification to ready state and power-down support for BAP Tags.......cccccoviiiiiinicnnnersicccieennns 80
7.3.21 Signalloss tolerance via timer (mandatory)........c.ccccccinniiimminnif i ————— 81
7.3.3 Modified persistence of BAP PIE inventory flags (optional).......c.cccccomrriemmrrccccnrnssccens e, 83
7.4 Battery Assisted Passive PIE (Optional) ......ccccccccmrrreimmrinsscerrnsscer e smee s seee s s ssee e sme e s sme e e 85
7.41 — i 85
7.4.2 BAP PIE detailed operation including optional Battery Saver Mode........ccccccooecccicernnninssscccneeenns 86
7.5 Manchester mode Battery Assisted operation protocol extensions ............cccccceiiiiiniccninsnsnnsssnnnns 92
74700 IR 133 e Yo 11T o o 92
7.5.2  PRYSICAl JaYer......eeiiieie iR 93
7.5.3 Manchester ACtIVatioN .........ooc i s e s nmnn e 98
7.5.4 COMMANAS SUMMAIY ...cciiiiuiriiiiinrrsiisisesisssse s sss e ss s s ems e e s e s e £ e e a R e £ e e A RE S S e aRe e e e am e e e aamn e e e nmn e e s 114
7.6 Extended Protocol Control and Battery Tag Capabilities Reporting and Setting ...........cccc..... 128
788200 TR € 1Y 1 -1 - | 128
7.6.2 Extended Protocol Control definition............ccciiiiiii s 129
7.6.3 Battery Assisted Passive Tag Capability Reporting, Setting, and duty cycle/mode control

0o e -1 ) 131
8 EST=Y 0 £ oY =T ] o o Yo Y o SRR 159

© ISO/IEC 2013 — All rights reserved iii


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

8.1 Y o o [ Te= 1] 11 37 SR 159
8.2 L Y=Y 159
8.3 Real Time CIOCK (RTC) ..cuiiiiiiiiiceieiscsseeesssssse s s ssssne e s s ssss e s ssssms e e sessme e s ssssms e s sessnsessassnsesssssnsesessnnesssnsnns 160
2 g B € 7Y o = - | PN 160
8.3.2  Setting the RTC ... e ircre e s sse s s sme s s e e s s s sme e s s s s smn e s s s smn e e e s smn e e e s smn e e same e e sssnmnnnsssnnnns 160
8.3.3 BroadcastSync command (optional, for Type C) .......ccccccmriiriimminnismnrnsse s ssnees 161
8.3.4 Time synchronisation.........cccocviiiiiiimiin e ——————— 162
8.4 HandleSensor command (optional, fOr TYPe C) ......cccceiireecrrrircssrerrsrsreesssssr e s sssme e e s smr s ssssmeeennnns 163
8.5 EST1 4 ] (=3RS T= T oSSR 164
8.5.1 Type C and SimPle SENSOF ........cccoiceeeriireerirssierssssme e s s ssme e s ssssms e s s s s smse e s s s sneessssameesssssmeesssnensssssnnees 164
8.6 Sensor Directory System and FuII Function Sensors.........ccccvcccceecerinniisssccssere s 166
8.6.1 8 :

Annex A (nd

Annex B (ng

B.1

B.2

B.2.1 I
B.2.2 Pregent state Arbitrate ... S T e L 175
B.2.3 Pregent state: RePlY ... e L 176
B.2.4 Pregent state: Acknowledged...........ccoooiiiiiiiiiii s L 177
B.2.5 Pregent state: OPen ... i rsccssrrer s ssssmsrereeessssesohe Mo s nessssssnnnesessssssssnmnnnssnesnas L 178
B.2.6 Pregent state: SeCUred..........cccorireiirrrcieerrrrcrr e resseeere e e s brr s e s s e L 179
B.2.7 Pregent state: Killed .........ooo e N vade e s smn e s . 180
B.3 Statp transition tables for BAP PIE..........o e grithe e s s ssmn s 181
B.3.1 Pregent state: SIeeP ... srsrrenerr e e opbena e e e s n s e e e s e mnnn e e e e e nas L 181
B.3.2 Pregent state: low power listen ... e ——— L 181
B.3.3 Pregent state: listen or stateful listen..............iin e i L 181
B.3.4 Present state: stateful sleep or stateful low powerlisten .........ccccoiviiiiiiniicnccc e, L 181
B.3.5 Pregent state: battery ready .........ccccoiiiiiinnns s e —————— . 182
B.3.6 Pregent state: Arbitrate ... 3 e . 182
B.3.7 Pregent state: REPIY ....ccceiiiiiiiiii g . 183
B.3.8 Pregent state: Acknowledged.............cciitii e ———— 184
(ST TEe T o (T =Y 01 53 = 1 LT o =Y o s SRS . 185
B.3.10 Pregent state: SeCUred..........cccoveesflinnmmrinrirrr e e rsssser e sse s e s sme e s e smn e e smn e e e e me e s smme e e mnneas L 187
B.3.11 Pregent state: Killed ...t e . 189
B.4 Statp transition tables for BAP-Manchester............cooooiiimincnie e 189
B.4.1 Presgent state: Hibernate ...l e . 189
B.4.2 Pregent state: Activation.code ChecCK...........oo i L 190
B.4.3 Pregent state: StatefulHibernate ..........ccoo i ——————— L 190
B.4.4 Pregent state: Battery-Ready..........cccuciiiiiniiiiinir s L 191
B.4.5 Pregent state: Arbitrate ... L 193
B.4.6 Pregent state:/RepPlY ....cccceiiiiiiiiii e ————————— . 195
B.4.7 Pregent state’)Acknowledged...........cccuiiiminniimini e —————— . 197
(ST 00 N o (=X =1 oY 3 - =T - o L 199
B.4.9 Pregent state: SECUIed.........cccciiiiiiriiccerirrr e e e ser e sse e s e s e smn e e san e e me e ane e e e mnn s . 201
B.4.10 Pregentstate: Killed ...t s . 204
Annex C (normative) Command-response tables............cccoiviiiiiniiii s 205
CcA1 L0001 =T 3 205
C.2 Command response tables for PasSiVe.........cccccceiiiiiiiccccsscrr s e 205
C.2.1 Command reSPONSE: POWEI-UP.......cceeurririrsmrriisinnsiissssssssssss s ssssss s ssssss s sssssss s ssssssssssssanssssssanssssnsanes 205
C.2.2 CommaNnd reSPONSE: QUENY ........uueiiriimreiiiisnrsiisssessissss i sss s s s s sa s e sa s e s s e an e e s b sane e s snsann e s ananns 205
C.2.3 Command response: QUEIYREP.........cceiicieiiiiiisisiiire s ass s s sns s s s sans s s s anes 206
C.2.4 Command response: QUEINYAJUSE ..........coceiiiiiiiriinisie i s s ane 206
C.2.5 Command reSPONSE: ACK ... ms e sms e e s s e s s s amms e e e s essa e ennmmna e e s eaannnnnn 207
C.2.6 Command reSPONSE: NAK ...t ms e sms e s s e s s e amme e e e e essa e nmmmnn e e s eaannnnnn 207
C.2.7 Command reSpPoNSe: REG_RN ...t rsssere e s s s s ssms e e e s s s s sanms e e e e s e s sa s snnmme e e e eeesnnnsnn 207
C.2.8 Command reSPONSE: SEIECT .........ccceeeiiiiiiiciiimeirre i s s ssssee e e re s ss s ssms e e e e e e s s s s s s smn s e e e s eesassnnnneneneessnnnsnn 208
C.2.9 Command reSPONSE: REAM .........cccccceeeiiiiiiiiirsmmeierrissssssssmsre e s esssssssssms e e e e e esssssssmnseeeesesasssnnnnenessessanssnn 208
iv © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

A O WONNONPRONNSAOOOVNOARDN = O

Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:

Command response tables for BAP PIE
FIex Query (optlonal for BAP PIE)

Command response:

Command response
Command response:

Command response:
Command Response Tables for Manchester
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:
Command response:

ISO/IEC 18000-63:2013(E)

T, timeout
Invalid command

Global Timeout
D = T o 23 =T 4 1 o R oSS
BroadcastSync

Power-up
QueryRep

T, timeout
Long Actijvation
80Y ¢ Lo g Ve 4 LU 1o o 1

BroadcastSync
Session Flag timer timeout
INACT_T or Selective Global Timeout...........cccoooommiriiiiiciiiiiennnnn.
Global Timeout

OpRegister Read/Write
Invalid command

Annex D (informative) Example slot-count (Q) selection algorithm...........ccccoiiiiiiniiniiscnic s
D.1 Example algorithm an Interrogator might use to choose Q..........cccooiiiieciiicccccc s
Annex E (informative) Example of Tag inventory and access..........ccccivimirmnnnisinnssnsss s s,
E.1 Example inventory and access of a single Tag........ccccoiniimiiniiiin s
Annex F (informative) Calculation of 5-bit and 16-bit cyclic redundancy checks...........ccccuiviiininiinrnnns
F.1 Example CRC-5 encoder/deCOder ............ooimimiiiiiiccmmr e ssms s ssmss e s mmn e s
F.2 Example CRC-16 encoder/deCOUET ...........oooimiiiiiiiiiccimmr e smms e ssms e s smmmme e
F.3 Example CRC-16 CalCUlations............iiiiiiiceiee e
Annex G (normative) Dense- and Multiple-Interrogator channelised signalling......cccccceeccciiceeennininnnnes
GA1 (7= 1= - 1
G.2 Overview of Dense-Interrogator channelised signalling (informative).........cccccccirreicrrnccceennns

© ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Annex H (informative) Interrogator-to-Tag link modulation..........ccccoviviiiiniicincic e 237
H.1 Baseband waveforms, modulated RF, and detected waveforms .............cooeeeeeeenennnnnns 237
Annex | (Normative) Error COUES ... s s an s s s anr s s ans 239
1.1 Tag error codes and their USAge ... e 239
AnNnex J (NOrmative) SIOt COUNLET.........coicccieiercrerrrcre e rrssre e rsssnr e re s nr e sesssnr e s e s s ms e e enssnn e e eesnneenesssnnenansnnenansn 241
J.1 Slot-counter OPEration ... e 241
Annex K (informative) Example data-flow exchange.........cccccoerireecerircsserrrsssre e e s essme e sme e ennas 242
KA Overview of the data-flow exchange...........cccorreiiircccir e 242
K.2 Tag memory contents and lock-field Values..........ccccvererrmrrsimernnssceres e e 242
K.3 Data-flow exchange and command SeQUEeNCE........couiieiiiiisisssiiiis i i e, 243
Annex L (informative) Optional Tag features .........ccccciicimiinniiinnir e e s . 244
L1 LT 3 T | S S . 244
L.2 Optional Tag PASSWOIAS .......cccceriiiiiicissmmrrersisssssssssmeresssssssssssssssnessesssssssssmsnseseessasssssnnsnsspasbnsinnnnnnnd L 244
200 B || « = EoT o3 o Y sy S L 244
L.2.2 ACCESS PASSWOIM......ooiiiuiiiiiinirr i insssss s snssss s s sss s s s s sssssns s snsssmnssessnnesnsse NN enssnnnnssssnmnnnas L 244
L.3 Optional Tag memory banks and memory-bank Sizes .........ccccccviriniinnccmdub e, . 244
L.3.1  ReESEIVed MEMOIY .....cciiiiiirriiisnreiisssssnissssss s s ssssss s s sssss s sasssss s ssssssnesens bt sesanesssssnn s nssssmnenas L 244
I 20 U |8 ¢ 1T 4T o S L 244
I 20 I 1N 4 1= 4 o 7 S L 244
I R S U L= o 4 =T 4 e o o S S L 244
L4 Optional Tag COMMANAS.......ccccerrrrirrrrrrsrrrresssnrerssssnrerssssnrerssssnsesesmsbuzsdesssnersssssneenssssnsesssssnnesssssnnnnss L 245
L.5 Optional Tag error-code reporting format...........ccccvieeeererrnee e Spvaderrrnrseeerssseeeeessee e e sneesssssnsenns L 245
L.6 Optional Tag backscatter modulation format.............ccceviis i . 245
L.7 Optional Tag functionality ..........ccccviiiiminirmin @t . 245
Annex M (informative) Battery Assisted Tag to Interrogator synchronization .........cccccccniiiiiiiciennnnd . 246
M.1 0o Yo 10T T o P . 246
M.2 General CoONCEPL.....ccuiiiiiii it S e . 246
M.3 Tag(to Interrogator synchronization..........cc.....@iiiminni L 247
Annex N (ngrmative) Simple Sensors Data BIOCK .\ .. ccieirreererrrsrerrsssseeresssmeesss e s e ssss s e sssssseesssssnseses . 249
N.1 571 0] o (=E=T= L= 0T 4T o = . 249
N.2 Gengral bit-based rules..........ccci i —————————— L 250
N.3 Ter:F)erature SENSOr With 14° C SPAN)......coicccieiircerrr s e rrsser e s e e e s s ssr e e sn s ee s mr e e e s ms e e enssmenans L 250
N.3.1  Monitored measurement SPaAN.. Sla. . cccrcrrrrrrrrirrirrrrrrrrrrr s s s s s s s s e e e e e e e e s . 250
V0 X o o T - T . 251
[\ JC TS =T 1 T o T T [ =Y e 114 T OSSR . 251
N.3.4 High in-range limit leVel ti... .ot sssr e ssn e e e s s snn e e e en s nmnnn e e e e e nas . 251
N.3.5 Low in-range limit leveli....... e ne e e e e nmn e e e e e s . 252
N.3.6  MomItor delay........fo i L 252
N.3.7 High out-of-rangeé:alarm delay..........cccoccmiiiiimiinir i ———— L 253
N.3.8 Low out-of-range alarm delay..........ccccuccimminnimninir e . 253
VTR T F- 1 o L= . 254
N.4 Temperature sensor With 28° C SPan ... e L 255
N.4.1 Morlitored measurement SPaN..........cccccmiiiiiiiiciiiir s se e mmn e e e s n e enmmnne e . 255
VI N X o o U = Y PP . 255
AV TS =T T o 114 Yo =Y e 110 - 255
N.4.4 Highin-range limit ..........ooo s e e 255
N.4.5 LOW iN-range liMif.....ccccciiiiiiiiiiiiiii i ccsseere s s s s s e e s e s ss s ssmnn e e e e s e s smnnn e e e e s e n s smn e e e een s nnnmnnnnnes 255
VI 5T 1 T 411 'e T e 1= - 256
N.4.7 High out-of-range alarm delay..........ccccccimiiiiicciiiceiirr e ssme e s smne e e e s s s mnmn e e e e e s 256
N.4.8 Low out-of-range alarm delay...........ccceiimiiiiiiimini 256
NV B T Y F- T ¢ ¢ 256
N.5 Relative humidity ........cccoiiiii i ——— 256
N.5.1 Monitored measuremMent SPaN...........cccceomiiiiiiiiiiiimir s ssms e s e s s e mmmsne e e e e s a s nannmnnns 256
N 07 £ Yo o 1 - T 256
N.5.3  Sampling regime .......cciiiiiiiiiiiiiir e 257
N.5.4 High in-range limit leVel ............. s e 257
N.5.5 Low in-range limit IeVel .......... s e 257

vi © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

VI ST 1 U T o e (=Y - S
N.5.7 High out-of-range alarm delay ..........cccccociiiiiiiiinnin
N.5.8 Low out-of-range alarm delay ..........ccccocviiiiiiiirinnii s
LI TR - - 4 4 L=
N.6 0 0] o T T
N.6.1 Monitored measurement SPaAN .........ccccocmiiiiiiiiiiiinmrr s
07 L X o o U T
N.6.3 Sampling regime........cccoieeoirirrerrrrsssrerrrsssrerrss s e esssr e e s s e e sa s s e e eessneeeessnneeesssnsenansnnenanns
N.6.4 High in-range limit.........o
N.6.5 Low in-range limit..........ccooii s s e
VG ST 1 U T o e (=Y - S
N.6 igh-out-of-range-ale BTy T e e T T T T T e T T e e e T T e e e e T e e T e e e e e v e e ]
N.6 Low out-of-range alarm delay .........ccccccciiriiiiiccisscrrinrnsssssssssere s sssssssssmsss e e s essssssssmsnne e e e b
IR TR - P T 4 4 L= oo S
N.7 I R S
N.7 Monitored measurement SPaN .........cccceiiinriir e (el
N.7 o U] - T S
N.7 SampPling regime.......coiiiiiriiiir b b s
N.7 High in-range limit...........ccooiiimmnnni e b e
N.7 LoW iN=-range limit.........oooiii s s s
N.7.6 Monitor delay ... e bl
N.7 High out-of-range alarm delay .........ccccovieeimriccecerrccerre e A e
N.7 Low out-of-range alarm delay .........cccccccvrmrriicccismcernnnnnnnssssbes s i
A T L - | 1 vt
Annex O (normative) Record structures and commands for(Ported Simple Sensors ..............
01 Record Structure types ...
0.1.1 Simple sensor data bIOCK..........cceiicmiiinninn s M s
0.1.2 Sensor characteristics record block..........o0 e ———
0.1.3 Manufacturer record bIOCK ... e
0.1.4 Authorisation password record blOCK..Cu.....ccouiiiiiciiiiiir e
0.1.5 Calibration record bIOCK ......... ... e
0.1.6 Sample and configuration record.blOCK........c..ccccrirrimrrrrrcrr e e
O.1.T EVvent record BIOCK ..o i recee e rrs s e e ss e ss e s sn s e se s sn e e e s me e e ensmn e e ennnnenens
0.1.8 Time synchronisation record.block............ccceciriiminiinnnn
0.2 Ported Simple SeNsor COMMANAS ........ccccviiiiicciiecirrrr s s sssssr e e e s s s smmnneeenees
0.2.1 Read-Simple-Sensor-Data-BIOCK ...........ccccccrmriiiiiiicissmeree s sssmsses s ssssssssssss s e s sesssssssnnened
0.2.2 Read-Manufacturer-Record ............cocuimiiininiiminni s
L T T 1T 4 1 T T o
0.2.4 Read-Calibration=Record ............ccccuriiiiiniiiiin
0.2.5 Write-SampletAnd-Configuration-Record...........cccccvmminiimninnimnr e
0.2.6 Initialise-SensSor-MonitoriNg ........cccuceerriirierrinnir e ————
0.2.7 Read-Sample-And-Configuration-Record..........ccccccvmminiiimminiiie e
0.2.8 Read-EVent-RecCOrd ....... .. e
0.2.9 Write-UTC-TimeStamp.........ccocmrrmirminsimnicnninirnss s s ssas s ssne s
0.2.10 Read-Time-Synchronisation-Record...........cccccomiireirrrnnsiererscce e sme e sme e
0.2.11<Erase-Monitored-Data ...........ccceeceerrrrarrrrrrsrrrrsssnrerssssrerssssseesssssnsesssssssesssssnsessesssssesssssnesens
02 Activate-Simple-Senso

0.2.13 Deactivate-Simple-SeNSOr .........cccurrrriiiiniininri i
Annex P (informative) BAP PIE and Manchester mode tutorial guide...........ccccocvvcmriniiicnniiiennn.
P.1 Executive summary of Battery Assisted Passive RFID in this standard.......................
P.2 Battery Assisted Passive fundamentals ..o,
P.2.1 Propagation physics and resulting relationship between Interrogator and Tag sensitivity
P.2.2 Tag reCEIVEr ISSUEBS ...ciiiiiirriiiiinsrrisisss e sissss s sssss s ssn s s sas s s s s s s e s an e e e s ane e s n s ann s nnans
P.3 Y o o |
P.4 1 T e T =3 =T
P.5 Guidance on using Next vs. Deactivate_ BAT (PIE and Manchester).......c.ccccceceeceerrnnees
P.6 Reliable inventory status tracking.........ccccciiiiiiiinn s
P.7 Environmental validation..............oiic
P.7.1 INACT_T and (Selective) Global Timeout timer refresh .......ccccco e,

© ISO/IEC 2013 — All rights reserved

Vii


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

P.8 Fade delay tolerance via INACT_T and Global Timeout ...........cccccccmrrriiiccccsememeesnnssssssssseeeeeesenaes 284
P.9 Clocks and commanded data rates and BLFs.........ccccccciiniiiiiinniin e 284
P.10 Tag Capabilities Reporting and Setting (TCRS) ........cccciiiiiiimiinnii e 285
P.11  BAP PIE persistence cOmpPlianCe..........ccccriirimminnimmiineissns s s s sane s 285
Annex Q (informative) Manchester mode RF power control.............ccovccmininiininnissiensssses s 286
Q.1 LT T - 286
Q.2 Power levelling deSCrIPtioN .......ccccciiiiiriiiiis s s 286
Q.3 Power leveling algorithm ... 288
LT o1 o = ] 1 3/ 291

viii © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Foreword

ISO

(the International Organization for Standardization) and IEC (the International Ele

ctrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC

technical-committees-collaborate infields of mutual-interest - Other international nrnani7nﬁnnc,

overnmental

tech
Inter|

The
Stan
an In

ISO/
Subd

ISO/
freqy

and ’tﬂon-governmental, in liaison with 1ISO and IEC, also take part in the work. Tn the field g

ology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

national Standards are drafted in accordance with the rules given in the ISO/IEC Directives, H
main task of the joint technical committee is to prepare International Standards. Draft
Hards adopted by the joint technical committee are circulated to national bodies for voting. P

ternational Standard requires approval by at least 75 % of the national bodies casting a vote.

EC 18000-63 was prepared by Joint Technical Committee ISOMEC JTC 1, Information
ommittee SC 31, Automatic identification and data capture techniques.

EC 18000 consists of the following parts, under the general title Information technolo
ency identification for item management.

Part 1. Reference architecture and definition of parameters to be standardized

Part 2: Parameters for air interface communications below 135 kHz

Part 3: Parameters for air interface comniunications at 13,56 MHz

Part 4: Parameters for air interface.communications at 2,45 GHz

Part 6: Parameters for air interface communications at 860 MHz to 960 MHz General
Part 61: Parameters for-air interface communications at 860 MHz to 960 MHz Type A
Part 62: Parameters/for air interface communications at 860 MHz to 960 MHz Type B
Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

Part 64:-Parameters for air interface communications at 860 MHz to 960 MHz Type D
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Introduction

This part of ISO/IEC 18000 describes a passive backscatter radio frequency identification (RFID) system that

supports the

following system capabilities:

identification and communication with multiple tags in the field,;

selection
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I Interrogators talk and tags listen, or vice versa.

of a subgroup of tags for identification or with which to communicate;
rom and writing to or rewriting data many times to individual tags;
trolled permanently lockable memory;

grity protection;

tor-to-tag communications link with error detection;

terrogator communications link with error detection;

or both passive back-scatter tags with or without batteries!

ISO/IEC 18000 specifies the physical and logical requirements for a passive-backscatter,
ating in the 860 MHz to 960 MHz frequency range. The system comprises Interrogators,
bders, and tags, also known as labels.

tor transmits information to a tag by.modulating an RF signal in the 860 MHz to 960
nge. The tag receives both information and operating energy from this RF signal. Passive
nich receive all of their operating energy from the Interrogator's RF waveform. If tags maint
they may operate using some passive principles; however, they do not necessarily get all
ergy from the Interrogator's RF.waveform.

tor receives information, frem a tag by transmitting a continuous-wave (CW) RF signal to thg
bnds by modulating the, reflection coefficient of its antenna, thereby backscattering an inform

Interrogator. The™system is Interrogator-Talks-First (ITF), meaning that a tag modulatg
ction coefficient with an information signal only after being directed to do so by an Interrogat

and tags/are not required to talk simultaneously; rather, communications are half-du

onal Organization for Standardization (ISO) and International Electrotechnical Commission
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concerning radio frequency identification technology.

ISO and IEC

take no position concerning the evidence, validity and scope of these patent rights.

ents

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of these patent rights are registered with ISO and IEC.
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Contact details

Patent Holder:
Legal Name Atmel Automotive GmbH
Contact for license application:

Name & Department Leo Merken, Legal Department, ATMEL Corporation

Address 2325 Orchard Parkway
Address San Jose, CA 95131 USA
Tel. +1 408 436 4251

Fax +1 408 487 2615

E-mail leo.merken@atmel.com

URL (optional)

Patent Holder:
Legal Name CISC Semiconductor Design+Consulting GmbH
Contact for license application:

Name & Department Markus Pistauer, CEO

Address Lakeside\BO7

Address 9020*Klagenfurt, Austria
Tel. +43(463) 508 808

Fax +43(463) 508 808-18
E-mail m.pistauer@cisc.at
URL\(optional) www.cisc.at

© ISO/IEC 2013 — All rights reserved

Xi


http://www.cisc.at/
https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Xii

Patent holder:
ETRI (Electronics Telecommunication Reseach Institute)
Contact for license application:

Name & Department: Min-Sheo Choi, Intellectual Property Management Team
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TJ&I. +82-42-860-0756

Fax +82-42-860-3831
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bntact for license application:

bme & Department Chris Diorio, CTO
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+1.206 517.5262
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Fax +61 2 9518 7620
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Contact for license application:
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rights other than those identified above. ISO and IEC shall not be/held responsible for identifying any pr all
such patent fights.

The latest Information on IP that may be applicable to-this part of ISO/IEC 18000 can be found at
www.iso.orgfpatents

Xiv © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

INTERNATIONAL STANDARD

ISO/IEC 18000-

63:2013(E)

Information technology — Radio frequency identification for
item management —

Part 63:
Parameters for air interface communications at 860 MHz to

960 MHz Type C

1

This
in th
appli
com
com
mark
to, ¢

b

Scope
part of ISO/IEC 18000 defines the air interface for radio frequency identification (RFID) devid

cations. It provides a common technical specification for RFID.‘devices that can be U
ittees developing RFID application standards. This part of ISO/IEC 18000 is intended
tibility and to encourage inter-operability of products for the_growing RFID market in the
etplace. It defines the forward and return link parameters for. technical attributes including, b
perating frequency, operating channel accuracy, occupied channel bandwidth, maxim

isotropic radiated power (EIRP), spurious emissions, madulation, duty cycle, data coding, bit

accu
sequl
interd

This
Inter|
also
RF s
back
ante

In de
Type

This

racy, bit transmission order, and, where appropriate, operating channels, frequency hq
ence, spreading sequence, and chip rate. It further defines the communications protocol ug
ace.

part of ISO/IEC 18000 specifies the physical and logical requirements for a passive
ogator-Talks-First (ITF) systems. The-system comprises Interrogators, also known as reade
known as labels. An Interrogator receives information from a tag by transmitting a continuou

es operating

e 860 MHz to 960 MHz Industrial, Scientific, and Medical (ISM)\band used in item management

sed by I1SO
to allow for
international
Ut not limited
Um effective
rate, bit rate
p rate, hop
ed in the air

backscatter,
rs, and tags,
5-wave (CW)

ignal to the tag; the tag respands by modulating the reflection coefficient of its ant
scattering an information signal_to the Interrogator. The system is ITF, meaning that a tag
na reflection coefficient with'an information signal only after being directed to do so by an In
tail, this part of ISO/IEC 18000 contains Type C.

C uses PIE in the'\ferward link and a random slotted collision-arbitration algorithm.

part of ISOAEC 18000 specifies

bhysical-interactions (the signalling layer of the communication link) between Interrogators an

odulates its
rrogator.

e&v;na, thereby

d tags,

ntérrogator and tag operating procedures and commands,

the collision arbitration scheme used to identify a specific tag in a multiple-tag environment.

2 Conformance

To claim conformance with this part of ISO/IEC 18000, an Interrogator or tag shall comply with all relevant
clauses of this part of ISO/IEC 18000, except those marked as “optional”’. The Interrogator or tag shall also
operate within local radio regulations, which can further restrict operation.

Relevant conformance test methods are provided in ISO/IEC TR 18047-6.

Conformance can also require a license from the owner of any intellectual property utilized by said device.
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Interrogator conformance and obligations

To conform to this part of ISO/IEC 18000, an Interrogator shall

support

Type C

implement the mandatory commands defined in this part of ISO/IEC 18000;

layer of this part of ISO/IEC 18000 to communicate with conformant tags; and

modulate/transmit and receive/demodulate a sufficient set of the electrical signals defined in the signalling

operate
To conform {
impleme
implemg
To conform 1

impleme
or

require
ISO/IEQ

22 Tagc
To conform {
support
operate

implemd

conform
To conform f{

implemd

within the applicable local regulations.

o this part of ISO/IEC 18000, an Interrogator may

nt any subset of the optional commands defined in this part of ISO/IEC 18000, and

nt any proprietary and/or custom commands in conformance with this part-of ISO/IEC 18000
o this part of ISO/IEC 18000, the Interrogator shall not

nt any command that conflicts with this part of ISO/IEC 18000 ©r)any of the parts 61, 62 an

he use of an optional, proprietary, or custom command to0" meet the requirements of this p
18000.

onformance and obligations

o this part of ISO/IEC 18000, a tag shall:

Type C;

over the frequency range from 860 MHz to 960 MHz, inclusive;

nt the mandatory commands defined in this part of ISO/IEC 18000 for the supported types;

modulate a backscatter signalionly after receiving the requisite command from an Interrogator; and

to local radio regulations.
o this part'of ISO/IEC 18000, a tag may

ntany subset of the optional commands defined in this part of ISO/IEC 18000; and

d 64,

art of

implement any proprietary and/or custom commands as defined in Clauses 7.

To conform to this part of ISO/IEC 18000, a tag shall not:

ISO/IEC 18000; or

defined

in this part of ISO/IEC 18000.

implement any command that conflicts with this part of ISO/IEC 18000 or any of the parts 61, 62 and 64;

require the use of an optional, proprietary, or custom command to meet the requirements of this part of

modulate a backscatter signal unless commanded to do so by an Interrogator using the signalling layer
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3 Normative references

-63:2013(E)

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

docu

ment (including any amendments) applies.

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 15961, Information technology — Radio frequency identification (RFID) for item management — Data
protocol: application interface

ISO/
protd

ISO/
ident

ISO/

EC 15962, Information technology — Radio frequency identification (RFID) for item manager
col: data encoding rules and logical memory functions

EC 15963, Information technology — Radio frequency identification for item managemer
ification for RF tags

EC 19762 (all parts), Information technology — Automatic identification and data caf

techmpiques — Harmonized vocabulary

EPC

4

4.1

For
follo\

pylobal Tag Data Standards version 1.3 and above, EPCglobal Ine:

Ferms and definitions, symbols and abbreviated terms

Terms and definitions

he purposes of this document, the terms and definitions given in ISO/IEC 19762 (all p3
ving apply.

gry saver mode
ry saving functionality based on*low power threshold detection with optional duty cycling

nent — Data

t — Unique

ture (AIDC)

rts) and the

ing a random

ved random

uncovers the

data or password by performmg a b|t-W|se EXOR of the received cover-coded string W|th the original random
number

41.4
Dense-Interrogator environment

operating environment within which most or all of the available channels are occupied by active Interrogators

EXAMPLE 25 active Interrogators operating in 25 available channels.
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EPCglobal Application

application whose MBO01 data structure includes a “0” bit in bit 17h and denotes an acceptance of EPCglobal
standards and policies

4.1.6

ISO Application

application whose MBO01 data structure includes a “1” bit in bit 17h and where bits 18h through 1Fh encode an
application family identifier as defined in ISO/IEC 15961-3

41.7
physical lay
data coding

4.1.8
slotted rand

collision-arbi
decrement t
counter reac

419
Activation

waking up a

4.1.10
battery assi

battery supp

41.11
battery assi

working mod

4112

Full Functign Sensors

sensors tha
observations

4.1.13
passive mo

working moq
threshold

4114
PacketCRC

er
and modulation waveforms used in Interrogator-to-tag and tag-to-Interrogator signalling

om anticollision

tration algorithm where tags load a random (or pseudo-random) numberiinto a slot col
nis slot counter based on Interrogator commands, and reply to the Interrogator when thei
hes zero

tag from the hibernate (4.1.19) state

lstance
prt for radio frequency communication

isted mode
e of battery assisted tags with non-empty battery

can be user configurablerand reset, can produce a detailed set of sensor measure
, and can be connected. to-the RFID tag in a variety of ways

e
le of passive-tags or battery assisted tags with battery drained below a manufacturer-sp

nter,
- slot

ment

ecific

16-bit cyclic-redundancy check (CRC) code that a tag may dynamically calculate over its PC, opfional
and Ull and backscatter during inventory

41.15

Simple Sensors

sensors that are factory programmed and not user configurable, producing a single output observation such
as a fail/pass condition or simple measurement of a particular sensor activity

4.1.16

Simple Sensor functionality

functionality whereby sensors provide a valid Simple Sensor data address and transmit Simple Sensor data
subsequent to the Ull as part of the reply to the ACK command (Type C) or as part of the TagMsg (Type D)

PC,
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7

StoredCRC
16-bit cyclic-redundancy check (CRC) code that a tag calculates over its StoredPC and Ull and stores in Ull

mem

4.1.1
reco

ory at powerup, and can backscatter during inventory

8
mmissioning

significant altering of a tag's functionality and/or memory contents, as commanded by an Interrogator, typically
in response to a change in the tag's usage model or purpose

atters during

g inventory

4119

hibefnate

state| of energy saving when the device is not required to be used

4.1.20

PacketPC

protdcol-control information that a tag with nonzero-valued XI dynamically calculatés)yand backsd
inventory

41.211

StoredPC

protdcol-control information stored in Ull memory that a tag with zero-valued XI backscatters durir
4.1.22

tag gnergized

tag in the ready, arbitrate, reply, acknowledged, open, or.secured state
41.23

tag not energized

tag not in the ready, arbitrate, reply, acknowledged, open, or secured state
5 Bymbols, abbreviated terms and notations

5.1 | Symbols

BAP battery assisted’passive

BLF backscatter-link frequency (BLF = 1/Tpri = DR/TRcal)

DR divide-ratio

FT frequency tolerance

INAGT_T, inactivity threshold

M number of subcarrier cycles per symbol

M, RF signal envelope ripple (overshoot)

Mun FHSS signal envelope ripple (overshoot)

M, FHSS signal envelope ripple (undershoot)

Mhs FHSS signal level during a hop

M, RF signal envelope ripple (undershoot)

M, RF signal level when OFF

Q slot-count parameter. Q is an integer in the range (0,15)

© ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

R=>T
RTcal
T=>R
Ty
T2
Ts
T4

Interrogator-to-tag (reader-to-tag)

Interrogator-to-tag (reader-to-tag) calibration symbol
tag-to-Interrogator (tag-to-reader)

time from Interrogator transmission to tag response

time from tag response to Interrogator transmission

time an Interrogator waits, after T4, before it issues another command

minimum time between Interrogator commands

Tsor Tr10-00%
Th

Thr

Ths

Tori

T or Tt 10-90%
Ts

Tari

T

Tr

TRcal

ull

Xfp

XXXX2

XXXXp

RF signal envelope fall time

FHSS signal envelope fall time

FHSS signal envelope rise time

time for an FHSS signal to settle to within a specified percentage of itsfinal value
backscatter-link pulse-repetition interval (T, = 1/BLF = TRcal/DR)

RF signal envelope rise time

time for an RF signal to settle to within a specified percentage of its final value
reference time interval for a data-0 in Interrogator-to<tag’signalling

fall time

rise time

tag-to-Interrogator (tag-to-reader) calibration symbol

unique item identifier

floating-point value

binary notation

hexadecimal notation

5.2 Abbre¢viated terms

AC
AFI
AMSK

ASF
ASIC
BAM

BAT
ciphertext
CRC
CRC-16

activation‘code
application family identifier

Activation Mask

application sub family

application specific integrated circuit
battery assisted mode

battery assisted tag

information that is cover-coded
cyclic redundancy check

sixteen bit CRC
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CRC-5 five bit CRC

cw continuous wave

dBch decibels referenced to the integrated power in the reference channel

DBR dead battery response

DSB double sideband

DSB-ASK double-sideband amplitude-shift keying

DSFI|D data storage format identifier

DSSB direct sequence spread spectrum

EOF end of frame

EPCM™ electronic product code

FCC Federal Communications Commission

FHSH frequency hopping spread spectrum

Handle 16-bit tag-authentication number

ITF Interrogator-talks-first
NOTE The common usage is RTF (Readertalks-first) but the more precise term is
used throughout this part of ISO/IEC 18000.

LSB least significant bit

MSB most significant bit

NoS number of sensors

NRZ non return to zero

NSI numbering system.identifier

OTP one-time progfammable

PC protocol control

PIE pulse intérval encoding

Pivof decision threshold differentiating an R=>T data-0 symbol from a data-1 symbol

Plaintext information that is not cover-coded

PM passive mode

ppm parts per million

PR-ASK phase-reversal amplitude shift keying

R/W read/write

RFU reserved for future use

RN16 16-bit random or pseudo-random number

RNG random or pseudo-random number generator

RO read only

© ISO/IEC 2013 — All rights reserved
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RTC real time clock

SDS Sensor Directory System
SOF start of frame

SS Simple Sensor

SSB single sideband

SSB-ASK single-sideband amplitude-shift keying

SSD simple sensor data

TCRS Tag Capabilities Reporting and Setting

TEDS Transducer Electronic Data Sheet

TID tag-identification or tag identifier, depending on context

UMl user-memory indicator

uTC universal coordinated time

wWC wildcard

Word 16 bits

Xl XPC_W1 indicator

XPC extended protocol control

XPC_W1 XPC word 1

XPC_W2 XPC word 2

XEB XPC extension bit110

5.3 Notatjon

This part of [SO/IEC 18000 uses the following notational conventions for Type C.

— States gnd flags are denoted.in-bold. Example: ready.

— Commapds are denoted-in italics. Variables are also denoted in italics. Where there might be confusion
between commands®and variables, this part of ISO/IEC 18000 will make an explicit statement. Exafnple:
Query.

— Command parameters are underlined. Example: Pointer.

— For logicar negation, Tabels are preceded by ~ . Example: 1T flag Is true, then ~flag Is 1alse.

— The symbol, R=>T, refers to commands or signalling from an Interrogator to a tag (reader-to-tag).

— The symbol, T=>R, refers to commands or signalling from a tag to an Interrogator (tag-to-reader).

— The term “address” is used as a synonym for “bit address”. All addresses specified in the Clauses
denoted to Type C are bit-addresses, unless specified differently (e.g. by adding an according prefix such
as “word” in “word address”). The same applies for figures, where all shown addresses are to be

interpreted as bit-addresses, unless specified differently.

— The term “word” always refers to a 16-bit word.

8 © ISO/IEC 2013 — All rights reserved
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6.1 Parameter tables
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Table 2, Table 2, Table 4 and Table 4 contain the parameters for Type C in accordance with ISO/IEC 18000-1.
Detailed description of the operating modes and parameters are specified in the subsequent clauses.

Table 1 — Interrogator to tag link parameters

Ref. Parameter Name Description Reference
. - 866-MHz—966-MHzasreqtired-by-thetocat See clause
Int:1 Operating Frequency Range regulations 6.4.1.1
Determined by local radio regulations and by See
Int:1p Default Operating Frequency the radlo-freguepcy environment at the timerof clause 6.4.1.1
the communication
. Operating Channels In accordance with the local regulations; if the See
Int:1p C e . clauge 6.4.1.2.10,
(spread-spectrum systems) channelisation is unregulated, then-as specified Annex G
Int:1E Operating F A A ified See
nt:1p perating Frequency Accuracy s specifie cladse 6.4.1.2.1
. Frequency Hop Rate . . See
Int:1d (frequency-hopping [FHSS] systems) In accordance with, the local regulations clalse 6.4.1.2.9
b Frequency Hop Sequence . . See
Int:1e (frequency-hopping [FHSS] systems) In accordance with the local regulations cladse 6.4.1.2.9
Int:2 Occupied Channel Bandwidth In accerdance with the local regulations
Int:2p Minimum Receiver Bandwidth In"accordance with the local regulations
Int:3 :;It;gogator Transmit Maximum In accordance with the local regulations
Int-4 Interrogator Transmit Spurieus As specified; tighter emission limits may be See
’ Emissions imposed by the local regulations clause 6.4.1.2.11
Int-4h E:ﬁ:;gitsorl:_rggig“(tssf:;ﬁus As specified; tighter emission limits may be See
' ' P imposed by the local regulations clauge 6.4.1.2.11
spectrum systems)
Int-ab Interrogator Transmit Spurious As specified; tighter emission limits may be See
' Emissians, Out-of-Band imposed by the local regulations clause 6.4.1.2.11
. Interrogator Transmitter Spectrum As specified; tighter emission limits may be Figure 6, Figure
Int:5 . .
Mask imposed by the local regulations 7
See
. . - clause 6.4.1.6, Fi
Int:6 Timing As specified. gure 16, Table 1
3
See
. Transmit-to-Receive Turn-Around clause 6.4.1.6, Fi
Int:6a Time 10-310ps gure 16, Table 1
3
See
Int-6b Receive-to-Transmit Turn-Around 3,5 —-610 ps when tag is in reply & clause 6.4.1.6, Fi
’ Time acknowledged states; no limit otherwise gure 16, Table 1
3
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Ref. Parameter Name Description Reference
Dwell Time or Interrogator Transmit See
Int:6¢ 9 1500 ps, maximum settling time clause 6.4.1.2.6,
Power-On Ramp .
Figure 3, Table 6
Int:6d Decay Time or Interrogator Transmit 500 ps, maximum Figure 3, Table 7
Power-Down Ramp
Int:7 Modulation DSB-ASK, SSB-ASK, or PR-ASK See
clause 6.4.1.2.2
) Spreading Sequence .
Int:7a (direct-sequence [DSSS] systems) Not applicable.
) Chip Rate .
Int:7b (spread-spectrum systems) Not applicable.
Int:7c Chip Rate Accuracy Not applicable.
(spread-spectrum systems)
See
Int:7d Modulation Depth 90% nominal clause 6.4.1.2.5,
Figure 2, Table 5
See
Int:7e Duty Cycle 48% — 82.3% (time the waveform:is high) clause 6.4.1.R.3,
Figure 1, Table 5
Int:7f FM Deviation Not applicable.
See
Int:8 Data Coding PIE clause 6.4.1{2.3,
Figure 1
) . 26.7 kbit/s to 128 kbit/s (assuming equiprobable See
Int:9 Bit Rate data) clause 6.4.1|2.4
Int:9a Bit Rate Accuracy +/— 1%, "minimum See
' ’ clause 6.4.1|12.4
. Interrogator Transmit Modulation o See
Int:10 Accuracy As specified clause 6.4.1{2.4
. . See
Int:11 Preamble Required clause 6.4.112.8
Int:11a Preamble Length As specified See
’ 9 P clause 6.4.1|2.8
Int:11b Preamble Waveform(s) As specified See Figure 4
Int:11c Bit Sync Sequence None
See
Int:11d Frame Syn¢ Sequence Required clause 6.4.1]2.8,
Figure 4
Int12 Scr?mbll\ng (spread-spectrum Not Applicable.
SYSIENTS)
. - . . ) See
Int:13 Bit Transmission Order MSB is transmitted first
clause 6.4.1.4
Int:14 Wake-up process As specified See
’ PP P clause 6.4.1.2
Int:15 Polarization Not specified

10
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Table 2 — Tag to Interrogator link parameters

Ref. Parameter Name Description Reference
Tag:1 Operating Frequency Range 860 MHz — 960 MHz, inclusive Seee:I:IaLfe
. . Tags respond to Interrogator signals that satisfy See
Tag:1a Default Operating Frequency Int-1a clause 6.4.1.1
Taa1b Operating Channels Tags respond to Interrogator signals that satisfy See
9 (spread-spectrum systems) Int:1b clause 6.4.1.2.10
See
Tag][tc Operating rrequency Accuracy As specified clagse 6.4.1.3.3
Table 9
Taahd Frequency Hop Rate Tags respond to Interrogator signals that satisfy See
9] (frequency-hopping [FHSS] systems) | Int:1d clayse 6.4.1.2.9
Taahe Frequency Hop Sequence Tags respond to Interrogator signals that satisfy See
9] (frequency-hopping [FHSS] systems) | Int:1e clayse 6.4.1.2.9
TagR Occupied Channel Bandwidth In accordance with the local regulations
Tag Transmit Maximum EIRP In accordance with the local regulations
Tag@ Transmit Spurious Emissions In accordance with the locakrégulations

Transmit Spurious Emissions, In-
Tagpa Band In accordance with the’local regulations
(spread spectrum systems)

Transmit Spurious Emissions, Out-

Tag@b In accordance with the local regulations

of-Band
Tagp Transmit Spectrum Mask In accordance with the local regulations
See
| Transmit-to-Receive Turn-Around 35— 610 ps in reply & acknowledged states; | clause 6.4.1.6, Fi
TagPpa ) - .
Time no limit otherwise gure 16, Table 1
3
See
| Receive-to-Transmit Turn-Around clauge 6.4.1.6, Fi
Tagpb Time 10-310ps guré 16, Table 1
3
| Dwell Time or Transmit Power-On . See
Tagipc Ramp Receive commands 1.5 ms after power-up claluse 6.4.1.2
| Decay Time or Transmit Power- .
Tagied Down Ramp Not applicable.
] . . See
Tagfr Modulation ASK and/or PSK modulation (selected by tag) clalse 6.4.1.3.1
] Spreading Sequence .
Tag{ra (direct sequence [DSSS] systems) Not applicable.
) Chip Rate .
Tag:7b (spread spectrum systems) Not applicable.
) Chip Rate Accuracy .
Tag:7c (spread spectrum systems) Not applicable.
Tag:7d On-Off Ratio Not specified

© ISO/IEC 2013 — All rights reserved 11


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

Ref. Parameter Name Description Reference
See
Tag:7e Subcarrier Frequency 40 kHz to 640 kHz clause 6.4.1.3.3
Table 9
Tag:7f Subcarrier Frequency Accuracy As specified Table 9
See
Tag:7g Subcarrier Modulation Miller, at the data rate clause 6.4.1.3.2.3
Figure 13
See
. FMO: 50%, nominal clause 6.4:1.3.2.1
Tag:7h Duty Cycle Subcarrier: 50%, nominal ,
64.1.3.2.8
Tag:7i FM Deviation Not applicable.
Taa:8 Data Codi Baseband FMO or Miller-modulated subcarrier See
ag: ata Loding (selected by the Interrogator) clause 6.4.1{3.2
See
. . FMO: 40 kbps to 640 kbps
Tag:9 Bit Rate Subcarrier modulated: 5 kbps to 320 kbps clause 6.4.1:3.3
Table 9
See
. . Same as Subcarrier Frequeney)Accuracy; see clause 6.4.1.8.3,
Tag:9a Bit Rate Accuracy Tag:7f Table 9, Tahle 1
0
) Tag Transmit Modulation Accuracy .
Tag:10 (frequency-hopping [FHSS] systems Not applicable-
See
Tag:11 Preamble Required clause 6.4.1.3.2.2
, See
clause 6.4.1.3.2.4
- See Table|9,
Tag:11a Preamble Length As specified See Figure|15
o See Table|9,
Tag:11b Preamble Waveform As specified See Figure|15
Tag:11c Bit-Sync Sequence None
Tag:11d Frame-Sync Sequence None
) Scrambling .
Tag:12 (spread-specirium:-systems) Not applicable.
Tag:13 Bit Transmission Order MSB is transmitted first See
clause 6.4.1.
Tag:14 Reserved Deliberately left blank.
Tag:15 Peldrization Tag dependent; not specified by this document
Tag:16 Minimum Tag Receiver Bandwidth Tag dependent; not specified by this document
12 © ISO/IEC 2013 — All rights reserved
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Table 3 — Protocol parameters

Ref. Parameter Name Description Reference
P:1 Who talks first Interrogator See clause 6.4
P:2 Tag addressing capabilit As specified See
' 9 9 cap y P clause 6.4.2.1
. . ) See
P:3 Tag ID Contained in tag memory clause 6.4.2.1.3
. . e See
P:3a Tag ID Length Variable, as specified in clause 6.4.2.1.3 clause 6.4.2.1.3
P:3b Tag ID Format see clause 6.4.2.1.3 See
' 9 i clajse 6.4.2.1.3
See
P:4 Read size Multiples of 16 bits. clause 6'24'2'11'3
Table 34
See
claupe 6.4.2.11.3
.3,
P:5 Write Size Multiples of 16 bits Table 36,
See
claupe 6.4.2.11.3
.7, Table 47
- Read T don Ti Varied with R=>T and T=>R link rate and ok Sse: 2113
: ead Transaction Time number 6f bits being read claupe 2 2.11.
See
claupe 6.4.2.11.3
. . I 20 ms (maximum) after end of Write 3,
P:7 Write Transaction Time command See
claupe 6.4.2.11.3
.7] Figure 22
Interrogator-to-tag:
Select command: CRC-16
Query command: CRC-5
Other Inventory commands: Command length s
ee
Access commands: CRC-16
, clalise 6.4.2.10
P:8 Error detection Tag-to-Interrogator: dit
PC, Ull: CRC-16 e
RN16: None or CRC-16 (varies with sgibsections
command)
handle: CRC-16
All other: CRC-16
P:9 Error correction None
) . Tag dependent, extensible (size is neither
P10 Memory size limited nor specified by this document)
P:11 Command structure and extensibility | As specified. Table 19

© ISO/IEC 2013 — All rights reserved
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Table 4 — Anti-collision parameters

Ref. Parameter Name Description Reference
A:1 Type (Probabilistic or Deterministic) Probabilistic Seee‘;:l:Lése
Linear up to 2" tags in the Interrogator’s See
A2 Linearity RF field; above that number, NlogN for tags |  jause 6.4.2.8
with unique Ulls
. . . . . . See
A:3 Tag inventory capacity Unlimited for tags with unique Ulls. , 6-42.8
CidUuot V. 5. £.

6.2 Protocol overview

6.2.1

Physical layer

An Interrogdtor sends information to one or more tags by modulating an RF carrier*using double-side
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6.3 Command types and command structure

6.3.1

General

This clause defines 4 command types: Mandatory, optional, custom, and proprietary.

All commands defined in this International Standard are either mandatory or optional, as specified in the
definition of the command itself. Custom or proprietary commands are vendor-defined.
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6.3.2 Mandatory

Conformant tags shall support all mandatory commands.
Conformant Interrogators shall support all mandatory commands.
6.3.3 Optional

Tags may or may not support optional commands.

Interrogators may or may not support optional commands.

If anjoptional command is used, it shall be implemented in the manner specified in this document.

6.3.4 Custom

Custpm commands are not specified in this document.
An Interrogator shall issue a custom command only after (i) singulating a tag;»and (ii) reading (orl having prior
knowledge of) the tag manufacturer’s identification in the tag’s TID mémory. An Interrogator| shall use a

custom command only in accordance with the specifications of the tag manufacturer identified in the tag ID.

A custom command shall not solely duplicate the functionality of any mandatory or optional command defined
in this International Standard by a different method.

6.3.5 Proprietary

Proprietary commands are not specified in this document.

All groprietary commands shall be capable*of being permanently disabled. Proprietary commands are
intended for manufacturing purposes and shall not be used in field-deployed RFID systems.

6.4 | Description of operating procedure

The pperating procedure defines:the physical and logical requirements for an ITF, random-slofted collision
arbitration, RFID system operating in the 860 MHz — 960 MHz frequency range.

6.4.1 Signalling

The pignalling interface between an Interrogator and a tag may be viewed as the physical layer|in a layered
netwprk communication system. The signalling interface defines frequencies, modulation, datg coding, RF
envelope, data.rates, and other parameters required for RF communications.

6.4.1.1°{ Operational frequencies

Tags shall receive power from and communicate with Interrogators within the frequency range from 860 MHz
to 960 MHz, inclusive. An Interrogator’s choice of operational frequency will be determined by local radio
regulations and by the local radio-frequency environment. Interrogators that are claimed to operate in Dense-
Interrogator environments shall support, but are not required to always use, the optional Dense-Interrogator
mode described in Annex G.

6.4.1.2 Interrogator-to-Tag (R=>T) communications

An Interrogator communicates with one or more tags by modulating an RF carrier using DSB-ASK, SSB-ASK,
or PR-ASK with PIE encoding. Interrogators shall use a fixed modulation format and data rate for the duration
of an inventory round, where “inventory round” is defined in ISO/IEC 19762. The Interrogator sets the data
rate by means of the preamble that initiates the round.
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The high values in Figure 1, Figure 2, Figure 3, Figure 4 and Figure 5, correspond to emitted CW (i.e. an
Interrogator delivering power to the tag or tags) whereas the low values correspond to attenuated CW.

6.4.1.2.1 Interrogator frequency accuracy

Interrogators that claim to operate in single- or Multiple-Interrogator environments shall have a frequency
accuracy that meets the local regulations.

Interrogators that are claimed to operate in Dense-Interrogator environments shall have a frequency accuracy
of +/— 10 ppm over the nominal temperature range (-25 °C to +40 °C), and +/— 20 ppm over the extended
temperature range (—40°C to +65 °C) while transmitting, unless the local regulations specify tighter accuracy,
in which casgthe Intefrogator frequency accuracy shall meet the focal regulations.

Interrogatord rated by the manufacturer to have a temperature range wider than nominal but diffesent|from
extended shall have a frequency accuracy of +/— 10 ppm over the nominal temperature range and #/— 20| ppm
to the extemt of their rated range. If the local regulations specify tighter frequency accurdacy then the
Interrogator shall meet the local regulations.

6.4.1.2.2 Modulation

Interrogatorqd shall communicate using DSB-ASK, SSB-ASK, or PR-ASK modulation, detailed in Anngx H.
Tags shall demodulate all three modulation types.

6.4.1.2.3 Pata encoding

The R=>T link shall use PIE, shown in Figure 1. Tari is the refefence time interval for Interrogator-tp-tag
signalling, apd is the duration of a data-0. High values représent transmitted CW,; low values reprgsent
attenuated GW. Pulse modulation depth, rise time, fall time, and PW shall be as specified in Table 5, and|shall
be the samqg for a data-0 and a data-1. Interrogators shalkuse a fixed modulation depth, rise time, fall time,
PW, Tari, data-0 length, and data-1 length for the duration’of an inventory round. The RF envelope shall e as
specified in Figure 2.

—— 1.5 Tari < data-1 < 2.0 Tari ——P>|

< Tari >l 0.5 Tari< x <L Tari >
PW PW
—P —
data-0
data-1

Figure 1 — PIE Symbols
6.4.1.2.4 Tarivalues

Interrogators shall communicate using Tari values in the range of 6.25us to 25us. Interrogator compliance
shall be evaluated using at least one Tari value between 6.25us and 25us with at least one value of the
parameter x. The tolerance on all parameters specified in units of Tari shall be +/-1%. The choice of Tari
value and x shall be in accordance with local radio regulations.

6.4.1.2.5 R=>T RF envelope

The R=>T RF envelope shall comply with Figure 2 and Table 5. The electric or magnetic field strength A (as
appropriate) is the maximum amplitude of the RF envelope, measured in units of V/m or A/m, respectively.
Tari is defined in Figure 1. The pulsewidth is measured at the 50% point on the pulse. An Interrogator shall not
change the R=>T modulation type (i.e. shall not switch between DSB-ASK, SSB-ASK, or PR-ASK) without
first powering down its RF waveform (see 6.4.1.2.7).
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PR-ASK Modulation
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Figure 2 — Interrogator-to-Tag RF envelope
Table 5 — RF envelope parameters
Tari Parameter Symbol Minimum Nominal Maximum Units
Modulation Depth (A-B)/A 80 90 100 %
RF Envelope Ripple Mn =M, 0 0.05(A-B) V/im
6.25 s
to RF Envelope Rise Time tr10-90% 0 0.33Tari us
25
He RF Envelope Fall Time tr,10-00% 0 0.33Tari us
RF Pulsewidth PW MAX(0.265Tari, 2) 0.525Tari V&
6.4.1.2.6 Interrogator power-up waveform
The [nterrogator power-up*RF envelope shall comply with Figure 3 and Table 6. Once the carrjer level has
risen above the 10%evel, the power-up envelope shall rise monotonically until at least the ripple|limit M,. The
RF gnvelope shallvnot fall below the 90% point in Figure 3 during interval Ts. Interrogators shiall not issue
commands beforethe end of the maximum settling-time interval in Table 6 (i.e. before the| end of T,).
Interfogators (Shall meet the frequency-accuracy requirement specified in 6.4.1.2.1 by the end o¢f interval T;
in Figure 3:
6.4.1.2:7" Interrogator power-down waveform

The Interrogator power-down RF envelope shall comply with Figure 3 and Table 7. Once the carrier level has
fallen below the 90% level, the power-down envelope shall fall monotonically until the power-off limit Ms. Once
powered off, an Interrogator shall remain powered off for a least 1ms before powering up again.

© ISO/IEC 2013 — All rights reserved
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4 Electric field strength
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, Y
v 4 A ¥ ‘ 0/0A_>
Pl QP gy — g e
Tr Ts Tf
Figure 3 — Interrogator power-up and power-down RF envelope
Table 6 — Interrogator power-up waveform parameters
Parameter Definition M|r:1|1mu No:m Maximum Units
T, Rise time 1 500 us
Ts Settling time 1500 us
Ms Signal level when OFF 1 % full scale
M Undershoot 5 % full scale
M Overshoot 5 % full scale
Table 7 — Interrogator power-down waveform parameters
Parameter Definition Minimum Nominal | Maximum Units
Tt Fall'time 1 500 us
Mg Signal Jevel when OFF 1 % full scale
M Undershoot 5 % full scale
Mh Overshoot 5 % full scale
6.4.1.2.8 =>T preamble and frame-sync

An Interrogator shall begin all R=>T signalling with either a preamble or a frame-sync, both of which are
shown in Figure 4. A preamble shall precede a Query command (see 6.4.2.11.2.1) and denotes the start of an
inventory round. All other signalling shall begin with a frame-sync. The tolerance on all parameters specified in
units of Tari shall be +/-1%. PW shall be as specified in Table 5. The RF envelope shall be as specified
in Figure 2.
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R=>T Preamble

1 Tari 2.5 Tari < RTcal < 3.0 Tari 1.1RTcal < TRcal < 3 RTcal
< > < > < >
12.5ps +/- 5% PW PW PW
<+ <P
| delimiter data-0 R=>T calibration (RTcal) T=>R calibration (TRcal)

R=>1 Frame-sync

1 Tari 2.5 Tari <RTcal < 3.0 Tari
< >«
12.5us +— 5% PW PW
<+
| delimiter data-0 R=>T calibration (RTcal)

Figure 4 — R=>T preamble and frame-sync

A preamble shall comprise a fixed-length start delimiter, a data*@ symbol, an R=>T calibration (RTcal) symbol,
and @ T=>R calibration (TRcal) symbol.

RTcal: An Interrogator shall set RTcal equal to the‘length of a data-0 symbol plus the length of a data-1
symbol (RTcal = Ojngth + Tiengn). A tagwshall measure the length of RTcal apd compute
pivot = RTcal / 2. A tag shall interpret subsequent Interrogator symbols shorter than pivdt to be data-
0s, and subsequent Interrogator symbols.longer than pivot to be data-1s. A tag shall interpret symbols
longer than 4 RTcal to be invalid. Prior to changing RTcal, an Interrogator shall transmit CW for a
minimum of 8 RTcal.

TRcal: An Interrogator shall specify™a tag’s backscatter link frequency (its FMO datarate or the frequency
of its Miller subcarrier) using’ the TRcal and divide ratio (DR) in the preamble gnd payload,
respectively, of a Query-command that initiates an inventory round. Equation (1) $pecifies the
relationship between the backscatter link frequency (BLF), TRcal, and DR. A tag shall measure the
length of TRcal, compute BLF, and adjust its T=>R link rate to be equal to BLF (Table 9 shows BLF
values and tolerances). The TRcal and RTcal that an Interrogator uses in any inventory round shall
meet the constraints in Equation (2):

BLF = DR )
TRcal
1.1xRTcal < TRcal < 3xRTcal (2)

A frgme=sync is identical to a preamble, minus the TRcal symbol. An Interrogator, for the ddration of an
inventory round, shall use the same length RTcal in a frame-sync as it used in the preamble that initiated the
round.

6.4.1.2.9 Frequency-hopping spread-spectrum waveform

When an Interrogator uses frequency-hopping spread spectrum (FHSS) signalling, the Interrogator's RF
envelope shall comply with Figure 5 and Table 8. The RF envelope shall not fall below the 90% point
in Figure 5 during interval Ty. Interrogators shall not issue commands before the end of the maximum settling-
time interval in Table 8 (i.e. before Tys). The maximum time between frequency hops and the minimum RF-off
time during a hop shall meet local regulatory requirements. Interrogators shall meet the frequency-accuracy
requirement specified in 6.4.1.2.1 by the end of interval T, in Figure 5.
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6.4.1.2.10 Frequency-hopping spread-spectrum channelisation

Interrogators that are claimed to operate in single-Interrogator environments shall meet the local regulations
for spread-spectrum channelisation. Interrogators that are claimed to operate in multiple- or Dense-
Interrogator environments shall meet the local regulations for spread-spectrum channelisation, unless the
channelisation is unregulated, in which case Interrogators shall adopt the channelisation described
by Annex G (Annex G describes multiple- and Dense-Interrogator channelised signalling).

4 Electric field strength
Iv'hh
/ /44441/\ 4
— Y 41009

v NC ~ 100%

A 777 A A

90% 90% My,

10% 10%\ ™
7 Tvmo
Yt et teeeeeeezal IR N & > °/°ti_m'e
Thr Ths Thf
Figure 5 — FHSS Interrogator RF envelope
Table 8 — FHSS waveform parameters
Parameter Definition Minimy Nomin Maximu Units
m al m
Thr Rise time 500 V&
Ths Settling time 1500 V&
The Fall time 500 us
Mhs Signal levelduring hop 1 % full scale
M Undershoot 5 % full scale
Mnn Overshoot 5 % full scale
6.4.1.2.11 Transmit mask
Interrogatorg ‘that are claimed to operate according to this International Standard shall meet the

local

regulations for out-of-channel and out-of-band spurious radio-frequency emissions.

Interrogators that are claimed to operate in Multiple-Interrogator environments, in addition to meeting the local
regulations, shall also meet the Multiple-Interrogator Transmit Mask specified in this International Standard:

Multiple-Interrogator Transmit Mask: For an Interrogator transmitting random data in channel R, and

any other channel S#R, the ratio of the integrated power P() in channel S to that in channel R shall not
exceed the specified values:

IR — S| = 1: 10log+0(P(S) / P(R)) < —20 dB
IR — S| = 2: 10l0g10(P(S) / P(R)) < =50 dB
IR — S| = 3: 10l0g+0(P(S) / P(R)) < —60 dB

20
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IR — S| > 3: 10l0g+0(P(S) / P(R)) < —65 dB
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Where P() denotes the total integrated power in the specified channel. This mask is shown graphically in
Figure 6, with dBch defined as dB referenced to the integrated power in the reference channel. The channel
width shall be as specified by the local regulations, unless the width is unregulated, in which case
Interrogators shall adopt a channel width as described in Annex I. The channel spacing shall be set equal
to the channel width (measured channel centre to channel centre). For any transmit channel R, two
exceptions to the mask are permitted, provided that

neither exception exceeds —50 dBch, and
neither exception exceeds local regulatory requirements.

An exception occurs when the integrated power in a channel S exceeds the mask. Each channel that

e
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regu
the g
Inter|
Inter|
Inter|
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envir

ceeds the mask shall be counted as an exception.

ogators that are claimed to operate in Dense-Interrogator environments shall meet bg
ations and the Transmit Mask shown in Figure 6 of this International Standard, exeeptwhen
ptional Dense-Interrogator mode described in Annex G, in which case they shall instead mes
ogator Transmit Mask described below and shown in Figure 7. Interrogators may meet]
ogator Transmit Mask during non-Dense-Interrogator operation. Regardless of the

ptions to the transmit mask that are allowed for Interrogators certified for operation in Multiplg
onments.

Integrated Power

A

channel: -4 -3 -2 -1 (I) 1 2 3 4
\ ¢
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Figure'6 — Transmit mask for Multiple-Interrogator environments

Dense-Interrogator Transmit Mask: For Interrogator transmissions centred at a frequency
andwidth Rgw also centred at £, an offset frequency f, = 2.5/Tari, and a 2.5/Tari bandwidth
t (n x f)+ f; (integer n), the ratio of the integrated power P() in Sgy to that in Ry with the
fansmitting random data shall not exceed the specified values:

th the local
operating in
t the Dense-
the Dense-
mask used,

ogators certified for operation in Dense-Interrogator environments shall not be permifted the two

-Interrogator

f., a 2.5/Tari
Sgw centred
Interrogator

|n| =1: 10|Og1o(P(SBw) / P(RBw)) <-30dB

In| = 2: 10log1o(P(Saw) / P(Rew)) < —60 dB
|n| > 2: 10log10(P(Sew) / P(Rew)) < —65 dB

Where P() denotes the total integrated power in the 2.5/Tari reference bandwidth. This mask is shown
graphically in Figure 7, with dBch defined as dB referenced to the integrated power in the reference
channel.
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T Integrated Power
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f
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Figure 7 — Transmit mask for Dense-Interrogator environments

NOTE It|lis recommended that future Interrogator designs fulfill the Dense Interrogator transmit mask. Additional
information is jprovided in Annex Q.

6.4.1.3 Tag-to-Interrogator (T=>R) communications

A tag commuynicates with an Interrogator using backscattér;modulation, in which the tag switches the reflgction
coefficient of its antenna between two states in accordance with the data being sent.

A tag shall backscatter using a fixed modulation*format, data encoding, and data rate for the duration pf an
inventory rolind, where “inventory round” is defined in 6.4.2.8. The tag selects the modulation formaf; the
Interrogator pelects the encoding and data rateé by means of the Query command that initiates the round| The
low values in Figure 9, Figure 10, Figure(11, Figure 13, Figure 14 and Figure 15 correspond to the antgnna-
reflectivity state the tag exhibits during the CW period prior to a T=>R preamble (e.g. an ASK tag absorbing
power), whefeas the high values correspond to the antenna-reflectivity state the tag exhibits during the first
high pulse of a T=>R preamble (e.g: an ASK tag reflecting power).

6.4.1.3.1 odulation

Tag backscatter shall\use ASK and/or PSK modulation. The tag vendor selects the modulation fofmat.
Interrogatorg shall demodulate both modulation types.

6.4.1.3.2 ta encoding

Tags shall encode the backscattered data as either FMO baseband or Miller modulation of a subcarrier at the
data rate. The Interrogator commands the encoding choice.

6.4.1.3.21 FMO baseband

Figure 8 shows basis functions and a state diagram for generating FMO (bi-phase space) encoding. FMO
inverts the baseband phase at every symbol boundary; a data-0 has an additional mid-symbol phase inversion.
The state diagram in Figure 8 maps a logical data sequence to the FMO basis functions that are
transmitted. The state labels, S1—S4, indicate four possible FM0-encoded symbols, represented by the two
phases of each of the FMO basis functions. The state labels also represent the FMO waveform that is
transmitted upon entering the state. The labels on the state transitions indicate the logical values of the data
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sequence to be encoded. For example, a transition from state S, to S; is disallowed because the resulting
transmission would not have a phase inversion on a symbol boundary.

Figure 9 shows generated baseband FMO symbols and sequences. The duty cycle of a 00 or 11 sequence,
measured at the modulator output, shall be a minimum of 45% and a maximum of 55%, with a nominal value
of 50%. FMO encoding has memory; consequently, the choice of FMO sequences in Figure 9 depends on prior

transmissions. FMO signalling shall always end with a “dummy” data-1 bit at the end of a transmission, as
shown in Figure 10.

FMO Basis Functions FMO Generator State Diagram
data-0 data-1
A sV s4(t)
1 1

Q
T
3 T
=0 > >
g time () 0 T time (t)
(1]

-1

\J
S3(t) = _sz(t) S4(t) = _51(t)
Figure 8 — FMO basis functions and generator state diagram
FMO Symbols FMO Sequences
0 0 00| 00
1 1 ' o1] 01
10] 10
1] 11 | B
Figure 9 — FMO0 symbols and sequences

FMO End-of-Signaling

0 i dummy 1

o1 ' dummy 1 | I ' dummy 1 |

o
5
c
3
3
<

Figure 10 — Terminating FMO transmissions
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FMO preamble

T=>R FMO signalling shall begin with one of the two preambles shown in Figure 11. The choice depends on
the value of the TRext bit specified in the Query command that initiated the inventory round, unless a tag is
replying to a command that writes to memory, in which case a tag shall use the extended preamble regardless
of TRext (i.e. the tag replies as if TRext=1 regardless of the TRext value specified in the Query—

see 6.4.2.11.3). The “v” shown in Figure 11 indicates an FMO violation (i.e. a phase inversion should have

occurred but

did not).

FMO Preamble (TRext = 0)

6.4.1.3.2.3

Figure 12 sh
its phase be
data-1 symh
functions. T
phases of e
that is gener
square-wave
data sequer
resulting tran

Figure 13 sh
or eight subg
inventory rod
a minimum
consequent!
shall always

| s I | —1 . | — |
[ 1 1 | |
100110V

FMO Preamble (TRext = 1)
:4— 12 leading zeros (pilot tone) —}:

0! 0| ioi L0

=

0

1

Figure 11 — FMO T=>R preamble

Miller-modulated subcarrier

ows basis functions and a state diagram for generating Miller encoding. Baseband Miller in
ween two data-0s in sequence. Baseband Miller‘also places a phase inversion in the middle
ol. The state diagram in Figure 12 maps-@ logical data sequence to baseband Miller
ne state labels, S1—S,, indicate four possible Miller-encoded symbols, represented by thq
bch of the Miller basis functions. The-state labels also represent the baseband Miller wave
pted upon entering the state. The tratismitted waveform is the baseband waveform multiplied
at M times the symbol rate. The labels on the state transitions indicate the logical values ¢

smission would have a phase’inversion on a symbol boundary between a data-0 and a data-

ows Miller-modulated.subcarrier sequences; the Miller sequence shall contain exactly two,
arrier cycles per bit,;"depending on the M value specified in the Query command that initiate
nd (see Figure 12).“The duty cycle of a 0 or 1 symbol, measured at the modulator output, sh

, the choiee of Miller sequences in Figure 13 depends on prior transmissions. Miller sign
end withay*dummy” data-1 bit at the end of a transmission, as shown in Figure 14.
M
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ce to be encoded. For examplg, a transition from state S; to S; is disallowed becausg¢ the
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of 45% and a.maximum of 55%, with a nominal value of 50%. Miller encoding has memory;

alling

amplitude
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data-0 data-1
A st s,(t)
11 1
| - T | -
0 T time (t) time (t)
-1 L
\/
S4(t) = _51(t) s3(t) = _sz(t)

Figure 12 — Miller basis functions and generator state diagram
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Miller Subcarrier Sequences

M=4

=
Il
o
o
=3

ooo||||||||:|||||||.'|||||||
]

oo1||||l||||| L oo1||||||||l|||||‘||‘|||| 1

o1o|||||| |||||: o1o|||||||||||| |||||||||||":

o11|||||| ||| |i o11||||||||'||| ||||||| 1T
] ] | ] |

1oo|| |||||:'|||: 1oo|||| |||||||||||:'|||||||

1071 i-ll_lhl-ll—lunul—l LE 1071 i-ll_lhl_lhuﬁl_lnuhununl_]hul_lul—i

110 : 110

o

-—

—
eceblhacdeccdecclcccalbldaacdaa

Figure 13 — Subcarrier sequences

Miller End-of-Signaling

[ Ep Spp— R FEpE

M2 ' L1 1 ! l . ' | L ! | | :l

: 0 ' dummy1 : : 0 : dummy1 :

I | L1 | [ I - l | | L

; 1 i dummy1 ; ; 1 i dummy1 i
M O T e, oy e

E 0 ; dummy1 ; ; 0 ; dummy1 ;

; 1 i dummy1 ; ; 1 i dummy1 i
m=s AU ... ooy .

E 0 i dummy1 E E 0 i dummy1 i

i 1 : dummy1 i i 1 i dummy1 i

Figure 14 — Terminating subcarrier transmissions
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Miller subcarrier preamble

T=>R subcarrier signalling shall begin with one of the two preambles shown in Figure 15. The choice depends
on the value of the TRext bit specified in the Query command that initiated the inventory round, unless a tag is
replying to a command that writes to memory, in which case a tag shall use the extended preamble regardless
of TRext (i.e. the tag replies as if TRext=1 regardless of the TRext value specified in the Query—

see 6.4.2.11

< 4 M/H

3).

Miller Preamble (TRext = 0)

LF®i 011

4———A4M/BLF—» 0

MUINHUHHUHHHHHUUWHHMHJUWHHHUWUWUWUWHUHU]MHHMH

<4——— 4 M/BLF ————»

Miller Preamble (TRext = 1)

w=2 [ LALLM A T,
< 16 M/BLF » 011101111 ,1y
w=a [IITATIAATATAMA. - - ﬂIHlIlﬂﬂHﬂﬂJlﬂﬂJU]JHlﬂIUlﬂMLﬂﬂﬂJUHHﬂHHUHWUl
< 16 M/BLF
w=g [[[II\LA. - HHMHUHHWMUHHUHHUHHUUUMWHHWHMWHUHUHHHHM
<4—— 16 M/BLF ————» 0
Figure 15 — Subcarrier T=>R preamble
6.4.1.3.3 Tag supported Tari values:and backscatter link rates
Tags shall gupport all R=>T Tarizvalues in the range of 6.25us to 25us, over all parameters allowg
6.4.1.2.3.
Tags shall support the T=>R link frequencies and tolerances specified in Table 9, and the T=>R data
specified in Table 10. The‘frequency-variation requirement in Table 9 includes both frequency drift and s

term frequer
an inventory
TRcal. BLF

round-specifies DR in Table 9 and M in Table 10; the preamble that precedes the Query spe
is,.computed using Eq. (1). These four parameters together define the backscatter frequ

modulation t

E -5

d by

rates
hort-

cy variafion during tag response to an Interrogator command. The Query command that inifiates

cifies
BNcy,

pe(FMO or Miller), and T=>R data rate for the round (see also 6.4.1.2.8).
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Table 9 — Tag-to-Interrogator link frequencies

DR: TReal® BLF: Link Frequency Frequency Frequency
Divide (1S +— 1%) Frequency Tolerance FT (-25 °C | Tolerance FT (-40 °C | variation during
Ratio H ° (kHz) to 40 °C) to 65 °C) backscatter

33.3 640 +/-15% +/-15% +/-25%

33.3 < TRcal < 66.7 | 320 < BLF < 640 +/-22% +/-22% +/-25%

66.7 320 +/-10% +/-15% +/-25%

66.7 < TRcal < 83.3 | 256 < BLF < 320 +/-12% +/-15% +/-25%

673 833 256 71— 10% 7= 10% F1-2.5%
83'31<3g§°a' = 1160 < BLF < 256 +/=10% +/=12% +|-2.5%

1333 ;OBRca'E 107 < BLF < 160 =% =% +]-25%

200 < TRcal <225 | 95 <BLF <107 +/-5% +/-5% +1-2.5%

17.2 < TRcal <25 | 320 < BLF <465 +/-19% + <19% +1-2.5%

25 320 +/-10% +// — 15% +1-2.5%

25 < TRcal < 31.25 | 256 < BLF < 320 +/-12% +/-15% +1-2.5%

g 31.25 256 +/-10% +/-10% +1-2.5%
31.25 < TRcal <50 | 160 < BLF < 256 +/-10% +/-10% +1-25%

50 160 + /7% +/-7% +1-2.5%

50 <TRcal <75 |107 <BLF <160 +HK=T% +/-7% +[-2.5%

75 <TRcal <200 | 40 <BLF <107 +/—-4% +/-4% +1-2.5%

RTcql.

Allowing two different TRcal values (with two different DR values) to specify the same BLF offers flexibility in spe

ifying Tari and

Table10 — Tag-to-Interrogator data rates

M: Number of subcarrier cycles per symbol

Modulation type

Data rate (kbit/s)

1 FMO baseband BLF

2 Miller subcarrier BLF/2
4 Miller subcarrier BLF/4
8 Miller subcarrier BLF/8

NOTE

The M values supported by the specified commands are specified with the commands.

6.4.1.3.4 Tag power-up timing

Tags energized by an Interrogator shall be capable of receiving and acting on Interrogator commands within a
period not exceeding the maximum settling-time interval specified in Table 6 or Table 8, as appropriate (i.e. by

the end of within T or T,

hs?
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6.4.1.3.5

The tag man

or equiv

the man

for the tag m

the free-

Minimum operating field strength and backscatter strength

ufacturer shall specify:

space sensitivity,

alent (phase modulation), and

ufacturer's normal operating conditions,

ounted on one or more manufacturer-selected materials.

Information @bout the measurement of those parameters is provided in ISO/IEC 18046-3.

6.41.4 T

The transmig

ansmission order

sion order for all R=>T and T=>R communications shall be most-significant bit(MSB) first.

the minimum relative backscattered modulated power (ASK modulation) or change in radar cross-section

Within each message, the most-significant word shall be transmitted first.
Within each word, the MSB shall be transmitted first.
6.4.1.5 Cyclic Redundancy Check (CRC)
A CRC is a ¢yclic-redundancy check that a tag uses to ensure the validity of certain R=>T commands, and an
Interrogator [uses to ensure the validity of certain backscattered F=>R replies. This International Standard
uses two CRC types: (i) a CRC-16 and (ii) a CRC-5. Annex F describes both CRC types.
To generatela CRC-16 a tag or Interrogator shall first generate.the CRC-16 precursor shown in Table 11} and
then take the ones-complement of the generated precursor‘teform the CRC-16.
A tag or Injerrogator shall verify the integrity of axreceived message that uses a CRC-16. The t4g or
Interrogator may use of the methods described in Annex F to verify the CRC-16.
At powerup, [a Tag calculates and saves into memory a 16-bit StoredCRC - See 6.4.2.10.
Tags shall append a CRC-16 to those replies that use a CRC-16. — See 6.4.2.10 for command specific [reply
formats.
To generate|a CRC-5 an Interrogator.shall use the definition in Table 12.
A tag shall yerify the integrity(of a received message that uses a CRC-5. The tag may use the methqad as
described in[Annex F to verify.a CRC-5.
Interrogator ghall append-the appropriate CRC to R=>T transmissions as specified in Table 19.
Table 11 — CRC-16 precursor
CRC-16 precursor
CRC Type Length Polynomial Preset Residue
ISO/IEC 13239 16 bits X+ x"2+ X+ 1 FFFF, 1DOFy,
Table 12 — CRC-5 definition
CRC-5 Definition
CRC Type Length Polynomial Preset Residue
— 5 bits X4+ 1 010012 00000
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6.4.1.6 Link timing

Figure 16 illustrates R=>T and T=>R link timing. The figure (not drawn to scale) defines Interrogator
interactions with a tag population. Table 13 shows the timing requirements for Figure 16, while 6.4.2.10
describes the commands. Tags and Interrogators shall meet all timing requirements shown in Table 13. RTcal
is defined in 6.4.1.2.8; T, is the T=>R link period (T, = 1 / BLF). As described in 6.4.1.2.8, an Interrogator
shall use a fixed R=>T link rate for the duration of an inventory round; prior to changing the R=>T link rate, an
Interrogator shall transmit CW for a minimum of 8 RTcal.

Single Tag Reply

QueryRep
th
Interrogator]||[serect ]| &4t |["auery I[|[ 1t [ I ek IS [N werme | comman i
Ull is valid
NAK | I_VAK_ifUII/'s
invalid

Tag PCIXPC + Ull + CRE.\|

Ts T T, T, T2
-— > - - -

<— Collided Reply —<— No Reply ——<——-C~  Invalid ACK —

Interpogator ||[_auery ][4, ]| [auersmer | [ azemer J[][3G5 1 11] ek [ 38, | [fpervmee]|

Collision No. \! No
Detected |Reply Reply|
{
T1 T2 T1 T3 T‘I T2 T1 T3
- - - - - S

Figure 16 — Link timing

Table 13 — Link timing parameters

Parameter Minimum Nominal Maximum Description

Time from Interrogator transmi|ssion to tag
response (specifically, the time [from the last
MAX(RTcal,10Ty) | rising edge of the last bit of thg Interrogator
x (1 + |FT|) + 2us | transmission to the first rising edge of the tag
response), measured at the tag’s antenna
terminals.

MAX(RTcal,10Tyr)

[ ) % (1= FT)) - 2us

MAX(RTcal,10Tr)

Interrogator response time required if a tag
is to demodulate the Interrogator signal,
T 3.0Tpii 20.0Tpii measured from the end of the last (dummy)
bit of the tag response to the first falling
edge of the Interrogator transmission.

Time an Interrogator waits, after T+, before it

Ts 0.0Tpn issues another command

Minimum  time  between Interrogator

Ty 2.0 RTcal
commands
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The following items apply to the requirements specified in Table 13:

6.4.2 Tag selection, inventory, and access

1) Ty denotes either the commanded period of an FMO symbol or the commanded period of a single
subcarrier cycle, as appropriate.

2) A tag may exceed the maximum value for T4 when responding to commands that write to memory —
see, for example, 6.4.2.11.3.3.

3) The maximum value for T, shall apply only to tags in the reply or acknowledged states
(see 6.4.2.4.3 and 6.4.2.4.4). For a tag in the reply or acknowledged states, if T, expires (i.e.
reaches its maximum value):

— | Without the tag receiving a valid command, the tag shall transition to the arbitrate’|state
(see 6.4.2.4.2).

— | During the reception of a valid command, the tag shall execute the command.

— | During the reception of an invalid command, the tag shall transitiony-to arbitrate upon
determining that the command is invalid.

— | In all other states the maximum value for T, shall be unrestricted.”A tag shall be allowed a
tolerance of 20.0Tpri < T2(max) < 32Tpri in determining whether T2 has expired. “Invalid
command” is defined in 6.4.2.11.

4) An [Interrogator may transmit a new command prior to intervallT (i.e. during a tag response). In this
casg the responding tag is not required to demodulate or0therwise act on the new command| and
may undergo a power-on reset.

5) FT |s the frequency tolerance specified in Table 9.

6) T

-+

T3 shall not be less than T,.

Tag selection, inventory, and access may/be viewed as the lowest level in the data link layer of a layered

network communication system.

6.4.21 Tag memory

Tag memory shall be logically)separated into four distinct banks, each of which may comprise zero or more

memory worfls. A logical4anemory map is shown in Figure 17. The memory banks are:

30

Reservéd memory shall contain the kill and/or access passwords, if passwords are implemented op the
tag. The killspassword shall be stored at memory addresses 00, to 1F,; the access password shall be
stored T mermory addresses 20, to 3F,,. See 6.4.2.1.1.

Ull memory shall contain a StoredCRC at memory addresses 00, to OF;,, a StoredPC at addresses 10, to
1F,, a code (such as an Ull, and hereafter referred to as an Ull) that identifies the object to which the tag
is or will be attached beginning at address 20, and if the tag implements recommissioning (see 6.4.2.1.2)
or supports sensors and batteries (see Clause 7) then an Extended Protocol Control word XPC_W1 and
an optional Extended Protocol word XPC_W?2 (reserved for future use) beginning at address 210,

TID memory shall contain an 8-bit ISO/IEC 15963 allocation class identifier at memory locations 00, to
07,. TID memory shall contain sufficient identifying information above 07, for an Interrogator to uniquely
identify the custom commands and/or optional features that a tag supports. See 6.4.2.1.3.

User memory is optional. See 6.4.2.1.4.
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The logical addressing of all memory banks shall begin at zero (00,). The physical memory map is vendor-
specific. Commands that access memory have a MemBank parameter that selects the bank, and an address
parameter, specified using the EBV format described in Annex A, to select a particular memory location within
that bank. When tags backscatter memory contents, this backscatter shall fall on word boundaries (except in
the case of a truncated reply — see 6.4.2.11.1.1).

MSB LSB
00 Word -0 of Block-0 OF,
MSB LSB
Bank|11 USER MsB LSB
10, TID [15:0] 1Fy :
Bank|10 TID 00, TID [31:16] OFn  220,] ,.'Optional XPC_W2[[15:0] |22,
210, Optional XPC_W1|[15:0] 21Fy,
Bank|01 ull .
Bank|00 RESERVED MSB LSB UII [15:0]
20 Il [N:N-1 2F,
30, Access Passwd [15:0] 3F, " U 3l "
20 Access Passwd [31:16] 2F 10 StoredPC [1540] 1Fn
" - "~ 00 q: OF
10, Kill Passwd [15:0] 1F, " StoredCRC [13:0] "
00, Kill Passwd\[31:16] OFh
Figure 17 —<lL.ogical memory map
NOTE Although Figure 17 uses bit level>addressing for illustration, read and write access can pnly done by
addrgssing on 16-bit word level.
MemBank is defined as follows:
00, Reserved
01, Ul
10, TID
11, User
Operations in onetogical memory bank shall not access memory locations in another bank.
Mempory writes, detailed in 6.4.2.9, involve the transfer of 16-bit words from Interrogator to fag. A Write
cominand writes 16 bits (i.e. one word) at a time, using link cover-coding to obscure the data during R=>T
trangmission. The optlonal BlockWrite command writes one or more 16 b|t words at a tlme W|tho Lit link cover-
e I rore c . lockWrite, or

BlockErase shall not alter a tags killed status regardless of the memory word address (whether valid or
invalid) specified in the command.

Interrogators may lock, permanently lock, unlock, or permanently unlock the kill password, access password,
Ull memory, TID memory, and User memory, thereby preventing or allowing subsequent changes (as
appropriate). A tag may optionally have its User memory partitioned into blocks; if it does, then an Interrogator
may permanently lock these individual blocks. Recommissioning may alter the memory locking and/or
permalocking. See 6.4.2.9 for a description of memory locking and unlocking, and 6.4.2.10 for a description of
tag recommissioning. If the kill and/or access passwords are locked they are usable by only the Kill and
Access commands, respectively, and are rendered both unwriteable and unreadable by any other command.
Locking or permanently locking the Ull, TID, or User memory banks, or permanently locking blocks within the
User memory bank, renders the locked memory location unwriteable but leaves it readable.
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6.4.2.1.1 Reserved memory bank

Reserved memory contains the kill (see 6.4.2.1.1.1) and/or access (see 6.4.2.1.1.2) passwords, if passwords
are implemented on the tag. If a tag does not implement the kill and/or access password(s), the tag shall
logically operate as though it has zero-valued password(s) that are permanently read/write locked
(see 6.4.2.11.3.5), and the corresponding physical memory locations in Reserved memory need not exist.

6.4.2.1.1.1 Kill password

The kill password is a 32-bit value stored in Reserved memory 00, to 1F,, MSB first. The default
(unprogrammed) value shall be zero. An Interrogator may use the kill password to (1) recommission a tag,

and/or (2) ki
operation if i
valued Kill pg

[ 'a tag and render It nonresponsive thereatter. A tag shall not execute a recommissioning
s kill password is zero. A tag that does not implement a kill password operates as if it has a
ssword that is permanently read/write locked.

pr kil
7ero-

6.4.2.1.1.2 | Access password
The access|password is a 32-bit value stored in Reserved memory 20, to 3F,, MSB first. The d¢fault
(unprogrammed) value shall be zero. A tag with a nonzero access password shall require an Interrogator to

issue this p
password og

6.4.2.1.2

Ull memory
to 1F,, and
(XPC_W1) ¢
sensors and
word XPC
definitions. T
MSB is stors

The Stored(
The StoredP
a User-mem

Identifier (N

The Ull is a
described in

Select command that includes all or part of the Ull in the mask. Interrogators may issue an ACK comma

cause a Tag
(see 6.4.2.11

The first XP

bssword before transitioning to the secured state. A tag that does mot implement an aq
erates as if it has a zero-valued access password that is permanently read/write locked.

JIl memory bank

contains a StoredCRC-16 at memory addresses 00, to/0OF;,, a StoredPC at memory location
b Ull beginning at address 20, and if a tag implemeénts recommissioning then a first XPC
t 210, to 21F, and an optional second XPC word (XPC_W2) at 220, to 22F,. If the tag sup|
batteries according to Clauses 7 and 8 then, bit-based information is encoded in the first
V1 at addresses 214, to 219,. Refer to 7,622 for an overview about PC and XPC_W
he StoredCRC, StoredPC, Ull, and XPCword or words shall be stored MSB first (i.e. the
d in location 20,).

RC-16 is described in 6.4.2.1.2.1
C, as described in 6.4.2.1.2.2;lis subdivided into a Ull length field in memory locations 10,, tg
pry indicator (UMI) in location-15y,, an XPC indicator (XI) in location 16, and a Numbering Sy

b1) in memory locations 17to 1F;.

code that identifies, the object to which a tag is affixed. The Ull for EPCglobal Applicatio
6.4.2.1.2.3; the’ Ul for ISO Applications is described in 6.4.2.1.2.4. Interrogators may isq

to backseatter its Ull. Under certain circumstances the Tag may truncate its backscattere
.1.1). An_Interrogator may issue a Read command to read all or part of the Ull.

C word XPC_W1, as described in 6.4.2.1.2.2, 6.4.2.1.2.5 and 7.6.2, indicates whether and h

Cess

5 10h
word
ports
XPC
1 bit
Ull's

14,
stem

ns is
ue a
nd to
d Ull

ow a

Tag has bee

h reCommissioned and/or supports sensors and batteries.

6.4.2.1.2.1

CRC-16 (StoredCRC and PacketCRC)

All Tags shall implement a StoredCRC. Tags that support XPC functionality shall also implement a
PacketCRC.

The PC and the Ull are protected by the StoredCRC that a Tag backscatters during an inventory operation if
PC bits and Ull are transmitted to the Interrogator and no additional data, e.g. XPC, is included in the Tag
response.

Because Interrogators may issue a Select command that includes all or part of this CRC-16 in the mask, and
may issue a Read command to cause the Tag to backscatter this CRC-16, this CRC-16 is logically mapped
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into UIl memory. At power-up a Tag shall compute this CRC-16 over (a) the StoredPC and (b) Ull specified by
the length field in the StoredPC (see 6.4.2.1.2.2) and shall map the computed CRC-16 into Ull memory 00, to
OF,, MSB first. Because the {PC+ XPC + Ull} is stored in Ul memory on word boundaries, this CRC-16 shall
be computed on word boundaries. Although Tags include the Xl value in the StoredPC in their StoredCRC
calculation, regardless of Xl value a Tag shall omit XPC_W1 and XPC_W?2 from the calculation. A Tag shall
finish its StoredCRC computation and memory mapping by the end of interval T or T, (as appropriate)
in Figure 3 or Figure 5, respectively. Tags shall not recalculate this CRC-16 for a truncated reply
(see 6.4.2.11.1.1).

Table 14 — Tag data and CRC-16 backscattered in response to an ACK command

‘ a Tag Backscatter
Xl XEB Truncation
PC XPC ull CRC-16
StoredCRC or
0 0 Deasserted StoredPC None Eull PacketCRC
0 0 Asserted 000002 None Truhcated StoredCRC
0 1 Deasserted Invalid!
0 1 Asserted Invalid’
1 0 Deasserted PacketPC XPCWA Full PacketCRC
1 0 Asserted 000002 None Truncated StoredCRC
Both XPC_W1
1 1 Deasserted PacketPC and XPC_W2 Full PacketCRC
1 1 Asserted 000004 None Truncated StoredCRC
' Seg NOTE 1

NOTE 1 Xl is the bitwise logical OR.pf¢the 16 bits of XPC_W1, and XEB is the MSB (bit Fy) of
XPC_W1, so if XEB=1 then XI=1.

In rgsponse to an ACK command a Tag backscatters a protocol-control (PC) word (either StoredPC or
PacketPC - see 6.4.2.1.2.2), optional XPC word or words (see 6.4.2.1.2.5), Ull (seq 6.4.2.1.2.3
and 6.4.2.1.2.4), and a CRC-16 that protects the backscattered data. The CRC-16 shall be dither (a) the
StoredCRC or, alternatively, (b).a\PacketCRC that the Tag shall calculate dynamically over the backscattered
PC wWord, optional XPC word or)words, and Ull. Whether a Tag backscatters its StoredCRC or g PacketCRC
shall|be as defined in Table 14, depending on the Tag’s Xl value and whether truncation (see 6.4.2.11.1.1) is
assefted or deasserted."Moreover, a PacketCRC shall be used instead of the StoredCRC when a Tag
response includes Simple Sensor Data (see 8.3).

Tagsq that do notsupport XPC functionality may, but are not required to, implement a PacketCRC.

A Tap shalkbackscatter its CRC MSB first, regardless of the CRC type.

If Xl |s\asSerted then a Tag’s PacketCRC is different from its StoredCRC.

As required by 6.4.1.5 an Interrogator shall verify, using a Tag's backscattered CRC-16, the integrity of a
received PC word, optional XPC word or words, and UlI.

6.4.2.1.2.2 Protocol-control (PC) word (StoredPC and PacketPC)

The PC word contains physical-layer information that a Tag backscatters with its Ull during an inventory
operation. All Tags shall implement a StoredPC whose fields, comprising Ull length, a UMI, an XI, and an NS,
shall be as defined below. Tags that support XPC functionality shall also implement a PacketPC that differs
from the StoredPC in its Ull length field. The type of PC (StoredPC or PacketPC) that a Tag backscatters in
response to an ACK shall be as defined in Table 14.
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There are 16 PC bits, stored in Ull memory at addresses 10y, to 1F},, with bit values defined as follows:
Bits 10, — 14y, The length of the Ull that a Tag backscatters, in words:

34

00000,: Zero words.

00001;: One word (addresses 20h to 2Fh in Ull memory).

00010,: Two words (addresses 20h to 3Fh in UlIl memory).
[ ]

11111,: 31 words (addresses 20h to 20Fh in Ull memory).

If a Tag does not support XPC functionality then the maximum value of the Ull length field in the
StoredPC shall be 11111, (allows a 496-bit Ull), as shown above. If a Tag supports XPC functionality
then the maximum value of the Ull length field in the StoredPC shall be 11101, (allows a 464-bit,Ull). A
Tag that supports XPC functionality shall ignore a Write or BlockWrite command to the StoredRC'|f the
Ull length field exceeds 11101,, and shall instead backscatter an error code (see Annex I).

Bit 15,: A User-memory indicator (UMI). If bit 15, is deasserted then the Tag either does not
implement User memory or User memory contains no information. If bit 15, is asserted then |User
memory contains information. A Tag may implement the UMI using Method 1 or\Méthod 2 descfibed
beloy, unless the Tag implements block permalocking and/or recommissioning}-in’ which case theg Tag
shall use Method 1.

b Method 1: The Tag computes the UMI. At powerup, and priofto calculating its StoredCRC
(see 6.4.2.1.2.1), the Tag shall compute the logical OR of bijts,03,, to 07, of User memory and
map the computed value into bit 15,. The Tag shall incldde’the computed UMI value jn its
StoredCRC calculation (see 6.4.2.1.2.1). If an Interrogator modifies any of bits 03, to 07}, of
User memory then the Tag shall recompute and remap_its UMI into bit 15, If recommissipning
renders User memory inaccessible (see 6.4.2.10)-then the Tag shall deassert and remap its
UMI into bit 15,. After remapping the UMIthe’ StoredCRC may be incorrect unti] the
Interrogator power cycles the Tag. The UMI-shall not be directly writeable by an Interrogator
— when an Interrogator writes the StoredRC, the Tag shall ignore the data value thgt the
Interrogator provides for bit 15;.

b Method 2: An Interrogator writes the UMII. If an Interrogator writes a zero value into bits Q3;, to
07y, of User memory then it shall deassert bit 15;. If an Interrogator writes a nonzero valug¢ into
03}, to 07y, of User memory theniit shall assert bit 15,. If an Interrogator locks or permalocks
UIl memory then it shall alsa.lock or permalock, respectively, the word located at addresg 00y,
of User memory, and vicel.versa. This latter requirement ensures that a condition in which
User memory previouslyeontained data but was subsequently erased does not cause g Tag
to wrongly indicate the_presence of User memory, and vice versa.

NOTE In case the UMI\'bit is implemented as described in Method 1, then its value will change in
depgndence of bits 03, t@ 07+ of the User Memory independent of whether the Ull memory is locked or not.

Bit 16,: An XPC_W. indicator (XI). If bit 16y, is deasserted then the Tag either does not implemept an
XPJ_W1 or they XPC_WH1 is zero-valued, in which case the Tag shall backscatter its StoredHC or
PacketPC, but\not an XPC_WH1, in response to an ACK (see Table 14). If bit 16, is asserted theh the
Tag |implements an XPC_W1 and one or more bits of XPC_W1 have nonzero values. In this |atter
casg the Tag shall backscatter its XPC_W1 immediately after the StoredPC or PacketPC during
inventofy:

If a Tag implements an XPC_W1 then at powerup, and prior to calculating its StoredCRC
(see 6.4.1.5), the Tag shall compute the bitwise logical OR of its XPC_W1 and map the computed
value into bit 16h (i.e. into the XI). A Tag shall use this computed Xl value in its StoredCRC
calculation. If an Interrogator recommissions the Tag (see 6.4.2.10) then the Tag shall recompute and
remap its Xl into bit 16h after recommissioning. After recomputing the Xl the StoredCRC may be
incorrect until the Interrogator power cycles the Tag. The XI bit shall not be directly writeable by an
Interrogator — when an Interrogator writes the StoredPC the Tag shall ignore the data value that the
Interrogator provides for bit 16h. If an Interrogator reads the PC word using a Read command
(see 6.4.2.11.3.2) then the Tag’s response shall include the XI computed at powerup. If an
Interrogator issues a Select command (see 6.4.2.11.1.1) with a Mask that includes the Xl then the
Tag shall use the Xl value computed at powerup when determining if Mask is matching or non-
matching.
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Bits 17, — 1F: A numbering system identifier (NSI). The MSB of the NSI is stored in memory location 17,,.
If bit 17, contains a logical 0, then the Application is referred to as an EPCglobal Application and PC

bits 18, — 1F;, shall be as defined in the EPCglobal Tag Data Standards. If bit 17,, contain

s a logical 1,

then the Application is referred to as an ISO Application and PC bits 18, — 1F,, shall contain the entire

AFI defined in ISO/IEC 15961-3. The default value for bits 18;, — 1F;, is 00000000,.

The default (unprogrammed) StoredPC value shall be 0000,

During truncated replies a Tag substitutes 00000, for the PC word — see 6.4.2.11.1.1.

If an Interrogator modifies the Ull length during a memory write, and it wishes the Tag to subsequently

backscatter the modified Ull, then it must write the length of the new or updated (PC + Ull) into t

he first 5 bits

of th
error|
first 4

At pq
the §

The
the b
Tag
both
the
funct

Tag shall add two to (i.e. double increment) its Ull length field. Because Tags that s

b Tag’s StoredPC, and to ensure a correct StoredCRC, power cycle the Tag. A Tag shall-bg
code (see Annex |) if an Interrogator attempts to write a Ull length that is not supported. by th
b bits of the Tag’s StoredPC.

wer-up a Tag shall compute its StoredCRC over the number of Ull words designated by the
toredPC word rather than over the length of the entire Ul memory (see 6.4.2:4:2.1).

PacketPC differs from the StoredPC in its Ull length field, which a Tag shalb adjust to match
ackscattered data that follow the PC word. Specifically, if Xl is asserted but XEB is not asse
packscatters an XPC_W1 before the Ull, so the Tag shall add one t0 (ie. increment) its Ull |
XI and XEB are asserted then the Tag backscatters both an XPC.\W1 and an XPC_W?2 befo

ionality have a maximum Ull length field of 11101,, double ineréementing will increase the val

AT
incr

memory; rather, a Tag increments the Ull length field in-the backscattered PacketPC but leaves

cont
Tags

If an
Inter|

If an
Inter|

6.4.2

The

6.4.2

The

6.4.2

g shall not, under any circumstances, allow its Ull length field to roll over to 00000
enting or double incrementing the Ull length field dogs’not alter the values stored in bits 10

nts unaltered.

that do not support XPC functionality need not implement a PacketPC.

ogator shall treat the Tag's reply as thouigh its CRC-16 integrity check had failed.

ogator shall treat the Tag's reply as though its CRC-16 integrity check had failed.

.1.2.3 Ull for an EPCglobal Application

U1l structure for an'EPCglobal Application shall be as defined in the EPCglobal Tag Data Sta

.1.2.4 UllLforan ISO Application

11 structure for an ISO Application shall be as defined in ISO/IEC 15962.

.1.25 Extended Protocol Control (XPC) words (optional)

ckscatter an
e Tag to the

first 5 bits of

the length of
rted then the
ength field. If
re the Ull, so
upport XPC
ue to 11111,.
b. Note that
h— 14h of Ull
the memory

Interrogator that does not support an XPC_W1 receives a Tag reply with XI asserted then the

Interrogator that does not support an XPC_W2 receives a Tag reply with XEB asserled then the

ndards.

6.4.2.1.2.5.1 General

The optional XPC word shall be used to indicate additional Tag functions.

A Tag may implement an XPC_W1 logically located at addresses 210h to 21Fh of Ull memory. If a Tag
implements an XPC_W1 then it may additionally implement an XPC_W?2 logically located at address 220h to
22Fh of Ull memory. A Tag shall not implement an XPC_W?2 without also implementing an XPC_W1. If
implemented, these XPC words shall be exactly 16 bits in length and are stored MSB first. If a Tag does not
support one or both of these optional XPC words then the specified memory locations need not exist.

A Tag shall not implement any non-XPC memory element at Ull memory locations 210h to 22Fh, inclusive.
This requirement shall apply both to Tags that support an XPC word or words and to those that do not.
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If a Tag implements an XPC_W2 then, at powerup, the Tag shall compute the bitwise logical OR of the
XPC_W2 and map the computed value into bit 210h of Ull memory (i.e. into the most significant bit of
XPC_WH1). Bit 210h is denoted the XPC Extension Bit (XEB). If a Tag does not implement an XPC_W2 then
the XEB shall be zero.

The use of XPC described in this international standard is limited to recommissioning, sensor, and battery
functionality. XPC bits not described in this international standard are reserved for future use (RFU).

The use of XPC for recommissioning is described in 6.4.2.1.2.5.2.

The use of XPC for battery functionality is described in Clause 7.

The use of ¥PC for sensor functionality is described in Clauses 7.6.2 and 8.5.1.
Table 15 degcribes the allocation of XPC_W1 bits. Bit E, of XPC_W1 (Ull memory location 211h) s reserved

for use as gl protocol functionality indicator. Furthermore, bits Dy, and C;, of XPC_W1 (Ull memory locdtions
212, and 218y,) are reserved for ISO/IEC 29143.

Table 15 — Allocation of XPC-Bits

Ull logical bit address | Bit use Comment

2110 XEB XPC_W?2 indieator

211 RFU

212 MIIM Mobjlé<RFID content name indicator
(reserved for ISO/IEC 29143)

213 Reserved for ISO/IEC 29143 for
future extensions

214 SA General Alarm

215 SS Simple Sensor

216 FS Full Sensor

217 BM Battery Mode

2/18

219 TC Battery TCRS, see 7.6

2MA RFU

2/1B RFU

2/1C RFU

21D Recomm

21E Recomm

21F Recomm LSB

XPC_W2 is currently not supported by this international standard and is reserved for future use.

6.4.2.1.2.5.2 XPC for recommissioning
This section assumes that a Tag implements recommissioning.

When this document refers to the 3 least-significant-bits (LSBs) of XPC_W1 it specifically means memory
locations 21Dy, 21Ey, and 21F;, of Ul memory.
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For virgin Tags the 3 LSBs of the XPC_W1 shall be zero-valued. A Tag writes a nonzero value to one or more
of these 3 LSBs during Tag recommissioning (see 6.4.2.10).

A Tag shall not write to the 3 LSBs of XPC_W1 except during Tag recommissioning.

The 3 LSBs of XPC_W1 are not writeable using a Write or BlockWrite, nor erasable using a BlockErase. They
can only be asserted by a Kill command, meaning that the Tag asserts these bits upon receiving a valid Kill
command sequence with asserted recommissioning bits (see 6.4.2.11.3.4). If a Tag that does not support
XPC receives a Write, BlockWrite, or BlockErase that attempts to write XPC_W1 it responds with an error
code (see Annex ).

O 4.4 4

terrogator Ay issue g Sefect tommand—(see 642+ withraviaskttatcovers—3
XPC| W1 and/or XPC_W?2. For example, Mask may have the value 000, for the 3 LSBs of XRCD
case| recommissioned Tags will be non-matching, as will Tags that do not implement recommis
recommissionable Tags that have not yet been recommissioned will be matching.

An |

4
I.

Il or part of
W1, in which
sioning; only

An |
reco
reco

nterrogator may read a Tag’s XPC_W1 and XPC_W2 using a Read command (see 6.4
missionable Tag shall backscatter XPC_W1 regardless of the value) of its Xl
missionable Tag shall backscatter an error code (see Annex ).

211.3.2). A
pit. A non-

The
reco
reco

following encoding provides a general mapping between the,"3 XPC_W1 LSBs apd a Tag’s
missioned status. Table 16 provides a detailed mapping between these 3 LSBs gnd a Tag's
missioned status:

An asserted Ull memory location 21F,, indicates that block permalocking has been g
any blocks of User memory that were previously block permalocked are no longer block g
An asserted Ull memory location 21F, also indicates that the BlockPermalock comma
disabled. If a Tag didn't implement block {pérmalocking prior to recommissioning
permalocking shall remain disabled.

An asserted Ull memory location 21Ey>indicates that the User memory bank has beg
Ull memory location 21E;, has precedence over the Ull memory location 21F,, — if both
then the User memory bank is killed.

An asserted Ull memory location 21D, indicates that the Tag has unlocked its Ull, T
memory banks. The Tag has @lso write-unlocked its kill and access passwords, and ren
and access passwords permanently unreadable regardless of the values of the Ta
(see 6.4.2.11.3.5). If andnterrogator subsequently attempts to read the Tag’s kill or acces

isabled, and
ermalocked.
nd has been
then block

n killed. The
are asserted

D, and User
Hered the Kkill
y's lock bits
s passwords

the Tag backscatters.an error code (see Annex |). Note that portions or banks of Tag memory, if
factory set and locked, may not be unlockable regardless of recommissioning. Note jalso that an
Interrogator may.* subsequently re-lock any memory banks that have been uJnlocked by
recommissioning.

U

XPC_W1 L.SBs and a Tag’s recommissioned status

Table 16 — XPC_W1 LSBs and a Tag’s recommissioned status

LSBs of
WA

XPcL Notes

Tag status

000 The Tag has not been recommissioned The Tag’s Xl bit is deasserted

. Block permalocking has been disabled, and any
blocks of User memory that were previously block
permalocked are no longer block permalocked
The BlockPermalock command has been disabled

. The lock bits are the sole determinant of the User

C0l memory bank’s lock status (see 6.4.2.11.3.5)

—_

. The User memory bank has been killed
2. A Tag whose XPC_W1 LSBs are 010 acts
identically to one whose XPC_W1 LSBs are 011

The Tag deasserts its UMI bit
User memory is dead, so block permalocking and
the BlockPermalock command are disabled

010

N
—_

. The User memory bank has been killed
A Tag whose XPC_W1 LSBs are 011 acts
identically to one whose XPC_W1 LSBs are 010

The Tag deasserts its UMI bit
User memory is dead, so block permalocking and
the BlockPermalock command are disabled

011
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LSBs of
XPC_W1

Tag status

Notes

If the Tag supports block permalocking then the
BlockPermalock command remains enabled

2. Any blocks of User memory that were previously

. The UII, TID, and User memory banks have been block.permalocked remain block permalocked,
unlocked and -V|ce versa .

. . 3. Portions or banks of Tag memory, if factory set
. The kill and access passwords have been write-
and locked, may not be unlockable regardless of
100 $rr1]lo<lz(l.<ed recommissioning

: @ 1) e EEeEEs pERENERS D DEET [Ene e 4. If an Interrogator attempts to read the Tag’s kill or
permdn’emly unreaoaole, redgdrdiess or ine status or . passwords the Tag responds by
the Tag'’s lock bits (see 6.4.2.11.3.5) .

backscattering an error code (see Anrex.T)

5. The kill and/or access passwords, as well as one
or more memory blocks and/or Banks, may |be
changed and/or relocked after fecommissioning

Block permalocking has been disabled, and any 1. The lock bits are the sole'determinant of the User
blocks of User memory that were previously block memory bank’s lock status (see 6.4.2.11.3.p)
permalocked are no longer block permalocked 2. Portions or banks of Tag memory, if factory|set

. The BlockPermalock command has been disabled and locked, may not be unlockable regardlgss of

. The Ull, TID, and User memory banks have been recommissioning

101 unlocked 3. If an Interragator attempts to read the Tag’q kill or

. The kill and access passwords have been write- access passwords the Tag responds by
unlocked backscattering an error code (see Annex I)

. The kill and access passwords have been rendered | 4. The Kill and/or access passwords, as well gs one
permanently unreadable, regardless of the status of or more memory blocks and/or banks, may|be
the Tag’s lock bits (see 6.4.2.11.3.5) changed and/or relocked after recommissigning

1. Portions or banks of Tag memory, if factory|set

. The Ull and TID memory banks have been and locked, may not be unlockable regardlgss of
unlocked recommissioning

. The kill and access passwords have beenuwrite- 2. If an Interrogator attempts to read the Tag’q kill or
unlocked access passwords the Tag responds by

110 . The kill and access passwords have been rendered backscattering an error code (see Annex |)
permanently unreadable, regardless’ of the status of | 3. The kill and/or access passwords, as well as one
the Tag’s lock bits (see 6.4.2.11:3.5) or more memory blocks and/or banks, may |be

. The User memory bank has\been killed changed and/or relocked after recommissioning

. A Tag whose XPC_W1 LSBs are 110 acts 4. The Tag deasserts its UMI bit
identically to one whose XPC_W1 LSBs are 111 5. User memory is dead, so block permalocking and

the BlockPermalock command are disabled

1. Portions or banks of Tag memory, if factory|set

. The Ull andsD memory banks have been and locked, may not be unlockable regardigss of
unlocked recommissioning

. The Kill'and access passwords have been write- 2. If an Interrogator attempts to read the Tag'q kill or
unlocked access passwords the Tag responds by

.. he kill and access passwords have been rendered backscattering an error code (see Annex I)

111 athinraadabl raaaradl £ 4l EP-X THP-S £12 Th laill adlor aakea el one
permanentitnreadableregardiess-efthe-status-of -3—The killandferaceesspasswerdsas-well-as
the Tag’s lock bits (see 6.4.2.11.3.5) or more memory blocks and/or banks, may be

. The User memory bank has been killed changed and/or relocked after recommissioning

. A Tag whose XPC_W1 LSBs are 111 acts 4. The Tag deasserts its UMI bit
identically to one whose XPC_W1 LSBs are 110 5. User memory is dead, so block permalocking and

the BlockPermalock command are disabled
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6.4.2.1.3 TID memory bank

TID memory locations 00h to 07h shall contain one of three ISO/IEC 15963 class-identifier values — either
EO, ,E2,, or E3,. TID memory locations above 07, shall be defined according to the registration authority
defined by this class-identifier value and shall contain, at a minimum, sufficient identifying information for an
Interrogator to uniquely identify the custom commands and/or optional features that a Tag supports. TID
memory may also contain Tag- and vendor-specific data (for example, a Tag serial number).

NOTE The Tag manufacturer assigns the class-identifier value (i.e. EOn, E2n, or E3y), for which ISO/IEC 15963
defines the registration authorities. The class-identifier does not specify the Application. If the class identifier is EOn, TID
memory locations 08h to OFy, contain an 8 bit manufacturer |dent|f|er TID memory Iocatlons 10h to 3Fy contain a 48-bit Tag

i A Fn) is unique

User Memory
d 15-bit XTID
r data. The composite 80-bit Tag ID (i.e. TID memory 00h to 4Fh) is unique among-all classes of Tags defined in

pres
Head
ISO/IEC 15963, and TID memory is permalocked at the time of manufacture.

NOTH By convention a number of IC manufacturers use the eight MSBs- of the Tag serial number|for Allocation
Clasges EOh as a model number. The eight MSBs of the Tag serial number fornAlfocation Classes E3h sholld contain an
8-bit yendor defined model number.

TID memory locations 300, to 31F, are reserved for ISO/IEC 29143 for the purpose of storing a Mobile RFID
Address. Tags that are not claiming conformance to ISO/IEC 29143 shall either set those memory locations to
value 0, or shall respond to any access command addreSsing those memory sections by backscattering an
according error code, see Annex I.

6.4.21.4 User memory bank

A Tag may contain User memory. User memgry allows user-specific data storage.

If a Tag’s User memory has not yet been:programmed then the 5 LSBs of the first word of User memory (i.e.
mempory addresses 0By, to OF,) shall have the default value 00000,.

During recommissioning an Interrogator may instruct a Tag to kill its User memory. Killing User memory
renders the entire memory bank unreadable, unwriteable, and unselectable. A Tag with killed User memory
shall|function as though itst\User memory bank no longer exists.

6.4.2.1.41 User memory for an EPCglobal Application

If Uger memory(is included on a Tag then its encoding shall be as defined in the EPCglobgl Tag Data
Stangards.

6.4.2.142 User memory for an ISO Application

If User memory is included on a Tag then User memory locations 00y, to 07, shall be the DSFID as defined in
ISO/IEC 15961. The encoding of User memory locations above 07}, shall be as defined in ISO/IEC 15962.

6.4.2.2 Sessions and inventoried flags

Interrogators shall support and Tags shall provide 4 sessions (denoted SO, S1, S2, and S3). Tags shall
participate in one and only one session during an inventory round. Two or more Interrogators can
use sessions to independently inventory a common Tag population. The sessions concept is illustrated
in Figure 18.
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Tags shall maintain an independent inventoried flag for each session. Each of the four inventoried flags has
two values, denoted A and B. At the beginning of each and every inventory round an Interrogator chooses to
inventory either A or B Tags in one of the four sessions. Tags participating in an inventory round in one
session shall neither use nor modify the inventoried flag for a different session. The inventoried flags are the
only resource a Tag provides separately and independently to a given session; all other Tag resources are
shared among sessions.

After singulating a Tag an Interrogator may issue a command that causes the Tag to invert its inventoried
flag for that session (i.e. A—>B or B—A).

The following example illustrates how two Interrogators can use sessions and inventoried flags to
independent]y and completely inventory a common Tag population, on a time-interleaved basis:

Interrogator #1 powers-on, then

t initiates an inventory round during which it singulates A Tags in session S2 to B,
t powers off.

Interrogator #2 powers-on, then

t initiates an inventory round during which it singulates B Tags in session.S3 to A,
t powers off.

This prog¢ess repeats until Interrogator #1 has placed all Tags in segssion S2 into B, after which it
inventorigs the Tags in session S2 from B back to A. Similarly, Interragator #2 places all Tags in segsion
S3 into A, after which it inventories the Tags in session S3 from A back to B. By this multi-step procedure
each Intgrrogator can independently inventory all Tags in its field\’regardless of the initial state of|their
inventoried flags.

Session SO Session S$1
A Tags B Tags A Tags B Tags
participate participate participate participate
Tags Tags
[B] [B]
Session S2 Session S3
A Tags B Tags A Tags B Tags
participate participate participate participate

Tags Tags
[B] [B]

Figure 18 — Session diagram

A Tag’s inventoried flags shall have the persistence times shown in Table 17. A Tag shall power-up with its
inventoried flags set as follows:

The SO inventoried flag shall be set to A.

The S1 inventoried flag shall be set to either A or B, depending on its stored value, unless the flag was
set longer in the past than its persistence time, in which case the Tag shall power-up with its S1
inventoried flag set to A. Because the S1 inventoried flag is not automatically refreshed, it may
revert from B to A even when the Tag is powered.
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The S2 inventoried flag shall be set to either A or B, depending on its stored value, unless the Tag has

lost power for a time greater than its persistence time, in which case the Tag shall powe
S2 inventoried flag set to A.

r-up with the

The S3 inventoried flag shall be set to either A or B, depending on its stored value, unless the Tag has
lost power for a time greater than its persistence time, in which case the Tag shall power-up with its

S3 inventoried flag set to A.

A Tag shall set any of its inventoried flags to either A or Bin 2 ms or less, regardless of the initial flag value. A
Tag shall refresh its S2 and S3 flags while powered, meaning that every time a Tag loses power its S2 and S3
inventoried flags shall have the persistence times shown in Table 17.

ATa
whilg
being
chan|
subs
S1f1l
shall
toin
the €

N

of
of

6.4.2

The

g shall not change the value of its S1 inventoried flag from B to A, as the result of a persistg
the Tag is participating in an inventory round, is in the midst of being inventoried, or.is.in
) accessed. If a Tag’s S1 flag persistence time expires during an inventory roundthen t
ge the flag to A only as instructed by an Interrogator or at the end of the round; in-the latte
equent command is a Query then the Tag shall invert its S1 flag prior to evaluating the Que
Bg persistence time expires while the Tag is in the midst of being inventoried.or accessed
change the flag to A either (i) at the end of the inventory or access operationif the Interrogat
ert the flag (such as if the Interrogator sends a QueryRep with matching.session — see 6.4.
nd of the inventory round if the Interrogator instructs it not to invert the flag.

DTE

flag persistence is provided for battery assisted Tags, see 7.3. Morgover, battery assisted Tags may t3
the presence of a battery by improving the precision of the maximum flag persistences, see Table 55.

.3  Selected flag

Tag shall implement a selected flag, SL, whichoan Interrogator may assert or de-assert ug

com
eith

valug. SL is not associated with any particular session; SL may be used in any session and is ¢
sess|ons.

A T4g’'s SL flag shall have the persistence times shown in Table 17. A Tag shall power-up wi
either asserted or de-asserted,. depending on the stored value, unless the Tag has lost pow

grea
~SL
flag

flag s

and. The Sel parameter in the Query command allows an Interrogator to inventory Tags f
asserted or de-asserted (i.e. SL or ~SL);.er to ignore the flag and inventory Tags regardles

er than the SL persistence time, in which case the Tag shall power-up with its SL flag de-asj
. A Tag shall be capable of asserting or de-asserting its SL flag in 2 ms or less, regardless
alue. A Tag shall refresh its SL flag when powered, meaning that every time a Tag loses
hall have the persistence times shown in Table 17.

nce timeout,
the midst of
ne Tag shall
I case, if the
ry. If a Tag’s
hen the Tag
Dbr instructs it
p.8), or (ii) at

Battery assisted Tags do not lose power until the battery is depleted and therefore an alternative definition

ke advantage

ing a Select
hat have SL
s of their SL
bmmon to all

its SL flag

11 for a time

serted (set to
of the initial
bower its SL
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Table 17 — Tag flags and persistence values

Flag Required persistence

Tag energized: Indefinite

S0 inventoried flag Tag not energized: None (see NOTE 2)

Tag energized:
—40 °C to -25 °C: Not specified
—25 °C to +40 °C: 500ms < persistence < 5s
+40°C to +65 °C: Not specified

Tag not energized:
=40.°C tao .25 °C- Naot cpnf\ifinrl
—25 °C to +40 °C: 500ms < persistence < 5s
+40°C to +65 °C: Not specified

S1 inventoried flag®

Tag energized: Indefinite

Tag not energized:

S2 inyentoried flag® —40 °C to -25 °C: Not specified
—25 °C to +40 °C: 2s < persistence
+40°C to +65 °C: Not specified

Tag energized: Indefinite

Tag not energized:

S3 inyentoried flag® —40 °C to -25 °C: Not specified
—25 °C to +40 °C: 2s < persistence
+40°C to +65 °C: Not specified

Tag energized: Indefinite

Tag not energized:

Selegted (SL) flag® —40 °C to -25 °C: Not specified
—25 °C to +40 °C: 2s < persistence
+40°C to +65 °C: Not specified

NOTE 1 A definition of the meaning of the term “energized” in the context of this document is provided in 4.1.

NOTE 2  This corresponds to a value of 0.

The following requirement applies to those items denoted with a superscript “a” in Table 17: For a randomly
chosen and |sufficiently large Tag population, 95% of the Tag persistence times shall meet the persistence
requirements in Table 17, with a 90%.confidence interval.

6.4.2.4 Tag states and slot counter

Tags shall implement 4he" states and the slot counter shown in Figure 19. Annex B shows the assodiated
state-transitipn tables; Annex C shows the associated command-response tables.

6.4.2.4.1 Ready state

Tags shall implement a ready state. Ready can be viewed as a “holding state” for energized Tags that are
neither killed nor currently participating in an inventory round. Upon entering an energizing RF field a Tag that
is not killed shall enter ready. The Tag shall remain in ready until it receives a Query command
(see 6.4.2.11.2.1) whose inventoried parameter (for the session specified in the Query) and sel parameter
match its current flag values. Matching Tags shall draw a Q-bit number from their RNG (see 6.4.2.5), load this
number into their slot counter, and transition to the arbitrate state if the number is nonzero, or to the reply
state if the number is zero. If a Tag in any state except killed loses power it shall return to ready upon
regaining power.
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6.4.2.4.2 Arbitrate state

Tags shall implement an arbitrate state. Arbitrate can be viewed as a “holding state” for Tags that are
participating in the current inventory round but whose slot counters (see 6.4.2.4.8) hold nonzero values. A Tag
in arbitrate shall decrement its slot counter every time it receives a QueryRep command (see 6.4.2.11.2.3)
whose session parameter matches the session for the inventory round currently in progress, and it shall
transition to the reply state and backscatter an RN16 when its slot counter reaches 0000,,. Tags that return to
arbitrate (for example, from the reply state) with a slot value of 0000, shall decrement their slot counter from
0000, to 7FFF;, at the next QueryRep (with matching session) and, because their slot value is now nonzero,

shall remain in arbitrate.

6.4.

Tags
a val
in T4
error

43 Reply state
shall implement a reply state. Upon entering reply a Tag shall backscatter an RN16+lf.the

d acknowledgement (ACK) it shall transition to the acknowledged state, backscattering the
ble 14. If the Tag fails to receive an ACK within time Tymax), O receives an invalid/ ACK or an
eous RN16, it shall return to arbitrate. Tag and Interrogator shall meet all timing requireme

lag receives
reply shown
IACK with an
nts specified

in Tgble 13.

6.4.24.4 Acknowledged state

Tagq shall implement an acknowledged state. A Tag in acknowledged may transition to any |state except
killed, depending on the received command (see Figure 19). If aag in the acknowledged stafe receives a
valid| ACK containing the correct RN16 it shall re-backscatter ‘the reply shown in Table 14. If @ Tag in the
ackrlowledged state fails to receive a valid command within time Tymay it shall return to arbitrate. Tag and
Interfogator shall meet all timing requirements specified in/Table 13.

6.4.2.4.5 Open state

Tagg shall implement an open state. A Tag in\the’ acknowledged state whose access password is honzero

shall

that
the

trans
in th
in T4
oper

6.4.2

Tag

shall
that the Interrogator shall use in subsequent commands and the Tag shall use in subsequent repl

the
co
the

minahd-sequence, maintaining the same handle that it previously backscattered when it tran
Jmc.knmuledge.d_stalam_ﬂmpen_shlelags_ln_ﬂa&senumd state can execute all access ¢

transition to open upon receiving a Req 'RN command, backscattering a new RN16 (den
he Interrogator shall use in subsequent'commands and the Tag shall use in subsequent ref
bpen state can execute all access~commands except Lock and BlockPermalock. A Tag i
ition to any state except acknowledged, depending on the received command (see Figure
b open state receives a validVACK containing the correct handle it shall re-backscatter the
ble 14. Tag and Interrogater.shall meet all timing requirements specified in Table 13 except

q

4.6 Secured state

g shall implement a secured state. A Tag in the acknowledged state whose access pass

transition_te“secured upon receiving a Req_ RN command, backscattering a new RN16 (den

agpensstate whose access password is nonzero shall transition to secured upon receiving a

bted handle)
lies. Tags in
N open may
19). If a Tag
reply shown
Tz(max); in the

state the maximum delay.between Tag response and Interrogator transmission is unrestrictg¢d.

word is zero
oted handle)
es. ATagin
valid Access
sitioned from

pmmands. A

Tag in secured may transition to any state except open or acknowledged, depending on the received
command (see Figure 19). If a Tag in the secured state receives a valid ACK containing the correct handle it
shall re-backscatter the reply shown in Table 14. Tag and Interrogator shall meet all timing requirements
specified in Table 13 except Tomax; in the secured state the maximum delay between Tag response and
Interrogator transmission is unrestricted.
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Killed state

Tags shall implement a killed state. A Tag in either the open or secured states shall enter the killed state
upon receiving a valid Kill command sequence (see 6.4.2.11.3.4) with a valid nonzero kill password, zero-
valued Recom bits (see 6.4.2.10), and valid handle. If a Tag does not implement recommissioning then it
treats nonzero Recom bits as though Recom = 0. Kill permanently disables a Tag. Upon entering the killed
state a Tag shall notify the Interrogator that the kill operation was successful, and shall not respond to an
Interrogator thereafter. Killed Tags shall remain in the killed state under all circumstances, and shall

immediately

6.4.2.4.8

enter killed upon subsequent power-ups. Killing a Tag is irreversible.

Slot counter

Tags shall i||nplement a 15-bit slot counter. Upon receiving a Query or QueryAdjust command a_Tag

preload into
integer in thd

Tags in the
session, tran
Tags whose
responded t

its slot counter a value between 0 and 2°-1, drawn from the Tag’s RNG (see 6.4.2.5)) Q
range (0,15). A Query specifies Q; a QueryAdjust may modify Q from the prior Query.

farbitrate state decrement their slot counter every time they receive a Quep/Rep with mat

sitioning to the reply state and backscattering an RN16 when their slot counter reaches 0
slot counter reached 0000, who replied, and who were not acknowledged (including Tags
Db an original Query and were not acknowledged) shall return to arbitrate with a slot val

0000y, and shall decrement this slot value from 0000, to 7FFF}, at the next QueryRep. The slot counter sh

capable of ¢
down again,
slot counter.

6.4.2.5

Tags shall i
following rar
data stored

Tags shall g
ability to extr
the ability to
cover-code (

ontinuous counting, meaning that, after the slot counter rolls ever to 7FFF, it begins cou
thereby effectively preventing subsequent replies until the Tag.leads a new random value in
See also Annex J.

Tag random or pseudo-random number generator

mplement a random or pseudo-random number. generator (RNG). The RNG shall meeg]
domness criteria independent of the strength ‘6f-the energizing field, the R=>T link rate, an
n the Tag (including but not limited to the_StoredPC, XPC word or words, Ull, and Stored(
enerate 16-bit random or pseudo-random.numbers (RN16) using the RNG, and shall hav
act Q-bit subsets from an RN16 to prelead the Tag’s slot counter (see 6.4.2.4.8). Tags shall
temporarily store at least two RN16s while powered, to use, for example, as a handle and a 1
uring password transactions (see-Figure 23 or Figure 25).

Probability of a single RN16:.The probability that any RN16 drawn from the RNG has value RN

J, for

any j, shall be bounded By 0.8/2'® < P(RN16 = j) < 1.25/2"°.

Probability of simultaneously identical sequences: For a Tag population of up to 10,000 Tags
ability that any two or more Tags simultaneously generate the same sequence of RN16s shall be

proby
less

than 0.1%, regardless of when the Tags are energized.

Probability of predicting an RN16: An RN16 drawn from a Tag’s RNG 10ms after the end

in F
draw

gure 3 shall not be predictable with a probability greater than 0.025% if the outcomes of
s from-the'RNG, performed under identical conditions, are known.

shall
s an

ching
DOO,.

that
e of
Il be
nting
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t the
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RC).
b the
have
6-bit
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b, the

of T,
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This documd

n{‘tecommends that Interrogators wait 10ms after T, in Figure 3 or Ty, in Figure 5 before is

5uing

passwords to Tags.
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Query
QueryRep —p»| c .
QueryAdjust ounter
CMD: Select

Action: Return to ready
Reply: None. Note 1
CMD: Query
Action: New round
Reply: Note 3
CMD: All other
Action: Remain in ready
Reply: None

ISO/IEC 18000-63:2013(E)

NEW ROUND
CMD: Query [mismatched
inventoried or SL flags]
Reply: None

Power-up & ~killed

NEW ROUND
CMD: Query [slot > 0 & matching
(inventoried & SL) flags]
Reply: None

Arbitrate EM[I): .Ca\LIJezRep, QueryAdjust [slot <> 0]

—

CMD| Select
Action: Return to ready
Replly: None. Note 1

CMD| Query
Action: New round
Reply: Note 3

CMD| All other
Action: Return to arbitrate
Reply: None.

CMD| None within time T,
Action: Return to arbitrate
Reply: None.

CMD| None within time T,
Action: Return to arbitrate
Reply: None.

CMD: Req_RN [valid RN16] &
{access password <> 0}
Reply: handle

CMD| Select
Action: Return to ready
Replly: None. Note 1
CMD| Query
Action: New round
Reply: Notes 2, 3

Action: Return to ready
Replly: None. Note 2

CMD| All other
Action: Return to arbitrate
Replly: None.

CMD| QueryRep, QueryAdjust

CMD: Kill [valid\handle & valid nonzero kill password & {Recom = 0}]
Reply: hahdle'when done. Note 4

CMD: QueryAdjust, QueryRep [slot=0]
Reply: New RN16

CMD: ACK [valid RN16]
Reply: See Table 194

NEW ROUND

CMD: Query [slot="0 & nfatching
(inventoried & SL)) flags]
Reply: New RN'16

\-—/U -

CMD: QueryAdjust [slot = 0]
Reply: New RN16

CMD: ACK [valid,RN186]
Reply: See Table\194

CMD: Req_RN.[invalid RN16]
Reply: None

Acknowledged )
CMD: Req_RN [valid RN16] & {access pasgword = 0}

Reply: handle

CMD: ACK [valid handle]
Reply: See Table 194
\ CMD: Req_RN, Read, Write, Lock, BlockWrite/ErasefPermalock

Reply: See state-transition tables \

CMD: Kill [valid handle & kill password = 0]
Reply: Error code
CMD: Kill [valid handle & valid nonzero kill password & {Recom <> 0}]
Reply: handle when done. Note 4 /
CMD: Kill, Access [invalid handle
Reply: None

CMD: Access [valid handle & valid access password]
y Reply: handle when done

Opéen

CMD: ACK [valid handle
Reply: See Table 194
CMD: Req_RN, Read, Write, Lock, BlockWrite/ErasefPermalock
Reply: See state-transition tables

CMD: Kill [valid handle & kill password = 0]
Reply: Error code

CMD: Kill [valid handle & valid nonzero kill password|& {Recom <> 0}]
Reply: handle when done. Note 4
CMD: Access [valid handle & valid access password]
Reply: handle when done

CMD: Kill, Access [invalid handle

Secured

Power-up & killed Killed Reply: None
CMD: All
N———— Reply: None

1. Select: Assert/deassert SL or set inventoried to A or B.

2. Query: A= B or B— A if the new session matches the prior session; otherwise no change to the inventoried flag.
QueryRep/QueryAdjust. A— B or B— A if the session matches the prior Query; otherwise, the command is invalid and ignored by the Tag.

3. Query starts a new round and may change the session. Tags may go to ready, arbitrate, or reply.

4. If a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

© ISO/IEC 2013 — All rights reserved
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Managing Tag populations

Interrogators manage Tag populations using the three basic operations shown in Figure 20. Each of these
operations comprises one or more commands. The operations are defined as follows:

Select: The process by which an Interrogator selects a Tag population for inventory and access.
Interrogators may use one or more Select commands to select a particular Tag population prior to
inventory.

Inventory: The process by which an Interrogator identifies Tags. An Interrogator begins an inventory
round by transmitting a Query command in one of four sessions. One or more Tags may reply. The
Interrogator detects a single Tag reply and requests the PC word, optional first XPC word XPC W1 (if

Xl ig
Tag.
of ar

Access
indiV
som

6.4.2.7

The selectio
select a par
negation (~)
commands.
B in any one
Mask, and T

Selecting Tag populations

asserted), optional second XPC word XPC_W2 (if XEB is asserted), Ull, and CRC-16 frer]
An inventory round operates in one and only one session at a time. Annex E shows an'exa
Interrogator inventorying and accessing a single Tag.

The process by which an Interrogator transacts with (reads from or writes to) individual Tag

Figure 20 — Interrogator/Tag operations and Tag state

h process employs a_single command, Select, which an Interrogator may apply successivg
icular Tag populatien'based on user-defined criteria, enabling union (U), intersection (N)
based Tag partitioning. Interrogators perform U and N operations by issuing successive §
Select can assert.or de-assert a Tag’s SL flag, or it can set a Tag’s inventoried flag to eithel
of the four_sessions. Select contains the parameters Target, Action, MemBank, Pointer, Le

n the
mple

5. An

idual Tag must be uniquely identified prior to access. Access comprises multiple commands,
b of which employ one-time-pad based cover-coding of the R=>T link.
Reader 135
Select | Stete
Ready
Arbitrate
Reply
I Inventory H Acknowledged
Open
Secured
Access I Killed

ply to

and
elect
Aor
ngth,

runcate.

Target 4

hd Action-indicate whether and how a Select modifies a Tag’s SL or inventoried flag, and i

cass

of (the inventoried flag, for which session. A Select that modifies SL shall not m

inve|ntoried, and vice versa.

h the
odify

MemBank specifies if the mask applies to Ull, TID, or User memory. Select commands apply to a single
memory bank. Successive Selects may apply to different memory banks.

Pointer, Length, and Mask: Pointer and Length describe a memory range. Mask, which must be Length

bits long, contains a bit string that a Tag compares against the specified memory range.

Truncate specifies whether a Tag backscatters its entire Ull, or only that portion of the Ull immediately
following Mask. Truncated Ulls are always followed by the Tag’s StoredCRC (see Table 14). A Tag
does not re-calculate its StoredCRC for a truncated reply. Truncated replies never include the XPC
bits specified in 6.4.2.1.2.5.

By issuing multiple identical Select commands an Interrogator can asymptotically single out all Tags matching

the selection

46

criteria even though Tags may undergo short-term RF fades.
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A Query command uses inventoried and SL to decide which Tags participate in an inventory. Interrogators
may inventory and access SL or ~SL Tags, or they may choose to ignore the SL flag entirely.

6.4.2.8 Inventorying Tag populations

The inventory command set includes Query, QueryAdjust, QueryRep, ACK, and NAK. Query initiates an
inventory round and decides which Tags participate in the round ( “inventory round” is defined in 6.2.2).

Query contains a slot-count parameter Q. Upon receiving a Query participating Tags pick a random value in
the range (O, 20—1), inclusive, and load this value into their slot counter. Tags that pick a zero transition to the
reply state and reply immediately. Tags that pick a nonzero value transition to the arbitrate state and await a
QuelflyAqust or a QueryRep command. ASsuming that a single Tag replies, the query-response algorithm
procg¢eds as follows:

1
1
1

he Tag backscatters an RN16 as it enters reply,
he Interrogator acknowledges the Tag with an ACK containing this same RN16,

[he acknowledged Tag transitions to the acknowledged state, backscattering the
in Table 14,

'he Interrogator issues a QueryAdjust or QueryRep, causing the identified Tag to invert its
flag (i.e. A»B or B—A) and transition to ready, and potentially, Causing another Tag
query-response dialog with the Interrogator, starting in step (a),\above.

eply shown

inventoried
to initiate a

If the ACK with an

error

Tag fails to receive the ACK in step (b) within time T, (sée“Figure 16), or receives the
eous RN16, it returns to arbitrate.

ltiple Tags reply in step (a) but the Interrogator, by detecting and resolving collisions at the waveform
can resolve an RN16 from one of the Tags, the ‘Interrogator can ACK the resolved Tag| Unresolved

If mu
level

Tags

If th

receive erroneous RN16s and return to arbitrate without backscattering the reply shown in

P

-

Interrogator sends a valid ACK (i.es;an ACK containing the correct RN16) to the

"able 14.

Tag in the

acknowledged state the Tag re-backscatters'the reply shown in Table 14.

At a
recei

y point the Interrogator may issue~a NAK, in response to which all Tags in the inventon
ve the NAK return to arbitrate without changing their inventoried flag.

y round that

After]
or Q
doeg|
para
Que
ane

QueryAdjust
ment Q, but
hanging any
fain multiple
reby starting

issuing a Query to initiate*an“inventory round, the Interrogator typically issues one or more
LieryRep commands. QueryAdjust repeats a previous Query and may increment or decre
not intfroduce new_Tags into the round. QueryRep repeats a previous Query without c
meters and withoutyintroducing new Tags into the round. An inventory round can con
yAdjust or QueryRep commands. At some point the Interrogator will issue a new Query, the
v inventory round.

ent, or leave
hto their slot
bnzero value

in the arbitrate or reply states that receive a QueryAdjust first adjust Q (increment, decrem

anged),then pick a random value in the range (0, 2*—1), inclusive, and load this value i
ter: Tags that pick zero transition to the reply state and reply immediately. Tags that pick a n
itionto the arbitrate state and await a QueryAdjust or a QueryRep command.

Tags
unch
coun
trang

gju

Tags in the arbitrate state decrement their slot counter every time they receive a QueryRep, transitioning to
the reply state and backscattering an RN16 when their slot counter reaches 0000;. Tags whose slot counter
reached 0000;, who replied, and who were not acknowledged (including Tags that responded to the original
Query and were not acknowledged) return to arbitrate with a slot value of 0000, and decrement this slot value
from 0000, to 7FFF, at the next QueryRep, thereby effectively preventing subsequent replies until the Tag
loads a new random value into its slot counter.

Although Tag inventory is based on a random protocol, the Q-parameter affords network control by allowing
an Interrogator to regulate the probability of Tag responses. Q is an integer in the range (0,15); thus, the
associated Tag-response probabilities range from 2°=11t027"°=0.000031.

Annex D describes an exemplary Interrogator algorithm for choosing Q.
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The scenario outlined above assumed a single Interrogator operating in a single session. However, as
described in 6.4.2.2, an Interrogator can inventory a Tag population in one of four sessions. Furthermore, as
described in 6.4.2.11.2, the Query, QueryAdjust, and QueryRep commands each contain a session parameter.
How a Tag responds to these commands varies with the command, session parameter, and Tag state, as

follows:

Query: A Query command starts an inventory round and chooses the session for the round. Tags in any
state except killed execute a Query, starting a new round in the specified session and transitioning to
ready, arbitrate, or reply, as appropriate (see Figure 19).
If a Tag in the acknowledged, open, or secured states receives a Query whose session parameter

matches the prior session it inverts its inventoried flag (i.e. A—B or B—A) for the session before

If a

QueryAd
com
the
sequ
with
If a]

To illustrate
the ready st
match the sq
A in session
random nun]
immediately

No Tags

tevatuateswhethertotransitiomtoreadyarbitrate; orreply-
[ag in the acknowledged, open, or secured states receives a Query whose session parameter
Joes not match the prior session it leaves its inventoried flag for the prior session upchangg¢d as

t evaluates whether to transition to ready, arbitrate, or reply.

mismatched session.

bte. An Interrogator first issues a Select to select a subpopulation of Tags. Assume that 16
S0. The Interrogator issues a Query specifying (SL, Q = 4, SO, A). Each of the 12 Tags pi

The Query has 3 possible outcomes:

One Tag replies (see Figure 21): The, Tag transitions to the reply state and backscatters an RN16

Inter
RN1
diag
RN1
ackr

6 it backscatters the reply shown in Table 14 and transitions to the acknowledged state

6 it transitions to arbitrate. Assuming a successful ACK, the Interrogator may either acces
owledged Tag or.issue a QueryAdjust or QueryRep with matching session parameter to inve

reply: The Interrogator may issue -another Query, or it may issue a QueryAdjust or QueryRap.

jjust, QueryRep: Tags in any state except ready or killed execute a QueryAdjast or QueryRep
mand if, and only if, (i) the session parameter in the command matches the-session parameter in
uery that started the round, and (ii) the Tag is not in the middle of a Killor Access command
ence (see 6.4.2.11.3.4 or 6.4.2.11.3.6 respectively). Tags ignore a-QueryAdjust or QueryRep

[ag in the acknowledged, open, or secured states receives a QueryAdjust or QueryRep whose
session parameter matches the session parameter in the prior:Query, and the Tag is not i
middle of a Kill or Access command sequence (see 6.4.2:11.3.4 or 6.4.2.11.3.6 respectively), it
nverts its inventoried flag (i.e. A—>B or B—A) for the current session then transitions to ready.

h the

an inventory operation, consider a specific example?)Assume a population of 64 powered T4gs in

Tags

lection criteria. Further assume that 12 of the 46selected Tags have their inventoried flag et to

cks a

ber in the range (0,15) and loads the value' into its slot counter. Tags that pick a zero respond

The

rogator acknowledges the Tag by sending an ACK. If the Tag receives the ACK with a cqrrect

The

fam in Figure 21 assumes that Xl is deasserted. If the Tag receives the ACK with an incgrrect

5 the
rt the

Tag’s inventoried flag from A—B and send the Tag to ready (a Query with matching prior-round
sesdion parameter-will also invert the inventoried flag from A—B).
Symbol Description
I—l P Preamble (R=>T or T=>R)
R=>T Signaling ES Erame-Svunc
 I— 7
RN16 16-bit Random Number
|:| T=>R Signaling PC Either StoredPC or PacketPC
XPC Optional XPC word or words
CRC-16 Either StoredCRC or PacketCRC
P | Query P | RN16 FS| ACK P | PC | XPC ull CRC-16 FS | QueryRep
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Figure 21 — One Tag reply
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Multiple Tags reply: The Interrogator observes a backscattered waveform comprising multiple RN16s. It
may try to resolve the collision and issue an ACK; not resolve the collision and issue a QueryAdjust,
QueryRep, or NAK; or quickly identify the collision and issue a QueryAdjust or QueryRep before the
collided Tags have finished backscattering. In the latter case the collided Tags, not observing a valid
reply within T, (see Figure 16), return to arbitrate and await the next Query or QueryAdjust command.

6.4.2.9 Accessing individual Tags

After acknowledging a Tag, an Interrogator may choose to access it. The access command set comprises
Req_ RN, Read, Write, Kill, Lock, Access, BlockWrite, and BlockErase, and BlockPermalock. The Tag
executes access commands in the states according to Table 18.

Table 18 — Access commands and Tag states in which they are permitted

Command |Acknowledged State |Open State |Secured State Remark

Req_RN Permitted Permitted |Permitted

Read Permitted |Permitted

Write Permitted |Permitted Requires prior Req_RN

Kill Permitted |Permitted Requires prior Req_ RN

Lock Permitted

Access Permitted -~ {Permitted Optional command;
Requires prior Req_RN

BlockWrite Permitted |Permitted Optional command

BlockErase RPermitted |Permitted Optional command

BlockPermalock Permitted Optional command

An Interrogator accesses a Tag in the @cknowledged state as follows:
Itep 1. The Interrogator issues;a Req_RN to the acknowledged Tag.

tep 2. The Tag generates and stores a new RN16 (denoted handle), backscatters the |handle, and
transitions to the open state if its access password is nonzero, or to the secured state [if its access
password is zero. Thé Interrogator may now issue further access commands.

All agcess commands issued to a Tag in the open or secured states include the Tag’s handle as|a parameter
in the¢ command?When in either of these two states, Tags verify that the handle is correct prior to gxecuting an
acceps command, and ignore access commands with an incorrect handle. The handle value is|fixed for the
entir¢ duration of a Tag access.

Tagd inthe open state can execute all access commands except Lock and BlockPermalock.| Tags in the
secured state can execute all access commands. A Tag’s response to an access command includes, at a
minimum, the Tag’s handle; the response may include other information as well (for example, the result of a
Read operation).

An Interrogator may issue an ACK to a Tag in the open or secured states, causing the Tag to backscatter the
reply shown in Table 14.

Interrogator and Tag can communicate indefinitely in the open or secured states. The Interrogator may
terminate the communications at any time by issuing a Query, QueryAdjust, QueryRep, or a NAK. The Tag’s
response to a Query, QueryAdjust, or QueryRep is described in 6.4.2.8. A NAK causes all Tags in the
inventory round to return to arbitrate without changing their inventoried flag.
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The Write, Kill, and Access commands send 16-bit words (either data or half-passwords) from Interrogator to
Tag. These commands use one-time-pad based link cover-coding to obscure the word being transmitted, as
follows:

Step 1. The Interrogator issues a Req_RN, to which the Tag responds by backscattering a new RN16.
The Interrogator then generates a 16-bit ciphertext string comprising a bit-wise EXOR of the 16-bit word to
be transmitted with this new RN16, both MSB first, and issues the command with this ciphertext string as
a parameter.

Step 2. The Tag decrypts the received ciphertext string by performing a bit-wise EXOR of the received
16-bit ciphertext string with the original RN16.

ve a
es a
new

If an Interro Jatw tssues—a—commantd buntaillillg cover-coded—dataor=a haif—paaavvwd anc-faits—torece;
response frgm the Tag, the Interrogator may reissue the command unchanged. If the Interrogator,issu
command w|th new data or new half-password, then Interrogator shall first issue a Req_RN to obtain a

RN16 and shall use this new RN16 for the cover-coding.

To reduce security risks, this document recommends that (1) Tags use unique kill passwords,”’and (2) me]
writes be pefformed in a secure location.

mory

The BlockW|
Unlike Write

A Tag resp

BlockErase and BlockPermalock with Read/Lock=1 (see 6.4.2.11.3.9)) by.backscattering its handle, indig
ration was successful, or by backscattering an error code (see Annex|), indicating that the

that the op¢d
operation wa
appropriate

that initiated

access cominand.

Issuing an @ccess password to a Tag is a multi-step-procedure, described in 6.4.2.11.3.6 and ouf

in Figure 25.

Tag memor|
permanently
the memory
or secured
state only. S
of memory Iq

This protoco

open or seg
the Tag in ei

6.4.210 K

fite command (see 6.4.2.11.3.7) communicates multiple 16-bit words from Interrogator to
BlockWrite does not use link cover-coding.

onds to a command that writes or erases memory (i.e. Wirte, Kill, Lock, BlockWrite,

s unsuccessful. The Tag reply uses the extended preamble shown in Figure 11 or Figure 1
i.e. the Tag replies as if TRext=1 regardless of the TRext value specified in the Query comi
the inventory round). See 6.4.2.11.3 for detailed, descriptions of a Tag’s reply to each part

y may be unlocked or locked. The lock status may be changeable or permalocked
unlocked or permanently locked);-Recommissioning the Tag may change the lock status, e
was previously permalocked.-An Interrogator may write to unlocked memory from either the
states. An Interrogator may.write to locked memory that is not permalocked from the sec
ce Table 44, 6.4.2.10, 6.4:2.11.3.5, 6.4.2.11.3.9, Table 44, and Table 51 for a detailed descr
ck, permalock, recommissioning, and the Tag state required to modify memory.

| recommends that Interrogators avoid powering-off while a Tag is in the reply, acknowled

ured states..Rather, Interrogators should end their dialog with a Tag before powering off, le
ther the ready or arbitrate state.

lling or recommissioning a Tag

Tag.

and
ating

5, as
nand
cular

lined

(i.e.
en if
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Killing or re
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23,

in which an Interrogator sends two successive Kill commands to a Tag. The first Kill command contains the
first half of the kill password, and the second Kill command contains the second half. Each Kill command also
contains 3 RFU/Recom bits. In the first Kill command these bits are RFU and zero valued; in the second Kill
command they are called recommissioning (or Recom) bits and may be nonzero valued. The procedures for
killing or recommissioning a Tag are identical, except that the recommissioning bits in the second Kill
command are zero when killing a Tag and are nonzero when recommissioning it. Regardless of the intended
operation, a Tag shall not kill or recommission itself without first receiving the correct kill password by the
procedure shown in Figure 23.
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If a Tag does not implement recommissioning then it shall ignore the recommissioning bits and treat them as
though they were zero, meaning that, if the Tag receives a properly formatted Kill command sequence with
the correct kill password it shall kill itself dead regardless of the values of the recommissioning bits. The
remainder of this section 6.4.2.10 assumes that a Tag implements recommissioning.

Upon receiving a properly formatted Kill command sequence with the correct kill password and one or more
nonzero recommissioning bits, a Tag shall assert those LSBs of its XPC_W1 that are asserted in the
recommissioning bits (for example, if a Tag receives 100, for the recommissioning bits then it asserts the Ull
memory location 21D, of its XPC_W1 word). The XPC_W1 LSBs shall be one-time-writeable, meaning that
they cannot be deasserted after they are asserted. By storing the Tag’s recommissioned status in the first
XPC word a subsequent Interrogator can know how the Tag was recommissioned (see Table 16). A Tag shall

perf

A T4
Tag

ATa
spec

+la £l H ' [N 2l +a + + H bt ] HS H L 1 Iad
mrrure IUIIUVVIIIB U'JUIGLIUI 1o VAo TU UIT 1T IUUUIllllllOOlUlllllH VIt vAIUCTO TUTOUUUTITVTOO \OUU diou U,

Asserted Ull memory location 21F,: The Tag shall disable block permalocking’)and
blocks of User memory that were previously permalocked. The Tag shall disable su
BlockPermalock command. If the Tag didn’t implement block permalocking prior to recg
then block permalocking shall remain disabled. The lock status of User memory shall bg
solely by the lock bits (see 6.4.2.11.3.5).

Asserted Ull memory location 21E,: The Tag shall kill its User memory, rendering the n

2.1.2.5):

unlock any
pport for the
mmissioning
> determined

nemory bank

unreadable, unwriteable, and unselectable (i.e. the Tag functions as'though its User memory bank no

longer exists).The Ull memory location 21E, has precedence over the Ull memory locati
both are asserted then the User memory bank shall be killed(

Asserted Ull memory location 21D,,: The Tag shall untock its Ull, TID, and User me
regardless of whether these banks were locked or pefmalocked. Portions of User memg
block permalocked shall remain block permalockedyand vice versa, unless the Ull men
21F, is also asserted, in which case the Tag shall'unlock its permalocked blocks. The Ta
unlock its kill and access passwords, and shall*render the kill and access passwords
unreadable regardless of the values of therTag’'s lock bits (see 6.4.2.11.3.5). If an
subsequently attempts to read the Tag’skill or access passwords the Tag shall backscd
code (see Annex|). A Tag that receives a subsequent Lock command with pwd-read/
lock or permalock the indicated password(s) in the writeable state, but the passwords shg
unreadable.

bn 21F, — if

mory banks,
ry that were
nory location
g shall write-
permanently
Interrogator
tter an error
rite=0 shall
Il still remain

g shall not execute any of the above recommissioning operations more than once. As one
oes not allow any of its memory banks to be unlocked more than once by recommissioning.

example, a

g may execute multiple Kiffcommand sequences, depending on the nature and ordering of the operations
fied in these command.sequences. Specifically:

A Tag that is\killed dead shall not allow a subsequent recommissioning.

A Tag that-has been recommissioned may be subsequently killed dead.

A Tag-that receives a properly formatted Kill command sequence with the correct kill p
with*redundant recommissioning bits (for example, the recommissioning bits are 100, b
XPC_W1 already contains 100,) shall not perform the requested recommissioning ope

assword but
ut the Tag’s
ration again.

A th that o VDO L,

and respond
affirmatively to the Interrogator. An Interrogator may choose to send a Kill sequence with redundant
recommissioning bits if, for example, it had sent a prior Kill sequence but did not observe an
affirmative response from the Tag.

lactag St hall mmarahs viarifi, | niaine—th ad valiy
mroltcayu, uirc IQH LK01an IIIUIUIY VUIIIy arau 1o /AT U WuUTU Luriudinio U1C dootTliTUu vaiutTo

e A Tag that receives a properly formatted Kill command sequence with the correct kill password and

© IS0

with newly asserted recommissioning bits shall perform the recommissioning operation indicated by
the newly asserted bits, responding affirmatively to the Interrogator when done. A Tag shall compute
the logical OR of the Ull memory location 21F, to 21D, of its current XPC_W1 and the
recommissioning bits and store the resulting value into its XPC_W1. For example, if a Tag whose LSB
XPC_W1 bits are 100, receives a Kill sequence whose recommissioning bits are 010,, the Tag
renders its User memory bank inaccessible and stores 110, into its XPC_W1 LSBs.
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An Interrogator may subsequently re-lock any of the memory banks or passwords that have been unlocked by
recommissioning.

Portions or entire banks of Tag memory, if factory locked, may not be unlockable by recommissioning. An
Interrogator may determine whether a Tag supports recommissioning, and if so which (if any) memory
portions are not recommissionable, by reading the Tag’'s TID memory prior to recommissioning.

A Tag that does not implement a kill password, or a Tag whose kill password is zero, shall not execute a kill or
recommissioning operation. Such a Tag shall respond with an error code (as shown in Figure 23) to a Kill
command sequence regardless of the RFU or recommissioning bit settings.

A Tag shall accept all eight possible combinations of the 3 recommissioning bits, executing those portions that

it is capable T executing, Ignoring those It cannot, and responding affirmatively to the Interrogator when (¢

Several exa

6.4.2.11

Interrogator-
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e ATH
e ATH
e ATH

QueryRd
Query, (
All other
All exten

QueryR4
othe
leng

Query, (
Query is
Select,

protgcted by a CRC-16, defined.in 6.4.1.5 and detailed in Annex F.

R=>T cqg
codd

Tags sh

current Tag state, (2).is unsupported by the Tag, (3) has incorrect parameters, (4) has a CRC

()
Accq
orn
Tag

Interrogator commands and Tag replies

ples of operations that a Tag may be incapable or partially capable of executing are:
g that does not have User memory cannot unlock it
g that does not implement an Access password cannot unlock it for writing

g in which a portion of TID memory is factory locked cannot unlock this portion

fo-Tag commands shall have the format shown in Table 19.

bp and ACK have 2-bit command codes beginning with 0,.

DueryAdjust, and Select have 4-bit command codes beginningwith 10,.
base commands have 8-bit command codes beginning/with 110,.

ded commands have 16-bit command codes beginning with 1110..

bp, ACK, Query, QueryAdjust, and NAK have the.unique command lengths shown in Table 1
r commands shall have these lengths. If a Tag receives one of these commands with an incg
th it shall ignore the command.

PueryAdjust, and QueryRep contain a session parameter.

protected by a CRC-5, shown in Table 12 and detailed in Annex F.
Req RN, Read, Write, Kill, Lock, Access, BlockWrite, BlockErase, and BlockPermaloch

mmands begin with either.a preamble or a frame-sync, as described in 6.4.1.2.8. The comnj
lengths specified in Table 19 do not include the preamble or frame-sync.

bl ignore invalid commands. In general, “invalid” means a command that (1) is incorrect give

Epecifies ansincorrect session, (6) is inappropriately interspersed between successive K
pss commands in a kill or access sequence, respectively, or (7) is in any other way not recog
bt executable by the Tag. The actual definition of “invalid” is state-specific and defined, for
state; in Annex B and Annex C.
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Command Code Length (bits) Mandatory? Protection
QueryRep 00 4 Yes Unique command length
ACK 01 18 Yes Unique command length
Unique command length
Query 1000 22 Yes and a CRC-5
QueryAdjust 1001 9 Yes Unique command length
Select 1010 > 44 Yes CRC-16
Resefved for future use 1011 - - =
NAK 11000000 8 Yes Uniglieyconjmand length
Req RN 11000001 40 Yes CR[-16
Read| 11000010 > 57 Yes CR[L-16
Write 11000011 > 58 Yes CR[L-16
Kill 11000100 59 Yes CR[-16
Lock 11000101 60 Yes CR[-16
Access 11000110 56 No CR[-16
BlocKWrite 11000111 > 57 No CR[-16
BlocKErase 11001000 > 57 No CR[-16
BlocKHPermalock 11001001 > 66 No CR[-16
11001010 Some comm and§ thereof
are used for pptional
Resefved for future use - - . ) .
extension as|defined in
11011111
Clause 7.
11100000,00000000
Resefved for custom commands .. - - Manufactufer specified
11400000 11111111
11100001 00000000
Reseyved for proprietary commands) . - - Manufactufer specified

11100001 11111111

Reselved for future use

11100010 00000000

11101111 11111111

6.4.2.11.1 ,Select commands

~S 4 1 4 : : 1 Qs
The CICCLCUITIITIANG St COIMTIPTNSES a Syic CUMMITIAard. oeictl.

6.4.2.11.1.1 Select (mandatory)

Select selects a particular Tag population based on user-defined criteria, enabling union (U), intersection (N),
and negation (~) based Tag partitioning. Interrogators perform U and N operations by issuing successive
Select commands. Select can assert or de-assert a Tag’s SL flag, which applies across all four sessions, or it
can set a Tag’s inventoried flag to either A or B in any one of the four sessions.
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Interrogators and Tags shall implement the Select command shown in Table 20. Target shall indicate whether
the Select modifies a Tag’'s SL or inventoried flag, and in the case of the inventoried flag, for which session.
Action shall elicit the Tag response shown in Table 21. The criteria for determining whether a Tag is matching
or non-matching are specified in the MemBank, Pointer, Length and Mask fields. Truncate indicates whether a
Tag’s backscattered reply shall be truncated to include only those Ull and StoredCRC bits that follow Mask.
Select passes the following parameters from Interrogator to Tags:

Target indicates whether the Select command modifies a Tag’s SL flag or its inventoried flag, and in the
case of inventoried it further specifies one of four sessions. A Select command that modifies SL does
not modify inventoried, and vice versa. Tags shall ignore Select commands whose Target is 1015,

110,

,or 111,.

Action i
Tagy
mat(

MemBar
sing
Res

MenpiBank parameter value 00; is reserved for future use (RFU).

Pointer,

PAH + Lotk ol €I s ol P <J | bl ot F HPp e | + A
UILdAlT o WITCUTTT TTIAIUTTIITY Tdyo dooTITl Ul UTTdOoOoTUIl V., Ul STL UITIT TIIVETIUTICU Tidy tU /A Ul
5 conforming to the contents of the MemBank, Pointer, Length, and Mask fields are consig
hing. Tags not conforming to the contents of these fields are considered non-matching(

Ik specifies whether Mask applies to Ull, TID, or User memory. Select commands_shall apply
e memory bank. Successive Selects may apply to different banks. MemBank shall not sg
brved memory; if a Tag receives a Select specifying MemBank = 00, it shallxignore the S

Length, and Mask: Pointer and Length describe a memory range. Pointer references a me

bit 4
Leng
a bit
bits
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matd
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Selg

Truncatd
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Theg
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trun
Tags

Tagy
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Selé
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ddress (Pointer is not restricted to word boundaries) and uses EBY._formatting (see Anne
jth is 8 bits, allowing Masks from 0 to 255 bits in length. Mask, whichvis Length bits long, con

ater. If Pointer and Length reference a memory location that does not exist on the Tag the
shall consider the Select to be non-matching. If Length is-zero then all Tags shall be consig
hing, unless Pointer references a memory location that'does not exist on the Tag or Truncat
Pointer is outside the Ull specified in the StoredPC, in which case the Tag shall conside
ct to be non-matching.

. If an Interrogator asserts Truncate, and if a subsequent Query specifies Sel=10 or Sel=11,
htching Tag shall truncate their reply to an ACK to that portion of the Ull immediately follg
k, followed by the StoredCRC in Ull memory 00, to OF;. If an Interrogator asserts Truncg
assert it:

the last Select that the Interrogator issues prior to sending a Query,
ly if the Select has Target = 100, and
ly if Mask ends in the UIL.

be constraints do not preclude an Interrogator from issuing multiple Select commands that t
SL and/or inventoried flags. They do require that an Interrogator that is requesting Ta
tate their replies asSert Truncate in the last Select, and that this last Select targets the SL
5 shall power-upwith' Truncate de-asserted.

5 shall decide\whether to truncate their backscattered Ull on the basis of the most reg
ved Select/Hf'a Tag receives a Select with Truncate=1 but Target<>100, the Tag shall ignor
ct. If a Tag receives a Select in which Truncate=1 but MemBank<>01, the Tag shall considg
ct tobe invalid. If a Tag receives a Select in which Truncate=1, MemBank=01, but Mask
de_the Ull specified in the StoredPC, the Tag shall consider the Select to be not matching.
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Truncated replies never include PC word or the XPC words, because Mask must end in the UlI.

may end at the Tast bit of the UTI, in which case a selected Tag shall backscatter its StoredCRC.

A Tag shall preface its truncated reply with five leading zeros (00000,) inserted between the preamble
and the truncated reply. Specifically, when truncating its replies a Tag backscatters 00000,, then the
portion of its Ull following Mask, and then its StoredCRC. See Table 14. A Tag does not recalculate
its StoredCRC for a truncated reply.

A recommissioned Tag shall not truncate its replies. A recommissioned Tag that receives a Select
with Truncate=1 shall evaluate the Select normally, but when replying to a subsequent ACK it shall
backscatter its PacketPC, XPC_W1, optionally its XPC_W?2 (if XEB is asserted), an Ull whose length
is as specified in the Ull length field in the StoredPC, and its PacketCRC.
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Interrogators can use a Select command to reset all Tags in a session to inventoried state A, by issuing
a Select with Action = 000, and a Length value of zero.

Because a Tag stores its StoredPC and StoredCRC in Ull memory, a Select command may select on them.
Because a Tag computes its PacketPC and PacketCRC dynamically and does not store them in memory, a
Select command is unable to select on them.

Because a Tag may compute its PC and/or CRC dynamically, its response to a Select command whose
Pointer, Length, and Mask include the StoredPC or StoredCRC may produce unexpected behaviour.
Specifically, a Tag’s backscattered reply may appear to not match Mask even though the Tag’'s behaviour
indicates matching, and vice versa. For example, suppose an Interrogator sends a Select to match a 00100,

ull | ; ; —The Tag will
dynamically increment its Ull length field to 00101, when responding to an ACK, and will,bagkscatter this
increimented value in the PacketPC. The Tag was matching, but the backscattered Ull length field appears to
be npn-matching.
Interfogators shall prepend a Select with a frame-sync (see 6.4.1.2.8). The CRC-16,that protects a Select is
calcylated over the first command-code bit to the Truncate bit.
Tagsg shall not reply to a Select.
Table 20 — Select command
Command Target Action | MemBank | Pointer | Length | Mask Truncate CRC-16
#|of bits 4 3 3 2 EBV 8 Variable 1 16
desgription 1010 |000: Inventoried (S0) See |00:RRU Starting | Mask | Mask |0: Disabld
001: Inventoried (S1) Table 21 |04: Ul Mask length value truncafjon
010: Inventoried (S2) 10: TID address (bits) 1: Enable
011: Inventoried (S3) 11: User truncation
100: SL
101: RFU
110: RFU
111: RFU
Table 21 — Tag response to Action parameter
Action Matching Non-matching
000 assert SL or inventoried —» A de-assert SL or inventoried — B
001 assert SL or inventoried — A do nothing
010 do nothing de-assert SL or inventoried —» B
011 negate SL or (A — B, B— A) do nothing
166 te=assert-Storinventoried—B8—T—assert Stor-inventoried—A
101 de-assert SL or inventoried — B do nothing
110 do nothing assert SL or inventoried —» A
111 do nothing negate SL or (A —> B, B— A)
6.4.2.11.2 Inventory commands
The inventory command set comprises Query, QueryAdjust, QueryRep, ACK, and NAK.
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Query (mandatory)

Interrogators and Tags shall implement the Query command shown in Table 22. Query initiates and specifies

an inventory

round. Query includes the following fields:

DR (TRcal divide ratio) sets the T=>R link frequency as described in 6.4.1.2.8 and Table 9.
M (cycles per symbol) sets the T=>R data rate and modulation format as shown in Table 10.

TRext chooses whether the T=>R preamble is pre-pended with a pilot tone as described in 6.4.1.3.2.2
and 6.4.1.3.2.4, however, a Tag's reply to access commands that write to memory (i.e. Write, Kill,
Lock, BlockWrite and BlockErase, and BlockPermalock) always use a pilot tone regardless of the
value of TRext.

Sel chog

ses which Tags respond to the Query (see 6.4.2.11.1.1 and 6.4.2.8).

Session|chooses a session for the inventory round (see 6.4.2.8).
Target selects whether Tags whose inventoried flag is A or B participate in the inventofyyround. [Tags
may|change their inventoried flag from A to B (or vice versa) as a result of being singulated.

Q sets the number of slots in the round (see 6.4.2.8).
Interrogatord shall prepend a Query with a preamble (see 6.4.1.2.8).
The CRC-5 jthat protects a Query is calculated over the first command-codebit to the last Q bit. If 4 Tag
receives a (Query with a CRC-5 error it shall ignore the command.
Upon receiving a Query, Tags with matching Sel and Target shall pick a random value in the range (0, 2 ’—1),
inclusive, and shall load this value into their slot counter. If a Tag, inresponse to the Query, loads it slot
counter with| zero, then its reply to a Query shall be as shown iniTable 23; otherwise the Tag shall rgmain
silent.
A Query may initiate an inventory round in a new sessioh, or in the prior session. If a Tag in the
acknowledged, open, or secured states receives a Query whose session parameter matches the |prior
session it shall invert its inventoried flag (i.e. A—»B orX . B—A) for the session before it evaluates whether to
transition to [ready, arbitrate, or reply. If a Tag in the acknowledged, open, or secured states receiyes a
Query whosg session parameter does not match(the prior session it shall leave its inventoried flag fgr the
prior session] unchanged when beginning the new: round.
Tags shall stipport all DR and M values specified in Table 9 and Table 10, respectively.
Tags in any|state other than killed shall execute a Query command, starting a new round in the spetified
session and |transitioning to ready, arbitrate, or reply, as appropriate (see Figure 19). Tags in the killed |state
shall ignore & Query.

Table 22 — Query command
Command DR M TRext Sel Session | Target Q CRC-5
# of bits 4 1 2 1 2 2 1 4 5
description 1000 0: DR=8 00: M=1 0: No pilot tone  |00: All 00: SO 0:A 0-15
+-DBR=64/3—04+-M=2 +Use-pitot-tene—104+Al 0454 +B
10: M=4 10: ~SL 10: S2
11: M=8 11: SL 11: S3

56

Table 23 — Tag reply to a Query command

Response
# of bits 16
description RN16
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Interrogators and Tags shall implement the QueryAdjust command shown in Table 24. QueryAdjust adjusts Q
(i.e. the number of slots in an inventory round — see 6.4.2.8) without changing any other round parameters.

QueryAdjust includes the following fields:
Session corroborates the session number for the inventory round (see 6.4.2.8 and 6.4.2.11.2.1). If a Tag

receives a QueryAdjust whose session number is different from the session number in th
initiated the round it shall ignore the command.

UpDn determines whether and how the Tag adjusts Q, as follows:

Tags

cominand that started the inventory round; one or more subsequent QueryAdjust commands may

A QY

Upor
and

Zero
shall

Tags
para
Tag

Tags
matg
sequ

as appropriate) for the current session and transition to ready.

110: Increment Q (i.e. Q=Q + 1).

e Query that

000: No change to Q.
011: Decrement Q (i.e. Q= Q—1).

If a Tag receives a QueryAdjust with an UpDn value different from those specified a
ignore the command. If a Tag whose Q value is 15 receives a QueryAdjust with UpDn :
change UpDn to 000 prior to executing the command; likewise, if a Tag whose Q value is
QueryAdjust with UpDn = 011 it shall change UpDn to 000 prior to executing the comman

shall maintain a running count of the current Q value. The initial .Q value is specified i

eryAdjust shall be pre-pended with a frame-sync (see 6.4.1.2 8).

receiving a QueryAdjust Tags first update Q, then pick a random value in the range (O, 29—
oad this value into their slot counter. If a Tag, in response to the QueryAdjust, loads its slot
then its reply to a QueryAdjust shall be shown in Table 25; otherwise, the Tag shall remain
respond to a QueryAdjust only if they received a prior Query.

in any state except ready or killed shall execute a QueryAdjust command if, and only if, (i
meter in the command matches the session‘parameter in the Query that started the round
s not in the middle of a Kill or Access command sequence (see 6.4.2.11.3.4 or 6.4.2.11.3.6 r{

in the acknowledged, open, or secured states that receive a QueryAdjust whose sessig
hes the session parameter in theprior Query, and who are not in the middle of a Kill or Acce
ence (see 6.4.2.11.3.4 or 6.4:2.11.3.6 respectively), shall invert their inventoried flag (i.e. A

Table 24 — QueryAdjust command

bove it shall
£ 110 it shall
0 receives a
d.

n the Query
modify Q.

1), inclusive,
counter with
silent. Tags

the session
, and (i) the
bspectively).

In parameter
5s command
>B or B—A,

Command Session UpDn
# of bits 4 2 3
description 1001 00: SO 110: Q=Q+1
01: S1 000: No change to Q
10: S2 011: Q=Q-1
11: S3

© IS0

Table 25 — Tag reply to a QueryAdjust command

Response
# of bits 16
description RN16
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6.4.2.11.2.3 QueryRep (mandatory)

Interrogators and Tags shall implement the QueryRep command shown in Table 26. QueryRep instructs Tags
to decrement their slot counters and, if slot = 0 after decrementing, to backscatter an RN16 to the Interrogator.

QueryRep includes the following field:

Session corroborates the session number for the inventory round (see 6.4.2.8 and 6.4.2.11.2.1). If a Tag
receives a QueryRep whose session number is different from the session number in the Query that
initiated the round it shall ignore the command.

A QueryRep shall be pre-pended with a frame-sync (see 6.4.1.2.8).

If a Tag, in fesponse to the QueryRep, decrements its slot counter and the decremented slot value is)gero,
then its reply to a QueryRep shall be as shown in Table 27; otherwise the Tag shall remain silent.cTags|shall
respond to al QueryRep only if they received a prior Query.

Tags in any|state except ready or killed shall execute a QueryRep command if, and only. if;<(i) the segsion
parameter il the command matches the session parameter in the Query that started the\round, and (i|) the
Tag is not in|the middle of a Kill or Access command sequence (see 6.4.2.11.3.4 or 6.4:2.11.3.6 respectively).

Tags in the |acknowledged, open, or secured states that receive a QueryRep whose session pararpeter
matches the|session parameter in the prior Query, and who are not in the middle/of a Kill or Access command
sequence (see 6.4.2.11.3.4 or 6.4.2.11.3.6 respectively), shall invert their inventoried flag (i.e. A—>B or B—A,
as appropriate) for the current session and transition to ready.

Table 26 — QueryRep command

Command Session
# of bits 2 2
description 00 00: SO
01: S1
10: S2
11: S3

Table 27 = Tag reply to a QueryRep command

Response

# of bits 16

description RN16

6.4.2.11.2.4| ACK (mandatory)

|nterrogator and Tnge shall implnmnnf the ACK command shown in Table 28 An Infnrrngnfnr sends-anlACK
to acknowledge a single Tag. ACK echoes the Tag’'s backscattered RN16.

If an Interrogator issues an ACK to a Tag in the reply or acknowledged states, then the echoed RN16 shall
be the RN16 that the Tag previously backscattered as it transitioned from the arbitrate state to the reply state.
If an Interrogator issues an ACK to a Tag in the open or secured states, then the echoed RN16 shall be the
Tag’s handle (see 6.4.2.11.3.1).

An ACK shall be pre-pended with a frame-sync (see 6.4.1.2.8).
The Tag reply to a successful ACK shall be as shown in Table 29. As described in 6.4.2.11.1.1, the reply may

be truncated, in which case the Tag reply is 00000, followed by the truncated Ull followed by the StoredCRC
computed by the Tag at power-up. A Tag that receives an ACK with an incorrect RN16 or an incorrect handle
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(as appropriate) shall return to arbitrate without responding, unless the Tag is in ready or killed, in which
case it shall ignore the ACK and remain in its present state.

If a Tag does not support XPC functionality then the maximum length of its backscattered Ull is 496 bits. If a
Tag supports XPC functionality then the maximum length of its backscattered Ull is reduced by two words to
accommodate the XPC_W1 and optional XPC_W2 - see 6.4.2.1.2.5, so is 464 bits. If additionally Simple
Sensor Data is transmitted subsequent to the Ull, see 8.3 the maximum length of the Ull decreases
accordingly. In either case a Tag’s reply to an ACK shall not exceed 528 bits in length.

Table 28 — ACK command

Command RN
# of bits 2 16
description 01 Echoed RN16 or handle

Tlable 29 — Tag reply to a successful ACK command — For exceptions(in-respect to sensors see

Clause 7
Response
# of bits 21 to 528
description See Table 14

6.4.2.11.2.5 NAK (mandatory)
Interfogators and Tags shall implement the NAK€ommand shown in Table 30. Any Tag that receives a NAK
shalllreturn to the arbitrate state without changing its inventoried flag, unless the Tag is in ready or killed, in
which case it shall ignore the NAK and remaintin its current state.

A NAK shall be pre-pended with a frame-sync (see 6.4.1.2.8).

Tagq shall not reply to a NAK.

Table 30 — NAK command

Command

# of bits 8
description 11000000

6.4.2.1T1.3 Access commands

The set of access commands comprises Req_RN, Read, Write, Kill, Lock, Access, BlockWrite, BlockErase
and BlockPermalock. As described in 6.4.2.9, Tags execute Req_RN from the acknowledged, open, or
secured states. Tags execute Read, Write, BlockWrite, and BlockErase from the secured state; if allowed by
the lock status of the memory location being accessed, they may also execute these commands from the
open state. Tags execute Access and Kill from the open or secured states. Tags execute Lock and
BlockPermalock only from the secured state.

All access commands issued to a Tag in the open or secured states include the Tag’s handle as a parameter
in the command. When in either of these two states, the Tag shall verify that the handle is correct prior to
executing an access command, and the Tag shall ignore access commands with an incorrect handle. The
handle value is fixed for the entire duration of a Tag access.
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A Tag’s reply to all access commands that read or write memory (i.e. Read, Write, Kill, Lock, BlockWrite, and
BlockErase and BlockPermalock) includes a 1-bit header. Header=0 indicates that the operation was
successful and the reply is valid; header=1 indicates that the operation was unsuccessful and the reply is an

error code.

A Tag'’s reply to all access commands that write memory (i.e. Write, Kill, Lock, BlockWrite, BlockErase, and
BlockPermalock with Read/Lock=1 (see 6.4.2.11.3.9) shall use the extended preamble shown in Figure 11
or Figure 15, as appropriate (i.e. the Tag shall reply as if TRext=1 regardless of the TRext value specified in
the Query command that initiated the inventory round).

After an Interrogator writes to a Tag’s StoredPC or Ull, or changes bits 0B, to OF,, of User memory from zero

to a nonzer
Interrogator
StoredCRC

If an Interrog
a Wirite, Blo

code (see Annex | for error-code definitions and for the reply format).

If an Interrog
Tag using a
an error cod

If an Interro
memory ban
block that is
Write comm
an error cod

Req_RN, R
BlockPerma

See Annex H
its kill passw

6.4.2.11.3.1

Interrogatord
backscatter
state:

Ackno
Inte
Req]
Tag
RN1

U vaiuc (UI Vibc Vclbd), Ul IUbUIIIIII;DD;UIID t:IU Tdy, thG StUIUU‘CRC Iiday IUU ;IIbUIIUbt unt
powers-down and then re-powers-up its energizing RF field, because a Tag calculatg
bt powerup.

ator attempts to write to Ull memory locations 00, to OF}, (i.e. to the XPC_W1 or(XPC_W2)
CkWrite, or BlockErase command the Tag shall ignore the command and respond with an

ator attempts to write to Ull memory locations 210, to 22F;, (i.e. to the XPC words) of a Pa
Write, BlockWrite, or BlockErase command the Tag shall ignore the,eemmand and respond
b (see Annex | for error-code definitions and for the reply format),

jator attempts to write to a memory bank or password that\is“permalocked unwriteable, on
k or password that is locked unwriteable and the Tag is net)in the secured state, or to a me|
permalocked, using a Write, BlockWrite, or BlockErasé,command, or if a portion of the Data

| the
s its

ising
error

5sive
with

to a
mory
ina

hnd overlaps a permalocked memory block, the Tag shall ignore the command and respond
b (see Annex | for error-code definitions and for the reply format).

cad, Write, Kill, and Lock are required gommands; Access, BlockWrite, BlockErase,

ock are optional. A Tag shall ignore optional’access commands that it does not support.

ord.

Req_RN (mandatory)

and Tags shall implement the Req_RN command shown in Table 31. Req_RN instructs a T|
A new RN16. Both ¢he Interrogator’'s command, and the Tag’s response, depend on the ]

rogator shallsinclude the Tag’s last backscattered RN16 as a parameter in the Req RN,
| RN command is protected by a CRC-16 calculated over the command bits and the RN16.
receives*the Req_RN with a valid CRC-16 and a valid RN16 it shall generate and store a
6 (denoted handle), backscatter this handle, and transition to the open or secured state

with

and

( for an example of a data-flow exchange during which an Interrogator accesses a Tag and reads

Ag to
[ag’s

ledged state’\When issuing a Req_RN command to a Tag in the acknowledged stat¢, an

The
f the
new
The

choi

e of ending state depends on the Tag’s access password, as follows:

Access password <> 0: Tag transitions to open state.
Access password = 0: Tag transitions to secured state.
If the Tag receives the Req_ RN command with a valid CRC-16 but an invalid RN16 it shall ignore the

Req_

RN and remain in the acknowledged state.

Open or secured states: When issuing a Req_RN command to a Tag in the open or secured states, an
Interrogator shall include the Tag’s handle as a parameter in the Req_RN. The Req_RN command is
protected by a CRC-16 calculated over the command bits and the handle. If the Tag receives the
Req_RN with a valid CRC-16 and a valid handle it shall generate and backscatter a new RN16. If the
Tag receives the Req_RN with a valid CRC-16 but an invalid handle it shall ignore the Req_RN. In
either case the Tag shall remain in its current state (open or secured, as appropriate).
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If an Interrogator wishes to ensure that only a single Tag is in the acknowledged state it may issue a
Req_RN, causing the Tag or Tags to each backscatter a handle and transition to the open or secured state
(as appropriate). The Interrogator may then issue an ACK with handle as a parameter. Tags that receive an
ACK with an invalid handle shall return to arbitrate (Note: If a Tag receives an ACK with an invalid handle it
returns to arbitrate, whereas if it receives an access command with an invalid handle it ignores the command).

The first bit of the backscattered RN16 shall be denoted the MSB; the last bit shall be denoted the LSB.

A Req_RN shall be pre-pended with a frame-sync (see 6.4.1.2.8).

The Tag reply to a Req_RN shall be as shown in Table 32. The RN16 or handle are protected by a CRC-16.

6.4.2

Inter|
read

|

[P

MemBank specifies whether the. Read accesses Reserved, Ull, TID, or User memory. Rea

Table 31 — Req_RN command

Command RN CRCA16
# of bits 8 16 16
description 11000001 Prior RN16 or handle

Table 32 — Tag reply to a Req_RN command

RN CRC-16
# of bits 16 16
description handle or new.RN16

.11.3.2 Read (mandatory)

ogators and Tags shall implement the-Read command shown in Table 34. Read allows an Ir
part or all of a Tag's Reserved, Ull-JID, or User memory. Read has the following fields:

shall apply to a single memory bank. Successive Reads may apply to different banks.

VordPtr specifies the starting word address for the memory read, where words are 16 bits i
example, WordPir\= 00, specifies the first 16-bit memory word, WordPtr = 01, specifies
16-bit memory ‘word, etc. WordPtr uses EBV formatting (see Annex A).

VordCount spécifies the number of 16-bit words to be read. If WordCount = 00y, the Tag shal
the contents of the chosen memory bank starting at WordPtr and ending at the end
unless MemBank = 01, in which case the Tag shall backscatter the memory conte
in_Table 33.

terrogator to

iy commands

n length. For
the second

backscatter
of the bank,
ts specified
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Table 33 — Tag backscatter when WordCount=00, and MemBank=01,

WordPtr memory word address

Tag implements

Tag implements

What the Tag backscatters

XPC_W1? XPC_W2?
Within the StoredCRC, StoredPC, or Ull memory starting at WordPtr and ending at
the Ull specified by bits 10,—14, of Don’t care Don'’t care the Ull length specified by bits 10,—14 of the
the StoredPC StoredPC
Within physical UII.n.wemory .bUt N/A. See NOTE | Ull memory starting at WordPtr and ending at
above the Ull specified by bits 10— No p the end of bhvsical UIl memor
14y, of the StoredPC Phy y
(H1l memory. cfnrﬁng at WordPir and nnding at
Within physic:LI Ull memory but the end of physical Ull memory. Includep the
above the Ull [specified by bits 10,— Yes No XPC_WH1 if WordPtr is less than erequdl to 210y
14y, of the StofedPC and physical Ull memory extends to or gbove
address 210y
Ull memory starting at WordPtr and ending at
the end of physical Ulimemory. Includep the
Within physical Ull memory but XPC_W1 and XPCW2 if WordPtr is legs than
above the Ullspecified by bits 10— Yes Yes or equal to 210, and physical Ull memo
14, of the StofedPC extends to or above address 210. Inclupes the
XPC_W2 if\\WordPtr is equal to 220, an
physical Ull memory extends to or above 220;.
210n. Above ghysical Ull memory No A Se1e Aol Error code
210n. Above ghysical Ull memory Yes No XPC_W1
210n. Above ghysical Ull memory Yes Yes XPC_W1 and XPC_W2
220n. Above ghysical Ull memory No N/A. Se1e L2l Error code
220n. Above ghysical Ull memory Yes No Error code
220n. Above ghysical Ull memory Yes Yes XPC_W2
R Don’t care Don’t care Error code

memory.

NOTE 1 If @ Tag doesn’t implement an XPC2W1 then it doesn’t implement an XPC_W?2. See 6.4.2.1.2.5.

The Read command also inclddes the Tag’s handle and a CRC-16. The CRC-16 is calculated over thg

command-cgde bit to the last handle bit.

If a Tag recgives a Read-with a valid CRC-16 but an invalid handle it shall ignore the Read and remain
(open or_secured, as appropriate).

current state]

A Read shal

bépre-pended with a frame-sync (see 6.4.1.2.8).

first

in its

If all of the memory words specified in a Read exist and none are read-locked, the Tag reply to the Read shall
be as shown in Table 35. The Tag responds by backscattering a header (a 0-bit), the requested memory
words, and its handle. The reply includes a CRC-16 calculated over the 0-bit, memory words, and handle.

If one or more of the memory words specified in the Read command either do not exist or are read-locked, the
Tag shall backscatter an error code, within time T, in Table 13, rather than the reply shown in Table 35
(see Annex | for error-code definitions and for the reply format).
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Table 34 — Read command

Command MemBank WordPtr | WordCount RN CRC-16
# of bits 8 2 EBV 8 16 16
description| 11000010 |00: Reserved Starting Number of | handle
01: Ul word words to
10: TID address read
11: User pointer
Table 35 — Tag reply to a successful Read command
Header Memory Words RN CRC-16
# of bits 1 Variable 16 16
description 0 Data handle
6.4.2.11.3.3 Write (mandatory)
Interfogators and Tags shall implement the Write command shown-in.Table 36. Write allows an In]

write

\

The

If a
recei
Writd

A Wiite shall be pre~pended with a frame-sync (see 6.4.1.2.8).

After
time
obse]
write

MemBank specifies whether the Write occurs in Reserved, Ull, TID, or User memory.
VordPtr specifies the word address for the memorydwrite, where words are 16 bits in length.

Data contains a 16-bit word to be written. Before each and every Write the Interrogator shal

Write command also includes the-Tag’s handle and a CRC-16. The CRC-16 is calculated
comiand-code bit to the last handle-bit.

[ag in the open or secured states receives a Write with a valid CRC-16 but an invalid
ves a Write before which the immediately preceding command was not a Req_RN, it shg

rve several possible outcomes from a Write, depending on the success or failure of the T

a word in a Tag’s Reserved, Ull, TID, or User memory. Writeshas the following fields:

WordPtr = 00, specifies the first 16-bit memory word, WordPtr = 01, specifies the s
memory word, etc. WordPtr uses EBV formatting (see Annex A).

Req_RN command; the Tag responds by backscattering a new RN16. The Interrogaton
code the data by EXORIing it with this'new RN16 prior to transmission.

and remain in its c€urrent state.

issuing.'a_Write an Interrogator shall transmit CW for the lesser of Trgpy Or 20ms, where

terrogator to

For example,
econd 16-bit

first issue a
shall cover-

bver the first
handle, or it

Il ignore the

TrepLy IS the

between the Interrogator's Write command and the Tag’s backscattered reply. An Int

operation:

's memory-

e%;ogator may

The Write succeeds: After completing the Write a Tag shall backscatter the reply shown in Table 37
and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 calculated over the 0-bit

and handle. If the Interrogator observes this reply within 20 ms then the Write completed

successfully.

The Tag encounters an error: The Tag shall backscatter an error code during the CW period rather than
the reply shown in Table 37 (see Annex | for error-code definitions and for the reply format).

The Write does not succeed: If the Interrogator does not observe a reply within 20ms then the Write did
not complete successfully. The Interrogator may issue a Req_RN command (containing the Tag’s
handle) to verify that the Tag is still in the Interrogator’s field, and may reissue the Write command.
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Upon receiving a valid Write command a Tag shall write the commanded Data into memory. The Tag’s reply
to a Write shall use the extended preamble shown in Figure 11 or Figure 15, as appropriate (i.e. a Tag shall
reply as if TRext=1 regardless of the TRext value in the Query that initiated the round).

Table 36 — Write command

Command MemBank WordPtr Data RN CRC-16
# of bits 8 2 EBV 16 16 16
description| 11000011 |00: Reserved Word RN16 ® word handle
01: Ull address to be written
10: TID pointer
11: User

Table 37 — Tag reply to a successful Write command

Header RN CRC-16
# of bits 1 16 16
description 0 handle

Interrogator command }4* TrepLy —»‘ Tag response

Writh, Kill, Lock, BlockWrite, BlockErase | ow. ¥ | Preamble | {0, handle, CRC-16} |

Figure 22 — Successful Write sequence

6.4.2.11.3.4|  Kill (mandatory)

Interrogatord and Tags shall implement the Kill command shown in Table 38 and Table 39. Kill allows an
Interrogator fo permanently disable a Tag~/Kill also allows an Interrogator to recommission recommissionable
Tags.

To kill or reqommission a Tag,~an*Interrogator shall follow the multi-step kill procedure outlined in Figure 23.
Briefly, an Irfterrogator issues two Kill commands, the first containing the 16 MSBs of the Tag’s kill password
EXORed with an RN16, and. the second containing the 16 LSBs of the Tag’s kill password EXORed with a
different RN{16. Each EXOR operation shall be performed MSB first (i.e. the MSB of each half-password|shall
be EXORed|with the”MSB of its respective RN16). Just prior to issuing each Kill command the Interrogator
first issues al Req_RNto obtain a new RN16.

Tags shall incorporate the necessary logic to successively accept two 16-bit subportions of a 32-bjt Kkill
password. Interrogators shall not intersperse commands other than Req_RN between the two successive Kill
commands. If a Tag, after receiving a first Kill, receives any valid command other than Req_ RN before the
second Kill it shall return to arbitrate, unless the intervening command is a Query, in which case the Tag shall

execute the Query (inverting its inventoried flag if the session parameter in the Query matches the prior
session).
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Kill contains 3 REU/Recom bits. In the first Kill command these bits are RFU. Interrogators shall set them to
000, when communicating with Passive Tags, and Passive Tags shall ignore them. Higher-functionality Tags
may use these bits to expand the functionality of the Kill command. As described in 6.4.2.10, in the second Kill
command these bits are called recommissioning (or Recom) bits and may be nonzero. The procedures for
killing or recommissioning a Tag are identical, except that the recommissioning bits in the second Kill
command are zero when killing a Tag and are nonzero when recommissioning it. Regardless of the intended
operation, a Tag does not kill or recommission itself without first receiving the correct kill password by the
procedure shown in Figure 23.

If a Tag does not implement recommissioning then it ignores the recommissioning bits and treats them as
though they were zero, meaning that, if the Tag receives a properly formatted Kill command sequence with

the

Tags
a Kil

The
spec]

After]
wher

S PHI| N PHI £y 1£ ol <l <l £ 4l 1 £ 4l H H H it
TTCUU N paoovvulu TUANTO TLOTIT UTaAu IUgaIUIUOO VT UG VAIuUT o UT UITT ICUUIIIIIIIOOIUIIIIIH Vilo.

whose kill password is zero do not execute a kill or a recommissioning operation; if such ‘a
command it ignores the command and backscatters an error code (see Figure 23),

Tag reply to the first Kill command shall be as shown in Table 39. The reply(shall use the
fied in the Query command that initiated the round.

issuing the second Kill command an Interrogator shall transmit CV\. for the lesser of Trg

An Interrogator may observe several possible outcomes from a Kill_ ¢ommand sequence, depe

Succ

1

bss or failure of the Tag'’s kill or recommissioning operation:
'he Kill or recommissioning succeeds: After completing-the operation the Tag shall ba

calculated over the 0-bit and handle. Immediatelyafter this reply the Tag shall render its
shall not respond to an Interrogator thereafter. If'the Interrogator observes this reply withi
the operation completed successfully. If the Tag is killed dead then immediately after t
Tag shall render itself silent and shall not respond to an Interrogator thereafter.

lag receives

TRext value

by or 20ms,

e TrepLy is the time between the Interrogator’s second Kill commandtand the Tag’s backscattered reply.

nding on the

ckscatter the

reply shown in Table 39 and Figure 22 comprising a_header (a 0-bit), the Tag’s handle, and a CRC-16

blf silent and
n 20 ms then
his reply the

The Tag encounters an error: The Tag shall backscatter an error code during the CW periof rather than
the reply shown in Table 39 (Annexor error-code definitions and for the reply format).

The Kill or recommissioning does not succeed: If the Interrogator does not observe g reply within
20ms then the operationndid not complete successfully. The Interrogator may issugq a Req RN
command (containing the.Fag’s handle) to verify that the Tag is still in the Interrogator’s figld, and may
reinitiate the multi-step.Kill procedure outlined in Figure 23.

A Kill shall be pre-pendedwith a frame-sync (see 6.4.1.2.8).

Upon receiving a‘valid Kill command sequence a Tag shall render itself killed or recommjfssioned, as
appropriate. The)Tag’s reply to the second Kill command shall use the extended preamble shown|in Figure 11
or Figure 15,(as ‘appropriate (i.e. a Tag shall reply as if TRext=1 regardless of the TRext value jn the Query
that initiated-the round).

Table 38 — Kill command
Command Password RFU/Recom RN CRC-16
# of bits 8 16 3 16 16
description 11000100 (%2 kill password) ® RN16 0002 handle
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Table 39 — Second Kill command

Command Password RFU/Recom RN CRC-16

# of bits 8 16 3 16 16

Recommissioning

description 11000100 (¥ kill password) ® RN16 bits

handle

Table 40 — Tag reply to the first Kill command

RN CRC-16
# of bits 16 16
description handle

Table 41 — Tag reply to a successful Kill procedure

Header RN CRC:16
# of bits 1 16 16
description 0 handle

66 © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

NOTES

[1] Flowchart assumes that Tag begins
in open or secured state

[2] If an Interrogator issues any valid
command other than Req_RN, the
Tag ignores the command and
returns to arbitrate, unless the
command is a Query, in which case
the Tag executes the command

[3] If an Interrogator issues any valid
command other than Kill, the Tag
ignores the command and returns
to arbitrate, unless the command Interrogator observes
is a Query, in which case the Tag valid CRC-16
executes the command

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag observes invalid command (Tag
ignores command).

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16].
Tag stays in current state

Tnterrogator iIssues
Kill [passwords.1s®RN16, REU, handle,
CRC-16]

Tag observes invalid commiand (Tag
ignores command).

[« > Interrogator
Tag observes
T > valid handle

Interrogator observes
bad CRC-16

Tag responds with [handle, CRC-16].
Tag stays in current state

Interrogator observes
valid CRC-16

Interrogator issues
Req_RN [handle, CRC-16]
Note [2]

Tag observes invalid commgand (Tag
ignores command).

Tag observes
valid handle

Interrogator observes
bad CRC-16

Tag responds with [new RN16, CRC-16].
Tag stays«in current state

Interrogator ebserves

valid CRC-16 '
Interrogator issues
Kill [password5;®RN16, Recom, handle,
CRC-16] followed by CW. Note [3]

. Tag observes valid handle & valid
Tag gbserves valid handle & . -
. ; ) nonzero kill password and has sufficient
invalid“nonzero kill password X o
power to execute kill/recommissioning

Tag observes valid handle Tag observes valid handle &

& Tag’s kill password = 0 valid nonzero kill password
but has insufficient power to
execute kill/recommissioning

hY

Tag responds with error code. ag responds with error code.
Tag stays in current state Tag stays in current state

S e—, e  SsS— T

Tag observes invalid commgnd (Tag
ignores command).

Tag responds with [0, hardle, CRC-16].
Recommissioning: Tag stayg in current state
Kill: Tag transitions to killed state

Tag does not respond.
Tag transitions-to ‘arbitrate state

Figure 23 — Kill procedure

6.4.2.11.3.5 Lock (mandatory)

Interrogators and Tags shall implement the Lock command shown in Table 42 and Figure 24. Only Tags in the
secured state shall execute a Lock command. Lock allows an Interrogator to:

e Lock individual passwords, thereby preventing or allowing subsequent reads and writes of that
password,
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Lock contains a 20-bit payload defined as follows:

The first

Mas
Mas

The last

10 payload bits are Mask bits. A Tag shall interpret these bit values as follows:
k = 0: Ignore the associated Action field and retain the current lock setting.

k = 1: Implement the associated Action field and overwrite the current lock setting.

10 payload bits are Action bits. A Tag shall interpret these bit values as follows:

Action = 0: De-assert lock for the associated memory location.

Actid
The function
The payload

If an Interrog
nonexistent
instead bacK

The Lock co
locks a pass
BlockPerma
Tag shall rea

Permalock by
Tag receives
ignore the [
attempts to 1
and impleme

A Tag’s loc
operations.

All Tags shg
need not su
memory ban
receives a L|
one or more|
memory bar]
backscatter
lock function
Tags shall g
other than F

Lock individual memory banks, thereby preventing or allowing subsequent writes to that bank, and
Permalock (make permanently unchangeable) the lock status for a password or memory bank.

pn = 1: Assert lock or permalock for the associated memory location.

plity of the various Action fields is described in Table 44.

of a Lock command shall always be 20 bits in length.

ator issues a Lock command whose Mask and Action fields attempt to change the lock status
memory bank or nonexistent password, the Tag shall ignore the entire’ Lock command
scatter an error code (see Annex I).

mmand differs from the optional BlockPermalock command in that'Lock reversibly or perman

ock permanently locks blocks of User memory in an unwriteable state. Table 51 specifies h
ct to a Lock command that follows a prior BlockPermalock-command, or vice versa.

its, once asserted, cannot be de-asserted except by’ recommissioning the Tag (see 6.4.2.10

a Lock whose payload attempts to de-assert apreviously asserted permalock bit, the Tag
ock and backscatter an error code (see Annexl). If a Tag receives a Lock whose pa
eassert a previously asserted permalock bit, the Tag shall simply ignore this particular Action
nt the remainder of the Lock payload.

bits cannot be read directly; they~can be inferred by attempting to perform other me

Il implement memory locking,»and all Tags shall implement the Lock command. However,
pport all the Action field§ shown in Figure 24, depending on whether the password locati
k associated with an Action field exists and is lockable and/or unlockable. Specifically, if g
ock it cannot executeibecause one or more of the passwords or memory banks do not exi
of the Action fields.attempt to change a permalocked value, or one or more of the passwor
ks are eithernot‘lockable or not unlockable, the Tag shall ignore the entire Lock and ins
BN error codes(see Annex |). The only exception to this general rule relates to Tags whose|

xecute-a-Lock whose payload is FFFFF,, and shall backscatter an error code for any pa
FFEE;.

5 of a
and

ently

word or an entire Ull, TID, or User memory bank in a writ€able or unwriteable state, whereas

ow a

.Ifa
shall
load
| field

mory

Tags
bn or
Tag
5t, or
ds or
stead
only

ality is to-permanently lock all memory (i.e. all memory banks and all passwords) at once; these

load

A Lock shall

pe pre-penaed WIith a Trame-Sync (See 0.4.1.£.0).

After issuing a Lock an Interrogator shall transmit CW for the lesser of Trepy Or 20ms, where TrepLy is the
time between the Interrogator's Lock command and the Tag’'s backscattered reply. An Interrogator may
observe several possible outcomes from a Lock, depending on the success or failure of the Tag’'s memory-
write operation:

The Lock succeeds: After completing the Lock the Tag shall backscatter the reply shown in Table 43
and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 calculated over the 0-bit
and handle. If the Interrogator observes this reply within 20 ms then the Lock completed successfully.
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The Tag encounters an error: The Tag shall backscatter an error code during the CW period rather than
the reply shown in Table 43 (see Annex | for error-code definitions and for the reply format).

The Lock does not succeed: If the Interrogator does not observe a reply within 20ms then the Lock did
not complete successfully. The Interrogator may issue a Req_ RN command (containing the Tag’s

handle) to verify that the Tag is still in the Interrogator’s field, and may reissue the Lock.

Upon receiving a valid Lock command a Tag shall perform the commanded lock operation. The Tag’s reply to
a Lock shall use the extended preamble shown in Figure 11 or Figure 15, as appropriate (i.e. a Tag shall reply
as if TRext=1 regardless of the TRext value in the Query that initiated the round).

Table 42 — Lock command
Command Payload RN €RC-{16
# of bits 8 20 16 16
description 11000101 Mask and Action Fields handle
Table 43 — Tag reply to a Lock command
Header RN CRC-16
# of bits 1 16 16
description 0 handle
Lock-Command Payload
19 | 18|17 |16 | 15| 14 | 13 |- 12511 | 10| 9 8 7 6 5 4 3 2 1 0
Kill - Access - Ul FID User Kill - Access - Ul - TID User
Mask Mask Mask Mask Mask Action Action Action Action Action
Masks and Associated Action Fields
Kill pwd Access pwd Ull memory TID memory | User memory
19 18 17 16 15 14 13 12 1 10
skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/
Mask . . . . . . . . . .
write | write | write | write | write | write | write | write | write | write
9 8 7 6 5 4 3 2 1 0
pwd pwd " " ol a
» PUIIIIG 'Jvl mnmra P'Vu PUIIIIG vau Pcl nra P'Vu PUI LLLJ
Action reafdl lock rea_\dl lock | write | lock | write | lock | write | lock
write write

© ISO/IEC 2013 — All rights reserved
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Table 44 — Lock Action-field functionality

pwd-write permalock Description
0 0 Associated memory bank is writeable from either the open or secured states.
0 1 Associated memory bank is permanently writeable from either the open or secured
states and may never be locked.
1 0 Associated memory bank is writeable from the secured state but not from the open
state.
1 1 Associated memory bank is not writeable from any state.
pwd-read/write | permalock Description
0 0 Associated password location is readable and writeable from either the open\or se¢ured
states.
0 1 Associated password location is permanently readable and writeable-from eithgr the
open or secured states and may never be locked.
1 0 Associated password location is readable and writeable from ‘the secured state byt not
from the open state.
1 1 Associated password location is not readable or writeablé from any state.
6.4.2.11.3.6 Access (optional)
Interrogatord and Tags may implement an Access command; ifithey do, the command shall be as shown in
Table 45. Agcess causes a Tag with a nonzero-valued access ‘password to transition from the open tp the
secured stafe (a Tag with a zero-valued access password.isrnever in the open state — see Figure 19)|or, if
the Tag is alfeady in the secured state, to remain in secured.
To access @ Tag, an Interrogator shall follow the:multi-step procedure outlined in Figure 25. Briefly, an
Interrogator jssues two Access commands, the first containing the 16 MSBs of the Tag’s access password
EXORed with an RN16, and the second containing the 16 LSBs of the Tag’s access password EXORed With a
different RN{16. Each EXOR operation shall be’performed MSB first (i.e. the MSB of each half-password|shall
be EXORed with the MSB of its respective RN16). Just prior to issuing each Access command the
Interrogator first issues a Req_RN to obtain a new RN16.
Tags shall incorporate the necessary logic to successively accept two 16-bit subportions of a 32-bit agcess
password. Imterrogators shall (not' intersperse commands other than Req RN between the two succepsive
Access commands. If a Tagy.after receiving a first Access, receives any valid command other than Req_RN
before the spcond Access.it shall return to arbitrate, unless the intervening command is a Query, in which
case the Tapg shall execute the Query (inverting its inventoried flag if the session parameter in the Query

matches the

An Access s

prior session).

hall’be pre-pended with a frame-sync (see 6.4.1.2.8).

The Tag reply to an Access command shall be as shown in Table 46. If the Access is the first in the sequence,
then the Tag backscatters its handle to acknowledge that it received the command. If the Access is the
second in the sequence and the entire received 32-bit access password is correct, then the Tag backscatters
its handle to acknowledge that it has executed the command successfully and has transitioned to the secured
state; otherwise the Tag does not reply and returns to arbitrate. The reply includes a CRC-16 calculated over

the handle.
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Table 45 — Access command

Command Password RN CRC-16
# of bits 8 16 16 16
description 11000110 (Y2 access password) ® RN16 handle

Table 46 — Tag reply to an Access command

RN GRE-16
# of bits 16 16
description handle
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NOTES

[1] Flowchart assumes that Tag
begins in open state
or secured state

[2] If an Interrogator issues any
valid command other than
Req_RN, the Tag ignores the
command and returns to
arbitrate, unless the command
is a Query, in which case the
Tag executes the command

Tag observes
valid handle

Tag responds with

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag stays in current state

Tag observes invalid
command (Tag ignores
command).

Interrogator observes
bad CRC-16

[new RN16, CRC-16].

[3] If an Interrogator issues any

valid commeand-etherthan :||tc||uyatu| observes
Access, the Tag ignores the valid CRC-16 i
commanf and returns to
arbit(;ate, unless the command R —- Tag observes invglid
is a Quefy, in which case the comménd-(Tag ighores
Tag exegutes the command Access [pwd;, ;s ®@RN16, handle, CRC-16] command).
Tag observes Interrogator observes
< :> Interrogator valid handle bad CRC-16
(- D Tag
Tag responds with [handle, CRC-16].
Tag stays in current state
Interrogator observes
valid CRC-16
Interrogator.issues Tag observes invlid
Req_RN [handie; CRC-16] command (Tag ighores
Note [2] Command).
Tag observes Interrogator observes
valid handfe bad CRC-16
Tag.responds with [new RN16, CRC-16].
Tag stays in current state
Interrogator observes
valid CRC-16
Interrogator issues Tag observes invglid
Access [pwd,. ,®RN16, handle, CRC-16] command (Tag ighores
Note [3] command).
Tag observes valid handle Tag observes valid handle
& invalid access password & valid access password

Tag does not respond.
Tag transitions to arbitrate state

Tag responds with [handle, CRC-16].
Tag transitions to secured state

Figure 25 — Access procedure
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6.4.2.11.3.7 BlockWrite (optional)

Interrogators and Tags may implement a BlockWrite command; if they do, they shall implement it as shown in
Table 47. BlockWrite allows an Interrogator to write multiple words in a Tag’s Reserved, Ull, TID, or User
memory using a single command. BlockWrite has the following fields:

MemBank specifies whether the BlockWrite occurs in Reserved, Ull, TID, or User memory. BlockWrite

commands shall apply to a single memory bank. Successive BlockWrites may apply to different banks.

WordPtr specifies the starting word address for the memory write, where words are 16 bits in length. For

|

The
first q

If a
remg

A Blq

After
the t
may
memn

1

Upor
replyf

example, WordPtr = 00, specifies the first 16-bit memory word, WordPtr = 01,, specifies the second
16-bit memory word, etc. WordPtr uses EBV formatting (see Annex A).

VordCount specifies the number of 16-bit words to be written. If WordCount = 00;, the Tag shall ignore the
BlockWrite. If WordCount = 01, the Tag shall write a single data word.

Data contains the 16-bit words to be written, and shall be 16 xWordCount bits in.length. Unlike a Write,
the data in a BlockWrite are not cover-coded, and an Interrogator need not jssue a Refg RN before
issuing a BlockWrite.

BlockWrite command also includes the Tag’s handle and a CRC-16. The €RC-16 is calculgted over the
ommand-code bit to the last handle bit.

[ag receives a BlockWrite with a valid CRC-16 but an invalid handle it shall ignore the BlockWrite and
in in its current state (open or secured, as appropriate).

ckWrite shall be pre-pended with a frame-sync (see 6.4.1.:2'8).

issuing a BlockWrite an Interrogator shall transmit CW for the lesser of Tgrepy Or 20ms, whiere Trepry iS
me between the Interrogator's BlockWrite command and the Tag’s backscattered reply. An Interrogator
observe several possible outcomes from a BlockWrite, depending on the success or failure|of the Tag’s
ory-write operation:

'he BlockWrite succeeds: After completing the BlockWrite a Tag shall backscatter the |reply shown
in Table 48 and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 calculated
over the 0-bit and handle. If the Interrogator observes this reply within 20 ms then the BlockWrite
completed successfully.

'he Tag encounters an error: The Tag shall backscatter an error code during the CW periofd rather than
the reply shown in Table 48 (see Annex | for error-code definitions and for the reply formaf).

'he BlockWrite does* hot succeed: If the Interrogator does not observe a reply within 20ms then the
BlockWrite did—not complete successfully. The Interrogator may issue a Req RN command
(containing.the’ Tag’s handle) to verify that the Tag is still in the Interrogator’s field, and |may reissue
the BlockWrite.

receiving a valid BlockWrite command a Tag shall write the commanded Data into memory. The Tag’s
to,a.BlockWrite shall use the extended preamble shown in Figure 11 or Figure 15, as apprgpriate (i.e. a

Tag

shallreply as if TRext=1 regardless of the TRext value in the Query that initiated the round).

Table 47 — BlockWrite command

Command MemBank WordPtr WordCount Data RN CRC-16
# of bits 8 2 EBV 8 Variable 16 16
description| 11000111 |00: Reserved Starting Number of | Data to be handle
01: Ull word words to written
10: TID address write
11: User pointer
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Table 48 — Tag reply to a successful BlockWrite command

Header RN CRC-16
# of bits 1 16 16
description 0 handle

BlockErase (optional)

Interrogators and Tags may implement a BlockErase command; if they do, they shall implement it as shown in

Table 49. Bl

ockErase allows an Interrogator to erase multinle words in-a Taa's Reserved Ul _TID _or
~J Ll ~J 7 7 T

User

memory usi

MemBa|
com
bank

WordPtr
exar
16-b

WordCo
the f

The BlockEH
first commar

If a Tag recgives a BlockErase with a valid CRC-16 but an invalidjyhandle it shall ignore the BlockErasg

remain in its
A BlockEras|

After issuing
the time bet
may observd
memory-era

The Blg

in Table 50 and Figure 22 comprising a header (a 0-bit), the Tag’s handle, and a CRC-16 calcu

over|
com

The Tad
the 1

g a single command. BlockErase has the following fields:

Ik specifies whether the BlockErase occurs in Reserved, Ull, TID, or User memory( BlOckH
mands shall apply to a single memory bank. Successive BlockErases may apply-to diff
S.

specifies the starting word address for the memory erase, where words are 46 bits in length
nple, WordPtr = 00y, specifies the first 16-bit memory word, WordPtr = 0y, specifies the se¢
t memory word, etc. WordPtr uses EBV formatting (see Annex A).

Lint specifies the number of 16-bit words to be erased. If WordCount-= 00, the Tag shall ig
BlockErase. If WordCount = 01, the Tag shall erase a single data-word.

nse command also includes the Tag’s handle and a CRC-16.Fhe CRC-16 is calculated ovg
d-code bit to the last handle bit.

current state (open or secured, as appropriate).
e shall be pre-pended with a frame-sync (see 6:4:1.2.8).

a BlockErase an Interrogator shall transmit. CW for the lesser of TrepLy Or 20ms, where Tge
veen the Interrogator’'s BlockErase command and the Tag’s backscattered reply. An Interro
several possible outcomes from a BlockErase, depending on the success or failure of the ]
5e operation:

ckErase succeeds: After completing the BlockErase a Tag shall backscatter the reply s

the 0-bit and handle. If the Interrogator observes this reply within 20 ms then the BlockE
bleted successfully.

encounters an_error: The Tag shall backscatter an error code during the CW period rather
eply shown in Table 50 (see Annex | for error-code definitions and for the reply format).

The Blo

ckErase does not succeed: If the Interrogator does not observe a reply within 20ms the

Frase
erent

. For
cond

nore

r the

and

b v IS
gator
[ag’s

hown
lated
Frase

than

n the

BlockErase did\ not complete successfully. The Interrogator may issue a Req RN cominand

(con
the

i
1

Upon receiv

reply to a BlockEra

aining-the’ Tag’s handle) to verify that the Tag is still in the Interrogator’s field, and may re
lockErase.

Ssue

se shall use the extended preamble shown in Figure 11 or Figure 15, as appropriate (

Tag shall reply as if TRext=1 regardless of the TRext value in the Query that initiated the round).

Table 49 — BlockErase command

Command MemBank WordPtr WordCount RN CRC-16
# of bits 8 2 EBV 8 16 16
description| 11001000 |00: Reserved Starting Number of handle
01: Ul word words to
10: TID address erase
11: User pointer
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Table 50 — Tag reply to a successful BlockErase command

Header RN CRC-16
# of bits 1 16 16
description 0 Handle

.11.3.9 BlockPermalock (optional)

63:2013(E)

Interrogators and Tags may implement a BlockPermalock command; if they do, they shall implement it as

show
o

A sin
size

Only

The
bloch
an e
Bloc

n in Table 52. BlockPermalock allows an Interrogator to:
Permalock one or more blocks (individual sub-portions) in a Tag’s User memory, or
Read the permalock status of the memory blocks in a Tag’s User memory.

gle BlockPermalock command can permalock between 0 and 4080 blocks of User memor
s vendor-defined. The memory blocks need not be contiguous.

Tags in the secured state shall execute a BlockPermalock command,

BlockPermalock command differs from the Lock command in_that’BlockPermalock permg
s of User memory in an unwriteable state, whereas Lock reversibly or permanently locks a
htire memory bank in a writeable or unwriteable state. Table’51 specifies how a Tag shg
Permalock command (with Read/Lock = 1) that follows a prior Lock command, or vice versa

Table 51 — Precedence for Lock and BlockPermalock commands

y. The block

nently locks
password or
Il react to a

First command Second command Tag Action and response to 2

Lock

Permalock the blocks indicated by
as described in this section 6.4.2.1

pwd-write | permalock

0 0

9 command

Mask; respond
1.3.9

Reject the BlockPermalock; respor

¢ code, see also NOTE.

1 BlockPermalock

(Read/Lock = 1)

d with an error

Permalock the blocks indicated by

L as described in this section 6.4.2.1

0

Mask; respond
1.3.9

Permalock the blocks indicated by

! as described in this section 6.4.2.1

1

Implement the Lock, but do not un
blocks that were previously permal
as described in 6.4.2.11.3.5

pwd-write | permalock

0 0

Mask; respond
1.3.9

permalock any
bcked; respond

BlockPermalock 0 1 Reject the Lock: respond with an e

[ror code

LOCK

(Read/Lock = 1)

1 0

as described in 6.4.2.11.3.5

Implement the Lock, but do not un-
blocks that were previously permalocked; respond

permalock any

Implement the Lock; respond

L in 6.4.2.11.3.5

1

as described

NOTE:

Under these conditions the BlockPermalock shall only be rejected if it is attempting to lock within th

e just unlocked

memory bank, i.e. in case Lock and BlockPermalock refer to the same memory bank, otherwise the command shall be
obeyed.
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The BlockPermalock command has the following fields:

e MemBank specifies whether the BlockPermalock applies to Ull, TID, or User memory.
BlockPermalock commands shall apply to a single memory bank. Successive BlockPermalocks may
apply to different memory banks. Passive Tags shall only execute a BlockPermalock command if
MemBank = 11 (User memory); if a Passive Tag receives a BlockPermalock with MemBank<>11 it
shall ignore the command and instead backscatter an error code (see Annex|), remaining in the
secured state. Higher-functionality Tags may use the other MemBank values to expand the
functionality of the BlockPermalock command.

e Read/Lock specifies whether a Tag backscatters the permalock status of, or permalocks, one or more
blockswithimthe memory bank specified by MemBank. A Tag shait nterpret the Read/tock bit as
follows:

o | Read/Lock = 0: A Tag shall backscatter the permalock status of blocks in the specified memory
bank, starting from the memory block located at BlockPtr and ending at the cmemory block
located at BlockPtr+(16xBlockRange)-1. A Tag shall backscatter a “0” if theCmemory block
corresponding to that bit is not permalocked and a “1” if the block is\permalocked. An

Interrogator omits Mask from the BlockPermalock command when Read/L{o¢k = 0.

o | Read/Lock = 1: A Tag shall permalock those blocks in the specifiedh. memory bank that are
specified by Mask, starting at BlockPtr and ending at BlockPtr+(16xBlockRange)-1.

e BlodkPtr specifies the starting block address for Mask, in units of 16 blocks. For example, BlockPtr =
00y, [ndicates block 0, BlockPtr = 01y indicates block 16, BlockPtr-= 02, indicates block 32. BlogkPtr
useg EBV formatting (see Annex A).

e BlockRange specifies the range of Mask, starting at BloekRtr and ending (16xBlockRange)-1 blocks
later] If BlockRange == 00, then a Tag shall ignoré«the BlockPermalock command and instead
bacKscatter an error code (see Annex |), remaining inithe secured state.

e Mask specifies which memory blocks a Tag - permalocks. Mask depends on the Read/Lock hit as
follows:
o Read/Lock = 0: The Interrogator shall @mit Mask from the BlockPermalock command.

o Read/Lock = 1: The Interrogator. shall include a Mask of length 16xBlockRange bits i the
BlockPermalock command. The-Mask bits shall be ordered from lower-order block to highef (i.e.
if BlockPtr == 00y, then the leading Mask bit refers to block 0). The Tag shall interpret each pit of
Mask as follows:

e Mask bit = 0: Retain the current permalock setting for the corresponding memory block.

e Mask bit = 17Permalock the corresponding memory block. If a block is already permalgcked
then the Tag shall retain the current permalock setting. A memory block, once permalogked,
cannot be un-permalocked except by recommissioning the Tag (see 6.4.2.10).

The following examples'illustrate the usage of Read/Lock, BlockPtr, BlockRange, and Mask:

o |If Re¢ad/Lock=1, BlockPtr=01,, and BlockRange=01, the Tag operates on sixteen blocks starting at

The BlockPermalock command contains 8 RFU bits. Interrogators shall set these bits to 00h when
communicating with Passive Tags. If a Tag receives a BlockPermalock command containing nonzero RFU
bits it shall ignore the command and instead backscatter an error code (see Annex|), remaining in the
secured state. Higher-functionality Tags may use these bits to expand the functionality of the BlockPermalock
command.

The BlockPermalock command also includes the Tag’s handle and a CRC-16. The CRC-16 is calculated over
the first command-code bit to the last handle bit. If a Tag receives a BlockPermalock with a valid CRC-16 but
an invalid handle it shall ignore the BlockPermalock and remain in the secured state.
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If a Tag receives a BlockPermalock command that it cannot execute because User memory does not exist, or
in which the LSB and/or the 2 LSB of a Tag's XPC_WH1 is/are asserted (see Table 15), or in which one of the
asserted Mask bits references a non-existent block, then the Tag shall ignore the BlockPermalock command
and instead backscatter an error code (see Annex I), remaining in the secured state. A Tag shall treat as
invalid a BlockPermalock command in which Read/Lock=1 but Mask has a length that is not equal to

16xBlockRange bits (see 6.4.2.11 for the definition of invalid commands).

Certain Tags, depending on the Tag manufacturer's implementation, may be unable to execute a
BlockPermalock command with certain BlockPtr and BlockRange values, in which case the Tag shall ignore

the BlockPermalock command and instead backscatter an error code (see Annex I), remaining in

the secured

state. Because a Tag contains information in its TID memory that an Interrogator can use to uniquely identify

the g |JLIUIIGI features—that—the— rag ouppuuo \OUU 6-4243—=and 783), this opcu;f;uat;un recommends that
Interfogators read a Tag’s TID memory prior to issuing a BlockPermalock command.
If an|Interrogator issues a BlockPermalock command in which BlockPtr and BlockRange-specify [one or more

nongxistent blocks, but Mask only asserts permalocking on existent blocks, then the-Jag shall
cominand.

A BlgckPermalock shall be prepended with a frame-sync (see 6.4.1.2.8).

execute the

After|issuing a BlockPermalock command an Interrogator shall transmit/CW for the lesser of Trgpy Or 20ms,
where TrepLy is the time between the Interrogator’'s BlockPermalock ‘and the Tag's backscattened reply. An
Interfogator may observe several possible outcomes from a BlockPermalock command, depending on the
valug of the Read/Lock bit in the command and, if Read/Lock = 1\\the success or failure of the Tdg’s memory-

lock pperation:

4 Read/Lock = 0 and the Tag is able to execute'the command: The Tag shall backsca
bits, the Tag’s handle, and a CRC-16 calculated over the 0-bit, permalock bits, and handl
4 Read/Lock = 0 and the Tag is unable to execute the command: the Tag shall backsc
code, within time T, in Table 13,.rather than the reply shown in Table 53 (see Annex | f
value in the Query that initiated'the round. An example of an unexecutable command is a
receiving a BlockPermalogk-with MemBank<>11.

shall backscatter.the reply shown in Table 54 comprising a header (a 0-bit), the Tag’s h

in Figure<d or Figure 15, as appropriate (i.e. the Tag shall reply as if TRext=1 regardless
value inthe Query that initiated the round).

the CW period rather than the reply shown in Table 54 (see Annex | for error-code defini

fter the reply

shown in Table 53, within time T4 in Table 13,.coOmprising a header (a 0-bit), the requestgd permalock

e. The Tag’s

reply shall use the preamble specified by the'TRext value in the Query that initiated the round.

atter an error
Dr error-code

definitions and for the reply format). The Tag's reply shall use the preamble specified by the TRext

Passive Tag

4 Read/Lock = 1 and The BlockPermalock succeeds: After completing the BlockPermglock the Tag

andle, and a

CRC-16 calculated over the 0-bit and handle. If the Interrogator observes this reply withif 20 ms then
the BlockPermalock completed successfully. The Tag’s reply shall use the extended pregamble shown

of the TRext

4 Read/Lock = 1 and the Tag encounters an error: The Tag shall backscatter an error| code during

tions and for

tha ranl\l 'Fr\rm’xl'\ Tho Tac's V'in\l oholl use. tha avtandad nra’:mhla eht\\un |n Ennllra 11
fe—+epry—tortia ag-S5—+epty tct tHe-exteRaea—pt T g

as appropriate (| e. the Tag shall reply as if TRext=1 regardless of the TRext value in th
initiated the round).

or Figure 15,
e Query that

o Read/Lock =1 and the BlockPermalock does not succeed: If the Interrogator does not observe a
reply within 20ms then the BlockPermalock did not complete successfully. The Interrogator may issue

a Req_RN command (containing the Tag’'s handle) to verify that the Tag is still in the |
field, and may reissue the BlockPermalock.
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Table 52 — BlockPermalock command

Command | RFU | Read/Lock | MemBank | BlockPtr | BlockRange Mask RN |CRC-16
# of bits 8 8 1 2 EBV 8 Variable 16 16
description| 11001001 00, |0: Read 00: RFU Mask Mask range, |0: Retain current | handle
1: Permalock | O1: Ull starting specified in permalock
10: TID block units of 16 setting
11: User address, blocks 1: Assert
specified permalock
in units of

40 11

1
TU VIUUNOS

Table 53 — Tag reply to a successful BlockPermalock command with Read/Lock =0

Header Data RN CRC-16
# of bits 1 Variable 16 16
description 0 Permalock bits | handle

Table 54 — Tag reply to a successful BlockPermalock command with Read/Lock =1

Header RN CRC-16
# of bits 1 16 16
description 0 handle

Upon receiving a valid BlockPermalock command<@ Tag shall perform the commanded operation, unless the
Tag does not support block permalocking, in which case it shall ignore the command.

7 Battery Assisted Passive (BAP) Interrogator Talks First Type C systems (optio

7.1 Applicapility

nal)

In case an Ipterrogator or Tag supports any command, response or feature of Clause 7 then this Interrogator

or Tag shal

combination$ of optional commands, responses or features. If an Interrogator or Tag does not suppor

command, réspopse, ‘or feature of Clause 7, then Clause 7 does not apply for that device.

There are n

support_all-mandatory commands, responses or features, and it may support the spetified

any

néw mandatory commands in Clause 7 simply to have a battery assisted Tag, but theré¢ are

required modifications of flag persistence with batteries, and required relationships between optional
commands and features.

7.2 General overview, definitions, and requirements of BAP

The benefit of BAP is to improve the robustness and performance of the air interface of a passive backscatter
system. Specific benefits include better Tag sensitivity and resistance to multipath fade. These improvements
can result in improved operating range or better penetration of reading zone into closely packed objects such
as a pallet of goods. BAP also provides power for sensors which may then operate out of the field of an
Interrogator. See Annex P for an informative tutorial overview of BAP as implemented in this standard.
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This clause defines the requirements and features of Battery Assisted Passive Type C systems. It covers
these types of BAP Tags:

BAP PIE: The air interface of Clause 6 supplemented with an on-Tag battery and optionally supplemented
with battery life extending Battery Saver functionality referred to as Battery Saver Mode. This BAP PIE mode
may be provided as the only mode a Tag supports. Battery Saver Mode is basically a duty cycled mode of
manufacturer selected form where the Tag receiver is either OFF or in a very low power state, or switches
between both, for the majority of the time. The Battery Saver Mode option may be implemented with a low
power RF threshold detection function or alternatively with a successful command decode function as the
trigger to activate the Tag and temporarily hold it in a fully operational state. Battery Saver Mode may feature
either a low power continuous “listen” capability, or a duty cycled listen capability (typically at improved
Sens:t;v;t‘y uunlpalcd to—cot |t;||uuuo), orboth—A Tag Hrat ouppui‘to BAPPH—shat nventoried in

It may also
y command.
which allows

1 OUV}JUIL Ucllly 1
parallel with passive PIE Tags without special actions required on the part of the Interrogaton
suppprt being inventoried in special battery only Query rounds by use of the optional FlexCQue
The Flex_Query command combines the function of a Select command and Query command,
takinpg targeted types of Tags into Query rounds with a single command.

For
cont

AP PIE Tags the beginning of passive persistence inventoried flag and state)machine stat¢ timeout are

Tags
state
of “N

Man
capd
also
Man
accid
Man
Tag

Inten

commands or features as described in_this clause. Their base requirements are as given

How
shou

If an
the p

BAP
arer
Clau

of clause 7.4. Though it is not required for BAP PIE to support better sensitivity than passive PIE

for th
shall

olled by an on-Tag timer function of some type, and not dictated by loss 6fsignal as occurs
. This timer function allows the BAP PIE Tag to survive brief signal fades without unnece
machine state or inventoried flag state, in particular on the SO flag-with its passive persister

one".

Chester: The Manchester mode features an improved forward-/link using Manchester mody
ble of taking the performance of BAP Tags to the limits of the physically possible. A Manches
support PIE, though this support requirement is discantinuous as described below in this
chester forward mode is orthogonal to the PIE méde in the sense that Tags of each 1
entally decode commands of the other mode, thus providing some degree of interference res
chester mode also features a hibernate state where a low data rate Activation command nj
p to a fully operational mode.

rogator BAP support requirements;:\Type C Interrogators have no requirements to

bver, if an Interrogator that is specified by its manufacturer as explicitly supporting BAP PIE
d also support the Flex_Query edmmand of 7.4.1 (see Annex P for additional recommendati

Interrogator is specified by its‘'manufacturer as explicitly supporting Manchester, then it shall
hysical modulation form and mandatory commands of 7.5 and its sub-clauses.

Type C Tag PIE support requirements: Type C Interrogator-Talks-First Battery Assisted R
bquired to supportyPIE. The Tag may satisfy this requirement with either the continuously av4
5e 6, or with the ‘battery supported and optionally duty cycled “Battery Assisted Passive PIE’

e battery o allow improved sensitivity. If BAP PIE is duty cycled, the duty cycle maximun
meet-the requirements of 7.4.

with passive
ssarily losing
ce definition

lation that is
ter Tag shall
clause. The
node do not
istance. The
ay bring the

support any
in Clause 6.
Tags, then it
DNS).

also support

assive Tags
ilable PIE of
or BAP PIE
E, it is typical
N sleep time

The

equirement for PIE support is temporarily suspended for Manchester Tags that have bee

activated in

Manchester mode, for programmable Tags that are programmed differently by the user, and for Tags that are
authorized to self-adjust their duty cycle in case of a depleted battery state. Also, a Tag that has a user
controlled ON-OFF switch or other power-down control method outside of the standard air interface may when
powered down be completely unresponsive.

BAP Tags with depleted batteries may be unresponsive, or may function in a purely passive PIE mode as
described in Clause 6 where they are completely powered by the Interrogator RF field. Whether or not a BAP
Tag will reply with a depleted battery is referred to as the Dead Battery Response (DBR) capability.

BAP Tags have the option to recalculate their storedCRC (see 6.4.2.1.2.1) upon entering the battery ready
state. Alternatively, they may use a manufacturer specific implementation that meets the specifically BAP Tag
modification to 6.4.2.1.2.1 to have the correct storedCRC at the time that the Tag may receive a Query
command that brings it into a query round. For example, in a BAP Tag with continuous power a flag in the Tag

© ISO/IEC 2013 — All rights reserved 79


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

may tell its controller that this update has been made and there is no current need to recalculate the
storedCRC.

BAP Tags may but are not required to support Extended Protocol Control (XPC). Tags that support XPC have
the further option of supporting advanced capabilities and setting controls through a memory managed system
referred to as the Tag Capabilities Reporting and Settings (TCRS). The TCRS system allows the Tag to report
its full feature set, and for Interrogator control of some features such as the duty cycles it uses to listen for
Interrogator signals. Tags may periodically check their settings file for Interrogator updates, such as upon
preparing to enter the battery ready state (see sub-clause 7.3.1).

BAP Tags may but are not required to support the optional Access commands of Access (clause 6.4.2.11.3.6),

4.0 44 0 2\ [N 4.0 44 1 O 1

BlockWrite (

BAP Tag ph
-10 dBm to
interference
with battery

The term “Lq
is lower pow
LPR mode

consumes a
that the Tag
ultra-low po
planning. If t

7.3 Battery

7.31

All Interroga

L Fal L Ll L L Fal ImYi LD L L Lol o 4.9 .44
LIdUST V... TT.0.7 ), DIUUCALTAST (UldUST UV.5.£. T 1.0.0), dllU DIUCATICTITIAIUCA (LIAUOT U.5.Z. T 1.
ysics and degree of power consumption allows for Tag sensitivity that ranges from apgroxim
-60 dBm without an RF low noise amplifier, thus leading to wide range of perfoermance
control requirements (see Annex P and Annex Q for more detail). This performance may

btate or particular Tag programming.

w Power Receive” or “LPR” is defined to mean a Tag that features a BAP{RPIE receive mods
er and sensitivity than an additional receive mode that Tag also possesses. For example, wh
h Tag might not make use of an optional on-Tag amplifier that provides better sensitivit
dditional power when it is on. LPR is not the same as Dead Battery' Response, as DBR inj
fully operates from energy harvested from the RF field. LPR only_means that the BAP Tag h

ne Tag supports TCRS, then the capability to support LPR.shall be indicated in TCRS.

Assisted Passive inventoried flag and stateomachine behaviour modifications

Modification to ready state and power-down support for BAP Tags

or-Talks-First Type C BAP Tags shall support a variation of the passive ready state referred

ver mode in addition to a higher power consumption mode‘that may be valuable in operaTionaI

3.9).

ately
and
vary

that
en in
but
plies
san

to as

the “battery
two exceptig

ready” state. The battery ready state-is logically identical to the passive ready state with these
ns:
1. The battery ready state is battery supported and does not require the presence of an RF field.

2. In the case of BAP PIE Tags that\do not support Battery Saver Mode, the battery ready state sup

inventoried|and selected flag persistence timer operation (see sub-clause 7.4.2) instead of these operq
being perforined in the implied deenergized state as is done for passive Tags.

ports
tions

Manchester
(see Figure

is a persiste
was not suc
state, then th

Tags conduct . their own form of persistence timing in the “stateful hibernate” [state
B4). This is'not'the “inventory state holding” persistence of clause 6.4.2.2 and Table 17. Instg¢ad it
nce to reject new activations aimed at Tags that have not been recently inventoried. If thg Tag
cessfullysinventoried before an INACT_T or Global Timeout took the Tag back to the hibernate
e Tag’/shall be receptive to activations aimed at recently uninventoried Tags.

In BAP PIE Tags that support a Battery Saver Mode the persistence timing operations occur in similar
“stateful” variations of the other states in the “sleep-listen mode”.

The Tag types that support various “low power modes”, meaning BAP PIE with Battery Saver Mode and
Manchester with its support of hibernation, are exempted from the timing requirements of sub-clause 6.4.1.3.4
when in their associated low power mode. Instead they have more relaxed but still constrained timing limits,
such as are described in sub-clause 7.4.2 for BAP PIE. BAP PIE Tags that do not implement Battery Saver
Mode will usually be in the battery ready state when entering the field of an Interrogator, and in that state
they are subject to sub-clause 6.4.1.3.4. All Tags in the battery ready state shall support the timing
requirement of sub-clause 6.4.1.3.4.

It is highly desirable for battery Tags to have a means of avoiding a permanent powered condition which
would rapidly deplete their batteries. Necessary support for this in the case of BAP PIE Tags is provided in
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sub-clause 7.4.2 on Battery Saver Mode. Tags supporting any of the low power modes (hibernate or sleep-
listen) shall support at least one of the “return to low power” timers INACT_T and Global Timeout (see sub-
clause 7.3.2).

7.3.2 Signal loss tolerance via timer (mandatory)

7.3.2.1  Signal loss immunity requirements

Received signal strength as viewed at the Tag suffers strong time variation due to multipath fade, resulting in
rapid signal loss and return of signal. The time period of these signal nulls under typical operating conditions is

in the_range of approximately 1 to 100 ms (see Annex P for detailed information) and suffers att

enuations of

up tg
actio

The
then

begin their inventory persistence (a timing function controlling flag state) operation’so that they

retai

BAP
apply
the T
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to all
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last

again on every valid command or preamble, so_ thesitimer is always running. Note also that a timer
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all th
the |
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ane
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perfd
trapp

7.3.2

tens of dB. Tags may also temporarily completely lose Interrogator signal due to deliberatg
hs such as frequency hopping.

bassive Tag generally loses its operating power within a few forward symbol periods' of los§
must lose its state machine position (go to the implied de-energized state). At'this time ¢

) inventoried state.

Tags do not lose power until the battery is depleted, hence this forced passive Tag behavi
. The BAP Tag may take appropriate advantage of its battery by.Shewing a general behav
ag holds its operating state (both inventoried flag and state machine state) over temporary

ve to its sensitivity level. A still more sophisticated behaviourithe Tag may display is to holdg
nterval of time from the last valid command received {environmental validation), so t
jnizes that signals above threshold may actually be from ‘interfering sources that the Tag sH
pw holding the Tag active. It should be noted that these\two behaviours have an opposite be
ds to when timers are in operation. When a timer is used to time loss of signal relative to a t
begins when signal is lost and so is normally not running. When a timer is used to measu
alid command or preamble, the timer begins upoen entering the battery ready state, and is r

htes the environment can avoid the Tag béing trapped in an on state in the presence of a strq

Feaction to signal loss is controlled by one or both of the below specified timers, which are
e BAP Tag types and which may-have more advanced behaviours of command recognitio
NACT_T and Global Timeout timer functions. The INACT_T function is the primary timer

the Tag in the state it is in.for some period of loss of signal or absence of valid commandsg
ACT _T function is mandatory, though it may be specified as a reaction time that applies with
kplicit timer. The Global Timeout is an optional timer that can recover the Tag from being t
resence of an interfering carrier. It is thus most useful for situations where environmental val
rmed, since a single timer with environmental validation can suffice to both survive fadeg
ed on by interference. These timers are described in detail in the following sub-clauses.

.2 INACT_T timer

Interrogator

5 of signal. It
assive Tags
temporarily

bur does not
our whereby
oss of signal

its state for
hat the Tag
ould decline
bhaviour with
hreshold, the
re time from
bset to begin
function that
ng interferer.

bpplicable to
. These are
function that
. Some form
out requiring
rapped on in
dation is not

and not be

The

beriod-of time the PIE or Manchester BAP Tag maintains its state within the singulation and

access state

machine“and by which it delays the initiation of flag persistence timers without received RF signal (or
optionally without correctly decoded signals) is governed by a timer whose timeout period is “INACT_T". This
timer is defined for both BAP PIE and Manchester Tags. Values for INACT_T range from near zero
(microseconds) to a few seconds, with 100 ms being a typical value to survive multipath fades typical in the
modest velocities of RFID systems. INACT_T also allows for interrogation rounds to span over multiple
frequency hopping intervals as used in countries where frequency hopping is a regulatory requirement.

In general there are two modes of INACT_T timer operation, specified as follows:

1. Threshold INACT_T. The Threshold INACT_T form begins timer operation upon loss of signal relative to
the manufacturer determined threshold. After the manufacturer specified INACT_T period the Tag returns to
the stateful sleep or stateful low power listen state for BAP PIE Tags featuring Battery Saver Mode, or to
the hibernate state for Manchester (see Figure 34). With this simple form of INACT_T behaviour there is the
chance that an interfering source of power above the threshold can cause a Tag to remain in a higher power
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mode. This is referred to as an “interference trap”. For BAP PIE Tags using Threshold INACT_T the
manufacturer has the option of providing a separate “Global Timeout” timer (see 7.3.2.3) that will defeat the
interference trap and return the Tag to the battery ready state. For Manchester Tags using Threshold
INACT_T the inclusion of a Global Timeout is mandatory, and it shall return Manchester Tags to hibernate in
the presence of interference.

If a BAP Tag implements Threshold INACT_T, its timing actions need not be with respect to a single RF signal
level. Hysteresis may be employed where the Tag starts the timer running (loss of signal) on one signal level
and resets the timer (reacquisition of signal) on a different signal level. It is recommended to implement
hysteresis between an “RF signal detected” level and an “RF signal absent” level to avoid bounce at the

threshold level.

If a BAP Tag
may sample
number of s
total time p4d
samples také

Some INAC]
always some
actual INAC
Tag reacts {
INACT_T pef
access state
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implements Threshold INACT _T, then the monitoring of signal need not be continuous.,The

ich samples are taken and weighed according to an algorithm of the manufacturer’s choice
riod applicable to INACT_T then becomes the sum of the individual periods aof-the humb
bn to reach this decision.

[ T behaviour is specified as mandatory even if the Tag does not have dctual timers, as thg
greater than zero time delay before the Tag reacts to signal loss. If the Tag does not posse
[T timer, then there is a small period of time generally in the range‘of microseconds befor
0 signal loss, and this time shall be specified by the Tag manufaCturer as a fixed Thre
riod. When INACT _T is not supported with a timer, Tags will eventually reset from an inventd
to a low power mode via a failsafe “Global Timeout” timer (see-7.3.2.3).

5 not supported with a timer then it shall be considered<as INACT_T = 0 (or near zero as spe
manufacturer) for purposes of persistence (see Table 55). The no explicit timer case shg
s INACT_T = Infinity for purposes of how long a.Tag holds a state upon loss of signal or Ig
[ preambles or commands, with the Global Timeout function then recovering from a BAP
d in an ON state.
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il INACT_T. This INACT_T form starts timer operation upon the Tag entering the battery r|

but a preamble or command causing reset, then the Tag returns to either the stateful sle

power listen state for BAP RIE, or to the hibernate state for Manchester (see Figure 34)
facturer's options what it-chooses to constitute a valid command or how these may vary
ag state. For example, if\a Manchester Tag is awakened from hibernate with Session Lo
b4 and its notes) inteffect, then the may consider that only Interrogator commands w
flag match constitute'walid commands for resetting the Validated INACT _T timer.

js that support\Battery Saver Mode shall implement at least one of INACT_T or Global Tim
Is of the behaviour of BAP PIE Tags upon expiration of the INACT _T timer are described in

Since.Global Timeout is specifically defined to apply to return to a low power mode, BAR
not support Battery Saver Mode shall support INACT_T to provide a means to force them b4
ready-state upon a sufficient period of loss of signal or loss of Type C commands. The expiH

of the INACT

ady

sets the timer to zero to begin againzupon reception of a valid command or preamble. In pther
NACT _T form validates the environment before resetting the INACT _T timer. If the INACT_T fimer
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[ T.6r Global Timeout functions may override the responses to T2 timeout described in 6.4.1

6.

If the Tag supports TCRS, then the value of INACT_T shall be indicated in TCRS, and may optionally be
reprogrammable via TCRS. A BAP Tag that is programmed to INACT_T greater than 500 ms shall apply a
maximum of 500 ms delay to the start of its inventory persistence timers when operating in BAP PIE mode
(see Table 55).

The INACT_T timer shall display an accuracy of +/-40% accuracy over nominal temperature range of
-25 to + 40 °C, and (if supported) a +/-50% accuracy over extended temperature range of -40 to +65 °C.
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7.3.2.3 Global Timeout timer and Selective Global Timeout

This optional timer causes the Tag to fall back to a low power state (sleep, low power listen, or hibernate as
appropriate) a relatively long time after it was activated to the Normal Mode. The Global Timeout may at the
option of the Tag manufacturer be of either of these two forms:

1. Global Timeout. This form forces the Tag back to its low power mode regardless of Tag state, such as the
Tag currently being involved in a legitimate inventory round. If implemented in this way, then in order to
reduce the odds of an intended inventory round from being interrupted, this Global Timeout shall be 4 seconds
or more. Global Timeout begins running when the Tag enters the battery ready state, and upon expiration
and regardless of what the Tag is doing takes the Tag back to the stateful sleep or stateful low power listen
state i f

inal
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egitimate inventory operation.

elective Global Timeout. This form is selective as to Tag state. Selective Global’Timg
viour that it begins running when the Tag enters the battery ready state, but that the tinj
the Tag detecting legitimate commands. This generally avoids causing a\Tag engagq
btions from timing out. An example of selective behaviour is resetting Selective Global T
ving valid commands, with different options possible as to what is considered a valid comn
ns are at the choice of the Tag manufacturer, but should be described in product data
ctive Global Timeout, if implemented, shall have a minimum durationr of-at least 50 ms.

Tag supports TCRS, then the value of Global Timeout and whether it is of the Selective f
hted in TCRS, and may optionally be reprogrammable via TCRS.

C, and (if supported) +/-50% accuracy over extended.temperature range of -40 to +65 °C.

rements as to choices are that:

AP PIE Tags that do not implement Battery Saver Mode shall implement INACT_T (such
a low power state for Global Timeout®o apply to).

pr Manchester Tags the INACT.T timer is optional if Global Timeout is provided, but if
that Validated INACT_J-allows a single timer to avoid the interference trap problem,

ated INACT_T a Global Fimeout is usually not necessary (an exception could be for Tag
periods of time near ‘active Interrogators). More detailed behaviour of Manchester Tags is

[ag engaged

out has the
er refreshes
d legitimate
meout upon
nand. These
sheets. The

orm shall be

Global Timeout shall display an accuracy of +/-40% aceuracy over nominal temperature rapge of -25 to

Tags shall support at least one of the INACT._.Tyor Global Timeout timers. The only currently specified

Tags do not

INACT_T is

ded then it shall be of the Validated INACT_T form, and the minimum time of INACT_T shall be 50 ms.

and so with
5 that spend
described in

sub-¢lause 7.5.3.6.

7.3.3 Modified persistence of BAP PIE inventory flags (optional)
BAP|PIE Tags-shall provide for persistence behaviour either identical to that of passive Tags or emphanced with
immunity(to*fade via the INACT_T timer and more precise persistence maximum values. Manghester Tags
shall way, via returning to the hibernate state and running|an accurate
persis BAPP or-at-fouri ied'flags.

For BAP PIE Tags the optional specification on maximum flag persistence can reduce the incidence of
needing to inventory Tags from inventoried flag state A—B and then again from B—A. The specification fits
within and is backward compatible to the persistences defined for pure passive in Clause 6 in Table 17. Tags
that have Dead Battery Response may in the case of a dead battery continue to support the persistences
of Table 55, or may revert to meeting the more relaxed requirements of Table 17 of Clause 6.

If TCRS is supported, then the adoption or not of these optional maximums shall be documented in TCRS.
The values for optional BAP PIE flag persistence are as shown in Table 55. The flags in this table shall have

the same functions as the passive inventoried and selected flags, simply with the specified maximums and
delay time INACT_T that may be chosen to apply while the Tag has battery power. If a BAP PIE Tag that
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supports Battery Saver Mode does not support INACT_T, then for the purposes of Table 55, INACT_T shall
be considered as zero.

Table 55 — Optional improved Battery Assisted Passive PIE flag persistence values (the Tag
manufacturer may comply with the persistence values of this table, but is only required to comply to the more
relaxed passive persistence values of Table 17)

Flag Persistence (See NOTES 1-5)

Above sensitivity threshold or successful decoding: Indefinite

SO0 inventoried flag Below sensitivity threshold or failure to decode : Zero (following INACT_T,

NOTE 4\
SCCINOTTT 1)

Above sensitivity threshold or successfully decoding:
—25 °C to +40 °C: 500 ms < persistence < 5 s (beginningy after
INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C: Not specified if Tag)does not
cover extended temp range, but 500 ms < persistence.< 5 s if Tag
does cover extended temp range (beginning after INACT- T)
Below sensitivity threshold or failure to decode:
91 inventoried flag® —25 °C to +40 °C: 500 ms < persistence < 5 s (beginning after
INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C;-Not specified if Tag does not
cover extended temp range, but 500-ms‘< persistence < 5 s if Tag
does cover extended temp range (heginning after INACT_T)

See NOTE 3 for the special case’of this flag timing out in the battery
ready state.

Above sensitivity threshold.orsuccessfully decoding: Indefinite

Below sensitivity threshold, or failure to decode:
—25 °C to +40 °C-2¢ < persistence < 20 s (beginning after INACT_T)
—40 °C to -25 ¢Cvand +40 °C to +65 °C: Not specified if Tag does not
cover extended temp range, but 2 s < persistence < 20 s if Tag does
cover extended temp range (beginning after INACT_T)

92 inventoried flag®

Above sensitivity threshold or successfully decoding: Indefinite
Below-sensitivity threshold for failing to decode:
=25 °C to +40 °C: 2 s < persistence < 20 s (beginning after INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C: Not specified if Tag does not
cover extended temp range, but 2 s < persistence < 20 s if Tag does
cover extended temp range (beginning after INACT_T)

93 inventoried flag®

Above sensitivity threshold or successfully decoding: Indefinite

Below sensitivity threshold or failing to decode:
—25 °C to +40 °C: 2 s < persistence< 20 s (beginning after INACT_T)
—40 °C to -25 °C and +40 °C to +65 °C: Not specified if Tag does not
cover extended temp range, but 2 s < persistence < 20 s if Tag does
cover extended temp range (beginning after INACT_T)

selected (SL) flag®

NOTE 1  The beginnings of the persistence time periods for SO, S1, S2, S3, and SL are all delayed by manufacturer
specified signal loss or failure to decode tolerance time INACT_T. For the purposes of this table, if INACT_T is not
supported then it shall be regarded as zero (or near zero hardware delay as specified by the Tag manufacturer), in which
case the persistence timing begins just as it does for passive Tags.

NOTE 2 A BAP Tag that is programmed to INACT_T greater than 500 ms and complying with this table shall apply a
maximum of 500 ms delay to the start of its inventoried persistence timers when operating in BAP PIE mode.

NOTE 3  Though the S1 flag may run its persistence timer in the battery ready state (if it enters battery ready with S1

in B) and may time out in the battery ready state, while in a Query round it suspends persistence timer operation (it will
not time out and invert its state from B—A while in the inventory and access process). The other flags all have indefinite
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persistence, meaning they hold their B or SL state until RF carrier loss (defined as carrier strength below manufacturer
defined threshold) or decode loss have occurred for the period defined by INACT_T.

NOTE 4  This standard uses A and B as proxy logic states for inventoried flags with the understanding that the
electrical logic state is implementation dependent. Similarly the selected flag uses proxy states SL (asserted) and ~SL
(deasserted). The default state (following persistence) of the inventoried flags is state A, and that of the selected flag is
~SL. Thus inventory timers controlling persistence need only operate if the state is B or SL, and upon expiration of the
timer these flags change state from B—A and from SL to ~SL.

NOTE 5  The accuracy of these flags is required to at least match the passive Tag case, which is as follows. Those
flags denoted with a superscript “a” in Table 55 shall for a randomly chosen and sufficiently large Tag population shall
behave such that at least 95% of the Tag persistence times shall meet the persistence requirements in Table 17, with at
least [@90% confidence mterval. Tags that have accurately Specified tolerances on persistence umers may meet these

requitements by reducing their range of persistence to allow for timer error. See P.11 for analysis.

7.4 | Battery Assisted Passive PIE (optional)

7.41 Flex_Query command (optional)
The basic function of this optional command is to provide a “Tag Type Select”function that allows|for selecting
the dategories of Tags to be included in the query round without requiring a separate Select comnmand. This
selegtion allows for the Interrogator to bring nearly any combination of Tag/types into Query rounds.

Tagq that support Dead Battery Response and Flex Query may)continue to support Flex Query with a
depleted battery.

Table 56 — Flex_Query command (optional) (See NOTES 1-3)

Tag | SS Resp | MRFID
Command | Type | NOTE 2 | Respon DR M TRext Sel |Session Tar Q CRC-
NOTE 3 gdt 5
Select se
# of bitg 8 12 1 1 1 4 1 2 2 1 4 5
descript| 11001111 | NOTE | 0:No 0; 0: 0000: M=1 0:No | 00:All | 00:S0 | 0:}A | 0-15
ion 1 Disable | DR=8 pilot | 01: All | 01:S1 1:B
1: Yes 0001: M=2 tone | 10:~SL | 10: S2
1: 1: 11:SL | 11:S3
Enable |DR=64/3| 0010: M=4 1: Use
As pilot tone
defined 0011: M=8
in
ISO/IEC 0100: M=16
29143
0101: M=32
0110: M=64
0111 to 1111:
RFU

NOTE 1 See Table 57 for full definition of Tag types to be pulled into the Query round. Possible implementation of
Flex_Query by passive Tags is a future option.

NOTE 2  The Simple Sensor Response flag authorizes automatic transmission of Simple Sensor data in cases where
sensor Tags have been selected. Tags without Simple Sensors shall ignore the SS Response flag.

NOTE 3 M values of 16, 32, and 64 are optional for Tags implementing the Flex_Query command. A Tag that receives
a Flex_Query command for an unsupported M value shall ignore the command.
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Table 57 — Flex_Query command Tag Type Select field (see NOTES 1-2)

Interpreta| RFU | MRFID | Sensor Full Simple | RFU | RFU | RFU | Battery | RFU Passive
tion Alarm | Function | Sensor Assisted NOTE 1
NOTE 2 Sensor Passive (RFU)
1 1 1 1 1 1 1 1 1 1 1 1
0: 0: Disable 0: 0: Disable 0: 0: Disable 0: Disable
Inclusive Disable Disable
1: Enable 1: 1: Enable 1:
1 : As 1 : Enahln 1 : Ena,b,l.e_
Exclusive defined in| Enable Enable
NOTE 2 ISO/IEC
29143
NOTE 1 Flex_Query is not currently defined for passive Tags, but the Passive select field is noted:for when it becomes
defined.
NOTE 2  This field switches the interpretation of the following selection fields between “inclusive” (the Tag responds if it
matches any selection) and “exclusive” (the Tag responds only if it matches all selected efiteria).
BAP PIE Tags that implement Flex_Query shall respond to Flex_Query by-beginning a new Query round|from
the battery feady, arbitrate, reply, acknowledged, open, and secured states.
Just as in the normal Query command, the Flex Query commandds preceded by R=>T Preamble an¢ not
R=>T Framg-Sync.
There is no feply to Flex_Query unless the Tag rolls zero onits' slot counter, in which case it shall reply with its
RN16 as in Table 58.
Table 58 — Tag reply to a Flex.Query command (only if slot counter = 0)
Response
# of bits 16
description RN16

7.4.2 BAP|PIE detailed operation including optional Battery Saver Mode
This sub-clduse provides detailed specification of BAP PIE mode both with and without Battery $aver
functionality | A state*machine description is used to provide a logical framework applicable to both of fhese
cases and which‘integrates with the passive Type C state diagram of Figure 19. This passive state diagram is
a subset of| the” BAP PIE state diagram. Whether the Tag formally follows a state machine accofding

to Figure 26 is an implementation issue, but from the Interrogator point of view the Tag implementing BAP PIE
shall act as if it does according to the functional behaviours and times specified in this sub-clause.

A Tag providing BAP PIE mode may employ Battery Saver functionality to reduce the average battery current
drain when the Tag is not in the field of an Interrogator. This mode has two main options of which a Tag using
this mode shall provide at least one and may provide both.

The first option is the use of Low Duty Cycle (LDC) mode. LDC is defined as the following ratio:

“listen state” time / cycle time, where cycle time = "listen state” time + "sleep state” time.
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In listen state the Tag samples the presence of Interrogator RF radiation, generally with higher sensitivity
and relatively high current drain. In sleep state all Tag circuits are disabled, except the duty cycle timer,

draining very low current from the battery.

Neglecting small changes due to processing within Query rounds, the average battery current drain is

approximated by:

sleep state current * (1- LDC) + (listen state current) * LDC

LDC causes a delay in the Tag “Power-up” time defined in clause 6.4.1.3.4. The maximum power-up
delay of the BAP PIE Tag in Low Duty Cycle Battery Saver Mode is given by the sum of the cycle time

1IIU l.I I dpplUplldLﬂ Uﬁldy as UEbeIUUU III bIdUbU U.‘I‘. I.O.‘f.

The $econd option is a low power mode with a continuous built in listen capability (typically.not ag
a paft time listen mode). If the Tag supports this continuous low power listen capability as its |
state|, then this state is referred to as “low power listen” instead of “sleep”. See Figure 34 for
statel machine diagram.

The
initia
for th
whilg
and

Tag has relaxed timing requirements before being required to be in the(battery ready st
ion of Interrogator RF carrier while using Battery Saver Mode. This relaxed time to battery
ese more sophisticated Tags to provide for settling time of regulaters-and clock sources tha
in the sleep-listen mode (see below in this sub-clause), and for fetching key data from TC
betting up the Tag accordingly.

The
provides a complete state description of BAP PIE Tags that both support or do not support a B
Modg¢. If a Battery Saver Mode is supported, this figure also describes both duty cycled and nor
behdviour. The figure also covers use of timers for INACT._T and Global Timeout.

possible BAP PIE modes are specified in detail as followsand with reference to Figure 34.

sensitive as
bwest power
a suggested

ate following
ready allows
t may be off
RS memory

This figure
attery Saver
-duty cycled

The states in Figure 34 are defined as follows:
sleep: A near zero power mode where the.Tag is not responsive to RF signals. The Tag trapsitions from
sleep to listen only under control of an internal timer, and does so within a manufacturer selegted sleep to

liste
rang
ups.
prog

n time S_to L. It is in sleep for the*manufacturer chosen period sleep time or ST. ST m
b of times that may change undéc:eperating conditions, such as to avoid interference induced
If the Tag supports TCRS, ST or its range will be documented in TCRS. ST may also
ammed via TCRS.

stateful sleep: This is.the sleep state with the addition of one or more inventoried or s
persistence timers in (©peration. The Tag may also cycle through the stateful sleep state
checking if such timers are in operation and if not then transition to sleep. It is comparable to
hibernate modes.of\Manchester. It responds to internal duty cycle timer control as does sleep.

low

power listen: A replacement for sleep where the Tag is continuously responsive to RF sig

by also be a
false wake-
be optionally

elected flag

while briefly
the stateful

nals, though

gen duty cycling
toa are sensmve state but may be used in comblnatlon W|th duty cycllng The Tag shaII transm bn out of low
pow ishold within

manufacturer selected Iow power listen to battery ready tlme LPL _to R of 20 ms or Iess The Tag may
optionally also transition from low power listen to listen under control of an internal timer, and if so then the
Tag does this within low power listen to listen time LPL_to L.

stateful low power listen: This is the low power listen state with the addition of one or more inventoried or
selected flag persistence timers either in operation or being checked for operation. It is also comparable to
the stateful hibernate mode of Manchester. It responds to RF signals as does low power listen. The Tag is
considered to transition from stateful low power listen to listen upon confirming expiration of the last of its
inventoried or selected flag persistence timers.

listen: A part time state where the Tag is responsive to RF signals, typically but not necessarily with improved
sensitivity. This state is used in a Duty Cycled Battery Saver Mode. The Tag is not required to decode signals
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in the listen state, but shall at least detect their presence. The Tag shall transition from listen to battery
ready upon either receiving a signal above a manufacturer defined threshold or if validating the environment
upon correctly decoding either a PIE preamble or command (the degree of environmental validation is up to
the manufacturer). The transition from listen to battery ready shall occur within manufacturer selected listen
to battery ready time L_to_R of 20 ms or less. The Tag shall remain in listen for manufacturer selected
listen time LT, and if no RF is detected or no correct PIE symbol or command is decoded the Tag shall then
return to sleep, stateful sleep, low power listen, or stateful low power listen as appropriate. Transitions to
these low power states shall be within manufacturer chosen listen to sleep time L_to_S. If the Tag supports
TCRS, LT will be documented in TCRS. LT may also be optionally programmed via TCRS.

stateful listen: Identical to listen except at least one persistence timer is in operation. Upon expiration of the

persistence timers-the-statefuHisten—state-isconsideredto-transitionto-the-listen-state:
. Other States ) -
INACT _T expiration for * 0O
tags NOT supporting . g
Battery Saver Mode s T
. Matching Query or .
. Flex_Query =
* o
. B * ° Q-
Figure 53 — Passive * , battery ready or Lt @
tag state diagram ° . stateful battery ready .
INACT_T or RF detected by RF detected .
Global_Timeout *” optional sleep, within time LT RF detected in
mode detector low power
listen *
- : 2]
T:;Z': listen? or stateful listen o
expire (typically higher power than sleep) -‘g
r
(]
1 T
[ stateful sleep a
: No RF
(or stateful low power listen) within cz)
time LT' a
. [©)
sleep timer
Persistence timers expires
are expired
‘ sleep’
On power up (or low power listen)
Notes:
1. Sleep.may optionally also “listen”, though normally at reduced sensitivity, in which case the name of the state
changes to low power listen.
2. /f sleep has its own “listen”, then the separate listen state (generally at improved sensitivity) is optional. The
listen timer period may be increased and/or sleep period decreased by the Tag in response to recent activity.

€y may also be adjusied by Ihe tag near the end of battery charge In order to Increase pattery Tme.
3. A transition from listen or stateful listen to battery ready occurs within L_to_R time <= 20 ms.
4. A transition from low power listen or stateful low power listen to battery ready (if supported) occurs within
LPL_to_R time <=20 ms.
5. If the BAP Simple PIE tag does NOT support Battery Saver Mode, then it runs its persistence timers (holds
inventory state) in the battery ready state.
6. If the BAP Simple PIE tag does support Battery Saver Mode, then it runs its persistence timers (holds inventory
state) in the stateful sleep or stateful low power listen state, and upon expiration transitions to the full sleep
state or low power listen state. These timers only operate if the inventory state is B or the selected state is SL,
and upon expiration the states change to A or ~SL as appropriate.
7. The “stateful” states mean timers are running or that the tag is checking if they are running. The tag
manufacturer has the option of going through the stateful states to check if timers are running, or checking in the
prior state and going straight to sleep or low power listen.

Figure 26 — BAP PIE and Battery Saver Mode state diagram
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Battery ready is specified in sub-clause 7.3.1. The remainder of the states under the block called “Other
States” are the passive Tag states other than ready shown in Figure 19. Being in the battery ready or any of
the passive Tag states is referred to as “Normal Mode”. Being in any of sleep, stateful sleep, low power
listen, stateful low power listen, or listen, is referred to as being in “Sleep-Listen Mode”.

If a BAP PIE Tag transitions from any stateful state to the Normal Mode, it shall reset its persistence timers to
zero and halt their operation while holding its current flag states indefinitely (while RF or decoded RF has not
been absent longer than INACT_T) with the exception of the S1 inventoried flag. For the S1 flag its
persistence timers continue to operate and hold the state in B (it would not be running if the S1 flag was
already in A) while the timer is operating in the battery ready state (see S1 description and related note
of Table 55). If the S1 timer expires in battery ready, the S1 flag change from B—A. If the S1 flag is set to B

via T&efe#mﬂrﬂmﬁheym@nst*&eﬁesﬂw%ﬁstﬁﬁmﬁMe Tag in the
battery ready state). If the Tag is taken into a Query round based on the S1 flag being in state

e B, then the
timel is set to zero and not restarted. The Tag then holds S1 in state B while in the Quety, round, until it is
appropriately changed to A via an inventory action.

The
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fransitions between states in the Normal Mode are identical to that exhibited(for passive T|
ption of delays and return to Sleep-Listen Mode as dictated by the manufacturer’'s imple
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T_T. INACT_T may be implemented with respect to RF signal strength in/relation to a threg
on to correct receipt of valid Type C preambles or commands.

T_T normally delays the start of persistence timeout and state machine state changes upon
ded RF. However, according to sub-clause 6.4.1.6 on Link Timing, the maximum time of the

al Timeout does not take RF signalling or Tag positiorin the Normal Mode state machine
elective Global Timeout may take these factors into-aceount. See sub-clause 7.3.2.3.

onmental validation for BAP PIE: If INAGT\T is supported relative to valid Type C g
ands (Validation INACT _T), this allows the g@pportunity to validate the radio environment th
g as a legitimate Type C environment. Malidation INACT_T shall be conducted as folloy
itioning from a Sleep-Listen Mode to .battery ready shall in battery ready listen for v
mbles or commands at the manufactuter’s choice. If the Tag does not decode valid Type C {

ifacturer choice increase its sleep-time ST to avoid non-Type C signals causing further false

it dogs detect valid Type C signalswithin INACT_T, the Tag shall reset the INACT_T timer. The T

hold, or with

oss of RF or
T, timer and

ecified state changes apply instead of INACT_T while the Tag:is in the reply or acknowledded states.

nto account,

reambles or
At awakened
vs: The Tag
alid Type C
ignals within

T_T, it shall return to the sleep~or low power listen state as appropriate. The Tag may upon

wake ups. If
ag may then

perfdrm one of two actions:
1. (ontinue to reset the INACT_T timer indefinitely upon receipt of valid preambles or commands. In this
case|Global Timeout would be recommended to eventually force the Tag back to the sleep-listenmode.

2. W

ait for valid Seflect and Query commands (or Flex_Query command) to take it into a Query

resefting the INAET _T timer for a limited number of manufacturer selected times. If the Tag has 1

Quer
Slee

y round 'upon expiration of INACT _T for the manufacturer selected number of times, it may
D-Listen Mode. If the Tag is taken into a Query round it shall again reset the INACT_T timer.

round, while
ot entered a
return to the

Whil

p 3. Tag is in a Query round it shall upon receipt of further valid Type C preambles or comma

hds continue

to reset the INACT_T timer. See Annex P for description of various applicable command validation methods. If
signal is lost the Tag shall hold state machine state and not begin persistence timer operation (if the Tag
supports BAP PIE persistence as defined in Table 55) until the expiration of the INACT_T timer (with the
exception of the requirements of sub-clause 6.4.1.6). Tags that support a Battery Saver Mode shall then
transition to the sleep, stateful sleep, low power listen, or stateful low power listen state as appropriate
(the stateful states are used if any inventoried flag is in state B or if selected is in state SL). Tags that do not
support Battery Saver Mode shall upon expiration of INACT_T transition to the battery ready state and (if the
Tag supports BAP PIE persistence as defined in Table 55) begin persistence timer operation if any
inventoried flags are in state B or if selected is in state SL. That condition may be considered as a stateful
battery ready state, and upon expiration of persistence timers the inventoried and SL flag state will change
as appropriate.
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Environment not validated: In this case INACT_T is not supported or if supported is responsive to signal
strength without regard to decoding of valid Type C signals (Threshold INACT_T). The Tag transitioning from
a Sleep-Listen Mode state to the Normal Mode that supports Threshold INACT_T shall in any Normal Mode
state listen for RF signals above its manufacturer defined threshold. When such are detected the INACT_T
timer is reset (held in reset if RF signal is continuously detected above threshold), and when signal drops
below threshold (optionally a different threshold than that necessary to reset the INACT_T timer) then the
INACT_T timer will begin. If the INACT_T timer expires the Tag returns to the Sleep-Listen Mode (if a Battery
Saver Mode is supported) or to the battery ready state (if a Battery Saver Mode is not supported) as

appropriate.

Now the vari

ous BAP PIE cases may be completely specified as follows.

Battery Savj
the field of
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state upon |
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pw power listen state upon confirming expiration of all persistence timers.

an Interrogator, and behaves nearly identically to a passive Tag (though typically with |
[he Tag responds to the application of RF carrier within the timing limits of sub-clause 6.4.
e ready to detect a preamble). Since the Tag does not automatically reset to the-battery r

ery ready (when persistence timer functions are in operation) state when jt.is)not in range
The Tag manufacturer may support the persistence requirements of Tablg,55 for BAP PIE
delayed by INACT_T and with the specified maximums), or may,_support the more re
requirements of passive Tags as given in Table 17. The Global Timgout is not applicable tg

er Mode supported via low power listen only: In this case the Tag is not supporting
ten and maintains a continuous low power listen mode.At\shall transition to the battery r|
etecting RF field above its manufacturer determined threshold within LPL_to_R time of 2(
bllowed time to be in the battery ready state is what distinguishes this case from Battery
pported. Since the Tag does not automatically reset to the low power listen state upon Ig
ag shall implement one of INACT_T or Global Timeout to force the Tag back to the low p
vhen it is not in range of an Interrogator. When'the Tag departs Normal Mode it shall transiti
teful low power listen state (if no timers«unning is not confirmed before leaving Normal M
r listen state (if no timers running is confirmed before departing Normal Mode). The reasd
Tag the option of briefly transitioning to stateful low power listen for the timer check operat
ate machine or firmware operation=The Tag shall transition from the stateful low power I

upon detecting RF field°while in the listen state above its manufacturer determined thre
R time of 20 ms. Since the Tag does not automatically reset to the sleep state upon loss of p
implement one(of INACT_T or Global Timeout to force the Tag back to the sleep state whe

ers runningor to confirm if timers running) or sleep state (if it confirms no timers running)
inue to_Operate its duty cycle control to transition to the stateful listen mode and back wh

allpersistence timers.

er Mode not supported: In this case the BAP PIE Tag is in the battery ready state when rLot in

etter
1.3.4
pady

bss of power, the Tag shall implement INACT_T to force the Tag back to the battery readly or

bf an
Tags
axed
b this

duty
pady
ms.
aver
ss of
bwer
pn to
ode)
n for
on is
sten

high
shold

ower,
h it is

of an Interrogator. Upon departing Normal Mode, the Tag shall transition to either the stateful

The
ile in

bp. The=Tag shall transition from the stateful sleep state to the sleep state upon confifming

In the listen mode the Tag is standing by to enter the battery ready state upon application of an RF carrier.
The listen Time (LT) that the Tag maintains itself in the listen state in the absence of RF signal may be
selected by the manufacturer, or in the case of Tags supporting TCRS it may optionally be programmable. If
the Tag does not receive a signal above a manufacturer defined threshold level during the LT interval, then
the Tag shall transition back to the sleep state. If the Tag does receive any signal above the manufacturer
defined sensitivity threshold, then the Tag shall transition to the battery ready state and will do so within the
timing limit of listen to battery ready time L_to R <=20 ms.
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In the sleep state the Tag is running a timer of duration sleep time (ST) and is waiting to return to the listen
state upon expiration of the ST timer. ST may be fixed by the manufacturer. In the case of Tags that support
TCRS the ST shall be documented in TCRS if fixed, and may optionally be programmable. ST is typically on
the order of 10 ms to 1 s. ST is chosen shorter for higher Tag velocity environments or longer for slow moving
environments, with ~100 ms being a typically chosen or programmed value. Though manufacturers are free to
select any ST, they should specify their chosen ST within their product documentation. Programmable ST
ranges are as shown in sub-clause 7.6.3.

Battery Saver Mode supported via duty cycling and low power listen: In this case the Tag is both
supporting duty cycling of listen (generally in a higher sensitivity state) and maintaining a continuous low
power listen mode (generally in a lower sensitivity state) when not in listen. It shall transition to the battery
ready-or-stateful-batter y-statetpon—detectingR—fietd-above-itsm acturer—determined thresholds
within L_to R or S_to_R time as appropriate. Since the Tag does not automatically reset to ‘thg low power
listen state upon loss of power, the Tag shall implement one of INACT_T or Global TimeoUt,to fprce the Tag
back| to the Sleep-Listen Mode when it is not in range of an Interrogator. While in low_power listen the Tag
also pperates its listen-sleep timer to periodically transition to the listen mode to listen-in a higher sensitivity
statef than in the low power listen state. Other operation is as described above forduty cycle operation only
or loyv power listen operation only.

v J e PO C v ooV arrora

Table 59 below provides a summary of the various delay times and timers that'apply to BAP PIE Tags.

Table 59 —Battery Saver Mode timingparameters

Timing Description Effects & comments
parameter
LT listen time, the time the Tag is listening for Manufacturer defined or user selected|via TCRS.
any RF above a threshold before the Tag
goes back to the sleep or low powerlisten
state.
ST sleep time, the low power consumption time Manufacturer defined or user selected|via TCRS.
the Tag is either not listenihg or is only
listening at low, sensitivity. If Tag only supports a low power coptinuous
“listen” and is not duty cycled to a higher power

more sensitive listen state, then this time is set to

infinity or not applicable.

$ to L sleep-torlisten time, also used for low Manufacturer selected, typically << §T but not

power listen to listen time. required to be a particular valjie.

Il _to R listen to battery ready time, a maximum of 20 ms max, actual value documentdd in data

20 ms following signal exceeding threshold. sheet. Only applicable if Tag supports optional
duty cycled listen state. This time alsg applies to
stateful listen to battery readly.
L to_S listento sfeep time. Vianufacturer sefected; typicaily << ST but not
required to be a particular value. This time also
applies to the stateful listen to stateful sleep,
listen to low power listen, and stateful listen to
stateful low power listen times.
LPL_to R low power listen to battery ready time, a 20 ms max, actual value chosen by manufacturer.
maximum of 20 ms following signal Only applicable if Tag supports optional

exceeding threshold. continuous listen while in the low power listen

state as a replacement for the sleep state. This

time also applies to the transition from stateful

low power listen to battery ready.
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Timing Description Effects & comments
parameter
N_to_S Normal to sleep time Time from any normal state to sleep, stateful

sleep, low power listen, or stateful low power

listen, following expiration of INACT_T or Global
Timeout. Normally << than INACT_T or Global
Timeout, but not required to be any particular

value.
INACT_T A timer that allows a BAP PIE Tag to See for responses for different BAP PIE modes
temporarily hold its state machine staie in the with respect 1o support of Batiery Saver Mode.]At
absence of RF signal or in the absence of least one of INACT_T or Global Timeout shall pe
valid Type C preambles or commands. Is supported for BAP PIE and Manchester_ Tagsg.
continually reset upon either signal above
threshold or decoding of a valid preamble or
command. Can apply to Tags that support or
do not support Battery Saver Mode.
Global A timer that allows a BAP PIE Tag to See for responses for different BAP PIE modgs
Timeout temporarily hold its state machine state in the with respect to support’of Battery Saver Mode.|At
absence of RF signal or in the absence of least one of INACT-_T or Global Timeout shall pe
valid Type C preambles or commands. Is supported 7At-least one of INACT_T or Globd|
initiated by Tag transitioning from a sleep- Timeout shall be supported for BAP PIE and
listen Mode to the battery ready state, and Manchester Tags.

is NOT reset by RF signal strength or correct

decoding of preambles or commands. Only

applies to Tags that support a Battery Saver
Mode.

According td the above table, the total time of the'sleep and listen cycle is ST+ S to L +LT + L _to S| This
would normglly be dominated by the sleep and listen time intervals.

When a BAF PIE Tag also supports Manchester, that Tag shall maintain any hibernate mode timer values
and inventory states until it validates the environment as a legitimate PIE environment. That validation shall be
to at least pyoperly decode PIE commands. Upon proper validation of environment, the Tag shall cleaf any
hibernate mode timers, set all inventoried flag states to A, set selected flag state to ~SL, and stand hy for
Interrogator commands.

7.5 Manchester mode'Battery Assisted operation protocol extensions

7.5.1 Introduction

This clause defines optional extensions of the ISO/IEC 18000-6 Type C protocol for Battery Assisted Paksive
RFID utilizing a Manchester mode forward link. The Manchester mode is optional, but if a Tag or Interrogator
uses this optional mode, all requirements in this clause are mandatory. The extensions defined here are
intended to maximize Interrogator-to-Tag read ranges and battery life. This is achieved by using DC balanced
symbols in the forward link which enable the use of AC coupled inputs to high gain preamplifiers. Tags may be
designed with medium to extremely sensitive receivers. For the more sensitive Tags, the Manchester
command preamble length provides for sufficient time to switch between two receiver dynamic ranges to
cover the large input signal dynamic range. The longer range also requires higher symbol frequency accuracy
at the lower data rates which results in higher values of M. Higher accuracy is enabled at lower signal levels in
Tags equipped with battery powered oscillators by providing configuration bits in the forward link commands
that specify the BLF and that are not subject to measurement accuracies of TRcal and RTcal.
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Compatibility with ISO/IEC 18000-6 Type C Interrogators and passive Tags is maximized through the use of
methods for channel access similar to ISO/IEC 18000-6 Type C, ensuring effective channel sharing in mixed
mode environments. The Interrogator talks first, and the Tags backscatter responses with random slot times
identical to ISO/IEC 18000-6 Type C. The Interrogator awakens battery assisted Tags with a specific
activation sequence, followed by a selection field which identifies which Tags need to respond. Tags not
selected by the Activation command quickly return to the lower power search (hibernate) mode. The battery
assist activation is distinctly different from ISO/IEC 18000-6 Type C commands specified in Clause 6 and thus
ISO/IEC 18000-6 Type C passive Tags will not respond, and conversely battery assisted Tags compliant to
this clause will not respond to ISO/IEC 18000-6 Type C passive Interrogators in battery assisted mode.

Battery assisted Interrogators currently use the same channel def|n|t|ons and S|m|Iar bandwidths as
ISO/| ; e ee e 3 cofncepts apply

acro
form
defin|

For
betw|
in thi

5s both battery aSS|sted and passwe modes of ISO/IEC 18000 6 Type C. The Ull, no
btting, as well as all memory bank definitions and structure, are identical to the ISO/IEC\180)
tion.

attery assisted mode, the higher sensitivities and longer ranges create a higher.likelihood of
een multiple Interrogators and the Tags they are communicating with. The activation mecha
s section provides for the use of Interrogator power level control. Tags caR-be activated and

bering and
00-6 Type C

interference
nism defined
operated on

in su
acce
onT

appli

b-groups using lower power levels for Tags that are closer. Tags that have already been singulated or
5sed at lower power levels can be silenced for commandable periods-while the higher power operations
hgs that are farther away from Interrogators are performed. The use.of power levelling is recgqmmended in
cations that would allow such system interference reducing techniques.
NOTE As PIE is a required mode and Manchester is an optionalkmode for Type C, Manchester Tags|

E must support
PIE. The definition of “support PIE” is given in clause 7.2.

7.5.2 Physical layer

7.5.21 Interrogator-to-Tag (R=>T) communications

7.5.21.1 Modulation

Interfogator shall communicate with the Tag using amplitude shift keyed Manchester encodefd DSB-ASK,
SSB1ASK, or PR-ASK modulation.in_the forward air-interface link. Tags shall demodulate all thre¢ modulation
types.

7.5.21.2 Data rates

Interfogators shall communicate with Tags using one of the following data rates, while Tags shall support all of
the data rates:

8 khit/s, 16 kbit/s, 32 kbit/s, 64 kbit/s, and 128 kbit/s.

7.5.2.1<3 ,~ Frequency accuracy

Interrogator frequency accuracy shall be +/— 10 ppm over the Nominal temperature range of -25 °C to +40 °C,
and +/- 12 ppm over the extended temperature range of -40 to +65 °C. These accuracies shall apply for a
manufacturer specified time interval following sale of the product. If local regulatory requirements specify
tighter accuracy, the Interrogator frequency accuracy shall meet the local regulatory requirements.

7.5.2.1.4 Data encoding

The R=>T link shall use Manchester data encoding, shown in Figure 27.
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Thbit
|
Data 0

Data 1

Figure 27 — Manchester symbols

cified

7.5.2.1.5 |Interrogator to Tag RF Envelope
The RF enyelope (in electric field) of the Manchester modulation shall’be within the limits spe
in Figure 28 and Table 60.
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m,, Iuﬁ IEH
A ‘l‘t 7 4 i ‘Pf \‘l\ “““““““““““““
—>||
IF,QOAO
< 'wm 'whz
0.5x(A+H)F-- 4= P A | e e Pt e 5
L buiz
1+ L1090
m" J
R\ A— N N L*\. A -
¥ \J \ vV \Y
Figure 28 — Manchester waveform
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Table 60 — Manchester command modulation parameters

7.5.2.

The

indic
enab
sequ
Man

The

PARAMETER | Minimum | Nominal Maximum | Units
Thit 1/data_rate us
(A-B)/A 80 90 %
mh/(A-B) 0 5 %
ml/(A-B) 0 5 %
tf,90-10/Thit 0 33 %
i, T0-907 TDIt U 33 To
twh1/Thbit 45 55 %
twl1 /Thit 45 55 %
twh2 /Tbit 90 110 %
twl2 /Thit 90 110 %

1.6 Interrogator to Tag normal preamble

hormal preamble consists of two parts. Both parts shall be-Manchester encoded at the selec
bted in the activation command. The first part is 21/bits” of a pseudorandom training sq
les receiver dynamic range adjustment, AC coupling training, and timing acquisition.

Chester equivalent in Figure 29.

Normal preamble 21 bit training sequence = 1111100 0110111 0101000

21 bit training sequence @.data rate

63:2013(E)

led data rate
quence that
The specific

ence is a 31 bit m-sequence truncated to 21 bits“and is defined by the NRZ equivalent beglow and the

15 bit normal delimiter @ data rafte

Y

A
L 4
A

¥
A
A J

-
4

Dynamic range adi AC coupling training

Figure 29 — Forward (R=>T) preamble

second part is a 15 bit pseudo-random delimiter that uniquely indicates a normal command

and the start

of th

command-data - The snecific normal delimiter seauence—is—a-15 hit m-saauence-defined
MRS G—Gata—-a PEGHGROHRA—GBHHE! gHen S—a—o—H gHeh cgeHhea

equivalent below and is the logical inverse of the activation delimiter.

Normal preamble 15 bit delimiter = 10100 11011 10000

by the NRZ

The first bit of the command data shall follow immediately after the last bit of the delimiter at the same data
rate as the preamble.
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7.5.21.7

The transmis

Transmission order

sion order for all R=>T communications shall respect the following conventions:

— Within each message, the most-significant word shall be transmitted first, and

— Within each word, the most-significant bit (MSB) shall be transmitted first.

7.5.2.1.8

Command data bit stuffing

Compliant Interrogators and Tags shall use selective bit stuffing on all command data bits that follow the

preamble in
for the follow

This specifig
command d
sequence, €
the 15 bit a
defined in N

Tags shall m

The Tag shall destuff the logical zero bit from the data bit stream.“The output of the destuffing algorith

Tags will prg
pattern is fol
valid activati
was receive
command w
the activatid

7.5.21.9

CRC calculd

assembling @a command is:

1) Cal

2) Pro
The order of

1)

Exe

hta stream, a logical bit 0 shall be bit stuffed into the data stream at-the end of this 1
ktending the command by one bit for each bit stuffed. This eliminates the'possibility of matchi

RZ notation:

both normal and Activation commands. Interrogators shall monitor the command data bit-st
ing 14 bit sequence defined in NRZ notation:

0101100 1000111

pattern is the first 14 bits of the activation delimiter. If the pattern is mateched exactly i

tivation delimiter in all Manchester encoded commands. The resulting 15 bit pattern will &

0101100 1000111 0

vide the command data format as defined in the cotmmands summary of clause 7.5.4. If the
owed by a logical one, an activate delimiter has been received. If the Tag has already recei
on command and is processing command data;-the command is invalid. If the invalid sequ
H at a data rate of 16 Kbps or higher, thelcTag shall then ignore the invalid command. |
bs being received at 8 Kbps, the Tag shalltignore the invalid command and optionally transiti
n code check state to process a possible new Activation command.

Cyclic Redundancy Check (CRC)

tion shall be the same as.defined in clause 6.4.1.5. The order of processing in Interrog

ulate the CRC beginning with the first bit of command data following the last bit of the pream
cess for bit stuffing up to the last bit of the CRC.
processing in Tags handling a received command:

cute the destuffing operation.

feam

n the

4 bit

ng of

e as

onitor the command data bit stream for the same 14 bjt pattern with a logical zero in the 15th bit.

m in
4 bit
ed a
ence
f the
pn to

ators

ble.

2)

7.5.2.1.10

Calculate the CRC on the output of the destuffing operation.

Link timing

The Manchester Battery Assisted Passive link timing uses the same parameters as the passive mode in
clause 6.4.1.6. However, the parameters T4, T,, T3, and T, shall use the definitions in Table 61 below, with the
exception for optional BLFs > 640 kHz noted below this table.
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Table 61 — Manchester link timing parameters

63:2013(E)

Parameter Minimum Nominal Maximum Description
Time from Interrogator transmission to Tag
response (specifically, the time from the
end of the last bit of the Interrogator
T MIN(2 Tbit,10Tr) MAX (2.5 Thit, MAX(3 Tbit,10T,r) | transmission to the first rising edge of the
! x (1 =2|FT|) —2us 10Tpri) x (1 + 2|FT|) + 2us | Tag response; in the case of a data 0 as

time after the last rising edge),

the last bit, the end of the last bit is %2 bit

measured at

4l T 2 " " H 1
Ui Tay o driicritia teriimriars.

If T2ext=0, then

4Tbit :
Interrogator response-time req

If T2ext = 1, then is to demodulatethe Interro

lired if a Tag
pator signal,

P 0.25Thit max = INACT T or measured fromctheé 'end of the ast. (dummy)
. bit of the Tag_response to the first falling
Global Timeout, as edge of the-Interrogator transnfission
selected by the Tag 9 9 ’
manufacturer
Time” an Interrogator waits, after T+, before
I3 0.0Tpri S\
if)iIssues another command
r, AxThit Minimum time between | Interrogator
commands
NOTE 1 Tbit denotes the Manchester bit time of the normal commands.
NOTE 2 A Tag may exceed the maximum value for Fy when responding to commands that write to memary.
NOTE 3  The maximum value for T, shall applyionly to Tags in the reply or acknowledged states.
NOTE 4 If T2ext = 0, a Tag shall be allowed a tolerance of 4Tbit < T2(max) < 8 Tbit in determining whether T, had
expirgd and therefore an "invalid command" was received. This allows the back calculation of elapsed T time for
command validation based on a measurement of the longer time from the end of the backscatter to the end of the
command preamble where command-start time is definitively established. If T2ext = 1, the Tag shall allow valid responses
up tofthe INACT_T or Global Timeout expiration, whichever is selected by the Tag manufacturer.
NOTE 5 FT is the frequency tolerance specified for Manchester Tag BLFs of 640 kHz or less (currently 4%).
Tagg and Interrogators that support optional higher frequency BLFs (see Manchester Query_BAT command
as described in{sub-clause 7.5.4.3.1.1) shall have their minimum and maximum T4 times relaxed to not have
to bg shorter than that calculated for the maximum required BLF of 640 kHz. This prevents ynreasonably
small] Tag“data fetch times and Tag and Interrogator TR turn-around times for Tags and |nterrogators
suppprting-these higher BLFs.
7.5.21.11 Transmit mask

Interrogators that are claimed to operate according to this International Standard shall meet the local
regulations for out-of-channel and out-of-band spurious radio-frequency emissions.

Interrogators that are claimed to operate in the Manchester battery assisted mode, in addition to meeting the
local regulations, shall also meet the Manchester mode Transmit Mask specified in this International Standard:

Manchester mode transmit mask: For Interrogator transmissions centred at a frequency £,
bandwidth Ry also centred at f,, an offset frequency f, = 3.125/Thit, and a 3.125/Tbit ba

a 3.125/Tbit
ndwidth SBW

centred at (n x f,) + f. (integer n), the ratio of the integrated power P() in Sgy to that in Rgy with the

Interrogator transmitting random data shall not exceed the specified values:
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[n] = 1: 10log+o(P(Sew) / P(Rew)) < -30 dB
[n] = 2: 10log10(P(Sew) / P(Rsw)) < —60 dB
[n| > 2: 10log+o(P(Ssw) ! P(Rsw)) < —65 dB
Where P() denotes the total integrated power in the 3.125/Thbit reference bandwidth. This mask is shown

graphically in Figure 7, with dBch defined as dB referenced to the integrated power in the reference
channel.

1 Integrated Power

=875 =625 =375 -1.25 1.25 3.75 6.25 8.75 frequency
Thit Toit Thit Thit Thit Thit Thit Thit
1.25 1.25 1.25 125 f 125 1.25 1.25 1.25

Figure 30 — Transmit mask for Manchester battery assisted mode

7.5.2.2 Tag-to-Interrogator (T=>R)

Tags shall communicate with Interrogators using the modulations described in 6.4.1.3 with extended values of
M and with ffequency accuracy of +/- 4%or BLF up to and including 640 kHz. For BLF greater than 640(kHz,
the frequendy accuracy shall be better than +/- 1.5%. The specific data rate is commanded by Query|BAT
(see 7.5.4.3{1.1) using the values of M and BLF. Tags shall support all possible data rate combinafions,
whereas Intgrrogators may select.the specific combinations of BLF and M to be implemented.

7.5.3 Manchester Activation

To extend battery life"Type C battery assisted Manchester Tags remain in the low power hibernate statg until
receiving an|Activation command containing a valid Activation Mask that matches all or a selected part pf an
“Activation Gode (AC) stored on the Tag. The use of two separate Activation Codes allows the ability to jhave
a general purpose primary AC (typically static such as based on the Tag Ull) and to have an additional
application specific secondary AT (may contain for instance dynamically mapped [ag status information). The
fraction of a Tag population chosen for activation may be controlled by means of partial AC matching. Non-
selective activation of all battery assisted Tags within the range of the Interrogator is also supported by issuing
a “Wildcard Activation”.

In order to move from the low power hibernate state to the battery ready state an Activation command shall
be sent at a fixed data rate of 8 kbit/s. This command consists of a specific Manchester battery assisted
passive preamble that is distinguishable from the normal Manchester command preamble. Following the
preamble, the Activation command may be a short format or long format command as defined in the following
clauses.

Because battery assisted systems will coexist with passive systems, care should be taken to reduce the
power drain of the battery assisted systems. Passive RFID Tags as defined in ISO/IEC 18000-6 Type C
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receive their operating power from the Interrogator (via transmitted carrier power) which limits operating
distances. The application requirements of battery assisted passive (BAP) RFID devices require distances
sufficiently large to make the Interrogator an unusable power source. Additionally, BAP devices must co-exist
in passive environments and care must be taken to manage power drain from the battery-enabled devices. If a
BAP device continually responds to unwanted passive instructions (these being commands for “other”
devices) battery power will be drained extremely quickly.

BAP Tags will typically use a very low power mode in the receiver to continuously monitor for an Activation
command. The Activation command uses selection criteria in the Activation Mask to awaken only those Tags
for which communication is necessary to preserve battery life. Tags which reside in the RF field for BAP mode
communication may be selectively activated, accessed, then placed back into their hibernate (or lowest
pow urned to the

A} tot otk 4 + £ T ] tH 1 tH tocl A ot tocl T [N H O~ HWH | 1l
) oldil, daifu UIT TICTAU OTL U Tdyo OSTITULUVTUTy AaLllvalTU. ALUVAlTU Tayo T1idy VT Triuividualry 1
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cominands shall use the same preamble, followed by an Activation Control field-which determine

form

The

flags|
inve
state
sess
inve
sess

timet.

Tags
recei
inve
conti

See

7.5.3.

Batte
ActiV]

The
sequ

contains all;zeroes. Once the AC is programmed and the Tag is placed into the hibernate state

only

rnate state using the Next command, or may be commanded as part of a large group of T4
tivate BAT command.

Short Activation command enables fast singulation cycles in applications that;require a
col overhead. The Long Activation command enables more control over which Tags a
cularly in large Tag and Interrogators population environments. Both Short Activation and Lo

bt of the Activation Code.

‘hibernate” state is defined as that state where no Session flag timers are running and the
are in state A. The “stateful hibernate” state is defined as_that state where at least
htoried flag timer is running and the inventoried flag is in‘temporary state B. Normally, tH
B is interpreted to mean that the Tag was successfully~accessed within the timer perig
on/inventoried flag, and that the Tag should not fespond to Activation commands ai
ntoried flag until the timer expires. However, the.{Tag will respond to Activation commg
on aimed at temporary state B. The purpose of . such activations is normally to reprogram

will usually receive Activation commands(while in a hibernate state. If a Tag that is alreg
ves a valid activation preamble, the Tag may optionally ignore the command or it may cle
hue processing the Activation command.

sub-clause 7.5.3.5 for detailed\state machine description of the Manchester Mode.

1 Activation Code

ry assisted Type (C)Manchester Tags may support activation based on either a single or 1
ation Codes for more flexibility at their manufacturer's discretion.

Activatiop-€ode is a 96-bit value specified in part or whole by the Activation Mask during t
ence to.move the Tag from the hibernate state to battery ready. The 96-bit Activation

respond, moving into the battery ready state when a valid activation sequence is recei

Activ

htoried flag, SL flag, and countdown,timer, then transition to the activation code cheg¢

gs using the

minimum of
re activated,
ng Activation
5 the specific

inventoried
one session
e temporary
d using that
med at that
nds for that
(refresh) the
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ar the active
k state and
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Code initially
the Tag will
ved and the

It Mool ~aantainad n thi Anfh/atingy ~AnmamaanA Athoar maatahae the Antiern otarad A Adn

atign Code or a

selected sub-portion of the Activation Code.

HeoRiaSK—eotatreaH—tRe—ACHvator—CcommanaeRRerMateReSthe—ehtfre-Storea—-Activat

In case of Tags supporting two separate ACs the issued

Activation Mask needs to match either the primary or the secondary AC (or both of them) in order to activate
the Tag.

The Activation Codes can be programmed with any grouping organization which provides a selected
application with desired levels of selectivity in the activation process. The Activation Codes may at the option
of the user be the Ull (if the Ull is 96 bits), the Ull plus additional data (if the Ull is less than 96 bits), or part of
the UII (if the Ull is greater than 96 bits). They may also be a custom data string that may or may not include
part of the UII.

The Minimum Mask Length (MML) contains seven bits that specify the minimum amount of bits which are
required in the Activation Mask to match with the Activation Code during the activation sequence. If the
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received value for the Activation Mask Length is less than the value stored in the MML, the incoming
Activation command shall be ignored. If by application of the Activation Mask Length and Offset address, an
overrun occurs (that being the 96™ bit of the stored Activation Code) is compared and the received length
counter is not exhausted, the remainder of the Activation command shall be ignored and the Tag shall wait in
the hibernate state until a new Activation command is received. In case a Tag supports a primary and a
secondary AC, a separate MML has to be implemented for each of the two ACs.

Both the MML registers and the Activation Codes shall be readable and writeable using the OpRegister
Read/Write command in clause 7.5.4.4.1. The first 16 bit word shall contain the 7 bits of MML in the 7 lowest
numbered bits of the word, MSB first, with the remaining bits of that word currently RFU. The next six 16 bit
words (the Activation Code register) shall contain the AC value, which is always 96 bits. The MSB of the AC
(bit index 95
six 16 bit wo
in the higheg
the Activatio
transmitted N

otai't;n fIUIII LUIU\ oha” bU :uuatcd ;II :UVVUOt GddIUOOUd b;t Uf thc :UVVUOt GddIUOOUd V\l\}l\‘.ﬂl .f the
9 ]

rds that make up the AC register. The LSB of the Activation Code (bit index zero) shall be sfored
t address bit the highest addressed word of the six 16 bit words that make up the AC register. In
n command, the MSB of the Activation Mask that matches the AC or a section of the AC shall be
/ISB first.

Table 62 — Structure of Minimum Mask Length and Activation Code registers, (stored in hidden
registers described in 7.5.4.4.1)
MML regjster. first 16- AC register: next six 16-bit wofds
biti word
7 bits MML [ 9 bits AC AC AC AC AC AC
value RFU (bits 95-80) | (bits 79-64) | (bits 63-48) | (bits\(47-32) | (bits 31-16) | (bits 15-0)
The initial MML and AC values may be written during Tag manufacturing, or later by the user.

The default Yyalue for the Activation Code shall be 0.

7.5.3.2 Activation preamble

The activatid
essential to
which, when|
complete Ac
delimiter is 4
of selective
preamble.

The preamb
21 bits of a
training, and

n preamble provides for Tag receiver dynamic range adjustment and AC-coupling training t
good sensitivity in the Tag receiver. The training period is followed by a unique frame deli
matched exactly, alerts Tags to wake up parts of its circuitry required to receive and decod
fivation command and determine if the Tag has been selected for full communication. The fi

14/15 bit stuffing..Beth Short Activation and Long Activation commands shall use the
e consists ofithree parts. All three parts shall be Manchester encoded at 8 kbit/s. The first p

pseudorandom training sequence that enables receiver dynamic range adjustment, AC coy
initial {iming acquisition. The specific sequence is a 31 bit m-sequence truncated to 21 bits g

nat is
miter
e the
rame

pseudorandom sequence which cannot occur in error-free normal command data due to the use
$ame

art is
pling
nd is

defined by the NRZ equivalent below and the Manchester equivalent in Figure 31.

AcTIvation preample 7T Dittraining sequence = TTTTTUU UTTUTTT UTUTUUU
21 bit training sequence @ 8 Kbit/s 15 bit activate delimiter @ 8 Khit/s ;mﬂg
< > >

 J
A
L J

a
&

Dynamic range adj AC coupling training

Figure 31 — Activation preamble
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The second part is a 15 bit pseudorandom delimiter sequence that uniquely indicates an Activation command
and the time framing of the command. Correct reception of the delimiter portion moves the Tag from the

hibernate state into the activation code check state (see 7.5.3.5) immediately following the timi

ng trim field.

The activation delimiter sequence is a 15 bit m-sequence defined by the NRZ equivalent below and is the

logical inverse of the normal delimiter.

Activation preamble 15 bit delimiter = 010110010001111 (followed by two “1” bit
Trim)

s for Timing

The third part is a timing trim field consisting of two Manchester ones and is used to finalize timing

synchronization after the frame delimiter is successfully matched and the Tag clock is turned on.

The first bit of the Activation command shall follow immediately after the last bit of the timing trinL at the fixed

datajrate of 8 Kbit/s.

7.5.3.3 Short Activation command

The [Short Activation command enables fast singulation cycles in applications\that require a
protdcol overhead. The Short Activation command format is shown in Figure 82.When matched f
regisfer, the received activation command moves the Tag from its hibernate state to an active s
ready state in the state machine). The Short Activation command is <composed of four fields:
reception at the Tag) Activation Control, Mask Length, Offset, and Activation Mask. Each is descr
below.

minimum of
o an internal
late (battery
(in order of
bed in detail

Activation Control Mask Length Offset Activation Mask (0-9

(12 bits) (7 bits) (If MaskLength = 0 or
MaskLength = 96: 0 bits,
Else: 7 bits)

6 bits)

Figure 32 — Manchester Short Activation command format

The Activation Control field shall be used to configure the Tag receiver post activation behaviou
the Activation Control field are.défined in Table 63. The RFU bits shall be set to all zeros for f
versipn. If the Tag decodes any'non-zero bits in this RFU field it shall ignore the Activation co
Activiation Version indicates the short or long format of the Activation command being used. The H

r. The bits in
his standard
mmand. The
orward Data

Ratelindicates the rate attwhich subsequent commands will be sent. The Sensitivity field shall conmand Tags

to uge high or low sensitivity for Tags that are capable of two modes of sensitivity. Low sensiti
defined as capable, of-receiving approximately -30 dBm up to +10 dBm, with a recommended U
+15 gBm. High sensitivity Tags are defined as capable of receiving approximately -30 dBm and
levels. Thesessensitivities refer to the 8 kbps data rate, and other data rates are understood to v4
not required-to-implement high sensitivity, and if they do not they shall ignore the command to sw
sensijtivity mode.

ity Tags are
pper limit of
lower signal
ry. Tags are
tch to a high

In the"Witdcard Activation case of Mask Length = 0 t0 wake up ait Tags (described below), th
Activation Mask are not needed and are not transmitted. If Mask Length is set to 96, then Offset
and is not transmitted.
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Table 63 — Manchester Activation Control field description

RFU | Activation Forward Data Sensitivity RFU
Version Rate
# of bits 3 1 3 1 4
RFU 0: short 000: RFU 0: low sensitivity
format ) : (approx -30 dBm
1+ long 001: 8 kbit/s to +10 dBm)
format 010: 16 kbit/s 1: high sensitivity
Descrip- 0T 32 RbitfS (approximatety
o Must be N -30 dBm and
set to O for 100: 64 kbit/s bel
Short . elow)
Activation 101: 128 kbit/s
110: RFU
111: RFU
The Mask Léngth is a required field that contains seven bits. It may contain valdes from zero to 27-1(= 127).

The Mask L4

bngth specifies the length of the transmitted Activation Mask from zero bits up to and includin

g 96-

bits. AC valdfies greater than 96 are currently unused and reserved for future use (RFU). The length figld is

used in con
controls the

Length is leq
and will stay

The Offset i
first bit (MSH
either 0 or 9

7.5.3.31
Activation g

A Tag begin
frame synch
(1 bit of valu
and 4 more

If the Tag th
successful V

unction with the user defined Minimum Mask Length (MML). The MML controls the mini
minimum length that an Activation command can use-for’'the Mask Length. If a value of |
s than the MML value or greater than 96, the Tag withignore the rest of the Activation comi
in the hibernate state.

a conditionally included field containing 7 bits\that indicate the number of bits to offset fror

b; the Offset is transmitted for Mask Length-between 1 and 95 inclusive.

Short Activation command processing and Wildcard

rocessing: The Tag follows the below sequence in processing Short Activation commands.

fonization. The Tag loads the Activation Control field consisting of 3 RFU bits, Activation Ve

mum
Mask
nand

n the

B) of the Activation Code for this comparisondThe Offset is not transmitted if the Mask Length is

5 processing the Activation’command by first training, acquiring a slicing reference, and acqliiring

rsion

b zero for Short Activation), Forward Data Rate field (3 bits), post activation Sensitivity field (
RFU bits, as they are acquired.

en receives.a Mask Length value of zero and the Tag is programmed with MML = O, th

state and p
deasserted,

e
'land all associated timers are cleared. In the Wildcard Activation case the Offset and Activ
Mask are not neéded and are not transmitted.

pares to process inventory commands. All inventoried flags are set to A and the SL fl

bit),

en a

Vildcard (has occurred (further information below) and the Tag enters the active battery rpady

g is
ation

In the case of a non-Wildcard activation attempt (received Mask Length > 0), if the Mask Length is less than
the MML value (which is set somewhere from 0 to 96), for all Activation Codes implemented by the Tag, the
Tag rejects the activation and remains in hibernate. If Mask Length is set to 96, then Offset is redundant and
is not transmitted. Values of Mask Length which are greater than 96 shall cause the Tag to discontinue
activation processing and remain in the hibernate state.

If Mask Length is equal or greater than the MML, then the Tag continues processing the Activation command
and receives the Offset field (assuming Offset is transmitted due to Mask Length being less than 96). If the
combination of the Mask Length and the Offset (zero if not transmitted) result in an overflow (an ending value
greater than the size of the 96-bit internal mask register), the Tag shall interpret this as an error, ignore the
remainder of the Activation command, and remain in the hibernate state.
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If the sum of Mask Length and Offset value is less than or equal to 96, the Tag proceeds to processing of the
Activation Mask, which is transmitted MSB first. The Activation Mask shall be compared bit by bit against the
stored Activation Codes or Activation Code segments by using the Mask Length as the number of bits to
compare, and the Offset as the number of bits to offset from the first bit (MSB) of the Activation Codes for this
comparison. The Tag shall discontinue the activation process if a mismatch in the bit by bit comparison is
detected for the primary and the optional secondary Activation Code.

If the received Activation Mask fully matches one of the stored Activation Codes or indicated Activation Code
segments, then the activation is successful and the Tag shall complete power-up operations and expect the
beginning of an inventory round. All flags inventoried flags are set to A and the SL flag is deasserted, and all

associated timers are cleared.

The
so th

Shoi

If the
zero
all ref
not

matg
than
Activ]
regis

In thq

7.5.3

Sele
OFF
The

also
hibe

Man
Inter]
time
to p
sess
flags|

7.5.3

Tag activation time T, is the time required to finish the activation code check and fully powe
at it is ready to receive a Select or Query command. The maximum Tag activation time(s, Ta

t Wildcard Activation and authorization:

MML register is set to zero, then the Mask Length within the Activation eommand may a
and be accepted by the Tag as “Wildcard Activation”, i.e. a match for all deyices in the field.
ceiving devices to initiate powering up into the active battery ready state."Short Wildcard Ac
equire any flag matching, whereas the later described Long Wildeard Activation may
hing. Note that if the MML for one of the supported Activation Codés is programmed to Ig
zero, this provides some security in the sense that the Taglis not authorized to accq

ter in order to awaken the Tag.

b Wildcard Activation case the Offset and Activation.Mask are not needed and are not transm

.3.2 Short Activation post Activation behaviour

ct command behaviour for Short Activation: The Tag is short activated in Interference
(Promiscuous) mode (Session Lockingtnot in effect) and all inventoried flag timers have b
Tag shall obey Select command reprogramming of the SL and inventoried flags. The Selg
moves any Tags out of the battery ready state back to the battery ready state. Up
rnate the Tag shall set all inventoried flags to state A and the SL flag to the deasserted (~Sl|

Chester Query_BAT command behaviour for Short Activation: The Tag is short
erence Rejection = OFF {Promiscuous) mode (Session Locking not in effect) and all invg
s have been cleared.Fhe Tag shall respond to all Query BAT commands as it normally do

on indicated in the Query BAT command). Upon return to hibernate the Tag shall set all
to state A andithe SL flag to the deasserted (~SL) state.

.4 Long Activation command

The

| ong’ Activation command enables more control over which Tags are activated, particularly

r-up the Tag
F 2ms.

S0 be set to
This causes
tivation does
require flag
ngth greater
ept Wildcard

ation, and the Interrogator must know at least the number of‘bits of Activation Code specified in the MML

itted.

Rejection =
een cleared.
ct command
pn return to
) state.

activated in
ntoried flag
s according

ssive state machine operation (Queries take the Tag immediately into the arbitrate state using the

inventoried

in large Tag

popu

lation environments. VWWhen correctly matched to [ag inventoried flag values, and to one of t

ne Activation

Codes or indicated Activation Code segments, the Tag shall advance from its hibernate state to the active
state (battery ready state in the state machine). This will also occur for the Wildcard Activation case. The
Long Activation command is composed of the seven fields shown in Figure 33.
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Activation Mask Offset Activation Mask Interroqator
Target 9 CRC
Control Length Info
9 (7 bits) (0 - 96 bits)
. (16 bits) . (16 bits)
(12 bits) (7 bits) | (0 bits if Length=0) | (0 bits if Length=0) | (17 PItS)

Figure 33 — Long Manchester Activation command format

The Activation Control, Mask Length, Offset address, and Activation Mask fields shall be the same as defined
in the Short Activation command.

In the Wildcprd Activation case of Mask Length = 0 to wake up all Tags (described below), the,Offset and
Activation Mask are not needed and are not transmitted. If Mask Length is set to 96, then Offset is'redundant
and is not transmitted.

The CRC-14 shall be calculated by Interrogators over the first Activation Control bit to the\last Interrogatof Info
bit. The use pf the CRC-16 for Tags is optional.

The Target fleld is expanded as shown below.

Table 64 — Manchester Activation Target field description (Long Activation format only).

Activation Ihwentoried Stateful
Tag Type . Inventoried hibernation
Session flag .
Select flag use target timeout
field 9
 of bits 8 2 1 1 4
As 00:S0 R 0000: 0's
ified i +Don’t care
specified in p 0001: 0.25 s
the o tor 0: A
Activation . inventoried 0010: 05 s
Tag Type X state )
Dbscription Select field 1: B 0011:1s
:] 1: Do care :
(Table 65) for 0100:2s
. Jor So targeted
10:S2 inventoried | Do Care”
state is specified.
11:S3 1111: 4,096 s

NOTE1 T

over

the extended temperature range shall be at least +/- 50%.

NOTE 2  If inventoried flag use is set to 1: Do Care, then the Tag will upon activation exhibit “Session Locking” and
generally reject commands for which the session ID does not match the “activating session” given by this table. For more
information, see Annexes E and F. If Interrogator Locking is in effect, that will also set “Session Locking” into effect AFTER
activation regardless of the state of inventoried flag use. But, even if Interrogator Locking is in effect, the inventoried flag
use bit will control the Activation, meaning that if Don’t Care is selected on inventoried flag use, then Tags will activate
regardless of Session flag state.

NOTE 3 If inventoried flag use = Don’t Care, then upon transition to the battery ready state the Tag clears all timers
and makes the associated inventoried flags available to any command that uses them that the Tag receives.
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Table 65 — Manchester Activation Tag Type Select Field (NOTES 1-5)

Interpreta Battery Assisted
tion Sensor |Full Function Simple Passive
(NOTE 1) Alarm Sensor Sensor RFU RFU RFU NOTE 4
1 1 1 1 1 1 1 1
0:
Inclusive 0: No 0: No 0: No 0: No
1- 0 0 0
Evn|.:e;\,,:. 1: Yes 1: Yes 1: Yes 1: Yes

NOTE 4  This bit dynamically switches the interpretation of the remainder of the Tag Type(Select ffield between
“Inclusive” (the Tag responds if it matches any selection marked “Yes”) and “Exclusive” (the"ag responds only if it

matclpes all selected criteria marked “Yes”).

NOTE 5 In this table, “Yes” means that category of Tag is considered for inclusion in the activation. In the “Inclusive”
case [for a criteria listed as Yes the Tag will respond if it meets other activation criteria’(such as AC). In the “Exclusive”
case [the Tag responds only if the Tag meets all criteria marked Yes. Logically the-Tag responds to “Inclusipve” if a logical
OR fynction of all marked Yes criteria = 1. The Tag responds to “Exclusive” if a legieal AND of all marked Yeg criteria = 1.

NOTE 6  RFU bits shall be set to zero until defined. If the Interpretation.field is “0, Inclusive” the Tag shgll respond if it
matches at least one selected criteria (the Tag ignores the RFUs becausg the implied logical OR function ig still a one). If
the ir}erpretation field is “1, Exclusive”, the Tag shall NOT respond if any, RFU bits are non-zero (in that casg the Tag does
not kmow if it matches the implied AND function).

NOTE 7  This field means the Tag supports a Manchester receiver and a backscatter transmitter.
NOTE 8 The Manchester Activation Tag Type Select Field is identical to the Manchester Query BAT Tag Type Select
field.

The |stateful hibernate timeout field deterines the timeout period of the session inventoried flag timer
specjfied in the session field.

The |nterrogator Info field provides information as to Interrogator identity, whether the Tag is to [reply to only
the gctivating Interrogator or naot.after wake up, and the regulatory region of operation. The regulatory region
field js an optional field for Interrogators and Tags and the definition is TBD.

Tahle)66 — Manchester Activate Interrogator Info Field Description

Interrogator ID Interrogator Regul_atory
Lock region
# of bits 8 1 8
0: Tag allows
any Interrogator Specifies a
to access region in which
Interrogator ID the Tag
Description 9 1: Tag only operates.
code .
allows this
Interrogator to Definition TBD.
access
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7.5.3.41 Long Activation processing and Wildcard

Long Activation processing: The Tag follows the sequence below in processing Long Activation commands.

A Tag begins processing the Long Activation command by first training, acquiring a slicing reference, and
acquiring frame synchronization. The Tag loads the Activation Control field as it is acquired. The Tag then
loads the activation Target field up to the flag use field. If the inventoried flag Care / Don’t Care states as
transmitted in the Long Activation command do not match those in the Tag, the Tag discontinues activation
processing and remains in hibernate or stateful hibernate, awaiting the next Activation command.

With matching inventoried flag states, the Tag loads the rest of the activation Target field, including the Tag
Type Select [fretdamnd-its—setof criteriathat areevatuated-mctusivety orexclusivety asmdicated—he—Tagy may
discontinue processing the Activation command if it does not match the indicated criteria. If the Tag receiyes a
Mask Length value of zero and the Tag is programmed with MML = O for all of its Activation Codés, then a
wildcard attgmpt is in progress (further information below) and the Tag continues activation processing. Ip the

Wildcard Ac
field receive

ivation case the Offset and Activation Mask are not needed and are not transmitted, so the|
1 is the CRC-16. If the CRC-16 is passed (or the Tag does not use it), the Tag’performs g

check on the¢ Session flag state and if it still matches (has not timed out), it enters normal active mods

prepares to
operation co

In the case

Length > 0)
Activation C

Length is se
than 96 shal

respond to normal inventory commands. Flag states remain unchanged and any time
htinue to run. If the CRC-16 is not passed the Tag remains in the hibernate state.

of a non-Wildcard activation attempt with the inventoried flag ‘state matching (received |
if the Mask Length is less than the MML value (which is set.somewhere from 0 to 96) fi
bdes implemented by the Tag, the Tag rejects the activation_and remains in hibernate. If |
to 96, then Offset is redundant and is not transmitted. Values of Mask Length which are gr
cause the Tag to discontinue activation processing andremain in the hibernate state.

If Mask Length is equal or greater than the MML, the Tag continues processing the Activation commang

receives the
combination
greater than
remainder of

If the sum d

Offset field (assuming Offset is transmitted. due to Mask Length being less than 96). |
of the Mask Length and the Offset (zero if not transmitted) results in an overflow (an ending
the size of the 96-bit internal mask register); the Tag shall interpret this as an error, ignor
the Activation command, and remain in.the hibernate or stateful hibernate state.

f Mask Length and Offset value is-less than or equal to 96, the Tag starts processing g

next
final
and
rs in

Mask
br all
Mask
cater

and
If the
alue
B the

f the

t the
ts to
r this
n the

Activation Mpsk, which is transmitted MSB first. The Activation Mask shall be compared bit by bit agains
stored Activation Codes or Activation Code segments by using the Mask Length as the number of b
compare, and the Offset as the numberof bits to offset from the first bit (MSB) of the Activation Code fo
comparison.|The Tag shall discontinue-the activation process and remain in hibernate if any mismatch i
bit by bit comparison is detected.,

Code
5 not
out),
ng of
ns in

If the received Activation Mdsk fully matches one of the stored Activation Codes or indicated Activation
segments, the Tag will continue to processing of the CRC-16. If the CRC-16 is passed (or the Tag doe|
use it), then|the Tag performs a final check on the Session flag states and if it still match (has not timed
then the activation is\successful and the Tag shall complete power-up operations and expect the beginni
an inventory| round: If the CRC-16 is failed, then the Tag discontinues activation processing and remai
hibernate, gwaiting the next Activation command.

The Tag activation time T, is the time required to finish the activation code check and fully power-up the Tag
so that it is ready to receive a Select or Query command. The maximum Tag activation time is To= 2ms.

Long Wildcard activation and authorization:

If the MML register is set to zero, then the Mask Length within the Activation command may also be set to
zero and be accepted by the Tag as “Wildcard Activation”, i.e. a match for all devices in the field for which the
specified inventoried flag also match. If the Wildcard Activation is to apply to all Tags, then the Inventoried
flag usage field is set to the “Don’t Care” state. Note that if the MML for one of the supported Activation Code
is programmed to length greater than zero, this provides some security in the sense that the Tag is not
authorized to accept Wildcard Activation, and the Interrogator must know at least the number of bits of
Activation Code specified in the MML register in order to awaken the Tag.
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In the Wildcard Activation case the Offset and Activation Mask are not needed and are not transmitted. The

CRC

7.5.3

7.5.3

-16 (if used by the Tag) is still applicable to the Wildcard and is transmitted.
4.2 Long Activation post Activation behaviour

4.21 Long Activation flag timeout definition, behaviour, and usage

Manchester flag timeout definition:

Manchester SL and inventoried flag persistence shall have a different flag behaviour from passive and BAP

PIE

specified as follows. The definition of flag persistence shall change from beginning upon

Interrogator

trans
Tag
as “N

Upor
to st

timeouts (i.e. stateful hibernate), and upon timeout shall reset to state A. Flags associated wit

sess
state
rems

a cufrent activation session shall continue to countdown while the activation session is on-going.

Whe
persi
exce
persi
sSupp
Resy
to thg

Man
INAQ
refre
inter
Hibe
hibe
seleq

Whe

missions dropping below the sensitivity of the Tag or the loss of decoding to beginningrat
ransitions from normal active mode back to hibernate. These new flag persistences shall'b
lanchester flag timeout and shall have accuracy as follows:

+/- 40% over the nominal temperature range of -25 to +40 °C.

+/- 50% over the extended temperature range of -40 to +65 °C.

bte A. Flags with active timeouts associated with other sessions.that are in state B shall ¢

on (those specified in the last activation) that are in state B shall begin their timer operation
A upon timeout. Flags with active timeouts for which the state is already A upon entry to hik
in in A and need not continue or begin timer operation. Session flags with active timeouts an

h Manchester Tags are operating in BAP PIE mede, they may support the passive PIE co
stence times as given in Table 55. These are“identical to the passive flag persistences
pt that they have specific maximums for the S2, S3, and SL flags and delay the begir
stence timeout by INACT_T. Alternatively;vManchester Tags that are operating in BAP PIE
ort the passive flag persistences of Table 17. When a Manchester Tag is operating in [
onse mode, it may continue to support the passive compatible persistences of Table 55, or
b more relaxed persistences of Table 17.

chester Tags may but are not-required in BAP PIE mode to use environmental validation wi
T_T or Selective Global Timeout refresh. Alternatively, they may use signal strength above g
5h INACT_T or Selective Global Timeout. If a Manchester Tag prepares to participate in
ogation round, it shall set its inventoried flags to A and deassert the select flag. Any
nation timers in-operation continue to operate in the background. When the Tag returns tg
rnate it shall set-its inventoried flags according to the state of its hibernate timers and
t flag.

h a Manchester Tag is operating in Dead Battery Response mode, it may continue to suppor

com

atible persistence maximums of Table 55, or it may revert to the more relaxed persistences

the time the
e referred to

deactivation and return to the hibernate state, all flags without active timeouts in operation shall return

ontinue their
h the current
and revert to
)ernate shall
0 not used in

mpatible flag
of Table 17,
ning of flag
- mode may
ead Battery
it may revert

h regards to
threshold to
a BAP PIE
Manchester
Manchester
deassert the

[ the passive
bf Table 17.

Manchester flag behaviour and usage:

inventoried flag states in state hibernate (full or stateful) have the typical meaning A for “Default / Not
Recently Inventoried” (timer not running) and B for “Temporary / Recently Inventoried” (timer running). System
control in Normal Mode would normally also use A for “Not Inventoried” and B for “Inventoried”.

Each session/inventoried flag shall have its own individual timer for Manchester mode. To program different
inventoried flags to different timeout values, it is necessary to use multiple Activation commands with
Session Locking. In Normal Mode with Session Locking the inventoried flag of the activating session
indicates inventory status in that session, and the other inventoried flags indicate their timer status.
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With Session Locking not in effect, the Manchester Tag shall upon Activation clear any timers, set all
inventoried flags to A, and set the selected flag to deasserted. Upon return to hibernate it shall set all

inventoried

flags to A and selected flag to deasserted.

With Session Locking in effect, a Tag that returns to hibernate via INACT_T or (Selective) Global Timeout
shall clear the timer associated with activating session, and set that inventoried flag to A. This does not affect
any other Hibernation mode timers that may be in operation.

With Session Locking in effect, Tags shall carry their inventory state from hibernate to Normal Mode. If
returned to hibernate via the Deactivate BAT or Next commands, they shall set inventoried flags to B if they
have associated timers running and to A if no timer is currently running on that inventoried flag.
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Table 67 — Manchester inventory flag behaviour in Hibernation and Normal Modes

N Locking in effect, the Tag shall not respond to mismatched (indicated session does notn
ssion) commands. Activation Session, as passed in the Activation command, is a variablg
enting hibernate must keep track of in order to determine if there is a session match.

Session Locking in effect the Tag is not able to participate in Query roUnds with se
Interrogators without first going to hibernate and being reactivated by the.Interrogator us
sion. Only if Session Locking is not in effect can the Tag go into arhinventory round
using different sessions during one period of Normal Mode operation,

ster Tag receives a successful Long Activation command that reprograms an active timer, it
brenced timer, reset it with the newly received time value, and-theh proceed to the Normal M
5 operation is performed to “refresh” a timer that is about to\expire, and the Tag or Tags
Ctivated to return to hibernate mode, without being reinventoried, with the new timer value
flag in state B. The Long Activation command can only program or reprogram a §
flag timer per command.

behaviour of these flags as the Tag crosses from*hibernate to Normal Mode and back are
N Manchester sub-clause 7.5.3.4.2.1. This table*applies to Manchester (Short and Long activ
row relative to Long Activation. See also Figure 34 for the Tag extended state machine, and
3.7.1 for details of the Manchester Deactivate BAT command and its effect on state ma
j values.

behaviour of these flags as the*Tag crosses from hibernate to Normal Mode and back are
elow. This table applies to Manchester (Short and Long activation cases). See also Figure 3
nded state machine, and-'sub-clause 7.5.4.3.7.1 for details of the Manchester Deactivate |
d its effect on state machine state and flag values.

natch
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| BAT

State/command sequence Next state S0 S1 S2 S3
1 Hibernation A A A A
1.1 After Short Activation OR Long battery ready
Activation with Don't care for
inventoried state (no Session
Locking)
1.11 After Query BAT on S1, hibernate A A A A
successful singulation, Next ->
hibernate
1.1.2 After Query BAT on S1, battery ready A B A A
successful singulation, QueryRep
1.1.2.1 After Deactivate_BAT ( any hibernate A A A A
session, but SL and inventoried flag
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State/command sequence Next state SO S1 S2 S3
state pointed do match)
1.1.2.2 After Deactivate BAT (session | battery ready A A A A
= 51, SL match, but inventoried flag
of S1 Target = A does not match)
1.1.2.2 After INACT_T or (Selective) hibernate A A A A
Global Timeout (including brief
stay in
stateful
hibernate to
check timers
expired)
1.1.3 After INACT_T or (Selective) hibernate A A A A
Global Timeout (no successful
singulation)
1.2 After Long Activation with Do care | battery ready A A A A
for inventoried state S1=A (Session
Locking)
1.2.1 After Query BAT on S1, stateful A B A A
successful singulation, Next -> hibernate
hibernate
1.2.2 After Query BAT on $S1, battery ready A B A A
successful singulation, QueryRep
1.2.2.1 After Deactivate BAT stateful A B A A
hibernate
1.2.2.2 After INACT_Tor(Selective) stateful A A A A
Global Timeout hibernate
1.2.3 After INACT _T or (Selective) hibernate A A A A
Global Timeout (no successful
Singulation)
P Stateful hibernation, SO & S3 timers B A A B
running
D .1 After Short Activation (no Session battery ready A A A A
Locking)
D 1,1 After Query BAT on S1, hibernate A A A A
successful singulation, Next ->
hibernate
2.1.2 After Query_BAT on S1, battery ready A B A A
successful singulation, QueryRep
21.2.1 After Deactivate_ BAT hibernate A A A A
21.2.2 After INACT _T or (Selective) hibernate A A A A
Global Timeout
2.1.3 After INACT_T or (Selective) hibernate A A A A
Global Timeout (no successful
singulation)
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State/command sequence Next state S0 S1 S2 S3
2.2 After Long Activation with Don't battery ready A A A A
care for inventoried state (no
Session Locking)
221 After Query BAT on S1, hibernate A A A A
successful singulation, Next ->
hibernate
222 After Query_BAT on S1, battery ready A B A A
successful singulation QueryRep
2221 After Deactivate BAT hibernate A A A A
(matching session, SL, and
inventoried flag state)
2222 After Deactivate BAT battery ready A A A A
(matching session, SL, but non-
matching inventoried flag state)
2223 After INACT _T or (Selective) hibernate A A A A
Global Timeout
223 After INACT_T or (Selective) hibernate A A A A
Global Timeout (no successful
singulation)
2.3 After Long Activation with Do care | batteryTready B A A B
for inventoried state S1=A (Session
Locking in effect)
2.3.1 After Query_BAT on S1, stateful B B A B
successful singulation, Next -> hibernate
hibernate
2.3.2 After Query BAT en S1, battery ready B B A B
successful singulation,;QueryRep
2.3.2.1 After Deactivate_ BAT stateful B B A B
(matching session, SL, and hibernate
inventoried flag state)
23.22 After INACT_T or (Selective) hibernate B A A B
Global Timeout
2.3.3 After INACT_T or (Selective) stateful B A A B
Global Timeout (no successful hibernate
singulation)
24 After Long Activation with Do care | battery ready B A A B
for inventoried state S3=B (timer
refresh) (Session Locking in effect)
241 After Deactivate_BAT (matching stateful B A A B
session, SL, and inventoried flag hibernate
state)
2411 After SO timer expires stateful A A A B
hibernate
241.2 After SO and S3 timer expires hibernate A A A A
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State/command sequence Next state SO S1 S2 S3
24.2 After Deactivate_ BAT (matching battery ready B A A B
session, but non-matching SL, and
matching inventoried flag state)
NOTE: The SL flag is not affected
243 After Deactivate BAT (matching battery ready B A A A
session, non-matching inventoried
flag state, both SL states)
NOTE 1  The S3 timer is also cleared
NOTE 2 The SL flag is not affected
7.5.3.4.2.2 Long Activation post Activation command behaviour
Selert command behaviour without Session Locking and without Interrogator to Tag Log¢king: In the
case| where a Tag is activated with “Don’t Care” on the inventoried flag_use bit of Table 64 (Promiscuous

Modg), all inventoried flag timers have been cleared and the Tag shall\obéy Select command reprogramming
of the SL and inventoried flags. The Select command also moves(ahy Tags out of the battery| ready state
back| to the battery ready state. Upon return to hibernate the Tagishall set all inventoried flags to state A

and tfhe SL flag to the deasserted (~SL) state.

Man
Lock
(Pro

chester Query_ BAT command behaviour without Session Locking and without Reader to Tag
ing: In the case where a Tag is activated with “Don’t Care” on the inventoried flag use bif of Table 64
iscuous Mode), all inventoried flag timers havebeen cleared and the Tag shall respond|to all Query
com%ands as it normally does according to passive state machine operation (Queries tgke the Tag
immediately into the arbitrate state using thersséession indicated in the Query command). Upon return to
hibernate the Tag shall set all inventoried flagsto state A and the SL flag to the deasserted (~SL.) state.

From
Tag
Sess

a functional point of view, it is not.necessary that Session Locking be maintained when Interrogator to
ocking is used. But, for design simplicity it is assumed that if Interrogator to Tag locking is ip effect, then
ion locking shall also be in effect.

Sele
the

com
that
Inter

commmand before ‘processing the Select command. Select commands with non-matching Ses

Inter|
B an
sess

ct command behaviour'with Session Locking: In the case where a Tag is activated with °

:Eventoried flag usewbit of Table 64 (Interference Rejection Mode ON), the Tag shall

and SL or inventoried flag programming only if the Target of the Select command is SL o
atches that of the-Activation Session. If Interrogator Locking is in effect, the Tag shall also v
ogator ID fieldnis included in the Select command and that the ID value matches that of the |z

ogator ID’s'shall be ignored. Upon return to hibernate the Tag shall set the activation invent
d commence the activation programmed timeout, and set the SL flag to the deasserted (~SL
on-timers will continue their operation as previously programmed (flag state B while runn

Do Care” on
obey Select
F the session
erify that the
st Activation
sion ID's or
oried flag to
state. Other
ng, and flag

statel Aafter timeout).

Manchester Query_BAT command behaviour with Session Locking: In the case where a Tag is activated
with “Do Care” on the inventoried flag use bit of Table 64 (Interference Rejection Mode ON), the Tag has
only programmed the timer associated with the Activation Session. The Tag shall respond to Query BAT
commands as it normally does according to passive state machine operation (Queries take the Tag
immediately into the arbitrate state using the inventoried flag indicated in the Query command) only if the
Query_BAT command session matches that of the Activation Session, and for Interrogator Locking in effect,
only if the Interrogator ID field of the Query_BAT command matches that of the last Activation command. Non-
matching Query_BAT commands are ignored. Upon return to hibernate the Tag shall set the Activation
Session inventoried flag to B and commence the activation programmed timeout, and set the SL flag to the
deasserted (~SL) state. Other session timers will continue their operation as previously programmed (flag
state B while running, and flag state A after timeout).
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7.5.3.5 Manchester extended Tag state machine

Tag manufacturers may define their own state control to minimize power consumption when using Activation.
A typical state flow for Tags implementing activation mechanism is shown in Figure 34. This suggested state
diagram is useful for standardization description and to define Tag behaviour when viewed externally.
However, the actual Tag behaviour requirements are for the Tag to respond as if it is executing the states and
functions as shown. The Tag activation time T, is the time required to fully power-up the Tag after the
activation code check so that it is ready to receive a Select or Query_BAT command. The maximum Tag

activation time is To=2 ms.

The states o

hibernate s
Normal Mod
Activation cq
Note that Vs
by an interfe
or preamble
Manchester
“valid” Manc

stateful hib|
operation or
goes to the
commands,

After activat
order to retu
one of theseg
mode (see 7|

Activation ¢

preamble amd is proceeding to process the Activation Code. This operation can be conducted al

hibernate o
process of ¢
successful A
the AC chec

f this figure are defined as follows:

fate: A low power low data rate state that allows for battery life extension as compared_t
e. In the hibernate state the inventory flag timers are expired. The Tag is listeningyfor
mmands while in this state. In this state inventoried flags are set to A and SL s deasse
lidated INACT _T is required for Manchester, and that it escapes the “Interference,Trap” cre
ring source and will bring a Tag back to hibernate in the absence of valid Manchéster comm
5. The optional Global Timeout may also be used to escape an interference-trap created by
commands that are not applicable to a particular Tag, such as a Tag whose-matching criteria
nester command is not very selective.

ernate: This state is similar to hibernate with the extension that\inventory timers are eith

the Tag is very briefly checking that they are in operation. When/this check is complete the
hibernate state. While in stateful hibernate the Tag is-still listening for valid Activ

And (unless there only briefly for timer state check) at least-e@ne inventory timer is operating.

on and inventory, Tags are typically deactivated by.the Deactivate BAT or Next comman
rn to the hibernate or stateful hibernate state. If the Tag does not for whatever reason re
two commands, it shall via either the INACT _(T. or Global Timeout timers return to the hibel
.5.3.6).

code check state: In this optional state the Tag has received a valid Manchester Actiy

[ stateful hibernate, but a separatestate is defined to acknowledge that the Tag may be i
bnduction power-up operations that it is not normally performing in hibernate. At the conclusi
ctivation Code processing theFag progresses to the battery ready state of the Normal Mo
k fails, the Tag may progress-io stateful hibernate to continue timer operations or for brief

b the
valid
rted.
bated
ands
valid
for a

er in
Tag
ation

ds in
Ceive
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He. If
timer

state check.
hibernate.

Or, if the Tag conducts timer check in the activation code check state it may progress straight to

ction

Deep hibernation state: Thisis an optional state used for optional duty cycling of the hibernate listen 4
to further extend battery life.- The Tag is not listening for Activation commands in the deep hibernate state,
but at manufacturer option'it may be listening for RF signal presence to bring it back to hibernate earlier|than
its timer dictates. The duty cycle between hibernate and deep hibernate may be fixed or user programnpable

via TCRS. If theTag supports this functionality, then it keeps internal timers for hibernate listen timg and
deep hibernate time. The Tag does not progress from stateful hibernate to deep hibernate since if has
been recentl if in ful hibern rogr from hibernate t hibern wvhen

its listen Timer has expired and it has not detected either RF or valid Activation commands while in hibernate.
Tags that implement the deep hibernate state are required to extend their hibernate listen timer to at least 4s
when the RF level is above a manufacturer defined threshold.

It is at the Tag manufacturer’s option if duty cycling of hibernation is supported, and if so, if it is fixed or
programmable. If the hibernate-deep hibernate duty cycle is fixed and if TCRS is supported, the Tag can
report its timing parameters via TCRS. If fixed, the deep hibernate period shall not exceed 4s. If
programmable, the initial deep hibernate period programmed by the manufacturer shall not exceed 4s,
though it may be programmed deliberately longer by the user. If programmable, the limits of programmability
are as described in sub-clause 7.6.3. on TCRS. The manufacturer may set duty cycle limits smaller than the
maximum ranges described, and these limits are also reportable via TCRS.
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It is also at the Tag manufacturers’ option if either current or recently detected RF or validated Activation
commands alter the hibernate listen time and the deep hibernate time. It may be desirable to allow Tag
design to go to shorter duty cycles in such situations where Activation commands are more likely, and to go to
longer duty cycles when such commands are unlikely. If the Tag supports this capability, it is reported and

controlled through TCRS.

It is also at the Tag manufacturers’ option if duty cycle, either fixed or programmable, may be altered by the
Tag in response to a low battery state in order to extend battery life. Parameters for reporting this capability,
and allowing user authorization of its use, are provided in TCRS.

¢ . pd
. . . 2
. Figure 53 . 3
. - Tag state diagram . L
. . Z
] . O
L . Q.
. . (0]
Next or
. 3,4
Deactivate_ BAT
INACT_T or Global Invalid Activation Ta
Timeout "’ Mask3’4 Activation command
with matching
Activation Mask or T
Wildcard detected o
\/ @
=
. 2 o 6 2
stateful hibernate activation code check o)
(Listening far Activation) (optional) @
Activation <
command preamble present 8_
0]
Activation command
preamble present
Confirmed that all flag
timers are expired hibernate listen timer expires AND
no RF detected’
On power up hibernate1 deep hibernate
(Listening for Activation) (optional)

Notes:

‘\_ﬂ/deep hibernate timer
1. No inventoried flag timers running and all flags in state A. expires

2. At least one inventoried flag timer running and inventoried flag in temporary state B.

3. Stateful hibernate means that at least one timer is running or that the tag is briefly checking if any are running.

4. The tag manufacturer has the option of checking if timers are running in the prior state and going straight to hibernate if
none are, or first transitioning to stateful hibernate to check if timers are running, and then going to hibernate.

5. The INACT_T and (Selective) Global Timeout clear all timers and the inventory flags in hibernate shall be set to A.

6. Activation code check is an optional state that may be used if power-up sequencing begins upon successful preamble
detection and not upon completed Activation Code validation.

7. The tag may extend its hibernate listen time if RF is detected, according to manufacturer choice. The tag may also extend
hibernate listen time and/or shorten sleep time according in adaptation to recent activity such as Activation commands
detected within a Last Activation Timer period (Last_Act_T).

Figure 34 — Extended state machine of BAP Tag implementing Manchester mode
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7.5.3.6 Manchester mode Deactivation

After an Interrogator identified a battery assisted Tag and no longer needs to access it, the Interrogator shall
use the Next or Deactivate_ BAT command to put the Tag back into the hibernate state or the stateful
hibernate state with a shorter delay. Hibernate commands Next and Deactivate BAT do not flip inventoried
state, they set state to A or B as a function of Activation Session and timer state, that is, upon return to
hibernate the flag will be in state A if Session Locking is not in effect or there is no timer operation, and if
Session Locking applies then in state B until the expiration of any programmed timer function for that flag.

There are two methods to ensure that a battery assisted Tag falls into the hibernate state automatically if the
Tag misses the Deactivate BAT or Next commands issued by an inventorying Interrogator. These are:

ay automatically fall back into the hibernate state after a period of inactivity greater,than the
defined Inactivity Threshold INACT_T, which is allowed to be 50 ms or greater. Inactivity' means
that a Tag dpes not receive valid selection commands, commands that cause it to participate in-am invehtory
round, commands that control an inventory round the Tag participates in, or commands that(directly addiress
the Tag (Tag access commands). The Tag manufacturer may use various tests as to whethér a command is
valid, as furction of Tag state. For example, in the reply, acknowledged, open, and:secured state§ the
Interrogator uses a Tag generated RN16. The Tag may then require the use of thattRN16 as a validafor to
consider thg command valid for the purpose of refreshing INACT_T. See sub-clause 7.3.2.2 for more
information gn the INACT _T timer function.

2. Tags may implement a Global Timeout in one of two forms, the standard\Global Timeout and the Selgctive
Global Timeput. The term (Selective) Global Timeout refers to either of\Global Timeout or Selective Global
Timeout. The standard Global Timeout causes Tags to fall back into the hibernate state a certain time|after
they were agtivated. This timeout, if implemented, will force the Tag back to hibernate despite the fact that it
may be involved in a legitimate inventory round. In order to reddce the odds of an intended inventory rpund
from being interrupted, this Global Timeout if fixed shall be 4 seconds or more (4 s minimum at 40% accliracy
over nomina| temperature range of -25 to + 40 °C, and 50% _.accuracy over extended temperature range gf -40
to +65 °C). The Selective Global Timeout may refresh its, timer upon reception of selected valid Manchester
commands, jand it may optionally use Session Locking match or Interrogator Locking match. The Selgctive
Global Timeput, if fixed, shall be 2 seconds or mare.”See sub-clause 7.3.2.3 for more information op the
(Selective) Global Timeout function.

Manchester [ Tags shall implement at least\.one of INACT_T, or (Selective) Global Timeout. The| Tag
manufacturef also has the option of allowjhg-these timeouts to be user programmable via the TCRS syst¢m of
sub-clause 7.6.3. Programmable Tags.may allow shorter limits on (Selective) Global Timeout than listed
above.

Expiration of either of these timers in a Manchester Tag shall force the Tag back to hibernate with the fimer
from the activating session cleared, the inventoried flag state of the activating session set to A, and selgcted
flag (SL) deasserted.

When a Manchester'Tag is operating in BAP PIE mode it shall apply the delay specified in INACT_T tp the
start of persistengeflag timeout as specified in Table 55. It may support the accurately specified maximums of
this table, or|it may’'use the more relaxed persistence maximums of Table 17.

7.5.4 Commands summary

7.541 Commands summary table

Table 68 lists the normal Manchester “battery-assist” commands as compared to ISO/IEC 18000-6 Type C.
For Manchester commands that are different from the passive mode PIE commands in Clause 6, the
differences are detailed in the clauses below that define the new or modified commands. For commands that
are functionally unchanged other than the preamble and bit stuffing of the command data as defined in
section 7.5.2 and 7.5.3, Interrogators and Tags shall comply with the requirements in the appropriate sub-
clauses in Clause 6.

114 © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

The Activation command is not included in this section as it is defined in clause 7.5.3 with different physical
and functional characteristics from normal commands.

Table 68 — Manchester version commands

Command Binary command Command Manchester Mandatory for
code code length | different from PIE? | Manchester?

QueryRep 00 2 Yes Yes
ACK 01 2 No Yes
Query 1000 4 n/a Not used
QuenyAdjust 1001 4 Yes Yes
Selegt 1010 4 Yes Yes
RFU 1011 4 n/a n/a
NAK] 1100 0000 8 Yes Yes
ReqRRN 1100 0001 8 No Yes
Read 1100 0010 8 No Yes
Writd 1100 0011 8 No Yes
Kill 1100 0100 8 No Yes
Lock 1100 0101 8 No Yes
Accdss 1100 0110 8 No No
BlockWrite 1100 0111 8 No No
BlockErase 1100 1000 8 No No
BlockPermalock 1100 1001 8 No No
Deagtivate BAT 1100 1010 8 n/a Yes
Next 1100 1014 8 n/a Yes
Querny BAT 1100 1400 8 n/a Yes
Broapcast ID 1100 1101 8 n/a No
Multirate _Reset 1100 1110 8 n/a Yes
BARA PIE Flex Query 1100 1111 8 n/a n/a
OpRegister Read/Write 1101 0000 8 n/a Yes
BroapCastSync 1101 0001 8 n/a No

1101 0010 - -
Resgrved forfuture use 8

1101 1111

1110 0000 0000 0000 - -
Reserved for custom commands

. 16

(vendor-specific)

1110 0000 1111 1111

1110 0001 0000 0000 - -
Reserved for proprietary 16
commands

1110 0001 1111 1111

1110 0010 0000 0000 - -
Extended commands (reserved

16
for future use)

1110 1111 1111 1111
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7.54.2

7.5.4.21

Select commands

Manchester Select command

The Manchester version of the Select command inserts the 8 bit Short Interrogator ID field just before the
CRC16. This field shall be included in the CRC calculation.

Table 69 — Manchester Select command

Short
CMD Mem CRC
T Action Pointer Lenath Mask Truncate. _m,tmga_tnr_
[ arget t Bank to gt p 6
# of Varia-
bits a 3 3 2 EBV 8 ble 1 8 16
000: SO See 00: Starting Mask Mask Tag.\¢hecks
001: S1 | Table RFU Mask | Length | Value | O:Disable i
o1 01: Ul Interrogator
010: S2 ’ address 1: Enable ™| locking is in
10: TID effect.
Descr 011: S3
. 1010 11:
iption 100: SL :
User
101: RFU
110: RFU
111: RFU
Tags shall npt reply to a Select command.
7.5.4.3 Inventory commands
7.5.4.3.1 Manchester Query_Bat
754311 Manchester Query_Bat command
Tags and Interrogators shall implement the Manchester Query_Bat command shown in Table 70 and Table 71.
Query_BAT |nitiates and speCifies an inventory round for battery assisted Tags.
The basic fupction of the.*Tag Type Select Field” field is for selecting the categories of Tags to be included in
the interrogation roufid) without requiring a separate Select command. These categories include the cyrrent
Battery Assisted Passive design, Tags featuring various kinds of sensors and sensor conditions (such|as a

Sensor Alar

that‘may need expedited handling), and RFU bits for future expansion. A Tag shall ignorg the
RFU bits withinvthe Tag Type Select regardless of their values and only participate in a singulation round

based on the currently defined selection bits.

The Tag shall send the reverse link backscatter signal on subcarrier frequency selected by the BLF field. The
maximum required BLF shall be 640 kHz.

The field SS Response enables or disables Simple Sensor response in a Tag implementing Simple Sensor
data for a given interrogation round. For Tags that do not support Simple Sensor data, the Tag shall ignore the
value of SS Response.
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Table 70 — Manchester Query_BAT command (see NOTES 1 to 4)

CMD | Query M TRe Sel |Session| Tar | Q SS BLF T2ext | CWpower | Short | CRC-
Tag xt get Resp See Delta over | Interrog 5
Type NOTE 2 forward ator ID
Select power
field
#of | 8 8 4 1 2 2 1 4 1 4 1 2 8 5
bits
Des | 1100 | NOTE | 0000: | O: 00:All | 00:SO | 0:A | 015 | 0:No | Require | O:max | 11:+30dB Tag
cripti | 1100 1 M=1_| No dvalues | 4Thit checks if
on p||0t UT. Al Ul. ol I.B 1. YES V. ¥2U db Interrogat
0091' tone | 10.~SL | 10:S2 0000: I 01: +10.dB [or locking
M=2 2520632 | NACT. isin
0010: ;Iste 11:SL | 11:S3 KHz G':'Ock))ra | 00: 04B offect
M= 1 piot 0001: | Timeout}” NOTE3
0011: | tone 40 kHz NOTE 4
M=8 0010:
0100: 48 kHz
M=16 001%:
0101: 64 kHz
M=32 0100:
0110: 80 kHz
M=64 0101:
0111:
M=128 96kHz
e,
M=256 z
0111:
1001 to
111- 160 kHz
RFU 1000:
192 kHz
1001:
240 kHz
1010:
320 kHz
1011:
384 kHz
1100:
480 kHz
1101:
640 kHz
Optional
values:
1110:
960 kHz
1111:
1920
kHz
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NOTE 1 See Table 71 for Tag Type Select field options. Tags that match the chosen criteria will enter the Query
rounds, while others will remain in the battery ready state. If Session Locking is in effect, then there must be a match
between the Session specified in the Query BAT command and the activating session for the Tag to respond to this
command. See 7.5.3.4.2.2.

NOTE 2  Required BLF accuracy is 4% for BLF <= 640 kHz, and 1.5% for BLF > 640 kHz, over the temperature range
that the Tag supports.

NOTE 3 This field indicates optional offset between Interrogator forward link transmit peak power and reverse
backscatter supporting carrier power. The field shows that reverse link caririer power may be equal to or greater than
forward Interrogator power in steps of 10 dB. Lower Interrogator forward power limits system interference (particularly
Interrogator on Interrogator), while higher reverse link supporting carrier power relieves the reverse link limit of RFID
systems with | forfarther-mformation:

NOTE 4  Tolerance on the variable Interrogator transmit power levels is not specified, but is recommended.asyt/- 4 dB.

Table 71 — Manchester Query_BAT Tag Type Select field (NOTES 1 to 5)

Battery Assisted Pasjsive

NOTE 4

Interpretation

(NOTE 1) Full Function

Sensor

Simple

Sensor RFU

Sensor Alarm RFU | RFU

1
0: Inclus
1: Exclu

1
0: No

1
0: No

ive 0: No 0: No

Sive

1: Yes 1: Yes 1: Yes 1: Yes

NOTE 5
“Inclusive” (th
matches all sq

This bit dynamically switches the interpretation of the «emainder of the Tag Type Select field bef
e Tag responds if it matches any selection marked.‘Yes”) and “Exclusive” (the Tag responds onl
lected criteria marked “Yes”).

ween
y if it

NOTE 6 In|this table, “Yes” means that category of Tag is<considered for inclusion in the Query round. In the “Incl{isive”

case for a cri
case the Tag
responds to “I

eria listed as Yes the Tag will respond if itimeets other criteria in the Query command. In the “Excl
responds only if the Tag meets all criteria) marked Yes as well as other Query criteria. Logically thg
nclusive” if a logical OR function of all marked Yes criteria = 1. The Tag responds to “Exclusive” if a |

!

sive”
e Tag
bgical

AND of all marked Yes criteria = 1.
dif it
he). If
does

NOTE 7  RFU bits shall be set to zero until:defined. If the Interpretation field is “0, Inclusive” the Tag shall respor
matches at leist one selected criteria (the Tag ignores the RFUs because the implied logical OR function is still a o
the Interpretafion field is “1, Exclusive?, the Tag shall NOT respond if any RFU bits are non-zero (in that case the Tag
not know if it matches the implied ANB:function).

NOTE 8  This field means the-Fag only supports a Manchester receiver and a backscatter transmitter.

NOTE 9 belect

Field.

The Manchester Query BAT Tag Type Select field is identical to the Manchester activation Tag Type §

7.5.4.3.1.2

Jag response to a Manchester Query_BAT command

A Tag that generates a slot counter value of 0 replies to Manchester Query BAT command with an RN16.
This response is similar to the Query response in Clause 6 except for the modifications to BLF, M, and
frequency accuracy.

Table 72 — Tag response to a Manchester Query_BAT command

Response
# of bits 16
Description RN16
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7.5.4.3.21

Manchester QueryAdjust

Manchester QueryAdjust command

ISO/IEC 18000-63:2013(E)

The Manchester version of the QueryAdjust command inserts the 8 bit Short Interrogator ID field just before
the CRC16. This field shall be included in the CRC calculation. Unlike the PIE QueryAdjust, which steps the
slot counter parameter Q up and down, the Manchester version can immediately reset the Q to any allowed

value.
Table 73 — Manchester QueryAdjust command
Q Value Short CRC-16
CMD ID Session Interrogator
ID
# of bits 4 2 4 8 16
00: SO Q value from | Tag checks.if
01: S1 0to 15 Intelfrog_atc_)r
Description 1001 lockingis in
10: S2 effect.
11: S3
7.5.4.3.2.2 Tag response to a Manchester QueryAdjust command

A Tag that generated a slot counter value of 0 replies\toManchester QueryAdjust command with

RN16. This

response is similar to the Query response in Clause 6 except for the modifications to BLF, M, and frequency

accufacy.

7.5.4.3.3

7.5.4.3.3.1

The Manehester version of the QueryRep command appends the 8 bit Short Interrogator ID to th
command only if Interrogator locking is in effect as indicated in the Activation command.

Manchester QueryRep

Table 74 — Tag response to a Manchester QueryAdjust command

RN16
# of bits 16
Description RN16

Manchester QueryRep command
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Table 75 — Manchester QueryRep command

This
ency

ause
d for
y the
6 or

. Short
CMD ID Session Interrogator ID
# of bits 2 2 8
00: SO Included only if
01: S1 I_nter_rogator
Description 00 locking is in effect.
10: S2
11: S3
7.5.4.3.3.2 Tag response to a Manchester QueryRep command
A Tag that generated a slot counter value of 0 replies to Manchester QueryRep commandywith RN16.
response is gimilar to the Query response in Clause 6 except for the modifications to BtF; M, and frequ
accuracy.
Table 76 — Tag response to a Manchester QueryRep command
RN16
# of bits 16
Description RN16
7.5.4.3.4 Manchester ACK
The Manchester ACK command has a modified\ behaviour from the equivalent command in ¢
6.4.2.11.2.4) The modification makes Tags with-greater sensitivity immune to ACK commands intendg
other Tags sent by enemy Interrogators (see Annex B and Annex C for details). It works by preventin
change in present state caused by suceessfully decoding an ACK command with invalid RN1
RN16 handle.
7.5.4.3.41 Manchester ACK command
The Manchester ACK command structure is shown in Table 77.
Table 77 — Manchester ACK command
Command RN
# of bits 2 16
Description 01 Echoed RN16 or handle
Table 78 — Tag reply to a successful ACK command
Response
# of bits SeeC.4.4
description See C.4.4
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7.5.4.3.5 Manchester NAK

The Manchester NAK command includes two parameters, session, and short Interrogator ID, though the
Interrogator ID is only transmitted if Interrogator locking is in effect. These two parameters provide different
levels of interference rejection. When Interrogator locking is not in effect, the session parameter is used to
avoid accidental return to arbitrate state when the session parameter does not match. A higher degree of
protection is achieved by using Interrogator locking. Any Tag that successfully decodes a NAK command with
the correct parameters shall transition to arbitrate state (except while in battery ready or killed states).
Otherwise it shall ignore the command. When Interrogator locking is not in effect, this command shall be
executed if session matching is observed and ignored otherwise. When Interrogator locking is in effect, this
command shall be executed only if session and Interrogator ID match, otherwise, it shall be ignored.

7.5.4I.3.5.1 Manchester NAK command

The Manchester NAK command structure is shown in Table 79.

Table 79 — Manchester NAK command

. Short
CMD ID Session Interrogator ID
# of bits 8 2 8
00: SO Included only if
01CS1 Interrogator
Description 11000000 locking is in effect.
10: S2
11: S3

Tagsq shall not reply to a NAK command.

7.5.4.3.6 Manchester Next

The Next command allows an Interfogator to send a single Tag to hibernate immediately after dingulation or
acceps with a single command-response interchange using the same RN16 from the singulation or access
opergtion. The Tag response to“a successful Next command gives positive confirmation that the Tag received
the ¢command to go to. hibernate. Alternatively, an Interrogator can send Tags to hibernate using the
Deagtivate_BAT command on any and all Tags that match the selected flag conditions without|confirmation
resppnses.

7.5.4.3.6.1 Manchester Next command

The Manchester Next command moves an individual Tag back to hibernate using an RN16 or RN16_handle.
This command is valid only in the acknowledged, open, and secured states.

Upon deactivation and return to the hibernate state, all flags without active timeouts in operation shall return
to state A. Flags with active timeouts associated with other sessions that are in state B shall continue their
timeouts, and upon timeout shall reset to state A. If a timeout was specified in the last activation, then the flag
associated with the current Activation Session shall begin its timer operation with Session flag set to state B,
and shall revert to state A upon timeout. If Session Locking is not in effect then the Tag returns to hibernate
with all inventoried flags set to A. In all cases the Tag returns to hibernate with SL deasserted.

Tags may have been activated with one sensitivity setting and be taken back to hibernate with the same or
different sensitivity setting as set by the Hibernate Sensitivity flag in the Manchester Next command. Whether
a Tag supports high sensitivity is readable by the Interrogator if the Tag supports Tag Capabilities Reporting
and Setting (TCRS) as described in 7.6.3.
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Table 80 — Manchester Next command

CMD ID Hibernate RN
Sensitivity
NOTE 1
# of bits 8 1 16
1100 1011 0: low sensitivity RN16 or
(approx -30 dBm RN16_handle

to +10 dBm)

Deascrintion
= HpHOR

NOTE S

7.5.4.3.6.2

The Tag res
transition to

7.5.4.3.7

7.54.3.71

The Deactiv
required for|
Interrogatorg
Deactivate |

In order to r
Interrogatorg

Manchester Deactivate_BAT,

thighrsensitivity
(approximately
-30 dBm and
below)

ipport for high sensitivity is optional.

Tag response to a Manchester Next command

ponse to a Next shall be as shown in Table 81. Once the Tag sends the Next response, it
he hibernate (full or stateful) state.

Table 81 — Tag response to Next command

RN16
# of bits 16
RN16 or
Description
RN16_handle

Manchester Deactivate_ BAT command

ate BAT commandhis used to conserve power in the Tag by taking groups of Tags no Ig
interrogation and~moving them to their lowest power mode hibernate state. Tags
shall implément the Deactivate BAT command in Table 82. Tags shall execu
BAT command from any state (except killed).

educetthe incidence of an Interrogator accidentally sending Tags that are in session with
back’/to the hibernate state, the Deactivate_ BAT command is selective regarding actiy

shall

nger
and
e a

bther
ation

session (it o

beys Session Locking when in effect) and also specific to that inventoried flag state. But, it

also

possesses Don’t Cares also for both the SL and Session inventoried flag states when more broad application
is desired. It also possesses an “Override” field for system resets that will send all Tags that receive the
command back to hibernate regardless of any flag states.

Tags may have been activated with one sensitivity setting and be taken back to hibernate with the same or
different sensitivity setting (if supported) as set by the Hibernate Sensitivity flag in the Manchester
Deactivate BAT command. Whether a Tag supports high sensitivity is readable by the Interrogator if the Tag
supports Tag Capabilities Reporting and Setting (TCRS) as described in 7.6.3.
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The Tag shall react to Deactivate BAT as follows:

1.

63:2013(E)

With Session Locking is in effect, then if Activation Session matches command supplied session, and if SL

state and inventoried flag state (target) criteria both match (or if they are Don’t Care), then the Tag goes to
the hibernate or stateful hibernate state as a function of timer programming. All flags without active timeouts
pending or in operation shall set inventoried flags to state A. Flags with active timeouts shall upon return to
hibernate be set to state B with timers beginning (for last Activating Session) or continuing (for other timers
that were in effect).

2. With Session Locking in effect and with the Activation Session matching the session specified in the
command, but either or both of SL and session inventoried flag state not matching, the Tag stays in Normal

Mod
flag
to hi

com

targg
that {

4. W
matg

state

5 W

indic
With
Tag

6.

f

timegs and the Tag shall return to hibernate ‘with all flags in state A (regardless of Sess

tate A means not inventoried and B means inventoried), this allows for inventoried Tags, to
ernate while keeping non-inventoried Tags awake for a new Query round.

ith Session Locking in effect but with the Activation Session not matching the session spg
and, the Tag ignores the command. This deals with the case where a different Interrogatq
ting its own Tags, and a Tag it did not wake up has a timer running on that-flag and thus h3
lag, but should not respond to that different Interrogator.

ith Session Locking not in effect (and hibernate timers thus not’used), the Tag shall re
s) by returning to hibernate with all inventoried flags in state A\and timers cleared.

ith Session Locking not in effect, the Tag shall respond-{e mismatch on SL and match ¢
hted session inventoried flag state by going to the battery ready state with no change ir
Session Locking not in effect, with any state of SL match but mismatch on inventoried fl

Shall go to battery ready with inventoried flag set to A.

the Override bit is set in the Deactivate BAT.and Interrogator Locking is not in effect, then {

inventoried
be sent back

peified in the
r is properly
s state B on

spond to full

h on SL and command indicated session inventoried flag state (of commanded Don’t Care on these

n command
flag states.
ng state, the

his clears all
on Locking,

inventoried match, or SL match).
7. Iff Interrogator Locking is in effect, then Override clears all timers and Select if and only if there is an
Interfogator match. Override takes preeedence over Session Locking but not over Interrogator Logking.
This @ction shall elicit no response’in any Tag.
Table 82 — Manchester Deactivate_ BAT command
i ; Hibernate
CMD B} Sel | Session | Target '";I’e"t°"ed Override '“‘e"igam’ CRC
ag use Sensitivity I
# of pits 8 2 2 1 1 1 1 § 16
0: low
0: Don'tcare | 0O:Use SL sensitivity
for and approx -30
00:All | 00:S0 inventoried | inventoried ((ijnF; to +10 :
tat i Tag checks if
o 1100 01: Al 01:51 0:A stae Criena dBm) Interrogator
Description 1010 | 10:~sL | 10:S2 1-8 | 1:Docarefor| 1:Goto 1: high locking is in
inventoried | hibernate itivi effect.
11:8L | 11:83 siate sensitivity
Always (ie. (approximately
all sessions) | -30 dBmand
below)
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Table 83 provides examples to take into account the effects of Interrogator Locking.

Table 83 — Manchester Deactivate_BAT command procedures

Indicated SL State
Inter- . R Target .
Inter- Session | Activating - matching
rogator Over- . . matching .
Case . rogator . Locking | session (or Action | Next state
Locking ride |. (or
. match in effect match commanded
in effect commanded \
, Don’t Care)
Don’t Care)
Al \12 AV AV AV AV Al Current
1 YE ) INU N\ N\ N\ N\ INUTIT
state
Clear
2 Yeas Yes Yes X X X X Timers, hibernate
set flags
tolA
3 Ydgs Yes No Yes Yes Yes Yes _@ssion _statelful 1
flag—B | hiberrjate
4 Yeas Yes No Yes Yes Yes Ne None batt$ry
ready
5 Yeas Yes No Yes Yes No X Session battery
flag—A ready
6 Yas Yes No Yes No X X None Currj&nt
state
Clear
7 Nb X | Yes X X X X Timers, | pibermate
set flags
to A
Session stateful
8 Np X No Yes Yes Yes Yes flag—B | hiberrfat o'
9 Np X No Yes Yes Yes No None batt$ry
ready
10 Np X No Yes Yes No X Session battgry
flag—A ready
11 Nb X No | Yes No X X None C“"fnt
state
Session stateful
12 Np X No No X Yes Yes flag—B hiberj(at&
b
13 No X No No X Yes No None attiry
ready
14 No X No No X No X Session | battery
flag—A ready
NOTE 1 If timer was programmed during activation, Session flag—B while timer is operating, after timeout Session
flag—A.
NOTE 2 X means that the parameter value does not matter (Don’t Care).
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7.5.4.3.8 Manchester Multirate_Reset

Multirate_Reset is added to provide an override command that can allow Interrogators (mostly portable, but
this is not a requirement) to assert control over all awake Manchester Tags no matter what their current state
machine state (except killed), inventoried flag value, and Forward Data Rate. The Multirate_Reset command
takes all Tags back to hibernate (with specified hibernate sensitivity level), so that they may then be
reactivated on a single Forward Data Rate. inventoried flags are set to A and SL flag to deasserted, and all
associated timers are cleared. This provides a mechanism to start from a known fresh point.

7.5.4.3.8.1 Manchester Multirate_Reset command

This [command is transmitted sequentially at all Interrogator supported data rates. In between ¢lata rates, a
time |T, of CW is allowed for Interrogators to switch data rates, and for Tags to end each commgnd normally.
The [command code is presented in Table 84. A high level depiction of the command,'structure is given
in Figure 35 (all possible data rates shown, but the Interrogator sends this commandcenly at the data rates
supported and in use in a local environment).

Table 84 — Manchester Multirate_Reset command

Hibernate
CMD ID CRC-16
Sensitivity

# of bits 8 1 16

0: low sensitivity
(approx -30 dBm
t0++10 dBm)
Description 1100 1110 1 high sensitivity
(approximately -
30 dBm and
below)
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DR | AC Coupling Training | Frame Delimiter | CMDID | Ty

DR=Dynamic Range Adjustment NG /
CMD ID= Command Code N

Transmitted at 8kbps

DR | AC (oupling Training | Frame Delimiter | CMDID | T4 | DR | AC Coupling Training | Frame Delimiter | CMDID (~Ty i,

\/ \/
Transmitted at 16kbps Transmitted at 32kbps

DR | AC (oupling Training | Frame Delimiter | CMDID | T4 | DR | AC Coupling Training | Frame Delimiter | CMDID | T,

\/ \/

Transmitted at 64kbps Transmitted at 128kbps

Figure 35 — Multirate_Reset command structure

The Tag shgll not transmit any response to a Multirate_Reset command, but it does take the actiops of
clearing all 'anentoried flag timers, setting the inventoried flag states to A, setting the SL to deassprted
(~SL), and then entering the full hibernate state.

7.5.4.4 Access commands

7.5.4.41 DpRegister Read/Write

Interrogatord and._Tags shall implement the OpRegister Read/Write. Only Tags in the secured state |shall
execute the DpReégister Read/Write command.

7.5.441.1 OpRegister Read/Write command

The OpRegister Read/Write command enables reading and writing specific configuration parameters that will
be used in low level protocol operations by the Tag circuitry. This enables changing these configuration
parameters with immediate application. The registers are not stored in the 4 general memory banks and
cannot be read or written with the standard Read and Write commands, and cannot be matched using the
Select command.

After issuing an OpRegister Read/Write command, an Interrogator shall transmit CW for the lesser of Trgp y OF
20 ms, where TrepLy is the time between the Interrogator's OpRegister Read/Write command and the Tag's
backscattered reply. An Interrogator may observe several possible outcomes from an OpRegister Read/Write,
depending on the success or failure of the Tag’s memory read/write operation.
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Upon receiving a valid OpRegister Read/Write command with the R/W bit set to 1 indicating a write, a Tag
shall write the commanded data into the addressed operational register. The Tag’s reply in this write mode
shall use the extended preamble, i.e. a Tag shall reply as if TRext=1 regardless of the TRext value in the
Query_BAT that initiated the round.

Upon receiving a valid OpRegister Read/Write command with the R/W bit set to 0 indicating a read, the Tag's

reply

shall use the preamble indicated in the TRext value in the Query_BAT that initiated the round.

Table 85 — OpRegister Read/Write command

iden

For {
recei
The

7.54.4.1.2 Tag Response to an.OpRegister Read/Write command

After
Tablg

If the
reply

he two AC words, if an invalid count of gréater than 7 is received, or if a Reg ID with an R
ved, the Tag shall send an error code as defined in Annex K with a value of 00h indicated
engths of the other OpRegister parameters are as defined within this standard.

Command R/W Reg ID WordCount Data RN CRC-16

# of bits 8 1 3 4 Variable 16 16

description| 1101 0000 |0: Read 000: Activation Number of | Datato be| handle

Code (primary) words to written
1: Write read/write
001: Optional
AC 0001: MML only
(secondary)
0111: MML*6

010:-111: RFU AC word

For izn OpRegister Read, if the WordCount is 0, the, Tag shall backscatter the entire length of the register
fied by Reqg ID. For an OpRegister Write, if the WordCount is 0, the Tag shall ignore the command.

RFU value is
‘other error.”

successfully completing~an OpRegister Read/Write, the Tag shall backscatter the reply shown in

b 86 within 20 ms of-the command. If the Interrogator observes this reply within 20 ms, then the
cominand completed successfully.

Tag encounters_an error, the Tag shall backscatter an error code during the CW period rather than the

shown in Table "86 (see Annex | for error-code definitions and for the reply format).

Table 86 — Tag reply to a successful OpRegister Read/Write command

Header——Data RN CRGC-16
Read:
# of bits 1 Variable 16 16
Write: 0
description| 0: Noerror | Data If rea?d; handle
none if write I
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7.5.4.5 System management commands
7.5.4.51 Manchester Broadcast ID

7.5.4.511 Broadcast ID command

The Broadcast ID command transmits the Interrogator ID and relevant parameters to assist with Interrogator
system deployment and management. There are no Tag requirements associated with this command.
Specialized tools capable of reading and decoding the Manchester Broadcast ID can use this command to
perform RF measurements and associate other Interrogator commands containing only short Interrogator ID

to a more complete long Interrogator ID. The instances in which the Broadcast ID command is used is
determined tl;y the implementer.

Table 87 — Manchester Broadcast ID command

CMD | ID Length Long Short Antenna Power Channel CR[C-16
ID (words) [Interrogator|interrogator
ID ID
# of bits 8 3 Variable 8 8 8 13 6
1100 | Length of Long System Antenna 2’s Channel
1101 long Interrogator | assigned | number [ complément | number in 25
o Interrogat ID short -64-to0 +63.5 kHz
Description or ID (16- Interrogator dBmin 0.5 | increments;
bit words) ID dB step Ch 0 = 830.0
MHz
7.5.4.5.1.2 Tag Response to a Manchester Broadcast ID command

The Tag shdll not respond to a Broadcast ID command.

7.5.4.6 BAP Manchester Tag PIE supportrequirements

Manchester [Tags and Interrogators shalkalso support PIE using the definition provided in sub-clause 7.2.

7.6 Extended Protocol Control and Battery Tag Capabilities Reporting and Setting

7.6.1 General

This sub-clause coyers Extended Protocol Control (XPC) and BAP Tag capability reporting (Tdg to
Interrogator){ and Tag option setting (generally Interrogator to Tag). Because battery Tags can have a|wide
range of performance and features, an optional system of reporting of Tag capabilities and options beyond the
limitations of XRC is provided. Tag “capabilities” are generally considered to be hardware limits, though it
could be possible Tor them to be upgraded via firmware in a microcontroller based Tag. vvithin the capabllities
of the Tag the Interrogator may control detailed behaviour options with “settings”. Very important among
settings is duty cycle control that greatly extends Tag battery life. This “Tag Capabilities Reporting and
Setting” (TCRS) system is intended to be flexible to allow for the graceful growth of battery RFID system
capabilities over time. TCRS may be used for either of BAP PIE or Manchester Tags.

If optional TCRS is supported by the Tag, then Tag capabilities will be documented in a normally locked block
or blocks of User memory (the “Capabilities File”), along with default settings that exist prior to Interrogator
modification. Note that the Tag must support BlockPermalock if the capabilities are to be locked, unless they
are permanently “hard locked” by the manufacturer. The current settings will normally be placed in unlocked
blocks of User memory (the “Settings File”) in order to allow for Interrogator control. Unless the capability
block or blocks have been permanently locked by the manufacturer, it can be possible to update capabilities
via recommissioning and firmware updating (such as to be compliant to a new standard version). The optional
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abilities to rewrite capabilities via recommissioning and to reprogram Tag operating firmware are themselves
capabilities that are documented in the Capabilities File.

Because the Interrogator needs efficient access to the capabilities and settings files, and because these files
will change over time, they are accessed though a simple directory system that documents their location and
size. This system begins with a pointer in TID memory (the TCRS Address and TCRS Map Size) that points to
and gives the size of the TCRS Map Table (a simple directory structure). The TCRS Map in turn documents
the size and location of the typically locked capabilities and original settings, and typically unlocked settings
files that are user adjustable. The Tag may at times of the manufacturers’ choosing, such as upon activation
or after Tag memory writes, check the current settings and update internal control registers.

To prn\/ir‘lo for tha chain of r\opahiliﬁae from cimpla nassive Tage to-the most advanced-of hat
WHae—+o—h HeHR—O+—capabit HOH-SHRPHe— Y = o+ est—aa 88— +Pbat

ery assisted

Tags, a flag system is used to indicate increasing levels of capability. A flag in PC indicates
suppported. A flag in XPC_W1 indicates that TCRS is supported. A word in the TCRS Map Table
versipn of TCRS support the Tag implements, which defines the number of capability and|settin
the detailed interpretation of those words. Flags and fields in the capabilities words-ofthe ide
versipn indicate whether particular optional capabilities are supported, such as duty.eycling to e
life. All of these capabilities are optional.

7.6. Extended Protocol Control definition

The pptional Extended Protocol (XPC) Field has been defined to enable the Interrogator to s

that XPC is
ndicates the
y words, and
ntified TCRS
tend battery

Lipport either

sensprs or more advanced battery operation or both. The firs;-XPC word XPC_W1 provides additional

information about Tag capabilities. To indicate to the Interrogatorthat XPC_W1 is supported, nor

mal Protocol

Contfol Bit 6 XI flag (the 7" bit of the PC word, which is Ull bit-16,) shall be used to indicate the
XPC| W1. The XPC_W?1 shall consist of 16 additional protocol control bits as shown in Fi
descfibed in the below text and in Table 88. Still more~Fag capabilities may be optionally des
TCRE structure as defined in this sub-clause.

presence of
gure 36 and
cribed in the

Extended Protocol Control — XPC_W2

Extended Protocol Control — XPC_W1 o\
]3¢
\O . Protocol Control - PC

/

MSB

N X R] R|R
LLLLUXIIo\') AFI Elo| mos | G S| F| B | %] o|loflo|le|e|eE
N B Al 8| S c clclc
HEX 1p 11 12 13 14 15 A6\17 18 1F ... 210 211 212 213 214 215 216 217 218 219 21A 21BR1C 21D 21E 21F
Prptocol Control (Byte-1) Protocol Control (Byte 2) XPC (Byte 1 and Byte 2)
L |= Length of Ull AFI1 = Application Family XEB = XPC Extension Bit
U [= User Meméry~(MBO01) Identifier MOB = Reserved for ISO/IEC 29143
Encode Indicator (Mobile RFID)
Xl|= Extended Protocol GA = General Alarm
Control'Word1 Indicator SS = Simple Sensor
I F.AFl Indicator Functionality
ES = Full-function Sensaor
Functionality
B = Battery Mode
TC = Battery TCRS
REC = Recommissioning
Figure 36 — Extended Protocol Control bit definitions (see NOTES 1 and 2)
NOTE 1 Figure 36 shows how Protocol Control and Extended Protocol Control are linked to each other and how the

part of a Tag reply to an ACK command dedicated to PC and XPC is structured, assumed that both XPC_W1 and
XPC_W2 (currently RFU) are supported. PC and XPC are not stored on subsequent addresses of the Ull memory
(see Figure 17).

NOTE 2 At the option of the Tag manufacturer, the General Alarm (GA) bit may indicate one or more of sensor alarms,
low battery, or any other exception conditions on the tag.
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As defined in clause 6.4.2.1, the XPC_W1 begins in Bit 210, and ends in BIT 21F, in the Ull memory. Bit 210h
shall be the XPC Extension Bit (XEB). If a Tag does not implement an XPC_W2 then the XEB shall be zero.
Bit 214y, shall be the Sensor Alarm (SA) flag, Bit 215,, shall be the Simple Sensor (SS) flag, and Bit 216, shall
be the Full Function Sensor (FS) flag. Bits 217,, and 218, shall be set according to the supported battery mode.
The battery mode bit codes currently defined shall include passive and Battery Assisted Passive, and the two
remaining codes are RFU. The Battery TCRS present or absent flag TC at 219, shall indicate to the
Interrogator whether the Tag supports additional information on its capabilities in User memory under the Tag
Capabilities Reporting and Setting (TCRS) option.

XPC bits 21Dy-21F,, are the recommissioning bits as defined in sub-clause 6.4.2.10 governing Killing or
Recommissioning a Tag. Battery Tags do not lose power until the battery is depleted, hence there is a need to

A-Fr\rl AnFn+nn r\-F +Inn +mr\ o Innn VI HS v-r\r\l-\lr\l In{-nA nFI-nr- cartaln _racammaicocianina neaa o
A=A~ T T T root

ures

provide a m
(see 6.4.2.1
procedures

(whatever th

All remaining
shall be set {

If TCRS is ¢
according to

The Sensor
the attached

The detailed

TS TO—TCTCT T oCTtaT T T C O iToSTOTT g —PTrocey

2.2). The selected definition of the time when Xl is recalculated after certain recommissi
for battery Tags shall be the time following loss of signal relative to the Tag sensitivity
at may be) or the next time it goes to hibernate.

) bits of XPC_W1 as well as all bits of XPC_W2 are currently reserved for future use (RFU
o 0 at default.
one of the definitions in sub-clause 7.6.3.

Alarm bit shall be set to 1 to indicate the violation of at least one€ alarm condition in at least o
sSensors.

meaning of combinations of the XPC_W1 flags is described in Table 88 and in its detailed ng

Table 88 — Meaning of combinations of B field, and SS and FS bits in XPC

bning
level

and

upported as indicated by the XPC_W1 TC flag, then User memory TCRS files shall be defined

ne of

tes.

B Field | TC Bit | SS Bit FS Bit Meaning
Bits 217,, | Bit 219,, | Bit 215, | Bit 216,
and 218,

00 X/0 0 0 Passive Tag without sensors. TC field is Don’'t Care when B F 00,
and-there is no support for TCRS. As a matter of standard pragtice,
with B field = 00, TC flag should be set to 0.

00 X/0 0 1 Passive Tag with at least one Full-function Sensor but not Simple
Sensor, no support for TCRS.

00 X/0 1 0 Passive Tag with one pre-configured Simple Sensor, no suppdgrt for
TCRS.

00 X/0 1 1 Passive Tag with at least one Full-function Sensor and one| pre-
configured Simple Sensor, or Simple Sensor Functiopality
supported by one Full-function sensor. No support for TCRS.

01 0/1 G G BI"\\P TGH VVIlI IUUL SOCITIOUT O. :f TC = U LAY auppuu IUI TCRS

01 0/1 0 1 BAP Tag and at least one Full-function Sensor.

01 0/1 1 0 BAP Tag with one pre-configured Simple Sensor.

01 0/1 1 1 BAP Tag, at least one Full-function Sensor available and one pre-
configured Simple Sensor available, or Simple Sensor Functionality
supported by one Full-function sensor.

10 X X X Reserved for future use with a more advanced battery assisted
mode.

11 X X X Reserved for future use with a more advanced battery assisted
mode.
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7.6.3 Battery Assisted Passive Tag Capability Reporting, Setting, and duty cycle/mode control
(optional)

This sub-clause applies to any BAP Tags that support optional TCRS, which may include either of BAP PIE or
Manchester Tags.

Battery Tags can be very sophisticated wireless terminals with many options, and the TCRS system provides
a convenient and adaptable means for the Tag to report its possibly complex capabilities, and for the
Interrogator to command behavioural modes. The sub-option to implement Interrogator control of duty cycle to

optimize battery power and Tag latency exists under TCRS.
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BAP Tags that do not support XPC do not support TCRS. This is because XPC provides
htes that TCRS is supported.

Passive Tags that support XPC (for sensor data) do not support TCRS.

Any BAP Tag that supports XPC has the option to support TCRS. Whether a Tag suppd
ed in XPC_WH1, and the Interrogator may access special Battery Capability Words (defined
tlause) as desired for detailed information.

hg capabilities to report are the possible combinations of BAP PIE, Manchester, and [
onse. Various capabilities in respect to these modes are reported within the TCRS system. |

is a precision oscillator on the Tag if Manchester is supported. This oscillator has accurz
r for standard BLFs, and 1.5% or better for optional BLFs. This oscillator could be trimmed
rmance, or could be crystal controlled for still better,performance. Crystal oscillators may al
rate control (within their specified accuracy), or might be selected for other functions such as
32.768 kHz Real Time Clock) which may..fit* within minimum backscatter link frequ
rements (4%) but not provide full crystal aceuracy for BLF control. Another example of TC
ting Tag sensitivity within the wide range,of*Tag sensitivities that can exist, from approxima
chester with narrow filter and RF low ngise amplifier) to approximately -10 dBm. The Intern
Awareness of Tag sensitivity in adapting their own behaviour in accessing these Tags an
erence.

ionally, Tag behaviour under-its capabilities may be adjusted by the Interrogator using setti
hibernate or Normal Mode duty cycle. Just as duty cycling of BAP PIE Tags may extend bat
ng of the Manchester hibernate mode may also allow significant battery life extension.

rovide for currently ‘defined capabilities and adjustments and for future growth, a normally
bilities File and @ normally unlocked Tag Settings File are defined. These files are typically s
ory. To allow.the locking of the block or blocks of User memory where the Capabilities File

ve Tag optienal BlockPermalock command of clause 6.4.2.11.3.9 should be supported (t
nal access commands is recommended for BAP Tags). These files are pointed to by a s
br to-the Sensor Directory System (SDS), called the TCRS Map. The TCRS Map is point
S Address, which is stored in TID memory. The TCRS Address also includes a word for TCR

the flag that

rts TCRS is
below in this

ead Battery
For example,
cy of 4% or
for improved
ow for exact
time logging
bncy control
RS usage is
ely -80 dBm
ogators may
d controlling

ngs, such as
ery life, duty

locked Tag
ored in User
s stored, the
ne full set of
ructure very
ed to by the
S Map Size,

so th

at\the Interrogator may be immediately aware upon reading the TCRS Address of not on

y where the

TCRS Map is, but how many words the Interrogator needs to read to capture full TCRS Map information in a
single read. The TCRS Map provides pointers to the Tag Capabilities and Tag Settings files, and also key
information on TCRS Version Number (which may be updated with each standard update), User memory size,
and block size (for the BlockPermalock command).

This data structure is shown in Figure 37 below. The structure of the 32 bit TCRS Address in TID memory is
shown in Table 89. The Lock Status Flag that indicates if the TCRS Map is in a memory block that was locked
at the time the TCRS Address and TCRS Map were first programmed.

The first six words in the TCRS Map are not entries, but a header that contains critical information about
TCRS and User memory. This includes TCRS Version as defined in Table 90, a 48 bit size indicator of User
Memory, and a Block Size for BlockPermalock operations. The use of three memory size words is due to the 4
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gigaword limit of a two word size, which may not be adequate in the future in the case of Tags that also have
a fast wired interface such as USB (USB memory sticks of greater capacity already exist). The TCRS Version,

User memory size, and block size parameters are all stored Most Significant Bit first.

TCRS Map Size Tag Capabilities File
26h < TCRS “Files”
TCRS Map Address ) Tag Settings File
25h -
TCRS Map Address j
24h
23h
TCRS
Address in
TCRS Map Entry 2
TID Memory (Settings) A \
TCRS +9
TCRS Map Entry 1
(Capabilities)
TCRS +6
TCRS 45 Block Size \
TCRS +4 User Memory Size Word 3 TCRS “MAP”
User Memory i
TCRS +3 User Memory Size Word 2
ToHS 42 User Memory Size Word 1
TCRS Control & Status Word
TCRS +1
TCRS TCRS Version )

Figure 3f —(Relationship of TCRS Address, TCRS Map, and TCRS Capabilities and Setting Files

(for Version Code =1).
Table 89 — Structure of TCRS Address (stored in TID words 24h and 25h)
RFU Lock Status of MB Word Address
TCRS Map
# of bits 5 1 2 24
Description | Reserved 0: Unlocked Memory bank selector | TCRS starting word address (non-
for future 1: Locked EBV, standard binary address)
use
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The TCRS Version Code system is illustrated in Table 90.

Table 90 — TCRS Version Codes

Version Code (16 bits, shown in Interpretation Comments
base 10)
0 This Tag does not support TCRS
1 In accordance with this standard
version-and-no-other
2 t0 32,765 RFU for future ISO standardized

versions, allowing for 32,766 future
variations.

32,766 to 49,149 RFU for future non-1ISO

standardized version

16,284 @nique codes [reserved for
non-1SO standards.

49,150 to 65,535 reserved for

ized TCRS.

RFU for manufacturer specific
TCRS

16,284 unique codes
custom, non-standarg

The

in Tg
Rang

This

WordCount parameter. Thus, a used range of zero in‘@ TCRS Map Entry means the file is pd

rese

or un

structure of the three word entries that make up the TCRS Map following its general informa
ble 91. This entry structure provides a starting address, a_maximum range, and an actually
es are interpreted literally, meaning that a range code of 255 actually does mean 255 words
is similar to the BlockWrite command, which currently*has a maximum word count of 255

ved, but currently empty. This structure also provides a flag to indicate if the pointed entry i
locked block of memory.

Table 91 — Structure of TCRS:Map Entries (file pointers for Version Code =1)

tion is given
used range.
and not 256.
for an 8 bit
inted to and
5 in a locked

Word
Address

Maximum

RFU Range

Lock Status MB

Used
Range

# of bits

24 8

8

Desd

ription

Reserved for
future use

0: Unlocked

1: Locked

Memory bank
selector

File word
address (non-
EBV, linear

Memory word
max range
(non-EBV)

Memory
word used
range (non-

address) EBV)

Note|that,the TCRS Map Entries have a Lock Status flag that indicates if the file pointed to is in aflocked block
of memory—CurrenttyontyYsermemory—can—haveblockstocked—againstrewritingby—the—BfockPermalock
command, though this is subject to possible change. In the case of the TCRS system, normal operation is to
have the Tag Capabilities File containing capabilities and default settings in a locked block of User memory,
and to have the Tag Settings File in an unlocked block of User memory. However, manufacturers and users
are not required to follow that practice. As a simple form of directory structure, it is appropriate for the TCRS
Map to indicate if the pointed files are currently block permalocked or not. Similarly, the TCRS address in TID
memory that points to the TCRS Map indicates if the TCRS Map was locked at the time it was first written. If
the TCRS Address indicates that the TCRS Map was not originally locked, but the TCRS Map Control and
Status Word indicates the TCRS Map is locked, this indicates the TCRS Map was later locked and thus may
have been altered from original programming. Leaving the TCRS Map unlocked at original programming may
be desired in some cases in order to allow the TCRS Map to be updated without recommissioning the Tag.
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The “TCRS Control & Status Word” of Figure 37 above and Table 92 below provides additional information
about the TCRS Map itself and other key memory control information. Currently it only provides the lock status

of the TCRS

The combin
structure of
requires def]

(BDSWs), and Battery Setting Word(s) (BSWs) that are in the Capabilities and Settings files.

The Battery

Map.

Table 92 — Structure of TCRS Control & Status Word

RFU TCRS Lock Status
# of bits 15 1
- L. 0: TCRS Map is in an unlocked block
Description “: ?[c' veu
ulure use 1: TCRS Map is in a locked block

btion of the Version Code and the TRCS Map Entry structure is sufficientto define th
the Capability and Setting files. To complete the definition of TCRS fan this standard ve
nition of the details of Battery Capabilities Word(s) (BCWs), Battery Default Setting Wg

Capabilities Words (BCW’s) are generally hardware supported ¢apabilities, and are thus inte|

(but not requiired) to be in a locked block of User memory. The TCRS Entty pointing to the Tag Capab
File has a flag to indicate if the file is locked or unlocked. However, even locked blocks can be rewritten

b file
rsion
rd(s)

nded
lities
after

recommissigning unless the block was “hard locked” at manufacturing.-t is also possible for a microcontroller

based Tag t¢ change its capabilities via a firmware upgrade. In that\case, so long as the manufacturer ha

locked the
firmware upg

Battery Setti
setting that |
Battery Sett
BlockPerma
Settings File

Battery Default Setting Words (BDSWs)’ are the initial settings established by the manufacturer or

programmer
or after reco|
user memory
and to follow

CW’s permanently at time of manufacture, thena fecommissioning of the Tag along w
rade can change the locked BCW's.

ng Words allow for Interrogator programming of behavioural features of the Tag. A key ki
nterrogators may reprogram is the listen duty cycle of the Tag in the various modes it supy
ng Words are thus normally in unlocked User memory, though a user or application
ock the BSWs if it is desired to prevent later changes. The TCRS Entry pointing to the
containing the Battery Settings Words has a flag indicating if the file is locked or unlocked.

of the Tag. They may be\used to re-establish settings after any inadvertent rewrites of the B
mmissioning. Since they-must be reliably available, they are logically stored in a locked blo
. In this version ofthis' International Standard they are assumed to be part of the Capabilities
immediately after the BCW'’s defined for this version.

The Tag C

Capabilities Word 1 (@s“defined in Table 93 followed in ascending order by the other BCW's. It shall

contain in

manufacturer’s original settings with structures as described in the Battery Setting Word tables of this
clause (the BDSWs are merely copies of the original BSWs).

pabilities File for this standard (Version Code = 1) shall contain as its first word the Ba

rder «the Battery Default Setting Words (BDSWs) defined for this version that are

s not
ith a

nd of
orts.
could
Tag

first
SWs,
ck of
File,

ttery
also

the
sub-

The Tag Settings File shall contain in ascending order the Battery Setting Words described in this sub-clause.
The Tag Settings file is normally stored in an unlocked block of User Memory. Unless the Tag Settings File is

locked, duty

cycles as well as other settings may normally be programmed as users desire.

Fields that are not used or that do not apply are generally set to zeroes in the Capability and Setting files.

The Version

Code = 1 structure of the Tag Capabilities and Settings files, with references to the

definition tables of this version, are shown in Figure 38.

134

word
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Tag Capabilities File
(normally locked)
BDSW4
n+13 Tag Settings File
(normally unlocked)
n+12 BDSW3
n+11 BDSW2 n+3 BSW4
n+10 BDSW1 n+2 BSW3
n+9 BCW10 n+1 BSW2
E n+0 BSW1
n+1 BCwW2
n = word’address of
n+0 BCW1 first word of file

Battgry Capabilities Words (BCW's) for this standard version are given below.

Figure 38 — Structure of Tag Capabilities and Tag Settings Files for Version Code

Table 93 — Battery Capabilities Word 1 (BCW1) for the Case of Version Code = 1.

1]
-

Bit meaning

Bit
assignments

Behaviour

Persistence Maximums (PM) flag Bits 0 0: Optional persistence maxinjums on
1 bit flags S2, S3, and SL are not qupported.
NOTE 1 1: Optional persistence maximums on
flags S2, S3, and SL are supgorted.
(See sub-clause 7.3.3)
Lew Power Listen (LPL) flag Bit 1 0: LPL is not supported.
it TPt isSupported:
When low power listen exists for Tags that
support duty cycling of BAP PIE, this may mean
that the Tag uses the low power listen state
instead of the sleep state.
LPL Parallel (LPLP) flag Bit 2 0: LPL cannot parallel other modes (or

1 bit

does not apply), such as Manchester
Hibernation.

1: LPL can parallel other modes.
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Bit meaning

Bit
assignments

Behaviour

Low Power Listen Sensitivity field
(LPLS)
2 bits

Bits 3-4

00: LPL sensitivity > 0 dBm (or does not
apply)

01: -10 dBm < Sensitivity < 0 dBm

10: -15 dBm < Sensitivity < -10 dBm

11: Sensitivity < -15 dBm

NOTE: Nominal (not guaranteed)
sensitivity over band of operationwith
symbol time ~ 25 ys. This sensitivity is
assumed to apply to any low.power
listen modulation forms, and'may vary
between forms. For example, a LPL
capability in Manchester means that the
Tag in “deep hibernate” is not listening
for activation but is listening for RF that
can trigger t6/Tag to return to hiberngte
ahead ofits programmed duty cycle.

Dead Battery Response (DBR) Flag
1 bit

Bit 5

0: DBRs not supported.
1: DBR is supported.

Dead Battdry Response Sensitivity (DBRS)
Field

2 bits

Bits 6-7

00: DBR sensitivity > 0 dBm (or does |not
apply)

01: -10 dBm < Sensitivity < 0 dBm
10: -15 dBm < Sensitivity <-10 dBm
11: Sensitivity < -15 dBm

NOTE: Nominal (not guaranteed)
sensitivity over band of operation at Tjari =
25 us

BAP PIE (BPIE) flag
1 bit

Bit 8

0: BAP PIE is not supported.
1: BAP PIE is supported.

BAP [PIE Parallel (BPIE-P) flag
1 bit

Bit 9

0: BAP PIE cannot parallel other modgs
(or does not apply).

1: BAP PIE can parallel other modes while
in listen (example, Manchester
activation).

BAP PIE Low~Pewer Mode (BPIE_LPM) field

Bit 10-11

00: Tag does not support a low powe

2 bits

mode (wails in battery ready)
01: Tag supports sleep-listen only

10: Tag supports continuous low power
listen only

11: Tag supports both listen and low
power listen

136
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Bit meaning

Bit
assignments

Behaviour

BAP PIE Duty Cycle Programmability Bit 12 0: Tag listen-sleep(or low power listen)
(BPIE_DCP) flag cycle is manufacturer fixed (or does not
1 bit apply)
1: Tag listen-sleep (or low power listen)
cycle is programmable via Settings
BAP PIE Listen Sensitivity (BPIE_L_S) field Bits 13-14 00: Nominal Tag sens > -10 dBm (or does
2 bits not apply)
01:-20 dBm < Tag sens’< ~1( dBm
10: -30 dBm < Tag sens < -200 dBm
11: Nominal Tag-sens < -30 dBm
NOTE: The Sensitivities above refer to
nominal listen sensitivity over design band
of operation at Tari = 25 ps. Normal
sensitivity may vary with data rate.
Llow' Power Listen Sensitivity, jf supported
for BAP PIE, is as given in bitg 3-4 of this
word.
RFU Bit 15
1 bit

NOTE 1

BAP PIE Tags have the option of whether'to support Persistence Maximums, so this flag is helpful to indicate
this feature exists. For both passive and BAP PIE SO has no persistence other than brief signal loss tol

brance due to

hardware delay for passive and optionally INACT T for BAP PIE. S1 has a specified maximum for both pagsive and BAP

PIE. $ee sub-clause 7.3.3 for more informatioh:

Table 94 — Battery.Capabilities Word 2 (BCW2) for the Case of Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

RFU Bit 0
RFU Bit 1
RFU Bit 2
Manchester (M) flag Bit 3 0: Manchester forward link nof supported
1 bit 1: Manchester is supported
Manchester Hibernate Parallel (MHP) flag Bit 4 0: Manchester Hibernate cannot parallel

1 bit

other modes (or does not apply)

1: Manchester Hibernate can parallel

other modes while receiving
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Bit meaning Bit Behaviour
assignments

Manchester Normal Parallel (MNP) flag Bit 5 0: Manchester normal cannot parallel
1 bit other modes (or does not apply)
1: Manchester normal can parallel other
modes while receiving
Manchester Hibernate Sensitivity (MS) field Bits 6-7 00: Nominal Tag sens > -30 dBm (or does
2 bits not apply)
01: Nominal Tag sens < -30 dBm
10: Nominal Tag sens < -40 dBm
11: Nominal Tag sens < -50 dBm
NOTE: The sensitivities:above refer to
Hibernate sensitivityl Normal sensitivity
may vary with data rate.
Manchester Sensitivity Setting (MSS) flag Bit 8 0: Manchesterdoes not support
1 bit adjustable sensitivity (or does not apgly)
1: Manchester does support adjustable
sensitivity
Sensitivity s¢tting may be controlled in Activation
command for Normal Mode and in Deactivate_ BAT
and Next for hibernate
Manchester BLF (MB) flag Bit 9 0: Manchester supports only mandatpry
1 bit BLFs (or does not apply)
1: Manchester also supports currently
defined optional BLFs
Hibernate Duty Cycle (Hib_DC) flag Bit 10 0: Tag does not have duty cycling of
. hibernate
1 bit
1: Tag does support duty cycling of
hibernate
Hibernate Duty Cycle Programmability Bit 11 0: Hibernate Rx duty cycles are
(Hib_DC_Prog) flag manufacturer fixed (or do not apply)
1 bit 1: Duty cycles are programmable
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Bit meaning

Bit
assignments

Behaviour

Tag Duty Cycle Control Ability Bit 12 0: Tag follows fixed or programmed duty
(Tag_DC_ConAbility) flag cycling without memory of time since last
communication or current battery state (or
does not apply)
This flag applies to BAP PIE and Manchester. For
BAP PIE it refers to listen time for regular
communications. For Manchester it refers to 1: Tag adjusts listen and/or sleep time to
hibernate listen time. increase chances of correcily feceiving
. . new commands or activations|if
TIT'S I'r:\g :?ptorts th?jt thle Tag has dthe abrlll_ty to Stelf communications have been de¢tected
? er 'fs tls en an s-eep (or deep hibernate) recently, or to preserye battery life in the
imes| for two purposes: low battery case
1. Tdg may increase listen time or duty cycle to
imprgve response as function of time since last
comnpunication.
2. T4g may decrease listen time or duty cycle to
presgrve battery in the case of low battery life. The
definition of low battery is at the manufacturer’s
choicg.
Algorfthms and methods for increasing duty cycle
and/dr listen time are at the option battery case
of thg Tag manufacturer.
The Tag must be authorized in the Settings
file fo decrease listen time or duty cycle. This
is vla the Tag_DC_Auth flag in BSWA4. If the
Tag [does change programmed settings, it will
repoft this via the Tag DC Rep flag in BSW4.
RFU Bit 13
RFU Bit 14
RFU Bit 15
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Table 95 — Battery Capabilities Word 3 (BCW3) for the Case of Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Reference Oscillator Presence (ROP) field Bits 0-1 00: Tag does not have an independent
2 bits oscillator (timing is temporarily derived
from RTcal and TRcal symbols or other
Interrogator assisted methods) (or does
not apply)
07: Tag has an on board oscillator of ht
least +/-40% accuracy over nominal-temp
range and +/-50% accuracy oyer.
extended temp range (independent of any
Real Time Clock)
10: Tag has RO trimmed-via Interroggtor
11: Tag uses Real Time Clock to deriye
reference osciltator
Referencg Oscillator Accuracy (ROA) field Bits 2-5 0000: < 40%.over nom. temp range, 9
4 bits 50% oyer.extended temp range (codg
0000 ‘enly useful for hibernate and
This accuracy| applies over the Tag’s specified temp persistence timing) (or does not apply))
range and at|the point of use for timing and BLF . o o
control. For example, a 32.00 KHz RTC with 50 ppm po01: < 20% nom. /:25% ext. temp range
accuracy mulliplied up to a 3.84 MHz reference for 0010: < 10% nom. / 15% ext. temp raphge
RO generatign will generate 3.84 MHz within 50 . o _
ppm and is |described under code 1010. But, a 0011: < 4% (useful for BLFs <= 640 KHz)
32.768 KHz |RTC multiplied to be as close as 0100: <1.5% (useful for BLFs up to 1920

possible to 3.

B4 MHz (3.833856 MHz) is 0.16% low,

and has accufacy code 0101.)

To put these
specifications
crystals are 2
accurate for
generally ina
active radio. 2
cellular hand
narrowband cl

Bccuracies in practical context, typical
of low frequency real time» clock
D, 50, and 100 ppm. These ‘are highly
ubcarrier / BLF control \purposes, but
Hequate for carrier (generation in an
ppm xtal option is the typical low cost
et type VCIXO; suitable for very
hannel control:

KHz)
0101:
0110:
0111:
1000:
1001:
1010:
1011:
1100:
1101:

<0.5%
<1000 ppm
< 500 ppm
<200 ppm
<100 ppm
< 50 ppm
<20 ppm
<10 ppm
<5 ppm

1140 < 2 nom

= PP

1111: <1 ppm
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Bit meaning

Bit
assignments

Behaviour

Real Time Clock (RTC) field
4 bits

Bits 6-9

0000: None

0001: Free running RC or IC (non-xtal)
0010: RC or IC trimmed by Interrogator
0011: 20 KHz xtal

0100: 32.00 KHz xtal

0101: 32.768 KHz xtal
0110 -1110: RFU
1111: Other

Appli
to op

eal Time Clock Accuracy (RTCA) field
4 bits

bs over temperature range the Tag is specified
brate over

Bits 10-13

0000: < 40% over nom. temp fange, <
50% over extended temp range (code
0000 only‘useful for hibernat¢ and

persistence timing) (or does npt apply)

0001"< 20% nom. / 25% ext. femp range
0010: < 10% nom. / 15% ext. femp range
0011: <4% (useful for BLFs = 640 KHz)

0100: <1.5% (useful for BLFs|up to 1920
KHz)

0101:
0110:
0111: <500 ppm
1000:
1001:
1010:
1011:
1100:
1101:
1110:
1111: <1 ppm

<0.5%
<1000 ppm

<200 ppm
<100 ppm
<50 ppm
<20 pp
<10 ppm
<5ppm
<2ppm

RFU

Bits 14-15

2 bits
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Table 96 — Battery Capabilities Word 4 (BCW4) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

BLF Accuracy (BLFA) field Bits 0-1 00: RO accuracy applies
2 bits 01: RTC accuracy applies
10: Interrogator trimmed accuracy applies
NOTE 1 11: Independent standard compliant
accuracy applies
Hibefnate Accuracy (HA) field Bits 2-3 00: RO accuracy applies
2 bits 01: RTC accuracy applies
10: Interrogator trimmed accuracy applies
NOTE 1 11: Independent standard compliant
accuracy applies
Persidtence Accuracy (HA) field Bit 4-5 00: RO accuraecy’applies
2 bits 01: RTC_ aeeuracy applies
10: Interrogator trimmed accuracy applies
NOTE 1 115 Independent standard compliant
accuracy applies
Electronig Working Temperature Range Bits 6-7 00: Nominal temp range -25 to +40 C
(EWTR) field 01: Extended temp range -40 to +65 C
2 bits 10: RFU
The Electroni¢ Working Temperature range is the 11: RFU
limit of reliable circuit operation independent of
the current battery limits as given by the Battery
Working Temperature Range in BSW%t.\The
battery related temperature ranges are “in the
setting word$ because the batterys may be
replaceable |by a battery (with different
temperature |characteristics than the original
battery.
Battery Replace (BR) Field Bits 8-9 00: Battery is not user replaceable
2 bits 01: Battery is user replaceable
10: Batter is not service centre replaceable
11: Battery is service centre replaceable
Sensor Command Support (SCS) flag Bit 10 0: Tag does not support optional sensor

1 bit

access command

1: Tag does support optional sensor access
command
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Bit meaning

Bit
assignments

Behaviour

Flex_Query (FQ) flag Bit 11 0: Tag does not support PIE Flex Query
. command
1 bit
1: Tag does support PIE Flex Query
command
PIE Access Commands flag Bit 12 0: Tag does not support clause 6.4.2.11.3
it optional access commands
1: Tag does support all piibnal access
commands
The |optional PIE and Manchester access
commands include  Access, BlockWrite,
BlocKErase, and BlockPermalock. This cluster is
strongly recommended for battery Tags.
Capabilities File Update (CFW) field Bits 13-14 00: Capabilities file is not locked and Tag
2 bits design allows updating (or does not apply)
01 (Capabilities file is not locked, but should
notbe updated
10: Capabilities file is BlockPermalocked and
Tag design allows updating via
recommissioning
11: Capabilities file BlockPermalocked and
should not be updated via recommissioning,
or is hard locked and cannot be altered by
any means
RFU Bit 15
1 bit

NOTH
majo
Speci
over.

E 2

The documenting\of ‘Reference Oscillator and Real Time Clock presence, methods, and accuracy allows the
timing requirements-ofbit link frequency, persistence (if timed), and hibernation to have their accu
fied by referencing-its’source. These accuracies apply over the temperature range the Tag is specif]

racy precisely
ed to operate
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Table 97 — Battery Capabilities Word 5 (BCWS5) with TCRS Version Code = 1.

Bit meaning Bit Behaviour
assignments

Firmware Reprogram (FR) field Bits 0-1 00: Tag cannot be reprogrammed

2 bits 01: Tag is firmware based and can be
reprogrammed via hardware port

10: Tag is firmware based and can be

reproarammed via RE link
oy

11: Tag can only be reprogrammed via
service centre

$erial Port (SP) field Bits 2-4 000: Tag does not have opticnal'serial pprt

3 bits 001: Tag has USB serial port
010 -110: RFU
111: Tag has ,manufacturer specific $erial
port

On/Pff Control (OOC) field Bits 5-7 000: Tag bas’no On-Off control

3 bits 001: Tag has one time mechanical Off tg On

switeh

010: Tag has reusable mechanical On-Off
switch

011: Tag has specialized On-Off control
(example, magnetic switch)

100-111 RFU
Battery Assisted Passive Frequency Range Bits 8-11 0000: Not reported
(BAPFR) field 0001: 600 — 1200 MHz
4 bits

0010: 700 — 1100 MHz
0011: 800 — 1000 MHz
0100: 860 — 960 MHz
0101: 865 — 868 MHz
0110: 952-954 MHz
0111: 902-928 MHz
1000: 915-925 MHz
1001-1111: RFU

Closest best estimate of intended coverage
for Battery Assisted Passive behaviour

As a general guide, for fixed frequency Tags
the 10 dB bandwidth of the smaller of
transmit and receive bandwidths

For adjustable frequency Tags, the intended
adjustable range
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Bit meaning

Bit
assignments

Behaviour

Frequency Trim (FT) flag Bit 12 0: Frequency of operation is not Interrogator
. trimmable

1 bit
1: Frequency of operation is Interrogator
trimmable

Transmit Power Control (TPC) field Bits 13-14 00: Tag transmit power is based on reader
.. carrier power

Z DI
01: Tag may be reader commanded to adjust
backscatter
10: Tag may self adjustbackscatter based on
receive signal strength
11: RFU

RFU Bit 15

1 bit

Table 98 — Battery Capabilities Word 6 (BCW6) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

T4g INACT _T Status field (INACT_T_S Bits 0-1 00: Tag does not support INACT| T
field) 01: Tag supports fixed INACT_T|(value given
2 bits just below)
10: Tag supports programmable [INACT_T
(per Settings)
11: RFU
INACT_T State Dependence Bit 2 0: INACT_T is not state dependent (or does

(INACT _T SD) flag
1-bit

not apply)

1: INACT _T is state dependent
State dependence means that INACT_T
refresh uses different validity critgria for

commands based on Tag state. An example
is using RN16 verification for apgropriate

states:

© ISO/IEC 2013 — All rights reserved
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Bit meaning Bit Behaviour
assignments

Fixed INACT_T Value (INACT_T _V) field Bits 3-5 000: 50 ms (or does not apply)
3 bits 001: 100 ms

010: 250 ms

011: 500 ms

100: 1 sec

101: 2 sec

110: 4 sec

111: 8 sec or more

NOTE: Fixed INACT_Tmreed not be these
exact values. If not, this field shall be the
closest representativeof actual INACT_T.

Globgl Timeout Status (GTS) Bits 6-8 000: Tag does not-support any Global
field Timeout

3 bits 001: Tag ‘supports fixed Global Timeout {if

so, then value below in Fixed Global Timeout
field)

040: Tag supports programmable Global
Timeout (per Settings)

011: Tag supports fixed Selective Global
Timeout (if so, value below)

100: Tag supports programmable Select|ve
Global Timeout (per settings)

101-111: RFU

Selective Global Timeout is refreshed bgsed
on receiving valid commands.

Selective Global Timeout State Bit 9 0: SGT is state dependent (if supported)|(or
Dependence (SGT_SD)flag does not apply)

1 bit 1: SGT is not state dependent

State dependence means that the Selective

Global Timeout refresh uses different validity
criteria for commands based on Tag state.
An example is verifying session if Sessign
Locking is in effect
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Bit meaning

Bit
assignments

Behaviour

Fixed Global Timeout or Selective Global Bits 10-12 000: 50 ms (or does not apply)
Timeout value field 001: 100 ms
3 bits 010: 250 ms
011: 500 ms
100: 1 sec
101: 2 sec
110: 4 sec
111: 8 sec or greater
NOTE: Fixed (Selective) Globa| Timeout
need not be these-exact values. |f not, this
field shall berthe closest representative of
that implemented.
BAP Programmable Duty Cycling Bit 13 0: Low resolutions (250 ms and yp, similar to
Resolutions (Pro_DC_Res) flag pregrammable Hibernation persigtence and
1 bit Hibernation duty cycles) (or doeg not apply)
| , 1: High resolution (may be as short as 500
The ’Odes.to Spec'fy.programmable duty cycle us, but if supported allows one or more times
times| to high resolution down to 500 ps are less than 250 ms)
suppérted, but the Tag circuit design may not
support all of those. Minimums supported are
specified in BCWS8.
RFU Bits 14-15
2 bits
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Table 99 — Battery Capabilities Word 7 (BCW?7) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Fixed BAP PIE Listen Time

4 bits

Bits 0-3

0000: 500 ps (or listen time does not apply,
for example for a BAP TAG that supports

only low power listen)
0001: 1 ms
0010: 2 ms
0011: 4 ms

0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500 ms
1011:1s
1100: 2 s

1101: &s
1140: 8 s or greater
1441: Continuous

These times may be the closest
approximation to that actually used.

Fixed BAP

PIE Sleep Or Low Power Listen
Time
4 bits

Bits:4-7

0000: 500 ps (or does not apply, for exa
a BAP Tag that supports listen but not

or low power listen)
0001: 1 ms
0010: 2 ms
0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500 ms

ple
leep

1011:1s
1100: 2 s
1101: 4 s
1110: 8 s
1111: 16 s or greater

These times may be the closest
approximation to that actually used.

RFU

Bits 8-15
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Table 100 — Battery Capabilities Word 8 (BCW8) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Fixed Duty Cycle Manchester Hibernate
Listen Time

4 bits

Bits 0-3

0000: 500 ps (or does not apply,

for example

for a Tag that does not support Manchester)

0001: 1 ms
0010: 2 ms

0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 260.ms
1010:)500 ms
1011:1s
1100: 2 s
1101: 4 s

1110: 8 s or greater
1111: Continuous

These times may be the closest
approximation to that actually usg

pd.

Fixed Duty Cycle Manchester Deep
Hibernate (not listening) Time

4 bits

Bits 4-7

0000: 500 ps (or does not apply,
for a Tag that does not support M
or for a Manchester Tag that doe
cycle its Hibernation)

0001: 1 ms
0010: 2 ms
0011: 4 ms
0100: 8 ms
0101: 16 ms

for example
anchester,
S not duty

0110: 32 ms

0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500 ms
1011:1s
1100: 2 s
1101:4 s
1110: 8 s

© ISO/IEC 2013 — All rights reserved
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Bit meaning

Bit
assignments

Behaviour

1111: 16 s

These times may be the closest
approximation to that actually used

Programmable Duty Cycle BAP PIE Bits 8-11 0000: 500 ps (or does not apply)
Shortest Listen and Sleep / Low Power 0001: 1 ms
Listen Time Supported :
(BPIE_Shortest_Listen) field 0010: 2 ms
4 bits 0011:4 ms
The BPIE_LAM field in BCW1 indicates if duty 0100: 8 ms
cycled BAP PIE is supported. The BPIE_DCP .
flag in BCW1 indicates if such duty cycling is 0101: 16 ms
programmabl¢. The Pro_DC_Res flag of BCW6 0110: 32 ms
indicates if high resolution (< 250 ms) duty )
cycling is dupported. The best (minimum) 0111: 64 ms
resolution of programmable duty cycle BAP PIE 1000: 128 ms
listen and loyv power listen / sleep times are )
indicated by the BPIE_Shortest_Listen field here 1001-1114: Not used
in BCWS8. If the user attempts to program a time
shorter than $pecified here, then the Tag shall
set itself to the shortest time it does support.
Programmgble Duty Cycle BAP PIE Longest Bits 12-15 0000: 500 ps (or does not apply)
Listen Time :upporteq (BPIE_Longest_Listen) 0001: 1 ms
field
4 bits 0010: 2 ms
This field indicates the longest programmable 0011:4 ms
listen time supported by the Tag. If an attempt is 0100: 8 ms
made to progajam a longer time, the Tag shall set .
itself to the lopgest time it does support. 0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500 ms
1011:1s
1100:2s
1101:4 s
1110: 8 s

1111: Continuous
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Table 101 — Battery Capabilities Word 9 (BCW9) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Programmable Duty Cycle BAP PIE Longest
Sleep or Low Power Listen Time Supported
(BPIE_Longest_Sleep) field

4 bits

If a yser-attempts-to-set a-longer-sleep time.
g T g Y

Bits 0-3

0000: 500 ps (or does not apply)
0001: 1 ms
0010: 2 ms
0011: 4 ms

the Tag will set itself to the longest it does
suppport.

0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250ms
1010::500'ms
10141 s
1100: 2 s
1101:4 s
1110: 8 s

1111: Continuous

Programmable Duty Cycle Manchester
Shortest Listen Time Supported
(Mar|_Shortest_Listen) field

4 bits

Bits 4-7

0000: 500 ps (or does not apply)
0001: 1 ms

0010: 2 ms

0011: 4 ms

0100: 8 ms

0101: 16 ms

0110: 32 ms

0111: 64 ms

1000: 128 ms

1001-1111: Not used

RFU

Bits 8-15
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Table 102 — Battery Capabilities Word 10 (BCW10) with TCRS Version Code = 1.

Bit meaning

Bit
assignments

Behaviour

Programmable Duty Cycle Manchester Bits 0-3 0000: 500 ps (or does not apply)
Shortest Listen and Deep Hibernate Time 0001: 1 ms
Supported (Man_Shortest_Deep) field )
4 bits 0010: 2 ms
0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001-1111: Not used
Programmable Duty Cycle Manchester Bits 4-7 0000: 500 ps.(or'does not apply)

Lopgest Listen Supported
(Mdn_Longest_Listen) field

4 bits

0001: 1 ms
0010:@2ms
0011: 4 ms
0100: 8 ms
0101: 16 ms
0110: 32 ms
0111: 64 ms

1000: 128 ms
1001: 250 ms
1010: 500 ms

1011:1s
1100: 2 s
1101: 4 s
1110: 8 s

1111: Continuous
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Bit meaning Bit Behaviour
assignments
Programmable Dt{ty Cycle Manchester Bits 8-11 0000: 500 ps (or does not apply)
Fonges e ribrtat Support
4 bits 0010: 2 ms
0011: 4 ms
If a user oﬂampfo to-seta |nhgnr elnnp fima, the. 0100 8 ms
Tag Will set itself to the longest it does support. 0101: 16 ms
0110: 32 ms
0111: 64 ms
1000: 128 ms
1001: 250 ms
1010: 500ms
1011:\\s
1100:2 s
1101: 4 s
1110: 8 s
1111: Continuous
RFU Bits12-15
3 bits

The Battery Settings Words (BSWs).for this version are next shown. These structures with initial settings are
duplicated in the Battery Default Settings Words (BDSWs), which are copies of the initial BSWs ptored at the
end ¢f the Capabilities File.
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Table 103 — Battery Settings Word 1 (BSW1) with TCRS Version Code = 1.

Bit meaning Bit Behaviour
assignments
Battery Working Temperature Range Bits 0-1 00: RFU for TBD restricted temp range
(BWTR) Field 01: Nominal temp range -25 to +40 C
2 bits 10: Extended temp range -40 to +65 C
11: Unknown
Storage Temperature Range Bits 2-3 00: TBD
{StoTR)-frete S+—+Bb
Storage Temperature Range is the range over 10: TBD
which the product may be stored for a period of 11: Unknown
time equal to| its typical service life without the
battery losing| more than 30% of its capacity or
typical lifetimg.
Safety Temperature Range Bits 4-5 00: TBD
(SafTR) field 01: TBD
2 bits 10: TBD
Safety Temperature Range is the range over 11: Unknown
which the profluct will not exhibit battery or other
breakdown that could be hazardous.
Battery Chemistry Bits 6-9 0000: Carbon Zinc primary
(BatChem) field 0001: Lithium Manganese Dioxide primafy
4 bits 0010: Zinc Manganese Dioxide primary
0011: Lithium Thionyl Chloride primary
Battery chemistry partially informs the user as to 0100: Zinc Air primary
yvhether the produgt has any spgcial diqusal 0101: Lithium Fluoride primary
issues. The | Special Battery Disposal Field o
provides addifional information and warnings. 0110: NiCad rechargeable
0111: NiMH rechargeable
1000: Lithium ion rechargeable
1001-1101 RFU
1110: Unknown
1111: Any other known battery chemistry
Battery Life Bits 10-12 000: <1 month
(BatLife)\field 001: 1-2 months
3 bits 010: 2-4 months
Battery life ig .an’,approximate estimate (not a 011: 4-12 months
guarantee) of—typical—service—life—for—primary 100 -2 years
batteries, or charge life for rechargeable, under ]
typical operating conditions. This estimate is 101:2 -5 years
understood to vary under different use cases. 110: > 5 years
111: Unknown
Battery Primary / Secondary (BP/S) Flag Bit 13 0: Battery is primary only.
1 bit 1: Battery is rechargeable.
RFU Bits 14-15
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Table 104 — Battery Settings Word 2 (BSW2) with TCRS Version Code = 1.

Bit meaning Bit assignment Behaviour
Special Battery Disposal (SBD) Field Bits 0-3 0000: No special disposal requirements
0001 - 1110: RFU special disposal
requirements do apply
1111: Unknown
Battery State Bits 4-6 000: Battery monitoring is not supported
001: Battery < 10% life
010: 10% < Battery Life) <25%
011: 25% < Battery-Life < 50%
100: 50% < Battery Life < 75%
101: 75%,<Battery Life < 100%
110: RFUY
110 RFU
Tag INACT_T Control field Bits 7-9 000: 50 ms
3 bits 001: 100 ms
010: 250 ms
Notef A BAP Tag that is programmed to 011: 500 ms
INAQT_T greater than 500 ms shall apply a 100:1's
maximum of 500 ms delay to the start of its ’
inventory persistence timers when operating 101:2s
in BAP PIE mode. 110- 4 s
111:8 s
The INACT_T Status field (BGW6)
indicates if this field may be used. If not
programmable, these bits are|Don’t Care
and this timeout (if used) is manufacturer
fixed.
The accuracy of this field shal| be at least
+/- 40% over the nominal temperature and
at least +/- 50% over the extended
temperature range (if supported).
(Selettive) Global Timeout Control Field Bits 10-12 000: 100 ms
3 bits 001: 200 ms
010: 500 ms
The Tag may support a Global Timeout, and if so it 011:1s
shall be either of the Selective Global Timeout 100: 4 s
(refreshes on commands that have Tag )
manufacturer defined validity checks) or the regular 101:16s
Global Timeout (does not refresh). 110: 32 s

BAP

Tags support at least one of INACT_T and

Global Timeout. Tags that support INACT_T and a

111: Disabled (does not timeout)

The Global Timeout Status fie

Id (BCW8)

indicates if this field may be used. If not

© IS0
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Bit meaning

Bit assignment

Behaviour

programmable Global Timeout may have their
Global Timeout disabled. Tags that support only a
programmable Global Timeout shall not accept the
“Disable” programming

(their maximum Global

programmable, these bits are Don’t Care
and this timeout (if used) is manufacturer
fixed.

The accuracy of this field shall be at least

Timeout is 32 seconds). +/- 40% over the nominal temperature and
at least +/- 50% over the extended
temperature range (if supported).

RFY Bits13-15
3 bits
Table 105 — Battery Settings Word 3 (BSW3) with TCRS Version Code-=1.
Bit meaning Bit Behaviour
Assignment
Programmapble Duty Cycle BAP PIE Listen Time Bits 0-3 0000: 500-us (or does not apply)
(Pro_DC_PIE_LT) field 000%: 1 ms
4 bits Q010: 2 ms
The BPIE_LPM field in BCW1 indicates if BAP PIE is .
. 0011:4 ms

continuous or|duty cycled.

The BPIE_DQP flag in BCWA1 indicates if the duty cycle 0100:8 ms

of BAP PIE is|fixed or programmable. 0101: 16 ms

The Pro_DJ _Res flag in BCW6 indicates the 0110: 32 ms

supported general resolution of programmable duty. .

cycling (High ¥ 250 ms, Low >= 250 ms). 0111: 64 ms

The BPIE_Shbrtest_Listen field in BCW8 indicdtes the 1000: 128 ms

shortest time K 250 ms that the Tag supports.If a user 1001: 250 ms

attempts to program a time shorter than supported, the )

Tag will set itdelf to the shortest time it\does support. 1010: 500 ms

The BPIE_Lohgest_Listen field in(BCWS indicates the 1011:1s

longest listen| time that the ,Tag’ supports. If a user 1100: 2 s

attempts to pjogram a timeslenger than supported, the ]

Tag will set jtself to thelongest listen time it does 1101:4's

support. 1110: 8 s
1111: Continuous
Theaccuracy of thisfietd shattbeatteast
+/- 40% over the nominal temperature
range and at least +/- 50% over the
extended temperature range (if
supported).
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Bit meaning

Bit
Assignment

Behaviour

Programmable Duty Cycle BAP PIE Sleep Or
Low Power Listen Time (Pro_DC_PIE_S)

The
allows

The |
longe
laten
time
longe

4 bits

shortest sleep time is equal to the shortest
od-listen-time-

Bits 4-7

0000:
0001:
0010:
0011:
0100:

500 ps (or does not apply)
1ms
2ms
4 ms

8 ms

BPIE_Longest_Sleep field in BCW9 specifies the
st sleep time the Tag supports (to maintain
y). If the user attempts to program a longer sleep
than supported, the Tag will set itself to the
st it does support.

0101:
0110:
0111:
1000:
1001:
1010:
1014
1,400:
1101:
1110:
1111:

16 ms
32 ms
64 ms
128 ms
250 ms
500 ms
1s
2s
4s
8s
16 s

The accuracy of this field shal| be at least
+/- 40% over the nominal temperature
range and at least +/- 50% over the

extended temperature range (jif
supported).

RFU

Bits 8-15
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Table 106 — Battery Settings Word 4 (BSW4) with TCRS Version Code = 1.

Bit meaning Bit Behaviour
Assignment
Manchester Hibernate Listen field (Man_Hib_Listen field) Bits 0-3 0000: 500 ps (or does not apply)
0001: 1 ms
The Hib_DC flag in BCW2 indicates if the Hibernate modes can 0010: 2 ms
be duty cycled. 0011: 4 ms
The Hib_DC_Prog flag in BCW2 indicates if the duty cycles of 0100: 8 ms
the supported|Hibernation modes are fixed or programmable. )
. 0101: 16 ms
The Pro_DC_Res flag (common to supported battery modes) in
BCW6 indichtes the supported general resolution of 0110: 32 ms
programmablé duty cycling (High < 250 ms, Low >= 250 ms). 0111: 64 ms
The Man_Shdrtest_Listen field in BCW10 indicates the shortest .
. 1000: 128ms
time < 250 ms that the Tag supports. If a user attempts to
program a time shorter than supported, the Tag will set itself to 1001250 ms
the shortest time it does support.
e uPP 10107500 ms
The Man_Longest_Listen field in BCW10 indicates the longest 1011 1
time that thg Tag supports for hibernate listen. If a user 18
attempts to pfogram a listen time longer than supported, the 1100: 2 s
Tag will set itgelf to the longest time it does support.
9 9 PP 1101:4 s
If the Tag itself is authorized to alter the duty cycle as specified 1110
by the Tag_DC_ConAbility flag of BCW1 and has done so as :8s
reported in the Tag DC_Rep flag of this word, then the 1111: Continuous
setting it uses|for listen will be reported in this field. L
The accuracy of this field shgll be
at least +/- 40% over the nonpinal
temperature range and at legst
+/- 50% over the extended
temperature range (if suppored).
Programmgble Duty Cycle Manchester.Deep Hibernate Bits 4-7 0000: 500 ps (or does not apply)
(Man_Hib_Deep) time'field 0001: 1 ms
4 bits 0010: 2 ms
0011: 4 ms
'I.'he m!mmurr deep hibernation time is equal to minimum 0100: 8 ms
listen time.
0101: 16 ms
The Man_Lorlgést_ Deep field in BCW10 indicates the longest 0110: 32 ms
time that the Tag-suppertsfor-hibernate-tisten: OH4—64-ms
1000: 128 ms
If a user attempts to program a time shorter or longer than 1001: 250 ms
supported, the Tag will set itself to the shortest or longest time it 1010: 500 ms
does support.
1011:1s
If the Tag itself is authorized to alter the duty cycle as specified 1100: 2
by the Tag_DC_ConAbility flag of BCW1 and has done so as 1101:4 s
reported in the Tag_DC_Rep flag of this word, then the 1110: 8

setting it uses for deep hibernate will be reported in this field.
1111: Continuous
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Bit meaning Bit Behaviour
Assignment
The accuracy of this field shall be
at least +/- 40% over the nominal
temperature range and at least
+/- 50% over the extended
temperature range (if supported).
Tag Duty Cycle Authorization flag (Tag_DC_Auth) flag Bit 8 0: Tag is not allowed to alter duty
- cyctetosave batteryiife (or does
1 bit
not apply)
Interfogator writes this bit to allow Tag the option of altering 1 Tag i
) - P : Tag is allowed‘'to dlter duty
duty pycle in the case of a low battery. The definition of “low .
battery” is determined by the manufacturer. cycle to preserve batfery life
If the] Tag has the capability of adapting duty cycle for either
imprgved response or to preserve battery life, this is reported in
the Tag_DC_ConAbility flag in BCW2.
Tag Duty Cycle Report Bit 9 0: Tag has not altered duty cycles
(Tag_DC_Rep) flag (or does not apply)
1 bit 1: Tag has altered duty cycles
Tag sets this bit if it has altered duty cycles, and also reports
exact| settings used in the Man_Hib_Listen and Man_Hib_Deep
fields|as appropriate.
RFU Bits 10-15
6 bits

The

8

8.1

In cq

juty cycle controls as given aboye shall have minimum accuracy as follows:

Sensor support

Applicability

/- 40% over the nominal temperature range of -25 to +40 °C.

/- 50% over the extended temperature range of -40 to +65 °C.

se€an Interrogator or Tag supports any command, response or feature of Clause 8 then thig

Interrogator

or T

commands, responses or features of Clause 8.

ag_statt—support—attTmandatory commmands, Tespornses—or features and it Tmay support

all optional

In case an Interrogator or Tag does not support any command, response or feature of Clause 8 then Clause 8

does

8.2

not apply for this device.

Overview

This clause describes an optional extension to Types C and D that adds sensor support. However, references
to RFID air interface commands, variable names, and state names in this clause refer to Type C unless
otherwise noted. An RFID Tag having sensor support must have a Real Time Clock (RTC) to support sensor
operations. The RTC and its use are defined in 8.3.

© IS0

/IEC 2013 — All rights reserved
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Two classes

of sensor are supported:

— Simple Sensor: A Simple Sensor is programmed at source and is not required to be user programmed. A
Simple Sensor by its nature delivers its payload as a Simple Sensor Data (SSD) block, appended to the
object-related Ull if requested by the Interrogator (see 8.5) as a Tag is inventoried, and therefore does not
require a separate dialogue to collect the sensor data.

The thre

e fundamental characteristics of a Simple Sensor are:

— the sensor data is appended to the Ull during Tag arbitration if requested by the Interrogator,
— the sensor does not need to be user programmed and
— the sensor computes pass/fail based on its characteristics, however it may also provide more details

(e.g.

an 8 bit sensor value)

The SS[J block Includes information about.

— the type of sensor, limited to a few basic environmental features
— meajsurement spans

— thregholds

— alar

The SSI) block is read by any user and provides limited configuration capabilities of.the Simple Sens
authoriz¢d (password controlled) user only. See Annex N and Annex O for details.

Simple $ensors are defined in 8.5.
— Full Function Sensor: Full Function Sensors provide greater flexibility’than Simple Sensors, by:

— supporting a greater variety of sensor types and measurement spans,
— enabling thresholds to be set within a wider range

— capt

The Ful
delivers
first be 1
Sensor 1

Full Fun

Tags may be equipped with one or more sensors. If a Type C Tag has sensor support then bit 16, (XI) ¢

Ull memory

If it has the
Sensors. Ea

8.3 Real

8.3.1 Gen

RFID Tags

Time Clock (RTC)

status, indicating pass / fail conditions

uring and processing different types of data

Function Sensor senses and records a set of\measurements, stores the measurements
them to an Interrogator when instructed to do*se. Access to the sensor data requires the T
ingulated and then a dialogue conducted bétween the Tag and an Interrogator. A Full Fun
hay if required be programmed by the usgreither once or on multiple occasions.

ction Sensors are defined in 8.6.

shall be asserted and XPC_-W 1 shall be supported, see also 7.6.2.

capability, an RFID Tag may support a combination of Full Function Sensors and one S
ch sensor shall be fully compliant with the class of sensor.

pral

naving sensor support shall have a 32-bit RTC with an LSB of 1 second and the RTC shg

pr by

and
ag to
ction

f the

mple

Il be

used as the

source of UTC hmncfamnc for sensorrelated data- T|mnc+amne shall be based on-the UTC

time

epoch beginning at 1970-01-01 00: 00 00. At configuration of a sensor, the RTC shall be set to the current 32-

bit UTC time

precise to 1 second.

8.3.2 Setting the RTC

The RTC shall be accessible via the RTC Address. The RTC Address shall be stored in the TID memory
(memory bank 10,) at memory word 28, MSB first (see Figure 39). The RTC Address shall comprise 6 bits
reserved for future use (RFU) followed by 2 bits identifying the memory bank (MB) where the RTC is stored,

and a 24-bit

160

address in non EBV format specifying the starting word of the RTC.
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Table 107 — Structure of RTC Address

RFU MB Word Address
# of bits 6 2 24
description | Reserved for future use | Memory bank selector | RTC starting word address

The RTC may be set using the Write or BlockWrite commands. Write operations may be restricted by the use

of wifite Iocklng WITh access passwora, Write perma ocng, or other means |mplementea 5y the

shall
presq

The
confi

The
claug
base]

If the
using
times
Netw
that

The
8.3.3

Type€
Broa
fors
a 32
uTC
alarn

The
uTC
the

ent other than the low battery alarm.

current 32-bit UTC timestamp shall be transmitted by the Interrogator to set the" RTC d
guration and at other times to maintain time synchronisation.

32-bit UTC timestamp may be taken from the Interrogator if it supporistUTC time as sp¢g
e. Timestamps that are not in seconds and of a 32-bit format are/not suitable. Timestamps that are
d on local time are not acceptable and shall not be used.

not be permitted to write a UTC time of zero into the RTC nor set the RTC when an alarn

Interrogator is not capable of providing a timestamp in the specified format, then this should
some accurate network-based UTC time. Some services compliant with IEEE 1588 can de
tamp, where the 32 MSB bits identify time to a second.)Services compliant with the int
ork Time Protocol, as defined in IETF RFC 1769, mightcalso be able to provide the time as g
can be directly used.

current 32-bit UTC timestamp within the RTC may be obtained using the Read command.

BroadcastSync command (optional, for Type C)

C Interrogators and Tags may\implement the BroadcastSync command shown in
dcastSync allows an Interrogator t@ provide current UTC time information to a population of ]
nchronisation of the RTC time within a Tag to that of the clock time within the Interrogator. T
bit integer value representing UTC time with an LSB of one second. It shall not be permitt
time of zero into the RTC nor set the RTC when an alarm condition is present other than th
.

BroadcastSync command includes a CRC-16 that is calculated over the first command-code
Time bit. If a Tagreceives a BroadcastSync with a valid CRC-16 it may update its internal i

com

memlory region that is locked or permalocked. An Interrogator may issue a BroadcastSync com

UTC Time,Afthe RTC provides sufficient accuracy then it may decide to ignore the B
and. The,‘BroadcastSync command may update the RTC regardless if the RTC is loc3

aY
-

RFID Tag. It

condition is

Liring sensor

cified in this

be provided
liver a 64-bit

ernet Simple

32-bit value

Table 108.
ags to allow
ime shall be

ed to write a

low battery

bit to the last
me to that of
badcastSync
ted within a
mand at any

time jalthough it is recommended to use the command prior to the start of an inventory session. There shall be
no replyfrom a Tag in response to a BroadcastSync command and the Tag shall not make any state
transitions as a resuitof a BroadcastSync command.
Table 108 — BroadcastSync command (optional)
Command| UTC Time | CRC-16
# of bits 8 32 16
description | 1101 0001 | Current Time
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8.3.4 Time synchronisation

The RTC mechanism on an RFID Tag might not be able to maintain an accurate record of time. This is partly

a factor of th
is exposed.
synchronisat

e cost of providing additional accuracy and the impact on temperature variation to which the RTC
If the RFID Tag implements sensor event records, then it shall also implement a time
ion record block to enable an application to reconstruct a more accurate time line. The

information about this record is given in TID memory words 2Dy, 2E;, and 2F,.

The number
by using the

The time syj
sample coun
e The pre
time of g
is set to

there is @ large sample interval.

e The 32-4
The number
specified in
time synchrd
the applicat
maintained.
necessary tg
generate a
becomes ful

8341 R

As both the
is possible tg
The extent (¢
could be 'fas
the time of s

8342 R

In this simplg

against the most recent’sample count value. This means that time synchronisation is also a factor of the

of the sampl
time that is
simple indica

of 32-bit timestamps that are required to be stored on the RFID Tag may be kept to a minimum
ordinal number of the sensor sample to reduce the use of memory and air interface transmission.

cent
t value. Each recorded time synchronisation record shall comprise, in sequence:

b the

Type
here

ailing time as recorded by the RFID Tag. This may be a 32-bit RTC value maintained sinc
onfiguration (Record Type is set to 0 in Figure 39), or the 16-bit sample count valte,(Record
1 in Figure 39). The 32-bit structure is recommended where time accuracy is important or W

it UTC timestamp.

of time synchronisation records contained within the time synchronisation record block shall be
he Number of Records in word 2F, in TID (see Figure 39). Eyery/time the Tag decides to wfite a
nisation record, the Number of Records field is updated accordingly. The timestamp accuracy at
on level shall be achieved provided that a sufficientCtime synchronisation update rate is
The time synchronisation update rate should define anaximum time interval between updgates
maintain timestamp accuracy as well as a minimum‘time interval between updates necessary to
time synchronisation record. When the allocated “memory for the time synchronisation block
no further records are possible, but no error shall be indicated.

bconciling UTC with the 32-bit RTC time

on, it
blace.
RTC
se to
ts.

RTC and UTC timestamps have the same common datum, the UTC timestamp at configurati
determine the extent of the difference in time at each point when time synchronisation took
f any difference might vary over the sample period and because of different causes, the
t' or 'slow' without any pattern.' Any time correction can only be applied more accurately clo
ynchronisation, and be le§scertain at a point midway between two time synchronisation even

bconciling UTC with:the 16-bit sample count

tamp
size
ent a
es a

br approach, the best level of synchronisation that can be achieved is to write the UTC times|

e interval. The larger the sample interval, the more likely that the UTC timestamp will repres
between>the most recent sample count value and the next sample count value. This provig
tion:

if the UT

if the UT

that the RTC and UTC are within the same time period as determined by the sample interval, or

C indicates an earlier time than the sample count, then the RTC is 'fast’, or

C indicates a later time than sample count + 1, then the RTC is 'slow".

It is only when the synchronisation is at these outer limits that any inaccuracy can be corrected.
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To provide the means to support a broad range of different sensors types and hence different command sets,
the HandleSensor command provides a transport mechanism to carry commands for intelligent sensors as a
payload. The related response to the Interrogator shall carry the response of the sensor after receiving and
processing the specific sensor command.

Tags shall interpret the payload of the HandleSensor command and execute the according sensor access
command locally or forward it to its sensors for processing if required and transmit the response to the

command within a well defined response time.

ﬂmmmrnmmmmided payload
specific sensor without further inspection of the encapsulated sensor command. \PontNr logically

psses a specific sensor attached to a Tag. Logical sensor addresses are assigned.injasc
ng at 0,, e.g. 0,5, 15, 105, and so on.

The

to a
addr
starti

The

Tags

cominand code bit to the last handle bit.

An In

structure of HandleSensor shall be as shown in Table 109.

terrogator may observe several possible outcomes from a HandleSensor command:

Table 109 —\Structure of HandleSensor command

execute HandleSensor only from the open or secured states. The CRC=16 is calculated

The Tag encounters an error: The Tag:shall backscatter an error code (see Annex | f
definitions and for the reply format).

ending order

pver the first

The HandleSensor command succeeds: After completing the HandleSensor command a Tag shall
backscatter the reply shown in Table 110 comprising a_header (a 0-bit), the optional sen
to the encapsulated sensor command (applies only if the bit Response Expected has
value 1,inthe HandleSensor command), the Tag's.handle, and a CRC-16 calculated ove
the last handle bit. The reply to HandleSensor:shall begin within 20 ms.

5Or response
been set to
r the 0-bit to

br error-code

Command | PoriNr | Payload | Payload | Response | Response RN CRC-
Size Expected Length 16
# of bits 8 7 Variable | Variable 1 Variable 16 16
description | 11014001 | Logical | Length Sensor 1 =true Expected | handle
sensor of the | command length of
address | Payload 0 = false the
in bits sensor
(EBV-8) response
in bits
(EBV-8)
Table 110 — Tag reply to successful HandleSensor command
Header | Response (optional) RN CRC-16
# of bits 1 Variable 16 16
Description 0 Sensor response | handle
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8.5 Simple Sensor

Although called "Simple Sensors", the devices are required to support features common to any type of sensor
device. The Simple Sensor has to monitor the environmental characteristic for which it is designed, take
samples at defined intervals, compare and process against criteria, and report its status.

The Simple Sensor transmits its data as a Simple Sensor Data (SSD) block which is appended to the Tag Ull
if requested by the Interrogator. The Flex_Query command in clause 7.4.1 and Query BAT command
in 7.5.4.3.1 contain the field SSD Resp to authorize Tags to append the SSD block after an ACK command.
The SSD block shall consist of 32 bits or 48 bits depending on the type of Simple Sensor.

The specific
specified in s

8.5.1

Simple sens
Sensor. A n
Tag. A portg
the HandleS

The Simple
the TID mer
Address shd
access meth
future use (R
(MB) where

SSD block. If the MSB contains a logical 1, then the access:method is ported and the remainder of the

Address is ¢

Type C and Simple Sensor

uon or simple Sernsors also INciudes the provisions or the Sensor DIreclory systemm (oS4
ub-clause 8.6.

ors shall be implemented either as a memory mapped Simple Sensor orcas)a ported S
emory mapped Simple Sensor is accessed via memory read and write Operations to the

ensor transport command defined in 8.4.

Sensor Data (SSD) shall be accessible via the SSD Address. The\SSD Address shall be stor
nory (memory bank 10,) at memory word 26, MSB first (see-Figure 39). The MSB of the
Il indicate the access method for the Simple Sensor. If the MSB contains a logical 0, the
od is memory mapped and the remainder of the SSD Address is comprised of 3 bits reserve
RFU), followed by 2 bits identifying the SSD size, follewed by 2 bits identifying the memory
the SSD is stored, and a 24-bit address in non EBWformat specifying the starting word d

bmprised of 7 bits for a port number and 24 bitsreserved for future use.

Table 111 — Structure of SSD Address for Memory Mapped Simple Sensor

B) as

mple
RFID

d Simple Sensor is accessed via dedicated sensor commands to the REID Tag encapsulated in

ed in
SSD
n the
d for
bank
f the
SSD

Access Method RFU SSD Size MB Word Address
# of bits 1 3 2 2 24
descriptio ‘0 Reserved for | 00 = 32 bits | Memory bank | SSD starting word address
n future use selector
Memory Mapped 01 = 48 bits
10 = RFU
11 = RFU
Table 112 — Structure of SSD Address for Ported Simple Sensor
Access Method PortNr RFU
# of bits 1 7 24
description 1’ Port Number Reserved for future use
Ported
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NOTE 1 The SSD Address is not necessarily required to be factory programmed and can be changed if the Tag has
more than one sensor and it is decided to support another sensor from a certain time onwards.

NOTE 2  For Simple Sensors the SSD Address as well as the SSD itself may be write locked to the Interrogator, though
alarms remain Tag/sensor writable.

NOTE 3  Tags supporting a Simple Sensor may indicate the necessity to request SSD to the Interrogator by using the
Sensor Alarm flag (214h) of the XPC, see 7.6.2.

NOTE 4  Products developed before this document is officially published may transmit SSD at default without the
requirement of explicitly requesting the Simple Sensor Data block.

NOTE 5  For Tags having more than one Simple Sensor, there is a mechanism provided to select the [Active Simple
Senspr, see 8.6.1.3.

Tagq that support a Simple Sensor shall use the extended protocol control describedsin.'7.6.2 fo make this
detail visible to the Interrogator. Within XPC_W1 the Simple Sensor (SS) bit 215;, shalhbe set to|1 to indicate
the presence of a Simple Sensor, 0 else.

The BSD block comprises the sensor type, measure span, ACC, sampling regime, high in-range] limit, low in-
range limit, monitor delay, high out-of-range alarm delay, low out-of-range alarm delay, and ajarms, all as
defined in Annex N.

The pontents of the Simple Sensor Data Block, see Annex N, shatl-be transmitted by the Tag slibsequent to
the WII after receiving an ACK in the course of an inventory reund in which transmission of Simple Sensor
Datal is enabled by properly setting the SSD Resp field in Flex Query or Query BAT. SSD |shall not be

trans
appr

The
In gs
neve;

If Sin
used
the H

mitted as default. The SSD block transmission as requested by the Interrogator by 4
ppriate flag in the inventory command (see 8.5) is defined in Table 113.

reply to the ACK command in case Simple Sensor Data transmission is requested is defined
neral, Simple Sensor Data is appearing like@an extension of the XPC data, which is the rea
r mentioned as explicit data in other clauses,*however, only XPC is mentioned.

nple Sensor Data is transmitted as part of the reply to the ACK command, a dynamic Packg
instead of the StoredPC available at Ull memory location 10, — 14, where the 5 most sign
PacketPC included in the Tag response shall be used to indicate the length of the Ull+X

extemnded by the SSD as shown in~Table 113. In this context length always refers to 16-bit words.

Table 113+ Tag reply to a successful ACK command if SSD is requested

sserting the

in Table 113.
son why it is

tPC shall be
ficant bits of
PC, but not

Response SSD PacketCRC
# of bits 2110 480 or 464 (see NOTE 1) 320r48 16
o Simple Sensor Data
Desgcription PC word, XPC words, Ul ) CRC-16
(according to Annex N)
NOTE 6 If a Tag does not support XPC_W?2 then the maximum of Ull + SSD is 480 bits. If a Tag supports XPC_W2

then the maximum length of Ull + SSD to be backscattered is reduced by one word to accommodate the optional
XPC_W2, so is 464 bits.

PacketCRC is a dynamic CRC to be calculated over all bits of the response to an ACK command received prior to the

CRC-

8.5.1

16.

A Memory mapped Simple Sensor

A memory mapped Simple Sensor is accessed by an Interrogator using memory read and write operations to
the RFID Tag.

© ISO/IEC 2013 — All rights reserved
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The Simple Sensor may be configured using the Write or BlockWrite commands and writing the entire Simple
Sensor Data block as defined in Annex N into the RFID Tag memory. Write operations to the Simple Sensor
Data block may be restricted by the use of write locking with access password, write permalocking, or other
means implemented by the RFID Tag. The RFID Tag may be implemented such that some parameter fields
(e.g. sensor type, span, accuracy) are not writeable by an Interrogator and these bits shall be ignored by the
RFID Tag when processing the Write or BlockWrite commands. The RFID Tag shall not permit setting alarm

conditions w

hen processing the Write or BlockWrite commands.

The Simple Sensor Data block may be obtained using the Read command.

Configuring the memory mapped Simple Sensor shall reset all the alarms within the Simple Sensor Data block,

stop the RT

>-and initialize the RTC to zero. The memory mapped Simple Sensor s disarmed when the

RTC

has a zero \
mapped Sin
conditions rg
the RTC sh4

8512 P
A ported Sin
The sensor
command de

A number o
encoding an
are defined i

8.6 Sensq

The Sensor
and sensor
ported sub-ty

Full function
characteristi
Sensor (FS)
ported throu
that are mat
HandleSens
ofaTagiss

8.6.1

Sensor accs
positions via

alue. Writing the current time to the RTC shall then start the RTC running and arm the me|
ple Sensor. Once armed, the sensor shall be monitored as configured and check for-the
quired to declare an alarm condition. If an alarm condition other than low battery is déc¢lared,
Il be stopped and its current time retained as a timestamp for when the event occufred.

prted Simple Sensor

nple Sensor is accessed by an Interrogator using dedicated sensor commands to the RFID
commands are delivered to the Tag as the payload encapsulated within the HandleSe
fined in 8.4. The ported Simple Sensor command set is defined infAnnhex O.

records are defined for inclusion on a mandatory or optional basis to support the proces
H subsequent diagnostics of a ported Simple Sensor. The perted Simple Sensor record struc]
h Annex O.

pr Directory System and Full Function Sensors

Hata. It applies to all sensor types, including Simple Sensors of both the memory mapped
pes, and to Full Function Sensors.

5 sensors may optionally be implemented on an 18000-6 Type C Tag. The Full Function S¢
cs and capabilities are given in‘the IEEE 1451.7 standard. Within XPC_W1 the Full Fun
bit 216, shall be set to 1 to jndicate the presence of a Full Function Sensor. These sensor,
hh a logical port. Sensor,mémory management is abstracted through the use of sensor re
ched to dedicated sensor'eommands. These commands are transported to the sensor throug
br command defined in 8'4. The Full Function Sensor set-up (available sensors, ports, types
becified in the SensorDirectory System (SDS) in regular Tag memory.

Sensor Access = General Approach

ss is handled via a fixed address for an initial hook to sensor information and mapped me|
SDS: All the information needed to access a particular sensor is given its SDS Entry.

ory
vent
then

Tag.
PNsor

sing,
tures

Directory System (SDS) is a simple directory, system to assist in efficient accessing of sefsors

and

bNSsor
ction
5 are
cords
h the

etc)

mory

8.6.1.1 SI

DS Address

Tags equipped with one or more Full Function Sensors shall provide a 32-bit SDS Address pointing to the
starting word address of a Sensor Directory System. The SDS Address shall be stored in the TID memory
(memory bank 10,) at memory word 22, MSB first.

It shall comprise of 6 bits reserved for future use (RFU), followed by 2 bits identifying the memory bank (MB)
where the SDS is stored, and a 24-bit field specifying the starting word address of the SDS in linear (non EBV)
format.
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Table 114 — Structure of SDS Address

RFU MB Word Address
# of bits 6 2 24
description | Reserved for | Memory bank SDS starting
future use selector word address

The gdefault value for the SDS Address shall be 0 for no sensor. Tags with one or more Full Fungtion Sensors
shalllhave a SDS Address # 0.
Figure 39 shows a detailed layout of a Tag’s TID memory if sensor access via SDS, Simple Sengor, and Tag
Capabilities Reporting and Setting are supported.
/| Record
2FO}1/ Type Number of Regords [14:0]
[]
/
ZEf)h Address.[15:0] Sync
/ Record
/ .
;DOh RFU [5:0] [':",'3] Address [23:16] nformation
/
,/ 2C0y, TCRS Size in Words [15:0] TCRS
/ Size
/
/ )
, 2B0y, Address [15:0] TCRS
// Locked [ o Address
/ 2A0;, RFU [4:0] Status [1:0] Address [23:16]
/ [0] :
/
/ Add 15:0
, 290, ress [15:0] RTC
/ MB Address
/’ 2805 RFU [5:0] [1:0] Address [23:16]
/
/
/ 270n Active
MBI11 USER SsD
260, Address
MB(10 TID 2504, SDS Size in words [8:0] SDS Size in entries [6:0]
SDS
SDS 1% Entry[  Alarm Ihformation
24 SDS Type [5:0] Size in Words| Reporting RFU [3:0]
MB|01 ull . On B0 | Piace 110
\\\ 230h Address [15:0]
MB[00 | Reserved \ oS
AN 220, RFU [5:0] [';"_'3] Address [23:16]
N ;
\ SDS
\ 210, Address [15:0] Flag
\\ j Status
RFU SDS Flag Size in MB . Word
\ 200 . . . Address [23:16] ori
v h | [1:0] Words [3:0] [1:0] Address
\\
\
\
004",

Figure 39 — Structure of TID memory
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8.6.1.2 Sensor Directory System (SDS) pointers

The Sensor Directory System (SDS) is pointed to by two pointers located in TID, namely, the SDS Flag Status
Word Address, and the SDS address, additionally, the SDS Information words are provided to access the
SDS more efficiently. The structure of those pointers and the SDS Information words is given in Figure 39.

The SDS Flag Status Word Address is provided so that sensor alarms may be given in a separate memory
location from the SDS Entries, in this way, the SDS entries can be completely hardcoded. The 24-bit address
is in non EBV format. The SDS Flag Status Word is followed by one or more SDS Flag words.

Table 115 — SDS Flag Status Word structure

Word Structure
. Alarm Flag BlockPermalock Lock Status
1 RFUISOL | {atency [3:0] Status [1:0] [3:0]

The interpretfation of the Alarm Flag Latency is given in Table 116.

Table 116 — Alarm Flag Latency field interpretation

Code Meaning

0000 Sensor Alarms not.supported

0001 Interrupt driven (near zero latency)

0010 Duty‘cycle driven

0011 Activation driven

0100 Poll driven

0101 Duty cycle, activation, and poll driven

0110 Sensor sample rate driven
0114 #1111 RFU

The BlockPgrmaloek:field description is given in Table 117. This refers to the BlockPermalock status gf the

SDS Flag Status'word and the SDS Flag words.
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Table 117 — BlockPermalock Field interpretation

Code Meaning
00 Not reported
01 Not BlockPermalocked
10 BlockPermalocked
11 RFU
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The Lock Status field description is given in Table 118. This refers to the Lock status if the SDS Flag Status
word and the SDS Flag words.

Table 118 — Lock Status Field interpretation

Code Meaning
Temp writable from open and secured states (Lock
0000 .
action 00)
0001 Permanently writable from open and secured states
(tockactiomot)
Temp writable from secured but not from open (Lock
0010 )
action 10)
0011 Temp not writable from any state (Lock action 14)
0100-1110 RFU
1111 Lock status is not reported

The structure of the SDS Flag word(s) is given in Figure 40.

Word Structure
SDS SDS | SDS | SDS | SDS
y Entry Entry | Entry | Entry | Entry
16 PR U R R N A A 4 3 > 1
Alarm Alarm | Alarm | Alarm | Alarm

Figure 40 — SDS Flag word(s) structure

Morg SDS Flag words are added as-heeded, and the number of words is given in the SDS Flag agldress word.

The BDS Information field makes the access to the SDS simpler and more efficient. It provides the SDS Type
to enable future definitions;‘the only SDS Type defined in this standard is 000000, all other valyes are RFU.
The First Entry Size in‘words is provided so that an Interrogator can read the SDS entries one byl one, or with
the did of the SDS_Size in words, read the whole SDS. The Alarm Reporting Place field interpretation is given
in the¢ Table 119.

Table 119 — Alarm Reporting Place field interpretation

Code Meaning
00 Alarms Not reported
01 Alarms Reported in SDS Flag
word only
10 Alarms Reported in SDS Entry
only
11 Alarms Reported in SDS Flag

word and SDS Entry
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8.6.1.3  SDS Entry Record

The SDS Entry Record Structure is shown in Figure 41.

USER
TID
230y
SDS Address 71— ntry n o
220, "E SDS Entry n (2. 3. or 7 words) W
OOh :
|
: SDS Entry 2 (2, 3, or 7 words) SDS
|
| SDS Entry 1 (2, 3, or 7 words)
|
| Active SSD Selector (SDS SDS SDS
= EF(l); © E(re]try numf):r(; ?G:E)] BI%‘;;ET}?('SCK s08 L[c;;(l;]Status ?/t;‘)t:'ds
Figure 41 — SDS
The first wond of the SDS is a status word. The structure of.the SDS Status word is given in Figure 41. Within
the SDS Status Word of Fig. 87, the SDS BlockPermalock, Status field bits are as given in Table 117, anfd the
SDS Lock Status field bits are as given in Table 118.:For a Tag that has multiple Simple Sensor capabilities,
writing the SPS entry into the “Active SSD Selector’sfield selects the SSD block that is backscattered after an
ACK commgnd (if so authorized by the Interrogator). This also routes the SSD block to the SSD addrefss (if
memory mapped) or updates the port number of the Simple Sensor (if ported). Since an SDS entry| may
correspond fo a Simple Sensor or a Full Function Sensor, the Tag must backscatter an error code whe the
“Active SSD| Selector” field is written with}a Full Function Sensor Entry number. Additionally, the Tag must

update the §SD size field accordingly;
Each sensol

one Simple $ensor since the information needed to access it is given in the TID pointers see

8.6.1.3.1 5DS Entry for-a Memory Mapped Simple Sensor

The structure for this:kind of entry is shown in Table 120.

(Simple of Full Function) must have an entry in the SDS (with the exception of Tags with

| Table 120 — SDS Entry for Memory Mapped Simple Sensors (3 words always) |

only
Figure 39).

Words Structure

Standard
Identifier [5:0]

Sensor Access
Method [1:0]

1 (Lowest
Memory Location)

Sensor Type

[3:0] (Annex N) Sensor Alarm [0]

Next Entry Size
in Words [2:0]

2 RFU [5:0] MB [1:0] SSD Address [23:16]

3 (Highest

Memory Location) SSD Address [15:0]
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Table 121 — Sensor Access Method Interpretation

The

Code Meaning
Simple Sensor Memory
00
Mapped
01 Simple Sensor Ported
10 REU
1 Full Function Sensor
Ported

Table 122 — Standard Identifier Interpretation

nterpretation of the Standard Identifier field is given in Table 122.

Code Meaning
000000 RFU
000001 IEEE 1451.7
000010 ISO/IEC 18000 6 Annex N
000011 ISO/IEC 18000 6 Annex O
000100~111411 RFU

Depending on the choice of the(manufacturer, the Sensor Alarm field may or may not contajn the alarm
information (see Table 119). The24-bit SSD address is not in EBV format.

8.6.1.3.2

The

SDS Entry-for a Ported Simple Sensor

structure for this Kind of entry is shown in Table 123.

Table 123 — SDS Entry for Ported Simple Sensors (2 words always)

Words Structure
1 Sensor I'E\l:,[Xt
(Lowest | Access Standard Sensor Type Sensor Sizer?ln
Memory Type Identifier [5:0] [3:0] Annex N Alarm
Location) | [1:0] o] | Words
' [2:0]
2
rlignest | port Number [6:0] RFU [8:0]
emory
Location)

© ISO/IEC 2013 — All rights reserved
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Port Number logically addresses a specific sensor attached to a Tag. Logical sensor addresses are assigned
in ascending order beginning with 0000000. The number of sensors attached to a Tag can be determined

from the number of SDS Entries field in the SDS information words.

8.6.1.3.3

SDS Entry for a Ported Full Function Sensor

The structure for this kind of entry is shown in Table 124.

Table 124 — SDS Entry for Full Function Sensors (3 or 7 words)

Words Structure
Sensor Standard Identifier Sensor Type [6:0] (See Sensor
1 Access [5:0] NOTE 1') Alarm
Type [1:0] ' [0]
TEDS Al
Type ¢} -Security
Next Entry Size . [2:0] Function
2 in Words [2:0] Port Number [6:0] (see Code
NOTE | [2:0] (see
1) NOTE 1)
Al Sensor SSensgr AuthenticCation 5 bits
. . ecurity . .
Security | Security . Encryption Units
) ) Function \ . RFU
3 Indicator | Indicator Code Funetion Code | Extension [1:0]
[0] (see | [1:0] (see [2:0] (see [2:0] (see [4:0] (see '
NOTE 1) | NOTE 1) NOTE 1) NOTE 1) NOTE 1)
4 :
(optional) SensoriD [63:48] (see NOTE 1)
5
Sensor ID [47:32] (see NOTE 1)
(optional)
6
Sensor ID [31:16] (see NOTE 1)
(optional)
7
Sensor ID [15:0] (see NOTE 1)
(optional)

NOTE These fields come from the IEEE 1451.7 standard.
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Extensible bit vectors (EBV)

Annex A
(normative)

An extensible bit vector (EBV) is a data structure with an extensible data range.

An E
bits.
geng

ISO/IEC 18000-63:2013(E)

If B represents the total number of bits in one block, then a block contains B — 1 data bits
ral EBV may contain blocks of varying lengths, Tags and Interrogators manufactured-aecd
Interpational Standard shall use blocks of length 8 bits (EBV-8).

mber of data
. Although a
rding to this

The data value represented by an EBV is simply the bit string formed by the data bits_as’read from left-to-right,

ignot|

Tags

Becs
with
bloch

This

ing the extension bits.

0
1
27 1 127
27 128
214 1 16383
214 16384

and Interrogators shall use the EBV-8 word format specified in Table A.1:

Table A.1 — EBV-8 word format

0 0000000

0 0000001

0 1111111

1 0000001 0000000

1 111113 1111111

1 0000001 0000000 |0 0000000

use each block has 7 data bits available, the EBV-8 can represent numeric values betwee
A single block. To represent the yalue 128, the extension bit is set to 1 in the first block, a
is appended to the EBV-8. In this'manner, an EBV-8 can represent arbitrarily large values.

International Standard uses EBV-8 values to represent memory addresses and Mask Length

n 0 and 127
nd a second

U7
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Annex B

(normative)

State-transition tables

B.1 Contents

State-transit
the different

1. Passive P
2. BAP PIE:
3. BAP Man

The term “hg
“slot” is the s
that a Tag n¢

Within the t4
BAP states |

B.2 State

Tag types as follows:
IE: see B.2
see B.3

chester: see B.4

ave capitalized first letters.

transition tables for passive

B.2.1 Present state: Ready

Table B.1 —Ready state-transition table

on Tables in sections B.2.1 to B.4.10 shall define a Tag’s response to Interrogator commang

5lot-counter output shown in Figure 19 and detailed in Annex J;~<{'in the “Action” column m
bither modifies its SL or inventoried flags nor backscatters a réply.

s for

ndle” used in the state-transition tables is defined in 6.4.2.4.5; errof.codes are defined in Anfnex I;

eans

bles, passive states and passive states shared by BAP are in lower case, whereas specifjcally

Command Condition Action Next State

slot=0; matching inventoried & SL flags backscatter new RN16 reply
Query?® slot<>Q;.matching inventoried & SL flags - arbitrate
Otherwise - ready
QueryRep all - ready
QueryAdjust all - ready
ACK all - ready
NAA dll - reaqay
Req_RN all - ready
Select all asse.zrt or de-?ssert SL, or ready
set inventoried to A or B

Read all - ready
Write all - ready
Kill all - ready
Lock all - ready
Access all - ready
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Command Condition Action Next State
BlockWrite all - ready
BlockErase all - ready

BlockPermalock all - ready
Invalid ® all - ready

@  Query starts a new round and may change the session. Query also instructs a Tag to load a new random value into

its slot counter.
“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a

Aot CRC orcar
offaRtWhh-a-or< o

b

B.2.2 Present state: Arbitrate

Table B.2 — Arbitrate state-transition table

Command Condition Action Next [State
slot=0; matching inventoried & SL flags backscatter new RN16 reply
Querya'b slot<>0; matching inventoried & SL flags - arbitrate
Otherwise - ready
slot=0 after decrementing slot counter. backscatter new RN16 reply
QueryRep
slot<>0 after decrementing slot counter - arbitrate
slot=0 backscatter new RN16 reply
QueryAdjust®
slot<>Q - arbitrate
ACK all - arbitrate
NAK all - arbitrate
Req_RN all - arbitrate
Select all asse_zrt or de—gssert SL, or reddy
set inventoried to A or B
Read all - arbitrate
Write all - arbitrate
Kill all - arbitrate
Loek all - arbitrate
Access all - arbitrate
Erase att = arbitrate
BlockWrite all - arbitrate
BlockErase all - arbitrate
BlockPermalock all - arbitrate
Invalid © all - arbitrate

Query starts a new round and may change the session.
Query and QueryAdjust instruct a Tag to load a new random value into its slot counter.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than a Query) with a session parameter not matching that of the
inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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B.2.3 Present state: Reply

Table B.3 — Reply state-transition table

Command Condition Action Next State
slot=0; matching inventoried & SL flags backscatter new RN16 reply
Querya'b slot<>0; matching inventoried & SL flags - arbitrate
otherwise - ready
QueryRep 2t = arbitrate
b slot=0 backscatter new RN16 reply
QueryAdjyst
slot<>0 - arbitrate
valid RN16 see Table 14 acknowledded
ACK
invalid RN16 - arbitrate
NAK all § arbitrate
Req_RN all - arbitrate
Select all assert or de-assert SL, or read
set inventoried to A or B y
Read all - arbitrate
Write all - arbitrate
Kill all - arbitrate
Lock all - arbitrate
Accesq all - arbitrate
BlockWrite all - arbitrate
BlockErase all - arbitrate
BlockPermalock all - arbitrate
T timeout See Figure-16and Table 13 - arbitrate
Invalid all - reply
@  Query starts a new round and-may change the session.
Query anld QueryAdjustinstruct a Tag to load a new random value into its slot counter.
¢ “Invalid’| shall mean-an efroneous command, an unsupported command, a command with invalid parameters, a command With
a CRC error, a command (other than a Query) with a session parameter not matching that of the inventory round currently in
progres$, or any‘other command either not recognized or not executable by the Tag.
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B.2.4 Present state: Acknowledged
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Table B.4 — Acknowledged state-transition table

Command Condition Action Next State
backscatter new RN16;
slot=0; matching inventoried® & SL transition inventoried® from A—B or B—A if repl
flags and only if new session matches prior Ply
session
Quert e bbb § iodb-8 SI transition inventoried® from A—B or B—A if
[ S "'““’""'ﬂa S - and only if new session matches prior arbitrate
9 session
transition inventoried from A—B or B—A'if
otherwise and only if new session matches prior ready
session
QueryRep all transition inventoried from A=B.or B—A ready
QueryAdjust all transition inventoried fromMA=B or B—A ready
valid RN16 see Table14 acknowledged
ACK
invalid RN16 - arbitrate
VAK all - arbitrate
valid RN16 & backscatter handle open
access password<>0 ——
Req_RN valid RN16 & backscatter handle secured
access password=0 ——
invalid RN16 - acknowledged
delect all assert or de-assert SL, or read
b set inventoried to A or B y
Read all - arbitrate
Write all - |arbitrate
Kill all - |arbitrate
| ock all - |arbitrate
Access all - |arbitrate
BlockWrite all - |arbitrate
BlogkErase all - |arbitrate
Blogkreraa! all - arbitrate
ock
To timeout See Figure 16 and Table 13 - arbitrate
Invalid © all - acknowledged

counter.

b As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
€ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a
CRC error, a command (other than a Query) with a session parameter not matching that of the inventory round currently in
progress, or any other command either not recognized or not executable by the Tag.

@ Query starts a new round and may change the session. Query also instructs a Tag to load a new random value into its slot

© ISO/IEC 2013 — All rights reserved
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B.2.5 Present state: Open

Table B.5 — Open state-transition table

Command Condition Action Next State
backscattgr new RN16; transition
slot=0; matching inventoried® & SL flags |nventqr|ed from .A_’B or B-A '.f and reply
only if new session matches prior
session
Query®® transition inventoried® from A—B or
y slot<>0; matching inventoried® & SL flags B—A if and only if new session matches arbitrate
prior session
transition inventoried from A—B or
otherwise B—A if and only if new session matches ready
prior session
QueryRe all transition inventoried from A—B or read
yR~ep B—A y
. transition inventoried from A—B or
QueryAdjust all BoA ready
valid handle see Table 14 open
ACK
invalid handle # arbitrgte
NAK all = arbitrate
valid handle backseatter new RN16 ope|||
Req_RN B -
invalid handle - ope|||
Select all assert or de-assert SL, or read
set inventoried to A or B 4
valid handle & valid memory access backscatter data and handle open
Read valid handle & invalid memory access backscatter error code ope|||
invalid handle - ope|||
valid handle & valid memory access backscatter handle when done ope|||
Write valid handle & invalid memory access backscatter error code ope|||
invalid handle - ope||1
valid handle & valid nonzero kill password & Recom = 0 backscatter handle when done killed
Kill valid handle & valid nonzero kill password & Recom <> 0 backscatter handle when done open
(see also valid handle & invalid fionzero kill password - arbitrate
Figure 23) valid handle & kill password=0 backscatter error code open
invalid handle - ope|||
Lock all - ope|||
Access valid. handle & valid access password backscatter handle securgd
(see also valid handle & invalid access password - arbitrgte
Figure 25) invalid handle - open
valid handle & valid memory access backscatter handle when done ope|||
BlockWrite valid handle & invalid memory access backscatter error code ope|||
invalid handle - open
valid handle & valid memory access backscatter handle when done open
BlockErase valid handle & invalid memory access backscatter error code open
invalid handle - open
BlockPermal
ock all — open
all, excluding valid commands interspersed between
Invalid 4 successive Kill or Access commands in a kill or access - open
sequence, respectively (see Figure 23 and Figure 25).
— All rights reserve
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a kill or access sequence, respectively (see Figure 23
and Figure 25).

Command Condition Action Next State
Otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access commands in _ arbitrate

a Query starts a new round and may change the session. Query also instructs a Tag to load a new random value into its slot counter.

b  As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.

c Asdescribed in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

d “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a CRC error, a
command (other than a Query) with a session parameter not matching that of the inventory round currently in progress, an otherwise valid
command interspersed between successive Kill or Access commands in a kill or access sequence, respectively; or any other command either not
recognized or not executable by the Tag.

B.2.6 Present state: Secured
Table B.6 — Secured state-transition table
Command Condition Action Next State
backscatter new RN16; transition
slot=0; matching inventoried® & SL flags inventoried® frofn A—B or B—A if and only iff reply
new session Mmatches prior session
Query®® o iagb - .
slot<>0; matching inventoried® & SL flags transition(inyentoried™ from A—B or BHAIf || appitrate
and only-if hew session matches prior session
. transition inventoried from A—B or B—A if
Otherwise . ) : . ready
and._only if new session matches prior session|
QueryRep All transition inventoried from A—B or B—A ready
QueryAdjust All transition inventoried from A—B or B—A ready
valid handle see Table 14 secured
ACK - -
invalid handle - arbitrate
NAK All - arbitrate
valid handle backscatter new RN16 secured
Req_RN - -
invalid handie - secured
Select all assert or de-assert SL, or read
set inventoried to A or B y
valid handle & yalid memory access backscatter data and handle secured
Read valid handle)& invalid memory access backscatter error code secured
invalid handle - secured
valid‘handle & valid memory access backscatter handle when done secured
Write valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid nonze(r)o kill password & Recom = backscatter handle when done killed
. valid handle & valid nonzero kill password & Recom <>
Kill 0 backscatter handle when done secured
($ealso
Figure 23) valid-handle &invalid-nonzero kill password arbitrate
valid handle & kill password=0 backscatter error code secured
invalid handle - secured
valid handle & valid lock payload backscatter handle when done secured
Lock valid handle & invalid lock payload backscatter error code secured
invalid handle - secured
Access valid handle & valid access password backscatter handle secured
(see also valid handle & invalid access password - arbitrate
Figure 25) invalid handle - secured
valid handle & valid memory access backscatter handle when done secured
BlockWrite valid handle & invalid memory access backscatter error code secured
invalid handle - secured
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Command Condition Action Next State
valid handle & valid memory access backscatter handle when done secured
BlockErase valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle, valid payload, & Read/Lock = 0 backscatter permalock bits and handle secured
valid handle, invalid payload, & Read/Lock =0 backscatter error code secured
BlockPermalock valid handle, valid payload, & Read/Lock = 1 backscatter handle when done secured
valid handle, invalid payload, & Read/Lock = 1 backscatter error code secured
invalid handle — secured
all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access - secured
sequence, respectively (see Figure 23 and Figure 25).
Invalid 9 Otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access .
; : . — arbitrpte
commands in a kill or access sequence, respectively
(see Figure 23 and Figure 25).

Query startg a new round and may change the session. Query also instructs a Tag to load a new random value into its-slot'counter.
As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
As described in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom/bits as though Recom = 0.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parametersy”a command with a CRC errgr, a
command (other than a Query) with a session parameter not matching that of the inventory round .eurfently in progress, an otherwise yalid
command ipterspersed between successive Kill or Access commands in a kill or access sequence, respectively; or any other command eitheff not
recognized|or not executable by the Tag.

o 0 T o

B.2.7 Present state: Killed

Table B.7 — Killed state-transition table

Command Condition Action Next State
Query all - killed
QueryRep all - killed
QueryAdjust all - killed
ACK all - killed
NAK all - killed
Req_RN all - killed
Select all - killed
Read all - killed
Write all - killed
Kill all - killed
Lock all - killed
Access all - killed
BlockWrite all - killed
BlockErase all - killed
BlockPermalock all - killed
Invalid 2 all - killed
@  “Invalid” shall mean an erroneous command, an unsupported command, a command
with invalid parameters, a command with a CRC error, or any other command either
not recognized or not executable by the Tag.
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B.3 State transition tables for BAP PIE

B.3.1 Present state: sleep

Table B.8 — sleep state-transition table

Command Condition Action Next State
N/A Sleep timer expires _ listen or

stateful listen

A/A
™/

RE dnh\n}nr] by t\pt:f\nc! Sl-ee-p mndn dn+nr\+t\r

battery ready

or-st.

teful

battery ready

B.3.2 Present state: low power listen
Table B.9 — low power listen state-transition table
Command Condition Action Next [State
N/A RF detected by low power listen mode _ ba:)trtzgtzefzclly
detector battery ready

B.3.B Present state: listen or stateful listen

Table B.10 — listen or stateful listen state-transition table

Command Condition Action

Next

IState

N/A RF detected(within time LT -

battery ready
or stateful
battery ready

N/A No RFE.detected within time LT -

statefyl sleep
or statgful low
powel listen

B.3.4 Present staté: stateful sleep or stateful low power listen

Table'B.11 — stateful sleep or stateful low power listen state-transition table

Command Condition Action Next [State
. . listgn or
N/A sleep timer expires - statefdl listen
. . . sleep or low
N/A Persistence timers all expire - power listen
N/A RF detected by optional sleep mode detector ~ bztrtigtﬁﬁ?y
or low power listen mode detector battery ready

© ISO/IEC 2013 — All rights reserved
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B.3.5 Present state: battery ready

Table B.12 — battery ready state-transition table

Command Condition Action Next State
0 a slot=0; matching inventoried & SL flags backscatter new RN16 reply
FlexueQnL/Je’r yd slot<>0; matching inventoried & SL flags - arbitrate
- Otherwise — battery ready
QueryRep all — battery ready
QueryAdjust all — battery ready
ACK el battery-ready,
NAK all — battery ready|
Req RN all — battery'ready
assert or de-assert SL, or
Select all set inventoried to A or B battery ready|
Read all — battery ready|
Write all — battery ready|
Kill all — battery ready|
Lock all — battery ready
Access all — battery ready
BlockWrite all — battery ready
BlockErafse all - battery ready|
BlockPermalock all — battery ready|
HandleSensor all — battery ready
Broadcast$ync all — battery ready
INACT_T F or stateful sleep ¢r
(Selective) Global BAP Tag supports Battery Saver Mode - stateful low power
Timeout listen
lNAC.T—T el BAP Tag does not support Battery Saver battery ready qr
(Selective) Global -
) A Mode stateful battery rgady
Timeout
Invalid all — battery ready|
@  Query stdrts a new round and may change the session. Query also instructs a tag to load a new random value into Its Blot
Counter.

“Invalid” shall mean an erroneous command,ah unsupported command, a command with invalid parameters, a command with a
CRC errof, or any other command either not recognized or not executable by the tag.

€ Details aout these timers can be found in sub-clauses 7.3.2.2 and 7.3.2.3.
Assumes [Tag Type Select field matches criteria, otherwise this command is ignored.

B.3.6 Present state: Arbitrate

Table B.13 — Arbitrate state-transition table

Command Condition Action Next State
ab slot=0; matching inventoried & SL flags backscatter new RN16 reply
Flgge(gyuer,yj slot<>0; matching inve.ntoried & SL flags - arbitrate
- otherwise - battery ready
QueryRep slot=0 after decrementing slot counter backscatter new RN16 reply
slot<>0 after decrementing slot counter — arbitrate
. b slot=0 backscatter new RN16 reply
QueryAdjust slot<>0 — arbitrate
ACK all — arbitrate
NAK all — arbitrate
Req RN all — arbitrate
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Command Condition Action Next State
Select Al assert or de-assert SL, or battery ready
set inventoried to A or B
Read All — arbitrate
Write all — arbitrate
Kill all — arbitrate
Lock all — arbitrate
Access all — arbitrate
Erase all — arbitrate
BlockWrite all — arbitrate
BfockErase att = aqbitrate
BlpckPermalock all — arbitrate
HandleSensor all — adbitrate
BloadcastSync all — adbitrate
NACT Tor statei}AI sleep or
(Selective) Global BAP Tag supports Battery Saver Mode - stateful low power
Timeout isten
NACT_T or battery ready or
(Se Iective?GIobaI BAP Tag does not support Battery Saver . state 3‘:' battséry
. Mode
Timeout eady
Invalid all - arpitrate

d 4

Duery starts a new round and may change the session.
Duery and QueryAdjust instruct a tag to load a new random value into its slot counter.

€ “Invalid” shall mean an erroneous command, an unsupported command,‘@ command with invalid parameters, a cojmand with a
CRC error, a command (other than a Query) with a session parameéter not matching that of the inventory rounf currently in
rogress, or any other command either not recognized or not exeeutable by the tag.

Assumes tag type select field matches criteria, otherwise this command is ignored.

B.3.Y Present state: Reply

Table.B.14 — Reply state-transition table

Command Condition Action Npxt State
slot=0; matehing inventoried & SL flags backscatter new RN16 reply
Queny™®, \ L . .
Rlex_Que ryd slot<=@;\matching inventoried & SL flags - a'rbltrate
Otherwise - ba*ery ready
QueryRep All - alrbitrate
/ slot=0 backscatter new RN16 reply
QueryAdjust
slot<>0 - a'rbitrate
Valid RN1S see Tapte 14 a’ck‘LowIedged
ACK
invalid RN16 - arbitrate
NAK all - arbitrate
Req_RN All - arbitrate
assert or de-assert SL, or
Select Al set inventoried to A or B battery ready
Read All - arbitrate
Write All - arbitrate
Kill All - arbitrate
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Command Condition Action Next State
Lock All - arbitrate
Access All - arbitrate
BlockWrite All - arbitrate
BlockErase All - arbitrate
BlockPermalock All - arbitrate
HandleSensor All - arbitrate
Broadcast$ync All - reply
T timeopt See Figure 16 and Table 13 - arbitrate
Invalid All - reply
Query starts a new round and may change the session.
Query and QueryAdjust instruct a tag to load a new random value into its slot counter.
€ “Invalid” phall mean an erroneous command, an unsupported command, a command with invalid parameters, a command wjith
a CRC drror, a command (other than a Query) with a session parameter not matching that of the inventory round currently{in
progresg, or any other command either not recognized or not executable by the tag.
d  Assumes tag type select field matches criteria, otherwise this command is ignored.

B.3.8 Present state: Acknowledged

Table B.15 — Acknowledged state-transition table

Command Condition Action Next State
backscatter new RN16;
slot=0; matching inventoried® & SL _|-fransition inventoried? from A—B or B—A if reol
flags and only if new session matches prior Py
session
Query”, ) - b transition inventoried® from A—B or B—A if
FIex_Queryj slot<>0; matchln]:];alnsventorled & SL and only if new session matches prior arbitrate
9 session
transition inventoried from A—B or B—A if
otherwise and only if new session matches prior Battery ready
session
QueryRep all transition inventoried from A—B or B—A Battery re:fdy
QueryAdjust all transition inventoried from A—B or B—A Battery re+dy
valid RN16 see Table 14 acknowledbed
ACK
¢ invalid-RN46 anHfaA
NAK all - arbitrate
valid RN16 & backscatter handle open
access password<>0
Req_RN valid RN16 & _ backscatter handle secured
access password=0
invalid RN16 - acknowledged
assert or de-assert SL, or
Select all set inventoried to A or B battery ready
Read all - arbitrate
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Command Condition Action Next State
Write all - arbitrate
Kill all - arbitrate
Lock all - arbitrate
Access all - arbitrate
BlockWrite all - arbitrate
BlockErase all - arbitrate
BlockPermaloc all _ arbitrate
k
HanpleSensor all - arbitrate
BroddcastSync all - acknowledged
T4 timeout See Figure 16 and Table 13 - arbitrate
Ihvalid © all - acknowledged
@  Query starts a new round and may change the session. Query also instructs a Tag\to load a new random valle into its slot
dounter.
b As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the)condition.
€ “nvalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a cojnmand with a
CRC error, a command (other than a Query) with a session parameterxnot matching that of the inventory rounjd currently in
grogress, or any other command either not recognized or not executable by'the Tag.
d  Assumes Tag Type Select field matches criteria, otherwise this command is ignored.

B.3.9 Present state: Open

Table B.16 —Open state-transition table

Cgmmand Condition Action Next State
backscatter new RN16; transition
slot=0; matching inventoried® & SL flags inventoried® from A—B or B—A if and only if reply
new session matches prior session
Ruery”, o 5 :
Flex_Query slot<>0; matching-inventoried® & SL flags transition inventoried™ from A—B or B-A if prbitrate
and only if new session matches prior session
otherwise transition inventoried from A—B or B—A if baktery read
and only if new session matches prior session f y y
QueryRep all transition inventoried from A—B or B—A baktery ready
QueryAdjust all transition inventoried from A—B or B—A baitery ready
valid handle see Table 14 open
ACK - - i
invalid handle - prbitrate
NAK all - hrbitrate
vatid-haneie backseatter-hew-RNHG——— | open
Req_RN - -
invalid handle - open
assert or de-assert SL, or
Select all set inventoried to A or B battery ready
valid handle & valid memory access backscatter data and handle open
Read valid handle & invalid memory access backscatter error code open
invalid handle - open
valid handle & valid memory access backscatter handle when done open
Write valid handle & invalid memory access backscatter error code open
invalid handle — open
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Command Condition Action Next State
valid handle & valid nonz_ero kill password & backscatter handle when done killed
Recom =0
. valid handle & valid nonzero kill password &
Kill Recom <> 0 backscatter handle when done open
(see also e—
Figure 23) valid handle & invalid nonzero kill password - arbitrate
valid handle & kill password=0 backscatter error code open
invalid handle - open
Lock all - open
Access valid handle & valid access password backscatter handle secured
(see also vatidtrarmdte-&mvatid-access password = arbitrate)
Figure 25) invalid handle - open
valid handle & valid memory access backscatter handle when done open
BlockWrite valid handle & invalid memory access backscatter error code open
invalid handle - open
valid handle & valid memory access backscatter handle when done open
BlockErase valid handle & invalid memory access backscatter error code open
invalid handle - open
BlockPermalogk all - open
. . backscatter header = 0, response code and open
valid handle & valid command payload handle when internal’processing done
HandleSensar ) ) ) backscatter header = 1, error code open
valid handle & invalid command payload (see Afinexl) and handle
invalid handle - open
BroadcastSyric all - open
INACT_T or| stateful sleep or
(Selective) BAP Tag supports Battery Saver Mode - stateful_ low power
Global Timeoyit listen
INACT_T or| battery ready or
(Selective) | | BAP Tag does not support Battery Saver Mode - stateful battery
Global Timeoyit ready
all, excluding valid commands(interspersed
between successive Kill or Access commands
in a kill or access sequenee, respectively - open
(see Figure 23tand-Figure 25).
Invalid d Otherwise valid commands, except Req_RN or
Query, interspersedbetween successive Kill or
Access ecommands in a kill or access - arbitrate
sequencey fespectively (see Figure 23
and Figure 25).

a Query startg a new rouhd-and may change the session. Query also instructs a Tag to load a new random value into its slot counter.

b  As described in 64.2,8, a Tag transitions its inventoried flag prior to evaluating the condition.

¢ Asdescribed i 6°4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

d “Invalid” sh an s d—an HASHPP rtad d—a A with invalid B 1 —a d-with-a-CRC—exdr, a
command (other than a Query) with a session parameter not matching that of the inventory round currently in progress, or any other command
either not recognized or not executable by the Tag.

€ Assumes Tag Type Select field matches criteria, otherwise this command is ignored.
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B.3.10 Present state: Secured

Table B.17 — Secured state-transition table

Command Condition Action Next State
backscatter new RN16; transition
slot=0; matching inventoried® & SL flags inventoried® from A—B or B—A if and only if reply
new session matches prior session
Query®, ... e :
e .
Flex_Query slot<>0; matching inventoried® & SL flags transition inventoried™ from A—B or BHAIf | appitrate
and only if new session matches prior session
SUTETWISS fmncifin_n inven.to.ni_ed.tmm.A:;B.gr.B:;ATi.f_ ready
and only if new session matches prior session
QueryRep all transition inventoried from A—B or B—A ready
QueryAdjust all transition inventoried from A—B or B—A ready
valid handle see Table 14 secured
ACK - -
invalid handle - arbitrate
NAK all - arbitrate
valid handle backscatterinew RN16 secured
Req_RN - -
invalid handle - secured
Select all assert or de-assert SL, or read
setinventoried to A or B y
valid handle & valid memory access backscatter data and handle secured
Read valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid memory access backscatter handle when done secured
Write valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid nonze(r)o kill password& Recom = backscatter handle when done killed
. valid handle & valid nonzero kill password & Recom <>
Kill 0 backscatter handle when done secured
($ee also
Figure 23) valid handle & invalid nonzero kill password - arbitrate
valid handle & kill password=0 backscatter error code secured
invalid handle - secured
valid handle & valid lock payload backscatter handle when done secured
Lock valid handle & invalid lock payload backscatter error code secured
invalid handle - secured
h ccess valid handle & valid access password backscatter handle secured
($ee also valid handle & invalid access password - arbitrate
Figure 25) invalid handle - secured
valid handle & valid memory access backscatter handle when done secured
BlockWrite valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid memory access backscatter handle when done secured
BlockErase valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle, valid payload, & Read/Lock =0 backscatter permalock bits and handle secured
valid handle, invalid payload, & Read/Lock =0 backscatter error code secured
BlockPermalock valid handle, valid payload, & Read/Lock = 1 backscatter handle when done secured
valid handle, invalid payload, & Read/Lock = 1 backscatter error code secured
invalid handle - secured
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Command Condition Action Next State

backscatter header = 0, response code and secured

valid handle & valid command payload handle when internal processing done

backscatter header = 1, error code secured
HandleSensor valid handle & invalid command payload
(see Annex |) and handle
secured
invalid handle -

BroadcastSync all - secured

INACT_T or stateful

» sleep or
(Selective) BAP Tag Supports Battery Saver vode = statef: low
Global Timeoyt powerlisten

battdry

|NACT_T or ready or

(Selective) BAP Tag does not support Battery Saver Mode - stateful

Global Timeo{it battary

ready

all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access - secufred
sequence, respectively (see Figure 23 and Figure 25).

Invalid @ Otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access
commands in a kill or access sequence, respectively
(see Figure 23 and Figure 25).

= arbitrpte

Query startg a new round and may change the session. Query also instructs a Tag to load a new random value into its slot counter.
As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
As described in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag,treats nonzero Recom bits as though Recom = 0.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a CRC errgr, a
command (other than a Query) with a session parameter not matching that «0f _the inventory round currently in progress, an otherwise yalid
command ihterspersed between successive Kill or Access commands in a kill or access sequence, respectively; or any other command eithel not
recognized|or not executable by the Tag.

Assumes Tag Type Select field matches criteria, otherwise this command iscignored.

o 0 T o
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B.3.11 Present state: Killed
Table B.18 — Killed state-transition table
Command Condition Action Next State
Query, Flex Query all — killed
QueryRep all — killed
QueryAdjust all — killed
ACK all - killed
NAK all - killed
Req RN all — killed
Select all — killed
Read all — killed
Write all — killed
Kill all - killed
Lock all - killed
Access all — killed
BlockWrite all — killed
BlockErase all — killed
BlockPermalock all — killed
HandleSensor all = killed
BroadcastSync all — killed
INACT_T or (Selective) BAP Tag supports _ killed
Global Timeout Battery Saver Mode
INACT T or (Selective) | DA+ 129 does not .
Global Timeout support Battery Saver - killed
Mode
Invalid @ all - killed
2  “Invalid” shall mean an erroneous.geofMmand, an unsupported command, a command with
invalid parameters, a command wjthha CRC error, or any other command either not recognized
or not executable by the Tag.
B.4 | State transition table's for BAP Manchester
B.4.1 Present state: Hibernate
Table B.19 — Hibernate state-transition table
Command Condition Action Next [State
‘Activation "
command all - ,.T:,tl ::::k
preamble
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B.4.2 Present state: Activation code check

Table B.20 — Activation code check state-transition table

Command Condition Action Next State
o Invalid Activation Mask - §tatefu|
Short Activation hibernate
command Valid Activation Mask or Wildcard (Wildcard Clear all timers, set inventoried flags to A, battery
authorized) deassert SL ready
Invalid Activation Mask - stateful
hibernate
Vali "
authorized), matching flag criteria, Session Locking ’ ’ ry
o deassert SL ready
Long Activatidn OFF
command Valid Activation Mask or Wildcard (Wildcard L att
authorized), matching flag criteria, Session Locking Program activating Session timeout timer ry
L ready
ON or Interrogator locking in effect
Valid Activation Mask or Wildcard (Wildcard _ stateful
authorized), mismatching flag criteria hiberrate
N/A Flag timer expires Set that flag to A as soon, as'current activation
operations allow code check
B.4.3 Present state: Stateful Hibernate
Table B.21 — Stateful Hibernate state-transition table
Command/Evént Condition Action Next State
all timers expired - hiber|+ate
Check flag timgrs . ) stateful
at least one flag timer active - X
hibernate
Activation . l
activation
command all -
code check
preamble
. . Set that flag to A as soon as current stateful
N/A flag timer expires . .
operations allow hibernate
190
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B.4.4 Present state: Battery Ready

Table B.22 — Battery Ready state-transition table

Command/Event Condition Action Next State

Manufacturer option to ignore
or “re-activate”. If re-activation
supported, then set
inventoried flag to A for the

Activation command . ) activation
all active battery ready session,
preamble code check
daeassert oL, ald go 1o
hibernate mode/activation
code check state
Query_BAT® | SIot=0; matehing inventoried & SLflags and | .y ssator newRit6 | foply
(Short Activation or
o ) <> . -
| ong Actlvanon_ with | slot<>0; matching |r.1v.entor|ed & SL flags and ) albitrate
Session Locking mini-select
OFF) Otherwise - battery ready
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching
activating session inventoried & SL flags ahd backscatter new RN16 reply
Query BAT? mini-select
Long Activation with Matching Interrogator ID (if Interrégator
$ession Locking ON) locking is in effect), slot<>0; matching .
s S . - arbitrate
activating session inventoried &'SL flags and
mini-select
Otherwise - battery ready
QueryRep all - battery ready
QueryAdjust all - battery ready
ACK all - battery ready
NAK all - battery ready
Req_RN all - battery ready
Select (Short
ACtIV?tIO.n or I_'ong assert or de-assert SL, or
Activatiop-with all . . battery ready
. . set inventoried to A or B
SessionCoeking
OFF)
Matching Interrogator ID (if Interrogator assert or de-assert SL, or
Select (Long locking is in effect), matching activating set activating session battéry ready
Activation with session, or Target is SL inventoried to A or B
Session Locking ON) )
Otherwise - battery ready
all
Read - battery ready
. all
Write - battery ready
. all
Kill - battery ready
all
Lock - battery ready
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Command/Event Condition Action Next State

all

Access - battery ready
. all

BlockWrite - battery ready
all

BlockErase - battery ready
all

BlockPermalock - battery ready
all

Broaficast ID - battery ready
all

Next - battery ready]

Matching Interrogator ID (if Interrogator

locking is in effect), matching activating stateful

session (if session locking is in effect), hibernate
matching inventoried & SL flags, Override=0

. . Set inventoried.flags to A,
Matching Interrogator ID (if Interrogator deassert-SL and clear stateful

locking is in effect), Override=1 . hibernate
timers

Deactilate BAT Matching Interrogator ID (if Interrogator

- locking is in effect), matching activating

session (if session locking is in effect), - battery ready

mismatching inventoried or SL flags,
Override=0

Mismatching Interrogator ID (if Interrogator
locking is in effect), mismatching{activating

session (if session locking is,in effect), - battery ready

Override=0
Set inventoried flags to A,
. stateful
Multirgte_Reset all deassert SL, and clear .
. hibernate
timers
Flag timer expires all Set that flag to A as soon battery readyj
as current operations allow
Set active session flag to A
(Selective) Global all and clear active session stateful
Timeout pr INACT_T flag timeout timer, hibernate
SL—-~SL
HandleSensor all - battery ready
BroadgastSync all - battery ready
OpRegrster
. I -
Read/Write a battery ready
Invalid ® all - battery ready

@ Query BAT starts a new round and may change the session. Query BAT also instructs a Tag to load a new random
value into its slot counter.

“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, or any other command either not recognized or not executable by the Tag.

b
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Table B.23 — Arbitrate state-transition table

Command Condition Action Next State
Manufacturer option to ignore
or “re-activate”. If re-activation
Activation ' supp.orted, then set o
inventoried flag to A for the activation
command all . .
active battery ready session, code check
preamble
deassert oL, ald go 1o
hibernate mode/activation
code check state
Query BAT®® slot=0; matching :;ﬁg:;;d & SL flags and backscatter new RN16 eply
(Short Activation or
| ong Activation with | slot<>0; matching inventoried & SL flags and 3 arbitrate
Session Locking mini-select
OFF) Otherwise =~ battery ready
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching activating
session inventoried & SL flags and mini- bAckscatter new RN16 eply
Query BAT®" select
(Lo.ng ACt'V?t'on Matching Interrogator ID (if Interrogator
with Sesswn locking is in effect), slot<>0; matching 3 arbitrate
Locking ON) activating session inventoried & Slk<flags and
mini-select
Otherwise - arpitrate
Matching Interrogatar 1D (if Interrogator
locking is in effect), sfot=0 after decrementing backscatter new RN16 eply
slot counter
QueryRep : :
Matching Interrogator ID (if Interrogator
lockingris in effect), slot<>0 after - arpitrate
decrementing slot counter
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0 backscatter new RN16 eply
. b . .
QueryAdjust Matching I.nte'rro.gator ID (if Interrogator _ arbitrate
locking is in effect), slot<>0
Otherwise - arpitrate
ACK all - arpitrate
NAK all - arpitrate
Req_RN all - arbitrate
Select (Short
Activation or Long assert or de-assert SL, or
Activation with all ’ battery ready

Session Locking
OFF)

set inventoried to A or B

Select (Long
Activation with
Session Locking
ON)

Matching Interrogator ID (if Interrogator
locking is in effect), matching activating
session, or Target is SL

assert or de-assert SL, or
set activating session
inventoriedto Aor B

battery ready

Otherwise

arbitrate

Read

all

arbitrate
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Command Condition Action Next State
Write all - arbitrate
Kill all - arbitrate
Lock all - arbitrate
Access all - arbitrate
Erase all - arbitrate
BlockWrite all - arbitrate
BlogkErase all - arbitrate
BlockRermalock all - arbitrate
Broagicast ID all - arbitrate
Next all - arbitrate
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating : stateful
session (if session locking is in effect), hibernate
matching inventoried & SL flags, Override=0
Matching Interrogator ID (if Interrogator Setinventoried flags to A, stateful
C . deassert SL, and clear .
locking is in effect), Override=1 f hibernate
Deactilyate BAT Imers
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating
session (if session locking is in effect), - battery ready
mismatching inventoried or SL flagsy
Override=0
otherwise - arbitrate
Set inventoried flags to A, cateful
Multirgte _Reset all deassert SL, and clear s atetu
- . hibernate
timers
. . Set that flag to A as soon .
Flag timer expires all . arbitrate
as current operations allow
Set active session flag to A
(Selectlve) Global ol ; 9
Timkout or all and clear active session stateful
INACT T flag timeout timer, hibernate
SL—->~SL
HandleSensor all - arbitrate
BroadfrastSync all - arbitrate
OpRegister .
Read/Write all = arbitrate |
Invalid © all - arbitrate

@ Query_BAT starts a new round and may change the session.
Query_BAT and QueryAdjust instruct a Tag to load a new random value into its slot counter.

€ “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a
command with a CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not
matching that of the inventory round currently in progress, or any other command either not recognized or not
executable by the Tag.
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Table B.24 — Reply state-transition table

Command Condition Action Next State
Manufacturer option to ignore or “re-
activate”. If re-activation supported,
Activation command all then set inventoried flag to A for the | activation code
preamble active battery ready session, deassert check
SL, and go to hibernate
moderactivation code check state
Query BA TaP slot=0; matc::g ::i‘r’f;;?;gd & SL flags backscatter new RN16 reply
(Short Activation or
Long Activation with | slot<>0; matching inventoried & SL flags : rbitrate
Session Locking and mini-select i
OFF) otherwise - baltery ready
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching
activating session inventoried & SL flags backsggfter new RN16 reply
Ruery BAT?® and mini-select
(l_opg ACt'V?t'on Matching Interrogator ID (if Interrogator
with Sessmn locking is in effect), slot<>0; matching _ bitrat
Locking ON) activating session inventoried & SL flags protrate
and mini-select
Otherwise - reply
Matching Interrogator ID (if Interrogator .
QueryRep locking is in effect) prbitrate
otherwise - reply
Matching Interrogator\D (if Interrogator
Iogcking is ?n effect)( slot=0 9 backscatter new RN16 reply
QueryAdjust b Matching Interregator ID (if Interrogator : rbitrat
locking-is in effect), slot<>0 protrate
Otherwise - reply
valid RN16 see Table 14, Backscatter SSD if acKnowledged
ACK authorized (see 8.5.1)
invalid RN16 - reply
Matching Interrogator ID (if Interrogator _ bitrat
NAK locking is in effect) profrate
Otherwise - reply
Req RN all - arbitrate
Select (Short
Activation or Long
oo . assert or de-assert SL, or
Activation with all . . battery ready
Session Locking set inventoried to A or B
OFF)
Select (Long Matching Interrogator ID (if Interrogator assert or de-assert SL, or
Activation with locking is in effect), matching activating | set activating session inventoried | battery ready
Session Locking session, or Target is SL toAorB
ON) Otherwise - reply
Read all - arbitrate
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Command Condition Action Next State

Write all - arbitrate

Kill all - arbitrate

Lock all - arbitrate

Access all - arbitrate

BlockWrite all - arbitrate

BlockErase all - arbitrate

BlockPermalock all - arbitrate
Broadcast ID all - reply
Next all - reply

Matching Interrogator ID (if Interrogator

locking is in effect), matching activating

session (if session locking is in effect), - stateful hiberpate

matching inventoried & SL flags,
Override=0

Matching Interrogator ID (if Interrogator Set inventoried\flags to A,

Deactivaté BAT locking is in effect), Override=1 deassert SL_and clear timers stateful hiberpate

Matching Interrogator ID (if Interrogator
locking is in effect), matching activating

session (if session locking is in effect), - battery ready
mismatching inventoried or SL flags,
Override=0
otherwise - reply
Multirate_|Reset all Set inventoried flags to A, stateful hibernate

deassert SL, and clear timers

Set that flag to A as soon as

Flag timer pxpires all current operations allow reply
T, timgout See Figure 16 and Table 13 - arbitrate
HandleSgnsor all - arbitrate

BroadcadtSync all - reply
gg:j/%ig all - arbitrate

Invaligl © all - reply

@ Query_BAT starts @'new round and may change the session.
Query_BATzand-QueryAdjust instruct a Tag to load a new random value into its slot counter.

€ “Invalid’ shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command With
a CRC error, a command (other than Query BAT or Deactivate_BAT ) with a session parameter not matching that of the
inventory round currently in progress, or any other command either not recognized or not executable by the Tag.
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Table B.25 — Acknowledged state-transition table

with Session
Locking OFF)

set inventoried to A or B

Command Condition Action Next State
Manufacturer option to ignore or “re-activate”. If
Activation re-activation supported, then set inventoried flag L
] . activation code
command all to A for the active battery ready session, deassert check
preamble SL, and go to hibernate mode/activation code
check state
backscatter new RN16:
slot=0; matching inventoried® & SL | transition inventoried® from A—B or B—A if repl
Query BAT? flags and mini-select and only if new session matches prior Py
(Shqrt Activation session
g - . b .
o L.ong . slot<>0: matching inventoried® & SL transition |n\{entor|ed from A—Bor B.—>A if _
Actfvation with . and only if new session matches,prior arbitrate
. . flags and mini-select -
Sesgion Locking session
OFF) transition inventoried from As>B or B—A if
otherwise and only if new session matches prior battery ready
session
Matching Interrogator ID (if
Interrogator.locklng is _|n effect?, backscatter new RN16:
slot=0; matching activating session e . S reply
. . b L transition inventoried® from A—B or B—A
a inventoried® & SL flags and mini-
Query_BAT select
(Lopg Act|v§t|on Matching Interrogator ID (if
with Session Interrogator locking is in effect), _
Logking ON) . . -~ . backscatter new RN16; .
slot<>0; matching activating session . . b arbitrate
: < 1b - transition inventoried® from A—B or B—A
inventoried® & SL flags and mini-
select
otherwise - acknowledged
Matching Inter!'og:.;\tqr 1DA(if transition inventoried from A—B or B—A battery ready
QueryRep Interrogator locking is.in"effect)
otherwise - acknowledged
Matching Inter.rog:.ato.r ID (it transition inventoried from A—B or B—A battery ready
QyeryAdjust Interrogator. locking is in effect)
otherwise - acknowledged
valid RN16 see Table 14, Backscatter SSD if authorized acknowledged
ACK (see 8.5.1)
invalid RN16 - arbitrate
Matching Interrogator ID (if .
LT - arbitrate
NAK Interrogator locking is in effect)
otherwise - acknowledged
valid RN16 & o et
DaCRSCatter marare open
access password<>0
Req_RN valid RN16 & backscatter handle secured
access password=0
invalid RN16 - acknowledged
Select (Short
Actlvatlgn o.r assert or de-assert SL, or
Long Activation all

battery ready

© ISO/IEC 2013 — All rights reserved
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Command

Condition

Action

Next State

Select (Long
Activation with
Session Locking

Matching Interrogator ID (if
Interrogator locking is in effect),
matching activating session, or

assert or de-assert SL, or
set activating session inventoried to A or B

battery ready

Target is SL
ON) Otherwise - acknowledged
Read all - arbitrate
Write all - arbitrate
Kill all - arbitrate
Lock att = arbitratg
Access all - arbitratel
BlockWrite all - arbitrate
BlockErasg all - arbitratel
BlockPermalpck all - arbitratel
Broadcast ID all - acknowledJ]ed
valid RN16 Backscatter RN16 stateful hibernate
Next invalid RN16 - acknowledged

Deactivate_ BAT

Matching Interrogator ID (if
Interrogator locking is in effect),
matching activating session (if

session locking is in effect),

matching inventoried & SL flags,
Override=0

stateful hibefnate

Matching Interrogator ID (if
Interrogator locking is in effect),
Override=1

Set inventoried flags to A, deassert SL, and
clear timers

stateful hibegrnate

Matching Interrogator ID (if
Interrogator locking is in effect),
matching activating session (if

session locking is in effect);
mismatching inventoried or SL

flags, Override=0

battery ready

otherwise - acknowledged
Multirate_Reset all Set inventoried flags t.o A, deassert SL, and stateful hibefnate
clear timers
Flag timer Set that flag to A as soon as current
. all . acknowledged
expires operations allow ?
T, timeou Seé Figure 16 and Table 13 - arbitratel
HandleSengor all - arbitratel
BroadcastSync all - acknowledgl;ed
OpRegister _ |
Read/Write all - arbitrate
Invalid € all - acknowledged

slot counter.
b

C

As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.
“Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a
CRC error, a command (other than Query_BAT or Deactivate_BAT) with a session parameter not matching that of the inventory
round currently in progress, or any other command either not recognized or not executable by the Tag.

Query BAT starts a new round and may change the session. Query BAT also instructs a Tag to load a new random value into its
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Table B.26 — Open state-transition table

Command Condition Action Next State
Manufacturer option to ignore or “re-activate”.
Activation ) If re-a}ctivation supported, th_en set o
inventoried flag to A for the active battery activation code
Command all ]
Preamble I_'eady session, dea_sser_t SL, and go to check
hibernate mode/activation code check
state
. b backscatter new RN16; transition
Query Bara | SO0 matching inventoried™& SLflags | ;1\ entoried? from A—B or B-A if and only if reply
(Shdrt Activation new session mafches prior session
or Lopg Activation |  slot<>0; matching inventoried® & SL flags | transition inventoried® from A—B or B—A if rbitrate
with Session and mini-select and only if new session matches prior session r
Logking OFF) . transition inventoried from A—B or B—A if l
otherwise . ) : , baftery ready
and only if new session matches prior session
Matching Interrogator ID (if Interrogator
locking is in effect), slot=0; matching backscatter new RN16{ |
activating session inventoried? & SL flags | transition inventoried? from A“B or B—A rey
Query_BAT? and mini-select
(Lorg Activation Matching Interrogator ID (if Interrogator
with Session locking is in effect), slot<>0; matching backscatternew RN16: )
Ldcking ON) o L . b o N\ ’ prbitrate
activating session inventoried” & SL flags | transition inventoried® from A—B or B—A
and mini-select
otherwise — open
Matching Inter_roggto_r ID (if Interrogator transition-inventoried from A—B or B—A baftery ready
QueryRep locking is in effect)
otherwise — open
QleryAdjust Matching Ilnot S:irr?g?;oi;Ig)ﬁ(;fcl?terrogator transition inventoried from A—B or B—A baftery ready
otherwise — open
valid handle see Table 14, Backscatter SSD if authorized open
ACK - -
invalid handle — open
Matching Interrogator ID (if Interrogator .
NAK § Iocking is in eff(ect) ° - prbitrate
otherwise — open
Req RN .valic.i handle backscatter new RN16 open
invalid handle — open
Sdlect (Short
Activation or Long
Actjvation with all assert or de-assert SL, or baftery ready
Session Locking set inventoried to A or B
OFF)
Sglect (Lon Matching Interrogator ID (if Interrogator
Act vaticgn wi?h locking |gs in effegt), matcr(ling activgating _ assert or de-assert SL, or baltery ready
Sesgion Locking session, or Target is SL set activating session inventoried to A or B
ON) Otherwise — open
valid handle & valid memory access backscatter data and handle open
Read valid handle & invalid memory access backscatter error code open
invalid handle — open
valid handle & valid memory access backscatter handle when done open
Write valid handle & invalid memory access backscatter error code open
invalid handle — open
valid handle & vagd nonz_ero kill password & backscatter handle when done killed
ecom =0 I
Kill valid handle & valid nonzero kill password &
(see also Recom <> 0 backscatter handle when done open
Figure 23) valid handle & invalid nonzero kill password — arbitrate
valid handle & kill password=0 backscatter error code open
invalid handle — open
Lock all — open
Access valid handle & valid access password backscatter handle secured
(see also valid handle & invalid access password — arbitrate
Figure 25) invalid handle — open
valid handle & valid memory access backscatter handle when done open
BlockWrite valid handle & invalid memory access backscatter error code open
invalid handle — open
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Command Condition Action Next State

valid handle & valid memory access backscatter handle when done open

BlockErase valid handle & invalid memory access backscatter error code open

invalid handle — open

BlockPermalock all — open

Broadcast ID all — open
Next valid RN16 _handle Backscatter RN16 _handle stateful hibernate

invalid RN16 handle — open

Matching Interrogator ID (if Interrogator
locking is in effect), matching activating
session (if session locking is in effect),

stateful hibernate

otherwise valid command in?erspersed b
command either not recognized or not executable by the Tag.

Ay inventoried & St 1ags, OVEITae=uU
Matching Interrogator ID (if Interrogator Set inventoried flags to A, deassert SL, and \
Tq . 9 ( ) 9 9 ) stateful-hibernate
) locking is in effect), Override=1 clear timers
Deactivate_ BAT - -
Matching Interrogator ID (if Interrogator
locking is in effect), matching activating
session (if session locking is in effect), - battery reaqy
mismatching inventoried or SL flags,
Override=0
otherwise — open
Set inventoried flags to A, deassert SL, and .
Multirate_Redet all 9 ) stateful hiberpate
clear timers
. Set that flag to A as/sgen’ as current
Flag timer expires all ) open
operations allow
(Selef: five) Glgbal Set active session flag to A and clear active .
Timeout or all session flad timeout timer. SL>~SL stateful hiberpate
INACT_T 9 '
valid handle & valid command payload backscatter, hea(_ier =0, response code and open
— handle when internal processing done
HandleSensor valid handle & invalid command payload backscatter header = 1, error code open
(see Annex |) and handle
invalid handle - open
BroadcastSync all — open
OpRegister
Read/Write) all B open
all, excluding valid commandsinterspersed
between successive Kill'or Access
; ; - open
commands in a kill or aceess sequence,
respectively (see Figure 23 and Figure 25).
Invalidd Otherwise valid cemimands, except Req_RN
or Query_BAT,.interspersed between
successive Killor Access commands in a kill - arbitrate
or aecess sequence, respectively
(8ee Figure 23 and Figure 25).
a Query_BAT]|starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value into its slot counter.
b As describefd in 6.4.2:8:a Tag transitions its inventoried flag prior to evaluating the condition.
¢ Asdescribefd in 6/4.2)11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.
d “Invalid” shfll, méan an erroneous command, an unsupported command, a command with invalid parameters, a command with a CRC errpr, a
command (bther than Query BAT or Deacti i i i f . L. an
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Table B.27 — Secured state-transition table

Command Condition Action Next State
Manufacturer option to ignore or “re-
activate”. If re-activation supported, then set activation
Activation command all inventoried flag to A for the active battery code
preamble ready session, deassert SL, and go to check
hibernate mode/activation code check
state
' 5 — backscatter new RN16: fransition
slot=0; matching |nven;g|r;1t:l & SL flags and mini- inventoried® from A—B or BA if and only reply
if new session matches prior session
Duery BAT@ . b
(Shport Activation or | slot<>0; matching inventoried? & SL flags and mini- transition inventoried™ from A>g.or 54 bitrat
Lonly Activation with select if and only if new session mafiches prior arbitrate
Sessjon Locking OFF) session
transition inventoried(from A—B or B—Al|if batter
otherwise and only if new session matches prior y
- ready
session
Matching Interrogator ID (if Interrogator locking is in )
effect), slot=0; matching activating session backscatter new RN16; reply
inventoried?® & SL flags and mini-select transition'inventoried® from A—B or B}
puery_BAT® Matching | ID (if | locking is i
(Lorlg Activation with atching Interrogator ID (if Interrogator locking is in ]
Sesgion Locking ON) effect), slot<>0; matching activating session backscatter gew RN16; arbitrate
inventoried® & SL flags and mini-select {ransition inventoried” from A—B or B—A
otherwise - secured
Matching Interrogator ID (if Interrogator locking is in transition inventoried from A—B or B/ battery
QueryRep effect) ready
otherwise - secured
' Matching Interrogator ID (if Interrogator locking is in transition inventoried from A—B or B/ battery
QueryAdjust effect) ready
otherwise - secured
valid-Rahdle see Table 14, Backscatter SSD if authorized secured
ACK - (see 8.5.1)
invalid handle - secured
K Matching Interrogator IeDﬁ(en; :;ﬂerrogator locking is in _ arbitrate
otherwise - secured
Rea RN valid handle backscatter new RN16 secured
e
i invalid handle - secured
Select (Short
Activation or Long all assert or de-assert SL, or battery
Activation with Session set inventoried to A or B ready
llocking OFF)
Seleqt (Long.Activation | Matching Interrogator ID (if Interrogator locking is in assert or de-assert SL, or battery
with [Session Locking | effect), matching activating session, or Target is SL | set activating session inventoried to A or| | ready
Oy Otherwise - secured
valid handle & valid memory access backscatter data and handle secured
Read valid handle & invalid memory access backscatter error code secured
invalid handle - secured
valid handle & valid memory access backscatter handle when done secured
Write valid handle & invalid memory access backscatter error code secured
invalid handle - secured
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Command Condition Action Next State
valid handle & valid nonzze(r)o kill password & Recom backscatter handle when done killed
. valid handle & valid nonzero kill password & Recom
Kill <0 backscatter handle when done secured
(see also
Figure 23) valid handle & invalid nonzero kill password - arbitrate
valid handle & kill password=0 backscatter error code secured
invalid handle - secured
valid handle & valid lock payload backscatter handle when done secured
Lock valid handle & invalid lock payload backscatter error code secured
rvatic-handte seeyred
Access valid handle & valid access password backscatter handle secyred
(see alsp valid handle & invalid access password - arbitrate
Figure 25) invalid handle - secyred
valid handle & valid memory access backscatter handle when done secyred
BlockWrfte valid handle & invalid memory access backscatter error code secyred
invalid handle - secyred
valid handle & valid memory access backscatter handle when done secyred
BlockErake valid handle & invalid memory access backscatter, error code secyred
invalid handle ~ secyred
valid handle, valid payload, & Read/Lock =0 backscatter-permalock bits and handle secyred
valid handle, invalid payload, & Read/Lock = 0 backscatter error code secured
BlockPermalock valid handle, valid payload, & Read/Lock = 1 backscatter handle when done secyred
valid handle, invalid payload, & Read/Lock =1 backscatter error code secyred
invalid handle — secyred
Broadcast ID all - secured
valid RN16_handle Backscatter RN16_handle statpful
Next hibemate
invalid RN16_handle - secuyred
Matching Interrogator ID (if Intefrogator locking is in
effect), matching activating_session (if session _ stateful
locking is in effect), matching inventoried & SL hibermate
flags, Qverride=0
Matching Interrogator ID (if Interrogator locking is in Set inventoried flags to A, deassert SL, stateful
Deactivate |BAT effect), Override=1 and clear timers hibernate
Matching Interrogator ID (if Interrogator locking is in
effect), matching activating session (if session _ battery
lockingis in effect), mismatching inventoried or SL ready
flags, Override=0
otherwise - secuyred
Multirate_Redet all Set |nventor|e:I fllags }_o A, deassert SL, stateful
anc-clearumers hibernate
Flag timer expires all Set that flag to A as soon as current
9 p operations allow secured
(Selective) Global all Set active session flag to A and clear active | stateful
Timeout or INACT_T session flag timeout timer, SL—~SL hibernate
. . backscatter header = 0, response code and
valid handle & valid command payload handle when internal processing done secured
HandleSensor valid handle & invalid command payload backscatter header = 1, error code secured
- (see Annex |) and handle
invalid handle - secured
BroadcastSync all - secured
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Command Condition Action Next State
valid handle, read, valid reg ID and wordcount backscatter read bit, handle, and data secured
OpRegister valid handle, write, valid reg ID and wordcount backscatter write bit, handle when done secured
Read/Write valid handle, invalid reg ID or wordcount backscatter read/write bit, error code secured
invalid handle - secured
all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or _ secured
access sequence, respectively (see Figure 23
d and Figure 25).
Invalid - -
Otherwise valid commands, except Req_RN or
?uery, |ntersper§ed_ betl\/\_lltlaen successive Kill or _ arbitrate
Access-commands-akil-oraceessseguenes;
respectively (see Figure 23 and Figure 25).

a Query BAT starts a new round and may change the session. Query_BAT also instructs a Tag to load a new random value int©its slof counter.

b  As described in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.

¢ As described in 6.4.2.11.3.4, if a Tag does not implement recommissioning then the Tag treats nonzero Recom bits as though Recom|= 0.

d  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a‘¢ommand with ja CRC error, a
dgommand (other than Query_BAT or Deactivate_BAT) with a session parameter not matching that of the inventory round currently|in progress, an
dtherwise valid command interspersed between successive Kill or Access commands in a kill or access.sequence, respectively; or any other
dommand either not recognized or not executable by the Tag.
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B.4.10 Present state: Killed

204

Table B.28 — Killed state-transition table

Command Condition Action Next State
Activation Command
Preamble all - Killed
Query_BAT all - Killed
QueryRep all - Killed
QueryAdjust all - Killed
ACK all - Killed
NAK all - Killed
Req_RN all - killed
Select all - killed
Read all - killed
Write all - killed
Kill all - killed
Lock all - killed
Access all - killed
BlockWrite all - killed
BlockErase all — killed
BlockPermalock all - killed
Broadcast ID all - killed
Next all - killed
Deactivate BAT all - killed
Set that flag to A as
Flag timer expires all soon as current killed
operations allow
e | OF_a —
Multirate_Reset all - killed
HandleSensor all - killed
BroadcastSync all - killed
ggfs/gﬁfer all - killed
Invalid @ all - killed
@ “Invalid” shall mean an erroneous command, an unsupported command, a command with
TMVatitparameters,—aCommand-—with—a—CRE—eTTor—or—any OtherCommandsither ot
recognized or not executable by the Tag.
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Annex C
(normative)

Command-response tables

63:2013(E)

C.1 Contents
Command-response tables in sections C.2.1 to C.4.31 shall define a Tag’s response. 'to| Interrogator
cominands for the different Tag types as follows:
1. P3ssive PIE: see C.2
2. BAP PIE: see C.3
3. BAP Manchester: see C.4
The ferm “handle” used in the state-transition tables is defined in 6.4.2:4\5; error codes are defined in Annex I;
“slot’| is the slot-counter output shown in Figure 19 and detailed in.Annex J; “-* in the “Response” column
means that a Tag neither modifies its SL or inventoried flags nor'backscatters a reply.
With|n the tables, passive states and those shared with paSsive are in lower case, whereas spegcifically BAP
statels are indicated by a capitalized first letter.
C.2{Command response tables for passive
C.2.1 Command response: Power-up
Table C.1— Power-up command-response table
Starting State Condition Response Next State
readly, arbitrate, reply, acknowledged, power-up _ ready
open, secured
killed all - killed
C.2.2 Command response: Query
Table C.2 — Query’ command-response table
Starting State Condition Response Next State
slot=0; matching
inventoried & SL flags backscatter new RN16 reply
ready, arlbltrate, slot<>0; matching _ arbitrate
reply inventoried & SL flags
Otherwise - ready
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Starting State Condition Response Next State
ilf",‘:;to;r?;ffj zngL backscatter new RN16; transition inventoried® from A—B repl
flags or B—A if and only if new session matches prior session Ply
lot<>0; matchin . . . .
i?\\?:ant?)’riejf’c&ls?_ transition inventoried® from A—B or B—A if and only if arbitrate
acknowledged, new session matches prior session
open, secured flags
all other conditions transition inventoried from A—B or B—A if and only if new read
session matches prior session y
Otherwise - ready.
killed All - killed
@  Query (infany state other than killed) starts a new round and may change the session; Query also instructs d/Tag to load 4 new
random value into its slot counter.
b Asdescriffed in 6.4.2.8, a Tag transitions its inventoried flag prior to evaluating the condition.

C.2.3 Command response: QueryRep

Table C.3 — QueryRep command-response table 2

Starting Stite Condition Response Next State
ready all - ready
slot<>0 after decrementing slot counter - arbitrate
arbitrate
slot=0 after decrementing slot counter backscatter new RN16 reply|
reply all - arbitrate
acknowledged, all transition inventoried from A—B or B—A ready
open, securned
killed all - killed
a8  See C.2.1B for the Tag response to a QuéryRep whose session parameter does not match that of the current inventory round.

C.2.4 Command response: QueryAdjust

Table C.4 — QueryAdjust2 command-response tableP

Starting Sta'te Condition Response Next Stfte
ready I att = rea'd;J
arbitrate, slot<>0 - arbitrate
reply Slot=0 backscatter new RN16 reply
acknowledged L .
gec all transition inventoried from A—B or B—A ready
open, secured
killed all - killed
a8 QueryAdjust, in the arbitrate or reply states, instructs a Tag to load a new random value into its slot counter.
b See C.2.18 for the Tag response to a QueryAdjust whose session parameter does not match that of the current inventory round.
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C.2.5 Command response: ACK

Table C.5 — ACK command-response table

Starting State Condition Response Next State
Ready all - ready
Arbitrate all - arbitrate

valid RN16: backscatter {PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI, acknowledged

Reply PacketCRC} or {000002, truncated Ull, StoredCRC}
mvatidRN16 = arbitrate
. . backscatter {PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI,
ackhowledged | 0 N1 PacketCRC} or {000002, truncated Ull, StoredCRC} apknowledged
invalid RN16 - arbitrate
valid handle: backscatter { PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI, open
Open PacketCRC} or {000002, truncated Ull, StoredGRC} P
invalid handle - arbitrate
valid handle: backscatter { PC, XPC_W1(if XI=1), XPCW2(if XEB=1), UlI, secured
$ecured - PacketCRC} or {000002, truncated\Ull, StoredCRC}
invalid handle - arbitrate
Killed all £ killed
C.2.6 Command response: NAK
Table C.6 — NAK command-response table
Starting State Condition Response Next State
ready all - ready
arbitrate, reply, acknowledged, all _ arbitrate
open, secured
killed all - killed
C.2.y Command-response: Req_RN
Table C.7 — Req_RN command-response table
Starting State Condition Response Next State
Lteady all = ready
arbitrate, reply all — arbitrate
valid RN16 & access password<>0 backscatter handle open
valid RN16 & access password=0 backscatter handle secured
acknowledged ” led
invalid RN16 - ac "°:’e ge
valid handle backscatter new RN16 open
open - -
invalid handle — open
valid handle backscatter new RN16 secured
secured . -
invalid handle - secured
killed all — killed
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C.2.8 Command response: Select

Table C.8 — Select command-response table

Starting State Condition Response Next State
ready, arbitrate, reply,
acknowledged, open, All assert or de-assert SL, or set inventoried to A or B ready
secured
killed All - killed

C.2.9 Command response: Read

Table C.9 — Read command-response table

Starting State Condition Response Next State

ready)| all - ready

Z?I(i::‘t:;er ;?(;’ all - arbitrate
valid handle & invalid memory access backscatter.error code open
open valid handle & valid memory access backscatter data and handle open
invalid handle - open

valid handle & invalid memory access backscatter error code secure|d

secured valid handle & valid memory access backscatter data and handle secureld

invalid handle - securtJd
killed all - killed

C.2.10 Command response: Write

Table €10 — Write command-response table

Starting State Condition Response Next State

ready| all - ready

aal;:)ki:‘r:‘t:;e ;;z;’ all - arbitrate
valid handle & invalid memory access backscatter error code open
open valid handle & valid memory access backscatter handle when done open
invalid handle - open

valid handle & invalid memory access backscatter error code secured

secured valid handle & valid memory access backscatter handle when done secured

invalid handle - secured
killed all - killed
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C.2.11 Command response: Kill

Table C.11 — Kill' command-response table

Starting State Condition Response Next State
ready All - ready
arbitrate, reply, Al - arbitrate
acknowledged
valid handle & kill password=0 backscatter error code open
vaticHrandte &invatidmonzerokitt paaevvuld = arbitrate
valid handle & valid nonzero kill password & backscatter handle when done killed
open Recom=0
valid handle & valid nonzero kill password & back handle wherl@
Recom<>0 ackscatter handle whendone open
invalid handle - open
valid handle & kill password=0 backscattererror code secured
valid handle & invalid nonzero kill password - arbitrate
valid handle & valid nonzero kill password & backscatter handle when done killed
secured Recom=0
valid handle & valid nonzero kill password &
Recom<>0 backscatter handle when done open
invalid handle - secured
killed All - killed

NOTIE 1 See also Figure 23

NOTE 2  As described in 6.4.2.11.3.4, if @ Tag does not implement recommissioning then the Tag tfeats nonzero
Recom bits as though Recom=0.

C.2.12 Command response;‘Lock

Table C.12 — Lock command-response table

Starting State Condition Response Next State

ready all - ready

z‘:;:z:;’e'::x’ all - arbitrate
open all — open

valid handle & invalid lock payload backscatter error code secured

secured valid handle & valid lock payload backscatter handle when done secured

invalid handle - secured
killed all - killed
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C.2.13 Command response: Access

Table C.13 — Access' command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, .
acknowledged all - arbitrate
valid handle & invalid access password - arbitrate
open vatid-handte&vatidaccesspassword backscatter-handte secured
invalid handle - open
valid handle & invalid access password - arbitrate
secured valid handle & valid access password backscatter handle secure|d
invalid handle - secureld
killed all - killed
NOTE Se¢e also Figure 25
C.2.14 Command response: BlockWrite
Table C.14 — BlockWrite command-résponse table
Starting State Condition Response Next State
ready all - ready
arbitrate, reply, all B arbitrate
acknowledged
valid handle & invalid memety access backscatter error code open
open valid handle & valid memiory access backscatter handle when done open
invalid.handle - open
valid handle & invalid memory access backscatter error code secure|d
secured valid handlé & valid memory access backscatter handle when done secureld
invalid handle - securJd
killed all - killed
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Table C.15 — BlockErase command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate, reply, .
acknowledged all arbitrate
valid handle & invalid memory access backscatter error code open
—open valid-handle-&valid-memeryaceess backseatter-handie-when-dene open
invalid handle - open
valid handle & invalid memory access backscatter error code secured
secured valid handle & valid memory access backscatter handle when done secured
invalid handle - secured
killed all = killed
C.2.16 Command response: BlockPermalock
Table C.16 — BlockPermalock command-response table
Starting State Condition Response Next State
ready all - ready
arbitrate, reply, .
ackhowledged all - arbitrate
open all - open
valid handle, valid payload; & Read/Lock = 0 | backscatter permalock bits and handle secured
valid handle, invalid payload, & Read/Lock = 0 backscatter error code secured
secured valid handle, valid’payload, & Read/Lock = 1 backscatter handle when done secured
valid handle, invalid payload, & Read/Lock = 1 backscatter error code secured
invalid handle - secured
killed all - killed
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C.2.17 Command response: T, timeout

Table C.17 — T, timeout command-response table

Starting State Condition Response Next State
ready all - ready
arbitrate all - arbitrate
Reply, acknowledged See Figure 16 and Table 13 - arbitrate
open all - open
segured all - secured
killed all - killed
C.2.18 Command response: Invalid command
Table C.18 — Invalid command table
Starting State Condition Reésponse Next State
ready? all - ready
arbitrate® all - arbitrate
replyb all - reply
acknowledg;edb all - acknowledged
all, excluding valid commands interspersed between successive
Kill or Access commands in a kill or access sequence, - open
respectively (see Figure 23 and\Figure 25).
openb ; ;
otherwise valid commands, except Req_RN or Query,
interspersed between successive Kill or Access commands in a arbitrate
kill or access sequence, respectively (see Figure 23
and Figure 25).
all, excluding valid commands interspersed between successive
Kill or Access'eommands in a kill or access sequence, - securefl
respectively (see Figure 23 and Figure 25).
b
secured otherwise valid commands, except Req_RN or Query,
interSpersed between successive Kill or Access commands in a arbitrate
kill or access sequence, respectively (see Figure 23
and Figure 25).
killed® all - killed
@  “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a

CRC error, or any other command either not recognized or not executable by the Tag.

b “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid parameters, a command with a
CRC error, a command (other than a Query) with a session parameter not matching that of the inventory round currently in
progress, an otherwise valid command interspersed between successive Kill or Access commands in a kill or access sequence,
respectively; or any other command either not recognized or not executable by the Tag.
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C.3 Command response tables for BAP PIE

Same as in C.2, with the ready state replaced by battery ready, and the addition of Flex Query,
BroadcastSync, INACT_T, and (Selective) Global Timeout.

C.3.1 Command response: Flex_Query (optional for BAP PIE)

Table C.19 — Flex_Query™° command-response table

Starting State Condition Response Next State
SIot=0; matching
backscatt RN16 |
inventoried & SL flags ackscatter new reply
battery ready,

arbjtrate, repl slot<>0; matching arbitrate
 reply inventoried & SL flags

otherwise - battery ready
slot=0; matching backscatter new RN16; transition inventoried® frofn A=B or B—A repl
inventoried® & SL flags if and only if new session matches prior session Py
slot<>0; matching transition inventoried® from A—B8 or B->4/if and only if new arbitrate
ackhowledged, inventoried® & SL flags session matches priorsession
opgn, secured - transition inventoried from A—B ¢i-B=>A if and only if new session
all other conditions . . ready
matches, prior session
otherwise - battery ready
killed all - killed
a Flex_Query (in any state other than killed) starts a new round and may change the session; Flex_Query also instructs a Tag to load

h new random value into its slot counter.
b A\s described in 6.4.2.8, a Tag transitions its inventoriéd flag prior to evaluating the condition.

¢ [ag checks the Tag Type Select field, if it matches the conditions in that field, Tag executes this command, otherwisg, it ignores it.

C.3.2 Command response: INACT_T or Selective Global Timeout

Table C.20 —~INACT_T° or Selective Global Timeout® command-response table

Starting State Condition Response Next State
. stpteful sleep or
batt: dy, arbitrate, )
atiqry ready, arbliralé, open, | gap Tag supports Battery Saver Mode - stateful low
secured ower listen

battery ready or
- stateful battery

battelry ready, arbitrate, open, | BAP Tag does not support Battery Saver
ready

secured Mode

killed all - killed

See clause 7.3.2.2 for details on the refresh of the INACT_T timer
b See clause 7.3.2.3 for details on the refresh of the Selective Global Timeout timer
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C.3.3 Command response: Global Timeout

Table C.21 —Global Timeout command-response table

Starting State Condition Response

Next State

battery ready, arbitrate,
reply, acknowledged,
open, secured

BAP Tag supports Battery Saver
Mode -

stateful sleep
or stateful low
power listen

battery ready, arbitrate,

reply, acknowledged, BAP Tag does not support Battery

battery ready

Saver Mode - or stateful
open, Fecured batteryrqady
killed all - killed
C.3.4 Command response: HandleSensor
Table C.22 — HandleSensor command-response table

Starting State Condition Response Next StaFe

battery reafly All - battery reJady
arbitrate, reply, .
acknowledged All - arbitrate

valid handle & valid backscatter header = 0, response code? and handle when

command payload internal pfocessing done open, secyred
open, secufed valid handle & invalid backscatter header =1 error code (see Annex |) and open, secired
command payload handle
invalid handle - open, secyred
killed All - killed
a8  Sensor specific output of HandleSensor command payload processing.
C.3.5 Command response; BroadcastSync
Table C.23 — BroadcastSync command-response table
Starting Starte Condition Response Next StaFe
hibernate|. all - hiberna+e
stateful Al _ statefgl
hibernat hibernate
battery ready, battery ready,
arbitrate, reply, all _ arbitrate, reply,
acknowledged, acknowledged,
open, secured open, secured
killed All - killed
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C.4 Command Response Tables for Manchester

C.41 Command response: Power-up

Table C.24 — Power-up command-response table

Starting State Condition Response Next State
OFF power-up - hibernate
killed all - killed

C.4.2 Command response: QueryRep

Table C.25 — QueryRep command-response table 2

Starting State Condition Response Next State
battery ready All - battery ready
slot<>0 after decrementing slot counter - arbitrate
grbitrate
slot=0 after decrementing slot counter backscatter new RN16 reply
reply All - arbitrate
acknowledged, L .
'L All transition inventoried from A—B or B—A | battery ready
open, secured
killed All - killed
@  |h Manchester with Long Activation and Interrogator locking in effect, the Tag checks first the Interrogator ID, if it matches, it
broceeds with the command execution, otherwise, it ignores the command.

C.4.3 Command response: QueryAdjust

Table €:26 — QueryAdjust? command-response table®

Starting State Condition Response Next State
battery ready all - battery ready
abitrate, Slot<>0 - arbitrate
reply Slot=0 backscatter new RN16 reply

acknowledged L .
'F" dged, all transition inventoried from A—B or B—A | battery ready
open, secured
l killed =Yl killed
2  QueryAdjust, in the arbitrate or reply states, instructs a Tag to load a new random value into its slot counter.
In Manchester with Long Activation and Interrogator locking in effect, the Tag checks first the Interrogator ID, if it matches, it
proceeds with the command execution, otherwise, it ignores the command.

© ISO/IEC 2013 — All rights reserved 215


https://iecnorm.com/api/?name=38bfe579220bf60980e790d751e65c2e

ISO/IEC 18000-63:2013(E)

C.4.4 Command response: ACK

Table C.27 — ACK command-response table?

Starting_j State

Condition

Response

Next State

battery ready

All

battery ready

arbitrate

All

arbitrate

valid RN16;
no Simple
Sensor
functionality

backscatter {PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI,
PacketCRC} or {00000,, truncated Ull, StoredCRC}

acknowledged

reply

valid RN16;
Simple
Sensor

functionality

(SS Resp =1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, SSD,
PacketCRC} or {00000,, truncated Ull, StoredCRC}

acknowl¢dged

valid RN16;
Mobile
RFID(XPC_W
1212h=1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, MIIM content
name, PacketCRC} or {000002, truncated Ull, StoredGRC}

acknowl¢dged

invalid RN16

reply

acknowledged

valid RN16;
no Simple
Sensor
functionality

backscatter {PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI,
PacketCRC} or {00000,, truncated WlI,"StoredCRC}

acknowl¢dged

valid RN16;
Simple
Sensor

functionality

(SS Resp =1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, SSD,
PacketCRC} or {00000, \truncated Ull, StoredCRC}

acknowl¢dged

valid RN16;
Mobile
RFID(XPC_W
1212h=1)

backscatter {PC, XPE€,"W1, XPC_W?2(if XEB=1), Ull, MIIM content
name, PacketCRC} or {000002, truncated Ull, StoredCRC}

acknowl¢dged

invalid RN16

arbitrate

open

valid handle;
no Simple
Sensor
functionality

backscatter { PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI,
PacketCRC} or {00000,, truncated Ull, StoredCRC}

opefn

valid handle;
Simple
Sensor

functignality

(SS-Resp =1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, SSD,
PacketCRC} or {00000,, truncated Ull, StoredCRC}

opefn

invalid handle

open

valid handle;

secured

no Simple
Sensor
functionality

backscatter { PC, XPC_W1(if XI=1), XPC_W2(if XEB=1), UlI,
PacketCRC} or {00000, truncated Ull, StoredCRC}

secured

valid handle;
Simple
Sensor

functionality

(SS Resp =1)

backscatter {PC, XPC_W1, XPC_W2(if XEB=1), Ull, SSD,
PacketCRC} or {00000, truncated Ull, StoredCRC}

secured

invalid handle

secured

killed

all

killed

a See Query_BAT command definitions for more details when there is a SSD associatted with the response.
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C.4.5 Command response: NAK

Table C.28 — NAK" command-response table?

Starting State Condition Response Next State
battery ready all - battery ready
arbitrate;)l';iﬂy,s:zll:::c\‘lvIedged, all B arbitrate
killed all - killed
2 |mvanchester-with—tong—rActivatiomand—interrogator—tocking—imeffect—the—Fag—checks—first-the—tnterrogator+B—i it matches, it

broceeds with the command execution, otherwise, it ignores the command.
b Notice this command contains session as a parameter.

C.4.6 Command response: Req_RN

See [C.2.7.

C.4.Y Command response: Select

Table C.29 — Select command-response table2

Starting State Condition Response Next State
hibernate all - hibernate
stateful hibernate all - §tateful
hibernate
bpttery ready, arbitrate,
reply, acknowledged, open, all assert or de-assert SL, or set inventoried to A or B| battery ready
secured
killed alt - killed

f session locking is in effect, the Tag-only accepts the command if the session matches the activating session.
b f Interrogator locking in effect, the\Tag first checks the Interrogator ID, if it matches, it proceeds with the commarjd execution; if
nterrogator locking is in effect but it does not match, it ignores the command; if Short Activation, it proceeds with| the command
execution.

C.4.8 Command response: Read

See C.2.9.

C.4.9 Command response: Write
See C.2.10.

C.4.10 Command response: Kill

See C.2.11.

C.4.11 Command response: Lock

See C.2.12.
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C.4.12 Command response: Access

See C.2.13.

C.4.13 Command response: BlockWrite

See C.2.14.

C.4.14 Command response: BlockErase

See C.2.15.

C.4.15 Command response: BlockPermalock

See C.2.16.

C.4.16 Command response: T, timeout

See C.2.17.

C.4.17 Command response: Long Activation

Table C.30 — Long Activation command-response table

Starting State Condition Response Next State
Valid activation _ activation ¢ode
hibernate, preamble detected check
§tateful hibernatpg,
hibernate Otherwise - statefu
hibernatg®
Wildcard or matching If Session Locking On, program specified session timeout
Activation Mask timer. battery ready
- . If Session Locking Off, clear all inventoried flag timeout
activation code detected timers
check
hibernatg,
Otherwise - statefu
hibernatf,ta
Commanded to receive battery re:—ldy,
data.rate mode of 16 arbitrate, reply,
Kb hiah Ignore command
battery readly, ps or higher acknowledged,
arbitrate, reply, open, secyred
acknowledq;:, Commanded to receive Manufacturer option to ignore or “re-activate”. If re-
open, secu data rate mode of 8 | activation supporied, then set inventoried flag o A for the | activation code
Kbps active battery ready session, deassert SL, and go to check
hibernate mode/activation code check state
Valid activation
killed preamble detected - killed
@  Return to stateful hibernate if at least one inventoried flag timer is still running.
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C.4.18 Command response: Short Activation

Table C.31 — Short Activation command-response table

Starting State Condition Response Next State
valid activation 3 activation code
hibernate, preamble detected check
§tatefu| hibernate,
hibernate otherwise - stateful
hibernate®

Wildcard or matching

Activation Mask Clear all timers, set inventoried flags to A, deassert SL b3dttery ready
actiyation code detected
check ibernate,
otherwise - stateful
ibernate®
Commanded to receive bjltery ready,
data rate mode of 16 arbjitrate, reply,
) Ignore command
battery ready, Kbps or higher acknowledged,
arbitrate, reply, open, secured
ack‘JuowIedged, . Manufacturer option to ighere or “re-activate”. If re-
opdn, secured | Commanded to receive

activation supported, then set'inventoried flag to A for the | actjvation code
active battery ready session, deassert SL, and go to check
hibernate mode/activation code check state

data rate mode of 8
Kbps

valid activation
killed preamble detected - killed

Return to stateful hibernate if at least one inventoried flag timer is still running.
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C.4.19 Command response: Query BAT

Table C.32 — Query_BAT‘"’d command-response table

Starting State Condition Response Next State
hibernate all - hibernate
stateful all : stateful
hibernate hibernate

Tag operating in
battery assisted mode;
slot=0; matching Tag backscatter new RN16 reply
- - b
battery readly, type &lsnljlgztzrled &
arbitrate 9
replycd slot<>0; matching Tag
type & inventoried® & - arbitrate
SL flags
otherwise - battery ready
Tag operating in
battery assisted mode; e N
. backscatter new RN16; transition inventoried® from A—B
slot=0; matching Tag , . : . . reply
. . b or B—A if and only if new session matches prior session
type & inventoried® &
SL flags
acknowledged, Tag operating in
ope b battery asssteq mode; transition inventoried® ffom“A—B or B—A if and only if .
secured® slot<>0; matching Tag . . . arbitrate
. = b new session\matches prior session
type & inventoried® &
SL flags
T rating in . . . .
ag ope. ating | transition inventoried® from A—B or B—A if and only if
battery assisted mode; ) . . battery ready
- new session matches prior session
all other conditions
killed all - killed
@  Query_BAT (in any state other than killed)-$tarts a new round and may change the session (if session locking is off); Query| BAT]
also instrycts a Tag to load a new random value into its slot counter.
b As descriljed in 6.4.2.8, a Tag transitions-its inventoried flag prior to evaluating the condition.
C  If session|locking is in effect, the/Tag-only accepts the command if the session matches the activating session.
d Interrogptor locking in effect, the Tag first checks the Interrogator ID, if it matches, it proceeds with the command executfon; if
Interrogator logking is in effect ‘but it does not match, it ignores the command; if Short Activation, it proceeds with the command
execution.
€ Tag checl{s the Tag Type Select field, if it matches the conditions in that field, Tag executes this command, otherwise, it ignoras it.
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Table C.33 —Next command-response table

Starting State Condition Response Next State
hibernate, all - hibernate
stateful all 3 stateful
hibernate hibernate
battery ready all - battery ready
arbitrate;reply aH arhitrate, reply

Va“q M,_s.essmn backscatter RN16_handle or RN16, set sensitivity as stateful
hibernate timer - ) P -
. indicated if that sensitivity is supported hibernate
running
ack(JuowIedged, Va“.d har}dle, no backscatter RN16_handle or RN16, set sensitivity as .
open, secured session hibernate o ) . hibernate
timer indicated if that sensitivity is suppofted
otherwise a acknowledged,
open, secured
killed all - killed

a ags may switch to passive mode in the course of an inventory round if battery is drained below critical threshold; Ir] passive mode
NextJs no longer supported.

C.4.21 Command response: Deactivate_BAT

Table C.34 — Deactivate; BAT° command-response table

Starting State

Condition

Response

Next State

battery ready,
arbitrate, reply,
ack{owledged,

open, secured

Matching Interrogator
ID (if Interrogator
locking is in effect);
matching activating
session (if session
locking is.in-effect),
matching.inventoried
& SL flags, Override=0

stateful
hibernate

Matching Interrogator
ID (if Interrogator
locking is in effect),
Override=1

Set inventoried flags to A, deassert SL, and clear timers

stateful
hibernate

Matching Interrogator

ID (if Interrogator
locking is in effect),
matching activating
session (if session
locking is in effect),

matching inventoried
but mismatching SL,
Override=0

battery ready
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Starting State Condition Response Next State
Matching Interrogator
ID (if Interrogator
locking is in effect),
matching activating
session (if session Set inventoried flag to A battery ready
locking is in effect),
mismatching
inventoried, SL does
not matter, Override=0
Mismatching
Interrogator IQ (if . baftery
Interrogator locking is ;
. ready ,arbifrate,
in effect) or _ reply
mlsma’fchln_g actlvlatlng acknowledyed,
session (if session open. secured
locking is in effect), pen,
Override=0
killed all - killed
@  Don't carg in inventoried flag use field is interpreted as any flag state matches.
C.4.22 Command response: Broadcast ID
Table C.35 — Broadcast ID command-response table
Starting Starte Condition Response Next StaFe
hibernate|. all - hibernalle
stateful all _ statefu
hibernatq hibernatle
battery reaJiy, battery re:—ldy,
arbitrate, reply, all _ arbitrate, reply,
acknowledged, acknowledged,
open, secured open, secyred
killed all - killed
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C.4.23 Command response: Multirate_Reset

Table C.36 — Multirate_Reset command-response table

Starting State Condition Response Next State
hibernate, All - hibernate
stateful Al : stateful
hibernate hibernate
Clear all timers, set inventoried flags to A, deassert SL.
battery
ready ,arbitrate, This applies to all Normal Mode (not Hibernation, see
reply, All Figure 80) states, including intermediate steps within the hibernate
ack‘JuowIedged, Kill or Access sequences prior to the Tag completing the
op€n, secured sequence (receiving both halves of the appropriate
password).
killed All - killed
C.4.24 Command response: HandleSensor
Table C.37 — HandleSensor command-response table
Starting State Condition Response I]Jext State
hjbernate, *ibernate,
tateful All - stateful
ibernate hibernate®
actiyation code Al : actjvation code
check check
baftery ready All - b3attery ready
arbitrate, reply, .
ackhowledged all - arbitrate
valid handle & valid backscatter header = 0, response code? and handle when
. ) open, secured
command payload internal processing done
open, secuied valid handle & invalid backscatter header = 1, error code (see Annex |) and obkn. secured
command payload handle pen.
invalid handle - open, secured
killed all - killed

a

b

Sensor specific output of HandleSensor command payload processing.

Return to stateful hibernate if at least one inventoried flag timer is still running.

C.4.25 Command response: BroadcastSync

See C.3.5.
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C.4.26 Command response: Session Flag timer timeout

Table C.38 — Session Flag timer timeout command-response table

Starting State Condition Response Next State
stateful hibernate all Set that flag to A §tateful
hibernate
L Set that flag to A as soon as activation
activation code check all .
current operations allow code check
Set that flag to A as soon as
N ready all bat-ter re
batter 4 i current operations allow ady
arbitrate all Set that flag to A as soon as arbitrate
current operations allow
rdol all Set that flag to A as soon as reol
Ply current operations allow Pl
acknowledged all Setthat flag to A as SaoRas acknowlegiged
current operations allow
Set that flag to A as“soon as
open all ¢ open
current operations allow
Set that flag to A as soon as
segured all . secured
currént'operations allow
killed all - killed
C.4.27 Command response: INACT_T or Selective'Global Timeout
Table C.39 — INACT_T? or Selective Global Timeout command-response table
Startihg State Condition Response Next State
battery ready, arbitrate, Set active |nve.ntor|ed'flag oA stateful
open. ksecured all and clear active session flag hibernate
pen, timeout timer, SL—~SL
killed all - killed
a See clauge 7.3.2.2 for details on'the‘refresh of the INACT_T timer
C.4.28 Command response: Global Timeout
Table C.40 —Global Timeout command-response table
Starting State Condition Response Next State
battery ready, arbitrate, Set active inventoried flag to A
. . stateful
reply, acknowledged, all and clear active session flag .
. . hibernate
open, secured timeout timer, SL—>~SL
killed all - killed
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C.4.29 Command response: Tx

Table C.41 — T, command-response table

Starting State Condition Response Next State
activation code check all - battery ready
killed all - killed

C.4.30 Command response: OpRegister Read/Write

Table C.42 — OpRegister Read/Write command-response table

Starting State Condition Response Next State
hibernate all - hibernate
tateful all 3 stateful
ibernate hibernate
battery ready all = bgttery ready

arbitrate, reply,

ackhowledged all - arbitrate

open all - open

Successful response is to backscatter header (value = “0”)
bit)data being read, RN handle, and CRC-16 as per Table secured
270.

valid handle, read, valid
reg ID and wordcount

valid handle Wi, Successful response is to backscatter header (value = “0”)

valid reg |D-and bit, RN handle, and CRC-16 as per Table 270. secured
secured wordcount
v?gdxjrr;cilgl,”l]r:vzlrlirr‘eg Failure response is to backscatter header (value = “1”) bit, secured
’ o y error code as per Annex K, RN handle, and CRC-16.
other failure
invalid handle - secured
killed all - killed
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C.4.31 Command response: Invalid command

Table C.43 — Invalid command table

Starting State Condition Response Next State
battery ready? all - battery ready
arbitrate® all - arbitrate
reply? all - reply
acknowledged® all — acknowledged

all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access - open
sequence, respectively (see Figure 23 and Figure 25).

open® , -
otherwise valid commands, except Req_RN, Query BAT

interspersed between successive Kill or Access
commands in a kill or access sequence, respectively
(see Figure 23 and Figure 25).

- arbitrate

all, excluding valid commands interspersed between
successive Kill or Access commands in a kill or access — secured
sequence, respectively (see Figure 23 and Figure 25).

o

secureg otherwise valid commands, except Req_RN, Query,

Query_BAT interspersed between successive Kill or
Access commands in a kill or access sequence,
respectively (see Figure 23 and Figure 25)

- arbitrate

killedq all - killed

“Invalid” shall mean an erroneous command, an unsupported eéommand, a command with invalid parameters, a command With a
CRC errof, or any other command either not recognized or-not executable by the Tag.

“Invalid” shall mean an erroneous command, an unsuppoerted command, a command with invalid parameters, a command With a
CRC errof, a command (other than a Query_BAT-with session locking off) with a session parameter not matching that ¢f the
inventory found currently in progress, an otherwisewalid command interspersed between successive Kill or Access commands in a
kill or accg¢ss sequence, respectively; or any other'command either not recognized or not executable by the Tag.
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Annex D
(informative)

Example slot-count (Q) selection algorithm

D.1 Example algorithm an Interrogator might use to choose Q

Figure D.1 shows an algorithm an Interrogator might use for setting the slot-count parameter_Q in a Query
command. Qg is a floating-point representation of Q; an Interrogator rounds Qg to an (integer value and
substitutes this integer value for Q in the Query. Typical values for C are 0.1 < C <-0.5. An| Interrogator

typically uses small values of C when Q is large, and larger values of C when Q is small.

Q =40

!

Q = round(Q)
Query(Q)

Q,,=max(0, Q.- C) Q,=min(15, Q.+ C)

Figure D.1 — Example algorithm for choosing the slot-count parameter Q
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Annex E
(informative)

Example of Tag inventory and access

E.1 Example inventory and access of a single Tag

not

"2

Figure E.1 shows the steps by which an Interrogator inventories and accesses a single Tag that doe
support extended protocol control.

INTERROGATOR TAG

Interrogatpr issues a Query,
QueryAdifst, or QueryRep

H\Slot = 00 Tag responds with RN1H
2] Slot ==0: no reply

I T ible outcomes (assume #1]
| (] 1SS e v

Interragatpr acknowledges tag

Four possible oulcomeas (assume #1):
by issuing ACK with same RN16 B

1) Valid RM16, X = 0

Tag responds with {PC, UII}

2)Valid RN16, X1 = 1, XEB = 0:
E] Tag responds with {PC, XPC_W1 LI
3)Valid RN16, X1 =1, XEB = 1:
Tag responds with {PC, XPC W1,
KPC_W2, Ul

4} Imvalid RM16: no reply

EI Interrogafor issues Reg RN
with samg RMN16

| Twio possible outcomes (assume 31}
1) Valid RM16: Tag responds with higndle
| 2} Invalid RN16: no regly

Interrogator accesses ttag.

Each acdess command uses

handle g5 a parameter, mmma”ﬂ'l'handjaJ

Motes:
- CRC-14 not shown if\ransitions
- SEE mand/reply tables for command details

Tag verifies handle. Tag ignores corfmand
if handle does not match.

Figure E.l ~“Example of Tag inventory and access if bit 16, (XI) in the Ull memory is not asserted
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In contrast, Figure H.2 shows the steps by which an Interrogator inventories and accesses a single Tag that
supports XPC_W1.

INTERROGATOR TAG

Qug
-’}fouaryAajugmue I
Frexqauery YRep

I Two ible cutcomes (assume #1):
| (2] DS T oo winvic

Interrogator issues a Query,
QueryAdiust, or QueryRep

1) Slot = 0: Tag responds with RN16
2] Slot ==0: no reply

merragator acknowledges ag I“f_ I

Four sible outoo ABsume #2):
by issuing ACK with same RN16 | Dos #

1) Walid RN16, x| £,
Tag responds with| {PC, UIl}
2)Valid RW18 %= 1, XEf = 0:
E] Tag respdrids with {PC[XPC_W1, LI}
A Valid BN1G, X1 =1, XEf = 1:
Tag responds with [P, XPC_W1,
HPC_W2, Yl
B tevalid RM16: no reply

Interrogator evalutes XI-bit,
which indicates the presence of
XFC in the fag response.
EI Interrogator evaluates XPC to
gain insight in battery support
and supported sensor Types.
Interrogator issues Rag RN
with same RN16.

Twao sible sutcomes (agsume #1):
1) Walid RM16: Tag responds with handle
2} Invalid RM16: no reply

Interrogator accesses tag and

sensors. Each access command

Lses handle as a parameter,

| Tag verifies handle. Tag lghores command
I if handle does not{match.

| I
Motes:

- CRC-16 not shown in transitions
- see command/reply tables for command details

Figure E.2 — Example of Tag inventory and access if bit 16, (XI) in the Ull memory is agserted

Figure H.3 shows the same ‘seenario as shown in Figure H.2 but additionally assumes that[XPC_W2 is
suppprted by the Tag.
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Interrogator issues a Query,
QueryAdjust, or QueryRep

Interrogator acknowledges tag

Interrogal

with =a

Interrogal

SENS0rs.

Lses hapdle as a parameter,

Motes:
- CRC-1
- 5EB

Figure E.3

If a Tag is
transmission
explicitly req
see 8.3. Figy

£ RM16.

INTERROGATOR TAG

1) Slot = 0: Tag respands with RN16
2) Slot ==0: no reply

1) Valid RM16, X = 0
Tag responds with {PC, UII}

icates : : 3) Valid RN16, X1 = 1, XEB = 1:
Tag responds with {PC, XPC <\
or evalugtes XPC to XPC_W2, UL

4} Imvalid RM16: no reply

or issues Reg RN Two sible ou assume #1

2) Invalid RN 16\ regly

or accesses tag and
Each access command

Tay verifies handle. Tag ignores cormr

If handle doas nat match.

not shown in transitions
mandreply tables for command details

— Example of Tag inventory and access if’bit 16,, (XI) and bit 210,, (XEB) in the Ull men
are asserted

bquipped with a Simple Sensor, -bit' 215, (SS) in the Ull memory is asserted, see 7.6.2
of Simple Sensor Data subsequent to the Ull in the response to an ACK command mz
uested by the Interrogator.by;issuing an inventory command with SS Response flag asse
re H.4 shows such a scenario.

. Two ible outcomes (assume #1):

Four possible oulcomes (assume #3):

by issuing ACK with sama RM16 )\
2) Valid RN16, Xl = 1, XEB = 0:

iy

—

1) Valid RN16: Tag-responds with handle

rmiard

ory

and
y be
rted,
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INTERROGATOR TAG

Two possible outcomes (assume #1):
1) Slot = 0: Tag responds with RN16

2) Slot <>0: no reply
RN16

Five possible outcomes (assume #1):
1) Valid RN16, XI =1, XEB =0, SS=1:
Interrogator acknowledges tag Tag responds with {PC, XPC_W1, Ull,

by issuing ACK with same RN16 ACK(RN16) 2) Valid RN16, XI :S18)D<LB -1, 8=1
Tag responds with {PC, XPC_W1,
w4 Ull, SSPY 4 XPC_W2, Ull, SSD}

Interrogator issues a Flex_Query Flex_q
where SS Response is enabled — ey

o

- ald RNT6, XT= 1T, XEBF 0, SS = 0:
Interrogator evalutates SS-bit (3% )V ) T, ,
of the XPC to notice presence Tag responds with {PC)XPC_W1, Ull}
of SSD in the tag response. 4) Valid RN16, XI = 1.’ XEBF 1,SS=0:
Tag respondsSywith {Pd, XPC_W1,

Interrogator processes SSD. Re

Interrogator issues Req_RN q‘RN(RN 16) 5) Invalid RN16)'(ES_F\9AF/)|2); vl
with same RN16 )

pandle E Two possible outcomes (aspume #1):

1) ValiddRN16: Tag responds with handle

Interrogator accesses tag and 2)dnvalid RN16: no reply

Full-function Sensors
(if available).

Each access command uses COmmand(han dle)
handle as a parameter.
n Tag verifies handle. Tag ighores command

if handle does not|match.

Notes:
- CRC-16 not shown in transitions

- assume SSD is enabled by interrogator command
- see command/reply tables for command details

Figure E.4 — Example of Tag inventory and access if Simple Sensor Data Block is provided

Detajls on how to access Full Function Sensors as indicated in Step 7 can be found in 8.6.
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Annex F

(informative)

Calculation of 5-bit and 16-bit cyclic redundancy checks

F.1 Example CRC-5 encoder/decoder

An exempla

and preset d

To calculate

with the valy

MSB first. After clocking in all the data bits, Q[4:0] holds the CRC-5 value.

To check a (

y schematic diagram for a CRC-5 encoder/decoder is shown in Figure F.1, using the pelynpmial
efined in Table 12.

a CRC-5, first preload the entire CRC register (i.e. Q[4:0], Q4 being the MSB and-Q0 the LSB)
e 01001, (see Table F.1), then clock the data bits to be encoded into the input labelled DATA,

LRC-5, first preload the entire CRC register (C[4:0]) with the value 01001,,'then clock the recg¢ived

data and CRC-5 {data, CRC-5} bits into the input labelled DATA, MSB first. The*"CRC-5 check passes |f the
value in Q[410] =00000,.
Q. 0} QUTPUT_Q14.0]
Nao Nar Naz N as Q4
PRESET o NEdT
XOR DFE DEE% DFEf |_X‘%\ DFFP’;N DFFP':‘N
PRN PRN PRN D Q b
DATA —> INPUT I) by >D Q ; Q _>D Q -« 7 b >
r CL(TJN r Cli’§N Cll:’jN F CtFN |7
LK INPUT )| )| )|

Figure F.1 — Example CRC-5 circuit

Table F.1 — CRC-5 register preload values

Register Preload value
Qo0 1
Q1 0
WL U
Q3 1
Q4 0

F.2 Example CRC-16 encoder/decoder

An exemplary schematic diagram for a CRC-16 encoder/decoder is shown in Figure F.2, using the polynomial
and preset defined in Table 11 (the polynomial used to calculate the CRC-16, x'®+ x?+ x°+ 1, is the CRC-
CCITT International Standard, ITU Recommendation X.25).
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