INTERNATIONAL ISO/IEC
STANDARD 18000-4

Fourth edition

2018-08

Information technology — Rad:Jl(:

frequency identification for ite
management —

Part 4:

Parameters for-air interface
communications at 2,45 GHz
Technologies del'information — Identification par radioj
(RFID) pour la.gestion d'objets —

Partie 4: Pdrametres de communications d'une interfac
2,45 GHz

fréquence

e d'air a

©

Reference number
ISO/IEC 18000-4:2018(E)

ISO/IEC 2018


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 vi
TIUETOQUCHION........ccoss s vii
1 S0P ... 1
2 NOTINATIVE FEEETEIICES ............ooooiooeee sttt 1
3 Terms aNd AefiMETIOMNIS ...t 2
4 Symbols and abbreviated terms 4
5 General items on 2,45 GHz RFID protocols that support this document ... 5} ... 7
5.1 PrOTOCOLS ..o ey e
5.2 Frequency
521 GENETAL oo e
5.2.2  Interface definitions
5.3 Tag identification number
5.4 Potential INTEIEIENCE ... S
6 MODE 1: Passive backscatter RFID SyStem ... oly T
6.1 MODE 1: GENETAL ..o g eresssssssssnss s
6.2 Physical layer and data cOAing ... i et
6.2.1 Interrogator power-up waveform....
6.2.2  Interrogator power-down............p S e
6.2.3  Frequency hopping carrier rise and\fall times.......
6.2.4  Forward linK ...
6.2.5  FMO return link........ S0
6.2.6  Cyclic redundancy check (ERC) ...
6.2.7  ProtoCol CONCEPL ..oagm i
6.2.8  Command format
6.2.9  ReSPONSE fOIMAT . G0 oo
6.2. 10 WAIT oot s
6.2.11 Communicatién sequences at packet level
6.3 Protocol and collision arbitration.........,
6.3.1  Definition-of data elements, bit and byte ordering.....
6.3.2 Tag memory Organization ...
6.3.3  Blogk'security status.........oone
6.3.4 (Oyerall protocol deSCription. ...
6.3.5 (_)Collision arbitration
6.3:6° Commands......cce.
637  Transmission errors
7 MODE 2: Long range high data rate RFID SYSEeIM..............ccoiiscsseeseesec e 46
7.1 MODE 2: GEIETAL.....oooccooeieesses s
12 Modulation and COAINEG ...
7.2.1  Forward link (only for R/W-tag)
7.2.2  Return link for notification (for both types of the tag) ..o 47
7.2.3  Return link for communication (only for R/W-tag) ... 47
7.3 General SyStem deSCrIPTION. ...
7.4 Frame StrucCture..........s
7.4.1  Hierarchical structure ...
7.4.2  Logical channels ...
7.4.3  Physical channels ...
7.5 Channel coding and SEQUEIICES ...t e

7.5.1  Synchronization and CRC patterns
7.6 Command set for the command slot channel: CS-CH (only for R/W-tag)
7.6.1 Command types
7.6.2 Command set....
7.6.3  Command codes

© ISO/IEC 2018 - All rights reserved



https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

MODE 3: Active RFID ITF network

8.1
8.2
8.3
8.4

8.5

8.6

GeNETAl ..o
Operational requirements...........c.ccccooccvee
Network Physical Layer deSCriPtiON ... 77
INETWOTK A@SCITPTION ..o 78

8.4.1 General
8.4.2 Network topology
AT LOP OLOGY e
8.5.1  General
8.5.2  Star topology data flow

8.7
8.8

8.9

8.10

8.11

MOD
9.1
9.2
9.3

9.4

9.5

9.6

TEUINK EOPOIOZY e

8.6.1 Irunk coordinator TeqUITEMIENTS ... ey | 81

8.6.2  Data flow in a trunk topology

Peer-t0-Peer LOPOLOZY ..o ) e

MESH LOPOIOZY ..o e D

8.8.1  Establishing a mesh network

MeSSaZe LYPES ...

8.9.1 Network discovery beacon (NDB)..

8.9.2  Network status message (NSM) .......

8.9.3  Acknowledgement message........

8.9.4  COMMANG MESSAZE .....oooorrrrvrireerieeseesereeee e A oo

8.9.5  DaAta MESSAZE ....ooooovieririseisseeesees e (oo et

8.9.6  Meshrequest.....s

8.9.7 Meshdata....is

Network diSCOVEry ...

8.10.1 Methods of network discovery......... QY.

8.10.2 Transmitting network discovery beacons .....

8.10.3 Connectionless NEtWOTK ... 80 oo

8.10.4 Associated network connectioRLANC) ...

Link encryption MethOdS ... oo
[E 4: Configurable data rate active RFID SYStem ... .

GENETAL ..o

Cryptographic suite indicators

Physical 1ayer ... G

9.3.1  Operating freQUENCY ...

9.3.2  Emission spectrum density Mask ...

9.3.3  Modulation and SPectrum SPreaAd.........oiiieses s

9.3.4  TX/BX\switch time

9.3.5  EVM s

Data linklayer......

9.4.1 (\General..

9.4.2=~" Preamble.......cociiiciiis |-

9.4.3  SYNCHRIONOUS COUE ..o

94.4  Datalength

9.4.5 Frame option...
0.4.6  MESSAZE QAT oo
04,7 CROC e
Tag memory structure...
9.5.1 Overview
9.5.2  Data organization of security section....
9.5.3  Data organization of user section.....

9.5.4  File definitions of user section........

TAg STATE TLANSIEION ...
.01 OVEIVIBW ..ot
9.6.2  Figure of tag state transition

9.6.3  Sense state.....n

9.6.4 Ready state......

0.6.5  OPEIATION SEALE ..ot

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

9.6.6  Sleep state.......
9.6.7 Killing state
9.7 Interrogator commands and tag responses
L5070 S 00 45355 F: U U 1874 011
9.7.2  CommMANd COARS TIST.......oooiiiriiiriiii s
9.7.3  Ready and sleep commands
0.7.4  ACCESS COMIMAIIAS ....ooovvrevvisveesssesssssessssesssssssssesssssessssessssssssess s
9.7.5  ColleCtion COMIMANAS......ooccooieeieieiiieeiieee e
9.7.6  File access commands
9.7.7  Monitor commands ...
9.7.8  Security protoCol COMMEANAS ...
9.7.9 OTNET COMIMANIUS ...t
9.8 Protocol operation mode
0.8.1  OVEIVIBW oo S
9.8.2  OPEration PrOCESS. ...t Dy e
9.8.3  Operation mode......
9.9 Anti-collision method......
9.9.1  OVEIVIEW ..o
9.9.2  Anti-collision process
9.9.3  Binary tree algorithm
9.10 Parameters for air iINtEITACE. ... e
9.10.1 Parameters of physical and data link layer=.......cccccc o 163
9.10.2  ProtocCol PAramEters ... S oo 165
10 Table of characteristic differences between the/modes specified in this documeént......... 166
Anngx A (informative) Mode 1: M@MOTY MAP ... orriirrieresieesieeessesesisssssessssesesssssessesesseseee
Anngx B (informative) MOde 1: CROC ... S eieieeeiesiieessssssssessssesssssssessessssesesessssseseseeseseee
Anndx C (normative) Mode 2: Memory map. ...
Anngx D (informative) Mod@ 2: CRC .............ad i
Anndx E (normative) Mode 4: Tag state'transition tables ..., 181
Annéx F (informative) Mode 4: InveRtory process eXample................of e, 195
Anndx G (informative) Mode 4: Wake-up mechaniSm ..., 196
Anndx H (informative) Mode4: Typical parameters of anti-collision algorithm............J........ 199
BIDIIPGIAPIY ... et 200

© ISO/IEC 2018 - All rights reserved v


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18

000-4:2018(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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This document is one of a series of International Standards and Technical Reports developed by ISO/
[ECJTC 1/SC 31 for the identification of items (item management) using radio frequency identification

(RFID) technology.

This document defines four 2,45 GHz protocols. Each of the specific physical/data link configuration
is defined in a separate subclause. The configuration descriptions include a physical layer and a data

link layer.

The International Organization for Standardization (ISO) and International Electrotechnical

Comipission (IEC) draw attention to the fact that it is claimed that compliance with thisdd
involye the use of patents concerning radio frequency identification technology given-in-all

document.

ISO apd [EC take no position concerning the evidence, validity and scope of theSe/patent rig

The holders of these patent rights have assured the ISO and IEC that they are willing

licenges under reasonable and non-discriminatory terms and conditions*with applicants

the world. In this respect, the statements of the holders of these patent’rights are registe
and [EC. Information may be obtained from the following companiés.

Patent holder:

Legal name

Name and department
Address

Tel.

Fax

E-mail

URL (optional)

Patent holder:

Legal name

Name andydepartment

Contact for licence application:

Contact for licence application:

Contact details

iControl Inc.

George €dvage
3235Kifer Road, Suite 260, Santa Clara, CA 94109, U
+1 408 730 5364

gcavage@icontrol-inc.com

www.icontrol-inc.com

Impinj, Inc.

Stacy Jones, Impinj, Inc.

cument may
parts of this
rhts.

to negotiate
throughout
red with I1SO

bA

Address 701 N 34th Street, Suite 300, Seattle, WA 98103, USA|
Tel. +1 206 834 1032

Eax +1 206 517 5262

E-mail stacy.jones@impinj.com

URL (optional)
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viii

Patent holder:

Legal name

Contact for licence application:

Name and department

Contact details

Zebra Technologies Corporation

James O’Hagan, Director of Patents & Technology

Address 475 Half Day Road, Suite 500, Lincolnshire, IL 60069, USA
Tel. +1 (847) 793-6798

Fax +1 (847) 955-4514

E-mail johagan@zebra.com

URL (pptional)

Patent holder:

Legaljname Chengdu West Valley Digital Technologies, Inc,

Contqct for licence application:

Name and department
Addrgss

Tel.
Fax
E-mafl
URL (pptional)
Patent holder:

Legaljname

Contgct for licence application:

Name and department
Addrgss

Tel.
Fax
E-mail
URL (pptional)
Patent holder;

Legallname

Contjctforlicence application:

Jason Y. Liao

Room 305 Building #9, #88 Tian Chéd West High-Tech
Zone, Chengdu, China

86-28-66767921

www.westv.cn

Nationz Teehtologies Inc.

Yang, Xianwei and Mobile Payment and RCC Department

China Technology Exchange Building, 66 North 4th Ring
Road West, Haidian District, Beijing

86-10-82868162

www.nationz.com.cn

Shenzhen ZTE Top sky Information Technology Co., Ltd.

Name and department
Address

Tel.
Fax
E-mail

URL (optional)

Min Zhu

Room B, 10/F, No.3 China Academy of Science-Tech
Development Building, Gaoxin 1st Road South, High-Tech
Industrial Park, Nanshan District, Shenzhen, China

86-0755-86079364

www.zte-v.com.cn
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Fax

E-mail

URL (optional) www.xidian.edu.cn

Patent holder:

Legal name CEC Huada Electronic Design Co., Ltd.

Contact for licence application:

Name and department
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Tel.
Fax
E-mail
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E-mail
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Lan Tian
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Information technology — Radio frequency identification

for

item management —

Part 4
Parameters for air interface communications at 2,45 GHz

1 3

This

in thq
This

ISO ¢
comp
inter
attrik
chan
modu

cope

document defines the air interface for radio frequency identification (RFID)."devic
e 2,45 GHz industrial, scientific, and medical (ISM) band used in item management
document provides a common technical specification for RFID deviges that can
ommittees developing RFID application standards. This documehtis intended

atibility and to encourage inter-operability of products for the growing RFID m|
hational marketplace. This document defines the forward and reéturn link parameters

nel bandwidth, maximum equivalent isotropically radiated”power (EIRP), spuriou
lation, duty cycle, data coding, bit rate, bit rate accuracy, bit transmission order

apprgpriate, operating channels, frequency hop rate, hop,séquence, spreading sequence, a

This

This
talks
(but
other

Hocument further defines the communications protocol used in the air interface.

locument contains four modes. Mode 1 is an interrogator talks first with passive tag. M
first with battery-assisted passive tag. Mode:3.is a globally available, ubiquitous networ
hot limited to) the logistics and transporntation industry; agnostic to any device, co
wise, requiring global availability. Modé«4:1s a configurable data rate active RFID syster

the functions of long range objects identification and environmental sense, and it is intend

the Iq
The d

w cost device and low power consumption, long range identification, fast and reliable
etailed technical differences between the modes are shown in the parameter tables.

2
The

ormative references

llowing documents are referred to in the text in such a way that some or all of t

constitutes requireménts of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

ISO/IEC 646, liiformation technology — 1SO 7-bit coded character set for information interch

[SO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry datd
inter¢hdnge

eS operating
applications.
be used by
to allow for
arket in the
for technical

utes including, but not limited to, operating frequency, operdating channel accuralcy, occupied

S emissions,
and where
ind chip rate.

lode 2 is a tag
k supporting
mmercial or
n. It provides
ed to realize

tags access.

heir content
applies. For
nts) applies.

inge

elements for

ISO/IEC 15963, Information technology — Radio frequency identification for item management — Unique
identification for RF tags

ISO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary

ISO/IEC/TR 18047-4, Information technology — Radio frequency identification device conformance test
methods — Part 4: Test methods for air interface communications at 2,45 GHz

[SO/IEC/IEEE 8802-15-4:2018, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 15-4: Wireless
medium access control (MAC) and physical layer (PHY) specifications for low-rate wireless personal area
networks (WPANs)

© ISO/IEC 2018 - All rights reserved
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IEEE 802.15.4:2006, Information technology — Local and metropolitan area networks — Specific
requirements — Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications
for Low Rate Wireless Personal Area Networks (WPANs)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Elechopedia: available at http://www.electropedia.org/

— ISO Onlipne browsing platform: available at http://www.iso.org/obp

31
associated
successful ng¢gotiation of a bi-directional wireless link with a coordinator

Note 1 to entiy: Associated networks require communication be maintained and mofitored for a period of|time.

3.2

association
service usedl to establish membership for a device communicating within the wireless network
described in{this document

3.3
authentication
ATH
process of d¢termining whether an entity or data is/aféwho or what, respectively, it claims to be

Note 1 to entry: The types of entity authenticatiofi‘referred to in this document are Tag authentidation,
Interrogator |authentication, and Tag-Interrogatof’ mutual authentication. For data authenticatior], see
authenticated|communications (3.4).

34
authenticated communications
communicatfions in which message integrity is protected

3.5
block cipher
cryptographic function that operates on strings of fixed size

3.6
chip
smallest unif of signal after spectrum spreading

Note 1 to entry: In the spreading process, an information bit is usually represented by a number of coded signals,
wherein a coded signal is called a chip.

3.7
coordinator
full-function device (FFD) capable of relaying messages

Note 1 to entry: If a coordinator is the principal controller of a personal area network (PAN), it is called the PAN
coordinator.

3.8
data server
device data termination point

2 © ISO/IEC 2018 - All rights reserved
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3.9

device

any entity that meets the ISO/IEC/IEEE 8802-15-4 medium access control (MAC), physical interface to
the wireless medium, and this document

Note 1 to entry: A device may be a reduced-function device (RFD) or a full-function device (FFD).

3.10

encryption

transformation of a message into a new representation so that privileged information is required to
recover the original representation

3.11

full-function device

FFD

devide capable of operating as a coordinator
3.12

group key

key that is known only to a set of devices

3.13
hailihg channel
ISO/IEC/IEEE 8802-15-4 radio channel used to broadcast the NDB

3.14
key
privileged information that may be used, for example,to protect information from disclosulre to, and/or
undefectable modification by, parties that do nothave access to this privileged informatic::ll

3.15
keyID
numgrical designator for a single key

3.16
link key
secreft key that is shared between precisely two devices

3.17
mesHh networking
type pf network wherean FFD serves as a relay for other devices

3.18
mesgage authentication code
MAC1
code,|compuited over bits in a message, that an Interrogator or a Tag may use to verify the¢ integrity of
the njessage

3.19

message integrity code

MIC

data whereby an entity receiving a message corroborates evidence about the true source of the
information in the message and, thereby, evidence that the message has not been modified in transit

3.20
network channel
primary ISO/IEC/IEEE 8802-15-4 radio channel between a coordinator and remote devices

3.21
packet
formatted, aggregated bits that are transmitted together in time across the physical medium

© ISO/IEC 2018 - All rights reserved 3
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3.22
password
information

3.23

that is used to verify identities in the tag access (3.29) process

payload data
contents of a data message that is being transmitted

3.24

reduced-function device

RFD

device thati

3.25
secure com
communicat|

3.26
security
degree of pr

Note 1 to entr

3.27
server conn
SCC

network coofrdinator that terminates the wireless protocol described in this document and is conn

to control se

3.28
tag
any device t}

3.29

tag access
process in
communicat

4 Symbals and abbreviated terms

ACK
ALW

CCITT

s hot rapah]n of npnrah'ng as a coordinator

munications
ions in which message confidentiality is protected

btection against threats identified in a security policy

y: A system is secure if it is protected to the degree specified in the'security policy.

ected coordinator

'VEers

pe associated with the device and capable of joining the network

which tags establish comiunication links with interrogators according to ce
ion protocols

acknowledgenient
always

Comité Consultatif International Téléphonique et Télégraphique

ected

rtain

Cht

Clt
CRC
CSI
CSMA
DBPSK
DF

Carrier high level tolerance

Carrier low level tolerance

cyclical redundancy check
cryptographic suite identifier

carrier sense multiple access
differential binary phase shift keying

dedicated file

© ISO/IEC 2018 - All rights reserved
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DSSS direct sequence spread spectrum

EBV extensible bit vectors

EF element file

EIRP equivalent isotropic radiated power

EVM error vector magnitude

fhitrate base frequency of the bit rate of Manchester code without bit changes
fe frequency of operating field (carrier frequency)
FCF frame control field

FCS frame check sequence

FHSS frequency hopping spread spectrum

LSB least significant bit

M Modulation

Ma Modulation overshoot

MAC medium access control

Mb Modulation undershoot

MF main directory file

MIC message integrity code

MIN Manufacturing Identifieation Number

Mlt Modulation lower tolerance

MSB most significant bit

Mut Modulation upper tolerance

N total.mumber of time-slots in access frame
NAK no-acknowledgement

NDB network discovery beacon

NEV never

NSM network status message

OID object identifier

0-QPSK offset quadrature phase shift keying

ppm parts per million
PWD password
Q parameter that controls tag access number
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QPSK
RFID
RID
RNr
RNt
RN16
RN8
RTLS
SNslot
SNsuccess
Tbmf
Tbmr
Tcf
Tcr
Tcs
TDMA
Tf
Tfhf
Tfhr
Tths
Tflb
Tr
Trlb
TID
TTL
UII

Wslot

quad-phased shift keying
radio frequency identification

interrogator identifier

random number generated by interrogators

random number generated by tags

16-bit random number

8-bit random number
real time locating system

serial number of time-slot

serial number of successful access

Manchester fall time
Manchester rise time
carrier fall time

carrier rise time

carrier steady time

time division multiple access
fall time

carrier FHSS fall time
carrier FHSS rise time
carrier FHSS steady time
forward link bit(time
rise time

return link bit time

tag identifier

tag talk last

unique item identifier
width of time-slot
bitwise XOR

series connection
point multiplication

binary addition
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5 General items on 2,45 GHz RFID protocols that support this document

5.1

Protocols

This clause describes the general items of the ISO/IEC 18000-4 2,45 GHz RFID command/data level
communication protocols. These protocols facilitate communication between compliant tag and
compliant interrogator. The timing parameters and signal characteristics for the protocols are defined
in the physical link specifications in each mode. Details of the Modes of various protocols are described
in Clauses 6, 7,8 and 9.

LEyroa

5.2

5.2.1
This

and Nledical (ISM) frequency band.

5.2.2

This
non-d
opers3

5.2.2

The 1
(inter
the R
The t
tag II
inter
the i
trang
The i
some|

5.2.2
RFID

—

HOANCIL
TTeqacticy

General

document is intended to address RFID devices operating in the 2 450 MHz Industr

Interface definitions

locument supports standard parameters and standard air interface implementations
ontact information system equipment for Iltem Management applications. Typical
te at ranges greater than 1 m.

1 RFID system definition

adio frequency identification (RFID) systemyshall include a host system and RFII
rogator and tags). The host system runs afilapplication program, which controls int
FID. The RFID equipment shall be compgséd of two principal components: tags and ir
ag is intended for attachment to an item,'which a user wishes to manage. It is capabls
number and other data regarding the tag or item and of communicating this inforn
rogator. The interrogator is a device, which communicates to tags in its field of view.
hterrogator can use its transmitted RF carrier to power the tag. Systems, which
mitted interrogator carrierfor powering the tag, are typically referred to as passive
hterrogator controls the protocol, reads information from the tag, directs the tag to
cases, and ensures message delivery and validity.

2 Minimum féatures
systems definied by this document provide the following minimum features:
lentify tag in range;

ead data;

al, Scientific

for wireless,
applications

D equipment
erfaces with
iterrogators.
e of storing a
hation to the
Additionally,
rely on the
tag systems.
store data in

— S

vIite data or handle read-only systems gracerully;

election by group or address;

— graceful handling of multiple tags in the field of view;

— €

5.2.2

rror detection.

.3 Conformance

To claim conformance with this document, an RFID system shall comply with one of the physical/data
link implementations described in Clauses 6, 7, 8 and 9.

Ther

ules for RFID device conformity evaluation are given in ISO/IEC 18047-4.
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5.3 Tag identification number

A tag identification number shall be included in commands directed to a specific tag unless the protocol
provides other means like Tag Talks First (TTF) protocols. This document mandates that each tag shall
include a manufacturer’s tag identification number as defined in Annex A for mode 1, in Annex C for
mode 2, in 8.5.1 for mode 3 and in 9.4.6.1 for mode 4.

A separate User Tag Identification is not mandatory, but is an option. When a UserTagID is used, it shall
consist of the number of bytes required by the user application. This number and other application
data shall be accessed as user data fields on the tag. These fields can be accessed via the API using
the driver’s field name resolution mechanism. The UserTaglID is a user-defined tag identifier and is not
necessarily

IFERP-TE

5.4 Potential interference

Standards ¢
Standardize

evelopers have a duty to ensure that no “significant interference”~exists betjween
l modes. “Significant Interference” exists if a system of one Standardjzed mode (woyrking

within the n
of a system
emissions), i

Marginal m¢
or that could

nost widespread regulated power emissions) is likely to impede theCsirccessful oper
of another Standardized mode (working within the most widespread regulated p
h likely expected operating situations.

asurable interference that does not impede operation in likely expected operating situa
be avoided by simple and inexpensive design improvement, shall not be considered

ation
ower

tions,
cause

to reject a mpde.

Therefore, TTF modes are clearly identified as such in this’/document.

Therefore, installers of RFID systems are advised that:they should make best efforts to be a
neighbolir in installing any systems, bearing in mind'that there may be other systems sharirn
same bandwidth, and are advised to take precautions to minimize interference to other sys
Installefs are equally advised to be prepared, to handle interference within the bandwidth
other users up to transmission powers permitted by local regulations.

good
g the
tems.
from

6 MODE

1: Passive backscatter.RFID system

gator
ne or

juate,
shall
k and
C a . ag 3 aCyclic
Redundancy Code (CRC). Therefore CRC flelds are present in all 1nterrogator lnterrogatlons and
in all tag responses. Additional data protection is provided by Manchester encoding on the forward
(interrogator to tag) link and FMO encoding on the return (tag to interrogator) link.

By using the FHSS backscatter option 1 RFID command set or in narrow band operation, the interrogator
can execute a number of functions on tags in its field. For example, the interrogator can send a command
sequence, which allows it to identify multiple tags simultaneously in its RF field. Alternately, it can
select a subset of the tags in the field based on tag memory contents. It can also read data stored on a
tag in its field, as well as write or lock data to such a tag.

The description of the RFID tag command set in the following clause shall provide detail regarding the
command field and return data/acknowledgement fields, if any. In addition, it shall cover additional
high-level elements of the FHSS backscatter option RFID protocol, including how the multiple item
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identification algorithm works and byte ordering requirements. The more general aspects of the

proto

col (preambles, CRC-16, etc.) are covered in detail in 6.2.7.

This portion of this document describes a passive backscatter RFID system that supports the following
system capabilities:

System protocol

— Identify and communicate with multiple tags in the field

— Select a subgroup of tags to identify or communicate with based on information that the user has
stored in the tag

— K
—

Data

— Manchester bit-wise encoding and CRC-16 packet-level protection aretapplied to the

(

— H
i
In th
range
inter
broag

ead from and write or rewrite data many times to individual tags
ser controlled permanent lock memory

ntegrity protection

nterrogator-to-tag) data.

MO bit-wise encoding and CRC-16 packet-level protection arge'applied to the return
hterrogator) data.

s RFID system, interrogators both power and commuficate with the tags that are
. Tags receive data as on-off key amplitude modulation of the power/data sign
fogator. During the time that the tag communicates back to the interrogator, the
Icasts a steady radio frequency power level,:arid the tag modulates the impedance

forward link

link (tag-to-

within their
al from the
interrogator
of its radio

frequency load attached to the tag antenna terminals. The interrogator then receives the data back

Table 1.

from|the tag as a variation in reflection of its transmitted power.
6.2 |Physical layer and data coding
6.2.1] Interrogator power-up waveform
The ipterrogator power-up waveform shall comply with the mask specified in Figure 1 and
Cht
N 7 5 / i 7
AN +
NG v 100
. Cht
CIt
v
7 % 77 7 0%

<«—> Tcr
» Tcs

A

Figure 1 — Interrogator power-up waveform
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Parameter Min Max
Tcs 400 ps
Ter 0 us 30 ps
Cht 3%
Clt 1%

6.2.2 Interrogator power-down

Once the cay

Table 1 — Interrogator power-up waveform parameter values

duration Tcf]

TTer fevet ias dropped below the Tippte it Cht, power down shall be monotonic
as specified in Figure 2 and Table 2.

<+——>{Tcf

Figure 2 — Interrogator power-down waveform

Table 2 — Interrogator power-down timings

Parameter Min Max
Tcf 1us 500 us
Cht 3%
Clt 1%

6.2.3 Frequency hopping carrier rise and fall times

When the interrogator-operates in the frequency hopping spread spectrum (FHSS) mode, the c3
rise and fall fimes shall*conform to the characteristics specified in Figure 3 and Table 3.

//\ ,,,,,,, ‘100%
Cht
h 4
% 0%
Clt

nd of

rrier

10
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100%
90%

NOTE
6.2.4

6.2.4

The ¢
The d

The ¢
The f

Forward link

<> <
Tfhr |

Tfhs

<P

Tfhf

Figure 3 — FHSS carrier rise and fall characteristics

Table 3 — FHSS carrier rise and fall parameters

Parameter Min Max
Tfhr 15 us
Tfhs 400 ps
Tfhf 15 us

1 Carrier modulation

xample of 40 kbit/s'signal of Manchester coding as per Figure 4.

The numbers in Table 3 are an example-for current FCC regulations only.

arameter for'\99 % Modulation of Manchester coding is specified in Table 4.

0 %

ata transmission from ghe‘interrogator to the tag is achieved by modulation of the c
ata coding is performed by generating pulses that create a Manchester coding.

10%

hrrier (ASK).

© ISO/IEC 2018 - All rights reserved
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i/ z/zzzzzz2224744zzz7224444dddddzizzzdz/zizz

Ma

—~—
v T % |
I Az

iz
v G2 N
~ - —
G4z Ak vz iz iz ddm

Figure 4 — Example of 40 kbit/s signal

Table 4 — Parameter for 99 % )Modulation

Parameter Minimum [¢Neminal | Maximum
M=(A-B)/(A+B) 90 99 100

Ma 0 0,03 (A-B)

Mb 0 0,03 (A-B)

Tr 0 ps 1,8 us 0,1/fbitrate

Tf 0 us 1,8 us 0,1/fpitrate

6.2.4.2 Bit coding of forward linkfields

Data are Mapchester encoded as'per Figure 5.

field not modulated

field modulated

Logic 0 = Manchester 0 01

field not modulated

field modulated

Logic 1 = Manchester 1 ... 10

Figure 5 — Forward link bit coding

12 © ISO/IEC 2018 - All rights reserved
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6.2.5 FMO return link

6.2.5.1 General

-4:2018(E)

The tag transmits information to the interrogator by modulating the incident energy and reflecting it

back to the interrogator (backscatter).

6.2.5.2 Modulation

The tag switches its reflectivity between two states. The “space” state is the normal condition in which

the tag is powered by the interrogator and is able to receive and decode the forward link

. The “mark”

state(is the alternative condition created by changing the antenna configuration or termin

6.2.5|3 Datarate

The feturn link data rate is derived from the forward link data rate and is'typically 4
details, see Table 5.

6.2.5|4 Data coding
Data pre coded using the FMO technique, also known as Bi-PhaseSpace.

One dymbol period Trlb is allocated to each bit to be sent. In EM0 encoding, data transition
bit bqundaries. In addition, data transitions occur at the mid-bit of logic 0 being sent.

Table 5 — Return link parameters

htion.

D Kkbit/s. For

s occur at all

Data rate Trlb Tolerance

30 kbit/s to 40 kbit/s 25 us to 33 ps *15 %

Coding of data is MSB first. Figure 6 illustiates the coding for the 8 bits of ‘B1’.

FMO Data Coding
MSB first encoding of Byte 10110001 = 'B1’

10 1 1. 0 o0 0 1

B [ | L L L] L
Alternative
depending on
prior conditions J | | | | | | | | | | | |’

| | | | | t
<+—>
Trib
Figure 6 — Tag to interrogator data coding
© ISO/IEC 2018 - All rights reserved 13
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6.2.5.5 Message format

A Return Link Message consists of n data bits preceded by the Preamble and followed by the tag data.
The data bits are sent MSB first.

The Preamble enables the interrogator to lock to the tag data clock and begin decoding of the message.
It consists of 16 bits as shown in Table 6. There are multiple code violations (sequence not conforming
to FMO rules) that act as a frame marker for the transition from Preamble to Data.

6.2.5.6 Return preamble

The return I:wnf\w\]f\]n icacaoagunneon fbh ool ot o Aot oo find o T £

TCOTIToTC TS o STt IO oo tIc S CateC T Irotruma troT S petIiT Ot TaoTtt—Or

Table 6 — Return preamble

00000101010101010101000110110001

Data ‘0’ is represented by the tag’s modulator being in the high impedance state, Data™1’ is represgnted
by the tag’s modulator switching to the low impedance state, thereby causing a'change in the indident
energy to be|back-scattered.

The tag shall execute backscatter, a half-bit 1 and half-bit 0 sent by the tag-defined as follows in Figure 7.

2

NOTE 1 3 low impedance (backscattery,,0 = high impedance (no backscatter).

Figure 7 — Return link preamble

6.2.6 Cycljc redundancy check (CRC)

When sendihg a cotamand to the tag, the interrogator shall attach an inverted CRC to the mefsage
packet. On receiying a command from the interrogator, the tag shall verify that the checksum ar the
CRC value ig vahd: If it is invalid, it shall discard the frame, shall not respond and shall not take any
other action

The 16-bit CRC applies for both communication directions: from interrogator to tag and from tag to
interrogator.

The polynomial used to calculate the CRC is X16 + X12 + X5 + 1. The 16-bit register shall be preloaded
with ‘FFFF’. The resulting CRC value shall be inverted, attached to the end of the packet and transmitted.

The most significant byte shall be transmitted first. The most significant bit of each byte shall be
transmitted first.

At the tag, the incoming CRC bits are inverted and then clocked into the register. After the LSB bit is
clocked into the tag, the 16-bit CRC register should contain all zeroes.

The 16-bit CRC shall be calculated on all data bits up to, but not including, the first CRC bit.

14 © ISO/IEC 2018 - All rights reserved
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On receiving of a response from the tag, it is recommended that the interrogator verifies that the
CRC value is valid. If it is invalid, appropriate remedial action is the responsibility of the interrogator
designer.

The CRC 16 bits and bytes transmission rules is specified in Table 7.

Table 7 — CRC 16 bits and bytes transmission rules

MSByte LSByte

MSB

LSB MSB
CRC 16 (8 bits) |

LSB

CRC 16 (8 bits)

6.2.7

Data
tagc
being

specification is defined in 6.2.4. In the case of Manchester coding, a Manchester 1 isa 1 to

whild

For t
This

inter
end 4

During this time, the interrogator shall not modulaté the carrier. During the WAIT field

writd
modu
data

Itish

This

decodled an instruction sent by the irnterrogator.

The |
from

The ¢
Each
Each
F

T first transmitted bit of the inverted CRC

Protocol concept

hre encoded and presented in slightly different ways in the constituent fields. For inte
mmunication (forward link), data are sent using an on-off key format..The radio fre
on corresponds to 1, while the radio frequency field being off corresponds to 0. Thg

a Manchester 0 is a 0 to 1 transition.

ag-to-interrogator communication (return link), data .dre sent using backscatter
Fequires that the interrogator provide steady power to<the tag during the return lin
fogator powers the tag, the tag shall change alternately the effective impedance of
nd thus changing the overall radio frequency reflectivity of the tag as seen by the

data into their memory), the interrogator shall*also provide steady power to the tag
late the carrier. The transmission protoco] defines the mechanism to exchange inst
between the interrogator and the tag, inboth directions.

ased on the concept of "interrogator-talks first".

means that any tag shall not start transmitting (modulating) unless it has received :

rotocol is based on an(exchange of a command from the interrogator to the tag an
the tag(s) to the interrogator.

onditions under.Wwhich the tag sends a response are defined in 6.3.6.
command and'€ach response are contained in a frame. The frame is specified in 6.2.7
command/consists of the following fields:

reamble

rrogator-to-
quency field

on-off ratio
0 transition,

techniques.
k. While the
the tag front
nterrogator.
(when tags
hnd shall not
ructions and

and properly

l a response

Delimiter

Command code

Parameter fields, depending on the command

Application data fields, depending on the command

CRC

Each

response consists of the following fields:

Return preamble

Application data fields

© ISO/IEC 2018 - All rights reserved

15


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

CRC

The protocol is bit-oriented. The number of bits transmitted in a frame is a multiple of eight (8), i.e. an

integer number of bytes. However, the frame itself is not based on an integer number of bytes.

In all byte fields, the MSB shall be transmitted first, proceeding to the LSB. In all word (8-byte) data

fields, the MSB shall be transmitted first.

The MSB shall be the byte at the specified address. The LSB shall be the byte at the specified address

plus 7 (i.e. bytes are transmitted in incrementing address order).

The byte significance is relevant to data transmission and to the GROUP_SELECT and GROUP_UNSE

LECT

greater than/and less than comparisons.

The MSB of the byte mask shall correspond to the most significant data byte, the byte at the'spe
address.

Word (8-byte) addresses are not required to be on an 8-word boundary and may,be on any|
boundary.

RFU bits and bytes shall be set to zero (0).
6.2.8 Conmmand format

6.2.8.1 General

The commarnd consists of the following fields:
Preamble
Delimitdr
Command
Parameter and data files
CRC

The general Fommand format is specified in Table 8.

Table 8 — General command format

Prdamble detect Preamble Delimiter | Command | Parameter | Data | CRC |

6.2.8.2 Prepamble:detect field

rified

byte

The preambledetect field consists of a steady carrier (no modulation) during a time of at least 400 ps.

This corresponds to 16 bits for a communication rate of 40 kbit/s.

6.2.8.3 Preamble
The preamble is equivalent to 9 bits of Manchester 0.

010101010101010101
6.2.8.4 Delimiter

6.2.8.4.1 Startdelimiter 1

In NRZ format; includes Manchester errors; spaces ignored

16 © ISO/IEC 2018 - All rights re
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1100111010 Delimiter 1

6.2.8.
See 6.

5 CRC
2.6 and Annex B.

6.2.9

6.2.9.

Ther

Response format

1 General

esponse consists of the following fields:

-4:2018(E)

q

The g

The t
shall
inter

6.2.9

The t
the c

6.2.9
See 6

uiet

eturn preamble
ata fields

RC

eneral response format is specified in Table 9.

Table 9 — General response format

| Quiet | Return preamble Data CRC

ag shall use a backscatter technique to communicate data to the interrogator. The
be steadily powering the tag as well as listening to the tag response throughou

Fogator (backscatter) communication. This applies to all fields in the return link.
2 QUIET
g shall not backscatter for 16 x Talb - 0,75 x Tflb. The duration of the quiet time is de

pbmmunication speed of the forward and return link.

3 CRC

2.6 and Annex B.

6.2.1

During the WAKI"field, the interrogator provides steady power to the tag for the duratig

15 m

0 WAIT

5. No on-off key data may be sent during the write operation.

field in the overall f1eld sequence shall always be WAIT

interrogator
[ the tag-to-

termined by

n of at least

e conditions

) & tag recelves a wr1te command, it shall execute a wrlte operatlon (The detalls of th

uted, the final

During the WAIT field, when the tag is writing data into the EEPROM, the interrogator shall steadily

powe

Detai

r the tag. On-off key data shall not be sent during this time.

Is are shown in Figure 8 and in Figure 9.

© ISO/IEC 2018 - All rights reserved
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FIELD PREAMBLE_DETECT pREAMBLE |sTDEL| CMD | ADDR| BM WORD_DATA CRC-16

READER OUTPUT WAVEFORM

TAG MODULATION
REMARKS 400 ys minimum nine 01's Manchester Manchester Manchester

1100 1110 10

FIELD QUIET RET PREAMBLE RETURN DATA/ACK/ERR CRC-16

READER OUTPUT WAVEFORM

TAG MODULATION

Figure 8 —+ Sample command/response packets for GROUP_SELECT (40 kbit/s on forward
return link)
FIELD PREAMBLE_DETECT PREAMBLE STDEL CMD ID ADDR DAT | | é&)-ﬂ%
READ[ER OUTPUT WAVEFORM NNV
TAG MODULATION R
REMARKS 400 pys minimum nine 01's Manchester Manchester
1100111010
WAIT Y
FIELD QUIET RET PREAMBLE RETURN ACK/{ERR CRC-16
READER OUTPUT WAVEFORM R
TAG MODULATION aNYT
REMARKS field on to power tag during write
Figure 9 — fample command/response packets for WRITE (40 kbit/s on forward and return
6.2.11 Communication sequences.at packet level
Figure 10 ahd Figure 11 shewiseveral examples of communication sequences at the packet

REMARKS FVIO LAY T
field on for write

00000101 01010101 01010001 10110001

Figure 10 d¢g
write time,

following th
of 10 consec
circuitry. It
wait for wri

picts a packet sequence that includes a write command. The sequence includes a w4
vhich providés the necessary time for the chip to complete its write operation. In add
e wait forqirrite time, the interrogator issues a tag resync signal. This signal is comj
utive 01(signals. The purpose of the tag resync signal is to initialize the tag data rec

and

link)

level.
it for
ition,
posed
bvery

s required after a write because the interrogator may output spurious edges durin

that may be

penerated

g the

fe Lime. Without the tag resync, tags may miscalibrate as a result of the spurious silgnals

Figure 11 depicts a packet sequence in which a frequency hop between commands is included. The tag
resync signal is again required after the hop because spurious signals may be generated during the

hop time.

In order to ensure that tags do not get confused, frequency hops between command and response

should be av

18

oided.
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Action COMMAND RESPONSE WAIT FOR WRITE TAG RESYNC COMMAND RESPONSE
Component execution | Interrogator Tag Interrogator Interrogator Interrogator Tag
action

Notes -—- - 15 ms minimum ten 01's - -

Figure 10 — Command sequence (including a write) with no hopping

Actipn COMMAND RESPONSE HOP TAG RESYNC COQMMAND RESPONSE
Component execution| Interrogator Tag Interrogator Interrogator Interrogator Tag
actipn

Notps - - <26 us ten 01's - --

6.3

6.3.1

6.3.1

See A.2

6.3.1
See 6

Protocol and collision arbitration

Definition of data elements, bit and byte ordering
1 UniqueID
2.
2 CRC

2.6 and(Annex B.

6.3.1

3</ FLAGS

Figure 11 — Command sequence with a-hop between response and next command

The tag shall support a field of eight flags. This field is called FLAGS.

The FLAGS is specified in Table 10.

Table 10 — FLAGS

Bit Name
FLAG1 (LSB) DE_SB (Data_Exchange Status Bit)
FLAG2 WRITE_OK
FLAG3 BATTERY_POWERED
FLAG4 BATTERY_OK
FLAG5 0 (RFU)

© ISO/IEC 2018 - All rights reserved
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Table 10 (continued)

Bit Name
FLAG6 0 (RFU)
FLAG7 0 (RFU)
FLAG8 (MSB) 0 (RFU)

6.3.1.3.1 Data Exchange Status Bit (DE_SB)

The tag shall set this bit when the tag goes into the DATA_EXCHANGE state and keep it set unless it

moves into the POWER-QFF state

When the DE_SB is set and the tag comes into the POWER-OFF state, then the tag shall triggera
that will reset the DE_SB bit after tpg_sp.

tpg_sB shall be at least 2 s in the temperature range 30 °C to 60 °C.

tpe_sp shall

When the ta

6.3.1.3.2
The WRITE |
The WRITE |

6.3.1.3.3

The BATTER
passive tags

6.3.1.3.4

The BATTER
cleared for p

6.3.2 Tag
The function
Up to 256 bl

This leads td

WRITE_OK

BATTERY_POWERED

BATTERY_OK

e atleast 4 s in the temperature range 0 °C to 50 °C.

b receives the INITIALIZE command, then it shall reset the DE_SB.mmediately.

OK bit shall be set after a successful write access to thesmemory (e.g. WRITE, LOCK).

OK bit is cleared after execution of the command following the write command.

'Y_POWERED bit shall be set when the‘tag should have a battery. It shall be cleare

Y_OK bit shall be set whemn the battery has enough power to support the tag. It sh
assive tags.

memory organization
al memory shalltbe organized in blocks of one byte.
hcks of one‘byte can be addressed.

a maximum memory capacity of up to 2 kbit.

timer

d for

hll be

NOTE T

isstructure allows future extensions of the maximum memory r‘npar‘ify

6.3.3 Block security status

Each byte shall have a corresponding lock bit. The lock bits may be locked by use of the LOCK command.
The status of the lock bit may be read by the QUERY_LOCK command. The tag shall not be allowed to
reset any lock bit after leaving the final production site. In most cases, this is the production site that
defines the unique ID.

6.3.4 Overall protocol description
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6.3.4.1 Tag states

The tag has four major states:

POWER-OFF The tag is in the POWER-OFF state when the interrogator cannot activate it.
(For battery-assisted tags, it means that the level of RF excitation is insuffi-
cient to turn on the tag circuits.)

READY The tag is in the READY state when the interrogator first powers it up.

ID The tag is in the ID state when it is trying to identify itself to the interrogator.

DATA_EXCHANGE The tag is in the DATA_EXCHANGE state when it is known to the(nterrogator

and was selected.

The gtate diagram as per Figure 12.

POWER-OFF

|_ Power On

ASeIect
Unselect r \

/\Read

Initialize [ X B

Data Read

DATA
EXCHANGE

/

Collision Arbitration

NV

\ Read

NOTE This diagram does not show that the tag goes into POWER-OFF from all states in the case that the

interrogator field is permanently turned off.

Figure 12 — State diagram

The state diagram only shows an overview of the possible transition. Details are specified in Table 12.

Power-On:

State change when interrogator field is turned on.
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Select

State change due to selection of tag by GROUP_SELECT or READ commands.

Unselect

State change due to deselection of tag by GROUP_UNSELECT commands or INITIALIZE command.

Collision Arbitration

No state change during collision arbitration until single tag is identified.

Data_Read

State changg
Read

State change
Initialize
State changsg

The detailed

The transitign between these states is specified in Table 12.

6.3.4.2 D¢

Commands
response in

tailed command processing

he other states.

due to first read access in collision arbitration process.

due to read access independent of collision arbitration process.

due to deselection of tag by INITIALIZE command.

command processing is specified in Table 11.

Table 11 — Detailed command processing

hall be active in states marked with “X” and neither causes a state change nor cause a

COMMAND

States

READY

ID DATA
EXCHANGE

GROUP_SELH

CT_EQ

GROUP_SELE

CT_NE

GROUP_SELE

CT_GT

GROUP_SELH

CT_LT

GROUP_SELH

CT_EQ_EEAGS

GROUP_SELH

CT_NETZFLAGS

P PR | K| <

GROUP_UNSH

LECTEQ

GROUP_UNSEELECTNE

GROUP_UNSELECT_GT

GROUP_UNSELECT_LT

GROUP_UNSELECT_EQ_FLAGS

GROUP_UNSELECT_NE_FLAGS

MULTIPLE_UNSELECT

FAIL

SUCCESS

RESEND

INITIALIZE

READ

Sl I e e A e R e R e s F e e s R e R s A s A e
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Table 11 (continued)
COMMAND States
READY ID DATA
EXCHANGE
DATA_READ X X
READ_VERIFY X X X
READ_VERIFY4BYTE X X X
WRITE X X X
WRITE4BYTE X X X
WRITE4BYTE_MULTIPLE X o] X
WRITE_MULTIPLE X o | x
LOCK A2 X
QUERY_LOCK X X O X
Q\)
Table 12 — State transition table . '\(b
(urrent state Command COI\\(&)\OJn New state
POW[ER-OFF ANY COMMAND O POWER|OFF
POW[ER-OFF “Power up” N2 READY
READY GROUP_SELECT_EQ , O READY
READY GROUP_SELECT_NE R READY
»
READY GROUP_SELECT_GT < READY
READY GROUP_SELECT_EQ_FLAGS <" |flag notset READY
READY GROUP_SELECT_NE_FLAGS” flag set READY
READY GROUP_SELECT_LT .\ > READY
READY GROUP_SELECT_EQQ) = ID
READY GROUP_SELECT-NE # ID
READY GROUP_SELECT GT > ID
READY GROUPSELECT_LT < ID
READY GRQUP_SELECT_EQ_FLAGS flag set ID
READY (GROUP_SELECT_NE_FLAGS flag not set ID
READY JINITIALIZE READY
READY 5. |READ ID no match READY
READY  (°  |READ ID match DATA_EKCHANGE
READY O%' READ_VERIFY ID no match or not WRITE_ |READY
N OK
READY™" READ VERIEY 1D match-and WRITE-OK— | DATA_EXCHANGE
READY READ_VERIFY4BYTE ID no match or not WRITE_ |READY
OK
READY READ_VERIFY4BYTE ID match and WRITE_OK  |DATA_EXCHANGE
READY WRITE ID no match READY
READY WRITE ID match DATA_EXCHANGE
READY WRITE4BYTE ID no match READY
READY WRITE4BYTE ID match DATA_EXCHANGE
READY QUERY_LOCK ID no match READY
READY QUERY_LOCK ID match DATA_EXCHANGE
ID GROUP_UNSELECT_EQ # ID

© ISO/IEC 2018 - All rights reserved
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Table 12 (continued)

Current state Command Condition New state
ID GROUP_UNSELECT_NE = ID
ID GROUP_UNSELECT_GT < ID
ID GROUP_UNSELECT_LT > ID
ID GROUP_UNSELECT_EQ_FLAGS |flag not set ID
ID GROUP_UNSELECT_NE_FLAGS |flag set ID
ID GROUP_UNSELECT_EQ = READY
ID GROUP IINSELECT NE F= READY
ID GROUP_UNSELECT_GT > READY
ID GROUP_UNSELECT_LT < READY QQ )
ID GROUP_UNSELECT_EQ_FLAGS |flag set READYx -~
ID GROUP_UNSELECT_NE_FLAGS |flag not set READY
ID MULTIPLE_UNSELECT # or not WRITE_OK 1P
ID MULTIPLE_UNSELECT =and WRITE.OK  ~_ |READY
ID GROUP_SELECT_EQ R
ID GROUP_SELECT_NE o) ID
ID GROUP_SELECT_GT N2 ID
ID GROUP_SELECT_LT , O ID
ID GROUP_SELECT_EQ_FLAGS o) ID
ID GROUP_SELECT_NE_FLAGS R ID
ID FAIL N ID
ID SUCCESS s ID
ID RESEND RN ID
ID INITIALIZE R READY
ID READ O ID no match ID
ID READ N ID match DATA_EXCHANGE
ID DATA_READ (‘}\V ID no match ID
=
ID DATA_READ " ID match DATA_EXCHANGE
ID READ @U\FY ID no match or not WRITE_ |ID
OK
ID Rg&p VERIFY ID match and WRITE_OK | DATA_EXCHAN(E
ID d(EAD VERIFY4BYTE ID no match or not WRITE_ | ID
OK
ID , (" |READ_VERIFY4BYTE ID match and WRITE_OK | DATA_EXCHAN(E
ID 7 |WRITE ID no match ID
ID WRITE ID match DATA_EXCHANGE
ID WRITE4BYTE ID no match ID
ID WRITE4BYTE ID match DATA_EXCHANGE
ID WRITE_MULTIPLE ID
ID WRITE4BYTE_MULTIPLE ID
ID QUERY_LOCK ID no match ID
ID QUERY_LOCK ID match DATA_EXCHANGE
DATA_EXCHANGE  |INITIALIZE READY
DATA_EXCHANGE  |READ DATA_EXCHANGE
DATA_EXCHANGE  |DATA_READ DATA_EXCHANGE
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Current state

Command

Condition

New state

DATA_EXCHANGE

READ_VERIFY

DATA_EXCHANGE

DATA_EXCHANGE

READ_VERIFY4B YTE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE4BYTE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE4BYTE_MULTIPLE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE_MULTIPLE

DATA_EXCHANGE

DATA_EXCHANGE

LOCK

DATA_EXCHANGE

DATA_EXCHANGE

QUERY_LOCK

DATAYEKCHANGE

6.3.5

Collision arbitration

The interrogator may use the GROUP_SELECT and GROUP_UNSELECT commands to de

subse
comn

t of tags in the field to participate in the collision arbitration. It themymay use the i
hands to run the collision arbitration algorithm.

— d

In th
their
back
Simu

After
a) A

b) 1

Q

&
o

o

One @

For tJe collision arbitration, the tag shall support two pieces of hardivdre on the tag:

n 8-bit counter COUNT;
random 1 or 0 generator.

e beginning, a group of tags is moved to the IDstate by GROUP_SELECT commands
internal counters to 0. Subsets of the group niay be unselected by GROUP_UNSELEC
to the READY state. Other groups can be-selected before the identification prog
ation results show no advantage in identifying one large group or a few smaller grou

the above described selection, the following loop should be performed:

1l tags in the ID state with the counter COUNT at 0 shall transmit their ID. This set initi

all the selected tags.

 more than one tag transmitted, the interrogator receives an erroneous respons
ommand shall be sent.

1l tags receiving@¥FAIL command with COUNT not equal to 0 shall to increment CO
hey move furthernaway from being able to transmit.

1l tags receiving FAIL a count of 0 (those that just transmitted) shall generate a rang
hose that)roll a 1 shall increment COUNT and shall not transmit. Those that roll a
OUNTat 0 and shall send their UID again.

fine all or a
dentification

hnd shall set
[ commands
cess begins.
DS.

ally includes

e. The FAIL

JNT. That is,

lom number.
0 shall keep

f'four possibilities now occurs:

d) Ifmore than one tag transmits the FAIL command, step b) repeats (Possibility 1).

e) Ifalltagsrollal, nonetransmits. The interrogator receives nothing. It sends the SUCCESS command.
All the counters decrement, and the tags with a count of 0 transmit. Typically, this returns to step
b) (Possibility 2).

f) If only one tag transmits and the ID is received correctly, the interrogator shall send the DATA_
READ command with the ID. If the DATA_READ command is received correctly, that tag shall move
to the DATA_EXCHANGE state and shall transmit its data.

The interrogator shall send SUCCESS. All tags in the ID state shall decrement COUNT.

g) If only one tag has a count of 1 and transmits, step e) or f) is repeated. If more than one tag
transmits, step b) is repeated (Possibility 3).
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h) If only one tag transmits and the ID is received with an error, the interrogator shall send the
RESEND command. If the ID is received correctly, step €) is repeated. If the ID is received again
some variable number of times (this number can be set based on the level of error handling desired
for the system), it is assumed that more than one tag is transmitting and step b) is repeated
(Possibility 4).

6.3.6 Commands

Commands are divided into four functional groups:

— selection

commands;

— identifidation commands;

— data trahsfer commands;

— multipld commands.

Further, comjmands have one of the following types:

— mandatgry;

— optional;
— custom;

— proprieffa

ry.

6.3.6.1 Command types

All tags with the same IC manufacturer code and the s@me IC version number shall behave the san

6.3.6.1.1 Mandatory

The command codes range from ‘00’ to ‘0A%(0C’, ‘15, “1E’, “1F” and ‘20’ to ‘3F".

A mandatory

command shall be suppofted by all tags that claim to be compliant. Interrogators ¥

claim compliance shall support all mandatory commands.

6.3.6.1.2 (Qptional

The commarnd codes range.from ‘OB’, ‘0D’ to ‘OF’, ‘11’ to ‘13’, “17’ to ‘1C’, 1D’ and from 40’ to ‘OF".

Optional commands(@he commands that are specified within the International Standard. Interrog

ically-¢apable of performing all optional commands that are specified in the Internaf

vhich

ators
ional
ands.

shall be tec
Standard (althongh need not be set up to do so). Tags may or may not support optional comm
If an optiondl

command is used, it shall be implemented in the manner specified in the Internat

ional

Standard.

If the tag does not support an optional command, it shall remain silent.

NOTE The commands whose code ranges from ‘17’ to ‘1C’ are optional and not essential to operate the tag.
However, their support by the tag is recommended for appropriate performance. To reflect this, they are reported
as “recommended” in Table 13.

6.3.6.1.3 Custom

The command codes range from ‘A0’ to ‘DF".

26
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Custom commands may be enabled by an International Standard, but they shall not be specified in
that International Standard. A custom command shall not solely duplicate the functionality of any
mandatory or optional command defined in the International Standard by a different method.

The only fields that can be customized are the parameters and the data fields.

Any custom command contains as its first parameter the IC manufacturer code. This allows IC
manufacturers to implement custom commands without risking duplication of command codes and
thus misinterpretation.

If the tag does not support a custom command, it shall remain silent.

6.3.6/1.4 Proprietary
The gommand codes are ‘10’, ‘14, ‘16’ and they range from ‘EQ’ to ‘FF’.

Proprietary commands may be enabled by an International Standard, but they(shall not b¢ specified in
that International Standard. A proprietary command shall not solely duplicate’the functiopnality of any
mandatory or optional command defined in the International Standard by adifferent metHod.

Thes¢ commands are used by IC and tag manufacturers for various putpeses such as tests, programming
of system information, etc. The IC manufacturer may at its option. decument them or not.|It is allowed
that fhese commands are disabled after IC and/or tag manufacturing.

6.3.6/2 Command codes and format

Table 13 — Command<odes and format

Command Type Command name Parameters
dode

‘00’ Mandatory GROUP_SELECTAEQ ADDRESS |BYTE_MASK WORD_DATA
‘01 Mandatory GROUP_SELEET_NE ADDRESS BYTE_MASK WORD_DATA
‘02’ Mandatory GROUP_SELECT_GT ADDRESS |BYTE_MASK WORD_DATA
‘03’ Mandatory GROUR-SELECT_LT ADDRESS |BYTE_MASK WORD_DATA
‘04’ Mandatory GROUP_UNSELECT_EQ ADDRESS |BYTE_MASK WORD_DATA
‘05’ Mandatory GROUP_UNSELECT_NE ADDRESS |BYTE_MASK WORD_DATA
‘06’ Mandatory. GROUP_UNSELECT_GT ADDRESS |BYTE_MASK WORD_DATA
‘07’ Mandatory GROUP_UNSELECT_LT ADDRESS |BYTE_MASK WORD_DATA
‘08’ Mandatory FAIL None None None
‘09’ Mandatory SUCCESS None None None
‘0A Mandatory INITIALIZE None None None
‘OB’ Optional DATA_READ ID ADDRESS None
‘oc’ Mandatory READ ID ADDRESS None
‘oD’ Recommended |WRITE ID ADDRESS BYTE_DATA
‘OF’ Recommended |WRITE_MULTIPLE None ADDRESS BYTE_DATA
‘OF’ Recommended | LOCK ID ADDRESS None
10’ Proprietary |IC manufacturer dependent
11 Recommended | QUERY_LOCK ID ADDRESS None
12’ Recommended | READ_VERIFY ID ADDRESS None
13’ Recommended | MULTIPLE_UNSELECT ADDRESS |BYTE_DATA None
14’ Proprietary |IC manufacturer dependent
15’ Mandatory RESEND None None None
16’ Proprietary |IC manufacturer dependent
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Table 13 (continued)

Command Type Command name Parameters
code

17’ Recommended | GROUP_SELECT_EQ_ None BYTE_MASK BYTE_DATA
FLAGS

‘18’ Recommended | GROUP_SELECT_NE_ None BYTE_MASK BYTE_DATA
FLAGS

19’ Recommended | GROUP_UNSELECT_EQ_ None BYTE_MASK BYTE_DATA
FLAGS

1A Recommended | GROUP UNSELECT NE None BYTE MASK BYTE DATA
FLAGS

“1B’ Recommended |WRITE4BYTE ID ADDRESS BYTE_MASK

“1c’ Recommended |WRITE4BYTE_MULTIPLE BYTE_ ADDRESS 4BY.TE/DATA

MASK

“1D’ Recommended | READ_VERIFY4BYTE ID ADDRESS

‘1E’ to ‘1F’ Mandatory RFU

‘20’ to ‘3F’ Mandatory RFU

‘40’ to ‘9F’ Optional RFU

‘A0’ to ‘DF’ Custom IC manufacturer dependent

‘E0’ to ‘FF’ Proprietary |IC manufacturer dependent

6.3.6.2.1 (ommand fields

The commar

6.3.6.2.2 ]

d fields are specified in Table 14.

Table 14 — Command fields

Field name Field size
COMMAND 1 byte
ADDRESS 1 byte
BYTE_MASK 1 byte
ID 8 bytes
WORD-DATA 8 bytes
BYTE_DATA 1 byte
4BYTE_DATA 4 bytes

[ag responses

The tag resp

onises are specified in Table 15.

28

Table 15 — Tag responses

Response code Response name Response size
‘00’ ACKNOWLEDGE 1 byte
ACKNOWLEDGE_NOK 1 byte
‘01 ACKNOWLEDGE_OK 1 byte
‘FE’ ERROR_NOK 1 byte
‘FF’ ERROR 1 byte
ERROR_OK 1 byte

© ISO/IEC 2018 - All rights reserved



https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

Table 15 (continued)

Response code Response name Response size
Not applicable |WORD_DATA 8 bytes

Not applicable |BYTE_DATA 1 byte

‘02’ to ‘FD’ RFU

6.3.6.2.3 Selection commands

Selection commands define a subset of tags in the field to be identified or written to and may be used as

part fthe collision arhitration
6.3.6/2.3.1 Data comparison for selection command on memory
Each|select command of the commands GROUP_SELECT_EQ, GROUP_SELECT_NE;"GROUP| SELECT_GT,
GROUP_SELECT_LT, GROUP_UNSELECT_EQ, GROUP_UNSELECT_NE, GROUP-UNSELECT_GT, GROUP_
UNSHLECT_LT has three arguments (parameter and data):
ADDRESS
BYTH_MASK
WORP_DATA
and the tag shall make one of four possible comparisons:
EQ M EQUAL D
NE M NOT EQUAL D
GT M GREATER THAN D
LT M LOWER THAN D
The gqrguments of the comparisonlare

M7 MSB M6 M5 M4 M3 M2 M1 MO LSB
Tag memory |Tag memory-J\Fag memory |Tag memory |Tag memory |Tag memory |Tag memory |[Tag memory
contgnt at content at content at content at content at content at content at content at
ADDRESS+0 |ADDRESS*1 |ADDRESS+2 |ADDRESS+3 |ADDRESS+4 |ADDRESS+5 |ADDRESS+6 [ADDRESS+7

M = MO + M 28 + M2 x 216 + M3 x 224 + M4 x 232 + M5 x 240 + M6 x 248 + M7 x 256

and theargument of the command

D7 MSB D6 D5 D4 D3 D2 D1 DO LSB
First byte Last byte
after com- after com-
mand mand

D=D0+ D1 x 28 + D2 x 216 + D3 x 224 + D4 x 232 + D5 x 240 + D6 x 248 + D7 x 256

The argument BYTE_MASK defines what bytes to be considered for comparison.

The data masking for Group Select and Group Unselect commands are specified in Table 16.
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Table 16 — Data masking for Group_Select and Group_Unselect commands

BYTE_MASK WORD_DATA
Bit 7 (MSB) is set Consider D7 and M7 for comparison
Bit 6 is set Consider D6 and M6 for comparison
Bit 5 is set Consider D5 and M5 for comparison
Bit 4 is set Consider D4 and M4 for comparison
Bit 3 is set Consider D3 and M3 for comparison
Bit 2 is set Consider D2 and M2 for comparison

Bit 1 isset

Consider D1 and M1 for r‘nmpqricnn

6.3.6.2.3.2

Each selectc
UNSELECT_I

BYTE_MASK
BYTE_DATA

and the tag s

EQ
NE

The argume
consisting o

The argume

The data ma

Bit 0 (LSB) is set

Consider DO and MO for comparison

Bit 7 (MSB) is cleared

Ignore D7 and M7 for comparison

Bit 6 is cleared

Ignore D6 and M6 for comparison

Bit 5 is cleared

Ignore D5 and M5 for comparison

Bit 4 is cleared

Ignore D4 and M4 for comparison

Bit 3 is cleared

Ignore D3 and M3 for comparison

Bit 2 is cleared

Ignore D2 and M2 for comparisoi

Bit 1 is cleared

Ignore D1 and M1 for comparison

Bit 0 (LSB) is cleared

Ignore DO and MO for comparison

FLAGS EQUAL D
FLAGS NOT EQUAL.D

Data comparison for selection command on flags

hall make of two possible comparisons:

ht BYTECMASK defines what bits to be considered for comparison.

sking for Group_Select_Flags and Group_Unselect_Flags are specified in Table 17.

ommand of the commands GROUP_SELECT_EQ>FLAGS, GROUP_SELECT_NE_FLAGS, GROUP_
EQ_FLAGS, GROUP_UNSELECT_NE_FLAGS hastwo arguments (parameter and data):

1ts of the comparison are FLAGS, as defined in 6.3.1.3, and the argument of the commdnd D,
the bits D7(MSB) to DO (LSB).

Table 17 — Data masking for Group_Select_Flags and Group_Unselect_Flags

30

BYTE_MASK BYTE_DATA
Bit 7 (MSB) is set Consider D7 and FLAG7 for comparison
Bit 6 is set Consider D6 and FLAG®6 for comparison
Bit 5 is set Consider D5 and FLAGS5 for comparison
Bit 4 is set Consider D4 and FLAG4 for comparison
Bit 3 is set Consider D3 and FLAG3 for comparison
Bit 2 is set Consider D2 and FLAG2 for comparison
Bit 1 is set Consider D1 and FLAG1 for comparison
Bit 0 (LSB) is set Consider DO and FLAGO for comparison
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Table 17 (continued)

BYTE_MASK
Bit 7 (MSB) is cleared
Bit 6 is cleared

BYTE_DATA
Ignore D7 and FLAG7 for comparison

Ignore D6 and FLAG6 for comparison

Bit 5 is cleared
Bit 4 is cleared
Bit 3 is cleared

Ignore D5 and FLAGS5 for comparison

Ignore D4 and FLAG4 for comparison

Ignore D3 and FLAG3 for comparison

Bit 2 is cleared Ignore D2 and FLAG2 for comparison

Rit 1 is cleared Ignore D1 and FILAG1 for comparison

-4:2018(E)

Bit 0 (LSB) is cleared Ignore DO and FLAGO for comparison

Formjula describing the EQUAL function:

The EQUAL comparison passes if (!B7+(D7=FLAG7)) * (!B6+(D6=FLAG6)) A [(!B5+(D55FLAG5)) * *
('B44(D4=FLAG4)) * ('B3+(D3=FLAG3)) * (!B2+(D2=FLAG2)) * ('B1+(D1=FIfAG1)) * ('BO+(D0=FLAGO0))
is true.
Forr:lila describing the UNEQUAL function:
The UNEQUAL comparison passes if B7*(D7!=FLAG7) + B6%*(D6!=FLAG6) + B5*(DJ!=FLAG5) +
B4*(1p4!=FLAG4) + B3*(D3!=FLAG3) + B2*(D2!=FLAG2) + B1*(BH=FLAG1) + BO*(D0!=FLAG:0) is true.
6.3.6/2.3.3 GROUP_SELECT_EQ
Comrtpand code = ‘00’
On rgceiving a GROUP_SELECT_EQ command, a>tag which is in the READY state shall read the 8-byte
memgpry content beginning at the specified address and compare it with the WORD_DATA sent by the
interfogator. In the case that the memorycontent is equal to the WORD_DATA, the tag|shall set its
interhal counter COUNT to 0, read its UM)Xand send back the UID, and go into the state ID.
On rgceiving a GROUP_SELECT_EQ ¢ommand, a tag which is in the ID state shall set its intgrnal counter
COUNT to 0, read its UID and send‘back the UID, and stay in the ID state.
In all|other cases, the tag shallnot send a reply.
The GROUP_SELECT_EQcommand is specified in Table 18.
The GROUP_SELEGT .EQ response in the case of NO error is specified in Table 19.
Table 18 — GROUP_SELECT_EQ command
Preamble | Delimiter | COMMAND ADDRESS MASK WORD_DATA CRC
8-bits 8-bits 8bits 64-bits 16 bits
Table 19 — GROUP_SELECT_EQ response in the case of NO error
Preamble ID CRC
64 bits 16 bits
NOTE If the byte mask is zero, GROUP_SELECT_EQ selects all tags.
6.3.6.2.3.4 GROUP_SELECT_NE

Command code = ‘01’
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On receiving a GROUP_SELECT_NE command, a tag which is in the READY state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is not equal to the WORD_DATA, the tag shall set its
internal counter COUNT to 0, read its UID and send back the UID, and go into the state ID.

On receiving a GROUP_SELECT_NE command, a tag which is in the ID state shall set its internal counter
COUNT to 0, read its UID and send back the UID, and stay in the ID state.

In all other cases, the tag shall not send a reply.

The GROUP_SELECT_NE command is specified in Table 20.

The GROUP_BELECT_NE response in the case of NO error is specified in Table 27.

Table 20 — GROUP_SELECT_NE command

Preamble Delimiter COMMAND ADDRESS BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 pits

Table 21 — GROUP_SELECT_NE response in the case of NOerror

Preamble ID CRC
64 bits 16.bits

6.3.6.2.3.5 | GROUP_SELECT_GT
Command cqgde = ‘02’

On receiving a GROUP_SELECT_GT command, a tag which is in the READY state shall read the §-byte
memory content beginning at the specified address‘and compare it with the WORD_DATA sent Qy the
interrogator] In the case that the memory content.is greater than the WORD_DATA, the tag shall get its
internal counter COUNT to 0, read its UID and sénd back the UID, and go into the state ID.

On receiving a GROUP_SELECT_GT commangd, a tag which is in the ID state shall set its internal counter
COUNT to 0,Jread its UID and send back the UID, and stay in the ID state.

In all other dases, the tag shall not send a reply.
The GROUP_SELECT_GT command is specified in Table 22.
The GROUP_BELECT_GT response in the case of NO error is specified in Table 23.

Table 22 — GROUP_SELECT_GT command

Preamble Delimiter COMMAND ADDRESS MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits

Table 23 — GROUP_SELECT_GT response in the case of NO error

Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.6 GROUP_SELECT_LT
Command code = ‘03’

On receiving a GROUP_SELECT_LT command, a tag which is in the READY state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is lower than the WORD_DATA, the tag shall set its
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internal counter COUNT to 0, read its UID and send back the UID and go into the state ID, and stay in the
ID state.

On receiving a GROUP_SELECT_LT command, a tag which is in the ID state shall set its internal counter
COUNT to 0, read its UID and send back the UID, and stay in the ID state.

In all

other cases, the tag shall not send a reply.

The GROUP_SELECT_LT command is specified in Table 24.

The GROUP_SELECT_LT response is specified in Table 25.

Table 24 — GROUP_SELECT_LT command

Prepmble | Delimiter | COMMAND ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 25 — GROUP_SELECT_LT response
Preamble ID CRC
64 bits 16bits
6.3.6/2.3.7 GROUP_UNSELECT_EQ
Comipand code = ‘04’
On r¢ceiving a GROUP_UNSELECT_EQ command, a tag which is in the ID state shall reafd the 8-byte

mem
inter
state
count

In all
The (
The (

bry content beginning at the specified addressrand compare it with the WORD_DAT/

READY and not send any reply. In the ¢ase that the comparison fails, the tag shall se
er COUNT to 0, read its UID and sendsback the UID, and shall stay in the ID state.

other cases, the tag shall not send-a'reply.
ROUP_UNSELECT_EQ command is specified in Table 26.
ROUP_UNSELECT_EQ résponse is specified in Table 27.

Table 26 — GROUP_UNSELECT_EQ command

\ sent by the

ogator. In the case that the memory content'is equal to the WORD_DATA, the tag shall go into the

t its internal

Prepmble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 27 — GROUP_UNSELECT_EQ response
Pr calulﬁlc 1B CRC
64 bits 16 bits
NOTE If the byte mask is zero, GROUP_UNSELECT_EQ unselects all tags.
6.3.6.2.3.8 GROUP_UNSELECT_NE

Command code = ‘05’

On receiving a GROUP_UNSELECT_NE command, a tag which is in the ID state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is not equal to the WORD_DATA, the tag shall go into
the state READY and not send any reply. In the case the comparison fails, the tag shall set its internal
counter COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.
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ases, the tag shall not send a reply.

The GROUP_UNSELECT_NE command is specified in Table 28.

The GROUP_UNSELECT_NE response is specified in Table 29.

Table 28 — GROUP_UNSELECT_NE command

Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 29 — GROUP_UNSELECT_NE response
Preamble ID CRC
64 bits 16 bits
6.3.6.2.3.9 | GROUP_UNSELECT_GT

Command cq

On receiving

memory content beginning at the specified address and compare it with-the WORD_DATA sent h

interrogator
into the stat
internal cou

In all other @
The GROUP_
The GROUP_

de =06’
r 2 GROUP_UNSELECT_GT command, a tag which is in the ID state shall read the 8

In the case that the memory content is greater than(the”"WORD_DATA, the tag sh
e READY and not send any reply. In the case that the c¢omparison fails, the tag shall s
hter COUNT to 0, read its UID and send back the UlDyand shall stay in the ID state.

ases, the tag shall not send a reply.
UNSELECT_GT response is specified in Table 30.

JNSELECT_GT response in the case of NO“error and comparison fails is specified in Tah

Table 30 — GROUP_UNSELECT_GT command

-byte
y the
hll go
et its

Preamble | Delimiter | COMMAND ADDRESS BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bjts
Table 3l — GROUP_UNSELECT_GT response in the case of NO error and comparison fails
Preamble ID CRC
64 bits 16 bits
6.3.6.2.3.10| GROUP_UNSELECT_LT

Command cc

de=07"

On receiving a GROUP_UNSELECT_LT command, a tag which is in the ID state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by
the interrogator. In the case that the memory content is lower than the WORD_DATA, the tag shall go
into the state READY and not send any reply. In the case that the comparison fails, the tag shall set its
internal counter COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.

In all other cases, the tag shall not send a reply.

The GROUP_UNSELECT_LT command is specified in Table 32.

The GROUP_UNSELECT_LT response is specified in Table 33.

34
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Preamble

Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA

CRC

8 bits 8 bits 8 bits 64 bits

16 bits

6.3.6

Com

On rd
mem
inter
set, t
fails,
in the

In al
The
The

This
writ

6.3.6
Comy

On re

Table 33 — GROUP_UNSELECT_LT response

ID
64 bits

CRC
16 bits

Preamble

2311 -MULTIPLE_UNSELECT

mand code = ‘13’

ceiving a MULTIPLE_UNSELECT command, a tag which is in the ID state shall rea
bry content beginning at the specified address and compare it with the BYTE_DATA
rogator. In the case that the memory content is equal to the BYTE_DATA“and the flag
hen the tag shall go into the state READY and not send any reply. In.the case that the

ID state.

1

}

other cases, the tag shall not send a reply.
ULTIPLE_UNSELECT command is specified in Table 34
ULTIPLE_UNSELECT response is specified in Table)35.

Table 34 — MULTIRLE. UNSELECT command

d the 1-byte
\ sent by the
VRITE_OK is
comparison

the tag shall set its internal counter COUNT to 0, read its UID andsend back the UID, ajnd shall stay

Preamble | Delimiter | COMMAND | ADDRESS BYTE_DATA CRC

8'bits 8 bits 8 bits 16 bits

Table 35— MULTIPLE_UNSELECT response

ID
64 bits

CRC
16 bits

Preamble

rommand may be-used to unselect all tags that had a successful write, while tags tha

g or write problénis’stay selected.

2.3.12 GROUP_SELECT_EQ_FLAGS

hand-cede = ‘17’

I had a weak

ceiving a GROUP SELECT EQ FLAGS command, a tag which is in the READY state shall compare

the FLAGS with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are equal to the
BYTE_DATA, the tag shall set its internal counter COUNT to 0, read its UID and send back the UID, and
go into the state ID.

On receiving a GROUP_SELECT_EQ_FLAGS command, a tag which is in the ID state shall set its internal
counter COUNT to 0, read its UID and send back the UID, and stay in the ID state.

In all other cases, the tag shall not send a reply.

The
The

GROUP_SELECT_EQ_FLAGS command is specified in Table 36.
GROUP_SELECT_EQ_FLAGS response is specified in Table 37.
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Table 36 — GROUP_SELECT_EQ_FLAGS command

Preamble

Delimiter

COMMAND

BYTE_MASK

BYTE_DATA

CRC

8 bits

8 bits

8 bits

16 bits

NOTE

Table 37 — GROUP_SELECT_EQ_FLAGS response

Preamble

ID

CRC

64 bits

16 bits

If the byte mask is zero, GROUP_SELECT_EQ_FLAGS selects all tags.

6.3.6.2.3.13
Command cq

On receiving
the FLAGS W
BYTE_DATA
go into the s

On receiving

In all other g
The GROUP_
The GROUP_

de =18’

fate ID.

GROUP_SELECT_NE_FLAGS

ases, the tag shall not send a reply.

SELECT_NE_FLAGS command is specified in Tablé 38.
SELECT_NE_FLAGS response is specified in‘Table 39.

Table 38 — GROUP_SELECT_NE_FLAGS command

a GROUP_SELECT_NE_FLAGS command, a tag which is in the READY state shall con
ith the BYTE_DATA sent by the interrogator. In the case that the FLAGS)are not equal
the tag shall set its internal counter COUNT to 0, read its UID and send back the UII]

Preamble | Delimiter | COMMAND | BYTE_MASK | BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits
Table 39 <~ ,GROUP_SELECT_NE_FLAGS response
Preamble ID CRC
64 bits 16 bits
6.3.6.2.3.14| GROUP_UNSELECT_EQ_FLAGS

Command cq

On receiving

de =19

aGROUP_UNSELECT_EQ_FLAGS command, a tag which is in the ID state shall compal

hpare

o the
, and

a GROUP_SELECT_NE_FLAGS command, a tag which is in the)ID state shall set its intlernal
counter COUNT to 0, read its UID and send back the UID, and stay in thedD state.

e the

FLAGS with

the BY TE_DATA sent by the interrogator. In the case that the FLAGS are equal to the

YTE_

DATA, the tag shall go into the state READY and not send any reply. In the case that the comparison
fails, the tag shall set its internal counter COUNT to 0, read its UID and send back the UID, and shall stay
in the ID state.

In all other cases, the tag shall not send a reply.

The GROUP_UNSELECT_EQ_FLAGS command is specified in Table 40.

The GROUP_UNSELECT_EQ_FLAGS response is specified in Table 41.
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Table 40 — GROUP_UNSELECT_EQ_FLAGS command

Preamble | Delimiter | COMMAND | BYTE_MASK | BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits

Table 41 — GROUP_UNSELECT_EQ_FLAGS response

Preamble ID CRC
64 bits 16 bits

NOTE If the byte mask is zero, GROUP_UNSELECT_EQ_FLAGS unselects all tags.

6.3.6/2.3.15 GROUP_UNSELECT_NE_FLAGS
Command code = ‘1A’

On rg¢ceiving a GROUP_UNSELECT_NE_FLAGS command, a tag which is in the ID state shall compare
the HLAGS with the BYTE_DATA sent by the interrogator. In the case thatthe FLAGS afre not equal
to the BYTE_DATA, the tag shall go into the state READY and not send any reply. In the ¢ase that the
complarison fails, the tag shall set its internal counter COUNT to 0, réad’its UID and send Back the UID,
and shall stay in the ID state.

In all{other cases, the tag shall not send a reply.
The ROUP_UNSELECT_NE_FLAGS command is specifieddn Table 42.
The JROUP_UNSELECT_NE_FLAGS response is specified in Table 43.

Table 42 — GROUP_UNSELECT_NE_FLAGS command

Preamble | Delimiter | COMMAND | BYTE_MASK | BYTE_DATA CRC
8bits 8 bits 8 bits 16 bits

Table 43 —GROUP_UNSELECT_NE_FLAGS response

Rreamble ID CRC
64 bits 16 bits

6.3.6/2.4 Identification commands

—

Identjification commands are used to perform to run the multiple tag identification protocq

6.3.6/2.4(1 ,» FAIL

Commandcode="08"

The identification algorithm uses FAIL when more than one tag tried to identify itself at the same time.
Some tags back off and some tags retransmit.

A tag shall only accept a FAIL command ifitis in the ID state. In the case that its internal counter COUNT
is not zero or the random generator resultis 1, then COUNT shall be increased by 1, unless it is FF.

If the resulting COUNT value is 0, then the tag shall read its UID and send it back in the response.
The FAIL command is specified in Table 44.

The FAIL response is specified in Table 45.
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6.3.6.2.4.2
Command cq

SUCCESS ini

000-4:2018(E)

Table 44 — FAIL command

Preamble | Delimiter | COMMAND CRC
8 bits 16 bits
Table 45 — FAIL response
Preamble ID CRC
64 bits 16 bits
~SUCCESS

de =09’

iates identification of the next set of tags. It is used in two cases:

— When all tags receiving FAIL backed off and did not transmit, SUCCESS causes-those same t4

transmi

After, fo
next sub

[ again.

- example, a DATA_READ moves an identified tag to DATA_EXCHANGE, SUCCESS caus¢
set of selected but unidentified tags to transmit.

A tag shall g
COUNTIisn

If the resul
The SUCCES
The SUCCES

6.3.6.2.4.3

Command cq

i

nly accept a SUCCESS command if it is in the ID state. In\the case that its internal co
zero, it shall be decreased by 1.

g COUNT value is 0, then the tag shall read its UlDand send it back in the response.
b command is specified in Table 46.

5 response is specified in Table 47.

Table 46 — SUCCESS command

COMMAND
8 bits

CRC
16 bits

Preamble | Delimiter

Table 47 — SUCCESS response

ID
64 bits

CRC
16 bits

Preamble

RESEND
de =15’

PBECEMD

1gs to

bs the

unter

error. The ta

g that transmitted resends its UID.

ed in

A tag shall only accept a RESEND command if it is in the ID state. If the COUNT value is 0, then the tag
shall read its UID and send it back in the response.

The RESEND command is specified in Table 48.

The RESEND response is specified in Table 49.

38

Table 48 — RESEND command

COMMAND
8 bits

CRC
16 bits

Preamble | Delimiter
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Table 49 — RESEND response

ID
64 bits

CRC
16 bits

Preamble

.2.4.4 INITIALIZE

Command code = ‘0A’

Onreceiving an INITIALIZE command, a tag shall go into the READY state and reset the Data_Exchange_
Status_Bit.

It sha
The I

6.3.6
Data

For n
ADD
lock

to be

6.3.6
Comr

On re
ID is
mem
case
make

Il not send any response.

NITIALIZE command is specified in Table 50.

Table 50 — INITIALIZE command

COMMAND
8 bits

CRC
16'bits

Preamble | Delimiter

2.5 Data Transfer commands
Transfer commands are used to read or write data fromyor to the tag memory.

nemory lock functionality, a tag shall provide the opportunity to mark an address
ESS is marked lockable by commands as described in this clause. No ADDRESS sha

marked lockable at the same time.

2.5.1 READ
hand code = ‘0C’

ceiving the READ command;the tag shall compare the sent ID with its UID. In the
bqual to the UID, the tagshall from any state move to the DATA_EXCHANGE state, rez

hat the ID is not equal to the UID or any other error, the tag shall not send a reply. Ful
s the byte of ADDRESS lockable.

The gddress is numbered from ‘00’ to ‘FF’ (0 to 255).

The H
The K

lead comimiand is specified in Table 51.

lead response is specified in Table 52.

lockable. An
1 be marked

le after the tag has been in the POWER-OFE state. A tag shall not support more than one ADDRESS

tase that the
d the 8-byte

bry content beginning at'the specified address and send back its content in the response. In the

'ther, the tag

6.3.6

Table 51 — Read command

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits
Table 52 — Read response
Preamble WORD_DATA CRC
64 bits 16 bits

.2.5.2 DATA_READ

Command code = ‘OB’

© ISO/IEC 2018 - All rights reserved
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On receiving the DATA_READ command, the tag shall only if it is in either the state ID or the state
DATA_EXCHANGE compare the sent ID with its UID. In the case that the ID is equal to the UID, the
tag shall from any state except READY move to the DATA_EXCHANGE state, read the 8-byte memory
content beginning at the specified address and send back its content in the response. In the case that
the ID is not equal to the UID or any other error, the tag shall not send a reply. The tag also shall send no
reply when it is in the state READY, independent of the value of ID. Further, the tag makes the byte of
ADDRESS lockable.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).
The DATA_READ command is specified in Table 53.

The DATA_RIEEAD response is specified in Table 54.

Table 53 — DATA_READ command

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16)bits

Table 54 — DATA_READ response

Preamble WORD_DATA CRC
64 bits 16 bits

6.3.6.2.5.3 | READ_VERIFY
Command code = ‘12’

On receiving the READ_VERIFY command, the tag shall compare the sent ID with its UID. In thg case
that the ID if equal to the UID and the WRITE_OK flag is set, the tag shall from any state move o the
DATA_EXCHANGE state, read the 1-byte memory‘content beginning at the specified address and| send
back its confent in the response. Further, the tag’shall mark the byte at ADDRESS lockable. In theg case
that the ID iy not equal to the UID, WRITE_OK is not set, or any other error, the tag shall not send a freply.
Further, the fag makes the byte of ADDRESS lockable.

The address|is numbered from ‘00’ t6 ;FF’ (0 to 255).
The READ_VIERIFY command is.specified in Table 55.
The READ_VIERIFY response is specified in Table 56.

Table 55 — READ_VERIFY command

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 56 — READ_VERIFY response

Preamble BYTE_DATA CRC
8 bits 16 bits

6.3.6.2.5.4 READ_VERIFY4BYTE

Command code = ‘1D’

On receiving the READ_VERIFY4BYTE command, the tag shall compare the sent ID with its UID. In the
case that the ID is equal to the UID and the WRITE_OK flag is set, the tag shall from any state move to
the DATA_EXCHANGE state, read the 4-byte memory content beginning at the specified address and
send back its content in the response.
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In the case that the ID is not equal to the UID, WRITE_OK is not set, or any other error, the tag shall not
send a reply.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

The READ_VERIFY4BYTE command is specified in Table 57.

The READ_VERIFY4BYTE response is specified in Table 58.

Table 57 — READ _VERIFY4BYTE command

Preamble | Delimiter | COMMAND ID ADDRESS CRC-16
8 bits 64 bits 8 bits 16 bits
Table 58 — READ_VERIFY4BYTE response
Preamble 4BYTE_DATA CRC-16
32 bits 16 bits
6.3.6/2.5.5 WRITE
Comipand code = ‘0D’
On rgceiving the WRITE command, the tag shall compare the sent ID with its UID. In the
ID is|equal to the UID, the tag shall from any state move’to the DATA_EXCHANGE state

lock 1
the c
is un
addré

In all

In thq
reset

hse that the memory is locked, it shall send back the ERROR response. In the case that
ocked, it shall send back the ACKNOWLEDGE 'and program the data into the speci
bss. Further, the tag makes the byte of ADDRESS lockable.

other cases, the tag will not send any«teply.

e case that the write access was successful, the tag shall set the WRITE_OK bit. Other
it.

The gddress is numbered from!00’ to ‘FF’ (0 to 255).

The V
The V
The V

VRITE command is specified in Table 59.
VRITE response-inthe case of unlocked memory is specified in Table 60.

VRITE response in the case of locked memory is specified in Table 61.

Table 59 — WRITE command

rase that the
ind read the

nformation for the byte on the specified memory.content beginning at the specified address. In

the memory
ied memory

wise, it shall

Pre|

hmble | Delimiter | COMMAND ID ADDRESS

BYTE_DATA

CRC

8 bits 64 bits 8 bits 8 bits

16 bits

Table 60 — WRITE response in the case of unlocked memory

ACKNOWLEDGE
8 bits

CRC
16 bits

Preamble

Table 61 — WRITE response in the case of locked memory

ERROR
8 bits

CRC
16 bits

Preamble
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6.3.6.2.5.6 WRITE4BYTE
Command code = ‘1B’

On receiving the WRITE4BYTE command, the tag shall compare the sent ID with its UID. In the case
that the ID is equal to the UID, the tag shall from any state move to the DATA_EXCHANGE state and
read the lock information for the 4 bytes on the specified memory content beginning at the specified
address. In the case that one of the bytes specified by the BYTE_MASK is locked, it shall send back the
ERROR response. In the case that all bytes are unlocked, it shall send back the ACKNOWLEDGE and
program the data into the specified memory.

In all other cases, the tag will not send any reply.

Executing WRITE4BYTE, a tag shall only write those bytes that are selected by the BYTE_MASK;yhich
means that Write could be done to 1 to 4 bytes (using the mask bits in the BYTE_MASK field):

BYTE_MASK of the command

ADDRESS Bit of BYTE_MASK to select whether byte should be written
[ADDR+0] B7

[ADDR+1] B6

[ADDR+2] B5

[ADDR+3] B4

In the case t
reset it.

The addresq
command sh

The WRITE4
The WRITEA4
The WRITE4

BYTE command is specified in Table 62

Table'62 — WRITE4BYTE command

BYTE response in the case of unlocked memory is specified in Table 63.

BYTE response in the case of locked memory is specified in Table 64.

hat the write access was successful, the tag shall set.the WRITE_OK bit. Otherwise, it

is numbered from ‘00’ to ‘FF’ (0 to 255). The starting address for the WRITE4
all be on a 4-byte page boundary.

shall

BYTE

Preamble | Delimiter | COMMAND ID ADDRESS BYTE_MASK | 4BYTEDATA CRC
8bits 64 bits 8 bits 8 bits 32 bits 16|bits
Table-63— WRITE4BYTE response in the case of unlocked memory

Preamble ACKNOWLEDGE CRC

8 bits 16 bits
Table 64 — WRITE4BYTE response in the case of locked memory

Preamble ERROR CRC

8 bits 16 bits
6.3.6.2.5.7 LOCK

Command code = ‘OF’

On receiving a LOCK command, a tag which is in the DATA_EXCHANGE state shall read its UID and
compare it with the ID sent by the interrogator. In the case that the UID is equal to the ID, the ADDRESS
is within the valid address range and the byte at ADDRESS is marked lockable, then the tag shall send
back the ACKNOWLEDGE and program the lock bit of the specified memory address.
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In the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise, it shall

reset

it.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

The LOCK command is specified in Table 65.

The LOCK response in the case that locking was possible and performed is specified in Table 66.

Table 65 — LOCK command

6.3.6
Comy

On rd
inter
rangg
for t}
ACKN
that

WRIT

In all

Preamble | Delimiter | COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16)bits
Table 66 — LOCK response in the case that locking was possibleland perforn
Preamble ACKNOWLEDGE CRC
8 bits 16 bits

2.5.8 QUERY_LOCK
nand code = ‘11’

ceiving a QUERY_LOCK command, a tag shall read its UID and compare it with the I]]
rogator. In the case that the UID is equal to theddD and the ADDRESS is within the v
, then the tag shall move into the DATA_EXCHANGE state. Further, the tag shall read
e memory byte at ADDRESS. In the case-that this memory is not locked, then it sh
OWLEDGE_OK if WRITE_OK is set and;dACKNOWLEDGE_NOK if WRITE_OK is cleared
his memory is locked, then it shall respond ERROR_OK if WRITE_OK is set and ER
'E_OK s cleared. Further, the tag shallmark the byte of ADDRESS lockable unless it is al

other cases, the tag shall not send a reply.

The gddress is numbered from!00’ to ‘FF’ (0 to 255).

The (
That

That
Table

)UERY_LOCK command:-is specified in Table 67.
QUERY_LOCK respohse if memory address is not locked and WRITE_OK is set is specifie

QUERY_LOCK:\response if memory address is not locked and WRITE_OK is cleared is
69.

That

QUERY_LOCK response if memory address is locked and WRITE_OK is set is specified

ned

D sent by the
alid address
| the lock bit
all response
. In the case
lROR_NOK if
ready locked.

d in Table 68.

specified in

in Table 70.

That QUERY_LOCK response if memory address is locked and WRITE_OK is cleared is specified in
Table 71.

Table 67 — QUERY_LOCK command

Preamble | Delimiter | COMMAND ID ADDRESS CRC

8 bits 64 bits 8 bits 16 bits
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Table 68 — QUERY_LOCK response if memory address is not locked and WRITE_OK is set

CRC
16 bits

ACKNOWLEDGE_OK
8 bits

Preamble

Table 69 — QUERY_LOCK response if memory address is not locked and WRITE_OK is cleared

Preamble ACKNOWLEDGE_NOK CRC

8 bits 16 bits
Table

Preamble ERROR_OK CRC

8 bits 16 bits
Table 71 — QUERY_LOCK response if memory address is locked and WRITE OK is cleare

Preamble ERROR_NOK CRC

8 bits 16 bits
6.3.6.2.5.9 | WRITE_MULTIPLE

Command cq
Write Multip

On receiving
state shall r

de = ‘OF’
le commands are used to write to and to verify multiple tags in parallel.

the WRITE_MULTIPLE command, a tag which'is in the ID state or the DATA_EXCH]
pad the lock information for the byte onthe specified memory content beginning :

d

ANGE
it the

specified address. In the case that the memory is:locked, it shall do nothing. In the case that it is
unlocked, it hall program the data into the specified memory.
The tag shal] not send any response.
In the case that the write access was sucéessful, the tag shall set the WRITE_OK bit. Otherwise, it shall
reset it.
The address|is numbered from ‘00’ to ‘FF’ (0 to 255).
The WRITE_MULTIPLE command is specified in Table 72.
Table 72 — WRITE_MULTIPLE command
Preamble | Delimiter | COMMAND | ADDRESS | BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits
6.3.6.2.5.10 WRITE4BYTE_MULTIPLE

Command code = “1C’

Write Multiple commands are used to write to and to verify multiple tags in parallel.

On receiving the WRITE4BYTE_MULTIPLE command, a tag which is in the ID state or the DATA_
EXCHANGE state shall read the lock information for the 4 bytes on the specified memory content
beginning at the specified address. In the case that one of the bytes of the 4-byte block is locked, it shall
do nothing. In the case that all bytes are unlocked, it shall program the data into the specified memory.

The tag shall not send any response.
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Executing WRITE4BYTE, a tag shall only write those bytes that are selected by the BYTE_MASK, which
means that write could be done to 1 to 4 bytes (using the mask bits in the BYTE_MASK field).

BYTE_MASK of the command WRITE4BYTE_MULTIPLE
ADDRESS Bit of BYTE_MASK to select whether byte should be written
[ADDR+0] B7

[ADDR+1] B6
[ADDR+2] B5S
[ADDR+3]  |B4

In the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherjwise, it shall
resetl|it.

The @ddress is numbered from ‘00’ to ‘FF’ (0 to 255). The starting address for-the WRITE4BYTE
command shall be on a 4-byte page boundary.

The WRITE4BYTE_MULTIPLE command is specified in Table 73.

Table 73 — WRITE4BYTE_MULTIPLE command

Pr¢amble Delimiter COMMAND ADDRESS BYTE-MASK 4BYTEDATA CRC
8 bits 8 bits 8 bits 32 bits 16 bits

6.3.6{2.6 Response description (Binary Tree Protocol Type)

6.3.6{2.6.1 ACKNOWLEDGE

ACKNOWLEDGE indicates a successful acceptance of the WRITE or LOCK.

6.3.6{2.6.2 ERROR

ERRQR indicates an error in the WRITE, e.g. a write to locked memory area.

6.3.6{2.6.3 ACKNOWLEDGE/OK

ACKNOWLEDGE_OK is-the response to a QUERY_LOCK and indicates an unlocked memorjy byte and a
succgssful preceding write command.

6.3.6/2.6.4 ACKNOWLEDGE_NOK

ACKNOWLEDGE_NOK is the response to a QUERY_LOCK and indicates an unlocked memory byte and an
unsug¢cessful preceding write command.

6.3.6.2.6.5 ERROR_OK

ERROR_OK is the response to a QUERY_LOCK and indicates a locked memory byte and a successful
preceding write command.

6.3.6.2.6.6 ERROR_NOK

ERROR_NOK s the response to a QUERY_LOCK and indicates as locked memory byte and an unsuccessful
preceding write command.

6.3.6.2.6.7 WORD_DATA
WORD_DATA is 8 bytes returned in response to a READ or DATA_READ command.
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ID

ID is 8 bytes returned in response to a GROUP_SELECT, GROUP_UNSELECT, FAIL, SUCCESS or RESEND,

6.3.6.2.6.9
BYTE_DATA

6.3.6.2.6.10

BYTE_DATA

is 1 byte returned in response to the READ_VERIFY command.

4BYTEDATA

4BYTEDATA is 4 bytes used as argument for commands WRITE4BYTE, WRITE4BYTE_MULTIPLE and

READ_VERI

6.3.7 Tra

There are t¥v
errors (dete
respond.

For all CRC ¢
For all codin

Otherwise, i

7 MODE

1

YabY T'E.

smission errors

vo types of transmission errors: modulation coding errors (detectable pet bit) anc

rrors, the tag returns to the ready state.

g errors, the tag returns to the READY state if a valid start delimiter had been dete
[ maintains its current state.

2: Long range high data rate RFID system

7.1 MODE 2: General

This clause dlescribes an RFID system offering a grass-data rate up to 384 kbit/s at the air interf
case of Read/Write (R/W) tag. In case of Read Only (R/0) tag, the data rate is 76,8 kbit/s. By us
battery powgred tags, such a system is well designed for long-range RFID applications. This air intg
description ¢loes not explicitly claim for battery assistance in the tag.

7.2 Modulation and coding

General: To 3
air interface
B9hex. This
original datj
datafrom a{

The Multipli

void transmissions errors in case of data word 0 (data bits 0 have also CRC bits 0) g
every transmittedidata word from the interrogator shall be multiplied byte by byte
operation is dene-by a simple XOR. To minimize the hardware in the tag and to g¢
i out of the tag,the same operation shall also be used in the interrogator after rece

ag.

Cationsword is specified in Table 74.

| CRC

Ctable per command). Both errors cause any command to be aborted.The tag shall not

cted.

ice in
ng of
rface

n the
with
bt the
iving

Table 74 — Multiplication word

Multiplication word (8 bits)

B7 B6 B5 B4 B3 B2 B1 BO
1 0 1 1 1 0 0 1
At tag manufacturing, every data stored in the tag shall be pre-processed by that operation (this applies
tags).

also for R/O-

7.2.1 Forward link (only for R/W-tag)

The forward link modulation and coding format can be seen in Figure 13. Two carriers, a CW carrier
and a GMSK modulated carrier, shall be transmitted at the same time to the tag. This minimizes the
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hardware on the tag because the local oscillator for the down converter on the tag is generated in the

interrogator.
Scramble Word IF Difference
> >
Scrambled Source Bit
XOR >
Source Bit
Dual Carrier:
>
o Frequency
Ccw communication
carrier carrier
1/384kHz
Gauss pulse shaping positive frequency deviation
> > \
||1n y
CMSK
Max. deviation:1/4*Tbit fmodulator nodulated
(MSK) [ Fommunication
) barrier
Gauss pulse shaping . A,
g S negative frequency dEV|auon)

$crambled Source Bit

7.2.2

The rleturn link modulation and coding format during the notification can be seen in Figur

pulse shaping

Figure 13 — Forward link modulation and coding

Return link for notification (for both types/ofithe tag)

>

14.

In case of R/0-tag, an OOK modulation instead of BPSK modulation may also be used. Evep in the case
of O(QK, the whole pre-processing like inverting, subcarrier modulation and differential erjcoding shall

be applied.

. ) Delay=bit_period
Channel coded lefersntlal encoded Dels 3

source bits . y

>
Bitgenerator 2> |nverter > XOR
1/76,8kHz !
< )

subcarrier modulation
>
wqn

| | pulse shaping >

subcarrier modulation
ng >

Differential encoded bits

BPSK backscattered
modulator modulated
or OOK

carrier

| | pulse shaping >

Figure 14 — Return link modulation and coding during notification

7.2.3

Return link for communication (only for R/W-tag)

The return link modulation and coding format during the communication can be seen in Figure 15.
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Delay=bit_period

Channel coded Differential encoded

source bits < Delay <
>
Bitgenerator > > Jnverter > XOR
1/384kHz
<
manchester coding pulse shaping
| >
BPSK baekscattgred
modulator mpddlate

cafrier

manchester codin i
9 N pulse shaping

Differential ehcoded bits

Figure 15 — Return link modulation and coding during communication

7.3 General system description

The system ghall consist of an interrogator and at least one of.three types of tags:

an R/Wi{tag having read capability from and write capability to the tag;

an R/0-tag behaving the same as an R/W-tag hutonly read capability from the tag;

| version of the R/0O-tag with a shert'notification channel N-CH being useful in high-s
ons.

a specia peed

applicat

Mixed operation with different types_of tags at the same time shall be possible. The interrogatotr] shall

operate at lepst with normal R/0-tags;

To be able t
a fixed sequ|
(including U
of the synch
sequence ma

The repetiti

b operate all tag types, a TTF concept shall be used. Therefore, all tags shall backs
ence (notificatioh sequence) starting with synchronization information and the tag

ronization ififormation, the interrogator shall evaluate the tag type. The total length
y be fixed or is depending on the MemoryID.

n time may be set over the air interface individually according to application param

like tag spee

atter
data

serTaglD, MfrTaglD and MemorylD) to establish a communication. Depending on the content

bf the

eters
lision

d,tag identification rate or total amount of tags in the field of the interrogator. Anticol

is done by 1411du1uiLiug the repetitionmrtinre: trdividoat tags shrattbackscatter—thetr sequence-at an
average repetition time but randomized (i.e. duty cycle of tag wake-up procedure and sleep time are
random).

For the forward link of R/W tags, two carriers are necessary: one modulated by GMSK (BT = 0,5) and
the other carrier is CW. For the return link, the tag uses backscatter modulation of the communication
carrier. Thus, the system uses two carriers of constant frequency difference. In case of R/O-tag, there is
only one carrier necessary. However, while the difference remains fixed, the two carriers may hop in the
allowed frequency band as the communication takes place to reduce the impact of in-band interference
on system performance. The hopping is governed by power measurements in free frequency channels
between communication periods.

Both the interrogator and the tag operate during small time intervals only when idle, the former to avoid
interference for neighbouring RFID systems and the latter to reduce power consumption. In these short
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overlapping wake-up periods, the interrogator listens if a tag modulates the transmitted reference carrier
with a notification sequence. If this is the case, the interrogator initiates the notification procedure by
synchronizing to the individual tag’s signal. After the notification procedure is completed and the
interrogator accepts the tag, the system enters the communication mode to perform exchange of data.
To do so, and to enable or sustain communication with additional tags in the identification field, the
interrogator is forced to synchronize to an arriving tag before the end of the notification mode. After
completing the notification, the interrogator turns back to the communication mode and continues the
existing transmission between the interrogator and tags. This allows the interrogator to organize all
R/W-tags in the field in a time frame structure for subsequent service. All tag information from an R/0-tag
shall be completely read out during the notification process. No additional communication is necessary.
Generally, the communication between interrogator and tag is based on time division duplexing/time
divisfon multiplexing (TDD/TDM]J. The interrogator time-multiplexes communications |between an

interfogator and several tags (TDM). The information exchange between interrogator and t
time glivision multiplexing (TDD). Hence, data transmission is performed in time slots.Jp.to 6|
each fonsisting of 14 time slots, are combined to a frame. The number of subframes\actually
at sy§tem installation, but may be changed on maintenance occasions. During Communicat
tag apd interrogator, a subframe is assigned permanently and exclusively to atag

7.4 |Frame structure

7.4.1] Hierarchical structure

The Frotocol is frame-based. Each frame contains 1 to 64 subframes and each subframg
slots [(see Figure 16). Each slot can be used for transmittingeither 200 bits at a data rate
or 40| bits at a data rate of 76,8 kbit/s. The length of a subframe is consequently (1/384 kH
=729 ms.

The length of a frame is SW-configurable and rangés from 1 subframe (approx. 7,3 ms) to §
(apprfox. 466,6 ms). This configuration is made by installation. It is possible to reco

g is based on
4 subframes,
used is fixed
ion between

contains 14
bf 384 kbit/s
) x 200 x 14

4 subframes
nfigure this

of a forward
are inserted

strucfture, but a dynamical reconfiguration during the operation is not possible. In the case
link, there is no guard time between thegslots. In the case of a return link, protection bits
betwegen the slots. The number of protection bits depends on the physical channel type.

ime division
between an
hsed on time
lanently to a

The ¢ommunication between inteérrogator and tag is based on time division duplexing/{
multiplexing (TDD/TDM). The- interrogator time-multiplexes the communication
interfogator and several tags:-The information exchange between interrogator and tag is b
divisjon multiplexing. While' the communication is going on, a subframe is assigned pern
tag. I is not possible tg-assign a subframe to more than one tag.

The $ame frame_Structure is being used for communication and spectrum check channels. For a
notifjcation channel, the frame structure is adapted to that of the service requesting tag, for as long
as it fakes until the notification channel is terminated. Once the notification channel is terminated, the

original frame structure of the interrogator shall be re-established.

Tframe =(1 - 64)*Tsubframe

< >

| Subframe 0 ‘ j/ Subframe n | Frame
Tsubfr;r;wie:{é;*i'l:s?loiti”7””77””””7”””””"”’”

| sloto | 9 | Slot 13 | Subframe

_— - 77'|:;I7()7t7=7(;;3;84kHz)*200 = 520.8ys

| 200 Bit with 384 kbps or 40 Bit with 76.8 kbps | Slot

Figure 16 — Frame structure
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7.4.2 Logical channels

Definition: Logical channels are the assignments between subframes and the tasks to be performed and
are controlled by the interrogator. There are three main groups of logical channels:

— notification channel (N-CH);

communication channel (C-CH);

— spectrum check channel (SC-CH).

Logical channels contain physical channels, which are explained in the following clauses. It is possible

to chain log
once (e.g. w
communicat]
Communicat

In case of R
notification
or may not b

7.4.2.1 Ng

Function: On|
out the bi-di
read out fro
be started a
check chann
terminated Y
out from an

the communjication channel.

Notification

The retn

The rety
confirm

The firg
errors).

All the s

7.4.2.2 Commuhication channel (only for R/W-tag): C-CH

cal chanmets, emabing the transmission of a SUper ordinate access to Severat {ra
ite 2kBytes). Such a chain shall always start with a notification channel and end
ion channel (in the case of R/W-tag). The last logical channel has to transmif.an E
ion (EOC) signal on the physical level.

O-tag, the whole information transmission from tag to interrogator shall\take place
thannel. There is no communication channel to be built up. A spectrum-c¢heck channe
e used.

tification channel (for both types of tags): N-CH

the notification channel, a new tag is inserted into the jinterrogator slot structure to
Fectional communication if it is an R/W-tag (see Figure\17), or all the information sh
m the tag if it is an R/O-tag (see Figure 18 and Figure 19). The notification channel
least in slot0 if a tag slot structure is detectedyf neither communication nor spec

vhen the tag reads the first command in caserof R/W-tag, or after all information is
R/0O-tag. The first command is transmitted in the subframe assigned to and reservg

shall be cancelled if:
ieved TaglD is blacklisted (e.g.the interrogator does not want to communicate with the

ieved TagID contains errots (non-correctable CRC errors). The information on the 1
htion channel contains errors (non-correctable CRC errors).

t command is not.tead and interpreted correctly by an R/W-tag (non-correctable
[n that case, the'interrogator does not get a response from this tag.

ubframes arefully assigned (no command shall be transmitted).

Function: Th

es at
yith a
nd of

n the
| may

carry
all be

shall
trum

| is used, the notification channel can be started in every slot. The notification channel is

read
ed for

tag).

gical

CRC

e communication channel is the medium where the read and write access opera

tions

between interrogator and tag are carried out (see Figure 20). Once the connection is set up, it is also
possible to query the TagID. This channel shall be started after the tag reads the first command and
shall be terminated when the interrogator sets the EOC (End of Communication) signal.

7.42.3 Sp

ectrum check channel: SC-CH

Function: The spectrum check channel shall be used for searching free frequency channels (see
Figure 19 and Figure 20). This channel may be activated if no notification or communication channel is

being operated.
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7.4.2.4 Priorities between the various logical channels

a) The first command is transmitted on the communication channel (same as termination of a
notification).

Priorities when the first command is transmitted on the communication channels are specified in
Table 75.

Table 75 — Priorities when the first command is transmitted on the communication channels

Channel Priority
Notification 2
Communication
Spectrum check 3

This {mplies that a started notification shall be terminated before a new one canbe started.
b) The first command is not transmitted on the communication channel.

Priorfities when the first command is not transmitted on the communication channels ard specified in
Table 76.

Table 76 — Priorities when the first command is not.transmitted on the communication

channels
Channel Priority
Notification 1
Communication 2
Spectrum check 3

This means that a notification shall interrupt the processing of the other two channels, unless it is the
first fommand that is being transmitted on the communication channel [see a) above]. In that case, an
ARQ $hall be initiated for the interrupted communication channel. Spectrum checks can bg carried out
only In an empty subframe.
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7.4.2.5 Frame structure for the notification channel in case of an R/W-tag
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Figure 17 — Frame structure of the notification channel in case of an R/W-tag
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7.4.2.6 Frame structure for the notification channel in case of an R/0-tag
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Figure 18 — Frame structure of the notification channel in case of an R/0O-tag
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7.4.2.7 Frame structure for the notification channel in case of an R/0-tag for high speed

applications
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Figure 19 — Frame structure of the notification channel in case of an R/0-tag for high speed

applications
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7.4.2.8 Frame structure for the communication and spectrum check channels

“ainpaooid Jaleagns 998/ §°9/ YNM UOIje|Npow ;|auueyd uoiesyijou ay} jo Jed Buipuodsaiod ay) o} [eanuapl ist HO-AIN (L

[S

4 ¥ ¥ ¥ ¥ zLsOell]

8 L 9 s v ¢ T po

¢+ udds

o HO TSI Souanes
MO  HO-MD ‘|Suueyd sy
24 HO-N4Y :[Buueys jul-uinjey uoloun- paAIassy M HO-M 1ouEYS Sl
(N LN HO-XQIW :[euueyo pesl gi-ov.L 5o HO-D JeuUELd OIS
2L HD-ZSl :|suueyd gdA| sousnbag Buluiel] Joyebouisiul N HO-Y Jouueyo pesy
ow . HO-OS :[auueyo 3o8y) wnioadg s HO-S :|]auueyd uone

7 0§ 0§ O0S OS 08 0S 0S OS 0S 08 0S

uopeAIsal UM DOT [oul

*

S

S

4 9 o m_wm o mim 4 /ZL/SO ¢eLS

Adws 1018

:sjpuueyd [eaish

(24 7d|cd cd zd|cd 2d TN LN ZL[SD ‘€1]S

003

003 'pPuUl

) W78 ¥ ¥ ¥ ¥ ¥ 2LSO eLS o

o mwm_ d mtﬁ\m.m mim_ 2l SO ¢1[S

7>>oﬁ>>>>>>>>>>>>>>>>>>omoﬁw>>oﬁ>>>>>>>>>>>>>>>>>>mm,§~m

O¥D eweyqng

L+U 48

0¥ sweyqng

uyd4s

[BUUEYD YI3U) Wnijdsds 7 [Puueyyug

m_‘N_‘_‘_‘o_‘mwhmm<mN_‘mom_‘N_‘_‘_‘o_‘mwmmm<mN_‘W<NMvN_‘._.OJ_w

b= M4S

pululel] 10| puewwo)

A wiyuoD

puewwo)

UuspI oIS OV.L

ld

WHO-aIN

yo wnJjoads Agq pamoj|oy
HO-TY 8wl suo

‘HO-WY sswip u

"HO-M s3I} omy

| 10jeBouia|

JesrunuuIo?)

Figure 20 — Frame structure of the communication and spectrum check channels
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7.4.3 Physical channels

Definition: Physical channels are the assignments between slots and modulation and coding procedures.
As mentioned before, the logical channels can contain physical channels. Table 77 shows the structure
of the logical and the physical channels.

Table 77 — Logical and physical channels

TagData read channel:
MIN3-CH (return link)

Logical channel Logical channel Physical channel Function
groups
Tag Slot identification Tag Slot identification Tag sends in this channel syn-
chianner: chranner: chronization 1mormat10naTthat
S-CH (return link) S-CH (return link) could be read by interrogator
during search slot (€.gy slot0).
TagID read channel: TagID read channel part 1: |This channel is used'to trapsmit
MID-CH (return link) MID1-CH (return link) the first part efithe 32-bit TagID.
TagID read channel part 2: |This chanuelds used to trajpns-
MID2-CH (return link) mit the,second part of the B2-
bit TagID:
TagID read channel part 1: |This,channel is used to trapsmit
MID3-CH (return link) the first part of the 32-bit TaglID.
TagID read channel part.2:©)|This channel is used to trajns-
MID4-CH (return link) mit the second part of the B2-
bit TagID.
TagData read channel: TagData read channel: This channel is used to trajns-
MIN-CH (return link) MIN1-CH (retura link) mit the first part of the 321bit
tag data.
TagDatagead channel: This channel is used to trajns-
T | MIN2:CH (return link) mit the second part of the B2-
Notification ¢hannel .
N-CH bit tag data.

This channel is used to trajns-
mit the first part of the seqond
32-bit tag data.

TagData read channel:
MIN4-CH (return link)

This channel is used to tras-
mit the second part of the
second 32-bit tag data.

InterrogaterID read
channel:
SID-GH (forward link)

Interrogator-1D read chan-
nel:
SID-CH (forward link)

This channel is used to trajns-
mit the 10-bit long interro
gator-ID and a 15-bit coun
value to the tag.

fer

Réserved Function For-
ward link channel:
RFD-CH (forward link)

Reserved Function Forward
link channel:
RFD-CH (forward link)

Reserved for proprietary
future use.

Reserved Function Return

Reserved Function Return

Reserved for proprietary

link channel:
RFU-CH (return link)

link channel:
RFU-CH (return link)

future use.

Interrogator Training Se-
quence Type 1 channel:
TS1-CH (return link)

This channel is used only to
ease the implementation of the
hardware.
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Table 77 (continued)
Logical channel Logical channel Physical channel Function
groups
Command Slot channel: Command Slot channel: This channel is used to transmit
CS-CH (forward link) CS-CH (forward link) the following commands from
the interrogator to the tag:
— write;
— longread;
— shortread;
— Init;
— wait;
— EOC.
Read More than 84 Byte Read channel: On this'channel, up to 108
channel: R-CH (return link) bytes-can be transmitted in a
RM-CH (return link) single subframe frpm tag to
interrogator.
Comimnunication Read Less or equal than 84 | Read channel: On this channel, a maximum of
chanfel byte channel: R-CH (return link) 84 bytes can be transmitted in
C-CH RL-CH (return link) a single subframe from tag to
interrogator.
Write channel: Write chanpel: On this channel, a maximum
W-CH (forward link) W-CH (forward link) of 144 bytes can b¢ transmit-
ted in a single subfframe from
interrogator to tag.
Confirm Write channel: Confirm Write channel: Signals whether tHe transmis-
CW-CH (return link) CW-CH (return link) sion of data from ipterrogator
to tag in a given subframe was
free of errors or ngt.
Interrogator Training Se- | This channel is usgd only to
quence Type 2 channel: ease the implementation of the
TS2-CH (return link) hardware.
Command Slot Training This channel is us¢d only to
Sequence: ease the implemenftation of the
TS3-CH (forward link) hardware.
Spectrum check channel |Spectrum check channel The interrogator ufses this
Specfrum check SG-CH SC-CH channel to measurje the RSSI
chanpel values in the allowled frequen-
SC-CH cy band within the allowed
channels.
With|regard to slot assignment, the bits are assigned as follows: MSB to LSB: from left to right. MSB is
transmitted first, then [.SB

7.4.3.1 Tag Slot identification channel: S-CH (return link)

Function: During a slot identification channel (at minimum in slot0 of the interrogator), an interrogator
shall read the synchronization information of a new tag (if there is a new tag in the field). The S-CH
is structured in such a way that the information required for synchronization (time offset and time
counters) is present twice in one slot. For each S-CH, there are two blocks which each take half a slot
long. The two blocks differ only by one increment of the time counter (the first block corresponds to the
lower value). This ensures that this information shall be available for evaluation for any time position
between tag and interrogator slot structure. For R/W-tags and for standard R/0O-tags, the time counter
runs from 1 to 30, which means that 15 S-CH are sent consecutively on the N-CH. This ensures that the
information required for synchronization shall be available in two subsequent slots0. In case of R/O-
tags for high speed applications, the counter values of the two subsequent half slots are 31 followed
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by 0. For this type of applications, the S-CH is not fixed to slot0. For a graphical representation, refer
to Figure 21. Additionally, the correlator word is the same sequence for an R/W-tag and for R/0-tags
but inverted. Due to that fact, the interrogator shall decide during the S-CH which type of tag starts
communication.

[ Slot 0 | Interrogator

offset determination

counter n-1 counter n counter n+1 counter n+ﬂ TAG

not infSlot0 lclock recovery used for not in Sloto
is not possible sychronization

Figure 21 — S-CH position with regard to slot0

Data transmjssion: return link with 76,8 kbit/s.
The subfranje assignment for S-CH in case of standard applications is specified in Table 78.

The subfranme assignment for S-CH in case of R/0O applications or if\n0 communication or spedtrum
check channgl is established is specified in Table 79.

Table 78 — Subframe assignment for S-CH in €aseé of standard applications

SO | S1|S2|S3|S4 | S5 | S6 | S74\S8 | S9 |S10|S11|S12|S13

Table 79 —|Subframe assignment for S-CH in‘case of R/0 applications or if no communicatipn or
spectrum check channel is established

SO | S1 | S2 | S3 | S4-S5 | S6 | S7 | S8 | S9 | S10 | S11|S12|S13

Slot assignment for R/W-tag:

Inverted tinme-reversed Barker sequence with a length of 13, which already contains the subseqpience
0101 (B19...B16) for clock'recovery. A parity bit is added after the 5 bit time counters.

The Slot assignmentor'S-CH in case of R/W-tag is specified in Table 80.

Table 80 — Slot assignment for S-CH in case of R/W-tag

Correlator Time coun- . .
Parity | Tail

Clock recovery ters
B19 | B18 | B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
0 1 0 1 0 0 1 1 0 0 0|0 O 0

B6...B2: Time counters from 1 to 30.
Slot assignment for R/0O-tag:

Time-reversed Barker sequence with a length of 13, which already contains the subsequence 0101 for
clock recovery (B18...B15). A parity bit is added after the 5 bit time counters.

The Slot assignment for S-CH in case of R/0-tag is specified in Table 81.
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Table 81 — Slot assignment for S-CH in case of R/0-tag

Correlator Time coun- | Parity | Tail
Clock recovery ters
B19 | B18 | B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
1 0 1 0 1 1 0 0 1 1 1 1 1 0

B6...B2: Time counters from 1 to 30 for standard R/0O-tags, 31,0 for R/0-tags for high-speed applications.

Channel coding: Not applicable.

alarms to a
minignum. In the first step, only the bits in the correlator word (B19...B7) are included.in the correlation.
In the second step, the remaining known bits in an interrogator slot (e.g. slot0) are indluded in the
correlation, too. S-CH is half as long as slot0; therefore, there are still known bits’ The number of known
bits depends on where the correlation peak was found in the first step. Bhis implies that the second
corrdlation word has to be established dynamically, according to Table 82:Tn the table, only the values
for the R/W-tag can be seen. The values for an R/0O-tag are just simple.ihverted in the correlation field
(in the field of the time-reversed Barker sequence).

Table 82 — Second level correlation scheme
Pbsition of half slot | [ Number of cofrelation bits
Position of slot0:
39138[37[36/35[34[33[32[31[30[29]28]27]26]25]24[23[22]21[20[ 190 8] 17]16]15]14[13]12][11]10[9[8]7]6[5[4[3 ][4 1 ] 0
Thogtjolt|ojo[1|1|olo]olo]0 #N RITjo|1[o]1]|0|o[1]|1]0]0j0j0j0O]  #N+1 P[22
oftloli]ojof1i|1]|o]o]olo]0 #N PIINOLL{0][1/0/0]1]1]/0/0[0/0]0] #N+1 pPlT]21
1folilolo]1[t]ofolololo0 #N P T™NO1]ol1|olol1]1]ofololojol #N+1  [R{TQoHN20
4 Qofilolofi|1i|o]ololo]o #N R0 (o filololililolololoo] #N+1  [P[TIof1f20
1tfojofil1]ofojolo]o #N pi o folifolofi[1lolololojo] N+ [PIT|q[1]0Q20
offol1]1]ojofo]o]o0 #N Pl 1of1]olo|1]1]ojojojojo] #~N+1 |P|T|o|]|of1]20
ofil1]olojofo]o #N placb Malo i olol1]1]ololololo] a1 [pitlol1|d]10ofz0
ift]olo]ofo]o #N plr o il 1 olo|1]1]0[0]0]0]0 #N+1 PITIo|1]0[]1[0fof20
1folololo]o #N Pl ilol1lolol1]1]o]ololo]o #N+1 PIT{o|1/0]1][¢[of1]20
ipfofojolo]o #N plr%oTiTol1lolol1]1]0]ololo]o #N+1 PITIof1lo]1]o][q|101]20
iflofololo #N pitloTiTo1{olol1[1]o]o]o]o]o0 H#N+1 P(Tlol1]ol1]o]o|1]1]of20
IpRofjo|o #N P TLOIT[0[1]0]0|1[1]0]0]|0]|0]O #N+1 P|T[O|L|0|1]|0]|O]|1 0fof20
L 1pJofo] #N__ [pjrlolifof1jofoli]1]o]o]o|o0]0 #N+1 PIT|o|1][o[1]ojo]1]1]q]|o0fo]20
14 B #N PITrogifo]1]ojolt[1]0]0l0|0]0 #N+1 P T|o|1]o][1]ojoj1]1]0]q]|0fo0]20
15I# 4N PrTOpL]o1|o|o[t|1[{ofolo]o]o #N+1 P[T|o|1]|o|t]|ofoft|1|o]o]d|ofo]1
N
16N #N e o gfoftiojof1|1fofojofo]o #N+1 P|T|o|1]0]|1]0]|o[1]|1]0]0]0 0#1;122
+
1 NPt oviTol1|olo|1[1|o]ofo|o]0 #N+1 P[T|o|1]|o|1]olo|t|1|o]o]0]0 #NI#NIZZ
N _I 1 +24+2
BE B P TIolfo]1|ojo|1|1]|o]o]o0f0]0 #N+1 PTOlOlOOllOOOOO#N+2#NI22
NIN| | +2
IQ-I“ D'T‘Inl1 ol 0L0 1 1 ololololo HNLL] PLTLO 1 0 1 0.0 1 110, . 0l0.0.0 #+2 #NI22
NE | +2
20IPT|0|101001100000 BN+ plTloft]of[1]ofo|1]1]ofolofolo] #n+2 Jn|22
+2
1 b R apnnnannnnn N [plTlof1]ol1lolo]1]1]o]olololo]  #n+2 P2
Dark Grey: Clock recovery Light Grey: Correlator bits P: Parity T: Tail
Boxed white: Bits with uncertainty Dashed boxed: Position of the correlation peak #N: Time counters

7.4.3.2 TaglID read channel: MIDx-CH (return link, for both tag types)
Function: This channel is used to transmit the 32-bit ID31, ...., IDg in two subsequent slots.
Data transmission: Return link with 76,8 kbit/s.

Subframe assignment: Not relevant since MIDx-CH is a part of the notification channel. The position in
the subframe is not synchronous with the interrogator frame structure.
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Slot assignment: A time-reversed Barker sequence with a length of 11 is used for clock and word
recovery.

The Slot assignment for MID1 (for both types of tags)/MID3 (only for R/0O-tags) is specified in Table 83.
The Slot assignment for MID2 (for both types of tags)/MID4 (only for R/0-tags) is specified in Table 84.

Table 83 — Slot assignment for MID1 (for both types of tags)/MID3 (only for R/0O-tags)

Word synch. . .
27 bit TagID Tail
Clock recovery
B39 | B38 [ B37 1 B36 | B35 [ B34 | B33 [ B32 [ B31 | B30 [ B29 B28..B2 B1..BO
0 1 0 0 1 0 0 0 1 1 1 First part of TagID ID31, 0
ey ID5

Table 84 — Slot assignment for MID2 (for both types of tags)/MID4 (only for-R/0-tags)

Word synch.
y 5 bit TagID CRG over 32 Tail
Clock r¢covery bits
B39 | B38| B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 | B28...B24 B23..B2 B1...B0
0 1 0 0 1 0 0 0 1 1 1 | IDge1Do | CRCyy, ..., 0
CRCp

For a description of the memory mapping of the TagID, refer to Annex C.

Channel coding: A shortened Fire code is used for TagID chafinel coding (54,32). After generatiop, the
coded 54 bits (ID3y, ..., IDg, CRC31, ..., CRCp) are transmiitted in slots MID1/MID3 and MID2/MID4
beginning wijith the MSB ID31. Generator polynomial:

g(X):X22+X17+X13+X9+X4+1

The Channel Coding algorithm is as follows:
For encoding:
— Initializé the CRC accumulator:-to-all zeroes  0....0p
— Divide i GF(2) the polynomial

ID31x53 |+ ID30x52 +.,. %D x22

by the generator polynomial

x22 + x17 + X033+ x9 + x4 + 1,

obtain asTemaindertirepotymomiat
CRC321x21 +...+ CRCox0

— Attach the CRC bits (CRC3j, ....,, CRCp) to the end of the TagID bits (ID3j, ...., IDg) and transmit the 54
codebits (ID3y, ..., IDg, CRC3y, ...., CRCp) MSB first

For decoding:
— Divide the code polynomial
ID31x53 +....+ IDgx22 + CRC21x21 +...+ CRCox0
pre-multiplied with a certain factor (to account for the shortened code)

by the generator polynomial
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X224+ x17 + x13 + x9+ x4 + 1,

and use the remainder polynomial for error correction and error detection

7.4.3.3 TagData read channel: MINx-CH (return link, only for R/0O-tag)

Function: This channel is used to transmit 64 bits tag data in four subsequent slots. This can be done by
sending two pairs of two consecutive slots.

Data transmission: Return link with 76,8 kbit/s.
Subframe assignment: Not relevant since MINx-CH is a part of the notification channel. The position in
the sfibframe is not synchronous with the interrogator frame structure.

Slot gssignment: A time-reversed Barker sequence with a length of 11 is used for-clo¢k and word
recovery.

The Jlot assignment for MIN1/MIN3 is specified in Table 85.
The Jlot assignment for MIN2/MIN4 is specified in Table 86.

Table 85 — Slot assignment for MIN1/MIN3

Word synch. . .
27 bit tag data Tail
Clock recovery
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B2 B1..BO
0 1 0 0 1 0 0 0 1 1 1 First part of TagData 0
D34, ..., D5
Table 86 — Slot assignment for MIN2/MIN4
Word synch. 5 bittag |CRC over 32 Tail
Clock recovery data bits
B39 | B38 | B37 | B36 | B35 | B34 ["B33 | B32 | B31 | B30 | B29 | B28..B24 B23...B2 B1..BO
0 1 0 0 1 0 0 0 1 1 1 D4, ...,Do | CRCzy, ..., 0
CRCp

TagDpta bits: DATA63.-DATAO
NOTE These bits can be used to extend the UserTagID or to store application related data in thg tag.

Chanpel coding:¥or each pair of two consecutive slots transporting 32 data bits, a shortened Fire code
is used foritag-data channel coding (54,32). After generation, the coded 54 bits (D3y, ..., Do, CRCpy, ...,
CRCp) aré_transmitted in slots MIN1/MIN3 and MIN2/MIN4 beginning with the MSB D4;. Generator
polyrjomial:

g(x) =x22+x17 +x13 +x9 + x4 + 1

The Channel Coding algorithm is as follows:
For encoding:
— Initialize the CRC accumulator to all zeroes  0.....0p
— Divide in GF(2) the polynomial
D31x53 + D30x52 +....+ Dox22

by the generator polynomial
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X22+X17+X13+X9+X4+1,

obtain as remainder the polynomial

CRC31x2

— Attach the CRC bits (CRC31,

codebits

1+..4 CRCpx0

.., CRCp) to the end of the data bits (D31,
(D31, ..., Dg, CRC2y, ..., CRCo) MSB first

For decoding:

Divide the code polynomial

D31x53 4
pre-mul
by the g
x22 + x17

and use

7434 In

Function: Th

vt Dox22 + CRC21%x21 +...+ CRCox0

fiplied with a certain factor (to account for the shortened code)
bnerator polynomial

+x13 +x9+ x4+ 1,

the remainder polynomial for error correction and error detection

ferrogator-ID read channel: SID-CH (forward link, only forR/W-tag)

is channel is used to transmit the 10 bit long interrogator-ID and a 15-bit counter

..., Dp) and transmit the 54

value

to the tag. The counter value enables communication: it showswhere the tag has to expect thg first
command o1} the communication channel.
Data transmjssion: Forward link with 384 kbit/s.
Subframe asgignment: Not relevant since SID-CH is apart of the notification channel. The position |n the
subframe is hot synchronous with the interrogator frame structure.
Slot assignment: Only the first 112 bits out\of 200 are assigned. The remaining 88 bits arp not
evaluated by the tag. For word synchronization, a sequence (TSC1) with a length of 16 is used. The
default corr¢lator threshold for word syfchronization is 13 (the value shall exceed 13: two bit drrors
maximum).
The Slot assignment for SID-CH part 1 is specified in Table 87.
The Slot assignment for SID-CH/part 2 is specified in Table 88.
The Slot assignment for. SID-CH part 3 is specified in Table 89.
Table 87 — Slot assignment for SID-CH part 1

Iievel detector (20 bits) Wake-up and clock recovery (36 bits)

B199 | B198 | B197 | B196 B182 | B181 | B180 | B179 | B178 | B177 | B176 B146 | B145 | B144
0 1 0 1 1 0 1 0 1 0 1 1 0 1
Table 88 — Slot assignment for SID-CH part 2
Word synch.: 16 bit sequence TSC1 (16 bits)

B143 | B142 | B141 | B140 | B139 | B138 | B137 | B136 | B135 | B134 | B133 | B132 | B131 | B130 | B129 | B128
1 0 1 1 1 0 0 0 0 1 0 0 0 1 0 0
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Table 89 — Slot assignment for SID-CH part 3

lnte(rlr(;) %?tt;r'm Counter value (15 bits) CRC over 25 bits (15 bits) Not evaluated by tag
B127..B118 B117..B103 B102...B88 B87..B0
D74, ..., D15 D14, ...., Do CRC14, ..., CRCq

NOTE The sequence "0 1" is repeated for B195, B183 and B175, and B147.

Channel coding: A shortened Fire code is used for SID-CH channel coding (40,25). After generation, the
coded 40 bits (D24, ..., Dg, CRC14, ..., CRCp) are transmitted beginning with the MSB Dj4. Generator
pOly omiat:

gx) =x15+x10+x9 + x6 +x + 1

The (hannel Coding algorithm is as follows:

For epcoding:

[=—

hitialize the CRC accumulator to all zeroes  0.....0p

|
=

ivide in GF(2) the polynomial

=

24%39 + D3%x38 +....+ Dox15

low

y the generator polynomial
15 + x10 + X9 + x6 + x + 1,

dbtain as remainder the polynomial

(an)

RC14x14 +...+ CRCox0

ttach the CRC bits (CRC14, ..., CRGpJ to the end of the data bits (Dz4, ..., Do) and trahsmit the 40
odebits (D34, ...., Dg, CRC14, ...,.GRCp) MSB first

|
Qo

For decoding:
— Divide the code polynomial
[)24%x39 +....+ Dox13 +)CRC14x14 +...+ CRCox0

re-multiplied\with a certain factor (to account for the shortened code)

o

y the genérator polynomial

15 +x10 + x9+x6 +x + 1
and use the remainder polynomlal for error correction and error detection

7.4.3.5 Reserved function forward link channel: RFD-CH (forward link, only for R/W tags)

Function: Reserved for proprietary future use.

7.4.3.6 Reserved function return link channel: RFU-CH (return link, for both types of tag)

Function: Reserved for proprietary future use. The functionality can be different for the two tag types.

7.4.3.7 Interrogator training sequence typel channel: TS1-CH (return link/without logical
channel)

Function: This channel is used to ease the implementation of the hardware.
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Data transmission: Return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and 1
started with 0. This signal is not differentially pre-coded, with the exception of the last bit. The last bit
has to be differentially pre-coded to enable differential demodulation in the subsequent slot.

Subframe assignment: Set up before the S-CH, MID-CH, and RFU-CH channels.

Slot assignment: Not relevant.

7.4.3.8 Command slot channel: CS-CH (forward link)

Function: This channel is used to transmit the commands from the interrogator to the tag. The total
amount per slotis200-bitswith-anetdatabitcontentof 120 bits-The remaining bitsareused for clock

recovery, wdrd synchronization and for error protection.

Data transmjssion: Forward link with 384 kbit/s.

The Subframe assignment for CS-CH in case of W-CH, RM-CH, MID-CH is specified in Table 90.

The Subframle assignment for CS-CH in case of RL-CH is specified in Table 91.

The Slot assignment for CS-CH part 1 is specified in Table 92.
The Slot assignment for CS-CH part 2 is specified in Table 93.
The Slot assignment for CS-CH part 3 is specified in Table 94.

The Slot assignment for CS-CH part 4 is specified in Table 95.

Table 90 — Subframe assignment for CS-CH in-case of W-CH, RM-CH, MID-CH

Sp S1 S2 S3 S4 | S5 N¢ S7 S8

S9

S10 | S11 | S12 | S13

Table 91 — Subframe assignment for CS-CH in case of RL-CH

Sp S1 S2 S3 S4 S5 S6 S7 S8

S9

S10 | S11 | S12 | S13

Slot assignmpnt: 12 bits out of 200 are used for clock recovery. For word synchronization, a seqyience
(TSC1) with|a length of 26 is.tised. The default correlator threshold for word synchronization is 24 (the

value shall exceed 24: twq bit’errors maximum). The remaining 162 bits are coded net data bits.

Table 92 — Slot assignment for CS-CH part 1

Clock recovery (12 bits)

B199 | B198 | B197 | B196 | B195 | B194 | B193 | B192

B191

B190|B189|B188

0 1 0 1 0 1 0 1

0

1 0 1

Table 93 — Slot assignment for CS-CH part 2

B187...B162: Word synch. (TSC1) (26 bits)

olof1]fofof1]o[1]1|1]o]o]ofo[1]ojofol1]o]o|1]of[1]1]1
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Table 94 — Slot assignment for CS-CH part 3

Descr
Comn
EOC:
Inter
Tagll]
Block

Start
shall

Chan
genel
Gene

g

The (

Fore

[=—

[

Interrogator frame CRC protection over
Command type EOC structure TagID bits B161...B132
(4 bits) (1 bit) (7 bits) (18 bits) (44 bits)
B161...B158 B157 B156...B150 B149...B132 B131..B88
Do, ...., D2g Dys D24, ..., D18 D17, ..., Do CRCy43, ...., CRCop
Table 95 — Slot assignment for CS-CH part 4
CRC protection over
Block length |Reserve bt(z;:;sasa- Reserve bits Reserye
B87...B58
(8 bits) (1bit) | (18 bits) (3 bits) (44 bits) (14 bits)
B87...B80 B79 B78...B61 B60...B58 B57..B14 B13..B0
Dog, ...., D22 D21 D»o, ..., D3 Dy, ..., Do CRC43, ...., CRCg
iption of fields:

hand type: Refer to 7.6.1 and 7.6.3.

Fnd_Of_Communication (EOC) is signalled with one bit inthe command field.
rogator frame structure: Indicates the number of subframes contained in a frame.
: Only the ID31...ID14 range shall be transmitteditvthe command slot.

length: Indicates how many bytes the transmitted block contains.

address: Indicates where the first byte.ifi*the transmitted block should be written or
be set to 0.

nel coding: A shortened Fire code+{74,30) is repeatedly used for coding the CS-CH da
ation, the coded 74 bits (D29, %5Do, CRC43, ...., CRCp) are transmitted beginning with
ator polynomial (same as for-R-CH):

[x) = x44 + x30 + x29 + x18.4 x + 1

hannel Codingalgoerithm is as follows:
hcoding:
hitialize'the CRC accumulator to all zeroes 0

ivide-in GF(2) the polynomial

read to. B79

ta bits. After
the MSB Dyo.

D29x73 + Dgx72 +....+ Dgx44

by the generator polynomial

x44 +x30 + x29 + x15 + x + 1

obtain as remainder the polynomial

CRC43x43 +...+ CRCpx0

Attach the CRC bits (CRC43,

..., CRCp) to the end of the data bits (Dy9,

74 codebits (Djyo, ...., Dg, CRC43, ...., CRCg) MSB first

© ISO/IEC 2018 - All rights reserved
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For decoding:

— Divide the code polynomial

D29x73 +....+ Dgx44 + CRC43%x43 +...+ CRCx0

pre-multiplied with a certain factor (to account for the shortened code)

by the generator polynomial

x44 + x30 + x29 + x15 + x + 1

and use

7.4.3.9 Read channels: R-CH (return link)

Function: These channels are used to transmit the tag net data to the interrogator. The‘total an
per slot is 2(0 bits, with a net data bit content of 96 bits. The remaining bits are usedor’clock rec

word synchijonization and for error protection.

Data transmjssion: Return link with 384 kbit/s.

Subframe asgignment:

he remaindor nalunamial for orrar caorroaction and errar detoction
He-FelaHaerporyh +o4H—eH-6+ 1+ HoHaHa-eoaetec3ot

The Subfranje assignment for R-CH in case of RM-CH is specified in Tabtée 96.

The Subfranje assignment for R-CH in case of RL-CH is specified<n Table 97.

The Slot ass]gnment for R-CH part 1 is specified in Table 98.

The Slot ass

gnment for R-CH part 2 is specified in Table™99.

Table 96 — Subframe assignment for R-CH in case of RM-CH

Sp S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13
Table 97 — Subframe assignment for R-CH in case of RL-CH
Sp S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13

Slot assignment: A time-teversed Barker sequence with a length of 11 is used for clock and

recovery. Thle remaining 189 bits are coded net data bits, split up into two identical parts.

Table 98 — Slot assignment for R-CH part 1

hount
very,

word

Word synch.
Clock recovery

B199 | B198 B197 B196 B195 B194 | B193 B192 B191 B190 B189

0 1 0 0 1 0 0 0 1 1 1

Table 99 — Slot assignment for R-CH part 2
. CRC over previous . CRC over bits o
Net data bits 48 bits Net data bit B96...B49 Tail bit
(48 bits) (44 bits) (48 bits) (44 bits)
B188...B141 B140...B97 B96...B49 B48...B5 B4...BO
D47, ...., Do CRCy43, ....,CRCyp Dy, ..., Do CRCy43, ...., CRCp
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Channel coding: A shortened Fire code (92,48) is repeatedly used for coding the R-CH data bits. After
generation, the coded 92 bits (D47, ...., Dg, CRC43, ....,, CRCp) are transmitted beginning with the MSB D47.
Generator polynomial:

g(X):X44+X30+X29+X15+X+1

The Channel Coding algorithm is as follows:
For encoding:

— Initialize the CRC accumulator to all zeroes  0.....0p

— [Divide in GF(2) the polynomial
D47x91 + Dgex90 +....+ Dox44

by the generator polynomial

x4+ x30 + x29 + x15 + x + 1

gbtain as remainder the polynomial
(JRC43x43 +...+ CRC(x0

— Attach the CRC bits (CRC43, ..., CRCq) to the end of the data bits (D47, ..., Do) and transmit the
92 codebits (D47, ...., Dg, CRC43, ...., CRCp) MSB first

For decoding:
— Divide the code polynomial
D47x91 +....+ Dox#44 + CRC43%x43 +....+ CRCex0

fdre-multiplied with a certain factor (t0'account for the shortened code)

low

y the generator polynomial

j44+X3O+X29+X15+X+1

nd use the remainder polynomial for error correction and error detection

7.4.3110 Write chanmnel: W-CH (forward link)

Function: This channel is used to transmit net data from interrogator to tag. The total ampunt per slot
is 200 bits, with'a net data bit content of 128 bits. The remaining bits are used for clock refovery, word
synchironjzation and for error protection.

Data fransmission: Forward link with 384 kbit/s.

The Subframe assignment for W-CH is specified in Table 100.

The Slot assignment for W-CH part 1 is specified in Table 101.
The Slot assignment for W-CH part 2 is specified in Table 102.
The Slot assignment for W-CH part 3 is specified in Table 103.

Table 100 — Subframe assignment for W-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13
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Slot assignment: 12 bits out of 200 are used for clock recovery. For word synchronization, a sequence
(TSC1) with a length of 16 is used. The remaining 172 bits are coded net data bits.

Table 101 — Slot assignment for W-CH part 1

Clock recovery (12 bits)
B199 | B198 | B197 | B196 | B195 | B194 | B193 | B192 | B191 | B190 | B189 | B188
0 1 0 1 0 1 0 1 0 1 0 1

Table 102 — Slot assignment for W-CH part 2

Word synch.: 16 bit sequence TSC1
B187 | B186|| B185 | B184 | B183 | B182 | B181 | B180 | B179 | B178 | B177 | B176 | B175 | B174 | B173 | B172
1 0 1 1 1 0 0 0 0 1 0 0 0 1 0 0

Table 103 — Slot assignment for W-CH part 3

Net data bits CRC over previous 128 bits
(128 bits) (44 bits)
B171...B44 B43...B0
D127, ..., Do CRC43, ..., CRCo

Channel codipg: A shortened Fire code is used for W-CH channeloding (172,128). After generatiop, the
coded 172 bits (D127, ..., Dg, CRC43, ...., CRCp) are transmitted heginning with the MSB D127. Gengrator
polynomial (same as R-CH):

g(x) =x4t +x30 + x29 + x15 + x + 1

The Channel Coding algorithm is as follows:
For encoding:
— Initializ¢ the CRC accumulator to alt zéroes  0....0p
— Divide ip GF(2) the polynomial

D127%171 + D126x170 +....+ Dpx?4

by the generator polynomial

x4+ x30 + x29 +x1S +x + 1

obtain af remainder the polynomial

CRC43X42 TR CRCUAn

— Attach the CRC bits (CRC43, ...., CRCp) to the end of the data bits (D127, ..., Dg) and transmit the
172 codebits (D127, ...., Do, CRC43, ...., CRCg) MSB first

For decoding:

— Divide the code polynomial
D127x171 +....+ Dgx44 + CRC43x43 +....+ CRCox0
pre-multiplied with a certain factor (to account for the shortened code)
by the generator polynomial

x44 + x30 + x29 + x15 +x + 1
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and use the remainder polynomial for error correction and error detection

The CRC definitions and calculation example are shown in Annex D.

7.4.3.11 Confirm write channel: CW-CH (return link)

Function: This channel signals whether the transmission of data from interrogator to tag in a given
subframe was free of errors or not. For a transmission to be error-free, all the slots shall have been
received without errors. A “not error-free” signal results in an ARQ procedure for this communication.

Data transmission: Return link with 384 kbit/s.

The Jubframe assignment for CW-CH is specified in Table 104.
The Slot assignment for CW-CH part 1is specified in Table 105.
The Slot assignment for CW-CH part 2 is specified in Table 106.
The Jlot assignment for CW-CH part 3 is specified in Table 107.

Table 104 — Subframe assignment for.CW-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9' | S10 | S11 | S12 | S13

Slot gssignment: A time-reversed Barker sequence with/a length of 11 is used for clo¢k and word
recoyery. In the case of W-CH, the CRCs are evaluated.on a slot-by-slot basis. If all the slot CRCs are
errorrfree (or feature correctable errors only), thes\CRC_OK bit shall be set. This bit is transmitted to
the interrogator with 2 bits x 26 bits consecutively (sequence TSC1). If the received CRC Was not okay,
a word containing nothing but 0’s shall be generated with a length of 2 bits x 26 bits. The [interrogator
does pot evaluate the remaining bits.

Table 105 —Slot assignment for CW-CH part 1

Word synch.
Clock recovery.
B199 | B198 | B197 | B196 | B195 | B194 | B193 | B192 | B191 | B190 | B1§49
0 1 0 0 1 0 0 0 1 1 1

Table 106 — Slot assignment for CW-CH part 2

B188...B163: CRC_OK: true (TSC1) (26 bits)
oo 1]o]of1][o[1]1]1]ofoofof1]ofo]o|1]ofof1]|o0] 1|11
B188...B163: CRC_OK: false
U0 U0 0000000 000U {0{0{ 0 [0[ 0 0{0[ 0000

Table 107 — Slot assignment for CW-CH part 3

B162..B137: CRC_OK: true (TSC1) (26 bits) B136...B0

olo[1]ofo|t][o]1|1][1]o]o]o]o|1]|o]ojof[1|o]of1]0|1][1]1] —
B162..B137: CRC_OK: false

olojofofo|ofo]o|o]o]ofo|o]o]o|o][o]o[o[o]0]o]0]0|0]0

Channel coding: None.

Decoding: By means of correlator. The default correlator threshold for CRC_OK word detection is 50 (the
value shall exceed 50: 2 bit errors maximum in 52 bits).
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7.4.3.12 Interrogator training sequence type2 channel: TS2-CH (return link/without logical
channel)

Function: This channel is used only to ease the implementation of the hardware.

Data transmission: Return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and 1
started with 0.

This signal is not differentially pre-coded with the exception of the last bit. The last bit has to be
differentially pre-coded to enable differential demodulation in the subsequent slot.

Subframe assignment: Always transmitted before the return link slot if no physical return link slot was
sent before the "first” return link slot. That means that this channel shall be inserted before the first
return link dlot, containing “real” information that shall be sent.

The Subframle assignment for TS2-CH in case of W-CH is specified in Table 108.
The Subframe assignment for TS2-CH in case of RM-CH, RL-CH, MID-CH is specified in\Fable 109.

The Slot assignment for TS2-CH is specified in Table 110.

Table 108 — Subframe assignment for TS2-CH in case.of W-CH

Sp S1 S2 S3 S4 S5 S6 S7 S8 S9 (“810 | S11 | S12 | S13

Taljle 109 — Subframe assignment for TS2-CH incase of RM-CH, RL-CH, MID-CH

Sp S1 S2 S3 S4 | S5 Sé6 S7 S8 S9 | S10 | S11 | S12 | S13

Table 110 — Slot;assignment for TS2-CH

Interrogator®raining sequence (200 bits)
B199 B198 B1 BO
0 1 0 1

7.4.3.13 Command slot training sequence: TS3-CH (forward link/without logical channel)
Function: Thfis channel is used only to ease the implementation of the hardware.

Data transmjssion: Ferward link with 384 kbit/s. The last 30 bits are an alternating series of 2 zeroes
and 2 ones, qtarting'with 2 ones.

Subframe asgigniment: Always transmitted only before CS-CH if CS-CH transmitted in slot2.

The Subframe assignment for TS3-CH in case of C-CH is specified in Table 111.
The Slot assignment for TS3-CH is specified in Table 112.

Table 111 — Subframe assignment for TS3-CH in case of C-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 | S10 | S11 | S12 | S13
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Table 112 — Slot assignment for TS3-CH

Command slot training sequence (30 bits)

B199...B30

B29 | B28 | B27

B26 B3

B2

B1 BO

1 1 0

0 0

0

Function: The interrogator uses this channel to measure the RSSI values in the allowed frequency
band within the allowed channels. The stored values are used for determining free frequencies for

notif

cation and communication

Data transmission: None.

Subfrpme assignment: Only if there is neither communication nor notification.

The

Slot a
Chan

Table 113 — Subframe assignment for SC-CH

ubframe assignment for SC-CH is specified in Table 113.

SO S1

S2 S3 S4 S5

S6 S7 S8 S9

S10

S11 | S12 | SI3

ssignment: Not applicable.

nel coding: None.

Decodling: Not relevant.

7.5 |Channel coding and sequences

7.5.1] Synchronization and CRC patterns

The ({lock and word synchronizatioirwords for the physical channels is specified in Table 114.

The (JRC parameterization fof the physical channels is specified in Table 115.

Table 114 —-€lock and word synchronization words for the physical channgls
Channel type Clock Word Description

N-CH S-CH 0101 001100000 Word incl. clock
(R/W-
tag)
S-CHa 1010 110011111 Word incl. clock
(R/O-tag)
MID-CH (0100 1000111 Word incl. clock
MIN-CH (0100 1000111 Word incl. clock
SID-CH |010101...010101 (36 bits) |{1011100001000100
TS1-CH |Notrelevant Not relevant

C-CH R-CH 0100 1000111 Word incl. clock
W-CH 010101010101 1011100001000100
CW-CH 0100 1000111 Word incl. clock
TS2-CH |Notrelevant Not relevant

a  The clock recovery can work also with the capital letters: 0101: the same sequence as for an R/W-tag.

© ISO/IEC 2018 - All rights reserved
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Table 114 (continued)
Channel type Clock Word Description
CS-CH 010101010101 00100101110000100010010111
TS3-CH Not relevant Not relevant
SC-CH Not relevant Not relevant

a  The clockrecovery can work also with the capital letters: 0101: the same sequence as for an R/W-tag.
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Table 115 — CRC parameterization for the physical channels

Channel type n’ K’ Generator polynomial Remarks

N-CH S-CH 6 5 Even parity only n’: total number of bits in a CRC block.
MID-CH |54 |32 x22 + x17 + x13 + x9 + x4 +1 k’: total number of net bits in a CRC block.
MIN-CH |54 |32 |x#2+x17+x3+x9+xt+1 In case of correction, only the data field
SID-CH |40 25 x15+x10 +x9+x6+x+ 1 shall be corrected. No wrap around shall

be applied for the correction.

C-CH TS1-CH |— — —
R-CH 92 48 x44 +x30 +x29 +x15+ x + 1
W-CH 172|128 |x44+x30+x29 +x15+x+1
CW-CH |52 2 52 bit correlator
TS2-CH |— — —
CS-CH 74 30 x4+ x30 +x29 + x15 + x + 1
TS3-CH |— — —

SC-CH — — —

7.6 |Command set for the command slot channel: CS-CH {only for R/W-tag)

7.6.1f Command types

All talgs with the same IC manufacturer code and the samg IC version number shall behave[the same.

7.6.1{1 Mandatory

Mandatory command shall be supported bycall R/W-tags that claim to be compliant. Interrogators
which claim compliance for R/W-operationishall support all mandatory commands.

7.6.1{2 Optional
If the[tag does not support an optional command, it shall remain silent.

Optidnal commands are commands that are specified within the International Standard. [hterrogators
which claim compliance ‘for R/W-operation shall be technically capable of performing|all optional
commands that are specified in the International Standard (although need not be set yp to do so).
R/Witags may or miay not support optional commands. If an optional command is usegl, it shall be
impldmented in the\manner specified in the International Standard.

7.6.1{3 Custom

Custqni«¢commands may be enabled by an International Standard, but they shall not be|specified in
that nternational-Standard—A—custom—eommand—shatnot oulc}_y dup}i\,atc the—funetior allty of any

mandatory or optional command defined in the International Standard by a different method.

An interrogator shall only send a custom command to a tag if the manufacturer of the tag specifies such
a command.

During the notification process, the TaglD is sent to the interrogator. All custom commands shall be
addressed individually to specific manufactured tags. This allows IC manufacturers to implement
custom commands without risking duplication of command codes and thus misinterpretation.

© ISO/IEC 2018 - All rights reserved 73


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

7.6.1.4 Proprietary

Proprietary commands may be enabled by an International Standard, but they shall not be specified in
that International Standard. A proprietary command shall not solely duplicate the functionality of any
mandatory or optional command defined in the International Standard by a different method.

IC and tag manufacturers use these commands for various purposes such as tests, programming of
system information, etc. They are not specified in this document. The IC manufacturer may at its
option document them or not. It is allowed that these commands are disabled after IC and/or tag

manufacturi

ng.

7.6.2 Com
General note

If a commar
read attemp
available on
subsequent f
return to th
immediately

7.6.2.1 W
Function: Th

NOTE Th

7.6.2.2 L

Function: Tfl[‘s command shall transmit more than 84 bytes in a subframe to the interrogator.

NOTE Fo
B14 in CS-CH

7.6.2.3 S
Function: T
NOTE Fo

B14 in CS-CH
active in slot?

7.6.2.4 In

Function: Th
RAM cells.

NOTE

:[; command shall transmit a maximum of 84 bytes in a subframe to the interrogator.

Tramd-set
5.

d cannot be decoded, and provided this is not the first command (in order'to rep

[t, the information on the interrogator frame structure is needed, and this informat
y with the first correctly decoded command), the tag shall try ten more times (in th
rames) to decode the command. If the tag does not succeed in decoding’a command, it

e sleep mode. If the tag cannot decode a first command, it shall eturn to the sleep
without trying to repeat the operation.

[ite
is command shall transmit a maximum of 144 bytes’in da subframe to the tag.

is command requires only bits B161 to B14 in CS-CH%o be evaluated (the command has argun

g Read

I information on how to proceed further, refer to RM-CH. This command requires only bits B
Lo be evaluated (the command has@arguments).

rt_ Read

I information onvhow to proceed further, refer to RL-CH. This command requires only bits B
to be evaluated (the command has arguments). The only exception is when EOC is detected
. In that case,only bits B161 to B88 need to be evaluated.

t

eat a
jon is
e ten
shall
mode

ents).

161 to

161 to
to be

isscommand shall transmit one byte to the tag. In the tag, this byte is written infto all

On the protocol, Init behaves in the same way as Write. That is why the interrogator expects a CW-

CH in slot13. This command requires only bits B161 to B88 in CS-CH to be evaluated (the command has no

arguments).

7.6.2.5 Wait

Function: This command signals to the tag that the tag has to wait - for the length of one frame - for a
new command.

NOTE
requires only

74

bits B161 to B88 in CS-CH to be evaluated (the command has no arguments).
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7.6.3 Command codes

The Command codes in slot2 are specified in Table 116.

The Command codes in slot12 are specified in Table 117.

ISO/IEC 18000

Table 116 — Command codes in slot2

-4:2018(E)

Name

Type

Command code

EOC

B161...B158

B157

Function

Wait Mandatory

0

0

0

X

Subframe is not filled with data. An EOC in

slotlZ 1snot to be expected. This
command. The tag shall decodé-t
command in the next frame. It sh

isan NOP
he next
all not be

possible to terminate the ceommujnication.

Short_Read Mandatory

Subframe filled withra/maximum|
of read data. An EQQis to be expeé
slot12. After EQG-has been receivj

of 84 bytes
cted in

is no EOCinslot12, the tag shall

ed in slot12,

ait for a

command\to arrive in the next frame.

the tag shall return to the sleep l{,ode. If there

command was successfully trans
previous frame. The tag shall im
return to the sleep mode. This co
quires only bits B161 to B88 to b

Confirmation that a Long_Read O'EWait

(the command has no arguments).

itted in the
ediately
mmand re-
e evaluated

Long| Read Mandatory

Subframe filled with read data. T|
cation in this subframe cannot be

he communi-
terminated.

Writg Mandatory

Subframe filled with write data.
nication in this subframe shall ng
nated. A feedback on the validity
received by tag in this subframe
to the interrogator on the CW-CH

[he commu-
t be termi-
of the data
hall be sent
channel.

The communication in this subfr
terminated when the CRCs signal
for all the slots. A feedback on thg
the data received in this subfram
sent to the interrogator on the CV
nel. Once the data have been wrif

hme shall be
valid data

e validity of
e shall be
V-CH chan-
ten to RAM,

the tag shall return to the sleep mode.

Init Optional

data re-

A feedback on the validity of the
ceived in this subframe (INIT by
sent to the interrogator on the C

e) shall be
-CH chan-

nel. The communication cannot ble terminated

3 . RPN T 4 n . s sy . .
COT TS I ATt Za o D Ut g Tt llzatlon,

the tag shall be polled in each res

pective sub-

frame to find out whether or not the initiali-

zation has been terminated.

Reserved for
future use

Optional

IC Mfg dependent |Custom

N - =1 =

I O = = S = R

_h O R O RRr O

S = = O OO0 -
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Table 116 (continued)

Name Type Command code EOC Function
B161...B158 B157
IC Mfg dependent |Proprietary [0 (1 |1 |0 X
0 |1 |1 |1
1 [0 |0 |O
1 [0 |0 |1

Table 117 — Command codes in slot12

Name Type Command code EOC Function
B161...B158 B157
EOC Mandatory (0 |0 (0 |1 1 Confirmation that a Short_Read.«€ommangl was

successfully transmitted in-this frame. The tag
shallimmediately return to'the sleep mode. This
command requires onlybits B161 to B88|to be
evaluated (the command has no argumeijts).

EOC = 0 shall notbé€ used (invalid operatjon).

Reserved for{fu- Optional 0 (1 |0 |1 X
ture use 1 lo 11 o
IC Mfg dependent |Custom 0 |0 |0 (O X
0 |0 |1 |0
0o (0 |1 |1
0 |1 |0 |0
1 (0 (1 |1
1 (1 (0 |O
1 (1 |0 (¢
1 |1 MO |0
1 |11 |1
IC Mfg dependent |Proprietary [0 (|1 |1 |0 X
0-1 |1 |1
1 |0 (0 |O
1 |0 (0 |1

In the case df commaiid decoding error, the tag shall try 10 more times to decode the command. [After
the eleventhl unsuceessful attempt, the tag shall return to the sleep mode. The exception to this rule
shall be the [‘first”jcommand. If the tag fails to decode the first command, it shall return to the|sleep
mode immediately.

For mandatory and optional commands: in the case of ‘x’, the EOC bit shall not be evaluated.

8 MODE 3: Active RFID ITF network

8.1 General

The mode describes the basis for a wireless network standard for devices used in the shipping
and logistics industry. It describes a standardized wireless network for freight containers (and
subsequently other shipping conveyance types, e.g. intermodal containers, trucks, rail cars, etc.) and
allows the market to determine the type(s) of devices to build and integrate using the network based on
commercial requirements and/or government concerns.
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A common, globally ubiquitous network architecture allows the commercial sector to create and build
devices for the intermodal freight container (maritime and transportation) industry. With this known/
standardized infrastructure, device manufacturers may build products that support commercial
endeavours secured by the fact that the product will work globally and be interoperable among carriers,

betw

een ports/terminals, and between nations on all continents.

Autonomous devices (such as active RFID tags for example attached to containers, chassis, or other
equipment) characterized by moving around with the object they are attached to will benefit from one
globally available and consistent network. They are generally small and independent from any power
supply other than the power integrated into the device itself (battery, power scavenging capability)
and in general have an expected life span of between 3 years and 5 years (or more). Low power usage is

critic

8.2
This

1
=

Operational requirements

mode describes the implementation for a wireless network protocol for devices

trangportation and maritime shipping and logistics industry. It describes a wireless netwo
contdiners (and subsequently other shipping conveyance types, e.g. intermodal container}

cars,
netw|

etc.) and allows the market to determine the type(s) of devices to build and integr3
brk based on commercial requirements and/or government con¢erns.

The purpose of the protocol is to support compliant devices as‘required by shippers, oc
marine terminals and port operators, logistics providers, and intermodal carriers.

The

carri
or co|
term
inas

The

hetwork should ensure interoperability between £ountries, terminals, and ports
brs use multiple ports and shall be assured that ‘any investment in compliant ¢
Impliant hardware work at all terminals (carrietr owned or not) in the same manng
nal operators shall be assured that any compliant network technology can be installe
milar fashion regardless of geographic location.

hetwork standard shall support ong, standard intermodal freight container air

complliant devices globally.

The rletwork standard shall define how information moves securely and reliably across th¢

The rletwork shall meet the safety requirements.

The rletwork standard is designed to use the minimal amount of installed infrastructure.

Wheie required, the network standard shall provide data definition.

The retwork standard is designed to be globally deployed at a very low cost.

The rletworkstandard provides a method to establish a mesh network.

The
not 1

network shall allow multiple compliant device types. Device categories can incl

used in the
rk for freight
, trucks, rail
Ite using the

pan carriers,

given ocean
evices and/
r. Moreover,
d at all ports

nterface for

b network.

ide, but are

mited to, tracking devices, container security devices, sensor devices, location

devices, and

infrastructure devices such as network coordinators and handhelds.

The network standard shall co-exist with other wireless protocols such as Wi-Fi and other wireless
communication and RTLS networks.

8.3

Network Physical Layer description

The Network Physical Layer is a radio protocol based on ISO/IEC/IEEE 8802-15-4.

Any ISO/IEC/IEEE 8802-15-4 integrated circuit (IC) may be utilized to implement this document.

This document utilizes 16 channels (channel 11 to channel 26) over the 2,405 to 2,483 GHz spectrum,
supporting a 250 000 bits per second data rate using QPSK modulation (see IEEE 802.15.4:2006,
Clause 10).
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Channel conflict resolution shall be attained utilizing Carrier Sense Multiple Access (CSMA) with a hold
off up to 10 ms (see IEEE 802.15.4:2006, 5.1.1.4).

This Mode supports sleep modes. There is a network discovery method which utilizes an NDB that
includes wake cycles parameters and user-controlled channel allocation.

8.4 Network description

8.4.1 General

The network shall be made up of one or more network coordinators, each of which is associated with at
least one seryer connected coordinator (SCC). The Network Coordinator and SCC may be the same,dpvice.

8.4.2 Netr‘]vork topology
The following list summarizes the network topology:
a) Ocean cpntainer devices described in this document are Tag Talk Last (TTL),

b) Tags and remote devices will not initiate network connections unless anetwork coordinator pmits
a broaddasted command or NDB packet.

c) After agsociating, a tag, also named device, may emit transmiissions unilaterally for cgrtain
applicatjons (e.g. low latency alarms, exits, arrivals, etc.)

d) This netfjwork specification shall support multiple topologies: All devices shall support star, trunk,
and peef-to-peer topologies.

1) Point to multi-point topologies (star topology) as;shown in Figure 22.
2) Trunk coordinator configurations as showriin Figure 23.

3) Peey-to-peer topology as shown in Figuuré 24.

4) Mesh topology as shown in Figure25.

Server
Connected
Coordinator,

Figure 22 — Star topology
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Associated
Network
Coordinator,

Connected
Coordinator,

Figure 23 — Trunk topology
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Figure 24 — Peer-to-peer topology
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e ~
/ Server &
S ~__yl| Connected

( \4 ~-mmmT T \Coordinatoyv\

- Cooperative Associated FFD Cooperative FFD

Cebperative FFD

Initiating Device

Figure 25 —Mesh topology

8.5 Star tppology

8.5.1 Genegral
All devices shall comply with@star topology requirement.
There are two types of network connections for star topology networks.

Short-term ponnections: The network supports rapid network discovery and data transmission
protocols. Network~access is resolved in milliseconds. Status data can be transferred to a device
specified senjver within 1 s.

Maintained conmections: NETWOTrK CONMEeCTions associate a Temote device With @ NETWOrK coordinator
using negotiated message exchanges. The association process authenticates and authorizes a
connection. An associated connection speeds data uploads and may be link encrypted for security or
private operation within local area networks.

The connection type (short term or maintained) is determined by the remote device. Remote devices
request association during the network discovery process. A remote device may use the SCC MAC
address to identify whether a short-term or maintained network is appropriate.

All devices messages shall include the IEEE EUI 64 address and Manufacturing Identification Number
(MIN) as unique identifier.
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8.5.2 Star topology data flow

In a star topology, the network coordinator is an SCC. The network coordinator shall emit a series of
periodic NDB packets to initiate network connections. When a device receives an NDB, it responds
with a network status message (NSM). The NSM contains information about the remote server for the
device’s data. All data sent from this device may be forwarded to the indicated remote server.

A network coordinator may be secured. In this case, if the network coordinator is secure, a device may
change behaviour if it is in the vicinity of a secured network coordinator (secured location). To facilitate
reliable radio communication with less interference, multiple channels may be used. The NDB will be
broadcast on what is referred to as a hailing channel. In order to reduce power usage from scanning

disco|

8.6
All dd
A dey

Inat
own

Trun
coord
to be

The §
ANC

8.6.1

Befor
secoq]
conn

If the
This
assod

hd 23 In the NDB data an alternate network channel may be spec1f1ed The altern
el may be less busy and may provide higher reliability with a channel not utilized
very.

Trunk topology
vices shall comply with a trunk topology requirement.
ice operates in a trunk network in the same manner as a star topology network.

Funk configuration, there are two or more coordinators ifirwhich each coordinator oj
btar network topology. There is only one coordinator that is an SCC.

k communications extend the radio range of a~hetwork by relaying radio traf

installed at remote locations.

CC operates in a manner that provides asSociation services to additional trunk coor
see 8.10.4).

Trunk coordinator requireménts
e a trunk coordinator may(operate in a star network, it shall first associate wit
ection (ANC).

trunk coordinatpftis able to associate with the SCC, it will immediately send an NS
INSM shall indicate that it wishes to associate as a trunk coordinator. Any trunk
iated with an SCC shall broadcast its own NDB. Additional trunk coordinators ma

Is are 15, 17,
ate network
for network

berates in its

fic between

inators. This reduces cost of additional networkdnfrastructure or allows additional inffrastructure

Hinators; see

h an SCC or

dary trunk coordinator.-Altrunk coordinator shall associate as described in associdted network

M to its SCC.
coordinator
y request an

assod ind and NSM

shall

iation withpthat trunk coordinator. The same type of association request MAC comm{
be used(for'this secondary and any additionally chained trunk coordinator networks,

8.6.2| <{Data flow in a trunk topology

All data from an associated device are sent to its coordinator. If that coordinator is a trunk coordinator,
the trunk coordinator shall forward the device packet to that trunk coordinator’s coordinator address
and the data shall be passed to the next trunk coordinator until the SCC receives the data. The source
address shall remain unchanged throughout this process.

When an SCC receives data from its server, it shall check the destination address of that data for
a matching address from its list of associated devices. If the destination is an associated device, the
message is sent to that device; otherwise, the message is forwarded to all trunk coordinators that are
associated. The source address shall be that of the SCC. The receiving associated trunk coordinators
shall change the source address from the parent coordinator to their own address and send the message
to an associated device if a matching address is found or send the message to all associated trunk
coordinators if no matching associated device is found. The message will either get to the intended
destination address or it will terminate at any number of trunk coordinators that are not serving any
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associated trunk coordinators. Any trunk coordinator without a matching destination address and

without any

associated trunk coordinators shall discard the message.

8.7 Peer-to-peer topology

All devices shall operate in a peer-to-peer topology.

In a peer-to-peer topology, messages may be passed between two devices where neither is acting as a
network coordinator. This topology operates independently from the other network types. An example
is a device operating with a secondary device (e.g. device to handheld). One of the two devices initiates
the communication by sending a point-to-point NDB message with the destination address set to the peer

that it wish
MAC addres

The point-to
association
with a data
specified in
destination :

Upon receip
intended me
shall contint

This type of

S To communicate with. The command waiting option shall be used with the destl
inserted in the location as specified in the NDB message description (see 8.9.1).

-point NDB message is used to communicate with a known device and avoids- the net
brocess. It is expected that the radio with the destination MAC address-should res
Fequest MAC command as specified in ISO/IEC/IEEE 8802-15-4. The datarequest M
[SO/IEC/IEEE 8802-15-4 command shall use 64-bit long addressing)fer both sourc
iddresses.

ssage knowing that the destination device is ready to receive'a message. The two deg
e sending messages to each other until finished.

communications is depicted in Figure 26.

Initiating Device Destination Device

NDB

[
>

802.15.4 Data Request

<
<

Data Nessage Type

ACK Message Type

<
<

Continuing conversation

A

ation

work
pond
AC as
b and

F of the data request command, the device that initiated the NDB message shall senld the

vices

8.8 Mesh

SRR PPN A R R

Figure 26 — Network access for peer-to-peer topology

topology

A mesh network is a method using cooperative FFDs to communicate between a network coordinator
and a non-associated device. The primary reason to establish a mesh network is for a device to report a
message or for a coordinator to query a non-associated device.

82
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A cooperative FFD is configured to relay messages, device to device. The message may terminate at
either the SCC or the targeted end-point device. A device is not required to be a cooperative device.
The mesh network shall be established using beacon request command frames as specified in ISO/IEC/
IEEE 8802-15-4 and beacon frames as specified in ISO/IEC/IEEE 8802-15-4.

Cooperative FFDs shall maintain an active receiver for a minimum of 5 s to ensure message reliability

between communicating devices after receiving a beacon request.
8.8.1 Establishing a mesh network

8.8.1.1 General

Eithef a device or a coordinator may initiate a mesh network. A remote device estabhi
netwprk by initiating the path discovery process as described in 8.8.1.2. The coordinato
a meph network by broadcasting a mesh request command to the target device:to initi
discoery process as described in 8.8.1.3.

shes a mesh
r establishes
ate the path

A failed mesh networking attempt may not result in restarting the initiation process immediately. An

optinpal approach would be to restart the initiation process after there,is evidence that the
netwprk configuration change, e.g. detected tag motion, increased receiver signal strength
of a new tag ID in the mesh architecture.

8.8.112 Mesh network initiated by remote device

A meph network may be initiated by a non-associated device that needs to report a messag

To se
IEEE
requg
assod
assod
indic

nd a message, the device shall initiate a mesh.network by periodically transmitting
3802-15-4 beacon request command (see Figure 27). When any cooperative FFD recei
st, it shall respond by transmitting its own beacon. If the cooperative FFD is associa
iation-permit bit in the super-frame specification field of the beacon frame shall

iations are permitted. If the cooperative FFD is not associated, the association-per]
hte that associations are not permitted.

issociated cooperative FFDs shiall attempt to associate by issuing a beacon request to ¢
may be in range. To prevemt excessive transmission attempts, a timeout of 5 s afte
n request shall be maintained.

Non-
that
beacq

sociated cooperative\FFD that receives a beacon request shall respond by broadcast
the association-pepmit bit enabled. All cooperative FFDs that receive that beacon s
sociate. If successful, the associated cooperative FFD transmits a beacon indicatin
t associations: This process continues until the initiating device is able to associa

An as
with
to as
accef

e has been a
or detection

c.

an ISO/IEC/
ves a beacon
ted, then the
ndicate that
mit bit shall

ther devices
" receiving a

ing a beacon
hall attempt
b that it will
te. Once the

ing devjieg is associated, it transmits data to the cooperative FFD coordinator. The dlata are sent

in the mesh
coordinator

eader

hator. As the
information

for the communications between itself and its coordinator. The coordinator receives the mesh data for
an associated device and knows the originator’s source address from the embedded originator ISO/IEC/
IEEE 8802-15-4 MAC address field within the mesh data message. Every cooperative FFD associated
within the mesh that receives a message for the initiating device shall forward that message.
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5.4 Acknowledgement
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Figure 27 — Mesh network initiated by remote device

8.8.1.3 Mesh network initiated by coordinator

Figure 28 depicts the process a coordinator shall use to establish a mesh network with an unassociated
device. To communicate with the remote device, the coordinator shall broadcast a mesh request
command to the device’'s MAC address. All cooperative FFDs shall rebroadcast the mesh request
command. ISO/IEC/IEEE 8802-15-4 MAC layer acknowledgement frames shall not be transmitted in
response to this command. Once the targeted device receives the forwarded command, it will initiate
the path discovery method described in the previous subclause. Once the path discovery is complete,
the targeted device transmits an acknowledgement message type to inform the coordinator that the

mesh has been established.
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The coordinator shall use the mesh data message type to transmit data to a remote device in a mesh
network. The coordinator shall insert the targeted remote device’s ISO/IEC/IEEE 8802-15-4 MAC
address in the end-point ISO/IEC/IEEE 8802-15-4 MAC address section of the mesh data message. Each
cooperative FFD established during the path discovery step shall forward this type of message to their
associated device(s).

Key
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B
B*
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AC

_ Server
_ Un-Associated Associated Connected
Device Device Device Coordinator

| I | o
| | I *MR {Device)
i i MR (Device) | |
I MR {Device) I I :
| gr : | |
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— I | : data :

= | B | | |
I I BR N | I
T e
| 1 AR - I :
| | » MACK |
I _— AC | I
I ! M_ACK ~ I I
I B I " I |
| ar I I I
I—D
| M_ACK I I
I AC | | I
|
|_M_ACK I : :
| MD (dabdy | | I

mack | I I
I w—— MD (data) I I
| [ M_ACK |
ala
I | =" | yD (data) :
I | I M_ACK)
| I | AACK |
I A_ACK I M_ACK ,._A_*&lM—ACK :
: ' !

Mesh Request Command

802.15.4 Beacon (Association Bit Set)
802.15.4 Beacon (Association Bit Not-Set)
802.15.4 Association Request

802.15.4 Association Command

M_ACK 802.15.4 Acknowledgement
A_ACK Application Acknowledgement

MD

Mesh Data Packet (source address appended)

Figure 28 — Mesh network initiated by coordinator
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8.9 Message types

This document defines message types that ensure interoperability between a diverse set of devices
and manufacturers. Within message type categories, devices may send user data that are routed using
this document. Although messages are not limited by the use of this document, these messages shall
meet the format for message types described herein if they are to join the network and be accurately
delivered.

The message header implemented by this document shall meet the message header specified in 1SO/
IEC/IEEE 8802-15-4. This clause and its subclauses specify message types and formats to implement:
8.9.1: network discovery beacon (NDB), 8.9.2: network status message (NSM), 8.9.3: acknowledgement

8 A coraraaind oo oQrC, d o nn QQ . vonch £ o d O Q7 ol Jd o+
message, O T O THC S Sa gt o oo —tata i S Sa g G o O e ST T S at S 6ottt o 77 oS tatar

The first twp octets of the payload shall incorporate the correct device type and message type fields
and follow the specified format identified in Table 118 and Table 119. The data message|is variable
depending oh the message type. See Figure 29 and the subclauses of 8.9 for details.

The messagg types ACK, NSM, and NDB are provided for network administration afd¥mnaintenance and
therefore th¢ payload data definition of each of these message types is defined in.this document.

The commarld message format and data message format are provided for mahufacturer defined pajload
data to be sgnt and received between the remote device and a data collection’end-point.

To ensure d4ta integrity, the payload of all packets shall be terminated“with a two octet CRC. Thg two
octet CRC sHall be calculated over the entire payload using the 16<bit CCITT algorithm with an initial
value of Oxffff.

Octets.
2 1 2 8 8K0 0/5/6/10/14 4-80 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security | FGS
Number PAN ID 64-bit IEEE Address Security MIC

MAC Address Fields

«— | A
1 1 0-76 2
Device Type | Message Type Data CRCI[2]

Figure 29 =-\General description of data packet showing payload section

included in the‘header information of all transmissions.

Table 118 suF\marizes a list of reserved device types specific to this network. The device type shpll be

Table 118 — Defined device types

Device type Device type description
0x00 Unspecified
0x01-0x3F FFD
0x40-0x7F RFD
0x80-0xFF Reserved (non-commercial)

The device type field is a single octet in every message payload that identifies the device type to a
receiving radio.
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Message type Message type description Mandatory
0x00 Command (implements command pending NDB) (see 8.9.4)
0x01 Data (status, tracking, stored data, etc.) (see 8.9.5) Yes
0x02 ACK status (or NAK) (see 8.9.2.2.1.3) Yes
0x7D Mesh request (see 8.9.6)
0x7E Mesh data (see 8.9.7)
0x7F Network status message (see 8.9.2) Yes
0x80,—0xEE Reserved
OxFF Network discovery beacon (see 8.9.1) For FFD,devjices only

The data packet will set the Frame Type subfield in the FCF byte to 1 for Data.

8.9.1] Network discovery beacon (NDB)

The NDB shall be broadcast by a network coordinator to announce a network is available. ]
utilizps a network discovery method that may respond within 1 s and supportreceiver duty ¢

See Fligure 30, Figure 32, Table 120 and Table 121 for details.

NDB

— dlternate radio channels for network traffic managendent,
— Hroadcast and response interval information for power management purposes, and

— dptional data, e.g. date and time, name and lgcation of network coordinator, GPS locatior]

— NDBs are emitted periodically t6_announce network availability.
— NDBs are emitted at a high:rate for a 1 s period to allow remote devices to support deef]
— NDBs are emitted on ISQ/IEC/IEEE 8802-15-4 channels 15, 17, 21 and 23.

— NDB payloads may redirect devices to an alternate channel based on network load.

The geer-to-peer<NDB data frame description as per Figure 31.

fon)

bayloads provide

PS, and encrypted data for proprietary.use.

[iming

his network
ycles <2,0 %.

, differential

duty cycles.
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Octets
2 1 2 2 10 0/5/6/10/14 8-80 0/8 2
FCF | Sequence Broadcast Broadcast Source Aux Payload | Security | FCS
Number PAN ID Short Address Security MIC
Oxffff Address Fields
Oxffff
/ \
1 1 1 1 1 1 0-72 2
Device | Message | Alt Broadcast | Response | Option Data[0] Data[len] { GRCI[2]
Type Type=0xff | Channel | Interval Interval Fields
Figure 30 — Broadcast NDB data frame description
2 1 2 8 10 0/5/6/10/14 8-80 0/8 2
FCF Sﬂquence Broadcast | 64 bit Destination Source Aux Payload | Security | FC$
umber PAN ID Address for peer | Address Security MIC
Oxffff to peer Fields
communications
/ |
1 1 1 1 1 1 0-72 2
Device | Message | Alt Broadcast | Response | Option Data[0] Data[len] | CRC[2]
Type Type=0xff | Chapnel) | Interval Interval Fields
Figure 31 — Peer-to-peer NDB data frame description
Tahla 120 NDR data framao navland doacerintian
LTUVUIV LU IVAL) AUl 11T a1l Pu! LAV A AT A" 4 W e ) vy § l}lll\lll
Byte name Byte definition
Device type Identifies device type of NDB sender (see Table 118)
Message type Oxffindicates this packet is a network discovery packet
Alt channel Identifies alternate channel for network association (other than hailing channel)

Broadcast interval

Integer value in seconds between each broadcast period (or 1 s burst of NDB frames)

Response interval

Integer value of NDB burst (see Figure 38) that a tag receives before it shall communicate
status to the network coordinator

Option fields

See Table 122
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Table 120 (continued)

Byte name Byte definition
Data[0] Option payload data length including the 2 byte CRC
Data[1]-[71] Option payload data content
CRC[O0][1] Two octet CRC CCITT (0xffff)

Table 121 — Bit fields of the alternate channel octet

Bit7 6 5 4-0
Alt lllatC \.hauuc} uostT 1l\‘ICtVV\Jl}\ CUVUIT d;uatul ;D RFU Chauuc} VCl}L e
mandatory accepting associations
8.9.1]11 Alternate channel
8.9.111.1 General
The bit fields of the alternate channel octet are defined in the followinig subclauses and shown in

Table

121.

8.9.1

If chd
trang

1.2 Bit 7 most significant bit (MSB)

nnel is different from current channel, use alternate(channel for association reque
missions.

: Indicates alternate channel is mandatory forassociation requests and data.

: Current channel receives association requests and data. Alternate channel is option

1.3 Bité6
: Indicates the network coordinator is accepting associations.

: Indicates the network coordinator is not accepting associations.

1.4 Bit5

ot used. Shall be'set to 0.

1.5 Bits0to 4
hteger-value (lower 5 bits) representing alternate ISO/IEC/IEEE 8802-15-4 channel.

alidchannel values: 11 to 26.

sts and data

8.9.1

.1.6 An example of the alternate channel octet

An octet with the value of 0x51 (0101 0001b) specifies the following:

— Network coordinator specifies alternate channel 17.

— Alternate channel is not mandatory.

— Network coordinator is accepting associations.

8.9.1

.2 Broadcast interval

The broadcast interval octet defines the interval in seconds between NDB frames.
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It has the following range of values:

— 0 = continuous NDB transmissions;

— 1to 254:1sto 254 s between NDB frame transmissions;
— 255:no NDB retransmissions.

The typical values are:

— long range network coordinator (800 m to 1 000 m): 60 = 60 s;

— short rapgenetworkcoordinator {(50mto 100 m}-15=15s.

8.9.1.3 Response interval

The responge interval octet defines the interval in NDB bursts that a tag should provide unsoljcited
status to reain connected. This reduces power consumed by the tag by responding’ with data at a
network spqcified interval and randomizes and distributes data traffic based en-timing of nefwork
association.

The range of values is:
— 0 =never respond without request;

— 1to 255} respond every (1 to 255) NDB bursts.

8.9.1.4 Option fields and data

The option field description is shown in Table 122. The subsequent subclauses provide the specificgtions
for each payload type.

Table 122 — Option field description

Payload type Data description

PDx00 No NDB payload data

Px81 Network coordinator date and time stamp

Dx82 Network coordinator identification — ASCII string

Px84 Network coordinator location

Px88 Network coordinator date and time + network coor-
dinator ID + network coordinator location

Px90 Reserved

Dxff Commands pending

Al others Reserved for future use

8.9.1.4.1 0x81 Network coordinator date and time stamp (7 octets)
This has the format MM/DD/YY Wd HH:MM:SS (GMT) where:

— MM: month 1 to 12;

— DD:day 1to 31;

— YY:year 0 to99;

— Wd: weekday 0 to 6;

— HH: 0to 23;
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— MM: 0 to 59;

— SS:0to 59.

EXAMPLE

12/4/9 5 12:30:20 is represented as option code 0x81, length of 7, and 7 data octets:
0x81 0x09 0x0C 0x04 0x09 0x05 0x0C 0x1E 0x14 <CRC[0]> <CRC[1]>

8.9.1.4.2 0x82 Network coordinator identification (20 octets)

31

User gefimabtertpadwithrASCH btankspacer 0x267:

EXAMPLE
“GEO US LA East Gate” represented in ASCII:

0x82 Px16 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 0x4c 0x41 0x20 0x45 0x61 0x73 0x74 0x20 0x47 0361 0x74 0x65
0x20 kCRC[0]> <CRC[1]>

8.9.114.3 0x84 Network coordinator location (12 octets)
Single precision IEEE floating point representation.

Latityide (degree), longitude (degree), altitude (meters).
EXAMPLE

37,2744621276855 -121,985816955566 -24,6905689239502

0x84 PxOE 0x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x49 0x86 0xC5 0xC1 <CRC[0]> <CRC[1]>

8.9.114.4 0x88 Network coordinator date and time stamp, network coordinator identification,
Network coordinator location (39 octets)

Combjined network coordinator.date and time stamp, network coordinator identification, network
coordinator location information.

EXAMPLE

12/4/9 5 12:30:20

“GEO UUS LA East Gate”

37,2744621276855 -121,985816955566 -24,6905689239502
0x88 0x2970x0C 0x04 0x09 0x05 0x0C 0x1E 0x14 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 Ox4c Ox¥#1 0x20 0x45

0x61 Px7Z3,0x74 0x20 0x47 0x61 0x74 0x65 0x20 0x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x#9 0x86 0xC5
0xC1 kCRC[O]> <CRC[]>

8.9.1.4.5 0xff Commands pending (multiple of 8 octets)
Data contain one or more ISO/IEC/IEEE 8802-15-4 64-bit MAC addresses.
Number of addresses indicated by Data[0] which is the data length.

Indicated device may send an ISO/IEC/IEEE 8802-15-4 data request MAC command to retrieve pending
commands.

EXAMPLE
Data pending for MAC addresses 63.64.65.66.01.02.03.04 and 70.71.72.73.01.02.03.04
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0xFF 0x12 0x63 0x64 0x65 0x66 0x01 0x02 0x03 0x04 0x70 0x71 0x72 0x73 0x01 0x02 0x03 0x04 <CRC[0]>

<CRC[1]>

8.9.1.4.6 0x00 No NDB payload present

Set the optio

n field to 0x00 to indicate no NDB payload present.

8.9.1.5 NDB CRC (cyclical redundancy check)

The NDB CRC strengthens ISO/IEC/IEEE 8802-15-4 error detection.

8.9.2 Network status message (NSM)

The networl
access. The |

NSM is sent to the destination PAN and MAC address received in the NDB packet:

¢ status message (NSM) is a packet transmitted by a remote device requesting net

work

The NSM prgvides information to negotiate and route data on the network.
The NSM prdvides information on power saving parameters and network coordinator acknowledggment
requests.
The NSM shall be forwarded to the Device Server indicated in the NSM and in the manner indicated by
the Device Server Connection Method in the NSM.
Octets
2 1 2 8 10 0/6/6/10/14 12-80 0/8 2
FCF | S¢quence | Destination Destination Source Aux Payload | Security | FC$
Number PAN ID 64-bit IEEE Address Security MIC
MAC Address Fields
4~—~—“———-__——ﬂ__—__——ﬂ_ﬂ_—_’——_’_—‘_‘_—_—_—‘_——ﬂ_‘—ﬂ_ﬂ_‘—ﬂ_ﬂ_—__— A
1 1 1 1/2 6/18/32 0/40-66 2
Device Message Data Network Server Optional Extended | CRC[2]
Type Type=0x7F Length coordinator Parameters Server Parameters
Parameters
Figure 32 — Network status message packet description
The NDB pagket will'set the Frame Type subfield in the FCF byte to 1 for Data.

The Networl

x statis message payload description is specified in Table 123.

Table 123 — Network status message payload description

Name Description

Device type Identifies the sender device type as defined in this document

Message type |ldentifies the message type as defined in this document. 0x7F for this message.

Data length Total number of octets to follow up to and including the 2 octet CRC

eters

Network coor-| Parameters affecting network coordinator to device communications
dinator param-

92
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Table 123 (continued)

Name Description

Server param-|Parameters for routing data between joining device and device’s server
eters

Optional ex-|User defined data between joining device and device’s server
tended server
parameters

CRC[2] CRC CCITT (Oxffff)

8.9.21__ Network coordinator parameters

The joining device provides these parameters to the network coordinator to- itmip

rove power

mangdgement and data transmission speed while connected to the network. These parame¢ters may be

uniqye for each joining device.

The network coordinator parameters consist of a one octet option field and anoptional sleep value octet.

8.9.211.1 Option field

The dne octet option field is organized as a series of bit flags as shewn in Table 124.

Table 124 — One octet option field

B|t7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
MSB LSB
RFU RFU RFU RFU REU Trunk coordi- | Network coordina-| Sleep value
nator configu- | tor acknowledge- included
ration ment request

8.9.2|11.1.1 Sleep value included (bit 0)
0: Slelep value not included as next eétet.

1: Slefep value is included in thenéxt octet.

8.9.2|1.1.2 Network coordinator acknowledgement request (bit 1)

This parameter reqliests that the network coordinator reply with an acknowledge data
every data messagewreceived.

This Imethod(is recommended to accelerate data transmission rather than wait for ary

ackngwledgement message indicating successful receipt of the device’s packet.

packet with

application
hall send an

ackn¥wledgement from the remote server. When requested, the network coordinator s

0: Remote device does not request ACK response message.

1: Remote device requests an ACK message response for each data packet sent to the network

coordinator.

See 8.9.2.2.1.3 for information on the acknowledgement message format.

8.9.2.1.1.3 Trunk coordinator configuration (bit 2)
0: Remote device is not configured as a trunk coordinator.

1: Remote device is configured as a trunk coordinator.
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8.9.2.1.2 Sleep value (1 octet)

If provided in the NSM, the network coordinator shall use the sleep value parameter to predict sleep

intervals when sending commands.

Number of seconds remote device will leave its receiver on before going to power savings mode. Used
for commanding.

— 0: Commands pending NDB/data request exchange shall always be used to command.

— 255: Receiver always active.

— All othersTT

exchang

8.9.2.2 Se

The server p,
These parar
network.

fver parameters

arameters fields in the NSM payload are located after the network coordinator param
heters provide data for the SCC server to route device data messages and manag

These paragnLeters are provided by the joining device to allow the network'eoordinator to route d

the joining
8.9.2.2.1 S
Table 125 sh|

vice’s server.

erver options (1 octet)

ows the overview of the server options.

Table 125 — Server-options

Aradio

eters.
e the

hta to

Bit7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit1 Bit
MSB LSB
Link key Device Device Device RFU RFU RFU [P addfess
request server server server
Address spec-
TCP/IP UDP Email ificatipn
8.9.2.2.1.1 | IP address specification (bit 0)
0: IPv4 addrgss follows.
1: IPv6 addrgss follows.
8.9.2.2.1.2 | Device Server Connection Method (bits 4 to 6)
0x10: Email.
0x20: UDP.

0x40: TCP/IP.

8.9.2.2.1.3 Link key request (bit 7)

This bit is an indication to the device server that the device is requesting a link layer encryption key for
use between the coordinator and the device.

If the Device Server Connection Method is TCP/IP, this value may be set to 1. This value shall be set to 0
for all other connection methods.

See 8.11 for more information.
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All others reserved for future use.

8.9.2

.2.2 Server address (6, 18, or 32 octets)

-4:2018(E)

This field is the joining device’s server address for forwarding data to the device’s server and may be
different from the network coordinator’s server IP address.

8.9.2

.2.2.1 Email Device Server Connection Method

When specified Device Server Connection Method is Email, this field is the Email recipient (32 octets

inter

preted as ASCII) - fill unused octets with 0x00.

8.9.2

2.2.2 UDP or TCP/IP Device Server Connection Method

When specified Device Server Connection Method is either UDP or TCP/IP, this field is the IP address

folloy
[Pv4
192.1
[Pv6
See Il

8.9.2

ved by the port number.

hddress followed by server port number (6 octets).

68.1.200/6200 represented in 6 octets as CO A8 01 C8 18 38. C8inbinary form is 110
hddress followed by server port number (18 octets).

Pv4 example for binary representation.

3 Optional extended server parameters

The gptional extended server parameters field in the NSM payload is located after the serve

field.
octet
fields
devia

8.9.2

length is calculated from a maximum payload length of 80 octets minus the length of
in the NSM. These parameters may be tused to pass manufacturer specific informat]
e to the device server.

3.1 NSM Key Exchange

When the link key request bitis set in the NSM server parameters octet, the device sery

the N
exter]
folloy
shall
being

Table

SM back to the coordinator. The NSM is the same message that was received with
ded server parameters field overwritten with the security level identifier in th
ved by the 16 octetKey if appropriate. The data length and CRC octets of the original N
be recalculated-and the recalculated length and CRC values replace the original v
sent to the ‘eeordinator.

126 indicates the key requirement for each security level identifier as defined

IEEE

8802-15-4:2018, Table 9-6.

D1000.

' parameters

The maximum length of this field may vary-from 40 octets to 66 octets. The variable maximum

1l preceding
ion from the

er may send
the optional
e first octet
SM message
alues before

in 1SO/IEC/

TI'able 126 — Security levels and Key requirement

Security level identifier Security attribute Key required
0x00 None No
0x01 MIC-32 No
0x02 MIC-64 No
0x03 MIC-128 No
0x04 ENC Yes
0x05 ENC-MIC-32 Yes
0x06 ENC-MIC-64 Yes
0x07 ENC-MIC-128 Yes
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8.9.3 Acknowledgement message

The acknowledgement message is transmitted in an ISO/IEC/IEEE 8802-15-4 data frame. This
acknowledgement should not be confused with the ISO/IEC/IEEE 8802-15-4 acknowledgement frame.

The acknowledgement message shall be sent from a device to confirm receipt of a command message.

If the device indicates that a request for data acknowledgement is required in its NSM, then an
acknowledgement message shall be sent from the connected data server to a remote device upon
receipt of all data messages.

The acknowledgement message may also be used to issue a no-acknowledgement reply (NAK). A no-

acknowledgg
response ba

Iflink encry

in the NSM message.

b (NAK) may indicate a specific error type. The sender may determine the appropriate
sed on the received NAK.

btion is used, the acknowledgement message shall be encrypted using parameters sperfified

8.9.3.1 Adknowledgement message format
The applicatjon ACK/NAK packet format as per Figure 33.
The applicatjon ACK/NAK packet payload format is specified in Table 127,
Octets
2 1 2 8 10 0/5/6/10/14 12 0/8 2
FCF | S¢gquence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID 64-bit IEEE Address Security MIC
MAC Address Fields
| A
1 1 1 1 1 1 1 1 1 1 2
Device | Message ACK ACK | ACK Packet | Ready | Command | Wake | Network | CRC[2]
Type ['ype=0x02 | Length | Value | Sequéence | ID Count Timer | Channel
Number

96

Table 127 — Application ACK/NAK packet payload format

Figure:33 — Application ACK/NAK packet format

Dejice type Identifies device type of ACK sender
Mgssage-type 0x02 indicates this is an acknowledgement packet
ACKlength Length of remaining data in ACK packet

ACK value 0x02: successful ACK

0x00: NAK/error

ACK sequence number | ISO/IEC/IEEE 8802-15-4 frame sequence number that is being

ACK’d from recipient (provided by recipient)

Packet ID Packet ID that is ACK'd
Or if NAK, the error type
See 8.9.3.1.2

Ready Ready to receive more data if 0; otherwise, delay ready seconds or
until an identical ACK with Ready = 0 is received

Command count Incrementing counter indicating sequence of processed packets
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Table 127 (continued)

-4:2018(E)

mitting this ACK

mand if transmission is within this time window. Otherwise, net-

Wake timer Seconds that device keeps its receiver continuously on after trans-

Used for commanding; network coordinator can send another com-

work coordinator may have to use commands pending field of NDB.

Network channel Current network channel that the sending device utilizes for data
transfers
CRC[2] CRC CCITT (0xffff)

8.9.3]1.1 ACK sequence number
The ACK sequence number octet is the ISO/IEC/IEEE 8802-15-4 sequence numbef)of the

that

EXAM
IEEE
the v{

This
apar

8.9.3

8.9.3

For a
may |

Acknowledgement for a command message

If the
comn

Acknowledgement for a data‘message

If the
from

8.9.3

For a
indic

he sender is acknowledging.

PLE Device A sends a data frame to device B. The data frame from dewice A contains|
B802-15-4 sequence number 0x53. The acknowledgement message from déyice B to device |
lue 0x53 for the ACK sequence number.

alue may be used by device A to confirm that the acknowledgement message from d
ficular data packet that device A previously sent.

1.2 PacketID

1.2.1 Successful ACK

h ACK value indicating a successful acknowledge, this octet, along with the ACK seque
pe used by the receiver to reliably confirm@cknowledgement for a previously sent pac

acknowledgement message is in“response to a command message, this value shall
nand[0] from the command méssage.

acknowledgement message is in response to a data message, this value shall be the
the data message:

1.2.2 NAK/eiror

h ACK value indicating a failed acknowledgement, this octet shall be set to one of th
htors.

b data frame

the ISO/IEC/
\ will contain

bvice B is for

nce number,
ket.

be the octet

bctet data[0]

e predefined

This

ndicator shall be used to improve reliability and reduce undesired radio traffic

CRC error (0x01)

Indicates a CRC error for the received frame.

The device that sent the original message may immediately resend the message.

Encryption error (0x03)

Indicates that the receiver cannot access an encryption key for a received message that is encrypted or
that the receiver will not accept a message that was sent unencrypted.

The device that sent the original message shall not attempt to resend the original message.

MIC error (0x05)
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Indicates a mismatch between the received message integrity code and the calculated message
integrity code.

The device that sent the original message may immediately resend the message.

If a second MIC error is received, the message shall not be resent.

Command error (0x07)

Indicates a bad command was received.

The device that sent the original message shall not attempt to resend the original message.

ISO/IEC/IERE 8802-15-4 FCS error (0x09)

Indicates th
message.

The device t

8.9.3.1.3

A non-zero vV
any further
seconds indi

A subseque

at there was an ISO/IEC/IEEE 8802-15-4 frame check sequence error in fhe rec

hat sent the original message may immediately resend the message.

Ready

alue indicates that the sender of the acknowledgement message cannot receive and pr
messages. The receiver of the acknowledgement message”should wait the numh
ated in this octet before sending any additional messages:

acknowledgement message with a ready value ofzeto shall be sent when the sender

original ackpowledgement message is able to receive additiofialmessages.

8.9.3.1.4 ¢

A one octet ¥

8.9.3.1.5

ommand count

alue that may be used by the device tq indicate the number of received commands.

Wake timer

The same vallue as the sleep value in thesNSM. This value may be used to update or change the or

value sent in

8.9.3.1.6

A device ma
NDB. This v4

8.9.3.2 Pr

Users may i

the NSM.

Network channel

[y be associated with a network coordinator that has specified an alternate channel
lue indicates.the present alternate channel that the device uses for data transfers.

pprietary acknowledgements

eived

ocess
er of

Of the

ginal

in its

mplement proprietary ACK messages using the message type = 0x01 (data) and a

Hding

payload dataspecifictotheir requirementsYsers who operate their devices using this metho
responsible for the application level functions on both the joining device and SCC so that data flow

control may

be maintained with minimum retransmissions.

8.9.4 Command message

Message typ

e 0x00 is intended for commanding remote devices.

The command message is transmitted in an ISO/IEC/IEEE 8802-15-4 data frame.

89.4.1 Co

mmanding a device operating in a sleep duty cycle

d are

If the remote device is operating in a sleep duty cycle, the network coordinator shall queue the command
and send the device address with the NDB. When the destination device detects a command is pending,

98

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000

-4:2018(E)

the remote device sends a data request MAC command as specified in ISO/IEC/IEEE 8802-15-4:2018,
7.5.5 to retrieve the command.

The remote device shall send an acknowledge message in response to a command message.

For any additional commands, the network coordinator shall use the wake timer indicated in the
acknowledgement message to determine if it can continue sending commands or if the device address

shal

I be added in the NDB for each command.

8.9.4.2 Commanding a device operating with its receiver always active

If th

the IS
imme

8.9.4

In a

fram

8.9.4

The
The

O/IEC/IEEE 8802-15-4 association request command, a network coordinator may,sen
diately.

3 Commanding in a mesh network

mmesh network, this message type shall be interpreted as a command-for the receiv
e with this message type shall not be forwarded in a mesh network.

4 Command message format
dommand packet format as per Figure 34.

dommand packet payload format is specified in Table’128.

Qctets

d commands

ng device. A

1 2 8 10 0/5/6/10/14 5-80 0/8

Secur
MIC

-

Aux
Security

Source
Address
Fields

Destination Payload
64-bit IEEE

MAC Address

Destination
PAN ID

Sequence
Number

FCS

1 1 0-75

.

2

Command
Length

evice
ype

Message Command[Length-1]

Type=0x00

Command[0]

=0

CRC[2]

Figure 34 — Command packet format

Table 128 — Command packet payload format

Device type Identifies device type of command sender

Message type 0x00 indicates this is a command packet

Command length Length of command data

Command[0] -> Application specific command

Command [length-1]

CRC[2] CRC CCITT (Oxffff)

8.9.5 Data message

Message type 0x01 data packets are sent when remote devices are communicating with network
coordinators that have receivers enabled for the duration of the expected communication.
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The data packet length is included in the data payload because the ISO/IEC/IEEE 8802-15-4 header
information may be stripped by the SCC prior to sending to the network server.

8.9.5.1 Data packets options

The content of data packets are defined by the user and are specific to device types and application.
Examples of data that may be transmitted using data packets are the following:

— health and status data engineering data (battery status, timers, etc.);

— logged or historical network coordinator data;

— time tagged stored data and real time data during transit-reads.

8.9.5.2 Commercial proprietary data protection

Commercial |proprietary data may be protected with encryption on a per trip basis~Pata packets are
generally sent to a known destination address assuming the receiving radio receivéris currently ¢n.

8.9.5.3 Ddta message format
The data mepsage format is shown in Figure 35.
The data padket payload format is specified in Table 129.

Octets
2 1 2 8 10 0/5/6/10/14 5-80 0/8 2
FCF | S¢quence | Destination Destination Source Aux Payload | Security | FCH
Number PANID 64-bit IEEE Address Security MIC

MAC Address Fields

4+— | A
1 1 1 0-75 2
Device Type | Message Data Length | Data[0] Data[Length-1] CRC[2]
Type=0x01

Figure 35 — Data message format

Table 129 — Data packet payload format

Defice type Identifies device type of data sender
Message type 0x0T 1indicates this is a data packet
Data length Length of data content

Data[0] -> Application specific data
Data[len-1]

CRC[2] CRC CCITT (Oxffff)

8.9.6 Meshrequest

Message type 0x7D data packets are sent when a coordinator initiates a communication network path
with a non-associated device.
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8.9.6.1 Mesh request message format

The mesh request packet format as per in Figure 36.

The data packet payload format is specified in Table 130.

Octets
2 1 2 10 0/5/6/10/14 13 2
FCF | Sequence Broadcast Broadcast Source Aux Payload | Security | FCS
Number PAN ID IEEE MAC Address Security
Address Fields
——
<
1 1 1 8 2
Device Type | Message Data Length | Data CRCI[2]
Type=0x7D
Figure 36 — Mesh request packetformat
Table 130 — Data packet payload format
Device type Identifies device type ofdata sender
Message type 0x7D indicates this is/a@imesh request packet
Data length Length of data content
Data[0] -> MAC address as'specified in ISO/IEC/IEEE 8802-15-4
Data[7]
CRC[2] CRC CCHIT (0xffff)
8.9.7] Mesh data
Messhge type 0x7E packets-are used when sending data to a coordinator in a mesh network. To provide
the spurce address of the‘sender, mesh data packets insert the source MAC address of|the original
sendér in the payload Section of the ISO/IEC/IEEE 8802-15-4 packet.
8.9.7{1 Mesh-data message format
The hesh data'message format as per Figure 37.
The data packet payload format is specified in Table 131.
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Octets
2 1 2 8 10 0/5/6/10/14 13-80 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID Address Address Security MIC
Fields Fields
1 1 8 1 0-67 2
Device Message MAC Data Data CRCJ2]
Type TYpe=0X7E [ Address fength
of remote
end-point
Figure 37 — Mesh data message format
Table 131 — Data packet payload format

De}vice type Identifies device type of data sender

Mgdssage type 0x7E indicates this is a mesh data packet

MAC address of re- ISO/IEC/IEEE 8802-15-4 MAC addréss of the end-point remote

mdte end-point device of the mesh, not the coordinator

Dafa length Number of data bytes to follow:

Dafal[0] -> User defined data

Data[len-1]

CRL[2] CRC CCITT (Oxffff)
8.10 Network discovery
This documgént identifies two methods:for devices to join a network. Both methods broadcast network
availability 4o remote devices by transmitting NDBs on a periodic basis. How often network discpvery
beacons areftransmitted depends.on the duration of time a device may be in range of the coordipator.
The farther the communication range of a coordinator, the less often an NDB needs to be transmitted
or if a devic¢ is traveling past a coordinator, the period between NDBs may need to be short to epsure
adequate opportunities<o'read data from the device. The specific application dictates which network
discovery method is used and how often the NDB packets are broadcast.
Any device dttempting to operate as a network coordinator shall emit radio NDBs in accordance with
Table 120.

The NDB timing indicated in this document provides rapid (1 s) response times and <2 % receiver

duty cycles.

8.10.1 Methods of network discovery

8.10.1.1 Minimum requirements

A network coordinator shall support at least one of the two network connection types.
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8.10.1.2 Temporary network

A temporary network is a network where a device may send only one data message that reports status
to the joining device’s server. Once the device reports status, additional transmissions by the device are
not required.

8.10.1.3 Associated networks

Associated networks maintain device communication for a period of time. Once a device has negotiated
with a coordinator to become a member of the network, the device is considered associated. Associated
networks are used for data uploads link encryptlon tag authentlcatlon and network access control. To
coordinator

8.10.2 Transmitting network discovery beacons

The NBD timing shall be implemented as shown in Figure 38. NDB timing is criticdl for power
manggement. A joining device shall enable its receiver for a minimum of, 20yms every secqnd to detect
an avpilable network coordinator.

NDBY shall be transmitted as a 1 s burst of NDB messages, followed by a time period of no NDB
trangmissions. In the quiescent period, command messages, Jdata messages, ackngwledgement
messpges, and other ISO/IEC/IEEE 8802-15-4 MAC frames may.be issued.

The geriod between NDB transmissions is determined by expected dwell times of joining devices at the
netwprk coordinator’s location.

6-19 ms

Between NDB Packets

0000 ocoop
l«——1 sec >le 1-254se¢c ——M»
NDB Burst Association and Data Interval

Figure 38 — NDB timing

8.10.3 Connectionless network

A connectionless network is a temporary network used to obtain status from remote devices. Examples
include: installation at gates, on a crane, or at a weigh station. For these applications, the device being
read is not expected to remain in the proximity of the network coordinator for long durations of
time. This connection is not maintained and the device does not transmit significant amounts of data.
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Embedded in the NDB is a response interval that a device may use to ignore repeated NDBs if the device
remains near a network coordinator. Figure 39 illustrates the message exchange that takes place in this
type of network.

8.10.3.1 Co

nnectionless NDB message

Devices according to this document shall use NDB message packets described in 8.9.

8.10.3.2 NDB device response for NDBs

Joining devices shall respond to network coordinator NDB packets with a network status message

(NSM). The petwork coordinators shall use parameters in the NSM to authenticate and route data to the

appropriate

8.10.3.3 NS

The NSM m4
from a valid

The joining
for the NSM.

8.10.3.4 Dg

server specified by the device.

M encryption

y provide an encrypted payload for the joining device server to authefitieate if the NSM is
device. The network coordinator is not required to decrypt the NSM.payload.

levice’s server shall respond with an acknowledgement to the/device via the coordinator

ta exchange

After the N9M parameters are exchanged and a route is established to the joining devices server, the

joining devig

A device sha]l send at least one packet every response interval value in the NDB message.

8.10.3.5 Commanding

While a dev
commands t

e may send data to the network coordinator to ke forwarded to the joining device’s s¢rver.

ice is transmitting data via the connectionless network, the devices server may |issue
b the device with that device’s wake cycle indicated in the NSM.
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Device Server Data
Connected Server
Coordinator
| NDB (1 second broadcast) ! |
| - [
- 1
| — 1 |
| E M_ACK | [
A | B | NSM |
3 | I |
] NSM ACK I NSM ACK
| M_ACK - 1 |
| Command |~ Command |
M_ACK -
| Bt S | |
I Device Data M ACK | ‘I
I - | Device Data |
| | I o |
| A_ACK I QACK |
| . | : |
| | |
I } |
¥ 1 i 1
Key
NDB Network Discovery Beacon
NSM Network Status Message

NSM_ACK Acknowledgement of NSM
Comnpand Any directive to Device

M_ACK 802.15.4 Acknowledgement
A_ACK Application Acknowledgement

Figure 39 — Network discovery — Connectionless network message flow

8.10.4 Associated network connection (ANC)

The dssociated network/is intended for use in an area where devices will dwell for any pdriod of time.
This type of netwoerk connection is used for uploading significant amounts of data fron} a device or
to establish trusted-networks that may use link layer encryption. The associated network connection
provides a méans for indicating a device is in a secured location. See Figure 40 for details.

A netjwork ¢oordinator may perform device commanding in an efficient manner in this typ¢ of network.
If theldevice’s receiver is active while it is idle, the device may indicate this fact in the apppopriate field
in the association request command. A network coordinator may command this device in a peer-to-peer
ad-hoc fashion, skipping the commands pending step described in the NDB packet definition clause.

If the device requires an encrypted communication link, the network status message (NSM) provides
a field indicating the device requests an encrypted link. The network coordinator will request a link
encryption key from the device’s server to be used by the network coordinator to communicate with
the device. See Figure 32 for a diagram of the NSM exchange.

A device may choose to not participate in the association process. In this case, the device will treat this
network coordinator as a connectionless network.
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8.10.4.1 Associated network NDB message

This document uses NDB message packets to announce network availability for sustained network

connections (see 8.9.2).

8.10.4.2 ISO/IEC/IEEE 8802-15-4 association request and association response

Joining devices shall use association request command frames as specified in ISO/IEC/IEEE 8802-15-4
to communicate that an associated network connection is desired. If a network coordinator is accepting
connections, the network coordinator shall use association response commands as specified in 1SO/
IEC/IEEE 8802-15-4 frames to notify the remote device that it has joined the network. The joining

device shall fotbegit

2 O dUd Olldl ddtd W e Wad 19 10 d O dll10 DOI [O
network coofrdinator.

Both the joihing device and the network coordinator may reject either association command f
type if the n¢twork or device operators have specific security or authentication requirements.

8.10.4.3 Link encryption requests

If the joining device requests link encryption in the NSM and the device server provides a link K
the networkl coordinator, then the network coordinator shall communicatewvith the device usin
encryption thethods specified in 8.11.

m the

rame

ey to
g the
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Server Data
Device Connected Server
Coordinator

| | |
| Nos | |
| - | |
| | |
- I AR [ACK and security I I
B | sequested) | |
I M_ACK ! I
| - " i |
| - | |
T T ACE T T
| | |
LA M_ACK I I
| - l HNSM ]
I l HNSM _AGCHE l
| W Ak NSM_ACK | — ]
I_—p- h 1 I
| | |

| MDBCommand Pending) | “ommand
IDR—"' ) M_ACK I I
| - | |
l Command l l
| m ack e ] |
I | |
| Dewce Data NN | |
| s~y ———| Device Data |
| | |
| | ased
-—_|

A_ACK
w I I I

Key
NDB | Network Discovery Beacon

B 802.15.4 Beacon (Association Bit Set)

B* 802.15.4 Beacon (Association Bit Not-Set)
AR 802.15.4 Association*Request

AC 802.15.4 Assotiation Command

DR 802.15.4 DataRequest Command

M_ACK Acknowlédgement

A_ACK Application Acknowledgements

Ei ‘—N ledi , iated l

8.11 Link encryption methods

Link encryption is optional and each remote tag may have a unique key. The network shall be capable of
operating in both unencrypted and encrypted modes simultaneously.

Link encryption shall be implemented as specified in ISO/IEC/IEEE 8802-15-4:2018, Clause 9. Link
encryption is not supported in a connectionless network.

In an associated network, link encryption shall be implemented using an NSM Key Exchange and only if
the Device Server Connection Method is specified as TCP/IP.

At a minimum, two of the eight ISO/IEC/IEEE 8802-15-4 security levels shall be supported.
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The two mandatory levels are: security level identifier 0x00, which indicates no encryption and no
authentication code, and security level identifier 0x06, which indicates ENC-MIC-64 (see ISO/IEC/
IEEE 8802-15-4:2018, Table 9-6).

The ENC-MIC-64 security level shall be CCM using AES-128. Both CCM and AES-128 are well documented
in NIST Special Publication 800-38C and FIPS Publication 197 and exportable and in most cases
supported in hardware.

The network status message shall request that the remote server provide the network coordinator
with a link key. Only ISO/IEC/IEEE 8802-15-4 key identifier mode 0x00 (see ISO/IEC/IEEE 8802-15-
4:2018, Table 9-7) shall be supported. The network coordinator shall use this specified link key when

com

9

9.1

munica

'ng with the p:\rl’ir‘n]qr remote t‘ag untilthat remaote t'ag hasleftthe network

MODE

Genel

This mode d
managemen

The
and

active R
environ

4: Configurable data rate active RFID system

ral

pscribes the air interface for active RFID systems operating in the 2/45 GHz bands for
f applications. It provides a technical specification for active RFID jtags and interrog
FID system defined by this model provides the functions of long ¥ange objects identific
mental sense. This mode is intended to realize the low cost device and low p

consumption, long range identification, fast and reliable tags access.

the process in which tags establish communication links with interrogators accord

certain comiunication protocols.

functional capabilities of this mode are as follows:

for 0-QPSK modulation with 250 kbps ar; DBPSK modulation with variable inform
higher reliable transmission.

pectrum is adopted for reliable trafismission at 2,45 GHz band.

The high efficient anti-collision algorithm is provided for fast tag access.

for directly tag response‘in-the single or few tags application.
for internal and external wake-up mode to maximize the tag power use.

for three protogoleperation modes: inventory mode, monitor mode and information re

tor mode,the'sensor data on the tag side are periodically transmitted to the interrog

mode. 11 the inventony mode, the active tags are fast identified by the anti-collision algorith

foy file system on tag side to provide data organization and security memory.

e information release mode, the interrogators only broadcast data to tags in RF field$

item
htors.
ation
ower

ng to

ation

lease
m; in
htors;

D«

Tag access ig
Some of the
a) Support
rate for
b) Spread s
<)
d) Support
e) Support
f)  Support
the mon|
andint
g) Support
h) Flexible
i)

protocot operation to decrease thecommmurication defay amd thre power comsumptior

Data security and authentication.

9.2 Cryptographic suite indicators

A tag may support one or more cryptographic suites. The authenticate commands include a CSI field
that specifies a single cryptographic suite. CSI is an 8-bit field with bit values defined below.

a) Four most-significant bits: Cryptographic suite assigning authority, as follows:
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— 0000, - 00115: ISO/IEC 29167, (all parts);

— 01002 - 11002: RFU;

© ISO/IEC 2018 - All rights re

served


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

— 11013: Tag manufacturer;
— 11102: GS1;
— 11115: RFU.
b) Four least-significant bits: One of 16 cryptographic suites that the assigning authority may assign.

EXAMPLE CSI=000000003 is the first and CSI=000000013 is the second suite that ISO/IEC 29167, (all parts)
may assign.

9.3 Physical layer

9.3.1] Operating frequency

The frequency range of RFID systems defined in this document is between>2 400,00 MHz and
2 48B,50 MHz. There are 16 channels in this band, and their serial numbeéers are frpm 0 to 15.
The bandwidth of each channel is 5 MHz. The default channel is Channel(0and centre frequency is
2 40%,00 MHz, and the frequency tolerance is +20 x 10-6 (20 ppm) maximum. The centfe operating
frequency of each channel is shown in Table 132.

Table 132 — Channel centre operating frequency

Channel serial Centre operating Channelserial Centre operating
number frequency number frequency
0 2 405,00 MHz 8 2 445,00 MHz
1 2 410,00 MHz 9 2 450,00 MHz
2 2 415,00 MHz 10 2 455,00 MHz
3 2420,00 MHz 11 2460,00 MHz
4 2 425,00:MHz 12 2 465,00 MHz
5 2 430,00 MHz 13 2 470,00 MHz
6 2435,00 MHz 14 2 475,00 MHz
7 2 440,00 MHz 15 2 480,00 MHz

9.3.2] Emission spectrum density mask

Emispion spectrum density mask should meet the requirement in Table 133.

Table 133 — Emission spectrum density template

Modulation Frequency Relative value Absolute value
0-QPSK |f-fc|>3,5 MHz <-20dB/100 kHz | <-30 dBm/100 kHz
DBPSK |£ful>3 5 MHz <20 dB/100kHz | <20 dBm /100 kH2

Relative value and absolute value should be measured under the condition of 100 kHz resolution
bandwidth. Reference level should be the maximum value in the range of carrier frequency +1 MHz.

9.3.3 Modulation and spectrum spread

9.3.3.1 O0-QPSK

Tags and interrogators that comply with this document should support 0-QPSK modulation. In the
0-QPSK modulation, the 16 dimensional quasi-orthogonal modulation is used to map every four bits
of information to a meta-data symbol firstly, then each data symbol is mapped to one of the 16 quasi-
orthogonal spreading sequences, and each chip in the spreading sequence is modulated to the carrier
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by 0-QPSK. The functional block diagram of modulation and spectrum spreading process is shown in

Figure 41.
Information Modulated
bit ; signal
Bit mapped to data - Data symbol mapped »| 0-QPSK Modulator |
symbol to spreading sequence
Figure 41 — 0-QPSK modulation and spectrum spreading process
In the 0-QPSK modulation, the length of the spreading sequence is 32 bits. The relationship among the
four information bits (bg, by, bz, b3), the 16 meta-data symbols and the quasi-orthogonal sprepding
sequence is $hown in Table 134. During each symbol period, the LSB cg is transmitted firstly while the
MSB c31 is the last.
Table 134 — Information bit to spreading sequence mapping
Information bit | Data symbol Spreading sequence
(bOI by, bz, b3) (DeCimal) (CO! C1, .., €30, C31)

0000 0 110110011100001101010041000101110

1000 1 11101101100111000013+010100100010

0100 2 0010111011011001%100001101010010

1100 3 00100010111011011001110000110101

0010 4 01010010001044101101100111000011

1010 5 0011010100%+000101110110110011100

0110 6 1100001101M0100100010111011011001

1110 7 10011100001101010010001011101101

0001 8 10001-£00100101100000011101111011

1001 9 101.21000110010010110000001110111

0101 10 0111011100011001001011000000111

1101 11 01110111101110001100100101100000

0011 12 00000111011110111000110010010110

1011 13 01100000011101111011100011001001

0111 14 100101100000011101111011100011060

1111 15 11001001011000000111011110111000
The spreadipg spectriim sequence corresponding to each data symbol is modulated to the carrier
by O-QPSK pnd pulse shaping. Even-indexed chips are modulated to the in-phase (I) carrief and
odd-indexed| chips)are modulated to the quadrature-phase (Q) carrier. Because each data sympol is
represented|by‘32 chips, the chip rate is 32 times as much as the symbol rate. In order to form pffset
between I-phase chips and Q-phase chips, the Q-phase chips should be delayed by T, with respect to the

[-phase chips (see Figure 42), where T is the inverse of chip rate.
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I-Phase Co C, C, Cao

Q-Phase Cq Cg C5 C31

9.3.3|2 Pulse shaping using 0-QPSK modulator
The pulse shaping function of each chip is shown in Formula (1):

sin- 0<¢ <2T,

0,others

=

wherg

H(©) isthe pulse amplitude, V;
t is the time, s;

T is the pulse period, s.

9.3.3|13 DBPSK

e8]

Tags [and interrogators that comply with this document can optionally support DBPSK|modulation.
In the DBPSK modulation, each information bit should be differentially encoded firstly. Each encoded
information bit ‘0’ or ‘1’ is mapped to a spreading sequence respectively and then each chip in the
spredding sequence is modulated to the carrier by BPSK. The functional block diagram of modulation

and spreading process is shown in Figure 43.

pformation

bit Bifferential Encoded bit be
> mapped to the

BPSK modulator
encoder .
spreading sequence

A

A

Modulated
signal

»

Figure 43 — DBPSK modulation and spreading functions

-

Differential encoding rules are shown in Formula (2):
E,=R,®E, 4

where

E, isthe differentially encoded bit;
R, isthe information bit to be encoded;
En-1 is the previous differentially encoded bit.

For each transmission, R1 is the first information bit to be encoded, and Eg is ‘0’.
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The rules of

differential encoding and decoding are shown in Formula (3):

R,=E,®E, 4 (3)
where

R, isthe decoded information bit;

E, isthe differentially encoded bit;

En-1 is the previous differentially encoded bit.
For each trapsmission, E1 is the first differential encoding bit to be decoded, and Ej is ‘0.
In the DBPSK modulation, four types of spreading sequence lengths (8-bit, 32-bit, 64-bit-and 12B-bit)
can be optionally supported. During each information bit period, the LSB cg is transmitted firstly and
the MSB c31|is the last. Spreading sequences corresponding to each information rate’are defingd by
users. They $hould be quasi-orthogonal pseudo-random sequences.
EXAMPLE When the length of spreading sequences is 32 bits, a typical spreading sequence is shown in|Table
135. Differentially encoded information bits ‘0’ and ‘1’ correspond to 32-bit spreadinig sequence, respectivelly.

Tablg 135 — Differentially encoded information bit to spreading sequence mapping
Differerntial encoding bit Spreading sequenee (co, €1, ..., €30, €31)
0 11011001110000110101001000101110
1 11001001014000000111011110111000
9.3.3.4 Pulse shaping using DBPSK modulation
The pulse shiaping function of raising cosine which'is adopted by chip is shown in Formula (4):
gin(wt /T cos(wt /T
( / C)x ( / C),t;tO
p(e)=q| /T (1—4t2/Tc2) 4)
1,t=0

where

p(t) is|the pulse amplitude, V;

t isfthe timé, s;

Tc is|the pulse period, s.
9.3.3.5 Information rate

The chip rate, the length of spreading sequence and the information rate in the 0-QPSK and DBPSK
modulations are shown in Table 136 and Table 137, respectively. In the DBPSK modulation, the user
can choose different lengths of spreading sequence according to Table 137 to get the corresponding
information rate. The tolerance of chip rate is 20 x 10-6 (20 ppm) maximum and the tolerance of bit
rate is the same as +20 x 10-6 (20 ppm) maximum.

Table 136 — Comparison between length of spreading sequence and information rate by 0-QPSK

Chip rate Length of spreading sequence Information rate
Mcps chip kbps
2 32 250
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Table 137 — Comparison between length of spreading sequence and information rate by DBPSK

Chip rate Length of spreading sequence Information rate
Mcps chip kbps
2 8 250
2 32 62,5
2 64 31,25
2 128 15,625

9.3.4 TX/RX switch time

The H
shall

9.3.5

In th
than

9.4

9.4.1

Data

preainble, synchronous code, data length, frame optienh, message data and CRC, as shown

Mess
data
and (
firstl

9.4.2

Preainbles of the forward and reverse data frame are 32-bit binary numbers, and each bit i

L X-to-TX turnaround time shall be less than or equal to 192 ps, and the TX-to-RX tutn
be less than or equal to the RX-to-TX turnaround time.

EVM

p condition of measuring 1 000 chips, EVM in 0-QPSK and DBPSK médulation shoulg
B5 %.

Data link layer

General

frames are used to transmit data between interrggators and tags. Data frame is

hge data are composed of several data items: The details are given in 9.4.6. The tra

around time

be no more

romposed of
n Table 138.
nsmission of

frames is in the order of preamble, synchronous code, data length, frame option, message data

RC. For each data item composed by many-bytes, the most significant byte should be
. And for each byte, the least significant bit should be transmitted firstly.

Table 138 — Data frame structure

transmitted

Preamble | Synchronousicode | Datalength | Frame option | Message data CRC
4 bytes 1 byite 1 byte 1 byte <124 bytes 2 byftes
Preamble

Is are shown

9.4.3] Synchronous code
Synchrenoeus codes of the forward and reverse data frame are 8-bit binary numbers. Detai
in Table.139.
Table 139 — Synchronous code
Information bit bo b1 b2 b3 by bs bg b7
Value 1 1 1 0 0 1 0 1
9.4.4 Datalength

Data length refers to the total length from frames option to CRC, and its unit is byte. It occupies one

byte.

bg to bg represent length and by is reserved.
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9.4.5 Frame option

Frame option includes modulation scheme, information rate, frame direction, frame type and so on.
Frame option occupies one byte, and its definitions are shown in Table 140.

Table 140 — Frame option definition

bo~b2 b3 by

bg~b7

000y: 0-QPSK/250 kbps
100p,: DBPSK/250 kbps

010p: DBPSK
110p: DBPSK
001,: DBPSK
Others: Rese

62,5 RbpS OpBroadcast
31,25 kbps
15,625 Kbps

rved

Up. lIlL(—,‘[‘I‘UgdLUFb Lo Ldgb
Reserveq

1p: Tags to interrogators 1p: Point to point

|

bo~by repre
initially wor
and the info
in the frame
interrogator
the frame of
the next intq
current fran

b3 represent
is from inte
direction is f

b4 represent
data frame i

bg~b7 are re
9.4.6 Mes

9.4.6.1 In

Data frames
mode. The b
the point to
broadcast fr
should comp

kage data

sent modulation scheme and the corresponding information rate. By default, a tag
k in the O-QPSK modulation after it was woken up. Interrogators set the modulation sc
Fmation rate that are used in subsequent communication between' interrogators anc
option. After a tag receives the interrogator frame option, it'\will communicate wit
in subsequence frame in the modulation scheme and information rate that are indica
tion. The tag keeps the existing modulation scheme and\information rate until it reg
rrogator data frame. And it records the modulation scheme and information used i
e option.

s the frame direction. If the value of bz is Qy, it indicates that the data frame dire
'Togators to tags (forward). And if the value\of b3 is 1y, it indicates that the data f
rom tags to interrogators (reverse).

s the broadcast frame or point to point frame. If the value of b4 is Op, it indicates th
5 broadcast frame. If the value of b4@ds 1, the data frame is point to point frame.

served, and the default value is(000y,.

ferrogator to tag

that an interrogator sends to a tag include broadcast frame mode and point to point f
roadcast frame is used when an interrogator sends data to all tags simultaneously,
point frame is used when an interrogator sends data to a specified tag. After receivir
hme, all\tags should process the frame data. After receiving the point to point frame
are TID in the data frame with that of their own. If they are consistent, the point to

shall
heme
| tags
h the
fed in
eives
n the

ction
rame

ht the

rame
while
g the

tags
point

frame data

Vill'be processed. Otherwise, there will be no response.

The message data format of broadcast frames from interrogators to tags is shown in Table 141.

Table 141 — Message data format of broadcast frame from interrogators to tags

RID
3 bytes

Command code
1 byte

Command parameter
<120 bytes

The message data format of point to point frames from interrogators to tags is shown in Table 142.
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Table 142 — Message data format of point to point frame from interrogators to tags

TID RID Command code Command parameter

8 bytes 3 bytes 1 byte <112 bytes

Data items in Table 141 and Table 142 are defined as follows:

a)

b)

d)

TID: It is the unique 8 bytes binary number for each tag which is written by manufacturers that
cannot be changed by users. TID is used to uniquely identify one tag in the communication process.

For more information about the TID format, refer to 9.4.6.4.

RID: It i number which i niquely identify one interr
mmunication process. The composition of RID is defined by users, and both the bro
nd the point to point frame contain it.

(Jommand code: It is used to identify different commands, and its length is orie byte. F
dodes list, see Table 158.

(Jommand parameter: Each command parameter is defined in 9.7.

The Hroadcast frame does not contain the TID data item, but the point to’point frame cont3

9.4.6

9.4.6
Data

Tags

9.4.6

2 Tag to interrogator

2.1 Overview

frames from tags to interrogators include the lofgframe mode and the short frame m
chould respond to interrogator commands, but there are two exceptions as follows:
The interrogator commands that tags de:hot need to respond.

The CRC that tag has received does not match the result that is calculated acco
received data.

2.2 Short frame from tags to interrogators

The fpormat of short frame from tags to interrogators is shown in Table 143. It is only use
respdnd to the access comiand sent by interrogators. For more information about the acce

see 9

7.4.

Table 143 — Message data format of short frame from tags to interrogatoy

Response data
1 byte

gator in the
hdcast frame

or command

ins it.

ode.

rding to the

d when tags
5s command,

9.4.6.2.3 Long frame from tags to interrogators

The format of long frame from tags to interrogators is shown in Table 144. It is used when tags respond
to interrogator commands except the access command.

Table 144 — Message data format of long frame from tags to interrogators

Tag state word RID TID Command code

Response data

1 byte 3 bytes 8 bytes 1 byte <111 bytes

Data items in Table 144 are defined as follows:

a) Tag state word: It shows the basic state information of tags, including battery power, without
sensors, initialized state and so on. Details are defined in Table 145, in which the initialization refers
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to processes of establishing embedded operating system and file system, writing configuration

information of tag and so on.

b) RID: It is a 3 bytes binary number which is used to uniquely identify one interrogator in the
communication process. The composition of RID is defined by users.

c) TID: It is the unique 8 bytes binary number for each tag which is written by manufacturers that
cannot be changed by users. TID is used to uniquely identify one tag in the communication process.
For more information about the TID format, refer to 9.4.6.4.

d) Command code: It is the command code from interrogators to tags.

e) Responde data: It is the response data that tags respond to valid commands from interroghtors.
Some r¢sponse data consist of the execution state data in two bytes, and for the éxedution
explanation, see 9.4.6.3.

Table 145 — Tag state word definition
bo~b1 b b3 bs~b7
Battery power Sensor Tag initialization Reserved
00p}| 75 %~100 % (Full power)
10p: 50 %~75 % Op: With Op: Uninitialized
01p: 10 %~50 % 1p: Without 1p: Initialized
1p: <10 % (Low power)

9.4.6.3 Expcution state

When the tajg is executing broadcast command or poifit to point command, if successfully executed, it

means thatiﬁle tag has received a valid command, from interrogators and successfully processed. But

if it fails, it fneans that the command is not valid'or the tag encounters an error while processirlg the
command.

When the tag is executing a point to point command, if successfully executed, the response data include

execution st
execution st
category coq
code further
Table 147.

pte, and its execution code’is 0000y. If it fails, the response data of the tag only c
hte and its code is the érgor code which is shown in Table 146. Error code contains
le and error sub-code. Error category code indicates the error category. Each error
indicates the meaning of error. Error category code and error sub-code are defin

d

When the ta
response da
the tag does

interrogaton
error sub-cad

Table 147.

b is executifig'a broadcast command, if successfully executed, it will return a respons¢
a include-€xecution state, and its execution code is 0000y. In unslotted operation, if it
not return any error information. In time-slot operation, the tag will only respond t
command whose code is correct, and the tag will return the error category code an

ntain
error
sub-
ed in

. The
fails,
o the
d the

de<according to time-slot. The error category code and the error sub-code are defin

ed in

Table 146 — Error code format

Error category code Error sub-code

1 byte 1 byte
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Table 147 — Definition of error category code and error sub-code

-4:2018(E)

Error category Meaning Error Meaning
code sub-code
01y Invalid command code |— A tag received the information packet which contains
an undefined command code.
02y Invalid command 01p Parameter is invalid.
parameter 02p Bytes in the command parameter are less than
expected
03n Bytes in the command parameter are more than
expected
Others Reserved
03p Unsupported optional |— A tag receives the optional commandwhjch is defined
command code in the standard, but does not suppott the|optional
command.
04y Command execution — Unexpected error occurredwhile a tag efecutes a
failure command.
05p Identification failure |— Entity authentication failure between intlerrogators
and tags.
06 Files access failure 00y Operated filedoes not exist.
01y Do not meet.control condition of file accefs.
02y Files being set as invalid.
03k Access record does not exist.
04y Access field does not exist.
05p The last record already.
06p Beyond the boundary.
Others Reserved
07n Monitoring mode 00y Unknown
failure 01y Data of boundary violation.
02p Configuration for monitoring period failihg.
Others Reserved
09y Killing operation 00y Unknown
failure 01y Killing password does not match.
02p Killing password of tags is zero.
Others Reserved
0Ap Modification of system |00y, Unknown
passwords 00y, Password of administrator does not mat¢h.
01y Invalid password index or mode.
02n New password s invaiid:
03y Administrator password does not match.
Others Reserved
08y,0Br-FFp Reserved — —

9.4.6.4 TID format

The tag identifier consists of the allocation class, the tag manufacturer code and the tag serial number,
and the allocation class is 00100000y, (20y,).

The tag manufacturer code is an 8-bit binary number.

The tag serial number is a 48-bit binary number and is assigned by the tag manufacturer.
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The TID format is shown in Table 148.

Table 148 — TID format

Allocation class Tag manufacture code

Tag serial number

8 bits 8 bits

48 bits

9.4.7 CRC

The CRC-16 check mode is adopted in this document, the checkout result occupies two bytes, and

the checkou
calculated b

t content consists of two data items (the frame options and the message data). CRC-16 is

/ the polynomial x16 + x12 + x5 + 1, and its initial value is 0000,

9.5 Tag njemory structure

9.5.1 Ove

Tag memory

security dat

rview

store user dqta, which is organized and managed by file operation system.

9.5.2 Dat3j organization of security section

Security sec

password arld the ready/sleep password, and they are showminFigure 44.

includes the security section and the user section. Security section is used to stor
h. The storage location and storage mode can be defined by the user. User section is us

Fion is used to store tag security data. It consists of tlie administrator password, the Kk

User storage

File system

Security
storage

Ready/Sleep
Password
(32 bits)

Killing
Password
(32 bits)

Administrator
Password
(32 bits)

e tag
ed to

illing

RFU

Figure 44 — Memory logic mapping

The administrator password, the killing password and the ready/sleep password should be 32-bit
binary numbers and MSB is stored in low address memory. Those passwords should be written in the
initialization stage. During the operation of tags, those passwords can only be read and used by internal

programs of

tag and cannot be accessed by any external commands.

The killing password and the ready/sleep password can be modified by the interrogator after the
completion of the authentication through the administrator password, but they should not be read.
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Data organization of user section

9.5.3.1 File system structure

The file system contains two files:

a) Dedicated file (DF): DF is used to support files folder. DF is the parent file of EF.

b) Elementary file (EF): EF is used to store data. EF cannot be the parent file of other files.

The data in user section of tag are composed by DF and EF through the structured classification. The DF

at th

root of file system is called MF. The MF is mandatory for a tag, and a tag is only on

MF. MF can

inclu
this 1
MF a1
ofat

9.5.3
The H

—n

The H

e the subordinate DF with the maximum nesting of two layers. The upper file is the
hyer file. EF is included in the MF or other DFs. Empty file is a special kind of DF. [tis\in

1d can be only identified and selected but it cannot include subordinate files. File Syst¢
hg is shown in Figure 45.
MF
DF DF DF
EF EF EF EF EF

Figure 45 — Structures for file system of a tag

2 EF data structure
F includes transparent structures or record structure:
ransparent structure: EF can be considered as a sequence data unit.

ecord structure: €F:can be considered as a recording that can be identified
hdividually. Thetiegord structure only supports fixed-length and be organized by line

F data strueture is shown in Figure 46.

Transparent structure Record structure

barent file of
rluded in the
bm structure

by sequence
ar order.

Figure 46 — EF data structures

The DF and EF contain not only the user data but also the file attributes information. The file attributes
information is shown in Table 149.
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Table 149 — File attributes information

hite

Name Address Description
File identifier Byte 1~2 The unique identifier addressed a file within a tag.
File type: Bit 0 to 3
— DF: 0000y;
— Transparent EF: 0001y,;
File type and valid informa- Byte 3 — Record EF: 0011y,
tion Valid information: Bit 4
— File valid: Oy;
— File invalid: 1.
Others: Reserved
DF: 0001y,
File maxilmum available Byte 4~5 Trar.lsparenlt EF: Length value of file content;(not excluding the file
ephgth attributes) in bytes
Record EF: Length value of each recerd-in bytes
DF: The number of files under the-DF
Filium;)éln; z;nr:il;):;gble Byte 6~7 Transparent EF: 0001y,
Record EF: The maximum allowable number of records
DF: The number of files,under the DF
File actjual length Byte 8~9 ';‘:tarr;ligié‘se)nitnEkl;beesngth value of file content (not excluding the file
Record EF: Actual number of records (not excluding the file attrilputes)
File security control attrib- Byte 10 Security-control conditions of file access (see Tables 151,152 anjd 153

9.5.3.3 File selection method

Any file can
MF is identif

The file sele
the file is de
the file comy

MF is ambig
including emn

nand.

9.5.3.4 File system npprafinn command

be indexed by the file identifier. The range of the file identifier code is from 3F00y to FFFFy,.
jed by the value ‘3F00y".'Adl EFs and DFs should have different file identifiers in the sanpe DF.

tion includes ampigiious selection and unambiguous selection. Ambiguous selection if that
ault selected, not by the file command. Unambiguous selection is that the file is selectied by

uous selection. It will be selected when the tag transfers into the ready state. Other files
pty files should be selected unambiguously by their identifiers.

The file system operation command contains the select file, file password verification, file rehabilitate,
file invalidate, read transparent file, update transparent file, read record file, update record file and

search recor

d commands.

Definitions of file system operation commands for file types are shown in Table 150.

120

Table 150 — File system operation commands for file types

File system operation commands File type
Select file DF, EF
File password verification DF, EF
File invalidate DF, EF
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Table 150 (continued)

File system operation commands File type
File validate DF, EF
List file DF

Read transparent file

- Transparent EF
Update transparent file

Read record file
Update record file Record EF

Search record

-4:2018(E)

Each ffile operation is composed of a set of the command-response sequence. The interroga
file operation commands, including the operation command code and the data to bé procej
operdtes the commands and returns a response, including the command code, execution §
respdnse data.

9.5.3[5 File system operation process

The fjle system operation process (tag to interrogator) is as follows:

a)

b)

Select file: The interrogator selects a file, and then the tag-returns the file attribute
hcluding the file security control information. According to the file security control
he interrogator decides whether to go to step b) or ¢).

-+ —

Hntity authentication: The interrogator judges thetag’s current entity authentication s
duthentication is not completed, an entity authentication procedure should be proces
he interrogator and the tag, then go to step €);otherwise, go to step d) directly.

—

Hile password verification: The interregator judges whether the current file ope
dompleted the password verifications\f password verification is not completed, o
verification password should be piovided by the interrogator; if successful, then go
fdassword verification is completed, go to d) directly.

K

ile operation: The interrogator operates the file.

The fjle operation process is shown in Figure 47.

or sends the
sed. The tag
tate and the

information
information,

fate; if entity
sed between

rations have
peration file
to step d). If
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Select file

.

N
Entity authentication °
needed
Yes
y
Entity No
Authentication completed
hy tag
Yes Entity authentication
No

ile operation password needed

Yes

No

File operation password verified

Yes File password verification

A\ 4

File operation

Figure 47 — File operation process

9.5.3.6 File system access control

Each file op
access contr
the access cq

bration (interrogator to tag) should meet the conditions of the access control of file
bl conditions of tag file should be satisfied before executing an operation. The condit
ntrol is shown in Table 151.

Table 15t —Access control comditionsoftagfite

Access control condition Description
ALW Uncontrolled, unconditional implementation
PWD Password needed
ATH Authentication needed
NEV Disallowed under any conditions

. The
on of

Whether it is a transparent file or record file, access control permissions and file operations are binding.
If the access control permissions have been obtained, the same operations followed can be inherited.
However, when changing the type of file operation in the follow-up file, the permissions of the operation
should be re-verified.
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The permissions of entity authentication obtained are subject to the entire tag, which are valid
throughout the access period of the tag. The other permissions of access control conditions should only
be limited to the specific file operations. When the file operated is changed, the permissions for the file
will be invalid.

Users should define access control attributes for each DF or EF, respectively. The information should be
only written in the initialization stage. During the operation of tags, the information can be read but not
modified through the select file command by users.

The security control attributes of the DF and the EF are shown in Table 152 and Table 153, respectively.

Table-$52—BF . bbb

bo~b1 b2-bs bs-bg be{b7
Accpss control c'ondition Access con.trol'condition Reserved Acce.:ss contr'ol copditiop of
of select file of list file validate or irfvalidate file
00p: ALW 00p: ALW
00p: ALW 10p: ATH 10p: ATH
Dthers: Reserved 01y: PWD o 01p: PWD
11y: NEV 11p: NEV
Table 153 — EF security control attributes
bo~b1 bz-.b3 b4-bs beb7
Accpss control condition | Access control condition | “Access control condition | Access contro|l condition of
of select file of read/query file of update file validate or injvalidate file
00p: ALW 00p: ALW 00p: ALW
00p: ALW 10p: ATH 10y: ATH 10p: ATH
Dthers: Reserved 01y: RWD 01y: PWD 01p: PWD
11p: NEV 11p: NEV 11p: NEV

9.5.4

The t
file, U

File definitions of user.section

hg file system should be generated in the initialization stage. The tag shall contain at
J11 file, tag configuration file, empty file and query result file, and the file identifiers

east MF, TID
are defined

in Table 154. The file"directory structure is shown in Figure 48. Definitions of above files are shown in
Table{154.
MF
TID file Ul file Tag CO?;'g“ra“on Empty file Q“e%;es““ ......

Figure 48 — File directory structure
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Table 154 — File definitions of user area

File name File identifier File type Explaining
MF 3F00y DF See Figure 49
TID file A101p Transparent EF See Figure 50

UII file A102y Transparent EF See Figure 51
Tag configuration file A103p Transparent EF See Figure 52
Empty file A104y DF See Figure 53
Query result file F000y Record EF See Figure 54

Filg identifier: 3FO0h File type: DF

Mandatory/Optional: Mandatory

File actual length: --

Update frequency: --

File security control attribute:
——Selept operation: ALW
——List pperation: ALW

——Read operation: N/A
——Update operation:N/A
——Valid or invalid operation:NEV

Figure 49 — MF definition

——Selgct operation: ALW
——List pperation: N/A

——Rea[ operation: ALW
——Updpte operation: NEV

File|identifier: A101y File type: Transparent EF Mandatory/Optional:Mandatofy
File actual length: 8 bytes Update frequency: low
File secyrity control attribute:

——Update operation User defined
——Valid or invalid operation: User defined

——Valid or invalid operation: NEV
Memoyfy allocation Data content Mandatory/Optional Data length
Byte 1~8 TID Mandatory 8 bytes
Figure 50 — Tag identifier file
File| identifier: A102, File type: Transparent EF Mandatory/Optional: Mandatofy
File actualdength: User defined Update frequency: low
File secyrity control attribute:
——Selgct operation: User defined
——List pperation: N/A
——Read-eperationYserdefined

Memory allocation Data content

Mandatory/Optional

Data length

User defined ull

Mandatory

32 bytes

Figure 51 — Unique item identifier file
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File identifier: A103n

Mandatory/Optional: Mandatory

Mandatory/Optional: Mandatory

File actual length:

15 bytes

Update frequency: low

File security control attribute:

——Select operation: ALW
——List operation: N/A
——Read operation: ALW

——Update operation:User defined
——Valid or invalid operation:NEV

Memory allocation Data content Mandatory/Optional Data length
Byte 1~4 Storage capacity Mandatory 4 bytes
Byte 5 Maximum number of Mandatory 1,691k
query elements
Maximum number of
~ Mandat
Byte 6~7 query results of matches andatory 2 bytgs
Byte 8 Identifier of tag wakeup Mandatory 1 byth
ability

DBPSK modulation
Byte 9 information rate Mandatory 1 byte
Byte 10~11 Sense time Mandatory, 2 bytes
Byte 12~15 Sense time Mandatory 4 bytgs

The v
oneb
value
A tag

In Fi

vake-up ability in Figure 52 represents the wake-up methods supported by tags, an

Figure 52 — Tag configuration file

d it occupies

yte. bg~by represent the support capabilitycefitags for a certain wake-up method respectively, the

of 1, means support the corresponding wake-up method while Oy is contrary, b3~b7 3

supports at least one of the wake-up methods shown in Table 155.

bure 52, DBPSK modulation information rate occupies one byte. bp~b3 represent

capa

The
Whe
time
sleep
supp

ility of a tag to a certain information rate respectively, the value of 1, means
corrgsponding information rate while’th evlaue of 0y, is contrary, bs~b7 reserved, as shown

nse time in Figure 52 représents the time that a tag stayed in sense state; the unit ti
the information rate.is-250 kbps, 62,5 kbps, 31,25 kbps and 15,625 kbps, their miry
s 2 ms, 8 ms, 16 ms'and 32 ms, respectively. For tags which support the cycle sleep-
time represents(the time that tags stayed in sleep state, and unit time is 1 ms. But i
brt the cycle sleep-wake-up, the sleep time makes no sense.

Table 155 — Tag wake-up ability

ire reserved.

the support
support the
in Table 156.

me is 0,1 ms.
imum sense
wake-up, the

ff tags do not

bo by b2 bz~b7
Cycle wake-up External 125 kHz wake-up External 2 kHz wake-up
Op: not support Op: not support Op: not support Reserved
1p: support 1p: support 1p: support
Table 156 — DBPSK modulation information rate
bo by b b3 bs~b7
DBPSK/15,625 kbps DBPSK/31,25 kbps DBPSK/62,5 kbps DBPSK/250 kbps
modulation modulation modulation modulation
Reserved
Op: not support Op: not support Op: not support Op: not support
1p: support 1p: support 1p: support 1p: support
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File identifier: A104n I File type: DF Mandatory/Optional: Mandatory

File actual length: 7bytes Update frequency: --

File security control attribute:
——Select operation: ALW
—List operation: ALW

——Read operation: N/A
——Update operation:N/A
——Valid or invalid operation: NEV

Figure 53 — Empty file

File identifier: A103n Mandatory/Optional: Mandatory | Mandatory/Optional: Mahdatofy

File actual length: User defined Update frequency: high

File secufity control attribute:
——Selegt operation: ALW
——List qperation: N/A

——Read operation: ALW
——Update operation: NEV
——Valid|or invalid operation: NEV

Memofry allocation Data content Mandatory/Optignal Data length
Byte 1~2 Record index1 Mandatory. 2 bytes
Blte 3~4 Maximum number of 2 bytes

Mandatory
query elements

Figure 54 — Query result file

9.6 Tag state transition

9.6.1 Overview

The tag statgs include sleep, sense, ready, operation and killing. And the operation state include$ four
sub-states: drbitratiom, collection, session and secure session.

9.6.2 Figure of tag state transition

The transition condition among the tag states is shown in Figure 55. Collection failure means that
tags confirm collection failure when they receive collection failure command from interrogators
in the collection period. Commands in the session period refer to all of the commands which can be
transmitted from interrogators as the system is in the session period. It includes file access command,
monitor command, security protocol command, updating system password command, killing command,
and requesting random number command.
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Wake up Sleep command

Sleep command Ve

. [Timeout (T>) | \
Timeout (T+) | |
Direct session | |

command sassion
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9.6.3

In se
After
state
inter

Q
OCIISC

Authentication success § C

Session

Collection success

Timeout (Ts)

pady command .
y Killing com

Session stage |

command
Timeout (Ts)

Collection

Collection failure/Timeout (T4

Timeout (Ts) Access success

Access stage initiation

/Session stage commiand Arbitration

I
\

Operation

Figure 55 — Tag state transition

Sense state

hse state,the tag listens to the reader command to respond the beginning of tag ic
receivingjthe wake up signal, the tag in sleep state will transfer into sense state. The
should-turn on RX/TX circuit and wait for ready command or direct session comms3
fogater. If the tag receives ready command from the interrogator, it will transfer into

and i

-4:2018(E)

Kiii'rlwg—mmand

Killing

mand

lentification.
tagin sense
ind from the
ready state,

[ the tag receives direct session command from the interrogator, it will transfer into d

ession state.

If the tag does not receive the ready command or direct session command within the specified time Ty,
it will transfer into the sleep state. The value of T1 is shown in Table 157.
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Table 157 — Timeout value

Parameter Explanation Value

Tag in sense state will transfer into sleep state if ready

. . . . Sense time, shown in
T1 command or direct session command is not received !

within the specified time Tj. igure 53
Tag in ready state will transfer into sleep state if it does
T, not receive any interrogator commands within the 30s

specified time T».

Tag in arbitration state will transfer into ready state if
T3 the access command or the collection command is not 1s
recelved within the specified time 13.

Tagin collection state will transfer into ready state if the

Ta collection command is not received within the specified 30s
time T4.
Tag in session state will transfer into ready state if the

Ts interrogator command is not received within the spec- 55
ified time Ts.

Tag in session state will transfer into ready state if the
Te interrogator command is not received within the spec- 30s
ified time Tg,

9.6.4 Reafly state

The ready state means the beginning of tag identification processyand the tagis ready for an anti-collision
process. Aft¢r receiving ready command, the tag in sense state will transfer into ready state. When the
tag in ready|state receives access frame initialization comithand, it will transfer into arbitration state.
While the tag receives any of file access command, monitor command or security protocol commnand,
the tag will transfer into session state. If the tag does not receive interrogator command within the
specified tinje Ty, it will transfer into sleep state. The'value of T2 is shown in Table 157.

9.6.5 Operation state

9.6.5.1 Arpitration state

In arbitration state, a tag responds.to the access commands so that multiple tags can be identifjed at
the same time. The tag in ready;state will transfer into arbitration state after receiving access frame
initialization} command. After-receiving access success ACK command, the tag in arbitration state will
transfer intg the collection State; otherwise, it will remain in arbitration state. The tag will trgnsfer
into sleep sthte after receiving sleep command. And if access command or collection command |s not
received within the §pecified time T3, the tag will transfer into ready state. The value of T3 is shon in
Table 157.

9.6.5.2 Collection-state

In the collection state, the interrogator makes a fast tag information collection, such as TID, based on the
arbitration results. The tag in arbitration state will transfer into collection state after receiving access
success ACK command from the interrogator. After receiving collection success ACK command, the tag
in collection state will transfer into session state. It will transfer into ready state after receiving the
collection failure ACK command. The tag will transfer into sleep state after receiving sleep command.
And if collection command or access command is not received within the specified time T4, the tag will
transfer into ready state. The value of T4 is shown in Table 157.

9.6.5.3 Session state

In session state, the interrogator makes a point to point communication with individual tag by the
known TID information. The tag in collection state will transfer into session state after receiving
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collection success ACK command. The tag in sense state will transfer into session state after receiving
file access command, monitor command or security protocol command. And the tag in sense state will
transfer into session state after receiving direct session command. If entity identification is successful,
the tag in session state will transfer into secure session state; otherwise, it will remain in session state.
And if receiving killing command, tag memory will be erased and the tag will transfer into killing state.
And if receiving sleep command, the tag will transfer into sleep state. And if interrogator commands
are not received within the specified time Ts, the tag will transfer into ready state. The value of Ts is
shown in Table 157.

9.6.5.4 Secure session state

In sefure session state, the interrogator makes a secure communication with individjial tag after

an afithentication process. The tag in session state will transfer into secure sessiof
authdntication succeeds by using authenticate command. The tag in secure session state
commands such as file access command, monitor command, SecureComm command
command, KeyUpdate command, updating system password command and killing comn]
tag i secure session receives Kkilling command, tag memory will be erased-and it will {
killing state. If it receives sleep command, it will transfer into sleep state. And if interrogata
are npt received within the specified time Te, it will transfer into ready state. The value of

state after
can execute
AuthComm
and. After a
ransfer into
r commands
Tg is shown

in Table 157.

9.6.6] Sleep state

The dleep state is the low power state of the tag. The tag willtransfer into sleep state frony ready state
or operation state when sleep command is received. lf-the tag in sense state has not regeived ready
command or direct session command within the spécified time Ty, it will transfer into sleep state. If
the tag in ready state does not received the interragator command within the specified time T, it will
trangfer into sleep state. After receiving the wake up signal, the tag in sleep state will fransfer into
sensd state. The values of T1 and T, are showmnin Table 157.

9.6.7| Killing state

verifies the
tate. The tag

After| the tag in session state or segure session state receives the killing command and
killing password successfully, tagimemory will be erased and it will transfer into killing s
in killing state does not respond-to any commands and always stays in killing state.

9.7 |Interrogator commands and tag responses

9.7.1f Commandtypes

hand types include mandatory commands, optional commands, special commands|and custom

handss

Comy
comn

a)
b)
A

Drt.

Natidatory commands refer to the commands that tags and interrogators should supp

Optional commands refer to the commands that tags and interrogators can optionally support.

Special commands are used in the process of production which tags or interrogators manufacturers
specifically define. All of them can be disabled permanently.

d) Custom commands refer to the commands that are defined specifically and used in specific RFID

system by users.

9.7.2 Command codes list

According to the types of operation, interrogator commands include ready/sleep command, access
command, collection command, file access command, monitor command and security protocol
command and so on. The code, name, abbreviation, operation mode and command type of these
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commands are shown in Table 158. The function and parameter of these commands and the tag’s
response after receiving the command will be described in the following items of this subclause. After
executing interrogator command, the tag state transitions in each state are shown in Annex E.

Table 158 — Command code list

Operation type | Command code Name Abbreviation |Operation mode| Command type
Ready/sleep 00y Reserved — — —
command 01y Ready Ready Broadcast/ Required
point to point
fate) Cl 1l 4+ Cl ALl D | i R 3 d
van \Jl\’\.rl.l arr Laso \Jl\(\zyllll T Uﬂubﬂo\'/ l\\'l.iull\-
point to point
03p Sleep all tags ex- SleepOnes Broadcast Required
cept specific type
04y Sleep all tags SleepAllButOne Broadcast Requirgd
except specific
one
05y Direct session DirectAccess Broadcast/ Requirgd
pointto’point
06L,~0F Reserved — — —
Access comnjand 10y Reserved — — —
11p Access frame | AccessFrame Initf Broadcast Requirgd
initiation ation
12p Access time-slot |  AccessTitmeSlot Broadcast Requirgd
initiation Initiation
13h Access failure AceessFail Broadcast Requirgd
ACK
14y Access success AccessSuccess Broadcast Requirgd
ACK
15 Re-access ReAccess Broadcast Requirgd
16,~1Fh Reserved — — —
Collection cpm- 20p Reserved — — —
mand 21p Coltection period| Collectlnitiation Broadcast Requirgd
initiation
22 Collection fail- CollectFail Broadcast Requirgd
ure ACK
23R Collection suc- CollectSuccess Broadcast Requirgd
cess ACK
24pn~2Fy Reserved — — —
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Table 158 (continued)
Operation type | Command code Name Abbreviation |Operation mode| Command type
File access com- 30nh Reserved — — —
mand 31p Select file SelectFile Point to point Required
32p Verify file pass- VerifyPWD Point to point Required
word
33h File invalidate Invalidate Point to point Required
34y File validate Validate Point to point Required
354 List file DirDF Point to point Required
36 Read transpar- | ReadTransparent Point to point Required
ent file
37h Update trans- | UpdateTransparent | Pointto point Required
parent file
38h Read record file ReadRecord Point toypoint Required
39, Update record UpdateRecord Potto point Required
file
3Ap Query record QueryRecord Point to point Required
3Bh~4Fh Reserved — — —
Mohitor com- 50h Reserved — — —
mand 51p Monitor period MRConf Point to point Required
configuration
52y Monitor period MRInitiation Broadcast Required
initiation
53h~6Fy Reserved — — —
Secyrity proto- 70nh~7Fn Reserved — — —
colfcommand 80y Authenticate Authenticate Point to point Optional
81y Secuke commu- SecureComm Point to point Optional
nication
82y Authenticate AuthComm Point to point Optional
communication
83nh Key update KeyUpdate Point to point Optional
84418Fh Reserved — — —
Others 901 Reserved — — —
91y Killing Kill Point to point Required
92y Random num- Challenge Point to point Required
ber request
93p Update system UpdatePWD Point to point Required
password
94y Data broadcast DataBroard Broadcast Required
95,~9F} Reserved — — —
— AOp~AFy Defined by the — — Special
manufacturer
— BOn~BFh Defined by the — — Customize
manufacturer
— COp~FFp Reserved — — —

If a tag receives a security protocol command specifying an unsupported CSI, an improperly formatted
or not-executable message, or an improper cryptographic parameter, then the tag shall not execute the
command and instead treat the command’s parameters as unsupportive command (see Table 147).
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9.7.3 Ready and sleep commands

9.7.3.1 Re

ady

The ready command is used to transfer tag into ready state by interrogators. The command can be used
through the broadcast mode or point to point mode. The command format is shown in Table 159.

Table 159 — Ready command format

Command code Command parameters

Ready/sleep password

Channel number

1 byte 1 byte 4 bytes

Data items i

a) Comma
b) Channel
132. The
bits are
c) Ready/s
If the ready/

And it trans
stored in the

this tag tramsfers into ready state after switching channel; otherwise, this tag does not swit

channel and
Tags in sens
Tags in cyc
command

transfer inta

Tags do not j

9.7.3.2 Sl

The comma
interrogator
is shown in ]

|

Table 159 are defined as follows:

d code: 01y,

reserved.
eep password: Shown in 9.5.2.

Kleep password that is stored in the tag is 00000000y, this tag will not verify the pass)
fers directly into ready state after switching channel. If the ready/sleep password t
tag is not 00000000y, this tag needs to verify thé.password. If the password is consi

stays in sense state. The time of tags used to.switch channel should be no more than
e state operate in default channel.

sleep-sense operation mode willtransfer into ready state after receiving the
hen they are in sense state and.stop the cycle sleep-sense operation mode. After
sleep state, they will re-enter.cycle sleep-sense operation mode.

eturn response to this comimand.

bep all tags

s. The command can be used in broadcast and point to point modes. The command f¢
[able 160.

Table 160 — Command format of the sleep all tags

number: It is the tag operating channel number. Channel relationship’is shown in
lower four bits of channel sequence number are the channel number and the higher

word.
hat is
stent,
ch its
| ms.

ready
tags

hd of sleep all tags is used to sleep all tags within the operation distance range of

rmat

Command code. Command parameters

Ready/sleep password

1 byte 4 bytes

Data items in Table 160 are defined as follows:

a) Command code: 02,.

b) Ready/sleep password: Shown in 9.5.2.

If the ready/sleep password of the tag is 00000000y, the tag will not verify the command and transfer
into sleep state directly. If the ready/sleep password of the tag is not 00000000y, the tag will verify the
password. If verification is successful, the tag will transfer into sleep state. Otherwise, the tag will not
execute the command and stay in the current state.

132
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The sleep all tags except specific type command is used to sleep tags according to tag data. This
command is broadcast command. The format is shown in Table 161.

Table 161 — Command format of the sleep all tags except specific type

Command Command parameters
code Ready/sleep File identifier Offset Data length Data content
password
1|byte 4 bytes 2 bytes 1 byte 1 byte M byte
Data jtems in Table 161 are defined as follows:

a) (Jommand code: 03y,.

b) Ready/sleep password: Shown in 9.5.2.

c) Hile identifier: The identifier of a tag file.

d) (Qffset: The beginning address of the data to be compared. [ts unit is byte.
e) [Datalength: The amount of data bytes to be compared.

f) Data content: Data to be compared.

If data in the tag file and command parameters are inconsistent and the ready/sleep

0000

If data in the tag file and command parameters are inconsistent and the ready/sleep
not 00000000y, the tag will verify the-password. If data in the tag file and command pa
consilFtent, the tag will transfer into sleep state. Otherwise, the tag will not execute this c
in the current state.

stay

Tags

9.7.3

The d
comi

0000, the tag will not verify the passwordand transfer into the sleep state directly.

Ho not return response to'this command.

4 Sleep all tagsexcept specific one

ommand of the.sleep all tags except specific one will sleep tag according to TID. It i
nand and itssformat is shown in Table 162.

Table 162 — Command format of the sleep all tags except specific one

password is

password is
ameters are
mmand and

a broadcast

Command code.

Command parameters

TID Ready/sleep password

1 byte 8 bytes 4 bytes

Data items in Table 162 are defined as follows:

a) Command code: 04y,.

b) TID: Refer to 9.4.6.4.

c) Ready/sleep password: Shown in 9.5.2.

After the tag receives this command, it will compare the TID in the command with its own. If they
are consistent, the tag will not respond; otherwise, the tag will verify the ready/sleep password. If the
ready/sleep password is 00000000y, the tag will not verify the password and will transfer into the
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sleep state directly. If the ready/sleep password is not 00000000y, the tag will verify the password,
and then if passwords are consistent, the tag will transfer into sleep state; otherwise, the tag will not
execute the command and stay in the current state.

Tags do not return response to this command.

9.7.3.5 Direct session

9.7.3.5.1 Command format

Direct session command is used to transfer the tag from sense state to session state directly by the

interrogator
command. T
is shown in

It also specifies the response content and response time of the tag after it receiye
he command can be used in the mode of broadcast or point to point. The commarid f¢
[able 163.

Table 163 — Direct session command format

s the
rmat

Comrhand code Command parameters
Channel num- Ready/sleep Response File identi- Sleep control
ber password waiting time fier,
| byte 1 byte 4 bytes 2 bytes 2 bytes 1 byte

Data items iI Table 163 are defined as follows:

a) Comma

b) Channel
132. The
bits are

c) Ready/s

d) Respong
receives

e) Fileiden

f) Sleepc
respon

d code: 05y,

number: It is the tag operating channel number. Channel relationship is shown in

lower four bits of channel sequence number.are the channel number and the higher

Feserved.
eep password: Shown in 9.5.2.

e waiting time: It is used to specify the waiting time of returning response after t}
this command. For more inforiiration on time unit, refer to Table 164.

tifier: The identifier of a-tagfile.

ntrol: It is used to specify whether the tag will transfer into sleep state directly af
d to this command: 00, means to sleep directly, and 01, means to keep session.

Table 164 — Response waiting time

e tag

ter it

Information rate Time unit
250 kbps 10 ms
62,5 kbps 25 ms

31,25 kbps 50 ms
15,625 kbps 100 ms

Tags in sense state operate in default channel.

If the storage ready/sleep password in the tag is 00000000y, the tag will not verify the password. It will
transfer into session state directly after switching channel. If the storage ready/sleep password in the
tag is not 00000000y, the tag will verify the password. And if the password is consistent, it will transfer
into session state after switching channel. Otherwise, the tag does not switch its channel and stays in

sense state.

The tag should switch to the channel which is specified by the channel number within 1 ms after
receiving this command.

134
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The tag in cycle sleep-sense operation mode will transfer into session state directly after receiving the
direct session command when it is in sense state and stop the cycle sleep-sense operation mode. And
after the tag transfers into the sleep state, it will re-enter cycle sleep-sense operation mode.

9.7.3.5.2 Response format

The tag will return responses to the interrogator after it receives the direct session command. The
response format is shown in Table 165.

Table 165 — Tag response format

ommand code Response data
Execution state File identifier Datalength Data content
1 byte 2 bytes 2 bytes 1 byte M bytes

Data jtems in Table 165 are defined as follows:

a) (Jommand code: 05,.

b) Hxecution state: Shown in 9.4.6.3.

c) Hile identifier: The identifier of a tag file.

d) Datalength: The amount of data bytes that the tag returis.
e) [Data content: The data that tag returns.

When the file identifier is specified as an empty file;the length of data that the tag returns is zero and
the tag does not have the data content items. Otherwise, the tag will return all the data of the file and
the maximum length of the data is 118 bytes,

9.7.4] Access commands

9.7.4{1 Access frame initiation

The dommand of access frame initiation is used for initiating a tag access process by the |nterrogator,
and the command parameters’include Q and N. The command format is shown in Table 166. For more
infornation on tag access\process, refer to 9.8.2.2.

Table 166 — Access frame initiation command format

Comniand code Command parameters

Q N
1 byte 1 byte 1 byte

Data items in Table 166 are defined as follows:
a) Command code: 11y,

b) Q: Used to control the amount of tags in an access frame, and its value ranges from 0 to 15. In the
tag access process, the interrogator can adjust the value of Q according to the tag collision status.

c) N: Represents the amount of time-slot in one access frame. It is generally fixed in the tag access
process.

The tag selects the random number in the range of [0, 2Q-1] after receiving the access frame initiation
command. The tag with random number 0 randomly selects a time-slot in the range of [0, N-1]. During
each time-slot, the tag accesses by the binary tree algorithm. The binary tree algorithm is further
discussed in 9.9.3.
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9.74.2 Ac

cess time-slot initiation

9.7.4.2.1 Command format

The command of the access time-slot initiation is used to initiate tag access time-slot. The tag accesses
by the binary tree algorithm. The binary tree algorithm is further discussed in 9.9.3. The command
format is shown in Table 167. Tag access process is further discussed in 9.8.2.2.

Table 167 — Access time-slot initiation command format

Command code Command parameters

SNislot

1 byte 1 byte

Data items i

Table 167 are defined as follows:

a) Command code: 12,

b) SNgot:

9.7.4.2.2

After the ta
is SNgjot, the
generated n
remains 0, a

ccess time-slot number.

Response format

b receives the access time-slot initiation command, if ¢thetime-slot that the tag sel

tag will set the counter to be 0 and start the randot number generator. If the ra
imber is 1, the counter adds 1. And if the randein generated number is 0, the co
hd the tag returns a new RN8. The response formatis shown in Table 168.

Table 168 — Access time-slot initiation command response format

ected
hdom
unter

Response data

1 byte

The respon
include RN8

9.7.4.3 Adg

9.7.4.3.1 ¢(

se of the access time-slot initiation command is short frame. Its message data

cess failure ACK

ommand format

The command of access™failure ACK is used to notify the tag by the interrogator that it has fail

access in thd
interrogaton
the interrog
The commar

currenttime-slot. If several tags resond to RN8 simultaneously, collision will occur {
The interrogator receives the response, but cannot decode correctly. If collision o
htor'should send this command to tags. If the value of tag counter is 0, the tag returns

only

ed to
o the
Ccurs,
RN8.

d\format is shown in Table 169. Tag access process is further discussed in 9.8.2.2.

Table 169 — Access failure ACK command format

Command code

1 byte

The command code of access failure ACK is 13j,.

9.7.4.3.2 Response format

After the tag receives the access failure command, if the value of counter is not 0, the counter will add
1. And if the value of counter is FFy, the counter remains FFy. The tag whose counter value is 0 initiates
random number generator. If the random generated number is 1, the counter adds 1. If the random
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generated number is 0, the counter remains 0, and the tag sends a new RN8. The response format is
shown in Table 170.

Table 170 — Access failure ACK command response format

Command code
1 byte

The response of the access failure ACK command is short frame, and its message data include only RN8.

9.7.4.4 Access success ACK

9.7.44.1 Command format

The qJommand of access success ACK is used to feedback from interrogator to tag after thelinterrogator
has quccessfully received the current time-slot or it has not received tagresponse. The command
paraineter contains RN8 received by the interrogator and SNgyccess- The comimand formaf is shown in
Tablel 171. Tag access process is further discussed in 9.8.2.2.

Table 171 — Access success ACK command format

Command code Commandparameters
SNsuccess RN8
1 byte 2 bytes 1 byte

Data jtems in Table 171 are defined as follows:
a) (Jommand code: 14y,.

b) INsuccess: The interrogator assigns a number to the tag that accessed successfully.

9.7.4]4.2 Response format

After|the tag whose counter valperis 0 receives the access success ACK command, if the RIN8 in access
succgss ACK command is equalito RN8 that the tag sends, it indicates that the tag accesses|successfully
and the tag transfers into colléction state. Otherwise, it indicates that the tag accesses unlsuccessfully,
and the tag stays in arbitration state. The value of the tag counter remains 0, and the tag r¢turns a new
RN8.[The response format is shown in Table 172.

Table 172 — Access success ACK command response format

Response data
1 byte

The response of the access success ACK command is short frame, and its message data only include RN8.

After the tag which does not send RN8 (counter is not 0) receives the access success ACK command, the
value of counter subtracts 1. If the value of counter is 0, the tag will respond RN8.

9.7.4.5 Re-access

9.7.4.5.1 Command format

If the interrogator does not receive the response of the tag after the interrogator sends the access failure
ACK command, the interrogator will send the re-access command in order to access the tag again. The
command format is shown in Table 173. Tag access process is further discussed in 9.8.2.2.
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Table 173 — Re-access command format

Code command

1 byte

Re-access command code is 15y,

9.7.4.5.2 Response format

When the tag receives re-access command, if the value of counter is not 1, the value of counter will
remain. If the Value of counter is 1 the tag will initiate random number generator For all tags where the

random nunft
generated is
RN8 immedi

ately. The tag response format is shown in Table 174.

(1 U]}
0, the Value of counter will subtract 1. The tag whose counter value is 0 w1ll return/g

Table 174 — Re-access command response format

mber
) new

Response data

1 byte

The respons

9.7.5 Coll

9.7.5.1 Collection period initiation

9.7.5.1.1 (

Collection p

4

e of the re-access command is short frame, and its message data only include RN8.

bction commands

eriod initiation command is used to ititiate a collection period and a collection f
concurrently.

ommand format

The command format is shown in Table 175.

Table 175 — Collection,period initiation command format

rame

Command Command parameters
parameters | tjme_gjot RX/TXin-\|) Initiation End of File iden- | Offset Length | Delay
width struction time-slot | time-slot tifier wijdth
number number
1 byte 2 bytes 1byte 2 bytes 2 bytes 2 bytes 2 bytes 1byte | 1byte
Data items iI Table 175%are defined as followings:
a) Command codes2ly.
b) Time-slotwidth: The time distributed to a single tag for communication, and its unit is 8Tp. Tp
represerits the time of an information bit period.
c¢) RX/TXinstruction: The command is used to specify tag’s timing of RX/TX in a single time-slot. RX/
TX switch will execute automatically when receiving or transmitting is finished.
1) 00p: Transmit only. The tag only transmits in this time-slot.
2) 01p: Transmit-receive. The tag transmits first and then receives in this time-slot.
3) Others: Reserved.
d) Initiation time-slot number: It is used to specify the tag that is the first response in a specific
collection frame. The value is SNgyccess.
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e) Ending time-slot number: Ending time-slot number is used to specify the tag that is the last
response in a specific collection frame. The value is SNgyccess-
f) File identifier: The file identifier of the tag returning data in this time-slot. This file is transparent file.
g) Offset: Data initial address to be read in the file.
h) Length: The byte number to be read from offset.
i) Delay width: The initiating delay time of collection time-slot. Its unit is 10 ps. The tag can prepare
response data in the time range of delay width.
Afterrthetag Teceives the toltectionm period imitiation commmand; the tag imitiates threcotlection time-slot
after|the time specified by delay width. The first time-slot number is equal to the initiatjon time-slot
number after time-slot initiation and the following time-slot adds 1 sequentially.
9.7.5|1.2 Response format
After| the tag receives the collection period initiation command, the tagtwhose SNgyccesy is between
the initiation time-slot number and the ending time-slot number will respond in the specific time-slot.
And the tag should respond immediately if the SNgyccess is equal t0'the time-slot initiation number.
Others will return in sequence. The tag returns the content of file spécified by the file ideptifier in the
corrgsponding time-slot. The tag response format is shown in Table 176.
Table 176 — Tag response format
Command code Response data
Execution state | Time-slot number| File identifier Data length D3ta content
1 byte 2 bytes 2 bytes 2 bytes 1 byte M bytes
Data ftems in Table 176 are defined as follows:
a) (Jommand code: 21,
b) Hxecution state: Shown in 9.4.6.S.
c) Time-slot number: SNgyZess
d) Hile identifier: File identifier of collection command.
e) [Datalength: Thé amount of data bytes that the tag returns.
f) Data content:The data returned by the tag.
If thefile thabis specified by the file identifier is an empty file, the length of data that tag refurns is zero,
and thetag/does not have the data content items. If the file that is specified by the file identifier is not
an empty file, the tag returns data according to the length specified in the collection perjod initiation

command. If the length of file data exceeds the maximum allowed data frame length, tag will return
data in the maximum allowed length. Otherwise, the tag will return data of the file real length. The
command execution state is 0000y, in the above situation.

9.7.5.

9.7.5.

2 Collection failure ACK

2.1 Command format

The collection failure ACK is used to indicate the tag response failure in the specified time-slot in the
interrogator broadcasting. The command format is shown in Table 177.
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Table 177 — Command format of collection failure ACK

Command code

Command parameter

Time-slot number Send instruction File identifier

1 byte

2 bytes 1 byte 2 bytes

Data items in Table 177 are defined as follows:

a)
b)

Command code: 22p,.

Send ing
the com

1) 00
2) 01y

c)

3) Oth

d) File ide}

commar

9.7.5.2.2

The tag who
send data or
RX/TX instr
the same as

If RX/TX ing
Then it will ¢

9.7.5.3 Collection success ACK

The collectid
by tag succe
shown in Tal

Response format

truction: It is used to specify whether to send response data or not after the tag rec
mand. The specific definition is as follows:

Send;
Not send;
brs: Reserved.

ntifier: It is used to specify the sending data file identifiey* after the tag receive
d.

not based on RX/TX instruction after it receives the collection failure ACK comma
uction is 00y, the tag will send the data specified by the file identifier, and its respo
he response of the collection period initiation command. The format is shown in Tabl
truction is 01y, the tag will not sendwdata and confirm collection failure in this timg
ransfer into ready state and wait fgr'the following access and collection operation.

n success ACK command is used to indicate that the interrogator has received the dat
ssfully in the collection period in the interrogator broadcasting. The command forr
ple 178.

Table'178 — Command format of the collection success ACK

Time-slot number: The time-slot number that the interrogator failed to receive. Its value is SNgyccess
of the tag-

eives

s the

se time-slot number is the same as the one of the. command parameter decides whether to

nd. If
nse is
-slot.

h sent
nat is

Command code

1 byte

The commar

d\cade of collection success ACK command is 23p.

After the tag receives the collection success ACK command in the collection state, it will transfer into
session state.

The tag will

140

not return response to the collection success ACK command.
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9.7.6 File access commands

9.7.6.1 Select file

9.7.6.1.1 Command format

ISO/IEC 18000-4:2018(E)

The select file command is used to select a file unambiguously. The command format is shown in

Table 179.
Table 179 — Select file command format
Command code Command parameters
File identifier
1 byte 2 bytes
Data jtems in Table 179 are defined as follows:
a) (Jommand code: 31,
b) Hile identifier: The identifier of the file selected.
9.7.6/1.2 Response format

After]
a con

Table 180 — Select file command response format

receiving a command request, the tag will select the file according to the file identifig
imand response. The command format is shown i Table 180.

r and return

Conjmand Response data
cpde Execution | File identi- | File type File maxi- | File max- | File actual || File securi-
state fier and valid | mum avail- imum length ty control
information | able length | allowable attribute
number of
records
1 pyte 2 bytes Z2bytes 1 byte 2 bytes 2 bytes 2 bytes 1 byte
Data ftems in Table 180 are defined as follows:
a) (Jommand code:31}.
b) Hxecution sfate: Shown in 9.4.6.3.
c) Hile identifier: The selected file identifier. It should be the same as the file identifidr in request
dommand.
d) Filetype: The selected Tile type. It 1s shown in Table 149.

e) Maximum allowed length: The maximum allowed length of the selected file to be stored. It is shown
in Table 149.

f) Maximum allowed number of records: The maximum allowed number of records of the selected file
to be stored. It is shown in Table 149.

g)
h)

Real length: The real length of the selected file. It is shown in Table 149.

Security control: The security control attributes of the selected file. It is shown in Table 149.

If the execution state in the response is successful, the response should include attribute information of
the selected file; otherwise, return the execution state only.

© ISO/IEC 2018 - All rights reserved
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9.7.6.2 File password verification

9.7.6.2.1 Command format

The file password verification command is used to verify the password for a password protected file.

The command format is shown in Table 181.

Table 181 — File password verification command format

Command code Command parameters

Operation type

Operation type

1 byte 1 byte

4 bytes

Data items i Table 181 are defined as follows:

a) Commaid code: 32,.

b) Operati¢n type: The types of passwords to be verified. The definitions are as folfows:

1) 01p]List file password.

2) 02pyFile valid or invalid password.

3) 03pjRead transparent file password, record file password ér query record password.

4) 04p]Update transparent file password or update recordile password.

5) Others: Reserved.

c) Passwoid: File operation password correspondingito'the operation type.

9.7.6.2.2 Tesponse format

After receiving the file password verification command, tag will verify the file operation passwor

return execytion state. The response formatis shown in Table 182.

Table 182'— File password verification response

Commarnd-code

Response data

Execution state

1 byte

2 bytes

Data items i Table.182 are defined as follows:

a) Commandcode: 32p.

d and

b) Execution state: Shown in 9.4.6.3.
9.7.6.3 Invalid file

9.7.6.3.1 Command format

The invalid file command is used to set the current selected file to be invalid. Data in the file will be
erased and never be recovered. If the file is set to be invalid, the file can be listed and selected. But
it will not respond to any read or write operation except the file invalidate command. The command

format is shown in Table 183.

142
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Table 183 — Invalid file command format

-4:2018(E)

Command code

1 byte

Command code: 33p,.

If DF is invalid, all the sub-file of DF will be set to be invalid and be erased. If DF is invalid, the sub-file
will not be listed.

9.7.6.3.2 Response format

After]
contr
in the
form

Data

b) E
9.7.6

9.7.6

The V
is on
show

receiving the file invalid command, the tag will check whether the operation meef
ol conditions. If not, the tag will return an error code and stop the operation. Otherw
file will be deleted and the file will be set to be invalid. The tag will return response. ]
it is shown in Table 184.

Table 184 — Invalid file response format

s the access
ise, the data
'he response

Command code Response/data

Execution state

1 byte 2 bytes

tems in Table 184 are defined as follows:
ommand code: 33y,

xecution state: Shown in 9.4.6.3.
4 Valid file

4.1 Command format

alid file command is used to sét the current selected file to be valid. If DF is valid, t}
y valid for the current DEand the sub-file state of DF does not change. The comma
n in Table 185.

Table 185 — Valid file command format

1is operation
nd format is

Command code

1 byte

The d

ommand code of the valid file command is 34y,.

9.7.6

4 D £ '
I 374 RESPUILT 101 ITIdU

After receiving a valid file command, the tag will check whether the operation meets the access control
conditions. If not, the tag will return an error code and stop the operation. Otherwise, the file will be set

to be

valid, and the tag will return response. The response format is shown in Table 186.

Table 186 — Valid file response format

Response data

Command code -
Execution state

1 byte 2 bytes

© ISO/IEC 2018 - All rights reserved
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Data items in Table 186 are defined as follows:

a) Command code: 34y,.

b) Execution state: Shown in 9.4.6.3.

9.7.6.5 Listfile

9.7.6.5.1 Command format

The list file command is used to list the sub-files of DF, including invalid files, and return records

sequentially.

Thecommand formatisshownm i Tabic 187

Table 187 — List file command format

Co

Command parameters

mmand code

File offset Mede

1 byte 1 byte 1 byte

Data items i

offset. Otherwise, the value is invalid.

a) Comma
b) File offs
c) Mode: T
1) 02p
2) 03p
3) 04y
4) Oth
9.7.6.5.2

After receiv
control cond

|

Response format

Table 187 are defined as follows:
d code: 35y,

et: If in 04y, mode, the tag will read the file attribute information that is specified b

he definitions are as follows:

The next file of the current selected file.

The previous file of the current selected file.
Read the file that is specified by thé offset.

brs: Reserved.

ng the list commahnd request, the tag will check whether the operation meets the a
itions. If not, the'tag will return an error code and stop the operation. Otherwise, tk

y the

ccess
e tag

will return the attribute information of the listed file and response. The response format is shown in
Table 188.
Table 188 — List file command response format
Response data
Command File type File File maximum al- File
d Execution | File iden- . maximum File actu- | security
coae . and valid . lowable number
state tifier . . available allength | control
information ] of records .
ength attribute
1 byte 2 bytes 2 bytes 1 byte 2 bytes 2 bytes 2 bytes 1 byte

Data items in Table 188 are defined as follows:

a) Command code: 35.

b) Execution state: Shown in 9.4.6.3.

c) File attr

144

ibute information: Component of information is shown in Table 149.
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9.7.6.6 Read transparent file

9.7.6.6.1 Command format

The read transparent file command is used to read data from the transparent EF after specifying the
offset. The command format is shown in Table 189.

Table 189 — Read transparent file command format

Command parameters
Offset Length
1 byte 2 bytes 1 byite

Command code

Data ftems in Table 189 are defined as follows:
a) (Jommand code: 36,.
b) Hile offset: Initial address of the data to be read in the file. The unit is byte.

c) lLength: The amount of data bytes to be read beginning with the offset.

9.7.6/6.2 Response format

After|receiving the read transparent file command, the tag will check whether the operatipn meets the
access control conditions. If not, tag will return an errox/code and stop the operation. Otherwise, the
tag wjill return specified length information after offset:and response. The response format is shown in
Tableg 190.

Table 190 — Read transparent file command response format

Command parameters

Command code -
Execution state Data

1 byte 2 bytes M bytes

Data jtems in Table 190 are defined as follows:
a) (Jommand code: 36,
b) Hxecution stateyShewn in 9.4.6.3.

c) Data: File datareturned.

9.7.6|7 Update transparent file

9.7.6\L1 Command format

The update transparent file command is used to update data in the transparent EF after specifying the
offset. The command format is shown in Table 191.

Table 191 — Update transparent file command format

Command parameters
Offset Length Data
1 byte 2 bytes 1 byte M bytes

Command code

Data items in Table 191 are defined as follows:

a) Command code: 37,.
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b) File offset: Initial address of the data to be updated in the file. The unit is byte.

c) Length:

The amount of data bytes to be read beginning with the offset.

d) Data: Data to be updated.

9.7.6.7.2 Response format

After receiving the update transparent file command, the tag will check whether the operation meets the
access control conditions. If not, the tag will return an error code and stop the operation. Otherwise, the
tag updates the data specified by the command and responds. Response format is shown in Table 192.

Table 192 — Update transparent file command response format

Response data

Command code -
Execution state

1 byte 2 bytes

Data items i

a) Comma

b) Executid

9.7.6.8 Re

9.7.6.8.1

The read re
shown in Ta

(

I Table 192 are defined as follows:

d code: 37j.

n state: Shown in 9.4.6.3.
ad record file

ommand format

ford file command is used to read a recopd in the recording EF. The command forr

ble 193.

Table 193 — Read.record file command format

nat is

Command parameters
Command code -
Record pointer Mode Offset Length
1 bytp 1 byte 1 byte 1 byte 1 byte

Data items i

a) Comma

Table 193 are défined as follows:

I

d code: 38,

bcord
g will

b) Record pointer fmeans a sequence number of the records in the record file. The value of r
pointer |s from-00y, which means the first record in a record file. If in 04y, or 14y, mode, the ta
read therecord specified by the pointer. Otherwise, the value is invalid.

¢) Mode: Definitions are as follows:

1) 02p: The next record of the file.
2) 03p: The previous record of the file.
3) 04y: The specified record of the file.
4) 12jp: The nextrecord of the query result file.
5) 13p: The previous record of the query result file.
6) 14yn: The specified record of the query result file.
146 © ISO/IEC 2018 - All rights re
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7) Others: Reserved.
Offset: Initial address of the data to be read in the record. The unit is byte.

Length: The amount of data bytes to be read.

9.7.6.8.2 Response format

After receiving the read record file command, the tag will check whether the operation meets the access
control conditions. If not, the tag will return an error code and stop the operation. Otherwise, the tag
will return the corresponding record and response. The response format is shown in Table 194.

Table 194 — Read record file command response format

Command parameters

Command code -
Execution state Data

1 byte 2 bytes M bytes

Data ftems in Table 194 are defined as follows:

Jommand code: 38y,.
Hxecution state: Shown in 9.4.6.3.

Data: Record data returned.

9.7.6]9 Update record file

9.7.6{9.1 Command format

The ypdate record file command is used tesupdate a record in the record EF. The comm3
showpn in Table 195.

Table 195 = Update record file command format

nd format is

Command code

Command parameters

Record\pointer Mode Offset Length Data
1 byte 2bytes 1 byte 2 bytes 1 byte M bytes

Data jtems in Tabl&\195 are defined as follows:

a) (ommandcode: 39,.

b) Hecoktd pointer means a sequence number of the records in the record file. The value of record
gointer is from 00y, which means the first record in a record file. If in 04y, mode, the Fag will read
the record specified by the pointer. Otherwise, the value 1s invalid.

c) Mode: Definitions are as follows:

1) 02p: The next record of the original file.

2) 03p: The previous record of the original file.

3) 04y: Update the specified record of the original file.

4) Others: Reserved.
d) Offset: The address of the data to be updated in the record.
e) Length: The amount of data bytes to be updated.

© ISO/IEC 2018 - All rights reserved
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f) Data: Data to be updated.

9.7.6.9.2 Response format

After receiving the update record file command, the tag will check whether the operation meets the
access control conditions. If not, the tag will return an error code and stop the operation. Otherwise,
the tag will update and return response. The response format is shown in Table 196.

Table 196 — Update record file command response format

s Response data
——Command-code
Execution state
1 byte 2 bytes

Data items iI Table 196 are defined as follows:
a) Command code: 39y,.

b) Executign state: Shown in 9.4.6.3.
9.7.6.10 Qyery record

9.7.6.10.1 (ommand format

The query rgcord command is used to query the matching recordin the recording EF. Users can regd the
query records in sequence by the read record command. Thé.command format is shown in Table 1p7.

Table 197 — Query record command format

Command parameters

Command code —
Query condition

1 byte M bytes

Data items iip Table 197 are defined as-follows:
a) Command code: 3Ay.

b) Query condition: The quefyycondition consists of query elements. It is a filtering condition shon in
9.7.6.10.p.

9.7.6.10.2 Query condition

Query condifionConsists of multiple query elements. Query element format is shown in Table 198.

Table 198 — Query element format

Logical operation number

Logical operator - -
Field offset Relation operator Data length Data

1 byte 1 byte 1 byte 1 byte M bytes

Data items in Table 198 are defined as follows:
a) Logical operator: The value can be one of ‘C’, ‘A’ and ‘O’
1) ‘C:Ignore all previous query elements, delete the existing query results and start a new query.

2) ‘A The relationship between the current query element and the previous one is ‘AND".
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3) ‘O The relationship between the current query element and the previous one is ‘OR’.
b) Field offset: The address of the queried field in the record. The unit is byte.
c) Relation operator: The value can be one of the operators: >, ‘<’, ‘=", V", ‘G’ (>=) and ‘L’ (<=).
d) Datalength: The amount of data bytes in the data field of the query elements.
e) Data: Datain the query elements.

A query condition consists of several query elements based on the following rules: the priorities of each
query element are the same, and they will be calculated left-associatively. The coding of the logical

PPV A S nPal

opergtorsand retatiom operators above strattcomply with 1SOAEC 646

EXAMPLE

The re¢cord EF file consists of ‘NAME’, ‘SEX’, ‘AGE’ and ‘CLASS’ fields. The query condition (‘NAME’ eguals to ‘Tom’
and ‘AGE’ is greater than ‘12’) consists of the following query elements:

(C(0=Tom)A(2>12))
a) 0 The offset of the ‘NAME'’ filed in the record.

b) 2 The offset of the ‘AGE’ filed in the record.

9.7.6/10.3 Response format

Afterfreceiving a query record command request, the tag will check whether the operatipn meets the
access control conditions. If not, the tag will return@nerror code and stop the operatior]. Otherwise,
the tag will execute the query operation and return the response. The response format]is shown in
Table 199.

Table 199 — Query.record command response format

Response data

Command code - -
Execution state Record number queried

1 byte 2 bytes 2 bytes

Data jtems in Table 199 aredefined as follows:

a) (Jommand code: 3Ap.

b) Hxecution state:'Shown in 9.4.6.3.

c) Hecord number queried: The record number meeting the querying condition.

Query vesults are stored in query result file of which the tag file identifier is FO00y. [[he tag will
autorpafically select this file and not need to provide the operation permissions affer query is
completed. The record of this file has only one field with 2 byte length. It will store the record pointer
which matches the query condition. The record pointer is sorted in ascending order. The interrogator
can read the query results by sending read record file command directly.

9.7.7 Monitor commands
9.7.7.1 Monitor period configuration

9.7.7.1.1 Command format

The monitor period configuration command is used to configure relevant parameter by interrogator
when the tag operates in the monitor mode. The command format is shown in Table 200.
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Table 200 — Monitor period configuration command format

Command parameter
Command -
d File iden- Data Reporting | Monitor Tota_l tl_'ans RX/TX in-
code e Offset . . mission .
tifier length period period . struction
time-slot
1 byte 2bytes | 1byte| 1byte | 2 bytes 2 bytes 2 bytes | 2 bytes 2 bytes 1 byte

Date items in Table 200 are defined as follows:

a) Command code: 51,

b) File identifier: File identifier of the monitoring data to be reported.

c) Offset: The address of the monitor data to be reported. The unit is byte.

d) Data length: Monitor data length to be reported.

e) Time-slpt number: Time-slot number allocated to the monitor data toobe reported ih the
monitor] period.

f) Reporting period: Reporting period of monitor data to be reported. MSB.indicates the unit of|time.
Its unit {s second if its value is Op, and its unit is minute if its value i§ 1. The reporting period shall
be an infegral multiple of the monitoring period.

g) Monitorjng period: Monitoring period length. MSB indicatesthe’unit of time. Its unit is secon( if its
value is Pp, and its unit is minute if the value is 1p,.

h) Time-sl¢gt width: Transmission time length of each monitor data to be reported. Its unit time width
is 8Tp, where Ty, represents the time of an informatien’bit period.

i) Total trgnsmission time-slot: The amount of monitor data to be reported in a monitor period.

j) RX/TX |instruction: The tag RX/TX timing in the time-slot. RX/TX switching will execute
automatiically when receiving or transmitting file is completed. The explanation of RX/TX timling is
as follows:

1) 00ph]Transmit only. The tagwill send data in the time-slot only.

2) 01p] Transmit-receive. The tag will send the data first and then transfer into the receive|state
in the time-slot.

3) Others: Reserved:

9.7.7.1.2 Responseformat

After the tag receives this command, it will conflgure the relevant momtor parameters based gn the

command pdxa , A 3

Table 201 — Monitoring period configuration command response format
Command code
Command code -
Execution state
1 byte 2 bytes

Data items in Table 201 are defined as follows:

a) Command code: 51,

b) Execution state: Shown in 9.4.6.3.
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.2 Monitor period initiation

.2.1 Command format

-4:2018(E)

The monitor period initiation command is used to synchronize all tags and start data transmission

time-

slot. The response format is shown in Table 202.

Table 202 — Monitoring period initiation command format

Command code

Command parameter

Initiation time-slot number | Ending of time-slot number Delay w

yidth

1 byte 2 bytes 2 bytes 1hy

e

Data
d

|
f

H

[
B

After]
after
numh

9.7.7

After]
of thd

tems in Table 202 are defined as follows:
ommand code: 524,

hitiation time-slot number: It is used to specify the time-slot number-of the tag t}
rstly.

nding time-slot number: It is used to specify the time-slot nuniber of the tag that resg

elay width: Delay time of monitoring time-slot initiation.1ts unit time width is 10 us
repare response data in the time range of delay width,

the tag receives the monitor period initiation cemhmand, the tag initiates the moni
the time specified by delay width. The first time-sSlot number is equal to the initiat
er after time-slot initiation and the followingtime-slot adds 1 sequentially.

2.2 Response format

the tag receives the monitor periodinitiation command, the tag will report the speci
file identifier in the specified time-slot. The tag response format is shown in Table 2

Table 203 — Tag response format

)at responds

onds last.

The tag can

tor time-slot
on time-slot

ied contents
)3.

Compmand code

Response data

Execution state |Time-slotnumber| File identifier | Datalength Dpata content
1 byte 2 bytes 2 bytes 2 bytes 1 byte M bytes
Data ftems in Table'203 are defined as follows:
a) (ommandtcode: 52y,
b) Hxécution state: Shown in 9.4.6.3. If the offset address in the file monitor configuratipn command
reaches orexceeds theemding address of fite;, the tag witt returmthe dataoverftowerror.
c) Time-slot number: Time-slot number assigned to the current tag in monitor period configuration
command.
d) File identifier: File identifier in monitor period configuration command.
e) Length: The amount of data bytes in data content field.
f) Content: Data returned by tag.

If the file that is specified by the file identifier is an empty file, the length of data that tag returns is
zero, and the tag does not have the data content items. If the file that is specified by the file identifier is
not an empty file, the tag returns data according to the length specified in the monitor period initiation
command. If the length of file data exceeds the maximum allowed data frame length, the tag will return
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data in the maximum allowed length. Otherwise, the tag will return data of the file real length. The
command execution state is 0000y, in the above situation.

9.7.8 Security protocol commands

9.7.8.1 Authenticate command

9,7.8.1.1 Command format

Interrogators and tags shall implement the authenticate command as shown in Table 204.

Table 204 — Authenticate command

Comman,

d code RFU CSI Length Message RN16 CRC

1 by

fe EBV Variable

1 byte 1 byte 2 bytes 2 by

tes

Data items i

a) Command code: 80,

b) CSI: Seldcts the cryptographic suite that the tag and interrogator use<for the authentication a
as for all subsequent communications.

c) Length:[Length of message.

d) Messagq: Message includes parameters for the authentication.

Aninterrogad

the authenti
tag. The nu
depend on t

9.7.8.1.2

The fast res

I

Ionse reply to an authenticate command is shown in Table 205.

Table 204 are defined as follows:

tor shall use authenticate commands to perform mutual authentication. The CSI specif
ate command selects a particular cryptographic suite from among those supported &
ber and encoding of the authenticate cemmmands required to implement the authentic
e chosen cryptographic suite.

esponse format

Table 205 — East response reply to an authenticate command

5 well

ied in
y the
ation

Commd

nd code Header Length Response RN16 CRC-1

14

yte 1 bit EBV Variable 2 bytes 2 bytd

2]

Data items i

a) Command code: 80y.

b) Length: tengthrof Tesporse:

Table 205 are defined as follows:

c) Response: The response for authenticate command.

9.7.8.2 Se

cure communication command

9.7.8.2.1 Command format

After a tag has cryptographically authenticated an interrogator, it may accept subsequent commands
encapsulated in the SecureComm command shown in Table 206. The message field in a SecureComm
may encapsulate an encrypted tag-supported command. Before encapsulating a command, an
interrogator shall remove the preamble, handle, and CRC from the command. An interrogator does not
include a MAC1 in the SecureComm.

152
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Table 206 — SecureComm command

-4:2018(E)

Command code

CSI Length Message RN16

CRC-16

EBV Variable

1 byte 1 byte 2 bytes

2 bytes

Data items in Table 206 are defined as follows:

a) Command code: 81,.

b) CSI: Selects the cryptographic suite that the tag and interrogator use for the authentication as well
as for all subsequent communications.

c 1

ength: Length of message.

d) Nlessage: The encrypted message.

Secut
eaves
writi
supp

9.7.8
The 1

eComm allows an interrogator to read data from and write data to a tag*while p
dropper from decrypting the communications. It allows configuring 4 tag’s securs
hg to a memory location that configures these features. The authenticate communi
prted.

2.2 Response format

esponse reply to a SecureComm command is shown in Table 207.

Table 207 — Response reply to a-SecureComm command

reventing an
features by
cation is not

Command code Header Length Response RN16 CRC

16

1 byte 1 bit EBV Variable 2 bytes 2 by

tes

Data

9.7.8

9.7.8
After]

tems in Table 207 are defined as follows;
ommand code: 81j.
ength: Length of response.

esponse: The encrypted-response.
3 AuthComm cemmand

3.1 Command format

a tag has\eryptographically authenticated an interrogator, it may accept subsequen

encapsulatediin the AuthComm command shown in Table 208.

t commands

Table 208 — AuthComm command

Command code CSI Length Message MAC1 RN16

CRC-16

1 byte 1 byte EBV Variable 16 bytes 2 bytes

2 bytes

Data items in Table 208 are defined as follows:

a)
b)

Command code: 82p,.

as for all subsequent communications.

)
d)

Length: Length of message.

Message: Message includes parameters for authenticate communication.
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e) MAC1: Message authentication code, computed over bits in the ‘Message’.

The message field in an AuthComm shall encapsulate a tag-supported command. Before encapsulating
a command, an interrogator shall remove the preamble, handle, and CRC from the command. An
interrogator includes a MAC1 in the AuthComm.

9.7.8.3.2 Response format

The response reply to an AuthComm command is shown in Table 209.

Table 209 — Response reply to an AuthComm command

I
Commanld code Header Length Response MAC1 RN16 CRC-16
1 byge 1 bit EBV Variable 16 bytes 2 bytes 2bytes

Data items il Table 209 are defined as follows:
a) CommaId code: 82,.

b) Length:[Length of response.

c) Responge: The response for AuthComm command.

d) MAC1: Message authenticate code, computed over bits in the ‘Message’.
9.7.8.4 KedyUpdate command

9.7.8.4.1 (ommand format

Interrogatorfs and tags may implement the KeyUpdate-”command; if they do, they shall implement it as
shown in Table 210.

Table 210,—KeyUpdate command

Commnjand code RFU Key ID Length Message
1 byte 1 byte 5 bits EBV Variable

Data items i Table 210 are defined as follows:
a) Command code: 83p,.
b) Key ID: $pecifies the-key to be written or updated.

c) Length: [Length-of key.

d) Messagg:\Is/or contains the key. Message may contain other parameters (such as a MA(1) as
specified by the cryptographic suite. Message may be encrypted.

KeyUpdate allows an interrogator to overwrite a key stored in a tag. A KeyUpdate command shall
always be encapsulated in a SecureComm.

9.7.8.4.2 Response format

The fast response reply to a KeyUpdate command is shown in Table 211.

Table 211 — Response reply to a KeyUpdate command

Command code Header RN16 CRC-16
1 byte 1 bit 2 bytes 2 bytes

154 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=eaf09a8c29c2c86c3925ffc423e54f15

ISO/IEC 18000-4:2018(E)

Data items in Table 211 are defined as follows:

a) Command code: 83,.
9.7.9 Other commands
9.7.9.1 Killing command

9.7.9.1.1 Command format

The Killing command is used to disable tag permanently. The command format is shown in Table 212.

Table 212 — Killing command format

Command parameters

Command code
Killing password

1 byte 4hytes

Data jtems in Table 212 are defined as follows:
a) (Jommand code: 91,
b) Killing password: Its length is 4 bytes.

After] receiving the killing command, if the killing password is 00000000y, the tag will ignore the
command and not execute the killing operation. OthefwiSe, the tag will verify the passworgl, and then if
the verification is successful, all tag data will be erased, and the tag responds successfully gnd transfers
into killing state. If the verification is a failure, the'killing operation will not be executed} and the tag
will feturn the error code data. The tag in killing state will not respond to any command from the
interrogator.

9.7.9{1.2 Response format

The response format of killing comimand is shown in Table 213.

Table 213 — Killing command response format

Response data

Command code -
Execution state

1 byte 2 bytes

Data jtems<n.Table 213 are defined as follows:

a) (ommand code: 91y,

b) Execution state: Shown in 9.4.6.3.

The tag executes the killing operation in session state or secure session state.
9.7.9.2 Random number request

9.7.9.2.1 Command format

The random number request command is used to request random number from interrogators to tags.
The command format is shown in Table 214.
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Table 214 — Random number request command format

Command parameters

Command code
Length of random number

1 byte 1 byte

Data items in Table 214 are defined as follows:
a) Command code: 92,.

b) Length of random number:

1) 00p{Reserved.

2) 01pjReturn an 8-bit random number.
3) 02pjReturn a 16-bit random number.
4) 03pjReturn a 32-bit random number.
5) 04p{Return a 64-bit random number.

6) 05n1FFh: Reserved.

9.7.9.2.2 Response format

After receiving the random number request command, the tag will generate a random number| with
specified bitjnumber and return response. The response forfatis shown in Table 215.

Table 215 — Random number request.command response format

Response data

Command code -
Exelcution state Random number

1 byte 2 bytes M bytes

Data items ip Table 215 are defined as-follows:
a) Command code: 92,.

b) Executing state: Shown in 9.4.6.3.

c¢) Random number: Randem number returned from tag.

9.7.9.3 Update system password command

9.7.9.3.1 (ommand format

The update system password command is used to update the Kkilling password and the ready/sleep
password. It can also update access password of the user section file. The command format of the
update system password is shown in Table 216.

Table 216 — Update system password command format

Command parameters
Command code Administrator | Index of password to
Mode New password
password be updated
1 byte 4 bytes 2 bytes 1 byte 4 bytes
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Data items in Table 216 are defined as follows:

a) Command code: 93y,.

b) Administrator password: Its length is 4 bytes.

c) Index of password to be updated: Its length is 2 bytes. Defined as follows:
1) 0001y: Killing password.
2) 0002y: Ready/sleep password.

n the mode

parameter.

Others: Reserved.

d) Nlode: Its length is 1 byte. If the index of password to be updated is the fileidentifier, the data item
i$ valid. Defined as follows:

1) O01p: Password of list files.
2) 02y: Valid or invalid password of files.

3) 03y: Password of reading transparent files, password“cf reading a record file or [password of
querying a record.

4) 04y: Password of updating a transparent or a record file.
5) Others: Reserved.
e) New password: Its length is 4 bytes.

Update system password command can beiexecuted in session state or secure session stat

U

9.7.9{3.2 Response format

When the tag in secure session state receives the update system password command, it wi{ll return the
respdnse according to the exécjition status. The response format is shown in Table 217.

Table 217 — Update system password command response format

Response data

Command code -
Execution state

1 byte 2 bytes

Data jtemsin Table 217 are defined as follows:

a) Command code: 93y,.

b) Execution state: Shown in 9.4.6.3.
9.7.9.4 Databroadcast

9.7.9.4.1 Command format

The data broadcast command is used to send the broadcast data from interrogators to tags in RF fields
in ready state. The command format is shown in Table 218.
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Table 218 — Data broadcast command format

Command code

Command parameters

Ready password Broadcast data

1 byte 4 bytes M bytes

Data items in Table 218 are defined as follows:

a) Command code: 94y,.

b) Ready/s
c¢) Broadca

If the readyj
password vg
password ve

The tag does

After the tag
can be speci

9.8 Proto

9.8.1 Ove

In this docur
will always
interrogaton

9.8.2 Ope

9.8.2.1 Re

The tag with
the sleeping
tag with the
And the wa
interrogatorn
ready proce;

9.8.2.2 Adg

The interro

leep password: Shown in 9.5.2.

st data: The interrogator broadcast data.

sleep password of tag is 00000000y, the tag will receive the broadcast data wi
rification. Otherwise, after receiving the data broadcast command and completi
rification, the tag can receive the data.

not respond to this command.
I receives the broadcast data, the tag process method is not specified in this documsé
Fied by application.

icol operation mode

r'view

hent, the RFID system uses the interrogator speaking first operation mode. The interro
send commands firstly in each communication process and the tag will respond t
commands. The tag will not send a messageé until it receives an interrogator comman

ration process

ady stage

| the external wake-up ghechanism will send the wake-up signal with certain durati
tag by the interrogator or other external wake-up sources in order to wake them ug
internal cycle self-wake-up mechanism will wake themselves up by the internal {
ked up tag will-transfer into sense state and intercept the interrogator command
will send ready-command for the tag transferring into the ready state and completiy
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cess.stage

hout
g the

ent. It
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d.

on to
. The
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. The
g the

rator will execute a binary tree algorithm with data frame format to complete th
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access. There might be one or more access frames in one access stage. The interrogator will send the
access frame initiation command to initiate an access frame. When the interrogator accesses a tag
successfully, it will return an ACK message to the tag, and this ACK message consists of a successful
access sequence number which is assigned by the interrogator. This sequence number is the collection
time-slot number in the collection stage of the tag. The short frame data format is used in the access

stage. The ti
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Reader Access Access fail
and ready start start successful acknowledgment start
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Tag1 Tag1
RN8
Ta Tag2
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e Fad
g3 RN8
TagM
TagM RN8

Figure 56 — Time-slot diagram in access(stage

Time}slot in Figure 56 is described as follows:

a) An access frame is composed of N time-slots of S1. The interrogators select tags of the|same access
time-slot by a binary tree algorithm in each time-slot,

b) 92 represents an interactive time-slot betweeninterrogators and tags. An interaction consists
f sending an access time-slot initiation command, an access success ACK command |or an access
hilure ACK command by interrogator, and RN8 returned by tags.

sl ®)

9.8.2{3 Collection stage

The Interrogator will collect the data of accessed tags according to time-slot sequemtially. After
receiying the interrogator initiation.command in collection stage, the tag will send the dafa requested
by the interrogator according .to the sequence number of time-slot obtained in the accegs stage. The

time-slot in collection stage i§'shown in Figure 57.

S30  S31 S3m-1
<« >a > -« >
Collection i
Read period Collection fall ;ﬂiﬁéﬂ
eaaer start acknowledgment acknowledgment
Tag1 Tag X
Tag1 RNS TID
Tag2
Tag2 RN8
Tag3
TagM
TagM RN8

Figure 57 — Time-slot diagram in collection stage

S3 in Figure 57 represents the time-slot in collection stage. Before the initiation of collection stage, if
there are M tags to be accessed successfully, and every tag is assigned an SNgyccess by a certain order,
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