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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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dommittee responsible for this document is;ISO/IEC JTC 1, Information technology, SC 3

fication and data capture techniques.

hird edition cancels and replaces thésecond edition (ISO/IEC 18000-4:2008), of which
or revision with the following changes:

5.1 has become Clause 5;

5.2 has become Clause 6;
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lause 8 has beewn/introduced;

lause 6 has become Clause 9;

[lause 1, Clause 2, Clause 3, Clause 4, Clause 5, and Clause 9 have been revised as nece
over,Clause 8.
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ISO/IEC 18000 consists of the following parts, under the general title Information technology — Radio
frequency identification for item management:

Part 1: Reference architecture and definition of parameters to be standardized

Part 2: Parameters for air interface communications below 135 kHz

Part 3: Parameters for air interface communications at 13,56 MHz

Part 4: Parameters for air interface communications at 2,45 GHz

Part 6: Parameters for air interface communications at 860 MHz to 960 MHz General

Part 61: Parameters for air interface communications at 860 MHz to 960 MHz Type A
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— Part 62: Parameters for air interface communications at 860 MHz to 960 MHz Type B
— Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C
— Part 64: Parameters for air interface communications at 860 MHz to 960 MHz Type D

— Part 7: Parameters for active air interface communications at 433 MHz
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This part of ISO/IEC 18000 is one of a series of International Standards and Technical Reports developed
by ISO/IEC JTC 1/SC 31, WG 4 for the identification of items (item management) using radio frequency

identification (RFID) technology.

This part of ISO/IEC 18000 defines three 2,45 GHz protocols. Each of the specific physical/data link
configurations is defined in a separate sub-clause. The configuration descriptions include a physical

layer and a data link layer.

The International Organization for Standardization (ISO) and International Electrotechnical Commission

(IEC)Ldraw attention to the fact that it is claimed that compliance with this document caj}
use of patents concerning radio-frequency identification technology given in all parts-ofth

ISO apd IEC take no position concerning the evidence, validity, and scope of these patent ri

The holders of these patent rights have assured the ISO and IEC that they are willing to nego
under reasonable and non-discriminatory terms and conditions with applicants througho
In thiys respect, the statements of the holders of these patent rights are registered with
Information can be obtained from the following companies.

Patent Holder:
Legal Name iControl Inc

Contact for license application:

Namg & Department George Cavage

Address

Address Santa Clara, CA 94109, USA
Tel. +1 408 730 5364
Fax

E-majl gcavage@icontrol-inc.com

URL (optional) www.icontrol-inc.com

Patent Holder:
Legal Name _4dmpinj, Inc.

Contgct foricense application:

Namg¢ & Department Stacy Jones, Impinj, Inc.

3235 Kifer Road, suite 260

Contact details

Patent Holder:
LegalName Zebra Technologies Cor
Coentact for license application:

Name & Department James O’Hagan,
Patents & Technology

Address 475 Half Day Road, Suit
Address Lincolnshire, IL 60069,
Tel. +1 (847) 793-6798

Fax  +1(847)955-4514

E-mail johagan@zebra.com

URL (optional)

h involve the
e document.

ohts.

fiate licences
1t the world.
[SO and IEC.

boration

Director of

b 500
USA

Address
Address Seattle. WA 98103 USA
Tel. +1 206 834 1032
Fax 41206517 5262

E-mail stacy.jones@impinj.com

URL (optional) www.impinj.com
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Information technology — Radio frequency identification

for item management —

Part 4:

Parameters for air interface communications at 2,45 GHz

1 3

This

operd
appli
that ¢
is int
RFID
retun
oper3
powe
trang
spred
protd

cope

part of [SO/IEC 18000 defines the air interface for radio frequency identification (R
ting in the 2,45 GHz Industrial, Scientific, and Medical (ISM) band used’in item

an be used by ISO committees developing RFID application standards:This part of IS
ended to allow for compatibility and to encourage inter-operability of products for
market in the international marketplace. This part of ISO/IEG #8000 defines the

n link parameters for technical attributes including, but not limited to, operatin
ting channel accuracy, occupied channel bandwidth, maximum equivalent isotropic
r (EIRP), spurious emissions, modulation, duty cycle, datd coding, bit rate, bit rate

mission order, and, where appropriate, operating channels, frequency hop rate, h
ding sequence, and chip rate. This part of ISO/IEG 18000 further defines the com
col used in the air interface.

This part of ISO/IEC 18000 contains the followingthree modes:

ode 1 is an interrogator talks first with‘passive tag;

ode 2 is a tag talks first with battery-assisted passive tag;

ode 3 is a globally available, @Wbiquitous network supporting, among others, the
transportation industry; aghostic to any device, commercial or otherwise, reqy
availability.

The detailed technical differences between the modes are shown in the parameter tables.

lormative references

The following-documents, in whole or in part, are normatively referenced in this docun

FID) devices
management

cations. This part of ISO/IEC 18000 provides a common technical speeification for RFID devices

D/IEC 18000
the growing
forward and

g frequency,

hlly radiated
accuracy, bit
p sequence,
munications

ogistics and
iring global

hent and are
For undated

for interchange

lata elements

ISO/IEC 15963, Information technology — Radio frequency identification for item management — Unique

identification for RF tags

ISO/IEC/TR 18047-4, Information technology — Radio frequency identification device conformance test

methods — Part 4: Test methods for air interface communications at 2,45 GHz

ISO/IEC 19762 (all parts):—1), Information technology — Automatic identification and data capture (AIDC)

techniques — Harmonized vocabulary

1) To be published
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ISO/IEC/IEEE 8802-15-4:2010, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 15-4: Wireless
medium access control (MAC) and physical layer (PHY) specifications for low-rate wireless personal area
networks (WPANs)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts):—2) and
the following apply.

3.1
associated
has successfully negotiated a di-directional wireless link with a coordinator

Note 1 to entyly: Associated networks require communication be maintained and monitored for a|period of|time.

3.2

association
service used|to establish membership for a device communicating within the wireless network desdribed
in this Interpational Standard

3.3
block cipher
cryptographic function that operates on strings of fixed size

3.4
coordinatoy
full-functionj device (FFD) capable of relaying messages

Note 1 to entry: If a coordinator is the principal contreHer of a personal area network (PAN), it is call¢d the
PAN coordingtor.

3.5
data server
device data fermination point

3.6

device
any entity that meets the ISOAEC/IEEE 8802-15-4 medium access control (MAC), physical interface to
the wireless|medium, and thisjprotocol specification.

Note 1 to entrly: A device can:be a reduced-function device (RFD) or a full function device (FFD).

3.7

encryption
transformatjofi‘of a message into a new representation so that privileged information is required to
recover the origimatrepresentation

3.8

full-function device

FFD

device capable of operating as a coordinator

39
group key
key that is known only to a set of devices

2) To be published.
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3.10
hailing channel
ISO/IEC/IEEE 8802-15-4 radio channel used to broadcast the NDB

3.11

key

privileged information that can be used, for example, to protect information from disclosure to, and/or
undetectable modification by, parties that do not have access to this privileged information

3.12
link key

secret lzny thatisshared between pror‘icn]y two devices

3.13
mesHh networking
type pf network where an FFD serves as a relay for other devices

3.14
messdage integrity code
MIC
data [whereby an entity receiving a message corroborates evidenee about the true spurce of the
information in the message and, thereby, evidence that the message has not been modified|in transit

3.15
network channel
primary ISO/IEC/IEEE 8802-15-4 radio channel betweenid coordinator and remote devices

3.16
packpt
formatted, aggregated bits that are transmitted-together in time across the physical mediym

3.17
paylgad data
contgnts of a data message that is being‘transmitted

3.18
redufred-function device
RFD
devide that is not capable'of operating as a coordinator

3.19
server connected\coordinator
SCC
netwprk coordinator that terminates the wireless protocol described in this International Ytandard and
is corjnected to control servers

3.20
tag
any device type associated with the device and capable of joining the network

4 Symbols and abbreviated terms

ACK acknowledgement

CCITT Comité Consultatif International Téléphonique et Télégraphique
Cht Carrier high level tolerance

Clt Carrier low level tolerance

© ISO/IEC 2015 - All rights reserved 3
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CRC
CSMA
fbitrate
fc

FCF
FCS

FHSS

MAC
Mb
MIC
MIN
Mlt
Mut
NAK
NDB
NSM
QPSK
RTLS
Tbmf
Tbmr
Tcf
Ter
Tcs
TDMA
Tf
Tfhf
Tfhr
Tfhs
Tflb

Tr

cyclical redundancy check

carrier sense multiple access

base frequency of the bit rate of Manchester code without bit changes

frequency of operating field (carrier frequency)

frame control field

frame check sequence

Frequency Hopping Spread Spectrum

Mpdulation

Mpdulation overshoot
medium access control
Mpdulation undershoot

bssage integrity code

m
M

Mpdulation lower tolerance
Mpdulation upper tolerance
nd-acknowledgement
Ne¢twork Discovery Beacon
N¢twork Status Message
qyad-phased shift keying
repl time locating system
Manchester fall time

Manchester rise tinte

carrier fall time
carrier risetime

carriet,steady time

hnufacturing Identification Number

time division multiple access
fall time

carrier FHSS fall time
carrier FHSS rise time
carrier FHSS steady time
forward link bit time

rise time

© ISO/IEC 2015 - All rights reserved
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Trlb

TTL

ISO/IEC 18000

return link bit time

tag talk last

5 General items on 2,45 GHz RFID protocols that support this part of
ISO/IEC 18000

5.1

Protocols

-4:2015(E)

Clause 5 describes the general items of the ISO/IEC 18000-4, 2,45 GHz RFID command/data level

comrhunication protocols. These protocols facilitate communication between compli
complliant interrogator. The timing parameters and signal characteristics for the protgeol
physical link specifications in each mode. Details of the Modes of various protocels are described

in thg
in Cl4g

uses 6, 7 and 8.

5.2
This

Scienftific and Medical (ISM) frequency band.

5.2.1

This
for w
appli

5.2.1

The 1
(intet
the R
The t
tag II
inter
the i
trang
The i
some

5.2.1
RFID

Frequency

part of ISO/IEC 18000 is intended to address RFID devices operafing in the 2 450 MH

Interface definitions

ireless, non-contact information system equipment for Iltem Management applicat
cations operate at ranges greater than one meter

1 RFID system definition

adio-frequency identification (RFID)}\system shall include a host system and RFII
rogator and tags). The host systeni‘runs an application program, which controls int
FID. The RFID equipment shall be tomposed of two principal components: tags and i
ag is intended for attachment to“an item, which a user wishes to manage. It is capable
number and other data regarding the tag or item and of communicating this inforn
rogator. The interrogatar is'a device, which communicates to tags in its field of view.
hterrogator can use its transmitted RF carrier to power the tag. Systems, which
mitted interrogator-carrier for powering the tag, are typically referred to as passive
hterrogator controls the protocol, reads information from the tag, directs the tag to
cases, and ensures message delivery and validity.

2 Minimum features

systems defined by this part of ISO/IEC 18000 provide the following minimum featuf

hnt tag and
5 are defined

z Industrial,

part of ISO/IEC 18000 supports standard parameters and standard air interface implementations

ons. Typical

D equipment
erfaces with
iterrogators.
e of storing a
nation to the
Additionally,

rely on the
tag systems.
store data in

es:

e

— T

dentity tag in range,

ead data,

— write data or handle read only systems gracefully,

— S

election by group or address,

— graceful handling of multiple tags in the field of view,

— error detection.
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5.2.1.3 Conformance

To claim conformance with this part of ISO/IEC 18000, an RFID system shall comply with one of the
physical/data link implementations described in Clause 6, 7 and 8.

The rules for RFID device conformity evaluation are given in ISO/IEC 18047-4.

5.3 Tag identification number

A tag identification number shall be included in commands directed to a specific tag unless the protocol
provides other means hke TTF (Tag Talks Flrst) protocols ThlS part of ISO/IEC 18000 mandates that
each tag shapHme : i : 1, in

Annex C for

A separate U
consist of the
be accessed

name resolut

5.4 Poten

Standardsdg
modes. “Sign
widespread

another Star
expected opé

Marginal me
or that could

mode 2 and in sub clause 8.5.1 1 for mode 3

ser Tag Identification is not mandatory, but is an option. When a UserTagID is.used, it
number of bytes required by the user application. This number and other application datz
s user data fields on the tag. These fields can be accessed via the API using-the driver’
ion mechanism. The UserTagID is a user-defined tag identifier and is not1lecessarily unig

tial interference

velopershaveadutytoensurethatno “significantinterference’existsbetween Standar,
ificant Interference” exists if a system of one Standardized-mode (working within the
regulated power emissions) is likely to impede the suecessful operation of a syst
dardized mode (working within the most widespread regulated power emissions), in
rating situations.

asurable interference that does not impede operation in likely expected operating situq
be avoided by simple and inexpensive design improvement, shall not be considered

shall
shall
; field
ue.

dized
most
bm of
likely

tions,
rause

to reject a mpde.

Therefo

e, TTF modes are clearly identified@s such in this part of ISO/IEC 18000.

Therefo
neighbo
same ba
Installet
other us

e, installers of RFID systems.,ate advised that they should make best efforts to be a
ir in installing any systems,fbearing in mind that there may be other systems sharir
ndwidth and are advised:te' take precautions to minimise interference to other sys
s are equally advised te/be prepared to handle interference within the bandwidth
ers up to transmission powers permitted by local regulations.

good
g the
tems.
from

6 MODE(1: Passive backscatter RFID system

6.1 MODE 1: General

The FHSS bg
that runs the
more tags within the interrogation zone.

cKscatter option or the narrow band operation RFID system shall include an interro

p”QQ ]"\'Jnlrcnaffav npflnh 1 RFI“ nrnfnnn] or ln baka bl Ta\ 7.V] l'\')r:r] r\pnvoflr\n as U\rn" aSs

gator
ne or

When placed in the RF field of an interrogator, the tag shall begin to power up. If the field is adequate,
the tag shall execute a power-on reset and shall be ready to receive commands. Each command shall
begin with a preamble and start delimiters that, taken together, enable the tag to perform clock and data
recovery on the incoming signal. Data to and from the tagis checked for errors using a Cyclic Redundancy
Code (CRC). Therefore, CRC fields are present in all interrogator interrogations and in all tag responses.
Additional data protection is provided by Manchester encoding on the forward (interrogator to tag link)
and FMO encoding on the return (tag to interrogator) link.

By using the FHSS backscatter option 1 RFID command set or in narrow band operation, the interrogator
can execute a number of functions on tags in its field. For example, the interrogator can send a command
sequence, which allows it to identify multiple tags simultaneously in its RF field. Alternately, it can select

© ISO/IEC 2015 - All rights reserved
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a subset of the tags in the field based on tag memory contents. It can also read data stored on a tag in its
field, as well as write or lock data to such a tag.

The description of the RFID tag command set in the following clause shall provide detail regarding the
command field and return data/acknowledgement fields, if any. In addition, it shall cover additional
high-level elements of the FHSS backscatter option RFID protocol, including how the multiple item
identification algorithm works and byte ordering requirements. The more general aspects of the
protocol (preambles, CRC-16, etc.) are covered in detail in 6.2.7.

This portion of the International Standard describes a passive backscatter RFID system that supports
the following system capabilities:

Systeim protocol

Data jntegrity protection

In this RFID system, interrogators both powerand communicate with the tags that are withii
Tags receive data as on-off key amplitudemodulation of the power/data signal from the

During the time that the tag communicatésback to the interrogator, the interrogator broadc
radio|frequency power level, and the tag modulates the impedance of its radio frequency |
to th¢ tag antenna terminals. The interrogator then receives the data back from the tag as 3
refle¢tion of its transmitted power.

6.2

6.2.1] Interrogator power-up waveform

The ipterrogaterpower-up waveform shall comply with the mask specified in Figure 1 and

Iflentify and communicate with multiple tags in the field

Select a subgroup of tags to identify or communicate with based on information that
stored in the tag

Head from and write or rewrite data many times to individual tags

User controlled permanent lock memory

Nanchester bit-wise encoding and CRC-16 packet-level protection is applied to the
(Interrogator-to-tag) data.

HMO bit-wise encoding and CRC-16 packet-level protection is applied to the return
hterrogator) data.

—n

Physical layer and data coding

the user has

forward link

link (tag-to-

ntheir range.
nterrogator.
asts a steady
pbad attached
variation in

Table 1.
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Figure 1 — Interrogator power-up waveform

Table 1 — Interrogator power-up waveform parametervalues

6.2.2

Inte

Parameter Min Max
Tcs 400 s
Ter 0 ps 30'us
Cht 3%
Clt 1%

Once the cay
duration Tcf

Frogator power-down

L L 100%
Cht
v
> 0%
Clt

rier level has dropped below the tipple limit Cht, power down shall be monotonic gnd of
as specified in Figure 2 and Table 2.

<« Tcf

Figure 2 — Interrogator power-down waveform

Table 2 — Interrogator power-down timings

Parameter Min Max
Tcf 1 us 500 us
Cht 3%
Clt 1%

© ISO/IEC 2015 - All rights reserved
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6.2.3

Frequency hopping carrier rise and fall times

ISO/IEC 18000-4:2015(E)

When the interrogator operates in the frequency hopping spread spectrum mode (FHSS), the carrier
rise and fall times shall conform to the characteristics specified in Figure 3 and Table 3.

100%
90%

NOTE

6.2.4

6.2.4

The d
The d

10

<4<

Tfhr |

Tfh

S

<P

Tfhf

Figure 3 — FHSS carrier rise and fall'*¢characteristics

Table 3 — FHSS carrier rise'dand fall parameters

Parameter Min Max
Tfhr 15 us
Tfhs 400 us
Tfhf 15 us

The numbers in Table 3 are an example for current FCC regulations only.

Forward link

1 Carrier modulation

ata transmission from the interrogator to the tag is achieved by modulation of the ¢

ata codingds performed by generating pulses that create a Manchester coding.

0%

hrrier (ASK).
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i/ z/zzzzzz2224744zzz7224444dddddzizzzdz/zizz

Ma

("'_"'1 Mb
v iz A4 |
A T2

Gz

v 0000000 D
~/ \- e O Mb
Ma
| A v /4 724744, 7424 8
Tf Tr | Tf | LT
Figure 4 — Example of 40 kbit/s signal
Table 4 — Parameter for 99 % )Modulation
Parameter Minimum Nominal Maximum
M = (A-B)/(A + B) 90 99 100
Ma 0 0,03 (A-B)
Mb 0 0,03 (A-B)
Tr Ous 1,8 us 0,1 / fbitrate
Tf 0 ps 1,8 s 0,1 / foitrate

6.2.4.2 Bif coding of forwarddink fields
Data is Mandhester encodedas-per Figure 5.

field not modulated

field modulated

Logic O = Manchester O ... 01

field not modulated

field modulated

Logic 1 = Manchester 1 ... 10

Figure 5 — Forward link bit coding
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6.2.5 FMO return link

6.2.5.1 General

The tag transmits information to the interrogator by modulating the incident energy and
back to the interrogator (backscatter).

6.2.5.2 Modulation

reflecting it

The tag switches its reflectivity between two states. The “space” state is the normal condition in which

the tag is powered by the interrogator and able to receive and decode the forward link.

The “mark”

state[ is the alternative condition created by changing the antenna configuration or termination.

6.2.5|3 Datarate

The teturn link data rate is derived from the forward link data rate and isitypically 4D kbit/s. For

details see Table 5.

6.2.5|4 Data coding
Data |s coded using the FMO technique, also known as Bi-Phase Spagce.

One dymbol period Trlb is allocated to each bit to be sent. In EM0 encoding, data transition
bit bqundaries. In addition, data transitions occur at the mid-bit of logic 0 being sent.

Table 5 — Return link parameters

Data rate Trlb Tolerance
30 - 40 kbit/s 25(s - 33 ps +15%

Coding of data is MSB first. Figure 6 illustrates the coding for the 8 bits of ‘B1’.

FMO Data Coding
MSB first encoding of Byte 10110001 = 'B1’

s occur at all

10 1 1. 0 o0 0 1

l L | . L
Alternative
depending on
prior conditions J | | | | | | | | | | | |’

| | | | | t
<+“—>
Trib
Figure 6 — Tag to interrogator data coding
© ISO/IEC 2015 - All rights reserved 11
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6.2.5.5 Message format

A Return Link Message consists of n data bits preceded by the Preamble and followed by the tag data.
The data bits are sent MSB first.

The Preamble enables the interrogator to lock to the tag data clock and begin decoding of the message.
It consists of 16 bits as shown in Table 6. There are multiple code violations (sequence not conforming to
FMO rules) that act as a frame marker for the transition from Preamble to Data.

6.2.5.6 Return preamble

raamblaic o caniianocn Afbh ool coqtt sy Al conoifind 1 Tolblo £
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

The return p

Table 6 — Return preamble

00000101010101010101000110110001

Data ‘0’ isre
by the tag’s
energy to be

The tag shal

presented by the tag’s modulator being in the high impedance state, Data ‘1’ is repres
modulator switching to the low impedance state, thereby causing a"ehiange in the ing
back-scattered.

execute backscatter, a half-bit 1 and half-bit 0 sent by the tagdefined as follows in Fig

bnted
ident

=

fow impedance

high impedance

NOTE 1 3 low impedance (backscatter],0 = high impedance (no backscatter).

Figure 7 — Return link preamble

6.2.6 Cycljic redundancy check (CRC)

hcket.
value
ion.

When sendif
On receiving
is valid. If it

gacomimand to the tag, the interrogator shall attach an inverted CRC to the message p
a command from the interrogator, the tag shall verify that the checksum or the CRC
sinvalid, it shall discard the frame, shall not respond and shall not take any other act]

The 16 bits CRC applies for both communication directions: From interrogator to tag and from tag to
interrogator.

The polynomial used to calculate the CRC is X16 + X12 + X5 + 1. The 16-bit register shall be preloaded
with ‘FFFF’. The resulting CRC value shall be inverted, attached to the end of the packet and transmitted.

The most significant byte shall be transmitted first. The most significant bit of each byte shall be
transmitted first.

At the tag, the incoming CRC bits are inverted and then clocked into the register. After the LSB bit is
clocked into the tag, the 16 bit CRC register should contain all zeros.

The 16 bit CRC shall be calculated on all data bits up to, but not including, the first CRC bit.

12 © ISO/IEC 2015 - All rights reserved
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On receiving of a response from the tag, it is recommended that the interrogator verifies that the CRC
valueisvalid. Ifitis invalid, appropriate remedial action is the responsibility of the interrogator designer.

6.2.7

Data
tag c
being
specification is defined in 6.2.4. In the case of Manchester coding a MancheSter 1isa 1 to
whilg

For thg-to-interrogator communication (return link), data is sent using backscatter tech
requires that the interrogator provide steady power to the tag during the return linl
inter
end gnd thus changing the overall radio frequency reflectivityof the tag as seen by the
During this time, the interrogator shall not modulate the (carrier. During the WAIT field
writg
mody
data

It is hased on the concept of “interrogator talksfirst”.

This
decodled an instruction sent by the intertogator.

The |
from

The donditions under which the tag sends a response are defined in 6.3.6.
Each
Each

Table 7 — CRC 16 bits and bytes transmission rules

MSByte

MSB  LSB
CRC 16 (8 bits)
T first transmitted bit of the inverted CRC

LSByte
MSB  LSB
CRC 16 (8 bits)

Protocol concept

is encoded and presented in slightly different ways in the constituent fields. For/inte
bmmunication (forward link), data is sent using an on-off key format. The tadio fre
on corresponds to 1, while the radio frequency field being off corresponds to 0. Thg

a Manchester 0 is a 0 to 1 transition.

rogator powers the tag, the tag shall change alternately the-effective impedance of

data into their memory), the interrogator shall alseprovide steady power to the tag,
late the carrier. The transmission protocol defiies'the mechanism to exchange inst
between the interrogator and the tag, in both directions.

means that any tag shall not start trahsmitting (modulating) unless it has received

rotocol is based on an exchange of a command from the interrogator to the tag an
the tag(s) to the interrogatet:

command and each'tesponse are contained in a frame. The frame is specified in 6.2.7
command consists of the following fields:
Hreamble

Delimiter

rrogator-to-
quency field

on-off ratio
0 transition,

niques. This
K. While the
the tag front
nterrogator.

(when tags
hnd shall not
ructions and

and properly

l a response

(lommand-code

Parameter fields, depending on the command
Application data fields, depending on the command

CRC

Each response consists of the following fields:

Return Preamble
Application data fields
CRC

© ISO/IEC 2015 - All rights reserved
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The protocol is bit-oriented. The number of bits transmitted in a frame is a multiple of eight (8), i.e. an
integer number of bytes. However, the frame itself is not based on an integer number of bytes.

In all byte fields, the MSB shall be transmitted first, proceeding to the LSB. In all word (8-byte) data
fields, the MSB shall be transmitted first.

The MSB shall be the byte at the specified address. The LSB shall be the byte at the specified address
plus 7 (i.e., bytes are transmitted in incrementing address order).

The byte significance is relevant to data transmission and to the GROUP_SELECT and GROUP_UNSELECT
greater than and less than comparisons.

The MSB of tH
Word (8-byt
RFU bits and

6.2.8 Com

e byte maskshall correspond to the mostsignificantdata byte, the byte atthe specified ad
k) addresses are notrequired to be on an 8-word boundary and may be on any byté.boun

bytes shall be set to zero (0).

mand format

6.2.8.1 General

The commar
Preamb

Delimitg

Parametf

CRC

d consist of the following fields:
e

r

Command

er and data files

Table 8 — General command format

ress.

dary.

Preamble Detect Preamble Delimiter |Command |Parameter |Data |CRC |
6.2.8.2 Preamble detect field
The preamble detect field donsist of a steady carrier (no modulation) during a time of at least 4()0 ps.

This corresp

6.2.8.3 Pr

The preamb

onds to 16 hits for a communication rate of 40 kbit/s.

pamble

eisg’equivalent to 9 bits of Manchester 0.

010101010101010101

6.2.8.4 Delimiter

6.2.8.4.1 Start delimiter 1

In NRZ format; includes Manchester errors; spaces ignored

11 00 11 10 10 Delimiter 1

6.2.8.5 CRC

See clauses 6.2.6 and Annex B.

14
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6.2.9

ISO/IEC 18000

Response format

6.2.9.1 General

Ther

esponse consists of the following fields:

—  Quiet

— Return Preamble

— Data fields

-4:2015(E)

—

Thet
be st¢
(back

6.2.9

The t
comi

6.2.9

Seec

RC

Table 9 — General response format

|Quiet |Return Preamble |Data |CRC |

hg shall use a backscatter technique to communicate data to the interxogator. The inter
padily powering the tag as well as listening to the tag response throughout the tag-to-
scatter) communication. This applies to all fields in the returndink.

2 QUIET

hg shall not backscatter for 16 * Ty - 0,75 * Tp. The durkdtion of the quiet time is deter
hunication speed of the forward and return link.

3 CRC

auses 6.2.6 and Annex B.

6.2.1

During the WAIT field, the interrogater provides steady power to the tag for duration of af

No of

When a tag receives a write command, it shall execute a write operation. (The details of tH

unde
field

Durifg the WAIT field, when the tag is writing data into the EEPROM, the interrogator n

pows

0 WAIT

-off key data may be sent duting the write operation.

- which a write willteccur are described in 6.3.6.2.5.4.) If a write operation is execu
n the overall field sequence shall always be WAIT.

r the tag. On>off key data shall not be sent during this time.

Detalls aresshown in Figure 8 and in Figure 9.

rogator shall
interrogator

mined by the

least 15 ms.

e conditions
red, the final

hust steadily

© ISO/IEC 2015 - All rights reserved
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FIELD PREAMBLE_DETECT preamsLe |sToeL| CMD | ADDR BM WORD_DATA CRC-16
READER OUTPUT WAVEFORM
TAG MODULATION
REMARKS 400 ys minimum nine 01's Manchester Manchester Manchester

1100 1110 10

FIELD QUIET RET PREAMBLE RETURN DATA/ACK/ERR CRC-16
READER OUTPUT WAVEFORM

TAG MODULATION

REMARKS FVIO LAY T
field on for write

00000101 01010101 01010001 10110001

Figure 8 — Sample Command/Response Packets for (GROUP_SELECT)
(40 kbit/s on forward and return link)

FIELD PREAMBLE_DETECT PREAMBLE STDEL CMD ID ADDR | DAT | |, é&:-m

\\W.

—~\ N

READER OUTPUT WAVEFORM

TAG MODULATION

REMARKS 400 pys minimum nine 01's Manchester Manchester
1100111010
WAIT Y
FIELD QUIET RET PREAMBLE RETURN ACK/{ERR CRC-16

READER OUTPUT WAVEFORM

TAG MODULATION ;\w\f/v’

REMARKS field on to power tag during write

Figure 9 — Sample Command/Response Packets for WRITE
(40 kbit/s on forward and return link)

6.2.11 Communication sequences at packet level

Figure 10 ahd Figure 11 show several examples of communication sequences at the packet [level.
Figure 10 dgpicts a packet.sequence that includes a write command. The sequence includes a w{it for
write time, which provides the necessary time for the chip to complete its write operation. In addition,
following the wait for write time, the interrogator issues a tag resync signal. This signal is composed
of 10 consecutive-01*signals. The purpose of the tag resync signal is to initialise the tag data recpvery
circuitry. It |s fequired after a write because the interrogator may output spurious edges durirlg the
wait for write time. Without the tag resync, tags may miscalibrate as a result of the spurious signals that
may be generated.

Figure 11 depicts a packet sequence in which a frequency hop between commandsis included. The tag resync
signal is again required after the hop because spurious signals may be generated during the hop time.

In order to ensure that tags do not get confused, frequency hops between command and response
should be avoided.

16 © ISO/IEC 2015 - All rights reserved
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Action COMMAND | RESPONSE | WAITFORWRITE | TAGRESYNC | COMMAND | RESPONSE
Component execution | Interrogator Tag Interrogator Interrogator Interrogator Tag
action
Notes -—- - 15 ms minimum ten 01‘s - -
Figure 10 — Command sequence (including a write) with no hopping
Actiof COMMAND RESPONSE HOP TAG RESYNC CONMMAND RESPONSE
Comjponent execution Interrogator Tag Interrogator Interfogator Interrogator Tag
actio
Note: - - < 264s ten 01's -—- -
Figure 11 — Command sequence witlva hop between response and next command

6.3 |Protocol and collision arbitration

6.3.1] Definition of data elements, bit and byte ordering

6.3.1{1 Unique ID

See Alnnex A, Clause A(2.

6.3.112 CRC

See clause 6.2:6 and Annex B.

6.3.113\.VFLAGS

The tag shall support a field of 8 flags. This field is called flags.

Table 10 — FLAGS

Bit Name

FLAG1 (LSB) DE_SB (Data_Exchange Status Bit)
FLAG2 WRITE_OK

FLAG3 BATTERY_POWERED

FLAG4 BATTERY_OK

FLAG5 0 (RFU)

© ISO/IEC 2015 - All rights reserved
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Table 10 (continued)

Bit Name

FLAG6 0 (RFU)
FLAG7 0 (RFU)
FLAGS8 (MSB) 0 (RFU)

6.3.1.3.1 Data Exchange Status Bit (DE_SB)

The tag shall set this bit when the tag goes into the DATA_EXCHANGE state and keep it set unless it
moves into tfie POWER-OFF state.

When the DE_SB is set and the tag comes into the POWER-OFF state, then the tag shall trigger-a
that will reset the DE_SB bit after tpg_sg.

tpe_sp shall e at least 2 seconds in the temperature range

tpe_sp shall

When the ta

6.3.1.3.2

The WRITE |
The WRITE |

6.3.1.3.3

The BATTER

passive tags

6.3.1.3.4

The BATTEJ
cleared for p

6.3.2 Tag

The function

Up to 256 bl

This leads td

NOTE

30 °Cto 60 °C.
e at least 4 seconds in the temperature range 0 °C to 50 °C.

b receives the INITIALIZE command, then it shall reset the DE_§B‘immediately.

WRITE_OK

OK bit shall be set after a successful write access to thé memory. (E.g. WRITE, LOCK)

OK bit is cleared after execution of the commandsfellowing the write command.

BATTERY_POWERED

BATTERY_OK

'Y_OK bit shall be set when-the battery has enough power to support the tag. It sh
assive tags.

memory organisation
al memory shall be organised in blocks of one byte.
bcks of dne byte can be addressed.

amaximum memory capacity of up to 2 kbit.

Y_POWERED bit shall be set when thé.tag should have a battery. It shall be cleare

timer

d for

h1l be

Th

1S structure allows Tuture extensions oI the maximum memory capacity.

6.3.3 Block security status

Each byte shall have a corresponding lock bit. The lock bits may be locked by use of the LOCK command.
The status of the lock bit may be read by the QUERY_LOCK command. The tag shall not be allowed to
reset any lock bit after leaving the final production site. In most cases this is the production site that
defines the unique ID.

18
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6.3.4 Overall protocol description

6.3.4.1 Tag states

The tag has four major states:

POWER-OFF

ISO/IEC 18000-4:2015(E)

D raN
L [ UWCT UII

ASeIect
Unselect r

J Read

Initialize [ B

Data*Read

DATA
EXCHANGE

< Read

Collision Arbitration

A4

POWIER-OFF The tag.is in the POWER-OFF state when the interrogator cannot actjvate it. (For
battery-assisted tags, it means that the level of RF excitation is insufficient to
turn on the tag circuits.)

READY The tag is in the READY state when the interrogator first powers it up.

ID The tag is in the ID state when it is trying to identify itself to the intefrogator.

DATA_EXCHANGE The tagis in the DATA_EXCHANGE state, when it is known to the int¢rrogator
and was selected.

NOTE This diagram does not show that the tag goes into POWER-OFF from all states in the case that the

interrogator field is permanently turned-off.

Figure 12 — State diagram

© ISO/IEC 2015 - All rights reserved
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The state diagram only shows an overview of the possible transition. Details are specified in Table 12.

Power-On
Select

Unselect

State change when interrogator field is turned on.
State change due to selection of tag by GROUP_SELECT or READ commands

State change due to deselection of tag by GROUP_UNSELECT commands or INI-
TIALIZE command

Collision Arbitra- No state change during collision arbitration until single tag is identified.

tion

Data_Read
Read

Initialize

The transitign between these states is specified in Table 12.

6.3.4.2 D¢

Commands

response in the other states.

State change due to first read access in collision arbitration process
State change due to read access independent of collision arbitration process.

State change due to deselection of tag by INITIALIZE command

tailed command processing

hall be active in states marked with “X” and neither causes' a state change, nor cause a

Table 11 — Detailed command processing

States
READY- ID DATA EXCHANGE

COMMAND

GROUP_SELECT_EQ X

GROUP_SELECT_NE

GROUP_SELECT_GT

GROUP_SELECT_LT

GR

UP_SELECT_EQ_FLAGS

GR

P> <<

UP_SELECT_NE_FLAGS

ROUP_UNSELECT_EQ

ROUP_UNSELECT_NE

ROUP_UNSEEECT_GT

q
d
q
(

ROUP_UNSELECT_LT

GROL

JP_UNSELECT_EQ_FLAGS

GROL

JP.UNSELECT_NE_FLAGS

MULTIPLE_UNSELECT

FAIL

SUCCESS

RESEND

INITIALIZE X

READ X

DATA_READ

READ_VERIFY X

READ_VERIFY4BYTE X

e e R e e R e R e R e R e R R e R e e R R R e R e R R R e R e R e R e R R R R R

PP R R <

WRITE X

20
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Table 11 (continued)
COMMAND States
READY ID DATA EXCHANGE
WRITE4BYTE X X X
WRITE4BYTE_MULTIPLE X X
WRITE_MULTIPLE X X
LOCK X
QUERY_LOCK X X X
Q¥
Table 12 — State Transition Table Vq/
o
(urrent State Command Condition r\Q\) N¢w state
POWR-OFF ANY COMMAND O~ |PowER OFF
POWER-OFF “Power up” , C) ) READY
READDY GROUP_SELECT_EQ * N\ READY
REAIY GROUP_SELECT_NE - & READY
REAIY GROUP_SELECT_GT < SO READY
REAIDY GROUP_SELECT_EQ_FLAGS |fag not set READY
REAIDY GROUP_SELECT_NE_FLAGS _ <)|Flag set READY
REAIY GROUP_SELECT_LT RSE READY
REAIY GROUP_SELECT EQ @  |= ID
READDY GROUP_SELECT NE .\~ * D
READY GROUP_SELECT_GF< > ID
REAIY GROUP_SELECTLT < ID
REAIDY GROUP_SELEET_EQ_FLAGS flag set ID
REAIY GROURSELECT_NE_FLAGS flag not set ID
READDY INIFIALIZE READY
REAIY _|READ ID no match READY
REAIY . {READ ID match DATA_HXCHANGE
REAIIiY &~ |READ_VERIFY ID no match or not WRITE_ |READY
X OK
READY , () READ_VERIFY ID match and WRITE_OK  |DATA_HXCHANGE
READY- READ_VERIFY4BYTE ID no match or not WRITE__|READY
OK
READY READ_VERIFY4BYTE ID match and WRITE_.OK | DATA_EXCHANGE
READY WRITE ID no match READY
READY WRITE ID match DATA_EXCHANGE
READY WRITE4BYTE ID no match READY
READY WRITE4BYTE ID match DATA_EXCHANGE
READY QUERY_LOCK ID no match READY
READY QUERY_LOCK ID match DATA_EXCHANGE
ID GROUP_UNSELECT_EQ + ID
ID GROUP_UNSELECT_NE = ID

© ISO/IEC 2015 - All rights reserved
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Table 12 (continued)

Current State Command Condition New state
ID GROUP_UNSELECT_GT < ID
ID GROUP_UNSELECT_LT > ID
ID GROUP_UNSELECT EQ_FLAGS |flag not set ID
ID GROUP_UNSELECT_NE_FLAGS  |flag set ID
ID GROUP_UNSELECT_EQ = READY
ID GROUP_UNSELECT_NE + READY
ID GROUP_UNSELECT_GT > READY
) GROUP_UNSELECT_LT < READY
ID GROUP_UNSELECT_EQ_FLAGS |flag set READY. .
ID GROUP_UNSELECT_NE_FLAGS flag not set &E@?
ID MULTIPLE_UNSELECT # or notWRITE_OK oD’
D MULTIPLE_UNSELECT =and WRITE.OK - “|READY
ID GROUP_SELECT_EQ R
) GROUP_SELECT_NE O )
ID GROUP_SELECT GT 7 ID
ID GROUP_SELECT_LT O D
ID GROUP_SELECT_EQ_FLAGS O D
ID GROUP_SELECT_NE_FLAGS N ID
ID FAIL AN D
) SUCCESS N )
D RESEND oY )
ID INITIALIZE R READY
ID READ & ID no match D
ID READ Y ID match DATA_EXCHANGE
ID DATA_READ -~ ID no match ID
ID DATA_READ' ID match DATA_EXCHANGE
ID REA]fy\E/RIFY ID no match or not WRITE_ |ID
RS OK
ID READ_VERIFY ID match and WRITE_OK | DATA_EXCHANGE
ID C)%\ 'READ_VERIFY4BYTE ID no match or not WRITE_ |ID
N OK
ID I READ VERIFY4BYTE 1D-mateh-and- WRITE-OK—DATA EXCHANGE
ID WRITE ID no match ID
ID WRITE ID match DATA_EXCHANGE
ID WRITE4BYTE ID no match ID
ID WRITE4BYTE ID match DATA_EXCHANGE
ID WRITE_MULTIPLE ID
ID WRITE4BYTE_MULTIPLE ID
ID QUERY_LOCK ID no match ID
ID QUERY_LOCK ID match DATA_EXCHANGE
DATA_EXCHANGE  |INITIALIZE READY

22 © ISO/IEC 2015 - All rights reserved
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Table 12 (continued)

Current State Command Condition New state
DATA_EXCHANGE READ DATA_EXCHANGE
DATA_EXCHANGE DATA_READ DATA_EXCHANGE

DATA_EXCHANGE

READ_VERIFY

DATA_EXCHANGE

DATA_EXCHANGE

READ_VERIFY4B YTE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE4BYTE

DATA_EXCHANGE

DATA_EXCHANGE

WRITE4BYTE_MULTIPLE

DATA_HXCHANGE

DATA_EXCHANGE

WRITE_MULTIPLE

DATA_HXCHANGE

DATA_EXCHANGE

LOCK

DATA_HXCHANGE

DATA_EXCHANGE

QUERY_LOCK

DATA_HXCHANGE

6.3.5| Collision arbitration

The ipterrogator may use the GROUP_SELECT and GROUP_UNSELECT\Cemmands to define 3

11 or a subset

of tags in the field to participate in the collision arbitration. It themmay use the identification commands

to run the collision arbitration algorithm.

For the collision arbitration the tag shall support two pieces.of hardware on the tag:
— An 8-bit counter COUNT

— Arandom 1 or 0 generator.

In th¢ beginning, a group of tags are moved to'the ID state by GROUP_SELECT commands
their|internal counters to 0. Subsets of the group may be unselected by GROUP_UNSELEC
backfothe READY state. Other groups canibe selected before the identification process begin
resulfs show no advantage in identifying one large group or a few smaller groups.

After|above described selection, the following loop should be performed:

a) Alltagsin the ID state with'the counter COUNT at 0 shall transmit their ID. This set initj
dll the selected tags.

b)

]

F more than ometag transmitted, the interrogator receives an erroneous respons
ommand shall.be sent.

Q

1l tags geceiving a FAIL command with COUNT not equal to 0 shall to increment CO
hey move further away from being able to transmit.

c)

(sl >

and shall set
[ commands
s.Simulation
ally includes
e. The FAIL

JNT. That is,

mber. Those

All tagsteceiving FAIL a count of 0 (those that just transmitted) shall generate a random ny
that 1o [ ncrement COUNT and snall not transmit. 1 N0Se that roil a Zero sna C

zero and shall send their UID again.

One of four possibilities now occurs:

d) Ifmore than one tag transmits, the FAIL step 2 repeats. (Possibility 1)

ep COUNT at

e) Ifalltagsrollal, none transmits. The interrogator receives nothing. It sends the SUCCESS command.
All the counters decrement, and the tags with a count of 0 transmit. Typically, this returns to step 2.

(Possibility 2)
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f) If only one tag transmits and the ID is received correctly, the interrogator shall send the DATA_
READ command with the ID. If the DATA_READ command is received correctly, that tag shall move
to the DATA_EXCHANGE state and shall transmit its data.

The interrogator shall send SUCCESS. All tags in the ID state shall decrement COUNT.

g) If only one tag has a count of 1 and transmits, step 5 or 6 repeats. If more than one tag transmits,
step 2 repeats. (Possibility 3)

h) Ifonlyonetagtransmitsand the ID isreceived with an error, the interrogator shall send the RESEND
command. If the ID is received correctly, step 5 repeats. If the ID is received again some variable
number of times (this number can be set based on the level of error handling desired for the system),
it is assymed that more than one tag is transmitting, and step 2 repeats. (Possibility 4)

6.3.6 Commands

Commands dre divided into four functional groups:
— Selectioh commands

— Identifidation commands

— Data trajnsfer commands

— Multipld commands

Further, conjmands have one of the following types:
— Mandat¢ry

— Optiona
— Custom

— Proprietary

6.3.6.1 Command types

All tags with the same IC manufacturer code and same IC version number shall behave the same.

6.3.6.1.1 NMandatory
The command codes raige from ‘00’ to ‘04’, ‘0C’, “15’,and ‘1E’, ‘1F’ and 20’ to ‘3F".

A Mandatory command shall be supported by all tags that claim to be compliant. Interrogators yhich
claim compljancé shall support all mandatory commands.

6.3.6.1.2 ptional
The command codes range from ‘OB’, ‘OD’ to ‘OF’, ‘11’ to ‘13’,’17 to “1C’, “1D’ and from ‘40’ to ‘OF".

Optional commands are commands that are specified within the International Standard. Interrogators
shall be technically capable of performing all optional commands that are specified in the International
Standard (although need not be set up to do so). Tags may or may not support optional commands. If an
optional command is used, it shall be implemented in the manner specified in the International Standard.

If the tag does not support an optional command, it shall remain silent.
NOTE The command whose code ranges from ‘17’ to “1C’ are optional and not essential to operate the tag.

However, their support by the tag is recommended for appropriate performance. To reflect this, they are reported
as “recommended” in Table 13.
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6.3.6.1.3 Custom

The command codes range from ‘A0’ to ‘DF".

Custom commands may be enabled by an International Standard, but they shall not be specified in that
International Standard. A custom command shall not solely duplicate the functionality of any mandatory
or optional command defined in the International Standard by a different method.

The only fields that can be customised are the parameters and the data fields.

Any custom command contains as its first parameter the IC manufacturer code. This allows IC
manufacturers to implement custom commands without risking duplication of command codes and

thus

If the|

6.3.6
The d

Prop
shall

the fiinctionality of any mandatory or optional command defined in the International St
diffeq

Thes

of sy}

misinterpretation.

tag does not support a custom command it shall remain silent.

1.4 Proprietary
ommand codes are ‘10’,’14’, ‘16’ and the range from ‘E0Q’ to ‘FF".

rietary Commands Proprietary commands may be enabled by an‘International Stand
not be specified in that International Standard. A proprietary.command shall not sol

ent method.

e commands are used by IC and tag manufacturers for various purposes such as tests, p
tem information, etc.. The IC manufacturer may.atjits option document them or not.

that fhese commands are disabled after IC and/or tagtnanufacturing.

6.3.6

2 Command codes and format

Table 13 = Command codes and format

hrd, but they
ely duplicate
andard by a

ffogramming
It is allowed

Corcnolggnd Type Command name Parameters

‘00’ Mandatory GROUP_SELECT_EQ ADDRESS |BYTE_MASK WORID_DATA

‘01 Mandatory GROUP_SELECT_NE ADDRESS |BYTE_MASK WORI_DATA

‘02’ Mandatopy- GROUP_SELECT_GT ADDRESS |BYTE_MASK WORID_DATA

‘03’ Mandatory GROUP_SELECT_LT ADDRESS |BYTE_MASK WORID_DATA

‘04’ Mandatory GROUP_UNSELECT_EQ ADDRESS |BYTE_MASK WORID_DATA

‘05’ Mandatory GROUP_UNSELECT_NE ADDRESS |BYTE_MASK WORID_DATA

‘06’ Mandatory GROUP_UNSELECT_GT ADDRESS |BYTE_MASK WORID_DATA

‘07’ Mandatory GROUP _UNSELECT_LT ADDRESS |BYTE_MASK WORID_DATA

‘08’ Mandatory FAIL none none none

‘09’ Mandatory SUCCESS none none none

‘0A Mandatory INITIALIZE none none none

‘OB’ Optional DATA_READ ID ADDRESS none

‘oc’ Mandatory READ ID ADDRESS none

‘oD’ Recom- WRITE ID ADDRESS BYTE_DATA
mended

‘OE’ Recom- WRITE_MULTIPLE none ADDRESS BYTE_DATA
mended

‘OF’ Recom- LOCK ID ADDRESS none
mended
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Table 13 (continued)

Command Type Command name Parameters
code
10 Proprietary |IC manufacturer dependant
171 Recom- QUERY_LOCK ID ADDRESS none
mended
12’ Recom- READ_VERIFY ID ADDRESS none
mended
13’ Recom- MULTIPLE_UNSELECT ADDRESS |BYTE_DATA none
lllCIlb‘lUL‘l
14’ Proprietary |IC manufacturer dependant
15’ Mandatory RESEND none none none
‘16’ Proprietary |IC manufacturer dependant
17’ Recom- GROUP_SELECT_EQ_ none BYTE_MASK BYTE_DATA
mended FLAGS
18’ Recom- GROUP_SELECT_NE_ none BYTE_MASK BYTE_DATA
mended FLAGS
19’ Recom- GROUP_UNSELECT_EQ_ none BYTE) MASK BYTE_DATA
mended FLAGS
1A Recom- GROUP_UNSELECT_NE_ none BYTE_MASK BYTE_DATA
mended FLAGS
“1B’ Recom- WRITE4BYTE ID ADDRESS BYTE_MASK
mended
“1c Recom- WRITE4BYTE_MULTIPLE BYTE_ ADDRESS 4BYTE_DATA
mended MASK
1D’ Recom- READ_VERIFY4BYTE ID ADDRESS
mended
“1E-1F’ Mandatory RFU
20™-3F Mandatory RFU
‘40’ ‘OF’ | | Optional RFU
‘A0’ ‘DF’||Custom IC Manufacturer dependent
‘E0’ ‘FF’||Proprietary [ I€ Manufacturer dependent
6.3.6.2.1 (ommandfields
Table 14 — Command fields
Field name Field size
COMMAND 1 byte
ADDRESS 1 byte
BYTE_MASK 1 byte
ID 8 bytes
WORD_DATA 8 bytes
BYTE_DATA 1 byte
4BYTE_DATA 4 bytes
26 © ISO/IEC 2015 - All rights reserved
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Table 15 — Tag responses

6.3.6

Response code Response name Response size

‘00’ ACKNOWLEDGE 1 byte
ACKNOWLEDGE_NOK 1byte

‘01 ACKNOWLEDGE_OK 1byte

‘FE’ ERROR_NOK 1byte

FF ERROR Thyte
ERROR_OK 1byte

Not applicable WORD_DATA 8 bytes

Not applicable BYTE_DATA 1byte

‘02’ ‘FD’ RFU

2.3 Selection commands

Selecfion commands define a subset of tags in the field to be identified or written to and may be used as

part

6.3.6

Each
GROU
UNSH

ADDRESS
BYTH

_MASK

WORP_DATA

f the collision arbitration.

and the tag shall make one of4,possible comparisons:

EQ | MEQUALD

NE | M NOTEQUALD

GT | M GREATER THAND
LT | MI©OWERTHAND

The qrgaments of the comparison are

2.3.1 Data comparison for selection commandn memory

select command of the commands GROUP_SELECT_EQ, GROUP_SELECT_NE, GROUP| SELECT_GT,
P_SELECT_LT, GROUP_UNSELECT EQ, GROQUP UNSELECT _NE, GROUP_UNSELECT GT, GROUP_
LECT_LT has 3 arguments (parameter and,data):

M7 MSB M6 M5 M4 M3 M2 M1 MO LSB

Tag mem- |Tagmem- |Tagmem- |Tagmem- |Tagmem- |Tagmem- |Tagmem- |Tagmem-
ory ory ory ory ory ory ory ory
contentat |contentat |contentat |contentat |contentat |contentat |contentat |contentat
ADDRESS+0|ADDRESS+1 |ADDRESS+2 |ADDRESS+3 | ADDRESS+4 | ADDRESS+5|ADDRESS+6 | ADDRESS+7
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M=MO0+M1*28 + M2*216 t M3*22% ;1 M4*232 1 M5*240 L Me*248 4 M7 %250

and the argument of the command

D7 MSB D6 D5 D4 D3 D2 D1 DO LSB
First byte Last byte
after com- after com-
mand mand

1%28  no%x216  noxn24
Jx- pREa 2 L pIE)

D=D0+

D
1

4
T

2232, po#40 | pexpd8 | 7y

The argument BYTE_MASK defines what bytes to be considered for comparison.

Table 16 — Data masking for Group_Select and Group_Unselect commands
BYTE_MASK WORD_DATA
Bit 7 (MSB) is set Consider D7 and M7 for companisen
Bit 6 is set Consider D6 and M6 for comparison
Bit 5 is set Consider D5 and M5 for comparison
Bit 4 is set Consider D4 and M4<or comparison
Bit 3 is set Consider D3 and:M 3 for comparison
Bit 2 is set Consider D2 ahd”M2 for comparison
Bit 1 is set Consider,BIvand M1 for comparison

Bit 0 (LSB) is set

Considér DO and MO for comparison

Bit 7 (MSB) is cleared

Ignare D7 and M7 for comparison

Bit 6 is cleared

[gnore D6 and M6 for comparison

Bit 5 is cleared

Ignore D5 and M5 for comparison

Bit 4 is cleared

Ignore D4 and M4 for comparison

Bit 3 is cleared

Ignore D3 and M3 for comparison

Bit 2 is cleared

Ignore D2 and M2 for comparison

Bit 1 is cleared

Ignore D1 and M1 for comparison

Bit 0 (L8B)is cleared

Ignore DO and MO for comparison

6.3.6.2.3.2 Data comparison for selection command on flags

Each select command of the commands GROUP_SELECT_EQ_FLAGS GROUP_SELECT_NE_FLAGS, GROUP_
UNSELECT_EQ_FLAGS, GROUP_UNSELECT_NE_FLAGS, has 2 arguments (parameter and data):

BYTE_MASK
BYTE_DATA

and the tag shall make of 2 possible comparisons:

EQ FLAGS EQUALD
NE FLAGS NOT EQUAL D

28
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The arguments of the comparison are FLAGS, as defined in 6.3.1.3 and the argument of the command D,

consi

sting of the bits D7 (MSB) to DO (LSB).

The argument BYTE_MASK defines what bits to be considered for comparison.

Table 17 — Data masking for Group_Select_Flags and Group_Unselect_Flags

Formula describing the EQUAL function;

The
('B4+

BYTE_MASK BYTE_DATA
Bit 7 (MSB) is set Consider D7 and FLAG7 for comparison
Bit 6 is set Consider D6 and FLAG®6 for comparison
BIT5 15 Set Consider D5 and FLAGS for comparison
Bit 4 is set Consider D4 and FLAG4 for comparison
Bit 3 is set Consider D3 and FLAG3 for comparison
Bit 2 is set Consider D2 and FLAG2 for comparison
Bit 1 is set Consider D1 and FLAG1 for comparison
Bit 0 (LSB) is set Consider DO and FLAGO for comparison
Bit 7 (MSB) is cleared Ignore D7 and FLAG7 for comparison
Bit 6 is cleared Ignore D6 and FLAG6 for€omparison
Bit 5 is cleared Ignore D5 and FLAGS forcomparison
Bit 4 is cleared Ignore D4 and FLAG4 for comparison
Bit 3 is cleared Ignore D3 andFLAG3 for comparison
Bit 2 is cleared Ignore D2.and FLAG2 for comparison
Bit 1 is cleared Ignore D1-and FLAG1 for comparison
Bit 0 (LSB) is cleared Ignore DO and FLAGO for comparison

EQUAL comparison passes, if, (!B7+(D7=FLAG7)) * (!B6+(D6=FLAG6)) * (!B5+(D5=

istr
The
B4*(]]

6.3.6

Comi

(D4=FLAG4)) * (1B3+(D3=FLAG3)) * (!B2+(D2=FLAG2)) * (1B1+(D1=FLAG1)) * ('BO+(

Forr:lila describing the UNEQUAL function:

UNEQUAL comparison passes, if B7*(D7!=FLAG7) + B6*(D6!=FLAG6) + B5*(DS
D41=FLAG4) +B3*(D3!=FLAG3) + B2*(D2!=FLAG2) + B1*(D1!=FLAG1) + BO*(DO!=FLA

2.3.3 . (GROUP_SELECT_EQ

hand.code = ‘00’

FLAG5)) * *
D0=FLAGO))

I=FLAG5) +
10) is true.

On receiving a GROUP_SELECT_EQ command, a tag which is READY state shall read the 8-byte memory
contentbeginning at the specified address and compare it with the WORD_DATA sent by the interrogator.
In the case that the memory content is equal to WORD_DATA the tag shall set its internal counter COUNT
to 0, read its UID and send back the UID and go into the state ID.

On receivinga GROUP_SELECT_EQ command, a tag which is ID state shall set its internal counter COUNT
to 0, read its UID and send back the UID and stay in the ID state.

In all

other cases the tag shall not send a reply.
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Table 18 — GROUP_SELECT_EQ command

Preamble | Delimiter | COMMAND ADDRESS MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 19 — GROUP_SELECT_EQ response in the case of NO error
Preamble ID CRC
64 bits 16 bits
NOTE If the byte maskiszera GROIIP SEI P(‘T_F‘Q selects all tags
6.3.6.2.3.4 | GROUP_SELECT_NE

Command cq

On receiving
memory ¢

0
interrogatoj‘ln the case that the memory content is not equal to WORD_DATA the tag shall set its int

counter CO

On receiving
COUNT to O,

In all other @

de =01

a GROUP_SELECT_NE command, a tag which is in the READY state shall read the §
ent beginning at the specified address and compare it with the WORD_DATA sent b

NT to 0, read its UID and send back the UID and go into the state’lD.

a GROUP_SELECT_NE command, a tag which is in the ID state shall set its internal co
read its UID and send back the UID and stay in the ID state.

ases the tag shall not send a reply.

Table 20 — GROUP_SELECT.NE command

-byte
y the
ernal

unter

Preamble Delimiter COMMAND ADDRESS BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 pits
Table 21 — GROUP_SELECT_NE response in the case of NO error
Preamble ID CRC
64 bits 16 bits
6.3.6.2.3.5 | GROUP_SELECT_GT

Command cq

On receiving

memory content beginning at the specified address and compare it with the WORD_DATA sent H

interrogaton

de =02’
a GROUP,SELECT_GT command, a tag which is in the READY state shall read the §

In, the case that the memory content is greater than WORD_DATA the tag shall g

-byte
y the
et its

internal cou

nter’'COUNT to 0, read its UID and send back the UID and go into the state ID.

On receiving a GROUP_SELECT_GT command, a tag which is in the ID state shall set its internal counter

COUNT to O,

In all other ¢

read its UID and send back the UID and stay in the ID state.

ases the tag shall not send a reply.

Table 22 — GROUP_SELECT_GT command

Preamble Delimiter COMMAND ADDRESS MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
30 © ISO/IEC 2015 - All rights reserved
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Table 23 — GROUP_SELECT_GT response in the case of NO error

Preamble

ID

CRC

64 bits

16 bits

2.3.6 GROUP_SELECT_LT

Command code = ‘03’

On receiving a GROUP_SELECT_LT command, a tag which is in the READY state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the

interfogator. In the case that the memory contentis [ower than WORD_DATA the tag shall sdt its internal
er COUNT to 0, read its UID and send back the UID and go into the state ID, and stays if] the ID state.

count

Onre

In all

ceiving a GROUP_SELECT_LT command, a tag which is in the ID state shall set itS intgrnal counter
COUNT to 0, read its UID and send back the UID and stay in the ID state.

other cases the tag shall not send a reply.

Table 24 — GROUP_SELECT_LT command

Prepmble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 25 — GROUP_SELECT_LT response
Preamble ID CRC
64 bits 16 bits
6.3.6{2.3.7 GROUP_UNSELECT_EQ
Comipand code = ‘04’
On r¢ceiving a GROUP_UNSELEET-EQ command, a tag which is in the ID state shall read the 8-byte

memgry content beginning at the specified address and compare it with the WORD_DATA sent by the

intertogator. In the case that the memory content is equal to WORD_DATA the tag shall go i

REAI

In all

Into the state

Y and not send any:reply. In the case that the comparison fails, the tag shall set its intdrnal counter
COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.

other casesithe'tag shall not send a reply.

Table 26 — GROUP_UNSELECT_EQ command

Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 27 — GROUP_UNSELECT_EQ response
Preamble ID CRC
64 bits 16 bits
NOTE If the byte mask is zero, GROUP_UNSELECT_EQ unselects all tags.

6.3.6.2.3.8 GROUP_UNSELECT_NE

Command code = ‘05’
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On receiving a GROUP_UNSELECT_NE command, a tag which is in the ID state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is not equal to WORD_DATA the tag shall go into
the state READY and not send any reply. In the case the comparison fails, the tag shall set its internal
counter COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.

In all other cases the tag shall not send a reply.

Table 28 — GROUP_UNSELECT_NE command

Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bjts

Table 29 — GROUP_UNSELECT_NE response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.9 | GROUP_UNSELECT_GT
Command cqgde = ‘06’

On receiving a GROUP_UNSELECT_GT command, a tag which is in<the ID state shall read the §-byte
memory conftent beginning at the specified address and compafe it with the WORD_DATA sent Hy the
interrogator] In the case that the memory content is greater than to WORD_DATA the tag shall go info the
state READY and not send any reply. In the case that the comparison fails, the tag shall set its inflernal
counter COUNT to 0, read its UID and send back the UID;and shall stay in the ID state.

In all other dases the tag shall not send a reply.

Table 30 — GROUPAUNSELECT_GT command

Preamble | Delimiter | COMMAND | ADPDRESS | BYTE_MASK WORD_DATA CRLC
8 bits 8 bits 8 bits 64 bits 16 bjts

Table 31 —GROUP_UNSELECT_GT response in the case of
NO error and comparison fails

Preamble ID CRC
64 bits 16 bits

6.3.6.2.3.10| GROUP_UNSELECT_LT

Command code = 07

On receiving a GROUP_UNSELECT_LT command, a tag which is in the ID state shall read the 8-byte
memory content beginning at the specified address and compare it with the WORD_DATA sent by the
interrogator. In the case that the memory content is lower than to WORD_DATA the tag shall go into the
state READY and not send any reply. In the case that the comparison fails, the tag shall set its internal
counter COUNT to 0, read its UID and send back the UID, and shall stay in the ID state.

In all other cases the tag shall not send a reply.
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Preamble | Delimiter | COMMAND | ADDRESS | BYTE_MASK WORD_DATA CRC
8 bits 8 bits 8 bits 64 bits 16 bits
Table 33 — GROUP_UNSELECT_LT response
Preamble ID CRC
64 bits 16 bits

6.3.6[Z.3.TT MULTIPLE_UNSELECT
Comipand code = ‘13’
On r¢ceiving a MULTIPLE_UNSELECT command, a tag which is in the ID state,shall read the 1-byte
mempry content beginning at the specified address and compare it with the'BYTE_DATA sent by the
interfogator. In the case that the memory content is equal to BYTE_DATA and the flag WRIFE_OK is set,

then
the t:
the I}

In all

g shall set its internal counter COUNT to 0, read its UID and send back the UID, and
) state.

he tag shall go into the state READY and not send any reply. In the case that the com

other cases the tag shall not send a reply.

Table 34 — MULTIPLE_UNSELECT command

barison fails,

shall stay in

Preamble Delimiter COMMAND ADDRESS BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits
Table 35 — MULTIPLE_UNSELECT response
Preamble ID CRC
64 bits 16 bits
This fommand may be used to-unselect all tags that had a successful write, while tags thaf had a weak

writd

6.3.6
Comi

On re
the F
DATA

or write problems stay‘selected.

2.3.12 GROUP_SELECT_EQ_FLAGS

hand code =17’

ceiving'a GROUP_SELECT_EQ_FLAGS command, a tag which is in the READY state shall compare

LAGS-with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are eq
the tag shall set its internal counter COUNT to 0, read its UID and send back the UII]

nal to BYTE_
and go into

the s

ate [D

On receiving a GROUP_SELECT_EQ_FLAGS command, a tag which is in the ID state shall set its internal
counter COUNT to 0, read its UID and send back the UID and stay in the ID state.

In all

other cases the tag shall not send a reply.

Table 36 — GROUP_SELECT_EQ_FLAGS command

Preamble

COMMAND BYTE_MASK BYTE_DATA

Delimiter

CRC

8 bits 8 bits 8 bits

16 bits
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Table 37 — GROUP_SELECT_EQ_FLAGS response

CRC
16 bits

Preamble ID
64 bits

If the byte mask is zero, GROUP_SELECT_EQ_FLAGS selects all tags.

GROUP_SELECT_NE_FLAGS

Command code = ‘18’

On receiving
the FLAGS W
BYTE_DATA
into the stat

On receiving

FahaVatddalllalald aVal:aBR GVd alll ol &Y Walal h | ) LN | - - 1 P A YL 1 11
d URUUT_OLLEUT_INL_TLAGS CUMIMIIIAIIU, d tdg WILCIT IS 111 UIC READT SU4LlC SIidIl COI

b [D.

counter COUNT to 0, read its UID and send back the UID and stay in the ID state.

In all other @

ases the tag shall not send a reply.

Table 38 — GROUP_SELECT_NE_FLAGS command

1pare

rith the BYTE_DATA sent by the interrogator. In the case that the FLAGS are not.€qgual to
the tag shall set its internal counter COUNT to 0, read its UID and send back the UID and go

a GROUP_SELECT_NE_FLAGS command, a tag which is in the ID state shall' set its intlernal

Preamble Delimiter COMMAND BYTE_MASK BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits
Table 39 — GROUP_SELECT_NE.FLAGS response
Preamble ID CRC
64.bits 16 bits
6.3.6.2.3.14| GROUP_UNSELECT_EQ_FLAGS

Command cgq

On receiving
FLAGS with
DATA the tag
the tag shall
the ID state.

In all other g

de =19’

set its internal.counter COUNT to 0, read its UID and send back the UID, and shall s

a GROUP_UNSELECT_EQ-FLAGS command, a tag which is in the ID state shall compare the
the BYTE_DATA sent by the interrogator. In the case that the FLAGS are equal to BYTE_
r shall go into the(state READY and not send any reply. In the case that the comparison| fails,

fay in

ases the.tag shall not send a reply.

Table 40 — GROUP_UNSELECT_EQ_FLAGS command

Preamble Delimiter COMMAND BYTE_MASK BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits
Table 41 — GROUP_UNSELECT_EQ_FLAGS response
Preamble ID CRC
64 bits 16 bits
NOTE If the byte mask is zero, GROUP_UNSELECT_EQ_FLAGS unselects all tags.

34
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6.3.6.2.3.15 GROUP_UNSELECT_NE_FLAGS
Command code = ‘1A’

On receiving a GROUP_UNSELECT_NE_FLAGS command, a tag which is in the ID state shall compare
the FLAGS with the BYTE_DATA sent by the interrogator. In the case that the FLAGS are not equal to
BYTE_DATA the tag shall go into the state READY and not send any reply. In the case that the comparison
fails, the tag shall set its internal counter COUNT to 0, read its UID and send back the UID, and shall stay
in the ID state.

In all other cases the tag shall not send a reply.

Table 42 — GROUP_UNSELECT_NE_FLAGS command

Pirleamble Delimiter COMMAND BYTE_MASK BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits

Table 43 — GROUP_UNSELECT_NE_FLAGS response

Preamble ID CRE€
64 bits 16 bits

6.3.6/2.4 Identification commands

—

Identjification commands are used to perform to run the multiple tag identification protocgl.

6.3.6{2.4.1 FAIL
Command code = ‘08’

The iflentification algorithm uses FAIL when more than one tag tried to identify itself at the same time.
Somg tags back off and some tags retransmit.

A tag|shall only accept a FAIL command if it is in the ID state. In the case that its internal coynter COUNT
is nof zero or the random generator resultis 1, then COUNT shall be increased by 1, unlessfit is FF.

If the|resulting COUNT value is 0, then the tag shall read its UID and sent back it in the resgonse.

Table 44 — FAIL command

Preamble | Delimiter | COMMAND CRC
8 bits 16 bits

Table 45 — FAIL response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.2 SUCCESS
Command code = ‘09’
SUCCESS initiates identification of the next set of tags. It is used in two cases:

— When all tags receiving FAIL backed off and did not transmit, SUCCESS causes those same tags to
transmit again.
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— After an e.g. DATA_READ moves an identified tag to DATA_EXCHANGE, SUCCESS causes the next
subset of selected but unidentified tags to transmit.

A tag shall only accept a SUCCESS command if it is in the ID state. In the case that its internal counter
COUNT is not zero it shall be decreased by 1.

If the resulting COUNT value is 0, then the tag shall read its UID and sent back it in the response.

Table 46 — SUCCESS command

Preamble | Delimiter | COMMAND CRC
o bits 16 bits

Table 47 — SUCCESS response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.3 | RESEND
Command cqde = ‘15’

The identifidation algorithm uses RESEND when only one tag transmitted but the UID was received in
error. The taE that transmitted resends its UID.
0

A tag shall oply accept a RESEND command if it is in the ID&tate. If the COUNT value is 0, then the tag
shall read it§ UID and sent back it in the response.

Table 48 — RESEND command

Preamble | Delimiter,| COMMAND CRC
8 bits 16 bits

Table 49 — RESEND response

Preamble ID CRC
64 bits 16 bits

6.3.6.2.4.4 | INITIALIZE
Command cgde = ‘0A

On receiving anINITIALIZE command a tag shall go into the READY state and reset the Data_
Exchange_s atus Bit

[t shall not send any response.

Table 50 — INITIALIZE command

Preamble | Delimiter | COMMAND CRC
8 bits 16 bits

6.3.6.2.5 Data Transfer commands

Data Transfer commands are used to read or write data from or to the tag memory.
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For memory lock functionality a tag shall provide the opportunity to mark an address lockable. An
ADDRESS is marked lockable by commands as described in this clause. No ADDRESS shall be marked
lockable after the tag has been in the POWER-OFF state. A tag shall not support more than one ADDRESS
to be marked lockable at the same time.

6.3.6.2.5.1 READ
Command code = ‘0C’

On receiving the READ command, the tag shall compare the sent ID with its UID. In the case that the
ID is equal to the UID, the tag shall from any state move to the DATA_EXCHANGE state, read the 8 byte
mem T ifi i i e. In the case
that ID is not equal to UID or any other error the tag shall not send a reply. Further, the’tgg makes the
byte pf ADDESS lockable.

The qddress is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 51 — Read command

Pirleamble Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 52 — Read response

Preamble WORD_DATA CRC
64.bits 16 bits

6.3.6/2.5.2 DATA_READ
Command code = ‘OB’

On re¢ceiving the DATA_READ command, the tag shall only if it is in either the state ID|or the state
DATA_EXCHANGE compare the sentdD with its UID. In the case that the ID is equal to the| UID, the tag
shall from any state except READY-move to the DATA_EXCHANGE state, read the 8 byte merhory content
beginning at the specified address and send back its content in the response. In the case thaf the ID is not
equal to UID or any other error the tag shall not send a reply. The tag also shall send no reply when it is
in the state READY, independently of the value of ID. Further, the tag makes the byte of ADDESS lockable.

The gddress is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 53 — DATA_READ command

Preanible Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 54 — DATA_READ response

Preamble WORD_DATA CRC
64 bits 16 bits

6.3.6.2.5.3 READ_VERIFY
Command code = ‘12’

On receiving the READ_VERIFY command, the tag shall compare the sent ID with its UID. In the case
that the ID is equal to the UID and the WRITE_OK flag is set, the tag shall from any state move to the
DATA_EXCHANGE state, read the 1-byte memory content beginning at the specified address and send
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back its content in the response. Further, the tag shall mark the byte at ADDRESS lockable. In the case
thatID is not equal to UID, WRITE_OK is not set, or any other error the tag shall not send a reply. Further,
the tag makes the byte of ADDESS lockable.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 55 — READ_VERIFY command

Preamble Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits

Table 56 — READ_VERIFY response

Preamble BYTE_DATA CRC
8 bits 16 bits

6.3.6.2.5.4 | READ_VERIFY4BYTE
Command cgde = ‘1D’

On receiving the READ_VERIFY4BYTE command, the tag shall compare(the sent ID with its UID. |n the
case that thgID is equal to the UID and the WRITE_OK flag is set, the tag’shall from any state move {o the
DATA_EXCHANGE state, read the 4-byte memory content beginning.at the specified address and| send
back its content in the response.

In the case tHatID is not equal to UID, WRITE_OK s not set, or any other error the tag shall not send a feply.

The address|is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 57 — READ _VERIFY4BYTE command

Preamble Delimiter COMMAND ID ADDRESS CRC-16
8 bits 64 bits 8 bits 16 bits

Table 58— READ_VERIFY4BYTE response

Preamble 4BYTE_DATA CRC-16
32 bits 16 bits

6.3.6.2.5.5 | WRITE

Command cqgde 0D’

On receivingthe WRITE command the tag shall compare the sent ID with its UID In the case that the
ID is equal to the UID, the tag shall from any state move to the DATA_EXCHANGE state, read the lock
information for the byte on the specified memory content beginning at the specified address. In the
case that the memory is locked, it shall send back the ERROR response. In the case that the memory
is unlocked, it shall send back the ACKNOWLEDGE and program the data into the specified memory
address. Further, the tag makes the byte of ADDRESS lockable.

In all other cases the tag will not send any reply.
In the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise it shall reset it.

The address is numbered from ‘00’ to ‘FF’ (0 to 255).

38 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2015(E)

Table 59 — Write command

Preamble | Delimiter | COMMAND ID ADDRESS BYTE_DATA CRC
8 bits 64 bits 8 bits 8 bits 16 bits
Table 60 — WRITE response in the case of unlocked memory
Preamble ACKNOWLEDGE CRC
8 bits 16 bits
Table 6T — WRITE response 1n the case of locked memory
Preamble ERROR CRC
8 bits 16 bits
6.3.6/2.5.6 WRITE4BYTE
Comipand code = ‘1B’
On receiving the WRITE4BYTE command, the tag shall compare the\sent ID with its UID. In the case that
the IID is equal to the UID, the tag shall from any state move to the;PATA_EXCHANGE state, fead the lock

information for the 4 bytes on the specified memory content.beginning at the specified address. In the

case that one of the bytes specified by the BYTE_MASK is Joc¢ked, it shall send back the ERR
In th¢ case that all bytes are unlocked, it shall send backthe ACKNOWLEDGE and program

the specified memory.

In all|other cases the tag will not send any reply.

Execliting WRITE4BYTE a tags shall only write'those bytes that are selected by the BYTE_]

mearys that write could be done to 1 to 4 bhytes (using the mask bits in the BYTE_MASK fielfl).

BYTH_MASK of the command

ADDRESS
[ADD[R+0]
[ADDR+1]
[ADD[R+2]
[ADD[R+3]

In thq casethat the write access was successful, the tag shall set the WRITE_OK bit. Otherwise i

The

bit of BYTE_MASK!to select whether byte should be written

B7
B6
B5
B4

dréssisnumbered from ‘00’ to ‘FF’ (0 to 255). The starting address for the WRITE4BY

must be on a 4-byte page boundary.

Table 62 — WRITE4BYTE command

DR response.
the data into

MASK, which

shall resetit.

[E command

Preamble | Delimiter | COMMAND ID ADDRESS BYTE_MASK 4BYTEDATA CRC
8 bits 64 bits 8 bits 8 bits 32 bits 16 bits
Table 63 — WRITE4BYTE response in the case of unlocked memory
Preamble ACKNOWLEDGE CRC
8 bits 16 bits
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Table 64 — WRITE4BYTE response in the case that of locked memory

ERROR
8 bits

CRC
16 bits

Preamble

LOCK

Command code = ‘OF’

On receiving a LOCK command, a tag which is in the DATA_EXCHANGE state shall read its UID and
compare it with the ID sent by the interrogator. In the case that the UID is equal to ID, the ADDRESS is

within the v
the ACKNOW

In all other @
In the case th

The address

hlid address range and the byte at ADDRESS 1s marked lockable, then the tag shall sen
/LEDGE and program the lock bit of the specified memory address.

ases the tag shall not send a reply.
at the write access was successful, the tag shall set the WRITE_OK bit. Otherwwise it shall re

is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 65 — LOCK command

back

setit.

Preamblg Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits
Table 66 — LOCK response in the case'that locking was
possible and performed
Preamble ACKNOWLEDGE CRC
8 bits 16 bits
6.3.6.2.5.8 | QUERY_LOCK

Command cgq

On receiving
interrogaton
the tag shall
byte at ADDI
if WRITE_O}
locked, then
Further, the

In all other g

a QUERY_LOCK command, a tag shall read its UID and compare it with the ID sent b
In the case that the UID is equal to ID, the ADDRESS is within the valid address range
move into the DATAEXCHANGE state. Further, the tag shall read the lock bit for the me
RESS. In the case that this memory is not locked, then it shall response ACKNOWLEDG
{ is set and ACKNOWLEDGE_NOK if WRITE_OK is cleared. In the case that this mem
it shall réespond ERROR_OK if WRITE_OK is set and ERROR_NOK if WRITE_OK is cld
tag shallumark the byte of ADDESS lockable unless it is already locked.

ases,the tag shall not send a reply.

y the
then
mory
E_OK
Dry is
ared.

The address

is numbered from ‘00’ to ‘FF’ (0 to 255).

Table 67 — QUERY_LOCK command

Preamble Delimiter COMMAND ID ADDRESS CRC
8 bits 64 bits 8 bits 16 bits
Table 68 — QUERY_LOCK response if memory address is not locked
and WRITE_OK is set
Preamble ACKNOWLEDGE_OK CRC
8 bits 16 bits
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Table 69 — QUERY_LOCK response if memory address is not locked
and WRITE_OK is cleared

Preamble ACKNOWLEDGE_NOK CRC
8 bits 16 bits

Table 70 — QUERY_LOCK response if memory address is locked
and WRITE_OK is set

Preamble ERROR_OK CRC

[0 10 TS 1t
U OTCS TO ODTCS

Table 71 — QUERY_LOCK response if memory address is locked
and WRITE_OK is cleared

Preamble ERROR_NOK CRC
8 bits 16 bits

6.3.6/2.5.9 WRITE_MULTIPLE
Command code = ‘OF’

Writ¢ Multiple commands are used to write to and to verify{multiple tags in parallel.

On rgceiving the WRITE_MULTIPLE command, a tagrwhich is in the ID state or the DATA EXCHANGE
state|shall read the lock information for the byte.en‘the specified memory content beginning at the
specified address. In the case that the memory isflecked, it shall do nothing. In the case that unlocked, it
shall program the data into the specified memary.

The tpg shall not any response.
In thg case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise if shall reset it.

The gddress is numbered from ‘00*to ‘FF’ (0 to 255).

Table 72 — WRITE_MULTIPLE command

Preamble Delimiter COMMAND ADDRESS BYTE_DATA CRC
8 bits 8 bits 8 bits 16 bits

6.3.6/2.5.10 WRITE4BYTE_MULTIPLE

Comtphand-eode = ‘1C’

Write Multiple commands are used to write to and to verify multiple tags in parallel.

On receiving the WRITE4BYTE_MULTIPLE command, a tag which is in the ID state or the DATA_
EXCHANGE state shall read the lock information for the 4 bytes on the specified memory content
beginning at the specified address. In the case that one of byte of the 4-byte block is locked, it shall do
nothing. In the case that all bytes are unlocked, it shall program the data into the specified memory.

The tag shall not any response.

Executing WRITE4BYTE a tags shall only write those bytes that are selected by the BYTE_MASK, which
means that write could be done to 1 to 4 bytes (using the mask bits in the BYTE_MASK field).

BYTE_MASK of the command WRITE4BYTE_MULTIPLE.
ADDRESS bit of BYTE_MASK to select whether byte should be written
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[ADDR+0] B7
[ADDR+1] B6
[ADDR+2] B5
[ADDR+3] B4
In the case that the write access was successful, the tag shall set the WRITE_OK bit. Otherwise it shall reset it.

The addressis numbered from ‘00’ to ‘FF’ (0 to 255). The starting address for the WRITE4BYTE command
must be on a 4-byte page boundary.

Table 73 — WRITE4BYTE_MULTIPLE command

Preamble Delimiter COMMAND ADDRESS BYTE_MASK 4BYTEDATA CRC
8 bits 8 bits 8 bits 32 bits 16 pits

6.3.6.2.6 Response description (Binary Tree Protocol Type)

6.3.6.2.6.1 | ACKNOWLEDGE
ACKNOWLEDGE indicates a successful acceptance of the WRITE or LOCK.

6.3.6.2.6.2 | ERROR

ERROR indidates an error in the WRITE. E.g. a write to locked memory area.

6.3.6.2.6.3 | ACKNOWLEDGE_OK

ACKNOWLEDGE_OK is the response to a QUERY-LOCK and indicates an unlocked memory byte pnd a
successful pfeceding write command.

6.3.6.2.6.4 | ACKNOWLEDGE_NOK

ACKNOWLEDGE_NOK is the response to a QUERY_LOCK and indicates an unlocked memory byte apd an
unsuccessfu| preceding write command.

6.3.6.2.6.5 | ERROR_OK

ERROR_OK {s the response to a QUERY_LOCK and indicates a locked memory byte and a succgssful
preceding wyrite comimand.

6.3.6.2.6.6 | ERROR_NOK

ERROR_NOK s the response to a QUERY_LOCK and indicates as locked memory byte and an unsuccessful
preceding write command.

6.3.6.2.6.7 WORD_DATA
WORD_DATA is 8 bytes returned in response to a READ, or DATA_READ command.

6.3.6.2.6.8 ID
ID is 8 bytes returned in response to a GROUP_SELECT, GROUP_UNSELECT, FAIL, SUCCESS or RESEND,
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6.3.6.2.6.9 BYTE_DATA

BYTE_DATA is 1 byte returned in response to the READ_VERIFY command.

6.3.6.2.6.10 4BYTEDATA

-4:2015(E)

4BYTEDATA are 4 bytes used as argument for commands WRITE4BYTE, WRITE4BYTE_MULTIPLE and
READ_VERIFY4BYTE.

6.3.7

Transmission errors

Ther
(dete

For a

For aJl coding errors, the tag returns to the READY state if a valid start delimiter had bg

Othet

7 MODE 2: Long range high data rate RFID system

7.1

This
case
batte
descr]

7.2

Genet
inter
This

outo

NOTE
also f

Fare two Ly pes Ol transmission errors: modulation coding errors (detectable per bit) an
ctable per command). Both errors cause any command to be aborted. The tag shall ho

1 CRC errors, the tag returns to the ready state.

wise it maintains its current state.

MODE 2: General

Clause describes a RFID system, offering a gross data rate up to 384 kbit/s at the ait
bf Read/Write (R/W) tag. In case of Read Only (R/0O) tag the data rate is 76,8 kbit/s
ry powered tags such a system is well designed fer long-range RFID applications. This
iption does not explicit claim for battery assistance in the tag.

Modulation and coding

al: To avoid transmissions errors in<ase of data word 0 (data bits 0 have also CRC bitg
face every transmitted data word from the interrogator shall be multiplied byte by byte
pperation is done by a simple XOR. To minimise the hardware in the tag and to get the
" the tag the same operatiom shall also be used in the interrogator after receiving data

d CRCerrors
t respond.

en detected.

interface in
. By using of
air interface

0) on the air
with B9hex.
briginal data
from a tag.

Table 74 — Multiplication word

Multiplication word (8 bits)

B7 B6 B5 B4 B3 B2 B1 BO

1 0 1 1 1 0 0 1

Attag manufacturing every data stored in the tag shall be pre-processed by that operatio
L R/O-tags).

n (this applies

7.2.1

Forward link (only for R/W-tag)

The forward link modulation and coding format can be seen in Figure 13. Two carriers, a CW carrier
and a GMSK modulated carrier shall be transmitted at the same time to the tag. This minimises the
hardware on the tag, because the local oscillator for the down converter on the tag is generated in the
interrogator.
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Figure 13 — Forward link modulation and coding

7.2.2 Retyrn link for notification (for both types of the tag)
The return ljnk modulation and coding format during the notifi¢dtion can be seen in Figure 14.

In case of R/P-tag an OOK modulation instead of BPSK moduldtion may also be used. Even in case of OOK
the whole prg-processing like inverting, sub carrier modulation and differential encoding shall be applied.
- hannel coded Diffgrencial encoded Delay=bit_period
bource bits T - Delay

Bitgenacator w—) XOR

1176 BkHz
subcartiermodulation L pulse shaping .
S \ N —— >
] ndn |
BPSK backscatlered
modulator —— modulatel
or OOK carrier

| - SUDEATTTEN T TN J pU|SE‘.‘ shaging

Diffemntial encoded bits

Figure 14 — Return link modulation and coding during notification

7.2.3 Return link for communication (only for R/W-tag)

The return link modulation and coding format during the communication can be seen in Figure 15.
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Figure 15 — Return link modulation and coding during communication

7.3 |General system description

The gystem shall consist of an interrogator and at least one of 3 types of tags:

— A R/W-tag having read capability from andiwrite capability to the tag.

— A R/O-tag behaving the same as a R/W-tag but only read capability from the tag.

— A special version of the R/0-tag with a short notification channel N-CH being useful in high-speed
applications.

Mixeql operation with differenttypes of tags at the same time shall be possible. The interrogator shall
operate at least with normal R/0-tags.

To bg able to operatecalltag types a TTF concept shall be used. Therefore all tags shalll backscatter
a fix¢d sequence (notification sequence) starting with synchronisation information and [the tag data
(inclyding UserTaglD, MfrTagID and MemoryID) to establish a communication. Depending oh the content
of th¢ synchrorisation information the interrogator shall evaluate the tag type. The total |Jength of the
sequénce may be fixed or is depending on the MemoryID.

The repetition time may be set over the air interface individually according to application parameters
like thgspeed, tag identification rate or total amount of tags in the field of the interrogator. Anticollision
is done by randomising the repetition time. Individual tags shall backscatter their sequence atan average
repetition time but randomised (i.e. duty cycle of tag wake-up procedure and sleep time is random).

For the forward link of R/W tags two carriers are necessary, one modulated by GMSK (BT=0,5), the other
carrier is CW. For the return link, the tag uses backscatter modulation of the communication carrier.
Thus, the system uses two carriers of constant frequency difference. In case of R/0-tag there is only one
carrier necessary. However, while the difference remains fixed, the two carriers may hop in the allowed
frequency band during the communication takes place to reduce the impact of in-band interference
on system performance. The hopping is governed by power measurements in free frequency channels
between communication periods, and may also be used to conform to regulatory requirements.

Both the interrogator and the tag operate during small time intervals only when idle, the former to
avoid interference for neighbouring RFID systems, and the latter to reduce power consumption. In
these short overlapping wake-up periods, the interrogator listens if a tag modulates the transmitted

© ISO/IEC 2015 - All rights reserved 45


https://iecnorm.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2015(E)

reference carrier with a notification sequence. If this is the case, the interrogator initiates the notification
procedure by synchronising to the individual tag’s signal. After the notification procedure is completed,
and the interrogator accepts the tag, the system enters the communication mode to perform exchange
of data. To do so, and to enable or sustain communication with additional tags in the identification field,
the interrogator is forced to synchronise to an arriving tag before the end of the notification mode. After
completing the notification the interrogator turns back to the communication mode and continuous the
existing transmission between the interrogator and tags. This allows the interrogator to organise all
R/W-tags in the field in a time frame structure for subsequent service. All tag information from a R/0O-tag
shall be completely read out during the notification process. No additional communication is necessary.
Generally, the communication between interrogator and tag is based on Time Division Duplexing/Time
Division Multiplexing (TDD/TDM). The interrogator time multiplexes communications between an

interrogator]
on time divi
frames, each|
is fixed at sy
between tag

and several tags (1DM). The information exchange between interrogator and tag 1s

bion multiplexing (TDD). Hence, data transmission is performed in time slots. Up t0-6
consisting of 14 time slots, are combined to a frame. The number of sub frames actually
stem installation, but may be changed on maintenance occasions. During communid
and interrogator, a sub frame is assigned permanently and exclusively to atag.

based
4 sub
used
ation

7.4 Frame structure

7.4.1 Hienarchical structure

The Protocolis frame-based. Each frame contains 1 to 64 sub frames and’@ach sub frame contains 14 slots
(see Figure 16). Each slot can be used for transmitting either 200 bits at a data rate of 384 kbit/s, jor 40
bits at a datajrate of 76,8 kbit/s. The length of a sub frame is consequently (1/384 kHz)*200*14 = 7,29 ms.

The length ¢
frames (app

structure, byit a dynamical reconfiguration during the operation is not possible. In the case of a for

link, there if
between the

The commu
Division Mu
interrogaton

division multiplexing. While the communication is going on, a sub frame is assigned permanentl

tag. Itis not

The same fi

f a frame is SW-configurable and ranges from‘gné sub frame (approx. 7,3 ms) to 6
'oX. 466,6 ms). This configuration is made by-inxstallation. It is possible to reconfigur

no guard time between the slots. In the-¢ase of a return link, protection bits are ing
slots. The number of protection bits depends on the physical channel type.

nication between interrogator .and tag is based on Time Division Duplexing
tiplexing (TDD/TDM). The intérrogator time-multiplexes the communication betwe
and several tags. The informiation exchange between interrogator and tag is based orn

possible to assign a sub frame to more than one tag.

ame structure is-being used for communication and spectrum check channels.

1 sub
e this
ward
erted

Time
EN an
time
y to a

For a

notification channel, the frame structure is adapted to that of the service requesting tag, for ag long
as it takes until the notification channel is terminated. Once the notification channel is terminatef, the
original frame structuse.of the interrogator shall be re-established.

» Tirame =({1 - 64)*Tsubframe -

| Subframe 0 ! SS | Subframen ! Framsd

|_, Tsubframe =14*Tslot _________j

| sioto | $ Slot 13 | Subframe

—— Tslot=(1/384kHz)*200 = 520.8us \l

| 200 Bit with 384 kbps or 40 Bit with 76.8 kbps | Slot

Figure 16 — Frame structure
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7.4.2 Logical channels

Definition: Logical channels are the assignments between sub frames and the tasks to be performed and
are controlled by the interrogator. There are three main groups of logical channels:

Notification channel (N-CH)

Communication channel (C-CH)

Spectrum check channel (SC-CH).

Logical channels contain phy51cal channels whlch are explamed in the followmg Clauses It is possible

i i efal frames at
once (e g. wrlte 2kBytes) Such a cham shall always start with a n0t1f1cat10n channel dnfl end with a
communication channel (in the case of R/W-tag). The last logical channel has to gransnjit an End of
Comthunication (EOC) signal on the physical level.

In cage of R/0-tag the whole information transmission from tag to interrogator’shall take
notifijcation channel. There is no communication channel to be built up. A spectrum check
or mgy not be used.

place in the
channel may

7.4.2{11 Notification channel (for both types of tags): N-CH

Function: On the notification channel, a new tag is inserted inte_the interrogator slot structure to carry
out the bi-directional communication if it is a R/W-tag (see-Figure 17), or all the informaltion shall be
read jout from the tag if it is a R/O-tag (see Figure 18 and Figure 19). The notification dhannel shall
be started at least in slot0 if a tag slot structure is detected. If neither communication npr spectrum

checH

term
from

channel are used the notification channel cannbe started in every slot. The notificati
nated when the tag reads the first commandincase of R/W-tag, or after all informatic
an R/0-tag. The first command is transmitted in the sub frame assigned to and res¢

bn channel is
nisread out
rrved for the

communication channel.

Notifjcation shall be cancelled if:

T

he retrieved TagID is black listed’(e.g. the interrogator does not want to communicate with the tag).

—

he retrieved TaglID contains errors (non-correctable CRC errors). The information gn the logical
onfirmation channel contains errors (non-correctable CRC errors)

—]

he first command is not read and interpreted correctly by an R/W-tag (non-corgectable CRC

rrors). In that gase’the interrogator does not get a response from this tag.

D

1l the sub frames are fully assigned (no command shall be transmitted).

7.4.2{2 €ommunication channel (only for R/W-tag): C-CH

Function? The communication channel is the medium where the read and write accesp operations
between interrogator and tag are carried out (see Figure 20). Once the connection is set up, it is also
possible to query the TagID. This channel shall be started after tag reads the first command and shall be
terminated when interrogator sets the EOC (End of Communication) signal.

7.4.2.3 Spectrum check channel: SC-CH

Function: The spectrum check channel shall be used for searching free frequency channels (see Figure 19
and Figure 20). This channel may be activated if no notification or communication channelis being operated.

7.4.2.4 Priorities between the various logical channels

a) The first command is transmitted on the communication channel (same as termination of a
notification)
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Table 75 — Priorities when the first command is
transmitted on the communication channels

Channel Priority
Notification 2
Communication 1
Spectrum Check 3

This implies that a started notification shall be terminated before a new one can be started.

b) The firs

This means

first comma
ARQ shall bq

tcommand is not transmitted on the communication channel

Table 76 — Priorities when the first command is
not transmitted on the communication channels

Channel

Priority

Notification

1

Communication

2

Spectrum Check

3

only in an empty sub frame.

48

Chat a notification shall interrupt the processing of the other two channels, unless it |s the
hd that is being transmitted on the communication channel (see a) above). In that cage, an
initiated for the interrupted communication channel. Spectrum checks can be carrigd out
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7.4.2.5 Frame structure for the notification channel in case of an R/W-tag
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Figure 17 — Frame structure of the notification channel in case of an R/W-tag
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7.4.2.6 Frame structure for the notification channel in case of an R/0-tag
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Figure 18 — Frame structure of the notification channel in case of an R/0-tag
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7.4.2.7 Frame structure for the notification channel in case of an R/0-tag for high speed

applications
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Figure 19 — Frame structure of the notification channel in case of an R/0-tag for high speed

applications
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Physical channels
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Definition: Physical channels are the assignments between slots and modulation and coding procedures.
As mentioned before the logical channels can contain physical channels. Table 77 shows the structure of
the logical and the physical channels.

Table 77 — Logical and physical channels

Logical channel

Logical channel

Physical channel

Function

Tag Slot identification chan- |Tag Slot identification chan- |Tag sends in this‘¢ghannel syn-
nel: nel: chronisatien information that
S-CH (return link) S-CH (return link) could be read by ipterrogator
during séarch slot (e.g. slot0).
TaglID read channel part 1: | This-channel is uded to trans-
MID1-CH (return link) nrit'the first part ¢f the 32-bit
TaglD.
TaglD read channel part2;~ |This channel is uged to trans-
MID2-CH (return link) mit the second paft of the
TaglD read channel: 32-bit TagID.
MID-CH (return link) TagID read chafinel part 1:  |This channel is used to trans-
MID3-CH (geturn link) mit the first part ¢f the 32-bit
TaglD.
TaglD réad channel part 2: | This channel is used to trans-
MID4:CH (return link) mit the second paft of the
32-bit TagID.
TagData read channel: This channel is uged to trans-
MIN1-CH (return link) mit the first part ¢f the 32-bit
tag data.
Notiffcation chan- TagData read channel: This channel is uded to trans-
nel MIN2-CH (return link) mit the second paft of the
N-CH| TagData read.channel: 32-bit tag data.
MIN-CH (return link) TagData read channel: This channel is uded to trans-
MIN3-CH (return link) mit the first part ¢f the second
32-bit tag data.
TagData read channel: This channel is uded to trans-
MIN4-CH (return link) mit the second paft of the
second 32-bit tag data.
Interrogator-ID read chan-  |Interrogator-ID read chan- |This channel is usged to trans-
nel: nel: mit the 10 bit long interroga-
SID-CH (forward link) SID-CH (forward link) tor-ID and a 15-bif counter

1 deorde] 4
vVdaratT iU UIretds.

Reserved Function Forward
link channel:
RFD-CH (forward link)

Reserved Function Forward
link channel:
RFD-CH (forward link)

future use.

reserved for proprietary

Reserved Function Return
link channel:
RFU-CH (return link)

Reserved Function Return
link channel:
RFU-CH (return link)

future use.

reserved for proprietary

Interrogator Training
Sequence Type 1 channel:
TS1-CH (return link)

This channel is us

hardware.

ed only for

ease the implementation of the
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Table 77 (continued)
Logical channel . . .
Logical channel Physical channel Function
groups
Command Slot channel: Command Slot channel: This channel is used to trans-
CS-CH (forward link) CS-CH (forward link) mit following commands from
the interrogator to the tag:
— write
— long read
— short read
— init
— wait
— EOC
Read More than 84 Byte Read channel: R-CH (return |On this channel, up to 108
channel: RM-CH (return link) |link) bytes can\betransmittedfin a
single sub/frame from tagfto
intetrogator
Communicatjon |Read Less or equal than 84 |Read channel: R-CH (return [@n.this channel, a maximyim of
channel byte Channel: RL-CH (return (link) 84 bytes can be transmitfed in
C-CH link) a single sub frame from t3g to
interrogator.
Write channel: Write channel: On this channel, a maximyim
W-CH (forward link) W-CH (forward link) of 144 bytes can be transanit—
ted in a single sub frame firom
interrogator to tag
Confirm Write channel: ConfirmWrite channel: Signals whether the trangmis-
CW-CH (return link) CW-CH\(return link) sion of data from interrogator

to tagin a given sub framg¢ was
free of errors or not.

Interrogator Training This channel is used only[for
Sequence Type 2 channel: ease the implementation ¢f the
TS2-CH (return link) hardware.
Command Slot Training This channel is used only ffor
Sequence: TS3-CH (forward |ease the implementation of the
link) hardware.
Spectrum ch¢ck  |Spectrumichieck channel Spectrum check channel The interrogator uses thi$
channel SC-CH SC-CH SC-CH channel to measure the

RSSI values in the allowed
frequency band within th
allowed channels.

[0}

With regard to slot assignment, the bits are assigned as follows: MSB to LSB: from left to right. MSB is
transmitted first, then LSB.

7.4.3.1 Tag Slot identification channel: S-CH (return link)

Function: During a slot identification channel (at minimum in slot0 of the interrogator), an interrogator
shall read the synchronisation information of a new tag (if there is a new tag in the field). The S-CH
is structured in such a way that the information required for synchronisation (time offset and time
counters) is present twice in one slot. For each S-CH there are two blocks which each take half a slot long.
The two blocks differ only by one increment of the time counter (the first block corresponds to the lower
value). This ensures that this information shall be available for evaluation for any time position between
tag and interrogator slot structure. For R/W-tags and for standard R/0O-tags the time counter runs from
1 to 30, which means that 15 S-CH are sent consecutively on the N-CH. This ensures that the information
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required for synchronisation shall be available in two subsequent slots0. In case of R/O-tags for high
speed applications the counter values of the two subsequent half slots are 31 followed by 0. For this
type of applications the S-CH is not fixed to slot0. For a graphical representation, refer to Figure 21.
Additionally the correlator word is the same sequence for an R/W-tag and for R/0-tags but inverted.
Due to that fact the interrogator shall decide during the S-CH which type of tag starts communication.

| St | Imtermogator

e
sz
v
= w3 ) = R

5 Nt possibie symchmnisation

Figure 21 — S-CH position with regard to slot0

Data [transmission: return link with 76,8 kbit/s

7]

Table 78 — Sub frame assignment for S-CH in cas€ of standard application

SO S1 S2 S3 S4 S5 S6 SZ S8 S9 S10 S11 512 S13

Table 79 — Sub frame assignment for S-CH.in"case of R/0 applications or if no communication
or spectrum check channel is established

SO S1 S2 S3 S4 S5 Sé6 S7 S8 S9 S10 S11 512 S13

Slot assignment for R/W-tag:

Inverted time-reversed Barker sequence with a length of 13, which already contains the fubsequence
0101|(B19...B16) for clockrecovery. A parity bit is added after the 5 bit time counters.

Table 80 — Slot assignment for S-CH in case of R/W-tag

Correlator
Time counters | Pdrity Tail
Clock recovery
B19 | B181B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
0 1 0 1 0 0 1 1 0 0 0 0 0 0

B6...B2: Time counters from 1 to 30.
Slot assignment for R/O-tag:

Time-reversed Barker sequence with a length of 13, which already contains the subsequence 0101 for
clock recovery (B18...B15). A parity bit is added after the 5 bit time counters.

© ISO/IEC 2015 - All rights reserved 55


https://iecnorm.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2015(E)

Table 81 — Slot assignment for S-CH in case of R/0-tag

Correlator
Time counters |Parity Tail
Clock recovery
B19 | B18 | B17 | B16 | B15 | B14 | B13 | B12 | B11 | B10 | B9 | B8 | B7 B6...B2 B1 BO
1 0 1 0 1 1 0 0 1 1 1 1 1 0

B6...B2: Time counters from 1 to 30 for standard R/0O-tags, 31,0 for R/O-tags for high-speed applications.

Channel coding: Not applicable

B1: supplem

Decoding: by
minimum. In
In the secon
correlation,
bits depends
correlation 3
values for th
field (in the

means of a correlator. The correlation is executed in two steps to keep false-alarm
the first step, only the bits in the correlator word (B19...B7) are included in the correl
d step, the remaining known bits in an interrogator slot (e.g. slot0) are~included in the
[00. S-CH is half as long as slot0, therefore there are still known bits. Thexnumber of k
on where the correlation peak was found in the first step. This intplies that the sg
vord has to be established dynamically, according to the Table82. In the table onl
e R/W-tag can be seen. The values for an R/0O-tag are just simplé€inverted in the corre
ield of the time reversed Barker sequence).

Position of hg

If slot |

ents B6...B2 to achieve even number parity (identical for both tag types).

Table 82 — Second level correlation scheme
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Dark Grey: Clock recovery
Boxed white: Bits with uncertainty

Light Grey: Correlator bits
Dashed boxed: Position of the correlation peak

P: Parity
#N: Time counters

T: Tail

7.4.3.2 TaglID read channel: MIDx-CH (return link, for both tag types)

Function: This channel is used to transmit the 32-bit ID31, ....,,IDg in two subsequent slots.

Data transmission: return link with 76,8 kbit/s

56
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Sub frame assignment: not relevant, since MIDx-CH is a part of the notification channel. The position in
the sub frame is not synchronous with the interrogator frame structure.

Slot assignment: A time reversed Barker sequence with alength of 11 is used for clock and word recovery.

Table 83 — Slot assignment for MID1 (for both types of tags) /MID3 (only for R/0-tags)

Word synch.
27 bit TagID Tail
Clock recovery
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B2 B1...BO
0 T 0 0 T 0 0 0 T T T Firstpartor 1agio 1031, .- 15 0
[Fable 84 — Slot assignment for MID2 (for both types of tags) /MID4 (only'for R/PD-tags)
Word synch.
y 5 bit Taglp | (GRC over 32 Tail
Clock recovery bits
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B24 B23..B2 B1...BO
0 1 0 0 1 0 0 0 1 1 1 Dy, .£sIDo CRC31,..,CRCp 0
For a|description of the memory mapping of the TagID refer to Antnex C.

Chan

nel coding: A shortened Fire code is used for TagID channel coding (54,32). After ge

coded 54 bits (ID3q, ..., IDg, CRC21, ..., CRCp) are transmitted in slots MID1/MID3 and

begin
g

The (
For E

(]

low

[0

ning with the MSB ID31. Generator polynomial:
(X):XZZ +x7xB4x?+xt+1

hannel Coding algorithm is as follows:

ncoding:

Divide in GF(2) the pglynomial

2

y the generator polynomial

22+x17+x13+x9+x4+1,

btain as remainder the polynomial

heration, the
MID2/MID4

C

RC, x%! +...+ CRC(x?

— Attach the CRC bits (CRC3y, ..., CRCp) to the end of the TagID bits (ID31, ...., IDg) and transmit the 54

C

For D

odebits (ID31, ...., IDg, CRC2y, ..., CRCo) MSB first

ecoding:

— Divide the code polynomial

ID3,x>3 +...+1Dgx %2 + CRCHyx2! +...+ CRCx°

p

re-multiplied with a certain factor (to account for the shortened code)
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by the generator polynomial

x22 4 x17 +X13+X9+X4+1,

and use the remainder polynomial for error correction and error detection

7.4.3.3 TagData read channel: MINx-CH (return link, only for R/0O-tag)

Function: This channel is used to transmit 64bits tag data in four subsequent slots. This can be done by
sending two pairs of two consecutive slots.

Data transmjssion: return link with 76,8 kbit/s

Sub frame agsignment: not relevant, since MINx-CH is a part of the notification channel. Thepositlon in
the sub framle is not synchronous with the interrogator frame structure.

Slot assignmént: A time reversed Barker sequence with alength of 11 is used for clock-and word recgvery.

Table 85 — Slot assignment for MIN1/MIN3

Word synch.
27'bit'tag data Tail
Clock redovery
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32 | B31 | B30 | B29 B28...B2 B1.1BO
0 1 0 0 1 0 0 0 1 1 1 First part of TagData
D34, .... Dg
Table 86 — Slot assignment for MIN2/MIN4
Word synch.
y 5 bit tag data CRCo_ver32 Tail
Clock redqovery bits
B39 | B38 | B37 | B36 | B35 | B34 | B33 | B32~B31 | B30 | B29 B28...B24 B23...B2 B1.1BO
0 1 0 0 1 0 0 0 1 1 1 Dy, ..., Do CRC23,...,CRCp (

TagData bitst DATA63...DATAO
Note: This bits can be used toeXxtend the UserTaglID, or to store application related data in the tag.

Channel codipg: For each pair-of two consecutive slots transporting 32 data bits, a shortened Fire cpde is
used for tag flata channekcoding (54,32). After generation, the coded 54 bits (D3y, ...., Do, CRC21, ..., CRCp)
are transmitted in slets'MIN1/MIN3 and MIN2/MIN4 beginning with the MSB D31. Generator polyngmial:

g(x)zx 2 e e x Bk ext 11

The Channel Coding algorithm is as follows:

For Encoding:

— Initialize the CRC accumulator to all zeros 0....0h
— Divide in GF(2) the polynomial

2 2

D31X53 +D30X5 +.+D0X2

by the generator polynomial

X22+X17+X13+X9+X4+1,
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obtain as remainder the polynomial

CRC, x4, +CRCyx°

— Attach the CRC bits (CRC21, ..., CRCp) to the end of the databits (D31, ..., Dg) and transmit the 54
codebits (D3y, ..., Dg, CRC2y, ..., CRCo) MSB first

For Decoding:

— Divide the code polynomial

o

7.4.3

Funct

to the tag. The counter value enables communicatiafi: ‘it shows where the tag has to exp
commpand on the communication channel.

Data [transmission: forward link with 384kbit/s

Sub frame assignment: not relevant, since SID-CH is a part of the notification channel. The p
sub frame is not synchronous with the idterrogator frame structure.

Slot assignment: Only the first 112 bits-out of 200 are assigned. The remaining 88 bits are not

the td

fdre-multiplied with a certain factor (to account for the shortened code)

y the generator polynomial

dnd use the remainder polynomial for error correction and errordetection

X ¥ +Dgx 2 FCRC X +... 7 CRCox"

22+x17+x13+><9+x4+1,

4 Interrogator-ID read channel: SID-CH (forward link, only for R/W-tag)

ion: This channel is used to transmit the 10 bit Jenfg interrogator-ID and a 15-bit c

g. For word synchronisation;a sequence (TSC1) with a length of 16 is used. The defay

bunter

threshold for word synchronjisation is 13 (the value must exceed 13: two bit errors maximfim).

Table 87 — Slot assignment for SID-CH part1

value

ect the first

bsition in the

evaluated by
It correlator

Level detector (20 bits) Wake-up and clock recovery (36 bits)

B199 | B198 | B197| B196 | ... |B182|B181 |B180 |B179 | B178 | B177 | B176 | ... | B146 |B145 | B144
0 1 0 1 1 0 1 0 1 0 1 1 0 1
Table 88 — Slot assignment for SID-CH part2
Word synch.: 16 bit sequence TSC1 (16 bits)

B143 | B142 | B141 | B140 | B139 | B138 | B137 | B136 | B135 | B134 | B133 | B132 | B131 | B130 | B129 | B128
1 0 1 1 1 0 0 0 0 1 0 0 0 1 0 0
Table 89 — Slot assignment for SID-CH part3

Inte(rlr(;) %?tt:)r-ID Counter value (15 bits) CRC over 25 bits (15 bits) Not evaluated by tag
B127..B118 B117..B103 B102...B88 B87...B0
D24, .... D15 D14, .... Dg CRC14,...,CRCq

NOTE The sequence “0 1” is repeated for B195 B183 and B175 B147
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Channel coding: A shortened Fire code is used for SID-CH channel coding (40,25). After generation, the coded
40 bits (D24, ...., Dg, CRC14, ..., CRCp) are transmitted beginning with the MSB D74. Generator polynomial:

g(x):x15+xlo+x9+x6+x+1

The Channel Coding algorithm is as follows:
For Encoding:
— Initialize the CRC accumulator to all zeros 0....0h

Lo

— Divide iyr6F 2y threpotymomiat

D24X39 +D23X38 +...+D0X15

by the generator polynomial

x15 4 x1 +x9+x6+x+1,

obtain af remainder the polynomial

CRCy4x " +...+CRCx°

— Attach the CRC bits (CRC14, ..., CRCq) to the end of the databits (D4, ..., Do) and transmit the 40
codebitq (D24, ...., Dg, CRC14, ..., CRCp) MSB first

For Decodin

o

— Divide the code polynomial

pre-multiplied with a certain factor (to account for the shortened code)

by the generator polynomial

)(154—)(1 +X9+X6+X+1

and use [the remainder polynomial for error correction and error detection

7.4.3.5 Reserved function forward link channel: RFD-CH (forward link, only for R/W tags)

Function: resersved for proprietary future yse

7.4.3.6 Reserved function return link channel: RFU-CH (return link, for both types of tag)

Function: reserved for proprietary future use. The functionality can be different for the two tag types.

7.4.3.7 Interrogator training sequence typel channel: TS1-CH (return link / without logical
channel)

Function: This channel is used to ease the implementation of the hardware.

Data transmission: return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and 1
started with 0.This signal is not differentially pre-coded, with the exception of the last bit. The last bit
has to be differentially pre-coded to enable differential demodulation in the subsequent slot.
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Slot assignment: Not relevant.

7.4.3.8 Command slot channel: CS-CH (forward link)

Function: This channel is used to transmit the commands from the interrogator to the tag. The total
amount per slot is 200 bits, with a net data bit content of 120 bits. The remaining bits are used for clock
recovery, word synchronisation and for error protection.

Data transmission: forward link with 384 kbit/s.

Table 90 — Sub frame assignment for CS-CH in case of W-CH, RM-CH, MID-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S 512 S13
Table 91 — Sub frame assignment for CS-CH in case 6f RL-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 512 S13
Slot dssignment: 12 bits out of 200 are used for clock recovéry. For word synchronisation], a sequence
(TSC1) with a length of 26 is used. The default correlatorthreshold for word synchronisatipn is 24 (The
valug must 24: two bit errors maximum). The remaining 162 bits are coded net data bits.
Table 92 — Slot assignment for CS-CH partl
Clockfecovery (12 bits)
B199 | B198 | B197 | B196 | B195 | B194 | B193 | B192 | B191 | B190 | B189 | B188
0 1 0 1 0 1 0 1 0 1 0 1
Table'93 — Slot assignment for CS-CH part2
B187...B162: Word synch (TSC1) (26 bits)
ollol1]ofofiko1]1]1]o]ofofol1]ofo]ol1]ofo]1]ol1]1]1
Table 94 — Slot assignment for CS-CH part3
Interrogator frame struc- CRC protection over bits
Command type EOC ture TagID B161..B132
(4 bits) (1 bit) (7 bits) (18 bits) (44 bits)
B161...B158 B157 B156...B150 B149..B132 B131..B88
D29, .... D2g Dys D24, .... D1g D17, .... Do CRC43,...,CRCo
Table 95 — Slot assignment for CS-CH part4
Start CRC protection over bits
Block length Reserve address Reserve B87 .. B58 Reserve
(8 bits) (1 bit) (18 bits) (3 bits) (44 bits) (14 bits)
B87...B80 B79 B78...B61 B60...B58 B57..B14 B13..BO
Do, .... D22 D21 Do, .... D3 Dy, ....Dg CRC43,...,CRCo
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Description of fields:

Command type: refer to clauses 7.6.1 and 7.6.3.

EOC: End_Of_Communication (EOC) is signalled with one bit in the command field.

Interrogator frame structure: indicates the number of sub frames contained in a frame.

TaglD: Only the ID31...1D14 range shall be transmitted in the command slot.

Block length: indicates how many bytes the transmitted block contains.

Start address—n
shall be set to 0.

. B79

Channel codipng: A shortened Fire code (74,30) is repeatedly used for coding the CS-CH data bits.|After
generation, the coded 74 bits (Dzg, ...., Dg, CRC43, ..., CRCq) are transmitted beginning withthe MSB Dyo.

Generator p¢lynomial (same as for R-CH):

g(x):X L4+x30+X29+x15+x+1

The Channel Coding algorithm is as follows:

=}

For Encoding:

— Initialize the CRC accumulator to all zeros 0

— Divide in GF(2) the polynomial

by the generator polynomial

)(44+x3 +x29+x15+x+1

obtain as remainder the polynomial

CRC43x P +...+CRCx°

— Attach ghe CRC bits {CRC43, ..., CRCp) to the end of the databits (Dyg, ..., Dg) and transmjt the

74 codebits (D29, £-Dg, CRC43, ..., CRCp) MSB first

For Decodin

)

— Divide the¢ede polynomial

Dyox 3 +...+Dox ™ +CRC 43x 3 +...+CRCx°

pre-multiplied with a certain factor (to account for the shortened code)

by the generator polynomial

X44+X30+X29+X15+X+1

and use the remainder polynomial for error correction and error detection
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7.4.3.9 Read channels: R-CH (return link)

Function: These channels are used to transmit the tag net data to interrogator. The total am

ount per slot

is 200 bits, with a net data bit content of 96 bits. The remaining bits are used for clock recovery, word

synchronisation and for error protection.
Data transmission: return link with 384 kbit/s.

Sub frame assignment:

Table 96 — Sub frame assignment for R-CH in case of RM-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 512 S13
Table 97 — Sub frame assignment for R-CH in case of RL>CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 512 S13

Slot dssignment: a time reversed Barker sequence with a length of Z\is used for clock and w
The remaining 189 bits are coded net data bits, split up into twa.identical parts.

Table 98 — Slot assignment for R-CH part 1

rd recovery.

Word synch.
Clock recovery
B199 B198 B197 B196 B195 B194 B193 B192 B191 B19p B189
0 1 0 0 1 0 0 0 1 1 1
Table 99 — Slot assignment for R-CH part 2
. CRC over-previous . CRC over bits R
Net data bits 48 bits Net data bit B96 ... B49 Tail bit
(48 bits) (44 bits) (48 bits) (44 bits)
B188...B141 B140...B97 B96...B49 B48...B5 B4...B0
D47, ....Dg CRC43,...,CRCo D47, ....Dg CRC43,...,CRCo

Chanpel codingi&-shortened Fire code (92,48) is repeatedly used for coding the R-CH da
genetation, the/coded 92 bits (D47, ....,, Dg, CRC43, ..., CRCp) are transmitted beginning with
Generator polynomial:

[a bits. After
the MSB Dy

44 30 29

Lo 15 4
\)&)—)& T X T A T A TAT L

The Channel Coding algorithm is as follows:

For Encoding:

— Initialize the CRC accumulator to all zeros 0.....0h
— Divide in GF(2) the polynomial

by the generator polynomial
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X44 +X3O +X29

15

+Xx " +x+1

obtain as remainder the polynomial

CRC 3x*3 +...+CRC(x°

— Attach the CRC bits (CRC43, ..

92 codebits (D47, ....,, Dg, CRC43, ..., CRCp) MSB first

For Decodin

UQ

., CRCp) to the end of the databits (D47, ..., Dg) and transmit the

— Divide t

D47X91 |

pre-mul
by the g

x* 13

and use

7.4.3.10 W

+x%

15

he code polynomial

bnerator polynomial

+x 7 +x+1

.+ Dox ™ +CRC43x* +...+ CRCpx°

ite channel: W-CH (forward link)

fiplied with a certain factor (to account for the shortened code)

the remainder polynomial for error correction and error'detection

Function: Thiis channel is used to transmit net data fromiinterrogator to tag. The total amount pqr slot

is 200 bits, v
synchronisa

Data transm

fssion: forward link with 384 kbit/s.

Table 100 —Sub frame assignment for W-CH

Fith a net data bit content of 128 bits. The¥emaining bits are used for clock recovery,word
Lion and for error protection.

SO S1

S2

S3

S4 S5

S6

S7

S8

S9

S10 S11 S12

Slot assignm

ent: 12 bits out of 200 are used for clock recovery. For word synchronisation a seqfience

(TSC1) withja length of 16is used. The remaining 172 bits are coded net data bits.

Table 101 — Slot assignment for W-CH part 1
Clock recovery (12 bits)
B199 B198 B197 B196 B195 B194 B193 B192 B191 B190 B189 B188
0 1 0 1 0 1 0 1 0 1 1
Table 102 — Slot assignment for W-CH part 2
Word synch.: 16 bit sequence TSC1
B187 | B186 | B185 | B184 | B183 | B182 | B181 | B180 | B179 | B178 | B177 | B176 | B175 | B174 | B173 | B172
1 0 1 1 1 0 0 0 0 1 0 0 0 1 0 0
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Table 103 — Slot assignment for W-CH part 3

Net data bits CRC over previous 128 bits
(128 bits) (44 bits)
B171... B44 B43...B0
D127, ....Dg CRC43,..., CRCo

Channel coding: A shortened Fire code is used for W-CH channel coding (172,128). After generation, the
coded 172 bits (D127, ..., Do, CRC43, ..., CRCp) are transmitted beginning with the MSB D127. Generator
polynomial (same as R-CH):

g

The (
For E

|
=

low

@)

|
=N

For D

(x)=x44+x30+x29+x15+x+1

hannel Coding algorithm is as follows:

ncoding:

hitialize the CRC accumulator to all zeros 0....0h
ivide in GF(2) the polynomial

170 4

y the generator polynomial

44+x30+x29+x15+x+1

btain as remainder the polynomial

RC 43x*3 +...4+ CRC(x"

72 codebits (D127, ...., Dgy €RC43, ..., CRCo) MSB first
ecoding:
ivide the code polynomial

17X e 5D x M +CRC 43x ™ +.. + CRC x°

re-mufltiplied with a certain factor (to account for the shortened code)

ttach the CRC bits (CRC43, CRCp) to the end of the databits (D127, ..., Do) and

fransmit the

and use the remainder polynomial for error correction and error detection

7.4.3

.11 Confirm write channel: CW-CH (return link)

Function: This channel signals whether the transmission of data from interrogator to tag in a given sub
frame was free of errors or not. For a transmission to be error-free, all the slots must have been received
without errors. A “not error-free” signal results in an ARQ procedure for this communication.

Data

transmission: return link with 384 kbit/s.
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Table 104 — Sub frame assignment for CW-CH

SO S1 S2 S3 S4 S5 Sé6 S7 S8 S9 S10 S11 S12 S13

Slot assignment: A time reversed Barker sequence with alength of 11 is used for clock and word recovery.
In the case of W-CH, the CRCs are evaluated on a slot-by-slot basis. If all the slot CRCs are error-free (or
feature correctable errors only), the CRC_OK bit shall be set. This bit is transmitted to interrogator with
2*26 bits consecutively (sequence TSC1). If the received CRC was not 0.k., a word containing nothing but
0’s shall be generated with a length of 2*26. The interrogator does not evaluate the remaining bits.

Table 105 — Slot assignment for CW-CH part 1

Word synch.

(lock recovery
B199 198 B197 B196 B195 B194 B193 B192 B191 B190 B189
0 1 0 0 1 0 0 0 1 1 1

Table 106 — Slot assignment for CW-CH part-2

B188...8163: CRC_OK: true (TSC1) (26 bits)
olol1flofof1]ola]1]1]ofololol1]ofoffol1]olo]1]o|1]q]1
B188..B163: CRC_OK: false
oo ollofolofofof[o]ololo|of[o]ol@folo[o[o]o]o]olo]d]o

Table 107 — Slot assignment for CW-CH part 3

B162...B137: CRC_OK: true (TSC1) (26 bits) B136..H0
olof[1]of[o]1]of1]1]1]o]o]o][ofPolofo|1|o|o]1]o]1]1]1 —
B162..B1375CRC_OK: false

oofofof[o]ofofolofo|o]adp]o]o]o]olololo|o]o]o][o]0]0

Channel codipg: none.

Decoding: bylmeans of correlator: The default correlator threshold for CRC_OK word detection is 50 (The
value must gxceed 50: 2 bitleprors maximum in 52 bits).

—

7.4.3.12 Inferrogatertraining sequence type2 channel: TS2-CH (return link / without logicg
channel)

Function: Thlis ehannel is used only for ease the implementation of the hardware.

Data transmission: return link with a data rate out of 200 to 400 kbit/s. An alternating series of 0 and 1
started with 0.

This signal is not differentially pre-coded with the exception of the last bit. The last bit has to be
differentially pre-coded to enable differential demodulation in the subsequent slot.

Sub frame assignment: always transmitted before the return link slot if no physical return link slot was
sent before the “first” return link slot. That means that this channel shall be inserted before the first
return link slot, containing ‘real’ information shall be sent.

Table 108 — Sub frame assignment for TS2-CH in case of W-CH

| so | st | s2 | s3 | s4 | s5 | s6 | s7 | s8 | s9 | sto | su1 | s12 | s13 |
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Table 108 (continued)

Table 109 — Sub frame assignment for TS2-CH in case of RM-CH, RL-CH, MID-CH

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13
Table 110 — Slot assignment for TS2-CH
Interrogator Training sequence (200 bits)
B199 B198 e Bl BO
0 1 e 0 1
7.4.3}]13 Command slot training sequence: TS3-CH (forward link / without logical chgnnel)
Function: This channel is used only for ease the implementation of the hardware.
Data |transmission: forward link with 384kbit/s. Last 30 bits are an’‘alternating series of 2 zeros and 2
ones ptarted with 2 ones.
Sub frame assignment: always transmitted only before CS-CH.if CS-CH transmitted in Slot2
Table 111 — Sub frame assignmentfor TS3-CH in case of C-CH
SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 512 S13
Table 112~ Slot assignment for TS3-CH
Command Slot Training Sequence (30 bits)
B199...B30 B29 B28 B27 B26 . B3 B2 Bl
— 1 1 0 0 0 0 1
7.4.3{14 Spectrum check channel: SC-CH (return link / without carrier)

Funct

ion: The interrogator uses this channel to measure the RSSI values in the allowed fre

withi

and dommunication.

Data ltrdnsmission: none.

the allowed channels. The stored values are used for determining free frequencies fo

Sub frame assignment: only if there is neither communication nor notification.

Table 113 — Sub frame assignment for SC-CH

gquency band
"notification

SO S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13
Slot assignment: Not applicable
Channel coding: None.
Decoding: Not relevant.
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7.5 Channel coding and sequences
7.5.1 Synchronisation and CRC patterns

Table 114 — Clock and word synchronisation words for the physical channels

Channel type Clock Word Description
N-CH S-CH 0101 001100000 Word incl. clock
(R/W-tag)
S-CH* 1010 110011111 Word incl. clock
(RfO-tag)
MIp-CH 0100 1000111 Word incl. cloek
MIN-CH 0100 1000111 Word incl, clotk
SI)-CH 010101...010101 (36 bits) 1011100001000100
TS[L-CH Not relevant Not relevant
C-CH R-CH 0100 1000111 Word incl. clock
W-CH 010101010101 |1011100001000100
CW-CH 0100 1000111 Word incl. clock
TSR-CH Not relevant Not relevant
CSiCH 010101010101 00100101110000100010010111
TSB-CH Not relevant Not relevant
SC-CH Not relevant Not relevaiit
*  The clock fecovery can work also with the capital letters: 0101:the same sequence as for a R/W-tag

Table 115 — CRC parameterisation for the physical channels

Channeljtype n k’ Generator-polynomial Remarks
N-CH S-CH 6 5 Even-parity only n’: total number of bits in a CRC block.
MID-CH 54 32 x224x17+x13+x9+x4+1  |K’: total number of net bits in a CRC block.
MIN-CH 54 32 X22+x17+x13+x9+x4+1  |In case of correction only the data field shall
EID-CH 40 25 15451049 +x6+x+1 be corrected. No wrap around shall be applied
for the correction.
C-CH [S1-CH — — —
R-CH 92 48 x44+x30+x29+x15+x+1
W-CH 172 | 128 x44+x304x29+x15+x+1
CW-CH 52 2 52 bit correlator
[S2-CH — — —
CS-CH 74 30 x44+x304x294x15+x+1
TS3-CH — — —
SC-CH — — —

7.6 Command set for the command slot channel: CS-CH (only for R/W-tag)

7.6.1 Command types

All tags with the same IC manufacturer code and same IC version number shall behave the same.

68 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=32ed13be2f02509b4c7347ab4e21056c

ISO/IEC 18000-4:2015(E)

7.6.1.1 Mandatory

Mandatory command shall be supported by all R/W-tags that claim to be compliant. Interrogators which
claim compliance for R/W-operation shall support all mandatory commands.

7.6.1.2 Optional
If the tag does not support an optional command, it shall remain silent.

Optional commands are commands that are specified within the International Standard. Interrogators

Wthh clalm compllance for R/W-operatlon shall be technlcally capable of performlng all optional
3 hata z : tp-tendo so). R/W-

tags nay or may not support optional commands Ifan optlonal command is used, it shallbeji

in thg manner specified in the International Standard.

7.6.1{3 Custom

Custgm commands may be enabled by an International Standard, but theycshall not be spefified in that
Interhational Standard. A custom command shall not solely duplicate the functionality of any mandatory
or optional command defined in the International Standard by a different method.

An interrogator shall only send a custom command to a tag if the manufacturer of the fag specifies
such p command.

During the notification process the TagID is sent to the-interrogator. All custom commdgnds shall be
addr¢ssed individually to therefore specific manufactured tags. This allows IC manufacturers to
impldment custom commands withoutrisking duplication of command codes and thus misinferpretation.

7.6.114 Proprietary

Proprietary commands may be enabled by an’International Standard, but they shall not b¢ specified in
that [nternational Standard. A proprietafy command shall not solely duplicate the functiopnality of any
mandatory or optional command defined in the International Standard by a different metHod.

IC and tag manufacturers use thése commands for various purposes such as tests, programming of
system information, etc. They.are not specified in this part of ISO/IEC 18000. The IC manufacturer may
at its|option document them‘er not. It is allowed that these commands are disabled after IC and/or tag
manyfacturing.

7.6.2] Command set

General notes:

If a command cannot be decoded, and provided this is not the first command (in order to epeat a read
attempt, the 1nformat10n on the 1nterrogat0r frame structure is needed and thlS 1nformat10n is available
only v e d i subsequent
frames) to decode the command If the tag does not succeed in decodmg a command 1t shall return to
the sleep mode. If the tag cannot decode a first command, it shall return to the sleep mode immediately,
without trying to repeat the operation.

7.6.2.1 Write
Function: This command shall transmit a maximum of 144 bytes in a sub frame to the tag

NOTE This command requires only bits B161 to B14 in CS-CH to be evaluated (the command has arguments).
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7.6.2.2 Long_Read
Function: This command shall transmit more than 84 bytes in a sub frame to the interrogator.

NOTE For information on how to proceed further, refer to RM-CH. This command requires only bits B161 to
B14 in CS-CH to be evaluated (the command has arguments).

7.6.2.3 Short_Read
Function: This command shall transmit a maximum of 84 bytes in a sub frame to the interrogator.
NOTE For information on how to proceed further, refer to RL-CH. This command requires only bits B161 to

B14 in CS-CH|to be evaluated (the command has arguments). The only exception is when EOC is detected to be
active in slot3. In that case, only bits B161 to B88 need to be evaluated.

7.6.2.4 Init
Function: This command shall transmit one byte to the tag. In the tag, this byte is writteninto all RAM|cells.

NOTE Or1] the protocol, Init behaves in the same way as Write. That is why the interrogator expects a QW-CH
inslot13. Thigcommand requires only bits B161 to B88 in CS-CH to be evaluated (the'command has no argumnjents).

7.6.2.5 Wait

Function: This command signals to the tag that the tag has to wait for the length of one framgq - for
a new comnjand.

NOTE O1] the protocol, Wait behaves in the same way as Short_Read without a data field. This command
requires only|bits B161 to B88 in CS-CH to be evaluated (the command has no arguments).

7.6.3 Conimand codes

Table 116 — Command codes in slot 2

Name Type Command code EOC Function
B161...B158 B157
Wait Mandatory 0 0 0 0 X Sub frame is not filled with data. An EOC in slot12 {s not

to be expected. This is a NOP command. The tag shhll
decode the next command in the next frame. It sha|l not
be possible to terminate the communication.

Short_Read Mandatory 0 0 0 1 0 Sub frame filled with a maximum of 84 bytes of regd
data. An EOC is to be expected in slot12. After EOC|has

been received in slot12, the tag shall return to the fleep
mode. If there is no EOC in slot12, the tag shall waif for a
command to arrive in the next frame.

1 Confirmation that a Long_Read, or Wait command was
successfully transmitted in the previous frame. The tag

halls diatal s tatl 1 < Tl
shat-immediatelyreturnto-the-sleep-mode-Thiseom-
mand requires only bits B161 to B88 to be evaluated (the
command has no arguments).

Long_Read Mandatory 0 0 1 1 X Sub frame filled with read data. The communication in
this sub frame cannot be terminated.

Write Mandatory 1 1 0 0 0 Sub frame filled with write data. The communication in
this sub frame shall not be terminated. A feedback on the
validity of the data received by tag in this sub frame shall
be sent to interrogator on the CW-CH channel.

1 The communication in this sub frame shall be termi-
nated when the CRCs signal valid data for all the slots.

A feedback on the validity of the data received in this
sub frame shall be sent to interrogator on the CW-CH
channel. Once the data has been written to RAM, the tag
shall return to the sleep mode.
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Table 116 (continued)
Name Type Command code EOC Function
B161...B158 B157
Init Optional 1 1 1 1 A feedback on the validity of the data received in this sub
frame (INIT byte) shall be sent to interrogator on the
CW-CH channel. The communication cannot be termi-
nated during initialisation. During initialisation the tag
must be polled in each respective sub frame to find out
whether or not the initialisation has been terminated
Reserved for future use Optional 0 1 0 1
IC Mfg dependent Custom 0 0 1 0
0 1 0 0
1 0 1 1
1 1 0 1
1 1 1 0
IC Mfgl|dependent Proprietary 0 1 1 0
0 1 1 1
1 0 0 0
1 0 0 1
Table 117 — Command codes in slot 12
Name Type Command code EOC Function
B161...B158 B157
EOC Mandatory 0 0 0 1 Confirmation that a Short_Read commgnd was success-
fully transmitted in this frame. The tag|shall immedi-
ately return to the sleep mode. This cohmand requires
only bits B161 to B88 to be evaluated (the command has
no arguments).
EOC=0 shall not be used (invalid operation)
Reseryed for future use Optional 0 1 0 1
1 0 1 0
IC Mfg|dependent Custom 0 0 0 0
0 0 1 0
0 0 1 1
0 1 0 0
1 0 1 1
1 1 0 0
1 1 0 1
1 1 1 Q0
1 1 1
IC Mfg dependent Proprietary 0 1 1 0
0 1 1 1
1 0 0 0
1 0 0 1
NOTE1 Inthe case of command decoding error, the tag shall try ten more times to decode the command. After

the eleventh unsuccessful attempt, the tag shall return to the sleep mode. The exception to this rule shall be the
“first” command. If the tag fails to decode the first command, it shall return to the sleep mode immediately.

NOTE 2
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8 MODE 3: Active RFID ITF network

8.1 General

The mode describes the basis for a wireless network standard for devices used in the shipping and
logistics industry. It describes a standardized wireless network for freight containers (and subsequently
other shipping conveyance types; e.g. intermodal containers, trucks, rail cars, etc.) and allows the market
to determine the type(s) of devices to build and integrate using the network based on commercial
requirements and/or government concerns.

A common, globally ubiquitous network architecture allows the commercial sector to create and
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The network standard is designed to use the minimal amount of installed infrastructure.

Where required, the network standard shall provide data definition.

The network standard is designed to be globally deployed at a very low cost.

The network standard provides a method to establish a mesh network.

Thenetworkshall allow multiple complaintdevice types. Device categories caninclude, butare notlimited
to tracking devices, container security devices, sensor devices, location devices, and infrastructure
devices such as network coordinators and handhelds.

The network standard shall co-exist with other wireless protocols such as Wi-Fi and other wireless
communication and RTLS networks.
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The Network Physical Layer is a radio protocol based on the ISO/IEC/IEEE 8802-15-4 standard.

Any ISO/IEC/IEEE 8802-15-4 integrated circuit (IC) may be utilized to implement this specification.

Thisstandard utilizes 16 channels (channel 11 to channel 26) overthe 2,405 - 2,483 GHz spectrum, supporting
a 250000 bits per second data rate using QPSK modulation. (see ISO/IEC/IEEE 8802-15-4, section 10)

Channel conflict resolution shall be attained utilizing Carrier Sense Multiple Access (CSMA) with a hold
off up to 10 ms. (See ISO/IEC/IEEE 8802-15-4, section 5.1.1.4)
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General
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pne server connected coordinator (SCC). The Network Coordinator and SCC may be the

Network Topology
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) Meshtopology as shown in Figure 25
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Figure 22 — Star Topology

Figure 23 — Trunk Topology
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8.5 Star Topology

8.5.1 General
All devices shall comply with a star topology requirement.
There are two types of network connections for star topology networks.

Shortterm connections: The network supportsrapid network discovery and data transmission protocols.
Network access is resolved in milliseconds. Status data can be transferred to a device specified server
within one second.

Maintained fonnections: Network connections associate a remote device with a network coordihator
using negotigted message exchanges. The association process authenticates and authorizes a conneftion.
An associat¢d connection speeds data uploads and may be link encrypted for securitylor private
operation within local area networks.

The connectiion type (short term or maintained) is determined by the remote device: Remote dgvices
request Asspciation during the network discovery process. A remote device may use the SCC|MAC
address to identify whether a short term or maintained network is appropriate.

All devices rhessages shall include the IEEE EUI 64 address and Manufaeturing Identification Number
(MIN) as unique identifier.

8.5.2 Star|Topology Data Flow

In a star topgology, the network coordinator is a SCC. The network coordinator shall emit a serfes of
periodic NDB packets to initiate network connections. When a device receives a NDB, it responds With a
Network Stafus Message (NSM). The NSM contains inforiiation about the remote server for the defvice’s
data. All datj sent from this device may be forwarded.te the indicated remote server.

A network cpordinator may be secured. In this case, if the network coordinator is secure, a devic¢ may
change behafvior if it is in the vicinity of a secured network coordinator (secured location). To facilitate
reliable radip communication with less interference, multiple channels may be used. The NDB wjill be
broadcast o what is referred to as a haijlinig channel. In order to reduce power usage from scapning
many channegls, this standard defines:4-¢hannels for NDB transmission. These channels are 15, 17, 21,
and 23. In the NDB data, an alternate.network channel may be specified. The alternate network chpnnel
may be less busy and may provide higher reliability with a channel not utilized for Network Discoyery.

8.6 Trunk Topology
All devices shall complywith a trunk topology requirement.

A device opdrates-itra trunk network in the same manner as a star topology network.

In a trunk cgnfiguration there are two or more coordinators in which each coordinator operatesl|in its
own star network topology. There is only one coordinator that is a SCC.

Trunk communications extend the radio range of a network by relaying radio traffic between
coordinators. This reduces cost of additional network infrastructure or allows additional infrastructure
to be installed at remote locations.

The SCC operates in a manner that provides association services to additional trunk coordinators; see
ANC (sub-clause 8.10.4).

8.6.1 Trunk Coordinator Requirements

Before a trunk coordinator may operate in a star network, it shall first associate with a SCC or
secondary trunk coordinator. A trunk coordinator shall associate as described in Associated Network
Connection (ANC).
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If the trunk coordinator is able to associate with the SCC, it will immediately send a NSM to its SCC. This
NSM shall indicate that it wishes to associate as a trunk coordinator. Any trunk coordinator associated
with a SCC shall broadcast its own NDB. Additional trunk coordinators may request an association with
that trunk coordinator. The same type of Association request MAC command and NSM shall be used for
this secondary, and any additionally chained trunk coordinator networks.

8.6.2

Data Flow in a Trunk Topology

All data from an associated device is sent to its coordinator. If that coordinator is a trunk coordinator,
the trunk coordinator shall forward the device packet to that trunk coordinator’s coordinator address
and the data shall be passed to the next trunk coordinator until the SCC receives the data. The source
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Figure 26 — Network Access for Peer'to Peer Topology

8.8 Mesh|Topology

A mesh network is a method using cooperative FEDs to communicate between a network coordinator
and a non-agsociated device. The primary reasei'to establish a mesh network is for a device to report a
message or for a coordinator to query a non-associated device.

A cooperative FFD is configured to relay messages, device to device. The message may terminate at
either the SCC or the targeted end-point device. A device is not required to be a cooperative dg¢vice.
The mesh ngtwork shall be established using beacon request command frames as specified in ISOYIEC/
IEEE 8802-1p-4 and beacon frames as specified ISO/IEC/IEEE 8802-15-4.

Cooperative|FFDs shall maihtain an active receiver for a minimum of five (5) seconds to ensure mefsage
reliability bgtween commutiicating devices after receiving a beacon request.

8.8.1 Establishinga Mesh Network

8.8.1.1 General

Either adevice oracoordinator may initiate a mesh network. A remote device establishes a mesh network
by initiating the path discovery process as described in 8.8.1.2. The coordinator establishes a mesh
network by broadcasting a mesh request command to the target device to initiate the path discovery
process as described in 8.8.1.3.

A failed mesh networking attempt may not result in restarting the initiation process immediately. An
optimal approach would be to restart the initiation process after there is evidence that there has been a
network configuration change e.g. detected tag motion, increased receiver signal strength, or detection
of a new tag ID in the mesh architecture.

8.8.1.2 Mesh Network Initiated by Remote Device

A mesh network may be initiated by a non-associated device that needs to report a message.
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To send a message, the device shall initiate a mesh network by periodically transmitting an ISO/IEC/

IEEE 8802-15-4 beacon request command (Figure 27). When any cooperative FFD recei

ves a beacon

request, it shall respond by transmitting its own beacon. If the cooperative FFD is associated, then the

association-permit bit in the super-frame specification field of the beacon frame shall

indicate that

associations are permitted. If the cooperative FFD is not associated, the association-permit bit shall

indicate that associations are not permitted.

Non-associated cooperative FFDs shall attempt to associate by issuing a beacon request to other devices
that may be in range. To prevent excessive transmission attempts, a timeout of five (5) seconds after

receiving a beacon request shall be maintained.

An associated cooperative EED that receives a beacon request-shall respond by broad
with the association-permit bit enabled. All cooperative FFDs that receive that beacon, sh
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Figure 27 — Mesh Network Initiated by Remote Device
8.8.1.3 Mg¢shkiNetwork Initiated by Coordinator

Figure 28 depicts the process a coordinator shall use to establish a mesh network with an unassociated
device. To communicate with the remote device, the coordinator shall broadcast a mesh request
command to the device’'s MAC address. All cooperative FFDs shall rebroadcast the mesh request
command. ISO/IEC/IEEE 8802-15-4 MAC layer acknowledgement frames shall not be transmitted in
response to this command. Once the targeted device receives the forwarded command, it will initiate
the path discovery method described in the previous sub-clause. Once the path discovery is complete,
the targeted device transmits an acknowledgement message type to inform the coordinator that the
mesh has been established.

The coordinator shall use the mesh data message type to transmit data to a remote device in a mesh
network. The coordinator shall insert the targeted remote device’s ISO/IEC/IEEE 8802-15-4 MAC
address in the end-point ISO/IEC/IEEE 8802-15-4 MAC address section of the mesh data message. Each
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cooperative FFD established during the path discovery step shall forward this type of message to their
associated device(s).
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Figure 28 — Mesh Network Initiated by Coordinator

8.9 Message Types

This specification defines message types that ensure interoperability between a diverse set of devices
and manufacturers. Within message type categories, devices may send user data that is routed using this
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specification. Although messages are not limited by the use of this specification, these messages must meet
the format for message types described herein if they are to join the network and be accurately delivered..

The message header implemented by this specification shall meet the message header specified in
ISO/IEC/IEEE 8802-15-4. This clause andits sub-clauses specify message types and formats toimplement:
8.9.1 Network Discovery Beacon (NDB), 8.9.2 Network Status Message (NSM), 8.9.3 Acknowledgement
Message, 8.9.4 Command Message, 8.9.5 Data Message, 8.9.6, Mesh Request, and 8.9.7 Mesh Data.

The first two octets of the payload shall incorporate the correct device type and message type fields and
follow the specified format identified in Table 118 and Table 119. The data message is variable depending
on the message type. See Figure 29 and the sub-clauses of clause 8.9 for details.

This specifidation defines message types that ensure interoperability between a diverse set ofidgvices
and manufag¢turers. Within message type categories, devices may send proprietary data thatis Tputed
using this specification. Although proprietary messages are not limited by the use of this specification,
proprietary messages must meet the format for message types described herein if they are to join the
network and be accurately delivered.

The messagg header implemented by this specification shall meet the message’header specified in
ISO/IEC/IEEE 8802-15-4. This clause and its sub-clauses specify message types and formats to implenent:
8.9.1 Network Discovery Beacon (NDB), 8.9.2 Network Status Message (NSI),8.9.3 Acknowledggment
Message, 8.914 Command Message, 8.9.5 Data Message, 8.9.6, Mesh Request; and 8.9.8 Mesh Data.

The first twq octets of the payload shall incorporate the correct device\type and message type fields and
follow the specified format identified in Table 118 and Table 119 Type Octet Format. The data megsage
is variable depending on the message type. See Figure 29 Descfiption of Data Packet showing Paload
Section and fthe sub-clauses of clause 8.9 for details.

The messagg types ACK, NSM, and NDB are provided fornetwork administration and maintenance and
therefore th¢ payload data definition of each of these message types is defined in this document.

The commarrId message format and data message format are provided for vendor defined payload data
to be sent and received between the remote device and a data collection end-point.

To ensure data integrity, the payload of all packets shall be terminated with a two octet CRC. Thg two
octet CRC sHall be calculated over the entire payload using the 16-bit CCITT algorithm with an initial
value of Oxffff.

Octets
2 1 2 8 8/10 0/5/6/10/14 4-80 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security | FCS
Nyumber PAN ID 64-bit IEEE Address Security MIC
MAC Address Fields
/
1 1 0-76 2
Device Type | Message Type Data CRCI[2]

Figure 29 — General Description of Data Packet showing Payload Section

Table 118 summarizes a list of reserved device types specific to this network. The device type shall be
included in the header information of all transmissions.
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Table 118 — Defined Device Types

Device Type Device Type Description
0x00 Unspecified

0x01-0x3F FFD

0x40-0x7F RFD

0x80-0xFF Reserved (non-commercial)

The device type field is a single octet in every message payload that identifies the device type to a

receiving radio.
Table 119 — Message Type Octet Format
Message Type Message Type Description Mandatory
0x00 Command (implements command pending NDB). See 8.9.4
0x01 Data (status, tracking, stored data etc). See 8.9.5 Yes
0x02 ACK status (or NAK). See 8.9.2.2.1.3 Yes
0x7D| Mesh request. See 8.9.6
0x7E Mesh data. See 8.9.7
0x7F Network status message. See 8.9.2 Yes
0x80|- OxFE Reserved
0xFF Network Discovery Beacon. See 8.9.1 For FFD devjices only

The data packet will set the Frame Type subfield¢«nthe FCF byte to 1 for Data.

8.9.1

The N

utiliz
cycle

See F

Network Discovery Beacon (NDB)

5 < 2,0%.
jgure 30, Figure 32, Table 120 and Table 121 for details.

NDB

bayloads provide

— Alternate radio channels for network traffic management

|
(wel

— (
¢

roadcast and response interval information for power management purposes

ptionaldata e.g. date and time, name and location of network coordinator, GPS location]
PS; and encrypted data for proprietary use

[DB shall be broadcast by a network coordinator to announce a network is available. This network
es a network discovery methodiythat may respond within one second and support receiver duty

, differential

NDB

iming

— NDBs are emitted periodically to announce network availability

— NDBs are emitted at a high rate for a 1 (one) second period to allow remote devices to support
deep duty cycles

— NDBs are emitted on ISO/IEC/IEEE 8802-15-4 channels 15, 17, 21, 23

— NDB payloads may redirect devices to an alternate channel based on network load
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Octets
2 1 2 2 10 0/5/6/10/14 8-80 0/8 2
FCF | Sequence Broadcast Broadcast Source Aux Payload | Security | FCS
Number PAN ID Short Address Security MIC
Oxffff Address Fields
Oxffff
1 1 1 1 1 1 0-72 2
Device |Message | Alt Broadcast | Response | Option Data[0] Data[leh] {"CRCI[2]
Type Type=0xff | Channel | Interval Interval Fields
Figure 30 — Broadcast NDB Data Frame Description
2 1 2 8 10 0/5/6/10/14 8-80 0/8 y
FCF | Sequence | Broadcast | 64 bit Destination Source AuUX Payload | Security | F¢S
Nymber PAN ID Address for peer | Address Security MIC
Oxffff to peer Fields
communications
1 1 1 1 1 1 0-72 2
Device | Message | Alt Broadcast | Response | Option Data[0] Data[len] | CRC[2]
Type Type=0xff | Channél | Interval Interval Fields
Figure 31 — Peer-to-Peer NDB Data Frame Description
Table 120 — NDB Data Frame Payload Description
Byte Name Byte Definition
Device Type Identifies device type of NDB sender. See Table 118.
Message Type Oxff indicates this packet is a network discovery packet
Alt Channel Identifies alternate channel for network association (other than hailing channel)

Broadcast Interval Integer value in seconds between each broadcast period (or 1 second burst of NDB frames)

Response Interval Integer value of NDB burst (see Figure 38) that a tag receives before it must communicate status to the network

coordinator

Option Fields See Table 122

Data[0] Option payload data length including the 2 byte CRC

Datalll-[71] Option payload data content
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Byte Name Byte Definition

CRC[0]

1] Two octet CRC CCITT (0xffff)

Table 121 — Bit Fields of the Alternate Channel Octet

Bit 7 6 5 4-0

Alternate Channel Use |Network coordinatoris |RFU Channel Value

Mandatory accepting associations

8.9.1{1 Alternate channel

8.9.111.1 General

The bjit fields of the alternate channel octet are defined in the following sub-clauses-and shownin Table 121.

8.9.1

If cha
trang

8.9.1

1.2 Bit 7 Most Significant Bit (MSB)

nnel is different from current channel, use alternate channekfor association reque
missions

: Indicates alternate channel is mandatory for association requests and data

: Current channel receives association requests and,data. Alternate channel is option

1.3 Bité6
: Indicates the network coordinator is agcépting associations

: Indicates the network coordinatoris hot accepting associations

1.4 Bit5

ot used. Shall be setto 0

1.5 Bits0-4
hteger value (lower 5 bits) representing alternate ISO/IEC/IEEE 8802-15-4 channel

alid channeél-values: 11-26

1.6( An example of the Alternate Channel Octet

sts and data

tat th th ] fOx51 (0101 0001
An octetwith the value of Ox51 oo oo ot

— Network coordinator specifies alternate channel 17

— Alternate channel is not mandatory

— Network coordinator is accepting associations

8.9.1

.2 Broadcast Interval

The broadcast interval octet defines the interval in seconds between NDB frames

It has the following range of values:

— 0 = Continuous NDB transmissions
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— 1-254:1-254 seconds between NDB frame transmissions

— 255:No

NDB retransmissions

The typical values are:

— Long range network coordinator (800-1000 meters) : 60 = 60 seconds

— Shortra

nge network coordinator (50-100 meters): 15 = 15 seconds

8.9.1.3 Response interval

Therespons
to remain cd
specified int

The range of
— 0 =nevse

— 1-255: r¢

8.9.1.4 Of

The option fi
for each pay

e interval octet defines the interval in NDB bursts that a tag should provide unsolicited s
nnected. This reduces power consumed by the tag by responding with data at a"net
erval and randomizes and distributes data traffic based on timing of network asseciaf

values is:
r respond without request

bspond every (1-255) NDB bursts

tion Fields and Data

eld description is shown in Table 122. The subsequent sub-clauses provide the specificz
oad type.

Table 122 — Option Field-Description

Payload Type Data Description
0x00 No NDB payload.data
0x81 Network ceprdinator date and time stamp
0x82 Network coordinator identification — ASCII string
0x84 Network coordinator location
0x88 Network coordinator date and Time + Network coordi-
hator ID+ Network coordinator Location
0x90 Reserved
0xff Commands pending
All others Reserved for future use

8.9.1.4.1 ¢(

)x81 Network coordinator date and time stamp (7 octets)

This has the

format MM/DD/YY Wd HH:MM:SS (GMT) where:

— MM: month 1-12

— DD:day

— YY:year

1-31
0-99

— Wd: Weekday 0-6

— HH: 0-23

— MM:0-59

— SS:0-59
EXAMPLE

86

12/4/9 5 12:30:20 is represented as option code 0x81, length of 7, and 7 data octets:

tatus
work
ion.

tions
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0x81 0x09 0x0C 0x04 0x09 0x05 0x0C 0x1E 0x14 <CRC[0]> <CRC[1]>

8.9.1.4.2 0x82 Network Coordinator Identification (20 octets)
User definable: (pad with ASCII blank space: 0x20)
EXAMPLE “GEO US LA East Gate” represented in ASCII:

0x82 0x16 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 0x4c 0x41 0x20 0x45 0x61 0x73 0x74 0x20 0x47 0x61 0x74 0x65
0x20 <CRC[0]> <CRCl1]>

8.9.1.4.3 (0x84 Network Coordinator Location (1 2 nrfpfc)

Single precision IEEE floating point representation

Latityide (degree), longitude (degree), altitude (meters)

EXAMPLE 37,2744621276855 -121,985816955566 -24,6905689239502

0x84 PxOE 0x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x49 0x86 0xC5 0xC1 <CRE[0]> <CRC1]>

8.9.114.4 0x88 Network coordinator date and time stamp, Network Coordinator Identification,
Network Coordinator Location (39 octets)

Combjined Network coordinator date and time stamp, Network Coordinator Identificatipn, Network
Coordlinator Location information.

EXAMPLE 12/4/9 5 12:30:20
“GEO US LA East Gate”
37,2744621276855 -121,985816955566 -24,6905689239502

0x88 Px29 0x0C 0x04 0x09 0x05 0x0C O0x1E 0x14 0x47 0x45 0x4f 0x20 0x55 0x52 0x20 0x4c 0x41 020 0x45 0x61
0x73 Px74 0x20 0x47 0x61 0x74 0x65 0x20"0x74 0x7F 0x15 0x42 0xBD 0xF8 0xF3 0xC2 0x49 0xB6 0xC5 0xC1
<CRC|0]> <CRC[1]>

8.9.1{4.5 O0xff Commands Pending (Multiple of 8 Octets)
Data pontains one or moreSO/IEC/IEEE 8802-15-4, 64-bit MAC addresses
Number of addressesindicated by Data[0] which is the data length

Indicpted deviee“may send an ISO/IEC/IEEE 8802-15-4 data request MAC command to retrieve
pendjng commands

EXAMPLE Data pending for MAC addresses 63.64.65.66.01.02.03.04 and 70.71.72.73.01.02.03.p4

OxFF @

REC[0]> <CRCI]>
8.9.1.4.6 0x00 No NDB Payload Present

Set the option field to 0x00 to indicate no NDB payload present.

8.9.1.5 NDB CRC (Cyclical Redundancy Check)
The NDB CRC strengthens ISO/IEC/IEEE 8802-15-4 error detection.

8.9.2 Network Status Message (NSM)

The network status message (NSM) is a packet transmitted by a remote device requesting network
access. The NSM is sent to the destination PAN and MAC address received in the NDB packet.
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The NSM provides information to negotiate and route data on the network.

The NSM provides information on power saving parameters and network coordinator
acknowledgement requests.

The NSM shall be forwarded to the Device Server indicated in the NSM and in the manner indicated by
the Device Server Connection Method in the NSM.

Octets
2 1 2 8 10 0/5/6/10/14  12-80 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID 64-bit IEEE Address Security MIC

MAC Address Fields

D

4./ S
1 1 1 1/2 6/18/32 0/40+66 2
Device Message Data Network Server Optionalh\Extended | CRC[2]
Type Type=0x7F Length coordinator Parameters Server Parameters
Parameters

Figure 32 — Network Status Message Packet Description

The NDB pagket will set the Frame Type subfield in the FCEbyte to 1 for Data

Table 123 — Network Status Méssage Payload Description

Name Description
Device Type Identifies the sender device typé as defined in this specification
Message Typg¢ Identifies the message type'as defined in this specification. 0x7F for this message

Data Length Total number of octets to/follow up to and including the 2 octet CRC

Network Coof- |Parameters affectingnetwork coordinator to device communications
dinator Param-
eters
Server Paranje- |Parameters-for routing data between joining device and device’s server
ters

Optional Usér defined data between joining device and device’s server
Extended Seyver

Parameters

CRCI2] CRC CCITT (OxfFFF)

8.9.2.1 Network Coordinator Parameters

Thejoining device provides these parameters to the network coordinator to improve power management
and data transmission speed while connected to the network. These parameters may be unique for each
joining device.

The network coordinator parameters consist of a one octet option field and an optional sleep value octet.

8.9.2.1.1 Option Field

The one octet option field is organized as a series of bit flags as shown in Table 124.
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Table 124 — One octet option field

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
MSB LSB
RFU RFU RFU RFU RFU Trunk Coordi- | Network coordina- | Sleep Value
nator Configu-| tor Acknowledge- | included
ration ment Request

8.9.2.1.1.1 Sleep Value included (Bit 0)

0: Sleep value not included as next octet

1: Slefep value is included in the next octet

8.9.2

This
every

This

1.1.2 Network Coordinator Acknowledgement Request (Bit 1)

data message received.

wledgement message indicating successful receipt of the dévice’s packet

0: Remote device does not request ACK response message

1: Remote device requests an ACK message response foreach data packet sent to the network

See spib-clause 8.9.2.2.1.3 for information on the acknowledgement message format.

8.9.2

1.1.3 Trunk Coordinator Configuratien (Bit 2)

0: Remote device is not configured as a trithk coordinator

1: Remnote device is configured as a trunk coordinator

8.9.2

If prd
inter

Numl

1.2 Sleep Value (1 octet)

Uals when sending-commands.

for cgmmanding;

(J: Commarids pending NDB/data request exchange must always be used to command

255¢Receiver always active

parameter requests that the network coordinator reply with an acknowledge data

method is recommended to accelerate data transmission, rather than wait for ay
ackniwledgement from the remote server. When requested, the \nétwork coordinator s
ackn

vided in the NSM, the network coordinator shall use the sleep value parameter to ]

per of seconds remote device will leave it’s receiver on before going to power savings

packet with

application
hall send an

coordinator

bredict sleep

mode. Used

— All others: receiver will be active for sleep value seconds after each ISO/IEC/IEEE 8802-15-4 radio
exchange. Network coordinator may command at will if it is within sleep value seconds

8.9.2.2 Server Parameters

The server parameters fields in the NSM payload is located after the network coordinator parameters.
These parameters provide data for the SCC server to route device data messages and manage the network.

These parameters are provided by the joining device to allow the network coordinator to route data to
the joining device’s server.
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8.9.2.2.1 Server Options (1 octet)

Table 125 sh

ows the overview of the server options.

Table 125 — Server options

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
MSB LSB
Link key Device Device Device RFU RFU RFU [P Address
Request Server Server Server Address Spec-
TCP/IP 1IDP Email ification
8.9.2.2.1.1 | IP address specification (bit 0)
0: IPv4 addrgss follows
1: [Pv6 addrgss follows
8.9.2.2.1.2 | Device Server Connection Method (bits 4-6)
0x10: Email
0x20: UDP

0x40: TCP/1P

8.9.2.2.1.3

This bit is an
use between

If the Device
for all other

See section 9

All others re

8.9.2.2.2 §

This field is
different fro

8.9.2.2.2.1

Link Key Request (bit 7)

the coordinator and the device.

Cconnection methods.
ub-clause 8.11 for more information.

served for future use

erver Address-(6,/18, or 32 octets)

m the netwiork coordinator’s server IP address.

Email Device Server Connection Method

indication to the device server that the dévice is requesting a link layer encryption key for

Server Connection Method is TCP/IP, this value may be set to 1. This value shall be sdt to 0

the joining.device’s server address for forwarding data to the device’s server and mpy be

When specified Device Server Connection Method is Email, this field is the Emalil recipient (32 octets
interpreted as ASCII) - fill unused octets with 0x00.

8.9.2.2.2.2

UDP or TCP/IP Device Server Connection Method

When specified Device Server Connection Method is either UDP or TCP/IP, this field is the IP address
followed by the port number.

[Pv4 address followed by server port number (6 octets)

192.168.1.200/6200 represented in 6 octets as CO A8 01 C8 18 38. C8 in binary form is 11001000

[Pv6 address followed by server port number (18 octets)

See [Pv4 exa

90

mple for binary representation
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8.9.2.3 Optional Extended Server Parameters

The optional extended server parameters field in the NSM payload is located after the server parameters
field. The maximum length of this field may vary from 40 to 66 octets. The variable maximum octet
length is calculated from a maximum payload length of 80 octets minus the length of all preceding fields
in the NSM. These parameters may be used to pass vendor specific information from the device to the
device server.

8.9.2.3.1 NSM Key Exchange

When the link key request bit is set in the NSM server parameters octet, the device server may send
the NSMbackto the coordinator: The NSM 15 The same message thiat was received witit the Optional
Extended Server Parameters field overwritten with the security level identifier in the finst oftet followed
by thp 16 octet key if appropriate. The data length and CRC octets of the original NSM.message shall be
recalfulated and the recalculate length and CRC values replaces the original values'béfore peing sent to
the cpordinator.

Tablgl 126 indicates the key requirement for each security level identifier as defined|in ISO/IEC/
IEEE 8802-15-4, Table 95.

Table 126 — Security levels and key requirement

Security level identifier Security Attribute Key required
0x00 None No
0x01 MIC-32 No
0x02 MIC-64 No
0x03 MIC-128 No
0x04 ENC Yes
0x05 ENC-MIC-32 Yes
0x06 ENC-MIC-64 Yes
0x07 ENC-MIC-128 Yes

8.9.3] Acknowledgement Message

The pcknowledgment -message is transmitted in an ISO/IEC/IEEE 8802-15-4 data |frame. This
ackngwledgement showld not be confused with the ISO/IEC/IEEE 8802-15-4 acknowledgement frame.

The gcknowledgément message shall be sent from a device to confirm receipt of a command message.

If the¢ device-indicates that a request for data acknowledgment is required in its NSM, then an
acknowledgement message shall be sent from the connected data server to a remote deviceupon receipt
of all|datarmessages.

The acknowledgement message may also be used to issue a no-acknowledgement reply (NAK). A no-
acknowledge (NAK) may indicate a specific error type. The sender may determine the appropriate
response based on the received NAK.

Iflink encryption is used, the acknowledgement message shall be encrypted using parameters specified
in the NSM message.
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8.9.3.1 Acknowledgement Message Format

Octets
2 1 2 8 10 0/5/6/10/14 12 0/8 2
FCF | Sequence | Destination Destination Source Aux Payload | Security | FCS
Number PAN ID 64-bit IEEE Address Security MIC
MAC Address Fields
1 4 4 4 4 4 4 4 4 4 2
Device | Message ACK ACK | ACK Packet | Ready | Command | Wake | Network | CRG|2]
Type Tlype=0x02 | Length | Value | Sequence | ID Count Timer | Channel
Number
Figure 33 — Application ACK/NAK Packet Format
Table 127 — Application ACK/NAK Packet Payload. Format
Devide Type Identifies device type of ACK sender
Message Typ¢ 0x02 indicates this is an acknowledgment packet
ACK Length Length of remaining data in ACK packet
ACK Value 0x02: successful ACK
0x00: NAK/error
ACK Sequence Number ISO/IEC/IEEE 8802-15-4 framé&’sequence number that is being ACK’d from redipi-
ent (provided by recipient)
Packet ID Packet ID that is ACK’d
or if NAK, the error.type
See 8.9.3.1.2
Ready Ready to receive more data if 0, otherwise delay ready seconds or until an identical
ACK with Ready = 0 is received
Command Count Incrementing counter indicating sequence of processed packets
Wake Timer Seconds that device keeps its receiver continuously on after transmitting this{ACK.
Used for commanding; network coordinator can send another command if trans-
mission is within this time window. Otherwise, network coordinator may have to
use commands pending field of NDB.
Network chapnel Current network channel that the sending device utilizes for data transfers
CRCI2] CRC CCITT (0xffff)

8.9.3.1.1 ACK Sequence Number

The ACK sequence number octet is the ISO/IEC/IEEE 8802-15-4 sequence number of the data frame that
the sender is acknowledging.

Example: device A sends a data frame to device B. The data frame from device A contains the ISO/IEC/
IEEE 8802-15-4 sequence number 0x53. The acknowledgement message from device B to device A will
contain the value 0x53 for the ACK sequence number.

This value may be used by device A to confirm that the acknowledgement message from device B is for
a particular data packet that device A previously sent.

92
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