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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
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B0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.
5k of the joint technical committee is to prepare International Standards:Draft Internz
opted by the joint technical committee are circulated to national bodies forvoting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

0-3 was prepared by Joint Technical Committee ISO/IEC JIE™, Information techn
e SC 31, Automatic identification and data capture techniques:

jition cancels and replaces the second edition (ISO/AEC 18000-3:2008), which has
vised.

0 consists of the following parts, under the .general title /nformation technology —
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eference architecture and definition of parameters to be standardized
arameters for air interface communications below 135 kHz
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Introduction

ISO/IEC 18000 has been developed in order to

— provide a framework to define common communications protocols for Internationally useable frequencies
for radio frequency identification (RFID), and, where possible, to determine the use of the same protocols

f

— npinimise software and implementation costs;

— €
This ¢
SO/

This
detail

This

The |
draw

The |

The H
under
respe
may |

r all frequencies such that the problems of migrating from one to another are diminished:

nable system management and control and information exchange to be common‘as far as i
art of ISO/IEC 18000 was prepared in accordance with the requirements detérmined in ISO/I
FC 18000-1 provides explanation of the concepts behind this part of ISO/IEC 18000.

bart of ISO/IEC 18000 has 3 MODES of operation, intended—to “address different app
bd technical differences between the MODES are shown in thé-parameter tables.

art of ISO/IEC 18000 relates solely to systems operating at'13,56 MHz.

nternational Organization for Standardization (ISO)and International Electrotechnical Com
bitention to the fact that it is claimed that complianee with this document may involve the us

5O and IEC take no position concerning the-gvidence, validity and scope of these patent rig

olders of these patent rights have assured the ISO and IEC that they are willing to negg
reasonable and non-discriminatory\terms and conditions with applicants throughout the

S possible.

—C 18000-1.

ications. The

mission (IEC)
e of patents.

hts.
tiate licenses

world. In this
C. Information

ct, the statements of the holders of these patent rights are registered with the ISO and IE(
e obtained from the following.companies.

Contact details Patent number

EM Microelectronic-SA EP 97 115772.2

Mr Marc Degrauwe, IP manager EP 0902 546

Rue des,Sors 3 US 151803

CH-2074 Marin, Switzerland
(T) +41 32 755 51 11

(E) +41 32 755 54 03

info@emmicroelectronic.com

www.emmicroelectronic.com
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Contact details Patent number
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Information technology — Radio frequency identification for
item management —

Part 3:
Parameters for air interface communications at 13,56 MHz

1

[da)

This
RFID
ISO/I
This

This

In ord
claus
the lo

Relev

ycope

bart of ISO/IEC 18000 provides physical layer, collision management system and protod
systems for item identification operating at 13,56 MHz in accordance with the req

EC 18000-1.

art of ISO/IEC 18000 provides definitions for systems for eacitMODE determined in Claus¢
art of ISO/IEC 18000 defines three non-interfering MODES)

he MODES are not interoperable.

he MODES, whilst not interoperable, are non-interfering.

bonformance

er to claim conformance with this'part of ISO/IEC 18000, it is necessary to comply with all g
ps of this part of ISO/IEC 18000 except those marked “optional”. It is also necessary to g
cal national radio regulations.(which may require further restrictions).

ant conformance test'methods are defined in ISO/IEC TR 18047-3.

3

ormative«references

The following.-referenced documents are indispensable for the application of this documer
refergnces, jonly the edition cited applies. For undated references, the latest edition of th
docurhent(including any amendments) applies.

ol values for
uirements of

b 6 below.

f the relevant
perate within

t. For dated
e referenced

ISO/IEC 13239, Information technology — Telecommunications and information exchange between
systems — High-level data link control (HDLC) procedures

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 15693 (all parts), Identification cards — Contactless integrated circuit cards — Vicinity cards

ISO/IEC 15961, Information technology — Radio frequency identification (RFID) for item management — Data
protocol: application interface
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ISO/IEC 15962, Information technology — Radio frequency identification (RFID) for item management — Data
protocol: data encoding rules and logical memory functions

ISO/IEC 15963, Information technology — Radio frequency identification for item management — Unique
identification for RF tags

ISO/IEC 18000-1, Information technology — Radio frequency identification for item management — Part 1:
Reference architecture and definition of parameters to be standardized

ISO/IEC TR 18046, Information technology — Automatic identification and data capture techniques — Radio
frequency identification device performance test methods

ISO/IEC TR 18047-3, Information technology — Radio frequency identification device conformancJa test
methods — Rart 3: Test methods for air interface communications at 13,56 MHz

ISO/IEC 19762 (all parts), Information technology — Automatic identification and data capture (AIDC)
techniques — Harmonized vocabulary

EPCglobal Tag Data Standards (Version 1.3 and above)

4 Terms and definitions

For the purppses of this document, the terms and definitions given ,if, ISO/IEC 19762 (all parts) and the
following apply.

41
cover-coded text
information that is cover-coded

4.2
cover-codinx
method by which an interrogator obscures information that it is transmitting to a tag

4.3
full-duplex communications
communicatipn of data while the transceiver transmits the activation field

4.4
half-duplex gommunications
data transmigsion in either direction, one direction at a time

4.5
handle
16-bit randonr namber (RN16) that is used to authenticate tags in the open or secured state

4.6

PacketCRC

16-bit cyclic-redundancy check (CRC) code that a tag with nonzero-valued XPC indicator (XI) dynamically
calculates over its protocol control (PC), extended protocol control (XPC), and unique item identifier (Ull), and
provides by loadmodulation during inventory

cf. StoredCRC

4.7

PacketPC

protocol-control information that a tag with nonzero-valued XPC indicator dynamically calculates and provides
by loadmodulation during inventory

cf. StoredPC
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4.8

phase jitter modulation

PJM

modulation technique that transmits data as very small phase changes in the powering field

49
physical layer
data coding and modulation waveforms used in interrogator-to-tag and tag-to-interrogator communication

4.10
pivot
average length of an interrogator-to-tag data symbal

NOTE See 6.3.3.3.1.2.8.

4.1
plaintext
infornpation that is not cover-coded

412
recommissioning
significant altering of a tag's functionality and/or memory contents, as coamimanded by an interrogptor

NOTE] Recommissioning is typically in response to a change in the tag'S)Jusage model or purpose.
413
StoredCRC

16-bit cyclic-redundancy check (CRC) code that a_tag ‘calculates over its StoredPC and| unique item
identifier (Ull) and stores in Ul memory at power-up, and can backscatter during inventory

cf. PacketCRC

414
StoredPC
protogol-control information stored in unique item identifier (Ull) memory that a tag with zerg-valued XPC
indicgtor provides by loadmodulation during inventory

cf. PacketPC
415

Tari
refergnce time intervalfor‘a data-0 in interrogator-to-tag communication

5

[da)

)ymbols and abbreviated terms

For thelpurposes of this document, the symbols and abbreviated terms given in ISO1IEC18000-1,
ISO/IEC:19762 and the fnlln\nling npply

5.1 Symbols

DR ASK Method: divide ratio
PJM Method: bit O of the reply channel selection

F. carrier frequency
M(ASK) tag reply modulation type

M, RF signal envelope ripple (overshoot)
M, RF signal envelope ripple (undershoot)
M(PJM) bit 1 and bit 2 of the reply channel selection
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M, RF signal level when OFF
Q slot-count parameter
(parameter that an interrogator uses to regulate the probability of tag response)
R interrogator (also sometimes called reader)
R=>T interrogator-to-tag
RTcal interrogator-to-tag calibration symbol
T tag
T, time from interrogator transmission to tag response
T, time from tag response to interrogator transmission
T; time an interrogator waits, after T4, before it issues another command
T, minimum time between interrogator commands

Ts or T 10.00% | RF signal envelope fall time

Tori link pulse-repetition interval (T = 1/LF)

T, or T 10.90% | RF signal envelope rise time

TRext ASK Method: chooses whether the T=R preamble is prefixed with a pilét tone
PJM Method: bit 3 of the reply channel selection

Ts RF signal settling time

T=>R tag-to-interrogator

TRcal tag-to-interrogator calibration symbol

Xo floating-point value

XXXX3 binary notation

XXXXp, hexadecimal notation

u

MODE 1 - the value is a rounded value (e:g. = 75,52 ps)

5.2 Abbre)iated terms

ARIB Association of Radio Industries-and Businesses

AFI application family identifien

AM amplitude modulation

ASK amplitude shift keying

BPSK binary phase'shift keying

CEPT Conference of European Posts and Telecommunications

CFR Code'of Federal Regulations

CRC eyclic redundancy check

NOTE: This specification uses two CRC algorithms: CRC-5 (5-bit CRC) and CRC-16 (16-bit CRC) and three

different logical CRC-16s: StoredCRC, PacketCRC and CRC-16c.
For the Ull bank word 0 or ACK the following two logical CRC-16s are used:
- StoredCRC = CRC-16 calculated at startup and mapped to Ull word 0

- PacketCRC = CRC-16 calculated over the response data of the tag in case of the ACK command
For all other cases and commands the following logical CRC-16 is used:
- CRC-16¢c = CRC-16 calculated over the response data of the tag

Ccw continuous wave

dBch decibels referenced to the integrated power in the reference channel

DSB double sideband

DSB-ASK  double-sideband amplitude shift keying
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DR
ERC
ERM
ETSI
FCC
FT
ITF
LF

divide ratio

European Radiocommunications Committee
electromagnetic compatibility and radio spectrum matters
European Telecommunications Standards Institute
Federal Communications Commission

frequency tolerance

interrogator talks first (reader talks first)

link frequency (LF = 1/T )

ISO/IEC 18000-3:2010(E)

MFM
N/A
NSI
PIE
PJM
ppm
PC
RF
RFU
RN16
RNG
SRD
TDM
TID
ull
UM
XI
XPC
XPC_
XPC_
XTID

5.3

modified frequency modulation

not applicable

numbering system identifier
pulse-interval encoding

phase jitter modulation

parts-per-million

protocol control

radio frequency

reserved for future use

16-bit random or pseudo-random number
random or pseudo-random number generator

short range devices

time-division multiplexing or time-division multiplexed (as appropriate)

tag identification or tag identifier, depending on context
unique item identifier

user-memory indicator

XPC indicator

extended protocol control

W1 XPC word+1
W2 XPC:word 2

extended TID indicator (see version 1.3 and above of the EPCglobal Tag Data Stapdards)
Notation

Mode 3 of this specification uses the following notational conventions:

States and flags are denoted in bold. Example: ready.
Commands are denoted in italics. Variables are also denoted in italics. Where there might be
confusion between commands and variables, this specification shall make an explicit statement.
Example: BeginRound.

Procedures are shown as italics underline

Command parameters are underlined. Example: Pointer.
For logical negation, labels are preceded by ‘~’. Example: If flag is true, then ~flag is false.

The symbol, R=>T, refers to commands or communications signal air interface from an interrogator
to a tag (reader-to-tag).
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e The symbol, T=>R, refers to commands or communications signal air interface from a tag
interrogator (tag-to-reader).

to an

6 Requirements: Physical layer, collision management system and protocol values

for 13,56 MHz systems
6.0 General and applicable to All Modes

6.0.1 Presentation as determined in ISO/IEC 18000-1
The context,

and protocol value deflnltlons for RFID systemsfor |tem |dent|f|cat|on operatlng at 13 56 MHz 7.
accordance with the requirements of ISO/IEC 18000-1.

6.0.2 ISO/IEC 18000-3 Interoperability

This part of I3O/IEC 18000 specifies three MODES of operation at 13,56 MHz

These MODES are not interoperable, but they are expected to operate without lcausing any sign
interference with each other. Any known causes of interference are listed in Annex(O:

NOTE 1 It is recommended that users select one MODE for any specific applicatiop:

NOTE 2 Logal national regulations may further limit either power, frequency or bandwidth allocations ang

ficant

such

limitations may| reduce the capability of a system within that country. Users shall have the responsibility to ensure that they

use only systems that comply with these regulations. This implies a user responsibility to obtain proofs from manufa
and where appropriate have adequate tests carried out to assure that systems are in compliance.

NOTE 3  Atfthe time of preparation of this part of ISO/IEC 18000, the interrogator to tag link and tag to interroga
physical layer pmissions may be subject to type approval or cedtification. It is therefore necessary to make refere
local or regional radio regulations and radio standards in addition'to this part of ISO/IEC 18000. All systems are requ
comply with logal radio regulations, which may affect performance.

6.0.3 ISO/IEC 18000-3 interrogator conformance/compliance

To claim compliance with this part of ISOAEC 18000, an interrogator/ reader shall support either MO
MODE 2, or [IMODE 3. The interrogater\may support any or all modes as an option (the modes a

6.0.4 ISO/IEC 18000-3 tag compliance

To claim compliance with this part of ISO/IEC 18000, a tag shall support either MODE 1, MODE 2, or M(
The tag may pupport any.or all modes as an option (the modes are not interoperable).

6.0.5 Command structure and extensibility

cturers,

or link
nce to
ired to

DE 1,
e not

DDE 3.

Clauses 6.1, 6.2, and 6.3, include definition of the structure of command codes between an interrogator

and a

tag and indicate how many positions are available for future extensions. Command specification clauses

provide a full definition of the command and its presentation. Each command is labelled as being “mand
or “optional”. In accordance with ISO/IEC 18000-1, the clauses of this part of ISO/IEC 18000 make pro
for “custom” and “proprietary” commands.

The types of permitted command options are defined in subclauses 6.0.6 to 6.0.9.

6.0.6 Mandatory commands

A mandatory command shall be supported by all tags that claim to be compliant. Interrogators which
compliance shall support all mandatory commands.

atory”
vision

claim
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6.0.7

ISO/IEC 1800

Optional commands

0-3:2010(E)

Optional commands are commands that are specified within the International Standard. Interrogators shall be
technically capable of performing all optional commands that are specified in the International Standard

(altho

ugh need not be set up to do so). Tags may or may not support optional commands.

If an interrogator or a tag implements an optional command, it shall implement it in the manner specified in
this standard.

6.0.8

Custom commands

Custg
Intern

A cus

in thg
accor

6.0.9

Propr|
Intern

A prad
defing

circur
used

6.1

MOD

6.1.1

MOD

6.1.2

The physical, collision )management and transmission protocols determined in this MODE 4

T commands Tmay beenabted by amintermationat—Stardard; butthey stattTotbe—spe
ational Standard.

tom command shall not solely duplicate the functionality of any mandatory or optional com

International Standard by a different method. An interrogator shall use a gustom com
Hance with the specifications of the tag manufacturer.

Proprietary commands

etary commands may be enabled by an International Standard, \but they shall not be sp
ational Standard.

prietary command shall not solely duplicate the functionality of any mandatory or optio
d in the International Standard by a different method{Vendors shall not provide propriet

hvent the protocol. Proprietary commands are intended for manufacturing purposes and
n field-deployed RFID systems.

Physical layer, collision managementsystem and protocols for MODE 1

E 1 is not interoperable with any other MODES defined within this International Standard.

Read/Write system

E 1 describes a read/write system using a "interrogator talks first" technique.

Normative Aspects

cified in that

mand defined

mand only in

bcified in that

nal command
ary means to
shall not be

re defined in

nt clauses of

ISO/IEC 15693. Clauses 6.1.3 — 6.1.8 provide normative parts of MODE 1 by reference.

6.1.3| Conformance and performance measurement aspects

The performance and conformance measurement aspects for MODE 1 are given in the releva
TechnieatReports{(1SOAECTR18046-ancHSOAECTR18047-3;respectively):

6.1.4 Physical Layer

The Physical layer for the MODE 1 air interface at 13,56 MHz shall be compliant with ISO/IEC 15693-2.

6.1.5

Protocol and collision management operating method

The collision management operating method for the MODE 1 air interface at 13,56 MHz shall be compliant
with ISO/IEC 15693-3.
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6.1.6 Commands

The commands for the MODE 1 air interface at 13,56 MHz shall be compliant with ISO/IEC 15693-3. Annex A
shows the commands that are necessary to support encoding to ISO/IEC 15962, which is required for RFID
for item management.

6.1.7 Parameter tables for interrogator to tag link

The parameter tables for interrogator to tag link for the MODE 1 air interface at 13,56 MHz shall be compliant
with ISO/IEC 15693-2. See Table 1 — Parameter Tables for interrogator to tag link for details.

Table 1 — Parameter Tables for interrogator to tag link

maximum Magnetic(Field
Strength

Maghetic Field Strength
limits within

ommunication zone

Ref. Parameter Description/limits Options/Comments
M1-Int: 1 ||Operating frequency 1 interrogator to tag link channel at (centre
range frequency) 13,56MHz + 7 kHz
M1-Int: 1a ||Default operating 13,56 MHz
frequency
M1-Int: 1b |[Operating channels N/A
(for spread spectrum
systems)
M1-Int: 1c |[Operating frequency +/- 100 parts per million
accuracy +/- 50 parts per million in Japan
M1-Int: 1d ||[Frequency hop rate N/A
(for Frequency hopping
[FHSS] systems)
M1-Int: 1e |[Frequency hop N/A
sequence
(for Frequency hopping
[FHSS] systems)
M1-Int: 2 ||Occupied channel 13,56 MHz~+ 7 kHz
bandwidth with modulation as defined in 6.1.4
M1-Int: 2a |[Minimum receiver 13,66:MHz + (423,75+ 40 kHz) Centred at the sub
bandwidth 18,56 MHz + (484,28 + 40 kHz) carrier frequency.
M1-Int: 3 |[Interrogator transmit The interrogator shall not generate a field higher (Inductive coupling)

than 12 A/m in any part of the volume where a tuned
ISO card sized tag may be present

Maximum operating field strength:

5 A/m for ISO card sized tags, as defined in
ISO/IEC 7810. For other label form factors, the label

manufacturer shall epnr\ify the maximum r\paraﬁng

Where Local regulations
restrict the Magneti
Field Strength Limit$
below those determ|ned
in this Clause, a

degradation of local

field strength.

performance may be
expected.

Test methods for
determining the
interrogator operating
field are defined in
relative clauses of the
Technical Report
ISO/IEC TR 18047-3.
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(for Spread spectrum
systems)

Ref. Parameter Description/limits Options/Comments
M1-Int: 3a | Minimum operating field | Minimum Operating Field Strength: 150 mA/m for
strength tuned ISO card sized tags.
Application requirements may result in a different
minimum operating field strength. In that case the
minimum operating field strength shall be declared
by the tag manufacturer.
M1-Int: 4 | Interrogator transmit compliant with regulations
spurious emissions
M1-Int: 4a | Interrogator transmit N/A
spurious emissions, in-
band
(for Spread spectrum
systems)
M1-|nt: 4b | Interrogator transmit N/A
spurious emissions, out-
of-band
M1{int: 5 | Interrogator transmitter | The modulation technique and bit coding ehable
spectrum mask maximum tag powering within the following
regulations:
US Jurisdictions : FCC 47 Part 15
EU : EN 300 - 330
Japan : ARIB STD - T82
M1tInt:6 | Timing See below.
M1-Int: 6a | Transmit to receive turn | <= 4320/fc
around time
M1-Int: 6b | Receive to transmit Turn | >= 4192/fc
around time
M1-|nt: 6¢c | Dwell time or See 6.1;4
Interrogator transmit
power on ramp
M1-|nt: 6d | Decay time or See 6.1.4
Interrogator transmit
power down ramp
M1{int: 7 | Modulation Carrier amplitude modulation
(ASK 100%, ASK 10%....)
M1-Int: 7a | Spreading-sequence N/A
(for Frequency hopping
[FHSS] systems)
M1-|nt: 7b" ,\Chip rate N/A
(for Spread Spectrum
systems)
M1-Int: 7¢c | Chip Rate Accuracy N/A
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Ref. Parameter Description/limits Options/Comments
M1-Int: 7d | Modulation index Two level amplitude modulation: Either option at
100% and 10% determination of the
. ) interrogator (See 6.1.4).
Modulation Index: (a—b)/(a +b) Two modulation indexes
(NOTE Modulation Depth (a — b)/ a) are permitted and are
determined by the
interrogator. The RF tag
shall decode both.
Modulation shall use the
principle of ASK.
Depending on the choice
made by the interrogator.
M1-Int: 7e |[Duty cycle See 6.1.4
M1-Int: 7f ||FM deviation N/A
M1-Int: 8 ||Data coding Data coding shall be implemented using pulse Data~coding mode
position modulation. Tout of 256
Two data coding modes shall be supported by the Th | f ial
RF tag. The selection shall be made by the b te Viuﬁg one S|r=gte d
interrogator and indicated to the RF tag within the by *?hs a .t(.a repfres,n e
Start of frame (SOF). y the position ot one
pulse. The position pf the
pulse on one of 256
successive time perjods
of 18,88 us (256/fc)
determines the valug of
the byte.
Data coding mode
1 out of 4
Pulse position
modulation shall beused
where the position
determines two bitsjat a
time. Four successiye
pairs of bits form a byte.
The resulting data rate is
26,48 kbit/s (fc/512).
M1-Int: 9 ||Bit rate 1 out of 256 Data coding mode: Either mode at the
1,65 kbit/s (fc/8192) determination of the
1 out of 4 Data coding mode: interrogator
26,48 kbit/s (fc/512)
M1-Int: 9a |[Bifwrate accuracy Synchronous to the carrier frequency
M1-Int: 10 | Interrogator transmit N/A

modulation accuracy

10
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6.1.8 Parameter tables for tag to interrogator link

The parameter tables for tag to interrogator link for the MODE 1 air interface at 13,56 MHz shall be compliant
with ISO/IEC 15693-2. See Table 2 — Parameter Tables for tag to interrogator link for details.

Table 2 — Parameter Tables for tag to interrogator link

Ref. Parameter Name Description/limits Options/Comments
M1-Tag: 1 Operating One or two subcarriers may be used. The selection
frequency range between either shall be made by the interrogator
Subcarrier using the first bit in the protocol header as defined in
frequencies ISO/IEC 15693-3. The RF tag shall support both
modes.
When one subcarrier is used, the frequency fs1 of the
subcarrier loadmodulation shall be /32 (423,75
kHz).
When two subcarriers are used, the frequency fs1
shall be f./32 (423,75 kHz), and the frequency fs
shall be f./28 (484,28 kHz).
When two subcarriers are used, continuous-phase
shall be used, as shown in supporting diagrams
M1-Tlag: 1a Default operating 13,56MHz +7 kHz
frequency
M1-Tlag: 1b | Operating channels | N/A
(for Spread
spectrum systems)
M1-Tlag: 1c Operating 13,56 MHz synchronoeus+to the carrier
frequency accuracy
M1-Tlag: 1d Frequency hop N/A
Rate
(for Frequency
hopping [FHSS]
systems)
M1-Tlag: 1e Frequency hop N/A
sequence
(for Frequency
hopping [FHSS]
systems)
M1-Tag: 2 Occupied.channel 13,56 MHz 4 subcarriers
bandwidth 1 sub carrier: 13,56 MHz
+ (423,75 kHz + 40 kHz)
2 sub carriers: 2 channel: 13,56 MHz
* (484,28 kHz + 40 kHz)
M1-Tlag: 3 Transmit Maximum | In accordance with local regulations
Vagnetic Fietd
Strength
M1-Tag: 4 Transmit spurious N/A
emissions
M1-Tag: 4a | Transmit spurious N/A
emissions, in-band
(for Spread
spectrum systems)
M1-Tag: 4b | Transmit spurious N/A
emissions, Out-of-
band

© ISO/IEC 2010 — All rights reserved
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Ref. Parameter Name Description/limits Options/Comments
M1-Tag: 5 Transmit spectrum In compliance with:
mask US: FCC 47 Part 15
EU and other EN:300-330
(Transmit spectrum mask is not regulated in the
Japan Radio Law)
M1-Tag: 6 Timing See below.
M1-Tag: 6a | Transmit to receive | <=4192/fc
turn around time
M1-Tag: 6b Receive to transmit | Within 4320/fc — 4384/fc
turn around time
M1-Tag: 6¢ Dwell time or N/A
Transmit power on
ramp
M1-Tag: 6d Decay time or N/A
Transmit power
down ramp
M1-Tag: 7 Modulation (on the The RF tag shall be capable of communication to
carrier) the interrogator via an inductive coupling area
whereby the carrier frequency is modulated td
generate a subcarrier with frequency fs. Thé
subcarrier shall be generated by switching a load in
the RF tag.
Test methods for RF tag loadmodulation are
defined in ISO/IEC TR 18047-3:
The loadmodulation amplitudée 'shall be at least
10 mV for ISO card sized;tags when measured as
described in the test methods.
For other label form factors, the label manufacturer
shall specify the\loadmodulation.
M1-Tag: 7a || Spreading N/A
sequence
(for Frequency
hopping [FHSS]
systems)
M1-Tag: 7b || Chip rate N/A
(for Spread
spectrum systems)
M1-Tag: 7¢c Chip rate.accuracy N/A
(for Spread
spectrum systems)
M1-Tag: 7d On<off ratio N/A
M1-Tag: 7e Subcarrier if one sub carrier is used : 423,75 kHz
frequency if two sub carriers are used :
423,75 kHz and 484,28 kHz
M1-Tag: 7f Subcarrier Derived from the carrier.

frequency accuracy

Tolerance of direct
generated tag to
Interrogator link
carrier

12
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Ref. Parameter Name Description/limits Options/Comments
M1-Tag: 7g | Subcarrier One Subcarrier: A logic 0 starts with 8 pulses of Determined by the
modulation 423,75 kHz (fc/32) followed by an unmodulated time | interrogator. RF tag shall
of 18,88 us. (256/fc). support both.
A logic 1 starts with an unmodulated time of
18,88 ps (256/fc) followed by 8 pulses of
423,75 kHz (fc/32).
Two subcarriers: A logic 0 starts with 8 pulses of
423,75 kHz (fc/32) followed by 9 pulses of
484,28 kHz (fc/28).
A logic 1 starts with 9 pulses of 484,28 kHz (fc/28)
foltowed by 8 puises of 423,75 kKHZ (fc/32)
M1-Tlag: 7h Duty cycle N/A
M1-Tlag: 7 | FM Deviation N/A
M1-Tag: 8 Data coding Data shall be encoded using Manchester coding, of
one or two subcarriers.
M1-Tlag: 9 Bit rate Refer to 6.1.4
M1-Tag: 9a Bit rate accuracy Derived from the carrier
M1-Tlag: 10 | Tag transmit N/A
modulation
accuracy (for
Frequency hopping
[FHSS] systems)
M1-Tag: 11 Preamble Framing has been chosen‘for ease of
synchronization ands\independence of protocol.
Frames are delimited by a Start of frame (SOF) and
an End of frame4{EOF) and are implemented using
code violation:
M1-Tlag: 11a | Preamble length See 6.14;

© ISO/IEC 2010 — All rights reserved
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Ref. Parameter Name Description/limits Options/Comments

M1-Tag: 11b | Preamble waveform | :SOF when using one subcarrier

The SOF comprises 3 parts:

1: an unmodulated time of 56,64 us (768/fc),

2: 24 pulses of 423,75 kHz ( fc/32),

3: followed by a logic 7 which starts with an
unmodulated time of 18,88 us. (256/fc) followed
by 8 pulses of 423,75 kHz (fc/32).

:SOF when using two subcarriers

The SOF comprises 3 parts:
1- 27 pulses of 484 28 kHz (fr‘/?R )
2: 24 pulses of 423,75 kHz (fc/32 ),
3: alogic 1 which starts with
9 pulses of 484,28 kHz (fc/28)
followed by 8 pulses of 423,75 kHz ( fc/32)

:EOF when using one subcarrier

The EOF comprises 3 parts:

1: a logic 0 which starts with 8 pulses of 423,75 kHz
(fc/32),

2: an unmodulated time of 18,88us (256/fc)

3: 24 pulses of 423,75 kHz (fc/32),
an unmodulated time of 56,64 ys (768/fc)

:EOF when using two subcarriers

The EOF comprises 3 parts:

1: a logic 0 which starts with 8 pulses-of 423,75 kHz
(fc/32 ) followed by 9 pulses 0f\484,28 kHz
(fc/28),

2: 24 pulses of 423,75 kHz (f¢/32),

3: 27 pulses of 484,28 kHz\(fc/28).

M1-Tag: 11¢ || Bit sync sequence N/A

M1-Tag: 12 Scrambling N/A
(for Spread
spectrum systems)
M1-Tag: 13 Bit transmission Least significant bit first
order
M1-Tag: 14 Reserved
M1-Tag: 15 || Polarization N/A (Near Field)
M1-Tag: 16 Minimum tag see transmitted / received signals 6.1.4

receiver bandwidth

6.2 MODH 2: Physical layer, collision management system and protocols for MODE 2

MODE 2 is not interoperable with any other MODE defined in this part of ISO/IEC 18000.
MODE 2 is non-interfering with any other MODE defined in this part of ISO/IEC 18000.

The performance and conformance measurement aspects for MODE 2 shall be conformant with the relevant
clauses of Technical Reports (ISO/IEC TR 18046 and ISO/IEC TR 18047-3, respectively).
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link
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Normative aspects: physical and media access control (MAC) parameters: interrogator to tag

See Table 3 — Physical and media access control (MAC) parameters: interrogator to tag link.

Table 3 — Physical and media access control (MAC) parameters: interrogator to tag link

Ref. Parameter Name Description

M2-Int: 1 Operating frequency range 13,56 MHz £ 7 kHz

M2-Int: 1a Default operating frequency 13,56 MHz

M2-Int: 1b Operating channels N/A

(for Spread spectrum systems)

M2-Int: 1c Operating frequency accuracy + 100 parts per million
Japan: + 50 parts per million

MR-Int: 1d Frequency hop rate N/A

(for Frequency Hopping [FHSS]
systems)
M2-Int: 1e Frequency hop sequence N/A
(for Frequency Hopping [FHSS]
systems)

MZR-Int: 2 Occupied channel bandwidth The modulation sidebands are very low in amplitude but
spread wide. They satisfy the ETSI, and FCC
regulations.

(©ceupied channel bandwidth is not regulateq in the
Japan Radio Law).
Mg-Int: 2a Minimum receiver bandwidth Suitable to receive tag channel or channels of interest.
M2-Int: 3 Interrogator transmit maximum The interrogator shall not generate a field higher than
Magnetic Field Strength 12 A/m in any part of the volume where a tun¢d ISO
card sized tag may be present

Mg-Int: 3a Minimum Operating Field Strength Minimum Operating Field Strength: 150 mA/m} for tuned
ISO card sized tags.

Application requirements may result in a diffefent
minimum operating field strength. In that casq the
minimum operating field strength shall be dec|ared by
the tag manufacturer.

M2-Int: 4 Intérrogator transmit spurious See below.

Emissions

M2-Int: 4a Interrogator transmit spurious N/A

emissions, in-band
(for Spread spectrum systems)

M2-int4b Interrogator transmit spurious Compliant with ETSI, ARIB STD-T82 and FC¢

emissions, out-of-band maximum out of Band affowed fieid strengtit.

M2-Int: 5 Interrogator transmitter spectrum Compliant with ETSI, ARIB STD-T82 and FCC

mask maximum out of Band allowed field strength.
M2-Int: 6 Timing See below.
M2-Int: 6a Transmit to receive turn around time 0-50ps

(the time between the end of a

command and when the interrogator

is first ready to receive a reply)
M2-Int: 6b Receive to transmit turn around time Greater than 0 ps

“(the time between the end of a reply

and when the interrogator can

transmit a command)

© ISO/IEC 2010 — All rights reserved
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Ref. Parameter Name Description
M2-Int: 6¢ Dwell time or Interrogator transmit 0-10ps
power on ramp
M2-Int: 6d Decay time or Interrogator transmit 0-10ps
power down ramp
M2-Int: 7 Modulation PJM (Phase Jitter Modulation) min. level +/- 3,0 © max.
level +/-4,0°
M2-Int: 7a Spreading sequence N/A
(for frequency hopping [FHSS]
systems)
M2-Int: 7b Chip rate N/A
(for Spread spectrum systems)
M2-Int: 7¢c Chip rate accuracy N/A
(for Spread spectrum systems)
M2-Int: 7d Modulation index N/A (System is not amplitude modulation)
M2-Int: 7e Duty cycle N/A
M2-Int: 7f FM Deviation N/A
M2-Int: 8 Data coding Modified Frequency Modulation (MFM) (see Figure 4 1+
Command MFM encoding and timing of binary 00010Q)
M2-Int: 9 Bit rate 423,75 kbit/s
M2-Int: 9a Bit rate accuracy Synchronousto the carrier frequency.
M2-Int: 10 Interrogator transmit modulation N/A
accuracy
M2-Int: 11 Preamble Includes an MFM encoding violation
M2-Int: 11 Preamble length 16 bits

=

M2-Int: 11 Preamble waveform

The command flag defines the start of a command andl
the bit interval timings. The flag comprises three parts

1: a synchronising string of 8 bits of valid MFM data.

2: an MFM encoding violation not present in normal
MFM data. The violation consists of a sequence of
5 state changes separated by a 1 bit interval, a2 b
interval, a 1,5 bit interval and a 2 bit interval. The
edge of the fifth (last) transition defines the
beginning of a bit interval.

—

3: a trailing MFM 0 defining the end of a flag and the
beginning of the command.

(See Figure 1 — Two possible command flags)

M2-Int: 11 Bit sync sequence See M2 Int: 11b

M2-Int: 11d Frame sync sequence See M2 Int: 11b

M2-Int: 12 Scrambling N/A

(for Spread spectrum systems)

M2-Int: 13 Bit transmission order LSB first

M2-Int: 14 Wake-up process Interrogator Talks First (ITF) System. Tag cannot
respond unless it receives valid command from
interrogator.

M2-Int: 15 Polarization N/A

16
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Synchronising String

;|4

MFM Encoding Violation

A

Bit Interval

I

V|‘

Flag 1

——
A

Flag

Flag 2

Figure 1 — Two possible command flags

6.2.2| Tag to interrogator link

See Table 4 — Tag to interrogator link and Figure 2 — Two possiblé-reply flags.

Table 4 — Tag to interrogator link

Ref. Parameter Name Description
MR-Tag:1 Operating frequency range 13,56 MHz + 3,013 MHz
Mp-Tag: 1a Default operating frequency N/A (System does not rely on a default operafing
frequency)
MR-Tag: 1b Operating channels Multi-frequency operating system where tags [can select
(for Spread spectrum systems) from 8 reply channels. Tags transmit the whole of their
reply using a selected channel.
The tag may use one of eight subcarriers. The
subcarriers are derived by division of the powgring
field’s frequency.
Channel Frequency Division
kHz Rétio
A 969 4
B 1233 1
c 1507 o
D 1808 1
E 2086 4.5
F 2465 4,5
G 2712 5
H 3013 45
M2-Tag: 1c Operating frequency accuracy Synchronous to the carrier frequency.
M2-Tag: 1d Frequency hop rate Tags transmit the whole of a reply on a selected
(for Frequency hopping [FHSS] channel
systems)
M2-Tag: 1e Frequency hop sequence Reply channel is randomly selected by the tag.
(for Frequency hopping [FHSS]
systems)

© ISO/IEC 2010 — All rights reserved
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Ref. Parameter Name Description
M2-Tag: 2 Occupied channel bandwidth 106 kHz for each of 8 reply channels
M2-Tag: 3 Transmit Maximum Magnetic Field In accordance with local regulations
Strength
M2-Tag: 4 Transmit spurious emissions N/A
M2-Tag: 4a Transmit spurious emissions, In-band | N/A
(for Spread spectrum systems)
M2-Tag: 4b Transmit spurious emissions, Out-of- | N/A
band
M2-Tag: 5 Transmit spectrum mask N/A
M2-Tag: 6 Timing See below.
M2-Tag: 6§ Transmit to receive turn around time 0-200 ps
(the time between the end of a reply
and when a the tag is first ready to
receive a command)
M2-Tag: 6 Receive to transmit turn around time | 77 to 88 us
(time between the end of the last bit
of a read command and a tag
beginning the first bit of a tag reply)
M2-Tag: 6¢ Dwell time or transmit power on ramp | N/A
M2-Tag: 64 Decay time or Transmit power down N/A
ramp
M2-Tag: 7 Modulation Loadmodulation
M2-Tag: 7@ Spreading sequence Tags'transmit the whole of a reply in a randomly
(for Frequency hopping [FHSS] selected or an interrogator selected channel.
systems)
M2-Tag: 7 Chip rate N/A
(for Spread spectrum systems)
M2-Tag: 7¢ Chip rate accuracy N/A
(for Spread spectrum systems)
M2-Tag: 74l On-Off ratio N/A
M2-Tag: 7¢ Subcarrier frequeney 8 subcarrier frequencies available:
Channel Frequency Division
kHz Ratio
A 969 14
B 1233 1
C 1507 9
D 1808 7,5
F 2465 5,5
G 2712 5
H 3013 45
M2-Tag: 7f Subcarrier frequency accuracy Synchronous to the carrier frequency.
M2-Tag: 79 Subcarrier modulation BPSK (Binary phase shift keying)
M2-Tag: 7h Duty cycle N/A
M2-Tag: 71 FM Deviation N/A
M2-Tag: 8 Data coding MFM (Modified frequency modulation)(see Figure 7 —
Reply MFM encoding and timing of binary 000100)
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Ref. Parameter Name Description
M2-Tag: 9 Bit rate 105,9375 kbit/s
M2-Tag: 9a Bit rate accuracy Synchronous to the carrier frequency.
M2-Tag: 10 Tag transmit modulation accuracy (for | N/A
Frequency hopping [FHSS] systems)
M2-Tag: 11 Preamble Includes an MFM encoding violation
M2-Tag: 11a Preamble length 16 bits
M2-Tag: 11b Preamble waveform The reply flag defines the start of a reply and the bit
interval ﬁminge The flng r‘nmpriene three parts:
1: a synchronising string of 9 bits of valid)MEM data.
2: a MFM encoding violation not present’in nprmal
data. The violation consists of a’'sequence|of 4 state
changes separated by a 2 bit'interval, a 1,p bit
interval and a 2 bit intervaliThe edge of the fourth
transition defines the beginhing of a bit intgrval
: a trailing zero defining the end of the flag.
(See Figure 2 —<Two possible reply flags)
MR-Tag: 11¢c Bit sync sequence See M2-Tag:11b
MR-Tag: 11d Frame sync sequence See M2-Tag:+b
MR-Tag: 12 Scrambling (for Spread spectrum N/A
systems)
Mp-Tag: 13 Bit transmission order LSB first
Mp-Tag: 14 Reserved
Mp-Tag: 15 Polarization N/A
MR-Tag: 16 Minimum tag receiver bandwidth See Figure 3 — Command modulation schemle

Syrichronising String

MFM Encoding Violation

Ll‘ »

Bit Interval

Flag

Figure 2 — Two possible reply flags
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6.2.3 Description of operating method

6.2.3.1

General

This clause defines the characteristics of the air interface between the interrogator and the tag. It details the
transfer of power and the bi-directional communications between the interrogator and the tag.

Tags may be passive. In which case, power is transferred from the interrogator to the tag by a high frequency
magnetic field using coupled antennae in the interrogator and the tag. The powering field frequency f; is
13,56 MHz + 7 kHz. The interrogator shall be capable of powering a tag at all positions inside the interrogator
operating volume.

Commands

1

e transmitted from the interrogator to the tag by Phase Jitter Modulation (PJM) of theypoy

field. PJM transmits data as very small phase changes in the powering field. These phase ,changg

between +/-
bandwidth of
data rates arl
data rate. Ph

The comman

An interrogat
simultaneous

Tags reply t
modulated by

Tags can sel
is 105,9375 K

3,0 ° and +/- 4,0 ° There is no reduction in the transfer of power to the tag during’ PJM
PJM is no wider than the original double-sided spectrum of the data. The sideband leve
e decoupled. This allows the sideband levels be set at any arbitrary level without affectir
hse Jitter Modulation is described in Annex B.

i data rate is 423,75 kbit/s encoded using Modified Frequency Modulation (MFM).

br can be full or half duplex. If an interrogator is full duplex then ifycan transmit commands|
y receiving multiple tag replies. Tags are half duplex.

b the interrogator by inductive coupling whereby the’yvoltage across the tag antenna
a subcarrier. The subcarrier is derived from division ©f'the powering field’'s frequency.

vering
s are
. The
s and
g the

whist

coil is

pct from one of eight subcarrier frequencies between 969 kHz and 3013 kHz. The reply data rate

bit/s encoded using Modified Frequency Modulation (MFM) and modulated onto the subgq

as Binary Phase Shift Keying (BPSK).

To ensure that tags replying on different channels afe simultaneously received tag replies are band limi

reduce data 3

6.2.3.2

Commands 4
rate is 423,75

6.2.3.21 M
Commands &
transmitted a
arbitrary leve

nd subcarrier harmonic levels.

Cgmmunications signal interface interrogator to tag

arrier

ted to

re transmitted from the.interrogator to the tag by PJM of the powering field. The commang data

kbit/s and all commands are MFM encoded prior to the PJM modulator.

pdulation

re transmitted from the interrogator to the tag by PJM of the powering field. In PJM d

ata is

5 very.smadll phase reversals in the powering field. This allows the sideband levels be set at any

without affecting the data rate.

The tags ope

. it Bitt-sid I - owithtt mteEet and
ETSI regulations.

The PJM phase shift waveform of the interrogator magnetic field is described in Figure 3 — Command
modulation scheme and Table 5 — Command Modulation Parameters.

20
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Carrier phase
A

+A°

’ time

Figure 3 — Command modulation scheme

Table 5 — Command Modulation Parameters

Parameter

Minimum

Maximum

Un

its

phase shift

+Ao, -A°

3,0

4,0

lo:

time after which the phase shift shall

0

1,0

remain above the 95% point

NOTE] 4,0° of the total phaseshift must be completed in 500 ns or less. The phase shift cannot exceed the final value

by 5% at any time. The-rise and fall phase shifts shall not have a difference greater than 40 ns|at any position
between the 10%'to 90% points. The phase shift magnitude shall remain constant during the whole command.

6.2.3.2.2 Data rate and data coding

The ¢ncoded command data rate is 423,75 kbit/s (f, / 32). The period of a bit interval used|for encoding
command data-is 2,3599 pus.

All commands are MFM encoded prior to the PJM modulator. Bits are encoded using MFM encoding rules.
MFM “has—thetowest-bandwidth occupancy of-the b;llaly UIIUUd;IIH methods—Hhe—bit—vralte—is- defined by a

change in state. These encoding rules are defined as follows:

e Abit 1is defined by a state change at the middle of a bit interval.
o Abit 0is defined by a state change at the beginning of a bit interval.
o Where a bit 0 immediately follows a bit 1 there is no state change.

An example of command MFM encoding of the binary string 000100 is shown in Figure 4 — Command MFM
encoding and timing of binary 000100.

Typically the edges shown in Figure 4 — Command MFM encoding and timing of binary 000100 and
Figure 5 — MFM Encoding and timing for two possible command flags shall be synchronised to the powering
field. If not synchronised then these edges shall be generated at the interrogator within +/- 0,04 s of the times
shown.

© ISO/IEC 2010 — All rights reserved 21


https://iecnorm.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

i ] 0 i 1 = o 0
D | i

2,36 ps I KET B R ATT -0

Bit Intersal

Figure 4 — Command MFM encoding and timing of binary 000100

6.2.3.2.3 Interrogator to tag frames

The comman( flag defines the start of a command and the bit interval timings. The flag comprises thiee’parts:

e Alsynchronising string of 8 bits of valid MFM data.
e An MFM encoding violation not present in normal MFM data. The violation consists-of a sequience

of| 5 state changes separated by a 1 bit interval, a 2 bit interval, a 1,5 bit interval~and a 2 bit irjterval.
e Aftrailing MFM 0 defining the end of a flag and the beginning of the command:

The synchrornjising string, encoding violation and a trailing zero for two possible command flags are illusfrated
in Figure 5 — MFM Encoding and timing for two possible command flags.

Synchronising String MFM Eneoding Violation

|4 Ll‘ »
|‘ V|‘

2,36ps . 4,72us 3,54us 4,72ps

<& »
< »

A
\ 4

<& N
< »

A
4

Flag 1

Flag 2

1 1
1 1
1 )
1 1

Bit Interval

Flag

Figure 5— MFM Encoding and timing for two possible command flags

6.2.3.3 Communications signal interface tag to interrogator

Replies are MFM encoded prior to the BPSK modulator. Tags reply using one of eight selectable modulated
subcarriers.

6.2.3.3.1 Subcarriers
The tag may use one of eight subcarriers. The subcarriers are derived by division of the powering field’s

frequency. The channel frequencies and division ratios are tabulated in Table 6 — Channel frequencies and
division ratios.
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Table 6 — Channel frequencies and division ratios

Channel Frequency kHz Division Ratio
A 969 14
B 1233 11
C 1507 9
D 1808 7,5
E 2086 6,5
E 2465 55
G 2712 5
H 3013 4.5

6.2.3.3.2 Modulation

The t
modu
the sy

Syste
simul

NOTE|
to be
for ITY

bcarrier as BPSK modulation.

region 1, 2 and meets Japanese regulations.

hg replies to the interrogator by inductive coupling whereby the voltage across the tag a
ated by a subcarrier. Modulation is based on impedance modulation? Encoded data is mo

ms shall respect local regulations. In order to ensure that tags replying on different
aneously received, all tag replies shall be band limited o reduce data and subcarrier harmg

0-3:2010(E)

htenna coil is
dulated on to

channels are
nic levels.

For example, the tag reply spectrum for 105,9375 kbit/s MFM encoded all zeros data stream, may be defined
vithin the tag reply mask provided in Figure 6 — Tag reply mask below. Such mask limitation would

be appropriate

Interrogator carrier frequency

other data harmonics and
modulated subcarrier harmonics

20 dB
minimum

A

|

fundamental

third data harmoni

13.56 13.56 +
MHz 3.10 MHz
Note. This figure shows the upper side band of the Tag reply. The same mask shall be applied to the lower sideband.

© IS0/

Figure 6 — Tag reply mask
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6.2.3.3.3 Data rate and data encoding

The encoded reply data rate is 105,9375 kbit/s (fc / 128). The period of a bit interval used for encoding
command data is 9,4395 us. The modulation used is BPSK.

Tags reply using one of eight selectable modulated subcarriers. The subcarriers are derived by division of the
powering field’s frequency. Replies are encoded using MFM and modulated onto the subcarrier as Binary
Phase Shift Keying (BPSK).

MFM encoding rules are shown in 6.2.3.2.2. An example of reply MFM encoding of the binary string 000100 is
shown in F|gure 7 — Reply MFM encodlng and tlmlng of b|nary 000100 Typlcally the edges shown in

two possible |
be generated|at the tag within +/- 0.15 ps of the times shown.

: . . |
0 0 o ! 1 ! 0 0
- - - — - - @
9,44 us | 4T2us | 4.Tius PAS,
Bil Interyal | | |

Figure 7 — Reply MFM encoding and timing of binary 000100

6.2.3.3.4 Tag to interrogator frames

The reply flag defines the start of a reply and the bit interval timings. The reply flag comprises three parts;

e Alsynchronising string of 9 bits of valid MFM data.
e A[MFM encoding violation not present in_hormal data. The violation consists of a sequence of
4 ptate changes separated by a 2 bit interval, a 1,5 bit interval and 2 bit interval. The edge pf the

fourth transition defines the beginning of-a bit interval.
e Aftrailing 0.

A synchronisjng string, encoding violatiohvand a trailing zero for two possible reply flags are illustrafed in
Figure 8 — MFM Encoding and timing for two possible reply flags.

| Synckrddsing String | MEM Erwcoding Wiolation
Qadus  1888us 1416us 1535us

Flagl

Flag2
i i i i i i i i i i i i i i i
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
B I O T R B
| Bit Iriteral |
[ Flag =

Figure 8 — MFM Encoding and timing for two possible reply flags
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See Table 7 — Protocol parameters.
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Table 7 — Protocol parameters

Ref. Parameter Name Description

M2-P: 1 Who talks first Interrogator Talks First (ITF) System. Tag cannot
respond unless it receives valid command from
interrogator.

W2=-FP—2 Tay au'dlcoa;llg uapabi“ty \llca, tayb carmbeaddressed illdividua“y orasgroups.

M2-P: 3 Tag ID

M2-P: 3a Tag ID length 64 bits (32 bit specific identifier, 16 bit application
group identifier and 16 bit manufacturing
identifier).

M2-P: 3b Tag ID format See clauses 6.2.5.6 to 6.2.5.9

M2-P: 4 Read size Two bytes (16 bits) to maximum memory size.

M2-P: 5 Write size Minimum and Maximum Write size is dependept upon
memory technology, according to instruction dgefined in
6.2.5.14.

M2-P: 6 Read transaction time 1,282ms 150 ps per 16 bits (2 bytes).

M2-P: 7 Write transaction time 1,282ms + 75,5 us per 16 bits (2 bytes), not influding
memory erase and write time.

M2-P: 8 Error detection 16 bit CRC interrogator to tag, 32 bit tag to
interrogator.

M2-P: 9 Error correction None.

M2-P: 10 Memory size Product Dependant. No technical limitation.

M2-P: 11 Command structure andyextensibility | Command field is 16 bits long, extendable witHout limit
in 16 bit blocks.

8 command types, each with 16 extension typgs
presently available.
6.2.5( Description of.protocol operating method
6.2.5/1 Overyview
Tags may be-passive; in which case power is transferred from the interrogator to the tag by a High Frequency
(HF) llnagnetic field using coupled antennas in the interrogator and the tag.

Dialogue between the interrogator and the tag is conducted on an Interrogator-Talks-First (ITF) basis.
Following activation of the tag by a powering field the tag waits silently for a valid command. After receiving a
valid command the tag transmits a reply to the command.

Phase Jitter Modulation (PJM) is used (described in 6.2.3 above).

The tag memory is expandable beyond 1 Megabit so that the system is inherently upgradeable, subject to
product definition/design.

Multiple tag identification is performed using a combination of Frequency and Time Division Multiple Access
(FTDMA). There are eight reply channels available for tags to use. In response to a valid command each tag
randomly selects a channel on which to transmit its reply. The reply is transmitted once using the selected
channel. Upon receiving the next valid command each tag randomly selects a new channel and transmits the
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reply using the new selected channel. This method of reply frequency hopping using random channel
selection is repeated for each subsequent valid command. In addition to random channel selection the tag can
randomly mute individual replies. When a reply is muted the tag will not transmit that reply. Random muting is
necessary when identifying very large populations of tags. All FTDMA frequency and time parameters are
defined by the command.

All commands are time stamped and tags store the first time stamp received after entering an interrogator.
The stored time stamp defines precisely when the tag first entered the interrogator and provides a high
resolution method of determining tag order which is decoupled from the speed of identification.

Tag temporary settings shall be stored in tag memory (for example using a technique such as Temporary
Random Access I\/Ipmnry TRAI\/I) that retains data cantents d||ring power outages caused hy Qwifr*hing f the

powering field in orientation insensitive interrogators.

6.2.5.2 Definition of data elements

Read data is the data read from chip memory by a valid command.
Write data is the data written to chip memory by a valid command.
Stored data i$ the data stored in chip memory.
Hardcode dafa is the data in virtual chip ROM.

6.2.5.3 RHtag memory organization

This part of IBO/IEC 18000 describes the tag memory in virtual ternis only and does not intend to restrict the
physical implémentation of any tag’s memory.

The tag mempry is split into the three areas shown in Table 8 =~"Tag memory areas.

Table 8 — Tag ' memory areas

Memory Area Comment

manufacturing system memory area contains all fields that are set and locked during
chip/tag manufacture and manufacturing test

user system memory area set and locked as required by the user

user memory area set and locked as required by the user

Tags with 4 Kbit or less ofwirtual memory will use 8 bit address and 8 bit length fields. Tags with greatef than
4 kbit of virtu@l memory shall allow for both 8 and 16 bit address and length fields.

The tag menjory includes tag identifiers, configuration and user defined fields. The virtual memory map, see
Table 9 — Viftual memory map, includes the defined fields. The bit order of any defined fields is such that the
least significantfield bitis-stored-at the lowervirtualmemory bit address.

The virtual memory is organised and addressed as 16 bit words. MODE 2 makes provision for tag types with
varying memory block sizes, where a block is one or more 16 bit words. Read commands read zero or more
words. Write commands write whole words, where the number of words that can be written is determined by
the memory construction.

Memory may be locked. Once locked, memory cannot be overwritten.
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Table 9 — Virtual memory map shows the virtual memory layout of the tag.

Table 9 — Virtual memory map

memo comment | register bit number
Word no t ery 9
yP 1514 [13]12[11]10f0 [8]7 [ 6] 5] 4] 3] 2] 1] 0
0 manufacturing defined RFM reserved for manufacturer
system memory | fields
1 MC manufacturing code
2 SIDO specific identifier 0
3 SID1 specific identifier 1
4 user system defined GID application group identifier
memory fields N - —
5 CID conditional identifier
6 Ccw configuration word
7 user memory undefined if | PWO Password 0
password is
8 not required PW1 Password 1
9 PW2 Password\2
10 undefined
and fields
above

Word|10 and above shall be user memory followed-by any remaining system memory.

Specific identifier 0 and password 0 are thedeast significant words of these multi word fields.

6.2.5/5 Lock pointer

The lIpck pointer is a 16 bit virtuaksystem memory field, used to prevent tag memory from being
The field points to a word in memory. All complete sub-blocks of memory at addresses less tha
stored in the lock pointer eannot be over written. Interrogator commands cannot decrement the Ig

6.2.5,6 Unique identification (Tag ID)

The unique identification for MODE 2 may be set permanently at manufacturing.

It sha|l comprise a logical 64 bit block, consistent with ISO/IEC 15963.

over written.
h the number
ck pointer.

The physicalimplementation on the tag is left to the manufacturer.

The 64 logical bits are organized into three parts. See Figure 9 — Logical organization of tag ID.

MASK 1
Manufacturing code
16 Bits

MODE 2 TAG Tag ID MASK

MASK 2 Mask 3
Application Group Identifier Specific Identifier
16 Bits 32 Bits

AFl  Not Determined

Serially issued binary value

Figure 9 — Logical organization of tag ID
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6.2.5.7 Manufacturing code

The manufacturing code is a mask of 16 bits.

The physical operation of the system requires only that this mask is populated with a binary value.

However, in order to uniquely identify manufacturers, registration shall be in accordance with ISO/IEC 15963.

Transmission from the tag for this Mode shall be LSB first, and the data available shall conform to the
disposition in Table 10 — Manufacturing code field.

Example implementation-accerding-toSOHAEC15963-

The manufacturing code is a 16 bit field set at manufacturing test. The encoding for the manufacturing cpde is
shown in Table 10 — Manufacturing code field

Table 10 — Manufacturing code field

MSB LSB
16 9 (8 1
'EOQ’ manufacturer code according to ISO/IEC 78166

6.2.5.8 Application group identifier (AFI)

The second mask is of 16 bits.

The physical pperation of the system requires only that thi’mask is populated with a binary value.
The purpose pf this mask is to identify applications orifamilies of tags.

It is recomme@nded that the first octet of this mask is used to encode an AFI as defined in ISO/IEC 1596/1-3; if
so the value ¢f the AFI shall be as registered with the RA as defined in ISO/IEC 15961-2.

The second qctect of this mask is not specified.

6.2.5.9 Specific identifier
The third magk is of 32 bits!
It shall be allgcated at'manufacture, and shall provide a unique binary value which shall be sequentially issued

by the manufacturer-and shall not be reused by that manufacturer. It shall provide a unique tag ID fgr that
manufacturer

The combination of this Specific Identifier value, Application Group Identifier and the Manufacturing code,
shall provide a permanent and unambiguous unique tag identification.

This identifier allows a tag to be specifically identified and specifically communicated to. The manufacturing

test software shall ensure that the specific identifier is incremented once each time a tag is loaded with this
identifier.

6.2.5.10 Conditional identifier

In addition to the tag Tag ID the tag memory shall carry an additional mask, known as the Conditional
Identifier (CID). The mask shall be 2 octets (16 bits).

The physical operation of the system requires only that this mask is populated with a binary value.
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The CID may be provided at manufacture (as for example a date of manufacture) or may be provided later.

This part of ISO/IEC 18000 is not prescriptive as to whether the CID is programmed at manufacture or later,
but manufacturers shall decide which of these options and shall use the CID consistently thereafter.

Example: The CID may provide a date-code to enable conditional access/disbarment according to the data
condition, thus, for example tags manufactured before the CID, or after the CID could be eliminated or
selected.

6.2.5.

11 Configuration word

The configuration word is a 16 bit field set by the user. The tag configuration is usually s

et to suit the

applid

6.2.5,

The
acces
memg

6.2.5,

The u

6.2.5.

Harddg
descr
hardg

Inan

reply.
Table]

ation. The encoding for the configuration word is shown in Table 11 — Configuration word.f

Table 11 — Configuration word field

Bit number Field State Description

BitOto 6 RFU Shall be set to ‘0

Bit 7 to 14 Custom Settings

Bit 15 Password 0 password\net required
Bit 15 Password 1 password required

12 Password
assword field is a 48 bit identifier set by the user{liNis used to provide a level of securit

s. If the tag is configured to ‘password not required’ the password memory space is
ry. If the tag is configured to ‘password requiredthe password cannot be read.

13 User memory

ser sets the user memory.

14 Hardcode
ode is formatted as 16“bit words and is included in some tag types. This part of IS

pde. The hardcodé¢ defines the tag parameters, including memory size and memory block s

ormal reply allthardcode words are transmitted first, followed by the time stamp and then t

ield.

y for memory
free for user

O/IEC 18000

bes the hardcode in‘virtual terms only and does not intend to restrict the physical impl¢mentation of

ze.

he rest of the

The MSB Jof all hardcode words shall be set to ‘1’. The encoding for the hardcode| is shown in
12 — Hardcode field.
Table 12 — Hardcode field
Bit number | Field State Description
BitOto 6 parameter/ 00n memory size in 4 word units (LSB)
function 01n memory size in 4 word units (MSB)
02 memory block size in words
03n memory sub-block size in words
04 memory erase + write time in 100 us units
05y, to 074 reserved for custom hardcodes
Bit 7 to 14 code/value 00n to FFy hexvalue or code associated with parameter or function
Bit 15 MSB shall be set to ‘1’
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For the purposes of this document 'memory erase + write time' shall be the time between the end of the last
bit of a write command and the beginning of the first bit of a tag reply. Also 'memory size' shall be from word 0
to the top of user memory.

For example a tag with:

8192 bits of memory (512 words, 128 * 4 word units)
4 word memory block size

1 word memory sub-block size

4 ms memory erase + write time (40 * 100 us units)

would have the following hardcode:

e memory size  CO00,

e blpck size 8202h

e sub-block size 8083h

e erase + write time 9404h

In the above gxample:

e The memory size MSB is not used, as all the value bits are ‘0’.
e Alsub-block size of 1 word and a block size of 4 words indicates that'1;-2, 3, and 4 memory word
wfites are allowed where all writes shall be within a block, (no writes\across block boundaries).
The block sizg origin is word 0.

Memory can pe locked at sub-block intervals, if the sub-block interval is not given then the memory cap only
be locked at block intervals.

6.2.5.14.1 Default tag parameters

If the memory size is not defined in hardcode then the memory size is 64 words.

If the memory block size is not defined in hardcode\then the memory block size is 4 words.

If the memory sub-block size is not defined.in hardcode then the memory sub-block size is 1 word.

If the memory erase + write time is not defined in hardcode then the memory erase + write time is 5.0 ms or
less.

6.2.5.15 Blpck security status

Refer to Clauses 6.2.5.5.ock Pointer and 6.2.5.12 Password.

6.2.5.16 D¢scription of operating methodology

Tag and interragator communications is based on the Interrogator-Talks-First system The tag will only
respond to a command if the command received is valid. Commands are generally used to identify tags and to
read, write and lock memory. Commands also determine the reply type (short or normal) and the reply mode
(fixed channel or random channel etc.). A short reply is used to speed up communications, whereas a normal
reply includes all hardcode and some system memory.

All tags, irrespective of their types can be identified using a universal group command. The universal group
command can set the tags to transmit a normal reply. The hardcode and system memory included in a normal
reply provides sufficient information so that a user can send other valid commands to the tags.

The various reply modes are selected to suit the interrogator types (single or multi channel) and to speed up
communication depending upon tag population within the interrogator operating volume.
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6.2.5.16.1 Methods

See 6.2.5.1 and 6.2.5.2

6.2.5.16.2 Command format

ISO/IEC 18000-3:2010(E)

The format of command fields is shown in Table 13 — Command fields. All fields are transmitted least
significant bit first. For multi word fields the least significant bit of the least significant word defines the least
significant bit of the field. All commands defined in this subsection are Mandatory as classified in 6.0 above.

Table 13 — Command fields
Code | Field Bit | Comment
F Flag 16 MFM violation sequence
Cd command 16 command field
Cn command number 16 command number field
SS Specific identifier 32 identifier field
G application group identifier 16 identifier field
Ci conditional identifier 16 identifier field
PPP password 48 identifier field
R read address and length 16 8 bit address and 8 bit length fields for memory rgad
w write address and length 16 8 bit@ddress and 8 bit length fields for memory write
Ra read address 16 16\bit address field for memory read
RI read length 16 16 bit length field for memory read
Wa write address 16 16 bit address field for memory write
Wi write length 16 16 bit length field for memory write
write data 16 data to be written
CRC 16 validation CRC
The format for valid commands is shown in ,Table 14 — Valid command format where:
The password field shall only be provided if required by the tag.
The read/write commands shown include a single word write.
Table 14 — Valid command format
Command type Start fields | Identifier fields | Address and length fields | Data | CRC
group read F [Cd] Cn G Ci [R] or [Ra RI] C
specific read F [Cd] Cn SS [R] or [Ra RI] C
group read/write F [Cd]Cn G Ci |PPP| [R W] or [Ra RI Wa WI] C
Specific read/write | F [Cd]Cn SS |PPP| [R W] or [Ra RI Wa WI] C

The minimum length command is 7 words (112 bits).
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For a zero length write no data will be provided. For a multi-word length writes each word to be written is
followed by a CRC. The command format for a two word write is shown in Table 15 — Valid multi-word
read/write command format.

Table 15 — Valid multi-word read/write command format

Command Type Start Identifier Address and Data | CRC Data | CRC
Fields Fields Length Fields
group read/write F [Cd] Cn G Ci |PPP| [R W] or D C D C
[Ra RI Wa WI]
Specijfiereadtwrite—Eder—T-SSHPPPY R B € B €
[Ra RI Wa WI]

For all write d
tag memory.

If any CRC is|
6.2.5.16.3 C

6.2.5.16.3.1

The flag fiel

bmmand fields

Flag field

beginning of & command.

6.2.5.16.3.2

The encoding

Command field

Table 16 — Command field bit encoding

invalid the tag will not reply.

of the command field is shown in Table 16— Command field bit encoding.

ommands if the start, identifier or address and length fields are invalid no data.will be wriften to

i contains a MFM violation that is not present during normal data. The field indicatgs the

Bit number Field State Description

bit 0 command type 0 read command
1 read/write command

bit 1 identifier type 0 specific command
1 application group conditional (group) command

bit 2 reply type 0 short reply
1 normal reply

bit 3 fixed/random 0 fixed channel reply
1 random channel reply

bits 4 to 6 channel/mute ratio 000 [fixed channel A] or [random channel unmuted]
001 [fixed channel B] or [random channel %2 muted]
010 [fixed channel C] or [random channel % muted]
011 [fixed channel D] or [random channel "Ig muted]
100 [fixed channel E] or [random channel s muted]
101 [fixed channel F] or [random channel 1271108 muted]
110 [fixed channel G] or [random channel *""/51, muted]
111 [fixed channel H] or [random channel fully muted]
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Bit number | Field State Description
bit 7 address and length 0 8 bit address and 8 bit length fields
1 16 bit address and 16 bit length fields
bit 8 test command enable | O normal command
1 proprietary test command
bits 9 to 13 RFU shall be set to ‘0’ for mandatory commands
bit 14 command class 0 mandatory command
1 custom command
bit 15 command extension 0 indicates to the tag that this word is, theg last
command field
1 indicates to the tag that the following word| is a
command field extension

For 8 command to be valid the command field shall be set equal to one of the combinatigns shown in
Table] 16 — Command field bit encoding. In addition the address and length field (bit 7) shall bI set to ‘0’ for
tags with 4 kbit or less of virtual memory The function provided by bit' 8 is only intended for use during
wafer{chip testing and must be disabled by the manufacturer so that.only normal commands are javailable to a
user.

The fpllowing describes the fields within the command field,

6.2.5.16.3.3 Command type

The command type field determines if the command'is a read or a read/write.
A reafl command is used to read tag memopy:\For fast tag identification the read length field can pe set to zero.
A reafl/write command is used to read and write to tag memory. For write only operation the read length is set

to zeno. To lock tag memory the write leéngth is set to zero and the write address is set to the lowest unlocked
memq@ry address.

6.2.5.16.3.4 Identifier type
The igentifier type field determines if the command is a specific or an application group conditional command.
Specific commands*are used to identify and communicate to individual tags.

Appligatiop-group conditional (group) commands are used to identify and communicate to a grodp of tags that
meet p conditional test or all groups of tags that meet a conditional test.

6.2.5.16.3.5 Reply type
The reply type field determines if the tag reply is short or normal.
A short reply is used to minimise communication time.

A normal reply is used to when the interrogator requires the hardcode and system memory data to be included
in a reply.

6.2.5.16.3.6 Fixed/random

The fixed/random field determines if the tag reply is on a fixed selected channel or a random selected channel.
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6.2.5.16.3.7 Channel/mute ratio

The channel/mute ratio field determines either the channel selected or the mute ratio selected.

This field is linked to the fixed/random field described above. If fixed channel is selected then the
channel/mute ratio field determines the actual channel to be used in the reply. If random channel is selected
then the channel/mute ratio field determines the mute ratio.

For valid random channel commands:

e If unmuted is selected the tag will transmit replies repetitively on randomly selected channels.

If % to °"'/s1, muted is selected the tag will randomly choose to transmit (unmuted) or not transmit
(muted) individual replies. The muted ratio supplied in the command (2 muted, % muted etc.)

determines the probability of the reply being muted.
e If fully muted is selected the tag will not reply and the tag will be set to the temporary, mute |state.
While the tag is in the temporary mute it will only respond to interrogator command“with a new
inferrogator identifier, see 6.2.5.16.3.9.
6.2.5.16.3.8 Address and length

The address
bit address a

and length field defines whether a command includes 8 bit address,and 8 bit length fields|or 16

nd 16 bit length fields.

6.2.5.16.3.9 Command number

The commanfd number is used to set a local time stamp and identify-interrogators.

The encoding for the command number is shown in Table 17 =< Command number fields.

Table 17 — Command number fields

Bit number Field State | Description

BitOto7 local time stamp set as required by the interrogator
bits 8 to 14 Interrogatoridentifier set as required by the interrogator
Bit 15 MSB shall be set to ‘0’

The most sighificant byte of theccommand number shall be other than 00;,.

mand

When a tag
received. The
number, whid

bnters a new interrogator the tag will store the command number from the first valid com
tag shall store this number during brief powered down periods. All tag replies include this
h is called<the time stamp. The least significant byte of the command number is perio

stored
dically

incremented
The time stan

by the interrogator and used in subsequent commands. The tag does not update the time s
hp therefore indicates when a tag first received a valid command.

tamp.

A tag deterniines—thatitTasentered—a new interrogator whernthemost—significant byte—of the—tommand
number (included in all valid commands) and the time stamp are different, or if the tag detects that it has been
powered down for longer than a defined period.

In a multi tag scenario if two or more tags reply at the same time on the same channel no reply will be
received. If the population is large it is possible that a tag may have to transmit a few times before it selects a
unique channel and is therefore received. There is also a chance that the tag will select a unique channel for
its first transmission. Thus the order in which tags are received cannot be used to determine the order in
which they entered the interrogator. However the time stamp included in the reply will give the correct tag
order.
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6.2.5.

6.2.5.

ISO/IEC 1800

16.3.10 Tag identifiers

16.3.11  Specific identifier field

0-3:2010(E)

The specific identifier is used to communicate to an individual tag. For a command to be valid the specific
identifier in the command shall be set equal to the specific identifier stored in tag to be communicated to.

6.2.5.

16.3.12 Application group identifier field

The application group identifier is used to communicate with tags from the same application group or from all
application groups. For a command to be valid the application group identifier in the command shall be set

equal

If the

6.2.5,

The ¢
valid
the ta

6.2.5.

The g
provig
read/
to the

6.2.5.

The ¢
and 1

The 4
comnm
mem(

to either FFFF,, or to the application group identifier stored in the tags to be communicated

16.3.13 Conditional identifier field

onditional identifier is used to communicate to tags that meet a conditional test. For a co
he conditional identifier in the command shall be less than or equal tothe conditional iden

g.
16.3.14 Password field

assword is used to restrict writes to tag memory. Fora'eommand to be valid the password
ed if the tag is configured to password required, ‘and then only for read/write comn
vrite command to a password protected tag to bevalid the password in the command shal
password stored in the tag.

16.3.15 Address and length fields

ommand field determines if the command includes 8 bit address and 8 bit length fields or 1
6 bit length fields.

ddress and length fields define the start address and length in words for memory reads ang
and to be valid, the address and length field shall only select from valid memory add
ry addresses are as follows:

e For a memory.read of tags configured to password not required:
word 0 to the maximum user memory word is available.
e For a.memory read of tags configured to password required word:
10to,the maximum user memory word is available.
e Fora memory write:
the address stored in the lock pointer to the maximum user memory word.
¢/ When locking tag memory:

to.

command identifier is set FFFF,, and the rest of the command is valid then all application groups will be
communicated to.

mmand to be
ifier stored in

shall only be
nands. For a
be set equal

6 bit address

writes. For a
resses. Valid

the address stored In the IoCK pointer and above.

e To lock tag memory the write length is set to zero and the write address is set to the lowest
unlocked memory address, if the command is valid the tag will set the lock pointer equal to the

write address.

e In addition, for a command to be valid the address and length fields shall be set as required by

different tag types to allow for any block addressing restrictions.

If clearly defined in the manufacturers chip data book:

e valid memory addresses for memory reads can include system memory that is above the user

memory area

e valid memory addresses for memory reads can include words O to 6 for tags configured to

password required.
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6.2.5.16.3.16

8 bit address and 8 bit length fields

Where the command field selects 8 bit address and 8 bit length fields the address and length field shall be
encoded as shown in Table 18 — 8 bit address and 8 bit length fields memory reads and Table 19 — 8 bit
address and 8 bit length fields for memory writes.

Table 18 — 8 bit address and 8 bit length fields memory reads

Bit number | Field State Description

Bits 0 to 7 8 bit address field set as required by the user

6.2.5.16.3.17

Where the cd
16 bits each.

6.2.5.17 Wi

The write dat

6.2.5.18 CBH
All command
The 16 bit cd
standardised
communicatiq
ISO/IEC 132

The algorithn

9(x)

Bits 71015 8 bittengthfretd sSetas Tequired by the user

Table 19 — 8 bit address and 8 bit length fields for memory writes

Bit number | Field State Description
Bits 0 to 7 8 bit address field set as required by the user
Bits 7 to 15 8 bit length field set as required by the, User

16 Bit address and 16 bit length fields

ite data

b is the data to be written to the tag.

LC

CRCs are calculated from the €nd of the flag field.

mmand CRC algorithm used is the IBM “Synchronous Data-Link Control” (SDLC) polyn
by CCITT for use«inithe X.25 packet-switching protocol, and is implemented in most
ns tags and is embodied in ISO/IEC 13239. The CRC shall be calculated as per the defini
9.

used is asdollows:

L (16312 4 X5 + 1

The generati

with ‘1’ bits rather than ‘0O’ bits. Addition

mmand field selects 16 bit address and 16 bit length(fields the address and length field sh

all be

bmial,
serial
ion in

baded

smission. Consequently, a

valid message is not recognised by a remainder of zero (as is the case with CRC16), but by a specific

constant.
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An example interrogator command and CRC is given below:

flag field

command field 0000
command number 1234
specific identifier 0 1234
specific identifier 1 5678
read address and length 1001
CRC 8C16

The method and an example of this 16 bit CRC is given in Annex M.

6.2.519 Reply format

Reply| fields are shown in Table 20 — Reply fields. All fields are transmitted least significant bit {first. For multi
byte flelds the least significant bit of the least significant byte defines the least significant-bit of the field.

Table 20 — Reply fields

Code | Field Bits | Comment

F Flag 16 MFM vjolation sequence
H Hardcode 16 hardcode field
T time stamp 16 identifier field
L lock pointer 16 identifier field
M manufacturing code 16 identifier field
SS specific identifier 32 identifier field
G application group identifier 16 identifier field
Ci conditional ideftifier 16 identifier field
Co configuration word 16 identifier field
D read data 16 read data

cC CRC 32 validation CRC

Table] 21 — Valid reply-format shows the format for valid replies.

Table 21 — Valid reply format

Reply Type | Start Fields | System Memory Fields | Data | CRC

Normal FIHIT L M SS G Ci Co [D] cc
Short FT SS [D] cc

The minimum length reply is 96 bits.

The reply type is determined by the interrogator command.

6.2.5.20 Reply fields

6.2.5.20.1 Flag field

The flag field contains a MFM violation that is not present during normal data. The field indicates the

beginning of a reply.
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6.2.5.20.2 Hardcode fields identifier fields

If the tag design includes hardcode then all hardcode data is sent in normal replies. The MSB of the hardcode
is set to ‘1’ and the MSB of the following timestamp is set to ‘0’. The interrogator can detect the end of
hardcode data by examining the MSB of received words.

6.2.5.20.3 Time stamp field

The time stamp is used to provide superior tag order identification. The time stamp is set equal to the
command number included in the first valid command received after the tag entered a new interrogator.

6.2.5.20.4 S

The reply sys

fstem memory fields

tem memory fields are as per the system memory stored in tag virtual memory.

6.2.5.21 R

ad data

The read data is the data requested by a valid command.

6.2.5.22 CRC field

The reply C

is calculated from the end of the start flag field.

The reply CRC is the 32 bit Ethernet CRC. Its properties are similafto the 16 bit IBM CRC used

command pa
results in a sj

The algorithn

g(X)

An example t

h, in that the register is loaded with ones, the outputword is inverted and the final compy
ecific constant rather than zero.

used is as follows:
:X32+X26+X23+X22+X16+X12+X11+X10+X8+X7+X5+X4+X2+X1+1

g reply and CRC is given below.

flag fjeld

time gtamp 1234
specific identifier 0 1234
specific identifier 1 5678

read flata ABCD

CRC E8C5 8742

The method @nd an example.of this 32 bit CRC is given in Annex N.

6.2.5.23 RH

tag states

6.2.5.23.1 St

ate.diagram

A tag can be

in one of four following states:

e Power Off
The tag is in the Power Off state when it cannot be activated by the interrogator. Power off is also
achieved as a result of an LPB detection.

e Active
The tag is in the active state when it is activated by the interrogator. In this state it shall process
any interrogator command.

e Tag Reply
The tag is in the tag Reply state when it has received a valid command. If the tag remains powered
then it will stay in this state until it has completed the reply, after which it will return to the active
state.

38
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e Fully Muted
The tag is in the fully muted state when it has received a valid fully muted command. If the tag
remains powered then it will stay in this state until it receives a valid new interrogator command.

The transition between these states is specified in Figure 10 — Tag state transition diagram.

Long Power Break detected Out of Field
Power Off <
In field Out of field
Fully Muted command v Tag reply complete
Fully Muted ; ( Active > { Tag Reply
New Interrogator Any comand other than Fully
identifier command Muted
Any command other than
neW Interrogator command
Note For invalid commands the Tag will refain in its current state

eSS

Figure 10 — Tag state transition diagram

6.2.523.2 Short power breaks

A brepk in the interrogator carrier received by the tag of 5 ys or greater but less than a Long Power Break,
see bglow, shall be‘considered as a Short Power Break (SPB). If a SPB occurs then the tag will initialise and

then go to the aclive state.

Figure¢ 11 —Interrogator powering field breaks describes interrogator carrier breaks.
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Carrier
Amplitude

120%

95%

Min (us) [Max(ps)
0,0 10,0

5,0
0,0 10,0

Figure 11 — Interrogator powering field-breaks

6.2.5.23.3 Long power breaks

The tag includes TRAM or equivalent, see below. If a tag-is‘powered down for a long time the TRAM vyalues
may be corrupted. Using a Long Power Break (LPB) detector the tag will a detect power break long enoligh to
corrupt the TRAM after which all TRAM values will be_cleared.

TRAM or eqyivalent must remain valid for at least'50 ms. Therefore a Long Power Break shall be 50 ms or
greater

6.2.5.23.4 TRAM

This part of ISO/IEC 18000 requires temporary storage of data. A technique called TRAM is referred to in
several clauses as a means of achieving this requirement. Other techniques that achieve the same fupction
may be used| This clause describes TRAM and its functionality for those who choose to use this technique.
TRAM, as referred to in thissMode, is volatile memory, such as SRAM or DRAM, which has been desigfed to
storage time after power has been removed from the memory. If power is applied befofe the

TRAM provid
the fully mute

s.instant write times and short term memory storage. Fast write times are required for detting

Note at power-up the tag inspects the state of the LPB detector, if a long power break has occurred the tag
will clear all TRAM.

6.2.5.23.5 Fully muted state

When tagged items are moving on a conveyor the position and orientation of the attached tags are
uncontrolled. In order for the conveyor interrogator to power and communicate with tags independent of tag
position and orientation it shall generate an interrogator field that is switched cyclically between the X, Y and Z
direction orthogonal axes. A consequence of cycling the field is that tags periodically lose power. During these
power outages any information held in volatile memory in the tag shall not be lost.
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Special regard shall been given to management of power outages arising from the operation of orientation
insensitive interrogators. For example where multiple tags are being identified there is a requirement for
identified tags to be temporarily muted or silenced so as not to interfere with the identification of any remaining
tags.

A technique, such as Temporary Random Access Memory (TRAM), shall be used to retain the temporary
mute state during these power outages.

6.2.6 Collision management parameters

See Table 22 — Table of collision management parameters.

Table 22 — Table of collision management parameters

Ref. Parameter Name Description

M2-A: 1 Type Probabilistic.
(probabilistic or deterministic)

M2-A: 2 Linearity Linear for populations less than 10 000 tags,
polynomial for populations larger.than 10 000 tags.

M2-A: 3 Tag inventory capacity Greater than 32 000 per application group/conditional identifier

M2-A: 4 Multiple tag identification rate 100 tags per 150 ms

6.2.7| Description of collision management parametérs-operating method (informative)

6.2.7/ General description

In this Mode multiple tag identification is performed using a combination of Frequency and Time Division
Multigle Access (FTDMA).

Therq are eight reply channels available for tags to use. In response to a valid command each tag randomly
selects a channel on which to transmit its reply. The reply is transmitted once using the selegted channel.
Upon|receiving the next valid command each tag randomly selects a new channel and transmits the reply
using|the new selected channgl. This method of reply frequency hopping using random channgl selection is
repedted for each subsequent valid command.

In addglition to random/channel selection the tag can randomly mute individual replies. When a reply is muted
the tgg will not transmit that reply. Random muting is necessary when identifying very large populations of
tags. |Once a tag has been identified it is temporarily muted by command and will then only respond as
descrjbed in 6/2:5.16.3.7.

All FTDMA frequency and time parameters are defined by command. FTDMA provides superiol performance
over gingle frequency TDMA solutions, because multiple tag replies can be simultaneously| received on
different channels.

In addition to the multiple tags that can be expected in an interrogator there may also be a large population of
old or expired tags. For an application that uses disposable tags the population of old and expired tags can be
much greater that the population of current tags. A high speed identification RFID system shall be able to
identify current tags whilst excluding or ignoring old and expired tags.

In this system tags include a conditional identifier. Each tag’s conditional identifier field is programmed when
issued. The field can be programmed with a date-time stamp, which will be tested against a conditional
identifier transmitted in each command. Tags will only respond to commands if the conditional identifier test is
met. In this way old and expired tags are excluded from the identification process.
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If an interrogator is full duplex then it can command tags while simultaneously receiving replies from up to
eight other tags, each tag transmitting on one of eight unique channels.

6.2.7.2

Reply channels

The system uses eight reply channels between 969 kHz and 3 013 kHz. Different reply modes are used to
maximise the tag identification rates for different interrogator types and tag populations. The reply mode used

by a tag is se

6.2.7.3

lected by interrogator command.

Reply modes

6.2.7.3.1

If an interrog
selected by t
is one.

It can also 4
channels. Us

Fixed channel reply mode

!

tor selects fixed channel reply mode the tag will transmit its complete reply once on)the ch
e interrogator. This mode can be used for single channel interrogators where thé’tag popu

e used in multi channel interrogators to command identified tags to,reply on different
ng this mode up to eight tags can be received simultaneously.

6.2.7.3.2 Random channel reply mode

6.2.7.3.2.1

If the interrog
a channel rarn
tag populatio

This mode ¢

Unmuted
ator selects unmuted random channel reply mode, tags will transmit the complete reply on
domly selected by the tag. This mode can be used\by multiple channel interrogators for m
Ns.

hn also be used by single channel interrogators for small tag populations. In a single ch

interrogator all tag transmissions will clash if fixed\ channel reply mode is selected with a multip

population. U
system. Ever
other channe

6.2.7.3.2.2

In the randor]

sing unmuted random channel reply. mode for a single channel interrogator is similar to a
tually each tag will transmit on the-interrogator’s channel while all other tags are transmitti
s.

Random muted

For an unmu

N muted/channel reply~mode tags randomly choose to either mute or unmute individual re
ed reply the tag randomly selects the reply channel. This mode can be used by multiple ch

interrogators for large tag populations.

The ratio of

uted replies-to possible replies can be varied by interrogator command between 2 and

The ratio is ideally increased as the tag population increases. The muted ratio controls the average num
tags replying| during.a reply period. This method allows for the identification of many thousands o
simultaneous]y {presented to the interrogator. The muted ratio reduces the average number of
transmitting to-manageable levels

annel
lation

fixed

ce on
edium

annel
e tag
'TDMA
ng on

plies.
annel

1
/512-
ber of
- tags
tags

6.2.7.3.2.3

Fully muted reply mode

The interrogator can set the tag to fully muted reply mode. In this mode the tag will not reply to commands
from the same interrogator and therefore will not clash with other tag replies. This mode can be used for
multiple tag populations to improve tag identification rates. The tag will exit the fully muted mode when it
enters a new interrogator.

A tag determines that it has entered a new interrogator based on data included in the command, or if the tag
detects that it has been powered down for longer than a defined period.
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6.2.7.4 Random number generator (RNG)

To generate random numbers for reply channels and muted replies the tag uses a RNG equivalent to or better
than a 32 bit maximal length linear shift register.

To stop excessively long mute sequences that occur with such a PRBS generator the tag may include means
to force an unmuted reply after a defined number of muted replies.

e When 2 muted is selected the maximum consecutive muted replies shall be 3.
o When % muted is selected the maximum consecutive muted replies shall be 7.
e When /s muted is selected the maximum consecutive muted replies shall be 15.
e \When 31/32 muted is selected the maximum consecutive muted replies shall be 63.
Chanpel G is preferred for simple single channel interrogators. To identify multiple tags~with such an

interrpgator, tags are commanded to random channel reply mode or random channel andrandor
model To prevent excessively long sequences without a transmission on channel Gythe tag
meang to force a reply on channel G after a sequence of 15 unmuted replies that eccur on ¢
than

h muted reply
may include
hannels other

The gounter value or equivalent used to force the above replies shall use a-storage technique, sich as TRAM
or eqtiivalent, in-order to retain values during short power breaks, see 6.2/5:23.4.

6.2.7/5 Command parameters

Refer|to 6.2.5.16.2.

6.2.7)6 Request processing by the RF tag

Tags will only respond to valid commands. Tag function is fully defined by the command, see 62.5.16.2. The
command defines the muting and channel selection behaviour of the tag. Tags will randomly select reply
muting and a reply channel when directed by-the command. Random selection is done using a PRBS
generator resident in the chip. Once a tag:has been fully muted it will not respond to any further normal
comnpands.

6.2.7)7 Explanation of an collision management sequence

In thig system multiple tag identification is performed using a combination of Frequency and Time Division

Multigle Access (FTDMA),

In response to a valid.command each tag randomly selects a channel on which to transmit its re
is trapsmitted once\using the selected channel. Upon receiving the next valid command each
selects a new channel and transmits the reply using the new selected channel.

bly. The reply
tag randomly

This
valid

method\of reply frequency hopping using random channel selection is repeated for eac
command.

N subsequent

In addition to random channel selection the tag can randomly mute individual replies. When a reply is muted
the tag will not transmit that reply. Random muting is necessary when identifying very large populations of
tags. Once a tag has been identified it is temporarily muted by command.

All FTDMA frequency and time parameters are defined by command. FTDMA provides superior performance
over single frequency TDMA solutions, because multiple tag replies can be simultaneously received on
different channels.

Reading data when multiple tags are present takes advantage of the full duplex operation of the interrogator (if
available). Data from up to 8 tags can be received simultaneously on the 8 channels when the interrogator
specifically commands tags to reply on different channels.
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Probability calculations are required to evaluate the average number of tags that will be identified after each
valid read command. For a group of n tags with r channels available and a muting ratio of m, where m is the
probability that a tag will transmit a reply then the average number of tags N identified after each valid read
command is:

(n.m—l)
N = nm[ r lj

r

The highest identification rate is achieved when the number of tags replying at any time is equal to the number
of available channels. The interrogator maximises the identification rate by adjusting the muting ratio so that
the product:

nms«yr

The identificdtion rate N is plotted against tag numbers n from 1 to 10 000 tags for the different’ muting [ratios
available to the tag in Figure 12 — Identification rate. By suitable selection of muting ratio~the identification
rate can be maintained between 2 and 3 for up to 8 000 tags.

38 4

——m 1
-- 4 --m2
—a—m 4
- - -m 8
—a—m 32
——m 118

—+——m 512

n 28 7.0 25,1 70,4 251,27 70423 28118 70433
log n i} 0,4 1.4 14 2,4 2,4 2,4 3.9

Figure 12 — Identification rate

6.2.7.8 Collision management sequence for small numbers of tags

When identifying and reading data from a small number of tags the muting ratio is set to 1. The average
number of tags received is between 1 and 3 tags per read command. The sequence of operation for
identifying and reading 8 tags is as follows:

a) Tags placed in the read zone of the interrogator.

b) A zero length read is issued.

c) As tags are identified they are temporarily muted.
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d) The sequence is repeated until all tags are identified.
e) Data is read using a specific read command as a single operation following the identification process.
f) Commands are concatenated so that data from 8 tags is read simultaneously.

The sequence of operation for the identification of 8 tags is shown in Table 23 — Identification of 8 tags below.

Table 23 — Identification of 8 tags

Data
is the

For e
(Tag

Action Result Number of tags identified
Start
Interrogator sends a zero length read | All tags reply on randomly | O
(random channel) command selected channels
Interrogator receives 3 tag replies 3
Interrogator sends specific mute | The muted tags will temporarily
commands to each of the identified | not respond to further normal
tags commands
Interrogator sends a zero length read | The 5 unmuted tags reply_on“ 3
(random channel) command randomly selected channels
Interrogator receives 3 tag replies 6
Interrogator sends specific mute | The muted tags will temporarily
commands to each of the identified | not respond te_ further normal
tags commands
Interrogator sends a zero length read | The 2 unmuted tags reply on
(random channel) command randomly selected channels
Interrogator receives 2 tag replies 8
Interrogator sends specific mute.[/The muted tags will temporarily
commands to each of the identifiedy| not respond to further normal
tags commands
End Total time identify 8 tags is | 8 tags identified
5,772 ms. (including minimum
turn around times)

Figur? {84~ Reading data from 8 tags.

can be read as asingle operation following the identification process. Reading data as a sir
most time efficient method and is well suited to a static tag population.
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ach readscommand the interrogator selects a specific tag and an unused channel for the tag to reply on

on channel A etc.). The sequence of operation in detail for reading data from 8 tags is sHown below in
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read | Tag 1 replies on channel A

Tag
1
read | Tag 2 replies on channel B
Tag
2
Rea | Tag 3 replies on channel C
d
Tag
3
read | Tag 4 replies on channel D
Tag
4
lvau' ng 5 IU}Jiid's (o0} \.ai IdIIIIUi E
Tag
5
read | Tag 6 replies on channel F
Tag
6
read | Tag 7 replies on channel G
Tag
7
read | Tag 8 replies on channel H
Tag
8

Figure 13 — Reading data from 8 tags

Full duplex fransmissions between the interrogator and the(tags allow the interrogator to concafenate

sequential commands to the tags. This allows up to 8 tags to reply simultaneously.

The total timg to read 8 tags is the time for 8 read commands and a single reply from the last tag.

6.2.7.9 Cdllision management sequence for large numbers of tags

When identifying and reading data from a large number of tags the muting ratio is set to reduce the numper of
tags replying|at any one time to be approximately equal to the number of channels. When correctly sgt the

average numper of tags received is between 2 and 3 tags per read command.

The sequencg of operation for identifying 500 tags and reading 50 words of data from each tag is as follqws:

a) 500 tags|placed in the interrogator.

b) A zero Igngth read is)issued and the number of tags received is monitored.

c) The mutipg ratio-is increased till the average number of tags received is between 2 and 3 tags per rgad.

d) As tags are.identified they are temporarily muted.

e) The sequence is repeated till all tags are identified. The muting ratio is adjusted as tag numbers decrease
so that at least 2 tags are received per read.

f) Data is read using a specific read command either as a single operation following the identification
process or as a continuous process during the identification process.

g) Commands are concatenated so that data from 8 tags is read simultaneously.

The sequence of operation in detail for the identification process is shown in Table 24 — Identification of 500

tags below.
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Table 24 — Identification of 500 tags

Action Result Number of commands | Number of tags
and replies identified
Start
Interrogator sends a zero | All 500 tags reply on 0
length read (random randomly selected
channel) channels
Mute ratio on successive | 3,9 (average) tags 6 reads 6 short
commands is increased reply on randomly replies
tillm=1/128 selected channels.
Interrogator sends zero 175 tags identified 70 reads 70 short 175
length reads with muting replies 175 mutes
set to 1/128
Interrogator sends zero 245 tags identified 98 reads 98 short 420
length reads with muting replies 245 mutes
set to 1/32
Interrogator sends zero 60 tags identified 24 reads 24 short 480
length reads with muting replies 60 mutes
setto 1/8
Interrogator sends zero 15 tags identified 6 reads 6 short 495
length reads with muting replies A5.mutes
set to 1/4
Interrogator sends zero 2 tags identified 1 read 1 short reply 497
length read with muting 2/mutes
set to 5
Interrogator sends zero 2 tags identified 1 read 1 short reply 499
length read with muting 2 mutes
set to 1
Interrogator sends zero 1 tag identified 1 read 1 short reply 500
length read with muting 1 mutes
set to 1
End and Totals Total time to identify 500 tags identified
500tags is less than
0,390 s (including
minimum turn around
times).
Data fan be read as a-single operation following the identification process or as a continuous pfocess during
the identification precess. Reading data as a single operation is the most time efficient methdd and is well
suited to a staii€ tag population. Reading tag data continuously during the identification prpcess is less
efficignt but.is\well suited to a dynamic tag population.
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The sequence of operation in detail for the single data reading process is shown in Table 25 — Reading data
from 500 static tags below:

Table 25 — Reading data from 500 static tags

Action Result Number of Tags read
commands
and replies

Start

Specific read command Reads data from tag 1 on channel A, 8 reads 1 read reply | 8

(50 words) onehanrrels-Ate-Htag2-onr-chanrrelBr——
tag 8 on channel H

Wait till last 244 ps of tag Tag 9 ready to receive read command
reply on chanfel A and will commence reply on channel A
after tag 1 finishes reply

Specific read gommand Reads data from tag 9 on channel A, 1 read reply 16
(50 words) on|channels A to H | tag 10 on channel B,....,
tag 16 on channel H

Sequence of gperation Sequence repeated a total of 63 times 61 read replies 500

continues unti| all tags are

read

End and totalg Total time to read 500 static tags is 0,540 s 500 static tags fead

The total time to identify and read 50 words of data from+~500 tags as a single operation is lesq than
0,390 s + 0,540 s = 0,930 s.

The sequencp of operation in detail for the continuous:data reading process is shown in Table 26 — Rgading

data from 500 dynamic tags below. For the continuous read process the mutes tabulated in the identification
sequence arg not required and are instead required<as part of the read sequence.

Table 26 — Reading data from 500 dynamic tags

Action Result Number of Number of tags
commands identified
and replies

Start

interrogator identifies 8 tags™} ‘8 tags ready to have data read

Specific read pommand, (50 Reads data from tag 1 on channel A, 8reads1read | 8
words) on chgnnels A-to H tag 2 on channel B,...., reply

tag 8 on channel H
Mute tags afterdata 1 muta.
received
Repeat sequence for every 8 | Sequence repeated a total of 63 times 492 reads 500
identified tags 62 read reply

62 mutes

End and Totals Total time to read 500 dynamic tags is 0,686 s 500 dynamic tags

read

The total time to identify and read 50 words of data from 500 tags as a continuous operation is less than
0,258 s + 0,686 s = 0,944 s.
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The multiple tag identification and reading process requires zero length read commands & replies, mute
commands, and read commands & replies. These commands and replies require the times set out in
Table 27 — Command and reply timings for multiple identification.

6.2.8

For a
each

Table 27 — Command and reply timings for multiple identification

Command/Reply Type Details Time

Zero length read command | Short zero length read command used for identification | 264 pus

Zero length read reply Short Tength reply with zero Tength data 906 ps

Mute command Temporarily mute specific tag identified by read 264us

Read command (W words) Read command for W words of data 264 us

Read reply (W words) Read reply with W words of data 906 + 151 W us

Tag order sequencing

resoljable with MODE 2.

bplications requiring item order for sortation purposes, the RFID system shall unambiguo
tag to each item regardless of the presence of multiple tags or tag separation. Such

Lsly correlate
resolution is

Example, on a processing conveyor moving at 3,6 m/s, with/tag to tag separation of 15 cm, with the effect of

interr
syste

process.

pgator axis switching included, the determination_of tag order needs take place in unde
ms, which rely upon tag identification to provide tag order there is not enough time to

In thig situation tag order is resolved by determining the time that tags enter the interrogator. A
are time stamped and tags store the first:time stamp received after entering an interrogator. Th
stamp is transmitted in all tag replies. Timing resolution in the millisecond level is achieved. The
of the|tag order is decoupled from the*speed of identification.

A teclpnique such as Temporary-Random Access Memory (TRAM) shall be used to retain the tim
during short power breaks, see'6.2.5.23.4.

6.2.9

All co

Commands

mmands are“described in the Clauses above.

6.2.10 Air_interface application layer

r 13,9 ms. In
perform this

I commands
e stored time
determination

estamp value

not be carried

The Application layer shall be determined and controlled solely within the interrogator and shall
across the air interface.

6.2.11 Optional Functionality

The interrogator and tag may optionally support the following functionality.

6.2.11.1

1 out of 4 mode encoding

In addition to MFM encoding, commands may be 1 out of 4 mode encoded. 1 out of 4 mode allows for greater
modulation depth, compared with MFM, while still meeting transmit spectrum masks and still providing a data
rate of 423,75 kbit/s (f,/ 32). For the 1 out of 4 mode the PJM phase changes will be between +/- 3,0 ° and
+/-4,0 °.
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6.2.11.2 Data encoding using 1 out of 4 mode

1 out of 4 mode encodes bit pairs by uses the position of a symbol within a two bit period frame. For this

protocol:

e an encoded symbol is transmitted as a single small PJM phase reversal of the interrogator powering field

e the 1 out of 4 mode can be slightly modified so the absence of a symbol in the two bit period frame
encodes data 00, see below

e data is transmitted least significant bit pair first.

The bit pair encoding positions for 1 out of 4 mode is shown in Figure 14 — 1 out of 4 mode encoding.

Typically the
example shal
the interrogat

edges shown in Figure 14 — 1 out of 4 mode encoding and Figure 15 — 1 out of @ mode
be synchronised to the powering field. If not synchronised then these edges will be generated at
por within +/- 0,04 us of the times shown.

4,72us

A 4

A

Ll‘

Ll‘

Ll‘

A 4

A

1,18us

1,18us

1,18us

1,18us

00

01 (1=LSB)

10 (0 = LSB)

11

For this protg
no symbol s

Figure 14 — 1 out of 4 mode encoding

col if thescurrent data pair to be encoded is a 00 and the previous frame included a symbol, then
all be)transmitted. If the symbol is not transmitted the resulting command transmit sidebands

may be reduged./This method ensure that symbols are transmitted periodically for a long sequence of data

00s and also STops Short pulses that occur with 00171 data Sequences.

50
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An example of command 1 out of 4 encoding of the binary string 11100001 is shown in Figure 15 — 1 out of 4

mode example.
4.72us 4.72us 4.72us 4.72us
Figure 15 — 1 out of 4 mode example
6.2.11.3 Command flag for 1 out of 4 mode

The ¢

differgnt to the MFM flag which allows tags to decode MFM or 1 out of 4, mode commands on

any c

>0 5 <> >

The s
in Fig

ommand flag defines the start of a command and the bit interval timings. The 1 out of 4 co

bnfiguration. The flag comprises three parts:

synchronising string of 6 bits of valid MFM data.
1 out of 4 mode encoding violation not present in normal MFM or 1 out of 4 mode e
plation consists of a sequence of 6 state changes separated by a 1 bit interval, a 2 bit in
terval, a 1,5 bit interval and a 2 bit interval. The edgeofjthe sixth (last) transition defines the
bit interval.

trailing MFM 0 defining the end of a flag and the-beginning of the command.

ynchronising string, encoding violation andca“trailing zero for two possible command flags
ure 16 — 1 out of 4 mode encoding and_timing for two possible command flags.

mand flag is
e fly without

ncoding. The
terval, a 2 bit
beginning of

are illustrated

Synchronising String MFM Encoding Violation

|4 ;|4 »
|‘ V|‘

2,36us  4,72us 4,72us 3,54ps 4,72us

A
A 4
A
A 4
A
A 4
A
A 4

& »
€ P

Flag 1

Flag2

© IS0/

P

Bit Interval

Flag

Figure 16 — 1 out of 4 mode encoding and timing for two possible command flags
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6.3 MODE 3: Physical layer, collision management system and protocols for MODE 3
MODE 3 is not interoperable with any other MODE defined in this part of ISO/IEC 18000.
MODE 3 is non-interfering with any other MODE defined in this part of ISO/IEC 18000.

Annex L provides a summary of the features that are available for tags that are compliant with MODE3.
6.3.1 Protocol overview

6.3.1.1 Physical layer

An Interrogafpr sends information to one or more Tags by modulating an RF carrier using double-sid¢
amplitude shift keying (ASK) using a pulse-interval encoding (PIE) format. Tags receive their operating e

from this same modulated RF carrier.

An Interrogatpr receives information from a tag by transmitting an unmodulated RF carrier.and listening

loadmodulatgd reply. Tags communicate information by loadmodulating the amplitude and/or phase of t
carrier. The gncoding format, selected in response to Interrogator commands, is either Manchester-, or

modulated sybcarrier or FMO baseband. The communications link between Interregators and Tags is

duplex, mearjing that Tags shall not be required to demodulate Interrogator commands while loadmodu
A tag shall nqt respond to a mandatory or optional command using full-duplex.communications.

Interrogators [as well as Tags may optionally provide a physical layer withphase jitter modulation (PJM)
MFM (modified frequency modulation) encoding for Interrogator to{Iag transmission and a MFM endg
binary phase|[shift keying (BPSK) modulated subcarrier for Tag to-Interrogator transmission.

6.3.1.2 Tap-identification layer

An Interrogatpr manages Tag populations using three basic operations:
1) Selgct. The operation of choosing a tag population for inventory and access. A Select comman

be gpplied successively to select a particular Tag population based on user-specified criteria
opefation is analogous to selecting reeords from a database.

eband
nergy

for a
he RF
Miller-

half-
ating.

using
oded,

1 may
. This

2) Inventory. The operation of jidentifying Tags. An Interrogator begins an inventory round by

trangmitting a BeginRound*command in one of two sessions. One or more Tags may reply
Intefrogator detects a single Tag reply and requests the PC/XPC word(s), Ull, and if require
packet CRC-16 from-the' tag. Inventory comprises multiple commands. An inventory round op¢
in ome and only one session at a time.

3) Accpss. The-gperation of communicating with (reading from and/or writing to) a tag. An indi
Tag|must. be-uniquely identified prior to access. Access comprises multiple commands, so
whidh may,employ one-time-pad based cover-coding of the R=>T link.

. The
d the
brates

vidual
me of

6.3.2 General

6.3.2.1  MODE 3 interoperability

MODE 3 operates at 13,56 MHz. MODE 3 is not interoperable with ISO/IEC 18000-3 Mode 1 and Mode
all three are expected to operate in the same environment

2, but
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6.3.3 Physical layer, collision management system and protocols

6.3.3.1

Table 28 — Interrogator to tag
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Normative aspects: physical and media access control (MAC) parameters

(R=>T) communications and Table 29 — Tag-to-interrogator (T=>R)

communications provide an overview of parameters for R=>T and T=>R communications according to this
specification; for detailed requirements refer to the referenced Sub-clause. For those parameters that do not
apply, or are not used in this specification, the notation “N/A” shall indicate that the parameter is “Not
Applicable”. The table is as specified in ISO/IEC 18000-1.

Table 28 — Interrogator to tag (R=>T) communications

Spurious Emissions, Out-of-
Band

regulations

]
Ref. Parameter Name Description Sub-clausl.e
M3-Int: 1 Operating Frequency Range |Fixed single frequency see Int:1a 6.3.3.3.1
M3-Int: 1a Default Operating Frequency |[13,56 MHz 6.3.3.3.1
M3-Int: 1b Operating Channels N/A N/A
(spread-spectrum systems)
M3-Int: 1c Operating Frequency In accordance with local 6.3.3.3.1.21
Accuracy regulations
M3-Int: 1d Frequency Hop Rate N/A N/A
(frequency-hopping [FHSS]
systems)
M3-Int: 1e Frequency Hop Sequence N/A N/A
(frequency-hopping [FHSS]
systems)
M3-Int: 2 Occupied Channel Bandwidth | N/A N/A
M3-Int: 2a Minimum Receiver Bandwidth | N/A N/A
M3-Int: 3 Interrogator transmit The interrogator shall not generate N/A
maximum Magnetic Field a field\higher than 12 A/m in any
Strength part of'the volume where a tuned
ISO:card sized tag may be present
Magnetic Field Strength limits | Maximum operating field strength:
within communication 2one 5 A/m for ISO card sized tags as
defined in ISO/IEC 7810. Test
methods are defined in ISO/IEC
TR 18047-3. For other label form
factors, the label manufacturer
shall specify the maximum
operating field strength.
M3-Int: 3a | Minimum operating field Minimum Operating Field N/A
strength Strength: 150 mA/m for tuned 1ISO
card sized tags.
Application requirements may
result in a different minimum
operating field strength. In that
case the minimum operating field
strength shall be declared by the
tag manufacturer.
M3-Int: 4 Interrogator Transmit In accordance with local 6.3.3.3.1.2.5
Spurious Emissions regulations
M3-Int: 4a Interrogator Transmit In accordance with local 6.3.3.3.1.2.5
Spurious Emissions, In-Band | regulations
(spread-spectrum systems)
M3-Int: 4b Interrogator Transmit In accordance with local 6.3.3.3.1.25
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Ref. Parameter Name Description Sub-clause
M3-Int: 5 Interrogator Transmitter In accordance with local N/A
Spectrum Mask regulations
M3-Int: 6 Timing See below. 6.3.3.3.1.6
M3-Int: 6a Transmit-to-Receive Turn- Less than 73.1 ys maximum 6.3.3.3.1.6,
Around Time (1024/Fc -32/Fc) Figure 40 — Link timing — Both
Modes, and
Table 41 — Link timing
parameters
M3-Int: 6b Receive-to-Transmit Turn- When communicating with a tag 6.3.3.3.1.6
Around Time 151 ps minimum; 1208 us Figure 40 — Link timing =Both
maximum when tag is in reply & Modes, and
acknowledged states; no Table 41 — Link timing
maximum limit otherwise paramefers
M3-Int: 6¢ Dwell Time or Interrogator 1500 ps, maximum settling time 6.3.3:3.1.2.6,
Transmit Power-On Ramp Table 34 —nterrogator powef-up
waveform parameters
M3-Int: 6d Decay Time or Interrogator 500 ps, maximum 6.3.3.3.1.2.7,
Transmit Power-Down Ramp Table.35 — Interrogator power-flown
waveform parameters
M3-Int: 7 Modulation ASK Method: min. 10%, max. 30% 6.3.3.3.1.2.2
Optional PJM method :
min. deviation +/- 3,0 deg.
max. deviation +/- 6,0 degs
M3-Int: 7a Spreading Sequence N/A N/A
(direct-sequence [DSSS]
systems)
M3-Int: 7b Chip Rate N/A N/A
(spread-spectrum systems)
M3-Int: 7¢c Chip Rate Accuracy N/A N/A
(spread-spectrum systems)
M3-Int: 7d Modulation Index ASKMethod: (A-B)/(A+B) index 6.3.3.3.1.2.5,
10% minimum to 30% maximum Figure 19 — ASK Method:
Interrogator-to-tag RF envelope,
Table 32 — ASK Method: RF
envelope parameters
M3-Int: 7e Duty Cycle As specified 6.3.3.3.1.25
M3-Int: 7f FM Deviation N/A N/A
M3-Int: 8 Data Coding ASK Method: PIE 6.3.3.3.1.2.3,
Optional PJM Method: MFM Figure 17 — ASK Method: P|E
symbols and optionally
Figure 18 — PJM Method: Command
MFM encoding and timing of bipary
000100
M3-Int: 9 BitRate ASKMethod—286; 7 kbit/sto 83331t 2%
100 kbit/s (assuming equally and optionally 6.3.3.3.1.2
probable data)
Optional PJM method Mode:
212 kbit/s
M3-Int: 9a Bit Rate Accuracy +/— 1%, minimum 6.3.3.3.1.2.3
M3-Int: 10 Interrogator Transmit As specified 6.3.3.3.1.2.3
Modulation Accuracy
M3-Int: 11 Preamble Required 6.3.3.3.1.2.8
M3-Int: 11a | Preamble Length As specified 6.3.3.3.1.2.8
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Ref. Parameter Name Description Sub-clause
M3-Int: 11b [ Preamble Waveform(s) As specified Figure 22 — ASK Method: R=>T
preamble and frame-sync and
optionally
Figure 23 — PJM Method: MFM
Encoding and timing for two possible
command flags
M3-Int: 11c | Bit Sync Sequence None N/A
M3-Int: 11d | Frame Sync Sequence Required 6.3.3.3.1.2.8
M3-Int: 12 Scrambling N/A N/A
(spread-spectrum systems)
M3-Int: 13 Bit Transmission Order MSB is transmitted first 6.3.3.3,1.4
M3-Int: 14 Wake-up process As specified 6.3.3.3x1:2)6
M3-Int: 15 Polarization N/A N/A
Table 29 — Tag-to-interrogator (T=>R) communications
Ref. Parameter Name Description Sub-clause
M3-Tag: 1 Operating Frequency Range 13,56MHz +/- tag subcarrier 6.3.3.3]1.1,
frequencies as specified in Tag:7e Table 36 — ASK|Method: Tag-
to-interrogator link frequencies
and Table 37 — [ASK Method:
Tag-to-interrogajor data rates
M3-Tag: 1a | Default Operating Frequency Fixed carrier frequency as specified in 6.3.3.3{1.1
Int:1a.
M3-Tag: 1b | Operating Channels N/A N/A
(spread-spectrum systems)
M3-Tag: 1c | Operating Frequency Accuracy |As.specified 6.3.3.3.1.2.1
M3-Tag: 1d | Frequency Hop Rate N/A N/A
(frequency-hopping [FHSS]
systems)
M3-Thg: 1e | Frequency Hop Sequencestags |N/A N/A
respond to interrogator-signals
that satisfy (frequensy-<hopping
[FHSS] systems)
M3-Tag: 2 Occupied Channel Bandwidth In accordance with local regulations N/A
M3-Tag: 3 Transmit Maximum Magnetic In accordance with local regulations N/A
Field Strength
M3-Thg: 4 Transmit' Spurious Emissions In accordance with local regulations N/A
M3-Tag: 4a | Transmit Spurious Emissions, In accordance with local regulations N/A
In-Band
(spread spectrum systems)
M3-Tagi4b | Transmit Spurious Emissions, In accordance with local regulations N/A
Qut-0f Band
M3-Tag: 5 Transmit Spectrum Mask In accordance with local regulations N/A
M3-Tag: 6 Timing See below. 6.3.3.3.1.6,
M3-Tag: 6a | Transmit-to-Receive Turn- Less than 151 ps; 6.3.3.3.1.6,
Around Time Figure 40 — Link timing — Both
Modes, and
Table 41 — Link timing
parameters
M3-Tag: 6b | Receive-to-Transmit Turn- 75,5 ys nominal (1024/Fc) 6.3.3.3.1.6,
Around Time Figure 40 — Link timing — Both
Modes, and
Table 41 — Link timing
parameters
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Ref. Parameter Name Description Sub-clause
M3-Tag: 6¢c | Dwell Time or Transmit Power- |Ready to receive commands in less 6.3.3.3.1.2.6
On Ramp than 1500 ps
M3-Tag: 6d |Decay Time or Transmit Power- | N/A N/A
Down Ramp
M3-Tag: 7 Modulation ASK Method: by Loadmodulation 6.3.3.3.1.3.1
M3-Tag: 7a | Spreading Sequence (direct N/A N/A
sequence [DSSS] systems)
M3-Tag: 7b | Chip Rate N/A N/A
(spread spectrum systems)
M3-Tag: 7c | Chip Rate Accuracy N/A N/A
(spread spectrum systems)
M3-Tag: 7d | On-Off Ratio Tag dependent; not specified by this N/A
document
M3-Tag: 7e | Subcarrier Frequency ASK Method: 423 kHz (fc/32) 6.3.3.31,3.11,
or 847 kHz (fc/16) Table 36 —{ASK Method:{ Tag-
(se|ected by the interrogator) to-interrogator |ng freque hcies
Optional PJM method: X an
Channel A 969 kHz (divide by 14) T°pt|'°“a"y 6'3'3M3i\1/|'3}1 [
Channel B 1233 kHz (divide by 11) able 38 — PJM Method:
Channel C 1507 kHz (divide by 9) Subcarrier selection comnmands

Channel D 1808 kHz (divide by 7,5)
Channel E 2086 kHz (divide by 6,5)
Channel F 2465 kHz (divide by 5:5)
Channel G 2712 kHz (divide-by~5)
Channel H 3013 kHz (divideby 4,5)
for tag replies

M3-Tag: 7f Subcarrier Frequency Accuracy | Carrier frequency synehronized 6.3.3.3.1.3.11,
Table 36 — ASK Method:| Tag-
to-interrogator link frequepcies

M3-Tag: 7g | Subcarrier Modulation ASK Method: Manchester or Miller, 6.3.3.3.1.3.5,
see Tag: 9and Table 35 — 6.3.3.3.1.3.7
Interrogator power-down waveform and optionally 6.3.3.3.1]3.9
parameters

Optional PJM method:
BPSK at 106 kbit/s

M3-Tag: 7h | Duty Cycle FMO: 50%, nominal 6.3.3.3.1.3.3
Subcarrier: 50%, nominal 6.3.3.3.1.3.5

M3-Tag: 71 FM Deviation N/A N/A

M3-Tag: 8 Data Coding ASK Method: Baseband FMO or 6.3.3.3.1.3.2

Manchester or Miller-modulated
subcarrier (selected by the

interrogator)
optional PJM Method: MFM for replies
M3-Tag: 9 Bit Rate ASK Method: 6.3.3.3.1.3.11,
FMO, 424 kbit/s or 848 kbit/s; Table 37 — ASK Method:| Tag-
Subcarrier modulated, 53 kbit/s to to-interrogator data rates
212 kbit/s and optional Table 38 — PJM
Optional PJM method Mode: Method: Subcarrier selection
106 kbit/s on each reply channel commands
M3-Tag: 9a | Bit Rate Accuracy Same as Subcarrier Frequency N/A
Accuracy; see Tag:7f
M3-Tag: 10 [ Tag Transmit Modulation N/A N/A
Accuracy
(frequency-hopping [FHSS]
systems
M3-Tag: 11 | Preamble Required 6.3.3.3.1.3.2
M3-Tag: 11a | Preamble Length As specified 6.3.3.3.1.3.2
M3-Tag: 11b | Preamble Waveform As specified 6.3.3.3.1.3.2,
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Ref. Parameter Name Description Sub-clause
M3-Tag: 11c |Bit-Sync Sequence None N/A
M3-Tag: 11d | Frame-Sync Sequence ASK Method: None N/A
Optional PJM method: as specified for | and optionally 6.3.3.3.1.3.10
replies
M3-Tag: 12 | Scrambling N/A N/A
(spread-spectrum systems)
M3-Tag: 13 | Bit Transmission Order MSB is transmitted first 6.3.3.3.1.4
M3-Tag: 14 |Reserved Purposely left blank N/A
M3-Tag: 15 | Polarization N/A N/A
M3-TRg: 16 [Minimum tag Receiver N/A N/A
Bandwidth
6.3.3.2 Logical — Operating procedure parameters
Table] 30 — Tag inventory and access parameters and Table 31 — Collision management paranjeters identify
and describe parameters used by an interrogator during the selection, inventory, and access of tags according
to this specification. For those parameters that do not apply to or are, net used in this spefification, the
notatipn “N/A” shall indicate that the parameter is “Not Applicable”.
Table 30 — Tag inventory and access parameters
Ref. | Parameter Name Description Sub-clausp
PI1 Who talks first Interrogator 6.3.3.3
P|2 Tag addressing As specified 6.3.3.4.1
capability
P|3 Tag Ull Contained in tagsmemory 6.3.3.4.1.2
P|3a [UIll Length As specified 6.3.3.4.1.2
P{3b |UIll Format NSI < 100ni¢As specified in EPCglobal Tag 6.3.3.4.1.2.2,6.3.3.4]1.2.3, and
Data Standards (Version 1.3 and above) 6.3.3.4.1.2.4
NSI 3=1005: As specified in ISO/IEC 15961
P4 Read size Multiples of 16-bits 6.3.3.4.11.3|2,
Table 62 — Read gommand
P15 Write Size Multiples of 16-bits 6.3.3.4.11.3.3,
Table 64 — Write cpmmand,
Figure 46 — Successful Write
sequence,
Table 75 — BlockWrite
command
P|6 Read Transaction Time | Varied with R=>T and T=>R link rate and 6.3.3.4.11.3]2
number of bits being read
PlZ Write Transaction Time | 20ms (maximum) after end of Write command 63341138,
Figure 46 — Successful Write
sequence
P:8 Error detection Interrogator-to-tag: 6.3.3.3.1.5
CRC-5 or CRC-16 as defined in the relative
clauses
Tag-to-interrogator:
CRC-5 or CRC-16 as defined in the relative
clauses
P:9 Error correction None N/A
P:10 |Memory size Tag dependent N/A
P:11 | Command structure As specified Table 46 — Commands
and extensibility
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Table 31 — Collision management parameters

Ref. Parameter Name Description Sub-clause

A:1 |Type (Probabilistic or Deterministic) |Probabilistic 6.3.3.4.6

A:2 |Linearity Linear up to 215tags in the interrogator’'s RF field 6.3.3.4.8

A:3 |Tag inventory capacity >215tags 6.3.3.4.8
6.3.3.3  Description of operating procedure

The operatin
random slotte

This specificg

[ )
modulate
interroga
interroga

j procedure defines the physical and logical requirements for an interrogator-talks-first
d anti-collision, RFID system operating at 13,56 MHz frequency.

tion details two Methods of operation:

ASK Method — (Mandatory). The interrogator shall communicate with one or mare) tags using

(ITF),

ASK

d PIE communication. A tag shall reply to interrogator ASK commands using the fag to

or link modulation specified in clause 6.3.3.3.1.3.11 Table 36 — "ASK Method: T
or link frequencies and Table 37 — ASK Method: Tag-to-interrogator_data rates. The tag

not change the modulation format and data rate.

PJM Met
modulate
Method (¢
Table 38
respond.

nod — (Optional). The interrogator may optionally communicate with one or more tags using
d, MFM-encoded communication. Tags that support PJM Methad shall reply to interrogato
ommands using the tag to interrogator link modulation specified in clause 6.3.3.3.1.3.1
— PJM Method: Subcarrier selection commands. Tags¢hat do not support PJM Method sh
[The tag shall not change the modulation format and data rate.

Both modes dse a common memory structure and protocol engine with a shared logical command set.

Note: Re
"A
6.3.3.31 C

The commun

ag-to-
shall

PJM-
r PJM
1 and
all not

ference to specific ASK or PJM functions\~0r commands in this specification are refefenced

SK Method:" or "PJM Method:" as appropriate.

bmmunications Signal Air Interface

ications signal air interface between an interrogator and a tag may be viewed as the ph

layer in a layg¢red network communicationssystem. This interface defines frequencies, modulation, data g

RF envelope

6.3.3.3.1.1

Tags shall b
13,56 MHz.

6.3.3.3.1.2

data rates, and other parameters required for RF communications.

Operational frequencies

a)

C

capable ofireceiving power from and communicating with interrogators at the frequer

Interrogator-to-tag (R=>T) communications

ysical
oding,

cy of

ASK Method: An inferrogator shall communicate with one or more tags by modulating an RF carrier using
ASK with PIE encoding. Interrogators shall use a fixed modulation format and data rate for the duration of an
inventory round where “inventory round” is defined in 6.3.3.4.8.

PJM Method: Interrogators shall communicate to one or more tags by modulating the RF carrier using PJM
with MFM encoding at a fixed data rate of 212 kbit/s.

6.3.3.3.1.2.1

Interrogator frequency accuracy

Interrogator frequency accuracy shall comply with local radio regulations.
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6.3.3.3.1.2.2 Modulation

ASK Method: All interrogators shall communicate using ASK, detailed in Annex J.

PJM Method: Interrogators may support PJM as detailed in Annex B.

6.3.3.3.1.2.3 Data encoding

ASK Method: The R=>T link shall use PIE encoding, shown in Figure 17 — ASK Method: PIE symbols. Tari is
the reference time interval for interrogator-to-tag communication, and is the duration of a data-0. High values
represent transmitted CW; low values represent attenuated CW. The tolerance on all parameters shall be

+-1

Pulse

6, exceptas otherwise spectified:

envelppe parameters, and shall be the same for a data-0 and a data-1. Interrogators’ shal

modu

ation depth, rise time, fall time, PW, and Tari for the duration of an inventory-round. The

shall be as specified in Figure 19 — ASK Method: Interrogator-to-tag RF envelope.

Data-0 PW

A

» 1 x Tari

A

> (1,5t02)

Data-1 PW

PJM Method: The R=>T link shall use PJM with MFM encoding at 212 kbit/s. The period of a bif

Figure 17 — ASK Method: PIE symbols

for evrcoding a command is 4,72 us (64\periods of the 13.56 MHz carrier). The rate of pha

speci
chang

The G

ied in Figure 20 — PJM MethodirCommand modulation scheme. Interrogators shall use
e value for the duration of an.inventory round.

it value is defined by a ¢hange in state. Bits are encoded using MFM encoding rules. Th

rules pre defined as follows:

e A
o A
o W

data-1 is defined by)a state change at the middle of a bit interval.
data-0 is defined_by a state change at the beginning of a bit interval.
here a data-Q.immediately follows a data-1 there is no state change.

modulation depth, rise time, fall time, and PW shall be as specified in Table 32 =-“ASK Method: RF

use a fixed
RF envelope

x Tari

interval used
5e change is
h fixed phase

bse encoding

0 0 : 0 : 1 ; 0

— > . St e
64 periods, 532 periods,i 32 periodsg
4,72 us : . 236pus ¢ 2,36 ps -

Bit Interval

© IS0/l

Figure 18 — PJM Method: Command MFM encoding and timing of binary 000100
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An example of command MFM encoding of the command binary string is shown in Figure 18 — PJM Method:
Command MFM encoding and timing of binary 000100. The edges shown represent small (+/- 3 deg for
example) phase changes. Typically the edges shown in Figure 18 — PJM Method: Command MFM encoding
and timing of binary 000100 shall be synchronised to the frequency carrier. If not synchronised then these
edges will be generated at the interrogator with a tolerance of +/-one period of the frequency carrier.

6.3.3.3.1.24

ASK Method: Tari values

Interrogators shall communicate using Tari values between 8 us and 25 ps, inclusive. An interrogator shall
use fixed data-0 and data-1 symbol lengths for the duration of an inventory round, where “inventory round” is
defined in 6.3.3.4.8. The choice of Tari value shall be in accordance with local radio regulations.

Note: Interrog

value o

6.3.3.3.1.2.5

ASK Method
envelope an
maximum am
symbols. The

ator compliance shall be evaluated using at least one Tari value between 8 ps and 25 ps with at'legst one
f the parameter x = 1,5 Tari and x = 2,0 Tari.

R=>T RF envelope

The R=>T RF envelope shall comply with Figure 19 — ASK Method:clnterrogator-to-tag RF

| Table 32 — ASK Method: RF envelope parameters. The magnetic'field strength A

s the

plitude of the RF envelope, measured in A/m, Tari is defined in Figlre 17 — ASK Methodl: PIE
pulse width is measured at the 50% point on the pulse.

ASK Modulation

A Magnetic Field Strength

Pt 27227277

L ¥ st
27222

time

Figure 19 — ASK Method: Interrogator-to-tag RF envelope

Table 32 — ASK Method: RF envelope parameters

Tari Parameter Symbol Minimum Typical Maximum Units
Modulation Index (A-B)/(A+B) 10 15 30 %
8 us | RF Envelope Overshoot Ripple M 0 0,1 (A-B) A/m
to
RF Envelope Undershoot M, 0 0.1 (A-B) Alm
25 ps Ripple
RF Envelope Rise Time tr10-00% 0 MIN(0,33Tari, 4,5) us
RF Envelope Fall Time tr,10-00% 0 MIN(0,33Tari, 4,5) us
RF Pulsewidth PW MAX(0,265Tari, 4) MIN(0,525Tari, 9,44) us
60

© ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

PJM Method: The R=>T link shall use PJM. PJM Method data is transmitted as very small phase changes in
the interrogator RF carrier. The PJM Method phase shift waveform of the interrogator magnetic field is
described in Figure 20 — PJM Method: Command modulation scheme and Table 33 — Command modulation
parameters.

Carrier phase
* " S 0<t<06us
+deg. |
\ ’
J/ time
-deg. | _______________ _,"
Figure 20 — PJM Method: Command modulation scheme
Table 33 — Command.modulation parameters
Parameter Symbol Nominal Maximum Units
Phase Shift +degr, *deg. 3,0 6,0 deg.
Transition Time t4 0,0 0,6 us
Note: | the phase shift cannot exceed the final phase value at any time and the transition time (t1) is the {ime allowed to
reach 95% of the full phase change.
6.3.3B.1.2.6 Interrogator power-up waveform
The interrogator/power-up RF envelope shall comply with Figure 21 — Interrogator power-up and power-down
RF envelope and Table 34 — Interrogator power-up waveform parameters. Once the carrier Igvel has risen
above the 10% level, the power-up envelope shall rise monotonically until at least the ripple linit M,. The RF
envelppe,'shall not fall below the 90% point in Figure 21 — Interrogator power-up and power-down RF
envelppe-or rise above the 110% point during interval Ts and after interval Ts shall not fall beloyv 99% or rise

above 101%. Interrogators shall not issue commands before the end of the maximum settling-time interval in
Table 34 — Interrogator power-up waveform parameters (i.e. before Ts). Interrogators shall meet the
frequency-accuracy requirement specified in 6.3.3.3.1.2.1 by the end of interval T in Figure 21 — Interrogator
power-up and power-down RF envelope.

Note: When specifying compliance test there must be no moving tag in the field.

6.3.3.3.1.2.7  Interrogator power-down waveform

The interrogator power-down RF envelope shall comply with Figure 21 — Interrogator power-up and power-
down RF envelope and Table 35 — Interrogator power-down waveform parameters. Once the carrier level
has fallen below the 99% level, the power-down envelope shall fall monotonically until the power-off limit Ms.
Once powered off, an interrogator shall remain powered off for at least 1ms before powering up again.
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+ Magnetic Field Strength M
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Figure 21 — Interrogator power-up and power-down RF envelope
Table 34 — Interrogator power-up waveform-parameters
Parameter Definition Minimum | Typical Maximum Units
T, Rise time 1 500 us
Ts Settling time 1500 us
Ms Signal level when OFF 0.1 % full scale
M, Undershoot 10 % full scale
M Overshoot 10 % full scale
Table 35 — Interrogator power-down waveform parameters
Parameter Definition Minimum | Typical Maximum Units
Ti Fall time 1 500 us
Ms Signatevel when OFF 0.1 % full scale
6.3.3.3.1.2.8( R=>T'preamble and frame-sync
ASK Method ] Arvinterrogator shall begin all R=>T communication with either a preamble or a frame-synd, both
of which are showninFigture22—ASKMethod-R=>Tpreambte-and-frame-syre—Apreamble-shattprecede a

BeginRound command (see 6.3.3.4.11.2.1) and denotes the start of an inventory round. All other
communication shall begin with a frame-sync. The tolerance on all parameters specified in units of Tari shall
be +/-1%. PW shall be as specified in Table 32 — ASK Method: RF envelope parameters The RF envelope
shall be as specified in Figure 19 — ASK Method: Interrogator-to-tag RF envelope. A tag may compare the
length of the data-0 with the length of RTcal to validate the preamble.
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A pre
symb

PJM

timing

Bmble shall comprise a modulation with the same length as used in the following data-0 syn
bl, an R=>T calibration (RTcal) symbol, and a dummy T=>R calibration (TRcal) symbol.

Method: The R=>T link shall' use PJM with MFM encoding. An interrogator shall be]
comnjunication with a MFM flag (or frame sync). The flag defines the start of a command and t
s. The flag comprises three parts:

Figure 22 — ASK Method: R=>T preamble and frame-Sync

RTcal: An interrogator shall set RTcal equal to the length’ of a data-0 symbol plus th
data-1 symbol (RTcal = Olength + 1length). A tag shall measure the length of RTcal

“«—> < >< >« >
PW Data-0 R=>T calibration (RTcal) Dummy TRcal
1 x Tari (2,510 3) x Tari
R=>T Frame-Sync
PW Data-0 R=>T calibration (RTcal)
1 x Tari (2,5 to 3) x Tari

hbol, a data-0

e length of a
and compute

pivot = RTcal / 2. The tag shall interpret subsequent’interrogator symbols shorter than pivot to be

data-Os, and subsequent interrogator symbols jonger than pivot to be data-1s.
interpret symbols longer than 4 RTcal to be invalid. Prior to changing RTcal, an intg
transmit CW for a minimum of 8 RTcal.
TRcal: For the HF protocol, the TRcal is ‘not used to define the T=>R return link rat
value shall be between 1,1*RTcal and*3*RTcal ( 1.1*RTcal<=TRcal<=3*RTcal).

A frame-sync is identical to a preamble, minus the TRcal symbol. An interrogator, fo
of an inventory round, shall useithe same length RTcal in a frame-sync as it used in
that initiated the round.

A synchronising string of 9 bits of valid MFM encoded data. As an example Figu
Method:«MFM Encoding and timing for two possible command flags shows 9 data
value~ 1"

A MEM encoding violation not present in normal data. The violation consists of a
4-state changes separated by a 2 bit interval, a 1,5 bit interval and 2 bit interval. Th
fourth transition defines the beginning of a bit interval.

A trailing 0 defining the end of a flag.

The tag shall

rrogator shall
e. The TRcal

I the duration
the preamble

gin all R=>T
he bit interval

re 23 — PJM
bits with the

sequence of
e edge of the

The synchronising string, encoding violation and a trailing zero for two possible command flags are illustrated
in Figure 23 — PJM Method: MFM Encoding and timing for two possible command flags.
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Synchronising String MFM Encoding Violation

A
A
y
A

472us  9.44us 7.08us 9.44us

<& ala ala »la »

Flag 1

Flag 2

Bit Interval

S
A 4

| Flag |

Figure 23 — PJM Method: MFM Encoding and timing for two possible command flags

6.3.3.3.1.3 Tag-to-interrogator (T=>R) communications

The tag cominunicates with an interrogator using loadmodulation. Loadmodulation is a method of impregssing
a data signal|onto the carrier wave by changing the electrical "load" (impedance) of the tag. A tag is aple to
transmit data|by varying its "load", thus effecting voltage‘changes at the interrogator antenna. The interrogator
can then tranglate the voltage changes in a binary signal.

Loadmodulatfon can be achieved in several ways;e.g. by switching:

e load resigtors

e shunt diqdes

e the antefna tuning capacitance value or taps on the antenna coil (adjusting the tag tuning). It is possible
to consider the switched tuning capacitance as part of the antenna and therefore the load seen by the tag
antenna ¢uring the reply is fixed. Likewise the tuning capacitor and chip load presented to a tappgd coil
are constant.

ASK Method] A tag shalhloadmodulate using a fixed modulation format, data encoding, and data rate fpr the
duration of gn inventory' round, where “inventory round” is defined in 6.3.3.4.8. The interrogator sefs the
encoding and data.rate by means of the BeginRound command that initiates the round. From this BeginRound
command, the tag-selects the T=>R modulation format.

PJM Method: The reply data rate is 106 kbit/s encoded using MFM and modulated onto the subcarrier as
BPSK. Tags can select from one of eight subcarrier frequencies between 969 kHz and 3013 kHz. The
subcarrier is derived from division of the interrogator operating frequency. During an inventory round a tag
shall loadmodulate using a fixed subcarrier frequency as described in PJM Method sub clause of 6.3.3.1.3.10.
The interrogator sets the reply channel by means of the BeginRound command that initiates the round.

6.3.3.3.1.3.1 Modulation

For subsequent figures, the low values correspond to the tag antenna having a load impedance equal to the
load impedance during the CW period immediately before a data transmission, whereas the high values
correspond to the tag antenna having a different load impedance to the CW period.
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ASK Method: The tag reply waveform may be baseband (for FMO encoding) or modulated subcarrier (for
Miller or Manchester encoding) as specified in clause 6.3.3.3.1.3.2 t0 6.3.3.3.1.3.10.

PJM Method: The tag reply waveform is BPSK modulated subcarrier.

In order to ensure that tags replying on different channels are simultaneously received, all tag
replies shall be band limited to reduce data and subcarrier harmonic levels as shown in
Figure 24 — PJM Method: Tag reply mask. Intermediate loadmodulation impedances can be
used for band limiting purposes

Interrogator carrier frequency

20 dB
minimtm

fundamental

other data harmonics and third data jharmonic

modulated subcarrier harmenics

LU LT LT IBPE T EEREEEE
|
13.56 13.56 +
MHz 3.10 MHz
Note. This figure shows the upper side band of the Tag reply. The same mask shall be applied to the loyer sideband.

Figure 24 — PJM Method: Tag reply mask

6.3.3.3.1.3.2 Data encoding

ASK Method: Tag data_shall encode the loadmodulated reply as either FMO baseband, or as| Manchester-
encoded subcarrier, or'as Miller-encoded subcarrier. The interrogator sets the choice of encoding and data
rate by parameters in the BeginRound command.

PJM Method: Fag data shall encode the loadmodulated reply as MFM of one of eight subcarriers of different
freqL;Fncies at'a’ data rate of 106 kbit/s. The selection of subcarrier frequency is either randomly selected by

the tajg, or directly selected by parameters in the BeginRound command.

6.3.3.3.1.3.3 ASK Method: FM0 baseband

Figure 25 — ASK Method: FMO basis functions and generator state diagram shows basis functions for
generating FMO (bi-phase space) encoding. FMO inverts the baseband phase at every symbol boundary; a
data-0 has an additional mid-symbol phase inversion.

Figure 26 — ASK Method: FMO symbols and sequences shows generated baseband FMO symbols and
sequences. The duty cycle of a 00 or 11 sequence, measured at the modulator output, shall be 50%. FMO
encoding has memory; consequently, the choice of FMO sequences in Figure 26 — ASK Method: FMO
symbols and sequences depends on prior transmissions. FMO communication shall always end with a
dedicated EOF at the end of a transmission, as shown in Figure 28 — ASK Method: Terminating FMO
transmissions EOF.
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FMO Basis Functions F

MO Generator State Diagram

data-0 data-1
L sat) sq(t)

T

amplitude
o

[
P

time(t) O T time (t)

s3(t) = -s,(t) Sa4(t) = —s4(t)

Figure 25 — ASK Method: FMO basis functions and generator state diagram

FMO Symbols

FMO Sequences

Co

L oL T o T[T

6.3.3.3.1.3.4

T=>R FMO ¢

for TRext=1 ¢

EOF.

i o[ ||

Figure 26 — ASK Method: FM0 symbols and sequences

ASK Method: FM0 Preamble SOF and EOF

01

10]

[ 1

Y I

bmmunication shall begin with one of the two preambles shown in Figure 27 — ASK Meéthod:
FMO Preambje SOF. The preamble comprises four data-0 followed by an FMO-violation of one bit du
and ending with one data-0. The’choice depends on the value of the TRext bit specified in the BeginH
command that initiated thetinventory round. In Figure 27 — ASK Method: FMO Preamble SOF the pilo

ation,
Round
[ tone

onsists of additional continuous cycles at the subcarrier frequency for the duration of 12 bits. All
tag answers [are finalized by an EOF shown in Figure 28 — ASK Method: Terminating FMO transmis

gsions

66

R0 T

;< rrrrrrrrrrrr 12- blt pllot tone ———

=t [UTL-TULUULT

Figure 27 — ASK Method: FM0 Preamble SOF

i

L
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Figure 28 — ASK Method: Terminating FMO transmissions EOF

6.3.3.3.1.3.5

Figur¢ 29 — ASK Method: Manchester basis functions shows basis functions for generating
encoding. Manchester encoding uses a high to low transition for data-0 and a low to hightransitid

Manchester-modulated subcarrier provides subcarrier pulses followed by un-modulated time to ¢
Data-{l is encoded by un-modulated time followed by subcarrier pulses.

ASK Method: Manchester-modulated subcarrier

Manchester
n for data-1.

ncode data-0.

Figur¢ 30 — ASK Method: Manchester subcarrier sequences shows{Manchester-modulat¢d subcarrier

sequgnces; the Manchester sequence shall contain exactly four, or gight cycles per bit, depeng
value|specified in the BeginRound command that initiated the inveftory round (see Table 36 —

ing on the M
ASK Method:

Tag-tp-interrogator link frequencies). The two possible values of the' subcarrier frequency (fc/32 and fc/16) are
also defined in the BeginRound command by the DR bit.

Data-0

Data-1

Figure 29— ASK Method: Manchester basis functions

S

Data-1

M=11,

-

-

-

-

M=102

1]

][]

6.3.3.3.1.3.6

L

L

L

L

Figure 30 — ASK Method: Manchester subcarrier sequences

ASK Method: Manchester subcarrier preamble SOF and EOF

I

T=>R subcarrier communication shall begin with one of the two preambles shown in Figure 31 — ASK
Method: Subcarrier T=>R preamble SOF. They contain exactly six (or twelve) subcarrier pulses followed by an
un-modulated time of four (or eight) subcarrier cycles (that corresponds to a Manchester violation) and ended
by a bit "0". The choice depends on the value of the TRext bit specified in the BeginRound command that
initiated the inventory round. The duration of the pilot tone for TRext=1 is 12 bits. This pilot tone consists of
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continuous cycles at the subcarrier frequency. All tag answers are finalized by an EOF shown in Figure 32 —
ASK Method: Terminating subcarrier transmissions EOF. The EOF comprises a bit "1" followed by a
Manchester violation as a group of four (or eight) subcarrier pulses.

M=102 TRex=0 1T i
12-bit pilottore | | | | | B
TRext = 1 |l ,,,,,,,,, l| |
M=112 TRet=0 -L—L—L—L
12-bit pilottone | | | | | | Bl
ARex = 1 |l ,,,,,,,,, l| | 1111

<
I

0. [T

Figure 32 — ASK Method: Terminating subcarrier transmissions EOF

6.3.3.3.1.3.7| ASK Method: Miller-modulated subcarrier

Figure 33 — |[ASK Method: Miller basis functions and generator state diagram shows basis functiops for
generating Miller encodingt\Baseband Miller inverts its phase between two data-Os in sequence. Bas¢band
Miller also places a phasg‘inversion in the middle of a data-1 symbol. The state diagram in Figure 33 —+ ASK
Method: Millgr basis fanctions and generator state diagram maps a logical data sequence to baseband|Miller
basis functions. The-state labels, S,—S,, indicate four possible Miller-encoded symbols, represented by the
two phases pf each of the Miller basis functions. The state labels also represent the baseband [Miller
waveform that\is/generated upon entering the state. The transmitted waveform is the baseband waveform
multiplied by a square-wave at 8 times the symbol rate. The labels on the state transitions indicate the logical
values of the data sequence to be encoded. For example, a transition from state S; to S; is disallowed
because the resulting transmission would have a phase inversion on a symbol boundary between a data-0
and a data-1.

Figure 34 — ASK Method: Miller subcarrier sequences shows a Miller-modulated subcarrier sequence; the
Miller sequence shall contain exactly eight subcarrier cycles per bit (see Table 36 — ASK Method: Tag-to-
interrogator link frequencies). Miller encoding has memory; consequently, the choice of Miller subcarrier
sequences as shown in Figure 34 — ASK Method: Miller subcarrier sequences depends on prior
transmissions.
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Miller Basis Functions Miller-Signaling State Diagram
data-0 data-1
A sit) sa(t)
1 r— 1
[}]
©
2 T
= > 0 >
g 0 T time (t) time (t)
©
-1 e
\
s4(t) = —s4(t) s3(t) = —sz(t)

Figure 33 — ASK Method: Miller basis functions and generator state’ diagram

M =01,

- [UUUUUUL- JTHUULL
= UUUL U TUUUTUL

Figure 34 — ASK Method: Miller subcarrier sequences

— 5

6.3.3.1.3.8 ASK Method: Miller subcarrier preamble SOF and EOF

T=>R| subcarrier communicationvshall begin with one of the two preambles shown in Figufe 35 — ASK
Methed: Miller Subcarrier T=>Rpreamble SOF. The choice depends on the value of the TRext it specified in
the B¢ginRound command.that initiated the inventory round. Figure 35 — ASK Method: Miller Subcarrier T=>R
preamble SOF shows the)time of a pilot tone for each TRext. This pilot tone consists of continuous cycles at
the suybcarrier frequency. Miller encoded communication shall always end with dedicated EOF af the end of a

-+ 4-bit pilot tone — ™ 0 1 0 1 1 1
TRext=1
4—— 16-bit pilottone™* 0 1 0 1 1 1

Figure 35 — ASK Method: Miller Subcarrier T=>R preamble SOF
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LML

LML LML

JEE =gy =
| | | 1 | | | EOF

Figure 36 — ASK Method: Terminating subcarrier transmissions EOF

6.3.3.3.1.3.9 PJM Method: MFM modulated subcarrier

Figure 37 — |PJM Method: MFM basis functions and generator state diagram”shows basis functio

s for

generating MFM encoding. Baseband MFM inverts its phase between twe ‘data-Os in sequence. Basg¢band
MFM also places a phase inversion in the middle of a data-1 symbol. The.state diagram in Figure 37 —+ PJM

Method: MFN! basis functions and generator state diagram maps a logical data sequence to baseband

MFM

basis functions. The state labels, S1—S,, indicate four possible MFM-<encoded symbols, represented by the two
phases of eagh of the MFM basis functions. The state labels also-tepresent the baseband MFM waveform that
is generated [upon entering the state. The transmitted waveferm is the baseband waveform multiplied by a
square wave|at fc divided by n, where n is the division ratie.for the 8 subcarriers defined in Table 38 — PJM

Method: Subgarrier selection commands. The labels on the state transitions indicate the logical values

of the

data sequenge to be encoded. For example, a transition from state S; to S; is disallowed becaude the

resulting trangmission would have a phase inversion en a symbol boundary between a data-0 and a data

Figure 38 — PJM Method: Reply MFM encoding and timing of binary 000100 shows an example for the
phase changes without subcarrier and the cerresponding MFM-modulated subcarrier sequence. The

changes aligh with MFM state changes-shown in Figure 37 — PJM Method: MFM basis function
generator stafe diagram. For clarity the-subcarrier example shows eight cycles per bit period, however th
subcarrier will have between nine and*28 cycles depending upon the reply channel selected. Also for
the phase change shown occurs_at.the beginning and the middle of a subcarrier cycle; however the

change can qgccur at any point@uring a subcarrier cycle because the reply data rate and the subcarrie
unsynchronizged.

The subcarrigr is derived’by division of the powering field’s frequency and is determined from the DR, |

TRext values| specified_in the BeginRound command that initiated the inventory round (see Table 38 —
Method: Subgarrier selection commands) The period T of a bit interval used for encoding command d

1.

BPSK
bhase
5 and
e real
clarity
bhase
rs are

VI and
PJM
ata is
PJM
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MFM Basis Functions MFEM Signaling State Diagram

data-0 data-1
A s4(t) A so(t)

1 — 1
o 3
el |
=) . 0
2 >
% T time () 1T time (1)

1 1 | I

s4(t) = -s4(t) sa(t) = -sa(t)

Figure 37 — PJM Method: MFM basis functions and generator state diagram

0 : 0 ! 0 ! 1 : 0 ! 0
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1 ¥79.44us | ! I | |
! ’ I v 4,72us 1\4,72us I
Bit Interval

BV AUUDURuE
Sl A EAART

MFM modulated subcarrier sequences

—

Il
T

Il
JUlL

Figure 38 — PJM Method: Reply MFM encoding and timing of binary 000100

6.3.3.3.1.3.10.-PJM Method: MFM subcarrier flag (preamble SOF)

PJM |Method: The T=>R subcarrier communication shall begin with either of the two flags shown in
Figur\.) 39 P IN Meothad:- Suhearriar T—SBD flaae Thic finiirn cheonvvie tha flan timine far tha DD ‘K Subcarrier

T oV vrotrot—oTocarrecr—t T og o o g T ooy o thio o g ot g oot

phase changes.

The flag defines the start of a reply and the bit interval timings. The flag is comprised of three parts:

e A synchronising string of 9 bits of valid MFM encoded data. As an example Figure 39 —PJM Method:
Subcarrier T=>R flags shows 9 data bits with the value "1".

¢ A MFM encoding violation which is not present in normal data. The violation consists of a sequence of 4
state changes separated by a 2 bit interval, a 1,5 bit interval and 2 bit interval. The edge of the fourth
transition defines the beginning of a bit interval, and

e Atrailing 0.

A synchronising string, encoding violation and a trailing zero for two possible reply flags are illustrated in
Figure 39 —PJM Method: Subcarrier T=>R flags.
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Note: an EOF is NOT required.

L Synchronising String MFM Encoding Violation
944us  18.88us  14.16us  18.88us

Flag 1

Flag2
i i —p ' I i i i i ' ' ' ' I i i
1 1 1 1 1 ) ( ( 1 1 1 1 1 ) ( 1 1
| Bit Interval |
| Flag |

Figure 39 —PJM Method: Subcarrier T=>R flags

6.3.3.3.1.3.11 ASK Method and PJM Method: Selection.ofimodulation type and data rate
e ASK Method: Tags shall support the R=>T Tari ‘values specified in 6.3.3.3.1.2.4, the T=>R link
frequencies specified in Table 36 — ASK Method:\Tag-to-interrogator link frequencies, and the T=>R data
rates spgcified in Table 37 — ASK Method: :Tag-to-interrogator data rates. The BeginRound command
that initiates an inventory round specifies™DR in Table 36 — ASK Method: Tag-to-interrogatgr link
frequencies and M in Table 37 — ASK Method: Tag-to-interrogator data rates.

Table 36 — ASK-Method: Tag-to-interrogator link frequencies

M vglue | Bit modulation Subcarrier with DR=0 Subcarrier with DR=1
LF = 423kHz (f./32) LF = 847kHz (f./16)

112 4 subcarrier pulse Manchester 53 kbit/s (f;/256) 106 kbit/s (f;/128)

102 2/subcarrier pulse Manchester 106 kbit/s (f/128) 212 kbit/s (f./64)

012 8 subcarrier pulse Miller 53 kbit/s (f/256) 106 kbit/s (f-/128)

002 FMO 424 kbit/s (f./32) 848 kbit/s (f:/16)

Table 37 — ASK Method: Tag-to-interrogator data rates

M: Number of subcarrier cycles per symbol Modulation type Data rate (kbit/s)
M = 002: 1 cycles per symbol FMO baseband LF

M = 01,: 8 cycles per symbol Miller subcarrier LF/8

M = 10,: 4 cycles per symbol Manchester subcarrier LF/4

M = 11,: 8 cycles per symbol Manchester subcarrier LF/8
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PJM Method: The T=>R modulation shall be MFM at a data rate of 106 kbit/s on a subcarrier selected by

the BeginRound command that initiates an inventory round The BeginRound command provides the DR,
M, and TRext bits which are (for PJIM Method commands) decoded by capable tags as shown in
Table 38 — PJM Method: Subcarrier selection commands.

Table 38 — PJM Method: Subcarrier selection commands

Wher
shall

from the three least significant bits of the StoredCRC,.The three least significant bits of the Sto

be de
Fore

6.3.3.

The t

° W

° W

6.3.3,

A CR
Interr

types

To g¢
CRC

DR | M TRext | reply channel selected | division ratio | subcarrier frequency kHz
0 00 |0 A 14 969
0 00 |1 B 11 1233
U OT [ O T 9 T507
0 01 1 D 7,5 1808
0 10 |0 E 6,5 2086
0 10 |1 F 55 2465
0 11 |0 G 5 2712
0 11 1 H 4,5 3013
1 00 (O Subcarrier frequency hopping

all other states reserved for future use

frequency hopping is selected by the BeginRound céemmand tags shall select a reply c
Ise this reply channel for all T=>R communications..The channel selected by a tag shall b

coded as for the M and TRext bits in Table 38 =PJM Method: Subcarrier selection comrn
ample, if the three least significant bits of the.StoredCRC are 110 then channel G would be
3.1.4 Both Methods: Transmission order

ansmission order for all R=>T and.T=>R communications shall respect the following conve
thin each message, the most:significant word shall be transmitted first; and

thin each word, the most:significant bit (MSB) shall be transmitted first.

3.1.5 Both Methods: Cyclic-redundancy check (CRC)

C is a cyclic-redundancy check that a tag uses to ensure the validity of certain R=>T commn

bgator uses tosensure the validity of certain loadmodulated T=>R replies. This protocol u
(i) a CRC46, and (ii) a CRC-5. Annex | describes both CRC types.

nerate’a CRC-16 a tag or Interrogator shall first generate the CRC-16 precursor shown i
16.precursor and then take the ones-complement of the generated precursor to form the CH

hannel. A tag

e determined
redCRC shall
nands above.
selected

htions:

ands, and an
ses two CRC

h Table 39 —
RC-16.

Table 39 — CRC 16 precursor

Residue

1DOFh

CRC Type Preset

ISO/IEC 13239

Length Polynomial

16 bits | X"+ x2+ x5+ 1

FFFFy

A tag or Interrogator shall verify the integrity of a received message that uses a CRC-16. The tag or
Interrogator may use one of the methods described in Annex | to verify the CRC-16.

At power-up, a tag calculates and saves into memory a 16-bit StoredCRC — see 6.3.3.4.1.2.1.
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Tags shall append a CRC-16 to those replies that use a CRC-16 — see 6.3.3.4.11 for command-specific reply

formats.

To generate a CRC-5 an Interrogator shall use the definition in Table 40 — CRC-5 definition. See also

Annex |.

A tag shall
described in

Interrogators
Commands.

6.3.3.3.1.6

Figure 40 —
Modes (not ¢
parameters s
describes the
timing param

Table 40 — CRC-5 definition. See also Annex |

CRC Type

Length

Polynomial

Preset

Residue

5 bits

X+ X+ 1

010012

000002

Annex | to verify a CRC-5.

Link timing — Both Methods

erify the integrity of a received message that uses a CRC-5. The tag may use.the m

shall append the appropriate CRC to R=>T transmissions as specified” in Table

Link timing — Both Modes illustrates R=>T and T=>R link timing._Figure 40 — Link timing -
rawn to scale) defines interrogator interactions with a tag‘population. Table 41 — Link
hows the timing requirements for Figure 40 — Link timing — Both Modes, while 6.3.
commands. Tags and interrogators shall meet all timing requirements shown in Table 41 —
bters. RTcal is defined in 6.3.3.3.1.2.8. As described\in 6.3.3.3.1.2.8, an interrogator shall

ethod

46 —

Both
iming
B.4.11
- Link
use a

fixed R=>T lipk rate for the duration of an inventory round; prior te.changing the R=>T link rate, an interr¢pgator

shall transmit

CW for a minimum of 8 RTcal.
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Single Tag Reply
BeginRound,

gator 1 Csee=c] 5 Coesmmcuma 11 N C2= NN MM CRexsor D) 6o
gator aaadl MY eginRoun i c I ex ° or NextSlot if

Ull is valid

invalid
Tag CRC16 + CRC5 PCIXPC + UMt |

Ty T4 T, Ty T,
- - e - o

<— Collided Reply —<— No Reply ——~<———— Invalid ACK

Interro ||||||| ||||||| ||||||| |||||||
|| zeginmouna [t [ ]| [vextsror J[[ 5t | [ woxestee J{[J[ 1 ||||||||-|| Nextsiot
gato [RERRNN] [RERRNN] [RERRNN] |||||||

Collision No No
Detected Reply| Reply
Tag CRC16+CRCS | CRC16+CR0s |
T1 T2 T1 T3 T1 ' T2 T1 T3
- - - P - -

<—— Multi Tag Reply (PdM mode only) ————
BeginRound,

Interrp T |||||| ||||||| ResizeRound
[setect]| it | [ Begimmounat |t ] 1 EA=r-om L e I Ervexestoe | -
gator ||||MIIIIIII egin ound 1 c J I extSot or NextSlot if

Ull is valid

| | NAK 'if Ullis
invalid

Tag1 RC16 + CRC5 [ Poixpc+ume’ |
Tag2 - | cre16 + cres [ poixpc+u’ |
|
Tag3 CRC16 + CRC5 [ peixpc+uMe’ |
etc. T, T, T, T, T,
- - - s -

Note 1: In certain cases a PacketCRC shall be added if required. See table 42 for the definition of the cases.

Figure 40 — Link timing — Both Modes
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Table 41 — Link timing parameters

Parameter Minimum Typical Maximum Description
T4 73,1 us 75,5 us 77,9 us Time from interrogator transmission to tag response
(1024-32)/f, (1024/f;) (1024+32)/f; (specifically, the time from the last rising edge of the
last bit of the interrogator transmission to the first
rising edge of the tag response), measured at the tag
antenna terminals.
T 151 ps 1208 ps Interrogator response time required if a tag is to
(2048/f;) (16384/f;) demodulate the Interrogator signal, measured from the
end of the tag response to the first falling edge of the
Interrogator transmission
Ts Tsof_tag Time an interrogator waits, after T+,
before it issues another command
Ts T11yp + Tamin Minimum time between interrogator commands
Note 1:A tag may exceed the maximum value of T4 when responding to commands that write to memary;
Note 2: The mgximum value for T, shall apply only to tags in the reply or acknowledged states (see6.8.3.4.4.3 and
6.3.3.4}4.4). For a tag in the reply or acknowledged states, if T> expires (i.e. reaches its‘maximum value):
- Witholit the tag receiving a valid command, the tag shall transition to the arbitrate state (see 6.3.3.4.4.2);

- Durin
- Durin
com
Inall o
Note 3:Atag s

nd is invalid.

6.3.3.4

Tag selectior

network comfnunication system.

6.3.3.4.1 Tag memory

Tag memory

Tapg selection, inventory, and access

the reception of a valid command, the tag shall execute the command;
the reception of an invalid command, the tag shall transition to arbitrate upon determining that the

er states the maximum value for T, shall be unrestricted. “Invalid command” is defined in 6.3.3.4.11.
all be allowed a tolerance of 16384/fc<=T,max<=16448/fc in determining whether T, has expired.

, inventory, and access may be viewed as the.lowest level in the data link layer of a I

shall be logically separated into four distinct banks, each of which may comprise zero or
memory words. A logical memory map is shown’in Figure 41 — Logical memory map.

MSB LSB
00, Word 0 of Block 0 OFy,
MSB LSB
: MSB LSB
Bank 11 USER : :
10, TID [15:0] 1F, i :
Bank 10 A 00, TID [31:16] oF, 220, Optional XPC_W2 [15:0
210, Mandatory XPC_WA1 [15:0]
Bank 01 ull .
UIl [15:0]
Bank 00 RESERVED MSB LSB
— S 0 20, UIl [N:N-15]
30, ~ ccessp ass"'; 21 1; ST StoredPC [15:0]
CCess Pass :
20, - wd [ L {2F — g0, StoredCRC-16 [15:0]
10, Kill Passwd [15:0] 1Fh
00, Kill Passwd [31:16] OF,

76

Figure 41 — Logical memory map

yered

more

22F,
21F,
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The memory banks are:

Reserved memory shall contain the kill and and/or access passwords, if passwords are implemented on the
tag. The kill password shall be stored at memory addresses 00h to 1Fh; the access password shall be stored
at memory addresses 20h to 3Fh. See 6.3.3.4.1.1

Unique Item Identifier (Ull) memory shall contain a CRC-16 at memory addresses 00, to OF,, a Protocol-
Control (PC) word at addresses 10, to 1F;,, a code (such as an Ull, and hereafter referred to as an Ull) that
identifies the object to which the tag is or shall be attached beginning at address 20;, and if the tag
implements Extended Protocol Control (XPC) then either one (mandatory) or two (optional) Extended Protocol
Control (XPC) word(s) beginning at address 210,. See 6.3.3.4.1.2.

TID

TID j:

the cu

emory shall contain an 8-bit ISO/IEC 15963 allocation class identifier at memory locatio
emory shall contain sufficient identifying information above 07, for an Interrogator te uni
stom commands and/or optional features that a tag supports. See 6.3.3.4.1.3.

ns 00, to 07.
quely identify

User memory is optional. See 6.3.3.4.1.4.

The lpgical addressing of all memory banks shall begin at zero (00y). The physical memory m
specific. Commands that access memory have a MemBank parameter that selects the bank, an address
length parameter and an address parameter to select a particular memory location within thiat bank. The
address parameter has a length of 8, 16, 24 or 32 bits as defined in the address length parameter.
Interrpgators shall use the shortest address length possible to encode the memory location| When Tags
loadmodulate memory contents, this modulation shall fall onwoerd boundaries (except in the case of a
truncated reply — see 6.3.3.4.11.1.1).

ap is vendor-

MemBank is defined as follows:

00, Reserved
g1, Ul

10, TID

11, User

Operations in one logical memory bank shall not access memory locations in another bank.

Memg

comn
R=>T]
cover
Block
mem(

Interr
Ull m

apprg

ry writes, detailed in 6.3.3.4:9;- involve the transfer of 16-bit words from Interrogator to
and writes 16 bits (i.e. onesword) at a time, optionally using link cover-coding to obscure th
transmission. The optional BlockWrite command writes one or more 16-bit words at a tim
tcoding. The optional, BlockErase command erases one or more 16-bit words at a ti

ry address (whether valid or invalid) specified in the command.
bgators may.lock, permanently lock, unlock, or permanently unlock the kill password, acce

emory, (TID memory, and User memory, thereby preventing or allowing subsequent
priate)s A tag may optionally have its User memory partitioned into blocks; if it does, then a

may

permalocking. See 6.3.3.4.9 for a description of memory locking and unlocking, and 6.3

permanently lock these individual blocks. Recommissioning may alter the memory Iq

Tag. A Write
e data during
B, without link
me. A Write,

Write, or BlockErase-shall not alter a killed tag’s permanently non-responsive status regardless of the

SS password,
changes (as
n Interrogator
cking and/or

3.4.10 for a

description of tag recommissioning. If the kill and/or access passwords are locked they are usable by only the
Kill and Access commands, respectively, and are rendered both unwriteable and unreadable by any other
command. Locking or permanently locking the Ull, TID, or User memory banks, or permanently locking blocks
within the User memory bank, renders the locked memory location unwriteable but leaves it readable.

6.3.3.4.1.1 Reserved Memory

Reserved memory contains the kill (see 6.3.3.4.1.1.1) and/or access (see 6.3.3.4.1.1.2) passwords, if
passwords are implemented on the tag. If a tag does not implement the kill and/or access password(s), the
tag shall logically operate as though it has zero-valued password(s) that are permanently read/write locked
(see 6.3.3.4.11.3.5), and the corresponding physical memory locations in Reserved memory need not exist.
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6.3.3.4.1.1.1 Kill password

The kill password is a 32-bit value stored in Reserved memory 00, to 1F,, MSB first. The default
(unprogrammed) value shall be zero. An Interrogator may use the kill password to (1) recommission a tag,
and/or (2) kill a tag and render it nonresponsive thereafter. A tag shall not execute a recommissioning or Kkill
operation if its kill password is zero. A tag that does not implement a kill password operates as if it has a zero-

valued kill password that is permanently read/write locked.

6.3.3.4.1.1.2

Access password

The access password is a 32-bit value stored in Reserved memory 20, to 3F,, MSB first. The default (unpro-

grammed) v
this passwo
operates as i

6.3.3.4.1.2

Ull memory
beginning at
(XPC_W?2) af
(i.e. the Ull's

The StoredC

The StoredP
14, a User-n
System Ident

The Ull is a
described in
Select comm
cause a tag
certain circur
command to

6.3.3.4.1.21
All Tags shal

At power-up

field in the St
first. This CR
memory Wor(
the StoredP(
XPC_W2 fror

rI before transitioning to the secured state. A tag that does not implement an access pas

it has a zero-valued access password that is permanently read/write locked

Ull Memory

contains a StoredCRC at memory addresses 00, to OF,, a StoredPCcCat-10;,, to 1F;, 3
20,, and a first XPC word (XPC_W1) at 210, to 21F, and an optional second XPC
220, to 22F,. The StoredCRC, StoredPC, Ull, and XPC word or words’shall be stored MS
MSB is stored in location 20y).

RC is described in 6.3.3.4.1.2.1.
C, as described in 6.3.3.4.1.2.2, is subdivided into an YN length field in memory locations
hemory indicator (UMI) in location 15, an XPC indi¢ator (XI) in location 16,, and a Num

fier (NSI) in locations 17, to 1F;.

code that identifies the object to which a tag.isaffixed. The Ull for EPCglobal™ Applicati
5.3.3.4.1.2.3; the Ull for ISO Applications js'described in 6.3.3.4.1.2.4. Interrogators may is

issue
sword

n Ull
word
B first

1Oh to

bering

DNS IS
sue a

And that includes all or part of the Ull in_thé mask. Interrogators may issue an ACK command to

o0 loadmodulate its PC word, XPC (ifoX! is asserted), Ull, and a PacketCRC if required.
nstances the tag may truncate its reply (see 6.3.2.11.1.1). An Interrogator may issue a
read all or part of the Ull.

CRC-16 (StoredCRC and PacketCRC)
implement a StoredCRC. Tags shall also implement a PacketCRC.

h tag shall calculate a CRC-16 over (a) the StoredPC and (b) the Ull specified by the UlI
predPC (seew6.3.4.1.2.1) and shall map the calculated CRC-16 into Ull memory 00, to OF;
C is denotedthe StoredCRC. Because the StoredPC and Ull comprise an integer number
s, a tag calculates this StoredCRC on word boundaries. Although Tags include the Xl vg
L in (their StoredCRC calculation, regardless of the XI value a tag shall omit XPC_W

nder
Read

interval Ts in

n the calculation Tags shall fInISh this CRC- 16 computatlon and memory mapping by the ¢

Select command that mcludes all or part of the StoredCRC in Mask. Interrogators may issue a Read
command to instruct a tag to loadmodulate its StoredCRC. Tags shall not recalculate this StoredCRC for a
truncated reply (see 6.3.3.4.11.1.1).

In response to an ACK command a tag loadmodulates a protocol-control (PC) word (either StoredPC or
PacketPC — see 6.3.3.4.1.2.2), a first XPC word (XPC_W1) and an optional second XPC word (XPC_W2)
depending on XI (see 6.3.3.4.1.2.5), Ull (see 6.3.3.4.1.2.3 and 6.3.3.4.1.2.4), and a CRC-16 only in case of a
PackedCRC is required according to table 42 below. The CRC-16 in this case shall be a PacketCRC that the
tag shall calculate dynamically over the loadmodulated PC word, XPC word or words (if supported), and UlII.
Whether a tag omits the CRC16 or loadmodulates its PacketCRC, shall be as defined in Table 42 — Tag data
and, if required, PacketCRC loadmodulated in response to an ACK command, depending on the tag’s Xl
value and whether truncation (see 6.3.3.4.11.1.1) is asserted or deasserted.

78 © ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK command

Note 1

Note 2

Atag
If XI'i

As re
receiy

Xl | XEB | Truncation Tag Loadmodulation

PC XPC ull CRC-16
0 0 Deasserted StoredPC None Full no CRC16 in reply
0 0 Asserted 000002 None Truncated no CRC16 in reply
0 1 Deasserted Invalid1
0 1 Asserted Invalid1
1 0 Asserted 000002 None Truncated no CRC16 in'repl
1 1 Deasserted PacketPC Both XPC_W1 Full PacketCRC

and XPC_W2

1 1 Asserted 00000, None Truncated no.CRC16 in repl

: Xl is the bitwise logical OR of the 16 bits of XPC_W1, and XEB is the MSB (bit"\Eh) of XPC_W1, sg
XI=1

not undergone a power-on-reset.
shall loadmodulate its CRC MSB first, regardless of the CREC type.
b asserted then a tag’s PacketCRC is different from jts StoredCRC.

huired by 6.3.3.3.1.5 an Interrogator shall verify,\using a tag's loadmodulated CRC-16, the
ed PC word, first XPC word (XPC_W1), optional second XPC word (XPC_W2), and UII.

6.3.34.1.2.2 Protocol-control (PC) word

All Tdgs shall implement a StoredPC whose fields, comprising Ull length, a UMI, an XI, and an
as defined below. Tags shall also implement a PacketPC that differs from the StoredPC in its U
The type of PC (StoredPC or PacketPC) that a tag loadmodulates in response to an ACK shall

in Ta

The S
e B

ts 10, — 144: The.length of the Ull that a tag loadmodulates, in words:
e (00000, Zero words.
¢ 000015:0One word (addresses 20y, to 2F,, in UlIl memory).
o 00040,: Two words (addresses 20, to 3F;, in Ull memory).

L]
—s 1Ot 29 words (addresses 20, to tEF, im Otrmemory):

if XEB=1 then

:The StoredCRC may be different from the Packet CRC if the tag memory*has been programmed gnd the tag has

integrity of a

NSI, shall be
I length field.
be as defined
le 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK command.

toredPC shall be loeated in Ull memory at addresses 10h to 1Fh with bit values defined ag follows:

The maximum value of the Ull length field in the StoredPC shall be 11101, (allows a 464-bit Ull).
A tag shall ignore a Write or BlockWrite command to the StoredPC if the Ull length field exceeds

11101,, and shall instead loadmodulate an error code (see Annex E).

e Bit 15,: A User-memory indicator (UMI). If bit 15, is deasserted then the tag either does not implement
User memory or User memory contains no information. If bit 15, is asserted then User memory contains
information. A tag may implement the UMI using Method 1 or Method 2 described below, unless the tag
implements block permalocking and/or recommissioning, in which case the tag shall use Method 1.
In case that only the mandatory recommisioning option with asserted Recom bit 3SB is supported and no

bl

ock permalocking is supported also Method 2 may be used instead of Method 1.
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e Method 1: The tag computes the UMI. At power-up, and prior to computing the StoredCRC, the tag
shall compute the logical OR of bits 03;, to 07, of User memory and map the computed value into
bit 15,. The tag shall include the computed UMI value in the StoredCRC calculated at power-up
(see 6.3.3.4.1.2.1). If an Interrogator modifies any of bits 03, to 07, of User memory then the tag
shall recompute and remap its UMI into bit 15,. If recommissioning renders User memory
inaccessible (see 6.3.3.4.10) then the tag shall deassert and remap its UMI into bit 15,. After
remapping the UMI the StoredCRC may be incorrect until the Interrogator power cycles the tag.
The UMI shall not be directly writeable by an Interrogator — if an Interrogator writes the StoredPC,
the tag shall ignore the data value that the Interrogator provides for bit 15;.

e Method 2: An Interrogator writes the UMI. If an Interrogator writes a zero value into bits 03;, to 07,
of User memory then it shall deassert bit 15,. If an Interrogator writes a nonzero value into 03, to

07—of User memaory then it shall assert bit 15, If an Infnrrnga’rnr locks or permalocks the Ull

memory then it shall also lock or permalock, respectively, the word located at address 00f of User
memory, and vice versa. This latter requirement ensures that a condition in which Usersmemory
previously contained data but was subsequently erased does not cause a tag to wrongly inflicate
the presence of User memory, and vice versa.

e Bit 16,: An XPC_W1 indicator (XI). If bit 16y, is deasserted, then the XPC_W1 is zero-valued, in which
case the ftag shall loadmodulate its StoredPC but not an XPC_W1 during inventory(see 6.3.3.4.1.2). If bit
16y is asserted then one or more bits of XPC_W1 have nonzero values, indicating that the tag has| been
previously re-commissioned (see 6.3.3.4.1.2.5).
In this lafter case the tag shall loadmodulate its XPC_W1 immediately after'the PacketPC, and befoye the
Ull, durirlg inventory.

At power-up, and prior to computing the StoredCRC the tag shall cempute the bitwise logical OR pf the
XPC_W1, and map the computed value into bit 16, (i.e. into the XI). The tag shall include the computed
Xl valuelin its StoredCRC calculation. If an Interrogator recommissions the tag (see 6.3.3.4.10) th}n the

tag shalljrecompute and remap its Xl into bit 16,. After remapping the Xi the StoredCRC may be incorrect
until the nterrogator power cycles the tag. The Xl bit shalknot be directly writeable by an Interroggtor —
when an|Interrogator writes the PC word, the tag shall.ignore the data value that the Interrogator provides
for bit 16},.

e Bits 17, 4 1Fy: A numbering system identifier (NS1). The MSB of the NSl is stored in memory locatiop 17.
If bit 17, |contains a logical 0, then the applieation is referred to as an EPCglobal™ Application and bits
18, — 1F{ shall be as defined in the EPCglobal™ Tag Data Standards. If bit 17, contains a logical 1|, then
the appligation is referred to as an ISQApplication and bits 18, — 1F;, shall contain the entire AFI dgfined
in ISO/IELC 15961 parts 2 and 3. The.default value for bits 18, — 1Fy, is 00000000,.

The default (Uinprogrammed) StoredPC value shall be 0000,.
If an Interrogator changes the Ull length (via a memory write operation), and if it wishes the fag to
subsequently|loadmodulateithe new Ull length, then it must write the new Ull length field into the first 5 bits of

the tag’s StoredPC.

Note: After changingithe Ull length field an Interrogator should power-cycle the tag to ensure a correct StoredCRC

A tag shall lgadmodulate an error code (see Annex E) if an Interrogator attempts to write an Ull length field,
that is not supported by the tag, to the first 5 bits of the tag’s PC word.

The PacketPC differs from the StoredPC in its Ull length field, which a tag shall adjust to match the length of
the loadmodulated data that follow the PC word. Specifically, if Xl is asserted but XEB is not asserted then the
tag loadmodulates an XPC_W1 before the Ull, so the tag shall add one to (i.e. increment) its Ull length field. If
both XI and XEB are asserted then the tag loadmodulates both an XPC_W1 and an XPC_W2 before the UlI,
so the tag shall add two to (i.e. double increment) its Ull length field. Because Tags that support XPC
functionality have a maximum Ull length field of 11101,, double incrementing will increase the value to 11111,.
A tag shall not, under any circumstances, allow its Ull length field to roll over to 00000,. Note that
incrementing or double incrementing the Ull length field does not alter the values stored in bits 10,, — 14, of Ull
memory; rather, a tag increments the Ull length field in the loadmodulated PacketPC but leaves the memory
contents unaltered.

80 © ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 1800

0-3:2010(E)

If an Interrogator that does not support an XPC_W2 receives a tag reply with XEB asserted then the
Interrogator shall treat the tag's reply as though its CRC-16 integrity check had failed.

During truncated replies a tag substitutes 00000, for the PC word — see 6.3.3.4.11.1.1

6.3.3.4.1.2.3

Ull for an EPCglobal™ Application

The Ull structure for an EPCglobal™ Application shall be as defined in the EPCglobal™ Tag Data Standards.

6.3.3.4.1.2.4  Ull for an ISO Application

The UII structure for an ISO Application shall be as defined in ISO/IEC 15962.

6.3.34.1.2.5 Extended Protocol Control (XPC) word (mandatory) or words (optional)

A tag| shall implement an XPC_W1 logically located at addresses 210, to 21F, of Ull memory. A tag may
additipnally implement an XPC_W?2 logically located at address 220, to 22F, (of-Ull memory| These XPC
wordg shall be exactly 16 bits in length and are stored MSB first. If a tag does not support XPC| W2 then the

specified memory locations need not exist.

A tag

shall not implement any non-XPC memory element at Ull memory\Jocations 210y, to 22F,, i

requitement shall apply both to Tags that support an XPC_W2 word-and to those that do not.

If at
XPC |
XPC |
XEB

The r
XPC |

Wher
21Dy,

hg implements an XPC_W?2 then, at power-up, the tag(shall compute the bitwise logic
W2 and map the computed value into bit 210, of -U{l memory (i.e. into the most sig
W1). Bit 210y, is denoted the XPC Extension Bit (XEB)/If a tag does not implement an XPC|
shall be zero.

emainder of this section 6.3.3.4.1.2.5 assumes that a tag implements an XPC_W1 (mand
W2 (optional).

this document refers to the 3 leastssignificant-bits (LSBs) of XPC_W1 it specifically me
21E,, and 21F, of Ull memory. The 3 LSBs of XPC_W1 indicate whether and ho

reconymissioned.

For v
these
locati
vendd

The 3
They
Kill ca
LSBs

rgin tags the 3 LSBs of XPE€_W1 shall be zero-valued. A tag writes a nonzero value to o
3 LSBs during Tag recommissioning (see 6.3.3.4.10). All the other bits in XPC_W1, namel
bns 210, to 21C;, inclusive, as well as all the bits in XPC_W?2, shall be RFU and zerq
rs and end users. shall not use these RFU bits for proprietary purposes.

can only bg asserted by a Kill command, meaning that the tag asserts these bits upon red
mmand.sequence with asserted recommissioning bits (see 6.3.3.4.11.3.4). A tag shall not
of the XPC_W1 except during Tag recommissioning.

NDOo \A4 ++

hclusive. This

al OR of the
hificant bit of
| W2 then the

atory) and an

ans locations
v a tag was

ne or more of
y Ull memory
-valued. Tag

LSBs of thesXPC_W1 are not writeable using a Write or BlockWrite, nor erasable using a BlockErase.

eiving a valid
write to the 3

If at

H \A st ImY] LAALeid ImY) Lel— o ot 44 rs 4 4 4l
Y TCLTCIVTCOS a VVINT, DIUUAVVIILT, Ul DIUCALTasST Uldl dtliclTipto U WIS UTc

error code (see Annex E).

AU _VVT, TUTTOP

onds with an

An Interrogator may issue a Select command (see 6.3.3.4.11.1) with a Mask that covers all or part of the
XPC_W1 and or XPC_W?2. For example, Mask may have the value 000, for the 3 LSBs of the XPC_W1, in

which

case recommissioned Tags shall be non-matching.

An Interrogator may read a tag’s XPC_W1 and XPC_W2 using a Read command (see 6.3.3.4.11.3.2).

Bit E,, of XPC_W1 (Ull memory location 211,) is reserved for use as a protocol functionality indicator.
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The following encoding provides a general mapping between the 3 XPC W1 LSBs and a tag’s
recommissioned status. Table 43 — XPC LSBs and a tag’s recommissioned status provides a detailed
mapping between these 3 LSBs and a tag’s recommissioned status:

An asserted LSB (Ull memory location 21F,) indicates that block permalocking has been disabled, and
any blocks of User memory that were previously block permalocked are no longer block permalocked. An
asserted LSB also indicates that the BlockPermalock command has been disabled. If a tag did not
implement block permalocking prior to recommissioning then block permalocking shall remain disabled.

An asserted 2SB (Ull memory location 21E;) indicates that User memory has been rendered

inaccessible. The 2SB has precedence over the LSB — if both are asserted then User memory is
inaccessible.
An asserted-3SB i e j pg User

memory
status off the kill and access passwords in the state prior to the recommissioning. If an dntérrggator
subsequgntly attempts to read the tag’s kill or access passwords, the tag loadmodulates an.error code
(see Anrlex E) if the kill or access password was unreadable prior to the recommisioning. Note that
portions for banks of tag memory, if factory set and locked, may not be unlockable regardlgss of
recommigsioning. Note also that an Interrogator may subsequently re-lock any memary banks thafl have
been unlgcked by recommissioning.

Table 43 — XPC LSBs and a tag’s recommissioned status

LSBs Tag Status Notes

of XPC

Word

000, 1] The tag has not been recommissioned 1. The\tag’s Xl bit is deasserted

001, 1.|Block permalocking has been disabled, and any T\The lock bits are the sole determinant of the User
blocks of User memory that were previously block memory bank’s lock status (6.3.3.4.11.3.5)

permalocked are no longer block permalocked
2| The BlockPermalock command has been

disabled
010, 1{The User memory bank has been renderéd 1. The tag deasserts its UMI bit
inaccessible 2. User memory is inaccessible, so block
2| A tag whose XPC_W1 LSBs are 010.acts permalocking and the BlockPermalock comnjand
identically to one whose XPC_WJ.LSBs are 011 are disabled
011, 1] The User memory bank has been rendered 1. The tag deasserts its UMI bit
inaccessible 2. User memory is inaccessible, so block
2| A tag whose XPC_W1 LSBs are 011 acts permalocking and the BlockPermalock comnjand
identically to one whose XPC_W1 LSBs are 010 are disabled
100, 1] The Ull, TID, and User memory banks have been | 1. If the tag supports block permalocking then the
unlocked BlockPermalock command remains enabled
2| The kill and access passwords have been write- 2. Any blocks of User memory that were previopisly
unlocked block permalocked remain block permalocked,
3| The Read/lLiock status of the kill and access and vice versa
passwords shall be the same state as prior to the | 3. Portions or banks of tag memory, if factory set
recommissioning and locked, may not be unlockable regardlegs of

recommissioning

4 —1ifan interrogator attempts to read the tag S Kill or
access passwords the tag responds by
loadmodulating an error code (see Annex E) if
the kill or access password was unreadable prior
to the recommisioning

5. The kill and/or access passwords, as well as one
or more memory blocks and/or banks, may be
changed and/or relocked after recommissioning
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LSBs Tag Status Notes
of XPC
Word
101, . Block permalocking has been disabled, and any 1. The lock bits are the sole determinant of the User
blocks of User memory that were previously block memory bank’s lock status (see 6.3.3.4.11.3.5)
permalocked are no longer block permalocked 2. Portions or banks of tag memory, if factory set
. The BlockPermalock command has been and locked, may not be unlockable regardless of
disabled recommissioning
. The UIl, TID, and User memory banks have been | 3. If an Interrogator attempts to read the tag’s kill or
unlocked access passwords the tag responds by
. The kill and access passwords have been write- loadmodulating an error code (see Annex E) if
unlocked the kill or access password was unreadable prior
. The Read/LCock status of the Kill and access 0 the recommisioning
passwords shall be the same state as prior to the | 4. The kill and/or access passwords;.as well as one
recommissioning or more memory blocks and/arbanks, may be
changed and/or relocked after,recommissioning
110, . The Ull and TID memory banks have been 1. Portions or banks of tag memory, if factory set
unlocked and locked, may not be tnlockable egardless of
. The kill and access passwords have been write- recommissioning
unlocked 2. If an Interrogator-attempts to read the tag’s kill or
. The Read/Lock status of the kill and access access passwords the tag responds|by
passwords shall be the same state as prior to the loadmodulating an error code (Annei E) if the kill
recommissioning or access password was unreadable prior to the
. The User memory bank has been rendered recommisioning
inaccessible 3. Thexkill'and/or access passwords, as well as one
. A tag whose XPC_W1 LSBs are 110, acts or more memory blocks and/or bankis, may be
identically to one whose XPC_W1 LSBs are 111, changed and/or relocked after recommissioning
4. The tag deasserts its UMI bit
5. User memory is inaccessible, so block
permalocking and the BlockPermalock command
are disabled
111, . The Ull and TID memory banks have been 1. Portions or banks of tag memory, if factory set
unlocked and locked, may not be unlockable egardless of
. The kill and access passwords have been write- recommissioning
unlocked 2. If an Interrogator attempts to read the tag’s kill or
. The Read/Lock status of the kill'and access access passwords the tag responds|by
passwords shall be the same, state as prior to the loadmodulating an error code (see Annex E) if
recommissioning the Kill or access password was unrg¢adable prior
. The User memory bank-has been rendered to the recommisioning
inaccessible 3. The kill and/or access passwords, as well as one
. Atag whose XPC_W1 LSBs are 111, acts or more memory blocks and/or bankis, may be
identically to ofie Whose XPC_W1 LSBs are 110, changed and/or relocked after recommissioning
4. The tag deasserts its UMI bit
5. User memory is inaccessible, so block
permalocking and the BlockPermalock command
are disabled
6.3.34.1.3 TID Memory
AAAAAA 0t 07 chall anfhua lISONEC 1EQ8°2 Alaca id ryualiuac

TID n loapatinng niain A nhifi
CTOTy TOCatOTTS  UURtU-UT R Stiah COrta T UnC- O twOUTOOMTE U ToJ0U CIasSoiatitmtTrvarats

or E2,. TID memory locations above 07, shall be defined according to the registration authority defined by this
class-identifier value and shall contain, at a minimum, sufficient identifying information for an Interrogator to
uniquely identify the custom commands and/or optional features that a tag supports. TID memory may also
contain tag- and vendor-specific data (for example, a tag serial number).

— either EO,

Note: The tag manufacturer assigns the class-identifier value (i.e. EOn or E2;), for which ISO/IEC 15963 defines the
registration authorities. The class-identifier does not specify the Application. If the class identifier is EOn, TID
memory locations 08y, to OFy contain an 8-bit manufacturer identifier, TID memory locations 10, to 3F, contain a
48-bit tag serial number (assigned by the tag manufacturer), the composite 64-bit tag ID (i.e. TID memory 00 to
3Fy) is unique among all classes of tags defined in ISO/IEC 15693, and TID memory is permalocked at the time of
manufacture. If the class identifier is E2,,, TID memory location 08y, contains an XTID; TID memory locations 09y to
13h contain an 11-bit tag mask-designer identifier (obtainable from the registration authority), TID memory locations
144 to 1F, contain a vendor-defined 12-bit tag model number, and the usage of TID memory above 1Fy is defined
in version 1.3 and above of the EPCglobal™ Tag Data Standards.
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6.3.3.4.1.4

User Memory

A tag may contain User memory. User memory allows user-specific data storage.

If a tag’s User memory has not yet been programmed, then the 5 LSBs of the first byte of User memory (i.e.
memory addresses 03y, to 07,) shall have the default value 00000,.

During recommissioning an Interrogator may instruct a tag to render its User memory inaccessible, causing
the entire memory bank to become unreadable, unwriteable, and unselectable. A tag with inaccessible User

memory shall

6.3.3.4.1.41

If User memg
dards (versio

6.3.3.4.1.4.2

If User me

indepemdent inventoried flag for each process.

ISO/IEC 159
6.3.34.2 A
Note: An intg
associg
above)
their in
Interrogators

optional sess
round. Two o
session’s cor

Tags shall maintain an independent inventoried flag for each session. Each of the two mandatory inven

flags has two
nor modify th
provides sep3
Sessions allo

After singulat
that session

Only tags wit

function as though its User memory bank no longer exists.

—Usermemory foramEPCylobat™Apptication

ry is included on a tag, then its encoding shall be as defined in the EPCglobal™ Tag.Data
n 1.3 and above).

User memory for an ISO Application

ory is included on a tag, then its encoding shall be as defined in ISO/IEC 15961
2.

5K and PJM Method: Sessions and inventoried flags

rrogator chooses one of two sessions and inventories tags Wwithin that session. The interroga

For each session, tags maintain a corresponding inventoried flag. Sessions allow tags to keep t
ventoried status separately for each of two possibletime-interleaved inventory processes, us

shall support and tags shall provide two(mandatory sessions (denoted SO and S2) an
ons (denoted S1 and S3). Tags shall participate in one and only one session during an invs
I more interrogators can use sessions:to independently inventory a common tag populatior
cept is illustrated in Figure 42 — Session diagram.

values, denoted A and B. Tags participating in an inventory round in one session shall neith
e inventoried flag for a\different session. The inventoried flags are the only resource
rately and independently to a given session; all other tag resources are shared among sessig
W tags to associatea separate and independent inventoried flag to each of several interro

ng a tag anlinterrogator may issue a command that causes the tag to set its inventoried fl
A—B).

h ah inventoried Flag of A respond in an inventory round.

tor and
ted tag population operate in one and only one session for/the duration of an inventory round (%ﬁned

Stan-

and

ck of
ng an

d two
entory
. The

oried
Br use
a tag
ns.

jators.

ag for

Note:

A change from B — A can be achieved with a select command. (Reset)

The following example illustrates how two interrogators can use sessions and inventoried flags to
independently and completely inventory a common tag population, on a time-interleaved basis:

[ ]
It
It

[ ]
[ ]
[ ]
It
It

84

Interrogator #1 powers-on, then

initiates an inventory round during which it singulates A tags in session S0 to B,
powers off.

Interrogator #2 powers-on, then

initiates an inventory round during which it singulates A tags in session S2 to B,
powers off.
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This process repeats until interrogator #1 has placed all tags in session SO into B. Similarly, interrogator #2

places all tags in session S2 into B.

Note: Tags maintain a separate inventoried flag for each of two mandatory sessions.
Session S0 Session S2
A Tags A Tags
participate participate

/"_\
@ ; Tags \

Tags

A tag|s inventoried flags shall have the persistence times shown in Table 44 = Tag flags an

Figure 42 — Session diagram

valueg. A tag shall power-up with its inventoried flags set as follows:

A tag|shall be capable of setting any of-its' inventoried flags to either A or B in 2ms or less, reg
initial [flag value. A tag shall refreshits>S2 and S3 flags while powered, meaning that every tim
powef its S2 and S3 inventoried flags shall have the persistence times shown in Table 44 — ]

persigtence values.

e The SO inventoried flag shall be set to A.

e The S1 inventoried flag (optional) shall be set to eitherA or B, depending on its
unless the flag was set longer in the past than its persistence time, in which case
power-up with its S1 inventoried flag set to A. Because the S1 inventoried flag (o
automatically refreshed, it may revert from B to A‘even when the tag is powered.

o The S2 inventoried flag shall be set to eitherA‘or B, depending on its stored value, dnless the tag
has lost power for a time greater than its persistence time, in which case the tag s
with the S2 inventoried flag set to A.

e The S3 inventoried flag (optional) shall be set to either A or B, depending on its
unless the tag has lost power for axtime greater than its persistence time, in which
shall power-up with its S3 inventoried flag (optional) set to A.

Table 44 — Tag flags and persistence values

i persistence

stored value,
the tag shall
ptional) is not

hall power-up
stored value,

case the tag

ardless of the
e a tag loses
[ag flags and

Flag

Required persistence

S0 inventoried flag (mandatory)

Tag energized: Indefinite
Tag not energized: None

SHinventoried flag (optional)

Tag energized:

Extended temperature range: Not specified

Nominal temperature range: 500ms < persistence < 5

D

I'ag not energized:

Extended temperature range: Not specified

Nominal temperature range: 500ms < persistence < 5s

S2 inventoried flag (mandatory)

Tag energized: Indefinite

Tag not energized:
Nominal temperature range: 2s < persistence
Extended temperature range: Not specified

S3 inventoried flag (optional)

Tag energized: Indefinite

Tag not energized:
Nominal temperature range: 2s < persistence
Extended temperature range: Not specified

Selected (SL) flag

Tag energized: Indefinite

Tag not energized:
Nominal temperature range: 2s < persistence
Extended temperature range: Not specified
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Note 1: Nominal temperature range is —25 °C to +40 °C (see extended temperature range)

Note 2: Extended temperature range is —40 °C to +65 °C (see nominal temperature range)

6.3.3.4.3 ASK and PJM Method: Selected flag

Tags shall implement a selected flag, SL, which an interrogator may assert or deassert using a Select
command. The Select parameter in the BeginRound command allows an interrogator to inventory tags that
have SL either asserted or deasserted (i.e. SL or ~SL), or to ignore the flag and inventory tags regardless of their

SL value. SL

is not associated with any particular session; SL applies to all tags regardless of session.

A tag's SL flag shall have the persistence times shown in Table 44 — Tag flags and persistence values. A tag

shall power-U
has lost pows
SL flag deas
regardless of
loses power
values.

6.3.344 A

Tags shall in
shows the as

Note: The tag
is are
marker;
equals
selecte

Examp
the pro

pr for a time greater than the SL persistence time, in which case the tag shall power-upw
berted (set to ~SL). A tag shall be capable of asserting or deasserting its SL flag in-2ms o
the initial flag value. A tag shall refresh its SL flag when powered, meaning that eyvery time
its SL flag shall have the persistence times shown in Table 44 — Tag flags~and persig

BK and PJM Method: Tag states and slot counter

plement the states and the slot counter shown in Figure 43 —\ Tag state diagram. An
sociated state transition tables; Annex D shows the associated-command-response tables.

collision arbitration protocol uses the popular and industry provén'slotted Aloha algorithm. Slotted A

5. The probability that a tag chooses a timeslot is equalte_1/n (where "n" is the number of timeslo
the maximum value of the described Q-bit random .ntimber). This algorithm ensures that each
H, replies once and only once during an inventory round.

e: for Q=3 the maximum number of slots is 8,,Q.is a 3 bit random number, ranging from 0-7, in ea
pability of a specific tag reply is 1/8.

p with its SL flag either asserted or deasserted, depending on the stored value, unless-the tag

ith its
less,
a tag
tence

nex C

LOHA

inement over the pure Aloha. It requires that time be segmented into slots that are separated by slot

ts and
tag, if

Ch slot
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BeginRound

Power-up & ~killed

- slot

NextSlot —p»] e
ResizeRound Counter
CMD: Select

Action: Return to ready
Reply: None. Note 1
CMD: BeginRound
Action: New round
Reply: Note 3
CMD: All other
Action: Remain in ready
Reply: None

Arbitrate

ISO/IEC 18000-3:2010(E)

NEW ROUND
CMD: BeginRound [mismatched
inventoried or SL flags]
Reply: None

NEW ROUND
CMD: BeginRound [slot > 0 & matching
(inventoried & SL) flags]
Reply: None

Reply: None

CMD: NextSlot, ResizeRound [slot <> 0]

CMD: [Select

Actign: Return to ready
Reply: None. Note 1
CMD: BeginRound
Actign: New round
Reply: Note 3
CMD: All other

Reply: None.
CMD: None within time T,

Reply: None.

Actign: Return to arbitrate

Actign: Return to arbitrate

CMD: ResizeRound, NextSlot [slot=0]
Reply: StoredCRC, CRC-5

CMD: ACK [valid StoredCRC]
Reply: PC word, XPC word
{if XI'=1}, Ull (see Note 5) ¥

CMD: None within time T,

Reply: None.

Actign: Return to arbitrate

Acknowledged

CMD: Req_RN [StoredCRC] &

Reply: handle, CRC-16¢

{access password <> 0}

CMD: [Select
Actign: Return to ready
Reply: None. Note 1
CMD: BeginRound
Actign: New round
Reply: Notes 2, 3

Actign: Return to ready
Reply: None. Note 2
CMD: All other

Reply: None.

CMD: extSlot, ResizeRound

Actign: Return to arbitrate

Secured

Pawer-up & killed

CMD: Kill [valid handle & valid nonzero kill password & {Recom = 0}]
Reply: handle when done. Note 4

Killed
(optional)

NEW ROUNi
CMD: BeginRoung-[slot =0 & matching
(inventoried & SL) flags]

Reply: StoredCRE€, CRC-p

CMD: ResizeRound [slot =
Reply:StoredCRC, CRC-5

CMD: ACK [valid StoredGRC]
Reply: PC word XPC word {if XI = 1}, Ull (see Note 5)
CMD: Req_RN-[invalid Stored CRC16]

Reply: None.

CMD: ACK [valid handle

Reply: PC word, XPC word {if XI = 1}, Ull (see Note §)

0]

CMD: Req_RN [valid RN16] & {access passjvord = 0}
Reply: handle, CRC-16¢c

CMD: Req_RN, Read, Write, Lock, BlockWrite/Erase/Permalock

CMD: Kill [valid handle & kill password = 0]

Reply: See state-transition tables \\

Reply: Error code

CMD: Kill [valid handle & valid nonzero kill password & {Recom <> 0}]

Reply: Recommissioning. handle when done. Note 4
CMD: Kill, Access [invalid handle]

Reply: None

CMD: Access [valid handle & valid access password]
y Reply: handle when done

CMD: ACK [valid handle

Reply: Error code

Reply: PC word, XPC word {if XI = 1}, Ull (see Note p)
CMD: Req_RN, Read, Write, Lock, BlockWrite/Erase/Permalock
Reply: See state-transition tables

CMD: Kill [valid handle & kill password = 0]

/

CMD: Kill [valid handle & valid nonzero kill password & {Recom <> 0}]
Reply: Recommissioning. Handle, CRC-16¢c when dohe. Note 4

Reply: None
CMD: All
Reply: None

e —mm

CMD: Access [valid handle & valid access password]
Reply: handle, CRC-16¢ when done
CMD: Kill, Access [invalid handle]

NOTES 1. Select: Assert/deassert SL or set inventoried to A or B.
2. BeginRound: A— B if the new session matches the prior session; otherwise no change to the inventoried flag.
NextSlot/ResizeRound: A— B if the session matches the prior BeginRound; otherwise, the command is invalid and ignored by the Tag.
3. BeginRound starts a new round and may change the session. Tags may go to ready, arbitrate, or reply.
4. If a Tag does not implement Recom Bits LSB and 2SB then the Tag treats nonzero Recom bits as though Recom = 0.
Two part reply see Kill
5. In certain cases a PacketCRC should be added if required. See table 42 for the definition of the cases.

Figure 43 — Tag state diagram
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6.3.3.4.4.1 Ready state

Tags shall implement a ready state. Ready can be viewed as a “holding state” for energized tags that are
neither killed nor currently participating in an inventory round. Upon entering an energizing RF field a tag that
is not killed shall enter ready. The tag shall remain in ready until it receives a BeginRound command (see
6.3.3.4.11.2.1) whose inventoried parameter (for the session specified in the BeginRound) and Select
parameter match its current flag values. Matching tags shall draw a Q-bit number from their RNG (see
6.3.3.4.5), load this number into their slot counter, and transition to the arbitrate state if the number is non-
zero, or to the reply state if the number is zero. If a tag in any state except killed loses power, it shall return to
ready upon regaining power.

6.3.3.4.4.2

Tags shall implement an arbitrate state. Arbitrate can be viewed as a “holding state” for tags that are(partici
in the current inventory round but whose slot counters (see 6.3.3.4.4.8) hold non-zero values. A

arbitrate shgll decrement its slot counter every time it receives a NextSlot command (see 6.3.3.4.1
whose session parameter matches the session for the inventory round currently in progress, and i
transition to the reply state when its slot counter reaches 0000,. Tags that return to arbitrate (for exg

pating
ag in
1.2.3)
shall
mple,

from the repl
next NextSlof

6.3.3.4.4.3

Tags shall in
receives a va
word, XPC w|
PacketCRC |
an invalid AQ
Table 41 — Ll

6.3.3.4.4.4

Tags shall impplement an acknowledged state."A tag in acknowledged may transition to any state 4

killed, depe

acknowledged state receives a valid ACK-containing the correct StoredCRC it shall re-loadmodula

reply shown
command. If

state) with a slot value of 0000;, shall decrement their slot counter from 0000, to 7FFF,,
(with matching session) and, because their slot value is now non-zer¢, shall remain in arbi

Reply state

lid acknowledgement (ACK), it shall transition to the acknowledged state, loadmodulates

brd (if XI is asserted), Ull and PacketCRC if required (see Table 42 — Tag data and, if req
badmodulated in response to an ACK command). f the tag fails to receive an ACK, or req
K, it shall return to arbitrate. Tag and interrogater:shall meet all timing requirements speci
ink timing parameters.

Acknowledged state

nding on the received command (see Figure 43 — Tag state diagram). If a tag i

in Table 42 — Tag data-and, if required, PacketCRC loadmodulated in response to an
a tag in the acknowledged state fails to receive a valid command within time Tmay), i

at the
frate.

plement a reply state. Upon entering reply a tag shall loadmodulate the StoredCRC. If the tag

ts PC
uired,
eives
ied in

xcept
n the
e the
ACK
shall

return to arbi
parameters.

krate. Tag and interrogator shall meet all timing requirements specified in Table 41 — Link fiming

6.3.3.4.4.5 Open state

Tags shall im
shall transitio]

plement.an open state. A tag in the acknowledged state whose access password is nop-zero
h to(open upon receiving a Req_RN command, loadmodulating an RN16 (denoted handlg) that
the interrogafocishall use in subsequent commands and that the tag shall use in subsequent replies. Tags in
the open stz i may
transition to any state except acknowledged, depending on the received command (see Figure 43 — Tag
state diagram). If a tag in the open state receives a valid ACK containing the correct handle, it shall re-
loadmodulate the reply shown in Table 42 — Tag data and, if required, PacketCRC loadmodulated in
response to an ACK command. Tag and interrogator shall meet all timing requirements specified in
Table 41 — Link timing parameters except Tomax; iN the open state the maximum delay between tag
response and interrogator transmission is unrestricted.

6.3.3.4.4.6 Secured state

Tags shall implement a secured state. A tag in the acknowledged state whose access password is zero shall
transition to secured upon receiving a Req_ RN command, loadmodulate an RN16 (denoted handle) that the
interrogator shall use in subsequent commands and the tag shall use in subsequent replies. A tag in the open
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state whose access password is non-zero shall transition to secured upon receiving a valid Access command,
maintaining the same handle that it previously transmitted when it transitioned from the acknowledged state
to the open state. Tags in the secured state can execute all access commands. A tag in secured state may
transition to any state except open or acknowledged, depending on the received command (see Figure 43 —
Tag state diagram). If a tag in the secured state receives a valid ACK containing the correct handle, it shall
re-loadmodulate the reply shown in Table 42 — Tag data and, if required, PacketCRC loadmodulated in
response to an ACK command. Tag and interrogator shall meet all timing requirements specified in
Table 41 — Link timing parameters except T,max); in the secured state the maximum delay between tag response
and interrogator transmission is unrestricted.

6.3.3.4.4.7 Killed state (optional)

Tags jmay implement a killed state. If the killed state is supported, a tag in either the open or selcured states
shall enter the killed state upon receiving a valid Kill command (see 6.3.3.4.11.3.4) with_a“valid non-zero kill
password, zero-valued Recom bits (see 6.3.3.4.10), and valid handle. If a tag does not.implement Recom bits
LSB and 2SB, it then treats nonzero Recom bits as though Recom = 0. Kill permanently’ disablep a tag. Upon
entering the killed state a tag shall notify the interrogator that the kill operation wassuccessful,|and shall not
respond to an interrogator thereafter. Killed tags shall remain in the killed state_under all circumstances, and
shall ilnmediately enter the killed state upon subsequent power-ups. Killing a tag is notreversible.

6.3.34.4.8 Slot counter

Tags |shall implement a 15-bit slot counter. Upon receiving a BeginRound or ResizeRound cormmand, a tag
shall preload a value between 0 and 2°-1, drawn from the tag RNG (see 6.3.3.4.5), into its slot|counter. Q is
an infeger in the range (0, 15). A BeginRound specifies @, a’ResizeRound may modify Q from the prior
BegirfRound. Upon receiving a NextSlot command a tag{shall decrement its slot counter. The slot counter
shall pe capable of continuous counting: meaning that, after the slot counter decrements to 000p;,, it shall roll
over @nd begin counting down from 7FFF,. See also Annex F.

Tags |shall generate 16-bit random or pseudo-random numbers (RN16) using the RNG, and shall have the
ability to extract Q-bit subsets from an RN16 to, preload the tag slot counter.

Tags|in the arbitrate state decrement their slot counter every time they receive a NextSlot Wwith matching
sessipn, transitioning to the reply state)and loadmodulating the StoredCRC when their slot colinter reaches
00004. Tags whose slot counter reached 00005, who replied, and who were not acknowledged (including tags
that responded to an original BeginRound and were not acknowledged) shall return to arbitrate with a slot
value|of 0000, and shall decrement this slot value from 0000, to 7FFF, at the next NextSlot. The slot counter
shall pe capable of continuous counting, meaning that, after the slot counter rolls over to 7HFF, it begins
countjng down again, thereby effectively preventing subsequent replies until the tag loads a|new random
valuelinto its slot counter-See also Annex F.

Note: | An interrogator commands tags in an inventory round to load a Q-bit random (or pseudo-random) nymber into their
slot counter; the interrogator may also command tags to decrement their slot counter. Tags reply when the value in
their slot Counter (i.e. their slot — see below) is zero. Q is an integer in the range (0, 15); the corfesponding tag
response probabilities range from 2°=11t027"°=0,000031.

6.3.3.4.5 ASK and PJM Method: Tag random or pseudo-random number generator

Tags shall implement a random or pseudo-random number generator (RNG). The RNG shall meet the
following randomness criteria independent of the strength of the energizing field, the R=>T link rate, and the
data stored in the tag (including the PC word, XPC word, Ull, and CRC-16). The RNG is used to produce
pseudo-random numbers for RN16, Handle, and Slot Counter. Tags that support cover-coding shall have the
ability to temporarily store at least two RN16s while powered, to use, for example, as a handle and a 16-bit
cover-code during password transactions (see Figure 47 — Kill procedure or Figure 49 — Access procedure).

o Probability of a single RN16: The probability that any RN16 drawn from the RNG has value
RN16 = j, for any j, shall be bounded by 0.8/2"° < P(RN16 = j) < 1.25/2"°.
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Probability of simultaneously identical sequences: For a tag population of up to ten thousand
tags, the probability that any two or more tags simultaneously generate the same sequence of

RN16s shall be less than 0.1%, regardless of when the tags are energized.

Probability of predicting an RN16: An RN16 drawn from a tag RNG 10ms after the end of T, in
Figure 19 — ASK Method: Interrogator-to-tag RF envelope shall not be predictable with a

probability greater than 0,025% if the outcomes of prior draws from the RNG, performed
identical conditions, are known.

6.3.3.4.6 ASK and PJM Method: Managing tag populations

Interrogators manage tag populations using the three basic operations shown in Figure 44 — Interroga
operations arjd tag state. Each of these operations comprises one or more commands. The operations are defi

follows:

under

or/tag

a. Select (ASK and PJM Method): The process by which an interrogator selects a tag’populati
inventory and access. Interrogators may use one or more Select commands to selectya particul
populatign prior to inventory.

b. Inventorly ASK Method: The process by which an interrogator identifies tags. An.interrogator beg
inventory round by transmitting a BeginRound command in one of two sessions. One or more tag
reply. THe interrogator detects a single tag reply and requests the PC word XPC_W1 if Xl is sg
optionally XPC_W2, Ull, and PacketCRC if required (see Table 42— Tag data and, if req
PacketCRC loadmodulated in response to an ACK command) from thefag. An inventory round opg
in one apd only one session at a time. Annex H shows an example of an interrogator inventoryin
accessing a single tag.

invento

round by transmitting a BeginRound command in.ané-of two sessions. One or more tags may rep

Invento'{/ PJM Method: The process by which an interrogater/identifies tags. An interrogator beg

interrogat

r detects one or more tag replies and requests the PC word, optional XPC word or word

and CR(-16 from the tag or tags. An inventory round operates in one and only one session at a
Annex H|shows an example of an interrogator inventorying and accessing a single tag or multiple ta

c. Access |ASK Method: The process by which-an interrogator transacts with (reads from or writ
individugl tags. An individual tag must be uniquely identified prior to access. Access comprises m
commanfls, some of which may employ one-time-pad based cover-coding of the R=>T link.

Access |PJM Method: The process by which an interrogator transacts with (reads from or writ
individugl or multiple tags. Tags must be uniquely identified prior to access. Access comprises m
commanfls, some of which may employ one-time, pad based cover-coding of the R=>T link.
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Figure 44 — Interrogator/tag operations and tag state
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6.3.3.4.7 ASK and PJM Method: Selecting tag populations

The selection process employs a single command, Select, which an interrogator may apply successively to
select a particular tag population based on user-defined criteria, enabling union (U), intersection (M), and
negation (~) based tag partitioning. Interrogators perform U and N operations by issuing successive Select
commands. Select can assert or deassert a tag's SL flag, or it can set a tag's inventoried flag to either A or B
in any one of the four sessions. Select contains the parameters Target, Action, MemBank, Pointer, Length,
Mask, and Truncate.

Target and Action indicate whether and how a Select modifies a tag's SL or inventoried flag, and
in the case of the inventoried flag, for which session. A Select that modifies SL shall not modify

inventoried. and vice versa
y

MemBank specifies if the mask applies to Ull, TID, or User memory. Select commar]
single memory bank. Successive Selects may apply to different memory banks.
Pointerlength, Pointer, Length, and Mask: Pointer and Length describe a memory r|
references a memory bit address (Pointer is not restricted to word boundaries) and h
8, 16, 24 or 32 bits as defined in Pointerlength. Length is 8-bits, allowing:Masks fromn
in length. Mask, which is Length bits long, contains a bit string that\a tag compare
memory location that begins at Pointer and ends Length bits later.

Truncate specifies whether a tag loadmodulates its entire Ull,,or only that porti
immediately following Mask. Truncated replies are always follewed by the tag’s Stor:

ds apply to a

ange. Pointer
Bs a length of
0 to 255 bits
s against the

bn of the Ul
bdCRC; a tag

does not recalculate this CRC for a truncated reply.

By isguing multiple identical Select commands an interrogator can ‘asymptotically single out all tags matching
the selection criteria even though tags may undergo short-term RF fades.

A BeginRound command uses inventoried and SL <o “decide which tags participate in @an inventory.
interrpgators may inventory and access SL or ~SL tags;.or they may choose to ignore the SL flag entirely.

6.3.3.4.8 ASK and PJM Method: Inventorying-tag populations

The ipventory command set includes BeginRound, ResizeRound, NextSlot, ACK, and NAK. BeginRound initiates
an inyentory round and decides which tags*participate in the round (where “inventory round” is defined as the
period between successive BeginRound commands).

BeginRound contains a slot-count.parameter Q. Upon receiving a BeginRound participating tagp shall pick a
randgm value in the range (0, 20—1), inclusive, and shall load this value into their slot counter. tags that pick a zero
shall transition to the reply state:and reply immediately. tags that pick a non-zero value shall transition tq the arbitrate
state |and await a ResizeRound or a NextSlot command. Assuming that a single tag replies, thg BeginRound-
response algorithm proceeds as follows:

The tag {0admodulates the StoredCRC as it enters reply,

The_intefrogator acknowledges the tag with an ACK containing this same StoredCRC,

c.| Xhe/acknowledged tag transitions to the acknowledged state, loadmodulates the reply shown in
Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK|command

d. The interrogator issues a ResizeRound or NextSlot, causing the identified tag to set its inventoried
flag (A—B) and transition to ready, and potentially causing another tag to initiate a
BeginRound/response dialog with the interrogator, starting in step (a), above.

If the tag fails to receive the ACK in step (b) within time T, (see Figure 40 — Link timing — Both Modes and
Figure 43 — Tag state diagram), or receives the ACK with an erroneous StoredCRC, it shall return to
arbitrate.

If multiple tags reply in step (a) but the interrogator, by detecting and resolving collisions at the waveform level,
can resolve an StoredCRC from one of the tags, the interrogator can ACK the resolved tag. Unresolved tags
receive erroneous StoredCRCs and return to arbitrate without loadmodulating the reply shown in Table 42 —
Tag data and, if required, PacketCRC loadmodulated in response to an ACK command.
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If the interrogator sends a valid ACK (i.e. an ACK containing the correct StoredCRC to the tag in the
acknowledged state the tag shall re-loadmodulate the reply shown in Table 42 — Tag data and, if required,
PacketCRC loadmodulated in response to an ACK command.

At any point the interrogator may issue a NAK;, in response to which all tags in the inventory round shall retumn to
arbitrate without changing their inventoried flag.

After issuing a BeginRound to initiate an inventory round, the interrogator typically issues one or more
ResizeRound or NextSlot commands. ResizeRound repeats a previous BeginRound and may increment or
decrement Q, but does not introduce new tags into the round. NextSlot repeats a previous BeginRound without
changlng any parameters and without introducing new tags |nto the round. An mventory round can contain
ereby

Tags in the afbitrate or reply states that receive a ResizeRound first adjust Q (increment, decrement, or|leave
unchanged), then pick a random value in the range (0, 2°~1), inclusive, and load this value into their slot counter.
Tags that pick zero shall transition to the reply state and reply immediately. Tags that pick.a non-zero|value
shall transitiop to the arbitrate state and await a ResizeRound or a NextSlot command.

Tags in the arbitrate state decrement their slot counter every time they receive a NextSlot, transitioning fto the
reply state and loadmodulate the StoredCRC when their slot counter reaches " 0000,,. Tags whosg slot
counter reached 0000y, who replied, and who were not acknowledged (including tags that responded fo the
original BegirfRound and were not acknowledged), shall return to arbitrate with’a slot value of 0000, ang shall
decrement thjs slot value from 0000, to 7FFF,, at the next NextSlot, thereby effectively preventing subsequent
replies until the tag loads a new random value into its slot counter. Tags shall reply at least once in 291
NextSlot comfnands.

Annex G desgribes an exemplary interrogator algorithm for cheesing Q.

The scenariq outlined above assumed a single interrogator operating in a single session. However, as
described in 6.3.3.4.2, an interrogator can inventory a tag population in one of two sessions. Furthermore, as
described in [6.3.3.4.11.2, the BeginRound, ResizeRound, and NextSlot commands, each contain a sgssion
parameter. How a tag responds to these commands varies with the command, session parameter, and tag
state, as follows:

e BeginRodynd: A BeginRound command,starts an inventory round and chooses the session for the found.
Tags in gny state except killed shall,execute a BeginRound, starting a new round in the specified sgssion
and trangitioning to ready, arbitrate, or reply, as appropriate (see Figure 43 — Tag state diagram).

e Ifja tag in the acknowledged, open, or secured states receives a BeginRound whose sgssion
parameter matches the prior session it shall set its inventoried flag (A—B) for the session before it
evaluates whetherto transition to ready, arbitrate, or reply.

e If[a tag in the ‘acknowledged, open, or secured states receives a BeginRound whose sgssion
parameter,does not match the prior session it shall leave its inventoried flag for the prior session
unchangedas it evaluates whether to transition to ready, arbitrate, or reply.

e ResizeRgund, _NextSlot. Tags in any state except ready or killed shall execute a ResizeRound or
NextSlot cemmand if, and only if, the session parameter in the command matches the session parameter
in the BeginRound that started the round. Tags shall ignore a ResizeRound or NextSiot with mismatched
session.

e |If a tag in the acknowledged, open, or secured states receives a ResizeRound or NextSlot
whose session parameter matches the session parameter in the prior BeginRound, it shall set its
inventoried flag (A—B) for the current session then transition to ready.

To illustrate an inventory operation, consider a specific example: Assume a population of 64 powered tags in the ready
state. An interrogator first issues a Select to select a subpopulation of tags. Assume that 16 tags match the
selection criteria. Further assume that 12 of the 16 selected tags have their inventoried flag set to A in
session S0. The interrogator issues a BeginRound specifying (SL, Q = 4, S0). Each of the 12 tags picks a
random number in the range (0,15) and loads the value into its slot counter. Tags that pick a zero respond
immediately. The BeginRound has 3 possible outcomes:
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1)

No tags reply: The interrogator may issue another BeginRound, or it may issue a ResizeRound or
NextSlot.

2) One tag replies (see Figure 45— One tag reply): The tag transitions to the reply state and
loadmodulates a StoredCRC. The interrogator acknowledges the tag by sending an ACK. If the tag
receives the ACK with a correct StoredCRC it loadmodulates the reply shown in Table 42 — Tag data and,
if required, PacketCRC loadmodulated in response to an ACK command and transitions to the
acknowledged state. The diagram in assumes that Xl is deasserted. If the tag receives the ACK with an
incorrect StoredCRC, it transitions to arbitrate. Assuming a successful ACK, the interrogator may either
access the acknowledged tag or issue a ResizeRound or NextSlot to set the tag's inventoried flag from
A—B and send the tag to ready (a BeginRound with matching prior-round session parameter shall also

setthe-inventoried-flagfrom-4—B8).

[
[

BeginRound

Description

Preamble (R=>T orT=> R
Frame-Sync

Symbol

P
FS

R => T Signaling

T => R Signaling

P | Stored CRC16 | CRC-5 || FS | ACK [[ PJ\P€/XPC | UlI" [| FS || NextSlot

ote 1: In certain cases a PacketCRC shall be added if required. Sge'table 42 for the definition of the gases.

Figure 45 — One-tag reply

3) Multiple tags reply: The interrogator observes a loadmodulated waveform compri
foredCRCs. It may try to resolve the collision and issue an ACK; not resolve the collisior
esizeRound, NextSlot, or NAK; or quickly(identify the collision and issue a ResizeRoun
before the collided tags have finished loadmodulation. In the latter case the collided tags, nd
valid reply within T (see Figure 40 — Link timing — Both Modes), shall return to arbitrate
n

pxt BeginRound or ResizeRound command.

s5ing  multiple
and issue a
' or NextSlot
t observing a
and await the

M
S
R

PJM Method: Interrogators may receive multiple tag replies on multiple channels in response to parameters in

the B
(withg
with

eginRound, NextSlot or ResizeRound command. It is possible that such an interrogator
ut any clashing error) up\te eight tags per BeginRound, NextSlot or ResizeRound commal
b correctly set Q, compared with the unknown tag population, the average receptior

may receive
hd. However,
rate for an

interr NextSlot or

Resiz

pgator equipped with' eight reply channels would be as follows, per BeginRound,
eRound command;

three(/~channels with one tag in each (therefore three tags received,
forlexample, tag 1 on channel A, tag 2 on channel B and tag 3 on channel E),
one channel with two tags clashing,

one channel with three tags clashing, and
three nmpfy channels

correctly

Channel selection is determined by the StoredCRC (see clause 6.3.3.3.1.3.11)

If three tags are correctly received the interrogator can acknowledge all three tags by sending a single ACK-
PJM, see 6.3.3.4.11.2.4. In the current example, the ACK-PJM includes the three tag StoredCRC that have
just been received. At the completion of the ACK-PJM, if a tag has received a correct StoredCRC it
loadmodulates its PC, Ull and PacketCRC if required (see Table 42 — Tag data and, if required, PacketCRC
loadmodulated in response to an ACK command) using the same reply channel used to respond to the
previous BeginRound, NextSlot or ResizeRound command. The tag then transitions to the acknowledged
state. In this case the three tags shall simultaneously reply their PC, Ull and PacketCRC if required (see
Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an ACK command) each on
a different channel (tag 1 on channel A, tag 2 on channel B and tag 3 on channel E). If required, the
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interrogator can correlate the tag StoredCRC to the Ull codes, because each tag uses the same channel for

replies to the

BeginRound, NextSlot or ResizeRound commands and the subsequent ACK-PJM.

If a tag receives the ACK-PJM where all StoredCRCs are incorrect, it transitions to arbitrate.

Assuming a successful ACK-PJM the interrogator may either access the acknowledged tags or issue a
ResizeRound or NextSlot to set the tag’s inventoried flags from A—B and send the tags to ready (a
BeginRound with prior-round session parameter shall also set the inventoried flags from A—B).

The tags refe

6.3.3.4.9 A$Kand PJM Method: Accessing individual tags

After acknow
Req_RN, Re

Req RN fromh the acknowledged, open, or secured states. Tags execute Read, Write,” Kill, A

BlockWrite, &

An interrogat

Step 1. The
Step 2. The
to th
pass

All access co
the command

access comnpand, and shall ignore access commands withtan incorrect handle. The handle value is fix

the entire dur

Tags in the

secured stafe can execute all access commands? A tag response to an access command includes

minimum, the
operation).

An interrogat
reply shown
command

Interrogator @and tag can communicate indefinitely in the open or secured states. The interrogato

terminate the
tag response
the inventory

The Write, K

rred to above are the types that are equipped to receive PJM commands.

ledging a tag, an interrogator may choose to access it. The access command set.com
ad, Write, Kill, Lock, Access, BlockWrite, BlockErase and BlockPermalock.~Tags ex

hd BlockErase from the open or secured states. Tags execute Lock only from‘the secured
pr accesses a tag in the acknowledged state as follows:

interrogator issues a Req_RN to the acknowledged tag.

tag generates and stores an RN16 (denoted handle), loadmadulates the handle, and trang
e open state if its access password is non-zero, or transitionsto the secured state if its a
word is zero. The interrogator may now issue further access commands.

When in either of these two states, tags shall verifyrthat the handle is correct prior to executi

ation of an access sequence.
bpen state can execute all access commands except Lock and BlockPermalock. Tags
tag handle; the response may include other information as well (for example, the result of a

br may issue an ACK to a'tag'in the open or secured states, causing the tag to loadmodula
in Table 42 — Tag data and, if required, PacketCRC loadmodulated in response to an

communications at any time by issuing a BeginRound, ResizeRound, NextSlot, or a NAR
to a BeginRound, ResizeRound, or NextSlot is described in 6.3.3.4.8. A NAK causes all t
round.toreturn to arbitrate without changing their inventoried flag.

I,;and Access commands send 16-bit words (either data or half-passwords) from interroga

brises

ecute

PCess,
state.

itions
ccess

mmands issued to a tag in the open or secured states include the tag handle as a parameter in

ng an
ed for

n the
at a
Read

te the
ACK

may
(. The
Bgs in

tor to

(] 1ol . L s L 1. 1 (H n I} ) (]
tag. These commanas coua Uplulidaity ust UTe=tme, pau=udsCU TN COVET=CUUITTY U OUSTUTT U1 WUTU

transmitted as follows:

Step 1.

being

The interrogator issues a Req_RN, to which the tag responds by loadmodulating a new RN16. The

interrogator then generates a 16-bit cover-coded text string comprising a bit-wise EXOR of the 16-bit
word to be transmitted with this new RN16, both MSB first, and issues the command with this cover-
coded text string as a parameter.

Step 2.

16-bit cover-coded text string with the original RN16.

An interrogator shall not use handle for cover-coding purposes.

94

The tag decrypts the received cover-coded text string by performing a bit-wise EXOR of the received
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An interrogator shall not re-use an RN16 for cover-coding, if it is used. If an interrogator reissues a command
that contained cover-coded data, then the interrogator shall reissue the command unchanged. If the
interrogator changes the data and uses cover-coding, then it shall first issue a Req_RN to obtain a new RN16
and shall use this new RN16 for cover-coding.

If no RN16 is requested the following 16 bit words (either data or half-passwords) shall be transmitted in plain
text without cover-coding. The interrogator shall decide at the beginning of an access sequence whether to
use cover-coding or not. If a tag does not support cover-coding it shall respond with 0000, to each Req_RN
command which requests a RN16 for cover-coding.

Table 45 — Access commands and tag states in which they are permitted

Cgmmand State Remark
Acknowledged Open Secured

Rd4q RN Permitted Permitted Permitted -

Rdgad - Permitted Permitted 4

White - Permitted Permitted Optional prior Reqg RN

Kilf - Permitted Permitted Optional prior Reqg RN

Lock - - Permitted

Adcess - Permitted Permitted Optional commgnd:

Optional prior Reqg RN

BlockWrite - Permitted Permitted Optional commgnd

BlockErase - Permitted Permitted Optional commgnd

BlockPermalock - - Permitted Optional commgnd
The BlockWrite command (see Table 75 — BlockW/ite: command) communicates multiple 16-bjt words from
interrpgator to tag. Unlike Write, BlockWrite does net use link cover-coding.
A tag|responds to a command that writes to_or erases memory (i.e. Write, Kill, Lock, BlockWrite|, BlockErase,
and BlockPermalock with Read/Lock=1 (s€€/6.3.3.4.11.3.9)) by loadmodulating its handle, indigating that the
opergdtion was successful, or by loadmodulating an error code (see Annex E), indicating that the ¢peration was
unsugcessful. The tag reply uses thepreamble shown in Figure 27 — ASK Method: FMO Preamble SOF,
Figur¢ 31 — ASK Method: Subcarrier T=>R preamble SOF, and Figure 35 — ASK Method: Miller Subcarrier
T=>R] preamble SOF, as appropriate. See 6.3.3.4.11.3 for detailed descriptions of a tag’s feply to each

particular access command.

Issuing an access password to a tag is a multi-step procedure described in 6.3.3.4.11.3.6 an
Figure 49 — Access procedure.

Tag memory may be unlocked or locked. The lock status may be changeable or pern
permanently unlocked or permanently locked). Recommissioning the tag may change the lock s
the memory was previously permalocked. An Interrogator may write to unlocked memory from ei
or sepured”states. An Interrogator may write to locked memory that is not permalocked from

d outlined in

alocked (i.e.
tatus, even if
her the open
the secured

state nnly See 633410 63341135 63341139 Table 70— [ ock command__and Table 80 —

BlockPermalock command for a detailed description of memory lock, permalock, recommissioning, and the
tag state required to modify memory.

Killing a tag is a multi-step procedure, described in 6.3.3.4.11.3.4 and outlined in Figure 47 — Kill procedure.

Issuing an access password to a tag is a multi-step procedure, described in 6.3.3.4.11.3.6 and outlined in
Figure 49 — Access procedure.

Interrogator and tag shall transmit all strings MSB first.
Interrogators shall not power-off while a tag is in the reply, acknowledged, open or secured states.

Interrogators should end their dialog with a tag before powering off, leaving the tag in either the ready or
arbitrate state.
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PJM Method: Interrogators can communicate to and receive replies from multiple tags simultaneously.

Note: This is specific to PJM multi-channel method. For Kill and Access commands the interrogator shall communicate

with only one tag at a time. However for Req_RN, Read, Write, Lock, BlockWrite, BlockErase and BlockPermalock
commands the interrogator can extend the RN field to include multiple StoredCRCs or handles, see 6.3.3.4.11,
such that the interrogator can communicate with multiple tags at a time. A tag shall reply to such
commands using the same channel that was used for its reply to the previous BeginRound, NextSlot or

ResizeRound command.

6.3.3.4.10 Killing (optional) or recommissioning a tag

Killing or regemmissioni i j described—i
Figure 47 — Kill procedure, in
Kill command contains the first half of the kill password, and the second Kill command contains the secon
Each Kill commmand also contains 3 RFU/Recom bits. In the first Kill command these bits are REU ang
valued; in the second Kill command they are called recommissioning (or_Recom) bits and may be nd
valued. The pgrocedures for killing or recommissioning a tag are identical, except that the recommissioning
the second KJll command are zero when killing a tag, and are nonzero when recommissioning it. Regard|
the intended pperation, a tag shall not kill or re-commission itself without first receivingithe’ correct kill pas
by the procedure shown in Figure 47 — Kill procedure.

If a tag does pot implement Recom bits LSB and 2SB then it shall ignore these\recommissioning bits ang
them as thoygh they were zero; If the tag receives a properly formatted”Kiff command sequence wi
correct kill password and all three Recom bits set to zero and it does not support this command a
optional it shall interpret it in the same way as with 3SB of the Recom bits is set to one. The remainder

section 6.3.3}4.10 assumes that a tag implements recommissioning-sUpporting also Recom bits LSB and

Upon receiving a properly formatted Kill command sequence\with the correct kill password and one or
non-zero recpmmissioning bits, a tag shall assert those“kSBs of its XPC_W1 that are asserted

recommissioning bits (for example, if a tag receives 100, for the recommissioning bits, then it asserts th
of its XPC_W1). The XPC_W1 LSBs shall be one-time-writeable, meaning that they cannot be deas
after they are| asserted. By storing the tag’s recommissioned status in the XPC_W1, a subsequent interrg

can know hoy the tag was re-commissioned (see Table 43 — XPC LSBs and a tag’s recommissioned slatus).

A tag shall perform the following operations based on the recommissioning bit values it receives (se
6.3.34.1.25

e Asserted LSB: The tag shall disable block permalocking and unlock any blocks of User memor
were previously permalocked. The tag shall disable support for the BlockPermalock command. If th
did not implement block permalocking prior to recommissioning, then block permalocking shall r
disabled.|The lock status of\User memory shall be determined solely by the lock bits (see 6.3.3.4.11.

wn o in
e first
d half.

Zero
nzero
bits in
bss of
sword

| treat
h the
5 it is
Df this
2SB.

more
n the
b 3SB
serted
gator

also

y that
e tag
Pmain
3.5).

o Asserted 2SB: The tag shall render its User memory inaccessible, causing the entire memory bank to

become yinreadable,-lnwriteable, and unselectable (i.e. the tag functions as though its User memory
no longef exists). iie 2SB has precedence over the LSB — if both are asserted then User mem
inaccessiple.

e Asserted 3SB:)The tag shall unlock its Ull, TID, and User memory banks, regardless of whether

bank
ory is

these

banks wegredocked or permalocked. Portions of User memory that were block permalocked shall r
block pe , ' ) ' ; '
blocks. The tag shall write-unlock its kill and access passwords. The Read/Lock state of the kill and a

passwords shall be the same as prior to the recommissioning. If an Interrogator subsequently attempts to
read the tag’s kill or access passwords the tag shall loadmodulate an error code (see Annex E) if the Kkill
or access password was unreadable prior to the recommisioning. A tag that receives a subsequent Lock
command with pwd-read/write=0 shall lock or permalock the indicated password(s) in the writeable state.

A tag shall not execute any of the above recommissioning operations more than once. As one example,
does not allow any of its memory banks to be unlocked more than once by recommissioning.

a tag

A tag may execute multiple Kill command sequences, depending on the nature and ordering of the operations

specified in these command sequences. Specifically:
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A tag that is killed shall not allow a subsequent recommissioning

correct kill password and Recom = 000, shall be killed

A previously recommissioned tag that receives a properly formatted Kill command sequence with the

A tag that receives a properly formatted Kill command sequence with the correct kill password, but with

redundant recommissioning bits (for example, the recommissioning bits are 100, but the tag’s XPC_W1
already contains 100,), shall not perform the requested recommissioning operation again. Instead, the tag
shall merely verify that its XPC_W1 contains the asserted values and respond affirmatively to the
Interrogator. An Interrogator may choose to send a Kill sequence with redundant recommissioning bits if,
for example, it had sent a prior Kill sequence but did not observe an affirmative response from the tag.

newa asserted recomm|53|on|ng blts shall perform the recommissioning operatlon indicated

missioning.

Portig
Interr
portio

ns or entire banks of tag memory, if factory locked, may not be‘dnlockable by recomm
bgator may determine whether a tag supports Recom bits LSB and.2SB, and if so which (if
hs are not recommissionable, by reading the tag’s TID memary-prior to recommissioning.

A tag|that does not implement a kill password, or a tag whose kill password is zero, shall not ex
reconpmissioning operation. Such a tag shall respond withan error code (as shown in Fig
procedure) to a Kill command sequence regardless of thedRFU or recommissioning bit settings.

A tag|shall accept all eight possible combinations of the’three recommissioning bits if Recom bits

A tag that receives a properly formatted Kill command sequence with the correct kill password and with

by the newly
he logical OR
value into its
uence whose
110, into its

h unlocked by

issioning. An
any) memory

ecute a kill or
ure 47 — Kill

| SB and 2SB

are slipported, executing those portions that it is_capable of executing, ignoring those it cannot, and responding

affirm
partia

btively to the Interrogator when done. Several examples of operations that a tag may be
ly capable of executing are as follows:

V)

tag that does not have User memory cannot unlock it,
tag that does not implement an_Access password cannot unlock it for writing, and
tag in which a portion of TID.memory is factory locked cannot unlock this portion.

Q

QO

6.3.3.4.11 ASK and PJM:Method: Interrogator commands and tag replies
Interrpgator-to-tag commands shall have the format shown in Table 46 — Commands.
A[CK has a 2-bit:‘command code 01,
ginRound,~ NextSlot, ResizeRound, and Select have 4-bit command codes (see
mmands
| other base commands have 8-bit command codes beginning with 110,

incapable or

Table 46 —

I'extended commands have 16-bit command codes beginning with 1110,

NextSlot, ACK, BeginRound, ResizeRound, and NAK have the unique command le
in.Table 46 — Commands. No other commands shall have these lengths. If a tag receives
commands with an incorrect length it shall ignore the command.

BeginRound, ResizeRound, and NextSlot contain a session parameter

BeginRound is protected by a CRC-5, shown in Table 49 — BeginRound command an
Annex |

protected by a CRC-16¢, defined in 6.3.3.4.1.4 and detailed in Annex |
R=>T commands begin with either a preamble or a frame-sync, as described in

ngths shown
one of these

d detailed in

Select, Req_RN, Read, Write, Kill, Lock, Access, BlockWrite, BlockErase and BlockPermalock are

6.3.3.3.1.3.4,

6.3.3.3.1.3.6 and 6.3.3.3.1.3.8. The command code lengths specified in Table 46 — Commands do not

include the preamble or frame-sync.
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e Tags shall ignore invalid commands. In general, “invalid” means a command that (1) is incorrect given the
current tag state, (2) is unsupported by the tag, (3) has incorrect parameters, (4) has a CRC error, (5)
specifies an incorrect session, or (6) is in any other way not recognized or not executable by the tag. The
actual definition of “invalid” is state-specific and defined, for each tag state, in Annex C and Annex E.

Table 46 — Commands

Command Code Length (bits) Mandatory? | Protection

ACK (ASK Method) 01 18 Yes Unique command length

ACK (PJM Method) 01 >/=23 Yes CRC-5

NextSlot 0000 6 Yes Unique command length

BeginRound 1000 22 Yes Unique command,1ength
and a CRC-5

ResizeRound 1001 9 Yes Unique command length

Select 1010 > 46 Yes CRC=16c

Reserved|for future use | 1011 - - <

NAK 11000000 8 Yes Unique command length

Req_RN 11000001 40 Yes CRC-16¢

Read 11000010 > 59 Yes CRC-16¢

Write 11000011 > 60 Yes CRC-16¢

Kill" 11000100 59 Yes CRC-16¢

Lock 11000101 60 Yes CRC-16¢

Access 11000110 56 No CRC-16¢

BlockWrite 11000111 > 59 No CRC-16¢

BlockErage 11001000 > 59 No CRC-16¢

BlockPermalock 11001001 > 68 No CRC-16¢

Reserved|for future use 11001010 - - -
11011411

Reserved|for 11100000 00000000 - - Manufacturer specified
custom cqmmands

11100000 11111111

Reserved|for 11100001 00000000 - - Manufacturer specified
proprietary commands

11100001 11111111
Reserved|for.future use 11100010 00000000 — — —

11101111 11111111

Note 1: For the Kill command only the support of asserted Recom bit 3SB is mandatory. See section 6.3.3.4.10

PJM Method: ACK-PJM, Req_ RN, Read, Write, Lock, BlockWrite, BlockErase and BlockPermalock
commands can include multiple StoredCRCs, or handles (within the RN field). PUM Method Kill and Access
commands only include a single handle.

Therefore for PJM Method the ACK-PJM, Req RN, Read, Write, Lock, BlockWrite, BlockErase and
BlockPermalock commands may have different lengths than those shown in Table 46 — Commands. The
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length of these commands shown in the table only include a single StoredCRC, or handle. This length (or
minimum length) shall be increased by 16 bits for each additional StoredCRC or handle.

R=>T commands begin with either a flag (preamble or a frame-sync), as described in 6.3.3.3.1.3.10. The
command code lengths specified in Table 46 — Commands do not include the flag.

6.3.3.

4111 Select commands

The Select command set comprises a single command: Select.

6.3.3.4.11.1.1 Select (mandatory)

Seledt selects a particular tag population based on user-defined criteria, enabling union (U)xint
and rjegation (~) based tag partitioning. interrogators perform U and N operations byyissuin
Select commands. Select can assert or deassert a tag SL flag, which applies across all four:sessions
tag inyentoried flag to either A or B in any one of the four sessions.

Interrpgators and tags shall implement the Select command shown in Table 47~ Select com
shall |[ndicate whether the Select modifies a tag SL or inventoried flag, and in the case of the
flag, for which session. Action shall elicit the tag response shown in Fable 48 — Tag respo
parameter. The criteria for determining whether a tag is matching or\non-matching are sp

MemBank, Pointer, Length and Mask fields. Truncate indicates whether a tag transmitted r

truncated to include only those Ull and StoredCRC bits following Mask. Select passes the followi
from interrogator to tags:

arget indicates whether the Select command modifies)a tag SL flag or its inventoried fl3

T
C

ase of inventoried it further specifies one of four sessions. A Select command that modifie§

odify inventoried, and vice versa. Tags shall.ignore Select commands whose Target is
11,.
ction indicates whether matching tags assért or deassert SL, or set their inventoried flag

m
1
A

—

gs conforming to the contents of the.MemBank, Pointer, Length, and Mask fields ar
atching. Tags not conforming to the contents of these fields are considered non-matching.

ngle memory bank. Successive<Selects may apply to different banks. MemBank shall ng
brved memory; if a tag receives-a Select specifying MemBank = 00, it shall ignore the Selg
brameter value 00, is reserved for future use (RFU).

pinterlength, Pointer, Length, and Mask: Pointer and Length describe a memory r3

|
M
s
s
p
P
re
2
M
b
n
1g

in
T

ferences a memory, bit.address (Pointer is not restricted to word boundaries) and has a le
L or 32 bits as defined in Pointerlength. Length is 8-bits, allowing Masks from 0 to 255
ask, which is Length bits long, contains a bit string that a tag compares against the memor
bgins at Pointer.and ends Length bits later. If Pointer and Length reference a memory loca
bt exist on<the tag, then the tag shall consider the Select to be non-matching. If Length is
gs shall'be considered matching, unless Pointer references a memory location that does not €
which case the tag shall consider the Select to be non-matching.

runcate: If an interrogator asserts Truncate, and if a subsequent BeginRound specifies Sel3

prsection (N),
g successive
, oritcan seta

mand. Target

inventoried
nse to Action
beified in the
eply shall be
ng parameters

g, and in the
5 SL does not
012, 1102, or

to A or to B.
e considered

emBank specifies whether Mask applies to Ull, TID, or User memory. Select commands shall apply to a

t specify Re-
ct. MemBank

nge. Pointer
ngth of 8, 16,
bits in length.
location that
ion that does
zero then all
xist on the tag,

10 or Sel=11,

th

ena matrhing tzg shall truncate jts rpply to an ACK ta that pnr’rinn aof the Ull immpdin’rply fd

llowing Mask,

if

remainder of Ull length > 0.

Interrogators shall assert Truncate:

only if the Select has Target=100,, and
only if Mask ends in the UlI.

in the last (and only in the last) Select that the interrogator issues prior to sending a BeginRound,

© ISO/IEC 2010 — All rights reserved

These constraints do not preclude an interrogator from issuing multiple Select commands that target the
SL and/or inventoried flags. They do require that an interrogator assert Truncate only in the last Select,
and only if this last Select targets the SL flag. Tags shall power-up with Truncate deasserted.

Tags shall decide whether to truncate their transmitted Ull on the basis of the most recently received
Select. If a tag receives a Select with Truncate=1 but Target<>100: the tag shall ignore the Select. If a tag
receives a Select in which Truncate=1 but MemBank<>01, the tag shall consider the Select to be invalid.
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If a tag receives a Select in which Truncate=1, MemBank=01, but Mask ends outside the Ull specified in
the StoredPC, the tag shall consider the Select to be not matching.

Mask may end at the last bit of the Ull, in which case a selected tag shall loadmodulate SOF followed by
00000,.and EOF. Truncated replies never include XPC_W1 or an XPC_W2, because Mask must end in
the UIl. A recommissioned tag shall not truncate its replies.

A recommissioned tag that receives a Select with Truncate=1 shall evaluate the Select normally, but
when replying to a subsequent ACK it shall loadmodulate its PacketPC, XPC_W1, optionally its XPC_W2
(if XEB is asserted), an Ull whose length is as specified in the Ull length field in the StoredPC, and its
PacketCRC. Interrogators can use a Select command to reset all tags in a session to inventoried state A,

by issuing a Select with Action = 000, and a Length value of zero.

Because a ta

Because a t3
Select comm

g stores its StoredPC and StoredCRC in Ull memory, a Select command may select on the

g computes its PacketPC and PacketCRC dynamically and does not store them in mem
and is unable to select on them.

Because a tag may compute its PC and/or CRC dynamically, its response to a Select'command

Pointer, Len

th, and Mask include the StoredPC or StoredCRC may produce. unexpected beh

Specifically,

indicates mat
Ull length fie
dynamically i
incremented
be non-match

Interrogators
calculated ov

Tags shall no

b tag’s loadmodulated reply may appear to not match Mask eventhough the tag’s be
ching, and vice versa. For example, suppose an Interrogator sends/a Select to match a 0
d in the StoredPC. Further assume that a tag matches, but has an asserted XI. The tz

value in the PacketPC. The tag was matching, but the loadmoedulated Ull length field appe
ing.

shall prefix a Select with a frame-sync (see 6.3.34:3). The CRC-16¢ that protects a se
br the first command-code bit to the Truncate bit.

t reply to a Select.

Note: The inferrogator shall not transmit Target 001 and 011.

Table.47 — Select command

m.

ory, a

vhose
avior.
havior
0100,
g will

hcrement its Ull length field to 00101, when responding to an-ACK, and will loadmodulate this

ars to

ect is

Com Target Action Mem Pointer Pointer | Length Mask Truncate | [CRC-
mand Bank length 16¢
# of 4 3 3 2 2 8, 16, 24 8 Variable 1 16
bits or 32
Des | 1010 ||000: Inventoried, )| gge 00: RFU | Length of Starting Mask Mask [0: Disable
crip (S0) Table 48 |01: Ul pointer Mask | length | value | truncation
tion LSBalwaysO |~ 1a4|10: TID  |00: 8 bit address | (bits) 1: Enable
001: Not Perrn-ltted response |11: User 01: 16 bit truncation
010: l?sve)ntorled to Action 10: 24 bit
2 arameter - 32 bi
LSB always 0 P 11: 32 bit
OTTNot Permitted
100: SL
101: RFU
110: RFU
111: RFU
100 © ISO/IEC 2010 — All rights reserved
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Table 48 — Tag response to Action parameter

Action Matching Non-Matching
000 assert SL or inventoried »A deassert SL or inventoried —B
001 assert SL or inventoried »A do nothing
010 do nothing deassert SL or inventoried—B
011 negate SL or (A—»B, B—A) do nothing
100 deassert SL or inventoried —>B assert SL or inventoried »A

101
110

deassert SL or inventoried —»B do nothing

do nothing

assert SL or inventoried »A

0-3:2010(E)

6.3.34.11.2 Inventory commands

The igventory command set comprises BeginRound, ResizeRound, NextSlot, ACK,and NAK.
6.3.34.11.2.1 BeginRound (mandatory)

Interrpgators and tags shall implement the BeginRound command)‘shown in Table 49 —

comn

Interr

The (
aCR

Upon
inclus
count

command; otherwise the tag shall remain silent.

A Be

11 do nothing negate SL or (A—B, B—>A)

and. BeginRound initiates and specifies an inventory round. BeginRound includes the follow

DR (divide ratio) sets the T=>R link frequency as, described in 6.3.3.3.1.3.9 and Tak
Method: Tag-to-interrogator link frequencies,

M (cycles per symbol) sets the T=>R data rate/and modulation format as shown i
ASK Method: Tag-to-interrogator data rates;

TRext chooses whether the T=>R preamble is prefixed with a pilot tone as
6.3.3.3.1.3.4,6.3.3.3.1.3.6 and 6.3.3.3.@,3.8,

Sel chooses which tags respond to the BeginRound (see 6.3.3.4.11.1.1 and 6.3.3.4.8
Session chooses a session for thelinventory round (see 6.3.3.4.8),

Q sets the number of slots in the*round (see 6.3.3.4.8).

[ ]
pgators shall prefix a BeginRound'with a preamble.

RC-5 is calculated over the first command-code bit to the last Q bit. If a tag receives a Be
C-5 error, it shall ignore the command.

receiving a BeginRound, tags with matching Select and Target pick a random value in the ra

ve, and load this”value into their slot counter. If a tag, in response to the BeginRound,
br with zero;ythen its reply to a BeginRound shall be as shown in Table 50 — Tag reply to 3

pinRound may initiate an inventory round in a new session, or in the prior session. If

ackn

?wledged, open, or secured states receives a BeginRound whose session parameter mat

BeginRound
ing fields:

le 36 — ASK
h Table 37 —

described in

yinRound with

nge (0, 29-1),
loads its slot
BeginRound

a tag in the
ches the prior

session, it shall set its inventoried flag (A—B] for the session. Tf a tag in the acknowledged, open, or secured
states receives a BeginRound whose session parameter does not match the prior session it shall leave its
inventoried flag for the prior session unchanged when beginning the new round.

The tags shall support all DR, M and Trext parameters specified in Table 36 — ASK Method: Tag-to-

interrogator link frequencies and Table 37 — ASK Method: Tag-to-interrogator data rates, respectively.

PJM Method: The tags shall interpret DR, M, and TRext parameters as specified in Table 38 — PJM Method:
Subcarrier selection commands.

Tags in any state other than killed shall execute a BeginRound command; tags in the killed state shall ignore a

Begin

© IS0/

Round.
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Table 49 — BeginRound command

Com DR M TRext Sel Session RFU Q CR
mand C-5
# of bits 4 1 2 1 2 2 1 4 5
description 1000 | O: FL=423KHz |00: FMO 0: No 00: All 00: SO 0:A 0-15
(fc/32) 01: Miller 8 pilot tone | 01: All 01: not 1: RFU
1: FL=847KHz |10: Manchester2 |1: Use 10: ~SL | permitted
(fc/16) 11: Manchester 4 | Pilottone | 44.q) | 10:82
11: not
permitted

Table 50 — Tag reply to a BeginRound command

Reply CRC-5
# of bits 16 5
description | StoredCRC

PJM Methodf Tags equipped to receive PJM Method shall decode the-DR, M, and TRext bits as per
Table 38 — HJM Method: Subcarrier selection commands.

6.3.3.4.11.2.2 ResizeRound (mandatory)

Interrogators|and tags shall implement the ResizeRound ¢ommand shown in Table 51 — ResizefRound
command. ResizeRound adjusts Q (i.e. the number of slots in an inventory round — see 6.3.3.4.8) without
changing any ¢ther round parameters.

ResizeRound includes the following fields:

e Session [corroborates the session number_for the inventory round (see 6.3.3.4.8 and 6.3.3.4.11.2.1). If a
tag receiyes a ResizeRound whose session.number is different from the session number in the BeginRourld that
initiated the round, it shall ignore the.command.

e UpDn |[determines whether and hiow the tag adjusts Q, as follows:
110: |Increment Q (i.e. Q=Q +1)
000: [Nochangeto Q
011: |Decrement Q (i.e..Q= Q- 1)

If a tag receives a ResizeRound with an UpDn value different from those specified above it shall ignore
the command. If aitag whose Q value is 15 receives a ResizeRound with UpDn = 110 it shall change
UpDn tg 000 _prier to executing the command; likewise, if a tag whose Q value is 0 receiyes a
ResizeRpundwith UpDn = 011 it shall change UpDn to 000 prior to executing the command.

TV MP-V-CRT-C 2P~V 3 1~} + O vl Tk H=%t 1

H=Y 7% N - LO ol H fiad itk D H
Tags Sha” m \Inlalr‘l a rulllllllu wUuUTIt Ut uire uurrcnt oSO VAluGe. 1TT1C Illlllal L VaIUU IS SpU\JIIIUU In ure UUglnl Ound

command that started the inventory round; one or more subsequent ResizeRound commands may modify Q.

A ResizeRound shall be prefixed with a frame-sync (see 6.3.3.4.8).

Upon receiving a ResizeRound tags first update Q, then pick a random value in the range (0, 20—1), inclusive,
and load this value into their slot counter. If a tag, in response to the ResizeRound, loads its slot counter with
zero, then its reply to a ResizeRound shall be shown in Table 52 — Tag reply to a ResizeRound command
otherwise, the tag shall remain silent. Tags shall respond to a ResizeRound only if they received a prior
BeginRound.

Tags in the acknowledged, open, or secured states that receive a ResizeRound set their inventoried flag
(A—B) for the current session and transition to ready.
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Table 51 — ResizeRound command

Command Session UpDn
# of bits 4 2 3
description 1001 00 SO 110 Q = Q +1
01: Not permitted 000: No change to Q
10: S2 011:Q=Q-1

11: Not permitted

6.3.34.11.2.3 NextSlot (mandatory)

Interr
Next§
Stored

NextS

Table 52 — Tag reply to a ResizeRound command

Reply CRC-5
# of bits 16 5
description | StoredCRC

pgators and tags shall implement the NextSlot command shown in Table 53 — NextSlI
CRC +CRC-5 to the interrogator.

lot includes the following field.

o Q|

A Ne

If a tg

bmmand). If a tag receives a NextSlot whose-session number is different from the session
pginRound that initiated the round, it shall,ignore the command.

tSlot shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8)

g, in response to the NextSlot, decrements its slot counter and the decremented slot valus

pt command.

Jot instructs tags to decrement their slot counters and, if slot =0 after decrementing, to loagmodulate the

ession corroborates the session number for the.igventory round (see 6.3.3.4.8 and Table 53 — NextSlot

humber in the

is zero, then

its reply to a NextSlot shall be as shown in Table 54 — Tag reply to a NextSlot command; othgrwise the tag

shall

Tags

emain silent. Tags shall respond to a NextSlot only if they received a prior BeginRound.

Table 53 — NextSlot command

© IS0/l

n the acknowledged; open, or secured states that receive a NextSlot set their inventorigad flag (A—B)
for th¢ current session and'transition to ready.

Command Session
# of bits 4 2
description | 0000 66-56
01: Not permitted

10:
11:

S2
Not permitted

Table 54 — Tag reply to a NextSlot command

Reply CRC-5
# of bits 16 5
description | StoredCRC

EC 2010 — All rights reserved
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6.3.3.4.11.2.4 ACK (mandatory)

Interrogators and tags shall implement the ACK command shown in Table 55 — ACK command. An
interrogator sends an ACK to acknowledge a single tag. ACK echoes the StoredCRC if the tag is in the reply or
in the acknowledged state or the tag handle if the tag is in the open or secured state.

An ACK shall

be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

The tag reply to a successful ACK shall be as shown in Table 56 — Tag reply to a successful ACK command.
As described in 6.3.3.4.11.1.1, the reply may be truncated. A tag that receives an ACK with an incorrect
StoredCRC or an incorrect handle (as appropriate) shall return to arbitrate without responding, unless the tag

is in ready orkilled,inwhich case it shall ignore the ACK and remaininits presentstate

Table 55 — ACK command

Command RN
# of bits 2 16
description 01 Echoed StoredCRC or handle

Table 56 — Tag reply to a successful ACK command

Reply
# of bits 510 528
description | See Table 42 — Tag data and, if required, PacketCRC.loadmodulated in response to an ACK command
PJM Method:|Refer to the PUM Method part of clauses, 6:3.3.4.8 and 6.3.3.4.11.
Interrogators [can simultaneously receive replies-from up to eight tags at a time. This mode allows for [these
multiply received tags to all be addressed inscertain commands by extending the RN field to include multiple
StoredCRCs of handles. To acknowledge atag or tags, this mode uses a ACK-PJM shown in Figure 40 — Link
timing — Bot Modes. This command jncludes one or more echoed StoredCRCs or handles. The selection of
StoredCRC or[handle shall be as described above for ASK Method.
One or more|tags shall reply to~a-successful ACK-PJM as shown in Table 56 — Tag reply to a succgssful

ACK command. The tag or tags,response to the ACK-PJM shall be as described above for ASK Method.

Table 57 — ACK-PJM command

Command RN CRC-5
# of \bits 2 Number of tags to be acknowledged multiplied by 16 5
description | 01 Echoed StoredCRCs or handles

6.3.3.4.11.2.5 NAK (mandatory)

Interrogators and tags shall implement the NAK command shown in Table 58 — NAK command. NAK shall
return all tags to the arbitrate state unless they are in ready or killed, in which case they shall ignore the NAK
and remain in their current state.

A NAK shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

Tags shall not reply to a NAK.
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Table 58 — NAK command

Command
# of bits 8
description 11000000

4.11.3 Access commands

The set of access commands comprises Req RN, Read, Write, Kill, Lock, Access, BlockWrite, and

open| or secured states. Tags execute Read, Write, BlockWrite, and BlockErase from therses

succeg
code.

After

a non
first p
powe

If an
Block
Anne

Ifan |
tag us
error

If an

mem(
block
Write

ags execute r~eq rom the ac

mmand. When in either of these two states, tags verify that the handle is correct prior to
5 command, and ignore access commands with an incorrect handle. The handle value is fixed fo
pccess sequence.

reply to all access commands that read or write memory (i.e2JRead, Write, Kill, Lock, Bl
Frase, and BlockPermalock) includes a 1-bit header. Header=0 indicates that the o

AN interrogator writes to a tag’s StoredPC or Ull,~or changes bits 03, to 07, of User memor
zero value (or vice versa), or recommissions_the tag, the StoredCRC may be incorrect until
pwers-down and then re-powers-up its energizing RF field, because the tag calculates its S

[-up.

nterrogator attempts to write to Ullkmemory locations 00, to OF;, (i.e. to the StoredCRC) {
Weite, or BlockErase commandithé tag shall ignore the command and respond with an er|
E for error-code definitions and for the reply format).

nterrogator attempts to write to Ull memory locations 210, to 22F,, (i.e. to the XPC_W1 or
ing a Write, BlockWrite, or BlockErase command the tag shall ignore the command and re
code (see Annex E-for’error-code definitions and for the reply format).

Interrogator dttempts to write to a memory bank or password that is permalocked unw
ry bank or’password that is locked unwriteable and the tag is not in the secured state, or
that is permalocked, using a Write, BlockWrite, or BlockErase command; or if a portion of
command overlaps a permalocked memory block, the tag shall ignore the command and

an erllor code (see Annex E for error-code definitions and for the reply format).

knowledged,
ured state; if
e commands
ute Lock and

parameter in
executing an
r the duration

bckWrite, and
peration was

ssful and the reply is valid; header=1 indicates that the/operation was unsuccessful and the reply is an error

from zero to
he interrogator
toredCRC at

sing a Write,
ror code (see

PC_W2)of a
spond with an

riteable, to a
to a memory
the Data in a
respond with

Req_RN, Read, Write, Kill (only with asserted Recom bit 3SB), and Lock are required commands; Access,
BlockWrite, BlockErase, and BlockPermalock are optional. Tags shall ignore optional access commands that
they do not support.

See Annex K for an example of a data-flow exchange during which an interrogator accesses a tag and reads
its kill password.

6.3.3.4.11.3.1 Req_RN (mandatory)

Interrogators and tags shall implement the Req_ RN command shown in Table 59 — Req_RN command.
Req_RN instructs a tag toloadmodulate a new RN16. Both the interrogator's command, and the tag's response,
depends on the tag's state:

© ISO/IEC 2010 — Al rights reserved 105


https://iecnorm.com/api/?name=d1db4143c4c35faee4e9c2eb51f68b92

ISO/IEC 18000-3:2010(E)

e Acknowledged state: When issuing a Req_ RN command to a tag in the acknowledged state, an
interrogator shall include the tag’s StoredCRC as a parameter in the Req_RN. The Req_RN command is
protected by a CRC-16¢ calculated over the command bits and the StoredCRC. If the tag receives the
Reqg_RN with a valid CRC-16¢ and a valid StoredCRC it shall generate and store an RN16 (denoted
handle), loadmodulate this handle and transition to the open or secured state. The choice of ending state
depends on the tag's access password, as follows:

e Access password <> 0: tag transitions to open state.
e Access password = 0: tag transitions to secured state.

If the tag receives the Req_ RN command with a valid CRC-16¢ but an invalid StoredCRC it shall ignore
the Req_RN and remain in the acknowledged state.

e Open or|secured states: When issuing a Req_ RN command to a tag in the open or secured statJas, an
interrogator shall include the tag handle as a parameter in the Req RN. The Req RN¢command is
protected by a CRC-16¢ calculated over the command bits and the handle. If the tag receives-the Rgq_RN
with a vglid CRC-16¢c and a valid handle, it shall generate and loadmodulate a new RN16. If tHe tag
receives the Req_RN with a valid CRC-16c¢ but an invalid handle, it shall ignore the.Req_RN. In [either
case the tag shall remain in its current state (open or secured, as appropriate).

If an interrogator wishes to ensure that only a single tag is in the acknowledged state, it may issue a Req_RN,
causing the fag or tags to each loadmodulate a handle and transiton to the“open or secured stale (as
appropriate). [The interrogator may then issue an ACK with handle as a parameter. Tags that receive an ACK
with an invalif handle shall return to arbitrate (Note: If a tag receives an ACK with an invalid handle, it returns
to arbitrate, Whereas if it receives an access command with an invalid handle it ignores the command).

The first bit of the transmitted RN16 shall be denoted the MSB; thé\last bit shall be denoted the LSB.
A Req_RN shall be prefixed with a frame-sync (see 6.3.3.3.1.3;4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

The tag reply to a Req_RN shall be as shown in Table 60 — Tag reply to a Req_RN command| The
StoredCRC and handle are protected by a CRC-16c.

Table 59— Req_RN command

Command RN CRC-16¢c

# of bits 8 16 16
description 11000001 StoredCRC or handle

Table 60 — Tag reply to a Req_RN command

RN CRC-16¢

# of bits 16 16
description New RN16 or handle

PJM Method: Refer to the PJM Method part of clauses 6.3.3.4.9 and 6.3.3.4.11, As for the ACK-PJM, see
6.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command can include multiple StoredCRCs or
handles in the RN field in order to address multiple tags. Interrogators and tags shall operate (when using this
command) as described above for ASK Method except that multiple tags can be addressed by this command
and multiple tags can reply to this command.
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6.3.3.4.11.3.2 Read (mandatory)

Interrogators and tags shall implement the Read command shown in Table 62 — Read command. Read
allows an interrogator to read part or all of a tag Reserved, Ull, TID, or User memory. Read has the following fields:

e MemBank specifies whether the Read accesses Reserved, Ull, TID, or User memory. Read
commands shall apply to a single memory bank. Successive Reads may apply to different banks.

o  WordPtrlength, WordPtr specifies the starting word address for the memory read, where words are
16-bits in length. For example, WordPtr = 00 specifies the first 16-bit memory word, WordPtr = 01
specifies the second 16-bit memory word, etc. WordPtr has a length of 8, 16, 24 or 32 bits as
defined in WordPtrlength.

\vl\lnrrlr\r\l nt cnacifinc th haor nf 168 bhit svorde o I-\C rcad !f ‘.NC."dCCU:".t =00 the tag Sha”

1 o a—nile.
VOO OOt Tt opPTomo o tric— oot O TO— Tt W OoTTo—to—1o T OO/

loadmodulate the contents of the chosen memory bank starting at WordPtr and ehdipg at the end
of the bank, unless MemBank = 01,, in which case the tag shall loadmodulate the Ull memory
contents specified in Table 61 — Tag loadmodulation when WordCount=00h and MemBank=012.

Table 61 — Tag loadmodulation when WordCount=00, and MemBank=01,

WordPtr Memory Address Tag What thetag Loadmodulates
Implements
XPC_WwW2?
WVithin the StoredCRC, StoredPC, or | Do not care UIl memory.starting at WordPtr and ending pt the
he Ull specified by bits Ull length specified by bits 10,—14y, of the SforedPC
On—144, of the StoredPC
NVithin physical UIl memory but No Ulhmemory starting at WordPtr and ending pt the
hbove the Ull specified by bits end of physical Ull memory, including the XPC_W1
0n—14 of the StoredPC if WordPtr is less than or equal to 210, and physical
Ull memory extends to or above address 210,
/Vithin physical Ul memory but Yes Ull memory starting at WordPtr and ending pt the
bbove the Ull specified by bits end of physical Ull memory, including the XPC_W1
0n—144 of the StoredPC and XPC_W?2 if WordPtr is less than or equal to

210y and physical Ull memory extends to ol above
address 210y, includes the XPC_W2 if WordPtr is
equal to 220y and physical Ull memory extends to or
above address 220y

P10;,. Above physical Ull meémory. No XPC W1

P10;,. Above physical Ul memory. Yes XPC W1 and XPC W2
P20;,. Above physical-UlFmemory. No Error code

P20;,. Above physical*dll memory. Yes XPC_W2

Not 210, or 220k Above physical Ull Do not care Error code

memory.

The Read‘eommand also includes the tag's handle and a CRC-16¢. The CRC-16c¢ is calculated| over the first
command-code bit to the last handle bit.

If a tag receives a Read with a valid CRC-16c¢ but an invalid handle, it shall ignore the Read and remain in its
current state (open or secured, as appropriate).

A Read shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

If all of the memory words specified in a Read exist and none are read-locked, the tag reply to the Read shall
be as shown in Table 63 — Tag reply to a successful Read command. The tag responds by loadmodulating a
header (a 0-bit), the requested memory words, and its handle. The reply includes a CRC-16c¢ calculated over
the 0-bit, memory words, and handle.
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If a one or more of the memory words specified in the Read command either do not exist or are read-locked,
the tag shall loadmodulate an error code, within time T, in Table 41 — Link timing parameters, rather than the
reply shown in Table 63 — Tag reply to a successful Read command (see Annex E for error-code definitions

and for the reply format).

Table 62 — Read command

Command MemBank WordPtrLength | WordPtr | WordCount RN CRC-16¢c
# of bits 8 2 2 8, 16,24 8 16 16
or 32
description 11000010 00: Reserved | Length of Starting Number of handle
01: Ull Wordpointer address words to
10: TID 00: 8 bit pointer read
11: User 01: 16 bit
10: 24 bit
11: 32 bit

Table 63 — Tag reply to a successful Read command

Header | Memory Words RN CRC-16¢
# of bits 1 Variable 16 16
description 0 Data handie

Optionally the interrogators shall communicate using PJM.
PJM Method| Refer to the PJM Method part of clauses.6.3.3.4.9 and 6.3.3.4.11. As for the ACK-PJM, see
6.3.3.4.11.2.4 and Table 57 — ACK-PJM command;-this command can include multiple handles in tHe RN
field in order|to address multiple tags. Interrogators and tags shall operate (when using this command) as
described abpve for ASK Method except that multiple tags can be addressed by this command and multiple
tags can reply to this command.

6.3.3.4.11.3.3 Write (mandatory)
Interrogators|and tags shall implement the Write command shown in Table 64 — Write command. | Write
allows an intgrrogator to write,a\word in a tag Reserved, Ull, TID, or User memory. Write has the following figlds:

e MemBank specifies whether the Write occurs in Reserved, Ull, TID, or User memory.

o  WordPtrlength;-WordPtr specifies the word address for the memory write, where words are 16-bits

in| lengths\Eor example, WordPtr = 00, specifies the first 16-bit memory word, WordPtr F 01,

specifies\the second 16-bit memory word, etc. WordPtr has a length of 8, 16, 24 or 32 Hits as

defined-in the WordPtrlength.

e Datarcontains a 16-bit word to bhe written Before each and every Write _the infnrrngnfn may
optionally first issue a Req_RN command; the tag responds by loadmodulating a new RN16. The
interrogator shall cover-code the data by EXORIing it with this new RN16 prior to transmission if a
Req_RN command was issued.

The Write command also includes the tag handle and a CRC-16¢c. The CRC-16c¢ is calculated over the first
command-code bit to the last handle bit. If a tag in the open or secured states receives a Write with a valid
CRC-16c¢ but an invalid handle, shall ignore the Write and remain in its current state. If it receives a Write
where the immediately preceding command was not a Req_RN, it shall interpret the data field as plain data.

A Write shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8). After issuing a
Write an interrogator shall transmit CW for the lesser of TrepLy OF 20ms, where TrepLy is the time between the
interrogator’s Write command and the tag's transmitted reply. The time Trep.y shall be a multiple of T, typical
(see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 us so that Trepy = N*1024/fc +/- 32/fc. An
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interrogator may observe several possible outcomes from a Write, depending on the success or failure of the
tag memory-write operation:

o The Write succeeds: After completing the Write, a tag shall loadmodulate the reply shown in
Table 65 — Tag reply to a successful Write command and Figure 46 — Successful Write
sequence comprising a header (a 0-bit), the tag handle, and a CRC-16c¢ calculated over the 0-bit
and handle. If the interrogator observes this reply within 20ms then the Write completed
successfully.

o The tag encounters an error: The tag shall loadmodulate an error code during the CW period
rather than the reply shown in Figure 46 — Successful Write sequence (see Annex E for error-code
definitions and for the reply format).

o The Write does not succeed: If the interrogator does not observe a reply within 20ms then the

Write did not complete successfully. The interrogator may issue a Req_RN commar

the tag handle) to verify that the tag is still in the interrogator’s field if cover-coding
may reissue the Write command regardless the use of cover-coding.

d (containing
is used, and

Upon|receiving a valid Write command, a tag shall write the commanded Data into memory. The|tag reply to a
succgssful Write shall use the preamble as specified in the BeginRound command that initiated the round.
Table 64 — Write command
Command MemBank WordPtrLength WordPtr Data RN CRC-16¢c
# of Bits 8 2 2 8, 16,24.0r 32 16 16 16
desctiption 11000011 |00: Reserved |Length of Address RN16 ® word | handle
01: Ull Wordpointer pointer to be written
10: TID 00: 8 bit or
11: User 01: 16 bit word to be
10: 24 bit written
11: 32 bit
Table 65 — Tag-reply to a successful Write command
Header RN CRC-16¢c
#.of bits 1 16 16
description 0 handle
Interrogator command TrepLy Tag response
-t L
Whyte, Kill, Lock, BlockWrite, BlockErase ’ ’ ’ ’ ’ ’ ’ ’ ’ CwW ’ ’ ’ ’ ’ ’ ’ ’ Preamble {0, handle, CRC-16c }
Tt

Figure 46 — Successful Write sequence

Optionally the interrogators shall communicate using PJM.

PJM Method: Refer to the PUM Method part of clauses 6.3.3.4.9 and 6.3.3.4.11. As for the ACK-PJM, see
6.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command can include multiple handles in the RN
field in order to address multiple tags. Interrogators and tags shall operate (when using this command) as
described above for ASK Method except that multiple tags can be addressed by this command and multiple
tags can reply to this command.
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6.3.3.4.11.3.4 Kill (only support of asserted Recom bit 3SB is mandatory)

ASK Method and PJM Method: Interrogators and tags shall implement the Kill command (only support of
asserted Recom bit 3SB is mandatory) shown in Table 66 — First Kill command and Figure 47 — Kill
procedure. Kill allows an interrogator to permanently disable a tag. Kill also allows an Interrogator to
recommission tags.

To kill or recommission a tag, an interrogator shall follow the multi-step procedure outlined in Figure 47 — Kill
procedure. Briefly, an interrogator issues two Kill commands, the first containing the 16 MSBs of the tag kill
password optionally EXORed with an RN16, and the second containing the 16 LSBs of the tag kill password
optionally EXORed with a different RN16. Each EXOR operation shall be performed MSB first (i.e. the MSB of

each half-pass
command thq

ward shall be EXORed with the MSB of its respective RN16)
interrogator first issues a Req_RN to obtain a new RN16 if cover-coding is used, othefw

Just prinr to iQQuing each Kill

Se no

Req_RN confmand shall be issued.
Tags shall irjcorporate the necessary logic to successively accept two 16-bit sub-portions’ of a 32-bit Kill
password. Inferrogators shall not intersperse commands other than Req_RN between the-two successiye Kill

commands. |
Kill, it shall re
execute the H

prior session).

Kill contains ]
bits to 000, W
the second K

a tag, after receiving a first Kill, receives any command other than Req_RN-before the s
turn to arbitrate, unless the intervening command is a BeginRound, in which case the tag
eginRound (setting its inventoried flag if the session parameter in the BeginRound match

RFU/Recom bits. In the first Kill command these bits are RFU.-Interrogators shall set the 3
hen communicating with the tags, and tags shall ignore those bits. As described in 6.3.3.4

The procedu

ill command, the 3 RFU bits are called recommissioning (ot Recom) bits and may be no
es for killing or recommissioning a tag are identical, exCept that the recommissioning bits

pcond
shall
bs the

RFU
.10 in
hzero.
in the

second Kill command are zero when killing a tag (optional) andsare’nonzero when recommissioning (sdipport

of Recom bit 3SB is mandatory) a tag. Regardless of the_intended operation, a tag does not

recommissio

If a tag does

recommissioning bits and treats them as though they:were zero, If the tag receives a properly formatts

command se
support the 3
interpret this
does not sup

itself without first receiving the correct kill password by the procedure shown in 6.3.3.4.10.

hot implement Recom bits LSB and 2SB (see 6.3.3.4.10), then the tag ignores the LSB an

Kill or

i 2SB

uence with the correct kill password“and all 3 Recom bits set to zero, and the tag d

Kill command sequence in the same way as if the 3SB of the Recom bits is set to one. If t
port killing, then the tag recominissions itself regardless of the values of the recommissionir]

o]
econd Kill command with all 3 Recom bits set to zero - because it is optional, the ta{

ed Kill
s not
shall
e tag
g bits

if recommissipning is permitted.
A tag whose| kill password is zero,» does not execute a kill or a recommissioning operation; if such |a tag
receives a Kjll command, it ighores the command and loadmodulates an error code (see Figure 47 +— Kill

procedure).

The tag reply
The reply sh3

After issuing

Il use the-TRext value specified in the BeginRound command that initiated the round.

the’second Kill command, an interrogator shall transmit CW for the lesser of Tgep.y OF

to the first¢Kill command shall be as shown in Table 68 — Tag reply to the first Kill command.

YOms,

tac

ty. The

where TREPLY

o tha $ioa bhafias n-th ntarraaatar. il N | ad-thb franemittad-ran
1o UTC TS VOCUWTOTITT U1 IIILUIIUHCILUI o OCULUITTU TN ouTTnriariud anru uire o UdAriorrmiicyu IUPI_‘

ay

time TrepLy shall be a multiple of T4 typical (see Table 41 — Link timing parameters) with a tolerance of
+/- 2.4ps so that TrepLy = N*1024/f; +/- 32/f.. An interrogator may observe several possible outcomes from a
Kill command sequence, depending on the success or failure of the tag kill or recommissioning operation:

The Kill or recommissioning succeeds: After completing the operation the tag shall

loadmodulate the reply shown in Table 69 — Tag reply to a successful Kill procedure and
Figure 47 — Kill procedure comprising a header (a 0-bit), the tag handle, and a CRC-16¢c
calculated over the 0-bit and handle. If the Interrogator observes this reply within 20ms then the
operation completed successfully. If the tag is killed, then immediately after this reply the tag shall

re

nder itself silent and shall not respond to an Interrogator thereafter.

The tag encounters an error: The tag shall loadmodulate an error code during the CW period

rather than the reply shown in Table 69 — Tag reply to a successful Kill procedure (see Annex E

fo

110

r error-code definitions and for the reply format).
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o The Kill or recommissioning does not succeed: If the interrogator does not observe a reply
within 20 ms then the operation did not complete successfully. The interrogator may issue a
Req_RN command (containing the tag handle) to verify that the tag is still in the interrogator’s field
if cover-coding is used, and may reinitiate the multi-step kill procedure outlined in Figure 47 — Kill
procedure regardless the use of cover-coding.

A Kill shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

Upon receiving a valid Kill command sequence a tag shall render itself killed or recommissioned as
appropriate. The tag reply to the second kill command shall use the preamble as specified in the BeginRound
command that initiated the round.

Table 66 — First Kill command

Command Password RFU/Recom RN CRC-16¢
# of bits 8 16 3 16 16
description 11000100 (2 kill password) ® RN16 or plain 000 handle
Table 67 — Second Kill command
Command Password RFU/Recom RN CRC-16¢c
# of bits 8 16 3 16 16
degcription 11000100 | (%% kill password) ® RN16 orplain | Recommissioning bits | handle
(see 6.3.3.4.10)

Table 68 — Tag.reply to the first Kill command

RN CRC-16¢
# of bits 16 16
description handle

Table 69 — Tag reply to a successful Kill procedure

Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle
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NOTES

[1] Flowchart assumes that Tag begins in
open or secured state

[2] An interrogator shall proceed to the
next state, independent whether the
reception of the CRC-16 is valid or
bad.

[3] If an Interrogator issues any valid
command other than Req_RN, the
Tag ignores the command and
returns to arbitrate, unless the
command is a BeginRound, in which
case the Tag executes the command

[4] If an Interrogator issues any valid
command other than Kill, the Tag

Tag observes
valid handle

Tag stays in

Interrogator observes
valid CRC-16

Interrogator issues
Req_RN [handle, CRC-16]
Note [1]

Tag responds with [new RN16, CRC-16].

Interrogator issues

Tag observes invalid command (Tag
ignores command).

Interrogator observes
bad CRC-16

current state

y N Tag-ob lid

dillaa
Ty

ignores the cgmmand and returns to
arbitrate, unlpss the command is a

Kill [passwords1.16®RN16,
CRC-16]

REU. handle, ignores command).

BeginRound, [in which case the Tag

executes the pommand Tag observes

valid handle

[General]
If cover-coding is not used no
Req_RN command shall be issued by
the interrogatpr and the half
passwords sHall be transmitted in
plain text.

Tag stays in

Note [2]

O Interrogator
L

Tag observes
valid handle

Tag stays in

Interrogator observes
valid CRC-16

Tag responds with [handle, CRC-16].

Interrogator issues
Req_RN [handle, CRC-16]
Note [3]

Tag responds with [new RN16,CRC-16].

Interfogator issues
Kill [passwords.:®RN16
CRG-16] followed by CW. Note [4]

current state

Tag observes invalid command (Tag
ignores command).

Interrogator observes
bad CRC-16.

current state

Tag observes invalid command (Tag

Recom. handle, ignores command).

Tag observes valid handle &
invalid nonzero kill password

Tag observes valid handle
& Tag’s kill password =0
loes not respond.
tions to arbitrate state

Tag
Tag trans|

Tag responds with error code.
Tag stays in current state

Tag observes valid handle & valid
nonzero kill password and has sufficient
power to execute kill/recommissioning

Tag observes valid handle &
valid nonzero kill password

but has insufficient power to
execute kill/recommissioning

Tag responds with [0, handle, CRC-1
Recommissioning: Tag stays in current
Kill: Tag transitions to killed state

Tag responds with error code.
Tag stays in current state

Figure 47 — Kill procedure

6.3.3.4.11.3.5 Lock (mandatory)

1.

tate

Interrogators and tags shall implement the Lock command shown in Table 70 — Lock command and
Figure 48 — Lock payload and usage. Only tags in the secured state shall execute a Lock command. Lock

allows an interrogator to:

112
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password,
e Lock individual memory banks, thereby preventing or allowing subsequent writes to th

Lock contains a 20-bit payload defined as follows:

Mask = 0: Ignore the associated Action field and retain the current lock setting
Mask = 1: Implement the associated Action field and overwrite the current lock settin

Lock individual passwords, thereby preventing or allowing subsequent reads and writes of that

at bank, and

Permalock (make permanently unchangeable) the lock status for a password or memory bank.

The first 10 payload bits are Mask bits. A tag shall interpret these bit values as follows:

g

The last 10 payload bits are Action bits. A tag shall interpret these bit values as follows:

Aclion = U Deassert IoCK Tor the assoclated memory location

e Action = 1: Assert lock or permalock for the associated memory location

The flinctionality of the various Action fields is described in Table 72 — Lock Action-field function

The p
whos
passv
Anne

The L
locks
Block
for Ld
prior

Perm

ayload of a Lock command shall always be 20 bits in length. If an interrogator issues a L¢

b Mask and Action fields attempt to change the lock status of a nonexistentmemory bank g
ord, the tag shall ignore the entire Lock command and instead (oadmodulate an err
E).

ock command differs from the optional BlockPermalock comnaand in that Lock reversibly o
a password or an entire Ull, TID, or User memory bank din“a writeable or unwriteable s

ck and BlockPermalock commands specifies how a-tag shall react to a Lock command
BlockPermalock command, or vice versa.

hlock bits, once asserted, cannot be deasserteéd except by recommissioning the tag (see 6,
ceives a Lock whose payload attempts to_deassert a previously asserted permalock bit,

¢ the Lock and Ioadmodulate an error code (see Annex E). If a tag rece|ves a Lock w

Permalock permanently locks blocks of User memory in an unwriteable state. Table 79 —

ality.

ck command
r nonexistent
br code (see

permanently
ate, whereas
Precedence
hat follows a

3.3.4.10). If a
the tag shall
hose payload
br Action field
igned and the
he permalock

ther memory

er, tags need

r more of the
tire Lock and
lates to tags

asswords) at

once; these tags shaII execute a Lock whose payload is FFFFFh, and shaII Ioadmodulate an error code for any
payload other than FFFFF,.

After issuing a Lock an interrogator shall transmit CW for the lesser of Tregpy Or 20 ms, where TgrepLy is the
time between the interrogator’'s Lock command and the tag transmitted reply. The time Trepy shall be a
multiple of T, typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 ps so that
TrepLy = N*1024/fc +/- 32/fc. An interrogator may observe several possible outcomes from a Lock, depending
on the success or failure of the tag memory-write operation:
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The Lock succeeds: After completing the Lock the tag shall loadmodulate the reply shown in
Table 71 — Tag reply to a Lock command and Figure 46 — Successful Write sequence
comprising a header (a 0-bit), the tag handle and a CRC-16c¢ calculated over the 0-bit and handle.
If the interrogator observes this reply within 20 ms then the Lock completed successfully.

The tag encounters an error: The tag shall loadmodulate an error code during the CW period
rather than the reply shown in Table 71 — Tag reply to a Lock command (see Annex E for error-
code definitions and for the reply format).

The Lock does not succeed: If the interrogator does not observe a reply within 20ms, then the
Lock did not complete successfully. The interrogator may issue a Req RN command (containing
the tag handle) to verify that the tag is still in the interrogator’s field, and may reissue the Lock.

ivina—aalid L ock command a3 taa-chall narform - tha commandad-lock-aonaration-Tha taa renly
Upon receiving-a—valid-Losck-command—a-tag-shallperform-the-commandedlock-operationThe-tag+eply to a

Lock shall usg the preamble as specified in the BeginRound command that initiated the round.

Table 70 — Lock command

Command Payload RN CRC-16¢
# of bits 8 20 16 16

description 11000101 Mask and_Action Fields | Handle

Table 71 — Tag reply to a Lock command

Header RN CRC-16¢
# of bits 1 16 16

description 0 handle

Lock<Command Payload

19 |18 |17 |16 | 15| 14 | 13 {42 | 11 | 10 9 8 7 6 5 4 3 2 1
Killl - |Access + Ul " TID - User - Kill - Access - Ul - TID | User
Mask Mask Mask Mask Mask Action Action Action Action Action
Masks and Associated Action Fields
Kill pwd Access pwd Ull memory TID memory | User memory
19 18 17 16 15 14 13 12 1 10
skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/ | skip/
Mask . . . . . . . . . .
write | write | write | write | write | write | write | write | write | write
9 8 7 6 5 4 3 2 1 0
pwd pwd d d d
Action | reads |Pe™2@| roags |PETMa| PW perma| pw perma| pw perma
X lock , lock | write | lock | write | lock | write | lock
write write
Figure 48 — Lock payload and usage
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Table 72 — Lock Action-field functionality

pwd-write Description
0

0

permalock

0
1

Associated memory bank is writeable from either the open or secured states.

Associated memory bank is permanently writeable from either the open or secured
states and may never be locked.

Associated memory bank is writeable from the secured state but not from the open
state.

Associated memory bank is not writeable from any state.

1 0

1

pwd read/write

1

permalock

Description

a) a)

Associated-passwu
P S

secured states.

Associated password location is permanently readable and writeable fro
secured or secured states and may never be locked.

Associated password location is readable and writeable from the secured state but
not from the open state.

Associated password location is not readable or writeable from any statq.

ypen or

N open or

PJM

6.3.3.
field i
descr
tags ¢

Method: Refer to the PJM Method part of clauses 6.3.3.4.9 and6¢3:3.4.11. As for the A
1.11.2.4 and Table 57 — ACK-PJM command, this command(can include multiple hand
h order to address multiple tags. Interrogators and tags shalloperate (when using this
bed above for ASK Method except that multiple tags can ‘be "addressed by this command
an reply to this command.

CK-PJM, see
es in the RN
command) as
and multiple

6.3.3.4.11.3.6 Access (optional)

ASK Method and PJM Method: Interrogators and.tags may implement an Access command; i
comnmand shall be as shown in Table 73 — Aceess command. Access causes a tag with a no
accegs password to transition from the open o the secured state (a tag with a zero-valued acc
is neVer in the open state — see Figure 43>~ Tag state diagram) or, if the tag is already in the s
to remain secured.

they do, the
n-zero-valued
bss password
pcured state,

To agcess a tag, an interrogator:shall follow the multi-step procedure outlined in Figure 49 — Access

procedure. Briefly, an interrogatorissues two Access commands, the first containing the 16 MS

Bs of the tag

accegs password optionally EX©Red with an RN16, and the second containing the 16 LSBs of the tag access

password optionally EXORed with a different RN16. Each EXOR operation shall be performed
the MSB of each half-password shall be EXORed with the MSB of its respective RN16). Just p
each JAccess command; the interrogator first issues a Req_RN to obtain a new RN16 if cover-c
ise no Req.RN-command shall be issued.

Tags |shall incorporate the necessary logic to successively accept two 16-bit sub-portions of a
password nterrogators shall not intersperse commands other than Req_RN if cover-coding is U

MSB first (i.e.
rior to issuing
pding is used

32-bit access
sed between

the tWocssuecessive Access commands. If a tag, after receiving a first Access, receives any command other
than Req” RN before the second Access, it shall return to arbitrate, unless the intervening command is a
BeginRound, in which case the tag shall execute the BeginRound (setting its inventoried flag if the session
parameter in the BeginRound matches the prior session).

An Access shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

The tag reply to an Access command shall be as shown in Table 74 — Tag reply to an Access command. If
the Access is the first in the sequence, then the tag loadmodulates its handle to acknowledge that it received
the command. If the Access is the second in the sequence and the entire received 32-bit access password is
correct, then the tag loadmodulates its handle to acknowledge that it has executed the command successfully and
has transitioned to the secured state; otherwise the tag does not reply. The reply includes a CRC-16¢ calculated over
the handle.
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Table 73 — Access command

Command Password RN CRC-16¢c
# of bits 8 16 16 16
description 11000110 (2 access password) ® RN16 or plain | handle

Table 74 — Tag reply to an Access command

RN

CRC-16¢

# of bits

18

16

description

handle
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NOTES

[1] Flowchart assumes that Tag
begins in open state
or secured state

[2] An interrogator shall proceed to
the next state, independent
whether the reception of the
CRC-16 is valid or bad.

[3] If an Interrogator issues any
valid command other than

Note [1]

Tag observes
valid handle

Interrogator issues
Req_RN [handle, CRC-16]

Tag responds with [new RN16, CRC-16].
Tag stays in current state

Tag observes invalid
command (Tag ignores
command).

Interrogator observes
bad CRC-16

Req_RN, the Tag ignores the
command and returns to

Interrogator observes

bitrate, unless the command valid CRC-16
i3 a BeginRound, in which case '
the Tag executes the command - . Tag\observes invalid
[4] I an Interrogator issues any nterrogator Issues eomrhand (Tag ignores
B ] e o Access [owds;.1s®RN16, handle, CRC-16] commandf 919
ccess, the Tag ignores the
n}mand and returns to Tag observes
. bltratg, unless t.he cqmmand valid handle
ig a BeginRound, in which case
the Tag executes the command
Tag responds with [handle, CRC-16}.
[Gerleral] o Tag stays in current state
I cover-coding is not used no
Req_RN command shall be
igsued by the interrogator and Note [2]
the half passwords shall be
transmitted in plain text.
Interregator issues Tag ObS‘Zr‘E i_s invalid
Req_RNYhandle, CRC-16 command {fag Ignores
C D Interrogator e [M] ] command).
<D Tag Tag abserves Interrogator observes
validthandle bad CRC-16
Tag responds with [new RN16, CRC-16].
Tag stays in current state
Interrogator observes
valid CRC-16
Interrogator issues Tag observes invalid
Access [pwd;5.0®RN16, handle, CRC-16] command (Tag ignores
Note [4] command).
Tag observes valid handle Tag observes valid handle
& invalid access password & valid access password

Tag does not respond.
Tag transitions to arbitrate state

Tag responds with [handle, CRC-16].
Tag transitions to secured state

Figure 49 — Access procedure
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6.3.3.4.11.3.7 BlockWrite (optional)

Interrogators and tags may implement a BlockWrite command; if they do, they shall implement it as shown in
Table 75 — BlockWrite command. BlockWrite allows an interrogator to write multiple words in a tag Reserved,
Ull, TID, or User memory using a single command. BlockWrite has the following fields:

The BlockWrite command also includes the tag handle and a CRC-16¢. The CRC-16¢ is calculated ov

first comman

If a tag recei
remain in its

(see 6.3.3.3.1

After issuing

the time between the interrogator’s BlockWrite command and the tag transmitted reply. The time TrepLy Sha
multiple of T, typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 us s

Trepy = N*1

MemBank specifies whether the BlockWrite occurs in Reserved, Ull, TID, or User memory.
BlockWrite commands shall apply to a single memory bank. Successive BlockWrites may apply to

different banks.

WordPtrlength, WordPtr specifies the starting word address for the memory write, where words are

16-bits in length. For example, WordPtr = 00,, specifies the first 16-bit memory word, WordPtr

= O1h

specifies the second 16-bit memory word, etc. WordPtr has a length of 8, 16, 24 or 32 bits as

defined in WordPtrlength.
WordCount specifies the number of 16-bit words to be written. If WordCount = 00;, the\tag
ighore the BlockWrite. If WordCount = 01, the tag shall write a single data word.
Data contains the 16-bit words to be written, and shall be 16xWordCount bits in length. Un
Write, the data in a BlockWrite are not cover-coded, and an interrogator need natissue a Re
before issuing a BlockWrite.

i-code bit to the last handle bit.
es a BlockWrite with a valid CRC-16¢ but an invalid handle,-it.shall ignore the BlockWrit
urrent state (open or secured, as appropriate). A BlockWrjte shall be prefixed with a framg
.3.4,6.3.3.3.1.3.6 and 6.3.3.3.1.3.8).

B BlockWrite, an interrogator shall transmit CW for the lesser of TrepLy Or 20 ms, where Tg

[024/fc +/- 32/fc. An interrogator may obserye ‘several possible outcomes from a Block

shall

like a
g RN

er the

e and
-sync

EpLY IS
| be a
b that
Write,

depending or] the success or failure of the tag memory write operation:

Upon receiving a\valid BlockWrite command a tag shall write the commanded Data into memory. Th
reply to a BlopkWrite shall use the preamble as specified in the BeginRound command that initiated the

The BlockWrite succeeds: After completing the BlockWrite a tag shall loadmodulate the
shown in Table 76 — Tag reply to a suecessful BlockWrite command and Figure 46 — Succ
rite sequence comprising a header (a 0-bit), the tag handle and a CRC-16c¢ calculated ov
it and handle. If the interrogator observes this reply within 20 ms then the BlockWrite com
syccessfully.

The tag encounters an error: The tag shall loadmodulate an error code during the CW
rather than the reply shown in Table 76 — Tag reply to a successful BlockWrite commang
Annex E for error-codé:définitions and for the reply format).

The BlockWrite does not succeed: If the interrogator does not observe a reply within 20m
the BlockWrite did~not complete successfully. The interrogator may issue a Req_RN com
(cpntaining thetag handle) to verify that the tag is still in the interrogator’s field, and may re
the BlockWrite.

reply
essful
er the
pleted

beriod
(see

5 then
mand
issue

e tag
ound.

Table 75 — BlockWrite command

Command MemBank WordPtrLength WordPtr WordCount Data RN CRC-16¢c
# of bits 8 2 2 8, 16, 24 or 32 8 Variable | 16 16
Descrip 11000111 [ 00: Reserved |Length of Starting Number of | Data to be | hand
tion 01: Ul Wordpointer address words to write | written le
10: TID 00: 8 bit pointer
11: User 01: 16 bit
10: 24 bit
11: 32 bit
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Table 76 — Tag reply to a successful BlockWrite command

Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle

Optionally the interrogators shall communicate using PJM

PJM Method: Refer to the PJM Method part of clauses 6.3.3.4.9 and 6.3.3.4.11. As for the A

CK-PJM, see

6.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command can include multiple handles in the RN

fleld I T UldUl tU qddlUOO IIIu:t;'J:U tﬂyc. :IItUIIUHGtUIO ﬂll\’.“l tayo Oha” Upclatc (VVhUII uD;IIH thlc
descrjbed above for ASK Method except that multiple tags can be addressed by this commang
tags gan reply to this command.

6.3.3.4.11.3.8 BlockErase (optional)

Interr
Table
Rese

bgators and tags may implement a BlockErase command; if they do, theycshall implement
77 — BlockErase command. BlockErase allows an interrogator to erase multiple wdg

e MemBank specifies whether the BlockErase occurs in/Reserved, Ull, TID, or U
BlockErase commands shall apply to a single memory bank:“Successive BlockErases
different banks.

WordPtrlength, WordPtr specifies the starting word address for the memory erase, where
bits in length. For example, WordPtr = 00, specifies the first 16-bit memory word, V
specifies the second 16-bit memory word, ete."WordPtr has a length of 8, 16, 24
defined in WordPtrlength.

WordCount specifies the number of 16-bit‘words to be erased. If WordCount = 00
ignore the BlockErase. If WordCount =@1, the tag shall erase a single data word.

The BlockErase command also includes the-tag handle and a CRC-16¢c. The CRC-16¢ is calculatg
command-code bit to the last handle bit.

If a t4g receives a BlockErase with_a valid CRC-16¢ but an invalid handle it shall ignore the BI
remain in its current state (open.of secured, as appropriate).

A Blo

After |ssuing a BlockErase an interrogator shall transmit CW for the lesser of Tgrepy Or 20 ms, W
the time between the interrogator’s BlockErase command and the tag transmitted reply. The tim
be a Imultiple of T5:typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2
Trepy = N*1024/fc +/- 32/fc. An interrogator may observe several possible outcomes from
depending enxthe success or failure of the tag memory erase operation:

A

g

¢« “The BlockErase succeeds: After completing the BlockErase a tag shall loadmodu

ved, Ull, TID, or User memory using a single command. BlockErase has the following fields:

CkErase shall be prefixed with a frame-sync (see 6.3.3.3.1.3.4, 6.3.3.3.1.3.6 and 6.3.3.3.1.3,

rommand) as
and multiple

t as shown in
rds in a tag

ser memory.
may apply to
words are 16-
VordPtr = 014,
or 32 bits as

the tag shall

d over the first

bckErase and

8).

here TREPLY is
e TrepLy shall
.4 us so that

BlockErase,

late the reply

shown in Tahle 65 — Tng rpply to_a successful Write command and Figllrp 46 — Sug

cessful Write

sequence comprising a header (a 0-bit), the tag handle and a CRC-16¢ calculated over the 0-bit
and handle. If the interrogator observes this reply within 20 ms then the BlockErase completed

successfully.

The tag encounters an error: The tag shall loadmodulate an error code during the CW period

rather than the reply shown in Figure 46 — Successful Write sequence (see Annex C for error-

code definitions and for the reply format).
The BlockErase does not succeed: If the interrogator does not observe a reply with

in 20 ms then

the BlockErase did not complete successfully. The interrogator may issue a Req_ RN command
(containing the tag handle) to verify that the tag is still in the interrogator’s field, and may reissue

the BlockErase.

Upon receiving a valid BlockErase command a tag shall erase the commanded memory words.
to a BlockErase shall use the preamble as specified in the BeginRound command that initiated th
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Table 77 — BlockErase command

Command MemBank | WordPtrLength WordPtr WordCount RN CRC-16¢c
# of bits 8 2 2 8, 16, 24 or 32 8 16 16
description 11001000 [00: Reserved |Length of Starting Number of handle
01: Ull Wordpointer address words to write
10: TID 00: 8 bit Pointer
11: User 01: 16 bit
10: 24 bit
11: 32 bit

Optionally the

PJM Method
6.3.3.4.11.2.4
field in order
described ab
tags can repl

6.3.3.4.11.3.9

Interrogators
shown in Tab

Permalod
Read the

A single Blog
size is vendo

Only tagsin t

The BlockPe
blocks of Use

an entire mefmory bank in a writeable or unwriteable state. 6.3.3.4.11.3.9 specifies how a tag shall reac

BlockPermalq

Table 78 — Tag reply to a successful BlockErase command

Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle

interrogators shall communicate using PJM.

Refer to the PJM Method part of clauses 6.3.3.4.9 and 6.3.3.4.11. As for the ACK-PJM
and Table 57 — ACK-PJM command, this command can“include multiple handles in th
to address multiple tags. Interrogators and tags shall.operate (when using this commar
pve for ASK Method except that multiple tags can be addressed by this command and m
to this command.

BlockPermalock (optional)

and tags may implement a BlockPermalock command; if they do, they shall implemen
le 80 — BlockPermalock command. BleckPermalock allows an Interrogator to:

k one or more blocks (individual sub-portions) in a tag’s User memory, or
permalock status of the memory blocks in a tag’s User memory.

kPermalock command can’ permalock between 0 and 4080 blocks of User memory. The
-defined. The memory, blocks need not be contiguous.

he secured staté shall execute a BlockPermalock command.

rmalock cemmand differs from the Lock command in that BlockPermalock permanently
r memofy in an unwriteable state, whereas Lock reversibly or permanently locks a passw

ck’command (with Read/Lock = 1) that follows a prior Lock command, or vice versa.

1, see
e RN
d) as
ultiple

it as

block

locks
brd or
tto a
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Table 79 — Precedence for Lock and BlockPermalock commands

0-3:2010(E)

First Command Second Command Tag Action and Response to 2" Command
pwd-write | permalock
0 0 Permalock the blocks indicated by Mask; respond
as described in this section 6.3.3.4.11.3.9
0 1 BlockPermalock Reject the BlockPermalock; respond with an error
Lock (Read/Lock = 1) code
1 0 Permalock the blocks indicated by Mask; respond
as described in this section 6.3.3.4.11.3.9
1 1 Permalock the blocks indicated, by) Mask; respond
as described in this section 613:3.4.1[1.3.9
pwd-write | permalock
Implement the Lock;“but do not un{permalock any
0 0 blocks that wereypreviously permalgcked; respond
as described in"6:3.3.4.11.3.5
BlockPermalock Lock 0 1 Reject the Lock; respond with an errpr code
(Read/Lock = 1)
Implement the Lock, but do not un{jpermalock any
1 0 blocks that were previously permalgcked; respond
as'described in 6.3.3.4.11.3.5
1 y Implement the Lock; respond asg described in
6.3.3.4.11.35
The BlockPermalock command has the following fields:

emBank specifies whether the BlockPermalock applies to Ull, TID, or User memory. BI(

bmmands shall apply to a single memeory bank. Successive BlockPermalocks may app

tag receives a BlockPermalocky with MemBank<>11, it shall ignore the command
admodulation an error code (see Annex E), remaining in the secured state.
ead/Lock specifies whether-a-tag loadmodulations the permalock status of, or permalocks

TIHEFY 39|

e B

ocks within the memory bank specified by MemBank. A tag shall interpret the Read/Lock bi
e Read/Lock = 0:4A tag shall loadmodulation the permalock status of blocks in the spegq
bank, starting-from the memory block located at BlockPtr and ending at the memory
at BlockPtr+(16xBlockRange)-1. A tag shall loadmodulation a “0” if the m
corresponding to that bit is not permalocked and a “1” if the block is permalocked. A
omits"Mask from the BlockPermalock command when Read/Lock = 0.
o Read/Lock = 1: A tag shall permalock those blocks in the specified memory bank that
by-Mask, starting at BlockPtr and ending at BlockPtr+(16xBlockRange)-1.
ockPtrlength, BlockPtr specifies the starting address for Mask, in units of 16 blocks.

B

ckPermalock
y to different

emory banks. Tags shall only execute a BlockPermalock command if MemBank = 11, (User memory); if

and instead

one or more
[ as follows:

ified memory
block located
emory block
n Interrogator

are specified

For example,

ockPtr = 00, indicates block 0, BlockPtr = 01, indicates block 16, and BlockPtr = 02, indicates block 32.

BlockPtr has a length of 8, 16, 24 or 32 bits as defined in BlockPtrlength.
o BlockRange specifies the range of Mask, starting at BlockPtr and ending (16xBlockRange)-1 blocks later.
If BlockRange=00y, then the tag shall ignore the BlockPermalock command and instead backscatter an
error code (see Annex E), remaining in the secured state.
o Mask specifies which memory blocks a tag permalocks. Mask depends on the Read/Lock bit as follows:

e Read/Lock = 0: The Interrogator shall omit Mask from the BlockPermalock command.

e Read/Lock = 1: The Interrogator shall include a Mask of length 16xBlockRange bits in the
BlockPermalock command. The Mask bits shall be ordered from lower-order block to higher (i.e. if
BlockPtr = 00, then the leading Mask bit refers to Block 0). The tag shall interpret each bit of Mask

as follows:
e Mask bit = 0: Retain the current permalock setting for the corresponding memory blo

© ISO/IEC 2010 — All rights reserved
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Mask bit = 1: Permalock the corresponding memory block. If a block is already permalocked then

the tag shall retain the current permalock setting. A memory block, once permalocked, cannot be
un-permalocked except by recommissioning the tag (see 6.3.3.4.10).

The following

examples illustrate the usage of Read/Lock, BlockPtr, BlockRange, and Mask:

If Read/Lock=1, BlockPtr=01,, and BlockRange=01;, the tag operates on sixteen blocks starting at block

16 and ending at block 31, permalocking those blocks whose corresponding bits are asserted in Mask.

The BlockPermalock command contains 8 RFU bits.

Interrogators shall set these bits to 00,

when

communicating with tags If a tag receives a BlockPermalock command conta|n|ng nonzero RFU bits it shall

ignore the co

The BlockPe
over the first
but an invalid

If a tag recei
in which the
asserted Mag

'malock command also includes the tag’s handle and a CRC-16¢. The CRC-16¢ is~Calc
command-code bit to the last handle bit. If a tag receives a BlockPermalock with a valid CRC

handle, it shall ignore the BlockPermalock and remain in the secured state.

es a BlockPermalock command that it cannot execute because User memory’does not ex
| SB and/or the 2SB of a tag’s XPC word is/are asserted (see Table 38),0r in which one
k bits references a non-existent block, then the tag shall ignore the BlockPermalock com

and instead |
invalid a BIdg
16xBlockRan

badmodulate an error code (see Annex E ), remaining in the secured-state. A tag shall tr¢
ckPermalock command in which Read/Lock=1 but Mask has-a“length that is not eq
e bits (see 6.3.3.4.11 for the definition of an “invalid” command):

Certain tags
BlockPermal
the BlockPer
secured stat
identify the ¢
memory prior

If an Interrog
nonexistent
command.

A BlockPerm
After issuing

where TREPLY
time TREPLY S

depending on the tag manufacturer's implementation, may be unable to exec
ck command with certain BlockPtr and BlockRange values, in which case the tag shall i
malock command and instead loadmodulation an/ertor code (see Annex E), remaining
p. Because a tag contains information in its TID memory that an Interrogator can use to un
ptional features that the tag supports (see 6:3:3.4.1.3), Interrogators shall read a tag
to issuing a BlockPermalock command.

btor issues a BlockPermalock command-in which BlockPtr and BlockRange specify one or
locks, but Mask only asserts permalocking on existent blocks, then the tag shall execu

hlock shall be prepended withra frame-sync (see 6.3.3.3.1.2.8).
B BlockPermalock command an Interrogator shall transmit CW for the lesser of TrepLy Or 2

hall be a multiple (of) T4 typical (see Table 41 — Link timing parameters) with a tolerance

2.4 ps so that Trepy = N*1024/f; +/- 32/f,. An Interrogator may observe several possible outcomes fi

BlockPermalq
1, the succes

Read/Lo

ck command;.depending on the value of the Read/Lock bit in the command and, if Read/l|
5 or failure ofthe tag’s memory-lock operation:

Lk = _07and the tag is able to execute the command: The tag shall loadmodulate the

shown in

able.81 — Tag reply to a successful BlockPermalock command with Read/Lock = 0, withi

T1 in Tak

is the time between.the Interrogator’s BlockPermalock and the tag’s loadmodulated reply.

te.

lated
-16¢

ist, or
of the
mand
bat as
hal to

ite a
gnore
n the

quely

‘s TID

more
e the

0 ms,
The
of +/-
'om a
O_Ck =

reply
h time

led41 — Link timing parameters, comprising a header (a 0-bit), the requested permalock bi

s, the

tag’s handle, and a CRC-16¢ calculated over the 0-bit, permalock bits, and handle. The tag’s reply shall
use the preamble specified by the TRext value in the BeginRound that initiated the round.

Read/Lock = 0 and the tag is unable to execute the command: the tag shall loadmodulate an error
code, within time T, in Table 41 — Link timing parameters; rather than the reply shown in Table 81 — Tag
reply to a successful BlockPermalock command with Read/Lock = 0 (see Annex E for error-code
definitions and for the reply format). The tag’s reply shall use the preamble specified by the TRext value in
the BeginRound that initiated the round.

Read/Lock = 1 and The BlockPermalock succeeds: After completing the BlockPermalock the tag shall
loadmodulate the reply shown in Table 82 — Tag reply to a successful BlockPermalock command with
Read/Lock = 1comprising a header (a 0-bit), the tag’s handle, and a CRC-16c¢ calculated over the 0-bit
and handle. If the Interrogator observes this reply within 20 ms then the BlockPermalock completed
successfully The tag reply shall use the preamble as specified in the BeginRound command that initiated
the round.
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Read/Lock = 1 and the BlockPermalock does not succeed: If the Interrogator does not observe a reply
within 20 ms then the BlockPermalock did not complete successfully. The Interrogator may issue a
Req_RN command (containing the tag’s handle) to verify that the tag is still in the Interrogator’s field, and
may reissue the BlockPermalock.

Read/Lock = 1 and the tag encounters an error: The tag shall backscatter an error code during the CW
period rather than the reply shown in Table 82 — Tag reply to a successful BlockPermalock command
with Read/Lock = 1 (see Annex E for error-code definitions and for the reply format). The tag reply shall
use the preamble as specified in the BeginRound command that initiated the round. The time Trgp.y shall
be a multiple of T1 typical (see Table 41 — Link timing parameters) with a tolerance of +/- 2.4 us so that
TrepLy = N*1024/f; +/- 32/f..

Table 80 — BlockPermalock command
Command | RFU | Read/ Mem BlockPtr BlockPtr | BlockRange Mask RN CRC-
Lock Bank Length 16¢c
# of 2 8,16, 24 . 16
bits 8 8 1 2 or 32 8 Variable 16
Des 11001001 00, |O: 00: RFU Length Qf Mask Mask range, | 0: Retain handle
crip Read |01:Ull Wordpointer | starting specified-in current
tion 1: 10: TID 00: 8 bit address, | units\of 16 permalock
Perma [11: User |01: 16 bit specified blocks setting
-lock 10: 24 bit in units of 1: Assert
11: 32 bit 16 blocks perma-lock
Table 81 — Tag reply to a successful BlockPermalock command with Read/Lock|= 0
Header Data RN CRC-16¢c
# of bits 1 Variable 16 16
description 0 Permalock bits handle
Table 82 — Tag reply to a successful BlockPermalock command with Read/Lock|= 1
Header RN CRC-16¢c
# of bits 1 16 16
description 0 handle
Upon|receiving a valid BlockPermalock command a tag shall perform the commanded operatign, unless the
acnnt cuinnart hinale nArmalanleina in vahicnh Ao it ohn” ianara tha cammand

tag does-ret-suppertbleckpermalockinginwhich-ease-itsha

pal
TgroTC T SO oo

PJM Method: Refer to the PJM Method part of clauses 6.3.3.4.9 and 6.3.3.4.11. As for the ACK-PJM, see
6.3.3.4.11.2.4 and Table 57 — ACK-PJM command, this command can include multiple handles in the RN
field in order to address multiple tags. Interrogators and tags shall operate (when using this command) as
described above for ASK Method except that multiple tags can be addressed by this command and multiple
tags can reply to this command.
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7 Marking of equipment

All interrogators/readers (or the associated user manuals) shall be clearly and permanently marked stating
with which National Regulations they comply.

All interrogators/readers (or the associated user manuals) shall be clearly permanently marked to show which
Modes of ISO/IEC 18000 they support.
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Annex A
(informative)

ISO/IEC 18000-3:2010(E)

MODE 1: mandatory and optional commands
required to support the ISO/IEC 15962 data protocol

ISO/IEC 15962 is an integral part of an RFID for item management system and defines the encodmg rules for

tag apd read from the RFID a number of the optional commands defined in ISO/IEC 15693-3care

an ISP/IEC 18000-3 Mode 1 tag to fulfil the functions necessary for RFID for item management
ISO/IEC 15693 commands required to support the ISO/IEC 15962 data protocol defines these

and other conditions. The commands themselves remain exactly as specified in ISO/IECy15693-3.

nto the RFID
e required for
Table A1 —
requirements

Table A.1 — ISO/IEC 15693 commands required to support the ISO/IEC-15962 data protocol
CoFmand Function ISO/IEC 15693-3 Status | Status to support the
Codgle ISO/IEC 15962 data protocol
01n Inventory Mandatory Required
02y Stay quiet Mandatory Required for the air interface
20k, Read single block Optional One of the two read commands fis required
23h Read multiple blocks Optional
21y Write single block Optional One of the two write commands|is required
24y, Write multiple blocks Optional
22y Lock block Optignal Required
25 Select Optional Required for the air interface
26, Reset to ready Optional Required for the air interface
274 Write AFI Optional Required
28 Lock AFI Optional Desirable for full support
29, Write DSEID Optional Desirable for full support (see Npte)
2A4 Lock DSFID Optional Desirable for full support
2B Get system information Optional Required
e Get multiple block Optional Required
security status
Note % ags that do not

user memory.

© ISO/IEC 2010 — All rights reserved
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Annex B
(informative)

MODE 2 and MODE 3: Phase Jitter Modulation

anpplitude ——

b
3 time

+ deg.

Figure B.1 — Phase jittermodulation

PJM consists| of two components:

1) Anip-phase (0°) powering signal I.

2) Aloy level quadrature (90°) data signal £Q.
The PJM wayeform is the sum of these-two signals. In phasor notation, these can be represented as shgwn in
Figure B.2 — Frequency spectrum.
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Figure B.2 — Frequency spectrum
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The frequency spectrum of the phasor components are shown in Figure B.3 — Generation of PJM:
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Figure B.3 — Generation of PJM

In MQDE 2 of this,part of ISO/IEC 18000:

e theiinterrogator command bit rate is 423,75 kbit/s, see M2-Int:9
o, \.the phase change details are defined in M2-Int: 7 and 6.2.3.2.1

In MODE 3 of this part of ISO/IEC 18000:

o the interrogator command bit rate is 212 kbit/s, see M3-Int:9
e the phase change details are defined in M3-Int: 7 and 6.3.3.3.1.2.5
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Features of PJM are:

Example implementations of PJM are given in Figure B.4 — Example implementation - A simple circuit for

providing a data cont enerating PJM and Figure B.5 — Example

e Constant amplitude signal with constant power transfer
e Sideband levels independent of data rate and can be adjusted to suit regulations

e Very high speed data can be transmitted because PJM bandwidth is no wider than the original

doublesided data bandwidth

¢ Narrow bandwidth antennas do not limit high speed PJM signals. PJM can be pre-compensated to

cancel for the effect of antenna bandwidth.

Figure B.4
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Figure E
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3.5 — Example implementation - circuit for the generation of PJM showing the varioug
elements of a PJM signal
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Annex C
(normative)

MODE3: State transition tables

State-transition tables Table C.1 — Ready state-transition table to Table C.7 — Killed state-transition table
shall define a tag response to interrogator commands. The term handle used in the state-transition tables is
defined in 6.3.3.4.4; error codes are defined in Table E.2 — Tag error codes; “slot” is the slot-counter output
shown In Figure 43 — Tag state diagram and detailed in Annex F =" in the "Action” column means that a tag
neither modifies its SL or inventoried flags nor loadmodulates a reply.

C.1 Present state: Ready

Table C.1 — Ready state-transition table

Command Condition Action Nex{ State

slot=0; matching inventoried & SL flags | loadmodulate StoredCRC reply

BeginRound'' slot<>0; matching inventoried & SL flags - arbltrate
Otherwise — repdy
NextSlot All — repdy
ResizeRound All — re|ady
ACK All — repdy
NAK All — repdy
Req RN Al - repdy

assert or deassert SL, or

Select Al set inventoried to A or B repdy
Read Al — repdy
Write All - repdy
Kill Al - repdy
Lock Al — repdy
Access All - reIady
BlockWrite Al - repdy
BlockErase All - reIady
BlockPermalock All - reIady
Invalig-2 All - relady
Note 1: BeginRound starts a new round and may change the session. BeginRound also instfucts a tag to
load a new random value into its slot counter.
Note 3: “Invalid” shall mean an erroneous command, an unsupported command, a command with invalid
parameters, a command with @ CRC error, or any other command either not recognized or not

executable by the tag.
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