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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and ngn= —ir—tat t ; i - t of information
techno|ogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives| Part 2.

in task of the joint technical committee is to prepare International Standards. Draft International
Standgdrds adopted by the joint technical committee are circulated to national bodies for voting.| Publication as

ion is drawn to the possibility that some of the elements of this document may be the sybject of patent
rights. ]SO and IEC shall not be held responsible for identifying any .orall such patent rights.

ISO/IELC 17998 was prepared by The Open Group and wag adopted, under the PAS procgdure, by Joint
Technical Committee ISO/IEC JTC 1, Information technologynin parallel with its approval by nafional bodies of
ISO and IEC.
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Preface

The Open Group

The Open Group is a vendor-neutral and technology-neutral consortium, whose

vision of

Boundaryless Information Flow™ will enable access to integrated information within and

between enterprises based on open standards and global interoperability. The Open &Group works

with customers, suppliers, consortia, and other standards bodies. Its role~is. 't
understand, and address current and emerging requirements, establish policies, and
practices; to facilitate interoperability, develop consensus, and evolve and
specifications and Open Source technologies; to offer a comprehensive set of
enhance the operational efficiency of consortia; and to operate, the industry
certification service, including UNIX" certification.

Further information on The Open Group is available at www.opengroup.org.

The Open Group has over 15 years' experience in developing and operating c
programs and has extensive experience developing’ and facilitating industry adopt
suites used to validate conformance to an open standard or specification.

More information is available at www.opengroup.org/certification.

The Open Group publishes a wide range-of technical documentation, the main part ¢
focused on development of Technicaland Product Standards and Guides, but ¥

Db capture,
share best

integrate
ervices to
S premier

ertification
on of test

f which is
vhich also

includes white papers, technical studies, branding and testing documentation, and business titles.

Full details and a catalog are available at www.opengroup.org/bookstore.

As with all /ive documents,~Fechnical Standards and Specifications require revision to
new developments and\associated international standards. To distinguish betwe
specifications which are-fully backwards-compatible and those which are not:

e A new Version indicates there is no change to the definitive information contain|
previous publication of that title, but additions/extensions are included. As such

replaces the previous publication.

Anew Issue indicates there is substantive change to the definitive information ¢
in the previous publication of that title, and there may also be additions/extensio
such, both previous and new documents are maintained as current publications.

align with
bn - revised

ed in the
it

bntained
ns. As

Readers should note that updates — in the form of Corrigenda — may apply to any publication.

This information is published at www.opengroup.org/corrigenda.

This Document

This document is the Technical Standard for the SOA Governance Framework. It has been

developed by the SOA Governance project of The Open Group SOA Working Group.

SOA Governance Framework
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Trademarks

Boundaryless Information Flow ~ and TOGAF" are trademarks and Making Standards Work®,
The Open Group®™, UNIX®™, and the “X” device are registered trademarks of The Open Group in
the United States and other countries.

— e OpemrGroup—ackmowledges—thattheremmay—beotherbramd;company;—amd—product names

used in this document that may be covered by trademark protection and advises, th¢ reader to
verify them independently.
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Introduction

1.1

1.2

Objective

This document describes a  framework that r\rnvidpq context and definitions

to enable

organizations to understand and deploy SOA governance.

This document defines:

e  SOA Governance, including its relationship between Business, IT,@and EA gove
this assists organizations in understanding the impact that the introduction of SC
organization has on governance

e  An SOA Governance Reference Model (SGRM) and its-constituent parts, which
organizations in specifying their appropriate governance-regimes; and capturing
practice as a basis for a common approach

e The SOA Governance Vitality Method (SGVM) which assists organizations in
customizing the SGRM and realizing theizSOA Governance Regimen

This document is not intended to be used as provided; it is intended to be customize
appropriate SOA governance for the organization. Many of the lists are non-norr
exemplary and intended to be filtered and-as input to the customization process.

This document does not include an‘explanation of the fundamentals and value of SO,
important for being able to understand and apply SOA governance. Many other spg
and books are available on SOA basics (see Referenced Documents and Appendix D).

Overview

Many companies have adopted Service-Oriented Architecture (SOA) as an af
architecture\to assist in closing the business and IT gap by delivering the appropriaf
functionality in a timely and efficient manner. For more details on this, refer to avail
and standards on SOA (see Referenced Documents and Appendix D).

rnance;
A into an

assists
best

 to create
hative and

A which is
cifications

proach to
e business
hble books

b the same

Many companies that have approached SOA via a pilot project have not been seelng

Vhile pilot

prOJects achleved a level of re-use, they have tended to be within one division, but as soon as a

project boundary crosses multiple divisions, new challenges are encountered.

One of the key disciplines to assist in addressing these challenges is governance. Whilst

governance has been around a long time, SOA has heightened the need and imp
having a formal SOA Governance Regimen that sets expectations and eases the trans

ortance of
ition of an

organization to SOA by providing a means to reduce risk, maintain business alignment, and

SOA Governance Framework
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1.3

show business value of SOA investments through a combination of people, process, and
technology. The role of the SOA Governance Regimen is to create a consistent approach across
processes, standards, policies, and guidelines while putting compliance mechanisms in place.

Most organizations already have a governance regimen for their IT department covering project
funding, development, and maintenance activities. These tend to have been defined using either
one of the formal standard IT governance frameworks — such as COBIT, ITIL, etc. — or an
informal in-house governance framework that has been built over many years. The focus of The
Open Group's initial release of an SOA Governance Framework is primarily based on the IT
aspects of SOA governance.

This document contains a description of the governance activities that are impacted by] SOA, and
puts forward some best practice governance rules and procedures for those activities. [[n order to
specify the changes necessary to accommodate SOA in an existing governafice rggime, the
governance activities described in this document must be mapped and integtated to thg activities
being utilized in the existing regime. Many of the lists provided with\the explanations of the
SGRM and SGVM are non-normative examples intended to provide a starting| point for
customization to the SOA solution.

This document is organized as follows:
e  This chapter provides a general introduction.

e  Chapter 2 discusses the background to SOA<{aovernance, describing the reasons [why
governance is important for SOA, the challénges involved, and the benefits that[should be
achieved.

e  Chapter 3 defines SOA governange-and explains The Open Group SOA Governgnce
Framework.

e  Chapter 4 defines the generic:SOA Governance Reference Model (SGRM) used|as a
baseline for tailoring ans SOA Governance Model for an organization.

e  Chapter 5 defines the’'SOA Governance Vitality Method (SGVM) which descrilfes a
method using the.generic SGRM to instantiate an organizational unique SOA Gvernance
Model.

e AppendixA describes the SOA governance process activities.
e Appendix B describes the SOA governance process information entities.
o “Appendix C provides an SOA governance metrics example.

e Appendix D describes the relationship of this document to other SOA standards

Conformance

The SOA Governance Framework does not have strict compliance statements or testing. It is
expected that this Technical Standard will be customized appropriately into a governance
regimen for the industry or organization applying it.

Technical Standard (2009)
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For those SOA Governance Regimens to be conformant with this Technical Standard, they must
have at least the following processes defined:

e  Compliance process

e  Dispensation process

e  Communication process

The SGVM must also be defined for the organization.

T‘llC uatl,uc aud UAtUllbiVClleb Uf t}lU 5uiL‘lC}illUb dlld t‘llU EUVCLIIULII PlUbUbDUD L‘lCl}CLlL‘l
SOA maturity of the organization; therefore, SOA governance conformance doesynot
requirements on them.

1.4 Terminology

Can

Legacy

Describes a permissible optional feature or behavioravailable to the user

5 upon the
assert any

us

application. The feature or behavior is mandatory for.an implementation that

conforms to this document. An application cantely on the existence of th
or behavior.

Implementation-dependent

(Same meaning as "implementation-defined".) Describes a value or behay
not defined by this document but is.selected by an implementer. The valu

behavior may vary among implementations that conform to this document.

application should not rely ondhe existence of the value or behavior. An ¢
that relies on such a value or’behavior cannot be assured to be portable ac

e feature

ior that is
P or

An
pplication
[OSS

conforming implementations. The implementer shall document such a value or

behavior so that it can be used correctly by an application.

Describes a feature or behavior that is being retained for compatibility wi
applications;.but which has limitations which make it inappropriate for dg
portable.applications. New applications should use alternative means of o
equivalent functionality.

Describes a feature or behavior that is optional for an implementation that
to this document. An application should not rely on the existence of the fe
behavior. An application that relies on such a feature or behavior cannot i

to be portable across conforming implementations. To avoid ambiguity, the

opposite of "may" is expressed as "need not", instead of "may not".

h older
veloping
btaining

conforms
ature or
e assured

A4 +
IVIUSL

Shall

SOA Governance Framework

Pescribesafeatureor betavior that s ulaudai.m_y foram appli\,a'tiuu oruser. An
implementation that conforms to this document shall support this feature or

behavior.

Describes a feature or behavior that is mandatory for an implementation that
conforms to this document. An application can rely on the existence of the feature

or behavior.
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1.5

Should

Undefined

For an implementation that conforms to this document, describes a feature or

behavior that is recommended but not mandatory. An application should not rely on
the existence of the feature or behavior. An application that relies on such a feature
or behavior cannot be assured to be portable across conforming implementations.

For an application, describes a feature or behavior that is recommended
programming practice for optimum portability.

Describes the nature of a value or behavior not defined by this document that results

from use of an invalid program construct or invalid data input. The value or
behavior may vary among implementations that conform to this document. An

Unspecified Describes the nature of a value or behavior not specified by thisydocumen|

Will

Future Directions

The current version of this Technical Standard defines a core SOA Governance F
Future versions could evolve the material and expand on a variety of relevant t
following are some possible areas;

appiication should ot ety on the SXISIEnce or valtidity of the value or bel
application that relies on any particular value or behavior cannot be assurg
portable across conforming implementations.

results from use of a valid program construct or valid data input. The valu

behavior may vary among implementations that conform to this document.

application should not rely on the existence or validity of the value or beh
application that relies on any particular value or behavior cannot be assurg
portable across conforming implementations.

Same meaning as “shall”; “shall” is the prefeérred term.

Meta-model: The current-document expands on a variety of topics. It would be {
to have a meta-model that explicitly represents the various framework elements,
would help avoid pessible ambiguities, and enable possible tool automation.

Compliance:Most of the current conformance text (Section 1.3) is not normativ
versions ceuld provide more specific guidance regarding what constitutes adher
this specification.

Maturity Model: The method and model shown in this document provide key cg
tools for defining an SOA governance effort. Complementary to them is an SOA
Governance Maturity Model, which can be used within the Plan phase, helping 1
more robust roadmaps. This maturity model would be synchronized with the OS

avior. An
ed to be

 that

e or

An
avior. An
bd to be

ramework.
bpics. The

eneficial
This

b. Future
bnce to

nceptual
o define
IMM

effort

Policy: The topic of policy is important to governance. Further versions expect to expand

on its relationship with the rest of the model concepts.

Control Gates: The topic of control gates is important to governance. Further versions

expect to expand on its relationship with the rest of the model concepts.

Technical Standard (2009)
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e Business Governance: Business governance refers to the set of processes, customs,
policies, laws, and institutions affecting the way in which an organization is directed,
administered, or controlled. The primary focus of this SOA Governance Framework
version is on the IT aspects of SOA governance, with a small number of key business
governance items. However, additional business governance aspects will enhance the

completeness of an overall SOA governance program.

e  Governance Model Maps: More detail positioning to other relevant governance models;

e.g. COBIT, ITIL, etc., could be added.

Qther Topics: Eor example, description of SOA governance for particular conte
external ecosystems, and positioning of SOA governance with TOGAF governa
well as working with OASIS and OMG to ensure alignment around SOA _gove

Further information on this alignment work and its current status is in Appendix]

e  Examples: Future versions will have given time for examples of specification to
defined. These examples could be added to the effort to providefurther clarity.

SOA Governance Framework
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Background

2.1

SOA Challenges and Goals
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important to set the stage with an understanding of SOA. Other specifications and{books are
available to provide grounding in SOA fundamentals and value, including The Open (jroup SOA
Source Book, SOA Reference Architecture, SOA Ontology, and the OASES Reference Model
for SOA (see Appendix D). Deploying SOA does not come without its own)challengds and over

the last couple of years the following challenges have become commonplace:

Service identification

Demonstrating the value of SOA solutions
SOA solution portfolio management
Ensuring services satisfy business requirements
Service funding

Service management

Service ownership

Integrating web-delivered s¢rvices

Lack of service interopetability
Appropriate re-use
Uncontrolled\proliferation of services
Multiple silo’ed SOAs

Ctoss-organization coordination

Change management of services and solutions

Bat SOA also heightens the importance of addressing existing challenges that IT| has been

encountering for years, such as funding models, functional ownership, and standards
compliance. Therefore, organizations should ensure that:

1.
2.

The correct services and solutions are built that meet the needs of the business.

There is a consistent approach to discovery, consumption, identification, design,
development, implementation, and management of services and solutions.

The appropriate organization and Line of Business (LOB) decisions are made.

Technical Standard (2009)
© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=26b0fac00eaa98d6145ac60e0182029c

A S A L

ISO/IEC 17998:2012(E)

The SOA approach is being properly communicated throughout the organization.
Proper training on SOA is taking place in the organization.

The SOA Reference Architecture stays relevant.

Services are funded and have documented ownership.

Only approved services are deployed.

Services created adhere to governance policies.

2.2 SOA Governance

11.
12.
13.
14.
15.
16.

17.

Services are designed, built, and Tun in a Secure maniier.
Changes to services are managed.

Services are managed in a scalable way.

Service developers can easily publish and discover services.
Existing Service Level Agreements (SLAs) are validated when/new consumers gre added.
SOA governance controls and exception policies exist ang-are effective.

The appropriate and pragmatic SOA governance roles, responsibilities, and authjority are
understood and being executed in an acceptable manner.

There is vitality in the governance processythat SOA governance is maturing as|the SOA
capabilities of the organization mature.

To address these challenges, organizations require a comprehensive and appropriately detailed
SOA Governance Model that_can be deployed in an iterative and incremental ianner. A
comprehensive SOA Goveridance Model should cover all of the three main aspects, in¢luding:

Processes — including governing and governed processes
Organizatignal structures — including roles and responsibilities

Enablingtechnologies — including tools and infrastructure

SOA Governance Framework
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This document defines an SOA Governance Framewo Q)ntaining an SOA (Jovernance
Reference Model (SGRM) and the SOA Governance V{{t ity Method (SGVM) that] allows an
organization to define a customized and focused SOA Governance Regimen.
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SOA Governance

3.1

SOA Governance Definition

In anPrﬂ] gavernance means establishing and Pnfnrning how I\Pnp]F‘ and solut
[=

ions work

together to achieve organizational objectives. This focus on putting controls
distinguishes governance from day-to-day management activities [Source: Intrgducti
Governance: The official IBM definition and why you need it].

As a discipline, governance has been with us for many years, but withythe advent of
SOA, the need has been heightened for organizations to take governance as a disci]
seriously. So, why is defining SOA governance and its scope so challenging?

With so many definitions of SOA coming from software ¢éndors, standards bodi
firms, and respected authors, it’s no wonder that defining-SOA governance and its sc
so much confusion and disagreement.

SOA governance should be viewed as the application of Business governance, IT g
and EA governance to Service-Oriented Architecture (SOA). In effect, SOA governan
IT and EA governance, ensuring that the benefits that SOA extols are met. Th

in place
n to SOA

enterprise
pline more

ps, analyst
hbpe causes

bvernance,
ce extends

governing not only the execution aspects of SOA, but also the strategic planning activi

Business Governance

Supports

IT Cavernance » EA Governance

Extends Extends

S requires
ies.

Figure 2: SOA Governance Relationships

e  Enterprise Architecture (EA) Governance is the practice and orientation by which
enterprise architectures and other architectures are managed and controlled at an

enterprise-wide level. [Source: TOGAF 8.1.1]

SOA Governance Framework
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3.3
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e IT Governance includes the decision rights, accountability framework, and processes to

encourage desirable behavior in the use of IT. [Source: Based on COBIT4.0]

e Business Governance is the set of processes, customs, policies, laws, and institutions
affecting the way an organization is directed, administered, or controlled. [Source:

Wikipedia, based on OECD Principles of Corporate Governance]

SOA Governance Scope

Maonsroftha agrely dafiateionc L QYA ara vaey taolhiao o cencad ond tha 1 £0a. o0
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SOA and web services technology were blurred. A side-effect of this is the mispere

es between
pption that

SOA governance can be solved by technology alone. Effective SOA governanéeyreqgpires equal

focus on the people, process, and technology aspects of SOA governance; therefor
and scoping SOA governance can be a challenge.

As previously stated, SOA governance should extend the organization’s existing |
governance models to cater for the new SOA assets and SOA policies. Extending the
governance models reduces the risk that organizations wilk‘Create uncoordinat
governance regimens that will potentially duplicate existing coverage areas of
governance regimens. Extending the existing governance regimen to ensure that the
SOA are achieved is still challenging. It requires govething the strategic planning aj
well as the execution aspects of SOA.

SOA Governance Framework

The goal of the SOA Governance Framework is to enable organizations to define §
their own focused and customized SOA Governance Model.

Since aspects of the SOA Governance Model require culture change, an SOA Q

p, defining

T and EA
se existing
ed silo’ed
their core
benefits of
btivities as

nd deploy

overnance

Regimen should never beldéployed in a big-bang approach. The framework ¢lefines an

incremental deployment.approach so that organizations can continue to meet th
demands while moving-towards their long-term goals for SOA.

There is no single 'model of good SOA governance due to variants within an or

Pir current

panization.

Examples of theSe variants include the existing governance in place, the SOA matyrity level,

size of the.organization, etc. In effect, an organization’s appropriate SOA Governanc
one that‘defines:

e-""What decisions need to be made in their organization to have effective SOA goy

¢  Who should make these SOA governance decisions in their organization

e Model is

crnance

e  How these SOA governance decisions will be made and monitored in your organization

e  What organization structures, processes, and tools should be deployed in your
organization

e  What metrics are required to ensure that an organization’s SOA implementation
their strategic goals

meets

Technical Standard (2009)
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Organizations should frankly assess their current governance regimen and practical governance
goals. From this, an achievable roadmap for delivering governance can be created.

The SOA Governance Framework consists of an SOA Governance Reference Model (SGRM)
which is utilized as a starting point, and an SOA Governance Vitality Method (SGVM) which is
a definition/improvement feedback process to define a focused and customized SOA
Governance Regimen.

Governance
Model

SOA Governance SOA
Reference Model Governance
(SGRM) : Vitality
Method
(SGVM)
Ve
Customizedl and
Focused $0A
Governance
Regimégn

Figure 3: SOA Governance Framework

3.3.1 SOA Governance Reference Model (SGRM)

The SOA Governance .Refeérence Model (SGRM) is a generic model that estpblishes a
foundation of understanding and is utilized to expedite the process of tailoring| the SOA
Governance Regimen , for an organization. All aspects of the SGRM should be reviewed and
considered for clistomization to the organization’s environment. The examples provided are
intended to be-astarting point for discussion which may be selected from or extended.

3.3.2 SOA Governance Vitality Method (SGVM)

Thes=SOA Governance Vitality Method (SGVM) is a process that starts | with the
SGRM and then follows a number of phased activities to customize it for the orgpnization’s
variants. SOA governance should be viewed as a process and not a project; therefore, Ithe phases
of the SGVM should be viewed as a continuous improvement loop, whereby progress is
measured, and course-correction and updates to the SOA Governance Regimen are performed
when needed.

SOA Governance Framework 11
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SOA Governance Reference Model (SGRM)

4.1

12

The SOA Governance Reference Model (SGRM) is a generic model that is utilized as a baseline
SOA Governance Model to expedite the process of tailoring an SOA Governance Model for an

organization. All aspects of the SGRM are reviewed and considered for customiza

tion to the

OrgaiZaHOR S-S FoRHeRt:
The SGRM defines a number of constituent parts, including:
e  SOA governance guiding principles
e  SOA governing processes
e  Governed SOA processes
e  SOA governance process artifacts
e  SOA governance roles and responsibilities

e  SOA governance technology

SOA Governance Guiding Principles

SOA Governance Guiding Principles, assist in the prioritization and decision-maki
design, deployment, and executioncof the SOA Governance Regimen. This includes
people/roles, processes, and technology. In addition, the SOA Governance Guiding
should be utilized to aid anlerganization to achieve stakeholder commitment to|
Governance Regimen.

Below are the SOA Governance Guiding Principles of the SGRM. The organization’
governance maturity will affect how these principles are selected and how strictl

g for the
aspects of
Principles
the SOA

SOA and
y they are

applied. It is expected that a subset of these principles will be selected and modified. It is also
expected that the principles will be expanded upon with principles unique to the organjzation.
Principle Description Rationale

SOA governance must The SOA governance program SOA is intended to drivelflexibility
prfomote the alignment of should support the business and IT | and agility for the busineps and IT.
business and IT drivers. Business and IT Failing to govern to fostgr that

Stakehotders st participate 1
governing and enforcing the
organization’s SOA program.

atigmment witt Teduce the benefits of
a service-oriented approach.

Conform to organization's
governance

SOA governance activities shall
conform to Business, IT, & EA
governance principles and
standards.

The organization governance
procedures are part of the strategy of
the organization and should be a
part of SOA governance as well.

Technical Standard (2009)
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Principle

Description

Rationale

An SOA Reference
Architecture is required

An SOA Reference Architecture
provides a set of architectural
patterns, standards, and best
practices for use in developing
SOA solutions.

Use of the approved architectural
artifacts, from the SOA RA, will
reduce project risk and lower costs,
by reducing the number and
complexity of design activities in

the project.

Organization reference architectures
may be based on standard SOA
reference architectures or industry

leClCIlLC dlbhiLCLluICb.
All SOA solution archite
should be created-based
organization’s-SOA Refd
Architecturg.

ctures
n the
rence

Provider & consumer
contracts

Contracts should exist between
service providers and consumers.

Contracts may be dictated by one
party.

To ensure\the correct del
serviee.

very of

Service metadata

To enable decisions and
descriptions relating to services.and
their contracts to be stored/in a
well-known location, ineluding
relationships among services and
their associated artifacts.

Understanding of the pur
service.

Business continuity imp3
Root cause analysis.

pose of the

ct analysis.

Identified governance
stakeholders

Stakeholders shall*be identified and
accept responsibility for the
governancg process(es).

To ensure proper executi
governance.

To communicate SOA g(
value.

bn of

vernance

To communicate appropifiate SOA

governance processes an
procedures.

i

Tailor SOA governance
processes

SOA governance processes should
be tailored based on objectives,
project scope, and risk.

Only do as much govern:
needed.

nce as is

To prioritize SOA goverpance costs.

Automate SOA _governance
processes

It should be possible to automate
the SOA governance processes.

Facilitates consistent and
application.

efficient

Reduces personnel requifed to do

the work.
Reduces training of peop
More reliable and traceal

e.
le

governance.

SOA Governance Framework
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Principle

Description

Rationale

Implement funding model

All services and solutions should be
covered by a funding model.

Ensure that an organization is
willing to develop and support a
needed service long-term, especially

if services may be used a

Cross

organization funding models.
Services developed on an ad hoc
basis may not be officially
supported for defects, conformance,
enhancement, and performance.

There is also a set of import

ant SOA principles that should be governed:

Principle

Description

Rationale

Service re-use

Existing services should always be
considered first when creating new
SOA solutions.

Re-use befofe'buy beforg
decease cost’and comple]

build to
ity.

Service description

Descriptions shall be adequate to
support consumer decision to use
the service.

Edsure consumers have 3
information to decide wh
service is appropriate for|
objectives. This may incl|

¢ Service metadata
e Policy
¢ Contracts
e Funding model (cury
projected)
Helps support consumers
existing services.

dequate
cther the
their
ude:

ent and

re-using

Service harvesting

Solutiops should be reviewed for
harvesting re-usable services.

Existing solutions are the
source for re-usable servi
the least development an
maintenance costs.

best

ces with
il

New solutions should compsider

harvesting services durin
development and on an o
basis.

b initial
ngoing

Service monitoring

Service contracts adherence should
be monitored.

Metrics should be gathered and
available.

To ensure correct service
To detect service contrac|

To feed service and SOA|
governance.

To support consumers chy
service with appropriate

delivery.
L violations.
solution

oosing a
metrics.

Service policy enforcement

Service design and run-time
policies should be enforced.

To ensure high-quality services.

To ensure conditions are

met that

have been expressed to achieve

stated goals.

Technical Standard (2009)
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Principle Description Rationale
Service security Services contracts and descriptions | To ensure correct security levels and
should be reviewed for risk levels.

conformance to organization
security requirements with
identified security best practices
and support of objectives.

Comply with EA The SOA services and solutions To ensure that the SOA s

architecture (if one exists). of the organization.

olution and

should comply with the enterprise | service fulfills the long-term goals

Organizations may need to create their own SOA and SOA governance principles
their needs.

SOA Governing Processes

Governing Processes realize the governance intentions of th¢s ofganization. The
processes that a governance model uses to govern any partieular process. Governed
are the actual processes being controlled, monitored, and~measured (e.g., testin
deployment); they are further expanded in Section 4.3.

that target

be are the
processes
g, design,

The SGRM defines three governing processes: Compliance, Dispensation, and Comnjunication,

which are performed on an ongoing basis. ¢ i§ expected that organizations V
Compliance processes, but they should be customized and extended as appropriate fo
solution.

Compliance

The purpose of this activity is to-define a method to ensure that the SOA policies,

Vi1l define
r the SOA

buidelines,

and standards are adhered toxThe Compliance process provides the mechanism for feview and

approval or rejection againist the criteria established in the governance framey
principles, standards, roles, and responsibilities, etc.). In many cases, it is an add
existing quality review process.

A suggested méthod is to insert SOA Governance Checkpoints into the defined SOA
defined below~(Service & Solution Portfolio and Lifecycle). These checkpoints can
reviews by:‘responsible parties or automated, programmatic checkpoints. A set d
checkpoints can be found in Appendix A.

vork (i.e.,
Lon to the

processes
be manual
f possible

The)Compliance process is an ongoing process. When a checkpoint review is not a

proved or

passed, then an exception to the Compliance process has occurred. The cause of the exception

should be adjusted or realigned i order to meet the compliance requirements. If 1t
should not be brought into alignment with policy, then the risk should be evaluated. T

cannot or
o facilitate

this evaluation, risk analysis criteria should be defined to determine the impact of the non-
compliance to the organization, such as increased cost, deferred strategies, and implementation

delays. If the organization chooses to accept the risks, then the Dispensation process is

SOA Governance Framework
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Dispensation

The Dispensation process is the exception and appeals process that allows a project or
application team to appeal non-compliance to established processes, standards, policies, and
guidelines as defined within the governance regimen. Examples include service funding, service
ownership, service identification, etc. The result would be a granted exception.

The following results may happen from a failed checkpoint assessment:

Dispensation: Provides an alternative route to conformance by granting permission to
remain non-conformant These are gmnth fora giVPﬂ time pPrind and set of identified

Communication

Communication processes educate, communicate, and support the SOA Governancq
and SOA policies, guidelines, and standards across the organization. This also includg

service and operational criteria that must be enforced during the lifespan of thg

dispensation. Dispensations are not granted indefinitely, but are used as a mechgnism to

ensure that service levels and operational levels are met while providing alevel

pf

flexibility in their implementation and timing. The time-bound natur¢)df dispendation

ensures that they are a major trigger in the Compliance process.

Comply: If dispensation is not granted, then the source of the failing checkpoint

assessment must be brought back into compliance. The othet-option is to re-evaluate the

risk using the risk analysis criteria, as additional facts may have been identified
Dispensation process. Even if the dispensation is not.granted, in some cases, an
organization may still choose to assume the risk. While this is not the ideal scen

during the

hrio, it

may occur, so the governing processes should@ddress it during the process definition.

Appeal: If the activity has caused an exception in a checkpoint and cannot or sh
be adjusted to pass compliance, the activity exception can begin the appeals pro
governance authority for a re-evaluation of the dispensation decision. Additiona
information to influence the decision should be brought forward.

Escalation: Should the appealnot bring about a satisfactory result, an Escalation
can begin with the next level of governance authorities.

Trigger for Vitality: Excessive exceptions and dispensations should trigger re-ey
of the governance framework and possibly an iteration of the SGVM. Numbers
exceptions, appeals, and dispensations should be tracked as a Key Performance
(KPI) for SOA governance vitality. Excessive dispensations may be caused by a
the policies)or guidelines as well as by a new business condition which impacts
SOA solution or SOA Governance Regimen.

uld not
bess to ask

process

aluation
Df
[ndicator
n error in
he current

b Regimen

s ensuring

Essential information to be communicated and available may include:

Value of SOA and SOA governance

that the governing processes are acknowledged within the governed processes. Communication
processes should ensure that the governance is understood. It should also ensure access to and
use of governance information.

Technical Standard (2009)
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Policies, standards, and guidelines

Compliance processes

Dispensation process including escalations and appeals
Organization, role, and responsibilities

Technology being governed and used by the governing processes

Governed processes and checkpoints

Parties to be communicated with may include:

Communication and information should be easily accessible via the use of technolog
repositories and the-Infernet. A technology framework should be available for s
accessing governance artifacts, such as the governance processes, stakeholders and 1
parties for those.processes, current policies, guidelines, standards, and dispensation.

Communig@ation is an ongoing process since changes in the policies and governance
will need to be communicated. These changes come from either natural changes i
poliey.or iterations of the SGVM to keep the SOA governance current with business strategies.

Using service testing as an example of adding governance to an SOA governed pra

Parties who are stakeholders; i.e., Business/IT Steering Group and Business’'Donain

Representatives

Parties responsible for SOA governed processes to ensure they understand and d
governance checkpoints appropriately; this includes the SOA-Solution Architect
Center of Excellence, Solution Development Team, ServiceDevelopment Team
Operations Team

Parties responsible for enforcing SOA governing proeesses to ensure they under
Compliance process and the Dispensation process; this includes the SOA Gover
Board

Parties responsible for the Compliance processes, including the SOA Governang
and the Solution and Service Developiment Teams

Parties responsible for the Dispensation processes, including the SOA Governarn

Parties responsible for definifig and executing the SGVM to ensure it is re-evalu
appropriately; this includesthe SOA Governance Board and the SOA Center of
Excellence

eploy the
, SOA
L, and IT

stand the
hance

e Board
ce Board

ated

es such as
oring and
esponsible

ramework
h business

cess in an

enterprise illustrates these processes. When an organization is doing service testing, it must
ensure that application teams comply with the correct way to test services by defining
checkpoints within the service testing process. These checkpoints have to be enforced in the
Compliance process. The application teams are provided with means to challenge the test
process through the Exception and Appeals process as part of the Dispensation process. Finally,
application or project teams cannot be expected to follow the agreed process to properly test
services unless this process was properly disseminated across the organization, which
incorporates the Communication process. Of course it is also possible to do a much lighter

SOA Governance Framework
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governance in a smaller organization where compliance checkpoints might only occur in testing

exception processes.

Governed SOA Processes

SOA governance begins with alignment to Business, IT, and EA governance. This

starts with

alignment of organizational governance and concludes with continuous enforcement and
compliance during operation. The governed SOA processes include planning, design, and

operational aspects of SOA as described in Figure 4.

SOLUTION : SERVICE
Soluti l Q)
olution .
PLANNING Portfolio | Service Portfolio
Management | a ‘a(g?
| 0N 7
____________ o ===
|
DESIGN & Solution -~ | -
OPERATIONAL Lifecyel QQ | Service Lifecycle
l\‘\\\ |
|

Figure 4: Governed SOA Processes

Instantiations of SOA should result in a set of SOA processes to provide ongoing m
of the SOA solution. As\shown in Figure 5, at the project level, the Solution
Management process focuses on planning and prioritization of individual SOA soluti
individual solutions may consume existing services as well as define new services.
the guidance of the'Service Portfolio Management process, these solutions may consy
usable services(developed by the Service Lifecycle process and/or define new sg
Service Portfolio Management. The new services are thereby prioritized by Servic
Management" for the Service Lifecycle process to manage for consumption by the

hnagement

Portfolio
bns. These
Following
me the re-
rvices for
e Portfolio
individual

SOA selations. The Solution Lifecycle then enforces the Solution Portfolio Managquent plans

duringthe development, deployment, and management of the individual SOA sol
Téchnical Standard does not provide detail on these SOA processes (those can be fou
SOA Reference Architecture standards), but focuses on governance of those processes

tion. This
hd in other

Technical Standard (2009)
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Provides Services To

4 Defines Services for
Service < Complies
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£ Prioritizes SOA )
A Solution Solutions For Solution
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h . <« Itecycile
Services Services Management Solutions Of 4
For Of
y |
S_erwce < Consumes Services From
Lifecycle
Legend
Planning
Design &
Operational

Figure 5: Governed SOA Process Relationships

SOA governance applies to the full lifecycle of SOAXTo align with the SOA Guiding
within the SGRM, a number of additional proces9activities and governance checkpoi
be defined and deployed in existing and snew SOA processes to enable the
Compliance process.

Principles
hts need to
governing

The SOA Governance Compliance process ensures continuous alignment and ggidance of

governance goals and policies, business goals, and the SOA solutions and sen

ices. The

governance processes influence-the goals and constraints of Service and Solution Portfolio

Management which in turnsfocus on planning how to implement SOA governa
applicable organizational lgvel.

The next section details-how to apply the SGRM to the SOA processes just discussd
activities, issues, aiid governance checkpoints have been provided as examples of S(
activities and iSsues which are particularly important to govern. The important 1
certainly vary.for organizations and SOA solutions. The governance checkpoints arg
of govermance which could be applied to these processes. These are a starting
customization for an SOA Governance Regimen for an SOA solution. A subsg]

hce at the

d. Process
A process
ssues will
examples
point for
t of these

processes, process activities, and governance checkpoints could be selected; it is expected that

additional ones unique to the organization will be defined.

Service Portrolio Management

Service Portfolio Management is the SOA process of ensuring that the organization has a set of
services appropriate to its needs. Service Portfolio Management is normally a new set of
activities not previously performed within the organization. It has some of the properties of

Solution Portfolio Management, but many activities are brand new.

SOA Governance Framework
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SOA Service Portfolio Management processes provide the most value when performed at an
enterprise level. By establishing service planning strategies in accordance with Business, IT, and
EA governance principles and goals, Service Portfolio Management has the responsibility to
plan for, assign implementation to specific projects, and deploy the services at the right time. An
important element of the Plan process is identification of services via decomposition of business
processes. Projects should also be identified for implementing one or more of the planned
services. The key is the correct services at the right time with the appropriate functional and non-
functional requirements (e.g., capacity) in accordance with the long-term Business, IT, and EA
strategies. It must also define proper service ownership, funding models, and usage plans based
upon re-use plans and fiscal responsibility as well as SOA maturity progression strategies.

Key issues that arise for SOA:

e Planning for the appropriate identified services to create business agility and maximize re-
use

e  Funding models that support business agility and re-use across the ‘organization
e  Resolving service ownership issues across the organization
Service Portfolio Management governance helps ensure that'these goals are achieved Hy:

e Inserting checkpoints into the services planning ptocess, project planning procegs, service
development lifecycle process, service ownership process, and service funding grocess at
levels appropriate to the governance maturity of the organization

e  Defining and monitoring metrics to trigger adjustment to the Service Portfolio
Management process

e  Service planning for decomposing services

Table 1 shows an illustrative set of activities for Service Portfolio Management. Further details
including governance opportunities can be found in Section A.2.

Table 1: Service Portfolio\Management Activities

Service Portfolio Management Activities

Service Portfolio ‘Rlanning Service Ownership Service Change Management

Service Identification and Service Funding
BusinessJustification

Service Lifecycle Management

SO

SOA—Serviee—Ltfeeyele—Management—s—the—extenston—eof—the—erganization’s! Software
Development Lifecycle (SDLC) by adding or putting emphasis on activities necessary for
Service Lifecycle. Service Lifecycle processes cover the design, development, deployment,
management, and ultimate retirement of services.

Key issues that arise for SOA:

e  Adapting organization current software development lifecycle to service development
lifecycle

Technical Standard (2009)
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e  Establishing and approving service contracts (e.g., business processes will have the

necessary capacity)
e  Publishing services to enable re-use
e  Managing multiple versions of a service
e  Detecting unexpected service usage

e  Meeting SLAs and architecting to enable this

1
TVIoHa S TS tO pPOoTIiTiTs

Service Portfolio Management governance helps ensure that the goals of Service Lif
achieved by, e.g.:

e Inserting checkpoints in the Service Lifecycle at both design time,and-operation
levels appropriate to the governance maturity of the organization

ecycle are

time at

e  Defining and monitoring metrics to trigger adjustment to thie' Service Lifecycle process

e Changing management governance to ensure changes-dare’coordinated across prgjects

e  Ensuring service registries and repositories stay cutrent
Table 2 shows an illustrative set of sub-processes_for Service Lifecycle management. Further
details including governance opportunities can be‘found in Section A.2.
Table 2: Service Lifecycle Activities
Service Lifecycle Activities
Service Definition Service Implementation, Service Management apd

Assembly, or Acquisition Monitoring

Service Realization Planning Service Testing Service Support
Service Modeling Service Deployment
Solution Portfelio Management
SOA Solutipn-Portfolio Management is the process of ensuring that the organization ljas a set of
SOA solytions appropriate to its needs and capability to implement and undersfand those
solutigns® Solution Portfolio Management processes identify the solution scope arld develop
solution plans for service re-use and new development in order to meet thg solution
requirements. SOA Solution Portfolio Management is the extension of IT| Portfolio

Management, adding or putting emphasis on a few activities necessary for mamaging the

portfolio of SOA solutions. There is normally no need to create a new process for SOA Solution
Portfolio Management since there will still be non-SOA solutions created and managed in the

portfolio.

Effective enterprise transformation is assisted by the application of SOA principles to enterprise
architecture in a synergistic fashion. SOA principles enable flexibility and improved time-to-
market in IT supported processes and business solutions. Enterprise architecture merges strategic
business and IT objectives with opportunities for change through portfolio gap analysis,

SOA Governance Framework
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transition planning, and architectural governance. Leveraging service-oriented portfolio gap
analysis, the enterprise planning cycle transforms strategy into a roadmap of specific change
initiatives, and governs the execution of that resulting roadmap. The SOA lifecycle then drives
solution delivery in the context of one or more specific projects in the roadmap.

In addition to common Solution Portfolio Management processes, SOA Solution Portfolio
Management has particular key requirements due to the nature of SOA:

e Ensuring SOA is a valid solution pattern for addressing the business problem

e  Ensuring return-on-investment analysis for SOA is performed

e  Ensuring SOA solution funding is available

e  Educating and training stakeholders on the SOA Solution Portfolio and its’benefit to the
business

Solution Portfolio Management governance helps to ensure that the goals of Servicq Lifecycle
are achieved by:

e Inserting checkpoints to ensure the quality of the Solution Portfolio at levels appropriate
to the governance maturity of the organization

e  Defining and monitoring metrics to trigger adjustment to the Solution Portfolio
Management process

e  Ensuring training/communication is doneand maintained as the needs of the organization
change

Table 3 shows an illustrative set of activities for Solution Portfolio Management. Further details
including governance opportunitiesgan be found in Section A.2.

Table 3: Solution Portfolio Management Activities

Solution Portfolio Managemént Activities

Solution Portfolio Planning SOA Solution Validity Solution Change Mandgement
SOA Solution Funding

4.3.4 SOA Solution Lifecycle

The SOA Solution Lifecycle supports the design, development, deployment, mgnagement,
chafige, and ultimate retirement of SOA solutions. SOA Solution Lifecycle processes|are where
the-majority of the solution development is governed. Key SOA-related challenges [during the
SOA solution development lifecycle include but are not limited to-

e  Ensuring business processes for the SOA process orchestrations include business rules,
business process management, and associated technologies

e  Ensuring Service Portfolio Management interfaces include service identification and
service contracts used by providers and consumers

e  Enabling service assembly for building composite services and applications

22 Technical Standard (2009)
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e  Ensuring service certification during deployment includes the validation of service
contracts as well as functional and non-functional requirements

e  Enabling service operational management which includes Service Level Agreement
(SLA) verification, service monitoring, and reporting

e  Ensuring change management for SOA services which includes accurate impact analysis
of deployed services

e  Ensuring proper cost allocation for service development and execution

SOA Solution Lifecycle governance helps ensure that the goals of Solution Lifpcycle are
achieved by:

e Inserting checkpoints into Solution Lifecycle processes (design, development,
deployment, management, change, retirement) at levels appropriate-te'the goverphance
maturity of the organization

e  Specifying all the solution elements as a coordinated program,.and identifying ahd
coordinating stakeholders and organizing authority to proceed

e  Managing solution responsibilities and providing soltifion management capabilifies
including scope management, issue management, and change management

e  Providing a solution review process and adjusting contributing factors to attain ¢ptimum
overall solution performance

e  Preparing complete, comprehensive aceurate estimates of solution effort and schedule
including recognizing dependencies,resources required, and expenses and identjfying
risks and contingency plans

e  Defining and monitoring métrics to trigger adjustment to the Solution Lifecycle|process

Table 4 shows an illustrative Set of activities for Solution Lifecycle. Further detaild including
governance opportunities:¢ah be found in Section A.2.

Table 4: Solution Lifecycle Activities

Solution Lifecycle’Activities

Solution Definition Solution Modeling Solution Management pnd
Monitoring
Solution’Realization Planning Solution Implementation, Solution Support

Assembly, or Acquisition

Sérvice Re-use Planning and Re- | Solution Testing SOA Entitlement/Usagde
use Exceptions

Solution Deployment

SOA Governance Framework 23
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SOA Governance Roles and Responsibilities

Below are example roles and responsibilities that should be considered as part of an
organization’s SOA Governance Model. Which roles apply will be a function of the governance
principles and SOA governance maturity. The role name is not as important as the
responsibilities highlighted. Each organization has their own role naming conventions and it is
more important to adopt/align the new governance responsibilities with the existing internal

structures.

These roles and structures are exemplary and provided as a starting point for customization for

an SOA Governance Regimen for an SOA solution. A subset of these roles and/o1] structures
could be selected. Different organizations might decide, for simplicity, to have|combined
organizational structures to support the roles displayed in the table below()Additional roles
unique to the organization may be defined.
Structure Key Roles Responsibilities
Business/IT Steering Group CIO Ultimate decision-makers for|decisions
(Sponsorship of all IT Solutions | CTO or Chief IT Strategist | regarding SOA solution, service, and
and Services) Chief Architect busingess and IT-related mattefs

Business Domain Owners

Approve SOA strategic direcfion

Approve governance principl

ES

SOA Steering Board
(Sponsorship of SOA Program
and Leadership)

SOA Chief Architect
SOA Program Director
SOA Business-Sponsor

Define future SOA strategic
and roadmap

Monitor SOA strategic direct
Ensure SOA principles and pi
will make an appropriate and
contribution to the overall ent
business strategy
Support the desired outcomes|
objectives by providing fundi
resources for the SOA and SO
governance

Defines the SOA governance

irection

on

actices
necessary
erprise

and
hg and
A

principles

EA Governance Board

Chief Enterprise Architect
Enterprise Architects
Chief SOA Architect

Define and develop the servid

Define and develop the SOA
portfolio (segment/domain ar

e portfolio

solution
hitecture)

Technical Standard (2009)
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Structure Key Roles Responsibilities
SOA Center of Excellence Business Champion Represents the business organizations in
(Definition and Development) Chief SOA Solution the CoE
Architect Collaborate to develop SOA
Organizational Change Governance Roadmap, Transition Plans,
Consultant and governance principles (SGVM)
Test Strategist Definition and development of SOA
Roles responsible for: governing processes and best practices
e SDLC Definition and development of governed
o Proiect manacement | SOA processes and best practices
proJcesses - Defines where compliance cﬁbckpoints
e Operational processes | should be inserted into goverped SOA
management processes
Tool strategist Definition and menitoring of SOA

metrics across theLOBs (SOA
governance KPIs)

Architecfural definition and ifitegration
suppoft’across LOBs (consulf
Initiate SOA and SOA governjance
organizational changes
Develop governed SOA transformation
plans
Identify SOA training and mgntoring
plans
Define and validate changes tp the
project management process
Select and implement the SOA
governance tool strategy

Business Domain Program Manager Responsible for the solution ffom a
Representatives Business Architect business perspective by justifying the
(Scope and Delivery solution and services existende and

Process Engineer

Management) continuous operation to the stakeholders

Business Subject-matter . i )
Expert Determine business service

functionality
Communicate business requirements
and identify business serviceq for each
domain
Share information regarding gpecific
business requirements and idgntify the
cross-organizational SOA buginess
services

Wotrk onpriortizina nroara
r o r [=3

requirements and services

Develop service proposals to go through
funding process

SOA Governance Board SOA Chief Architect Ensure compliance with standards and
(Informing and Monitoring) Business Architects guidelines

Dispensation
Communication

SOA Governance Framework 25
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Structure

Key Roles

Responsibilities

Solution Development Team
(Execution and Delivery)

Project Manager
Business Analysts
Solution Architects
Integration Specialist
Operations Architect
Developers

Testers

Security Architect

Manage the solutions within a specific
domain

Design, development, testing,
deployment, execution, and delivery of
the SOA solution within the domain

Maintain consumer-side interfaces to
services

Follow standards and guidelines
Understand and abide by the governing

processes

Service Development Team
(Execution and Delivery)

Project Manager
Business Analysts
Service Architects
Integration Specialist
Operations Architect
Developers

Testers

Security Architects

Design, development, testing
deployment, execution,/and delivery of
the services

Maintain interfaces to its serviices
Follow standards and guideliges

Understand and abide by the governing
Processes

IT Operations
(Execution and Delivery)

Database Administrator

Network Infrastructure
Architect

System Administrator
Operations

Database administration services
support

Network infrastructure servicgs support
Systems administration suppdqrt
Support for central IT functiohs
Follow standards and guidelines

Understand and abide by the governing
processes

Figure 6 is a diagram of how thiese organizations could relate to one another:

Technical Standard (2009)
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Governance

Informing and Monitoring

Sponsorship and Leadership

Sponsorship and Leadership

\

Scope and Delivery

Figure 6: Example Roles and Responsibilities

Management
Definition and D Informing and Monitoring
Execution and Delivery Teams
Solution Service Solution Service
| | | Development
Project Manager Project Man Project Manager Project Man
Business Analyst Business Anm Busginess Analyst Business Anal
Solution Archilect Service Archiect Solution Arehitect Seruice Architect
Integration Arch Integration Arch Integration Arch Integration Arch
Security Arch Operations Arch Security Arch Operations Arch
Developers SECLIT“)I Arch Developers E'EEm SSCI-I'E’ Arch
esters evelnpers esters evelpers
i Testers i Testers

IT Operations

SOA Governance Process Artifacts

SOA governance artifacts are newaartifacts created explicitly to support SOA governa
artifacts should be available*te’governance stakeholders and kept current. These a
exemplary and provided as'a-starting point for customization for an SOA Governanc

hce. These
tifacts are
e Regimen

for an SOA solution. A subset of these artifacts could be selected or additional oneq unique to
the organization may-be defined.

The categories.of artifacts are:

Busingss-level: Business-level artifacts include those developed from a businesg
pérspective to guide the development of a governance regimen for the organizat
Business-level artifacts may include documentation of SOA goals, requirements}, and use-
cases for the business, SOA solution, and services. More specifically for SOA

governance, business-level artifacts would document the governance guidelines

on.

© ISO/IEC 2012 — All rights reserved

governance vision, and scope.

Organizational: Organizational artifacts would include documentation of the organization
charts, roles, and responsibilities for those affected by SOA governance. RACIs are one
way to document this information.
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e Roadmaps: Roadmap documentation would be based upon the current and target SOA and
SOA governance maturity assessments. It would also include documentation of the
governance roadmap which identifies future iterations of the SGVM.

e  Descriptions: Descriptions define solution and service descriptions, including interface
descriptions, schemas, service-level descriptions, and documents of understanding.

e  Processes: Process descriptions document governed processes and governing processes for
compliance and dispensations.

e Policies: Policies document business policies, SOA solution policies, SLAs, as well as

governance policies. Governance policies include policies and metrics for monitoring
SOA governance and SGVM iteration triggers.

e  Plans: Plans document Transition Plans for the organization, process, and techn

logy.

Plans for communication and implementation for SOA governancecare also key prtifacts.

Examples of artifacts used to drive the SGVM are as follows:

Document

needed in the current effort to optimally
perform SOA at this organization. This
document will be used by the SOA
governance effort to drive the needed
changes.

Artifacts Description Created by
Communication Plan A plan describes how information-about SGVM
SOA governance is communicated:
Guidelines Provide prescriptive guidance'to ensure SGVM or earliey
compliance.
SOA Metrics Statistics that are regularly gathered as part | SGVM
of the normal SOA“process to measure what
is happening or.not happening.
SOA Governance Statistics thatare regularly gathered as part | SGVM Monitorjng phase
Checkpoint Metrics of the narmal SOA Governance Checkpoints
to measure what is happening or not
happening.
SOA Processes Change Document which identifies the changes SGVM Monitorjng phase

Artifacts-are also used to feed governing processes; example processes and the artifagts used by
them_are found in Appendix A. The extent of these artifacts depends on the principles and the
maturity of the organization. The detailed content is described during the Define phase of the
SGVM. A sample set of governing process artifacts used in the SOA governing procgsses have

béen identified as follows:

Artifacts

Description

Created by

Appeal Record

Documentation of an appeal to an exception
and the resolution.

Dispensation process

Exception Record

Documentation of an exception at a
compliance checkpoint.

Dispensation process

Technical Standard (2009)
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Artifacts Created by

Description

Documentation of a dispensation to an
exception.

Dispensation Record

Dispensation process

Documentation of the approval at a
checkpoint.

Compliance Record

Compliance process

SOA Governance Technology

The purpose of this section is to identify terhnn]ngv oapahi]i‘rieq that can be used to I

rform the

SOA governing processes. It will not discuss or identify capabilities for the governed
but in some cases the identified capabilities might support both the governing, and
processes (e.g., a repository or a policy enforcement tool).

SOA Governance Technology is technology to be used to enable governance and th
partial automation of the governing processes. A framework for téehnology capal
range in ability from manual processes to sophisticated software. (Technology capab
by the governing processes include:

processes,
governed

e whole or
ilities can
lities used

e  Store and access capability — A technology framework should be available for sforing and

accessing governance artifacts, such as internal or external web sites, registries,
repositories, configuration databases, or knowlédge management repositories.

e  Policy enforcement capability — An SOA gevernance policy framework helps to
and possibly automate the monitoring for.violations of governance policy. This
include both design time and run-time governance.

e  Monitoring capability — An SOA monitoring framework can be used to measure

support
Can

and

gather metrics on the SOA services and policy enforcement and the appropriatefess of the

current governance regimen A monitoring framework can be used to implemen
governance enablementand trigger the checkpoints in the Compliance process.

e  Management capability — SOA management tools, such as change control or copfiguration

management, can-be used to implement and maintain governance. There may al
governance guidelines regarding the usage of these tools. Security management
capabiliti€syare also key to ensure visibility of the results of governed processes

50 be

to

appropriate stakeholders. This is especially important for the governance Compliance and

Vitality processes.

e ‘Workflow capability — Capturing Compliance and Dispensation processes as wd
documents and enabling automation of the processes.

rkflow

specifications, such as SOA reference architectures, define what technologies should

Ises. Other
be used to

develop, deploy, and operate an SOA solution. SOA Governed Technology also needs
governance, but the governance of these technologies is part of the Service and Solution
Portfolio and Lifecycle Management processes, not detailed in the present document, just like

the governance of SOA processes and SOA communications.

SOA Governance Framework
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SOA Governance Vitality Method (SGVM)

30

The SOA Governance Vitality Method (SGVM) is a process that utilizes the SOA Governance
Reference Model (SGRM) as a baseline and then follows a number of phased activities to
customize this baseline model to cater to the organization’s variants. SOA governance should be
viewed-as-a-process-and-rot-a-projeet;-therefore;-the-phases-of- the SV M-showld-be-viewed as a
continuous improvement loop, whereby progress is measured, and course-correction jahd updates
to the SOA Governance Regimen and SOA Governance Roadmap are performed when needed.

SOA Governance
Vitality Method

(SGVMY

Figure 7: SGVM Phases

The phases of the SGVM as illustrated in Figure 7 are:

e  Plan — Identify and analyze the core governance areas for improvement. Establish
objectives/plan and specific measures for a proposed increment. Previously deployed
increiments are also evaluated for any necessary improvement.

e (Define — Define the SOA Governance Model Transition Plans required to delivgr the
objectives defined in the Plan phase.

¢ Implement — Implement the Transition Plans including deployment of processep,

organization, and technology aspects of the SOA Governance Model.

e  Monitor — Monitor the effectiveness of the currently deployed SOA Governance Regimen
and whether it is meeting its intended purpose. This phase may start another iteration of
the SGVM.

Technical Standard (2009)
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It is in the Plan phase that the needs and priorities of the business are documented, along with
the role of the organization in meeting those needs. Also, the state and maturity of the current
organization’s governance are assessed and gaps are identified. From all this analysis, the SOA
governance vision and strategy, as well as the scope, are documented. A governance roadmap
may be created to describe planned future iterations of the SGVM.

Figure 8: Plan Phase Activities

Understand current
governance structu res

Assess SOA maturity J

Develop SOA Gov ance
vision and strat
—"f v
Develo @bA Governance
scope
|
) &
Develop SOA Governance
| principles
2
Develop SOA Governance
roadmap
=

Understand Current Governance Structures

The purpose of this activity is to understand the current governance structures of the
organization and use them to understand how the generic framework should be adapted. The
structures for Business, IT, and EA governance are examined from process, organizational, and
technology points of views. If any SOA governance structure or IT governance structure that

SOA Governance Framework
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would also be useful for SOA governance exists, it can be used as a starting point. Existing IT
and EAe control points should be analyzed for re-use and relevance in the SOA context.

The main tasks within this activity are:

e Identify SOA governance stakeholders; this will include some that are pertinent on a
tactical perspective, as well as strategic (which may include a different set)

e Investigate the current governance model by reading existing documentation, interviews,
and workshops with stakeholders

5.1.2 Assess SOA Maturity

The purpose of this activity is to create an understanding of the maturity level 6f SOA|within the
organization and its change readiness to ensure the SOA Governance Framéwork is defined to a
level appropriate for the organization.

Note: ~ When the maturity level increases, the SOA Governance Regimen needs to be
modified (detected in the Monitor phase and managed im the next iteration through the
SGVM).

The maturity assessment allows you to have a good understanding of where an organifation is at
the present time. A complementary effort is to define,where they want to be. These twp activities
can serve as input for the formation of a governancetoadmap.

The OSIMM (see Referenced Documents) ¢an be used to structure this assessmgnt. Using
OSIMM, the SOA maturity of the organization’is assessed across a set of perspectives

e  Business — includes how the businhess has structured itself for change (e.g., whether any
process management efforts exist).

e  Organization — includes several governance elements, including assessing the cyrrent
SOA governance capabilities (organization, processes, technology).

e Methods — includes the techniques used in the current SOA processes (from inc¢ption to
delivery).

e Applications — includes assessing how applications are managed as a set, and pajticulars
regarding’their assembly and maintenance.

e Architecture — includes assessing the core structures and patterns influencing th¢ current
technical direction and used as foundation for designs in the organization.

o~ Information — includes assessing the approaches given to data management and pusiness

11atalls
lllL\.«llls\.«ll\/\/.

e Infrastructure — includes assessing the current infrastructure capabilities to support the
needed SOA effort.

32 Technical Standard (2009)
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Tasks within this activity make use of workshops and interviews to achieve their goals.
Complementary to the maturity assessment, a change-readiness assessment may also be

delivered using tools like Strengths, Weaknesses, Opportunities, and Threats (SWOT)

L1
analysis.

It should be noted that not all assessments need to include all the categories listed above. There

may be situations in which a focus solely on the organizational perspective,
governance, would be preferred.

Develop SOA Governance Vision and Strategy

including

Tl £ 4l fax et M 4+ d 1 41 1 4+ - £, QOVA
L1IC PUllJUbb Ul Uul1s abuvu_y 15 WU UVVUIU}} UIv lUlls LI VISIVUIL 1TUL OVUZY SUV\alllal

organization and the strategy to realize it.

The main tasks within this activity are:

e  Use the SOA governance principles and SOA strategy to create the-Jong-term S(
governance vision for the processes, organization, and technology for the organi

e  Develop a high-level strategy for achieving that vision, including:
— Definition of the return-on-investment of governance-activities

— Definition of the metrics necessary to be able te;measure the value of the goy
activities (examples can be found in Appendix C)

— Execution of an analysis of the organization strategic initiatives and their rels
possible SOA efforts; this will help clarify prioritization within the SOA gov|
strategy

Develop SOA Governance Scope

The purpose of this activity is~to set the scope of the SOA governance effort

ce for the

DA
zation

c€rnance

tion to
ernance

including

identifying the people and_processes in the organization that will be affected and the level of

control that will be applied. This is important because there could be a seeming

ly infinite

number of governance(mechanisms (e.g., control points, policies, etc.) that could be pit in place.

This activity focusgs”on making sure that only the needed governance elements, as
particular SOA maturity, needs, and risks, are defined. The scope is defined using the
the current goverrniance, and the maturity level.

Develop-SOA Governance Principles

Thepurpose of this activity is to adapt the generic SOA governance principles from §
to the specific organization.

scoped by
principles,

bection 4.1

The main tasks within this activity are:
e  Validate the generic SOA governance principles against the organization:

— SOA strategy

! Refer to http://en.wikipedia.org/wiki/SWOT _analysis.
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5.2

34

— SOA maturity
— Organization, business, and IT principles

e  Add appropriate SOA governance principles unique to the organization

e  Create an SOA governance principle list with descriptions, motivations, and implications

e  Get approval of SOA governance principles from the proper stakeholders (including

program sponsors)

D L O OA O D (]
UJTVCIUY VUA GUVeTTIaliLt NOaulliap

The purpose of this activity is to develop an SOA Governance Roadmap which will define a

number of iterations of the SGVM cycle. The first SGVM cycle should proyideAor th
initial deployment of the SOA Governance Regimen. Additional iterations are
eventually realize the SOA governance vision. As SOA maturity “increases,

e practical
defined to
this SOA

Governance Roadmap will need to evolve. In addition, the SOA Governance Roadmap will need

to be in synch with the SOA Roadmap as it is deployed and adjusted:

Define Phase

The generic SGRM is used with the results fromthe Plan phase to create the tj
governance architectures for the organization, prggesses, and technology.

The gap between the current SOA governanceand the target is analyzed and used to ¢
of transition roadmaps. These transitigly roadmaps contain transformation initi
organizational, process, and technology ateas for this iteration of the SGVM.

Figure 9 shows a set of activities_ to-be performed during the Define phase, not necessg
exact order.

irget SOA
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atives for

rily in this
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5.21 Define Governed SOA Processes

are:

¢_) SOA Solution Lifecycle

e (SOA Solution Portfolio Management

The purpose of-this activity is to identify the SOA processes used by the organizdtion to be
modified or havecheckpoints added to enable SOA governance. The processes from $ection 4.3

e Service Lifecycle

— % Service Portfoio Marmagerent

Appendix A provides a set of exemplar SOA processes and suggested SOA governance
opportunities and checkpoints. The main task of this activity is to review the existing SOA
process together with the example processes and checkpoint and describe the target SOA
processes and checkpoints according to the SOA governance scope, vision, and strategy.

SOA Governance Framework
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Define Governing SOA Processes

The purpose of this activity is to adjust the SGRM governing processes to the organization. The
governing processes are defined in Section 4.2 (Compliance, Dispensation, and
Communication).

e  Compliance — The purpose of this activity is to define a method to ensure that the SOA
guidelines and standards are adhered to. Roles and organizational aspects should also be
identified for execution of the Compliance process. A suggested method is to use the SOA
Governance Checkpoints inserted into the SOA processes in the previous step. A set of

Aaocablerchaalan.

1t aain farndin—Annandis—A
POSSTOTCCUnICUKpPOTIITS Car oUTounC T 7 xpponaTrX 7y,

e Dispensation — The purpose of this activity is to define the method to initiate Exiception
processes from Compliance processes. Define the detailed processes for.the organization
and the roles within the organization for carrying them out.

e  Communication — The purpose of this activity is to educate, communicate, and Jupport
both the architecture and the SOA guidelines and standards aCress the organizatjon. This
activity should also identify communications mechanisms.and technologies for fnaking
governance policies available.

Collect SOA Guidelines and Standards

The purpose of this activity is to collect existing SOA ‘guidelines.

Define SOA Governance Organization, Roles, and Responsibilities

The purpose of this activity is to defiri€ the SOA governance organization and the [associated
roles and responsibilities.

The main tasks within this activity‘are:
e  Adapt the generic organizations from the SGRM to the needs of the business
e  Create additional.specific, custom organizations which may be unique to the buginess
e  Adapt the-generic roles and responsibilities from the SGRM to the needs of the business

e  Create additional custom roles and responsibilities for the organization which mpy be
unigue to the business

RACLdiagrams may be used to document this.

Define SOA Governance Information Artifacts

The purpose of this activity is to define the information entities used in both the governing and
governed SOA governance processes.

The main tasks within this activity are:
e Identify the governing processes information entities to maintain

e  Identify the governed processes information entities to govern (ensure correctness)

Technical Standard (2009)
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The nature of the governed process information artifacts will depend on the governed processes

defined in the previous steps.

A set of possible SOA information entities can be found in Appendix B.

Define SOA Governance Environment

The purpose of this activity is to define the target SOA Governance Technology solution.

The main tasks within this activity are:

e  Derive the SOA technology needs from the SOA principles, SOA strategy, SOA

SOA governing/governed processes, information artifacts, and information.usage.

maturity,

e  Ensure that the technology can support the current maturity level of the-organizgtion.

e  Identify technologies which could include tools, such as registries\and repositories. Some
of these technologies may be used by both governed and governing processes. Tlools may

also include tools to manage architectural assets, policy, and knowledge.

Create Transition Plans

The purpose of this activity is to create a set of Transition Plans using defined organizational,
roles, and processes using the SOA governance principles, the SOA governance stijategy, and

information about the organization.

There are three different transitions plans préduced.

Organization Transition Plan

This plan contains the organizational roles and responsibility changes needed. The Ofganization

Transition Plan includes ‘ap’ organizational assessment,

future organizationgl

design,

identification of roles and-tesponsibilities within these new organizations, a changg readiness

assessment, and tramsition processes which outline the impact on the or
Organizational changes are made in parallel with the Process and Technology Transi

banization.
fion Plans.

Different organization changes may be needed as different tasks of the Implement ajd Monitor

phases of the technology transition are executed. Appropriate linkage to the IT Trans
should be identified.

Some tasks that may be part of the Organization Transition Plan include:

¢ " Identifying the stakeholders

Faoin o

Py 1da laszont +

ition Plans

atifin g tha cegoi od: oo o a-SOA _savaernarneca—adda haowuth lnt ract
Tdenttfyine-the-organizationsrelevantto-SOA—governaneeand-definnghow-they interac

with each other

e Identifying changes in the specific roles and responsibilities of the personnel within the

organizations defined
e Identifying development and governance teams

e Identifying plans to address resource or talent gaps identified during the Define

SOA Governance Framework
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e  Scheduling training and education on the governance process

Process Transition Plan

The Process Transition Plan contains the processes changes necessary to implement SOA
governance. The SOA Governance Process Transition Plan includes the set of detailed activities
necessary to migrate the current governance processes, if any, to the newly defined ones. This
may mean defining changes to implement in current processes and education on those new
processes. A Program Manager should be assigned to provide overall management and standard
project management of the SOA Governance Process Transition Plan

Each step in the Transition Plan will address a governance deficit that was identified in the
governance planning and definition steps. Each step will be created as a @esult ¢f a Work
Breakdown Structure which specifies the set of activities that must be performed I1 order to
rectify the governance deficit. Each step in the Transition Plan can be expected to:

e  Make use of governance “assets” that provide information on-best practices, examples,
process diagrams, or other assets as defined by those knowledgeable in governafce state-
of-the-art

e  Have specified roles and responsibilities

e  Have a schedule associated with the Transitionflan implementation

Technology Transition Plan

This plan contains the technology transitiéh needed to implement SOA governance.| The SOA
Governance Technology Transition Plan includes the set of detailed implemenfation and
deployment plans for the necessary, governance supporting application and IT infijastructure.
This includes identifying supporting infrastructure like repositories, registries, policy |evaluation
engines, and tools. Any missitig’ technologies will need plans to acquire them. The Tlechnology
Transition Plan will need to'include:

e  Technology gap analysis and proposals

e  Technology funding and acquisition plans
e  Technology deployment plans

e  (Guidelines for each implementation project

¢ )" Architecture contract to govern the overall implementation and deployment progess

Implement Phase

The Implement phase is responsible for enabling and realizing the governance solution
determined in the Plan and Define phases. This phase implements the Transition Plans including
deployment of processes, organization, and technology aspects of the SOA Governance Model.
At the end of this phase, the SOA solution will be ready to be managed and governed.

Technical Standard (2009)
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Organization

Process

Technology

Figure 10: Implement Phase Activities

The Define phase provides the SOA Governance Organization “Transition Pl
Governance Process Transition Plan, and SOA Governance Tec¢hnology Transition
Organization Transition Plan includes plans for implementing organizational ch|
possibly identifying either an organization change lead or atesponsible governing bd
Enterprise Review Board which consists of business and [T executives. The Process
Plan includes the set of detailed activities necessary te migrate the current governance
if any, to the newly defined ones. The TechnologyTransition Plan includes selectig
governance tools, SOA governance infrastructute, SOA governance process, and of
metrics. Most importantly, from an execute petspective, it includes the detailed Mig
Implementation Plans which must now be implemented.

hns, SOA
Plan. The
hnges and
dy like an
Transition
processes,
n of SOA
ganization
ration and

Effective project management is important for the Implement phase of SOA governaice, just as

one would do for any strategic project. As this will consist of implementation of t
Transition Plans, it is importantito consider the best manner in which this plan
considered for implementation;’that is, “governance of the governance implementa;
should include at a minimuym:

e  Before starting implementation of these Transition Plans, develop guidelines for
implementation project.

e  Create @ project plan to govern the overall implementation and deployment proc
Threughout this phase it is important to perform the appropriate governance fun
white the system is being implemented and deployed. This includes identifying

he defined
should be
ion”. This

each

eSS,
ctions
hind

eontracting appropriate skills to execute the Transition Plan, including developnpent, test,

deployment, and executives.

initiatives, and approaches.

SOA Governance Organization Transition Plan Implementation

The Organization Transition Plan is executed over time and in a coordinated fashio
Process Transition Plan and the Technology Transition Plan.

SOA Governance Framework
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SOA Governance Process Transition Plan Implementation

The Process Transition Plan is executed to actually implement the governance checkpoints in the
governed processes and to implement the governing processes.

SOA Governance Technology Transition Plan Implementation

Implementing the SOA Governance Technology Transition Plan includes doing gap analysis
between available technology and the target technology. An acquisition and change to the
current system may need to be made to fill the gap according to the Technology Transition Plan.

Duliug illlplClllCllldliUll l‘llib pldll IIIUSU pUlfUllll dpplUplid,lC sUVCIAIIUT fullbliUIlb
system is being implemented and deployed. It must also ensure conformance withiA
architecture by implementation projects and other projects.

The following tasks are part of the implementation of any of these Transitién Plans:

Implementation of SOA Governance Framework Assets — Implément and/or acc

while the
he defined

uire tools
1on of

and mechanisms needed to support SOA governance. This iricludes instrumenta
existing SOA services, processes, and assets to enable theic‘governance. Tools

ay

require acquisition, installation, and configuration of hardware and software. Like any
other development project, during detailed design and-development milestones ¢an be set
to periodically check continued adherence to governance requirements and polidies.

Development tools doing model analysis and pelicy-based rules to support ong
governance monitoring.

Assemble the Governance Solution — {dgally the governance solutions should fo
predefined rules and processes basedupon defined SOA governance architectur:
principles and standards. In addition;, techniques defined to implement and asser
solutions in general should beaised. This includes implementing flows, automat

ing

[low
1l
nble SOA
bd

orchestrations, and business tules to drive governance. Ensure that these solutiofps adhere

to the governance policiesyand requirements.

System Verification After the governance framework is built, conformance with the

governance solufion architecture, principles, design, and policies should be verif
Testing should include stress testing the governance framework for appropriate
Service (Q@S) and performance compliance.

Depley =Deploy governance mechanisms, governance IT infrastructure, and go
policies into different staging environments (e.g., testing, pre-production, produ
This includes deploying governance policies into a repository for ongoing use d
Monitor phase. It also includes managing the deploy information, registration,

configuration, and versioning of the SOA governance solution and release into

ied.
Ruality of

vernance
Ction).
iring the

roduction

using service contracts and service policies that are deployed with the solution

Conformance Verification — Check for compliance at the end of the Implement phase to
ensure conformance with the defined SOA governance architecture by implementation
projects and other projects. Certify services and solutions as being compliant with the IT

and Business Transition and Migration Plans.

Implementation concludes with initial verification of the deployed governance solution
framework. Ongoing testing and verification of conformance of the SOA governance solution to

Technical Standard (2009)
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the governance principles and policies and the furtherance of SOA governance vitality will be
done in the Monitor phase.

5.4 Monitor Phase

The Plan and Define phases defined previously have created the governance solution and the
Implement phase has implemented the governance Transition Plans including deployment of
processes, organization, and technology. The Compliance processes are now running to govern
the SOA processes, organization, and technology. The Monitor phase is responsible for
MoMnitoring the governing and governed processes o determine whether the SOA_overnance
Regimen needs to be adjusted. If they do need to be adjusted, a new iteration of the SGGVM cycle
is initiated.

—

Monitorand
Evaluate SOA-G
proceSSES

”

r

Monitor anth
Evaluate,SOA
processes

Ve

Monitor external
changes

— —

|

-
v

-—___‘_'———-.
Onboard , Monilor
and Evaluate SOA
guidelines
development
_‘_‘_‘_-_‘_'_‘_‘—-—-.-

Figure-11: Monitor Phase Activities

Specifically, the Monitor phase must consider and evolve the governance policies, grocedures,
organizations, roles, and responsibilities. While the basic need for governance has not changed,
the organization will acquire additional maturity that will require a proportional increase in
governance maturity. Metrics will show what aspects of governance are working and what
aspects require change. No matter how good a job has been performed in the previous phase of
Plan, Define, and Implement of SOA governance, that governance needs to stay current and vital
in its job of producing quality for services.
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Monitor and Evaluate SOA Governed Processes

As governance events take place, various metrics should be gathered that provide information on
the quality of the tasks that SOA governance is governing. Management and measurements of

goals help an organization to judge the effectiveness of the SOA governance effort

and where

additional discipline is needed. SOA governance like any other discipline needs to first define a

set of goals that it strives to achieve. A corresponding set of metrics should be

defined to

measure the goals that the governance framework strives to achieve. SOA governance is
responsible for periodically reviewing these metrics and making the needed changes to

governance policies, standards, and processes through iterations of the SGVM cycle.

The monitoring of metrics of the governed processes, Service Portfolio and
Management as well as Solution Portfolio and Lifecycle Management, happens
Evaluation may happen in real-time or periodically; i.e., weekly, monthly, qafterly,

Lifecycle
Constantly.
or yearly.

Some real-time monitoring metrics could be provided by SOA business)activity fonitoring

tools.

Monitor and Evaluate SOA Governing Processes

As a result of the gathering of such governance metrics, gngeing events may force
SOA governance. For example, metrics may notice thatcthe percentage of rejections
design is trending upward and it is necessary to find out'why and take action. An inves
this case may show that a particular policy is causing‘this rejection. The governance t
then need to consider whether the policy is too<estrictive or if further education ne
place. In any case, such periodic reviews will identify areas of concern and follow-up

Monitoring the governing processes (Eompliance, Dispensation, and Communic:
happens constantly. However, evaluation happens periodically; i.e., weekly, monthly
or even annually.

Monitor External Changes

External “shocks” may“\trigger a review of the SOA journey and the correspon|
governance. These triggers may cause an adjustment of the SOA Governance Re
another iteration efithe SGVM to implement them. Overall, a monitor review should
for:

e Business strategy changes: Any change in business strategy will likely cause a
of\the business vision and perhaps changes to business processes. While the exis
governance processes will probably not change, care must be taken to ensure thd
service portfolio planning is updated correctly. There may be some new governs

Changes to
for service
tigation in
bam would
bds to take
\ction.

tion) also
quarterly,

ding SOA
pimen and
take place

1 update
ting SOA
t the

nce

planning and definition that needs to happen to accommodate the change in bus1ness

strategy.

e  Organizational changes: Decision rights will undoubtedly change as the result

of

significant organizational changes. An organization change should trigger a review of the

governance processes and the corresponding decision rights.

e Legal or regulatory changes: SOA governance should already have a process t

0 asSEss

and process legislative and policy changes. Such a change may have such a huge impact,

Technical Standard (2009)
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however, that it is necessary to review the current SOA governance processes for
increased control reviews. For example, Sarbanes-Oxley?2 required more stringent audit
procedures on financial systems. In some cases, these audits may have been new for the
governance process and would have required a vitality review and subsequent insertion of
new governance processes.

e  On board and change guidelines and standards: New or updated significant industry
standards should trigger a review of current standards used by SOA. The SOA governance
function, as the leader of this review, should be able to identify where the new guidelines
and standards are relevant and should drive the discussion and subsequent implantation of

1 1
UIC ClIaIlZ s,

e Technology improvements: As for standards, a significant technology change imay result
in a better technique for creating service quality. For example, better tooling majly help in
automating the governance control points, thereby providing earlier andbetter fgedback
on service quality.

e  Consistent or repeated non-compliance of the SOA governance policies an
standards: When the SOA governance function sees a pattérn of non-compliange with the
relevant policies and standards, then a vitality review should be triggered. Are the policies
and standards too tight? Unrealistic? Is the compliancefunction too weak? Is legdership
lacking and management support non-existent? While SOA governance cannot fiecessarily
change these by itself, its duty is to call these gut for notice and action.

e  Repeated requests for policy and standard exceptions: Granting exceptions tp the
governance rules is a normal situation and, if used in a judicious manner, is no dause for
concern. If a repeated pattern of exceptions is detected, however, then a vitality feview is
called for to ask similar questions.as noted above for non-compliance.

Monitor and Evaluate SOA Guidelines Development

SOA guidelines developmentvincludes the articulation of and update of policies, [principles,
standards, and guidelines,(This process needs to be monitored and governed just lik¢ the other
SOA processes. Metriés should be established that can be monitored and evaluated pdriodically:
weekly, monthly, quarterly, or yearly. Sufficient changes to these guidelines may cause an
iteration of the,SGVM cycle to bring the governance regimen into alignment with the new
guidelines.

SGVM Use of SOA Governance Artifacts

The’ SGVM cycle produces and uses SOA governance artifacts. Figure 12 summarizes which

SGVM p]’\qcpo create-which artifacts

? Sarbanes-Oxley Act (US Public Company Accounting Reform and Investor Protection Act 2002)
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» Principles « Governing Processes
* Guidelines * Governed Processes
* Vision * Roles

* Scope « Transition Plans

* Maturity * Roadmaps

Implement

* Governance Compliance Policies
+ SGVM lteration Triggers

* Implementation Plans

Figure 12: SGVM Cycle Artifacts

The Plan phase produces the SOA governance principles;~guidelines, vision, and spope. This
phase also produces SOA and SOA governance maturity assessments for current ahd desired
maturity levels.

In the Define phase, the governed processes arédidentified and documented and the|governing
processes for compliance and dispensations™are documented. SOA governance |roles and
responsibilities are defined and assigned and*SOA Governance Roadmaps and Transjtion Plans
for organization, process, and technology. are documented.

During the Implement phase, the Transition Plans are translated to Implementation|Plans and
executed.

During the Monitor phase;tthe Compliance processes are running and being monitored via
policies on metrics and;checkpoints. Policies on triggers for re-evaluating the cufrent SOA
Governance Regimen ate identified and monitored. Re-evaluation may result in a decjsion to do
another iteration of the SGVM.

44 Technical Standard (2009)
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SOA Governance Process Activities

AA1

The purpose of this appendix is to provide information regarding suggested governing and
governed processes. The information is intended to provide guidance and thought-leadership for
consideration as you define the governing and governed processes for your organization or

e herve e ed—verbatim—The—aetivities—in—the—appendiy represent
es needed

key SOA governance activities. There may be additional IT governance-related activiti
as part of normal portfolio and lifecycle management.

The appendix is divided into two major sections: governing processes and)governed|processes.
The processes correspond to the content in the main sections offthis SOA (overnance
Framework document. Each section is divided into subsections. Each subsectioph includes
process and checkpoint tables. The process tables provide suggestiens for process names, goals,
inputs, activities, and outputs. Each process table is followedvby a checkpoint fable. The
checkpoint is a key activity listed within the process table that.serves as an approval ppint within
the process.

SOA Governing Processes

The SOA governing processes are applied o the SOA governed processes as dgscribed in
Section 4.2. They are Compliance, Dispengation, and Communication.
Compliance Activities
Compliance reviews may be triggered by multiple events:
e SOA process-based during the execution of the governed processes
e  Project management-based, such as approval gates or project task milestones
e  Vitality=based (triggered by the SGVM; could be temporal or event-based)

Compliance* reviews may be conducted as part of a standard quality review, such as the
checkpoint at the end of a Design phase within a system development methodology. Jompliance
may-also be measured via an ongoing monitoring and analytics method, such as an ipformation
collection method during the operation of the governed processes.

Compliance reviews may also be initiated as part of an ongoing monitoring process cycle, such
as the SGVM. The cycle may specify that processes be reviewed at specific temporal-based
dates within a fiscal year, such as every three or every six months. The cycle may also specify
event-based triggers related to business or IT events, such as major organizational changes
affecting the membership of the SOA Governance Steering Board.
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The compliance results indicate where the governed processes conform to the compliance
requirements and non-conforming exceptions. The exceptions should be adjusted or re-aligned in
order to meet the compliance requirements, or the Dispensation process may be initiated.

PROCESS

Perform Compliance Review

Goal

Determine adherence or non-conformance based upon the established SOA

governance compliance criteria and strategies.

Input

Compliance review request
Service change proposal
Service contract

Service policy
Compliance evaluation criteria

Activities

Conduct compliance assessment

Ensure that compliance gaps have been documented
Ensure that gap resolutions are identified

Evaluate risk of non-conformance

Document governance vitality metrics

Output

Compliance validation
Compliance risk analysis

CHECKPOINT

Document Compliance Completion

Input

Compliance review request

Service change proposal

Service contract

Service policy

Compliance evaluation criteria
Compliance.decision and resolution

Activities

Identify,open compliance requests

Collget compliance results, such as decisions, non-conformance risks, ¢
follow-up action items, compliance reviewers, and compliance evaluatid

used
Close the compliance request

mpliance
n criteria

Output

Compliance documentation

Used Guidelines

SOA Governance Compliance Management Guidelines

Dispensation Activities

If compliance requirements cannot be met, the Dispensation process may be initiated. The
Dispensation process activities are to conduct an appeal and request a dispensation. A
dispensation approval may be fully or partially granted, or not granted. If the dispensation is not
granted, then the items not in compliance must be corrected. If the dispensation decision is not

agreed with, the issue may be escalated to the next level of governance.

If a new condition, obsolete condition, or error in the dispensation guidelines occurs, then a
trigger should be issued to the SGVM process.

Technical Standard (2009)
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PROCESS

Manage a Dispensation Request

Goal

The processes defined within the governance framework or contract for resolving
disputes between parties.

Input

Dispensation log

Appeals request

Escalation contacts
Disputed service contract
Service policy

Incident reports (unresolved)

Problem report

Service audit reports

Service performance reports
Service user interaction report
Service test results

Activities

Receive and log the appeals requests

Identify the proper reviewers for the dispensation’review
Conduct the dispensations review

Document the dispensation results

Perform the dispensation follow-up activities at the specified time or ev¢nt
(relevant when the dispensation approval is for an interim time period umtil a final
corrective solution is in place)

Close the dispensation request

Output

Contract violation resolutiony(resolved dispute or escalation)
Service change proposal(possibly)

Service contract (possibly updated)

Service policy (possibly updated)

Dispensation-log

CHECKPOINT

Document Dispensation Completion

Input

Contract violation resolution (resolved dispute or escalation)
Service change proposal (possibly)

Service contract (possibly updated)

Service policy (possibly updated)

Dispensation review results

Aetivities

Review open dispensation request
Collect dispensation results, such as decisions, accepted risks, dispensatjon follow-

up-action items_dispensation reviewers_and dispensation evaluation criferia used
I Ir Ir

Close dispensation request or schedule follow-up actions per the dispensation
results

Output

Dispensation documentation

Used Guidelines

SOA Governance Dispensation Management Guidelines
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Communication Activities

The SGVM Plan phase identifies the SOA governance stakeholders, defines the communication
strategy and plan, and then identifies the communication channels to be used. The SOA
governance communication activity is to execute the Communication Plan and measure the
associated compliance.

PROCESS Communication
Goal Communicate according to the communication strategy.
Input Stakeholder analysis (from SGVM Plan phase)
Communication strategy (from SGVM Plan phase)
Communication plan (from SGVM Plan phase)
Communication channels (from SGVM Plan phase)
Activities Execute the communication plan
Output Media as specified in the communication plan
CHECKPOINT Measure Compliance to Communication Plan
Input Communication plan
Activities Conduct compliance assessment of the\executed communication plan tagks
Output Compliance report
Compliance exceptions
Compliance corrective action plan
Compliance dispensatioijplan
Used Guidelines SOA Governance Metrics Guidelines
Standard ProjectManagement Guidelines
A.2 SOA Governed Processes
SOA governing processes are executed to provide governance to the planning, design, and
operational SOAs«processes, referenced in this document as SOA governed procdsses. This
section provides_information regarding the goals, inputs, activities, and outputs of the SOA
governed processes. Process checkpoints denote key approval points. This information may
serve as/the starting point for defining new SOA governed processes. It may also bd used as a
validaftion to identify gaps in existing SOA governed processes.
Tobetter understand the interactions between the SOA governed processes, the informjation flow
between the SOA governed processes in Figure 13 shows the relationships between| the major

process components.

48
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Figure 13: Main SOA Information Flows
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Information Entity

Descriptioni

Solution Change Request Description of proposal for solution change

Solution Description

Description of a solution

Service Consumer Contract Description of the contract between a consumer and a servicg

provider

Service Need

Description of the requirements of a service

Service Change Proposal Description of proposal for service change

Service Re-usé Plan

Description of the existing services a solution wants to use

Service Producer Contract Description of the contract between Service Portfolio Managgment

and the service producer

Serwiee Description

Description of the service

Afull set of possible SOA information entities can be found in Appendix B.

Service Portfolio Management Activities

PROCESS

Service Portfolio Planning

Goal

Identify needed changes to your service portfolio, including new services, changes
to existing services, re-factoring of existing services, and retiring of existing
services.

SOA Governance Framework
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PROCESS Service Portfolio Planning

Input New service needs

Service change proposals
Service usage plan and contracts
Service funding model
Enterprise architecture plan

Activities Manage new service needs received and analyze their business justification
Manage service change proposals

Manage new and changed service contracts
Identify and manage changed service policies

Identify service capacity in relation to service usage needs from the Serviice
contracts and propose changes to the services if needed

Plan for service obsolescence

Plan for service versioning

Analyze emergent usage patterns to identify shortcomings or gaps in thg current
service portfolio

Assign ownership to new services
Assign funding to new services

Assign appropriate classifications or otheminformation used to locate th¢ service
within your service catalog

Catalog the services that will be credted, enhanced, used, or retired as pgrt of the
projects that implement the service’roadmap

Validate service planning against the enterprise architecture plan

Output Service roadmap
New overview servicg déscriptions including, e.g.:

e Service contracts for the first consumers

e Service policy

e Service classification

e  Serviée-ownership

e  Service funding

e ~ Service version

e ““Business justification

e  Usage plan (if the service will use other services)

Updated service descriptions

50 Technical Standard (2009)
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CHECKPOINT

Approve Service Roadmap

Input

Service roadmap
New overview service description including, e.g.:

e Service contracts for the first consumers
e Service policy

e Service classification

e Service ownership

e Service funding

e Service version

e Business justification

e Usage plan (1f the service will use other services)
Updated service descriptions

Activities

Approve service roadmap
Approve service description (as above)

Output

Approval of service description
Approval of service roadmap

Used Guidelines

Service Portfolio Guidelines

Service Classification Guidelines
Service Ownership Guidelines

Service Business Justification Guidelines
Service Change Management Guid€lines
Service Contract Guidelines

Service Policy Guidelines

PROCESS

Service Identification and Business Justification

Goal

This process identifies services from a business process decomposition,
requirements, for information as a service, or application decomposition,

Input

Business-needs

Sohution process

Enterprise architecture

Service portfolio (existing services, both planned and operational)

Activities

Analyze if the service is justified to the current business strategy and EA
with the long-term goals of the organization

Analyze if the service can perform according to the desired business nee
functional and non-functional)

Analyze the re-use potential of the service
Analyze the costs of operating and consuming the service

and fits

ds (both

Output

Service 1dentification
Service characteristics
Service portfolio (existing services, both planned and operational)

SOA Governance Framework
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CHECKPOINT Approve Identified Services

Input Service identification
Service characteristics
Service portfolio (existing services, both planned and operational)

Activities Review the identified services
Approve identified service definitions

Output Approve selected service definitions

Used Guidelines Service Identification Guidelines
Service Taxonomy Guidelines

PROCESS Service Ownership

Goal This process identifies and manages service domains and ‘service ownership (need
to identify domains and owners for the services that may arise from soludtion
development and also services that may be consuméd,by the solution).

Input Service portfolio

Activities Classify the service to understand what domain’it belongs to
Analyze service ownership (has an impact'on service funding)

Output Service classification
Service ownership

CHECKPOINT Approve Service Ownérship

Input Service classification
Service ownership

Activities Ensure compliance to guidelines

Output Approyval-of service ownership

Used Guidelines Setviee Classification Guidelines
Service Domain and Ownership Guidelines

PROCESS Service Funding

Goal This process establishes the rules for service funding as well as enhancing the
services and mechanisms used to provide incentives for service re-use (¢r charge-
back).

Input IT fiinding model
SOA governance principles
Organizational & financial structures

Activities Define the service funding model based on the IT funding model, governance
strategy and principles, SOA maturity level, and organizational & financial
structures

Output Service funding model

Service incentive model

Technical Standard (2009)
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CHECKPOINT Approve Service Funding Model

Input Service funding model
Service incentive model

Activities Ensure that a funding model exists and is used

Output Approval of service funding model

Used Guidelines Service Funding Guidelines

PROCESS Service Change Management

Goal Additional change management concerns beyond traditional deployments exist for
loosely connected solutions where build dependencies are not'easy to control
within configuration management. Examples include:
1. A package application which is interfaced via an APhis upgraded to a newer
version.
2. A package application which is interfaced viasan’API has new configyration
applied which gives it different behavior to the integrated transaction. This can
also happen if the underlying data changes in’ context; that is, the busineps rules
associated with that data are altered.
3. A database which is interfaced viara database connector is altered at the table,
element, index, or table space leyel) This type of change can break the ifpplicit
binding between the database and the connector.
4. The operating system oan be altered via an upgrade or completely swgpped out
to a different O/S. This type of change can impact a remote connector sqftware
driver and disable it:
5. The network cafrbe altered in many ways, where changes to the DM4, firewall,
routers, and hubg-can negatively impact the lower-level bus services of the
integrated selution.
6. Other application services which provide support to the distributed sojution can
changé without warning; proxy server, web server, LDAP, etc.
7.\Components outside of the LAN and WAN can negatively impact the]integrated
solution; for example, loss of Internet, remote SOAP/XML/HTML packkts are
altered. Any B2B transaction has this type of issue.
These application, infrastructure, and environmental impacts are outside| of the
scope of classic configuration management tools. Appropriate change cqntrol
processes have to be stringent and well devised to capture such a large sfope, and
are difficult to implement (and rarely are). Integration solutions are notofrious for
being susceptible to such events. Managing services potentially adds on¢ more risk
to the integrated enterprise; however, there are techniques which can mihimize the
risk and actually make them less risky than the aforementioned.

Input Service change proposal
Service contract (new and revised)
Service policy (revised)
Service implementation change
Service portfolio

SOA Governance Framework
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PROCESS Service Change Management
Activities Analyze possible service implementation change to ensure service consistency; if
necessary define changes to service interface
Analyze service change proposals
Analyze revised service policy
Analyze new and revised service contracts
Analyze the change request including the cost of redevelopment, revalidating the
service, and the solutions using the service
Prioritize service changes and revise service roadmap
Output Service portfotio (revised)
Service change
CHECKPOINT Approve Service Change
Input Service portfolio
Service change
Activities Ensure compliance to guidelines
Output Approval of service change
Used Guidelines Service Change Management Guidelines

Service Versioning Guidelines
Service Policy Guidelines
Service Contract Guidelines

Service Lifecycle Governance Activities

PROCESS

Service Definition

Goal

The process.of creating new or changed functional and non-functional
requir¢ments for the service based on the service needs and consumers the service
will'support.

Input

Service Description (from Service Portfolio Management) including:
Contracts for the first consumers:

e Policy

e C(lassification

e  Ownership

e Business justification

e  Usage plan (if the service will use other services)

Service Processes

Activities

Ihing the services need the contract and the reqnirementq from the service

consumers:

e Define the functional requirements for the service
e  Define the non-functional requirements for the service

Using the change proposal for existing services:

e  Define requirements for changes needed
e Define requirements changes due to contract or policy changes

Output

Service requirements

Technical Standard (2009)
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CHECKPOINT Approve Service Requirements
Input Service requirements
Activities Ensure that the requirements were defined according to the service requirement
guidelines
Output Approval of service requirements
Used Guidelines Service Requirement Guidelines
PROCESS Service Realization Planning
Goal This process defines the key activities of the analysis to build a.s¢rvice gnd the
techniques required in design, assembly, testing, and deploymient of seryices. Some
of the variables may be predetermined by portfolio decisions-and reference
architectures.
Input Service description
Service metrics
Service processes
Activities Analyze the service requirements to detectif the service should:
¢ Be anew implementation
o Use existing legacy functionality
¢ Be an external service
e Be a composite of existing services
e Be a change of existing-service
Create a realization plan“for the service development and deployment
Output Service realization.plan
Service technigues
CHECKPOINT Approve Service Realization Plan
Input Service realization plan
Service techniques
Activities Ensure conformance to guidelines
Output Approval of service realization plan
Used Guidelines Information Exchange Guidelines

ESB Guidelines
Pattern Usage Guidelines

ooty TCHO T

Service Development Guidelines
Service Interface Guidelines
Service Logging/Audit Guidelines

Service Project Management Guidelines

Service Taxonomy Guidelines
Service Versioning Guidelines
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PROCESS Service Modeling

Goal The detailed design and specification of a service based upon design techniques,
patterns, and standards.

Input Service policy

Service realization plan
Service techniques
Service requirements

Activities. Create the service interface (r\nnfqn‘r first) or do the interface changes for an
(=]

existing service:

¢  Use the information exchange model to specify the parametets of the
operations

e Create a service description using the service taxonomy

e For web services interfaces, create a WSDL definition/file

o For non-web services interfaces, create associatedrartifacts

Create the service implementation model:

o Identify applicable service design patterns

o Identify appropriate legacy integration patterns, if necessary

o Identify possible external service usage

e  Use the local software developmentimethod to create the design

Output Service model
Service policy
Service modeling metrics

CHECKPOINT Approve Service Model

Input Service model
Service policy
Service\fnodeling metrics

Activities Ensure conformance to guidelines

Ensure modeling metrics have been collected
Output Approval of service modeling
Used Guidelines External Service Usage Guidelines

Information Exchange Guidelines
ESB/Integration Guidelines
Pattern Usage Guidelines
Security Guidelines

Service Contract Guidelines

Service Development Guidelines
Service Interface Guidelines
Service Logging/Audit Guidelines
Service Modeling Guidelines
Service Policy Guidelines

Service Versioning Guidelines
Service Taxonomy Guidelines
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CHECKPOINT

Approve Service Model

Service Pattern Guidelines
Legacy Modernization Guidelines

PROCESS

Service Implementation, Assembly, or Acquisition

Goal

Service assembly allows developers to create new services that follow predefined
rules and processes based upon defined architectural standards.

Input

Service model

Service policy

Activities

Implement the service using the implementation model

Output

Implemented service
Service implementation metrics

CHECKPOINT

Approve Service Implementation

Input

Implemented service
Service implementation metrics

Activities

Ensure compliance with guidelines

Output

Approval of service implementation
Approval of service implementation metrics

Used Guidelines

External Service Usage Guidelines
Information Exchange Guidelines
ESB/Integration Guidelines
Pattern Usage Guidelines

Security Guidelines

Service Contract Guidelines
Service’Development Guidelines
Service Interface Guidelines
Service Interface Guidelines
Service Logging/Audit Guidelines
Service Policy Guidelines

Service Project Management Guidelines
Service Taxonomy Guidelines
Service Versioning Guidelines
Legacy Modernization Guidelines

PROCESS

Service Testing

Goal

Services must be tested at multiple levels to ensure they meet the stated functional
and non-functional objectives according to the service contract criteria.

SOA Governance Framework
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PROCESS

Service Testing

Input

Implemented service
Service description
Service processes
Service requirements

Activities

Development of service test plans including functional, performance, scalability,
and security testing and fulfillment of guidelines

Execution of service test plans
Documentation of service test results

Output

Service test plans
Service test results
Service test metrics

CHECKPOINT

Approve Service Test

Input

Service test plans
Service test results
Service test metrics

Activities

Ensure compliance to guidelines
Ensure test metrics have been collected

Output

Approval of service testing

Used Guidelines

External Service Usage Guidelines
Information Exchange Guidelines
ESB/Integration Guidelines
Security Guidelines

Service Contract Guidelines
Service Development Guidelines
Service Interface Guidelines
Setviee Logging/Audit Guidelines
Service Policy Guidelines

Service Project Management Guidelines
Service Taxonomy Guidelines
Service Testing Guidelines
Service Versioning Guidelines

PROCESS

Service Deployment

Goal

The Service Deployment process manages the registration and configuration of
services and release into production. Service release management is included in
this process.

Input

Service description
The service itself
Service test results

Technical Standard (2009)
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PROCESS

Service Deployment

Activities

Manage the deployment of the service to different staging environments (e.g., test,
pre-production, production)

Register the service in the repository to ensure in can be discovered

Document specific deployment information

Certify deployed service

Define capacity and operational and virtualization plan based on load requirements
Ensure service approval from consumers

Output

Updated service description with deployment information

Updated service catalog
Report of certification for the deployed service:
e  Verification of test results for the final configuration and eXecution jof tests
that can only be done on final configuration due to varian¢e from tept
configuration (such as confidentiality verification)
Report of capacity and operational and virtualization plan:
e Document describing the IT environment configuration and virtualigation
techniques used (if any) to meet the service.eontracts
¢ Should include a list of any shared infragtructure or other services used for
service dependencies
Approvals/acceptance of the service from the service consumers (serves|as
approval of service contracts):
¢ Should include monitoring/réporting requirements from each servicg
consumer

CHECKPOINT

Approve Service Déployment

Input

Updated servicedescription with deployment information
Updated serviee catalog

Activities

Ensure thatthe service is published

Ensuré that service deployment information is maintained
Ensure that the service is deployed in a manner the fulfills the contracts pnd
policies
Ensure that service monitoring and management have the correct infornfation
available
Ensure that the service follows the organization service naming taxononfy

Output

Approved service deployment

Used-Guidelines

Service Deployment Guidelines
Service Publishing Guidelines

Service Taxonomy Guidelines

PROCESS

Service Management and Monitoring

Goal

This process is used to monitor workload and system events that could cause
service outages/problems as well as security incidents.
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PROCESS

Service Management and Monitoring

Input

Service contract
Service deploy results
Service infrastructure
Service metrics
Service policy

Activities

Collect service metrics
Audit service
Manage service exceptions

Enforce service policy

Monitor service execution in relation to service contracts
Manage service problems

Manage rogue services

Output

Service audit reports

Service exceptions

Service performance feedback
Service performance reports

CHECKPOINT

Approval of Service Monitoring.and Management

Input

Service audit reports

Service exceptions

Service performance feedback
Service performance:reports

Activities

Ensure complianed;to guidelines

Output

Approval of service monitoring and management

Used Guidelines

Security Guidelines

Service Contract Guidelines

Sérvice Policy Guidelines

Service Logging/Audit Guidelines

Service Monitoring and Management Guidelines

PROCESS

Service Support

Goal

The service support process manages problems, incidents, and the interaction with

service consumers.

Tput

SCI VibU COIIUdCl
Service infrastructure
Service policy
Service exception
Service description
Service requirement
Service consumers
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PROCESS Service Support
Activities Resolve service exceptions
Create service change proposals when needed
Manage interaction with service consumers
Output Incident report
Problem report
Service consumer interaction report
CHECKPOINT Approve Service Support
Input Incident report
Problem report
Service consumer interaction report
Activities Ensure compliance to guidelines
Output Approval of service support
Used Guidelines Service Retirement Guidelines

Service Change Management Guidelines
Service Support Guidelines

Service Policy Guidelines

Service Contract Guidelines

SOA Solution Portfolio Governance Activities

PROCESS SOA Solution Portfolio Planning

Goal Ensure that future,business plans are appropriately supported by an up-tp-date
roadmap of planned development and integration activities.

Input Business needs and related business cases from either enterprise architegture,
business-units, or other sources
Business objectives, strategies, principles, and budget constraints
Solution change proposals and their business cases

Activities Using the current business objectives, strategies, principles, and budget fonstraints
to:
e Identify new initiatives defined since previous roadmap
e Identify proposed solution changes
e Create a prioritized list of solutions efforts planned for the upcoming two to

three years, and map these to development projects

e Analyze if SOA is the correct solution for proposed SOA projects

Outpht Sehrtron-roadmap

CHECKPOINT Approve SOA Solution

Input Solution roadmap

Activities Ensure that the solution roadmap has been created according to the guidelines

Ensure that SOA is the correct solution for the business needs

SOA Governance Framework
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CHECKPOINT Approve SOA Solution

Output Approval of SOA as a solution

Used Guidelines Current IT Portfolio Management Process & Guidelines
SOA Initiative Guidelines
Solution Change Management Guidelines

PROCESS SOA Solution Validity

Goal Provide-a-mechanism-to-evaluate-initiativesand/orprojeets-with-regard-o the
corporation’s desired degree of SOA focus based on overall SOA strategy and
current maturity level. The Portfolio Management process may need to he updated
to ensure the right mix of projects is selected that advance the ability of fhe
business to be agile. This includes an assessment of services-ftom a projgct to
determine the value of those services beyond that of the project itself. SDA
governance needs to ensure that the benefits of serviceneuse for a partigular
project are reflected in project selection and prioritization.

Input Business case
Business, IT, & SOA principles
Solution requirements
Solution constraints
Solution process (the process perfoerined by the solution)
SOA maturity

Activities Analyze the validity of the SOA solution

Output Solution roadmap

CHECKPOINT Approve SOA*Solution Validity

Input Solution roadmap

Activities Ensure-that the analysis is compliant with the long-term goals of the orgpnization

Output Approval of SOA solution validity

Used Guidelines SOA Solution Validity Guidelines

PROCESS Solution Change Management

Goal When an incident report is resolved by recommending a change to the s¢lution, a
record should be established which justifies the changes to the solution gnd the
cost of revalidating and testing the solution conformance.

Input Solution change proposal

Activities Analyze the change request including the cost of redevelopment, revalidating the
solution

Output Updated solution roadmap with the approved solution change proposal

Technical Standard (2009)
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CHECKPOINT Approve Solution Change Proposal

Input Updated solution roadmap with the approved solution change proposal
Activities Ensure compliance to guidelines

Output Approval of change request

Used Guidelines Solution Change Management Guidelines

Solution Lifecycle Governance Activities

PROCESS

Solution Definition

Goal

The process for creating a specification of the solution based on thebusi

needs.

Important issues due to SOA are:

¢ Define exact process steps and their relationships (used-for the chor
and orchestration of the solution)

e Define where agility and other SOA properties are heeded in the so

Nness

Pography

ution

Input

Business needs
Business case

Activities

Define the business processes in scope
Define the information in scope
Define the business rules in scope

Define the IT functionality needed to support the business processes and
information (including what should be automated and what should be m|

Define agility levels for different parts of the solution
Define SOA prioritization for different parts of the solution

hnual)

Output

Solution requirements including principles, processes, information, busi
and IT functionality needs

SOA prioritization
SOA agility-levels

hess rules,

CHECKPOINT

Approve Solution Requirements

Input

Solution requirements including principles, processes, information, busi
and IT functionality needs

SOA prioritization
SOA agility levels

hess rules,

Activities

Ensure that the business processes, information, business rules, and autg
functionality have been defined to appropriate level

mated

aftiainaetoia o o Q O A havzalbhaan
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Output

Approval of solution requirements

Used Guidelines

Solution Requirement Guidelines
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PROCESS Solution Realization Planning
Goal This process defines the key activities of the analysis to build the solution and the
techniques required in design, assembly, testing, and deployment of the solution.
Some of the variables may be predetermined by portfolio decisions and reference
architectures.
Important changes due to SOA:
e Define the relationship between the solution and service development (e.g.,
will the services be done in the same project or by different project groups)
Input Business, IT, & SOA principles
Solution requirements
Activities Plan how to develop the SOA solution
Output Solution realization plan
CHECKPOINT Approve Service Realization Plan
Input Solution realization plan
Activities Ensure compliance to guidelines
Output Approval of service realization plan
Used Guidelines BPM Guidelines
Portal Guidelines
Security Guidelines
Service Discovery Guidelings
Solution Development Guidelines
Solution Project Maddgement Guidelines
PROCESS Request a Dispensation
Goal The process defined within the governance framework or contract to request a
digpenisation based upon a dispute of the compliance review results.
Input Dispensation request
Disputed compliance review results
Activities Analyze the impact of the dispute results
Determine if dispensation should be requested
Submit the dispensation request
Output Dispensation request results
Service change proposal (possibly)
Service contract (pnqeihlv npdatpd\
Service policy (possibly updated)

64
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CHECKPOINT

Gain Dispensation Approval

Input

Dispensation request
Escalation contacts
Impact analysis of the disputed compliance results

Activities

Propose the dispensation plan for future compliance

Propose the plan for non-dispensation (for immediate corrective action/fix)

Obtain the dispensation approval or non-approval

Output

Dispensation request results

Trigger for vitality update (possible new condition or change in Dispensation

Management Guidelines)

Used Guidelines

Service Contract Dispensation Management Guidelines
Service Contract Guidelines

Service Policy Guidelines

Security Guidelines

PROCESS

Solution Modeling

Goal

The detailed design and specification of the-solution based upon design
patterns, and standards.

Important changes due to SOA:

¢ Modeling of processes shauldbe done in a re-usable way.
e Design techniques, standards, and patterns are often unique for SOA

echniques,

Input

Solution requirements
Solution realization platt

Activities

Model the business processes including business functionality
Model the uset interfaces

Model the business rules

Identifyservice needs

Output

Service needs
Solution model
Solution modeling metrics

CHECKPOINT

Approve Service Model

Input

Service needs
Solution model

Solution modeling metrics

Activities

Ensure compliance to guidelines

Output

Approval of service model
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CHECKPOINT Approve Service Model
Used Guidelines BPM Guidelines
Portal Guidelines
Security Guidelines
Service Discovery Guidelines
Solution Modeling Guidelines
Business Rules Guidelines
PROCESS Service Re-use Planning and Re-use Exceptions
Goal The process of evaluating existing services identified from the sefvice
identification and services found in a more thorough service discovery process.
Input SOA solution model
SOA solution requirements
Service characteristics
Activities Identify services to be re-used
Identify existing services possible to re-use dfter some changes
Output Service usage plan
Service change proposal
CHECKPOINT Approve Service Usage Plan
Input Service usage plan
Service change proposal
Activities Ensure service rézuse
Output Approval ofservice usage plan
Used Guidelines SecuritylGuidelines
Service’Change Management Guidelines
Service Portfolio Planning Guidelines
Service Policy Guidelines
PROCESS Service Entitlement/Usage
Goal The processes for requesting access to a service and determining who cgn use a
service, how often they can use it, and what qualities of service can be ekpected by
consumers of the service.
Input Solution requirements

Service usage plan

Service characteristics
Service performance feedback
Service roadmap

Service funding model
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PROCESS Service Entitlement/Usage

Activities Negotiate the contracts for the services used

Identify changes to existing services to fulfill business needs and define new
contracts for them

Output Service contract
Service policy
Service change proposal

CHECKPOINT Approve Service Usage

Input Service contract
Service policy
Service change proposal

Activities Ensure contracts exist for all services
Ensure service change proposals are appropriate
Ensure compliance to guidelines

Output Approval of service usage

Used Guidelines Security Guidelines

Service Contract Guidelines

Service Policy Guidelines

Service Discovery Guidelines

Service Change Management Guidelines
Service Portfolio Planning Guidelines

PROCESS Solution Assembly, Implementation, or Acquisition

Goal Solution assembly allows developers to create new solutions that follow|predefined
rules and processes based upon defined architectural standards.

Important changes due to SOA:

e . New tools and techniques to implement and assemble SOA solutiors
e Acquisitions may require new tools and testing methods

Input Solution model

Solution techniques (from reference architecture)
Solution architecture

Services from the Service Lifecycle

Akctivities Implement workflows using BPM

Implement automatic workflows using orchestration

Implement user interfaces
Implement business rules

Output SOA solution components and services
Solution implementation metrics

SOA Governance Framework 67

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=26b0fac00eaa98d6145ac60e0182029c

ISO/IEC 17998:2012(E)

CHECKPOINT Approve Solution Implementation

Input SOA solution components and services
Solution implementation metrics

Activities Ensure compliance to guidelines

Output Approval of solution implementation

Used Guidelines BPM Guidelines
Portal Guidelines
Security Guidelines

PROCESS Solution Testing

Goal The testing of the solution needs to include verification of selution adhefence to
service contracts.

Input Solution requirements
Solution design
Solution
Solution test cases

Activities Development of solution test plans inclading functional, performance, s¢alability,
and security testing and fulfillment of guidelines
Plan for testing of SOA capabiliti€s, (agility)
Execution of solution test plans
Documentation of solution.test results

Output Solution test plan
Solution test results
Solution testing /metrics

CHECKPOINT Approve Solution Testing

Input Solution test plan
Solution test results
Solution testing metrics

Activities Ensure compliance to guidelines

Output Approval of solution testing

Used\Guidelines Solution Testing Guidelines

Solution Development Guidelines

Technical Standard (2009)
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PROCESS

Solution Deployment

Goal

The Solution Deployment process manages the registration and configuration of

the solution and release into production.

Important changes due to SOA are:

e New and updated service contracts and service policies are deployed with the
solution.

e New ways of deploying processes are included in the solution.

Input

SOA solution components and services
Solution deployment architecture (staging environments)

LUsed services contracts and nolicies
r

New and updated services

Activities

Deploy solution into different staging environments (e.g., testing; pre-prpduction,
production)

Manage deployment information

Output

Deployed solution information
Version of solution in different staging environments

CHECKPOINT

Approve Solution Deployment

Input

Deployed solution information
Version of solution in different staging environments

Activities

Ensure that the solution is deployed correctly
Ensure that the tracking of'the solution in the staging environments is up-to-date
Ensure that necessary production environment testing has been perform¢d

Output

Approval of the solution deployment

Used Guidelines

Solution Deployfent Guidelines
BPM Guidelines (deployment)
Portal Guidelines (deployment)
ESB.Guidelines (deployment)
Service Guidelines (deployment)
Security Guidelines (deployment)

PROCESS

Solution Management and Monitoring

Goal

This process is used to monitor workload and system events that could dause
solution outages/problems as well as security incidents.

Input

Service policy

Service contract
Solution deployment results
Solution requirements (non-functional metrics)

Activities

Monitor solution adherence to solution Quality of Service (QoS) attributes
Manage solution execution to ensure correct capacity

Create solution audit reports

Create solution performance reports

SOA Governance Framework
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