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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work.
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0 Introduction

0.1 General

The term “smart city” denotes the effective integration of physical, digital and human
systems in the built environment to deliver a sustainable, prosperous and inclusive
future for its citizens. A basic assumption in the design of a smart city is the ability of
the physical and digital systems to be interoperable. This standard gives governance
guidance for decision-makers on establishing a decision-making framework for sharing
city data and creating interoperable information services.

: n the
services available, and supporting citizen interactions with those services- Im[proving
the design and integration of city services can serve the public better afhd drive
innovation and efficiencies.

This standard aims to support data sharing in cities and between Cities, and the
establishment of data sharing agreements, particularly where data is being shared by
multiple organizations to transform the delivery of city services.

Missing data or misinterpretation of data can lead to the wrong actions being|taken by
city decision-makers. A decision-making framework fer.sharing data can help|ensure
that they have the best overall data ecosystem on which to base decisions.

Sharing data across a city requires more than the'interoperability covered by|the smart
city concept model (SCCM) defined in ISO/IEC30182, which focuses by necesgity on the
semantics of data in a city. Full data interoperability requires a

data framework to be created across the"entire spectrum of data for a city: gpen,
closed and shared data.

This standard builds on the integrated operating model defined in ISO/IEC 37106:2021
and assumes that the governafice of a smart city programme and the overall
management of the city’s,data assets has been understood and agreed upon Ry city
leaders and decision-makers from the organizations delivering city services.

The value of data sharing has yet to be explored by cities, as data is predomihantly
currently used for'a’specific purpose related to the public task, additionally data

is not viewedtas'an essential city asset which can be used to transform a city] Data can
also provide-the basis for new commercial models in smart cities.

This standard defines the data framework for sharing city data to enable disclssions
between the specialists who build and design the physical and digital serviceq and the
decision-makers using data to transform their city.

This standard is for use by decision-makers in smart cities from the public, prjivate and
third sectors. It is also of interest to any city organization wishing to share dgta.

It is expected that each city will create a decision-making framework based on this
standard to address its own challenges and opportunities, taking into account the
priorities and needs of their city. The creation of a data ecosystem based on the
interoperability and data sharing principles in this standard could create data assets
that are used to improve the quality of life for citizens and create sustainable
commercial models to fund innovation.

© ISO/IEC 2024 - All rights reserved
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Relationship to other smart city standardization documents

ISO 37106

This standard has been built on the guidance in ISO 37106, Sustainable cities and
communities - Guidance on establishing smart city operating models for sustainable
communities . The particular components of a smart city framework which applyare:

a) [B2] Transforming the city’s operating model with particular reference to the
governance model developed and any vulnerabilities of both data and cityservices;

b) [B6] Establishing a common terminology and reference model; and

c) [B10] Identity and privacy management.

.3

This standard is guidance to help with the implementation of these componentk of the
smart city framework.

ISO/IEC 30182

The smart city concept model (SCCM) described in ISO/IEC 30182, Smart city concept
model - Guide to establishing a model for data interoperabjility:addresses the¢ data
interoperability issues that arise as a result of each sector’and/or service in g city
having its own model and terminology that it uses for data.” This standard defjnes the
data framework that addresses the other areas that affect interoperability, such as
access rights, privacy, availability and formats. These other areas are also bafriers to
interoperability and portability which impact the\design of the physical and digital
services.

This standard addresses the barriers other than the semantics addressed in ISP/IEC
30182 , to enable data interoperability-and portability, and the sharing of data and
information services in a smart city.

The data framework identifies all elements which will be needed to deliver the four
key types of insight when datarand services are appropriately shared:

operational, critical, analytical and strategic insight. (See ISO/IEC 30182:2017, Clause
0).

Relationship to-building information modelling (BIM) standards

The following'documents are considered to be the foundational standardization
documents-to-be used as part of a whole lifecycle approach to the built environmént for
BIM Level 2-in smart cities.

Thisstandard assumes that the ISO 19650 series is used for all BIM Level 2 buildirjg and
infrastructure assets in a smart city and that asset procuring organizations use them as
part of their overall digital and smart strategies.

° ISO 19650-1, Organization and digitization of information about buildings dnd civil

engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 1: Concepts and Principles;

° ISO 19650-2, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 2: Delivery phase of the
assets;

° ISO 19650-3, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 3: Operational phase of the
assets;

© ISO/IEC 2024 - All rights reserved
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ISO 19650-4, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 4: Information exchange;

ISO 19650-5, Organization and digitization of information about buildings and civil
engineering works, including building information modelling (BIM) - Information
management using building information modelling - Part 5: Security-minded
approach to information management.

© ISO/IEC 2024 - All rights reserved

viii


https://iecnorm.com/api/?name=a3aee40c46e34bc4af2d1f17e30eb271

ISO/IEC 17917:2024(en)

Scope

This standard gives guidance on establishing a decision-making framework for sharing

data and information services in smart cities.
It covers:

a) typesofdatainsmartcities;

O

establishing a data sharing culture;

0

o

purposes for data use;

D

)
)
) data value chain - roles and responsibilities;
)
)

assessing data states;

—h

) defining access rights for data; and

g) dataformats/formatof transportation.

This standard aims to support the sharing of data and information services withjin cities.

For some cities there will also be a need to establish specificdata sharing agreer
particularly where data is being shared by multiple organizations atonce.

This standard supports a transparent approach to making decisions and creatin
data sharing agreements in order to fully realise thebenefits and value of data
information services in a city.

Missing data or misinterpretation of data can lead to the wrong actions being t
city decision-makers. A decision-making framework for sharing data can help e
they have the best overall data on which-to base decisions.

This standard does not cover:

a) national security issues;

b) good practice for use of data by the citizen;

c) existinginteroperability agreements between cities;

d) defining application programming interfaces (API) networks; or

e) any datassharing rules and regulations specific to a particular jurisdiction

assumed that a security-minded approach to data sharing is used by citiep

NOTE 1 “Rurther details on the areas not covered in this standard, including info
on rélevant standards publications, are givenin Annex A.

This'standard is for use by decision-makers in smart cities from the public, privaf
third sectors. It is also of interest to any city organization wishing to share data.

nents,

p specific
and

aken by
hsure that

. ltis

D.

rmation

eand

2.1

Terms and definitions

For the purposes of this standard, the terms and definitions given in ISO 37100 and the

following apply.

closed data

data which has been restricted for use

© ISO/IEC 2024 - All rights reserved
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2.2 data
recorded information
[SOURCE: ISO 22005:2007, 3.11]

2.3 dataframework
classification of data assets as either metadata, reference or thematic data

2.4 data spectrum
differentiation of data assets on the basis of whether they are considered closed,
sharable or open

2.5 data value chain
intelligent use, management and reuse of data to deliver insight

2.6 derived data
data item used in analysis and/or tables derived from one or more source data items
and/orcategories
[SOURCE: ISO 20252:2012, 2.2]

2.7 metadata
data that defines and describes other data)[SOURCE: ISO 24531:2013, 4.32]

2.8 open data
data that can be freely used, modified, and shared by anyone for any purpose

2.9 reference data
data that defines the set of permissible values to be used by other data fields

{10 thematic data
patterns of data'within the data framework that are deemed important to support the
provision of\city services and the four levels of insight in the city

3 Data Sharing

The SCCM detailed in ISO/IEC 30182 is a basis for understanding the semantic
interoperability of data in a smart city. This governance standard assumes the city has

their city. This use of the SCCM can enable the four levels of insight - operational,
critical, analytical and strategic - to be achieved from the data.

However the use of the SCCM guidance alone does not address all the barriers to data
sharing in the city. Other aspects of data also need to be understood to create an
appropriate framework for data sharing in a smart city.

To achieve effective data sharing, seven key data sharing areas are deemed to be
additional barriers and should be considered individually and collectivelyby thecity:

a) types of data;

b) establishing a data sharing culture;

© ISO/IEC 2024 - All rights reserved
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c) datavaluechain;

d) purposes for data use;
e) assessing data states;
f)  defining access rights for data; and

g) dataformats/format of transportation.

This standard guides cities on these areas to address in order to establish a data
framework to share data. The sharing models which are covered within the scope of this
standard are:

a) public sector and public sector;

c) publicsectorandcitizen;
d) business or community and business or community; and
e) business or community and citizen.

Whilst this standard does not cover data sharing between citizen and citizen}, cities

should make provision to allow a citizen to make requests,related to the data it holds
and shares. The city should also be able to respond to_this“request in a timely manner
and keep an audit trail of these interactions.

Types of data

General

As local authorities transition to becoming smart cities, existing data assets form the
initial data framework that is usedwas the initial evidence base for decision-makiing based
on data. The city collects, processes and validates data for the essential operation of
services provided to citizens. This city data estate resides largely in disconnectefl legacy
systems which are cumberseme and costly to change and cannot be operated in new
ways. Some investment s required in technology to unlock the value of data that resides
in these legacy systems. This transition is not technology-led - rather technology is an
enabler - it is dataled.

This is to allow the existing city data to continue adding value, alongside the new
data which(the city creates, for example from sensors forming part of its ney
transport \infrastructure.

Understanding the data assets of a city is the first step in creating value from the data
and maximizing the value of the data assets to the city. Concepts, of themselveg, are not
sufficient to derive value from city data and it is important to understand that the
physical location of the data - the technology in which the data resides - is not the issue.

lrracnactn afthacotiren nnd ctpbn ~ftha Aot ~contbe T o ~dbyy ~ ~apa o Ao ]

lrrespeetive-ef-theseureeandstate-of-the—dataassetsina-eityaecommen-dataframework

can be created that reflects the data estate from which the city can derive value. This
requires a data-centred approach - a new way of thinking about data - that develops
the SCCM model articulated in ISO/IEC 30182.

Unlocking value from data requires the city to understand the value that can be created
from data beyond the dataset approaches which prevail within cities, and indeed across
regions, territories, and nations.

© ISO/IEC 2024 - All rights reserved
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4.2 Thedataframework

4.2.1 General

As shown in Figure 1, the data framework for a smart city classifies the data assets as
either metadata, reference data or thematic data. The data framework shows how
current city data assets are transitioned from the existing siloed service provision to an
interoperable data estate. The data framework also supports the collection, processing
and analysis for future heterogeneous data streams that will become the norm as we
transition to a connected Internet of Things landscape.

The data framework supports the active management of data across the entire data
lifecycle (see Clause 7, where the data value chain is covered in detail).

Figure 1 Dataframework
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Infrastructure

4.2.2 Infrastructure

Infrastructure is a system of facilities, equipment and services required for the
operation of a city. This encompasses both physical and data infrastructure, and all
resources including technical, supporting services and people which are required to
support the successful delivery of city services.

© ISO/IEC 2024 - All rights reserved
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Governance of infrastructure in a smart city is complex due to the multi-agency
operating model which can comprise of many organizations who are likely to have
differing approaches to Information Technology (IT) governance. I1SO/IEC 38500 contains
the guiding principles each organization providing smart city infrastructure can use. It
focuses on both the current and future use of IT including management processes and
decisions related to the current and future use of IT.

Metadata

Metadata is used to summarize basic information about data to enable it to become
more easily discoverable by both humans and computers. Metadata can facilitate
understanding of the provenance of data within the data framework and support
appropriate data policies, licenses and regulation. An example of metadata in a smart city

data framework is the data relating to the voluntary services organizations who|deliver
city services on behalf of the city to citizens. Metadata exists in all cities but the
availability of metadata might differ depending on the size of the city, whether the city is
predominantly urban, rural or is in a coastal setting, and the maturity,ofithe cityls data

framework.

Metadata has the added value of being able to be used for analysis and comparison
purposes across a number of cities, or indeed at national {evel. When metadafta is
shared, consideration should be given to any metadata-which has been creatgd and the
data framework updated to reflect the security, access-and control rights to be
considered for the metadata created.

Reference data

Reference data usually consists of a list.of permissible values and/or textual
descriptions and is used by a business¢process to drive value from data. This |requires
an agreed vocabulary approach in order for this data to support the businegs
processes across the many servicés; organizations and departments in a city| In a
smart city data framework there*are organizations who supply a nhumber of services
to the city, or products/services which are operated as shared services by thg city. An
example of smart city refenence data is that of a vehicle specification about ja
transport fleet used te/determine its suitability to meet a number of servicg needs.
This reference datasis:unlikely to be unique to a specific city, however becaude it is
relevant to a specific service provision and might be based on legacy approgches, it
is unlikely to be useful for cities to use for comparison or benchmarking acrgss cities.

Thematic_data

Thenmiatic data in a city will initially be the datasets and legacy data that are| created,
processed and managed by the city in order to deliver services to citizens, such as the
data related to the provision of adult care services. The metadata and refergnce data

within the data framework with the thematic data supports the city as it mpves
towards the pravision of citizen-centric services for adults with all data beco ming part

of the wider healthcare service data for the city. At this point, it becomes possible to
consider attributes that exist across a number of city services, allowing a city to
understand the characteristics of the thematic data and what constitutes a set of data for
the city service. In this scenario, healthcare service data forms a set of data in a city which
of itself has specific value, and allows a city to understand the challenges and
opportunities which exist.

© ISO/IEC 2024 - All rights reserved
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The data spectrum

General

In order to understand how a city can maximize the value of its data, it is important
that the data framework classifies data for use and also differentiates the data it holds
on the basis of whether it is considered closed, shareable or open. The extent to which
the restrictions have been implemented can vary dependent on the security, access
and control requirements. The use of data within the data spectrum is restricted to the
use, reuse and the purpose for which data can be shared. 1SO 31000, Risk management
- Principles and guidelines outlines good practice on the management, assessment and
analysis of risk and can be used by cities when implementing the data framework.

AN appropriate risk management regime for the sharing, publishing and reuse] of data
should be established and implemented.

Closed data

Closed data is data which has been restricted for use. This data has been designated as
information that is not permitted to be shared. In a city, this data‘includes paymgent details
for citizens within a specific service, such as their council tax.

Shared data

The shared component of the data spectrum is the data which exists which cannot be
considered as either open or closed data. This varies’between cities and is assumed to
represent the majority of the data in a city.

This standard looks in detail at:
a) the suitability of sharing data for heéw purposes (see Clause 9); and
b) access rights to data (see Clause 10).

It is important as part of the data spectrum to understand there are three tgp level
access restrictions which apply to shared data:

1) specific access is when data is made accessible by the data owner to either pamed
individual(s) or-named organization(s);

2) group access iSwhen data is made available to specific groups of people or
organization(s) based on predetermined criteria; and

3) public€ access is when data is made available publicly but only under certain |terms and
conditions that cannot be considered open.

Pubtishers of city data have a duty of care when restricted data is considered fof sharing
toensure that potential harm to individuals or assets is considered prior to publication.
An example of shared data such as this is COMAH (control of major accidentsand
hazards) data.

4.3.4

Case study 1 inAnnex A gives an example of the benefits of shared data with public
access.
Opendata

This standard uses the definition of open that is maintained by the Open Project?.
“Open” means anyone can freely access, use, modify and share for any purpose (subject
at most to requirements that preserve provenance and openness). This definition is also
used to determine whether data can be classified as open data.

Case study 2 in Annex A gives an example of a city publishing open datasets.

© ISO/IEC 2024 - All rights reserved
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Data usage

For all types of data within the data framework, it is important to consider the data
usage when deciding on the value that is created from that data. Metadata and
reference data determine the provenance of the data and in particular its state, for
example raw, processed or archived. In some cases it is appropriate to use static data (a
snapshot of data created to be used for some future purpose). Temporal data (data that
varies over time) might also be used to create snapshots of scenarios in a city for future
use. Versioned data (data that represents a data update cycle) might also inform
scenarios and should also be considered in a city.

Consideration should also be given to the data structures used within the data
framework when determining the data usage. This is covered in more detailin Clause 11.

B

.4

FTemporatand-versioneddatais importantimorder tounderstand-the patternsgf data
which form the four key types of data insight required when sharing data inj@’gity:

a) operational insight examines the characteristics of things such as buijldings,
communities and organizations, using data to evidence and improve their yalue for
the city or deliver a service;

b) critical insight is gained from the real-time monitoring of incidents and curfent cases,
involving all relevant organizations from across sectorsywho work togetherto achieve
the desired outcome or response or deliver a service;

c) analytical insight is the exploration of the data frammework to determine pafterns,
correlations and predictions, allowing the development or innovation of sygtems or
services, or the evidencing of challenges and opportunities for the city; and

d) strategicinsight is the overarching approach that examines outcomes relatdd to
strategic objectives, decisions and plans.

Deriveddata

One aspect of smart city data sharing that is still largely untapped is the role of |derived
data and how it can contributée'to the value of city data. Derived data has tradifionally
been created to support the performant processing of data attributes for procepsing.
Derived data is when one or more measures used by a city are combined from gne or
multiple datasets to-cte€ate new data attributes, which are then used during the¢
exploration of data-and appear in any resultant analysis.

As part of thesprocessing that is performed to achieve the four key types of data insight,
derived data.is created as snapshots for particular scenarios, allowing the apprgpriate
data to be'explored for insight. Derived data is a key resource that a city uses tp
understand and respond to the challenges and opportunities experienced. For xample,
edlcation data might be used along with transport data to gain strategic insighit from the
derived data about potential impacts on education provision when planning mdjor city
infrastructure initiatives.

4.4.1

Datacreators anddecision-makers stoutd beaware that thereare risks associated with the
aggregation of data, by accumulation and/or association. This might result in derived data
being created that relates to, or reveals sensitive information. It is important to ensure
that any change or creation to the derived data is re-examined in order to ensure whether
it is allowed to be shared or published.Commercialization of data

General

The open data movement has articulated that making data available free and open at
the point of use adds value for the owner of that data and allows entrepreneurs to
extend existing businesses or begin new companies to monetize the open data by adding
value. The data within the data framework which should be considered for
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commercialization extends beyond open data to consider shared data. These valuable
resources created from the smart city’s data framework require curation and add
significant value by creating social, economic and environmental resources for the public
good. The data created in a city are not just created by the city but by organizations which
support the delivery of services in the city from either

the private or third sector. Putting the data into the data framework creates visibility and
facilitates unforeseen exploitation. The use of this shared data as part of a
commercialization model will require negotiations with all the data creators involved. To
ensure the continued curation and publication of this data - particularly at city scale - it
will require a new approach that provides sustainable funding. Sustainable funding would
address the ongoing cost associated with the evolution of city data and its usage.

Demand-led model

The initial supply-driven approach to making open data available, as a result’of [the work
of the Open Data User Group (ODUG) has been superseded not just imtheé UK Hut
globally. The new approach is a demand-led approach to the

curation and publication of open data. This demand-led approach‘is based on the
publication of data for which there is an audience who can articulate the value|of the
release of the data.

Case study 3 inAnnex A gives examples of some of the-benefits of a demand-led model.

In a smart city context, a new approach is needed to.data curation and publicatjon if the
initial building block created by the release of open’data from cities is to be extended to
include not just open data, but shared data.

There is an opportunity for cities to evolve:commercial models for data that thely curate
and publish. This commercial opportunity’exists for the combination of open and shared
data and business models should be-ised to add value beyond the four levels of insight
(see Clause 4) for the city and cityservices. The city should examine business models that
build on the open data alreadyreleased and include any or all of the shared access data
that the city holds, where aceess is currently restricted.

As evidenced with the gpen data agenda, a supply-led approach to these new models is
unlikely to lead to a.commercial funding model that contributes to or wholly fynds the
curation and publication of data shared commercially by a city.

A demand-led.approach should be used for city shared data; this can also highlight the
commerciallopportunities to collect, process, curate and publish new shared city data.

As depicted in Figure 2, the commercialization opportunities diminish in direct
propgrtion to the closing of data. In a city where the curation and publication approach
results in the majority of data that could be shared remaining closed, this limitgthe
commercial opportunities. By contrast, a city which explores the opportunities ywhich
exist with both open and shared data will be able to evolve new commercialization

modelsto-fund-the dataframework:
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Figure 2 Commercial opportunities for the data spectrum
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shared data. This can allow commercial models based on incentivizing the safe

value of
and

4.4.4

secure sharing of data to be developed.

Case study 4 in Annex A showcases the exploration of a commercial model.Not all of the
data in the data framework is necessarily chargeable: the city as the authoritative source
of this data should consider which data might be released as searchable and open, as this

evidence of demand can highlight further commercial opportunities.

Research-based model

A research-based approach to commercial opportunities for city data should also be
explored. This requires an investment to explore the data that a city holds using
statistical, mathematical and data science techniques, however thisinvestment could
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enable incentives for sharing to be understood and possible commercial models that
could be applied to emerge. Case study 5 gives an example of the potential benefits of a
research-based approach to urban planning.

The outcomes of data sharing can be quantified using a pre-determined scale. Using a
scale around outcomes can support a city’s ability to monitor and report on data sharing
outcomes, to encourage appropriate changes to the approach. This mechanism could be
as simple as a 1-5 scale of effectiveness / impact. A5, for example, would indicate that
the particular outcome of data-sharing provides a significant benefit that was otherwise
not able to be realised. Adding elements which track effort and/or risk might also be
useful.

Whichever approach is taken to understand the business model that maximizes the

5.1

5.2
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sharing is measurable.

Establishing a data sharing culture

General

The result of the city transitioning to managing data as an.asset in its own right| and in
collaboration with other significant data owners in the City is a fundamental change to
the way in which legacy data has been viewed by the ity authorities.

Guidance note [B2] from ISO 37106 - Transforminghe city’s operating model should be
used as a starting point for understanding how.t0 manage data as an asset.

This recommends specific data leadership within the city and coordination of all the
owners of data within the data framewark: Coordination of activities to

establish a data sharing culture should’have appropriate focus on understanding the
demand for the data and the most appropriate mechanisms for ensuring that datais
discoverable.

When sharing or publishing.data, particular care should be taken to address safety and
security considerations. In\particular, steps should be taken to identify and protect
information that could impact on the safety and security of individuals, serviceg, sensitive
assets and systems{ and the benefits which city assets and systemsexisttodeliver|

Identifying-the benefits of datasharing

As part of\the transition to a data sharing culture, the city should articulate the
benefits*of this transition to all organizations with a role in the new city operfating
model. The benefits will initially accrue from having a single view of city data via the
data framework.

There are many technical options to achieve this transition and it is not necegsary to

[ A

combine-data-ira-singte-technicat-imptementation;provided-att-the-data-isaccessible
for discovery. Indeed, as cities transition from using structured data - which is the
predominant city data prior to the adoption of the loT - to curating loT and other
streaming data - which is either unstructured or semi-structured - NoSQL technologies
and cloud services built for this data will need to be used.

From a technical viewpoint, what is important is that technologies used are loosely
coupled and interoperable, to prevent the technology being a barrier to unlocking the
benefits of data sharing.

Irrespective of the technologies employed, the value of the data framework is derived
from harnessing shared data estates rather than the current data silos built as part of
individual city services. It is important for cities to understand the security and
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resilience advantages of a shared data estate rather than a single data repository for

the data framework.

The benefits of this approach can break down any barriers between data providers and
prevent the creation of barriers in the future. Consideration should be given to changes
which take place in organizations over time and a mitigation strategy developed to
include contingency measures for the continuity of service, including key personnel.
The data framework can allow cities to explore duplications or enhancements for
existing services and discover new opportunities to provide new services based on
insight from the data. A single view of the city data can highlight improvements and

efficiencies and help cities understand how best to improve service delivery.

53 Knowledge creation approach

If cities merely transition the technology they use to create a data sharing cultdne, this
can enable some of the value to be derived from the data framework and\som¢ data

capacity to be created with this incremental change. Data sharing in sfmart citi
potential to create not just incremental change, but a step change for'the city t
creates not just data capacity but data capability: this requires a knowledge cre
approach.

A knowledge creation approach is focused on ensuring that‘data is federated b
data specialists, and is in the hands of the majority of the domain specialists, re
for management and oversight of city services. Domait-specialists and data use
method of discovering and accessing the data within the data framework on de
part of their business as usual process. The praovision of a feedback loop should
developed to monitor and prevent errors in-the data, creating a dynamic data 1
for all. Any updates or revisions to the data within the data framework should |
transparent in order to ensure that théprovenance of the data is maintained.

framework which is designed and implemented in this way can reduce duplicat
provide a better user experience forall within the city. Additionally this can allg
to benchmark themselves againstother cities, and understand similarities and d
on a regional or national basis.

Promotingtrustand participation

In addition to the neéd for a city to articulate the benefits of data sharing, it is
to determine hew-to build a trust model that can be shared with citizens and u
develop a citizen participation model for citizen data that is shared by the city.
ethics code should be developed in consultation

with gitizens to provide publicly available guidance related to those citizens wh
providing their data to the data framework. One approach would be the devel
a-shared data charter explaining why and how data will be used for each of the
dccess restrictions that apply to shared data, in order to promote trust and part
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5.5
5.5.1

Case study 6 inAnnex A gives three examples of existing open data charters in cities,
illustrating the basis for the creation of shared data charters. A shared data charter
should identify the security measures to be used by data owners to underpin the trust

model for the city.

Anonymization of data

General

As anonymization is a key technique for smart city data sharing, an overview of
guidance needed has been included in this standard (see 5.5.2).

© ISO/IEC 2024 - All rights reserved

11

the


https://iecnorm.com/api/?name=a3aee40c46e34bc4af2d1f17e30eb271

ISO/IEC 17917:2024(en)

The term “anonymization of data” refers to data that does not itself identify any
individual and that is unlikely to allow any individual to be identified through its
combination with other data.

Anonymization of asset data should also be considered by cities. Examples of asset-
related data sets where anonymization would be required include those containing:

a) information on alarms connected to response centres with automatic police response;
b) some COMAH data; and
c) energy consumption at building or occupier level.

Different jurisdictions have specific approaches to the anonymization of personally
identifiabledata, local laws and registrations will inform the approach which needs

to be taken. Although it is not always possible for anonymized data to be completely
risk-free, ratheritispossibletomitigate theriskof reidentificationuntilitisiemote. If
the risk of re-identification is likely, the information should be regarded‘as peysonal
data.The term “re-identification” describes the process of turning aridnymized data
back into personal data through the use of data-matching or similantechniqued.

Anonymization - key points
The key aspects of anonymization of data in cities are:

a) data protection law does not apply to data rendered anonymous in such a way
that the data subject is no longer identifiablés

b) fewer legal restrictions apply to anonymized data;

c) where the anonymization of personal‘data is possible, it can help servicg society’s
information needs in a privacy-friendly way;

d) can help all organizations that need to anonymize personal data, for whatgver
purpose; and

e) can help cities to identify the issues that need to be considered to ensure th
anonymization of personal data is effective.

™D

Governance and mahagementof anonymization

It can be easier to seek to use anonymized data in new and different ways becpusethe
local laws do not'apply, for example the UK data protection laws on purpgse
limitationrates donotapply. Anonymizationallows organizationstomakeinf¢rmation
public whilestillcomplying with theirdata protectionobligations. Thedisclojure of
anonymizeddataisnotadisclosure of personal data - even where the data controller
holdsithe key to allow re-identification to take place.

The city should work with organizations processing city data to put in place an gffective
governance structure m relation to their anonym1zat1on processes. This can support

data including its anonymization, or if a regulator carries out an audit. A thorough
risk analysis should be carried out on the likelihood and potential consequences of re-
identification at the initial stage of producing and disclosing anonymized data.

The risk of re-identification differs according to the way the anonymized information is
disclosed, shared or published. Publication to the world at large is more risky than
limited access; limited access allows the disclosure of richer data but relies on robust
governance and contractual arrangements. In cases where the consequences of re-
identification of anonymized data could be significant - for example, because it would
leave an individual open to damage, distress or financial loss - the city should work with
organizations processing city data to:
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12


https://iecnorm.com/api/?name=a3aee40c46e34bc4af2d1f17e30eb271

ISO/IEC 17917:2024(en)

a) seek the data subject’s consent for the disclosure of the data, explaining its
possible consequences;

b) adopt a more rigorous form of risk analysis and anonymization;

Cc) insome scenarios, such as those where the consequences of the risk of re-
identification could be significant, the data should only be disclosed within a properly
constituted closed community, and with specific safeguards in place;

d) provide information on personal data collected and the purpose for which it is used;
or

e) ensure that spatial data related to objects cannot be used to reveal the identity or
patterns of life of individuals or groups of individuals.

5.6

Mitigating re-identification risks

Re-identification risks can occur across the lifecycle of de-identified data’in 3 smart
city. These risks can occur as a result of any organization which whd 'isinvolved in the
creation of de-identified shared or closed data in the smart city, dSO/IEC 275%9
provides a technology agnostic framework for identifying and mitigating risks{which can
be used to support compliance and regulatory requirements and relevant privfacy
principles.

Spatial data

Spatial data is any data with a direct or indirect reference to a specific location or
geographical area. Spatial information includes.postcodes, GPS data, trajectqries (the
path of a moving object or person) and map réferences, and these sometimeq constitute
personal data. The approach cities should:take to handling spatial information is
dependent on available related information, and the size of the dataset they|are dealing
with. To avoid disclosure of personal-data, and to reduce re-identification risk, for some
types of spatial information, thesremoval or blurring of certain elements shoyld be
considered, for example, usingpartial postcodes rather than full postcodes. §mall
numbers in small geographical areas present increased risk but this does not nean that
it is necessary to remove‘small numbers automatically. For example, removing numbers
relating to five or tencsindividuals or fewer might be a reasonable approach for
minimizing risk of (identification in a proactive disclosure scenario. People’s tfajectories
are particularly sensitive and will require special treatment.

Using asshared language for data governance

In a cityiit is important that the language used for the sharing of data is comrhon across
the-city and city organizations in order to ensure that appropriate governance is in

place. Ensuring appropriate governance requires leadership and comprehensiye
doordination from the city. This governance should include consideration of any issues
around data quality, to enable the correct actions to be taken when sharing data with

5.8

the appropriate access across the data spectrum.

In some jurisdictions regulation will require that the city has the appropriate opt-out
process and an auditable trail of evidence in place to prove that information has been
removed once a request for removal has been processed.

Data sharing in practice

Although different jurisdictions have different regulatory regimes smart cities globally
operate a multi agency model and in practice there are two key scenarios for the
sharing of personal data: systematic data sharing arrangements as well as ad hoc or
one-off requests (see 5.8.1).
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“Data sharing”in a smart city setting means “the disclosure of data from one or more
organizations to a third party organization or organizations, or the sharing of data
between different parts of an organization”.

Data sharing can take the form of:

e areciprocal exchange of data;

e one or more organizations providing data to a third party or parties;

e several organizations pooling information and making it available to each other;

e  several organizations pooling information and making it available to a third partyor
parties;

8.1
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e different parts of the same organization making data available to each other.

Two types of data sharing

Some data sharing doesn’t involve personal data; for example where only stafistics
that cannot identify anyone are being shared. In smart cities.there are two kgy types
of data sharing:

a) systematic, routine data sharing where the same datajsets are shared betwgen the
same organizations for an established purpose; and

b) exceptional, one-off decisions to share data fénany of a range of purposes.

Different approaches apply to these two typesiofdata sharing. Some of the good practice
recommendations that are relevant to systematic data sharing are not applicable to one-
off decisions about sharing. Systematic data sharing generally involves routine s$haring of
data sets between organizations for an agreed purpose. It could also involve a group of
organizations making an arrangement to pool their data for specific purposes.

Adopting the good data sharing;can help organizations to collect and share perspnal data
inaway that complies with régulation, is fair, transparent, and in line with the rjights and
expectations of the peoplé.whose data is being shared.

Much data sharing in-cities currently takes place in a pre-planned and routine way. As
such, it is governed by established rules and procedures. However, as cities realise the
value from the data framework, they might decide, or be asked, to share data ir situations
that are not.eovered by any routine agreement. In some cases, this might involye a
decision abaut sharing being made in conditions of real urgency, for examplein an
emergency situation.

Data protection reform

At the time of writing, new data protection legislation has or is being introduced across
the world. In many cases terminology differs in each jurisdiction. It is important to
establish the terms which should be used in the specific jurisdiction which apply to the
smart city to ensure that the implementation of this standard has been adapted to the
specific data protection setting.

This standard provides some overarching guidance (see 6.2 to 6.10) based on best
practice advice recommendations to prepare for data protection compliance which is
applicable to the smart city implementing this standard. This will not contain all the
guidance necessary in the applicable data sharing jurisdiction. Further reading on
regulatory setting is listed in the Bibliography.
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Emerging data protection regulatory regimes are a window of opportunity for cities to
create the data framework for the open and shared data across the data spectrum. The
data framework is an ideal governance mechanism for building data protection
compliance. Adoption of this standard to initiate data sharing for a smart city also
helps support the business case for the transition of existing technologies that are not
considered adequate to ensure regulatory data sharing compliance.

Awareness

It is essential to start planning an approach to compliance as early as possible, and to
gain buy-in from key people in the organization. It might be necessary, for example, to

put new procedures in place to deal specifically transparency and individuals’ rights
provisions.In a Inrgp Qr rnmplpy business _this could have <ignifirnnr b |rigpr ry, IT,

personnel, governance and communications implications. Implementation gf«fegulatory
compliance requires detailed planning for all the organizations which cantribuite and
consume data from the data framework. It is recommended that should.be led by the
city to ensure all affected organizations are included.

Information thatis held

It is a requirement of many regulatory jurisdictions to assess and document what
personal data is held, where it came from and who it {S'shared with. It might|be
necessary to organize an information audit, across théorganizations within the city, or
for particular city services. This is particularly important for a smart city to recognize
privacy rights for a networked world. For examiple, if inaccurate personal data is held
and shared with another organization, the other organization is required to bg
informed about the inaccuracy so it can cofrect its own records. This is not ppssible
without knowing what personal data is.held, where it came from and who it if shared
with. This information should be documented. Doing this could also help orgahizations
to comply with the accountability<requirements of the regulatory setting whi¢h if
applicable requires organizations‘to be able to show how they comply with the data
protection principles, for example by having effective policies and proceduref in
place.Communicating privacy information

Currently, when personal data is collected, there is a requirement to give pepple
certain informatiom, such as the identity of the organization collecting the information
and their intended Use of the information. This is usually done through a privacy
notice. In some jurisdication there is additional information that is required to be
shared, for'example the data retention periods. Individuals have a right to complain to
a regulatorif they think there is a problem with the way their data is being handled. It
is best ‘practice that the information to be provided is in concise, easy to undgerstand
and ctear language.

Subject access requests

The rules for dealing with subject access requests vary across jurisdictions in many
cases it will not be possible to charge for complying with a request and there is usually
a time limit when a reply must be sent. In some jurisdictions they may also be
different grounds for refusing to comply with subject access request, for example
manifestly unfounded or excessive requests may be able to be charged for or refused.
If refusing a request, policies and procedures will be required to be in place to
demonstrate why the request meets these criteria.

Organizations are often required to provide some additional information to people
making requests, such as data retention periods and the right to have inaccurate data
corrected. If the organization handles a large number of access requests, the impact of
the changes could be considerable, so the logistical implications of having to deal with
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requests more quickly and provide additional information will need thought through
carefully.

A new operating model based on data sharing for a city could ultimately save a city and
city organizations a great deal of administrative cost if they can provide people with
the ability to access their information easily online. It is recommended that
organizations consider conducting a cost/benefit analysis of providing online access.

Consent

The city should work with organizations processing city data to review how they are
seeking, obtaining and recording consent and whether they need to make any changes.
Usually consent has to be freely given, specific, informed and unambiguous.

Consent is usually a positive indication of agreement to personal data being\grocessed
it cannot be inferred from silence, pre-ticked boxes or inactivity. If an erganigation
relies on individuals’ consent to process their data, they will be required to nmpake sure
it meets the regulatory compliance in their jurisdication. If not, the organization will
be required to alter its consent mechanisms or find an alternative’to consent

Consent is verifiable and individuals generally have stronger-rights where congent is
relied upon to process their data. It is recommended that(the’ mechanisms us¢d for
recording consent are reviewed to ensure an effectiveaudit trail is created.

Privacy regulation related to children’s'data

In some jurisdictions regulation has been updated relating to the sharing of data from
children. Smart cities should consider whether it is an optimal time to consider putting
systems in place to verify individuals’ ages.ahd to gather parental or guardian ¢onsent
for the processing of children’sdata as‘they adopt the data framework.

This processing of children’s data.could have significant implications for children’s

services in a city where their personal data is collected as part of the service|provision.
When collecting and sharing children’s data it is recommended that any documentation
is in language that children will understand.Data breaches

Some organizations arelalready required by regulators to notify the regulatory authority (and
possibly some otherbodies) when they suffer a personal data breach. This will be new to
many organizations< Not all breaches are usually required to be notified to the
regulatory autherities, only ones where the individual is likely to suffer some fprm of
damage, suchjas through identity theft or a confidentiality breach.

In sometcases, an organization will be required to notify the individuals whose data has
been‘subject to the breach directly, for example where the breach might leave them
open to financial loss. Smart cities are advised to develop policies and procedures for
managing data breaches, whether at a central or local level. A failure to reportla breach
when required to do so could result in a fine, as well as a fine for the breach itseglf.

7.1

TR conclusion, 1t 1s recommended that a smart city and the other organizations sharing data from
the data framework makes sure they have the right procedures in place to detect, report
and investigate a personal data breach.

Data value chain

General

The data value chain is a mechanism through which cities can view the flow of data
from the point that it is collected throughout its entire lifecycle. Each city has its own
flow of data and needs from data, but the four key levels of insight within a city are
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created by analytical processes which turn the data framework into different kinds of
actionable intelligence.

The city should ensure that any risk of an adverse impact on an individual, organization
or asset is considered prior to the sharing of the data from the data value chain. The
data value chain depends on a blended technology ecosystem in a city which acts as
disruptive force to understand traditional, static practices and supplant them with
innovative, purpose-built solutions based on data analytics. Essentially this transforms
datainto an additional city asset.

The data value chain as shown in Figure 3 has the power to disrupt cities with new ways
of thinking and doing. The data value chain also has the ability to unify disparate city
services by putting data - knowledge - into the hands of decision- makers - not just data

Dhta value chain
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the city, informing daily workflow. This approach can support decision-makingwith data
from the simple deployment of resources, the strategic placement of those résdurces, to
the ultimate value those resources provide in return.
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7.2
7.2.1

Data roles

General

Although individual cities have their own data value chain, there are five key roles to
be fulfilled in order to maximize the impact of the data framework in a city.
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The roles that exist across the data value chain include:

a) datacreator (see 7.2.2);

=)

)

) data owner (see 7.2.3);

) data custodian (see 7.2.4);
)
)

o 0N

primary publisher (see 7.2.5);

D

secondary publisher (see 7.2.6);

—h

) users (see 7.2.7); and

g) othercities (see 7.2.8).

Data creator

The data creator role defines those organizations who both collect and/or~trans
for the city or its services. This role can be passive where the organizationlis res
for the creation of data for a city, as part of the provision of a city service, for g
the creation of the city data relating to the location of lamppostsinthe city. Ad
this role can be a reactive role where operational insight data is'collected and i
transformed to provide the city with critical insight, for example a transport op
city who supplies data collected from cameras in the event\0f‘an critical inciden
derived or aggregated data, the data creator is the provider of the process whi
transforms the data created by others.

Data owner

The data owner is the designated curator for the data related to a city service o
of the city. The responsibilities of this roleinclude the authority to change the ¢
where appropriate and maintain the transparency for the provenance of the d
the data framework on behalf of thé city.

Data custodian

The data custodian role differs to the data owner role as this organization does
the data, it merely is thé-custodian of the data for a specific purpose or task re

form data
bonsible
xample
ditionally,
5
eratorina
t. For

th

n behalf
lata
hta within

not own
ated to

the provision of a service within the city. See case study 7 inAnnex A for an exaiple of

the difference in the'roles of data owner and data custodian in city service pro

Primary publisher

The primary publisher role relates to the organization that performs the public
for alldata across the data spectrum. All sources of data can be viewed by the
organization who performs this publisher role, all data however might not be p
Publication of the data depends on which part of the data spectrum the datab
and the access restrictions which apply.

vision.

dtion role

ublished.
blongs to

7.2.6

Secondary publisher

In a smart city an additional publication role exists. The publication of some of the data

on the data spectrum is facilitated by the primary publisher. As a result, for som

e of the

published data an organization creates additional value from the city data which has
been published. This secondary organization should be encouraged to publish the new

value data which has been created, performing the role of secondary publisher

. The

secondary publisher should monitor the quality of the data in the data framework,
feeding back to the city on any variance detected as part of the data publication process.
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Any access restrictions to the data to be published as part of this secondary publication
role are determined by the primary publisher. A feedback loop should be incorporated
which supports the primary publisher delegating authority to the secondary publisher to
oversee the publication of the data itself.

Users

There are a number of organizations who can have differing roles in the data value chain
but are also considered to be the users of city data. Although this varies between cities,
the key user groups that are common to all cities are:

a) city organizations who support the operation of city services, for example emergency
services, community health services and contractors;

.3

b) third sector organizations providing or supporting city services;
c) business users, for example corporates and SMEs;

d) citizens; and

e) academicorganizations.

Other aspects of the data value chain that exist in a city but which are outside the scope
of this standard are:

f)  other cities (see 7.2.8); and

g) citizenroles (see 7.2.9).

Other cities

This other cities role relates to cities where data sharing agreements are in place,
particularly where the other city is cénsidered a near neighbour, which might or
might not be geographically co-located, but where city services are shared between the
cities. Although outside the scope 6f this standard, any impact of other cities op the data
value chain should be considered:in these situations.

Citizen roles and responsibilities to other citizens

Although outside the scope of this standard, the data value chain might be impacted by
citizen roles and therefore they should be considered.

It is important that city organizations understand these roles in order to fully utilize the
data framework, in the context of the statutory duties that exist for the protection of
personal data when sharing data across the city.

Data Sharing responsibilities

General

7.3.2

theaa lkav valac b atinac chaonld e for th A chaving
T CCRCy TOtCSvvri eSOttt oot o TN —Srar s

efperdonal data:
a) datacontroller (see 7.3.3);
data processor (see 7.3.4)
datasubject (see 7.3.5).

) ; and
)

C

Data roles and responsibility matrix

It is important that a city has a clear view of these roles and responsibilities before new
business models are explored around the commercialization of data.
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As a result of the legislation and regulation in the specific jurisdiction which surrounds the
sharing of personal data, the roles and responsibility matrix shown in Figure 4 should
form the basis for testing whether business models can be considered appropriate.

Figure 4 Roles and responsibilities matrix

Responsiblilty

Rol Data Data Data
o controller processor subject
Data creator
o >
Data owner Q
® AP
N

Primary publisher ‘

Data custodian '

Secondary publisher

‘\./
User /’s

7.8.3 Data controller

In relation to personal data, a data controller is a person who (either alone or jpintly orin
common with other persons) determines the purposes for which and the manngr in which
any personal data are, or are to-be, processed.

7.83.4 Data processor

In relation to personal(data, a data processor is any person (other than an emplgyee of
the data controller) who processes the data on behalf of the data controller.

7.8.5 Data subject

A data subject is an individual who is the subject of personal data.
7.4 Data'controller vs data processor

Itisimportant for cities involved in the processing of personal data to be able tp
determine whether they are acting as a data controller or as a data processor in respect
of the processing. This is particularly important in situations such as a data breagh where

s oLl 1o = ol - | I - e la ol = e 'b'l‘t
TCwWrroe ecessary to aetermme- whnic orgamzatom as aata protecton—TesponsibDiluty.

There is a distinction between a data controller and a data processor inorderto
recognise that not all organizations involved in the processing of personal data in smart
cities have the same degree of responsibility. Irrespective of the regulatory
jurisdiction it is usually the data controller that exercises control over the processing
and carries data protection responsibility for it.
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Purposes for data use

General

Based on the data that is in the data framework and the data spectrum that has been
agreed upon, it is important for a city to understand the purpose of the data sharing
that is intended. Equally important is the need to consult stakeholders on these data
sharing intentions, utilizing the learning from the open data agenda and engaging with
stakeholders or stakeholder groups both offline and online. The maturity of a city’s
approach to data sharing can support the development of an initial engagement with
stakeholders to empowering communities with data, through to active participation in
meeting the challenges and opportunities for the city.

In order for smart cities to evolve towards becoming sustainable and resilient| cities, it
is important to use the data framework as an evidence base not just forcundefstanding
the value that data can bring to current city services, but for exploring [future
innovations based on data, while remaining mindful of the need tojprotect the safety

and security of individuals, services, sensitive assets and systems;Zand the behefits that
city assets and services exist to deliver.

The following key areas (see 8.2 to 8.5) should be consideted as the basis for
understanding the purpose of data in a smart city, whieh\¢an be used as a bagis for
continuous consultation with stakeholders.

Primary purpose

Smart city data sharing is predominantly done’across the data spectrum for the benefit
of citizens. A city initially looks to engage stakeholders using data to commurjicate
about city services, challenges and opportunities. This allows an understanding to be
developed on the real needs that thé&city is addressing and how this might bg focused
and refined. Ultimately a citizen,and stakeholder participation approach to data
sharing in a city allows the moye towards a self-service model for data that ig shared.

The efficient functioning of a city and key services such as the transport infrgstructure
and effectiveness of city utilities are also key reasons to share data in a city.

As a city matures its.approach towards data sharing this can facilitate the grg
agenda for local businesses or sectors, especially as commercial models are d
for data sharing. Throughout this data journey it is important to develop this
to data alongside the political agenda and around the use and need for data:

wth
eveloped
approach
an

evidence-led approach to change.

Secondary purposes

Alongside the primary purposes for data sharing, a number of secondary purpgses
accrue. When the data framework is used to explore these new purposes, thg most

s b . I 4 o ol . Lol Il
SLETTTSTTTU TTUUITTITITITL TUT U Uala USTU STTUUtU dpptly.

Data sharing can be used to establish a future innovation approach, as the evidence
base created from data sharing can be extended to include new initiatives and
opportunities.

Data sharing can also highlight where opportunities for new business streams exist and
where sector growth might be encouraged. A data sharing strategy can become the
basis of a business case to seek new funding. There is a need to understand sustainable
funding models for smart cities which enable smarter integration of city services.
These new funding models should be delivered via partnership style agreements. Data
sharing is a key innovation which can enable a mixed economy funding model to
facilitate the integration of existing services with new delivery partners across
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different sectors. For example, an initiative which addresses the growth ambitions for
a sector or community could involve the city, private and third sector organizations

who share data to drive the innovation.

Reuse and distribution

General

When data sharing from the data framework relates to the sharing of asset or service

data this should take account of any sensitivities related to the data which is be
shared.

ing

When assessing the reuse and distribution of data from the data framework, it is

important to ensure that this is adequately understood for personal data in the
different data sharing scenarios that are usually present for smart cities.System
sharing scenario

When entering into an agreement to share personal data on an ongoing basis the
following datasharing checklist- systematic data sharing should be'censidered.
Is the sharing justified?

Key points to consider include the following.

a) What is the sharing meant to achieve?

b) Have you assessed the potential benefits and risks to individuals and/or soci
sharing or not sharing?

c) Is the sharing appropriate and proportiohate to the issue you are addressin

d) Could the objective be achieved without sharing personal data?

Do you have the power to share?

Key points to consider include the following.

a) The type of organization you work for.

b) Any relevant functions or powers of your organization.

c) The nature ofithe information you have been asked to share (for example W
given in confidence?).

d) Any legalobligation to share information (for example a statutory requiren
courtorder).

If deCiding to share, it is good practice to have a data sharing agreement in p
smiart city data sharing agreement should cover:

a) whatinformation needs to be shared;

two
htic data

bty of

o?

as it

hentora

lace. A

bh) the nrgnni7nfinnc in\/nlvpd;

c) what to communicate to people about the data sharing and how to communicate

that information;
d) measures to ensure adequate security is in place to protect the data;

e) arrangements for providing individuals with access to their personal data if
requestit;

f)  agreed common retention periods for the data;

g) processes to ensure secure deletion takes place.
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One-off requests scenario

In certain circumstances, a city might be asked to share personal data relating to an
individual in one-off circumstances and the following Data sharing checklist - one off
requests, should be considered.

Isthe sharing justified?

Key points to consider include the following.

a) Do you think you should share the information?

b) Have you assessed the potential benefits and risks to individuals and/or society of
sharing or not sharing?

CJ_ Do you have concerns that an individuat 15 at risSK of serious harmy?

d) Do you need to consider an exemption in regulatory laws?

Do you have the power to share?

Key points to consider include the following.

a)
b)

c)

d)

The type of organization you work for.
Any relevant functions or powers of your organization:

The nature of the information you have been asked,to share (for example W
given in confidence?).

Any legal obligation to share information (for example a statutory requiren
court order).

If you decide to share

Key points to consider include the following.

a)

<)

What information do you need to share?

1) Only share what is\hecessary.

2) Distinguish fact\from opinion.

How should thelinformation be shared?

1) Information should be shared securely.

2) Ensure you are giving information to the right person.

Consider whether it is appropriate/safe to inform the individual that
shared their information.

Record your decision

as it

hentora

you have

shared

Record your data-sharing decision and your reasoning, and whether or not you

o LI o -
Crc mmormmaciult.

If you share information you should record:

a

o N T

e

)
)
)
)
)

what information was shared and for what purpose;
who it was shared with;

when it was shared;

your justification for sharing;

whether the information was shared with or without consent.
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Access and control

When establishing the purpose of data sharing in a city and the basis on which it is to be
used, it is important to decide how data is to be accessed and by whom. The access
requirements should be based on the purpose for which the data has been shared.

Itis particularly important that security, access and control restrictions are considered if
the data being shared has been repurposed from the original reason that the data was
collected. When the data framework is used to explore these new purposes, the most
stringent requirements for the data used should apply.Although the city might have
defined these principles for open data this should be re-examined for shared data,
ensuring that the roles and responsibilities for shared data are equally well understood.
For example, footfall data collected by a city to understand priorities related to retail

% wou i arity i n place if the
data was collected manually by survey, than if video camera data was usedsYidgo camera
data would need to anonymized before this data could be shared.

Depending on the data collection and processing services for shared data, the fprmat of
this data is likely to vary depending on the city services that collect'and use thisldata.
Provided the data to be shared is in machine-readable format - as.a minimum i comma
separated values (csv) format - it can be repurposed as part.of a data sharing injitiative.

Technology considerations

Smart Cities operate a multi-agency model which ‘may be complicated by the
technology deployed and the considerations needed for specific technologies] Usually
there are contractual arrangements in place{which specify the permitted progessing of
shared data by a technology vendor or operator as to assume the governance|role of a
data processor of smart city data. Another example of the technology considgrations
needed is the use of cloud data storage'which uses security boundaries to customize
the access, security and control privileges for Cloud Service Customers. ISO/IEC
23751:2022 gives details of apprepriate data sharing agreements where data {s
intended to be processed using’one or more cloud services, or other distributed
platforms.

Other considerations

Although the agenda around data sharing in smart cities is only just being explpred, it
can enable a ¢ity to understand how a partnership model can be developed between the
city and the'service providers who deliver the city services. The development of]|this
partnership’model is one which is more mature in other domains and it allows dities to
learpfrom similar use cases from other sectors. Case study 8 in Appendix A gives an
example of how a partnership model can have benefits for the citizen.

Assessing data states

9.1

General

To fully embrace the commercial opportunities that are available to smart cities based
on the sharing of data new business models will need to be developed to reflect data
sharing strategies. The data framework should provide an understanding of the data
states for the data it holds.

Traditionally, there has been a publication-averse culture that exists as a result of
many factors such as: a lack of data skills or knowledge, unwillingness to expose issues
related to data quality or completeness, lack of knowledge or understanding, or the
legislation or regulation. However, such aspects need not restrict the publication or
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reuse of this data, providing the barriers are acknowledged in the data framework. One

way of removing these publication barriers is to acknowledge the data states

of the

data in a city’s data framework. The following key areas (see 9.2 to 9.6) should be
included in the data framework to provide support to the development of new

commercial models for shared data in a city.

Completeness

Understanding any level of completeness in the context of the purpose for which the
data is intended to be used can allow the suitability of the data for that purpose to be
understood by all. The data owner is responsible for ensuring that a measure of

completeness (i.e. the data coverage and its continuity) is included in the data
framewaork

It is not always possible for a city to consider the data being shared with™a rrLeasure of

completeness, therefore as a minimum a completeness measure in thejexter
data’s coverage and its continuity should be created by the data owher for t
data in the data framework.

Accuracy

In addition to a measure of completeness, the data framework should conta

t of the
he shared

in a

measure of accuracy for the data that is to be shared:.The data owner should consider

this in terms of the reliability of the data in the contextof a specification, or for
particular data standard. This should be a precision’ measure, a valid range of
measurements, tolerances or sampling rates which are declared as part of the d
framework. The data owner should also record“any conversion processes that a
required, for example to convert analoguedata to digital data.

Whilst the measure of accuracy of the.data being shared is determined by the d
owner, ultimately the data user evaluates and determines the accuracy of the d
has been shared. The city should'embed a change control mechanism as part of
feedback loop for the data frathework to allow the accuracy measure and the 3
metadata to be updated based on feedback from the data user.

Availability

Availability encompasses the publication of data across the data spectrum an

availability ofsthe technology which is used to implement the data framewor}.

The availabjlity of data - including closed data - across the data spectrum shg
declared as part of the data framework. The details related to closed data sh
confined to an acknowledgement that it is part of the data framework and is

a

ata
re

ata

hta which
a
ssociated

d the

uld be
ould be
not

available as part of any data sharing arrangements. Despite this, it is important that

the closed data that a city holds is included in the data framework. This can

bnable a

trust and participation model to be developed with citizens and other city

organtzations.

The success of commercial opportunities for data sharing in smart cities relies not just
on the availability of data in the data framework, but on the reliability of the refresh

timetable for this data. It is important that the city creates a regular refresh
which data users can rely on. The refresh timetable should be in enough deta

timetable
il to

clarify the refresh periods for all data in the data framework. It is particularly

important for data which relies on updates from a number of organizations in

the city

that refresh timetables include any periods when data is not available as part of the

data refresh cycle.
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ODUG evidenced nine barriers to the usage and adoption of open data one of which
was the reliability of the data refresh cycle (Data users need to be confident that the
refresh cycle is adhered to by the city, preferring a longer reliable refresh cycle for
data available from the data framework, rather than more frequent but less reliable
data refreshes.

The availability of data from the data framework is governed by the security, access
and control restrictions which apply to all data across the data spectrum. The city
should use the restrictions which apply as a focus for the development of commercial
models. Although APIs are outside the scope of this standard (see 11.5 and Annex A)
the successful development of commercial models is likely to depend on the provision
of these interfaces in order to develop the four levels of insight for a city and make
this data accessible via the data framework.

|0

Timeliness

A measure which allows a data user to determine the temporal natufe of the|data they
wish to use, should include a measure of timeliness. Timeliness isthe time lag between
data being updated in the real world and an update occurring in'‘the data framework.
For example, some data such as that from sensors as part of-the city transport
infrastructure might occur in real-time, whereas reference’data related to school
provision might only be updated annually. This measureiis'a key part of the dpta
framework which can facilitate all four levels of insight’in a city.

It is also important to consider the frequency withywhich a measure is updated. This is
particularly important where a measure can change rapidly or can be subject|to
periodicity issues.

In addition to including this measure as part of the data framework, the city should
consider whether this also needs to be formalized as part of the data sharing
agreements if it provides a part of\the commercialization of their data framework.

Provenance

For all the data states a city.includes as part of its data framework, provenance i a
fundamental element of-the ability of a city to monetize its data. The city should use the
data value chain as-a-key mechanism to understand the provenance of the datg it holds.
An understanding of'the origin or history of the data across the data value chaip can
directly determine the commercial value of data in a city. For sensor data, specific
reference data, including location and measurement assurance data (used to defermine
whether the sensor is operating within tolerances) should be published as part jof the
data framework. A data user relies on the provenance of the data they use, reuse and
pubtish to determine the value of a city’s data.

Defining access rights for data

10.1

General

This standard considers the access restrictions that apply to all data across the data
spectrum from legislative, regulatory and standards viewpoints. In stressing the
importance of these considerations, it is also important to consider the governance
structure that is needed to support access rights to city data.

The utilization of the data framework to support the four levels of insight in a city
creates unique aggregations of data relevant to the challenges and opportunities
experienced by the city. This should also be considered when
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defining access rights to any of the data that the city holds as part of its data
framework. The city should consider the requirements of users, stakeholders,
organizations, machines and devices.

Individualrequestsfordata

Many cities already support individual requests for data under existing freedom of
information legislation, however it is recommended that this support should be
extended to include the data within the data framework. These individual requests for
data are expected to be based on thematic data and the custodianship of these
requests might need to be federated across the city, based on the operating model
that is in place.

.3

The provision of data to support these individual requests should be based on|a
feedback system to allow the individual requester or organization to question the use
of this data and report any inconsistencies or errors they find.

In order to reduce the burden of managing these requests for dataj.there shopld be an
automated mechanism in place for this purpose. This mechanism‘should be able to be
used by both citizens and organizations. The mechanism should\also provide gn audit
trail of the request that can be used to review decisions taken. Additionally this
mechanism should be the basis for any further regulatory.or’legislative investjgations
that might be required; these investigations can then be based on the interadtions that
have taken place as a result of the request for data:

Use of identity management methods

General

The use of identity management methods is an emerging topic in the adoption of
services used by citizens. Smart cities will need to decide which method best|supports
citizens to share data and theiraccess to city services. In sectors such as utilities, for
essential services such as gasj€lectricity, water, where data is not subject tq legal
obligations access is controlled internally by the individual companies in a mgnner that
best supports their own processes. Even as these services move online, the operation
of these services is likely to be based around the needs of the organization and not the
citizen. However,‘smart cities should take a different view, with the needs of the
citizen at the eentre of the transformation. Smart cities take a different view of the
interaction between the citizen and the city, with the needs of the citizen at|the
centre of (theé transformation to be a smart city. In this scenario, a single credential
allows.access to the central data resource and the use of a choice of identity
management access allows the citizen to choose the identity management sefvice to
use.

Ih the majority of government scenarios, the identity management approach mirrors
the organization-centric approach of the private sector, with some very complex data

sharing arrangements in place. These data sharing arrangements and gateways have
evolved over time and have increased in both number and complexity. For those
citizens and organizations that are the subject of the data being shared, there is no
direct access to these services by individuals. This will need to change for smart cities
in order for them to deliver citizen-centric services.
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Authorization and authentication of data

General

Authorization and authentication of data is a complex area and there are a number of

factors to consider, some which apply across the whole of the data framework,
which are specific to the access restrictions related to shared data. Additionally,

and some
itis

important to consider any IP, security or commercial sensitivities which are related not

just to personal data but device and asset data.

It is important to consider not just the legislative and regulatory requirements t
to shared data but also to consider the access rights which apply.

hat relate

10.42

10.4.3

AuUthorization or data

In some cases the authorization of data for a city service will need to make-use
gateway to gain permission to share the data. Where these gateways are used
be restrictions on how and with whom the data can be subsequentlyrshared. Fo
the use of the Driver Vehicle Licensing Authority (DVLA) authorization servicei
share personal data related to UK Citizens, vehicles and ownership.

Authentication of data

Authentication services are specific to a domain, would-predominantly be used
authenticate specific city services, and use themati&data from the data

framework. In many cases for government-owned data, this involves adhering {
existing data sharing legislation and regulation, often through legal gateways.
study 9 in Annex A gives an example of the use of authentication and authoriz3
datatodeliver acity service.

These authentication and authorization services determine the approval or der
request, based not just on the attribute exchange required but on the intended
for the request. In some cases.there might be levels of restrictions related to th
example it might be possibleto request to share data from the index of a regist
the remainder of the data.held within the data framework

From a citizen viewpoint, the sharing of data might need to be facilitated with &

authorized agent, for example a legal guardian or someone who holds power of

on behalf of another citizen. This should be accommodated within the authoriz
authentication*data sharing mechanisms available within the city.

Auditof access requests

The ¢ity should have in place an accessible audit facility for all authorization ang
authentication requests for its city services as part of the data framework. Therg
need for this audit facility to be available to all organizations providing the city
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requests, to better understand the use of the data framework for the sharing of city data.

It is important to understand the reasons for request, frequency, by whom and

the

reasons for multiple requests for the same or similar data. This analysis insight on access
requests is unlikely to need the provision of additional capability - it is an extension of the
analytics provision for the four key levels of insight. This approach to the analysis of the
access to city data can help ensure that this facility can be provided at minimum extra

cost and also minimize the burden of the provision on the city.

Commercial use of access data

The access data related to a city’s data framework can be used by the city to understand
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the development of the data ecosystem and highlight specific challenges and
opportunities for the development of a city’s commercial data offering. It can a
secondary benefits allowing the city to understand patterns and profiles of usa

lso yield
ge for the

data framework, for example the most used thematic data, or the most infrequently used

reference data. This could allow a city to develop a commercial license offering
the data framework based on, for example, demand patterns or frequency.

Much of the place-based information in a smart city relates to the environment,

around

for

example large parts of planning, transport, environmental health and conservation data.
Reuse of environmental data might also be limited by third party data and intellectual

11.2.

11.

from the data framework. While the format of theydata to be shared is depen
the technologies used to support the data framméwork, there are a number of
structures that a data framework uses.

Data structures

General

A city uses both encrypted and unencrypted formats across the data framev
these formats might needto be accessed and/or rendered in different ways.
most cities are familiar with the needs of structured data, this is in reality t
minority of the datasir’ the data framework for smart cities. Semi-structured
unstructured data\forms the majority of the data in the data framework, eg
as the city embraces the internet of things.

Structuréd data

Structured data refers to any data that resides in fixed fields within a record or

Strugtured data typically resides in relational database management systems (R
spreadsheets. Within the data framework, the structure of the data should be d
This can help ensure that all users of the data are able to understand how to ma

property rights.
There is however a balance to be struck, at the discretion of the city, between the sharing
Uf data al Id ;I IfUI Illqt;UII plwy | V;L.C) fUI thC publl\. 5UUd al Id thc CUTTIncT L;a:. uoxT U data. ThlS
is especially true where citizens are required to provide data
in order to receive a city service or meet legal requirements and the effect the
commercial use of data could have on public trust.

| 1 Data structure
General
There are a number of considerations related to thé.structure of the data to be shared

dent on
data

vork and
Although
he
and
pecially

h file.
DBMs) and
eclared.
Kimize

usage of not just the thematic data, but also the reference data and metadata

Declaring

11.2.3

the format of the data held can enable the city and city organizations to make best use of

all the data in the data framework.

Semi-structured data

Semi-structured data does not conform to the formal structure associated with
traditional RDBMs but nonetheless as the name suggests contains tags or other markers
which allow hierarchies of records and fields to be understood. Semi-structured data is
often referred to as self-describing data.

Semi-structured data will become increasingly useful for understanding the four levels
of insight in a city. The data framework will need to declare the data it holds in order
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that data from streams such as X and email can be utilized to build insights across a
city, or for particular city services data streams. Typical formats used for semi-

structured data include XML, JSON or GeoJSON.

Unstructured data

Unstructured data refers to information that either does not have a pre-defined data
model or is not organized in a pre-defined manner. Unstructured data is a key data
resource within the data framework for a city to develop and understand the four levels

of insight.

Unstructured data contains no semantic tagging and is typically text, audio or video
data. There is usually no reference data when data is unstructured and therefore the

11.2.4
11.3
11.4
11.5

storageof theretatedmetadataisthat-whichattowsthisdatatobeutitized:
Unstructured data is not usually repeatable and the analysis of this data usua
aggregated data that is stored for future analytics use.

Semantic data model

The data framework for a smart city is assumed to be based on\the SCCM des

lly creates

cribed in

ISO/IEC 30182. There are 22 prime concepts in the SCCM: 5'group concepts and 26

relationships that define the semantic interoperability of\data in a city. The §
allows the data from any of the specific thematic domaihs in a city to be maf
the SCCM to facilitate the sharing of meaning and data at a city level.

Analogue data

Analogue data refers to the data within a city that has not yet been digitized
the data framework. There is often valuable insight from analogue data, and

CCM
ped to

for use in
the city

should consider creating a digital data resource from this data. Examples of gnalogue

data in a city are historic recordsyplanning applications and complaint letter
might be in the original hard copy or even microfiche.Case study 10 in Annex
example of the use of analogué’ data within the data framework. The metada
the data framework should\reflect that this has been sourced from analogue

Real-timedata

Real-time data is information that is delivered immediately after collection.
with real-time-data means that the immediacy of data creates unique challer
are commenly used to process real time data. APIs are a set of routines, prot
tools for building software and applications. Although API standards are curre
defiped-for smart cities, they are a key component to enable the developmer
data)framework, as they allow the different technology components to be m3
interoperable.

The development of APIs for the data framework of a smart city is outside thg

5 which

A gives an
ta within
lata.

Dealing
ges. APIs
bcols and
ntly not
t of the
de

P scope of

This Standard but might be a TUTUre area of smart city standardization work. 1
utilize real-time data as part of the data framework, APIs will be needed and
at least the core city services, and to enable the four levels of insight in a sm
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Annex A (informative) Case Studies

A.1Shared data with public access

Project title

Smart Education for UK Cities

Project profile

Background

The Office for Standards in Education, Children’s Services and Skill§ (Ofsted)
regulates and inspects to achieve excellence in the care of children and young

people, and in education and skills for learners of all ages! It regu
inspects childcare and children’s social care, and inspects the Chil
Family Court Advisory and Support Service (Cafcass), schools,
initial teacher training, further education and skills, adult and co

lates and
dren and
colleges,
mmunity

learning, and education and training in prisons and.other secure establishments.

It assesses council children’s services, and jnspects services for 100
children, safeguarding and child protection.

Data View shows Ofsted inspectionoutcomes over five years and is
with interim data at various points ‘throughout the year. The tool ca
to show whether providers in‘an area are getting better over time af
whether they are doing as-Well as those in similar areas in other
England.

Data presented in~Data View is released as official statistics. Th
provisional and shows the most recent inspections for the majority of g
providers.

Threéwviews of UK education data are provided

FlyingBinary have developed the Data View platform to publish UK ¢

ked after

updated
| be used
nd to see
parts of

b data is
ducation

ducation

data from the internally-held Ofsted data. The platform is used internally

within Ofsted and externally by providers, local enterprise part]
parents and journalists. FlyingBinary have used the principles

nerships,
of data
nd non-

jnnma]iqm to build this p]affnmﬁ to enppnrf a wide audience of data

data specialists alike, to give “one version of the truth” about education

performance.

Compare regional performance over time

This Data View dashboard shows regions alongside all England results. When
a region is selected, by clicking on its name, change over time is shown for

that region in bar charts.
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Explore national, regional and local data

Data on this Data View dashboard is shown in four panels, starting

with the

England level. Clicking on a region in the “Region” panel returns a list of local
authority areas in the ”Local authority area” panel below. Clicking on a local
authority area returns a list of individual providers and their inspection grade
at the selected point in time, in the bottom panel. From there, the user can link
to individual provider information on the Ofsted website. The user can also use

the drop down box to change to a constituency level view.

Compare local authority areas

This Data View dashboard compares results for a selected local’auth
with regional and national results. When a region and loealnauthority
selected, Data View shows performance over time,for the selec
authority area. The user can click on a date to see a chart that ranks thg
area with up to 10 of its closest statistical rather thain geographical nej
This allows cities to understand performancg for their education |
ranked against other cities.

Data View can be accessed at:
https://public.tableau.com/profile/ofsted#!/vizhome/Dataview/Viewr
erformanceovertime/

Further information is ayvailable at:

https://www.gov.uk/government/publications/exploring-ofsted-inspe
data-with-data~yiew/

rity area
area are
ted local
selected
ghbours.
brovision

pgionalp

Ction-

Place England, United Kingdom
Time 2017 - Present
Reference n/a
Relevance t0y“4.3.3 [Shared Data
this
document

Clause |Types of data

4
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A.2 Answering the demand for data

Project title

Demand-led data sharing

Project profile

The Open Data User Group (ODUG) created a local authority (LA) incentive
scheme. The scheme was allocated funding (£721,360) from the Cabinet
Office’s Release of Data Fund (RoDF) to support the first ever bulk release of
demand-led open data, focusing on the priorities of the UK open data
community.

The open data request roadmap developed by ODUG is the evidened base for
demand-led open data. This roadmap was used by the open data‘¢community
with over 17,000 viewers and over 1,000 data requests raised to request that
new data be released as open data, with local government data related to the
smart cities agenda a key focus for open data release in‘many cases.

When the ODUG LA incentive scheme closédy there were 209| datasets
committed from 90 local authorities. This data_is across all three agfeed data
themes: public conveniences, planning and\licensed premises. Thi§ was the
first bulk release of demand-led open data in the UK. The data also|carries a
quality mark via the Open Data Institiite (ODI) open data certificates, at the
RAW level.

One of the key feedback poifits ODUG received from the scheme pafticipants
was that the use of standards, schemas and certificates of data quality allowed
local authorities to relgase their data to an agreed data standard, in a wpy which
was repeatable.

ODUG was-keen to understand whether releasing data on a themafic basis,
with some but not all of local government involved, would be enough|to create
applications or services based on the

newly released data. The scheme data is now loaded onto data.gov.uk the home
of open data for the UK government. One example of the change crdated was
related to the data for public conveniences. This data has been used to help
create “The Great British Toilet map” — not just useful for tourists fut being
used by business travelers when they visit cities in the UK and to :Lake UK

cities more accessible for all visitors.

Further information related to the demand-led open data work of ODUG can
be found at: https://odug.org.uk/open-data-request-roadmap/

Place

Open Data User Group, UK Government

Time

2012 - 2015
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Reference n/a
Relevance to| 4.6.2 |Demand-led model
this
document
Clause |Types of data
4

A.3 Research based model

Project title

Natural urban design

Project profile

University College London (UCL) have conducted some in-depth
looking into how urban planning techniques could benefit from new
for data sharing in a city [3].

Cities appear to display similar features and mechanisms even tho
might be quite different in terms.of their geographies or other urban in
This phenomenon seems to-hold despite the

effect of different planhing policies in different cities. In questioning tl
of this behaviour, WCL examined how cities reveal their different c
through a wide range of different data sources: some historical, some
some quantitative and some current. This research showed the s;
outcome that by combining these different data streams it is po
understand better how and why the city has been, how it is and
impottantly — how it could evolve in the future.

Toreveal how the dependencies between different data streams build u;
UCL modelled and visualized the spatiotemporal relationships
accessibility and form-function variables over time in Manhattan

research
Iy models

igh they
dicators.

he nature
haracters
larrative,
rprising
ssible to
— more

b in time,
between
(1880—

2010) The resnlting dependency netwaork of urban transformations e
some aspects of temporality in the relationships between the network

xplained
structure

of streets, street widths, building heights, land values and retail land uses, but

the analysis also raised new

questions about how the city changed in the way that it had. These questions
could only arise because ofthe analysis of data from different sources that had

been shared in the course of this research.
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Urban development in places as different as Manhattan and Barcelona is, by
and large, subject to planning interventions and zoning constraints, hence the
need to acknowledge the role of planning policy in shaping the landscape of
these urban regions. But understanding planning policy and its impacts also
needs the use of social, quantitative and technical data and knowledge of the

culture and political situations that occurred over the years

and the

interrelationships between all of these in space and time. Thus the possibility

to share such data could yield new insights in to the city’s history
could indicate potential pathways for the future, so the availability of

but also
different

data streams and the willingness to combine them is crucially important. An

r would

Pvplqn atory fhpnry about how cities diqp]ay this convergent behavio
be very helpful for urban planners and designers when considering
interventions, but its development would be impossible without'the sl
multifaceted spatiotemporal data as used in this research.

The findings still need to be supported by generalizatiohs to other citig
out the role of specific planning policies and historical circumstar
might have controlled growth patterns in these particular cases.

Access to the published research can be found at:
http://journals.sagepub.com/doi/full/104177/0265813516650200

possible
haring of

s, torule
nces that

Place Manhattan
Time 1880 -2010
Reference n/a
Relevance to| 4.6.4 |Research basedmodel
this
document

Clause | Types of data
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A.4 Answering the demand for data

Project title Data Charters

Project profile A number of UK cities have prepared charters for the sharing of data to promote
trust and participation in decision making related to city services. Smart cities
can create a similar approach to a charter for open and/or shared data. Three
examples data charters are:
— Open Data Manifesto, Leeds: Data City
— Camden’s Data Charter
— London Data Charter
A number of UK cities are now using this approach to open data charters to
develop a charter for shared data and are creating shared data agfreements
amongst the organizations delivering services.on behalf of a city.
Further information is available from the following URL links.
https://datamillnorth.org/dataset/iiformation-and-guidance-documents
https://www.camden.gov.uk/data<charter
https://www.londonfirst.co.uk/what-we-do/competitiveness/london-data-
charter

Place Leeds, Camden and London

Time 2016 - 2021

Reference n/a

Relevance fo| 5.4~|Promoting trust and participation

this

document

Clause | Establishing a data sharing culture
5
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