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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC
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Introduction

A Biometric System-on-Card (BSoC) is a portable card size device including the following entities:
biometric acquisition, image/signal processing, storage, comparison and decision. The use of a BSoC
with such specifications is subject to an information flow and security mechanisms, which are detailed
in this document.

ISO/IEC 17839-1 describes two types of BSoC. Type S1 is a fully flexible card compliant with
ISO/IEC 7810. Type S2 deviates from some of the requirements of size and flexibility, while keeping the
rest of the requirements intact, including the use of a contactless ICC interface. The logical interface and
security mechanismsare indpppndpnf onwhetherthe BSaCis nffypn S1or type S2,sothe specifications

statefl in this document are applicable to both types of BSoC.

© ISO/IEC 2016 - All rights reserved v
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Information technology — Identification cards —
Biometric System-on-Card —

Part 3:
Logical information interchange mechanism

1 Scope

This flocument specifies

— lpgical data structures for a BSoC,

— gnrolment procedures, and

— Uusage of commands and data structures defined in other ISO stdndards for BSoC.
This flocument does not define requirements for

— gommands and data structures that apply to devices external to a BSoC, and

— ¢ommands and data structures that apply to logical interfaces inside a BSoC.

2 ormative references

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization,
commands for interchange

[SO/IEC 7816-11, Identification cards — Integrated circuit cards — Part 11: Personal verificd
biomegtric methods

ISO/IEC 14443<4, Identification cards — Contactless integrated circuit cards — Proximity ca
Trangmission protocol

heir content
applies. For
nts) applies.
— Electrical
security and

tion through

rds — Part 4:

[SO/IE 1
commands for interchange

ation security and

ISO/IEC 24787, Information technology — Identification cards — On-card biometric comparison

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the

following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2016 - All rights reserved
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— ISO Online browsing platform: available at http://www.iso.org/obp

3.1

biometric system-on-card

BSoC

card size device including biometric acquisition, data processing, storage, comparison and decision to

compose a complete biometric verification system

3.2

feedback mechanism
mechanism of informing devices outside of a BSoC (3.1) of detailed error, warning or progress message

complement

3.3

on-card bio
performing

on-card in o

nothe status hutes bvusing card-originated bute strings defined in ISQ/IEC.7816-4.
5 J ./ 5 5 o4 5 7

metric comparison
fomparison and decision making on an ICC where the biometric reference data is retpined
‘der to enhance security and privacy

4 Symbd|ls and abbreviated terms

APDU
AT
ATR
BER
BSoC
CRT
DO
ICC
IFD
PBO
SW1-SW2
SW1
SW2
TLV

application protocol data unit

control reference template for authentication

answer-to-reset

basic encoding rules
biometric system-on-card
control reference template
BER-TLV data object
integrated circuit card
interface device

perform biometric operation
status bytes

first'status byte

sécond status byte

tag, length, value

5 Conformance

A Biometric System-on-Card claiming conformance with this document shall conform to all mandatory
requirements specified herein as applicable.

© ISO/IEC 2016 - All rights reserved
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6 Logical data structures

6.1

BSoC capability

A biometric information template DO‘7F60’ may include data objects regarding BSoC capabilities

speci

6.2

fied in ISO/IEC 24787.

Biometric reference qualifier

An application in a BSoC may know which biometric reference data is used in the following ways:

—e

Q

-y

6.3

A BS
may
See |
temp

Rega
[SO/I1

6.4

6.4.1

Inter

be ex
BIOM

The

Q

— N

b

plicitly;

ommands for a biometric comparison, for example, reference data qualifier in B2-of v
ommand;

50/1EC 7816-4);
T in FCI (file control information) for DF (dedicated file) (see ISO/IEC 7816-4).

Configuration data

rovide its own configuration data for a biometric réference template, as defined in IS
SO/IEC 7816-4 and ISO/IEC 7816-11 for generic handling of CRTs and biometric
ate.

EC 24787.
Enrolment procedures

Internal enrolment

ecuted by using the'PBO CAPTURE AND STORE BIOMETRIC REFERENCE Oor PBO CAPTURE
ETRIC REFERENCE,command.

cardholder. The policy for single or multiple presentation is defined internally by the al

appli

Cationsintthe BSoC and not by command parameters.

The 6

nrolment in a BSoC shall implement a feedback mechanism as specified in Clause 9, w

T (control reference template valid for authentication) in a security envirg

C may use configuration data for BSoC comparison and-decision (see Annex A). Eacl

dless of individual configuration data, a, BSoC shall implement a retry counter a

hal enrolment uses an ‘on-card sensor for capturing biometric data (image or sign
enrolment processes thetcapturing biometric data and extracts its features. Internal eny

enrolment’ may use a single or multiple presentation of the biometric character

ERIFY or PBO

nment (see

1 application
D/IEC 24787.
information

s defined in

al). Internal
olment shall
AND UPDATE

istic by the
gorithm and

hich includes

statu

s bytes (SW1-SW2) for the cases specified in Table 1.
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Table 1 — Status bytes related to the operation of the BSoC

SW1-SwW2 Meaning
Norma}l ‘90 00’ Enrolment successful
processing
‘62 XY’ State of non-volatile memory is unchanged
Warning | vy _02't0'80’ |Reason f i ided in data object (see Clause 9
processing = 0 eason for warning provided in data object (see Clause 9)
‘63 XY’ State of non-volatile memory may have changed
‘64 XY’ State of non-volatile memory is unchanged
Execution XY ="02"to ‘80" |Enrolment failed reason for error pravided in the data ohject (see Clause 9)
error ‘64 83’ Maximum time for acquisition has expired (timeout)
‘64 84’ Enrolment failed, non-matching sample
6.4.2 Extdrnal enrolment

The applicat

ion policy may decide to import reference data generated with an‘off-card senso

applying different algorithm and parameters. This is called “external enrolment” in the context of

External en

Folment shall comply with the security policies defined in\ISO/IEC 24787 for on

biometric comparison.

NOTE Ex
6.5 Biom
6.5.1 IFD

The biometr
specified in

6.5.2 Self

The biomet
mechanical
verification

Self-initiated
of this comp
i.e. by an apj

For this me
this mechan

ternal enrolment in a BSoC is equivalent to the enrolment in-on-card biometric comparison.
ptric comparison process

initiated verification

ic comparison of a BSoC initiated by the IFD shall start with a VERIFY or PBO com
SO/IEC 7816-4 and ISO/IEC 7816-1%:

initiated verification

ic comparison may be initiated by an on-card device with triggering capability
switch) or by automatic-detection of the presented biometric characteristic. Self-init
hssumes that the BSQC has power available.

verification pérforms a biometric comparison process on a stand-alone BSoC. The 1
nrison may be.stored for usage in further processing in an IFD-controlled communic
lication on’the BSoC. The validity time of the comparison results needs to be configu

r and
BSoC.

-card

mand

e.g. a
iated

result
htion,
rable.

chanism, a BSoC has an on-card input device, e.g. a button on a BSoC for trigg
ism~Although a power supply to a BSoC is needed for executing this mechani

specificatior

S
1s.outside of the scope of this document. For executing a biometric comparison proJ:ss, a

ering
, its

pre-defined internal process flow is assumed. Mechanisms and definitions are outside of the scope of
this document. Power control and duration management on keeping the result of biometric comparison
shall be installed. These mechanisms ensure expiration of the result of biometric comparison using
autonomous activation mechanism when low power or end of duration is detected. This duration shall
be set at most for 1 min.

Example procedures for self-initiated activation of a BSoC are provided in Annex C.

7 Discovery of services

A BSoC may reveal its capability regarding biometric information process. A general feature
management template DO‘7F74’ in EF.ATR/INFO and/or in the FCI of any application DF may indicate
existing on-card services, e.g. on-card sensor. DO‘81" under DO‘7F74’ indicates these on-card features

4
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defined in ISO/IEC 7816-4. A device control parameter DO‘62’ may include device descriptor DO‘82’
defined in ISO/IEC 18328-3. A device control parameter can be retrieved by using ADDITIONAL DEVICE
MANAGEMENT, GET DEVICE INFORMATION command.

A device control parameter DO‘62’ or a card management service template DO‘7F64’ may include BSoC
related features and/or security.

8 Operational sequence

The BSoC functlonallty is activated e1ther by issuing a PBO or VERIFY command from the IFD or by

sensq
only |

Table

etrlc characteristic presented by the user. Openlng, closmg, disabling or otherw1se 1]
rin a BSoC shall not be possible by the IFD. Operating the biometric capture deviceon
pe possible for the purpose of enrolment or verification initiated by a PBO or VERIFY c

comp
archi

Table 2 — Commands used in BSoC for biometric-rélated operations

detection of
hanipulating
a BSoC shall
bmmand.

2 lists the commands for executing a BSoC enrolment or verification. In addition, Annlex B shows a
arison about these commands, and those used in store on card and on-card biometrid
fectures. Both general use case and ACBio use cases are shown.

comparison

General use case

ACBio use case

PBO STORE BIOMETRIC REFERENCE

PBO STORE BIOMETRIC REFEREN

CE

EnroJment (external)
PBO UPDATE BIOMETRIC REFERENCE PBO UPDATE BIOMETRIC REFERENCE
PBO CAPTURE AND STORE BIOMETRIC PBO CAPTURE AND STORE BIOME[TRIC
) REFERENCE REFERENCE
EnroJment (internal)
PBO CAPTURE AND UPDATE BIOMETRIC PBO CAPTURE AND UPDATE BIOMETRIC
REFERENCE REFERENCE
VERIFY

PBO COMPARE BIOMETRIC PROBE
PBO COMPARE BIOMETRIC PROBE

Verif]cation PBO CAPTURE AND COMPARE BIOMETRIC

PBO CAPTURE AND COMPARE BIOMETRIC  |pROBE

PROBE

NOTE1 Intended use of PBO €OMPARE BIOMETRIC PROBE for a BSoC architecture is PBO CAPTURE AND COMPARE
BIOMHTRIC PROBE similar towse of the VERIFY command (without data field) in the general use case.

NOTH2  Verificatiomin-the context of a BSoC includes data capture, image/signal processing, on-dard biometric
comparison and decision.

9 Heedback mechanisms during biometric acquisition process

9.1

Feeédback message data objects

The acquisition of the biometric sample during enrolment or verification requires a user interaction and
the timing behaviour cannot be predicted. Therefore, the BSoC shall implement a feedback mechanism.

For the handling of the feedback mechanism, the following context specific DOs indicated in Table 3 are
specified.

© ISO/IEC 2016 - All rights reserved 5
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Table 3 — Feedback message data objects under DO‘7F61’ (biometric information template

group template)
Tag Length Value and meaning
Percentage of estimation of the progress of the acquisition process, with values between 0
‘BA’ ‘01 and 100. If no specific information about the estimated progress is given, the value shall be
‘FF".
Request for a new probe to be captured:
‘8B’ ‘01 ‘00’ - in case of the ICC declaring a failure to acquire;
‘01’ - in case of the card requiring a new probe as for a multiple sample enrolment process.
Further qualification of execution error:
‘8C ‘01 ‘00’ - insufficient quality of the acquired sample;
‘01’ - sensor defect.
NOTE DQ ‘8A’ may be returned, for example, when the biometric capture process is slow~and only paftially
finished.
9.2 Timemanagementin a BSoC
A BSoC needs to manage timeout, both at the protocol level and also atthelapplication level.
At the protdcol level, a BSoC shall use the appropriate request for‘time extension (such as WTX) in
order to retyrn the SW1-SW?2 status to the IFD, otherwise the IED would assume the BSoC is dead
The use of protocol level time extension alone does not convey any progress status to the IFD. The|class
of SW1 = ‘62| status is meant to convey progress or warningstatus.
When a BSof returns a SW1 = ‘62’, it is informing the IFD that there is progress, but it requires g time
extension begyond the application timeout parameters-specified by the IFD. This can happen, for exajmple,

when a BSo(

On the other
been detectd
the process §

Note that pr
such as SW1
is dead, and

If the BSoC
BSoC shall 1
ISO/IEC 781

has detected a finger, but data capture or signal processing has not been completed.

d (e.g. finger not present) and the BSoC is reporting a status for the IFD to decide wh|
hould continue or be aborted.

otocol level time extension is not mutually exclusive to application level time exte
= ‘62’. Without appropriate protocol level time extension, the IFD will think that the
gnore or miss put-the application level SW1 SW2.

bperation cannot be completed within the maximum response time of the interfac
equest waiting time extension using supervisory block or procedure byte as defin
b-3 orISO/IEC 14443-4.

In order to 4

hand, the SW1 = ‘64’ status is used by the BSoC to inform the IFD that some problem has

ether

nsion
BSoC

b, the
ed in

e [FD

01d 1nf1n1te waltmg durlng the blometrlc sample acqu151t10n process and to allow th

oh (i.e.

shall define the appllcatlon level tlmeout) Therefore before callmg PBO CAPTURE AND STORE BIOMETRIC
REFERENCE or PBO CAPTURE AND COMPARE BIOMETRIC PROBE, the application level timeout may be
defined by using PBO SET BIOMETRIC PARAMETER, with the DO‘89’ in command data field of PBO. DO‘89’
represents the amount of time requested to the BSoC before declaring a timeout, i.e. application level
timeout. Coding of DO‘89’ value is specified in Table 4.

© ISO/IEC 2016 - All rights re
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Table 4 — Application level timeout definition

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 0 0 0 0 0 0 0 |RFU
b7 to b1l indicates the desired
0 X X X X X X X
number of seconds
1 X X X X X X x |RFU

If DO‘89’ is not present, the application level timeout shall be implicitly known by the ICC.

If the acquisition process takes longer, the ICC shall respond with SW1-SW2 ‘62 xx’, indicating to the

[FD that the BSoC has reached its application Ievel timeout and a mandatory feedback mé
is aVIEilable. In this case, the [FD may decide whether to continue or abort the acquisit
Continuation is requested using PBO CONTINUE CAPTURE command. Cancellationsis-reqy
PBO ABORT CAPTURE command. The IFD may read and interpret the feedback message obj
and ipsue commands for continuation or abort without reading the feedback méssage ob

Tablgs 5 and 6).

ssage object
ion process.
hested using
bct or ignore
ect (refer to

Table 5 — Example of a successful biometric capture with application level timeout, feedback
message object ignored
IFD ICC
PBO SET BIOMETRIC PARAMETER, with DO‘89" —
< 9000 ; normal processing
PBO CAPTURE AND COMPARE BIOMETRIC PROBE %2
- ‘62 03’ ; execution warning: timeout, feedback
message object available
PBO CONTINUE CARTURE —
- ‘62 03’ ; execution warning: timeout, feedback
message object available
PBO CONTINUE CAPTURE —
< ‘90 00’; normal processing
Tablle 6 — Example of-abiometric capture aborted by the IFD, feedback message objgect ignored
IFD ICC
PBO SET-BIOMETRIC PARAMETER, with DO‘89" —
< ‘90 00’; normal processing
PBO CAPTURE AND COMPARE BIOMETRIC PROBE —
i ‘62 03" ; execution warning: timeout, feedback
message object available
PBO CONTINUE CAPTURE -
- ‘62 03’ ; execution warning: timeout, feedback
message object available
PBO ABORT CAPTURE —
< ‘90 00’; normal processing

When the IFD receives a feedback message indicating incomplete process, the IFD may decide whether
to continue or abort the acquisition process (refer to Tables 7 and 8).

Any other command except GET DATA and PBO CONTINUE CAPTURE should result in abort of PBO

process.

© ISO/IEC 2016 - All rights reserved
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Table 7 — Example of a successful biometric capture with application level timeout, and further
information returned

IFD ICC
PBO SET BIOMETRIC PARAMETER, with DO‘89" —

< ‘90 00’; normal processing

PBO CAPTURE AND COMPARE BIOMETRIC PROBE -

‘62 03’ ; execution warning: 03 bytes of feedback
message available

GET DATA —
« {'8A-01-21'}-90 00’; 33 % completed

PBO CONTINUE CAPTURE -
- ‘62 03’ ; execution warning: 03 bytés of feedblack
message available
GET DATA -
« {'8A-01-42’}-'90 00’ ; 66)% completed
PBO CONTINUE CAPTURE =
< ‘90 00’; normalprocessing

Table 8 — Example of a biometric capture aborted by the IFD, and further information returned

IFD ICC
PBO [SET BIOMETRIC PARAMETER, with DO‘89" —

< ~90 00’ ; normal processing

PBO CAPTURE AND COMPARE BIOMETRIC PROBE~ —

‘62 03’ ; execution error: 03 bytes of feedback
message available

GET DATA —
« {'8A-01-21'}-90 00’; 33 % completed

PBO CONTINUE CAPTURE —
- ‘62 03’ ; execution error: 03 bytes of feedback
message available
GET DATA -
« {‘8A-01-42’}-'90 00’ ; 66 % completed
PBO ABORT CAPTURE —
< ‘9000’; normal processing

State transitions for BSoC time management are provided in Annex E.
9.3 Feedback messages

9.3.1 Successful completion of the command

A successful completion of PBO CAPTURE AND STORE BIOMETRIC REFERENCE or a successful comparison
in a PBO CAPTURE AND COMPARE BIOMETRIC PROBE shall return ‘90 00’, as specified in ISO/IEC 7816-
11. In both cases, the retry counter shall be re-established to the initial value (i.e. maximum values of
consecutive attempts allowed).

8 © ISO/IEC 2016 - All rights reserved
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In the case that the comparison has not been successful, the retry counter shall be decremented and the
SW1-SW2 shall be returned as specified in ISO/IEC 7816-4 using SW1-SW2 ‘63 CX’ with X indicating the

rema

9.3.2

ining number of retries.

Status feedback messages

If the biometric acquisition process is taking longer than the application level timeout defined, the ICC
may desire to provide feedback information to the external world, such as the following:

— Percentage of estimation of the progress of the acquisition process: send the SW1-SW2 ‘62 XY’, being
those XY bytes a biometric information template group template DO (i.e. ‘7F 61’), includinga DO ‘8A".

— R
S
e
After]

Fore

9.3.3

Mess

samplle of not enough quality), the ICC shall return the SW1-SW2 ‘64 XY’, being ‘XY’ th{

biom

Reas¢ns and DOs for such cancellation are any of the following:

—

—

In or
defin

After]
BIOM

equest for time extension, without any further information on the progress percentd
W1-SW2 ‘62 XY, returning {‘8A’-‘01-'FF’} included in a DO ‘7F 61’, when the [FDlealls
mmand;

equest the user to present the biometric probe again, due to a failure tg@cquire: send t
2 XY’, returning {‘8B’-‘01’-‘00’} included in a DO ‘7F 61’, when the [FD\calls the GET DAT

equest the user to present a new biometric probe (e.g. multipl€,samples acquired for
end the SW1-SW2 ‘62 XY, returning {‘8B’-'01-'01’} includedin\a DO ‘7F 61’, when the
ET DATA command.

any of these messages, the process can be continued by)calling PBO CONTINUE CAPTU}

kamples of command feedback message retrieving, refer to Annex D.

Cancellation of the command by the ICC

hges indicating feedback information that also means that the process is aborted

btric template group template DO (if€. ‘7F 61’), which encapsulates the reason for the

hsufficient quality (see Table3);

ensor defect (see Table 3.

ler to obtain thatfeedback information, the IFD shall send a GET DATA command with
ed in [SO/IEC 7816-4.

any of theSe’messages, the process cannot be continued, and a new call to PBO CAPTUR
ETRIC REFERENCE Oor PBO CAPTURE AND COMPARE BIOMETRIC PROBE may be sent.

ige: send the
he GET DATA

he SW1-SW2
A command;
enrolment):

[FD calls the

RE.

for example,
e length of a
cancellation.

| the data, as

E AND STORE
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Annex A

(informative)

Sample APDU for Biometric System-on-Card comparison

When ISO/IEC 7816-4 vERIFY command APDU is used to initiate the BSoC comparison, it has the

following structure.

Table A.1 — Command APDU structure, TLV-encoding

CLA INS

P1

P2

Lc

Data

0x00 0x21

0x00

0x00

0x03

0x5F 0x2E 0x00

NOTE1 THe Le field is absent in Table A.1, because no response data is expected.,Only the status wprd is

returned to the IFD.

NOTE 2  The biometric in-use is indicated inside the biometric information template.

NOTE3  Ndn-TLV encoding with INS = 0x20 and empty data field cannot be uSed since it would mean requesting
indication of yvhether the authentication is required or status is already asserted according to ISO/IEC 781p-4.
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Annex B
(informative)

ISO/IEC 17839

-3:2016(E)

Comparison of commands used among the different Kkinds of
biometric-related implementations

Table B.1 shows the different commands that can he used when integrating hiometrics and ICCs for the
[SO/IEC 24787 defined architectures (except work-sharing).
Table B.1 — Commands used in off-card biometric comparison, on-card biometric comparison,
and BSoC systems
General use case ACBio use case
PUT DATA
PUT DATA
UPDATE BINARY
Enrolment UPDATE BINARY
UPDATE RECORD
UPDATE RECORD
Off-card PBO STORE BIOMETRIC REFERENCE
biometric
; GET DATA
comparison GET DATA
o READ BINARY
Verification READ BINARY
READ RECORD
READ RECORD
PBO RETRIEVE BIOMETRIC|REFERENCE
PBO STORE BIOMETRIC REFERENCE PBO STORE BIOMETRIC REFERENCE
Ord-carq |Enrolment
- . PBO UPDATE-BIOMETRIC REFERENCE PBO UPDATE BIOMETRIC REFERENCE
biometric
: VERIFY
comparison Verification PBO COMPARE BIOMETRIC PROBE
PBO COMPARE BIOMETRIC PROBE
Enrolment RBO'STORE BIOMETRIC REFERENCE PBO STORE BIOMETRIC REFERENCE
(external) PBO UPDATE BIOMETRIC REFERENCE PBO UPDATE BIOMETRIC REFERENCE
PBO CAPTURE AND STORE BIOMETRIC PBO CAPTURE AND STORE [BIOMETRIC
Enrolmeht REFERENCE REFERENCE
BSoC (internal) PBO CAPTURE AND UPDATE BIOMETRIC |[PBO CAPTURE AND UPDATE BIOMETRIC
REFERENCE REFERENCE
VERIFY
PBO COMPARE BIOMETRIC PROBE
Verificati PBO COMPARE BIOMETRIC PROBE
erirication PBO CAPTURE AND COMPARE
PBO CAPTURE AND COMPARE BIOMET- | RiOMETRIC PRORE
RIC PROBE
NOTE Intended use of PBO COMPARE BIOMETRIC PROBE for a BSoC architecture is PBO CAPTURE AND COMPARE

BIOMETRIC DATA similar to use of the VERIFY command (without data field) in the general use case.

© ISO/IEC 2016 - All rights reserved
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