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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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This Cloud Data Management Interface (CDMI™) International Standard is intended for application developers who
are implementing or using cloud storage. It documents how to access cloud storage and to manage the data stored

there.

This document is organized as follows:

Table 1: Overview of this document

Clause 1 Scope Defines the scope of this document
Clause 2 Normative references Lists the normative references for this document
Clause 3 Terms Provides terminology used in this document
Clause 4 Conventions Describes the conventions used in presenting the interfaces and
the typographical conventions used in this document
Clause 5 Overview of Cloud Provides a brief overview of cloud storage and details the
Storage philosophy behind this International Standard as a model for the
operations
Clausk 6 Data Object Resource Provides the normative standard of data object resource©pefptions
Operations using HTTP using HTTP
Clausk 7 Container Object Provides the normative standard of container objeet resource
Resource Operations operations using HTTP
using HTTP
Clausk 8 Data Object Resource Provides the normative standard of data object resource opergations
Operations using CDMI using CDMI
Clausg 9 Container Object Provides the normative standard of container object resource
Resource Operations operations using CDMI
using CDMI
Clausg 10 Domain Object Resource | Provides the normative standardof domain object resource
Operations using CDMI operations using CDMI
Clausk 11 Queue Object Resource Provides the normative standard of queue object resource
Operations using CDMI operations using CDWI
Clausg 12 Capability Object Provides the normative standard of capability object resource
Resource Operations operations using‘CDMI
using CDMI
Clausg 13 Exported Protocols Discusseshow virtual machines in the cloud computing
environment can use the exported protocols from CDMI contdiners
Clausg 14 Snapshots Discusses how snapshots are accessed under CDMI containgrs
Clausg 15 Serialization/ Discusses serialization and deserialization, including import aphd
Deserialization export of serialized data under CDMI
Clausk 16 Metadata Provides the normative standard of the metadata used in the
interface
Clausg 18 Retention and Hold Describes the optional retention management disciplines to bg¢
Management implemented into the system management functions
Clausg 19 Scope Spegification Describes the structure of the scope specification for JSON opjects
Clausk 20 Results Speeification Provides a standardized mechanism to define subsets of CDMI
object contents
Clausk 21 Notification Queues Describes how CDMI clients can efficiently discover what chaphges
have occurred to the system
Clausk 22 Query Queues Describes how CDMI clients can efficiently discover what confent
matches a given set of metadata query criteria or full-content
search criteria
Clause23 Ercrypted-Objects Bescribestowtowork withrtramsparentty encryptedobjects
Clause 24 Delegated Access Describes how to delegate access control to external systems
Control
Clause 25 Data Object Versions Describes how to work with versioned data objects
Clause 26 Extensions Provides informative vendor extensions. Each extension is added
to the standard when at least two vendors implement the extension.
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Clause 1

Scope

This CDMI™ International Standard specifies the interface to access cloud storage and to manage the datg stored
therein| This International Standard applies to developers who are implementing or using cloud storage.
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Clause 2

Normative references

The following documents, in whole or in part, are normatively referenced in this document and are indispgnsable
for its application. For dated references, only the edition cited applies. For undated referencessthe latest eglition of
the refgrenced document (including any amendments) applies.

The prqgvisions of the referenced specifications other than ISO/IEC, IEC, ISO, and ITUrdocuments, as identified
in this ¢lause, are valid within the context of this International Standard. The reference to such a specjfication
is International Standard does not give it any further status within ISO/IEC. Ifvpatticular, it does not give the
ed specifications the status of an International Standard.

6:2013, Codes for the representation of names of countries and their subdivisions (Parts 1, 2 and B) - see
37]

7:2015, Codes for the representation of currencies and funds, see [38]

1:2019, Data elements and interchange formats — Information“interchange — Representation of ddtes and
ee [32][33]

9594-8:2017, Information technology — Open Systems®Interconnection — The Directory: Public-key and
certificate frameworks - see [43]

21:2012, Space data and information transfer.systems — Open archival information system (OAIS) — Ref-
odel - see [34]

14776-414:2009, SCSI Architecture Model - 4 (SAM-4) - see [29]

17788:2014, Information technology~ Cloud computing — Overview and vocabulary - see [31]
20648, TLS specification for storage systems - see [39]

27040:2015, Information teehiology — Security techniques — Storage security - see [30]

Directives, Part 2, Rules for the structure and drafting of International Standards, 6th edition, 201[I* - see

IEEE 1D03.1-2017, IEEE Standard for Information Technology—Portable Operating System Interface (PQSIX(R))
Base Specifications, Issue-7 - see [41]

RFC 1867, Form-based File Upload in HTML - see [20]
RFC 2045, Multiburpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies - $ee [9]
RFC 2046, Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types - see [10]
RFC 2119;XKey Words for Use in RFCs to Indicate Requirement Levels - see [3]

RFC 2578, Structure of Management Information Version 2 (SMiv2) - see [21]

RFC 2616, Hypertext Transfer Protocol — HTTP/1.1 - see [23]

RFC 2617, HTTP Authentication: Basic and Digest Access Authentication - see [8]

RFC 3280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile - see
[13]

RFC 3530, Network File System (NFS) Version 4 Protocol - see [1]

RFC 7143, Internet Small Computer System Interface (iSCSI) Protocol (Consolidated) - see [4]
RFC 3986, Uniform Resource Identifier (URI): Generic Syntax - see [2]

RFC 4627, The Application/JSON Media Type for JavaScript Object Notation (JSON) - see [5]
RFC 4648, The Base16, Base32, and Base64 Data Encodings - see [19]
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RFC 4918, HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV) - see [6]
RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2 - see [25]
RFC 6068, The ‘mailto’ URI Scheme - see [27]

RFC 5652, Cryptographic Message Syntac (CMS) - see [12]

RFC 6208, Cloud Data Management Interface (CDMI) Media Types - see [26]
RFC 6839, Additional Media Type Structured Syntax Suffixes - see [11]

RFC 7515, JSON Web Signatures - see [17]

RFC 7516, JSON Web Encryption - see [18]

RFC 7518, JSON Web Algorithms - see [15]

RFC 8446, The Transport Layer Security (TLS) Protocol Version 1.3 - see [24]
SNIA T[S, TLS Specitication for Storage Systems, version 1.1.0 - Se€ [47]
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Clause 3

Terms, acronyms, and definitions

For the [purposes of this document, the terms and definitions given in Rec. ITU-T Y.3500 | ISO/IEC-17788:2014 and
the follqwing apply.

3.1

Accesg Control List (ACL)
a persigtent list, commonly composed of Access Control Entries (ACEs), that enumerates the rights of principals
(users @nd groups) to access resources

3.2

API
Application Programming Interface

3.3

CcCDMI™
Cloud ata Management Interface

3.4

CDMI dapabilities
an objefct that describes what operations areSupported for a given cloud or cloud object

The mifnetype for this object is application/cdmi-capability.

3.5

CDMI dontainer
an objefct that stores zero of more children objects and associated metadata

The mifnetype for this ebject is application/cdmi-container.

3.6

CDMI data object
an objeft that-stores an array of bytes (value) and associated metadata

The mi nf\llpm for this nhjnhf is applicationlcdmi=cbs t

3.7

CDMI domain

an object that stores zero or more children domains and associated metadata describing object administrative
ownership

The mimetype for this object is application/cdmi-domain.
3.8

CDMI object
one of CDMI capabilities, CDMI container, CDMI data object, CDMI domain, or CDMI queue
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3.9

CDMI queue
an object that stores a first-in, first-out set of values and associated metadata

The mimetype for this object is application/cdmi-queue.

3.10

CIFS
Common Internet File System (See SMB)

3.11

cloud storage
See Data storage as a Service

3.12

CRC
cyclic r¢dundancy check

3.13

curren{ data object version
the mo$t recent version of a version-enabled data object

3.14

data oBjject version
either the current data object version or an historical data object version

3.15

Data Sforage as a Service (DSaaS)
delivery of appropriately configured virtual storage and refated data services over a network, based on a fequest
for a giyen service level

3.16

delegated access control (DAC)
the progess of delegating an access control'decision to a third party

3.17

delegated access control provider (DAC provider)
a third-party system that is capable of making access control decisions

3.18

delegated access<control request (DAC request)
a requgst made to @ DAC provider for an access control decision

3.19

delegated-access-—controtresponse(BACresponse)
a response from a DAC provider indicating the result of a request for an access control decision

3.20

domain
a shared user authorization database that contains users, groups, and their security policies and associated ac-
counting information

Each CDMI object belongs to a single domain, and each domain provides user mapping and accounting information.
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3.21

eventual consistency
a behavior of transactional systems that does not provide immediate consistency guarantees to provide enhanced
system availability and tolerance to network partitioning

3.22

FC
Fibre Channel

3.23

FCoE
Fibre Channel over Ethernet

3.24

histori¢al data object version
a non-durrent state of a version-enabled data object

3.25

HTTP
HyperText Transfer Protocol

3.26

Infrastfucture as a Service (laaS)
delivery over a network of an appropriately configured virtual computingenvironment, based on a requgst for a
given service level

Typically, laaS is either self-provisioned or provisionless and is billed’based on consumption.

3.27

intermediary CDMI server
a CDM| server that is capable of forwarding DAC requests and responses

3.28

iSCSI
Interne{ Small Computer Systems Interface (see RFC 7143 [4])

3.29

JOSE
JavaSc}ipt Object Signing-and Encryption

3.30

JWA
JSON Web Algorithm

3.31

JWE
JSON Web Encryption

3.32

JWS
JSON Web Signing

3.33

JSON
JavaScript Object Notation
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3.34

LDAP
Lightweight Directory Access Protocol

3.35

LUN
Logical Unit Number (see ISO/IEC 14776-414)

3.36

metadata
data about other data (see [34])

3.37

MIME
Multipufpose Internet Mail Extensions (see RFC 2045 [9])

3.38

NFS
Network File System (see RFC 3530 [1])

3.39

object
an entity that has an object ID, has a unique URI, and contains state

Types ¢f CDMI objects include data objects, container objects, capability objects, domain objects, anq queue
objects

3.40

object |dentifier
a globally-unique value assigned at creation time to identify an object

3.4

OCcCl
Open Jloud Computing Interface (see [40])

3.42

Platform as a Service (PaaS)
delivery over a network of a.virtualized programming environment, consisting of an application deploymept stack
based ¢n a virtual computing_environment

Typically, PaaS is based, on laasS, is either self-provisioned or provisionless, and is billed based on consumption.

3.43

POSIX
Portable @perating System Interface (see IEEE Std 1003.1)

3.44

private cloud
delivery of SaaS, PaaS, laaS, and/or DaaS to a restricted set of customers, usually within a single organization

Private clouds are created due to issues of trust.
3.45

public cloud
delivery of SaaS, PaaS, laaS, and/or DaaS to, in principle, a relatively unrestricted set of customers
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3.46

Representational State Transfer (REST)
a specific set of principles for defining, addressing, and interacting with resources addressable by URIs (see [7])

3.47
RPO

recovery point objective

3.48
RTO

recovery time objective

3.49 J
servicqg level
performance targets for a service

3.50

Server
A netwi

Message Block
prk file system access protocol designed primarily used by Windows clients-to communicate file

requests to Windows servers. (Also see CIFS)

3.51

SNMP
Simple

3.52

Network Management Protocol

Softwafe as a Service (SaaS)
delivery over a network, on demand, of the use of an application

technol

bgy that allocates the physical capacity of a volume or file system as applications write data, rath

pre-allocating all the physical capacity at the time of provisioning.

3.53

Uniform Resource Identifier (URI)
compadgt sequence of characters that identifies an abstract or physical resource (see RFC 3986 [2])

3.54

version-enabled data object

a CDM

3.55

data object with versioning enabled

virtualigation
presenfation of-resources as if they are physical, when in fact, they are decoupled from the underlying physical

resour

3.56

S

WebDAV

Web Di

stributed Authoring and Versioning (see RFC 4918 [6])

access

er than
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4.1 Ipterface format

Each interface description has nine components, as described in Table 2.

Table 2: Interface format

Component

Description ~AN

Synopsis

The GET, PUT, POST, PATCH, and DELETE-semantics

Delaypd completion

For long-running operations, a description of behavior when the op4q
does not immediately complete

ration

Capabilities

A description of the supported operations

Requé¢st headers

The request headers, such)as Accept, Authorization, Content-L
Content-Type

bngth,

Requé¢st message body

A description of the message body contents

Response headers

The response headers);such as Content-Length, Content-Type

Respgnse message body

A description of the.message body contents

Respgnse Status

A list of HTTP status codes

Example

An example 0f the operation
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4.2 Typographical conventions

All code text and HTTP status codes are shown in a fixed-width font.

API resquests also include a prefix to indicate the source of the request or reply:
* Client-initiated requests are prefixed with ‘—>’
+ Server-initiated replies are prefixed with ‘<’

An example is included below:

--> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

--> Accept: application/cdmi-object

--> Content-Type: application/cdmi-object

-—>

—_> {

-—> 'mimetype" : "text/plain",

-—> 'metadata" : {

-—>

—-=> }r

--> "falue" : "This is the Value of this Data Object"
—> }

<-- HT[P/1.1 202 Accepted
<-- Lofation: https://cloud.example.com/cdmi/2.0.0/MyContainer/MyDataObject.txt

Similarly, HTTP status codes are shown in a fixed-width font, as in:
Requesting an optional field that is not present shall result in an HTTPstatus code of 404 Not Found.
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4.3 Request and response body requirements

In request and response body tables, the Requirement column contains one of the following three values:
» Mandatory. The value specified in this row shall be provided.

» Conditional. If the conditions specified in the Description cell is met, the value specified in this row shall be
provided. Otherwise, it may be provided unless the Description specifically prohibits it, in which case it shall
not be provided.

+ Optional. The value specified in this row may be provided.
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4.4 Key Word requirements

In this International Standard, the key words in Table 3 shall be interpreted as described in ISO/IEC Directives, Part
2. Table 2 — Key word requirements

Table 3: Key word requirements

14

Key words Denotes Description Equivalent expressions
(for exception cases
only)

shall requirement An action that is unconditionally required.

* Do not use must as an alternative to * isto
shall. * is required to
+ To express a direct instruction, for « it is required that
GI\GIII}J:C, VVhCII IGfGI 1 ;I Iy tU otcpo tU hae tU
be taken in a test method, use the e only...is
imperative mood in English. permitted
+ EXAMPLE: Switch on the recorder. * it is necessaty
shall ot requirement An action that is unconditionally
prohibited. ¢ “is not allowed
Do not use may not instead of shall not to %gzgg'ttt:&]e]
express a prohibition. ptat
[permissible]
* is required tolbe
not
* is required that .
be not
* is not to be
should recommendation An action that is recommended when
choosing among several possibilities, or * it is recommgnded
an action that is preferred but not that
necessarily required. * ought to
shouldl not recommendation An action.ef.certain possibility or course of
action that is deprecated but not * itis not
prohibited. recommendgd that
» ought not to
may permission An action that indicates what is allowed
within the limits of the document. * is permitted
Do not use possible or can in this context. : :: al(-lzlcrjrvr\:giiblo
May signifies permission expressed by the P
document, whereas can refers to the
ability of a user of the document or to a
possibility open to him or her.
need hot permission An action that indicates what is not
required within the limits of the document. « it is not requifed
Do not use impossible in this context. that .
* no ... is requlred
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Clause 5

Overview of Cloud Storage

5.1 Qverview

5.1.1 General Context

When discussing cloud storage and standards, it is important to distinguish the various resources that ane being
offered|as services. These resources are exposed to clients as functional interfaces (i.e., data paths) and are
managegd by management interfaces (i.e., control paths). This International Standard explores the various fypes of
interfaces that are part of cloud services today and shows how they are related~This International Standard|defines
a modd for the interfaces that can be mapped to the various cloud services and a model that forms the Hasis for
cloud sforage interfaces into the future.

Anothef important concept in this International Standard is that of metadata. When managing large amountq of data
with differing requirements, metadata is a convenient mechanismto express those requirements in such a way that
underlyjng data services can differentiate their treatment of the data to meet those requirements.

The appeal of cloud storage is due to some of the same attributes that define other cloud services: pay as|you go,
the illudion of infinite capacity (elasticity), and the simplicity of use/management. It is therefore important that any
interfack for cloud storage support these attributes, while allowing for a multitude of business use cases.

5.1.2 What is Cloud Storage?

The us¢ of the term cloud in describing(these new models arose from architecture drawings that typically|used a
cloud ap the icon for a network. Thé cloud represents any-to-any network connectivity in an abstract way| In this
abstraction, the network connectivity in the cloud is represented without concern for how it is made to hapgen.

The clopd abstraction of complexity produces a simple base on which other features can be built. The genergl cloud
model ¢xtends this base by.adding a pool of resources. An important part of the cloud model is the concgpt of a
pool of fesources that is drawn from, on demand, in small increments. A relatively recent innovation that hgs made
this pogsible is virtualization.

Thus, cJoud storageis simply the delivery of virtualized storage on demand. The formal term that is used fqr this is
Data stprage as\a-Service (DaaS).

5.1.3 Data Storage as a Service

By abstracting data storage behind a set of service interfaces and delivering it on demand, a wide range of actual
cloud services and implementations are possible. The only type of storage that is excluded from this definition is
that which is delivered in fixed-capacity increments instead of that which is based on demand.

An important part of any DaaS system is the support of legacy clients. Support is accommodated with existing
standard protocols such as iSCSI (and others) for block network storage and SMB/NFS or WebDAV for file network
storage, as shown in Fig. 1.

The difference between purchasing a dedicated appliance or purchasing cloud storage is not the functional interface,
but the fact that the storage is delivered on demand. Customers pay for either what they actually use or what they
have allocated for use. For block storage, a Logical Unit Number (LUN), or virtual volume, is the granularity of
allocation. For file protocols, a file system is the unit of granularity. In either case, the actual storage space may be
thin-provisioned and billed for based on actual usage. Data services, such as compression and deduplication, can
be used to further reduce the actual space consumed.
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Fig. 1: Existing data storage interface standards
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Fig. 2: Storage interfaces for object storage client data
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5.1.4 Data management for cloud storage

Many of the initial implementations of cloud storage focused on a kind of best effort quality of storage service and
ignored most other types of data services. To address the needs of enterprise applications with cloud storage,
however, there is an increasing need to offer better quality of service and to deploy additional data services.

Cloud storage can lose its abstraction and simplicity benefits if new data services that require complex manage-
ment are added. Cloud storage customers are likely to resist new demands on their time (e.g., setting up backup
schedules through dedicated interfaces, deploying data services individually for stored objects).

By supporting metadata in a cloud storage interface and prescribing how the storage system and data system
metadata is interpreted to meet the requirements of the data, the simplicity required by the cloud storage model can
be maintained while still addressing the requirements of enterprise applications and their data.

User metadata is retained by the cloud and can be used to find the data objects and containers by performing a
query for specific metadata values. The schema for this metadata may be determined by each application, domain,

Storagg system metadata is produced/interpreted by the cloud service provider and basic storage functiefs (e.g.,
modification and access statistics, access control). For more information on support for storage system mé¢tadata,
see 16.p.

Data system metadata is interpreted by the cloud service provider as data requirements that,control the operation
of undeflying data services for that data. Depending on the level of granularity supported byithe cloud, data|system
metadata may apply to an aggregation of data objects in a container or to individual data objects, if the cloud|service
provider supports this level of granularity. For more information on support for data system metadata, see [16.3.

5.1.5 Pata and container management

There i$ no reason that managing data and managing containers should inyolve different interfaces. Therefpre, the
use of metadata is extended from applying to individual objects to applying to containers of objects as wel|. Thus,
any datp placed into a container inherits the data system metadata‘of the container into which it was placedq. When
creating a new container within an existing container, the new container would similarly inherit the metadata pettings
of its pgrent’s data system metadata. After an object is created; the data system metadata may be overridden at
the confainer or individual object level, as desired.

Evenif {he provided interface does not support setting metadata on individual objects, metadata can still be agplied to
the conlainers. In such a case, the interface does not provide a mechanism to override metadata that an individual
object inherits from its parent container. For file-based interfaces that support extended attributes (e.g|, SMB,
NFSv4), these extended attributes may be used to-specify the data system metadata to override that spedified for
the confainer.
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5.2 Reference model for cloud storage interfaces

The cloud storage reference model is shown in Fig. 3.

Clients acting in the role of using a data storage interface

Clients can be inside the
storage cloud (i.e.,
providing storage — —
resources to the cloud as

well as consuming them)

or outside the storage —

cloud (i.e., only consuming Object Storage Client XAM Client
XAM VIM
resources). 4‘ for CDMI Database/Table
Block Storage Client File System Client ﬂ ’C“e”t

Exports to cloud
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iSCSI, FC, FCoE

LUNSs, Targets POSIX (NFS,

CIFS, WebDAV)

Managgment of the cloud
storage|can be standalone e
or part pf the overall cloud ~
comput{ng management. //

7
7 P
-
-
-

(T
-

=

Datja/Storage

Inf, Fi

Management Client Information
Services
Clienits acting in the (future)

role of managing data/
stordge

C) Fig. 3: Cloud storage reference model

This model show€§mtiple types of cloud data storage interfaces that are able to support both legacy and new
applications. A he interfaces allow storage to be provided on demand, drawn from a pool of resourcgs. The
storage] cap %S drawn from a pool of storage capacity provided by storage services. The data services are
applied|to individual objects, as determined by the data system metadata. Metadata specifies the data requifements
on the II> of individual objects or for groups of objects (containers). 'l
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5.3 Cloud data management interface

The Cloud Data Management Interface (CDMI™) shown in Fig. 3 may be used to create, retrieve, update, and
delete objects in a cloud. The features of the CDMI include functions that:

« allow clients to discover the capabilities available by the cloud service provider,
* manage containers and the data that is placed in them, and
+ allow metadata to be associated with containers and the objects they contain.

This International Standard divides operations into two types: those that use a CDMI content type in the HTTP
body and those that do not. While much of the same data is available via both types, providing both allows for
CDMl-aware clients and non-CDMI-aware clients to interact with a CDMI provider.

CDMI can also be used by administrative and management applications to manage containers, domains, security
access, and monitoring/billing information, even for storage that is functionally accessible by legacy or proprietary
protocals. The capabilities of the underlying storage and data services are exposed so that clients can urderstand
what sqrvices the cloud service provider provides.

Conformant cloud service providers may support a subset of the CDMI, as long as they expose thefimitdtions in
the cappbilities reported via the interface.

rnational Standard uses RESTful principles in the interface design where possible,(see’[7]).

efines both a means to manage the data as well as a means to store and retrieve\the data. The means by
which thhe storage and retrieval of data is achieved is termed a data path. The means By which the data is managed
is termgd a control path. CDMI specifies both a data path and control path interface.

CDMI does not need to be used as the only data path and is able to manage cloud storage properties for gny data
path interface (e.g., standardized or vendor specific).

Contairer metadata is used to configure the data requirements of the storage provided through the exported protocol
(e.g., blbck protocol or file protocol) that the container exposes. When,animplementation is based on an unglerlying
file sysfem to store data for a block protocol (e.g., iISCSI), the CDMHRKcontainer provides a useful abstragtion for
represgnting the data system metadata for the data and the struetures that govern the exported protocols.

A cloud]service may also support domains that allow administrative ownership to be associated with stored pbjects.
Domairls allow this International Standard to (among other things):

termine how user credentials are mapped to prin€ipals used in an Access Control List (ACL),
low granting of special cloud-related privileges, and
low delegation to external user authorization systems (e.g., LDAP or Active Directory).

Domairls may also be hierarchical, allowing, for corporate domains with multiple children domains for depaftments
or indivjduals. The domain concept is also Used to aggregate usage data that is used to bill, meter, and monitor
cloud upe.

Finally, |capabilities allow a client to'discover the capabilities of a CDMI implementation. Requirements thrpughout
this Intg¢rnational Standard shall be understood in the context of CDMI capabilities. Mandatory requiremgents on
functionality that is conditioned\on a CDMI capability shall not be interpreted to require implementation| of that
capabillty, but rather shall be interpreted to apply only to implementations that support the functionality reqgired by
that capability.

For exgmple, in 5.3,3%this International Standard states, “Every cloud storage system shall allow object ID-based
access [to stored objects.” This requirement shall be understood in the context that access by object ID is prqdicated
on the presence ofthe cdmi object access by ID capability.

5.3.1 Dhjéct model for CDMI

The model for CDMI is shown in Fig. 4.

The five types of resources defined are shown in Table 4. The content type in any given operation is specific to
each type of resource.
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Fig. 4: CDMI object model
Table 4: Types of resources in the CDMI object model
Resoyrce type Description \ Reference
Data ¢pbjects Data objects are used to store data and associated metadata; See clause 8
and provide functionality similar to files in a file system.
Contdiner objects Container objects have zero or more children objects, and ‘store See clause 9
metadata associated with the container as a whole. €ontainer
objects do not store data directly. They provide funetionality
similar to directories in a file system.
Domdin objects Domain objects represent administrative grodpings for user See clause 1(.
authentication and accounting purposes.
Queug objects Queue objects store zero or more pieces«f data, and store See clause 11.
metadata associated with the queue as*a whole. Enqueued
values are accessed in a first-in-first:out manner.
Capability objects Capability objects describe the functionality implemented by a See clause 12.
CDMI server and are used by'a’client to discover supported
functionality.
For dat@ storage operations, the client of the interface only needs to know about container objects and data pbjects.
All datg path implementations are required te'support at least one level of containers (see 5.1.5). Using the CDMI
object model (see Fig. 4), the client can-send a PUT via CDMI (see Fig. 3) to the new container URI and ¢reate a
new coptainer with the specified name.~Container metadata are optional and are expressed as a series of name-
value ppirs. After a container is created, a client can send a PUT to create a data object within the newly [created
containgr.
Queue pbjects are also defined'(see Fig. 4) and provide in-order-first in-first-out access to enqueued objects. More
information on queues cah be found in clause 11.
CDMI defines two namespaces that can be used to access stored objects, a flat object ID namespace and g hierar-
chical path-based naméspace. Support for objects accessed by object ID is indicated by the system-wide cgpability
cdmi_¢bject ac¢ess by ID,and supportforobjects accessed by hierarchical path is indicated by the container
capabilfty cdui~ereate dataobject found on the root container (and any subcontainers).
bctid/
by the

CDMI seliver, using the “/cdmi objectid/” URI (see 8.5). The same URI is used to retrieve and delete objects

by ID.

Objects are created by name by performing an HTTP PUT to the desired path URI (see 8.3). Subsequent to creation,
objects are modified by performing PUTs using the object path specified by the client (see 8.5). The same URI is
used to retrieve and delete objects by path.

CDMI defines mechanisms so that objects having only an object ID can be assigned a path location within the
hierarchical namespace, and so that objects having both an object ID and path can have their path dropped, such
that the object only has an object ID. This function is accomplished by using a “move” modifier to a PUT or POST
operation, as shown in Fig. 5.
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PUT /name, {“move” : “/cdmi_objectid/<object ID>/"}

Object with Object with ID

Name and ID only

POST /cdmi_objectID/, {“move” : “/name"}

Fig. 5: Object transitions between named and ID-only

5.3.2 CDMI metadata

CDMI dses many different types of metadata, including HTTP metadata, data system metadata) user m¢tadata,
and stofage system metadata.

HTTP metadata is metadata that is related to the use of the HTTP protocol (e.g., Contént-Length, Coptent-
Type, gtc.). HTTP metadata is not specifically related to this International Standard but needs to be discyssed to
explainjhow CDMI uses the HTTP standard.

CDMI data system metadata, user metadata, and storage system metadata is~defined in the form of name-value
pairs. Yendor-defined data system metadata and storage system metadatanames shall begin with the feverse
domain|name of the vendor.

Data system metadata is metadata that is specified by a CDMI client and.is a component of objects. Data|system
metadata abstractly specifies the data requirements associated with. data services that are deployed in tHe cloud
storage] system.

User metadata consists of client-defined JSON strings, arrays,»and objects that are stored in the metadgta field.
The nafnespace used for user metadata names is self-administered (e.g., using the reverse domain nanje), and
user m¢tadata names shall not begin with the prefix “cdmg>,”.

Storagg system metadata is metadata that is generated_by the storage services in the system (e.g., creatipn time,
size) to|provide useful information to a CDMI client.

The matrix of the creation and consumption of storage system metadata is shown in Table 5.

Table 5: Creation/consumption of storage system metadata
Created by user Created By system
Consumed by gs&e,r)‘ User metadata Storage system metadata
Consumed by,system | Data system metadata | N/A

5.3.3 CDMI objectiDs

Every gbject stofed within a CDMI-compliant system shall have a globally unique object identifier (ID) apsigned
at creafion time==The CDMI object ID is a string with requirements for how it is generated and how it obfains its
uniqueress.\Each cloud service that implements CDMI shall generate these identifiers such that the probgbility of
conflicting Wwith identifiers generated by other CDMI Servers and the probability of generating an identifier fhat has
alreadybeemused-seffectivetyzero:

Every cloud storage system shall allow object ID-based access to stored objects by allowing the object’s ID to be
appended to the root URI (see 5.5.5). If the data object “MyDataObject. txt”, stored in the root container “/” with
a root path of “/cdmi/2.0.0/”, has an object ID of “00006FFD001001CCE3B2B4F602032653”, the following
pair of URIs access the same data object:

* https://cloud.example.com/cdmi/2.0.0/MyDataObject.txt
* https://cloud.example.com/cdmi/2.0.0/cdmi objectid/00006FFD001001CCE3B2B4F602032653

If containers are supported, they shall also be accessible by object ID. If the container “MyCon-
tainer”, stored in the root container “/” with a root path of “/cdmi/2.0.0/”, has an object ID of
“00006FFDO010AA33D8CEF9711E0835CA”, the following pairs of URIs access the same object:

* https://cloud.example.com/cdmi/2.0.0/MyContainer/
* https://cloud.example.com/cdmi/2.0.0/cdmi objectid/00006FFDO010AA33D8CEF9711E0835CA/
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* https://cloud.example.com/cdmi/2.0.0/MyContainer/MyDataObject.txt

* https://cloud.example.com/cdmi/2.0.0/cdmi objectid/00006FFDO010AA33D8CEF9711E0835CA/
MyDataObject.txt

5.3.4 CDMI object ID format

The CDMI Server shall create the object ID, which identifies an object. The object ID shall be globally unique and
shall conform to the format defined in Table 6. The native format of an object ID is a variable-length byte sequence
and shall be a maximum length of 40 bytes. A client should treat object IDs as opaque byte strings. However,
the object ID format is defined such that its integrity may be validated, and independent CDMI Servers may assign
unique object ID values independently.

Table 6: Object ID format

0 1 |2 [3 4 5 6 |7 |8 [9 [10]..]34]39
Reselved Enterprise Number Reserved Length| CRC Opaque Data
(zero (zero)

The fields shown in Table 6 are defined as follows:
+ Tlhe reserved bytes shall be set to zero.

 Tlhe Enterprise Number field shall be the SNMP enterprise number of the offering.organization that deyeloped
e system that created the object ID, in network byte order. See RFC 2578421] and https://www.igna.org/
signments/enterprise-numbers. 0 is a reserved value.

—

» Tlhe byte at offset 5 shall contain the full length of the object ID, in bytes.

+ Tlhe CRC field shall contain a 2-byte (16-bit) CRC in network byte arder. The CRC field enables the opject ID
t¢ be validated for integrity. The CRC field shall be generated By’running the CRC algorithm across gll bytes
the object ID, as defined by the Length field, with the CRC. field set to zero. The CRC function shall have

the following fields:

— Name : “CRC-16",

— Width : 16,

— Poly : 0x8005,

— Init: 0x0000,

— Refln: True,

— RefOut: True,

— XorOut: 0x0000, and

— Check : 0xBB3D.

Tfhis function defines a 46:bit CRC with polynomial 0x8005, reflected input, and reflected output.
+ Qpaque data in each object ID shall be unique for a given Enterprise Number.

The nafive format for.amobject ID is binary. When necessary, such as when included in URIs and JSON |strings,
the objgct ID textual representation shall be encoded using Base16 encoding rules described in RFC 4648 [[19] and
shall bg case insénsitive.
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5.4 Security

5.4.1 Security objectives

Security, in the context of CDMI, refers to the protective measures employed in managing and accessing data and
storage. The specific objectives to be addressed by security include providing a mechanism that:

« assures that the communications between a CDMI client and server cannot be read or modified by a third
party;

+ allows CDMI clients and servers to assure their identity;
« allows control of the actions a CDMI client is permitted to perform on a CDMI server;
« allows records to be generated for actions performed by a CDMI client on a CDMI server;

* protectsdataatrest;

« eliminates data in a controlled manner; and

« discovers the security capabilities of of a particular implementation.
Security measures within CDMI are summarized as:

* tlansport security,

+ user and entity authentication,

« authorization and access controls,

+ data integrity,

. ta and media sanitization,

. ta retention,

* protections against malware,

+ data at-rest encryption, and

« spcurity capabilities.

With thg exception of both the transport security and the security capabilities, which shall be implmented, the pecurity
measures can vary significantly from implementation te implementation.

When security is a concern, the CDMI client should:-begin with a series of security capability lookups (see 1[2.2.7 to
determine the exact nature of the security features-that are available. Based on the values of these capabjlities, a
risk-baged decision should be made as to whether the CDMI server should be used. This is particularly tr?le when
the dat4 to be stored in the cloud storage is’sensitive or regulated in a way that requires stored data to be protected
(e.g., ehcrypted) or handled in a particutar manner (e.g., full accountability and traceability of managemgnt and
access).

5.4.2 HTTP security

HTTP is the mandatory,transport mechanism for this version of CDMI. It is important to note that HTTP, By itself,
offers np confidentiality:er integrity protections. As CDMI is built on top of HTTP, HTTP over Transport Layer $ecurity
(TLS) (ite., HTTPS).is the mechanism that is used to secure the communications between CDMI clients and $ervers.

To ensyre both-security and interoperability, all CDMI implementations:

+ shallimplement the TLS protocol as described in the latest version of the “SNIA TLS Specification for torage

Jystems” [42]; with a six-month transition period for implementations. The TLS specification is yipdated

when new vulnerabilities are found, and CDMT implementations shall support the Tatest specification within
six months of its publication announcement;

+ shall support both HTTP over TLS and HTTP without TLS; and

+ shall allow HTTP without TLS to be disabled.

When TLS is used to secure HTTP, the client and server typically perform some form of entity authentication.
However, the specific nature of this entity authentication depends on the cipher suite negotiated; a cipher suite
specifies the encryption algorithm and digest algorithm to use on a TLS connection. A very common scenario
involves using server-side certificates, which the client trusts, as the basis for unidirectional entity authentication. It
is possible that mutual authentication involving both client-side and server-side certificates are required.
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5.4.3 Client Authentication

A CDMI client shall comply with all security requirements for HTTP that apply to clients.

CDMI clients shall be responsible for initiating user authentication for each CDMI operation that is performed. The
CDMI server functions as the authenticator and receives and validates authentication credentials from the client.

RFC 2616 [23] and RFC 2617 [8] define requirements for HTTP authentication, which generally starts with an HTTP
client request. If the client request does not include an Authorization header and authentication is required, the
server responds with an HTTP status code of 401 Unauthorized and a WWW-Authenticate response header.
The HTTP client shall then respond with the appropriate Authorization header in a subsequent request. The
format of the WWW-Authenticate and Authorization headers varies depending on the type of authentication
required.

* HTTP basic authentication involves sending the user name and password in the clear, and it should only be
used on a secure network or in conjunction with TLS.

TTP digest authentication sends a secure digest of the user name and password (and other information
ch as a nonce value), and can be used on an insecure network without TLS.

|_
S
* HTTP status codes of 401 Unauthorized should not include a choice of authentication.
HTTP basic authentication and/or HTTP digest authentication should be implemented.

A

uthentication credentials used with one type of HTTP authentication (i.e., basic or/digest) should never be
spbsequently used with the other type of HTTP authentication.

Once afuser is authenticated, the provided principal name shall be mapped by the CDMl.domain to a domain user (or
ifectly as the ACE “who” if domains are not supported). This mapping is then‘used to determine authofization.

| server typically relies on an authentication service (local and/or external) to validate client credentials.
Differing authentication schemes may be supported, including host-based authentication, Kerberos, PKI, gr other;
the authentication service is beyond the scope of this International Standard.

5.4.4 Use of TLS and HTTP

Recommendations for using HTTP and TLS are as follows:

client connecting to a CMDI server using TLS\should use TCP port 443, and a client connecting|without
LS should use TCP port 80.

client that fails to connect to a CDMI server on port 443 should retry without TLS on TCP port 80 if their
skcurity policy allows it.

ervers may respond to HTTP requésts on port 80 with an HTTP REDIRECT to the appropriate T|LS URI
sing port 443). Clients should honer such redirects in this situation.

5.4.5 Further information

For further information peftaining to storage security techniques, see the latest version of ISO 20648.
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5.5 Required HTTP support

5.5.1 RFC 2616 support requirements

A conformant implementation of CDMI shall also be a conformant implementation of RFC 2616 [23] (i.e., HTTP
1.1). The subclauses below list the sections of RFC 2616 [23] that shall be supported; however, this list is not

compre

hensive.

5.5.2 Content-Type negotiation

For CDMI operations, media types for CDMI objects are used as defined in RFC 6208 [26]. All CDMI representations
follow the rules established for application/json as defined in RFC 4627 [5]. The use of the CDMI media types
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the following request and reply:

stricting
header.

16 [23].
ht-Type
icode of

[ -Type

6 [23]).
byte-

N HTTP

URIs and HTTP header URIs.(This includes user-supplied field names, metadata names, data object

st URIs

bdies.
” would

--> GE
—-=> Ho

T /cdmi/280%0/%40MyContainer/?objectName&metadata=%$40user HTTP/1.1
st: clqud.example.com
Cept: «application/cdmi-container

rpY1 .1 200 OK

tent-Tvpe: application/cdmi-container

-=> Ac]
<-- HT|
<-- Co
P
<= |
P
<__
<__
<__
<__
<=}

"objectName": "@MyContainer/",
"metadata": {
"Quser": "test",
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5.5.5 Use of URIs

The format and syntax of URIs are defined by RFC 3986 [2].

This International Standard splits the RFC 3986 path into two parts: The “root path” and the “CDMI path”, as shown
in Fig. 6. The URI containing only the root path is called the “root URI".

https://example.com:443/cdmi/2.0.0/myContainer/myDataObject?value
\ / \ /\ | / \ /

scheme authority root path CDMI path query

| |
\ /

I
root URI

Fig. 6: CDMI URI Components

The container at the start of the CDMI path is the root container. For example, in Fig. 6, the root container i named
‘myConftainer”.

All URIs in this International Standard are relative to the root URI unless otherwise\ioted. As a consequence, the
algorithm used for calculating the resolved URI is as described in Section 5.2 of RFC 3986 [2]. Every CDMI client
shall mgintain one or more root URIs that each correspond to a root CDMI container on the CDMI server. $ince all
URIs tgd CDMI containers end in a trailing slash, all root URIs will end in a trailing slash.

This Infernational Standard places no additional restrictions on root, URIs beyond those specified for the “path
ent” in RFC 3986.

conventions for RESTful APIs suggest root URIs end in€/cdmi/<version>/", where <version> |s in the
form of[*<major>.<minor>.<micro>", where <major>, <minor> and <micro> are integers indicating the|version
Ml interface specification. All examples in this specification use aroot URIof https://cloud.exgmple.
com/cdmi/2.0.0/.

The prdperties of the root URI determine the parentI®'and parentURI fields of an root CDMI container:

* [ the root path is “/”, the root container shall*not include the parentID field and shall populate ap empty
sfring () for the value of the parentURTI field.

+ If the root path is not “/” and the last.entity in the root path is a CDMI container, the root container shall
pulate parentID field with thesCDMI object ID of the CDMI container corresponding to the par¢nt path
tity, and shall populate the paxentURTI field with the URI of the parent path.

* i the root path is not “/” and the last entity in the root path is not a CDMI container, the root contairjer shall
t include the parent 1B field, and shall populate the parentURT field with the URI of the parent gath.

+ If the root path is not(“/{"and the last entry in the root path is not accessible via the scheme, root container
ay omit the parenhtyID field and may populate parentURI field with an empty string (*”).

Table 7|shows how CBMI paths (relative URIs) are resolved with root URIs
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Table 7: Relative URIs resolved against root URIs

Root URI + CDMI Path => Resolved URI

https://cloud.example. https://cloud.example.com/

com/

https://cloud.example. / https://cloud.example.com/

com/

https://cloud.example. myCDMIcontainer/ | https://cloud.example.com/

com/ testObject myCDMIcontainer/testObject

https://cloud.example. myCDMIcontainer/ | https://cloud.example.com/container/

com/ testObject testObject

https://cloud.example. myCDMIcontainer/ | https://cloud.example.com/

com/myNonCDMIentity/ testObject myNonCDMIentity/myCDMIcontainer/
testObject

http$://cloud.example. myCDMIcontainer/ | https://cloud.example.com/

com/mpyNonCDMIentity/ testObject myCDMIcontainer/testObject

http$://cloud.example. myCDMIcontainer/ | https://cloud.example.com/c@mi/2.¢.0/

com/¢dmi/2.0.0/ testObject myCDMIcontainer/testObject

http$://cloud.example. myCDMIcontainer/ | https://cloud.example.gomy/

com/¢dmi/2.0.0/ testObject myCDMIcontainer/testObject

5.5.6 Reserved characters

The naine of CDMI data objects, container objects, queue objects, domain ‘ebjects and capability objects ghall not

contain

the “/” or “2” characters, as these characters are reserved for delimiters.
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5.6 Time representations

Unless otherwise specified, all date/time values are in the ISO 8601:2004 extended representation (“Yyyy-
MM-DDThh:mm: ss.ssssssZ”). The full precision shall be specified, the sub-second separator shall be a “.”,
the “z” UTC zone indicator shall be included, and all timestamps shall be in UTC time zone. The “yvyvyy-
MM-DDT24:00:00.0000002z” hour shall not be used, and instead, it shall be represented as “Yyvyy-MM-

DDT00:00:00.0000002”.

Unless otherwise specified, all date/time intervals are in the ISO 8601:2004 start date/end date representation
(“YYYY-MM-DDThh :mm:ss.ssssssZ/YYYY-MM-DDThh:mm: ss.ssssssZ”). The end date shall be equal to or
later than the start date. The full precision shall be specified, the sub-second separator shall be a “.”, the “z” UTC
zone indicator shall be included, and all timestamps shall be in UTC time zone. The “YYYY-MM-DDT24:00:00.
0000002z hour shall not be used, and instead, it shall be represented as “yYyY-MM-DDT00:00:00.0000002".
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5.7 Backwards compatibility

CDMI client and server implementations shall implement the following measures to ensure backwards compability
with earlier versions of this Interational Standard.

See the CDMI 1.1.1 Specification for details on backwards compatibility specific to the 1.x versions of CDMI.

5.7.1 Specification version detection

CDMI 2.x clients shall not include the Xx-CDMI-Specification-Version custom header. When a CDMI 2.x
client performs an operation against a CDMI 1.x Server, the absence of this header shall result in an error response
from the CDMI 1.x server. The client may use the presence of the X-CDMI-Specification-Version headerin
an error response as an indication to use CDMI 1.x (which mandates the use of this custom header), if supported.

CDMI 2 x servers may use the presence of the X-CDMI-Specification-Version custom header fromp CDMI
1.x cliept as an indication to use CDMI 1.x, if supported.

5.7.2 JSON value transfer encoding

CDMI 4.x servers may support the “json” value transfer encoding. When a CDMI serversupports both CPMI 2.x
and COMI 1.x, data objects with a value transfer encoding of json shall be made accessible to CDMI 1.3 clients
using a|value transfer encoding of UTF-8, with the server adding in the required escaping.
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5.8 Object references

Object references are URIs within the cloud storage namespace that redirect to another URI within the same or an-
other cloud storage namespace. References are similar to soft links in a file system. The cloud does not guarantee
that the referenced URI will be valid after the time of creation.

References are visible as children in a container and are distinguished from non-references in container children
listings by the presence of a trailing “2” character added to the reference name. Performing an operation (with the
exception of create or delete) to a reference URI will result in an HTTP status code of 302 Found, with the HTTP
Location header containing the absolute redirect destination URI that was specified at the time the reference was
created. The reference’s destination URI shall not be changed after a reference has been created.

To continue, when CDMI clients receive an HTTP status code of 302 Found, they should retry the operation using
the URI contained within the ™" Location™" header.

A delete_operation on a reference URI shall delete the reference. References cannot be updated. To update the
destinafion of a redirect, the client shall first delete the reference and then create a new reference to the [desired
destinagion.

EXAMHLE 1: GET to a URI, where the URI is a reference:

> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
-I> Accept: application/cdmi-object

-- HTTP/1.1 302 Found
-- Location: https://cloud.example.com/cdmi/2.0.0/MyContainer¥MyOtherDataObject
4txt

References by object ID shall always redirect to a URI that ends with the-same object ID as the request
yRrl.
EXAMHALE 2: GET to an object ID URI, where the URI is a reference;

> GET /cdmi/2.0.0/cdmi objectid/00006FFDO010AAS3D8CEF9711E0835CA HTTP/1.1
-|-> Host: cloud.example.com
-I-> Accept: application/cdmi-object

-- HTTP/1.1 302 Found
-- Location: https://archive.example ., ,com/cdmi/2.0.0/cdmi objectid/
4-00006FFDO010AA33D8CEF9711E0835CA

EXAMHALE 3: PUT to create a reference:

-I-> PUT /cdmi/2.0.0/MyContaider/MyDataObject.txt HTTP/1.1
-I-> Host: cloud.example.conl Accept: application/cdmi-object
-I> Content-Type: appligation/cdmi-object

-+>

—+4>

> "reference": "https://cloud.example.com/cdmi/2.0.0/MyContainer/
-MyOtherDataObjects txt"

> }

-- HTTP/14D 201 Created
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-=> POST /cdmi/2.0.0/cdmi_objectid/ HTTP/1.1
--> Host: cloud.example.com Accept: application/cdmi-object
--> Content-Type: application/cdmi-object

--> "reference": "https://cloud.example.com/cdmi/2.0.0/MyContainer/
—MyOtherDataObject.txt"</P>
- }

<-- HTTP/1.1 201 Created
<-- Location: https://cloud.example.com/cdmi/2.0.0/cdmi objectid/
—00007ED90010DF417BAD70A0C7F5CDDA

EXAMPLE 5: DELETE to delete a reference:

> DELETE /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
-|-> Host: cloud.example.com

-- HTTP/1.1 204 No Content
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Basic Cloud Storage
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use 6

Data Object Resource Operations using

HT,

6.1 Qverview

Data ohjects are the fundamental storage components within CDMI™ | and is analagous to files in a file sy
As CDNI builds on top of, and is compatible with, the HTTP standard (RFC 2616728]), this allows unmodifie]

clients

storagg| protocols, such as WebDAYV, S3, and OpenStack Swift.

A CDM
header:

behaviqgrs, as described in clause 8, are used in addition to the standard HTTP behaviors.
In CDHI 1.0.2, basic HTTP operations were described as “NonCDMI” operations to distinguish them fron

tions u
A CD

corresponding with the CDMI capabilities that are published by the implementation. Capabilities allow a
discovegr which operations (such as create, update,~delete, etc.) are supported and are described in clausd

Ciphert]
type “a
cessed

TP
1

o communicate with a CDMI server. This also allows CDMI operatians 1o coexist with other HTTH

| server differentiates between HTTP and CDMI operations using’the standard Content-Type and
5. When CDMI MIME types defined in RFC 6208 [26] are used in these headers, this indicates tha

ing CDMI MIME types.
| implementation that supports data objects shall‘include support for basic data object HTTP op

ext representation of encrypted objects are*created, accessed, and updated by explicitelyspecifying
bplication/cms” or “applicatiofiy jose+json”. Otherwise, a plaintext representation is crea|
and updated. For more details an encrypted updates, see clause 23.

tem.

d HTTP
-based

Accept
t CDMI

opera-

prations
Client to
9.

b MIME
ted, ac-
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6.2 Create a data object using HTTP

6.2.1 Synopsis

The following HTTP PUT operation creates a new data object in the specified container:
* PUT <root URI>/<ContainerName>/<DataObjectName>

Where:
* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e., "/")
between each pair of container names.

* <DataObjectName> is the name specified for the data object to be created.

After it |s created, the data object shall also be accessible at <root URI>/cdmi_ objectid/<objectID>.

6.2.2 Capabilities
Capabilities that indicate which operations are supported are shown in Table 8.

Table 8: Capabilities - Create a CDMI data object using HTTP

Capability Location Description A\\‘/

cdmi| create dataobject Parent Container Ability to create_a new data object

cdmi| create value range System Wide Ability to creaté a data object using a spedified
Capability byte range

6.2.3 Request headers
The HT|TP request headers for creating a CDMI data object using HTTP are shown in Table 9.

Table 9: Request headers - Create a CDMI data object using HTTP

Headé¢r Type Description ;\Q)‘ Requirement
Cont¢nt-Type Header | The contenttype of the data to be stored as a data object. Optiona
string The value-specified in this header shall be converted to

lowergase and stored in the mimetype field of the CDMI
data-object.
 If the Content-Type header includes the charset
parameter as defined in RFC 2616 [23] of “utf-8
(e.g., “;charset=utf-8"), the
valuetransferencoding field of the CDMI data
object shall be set to “ut £-8”. Otherwise, the
valuetransferencoding field of the CDMI data
object shall be set to “base64”.
« If not specified, the mimetype field shall be set to
“application/octet-stream”.

X-CDMi~partial | Header Indicates that the newly created object is part of a series of | Optiona

A ban +
vV HCTTSTTTO

Strifg writes-ane-has-notyretbeenfully-ereated
“true”, the completionStatus field shall be set to
“Processing”. X-CDMI-Partial works across CDMI

and non-CDMI operations.

Content-Range Header | A valid ranges-specifier (see RFC 2616 [23] Section Optional
String 14.35.1)
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6.2.4 Request message body

The request message body contains the data to be stored in the value of the data object.

6.2.5 Response headers

No response headers are specified.

6.2.6 Response message body

No response message body fields are specified.

6.2.7 Response status

The HT[TP status codes that occur when creating a data object using HTTP are described in Takte 10.

Table 10: HTTP status codes - Create a data object using HTTP

HTTP| Status Description Co

201 ¢reated The new data object was created.

400 Bad Request The request contains invalid parameters orfieldnames.

401 Pnauthorized The authentication credentials are missing-or’invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Yot Found The resource was not found at the specified URI.

409 fonflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the/server.

6.2.8 Examples

EXAMHLE 1: PUT to the container URI the data object name and contents.

—+>
—+>
-+>
-+>
-+>
-+>

-—- HTTP/1.1 201{Created

PUT /cdmi/2.0.0/MyContainer/MybDataObject.txt HTTP/1.1
Host: cloud.example.com

Content-Type: text/plainjchirset=utf-8
Content-Length: 37

This is the Value ofsthis Data Object

EXAMHLE 2: Put to the eontainer URI to create an encrypted object:

-+>
-+>
-+>
—-+>,
-+

PUT /Cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
Hosti~¢loud.example.com

Conkent-Type: application/cms

Content-Length: 1425

<—=

TMS Encrypted ObJect

HTTP/1.1 201 Created

EXAMPLE 3: PUT to the container URI to create an encrypted object:
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6.3 Read a data object using HTTP

6.3.1 Synopsis

The following HTTP GET operations read from an existing data object at the specified URI:

* GET <root URI>/<ContainerName>/<DataObjectName>

* GET <root URI>/cdmi_ objectid/<DataObjectID>

Where:
* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers.

* <DataObiectName> is the name of the data object to be read from.

* dDataObjectID> is the ID of the data object to be read from.

6.3.2 Capabilities

Capabilities that indicate which operations are supported are shown in Table 11.

Table 11: Capabilities - Read a CDMI data object using HF TP

Capability Location Description "
cdmi|read value Data Object Ability to read-the value of an existing datg
object
cdmi| read value range Data Object Ability to.read a sub-range of the value of ain
existing data object
cdmi|object access by ID System Wide Ability to access the object by ID
Capability

6.3.3 Request header

The HT|TP request header for reading a CDMI data’object using HTTP is shown in Table 12.

Table 12: Request header - Read a CDMI data object using HTTP

Headér Type Description Requirejnent

Rang¢ Header | (A valid ranges-specifier (see RFC 2616 [23] Section Optiona
string 14.35.1)

Accept Header\“| “*/*” or a value as described in: 5.5.2. Optiona
strifg « If the object has a mimetype of “application/cms”

or “application/jose+json”, and the mimetype
“application/cms” or
“application/jose+json”is included in the
Accept header mimetype, the CDMI server shall
return the CMS or JOSE value in the response
message body.

Otherwise, the decrypted plaintext shall be returned
in the response message body,_along with the

encapsulated mimetype in the Content-Type
response header. If decryption is not possible, an
error result code shall be returned. (See clause 23 —
Encrypted Objects)

If the Accept header mimetype list includes “\ * /\ *”
before “application/cms” and/or
“application/jose+json”, the server will first try
to return the decrypted plaintext, and shall return the
CMS or JOSE value when decryption fails.

If the Accept header mimetype list excludes “\ * /\ *”,
decrypted plaintext shall only be returned if the
encapsulated mimetype is included in the Accept
header mimetype list.
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6.3.4 Request message body

A request body shall not be provided.

6.3.5 Response headers
The HTTP response headers for reading a data object using HTTP are shown in Table 13.

Table 13: Response headers - Read a CDMI Data Object using HTTP

Header Type Description Requirement

Content-Type Header | The content type returned shall be the mimetype field in the | Mandatory
string data object.

LocafIon redder Ime server sftiall Tesporia With e URT that tne reiercrice L;OHUiI.i(. nal
string redirects to if the object is a reference.

6.3.6 Response message body

When rpading a data object using HTTP, the following applies:
+ Tlhe response message body shall be the contents of the data object’s value field!

* When reading a value, zeros shall be returned for any gaps resulting from.non-contiguous writes.

6.3.7 Response status

The HT|TP status codes that occur when reading a data object using HTTP are described in Table 14.

Table 14: HTTP status codes - Read @ CDMI data object using HTTP

HTTH| Status Description i

200 OK The data object content was returned in the response.

206 Partial Content A requested range of the data object content was returned in the respgnse.

302 Found The resource.is’a reference to another resource.

400 Bad Request The requestcontains invalid parameters or field names.

401 Pnauthorized The authéntication credentials are missing or invalid.

403 Forbidden The(client lacks the proper authorization to perform this request.

404 Yot Found The resource was not found at the specified URI, or a requested field within
the resource was not found.

6.3.8 Examples

EXAMHLE 1: GET-{6 the data object URI to read the value of the data object:

-I-> GBI\ 7cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
-I->Host: cloud.example.com

ommn /1 1 fa¥a) X

<-- Content-Type: text/plain

<-- Content-Length: 37

<__

<-- This is the value of this data object

EXAMPLE 2: GET to the data object URI to read the first 11 bytes of the value of the data object:

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Range: bytes=0-10

<-- HTTP/1.1 206 Partial Content
<-- Content-Type: text/plain

<-- Content-Range: bytes 0-10/37
<-- Content-Length: 11

(continues on next page)
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(continued from previous page)

<——
<-- This is the value of this data object

EXAMPLE 3: GET to the data object URI to always return the ciphertext of an encrypted object:

--> GET /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cms, application/jose+json

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cms
<-- Content-Length: 1425

<-- <CMS Encrypted Object>

EXAMHLE 4: GET to the data object URI to read the plaintext of an encrypted object, if possible; otherwise
rtgxt:

ciphe

g

et the

-+> GET /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1

-I-> Host: cloud.example.com

-I-> Accept: */*, application/cms, application/jose+json

-I-> <Header credentials used to authenticate and access the decryptionkey>

-- HTTP/1.1 200 OK
-- Content-Type: text/plain
-- Content-Length: 252

-- <Decrypted contents of Encrypted Value>

EXAMHALE 5: GET to the data object URI to read the plaintext of an encrypted object:

38

> GET /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
-I-> Host: cloud.example.com
-I-> <Header credentials used to authenticate «and*access the decryption key>

-- HTTP/1.1 200 OK
-—- Content-Type: text/plain
- Content-Length: 252

-- <Decrypted contents of Encrypted;Value>
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6.4 Update a data object using HTTP

6.4.1 Synopsis

The following HTTP PATCH operation updates an existing data object at the specified URI:
* PATCH <root URI>/<ContainerName>/<DataObjectName>
* PATCH <root URI>/cdmi_ objectid/<DataObjectID>
Where:
* <root URI> is the path to the CDMI cloud.
* <ContainerName> is zero or more intermediate containers.

* <DataObiectName> is the name of the data object to be updated.

* dDataObjectID> is the ID of the data object to be read from.

6.4.2 Capabilities

Capabilities that indicate which operations are supported are shown in Table 15.

Table 15: Capabilities - Update a CDMI data object usingddTTP

Capability Location Description "
cdmi|modify value Data Object Ability to madify the value of an existing data
object
cdmi|modify value range Data Object Ability to.modify a sub-range of the value ¢f an
existing data object
cdmi|object access by ID System Wide Ability to access the object by ID
Capability

6.4.3 Request headers
The HT|TP request headers for updating a CDMI-data object using HTTP are shown in Table 16.

Table 16: Request headers - Update a CDMI data object using HTTP

Headégr Type Description Requirejnent
Contg¢nt-Type Header | (The content type of the data to be stored as a data object. Optiona
string The value specified in this header shall be converted to

lower case and stored in the mimetype field of the CDMI
data object.
* If the Content-Type header includes the charset
parameter as defined in RFC 2616 [23] of “utf-8
(e.g., “;charset=utf-8"), the
valuetransferencoding field of the CDMI data
object shall be set to “ut £-8”. Otherwise, the
valuetransferencoding field of the CDMI data
object shall be set to “base64”.
«_If not specified, the existing mimet vpe field value
shall be preserved.

Content-Range Header | A valid ranges-specifier (see RFC 2616 [23] Section Optional
string 14.35.1)

X-CDMI-Partial | Header | Indicates that the operation is part of a series of updates Optional
string and has not yet been fully created. When set to “t rue”, the

completionStatus field shall be setto “Processing”.
X-CDMI-Partial works across CDMI and non-CDMI
operations.

If the completionStatus field had previously been set to
“Processing” by including this header in a create or
update, the next update without this field shall change the
completionStatus field back to “Complete”.
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6.4.4 Request message body

The request message body contains the data to be stored in the value of the data object.

6.4.5 Response header
The HTTP response header for updating a data object using HTTP is shown in Table 17.

Table 17: Response header - Update a CDMI data object using HTTP

Header Type Description Requirement
Location Header | The server shall respond with the URI to which the Conditional
string reference redirects if the object is a reference.

6.4.6 Response message body

A respdnse body may be provided as per RFC 2616 [23].

6.4.7 Response status

The HT|TP status codes that occur when updating a data object using HTTP are~described in Table 18.

Table 18: HTTP status codes - Update a CDMI datacobject using HTTP

HTTP| Status Description 2. O

204 No Content The data object content was returned in the response.

302 Found The resource is a reference to’another resource.

400 Bad Request The request contains invalid\parameters or field names.

401 Pnauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks theproper authorization to perform this request.

404 Yot Found The resource was not found at the specified URI.

409 fonflict The operation(eonflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

6.4.8 Examples

EXAMHLE 1: PATCH to the data.object URI to update the value of the data object:

-I-> PATCH /cdmi/2%0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloudiexample.com

-I-> Content-IType: text/plain

-I-> Conteng=Length: 37

->

> This\i€ the value of this data object

--/HTPP/1.1 204 No Content

EXAMPLE 2: PATCH to the data object URI to update four bytes within the value of the data object:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

--> Content-Range: bytes 21-24/37

--> Content-Type: text/plain

--> Content-Length: 4

--> that

<-- HTTP/1.1 204 No Content
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6.5 Delete a data object using HTTP

6.5.1 Synopsis

The following HTTP DELETE operations delete an existing data object at the specified URI:
* DELETE <root URI>/<ContainerName>/<DataObjectName>
* DELETE <root URI>/cdmi objectid/<DataObjectID>
Where:
* <root URI> is the path to the CDMI cloud.
* <ContainerName> is zero or more intermediate containers.

* <DataObiectName> is the name of the data object to be deleted.

* dpDataObjectID> is the ID of the data object to be deleted.

6.5.2 [Capability

Capabilities that indicate which operations are supported are shown in Table 19.

Table 19: Capabilities - Delete a CDMI data object using 41 TP

Capability Location Description "

cdmi|delete dataobject Data Object Ability to delete an existing data object

cdmi|object access by ID System Wide Ability to access the object by ID
Capability

6.5.3 Request headers

Requedt headers may be provided as per RFC 2616 [23]!

6.5.4 Request message body

A requgst body may be provided as per RFC:2616 [23].

6.5.5 Response headers

Resporse headers may be provided as per RFC 2616 [23].

6.5.6 Response message body

A respdnse body*may be provided as per RFC 2616 [23].

6.5.7 Response status

Table 20 describes the HTTP status codes that occur when deleting a data object using HTTP.

Table 20: HTTP status codes - Delete a CDMI data object using HTTP

HTTP Status Description

204 No Content The data object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock, has caused a
state transition error on the server, or the data object cannot be deleted.
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6.5.8 Example

EXAMPLE 1: DELETE to the data object URI:

--> DELETE /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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7.2 Create a container object using HTTP

7.2.1

Synopsis

To create a new container object, the following request shall be performed:

* PUT <root URI>/<ContainerName>/<ContainerObjectName>/

Where:

e <

root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects that already exist, with one slash (i.e., /")

b

e <

etween each pair of container object names.

ContainerObjectName> is the name specified for the container object to be created.

Afteriti

The prg
and dis

7.2.2

Capabi

5 created, the container object shall also be accessible at <root URI>/cdmi objectid/<objed

sence of a trailing slash at the end of the HTTP PUT URI indicates that a container object iscbeing
inguishes it from a request to create a data object.

Capabilities
ities that indicate which operations are supported are shown in Table 21.

Table 21: Capabilities - Create a CDMI container object\using HTTP

tID>/.
created

Capability Location Description™. -

cdmi |

| create_container Parent Container Ability to create a new data object

7.2.3

Reques

7.2.4

A requq

7.2.5

Respor

7.2.6

A respdg

Request headers

t headers can be provided as per RFC 2616 [23].

Request message body

st body shall not be provided.

Response headers

se headers can be previded as per RFC 2616 [23].

Response-message body

nse body.can be provided as per RFC 2616 [23].

7.2.7

-

Table 22 describes the HTTP status codes that occur when creating a container object using HTTP.

Table 22: HTTP status codes - Create a container object using HTTP

HTTP Status Description

201 Created The new container object was created.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.
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7.2.8 Example

EXAMPLE 1: PUT to the URI the container object name:

--> PUT /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 201 Created
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7.3 Read a container object using HTTP

Reading a container object using HTTP is not defined by this version of this International Standard. A server is
allowed to implement responses such as an Apache directory listing or an S3-style bucket listing.

To read a container object using CDMI, see 9.4.

46 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

7.4 Update a container object using HTTP

Updating a container object using HTTP is not defined by this version of this International Standard.

To update a container object using CDMI, see 9.5.
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7.5 Delete a container object using HTTP

7.5.1 Synopsis

The following HTTP DELETE operations delete an existing container object at the specified URI, including all con-
tained children and snapshots:

* DELETE <root URI>/<ContainerName>/<ContainerObjectName>/

* DELETE <root URI>/cdmi objectid/<ContainerObjectID>

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects.

* JContainerObjectName> is the name of the container object to be deleted.
* JContainerObjectID> is the ID of the container object to be deleted.
7.5.2 [Capabilities
Capabilities that indicate which operations are supported are shown in Table 23.
Table 23: Capabilities - Delete a CDMI container object using’HTTP
Capability Location Description c,\J
cdmi|delete container Parent Container Ability to delete an existing container obje¢t
cdmi|object access by ID System Wide Ability to.access the object by ID
Capability
7.5.3 Request headers
Requedt headers can be provided as per RFC 2616 [28]:
7.5.4 Request message body
A requgst body can be provided as per REC 2616 [23].
7.5.5 Response headers
Resporse headers can bé provided as per RFC 2616 [23].
7.5.6 Response'message body
A respdnse body can be provided as per RFC 2616 [23].
7.5.7 Response status

Table 24 describes the HTTP status codes that occur when deleting a container object using HTTP.
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Table 24: HTTP status codes - Delete a CDMI container object using

HTTP
HTTP Status Description
204 No Content The container object was successfully deleted.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

7.5.8 Example

EXAMHLE 1: DELETE to the container object URI:

> DELETE /cdmi/2.0.0/MyContainer/ HTTP/1.1
-|-> Host: cloud.example.com

-- HTTP/1.1 204 No Content
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7.6 Create (POST) a new data object using HTTP

7.6.1 Synopsis

To create a new data object in a specified container where the name of the data object is a server-assigned object
identifier, the following request shall be performed:

POST <root URI>/<ContainerName>/

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects that already exist, with one slash (i.e., “/")
between each pair of container object names.

dos PR T T el bl ol £ 4L P ol . 1 [ A T}
The dd a UDJCLL SiTall DT dlUTSSIVIC as a Uliu UT UTE CUTIAITTCT WILT a STTVET=aSSIyricu TiaiTic arta Siiall d|SO be

accessiple at <root URI>/cdmi

objectid/<objectID>.

HTTP ROST to a container is used to enable CDMI servers to support RFC 1867 [20] form-based, file"uploading.
When implementing RFC 1867 [20], the CDMI server-assigned name may be set to, or derived from, the user-

provided file name.

7.6.2 [Capabilities

Capabilities that indicate which operations are supported are shown in Table 25.

Table 25: Capabilities - Create a CDMI data object using HTTP POST

Capability Location Description

cdmi| create dataobject Parent Container Ability.to create a new data object

cdmi|post dataobject

cdmi|post dataobject by ID System Wide Ability to create a data object in
Capability "/cdmi_objectid/"

cdmi| create value range System Wide Ability to create a data object using a spedified
Capability byte range

cdmi| create value range System Wide Ability to create a data object in

— by ID Capability "/cdmi_ objectid/" using a specified Qyte

range

cdmi|multipart mime System Wide Ability to create a data object using multi-gart

Capability MIME

7.6.3 Request headers

The HT[TP request header for creating a new CDMI data object using HTTP is shown in Table 26.

Table 26: Request header - Create a new data object using HTTP

Headé¢r Type

Description

Requirement

Header
String

Contént-Type

The content type of the data to be stored as a data object.
The value specified here shall be converted to lower case
and stored in the mimetype field of the CDMI data object.

Optiona

« If the content type includes the charset parameter as
defined in RFC 2616 [23] of “utf-8 (e.g.,
“; charset=utf-8"), the valuetransferencoding
field of the CDMI data object shall be set to “ut £-8".
Otherwise, the valuetransferencoding field of the
CDMI data object shall be set to “base64”.

« If not specified, the mimetype field shall be set to
“‘application/octet-stream”.

Header
String

X-CDMI-Partial

Indicates that the newly created object is part of a series of
writes and has not yet been fully created. When set to
“true”, the completionStatus field shall be set to
“Processing”. X-CDMI-Partial works across CDMI
and non-CDMI operations.

Optional

50
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7.6.4 Request message body

The message body shall contain the contents (value) of the data object to be created.

7.6.5 Response headers

The HTTP response header for creating a new CDMI data object using HTTP is shown in Table 27.

Table 27: Response header - Create a new data object using HTTP

Header Type Description Requirement
Location Header | The unique absolute URI for the new data object as Mandatory
string assigned by the system.

In the absence of file name information from the client, the
system shall assign the URI in the form:
http://host:port/<root
URI>/<ContainerName>/<ObjectID> or
https://host:port/<root
URI>/<ContainerName>/<ObjectID>

7.6.6 Response message body

A respgnse body can be provided as per RFC 2616 [23].

7.6.7 Response status

Table 2B describes the HTTP status codes that occur when creating a new data object using HTTP.

Table 28: HTTP status codes - Create'a new data object using HTTP

HTTP| Status

Description N

201 Created

The new data object was created.

400 Bad Request

The request;cantains invalid parameters or field names.

401 Pnauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The clientlacks the proper authorization to perform this request.

404 Not Found

The(resource was not found at the specified URI.

7.6.8 Examples

EXAMHLE 1: POST tothe-container object URI the data object contents:

—+>

-> Content-Type:

-I-> POST /édm1/2.0.0/MyContainer/ HTTP/1.1
> Hostz

dloud.example.com

> <object contents>

text/plain;charset=utf-8

<-- HTTP/1.1 201 Created
<-- Location: https://cloud.example.com/cdmi/2.0.0/MyContainer/
—00007ED900104E1D14771DC67C27BF8B
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Part Il

CDMI Core
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Clause 8

Data Object Resource Operations using

.
QD

All clou

presen

contain
Each (

“‘metad|

EXAMH

QO I 3

ta object has a set of well-defined fields that include:

mandatory value,

andatory fields generated by the cloud storage system,

andatory metadata items generated by the cloud storage system,
ptional metadata generated by the cloud storage systemyand
ptional metadata specified by the cloud user.

d storage systems shall support data objects, but the ability to create a data object is determieng
e or absence of the cdmi create dataobjeet@nd cdmi post dataobject capabilities in the
er, and by the cdmi post dataobject by, TP system-wide capability for creation by ID.

Bystem.

by the
parent

DMI data object is represented as a JSON' object, containing one or more “fields”. For example, the

{

}

b ta” field contains metadata items.
LE 1: CDMI Data Object
"objectType" : "appY¥ication/cdmi-object",
"objectID" : "00007EDS0010D891022876A8DEOBCOFD",
"objectName" : "MyDataObject.txt",
"parentURI" : M /MyContainer/",
"parentID" ;~“00007E7F00102E230ED82694DAA975D2",
"domainURI"\:/"/cdmi domains/MyDomain/",
"capabilitde'sURI" : "/cdmi capabilities/dataobject/",
"completionStatus" : "Complete",
"mimetype" : "text/plain",
"metadata" : {
"cdmi size" : "37"
} A
"Waluetransferencoding" : "utf-8",
"valuerange” : "0-30",
"value" : "This is the Value of this Data Object"

The meaning, use, and permitted values of each field is described in each operation that creates, modifies or
retreives CDMI data objects.
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8.2 Data object details

8.2.1 Data object addressing

Data objects are addressed in CDMI in two ways:
* by name (e.g. https://cloud.example.com/cdmi/2.0.0/dataobject); and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED90010D891022876A8DEOBCOFD).

Every data object has a single, globally-unique object identifier (ID) that remains constant for the life of the object.
Each data object shall have one or more URI addresses that allow the object to be accessed.

8.2.2

Individdal fields within a data object can be accessed by specifying the field name after a question-mark “’ that is
appended to the end of the data object URI.

XAMPLE 2: The following URI returns the value field in the response body:
https://cloud.example.com/cdmi/2.0.0/dataobject?value

A list oflunique fields, separated by an ampersand “s” can be specified, allowing multiple fields to be accessed in a
single request.

XAMPLE 3: The following URI returns the value and metadata fields in(the response body:
https://cloud.example.com/cdmi/2.0.0/dataobjectiuvaluesmetadata

When 4 client provides fields that are not defined in this International Standard or deserializes an object coptaining
fields that are not defined in this International Standard, these fields shall be persisted, but shall not be intefpreted.

8.2.3 Pata Object Value

The en¢oding of the data transported in the data objectvalue field depends on the data object valuetrapsfer-
encodilng field.

« If the value transfer encoding of the object is;Set to “ut £-8”, the data stored in the value of the datf object
shall be a valid UTF-8 string and shall be-tfransported as a UTF-8 string in the value field.

+ M the value transfer encoding of the object is set to “base64”, the data stored in the value of the data object
n contain arbitrary binary sequences, and it shall be transported as a base 64-encoded string in the value

+ Ifthe value transfer encoding ofthe object is set to “json”, the data stored in the value of the data objgct shall
ntain a valid JSON object, and the value field shall contain a valid JSON object. The JSON stofed and
returned shall be semantically equivalent but may not be syntactically identical. For example, whijespace
tside of JSON-quoted strings may be removed or added by either client libraries or by the servgr. This
eans that the number of bytes sent may not be the same as the number of bytes stored.

Specifi¢ ranges of the.value of a data object can be accessed by specifying a byte range after the value field name.
XAMPLE47 The following URI returns the first thousand bytes in the value field:
https://cloud.example.com/cdmi/2.0.0/dataobject?value=0-999

Because'a byte range of a UTF-8 string is often not a valid UTF-8 string, the response to a range requgst shall
always be transported in the value Tield as a base 64-encoded string. Likewise, when updafing a range of bytes
within the value of a data object, the contents of the value field shall be transported as a base 64-encoded string.

Byte ranges are specified as single inclusive byte ranges as per Section 14.35.1 of RFC 2616 [23].

The value of a data object can also be specified and retrieved using multipart MIME, where the CDMI JSON is
transferred in the first MIME part, and the raw object value is transferred in the second MIME part. Each MIME part,
including any header fields, shall conform to RFC 2045 [9], RFC 2046 [10], and RFC 2047 [22]. The length of each
part can optionally be specified by a Content-Length header in addition to the MIME boundary delimiter.

Multiple non-overlapping ranges of the value of a data object can also be accessed or updated in a multipart MIME
operation by transferring one MIME part for each range of the value. The byte ranges for these operations shall be
specified as per Section 14.35.1 of RFC 2616 [23].

Multipart MIME enables the efficient transfer of binary data alongside CDMI object metadata without incurring the
overhead of the UTF-8 or Base64 encoding and validation required to represent binary data in JSON.
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8.2.4 Data object metadata

Data object metadata can also include arbitrary user-supplied metadata, storage system metadata, and data system
metadata, as specified in clause 16. Metadata shall be stored as a valid UTF-8 string. Binary data stored in user
metadata shall be first encoded such that it can be contained in a UTF-8 string, with the use of base 64 encoding
recommended.

Every data object has a parent object from which the data object inherits data system metadata that is not explicitly
specified in the data object itself.

EXAMPLE 5: The “budget.xls” data object stored at the following URI would inherit data system meta-
data from its parent container, “finance”:

https://cloud.example.com/cdmi/2.0.0/finance/budget.xls

control

If read pccess to any of the requested fields is not permitted by the object ACL, only the permitted fields ghall be
. If no requested fields are permitted to be read, an HTTP status code of 403 Forbidden shall be returned

If write aiccess to any of the requested fields is not permitted by the object ACL, no updates’shall be performed, and

Writing [to a data object is an atomic operation.

» [a client reads a data object simultaneously with a write to that.same data object, the reading client ghall get
ther the old version or the new version, but not a mixture of‘both.

» ffa write is terminated due to errors, the contents of the data object shall be as if the write never occurred
(le., writes are atomic in the face of errors).

Create pnd update timestamps that are returned in response‘to multiple client writes to a given object can |ndicate
that a gpecific write is the newest (i.e., the write whoseata is expected to be returned to subsequent redds until
anothel write is processed). However, there is no guarantee that the write with the latest timestamp is the one
whose flata is returned on subsequent reads.

Range rites can result in a gap in an object value that have had no data written to them. Reading from a gap in a
data object value shall return zero for each byte read.

Implementations of this International Standard shall provide the atomicity features described in this subclguse for
data objjects that are accessed via CBMI. The atomicity properties of data objects that are accessed by pfotocols
other tHhan CDMI are outside the scapé of this International Standard.

8.2.7 Pata object representations

The refresentations-in:this clause are shown using JSON notation. Both clients and servers shall supporf UTF-8
JSON rgepresentation. The request and response body JSON fields may be specified or returned in any order, with
the excpption that,.if present, for data objects, the “valuerange” and “value” fields shall appear last andl in that
order.

8.2.8 Encrypted objects

CDMI data object operations only permit management operations and access to the ciphertext of encrypted objects.
For more details on encrypted objects, see clause 23.
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8.3 Create a data object using CDMI

8.3.1

Synopsis

To create a new data object, the following request shall be performed:

* PUT <root URI>/<ContainerName>/<DataObjectName>

To create a new data object by ID, see 9.7.

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e., “/”) be-
tween each pair of container names.

After it
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DataObjectName> is the name specified for the data object to be created.

Delayed completion of create

nse to a create operation for a data object, the server may return an HTTP status code of 202 Ac
hte that the object is in the process of being created. This response is useful.for long-running op
pying a large data object from a source URI). Such a response has the following implications.

he server shall return a Location header with an absolute URI to the.object to be created along
TTP status code of 202 Accepted.

Vith an HTTP status code of 202 Accepted, the server implies that the following checks have pas
— user authorization for creating the object;
— user authorization for read access to any source objéct for move, copy, serialize, or deserialize
— availability of space to create the object or at least'enough space to create a URI to report an ¢
client might not be able to immediately access _the created object, e.g., due to delays resulting f|

nt performs GET operations to the URI to track'the progress of the operation. In response, the server
s in its response body to indicate progress:

mandatory completionStatus textfield contains either “Processing”, “Complete”, or an err
farting with the value “Error”.

n optional percentCompletafield contains the percentage of the operation that has completed (0

all not return any value for.the“data object when completionStatus is not “Complete”. If the fin
reate operation is an error, the URI is created with the completionStatus field set to the error m
client’s responsibility-to.delete the URI after the error has been noted.
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Capabilities that indicate which operations are supported are shown in Table 29.

Table 29: Capabilities - Create a CDMI data object using CDMI

another data object

Capability Location Description

cdmi create dataobject Parent Container Ability to create a new data object

cdmi create reference Parent Container Ability to create a new reference

cdmi copy dataobject Parent Container Ability to create a data object that is a copy of

cdmi_move dataobject Parent Container Ability to move a data object from another
container
cdmi deserialize dataobiject | Parent Container Ability to create a data object that is

contents of another data object

deserialized from the contents of the PUT

or the

cdmi| serialize dataobject
cdmi|serialize container
cdmi| serialize domain
cdmi| serialize queue

Parent Container Ability to create a data object thatcontains
serialized representation of an gxisting da
object, container, domain or queue

[§)

cdmi|create value range Parent Container Ability to create a data object using a spedified
byte range
cdmi|multipart mime System Wide Ability to create adata object using multi-gart
Capability MIME

8.3.4 Request headers

The HT|TP request headers for crea

ting a CDMI data object using CBMI are shown in Table 30.

Table 30: Request headers - Create a’*CDMI data object using CDMI

Headé¢r Type

Description s

Require

ment

Accept Header
string

“application/cdmi-object” or a consistent value
defined in 5.5 2

Optiona

Contgnt-Type Header
string

“application/cdmi-object” or ‘multipart/mixed”

e If ‘'multipart/mixed” is specified, the body shall
consist of at least two MIME parts, where the first
part shall contain a body of content-type
“application/cdmi-object”, and the second
and subsequent parts shall contain one or more byte
ranges of the value.

« If multiple byte ranges are included and the
Content-Range header is omitted for a part, the
data in the part shall be appended to the data in the
preceding part, with the first part having a byte offset
of zero.

Mandat

X-CDMI-Partial Header
string

Indicates that the newly created object is part of a series of
writes and has not yet been fully created. When set to
“true”, the completionStatus field shall be set to

Optiona

"Processing . X-CDMI-Partial works across CDMI
and non-CDMI operations.

© ISO/IEC 2022 - All rights reserved

57


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

8.3.5 Request message body
The request message body fields for creating a data object using CDMI are shown in Table 31.

Table 31: Request message body - Create a data object using CDMI
Field Name Type Description Requirement

mimetype JSON MIME type of the data contained within the value field of Optional

string the data object

* This field may be included when creating by value or
when deserializing, serializing, copying, and moving
a data object.

« If this field is not included and multi-part MIME is not
being used, the value of “text/plain” shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the Content-Type header
of the second MIME part shall be assigned as the
field value.

+ This field field value shall be converted to lower case
before being stored.

metaflata JSON Metadata for the data object Optiona

object « |f this field is included, the contents of the’JSON
object provided in this field shall be used\as data
object metadata.

« If this field is included when deserializing, serializing,
copying, or moving a data objeét, the contents of the
JSON object provided in this field shall be used as
object metadata instead of the metadata from the
source URI.

« If this field is not included, no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing,
serializing, copying, or moving a data object,
metadata from the source URI shall be used.

* This field.shall not be included when creating a
referenge'to a data object.

doma}nURI JSON URI of the‘owning domain Optiona
string «\different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi member privileges in Table 80 .
« If not specified, the domain of the parent container

shall be used.
deserialize JSON URI of a CDMI data object with a value that contains a data | Optiona)’
string object serialized as specified in clause 15. The serialized
data object shall be deserialized to create the new data
object.
seriflize JSON URI of a CDMI object that shall be serialized into the new Optiona)’

String data object

continues on nex} page
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Table 31 — continued from previous page

Field Name

Type

Description

Requirement

copy

JSON
string

URI of a source CDMI data object or queue object that shall
be copied into the new destination data object.

« If the destination data object URI and the copy
source object URI both do not specify individual
fields, the destination data object shall be a complete
copy of the source data object.

« If the destination data object URI or the copy source
object URI specifies individual fields, only the fields
specified shall be used to create the destination data
object. If specified fields are not present in the
source, default field values shall be used.

« If the destination data object URI and the copy source
object URI both specify fields, an HTTP status code

Optional’

of 400 Bad Request shall be returned to the client.

« If the copy source object URI points to a queue
object, as part of the copy operation, multiple queue
values shall be concatenated into a single data
object value.

« If the copy source object URI points to one or more
queue object values, as part of the copy operation,
the specified queue values shall be concatenated
into a single data object value.

« If there are insufficient permissions to read-the data
object at the source URI or create thé data object at
the destination URI, or if the read 6peration fails, the
copy shall return an HTTP status code of 400 Bad
Request, and the destination©bject shall not be
created.

move

JSON
string

URI of an existing local or remote CDMI data object (source
URI) that shall be relocated\to the URI specified in the PUT.
The contents of the object; including the object ID, shall be
preserved by a move,<and the data object at the source
URI shall be removed after the data object at the
destination has.been successfully created.

If there are.insufficient permissions to read the data object
at the source URI, write the data object at the destination
URI, or delete the data object at the source URI, or if any of
these operations fail, the move shall return an HTTP status
eodeof 400 Bad Request, and the source and
destination are left unchanged.

=

Optiona

refe

Fence

JSON
string

URI of a CDMI data object that shall be redirected to by a
reference. If any other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

Optiona

dese
— v

Fialize
lue

JSON
string

A data object serialized as specified in clause 15 and
encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to create the new data
object.
* If multi-part MIME is being used and this field
contains the value of the MIME boundary parameter,

Optiona

the contents of the second MIME part shall be
assigned as the field value.

« If the serialized data object in the second MIME part
does not include a value field, the contents of the
third MIME part shall be assigned as the field value
of the value field.

continues on next page
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Table 31 — continued from previous page

Field Name Type Description Requirement
valuetransfer JSON The value transfer encoding used for the data object value. | Optional’
— encoding string Three value transfer encodings are defined.

* “ut £-8” indicates that the data object contains a
valid UTF-8 string, and it shall be transported as a
UTF-8 string in the value field.

* “base64” indicates that the data object may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value
field. Setting the contents of the data object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

+ “ison” indicates that the data object contains a valid
JSON object, and the value field shall be a JSON
object containing valid JSON data. If the contents of
the value field are set to any value other than a
valid JSON object, an HTTP status code of 400 Bad
Request shall be returned to the client.

« This field shall only be included when creating a data
object by value.

« If this field is not included and multi-part MIME is not
being used, the value of “ut f-8" shall be’assigned
as the field value.

« If this field is not included and multi-part'MIME is
being used, the value of “ut £-8” shall'be assigned
as the field value if the Content-Type header of the
second and all MIME parts includes the charset
parameter as defined in RF€ 2046 of “ut £-8” (e.g.,
“; charset=utf-8"). Otherwise, the value of
“base64” shall be assighed as the field value. This
field applies only tothe encoding of the value when
represented in CDM; the
Content-Trafidfer-Encoding header of the part
specifies thesencoding of the value within a multi-part
MIME request, as defined in RFC 2045 [9].

JSON The data object value Optional’
string « Ifithis field is not included and multi-part MIME is not
being used, an empty JSON String (i.e., “*) shall be

assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the contents of the second MIME part
shall be assigned as the field value.

* Ifthe valuetransferencoding field indicates
UTF-8 encoding, the value shall be a UTF-8 string
escaped using the JSON escaping rules described in
RFC 4627 [5].

* Ifthe valuetransferencoding field indicates
base 64 encoding, the value shall be first encoded
using the base 64 encoding rules described in RFC
4648 [19].

» Ifthe valuetransferencoding field indicates
JSON encoding, the value shall contain a valid JSON
object.

valu

P

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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The HTTP response headers for creating a data object using CDMI are shown in Table 32.

Table 32: Response headers - Create a data object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-object” Mandatory
string
Location Header When an HTTP status code of 202 Acceptedis returned, | Conditional
string the server shall respond with the absolute URL of the
object that is in the process of being created.
8.3.7 Responsemessage body
The regponse message body fields for creating a data object using CDMI are shown in Table 33.
Table 33: Response message body - Create a data object using CDMI
Field Name Type Description " | Requirenent
objettType JSON “application/cdmi-object” Mandatpry
string
objettID JSON Object ID of the object Mandatpry
string
objegtName JSON Name of the object Mandatory
string
parehtURI JSON URI for the parent object. Mandatpry
string Appending the objectName to-the parentURI shall always
produce a valid URI for the object.
pareptID JSON Object ID of the parent container object Mandatpry
string
domajnURI JSON URI of the owning.domain Mandatpry
string
capabilitiesURI | JSON URI to the capabilities for the object Mandatpry
string
compjetion JSON A string.indicating if the object is still in the process of being | Mandatpry
— Status string created or updated by another operation, and after that
opefation is complete, indicates if it was successfully
Created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.
perc¢ntComplete |, JSON A string indicating the percentage of completion if the Optiona
string object is still in the process of being created or updated by
another operation.
* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.
—Wherrthevatveof comprettonstatusTs
“Complete”, this field, if provided, shall contain the
value “100”.
* When the value of completionStatus is “Error”,
this field, if provided, may contain any integer value
from “0” through “100”.
mimetype JSON MIME type of the value of the data object Mandatory
string
metadata JSON Metadata for the data object. This field includes any user Mandatory
object and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.
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8.3.8 Response status

The HTTP status codes that occur when creating a data object using CDMI are described in Table 34.

Table 34: HTTP status codes - Create a data object using CDMI

HTTP Status Description
201 Created The new data object was created.
202 Accepted The data object is in the process of being created. The CDMI client should

monitor the completionStatus and percentComplete fields to
determine the current status of the operation.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Yot Found The resource was not found at the specified URI.

409 fonflict The operation conflicts with a non-CDMI access protocol lock or has,Caused

a state transition error on the server.

8.3.9 Examples

EXAMHLE 1: PUT to the container URI the data object name and contents:

-I-> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
-|-> Host: cloud.example.com

-I-> Accept: application/cdmi-object

-I-> Content-Type: application/cdmi-object

> {
> "mimetype" : "text/plain",
-1> "metadata" : {

-> }I
-+> "value" : "This is the Value of thi&”jData Object"
—t> }

-- HTTP/1.1 201 Created
-- Content-Type: application/cdmiy*object

-

- "objectType" : "applicdation/cdmi-object",

- - "objectID" : "00007ED20010D891022876A8DEOBCOFD",
-— "objectName" : "MyDataObject.txt",

- "parentURI" : "/MyContainer/",

- "parentID" : "0Q007E7F00102E230ED82694DAA975D2",
- "domainURI" /~\\'/cdmi domains/MyDomain/",

- "capabiligiesURI" : "/cdmi capabilities/dataobject/",
- "completionStatus" : "Complete",

- "mimetypel” : "text/plain",

- "metddata" : {

-— Ycdmi size™ : "37"

- )
- )
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EXAMPLE 2: PUT to the container URI the data object name and binary contents:

PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-object

Content-Type: application/cdmi-object

{

"mimetype" : "text/plain",

"metadata" : { },

"valuetransferencoding" : "base64"

"value" : "VGhpcyBpcyB0aGUgVmEFsdWUgb2YgdGhpcyBEYXRhIESiamVjdA==""

}

HTTP/1.1 201 Created
Content-Type: application/cdmi-object

{

"objectType": "application/cdmi-object",
"objectID": "00007ED9001008C174ABCE6AC3287E5F",
"objectName": "MyDataObject.txt",
"parentURI": "/MyContainer/",
"parentID" : "00007E7F00102E230ED82694DAAS75D2",
"domainURI": "/cdmi domains/MyDomain/",
"capabilitiesURI": "/cdmi capabilities/dataobject/",
"completionStatus": "Complete",
"mimetype": "text/plain",
"metadata": {

"cdmi size": "37"

}

EXAMALE 3: PUT to the container URI the data object name and binary contents using multi-part MIME:

PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt/HTTP/1.1

Host: cloud.example.com

Accept: application/cdmi-object

Content-Type: multipart/mixed; boundary=gcOp4Jq0M2Yt083j34cOp

--gc0p4Jg0M2Yt08534cOp
Content-Type: application/cdmi-olject

{

"domainURI": "/cdmi_domaifis/MyDomain/",
"metadata": |
"colour": "blue"
}
}
--gc0p4JgOM2Yt08J34c0p

Content-Type:(application/octet-stream
Content-Trafisfér-Encoding: binary

<37 bytesvof binary data>
--ge0p4JqOM2Yt08534cO0p--

HITP/1.1 201 Created
Content-Type: application/cdmi-object

{

"objectType": "application/cdmi-object",
"objectID": "00007ED900103ADEIDE3A8DICF5436A3",
"objectName": "MyDataObject.txt",
"parentURI": "/MyContainer/",
"parentID" : "00007E7F00102E230ED82694DAA975D2",
"domainURI": "/cdmi domains/MyDomain/",
"capabilitiesURI": "/cdmi capabilities/dataobject/",
"completionStatus": "Complete",
"mimetype": "application/octet-stream",
"metadata": {

"cdmi_size": "37",

"colour": "blue",
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EXAMPLE 4: PUT to the container URI the data object name and binary contents using multi-part MIME with

optional content-lengths for the parts:

64

-—> PUT /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-object

--> Content-Type: multipart/mixed; boundary=gcOp4JgqOM2Yt08j34c0

-—>

-=> —-gc0p4Jg0M2Yt08j34cOp

--> Content-Type: application/cdmi-object
--> Content-Length: 82

-—>

—_> {

-—> "domainURI": "/cdmi domains/MyDomain/",
-—> "metadata": {

—-—> "colour": "blue"

> --gcO0p4Jg0M2Yt08334cOp

-I-> Content-Type: application/octet-stream
-I-> Content-Transfer-Encoding: binary

-I-> Content-Length: 37

--> <37 bytes of binary data>

> --gc0p4Jqg0M2Yt08j34cOp—-

- HTTP/1.1 201 Created
-- Content-Type: application/cdmi-object

-

- "objectType": "application/cdmi-object",

- "objectID": "00007ED900103ADE9DE3A8DICF5436A3™,
-— "objectName": "MyDataObject.txt",

- — "parentURI": "/MyContainer/",

- "parentID" "00007E7F00102E230ED82694DAA975D2",
- "domainURI": "/cdmi domains/MyDomain/"™

- "capabilitiesURI": "/cdmi capabilis¥es/dataobject/",
- — "completionStatus": "Complete",

-— "mimetype": "application/octet-gstream",

- "metadata": {

—— "cdmi size": "37",

- — "colour": "blue",

EXAMRLE 5: PUT to the container URI the data object name and JSON contents:

-I-> PUT /cdmi/2.0.0%MyContainer/MyDataObject.txt HTTP/1.1
-I-> Host: cloud.ekample.com

-I> Accept: appligation/cdmi-object

-I> Content-Tyipe: application/cdmi-object

->
-+> "mimetype" "text/plain",
—+> "metadata" : { },
> "waluetransferencoding" : "json"
- "value" : {
MeegEn L weodion

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-object

<—
<=={

<-- "objectType": "application/cdmi-object",

<-- "objectID": "0000706D0010374085EF1A5C7018D774",

<-- "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<== "parentID" "00007ED90010067404EDED32860C086A",

<-- "domainURI": "/cdmi domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/dataobject/",
<-- "completionStatus": "Complete",

(continues on next page)
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(continued from previous page)

<-- "mimetype": "text/plain",
<-- "metadata": {

<-- "cdmi size": "21"

<—— 1} B

<--}

EXAMPLE 6: PUT to the container URI to create an encrypted object:

--> PUT /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—>

-—> {

-—> "mimetype" "application/cms",

—-—> "metadata" : {

-+> "cdmi_enc_key id" "testkey"

> I

-+> "valuetransferencoding" "base64"

-+> "value" "<CMS Encrypted Object in Base64>"
—+> }

-- HTTP/1.1 201 Created
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EXAMPLE 7: PUT to the container URI to create an encrypted object:

--> PUT /cdmi/2.0.0/MyContainer/MyEncryptedObject2.txt HTTP/1.1
--> Host: cloud.example.com

--> Content-Type: application/cdmi-object

-—>

-—> {

-—> "mimetype" : "application/jose+json",

-—> "metadata" : {

-=> "cdmi enc key id" : "77c7e2b8-6el3-45cf-8672-617b5b45243a"
-=> I

-=> "valuetransferencoding" : "json",

-——> "value" : {

-—> "protected": "eyJhbGciOiJkaXIiLCJraWQiOiI3N2M3ZTJi
-=> OC02ZTEzLTQ1Y2YtODY3Mi02MTdiNWIONTIO

-=> M2EiLCJ1lbmMiOiJBMTI4RONNINO",

-= "iyuM. MyofaldeT0zzKRAQARY

-+> "ciphertext": "JW i f52hww ELQPGaYyeABG6HYGCR55919T
-+> YnSovc23XJoBcW29rHP8yZOZG7YhLpT1lbjF

—+> uvZPjQOS-mOIFtVcXkZXdH 1r FrdYt9HRUY

--> kshtrMmIUAYyGmUnd9zMDB2n0cRDIHAZEVeJ

--> UDXkUwVAE7_YGRPdchyiBoCO—FBdE—Nceb

> 4h3-FtBP-c BIWCPTjbS%00SbdcdREEMIMyZ

-+> BH8ySWMVilgPD9yxi-aQpGbSv FON4IZAxs

-> cj5g-NJsUPbjk29-s7LJAGbLl5wEBtXphVCg

-> yy53CoIKLHHeJHXex45Uz9aKZSRSInZI-wj

-+> sYOyu3cT4_aQ3ilo-tiE-F8Ios61EKgyIQ4

--> CWao8PFMj8TTnp",

-> "tag": "vbb32Xvllea20tmHAdccRQ",

-> "cty": "text/plain"

1> }

—-+> 1}

-- HTTP/1.1 201 Created
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8.4 Read a data object using CDMI

8.4.1 Synopsis

To read an existing data object, the following requests shall be performed:

* GET
* GET
* GET
* GET
* GET

<root
<root
<root
<root
<root

<root

URI>/<ContainerName>/<DataObjectName>

URI>/<ContainerName>/<DataObjectName>?<fieldname>&<fieldname>s&. ..

URI>/<ContainerName>/<DataObjectName>?value=<range>&. ..

URI>/<ContainerName>/<DataObjectName>?metadata=<prefix>é&...

URI>/cdmi objectid/<DataObjectID>

URI>/cdmi obijectid/<DataObjectID>?<fieldname>&<fieldname>&...

<root

<root

URI>/cdmi_objectid/<DataObjectID>?value=<range>&. ..

URI>/cdmi objectid/<DataObjectID>?metadata=<prefix>&...

* droot URI> is the path to the CDMI cloud.

* dContainerName> is zero or more intermediate containers.

* JpataObjectName> is the name of the data object to be read from.

* dfieldname> is the name of a field.

* Jrange> is a byte range of the data object value to be returned in the(value field.

* Jprefix> is a matching prefix that returns all metadata items that.start with the prefix value.

* JpataObjectID> is the ID of the data object to be read from:

8.4.2 [Capabilities

Capabilities that indicate which operations are supportediare shown in Table 35.

Table 35: Capabilities.-[Read a CDMI data object using CDMI

existing data object

Capability Loc‘gﬁén‘ Description

cdmi| read metadata Data’Object Ability to read the metadata of an existing data
object

cdmi| read value Data Object Ability to read the value of an existing datg
object

cdmi| read value range Data Object Ability to read a sub-range of the value of fin

cdmi|multipart mime System Wide Ability to read a data object using multi-paft
Capability MIME

cdmi|object acteéss by ID System Wide Ability to access the object by ID
Capability

8.4.3 Request headers

The HTTP request headers for reading a CDMI data object using CDMI are shown in Table 36.

Table 36: Request headers - Read a CDMI data object using CDMI

Header Type Description Requirement
Accept Header | “application/cdmi-object”, ‘multipart/mixed”’, or | Optional
string a consistent value defined in 5.5.2
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8.4.4 Request message body

A request body shall not be provided.

8.4.5 Response headers

The HTTP response headers for reading a data object using CDMI are shown in Table 37.

Table 37: Response headers - Read a CDMI data object using CDMI

Header

Type

Description

Requirement

Content-Type

Header
string

“‘application/cdmi-object”or ‘multipart/mixed”
e If ‘multipart/mixed”, the body shall consist of at

leastiwo-MiME-paris-where-the-first-part-chal
bwra-Piiv ; art-shal

Mandatory

contain a body of content-type
“application/cdmi-object” and the second and
subsequent parts shall contain the requested byte
ranges of the value.

+ If multiple byte ranges are included and the
Content-Range header is omitted for a part, the,data
in the part shall be appended to the data in the
preceding part, with the first part having a byte offset
of zero.

Locagion

Header
string

The server shall respond with the URI that the reference
redirects to if the object is a reference,

Conditignal

8.4.6 Response message body

The regponse message body fields for reading a CDMI data object using CDMI are shown in Table 38.

Table 38: Response message body - Read a CDMI data object using

CDMI
Field Name Type Description ’\\Q)‘ Requirement
objeftType JSON “‘application/cdmi-object” Mandatpry
string
objettID JSON ObjecttD of the object Mandatpry
string
objettName JSON Name of the object Conditignal
string » For objects in a container, the objectName field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “objectName” field does not
exist and shall not be returned.
parehtURI JSON URI for the parent object Conditignal
string » For objects in a container, the parentURI field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentURT” field does not
exist and shall not be returned.
Appending the “objectName” to the “parentURI” shall
always produce a valid URI for the object.
parentID JSON Object ID of the parent container object Conditional
string » For objects in a container, the “parent1D” field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentID” field does not
exist and shall not be returned.
domainURI JSON URI of the owning domain Mandatory
string
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Table 38 — continued from previous page

Field Name

Type

Description

Requirement

capabilitiesURI

JSON
string

URI to the capabilities for the object

Mandatory

completion

— St

atus

JSON
string

A string indicating if the object is still in the process of being
created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.

Mandatory

percentComplete

JSON
string

A string indicating the percentage of completion if the
object is still in the process of bewing created or updated
by another operation.

Optional

* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from 0 through 100.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

* When the value of completionStatus is Error”,
this field, if provided, may contain any integer/value
from “0” through “100”.

mimefype

JSON
string

MIME type of the value of the data object

Mandatpry

meta

ata

JSON
object

Metadata for the data object. Thisfield includes any user
and data system metadata specified in the request body
metadata field, along with sterage system metadata
generated by the cloud storage system.

See clause 16 for a furtherdescription of metadata.

Mandatpry

valu¢range

JSON
string

The range of bytes ofithe data object to be returned in the
value field

+ If a specific\value range has been requested, the
valuerahge field shall correspond to the bytes
requested. If the request extends beyond the end of
thé value, the valuerange field shall indicate the
smaller byte range returned.

) If the object value has gaps (due to PUTs with
non-contiguous value ranges), the value range will
indicate the range to the first gap in the object value.

* The cdmi_size storage system metadata of the data
object shall always indicate the complete size of the
object, including zero-filled gaps.

Mandatory

valug¢transfer
— emcoding

JSON
string

The value transfer encoding used for the data object value.
Three value transfer encodings are defined:
« “ut £-8” indicates that the data object contains a
valid UTF-8 string, and it shall be transported as a
UTF-8 string in the value field.

+ “‘hasend” indicates that the data object may contain

Mandatpry

arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value
field.

* “Json” indicates that the data object contains a valid
JSON object, and the value field shall contain a valid
JSON object.

continues on next page
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Table 38 — continued from previous page

Field Name Type Description Requirement
value JSON The data object value Conditional
string « If the valuetransferencoding field indicates UTF-8

encoding, the value field shall contain a UTF-8 string
using JSON escaping rules described in RFC 4627
[5].

« If the valuetransferencoding field indicates base 64
encoding, the value field shall contain a base
64-encoded string as described in RFC 4648 [19].

« If the valuetransferencoding field indicates JSON
encoding, the value field shall contain a valid JSON
object.

* The value field shall not be provided when using
multi-part MIME

» The value field shall only be provided when the
completionStatus field contains “Complete”.

* When reading a value, zeros shall be returned for
any gaps resulting from non-contiguous writes.

If indiviglual fields are specified in the GET request, only these fields are returned in the result body. Option
requested but do not exist are omitted from the result body.

that are

Al fields

8.4.7 Response status
The HT|TP status codes that occur when reading a data object using CDM) ‘are described in Table 39.
Table 39: HTTP status codes - Read a CDMhdata object using CDMI

HTTH| Status Description NN

200 OK The data object contentiwas returned in the response.

202 MAccepted The data object is in_the process of being created. The CDMI client shpuld
monitor the compTetionStatus and percentComplete fields to
determine the current status of the operation.

302 Found The resource.iS’a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Pnauthorized The authentication credentials are missing or invalid.

403 Forbidden The(client lacks the proper authorization to perform this request.

404 YNot Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the specified in the Accep

header.
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8.4.8 Examples

EXAMPLE 1: GET to the data object URI to read all fields of the data object:

-> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
-> Host: cloud.example.com
-> Accept: application/cdmi-object

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-object
<__
<--{
<-- "objectType" : "application/cdmi-object",
<-- "objectID" : "00007ED90010D891022876A8DEOBCOFD",
<-- "objectName" : "MyDataObject.txt",
<-- "parentURI" : "/MyContainer/",
-— "parentID" : "0000/E/FO0102EZ30ED82694DAA9/5D2™,
- - "domainURI" : "/cdmi domains/MyDomain/",
- - "capabilitiesURI" : "/cdmi capabilities/dataobject/",
- — "completionStatus" : "Complete",
- "mimetype" : "text/plain",
- "metadata" : {
- - "cdmi size" : "37"
[~ } ’
- "valuerange" : "0-36",
= "valuetransferencoding" : "utf-8",
-— "value" : "This is the Value of this Data Object"
-- )
EXAMHLE 2: GET to the data object URI by ID to read all fields of the data abject:

-> Host: cloud.example.com
-> Accept: application/cdmi-object

-- HTTP/1.1 200 OK
-- Content-Type: application/cdmi-object

-— "objectType" : "application/cdmi-object",

- "objectID" : "00007ED90010D894022876A8DEOBCOFD",
- "objectName" : "MyDataObjectntxt",

- "parentURI" : "/MyContaingr/™,

- - "parentID" : "00007E7F00102E230ED82694DAA975D2",
- "domainURI" : "/cdmi d&dmains/MyDomain/",

= "capabilitiesURI" : {Y&dmi capabilities/dataobject/",
- — "completionStatus' ;“"Complete",

- "mimetype" : "text/plain",

-— "metadata" : {

- - "cdmi size!\\ 37"

I~ }l

- "valuetransferencoding" : "utf-8",

- "valuegange" : "0-36",

- "valde!. r: "This is the Value of this Data Object"

-> GET /cdmi/2.0.0/cdmi objectid/00007ED90010D891022876A8DEOBCOFD HTTP/1.1

LE,3: GET to the data object URI to read the value and mimetype fields of the data object:

->\GET /cdmi/2.0.0/MyContainer/MyDataObject.txt?valuesmimetype HTTP/1.1

-> Host: cloud.example.com
-> Accept: application/cdmi-object

-- HTTP/1.1 200 OK
-- Content-Type: application/cdmi-object

-— {
—-— "value" : "This is the Value of this Data Object",
-- "mimetype" : "text/plain"

-}

EXAMPLE 4: GET to the data object URI to read the first 11 bytes of the value of the data object:

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt?valuerange&value=0-10 HTTP/1.1

-> Host: cloud.example.com

(continues on next page)
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(continued from previous page)

--> Accept: application/cdmi-object

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-object

<—
<=={

<-- "valuerange" : "0-10",

<-- "value" : "VGhpcyBpcyB0aGU="
<= )

EXAMPLE 5: GET to the data object URI to read the data object using multi-part MIME:

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Accept: multipart/mixed

-- HTTP/1.1 200 OK
-- Content-Type: multipart/mixed; boundary=gc0p4Jg0M2Yt08j34cOp

- -—-gc0p4JgOM2Yt08334cOp
-- Content-Type: application/cdmi-object

-

- "objectType": "application/cdmi-object",

-— "objectID": "00007ED90010C2414303B5C6D4F83170",
- "objectName": "MyDataObject.txt",

- - "parentURI": "/MyContainer/",

- - "parentID" : "00007E7F00102E230ED82694DAA975D2",
- - "domainURI": "/cdmi domains/MyDomain/",

- — "capabilitiesURI": "/cdmi capabilities/dataobject/",
- — "completionStatus": "Complete",

- "mimetype": "application/octet-stream",

-— "metadata": {

- - "cdmi size": "37",

-— "colour": "blue",

[~ }I

- "valuerange": "0-36",

- "valuetransferencoding": "base64"

-}

- --gcOp4Jg0M2Yt08j34cOp

-- Content-Type: application/gctet-stream
- Content-Transfer-Encodind: binary

-- <37 bytes of binary data>

- --gc0p4Jgq0M2Yt08934¢0p—

EXAMHLE 6: GET to the data-object URI to read the data object using multi-part MIME, with optional content

for the parts:

lengths

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
-I-> Hosty{ gloud.example.com
-I> Acceptt multipart/mixed

-- HTTP/1.1 200 OK
- €ontent-Type: multipart/mixed; boundary=gc0p4Jg0M2Yt08j34cOp

<-- --gc0p4JgOM2Yt08334cOp
<-- Content-Type: application/cdmi-object
<-- Content-Length: 505

<—-
<=={

<-- "objectType": "application/cdmi-object",

<-- "objectID": "00007ED90010C2414303B5C6D4F83170",

<-- "objectName": "MyDataObject.txt",

<-- "parentURI": "/MyContainer/",

<-- "parentID" : "00007E7F00102E230ED82694DAA975D2",

<-- "domainURI": "/cdmi_domains/MyDomain/",

<-- "capabilitiesURI": "/cdmi capabilities/dataobject/",
<-- "completionStatus": "Complete",

<-- "mimetype": "application/octet-stream",

<-- "metadata": {

(continues on next page)
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<-- "cdmi size": "37",

<-- "colour": "blue",

<-- .

<-- I

<-- "valuerange": "0-36",

<-= "valuetransferencoding": "base64"
<==}

<__

<-- --gc0p4JgOM2Yt08334cOp

<-- Content-Type: application/octet-stream
<-- Content-Transfer-Encoding: binary
<-- Content-Length: 37

<-- <37 bytes of binary data>

F— —-gcUpZJqUMZYEU8T34CUp—

EXAMRLE 7: GET to the data object URI to read the metadata and multiple byte ranges of the bihary dontents

using multi-part MIME:

+HTTP/1.1
-|-> Host: cloud.example.com
-I> Accept: multipart/mixed

-- HTTP/1.1 200 OK
-- Content-Type: multipart/mixed; boundary=gc0p4JgOM2Yt08734'cOp

- --gc0p4Jgq0OM2Yt08334cOp
-- Content-Type: application/cdmi-object

- 1
-— "metadata": {

- "cdmi size": "37",
-— "colour": "blue",

-}

- --gc0p4Jg0M2Yt08334c0p

-- Content-Type: application/octets=Stream
- Content-Transfer-Encoding: pbinary

-- Content-Range: bytes 0-10/87%

- <11 bytes of binary ddte>

- --gc0p4Jq0OM2Yt08734c0p

-- Content-Type: application/octet-stream
- Content-TransfersEncoding: binary

- Content-Ranget.bytes 21-24/37

- <4 byteseofvbinary data>

- --gcQp4Jg0M2Yt08j34cOp--

--> GET /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata&value=0-10&value=21-24
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EXAMPLE 8: GET to the data object URI to read the value and valuetransferencoding fields of a data object storing

JSON data:

—valuetransferencoding&value HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-object

<-- Content-Type: application/cdmi-object

<=={

<-- "valuetransferencoding"
<-- "value" : {
<-- "test"
<-= }

"j son"

"value"

--> GET /cdmi/2.0.0/cdmi objectid/0000706D0010374085EF1A5C7018D7747?

EXAMHLE 9: GET to the data object URI to read a newly-created data object with a current version:

-|-> Host: cloud.example.com
-I-> Accept: application/cdmi-object

-- Content-Type: application/cdmi-object

-— "cdmi version object”
-— "cdmi version current"
- - "cdmi version_ oldest" ([
[~ ]r

- },...

- — "valuerange" "0=32",

- "valuetransfekrencoding" "utf-8",
- "value" "First version of this Data Object"

--> GET /cdmi/2.0.0/MyContainer/MyVersionedDataObject.txt HTTP/1.1

-— "objectType" "application/cdmi-object",

- "objectID" "00007ED900100DA32EC94351F8970400",
- "objectName" "MyVersionedDataObject.txt",

= "parentURI" "/MyContainer/",

= "parentID" "00007E7F00102E230ED82694DAA975D2",
- - "domainURI" "/cdmi domains/MyDomain/",

- "capabilitiesURI" "/cdmi capabilities/datadbject/",
- — "completionStatus" "Complete",

- — "mimetype" "text/plain",

- "metadata" : {

-— "cdmi size" : "33",

= "cdmi versioning" "user",

"/cdmi ebjectid/00007ED900100DA32EC94351F8970400

"/€dmi objectid/00007ED90010512EB55A9304EACS5D4AA

- "/cdmi objectid/0QQO07ED90010512EB55A9304EAC5D4AA"

EXAMALE 10: GETto'the data object URI to read a data object with two historical versions:

-I-> Hest: cloud.example.com
-I>/Recept: application/cdmi-object

-> GET V'edmi/2.0.0/MyContainer/MyVersionedDataObject.txt HTTP/1.1

— COIILEIILTIYPE, dPPLJI_L,dLJ._Ull (JLUHJI__UL)JICLL,

<
<=={

<__

<-- "objectType" "application/cdmi-object",

<-= "objectID" "00007ED900100DA32EC94351F8970400",

<-= "objectName" "MyDataObject.txt",

<—- "parentURI" "/MyContainer/",

<-- "parentID" "00007E7F00102E230ED82694DAA975D2",

<-- "domainURI" "/cdmi domains/MyDomain/",

<-- "capabilitiesURI" "/cdmi capabilities/dataobject/",
<== "completionStatus" "Complete",

<-- "mimetype" "text/plain",

<-= "metadata" : {

<-- "cdmi size" : "33",

<-- "cdmi versioning" "user",

74
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<-- "cdmi version object” : "/cdmi objectid/00007ED900100DA32EC94351F8970400
‘—’"I

<-- "cdmi version current" : "/cdmi objectid/00007ED90010F077F4EB1C99C87524CC
(‘)",

<-- "cdmi version oldest" : [

<-= "/cdmi objectid/00007ED90010512EB55A9304EAC5D4AA"

<== ] ’

<-- Ce

<-- }l

<-- "valuerange" : "0-32",

<== "valuetransferencoding" : "utf-8",

<-= "value" : "Third version of this Data Object"

<=-}

EXAMPLE 11: GET to the URI of a data object version:

-> GET /cdmi/2.0.0/cdmi objectid/00007ED9001005192891EEBE599D94BB HTTP/1.1
-> Host: cloud.example.com
-> Accept: application/cdmi-object

-- Content-Type: application/cdmi-object

-— "objectType" : "application/cdmi-object",

- "objectID" : "00007ED9001005192891EEBE599D94BB",
- "objectName" : "MyVersionedDataObject.txt",

- "parentURI" : "/MyContainer/",

- — "parentID" : "00007E7F00102E230ED82694DAAS75D2",
- - "domainURI" : "/cdmi domains/MyDomain/",

- "capabilitiesURI" : "/cdmi capabilities/dataobject/dataobject version/",

- — "completionStatus" : "Complete",
- — "mimetype" : "text/plain",

- "metadata" : {

- — "cdmi_ size" : "34",

- - "cdmi_version_object” : "/cdmi_objectidd/00007ED900100DA32EC94351F8970400

- - "cdmi version current" : "/cdmi ob¥ectid/00007ED90010F077F4EB1C99C87524C(

-— "cdmi version oldest" : [
. "/cdmi_objectid/00007ED90Q00512EB55A9304EAC5D4AA"
I~ I

- "cdmi version parent" :_"/tdmi objectid/00007ED90010512EB55A9304EAC5D4AA

-— "cdmi_version_ childrén" : [
- "/cdmi_objectid/0QO07EDI001I0F077F4EBLC99C87524CC"
I~ I

I~ }l

- — "valuerange=>"0-33",
-— "valuetransferencoding" : "utf-8",
- "value" :\'Second version of this Data Object"
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8.5 Update a data object using CDMI

8.5.1 Synopsis

To update part or all of an existing data object, the following requests shall be performed:
* PATCH <root URI>/<ContainerName>/<DataObjectName>
* PATCH <root URI>/<ContainerName>/<DataObjectName>?value=<range>
* PATCH <root URI>/<ContainerName>/<DataObjectName>?metadata=<metadataname>g....
* PATCH <root URI>/cdmi objectid/<DataObjectID>
* PATCH <root URI>/cdmi objectid/<DataObjectID>?value=<range>
* PATCH <root URI>/cdmi objectid/<DataObjectID>?metadata=<metadataname>é&...
Where:
* Jroot URI> is the path to the CDMI cloud.

* JContainerName> is zero or more intermediate containers.

* JpataObjectName> is the name of the data object to be updated.
* Jrange> is a byte range for the data object value to be updated.

* JpataObjectID> is the ID of the data object to be updated.

8.5.2 [Capabilities

Capabilities that indicate which operations are supported are shown in Table 40.

Table 40: Capabilities - Update a CDMKdata object using CDMI

Capability Location . .“|"Description
cdmi|modify metadata Data Object Ability to modify the metadata of an existirlg
data object
cdmi|modify value Data Object Ability to modify the value of an existing data
object
cdmi|modify value range Data Object Ability to modify a sub-range of the value ¢f an
existing data object
cdmi|multipart mime System Wide Ability to modify a data object using multi-part
Capability MIME
cdmi|object access by ID System Wide Ability to access the object by ID
Capability
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Table 41: Request headers - Update a CDMI data object using CDMI

Header

Type

Description

Requirement

Content-Type

Header
string

“application/cdmi-object” or ‘multipart/mixed”

* If'multipart/mixed” is specified, the body shall
consist of at least two MIME parts, where the first
part shall contain a body of content-type
“application/cdmi-object”, and the second
and subsequent parts shall contain one or more byte
ranges of the value.

«_If multiple byte ranges are included and the

Mandatory

Content-Range header is omitted for a part, the
data in the part shall be appended to the data in the
preceding part, with the first part having a byte offset
of zero.

X-CDMI-Partial

Header
string

Indicates that the newly created object is part of a seriesof
writes and has not yet been fully created. When set te
“true”, the completionStatus field shall be setto
“Processing”. X-CDMI-Partial works across €DMI
and non-CDMI operations.

If the completionStatus field had previously been set to
“Processing” by including this header'in-a create or
update, the next update without this field shall change the
completionStatus field back t6,“Complete”.

Optiona

8.5.4 Request message body

The request message body fields for updating a data object using CDMI are shown in Table 42.

Table 42: Request messagebody - Update a CDMI data object using

CDMI
Field Name Type Descript'@h Requirement
mimefype JSON MIME(type of the data contained within the value field of Optiona
string the\data object. If present, this value replaces the existing

mimetype field value.
+ This field may be included when updating by value,
deserializing, and copying a data object.
« If this field is not included, the existing value of the
mimetype field shall be left unchanged.
* This field field value shall be converted to lower case
before being stored.
If this field is set to “application/cms” or
“application/jose+json”, the CDMI server shall
encrypt or reencrypt the value of the object in place, using
the key specified by the “cdmi enc key id” metadata

tem—fthe—‘cdms 1  a” matadata itors ic not

present, the object ID shall be used as the key identifier.
The mimetype of the plaintext shall be stored in the CMS or
JWE JSON representation.

Ifa“cdmi_enc value sign_ id” metadata item is
present, the encrypted object shall also be signed.

If this field is changed from “application/cms” or

“application/jose+7json” to any other mimetype, the
CDMI server shall decrypt the value of the object in place,
replacing the specified mimetype with the mimetype of the
encrypted object, if stored as part of the encrypted object.

For more details on encrypted objects, see clause 23.

continues on next page
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Table 42 — continued from previous page

Field Name Type Description Requirement
metadata JSON Metadata for the data object. If present, the new metadata Optional
object specified replaces the existing object metadata. If

individual metadata items are specified in the URI, only
those items are replaced; other items are preserved. See
clause 16 for a further description of metadata.

domainURI JSON URI of the owning domain Optional

string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi_member privileges in Table 80).

+ If not specified, the existing domain shall be
preserved.

deseptattze JSON URrofa CHMtdataobject withavatue that contaimsadata—TOption
string object serialized as specified in clause 15. The serialized
data object shall be deserialized to update the existing data
object.

The object ID of the serialized data object shall match the
object ID of the destination data object. Otherwise, the
server shall return an HTTP status code of 400 Bad,

Request.
copy JSON URI of a source CDMI data object or queue objectthat shall | Optiona)’
string be copied into an existing destination data object:

« If the destination data object URI and the copy
source object URI both do not speeify individual
fields, the destination data object shall be replaced
with the source data object,

« If the destination data object’ URI or the copy source
object URI specifies individual fields, only the fields
specified shall be usedto update the destination data
object. If specified fields are not present in the
source, these fields shall be ignored.

« If the destinationidata object URI and the copy source
object URI beth specify fields, an HTTP status code
of 400 Bad Request shall be returned to the client.

If the copy source object URI points to a queue object, as
part of the copy operation, multiple queue values shall be
concatenated into a single data object value.

If there-are insufficient permissions to read the data object
atthe source URI, update the data object at the destination
URI, or if the read operation fails, the copy shall return an
HTTP status code of 400 Bad Request, and the
destination shall be left unchanged.

desetrialize JSON A data object serialized as specified in clause 15 and Optiona
— value string encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to update the existing
data object.

The object ID of the serialized data object shall match the
object ID of the destination data object. Otherwise, the
server shall return an HTTP status code of 400 Bad
Reguest

continues on next page
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Table 42 — continued from previous page

Field Name

Type

Description

Requirement

valuetransfer
— encoding

JSON
string

The value transfer encoding used for the data object value.
Three value transfer encodings are defined:

* “ut £-8” indicates that the data object contains a
valid UTF-8 string and shall be transported as a
UTF-8 string in the value field. If the contents of the
data object value field are set or updated to any value
other than a valid UTF-8 string, an HTTP status code
of 400 Bad Request shall be returned to the client.

* “base64” indicates that the data object may contain
arbitrary binary sequence and shall be transported
as a base 64 encoded string in the value field.
Setting the contents of the data object value field to
any value other than a valid base 64 string shall

Optional

result in an HTTP status code of 400 Bad Request
being returned to the client.

* “Json” indicates that the data object contains a valid
JSON object and shall be transported as a JSON
object in the value field. If the contents of the data
object value field are set or updated to any value
other than a valid JSON object, an HTTP status code
of 400 Bad Request shall be returned to the-client.

This field shall only be included when updating,a,data
object by value.

« If this field is not included and multi-part'MIME is not
being used, the existing value of
“valuetransferencoding” shallbe left
unchanged.

« If this field is not included and multi-part MIME is
being used, the value of“ut £-8” shall be assigned
as the field value if thevContent-Type” header of
the second and all subsequent MIME parts includes
the charset paramieter as defined in RFC 2046 of
“ut£-8” (e.g., G charset=ut £-8"). Otherwise, the
value of “basa64” shall be assigned as the field
value. This\field applies only to the encoding of the
value when represented in JSON; the
“Conteht-Transfer-Encoding” header of the
paft)specifies the encoding of the value within a
multi-part MIME request, as defined in RFC 2045.

valu

D

JSON
string

This field contains the new data for the object. If present,
this value replaces the existing value.

« If this field is not included and multi-part MIME is
being used, the contents of the second and
subsequent MIME parts shall be assigned to the
corresponding byte ranges of the field value.

« If the valuetransferencoding field indicates UTF-8
encoding, the value shall be a UTF-8 string escaped
using the JSON escaping rules described in RFC
4627 [5].

« If the valuetransferencoding field indicates base 64
encoding, the value shall be first encoded using the

Optiona

base 64 encoding rules described in RFC 4648 [19].

« If the valuetransferencoding field indicates JSON
encoding, the value field shall contain a valid JSON
object.

« If a value range was specified in the request, the new
data shall be inserted at the location specified by the
range. Any resulting gaps between ranges shall be
treated as if zeros had been written and shall be
included when calculating the size of the value.
When storing a range, the value shall be encoded
using base 64, and the valuetransferencoding field
shall be set to “base64”.

)
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8.5.5 Response header

The HTTP response header for updating a data object using CDMI is shown in Table 43.

Table 43: Response header - Update a CDMI data object using CDMI

Header Type Description Requirement
Location Header | The server shall respond with the URI to which the Conditional
string reference redirects if the object is a reference.

8.5.6 Response message body

A response body can be provided as per RFC 2616 [23].

8.5.7 Response status

The HT|TP status codes that occur when updating a data object using CDMI are described in Tabte 44.

Table 44: HTTP status codes - Update a CDMI data object using CDMI

HTTP| Status Description ,0

204 Yo Content The data object content was returned in the respense.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters.ar'field names.

401 Pnauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authofization to perform this request.

404 Yot Found The resource was not found at the specified URI.

409 fonflict The operation conflicts with.a non-CDMI access protocol lock or has caused
a state transition error on. the server.

8.5.8 Examples

EXAMHLE 1: PATCH to the data object URI to set new field values:

-> PATCH /cdmi/2.0.0/MyContdiner/MyDataObject.txt HTTP/1.1
-|-> Host: cloud.example.comn
-I-> Content-Type: appligdtion/cdmi-object

-1>

> {

> "mimetype" . Mtext/plain",

> "metadata". ' A

—-+> "colour" i "blue",

-+> "length! : "10"

-> }I

-+> "valwae" : "This is the Value of this Data Object"
> }

--/HTPP/1.1 204 No Content

EXAMPLE 2: PATCH to the data object URI to set a new MIME type:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?mimetype HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—> "mimetype" : "text/plain"

<-- HTTP/1.1 204 No Content

EXAMPLE 3: PATCH to the data object URI to update a range of the value:

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?value=21-24 HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-->  "value" : "dGhhdA=="

<-- HTTP/1.1 204 No Content

When updating a value without specifying a value transfer encoding, the client must be aware of the current value
transfer encoding of the object.

« Ifaclient sends a value containing a UTF-8 string that is not a valid base 64 string to update an existing object
with a value transfer encoding of “base64”, the server shall return an error.

. Ifammmmmwmw el i Tsti ] ; coding
f“ut £-8”, the server shall not return an error. Instead, the server shall store the literal base 64 character

spquence in the data object instead of the data encoded in the base 64 string.

(@]
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EXAMPLE 4: PATCH to the data object URI to replace all metadata with new metadata:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—> "metadata" : {
-—> "colour" : "red",
-——> "numpber" : "7"

-—> }

<-- HTTP/1.1 204 No Content

EXAMPLE 5: PATCH to the data object URI to add a new metadata item while preserving existing metadata:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=shape HTTP/1.1
-|-> Host: cloud.example.com
-I-> Content-Type: application/cdmi-object

—t> {

-I-> "metadata" : {

-+> "shape" : "round"
4> }

__> }

-- HTTP/1.1 204 No Content

EXAMHLE 6: PATCH to the data object URI to replace just one metadata item.with a new value:

-> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=colour HTTP/1.1
--> Host: cloud.example.com
-I-> Content-Type: application/cdmi-object

—t> {
-+> "metadata" : {
—+> "colour" : "green"

—1> }

-- HTTP/1.1 204 No Content

EXAMHLE 7: Delete a single metadata item;

-> PATCH /cdmi/2.0.0/MyCentainer/MyDataObject.txt?metadata=colour HTTP/1.1
-I-> Host: cloud.example /Com
-I-> Content-Type: application/cdmi-object

—t> {
-+> "metadata":\{J

-- HTTP/1.,D 204 No Content
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EXAMPLE 8: Add, update, and delete metadata items. Assume a starting condition where the object has a metadata
item “colour” with value “green” and a metadata item “shape” with value “round” and does not have a metadata item

” o«

“size”. After the update, “colour” has value “red”, “shape” is deleted, and “size” has been added with value “10”.

-> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=colouré&

—metadata=shapesmetadata=size HTTP/1.1

->

-> Host: cloud.example.com

-> Content-Type: application/cdmi-object
->

_>{

-> "metadata": {

-> "colour": "red",

-> "size": "10"

-- HTTP/1.1 204 No Content

EXAMH

LE 9: PATCH to the data object URI to set new field values and the binary contents using multi-par]

MIME:

-> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
-> Host: cloud.example.com
-> Content-Type: multipart/mixed; boundary=gc0p4Jg0M2Yt08j34cOp

> --gc0p4Jg0M2Yt087334c0p
-> Content-Type: application/cdmi-object

> {

> "metadata": {

> "colour": "red",

> "numper": "7"

—> }

> --gc0p4JgqOM2Yt08334cOp

-> Content-Type: application/octet-stream
-> Content-Transfer-Encoding: binary

> <37 bytes of binary data>

> --gc0p4JgqOM2Yt08334cO0p—--

-- HTTP/1.1 204 No Content

EXAMH

LE 10: PATCH to the data object)URI to replace just one metadata item and update multiple byte

within the binary contents of the data object using multi-part MIME:

ranges

-> PATCH /cdmi/2.0.0/MyContainer/BinaryObject.txt?metadata=colour HTTP/1.1
-> Host: cloud.example.com
-> Content-Type:\mnltipart/mixed; boundary=gcO0p4JqOM2Yt08j34cOp

> --gc0p4JgOM2Yt08334cOp
-> Conteng l'ype: application/cdmi-object

> {

> "metadata": {

> "colour": "green"
S }

- 1

-> --gc0p4JgOM2Yt08334cOp

-> Content-Type: application/octet-stream
-> Content-Range: bytes 0-10/37

-> <11 bytes of binary data>

-> --gc0p4JgOM2Yt08334cOp

-> Content-Type: application/octet-stream
-> Content-Range: bytes 21-24/37

-> <4 bytes of binary data>

-> --gc0p4JgOM2Yt08334cOp--

(continues on next page)
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(continued from previous page)

’<—— HTTP/1.1 204 No Content

EXAMPLE 11: PATCH to the data object URI to encrypt an existing object:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

—_> {

-—> "mimetype" : "application/cms",
-—> "metadata" : {

-=> "cdmi enc key id" : "testkey"
- } - - -

- HTTP/1.1 204 No Content

EXAMHLE 12: PATCH to the data object URI to decrypt an existing encrypted object:

-> PATCH /cdmi/2.0.0/MyContainer/MyEncryptedObject.txt HTTP/1.1
--> Host: cloud.example.com
-I> Content-Type: application/cdmi-object

> {
-> "mimetype" : "text/plain"
-+>

- HTTP/1.1 204 No Content
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8.6 Delete a data object using CDMI

8.6.1 Synopsis

To delete an existing data object, the following requests shall be performed:
* DELETE <root URI>/<ContainerName>/<DataObjectName>
* DELETE <root URI>/cdmi objectid/<DataObjectID>
Where:
* <root URI> is the path to the CDMI cloud.
* <ContainerName> is zero or more intermediate containers.

* <DataObiectName> is the name of the data object to be deleted.

* dpDataObjectID> is the ID of the data object to be deleted.

8.6.2 Capabilities
Capabilities that indicate which operations are supported are shown in Table 45.

Table 45: Capabilities - Delete a CDMI data object using CDMI

Capability Location Description "

cdmi|delete dataobject Data Object Ability to delete an existing data object

cdmi|object access by ID System Wide Ability to access the object by ID
Capability

8.6.3 Request headers

Requegt headers can be provided as per RFC 2616 [23].

8.6.4 Request message body

A requgst body can be provided as per RFC\2616 [23].

8.6.5 Response headers

Resporjse headers can be proyided as per RFC 2616 [23].

8.6.6 Responseg message body

A respdnse body*can be provided as per RFC 2616 [23].

8.6.7 Response status

Table 46 describes the HTTP status codes that occur when deleting a data object using CDMI.

Table 46: HTTP status codes - Delete a CDMI data object using CDMI

HTTP Status Description

204 No Content The data object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server or the data object cannot be deleted.
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8.6.8 Example

EXAMPLE 1: DELETE by data object URI:

--> DELETE /cdmi/2.0.0/MyContainer/MyDataObject.txt HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content

EXAMPLE 2: DELETE by data object ID:

--> DELETE /cdmi/2.0.0/cdmi_objectid/00007ED90010D891022876A8DEOBCOFD HTTP/1.1
--> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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er objects are the fundamental grouping of stored data within CDMI™ and’ are analogous to dir

file system. Each container object has a set of well-defined fields that include:
Ero or more child objects,

andatory fields generated by the cloud storage system,

andatory metadata items generated by the cloud storage system,

ptional metadata generated by the cloud storage systemiand

ptional metadata specified by the cloud user.

pctories

H storage systems shall support containers, but the,ability to create a containers is determiend by the pres-

ple, the

ence orlabsence of the cdmi_create container capability in the parent container.
Each CDMI container object is represented as a JSQN object, containing one or more “fields”. For exam
‘metadlata” field contains metadata items.
EXAMHALE 1: CDMI Container Object
{
"objectType" : "application/cdmi-container",
"objectID" : "00007ED900104E1D14771DC67C27BF8B",
"objectName" : "MyComntainer/",
"parentURI" : "/W,
"parentID" : »00007E7F0010128E42D87EE34F5A6560",
"domainURI" »+\!/cdmi domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/container/",
"completdonStatus" : "Complete",
"metaddta™ : {
Ycdmi ctime" : "2018-05-16T08:01:02.3532"
} ’
"€hhldrenrange" : "0-4",
YeHildren" : [
" red" ,
"green',
"yellow",
"orange/",
"purple/"

}

The meaning, use, and permitted values of each field is described in each operation that creates, modifies or
retreives CDMI container objects.
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9.2 Container object details

9.2.1 Container object addressing

Container objects are addressed in CDMI in two ways:
* by name (e.g. https://cloud.example.com/cdmi/2.0.0/container/); and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED900104E1D14771DC67C27BF8B/).

Every container object has a single, globally-unique object ID that remains constant for the life of the object. Each
container object may also have one or more URI addresses that allow the container object to be accessed.

When a container object is addressed via more than one unique URIs, all operations may be performed through
any of these URIs. For example, a container object may be accessible via multiple virtual hosting paths, where
https{//cloud.example.com/users/snia/cdmi/ is also accessible through https://snia.exgmple.
com/cdmi/. Conflicting writes via different paths shall be managed the same way that conflicting wfites’|via one
path ar¢ managed, via the principle of eventual consistency (see 9.3).

Following the URI conventions for hierarchical paths, container URIs shall consist of one or moré-containelf names
that arg separated by forward slashes (“/”) and that end with a forward slash (“/”).

If areqyest is performed against an existing container resource and the trailing slash at the.end of the URI is pmitted,
the seryer shall respond with an HTTP status code of 301 Moved Permanently. In addition, a Location/header
contain|ng the URI with the trailing slash added shall be returned.

If a CDMI request is performed to create a new container resource and the trailing-slash at the end of thg¢ URI is
omitted] the server shall respond with an HTTP status code of 400 Bad Reguest.

Non-CI)MI requests to create a container resource shall include the trailing slash at the end of the URI; otljerwise,
the requiest shall be considered a request to create a data object.

Contairlers may also be nested.
HXAMPLE 2: The following URI represents a nested container:
https://cloud.example.com/container¢subcontainer/

A nestgd container has a parent container object, shall be included in the children field of the parent c¢ntainer
object, Bnd shall inherit data system metadata and ACLS, from its parent container.

This m¢del allows direct mapping between CDMI-managed cloud storage and file systems (e.g., NFSv4 ¢r Web-
DAV). If a CDMI container object is exported as,afile system, then the file system may make the CDMI metadata
accessible via file system-specific mechanisms. As files and directories are created by the file system, they become
visible fhrough the CDMI interface acting as.a’data path. The mapping between file system constructs angd CDMI
data objects, container objects, and metadata is outside the scope of this International Standard.

9.2.2 [Container object fields

Individdal fields within a gontainer object may be accessed by specifying the field name after a question mark “2”
appended to the end of.the“container object URI.

BXAMPLE 3 The following URI returns just the children field in the response body:
httpss//cloud.example.com/cdmi/2.0.0/container/?children

m

XAMPLE 4: By specifying a range after the children field name, specific ranges of the children field
aybe accessed.

3

https://cloud.example.com/cdmi/2.0.0/contalner/?children=0-2

Children ranges are specified in a way that is similar to byte ranges as per Section 14.35.1 of RFC 2616 [23]. A
client can determine the number of children present by requesting the childrenrange field without requesting a range
of children.

A list of fields, separated by an ampersand “s” may be specified, allowing multiple fields to be accessed in a single
request.

EXAMPLE 5: The following URI would return the children and metadata fields in the response body:
https://cloud.example.com/cdmi/2.0.0/container/?children&metadata

When a client provides fields that are not defined in this International Standard or deserializes an object containing
fields that are not defined in this International Standard, these fields shall be persisted, but shall not be interpreted.
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9.2.3 Container object metadata

The following optional container-specific data system metadata may be provided (see Table 47).

Table 47: Container metadata

Metadata Name Type Description Requirement

cdmi_assignedsize JSON The number of bytes that is reported via exported Optional

string protocols (e.g., the device may be thin
provisioned). This number may limit cdmi_size.

Container metadata may also include arbitrary user-supplied metadata, storage system metadata, and data system

metadata as described in clause 16.

9.24

If read
returne
to the c

If write ficcess to any of the requested fields is not permitted by the object ACL, no updates.shall be perform

an HTT

9.2.5

This Int
contain
to creat

Reservi

“
.

As add
prevent

9.2.6

The ref
JSON 1
the exci
and in {]

“¢dmi capabilities”

“¢dmi snapshots *

Container object access control

ient.

P status code of 403 Forbidden shall be returned to the client.

Reserved container object names

e or delete them, an HTTP status code of 400 Bad Requést shall be returned to the client.
bd container names defined in this specification include:
bdmi objectid”

bdmi domains”

.
tdmi versions”

»

the creation of user-defined centainers if the container name starts with “cdmi_".

Container object-representations

hat order,

© ISO/IEC 2022 - All rights reserved

hccess to any of the requested fields is not permitted by the object ACL, only the permitted.fields ghall be
1. If no requested fields are permitted to be read, an HTTP status code of 403 Forbidden-shall be returned

led, and

ernational Standard defines reserved container names that should not be used by clients when creatjng new
brs. These container names are reserved for use by this Intefpational Standard, and if an attempt Is made

tional names may be added in future versions of this International Standard, server implementatiops shall

resentations inthisclause are shown using JSON notation. Both clients and servers shall supporf UTF-8
Epresentation,“Fhe request and response body JSON fields may be specified or returned in any order, with
pption that-if{present, for container objects, the “childrenrange” and “children” fields shall apgear last

89


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

90

9.3 Create a container object using CDMI

9.3.1 Synopsis

To create a new container object, the following request shall be performed:

e P
Where:

e <

UT <root URI>/<ContainerName>/<NewContainerName>/

root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects that already exist, with one slash (i.e.,
“/”) between each pair of container object names.

e <

NewContainerName> is the name specified for the container object to be created.

Afteriti

9.3.2

In resp
cepte
operati
has the
o Tl

S

« V]

5 created, the container object shall also be accessible at <root URI>/cdmi objectid/<objed

Delayed completion of create

nse to a create operation for a container object, the server may return an HTTP status code of 2
to indicate that the object is in the process of being created. This response s, useful for long-
ns (e.g., deserializing a source data object to create a large container object(hierarchy). Such a rqg
following implications.

he server shall return a Location header with an absolute URI to the objectto be created along with a
fatus code of 202 Accepted.

Vith an HTTP status code of 202 Accepted, the server implies that the following checks have pas
— user authorization for creating the container object;
— user authorization for read access to any source objeCt fer move, copy, serialize, or deserialize

— availability of space to create the container object orat least enough space to create a URI to re
error.

The clignt performs GET operations to the URI to.track the progress of the operation. In response, the server
two fieldls in its response body to indicate progress.

sfarting with the value “Error”.
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plementation’s use of eventual consistency.
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Capabilities that indicate which operations are supported are shown in Table 48.

Table 48: Capabilities - Create a CDMI container object using CDMI

Capability

Location Description

cdmi create container

Parent container

Ability to create a new container object

cdmi create reference

Parent container

Ability to create a new reference

cdmi copy container

Parent container
of another container object

Ability to create a container object that is a copy

cdmi move container

Parent container
location

Ability to move a container object from another

cdmi deserialize container

Parent container

Ability to create a container object that is

contents of a data object

deserialized from the contents of the PUT [or the

9.3.4

The HT

Request headers

TP request headers for creating a CDMI container object using CDMI are shown inTable 49.

Table 49: Request headers - Create a container object using*CDMI

Headér Type Description I Requirejnent

Accept Header | “application/cdmi-container” or a consistent value described | Optiona
string in5.5.2

Cont¢nt-Type Header | “application/cdmi-container” Mandatpry
string

9.3.5

The reg

Request message body

uest message body fields for creating a container object using CDMI are shown in Table 50.

Table 50: Request message'body - Create a container object using CDMI

Field Name

Type

Description

Requirement

metaglata

JSON
object

Metadata for the container object

« |f this field is included, the contents of the JSON
object provided in this field shall be used as
container object metadata.

« If this field is included when deserializing, serializing,
copying, or moving a container object, the contents
of the JSON object provided in this field shall be
used as object metadata instead of the metadata
from the source URI.

« If this field is not included, no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing,
serializing, copying, or moving a container object,

Optiona

metadata from the source URI shall be used.
« This field shall not be included when creating a
reference to a container object.

domainURI

JSON
string

URI of the owning domain
« If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi_member privileges in Table 80 .
* If not specified, the existing domain shall be
preserved.

Optional

exports

JSON
object

A structure for each protocol enabled for this container
object (see clause 13). This field shall not be included
when referencing a container object.

Optional

continues on next page
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Table 50 — continued from previous page

Field Name

Type

Description

Requirement

deserialize

JSON
string

URI of a CDMI data object with a value that contains a
container object serialized as specified in clause 15. The
serialized container object shall be deserialized to create
the new container object, including all child objects.

When deserializing a container object, any exported
protocols from the original serialized container object are
not applied to the newly created container object(s).

Optional’

copy

JSON
string

URI of a source CDMI container object that shall be copied
into the new destination container object.
« If the destination container object URI and the copy
source object URI both do not specify individual
fields, the destination container object shall be a

Optional’

compleie copy of the source container object,
including all child objects under the source container
object.

« If the destination container object URI or the copy
source object URI specifies individual fields, only the
fields specified shall be used to create the destination
container object. If specified fields are not present in
the source, default field values shall be used.

« If the destination container object URI and the copy
source object URI both specify fields, an"d{FTP
status code of 400 Bad Request shall be returned
to the client.

When copying a container object, exported protocols are
not preserved across the copy.

If there are insufficient permissions to read the container
object at the source URI or create the container object at
the destination URI, or if the réad operation fails, the copy
shall return an HTTP status.code of 400 Bad Request,
and the destination container object shall not be created.

move

JSON
string

URI of an existing local'or remote CDMI container object
(source URI) that shall be relocated, along with all child
objects, to the URI specified in the PUT. The contents of
the containergbject and all children, including the object ID,
shall be preserved by a move, and the container object and
all children’ of the source URI shall be removed after the
objects-at the destination have been successfully created.

If there are insufficient permissions to read the objects at
the source URI, write the objects at the destination URI, or
delete the objects at the source URI, or if any of these
operations fail, the move shall return an HTTP status code
of 400 Bad Request, and the source and destination are
left unchanged.

Optiona

reference

JSON
string

URI of a CDMI container object that shall be redirected to
by a reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Regquest.

Optiona

deseri@lize
— valle

JSON

string

A container object serialized as specified in clause 15 and
encoded using base 64 encoding rules described in REC

=

Optiona

4648 [19], that shall be deserialized to create the new
container object, including all child objects.

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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9.3.6 Response headers
The HTTP response headers for creating a CDMI container object using CDMI are shown in Table 51.

Table 51: Response headers - Create a container object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-container” Mandatory
string
Location Header When an HTTP status code of 202 Accepted is returned, | Conditional
string the server shall respond with the absolute URL of the
object that is in the process of being created.

9.3.7 Response message body
The regponse message body fields for creating a CDMI container object using CDMI are shown inAable 52.
Table 52: Response message body - Create a container object using
CDMI
Field Name Type Description ~ Requirejnent
objettType JSON “‘application/cdmi-container” Mandatpry
string
objettID JSON Object ID of the object Mandatpry
string
objegtName JSON Name of the object Mandatory
string
parehtURI JSON URI for the parent object Mandatpry
string Appending the objectName to the parentURTI shall
always produce a valid URINor the object.
pareptID JSON Object ID of the parent,container object Mandatpry
string
doma}nURI JSON URI of the owning domain Mandatpry
string
capabilitiesURI| JSON URI to the eapabilities for the object Mandatpry
string
compjetion JSON A string indicating if the object is still in the process of being | Mandatpry
— Status string created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.
percgntComplet&JSON A string indicating the percentage of completion if the Optiona
string object is still in the process of bewing created or updated
by another operation.
* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from "0~ through "100 -
* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.
* When the value of completionStatusis “Error”,
this field, if provided, may contain any integer value
from “0” through “100”.
metadata JSON Metadata for the container object. This field includes any Mandatory
object user and data system metadata specified in the request
body metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.

continues on next page
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Table 52 — continued from previous page

Field Name Type Description Requirement
exports JSON A structure for each protocol that is enabled for this Optional®
object container object. See clause 13.
snapshots JSON URI(s) of the snapshot container objects. See clause 14. Optional®
array of
JSON
strings
childrenrange JSON The children of the container expressed as a range. If a Optional
string range of children is requested, this field indicates the
children returned as a range.
This field should not be returned in the response message
body that is associated with a copy, move, deserialize, or
deserialize value operation.
chilfiren JSON Names of the children objects in the container object. Child | Optioha
array of | container objects end with “/”.
itsrggls This field should not be returned in the response message

body that is associated with a copy, move, deserialize, or
deserialize value operation.

9.3.8

Table 5

Response status

CDMI

B describes the HTTP status codes that occur when creating a contain€r object using CDMI.

Table 53: HTTP status codes - Create a CDMJ container object using

HTTP| status

Description Y

201 freated The new container object was created.

202 Accepted The container is in the process of being created. The CDMI client shoyld
monitor the complet¥énStatus and percentComplete fields to
determine the currént status of the operation.

400 Bad Request The request contains invalid parameters or field names.

401 Pnauthorized The authentication credentials are missing or invalid.

403 Forbidden The clientlacks the proper authorization to perform this request.

404 Yot Found The resource was not found at the specified URI.

409 fonflict The eperation conflicts with a non-CDMI access protocol lock or had caused
a state transition error on the server.

9.3.9 Examples
EXAMALE 1: Create)a-new container with no metadata:

-I> PUT Nedmi/2.0.0/MyContainer/ HTTP/1.1
-I-> Hest: cloud.example.com

-I->/Recept: application/cdmi-container
»¥Content-Type: application/cdmi-container

- {
- }

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-container

<__

<-- {

<-- "objectType"
<-= "objectID" : "0
<-- "objectName"
<-- "parentURI" : "
<-- "parentID" : "0
<-- "domainURI" : "

"application/cdmi-container",
0007ED900104E1D14771DC67C27BF8B",
"MyContainer/",

/"I
0007E7F0010128E42D87EE34F5A6560",
/cdmi domains/MyDomain/",

(continues on next page)

2 Returned only if present.
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(continued from previous page)

"capabilitiesURI" : "/cdmi capabilities/container/",
"completionStatus" : "Complete",

"metadata" : {

}I

"childrenrange": "",

"children": []

EXAMPLE 2: Create a container with metadata:

PUT /cdmi/2.0.0/MyContainer/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container

{
"metadata": {
"Colour": "Yellow"
}
}

HTTP/1.1 201 Created
Content-Type: application/cdmi-container

{

"objectType" : "application/cdmi-container",
"objectID" : "00007ED900104E1D14771DC67C27BF8B",
"objectName" : "MyContainer/",
"parentURI" : "/",
"parentID" : "00007E7F0010128E42D87EE34F5A6560",
"domainURI" : "/cdmi_domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/centainer/",
"completionStatus" : "Complete",
"metadata" : {

"Colour": "Yellow",
}I
"childrenrange": "",
"children": []

© ISO/IEC 2022 - All rights reserved
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EXAMPLE 3: Create a container that is a copy of a container:

PUT /cdmi/2.0.0/MyContainerCopy/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container

{
"copy": "/MyContainer/"

}

HTTP/1.1 201 Created
Content-Type: application/cdmi-container

{
"objectType"
"ohiectID"

"application/cdmi-container",
"00007ENON0I04AEIDNIAT77IDCATIC2IREQRY

"objectName" "MyContainerCopy/",

"parentURI" "/,
"parentID" "00007E7F0010128E42D87EE34F5A6560",
"domainURI" "/cdmi domains/MyDomain/",
"capabilitiesURI" "/cdmi_ capabilities/container/",
"completionStatus" "Complete",
"metadata" : {

"Colour": "Yellow",

EXAMHLE 4: Rename a container:

PUT /cdmi/2.0.0/MyContainerRenamed/ HTTP/1.1
Host: cloud.example.com

Accept: application/cdmi-container
Content-Type: application/cdmi-container

{

"move": "/MyContainer/"

}

HTTP/1.1 201 Created
Content-Type: application/cdmi-gontainer

{

"objectType" "applicatlen/cdmi-container",
"objectID" "00007EDSO0104E1D14771DC67C27BF8B",
"objectName" "MycontainerRenamed/",
llparentURI” "/",
"parentID" "Q0007E7F0010128E42D87EE34F5A6560",
"domainURI" "/cdmi_ domains/MyDomain/",
"capabilitiésURI" "/cdmi capabilities/container/",
"completiénStatus" "Complete",
"metadata",: {

"Codour": "Yellow",
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9.4.1 Synopsis

ISO/IEC 17826:2022(E)

To read an existing container object, the following requests shall be performed:

GET
GET
GET
GET
GET

<root
<root
<root
<root
<root

<root

URI>/<ContainerName>/<TheContainerName>/

URI>/<ContainerName>/<TheContainerName>/?<fieldname>&<fieldname>s. ..

URI>/<ContainerName>/<TheContainerName>/?children=<range>&. ..

URI>/<ContainerName>/<TheContainerName>/?metadata=<prefix>&...

URI>/cdmi objectid/<ContainerObjectID>/

URI>/cdmi obijectid/<ContainerObjectID>/?<fieldname>&¢<fieldname>g...

<root

<root

URI>/cdmi_objectid/<ContainerObjectID>/?children=<range>&. ..
URI>/cdmi objectid/<ContainerObjectID>/?metadata=<prefix>g&.\}

root URI> is the path to the CDMI cloud.
ContainerName> is zero or more intermediate container objects.
TheContainerName> is the name specified for the container object to be read. from.
fieldname> is the name of a field.
range> is a numeric range within the list of children.

prefix> is a matching prefix that returns all metadata items that.start with the prefix value.
ContainerObjectID> is the ID of the data object to be read from.

9.4.2 [Capabilities
Capabilities that indicate which operations are supportediare shown in Table 54.
Table 54: Capabilities - Read*a CDMI Container Object using CDMI
Capability Location Description
cdmi| read metadata Container object Ability to read the metadata of an existing
container object
cdmi|list children Container object Ability to list the children of an existing corjtainer
object
cdmi|list children range Container object Ability to list a specific range of children of|an
existing container object
cdmi|object acces$ by ID System wide Ability to access the object by ID
capability
9.4.3 Request headers
The HT[TR.réquest headers for reading a CDMI container object using CDMI are shown in Table 55.
Table 55: Request headers - Read a container object using CDMI
Header Type Description Requirement
Accept Header | “application/cdmi-container” or a consistent value as Optional
string described in 5.5.2
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9.4.4 Request message body

A request body shall not be provided.

9.4.5 Response headers

The HTTP response headers for reading a CDMI container object using CDMI are shown in Response headers -
Read a container object using CDMI.

Table 56: Response headers - Read a container object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-container” Mandatory
stritg
Location Header | The server shall respond with an absolute URI to which the | Conditignal
string reference redirects if the object is a reference.
9.4.6 Response message body
The regponse message body fields for reading a CDMI container object using CDM| are shown in Table 57
Table 57: Response message body - Read a container objéctjusing CDMI
Field Name Type Description ) \‘O Requirement
objettType JSON “application/cdmi-container’, Mandatory
string
objeftID JSON Object ID of the object Mandatpry
string
objeftName JSON Name of the object Conditignal
string » For objects in a container, the objectName field shall
be returned.
» For objects not in a container (objects that are only
accessible-by ID), the “objectName” field does not
exist andshall not be returned.
parehtURI JSON URI forthe parent object Conditignal
string »Eor objects in a container, the parentURI field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentURT” field does not
exist and shall not be returned.
Appending the “objectName” to the “parentURI” shall
always produce a valid URI for the object.
parehtID JSON Object ID of the parent container object Conditignal
string * For objects in a container, the “parentID” field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentID” field does not
exist and shall not be returned.
domainURI JSON URI of the owning domain Mandatory
string
capabilitiesURI| JSON URI to the capabilities for the object Mandatory
string
completion JSON A string indicating if the object is still in the process of being | Mandatory
< Status string created or updated by another operation, and after that

operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.
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Table 57 — continued from previous page

Field Name Type Description Requirement
percentComplete | JSON A string indicating the percentage of completion if the Optional
string object is still in the process of bewing created or updated
by another operation.
* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from 0 through 100.
* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.
* When the value of completionStatusis “Error”,
this field, if provided, may contain any integer value
from “0” through “100”
metadlata JSON Metadata for the container object. This field includes any Mandatory
object user and data system metadata specified in the request
body metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 fof
a further description of metadata.
expotts JSON A structure for each protocol that is enabled for this Optiona)’
object container object (see clause 13)
snapfhots JSON URIs of the snapshot container objects Optiona)’
array of
JSON
strings
chilfirenrange JSON The children of the container expressed as a range. If a Mandatpry
string range of children is requested, this/field indicates the
children returned as a range.
childiren JSON Names of the children objectsiin the container object. Mandatpry
array of | When a client uses a childiname in a request URI or a
JSON header URI, the client shall escape reserved characters
strings according to RFC 3986/[2], e.g., a “%” character in a child

name shall be replaced with “325”.
* Children that are container objects shall have “/”
appended to the child name.
+ Children that are references shall have
te.the child name.

“Ayy

?” appended

If indiviglual fields are specified in the-GET request, only these fields are returned in the result body. Optiongl fields
that arg requested but do not exist are omitted from the result body.

9.4.7 Response status

Table 5B describesithe HTTP status codes that occur when reading a container object using CDMI.

Table 58: HTTP status codes - Read a container object using CDMI

HTTP s@as

Description

200 OK

The metadata Tor the confainer object is provided in the message body.

302 Found

The resource is a reference to another resource.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

406 Not Acceptable

The server is unable to provide the object in the content type specified in the

Accept header.

" Returned only if present.
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9.4.8 Examples

EXAMPLE 1: GET to the container object URI to read all the fields of the container object:

--> GET /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-container

<-- HTTP/1.1 200 OK

<-- Content-Type: application/cdmi-container
<__
<= {
<-- "objectType" : "application/cdmi-container",
<-- "objectID" : "00007ED900104E1D14771DC67C27BF8B",
<-- "objectName" : "MyContainer/",
<-- "parentURI" : "/",
== "parentID" : "0000/E/FO010128E42D8/EE34F5A6060™,
- - "domainURI" : "/cdmi domains/MyDomain/",
- - "capabilitiesURI" : "/cdmi capabilities/container/",
- — "completionStatus" : "Complete",
- "metadata" : {
I~ }I
-— "exports" : {
- - "OCCI/iSCSI": {
- "identifier": "00007E7F00104BE66AB53A9572F9F51E",
- "permissions": [

-— "https://example.com/compute/0/",
- — "https://example.com/compute/1/"
- - ]

I~ }r

- "Network/NFSv4" : {

= "identifier" : "/users",

- "permissions" "domain"

[~ }I

-— "childrenrange" : "0-4",

- - "children" : [

| _ "red",

- — "green",

- — "yellow",

- — "orange/",

- — "purple/"
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EXAMPLE 2: GET to the container object URI to read parentURI and children of the container object:

--> GET /cdmi/2.0.0/MyContainer/?parentURI&children HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-container

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-container

<__

<--

<-- "parentURI" : "/",
<-- "children" : [

<-- "red",

<-- "green",

<-- "yellow",

<-- "orange/",

— "purnle /N

EXAMHLE 3: GET to the container object URI to read children 0..2 and childrenrange of the containér objdct:

-+> GET /cdmi/2.0.0/MyContainer/?childrenrange&children=0-2 HTTP/1.1
-|-> Host: cloud.example.com
-I-> Accept: application/cdmi-container

-- HTTP/1.1 200 OK
-- Content-Type: application/cdmi-container

- {

-— "childrenrange" : "0-2",
- "children" : [

-— "red",

- — "green",

- "yellow"

-— ]

EXAMHLE 4: GET to the container object by ID to read«children 0..2 and childrenrange of the container object:

-> GET /cdmi/2.0.0/cdmi_objectid/00QQ706D0010B84FAD185C425D8B537E/?
4:childrenrange&children=0-2 HTTP/11

-|-> Host: cloud.example.com

-I-> Accept: application/cdmi-container

-- HTTP/1.1 200 OK
-- Content-Type: applicgatieon/cdmi-container

-— "childrenranget:® "0-2",
- — "children":( [

| _ "red",

- — "green\,

- "yehlow"
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9.5 Update a container object using CDMI

9.5.1

Synopsis

To update part or all of an existing container object, the following requests shall be performed:

¢ PATCH <root URI>/<ContainerName>/<TheContainerName>

* PATCH

* PATCH <root URI>/cdmi objectid/<ContainerObjectID>

* PATCH

Where:

<root URI>/<ContainerName>/<TheContainerName>?metadata=<metadataname>s&. ..

<root URI>/cdmi objectid/<ContainerObjectID>?metadata=<metadataname>s&....

9.5.2

If the crf
the sery

« V]

. A
n

The clig

root URI> is the path to the CDMI cloud.

ContainerName> is zero or more intermediate container objects.
TheContainerName> is the name of the container object to be updated.
ContainerObjectID> is the ID of the data object to be updated.

Delayed completion of snapshot

bation of a snapshot (see clause 14) is requested by including a snapshet field in the request messag
er may return an HTTP status code of 202 Accepted. Such a response has the following implicg

Vith an HTTP status code of 202 Accepted, the server implies that the following checks have pasj
— user authorization for creating the snapshot,
— user authorization for read access to the container object; and
— availability of space to create the snapshot or at least enough space to create a URI to report 2

client might not be able to immediately access the snapshot, e.g., due to delays resulting from th
entation’s use of eventual consistency.

server

eturns two fields in its response body to indicate progress:

completionStatus field contains either “Processing”, “Complete”, or an error string starting
lue “Error”.

n optional percentComplete field contains the percentage that the accepted PATCH has complg

t¢ “100”). GET does not retur any value for the object when completionStatus is not “Complet

When tlhe final result of the snapshot operation is an error, the snapshot URI is created with the completion

field se

to the error messagesitis the client’s responsibility to delete the URI after the error has been note

e body,
tions:

sed:

n error.

e imple-

nt performs GET operations to the snapshot\URI to track the progress of the operation. In particdlar, the

ith the

ted (“0”
e”.
tatus

d.
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Capabilities that indicate which operations are supported are shown in Table 59.

Table 59: Capabilities - Update a CDMI container object using CDMI

Capability

Location

Description

cdmi modify metadata

Container object

Ability to modify the metadata of an existing
container object

cdmi snapshot

Container object

Ability to create a new snapshot of an existing
container object

cdmi export <protocol>

Container object

Ability to add and modify exports for an existing
container object

cdmi object access by ID System wide Ability to access the object by ID
capability
9.5.4 Request headers
The HT|TP request headers for updating a CDMI container object using CDMI are shown in\Table 60.
Table 60: Request headers - Update a container object using, CDMI
Headgr Type Description Y Requirejnent
Conté¢nt-Type Header | “application/cdmi-container” Mandatpry
string
9.5.5 Request message body
The request message body fields for updating a container abjéect using CDMI are shown in Table 61.
Table 61: Request message body:-‘Update a container object using CDMI
Field Name Type Description A@ Requirement
metaflata JSON Metadata for'the container object. If present, the new Optiona
object metadata_specified replaces the existing object metadata.
If individual metadata items are specified in the URI, only
those.items are replaced; other items are preserved.
See'clause 16 for a further description of metadata.
doma}nURI JSON URI of the owning domain Optiona
string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi member privileges in Table 80).
* If not specified, the parent domain shall be used.
snapfhot JSON Name of the snapshot to be taken. This is not a URL, but Optiona
string rather, the final component of the absolute URL where the
snapshot will exist when the snapshot operation
successfully completes.
 _If a snapshat is added or changed the PATCH

operation only returns after the snapshot is added to
the snapshot list.

+ After they are created, snapshots may be accessed
as children container objects under the
cdmi_snapshots child container object of the
container object receiving a snapshot.

* When creating a snapshot with the same name as an
existing snapshot, the new snapshot will replace the
existing snapshot.

continues on next page
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Table 61 — continued from previous page

Field Name Type Description Requirement
deserialize JSON URI of a CDMI data object with a value that contains a Optional’
string container object serialized as specified in clause 15. The

serialized container object shall be deserialized to update
the existing container object.

The object ID of the serialized container object shall match
the object ID of the destination container object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

« If the serialized container object does not contain
children, the update is applied only to the container
object, and any existing children are left as is.

« If the serialized container object does contain
chifdrem;thencreates; updates,anddefetesare
recursively applied for each child, depending on the
differences between the provided serialized state
and the current state of the child.

copy JSON URI of a CDMI container object that shall be copied intothe~| Optiona
string existing container object. Only the contents of the container
object itself shall be copied, not any children of the
container object.

« If the destination container object URI and the copy
source object URI both do not specify-individual
fields, the destination container object-shall be
replaced with the source container.ebject, including
all child objects under the souree.container object.

« If the destination containerbject URI or the copy
source object URI specifies individual fields, only the
fields specified shall bé used to update the
destination container object. If specified fields are not
present in the souree, these fields shall be ignored.

« If the destination container object URI and the copy
source object(URI both specify fields, an HTTP
status code of 400 Bad Request shall be returned
to the client.

When copying a container object, exported protocols are
not preserved across the copy.

If theteare insufficient permissions to read the container
object at the source URI or create the container object at
the destination URI, or if the read operation fails, the copy
shall return an HTTP status code of 400 Bad Request,
and the destination container object shall not be updated.

desetrialize JSON A container object serialized as specified in clause 15 and Optiona
— vdlue sting encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to update the existing
container object.

The object ID of the serialized container object shall match
the object ID of the destination container object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Reguest

« If the serialized container object does not contain
children, the update is applied only to the container
object, and any existing children are left as is.

« If the serialized container object does contain
children, then creates, updates, and deletes are
recursively applied for each child, depending on the
differences between the provided serialized state
and the current state of the children.

exports JSON A structure for each protocol that is enabled for this Optional
object container object (see clause 13). If an exported protocol is
added or changed, the PATCH operation only returns after
the export operation has completed.
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9.5.6 Response headers
The HTTP response header for updating a CDMI container object using CDMI is shown in Table 62.

Table 62: Response header - Update a container object using CDMI

Header Type Description Requirement
Location Header | The server shall respond with an absolute URI to which the | Conditional
string reference redirects if the object is a reference.

9.5.7 Response message body

A response body can be provided as per RFC 2616 [23].

9.5.8 Response status
Table 6P describes the HTTP status codes that occur when updating a container object using CDMI.

Table 63: HTTP status codes - Update a container object using CDMI

HTTP| status Description Z ,\.)

204 YNo Content The data object content was returned in the response.

202 Accepted The container or snapshot (subcontainer,object) is in the process of bding
created. The CDMI client should montiterihe completionStatus and
percentComplete fields to determine the current status of the operatgion.

302 Found The resource is a reference to angther resource.

400 Bad Request The request contains invalid parameters or field names.

401 Pnauthorized The authentication credentials,are missing or invalid.

403 Forbidden The client lacks the properauthorization to perform this request.

404 Yot Found The resource was notfound at the specified URI.

409 fonflict The operation conflicts with a non-CDMI access protocol lock or has caused

a state transition.error on the server.

9.5.9 Examples

EXAMHLE 1: PATCH to the container'ebject URI to replace all metadata with new metadata:

-> PATCH /cdmi/2.0.Q/MyContainer/ HTTP/1.1
-|-> Host: cloud.example.com

-I-> Content-Type:(application/cdmi-container
-1>

—t> {

> "metadata" : {
—+> "eolour" : "red",
—-+> "numpber" : "7"
> }
BT | | Q4 DL £ i

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored.
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EXAMPLE 2: PATCH to the container object URI to set a new exported protocol value:

--> PATCH /cdmi/2.0.0/MyContainer/?exports HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-container

-—>

-—> "exports" : {

-—> "OCCI/1iSCSI" : {

-—> "identifier" : "00007ED900104E1D14771DC67C27BF8B",
-=> "permissions" : "00007E7F00104EB781F900791C70106C"
-=> I

-——> "Network/NFSv4" : {

-—> "identifier" : "/users",

-=> "permissions" : "domain"

- }

-= )

—t> }

- HTTP/1.1 204 No Content
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9.6 Delete a container object using CDMI

9.6.1 Synopsis

To delete an existing container object, including all contained children and snapshots, the following requests shall

be performed:

* DELETE <root URI>/<ContainerName>/<TheContainerName>

* DELETE <root URI>/cdmi objectid/<ContainerObjectID>

Where:

e <

root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate container objects.

TheContainerName> is the name of the container object to be deleted.

* JContainerObjectID> is the ID of the container object to be deleted.

9.6.2 [Capabilities

Capabilities that indicate which operations are supported are shown in Table 64.
Table 64: Capabilities - Delete a CDMI container object using’”CDMI
Capability Location Description c,\J
cdmi|delete container Container object Ability to delete an existing container obje¢t
cdmi|object access by ID System wide Ability to.access the object by ID
capability
9.6.3 Request headers

Reques

9.6.4

A requq

9.6.5

Respor

9.6.6

A respdg

t headers can be provided as per RFC 2616 [28]

Request message body

st body can be provided as per REC 2616 [23].

Response headers

se headers can bé provided as per RFC 2616 [23].

Response‘message body

nse body can be provided as per RFC 2616 [23].

9.6.7 Response status

Table 65 describes the HTTP status codes that occur when deleting a container object using CDMI.
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Table 65: HTTP status codes - Delete a container object using CDMI

HTTP status Description

204 No Content The container object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

9.6.8 Example

EXAMALE 1: DELETE to the container object URI:

> DELETE /cdmi/2.0.0/MyContainer/ HTTP/1.1
-|-> Host: cloud.example.com

- HTTP/1.1 204 No Content

EXAMHALE 2: DELETE by container object ID:

-> DELETE /cdmi/2.0.0/cdmi objectid/00007ED900104E1D14771DC6FC27BF8B/ HTTP/1.1
-|-> Host: cloud.example.com

- HTTP/1.1 204 No Content
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9.7 Create (POST) a new data object using CDMI

9.7.1 Synopsis

To create a new data object in a specified container, the following request shall be performed:
* POST <root URI>/<ContainerName>/

To create a new data object where the data object does not belong to a container and is only accessible by ID (see
5.3.1), the following request shall be performed:

* POST <root URI>/cdmi_ objectid/
Where:
* <root URI> is the path to the CDMI cloud.

* JContainerName> is zero or more intermediate container objects that already exist, with one slash (i.e.,
“I'”) between each pair of container object names.

* dDataObjectName> is the name specified for the data object to be created.

If creatgd in a container, the data object shall be accessible as a child of the container with a server*assignedl name,
and shill also be accessible at <root URI>/cdmi_objectid/<objectID>.

If created in “/cdmi objectid/”, the data object shall only be accessible at <root URI>/cdmi obj¢ctid/
<obje¢tID>.

9.7.2 Pelayed completion of create

In resppnse to a create operation for a data object, the server may returnfan HTTP status code of 202 Acg¢epted
to indicpte that the object is in the process of being created. This résponse is useful for long-running opgrations
(e.g., copying a large data object from a source URI). Such a respénse has the following implications.

* Tlhe server shall return a Location header with an absolute URI to the object to be created along|with an
HTTP status code of 202 Accepted.

« With an HTTP status code of 202 Accepted, the §erver implies that the following checks have passed:
— user authorization for creating the object;
— user authorization for read access to_ @ny source object for move, copy, serialize, or deserialize]; and
— availability of space to create the object or at least enough space to create a URI to report an grror.

+ A client might not be able to immediately access the created object, e.g., due to delays resulting ffom the
mplementation’s use of eventual Consistency.

The clignt performs GET operations'to the URI to track the progress of the operation. In response, the serverreturns
two fieldls in its response body to indicate progress.

* A mandatory completimnStatus text field contains either “Processing”, “Complete”, or an err¢r string
sfarting with the value“Error”.

» An optional pexcentComplete field contains the percentage of the operation that has completed (0 o 100).

GET sHall not returnéany value for the data object when completionStatus is not “Complete”. If the fingl result
of the cfeate operation is an error, the URI is created with the completionStatus field set to the error mgssage.
It is the|client’s\tesponsibility to delete the URI after the error has been noted.

© ISO/IEC 2022 - All rights reserved 109


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

110

9.7.3 Capabilities

Capabilities that indicate which operations are supported are shown in Table 66.

Table 66: Capabilities - Create a CDMI data object using CDMI

Capability

Location

Description

cdmi post dataobject
cdmi create dataobject

Parent container

Ability to create a new data object

cdmi create reference

Parent container

Ability to create a new reference

cdmi copy dataobject

Parent container

Ability to create a data object that is a copy of

another data object

cdmi move dataobject

Parent container

Ability to move a data object from another
container

cdmi |

| deserialize dataobject

Parent container

Ability to create a data object that is
deserialized from the contents of the PUTF
contents of another data object

or the

cdmi |
cdmi |
cdmi |
cdmi |

| serialize dataobject
| serialize container
| serialize domain

| serialize queue

Parent container

Ability to create a data object that contains
serialized representation of an)existing da
object, container, domain erqueue

cdmi |

| create value range

Parent container

Ability to create a data object using a speq
byte range

ified

cdmi|post dataobject by ID System wide Ability to creatg-a\new data object in
capability “/cdmi_obges€id/”
cdmi|create reference by ID | System wide Ability to create a new reference in
capability “/cdmi (objectid/”
cdmi| copy dataobject by ID System wide Ability’to create a data object in
capability “/edmi_objectid/” thatis a copy of angther
data object
cdmi)| object move to ID System wide Ability to move a data object to
capability “/cdmi_objectid/” from another contaiper
cdmi|deserialize dataobject | System wide Ability to create a data object in
— by] ID capability “/cdmi_objectid/” that is deserialized from
the contents of the PUT or the contents of]
another data object
cdmi| serialize dataobject System wide Ability to create a data object in
— to] ID capability “/cdmi_objectid/” that contains a seriglized
cdmi| serialize container representation of an existing data object,
— to| ID container, domain or queue
cdmi| serialize domain to TP
cdmi|serialize queue to _TD
cdmi| create value range by | System wide Ability to create a data object in
— ID capability “/cdmi_objectid/” using a specified byte
range
cdmi|[multipart) mime System wide Ability to create a data object using multi-gart
capability MIME
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The HTTP request headers for creating a new CDMI data object using CDMI are shown in Table 67.

Table 67: Request headers - Create a new data object Using CDMI

Header

Type

Description

Requirement

Accept

Header
string

“application/cdmi-object” or a consistent value as
described in 5.5.2

Optional

Content-Type

Header
string

“application/cdmi-object” or ‘multipart/mixed”
e If'multipart/mixed” is specified, the body shall
consist of at least two MIME parts, where the first
part shall contain a body of content-type
“application/cdmi-object”, and the second

and-subseauent parts shall contain-one ormore bvte
N g 4

Mandatory

ranges of the value.

« If multiple byte ranges are included and the
Content-Range header is omitted for a part, the
data in the part shall be appended to the data in the
preceding part, with the first part having a byte offset
of zero.

X-CDMI-Partial

Header
string

Indicates that the newly created object is part of & series of
writes and has not yet been fully created. Whefiset to
“true”, the completionStatus field shallbe‘set to
“Processing”. X-CDMI-Partial works across CDMI
and non-CDMI operations.

Optiona

9.7.5 Request message body

The request message body fields for creating a new data object using CDMI are shown in Table 68.

Table 68: Request message body,*Create a new data object Using CDMI

Field Name Type Description $ Requirement
mimefype JSON MIME type dof.the data contained within the value field of Optiona
string the data object

» This/field may be included when creating by value or
when deserializing, serializing, copying, and moving
a data object.

« If this field is not included and multi-part MIME is not
being used, the value of “text/plain” shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the Content-Type header
of the second MIME part shall be assigned as the
field value.

+ This field field value shall be converted to lower case
before being stored.

continues on nex} page
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Table 68 — continued from previous page

Field Name Type Description Requirement
metadata JSON Metadata for the data object Optional
object « If this field is included, the contents of the JSON

object provided in this field shall be used as data
object metadata.

« If this field is included when deserializing, serializing,
copying, or moving a data object, the contents of the
JSON object provided in this field shall be used as
object metadata instead of the metadata from the
source URI.

« If this field is not included, no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing,
serializing, copying, or moving a data object
metadata from the source URI shall be used.

« This field shall not be included when creating a
reference to a data object.

doma}nURI JSON URI of the owning domain Optiona
string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi member privileges in Table 80 .
* If not specified, the domain of the parent«ontainer

shall be used.
desetrialize JSON URI of a CDMI data object with a value that contains a data | Optiona)’
string object serialized as specified in clause\15. The serialized
data object shall be deserialized to create the new data
object.
seriflize JSON URI of a CDMI object that shall be serialized into the new Optiona)’
string data object
copy JSON URI of a source CDMI data object or queue object that shall | Optiona}’
string be copied into the new’destination data object.

« If the destination data object URI and the copy
source object URI both do not specify individual
fields,.thie destination data object shall be a complete
copy-of the source data object.

« If the destination data object URI or the copy source
object URI specifies individual fields, only the fields
specified shall be used to create the destination data
object. If specified fields are not present in the
source, default field values shall be used.

« If the destination data object URI and the copy source
object URI both specify fields, an HTTP status code
of 400 Bad Request shall be returned to the client.

« If the copy source object URI points to a queue
object, as part of the copy operation, multiple queue
values shall be concatenated into a single data
object value.

« If the copy source object URI points to one or more
queue object values, as part of the copy operation,
the specified queue values shall be concatenated
INto a single data object value.

« If there are insufficient permissions to read the data
object at the source URI or create the data object at
the destination URI, or if the read operation fails, the
copy shall return an HTTP status code of 400 Bad
Request, and the destination object shall not be
created.

continues on next page
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Table 68 — continued from previous page

Field Name

Type

Description

Requirement

move

JSON
string

URI of an existing local or remote CDMI data object (source
URI) that shall be relocated to the URI specified in the PUT.
The contents of the object, including the object ID, shall be
preserved by a move, and the data object at the source
URI shall be removed after the data object at the
destination has been successfully created.

If there are insufficient permissions to read the data object
at the source URI, write the data object at the destination
URI, or delete the data object at the source URI, or if any of
these operations fail, the move shall return an HTTP status
code of 400 Bad Request, and the source and
destination are left unchanged.

Optional’

reference

JSON
string

URI of a CDMI data object that shall be redirected to by a
reference. If any other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.

Optiona

desetrialize
— vdlue

JSON
string

A data object serialized as specified in clause 15 and
encoded using base 64 encoding rules described in REC
4648 [19], that shall be deserialized to create the new data
object.

* If multi-part MIME is being used and this field
contains the value of the MIME boundary‘parameter,
the contents of the second MIME part shall be
assigned as the field value.

« If the serialized data object in the sécond MIME part
does not include a value field, thé contents of the
third MIME part shall be assigned as the field value
of the value field.

Optiona

valu¢transfer
— efpcoding

JSON
string

The value transfer encoding used for the data object value.
Three value transfer encedings are defined:

» “utf-8” indicates that the data object contains a
valid UTF-8string, and it shall be transported as a
UTF-8 string in the value field.

* “basec4) indicates that the data object may contain
arbitrary binary sequences, and it shall be
transported as a base 64-encoded string in the value
field. Setting the contents of the data object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

* “Json” indicates that the data object contains a valid
JSON object, and the value field shall be a JSON
object containing valid JSON data. If the contents of
the value field are set to any value other than a
valid JSON object, an HTTP status code of 400 Bad
Request shall be returned to the client.

« This field shall only be included when creating a data
object by value.

« If this field is not included and multi-part MIME is not
being used, the value of “ut £-8” shall be assigned

Optiona

as the field value.

* If this field is not included and multi-part MIME is
being used, the value of “ut £-8” shall be assigned
as the field value if the Content-Type header of the
second and all MIME parts includes the charset
parameter as defined in RFC 2046 of “ut £-8” (e.g.,
“; charset=utf-8"). Otherwise, the value of
“pase64” shall be assigned as the field value. This
field applies only to the encoding of the value when
represented in JSON; the
Content-Transfer-Encoding header of the part
specifies the encoding of the value within a multi-part
MIME request, as defined in RFC 2045 [9].

=]

continues on next page
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Table 68 — continued from previous page

Field Name Type Description Requirement
value JSON The data object value Optional’
string « If this field is not included and multi-part MIME is not

being used, an empty JSON String (i.e., “*) shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the contents of the second MIME part
shall be assigned as the field value.

* Ifthe valuetransferencoding field indicates
UTF-8 encoding, the value shall be a UTF-8 string
escaped using the JSON escaping rules described in
RFC 4627 [5].

* Ifthe valuetransferencoding field indicates
base 64 encoding, the value shall be first encoded
using the base 64 encoding rules described in RFC
4648 [19].

* Ifthe valuetransferencoding field indicates
JSON encoding, the value shall contain a valid JSON
object.

' Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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The HTTP response headers for creating a new CDMI data object using CDMI are shown in Table 69.

Table 69: Response headers - Create a new data object using CDMI

information from the client, the system shall assign the URI
in the form: http://host:port/<root
URI>/<ContainerName>/<ObjectID> Or
https://host:port/<root

Header Type Description Requirement

Content-Type Header | “application/cdmi-object” Mandatory
string

Location Header | The unique absolute URI for the new data object as Mandatory
string assigned by the system. In the absence of file name

URI>/<ContainerName>/<ObjectID>.
9.7.7 Response message body
The regponse message body fields for creating a new CDMI data object using CDMI are,shown in Table 7(.
Table 70: Response message body - Create a new data object’using
CDMI
Field Name Type Description O\\J Requirement
objettType JSON “application/cdmi-object” Mandatpry
string
objeftID JSON Object ID of the object Mandatory
string
objegtName JSON Name of the object Conditignal
string » For objects in a container, the objectName field shall
be returned.
» For objects not.jA a container (objects that are only
accessible by-ID), the objectName field does not
exist and-shall not be returned.
parefhtURI JSON URI for the parent object Conditignal
string » Forobjects in a container, the parentURI field shall
be returned.
*"For objects not in a container (objects that are only
accessible by ID), the parentURI field does not exist
and shall not be returned.
Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parehtID JSON Object ID of the parent container object Conditignal
string » For objects in a container, the parentID field shall be
returned.
» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.
domainURI JSON URI of the owning domain Mandatory
string
capabilitiesURI | JSON URI to the capabilities for the object Mandatory
string
completion JSON A string indicating if the object is still in the process of being | Mandatory
< Status string created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error”.

continues on next page
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Table 70 — continued from previous page

Field Name Type Description Requirement
percentComplete | JSON A string indicating the percentage of completion if the Optional
string object is still in the process of bewing created or updated

by another operation.

* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

* When the value of completionStatusis “Error”,
this field, if provided, may contain any integer value
from “0” through “100”

mimetype JSON MIME type of the value of the data object Mandatory
string

metadlata JSON Metadata for the data object. This field includes any user Mandatpry
object and data system metadata specified in the request body

metadata field, along with storage system metadata
generated by the cloud storage system. See clause 1§ for
a further description of metadata.

9.7.8 Response status
Table 7|l describes the HTTP status codes that occur when creating a-new data object using CDMI.
Table 71: HTTP status codes - Create a néw'data object using CDMI

HTTP| status Description N

201 freated The new data object was.created.

202 Accepted The data object is in-the process of being created. The CDMI client shpuld
monitor the completionStatus and percentComplete fields to
determine the current status of the operation.

400 Bad Request The requesticontains invalid parameters or field names.

401 Pnauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Yot Found Therésource was not found at the specified URI.

409 fonflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

9.7.9 Examples
EXAMHLE 1: POST to the container object URI the data object contents:
-I-> BOST. /cdmi/2.0.0/MyContainer/ HTTP/1.1
-I->/Hoest: cloud.example.com
> ACcept: application/cdmi-object
- Lontelit=rype. dppllCdtUlOIl/Cdlll=007]eCt
-——>
__> {
-—> "mimetype" : "text/plain",
-—> "metadata" : {
-=>
-=> } ’
-—> "value" : "This is the Value of this Data Object"
__> }
<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-object
<-- Location: https://cloud.example.com/cdmi/2.0.0/MyContainer/
<»00007ED900104E1D14771DC67C27BF8B
<__
<= {

(continues on next page)
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(continued from previous page)

<-= "objectType" "application/cdmi-object",

<-= "objectID" "00007EDS00104E1D14771DC67C27BF8B",
<-- "objectName" "00007EDS00104E1D14771DC67C27BF8B",
<-- "parentURI" "/MyContainer/",

<-- "parentID" "00007ED900104E1D14771DC67C27BF8B",
<-- "domainURI" "/cdmi_domains/MyDomain/",

<-- "capabilitiesURI" "/cdmi_ capabilities/dataobject/",
<-- "completionStatus" "Complete",

<-- "mimetype" "text/plain",

<-- "metadata" : {

<=

<-- }

<=-}

EXAMPLE 2: POST to the object ID URI the data object contents:

-F> POST /cdmi/2.0.0/cdmi objectid/ HTTP/1.1

-|-> Host: cloud.example.com

-I-> Accept: application/cdmi-object

--> Content-Type: application/cdmi-object

>

> {

> "mimetype": "text/plain",

-+> "domainURI": "/cdmi domains/MyDomain/",

-+> "value": "This is the Value of this Data Object"
—+> 1}

-- HTTP/1.1 201 Created

- Location: https://cloud.example.com/cdmi/2.0.0/cdmi “ebjectid/
4.00007ED900104E1D14771DC67C27BF8B

-- Content-Type: application/cdmi-object

- "objectType": "application/cdmi-object",

- — "objectID": "00007ED900104E1D14771DC67C2BF8B",

- "domainURI": "/cdmi domains/MyDomain/*;

- "capabilitiesURI": "/cdmi capabilitdegs/dataobject/",
- — "completionStatus": "Complete",

- — "mimetype": "text/plain",

- — "metadata": {

- "cdmi acl": [

-— "acetype": "ALLOW",

= "identifier": "OWNER@",
- "aceflags": "NOLFLAGS",
- - "acemask": VALL PERMS"
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EXAMPLE 3: POST to the object ID URI the data object fields and binary contents using multi-part MIME:

--> POST /cdmi/2.0.0/cdmi objectid/ HTTP/1.1

--> Host: cloud.example.com

--> Accept: application/cdmi-object

--> Content-Type: multipart/mixed; boundary=gcOp4JqOM2Yt08j34cOp

-=> —--gcO0p4Jg0M2Yt08j34cOp
--> Content-Type: application/cdmi-object

- {

-—> "domainURI": "/cdmi domains/MyDomain/",
-——> "metadata": {

-—> "colour": "blue"

—-_> }

- }

> --gcO0p4Jg0M2Yt08j34cOp
-I> Content-Type: application/octet-stream
-I-> Content-Transfer-Encoding: binary

-I-> <37 bytes of binary data>

> —--gc0p4Jg0M2Yt08j34cO0p—-

-- HTTP/1.1 201 Created

- Location: https://cloud.example.com/cdmi/2.0.0/cdmi objectid/

4,00007ED90010C2414303B5C6D4F83170
-- Content-Type: application/cdmi-object

- "objectType": "application/cdmi-object",

- "objectID": "00007ED90010C2414303B5C6D4F8317Q™,,

- "domainURI": "/cdmi domains/MyDomain/",

- - "capabilitiesURI": "/cdmi capabilities/datacbject/",
- — "completionStatus": "Complete",

-— "mimetype": "application/octet-stream",

- "metadata": {

—— "cdmi size": "37",

-— "colour": "blue",
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9.8 Create (POST) a new queue object using CDMI

9.8.1 Synopsis

To create a new queue object (see clause 11) in a specified container where the name of the queue object is a
server-assigned object identifier, the following request shall be performed:

* POST <root URI>/<ContainerName>/

To create a new queue object where the queue object does not belong to a container and is only accessible by ID
(see 5.3.1), the following request shall be performed:

* POST <root URI>/cdmi_ objectid/
Where:

° LOOL URL ;b tilc Pdtil tU t;IU CD?V‘“ biUud.
* {containerName> is zero or more intermediate container objects that already exist, with oné)slash (i.e.,
‘I'”) between each pair of container object names.

If creatgd in a container, the queue object shall be accessible as a child of the container with(a\server-agsigned
name, @nd shall also be accessible at <root URI>/cdmi objectid/<objectID>.

If created in “/cdmi objectid/”, the queue object shall only be accessible at <root PYRI>/cdmi obj¢ctid/
<obje¢tID>.

9.8.2 Pelayed completion of create

In respgnse to a create operation for a queue object, the server may returnian HTTP status code of 202 Acgepted
to indicpte that the object is in the process of being created. This response is useful for long-running opgrations
(e.g., cppying a large number of queue values from a source URI). Such a response has the following implifations.

« Tlhe server shall return a Location header with an absolute URI to the object to be created along|with an
HTTP status code of 202 Accepted.

» With an HTTP status code of 202 Accepted, the server implies that the following checks have passed:
— user authorization for creating the object;
— user authorization for read access to any.Ssource object for move, copy, serialize, or deserialize, and
— availability of space to create the object or at least enough space to create a URI to report an grror.

» A client might not be able to immediately access the created object, e.g., due to delays resulting ffom the
mplementation’s use of eventual censistency.

The clignt performs GET operationsto the URI to track the progress of the operation. In response, the serverreturns
two fields in its response body to indicate progress.

* A mandatory completienStatus text field contains either “Processing”, “Complete”, or an err¢r string
starting with the valué “Brror”.

* An optional percentComplete field contains the percentage of the operation that has completed (0 o 100).

GET shill not return”any value for the queue object when completionStatus is not “Complete”. If the finfl result
of the cfeate operation is an error, the URI is created with the completionStatus field set to the error mgssage.
It is the|client’s-responsibility to delete the URI after the error has been noted.
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9.8.3 Capabilities

Capabilities that indicate which operations are supported are shown in Table 72.

Table 72: Capabilities - Create a CDMI Queue object using CDMI

Capability

Location

Description

cdmi post queue
cdmi create queue

Parent container

Ability to create a new queue object

cdmi create reference

Parent container

Ability to create a new reference

cdmi copy queue

Parent container

Ability to create a queue object that is a copy of

another queue object

cdmi move queue

Parent container

Ability to move a queue object from another

container

cdmi|deserialize queue

Parent container

Ability to create a queue object that is
deserialized from the contents of the PUTF
contents of another queue object

or the

< t¢ ID

cdmi| serialize container

cdmi| serialize domain to ID
cdmi|serialize queue to ID

representation of an existing data object,
container, domain or queue

cdmi|post queue by ID System wide Ability to create a new queue objéect’in
capability “/cdmi_objectid/”
cdmi|create reference by ID | System wide Ability to create a new referénce in
capability “/cdmi_objectid/”
cdmi| copy queue by ID System wide Ability to create a queue object in
capability “/cdmi_objectdid/’ thatis a copy of angther
queue object
cdmi| object move to ID System wide Ability to move a’ queue object to
capability “/cdmi_ob%&ctid/” from another contaiper
cdmi|deserialize queue by ID| System wide Ability to_oreate a queue object in
capability “/cdri objectid/” that is deserialized from
the.contents of the PUT or the contents off
anhother data object
cdmi| serialize dataobject System wide Ability to create a data object in
— t¢ ID capability “/cdmi_objectid/” that contains a seriglized

9.8.4 Request headers

The HT[TP request headers for creating a new CDMI queue object using CDMI are shown in Table 73.

Table 73: Request headers - Create a new queue object using CDMI

Headgr . Type Description Requirejnent

Accept Header | “application/cdmi-object”or a consistent value as Optiona|
string described in 5.5.2

Conté¢nt-Type Header | “application/cdmi-queue” Mandatpry
string

Cont¢ntcRange Header | A valid ranges-specifier (see RFC 2616 [23] Section Optiona
strinag 14 .35 1)\

tring 14-35-1)
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9.8.5 Request message body

The request message body fields for creating a new queue object using CDMI are shown in Table 74.

Table 74: Request message body - Create a new queue object using

CDMI
Field Name Type Description Requirement
metadata JSON Metadata for the queue object Optional
object « If this field is included, the contents of the JSON
object provided in this field shall be used as queue
object metadata.
« If this field is included when deserializing, serializing,
copying, or moving a queue object, the contents of
the JSON object provided in this field shall be used
as object metadata instead of the metadata from the
source URI.
« If this field is not included, no user-specified
metadata shall be added to the object.
« If this field is not included when deserializing,
serializing, copying, or moving a queue object,
metadata from the source URI shall be used.
« This field shall not be included when creating a
reference to a queue object.
domajnURT JSON URI of the owning domain Optiona
string « If different from the parent domain-the user shall
have the “cross-domain” privilege (see
cdmi member privileges'in Table 80 .
* If not specified, the domain-of the parent container
shall be used.
deserialize JSON URI of a CDMI data objectwith a value that contains a Optiona)’
string queue object serialized as specified in clause 15. The
serialized queue object'shall be deserialized to create the
new queue object.
copy JSON URI of a CDMI-gueue object that will be copied into the new | Optiona}’
string queue object
move JSON URI of a CDMI queue object that will be copied into the new | Optional’
string queug object. When the copy is successfully completed,
the queue object at the source URI is removed.
reference JSON URYVof a CDMI queue object that shall be redirected to by a | Optiona)’
string reference. If other fields are supplied when creating a
reference, the server shall respond with an HTTP status
code of 400 Bad Request.
desetialize JSON A queue object serialized as specified in clause 15 and Optiona)’
— vdlue string encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to create the new
queue object.

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one

of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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9.8.6 Response headers

The response headers for creating a new CDMI queue object using CDMI are shown in Table 75.

Table 75: Response headers - Create a new queue object using CDMI

Header Type Description Requirement

Content-Type Header | “application/cdmi-queue” Mandatory
string

Location Header | The unique absolute URI for the new queue object as Mandatory
string assigned by the system.

9.8.7 Response message body

The regponse message body fields for creating a new CDMI queue object using CDMI are shown in Table[76.
Table 76: Response message body - Create a new queue object using
CDMI
Field Name Type Description " | Requirenent
objeftType JSON “application/cdmi-queue” Mandatpry
string
objeftID JSON Object ID of the object Mandatory
string
objettName JSON Name of the object Conditignal
string » For objects in a container, the objectName field shall
be returned.
» For objects not in a containér (objects that are only
accessible by ID), the gbjectName field does not
exist and shall not be returned.
parehtURI JSON URI for the parent object Conditignal
string » For objects in(a.container, the parentURI field shall
be returned.
» For objec¢ts not in a container (objects that are only
accessible by ID), the parentURI field does not exist
angdshall not be returned.
Appending the objectName to the parentURI shall always
produce a valid URI for the object.
parehtID JSON Object ID of the parent container object Conditignal
string » For objects in a container, the parentID field shall be
returned.
» For objects not in a container (objects that are only
accessible by ID), the parentID field does not exist
and shall not be returned.
doma}nURI JSON URI of the owning domain Mandatpry
string
capabilitiesURI| JSON URI to the capabilities for the object Mandatpry
string
completion JSON A string indicating it the object Is still in the process of being | Mandatory
< Status string created or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error’.

continues on next page
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Table 76 — continued from previous page

Field Name Type

Description

Requirement

percentComplete | JSON

string

A string indicating the percentage of completion if the
object is still in the process of bewing created or updated
by another operation.

* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

* When the value of completionStatusis “Error”,
this field, if provided, may contain any integer value
from “0” through “100”

Optional

meta

ata JSON
object

Metadata for the queue object. This field includes any user
and data system metadata specified in the request body
metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 fof
a further description of metadata.

Mandat:

queu

bValues JSON
string

The range of designators for enqueued values. Every
enqueued value shall be assigned a unique,
monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an.empty string
shall be returned. If values are enqueued; the lowest
designator, followed by a hyphen (“-“), followed by the
highest designator shall be returned.

Mandat

bry

9.8.8

Table 7

Response status

Table 77: HTTP status codes - Create a new queue object using CDMI

/ describes the HTTP status codes that occur when creating a new queue object using CDMI.

HTTH status Description - ;"

201 freated The new queue object was created.

202 RAccepted The queue object is in the process of being created. The CDMI client ghould
monitor-the completionStatus and percentComplete fields to
determine the current status of the operation.

400 Bad Request The request contains invalid parameters or field names.

a state transition error on the server.

401 Pnauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Yot Found The resource was not found at the specified URI.

409 fonflict The operation conflicts with a non-CDMI access protocol lock or has caused
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9.8.9 Example

EXAMPLE 1: POST to the container object URI the queue object contents:

--> POST /cdmi/2.0.0/MyContainer/ HTTP/1.1
--> Host: cloud.example.com

--> "“Content-Type: application/cdmi-queue
--> Accept: application/cdmi-queue

-—> {
—_> }

<-- HTTP/1.1 201 Created

<-- Content-Type: application/cdmi-queue

<-- Location: https://cloud.example.com/cdmi/2.0.0/MyContainer/
—~00007ED900104E1D14771DC67C27BF8B

- "objectType" : "application/cdmi-queue",

- "objectID" : "00007ED900104E1D14771DC67C27BF8B",
- "objectName" : "00007ED900104E1D14771DC67C27BF8B",
- — "parentURI" : "/MyContainer/",

- — "parentID" : "00007ED900104E1D14771DC67C27BF8B",
- "domainURI" : "/cdmi domains/MyDomain/",

- "capabilitiesURI" : "/cdmi capabilities/queue/",
- — "completionStatus" : "Complete",

- "metadata" : {

[~ }I

- "queueValues" : ""
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Part IV

CDMI Advanced
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Clause 10

Domain object resource operations using

cbml

10.1

Domain

Each object may be owned and managed by a different administrative entity, whichinis expressed as a dom

If a cloy
cdmi

A cloud
aCDMI
each dg
informa
managy

Fig. 7
queue

Overview

objects represent the concept of administrative ownership of stored data within'a CDMI™ storage

d storage system supports domains, the cdmi_domains system-wide-capability shall be present,
omains container shall be present in the CDMI root container.

storage system may include a hierarchy of domains that provide aceess to domain-related informatio
context. This domain hierarchy is a series of CDMI objects that'correspond to parent and child doma

Bystem.
Rin.

and the

In within
s, with

main corresponding to logical groupings of objects that ar€)te/be managed together. Domain meas
tion about objects that are associated with each domain flow up to parent domains, facilitating bil
bment operations that are typical for a cloud storageenyironment.

hows the hierarchy of domains and shows how the domainURI links data objects, container obje
bjects into the domain hierachy.

wp

Root URI % cdmi_domains/

rement
ng and

cts and

Fig. 7: Hierarchy of domains

Each G

mydataobject/ domaintRl domain1/
mycontainer/ domainUR| domain2/ s
umrpary
0 Inheritecﬂ aggegrated
domainURI .
0 myqueue/ subdomain/
0 0 0

DMLI" domain object is represented as a JSON object, containing one or more “fields”. For exam|

le, the

“metadata” field contains metadata items.
EXAMPLE 1: CDMI domain object

{

"objectType" : "application/cdmi-domain",
"objectID" : "00007E7F00104BE66AB53A9572F9F51E",
"objectName" : "MyDomain/",
"parentURI" : "/cdmi domains/",
"parentID" : "00007E7F0010C058374D08BOAC7B3550",
"domainURI" : "/cdmi domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/domain/",
"metadata" : {

"cdmi domain_ enabled": "true",

"cdmi authentication methods": "anonymous, basic",
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(continued from previous page)

}I
"childrenrange" : "0-1",
"children" : [
"cdmi domain summary/",
"cdmi domain members/"

}

The meaning, use, and permitted values of each field is described in each operation that creates, modifies or
retreives CDMI domain objects.
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10.2 Domain object details

10.2.1 Domain object addressing

Domain objects are created as children of a special cdmi domains container object, which is present in the root
URI for the cloud storage system when domains are supported. The cdmi_domains container object is system-
generated, read-only, cannot be deleted, and only permits the creation of children domain objects, as indicated by
the presence of the cdmi_create domain capability. The ability to create a sub-domain under an existing domain
object is indicated by the presence of the cdmi create domain capability for a given domain object.

Domain objects are addressed in CDMI in two ways:
* by name (e.g., https://cloud.example.com/cdmi/2.0.0/cdmi_domains/myDomain/); and
* byID (e.g., https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/

N
UUUUTEDZIUULIUSZILO0RZEDBIBUODO TRIAD/ ).

Every domain object has a single, globally-unique object ID that remains constant for the life of the obje¢t. Each
domain|object shall also have at least one URI address that allows the domain object to be accessed\Following the
URI cofventions for hierarchical paths, domain URIs shall start with “<root URI>/cdmi_ domains/” and|consist
of one ¢r more domain names that are separated by forward slashes (“/”) and that end with a-forward slash (“/”).

If a reqyiest is performed against an existing domain resource and the trailing slash at the efnd'of the URI is pmitted,
the seryer shall respond with an HTTP status code of 301 Moved Permanently, ‘and a “Location”|header
contain|ng the URI with the trailing slash will be added.

If a CDMI request is performed to create a new domain resource and the trailing slash at the end of thg URI is
omitted] the server shall respond with an HTTP status code of 400 Bad Request.

Domair] objects may also be nested.
BXAMPLE 2: The following URI represents a nested domains:

https://cloud.example.com/cdmi/2.0.0/cdmi~domains/myDomain/
subDomain/

A sub-domain has a parent domain object, shall be included ih.the children field of the parent domain obj¢ct, and
shall inherit Domain Membership from its parent domain (if Rot'specified in the sub-domain).

10.2.2) Domain object fields

Individdal fields within a domain object may be accessed by specifying the field name after a question mark “2”
appended to the end of the domain object URF.

BXAMPLE 3: The following URI réturns just the children field in the response message body:

https://cloud.example.com/cdmi/2.0.0/cdmi domains/myDomain/?
children

m

XAMPLE 4: By spegcifyinig a range after the children field name, specific ranges of the children field
ay be accessed.

3

https:/{dloud.example.com/cdmi/2.0.0/cdmi_domains/myDomain/?
childgen=0-2

Childrep ranges.are specified in a way that is similar to byte ranges as per Section 14.35.1 of RFC 2616{[23]. A
client cgn determine the number of children present by requesting the childrenrange field without requesting ja range

A single

request.
EXAMPLE 5: The following URI would return the children and metadata fields in the response body:

https://cloud.example.com/cdmi/2.0.0/cdmi_domains/myDomain/?
children;metadata

When a client provides fields that are not defined in this International Standard or deserializes an object containing
fields that are not defined in this International Standard, these fields shall be persisted, but shall not be interpreted.
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10.2.3 Domain object metadata
The following domain-specific field shall be present for each domain (see Table 78).

Table 78: Required metadata for a domain object

Metadata name Type Description Requirement
cdmi_domain_enabled JSON | Indicates if the domain is enabled and specified at Mandatory
string the time of creation. Values shall be “true” or
“false”.

« If this metadata item is not present at the
time of domain creation, the value is set to
“false”.

« If a domain is disabled, the cloud storage
system shall not permit any operations to be
performed against any URI managed by that
domain.

* When a domain is disabled, all operations
that are performed against URIs that are
managed by a disabled domain shall return
an HTTP status code of 403 Forbidden,

cdmi|domain delete JSON If the domain is deleted, indicates to which domain | Conditjonal
— r¢assign string the objects that belong to the domain shall’'be
reassigned.

» To delete a domain that contains objects, this
metadata item shall be present.

« If this metadata item is<not present or does
not contain the URI of a valid domain that is
different from the MRI of the domain being
deleted, an attempt to delete a domain that
has objects.shall result in an HTTP status
code of 400\*"Bad Request.

cdmi|authentication JSON | Indicates alist of which authentication methods are | Optiongl
< m¢thods array enabled, for'the domain.

ijON Supported authentication method values are

strings indicated by the cdmi_authentication_methods

Capability.

Domairls may also contain domain-specific data system metadata items as defined in 16.3 and 16.4. Domain data
system|metadata shall be inherited to child domain objects.

10.2.4 Domain object\access control

If read pccess to any‘ofithe requested fields is not permitted by the object ACL, only the permitted fields ghall be
returned. If no requested fields are permitted to be read, an HTTP status code of 403 Forbidden shall be returned
to the dJient.

If writeTF:cess to any of the requested fields is not permitted by the object ACL, no updates shall be performed, and

an HTTP. status code of 403 Forbidden shall be returned to the client.

10.2.5 Domain usage in access control

When a transaction is performed against a CDMI object, the associated domain object (i.e., the domain object
indicated by the domainURT) specifies the authentication context. The user identity and credentials presented as
part of the transaction are compared to the domain membership list to determine if the user is authorized within the
domain and to resolve the user’s principal. If resolved, the user’s principal is evaluated against the object’'s ACL to
determine if the transaction is permitted.

When evaluating members within a domain, delegations are evaluated first, in any order, followed by user records,
in any order. If there is at least one matching record and none of the matching records indicate that the user is
disabled, the user is considered to be a member of the domain.

When a sub-domain is initially created, the membership container contains one member record that is a delegation
in which the delegation URlI is set to the URI of the parent domain.
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10.2.6 Domain object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support UTF-8
JSON representation. The request and response body JSON fields may be specified or returned in any order, with
the exception that, if present, for domain objects, the childrenrange and children fields shall appear last and in that

order.

130 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

10.3 Domain object summaries

Domain object summaries provide summary measurement information about domain usage and billing. If supported,
a domain summary container named “cdmi domain summary” shall be present under each domain container.
Like any container, the domain summary subcontainer may have an Access Control List (ACL) (see 17.1) that
restricts access to this information.

Within each domain summary container are a series of domain summary data objects that are generated by the
cloud storage system. The “yearly”, “monthly”, and “daily” containers of these data objects contain domain
summary data objects corresponding to each year, month, and day, respectively. These containers are organized

into the following structures:
https://example.com/cdmi/2.0.0/cdmi domains/domain/

https://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summary/

ST/ 7 SXamp e, Com/ Canmt /2 0 07 Tamt doma TS/ doma L 1T/ COmt— aoma 1T S UImma L
umulative

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summaiy)
aily/

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summary/
aily/2009-07-01

ttps://example.com/cdmi/2.0.0/cdmi_domains/domain/cdmi_domain summary/
2ily/2009-07-02

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi\domain summary/
aily/2009-07-03

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/c¢dmi domain summary/
onthly/

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summary/
onthly/2009-07

ttps://example.com/cdmi/2.0.0/cdmi domaihs/domain/cdmi domain summary/
onthly/2009-08

ttps://example.com/cdmi/2.0.0/cdmi demains/domain/cdmi domain summary/
onthly/2009-10

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi domain summary/
early/

ttps://example.com/cdmi/2.0.,0/cdmi domains/domain/cdmi domain summary/
early/2009

ttps://example.com/cdmiv2.0.0/cdmi domains/domain/cdmi domain summary/
early/2010

The “cymulative” summarysdata object covers the entire time period, from the time the domain is created to the
time it is accessed. Each data object at the daily, monthly, and yearly level contains domain summary information
for the fime period specified) bounded by domain creation time and access time.

Moo D e s 3o 3o 2o 2 Qb O 5 O b5 o5 oo

If a timg period extends-earlier than the domain creation time, the summary information includes the time from when
the donpain was created until the end of the time period.

EXAMHLE 1: Ifa.domain were created on July 4, 2009, at noon, the daily summary “2009-07-04" would|contain
informaltion from noon until midnight, the monthly summary “2009-07" would contain information from noonfon July

4 until midright on July 31, and the yearly summary “2009” would contain information from noon on July 4 until
m|dn|g t on December 31

If a time period starts after the time when the domain was created and ends earlier than the time of access, the
summary data object contains complete information for that time period.

EXAMPLE 2: If a domain were created on July 4, 2009, and on July 10, the “2009-07-06" daily summary data
object was accessed, it would contain information for the complete day.

If a time period ends after the current access time, the domain summary data object contains partial information
from the start of the time period (or the time the domain was created) until the time of access.

EXAMPLE 3: If a domain were created on July 4, 2009, and at noon on July 10, the “2009-07-10" daily summary
data object was accessed, it would contain information from the beginning of the day until noon.

The information in Table 79 shall be present within the contents of each domain summary object, which are in JSON
representation.
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Table 79: Contents of domain summary objects

Metadata name Type Description Requirement

cdmi domainURI JSON Domain name corresponding to the Mandatory
string domain that is summarized

cdmi_summary start JSON | AnISO-8601 time indicating the start of Mandatory

string the time range that the summary
information is presenting

cdmi summary end JSON An 1SO-8601 time indicating the end of Mandatory
string the time range that the summary
information is presenting
cdmi_summary objecthours JSON The sum of the time each object Optional
string belonging to the domain existed during
the summary time period

cdmi —summary objlectsmin ISON The minimum number of nhjpr‘fc Opfinn 3l
string belonging to the domain during the
summary time period

cdmi| summary objectsmax JSON The maximum number of objects Optionpl
string belonging to the domain during the
summary time period

cdmi| summary objectsaverage JSON | The average number of objects Optionpl
string belonging to the domain during the
summary time period

cdmi| summary puts JSON The number of objects writtefito the Optionpl
string domain

cdmi| summary gets JSON The number of objectsread from the Optionpl
string domain

cdmi| summary bytehours JSON The sum of the time each byte belonging | Optiongl

string to the domain éxisted during the
summary,time period

cdmi| summary bytesmin JSON The minimum number of bytes belonging | Optionpgl
string to the.domain during the summary time
period
cdmi| summary bytesmax JSON The maximum number of bytes Optionpl

string belonging to the domain during the
summary time period

cdmi| summary bytesaverage JSQON The average number of bytes belonging Optiongl

string to the domain during the summary time
period

cdmi| summary writes JSON | The number of bytes written to the Optiongl
string domain

cdmi| summary reads JSON | The number of bytes read from the Optiongl
string domain

cdmi| summary charge JSON An ISO 4217 currency code (see [38]) Optionpl

string that is followed or preceded by a numeric
value and separated by a space, where
the numeric value represents the closing
charge in the indicated currency for the
use of the service associated with the
domain over the summary time period

cdmi| Summary kwhours JSON The sum of energy consumed (in kilowatt | Optiongl
string hours) by the domain during the
summary time period
cdmi_summary kwmin JSON The minimum rate at which energy is Optional
string consumed (in kilowatt hours per hour) by
the domain during the summary time
period

cdmi_summary kwmax JSON The maximum rate at which energy is Optional
string consumed (in kilowatt hours per hour) by
the domain during the summary time
period

continues on next page
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Table 79 — continued from previous page

Metadata name Type Description Requirement
cdmi summary_ kwaverage JSON The average rate at which energy is Optional
string consumed (in kilowatt hours per hour) by

the domain during the summary time
period

EXAMPLE 4: An example of a daily domain summary object is as follows:

{
"cdmi domainURI"
"cdmi summary start"
"cdmi_ summary end"
"cdmi summary object

"/cdmi_domains/MyDomain/",

"2009-12-10T00:00:00",
"2009-12-10T23:59:59",

hours"

"382239734",

"cdmi summary writes
"cdmi_ summary reads"
"cdmi_ summary charge

}

"cdmi summary puts" "234234",
"cdmi summary gets" "489432",
"cdmi summary bytehours" "334895798347",

"o "7218368343",
"11283974933",
"o "4289.23 USD"

If the charge value is provided, the value is for the operational cost (excluding fixed fees) of service alreddy per-

formed|and storage and bandwidth already consumed. Pricing of services is handled/Separately.

Domairl summary information may be extended by vendors to include additional metadata or domain reports|beyond
the metadata items specified by this International Standard, as long as the field /tfames for those metadata ifems do

not begin with “cdmi_”.
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10.4 Domain object membership

In cloud storage environments, in the same way that domains are often created programmatically, domain user
membership and credential mapping also shall be populated using such interfaces. By providing access to user
membership, this capability enables self-enroliment, automatic provisioning, and other advanced self-service capa-
bilities, either directly using CDMI or through software systems that interface with CDMI.

The domain membership capability provides information about, and allows the specification of, end users and groups
of users that are allowed to access the domain via CDMI and other access protocols. The concept of domain
membership is not intended to replace or supplant ACLs (see 17.1), but rather to provide a single, unified place to
map identities and credentials to principals used by ACLs within the context of a domain (see model described in
10.2.5). It also provides a place for authentication mappings to external authentication providers, such as LDAP
and Active Directory, to be specified.

If supported, a domain membership container named cdmi_domain_members shall be present under each domain.

Like anycontaimerthedomatmmembershipcontaimer-hasamAccess Controtisttsee—+7Hthatrestrictsjaccess

to this ipformation.

Within ¢ach domain membership container are a series of user objects that are specified through- CDMI t¢ define
each uger known to the domain. These objects are formatted into the following structure:

ttps://example.com/cdmi/2.0.0/cdmi_domains/domain/

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi_ domain \members/

ohn doe

ttps://example.com/cdmi/2.0.0/cdmi domains/domain/cdmi)‘domain members/

h
h
Https://example.com/cdmi/2.0.0/cdmi_domains/domain/cdmi_dofnain members/
]
h
jlohn_ smith

The dofain membership container may also contain subcontainers with.data objects. Data objects in thelse sub-
containers are treated the same as data objects in the domain membership container, and no meaning is jnferred
from the¢ subcontainer name. This organization is used to create diffefent access security relationships for groups
of user jobjects and to allow delegation to a common set of members:

Table 8P lists the domain settings that shall be present within €ach domain member user object.

Table 80: Required settings ferddomain member user objects

Metadata name Type “Description Requirement

cdmi| member enabled JSON If true, this field indicates that requests Mandatory
string associated with this domain member are
allowed. If false, all requests performed
by this domain member shall result in an
HTTP status code of 403 Forbidden.

cdmi|member type JSON This field indicates the type of member Mandatory
string record. Values include “user”, “group”,
and “delegation”.

cdmi | member name JSON | This field contains the user or group Mandatory
string name as presented by the client. This
will normally be the standard full name of
the principal.

cdmi | member(credentials JSON | This field contains credentials to be Optionpl
string matched against the credentials as
presented by the client. If this field is not
present, one or more delegations shall

. B 4 o hall b it -t L
P Prestrtant-—sranr ot usSCOtOTCSOTveE

user credentials. As one cannot log in as
a group but only as a member of a group,
the “group” type member records shall
not have credentials.

cdmi member principal JSON This field indicates to which principal Optional
string name (used in ACLs) the user or group is
mapped. If this field is not present, one
or more delegations shall be present and
shall be used to resolve the principal.

continues on next page
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Table 80 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi member privileges

JSON
array
of
JSON
strings

This field explicitly confers zero or more
special privileges to a user or group.
When delegated, privileges are conferred
based on the information returned from
the external system to which the
delegation points. The following
privileges are defined:

e “administrator”. Allows the
principal to take ownership of any
object/container.

* “backup_operator”. Bypass
regular ACL checks to allow
backup and restore of objects and

Mandatory

containers, including all associated
attributes, metadata, ACLs and
ownership.

* “cross_domain”. Operations
specifying a domain other than the
domain of the parent object are
permitted. Unless this privilege is
conferred by the user record’or a
group (possibly nested)‘to’'which
the user or group belongs, all
attempts to change'the domain of
objects to a domain other than the
parent domain‘shall fail.

cdmi|member groups

JSON
array
of
JSON
strings

This field contains a JSON array of group
names towhich the user or group
belongs.

Optionpl

Table 8|l lists the domain settings that shall be present within each domain member delegation object.

Table 81: Required settings for domain member delegation objects

Metadata name

TFype

Description

Requirement

cdmi|member enabled JSON | If true, this field indicates that requests Mandatory
string associated with this domain member are
allowed. If false, all requests performed
by this domain member shall result in an
HTTP status code of 403 Forbidden.
cdmi | member type JSON | This field indicates the type of member Mandatory
string record. Values include “user” and
“‘delegation”.
cdmi| delegap®dn URI JSON | This field contains the URI of an external | Mandatory
string identity resolution provider (such as

LDAP or Active Directory) or the URI of a
domain membership container object.

| 'Y 3 Ldal ' P~
LALCTTTAT UUIUHCII.IUIIQ arc UI\PI COoOoCTUuUInT
the form of 1dap://<uri> or
ad://<uri>.
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EXAMPLE 1: An example of a domain membership object for a user is as follows:

{

"cdmi member enabled" : "true",
"cdmi member type" : "user",
"cdmi member name" : "John Doe",
"cdmi member credentials" : "p+5/0X1cmExfOIrUxhXllw==",
"cdmi member groups" : [
"users"
] 4
"cdmi member principal" : "jdoe",

"cdmi privileges" : [
"administrator",
"cross_domain"

EXAMHLE 2: An example of a domain membership object for a delegation is as follows:

"cdmi member enabled" : "true",
"cdmi member type" : "delegation",
"cdmi delegation URI" : "/cdmi domains/MyDomain/"
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10.5 Create a domain object using CDMI

10.5.1 Synopsis

To create a new domain object, the following request shall be performed:

* PUT <root URI>/cdmi_ domains/<DomainName>/<NewDomainName>/
Where:

* <root URI> is the path to the CDMI cloud.

* <DomainName> is zero or more intermediate domains that already exist, with one slash (i.e., “/”) between
each pair of domain names.

* <NewDomainName> is the name specified for the domain to be created.

After it |s created, the domain shall also be accessible at <root URI>/cdmi objectid/<objectID>y/

10.5.2) Delayed completion of create

Delayedl completion shall not be supported for creating domain objects.

10.5.3] Capabilities
Capabilities that indicate which operations are supported are shown in Table(82:

Table 82: Capabilities - Create a CDMI domain object using CDMI

Capability Location Description

cdmi| create domain Parent container Ability to create a new domain object

cdmi| copy domain Parent container Ability to create a domain object that is a qopy
of another domain object

cdmi|deserialize domain Parent container Ability to create a domain object that is
deserialized from the contents of the PUT [or the
contents of another data object

10.5.4 Request headers
The HT|TP request headers for creating a CDMI domain object using CDMI are shown in Table 83

Table 83: Request headers - Create a domain object using CDMI

Headér 7 | Type Description Requirbment

Accept Header | “application/cdmi-domain” or a consistent Optionpl
string value as described in 5.5.2

Content-Typé Header | “application/cdmi-domain” Mandatory
string
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10.5.5 Request message body
The request message body fields for creating a domain object using CDMI are shown in Table 84.

Table 84: Request message body - Create a domain object using CDMI

Field Name Type Description Requirement
metadata JSON Metadata for the domain object Optional
object « [f this field is included, the contents of the

JSON object provided in this field shall be
used as domain object metadata.

« If this field is included when deserializing,
serializing, copying, or moving a domain
object, the contents of the JSON object
provided in this field shall be used as object
metadata instead of the metadata from the
source URI.

« If this field is not included, no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing
serializing, copying, or moving a domain
object, metadata from the source UR| shall
be used.

copy JSON URI of a CDMI domain that shall be ‘Copied into the | Optionfl’
string new domain, including all child domains and
membership from the source domain

move JSON URI of an existing local CDMkdomain object Optiongl
string (source URI) that shall be relocated, along with all
child domains, to the URKspecified in the PUT. The
contents of the domajmand all sub-domains,
including the objeet ID, shall be preserved by a
move, and the.domain and sub-domains of the
source URI shall be removed after the objects at
the destination have been successfully created.

If there.are insufficient permissions to read the
objects at the source URI, write the objects at the
destination URI, or delete the objects at the source
URI, or if any of these operations fail, the move
shall return an HTTP status code of 400 Bad
Request, and the source and destination are left
unchanged.

deserialize JSON URI of a CDMI data object with a value that Optionp
string contains a domain object serialized as specified in
clause 15. The serialized domain object shall be
deserialized to create the new domain object,
including all child objects.

deserializevalue JSON A domain object serialized as specified in clause 15 | Optionp
string and encoded using base 64 encoding rules
described in RFC 4648 [19], that shall be
deserialized to create the new domain object,
including all child objects.

i

|1

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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The HTTP response headers for creating a domain object using CDMI are shown in Table 85

Table 85: Response headers - Create a domain object using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-domain” Mandatory
string

10.5.7 Response message body

The response message body fields for creating a domain object using CDMI are shown in Table 86

Table 86: Response message body - Create a domain object using CDMI
Field Name Type Description | Requirement
objeftType JSON “application/cdmi-domain” Mandatory
string
objettID JSON Object ID of the domain Mandatory
string
objettName JSON Name of the object Mandatory
string
parehtURI JSON URI for the parent object Mandatory
string Appending the objectName to the parentURI shall
always produce a valid URI(for the object.
pareptID JSON Object ID of the parent-container object Mandatory
string
doma}nURI JSON URI of the owningxdomain. A domain object is Mandatory
string always ownedbyitself.
capabilitiesURI JSON URI to the capabilities for the object Mandatory
string
metaflata JSON Metadata for the domain object. This field includes | Mandatory
object any user and data system metadata specified in the
request body metadata field, along with storage
System metadata generated by the cloud storage
system. See clause 16 for a further description of
metadata.
chilfirenrange JSON The sub-domains of the domain expressed as a Mandatory
string range. If a range of sub-domains is requested, this
field indicates the children returned as a range.
chil@iren JSON Names of the children domains in the domain. Mandatory
array Child containers end with “/”.
of
JSON
strings
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10.5.8 Response status

Table 87 describes the HTTP status codes that occur when creating a domain object using CDMI.

Table 87: HTTP status codes - Create a domain object using CDMI

HTTP Status Description
201 Created The new domain object was created.
400 Bad Request The request contains invalid parameters or field names.
401 Unauthorized The authentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perform this request.
404 Not Found The resource was not found at the specified URI.
409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
astate transition error on the server.
10.5.9] Examples
EXAMALE 1: PUT to the domain URI the domain name and metadata:
-> PUT /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1
-|-> Host: cloud.example.com
-I-> Accept: application/cdmi-domain
-}> Content-Type: application/cdmi-domain
>
-I-> "metadata":
> {
-+> "cdmi domain enabled": "true"
__> }

HTTP/1.1 201 Created
Content-Type: application/cdmi-domain

- "objectType" "application/cdmitdomain",

-— "objectID" "00007E7F00104BE66AB53A9572F9F51E",

- - "objectName" "MyDomain/",

- "parentURI" "/cdmi domainsg/

- "parentID" "00007E7F0010C058374D08BOAC7B3550",

- - "domainURI" "/cdmi_domagins/MyDomain/",

- — "capabilitiesURI" "fadmi capabilities/domain/",
- "metadata" : {

"cdmi domain_enabled": "true",
"cdmi_ authenticatdion methods": "anonymous, basic",
}I
"childrenrahge"
"children® § [
"cdmi \Womain summary/",
"cdmi\domain members/"

"o-1",

140
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10.6 Read a domain object using CDMI

10.6.1 Synopsis

To read an existing domain object, the following requests shall be performed:

* GET <root URI>/cdmi_ domains/<DomainName>/<TheDomainName>/

* GET <root URI>/cdmi_ domains/<DomainName>/<TheDomainName>/?<fieldname>&
— <fieldname>&. ..

* GET
* GET
* GET

<root
<root

<root

URI>/cdmi_domains/<DomainName>/<TheDomainName>/?children:<range>&...

URI>/cdmi_ domains/<DomainName>/<TheDomainName>/?metadata=<prefix>&...

URI>/cdmi objectid/<DomainObjectID>/

* gET
* QET
* QET

* Jroot URI> is the path to the CDMI cloud.

* JDomainName> iS zero or more parent domains.

* dTheDomainName> is the name specified for the domain to be read from.

* Jfieldname> is the name of a field.

* Jrange> is a numeric range within the list of children.

* Jprefix> is a matching prefix that returns all metadata items that-start with the prefix value.

* {DomainObjectID> is the ID of the domain object to be read from.

<root
<root

<root

URI>/cdmi objectid/<DomainObjectID>/?<fieldname>&<fieldname>& &
URI>/cdmi objectid/<DomainObjectID>/?children=<range>&...

URI>/cdmi_objectid/<DomainObjectID>/?metadata=<prefix>& .-

10.6.2] Capabilities

Capabilities that indicate which operations are supported are shown in Table 88.

Table 88: Capabilities =\Read a CDMI domain object using CDMI

Capability Lecation Description
cdmi| read metadata Domain object Ability to read the metadata of an existing
domain object
cdmi]|list children Domain object Ability to list the children of an existing domain
object
cdmi|object access bwNID System wide Ability to access the object by ID
capability

10.6.3] Request headers

The HT[TPrequest headers for reading a CDMI domain object using CDMI are shown in Table 89.

Table 89: Request headers - Read a domain object using CDMI

Header Type Description Requirement
Accept Header | “application/cdmi-domain”or a consistent value as Optional
string described in 5.5.2
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10.6.4 Request message body

A request body shall not be provided.

10.6.5 Response headers
The HTTP response headers for reading a CDMI domain object using CDMI are shown in Table 90.

Table 90: Response headers - Read a domain object using CDMI

Header Type Description Requirement

Content-Type Header | “application/cdmi-domain” Mandatory
string

Locafion Header | The server shall respond with an absolute URTto which the | Conditidnal
string reference redirects if the object is a reference.

10.6.6 Response message body
The regponse message body fields for reading a CDMI domain object using CDMI are shown in Table 91

Table 91: Response message body - Read a domain object tsing CDMI

Field Name Type Description ~0O° Requirejnent

objeftType JSON “application/cdmi-domain” Mandatpry
string

objeftID JSON Object ID of the domain Mandatory
string

objegtName JSON Name of the object Mandatory
string

parehtURI JSON URI for the parent object Mandatpry
string

Appending the “objlectName” to the “parentURI” shall
always produce a valid URI for the object.

pareptID JSON Object ID of-thg,parent domain object Mandatory
string + For domain objects directly under “cdmi_domains”,
the object ID of “cdmi domains” container shall be
returned.

+yFor domain objects under another domain, the object
ID of the parent domain shall be returned.

doma}nURI JSON URI of the owning domain. A domain object shall always be | Mandatpry
string owned by itself.

capabilitiesURI| JSON URI to the capabilities for the object Mandatpry
string

metaflata JSON Metadata for the domain object. This field includes any Mandatpry
object user and data system metadata specified in the request

body metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.

childrenrange JSON The sub-domains of the domain expressed as a range. [Ta | Mandatory
string range of sub-domains is requested, this field indicates the
children returned as a range.
children JSON The children of the domain. Sub-domains end with “/”. Mandatory
array of
JSON
strings

If individual fields are specified in the GET request, only these fields are returned in the result body. Optional fields
that are requested but do not exist are omitted from the result body.
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10.6.7 Response status
Table 92 describes the HTTP status codes that occur when reading a domain object using CDMI.

Table 92: HTTP status codes - Read a domain object using CDMI

HTTP Status Description

200 OK The domain object content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Neot—Roceptabd The-serveris-unable-to-provide-the-objectin-the-contenttype-specified-in the
Accept header.

10.6.8 Examples

EXAMHALE 1: GET to the domain URI to read all the fields of the domain:

-> GET /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1
-I-> Host: cloud.example.com
-I-> Accept: application/cdmi-domain

-- HTTP/1.1 200 OK
-- Content-Type: application/cdmi-domain

-— "objectType": "application/cdmi-domain",

= "objectID": "00007E7F00104BE66AB53A9572F9FES51E",
- — "objectName": "MyDomain/",

- — "parentURI": "/cdmi domains/",

= "parentID": "00007E7F0010C058374D08BOACTB3550",
- - "domainURI": "/cdmi domains/MyDomain/",

- "capabilitiesURI": "/cdmi capabilities/domain/",
- "metadata": {

-— "cdmi domain enabled": "tnug",

-— "cdmi authentication methdds": "anonymous, basic",
[~ }l

- "childrenrange": "0=1";

-— "children": [

- "cdmi domain summary/",
- "cdmi domaintmembers/"

EXAMHLE 2: GET to«the domain URI to read the parentURI and children of the domain:

> GET /cdmi/2.0.0/MyDomain/?parentURI&children HTTP/1.1
-|-> Host: Cloud.example.com
-I> ACceépt: application/cdmi-domain

- HTTP/1.1 200 OK

<-- Content-Type: application/cdmi-domain
<

<=={

<-- "parentURI" : "/cdmi domains/",

<-- "children" : [

<-- "cdmi domain summary/",

<-- "cdmi domain members/"

<—— ] B B

<--}
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EXAMPLE 3: GET to the domain URI to read the first two children of the domain:

GET /cdmi/2.0.0/MyDomain/?childrenrange&children=0-1 HTTP/1.1

Host: cloud.example.com
Accept: application/cdmi-domain

HTTP/1.1 200 OK
Content-Type: application/cdmi-domain

{
"childrenrange" : "0-1",
"children" : [
"cdmi domain summary/",
"cdmi domain members/"
]
}
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10.7 Update a domain object using CDMI

10.7.1 Synopsis

To update part or all of an existing domain object, the following requests shall be performed:
* PATCH <root URI>/cdmi domains/<DomainName>/<TheDomainName>/

* PATCH <root URI>/cdmi_ domains/<DomainName>/<TheDomainName>/?metadata=
— <metadataname>&. ..

* PATCH <root URI>/cdmi objectid/<DomainObjectID>

* PATCH <root URI>/cdmi objectid/<DomainObjectID>?metadata=<metadataname>s...

Where:

* Jroot URI> is the path to the CDMI cloud.

* {DomainName> iS zero or more parent domains.

* dTheDomainName> is the name specified for the domain to be read from.
* JDomainObjectID> is the ID of the data object to be read from.

10.7.2) Delayed completion of update

Delaye@l completion shall not be supported for creating domain objects.

10.7.3 Capabilities
Capabilities that indicate which operations are supported are shawnin Table 93.

Table 93: Capabilities - Update a CDMI'domain object using CDMI

Capability Location .. | Description
cdmi|modify metadata Domain object Ability to modify the metadata of an existirlg
domain object
cdmi|object access by ID System'wide Ability to access the object by ID
capability
10.7.4 Request headers
The HT[TP request headers forupdating a CDMI domain object using CDMI are shown in Table 94.
Table 94: Request headers - Update a domain object using CDMI
Headgr [ Type Description Requirejnent
Cont¢nt-Typé Header | “application/cdmi-domain” Mandatpry
string
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10.7.5 Request message body
The request message body fields for updating a domain object using CDMI are shown in Table 95.

Table 95: Request message body - Update a domain object using CDMI

Field Name Type Description Requirement
metadata JSON Metadata for the domain object. If present, the new Optional
object metadata specified replaces the existing object metadata.

If individual metadata items are specified in the URI, only
those items are replaced; other items are preserved.

See clause 16 for a further description of metadata.

copy JSON URI of a CDMI domain object that shall be copied into the Optional®
string existing domain object. Only the metadata and
membership of the domain object itself shall be copied, not
any sub-domains of the domain object.

« If the destination domain object URI and the copy
source domain object URI both do not specify
individual fields, the destination domain object
metadata and membership shall be replaced withthe
source domain object metadata and membership,

« If the destination domain object URI or the copy
source domain object URI specifies individuahfields,
only the fields specified shall be used to update the
destination domain object. If specified-fields are not
present in the source, these fields shall’ be ignored.

« If the destination domain object,URlFand the copy
source domain object URI both-specify fields, an
HTTP status code of 400 Bad Request shall be
returned to the client.

If there are insufficient permissions to read the domain
object at the source UR] or'create the domain object at the
destination URI, or if the'read operation fails, the copy shall
return an HTTP statu$/code of 400 Bad Request, and
the destination domain object shall not be updated.

desetialize JSON URI of a CDMI data object with a value that contains a Optiona
string domain objecterialized as specified in clause 15. The
serialized domain object shall be deserialized to update the
existing«demain object.

N

Thecobject ID of the serialized domain object shall match
the.object ID of the destination domain object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

« If the serialized domain object does not contain
sub-domains, the update is applied only to the
domain object, and any existing sub-domains are left
as is.

« If the serialized domain object does contain
sub-domains, then creates, updates, and deletes are
recursively applied for each sub-domain, depending
on the differences between the provided serialized
state and the current state of the sub-domains.

continues on next page

146 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Table 95 — continued from previous page

Field Name Type Description Requirement
deserialize JSON A domain object serialized as specified in clause 15 and Optional®
— value string encoded using base 64 encoding rules described in RFC

4648 [19], that shall be deserialized to update the existing
domain object.

The object ID of the serialized domain object shall match
the object ID of the destination domain object. Otherwise,
the server shall return an HTTP status code of 400 Bad
Request.

* If the serialized domain object does not contain
sub-domains, the update is applied only to the
domain object, and any existing sub-domains are left
as is.

—ftheseratizeddommaimobjectdoescontain
sub-domains, then creates, updates, and deletes are
recursively applied for each sub-domain, depending
on the differences between the provided serialized
state and the current state of the sub-domains.

10.7.60 Response header

The HT|TP response header for updating a CDMI domain object using CDMI(isshown in Table 96

Table 96: Response header - Update a domain dbject using CDMI

Header Type Description (\‘( Requirement
Locafion Header | The server shall respond with an"absolute URI to which the | Conditignal
string reference redirects if the object is a reference.

10.7.7] Response message body

A respdnse body may be provided as per RFC 2616 [23].

10.7.8] Response status

Tpble 97 describes the HTTP status codes that occur when updating a domain object using CDMI.

Table 97: HTTP status codes - Update a domain object using CDMI

HTTP| Status N )

Description

204 No Content

The data object content was returned in the response.

302 Found

The resource is a reference to another resource.

400 Bad Reguest

The request contains invalid parameters or field names.

401 Pnauthorized

The authentication credentials are missing or invalid.

403 Foxkidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or has caused

a state transition error on the server.

2 Only one of these fields shall be specified in any aiven operation. Except for value, these fields shall not be stored.
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10.7.9 Example

EXAMPLE 1: PATCH to the domain URI to set new field values:

-=> PATCH /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-domain

-——> "metadata" : {
-—> "test" : "value"

<-- HTTP/1.1 204 No Content

148
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10.8.1

To delete an existing domain object, and transfer all objects associated with that domain to another domain (to

Synopsis

preserve access), the following request shall be performed:
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* DELETE <root URI>/cdmi domains/<DomainName>/<TheDomainName>/

* DELETE <root URI>/cdmi objectid/<DomainObjectID>

Where:

* <root URI> is the path to the CDMI cloud.

* <DomainName> iS zero or more parent domains.

* JTheDomainName> is the name specified for the domain to be deleted.

* JDomainObjectID> is the ID of the domain object to be deleted.

10.8.2

Capabilities

Capabilities that indicate which operations are supported are shown in Table 98.

Table 98: Capabilities - Delete a CDMI domain object using. CDMI

Capability Location Description c,\J
cdmi]|delete domain Domain object Ability to delete an existing domain object
cdmi|object access by ID System wide Ability to.access the object by ID
capability
10.8.3] Request headers

Reques

10.8.4

A requq

10.8.5

Respor

10.8.6

A respdg

t headers may be provided as per RFC 2616 [23].

Request message body

st body may be provided as per RFC 2616 [23].

Response headers

se headers may be provided as per RFC 2616 [23].

Response message body

nse body may be provided as per RFC 2616 [23].
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10.8.7 Response status

Table 99 describes the HTTP status codes that occur when deleting a domain object using CDMI.

Table 99: HTTP status codes - Delete a domain object using CDMI

HTTP Status Description

204 No Content The domain object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

10.8.8 Example

EXAMHLE 1: DELETE to the domain object URI:

-> DELETE /cdmi/2.0.0/cdmi domains/MyDomain/ HTTP/1.1
-I-> Host: cloud.example.com

-- HTTP/1.1 204 No Content
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use 11

Queue object resource operations using

CDh

HVH

11.1 |Overview
Queue pbjects are similar to data objects, only with first-in, first-out access “queue*style accesse semantigs when
storing pnd retrieving value data.
If a clopd storage system supports queues, the cdmi queues system-wide Capability shall be present. The
ability tp create a queue object is determiend by the presence or absencé of the cdmi create queue and
cdmi_post queue capabilities in the parent container, and by the cdm@) post queue by ID system-Wide ca-
pability ffor creation by ID.
A queug object writer POSTs data into a queue object, and a queue’/object reader GETs value(s) from thg¢ queue
object 4nd subsequently deletes the value(s) to acknowledge.receipt of the value(s) that it received. Queyes pro-
vides a|simple mechanism for one or more writers to send data to a single reader in a reliable way. If suppgrted by
the cloyd storage system, cloud clients create the queue objects by using the mechanism described in 9.8 and this
clause.
Each gDMI queue object is represented as a JSON object, containing one or more “fields”. For example, the
“‘metadata” field contains metadata items.
EXAMRALE 1: CDMI queue object
{

"objectType": "applicatlien/cdmi-queue",

"objectID": "00007E7FQ€104BE66AB53A9572F9F51E",

"objectName": "MyQuewe",

"parentURI": "/M§Container/",

"parentID" : "O0OO07ED900104F67307652BACIA37CI3",

"domainURI":.%/¢dmi domains/MyDomain/",

"capabilitiesURI": W/cdmi_capabilities/queue/",

"completionhStatus": "Complete",

"metadata“: {},

"queveValues": "1-1",

"mimetype": [

"text/plain"
] r
YValuerange": [
Uu=19

}

]l
"valuetransferencoding": [
"utf-8"
]I
"value": [
"First Enqueued Value"

]

The meaning, use, and permitted values of each field are described in each operation that creates, modifies or

retreive

s CDMI queue objects.
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11.2 Queue object details

11.2.1 Queue object addressing

Queue objects are addressed in CDMI in two ways:
* by name (e.g., https://cloud.example.com/cdmi/2.0.0/queueobject); and

* by ID (e.g., https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED900104F67307652BAC9A37C93/).

Every queue object has a single, globally-unique object ID that remains constant for the life of the object. Each
queue object may also have one or more URI addresses that allow the queue object to be accessed.

11.2.2Quete object fietds

Individyal fields within a queue object can be accessed by specifying the field name after a question mark “?
appended to the end of the queue object URI.

[©]

BXAMPLE 2: The following URI returns just the number of values stored in the queue jobject in th
résponse body:

https://cloud.example.com/cdmi/2.0.0/queueobject?queueMalues

A list oflunique fields, separated by an ampersand “s” can be specified, allowing madltiple fields to be accesged in a
single request.

BXAMPLE 3: The following URI returns the number of values stored_and metadata fields in the rg
sponse body:

https://cloud.example.com/cdmi/2.0.0/queuegbject?
queueValuesé&metadata

When { client provides fields that are not defined in this International Standard or deserializes an object coptaining
fields that are not defined in this International Standard, these fields shall be persisted, but shall not be intefpreted.

11.2.3| Queue object value

The en¢oding of the data stored in the queue objectvalue field depends on the queue object valuetransferepcoding
field:

» M| the value transfer encoding of theobject is set to “ut £-8”, the data stored in the value of the queug object
shall be a valid UTF-8 string, and(it;shall be transported as a UTF-8 string in the value field.

+ [the value transfer encoding‘of the object is set to “base64”, the data stored in the value of the queug object
npay contain arbitrary binary sequences, and it shall be transported as a base 64-encoded string in the value
field.

+ If the value transferencoding of the object is set to “json”, the data stored in the value of the queug¢ object
shall be a valid JSSON object, and the value field shall contain a valid JSON object.

Specifi¢ ranges of the'value of a queue object can be accessed by specifying a byte range after the value field
name.

BXAMPLE 4: The following URI returns the first thousand bytes of the oldest value enqueued:
https://cloud.example.com/cdmi/2.0.0/queueobject?value=0-999

Because a byfe range of a UTF-8 string is offen not a valid UTF-8 string, the response 1o a range request shall
always be transported in the value field as a base 64-encoded string.

Byte ranges are specified as single, inclusive byte ranges as per Section 14.35.1 of RFC 2616 [23].

If read access to any of the requested fields is not permitted by the object ACL, only the permitted fields shall be
returned. If no requested fields are permitted to be read, an HTTP status code of 403 Forbidden shall be returned
to the client.

If write access to any of the requested fields is not permitted by the object ACL, no updates shall be performed, and
an HTTP status code of 403 Forbidden shall be returned to the client.

When a client provides or includes deserialization fields that are not defined in this International Standard, these
fields shall be stored as part of the object.

The value of a queue object may also be specified and retrieved using multi-part MIME, where the CDMI JSON is
transferred in the first MIME part and the raw queue values are transferred in the subsequent MIME parts. Each
MIME part, including any header fields, shall conform to RFC 2045 [9], RFC 2046 [10], and RFC 2616 [23], and
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the length of each part may optionally be specified by a “Content-Length” header in addition to the MIME boundary
delimiter.

Multiple non-overlapping ranges of the value of a queue object may also be accessed or updated in a multi-part
MIME operation by transferring one MIME part for each range of the value. The byte ranges for these operations
shall be specified as per Section 14.35.1 of RFC 2616 [23].

Multi-part MIME enables the efficient transfer of binary data alongside CDMI object metadata without incurring the
overhead of the UTF-8 or Base64 encoding and validation required to represent binary data in JSON.

11.2.4 Queue object metadata

Queue object metadata may also include arbitrary user-supplied metadata, storage system metadata, and data
system metadata, as specified in clause 16. Metadata shall be stored as a valid UTF-8 string. Binary data stored
in user metadata-shall-be first encoded-such - that it can he contained in o LITE.S cfring’ with the 1se of base 64

encodirjg recommended.

Every queue object has a parent object from which the queue object inherits data system metadata‘thgt is not
explicitly specified in the data object itself.

BXAMPLE 5: The “pages” queue object stored at the following URI would inherit data system metadata
flom its parent container, “OCR”:

https://cloud.example.com/cdmi/2.0.0/0CR/pages

11.2.5[ Queue object access control

If read pccess to any of the requested fields is not permitted by the objeét ACL, only the permitted fields ghall be
returnefl. If no requested fields are permitted to be read, an HTTP status ¢ode of 403 Forbidden shall be returned
to the client.

If write aiccess to any of the requested fields is not permitted by the’/object ACL, no updates shall be performed, and
an HTTP status code of 403 Forbidden shall be returned to.the client.

11.2.6| Queue object consistency

Writing to a queue object is an atomic operation;
For nor]-value-related fields:

» ja client reads a queue object simultaneously with a write to that same queue object, the reading clignt shall
det either the old version or the.new version, but not a mixture of both.

+ ffa write is terminated due to‘errors, the contents of the queue object shall be as if the write never occurred
(Le., writes are atomic in the face of errors).

For vallie-related fields:
* f a client dequeues-or deletes one or more queue values simultaneously with one or more queud values

+ Il a dequéue; delete or enqueue is terminated due to errors, the contents of the queue object shall be as if

ndicate
that a edds until
another wrlte is processed) However there is no guarantee that the write with the latest tlmestamp is the one
whose data is returned on subsequent reads.

Implementations of this International Standard shall provide the atomicity features described in this subclause for
queue objects that are accessed via CDMI. The atomicity properties of queue objects that are accessed by protocols
other than CDMI are outside the scope of this International Standard.
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11.2.7 Queue object representations

The representations in this clause are shown using JSON notation. Both clients and servers shall support UTF-8
JSON representation. The request and response body JSON fields may be specified or returned in any order, with
the exception that, if present, for queue objects, the “valuerange” and “value” fields shall appear last and in that

order.
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Create a queue object using CDMI

Synopsis

To create a new queue object, the following request shall be performed:

e PUT <root URI>/<ContainerName>/<QueueName>

To create a new queue object by ID, see 9.8.

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e., “/”) be-
tween each pair of container names.

After it
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QueueName> is the name specified for the queue object to be created.
s created, the object shall also be accessible at <root URI>/cdmi objectid/<objectIB,

vly created queue shall have no values unless the queue is created as a result of copying ormeving g
hat has values or as a result of deserializing a serialized queue that has values.

Delayed completion of create

nse to a create operation for a queue object, the server may return an HTTP'status code of 202 Ac
hte that the object is in the process of being created. This response-is.useful for long-running op
pying a large queue object from a source URI). Such a response hasthe following implications.

he server shall return a “Location” header with an absolute URI(to'the object to be created along
TTP status code of 202 Accepted.

Vith an HTTP status code of 202 Accepted, the server implies that the following checks have pas
— user authorization for creating the object;

— user authorization for read access to any source object for move, copy, serialize, or deserialize
— availability of space to create the object or-at.least enough space to create a URI to report an €
client might not be able to immediately aceess the created object, e.g., due to delays resulting f|

mplementation’s use of eventual consistency.

nt performs GET operations to the URIto track the progress of the operation. In response, the server
Is in its response body to indicate progress.

” o«

mandatory completionStatus text field contains either “Processing”, “Complete”, or an err
farting with the value “Errox’.

n optional percentComplete field contains the percentage of the operation that has completed (0

all not return any value for the queue object when completionStatusis not“Complete”. If the fin
reate operation is‘anierror, the URI is created with the completionStatus field set to the error m
client’s responsibility to delete the URI after the error has been noted.

Capabilities

Capabi

source

epted
brations

with an

sed:
L and

rror.

rom the
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r string
to 100).

bl result
Pssage.

ities-that indicate which operations are supported are shown in Table 100.

Table 100: Capabilities - Create a CDMI queue object using CDMI

Capability Location Description

cdmi create queue Parent container Ability to create a new queue object

cdmi create reference Parent container Ability to create a new reference

cdmi copy queue Parent container Ability to create a queue object that is a copy of

another queue object

cdmi move queue Parent container Ability to move a queue object from another

queue object

cdmi deserialize queue Parent container Ability to create a queue object that is

deserialized from the contents of the PUT
contents of another data object

or the
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11.3.4 Request headers
The HTTP request headers for creating a CDMI queue object using CDMI are shown in Table 101

Table 101: Request headers - Create a queue object Using CDMI

Header Type Description Requirement

Accept Header | “application/cdmi-queue” Mandatory
string

Content-Type Header | “application/cdmi-queue” Mandatory
string

11.3.5 Request message body

The request message body fields for creating a queue object using CDMI are shown in Table 102.

Table 102: Request message body - Create a queue object using CDMI

Field Name Type Description .. /[ Requireent
metaflata JSON Metadata for the queue object Optiona
object « If this field is included, the contents of the JSON

object provided in this field shall be used,as.queue
object metadata.

« If this field is included when deserializing, serializing,
copying, or moving a queue object the contents of
the JSON object provided in this field shall be used
as object metadata instead of the metadata from the
source URI.

« If this field is not included, no user-specified
metadata shall be added to the object.

« If this field is not included when deserializing,
serializing, copying;-or moving a queue object,
metadata from the source URI shall be used.

« This field shall.not be included when creating a
reference {o a queue object.

domajnURI JSON URI of the owning domain Optiona

string « Ifdifferent from the parent domain, the user shall
have the “cross_domain” privilege (see
cdmi member privileges in Table 80).

* If not specified, the domain of the parent container
shall be used.

desetrialize JSON URI of a CDMI data object with a value that contains a Optiona
string queue object serialized as specified in clause 15. The
serialized queue object shall be deserialized to create the
new queue object.

continues on nex} page
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Table 102 — continued from previous page

Field Name

Type

Description

Requirement

copy

JSON
string

URI of a source CDMI queue object that shall be copied
into the new destination queue object.

« If the destination queue object URI and the copy
source queue object URI both do not specify
individual fields, the destination queue object shall be
a complete copy of the source queue object,
including all enqueued values.

« If the destination queue object URI or the copy
source queue object URI specifies individual fields,
only the fields specified shall be used to create the
destination queue object. If specified fields are not
present in the source, default field values shall be
used

Optional’

« If the destination queue object URI and the copy
source queue object URI both specify fields, an
HTTP status code of 400 Bad Request shall be
returned to the client.

If there are insufficient permissions to read the queue
object at the source URI or create the queue object at the
destination URI, or if the read operation fails, the copy shall
return an HTTP status code of 400 Bad Request, and
the destination queue object shall not be created,

move

JSON
string

URI of an existing local or remote CDMI queue object
(source URI) that shall be relocated to the URI'specified in
the PUT. The contents of the queue objeet)including the
object ID, shall be preserved by a move, and the queue
object at the source URI shall be removed after the queue
object at the destination has beenduccessfully created.

If there are insufficient permissions to read the queue
object at the source URI, write'the queue object at the
destination URI, or delete.the queue object at the source
URI, or if any of these-gperations fail, the move shall return
an HTTP status code of 400 Bad Request, and the
source and destination are left unchanged.

=]

Optiona

reference

JSON
string

URI of a CDMIPqueue object that shall be redirected to by a
reference. if\other fields are supplied when creating a
reference;the server shall respond with an HTTP status
code of 400 Bad Request.

=

Optiona

deserialize
— value

JSON
string

A.gueue object serialized as specified in clause 15 and
encoded using base 64 encoding rules described in RFC
4648 [19], that shall be deserialized to create the new
queue object.

Optiona

" Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one

of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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11.3.6 Response status

The HTTP response headers for creating a CDMI queue object using CDMI are shown in Table 103

Table 103: Response headers - Create a queue object Using CDMI

object that is in the process of being created.

Header Type Description Requirement

Content-Type Header | “application/cdmi-queue” Mandatory
string

Location Header When an HTTP status code of 202 Acceptedis returned, | Conditional
string the server shall respond with the absolute URL of the

11.3.7[ Response message body
The regponse message body fields for creating a CDMI queue object using CDMI are shown in Table 104
Table 104: Response message body - Create a queue object using CDMI
Field Name Type Description " | Requirenent
objeftType JSON “application/cdmi-queue” Mandatpry
string
objettID JSON Object ID of the object Mandatpry
string
objegtName JSON Name of the object Mandatory
string
pareptURI JSON URI for the parent object Mandatory
string Appending the objectName to-the parentURI shall always
produce a valid URI for the object.
pareptID JSON Object ID of the parent container object Mandatpry
string
doma}nURI JSON URI of the owning.domain. Mandatpry
string
capabilitiesURI| JSON URI to the capabilities for the object Mandatpry
string
compjetion JSON A string.indicating if the object is still in the process of being | Mandatpry
— Status string created or updated by another operation, and after that
opefation is complete, indicates if it was successfully
Created or updated or if an error occurred.
The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error’.
perc¢ntComplete |, JSON A string indicating the percentage of completion if the Optiona
string object is still in the process of bewing created or updated
by another operation.
* When the value of completionStatus is
“Processing”, this field, if provided, shall indicate
the percentage of completion as a numeric integer
value from “0” through “100”.
—Wherrthevatveof comprettonstatusTs
“Complete”, this field, if provided, shall contain the
value “100”.
* When the value of completionStatus is “Error”,
this field, if provided, may contain any integer value
from “0” through “100”.
metadata JSON Metadata for the queue object. This field includes any user | Mandatory
object and data system metadata specified in the request body

metadata field, along with storage system metadata
generated by the cloud storage system. See clause 16 for
a further description of metadata.
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Table 104 — continued from previous page

Field Name Type Description Requirement
queueValues JSON The range of designators for enqueued values. Every Mandatory
string enqueued value shall be assigned a unique,

monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an empty string
shall be returned. If values are enqueued, the lowest
designator, followed by a hyphen (“-*), followed by the
highest designator shall be returned.

11.3.8 Response status

The HTTP status codes that occur when creating a gueue object using CDMI are described in Table 105.

Table 105: HTTP status codes - Create a queue object using CDMI

HTTP| Status Description aQ’

201 freated The new queue object was created.

202 hccepted The queue object is in the process of being created. Thé€BMI client ghould
monitor the completionStatus and percentComplete fields to
determine the current status of the operation.

400 Bad Request The request contains invalid parameters or field’ names.

401 Pnauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to_perform this request.

404 Yot Found The resource was not found at the specified URI.

409 fonflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

11.3.9] Examples

Example 1: PUT to the queue URI the queue object name and contents:

-+> PUT /cdmi/2.0.0/MyContainer/MyQuete HTTP/1.1
-I-> Host: cloud.example.com

-I-> Accept: application/cdmi-queue

-I-> Content-Type: application/edmi-queue

> "metadata" : {

—-> }
-+> )

-- HTTP/1.1 20InCreated
- Content-Type: application/cdmi-queue

-— tobjectType" : "application/cdmi-queue",
- "ObjectID" : "00007E7F00104BE66AB53A9572F9F51E",
-~ "objectName" : "MyQueue",
- - "parentURI " : "/MyContainer/",
<-- "parentID" : "00007ED900104F67307652BAC9A37C93",
<-= "domainURI" : "/cdmi domains/MyDomain/",
<-- "capabilitiesURI" : "/cdmi capabilities/queue/",
<-- "completionStatus" : "Complete",
<-- "metadata" : {
<-- Ce
<-= }I
<-- "queueValues" : ""
<--}

EXAMPLE 2: PUT to the queue object URI to create a new queue, copying from another queue:

--> PUT /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-queue

(continues on next page)
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(continued from previous page)

—_> {
-——> "copy":
- }

"/MyContainer/SourceQueue?value=0-9"

<-- HTTP/1.1 201 Created
<-- Content-Type: application/cdmi-queue

<__

<=={

<== "objectType": "application/cdmi-queue",

<-- "objectID": "00007E7F00104BE66AB53A9572F9F51E"
<-= "objectName": "MyQueue",

<-- "parentURI ": "/MyContainer/",

<-- "parentID": "00007ED900104F67307652BAC9A37C93"
<-- "domainURI": "/cdmi domains/MyDomain/",

’

’

= TCapabllitlesURI™: Cdmi_capabilities/queue/ ",
- "completionStatus": "Complete",

- "metadata": {

[~ }I

- "queueValues": "0-9"
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11.4.1 Synopsis
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To read all fields from an existing queue object, the following request shall be performed:

Where:

Readin
queue\f

GET
GET
GET
GET
GET
GET

<root
<root
<root
<root
<root

<root

URI>/<ContainerName>/<QueueName>

URI>/<ContainerName>/<QueueName>?<fieldname>&<fieldname>&. ..

URI>/<ContainerName>/<QueueName>?value=<range>&. ..

URI>/<ContainerName>/<QueueName>?metadata=<prefix>&. ..

URI>/<ContainerName>/<QueueName>?values=<count>

URI>/cdmi_ obijectid/<QueueObijectID>

ET

g

gET
QET
€

JET

—

<root
<root
<root

<root

URI>/cdmi_objectid/<QueueObjectID>?<fieldname>&<fieldname>&. ...

URI>/cdmi objectid/<QueueObjectID>?value=<range>&...

URI>/cdmi objectid/<QueueObjectID>?metadata=<prefix>&. . {

URI>/cdmi_objectid/<QueueObjectID>?values=<count>

root URI> is the path to the CDMI cloud.

fieldname> is the name of a field.

ContainerName> is zero or more intermediate containers.

QueueName> is the name of the queue object to be read from.

range> is a byte range of the queue object value to be returned in the value field. If a byte n
réquested, the range returned shall be from the oldest queué object value.

prefix> is a matching prefix that returns all metadatasitems that start with the prefix value.

count> is the number of values to be retrieved from-the queue object. If more queue object ent]
pquested to be retrieved than exist in the queue objéct, the count is processed as if it is equal to the
of entries in the queue object.

QueueObjectID> is the ID of the queue object to be read from.

J a queue object shall, by default, return the complete value of the oldest item in the queue, un
alues range is empty.

ange is

fies are
humber

ess the

11.4.2| Capabilities
Capabilities that indicate which-operations are supported are shown in Table 106.
Table 106: Capabilities - Read a CDMI queue object using CDMI
Capability AN Location Description
cdmi| read métadata Queue object Ability to read the metadata of an existing
queue object
cdmi| read jvalue Queue object Ability to read the value of an existing quepie
object
cdmi multipart _mime TQUeue object ADbility To read a queue object using mult-part
MIME
cdmi_object access by ID System wide Ability to access the object by ID
capability
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11.4.3 Request headers
The HTTP request headers for reading a CDMI queue object using CDMI are shown in Table 107

Table 107: Request headers - Read a queue object using CDMI

Header Type Description Requirement
Accept Header | “application/cdmi-queue”, “multipart/mixed”, or Optional

string a consistent value as defined in 5.5.2

If “multipart/mixed”, the body shall consist of one or
more MIME parts, where the first part shall contain a body
of content-type “application/cdmi-queue”, and the
second and subsequent parts shall each contain the
corresponding queue value.

11.4.4] Request message body

A requgst body shall not be provided.

11.4.5| Response status
The HT|TP response headers for reading a CDMI queue object using CDMI are-shiown in Table 108.

Table 108: Response headers - Read a queue objecttsing CDMI

Headgr Type Description , O Requirejnent

Conté¢nt-Type Header | “application/cdmi-queueXorNmultipart/mixed” Mandatpry
string

Location Header | The server shall respond with an absolute URI to which the | Conditignal
string reference redirects if thé: ebject is a reference.

11.4.6| Response message body
The regponse message body fields for reading a CDMI queue object using CDMI are shown in Table 109

Table 109: Response message body - Read a queue object using CDMI

Field Name Type Description Requirement

objeftType JSON “‘application/cdmi-queue” Mandatory
stringd

objeftID JSON Object ID of the object Mandatory
string

objegtName JSON Name of the object Conditignal
string » For objects in a container, the objectName field shall

be returned.

» For objects not in a container (objects that are only
accessible by ID), the “objectName” field does not
exist and shall not be returned.

parentURI JSON URI for the parent object Conditional

string » For objects in a container, the parentURI field shall
be returned.

» For objects not in a container (objects that are only
accessible by ID), the “parentURT” field does not
exist and shall not be returned.

Appending the “objectName” to the “parentURI” shall
always produce a valid URI for the object.

continues on next page
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Table 109 — continued from previous page

Field Name

Type

Description

Requirement

parentID

JSON
string

Object ID of the parent container object
» For objects in a container, the “parent1D” field shall
be returned.
» For objects not in a container (objects that are only
accessible by ID), the “parentID” field does not
exist and shall not be returned.

Conditional

domainURI

JSON
string

URI of the owning domain

Mandatory

capabilitiesURI

JSON
string

URI to the capabilities for the object

Mandatory

completion

JSON

A string indicating if the object is still in the process of being

Mandatory

— Status

sfring

creafed or updated by another operation, and after that
operation is complete, indicates if it was successfully
created or updated or if an error occurred.

The value shall be the string “Processing”, the string
“Complete”, or an error string starting with the value
“Error’.

percéntComplete

JSON
string

A string indicating the percentage of completion if the
object is still in the process of bewing created or épdated
by another operation.

* When the value of completionStatushs
“Processing”, this field, if provided;shall indicate
the percentage of completion as a numeric integer
value from 0 through 100.

* When the value of completionStatus is
“Complete”, this field, if provided, shall contain the
value “100”.

* When the value of cempletionStatus is “Error”,
this field, if providedymay contain any integer value
from “0” through,“1:00”.

Optiona

metag¢lata

JSON
object

Metadata for the queue object. This field includes any user
and data system metadata specified in the request body
metadata field,"along with storage system metadata
generated\by the cloud storage system.

See clause 16 for a further description of metadata.

Mandatepry

queugValues

JSON
string

The'range of designators for enqueued values. Every
enqueued value shall be assigned a unique,
monotonically-incrementing positive integer designator,
starting from 0. If no values are enqueued, an empty string
shall be returned. If values are enqueued, the lowest
designator, followed by a hyphen (“-*), followed by the
highest designator shall be returned.
« This field shall only be provided when
completionStatus is “Complete” and when one
or more values are enqueued.

Mandatpry

mimefype

JSON

AEEAAL

MIME types for each queue object value * The MIME types

Optiona

array Ot

JSON
strings

£ i ol 41 2% == H 2% ol
SFtRe-vardes-are-retdrreaeaen COMTTSPoamgtotTT arde

in the same position in the JSON array. * This field shall
only be provided when completionStatus is
“‘Complete” and when one or more values are enqueued.

continues on next page
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Table 109 — continued from previous page

Field Name Type Description Requirement
valuerange JSON The range of bytes of the queue object values to be Optional
array of | returned in the value field
JSON * The value ranges of the values are returned, each
strings corresponding to the value in the same position in

the JSON array.

« If a specific value range has been requested, the
entry in the valuerange field shall correspond to the
bytes requested. If the request extends beyond the
end of the value, the valuerange field shall indicate
the smaller byte range returned.

« This field shall only be provided when
completionStatus is “Complete” and when one
or more values are enqueued

valug¢transfer JSON The value transfer encoding used for each queue object Optiona
— eicoding array of | value. Two value transfer encodings are defined:

JSON » “utf-8” indicates that the queue object value

strings contains a valid UTF-8 string, and it shall be

transported as a UTF-8 string in the value field.

* “base64” indicates that the queue object value.may
contain arbitrary binary sequences, and it shall be
transported as a base 64-encoded stringin the value
field.

* “Json” indicates that the queue object yalue contains
a valid JSON object, and the value-field shall contain
a JSON object.

The value transfer encodings are returned, each
corresponding to the value in the same position in the
JSON array.

* This field shall only be provided when
completionStatusis “Complete” and when one
or more values are.enqueued.

valug JSON The oldest enqueued queue object values Conditignal
array of * The values'in the JSON array are returned in order
JSON from oldest to newest.
strings * Ifthe Valuetransferencoding field indicates

UTF-8 encoding, the corresponding value field shall
contain a UTF-8 string using JSON escaping rules
described in RFC 4627 [5].

* Ifthe valuetransferencoding field indicates
base 64 encoding, the corresponding value field shall
contain a base 64-encoded string as described
in RFC RFC 4648 [19].

* Ifthe valuetransferencoding field indicates
JSON encoding, the corresponding value field shall
contain a JSON object.

* The value field shall not be provided when using
multi-part MIME.

* The value field shall only be provided when the
completionStatus field contains “Complete”.

If individual fields are specified in the GET request, only these fields are returned in the result body. Optional fields
that are requested but do not exist are omitted from the result body.
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11.4.7 Response status

The HTTP status codes that occur when reading a queue object using CDMI are described in Table 110.

Table 110: HTTP status codes - Read a queue object using CDMI

HTTP Status Description

200 OK The queue object content was returned in the response.

302 Found The resource is a reference to another resource.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Neot—Roceptabd The-serveris-unable-to-provide-the-objectin-the-contenttype-specified-in the
Accept header.

11.4.8] Examples

EXAMHLE 1: GET to the queue object URI to read all fields of the queue object:

-> GET /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
-I-> Host: cloud.example.com
-I-> Accept: application/cdmi-queue

-- HTTP/1.1 200 OK
-- Content-Type: application/cdmi-queue

-— "objectType": "application/cdmi-queue",

- "objectID": "00007E7F00104BE66AB53A9572F9ES51E",
- "objectName": "MyQueue",

- "parentURI": "/MyContainer/",

= "parentID" : "00007ED900104F67307652BAC9A37C93",
- - "domainURI": "/cdmi domains/MyDomain/",

- "capabilitiesURI": "/cdmi capabilities/queue/",
- — "completionStatus": "Completelsy

- "metadata": {},

- — "queueValues": "1-1",

- "mimetype": [

- "text/plain"

I~ ]l

- — "valuerange": [

- "0-19"

[~ ]I

- — "valuetransferencoding": [
= "utf-8"

I~ ]l

- "valuel' :\N\[

-— "F¥Dst Enqueued Value"

EXAMHLE 2 GET to the queue object URI to read the value and queue items of the queue object:

--> GET /cdmi/2.0.0/MyContainer/MyQueue?value&queueValues HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-queue

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-queue

<-- "queueValues" : "1-1",
<-- "value" : [
<-- "First Enqueued Value"

EXAMPLE 3: GET to the queue object URI to read the first five bytes of the value of the queue object:
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--> GET /cdmi/2.0.0/MyContainer/MyQueue?value:0-4 HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-queue

<-— HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-queue

<-- |

<-- "value" : [
<-- "First"
<-- 1

EXAMPLE 4: GET to the queue object URI to read two values of the queue object:

--> GET /cdmi/2.0.0/MyContainer/MyQueue?mimetype&valuerangegvalues=2 HTTP/1.1
-I-> Host: cloud.example.com
-I-> Accept: application/cdmi-queue

-- HTTP/1.1 200 OK
-- Content-Type: application/cdmi-queue

- "mimetype" : [

-— "text/plain",

- "text/plain"

I~ ]r

- "valuerange" : [

-— "0-19",

-— "0-20"

I~ ]l

- "value" : [

-— "First Enqueued Value",
- — "Second Enqueued Value"

EXAMRALE 5: GET to the queue object URI to read the queue object using multi-part MIME:

-+> GET /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
-I-> Host: cloud.example.com
-I> Accept: multipart/mixed

-- HTTP/1.1 200 OK
-- Content-Type: multipart/mixed; boundary=gc0p4Jg0M2Yt08j34cOp

- -—-gc0p4JgOM2Yt08334¢0p
- Content-Type: application/cdmi-queue

- "objectType"™:/ "application/cdmi-queue",
- "objectID™:/"00007ED9001035E14BD1BA70C2EE98FC",
- "objectNawme": "MyQueue",
- "par€ptURI": "/MyContainer/",
- - "pdréntID" : " 00007ED90010C2414303B5C6D4F83170",
- - tdemainURI": "/cdmi domains/MyDomain/",
- "GapabilitiesURI": "/cdmi capabilities/queue/",
- — "completionStatus": "Complete",
- — "metadata": {

<-- .

<-- I

<—- "queueValues": "1-2",

<-= "mimetype": [

<-= "application/octet-stream",

<-- "application/octet-stream"

<-- 1,

<-- "valuerange": [

<__ "O_19",

<-- "0-36"

<-- 1,

<-= "valuetransferencoding": [

<-- "base64",

<-- "base64"

<-= 1

<--}

(continues on next page)
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(continued from previous page)

<-- --gc0p4Jgq0M2Yt08334cOp
<-- Content-Type: application/octet-stream
<-- Content-Transfer-Encoding: binary

<—
<-- <20 bytes of binary data>
<__

<-- --gc0p4JgOM2Yt08334cOp

<-- Content-Type: application/octet-stream
<-- Content-Transfer-Encoding: binary

<—-
<-- <37 bytes of binary data>
<__

<-- --gc0p4JgOM2Yt08334cOp--

© ISO/IEC 2022 - All rights reserved 167


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

11.5 Update a queue object using CDMI

11.5.1 Synopsis

To update some or all fields in an existing queue object (excluding the enqueueing of values), the following request
shall be performed:

* PATCH <root URI>/<ContainerName>/<QueueName>

¢ PATCH <root URI>/<ContainerName>/<QueueName>?metadata=<metadataname>&. ..

* PATCH <root URI>/cdmi objectid/<QueueObjectID>

* PATCH <root URI>/cdmi objectid/<QueueObjectID>?metadata=<metadataname>&. ..
Where:

* Jroot URI> is the path to the CDMI cloud.

* JcontainerName> is zero or more intermediate containers.
* JoueueName> is the name of the queue object to be updated.
* qoueueObjectID> is the ID of the queue object to be updated.

11.5.2| Capabilities
Capabilities that indicate which operations are supported are shown in Table 1171:

Table 111: Capabilities - Update a queue object.using CDMI

Capability Location Descfiption
cdmi|modify metadata Queue object Ability to modify the metadata of an existing
gueue object
cdmi|object access by ID System wide Ability to access the object by ID
capability

11.5.3| Request headers
The HT|TP request headers for updating a €DMI queue object using CDMI are shown in Table 112

Table 112: Request headers - Update a queue object Using CDMI

Headér Type ‘Deéscription Requirejnent
Contgnt-Type Headefy, | ““application/cdmi-queue” Mandatepry
string

11.5.4] Request/message body

The redquest niessage body fields for updating a queue object using CDMI are shown in Table 113.

Table 113: Request message body - Update a queue object Using CDMI

Field Name Type Description Requirement
metadata JSON Metadata for the queue object. If present, the new Optional
object metadata specified replaces the existing object metadata.

If individual metadata items are specified in the URI, only
those items are replaced; other items are preserved. See
clause 16 for a further description of metadata.

domainURTI JSON URI of the owning domain Optional

string « If different from the parent domain, the user shall
have the “cross-domain” privilege (see
cdmi_member privileges in Table 80).

« If not specified, the existing domain shall be
preserved.

continues on next page
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Table 113 — continued from previous page

Field Name

Type

Description

Requirement

deserialize

JSON
string

URI of a CDMI data object with a value that contains a
queue object serialized as specified in clause 15. The
serialized queue object shall be deserialized to update the
existing queue object.

« If the destination queue object URI and the source
serialized queue object URI both do not specify
individual fields, the destination queue object shall be
replaced with the contents of the serialized source
queue object, with the exception that the destination
queue values shall be preserved. See 11.7 to
deserailize enqueued items.

« If the destination queue object URI or the source
serialized queue object URI specifies individual

Optional®

fields, only the fields specified shall be used to
update the destination queue object. If specified
fields are not present in the source, these fields shall
be ignored. If the value field is specified, it shall be
ignored.

« If the destination queue object URI and the sourcé
serialized queue object URI both specify fields; an
HTTP status code of 400 Bad Request shall be
returned to the client.

If there are insufficient permissions to read théSefialized
queue object at the source URI or update theyqueue object
at the destination URI, or if the read opefation fails, the
update shall return an HTTP status cade*of 400 Bad
Request, and the destination queue object shall not be
updated.

Copy

JSON
string

URI of a source CDMI queue-agbject that shall be copied
into the existing destination qleue object.

« If the destination gueue object URI and the copy
source queue object URI both do not specify
individual fieldsithe destination queue object shall be
replaced with.the source queue object, with the
exception‘that the destination queue values shall be
preserved. See 11.7 to copy enqueued items.

« If the~destination queue object URI or the copy
saurce queue object URI specifies individual fields,
only the fields specified shall be used to update the
destination queue object. If specified fields are not
present in the source, these fields shall be ignored. If
the value field is specified, it shall be ignored.

« If the destination queue object URI and the copy
source queue object URI both specify fields, an
HTTP status code of 400 Bad Request shall be
returned to the client.

If there are insufficient permissions to read the queue
object at the source URI or update the queue object at the
destination URI, or if the read operation fails, the update
shall return an HTTP status code of 400 Bad Request,
and the destination queue object shall not be updated.

Optiona

N

continuas-on-nex
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Table 113 — continued from previous page

Field Name Type Description Requirement
deserialize JSON A queue object serialized as specified in clause 15 and Optional®
— value string encoded using base 64 encoding rules described in RFC

4648 [19], that shall be deserialized to update the existing
queue object.

The object ID of the serialized queue object shall match the
object ID of the destination queue object. Otherwise, the
server shall return an HTTP status code of 400 Bad
Request.

« If the destination queue object URI does not specify
individual fields, the destination queue object shall be
replaced with the contents of the serialized source
queue object, with the exception that the destination

guete vatues stattbepreserved—See—+7t0
deserailize enqueued items.

« If the destination queue object URI specifies
individual fields, only the fields specified shall be
used to update the destination queue object. If
specified fields are not present in the source, these
fields shall be ignored. If the value field is specifiedyit
shall be ignored.

If there are insufficient permissions update the queue
object at the destination URI, the update shall return an
HTTP status code of 400 Bad Request, and'the
destination queue object shall not be updated.

11.5.5| Response header

The HT|TP response header for updating a CDMI queue objectwusing CDMI is shown in Table 114

Table 114: Response header - Update a queue object Using CDMI

Headé¢r Type Description \\\‘ Requirement
Locafion Header | The server shall'respond with an absolute URI to which the | Conditignal
string reference redirects if the object is a reference.

11.5.6| Response message body

A respdnse body can be provided as per RFC 2616 [23].

11.5.7| Response status

Tpble 115 deseribes the HTTP status codes that occur when updating a queue object using CDMI.

Table 115: HTTP status codes - Update a queue object using CDMI

HTTP| Status

Description

204 No Content

‘The data object content was returned in the response.

302 Found

The resource is a reference to another resource.

400 Bad Request

The request contains invalid parameters or field names.

401 Unauthorized

The authentication credentials are missing or invalid.

403 Forbidden

The client lacks the proper authorization to perform this request.

404 Not Found

The resource was not found at the specified URI.

409 Conflict

The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

2 Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored.
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11.5.8 Examples

EXAMPLE 1: PATCH to the queue object URI to set new metadata:

--> PATCH /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-queue

__> {
-——> "metadata" : {

- }
-—> }

<-- HTTP/1.1 204 No Content

EXAMHALE 2: PATCH to the queue object URI to move six queue values from another queue:

-I-> PATCH /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
-|-> Host: cloud.example.com
-I-> Content-Type: application/cdmi-queue

> "move": "/MyContainer/SourceQueue?value:10-15"
> }

-- HTTP/1.1 204 No Content
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11.6 Delete a queue object using CDMI

11.6.1

Synopsis

To delete an existing queue object, along with all enqueued values, the following request shall be performed:

¢ DELETE <root URI>/<ContainerName>/<QueueName>

* DELETE <root URI>/cdmi objectid/<QueueObjectID>

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers.

11.6.2

Capabi

OueueName> is the name of the queue object to be deleted.

Capability

QueueObjectID> is the ID of the queue object to be deleted.

ities that indicate which operations are supported are shown in Table 116.

Table 116: Capabilities - Delete a queue object using CDMI

Capability Location Description "
cdmi|delete queue Queue object Ability to deletean existing queue object
cdmi|object access by ID System wide Ability to access the object by ID
capability
11.6.3| Request header

Reques

11.6.4

A requs

11.6.5

Respon

11.6.6)

A respg

t headers can be provided as per RFC 2616 [23].

Request message body

st body can be provided as per RFC\2616 [23].

Response headers

Response message body

nse body*can be provided as per RFC 2616 [23].

se headers can be proyided as per RFC 2616 [23].
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11.6.7 Response status

Table 117 describes the HTTP status codes that occur when deleting a queue object using CDMI.

Table 117: HTTP status codes - Delete a queue object Using CDMI

HTTP Status Description

204 No Content The queue object was successfully deleted.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

409 Conflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the server.

11.6.8| Example

EXAMHLE 1: DELETE to the queue object URI:

-+> DELETE /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
-I-> Host: cloud.example.com

-- HTTP/1.1 204 No Content
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11.7 Enqueue a new queue object value using CDMI

11.7.1 Synopsis

To enqueue one or more values into an existing queue object, the following request shall be performed:

¢ POST <root URI>/<ContainerName>/<QueueName>

* POST <root URI>/cdmi objectid/<QueueObjectID>

Where:

* <root URI> is the path to the CDMI cloud.

* <ContainerName> is zero or more intermediate containers that already exist, with one slash (i.e., “/”) be-
tween each pair of container names.

* JoueueName> is the name of the queue object to be enqueued into.

* JoueueObjectID> is the ID of the queue object to be enqueued into.

11.7.2| Capabilities

Capabilities that indicate which operations are supported are shown in Table 118.

Table 118: Capabilities - Enqueue a new queue object value‘using CDMI

Capability Location Description O\U
cdmi|modify value Queue object Ability to englieue a value into an existing
queue object
cdmi|multipart mime System wide Ability’to modify a queue object using mul{i-part
capability MIME
cdmi|object access by ID System wide Ability to access the object by ID
capability

11.7.3] Request headers

The HT[TP request headers for enqueuing a new*CDMI queue object value using CDMI are shown in Tablg 119

Table 119: Request-headers - Enqueue a new queue object value using

CDMI
Headér Type | Déscription Requirejnent
Cont¢nt-Type Header\| “application/cdmi-queue” or ‘multipart/mixed” Mandatpry
string

If “multipart/mixed”, the first part shall contain a body
of content-type “application/cdmi-queue”, and the
subsequent parts shall contain the queue values as

described in 8.4.

174
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11.7.4 Request message body
The request message body fields for enqueuing a new queue object value using CDMI are shown in Table 120.

Table 120: Request message body - Enqueue a new queue object value
using CDMI

Field Name Type Description Requirement

mimetype JSON MIME type(s) of the data value(s) to be enqueued into the Optional

array of | queue object.

JSON « If this field is not included and multi-part MIME is not

strings being used, the value of “text/plain” shall be
assigned as the field value.

« If this field is not included and multi-part MIME is
being used, the value of the “Content-Tvpe”
header of the corresponding MIME part shall be
assigned as the field value.

* The same number of array elements shall be present
as is present in the value field, and the mimetype
field shall be associated with the value in the
corresponding position.

» This mimetype field value shall be converted tg lower
case before being stored.

copy JSON URI of a source CDMI data object or queue object from Optiona

string which the value shall be copied and enqueued:

« If a copy source object URI to a data)object is
provided, the value, mimetype, and
valuetransferencoding field values from the source
data object are used to enqudeue the new item into
the destination queue object.

« If a copy source object'URI to a queue object is
provided, the corresponding value, mimetype, and
valuetransferencoding field values of the specified
number of engueued items in the source queue
object are copied to the destination queue object.

move JSON URI of a source’ CDMI data object or queue object from Optiona

string which the.value shall be moved and enqueued.

« If<@-move source object URI to a data object is
provided, the value, mimetype, and
valuetransferencoding field values from the source
data object are used to enqueue the new item into
the destination queue object, and the source data
object is atomically deleted.

« If a move source object URI to a queue object is
provided, the corresponding value, mimetype, and
valuetransferencoding field values of the specified
number of enqueued items in the source queue
object are transferred to the destination queue object
and atomically removed from the source queue
object.

contintesormrmex page
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Table 120 — continued from previous page

Field Name Type Description Requirement
valuetransfer JSON The value transfer encoding used for the queue object Optional
— encoding array of | value. Two value transfer encodings are defined:

JSON * “ut £-8” indicates that the queue object value

strings contains a valid UTF-8 string, and shall be

transported as a UTF-8 string in the value field.

* “base64” indicates that the queue object value may
contain arbitrary binary sequences, and shall be
transported as a base 64 encoded string in the value
field. Setting the contents of the queue object value
field to any value other than a valid base 64 string
shall result in an HTTP status code of 400 Bad
Request being returned to the client.

+ “1son” indicates that the queue object value contains
a valid JSON object, and the value field shall contain
a JSON object. Setting the contents of the queue
object value field to any value other than a valid
JSOM object shall result in an HTTP status code of
400 Bad Request being returned to the client.

« If this field is not included and multi-part MIME is, Aot
being used, the value of “ut £-8" shall be assigned
as the field value.

« If this field is not included and multi-part MIME is
being used, the value of “ut £-8” shall be‘assigned
as the field value if the “Content-Tgpe” header of
the corresponding MIME part includes the charset
parameter as defined in RFC 2046-0f “ut £-8” (e.g.,
“; charset=utf-8"). Otherwise; the value of
“pase64” shall be assignedsas the field value. This
field applies only to the.€ncoding of the value when
represented in JSON; the
“Content-Transfer-Encoding” header of the
part specifies the’encoding of the value within a
multi-part MIME/equest, as defined in RFC 2045 [9].

valug JSON Data to be enqueued into the queue object. Optional®
array of « If this field is not included and multi-part MIME is
JSON being-used, the contents of the MIME parts shall be
strings assigned as the field value.

« [If the corresponding valuetransferencoding field
indicates UTF-8 encoding, the value shall be a
UTF-8 string escaped using the JSON escaping
rules described in RFC 4627 [5].

« If the corresponding valuetransferencoding field
indicates base 64 encoding, the value shall be first
encoded using the base 64 encoding rules as
described in RFC 4648 [19].

« If the corresponding valuetransferencoding field
indicates JSON encoding, the value shall contain a
JSON object.

3 Only one of these fields shall be specified in any given operation. Except for value, these fields shall not be stored. If more than one
of these fields is supplied, the server shall respond with an HTTP status code of 400 Bad Request.
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11.7.5 Response headers

Response headers can be provided as per RFC 2616 [23].

11.7.6 Response message body

A response body can be provided as per RFC 2616 [23].

11.7.7 Response status

Table 121 describes the HTTP status codes that occur when enqueuing a new queue object using

DMI
Table 121: HTTP status codes - Enqueue a new queue object value Using
CDMI
HTTH| Status Description O
204 Yo Content The new queue object values were enqueued.
400 Bad Request The request contains invalid parameters or field names!
401 Pnauthorized The authentication credentials are missing or invalid.
403 Forbidden The client lacks the proper authorization to perfofm this request.
404 Yot Found The resource was not found at the specifiedURI.
409 fonflict The operation conflicts with a non-CDMI(ccess protocol lock or has caused
a state transition error on the server.

11.7.8] Examples

EXAMHLE 1: POST to the queue object URI a new value:

-+> POST /cdmi/2.0.0/MyContainer/MyQueus HTTP/1.1
-|-> Host: cloud.example.com

-I-> Content-Type: application/cdmi-guete

>

> {

-+> "mimetype" : [

-+> "text/plain"

> ] ’

—+> "value" : [

-+> "Value to Enqueue™
1> ]

-+> )

- HTTP/1.1 204 _No Content

EXAMHLE 2: POST to'the queue object URI to copy an existing value:

-I> POSIN/¢€dmi/2.0.0/MyContainer/MyQueue HTTP/1.1
-|-> HOsb: cloud.example.com

>/ coritent-Type: application/cdmi-object

>

—_> {
-—> "copy" : "/MyContainer/MyDataObject.txt"
- }

<-- HTTP/1.1 204 No Content
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EXAMPLE 3: POST to the queue object URI to transfer 20 values from another queue object:

--> POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

-—> "move" : "/MyContainer/FirstQueue?values=20"
—-_> }

<-- HTTP/1.1 204 No Content

EXAMPLE 4: POST to the queue object URI two new values:

--> POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
--> Host: cloud.example.com

Fre et e e Lol b e e a
>
-+> {
-+> "mimetype" : [
-+> "text/plain",
-+> "text/plain"
> 1,
-+> "value" : [
—+> "First",
-+> "Second"
—1> ]
—t> }

-- HTTP/1.1 204 No Content

EXAMHALE 5: POST to the queue object URI two new values, one with base 64 transfer encoding and one with utf-8
transfell encoding:

-> POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/INA
-|-> Host: cloud.example.com

-I-> Content-Type: application/cdmi-object
>

—t> {

> "mimetype": [

-1> "text/plain",

-+> "text/plain",

> "application/json"

T 1,

-+> "valuetransferencoding'l: T
> "utf-8",

> "baseo6d",

-+> "json"

T 1,

-1> "value": [

> "First",

> "U2Vib28kY,

1> {

-+> Yalte" @ "test"

—t> }

-~ @TTP/1.1 204 No Content
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EXAMPLE 6: POST to the queue object URI the binary contents of two new values using multi-part MIME:

POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: multipart/mixed; boundary=gcOp4JqgOM2Yt08j34cOp

--gc0p4Jg0M2Yt08534cOp
Content-Type: application/cdmi-queue

{}
--gc0p4Jg0M2Yt08534cOp
Content-Type: application/octet-stream

Content-Transfer-Encoding: binary

<20 bytes of binary data>

--gc0p4Jg0M2Yt08534cOp

Content-Type: application/octet-stream
Content-Transfer-Encoding: binary

<37 bytes of binary data>
--gc0p4Jg0M2Yt08j34cOp--

HTTP/1.1 204 No content

EXAMH
MIME:

LE 7: POST to the queue object URI the mime types and binary contents.of two new values using multi-part

POST /cdmi/2.0.0/MyContainer/MyQueue HTTP/1.1
Host: cloud.example.com
Content-Type: multipart/mixed; boundary=gcOp4JgOM2Yt083j34cOp

--gc0p4Jg0M2Yt08334cOp
Content-Type: application/cdmi-queue

{
"mimetype" : [
"application/pdf",
"image/jpeg"
}
--gc0p4Jg0M2Yt08334cOp
Content-Type: applicatigon/octet-stream
Content-Transfer-Enceding: binary
<20 bytes of binary.data>
--gc0p4Jg0M2Y£08334c0p
Content-Typé: japplication/octet-stream
Content-Tfansfer-Encoding: binary
<37 bytés of binary data>
-79c0p4Jg0M2Yt08534cO0p--

HTTP/1.1 204 No content
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11.8 Delete a queue object value using CDMI

11.8.1 Synopsis

To delete one or more of the oldest enqueued values in an existing queue, the following request shall be performed:
e DELETE <root URI>/<ContainerName>/<QueueName>?value
e DELETE <root URI>/<ContainerName>/<QueueName>?values=<count>
* DELETE <root URI>/<ContainerName>/<QueueName>?values=<range>
* DELETE <root URI>/cdmi objectid/<QueueObjectID>?value
* DELETE <root URI>/cdmi objectid/<QueueObjectID>?values=<count>
* DELETE <root URI>/cdmi objectid/<QueueObijectID>?values=<range>
Where:
* Jroot URI> is the path to the CDMI cloud.

* JContainerName> is zero or more intermediate containers.
* JoueueName> is the name of the queue object to be deleted from.
* qoueueObjectID> is the ID of the queue object to be deleted from.

* Jcount> is the number of values, starting from the oldest, to be removed from/the queue object. [If more
ueue object entries are requested to be deleted than exist in the queue object,the count shall be considered
qual to the number of entries in the queue object.

[olNe)

* Jrange> is the lowest to highest numbers as found in the queueValues field that are to be removgd from
e queue object. The first range value shall be smaller or equal to.the lowest queue value. If the firgt range
lue is smaller than the lowest queue value, the lowest existing queue value shall be used. If the firgt range
lue is larger than the lowest queue value, an HTTP status-code of 400 Bad Request shall be returned
tg the client. If the second range value is higher than the highest existing queue value, the highest pxisting
queue value shall be used, which allows for idempotent.gueue value deletion.

—

The “?Value” suffix at the end of the queue resource URI shallbe included to distinguish the deletion of th¢ oldest
value frpm the deletion of the queue object itself, as described in 11.6 (which deletes all enqueued values)

11.8.2| Capabilities
Capabilities that indicate which operations are’supported are shown in Table 122.

Table 122: Capabilities - Delete a queue object value using CDMI

~7

Capability N Location Description
cdmi|modify value Queue object Ability to delete a value from an existing qlieue
object
cdmi|object accesswby ID System wide Ability to access the object by ID
capability

11.8.3| Request header

R 1adtbhan r = pravadad oo rnar DEC 2040 [221]
equestheaders-ean-be-provided-as-perRFG2646{23}
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11.8.4 Request message body

A request body can be provided as per RFC 2616 [23].

11.8.5 Response headers

Response headers can be provided as per RFC 2616 [23].

11.8.6 Response message body

A response body can be provided as per RFC 2616 [23].

11.8.7| Response status

Table 1p3 describes the HTTP status codes that occur when deleting a queue object value using"CDMI.

Table 123: HTTP status codes - Delete a queue object value using CDMI
N

HTTP| Status Description .

204 Yo Content The queue object value was successfully deleted.

400 Bad Request The request contains invalid parameters or fieldnames.

401 Pnauthorized The authentication credentials are missing-or’invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Yot Found The resource was not found at the specified URI.

409 ¢onflict The operation conflicts with a non-CDMI access protocol lock or has caused
a state transition error on the/server.

11.8.8| Examples

EXAMHALE 1: DELETE to the queue object URI value'to delete the oldest enqueued value:

-> DELETE /cdmi/2.0.0/MyContaineryMyQueue?value HTTP/1.1
-|-> Host: cloud.example.com

-- HTTP/1.1 204 No Content

EXAMHALE 2: DELETE to the queueobject URI value to remove the ten oldest values:

-> DELETE /cdmi/2-0:0/MyContainer/MyQueue?values=10 HTTP/1.1
-I-> Host: cloud.,example.com

- HTTP/1.1,204 No Content

EXAMHLE 3: DELETE to the queue object URI value to remove queue values 10 through 19:

> DELBTE /cdmi/2.0.0/MyContainer/MyQueue?values=10-19 HTTP/1.1
> Host: cloud.example.com

<-- HTTP/1.1 204 No Content
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Clause 12

Capability
using-CbMI|

12.1 |Overview

object resource operations

Capability objects indicate what specific functionality and operations are supported/by a given CDMI seryer, and

allow CPMI clients to discover what subset of this International Standard is implemented.
All CDNII servers shall support capabilities and the ability for CDMI clients tolread capabilities.

Each CDMI capability object is represented as a JSON object, containingone or more “fields”. For example, the
“capablilities” field contains specific capability items.

EXAMHALE 1: CDMI capability object

{
"objectType"
"objectID":

"objectName"
"parentURI":
"parentID":

"capabilitie

},

"children":
"domainA™,
"guete/"

}

"cdmi domains":
"cdmi export nfs": "true!l,

"cdmi export iscsi": 'grue",
"cdmi queues":
"cdmi notification™:\Y'true",
"cdmi query":
"cdmi metadatagmaxsize": "4096",
"cdmi metadat@-maxitems": "1024"

"childrenrange":

: "application/cdmi-capabilitiy¥)
"00007E7F00104BE66AB53A9572F9F51E",
: "cdmi capabilities/",

"/ll’
"00007E7F0010128E42D87EE84F5A6560",
s": |
"true",

"true",

"trueY,

"0—3",
£

"contadfier/",
"datacbject/",

The meaning, use, and permitted values of each field is described in 12.3.

182
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12.2 Capability object details

12.2.1 Capability object addressing

Capability objects are addressed in CDMI in two ways:
» by name (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_ capabilities/);and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007E7F00104BE66AB53A9572F9F51E/).

Every capability object has a single, globally-unique object ID that remains constant for the life of the object. Each
capability object may also have one or more URI addresses that allow the capability object to be accessed.

When a capability object is addressed via more than one unique URIs, all operations may be performed through any
of these URIs. For example, a capability object may be accessible via multiple virtual hosting paths, where https: /
/cloudl.example.com/cdmi/2.0.0/users/snia/cdmi/cdmi_capabilities/ is also accessible through
https{//snia.example.com/cdmi/2.0.0/cdmi cabilities/.

Following the URI conventions for hierarchical paths, capability URIs shall consist of one or more capability names
that arg separated by forward slashes (“/”) and that end with a forward slash (“/”).

If a reqyest is performed against an existing capability resource and the trailing slash at the end-efthe URI is pmitted,
the seryer shall respond with an HTTP status code of 301 Moved Permanently. Inaddifion, a Location|header
contain|ng the URI with the trailing slash added shall be returned.

Capabilities may also be nested.
HXAMPLE 2: The following URI represents a nested capability:
https://cloud.example.com/cdmi/2.0.0/cdmi capabilities/container/

A nestgd capability has a parent capability object, and shall be included ifthe children field of the parent capability
object.

12.2.2) Capability object fields

Every GDMI object (excluding capability objects) includesa server-generated “capabilitiesURI” field that con-
tains the URI of the capabilities object that describes which operations are permitted for that CDMI object.

Fig. 8 (fhown on the next page) shows the hierarchy of capabilities and shows how the capabilitiesURI lifks data
objects| container objects, queue objects and domain objects into the capabilities tree.

“/| Root URI capabilitiesURl | «cami_cababilities/*

capabilitiesURI

mydomain/ “domain/*

capabilitiesURI

mycontainer/ “container/*

capabilitiesURI

mygoldcontainer/ “gold_contaipher/*

capabilfiesURI

mydataobject

“dataobject/*

capabilitiesURI

myimmutabledataobject

“immutable/*

capabilitiesURI

myqueue

Fig. 8: Hierarchy of capabilities

© ISO/IEC 2022 - All rights reserved

183


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

184

System-wide capabilities are described by the root capabilities object, which is accessible at “<root URI>/
cdmi capabilities/”.

Capabilities cannot be altered by clients, but may be changed by the CDMI server to reflect configuration changes
or operational changes. For example, if a CDMI server is upgraded or reconfigured, additional capabilities may
become present, or existing capabilties may no longer be present. In practice, capabilities rarely change, and a
client can assume that they shall remain constant for the duration of a client-server HTTP/HTTPS session.

Cloud clients should use capabilities to discover what operations are supported. If an operation is attempted on a
CDMI object that does not have a corresponding capability, an HTTP status code of 400 Bad Request shall be
returned to the client.

The capabilities defined as part of this International Standard are described starting in 12.2.7. Vendor-defined

capabilities not specified in this International Standard shall not start with “cdmi_”".

12 2 o B aP"S70N T4 H IWEPN 4P-O-X W VPN P92 P P9
ks vapavity  vpjeotmoiauata

Capability objects do not have metadata.

12.2.4 Capability object access control

Capability objects are not subject to CDMI ACLs. Any authenticated CDMI client shall be capable of redding all
Capability objects’ .

Capabilities may differ from the operations permitted by an Access Control List(ACL) (see 17.1) associafed with
a given|object. For example, a read-only cloud may not permit write access to-a container or object, despite the
presenge of an ACL allowing write access.

12.2.5 Queue object consistency

Capabilitiy objects are read-only.

12.2.6 Capability object representations

The refresentations in this clause are shown using JSON notation. Both clients and servers shall supporf UTF-8
JSON representation. The request and respanse body JSON fields may be specified or returned in any order, with
the excgption that, if present, for capability objects, the “childrenrange” and “children fields” shalllappear
last anqd in that order.

' A CDMI Server may filter the visibility of capability objects and/or capability items for security purposes, for example, to prevent the
client discovery of the names and characteristics of classification levels above the client’'s maximum classification level. Such filtering is
out of scope of this International Standard.
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12.2.7 Cloud storage system-wide capabilities

Table 124 defines the system-wide capabilities in a cloud storage system. These capabilities, which are found in

the capabilities object, are referred to by the root URI (root capabilities).

Table 124: System-wide capabilities

Capability name

Type

Definition

cdmi domains

JSON string

If present and “t rue”, the CDMI server supports
domains.

If not present, the domainURI field shall not be
present in response bodies and the “cdmi_domains”
URI shall not be present.

cdmi

_export smb

JSON string

If present and “t rue”, the CDMI server supports SMB

EXports.

cdmi |

| dataobjects

JSON string

If present and “true”, the CDMI server support$ data

objects.

cdmi |

| export_iscsi

JSON string

If present and “t rue”, the CDMI server sdpport$
iSCSI exports.

cdmi |

| export nfs

JSON string

If present and “t rue”, the CDMI\Server support$ NFS
protocol exports.

cdmi |

| export occi iscsi

JSON string

If present and “t rue”, the CDMI server support$
OCCI/iSCSI exports.

cdmi |

| export webdav

JSON string

If present and “t rue”\the CDMI server support$
WebDAV exports.

cdmi |

| metadata maxitems

JSON string

If present, this €apability indicates the maximur
number of uséridefined metadata items supported
per object:

If not preseént, there is no limit placed on the number
of user-defined metadata items.

cdmi |

| metadata maxsize

JSON string

If<present, this capability indicates the maximuni size,
in bytes, of each user-defined metadata item
supported per object.

If not present, there is no limit placed on the siz¢ of
user-defined metadata items.

cdmi |

| metadata maxtotalsize

JSON string

If present, this capability indicates the maximuni size,
in bytes, of user-defined metadata supported by the
CDMI server.

If not present, there is no limit placed on the siz¢ of
user-defined metadata.

cdmi |

| notification

JSON string

If present and “true”, the CDMI server support$
notification queues.

cdmi

|logging

JSON string

If present and “true”, the CDMI server support$
logging queues.

cdmi

lquery

JSON string

If present and “true”, the CDMI server support$
query queues.

cdmi |

| query\ Tegex

JSON string

If present and “true”, the CDMI server support$
query with regular expressions.

cdmi

quéry contains

JSON string

If present and “true”, the CDMI server support$

query with “contains” expressions.

cdmi query tags

JSON string

If present and “true”, the CDMI server supports
query with tag-matching expressions.

cdmi query value

JSON string

If present and “true”, the CDMI server supports
query of value fields.

cdmi queues

JSON string

If present and “true”, the CDMI server supports
queue objects.

cdmi security access control

JSON string

If present and “true”, the CDMI server supports
ACLs. See 12.2.9 for additional information.

cdmi security data integrity

JSON string

If present and “true”, the CDMI server supports data
integrity/authenticity. See 12.2.9 for additional
information.

© ISO/IEC 2022 - All rights reserved

continues on next page

185


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

186

Table 124 — continued from previous page

Capability name

Type

Definition

cdmi security encryption

JSON string

If present and “true”, the CDMI server supports data
at-rest encryption. See 12.2.9 for additional
information.

cdmi security immutability

JSON string

If present and “true”, the CDMI server supports data
immutability/retentions. See 12.2.9 for additional
information.

cdmi security sanitization

JSON string

If present and “true”, the CDMI server supports
data/media sanitization. See 12.2.9 for additional
information.

cdmi serialization json

JSON string

If present and “true”, the CDMI server supports
JSON as a serialization format.

cdmi _snapshots

JSON string

If present and “t rue”, the CDMI server support

snhapshots.

cdmi| references

JSON string

If present and “true”, the CDMI server support$
references.

cdmi|object move from local

JSON string

If present and “true”, the CDMI server, support
moving CDMI objects from URIs within the sam
storage system.

%

cdmi|object move from remote

JSON string

If present and “true”, the CDMI server support$
moving CDMI objects from URIs within other CO)MI
storage systems.

cdmi|object move from ID

JSON string

If present and “t rueg”;\the CDMI server support$
moving CDMI objécts without a path from a
/cdmi_objectid/ URI within the same storage
system. This gffectively adds a path, allowing tHe
object to beraccessed by ID and by path.

cdmi|object move to ID

JSON string

If present and “true”, the CDMI server support$
moving.CDMI objects with a path to a
/cdmi objectid/ URI within the same storage
system. This effectively removes the path, leavipg the
object only accessible by ID.

cdmi|object copy from local

JSON string

If present and “true”, the CDMI server support
copying CDMI objects from URIs within the sam
storage system.

[

cdmi|object copy from remote

JSON string

If present and “true”, the CDMI server support$
copying CDMI objects from URIs within other CDMI
storage systems.

cdmi|object access by ID

JSON string

If present and “true”, the CDMI server support$
accessing, updating, and deleting objects through
/cdmi_objectid/.

cdmi|post dataobject by ID

JSON string

If present and “true”, the CDMI server support$
adding a new data object by ID via POST to
“/cdmi_objectid/”.

cdmi|post quede oy ID

JSON string

If present and “true”, the CDMI server support$
adding a new queue object by ID via POST to
“/cdmi_objectid/”.

cdmi|deserialize dataobject
— by] IB

JSON string

If present and “true”, the CDMI server support$
deserializating serialized data objects when cre;rting

ato o $ b 1IN s DOCT ¢+

PV~ |
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“/cdmi_objectid/”.

cdmi deserialize queue by ID

JSON string

If present and “true”, the CDMI server supports
deserializating serialized queue objects when
creating a new queue object by ID via POST to
“/cdmi_objectid/”.

cdmi serialize dataobject
— to ID

JSON string

If present and “true”, the CDMI server supports
serializing data objects when creating a new data
object by ID via POST to “/cdmi_objectid/”.

cdmi serialize domain to ID

JSON string

If present and “true”, the CDMI server supports
serializing domain objects when creating a new data
object by ID via POST to “/cdmi_objectid/"

continues on next page
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Table 124 — continued from previous page

Capability name Type Definition
cdmi serialize container JSON string If present and “t rue”, the CDMI server supports
— to_ID serializing container objects when creating a new
data object by ID via POST to “/cdmi_objectid/”.
cdmi_serialize queue to ID JSON string If present and “true”, the CDMI server supports
serializing queue objects when creating a new data
object by ID via POST to “/cdmi_objectid/”.
cdmi copy dataobject by ID JSON string If present and “true”, the CDMI server supports
copying an existing data object when creating a new
data object by ID via POST to “/cdmi_objectid/”.
cdmi_copy queue by ID JSON string If present and “true”, the CDMI server supports
copying an existing queue object when creating a
new queue object by ID via POST to
"/cdmi_objectid/”
cdmi| create reference by ID | JSON string If present and “t rue”, the CDMI server supports
creating a new reference via POST to
“/cdmi_objectid/”.
cdmi| copy dataobject JSON string If present and “true”, the CDMI server support$ the
— from queue ability to copy to a data object frona queue objgct.
cdmi|multipart mime JSON string If present and “true”, the CDMI server support$
storing and retrieving the value of data and quelie
objects using multi-part MIME.
cdmi|create value range JSON string If present and “t rue”;the CDMI server supports a
< by ID new data object’svalue to be created with byte
ranges through “Acdmi objectid/”.
cdmi]dac JSON string If present and(“frue”, the CDMI server support$
delegated<@access control.
cdmi|dac_methods JSON array If present, this capability contains a list of URI
of JSON schemeés supported for DAC URIs, as specified|in the
strings IANA'URI Schemes registry.
The'following schemes shall be supported:
* “https” — mandatory for all DAC
implementations
The following schemes may be supported:
+ “http” — optional for DAC implementations
* “mailto” — optional for DAC implementatiops
cdmi|enc_cms JSON string If present and “true”, the CDMI server support$
operations against the contents of CMS encrypted
objects.
cdmi|enc jwe JSON string If present and “true”, the CDMI server support$
operations against the contents of JWE encrypted
objects.
cdmi|enc_inplace JSON string If present and “true”, the CDMI server support$
operations to encrypt and decrypt objects in plage,
including updates.
cdmi|enc_abdcess JSON string If present and “true”, the CDMI server support$
operations to decrypt objects on access.
cdmi| cfi€, encryption JSON array If present, this capability lists which CMS
of JSON ContentFEncryptionAlgorithmIdentifie
strings encryption algorithms are supported for operations
against the contents of CMS encrypted objects.
cdmi_cms digest JSON array If present, this capability lists which CMS
of JSON MessageAuthenticationCodeAlgorithm digest
strings algorithms are supported for operations against the
contents of CMS encrypted objects.
cdmi_cms_signature JSON array If present, this capability lists which CMS
of JSON SignatureAlgorithmIdentifier signature
strings algorithms are supported for operations against the

contents of CMS encrypted objects.
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Table 124 — continued from previous page

Capability name Type Definition
cdmi jwe enc JSON array If present, this capability lists which JOSE “enc”
of JSON encryption algorithms are supported for operations
strings against the contents of JWE encrypted objects, as
defined in RFC 7518 [15].
cdmi jwe alg JSON array If present, this capability lists which JOSE “a1g”
of JSON encryption algorithms are supported for operations
strings against the contents ofJIWE encrypted objects, as
defined in RFC 7518 [15].
cdmi jws_alg JSON array If present, this capability lists which JOSE “a1g”
of JSON encryption algorithms are supported for operations
strings against the contents of JWS signatures, as defined in
RFC 7518 [15].
cdmi|valuetransferencoding [ JSON string It present and "true’, the CDMI server support$
— jslon JSON value transfer encodings.
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12.2.8 Storage system metadata capabilities

Table 125 defines the capabilities for storage system metadata in a cloud storage system. These capabilities are
found in the capabilities objects for domain objects, data objects, container objects, and queue objects. See 16.2
for a description of these storage system metadata items.

Table 125: Capabilities for storage system metadata

Capability name Type Definition

cdmi_acl JSON string If present and “true”, the CDMI server supports
ACLs. When a CDMI implementation supports ACLs
for the purpose of access control, the system-wide
capability of cdmi security access control
specified in 12.2.7 of 12.2.7 shall also be set to

“true”.

If not present, there is no support for ACL-base(Il
access control.

cdmi| size JSON string If present and “true”, the CDMI server'shall geperate
a cdmi_size storage system metadata for each
stored object.

cdmi|ctime JSON string If present and “t rue”, the CDMI'server shall geperate
a cdmi_ctime storage system'metadata for egch
stored object.

cdmi]atime JSON string If present and “t rue”, thexCDMI server shall geperate
a cdmi_atime storage'system metadata for egch
stored object.

cdmi|mtime JSON string If present and “true”, the CDMI server shall geperate
a cdmi_mpime’storage system metadata for eqch
stored objett.

cdmi] acount JSON string If presentand “true”, the CDMI server shall geperate
a cdni’ acount storage system metadata for gach
stored object.

cdmi|mcount JSON string If present and “t rue”, the CDMI server shall geperate
a cdmi_mcount storage system metadata for dach
stored object.

cdmi]|dac_uri JSON string If present and “t rue”, the CDMI server support
delegated access control metadata.

cdmi|dac_certificate JSON string If present and “t rue”, the CDMI server support
delegated access control metadata.

cdmi|enc_signature JSON string If present and “t rue”, the CDMI server shall geperate

a cdmi_signature storage system metadata for
each stored object when a corresponding sign| id
data system metadata item is present.

cdmi|version object JSON string If present and “t rue”, the CDMI server shall geperate
acdmi version object storage system mefadata
for each version-enabled data object and data dbject

version.

cdmi| version—Current JSON string If present and “t rue”, the CDMI server shall geperate
acdmi_version current storage system
metadata for each version-enabled data object and
data object version. T

cdmi_version oldest JSON array If present and “t rue”, the CDMI server shall generate
of JSON acdmi_version oldest storage system metadata
strings for each version-enabled data object and data object
version.
cdmi_version parent JSON string If present and “t rue”, the CDMI server shall generate

acdmi version parent storage system metadata
for each data object version that has a previous

version.
cdmi version children JSON array If present and “t rue”, the CDMI server shall generate
of JSON acdmi_version children storage system
strings metadata for each data object version.
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12.2.9 Data system metadata capabilities

Table 126 defines the capabilities that indicate which data system metadata items are interpreted for objects stored
in a cloud storage system. These capabilities are found in the capabilities objects for domains, data objects, con-
tainers, and queues. See 16.3 for a description of the meaning of the corresponding data system metadata items.

Table 126: Capabilities for data system metadata

Capability name Type Definition
cdmi_assignedsize JSON string If present and “true”, the CDMI server supports the

cdmi_ assignedsize data system metadata as
defined in 16.3.

cdmi data redundancy JSON string If present, the CDMI server supports the
cdmi data redundancy data system metadata as
defined in 16 3 The value of the capability-shall be
set to a positive numeric string representing the
maximum value that the server supports.

cdmi|data dispersion JSON string If present and “true”, the CDMI server(support$ the
cdmi data dispersion data system-metaddta as
defined in 16.3.

cdmi|data_ retention JSON string If present and “t rue”, the CDMl\server support$ both
the cdmi_ retention idand
cdmi retention perjigddata system metadata
as defined in 16.3.
cdmi|data autodelete JSON string If present and “t rueg”, the CDMI server support$ the

cdmi data_ autGdelete data system metadgta as
defined in 16.3;

cdmi|data_holds JSON string If present and(t rue”, the CDMI server support$ the
cdmi_hold id data system metadata as definged in
16.3.

When a cloud storage system supports holds fof the
purpose of making data immutable, the system-wide
capability of cdmi_security immutability
specified in Table 124 of 12.2.7 shall be presenfand
set to “true”.

cdmi| encryption JSON array If present, the CDMI server supports the
of JSON cdmi_encryption data system metadata as
strings defined in 16.3.

When present, this capability shall contain one
more JSON strings, each string corresponding tpb an
algorithm/mode/length value as described in the
cdmi_encryption data system metadata in 1p.3.

=

When a cloud storage system supports at-rest
encryption, the system-wide capability of

cdmi_security encryption specified in Tap
124 of 12.2.7 shall be present and set to “truel].

cdmi| geograph¥c placement JSON string If present and “t rue”, the CDMI server supports the
cdmi_geographic placement data system
metadata as defined in 16.3.

cdmi| ifimediate redundancy JSON string If present, the CDMI server supports the
cdmi immediate redundancy data system
metadata as defined in 16.3.

e

When present, this capability shall contain a string set
to a positive numeric string representing the
maximum value that the server supports.

cdmi infrastructure JSON string If present, the CDMI server supports the

— redundancy cdmi_infrastructure redundancy data system
metadata as defined in 16.3.

When present, this capability shall contain a string set
to a positive numeric string representing the
maximum value that the server supports.

continues on next page
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Table 126 — continued from previous page

Capability name

Type

Definition

cdmi latency

JSON string

If present and “true”, the CDMI server supports the
cdmi_latency data system metadata as defined in
16.3.

cdmi RPO

JSON string

If present and “true”, the CDMI server supports the
cdmi_RPO data system metadata as defined in 16.3.

cdmi RTO

JSON string

If present and “true”, the CDMI server supports the
cdmi_ RTO data system metadata as defined in 16.3

cdmi sanitization method

JSON array
of JSON
strings

If present, the CDMI server supports the
cdmi_sanitization method data system
metadata as defined in 16.3.

When present, this capability shall contain one or

more JSQN strings.-each-string-corresponding-to a
Y L J

sanitization method as described in the
cdmi_sanitization method data systém
metadata in 16.3.

When a cloud storage system suppofts, sanitizafion,
the system-wide capability of
cdmi security sanitizatilon specified in|Table
124 of 12.2.7 shall be present and set to “true’l.

cdmi| throughput

JSON string

If present and “true”, the CDMI server support$ the
cdmi_throughput data sysiém metadata as defined in
16.3.

cdmi|value hash

JSON array
of JSON
strings

If present, the CDMIl)server supports the
cdmi_value_hdsh'data system metadata as defihed in
16.3.

When present, this capability shall contain one
more JSON strings, each string corresponding tp an
algarithm/length value as described in the
ddmi’ value hash data system metadata in 1p.3.

=

When a cloud storage system supports value
hashing, the system-wide capability of
cdmi_security data integrity specified
Table 124 of 12.2.7 shall be present and set to

“true”.

n

cdmi|enc key id

JSON string

When the cloud storage system supports the
cdmi_enc_key id data system metadata as
defined in clause 16.3, the cdmi_enc_key id
capability shall be present and set to the string yalue
“true”. When this capability is absent, or preseft and
set to the string value “false”, cdmi enc_ key id
data system metadata shall not be used.

cdmi|enc value sign/id

JSON string

When the cloud storage system supports the
cdmi_enc_value sign_id data system met
as defined in clause 16.3, the

cdmi_enc_value_ sign_id capability shall b
present and set to the string value “true”. Wh

cdmi _enc value verify id

JSON string

When the cloud storage system supports the
cdmi_enc_value verify id data system
metadata as defined in clause 16.3, the
cdmi_enc_value verify id capability shall be
present and set to the string value “t rue”. When this
capability is absent, or present and set to the string
value “false”, cdmi enc value verify iddata
system metadata shall not be used.
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Table 126 — continued from previous page

Capability name

Type

Definition

cdmi enc object sign id

JSON string

When the cloud storage system supports the

cdmi enc_object sign id data system
metadata as defined in clause 16.3, the
cdmi_enc_object sign_id capability shall be
present and set to the string value “t rue”. When this
capability is absent, or present and set to the string
value “false”, cdmi enc object sign iddata
system metadata shall not be used.

cdmi_enc object verify id

JSON string

When the cloud storage system supports the

cdmi enc_object verify id data system
metadata as defined in clause 16.3, the

cdmi enc object verify id capability shall be

nt and sat to tha atri alue ‘i a” \Wh i
prnenn 0. S O a.Slrina valllg £ - nq thls

capability is absent, or present and set to the stvlling
value “false”, cdmi enc object verdfy id
data system metadata shall not be used:

cdmi|versioning

JSON array
of JSON
strings

If present, this capability indicates that-the cloud
storage system shall support versioning of data
objects and contains a list of which-versioning
behaviors are supported. The'following values gre
defined:
+ “value” indicates that the system shall support
the versioning.of\the object value.
+ “user” indicates. that the system shall support
the versioning' of the object value and usgr
metadata:
+ “all” indieates that the system shall suppoft the
versioning of all updates made to a data gbject.
When¢present, the system shall support the follgwing
storage system metadata: cdmi_version object,
edmi® version current,
cdmi version oldest, cdmi version pakent,
and cdmi_version children as indicated by the
corresponding storage system metadata capabilities.

cdmi|versions count

JSON string

If present, this capability specifies the maximum
number of historical versions that may be specified. If
absent, restrictions on the number of historical
versions specified shall be ignored.

cdmi|version age

JSON string

If present, this capability specifies the maximuny age
of historical versions that may be specified. If alysent,
restrictions on the age of historical versions spefified
shall be ignored.

cdmi|versions size

JSON string

If present, this capability specifies the maximum total
size of historical versions that may be specified| If
absent, restrictions on the size of historical versfons
specified shall be ignored.
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Table 127 defines the capabilities for data objects in a cloud storage system.

Table 127: Capabilities for data objects

Capability name

Type

Definition

cdmi read value

JSON string

If present and “t rue”, this capability indicates that the

CDMI server shall support the ability to read the
object’s value.

cdmi read value range

JSON string

If present and “t rue”, this capability indicates that the

CDMI server shall support the ability to read the
object’s value with byte ranges.

cdmi read metadata

JSON string

If present and “t rue”, this capability indicates that the

CD?V‘“ SCIVCTI b:ld“ auppuﬁ. t: 1T dl}l:lty tU chd t:l
object’'s metadata.

cdmi |

| modify value

JSON string

If present and “t rue”, this capability indicates’ th
CDMI server shall support the ability to'modify t
object’s value.

at the
e

cdmi |

| modify value range

JSON string

If present and “t rue”, this capability'indicates tH
CDMI server shall support the,ability to modify t
object’s value with byte ranges.

at the
he

cdmi |

| modify metadata

JSON string

If present and “t rue”, this capability indicates tH
CDMI server shall suppert'the ability to modify f
object’'s metadata.

at the
e

cdmi |
—d

| modify deserialize
taobject

JSON string

If present and “txte”, this capability indicates tH
CDMI server shall support the ability of the data
object to deserialize a serialized data object intg
data objeect‘as an update.

at the

the

cdmi |

| delete dataobject

JSON string

If presentand “t rue”, this capability indicates tH
CDMI server shall support the ability to delete th
object.

at the
e
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12.2.11 Container object capabilities

Table 128 defines the capabilities for containers in a cloud storage system.

Table 128: Capabilities for container objects

Capability name

Type

Definition

cdmi list children

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to list the
container’s children.

cdmi list children range

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to list the
container’s children with ranges.

cdmi read metadata

JSON string

If present and “t rue”, this capability indicates that the

CD?V‘“ SCTVCI b:ld“ auppuﬁ. t:lc dbl:lty tU lcdd t:l
container’s metadata.

cdmi|modify metadata

JSON string

If present and “t rue”, this capability indicates’ that the
CDMI server shall support the ability to'medify the
container’s metadata.

cdmi|modify deserialize
~ céntainer

JSON string

If present and “t rue”, this capability'indicates that the
CDMI server shall support the,ability of the contpiner
object to deserialize a serialized container objeqt into
the container object as an update.

cdmi| snapshot

JSON string

If present and “t rue”, this’capability indicates that the
CDMI server shall sUpport the ability of the contpiner
object to create a‘néw snapshot.

cdmi| serialize dataobject

JSON string

If present and “true”, this capability indicates that the
CDMI server shall support the ability to serializela
data objeet!

cdmi|serialize container

JSON string

If presentand “t rue”, this capability indicates that the
CDMI server shall support the ability to serializel the
container and all children’s contents.

cdmi| serialize queue

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to serializela
queue object.

cdmi|serialize domain

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to serializel the
domain and all child domains.

cdmi|deserialize container

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability of the contpiner
to deserialize the serialized containers and
associated serialized children into the container

cdmi|deserialize queie

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability of the contpiner
to deserialize the serialized queue objects into the
container.

cdmi|deserialize dataobject

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability of the contpiner

to deserialize the serialized data objects into thq
container.

cdmi| cx€ate dataobject

JSON string

If present and “t rue”, this capability indicates that the

CDMI server shall support the ability of the container
to add a new data object.

cdmi post dataobject

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability of the container
to add a new data object via POST.

cdmi post queue

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability of the container
to add a new queue object via POST.

cdmi create container

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to create a new
container object via PUT.

194

continues on next page

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Table 128 — continued from previous page

Capability name

Type

Definition

cdmi create queue

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to create new
queue objects..

cdmi create reference

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to create a new
child reference via PUT.

cdmi export container smb

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to export a
container as a file system via SMB.

cdmi export container nfs

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to export a
container as a file system via NFS.

cdmi|export container iscsi

JSON string

If present and “t rue”, this capability indicates\that the
CDMI server shall support the ability to export'a
container as a file system via iSCSI.

cdmi]export container occi

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability)to’export a
container as a file system via OC€h

cdmi| export container webdav

JSON string

If present and “t rue”, this capabllity indicates that the
CDMI server shall supportthe ability to export a
container as a file systemyvia WebDAV.

cdmi|delete container

JSON string

If present and “t rue*nthis capability indicates that the
CDMI server shall'support the ability to delete a
container.

cdmi|move container

JSON string

If present and(“true”, this capability indicates that the
CDMI server shall support the ability to move a
containér object into a container.

cdmi| copy container

JSON string

If preseént and “t rue”, this capability indicates that the
CDMTPserver shall support the ability to copy a
container object into a container.

cdmi|move dataobject

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to move a flata
object into a container.

cdmi] copy dataobject

JSON string

If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to copy a data
object into a container.

cdmi| create value range

JSON string

If present and “t rue”, this capability indicates that the
container allows a new data object’s value to be
created with byte ranges.
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12.2.12 Domain object capabilities

Table 129 defines the capabilities for domains in a cloud storage system. (All capabilities refer to what may be done
via CDMI content-type operations.

Table 129: Capabilities for domain objects

Capability name Type Definition

cdmi create domain JSON string If present and “true”, this capability indicates that the
CDMI server shall support the ability to add a new
subdomain.

cdmi_delete domain JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to delete a
domain.

Cdmiwmu eiuuuujj_u JSC?‘; btl ;I IU :f PITSCI It dal Id “ CL ue”, t: I;b bdpdbl:lty ;I Idibdtcb t: at the
CDMI server shall support the ability to moye a
domain.

cdmi|domain_ summary JSON string If present and “t rue”, this capability indicates that the

CDMI server shall support the abilitytoysupport
domain summaries.

cdmi|domain members JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to support
domain user management:

cdmi|list children JSON string If present and “t rue”, this’capability indicates that the
CDMI server shall sUpport the ability to list the
domain’s childrent

cdmi| read metadata JSON string If present and “true”, this capability indicates that the
CDMI server shall support the ability to read the
domain’s-nietadata.

cdmi|modify metadata JSON string If presentand “t rue”, this capability indicates that the
CDMI server shall support the ability to modify the
domain’s metadata.

cdmi|modify deserialize JSON string If present and “true”, this capability indicates that the

— d¢main CDMI server shall support the ability to deserialize a
serialized domain object into the domain object ps an
update.

cdmi| copy domain JSON-string If present and “true”, this capability indicates that the

CDMI server shall support the ability to copy the
domain (via PUT) to another URI.

cdmi|deserialize domain JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to deserialize

serialized domains and associated serialized chjldren
into the domain.

continues on nexj page
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Table 129 — continued from previous page

Capability name Type Definition

cdmi_authentication methods | JSON array If present, the CDMI server supports authentication
of JSON methods that are supported by a domain.
strings

When present, this capability shall contain one or
more of the following JSON strings:

+ “anonymous” - Absence of authentication

supported

* “basic” - HTTP basic authentication supported
(RFC 2617 [8])
“digest” - HTTP digest authentication supported
(RFC 2617 [8])
» “krb5” - Kerberos authentication supported,

using the Kerberos domain specified in the

CD?V‘I; dUIIIdiII (
+ “x509” - certificate-based authentication|yja
TLS (RFC 5246 [25], RFC 8446 [24}),
+ “s3” - S3 API signed header authenticatiop
supported
+ “openstack” - OpenStack Identity APl hegder
authentication supported

Interoperability with these authentication methodls are
not defined by this International Standard. Servers
may include other authentication methods not
included in the abovélist. In these cases, it is up to
the CDMI client and-CDMI server to ensure
interoperability:
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12.2.13 Queue object capabilities
Table 130 defines the capabilities for queue objects in a cloud storage system.

Table 130: Capabilities for queue objects

Capability name Type Definition

cdmi_read value JSON string If present and “t rue”, this capability indicates that the
CDMI server shall support the ability to read a
queue’s value.

cdmi read metadata JSON string If present and “true”, this capability indicates that the
CDMI server shall support the ability to read the
queue’s metadata.

cdmi_modify value JSON string If present and “t rue”, this capability indicates that the
CD?V‘“ SCIVCTI b:ld“ auppuﬁ. t: 1T dl}l:lty tU IIIUd;fy t (<]
queue’s value.

cdmi|modify metadata JSON string If present and “true”, this capability indicates that the
CDMI server shall support the ability to'medify the
queue’s metadata.

cdmi|modify deserialize JSON string If present and “t rue”, this capability'indicates that the

— gqleue CDMI server shall support the,ability to deserialize a
serialized queue into the queue*as an update.

cdmi| delete queue JSON string If present and “true”, this capability indicates that the
CDMI server shall suppert'the ability to delete a
queue.

cdmi|move queue JSON string If present and “txue”, this capability indicates that the

CDMI server shall support the ability to move a flueue
to another UR}
cdmi| copy queue JSON string If present'and “t rue”, this capability indicates that the
CDMI¢server shall support the ability to copy a queue
to another URI.
cdmi| reference queue JSON string Ifpresent and “t rue”, this capability indicates that the
CDMI server shall support the ability to reference a

queue from another queue.
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12.3.1

To read

ISO/IEC 17826:2022(E)

Read a capabilities object using CDMI

Synopsis

an existing capability object, the following requests shall be performed:

* GET <root URI>/cdmi capabilities/<Capability>/<TheCapability>/

* GET <root URI>/cdmi capabilities/<Capability>/<TheCapability>/?<fieldname>
— &<fieldname>&. ..

* GET <root URI>/cdmi capabilities/<Capability>/<TheCapability>/?children=
— <range>&...

* GET <root URI>/cdmi objectid/<CapabilityObjectID>/

(e
Where:

12.3.2

Capabi

FET—=TootURI>/Tdmtop Tec t I/ <Capap LT T tyob Tec t I DS/ T e T ame e T T taTame

ET <root URI>/cdmi objectid/<CapabilityObjectID>/?children=<range>s&..(

root URI> is the path to the CDMI cloud.

Capability> is zero or more parent capabilities.

TheCapability> is the name specified for the capability to be read from.

fieldname> is the name of a field.

range> is a numeric range within the list of children.

prefix> is a matching prefix that returns all metadata items that start.with the prefix value.
CapabilityObjectID> is the ID of the capability object to be néad from.

Capabilities
ities that indicate which operations are supported are'shown in Table 131.

Table 131: Capabilities - Read a capabilities object using CDMI

Capability Location” Description
cdmi|object access by ID System wide Ability to access the object by ID
capability
12.3.3] Request headers

The HT

TP request headers(fol reading a CDMI capabilities object using CDMI are shown in Table 132.

Table 132: Request headers - Read a capabilities object using CDMI

Headé¢r m‘( 1 Type Description Requirement
Accept Header | “application/cdmi-capability”ora consistentvalue | Optiona
string as described in 5.5.2
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12.3.4 Request message body

A request body shall not be provided.

12.3.5 Response headers

The HTTP response headers for reading a CDMI capabilities object using CDMI are shown in Table 133.

Table 133: Response headers - Read a capabilities object Using CDMI

Header Type Description Requirement
Content-Type Header | “application/cdmi-capability” Mandatory
string

12.3.6 Response message body

The regponse message body fields for reading a CDMI capabilities object using CDMI are shown'in Table [ 34.
Table 134: Response message body - Read a capabilities object using
CDMI
Field hame Type Description A\\‘/ Requirement
objettType JSON “application/cdmi-capability” Mandatory
string
objeftID JSON Object ID of the object Mandatory
string
objegtName JSON Name of the object Mandatpry
string
parephtURI JSON URI for the parent object Mandatpry
string Appending the “objegtName” to the “parentURI” shall
always produce a valid’URI for the object.
pareptID JSON Object ID of the parent capability object. Mandatory
string
capabilities JSON The capabilities supported by the corresponding object. Mandatepry
object Capabilities in the “/cdmi_capabilities/” object are
system-wide capabilities. Capabilities found in children
objeets under “/cdmi_capabilities/” correspond to
thé capabilities of a specific subset of objects.
chil@irenrange JSON The child capabilities of the capability expressed as a Mandatpry
string range. If a range of child capabilities is requested, this field
indicates the children returned as a range.
chilfiren JSON Names of the children capabilities objects. Mandatpry
jrsrg\lof For the root container capabilities, this includes “domain/”,
tri “container/”, “dataobject/”, and “queue/”. Within
strings each of these capabilities objects, further more specialized
capabilities profiles may be specified by the CDMI server.

If individuar fields are speciiied in the GE T request, only these Tields are returned n the result body. Option

that are requested but do not exist are omitted from the result body.

200

al fields

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

12.3.7 Response status

Table 135 describes the HTTP status codes that occur when reading a capabilities object using CDMI.

Table 135: HTTP status codes - Read a capabilities object using CDMI

HTTP status Description

200 OK The capabilities object content was returned in the response.

400 Bad Request The request contains invalid parameters or field names.

401 Unauthorized The authentication credentials are missing or invalid.

403 Forbidden The client lacks the proper authorization to perform this request.

404 Not Found The resource was not found at the specified URI.

406 Not Acceptable The server is unable to provide the object in the content type specified in the
Accept header.

12.3.8 Examples

EXAMALE 1: GET to the root container capabilities URI to read all fields of the container:

> GET /cdmi/2.0.0/cdmi_capabilities/ HTTP/1.1
-|-> Host: cloud.example.com
-I> Accept: application/cdmi-capability

-- HTTP/1.1 200 OK
-- Content-Type: application/cdmi-capability

- "objectType": "application/cdmi-capability",
- "objectID": "00007E7F00104BE66AB53A9572F9ES1R™,
- "objectName": "cdmi capabilities/",

- "parentURI": "/",

- "parentID": "00007E7F0010128E42D87EE34ESA6560",
- — "capabilities": {

-— "cdmi domains": "true",

- - "cdmi_ export nfs": "true",

- - "cdmi_ export iscsi": "true",

- "cdmi queues": "true",

-— "cdmi notification": "truel,

-— "cdmi query": "true",

-— "cdmi metadata maxsize™: "4096",

- "cdmi metadata maxigems": "1024"

[~ }l

-— "childrenrange": ™Q0-3",

-— "children": [

- — "domain/",

- — "container/f,

- — "dataobje€t/™,

- - "queue/"

EXAMHLE 2:~GET to the root container capabilities URI to read the capabilities and children of the containgr:

+*YGET /cdmi/2.0.0/cdmi capabilities/?capabilities&children HTTP/1.1
Host——toutrexampte—com

--> Accept: application/cdmi-capability

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-capability

< ==

<= A

<== "capabilities": {

<-- "cdmi domains": "true",

<-- "cdmi export nfs": "true",

<-- "cdmi export iscsi": "true",

<-- "cdmi queues": "true",

<-- "cdmi notification": "true",

<== "cdmi query": "true",

<-- "cdmi metadata maxsize": "4096",
<-- "cdmi metadata maxitems": "1024"

(continues on next page)
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(continued from previous page)

<-= }I

<-- "children": [
<-- "domain/",

<-= "container/",
<-- "dataobject/",
<-- "queue/"

<-= 1

<-- 1}
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EXAMPLE 3: GET to the root container capabilities URI to read the first two children contained within a domain:

-=> GET /cdmi/2.0.0/cdmi capabilities/?childrenrange&children=0-1 HTTP/1.1
--> Host: cloud.example.com
--> Accept: application/cdmi-capability

<-- HTTP/1.1 200 OK
<-- Content-Type: application/cdmi-capability

<__

<--

<-= "childrenrange" : "0-1",
<-- "children" : [

<-- "domain/",

<-- "container/"

<= ]

<-- 1}
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Cla

use 13

Exported protocols

13.1

Contairler objects can be exported via multiple storage protocols. This is specified by @dding an expor
to the dontainer object. The exports field contains zero or more named exports, gach’of which has e
corresponding to the export protocol type, such as:

+ Tlhe type of export protocol;

o T
N

o
* B
The al

cdmi 4
contain

Exports

The meg
clause.

Overview

he user-facing identity of the exported container, where required by, theyeéxport protocol (e.g. iISCS
FS directory);

he domain of the protocol name server for the clients being served, where required by the export p

he list of who may mount that container via that protocol, . as standardized by that protocol or optio|
veraging the name mapping protocol (see 13.2.3) and specifying CDMI-resolvable user or groupna

equired protocol-specific export parameters;
ptional protocol-specific export parameters; and
xport control parameters.

ility to export containers via a specifi¢Zprotocol is determined by the presence or absend
xport <protocol> system wide capabilities, which are listed in 12.2.7. The ability to export a
er via a specific protocol is indicated By)the cdmi_export <protocol> capability.

are represented as a JSON object-having zero or more named protocol-specific exports.
aning, use, and permitted values for the fields associated with each export type are described latg

s field
ements
target,
otocol;

hally by
mes;

e of a
specific

rin this
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13.2 Container object export details

13.2.1 Container object export addressing

Container object exports are addressed in CDMI in two ways:
* by name (e.g. https://cloud.example.com/cdmi/2.0.0/container/?exports); and

* by ID (e.g. https://cloud.example.com/cdmi/2.0.0/cdmi_objectid/
< 00007ED900104E1D14771DC67C27BF8B/?exports).

See 9.1 for more details on container object addressing.

13.2.2 Container object export fields

The export of a container, via data path protocols other than CDMI, is accomplished by creating of jupd
containgr and supplying one or more export protocol structures, one for each such protocol. In this_Inter
standard, all such protocols are referred to as foreign protocols.

This Infernational standard defines JSON export structures for several well known foreign pratocols. All
on the following user and groupname mapping feature in the case that multi-protocol acGess to the conf
desired] However, name mapping is not required if an external domain is used, or if CDMhis'used only to p
containgrs to be used exclusively by foreign protocols.

Implempntations that support authenticated and authorized access to CDMI objects’ via both CDMI and
protocdls need a way to support the setting of security on a per-object basis. Theynumerous methods of dq

ating a
hational

depend
ainer is
Fovision

foreign
ing this

efining or adopting a security scheme and mapping all requests ifto that scheme. CDMI implemeptations
that adopt this scheme shall use a name mapping technique to aceomplish it, as (a) this mapping i$ easier
for administrators to manage than straight id-to-id mappingsand (b) it is desired that interoperable CDMI
plementations behave similarly in this respect. This means+that the name of the principal in an irjcoming
request is mapped to the name of a principal in the security domain, and that principal’s id is acquifed and
ed in the authorization procedure.

llowing each protocol to set its own security, which(implies that an object might be accessible to a giien user
a one protocol but not another.

sing the security scheme of the last protocolithat was used to set permissions on the object. This method
so requires mapping the principal in the inéeming request to a principal in the security domain of thg object.
s in the first case, the server shall use.a hame mapping procedure to obtain the id that is used to ajithorize

oes not mandate which methoed shall be used. It does, however, specify how users and groups ghall be
between protocols.

13.2.3) Mapping namesfrom CDMI to another protocol
Clients wishing to restrictexports via foreign protocols to mounting only by certain users and groups may be required
to provide user and groupname mapping information to the server. This mapping information is also required if

o the container is desired by multiple protocols, e.g., both CDMI and NFS. The mapping is done as follows.

hen, a "CDMI container is exported, the server should use the appropriate mechanism, e.g., Powershell
iClass.Create ( ) on the Windows platform or /etc/exports on Unix, to limit permitted munts of
thesshare from other servers, as specified in the “root hosts”, “rw_hosts” and “ro_hosts” lines of the
“exports property. The syntax of each hosis line Tollows the synfax of /etc/exports In the Linux oper-
ating system, as encoded in a JSON string. If the CDMI server is unable to limit mounts as specified by each

hosts line, an error shall result, but the success or failure of the operation depends on the implementation.

2. When possible, authentication credential resolution should be consistant across both CDMI and all exported
protocols.

3. Authentication credential resolution shall be performed in the following order: #. CDMI Domain membership
mapping (See 10.4), #. Delegated domain mapping (See 10.4), #. Export name mapping.

4. Implementations may ignore or override export name mapping as requried to enforce implementation-specific
security policies.

5. The usermap list for that protocol shall be searched, in order, for an entry matching the username obtained

from the authentication credential resolution process (see 13.2.7 for details on the search).
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6. The CDMI principal name obtained from the first matching usermap entry during this search is then used to
authorize the user request via the security mechanism of the protocol whose security governs access to the

(0]

bject.

Groupname mapping for each foreign protocol shall be specified in a groupname field of the foreign protocol export

specific

13.2.4

ation. Its syntax is identical to the syntax for the username field.

Administrative users

By default, the following users shall be considered “root”, or administrative users, and equivalent to each other:
* root (Unix/NFS/LDAP),
» Administrator (Windows/AD/SMB), and

¢ the-domain-owner ((‘nl\/ll)

Serverg
the use

As an g
any usq

In the fq
the NF{

EXAMH

shall automatically map these users to the root user of the target protocol unless otherwise instru
rmaps.

utomatic mapping does not meet strict security standards, servers shall override these built<in entn
rmap entries that apply to one or more root users.

llowing example, root gets mapped to nobody, and everyone else is mapped to a userof the same
b domain and the CDMI domain.

LE 1: NFS export user mapping

cted by
es with

hame in

> PUT /cdmi/2.0.0/MyContainer HTTP/1.1

-> Host: cloud.example.com

> Accept: application/vnd.org.snia.cdmi.container+jsen

> Content-Type: application/vnd.org.snia.cdmi.container+json
>

> {

> "exports": {

> "nfs": {

> "usermap": [
> [

> "nobody",
> ne-n,

> "root"
—> ] 14

> [

BN L

> "<——>n
> nmxn

> ]

- > ]

—> }

13.2.5

The int
elemen

Mapping<domains from CDMI to another protocol

brnet-domain name corresponding to each exported CDMI container shall be described in the “d|
I of the’protocol export specification as a JSON-formatted string . If the “domain” element is not

in the g

omain”
present

rotocol export specification, it shall be assumed the domain is the same as the server hosting th

e CDMI

implementation.
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13.2.6 Permissions mapping

Security authorizations and entitlements may not directly correspond across users, groups, file system protocols,
operating systems, enterprises or different cloud provider environments. CDMI’s primary area of concern is repre-
senting a rich set of network files system authorizations and entitlements in a CDMI Access Control List (ACL).

As there are a number of possible ways to coordinate the permissions/ACLs and CDMI ACLs, this International
specification does not mandate a particular method. However, all mappings of user and groupnames between
domains shall use the name mapping mechanism specified in 13.2.7.

13.2.7 User and groupname mapping syntax and evaluation rules

A BNF-style grammar for name mapping is as follows:

name mppping list = protocol protocol mapping list

protocpl = "cdmi" | "nfs" | "smb" | "ldap"
mapping list = name mapping operator name
name = pattern | utf8 name | quoted utf8 name
quoted utf8 name = " utf8 name "

utf8 npme = <any legal utf8 character sequence not including the charactersgf',”,\,/,: |*,?>
patterp = <utf8 name> * | *
mappingioperator = "<__ll ‘ ll<__>" | ll__>ll

To restate this in English, a mapping entry consists of two names separated by a directional indicator. As nfost en-
vironmgnts use the same usernames and groupnames across administrative domains, the most common mapping
is “* <t-> *” which maps any name to the same name in the foreign protocol domain, and vice versa. It is highly
recomnpiended that this be both the default map and the last entry on all more“Complex maps.

CDMI specifies pattern matching on names in the name map, but only prefix matching is required. The syrhbol “*”
at the end of a character string shall match zero or more occurrences/of any non-whitespace character.

Evaluafion of the name mapping list shall proceed in order; once-a‘match is made, evaluation shall cease pnd the
result of the match shall be returned.

If no matches are found on the match list, the result is system*dependent. However, it is recommended that|servers
either deny access altogether or map the user in questign to the equivalent of “anonymous” on the dedtination
protocdl. It is also recommended that an entry be devotedto the special user “EVERYONER”.
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13.3 NFS exported protocol

An NFS export specifes the information required by an NFS server to provide an NFS export. Normally, this infor-
mation is contained in the /etc/exports file on a server or the equivalent.

Elements for an NFS export are described in Table 136.

Table 136: Elements of the NFS protocol export structure

Element Type Description Requirement

type JSON The export type is set to “NFs” Mandatory
String

protocol JSON The protocol being requested. Values shall be “NFSv3”, Mandatory
String “NFsv4”, “NFSv4.1”, or any subsequent NFS version

enshrined inan |[ETE REC \ersion 2 of NES is nat
supported by CDMI.

path JSON The pathname to which the export should be surfaced. This | Mandatpry
String value shall be a UTF8 string of the form
[<server>:]/<path>, where the <server> component is
optional, (e.g., “myserver:/lessons/numberl”). If
specified, the <server> component of the path must be
obtained from an administrator of the service running‘the
CDMI implementation.

usermap JSON Authentication credential mapping of user names,-as Mandatpry
Array of | specified in 13.2.3.
JSON
Arrays

groupmap JSON Authentication credential mapping ofcgroup names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays

encryption JSON This value shall be “rpcsee® gss” or future TLS-based Optiona
String transport security.

domajn servers | JSON A list of server names‘r IP addresses that function as Optiona

Array of | name servers for the'domain given in “domain”. If given,
JSON this list shall ovetride the names obtainable by the CDMI
Strings server via other’programmatic means.

mounf name JSON The name.the client should use to surface the export. This Optiona
String name réplaces the last name in the path string, (e.g.,
mounting “myserver:/lessons/numberl” with a
mountname of “1” over the directory
/somepath/lessons/numl should result in a
/somepath/lessons/1 directory on the client).

root|hosts JSON A list of names of hosts that may access the container in Optiona
Array/of | superuser mode. The default shall be an empty list.
JSON
Strings

rw_hosts JSON A list of names of hosts that may access the container in rw | Optiona
Array of | mode. The default shall be an empty list.
JSON
Strings

ro_hosts JSON A list of names of hosts that may access the containerin ro | Option
Array of | mode only. The default shall be an empty list.
JSON
Strings

recurse JSON This value shall be either “true” or “false”. The default Optional
String shall be “t rue”. When true, recurse indicates that mounts

within the CDMI directory structure (presumably put there
by other NFS operations) shall be followed and the
mounted directory exposed as though it were part of the
CDMI container actually being exported. This parameter is
equivalent to the Linux “crossmnt” parameter.

continues on next page
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Table 136 — continued from previous page

Element Type Description Requirement
parameters JSON A string containing NFS server-specific parameters to be Optional
String passed to the NFS server. The format of this string is

implementation specific. The default shall be an empty
string.

Servers shall support wildcard matching on the “*” and “?” characters in the hosts lists, so that “*.cs.uscs.edu”
matches all servers in the cs.ucsc.edu department.

Servers may also support IP addre

ss ranges in the various lists of hosts. These IP addresses shall be augmented

by the same wildcard matching as is used for ordinary host names (e.g., “192.168. 1. *” exports to all the machines

on local class C network).

Servers shall return an HTTP status code of 400 Bad Request when an export setting does not conform to an

allowabfe—settimgomtheserver:

EXAMHALE 2: NFS exports

{

"root hosts

"exports" : {
"1" : {
lltypell . llnfS",
"protocol" "NESv4",
"path" : "/myexport",
"domain servers" : "lab.example.com",

"ro hosts" : [ "*.lab.example.com" ],
"usermap" : [
{ "jimsmith”’ ll<__>", "jimsll },
{ ”*", "<__>ll, "k }
:I!
"groupmap" [
{ "admins", "<-", "wheel" },
{ "everyone", "<-='", "*x" }

" : [ "admin.lab.example.com" ],
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13.4 SMB exported protocol

An SMB export specifes the information required by an SMB server to provide an SMB export.
Elements for an SMB export are described in Table 137

Table 137: Elements of the SMB protocol export structure

Element Type Description Requirement
type JSON The export type is set to “sMB” Mandatory
String
sharename JSON The name that SMB shall use to discover the share. Mandatory
String
usermap JSON Authentication credential mapping of user names, as Mandatory
Allay Uf Dpcb;f;cd ;II 13.2.3.
JSON
Arrays
groupmap JSON Authentication credential mapping of group names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays
root|hosts JSON A list of names of hosts that may access the containertin Optiona
Array of | superuser mode. The default shall be an empty/list.
JSON
Strings
rw_hosts JSON A list of names of hosts that may access ‘the containerin rw | Optiona
Array of | mode. The default shall be an empty list.
JSON
Strings
ro_hosts JSON A list of names of hosts that may.access the containerin ro | Optiona
Array of | mode only. The default shall be an empty list.
JSON
Strings
domajn servers | JSON A list of server names.or IP addresses that function as Optiona
Array of | name servers forithe domain given in “domain”. If given,
JSON this list shall override the names obtainable by the CDMI
Strings server via other programmatic means.
commgnt JSON This valueyshall be JSON String containing a user-friendly Optiona
String share name for the client.
paraheters JSON A stting containing SMB server-specific parameters to be Optiona
String passed to the SMB server. The format of this string is
implementation specific. The default shall be an empty
string.
Serverq shall return an HT TP status code of 400 Bad Request when an export setting does not conform to an
allowabjle setting on the\server.
EXAMHLE 3: SMB.gxports
{
"exports" : {
" 1 " : {
'H—l"f "o "cmy\"'
"rw_hosts" : [ "*" ],
"domain servers" : "lab.mycollege.edu",
"usermap" : [
{ "Jimsmith", "<-->", "james.smith" },

{ u*vv, H<__>ll, LR

] 4

"groupmap" : [
{ "admins", "<-", "Administrators" 1},
{ "everyone", n<_"’ "xn }

210 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

13.5 iSCSI exported protocol

An iSCSI export specifes the information required by an iSCSI server (see RFC 7143 [4]) to provide an iSCSI
export. Each container is exported as a single SCSI Logical Unit as a Logical Unit Number (LUN). One or more
iSCSl initiators import the LUN through an iSCSI target node and port using one or more iSCSI network portals (IP

addresses).
Elements for an iSCSI export are described in Table 138

Table 138: Elements of the iSCSI protocol export structure

Array of | through which the iISCSI export may be accessed. This
JSON field is server populated.
Strings

Element Type Description Requirement
type JSON The export type is set to “1SCSI” Mandatory
String
permissions JISON Qne or more target identifiers for initiators that are Qption
Array of | permitted to access the iSCSI export. Target identifiers may
JSON be in ign, naa, or eui format and shall have the target
Strings portal group tag appended in hexadecimal. If absent, any
initiator may access the export.
paraheters JSON A string containing iISCSI server-specific parameters to be Optiona
String passed to the iISCSI server. The format of this string is
implementation specific. The default shall be an empty,
string.
targgt JSON iISCSI target information (IP addresses or fully.gualified Read-Only
— idlentifier String domain names, target identifier, and LUN)
logi¢al unit JSON iISCSI Logical Unit Number Read-Only
— nmber String
logi¢al unit JSON iISCSI Logical Unit Name Read-Only
— ngme String
porthls JSON One or more IP addresses opfully qualified domains names | Read-Oply

Serverq shall return an HTTP status code of 400 Bad Request when an export setting does not confor]

allowabjle setting on the server.
EXAMHLE 4: iSCSI export creation

m to an

"exporfts" :
{
"1' . {
type: "iSCSI",
"permissions": [

"ign.2010-01lsecom.acme:hostl",
"ign.2010=01Jcom.acme:host2"

}

EXAMHLE 5: Reading iSCSI export information after creation

"exporfts ,*
{
nqw T
type: "iSCSI",
"portals": [
"192.168.1.101",
"192.168.1.102"
]l
"target identifier": "ign.2010-0l.com.cloudprovider:acmeroot.containerl,t,0x0001",
"logical unit number": "3",
"logical unit name": "0x60012340000000000000000000000001",
"permissions": [

"ign.2010-01.com.acme:hostl",
"ign.2010-01.com.acme:host2"
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13.6 WebDAV exported protocol

A WebDAV export specifes the information required by an WebDAV server (see RFC 4918 [6]) to provide an Web-

DAV export.

Elements for an WebDAV export are described in Table 139

Table 139: Elements of the WebDAV protocol export structure

Element Type Description Requirement
type JSON The export type is set to “WebDAV” Mandatory
String
usermap JSON Authentication credential mapping of user names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays
groupmap JSON Authentication credential mapping of group names, as Mandatory
Array of | specified in 13.2.3.
JSON
Arrays
paraheters JSON A string containing WebDAV server-specific parameters to Optiona
String be passed to the WebDAV server. The format of this'string
is implementation specific. The default shall be ah empty
string.

Serverd shall return an HTTP status code of 400 Bad Request when an export setting does not conform to an
allowalle setting on the server.

WebDAV supports locking, butit is up to implementations to support any. locking of access through CDMI as & resullt,

and the] interaction between the two protocols is purposely not described in this International Standard.

EXAMHALE 6: WebDAV export

"

{

"1" :
type: "WebDAV"

exports"

{

"usermap" : [

(AN, mcoosmmsm oy
:I!
"groupmap" :

{ u*u, n<__>vv, uxn }

]
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13.7 OCCI exported protocol

Container objects can be exported via multiple protocols. This is especially useful when CDMI is being used as a
storage interface in a cloud computing environement, as illustrated in Fig. 9 below.

CDMI/OCCI Interface

Compute Resources

Virtual
Machine
Manager

fect [oca A S S S B e B B
j 'iscs | N | NFS. i NFS | 1ISCS! | | DAy |
|_ Cloud Computing
Client Infrastructure
[OCCI_VMID]
|_ [CDMI_OBJECTID] Rrivate, Hidden Storage Network
—l for the Cloud
¢DMI
AP CDMI

iSCSI NFS WebDAV

Data Storage Resources

Fig. 9: CDMI and OCCl in an integrated cloud computing environment

In this example, CDMI containers may also be used as virtual disks by virtual machines in the cloud computing
environement. The cloud computing infrastructure management is shown as implementing both an Open Cloud
Computer Interface (OCCI) and CDMI interfaces. With the internal knowledge of the network and the virtual ma-
chine manager’s mapping of drives, this infrastructure may associate the CDMI containers to the guests using the
appropriate exported protocol.

To support exported protocols and improve their interoperability with CDMI, CDMI provides a type of exported
protocol that contains information obtained via the OCCl interface. In addition, OCCI provides a type of storage that
corresponds to a CDMI container that is exported with a specific type of protocol used by OCCI. A client of both
interfaces performs operations that align the architectures, including the following:

* The client creates a CDMI container through the CDMI interface and exports it as an OCCI export protocol
type. The CDMI container object ID is returned as a result.

» The client creates a virtual machine through the OCCI interface and attaches a storage volume of type CDMI
using the object ID and protocol type. The OCCI virtual machine ID is returned as a result.
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» The client updates the export protocol structure of the CDMI container object with the OCCI virtual machine

ID to allow the virtual machine access to the container.
* The client starts the virtual machine through the OCCI interface.
CDMI defines an export protocol structure for the Open Cloud Computing Interface (13.7) as follows:
* The type is “OCCI/<protocol standard>”(e.g., “OCCI/NFSv4”).
* The identifier is the CDMI container ID.

» A JSON array of URIs to OCCI compute resources shall have access (permissions) to the exported container.

EXAMPLE 5: OCCI export

"OCCI/iSCSI":
{
"identifier": "00007E7F00104BE66AB53A9572F9F51E",

"permissions™:.

[
"https://example.com/compute/0/",
"https://example.com/compute/1/"

}

For mofe detail on using the OCCI export protocol structure attributes, see 13.1. Because the actual net
and acgess control is under the control of a hidden, common infrastructure that implements both OCCI ang
the norfnal permission structure shall not be provided.

vorking
CDMI,
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CDMI snapshots

14.1

A snap
objects
shapsh
operati

contain

Overview

hot is a point-in-time copy (image) of a container and all of its contents, including subcontainers and
and queue objects. The client names a snapshot of a container at the time the snapshot is reque
bt operation creates a new container to contain the point-in-time image. Thg' first processing of a spapshot
n also adds a cdmi_snapshots child container to the source container.Each new snapshot con
added as a child of the cdmi_snapshots container. The snapshot does not ificlude the cdmi_snapsho
br or its contents (see Fig. 10).

PUTN /source/
{
“snapshot” “snapshot b”
}
\i
 —
Sourge Container https://example:.com/source/

all data
sted. A

ainer is
s child

pt_a/

Fig. 10: Snapshot container structure
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14.2 Creating a snapshot

14.2.1 Operation context

A snapshot operation is requested using the container update operation (see 9.5), in which the snapshot field
specifies the requested name of the snapshot.

A snapshot may be accessed in the same way that any other CDMI™ object is accessed. An important use of a
snapshot is to allow the contents of the source container to be restored to their values at a previous point in time
using a CDMI copy operation.

14.2.2 Example

EXAMHLE 1: PATCH to an existing container to create a snapshot:

-> PATCH /cdmi/2.0.0/MyContainer/ HTTP/1.1
-I-> Host: cloud.example.com

-> Content-Type: application/cdmi-container
-+>

—|> {

-+> "snapshot" : "MySnapshot"

—t> }

-- HTTP/1.1 201 Created
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14.3 Deleting a snapshot

14.3.1 Operation context

A snapshot can be deleted by performing a CDMI container delete operation on the corresponding child container
inthe cdmi_snapshots container, or by performing a CDMI container delete operation on the snapshot Object ID.

14.3.2 Example

EXAMPLE 1: DELETE to an existing snapshot:

--> DELETE /cdmi/2.0.0/MyContainer/cdmi snapshots/MySnapshot HTTP/1.1
-—> Host: cloud.example . . com

-- HTTP/1.1 204 No Content
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Clause 15

Serialization/deserialization

15.1 |Overview

Bulk dgta movement is often needed between, into, or out of clouds. When moving bulk data, cloud seriglization
operatipns provide a means to normalize data to a canonical, self-describing format, which includes:

+ data migration between clouds,
« data migration during upgrades (or replacements) of cloud implementatigns, and
* rpbust backup.

The caonical format of serialized data describes how the data is to be represented in a byte stream. As|long as
this byte stream is not changed during the transfer from source to destination, the data may be reconstitutedl on the

destinafion system.
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15.2.1 General requirements

Support for CDMI

cdmi_serialization_ json capability.

ISO/IEC 17826:2022(E)

serialization using JSON as the canonical format requires the presence of the

The canonical format shall represent specified data objects and container objects as they exist within the storage
system. Each object shall be represented by the metadata for the object, identifiers, and the data stream contents
of the data object. Because data and storage system metadata is inherited from enclosing container objects, all
parent metadata shall be represented in the top-level of the canonical format. To preserve the actual metadata
values that apply to the data object that is being serialized, the non-overridden metadata is included from both the
immediate parent container object of the specified object and from the parent of each higher-level container object.

The canonical format shall have the following characteristics:

15.2.2

EXAMH

pcursive JSON for the data object, consistent with the rest of CDMI;
ser and data system metadata for each data object/container object;
ata stream contents for each data object and queue object;

nary data represented using escaped JSON strings; and

ping of data values consistent with CDMI JSON representations.

Example JSON canonical serialized format

serializgtion:

LE 1: In this example, a data object and a queue object in a container object have been selefted for

{

"objectType": "application/cdmi-container",
"objectID": "00007E7F00102E230ED82694DAASRSD2",
"objectName": "MyContainer/",

"parentURI": "/",

"parentID": "O0O0OO7E7F0010128E42D87EE34F5A6560",
"domainURI": "/cdmi domains/MyDomaiwn/",
"capabilitiesURI": "/cdmi capabildties/container/",
"completionStatus": "Complete",

"metadata": {

}I
"exports": {
"OCCI/iSCSI": {
"identifier"™: )"00007E7F00104BE66AB53A9572F9F51E",
"permissionhg": [
"ht&epsd: //example.com/compute/0/",
"Nteps://example.com/compute/1/"
1
}I
"Network/NFSv4": {
"identifier": "/users",
"permissions": "domain"
}
}I
"ehildrenrange": "0-1",
"children"™-. [

{
"objectType": "application/cdmi-object",
"objectID": "00007ED900104F67307652BACI9A37CI93",
"objectName": "MyDataObject.txt",
"parentURI": "/MyContainer/",
"parentID": "00007E7F00102E230ED82694DAA975D2",
"domainURI": "/cdmi_domains/MyDomain/",
"capabilitiesURI": "/cdmi capabilities/dataobject/",
"completionStatus": "Complete",
"mimetype": "text/plain",
"metadata": {

}I
"valuerange": "0-36",
"valuetransferencoding": "utf-8",
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(continued from previous page)

"value": "This is the Value of this Data Object"
}l
{
"objectType": "application/cdmi-queue",
"objectID": "00007E7F00104BE66AB53A9572F9F51E",
"objectName": "MyQueue",
"parentURI": "/MyContainer/",
"parentID": "00007E7F00102E230ED82694DAA975D2",
"domainURI": "/cdmi domains/MyDomain/",
"capabilitiesURI": "/cdmi capabilities/queue/",
"completionStatus": "Complete",
"metadata": {
}I
"queueValues": "0-1",
"mimetypen: |
"text/plain",
"text/plain"

:I!
"valuetransferencoding": [
"utf-8",
"utf-8"

]I
"valuerange": [
uo_2u,

"0—3"
1’
"value": [

Hred"’

"blue"

To allow efficient deserialization in stream mode when serializing container objects to JSON, data objec value
fields apd container children arrays should be the last itéms in the canonical serialized JSON format.
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15.3 Exporting serialized data

A canonical encoding of the data is obtained by creating a new data object and specifying that the source for the
creation is to serialize a given CDMI™ data object, container object, or queue object. On a successful serialization,
the result shall be a data object that is created with the serialized data as its value. If a container object has an
exported block protocol, the serialized data may contain the block-by-block contents of that container object along
with its metadata.

The resulting data object that is produced is the canonical representation of the selected data object, container
object and children, or queue object.

« If the source specified is a data object, the canonical format shall contain all data object fields, including the
value, valuetransferencoding, and metadata fields.

« If the source being specified is a queue object, the canonical format shall contain all queue object fields,
including th 1 dval £ di fields of enqueued items, along with the metadata of
the queue object itself.

» Hthe source being specified is a container object, the canonical format shall contain all containerobje¢t fields,

r cursively, including all children of the container object. If a user attempts to serialize a container object that
cludes children that the user, who is performing the serialization operation, does not have permigsion to
reéad, these objects shall not be included in the resulting serialized object.

When gerforming a serialization operation, objects shall only be included if the principal,initiating the seriglization
has sufficient permissions to read those objects.
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15.4 Importing serialized data

Canonical data may be deserialized back into the cloud by creating a new data object, container object, or queue
object and by specifying that the source for the creation is to deserialize a given CDMI data object or by specifying
the serialized data in base64 encoding in the deserializevalue field.

The destination may or may not exist previously. If not, a create operation is performed. If a container object
already exists, an update operation with serialized children shall update the container object and all children. If
the serialized container object does not contain children, only the container object is updated. Data objects are
recreated as specified in the canonical format, including all metadata and the data object ID.

Table 140: Serialization import behaviour

User has
cross_domain

User specifies
domainURT

Description

No

No

The domainURI of the parent object shall match the dome §
in each seralized object being deserialized.

If the domainURI in any serialize object does not mateh th
domainURI of the parent object, the entire desetialize ope
shall fail, and an HTTP status code of 400 Bdd Request
be returned.

nURI

3
ation
shall

No

Yes

The specified domainURI shall be used, overriding the orig
domainURI in each serialized object being deserialized.

If a domainURI other than the doma¥nhURT of the parent is|
specified, the entire deserialize(operation shall fail, and an
status code of 400 Bad Reduest shall be returned.

inal

HTTP

Yes

No

The original domainURI inieach serialized object being
deserialized shall be used.

If any of the original dpimainURT in each serialized object b

deserialized is notwalid in the context of the storage systenp on

which the deserjalization operation is being performed, the
deserialize éperation shall fail, and an HTTP status code of
Bad Request shall be returned.

eing

Entire
400

Yes

Yes

The spegified domainURT shall be used, overriding the orig
domainURI in each serialized object being deserialized.

Ii'@-domainURI that is specified is not valid in the context g
storage system on which the deserialization operation is be
performed, the entire deserialize operation shall fail, and ar
HTTP status code of 400 Bad Request shall be returned

inal

f the
ng

Deseriglization operations shall restore all metadata from the specified source. If the original provider of|
rialized|data-supported vendor ‘exténsions is through custom metadata keys and values, then these cus
require’]:ents shall be restored when deserialized. However, the custom metadata keys and values may be

as use
require

metadata (preserved; but not interpreted) by the destination provider. Preservation allows custd
ents to move betwéen clouds without losing this information.

the se-
omized
treated
m data

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

Clause 16

Metadata

16.1 |Overview

CDMI etadata allows for additional information to be associated with stored objects. JSON objects, strihngs and
arrays fre used to transfer metadata in CDMI operations, which allows for metadata to be hierachical| CDMI
servers| may place a restriction on the number of metadata items, maximum size\per metadata item, jJand to-
tal size| of metadata items, as specified in the cdmi metadata maxitems, o8 metadata maxsife, and
cdmi_rpetadata maxtotalsize capabilities. CDMI servers shall not placeé a restriction on the depth of the
metadata hierarchy and number of array items, outside of the above restrictions:

When dbjects are created, object metadata is created according to the follewing process:
1.

M
2. Ytorage System metadata items are added to the object, ©Oyerriding pre-existing metadata items sybject to
e restrictions described in Section 16.2

etadata items specified in the create operation are added, overriding pre-existing metadata items

—

When dbjects are updated, object metadata is updated according to the following process:
1. Hxisting metadata items are deleted, changed and/or added, as specified in the update operation

2. Ytorage System metadata items are updated for the object, overriding pre-existing metadata items suybject to
the restrictions described in Section 16.2

When dbjects are read, object metadata is returned according to the following process:
1. Data System Metadata items is inherited from the parent container

2. Metadata items stored with the object are returned, overriding any inherited Data System Metadata ifems
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16.2 Support for storage system metadata

After an object has been created or updated, the storage system metadata, as described in Table 141, shall be
generated or updated by the cloud storage system, and shall immediately be made available to a CDMI client in the
metadata that is returned as a result of the create operation and any subsequent retrievals.

Which storage system metadata is supported by the CDMI server defined in 12.2.8. Storage system metadata that
is not supported by the CDMI server shall be preserved.

Table 141: Storage system metadata

Metadata name Type Description Requirement
cdmi_size JSON The number of bytes consumed by the object. Optional
string This storage system metadata item is computed by
tILIU OtUIGyU oyotwnl, CZII(.‘.I ally Gttclllpto tU oct T
modify it will be ignored.
cdmi|ctime JSON | The time when the object was created, in ISO-8601 | Optionpl

string point-in-time format, as described in 5.6.

For a newly created object, this value shall be set
to the creation time.

This metadata value may only be updated by.a
client if it has the “backup_operator’ privilege. If
a client does not have the backup operator
privilege, updates of this metadata-item shall be
ignored.

cdmi|atime JSON | The time when the object was last accessed in Optiongl
string ISO-8601 point-in-time format; as described in 5.6.
The access or modification of a child is not
considered an accessofja parent container
(access/modify times/do not propagate up the tree).

For a newly created object, this value shall be set
to the creation time.

This metadata value may only be updated by a
client if it has the “backup_operator” privilege. If
a client'does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

cdmi|mtime JSON_ ( | *The time when the object was last modified, in Optiongl
string ISO-8601 point-in-time format, as described in 5.6.
The modification of a child is not considered a
modification of a container object (modification
times do not propagate up the tree).

For a newly created object, this value shall be set
to the creation time.

This metadata value may only be updated by a
client if it has the “backup operator” privilege. If
a client does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

cdmi| aedunt JSON The number of times that the object has been Optionpl
string accessed since it was originally created. Accesses
include all reads, writes, and lists.

For a newly created object, this value shall be set
to the value “0”.

This metadata value may only be updated by a
client if it has the “backup operator” privilege. If
a client does not have the backup operator
privilege, updates of this metadata item shall be
ignored.

continues on next page
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Table 141 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi mcount

JSON
string

The number of times that the object has been
modified since it was originally created.
Modifications include all value and metadata
changes. Modifications to metadata resulting from
reads (such as updates to atime) do not count as a
modification.

For a newly created object, this value shall be set
to the value “0”.

This metadata value may only be updated by a
client if it has the “backup operator” privilege. If
a client does not have the backup operator
privilege, updates of this metadata item shall be

Optional

ignored.

cdmi| hash

JSON
string

The hash of the value of the object, encoded using
Base16 encoding rules described in RFC 4648
[19]. This metadata field shall be present when the
“cdmi_value hash” data system metadata for
the object or a parent object indicates that the
value of the object should be hashed.

This storage system metadata item is computed by
the storage system, and any attempts'to,set or
modify it will be ignored.

Optionpl

cdmi| owner

JSON
string

The name of the principal that has'owner privileges
for the object.

If not specified when the,object is created, this
principal associated with'the user creating the
object shall be usedr

This metadata value can be updated by users with
appropriate permissions.

Optionpl

cdmijacl

JSON
array
of
JSON
ob-
jects

Standard ACEymetadata as described in 17.1.

If not specified when the object is created, the ACL
metadata shall be generated in by the system.

This metadata value can be updated by users with
appropriate permissions.

Optionpl

cdmi|dac uri

JSON
strihg

Contains the URI used to submit a DAC request for
the data object.

URI schemes supported is defined in the

cdmi dac_methods capability.

Both cdmi_dac _certificate and

cdmi dac_uri shall be included for delegated
access control to be enabled for a given object.

Optionpl

cdmi|dac_certificate

JSON
object

A JSON object, containing a JWE JWK which shall
include a public key that is used to submit a DAC
request for the data object, and should contains a
X.509 certificate or certificate chain used to verify
the identity of the DAC provider.

Both cdmi dac certificate and
edmi—dae—uri-shall-be-hrcludedfordelegated

Optiongl

— — g
access control to be enabled for a given object.

cdmi enc_ signature

JSON
object

Contains JWS compact serialization of a signature
for the entire object (value and metadata). See
clause 23.7 for more details.

Optional

© ISO/IEC 2022 - All rights reserved

225


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

226

16.3 Support for data system metadata

When specified, data system metadata, as described in Table 142, provides guidelines to the cloud storage system
on how to provide storage data services for data managed through the CDMI interface.

Data system metadata is inherited from parent objects to any children objects. If a child object explicitly contains data
system metadata, the metadata value of the child object data system metadata shall override any corresponding
inherited metadata value of the parent object data system metadata.

Which data system metadata is supported by the CDMI server defined in 12.2.9. Data system metadata that is not
supported by a CDMI server shall be preserved.

Table 142: Data system metadata

Metadata name

Type

Description

Requirement

Lo O

cdmi |

ddldad LTSUUIllUdadllt

JOUIN

string

:f thla data Oyotclll |||ctadata ;tclll ;O Plcacllt Glld act
to a positive numeric string, it indicates that the
client is requesting a desired number of complete
copies.

Additional copies may be made to satisfy demand
for the value. When this data system metadata
item is absent, or is present and is not set to‘a
positive numeric string, this data system metadata
item shall not be used.

Oaki I
PUUTT

cdmi |
> r¢

| immediate
dundancy

JSON
string

If this data system metadata item is present and set
to “true”, it indicates that the clieht is requesting
that at least the number of copiesiindicated in

cdmi data_ redundancy contain the newly
written value before the operation completes. This
metadata is used to make sure that multiple copies
of the data are written\{o'permanent storage to
prevent possible data loss. When this data system
metadata item is<absent, or is present and is not set
to “true”, this'data system metadata item shall not
be used.

If the requested number of copies cannot be
creatediwithin the HTTP timeout period, the
transaction shall complete, but the

edmi immediate redundancy provided data
system metadata shall be set to “false”.

Optionpl

cdmi |

| assignedsize

JSON
string

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is specifying the size in bytes that is desired
to be reported for a container object exported via
other protocols (see 9.2.3). The system is not
required to reserve this space and may
thin-provision the requested space. Thus, the
requested value may be greater than the actual
storage space consumed. When this data system
metadata item is absent, or is present and is not set
to a positive numeric string, this data system
metadata item shall not be used.

This data system metadata item is only applied

Optionpl

against container objects and is not inherited by
child objects.

cdmi infrastructure
<~ redundancy

JSON
string

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is requesting a desired number of
independent storage infrastructures supporting the
multiple copies of data. This metadata is used to
convey that, of the copies specified in

cdmi data_ redundancy, these copies shall be
stored on this many separate infrastructures.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

Optional

continues on next page
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Table 142 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi data dispersion

JSON
string

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is requesting a minimum desired distance (in
km) between the infrastructures supporting the
multiple copies of data. This metadata is used to
separate the

(cdmi_infrastructure redundancy number
of) infrastructures by a minimum geographic
distance to prevent data loss due to site disasters.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

Optional

cdmi|geographic
— placement

JSON
array
of
JSON
strings

It this data system metfadata item is present and set
to zero or more geopolitical identifiers, it indicates
that the client is requesting restrictions on the
geographic regions where the object is permitted to
be stored. Each geopolitical identifier shall be in
the form of either a string containing a valid IS©
3166 country/country-subdivision code, which
indicates that storage is permitted within that
geopolitical region, or in the form of a stfing starting
with the “!” character in front of a validdSO 3166
country/country-subdivision code, which excludes
that country/country-subdivision-from the previous
list of geopolitical regions.

The list is evaluated, in ordér) from left to right, with
evaluation of each candidate storage location
stopping when the candidate location is a permitted
or prohibited region‘ér is contained within a
permitted or prohibited region. In addition to the
ISO 3166 codes,“*” shall indicate all regions. If a
candidate logation does not match any of the
entries in*the list, the candidate location shall be
considered to be prohibited.

«/When this data system metadata item is
absent, this data system metadata item shall
not be used.

* When this data system metadata item is
present and does not contain valid
geopolitical identifiers, the create, update, or
deserialize operation shall fail with an HTTP
status code of 400 Bad Request.

* When this data system metadata item is
present and valid, but no available storage
locations are permitted, the create, update,
or deserialize operation shall fail with an
HTTP status code of 403 Forbidden.

Optionpl

cdmi| retlention id

JSON
string

If this data system metadata item is present and not

an empty string, it indicates that the client is
requesting that the string be used to tag a given

Optiongl

object as being managed by a specific retention
policy. This data system metadata item is not
required to place an object under retention, but is
useful when needing to be able to perform a query
to find all objects under a specific retention policy.

When this data system metadata item is absent, or
is present and an empty string, this data system
metadata item shall not be used.
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Table 142 — continued from previous page
Metadata name Type Description Requirement

cdmi retention period JSON If this data system metadata item is present and Optional
string contains a valid ISO 8601:2004 time interval (as
described in ), it indicates that the client is
requesting that an object be placed under retention
(see 18.3). When this data system metadata item
is absent, this data system metadata item shall not
be used. When this data system metadata item is
present but does not contain a valid ISO 8601:2004
time interval, the create, update, or deserialize
operation shall fail with an HTTP status code of
400 Bad Request.

If this data system metadata item is updated and
therewenddatetsbeforethecurrentenddate;
the update operation shall fail with an HTTP status
code of 403 Forbidden.

cdmi| retention JSON If this data system metadata item is present and set .| (Optionpl
— aftodelete string to “true”, it indicates that the client is requesting
that an object under retention be automatically
deleted when retention expires.

When this data system metadata item issabsent, or
is present and is not set to “t rue”, thig'data system
metadata item shall not be used.

cdmi|hold id JSON | If this data system metadata item is present and not | Optionpl
array an empty array, it indicates that the client is
of requesting that an object be_placed under hold (see

JSON 18.4). Each string in the array shall contain a
strings | unique user-specified hald identifier.

When this data system metadata item is absent, or
is present and is.:an.empty JSON array, this data
system metadata-item shall not be used.

If this data system metadata item is updated, and a
previously-existing hold string has been removed or
changedtin the update, the update operation shall
fail\with an HTTP status code of 403 Forbidden.
(See 18.4 concerning releasing holds.)

continues on nexf page
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Table 142 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi encryption

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the object be encrypted while at
rest. If encrypted, all data and metadata related to
the object shall be encrypted. Supported
algorithm/mode/length values are provided by the
cdmi_encryption capability.

When this data system metadata item is absent,
this data system metadata item shall not be used.

If this data system metadata item is present but
does not contain a valid encryption
algorithm/modef/length string, the system is free to

Optional

choose to ignore the data system metadata, to fail
with an HTTP status code of 400 Bad Request,
or to select an encryption algorithm/mode/length of
the system’s choice.

Supported encryption algorithms are expressed.as
a string in the form of
ALGORITHM_MODE_KEYLENGTH, where:

* “ALGORITHM" is the encryption algorjithm
(e.g., “AES” or “3DES”).

* “MODE” is the mode of operation\(e.g., “XTs”,
“CBC”, or “CTR”).

* “KEYLENGTH” is the key size in bytes (e.g.,
“128", %1927, “256").

To improve interoperability between CDMI
implementations, the folléwing designators should
be used for the more)Common encryption
combinations:

* “3DES_ECB,*168" for the three-key
TripleDES algorithm, the Electronic Code
Book-(ECB) mode of operation, and a key
sizevof 168 bits;

* “3DES_CBC_ 168" for the three-key
TripleDES algorithm, the Cipher Block
Chaining (CBC) mode of operation, and a
key size of 168 bits;

* “AES_CBC_128” for the AES algorithm, the
CBC mode of operation, and a key size of
128 bits;

* “AES_CBC_ 256" for the AES algorithm, the
CBC mode of operation, and a key size of
256 bits;

* “AES XTS_ 128" for the AES algorithm, the
XTS mode of operation, and a key size of
128 bits; and

* “AES_XTS_ 256" for the AES algorithm, the
XTS mode of operation, and a key size of
256 bits.
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Table 142 — continued from previous page
Metadata name Type Description Requirement

cdmi value_ hash JSON If this data system metadata item is present and not | Optional
string an empty string, it indicates that the client is
requesting that the system hash the object value
using the hashing algorithm and length requested.
The result of the hash shall be provided in the
cdmi_hash storage system metadata item.
Supported algorithm/length values are provided by
the cdmi value hash storage system capability.

When this data system metadata item is absent,
this data system metadata item shall not be used.

If this data system metadata item is present but
does not contain a valid hash algorithm/length
string, the system is free to choose to ignore the
data system metadata, to fail with an HTTP status
code of 400 Bad Request, or to select a hash
algorithm/length of the system’s choice.

Supported hash algorithms are expressed as a
strlng in the form of ALGORITHM LENGTH, where:
“ALGORITHM’ is the hash algorithm (exg.;
“SHA”).
* “LENGTH” is the hash size in bytes,(e.g.,
“160”, “256").
To improve interoperability between CDMI
implementations, the followingdeésignators should
be used for the more common encryption
combinations:
* “SHA160” for SHA<], and
* “sua256” for SHA-2.

cdmi| latency JSON If this data system) metadata item is present and set | Optionpl
string to a positive aumeric string, it indicates that the
client is requesting a desired maximum time to first
byte, in milliseconds. This metadata is the desired
lateney~(in milliseconds) to the first byte of data, as
measured from the edge of the cloud and factoring
out any propagation latency between the client and
the cloud. For example, this metadata may be used
to determine, in an interoperable way, from what
type of storage medium the data may be served.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

cdmi| throughput JSON If this data system metadata item is present and set | Optionpl
string to a positive numeric string, it indicates that the
client is requesting a desired maximum data rate
on retrieve, in bytes per second. This metadata is
the desired bandwidth to the data, as measured
from the edge of the cloud and factoring out any
bandwidth capability between the client and the
cloud. This metadata is used to stage the data in
locations where there is sufficient bandwidth to
accommodate a maximum usage.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

continues on next page
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Table 142 — continued from previous page

Metadata name

Type

Description

Requirement

cdmi sanitization
— method

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the system use a specific
sanitization method to delete data such that the
data is unrecoverable after an update or delete
operation. Supported sanitization method values
are provided by the

cdmi sanitization method capability.

When this data system metadata item is absent,
this data system metadata item shall not be used.

If this data system metadata item is present but
does not contain a valid sanitization method string,

Optional

the system is free to choose to ignore the data
system metadata, to fail with an HTTP status code
of 400 Bad Request, or to select a sanitization
method of the system’s choice.

Supported sanitization methods are defined as
system-specific strings.

cdmi | RPO

JSON
string

If this data system metadata item is present and set
to a positive numeric string, it indicates that the
client is requesting a largest acceptable duration in
time between an update or create,and‘when the
object may be recovered, specified-in seconds.
This metadata is used to indicate-the desired
backup frequency from the primary copy or copies
of the data to the secondaryCopy or copies. Itis
the maximum acceptabletime period before a
failure or disaster ddring which changes to data
may be lost as a‘Consequence of recovery.

When this data‘system metadata item is absent, or
is present andsis not set to a positive numeric string,
this data system metadata item shall not be used.

Optionpl

cdmi| RTO

JSON
string

If this data system metadata item is present and set
to a\positive numeric string, it indicates that the
client is requesting the largest acceptable duration
in' time to restore data, specified in seconds. This
metadata is used to indicate the desired maximum
acceptable duration to restore the primary copy or
copies of the data from a secondary backup copy
or copies.

When this data system metadata item is absent, or
is present and is not set to a positive numeric string,
this data system metadata item shall not be used.

Optionpl

cdmi|enc key id

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
symmetric key used to encrypt and decrypt the
object.

Optionpl

cdmi enc value sign id

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
private key used for signing the value of the object.

Optional

cdmi enc value verify
— id

JSON
string

If this data system metadata item is present and not
an empty string, it indicates that the client is
requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
public key or certificate chain used for verifying the
signature of the value of the object.

Optional
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Table 142 — continued from previous page

Metadata name Type Description Requirement
cdmi_enc_object sign JSON If this data system metadata item is present and not | Optional
— id string an empty string, it indicates that the client is

requesting that the system associate with the
object a key identifier (e.g. KMIP Identifier) for the
private key used for signing the entire object.

cdmi_enc_object verify | JSON | If this data system metadata item is present and not | Optional
— id string an empty string, it indicates that the client is
requesting that the system associate with the
object a key identifier (.e.g. KMIP Identifier) for the
public key or certificate chain used for verifying the
signature of the entire object.

cdmi_versioning JSON If this data system metadata item is present and not | Optional
stritg amempty string; itindicatesthattheclent s
requesting that versioning be enabled for the data
object, and what level of versioning is requrested.

« |f set to the value “value”, versions shall be
created when the value is updated.

* If set to the value “user”, versions shall be
created when the value and/or user
metadata is updated.

« If set to the value “a11”, versions §hall be
created when any update is perfermed
against the version-enabled.data object.

This data system metadata item-shall not be
present in data object versions.

cdmi|versions_ count JSON | If this data system metadata-item is present and not | Optionpl
string an empty string, it indicates that the client is
requesting limits on the maximum number of
historical versions t6 be retained.

* If cdmi_vebsions count is not present,
no limitsishould be placed on the number of
versiops that are retained.

* If gdmi” versions count is present and
has a value of zero, only the current version
should be retained.

»If cdmi_versions_ count is present and
has a value greater than zero, up to the
specified number of historical versions
should be retained.

« If the number of historical versions exceeds
the value specified, historical versions should
be deleted from the oldest to the newest until
the number of historical versions equals the
value contained in cdmi_versions count.

cdmi|versions age JSON | If this data system metadata item is present and not | Optionpl
string an empty string, it indicates that the client is
requesting limits on the maximum age of the oldest
historical version requested to be retained.

* If cdmi_versions_age is not present, no
limit should be placed on the age of versions
that are refained.

* If cdmi versions age is present,
historical versions should be retained until
their age in seconds since creation is greater
than the value contained in
cdmi versions_ age.

« If the age of a historical version exceeds the
value specified, that historical version should
be deleted.

continues on next page
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Table 142 — continued from previous page

Metadata name Type Description Requirement
cdmi versions_size JSON If this data system metadata item is present and not | Optional
string an empty string, it indicates that the client is

requesting limits on the maximum amount of space
to be used to retain historical versions.

* If cdmi_versions_size is not present, no
limit should be placed on the size of versions
that are retained.

* If cdmi versions size is present, historic
versions should be retained until the total
storage consumption in bytes of the historical
versions exceeds the value contained in
cdmi versions_size.

« _If the total size consumed by historical

versions exceeds the value specified,
historical versions should be deleted from the
oldest to the newest until the total storage
consumption of historical versions is equal or.
less than the value contained in

cdmi versions_size.
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16.4 Support for provided data system metadata

For each metadata item in a data system, there is an actual value that the cloud service is able to achieve at this
time, as shown in Table 143. Data system-provided metadata items are read only. Updates of these metadata items
shall be ignored.

Table 143: Provided values of data system metadata

Metadata name Type Description Requirement

cdmi data_redundancy provided | JSON Contains the current number of complete | Optional
string copies of the data object at this time

cdmi immediate redundancy JSON If present and set to “t rue”, indicates if Optional
— provided string immediate redundancy is provided for

the object
cdmi|infrastructure JSON | Contains the current number of Optigngl
— r¢dundancy provided string independent storage infrastructures

supporting the data currently operating
cdmi|data_dispersion provided | JSON | Contains the current lowest distance Optionpl

string (km) between any two infrastructures
hosting the data

cdmi|geographic placement JSON Contains an ISO-3166 identifier that Optionpl
< provided array corresponds to a geopolitical region

of where the object is stored

JSON

strings
cdmi| retention period provided| JSON | Contains an ISO-860]1-time interval (as Optionpl

string described in 5.6) specifying the period
the object is protected by retention

cdmi| retention autodelete JSON | Contains “true” if the object will Optiongl
— provided string automatically be deleted when retention
expires
cdmi|hold id provided JSON | Contains the user-specified hold Optionpl
array idéntifiers for active holds
of
JSON
strings
cdmi|encryption provided JSON | Contains the algorithm used for Optiongl

string encryption, the mode of operation, and
the key size. (See cdmi_encryption
in 16.3 for the format.)

cdmi|value hash provided JSON Contains the algorithm and length being Optionpl
string used to hash the object value. See
cdmi_value hashin 16.3 for the

format.
cdmi| latency provided JSON | Contains the provided maximum time to Optiongl
string first byte
cdmi| throughpift provided JSON Contains the provided maximum data Optionpl
string rate on retrieve
cdmi|sanittzation method JSON | Contains the sanitization method used. Optiongl
— provided string See cdmi_sanitization methodin
16.3 for the format.
cdmi RPO_provided JSON Contains the provided duration, in Optional

string seconds, between an update and when
the update may be recovered

cdmi RTO provided JSON Contains the provided duration, in Optional
string seconds, to restore data
cdmi_authentication methods JSON | Contains a list of authentication methods | Optional
< provided array enabled for the domain. See
of cdmi authentication methods in
JSON 16.3 for the format.
strings
cdmi versioning provided JSON Contains the value “value”, “user”, or Optional
string “al1” if versioning is enabled for the data
object.

continues on next page
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Table 143 — continued from previous page

Metadata name Type Description Requirement

cdmi versions count provided JSON | Contains the maximum number of Optional
string historical versions that will be retained.

cdmi versions age provided JSON | Contains the oldest age of a historical Optional
string version that will be retained, in seconds

before the current time.

cdmi versions size provided JSON | Contains the maximum amount of space | Optional

string that can be used to retain historical

versions, in bytes.

© ISO/IEC 2022 - All rights reserved

235


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

16.5 Support for user metadata

All CDMI objects that support metadata shall permit the inclusion of arbitrary user-defined metadata items, with the
restriction that the name of a user-defined metadata item shall not start with the prefix “cdmi\_”.

* The

maximum number of user-defined metadata items is specified by the capability

cdmi metadata maxitems.

* The

maximum size of each user-defined metadata item is specified by the capability

cdmi metadata maxsize.

* The maximum total size of user-defined metadata items for an object is specified by the capability
cdmi metadata maxtotalsize.

236
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16.6 Metadata update operations

CDMI permits a client to replace all metadata items or to perform operations against one or more individual metadata

items.

Replacing all metadata items is accomplished by including the metadata field in the update request body JSON and
not specifying specific metadata items in the update URI.

Adding, updating, and removing specific metadata items is accomplished by specifying the specific metadata item
names in the update URI:

« To add a new metadata item to an existing object, the metadata item name shall be included in the update
request URI, and the metadata item shall be included in the metadata field in the update request body JSON.

» To update the value of an existing metadata item, the metadata item name shall be included in the update
request URI, and the metadata item shall be included in the metadata field in the update request body JSON.

When individual metadata items are specified in the update URI, metadata items included in the metadatg

the req

remove an existing metadata item, the metadata item name shall be included in the update requg
d the metadata item shall not be included in the metadata field in the update request body JSON

est body JSON that are not referred to in the update URI shall be ignored.

bst URI,

field in
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Clause 17

Access control

171

Access
Standa

* N

Overview

d supports the following options for access control:

0 access control

ccess Control List (ACL) based access control (See 17.2.1)
omain based access control (See 10.2.5)

elegated access control (See clause 24)

endor-defined access control extensions

ombinations of the above

control defines the mechanisms by which access to objects are permitted or denied. The CDMI Interpational
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17.2 Access control flow

Fig. 11 illustrates the control flow for access control in an example CDMI implementation. As every aspect of access
control is optional within a CDMI server, each different implementations will typically implement appropriate subsets
of the illustrated access control flow, in a manner approprate to the internal architecture of their implementation.

lllustrative Logical Subdivisions within an Example CDMI Server

Originating | CDMI Request CDMI Metadata CDMI Domain CDMI ACL CDMI Delegated

Client Processing Repository Processing Processing Access Control
»
!
1. CDMI Request | A
2. If domains 3. Obtain Object
supported, get Object Domain
Domain
<
-
4. Object Domain
|-
>
5. If domains 6. If delegated to
supported, resolve external system,
principals perform lookup
7. If not delegated,
look up user identity in
local domain
membership
<
.
8. Resolved user/
group
>
>
9. If ACLs supported, 10. Obtain local ACL
get Object ACL
gl
<
11. Obtain Object ACL
Metadata
12. Obtain Inherited
ACL Metadata
>
13. Object ACL 14. Evaluate ACL
Metadata against principal and
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.
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Fig. 11: Access control flow

The full contol flow can include 24 steps:

1. The CDMI client initiates a CDMI operation by sending a CDMI request to a CDMI server. As part of the
request, the CDMI client includes information about its identity and information to prove this identity (creden-
tials). The method by which these credentials are presented and formatted is not specified in this International
Standard, however, some guidance is provided in 5.4.3.

2. If the CDMI server supports Domains (see clause 10), the CDMI server obtains the domain associated with
the object the CDMI operation is being performed against. If the CDMI system does not support domains,
steps 2 - 8 are skipped.

3. The CDMI server obtains required information about the domain associated with the object.

4. Domain Information is returned for further use.
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5. Domain information is used to resolve CDMI client credentials.

6. If the Domain is configured to delegate identity resolution to an external system (such as Active Directory),
credentials are sent to this external system for resolution.

7. Ifthe Domain is configured to use local membership, credentials are compared against the configured domain
members (see 10.4).

8. T

he resolved principle (user, group, indication of validity) is returned for further use.

9. Ifthe CDMI server supports ACLs (see 17.2.1), the CDMI server evaluates the object ACL. If the CDMI system
does not support ACLs, steps 9 - 15 are skipped.

10. T
" T
12. If

he CDMI ACL processing subsystem obtains the ACL for the object.
he CDMI server obtains ACL metadata associated with the object.
the object is in a container, the CDMI server obtains ACL metadata for parent containers.

13. T
14. 7
15. T
16. If
n
d
17. 7
18. O
19. If
20. T
21. I
22. T
23. T
24. T
Steps 2

17.2.1

CDMI |
RFC 35
(ACEs)

17.2.2

An ACL
some f
DENY A
metada
write ad

he obfained ACL metadata Is returned for further use.
he CDMI ACL processing subsystem evaluates the resolved principals against the resolved ACL.
he evaluated permission mask is returned for further use.

the CDMI server supports Delegated Access Control (DAC) (see clause 24), the CDMI server obtai
etadata associated with the object the CDMI operation is being performed against{OIf the CDMI
oes not support DAC, steps 16 - 22 are skipped.

he CDMI server obtains DAC metadata associated with the object.

AC metadata is returned for further use.

DAC metadata is present and indicates that DAC is to be used, the speeified delegation is perform
he external DAC provider is contacted, including the evaluated Object permission mask.

a valid DAC response is received, the dac_applied_mask replaces the evaluated Object permissio
he DAC results and Object permission mask is returned foer'further use.

he Object permission mask is used to determine if the\tequested operation is permitted.

he operation is permitted or denied, and the corresponding response returend to the CDMI Client.
- 8,9-15, and 16 - 18 may be performed in parallel.

General mechanisms

ses the well-known mechanism ‘of.an Access Control List (ACL) as defined in the NFSv4 standz
30 [1]). ACLs are lists of permissions-granting or permissions-denying entries called Access Control

ACL and ACE structure

is an orderedlist of ACEs. The two types of ACEs in CDMI are ALLOW and DENY. An ALLOW ACH
brm of access-to a principal. Principals are either users or groups and are represented by identi
CE deniess access of some kind to a principal. For instance, a DENY ACE may deny the ability to v
ta or ACL"of an object but may remain silent on other forms of access. In that case, if another ACE A
cess\to'the object, the principal is allowed to write the object’s data, but nothing else.

hs DAC
system

led.

h mask.

rd (see
Entries

grants
iers. A
rite the
LLOWSs

ACEs 4

re composed of four fields: tvpe, who, flags and access mask, as per RFC 3530 [1]. The tvpe,

flags,

and access_mask shall be specified as either unsigned integers in hex string representation or as a comma-
delimited list of bit mask string form values taken from ACE types, ACE flags, and ACE masks bits.
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Table 144 defines the following ACE types, as specified in section 5.11.1 of RFC 3530 [1].

Table 144: ACE types

String Description Constant Bit mask

form

“aLLowW” | Allow access rights for a principal “CDMI_ACE ACCESS ALLOW” | 0x00000000

“DENY” Deny access rights for a principal “CDMI_ACE_ACCESS_DENY” 0x00000001

“AUDIT” | Generate an audit record when the principal “‘CDMI_ACE SYSTEM AUDIT” | 0x00000002
attempts to exercise the specified access rights

The reason that the string forms may be safel

opposef to constants, which are relatively global in scope.
The clignt is responsible for ordering the ACEs in an ACL. The server shall not enforce any ordering and.shall store

17.2.4 AC

E who

luate the ACEs in the order given by the client.

abbreviated is that they are local to the ACE structure type, as

The spé¢cial “who” identifiers need to be understood universally, rather than in the context of a particular ¢xternal
security domain (see Who identifiers). Some of these identifiers may not be understood when a CDMI client ac-
cesses[the server, but they may have meaning when a local process accesses the file. The ability to disglay and
modify fhese permissions is permitted over CDMI, even if none of the access-iethods on the server unddrstands
the identifiers.

Table 145: Who identifiers

Who Description Lodd

“OWNEHRE” The owner of the file

“Groypre” The group associated with the file

“EVEHYONE@” The world

“ANONYMOUS@R” Access without authentication

“AUTHENTICATEDR”| Any authenticated user.(@pposite of “ANONYMOUS@”)
“ADMIINISTRATORR” | A user with administrative status, e.g., “root”
“ADMINUSERS@” A group whose members are given administrative status

To avoifl name conflicts, these speciallidentifiers are distinguished by an appended “@” (with no domain name).

17.2.5 ACE flags

CDMI gllows for nested\eontainers and mandates that objects and subcontainers be able to inherit access permis-
sions frpm their parént-containers. However, it is not enough to simply inherit all permissions from the pprent; it
might be desirablé;for example, to have different default permissions on child objects and subcontainers of|a given
containpr. Theflags in Table 146 govern this behavior.

Table 146: ACE flags

“OBJECT INHERIT” is setis
inherited by objects as an
effective ACE:

“OBJECT INHERIT” is cleared
on the child object. When the
ACE is inherited by a container,
“OBJECT_INHERIT” is retained
for the purpose of inheritance,
and additionally,

“INHERIT ONLY”is set.

OBJECT INHERIT ACE"

String form Description Constant Bit mask
“NO_FLAGS” No flags are set “‘CDMI_ACE_FLAGS_NONE” 0x00000000
“OBJECT INHERIT” An ACE on which “CDMI_ACE FLAGS 0x00000001
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Table 146 — continued from previous page
String form Description Constant Bit mask

“CONTAINER_INHERIT’] An ACE on which “CDMI_ACE_FLAGS_ 0x00000002
‘CONTAINER INHERIT"issetis | CONTAINER INHERIT ACE”
inherited by a subcontainer as an
effective ACE.

Both "INHERIT ONLY” and
“‘CONTAINER INHERIT” are
cleared on the child container.

“NO_PROPAGATE” An ACE on which “CDMI_ACE_FLAGS 0x00000004
“NO_PROPAGATE” is set is not NO_ PROPAGATE ACE”
inherited by any objects or
subcontainers. It applies only

to the container on which it is set.

‘INHHRIT ONTY" AmACEomTwhich “CDMI ACE TLAGS Ox66669008
“INHERIT ONLY”is setis INHERIT ONLY ACE”
propagated to children during
ACL inheritance as specified

by "OBJECT INHERIT” and
“CONTAINER INHERIT". The
ACE is ignored when

evaluating access to the
container on which it is set and is
always ignored when set on

objects.
“IDENTIFIER GROUP” | An ACE on which “CDMI_ACE(ELAGS 0x00000040
“IDENTIFIER GROUP”is set IDENTIEIBR”GROUP”

indicates that the “who” refers to
a group identifier.

“INHHRITED” An ACE on which “INHERITED” | “CBMI ACE FLAGS 0x00000080
is set indicates that this ACE is MVHERITED ACE”
inherited from a parent directory.
A server that supports automatic
inheritance will place this flag

on any ACEs inherited from'the
parent directory when creating a
new object.

17.2.6| ACE mask bits

The mask field of an ACE contains a-32 bit mask, as specified in section 5.11.2 of RFC 3530 [1]. Table 146|defines
the imppct of each bit in an ACE.mask field.
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Table 147: ACE masks bits

String form

Description

Constant

Bit mask

“READ_OBJECT”

If true, indicates permission to
read the value of an object.

If false:

+ A CDMI GET that requests
all fields shall return all
permitted fields with the
value field excluded.

+ A CDMI GET that requests
specific fields shall return
requested permitted fields
with the value field
excluded.

“CDMI_ACE READ OBJECT”

0x00000

< ACDMIGET for only the
value field shall return an
HTTP status code of 403
Forbidden.

* A non-CDMI GET shall
return an HTTP status
code of 403 Forbidden.

001

“LIST CONTAINER’

If true, indicates permission to list
the children of an object.

If false:

+ A CDMI GET that requests
all fields shall return all
permitted fields with the
children field and
childrenrange field
excluded.

+ A CDMI GET that requests
specific fields shall return
the requested permitted
fields with the children*field
and childrenrangeifield
excluded.

« A CDMI GET for only the
children field and/or
childrenrange field shall
returnnan HTTP status
code'of 403 Forbidden.

“‘CDMI_ACE LIST,CONTAINER'

0x0000

001

‘“WRIYE OBJECT”

If trule, indicates permission to
modify the value of an object

If false, a PUT that requests
modification of the value of an
object shall return an HTTP
status code of 403 Forbidden.

“CDMI_ACE WRITE OBJECT”

0x0000

002

“ADD |OBJECTY

If true, indicates permission to
add a new child data object or
gueue object.

“CDMI_ACE ADD OBJECT”

0x0000

If false, a PUT or POST that
requests creation of a new child
data object or new queue object
shall return an HTTP status code
of 403 Forbidden.

002
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Table 147 — continued from previous page

String form

Description

Constant Bit mask

“APPEND_ DATA’

If true, indicates permission to
append data to the value of a
data object.

If “APPEND DATA” is true and
‘WRITE_OBJECT is false, a PUT
that requests modification of any
existing part of the value of an
object shall return an HTTP
status code of 403 Forbidden.

“CDMI_ACE_APPEND DATA’ 0x00000004

“ADD_SUBCONTAINER”

If true, indicates permission to
create a child container object or
domain object.

“CDMI_ACE_ADD 0x00000004

SUBCONTAINER”

If false, a PUT that requests
creation of a new child container
object or new domain object shall
return an HTTP status code of
403 Forbidden.

“REAI] METADATA”

If true, indicates permission to
read the metadata of an object.

If false:

+ A CDMI GET that requests
all fields shall return all
permitted fields with the
metadata field excluded.

+ A CDMI GET that requests
specific fields shall return
the requested permitted
fields with the metadata
field excluded.

+ A CDMI GET for only the
metadata field shall retdrn
an HTTP status code‘of
403 Forbiddens

‘CDMI_ACE READ METAPATA” | 0x00000008

‘WRITYE METADATA”

If true, indicates permission to
modify the metadata of an object.

If false, a CDMI-PUT that
requests-muadification of the
metadata field of an object shall
return an HTTP status code of
4033 Forbidden.

‘CDMI_ACE WRITE METADATA'| 0x00000010

”

“EXEQUTE

lf-true, indicates permission to
execute an object.

“CDMI_ACE EXECUTE” 0x00000020

“TRAYERSE
CONTAINER”

If true, indicates permission to
traverse a container object or
domain object.

If false, all operations against all

children below the container
cshall ratiirn an HTTDP cotatuic cada

“CDMI_ACE TRAVERSE 0x00000020

CONTAINER”

of 403 Forbidden.

»

“DELETE OBJECT

If true, indicates permission to
delete a child data object or child
queue object from a container
object.

If false, all DELETE operations
shall return an HTTP status code
of 403 Forbidden.

‘CDMI_ACE DELETE OBJECT” | 0x00000040
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String form

Description

Constant

Bit mask

“DELETE
SUBCONTAINER”

If true, indicates permission to
delete a child container object
from a container object or to
delete a child domain object from
a domain object.

If false, all DELETE operations
shall return an HTTP status code
of 403 Forbidden.

“CDMI_ACE DELETE
SUBCONTAINER”

0x00000040

“READ ATTRIBUTES”

If true, indicates permission to
read the attribute fields' of an
object.

If false:

“CDMI_ACE READ
ATTRIBUTES”

0x00000080

+ A CDMI GET that requests
all fields shall return all
non-attribute fields and
shall not return any
attribute fields.

+ A CDMI GET that requests
at least one non-attribute
field shall only return the
requested non-attribute
fields.

* A CDMI GET that requests
only non-attribute fields
shall return an HTTP
status code of 403
Forbidden.

‘WRITYE ATTRIBUTES”

If true, indicates permission to
change attribute fields[#a]_ of an
object.

If false, a CDMI PUT that
requests modification of.any
non-attribute field shall>return an
HTTP status code of\403
Forbidden.

“CDMI_ACE WRITE
ATTRIBUTES”

0x00000100

‘“WRITE RETENTION”

If true, indicates permission to
change retention attributes of an
object.

If false,-a CDMI PUT that
requests modification of any
non-hold retention metadata
items shall return an HTTP
status code of 403 Forbidden.

“CDMI_ACE WRITE
RETENTION”

0x00000200

‘WRITE_RETENTION
HOLD)]

If true, indicates permission to
change retention hold attributes
of an object.

If false, a CDMI PUT that
requests modification of any

“CDMI_ACE WRITE
RETENTION HOLD”

0x00000400

retention hold metadata items
shall return an HTTP status code
of 403 Forbidden.

“DELETE”

If true, indicates permission to
delete an object.

If false, all DELETE operations
shall return an HTTP status code
of 403 Forbidden.

“‘CDMI_ACE DELETE"

0x00010000
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Table 147 — continued from previous page

String form

Description

Constant

Bit mask

“READ_ACL”

If true, indicates permission to
read the ACL of an object.

If false:

+ A CDMI GET that requests
all metadata items shall
return all permitted
metadata items with the
‘cdmi_acl” metadata
item excluded.

+ A CDMI GET that requests
specific metadata items
shall return the requested

“CDMI_ACE_READ ACL’

0x00020000

permitted-metadataiters
with the “cdmi_acl”
metadata item excluded.

+ A CDMI GET for only the
cdmi_acl metadata item
shall return an HTTP
status code of 403
Forbidden.

If “READ ACL”is true and
“READ_METADATA” is false, then
to read the ACL, a client CDMI
GET for only the “cdmi_acl”
metadata item shall be permitted.

‘WRIYE ACL”

If true, indicates permission to
write the ACL of an object.

If false:

* If “WRITE ACL”is false, a
CDMI PUT that requests
modification of the
‘cdmi_acl” metadata
item shall return an HFTP
status code of 403
Forbidden.

* If"WRITE ACR"is true and
“WRITE \METADATA” is
false, then to write the
ACL, ‘axclient COMI PUT
far only the “cdmi_acl”
metadata item shall be
permitted.

“‘CDMI_ACE WRITE ACL”

0x00040000

‘WRITYE_OWNER”

If true, indicates permission to
change the owner of an object.

If false:
* If “WRITE OWNER” is false,
a CDMI PUT that requests
modification of the
‘cdmi owner” metadata

“‘CDMI_ACE_WRITE OWNER”

0x00080000

ftem shaitretarn an HT1 1P
status code of 403
Forbidden.

* If“WRITE OWNER”is true
and “WRITE_METADATA”
is false, then to write the
owner, a client CDMI PUT
for only the “cdmi owner”
metadata item shall be
permitted.
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Table 147 — continued from previous page

String form Description Constant Bit mask

“SYNCHRONIZE” If true, indicates permission to “CDMI_ACE_ SYNCHRONIZE" 0x00100000

access an object locally at the
server with synchronous reads
and writes.

Implementations shall use the correct string form to display permissions, if the object type is known. If the object
type is unknown, the “object” version of the string shall be used.

17.2.7 ACL evaluation

When permission for the desired access is not explicitly given, even “ADMINISTRATORR” and equivalents arg
for objgcts that aren’t container roots. When an adminnneeds to access an object in such an instance,
containr shall be accessed and its inheritable ACEs,changed in a way as to allow access to the origina
The requlting log entry then provides an audit trajlfor the access.

When g root container is created and no ACL is'supplied, the server shall place an ACL containing the fi
ACEs gn the container:

groups. This condition is not expected, as CDMI implementations should require an inhefitable defa
all root containers.

ACEs that do not refer to the principal P requesting the operation are ignored.

Ifan ACE is encountered that denies access to P for any of the requested mask bits, access is den
the algorithm terminates.

I an ACE is encountered that allows access to P, the permissions mask m, for the operation is XOR
the permissions mask from the ACE. If m is sufficient for the operation,-access is granted and the a
terminates.

fthe end of the ACL list is reached and permission has neither,been granted nor explicitly denied, a
denied and the algorithm terminates, unless the object is a container root. In this case, the server sh

— allow access to the container owner, “ADMINISTRATOR@", and any member of “ADMINUSERS@
— log an event indicating what has happened.

ers and

ult ACL

ied and

ed with
gorithm

Lcess is
all:

;and

denied
he root
object.

llowing

"cdmi |

[

]

{

hcl":

"acetype": "ALLOW™
"identifier": OWNERQ",
"aceflags": "OBJECT_INHERIT, CONTAINER_INHERIT",
"acemask": '"ALL PERMS"
’
"acetypg™: "ALLOW",
"identifier": "AUTHENTICATED@",
"gCeflags": "OBJECT_INHERIT, CONTAINER_INHERIT",
"acemask": "READ"

As ACLs are storage system metadata, they are stored and retrieved through the metadata field included in a PUT
or GET request. The syntax is as follows, using the constant strings from ACE types, ACE flags, and ACE masks

bits:

ACL = { ACE [, ACE ...] }

ACE = { acetype , identifier , aceflags , acemask }
acetype = uint t | acetypeitem

identifier = utf8string t

aceflags = uint t | aceflagsstring

acemask

uint t | acemaskstring

(continues on next page)

' The value fields, children fields, and metadata field are considered to be non-attribute fields. All other fields are considered to be
attribute fields.
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(continued from previous page)

acetypeitem = aceallowedtype | acedeniedtype | aceaudittype
aceallowedtype = "CDMI_ACE ACCESS ALLOWED TYPE" | 0xO
acedeniedtype = "CDMI_ACE ACCESS DENIED TYPE" | 0x01
aceaudittype = "CDMI_ACE_SYSTEM AUDIT TYPE" | 0x02
aceflagsstring = aceflagsitem [| aceflagsitem .
aceflagsitem = aceobinherititem | acecontinherititem | acenopropagateitem |
—aceinheritonlyitem
aceobinherititem = "CDMI_ACE OBJECT_INHERIT ACE" | 0x01
acecontinherititem = "CDMI_ ACE CONTAINER INHERIT ACE" | 0x02
acenopropagateitem = "CDMI ACE NO PROPAGATE INHERIT ACE" | 0x04
aceinheritonlyitem = "CDMI ACE INHERIT ONLY ACE" | 0x08
acemaskstring = acemaskitem [| acemaskitem .
acemas[KkItem = dcercaditem | acewrlleltem | aceappenditem | acereadmetaitem |
—acewfritemetaitem | acedeleteitem | acedelselfitem | acereadaclitem | acewriteacliten |
—aceekecuteitem | acereadattritem | acewriteattritem | aceretentionitem
acereafditem = "CDMI_ ACE READ OBJECT" | "CDMI_ACE LIST CONTAINER" | 0x0lL
acewrilfteitem = "CDMI_ACE WRITE OBJECT" | "CDMI_ACE ADD OBJECT" | 0x02
aceapppnditem = "CDMI_ACE_APPEND DATA" | "CDMI_ACE_ADD SUBCONTAINER", {/"0x04
acereafdmetaitem = "CDMI_ACE_READ METADATA" | 0x08
acewriftemetaitem = "CDMI_ACE WRITE METADATA" | 0x10
acedelfpteitem = "CDMI ACE DELETE OBJECT" | "CDMI ACE DELETE SUBCONTAINER" | 0x40
acedelpelfitem = "CDMI_ACE DELETE" | 0x10000
acereafdaclitem = "CDMI_ ACE READ ACL" | 0x20000
acewrifteaclitem = "CDMI_ACE WRITE ACL" | 0x40000
aceexefuteitem = "CDMI_ACE_EXECUTE" | 0x80000
acereafdattritem = "CDMI_ACE_READ ATTRIBUTES" | 0x00080
acewrifteattritem = "CDMI ACE WRITE ATTRIBUTES" | 0x00100
aceretpntionitem = "CDMI ACE SET RETENTION" | 0x1000000@
When ACE masks are presented in numeric format, they shall, at all times, be specified in hexadecimal potation
with a Ipading “0x”. This format allows both servers and clients'to quickly determine which of the two forms of a
given cpnstant is being used. When masks are presented in string format, they shall be converted to numeri¢ format
and thein evaluated using standard bitwise operators.
When gn object is created, no ACL is supplied, and an"ACL is not inherited from the parent container (or [there is
no pargnt container), the server shall place an ACL containing the following ACEs on the object:
"cdmi pcl":
[
{

"acetype": "ALLOW",

"identifier": "OWNERQ@™,

"aceflags": "OBJECT.INHERIT, CONTAINER INHERIT",

"acemask": "ALL PERMS"

}

1
17.2.8| Example‘ACE mask expressions
Example 1:

"o AL AT T 05202

evaluates to 0x09 | 0x02 == 0x
Example 2:

0

’OX001F07FF

evaluates to 0x001FO7FF == “ALL_PERMS”

Example 3:

"RW_ALL" | DELETE

evaluates to 0x000601DF | 0x00100000 == 0x000701DF
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17.2.9 Canonical format for ACE hexadecimal quantities

ACE mask expressions may be evaluated and converted to a string hexadecimal value before transmission in a
CDMI JSON body. Applications or utilities that display them to users should convert them into a text expression
before display and accept user input in text format as well.

The following technique should be used to decompose masks into strings. A table of masks and string equivalents
should be maintained and ordered from greatest to least:

Table 148: ACE bit mask/string

Hex form Object string form Container string form
0x001FO7FF ‘ALL_PERMS” ‘ALL PERMS”
0x0006006F “RW_ALL’ “RW_ALL"
0x0000001F ‘RW” “RW”

0x00700002 ‘“WRITE OBJECT” “ADD OBJECT”
0x00dq00001 “READ OBJECT” “LIST CONTAINER’

Given gn access mask M, the following is repeated until M == 0:
1. Yelect the highest mask m from the table such that M & m ==m.
2.

fl the object is a container, select the string from the 3rd column; otherwise/ select the string from the 2nd
plumn.

itwise subtract m from M, i.e., set M = M xor m.

he complete textual representation is then all the selected strings concatenated with “, """ b¢tween
hem, e.g., " "ALL PERMS, WRITE OWNER”. The strings should appear in the order they are s¢lected.

> w
&4 m Q

A similgr technique should be used for all other sets of hex/string equivalents.

This algorithm, properly coded, requires only one (often partial) pass through the corresponding string equjvalents
table.

17.2.10 JSON format for ACLs

ACE flags and masks are members of a 32-bit quantity that is widely understood in its hexadecimal represertations.
The JSPN data format does not support hexadecimal integers, however. For this reason, all hexadecimal integers
in CDM|l ACLs shall be represented as quoted’strings containing a leading “0x”.

ACLs cpntaining one or more ACEs shallbe represented in JSON as follows:

{

"cdmi acl" : [

{
"acetype" &t 70xnn",
"identifien" : "<user-or-group-name>",
"aceflags" : "Oxnn",
"acemask" : "Oxnn"

}l

{
Yacetype" : "Oxnn",
"identifier" : "<user-or-group-name>",
"aceflags" : "Oxnn",

i LU 1 m
JCCoas K UXTTIT

}

ACEs in such an ACL shall be evaluated in order as they appear.

EXAMPLE 1: An example of an ACL embedded in a response to a GET request is as follows:

HTTP/1.1 200 OK
Content-Type: application/cdmi-object

{
"objectType" : "/application/cdmi-object",
"objectID" : "00007ED9001086A99CC6487FEE373D82",
"objectName" : "MyDataltem.txt",

(continues on next page)
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(continued from previous page)

"parentURI" : "/MyContainer/",
"domainURI" : "/cdmi domains/MyDomain/",
"capabilitiesURI" : "/cdmi capabilities/dataobject/",
"completionStatus" : "Complete",
"mimetype" : "text/plain",
"metadata" : {
"cdmi size" : "17",
"cdmi acl" : [
{
"acetype" : "0x00",
"identifier" : "EVERYONEQR",
"aceflags" : "0x00",
"acemask" : "0x00020089"

] 4

4
vihluerange" : "0-16",
velue" : "Hello CDMI World!"
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Clause 18

Retention and hold management

18.1 |Overview

A cloud storage system may optionally implement retention management disciplines into.the system mana
functiorjality of the cloud-based storage system. The implementation of retention and/hold'capabilities is i
by the presence of the cloud storage system-wide capabilities for retention and hold capabilities.

Retentipn management includes implementing a retention policy, defining a hold-policy to enable objects to

for spe

ific purposes (e.g., litigation), and defining how the rules for deleting,objects are affected by placin

gement
dicated

be held
g either

a retenfion policy and/or a hold on an object. CDMI™ object deletion is not\a-eapability of retention management,

per se, put rather is a general system capability. However, this clause describes what happens when placin

a retenti

Retentipn management may be applied to the following object types:
 data objects,
* queue objects, and
+ cpntainer objects.

on policy and/or a hold on an object.

g either
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18.2 Retention management disciplines

CDMI retention, deletion, and hold management affect any CDMI client that creates or deletes CDMI objects, as
these disciplines mandate how a cloud storage system manages CDMI objects when they are created and until
they are deleted.

CDMI retention management is comprised of three management disciplines: retention, hold, and deletion:

« CDMI retention uses retention time criteria to determine the time period during which object deletion from the
CDMI-based system is prohibited. No changes to the object are allowed, even after the retention period has
expired, except as specified below.

CDMI hold prohibits object deletion and modification until all holds on the object have been released.

* A CDMI-based system shall not allow the deletion of a CDMI object before the CDMI retention time criteria
are met or while holds exist. Any deletion attempts (e.g., by a CDMI application) shall return an error.

fter the CDMI retention time criteria have been met and all holds have been released, CDMI retenfion and
plds shall no longer be a reason to prohibit object deletion.

nce the retention period has started or if holds exist, changes to the object data and metadata’shall not be
lowed, with the exception of extensions to the retention and hold data system metadata.(Fhe retentjon data
ystem metadata may be added or the retention period extended, and the hold data system metadgta may
e added or extended with additional holds. Any other attempt to modify the object shall return an efror.

.
o0n 0 0 I
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18.3 CDMI retention

18.3.1 Overview

CDMI

retention only allows one retention policy to be applied to an object at a time.

Retention management uses time criteria to determine the time period during which CDMI object deletion from the
CDMI-based system shall be prohibited. CDMI retention criteria shall be specified by the following data system
metadata:

+ a retention criteria identifie—a CDMI client-specified string that shall identify the retention records class

(cdmi retention id); and

+ a retention start time and retention period time—the start time, when used together with period, indicating

When

and retyirn an error, if any retention criteria have not been met.

When

object tp the destination object, and the destination object shall not have a retention policy.

Fig. 12|shows how to establish time-based retention with a retention identifier. The value, 6f-the object data sys-

tem mdtadata for the retention period shall not be reduced. Removing holds is outside the scope of th
International Standard.

A specific HTTP error code (403) shall be returned on operations to objects that are under retention perig
the cloyd storage system attempts to change or delete the object before the retention period criteria are m

A cloud storage system shall not prevent metadata changes that increase the retention period, as there 4
businegds reasons to change a retention period for an object.

18.3.

EXAMHALE 1: Place an’existing object under retention:

when retention shall no longer be enforced (cdmi retention period).
CDMI client attempts to delete an object, the cloud storage system shall evaluate all such retention

dopying objects with a retention policy, retention properties shall not be transferred from thé sourc

Retention enabled, ) Changes and
ID, start time, and Changes and deletions deletion are
duration set are not allowed . |\-allowed

2011-01-01 2012-04-01
2010-04-28 2012-04-27

Example: Retention start date,of 2010-04-28 with a
duration of 730«days. No holds.

Fig:\12: Object retention

2 Examples

criteria

e CDMI

e CDMI

d when
bt.

re valid

-> PATCH 7cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi retention id&
+:metfadata=cdmi_ retention period HTTP/1.1
> Host: cloud.example.com

-E>\Content-Type: application/cdmi-object

-—>

> {

-=> "metadata" : {

-—> "cdmi retention_id" : "1",

-—> "cdmi retention period" : "2010-04-28T00:00:00.000000Z/2012-04-
«+27T00:00:00.0000002"

—> }

<-- HTTP/1.1 204 No Content

EXAMPLE 2: Increase the duration of retention on an existing object under retention:
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--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi retention
—period HTTP/1.1

--> Host: cloud.example.com

--> Content-Type: application/cdmi-object

—> {

—-——> "metadata" : {

-=> "cdmi retention period" : "2011-04-28T00:00:00.000000%/2013-04-
«—27T00:00:00.0000002"

—_> }

<-- HTTP/1.1 204 No Content

EXAMPLE 3: Decrease the duration of retention on an existing object under retention:

-> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi retention
bperiod HTTP/1.1

-|-> Host: cloud.example.com

-I-> Content-Type: application/cdmi-object

>

> {

> "metadata" : {

-+> "cdmi_retention period" : "2011-04-28T00:00:00.000000Z/2012-01-
1.27T00:00:00.000000Z"

> }

—-> }

-- HTTP/1.1 403 Forbidden
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18.4.1
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CDMI hold

Overview

26:2022(E)

CDMI hold enforces read-only data object access and prohibition of object deletion. A cloud storage system shall
allow multiple holds to be applied to a single object to satisfy multiple hold orders. While an object is on hold, a
cloud storage system shall strictly enforce read-only access to the object and prohibit object deletion.

When copying objects that are on hold, hold properties shall not be transferred from the source CDMI object to the

destinat

ion object, and the destination object shall not be on hold.

Hold management uses a hold indicator to determine the time periods during which CDMI object revision (data and
metadata) and deletion from the CDMI-based system shall be prohibited. CDMI hold criteria shall be specified by
data system metadata, specifically, a hold criteria identifier that is a client-specified string that shall identify the holds
and their order.

A CDM
item. W
which \

Fig. 13 shows how placing a hold on an object affects its read-only and deletion capability.

inform

object stored on

No retention

hen an object is on hold, CDMI clients shall be subject to failures or unexpected state changes on ope
ould otherwise be successful if the object was not on hold.

Hold placed 2012-01-01 . 'Hold removed 2018-01-01

Object dele

Changes and Object is read only; Changes.and Shject dele

deletion of object are deletion is not deletion of.0bject are
allowed allowed allowed
2010-04-28 l | | l

ation is set;

2011-01-01  2012-01-01 2013-01-02° 2014-01-01

2010-04-28 20141-04-2
8

Example: Hold placed on the ébject on 2012-01-01 and
removed on 2013+01-01

Fig.~13: Object hold

client may place an object on hold by adding a hold identifier to the cdmi_hold id data system metadata
rations,

ed on

Fig. 14 shows how to establish time-based retention with a retention identifier that has a hold placed on thq object.
The value of the object data system metadata for the retention period shall not be reduced, and the valug of the
object data system metadata for hold identifiers shall not permit holds to be removed. Removing holds is|outside
the scope of the CDMI International Standard.
Hold placed2011-10-21 . 'Hold removed 2013-10-21
Retention nges and Object is read only; Changes and Object delefed on
enabled; ID, start & letion are not deletion is not deletion of object are | 2014-04-28
time, and allowed allowed allowed
duration set | | | |
2011-01-01 2012-01-01 2013-01-01  2014-01-01
2010-04-28 2014-04-28

Retention duration

Fig. 15

completed ZU1Z2-04-2Z7

Example: Start date of 2010-04-28 with a duration of 730
days; hold placed on the object

Fig. 14: Object hold on object with retention

shows how placing multiple holds on an object affects its read-only and deletion capability.

A cloud storage system shall maintain an on-hold object in read-only mode with respect to the application access

to data

and metadata and shall prohibit deletion, either automated or explicit.

+ CDMI clients shall tolerate these object on-hold failures or state changes.

» Releases from hold are not part of this International Standard and are typically performed out of band using
an additionally secured non-CDMI mechanism provided by the implementation.
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Hold #1 Hold #2 Hold #1 Hold #2
placed placed removed removed
2011-01-01 2012-03-01 2013-01-01 2014-01-01

p [ )
No retention | Changes & T ; T i Changes & | Object deleted on
information is set; | deletion are Object is read only; deletion are | 2014-04-28
object stored on allowed deletion is not allowed allowed
2010-04-28 | |
2011-01-01 2012-01-01 2013-01-01 2014-01-01
2010-04-28 2014-04-28

A specific HTTP error code (403) shall be returned on operations to objects that are under,a hold when the
S to change the object or attempts to delete the object before the hold is removed:, This failure sholild be a
an errof to the application.

attempt

18.4.2) Examples

EXAM

Example: Start date of 2010-04-28 with a duration of 730
days; holds placed on the object

Fig. 15: Object with multiple holds

ALE 1: Place an existing object under hold:

system

-> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.twtf%metadata=cdmi hold id HTTP/1.]
-I-> Host: cloud.example.com

-I-> Content-Type: application/cdmi-object
-+>

—+> {

> "metadata": {

-+> "cdmi hold id": {

__> "Cage 7"? mnmn

4> } -

1> }

—+> 1}

-- HTTP/1.1 204 No Content

EXAM

ALE 2: Attempt to remove a haold for an object under hold:

-> PATCH /cdmi/2.0e0/MyContainer/MyDataObject.txt?metadata=cdmi hold id HTTP/1.]]
--> Host: cloud.egkample.com
-I-> Content-Typ¢€: ;application/cdmi-object

> {

—+> "metadata": {

—+> ""cdmi hold id": {}
4> ¥ - -

—|> }

- NHATTP/1 1 403 Forbidden

PLE 3: Add a second hold to an object under hold:

--> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi hold id HTTP/1.1
--> Host: cloud.example.com
--> Content-Type: application/cdmi-object

- {

-——> "metadata": {

-—> "cdmi hold id": {
-—> "case 7": "",
-—> "case 15": ""
> } -

- }

256

(continues on next page)

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=2118ce1569a13aced58b9b8603e0acf6

ISO/IEC 17826:2022(E)

(continued from previous page)

<-- HTTP/1.1 204 No Content
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18.5 CDMI auto-deletion

18.5.1 Overview

CDMI deletion controls cloud storage system actions with respect to object deletion. A cloud storage sys-
tem may automatically delete a CDMI object after the retention time and hold criteria have been met. (See
cdmi retention autodelete in Data system metadata.)

CDMI objects shall be automatically deleted by the system at the retention period expiration by setting the
cdmi_ retention autodelete data system metadata item. The cdmi retention autodelete data sys-
tem metadata item indicates to the system that the object shall be made unavailable for access after the retention
criteria have been satisfied. The system shall ensure that the object is no longer available through the CDMI inter-
face. If the system has satisfied the retention requirement and a hold is established for the object, the object shall
not be made unavailable or deleted. When a hold and retention have been applied to an object, both need to be

satisfiegr{retenttompertod-expiredamdnohotdsexisting)forobjects to beautommaticatty deteted-fromrthe—system.

EXAMHLE 1: Place an object under retention with autodelete:

-> PATCH /cdmi/2.0.0/MyContainer/MyDataObject.txt?metadata=cdmi retention |
4 periodemetadata=cdmi retention autodelete HTTP/1.1

-I-> Host: cloud.example.com

-I-> Content-Type: application/cdmi-object

-+>

—+> "metadata":{

-+> "cdmi retention period": "2011-04-28T00:00:00.000000%%2013-04~
4:27T700:00:00.0000002",

> "cdmi retention autodelete": "true"

> }

-+> )}

-- HTTP/1.1 204 No Content
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18.6 Retention security considerations

The accuracy and integrity of the retention start and elapsed times depend on the accuracy and integrity of the clock
that is used to set their values. Equally important is the relative accuracy and security of the clock that determines
if the retention period has elapsed when compared to the clock that sets the start time property. Relative time
differences between these two clocks may lead to undesirable retention and deletion management behavior.

Itis important to have a reliable source from which the system clock is set. A stratum 1 time is directly connected to
a reference clock and is at the top of the time server hierarchy. Relative time differences between the system clock
and the reference clock may lead to undesirable retention timestamps and difficulties with time action events.

EXAMPLE 1: An object is created in a cloud storage system at time 0 with a period of 8 years and autodelete of
true. Attime 1 year, the system clock is adjusted forward to 9 years. Now, because the system time is 9 years,
the retention time criterion is satisfied, even though only 1 year has actually elapsed. And, since autodelete is
true, the system automatically deletes the object.

The spécification for accuracy and integrity of timekeeping is not within the scope of CDMI. However, Ao pprevent
undesirpble retention and deletion management consequences, systems should maintain accurate clock tifhe, with
zero or|minimal deviation to clock integrity.
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Cla

use 19

Scope specification

19.1 |Overview
CDMI™ provides a standardized mechanism to define sets of objects that match certain characteristics. Thig mech-
anism i known as a CDMI scope specification. Scope specifications are typically used to provide a CDNII client
with a way to indicate in what set of CDMI objects it is interested.
Each JBON object within the scope specification represents a set of conditionsthat'shall all be true in ordgr for an
object o be considered to match against the scope (a logical AND relationship). For queries, a matching object
would ke returned in the query results. An empty scope specification is considered to evaluate to true. :EAuItiple
JSON ¢@bjects are used to express logical OR relationships, where if any:JSON object in the scope evaljates to
true, thén the object shall be considered to have matched against the/scope.
Each JPON object is constructed using the same structure that CDM) objects use. To show this structure, assume
the follqwing result from a GET for a data object:
HTTP/1].1 200 OK
Contenft-Type: application/cdmi-object
{

"opjectType" : "application/cdmi-objeet”,

"opjectID" : "00007E7F0010EB9092B29IE6CD6AD6824™,

"opjectName" : "MyDataObject.txt",

"pRrentURI" : "/MyContainer/",

"phrentID" : "00007E7F00102E230ED82694DAAO75D2",

"dbomainURI" : "/cdmi_ domains¢MyDomain/",

"chpabilitiesURI" : "/cdmf €apabilities/dataobject/",

"cpmpletionStatus" : "Compdete",

"mimetype" : "text/plain',

"metadata" : {

"cdmi size" :._%108263",

} 4

"vpluerange' ):\"0-108262",

"vhlue" : ML
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19.2 Examples

Each field inside a scope specification JSON object represents a condition that shall be met for a field.

EXAMPLE 1: A query to find all objects belonging to the domain “/cdmi_domains/MyDomain/” is structured as
follows:

[
"domainURI" : "== /cdmi_domains/MyDomain/"

]

EXAMPLE 2: To query for all objects belonging to the domain “/cdmi domains/MyDomain/” AND are also located

within the container “MyContainer”, the scope specification is structured as follows:

I

"parentURI" : "== /MyContainer/",
"domainURI" : "== /cdmi_ domains/MyDomain/"

]

EXAMHA ured as

follows]

LE 3: To query for all objects created within a certain time range, the scope specification is struct

[

"metadata": {
"cdmi ctime": [
">=2012-01-01T00:00:00",
"<=2013-01-01T00:00:00"

]

When n
evaluat

EXAMHR
“MyCon|

hultiple matching expressions are specified for a{given field or metadata item, all matching expressi
e true for an object to be considered a query result.

LE 4: To query for all objects that belong'to the domain “MyDomain” OR are located within the c
tainer”, the query is structured as follows:

bN must

ntainer

[

]

{
"parentURI" : "s='\/MyContainer/",
}’
{
"domainURI"Ss\""'== /cdmi_ domains/MyDomain/"

}

Querieq
an obje
EXAMHR
query ig

ct GET.

LE 5:~-Toquery metadata items, the metadata object is included as an object within the query reque
shown as follows:

may match’en-any field within an object that a cloud storage system is capable of returning as a fesult of

st. This

I

]

"metadata" : {
"colour" : "== blue"

}

This approach allows matching against arbitrarily nested metadata structures. When a JSON object is included
in the scope specification, matches are performed within that object, and when a JSON array is included in the
scope specification, matches are performed within that array. Matching against the contents of arrays of objects is
indicated by having an object within the array, as illustrated in Example 5.

EXAMPLE 6: To query all objects with an ACE associated with the user “jdoe”:
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{
}

]

"metadata" :
"cdmi acl" : [

{

"identifier" :

"w_— jdoe"

EXAMPLE 7: To query the value of objects, the value field is included within the query request. Values are always

represented using base 64 encoding in queries.

{

}

"value":

"== Ymx1ZQ=="

Query ggainst the value of objects is optional and is indicated by the presence of the cdmi ‘query value cdgpability.
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19.3 Query matching expressions

Query matching expressions are structured as “<operator>" or “<operator><sp><constant>", and are defined in

Table 149.

Table 149: Query matching expressions

Matching Expression

Description

“field”:

“yn

The exists matching expression tests for the existence of the field. If the field
is present, even if empty, the condition shall be considered to be met.

“field”:

“x?

The not exists matching expression tests for the non-existence of the field. If
the field is absent, the condition shall be considered to be met.

“field”:

== constant”

The equals matching expression tests for the equality of the value of the field
and a specified constant value. The equality test is case sensitive. If the

constant value matches the value of the field, the condition shall be
considered to be met.

“fielld”:

“#== constant”

The numeric equals matching expression tests for the numeric-equality of
the value of the field and a specified constant value.

“fielld”:

“I= constant”

The not equals matching expression tests for the non-equality of the value of
the field and a specified constant value. The not-equals test is case
sensitive. If the constant value does not match the value of the field, the
condition shall be considered to be met.

“fielld”

. “#1= constant”

The numeric equals matching expression tests‘for non-equality of the
numeric equality of the value of the field and-a specified constant valug.

“fielld”:

“> constant”

The greater than matching expression testsif the value of the field is
lexicographically greater than a specified\.constant value. The greater than
test is case sensitive. If the constantvalue is greater than the value of the
field, the condition shall be considered to be met.

“fielld”:

“#> constant”

The numeric greater than matching expression tests if the numeric valyie of
the field is greater than a specified constant value. T

“fielld”:

“>= constant”

The greater than or equals,to matching expression tests if the value ofthe
field is lexicographically greater than or equal to a specified constant value.
The greater than or eduals to test is case sensitive. If the constant valye is
greater than or equal to the value of the field, the condition shall be
considered to bémet.

“fielld”:

“#>= constant”

The numeric greater than or equals to matching expression tests if the
numeric yalue of the field is greater than or equal to a specified constapt
value.

“fielld”:

“< constant”

Thecless than operator tests if the value of the field is lexicographically|less
than a specified constant value. The less than test is case sensitive. If|the
constant value is less than the value of the field, the condition shall be
considered to be met.

“fielld”:

“#< constant/

The numeric less than operator tests if the numeric value of the field is|less
than a specified constant value.

“fielld”:

“<= constant”

The less than or equals to matching expression tests if the value of thg field

is lexicographically less than or equal to a specified constant value. The less
than or equal test is case sensitive. If the constant value is less than o
equal to the value of the field, the condition shall be considered to be met.

“fielld”;

f#4= constant”

The numeric less than or equals to matching expression tests if the nuneric
value of the field is less than or equal to a specified constant value.

“field™

‘staTT

constant”

THestartswi
specified constant value. If the constant value is equal to the start of the
value of the field, the condition shall be considered to be met.

“field”:

“I'starts

constant”

The not starts with matching expression tests if the field value does not start
with a specified constant value. If the constant value is not equal to the start
of the value of the field, the condition shall be considered to be met.

“field”: “ends constant”

The ends with matching expression tests if the field value ends with a
specified constant value. If the constant value is equal to the end of the
value of the field, the condition shall be considered to be met.

“field”: “!ends constant”

The not ends with matching expression tests if the field value does not end
with a specified constant value. If the constant value is not equal to the end
of the value of the field, the condition shall be considered to be met.

continues on next page
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Table 149 — continued from previous page

Matching Expression Description
“field”: “contains The contains matching expression tests if the field value contains a specified
constant” constant value. If the constant value is found as a substring within the value

of the field, the condition shall be considered to be met. The contains
operator is only supported if the cdmi_query contains capability is

present.
“field”: “!contains The not contains matching expression tests if the field value does not
constant” contain a specified constant value. If the constant value is not found as a

substring within the value of the field, the condition shall be considered to be
met. The not contains operator is only supported if the

cdmi query contains capability is present.

“field”: “tag constant” The tag matching expression tests if the field value contains a specified
constant tag value.

The leading space character after the “tag” and before the constantvalue is
not included in the comparison. The tag test is not case sensitive.

If the constant value is found as a tag substring within the valug) of the field,
the condition shall be considered to be met. Tag substrings&tart at the,
beginning of the value or a “,”, and end at the next “, ” or,the'end of th
string. Whitespace before and after “, ” characters shall be stripped for|the
purpose of comparisons.

Tag matching expressions are only supported if the cdmi query tag
capability is present.
“fielld”: “!'tag constant” The not tag matching expression tests if the-field value does not contain a
specified constant tag value.

N4

[@)

The leading space character after the® ! tag” and before the constant yalue
is not included in the comparison., The)not tag test is not case sensitivg.

If the constant value is not foundas a tag substring within the value of fhe
field, the condition shall be considered to be met. Tag substrings start at the
beginning of the value or a¥, *; and end at the next “,” or the end of th¢
string. Whitespace before and after “, ” characters shall be stripped forthe
purpose of comparisons.

Tag matching expressions are only supported if the cdmi _query tags
capability is present:
“fielld”: “=~ constant” The regular expression matching expression tests if the field value mafches
a specified.constant regular expression value. If the regular expressior
evaluatesto true against the value, the condition shall be considered t¢ be

met.

Regular expression strings shall be processed according to the POSIX
Extended Regular Expression (ERE) standard, as specified in IEEE
1003.1-2017 [41].

Regex matching expressions are only supported if the cdmi_query fgegex
capability is present.
“fielld”: “!~ constant” The not regular expression matching expression tests if the field value |[does
not match a specified constant regular expression value. If the regular
expression evaluates to false against the value, the condition shall be
considered to be met.

Regular expression strings shall be processed according to the POSIX]

Extended Regular Expression (ERE) standard, as specified in IEEE
1003 1-2017 [41]

Regex matching expressions are only supported if the
‘cdmi_query regex” capability is present.

Numeric constant strings shall be processed according to the JSON number representation described in RFC 4627
[5]. A numeric matching expression shall be considered to be non-matching against a non-numeric field value.

All fields in objects that are not included in the scope specification shall be ignored for the purpose of matching
objects.

When a URI is used as the constant for the equals and not equals operators against the parentURI, domain-
URI, and capabilitiesURI, either a URI by path or URI by object ID may be specified and are considered
interchangeable.
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19.3.1 Examples

EXAMPLE 1: In a query to find all objects belonging to a specific domain, the following two query scopes are
considered identical:

[

"domainURI" : "== /cdmi_domains/MyDomain/"

"domainURI" : "== /cdmi_obijectid/00007E7F001074C86AD256DA5C67180D/"

EXAMHALE 2: Likewise, a query to find all objects with a given parent container would have two equivalent forms:

"parentURI" : "== /MyContainer/"

"parentURI" : "== /cdmi_ objectid/00007ED90@I00E358C3B312DB652C201/"

]

If an object ID is used in a query scope in the objectID field‘orthe parentIDfield, all object IDs shall be prqcessed
such that they are case insensitive.
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Cla

use 20

Results specification

20.1 |Overview
CDMI™ provides a standardized mechanism to define subsets of object contents. This mechanism is knojn as a
CDMI results specification. Results specifications are typically used to provide a CDMlI-client with a way to |ndicate
on whaf subset of the contents of CDMI objects it intends to retrieve or operate.
Each JBON object within the results specification represents a set of fields that\are returned for each nfatching
object.
The reqults JSON object shall be constructed using the same structure as:is‘used for CDMI objects. To shpw this,
assumg the following result from a GET for a data object:
HTTP/1[.1 200 OK
Contenft-Type: application/cdmi-object
{

"opjectType" : "application/cdmi-object",

"opjectID" : "00007E7F0010EB9092B29F6CD6ARES24",

"opjectName" : "MyDataObject.txt",

"pprentURI" : "/MyContainer/",

"phrentID" : "00007E7F00102E230ED82694DAAO75D2",

"dpbmainURI" : "/cdmi domains/MyDomaih/",

"chpabilitiesURI" : "/cdmi capabdilities/dataobject/",

"cpmpletionStatus" : "Complete",

"mimetype" : "text/plain",

"metadata" : {

"cdmi size" : "108263l,
"vpluerange" : "0-108262",
I I noom
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20.2 Examples

Each field inside a results specification JSON object indicates that the field shall be included in the results.

EXAMPLE 1: The following results specification requests that the objectID and cdmi_size metadata fields be
returned in the results:

{

"cdmi results specification" : {
"objectID" : "",
"metadata" : {

.onn

"cdmi_ size"

}

EXAMHLE 2: If an object is matched, the result JSON is enqueued as follows:

"objectID" : "00007E7F0010EB9092B29F6CD6AD6824",
"metadata" : {
"cdmi size" : "108263"

}

}

For mo$t common use cases, clients request either the object1D, the objectNafeg and parentURI, or @ll three
fields i the cdmi_results specification. If the parentURI or objectName is requested, the figld shall
only be|returned for objects existing in a container object.

EXAMHLE 3: To request all metadata items be returned for each matching object, the following
cdmi_fesults specification shall be used:

{

"cdmi results_specification" : {
"metadata" "

}

}

EXAMHALE 4: To request all fields and all metadata items be returned for each matching object, the fpllowing
cdmi_fesults specification shall be used:

{

"cdmi results specificatiaon('):

}

The vallue field is always returned ifi base 64 encoding when included in a query result, where the valuetrans-
fereng¢oding field indicates the encoding that should be expected if a GET to read the object is performgd.

o
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Clause 21

Notification queues

21.1 |Overview

A cloud storage system may optionally implement notification functionality. The implementation of notifidation is
indicatdd by the presence of the cloud storage system-wide capabilities for notification, and requires sugport for
CDMI™ queues.

Notification queues allow CDMI clients to efficiently discover what changes have-occurred to the system. A$ queue
data is persistent, no session state needs to be retained by the client. If different notification queues are ysed for
differen clients, then each client operates independently from the others (e'g-a storage management application
may usg a notification queue to keep its database current without having, to.do full scans of a container to discover
what dgta objects have been added, modified, or removed).

When ¢ client wishes to receive notifications, it may first check if the system is capable of providing notificajions by
checking for the presence of the cdmi notification capabilitydn the root container capabilities. If this calpability
is not dresent, creating a notification queue shall be successful, but no notifications shall be enqueued jnto the
notification queue.

To creafe a notification queue, the client creates a regula CDMI queue and adds metadata instructing the jstorage
systemi|to treat the queue as a notification queue. This added metadata also instructs the system about what types
of notifications shall be generated and what information shall be included with each notification.

After the notification queue is created, all subsequent matching events after the queue creation time shall fesult in
notificafion results being enqueued into the . queue. CDMI does not mandate any specific ordering of events, and
clients must be able to handle events thatarrive out of order.
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21.2 Metadata

21.2.1 Required metadata

When creating a notification queue, the metadata described in Table 150 shall be provided. Attempts to change
metadata in this table shall result in an HTTP status code of 403 Forbidden. After a notification queue has
been created, with the exception of cdmi queue type, the metadata items in this table may not be changed.
cdmi_queue type may only be removed, indicating to the system that the notification queue shall no longer
receive notifications and shall be treated as a regular CDMI queue object.

Table 150: Required metadata for a notification queue
Metadata name Type Description Requirement

cdmi _gueue type JSON Queue type indicates how the cloud storage Mandatory
string system shall manage the queue object. The type of
cdmi notification queue is defined for
notification queues.

continggs 6n next page
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Table 150 — continued from previous page

Metadata name Type Description Requirement
cdmi notification JSON | The notification events metadata contains a JSON Mandatory
— events array array that indicates which events generate
of notifications. Defined values are:
JSON * cdmi_create processing - Notifications
strings are generated when a new object is created
but is still in the “Processing” completion
status.

* cdmi_create complete - Notifications
are generated when a new object is created
immediately or when a new object in the
process of being created transitions from the
“Processing” completion status. When an
object transitions from “Processing”
completion status, the
‘cdmi_event result”is the HTTP result
code that would have been returned if the
create operation was not delayed.

* cdmi_read - Notifications are generated
when an object is read.

* cdmi_modify processing - Notifications
are generated when an existing object is
modified but is still in the “Processing”
completion status.

* cdmi_modify complete(- Notifications
are generated when an gkisting object is
modified and is in the {Complete” completion
status. This notification is also generated
when an existing 6bject being modified
transitions from\Processing” to “Complete”.
When an object transitions from “Processing”
completionstatus, the
‘cdmi_event result”isthe HTTP result
code that would have been returned if the
modify operation was not delayed.

* admi_rename - Notifications are generated
when an object is renamed as part of a move
operation.

* cdmi_copy - Notifications are generated for
the newly created copied object when the
copy is completed.

* cdmi_reference - Notifications are
generated when a reference is created.

* cdmi_delete - Notifications are generated
when an object is deleted.

* cdmi_export - Notifications are generated
when a container is exported.

* cdmi_snapshot - Notifications are
generated when a container snapshot is
created.

* <implementor-specific events>

Clients may include the desired notification event
types in the cdmi notification events JSON
array. It all notitfications events are desired, an
empty JSON array shall be used.

cdmi_scope JSON The scope specification determines the set of Mandatory
— specification array objects on which operations trigger the generation

of of notifications. If notifications are desired for all

JSON objects, include an empty JSON array.

.Ob' See clause 19 for how to construct a scope

jects

specification.

continues on next page
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Table 150 — continued from previous page

Metadata name Type Description Requirement
cdmi_ results_ JSON | The results specification contains the JSON fields Mandatory
— specification object to be returned for each object that matches the

notification scope specification. See clause 20 for
how to construct a results specification.

In addition to the fields defined in clause 20, for
notifications, four additional fields are defined:

» cdmi_event - Indicates the event as specified
inthe “cdmi_notification events” field
that triggered the notification;

« cdmi_event_result - Indicates the status
result of the event that triggered the
notification. The status is the same as the
statusthatwas retomedoverthe HT
request, i.e., 200 OK, 404 Not Found, etc,;

» cdmi_event_time - Indicates the time of the
event that triggered the notification. The time
will be formatted in ISO-8601 time (see 5.6
and 1So 8601-1:2019 [32]); and

» cdmi_event_user - Indicates the principal
(ACL name) of the user that caused the
event that triggered the notification. If the
system triggered the event, thetame will be
left as an empty string.

21.2.21 Examples

EXAMRLE 1: The metadata associated with a notification queue is as follows:
{

"metadata" : {
"cdmi queue type" : "cdmi notification queue",
"cdmi notification events" : |

"cdmi create complete",
"cdmi read",
"cdmi modify complete'™,
"cdmi delete"
]I
"cdmi scope specifilcation" : [
{
"domainURI" : "== /cdmi_ domains/MyDomain/",
"par&qtURI" : "starts /sandbox",
"mebadata" : {
"cdmi_ size" : ">+100000"
1
}
:|!
Ycami results_specification" : {
"cdmi_ event" : "",
"cdmi_ event result" : "",
"cdmi event time" : "",
"objectID" : "",
"metadata" : {
"cdmi size" :

nn

}

}

When notification results are stored in a notification queue, each enqueued value shall consist of a JSON ob-
ject of MIME type "application/json". This JSON object contains the specified values requested in the
cdmi_results_specification of the notification queue metadata.

EXAMPLE 2: A notification result JSON object is as follows:
{

"cdmi_ event" : "cdmi read",
"cdmi event result" : "200 OK",

(continues on next page)
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(continued from previous page)

}

"cdmi event time" :

"metadata" : {
"cdmi size" :

}

"108263"

"2010-11-15T13:12:52.3423247",
"objectID" : "00007E7F0010EB9092B29F6CD6AD6824",

Objects shall only be included in the notification results if the user who created the notification queue is able to read
the matching object.

If the administrator created the notification queue, then all matching objects that the administrator is allowed to read
are included in the results. If user “jdoe” created the notification queue, then only matching objects that “jdoe” is
allowed to read are included in the results.

21.2.3

System-created metadata

Table 1p1 describes the system-created metadata that provides details on the status of the notification qudue.

Table 151: Notification status metadata

Metadata name Type Description r\\ Requirement
cdmi|notification JSON | A string indicating the state of the notification Mandatory
— status string queue. Defined values are:

» Processing - Indicates that the\notification
queue is scanning for results;

» Halted - Indicates that new-notifications will
no longer be enqueued;

» Current - Indicates’that the notification queue
contained all notifications that can be found
at this time; and

 Error - Indicates that the notification queue
metadata.js-not valid, or other errors were
encouptered that prevented notification
messages from being enqueued. Arbitrary
vendor-defined text may follow the string
“Error’.

If thissmetadata item does not exist, then
notifications have not yet started being enqueued.
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