INTERNATIONAL ISO/IEC
STANDARD 17821

First edition
2015-04-15

Information technology — Specification
of low power wireless mesh network
over channel-hopped TDMA links

Technologies de l'information - Spécification des réseax maillés
sans fil a faible puissance parliens AMRT a saut de candux

Reference number
@ m ISO/IEC 17821:2015(E)

E— © ISO/IEC 2015



https://iecnorm.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. + 41 22 749 01 11

Fax + 4122 749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

Contents Page
FFOT@WOIM ..........ooooooeoeeeee oo es s 858 s \%
IIMETOAUICTION.........oooooeee e85 vi
1 S0P ... 1
2 Normative references

3 Terms and definitions

4 Abbreviations....

5 General description

5.2 Components of the LPWMN
53 Architecture of the LPWMN

54.1 Link network formation ..........c......
5.4.2  Link connection ...
5.4.3 Unbalanced cluster-tree addressing

544 ROULNG .o e
6 Functional deSCcription ... e,
6.1 Starting the LPWMN........ciisine
6.1.1  Starting a link network
6.1.2  Starting a router-....
6.1.3  Starting a device..
6.2 Joining a link network...............

6.3 Leaving a link network
6.4  Address assignment with atkunbalanced cluster-tree structure

6.5.1  Establishing a'link-path
6.5.2  Maintaining;alink-path
6.5.3  Routing alink-path
6.6 Data Services... ...
6.6.1  General....n

7.1 LPWMN management services

712 fivzac o il o ot oly 3

5.1 (TS 0 =) =1

5.4 FUNCLIONAL OVEIVICW ...ooooooooeeeeeeeeeeeeseeeseessesesss s

6.2.1  DeviCe PrOoCEAUTE. ... @i
6.2.2  Router procedure. ... sl e

6.5 DSME MAC link and HnK=path ...

6.6.2 ~DLN sublayer data SErviCe..........ereese
6.6.3 ¢ DLC sublayer data SEIrviCe........osssrseee
6.64  Data reCePliON ...

7 LPWMNLSEIVICES...........ooooooeoieeeeeeeoeeeeeteeeeeeeee et eeessssssssse s

7.1.1 Primitives for link network formation..........ccce.

rinaitl el raotar
7Lz T TIITCTV C S TOT T ITCTVWWOTIC JOTIITITS a5 o TOUCCT

7.1.3  Primitives for link network joining as a device

7.1.4  Primitives for the DLIB Management ...
7.1.5  Primitives for link network resources management............
7.2 LPWMN link management SEIVICES ...
7.2.1  Primitives for link establishment
7.2.2  Primitives for link release................
7.2.3  Primitives for link management........
7.3 LPWMN data Services ...
7.3.1  Primitives for data service on a CAP lNK ...
7.3.2  Primitives for data service on a shared GTS lnK.......ccoen
7.3.3  Primitives for data service on a dedicated link path
7.3.4  Primitives for data service through DLN sublayer ...
8 LPWMN fTrami@ fOTTIATS . ...ttt

© ISO/IEC 2015 - All rights reserved

iii


https://iecnorm.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

8.1 General link network frame format
8.1.1  Frame Control field..........oocce...
8.1.2  Destination Address field......
8.1.3  SoUICe AdAIess fIeld ...
8.1.4  Destination IEEE Address field........esees e
8.1.5 Source IEEE Address field
8.1.6  Link Management subframe field
8.1.7  Link Network Management subframe field............cc
8.1.8  Frame Payload field ...,
8.2 Data frames ...
8.3 Link management command frames
831 Linlk quqgnmnnf Command EFrame Identifier field
8.3.2  Sequence NUmMDber field ...y W)
8.3.3  Length of Link Management Command field ... O
8.3.4  Link Management Command Payload field ...t b
8.4 Link network management command frames..........ccns
8.4.1 Link Network Management Command Frame Identifier field.
8.4.2  Sequence Number field ... I
8.4.3  Length of Link Network Management Command Frame field .
8.4.4  Link Network Management Command Payload field.. .5
9 Link network constants, information bases, and status values ;...
9.1 LiNnK NetWOTrK CONSTANTS......c.ccovvvviriireinrivessinrssnessessssssssssssssess e Someessssssssssesssssesssssessssessssessosee s
9.2 DSME MAC link Information base ... e
9.3 LinK Network StAtUS VAIUES ... e
Annex A (infgrmative) Enhanced MAC for reliable Services ...
Annex B (infqrmative) Authentication and Key Establishmient Protocols (AKEP) ...,

Bibliography

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=2c163b238306e24e523ae317b9c7f610

ISO/IEC 17821:2015(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This working draft defines the protocol for the low-power wireless mesh network over channel-hopped
TDMA links (LPWMN). The objective of LPWMN is to define a wireless mesh network specification,
which is relatively lightweight compared to the legacy WPAN network specifications and can maximize
usefulness of the channel-hopped TDMA link which is followed by the deterministic and synchronous
multichannel extension (DSME) MAC specified in IEEE 802.15.4e-2012 amendment.

In recent years, there is market demand for applying the low-energy short range communication of the
WSN to the networks for mission-critical services or real-time services including remote monitoring
and alarming of health devices or medicine equipment, sensing and actuation control of process
automation, dnd voice service over the low-energy short range networks. To provide more Heliable
link and detefministic delay for the mission-critical services, enhancements of the IEEE 802115/4-2006
MAC specificqtion was started in March 2008 and the draft of the amendment is approved in February
2012. In the IEEE 802.15.4e-2012 amendment, three types of TDMA and two types of channel diyersity
function are gdded as optional MAC features.

These new MAC features introduce two attributes to be managed in the network layer, which irlcludes
time slots and radio channels. To employ the new enhanced MAC for the reliable-and real-time s¢rvices
in the low-cofst, low-power, short-range communication network, the network protocol needg to be
designed for nanaging the network resources including time slots and radio channels. The LPWIMN is a
network specffication over the DSME of IEEE 802.15.4e-2012 amendment. The LPWMN is applicpble to
industrial appjlications that require a loss sensitive large wireless network guaranteeing deterninistic
end-to-end ddlay with low-power resource-constrained communieation nodes.

The Internatignal Organization for Standardization (ISO) andInternational Electrotechnical Comnpission
(IEC) draw attention to the fact thatitis claimed that compliance with this document may involve the use
of a patent copcerning the functional procedure and message structure of LPWMN given in Clausks 5, 6,
7, and 8, and 4 patent concerning the authentication and key establishment protocols given in Annex B.

ISO and IEC tgke no position concerning the evidence, validity, and scope of this patent right.

The holder offthis patent right has assured the ISO and IEC the willingness to negotiate licenced either
free of charge or under reasonable andnon-discriminatory terms and conditions with applicants
throughout te world. In this respect,the-statement of the holder of this patent right is registergd with
ISO and [EC. Ipformation may be obtained from the following:

— Patent holder: Electronics and‘Telecommunications Research Institute (ETRI)
Address: [L38 Gajeongno,.Yuseong-gu, Daejeon, 305-700, Korea;
— Patent holder: Chin& IWNCOMM Co., LTD

Address: A201, QinFengGe, Xi’an Software Park, No. 68 Keji 2rd, Xi’an Hi-Tech Industrial Develdpment
Zone, Xi’aln Shaanxi, P.R.China. 710075.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain online databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up-to-date information
concerning patents.
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Information technology — Specification of low power
wireless mesh network over channel-hopped TDMA links

1 Scope

This International Standard defines the network specification for devices, which are operated on IEEE
Std. 802.15.4-2011 PHY, capable to support the channel-hopped TDMA links of the DSME MAC of IEEE
Std. 8(2.15.4e-2012, to provide low-cost communication network that allows reliable, leterministic-
latency, and scalable wireless mesh connectivity.

This International Standard provides the following:

— DYME MAC link control;

— urjbalanced cluster-tree based network formation;
— difrectional multiple grades mesh connection;

— link-path routing and data forwarding;

— ligk and link-path maintenance.

2 Normative references

The following documents, in whole or in partare normatively referenced in this document and are
indispensable for its application. For dated, references, only the edition cited applies] For undated
references, the latest edition of the referenced document (including any amendments) applies.

IEEE Std 802.15.4-2011, I[EEE Standard for Local and metropolitan area networks—Part 15.4: Low-Rate
Wireleks Personal Area Networks (ER-WPANs)

IEEE Std 802.15.4e-2012, I[EEE.Standard for Local and metropolitan area networks—Part 15.4: Low-Rate
Wireleks Personal Area Networks (LR-WPANs), Amendment 1: MAC sublayer
3 Terms and definitions

For th¢ purposes‘of this document, the following terms and definitions apply.

ate DeT fZation services
to other devices in the LR WPAN

3.2

device

any entity containing an implementation of the IEEE 802.15.4e-2012 DSME medium access control and
physical interface to the wireless medium

Note 1 to entry: A device may be a reduced-function device or a full-function device.

3.3
frame
format of aggregated bits from a medium access control sublayer entity that are transmitted togetherin time

© ISO/IEC ISO pub-date year - All rights reserved 1
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3.4

full-function device

FFD

device capable of operating as a coordinator

3.5
personal area network (PAN) coordinator
coordinator that is the principal controller of a PAN

Note 1 to entry: An IEEE 802.15.4 network has exactly one PAN coordinator.

3.6

reduced-fun¢tiomrdevice
RFD
device that isjnot capable of operating as a coordinator

4 Abbrevjations
The following acronyms are used in this document.
AKEP Aufhentication and Key Establishment Protocols

CSMA-CA Catrier Sense Multiple Access - Collision Avoidance

DLCE DSME MAC Link Control sublayer Entity
DLIB DSME MAC Link network Information Base
DLNE DSME MAC Link Network sublayer Entity

DLPDU DSME MAC Link network sublayer Protocol Data Unit

DLSDU DSME MAC Link network sublayer ServiceData Unit

DSME Deferministic and Synchronous Multi-channel Extension
FFD Full Function Device

GTS Gupranteed Time Slot

ID Idgntification

IDAP ID{based Authéntication Protocol

IEEE Indtitute-ofElectrical and Electronics Engineers

LPWMN Low<Power Wireless Mesh Network

LSAP Light-weight Shared-key Authentication Protocol
MAC Media Access Control

MCPS MAC Common Part Sublayer

MIB MAC Information Base

MLME MAC Layer Management Entity
MSDU MAC Service Data Unit

PAN Personal Area Network

2 © ISO/IEC 2015 - All rights reserved
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PHY Physical Layer

PTK Pairwise Temporal Key

QoS Quality-of-Service

RF Radio Frequency

RFD Reduced Function Device

SAP Service Access Point

TDMA Time Division Multiple Access

WPAN Wireless Personal Area Network

WSN Wireless Sensor Network

5 General description

5.1 General

The LHWMN is a low cost communication network that allows reliable, deterministic-latencly, and scalable
wireleps mesh connectivity with low-power and low-rate WPANdevices. The main objectived ofan LPWMN
are opfimal utilization of the channel-hopped TDMA links,<luster-tree based mesh netw¢rk formation,
and multiple grade of path selection, while maintaininga simple procedure and a lightweight protocol.

Some ¢f the capabilities provided by this standard.ape as follows:
— repource management of the DSME MAC links

— bedacon-enabled multi-hop network fogmation

— urlbalanced cluster-tree based address assignment

— difrectional multiple grades.miesh connection

— address based mesh routing

— urjicast data forwatding with deterministic-latency

— logd balanced«path maintaining

This sfandard defines the link network specification for devices that are operated on IEEE|Std. 802.15.4-
2011 PHY capable to support the channel-hopped TDMA links of the DSME MAC of IEEE Std. 8(02.15.4e-2012.

5.2

The LPWMN consists of a gateway router, routers, and devices, which follow the IEEE Std. 802.15.4-
2011 and have the DSME MAC sublayer of the IEEE Std. 802.15.4e-2012. The gateway router starts a
network by configuring the attributes of the link network and forming the link network topology, and
interconnects the LPWMN to an external network. The routers join a link network and forward frames
through the DSME MAC links. The devices are reduced-function device (RFD) or full-function device
(FFD) of the IEEE Std. 802.15.4-2011 and perform applications.

The LPWMN operates in the star topology and the peer-to-peer topology, as shown in Figure 5.1. A device
typically establishes a star topology to routers and is either the initiation point or the termination point
for link network communications. The gateway router is the primary controller of the LPWMN. The
gateway router and routers are capable to establish a peer-to-peer topology. All devices operating on
a link network have unique 64bit MAC addresses and 16bit link network addresses. The link network
address is allocated by the cluster group.

© ISO/IEC 2015 - All rights reserved 3
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device

router

gateway router

device

device

5.3 Archity

The reference
LPWMN prov
the next highg
MAC Sublayer

The LPWMN
Network sub
higher layer Y
DLN sublayer
sublayer Serv

The DLC subla
and relaying fi

The DLN sub
link network

bcture of the LPWMN

fia the DSME MAC Link Control sublayer Service Access Point (DLC-SAP). The L

ice Access Point (DLN-SAP).

device

Figure 5.1 — An LPWMN topology

architecture of the LPWMN is defined in terms of layers, as illustrated in Figure 5
des link control layer interfaces to the next higher layer and link network layer interf
r or to the application layer. The LRWMN operates over the IEEE Std 802.15.4e-2017
and the IEEE Std 802.15.4-2034'PHY. The LPWMN offers services to the next higher

ayer (DLN). The LPWMN DLC sublayer entity (DLCE) provides services to th

entity (DLNE) provides services to the next higher layer via the DSME MAC Link N¢

yer provideslink connection control, link management services, data transmission or
Fames with'supporting of the DSME MAC sublayer via the MCPS-SAP and the MLME-§

2. The
hces to
DSME
layer.

consists of two sublayersi PSME MAC Link Control sublayer (DLC) and DSME MAC Link

e next
PWMN
twork

alink,
AP.

layer_consists of link network formation block, addressing block, routing blog

k, and

management block, and data processing block which provides receiving functign and

forwarding function for the frames received from the MAC layer or for the data received from the next

higher layer.
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Application
Network
[ DLN-SAP |
DSME MAC Link Network (DLN)
— DLC-SAP J LPWMN

DSME MAC Link Control (DLC)

———1  MCPSSAP  |——{  MLME-SAP |

IEEE 802.15.4 DSME MAC

IEEE 802.15.4 PHY

Figure 5.2 — Reference architecture ofithe LPWMN

5.4 Functional overview

5.4.1 | Link network formation

The LRWMN establishes a link between two neighbour devices and a virtual link between two devices
multi-hopped apart, as shown in the Figure 5:3:>The LPWMN provides a routed link-path,|link network,
which|is constituted of links and virtual links from a source to a destination device.

The link connects the two neighbour devices: link network router 2 and device 3 are nejghbour and a
link cdnnects two devices. The virtual'link is the multi-hop link connection through the routers which
perform frame relaying instead of‘routed forwarding: network router 2 and device 6 gre connected
through router 4 and router(6,which relay the frames inward or outward. The routed link-path is
provided by the DLN sublayer’s routing functions: for connecting between device 4 and device 8, the
LPWMN provides severakrouted link-paths which are the path 1 (device 4 - router 4 -{link network
router|2 - gateway router - link network router 3 - device 8), path 2 (device 4 - router 4 { link network
router|2 - link netwerkrouter 3 - device 8), and path 3 (device 4 - router 4 - router 5 - link nptwork router
3 - deyfice 8).

© ISO/IEC 2015 - All rights reserved 5
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gateway router link network router 3

device 8

device

1
L router 6
P
1

Aeyite 5

device 4

Figure 5.3 — Link, virtual link, routed link-path in the LPWMN

The link netwjork formation of the LPWMN is performed irttwo stages: link connection and link n¢twork
routing. In thq link connection phase, the DLC sublayer. entity of the LPWMN scans the neighbour devices,
selects the lirfks to the neighbour devices, establishes-connections, and maintains the links. In the link
network rout{ng phase, according to the request of‘the next higher layer of the LPWMN, a set of yirtual
link is establifhed and/or a set of routed path is‘\established.

5.4.2 Link fonnection

The LPWMN |s a link network that ,connects two devices by switching the time slots. The DSME MAC
sublayer proyides the contentionvaccess period (CAP) and guaranteed timeslots (GTS) in a beacon
interval for communicating, agillustrated in Figure 5.4.

A CAP link isjactive periodically and is used for the bidirectional data transmission. A GTS linK in the
LPWMN is egtablisheddyassigning the offset of channel hopping sequence and the DSME timeslots
between two| devices. To allocate the DSME timeslots between devices, the LPWMN issues MLME-
DSME-GTS.refjuest primitive with attribute values on the link which are the direction of DSMH-GTSs,

the number of sloets’to be allocated, preferred slots, and current information on the slot availabjlity in
one hop neig bourhood of the rpqnnch'ng device

The LPWMN GTS link can be established not only between two directly connected devices, but also
between two devices which can be connected with multi-hop routed links. The LPWMN provides
a primitive for establishing a routed link connection. To form a link-path from a source device to
a destination device, each device on the path requests to allocate DSME timeslots. As a result of the
success of the routed link connection, the link connection identifier will be provided to the next higher
layer of the source device.

The LPWMN GTS link can be used as shared link or dedicated link. The default shared link is established
during joining a network. An inward rx timeslot and an inward tx timeslot of a link to the inner router
are assigned as the default shared link and the default path to the gateway router is established. If
the next higher layer of the LPWMN needs a dedicated link, it is required to setup a link connection
before sending data. To establish a dedicated link connection, link network layer routing is performed
through the routers on the routed link-path from a source device to a destination device. To establish a

6 © ISO/IEC 2015 - All rights reserved
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bidirectional dedicated link, it needs to establish an inward dedicated link and an outward dedicated
link separately. The link setup procedure from the source device and the link setup procedure from the
destination device are required.

The dedicated link transmits a frame received only at the source device of the link. The shared link may
transmit a frame received at the routers on the link-path to the destination device of the link.

When the next higher layer of the LPWMN requests to transmit data, according to the required quality of
transmission, it selects a type of data transmission, which specifies the type of link for communications,
the recovery procedure, and flow control. The LPWMN provides six types of data transmission.

s Beacon Interval (BI) & CAP GTS channel
| superframe = Multi-supecframe _ | |
ol 3 > B B
gatewfay 4l | E
routsr 1
i 1 .
| % L ! ' inward link
v 1" e oy v
: ; | i
routef 2 : |
i AT oy i A " 3
! ' shared link i £ ) | | outward link
4 v b Yy v i
I ' |
routef 4 K =
L i | |
A XD u : -
v vii v v v
- I
devicp 4 |
|
»
inward outward
dedicated link dedicated liplg inward inward
RXslot TXslot

Figure 5.4 — CAP link, shared.link, dedicated link of the LPWMN

5.4.3 | Unbalanced cluster-tree addressing

To support the fast formation of a network and to provide address based tree routing, the distributed
addregs allocation scheme with ap-unbalanced cluster-tree structure is designed as showr] in Figure 5.5.

The 16-bit addressing space,is-divided two parts for identifying a cluster (cluster ID) and a device in
the clyster (locator ID). The gateway router manages the cluster identifier space and asdigns a cluster
identiﬂier when the root touter of a cluster joins a link network. The root router of a clusfer assigns an
identiffier to a device(by using the distributed address allocation scheme with the maximum depth of
the clyster (L), the.amaximum number of devices connected to a router (D), and the maximum number
of routers amongdevices connected to a router (R) values. The locator identifier of the foot router of
a cluster is 0 and the locator identifier of a device connected to a router h-hopped from the root router
of a cllistershall be assigned as follows. If the device is a router, the locator identifier is| calculated as
follows: devzce ldentzﬁer of a parent router + 1 + (sequentzal order of a router at cluster depth h - 1)*size of

S - : v dastollows: device
Identlfler of a parent router + 1 + maximum number of a router at cIuster depth h*SIZe of address block at
cluster depth h + sequential order of an end device at cluster depth h. The sequential order of a device at
each cluster depth is assigned from 1. The size of address block at cluster depth h, B(h), is calculated as
follows: If R = 1, B(h) = 1+ D*(L- h-1). If R # 1, B(h) = (1+D-R-D*RL-h-1)/(1-R).

In case of running out of address on the cluster tree or enlarging the network topology dynamically, a
router could request assignment of a cluster to the gateway router as a root router of the cluster. The
gateway router maintains the connectivity matrix among the clusters. The router provides the cluster-
tree routing table based on the cluster connectivity matrix.

© ISO/IEC 2015 - All rights reserved 7
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Figure 5.6 — Cluster-tree addres$/based mesh routing

6 Functional description
6.1 S$tarting the LPWMN

6.1.1 | Starting a link network

The gqteway router which is not(gurrently joined to a link network shall attempt to establish a new
LPWMN. When the next higher layer of the device issues the DLN-START-NETWORK.reqyest primitive,
the procedure to establish@ hew LPWMN is initiated. If the device is not the gateway router or is joined
to a link network, the DLNE shall terminate the procedure and notify the next higher layefr of the illegal
requegt by issuing theDLN-START-NETWORK.confirm primitive with the Status pargmeter set to
INVALID_REQUEST;

The DLNE shall‘reset the MAC sublayer by issuing the MLME-RESET.request primitive with the
SetDeflaultPIBxparameter set to TRUE. The DLNE shall collect the data on the wireless gnvironments
and ndighboiir networks by requesting that the MAC sublayer performs an energy detedtion scan and
an actjve’scan in succession. The DLNE issues the MLME-SCAN.request primitive with|the ScanType
parameter set to ED and the ScanChannels parameter set to the ScanChannels parameter of the DLN-
START-NETWORK.request primitive. On receipt of the results via MLME-SCAN.confirm primitive,
the DLNE shall select the channels, whose energy levels are beyond an acceptable level, at most the
number of channels specified in the HoppingSequenceLength parameter of the DLN-START-NETWORK.
request primitive. The DLNE issues the MLME-SCAN.request primitive with the ScanType parameter
set to ACTIVE and the ScanChannels parameter set to the ScanChannels parameter of the DLN-START-
NETWORK.request primitive. On receipt of the results via MLME-SCAN.confirm primitive, the DLNE
shall review the PANDescriptorList parameter. The DLNE collects the information on the neighbour [EEE
802.15.4-2011 PANs: the PAN identifier, channel number and channel page, superframe specification,
and the time at which the beacon frame was received. The DLNE collects the information on the
neighbour [EEE 802.15.4e-2012 PANSs: the PAN identifier, superframe specification, DSME superframe
specification, channel hopping specification, time synchronization specification, and beacon bitmap.
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The DLNE may infer whether the channel is occupied or not by superimposing all the superframes of the
neighbour networks at a specific time. The DLNE shall select alink network start time and channels, and
determine the order of hopping channels. The length of hopping sequence and the hopping sequence are
written to the diHoppingSequenceLength attribute and the diHoppingSequencelist attribute of the DSME
MAC Link network Information Base (DLIB), respectively. If no suitable channel is found, the DLNE shall
terminate the procedure and notify the next higher layer of the startup failure by issuing the DLN-
START-NETWORK.confirm primitive with the Status parameter set to STARTUP_FAILURE.

The DLNE shall select a PAN identifier for the new LPWMN by choosing a random PAN identifier less
than Oxffff, if the PANId parameter of the DLN-START-NETWORK.request primitive is already in use. The
selected PAN identifier is set to the macPANID attribute of the MAC sublayer PIB by issuing the MLME-
SET.request primitive. Once a PAN identifier is selected, the DLNE shall select a 16-bit link network
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of the
set to

all reset the' MAC sublayer by issuing the MLME-RESET.request primitive with the

equest
blayer
nType
of the

DLN-START-ROUTER.request primitive. On receipt of the results via MLME-SCAN.confirm primitive,
the DLNE shall review the PANDescriptorList parameter to collect the information on the neighbour
IEEE 802.15.4e-2012 PANs: the PAN identifier, superframe specification, DSME superframe specification,
channel hopping specification, time synchronization specification, and beacon bitmap. The information
on the neighbour router of which a PAN identifier is the PANId parameter of the DLN-START-ROUTER.
request primitive is captured in the dINeighborDeviceTable attribute of the DLIB. If no neighbour
router can be found, the DLNE shall terminate the procedure and notify the next higher layer of the
startup failure by issuing the DLN-START-ROUTER.confirm primitive with the Status parameter set to
STARTUP_FAILURE.

The DLNE shall search its neighbour device table for selecting a suitable primary inner router. The DLNE
selects a device that the depth to the gateway router from this device is the smallest among devices
which the link quality for frames received from this device are beyond an acceptable level.
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The DLNE shall associate the PAN through the primary inner router, as described in 6.2.

After completing the cluster connectivity matrix, the DLNE shall select the superframe duration to
transmit the beacon by superimposing all beacon bitmaps of the neighbour routers.

The DLNE shallbegin the router by issuingthe MLME-START.request primitive with the router parameter
set to the MAC sublayer. Upon receiving the MLME-START.confirm primitive, the DLNE shall notify the
next higher layer by issuing the DLN-START-ROUTER.confirm primitive with the Status parameter. The
MAC sublayer enters the operating mode to transmit its beacons and is ready to allow new devices to
join the LPWMN.

If no superframe duration for the beacon can be chosen, the DLNE shall terminate the procedure and
notify thremexthighertayerof the startup faiture by tssuing the DPEN-START-ROGTTERTom{irm primitive

with the Status parameter set to STARTUP_FAILURE.

Gateay router Gateway router Gateway router Router 1 Router 1 Routér ) Router 1
IDLNE DLCE MAC sublayer MAC sublayer DLCE DLNE Higher layer

DLN-START-ROYTER requegt
MLME-RESET|request DLN-RESET

A

MLME-SCAN fequest
MLME-SCAD-panfirm

_ MLMEASSOCIATION .request
association request command B (Allocate, Adress. | 0: cluster 1: assign)

MLME-ASSOCIATION .indication
M ME-ASSOCTATION response

association response command
>

MILME-ASSOCIATION. confirm -

sequence of fluster formption

DLC-DATA-CLINK requast
MCPS-DATA request (cluster formation requesf
data -~ |

Juster formation requgehcommand) MCPS-DATA confirm !
MCPS-DATA indicatiod g DLC.DATACLINK contihn

A

_ | QLC-DATA-CLINK .indicatign
assigy | {cluster formation request)
DLC-DATA-CLINK requegit
(cluster formation response) MCPS-DATA request

data
MCPS-DATA confirm (bies Tormation response comnhdMCES-DATA indication

DLC-DATA-CLINK confirn] DLC-DATA-CLINK indication

‘““““?z“““““““‘
&
g
[S]

! establish default shared link

MLME-START request
MLME-START jconfirm

DIN-START-ROPTER confym

Figure 6.1 — Sequence of the starting a router

6.1.3 Starting a device

When the next higher layer of the device issues the DLN-START-DEVICE.request primitive, the procedure
to join the LPWMN as a device is initiated. If the device is joined to a link network, the DLNE shall
terminate the procedure and notify the next higher layer of the illegal request by issuing the DLN-
START-DEVICE.confirm primitive with the Status parameter set to INVALID_REQUEST.

The DLNE shall reset the MAC sublayer by issuing the MLME-RESET.request primitive with the
SetDefaultPIB parameter set to TRUE and reset the DLN sublayer by issuing the DLN-RESET.request
primitive. The DLNE shall collect the data on neighbour networks by requesting that the MAC sublayer
performs an active scan. The DLNE issues the MLME-SCAN.request primitive with the ScanType
parameter set to ACTIVE and the ScanChannels parameter set to the ScanChannels parameter of the
DLN-START-DEVICE.request primitive. On receipt of the results via MLME-SCAN.confirm primitive,
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the DLNE shall review the PANDescriptorList parameter to collect the information on the neighbour
IEEE 802.15.4e-2012 PANSs.

The DLNE shall search its neighbour device table for a suitable inner router and select a device which the
depth to the gateway router from this device is the smallest.

The DLNE shall associate the PAN through the primary inner router, as described in 6.2.

After completing the cluster connectivity matrix, the DLNE shall notify the next higher layer by issuing
the DLN-START-DEVICE.confirm primitive with the Status parameter.

6.2 Joining a link network

Forjoiningalink network, a device associates with the PAN through the MAC layer association prededure,
requests a clulster formation, and establishes a shared link to the gateway router. The joining protedure
is specified on the view of a device and on the view of the inner router.

6.2.1 Devide procedure

When the dejvice is designated as a root router of a cluster, the Allocaté, Address bit-field [of the
Capabilitylnf¢grmation parameter set to zero. The capability information shall’be stored as the vplue of
the diCapabilityInformation attribute of the DLIB.

The DLNE shdll issue an MLME-ASSOCIATE.request primitive to the MAC sublayer. The Coord AddrMode
is set to SHORT_ADDRESS, CoordPANId is set to the value of dIPANId of the DLIB, and CoordAddress is
set to the address of the selected inner router. The bit-fields-of the CapabilityInformation pargameter
shall have th¢ values shown in Table 9.3. The Allocate Address bit-field of the Capabilitylnforination
parameter is always set to one.

The MLME-A$SOCIATE.confirm primitive with a statuis'value of SUCESS received shall contain a 16-bit
logical addregs unique to that network. The DLCE shall then update the value of dILinkNetworkA(dress,
dIHoppingSeqyienceLength, dlHoppingSequence, diGhannelOffset attributes of the DLIB with the pargmeter
ofthe MLME-ASSOCIATE.confirm primitive, and set the Device Type field of the corresponding neighbour
device table eptry to indicate that the neighbour is its parent.

When the devjice is designated as a rootrouter of a cluster, on receipt of the MLME-ASSOCIATE.cpnfirm
primitive with a status value of SUCCESS, the DLNE shall request a cluster allocation by transmittjng the
link network management commahd frame containing the cluster formation request command ppyload
by issuing thg DLC-DATA-CLINK.request primitive, as shown in Figure 6.1.

Uponreceiving the DLC-DATA:CLINK.confirm primitive, if the Length of Cluster Identifier Space fiel
cluster formation response command payload is not zero, the cluster identifier is successfully assi

After allocatipng thelink network address of the device, the DLNE shall request to establish
shared link td the inner router by issuing the DLC-LINK-SETUP.request primitive, as described i

Upon receiving the DLC-LINK-SETUP.confirm primitive, the DLNE shall request to get the cluster table to
the gateway by transmitting the link network management command frame containing the route update
request command payload with the Route Update Request Type field set to full cluster connectivity
matrix (0x00) by issuing the DLC-DATA-SLINK.request primitive.

When the DLNE receives the link network management command frame containing the route update
response command payload by issuing the DLC-DATA-SLINK.indication primitive, the DLNE shall
complete the cluster table.

6.2.2 Router procedure

On receipt of the MLME-ASSOCIATE.indication primitive, the DLNE shall assign a link network address
as described in 6.4. The DLNE shall select the channel offset for the device requesting association. The
DLNE shall notify the results by issuing the MLME-ASSOCIATE.response primitive to the MAC sublayer.
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If no address or channel offset can be chosen, the DLNE shall notify the joining a link network failure by
issuing the MLME-ASSOCIATE.response primitive with the Status parameter set to OUT_OF_RESOURCE.

When the router receives the link network management command frame containing the cluster
formation request command payload by issuing the DLC-DATA-CLINK.indication primitive, the router
shall forward the link network management command to the gateway router through the DLC-DATA-
SLINK.request primitive by changing the destination address of the link network management command
to the link network address of the gateway router.

The gateway router assigns a cluster identifier to the device, and updates the cluster connectivity matrix.
If there is run out of the cluster ID space, the gateway router shall send the link network management
response command with the Length of Cluster Identifier Space field of the cluster formation response
command payload set to zero.

fer formation
E shall update
he DLC-DATA-

Upon

respor
the clu
CLINK;

receiving the link network management command frame containing the\ clus
se command payload by issuing the DLC-DATA-SLINK.indication primitive,the DLN
ster table and forward the link network management command frame by issuing t
request primitive.

When
reques
forwal
link nq
issuin
the lin

6.3 |

When
to LEA

When
the lin
Manag
the ing
with t
CLINK]
end d¢
link n4
issuin

When
comm
the DL
shared

the router receives the link network management command frafe containing the
t command payload by issuing the DLC-DATA-SLINK.indication primitive, the
d the link network management command to the root router‘of the cluster. Upon
twork management command frame containing the route Gpdate response comma
b the DLC-DATA-SLINK.indication primitive, the DLNE shall update the cluster tabl
k network management command frame by issuingd¢he DLC-DATA-SLINK.request g

Leaving a link network

the DLN sublayer receives the DLN-MANAGEMENT.request primitive with the Type
VE, the procedure to remove a device from the link network is initiated.

the device to be removed is an endddevice of a cluster, the device shall request toj
k network by sending a link network management command frame with the

ement Command Type field setto LEAVE_REQ through the DLC-DATA-CLINK.reque
er router. The inner routershall reply by sending the link network management co
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with the Link Network Management Command Type field set to LEAVE_REQ to the inner router, as shown
in Figure 6.2. The inner router shall send the link network management command frame containing the
route update request command payload by issuing the DLC-DATA-SLINK.request primitive to the root
router of the cluster. The inner router shall reply by sending link network management command frame
with the Link Network Management Command Type field set to LEAVE_RESP through the DLC-DATA-
CLINK.request primitive to the router. Upon receiving the link network management command frame
with the Link Network Management Command Type field set to LEAVE_RESP, the router shall request
to release the shared links and the dedicated links to the inner router as described in 6.5.2. If the inner
router will not receive the link release request command within dIMaxResponseTimeout, the inner router
shall release the shared links and the dedicated links for the router.

When the device to be removed is a root router of a cluster, the device shall send the link network
management command frame with the Link Network Management Command Type field set to LEAVE_
REQ through the DLC-DATA-SLINK.request primitive to each routers except the inner router. Upon
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receiving the link release request command, the neighbour router shall initiate the procedure to remove
the router from the link network. After completing the link release to the neighbour routers, the root
router shall send the link network management command frame with the Link Network Management
Command Type field set to LEAVE_REQ to the inner router. The inner router shall send the link network
management command frame containing the route update request command payload by issuing the
DLC-DATA-SLINK.request primitive to the gateway router. The inner router shall reply by sending link
network management command frame with the Link Network Management Command Type field set to
LEAVE_RESP through the DLC-DATA-CLINK.request primitive to the root router. Upon receiving the link
release response command, the root router shall start to release the shared link and the dedicated links
to the inner router.
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Figure 6:2 — Sequence of the leaving a network at a router

6.4 Address assignment with an unbalanced cluster-tree structure

The link netwyork’address of a device in the LPWMN is assigned during the startup procedute. The
addressing of the LPWMN has the unbalanced cluster-tree structure. The [ink network address consists
of the cluster identifier and the device locator in a cluster. The 16-bit addressing space is divided into
dIClusterAddrSpace bits and (16-dIClusterAddrSpace) bits. The root of the cluster assigns a device locator
by using the distributed address allocation scheme, as described in 5.4.3. The (16-dIClusterAddrSpace)
bits of link network address shall be assigned to end devices in a sequential manner.

In a LPWMN the link network address can show the cluster in which the device is resided and where
the device is located in the cluster. If the cluster is the root cluster, the cluster ID is set to 0. If the device
is the root router of a cluster, the device locator is set to 0. The gateway router is the root router of the
root cluster. Therefore, the link network address of the gateway router is 0x0000. If the length of cluster
identifier is 8-bit and a router 1 in the root cluster becomes the root router of the cluster 1, the router
has two link network addresses, the Router Address and Router Reflector Address of Table 9.6: the link
network address in the root cluster, 0x0001, and the link network address in the cluster 1, 0x0100.
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The gateway router shall maintain the cluster table and provide the information on the cluster. The
cluster identifier is assigned by the gateway router. A new cluster can be formed, when a router joins a
link network as a root of a cluster or when the address space is run out of. When receiving the DLN-START-
ROUTER.request primitive with the non-zero maxDepth parameter, the DLNE shall request the cluster
formation to the gateway router, after completing the MAC sublayer association procedure. The gateway
router shall reply a cluster formation response command payload with the Cluster Identifier field.

6.5 DSME MAC link and link-path

6.5.1 Establishing a link-path

The L P € designated devjice. When the
next hjgher layer of the DLC sublayer issues the DLC-LINK-SETUP.request primitive,ithe| procedure to
establish a shared link or a dedicated link to the designated device is initiated, as shewn in Figure 6.3.

the rofite table for establishing a link or a link-path to the destined device. If a next hop t¢ the destined
device|is found, the DLCE shall transmit the link setup request command to the next Hop by issuing
MCPS-DATA.request primitive on a CAP link or a default sharedlink to allocate time slots on a link to
the nekt hop. If the DLCE fails to find a next hop to the destineddevice, the DLCE requestls the DLNE to
updatg the link-path routing information. If no router can be found to the destined device, the DLCE shall
termirjate the procedure and notify the next higher layer{of the link setup failure by issuing the DLC-
LINK-§ETUP.confirm primitive with the Status parameter/set to NOT_REACHABLE.

Upon receiving the MCPS-DATA.indication primitive at the router on the link-path to| the destined
device} the DLCE shall check the availability of the DSME-GTSs for the directional link{ If the DSME-
GTS is|available, the DLCE shall allocate the,DSME-GTSs and request to transmit DSME-GTS request
command frame by issuing the MLME-DSME=GTS.request primitive with the PreferredSugerframID and
PreferfedSlotID parameter. When the DLCE receives the MLME-DSME-GTS.confirm primifive, the DLCE
shall update the link table and forward the link setup request command to the next hop by |ssuing MCPS-
DATA.request primitive. If the DSME=GTS is not available or the MLME-DSME-GTS.conflirm primitive
is not freceived, the DLCE shall discard the link setup request command and transmit the link setup
response command with the Status field set to RESOURCE_FULL to the device requesting|link setup.

When the destined device receives the link setup request command, the DLCE shall allocate the DSME-
GTSs dnd request to transmit DSME-GTS request command frame to the previous hop deyice. When the
DLCE feceives the MLME-DSME-GTS.confirm primitive, the DLCE shall update the link taple and notify
the regeption of thelink setup request by issuing the DLC-LINK-SETUP.indication primitjve. When the
next hjgher layer{of the DLC sublayer issues the DLC-LINK-SETUP.response primitive, the DLCE of the
destinpd deviee-shall transmit the link setup response command to the device requesting link setup by
issuing MCPS*DATA .request primitive on a CAP link or a default shared link.

: e e ; i e+5-1 etveds—tHe DLCE at the
destined dev1ce shall dlscard the link setup request command and transmlt the llnk setup response
command with the Status field setto RESOURCE_FULL to the device requesting link setup. Upon receiving
the link setup response command with the Status field set to RESOURCE_FULL at the router on the link-
path to the device requesting link setup, the DLCE shall deallocate DSME-GTSs, update the link table by
deleting the link, and forward the link setup response command to the device requesting link setup.

To establish a bi-directional dedicated link-path or a bi-directional shared link-path, the DLCE at the
destined device shall start to establish a link-path to the device requesting link setup by transmitting
the link setup request command, after completing the allocation of DSME-GTS on the link-path from the
device requesting link setup to the destined device. When the device requesting link setup receives the
MLME-DSME-GTS.confirm primitive, the DLCE shall transmit the link setup response command to the
destined device. The link setup response command shall be relayed and the DLCE at the destined device
shall notify the completion of bi-directional DSME-GTSs allocation by issuing the DLC-LINK-SETUP.
indication primitive. When the next higher layer of the DLC sublayer issues the DLC-LINK-SETUP.response
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primitive, the DLCE of the destined device shall transmit the link setup response command to the device
requesting link setup by issuing MCPS-DATA.request primitive on a CAP link or a default shared link.

Gateway router Gateway router Gateway router Router 1 Router 1 Router 1 Router 1
DLNE DLCE MAC sublayer MAC sublayer DLCE DLNE Higher laver
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e it
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DLC-LINK-SETUP confirth
(dedicated link)

Figure 6.3 — Sequence. of the establishing a link-path

6.5.2 Maintaining a link-path

The DLCE shgll maintain the link status by listening to the beacon frames from the neighbour rfouters
and by collectfing the frame count transmitted on the links. The DLCE maintains the value of the Beacon
Timestamp pgrameter of the Neighbour Device Table and the value of the Frame Count parameter of the
Neighbour Lifpk Table.

When the diggnosis of7alink is required, the DLCE shall issue the MLME-DSME-LINKSTATYSRPT.
request primirive for Collecting link status. When the diagnosis of a link-path is required, the DLCE shall
transmit the link management command containing the link hello request command payload by issuing
the MCPS-DATA«equest primitive.

Upon receiving the link hello request command at the end device of the link-path, the DLCE shall report
the link-path status by transmitting the link management command containing the link hello response
command payload to the device requesting the diagnosis of the link-path.

If the DLCE determines to release the link or link-path, the DLCE shall transmit the link management
command containing the link release request command payload to the next hop device by issuing MCPS-
DATA.request primitive, as shown in Figure 6.2. When the DLCE of the end device of the link-path receives
the link release request command, the DLCE shall start to deallocate the DSME-GTSs on the link-path to
the device requesting link release by issuing the MLME-DSME-GTS.request primitive and transmit the
link release response command to the next hop on the link-path to the device requesting link release.
The deallocation of the DSME-GTSs on the link-path and relaying of the link release response command
are continued to the device requesting link release.
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6.5.3 Routing a link-path
The selection of a route relies on the cluster table maintained by the gateway router and the route table
maintained by the router.

The cluster table maintains the root router information of a cluster and the router information of an
inter-cluster mesh link, as described in Table 9.4. An inter-cluster mesh link is separated from the cluster
information by checking that at least one of the Router Address and Router Reflector has not the root
router address. The cluster connectivity matrix is consisted of the Router Address, Router Reflector
Address, and Child Cluster List. A cluster table entry is added when the gateway router receives the
cluster formation request or the route update request to report the establishment of an inter-cluster
mesh link. A cluster table entry is deleted when the gateway router receives the route update request to
repor}leaving of aroot router or the release of an inter-cluster mesh link. The gateway,rduter provides
|

the full cluster table to the root router when joins a link network. The cluster table of d'ce1ftain cluster is
provided on request base. The gateway router provides the updated entries of thecluster connectivity
matriy every dIRouteUpdatePeriod number of beacons.

The ro ks, which are
ind dedicated
lculated with

).6. The route

ute table maintains the reachable destinations through the current éstablished liq
one-hdp CAP link or shared link to the neighbour device, multi-hop shared link-path, :
link-pgth that the router is the source, as described in Table 9.7. The/link path cost is c3
the number of hops to the destination, and link quality and frame eount of the Table

table gntry is added when the link is established or when the first.data forwarding to a|destination is
requegted. The route table entry is deleted when the link is released or when the data forwarding is
not active for dIRouteUpdatePeriod number of beacons. The route table is updated periodiically or upon
receiving the route update request from the root router.

The rqute update is requested when a router searches route to transmit a data or to fgrward a data,
as shopvn in Figure 6.4. When the DLNE finds no reute from the cluster connectivity mafrix, the DLNE
shall spnd a link network management commang-frame containing the route update reqyest command
payload of the Route Update Request Type field set to updated cluster connectivity matrix. [f the gateway
router|finds a route, the gateway router replies the route update response command payload with the
clustef connectivity matrix entry for therétite. If not, the gateway router requests to update the cluster
conne¢tivity matrix to the root routers, of the cluster and defers to reply to the root routef requesting a

route until receiving link network management frames containing the route update respo
payload from the root routers of the clusters.

When p device joins a link network or needs to update the entire routing table, the routet
the full cluster table to the'gateway router by sending the link network management c
the Rdute Update Requiest Type field of the route update request command payload se
the Rauter Address, field set to 0x0000. When a router needs certain cluster informatid

se command

shall request
mmand with
E to 0x00 and
n, the Router

Address field of tlie‘route update request command payload is set to the specific root rguter address.
The gqteway router shall provide the cluster table entries by the link network managemlent command
with the Routing Information Base field set to the cluster table entry. When the last entry df cluster table
ined in the link network management command frame, the Route Update Responsg Type field of
the rofite‘update response command payload is set to 0xfO0.

When a device needs to update the routing table partially, the router shall request the updated cluster
connectivity matrix to the gateway router by sending the link network management command with the
Route Update Request Type field of the route update request command payload set to 0x01 (updated
cluster connectivity matrix). The gateway router shall provide the selected cluster connectivity
matrix entries, which are changed after the last periodical route update. When the last entry of cluster
connectivity matrix is contained in the link network management command frame, the Route Update
Response Type field of the route update response command payload is set to 0xf1l. When the gateway
router sends periodical updated cluster connectivity matrix, the route update response command with
the updated cluster connectivity matrix type is used.

When a device needs to update the cluster connectivity matrix of the inner routers above a specified
device, the router shall request the updated cluster connectivity matrix to the gateway router by sending
the link network management command with the Route Update Request Type field of the route update
request command payload set to 0x02 and the link network address of the specified device.
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When a device needs to update the cluster connectivity matrix of the outer routers beyond a specified
device, the router shall request the updated cluster connectivity matrix to the gateway router by sending
the link network management command with the Route Update Request Type field of the route update
request command payload set to 0x03 and the link network address of the specified device.

When a device completes to establish or release a link and updates the routing table, the router shall
request the gateway router to update the cluster connectivity matrix to by sending the link network
management command with the Route Update Response Type field of the route update response
command payload set to 0x84 and the updated entry of the cluster connectivity matrix. When a root
router needs to check the cluster connectivity matrix of a specified router, the root router shall request
to report the cluster connectivity matrix to by sending the link network management command with
the Route Update Request Type field of the route update request command payload set to 0x04 and the
specified roufer address.

—

Gateway router Gateway router Gateway router Router 1 Router 1 Router 1 Router]
DLNE DLCE MAC sublayer MAC sublayer DLCE DLNE Higher Idver

————————" MCPS.DATA indication DIN-DATMvréquest (no route

DLC-DAT.—\-CLNKinQ’katim (no route)

find route
DLC-DATA-CRINK s2quést
[ Troute update request)

w

MCPS-DATA request

MCPS-DATA confirm

MCPS-DATA indicaiton

DLG_-DATA-CLINK.indication DLC-BQ L CLINK configin

TF Tequest o
jforward pr c_DATH CLINK reque,
(rqute update fesponse or requ:

d)

st) MCPS-DATA request
|data (route update response comnjand)

MCPS.DATA confirm 212 (foute update reqgest IMCPS-DAT ASindication

[w]

LC--DATA-CLINK indicatjpn
(route update response) | update route

DLC-DATA-CLINK confirm®

e

DLC-DATA-SLINK request
(data)

MCPS-DATA request

4LtaOIN data) _N\X 1CPS-DATA confirm

LC-DATA-SLINK. confirm|
update roufe =

DLN-DATA confirm

DLC-DATR-SLINK .reque:
(route update request) MCPS-DATA request

dita |
(route update reétffuest command(}

MCPS-DATA confirm

MCPS-DATA indicati
TILC-DATA-SLINK indicatidn

(route update request) >

DLC-DATA-SLINK confirn]

update route
DLC-DATA-SLINK request
(route update request)

_ MCPS-DATA request

“+

data

(route update request ¢ MCPS DATA confirm

DLC-DATA-SLINK confirh

Figure 6.4 — Sequence of the route update and data forwarding

When arouter teeds to search a mesh link from a specified router, the router shall request to find f mesh
link and to report the updatcd chuster conmectivity nratrix lu_y bcudius thetinkmetwork nrarragement
request command with the Route Update Request Type field of the route update request command
payload set to 0x05 and the link network address of the specified router.

When a router or root router needs to gather route cost information within the cluster, the router or
root router shall request the specified router to report the route table by sending the link network
management command frame with the Route Update Request Type field of the route update request
command payload set to 0x06 and the link network address of the specified router.
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6.6 Data services

6.6.1 General
The LPWMN provides six types of the data communication between two end DLCEs.

— Type 1: The DLPDUs shall be exchanged during the contention access period, CAP link. The DLPDUs
shall not be acknowledged, and shall be transmitted without flow control and error recovery.

— Type 2: The DLPDUs shall be exchanged during the contention access period, CAP link. The DLPDUs
shall be acknowledged, but shall be transmitted without flow control and error recovery.

— Tyfpe 3: The DLPDUSs shall be exchanged In the shared guaranteed time slots, shared Ijnk, which are
allocated for connecting two neighbour devices. The DLPDUs shall not be acknowledged, and shall
b transmitted without flow control and error recovery.

— Type 4: The DLPDUs shall be exchanged in the shared guaranteed time slotsfshared link. The DLPDUs
shill be acknowledged, but shall be transmitted without any flow contrél‘@nd error recovery.

— Typpe 5: The DLPDUs shall be exchanged on the dedicated path wHich is established| by allocating
the dedicated guaranteed time slots on each hop link between tweé.devices, dedicated link, prior to
exchange. The DLPDUs shall not be acknowledged, and shall bé transmitted withouf flow control
an|d error recovery.

— Type 6: The DLPDUs shall be exchanged on the dedicatedpath. The DLPDUs shall be acknowledged,
and shall be transmitted with flow control betweenttwo end DLCEs.

The pijimitives of the data service are provided by the DLN sublayer or DLC sublayer. The next higher
layer df the DLC sublayer may select the data service’by choosing the type of a link.

For se¢ured transmission of a data payload, a*higher next layer of the DLC sublayer or the[DLN sublayer
indicafes by setting the SecurityEnable parameter of primitives for data service to TRUE| The MSDU is
passed to the MAC sublayer and encryptéd with the cryptographic mechanism of IEEE[802.15.4. The
establ{shment and maintenance of keys are outside the scope of this standard.

6.6.2 | DLN sublayer data service

When [the DLN sublayer receives the DLN-DATA.request primitive, the procedure to send a data frame
is initfated. If the DLN/suiblayer receives a request to transmit a data frame before c¢mpleting the
association, it shall discatrd the frame and notify the next higher layer of the error by issping the DLN-
DATA.¢onfirm primitive with a status of INVALID_REQUEST.

If a route to théydestination device is not found in the route table, the DLNE shall init]ate the route
discovery procedure. If the DLNE fails to discover a route, it shall discard the frame and rfotify the next
higher|layerof the error by issuing the DLN-DATA.confirm primitive with a status of NOT|REACHABLE.

If the TxMode parameter is set to TYPE_I, the DLNE shall issue the DLC-DATA-CLINK.request with the
ACKEnable parameter set to FALSE. If the TxMode parameter is set to TYPE_2, the DLNE shall issue the
DLC-DATA-CLINK.request with the ACKEnable parameter set to TRUE. If the TxMode parameter is set to
TYPE_3, the DLNE shall issue the DLC-DATA-SLINK.request with the ACKEnable parameter set to FALSE.
If the TxMode parameter is set to TYPE_4, the DLNE shall issue the DLC-DATA-SLINK.request with the
ACKEnable parameter set to TRUE. If the TxMode parameter is set to TYPE_5, the DLNE shall issue the
DLC-DATA-DLINK.request with the ACKEnable parameter set to FALSE and the Linkld parameter set
to a dedicated link selected from the route table. If the TxMode parameter is set to TYPE_6, the DLNE
shall issue the DLC-DATA-DLINK.request with the ACKEnable parameter set to TRUE and the LinkId
parameter set to a bi-directional dedicated link selected from the route table. The value supplied with
the DstAddr, DlsduLength, Dlsdu, DIsduHandle, and SecurityEnable parameter of the DLN-DATA.request
primitive is set to the value of the corresponding parameter of the DLC sublayer data request primitives.
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When the DLNE receives the DLC data confirm primitive from the DLC sublayer, the DLNE shall notify
the next higher layer of the result by issuing a DLN-DATA.confirm primitive with the value of the
DlsduHandle and Status parameter of the data confirm primitive from the DLC sublayer.

When the DLNE receives the DLC-DATA-CLINK.indication primitive, the DLC-DATA-SLINK.indication
primitive, or the DLC-DATA-DLINK.indication primitive from the DLC sublayer, the DLNE shall check the
type of the DLSDU. If it is the Data Payload, the DLNE shall notify the next higher layer of the reception
of data frame by issuing the DLN-DATA.indication primitive. The TxMode parameter is set to TYPE_1, if
receiving the DLC-DATA-CLINK.indication primitive with the ACKEnable parameter set to FALSE. The
TxMode parameter is set to TYPE_2, if receiving the DLC-DATA-CLINK.indication primitive with the
ACKEnable parameter set to TRUE. The TxMode parameter is set to TYPE_3, if receiving the DLC-DATA-

SLINK.indication primitive with the ACKEnable parameter set to FALSE. The TxMode paramete
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table entry corresponding to the routing destination. The GTSTX parameter is set to zero, if the Frame
Operation Type subfield of a frame is TYPE_1 or TYPE_2. Otherwise, the GTSTX parameter is set to one.
The AckTx parameter is set to zero, if the Frame Operation Type subfield of a frame is TYPE_1, TYPE_3,
or TYPE_5. Otherwise, the AckTx parameter is set to one. When the data frame is constructed, the DLCE
shall pass the frame by issuing the MCPS-DATA.request primitive.

When the DLCE receives the MCPS-DATA.confirm primitive from the MAC sublayer, the DLCE shall
notify the next higher layer of the result by issuing a DLC data confirm primitive with the value of the
DlsduHandle and Status parameter of the MCPS-DATA.confirm primitive.

6.6.4 Datareception

The DLCE is notified the reception of a frame by receiving the MCPS-DATA.indication primitive. The
frame is passed to the next higher layer or forwarded to the next hop, or broadcast onward.
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The frame for which the destinationaddress matchesthe device’saddress, the Link Managementsubframe
shall be processed by the DLCE, and the Link Network Management subframe may be processed at the
DLC sublayer or the DLN sublayer.

— Data frame shall be passed to the next higher layer. The primitive to notify the reception of a data
frame is selected by the Frame Operation Type subfield of the Frame Control field. If the Frame
Operation Type subfield is TYPE_1 operation or TYPE_2 operation, the DLC-DATA-CLINK.indication
primitive is issued. If the Frame Operation Type subfield is TYPE_3 operation or TYPE_4 operation,
the DLC-DATA-SLINK.indication primitive is issued. If the Frame Operation Type subfield is TYPE_5
operation or TYPE_6 operation, the DLC-DATA-DLINK.indication primitive is issued. The ACKEnable
parameter is set to one, only if the Frame Operation Type subfield is TYPE_2 operation or TYPE_4
operation, or TYPE 6 operation.

If the Frame Operation Type subfield is TYPE_6 operation, the sender and receiver
pdrform the flow control on the dedicated link. Congestion on the dedicated)link i

DLC sublayer
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Table 7.1 — Summary of the primitives accessed the DLN-SAP

SAP interface

Sub-Clause Number in This Specification
Name Request Indication Response Confirm
DLN-START-NETWORK 7111 71.1.2
DLN-START-ROUTER 71.2.1 71.2.2
DLN-START-DEVICE 71.31 71.3.2
DLN-RESET 7141 71.4.2
DLN-GET 7.1.4.3 71.4.4
DLN-SET 71.4.5 7.1.4.6
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Table 7.1 (continued)

Sub-Clause Number in This Specification

Name
Request

Indication

Response Confirm

DLN-MANAGEMENT 71.5.1

71.5.2

7.1.1 Primitives for link network formation

These primitives are used by a gateway router to initiate a LPWMN.

7.1.1.1 DLN-START-NETWORK.request

This primitive allows the next higher layer to request that the device starts to perform as'a gateway

router and establishes a LPWMN.

The semantick of this primitive are:

DLN-START-NE[IWORK.request {

PANId,

ScanChannels,
ScanDuration,
HoppingSequencelength,
BeaconOrder,
SuperframeOrder,
Multi-superframeOrder,
ChannelDiversityMode,
CAPEnable,

GACKEnable,
DeferredBeaconEnable,
maxDepth,

maxRouters,
maxChildren,
PowerSourceEnable,
SecurityCapakilityEnable,
ReceiverOnEmable

}
The primitivel parameters are defined in Table 7.2.

Table 7.2 — DLN-START-NETWORK.request parameters

Name Type Valid range

Description

PANId Intéger 0x0000 - Oxffff

The PAN identifier to be used by the
device.

ScanChannels Bitmap 32-bit field

The five most significant bits [b27,...,
b31) are reserved.

The 27 least significant bits (H0, b1,...

LZU) trratcate-whtchelramretsate to be
scanned in preparation for starting a
network (1=scan, 0=do not scan) for
each of the 27 valid channels.

ScanDuration Integer 0x00 - 0x0e

A value used to calculate the length
of time to spend scanning each chan-
nel for ED, active, and passive scans.
This parameter is ignored for orphan
scans. The time spent scanning each
channel is [aBaseSuperframeDuration
x (2n +1)], where n is the value of the
ScanDuration parameter.

HoppingSequenceLength Integer 0x0000 - Oxffff

The number of channels in the Hop-
ping Sequence.
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Table 7.2 (continued)

Name Type Valid range Description

BeaconOrder Integer 0-15 Indicates the frequency with which
the beacon is transmitted.

SuperframeOrder Integer 0-BeaconOrder or 15 The length of the active portion of
the superframe, including the bea-
con frame.

Multi-superframeOrder Integer 0-(BeaconOrder-Super-|The length of during which a group
frameOrder) of superframes thatis considered as
one multi-superframe.

value is zero, operdfes on channel
adaptation mode! If this value is one,
operates on.channel hopping mode.

ChannglDiversityMode Boolean TRUE or FALSE The type of channel fiiversity. If this

CAPEnable Boolean TRUE or FALSE Indicatéswhether thg CAP reduction
isenabled. If setto TRIIJE, itis enabled.

GACKHnable Boolean TRUE or FALSE Indicates whether tht group ACK is
énabled. If setto TRUE, itis enabled.

DeferredBeaconEnable Boolean TRUE or FALSE Indicates whether the flevice uses CCA
before transmitting Heacon frame. If
set to TRUE, it is enabled.

maxDgpth Integer 0x00 - Oxff The depth a device|can have in a
cluster.

maxRquters Integer 0x00 - Oxff The number of routerg any one device
is allowed to have as|children.

maxCHildren Integer 0x00 - Oxff The number of device allowed con-
necting to a router of the cluster as
a child.

PowerPfourceEnable Boolean TRUE or FALSE Indicates whether the flevice is receiv-

ing power from the mains. If set to
TRUE, it is enabled.

SecurifyCapabilityEnable |Boolean TRUE or FALSE Indicates whether thq device is capa-
ble of sending and rgceiving cryp-
tographically protect¢d MAC frames.
If set to TRUE, it is erjabled.

ReceivierOnEnable Boolean TRUE or FALSE Indicates whether thje device disa-
bles its receiver to cpnserve power
during idle periods. |f set to TRUE,
itis enabled.

7.1.1.2—~DLN-START-NETWORK.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to start a LPWMN.

The semantics of this primitive are:

DLN-START-NETWORK . confirm {
Status
}

The primitive parameters are defined in Table 7.3.
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Table 7.3 — DLN-START-NETWORK.confirm parameters

Name

Type

Valid range

Description

Status

Status

INVALID_REQUEST,
STARTUP_FAILURE

firm primitive

The result of the attempt to initialize a
LPWMN gateway router.

or any status value returned
from the MLME-START.con-

7.1.2 Primitives for link network joining as a router

These primitifes are used by a router to join a LPWMN.

7.1.2.1 DLN-START-ROUTER.request

This primitivq allows the next higher layer to request that the device starts to performasa LPWMN [router.

The semanticp of this primitive are:

DLN-START-ROUTER.request

{

PANId,

ScanChannels,
ScanDuration,

maxDepth,

maxRouters,

maxChildren,
PowerSourceEknable,
SecurityCapabilityEnable,
ReceiverOnEnable

}

The primitivel parameters are defined in Table 7.4.

Table 7.4 — DLN-START-ROUTER.request parameters

Naine

Type

Valid range

Description

PANId

Integer

0x0000 - Oxffff

The PAN identifier to be used by the
device.

ScanChannels

Bitmap:

32-bit field

The five most significant bits [b27,...,

b31) are reserved.

The 27 least significant bits (H0, b1,...
b26) indicate which channels afe to be
scanned in preparation for stqrting a
network (1=scan, 0=do not sdan) for
each of the 27 valid channels

O0x00 - 0x0e

Avalucusedtacalculatothel

ScanDuration

Integer
o

gth of
time to spend scanning each channel.

The time spent scanning each channel
is (aBaseSuperframeDuration * (2n +
1)) symbols, where n is the value of
the ScanDuration parameter.

maxDepth

Integer

0x00 - Oxff

The depth a device can have in a
cluster.

maxRouters

Integer

0x00 - Oxff

The number of routers any one device
is allowed to have as children.

maxChildren

Integer

0x00 - Oxff

The number of device allowed con-
necting to a router of the cluster as
a child.
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Table 7.4 (continued)
Name Type Valid range Description
PowerSourceEnable Boolean TRUE or FALSE Indicates whether the device is receiv-

ing power from the mains. If set to
TRUE, it is enabled.

SecurityCapabilityEnable |Boolean TRUE or FALSE Indicates whether the device is capable
of sending and receiving cryptograph-
ically protected MAC frames. If set to
TRUE, it is enabled.

ReceiverOnEnable Boolean TRUE or FALSE Indicates whether the device disa-
btesitsTeceivertotpnserve power
during idle periods)|f set to TRUE,
it is enabled.

7.1.2.2 DLN-START-ROUTER.confirm
This primitive allows the next higher layer to be notified of the result of the\attempt to join a LPWMN.

The sejmantics of this primitive are:

DLN-START-ROUTER. confirm {
Status

}
The prfimitive parameters are defined in Table 7.5.

Table 7.5 — DLN-START-ROUTER.confirm parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempft to initialize a
LPWMN router.

STARTUP_FAILURE

or any status value returned
from the MLME-START.con-
firm primitive

7.1.3 | Primitives for link network joining as a device

These primitives are gsed by a device to join a LPWMN.

7.1.3.1 DLN-START-DEVICE.request

This primitive allows the next higher layer to request that the device starts to perform afp a device and
establishesd link to a LPWMN.

The semantics of this primitive are:

DLN-START-DEVICE.request {
PANId,
ScanChannels,
ScanDuration,
PowerSourceEknable,
SecurityCapabilityEnable,
ReceiverOnEnable

}
The primitive parameters are defined in Table 7.6.
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Table 7.6 — DLN-START-DEVICE.request parameters

Name Type Valid range Description
PANId Integer 0x0000 - Oxffff The PAN identifier to be used by the
device.
ScanChannels Bitmap 32-bit field The five most significant bits (b27,...,

b31) are reserved.

The 27 least significant bits (b0, b1,...
b26) indicate which channels are to be
scanned in preparation for startinga
network (1=scan, 0=do not scan) for
€ach of the 27 valid channels

ScanDuration Integer 0x00 - 0x0e Avalue used to calculatethe lepgth of
time to spend scanning)each channel.

The time spent scanning each dhannel
is (aBaseSuperframieDuration[* (2n +
1)) symbols,iwhere n is the vplue of
the ScanDuration parameter

PowerSourceHnable Boolean TRUE or FALSE IndicateSxhether the device is|receiv-
ing(power from the mains. If set to
TRUE, it is enabled.

SecurityCapalfilityEnable |Boolean TRUE or FALSE Indicates whether the device is ¢apable
of sending and receiving cryptdgraph-
ically protected MAC frames. |[f set to
TRUE, it is enabled.

ReceiverOnEnpble Boolean TRUE or FALSE Indicates whether the devicp disa-
bles its receiver to conserve|power
during idle periods. If set to|TRUE,
itis enabled.

7.1.3.2 DLN-START- DEVICE.confirm
This primitiv¢ allows the next higher lay€rto be notified of the result of the attempt to join a LPWMN.

The semantick of this primitive are:

DLN-START-DENICE.confirm §
Status
}

The primitivel parameters are defined in Table 7.7.

Table 7.7 — DLN-START-DEVICE.confirm parameters

Nanle Tvpe Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to initialize a
STARTUP_FAILURE LPWMN device.

or any status value
returned from the MLME-
START.confirm

primitive

7.1.4 Primitives for the DLIB management

These primitives are used to manage the DLIB.
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7.1.4.1 DLN-RESET.request
This primitive allows the next higher layer to request that the DLNE performs a reset operation.

The semantics of this primitive are:

DLN-RESET.request {
SetDefaultDLIB

}
The primitive parameters are defined in Table 7.8.

Table 7.8 — DLN-RESET.request parameters

Name Type Valid range Descriptio‘l

SetDeffaultDLIB Boolean TRUE, FALSE If TRUE, the DLN stiblaydr, and all DLIB
attributes are settotheirjdefault values.
If FALSE, the DLN sublaypr is reset, but
all DLIB attributes retain their values
prior to the generation of the DLN-RESET.
request primitive.

7.1.4.2 DLN-RESET.confirm
This primitive allows the next higher layer to be notified of the.result of the reset operatign.
The sefmantics of this primitive are:
DLN-RHSET. confirm {
Status

}
The prfimitive parameters are defined in Table\7:5.

Table 7.9 — DLN-RESET.confirm parameters

Name Type Valid range Description

Status Enumerdtion SUCCESS The result of the reset opgration.

7.1.4.3 DLN-GET.request
This primitive allowshe next higher layer to read the value of an attribute from the DLIH.

The sejmantics of this primitive are:

DLN-GHT.request {
DLIBAttribute

}
The primitive parametersare defined in Table 710

Table 7.10 — DLN-GET.request parameters

Name Type Valid range Description

DLIBAttribute Integer As defined in Table 9.2 |The name of the DLIB attribute to read.

7.1.4.4 DLN-GET.confirm
This primitive reports the results of an attempt to read the value of an attribute from the DLIB.

The semantics of this primitive are:

DLN-GET.confirm {
Status,
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DLIBAttribute,

DLIBAttributeLength,
DLIBAttributeValue

}

The primitive parameters are defined in Table 7.11.

Table 7.11 — DLN-GET.confirm parameters

Name Type Valid range Description
Status Enumeration [SJI,{.CECESS' UNSUPPORTED_ATTRIB- The result of the reset operation.
DLIBAttribute Integer AS defined In Tabie 9.2 The name of the DLIB attribute
that was read.
DLIBAttributeLength |Integer 0x0000 - Oxffff The length, In octets, of thejattrib-
ute value being retupned.
. . Attribute specific; as defined in|The value of/the-indicate¢l DLIB
DLIBAttributeyalue Various Table 9.2 attribute that'was read.

7.1.4.5 DLN-SET.request

This primitiv¢ allows the next higher layer to write the value of an attribute in the DLIB.

The semanticp of this primitive are:

DLN-SET.request

{

DLIBAttribute,
DLIBAttributelength,
DLIBAttributeValue

}

The primitivel parameters are defined in Table 7.12.

Table 7.12 — DLN<SET.request parameters

Namg Type Valid range Description
DLIBAttribute Integer As defined in Table 9.2 The name of the DLIB atf{ribute
to write.
DLIBAttributel.ength |Integer 0x0000 - Oxffff The length, in octets, of thefattrib-
ute value being set.
DLIBAttributeMalue Various Attribute specific; as defined in|The value of the indicate¢l DLIB
Table 9.2 attribute to write.

7.1.4.6 DLlI-SET.confirm

This primitiv¢ réports the results of an attempt to write the value of an attribute from the DLIB.

The semantics of this primitive are:

DLN-SET.confirm

{

Status,

DLIBAttribute

}

The primitive parameters are defined in Table 7.13.

Table 7.13 — DLN-SET.confirm parameters

Name

Type

Valid range

Description

Status

Enumeration

SUCCESS, INVALID_PARAMETER,
UNSUPPORTED_ATTRIBUTE

The result of the reset operation.
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Name

Type

Valid range

Descrip

tion

DLIBA

ttribute

Integer

As defined in Table 9.2

that was written.

The name of the DLIB attribute

7.1.5 Primitives for link network resources management

These primitives are used by a gateway router or router to manage the link network resources.

7.1.5.1 DLN-MANAGEMENT.request

This p1
The se

DLN-MA

The p1f

NAGEMENT. request

mantics of this primitive are:

{

ManagementType,
PANId,
DeviceAddress,
RemoveChildren

}

imitive parameters are defined in Table 7.14.

Table 7.14 — DLN-MANAGEMENTrequest parameters

imitive allows the next higher layer to request that the DLNE performs a managemerlt ofa LPWMN.

Name Type Valid tange Description

ManagementType Enumeration REJOIN; LEAVE, UPDATE | The type of LPWMN marlagement to be
performed.

PANId Integer 0x0000 - Oxffff The PAN identifier to be usgd by the device.

DevicdAddress Integer 0%x0000 - Oxfffd The 16-bitaddress of the njanaged device.

RemoyeChildren Boolean TRUE or FALSE This parameter has a valuf of TRUE if the
device being asked to leaye the network
is also being asked to remove its child
devices, if any. Otherwisg, it has a value
of FALSE.

When [the Managementfype parameter is set to REJOIN, all parameters except PANId shpll be ignored

and th

When
Remoy

When

ignore

e DLNE shall atteimipt to join a LPWMN.

the ManagementType parameter is set to LEAVE, all parameters except Devic
eChildrénshall be ignored and the DLNE shall attempt to leave a LPWMN.

the ManagementType parameter is set to UPDATE, all parameters except DeviceA
d\and the DLNE shall attempt to update a route table.

pAddress and

dldress shall be

7.1.5.2 DLN-MANAGEMENT.confirm

This primitive allows the next higher layer to be notified of the result of the management operation.

The semantics of this primitive are:

DLN- MANAGEMENT.confirm

{

ManagementType,
Status

}

The primitive parameters are defined in Table 7.15.
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Table 7.15 — DLN-MANAGEMENT.confirm parameters

Name Type Valid range Description
ManagementType |Enumeration REJOIN, LEAVE, UPDATE The type of LPWMN man-
agement to be performed.
Status Enumeration SUCCESS, INVALID_REQUEST,UNKNOWN_DEVICE | The result of the manage-
or any status returned by the MCPS-DATA.con- | ment of a LPWMN.
firm primitive

7.2 LPWMN link management services

The DLC-SAP[allows the transport of management commands between the next higher layers and the
DLC sublayer{ Table 7.16 summarizes the primitives supported by the DLC sublayer through the DLC-
SAP interfaceland the sub-clauses containing details on each of these primitives.

Table 7.16 — Summary of the primitives accessed the DLC-SAP

Name Sub-Clause Number in This Specification
Request Indication Respoiise Confirm
DLC-LINK-SET|UP 7211 7.21.2 203 7214
DLC-LINK-REJEASE 7.2.2.1 7.2.2.2 ¥2.2.3 7.2.2.4
DLC-MANAGEMENT 7.2.3.1 7.2.3.2

7.2.1 Primjtives for link establishment

These primit{ves are used by the next higher layer te, establish a shared link between the |device
requesting thiis primitive and neighbour inner routef,*or to establish a dedicated link-path fr¢m the
device requesting this primitive to the designated.device.

7.2.1.1 DL(-LINK-SETUP.request

This primitive allows the next higher layer to request that the device starts to establish a shared link
to the gatewdqy router or a router, or{ te establish a dedicated link-path from the source device[to the

destination d¢vice.

The semantick of this primitivé are:

DLC-LINK-SETUP.request {

LinkType,
DstAddress,
NumberSlot
}

The primitivel patameters are defined in Table 7.17.
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Table 7.17 — DLC-LINK-SETUP.request parameters

Name Type Valid range Description
LinkType Enumeration IN-SHARED, The type of link.
OUT-SHARED,
BI-SHARED,
IN-DEDICATED,
OUT-DEDICATED,
BI-DEDICATED,
IN-PEER,
OUT-PEER,
BI-PEER
DstAdglress Integer 0x0000 - Oxfffd The 16-bitaddress of the dlestined device.
NumbérSlot Integer 0x00 - Oxff The number of slots allgcated sequen-
tially to this link.

7.2.1.2 DLC-LINK-SETUP.indication

This primitive allows the next higher layer to be notified the réception of a link setup reqpest.

The sejmantics of this primitive are:

DLC-LINK-SETUP.indication {
LinkType,
SrcAddress,
LinkId,
NumberSlot

}

The prjimitive parameters are defined in\Table 7.18.

Table 7.18'+= DLC-LINK-SETUP.indication parameters

Name Type Valid range Descriptign
LinkType Enumeration IN-SHARED, The type of link.
OUT-SHARED,
BI-SHARED,
IN-DEDICATED,
OUT-DEDICATED,
BI-DEDICATED,
IN-PEER,
OUT-PEER,
BI-PEER
SrcAddress Integer 0x0000 - 0xfffd The 16-bitaddress of the device request-
ing link setup.
LinkId Integer 0x00 - 0xff The link identifier.
NumberSlot Integer 0x00 - Oxff The number of slots allocated sequen-
tially to this link.

7.2.1.3 DLC-LINK-SETUP.response

This primitive allows the next higher layer to initiate a response to a link setup request.
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The semantics of this primitive are:

DLC-LINK-SETUP.response {
Status,
SrcAddress,
LinkId
}

The primitive parameters are defined in Table 7.19.

Table 7.19 — DLC-LINK-SETUP. response parameters

Name Type Valid range Description

Status Status INVAEITDREQUEST, TheTesultof theattempttosetup a link.

OUT_OF_RESOURCE,

or any status value returned
from the status value
returned from the MLME-
DSME-GTS.confirm

primitive
SrcAddress Integer 0x0000 - 0xfffd The 16-bit address of the flevice
requesting link setup.
LinkId Integer 0x00 - Oxff The link identifier.

7.2.1.4 DL(-LINK-SETUP.confirm

This primitive allows the next higher layer to be notified pf-the result of the attempt to setup a link.

The semantick of this primitive are:

DLC-LINK-SETUP.confirm {
Status,
LinkId
}

The primitive| parameters are defined in Table 7.20.

Table 7.20 — DLC-LINK-SETUP.confirm parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to setup alink.
OUT_OF_RESOURCE,

or any status value returned
from the status value
returned from the MLME-

inVel Vi nlalsalel £
DONMIL U1 O.CUIITIT IIT

primitive
LinkId Integer 0x00 - Oxff The link identifier.

7.2.2 Primitives for link release

These primitives are used by the next higher layer to release a dedicated link connection.

7.2.2.1 DLC-LINK-RELEASE.request

This primitive allows the next higher layer to request that the device attempts to release a dedicated link.

The semantics of this primitive are:
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Table 7.21 — DLC-LINK-RELEASE.request parameters

Name Type Valid range Description
SrcAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the device request-
ing link release.
DstAdflress Integer 0x0000 - Oxfffd The 16-bit address ofthe opposite end
device of the link to'he'released.
LinkId| Integer 0x00 - 0xff The link identifier:

7.2.2.2 DLC-LINK-RELEASE.indication

This primitive allows the next higher layer to be notified the reception 6f a link release re|

The sejmantics of this primitive are:

DLC-LINK- RELEASE.indication {

SrcAddress,
DstAddress,
LinkId

}

The prfimitive parameters are defined in Table 7.22.

Table 7.22 — DLC-LINK-RELEASE.indication parameters

quest.

Name Type Valid range Descriptign
SrcAddress Integer 0x0000 - Oxfffd The 16-bitaddress of theldevice request-
ing link release.
DstAd{lress 0x0000 - Oxfffd The 16-bit address of the opposite end

device of the link to be

eleased.

LinkId|

0x00 - 0xff

The link identifier.

7.2.2.3 DLC-LINK-RELEASE.response

This primitive allows the next higher layer to initiate a response to a link release request

The semantics of this primitive are:

DLC-LINK~RELEASE.response

{

Status,
SrcAddress,
DstAddress,
LinkId

}

The primitive parameters are defined in Table 7.23.
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Table 7.23 — DLC-LINK-RELEASE.response parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to release alink.
or any status value returned
from the MLME-DSME-GTS.
confirm
primitive
SrcAddress Integer 0x0000 - 0xfffd The 16-bitaddress of the device request-
ing link release.
DstAddress Tnteger 0X0000 — OXIItd The 16-bit address of the opposjte end
device of the link to be released.
LinkId Integer 0x00 - 0xff The link identifier.

7.2.2.4 DL(-LINK-RELEASE.confirm
This primitive allows the next higher layer to be notified of the result of the link release request.

The semanticp of this primitive are:

DLC-LINK- REJLEASE.confirm {

Status,
DstAddress,
LinkId

}

The primitivel parameters are defined in Table 7.24.

Table 7.24 — DLC-LINK-RELEASE.confirm parameters

Name Type Valid range Description
Status Status INVALID_REQUEST, The result of the attempt to releas¢ a link.

or any status value returned from
the MEME-DSME-GTS.confirm

primitive
DstAddress Integer 0x0000 - Oxfffd The 16-bit address of the oppos]te end
device of the link to be released.
LinkId Integer 0x00 - Oxff The link identifier.

7.2.3 Primjtives for link management

These primitiyes are used by the next higher layer to manage a link or a link-path.

7.2.3.1 DLC-MANAGEMENT.request

This primitive allows the next higher layer to request that the DLCE performs a management of a link.

The semantics of this primitive are:

DLC-MANAGEMENT.request {
ManagementType,
LinkId
}

The primitive parameters are defined in Table 7.25.
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Table 7.25 — DLC-LINK-MANAGEMENT.request parameters

Name Type Valid range Description
ManagementType Enumeration HELLO, RESET The type of link management to be per-
formed.
LinkId Integer 0x00 - Oxff The link identifier.

7.2.3.2 DLC-MANAGEMENT.confirm

This primitive allows the next higher layer to be notified of the result of the management operation.

The sepmarmticsof this primitiveare:

DLC-MANAGEMENT. confirm {
ManagementType,
LinkId,

Status

}

The pifimitive parameters are defined in Table 7.26.

Table 7.26 — DLC-MANAGEMENT.confirm parameters

Name Type Valid range Descyiption
ManagementType |Enumeration HELLO, RESET The type oflihk management
to be performed.
LinkId Integer 0x00 - Oxff The link identifier.
Status Enumeration SUCCESS, FAIL, INVALID_REQUEST, UNKNOWN_| The result of the link man-
DEVICE or any,status returned by the MCPS-|agement.
DATA.confitm primitive

7.3 LPWMN data services

The LRWMN provides four data transport modes. Table 7.27 summarizes the primitives|supported by
the DLJC sublayer and DLN sublayén, and the sub-clauses containing details on each of thege primitives.

Table\7.27 — Summary of the primitives for data services

Name Sub-Clause Number in This Specification
Request Indication Response Confirm
DLC-DATA-CLINK 7311 7.31.2 731.3
DLC-DATA-SLINK 7.3.2.1 7.3.2.2 73.2.3
DLC-DATA-DLINK 7.3.3.1 7.3.3.2 7.3.3.3 7.3.3.4
DLN-DATA 7.3.4.1 7.3.4.2 7.3.4.3

7.3.1 Primitives for data service on a CAP link

These primitives are used by the next higher layer for sending a data frame during a contention access period.

7.3.1.1 DLC-DATA-CLINK.request

This primitive allows the next higher layer to request that the device attempts to transmit a data frame
on a CAP link.

The semantics of this primitive are:

DLC- DATA-CLINK.request {
DstAddr,
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Dlsdulength,
Dlsdu,
DlsduHandle,
SecurityEnable,
ACKEnable

}

The primitive parameters are defined in Table 7.28.

Table 7.28 — DLC-DATA-CLINK.request parameters

Name Type Valid range Description
DstAddr Integer 0x0000 - Oxffff The 16-bit address of the device to
VV‘ll;l’}l t}lC DLSDU ib DCllt. I
DlsduLength Integer aMaxMACPayloadSize - The number of octets comprisilllg the
cdIMinHeaderOverhead DLSDU to be transferreg
Dlsdu Set of Octets The set of octets comprising the
DLSDU to be transferred.
DlsduHandle Integer 0x00 - Oxff The handle pf the DLSDU to be frans-
mitted by/the-DLC sublayer entity.
SecurityEnablg Boolean TRUE or FALSE Indicates\whether the MAC sublayer
security is enabled. If set to TRUE, the
security level set at the MAC layer is
énabled.
ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is erjabled.
If set to TRUE, it is enabled.
7.3.1.2 DL(-DATA-CLINK.indication

This primitivd
on a CAP link

The semantic

DLC-DATA-CLI

The primitive

5 of this primitive are:

NK.indication

i

SrcAddr,
DstAddr,
DlsdulLength,
Dlsdu,
RxTime,
ACKEnable

}

parameters are defined in Table 7.29.

Table 7.29 — DLC-DATA-CLINK.indication parameters

e allows the next higher layer to be notified that the device receives a data frame (DLSDU)

Name Type Valid range Description
SrcAddr Integer 0x0000 - 0xfffd The 16-bit address of the device from
which the DLSDU is originated.
DstAddr Integer 0x0000 - Oxffff The 16-bitaddress of the device to which
the DLSDU is sent.
DlsduLength Integer aMaxMACPayloadSize -|The number of octets comprising the
cdIMinHeaderOverhead DLSDU to be transferred.
Dlsdu Set of Octets The set of octets comprising the
DLSDU to be transferred.
RxTime Integer 0x000000 - Oxffffff The time, in symbols, at which the data
werereceived, as described in 5.1.4.1 of
the IEEE 802.15.4.
36 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=2c163b238306e24e523ae317b9c7f610

Table 7.29 (continued)

ISO/IEC 17821:2015(E)

Name

Type

Valid range

Description

ACKEnable

Boolean

TRUE or FALSE

Indicates whether the ACK is enabled.
If set to TRUE, it is enabled.

7.3.1.3 DLC-DATA-CLINK.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to transmit a data
frame (DLSDU) on a CAP link.

The semantics of this primitive are:

DLC-DATA-CLINK.confirm

{
DlsduHandle,

Status
}

The prjimitive parameters are defined in Table 7.30.

Table 7.30 — DLC-DATA-CLINK.confirm parameters

Name Type Valid range Description
Dlsdulffandle Integer 0x00 - Oxff The handle associated wjith the DLSDU
being confirmed.
Status Status INVALID_REQUEST, The result of the attempf to transmit a

or any status value retGrned from
the MCPS-DATA.confirm primitive
of the IEEE 802,154

data frame.

7.3.2 | Primitives for data service on a shared GTS link

These primitives are used by the next higher layer to transport data frame on a shared GTS link.

7.3.2.1 DLC-DATA-SLINK.request

This primitive allows the next higher layer to request that the device attempts to transmif a data frame

on a shared link.

The sejmantics of this'primitive are:

DLC-DATA-SLINK{ request

{

DstAddress,

D
D
D

lsdulength,
1lsdu,
lsduHandle,

CKEn 1]

S
}

4

ecurityEnable

The primitive parameters are defined in Table 7.31.

Table 7.31 — DLC-DATA-SLINK.request parameters

Name Type Valid range Description
DstAddress Integer 0x0000 - Oxfffd The 16-bit address of the destination
device.
DlsduLength Integer aMaxMACPayloadSize - cdlMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
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Table 7.31 (continued)

Name Type Valid range Description

Dlsdu Set of The number of octets comprising the

DLSDU to be transferred.
Octets

DlsduHandle Integer 0x00 - Oxff The handle of the DLSDU to be trans-
mitted by the DLC sublayer entity.

ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enabled.
If set to TRUE, it is enabled.

SecurityEnable Boolean TRUE or FALSE Indicates whether the MAC sublayer
security s emabtedHfsettoTRYE, the
security level set at the MAC lpyer is
enabled.

7.3.2.2 DL(-DATA-SLINK.indication

This primitive allows the next higher layer to be notified that the device receives a data franle on a

shared link.

The semantic} of this primitive are:

DLC-DATA-SLINK.indication

The primitive

{

DstAddress,
SrcAddress,
DlsdulLength,
Dlsdu,

RxTime,
SecurityEnable
}

parameters are defined in Table 7.32.

Table 7.32 — DLC-DATA-SLINK.indication parameters

Namje Type Valid range Description
DstAddress Integer 0x0000 - Oxfffd The 16-bit address of the destjnation
device.
SrcAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the source device.
DlsduLength Integer aMaxMACPayloadSize - cdIMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of The number of octets comprising the
DLSDU to be transferred.
Octets
RxTime Integer 0x000000 - Oxffffff The time, in symbols, at which the data
were received, as described in 5.]1.4.1 of
the IEEE 802.15.4.
ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enabled.
If set to TRUE, it is enabled.
SecurityEnable Boolean TRUE or FALSE Indicates whether the MAC sublayer
security is enabled. If set to TRUE, the
security level set at the MAC layer is
enabled.

7.3.2.3 DLC-DATA-SLINK.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to transmit a data

frame on a shared link.

The semantics of this primitive are:
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Table 7.33 — DLC-DATA-SLINK.confirm parameters

Name Type Valid range Description
DlsduHandle Integer 0x00 - Oxff The handle associated with the DLSDU
being confirmed.
Status Status INVALID_REQUEST The result of the attempt to transmit a

or any status value returned from
the MCPS-DATA.confirm

primitive

data frame on a sharedlihk in acknowl-
edged manner.

7.3.3

Primitives for data service on a dedicated link path

These primitives are used by the next higher layer to transport dataframe on a dedicatdd link path to

the degtination device. It is required to setup a link path before using this primitive.

7.3.3.1

DLC-DATA-DLINK.request

This primitive allows the next higher layer to request that\the device attempts to transmif a data frame
on a d¢dicated link path.

The semantics of this primitive are:

DLC-DATA-DLINK.request

{

LinkId,
DstAddzess,
Dlsdulength,
D1&du,
DI'sduHandle,
ACKEnable,
SecurityEnable
}

The prjimitive parameters are defined in Table 7.34.

Table 7.34 — DLC-DATA-DLINK.request parameters

Name Type Valid range Descriptign
LinkId Integer 0x00 - Oxff The link identifier.
DstAdfiréss Integer 0x0000 - Oxfffd The 16-bit address of the destination
device
DlsduLength Integer aMaxMACPayloadSize - cdlMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of The number of octets comprising the
DLSDU to be transferred.
Octets
DlsduHandle Integer 0x00 - 0xff The handle of the DLSDU to be trans-
mitted by the DLC sublayer entity.
ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is enabled.
If set to TRUE, it is enabled.
SecurityEnable Boolean TRUE or FALSE Indicates whether the MAC sublayer
security is enabled. If set to TRUE, the
security level set at the MAC layer is
enabled.
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7.3.3.2 DLC-DATA-DLINK.indication

This primitive allows the next higher layer to be notified that the device receives a data frame on a
dedicated link path.

The semantics of this primitive are:

DLC-DATA-DLINK.indication {
LinkId,
DstAddress,
SrcAddress,
Dlsdulength,
Dlsdu,

Raall
T

ACKEnable,
SecurityEnable
}

The primitive| parameters are defined in Table 7.35.

Table 7.35 — DLC-DATA-DLINK.indication parameters

Namje Type Valid range Description
LinkId Integer 0x00 - Oxff The linikjidentifier.
DstAddress Integer 0x0000 - Oxfffd The 16-bit address of the destjnation
device.
SrcAddress Integer 0x0000 - Oxfffd The 16-bit address of the source evice.
DlsduLength Integer aMaxMACPayloadSize - cd[Min- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of The number of octets comprising the
DLSDU to be transferred.
Octets
RxTime Integer 0x0000005% Oxffffff The time, in symbols, at which the data

were received, as described in 5.]1.4.1 of
the IEEE 802.15.4.

ACKEnable Boolean TRUE or FALSE Indicates whether the ACK is efpabled.
If set to TRUE, it is enabled.
SecurityEnablg Boolean TRUE or FALSE Indicates whether the MAC sublayer

security is enabled. If set to TRYUE, the
security level set at the MAC lpyer is
enabled.

7.3.3.3 DL(-DATA-DLINK.response

This primitive allows the next higher layer to initiate a response to the device to transmit a datal frame
on dedicated [lihk'path with flow control. This primitive is valid for the TYPE 6 data operation|and is
required to setup a bi-directional link path before using this primitive.

The semantics of this primitive are:

DLC-DATA-DLINK.response {
LinkId,
SrcAddress,
Status
}

The primitive parameters are defined in Table 7.36.
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Name Type Valid range Description
LinkId Integer 0x00 - Oxff The link identifier.
SrcAddress Integer 0x0000 - Oxfffd The 16-bitaddress of the source device.
Status Status INVALID_REQUEST, The result of the attempt to forward

the data frame.
or any status value

returned from the MCPS-
DATA.confirm

primitive

7.3.3.4 DLC-DATA-DLINK.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to ty
frame jon a dedicated link path.

The semantics of this primitive are:

DLC- 1T

The p1f

ATA-DLINK.confirm {
LinkId,
Status
}
imitive parameters are defined in Table 7.37.

Table 7.37 — DLC-DATA-DLINK:Confirm parameters

ansmit a data

Name Type Valid ' range Description
LinkId Integer 0x00 - Oxff The link identifier.
Status Status INVALIDSREQUEST, The result of the attempf to transmit a
data frame on a dedicated link path.
or any\status value returned from
the MCPS-DATA.confirm
primitive
7.3.4 | Primitives for data service through DLN sublayer
These primitives are used by the application layer of a device or a router to transport datj.
7.3.4.1 DLN-DATA.request
This primitivesallows the next higher layer of the DLN sublayer to request that the deviqe attempts to
transmita'data frame.
The semantics of this primitive are:
DLN-DATA.request {
TxMode,
DstAddr,
Dlsdulength,
Dlsdu,
DlsduHandle,
SecurityEnable

}

The primitive parameters are defined in Table 7.38.
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Table 7.38 — DLN-DATA.request parameters

Name

Type

Valid range

Description

TxMode Enumeration

TYPE_1, TYPE_2, TYPE_3,
TYPE_4, TYPE_5, TYPE_6

The type of operation for data commu-
nication between DLC-SAPs. When the
TxMode parameter is set to TYPE_1,
a data frame shall be transmitted or
received with the Type 1 operation (see
clause 6.6.2).

DstAddr Integer

0x0000 - 0xfffd

The 16-bitaddress of the device to which
the DLSDU is sent.

DlsduLength Integer

aMaxMACPaytoadsize — caivin-
HeaderOverhead

The mumber of 0Ctets comprising the
DLSDU to be transferred.

Dlsdu Set of Octets

The set of octets comprising th¢
DLSDU to be transfenred.

DlsduHandle Integer

0x00 - Oxff

The handle of the’'DEESDU to be transmit-
ted by the DLN sublayer entity.

SecurityEnabl Boolean

9%

TRUE or FALSE

Indicates¢whether the MAC sublayer
security\is enabled. If set to TRYUE, the
security level set at the MAC lpyer is
enabled.

7.3.4.2 DLN-DATA.indication

This primitive allows the next higher layer to be notified that the device receives a data frame.

The semantick of this primitive are:

DLN-DATA.indlication {

!

TxMode,
SrcAddr,
DstAddr,
Dlsdulength,
Dlsdu;

Rx7T hme

The primitive| parameters are defined in Table 7.39.

Table 7.39 — DLN-DATA.indication parameters

Namje Type Valid range Description
TxMode Enumeration TYPE_1, TYPE_2, TYPE_3,|The type of operation for data cpmmu-
TYPE_4, TYPE_5, TYPE_6 nication between DLC-SAPs. When the
TxMode parameter is set to TYPE_1,
T data frame stattbetramsmitted or
received with the Type 1 operation (see
clause 6.6.2).
SrcAddr Integer 0x0000 - 0xfffd The 16-bit address of the device from
which the DLSDU is originated.
DstAddr Integer 0x0000 - Oxfffd The 16-bitaddress of the device to which
the DLSDU is sent.
DlsduLength Integer aMaxMACPayloadSize - cdIMin- | The number of octets comprising the
HeaderOverhead DLSDU to be transferred.
Dlsdu Set of Octets The set of octets comprising the
DLSDU to be transferred.
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Table 7.39 (continued)
Name Type Valid range Description
RxTime Integer 0x000000 - Oxffffff The time, in symbols, at which the data

were received, as described in 5.1.4.1 of
the IEEE 802.15.4.

7.3.4.3 DLN-DATA.confirm

This primitive allows the next higher layer to be notified of the result of the attempt to transmit a data frame.

The semantics of this primitive are:

DLN-DATA. confirm

{

DlsduHandle,

Status
}

The pifimitive parameters are defined in Table 7.40.

Table 7.40 — DLN-DATA.confirm parameters

Name

Type

Valid range

Description

Dlsdullandle Integer

0x00-0xff

The handle associated wjith the DLSDU
being confirmed.

Status Status

INVALID_REQUEST,

or any status value retarned from
the MCPS-DATA.confirm primitive
of the IEEE 802.154

The result of the attempt to transmit a

data frame.

8 L

WMN frame formats

8.1

This s

eneral link network frame-format

bclause specifies the format of the DSME MAC link network protocol data unit (DL

PDU).

rame formats

The fr§
in this
to righ
(leftm
k bits.
contai

Unless

imes in the LPWMN layer are described as a sequence of fields in a specific order. All {
subclause are depicted in the order in which they are transmitted by the MAC subl

bst and least.significant) to k — 1 (rightmost and most significant), where the length
Fields thatare longer than a single octet are sent to the MAC sublayer in the order {
hing the\lowest numbered bits to the octet containing the highest numbered bits.

otherwise specified in this Clause, all reserved bits shall be set to zero upon tra

may b

p ignnrpd upon receipt

The general link network frame shall be formatted as illustrated in Figure 8.1.

hyer, from left
t, where the leftmost bit is transmitted first in time. Bits within each field are nunjbered from 0

of the field is

rom the octet

)smission and

Octets: 2

0/2 0/2 0/8 0/8 O/variable O/variable

variable

Frame
Control

Destination| Source
IEEE IEEE

Address | Address
Link Network Addressing fields

Source
Address

Destination

Address Link

Management
subframe

Link Network
Management
subframe

Frame
Payload

Link Network Header

Link Network

Payload

©150/1

Figure 8.1 — General DSME MAC link network frame format
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8.1.1 Frame Control field

The Frame Control field contains information defining the type of frame operation, addressing fields,
and other control flags. The Frame Control field shall be formatted as illustrated in Figure 8.2.

Bits: 0-1 | Bits: 2-4 5 6 7 8 9 10 11-15
Protocol Frame Destination | Source | Destination | Source Link Link
Version | Operation | Address | Address | Address | Address Fla Network | Reserved
Type Flag Flag Mode Mode 9 Flag
Figure 8.2 — Format of the Frame Control field
The Protocol Yersion subfield is 2 bits in length and is invariant in size and placement across allreyisions

of this stand4q
constant cdIP

The Frame Oy
listed in Table

1 8.1.

Table 8.1 — Values of the Frame Operation Type subfield

rd. For this standard, the value of the protocol version is set to the value ofithe n¢twork
rotocolVersion.

eration Type sub-field is 3 bits in length and shall be set to one of thefion-reserved|values

Frame Operation Type value

Frame Operation Type name

000 TYPE_%operation
001 TYPE_2 operation
010 TYPE_3 operation
011 TYPE_4 operation
100 TYPE_5 operation
101 TYPE_6 operation
110 Reserved

111 Reserved

Destination 4

nd Source Address Flag subfields indicate whether the address subfield is used. The

subfields sholld be set to zero when the address subfield is not used and should be set to one when the

address subfi

bld is used.

Destination a

d Source Address Mode subfields indicate whether the 64-bit extended addresses or the 16-

bit short addrg¢sses are used-in the Destination and Source Address fields. The subfields should be setfo zero
when 64-bit extended addresses are used and should be set to one when 16-bit short addresses are ysed.

Link flag subflielddndicates whether Link Management subframe is used. The subfield should beg

one when Link Management subframe is used.

set to

Link Network flag subfield indicates whether Link Network Management subframe is used. The subfield

should be set to one when Link Network Management subframe is used.

8.1.2 Destination Address field

The Destination Address field, when present, specifies the address of the intended recipient of the frame.
A value of Oxffff in this field shall represent the broadcast short address, which shall be accepted as a
valid address by all devices currently listening to the channel.

This field shall be included in the link network frame only if the Destination Address Flag field is set to
one and the Destination Address Mode field is set to one.
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Source Address field

The Destination Address field, when present, specifies the address of the originator of the frame.

This field shall be included in the link network frame only if the Source Address Flag field is set to one

and th

8.1.4

e Source Address Mode field is set to one.

Destination IEEE Address field

The Destination IEEE Address field, when present, specifies the 64-bit IEEE address of the intended
recipient of the frame.

This figld shall be included in the linK NETWOTK frame only if the Destination Address Flag field is set to
one anld the Destination Address Mode field is set to zero.
8.1.5 | Source IEEE Address field
The Source IEEE Address field, when present, specifies the 64-bit IEEE address 0f the originatgr of the frame.
This field shall be included in the link network frame only if the Souree.Address Flag field is set to one
and the Source Address Mode field is set to zero.
8.1.6 | Link Management subframe field
The Link Management subframe field, when present,‘specifies the Link Managemgnt command
frames (see 8.3).
8.1.7 | Link Network Management subframe field
The Link Network Management subframe field, when present, specifies the Link Network Management
command frames (see 8.4).
8.1.8 | Frame Payload field
The Frlame Payload field has a vakiable length and contains the sequence of octets that the next higher
layer has requested to transmit.
8.2 Dataframes
The dqta frame shall\be formatted as illustrated in Figure 8.3.
Octets: 2 0/2 0/2 0/8 0/8 O/variable O/variable variable
— Destination [ Source
Destination| Source i ; L TP
Frame Address Address TEEE EEE R tmRiNetwork
Control Address | Address | Management | Management|Data Payload
Link Network Addressing fields subframe subframe
Link Network Header Link Network
Payload

Figure 8.3 — Data frame format

The Link Management subframe or the Link Network Management subframe can be accompanied by

the data frame.

The data payload field shall contain the sequence of octets that the next higher layer has requested to

transmit.

© ISO/IEC 2015 - All rights reserved
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8.3 Link management command frames

The Link management command frame shall be formatted as illustrated in Figure 8.4.

Link Network Addressing fields

Octets: 2 0/2 0/2 0/8 0/8 O/variable O/variable
Frame Destination | Source |Destination| Source Link Link Network
Control Address | Address IEEE IEEE |Management|Management

Address |Address| subframe subframe

Link Naotwark Hgoadaor

The Link Netyork Management subframe can be accompanied by the link managentent command

Figure 8.4 — Link management frame format

The Link Manfagement subframe shall be formatted as illustrated in Figure 8.5,

Bits: 0-2 Bits: 3-7 Octets: 1 Octets: Variable
Link Sequence Length of Link kirk Management
Management Number Management €ommand Payload
Command Type Command

Figure 8.5 — Link Management-subframe format

8.3.1 Link Management Command Frame Identifier field

The Link Marfagement Command Frame Identifier field is 3 bits in length and shall be set to ong

non-reserved|values listed in Table 8.2.

Table 8.2 — Valuesofithe Link Management Command Type field

Link Management

Command Type'value

Command Type name

frame.

of the

000 SETUP_REQ
001 REL_REQ
010 HELLO_REQ
011 Reserved
100 SETUP_RESP
101 REL_RESP
110 HELLO_RESP
111 Reserved

8.3.2 Sequence Number field

The Sequence Number field specifies the sequence identifier for the frame.

The sequence number value shall be incremented by 1 with each new frame transmitted. The values of
the source address, link management command type, and sequence number fields of a frame, taken as a
pair, may be used to uniquely identify a frame within the constraints imposed by the sequence number’s

one-octet range.
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8.3.3 Length of Link Management Command field

The Length of Link Management Command field is 8 bits in length and shall specify the length of the Link
Management Command Payload.

8.3.4 Link Management Command Payload field

The Link Management Command Frame Payload field shall contain one of the link setup request command
payload, link setup response command payload, link release request command payload, link release
response command payload, hello request command payload, and hello response command payload.

8 3 4_ Link catuun raounct comyaand naglan
o M . 1T t

nnnnnnnn P roquactoTtonmnmarta pay roatr

The link setup request command payload shall be formatted as illustrated in Figure8.6.

Octets: 1 Octets: 2 Octets: 2 Ogtets: 1
Link Type Source Address Destination Address | Nuhibér of Slot

Figure 8.6 — Link setup request command payload format

The Link Type field shall be set one of the link type: IN-SHARED (0x00), OUT-SHARED (0x01), BI-
SHARKED(0x02), IN-DEDICATED (0x03), OUT-DEDICATED (0x0%4), BI-DEDICATED(0x05), INFPEER (0x06),
OUT-PEER (0x07), BI-PEER (0x08).

The Nyimber of Slot field shall contain the number of slots allocated sequentially to this link.

8.3.4.2 Link setup response command payload

The link setup request command payload shall be formatted as illustrated in Figure 8.7.

Octets: 1 Octets: 2 Octets: 2 Octets: 1 Octpts: 1
Link Type Source Address Destination Address Link ID Status

Figure 8.7 — Link setup request command payload format

The Link Type field shall be set one of the link type: IN-SHARED (0x00), OUT-SHARKED (0x01), BI-
SHARED(0x02), IN\DEDICATED (0x03), OUT-DEDICATED (0x04), BI-DEDICATED(0x05), INF-PEER (0x06),
OUT-PEER (0x0+%3, BI-PEER (0x08).

The Lipk IDfield shall contain the established link identifier.

The Sthtus field shall contain the result of the link setup

8.3.4.3 Linkrelease request command payload

The link release request command payload shall be formatted as illustrated in Figure 8.8.

Octets: 1 Octets: 2 Octets: 2 Octets: 1
Link Type Source Address Destination Address Link ID

Figure 8.8 — Link release request command payload format
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The Link Type field shall be set one of the link type: IN-SHARED (0x00), OUT-SHARED (0x01), BI-
SHARED(0x02), IN-DEDICATED (0x03), OUT-DEDICATED (0x04), BI-DEDICATED(0x05), IN-PEER (0x06),
OUT-PEER (0x07), BI-PEER (0x08).

The Link ID field shall contain the established link identifier.

8.3.4.4 Linkrelease response command payload

The link release response command payload shall be formatted as illustrated in Figure 8.9.

Octets: 1 Octets: 2 Octets: 2 Octets: 1 Octets: 1
Link Type Source Address | Destination Address Link ID Status

Figure 8.9 — Link release response command payload format

The Link Tyge field shall be set one of the link type: IN-SHARED (0x00), OUT-SHARED (0x(1), BI-
SHARED(0x0%), IN-DEDICATED (0x03), OUT-DEDICATED (0x04), BI-DEDICATED(0x05), IN-PEER (0x06),
OUT-PEER (0%07), BI-PEER (0x08).

The Link ID field shall contain the established link identifier.

The Status field shall contain the result of the link release.

8.3.4.5 Link hello request command payload

The link hello[request command payload shall be formatted.as illustrated in Figure 8.10.

Octets: 1 Octets: 2 Octets: 2
Link ID Source Address Destination Address

Figure 8.10 — Link helle'request command payload format

The Link ID field shall contain the established link identifier.

8.3.4.6 Link hello responsecommand payload

The link hello[response cothmand payload shall be formatted as illustrated in Figure 8.11.

Octéts:*1 Octets: 2 Octets: 2 Octets: 1
ink ID Source Address Destination Address Status

Figure 8.11 — Link hello response command payload format

The Link ID field shall contain the established link identifier.

The Status field shall contain the result of the link hello.

8.4 Link network management command frames

The Link Network management command frame shall be formatted as illustrated in Figure 8.12.
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Octets: 2 0/2 0/2 0/8 0/8 O/variable O/variable

Destination | Source Destination | Source

IEEE IEEE Link Link Network

Frame Address | Address Address |Address | Management|Management
Control

subframe subframe

Link Network Addressing fields

Link Network Header

Figure 8.12 — Link network management command frame format

The Lihk Management subframe can be accompanied by the link network management cotnmand frame.

The Link Network Management subframe shall be formatted as illustrated in Eigtire 8.13

Bits: 0-2 Bits: 3-7 Octets: 1 Octets: Variable
Link Network Sequence Length of Link Link Network
Management Number Network Management

Command Type Management Command Payload
Command Payload

Figure 8.13 — Link Network Management subframe format

The command payload field shall contain the sequence of octets that the next higher layer has requested
the LPWMN layer to transmit.

8.4.1 | Link Network Management Command Frame Identifier field

The Lipk Network Management Command Frame Identifier field is 3 bits in length and shall be set to one
of the hon-reserved values listed in TFable 8.3.

Table 8.3 — Values of the Link Network Management Command Type fie|ld

Link Network Management Command Type name
Coimmand Type value

000 CLUSTER_REQ
001 UPDATE_REQ

010 LEAVE_REQ

011 FLOW_REQ

166 CEHSTERRESP
101 UPDATE_RESP

110 LEAVE_RESP

111 FLOW_RESP

8.4.2 Sequence Number field
The Sequence Number field specifies the sequence identifier for the frame.

The sequence number value shall be incremented by 1 with each new frame transmitted. The values of
the source address, link network management command type, and sequence number fields of a frame,
taken as a pair, may be used to uniquely identify a frame within the constraints imposed by the sequence
number’s one-octet range.
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8.4.3 Length of Link Network Management Command Frame field

The Length of Link Network Management Command Frame field is 8 bits in length and shall specify the
length of the Link Network Management Command Frame Payload.

8.4.4 Link Network Management Command Payload field

The Link Network Management Command Payload field shall contain one of the cluster formation request
command payload, cluster formation response command payload, route update request command
payload, route update response command payload, leave request command payload, leave response
command payload, flow control request command payload, and flow control response command payload.

8.4.4.1 C(Cluster formation request command payload

The Destinatijon Address Flag subfields of the Frame Control field of the link management command
frame is set t¢ one.

The cluster formation request command payload shall be formatted as illustrated.in Figure 8.14.

Octets: 1 Octets: 1 Octets: 1
Max Depth Max Children Max Routet

Figure 8.14 — Cluster formation request command payload format

The Max Depth field shall contain the diMaxDepth attribute of the DLIB. The Max Children field shall
contain the d{MaxChildren attribute of the DLIB. The Max Router field shall contain the dIMaxjRouter
attribute of the DLIB.

8.4.4.2 C(Cluster formation response command payload

The Destination Address Flag subfields of the Frame Control field of the link management command
frame is set tg one.

7

The cluster formation response command payload shall be formatted as illustrated in Figure 8.1p.

Octets: 1 Octets: 2

Length of Cluster Cluster Identifier
Identifier Space

Figure8.15 — Cluster formation response command payload format

The Length of Chiister Identifier field shall contain the dlflllcfprAddrﬂ'prnp attribute of the DILIR

The Cluster Identifier field shall contain the assigned cluster identifier to the device requesting
cluster formation.

8.4.4.3 Route update request command payload

The Destination Address Flag subfields of the Frame Control field of the link management command
frame is set to one.

The route update request command payload shall be formatted as illustrated in Figure 8.16.
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Octets: 1 Octets: 2
Route Update Router Address
Request Type

Figure 8.16 — Route update request command payload format

The Route Update Request Type field shall be set one of the route update request: full cluster connectivity
matrix (0x00), updated cluster connectivity matrix (0x01), inner cluster connectivity matrix (0x02),
outer cluster connectivity matrix (0x03), route update report (0x04), search mesh route (0x05), route
costreport (0x06).

The Rquter Address field is valid only when the specified device is designated. If not, it cor]tains 0x0000.

8.4.4.4 Route update response command payload

The Destination Address Flag subfields of the Frame Control field of the,Jink' management command
frame is set to one.

The route update response command payload shall be formatted as illirstrated in Figure $.17.

Octets: 1 Octets: 2 Octets; 0/1 0/Variable
Route Update Router Address Number of \Entry of Routing Informdtion
Response Type Routingdnformation Base
Base

Figure 8.17 — Route update response command payload format

The Rpute Update Response Type field shall be set one of the route update responsg: full cluster
conne¢tivity matrix (0x80), updated cluster connectivity matrix (0x81), inner cluster connectivity
matriy (0x82), outer cluster connectiyity matrix (0x83), route update report (0x84),| search mesh
route [0x85), route cost report (0x86), end of full cluster connectivity matrix (0xf0), end of updated
cluster connectivity matrix (0xf1),’end of inner cluster connectivity matrix (0xf2), end of outer cluster
conne¢tivity matrix (0xf3), end of search mesh route (0xf5), end of route cost report (0xff).

The Rquter Address fieldiswvalid only when the specified device is designated. If not, it corjtains 0x0000.

The Niimber of Entry~ef Routing Information Base field shall contain the number of thg cluster table
entry ¢r cluster cenmnectivity matrix entry or route table entry depending on the Route Update Response
Type fleld: cluster table entry (0x80, 0xf0), cluster connectivity matrix (0x81, 0xf1, 0x82, 0xf2, 0x83,
0xf3, (x84, 0x85, 0xf5), route table entry (0x86, 0xf6).

The Routing Informatlon Base f1eld shall contam the cluster table entry or cluster conneftivity matrix
entry o Tte R g g e table entry (0x80,
0xf0), Cluster connect1v1ty matrlx (OX81 Oxfl 0x82, 0Xf2 0x83, 0xf3, 0X84- 0X85 0xf5), route table
entry (0x86, 0xf6).

8.4.4.5 Flow control request command payload

The flow control request command payload shall be formatted as illustrated in Figure 8.18.

Octets: 1 Octets: 1 Octets: 1
Flow Control Sender Send Sender Receive
Command Type Sequence Number Sequence Number

Figure 8.18 — Flow control request command payload format
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