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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenang
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordahce wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document{may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any omall such patent r
Details of any patent rights identified during the development of the document will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms ahd expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (TBT), see the following URL: Foreword — Supplementary information.

ISO/IEC 17811-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technolog)
Telecommunjcations and information exchange betweén'systems.
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-2:2015(E)

This International Standard provides the architecture for device control and management (DCM).
DCM can support the various control and management services, regardless of the network protocols
or interfaces. DCM is composed of two protocols; device control and management protocol (DCMP) and
reliable message delivery protocol (RMDP).

This International Standard, ISO/IEC 17811, consists of the following parts:

Part 1: Architecture
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INTERNATIONAL STANDARD ISO/IEC 17811-2:2015(E)

Information technology — Device control and
management —

Part 2:
Specification of Device Control and Management Protocol

1 Scope

This jpart of ISO/IEC 17811 provides the specification of Device Control and Manmagement Protocol
(DCMP), which is an application-layer protocol used to control and manage’the VariEus devices.
DCMP supports the device and network status information retrieval, devigce initializatiqn, firmware
and doftware update, file transmission, and so on. This part of ISO/IEC 17811 specifies [the protocol
opergtions and message structure of DCMP.

The network security is out of scope in this part of ISO/IEC 17811. However, the security sefvices can be
necegsary according to applications of DCMP. DCMP can suffer from many network specific threats. To
counfermeasure those threats, some security mechanism canhe‘deployed.

2 Terms and definitions

For the purposes of this document, the following terins and definitions apply.

2.1
devi¢e control and management
DCM
purpgsed to control and manage the vakious smart devices

Note ] to entry: For this purpose, DCM.is‘composed of the two protocols; Device Control and Management Protocol
(DCMP) and Reliable Message Delivery Protocol (RMDP).

[SOURCE: ISO/IEC 17811-1]

2.2
devi¢e control and management protocol
DCMP
used |to perforth various management operations which are categorized into informatipn retrieval,
control, diagnostic, and debugging

[SOURGE;ISO/IEC 17811-1]

2.3

reliable message delivery protocol

RMDP

used to provide uniform and reliable message delivery among devices regardless of the underlying
network protocols or interfaces

[SOURCE: ISO/IEC 17811-1]

2.4

administrative domain

represents a network area where a single administrator can configure and manage a network with the
same policy

[SOURCE: ISO/IEC 17811-1]

© ISO/IEC 2015 - All rights reserved 1
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2.5
device man
DMS

agement server

used to keep track of the various device information and also to manage the devices in an administration

domain

Note 1 to entry: There may be one DMS in an administrative domain, if needed.

[SOURCE: ISO/IEC 17811-1]

3 Abbreviation

The followir]g abbreviations are used in this document.

DCMP De

DCM De

DMS De
RMDP Re
NTP Ne
UuID Un
UPnP Un

4 Overview

The DCMP is
messages ar

The DCMP ¢

yice Control and Management Protocol

yice Management Architecture and Protocol
yice Management Server

iable Message Delivery Protocol

fwork Time Protocol

versally Unique Identifier

versal Plug and Play

a protocol used to control and manage'a variety of smart devices in the network. The |
b exchanged between different devi¢és or between device and DMS.

perates over RMDP for reliable’message delivery. In the networking perspective, |

provides ong

of DCMP m¢gssages to the different RMDP nodes which are also connected to other devices. Fo

toan RMDHode via an internal APl interface or a network, and the RMDP performs the reliable de
purpose, RMDP maintains the mapping information between DCM device identifier and physical nef

identifier su
messages ca

Figure 1 giv
divided into

or more devices with an interface to the network. That is, a group of devices are conn

Ch as [P address.dnd port number. After RMDP retrieves the target node information, I
h be exchanged-ever RMDP.

s a generalexample of DCM operations between a device and DMS. Those operatior
RMDP initialization, DCMP initialization, and management service.

DCMP

'MDP
ected
ivery
I this
work
DCMP

S are
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Device Management Server
(ocme (pemp)
POWSION
MODE_ADVERTISEMENT
NODE_DISCOVERY_REQUEST
1 3
NODE_DISCOVERY_RESPONSE
RMODP
Initialization
OBJECT ADVERTISEMENT
OBJECT_ADVERTISEMENT
|
DEVICE_ADVERTISEMENT SEND_MESSAGE_REQUEST DEVICE ADVERTISEMEMT
|| semD mMESsaGE RESPONSE |
SEND MESSAGE REQUEST | bcMpe
DEVICE_DISCOVERY_REQUEST Q DEVICE_DISCQVERY REQUEST| , LICH
| SEND_MESSAGE_RESPOMSE
DEVICE_DISCOVERY_RESPONSH| «—END MESSAGE_ REQUEST |HEher piscovERY RESPONSE
h SEND_MESSAGE_RESPONSE
SEND_MESSAGE REGUEST
PEVICE_REGISTRATION_REQUEY NEVICE_REGISTRATION_REQUEST
4| SEND_MESSAGE_RESPONSE *|  Management
i Service
EVICE REGISTRATION RESPONSHe—SEMD.MESSAGE REQUEST EJEVICE_REGISTRA'I'IDN_RESPDNEI’:
SEND.IESSAGE_RESPONSE [

The

Figure 1 — DCM Operations

RMDP manages the mapping information between the device identifier and physical network

identjfier. For an advertisement of the physical network identifier information in the RMDP initialization
phas¢, a “NODE_ADVERTISEMENT” and “NODE_DISCOVERY_REQUEST/RESPONSE” mlessages are
broadcast by the RMDP. To advertise the device identifier information, an OBJECT_ADVHERTISEMENT
messpge is then broadcast by the RMDP. The physical address information of the DMS carl] be added in
the RMDP modulé of a device using the API of RMDP. The RMDP module of the device sepds a NODE_
ADVHRTISEMENT message using a broadcast to the other devices connected in the local petwork, but
the RIMDP ntodule of the device uses a unicast when sending the NODE_ADVERTISEMENT message to

the OJMS.,/The RMDP module of the DMS can manage the physical address information

f the device

using The socket information, that 15, the 1P address and port information of the access point (AP) or
router. In the DCMP initialization phase, the DCMP modules of DMS and device can retrieve the basic
information of the concerned devices (e.g. device name, device ID and device type) by using the “DEVICE_
ADVERTISEMENT” and “DEVICE_DISCOVERY_REQUEST/RESPONSE” messages. In these processes,
the DCMP module asks its RMDP module with the device ID of the target (corresponding) device by
using a DCMP message, and then the RMDP module will transmit the received DCMP message to the
target RMDP module of the target device. In the management service phase, a device can register its
basic information (e.g., model name, model number and serial number) on the DMS server by using the
“DEVICE_REGISTRATION_REQUEST/RESPONSE” message of DCMP.

The protocol operations of DCMP are classified as follows:

— Device Discovery;

— Device Advertisement;

© ISO/IEC 2015 - All rights reserved
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— Device Information Retrieval;
— Device Control;

— Event Notification;

— Event Subscription;

— Get File Information;

— File Download;

— File Uplgaéd;

— Apply;
— Device Registration; and

— Service Registration.

5 Protocol Operation

5.1 Device Discovery

For device diiscovery, a DEVICE_DISCOVERY_REQUEST and DEVICE, DISCOVERY_RESPONSE messages
are exchangéd between devices, as shown in Figure 2. A source dévice broadcasts a DEVICE_DISCOVERY_
REQUEST mgssage to the target devices. In response to the DEVICE_DISCOVERY_REQUEST message, all
devices whigh fit into the requested information shall respond with a DEVICE_DISCOVERY_RESPPNSE
message.

Source Device Target Device 1
T ], |

DEVICE DISTCCOVERY REQLUIEST
DEVICE_DISCCVERY_REQUEST

L]

DEVICE MSCOVERY REQUEST

Figure 2 — Device Discovery Operation

The device discovery operation is performed with a two-message transaction. This operation requires
a request message at source and a response message at the destination. When a response message
is not received within a specific time interval, the source may cancel the transaction or re-issue the
transaction.

4 © ISO/IEC 2015 - All rights reserved
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5.2 Device Advertisement

The device advertisement operation can be used to inform device’s plug-in or plug-out, as shown in
Figure 3. The associated device advertisement transaction is one-way transaction. This means that only
one message is required to finish a transaction, and any response message is not required.

Source Device Target Device 1 —|—|
-
|

DEVICE ADAERTISEMENT
DEVICE ADWERTISEMENT

¥

DEVICE ADWERTISEMENT '

Figure 3 — Device Advertisement Operation

5.3 |Device Information Retrieval

The device information retrieval operation can be used when a device needs to know the vdrious device
information such as device ID, device name, device property, device status and so on. The yjolume of the
devide information is various and depends oncthe type of device and its capability. To accommodate
diffefent level of devices, we may categorizé.the relevant information into device basic information,
devide configuration, and system and network information. The basic information represents the fixed
information for all devices, whereas thé.other information is variable for each device.

The ¢peration of device information-retrieval is composed of two-message transaction, [as shown in
Figune 4. This operation requires;a request message at source and a response message atl destination.
When a response message isnot received within a specific time interval, the source mdy cancel the
trangaction or re-issue the transaction.

Source Dwewice Target Davice

DEVICE_INFO_AEQUES]

OEVICT_TRIFC_RESFOIRAI

Figure 4 — Device Information Retrieval Operation

5.4 Device Control

Device control is used to perform device specific operations. For device control, a source device
shall provide the control code and parameters associated with the device control operation. When a

© ISO/IEC 2015 - All rights reserved 5
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target device receives a DEVICE_CONTROL_REQUEST message, it checks if it the message contains a
valid control code for the device and if the control code can be supported. If so, it executes the control
operation requested and returns the result to the source device with a DEVICE_CONTROL_RESPONSE
message, as shown in Figure 5.

The operation of device control is performed with a two-message transaction. This operation requires a
request message at source and a response message at the destination. When a response message is not
received within a specific time interval, the source device may cancel the transaction or re-issue the
transaction.

Sourcebevice TargetDevice

DEVICE CONTROL REQUEST

DEVICE CONTROL_RESPOMSE

Figure 5 — Device Control Operation

5.5 Event]Notification

When an evient occurs in a device, the event can be reported to the interested devices by EVENT_
NOTIFICATIPDN message, as shown in Figure 6. Event notification transaction is one-way transagtion.
This means that only one message is required'to finish a transaction, and any response message |s not
required.

Sourfe Device Target Device 1

|

EVENT MNOTIFICATICONM .l

EVEMT_MOTIFICATION

Figure 6 — Event Notification Operation

5.6 Event Subscription

Whenaneventoccursinadevice, the eventcan bereported toall devices in anetwork. However, whenever
an event is broadcast to all devices in network, the event messages are overwhelmed in the network.
So, the event information shall be reported to only the interested devices. For this purpose, the event
handling related operations include event notification as well as the associated event subscription/un-
subscription operations. This is helpful to reduce traffic overhead within a local network.

6 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

The operation of event subscription is a two-message transaction, as shown in Figure 7. This operation
requires a request message at source and a response message at destination. When a response message
is not received within a specific time interval, the source may cancel the transaction or re-issue the
transaction.

Source Device Target Device

EYENT_SURSCRIPTIOMN _RECILIEST

EVEMN T _SLIBSCRIF TOMN_RESFONSE

Figure 7 — Event Subscription Operation

5.7 |Get File Information

The flile upload and download capability is the essential/functions for device management, since the
software or firmware update requires the updated file-to be transferred to the target devic¢. Sometimes
it is yseful to send quite a large size of message instead of using a simple message transfer. So, the file
uplodd/download operation is defined as a part.ef'common device operations. The processing of the
files is various in a large system. So, we classifyeach file by a file type and provide this infofmation with
the file.

requires a request message at source and a response message at destination. When a response message
is not received within a specific tinfe-interval, the source device may cancel the transactio
the tansaction.

The gperation of ‘get file information’ is:a&wo-message transaction, as shown in Figure 8. T({:s operation

or re-issue

Source Device Target Davice |

GET_HIUEIWFC_RECHIES]

GET_FILEINFO_RESPONSE

Figure 8 — Get File Information Operation

5.8 File Download

The file download capability is an essential function for device management since the software or
firmware update requires the updated file to be transferred to the target device. Sometimes it is useful
to send quite a large size of message instead of using a simple message transfer. So, file upload/download
operation is defined as a part of common device operations.

© ISO/IEC 2015 - All rights reserved 7
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The file download transaction can be used to get some file in a remote device and totally the three
messages are required, as shown in Figure 9. First, a source device requests the file download by using
a GET_FILE_REQUEST message. Then, a destination device decides if the request is accepted or rejected.
When the requestis accepted, the destination device shall respond with a GET_FILE_RESPONSE message
containing a SUCCESS indication code. However, if the destination device rejects the file transfer, the ‘get
file’ transaction is terminated.

After finishing the file transfer, the destination device sends a GET_FILE_RESULT message with a
SUCCESS indication code. When a file transfer is aborted by some reasons, the destination device sends
the GET_FILE_RESULT message with an appropriate error code.

soyree Device Target Devica

GET_FILE_REQUEST

GET_FILE_RESPOMNSE

Comiplaba

tabl_FILE BESLILI

Figure 9 — File Download Operation

5.9 File Upload

The file uplopd capability is an essential function fer device management since the software or firmware
update requjres the updated file to be transfexked to the target device. Sometimes it is useful to| send
quite a large size of message instead of using a simple message transfer. So, file upload/dowhload
operation is [defined as a part of common device operations.

The file upldad transaction can be used to send some file from the source device to the target device
and totally the three messages are required, as shown in Figure 10. First, a source device requests the
file upload bl using a PUT_FILE.REQUEST message. Then, a destination device decides if the request is
accepted or rejected. When_the request is accepted, the destination device shall respond with a|PUT_
FILE_RESPONSE message containing a SUCCESS indication code. However, if the destination device
rejects the file transfer,.aput file’ transaction is terminated.

After finishipg the file/transfer, the source device sends a PUT_FILE_RESULT message with a SUGCESS
indication cqde. When a file transfer is aborted by some reasons, the source device sends the PUT_FILE_
RESULT megsdge with an associated error code.

8 © ISO/IEC 2015 - All rights reserved
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Source Davice Targalt Device |

FUT FILE REQUEST

................................................................................................................................... .h

‘_ Al .
FUT FILE RESPOIMSE

Upload
Complate
e e e ¢ e & e 2 et et e S | e | e S S ——————————————————————————— i § & e 8 & a8 & et & -‘.
PUT_FILE_RESULI

Figure 10 — File Upload Operation

5.10|Apply

Apply transaction can be used to request a critical control action to a‘device and get the resilt, as shown
in Figure 11. A source device requests an APPLY_REQUEST message specifying the requestged operation
such as firmware update, reboot, configuration, etc. Then a destination device decides if thg request will
be actepted or rejected. When the requested operation is acCepted, then the device immed]ately replies
with @n APPLY_RESPONSE message and performs the réquested action. When the requested action is
finisHed, then an apply result message is sent back tosthe’source device.

Source Device Target Device
APPLY_REQIUUEST
- 8
.-. ............................................................................................................................... -1
APFLY RESPLOIMSE
Afpfy
Co ﬂhale
' .
APPLY_RESULT

Figure 11 — Apply Operation

5.11 Device Registration

Device registration message can be used when a device wants to register its own information to the
DMS. The operation of device registration is a two-message transaction, as shown in Figure 12. This
operation requires a request message at source and a response message at destination. When a response
message is not received within a specific time interval, the source device may cancel the transaction or
re-issue the transaction.

© ISO/IEC 2015 - All rights reserved 9
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Manufacturar
Lource Device A

S — .

DEVICE_REGISTRATICN_RESPLINSE

Figure 12 — Device Registration Operation

5.12 Servige Registration

Service registration message can be used when a source device wants to register the service-splecific
information with the DMS. The operation of service registration is a two-message transaction, as shown
in Figure 13.|This operation requires a request message at source and a réesponse message at destination.
When a response message is not received within a specific time interval, the source may cancel the

transaction ¢r re-issue the transaction.

Manufacturer
Soyrca Device Sapyat
SERNVTCE_RESIST RRIMNM_REZUEST
. - - -8 -ttt 5 8 - e - 8 el 8 8 e et ' et - St -t Bt - — —, - ————— — _h
..._ 0 o o e 5 3 B B S R R B R 8 AR R A NS e S B B R R R A 8 RN
~EEWICE RESISTRATICON RESFONSE
Figure 13 — Service Registration Operation
6 Messajes
6.1 DCM Mpccagp Structure

Basically DCMP message is composed of header and payload. Message header includes the information
about ‘Start signal’, ‘Source device ID’, ‘Target device ID’, ‘Message Type’ and so on. Especially ‘Message
Type’ defines the various functions, which can be provided by DCMP and the payload message is
determined according to the ‘Message Type’. Figure 14 and Table 1 shows the more details about header

message structure of DCMP.

10 © ISO/IEC 2015 - All rights reserved
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4 Bytes
T Wersion (1 Byle) Flag {1 Eytz) Payioad Type {1 Byie) Encoding Type (1 Byte)
Length (4 Eytas)
Source |0 (18 Bytes)
i
B
Destinatien 1D (16 Byles)
Message Type (2 Bytes) Ml (2 Bytes)
Transachon O (8 Byies)
Resamsed (16 Bytes)
I Tre Conents.oMhe Payioad depents on the Message Type
Ea
Figure 14 — DCMP Message Header Structure
Table 1 — Description of DCMP Message Header Structure
Field Name Size (Byte) Description
— Protocol Version
Versipn 1
— 0x01
— Urgent flag
Flag t
— Emergency: 0x01/Normal: 0x00
— Describes Payload Type (removes table)
Pavload T 1 0x01 Binary
ayloa e
Y yP 0x02 XML
0x03 ~ 0xFF  Reserved

© ISO/IEC 2015 - All rights reserved 11
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Table 1 (continued)

Field Name Size (Byte) Description
— Describes Encoding Type
0x01 ASCII
Encoding Type L 0x02 UNICODE
0x03 UTF-8
0x04 UTF-16
0x05 ~ 0xFF  Reserved
Length 4 — Message Size (Including Header)
— Source Device ID
Source ID 16 — Random generation using the UUID
— Can be Installed when a device is manufactured
Destination ID 16 — Destination device ID (UUID)
Message Typg 2 — Message type Code for the DCMP operations
— Transaction Identifier
TransactionIPp 8 — The value will be NTP timestamp
— time_t 8bytes
Optional Header/
DATA 16 — Reserved

6.2 Messgges according to the Operations

Major opera
providing, r

fions, which can be provided by DCMR, are Information (ex: device properties and st
bmote device control, remote maintenance and device self-organization. These opera

can be classified by ‘Message Type’ and more details about ‘Message Type’ are shown in Table 2.

In case that

the REQUEST message is transmitted and the corresponding RESPONSE message

returned within an appropriate timej.the indication that the REQUEST was not successful w|

delivered to
the transact

Transaction
message.

on ID is valid.

Table 2 — DCMP Message and Message type

the user without retransrmission. The receiver who received the REQUEST shall resp

[D in RESPONSE message will be same to the transaction ID of the corresponding REQ

atus)
tions

S not
ill be
bnd if

UEST

. Message -
Operatipn Message Tvpe Description
DEVICE_DISCOVERY_REQUEST 0x1111
Device Discovery — Device Searching
DEVICE_DISCOVERY_RESPONSE 0x1112
2%‘;;;9 Advertise- | ppyicE ADVERTISEMENT 0x1121 |— Plugin/out
DEVICE_INFO_REQUEST 0x2011 |— Device Description
Device Info
DEVICE_INFO_RESPONSE 0x2012 — Device/Network State
DEVICE_CONTROL_REQUEST 0x2111
Device Control — Device Control
DEVICE_CONTROL_RESPONSE 0x2112

12
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. Message -
Operation Message Type Description
— Report the changes of
device status
Event EVENT_NOTIFICATION oxzrp1 | (Device/Network)
— SENSOR Data
— User defined Event
Event Subseriotion| LV ENT-SUBSCRIPTION_REQUEST 0x2F11 | _ Eyent Subscription/
EVENT_SUBSCRIPTION_RESPONSE 0x2F12 Cancelation
GET_FILEINFO_REQUEST 0x2211
Get Fjle Info — File Info! Requgst
GET_FILEINFO_RESPONSE 0x2212
GET_FILE_REQUEST 0x2221 | et File Request/
Get Fjle GET_FILE_RESPONSE 0x2222 |Response
GET_FILE_RESULT 0x2223~ |— Transaction Result
PUT_FILE_REQUEST 0x22301/ | puytfile Request/
Put Fjle PUT_FILE_RESPONSE 0x2232 Response
PUT_FILE_RESULT 0x2233 |— Transaction Result
APPLY_REQUST 0x2311 Update, Rollback, Execution of
Apply APPLY_RESPONSE 0x2312 |FILE (Firmware, Cpnfiguration,
APPLY_RESULT 0x2313 | °%)
DEVICE_REGISTRATION_REQUEST 0x3111
Devide Registration Device Registratiof (or Cancel)
DEVICE_REGISTRATION_RESPONSE 0x3112
Service Registra- | SERVICE_REGISTRATIGN_REQUEST 0x3121 | yser Registration/|
tion SERVICE_REGISTRATION_RESPONSE 0x3122 |Delete/Add
Usgr Defined Trans- USER Defined Operation 0xB8000 ~ User defined transpction
actioh O0xFFFF
6.3 |Error Types of BCMP

DCMI
servi
Defin
show

n in Table’3.

Com1non Error

P defines various error codes, which can be occurred during the message operatio
ce. Error codes'can be classified into three types; ‘Common Error’, ‘Device Specific Err
ed ErrorsMore details of each error type are listed below and the description of e

h or specific
or’ and ‘User
'ror codes is

— Using the value from 0x0000 to 0xOFFF

— Common Error defines 4 different types of error

Transaction Error: transaction-related errors

Apply Error: errors that occurred in apply action

Device Specific Error

— Using the value from 0x1000 to OXxEFFF

© ISO/IEC 2015 - All rights reserved
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— DCM defines device specific errors according to the device type.
User Defined Error
— Using the value from 0xF000 to OxFFFF

— Defines user defined errors

Table 3 — Error Types

Error Type (Hex) Description

0100 Header Error
0100 Header Start Message Error

0101 Header Version Message Error
0102 Header Length Message Error
0103 Header Source ID Error

0104 Header Destination ID Error
0105 Header OP Code Error

0106 Header TransactionID Ertor
0107 Header CRC Error

0108 Header End Message Error
0200 Payload Error

0201 No Payload

0202 Whole Payload data can’t be received

0000 ~ O9FF

(Message Error)

Payload size Mismatch between the received data and the

0000 ~ OFFF 0203 size which is described in the Header

(Common Erjror)

0204 Payload Syntax Error
0000 Success

0AXX 0A01 Other operation is running
(Transaction, 0A02 Transaction is stopped

Error) 0A03  |Deadlock
0A04 Transaction Time over
0000 Success
0BO1 Command not implemented
0B02 Bad sequence of commands

GBXX 0803 Syntax-error-command-unrecoghized

(File transmis- 0B04 User not logged in
sion Error) 0B05 Need account for storing files

0B06 File unavailable (e.g., file not found, no access)
0BO07 Storage allocation exceeded

0B08 [llegal file name

14 © ISO/IEC 2015 - All rights reserved
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Table 3 — (continued)

Error Type (Hex) Description
0000 ~ OFFF 0BXX 0B09 Service not available
(Common Error) | (File transmis- 0BOA Need account for login

sion Error) 0BOB Can’t open data connection
0BOC Connection closed, transfer aborted
0BOD File unavailable (e.g., file busy)
0BOE Local error in processing
0BOF Insufficient storage space in system
0B10 Service ready in (n) minutes
0B11 Data connection already open, transfer starting
0B12 Data connection open, no transfer'in progress
0B13 Closing data connection

0CXX 0000 Success
(Apply Error) 0co1 Apply trying

0Co02 Apply request is ordered but Apply action can’{ be executed
0Co03 Another apply.operation is running
0COA No apply eperation to be performed
0COB Can’t peceive any apply file
ococ Apply-file is broken

0D00 ~ OFFF |Reserved
FOPO ~ FFFF  |Device Specific Error Code
10p0 ~ EFFF User defined Error code

6.4 |Payload Messages

6.4.1] Related subclause foreach DCMP message structure

DCMP message is composed of header and payload. The payload data is described accdrding to the
Messpge Type in the/header. Table 4 shows the related subclauses for each DCMP message structure.

Table 4 — Related Subclause for each Message Payload Structure

PDperation

Message

Related Subclay

se

Devide Riscovery

DEVICE_DISCOVERY_REQUEST

subclause 6.4.2

DEVICE_DISCOVERY_RESPONSE

subclause 6.4.3

Device Advertise-
ment

DEVICE_ADVERTISEMENT

subclause 6.4.4

Device Info

DEVICE_INFO_REQUEST
DEVICE_INFO_RESPONSE

subclause 6.4.5
subclause 6.4.6

DEVICE_CONTROL_REQUEST subclause 6.4.7
Device Control

DEVICE_CONTROL_RESPONSE subclause 6.4.8
Event EVENT_NOTIFICATION 1 4.9

Event Subscription

EVENT_SUBSCRIPTION_REQUEST
EVENT_SUBSCRIPTION_RESPONSE

subclause 6.4.10
subclause 6.4.11

© ISO/IEC 2015 - All rights reserved
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APPLY_RESULT

Table 4 (continued)
Operation Message Related Subclause
Get File Info GET_FILEINFO_REQUEST subclause 6.4.12
GET_FILEINFO_RESPONSE subclause 6.4.13
GET_FILE_REQUEST subclause 6.4.14
Get File GET_FILE_RESPONSE subclause 6.4.15
GET_FILE_RESULT subclause 6.4.16
PUT_FILE_REQUEST subclause 6.4.17
Put File PUT_FILE_RESPONSE subclause 6.4.18
PUT_FILE_RESULT subclause 6.4.19
APPLY_REQUST subclause 6.4.20
Apply APPLY_RESPONSE subclause 6.4.21

subclause 6.4.22

Device Regisfration

DEVICE_REGISTRATION_REQUEST
DEVICE_REGISTRATION_RESPONSE

subclause 6.4:23
subclause\6i4.24

Service Regigtration

SERVICE_REGISTRATION_REQUEST
SERVICE_REGISTRATION_RESPONSE

subclause 6.4.25
subclause 6.4.26

6.4.2 DEV|CE_DISCOVERY_REQUEST

— This megsage can be used when a device or service needs'to know which devices are connected
networl. Device discoveryrequestcanbe performed with specific conditions (i.e. DiscoveryReq

such as flevice identifier, device type or device ndnie.

— If‘DeviceName’ or ‘DevicelD’ is selected for the discovery request condition, ‘StrTypeReq’ (20
string) would be described and ‘DeviceType’ is selected, ‘HexTypeReq’ (2 Bytes Hex code) wot

describgd respectively.

— Ifdiscovery condition is ‘All’, ‘StrTyxpéReq’ and ‘HexTypeReq’ field shall not be described either.

— The pay]oad message structure.is shown in Figure 15 and Table 5.

3Z Byles

nthe
[ype)

Bytes
11d be

T

DiscaveryRecType (16 Byes)

SUrTypeReq (16 Bytes)

— LTELOVEIyeG | yEE 1 1S OVieE] ]

16

~

HexTypeReq (2 Bytes)

Figure 15 — DEVICE_DISCOVERY_REQUEST Message Structure
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Table 5 — Description of DEVICE_DISCOVERY_REQUEST Message Structure

Field Name Field Size Description
Describes one of the following
— Al
16 Bytes
DiscoveryReqType — DevicelD
(Char[16])
— DeviceType
— DeviceName
o 16 Bytes Describes device name or device ID according to the Discov-
oLl ly pUl'\Cbl
(Char[16]) eryRequestType
2 Bytes
HexTypeReq Describes device type according to the DiscoveryRequestType
(uint16_t)
6.4.3| DEVICE_DISCOVERY_RESPONSE

o w |

-

H

—

R

dnd these devices can be expressed by cemipination of ‘device type’ (ex: Printer
‘PeviceCapabilityList’ describes a list of ‘deyice type’.

his message is a response message for the DEVICE_DISCOVERY_REQUEST.

rror occurred, error code is described as shown in the Table3.

eviceList : Describes device list including the informiation of ‘Number of Devices’
Device Type’, ‘Device Name’, ‘Device Subname’ and ‘Dévice Capability’

ach device has ‘device type’ according to its function. However, some devices have mu

he payload message structure is shown in Figure 16 and Table 6.

54 + (2°N) Bytes

esult: Describes whether discovery request message is reached'to the destination well or not. If an

‘Device ID’,

Iti-functions
+ Scanner).

DevicaType(2Z Bytes)

ity (2 Bytes)

Figure 16 — DEVICE_DISCOVERY_RESPONSE Message Structure

! DeviceCagkh
P

/J/ | / | DevicelD (16 Byt€s) DeviceName (16 Bytes) DeviceSubName (15 Bytes) I/N | AN T\ |
‘\"‘—ﬁ

pult (2 Bytes) numofcapability (2 Bytes) }'@f—j

Table 6 — Description of DEVICE_DISCOVERY_RESPONSE Message Structure
Field Name Field Size Description
2 Bytes
Result Result code (Table 3)
(uint16_t)
2 Bytes
DeviceType Device Type (Annex B)
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])
16 Bytes
DeviceName Device Name
(Char[16])

© ISO/IEC 2015 - All rights reserved
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Table 6 (continued)
Field Name Field Size Description
16 Bytes Device Sub name
DeviceSubName
(Char[16]) Describes in case of need
2 Bytes
numofcapability Number of Capability M
(uintl6_t)
DeviceCapability 2 Bytes (uint16_t) |Ist Device Type (Annex B)

DevigeCapability

2 Bytes (uint16_t)

Mth Device Type (Annex B)

6.4.4 DEV

This me

This me|

[CE_ADVERTISEMENT

5sage is used to inform the device’s plug-in or plug-out.

distinguish between start(in) signal and end(out) signal.

54 + (2*N) Bytes

ksage structure is similar to the DEVICE_DISCOVERY_RESPONSE, but\‘AdType’ is add

D

o

ceType(2 Byles)
ra

DeviceCapabilty (2 By
A,

||/ | DevicelD (16 Bytes)

DeviceMame (1€ Bytes)

DeviegStbMame (16 Bytes) | N

-

[

AdTYRe (2 Bytgs)

-

numofcapebiity (2 Bytes) A

Figure 17 — DEVICE_ADVERTISEMENT Message Structure

Table 7 — Description of DEVICE_ADVERTISEMENT Message Structure

ed to

es)

Field Name Field Size Description
Describes one of the following
16 Bytes
AdType — Start
(Charf16])
— End
2 Bytes
Devicelype Device Type (Annex B)
(uintl6_t)
16 Bytes
Devic¢ID Device ID
(Char[16])
16 Bytes
DeviceName Device Name
(Char[16])
16 Bytes
DeviceSubName Describes Device Sub name in case of need
(Char[16])
2 Bytes
numofcapability Number of Capability M
(uintl6_t)
DeviceCapability 2 Bytes (uint16_t) 1st Device Type (Annex B)
DeviceCapability 2 Bytes (uint16_t) Mth Device Type (Annex B)

6.4.5 DEVICE_INFO_REQUEST

18
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— ADEVICE_INFORMATION_REQUEST message is used when a device needs to know the system and
network information of the other devices.

— In order to request device information, ‘DevicelnfoReqType’ shall be described and this request
type is divided into three types;

— BasicInfo: Basic information including the ‘Device ID’, ‘Device Type’ and etc.
— FunctionList: Function list, which can be supported by device.

— DeviceProperty:

——CommonPropertyGeneratinformation such as manufacture; version and sogn.
— ConfigProperty: Information about the setting parameters.
— StatusProperty: Dynamic information such as CPU, memory or netwotk usage.

— DeviceSpecificProperty: Device specific properties, which arerdefined according to the
device type.

— ‘FullDescription’ (includesabovethreetypes),‘CommonPropertyZ:CenfigProperty’, ‘StafusProperty’
and ‘DeviceSpecificProperty’ can be used for the ‘DevicelnfoReqType’ respectively.

— The payload message structure is shown in Figure 18 and‘Table 8.

32 Bytes

DeviceinforReqType (32 Bytes)

Figure 18 — DEVICE_INFO_REQUEST Message Structure

Table 8 — Description of DEVICE_INFO_REQUEST Message Structure

Field Name Field Size Description

Describes one of the following
— FullDescription
— Basiclnfo

— FunctionList
32 Bytes
DeyicelnfoRegType — DeviceProperty
(Char[32])
— CommonProperty

— ConfigProperty

— StausProperty

— DeviceSpecificProperty

6.4.6 DEVICE_INFO_RESPONSE
— This message is a response message for the DEVICE_INFO_REQUEST.

— The response information can be classified into ‘FullDescription’, ‘BasicInfo’, ‘FunctionList’,
‘DeviceProperty’, ‘CommonProperty’, ‘ConfigProperty’, ‘StatusProperty’, and
‘DeviceSpecificProperty’ according to the request type.

© ISO/IEC 2015 - All rights reserved 19
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6.4.6.1 When ‘DevicelnfoReqType’ is ‘BasicInfo’

— ‘Basiclnfo’ describes device basic information such as ‘Number of Devices’, ‘Device ID’, ‘Device Type’,
‘Device Name’ and ‘Device Capability’

) 4+ (N* (52 + (2*M))) Bytes ,
numofdevice (2 Bytes)
e N | BASICINFO {B2+(2"A) Bytes) BASICINFO (52+(2*0) Byles)
Result (2 Bytes) -~ - — L -
7 N BT
L TTT=--..___ DeviceCapability (28ytes)
: DavicelD (16 Bytes) DeviceMame (16 Bytes) | DeviceSubMame {18 Byles) E o
i
DeviceType(2 Bytes) i
numaofcapability (2 Bytes) I
Figure 19 — DEVICE_INFO_RESPONSE Message Structure
T3gble 9 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘BasicInfa?)
Field Name Field Size Description
2 Bytes
Resullt Error Code (Table 3)
(uint16_t)
2 Bytes
numofd¢vice Number of device
(uintl6_t)
2 Bytes
Devicelype Device Type (Annex B)
(uintl6_t)
16 Bytes
Devicg¢ID Device ID
(Char[161)
16Bytes
DeviceName Device Name
(Char[16])
16 Bytes
DeviceSulpName Describes Device Sub name in case of need
(Char[16])
2 Bytes
numofcappbility Number of Capability M
(uint16_t)
DeviceCapability 2 Bytes (uint16_t) 1st Device Type (Annex B)
DeviceCapability 2 Bytes (uint16_t) Mth Device Type (Annex B)

6.4.6.2 When ‘DevicelnfoReqType’ is ‘FunctionList’
— ‘FunctionList’ describes a list of function, which can be supported by a certain device.
— Function ID: is defined according to each device type.

— FunctionCategory: let the service knows whether this message is for the control (needs response) or
event (don’t need response).

20 © ISO/IEC 2015 - All rights reserved
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— ‘InputList’ is the input parameters needed in a certain device control. This information includes
input size, id, name and so on.

— Input: describes the single input parameter information

— Inputs: describes list of ‘Input’s.

— ‘OutputList’ is the response parameters including the event data. This information includes output
size, id, name and so on.

— Output: describes the single output parameter information

—

utputsTdescribes tistof Output's:

— Dhata: describes data value with data name, value unit, minimum data value, magimum data value
and so on
numefdesice: (2 Bytes)
x‘l" I W I FURCTICNLIST I I FUMCTIONLIST
Resuit (2 Byies} _n,v = —
_'_I_ M | Deavicelll {16Eyes) | FUMGTION | FLINCTION | FUNECTION |
“"mnmmf'_[_afﬁ_m?ﬂ‘---r"“'""_ ippul size |2 Bytes) Wmtﬂ-ﬁpgz__
- - z
FunctontD (4 MHV |Fum||u1Cahegor:|r|:B By‘has:nl :5|\: | llNPU'I'LIST | Uf_;l QUTFUTLIST |
nputs size (2 Bytes) - Biids e (REeg).
J NPUT | INPUT | NEUT | INPUT h,«wpms | INPUTS I‘
R EEUERETEL L Ve LN 5 R
] InptiD Inpuibames DTA DATA '.’ J IngutsIT InputsHams INFUT INPUT
\ (16 Byvias) | (16 Bms‘; ks {16 Bytes) | [16Byles) .
ms:etzms; - o T lre;r'm Siz= |2 Byles) — %
I};E.NEIITB Dafa Value | Value Unt Data Min Deta Max Defeun [:\HEEHIEE Data Type I;E;‘I;-ID ‘11
(1§ Bytes) | (16Byles] | (16Bytes) | (16Byes) | (16Bytes) | (16 Bwas] “68ytes) | (16 Bytes) | (16 Bytes) .
I-DLITPLIT | ouUTAUT | CUTPLT | auTPUT I DUTFUTS |DLITPL.ITE |
I E—— S
| A | cupuin | uputame lm‘[m | DATA | s\l CulputsID | Cutpulshlame | QUTAUT | GUTRLUT
(16 Bytes) | [16Bpes] (16 Byies) [16 Byles)
Dmaseemaﬁml. -=( ] - T ___1____:_31‘.mu Sz (2 Bytes) a
DuhNum Cala Vallls, | Value Unil | Dala Min Data Max Defaull Drata Dess Cata Type D;I;-ID
(168ytes) | (160l (16 Bytes) | (16Bytes] | (16Byles) | (16 Bytes) | (16Byes] | (16Bytes) | (15 Bytes) I
Figure 20 — DEVICE_INFO_RESPONSE Message Structure
Table 10-1 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘FunctionList’)
Field Name Field Size Description
2 Bytes
Result ) Error Code (Table 3)
(uint16_t)
) 2 Bytes ]
numofdevice ] Number of device
(uint16_t)
) 2 Bytes )
numoffunction ) Number of Function (N)
(uint16_t)
) 16 Bytes ]
DevicelD Device ID (UUID)
(Char[16])
© ISO/IEC 2015 - All rights reserved 21
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Table 10(continued)
Field Name Field Size Description
FUNCTION Variable 1st Function (see table 10-2)
FUNCTION Variable Nth Function (see table 10-2)
Table 10-2 — FUNCTION Field Message Structure
Field Name Field Size Description
4 Bytes
FunctignID 1st Function ID
(uint32_t)
Describes one of the following
8 Bytes
FunctionChtegory Control
(Char[8])
Event
2 Bytes
Input §ize Input Number of 1st function
(uint16_t)
2 Bytes
Inputs Bize Inputs Number of 15t function
(uint16_t)
INPUT Variable Input Data (see table(10-3)
INPUT'S Variable Inputs Data (seedable 10-4)
2 Bytes
OutputfSize Output Number of 1st function
(uint16_t)
2 Bytes
Outputq Size Outpitts Number of 1st function
(uint16_t)
OUTPUT Variable Output Data (see table 10-5)
OUTPUTS Variable Outputs Data (see table 10-6)
Table 10-3 — INPUT Field Message Structure
Field Name Field Size Description
2 Bytes
Data Sjize Number of Data P
(uintl6_t)
16 Bytes
Input|ID Input ID
(Char[16])
16 U-'y't\,;’
Input Name Input Name
(Char[16])
DATA 130 Bytes 1st Data (See table 10-7)
DATA 130 Bytes Pth Data (See table 10-7)
Table 10-4 — INPUS Field Message Structure
Field Name Field Size Description
2 Bytes
Inputs Size Number of INPUT Q
(uint16_t)

22
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Field Name Field Size Description
16 Bytes
Inputs ID Inputs ID
(Char[16])
16 Bytes
Inputs Name Inputs Name
(Char[16])
INPUT variable 1st Input Data (See table 10-3)
INPUT variable Qth Input Data (See table 10-3)
Table 10-5 — OUTPUT Field Message Structure
Field Name Field Size Description
2 Bytes
Data Size Number of Data P
(uint16_t)
16 Bytes
Output ID Output ID
(Char[16])
16 Bytes
Qutput Name Output Name
(Char[16])
DATA 130 Bytes 1st DataqSee table 10-7)
DATA 130 Bytes Pth Data (See table 10-7)
Table 10-6 —~©@UTPUS Field Message Structure
Field Name Field Size Description
Z2-Bytes
Dutputs Size Number of OUTPUT Q
(dintl6_t)
16 Bytes
Outputs ID Outputs ID
(Char[16])
16 Bytes
Qutputs Name Outputs Name
(Char[16])
OUTPUT variable 1st Qutput Data (See table 10-5)
OUTPUT variable Qth Qutput Data (See table 10-5)
Table 10-7 — DATA Field Message Structure
Field Name Field Size Description
16 Bytes
Data Name Data Name
(Char[16])
16 Bytes
Data Value Data Value
(Char[16])
2 Bytes
Data Valueunit UnitType (Annex A)
(uint16_t)

© ISO/IEC 2015 - All rights reserved
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Table 10(continued)
Field Name Field Size Description
] 16 Bytes o
Data Min Data Minimum Value
(Char[16])
16 Bytes )
Data Max Data Maximum Value
(Char[16])
16 Bytes
Data Default Data Default Value
(Char[16])
16 Bytes ] o Q.)
Data Dfesc Describes any Description in case of need N
(Char[16]) (‘Q
16 Bytes _ _ (T/V
Data Type Describes Data Type in case of need N
(Char[16]) N
16 Bytes _ _ /\Lb
Data |D Describes Data ID in case of need N
(Char[16]) C,
&
6.4.6.3 WIIen ‘DevicelnfoReqType’ is ‘CommonProperty’ O\
— ‘CommopProperty’ describes general information such as manufacturer, version, physical size,
weight gnd so on. Q O
— The megsage structure is shown in Figure 21 and Table 41-¥to 11
mmml:enoe (7 Bytes) \§
| W | COMMONPROFERTY | 0 ) | COMMOMNPROPERTY |
U Resuil {2 BYEs] ﬂ—&(\“’ _____________________
Devical |MD|:EL|mNI.,Fm.LaE‘ VERSION | Location IWEIGHTIPH'I’E ISPLAY MEP.ICIR'I'I WP NEnMOﬁKlSTDHAGElNEIGHBDH o l\L
{18 Fytaf| (1EFyies | s\ LisT LeT | LT LT LSt LT s
A\ Powar C m;;tm
T {get:]
woom [l " | o | <O o e oy
4 2 K
MANLFACTURE ‘ anufaciurs M'n1 Distribaiion Date Mamfaciyrs URL | Firmware FTP Persswg  Hum of AW I ?:u '
(32 Byles) (2 Bytes) (64 132 Bvies) 2 Bﬁrar
r 4 Y \
VERSION argioninta URL HW vergion| Pigmhare | Firmmare Flenarme Firrmware FTP URL Firrwarg | IT saw slv
{B4 Bytes) (18 Bytes) | Versian [32Byles) {253 Byles) FTFP I
{16 Bytes) (32 Bytes)
WWeight Linid \ [ — mmmmmmmm s oo EEEEET e
WEIGHT |'W?31I Vm| "/tz B“ﬁ'] SNVErson AN Meme SWFTFURL SAYFTF IO SWWETF
1|5 Sytest (18 Bytes ) (32Bytes) (256 Bytes) (32 Bytes) | Pasqwd
22 Bfees)
STE | Yee Vale
[l [ 158 E@‘
DISPLAY [l Helny . DiaFLAY MEMZRY MEMGRY FAERMCHY
LIST |.J | I\u — | I LIBT |f| l — J |=-L“
Pt 7Y OTDIS P il M o Meirey =
(28 Chiglay |0 | Resoulion | Dispiay Size] Fannel [2 Bytes] memary 10| Memory Descrpron I
\% {16 Byles) | (16 Bytes) | (15 Bytes) | (16 Bytes, (16 Byles) (32 Byles)
:1':$ H| WPU | | Y m|f| TIETWLRE | _ | HETWLRR, |
haum of Metwork Bt
M &f MPL - —
N 12 Byvis) Interfzce |0 MacAddress | InterfaceT o
eae EAE R e e
”’ﬂ? |_,— | pr—— I I pr—— l NBCL;;¥OR / | HEIGHBOR | - | MEIGHEOR |
L e, Num 1 Hgighbar Lk S
Hum of Storage: - 7 Bytes Dewiee D | NesworkTypa| Intarface 1D
(2 Bytas) I?Eg;?l W’E;mf‘”“ 2 Bt (16 8ytes) | (15Bytes| | (168yies) |

Figure 21 — DEVICE_INFO_RESPONSE Message Structure
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Table 11-1 — Description of DEVICE_INFO_RESPONSE Message Structure (When

ISO/IEC 17811-2:2015(E)

‘DevicelnfoReqType’ is ‘CommonProperty’)

DistributionDate

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])
16 Bytes
ModelName Model Name
(Char[16])
32 Bytes
ModelNumber Model Number
(Char[32])
32 Bytes
SerialNumber Serial Number
(Char[32])
32 Bytes
ManufactureName Manufacture Name
(Char[32])
20 Bytes DistributionDate YYYY-MM-DDTHH:MM:SS

(Char[20]) example: 2011-12-31T14:00:00
64 Bytes
ManufactureURL Manufacture URL
(Char[64])
64 Bytes
YersionInfoURL Version Information URL
(Char[64])
16 Bytes
HardwareVersion Hardware Version
(€har|16])
16 Bytes
Flrmware Version Firmware Version
(Char[16])
32 Bytes
Firmware FileName Firmware File Name
(Char[32])
256 Bytes
Firmware FERURL Firmware FTP URL
(Char[256])
32 Bytes
Hirmaware FTPID FTP ID
(Char[32])
32 Bytes
Firmware FTPPasswd FTP Passwd
(Char[32])
2 Bytes
Num of Software Number of Software N
(uint16_t)
144 Bytes
SOFTWARE 1st Software (see table 11-2)
(Char[144])
144 Bytes
SOFTWARE Nth Software (see table 11-2)
(Char[144])

© ISO/IEC 2015 - All rights reserved
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Table 11(continued)

Field Name Field Size Description
16 Bytes
Location Y Describes Location in case of need
(Char[16])
16 Bytes
WeightValue Y Weight Value
(Char[16])
2 Bytes
WeightUnit Y UnitType (Annex A)
(uint16_t)
16 Bytes
SizeVfalue Y Physical Size Value r\%
(Char[16]) ~AQ
2 Bytes q/l/
SizeYnit UnitType (Annex A) ’
(uint16_t) AN
2 Bytes /\Lb
numofdisplay Number of Display N N
(uintl6_t) C,
64 Bytes &
DISPLAY y 1st Display (see table 11-@\\
N
64 Bytes S
DISPLAY Nth Display (s@%ble 11-3)
(Char[64]) Q
2 Bytes \\ )
numofnjemory Y Numbeﬁ\‘o}Memory N
(uintl6_t) X
48 Bytes N
MEMORY \@t Memory (see table 11-4)
(Char[48]) R
\
«Q
48 Bytesl—
MEMORY : Nth Memory (see table 11-4)
(Char[48])
Bytes
numofMPU Y Number of MPU N
_(Oluint16_t)
48 Bytes
MRU N Y 1st MPU (see table 11-5)
JRON (Char[48])
9
()é 48 Byt
ytes
h -
MH u{(x (Chariish Nth MPU (see table 11-5)
2 Bytes
numofnetwork Y Number of Network N
(uint16_t)
48 Bytes
NETWORK Y 1st network (see table 11-6)
(Char[48])
48 Bytes
NETWORK Y Nth network (see table 11-6)
(Char[48])
2 Bytes
numofstorage Y Number of Storage N
(uintl6_t)
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Table 11(continued)
Field Name Field Size Description
48 Bytes
STORAGE 1st Storage (see table 11-7)
(Char[48])
48 Bytes
STORAGE Nth Storage (see table 11-7)
(Char[48])
2 Bytes
rorefneighber Nember-efNeighborN
(uint16_t)
48 Bytes
NEIGHBOR 1st Neighbor (see table 11-8)
(Char[48])
48 Bytes
NEIGHBOR Nth Neighbor (see table 11~8)
(Char[48])
16 Bytes
C¢nsumptionValue Power Consumption, Value
(Char[16])
2 Bytes
Power Unit UnitType (Ahhex A)
(uint16_t)
Table 11-2 — SOFTWARE field Message Structure
Field Name Field Size Description
16 Bytes
Spftware Version Software Version
(Char[16])
32 Bytes
Sdftware FileName Software File Name
(Char[32])
256 Bytes
Seftware FTPURL Software FTP URL
(Char[256])
32 Bytes
$oftware FTPID Software FTP ID
(Char[32])
32 Bytes
Soffware FTPPasswd Software FTP Passwd
(Char[32])

Table 11-3 — DISPLAY field Message Structure

Field Name Field Size Description
) 16 Bytes )
DisplaylD (Char[16]) Display ID (16bytes UUID)

16 Bytes

Resolution Display Resolution (ex:1920x1080)

(Char[16])
] ] 16 Bytes . o

DisplaySize (Char[16]) Display Size (inch)
16 Bytes .

PannelType (Char[16]) Display Pannel Type

© ISO/IEC 2015 - All rights reserved

27


https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

Table 11-4 — MEMORY field Message Structure

Field Name Field Size Description
16 Bytes
MemorylD Memory ID (16bytes UUID)
(Char[16])
32 Bytes
MemoryDescription Memory Description
(Char[32])
Table 11-5 — MPU field Message Structure
Field Name Field Size Description
16 Bytes
MPUID MPU ID (16bytes UUID)
(Char[16])
32 Bytes
MPUDesfription MPU Description
(Char[32])
Table 11-6 — NETWORK field Message Structute
Field Name Field Size Description
16 Bytes
InterfhcelD Interface ID (16bytes UUID)
(Char[16])
16 Bytes
MacAddress Mac Address
(Char[16])
16 Bytes
InterfageType Intérface Type
(Char[16])
Table 11-7 — STORAGE field Message Structure
Field Name Field Size Description
16 Bytes
StorajgelD Storage ID (16bytes UUID)
(Char[16])
32 Bytes
StorageDdscription Storage Description
(Char[32])
Table 11-8 — NEIGHBOR field Message Structure
Field Name Field Size Description
' T6 Bytes
DevicelD Device ID (16bytes UUID)
(Char[16])
Describes one of the following
16 Bytes Ethernet
NetworkType
(Char[16]) RS485
RS232
16 Bytes
InterfacelD Interface ID (16bytes UUID)
(Char[16])

28
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6.4.6.4 When ‘DevicelnfoReqType’ is ‘ConfigProperty’

— ‘ConfigProperty’ describes setting parameters for network or device configuration. Each
manufacturer can describe the configuration file name and file URL.

— The message structure is shown in Figure 22 and Table 12-1 to 12-3.
nun?rmm (& Brina)

Rmaul L COMNFIGPFROFERTY ot CONFIBFROFERTY
o L8] | | |
mmmmmmmm—TT N T e e e
| oevicein | P| o |emiemneT| . | emvernet| semaL| . | sERIAL | GonfigFileame | FTP URL | FrPiD | FIP Pozawn
[ | 1 | | 1 1 I T OFIEET ] T o ETTERT | Gk |32 Bytas)
numefiihamet (2 Byies) numnieanal {7 Sym@s) —F '*:—.__'_’,' -H"--__
Intarfacsl P Address Gateway Subnat DHE Tl
(15 Eytas) (40 Bytes) 40 Bytes) 116 Bytas) | (16 Bytes) T
Inteffacs Typs (3 Bytss) 4 "‘H,_“
mterfaceil | Boudrate FlowGontrel |

Datagits | Stopiits

ARari,
’ (16 Bytas) {18 Byles) { 4 Byles) ‘ (18 Bytes)

interface Typs (8 Bytes)

(16 Eytes] | |16 Bytes)

Figure 22 — DEVICE_INFO_RESPONSE Message Structure

Table 12-1 — Description of DEVICE_INFO_RESRONSE Message Structure (When
‘DevicelnfoReqType’ is ‘ConfigProperty’)

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uintl6_t)
2 Bytes
numofdevice Number of device
(uint16. t)
16'Bytes
DevicelD Device ID
(Char[16])
2 Bytes
Num of Ethernet interface Number of Ethernet Interface
(uintl6_t)
Num of Serial 2 Bytes
Number of Serial Interface
interface (uint16_t)
116 Bytes
ETHERNET 1st Ethernet (see table 12-2)
(Char[116])
116 Bytes
ETHERNET Nth Ethernet (see table 12-2)
(Char[116])
108 Bytes
SERIAL 1st Serial (see table 12-3)
(Char[108])
108 Bytes
SERIAL Nth Serial (see table 12-3)
(Char[108])
32 Bytes
ConfigurationFileName Configuration File Name
(Char[32])
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Table 12(continued)

Field Name Field Size Description
256 Bytes
FTPURL FTP URL
(Char[256])
32 Bytes
FTPID FTPID
(Char[32])
32 Bytes
FTPPassword FTP Password
(Char[32])
Table 12-2 — ETHERNET field Message Structure
Field Name Field Size Description
Describes one of the following
8 Bytes
Interfag¢eType IPV4
(Char[8])
IPV6
16 Bytes
InterfacelD Interface ID (16 bytes UPID)
(Char[16])
40 Bytes
[PAddress IP Address
(Char[40])
16 Bytes
Gateway Gateway.lP
(Char[40])
16 Bytes IPV4<SubnetMask,
Subhet
(Char[16]) [PV6-SubnetPrefix
16 Bytes
DNS Nth Domain Name Server IP
(Char[16])
Table 12-3:—= SERIAL field Message Structure
Field Name Field Size Description
8 Bytes
InterfageType Interface Type
(Char[8])
16 Bytes
InterfacelD Interface ID(16 bytes UUID)
(Char[16])
16 Bytes
Boudjrate . Boudrate
(Crar[167)
16 Bytes
DataBits Data Bits
(Char[16])
16 Bytes
StopBits Stop Bits
(Char[16])
16 Bytes
Parity Parity Bits
(Char[16])
16 Bytes
FlowControl Flow Control
(Char[16])

6.4.6.5 When ‘DevicelnfoReqType’ is ‘StatusProperty’

30
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— ‘StatusProperty’ describes dynamic information such as mpu, memory or network usage and so on.

— The message structure is shown in Figure 23 and Table 13-1 to 13-5.

numgidevics (2 Byles)

:2 ms} /l_, | N [smuspmpmw | J STATUSPROPERTY |
DevicelD -“]NETW‘OﬁHl . [Nsmm«‘i ] | l FuU | MEMORY l . |MEMORY | smmc.ﬁl ]sro&maa lErr\::-l_Fr-ll;t;:;"_—
i16 Byies) |+ |STATUS STATUS STATUS STATUS STATUS STATUS ETATUS STATUS |16 Eytes) |,
mmfnagmm'i:é Biytes) - [ 12 Eytes] ' ‘numothdemary (2 H;-'L*éi I:II;'""UfSWMW 2 B{I&I Error Cega (2 Bytes)
II'L;J‘\‘MBID Connaction Traffic — NPU'[D MPU Usage |Temperature [ g Y
(16 Bytas] (16 Byies) [16 Bytee’ (16 Bites) {18 Byles (16 Bytes) ‘I
i.;aruurrlD TotalMem3ize |Memary Us.age. rEitl:lragtallﬂ Total\Size Storage Uaag;
(16 Bytes) (16 Bytes)  [(16 Bytes) (16 Erytas) (16Eytes) | |(16Byies)
Figure 23 — DEVICE_INFO_RESPONSE Message Structure
Table 13-1 — Description of DEVICE_INFO_RESPONSE Méssage Structure (When
‘DevicelnfoReqType’ is ‘StatusProperty’)
Field Name Field Size Description
2 Bytes
Result Error Cdde (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])
2 Bytes
Num of Network Number of Network Interface N
(uintt6_t)
48 Bytes
NHTWORKSTATUS 1st Network Status (see table 13-2)
(Char[48])
48 Bytes
NHTWORKSTATUS Nth Network Status (see table 13-2)
(Char[48])
2 Bytes
Num_ efMPU Number of MPU N
(uint16_t)
48 Bytes
MPUSTATUS TSTMPU (See table 13-3)
(Char[48])
48 Bytes
MPUSTATUS Nth MPU (see table 13-3)
(Char[48])
2 Bytes
Num of Memory Number of Memory N
(uint16_t)
48 Bytes
MEMORY 1st Memory (see table 13-4)
(Char[48])
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Table 13(continued)

Field Name Field Size Description
48 Bytes
MEMORY Nth Memory (see table 13-4)
(Char[48])
2 Bytes
Num of Storage Number of Storage N
(uintl6_t)
48 Bytes
STORAGE 1st Storage (see table 13-5)
(Char[48])
48 Bytes
STORAGE Nth Storage (see table 13-5)
(Char[48])
Describes one of the following
16 Bytes
Error Status Normal
(Char[16])
Abnormal
2 Bytes
Error Code Error Code (Table 3)
(uint16_t)
Table 13-2 — NETWORKSTATUS Message’Structure
Field Name Field Size Description
16 Bytes
InterfacelD InterfaceD (16 bytes UUID)
(Char[16])
Deseribes one of the following
16 Bytes
Connegtion Online
(Char[16])
Offline
I 16 Bytes
Traffic Current network traffic and describes in Kbps
(Char(161)
Table'13-3 — MPUSTATUS Message Structure
Field Name Field Size Description
16 Bytes
MPU|ID MPU ID (16 bytes UUID)
(Char[16])
16 Bytes
MPUUage L MPU Usage (%)
(CImar [ 1o]J
16 Bytes
Temperature Temperature (°C)
(Char[16])
Table 13-4 — MEMORYSTATUS Message Structure
Field Name Field Size Description
16 Bytes
MemorylD Memory ID (16 bytes UUID)
(Char[16])

32
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Table 13(continued)
Field Name Field Size Description
16 Bytes
TotalMemSize Memory Size (Mbytes)
(Char[16])
16 Bytes
MemUsage Memory Usage (%)
(Char[16])
Table 13-5 — STORAGESTATUS Message Structure
Field Name Field Size Description
16 Bytes
StoragelD Storage ID (16 bytes UUID)
(Char[16])
16 Bytes
TotalStorageSize Total Storage Size (Mbytes)
(Char[16])
. U 16 Bytes s U %)
torageUsage torage Usage
sersag (Char[16]) ge tsage L
6.4.6(6 When ‘DevicelnfoReqType’ is ‘DeviceSpecificProperty’

groperties.

numofdevice (2 Bytes)

he message structure is shown in Figure 24 and Table 14-1 to 14-3.

ccording to the device type, ‘DeviceSpecificPropetty” can describe the various deyvice specific

Result
(2 Bytes)

t

DEVICESPECIFICPROPERTY

| Y I DEVICESPECIFIGPROPERTY ]_

e

N

numl‘pmpg.rtf Ez B:ﬂfsj T{umnfproperljes (2 Bytes)

PROPERTIES

DevicelD |F |Q |PROPERTY PROPERTY PROPERTIES
(16 Bytas)
| e p el o  Numefproperty (2 Byles
Prqperly Mame Propedy Value Property Valug Unit Properiies Name 7 |PROPERTY PROPERTY
(34 Byles) [32\Byles) (32 Byles) (32 Byles) )
Property Name Property Value Proparty Value Linit
(32 Bytes) (32 Bytes) (32 Bytesg)

Figure 24 — DEVICE_INFO_RESPONSE Message Structure

Table 14-1 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘DeviceSpecificProperty’)

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
16 Bytes
DevicelD Device ID
(Char[16])

© ISO/IEC 2015 - All rights reserved

33


https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

Table 14(continued)
Field Name Field Size Description
2 Bytes
Num of property Number of single property
(uint16_t)
2 Bytes
Num of properties Number of multi property
(uintl6_t)
96 Bytes
Property 1st Property (See Table 14-2)
(Char[96])
96 Bytes
Propqrty Pth Property (See Table 14-2)
(Char[96])
Properties Variable 1st Property (See Table 14-3)
Properties Variable Qth Property (See Table 14-3)

Table 14-2 — Property Message Structure

Field Name Field Size Description
32 Bytes
Property Name Property Name
(Char[32])
32 Bytes
Property Value Property*Value Unit
(Char[32])
32 Bytes
Property Value Unit Property Value Unit
(Char[32])

Table 14-3 — Properties Message Structure

Field Name Field Size Description
32 Bytes
Propertigs Name Properties Name
(Char[32])
2 Bytes
Num of pfoperty Number of single property P
(uint16_t)
96 Bytes
Propé¢rty 1st Property (See Table 14-2)
(Char[96])
96 Bytes
Property Pth Property (See Table 14-2)
(Char[96])

6.4.6.7 When ‘DevicelnfoReqType’ is ‘DeviceProperty’

— ‘DeviceProperty’ can be classified into four types of properties
— CommonProperty: General information such as manufacturer, version and so on.
— ConfigProperty: Information about the setting parameters.

— StatusProperty: Dynamic information such as CPU, memory or network usage.
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— DeviceSpecificProperty: Device specific properties are defined according to the device type.

— The message structure is shown in Figure 25 and Table 15 and more details about each property are
listed below

Resuft

numfufdsvice (2 Bytes)

- | N | DEVICEPROPERTY DEVICEPROPERTY
(2 Bytes) —1 = =
Mo T ———__
COMMONPROPERTY |CONFIGPROPERTY |STATUSPROFPERTY |DEVICESPECIFICFROPRTY
Figure 25 — DEVICE_INFO_RESPONSE Message Structure
Table 15 — Description of DEVICE_INFO_RESPONSE Message Structure (When
‘DevicelnfoReqType’ is ‘DeviceProperty’)
Field Name Field Size Description
2 Bytes
Result Error Code (Table'3)
(uint16_t)
2 Bytes
numofdevice Number ¢fdevice
(uint16_t)

CommonProperty variable Seetable 11-1 without ‘Result’ field
ConfigProperty variable See'table 12-1 without ‘Result’ field
StatusProperty variable See table 13-1 without ‘Result’ field

DeyiceSpecificProperty variable See table 14-1 without ‘Result’ field
6.4.6|8 When ‘DevicelnfoReqTyp€’ is ‘FullDescription
— ‘FullDescription’ includes all.of information above.
— The message structure‘is shown in Figure 26 and Table 16.
numF‘fdeﬂce (2 Bytes)
Fg=ull - & FULLOESCRIFTICN FULLDESCGRIFTION
(2[Bytes) — e — -
L g N M 1_--|_-"~-.
BASICINFO FUNCTIONLIST DEVICEPROPERTY
COMMONPROPERTY |COMFIGPROPERTY STATUSPROPERTY |DEVICESPECIFICPROPRTY

Figure 26 — DEVICE_INFO_RESPONSE Message Structure
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Table 16 — Description of DEVICE_INFO_RESPONSE Message Structure (When

‘DevicelnfoReqType’ is ‘FullDescription’)

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
2 Bytes
numofdevice Number of device
(uint16_t)
BasicInfo variable See table 9 without ‘Result’ field
FunctionList variable See table 10-1 without 'Result” field
DeviceProperty variable See table 15 without ‘Result’ field
6.4.7 DEV|CE_CONTROL_REQUEST

DEVICE
targetd
the reqy

and high

| CONTROL_REQUEST message can be used when a device or service ‘want to contr
pvice. When a device receives a DEVICE_CONTROL_REQUEST message, the device exe
ested control and returns the result.

2 Bytes means the device type code.

FunctiofpCategory: let the service knows whether this message is for the control (needs respon

bl the
cutes

FunctiofpID: is defined according to the each device type. 4 Bytes are-allocated for the ‘FunctionID’

5e) or

event (dpn’t need response).
— The pay]oad message structure is shown in Figure 27.and Table 17.
Ippm size (2 Byles)
" ": [ T|
FunctontDd t-tB.rbaﬂ/}— | FumctionCatagory (B Bms;l J_;a | IMPUTLIST, |
pe—=== =TT inputs sing (R Bytes) Trell
J IMFUT ] IMFUT FHFUT | INFUT I IMNPUTS | INFUTS |
[T I o - e W e B
£ | InputiD Inpuiame | DATA DTy @ | InpielD InpulsMame | INPUT IMPUT
y | 118 Byigs) | (16 Bytes) + | (18Bytes) | {16 Byles)
E”Sm';qzwj__ ,,,,, - = Er— sme@_ﬂ_ms}-..,-a-'x_:.,,u_«
Teta Name | Clta veie | vane unt | Dera bin OataMax | Detaut DgaBess -D-el.n‘;r}:e DET;ID_ ;
(16Eyes) | ([58vms) | (6Byies) | (168yies) \ (168pes) | (16Ewesr 1016 Byles) {16 Biyies) (16 Byles) :
A —-Irpurll'_'l Irputhlame | DATA DATA
« | U1BEyiesy | (16 Bytes)
Data S22 (2Bytes) .--~""" % - .
I:I;Ia Name | Dala Value | Vale Unt Cata kin Data Max Default Cata Desc Deta Type Data II;.|_
(16 Bywas) | (16BEwes) | (16EMes) | (16Byes) {16 Eyles b (16 ByeE) (16 EYIES) {16 Bylas) [1€ Eytas)
rigure 27 — DEVICE_CUNTRUL_RKEQUEST Message Structure
Table 17 — Description of DEVICE_CONTROL_REQUEST Message Structure
Field Name Field Size Description
) 4 Bytes )
FunctionID ] Function ID
(uint32_t)
Describes one of the following
) 8 Bytes
FunctionCategory — Control
(Char[8])
— Event
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Table 17 (continued)
Field Name Field Size Description
2 Bytes InputList Number of 15t function
InputList Size
(uint16_t) (Number of INPUT and INPUTS)
INPUT Variable Input Data (see table 10-3)
INPUTS Variable Inputs Data (see table 10-4)

6.4.8 DEVICE_CONTROL_RESPONSE

— This message is a response message for the DEVICE_CONTROL_REQUEST.

«

— ‘QutputList’ describes the result or response value.
— The message structure is shown in Figure 28 and Table 18.

Luiput size (2 Bytes)
| . |Fuml:nncabugnrytasmﬂ| o M |0UTPUTLIST [
o oe-=m " Outputs size (2 Bytes)
Jouwu-r |o-u-rpu-r |oun=u1' |OU'I'PUT |ourpms |ourpur'rs |
e ===o_ T = .

FunctioniD {4 Byles)

e M e & M
e | oupmioc | Gupuame | DATA DATA oVouputsic | Outputsiame | oUTPUT | fouTPUT
.| (16Bytes) | (16 Bytes) J| (1BByies) | (16 Bytes)
Date|size (2 Eytesy .o--""" . SR " Oulput Size (2 Bgesy " T
e ‘-"'_‘_-_—_u_r_""_-:___ 'r"
tfata Name | Data Value | vale Unit | DetaMin | DataMax | Detaut DataDesc-- | Dala Type | Data i
i|68ytes) | (15Byes) | (168yies) | (16Byles) | (16Byies) | (16Eyies).-F(1B&yes) | (16Byies) | (16 Bytes)
4 | oupun | Cutputiame J>DATA DATA
o 115 Byes) | (16Byes)
v -

Data Size (2 Bytes) -~~~

Data Mame | Diafa Yahie) | Vale Un2 | Data Min Date Max Default Data Desc Diala Type Dwata ID
{16 Bytes) | (16Byde3) | (16 Bytes) | (16 Bytes) (16 Bytes) | (16 Byles) (16 Bytes) {16 Byles) (16 Bytes)

Figure 28 —DEVICE_CONTROL_RESPONSE Message Structure

Table 18 ——Description of DEVICE_CONTROL_RESPONSE Message Structurne

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
4 Bytes
FunctionID Function ID

Lonieade 2 40
(UTIISZ 1)

Describes one of the following

8 Bytes
FunctionCategory — Control
(Char[8])
— Event
2 Bytes OutputList Number of 1st function
OutputList Size
(uint16_t) (Number of OUTPUT and OUTPUTS)
OUTPUT Variable Output Data (see table 10-5)
OUTPUTS Variable Outputs Data (see table 10-6)

6.4.9 EVENT_NOTIFICATION
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When a sensor or device needs to transfer some data periodically without response, the EVENT_
NOTIFICATION message can be used.

FunctionID: is defined according to the each device similar to the

DEVICE_CONTROL_REQUEST/RESPONSE.

type

FunctionCategory: let the service knows whether this message is for the control (needs response) or
event (don’t need response).

The payload message structure is shown in Figure 29 and Table 19.

gulpul size (2 Byles)
| |Func11unt:anegor:.- (BBytes) | rf M |EUENTLIST |
FunctionlD [4 Bytes) _---"'__-F‘iwm B8 (2 Bytas) -H'-ﬂ
J DUTRUT [ DUTPUT IOUTF'UT IGUTF‘UT | DUTPUTS Iu::uwurs |
[ RS - G ‘#L - )
e [ oupuih | Cutpuirteme | DATA DATA | ouputsin | OutputsHame | oUTRPOT | ouTRUT
«| (16 Bytgs) | [16Byles) o] (16 Bytes) {16 Bytes)
Data Sze {2 Byte L e _f_q_qn‘wtwﬂ_z_muea:--""" o
Dat'aJNarre Pieta WValue | Valee Und | Data Min Data ks Defaut Deta p_&ﬁc--"'ﬂ'a-ta Tgr;:;e_' DE1;_IEI
[16Byizs) | [16Bytes) | (16@yies) | (16Bytes) | (16Bves) | {16 Byles). | (M6 Bytes) (16 Byles) (16 Bytes)
F‘--DU:WHD Culputhame | DATA DATA
+| (18 Byies) | (16 Bytes)
Daa Size [23!1551___--""" - NS -
Dm—a-Namu Datavaiue | Vaue Unit | Data Min Dataat Crafauti Cata Dasc Cata Typs Da_'la_lt-)
{16Bytes) | (16 Evles) | (16Eytes| | (16Byles) | (16Byies) | (16Byles) | (16Evies) | (16Bytes] | (16 Byted)
Figure 29 — EVENT_NOTIFICATION Message Structure
Table 19 — Description of EVENT_NOTIFICATION Message Structure
Field Name Field Size Description
4 Bytes
FunctjonID Function ID
(uint32_t)
Describes one of the following
] 8 Bytes
Function{ategory — Control
(Char[8])
— Event
) 2 Bytes EventList Number of 1st function
EventL]st Size
(uintl6_t) (Number of EVENT and EVENTS)
OUTPUT Variable Event Data (see table 10-5)
OUTPUTS Variable Events Data (see table 10-6)

6.4.10 EVENT_SUBSCRIPTION_REQUEST

38

Event information shall be reported to only interested devices. For this reason, event handling
operation includes event subscription/un-subscription operations.

FunctionID: is defined according to the each device type.
SubscriptionInterval: subscription interval time and describes in millisecond
SubscriptionType: subscription type, i.e. ‘Renew’, ‘Registration’, ‘Cancel’

The message structure is shown in Figure 30 and Table 20.
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28 Bytes

-~

Subscription Interval

(B Bytas)

SubscripionType (16 Byles)

-
FunchionlD (4 Byles)

Figure 30 — EVENT_SUBSCRIPTION_REQUEST Message Structure

Table 20 — Description of EVENT_SUBSCRIPTION_REQUEST Message Structure
Field Name Field Size Description
4 Bytes
FunctionID Function ID
(uint32_t)
8 Bytes
SulbpscriptionInterval Subscription Interyal fms)
(Char[8])
Describes one'gfthe following
16 Bytes — Renew
shibscriptionType
(Char[16]) — Régistration
—_ Cancel

6.4.11 EVENT_SUBSCRIPTION_RESPONSE

— This message is a response message for‘the EVENT_SUBSCRIPTION_REQUEST.

— Hesult: Describes whether subscription request is performed with success or not
dccurred, error code can be deseribed as shown in the Table 3.

— The message structure is-shown in Figure 31 and Table 21.

2 Bytes

Result (2 Bytes)

Figure 31 — EVENT SUBSCRIPTION_RESPONSE Message Structure |

If an error

Table 21 — Decription of EVENT_SUBSCRIPTION_RESPONSE Message Structure

Field Name Field Size Description
2 Bytes
Result Result Code (Table 3)
(uint16_t)

6.4.12 GET_FILEINFO_REQUEST

— GET_FILEINFO_REQUEST message can be used when a service or device want to know about
information of files which are saved in target device.

© ISO/IEC 2015 - All rights reserved
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— ‘File Type’, ‘File Name’ and ‘Searching Period’ are described for the request condition.

— The message structure is shown in Figure 32 and Table 22.

88 Byles
FileType |FileMame (32 Bytes) |StarTime (20 Bytes) |EndTime (20 Byies)
{16 Byles)
Figure 32 — GET_FILEINFO_REQUEST Message Structure
Table 22 — Description of GET_FILEINFO_REQUEST Message Structure
Field Name Field Size Description
Describes one of the following
— Al
— Log
— Execution
— Firmware
16 Bytes
FileType — Debug
(Char[16])
— Configure
—lmage
= Audio
— Video
— Text
32 Bytés
Naipne File Name
(Charf32])
Search Start Time
20 Bytes
StartTime YYYY-MM-DDTHH:MM:SS
(Char[20])
example: 2011-12-31T14:00:00
Search End Time
20 Bytes
EndTlime YYYY-MM-DDTHH:MM:SS
(Char[20])
example: 2011-12-31T15:00:00

6.4.13 GET_FILEINFO_RESPONSE

— This message is response message for the GET_FILEINFO_REQUEST.

— ‘FilelnfoList’ describes ‘File Type’, ‘File Name’, ‘File Size’ and ‘Latest Version Date’ and so on.

— The message structure is shown in Figure 33 and Table 23-1, 23-2.

40
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4 + (N * 402) Bytes

numettile (2 Byles)

| FILEINFO

’/l/ |.-\i' | FILEINFO |

Result (2 Bytes) - ~ SR TT T — >
JFtENamE {32 Bytes) FileType Date FTP URL (256 Bytes) | FTF ID (32 Byles] | FTPPasswd Fasversion
(16Byles) | ~ | (16Bytes) {32 Bytes) {18 Byles)
rd
FileSize {2 Bytes)
Figure 33 — GET_FILEINFO_RESPONSE Message Structure
Table 23-1 — Description of GET_FILEINFO_RESPONSE Message Structurg
Field Name Field Size Description
2 Bytes
Result Result code (Table 3)
(uintl6_t)
2 Bytes
numgdffile Number of Files N
(uintl6_t)
FILEINFO Variable 1st File Info' (see table 23-2)
FILEINFO Variable NtiFile Info (see table 23-2)
Table 23-2 — FILEINFO Field Message Structure
Field Name Field Size Description
32 Bytes
FileName File Name
(€har[32])
Describes one of followings
— Al
— Log
— Execution
— Firmware
FiTeTy 16 Bytes Deh
ileType — Debu
P (Char[16]) 8
— Configure
— Image
— Audio
— Video
— Text
8 Bytes
FileSize File Size (Mbytes)
(Char[8])
b 20 Bytes Date YYYY-MM-DDTHH:MM:SS
ate
(Char[20]) example: 2011-12-31T14:00:00

© ISO/IEC 2015 - All rights reserved
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Table 23(continued)
Field Name Field Size Description
256 Bytes
FTP URL File FTP URL (FTP URL)
(Char[256])
32 Bytes
FTPID FTPID
(Char[32])
32 Bytes
FTPPasswd FTP Passwd
(Char[32])
16 Bytes
FileVefsion File Version
(Char[16])

6.4.14 GET]|FILE_REQUEST

— A GET_KFILE_REQUEST message is an essential function for the device management since the
softwarg update and firmware update requires the updated file to be transferred to the target

device.

— ‘FTP URL, ‘FTP ID’, ‘FTP password’ and ‘File Name’ are described(aind file transmission shall be
performed by FTP channel.

— The megsage structure is shown in Figure 34 and Table 24.

368 Bytes

il
&

P
L

FileMams (32 Bytes) |TargstURL (256 Bytes) Filgversipn

ETPID (32 Bytes) |FTPPasswd
{16 Byted)

{32 Bytes)

Figure 34 — GET_FILE_REQUEST Message Structure

Table 24 — Description of GET_FILE_REQUEST Message Structure

Field Name Field Size Description
256 Bytes
TargefURL Target URL
(Char[256])
32 Bytes
FTHID FTP Account
(Char[32])
32 Bytes
FTPPasswd FTP Password
(Char[32])
32 Bytes
FileName File Name
(Char[32])
16 Bytes
FileVersion File Version
(Char[16])

6.4.15 GET_FILE_RESPONSE

— This message is a response message for the GET_FILE_REQUEST and the message structure is
shown in Figure 35 and Table 25.

42
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2 Bytes

Result (2 Bytes)

Figure 35 — GET_FILE_RESPONSE Message Structure

—____Table 25— Description of GET_FILE_RESPONSE Message structure , |

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)

6.4.16 GET_FILE_RESULT

he device shall announce the transmission result when the file’tfansmission is complég
le transmission might take too much time.

lom e |

If an error occurred, error code can be described as shown in the Table 3.

The message structure is shown in Figure 36 and Table 26.

2 Bytes

Result (2 Bytes)

Figure 36 — GET_FILE_RESULT Message Structure

Table.26 — Description of GET_FILE_RESULT Message Structure

ted, because

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uintl6_t)

6.4.17~PUT_FILE_REQUEST

PUT_FILE_REQUEST message can be used when a service or device needs to upload some files to the

target device.

For the request, ‘FTP URL, ‘FTP ID’, ‘FTP password’ and ‘File Name’ are described and file

transmission shall be performed by FTP channel.

The message structure is shown in Figure 37 and Table 27.

© ISO/IEC 2015 - All rights reserved
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368 Bytes

i
=}

P
L

Filzhlame (32 Bytes)

TargetURL (256 Bytes)

FTPID (32 Bytes)

FTFPas=swd
(42 Bytes)

FileV'ersion

(16 Bytes)

Table 27 — Description of PUT FILE REQUEST Message Structure

Figure 37 — PUT_FILE_REQUEST Message Structure

Field l{Iame Field Size Description
32 Bytes
FileNpme File Name
(Char[32])
256 Bytes
TargefURL Target URL
(Char[256])
32 Bytes
FTRID FTP Account
(Char[32])
32 Bytes
FTPPasswd FTP Password
(Char[32])
16 Bytes
FileVefsion File Version
(Char[16])
6.4.18 PUT|FILE_RESPONSE
— This mdssage is a response message for thetPUT_FILE_REQUEST and the message structire is
shown in Figure 38 and Table 28.
2 Bytes
4 |
Result (2 Bytes)
Figure 38 — PUT_FILE_RESPONSE Message Structure
TFable 28 — Description of PUT_FILE_RESPONSE Message Structure
Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)

6.4.19 PUT_FILE_RESULT

— The device shall announce the transmission result when the file transmission is completed, because
file transmission might take too much time.

— Ifan error occurred, error code is described as shown in the Table 3.

— The message structure is shown in Figure 39 and Table 29.
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2 Bytes

Result (2 Bytes)

Figure 39 — PUT_FILE_RESULT Message Structure

—_____Table 29— Description of PUT_FILE_RESULT Message structure , |

Field Name

Field Size Description

Result

2 Bytes

Error Code (Table 3)
(uint16_t)

6.4.20 APPLY_REQUEST

— APPLY_REQUEST message can be used when a service want to\pérform management f
s ‘Update’, ‘Rollback’, ‘Execution file’ and ‘Delete a file’. Theselfunctions are described b

job)

— A specific file can be needed in an apply process, so this message includes the infor
those kind of files.

— The message structure is shown in Figure 40 and Table 30.

linction such
y ‘ApplyType’

nation about

384 Byles
ApphyType |FileName (32 Bytes) | TargetURL {256 Ey’te:i} FTRID (32 Bytes) |FTPPasswd Fileversion
{16 Bytes) {32 Bytes) {16 Bytes)
Figure40 — APPLY_REQUEST Message Structure
Table’30 — Description of APPLY_REQUEST Message Structure
Field Name Field Size Description
Describes one of followings
— Execution
o 16 Bytes Und
e — ate
ppiylyp (Char[16]) p
ReHbaek
— FileDelete
32 Bytes
FileName File Name
(Char[32])
256 Bytes
TargetURL Target URL
(Char[256])
32 Bytes
FTPID FTPID
(Char[32])
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Table 30 (continued)
Field Name Field Size Description
32 Bytes
FTPPasswd FTP Password
(Char[32])
16 Bytes
FileVersion File Version
(Char[16])

6.4.21 APPLY_RESPONSE

— This me|

Figure 41 and Table 31.

ssage is a response message for the APPLY_REQUEST and message structure is she)

2 Bytes

Result (2 Bytes)

Figure 41 — APPLY_RESPONSE Message Structure

Table 31 — Description of APPLY_RESPONSE Message Structure

vn in

Field

Name Field Size Description

Rejq

2 Bytes
ult Errot €ode (Table 3)
(uint16_t)

6.4.22 APP

— The dev|
transmi

— Ifanerr

— The mefd

LY_RESULT

ice shall announce the apply result when the applying process is completed, becaus
csion might take too much'time.

pr occurred, error €ode is described as shown in the Table 3.

e file

sage structurelis)shown in Figure 42 and Table 32.
2 Bytes
it b
Result (2 Bytes)

Figure 42 — APPLY_RESULT Message Structure

Table 32 — Description of APPLY_RESULT Message Structure

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)
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6.4.23 DEVICE_REGISTRATION_REQUEST

— DEVICE_REGISTRATION_REQUEST message might be used when a device register its own
information to the manufacturer server.

— The message structure is shown in Figure 43 and Table 33.

156 Bytas

ManufacturerMame Manufacture Date |McdelMame ModelNumber SeralMumber Firmware Device
(32 Bytas) (20 Byilzs) (18 Bwies] (32 Bvis=) (32 Byles) Varsion RegType
(16 Bytas) (8 Bytes)

Figure 43 — DEVICE_REGISTRATION_REQUEST Message Structure

Table 33 — Description of DEVICE_REGISTRATION_REQUEST Message Structure

Field Name Field Size Description
32 Bytes
Manufacturer Name Manufacturer Name
(Char[32])
Manufacture Date (Local time)
20 Bytes
Malnufacture Date -YYYY-MM:DDTHH:MM:SS
(Char[20])
Example: 2001-12-31T14:00:00
16 Bytes
ModelName Model Name
(Char[16])
32 Bytes
ModelNumber Model Number
(Char[32])
32 Bytes
SerialNumber Serial Number
(Char[32])
16 Bytes
Firmnware Version Firmware Version
(Char[16])
Describes one of followings
DhviceReoT 8 Bytes R
pviceRe e — Re
5 (Char[8]) 8

— UnReg

6.4.21- DEVICE_REGISTRATION_RESPONSE

— This message is a response message for the DEVICE_REGISTRATION_REQUEST and message
structure is shown in Figure 44 and Table 34.

2 Bytes

Result (2 Byles)

Figure 44 — DEVICE_REGISTRATION_RESPONSE Message Structure
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Table 34 — Description of DEVICE_REGISTRATION_RESPONSE Message Structure

Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uint16_t)

6.4.25 SERVICE_REGISTRATION_REQUEST

— A SERVICE_REGISTRATION_REQUEST message is used when a user wants to register personal

information to the manufacturer server.

If user sgt the update field ‘Auto’, device would update its firmware automatically.

The megsage structure is shown in Figure 45 and Table 35.

184 Bytes
DevicelD |ModelMame |ModelMumber (32 Byles) | SeriaiMumber (32 Bytes) |UserName [UserAccount|UserPassword |ServiceReg (Updpate
{16 Bytes) |(15 Bytes) (16 Bytes) |[(16Bytes) |(32 Bytes) Type {8 Ejvtes
(16 Bytes)
Figure 45 — SERVICE_REGISTRATION_REQUEST Message Structure
Table 35 — Description of SERVICE_REGISTRATION/REQUEST Message Structure
Field Name Field Size Description
16 Bytes
DevicgID DeviceID
(Char[16])
16 Bytes
ModelNpme Model Name
(Char[16])
32 Bytes
ModelNumber Model Number
(Char[32])
32 Bytes
SerialNumber Serial Number
(€har[32])
16 Bytes
UserNgme User Name
(Char[16])
16 Bytes
UserAccpunt User Account
(Char[16])
32 Bytes
UserPassword User Password
(Char[16])
Describes one of followings
16 Bytes — New
ServiceRegType
(Char[16]) — Add
— Delete
Describes one of followings
8 Bytes
Update — Auto
(Char[8])
— Manual
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— This message is a response message for the SERVICE_REGISTRATION_REQUEST and message
structure is shown in Figure 46 and Table 36.

'Y

2 Bytes

L

Result (Z Bytes)

Figure 46 — SERVICE_REGISTRATION_RESPONSE Message Structure

Table 36 — Description of SERVICE_REGISTRATION_RESPONSE Message Strug¢ture
Field Name Field Size Description
2 Bytes
Result Error Code (Table 3)
(uintl6_t)
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Annex A
(normative)
Unit Types and Codes

unit- .
Type Term ID of |unitType| TermID of |unitType]|.. o, |unitType| B-of unit

(2 unit (2 Bytes) unit (2 Bytes) ICI I I UL UIIlit (2 Bytes) ICIIIT IU'U

Bytes)
0000 | thicrometer | 0016 cm/min 002C mlc?rrlirg‘;ter/ 0043 volt
0001 mm 0017 meter/min 002D mm,/min? 0044 millivo]t
0002 cm 0018 km/min 002E cm/min2 0045 amperg
0003 meter 0019 inch/min 0030 meter/min2 0046 milliampere
0004 km 001A yard/min 0031 km/smin2 0047 milliwatt
0005 inch 001B mile/min 0032 inch/niin? 0048 watt
0006 yard 001C mlcrhoomul‘fter/ 0033 yard/min2 0049 kilowat
0007 mile 001D mm/hour 0034 mile/min2 004A lux
0008 mg 001E cm/hour 0035 micﬁrmezter/ 004B celsiug
our
0009 gram 001F meter/hour 0036 mm/hour? 004C fahrenhgit
000A kg 0020 km/hour 0037 cm/hour? 004D radiay
000B ton 0021 inch/hour 0038 meter/hour? 004E degre¢
000C |mifrometer/sec| 0022 yard/hour 0039 km/hour? 004F rad/selc
000D mm/sec 0023 mile/hour 003A inch/hour? 0050 deg/sec
000E cm/sec 0024 micrsoerzlzeter/ 003B yard/hour? 0051 rad/se¢?
000F meter/sec 0025 mm/sec? 003C mile/hour? 0052 deg/se¢?
0010 Km/sec 0026 cm/sec? 003D Nmm 0053 N/mmp
0011 inch/sec 0027 meter/sec? 003E Npmm 0054 m3
0012 yard/sec 0028 km/sec? 003F Hz 0055 kcal
0013 mile/sec 0029 inch/sec? 0040 KHz OSESFN Reserved
0014 m‘”r‘;lri“neter/ 002A yard/sec? 0041 MHz
0015 mm/min 002B mile/sec? 0042 GHz
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Annex B
(normative)
Device Types
. Home .
D;;we Gateway/ |, cHon:E_ Internet | 4, 1omation Audio/ Shared | yijscellaneous
l. < Server IIIUL IIIdUIVUII GUIISUIIITT VvV IUCTU UIlit
Code 11XX 12XX 13XX 14XX 15XX 17XX 1FXX
of |HomeGate-| b e | Refrigerator Light Audio VIOCS UPS
way Speaker
0 Home PDA Air Condi- | o valve | HIFI Audion$2. M3 | colnplex Server
Server tioner Entrance
Remote
03 Digital PC Microwave Curtain Camecorder Metgr Nefwork Device
7 Cable STB Reading
Server
Digital Sat- . Remote Metey pen/Close
04 cllite STB Home Pad Boiler Readif® Camera Elevator Sensor
0§ D1g1§z¥BDMB Video Phone Oven Door Lock Scanner CCTV AP
04 Digital IP | ¢ Ty Laundry, HVAC Printer Auto Par- Etc.
STB cel
07 Wall Pad | Smart Phone Runn}ng Batch Breaker Display Mobile
Machine Server
Expansion
0§ Etc. Etc. Hea!th P Etc. Lobby
Device Security Phone
09 Coffge Thermostat Etc.
Machine
0A Fan Door Bell
OH Heater Ventilation
Temperature
0d Etc. Control
OR Etc.
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Annex C
(informative)

XML Schema and Example of DCMP Payload Message

DCMP message is composed of header and payload the payload data might be described in XML according
to the message type in the header. Annex C shows the XML example of DCMP payload for each message

type.

C.1 DEVICE_DISCOVERY_REQUEST

— XML schema structure of DEVICE_DISCOVERY_REQUEST Payload is shown in Figure C.1 and XML

exampld is shown in Table C.1, respectively.

I g S . E— —

| DiscoveryRequestToge

| DiscoveryReqType
| Waod wed elring
W [vad By | estnction

| DiscoveryRequest

_______________ 1

| DiscoveryReqguest [ ype

__;'EElIT!,rpBFIBq s

— The folld

Table €1 — XML Example of DEVICE_DISCOVERY_REQUEST Payload Message

e [ s disting :

|

| _“HexTypeRleq :
| ivpe | xsdhexBinary &
I

== ===

Y
LpetN

Figure G.1>— Device Discovery Request Schema Structure

wing XML-example shows the device discovery request message with specific conditign, i.e.
‘Devicellype’ is 0x1605(CCTV)’

</DMAP>

<?xml version="”1.0" encoding="UTF-8"?>

<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>

<DiscoveryRequest>
<DiscoveryReqType>DeviceType</DiscoveryReqgType>
<HexTypeReg>1605</HexTypeReq>

</DiscoveryRequest>
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C.2 DEVICE_DISCOVERY_RESPONSE

— XML schema structure of DEVICE_DISCOVERY_RESPONSE message is shown in Figure C.2 and XML
example is shown in Table C.2, respectively.

| DiscoveryResponseTyne

ISO/IEC 17811-2:2015(E)

| (TR TR ST
| —
I o
| || mumofdavice

[ misfaveryResponse PRENEE MIEED

e scnmrgﬂeg;nnse'l'ypeq:l |@D ae renuired |
: e K

e
l Devicel st | [Fie[==dsmng |
| ]
| | =] e hexEnan
' |
I | AT
| = *pewseSubname |
| | i hakedating___|
| | EEE
l | numohcapa bil ity
| | '..pr.|5.:ter|:||1tn|:|nr
| | ———
l ! oo DEVICH
I I &
I |
|
Figure C.2 — Device’Discovery Response Schema Structure
— The following XML example shows the device discovery response message which

—u

hformation of ‘Number of Devices’, ‘Device ID’, ‘Device Type’, ‘Device Name’ and ‘Devig

[Capability
[l SlaT-1 4

[

brovides the
e Capability’

© ISO/IEC 2015 - All rights reserved

53


https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17

811-2:2015(E)

Table C.2 — XML Example of DEVICE_DISCOVERY_RESPONSE Payload Message

<?xml version="1.0" encoding="UTF-8"?>
< DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DiscoveryResponse>
<Result>0000</Result>
<DevicelList numofdevice="1">
<BasicInfo>

<DeviceID>12345678901234567890</DevicelD>

</}
</Deq

</Disc

</ DMAP >

DeviceType>1605</DeviceType>

DeviceName>CCTV</DeviceName>

DeviceSubname>Temp</DeviceSubname>

DeviceCapabilityList numofcapability="1">
<DeviceCapability>1605</DeviceCapability>

/DeviceCapabilityList>

asicInfo>

riceList>

veryResponse>

C.3 DEVI

CE_ADVERTISEMENT

— XML schema structure of DEVICE_ADVERTISEMENT message is shown in Figure C.3 and| XML

exampld

is shown in Table C.3, respectively.
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Advertisement Type

“DevicelD

BLTE wsdi=tring

_EDH'HI:BT}'IIE
Ipe [esd:hexBinary

“DeviceName

tupe [xedi=inng

| DeviceAdvertisement %]_@_ m‘

= | Advartizement Type
numofcapability

fypeQusdiinteger
120\ raquired
LAY

—| DeviceCapabilityList

DeviceCapability I‘
Type [w=d :hexliinarg:

=
FadType D
—|tvpe .xs:l‘-mr‘ng
darvadby | raghietion
Figure C.3 — Device:Advertisement Schema Structure
information

he following XML example shows the device advertisement message which provides the
f ‘Number of Devices’, ‘Devicell’, ‘Device Type’, ‘Device Name’ and ‘Device Capability

|
—_

Table C.3 — XML Example of DEVICE_ADVERTISEMENT Payload Message

<?xmnl version="1.0%_'encoding="UTF-8"?>

<DMAP xmlns:xsiz*http://www.w3.0rg/2001/XMLSchema-instance”>

<DevicedAdvertisement>
<DeviceID>12345678901234567890</DevicelID>

<DeviceType>1605</DeviceType>

<DeviceName>CCTV</DeviceName>

<DeviceCapabilityList numofcapability="1">
<DeviceCapability>1605</DeviceCapability>

</DeviceCapabilityList>

<AdType>Start</AdType>

</DeviceAdvertisement>

</DMAP>

C.4 DEVICE_INFO_REQUEST

— XML schema structure of DEVICE_INFO_REQUEST message is shown in Figure C.4 and XML example
is shown in Table C.4, respectively.
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DevicelnloRequest Type

1 -
DevicelnfoRequest [%] EL:J [TE_“"“IM"H?“THDE
:| DevicelnfoRequestType Ih-.'j_'i =AF fessdﬁf;;ilgﬁ

The foll

Figure C.4 — Device Info Request Schema Structure

wing XML example shows the full device information request message.

Table C.4 — XML Example of DEVICE_INFO_REQUEST Payload Message

<?

</

xml verd

<DMAP xmlfps:xsi="http://www.w3.0rg/2001/XMLSchema-instance>

<Device

<Devi¢eInfoReqType>FullDescription</DeviceInfoReglype>

</Devic¢InfoRequest>

DMAP>

ion="1.0" encoding="UTF-8"?>

nfoRequest>
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C.5 DEVICE_INFO_RESPONSE

— XML schema structure of DEVICE_INFO_RESPONSE message is shown in Figure C.5.
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Figure C.5 — Device Info Response Schema Structure
C.5.1 Basiclnfo

— XML schema structure of Basic Info Message is shown in Figure C.6 and XML example is shown in
Table C- 5, respectively.

© ISO/IEC 2015 - All rights reserved 57


https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

BasiclnfoType

| [FDeviceType

tvpe| xsd:hexBinary

| T
"DeviceMame

Basicinfo o —. tupe | =sdisthing

|pe [BadiciniaType ) “DeviceSubname ,\<f.)

= tfupe[wedisting Q
| v
3 afirbufes | ‘]/

numotcapakility
sz requlr

DeviceCapability

It /D wed hexBin ary

l.=

Figure C.6 — Basic Info Message.Schema Structure

Table — C-5 — XML Example of Basic Info Message

<?xml vergion="1.0" encoding="UTF-8"2¥
<DMAP xmlps:xsi="http://www.w3.0rgf2001/XMLSchema-instance”>
<DeyYiceInfoResponse>
<Result>0000<(/Result>
<DeviceInfdLi'st numofdevice="1">
<BasicInfo>

<DeviceID>12345678901234567890</DevicelID>
<DeviceType>1605</DeviceType>
<DeviceName> CCTV</DeviceName>

<DeviceCapabilityList numofcapability="1">

<DeviceCapability>160b</DeviceCapabil-

ity>
</DeviceCapabilityList>
</BasicInfo>
</DevicelInfolist>
</DeviceInfoResponse>
</DMAP>

C.5.2 FunctionList

— XML schema structure of FunctionList Message is shown in Figure C.7.
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Figure C.7 — FunctionList Message Schema Structure
— XML schema structure of Input/QutList Message is shown in Figure C.8/C.9 and XML example is
shown in Table C.6, respectively:
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The fpllowing XI\@egémple shows a device has two functions, and each function has an eath input list
N2
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Table C.6 — XML Example of FunctionList Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfolist numofdevice="1">
<FunctionList numoffunction="2">

<Function>

<Fun¢tionID>15080001</FunctionID>
<Fung¢tionCategory>Control</FunctionCategory>
<InpytList inputsize="1" inputssize="0">
<Input size="1">
<lbata name="Status”>0k</Data>
</Ipput>
</InputList>
<QutputList outputsize="1"” outputssize="0">
<Output size="1">
<bata name="Status”>0k</Data>
</Optput>
</OutputList>
</Fun¢tion>
<Funcftion>
<Fun¢tionID>15080002</FunctionIb®
<Fun¢tionCategory>Control</FunttionCategory>
<InputList inputsize="1" _({Gnputssize="0">
<Ipput size="3">
<bata name="Intensity”>5</Data>
<pata name="Water”>5</Data>
<Ppata name=ZType”>Americano</Data>
</Input>
</Ipputkist>

<Outpidilist outputsize="1" outputssize="0">

<Output size="1">
<Data name="Status”>0k</Data>
</Output>
</OutputList>
</Function>
</FunctionList>
</DevicelInfolList>
</DeviceInfoResponse>

</DMAP>
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DeviceProperty

— XML schema structure of Device Property Message is shown in Figure C.10.

DevicePropery Type

_FDevicelDd
Sz nsgisinng |

-y

CommonProperty

ety Ty T %
N

|| ConfigProperty ﬂ,Q
/52 [ ConfaProperty Typety-
DeviceProperty (—FH r Nad
= | Devicerroperty | || StawsProperty
I tpe] StatusF'mgany"l'ype
)

ServiceProperty

Iy sepaceProperty Type
.\

DeviceSpecificProperyList
3¢ | DeviceSpecificPropertyLi,

X

Figure C.10 — Device Property Message Schema Structure

Table C.7 — XML\Example of Common Property Message

<?xn

<DMA

<JeviceInfoResponse>

1 version="1.0" encoding="UTF-8"7?>

P xmlns:xsi="http://wwww3.org/2001/XMLSchema-instance” >

<Result>0000</Réesult>
<DeviceInfoldst numofdevice="1">
<Comme@nProperty>
<BeviceID>0123456789AB0101</DevicelID>

<Model>

ModelName>Coffoo Mochine ModelName

<ModelNumber>CM-01</ModelNumber>
<SerialNumber>1234567890</SerialNumber>

</Model>

<Manufacture>
<ManufactureName>Example Company</ManufactureName>
<DistributionDate>2011-12-31T14:00:00</DistributionDate>
<ManufactureURL>www.example.co.kr</ManufactureURL>

</Manufacture>

© ISO/IEC 2015 - All rights reserved

63


http://www.w3.org/2001/XMLSchema-instance
http://www.example.co.kr/
https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

Table C.7 — (continued)

<Version>

<VersionInfoURL>versioninfo.example.co.kr</vVersionInfoURL>
<HardwareVersion>0.1.0</HardwareVersion>
<Firmware>
<Version>0.3.0</Version>
<FileName>firmware.bin</FileName>

<FTPURL>.</FTPURL>

<1

<]

<))

<

<FTPID>id</FTPID>
<FTPPassword>password</FTPPassword>

</Firmware>

Version>

isplayList numofdisplay="1">

<Display>
<DisplayID>12345678901234567890</DisplayID>
<Resolution>1024x768</Resolution>
<DisplaySize>15</DisplaySize>
<PannelType>LCD</PannelType>

</Display>

DisplayList>

lemoryList numofmemory="1">

<Memory>
<MemoryID>1234567890123456¢7891</MemoryID>
<MemoryDescription> ExampleB DDR3 64000</MemoryDescription>

</Memory>

MemoryList>

(PUList numofMPy=%1">

<MPU>
<MPUID>12345678901234567892</MPUID>
<MPUDescription> ExampleC </MPUDescription>

</MPUS>

MRUList>

<NetworkList numofnetwork="2">

<Network>
<InterfaceID>12345678901234567890</InterfaceID>
<MacAddress>1234545656</MacAddress>
<InterfaceType>Ethernet</InterfaceType>

</Network>

<Network>

<InterfaceID>12345678901234567877</InterfaceID>
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Table C.7 — (continued)

<MacAddress>1234545657</MacAddress>
<InterfaceType>RS485</InterfaceType>

</Network>

<Network>
<InterfacelID>12345678901234567877</InterfacelID>

<MacAddress>1234545657</MacAddress>
<InterfaceType>RS485</InterfaceType>

</

</IDeviceInfoResponse>

</DMAP>

</Network>
</NetworkList>

<Storagelist numofstorage="1">

<Storage>
<StorageID>12345678901234567866</StoragelID>

<StorageDescription> ExampleC HDD 7200P </SftorageDescriptid

</Storage>

</StorageList>

<PoweConsumption>
<ConsumptionValue>123</ConsumptionValue>
<Unit>0005</Unit>

</PowerConsumption>

</CommonProperty>

DeviceInfoList>

ComrtonProperty

— XM

L schema structure of CommonProperty Message is shown in Figure C.11.
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Figure — C-11 — Common Property Message Schema Structure

— The following XML example shows the various information of device, which is described by
‘CommonProperty’.

68 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

ConfigProperty
— XML schema structure of ‘ConfigProperty’ Message is shown in Figure C.12.
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Figure C.12 — Config Property Message Schema Structure
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Table C.8 — XML Example of Config Property Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfolist numofdevice="1">
<ConfigProperty>

<NetworkConfig numofethernet="1"” numofserial="1">

<Ethernet>
<InterfaceType>IPVi</InterfaceType>
<InterfaceID>1123456789AB0104</InterfacelD>
<IPAddress>192.168.1.107</IPAddress>
<Gateway>192.168.1.1</Gateway>
<Subnet>255.255.255.0</Subnet>
<DNS>129.254.15.15</DNS>

</Ethernet>

<Serial>
<InterfaceType>RS232</Interfacelype>
<InterfaceID>1123456789AB0105%/InterfacelID>
<Baudrate>2400</Baudrate>
<DataBits>1</DataBits>
<StopBits>1</StopBitsx
<Parity>1</Parity>
<FlowControl>no%/FlowControl>

</Serial>

</NetworkConfig
<DeviceConfig>

<ConfigtrdtionFileName>config.sh</ConfigurationFileName>

<FTRURL>.</FTPURL>

KEFPID>1d</FTPID>

<FTPPassword>password</FTPPassword>

</DeviceConfig>

</ConfigProperty>
</DeviceInfolList>

</DeviceInfoResponse>

</DMAP>

StatusProperty
— XML schema structure of ‘StatusProperty’ Message is shown in Figure C.13.
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Table C.9 — XML Example of Status Property Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfolist numofdevice="1">
<StatusProperty>

<NetworkStatusList numofnetwork="1">

<NetworkStatus>
<InterfaceID>00000000000000000001</InterfacelID>
<Connection>Online</Connection>
<Traffic>27</Traffic>
/NetworkStatus>
</WetworkStatusList>
<D¢viceStatus>
MPUStatusList numofMPU="1">
<MPUStatus>
<MPUID>100000000000000000000</MPUID>
<MPUUsage>80</MPUUsage>
<Temperature>270</Temperature>
</MPUStatus>
/MPUStatusList>
</PeviceStatus>
Error>
<Status>Normal</Stats>
<ErrorMessage>0000<L/ErrorMessage>
<f{Error>
</StatusProperty>
</Dev]ceInfolist®

</Devic¢InfoReSponse>

</DMAP>

DeviceSpecificPropertvList

— XML schema structure of ‘DeviceSpecificProperty’ Message is shown in Figure C.14.

74 © ISO/IEC 2015 - All rights reserved


http://www.w3.org/2001/XMLSchema-instance
https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17811-2:2015(E)

| DeviceSpecificPropedylistType

| 3 sveituses |

| numofproperty

| lup e wadiinteger

| [uze | raquired

| numafproperties

| el asd intecer

| ae | requited

! —TDeviced |
Poakige 1ii

DepiceSpecificProperyList | E eI
ipd| DeviceSpe: |1I|:Fr'u:||:|err5'L| T i 3 siiibutan

i ,-' i T " manme :

| Pm"m', o 1..,451— iz <5t |

| i '1r_-.ﬁ.ﬂ_'_L§¢t_=._':=.-_l_ﬂ."..=_: g valueunit |

| E e oo wed:zing |

B e )\ —— -

: i DProperties 1
: B s#ibasas | |

I ! |

| : slel |
i fine | Hadinipger

| ; _ | [use [required |

| ' ' nEme :

| I ' Properi Ve edsting s |
i peries | | === : |

| PRelPropanls 7 || [ === : |

| . ) i;ii[-ﬁﬁ-E.r:[-y""" .-..?_:

| _@3' o= ad= illu-:.'.al |

ittty Lananfion 4 |
| 1= |
I

Figure C.14 — Status Property Message Schema Structure

|
=

he folewing XML example shows the device specific properties about the CCTV device. The focal
bngth of this CCTV device is 16 meters and view angle is 30 degrees.
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Table C.10 — XML Example of Device Specific Property Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DeviceInfoResponse>
<Result>0000</Result>
<DeviceInfolist numofdevice="1">
<DeviceSpecificPropertyList numofproperties="”0" numofproperty="2">

<Property name="FocallLength”>16</Property>

<Property name="ViewAngle”>30</Property>
</D¢viceSpecificPropertyList>
</DevlcelInfolList>

</Devic¢InfoResponse>

</DMAP>
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DEVICE_CONTROL_REQUEST

— XML schema structure of DEVICE_CONTROL_REQUEST is shown in Figure C.15 and message
structure is shown in Table C- 11, respectively.
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Figure C.15 — Device Control Request Schema structure

he following XML example shows the control request message for light device contro].
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Table C.11 — XML Example of DEVICE_CONTROL_REQUEST Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP>
<ControlRequest>
<FunctionID>11071102</FunctionID>
<FunctionCategory>Control</FunctionCategory>
<InputList inputsize="”1" inputssize="0">

<Input size="4">

<Data name="ControlType”>RS485</Data>
<Data namg¢="SubID”>11</Data>
<Data name="DimmingLevel”>5</Data>
<Data name="0nOff”>On</Data>
</Input>
</InputList>
</¢ontrolRequest>

</DMAP>
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— XML schema structure of DEVICE_CONTROL_RESPONSE is shown in Figure C.16 and message
structure is shown in Table C- 12, respectively.
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Figure C.16 — Device Control Response Schema Structure
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— The following XML example shows the control response message for light device control request.
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Table C.12 — XML Example of DEVICE_CONTROL_RESPONSE Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP>
<ControlResponse>
<Result>0000</Result>
<FunctionID>11071102</FunctionID>
<FunctionCategory>Control</FunctionCategory>

<OutputList outputsize="1" outputssize="0">

<Output size="3">
<Data name="0nOffStatus”>0On</Data>
<Data name="DimmingLevel”>5</Data>
<Data name="DimmingFunction”>1</Data>
</Output>
</QutputList>
</¢ontrolResponse>

</DMAP>
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C.8 EVENT_NOTIFICATION

— XML schema structure of EVENT_NOTIFICATION is shown in Figure C.17 and message structure is
shown in Table C- 13, respectively.
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Figure C.17 — Event Notification Schema Structure
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Table C.13 — XML Example of Event Notification Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<EventNotification>
<FunctionID>1107F000</FunctionID>
<FunctionCategory>Event</FunctionCategory>
<EventList outputsize="1" outputssize="0">

<Output size="1">

<Data name="Alive”>1</Data>
</Output>
</EventList>

<fEventNotification>

</DMAP>

C.9 EVENT_SUBSCRIPTION_REQUEST
— XML sdhema structure of EVENT SUBSCRIPTION_REQUEST\ Message is shown in FHigure

' IS I
EventSufscriptionRequestType

FunctionlD
type | uadthexBinary

EEE e E e e e e

_j?Euhsc:riptinnlnte rval
dype | wedistring

= F e e i e

| EveniSubscriptionRequest LB+
b e |EventSubscripfionfeques, . é C l_'—'

=SubscriptionType :
"“ype xsd:string
rderivedBy [ restriction

Figure C.18 — Event Subscription Request Schema Structure

— The following XML example shows the event subscription message for the gas sensor. |(first
registratiom and imtervat time 15 15ec)
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Table C.14 — XML Example of Event Subscription Request Payload Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<EventSubscriptionRequest>
<FunctionID>14020001</FunctionID>
<SubscriptionInterval>1000</SubscriptionInterval>
<SubscriptionType>Registration</SubscriptionType>

</EventSubscriptionRequest>

</DMAP>

C.10 EVENT_SUBSCRIPTION_RESPONSE

— XML schema structure of EVENT_SUBSCRIPTION_RESPONSE Message is:shown in Figyire C.19.

N4

lﬂuuuﬂﬂwuuunuuTguu i
| EventSubscriptionResponse = = FResult |
tvpe | ResultResponse Type » tvpe | sdhexBinaly |
1

Figure C.19 — Event Subscription Response Schema Structure

he following XML example shows-the event subscription request is performed with sticcess.

|
o

Table C.15 — XML Example of Event Subscription Response Payload Message

<?xml version="1.0" encoding="UTF-8"7?>

<DMAP xmlns:xsi="htfp://www.w3.0rg/2001/XMLSchema-instance”>
EventSubscriptionResponse>

<Result>0000</Result>

/EventSubscriptionResponse>

</DMAP>

C.11 GET_FILEINFO_REQUEST
— XML schema structure of GET_FILEINFO_REQUEST Message is shown in Figure C.20.
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Figure C.20 — Get FileInfo Request Schema Structure

wing XML example shows the get filéinformation request message with searching condition.

Table C.16 — XML Example of Get FileInfo Request Payload Message

<?xml v

<Get

</Ge

</DMAP>

er

<DMAP xmlms:xsi="http://whw.w3.0rg/2001/XMLSchema-instance”>
Fil
<F1

<S5

<ERdTime>2011-12-31T15:00:00</EndTime>
tF1

ion="1.0" encoding&="UTEF-8"?>
eInfoRequest>
leType>Firmware</FileType>

artTime>2011-12-31T14:00:00</StartTime>

léinfoRequest>

C.12 GET_FILEINFO_RESPONSE
— XML schema structure of GET_FILEINFO_RESPONSE Message is shown in Figure C.21.
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Figure C.21 — GetFilelnfo Response Schema Structure

|
=

he following XML example shows the file information.

© ISO/IEC 2015 - All rights reserved

85


https://iecnorm.com/api/?name=8c1dc5edf061a9f42d4e1965fa9ca51e

ISO/IEC 17

811-2:2015(E)

Table C.17 — XML Example of Get FileInfo Response Payload Message

<?xml version="1.0" encoding="UTF-8"?>

<GetFileInfoResponse>
<Result>0000</Result>
<FileInfolList numoffile="1">
<FileInfo>

<FileName>ExampleA</FileName>

<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>

<File]
<File
<Date
<FTPUJ
<FTPT]
<FTPP
</File

</GetFilg

</ DMAP >

[ype>Firmware</FileType>
ize>25.3</FileSize>
2011-12-31T14:00:00</Date>
L>.</FTPURL>

>id</FTPID>

nfo>

</FileIpfolList>

kInfoResponse>

ssword>password</FTPPassword>

C.13 GET_
— XML sch

FILE_REQUEST

GetFileRequest
lsice (FleFeguastTuns é—'{_:ﬂ

ema structure of GET_FILE_REQUEST Message is shown in Figure C.22.

FileRequestType

FTa rgetlAL
tvoe | #edisiring

FFTPID
type | wedistring |

FFTPPassword

- i
tuce [wed string

“FileName
tvpe | #sdistring

_FFilaVersion :
tpe [ ked:sting :

Figure C.22 — Get File Request Schema Structure

— The following XML example shows the get file request message including the FTP information.
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Table C.18 — XML Example of Get File Request Payload Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<GetFileRequest>
<TargetURL>www.test.co.kr</TargetURL>
<FTPID>.</FTPID>
<FTPPassword>password</FTPPassword>

<FileName>test</FileName>

/GetFileRequest>

</DMAP>

C.14 GET_FILE_RESPONSE
— XML schema structure of GET_FILE_RESPONSE Message is shown in Figure C.23.

PN

FesultBesponse Type

| GetFileAesponse #_@_:HEEUH
tuoe | HesultResponse [vpe hype [ wsdhexBinary

\
Y

Figure C.23 — Get'File Response Schema Structure

— The following XML example shows the get file response message for the file download [request.

Table C.19 — XML Example of Get File Response Payload Message

<?xml version="1.04Encoding="UTF-8"?>
<DMAP xmlns:xsif”http://www.w3.0rg/2001/XMLSchema-instance”>
<GqtFileResponse>
<Hesult>0000</Result>

</JetFdaleResponse>

</ OMAP/ >

C.15 GET_FILE_RESULT
— XML schema structure of GET_FILE_RESULT Message is shown in Figure C.24.
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Figure C.24 — Get File Result Schema Structure

The follgwing XML example shows the get file result message, which announces transmissien grror,

i.e. ‘Can’f open the target file’.

Table C.20 — XML Example of Get File Response Payload Message

<?
<

<

<
</

xml ver;

DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance’>

GetFileResult>
<Result30BOD </Result>
/GetFil¢Result>

DMAP >

ion="1.0" encoding="UTF-8"7?>

C.16 PUT_FILE_REQUEST

XML schema structure of PUT_FILE_REQUEST Message is shown in Figure C.25.

|
| -
| | TargetURL
| type | xsdisiring
| _ FFTPID
Ve | ®¥edisiing
| PutFileRequest I%]—:—(:E FFTPPassword
pe | FlleRequestType iype|=wsdisiing

FileHequestType

FFileName
type | wedisiring

_JLFilﬂ"n"BrEil]n 1.
iype [ xsdisting ;

Figure C.25 — Put File Request Schema Structure

— The following XML example shows the put file request message including the FTP information.
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Table C.21 — XML Example of Put File Request Payload Message

<?xml version="1.0"” encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” >
<PutFileRequest>
<TargetURL>test</TargetURL>
<FTPID>id</FTPID>
<FTPPassword>password</FTPPassword>

<FileName>test</FileName>

</PutFileRequest>

</DMAP>

C.17PUT_FILE_RESPONSE
— XML schema structure of PUT_FILE_RESPONSE Message is shown in Figure C.26.

Resultfesponse Type

| PutFileResponse #—E:El—inesu“
type | ResultResponse Type tupe [®sd:hexBinary

\

Figure C.26 — Get File Response Schema Structure

— The following XML example shows the put file response message for the file upload request.

Table C.22 — XML Example of Put File Response Payload Message

<?xml version="1.0") encoding="UTF-8"?>
<DMAP xmlns:xs%="http://www.w3.0rg/2001/XMLSchema-instance”>
<PYtFileRespoOnse>
<Hesul&>0000</Result>

</HutFileResponse>

</DMAP>

C.18 PUT_FILE_RESULT
— XML schema structure of PUT_FILE_RESULT Message is shown in Figure C.27.
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ResultResponse Type

| PutFileResult I%]—EEI—%HE'E"“
iype [FesultHesponsaType woe [xsdihexBinary

1

Figure C.27 — Put File Result Schema Structure

— The follgwing XML example shows the put file result message, which announce transmissioii grror,
i.e. ‘Can’f open the target file’.

Table C.23 — XML Example of Put File Result Payload Message

<?xml vergion="1.0" encoding="UTF-8"7?>
<DMAP xmlmfs:xsi="http://www.w3.0rg/2001/XMLSchema-instance” >
<PutFil¢Result>
<Result>0B0OD </Result>

</PutFileResult>

</DMAP>

C.19 APPLY_REQUST
— XML schema structure of APPLY_REQUEST Message is shown in Figure C.28.
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Figure C.28 — Apply Request Schema Structure

he following XML example shows the apply request message including the FTP inforn

Table C.24 — XML Example of Apply Request Payload Message

e | st S

ing |

KN

pe | wad: s

FTPFassword
f i

=

~FileYersion !

-t

--------

ing ;

hation.

<?xnl version="1.0" encodindg=?UTF-8"?>
<DMAP xmlns:xsi="http:// wuw.w3.0rg/2001/XMLSchema-instanc
<ApplyRequest>
<ApplyType>Execution</ApplyType>
<ApplyFile>

<FileName>test.app</FileName>

<FTPID>test</FTPID>

<FTPPassword>test</FTPPasswd>

e’”>

<TargetURL>123.456.789</TargetURL>

</RApplyFile>
</ApplyRequest>

</DMAP>

C.20 APPLY_RESPONSE

— XML schema structure of APPLY_RESPONSE Message is shown in Figure C.29.
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ResultResponseType

| ApplyResponse %_@Eksﬁesult
type |HesultHesponse [ype bype | wsdihexBinang

Figure C.29 — Apply Response Schema Structure

— The follpwing XML example shows the apply response message with no error.

Table C.25 — XML Example of Apply Response Payload Message

<?xml vergion="1.0" encoding="UTF-8"?>

<DMAP xmlps:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<ApplyReg¢ponse>
<Result30000</Result>
</ApplyR¢sponse>

</DMAP>

C.21 APPLY_RESULT
— XML schema structure of APPLY_RESULT Messagegis shown in Figure C.30.

HesultHesponse [ype

| ApplyResult #l_@_EHESH“
D 'HasultFIeag\qﬁaaType vope | xed:hexBinany

Figure C.30 — Apply Result Schema Structure

— The foly)wing XML example shows the apply result message which announce apply error, i.¢. ‘the

1 . . ,
other a Py trafrsactiorrist g

Table C.26 — XML Example of Apply Result Payload Message

<?xml version="1.0" encoding="UTF-8"7?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<ApplyResult>

<Result>0C03 </Result>

</ApplyResult>

</DMAP>
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C.22

— XML schema structure of DEVICE_REGISTRATION_REQUEST Message is shown in Figure C.31.
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Figure C.31 — Device Registration Request Schema Structure

he following XML exampléeshows the device registration request message.

Table C.27 —XML Example of Device Registration Request Payload Messag

<?x1

<DMA

1 version="N.0" encoding="UTF-8"2?>
P xmlnsyrsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<DevideRegistrationRequest>

<ManufacturerName>test</ManufacturerName>

<ManufactureDate>2012-10-10</ManufactureDate>

<ModelName>test</ModelName>
<ModelNumber>1234fd</ModelNumber>
<SerialNumber>sadfasdfsaf</SerialNumber>
<FirmwareVersion>0.1l</FirmwareVersion>
<DeviceReqType>new</DeviceReqType>

</DeviceRegistrationRequest>

</DMAP>

C.23

DEVICE_REGISTRATION_RESPONSE
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— XML schema structure of DEVICE_REGISTRATION_RESPONSE Message is shown in Figure C.32.

lﬂeﬁuhﬂesuunﬁuTypu

] [IleviceHegishatinnHesnnns%EHesult
oe Resultfesponse Type oz wsdhexBinary
|

Figure C.32 — Device Registration Response Schema Structure

— The follpwing XML example shows the device registration response message.

Table C.28 — XML Example of Device Registration Response Payload Message

<?xml vergion="1.0" encoding="UTF-8"7?>

<DMAP xmlms:xsi="http://www.w3.0rg/2001/XMLSchema-instafice” >

<DeyiceRegistrationResponse>

<Result>0000</Result>

</D¢viceRegistrationResponse>

</DMAP>
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C.24 SERVICE_REGISTRATION_REQUEST
— XML schema structure of SERVICE_REGISTRATION_REQUEST Message is shown in Figure C.33.

ServiceHegistrationFequestType
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NOvpa e sfing

R .
| ServiceRegistrationRequest %I é}ﬂ
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'3 UserMame :
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Figure C.33 — Service Registration Resquest Schema Structure

— The following XML example shows the service registration request message.
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Table C.29 — XML Example of Service Registration Request Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<ServiceRegistrationRequest>
<DeviceID>0123456789AB0101</DevicelID>
<ModelName>test</ModelName>
<ModelNumber>test</ModelNumber>

<SerialNumber>test</SerialNumber>

<UserName>test</UserName>
<UserAccount>test</UserAccount>
<UserPassword>test</UserPassword>
<UserEmail>test</UserEmail>
<ServiceReqType>new</ServiceReqType>
<Update>test</Update>

</S¢rviceRegistrationRequest>

</DMAP>

C.25 SERV[ICE_REGISTRATION_RESPONSE

— XML schema structure of SERVICE_REGISTRATION_RESPONSE Message is shown in Figure C|34.

HesultHesponse lype

ServiceHegistrationBespo... “Result
ivole | ResultResponse Tuge tupe [#sdhezBinamy

Figure C.34' — Service Registration Response Schema Structure

— The follpgwing XML example shows the service registration response message.

Taple/C.30 — XML Example of Service Registration Response Payload Message

<?xml version="1.0" encoding="UTF-8"?>
<DMAP xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<ServiceRegistrationResponse>
<Result>0000</Result>
</ServiceRegistrationResponse>

</DMAP>
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<xsd:element name="DMAP">

<xsd:complexType>

<?xml version="”1.0" encoding="UTF-8"7>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema” elementFormDefault="qualified” attributeForm
Default="unqualified”>

xsd:cholce

<xsd:element name="DeviceRegistrationRequest” type="Dev]
ionRdquestType” />

<xsd:element name="DeviceRegistrationResponse”
typed”ResultResponseType” />

<xsd:element name="ServiceRegistrationReguest” type="Se]
atiorRequestType” />

<xsd:element name="ServiceRegistrationResponse”
typed”ResultResponseType” />

<xsd:element name="VersionInfoReduest”
typed”VersionInfoRequestType” />

<xsd:element name="VersionImnfeResponse” type="Versionlnf
ype” >

<xsd:element name="Dis€gveryRequest” type="DiscoveryReqy

<xsd:element name="DiscoveryResponse”
types”DiscoveryResponseType” />

<xsd:element ndme#"DeviceAdvertisement” type="Advertisen

<xsd:element.'dame="DeviceInfoRequest”
typeq”DeviceInfoRequestType” />

<xsd:element name="DeviceInfoResponse”
typeq”DeviceInfoResponseType” />

<xgt:element name="ControlRequest” type="ControlRequest]

Kxsd:element name="ControlResponse” type="ControlRespong

<xsd:element name="EventNotification” type="EventType”/>

<xsd:element name="EventSubscriptionRequest” type="Event
nReqyestType” />

<xsd:element name="EventSubscriptionResponse”
types”ResultResponseType” />

<xsd:element name="GetFileInfoRequest”
typed”GetFileIlAfoRequestType” />

<xsd:element name="GetFileInfoResponse” type="GetFilelInf
ype” f>

<xsd:element name="GetFileRequest” type="FileRequestTyp§g

<xsd:element name="GetFileResponse” type="ResultResponseType” />

<xsd:element name="GetFileResult” type="ResultResponseType”/>

<xsd:element name="PutFileRequest” type="FileRequestType”/>

ceRegistrat

viceRegistr

oResponseT

estType” />

entType” />

ype” />
eType” />

Subscriptio

oResponseT

/>
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<xsd:element
<xsd:element
<xsd:element
<xsd:element

<xsd:element

name="PutFileResponse” type="ResultResponseType” />
name="PutFileResult” type="ResultResponseType”/>
name="ApplyRequest” type="ApplyRequestType”/>

name="ApplyResponse” type="ResultResponseType”/>

</xsd:choice>

</xsd:complexType>

</xsd:element>

name="ApplyResult” type="ResultResponseType”/>

<xsd:complexType name="DeviceRegistrationRequestType”>

<xsd:sequence>

<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element

<xsd:element

</xsd:sequence>

</xdqd:complexType>

<xsd:complexType name="ServiceRegistrationRequestTyp&!>

minOccurs="("/>

<xsd:sequence>

<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:elemengt
<xsd:element

<xsd:elfenpent

<Rsd:element

</xsdig&quence>

</xqd:complaxType>

<xsd:cegmplexType name="VersionInfoRequestType”>

<xsd:segquence>

name="ManufacturerName” type="xsd:string” minOccurps="0"/>
name="ManufactureDate” type="xsd:string” minOcc@gs$="0"/>
name="ModelName” type="xsd:string” minOccurs&x0”™/>
name="ModelNumber” type="xsd:string” minOdgurs="0"/>
name="SerialNumber” type="xsd:string” minOccurs="0"/>
name="FirmwareVersion” type="xsd:stidg” minOccurs="0"/>

name="DeviceReqType” type="xsd:gtrérig” minOccurs="0"/>

name="DevicelID” tyRe#"xsd:string” minOccurs="0"/>
name="ModelNameX fype="xsd:string” minOccurs="0"/>
name="ModelNumber” type="xsd:string” minOccurs="0"/>
name="SehiélNumber” type="xsd:string” minOccurs="0"/>
name="7HserName” type="xsd:string” minOccurs="0"/>
namg="UserAccount” type="xsd:string” minOccurs="0"/>
name="UserPassword” type="xsd:string” minOccurs="0"/>
name="UserEmail” type="xsd:string” minOccurs="0"/>

name="ServiceReqType” type="xsd:string”

name="Update” type="xsd:string” minOccurs="0"/>

<xsd:element

<xsd:element

name="ManufacturerName” type="xsd:string” minOccurs="0"/>

name="ModelName” type="xsd:string” minOccurs="0"/>
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<xsd:element name="ModelNumber” type="xsd:string” minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="VersionInfoResponseType”>
<xsd:sequence>
<xsd:element name="Result” type="xsd:hexBinary”/>
<xsd:element name="Version” type="VerType” />

</xsd:sequence>

</xsd:complexType>
<xsd:complexType name="DiscoveryRequestType”>
<xsd:sequence>
<xsd:element name="DiscoveryReqType”>
<xsd:simpleType>
<xsd:restriction base="xsd:string?¥>
<xsd:enumeration yalue="A11"/>
<xsd:enumeration\wdlue="DevicelID”/>
<xsd:enumeratien value="DeviceType” />
<xsd:enumgration value="DeviceName” />
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:choice>
<xsd:elemengsfhame="StrTypeReq” type="xsd:string” minOccyrs="0"/>
<xsd:elem&nt name="HexTypeReq” type="xsd:hexBinary” min{ccurs="0"/>
</xsd:choice>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType namg~DiscoveryResponseType”>
<xsd:sequence>
<¥sd:element name="Result” type="xsd:hexBinary”/>
<xsd:element name="DeviceList”>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="BasicInfo”
typeq”BagicinfoType” />

</xsd:sequence>

<xsd:attribute name="numofdevice” type="xsd:integer”
use="required”/>

</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="BasicInfoType”>

<xsd:sequence>
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<xsd:element name="DeviceID” type="xsd:string”/>

<xsd:element name="DeviceType” type="xsd:hexBinary”/>
<xsd:element name="DeviceName” type="xsd:string”/>
<xsd:element name="DeviceSubname” type="xsd:string” minOccurs="0"/>
<xsd:element name="DeviceCapabilityList”>
<xsd:complexType>

<xsd:sequence>

<xsd:element name="DeviceCapability”

type="xsd:hd

use="requirg

</x9

<xsd

type="xsd:hg

use="requird

xBinary” maxOccurs="unpbounded
</xsd:sequence>

<xsd:attribute name="numofcapability” type="xsd:fifttegd
d” />
</xsd:complexType>
</xsd:element>
</xsd:sequence>
d:complexType>
:complexType name="AdvertisementType”>
<xsd:sequence>
<xsd:element name="DeviceID” type="xsd:string”/>
<xsd:element name="DeviceType” type="x<gd:hexBinary”/>
<xsd:element name="DeviceName” type={xsd:string”/>
<xsd:element name="DeviceSubname\{ype="xsd:string” minOccurs="0"/>
<xsd:element name="DeviceCapabiMNtyList”>
<xsd:complexType>
<xsd:sdéduence>

<xsd:element name="DeviceCapability”
xBinary” maxOccurs="unbounded” />

¥/xsd:sequence>

<xsd:attribute name="numofcapability” type="xsd:integd
d!!/>

</xsd:complexType>
</xsd:8lement>
<xsdJelement name="AdType”>
<xsd:simpleType>
<xsd:restriction base="xsd:string”>
<xsd:enumeration value="Start”/>

<xsd:enumeration value="End”/>

</xsd:restriction>
</xsd:simpleType>
</xsd:element>

</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="DevicelInfoRequestType”>

=
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<xsd:sequence>
<xsd:element name="DeviceInfoReqType”>
<xsd:simpleType>
<xsd:restriction base="xsd:string”>
xsd:enumeration value="FullDescription”/>
<xsd:enumeration value="BasicInfo”/>
<xsd:enumeration value="FunctionList”/>

<xsd:enumeration value="DeviceProperty”/>

<xsd:enumeration value="CommonPropertw|/>
<xsd:enumeration value="ConfigProp€nty” />
<xsd:enumeration value="StatusRroperty’l/>
<xsd:enumeration value="DevicéSpecificPjoperty”/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="DevicelInfoResponseType”>
<xsd:sequence>
<xsd:element name="Result” type="xsd:hexBinary”/>
<xsd:element name="DeviceInfolList”>
<xsd:complexTyp&>
<xgd%Choice>

<xsd:element name="FullDescription”
typeq”FullDescriptionType” maxOccurs="undeunded” />

”

<xsd:element name="BasicInfo” type="BadicInfoType
maxOdcurs="unbounded” />

<xsd:element name="FunctionList”
maxOdcurs="unbounded”>

<xsd:complexType>
<xsd:complexContent>

<xsd:extension
baseq”FunctionListType”>

<xsd:attribufle
names”numof funditon” type="xsd:integer” use="required”/>

</xsd:extension>

</xsd:complexContent>

</xsd:complexType>

</xsd:element>

<xsd:element name="DeviceProperty”
type="DevicePropertyType” maxOccurs="unbounded”/>

<xsd:element name="CommonProperty”

type="CommonPropertyType” maxOccurs="unbounded”/>
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<xsd:element name="ConfigProperty”
type="ConfigPropertyType” maxOccurs="unbounded”/>

<xsd:element name="StatusProperty”
type="StatusPropertyType” maxOccurs="unbounded” />

<xsd:element name="DeviceSpecificPropertyList” type
="DeviceSpecificPropertyListType” maxOccurs="unbounded”/>

</xsd:choice>

<xsd:attribute name="numofdevice” type="xsd:integer”
use="required”/>

scle Ceeraul T
T

</xsd:element>
</xsd:sequence>
</xdqd:complexType>
<xsd:complexType name="FullDescriptionType”>
<xsd:sequence>

<xsd:element name="BasicInfo” type="BasicInfoType”/>

<xsd:element name="FunctionList”>

<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="FunctionListType”>

<xs@¢attribute name="numoffunction”
type="xsd:irffteger” use="required”/>

</xsd:extension>
</xsd:complex®Ceritent>
</xsd:complexType>
</xsd:element>
<xsd:element name="Dewil&Property”>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="CommonProperty”
type="Commor|PropertyType” />

<xsd:element name="ConfigProperty”
type="ConfigHropertyType” />

<xsd:element name="StatusProperty”
type="StatugPropertyType >

<xsd:element name="DeviceSpecificPropertyList” |type
="DeviceSpedificProperiyListType” />

</xsd:sequence>

</xsd:complexType>

Xsd:elemenc
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="DevicePropertyType”>

<xsd:sequence>
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tType” />

<xsd:element name="DevicelID” type="xsd:string” minOccurs="0"/>
<xsd:element name="CommonProperty” type="CommonPropertyType”/>
<xsd:element name="ConfigProperty” type="ConfigPropertyType” />

<xsd:element name="StatusProperty” type=”StatusPropertyType” />

<xsd:element name="DeviceSpecificPropertylList” type="DeviceSpecificPropertylis

</xsd:sequence>

</xsd:complexType>

typed”xsd:integer” use="required”/>

typed”xsd:integer” use=’required”/>

Xsd:sequence
<xsd:element name="DevicelID” type="xsd:string” minOccurs="0"/5
<xsd:element name="Model” type="ModelType” minOccurs="0"/%
<xsd:element name="Manufacture” type="ManufactureType” mimOccursg”0”/>
<xsd:element name="Version” type="VerType” minOccurs=/0"/>
<xsd:element name="Location” type="xsd:string” minOccurs="0"/>
<xsd:element name="Weight” type="WeightType” minOccurs="0"/>
<xsd:element name="PhysicalSize” type="Phwud¥CalSizeType” minOccuys="0"/>
<xsd:element name="DisplayList” minOccufs3"0”>
<xsd:complexType>
<xsd:complexConté&nt>
<xsdrmextension base="DisplayListType”>

”

<xsd:attribute name="numofdisglay

</xsd:extension>
</¥X8d: complexContent>
</xsd:cqomplexType>
</xsd:element>
<xsd:element name="MemoryList” minOccurs="0">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="MemoryListType”>

<xsd:attribute name="numofmemdry

</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>

<xsd:element name="MPUList” minOccurs="0">

<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="MPUListType”>

<xsd:attribute name="numofMPU”

type="xsd:integer” use="required”/>

</xsd:extension>

</xsd:complexContent>
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</xsd:complexType>
</xsd:element>
<xsd:element name="NetworkList” minOccurs="0">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="NetworkListType”>

<xsd:attribute name="numofnetwork”

type="xsd:integer” use="required”/>

curs="0"/>

xsd:extension
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="StorageList” minOccurs="0">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="StowagelListType”>

<xsd:attriby@td‘name="numofstorage”

type="xsd:irffteger” use="required”/>

</xsd:extension>
</xsd:complexContent*
</xsd:complexType>
</xsd:element>
<xsd:element name="NeighborList™ minOccurs="0">
<xsd:complexType>
<xsd:cdmplexContent>
<xsd:extension base="NeighborListType”>

<xsd:attribute name="numofneighbor”

type="xsd:irfjteger” use="required”/>

</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsduelement>

Xsd:element name="PowerConsumption” type="PowerConsumptionType” minOc-

</xdd:)sequence>
</xqd:complexType>

<xsd:dofiplexType name="ConfigPropertyType”>

maxOccurs="unbounded”>

xsd:sequence>

<xsd:element name="DeviceID” type="xsd:string” minOccurs="0"/>
<xsd:element name="NetworkConfig”>
<xsd:complexType>
<xsd:sequence>

<xsd:element name="Ethernet” minOccurs="0"

<xsd:complexType>

<xsd:sequence>
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