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FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
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respective organization to deal with particular fields of technical activity. ISO and IEC technical commi
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from all interested IEC National Committees and ISO member bodies.
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publication or any other IEC, ISO\¢r. ISO/IEC publications.
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indispensable for the correct-application of this publication.
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This

INTRODUCTION

International Standard standard encompasses the following:

Clause 1 describes the scope.

Clause 2 provides normative references for the entire standard.

Clause 3 provides definitions, abbreviations, and conventions used within the entire standard.
Clause 4 describes the general operating requirements of the command layer.

Clause 5 describes the ATA protocols used by the commands in this standard.

Clause 6 describes Normal and Error Output fields.

Windows is a registered trademark of Microsoft Corporationdin~the United States and/or o

coun

CFgst and CompactFlash are trademarks of the Compact'\Flash Association.

The

Clause 7 describes commands.

Clause 8 describes the SCT Command Transport.

Clause 9 describes command normal and error outputs.

Normative Annex A describes logs.

Informative Annex B provides command summaries.

Informative Annex C describes considerations for using devices with non-512-byte sectors.
Informative Annex D provides a tutorial on how to use SCT.

Informative Annex E provides implementation guidelines for 1 024/4/096 byte sectors.

tries.

ATA document relationships

set of AT Attachment standards consists<of this standard and the ATA implementaion
standards described in AT Attachment - 8 ATAIATAPI Architecture Model (ATA8-AAM). Figu
shows the relationship of this standard to ‘the other standards and related projects in the
and| SCSI families of standards and spegifications.

Related host standards -
and specifications

v v

Q

mriciimn = O

4

lo

AT Atta

ther

re 1
ATA

[
Packet delivered '
command sets
Q.
()
3 (> Y 50
© P D —~
=C 23
@ % ATA/ATAPI Command Set — 2 (ACS-2) niai} 3
< * + o
8 =
< (7]
AT Attachment - 8 AT Attachment - 8
Parallel Transport Serial Transport
(ATA8-APT) (ATA8-AST)

+ i

Figure 1 — ATA document relationships


https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

-18- ISO/IEC 17760-102:2016 © ISO/IEC 2016
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document may involve the use of a patent.

IEC and ISO take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured IEC and ISO that he/she is willing to negotiate
licences either free of charge or under reasonable and non-discriminatory terms and conditions
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INFORMATION TECHNOLOGY -
AT Attachment -

Part 102: ATA/ATAPI Command Set - 2 (ACS-2)

1 Scope

This part of ISO/IEC 17760-102 specifies the command set host systems use eJacg

stolage devices. It provides a common command set for systems manufacturers, sys
integrators, software suppliers, and suppliers of intelligent storage devices.

ess
tem

Thig standard maintains compatibility with the ATA8-ACS standard, INCIES452-2008, while

proyiding additional functions.

2 Normative references

For|dated references, only the edition cited applies. For undated references, the latest ed
e referenced document (including any amendments) applies.

ISQ/IEC 646, Information technology — ISO 7-bit/coded character set for informa
inte change1

IEC 14776-323, SCSI Block Commands - 3 (SBC-3)

ISO|7779:1999, Acoustics — Measurement of airborne noise emitted by information techno
and|telecommunications equipment

ANS$I INCITS 451-2008[R2013], AT Attachment-8 — ATA/ATAPI Architecture Model (ATA8-A
ANSI INCITS 493-2012, AT Attachment-8 — Serial Transport (ATA8-AST)

ANS$I INCITS 524-2016, AT Attachment-8 — Parallel Transport (ATA8-APT)

ANS$I INCITS BSR 513, SCSI\Primary Commands - 4 (SPC-4) (planned as ISO/IEC 14776-4
Seripl ATA revision 2.6 (SATA 2.6) (see http://www.sata-io.org)

ConppactFlash Associatioh Specification, Revision 5.0 (see http://www.compactflash.org)

CFast™, a CompagctFlash™ Association Specification, Rev 1.0 (see http://www.compactﬂash.org)2

IETF RFC 3280, Internet X.509 Public Key Infrastructure: Certificate and Certificate Revocation Lig
(CRL) Profile~(see http://www.ietf.org)

IETKF REE-/3281, An Internet Attribute Certificate: Profile for Authorization (see http://www.ietf.org)

Thel following referenced documents are indispensable for the ‘application of this documrnt.
t

on

fion

ogy

AM)

54)

1. ANSI INCITS 4-1986 (R2002), Information Systems — Coded Character Sets — 7-Bit American National Standard

Code for Information Interchange (7-Bit ASCII)

2. CFast and CompactFlash are trademarks of the Compact Flash Association.
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3 Terms, definitions, abbreviations, and conventions

3.1 Terms and definitions

For the purposes of this document the following terms and definitions apply.

3.1.1
28-bit command

command that uses Feature (7:0), Count (7:0), LBA (27:0), Device (15:8) and Command (7:0) to

specify its arguments

3.1.2

48-hit command

command that uses Feature (15:0), Count (15:0), LBA (47:0), Device (15:8) and Command, (7:0) to

spegify its arguments

3.1.
acolstics
megsurement of airborne noise emitted by information technology and telecommunications equipn

Not¢ 1 to entry: See ISO 7779:1999(E).

3.1.
Active mode
power condition specified by the PMO: Active state

3.1.
application
softyvare that is dependent on the services of an operating system

3.1.
application client
objgct in the host that is the source of commands‘and device management functions

Notg¢ 1 to entry: See ATA8-AAM.

3.1.
ASCII character
bytg containing a 7-bit ASCII pattedn in bits (6:0) with bit 7 cleared to zero

Note¢ 1 to entry: See ISO/IEC 646.

3.1.
ATA device

AT Attachment device

device implementing-the General feature set

Notg 1 to entry:See 4.2.

3.1.
ATA string

set f ASCII characters (qpp 31 7) in the format specified in 3 3 10

3.1.10

ATAPI device

AT Attachment Packet Interface device
device implementing the PACKET feature set

Note 1 to entry: See 4.3.

3.1.11

Audio-Video

AV

Audio-Video application data that is related to video images and/or audio

Note 1 to entry: See 4.24.

ent
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3.1.12
Background Activities
activities initiated by a command that occur after command completion has been reported

3.1.13

basic input/output system

BIOS

initial application client that is run when power is applied

Note 1 to entry: The primary function of BIOS is to initialize various components (e.g. storage devices).

internal media operation supported by some devices that sets a block of data to a vendor specific-value

datd storage area outside the area accessible by application clients'that may contain a subset of the
datg stored in the non-volatile data storage area

3117
CFA device
device implementing the CFA feature set

Noté 1 to entry: CFA devices may implement the ATA8-APT transport or the ATA8-AST transgport
(seq 3.1.19).

Notg 2 to entry: See 4.6.

CF form factor device that conforms to the SATA device requirements in this standard, implementg the

buffer that is filled starting at the first byte continuing to the last byte and then wraps to store data in the
first byte of the buffer again

3.1.22

command aborted

command completion with the Error bit set to one in the Status field and the Abort bit set to one in the
Error field

3.1.23
command acceptance
positive acknowledgement of a command being received by a device

Note 1 to entry: See the appropriate transport standard for a definition of positive acknowledgement.
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3.1.24
command completion

016

completion by the device of the action requested by the command or the termination of the command
with an error, the setting of the appropriate bits in the Error field, and the setting of the appropriate bits

in the Status field

3.1.25
command packet
data structure transmitted to the device during the processing of a PACKET command

Note 1 to entry: A command packet includes the command and command parameters.

3.1.p6
COMRESET
commanded hardware reset in the Serial ATA transport

Not¢ 1 to entry: See SATA 2.6.

3.1.p7
Data Set
set ¢f LBA Ranges used by the device as a single group

3.1.28
DCO Set
command which changes the device configuration

Not¢ 1 to entry: The following commands are DCO Set commands: DEVICE CONFIGURATION
command (see 7.10.6) and DEVICE CONFIGURATION SET DMA command (see 7.10.7).

Not¢ 2 to entry: See 4.7.

3.1.29

devjce

datg storage peripheral
EXAMPLE a disk drive.

Not¢ 1 to entry: See 3.1.8 and 3.1.10.

3.1.80

DMA data transfer

direct memory access datadransfer

megns of data transfer between device and host memory without application client intervention

3.1.81

DRQ data block

Data Request data.block

number of logi¢al-sectors with available status when using either the PIO Data-In command protoc
the P1O Data-Out command protocol

3.1.82
DWord

bl or

sequence of four contiguous bytes considered as a unit
Note 1 to entry: See 3.3.9.

3.1.33
FIS
Frame Information Structure for the serial ATA interface

Note 1 to entry: See ATA8-AST.

3.1.34
free fall
vendor specific condition of acceleration
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3.1.35
hardware reset
routine performed by a device after a hardware reset event as defined in ATA8-AAM

3.1.36
HPA Locked
condition of a device in the H2, HL1-HL6 or HEL1-HELG6 state

Note 1 to entry: See 4.11.6.

3.1.37

HPA Unlocked

congiifion of a device in the HO, HT, H3, HST-HSB6, or HES T-HESE state

Not¢ 1 to entry: HPA Unlocked states are those in which the password may or may not be set.

Not¢ 2 to entry: See 4.11.6.

.61
Hata

<binary_eode> bit or bit position with the smallest numerical weighting in a group of bits that, when
takemasa whole, represcrlit d numericat vatue

EXAMPLE - In the number 0001b, the bit that is set to one.

3.1.45

logical block address

LBA

value used to reference a logical sector
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3.1.46

logical sector

logical block

sector

set of logical words accessed and referenced as a unit

Note 1 to entry: Logical sectors are referenced by LBA (see 3.1.45).

Note 2 to entry: See IDENTIFY DEVICE data words 118:117 (see 7.17.7.61).

3.1.47
log

namnd sequence of one or maore loa paqges
-~ T

Notg 1 to entry: See Annex A.

3.1.55

native max address

highest LBA that a device accepts as reported by DEVICE CONFIGURATION IDENTIFY data as
reduced by the DEVICE CONFIGURATION SET command

Note 1 to entry: The native max address is the highest LBA that is accepted by a device using the SET
MAX ADDRESS command (see 7.50.2). If the 48-bit Address feature set is supported, the native max
address is the highest value accepted by a device using the SET MAX ADDRESS EXT command
(see 7.51).

3.1.56
Non-Volatile cache
cache that retains data through all reset events (e.g. power-on reset)

Note 1 to entry: Non-volatile cache is a subset of the non-volatile media.
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3.1.57
Non-Volatile Media
physical storage media that retains data written to it through all reset events (e.g., power-on reset)

3.1.58

NV Cache Pinned Set

set of logical blocks specified by the application client for which all user data accesses associated with
those logical blocks are written to or read from the non-volatile cache

3.1.59
NV Cache Set

datd structure representing the standard format of transmitting logical blocks in the form-of a list of LBA
Ranjge Entries

set pf logical blocks that are represented in the NV Cache Set but not represented in the NV C4che
Pinnjed Set

Notg 1 to entry: See 4.15.1.

3.1.62

organizationally unique identifier
oul
numleric identifier that is assigned by the IEEE such that-ho/assigned identifiers are identical
Not¢ 1 to entry: OUI is equivalent to company_id or IEEE company _id.

Not} 2 to entry: The numeric identifier is called an QUI when it is assigned by the IEEE.

Not¢ 3 to entry: The IEEE maintains a tutorial déscribing the OUI at
http}//standards.ieee.org/regauth/oui/.

3.1.63
partition
rande of LBAs specified by an application client

3.1.64
Password Attempt Counter. Exceeded
confents of IDENTIFY DEVICE, word 128, bit 4 (see 7.17.7.66)

3.1.65

PATA device

Parallel ATA-device

device implementing the parallel ATA transport

Not¢ 1to.entry: See ATA8-APT.

3.1.
physical sector

one or more contiguous logical sectors that are read from or written to the device media in a single
operation

3.1.67

PIO data transfer

programmed input/output data transfer

data transfers performed using PIO commands and protocol

3.1.68
power condition
one of the following power management substates: Idle_a, Idle_b, Idle_c, Standby_y or Standby z

Note 1 to entry: See 4.8.
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3.1.69
power cycle
interval from when power is removed from a host or device until the subsequent power-on event

Note 1 to entry: See ATA8-AAM.

3.1.70
power-on reset

host specific routine performed by the host or the routine performed by a device after detecting a

power-on event
Note 1 to entry: See ATA8-AAM.

3.1.71
Qugued Command
NCQ command that has reported command acceptance but not command completion

1 to entry: The following commands are-yead stream commands: READ STREAM EXT and R
STREAM DMA EXT.

3.1.Y5

SATA device

Serial ATA device

device implementing the serial”ATA transport

1 to entry: See ATA8AST.

FAD
EAD
FAD

EAD

command that reads from the SCT command/status log
Note 1 to entry: See clause 8.
3.1.78

Serial ATAPI device
device implementing the serial ATA transport (see ATA8-AST) and the PACKET feature set

3.1.79
signature

unique set of values placed in the return parameters used to distinguish device types (e.g., General,

ATAPI device, Port Multiplier)
Note 1 to entry: See table 217.
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3.1.80
signed
value that is encoded using two’s compliment

3.1.81
Sleep mode
power condition specified by the PM3: Sleep state

3.1.82
software reset
routine performed by a device after a software reset event as defined in ATA8-AAM

NotgTTo entry: The software reset routine includes the actions defined in ATAS-AAN, This stang
and|the applicable transport standards.

3.1.83
spin-down
prodess of bringing a rotating media device’s media to a stop

3.1.84
spin-up
prodess of bringing a rotating media device’s media to operational speed

ard,

7.8)

the

and

datd
commands

3.1.91
user data area

area of the device’s media that stores user data and is addressable by the host from LBA 0 to DEVICE

CONFIGURATION IDENTIFY data words 3..6

3.1.92
Volatile Cache
cache that does not retain data through power cycles
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3.1.93

vendor specific

bits, bytes, fields, and code values that are reserved for vendor specific purposes, also levels of
functionality whose definition is left to the vendor

Note 1 to entry: Vendor specific bits, bytes, fields, and code values are not described in this standard,
and implementations may vary among vendors.

3.1.94

word

sequence of two contiguous bytes considered as a unit
Note1-to nnfr\l/' See 339

Not¢ 1 to entry: The following commands are write commands: SCT Write Same, WRITE'DMA, WRITE

EXT, WRITE MULTIPLE FUA EXT, WRITE SECTOR(S), WRITE SECTOR(S)‘-EXT, WRITE STREAM

1 to entry: The following commands are write stream commands: WRITE STREAM DMA EXT|and
WRI|TE STREAM EXT.

3.1.97

wor]d wide nhame

WWN

64-hit worldwide unique name based upon a company’s IEEE OUI

Not¢ 1 to entry: The WWN is reported in IDENTIFY DEVICE data words 108..111 (see 7.17.7.58)|and
IDENTIFY PACKET DEVICE data words 108.:111 (see 7.18.6.44).

3.2|Symbols and abbreviations
3.2.] Abbreviations

Abbreviations used in this standard:

Abpreviation Meaning

ACS ATA/ATAPI Command Set
APM_Advanced Power Management
ASE’ Additional Sense Code

ASCIl American Standard Code for Information Interchange
AQ(‘Q Additional Saense Cade. Qnalifinr

ASR Asynchronous Signal Recovery
ATA AT Attachment
ATAPI AT Attachment with Packet Interface
ATA/ATAPI-5 AT Attachment with Packet Interface Extension - 5 (see Bibliography)
ATA/ATAPI-6 AT Attachment with Packet Interface Extension - 6 (see Bibliography)
ATA/ATAPI-7 AT Attachment with Packet Interface Extension - 7 (see Bibliography)
ATA8-AAM AT Attachment-8 - ATA/ATAPI Architecture Model (see clause 2)
ATA8-ACS AT Attachment — 8 ATA/ATAPI Command Set (see Bibliography)
ATA8-APT AT Attachment-8 - Parallel Transport (see clause 2)
ATA8-AST AT Attachment-8 - Serial Transport (see clause 2)
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Abbreviation
AV

BIOS

CDB

CFA

CFast

CRC

DCO

Meaning

Audio/Visual

Basic I/0 System

Command Descriptor Block (see SPC-4)
Compact Flash Association

Compact Flash ATA Serial Transport
Cyclic Redundancy Check

Device Configuration Overlay

DDT
DMA
DRQ
EPC
EXT
FIS
FUA
GPL
HBA
HBA-2
HPA
INCITS
ISO
LBA
LLS
LPS
LSB
MSB
NCQ
NV
Ooul
PARTIES
PATA
PIO
PUIS
RMW

Method to Disable Data Transfer after Error Technical Report (see Bibliography)
Direct Memory Access

Data ReQuest

Extended Power Conditions

Command used the extended (48-bit LBA) format parameters

Frame Information Structure

Forced Unit Access

General Purpose Logging

Host Bus Adapter

Host Bus Adapter - 2 (see Bibliography)

Host Protected Area

InterNational Committee for Information-Technology Standards (see www.incits.org
Organization for International Standards

Logical Block Address

Long Logical Sector

Long Physical Sector

Least Significant Bit

Most Significant Bit

Native Command-Queueing

Non-volatile

Organizationally Unique Identifier

Protected Area Run Time Interface Extensions (see Bibliography)
Rarallel ATA

Programmed Input/Output

Power-Up In Standby

Read-Modify-Write

SATA
SATA-IO
SCT
SMART
SPC-4
SSP
T10

T13
TCG
TLC

Serial ATA

Serial ATA International Organization (see www.sata-io.org)
SMART Command Transport

Self-Monitoring Analysis and Reporting Technology

SCSI Primary Commands - 4 (see clause 2)

Software Settings Preservation

INCTIS Technical Committee T10

INCTIS Technical Committee T13

Trusted Computing Group (see www.trustedcomputinggroup.org)
Time Limited Commands (see Bibliography)
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Abbreviation Meaning
VS Vendor Specific
WWN World Wide Name

3.2.2 Units
Units used in this standard:

Unit Meaning
h  hour (unit of time)
min_— minute (lmit of ‘rimn)
ma milliampere
ms millisecond (i.e., 103 seconds)
ns nanosecond (i.e., 107 seconds)
s second (unit of time)
Ms  microsecond (i.e., 1076 seconds)
V  volt

3.2.3 Symbols
Synpbols used in this standard:

Symbol Meaning
® registered trademark
™ registered trademark

3.2.4 Mathematical operators
Mathematical operators used in this standard:

Mathematical
Operator Meaning

+ added to
subtracted from
multiplied by
divided by
less than
less than, or equal to
greaterthan
greater-than or equal to

vV V IN A X

3.3|Conventions
3.3.1 Overview

Lowercase |s used for words havmg the normal Engllsh Ianguage meaning. Certam words jand

meanlng These words and terms are deflned elther in cIause 3 orin the text where they first
appear.

The names of abbreviations, commands, fields, and acronyms used as signal names are in all
uppercase (e.g., IDENTIFY DEVICE). Fields containing only one bit are usually referred to as
the “name” bit instead of the “name” field. (See 3.3.6 for the naming convention used for
naming bits.)

Names of device fields begin with a capital letter (e.g., Count).

The expression “word n” or “bit n” shall be interpreted as indicating the content of word n or the
content of bit n.
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3.3.2 Precedence

If there is a conflict between text, figures, and tables, the precedence shall be tables, figures,
then text.

3.3.3 Lists

3.3.3.1 Lists overview

Lists are associated with an introductory paragraph or phrase, and are numbered relative to

that

paragraph or phrase (i.e., all lists begin with an a) or 1) entry).

Each item in a list shall be preceded by an identification with the style of the identification

beir
If tH

cap
cap
Eac
The
(i.e.
use

3.3.

An

mat
star
list

nes
with
The

EXA

3.3.

An
befd

g determined by whether the fistisimtendedto be am ordered tistoram unordered1ist:

e item in a list is not a complete sentence, then the first word in the item shall no
talized. If the item in a list is a complete sentence, then the first word in the item;shal
talized,

h item in a list shall end with a semicolon, except the last item, which shall.end in a per
next to the last entry in the list shall end with a semicolon followed by an “and” or an
, “...;and”, or “...; or”). The “and” is used if all the items in the list are required. The “o
d if only one or more items in the list are required.

B.2 Unordered lists

inordered list is one in which the order of the listed itemslis unimportant (i.e., it does

t with a lower case letter followed by a close parenthesis. If it is necessary to subdiviq
tem further with an additional unordered list (i.e.,<prave a nested unordered list), then
ed unordered list shall be indented and each itém in the nested unordered list shall §
an upper case letter followed by a close parenthesis.

following is an example of an unordered lis{'with a nested unordered list:
MPLE - The following are the items for the assembly:

p) a box containing:
A) a bolt;

B) anut; and

C) awasher;

b) a screwdriver; and
C) awrench.

8.3 Ordered lists

be
| be

iod.
“Or”

I is

not

fer where in the list an item occurs as all items have equaliimportance). Each list item ghall

ea
the
tart

brdered list is.one in which the order of the listed items is important (i.e., item n is requ

par¢nthesisIfiit is necessary to subdivide a list item further with an additional unordere

(i.e,

ite
pa:lnthesis.

red

re item n*+/):Each listed item starts with an Western-Arabic numeral followed by a close

list

, have-anested unordered list), then the nested unordered list shall be indented and dach
in the nested unordered list shall start with an upper case letter followed by a close

The
EXA

following is an example of an ordered list with a nested unordered list:
MPLE - The following are the instructions for the assembly:

1) remove the contents from the box;

2) assemble the item;
A) use a screwdriver to tighten the screws; and
B) use a wrench to tighten the bolts;
and

3) take a break.


https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

-32- ISO/IEC 17760-102:2016 © ISO/IEC 2

3.3.4 Keywords

3.3.41
expected

016

keyword used to describe the behavior of the hardware or software in the design models assumed by

this standard
Note 1 to entry: Other hardware and software design models may also be implemented.
3.34.2

mandatory
keyword indicating items to be implemented as defined by this standard

key\ord indicating that the designated bits, bytes, words, fields, and_¢ode values that may have k&

een

defined in previous standards are not defined in this standard and.shall not be reclaimed for other lises

in future standards

Not
proyide for backward compatibility.

NotI 2 to entry: Obsolete commands should not be used by the host.

Not¢ 3 to entry: Commands defined as obsolete may return command aborted by devices conforr
to this standard. However, if a device does not\feturn command aborted for an obsolete command
device shall return command completion for.the command.

3.3.4.6

optional

key\vord that describes features that are not required by this standard

Note 1 to entry: If any optional:feature defined by the standard is implemented, the feature sha
impllemented in the way defined by the standard.

3.3.4.7
prohibited
key\ord indicating\that an item shall not be implemented by an implementation

1 to entry: Some degree of functionality may be required for items designated as “obsolet¢” to

hing
the

| be

keyyord.indicating reserved bits, bytes, words, fields, and code values that are set aside for fi
standardization

ure

Note 1 to entry: The use and interpretation of reserved bits, bytes, words, fields, and code values may

be specified by future extensions to this or other standards.

Note 2 to entry: A reserved bit, byte, word, or field shall be cleared to zero, or in accordance with a
future extension to this standard. The recipient shall not check reserved bits, bytes, words, or fields.

Note 3 to entry: Receipt of reserved code values in defined fields shall be considered a command

parameter error and reported by returning command aborted.
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3.34.9
retired
keyword indicating that the designated bits, bytes, words, fields, and code values that had been defined
in previous standards are not defined in this standard and may be reclaimed for other uses in future

stan

dards

Note 1 to entry: If retired bits, bytes, words, fields, or code values are used before they are reclaimed,
they shall have the meaning or functionality as described in previous standards.

3.3.4.10
shall
keyword indicating a mandatory requirement

Note 1 to entry: Designers are required to implement all such mandatory requirements to én
intefoperability with other products that conform to this standard.

3.3.4.11

sho
key

Not¢ 1 to entry: The keyword “should” is equivalent to the phrase “it is recommended”.

3.3.

Ab
the
Und
to in
Ah
only
F in
incl
deli

Ad
the

(e.g

Tab

Id
vord indicating flexibility of choice with a strongly preferred alternative

b Numbering

nary number is represented in this standard by any sequence’of digits consisting of
Western-Arabic numerals 0 and 1 immediately followed by-a‘lower-case b (e.g., 010
erscores or spaces may be included between charactersinbinary number representat

bxadecimal number is represented in this standardiby any sequence of digits consistin
the Western-Arabic numerals 0 through 9 and/erthe upper-case English letters A thro
hmediately followed by a lower-case h (e.g.,"'FA23h). Underscores or spaces may

heate field boundaries (e.g., B FD8C FA23h or B_FD8C_FA23h).

pcimal number is represented in this standard by any sequence of digits consisting of
Arabic numerals 0 through 9 not.immediately followed by a lower-case b or lower-cas
., 25). This standard uses the follawing conventions for representing decimal numbers:

n) the decimal separator (i.e., separating the integer and fractional portions of the number) is
period;

b) the thousands separator (i.e., separating groups of three digits in a portion of the number)
space; and

c) the thousands séparator is used in both the integer portion and the fraction portion of a num

e 1 shows somejexamples of decimal numbers using various numbering conventions.

Table 1 — Numbering conventions

crease readability or delineate field boundaries (e.g., 0.0101 1010b or 0_0101_1010b).

sure

bnly
1b).
ons

g of
ugh
be

Ided between characters in hexadecimal number representations to increase readability or

bnly
eh

V)

ber.

ISO/IEC us This standard
0,6 0.6 0.6
9, 141 094 0O 9. 14109400 J. 141 094 0O
1000 1,000 1 000
1323 462,95 1,323,462.95 1323 462.95

A decimal number represented in this standard with an overline over one or more digits
following the decimal point is a number where the overlined digits are infinitely repeating (e.g.,
666.6 means 666.666 666... or 666 2/3, and 12.142 857 means 12.142 857 142 857... or
12 1/7).

3.3.6 Bit conventions

Name (n:m), where n shall be greater than m, denotes a set of bits (e.g., Feature (7:0)). n:m
where n shall be greater than m denotes a bit range in a table.
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3.3.7 Number range convention

p..q, where p is less than q, represents a range of numbers (e.g., words 100..103 represents
words 100, 101, 102, and 103).

3.3.8 State diagram conventions

All state diagrams use the notation shown in Figure 2.

State Designator: State_name State Designator: State_name
Entry Condition Transition Condition
—Transition Label——»»| » N —Transition Label» State_Name
Transition Action Transition Condition Transition Action

—Transition Label———
Transition Action

Transition Condition
(or COMMAND (value))
—Transition Label———
Transition Action
Transition Condition
or COMMAND (value)

- Transition Label
Transition Action

Transition €ondition

Transition Label—
( Jransition Action
P

4

State re-entry,

Figure-2 — State diagram convention

Each state is identified by a~state designator and a state name. The state designator is unique
ama@ng all states in all state'diagrams in this standard. The state designator consists of a sIt of
lettgrs that are capitalized in the title of the figure containing the state diagram followed by a
unique number. The state name is a brief description of the primary action taken during|the
stafle, and the same state name may appear in other state diagrams. If the same primary
fun¢tion occurssin other states in the same state diagram, then the primary functions|are
des|gnated witha unique letter at the end of the name. Additional actions may be taken while
in a|state.and these actions are described in the state description text.

Eagh {ransition is identified by a transition label, a transition condition, and optionally by a
transit ) L . . ich
the transition is being made followed by the state designator of the state to which the transition
is being made. The transition to enter or exit a state diagram may come from or go to a number
of state diagrams, depending on the command being processed. In this case, the state
designator is labeled State_name. The transition condition is a brief description of the event or
condition that causes the transition to occur. A transition action may be included, indicated in
italics, that is taken when the transition occurs. This action is described in the transition
description text.

Upon entry to a state, all actions to be processed in that state are processed. If a state is
re-entered from itself, all actions to be processed in the state are processed again.

Each state machine is instantiated based on the Entry Conditions. An Entry Condition is a
transition based on an action occurring outside of the state machine.

All transitions shall be instantaneous.
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The notation COMMAND (value), as a transition condition, refers to the device receiving the
command with a specific value or values.

EXAMPLE 1 - SET MAX ADDRESS (volatile) means the device successfully processes a volatile SET MAX
ADDRESS command (i.e., a SET MAX ADDRESS with the V_V field set to zero).

EXAMPLE 2 - SET MAX ADDRESS (non-volatile) means the device successfully processes a non-volatile SET
MAX ADDRESS command (i.e., a SET MAX ADDRESS with the V_V field set to one).

If a state has a transition condition that specifies native max, then any other set max conditions
imply a value less than the native max value. If a state has a transition condition that specifies
neither volatile nor non-volatile, then both are implied.

If the (value) notalion is not present on a fransition, then the fransition occurs Tor jany
parameter combination of the command.
3.3.9 Byte, word, DWord, and QWord Relationships
Figure 3 illustrates the relationship between bytes, words, DWords, and QWords:
Byte Byte
7/6/5/4,3(2|p0]0
MSB LSB
Word at offset n Word n
15/14|/13/12(11|10|9 |8 |7 |6 |54 3|2 | |0
MSB 1 LSB
Byte 2n+1 Byte 2n
DWord at word offset n
DWord n/2
31/30(29|28|27|26|25|24(23/22|24420{19|18|17|16|15/14|13|12/11/10|{9 |8 |7 |6 |54 |3 |2 |[1 | O
MSB i LSB
Byte 2n+3 Byte 2n+2 Byte 2n+1 Byte 2n
Word n+1 Word n
QWord at word offset n
QWord n/4
63| ... |56/55| ... |48(47| ... |40/39 32131 ... |24)23] ... |16|15] ... |87 0
MSB i LSB
Byte 2n+7 | Byte 2n+6 | Byte 2n+5 | Byte 2n+4 | Byte 2n+3 | Byte 2n+2 | Byte 2n+1 Byte 2n
Word n+3 Word n+2 Word n+1 Word n
DWord n/2+1 DWord n/2

Figure 3 — Byte, word, DWord and QWord relationships



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

-36- ISO/IEC 17760-102:2016 © ISO/IEC 2

016

Unless stated or defined otherwise, in a field containing a multi-byte value (e.g., a word,
DWord, or QWord), the byte containing the LSB is stored at the lowest offset and the byte
containing the MSB is stored at the highest offset.

EXA

MPLE 1 - if the two-byte field (i.e., word) in SCT command (see table 197) word 0 contains 0007h, then:

a) byte 0 contains 07h; and

b) byte 1 contains 00h.

EXAMPLE 2 - if the four-byte field (i.e., DWord) at IDENTIFY DEVICE data words 60..61 (see table 50) contains
8001_0203h (i.e., 2 147 549 699), then:
a) byte 120 contains 03h;

b) byte 121 contains 02h;

EXA
000(

Exc

3.3.

ATA
20h

The]
data

} bytc 122 \JUIItCl;IID G1h, alld
(1) byte 123 contains 80h.
MPLE 3 - if an eight-byte field (i.e., QWord) in the WRITE SAME command words 2..5 (see table 199).cont
_0504_0302_0100h), then:

p) byte 4 contains 00h;

b) byte 5 contains 01h;

C) byte 6 contains 02h;

d) byte 7 contains 03h;

£) byte 8 contains 04h;

f) byte 9 contains 05h;

g) byte 10 contains 00h; and
h) byte 11 contains 00h.

pptions to this convention include:

p) each field containing an ATA string (e.g., the IDENTIFY_DEVICE data and IDENTIFY PACH
DEVICE data Serial number, Firmware revision, and.Model number fields) is considered to
an array of bytes, not a multi-byte value, and is¢handled as described in 3.3.10;

b) the IDENTIFY DEVICE data and IDENTIFY PACKET DEVICE data World Wide Name field
consists of four word fields rather than one*QWord field and is handled as described in
7.17.7.58;

c) the CFA TRANSLATE SECTOR data LBA and logical sector write cycles count fields (see
table 25);

d) the command packet in the PACKET command (see 7.23) is formatted as defined by the
applicable command standard); and

£) parameter data in the TRUSTED RECEIVE command (see 7.58), TRUSTED RECEIVE DN
command (see 7.59), FRUSTED SEND command (see 7.60), and TRUSTED SEND DMA

security protocol.

10 ATA string convention

strings arg'sequences of bytes containing ASCII graphic characters in the rang
L7Eh. ATA strings shall not contain values in the range of 00h-1Fh or 7Fh-FFh.

following fields in IDENTIFY DEVICE data (see 7.17.7) and IDENTIFY PACKET DEV,
(see)7.18.6) contain ATA strings:

command (see 7.61)'is/formatted as defined in those sections or in the standard defining the

Ains

(ET
be

1A

b of

ICE

» Serial number (\A/nrrlc 10 10) (enn Vi Wavi 10);

c
d

) Firmware revision (words 23..26) (see 7.17.7.13);
) Model number (words 27..46) (see 7.17.7.14); and
) Current media serial number (words 176..205) (see 7.17.7.74).

b
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Each pair of bytes in an ATA string is swapped as shown in table 2.

Table 2 — ATA string byte swapping

Word | Offset Character in string
0 0 Second character
1 First character
1 2 Fourth character
3 Third character

=Y Lo P~ ] + abor tor
T ZTT CasStoriaractet

2n+1 Second-to-last character

If the Firmware revision field (i.e., words 23..26) contains the string “abcdefg ”, including

pad
sho

3.3.
An

ding space character at the end, then the word and byte representations forthe field
vn in table 3.

Table 3 — ATA firmware revision example

Word Value Offset Value
23 | 6162h (i.e., ‘ba’) 46 | 62h (e, D)
47 61h (i.e., “a”)
24 | 6364h (i.e., “dc”) 48 64h (i.e., “dv)
49 63h (i.e.¢")
25 | 6566h (i.e., “fe”) 50 66h.(i:€., “f")
51 65h(i.e., “e”)
26 | 6720h (i.e.,“g") 52 20h (i.e., “ “, the space character)
53 67h (i.e., “g")

11 Offset Convention

pffset is a byte value used as an.index into a larger data structure.

one
are
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4 Feature set definitions

4.1 Overview

Table 4 lists the feature sets in alphabetical order and shows whether a feature set is
mandatory, optional, prohibited, or not defined for ATA devices and ATAPI devices.

Table 4 — Feature Set Summary

ATA ATAPI
Feature Set Devices | Devices
48-Bit Address featlure set (see 4.4) O P

Advanged Power Management (APM) feature set (see 4.5)

CompagtFlash Association (CFA) feature set (see 4.6)

Device|Configuration Overlay (DCO) feature set (see 4.7)

Extended Power Conditions (EPC) feature set (see 4.8)

Free-fa|l Control feature set (see 4.9)

Generql feature set (see 4.2)

Genereil Purpose Logging (GPL) feature set (see 4.10)

Host Protected Area (HPA) feature set (see 4.11)

Long Logical Sector (LLS) feature set (see 4.12)

Long Physical Sector (LPS) feature set (see 4.13)

Native Command Queuing (NCQ) feature set (see 4.14)

NV Caghe feature set (see 4.15)

NV Caghe Power Management feature set (see 4.16)

PACKHT feature set (see 4.3)

Power Management feature set (see 4.17)

Power-Up In Standby (PUIS) feature set (se€*4.18)

Sanitiz¢ Device feature set (see 4.19)

Security feature set (see 4.20)

Self-Mqgnitoring, Analysis, and Reporting Technology (SMART) feature set (see 4.21)

Sense Pata Reporting feature'set (see 4.22)

Softwale Settings Preservation (SSP) feature set (see 4.23)

Stream|ng feature set\(see 4.24)

Trusted Computing.feature set (see 4.25)

Write-Read-Verify feature set (see 4.26)

O|O|O|(0O|O|0O|O|O|0O|Z|lTT|O|Of|O|O|O|0O|O(Z|O|O|0O1KO)O

U|v|O|OU|O|O|O|OV|O|O|Z| v|U|U|TUV|O|O|O| W|UV|W|O|T|O

Key: M[=4Mandatory, O — Optional, P — Prohibited, N — Not defined

4.2 General feature set

The following General feature set commands are mandatory:

a) EXECUTE DEVICE DIAGNOSTIC (see 7.14);
b) IDENTIFY DEVICE (see 7.17); and
c) SET FEATURES (see 7.49).

The following General feature set commands are optional:

a) DOWNLOAD MICROCODE (see 7.13);

b) DOWNLOAD MICROCODE DMA (see 7.13)
c) NOP (see 7.22);

d) FLUSH CACHE (see 7.15);

e) READ BUFFER (see 7.24);
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f) READ BUFFER DMA (see 7.25);
g) READ DMA (see 7.26);

h) READ MULTIPLE (see 7.31);

i) READ SECTOR(S) (see 7.35);

j) READ VERIFY SECTOR(S) (see 7.39);
k

The
conj

4.3
4.3.

) SET MULTIPLE MODE (see 7.52);
) WRITE BUFFER (see 7.62);
m) WRITE BUFFER DMA (see 7.63);
n) WRITE DMA (see 7.64);
0) WRITE MULTIPLE (see 7.70);
) WRITE SECTOR(S) (see 7.73): and

) WRITE UNCORRECTABLE EXT (see 7.77).

DEVICE RESET command, PACKET command, and IDENTIFY PACKET'DEV
mand shall not be implemented by ATA devices.

The PACKET feature set

I Overview

CE

ATAPI devices use DEVICE RESET commands and PACKET commands as well as a subsgt of

the

The
defi
(se

Dev
by ¢

The

For

(se
The

corImand (see 7.35)*are command aborted and return the ATAPI device signat

General feature set to control the device.

content of command packets delivered during processing™of the PACKET command
ned in the standard indicated by IDENTIFY PACKET. ©EVICE data word 0 bits (1
7.18.6.2) and are not described in this standard.

ices implementing the PACKET feature set exhibit fesponses different from those exhib
evices not implementing this feature set.

following commands are mandatory for all devices implementing the PACKET feature

n) DEVICE RESET (see 7.11);

b) EXECUTE DEVICE DIAGNOSTIC (see\7.14);
c) IDENTIFY DEVICE (see 7.17);

d) IDENTIFY PACKET DEVICE (see7.18);

£) NOP (see 7.22);

f) PACKET (see 7.23);

g) READ SECTOR(S) (see?:35); and

h) SET FEATURES (se€ 73.49).

ATAPI devices, the\IDENTIFY DEVICE command (see 7.17) and the READ SECTOHR

table 217).
following.commands are optional for all devices implementing the PACKET feature sef

n) FLUSH CACHE (see 7.15);
b) READ LOG DMA EXT (see 7.30);

are
D:8)

ited

bet:

(S)
ure

C)"READ LOG EXT (see 7.29);

(RN

MR L O A A =N/ Z 00 i
) VVINTTE LUCO UNIA AT (SCT 7.0J9), dllu

e) WRITE LOG EXT (see 7.68).

All commands that are not specified as mandatory or optional in this subclause and that are

defi

ned in the General feature set shall not be implemented.

4.3.2 Identification of PACKET feature set devices
The IDENTIFY PACKET DEVICE command is used by the host to get identifying parameter

info

rmation for a device implementing the PACKET feature set (see 7.17.5 and 7.18).

4.3.3 Signature for ATAPI devices

ATAPI devices return a signature in the Normal Outputs that differentiate them from other
device types (see table 217).


https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

—-40 - ISO/IEC 17760-102:2016 © ISO/IEC 2016

4.3.4 The PACKET command

The PACKET command allows a host to send a command to the device via a command packet.
The command packet contains the command and command parameters that the device is to
process (see clause ).

The protocol for handling the transmission of the PACKET command and associated data is
transport specific.

4.4 48-bit Address feature set
The 48-bit Address feature set allows devices:

1) with capacities up to 281 474 976 710 655 logical sectors (i.e., up to 144 115 188 075 855,360
bytes for a 512-byte logical block device); and
b) to transfer up to 65 536 logical sectors in a single command.

Thel| following commands are mandatory for devices that implement the 48-bit address feafure
set:

) FLUSH CACHE EXT (see 7.16);

) READ DMA EXT (see 7.27);

) READ MULTIPLE EXT (see 7.32);

f) READ SECTOR(S) EXT (see 7.36);

j) READ VERIFY SECTOR(S) EXT (see 7.40);
h) WRITE DMA EXT (see 7.65);

) WRITE DMA FUA EXT (see 7.66);

) WRITE MULTIPLE EXT (see 7.71);

k) WRITE MULTIPLE FUA EXT (see 7.72); and
) WRITE SECTOR(S) EXT (see 7.74).

Devices implementing the 48-bit Address featurerset may also implement commands that|use
28-bit addressing. 28-bit commands and 48-hit commands may be intermixed (see 7.1.3).

DeVices that implement the 48-bit feature set shall indicate support of the 48-bit Addiess
feafjure set in IDENTIFY DEVICE data word 83 bit 10 (see 7.17.7.40).

4.5(Advanced Power Management (APM) feature set

The| Advanced Power Management feature set is an optional feature set that allows the host to
seldct a power management.level in a device. The power management level is specified uging
a sgale from the lowestpower consumption setting of 01h to the highest power consumption of
FER (i.e., maximum performance level), see table 120. Device performance may increase ith
increasing power management levels. Device power consumption may increase as the pgwer
management setting numerically increases. A device may implement one APM method for|two
or :I:ore contiguous power management levels (e.g., a device may implement one APM method
fronp level 80h to AOh and a higher performance, higher power consumption method from Igvel
A1H to FEh). APM levels 80h and greater do not permit a device with rotating media to $pin
down@s-a result of an APM method.

The APNM Teature set uses the Tollowing subcommands:

a) a SET FEATURES subcommand to enable APM (see 7.49.6); and
b) an optional SET FEATURES subcommand to disable APM.

APM is independent of the Standby timer (see 4.17.3). If both APM and the Standby timer are
set, then the device shall go to the Standby state when the timer expires or the device’s APM
algorithm indicates that the Standby state should be entered.

The device shall indicate:

a) feature set support in IDENTIFY DEVICE data word 83 bit 3 (see 7.17.7.40) and IDENTIFY
PACKET DEVICE data word 83 bit 3 (see 7.18.6.34);

b) feature set enabled in IDENTIFY DEVICE data word 86 bit 3 (see 7.17.7.41) and IDENTIFY
PACKET DEVICE data word 86 bit 3 (see 7.18.6.35); and
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c) APM level in IDENTIFY DEVICE data word 91 (see 7.17.7.45) and IDENTIFY PACKET
DEVICE data word 91 (see 7.18.6.39).

The NV Cache Power management feature set may change the operation of the APM feature
set (see 7.21.11).

4.6 CompactFlash Association (CFA) feature set

The CompactFlash Association (CFA) feature set provides support for devices that implement
the CFA specifications. The following commands are mandatory for devices implementing the
CFA feature set:

) CFA ERASE SECTORS (see 7.2);

) CFA REQUEST EXTENDED ERROR CODE (see 7.3);

b) CFA TRANSLATE SECTOR (see 7.4);

c) CFA WRITE MULTIPLE WITHOUT ERASE (see 7.5);

d) CFA WRITE SECTORS WITHOUT ERASE (see 7.6); and

) SET FEATURES Enable/Disable 8-bit PIO data transfer (see 7.49.3).

DeMices reporting the value 848Ah in IDENTIFY DEVICE data word 0 (se€\7-17.7.2) or dev|ces
hav|ng IDENTIFY DEVICE data word 83 bit 2 (see 7.18.6.34) set to one shall support the CFA
feafure set. If the CFA feature set is implemented, then all CFA"'commands and the $ET
FEATIURES Enable/Disable 8-bit PIO data transfer subcommand.'shall be implemented.

Support of DMA commands is optional for devices that support.the CFA feature set.

NOTE CFast devices do not support 8-bit PIO data transfers. CFast devices may support the CompactFlash feature
set. CFast devices follow the requirements for SATA devices.

4.7|Device Configuration Overlay (DCO) feature set

Theg DCO feature set allows an application client to reduce the capability of the device by
modifying the capacity, commands, modes; and feature sets that a device indicateg as
supported in the IDENTIFY DEVICE data orIDENTIFY PACKET DEVICE data.

Commands unique to the DCO featureZset use a single command code and are differentiated
fronp one another by the value placed“in the Feature field.

The| following commands are mandatory for devices implementing the DCO feature set:

p) DEVICE CONFIGURATION FREEZE LOCK (see 7.10.2);
b) DEVICE CONFIGURATION IDENTIFY (see 7.10.3);

c) DEVICE CONFIGURATION RESTORE (see 7.10.5); and
d) DEVICE CONEIGURATION SET (see 7.10.6).

The| following commands are optional for devices implementing the DCO feature set:

p) DEVIEE CONFIGURATION IDENTIFY DMA (see 7.10.4); and
b) DEWICE CONFIGURATION SET DMA (see 7.10.7).

The DCO feature set may affect commands (e.g., IDENTIFY DEVICE data and IDENT|IFY
PACKET DEVICE data) Certain bits in these words that indicate that a command made,
capacity, or feature set is supported and enabled may be cleared by a DCO Set command. For
a particular command, mode, capacity, or feature set, when a bit is changed from one to zero
requesting that the device shall not indicate support for the feature, the device shall not
provide the feature.

The DCO Set commands may be used to reduce the maximum capacity of the device. Since a
Host Protected Area may be lost if the capacity of the device is reduced, when a Host
Protected Area is set a DCO Set command shall cause the device to return command aborted.
The LBA value returned by a READ NATIVE MAX ADDRESS command or READ NATIVE MAX
ADDRESS EXT command is modified by the DCO Set commands modifying the maximum
capacity of the device.

After processing of a power-on reset or hardware reset, a device shall not change the settings
made by a DCO Set command.
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DEVICE CONFIGURATION IDENTIFY data indicates the selectable commands, modes,
capacity, and feature sets that may be disabled in the device. After the processing of a DCO
Set command the fields associated with the disabled commands, modes, capacity, and feature
sets are modified in the IDENTIFY DEVICE data or IDENTIFY PACKET DEVICE data. DEVICE
CONFIGURATION IDENTIFY data or DEVICE CONFIGURATION IDENTIFY DMA data is not
changed by the DCO Set command or DEVICE CONFIGURATION RESTORE command.

A DEVICE CONFIGURATION RESTORE command enables all capabilities that have been
disabled by the DCO Set commands and returns the IDENTIFY DEVICE data or IDENTIFY
PACKET DEVICE data to that indicated by the DEVICE CONFIGURATION IDENTIFY data and
DEVICE CONFIGURATION IDENTIFY DMA data. If the value returned in IDENTIFY DEVICE
datgwords— 100103 5 Tess tham the mative max address for a device (.., a host protegted
areqa has been established), then the device shall return command aborted for a DEV|CE
COINFIGURATION RESTORE command.

If aldevice has completed a DCO Set command without error, then a device shall be in|the
DCO Reduced_config state after processing a power-on reset. If a device has nhot'completed a
DCD Set command (see figure 4) without error, then a device shall*be in the D|CO
Faclory _config state after processing a power cycle.

Aftgr completing a DEVICE CONFIGURATION FREEZE LOCK command without errdr, a
dev|ce shall abort the following commands: DCO Set, DEVICE CONFIGURATION IDENT]FY,
DEYICE CONFIGURATION IDENTIFY DMA, and DEVICE CONFIGURATION RESTORE {intil
after completing the subsequent power-on reset. If a device is_in'the DCO_locked state, fhen
prog¢essing a hardware reset or software reset does not causeé-the device to change state.

If the DEVICE CONFIGURATION IDENTIFY DMA command is supported, then all referer|ces
to the DEVICE CONFIGURATION IDENTIFY command in figure 4 also apply to the DEV|ICE
CONFIGURATION IDENTIFY DMA command. If¢dhe DEVICE CONFIGURATION SET OQMA
conjmand is supported, then all references to the . DPCO SET command in figure 4 also apply to
the DEVICE CONFIGURATION SET DMA command.

Sed figure 4 for a description of the DeviceConfiguration Overlay state machine.
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DCOO: Factory_config DCO1: DCO_locked
Power-up with factory DEVICE CONFIGURATION DEVICE CONFIGURATION FREEZE LOCK,
configuration set FREEZE LOCK command DEVICE CONFIGURATION IDENTIFY
»—DCO00:DCO1 P DEVICE CONFIGURATION RESTORE, or
DCO Set command
—DCO1:DCO1
DEVICE CONFIGURATION
RESTORE or < )

invalid DCO Set command

——DCO00:DCO0
) [t
e

DCO2: Reduced_config
Valid DEVICE CONFIGURATION

DCO Set command FREEZE LOCK command
| DCo0:DCO2 »| DCO2:pCO1

Valid
DEVICE CONFIGURATION | DCO Set or invalid DEVICE

\_ RESTORE command ["\CONFIGURATION RESTORE command
DCO02:DCO0—+—DC02:DCO2

Power-up with reduced
configuration set

L

Figure 4 — Device Configuration Overlay state diagram

DC|O0: Factory_config State: This state is entered when the device powers-up with|the
facfory configuration set or a valid DEVICE CONFIGURATION RESTORE comman( is
recgived.

When in this state, the device shall support all commands, modes, feature sets, and|the
cappcity indicated by the response to a DEVICE CONFIGURATION IDENTIFY commang or
DEYICE CONFIGURATION IDENTIFY DMA command.

Trapsition DCO0:DCO0: When a DEVICE CONFIGURATION RESTORE command is
recgived, the device shall return command aborted and transition to the DCOO: Factory_canfig
state. If the device returns command aborted for a DCO Set command, then the device ghall
transition to.the DCOO: Factory_config state. A device shall return command aborted iflthe
DCO Set command requests that a device remove support for:

A\ \the HPA feature set (see 4.11) if a HPA has been established;

b) a Multiword or Ultra DMA mode if that mode or a higher numbered mode is currently selected;

c) the PUIS feature set (see 4.18) if the PUIS feature set has been enabled by a jumper;

d) the Security feature set (see 4.20) if the Security feature set has been enabled;

e) the SMART feature set (see 4.21) if the DCO Set data word 7 bits (2:1) are not cleared to zero;
or

f) the SMART feature set (see 4.21) if the SMART feature set is enabled.

Transition DCO0:DCO1: When a DEVICE CONFIGURATION FREEZE LOCK command is
received, the device shall return successful command completion and transition to the DCO1:
DCO_locked state.

Transition DCO0:DCO2: When a valid DCO Set command is received, the device shall return
successful command completion and transition to the DCO2: Reduced_config state. See
Transition DCO0:DCOQO0 for the definition of conditions that make a DCO Set command invalid.
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This transition is made even if the configuration described by the DCO Set command is the
same as the factory configuration.

DCO1: DCO_locked State: This state is entered when a DEVICE CONFIGURATION
FREEZE LOCK command is received.

Transition DCO1:DCO1: When one of the following commands is received: DEVICE
CONFIGURATION FREEZE LOCK, DEVICE CONFIGURATION IDENTIFY, DEVICE
CONFIGURATION IDENTIFY DMA, DCO Set, or DEVICE CONFIGURATION RESTORE, the
device shall return command aborted and shall remain in the DCO1 state.

DCO2: Reduced_config State: This state is entered when the device powers-up with a
redycedconfiguration setor a vatid D CO-SetTcommandisreceived———

When in this state, the device shall support all commands, modes, feature setsi~and|the
cappcity specified by the DCO Set command that caused this state to be entered.

Trapsition DCO2:DCO1: When a DEVICE CONFIGURATION FREEZE LOCK'\comman(d is
recgived, the device shall return successful command completion and transition to the DJQO1:
DCO_locked state.

Trapsition DCO2:DCO0: When a valid DEVICE CONFIGURATION RESTORE comman(d is
recgived, the device shall return successful command completion and transition to the DJOO0:
Factory_config state. See Transition DCO2:DCO2 for the definition, of conditions that make a
DEVYICE CONFIGURATION RESTORE command invalid.

Traphsition DCO2:DCO2: When a DCO Set command is‘teceived, the device shall refurn
conjmand aborted and transition to the DCO2: Reduced_canfig state. When an invalid DEVJICE
CONFIGURATION RESTORE command is received, the device shall return command abofted
and| transition to the DCO2: Reduced_config state.,;”AJDEVICE CONFIGURATION RESTQRE
command is invalid if a Host Protected Area has been established using the SET MAX
ADDRESS command.

4.8|Extended Power Conditions (EPC) feature set

4.8.1 Overview

The| Extended Power Conditions feature set provides a host with additional methods to control
the power condition of a device., These methods include:

()

p) defining power conditions” within the PM1:Idle power management state (i.e., Idle_a, Idl
and Idle_c);

b) defining power conditions within the PM2:Standby power management state (i.e., Standby y
and Standby_z);
c) enabling and._initializing any of the power condition timers to specify that the device wait for a
period ofiinactivity before transitioning to a specified power condition; and
d) allowingdthe host to determine the power condition settings of the device.

b,

Thg following command-related device properties are mandatory if this feature sqgt is
supported:

d) ti 1< SET FEATURES E)\tUlldUuI PUWUI CUIIditiUI [1S) DUIUL,UIIIIIIGIIL; (bUU 74918),

b) the Power Conditions log (see clause A.8);

c) additional status values returned by the CHECK POWER MODE command (see 7.7);
d) IDENTIFY DEVICE data fields; and

e) DCO controls.

The IDENTIFY DEVICE command indicates if this feature set is supported and if the feature
set is enabled.

4.8.2 Power conditions

Idle_a, Idle_b, and Idle_c are power conditions within the PM1:ldle power management state.
Standby_y and Standby_z are power conditions within the PM2:Standby power management
state. The power conditions shall be ordered from highest power consumption to lowest power
consumption as follows:
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Idle_a power >= Idle_b power >= Idle_c power >= Standby_y power >= Standby_z power
The Standby timer is controlled using:

a) EPC subcommands;
b) the IDLE command; and
c) the STANDBY command.

The EPC feature set also defines a default Standby timer value that is controlled in the same
manner as the other EPC power conditions (e.g., enabled, disabled, or queried).

Each of these power conditions has a set of current, saved and default settings (see A.8).
Default settin re not modifiable. Default an v ttin hall persist acr wer
es. The current settings shall not persist across power cycles.

4.8.8 Power condition timers

The|device shall have manufacturer specified power-on default settings for the pewef condition
timers. Power condition timers are changeable with the SET FEATURES Exiended P
Conditions subcommand (see 7.49.18). Configured settings for the timers shall be readabl
the Power Conditions log (see A.8).

A power condition timer set to zero indicates that the associated power‘condition is disablgd.

If the power condition is enabled, then the value of each timer specifies the time after
conjmand completion that the device shall wait before transitioning to the power condition} All
enapled power condition timers run concurrently.

If alcommand is accepted that requires a transition to PMO0:Active, then the timers shall be
stopped. If a command is accepted that does not require a transition to PMO:Active (e.d., a
CHECK POWER MODE command), then the timers-Shall continue to run.

On pommand completion all timers that were stopped shall be initialized with the Current Timer
(see¢ A.8) settings values and started.

As I result of processing any command, thé.device may change to a different power conditjon.

If ap enabled timer associated with a power condition lower than the power condition that| the
dev|ce is currently in expires, then thé device shall transition to the power condition associated
with that timer (e.g., if the Standby(Zz timer is set to a smaller interval than the Idle_b timer, fand
the [device is currently in the Standby_z power condition, then the device shall remain in|the
Stapdby_z power condition when the Idle_b timer expires). If the timer expiration qualifies|the
dev|ce to transition to more-than one enabled power condition, then the device shall transition
to the power condition_with the least power consumption.

Prigr to entering inte_any power condition that prevents accessing the media (e.g., befofe a
hard drive stopsiits“spindle motor during transition to the Standby_z power condition) and if
voldtile write eache is enabled, then the device shall write all cached data to the mediunj for
the device (€9-, as a device does in response to a flush command).

4.8.4 Interaction with resets, commands and other features if the EPC feature set is enabled

If thendevice processes a power-on reset, then the device shall:

1) stop all EPC timers;

2) copy the Saved Timer Enabled field to the Current Timer Enabled field, for all supported power
conditions;

3) copy the Saved Timer Settings field to the Current Timer Settings field, for all supported power
conditions; and

4) initialize and restart all enabled EPC timers with Current values.

If the device processes a hardware reset, a software reset, or a DEVICE RESET command,
then the device shall:

1) stop all EPC timers;
2) remain in the current power condition; and
3) initialize and restart all enabled EPC timers with Current values.
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e device processes an IDLE command without error, then:

1) inthe Standby_z section of the Power Conditions log, if the specified Standby timer value in the

IDLE command is:

A) non-zero, then the device shall set the Current Timer Enabled field to one, convert the

specified timer value to units of 100 ms, and set the converted value as the Cur
Standby_z timer; or

rent

B) zero, then the device shall clear the Current Timer Enabled field to zero and clear the

Current Standby_z timer field to zero;
2) the device shall transition to the PM1:ldle state; and
3) the device shall enter the Idle_a power condition.

If th

e device processes an IDLE IMMEDIATE command without error, then:

1) if the unload feature was selected, then:

A) the device shall protect itself (see 7.20.2.2); and

B) if volatile write cache is enabled, then the device shall retain data in the Wwrite cache
resume writing the cached data onto the media after receiving a software reset, a hardy
reset, or any new command except IDLE IMMEDIATE command with(unload feature;

P) the device shall transition to the PM1:ldle state; and

3) the device shall enter the Idle_a power condition.

If thie device processes a STANDBY command without error, then:

1) in the Standby_z section of the Power Conditions log, if the specified Standby timer value in

STANDBY command is:

A) non-zero, then the device shall set the Current a Enabled field to one, convert the spec
timer value to units of 100 ms, and set the convérted value as the Current Standby _z ti
or

B) zero, then the device shall clear the Currént Timer Enabled field to zero and clear
Current Standby_z timer field to zero;

P) the device shall transition to the PM2:Standby state; and

3) the device shall enter the Standby_z power condition.

and
vare

the

fied
mer;

the

If thie device processes a STANDBY IMMEDIATE command without error, then the device shall:

The
are
(sesg

If th
IDE
diss

If th
sha

1) write all cached data to the medium, if volatile write cache is enabled;
P) transition to the PM2:Standby-state; and
3) enter the Standby_z power-condition.

Extended Power Conditions feature set and the Advanced Power Management feature
mutually exclusjwe."All EPC subcommands, except Enable the EPC feature
7.49.18.6), shalfreturn command aborted if the EPC feature set is disabled.

e device processes a SET FEATURES Enable APM subcommand without error
NTIFY DEVICE data word 120 bit 7 (see 7.17.7.41) is set to one, then the device s
ble the ERPC feature set.

set
set

and
hall

|.notCause the device to transition to a lower power state until the NV Cache power

i { 4 17 4\ i
tima{seed447L4expires-

e N¥ €ache Power Management feature is enabled, then the expiration of an EPC :Fer

de

During background activities, all EPC timers may be stopped. On completion of the activity,

any

4.9

stopped EPC timers shall be restarted from where they were stopped.

Free-fall Control feature set

The Free-fall Control feature set allows the device to attempt to protect itself in the event of
free-fall detection. When this feature is enabled, upon detecting a free-fall event the device
should protect the user data from damage. The implementation of free-fall detection and
protection is vendor specific.

The following SET FEATURES subcommands are mandatory for devices implementing the
Free-fall Control feature set:

a) SET FEATURES subcommand to Enable the Free-fall Control feature set (see 7.49.14); and
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b) SET FEATURES subcommand to Disable the Free-fall Control feature set.

The Enable/Disable Free-fall Control subcommands shall be non-volatile. After the Free-fall
Control feature set is enabled, the device shall keep this feature enabled until changed by the
Enable/Disable Free-fall Control subcommands.

IDENTIFY DEVICE data word 120 bit 5 (see 7.17.7.41) or IDENTIFY PACKET DEVICE data
word 120 bit 5 (see 7.18.6.35) indicates when the Free-fall Control feature set is enabled.

4.10 General Purpose Logging (GPL) feature set

The General Purpose Logging (GPL) feature set provides access to the logs in a device. These
log$ are associated with specific feature seis (e.g., SMART (see 4.27T) and Strean]ing
(se¢ 4.24)). Support of the individual logs (see table A.2) is determined by support.of|the
asspciated feature set. If the device supports a particular feature set, suppertfor pny
assgpciated log(s) is mandatory.

Support for the GPL feature set shall not be disabled by disabling SMART. If the feature| set
asspciated with a requested log is disabled, the device shall return command._aborted.

If the GPL feature set is implemented, the following commands shall be“supported:

B) READ LOG EXT (see 7.29); and
b) WRITE LOG EXT (see 7.68).

The| following commands are optional:

) READ LOG DMA EXT (see 7.30); and
b) WRITE LOG DMA EXT (see 7.69).

If the GPL feature set is supported, all Host Specifieylogs shall be supported (see A.10).

4.11 Host Protected Area (HPA) feature set
4.11[.1 HPA overview

The Host Protected Area (HPA) feature“set provides a method for an application client to
redyice the number of logical sectors_within the user data area. This method results in providling
a data storage area on the deyice that may be used by that application client but may
tempporarily be inaccessible to jother application clients. A device that implements the HPA
feature set shall implement the-following commands:

h) READ NATIVE MAX ADDRESS (see 7.33); and
b) SET MAX ADDRESS (see 7.50.2).

A dgevice that implements the HPA feature set and supports the 48-bit Address feature|set
(seg 4.4) shall implement the following additional commands:

a) READNATIVE MAX ADDRESS EXT (see 7.34); and
p) SET.MAX ADDRESS EXT (see 7.51).

Deyicés-supporting this feature set shall set IDENTIFY DEVICE data word 82 bi{ 10
(see£o18 6 34) ta one

NOTE The PARTIES standard specifies a method for managing the HPA.

4.11.2 HPA security extensions

A device supporting the HPA feature set may optionally include the HPA security extensions.
The Host Protected Area security commands use a single command code and are
differentiated from one another by the value placed in the Feature field.

If the HPA security extensions are implemented, the following commands shall be supported:

SET MAX FREEZE LOCK (see 7.50.3);

SET MAX LOCK (see 7.50.4);

SET MAX SET PASSWORD (see 7.50.5); and
SET MAX UNLOCK (see 7.50.7).

O 0O T o
Ra AN
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If the HPA security extensions are implemented, the following commands are optional:

a) SET MAX SET PASSWORD DMA (see 7.50.6); and
b) SET MAX UNLOCK DMA (see 7.50.8).

Devices supporting these extensions shall set IDENTIFY DEVICE data word 82 bit 10 to one
(see 7.17.7.40) or IDENTIFY PACKET DEVICE data word 82 bit 10 to one (see 7.18.6.34), and
shall set IDENTIFY DEVICE data word 83 bit 8 to one (see 7.17.7.40) or IDENTIFY PACKET
DEVICE data word 83 bit 8 to one (see 7.18.6.34).

Upon successful completion of a power-on reset:

the HPA security extensions are disabled:
b) there is no HPA password; and
c) IDENTIFY DEVICE data word 86 bit 8 (see 7.17.7.41) is cleared to zero or IDENTIFY-PACKET
DEVICE data word 86 bit 8 (see 7.18.6.35) is cleared to zero.

If the SET MAX SET PASSWORD DMA command is supported, then all reqlis€ments jand
behaviors for the SET MAX PASSWORD command also apply to the. SET MAX $ET
PASSWORD DMA command. If the SET MAX UNLOCK DMA command is(supported, then all
reqlyiirements and behaviors for the SET MAX UNLOCK command also-apply to the SET MAX
UNLOCK DMA command.

If a|SET MAX SET PASSWORD command is completed withouterror, then the HPA secdrity
extgnsions are enabled and IDENTIFY DEVICE data word 86 bit,8"(see 7.17.7.41) shall bg set
to one or IDENTIFY PACKET DEVICE data word 86 bit 8 (se€-/-18.6.35) shall be set to ong.

4.11.3 28-bit and 48-bit HPA commands interactions

Thg READ NATIVE MAX ADDRESS command or~READ NATIVE MAX ADDRESS EXT
conmmand allows the host to determine the maximum native address space of the device gven
whegn a protected area has been allocated.

The| SET MAX ADDRESS command or the SET MAX ADDRESS EXT command allows the host
to redefine the maximum LBA of the userddata area. That is, when the SET MAX ADDRESS
command or SET MAX ADDRESS EXT command is issued with a maximum LBA less than|the
native max address, the device reducgs the user data area to the maximum specified by|the
conmmand, providing a protected area above that maximum LBA. See 4.11.4 for a description of
how to set IDENTIFY DEVICE dataafter issuing a SET MAX ADDRESS command or SET MAX
ADDRESS EXT command.

Any| read or write that attempts to access an LBA above the maximum LBA specified by|the
SET MAX ADDRESS command or SET MAX ADDRESS EXT command shall cause commfand
conppletion with the/TD-Not Found bit set to one and the Error bit set to one, or commfand
aboyted.

Thel V_V bit (see*7.50.2.3.2 and 7.51.3.2) in the Count field allows the host to specify if|the
LBA field inmthe SET MAX ADDRESS command is preserved after a power-on reset ¢r a
harfgware-reset. After processing a power-on reset or hardware reset, the device sets|the
ma)Ximum/LBA to the last non-volatile LBA setting regardless of subsequent volatile SET MAX
ADDRESS command or SET MAX ADDRESS EXT command. If the SET MAX ADDRESS
command or SET MAX ADDRESS EXT command is issued with a value that exceeds the
native max address, then the device shall return command aborted.

—

Software reset shall not:

a) affect the HPA feature set settings in the device;
b) change the maximum accessible LBA for the device; or
c) change the HPA state of the device.

When the device is HPA Unlocked and has not processed a SET MAX FREEZE LOCK
command, then multiple SET MAX SET PASSWORD commands may be processed. The
device only keeps the password set by the last SET MAX SET PASSWORD command.
Previously received passwords are overwritten by the new password. There is no limit to the
number of times the password may be set.

Typical use of these commands is:
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EXAMPLE 1 - After a power-on reset or a hardware reset is processed:

1)

2)

3)

BIOS receives control after the reset;

BIOS issues a READ NATIVE MAX ADDRESS command or READ NATIVE MAX ADDRESS EXT
command to find the max capacity of the device;

BIOS issues a volatile SET MAX ADDRESS command or SET MAX ADDRESS EXT command to the
values returned by READ NATIVE MAX ADDRESS command or READ NATIVE MAX ADDRESS EXT

command;

4) BIOS reads configuration data from the highest area on the disk; and
5) BIOS restores the protected area by issuing a non-volatile SET MAX ADDRESS command or SET

MAX ADDRESS EXT command using the original LBA.

EXAMPLE 2 - On save to disk:

NOT]
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4.11
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1) BIOS receives control prior to shut down;

P) BIOS issues a READ NATIVE MAX ADDRESS command or READ NATIVE MAX ADDRESS
command to find the max capacity of the device;

B)
values returned by READ NATIVE MAX ADDRESS command or READ NATIVE MAX ADDRESS
command,;

1) Memory is copied to the reserved area;

5) Shut down completes; and

B) After processing a power-on reset or hardware reset, the device sets the maximum LBA to the

ADDRESS EXT command.

F HPA feature set commands are intended for use only by system BIOS.or other low-level boot time proce
j HPA feature set commands outside BIOS controlled boot or shutdown_may result in damage to file systeni
evice.

SET MAX SET PASSWORD command allows the\host to define the password to be U

password does not persist after a power-onreset has been processed but does pel
I a hardware reset or a software reset has been processed. This password is not relate]
password used for the Security feature set/(see 4.20). When the password is set the de
PA Unlocked.

SET MAX LOCK command provides a method for the host to disable the SET N
mands, except the SET MAX UNLOCK command, until after the device has processed
t power-on reset or command-completion of a SET MAX UNLOCK command. When
MAX LOCK command is. completed the device is HPA Locked.

SET MAX UNLOCK command changes the device from HPA Locked to HPA Unlocked

SET MAX FREEZE\'LOCK command provides a method for the host to disable the
X commands, jncluding the SET MAX UNLOCK command, until after the device
essed the nextpower-on reset.

.4 IDENTIFY-DEVICE data

several IDENTIFY DEVICE data words may be affected. The following rules are used

EXT

BIOS issues a volatile SET MAX ADDRESS command or SET MAX ADDRESS EXT cemmand t¢ the

EXT

last

non-volatile LBA setting regardless of subsequent volatile SET MAX ADDRESS command or SET MAX

ses.
S on

sed

the device processes a power-on reset or anothef SET MAX SET PASSWORD command.

sist
d to
Vice

1l AX
the
the

BET
has

e host-issues a SET MAX ADDRESS command or SET MAX ADDRESS EXT command,

for

ngMDENTIFY DEVICE data:

a)

b)

if the 48-bit Address feature set (see 4.4) is not supported, then words 60..61 (see 7.17.7.22)

shall contain the total number of user addressable logical sectors, words 100..103

(see 7.17.7.53) shall be reserved, and word 69 bit 3 (see 7.17.7.30) shall be cleared to zero;

if the 48-bit Address feature set (see 4.4) is supported and the total number of user

addressable logical sectors is less than or equal to OFFF_FFFFh, then

A) words 60..61 (see 7.17.7.22) and words 100..103 (see 7.17.7.53) shall contain the total
number of user addressable logical sectors; and

B) if word 69 bit 3 (see 7.17.7.30) is set to one, then words 230..233 (see 7.17.7.89) shall
contain the total number of user addressable sectors;

and
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c) if the 48-bit Address feature set is supported and the total number of user addressable logical
sectors is greater than OFFF_FFFFh, then words 60..61 (see 7.17.7.22) shall contain
OFFF_FFFFh and:

A) if word 69 bit 3 (see 7.17.7.30) is cleared to zero, then words 100..103 (see 7.17.7.53) shall
contain the total number of user addressable logical sectors; and
B) If word 69 bit 3 (see 7.17.7.30) is set to one, then
a) words 230..233 (see 7.17.7.89) shall contain the total number of user addressable
sectors; and
b) words 100.103 (see 7.17.7.53) shall contain a value
A) less than or equal to the total number of user addressable sectors; and
B) greater than 0000_0000_OFFF_FFFFh

NOTE |IDENTIFY DEVICE data words 100..103 (see 7.17.7.53) may be limited to 0000_0000_FFFF_FFFFh.anfd
the flll capacity reported in IDENTIFY DEVICE data words 230..233 (see 7.17.7.89)).

4.11.5 Determination of SET MAX security extension status

When the device is HPA Locked IDENTIFY DEVICE data word 86 bit 8 (see 7:17.7.41) shall be
set to one or IDENTIFY PACKET DEVICE data word 86 bit 8 (see 7.186Y35) shall be sqt to
one

4.11.6 HPA State Transition Diagrams
4.11.6.1 State Transition Figures

Thel HPA state transition diagrams are in five parts: figure5_figure 6, figure 7, figure 8, pnd
figufe 9.

Seq 3.3.8 for conventions that use the COMMAND-(value) notation in the state transifion
diagrams shown in this subclause.

In the state transition diagrams in this subclause:

p) if the SET MAX PASSWORD DMA ¢éommand is supported, then all requirements |and
behaviors for the SET MAX PASSWORD command also apply to the SET MAX PASSWQRD
DMA command; and
p) if the SET MAX UNLOCK DMA command is supported, then all requirements and behaviorg for
the SET MAX UNLOCK command also apply to the SET MAX UNLOCK DMA command.
c) A First SET MAX ADDRESS (non-volatile) is the first SET MAX ADDRESS (non-volatile)

processed by the device after a power cycle.
d) An additional SET MAX ADDRESS (non-volatile) is a SET MAX ADDRESS (non-volatile)|that

is processed by the-device after a previous SET MAX ADDRESS (non-volatile)) has heen

successfully processed by the device with no intervening power a.
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HO: No HPA
No Password

Additional SET MAX ADDRESS EXT
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Figure 5 — HPA Not Set



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

- 52—

ISO/IEC 17760-102:2016 © ISO/IEC 2016
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Figure 6 — HPA Set (28)
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4.11.6.2 HPA Not Set

State HO: No HPA/No Password: This state shall be entered when the device is powered on
and does not have a non-volatile max address set. In this state the device has not established
the HPA and the password has not been set.

Transition HO:H1: If the device successfully processes a SET MAX SET PASSWORD ()
without error, then the device shall transition to the H1 state.

Transition HO:HS1: When the device successfully processes a SET MAX ADDRESS (Volatile)
without error, the device shall process the command and transition to the HS1 state.

Transition HO:HS2: When th i full i ET MAX ADDRESS
-volatile) without error, the device shall process the command and transition to the

(2]
—
Q
—
()

Trapsition HO:HES1: When the device successfully processes a SET MAX ADPRESS EXT
(Volatile) without error, the device shall process the command and transition to theyHES1 stpte.

Trapsition HO:HES2: When the device successfully processes a SET MAXYADDRESS EXT
(Nop-Volatile) without error, the device shall process the command and transition to the HES2
state.

Transition HOa:HO0: When the device processes a SET MAX LOCK.(), SET MAX UNLOCK (),
SET MAX FREEZE LOCK (), additional SET MAX ADDRESSEXT (non-volatile), of an
addjtional SET MAX ADDRESS (non-volatile) without error, the)device shall return commfand
abofted and remain in the HO state.

Trapsition HOb:HO: When the device successfully processes a SET MAX ADDRESS (Native
Max) or SET MAX ADDRESS EXT (Native Max) without'error, the device shall remain in thg HO
state.

Transition HOc:HO: When the device successfully processes a hardware reset or a powef-on
reset, the device shall remain in the HO state

State H1: No HPA/Password Set: In this,state the device has not established the HPA and| the
pasgword has been set.

Transition H1:HO: When the device successfully processes a power-on reset, the device ghall
tranlsition to the HO state.

Trapsition H1:H2: When the:device successfully processes a SET MAX LOCK (), the deyice
shall transition to the H2 state.

Trapsition H1:H3: Wheh the device successfully processes a SET MAX FREEZE LOCK ()
witHout error, the device shall transition to the H3 state.

Trapsition H1:HS4: When the device successfully processes a SET MAX ADDRESS (Volatile),
the device shal-transition to the HS4 state.

Transition®H1:HES4: When the device successfully processes a SET MAX ADDRESS EXT
(Volatile),)the device shall transition to the HES4 state.

RESS

EXT (Non VoIatlle) the dewce shall transition to the HES5 state.

Transition H1a:H1: When the device successfully processes a SET MAX UNLOCK (), the
device shall report command aborted and remain in the H1 state.

Transition H1b:H1: When the device successfully processes a SET MAX ADDRESS (Native
Max) or SET MAX ADDRESS EXT (Native Max) without error, the device shall remain in the H1
state.

Transition H1c:H1: When the device successfully processes a SET MAX SET PASSWORD ()
without error, the device shall remain in the H1 state.

Transition H1d:H1: If the device processes a hardware reset, the device shall remain in the
H1 state.
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Transition H1e:H1: When the device successfully processes an additional
SET MAX ADDRESS EXT (Non-volatile) command or an additional
SET MAX ADDRESS (Non-volatile) command, the device shall return command aborted and
remain in the H1 state.

State H2: No HPA/Locked: In this state the device is HPA Locked and only the power-on reset
transits the state to the HO state.

Transition H2:HO0: When the device successfully processes a power-on reset, the device shall
transition to the HO state.

Transition H2:H1: When the device successfully processes a SET MAX UNLOCK () with the
corfectpassword; the device statttransition to the Htstate:

sition H2:H3: When the device successfully processes a SET MAX FREEZE LOGKY() With
orrect password, the device shall transition to the H3 state.

sition H2a:H2: When the device successfully processes a SET MAX ADDRESS EXT (),
MAX ADDRESS (), or SET MAX SET PASSWORD (), the device shall.return commjand

Transition H2b:H2: If the device processes a hardware reset, then the device shall remain in

Trapsition H2c:H2: If the device successfully processes a SET MAX LOCK (), the device ghall

e H3: No HPA FROZEN: In this state no HPA is established and the device is locked from
PA commands. Only a power-on reset shall cause theJdevice to change to another state.

Transition H3:HO: When the device successfully processes a power-on reset, the device ghall
tranlsition to the HO state.

Transition H3a:H3: When the device successfully processes a SET MAX ADDRESS EXT (),
SET MAX ADDRESS (), SET MAX LOCK ()~SET MAX UNLOCK (), SET MAX FREEZE LQCK
() of SET MAX SET PASSWORD (), the device shall return command aborted and remain in
the H3 state.

Transition H3b:H3: When the device processes a hardware reset, the device shall remain in
the H3 state.

4.11.6.3 28-bit HPA Set

Stafe HS1: HPA SET (Volatile)/No Password: In this state the volatile 28-bit HPA is
estgblished and the password is not set.

Traphsition HS1:HS2: When the device successfully processes a SET MAX ADDRESE ()
witHout error in.non-volatile state, the device shall transition to the HS2 state.

Transition HS1:HS4: When the device successfully processes a SET MAX SET PASSWQRD

Transition HS1a:HO0: When the device successfully processes a hardware reset or if deyice

LC--:- a—pP-oWwer—-oH+esSetr—te—-ae\vHee-srd HAS S0+t RE

Transition HS1b:HO0: When the device successfully processes a SET MAX ADDRESS (Native
Max) without error, the device shall transition to the HO state.

Transition HS1a:HS1: When the device successfully processes a SET MAX ADDRESS EXT
(), SET MAX LOCK (), SET MAX UNLOCK (), or SET MAX FREEZE LOCK (), the device shall
return command aborted and remain in the HS1 state.

Transition HS1b:HS1: When the device successfully processes a SET MAX ADDRESS
(Volatile), the device shall remain in the HS1 state.

State HS2: HPA SET (Non-Volatile 1)/No Password: In this state the non-volatile 28-bit HPA
is established and the password is not set.

Transition HS2:H0: When the device successfully processes a SET MAX ADDRESS
(Non-Volatile, Native Max), the device shall transition to the HO state.
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Transition HS2:HS5: When the device successfully processes a SET MAX SET PASSWORD
(), the device shall transition to the HS5 state.

Transition HS2a:HS2: When the device successfully processes a SET MAX ADDRESS EXT
(), SET MAX LOCK (), SET MAX UNLOCK () or SET MAX FREEZE LOCK (), the device shall
return command aborted and remain in the HS2 state.

Transition HS2b:HS2: When the device successfully processes a SET MAX ADDRESS
(Non-Volatile), the device shall return ID Not Found and remain in the HS2 state.

Transition HS2c:HS2: When the device successfully processes a SET MAX ADDRESS
(Volatile), the device shall remain in the HS2 state.

Transition HS2:HS3: When the device successfully processes a power-on reset or a hardware
reset, the device shall make transition to the HS3 state.

State HS3: HPA SET (Non-Volatile 2)/No Password: In this state the non-volatile*28-bit IHPA
is eptablished and the password is not set.

Transition HS3:HO0: When the device successfully processes a SETCMAX ADDRESS
(Nop-Volatile, Native Max), the device shall transition to the HO state.

Transition HS3:HS2: When the device successfully processes a~xSET MAX ADDRESS
(Nop-Volatile) without error, the device shall transition to the HS2 state.

Transition HS3:HS6: When the device successfully processes~a, SET MAX SET PASSWQRD
() without error, the device shall transition to the HS6 state.

Transition HS3a:HS3: When the device successfully processes a SET MAX ADDRESS EXT
(), $ET MAX LOCK (), SET MAX UNLOCK () or SET MAX FREEZE LOCK (), the device ghall
return command aborted and remain in the HS3 state,

Transition HS3b:HS3: When the device successfully processes a hardware reset or when|the
dev|ce successfully processes a power-on reset,-the device shall remain in the HS3 state.

Trapsition HS3c:HS3: When the device'successfully processes a SET MAX ADDRESS
(Volatile) without error, the device shall remain in the HS3 state.

State HS4: HPA SET (Volatile)/Rassword Set: In this state the volatile 28-bit HPA is
estgblished and the password is sét

Trahsition HS4:HL1: When_the device successfully processes a SET MAX LOCK (),|the
dev|ce shall transition to the HL1 state.

Transition HS4:HL4: When the device successfully processes a SET MAX FREEZE LOCK (),
the [device shall transition to the HL4 state.

Trapsition HS4:H0: When the device successfully processes a power-on reset, the de
shall transitiomto*the HO state.

TrahsitionnHS4:HS5: When the device successfully processes a SET MAX ADDRESS
(Nop-Volatile), the device shall process the command and transition to the HS5 state.

ce

Trapsition HS4a:H1: When the device processes a hardware reset, the device shall transition
to the H1 state.

Transition HS4b:H1: When the device successfully processes a SET MAX ADDRESS (Native
Max) without error, the device shall transition to the H1 state.

Transition HS4a:HS4: When the device successfully processes a SET MAX ADDRESS EXT ()
or SET MAX UNLOCK (), the device shall return command aborted and remain in the HS4
state.

Transition HS4b:HS4: When the device successfully processes a SET MAX ADDRESS
(Volatile), the device shall remain in the HS4 state.

Transition HS4c:HS4: When the device successfully processes a SET MAX SET PASSWORD
(), the device shall remain in the HS4 state.
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State HS5: HPA SET (Non-Volatile 1)/Password Set: In this state the non-volatile 28-bit HPA
is established and the password is set.

Transition HS5:H1: When the device successfully processes a SET MAX ADDRESS (Native
Max), the device shall transition to the H1 state.

Transition HS5:HL2: When the device successfully processes a SET MAX LOCK (), the
device shall transition to the HL2 state.

Transition HS5:HL5: When the device successfully processes a SET MAX FREEZE LOCK (),
the device shall transition to the HL5 state.

Transition HS5:HS3: When th
shall transition to the HS3 state.

Trapsition HS5a:HS5: When the device successfully processes a SET MAX ADDRESS EXT ()
or §ET MAX UNLOCK (), the device shall return command aborted and remainyin“the HS5
stat

D

Transition HS5b:HS5: When the device successfully processes a hardwaré reset, the deyice
sha|l remain in the HS5 state.

Trapsition HS5¢c:HS5: When the device successfully processes anSET MAX ADDRESS
(Nop-Volatile), the device shall return command ID Not Found and,remain in the HS5 state

Transition HS5d:HS5: When the device successfully processessa*'SET MAX SET PASSWQRD
(), the device shall remain in the HS5 state.

Trapsition HS5e:HS5: When the device successfully-processes a SET MAX ADDRESS
(Volatile), the device shall remain in the HS5 state.

State HS6: HPA SET (Non-Volatile 2)/Password Set? In this state the non-volatile 28-bit IHPA
is eptablished and the password is set.

Trahsition HS6:HS5: When the device syccessfully processes a SET MAX ADDRESS
(Nop-volatile), the device shall transition te'the HS5 state.

Transition HS6:H1: When the devi¢e successfully processes a SET MAX ADDRESS
(Nop-volatile, Native Max), the device shall transition to the H1 state.

Traphsition HS6:HL3: When the device successfully processes a SET MAX LOCK (),|the
dev|ce shall transition to the HL3 state.

Transition HS6:HL6: When-the device successfully processes a SET MAX FREEZE LOCK (),
the [device shall transitign to the HL6 state.

Transition HS6:HS3:/When the device successfully processes a power-on reset, the deyice
shall transition to. the HS3 state.

Transition HS6a:HS6: When the device successfully processes a SET MAX ADDRESS EXT ()
or ET MAX_UNLOCK (), the device shall return command aborted and remain in the HS6
stat

D

Transition HS6b:HS6: When the device successfully processes a hardware reset, the deyice
shall remain in the HS6 state.

Transition HS6¢c:HS6: When the device successfully processes a SET MAX SET PASSWORD
(), the device shall remain in the HS6 state.

Transition HS6d:HS6: When the device successfully processes a SET MAX ADDRESS
(Volatile), the device shall remain in the HS6 state.

4.11.6.4 48-Bit HPA Set

State HES1: HPA SET (Volatile)/No Password: In this state the volatile 48-bit HPA is
established and the password is not set.

Transition HES1:HES2: When the device successfully processes a SET MAX ADDRESS EXT
(Non-Volatile), the device shall transition to the HES2 state.
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Transition HES1:HES4: When the device successfully processes a SET MAX SET
PASSWORD (), the device shall transition to the HES4 state.

Transition HES1a:H0: When the device successfully processes a hardware reset or if the
device successfully processes a power-on reset, the device shall transition to the HO state.

Transition HES1b:HO0: When the device successfully processes a SET MAX ADDRESS
(Native Max), the device shall transition to the HO state.

Transition HES1a:HES1: When the device successfully processes a SET MAX ADDRESS (),
SET MAX LOCK (), SET MAX UNLOCK () or SET MAX FREEZE LOCK (), the device shall
return command aborted and remain in the HES1 state.

Trapsition HES1b:HES1: When the device successfully processes a SET MAX ADDRESS
EXT (Volatile), the device shall remain in the HES1 state.

State HES2: HPA SET (Non-Volatile 1)/No Password: In this state the non-volatile 48-bit IHPA
is eptablished and the password is not set.

Trapsition HES2:HO0: When the device successfully processes a SET MAXYADDRESS EXT
(Nop-Volatile, Native Max), the device shall transition to the HO state.

Trahsition HES2:HES3: When the device successfully processes'a power-on reset or a
hardware reset, the device shall transition to the HES3 state.

Transition HES2:HES5: When the device successfully/processes a SET MAX $ET
PAYSWORD (), the device shall transition to the HES5 state:

Transition HES2a:HES2: When the device successfully processes a SET MAX ADDRESS$ (),
SET MAX LOCK (), SET MAX UNLOCK () or SET MAX FREEZE LOCK (), the device shall
return command aborted and remain in the HES2 state.

Trapsition HES2b:HES2: When the device successfully processes a SET MAX ADDRESS
EXT (Non-Volatile), the device shall return ID Not Found and remain in the HES2 state.

Trapsition HES2c:HES2: When the device'successfully processes a SET MAX ADDRESS
EXT (Volatile), the device shall remain inithe HES2 state.

State HES3: HPA SET (Non-Volatile2)/No Password: In this state the non-volatile 48-bit IHPA
is eptablished and the password is(not set.

Transition HES3:HO0: When. the device successfully processes a SET MAX ADDRESS EXT
(Nop-Volatile, Native Max),(the device shall transition to the HO state.

Transition HES3:HES2: When the device successfully processes a SET MAX ADDRESS EXT
(Nop-Volatile), the device shall transition to the HES2 state.

Transition HES3+HES6: When the device successfully processes a SET MAX $ET
PA4SWORD (), the device shall transition to the HES6 state.

Trapsition ' HES3a:HES3: When the device successfully processes a SET MAX ADDRESS
EXT (), SET MAX LOCK (), SET MAX UNLOCK () or SET MAX FREEZE LOCK (), the de}ice
shall return command aborted and remain in the HES3 state.

Transition HES3b:HES3: When the device successfully processes a hardware reset or when
the device successfully processes a power-on reset, the device shall remain in the HES3 state.

Transition HES3c:HES3: When the device processes a SET MAX ADDRESS EXT (Volatile)
without error, the device shall remain in the HES3 state.

State HES4: HPA SET (Volatile)/Password Set: In this state the volatile 48-bit HPA is
established and the password is set.

Transition HES4:HO0: When the device successfully processes a power-on reset, the device
shall transition to the HO state.

Transition HES4:HES5: When the device successfully processes a SET MAX ADDRESS EXT
(Non-Volatile), the device shall transition to the HES5 state.
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Transition HES4:HEL1: When the device successfully processes a SET MAX LOCK (), the
device shall transition to the HEL1 state.

Transition HES4a:H1: When the device processes a hardware reset, the device shall
transition to the H1 state.

Transition HES4b:H1: When the device successfully processes a SET MAX ADDRESS
(Native Max), the device shall transition to the H1 state.

Transition HES4:HEL4: When the device successfully processes a SET MAX FREEZE LOCK
(), the device shall transition to the HEL4 state.

Transition HES4a:HES4: When the device successfully processes a SET MAX ADDRESS ()
or §ET MAX UNLOCK (), the device shall return command aborted and remain in the(HES4

statp.

Trapsition HES4b:HES4: When the device successfully processes a SET MAX'ADDRESS
EXT (Volatile), the device shall remain in the HES4 state.

Transition HES4c:HES4: When the device successfully processes.@\SET MAX $ET
PASSWORD (), the device shall remain in the HES4 state.

State HES5: HPA SET (Non-Volatile 1)/Password Set: In this state‘the non-volatile 4§-bit
HPA is established and the password is set.

Transition HES5:H1: When the device successfully processes\a SET MAX ADDRESS EXT
(Nop-volatile, Native Max), the device shall transition to the H1 state.

Transition HES5:HEL2: When the device successfully processes a SET MAX LOCK (),|the
dev|ce shall transition to the HEL2 state.

Transition HES5:HES3: When the device successfully processes a power-on reset, the deyice
shall transition to the HES3 state.

Transition HES5:HEL5: When the device sugcessfully processes a SET MAX FREEZE LQCK
(), the device shall transition to the HEL5 state.

Trapsition HES5a:HES5: When the device successfully processes a SET MAX ADDRESIS ()
or §ET MAX UNLOCK (), the device\shall return command aborted and remain in the HES5
state.

Traphsition HES5b:HES5: When the device successfully processes a hardware reset,|the
dev|ce shall remain in the HESS state.

Trapsition HES5¢c:HES5:" When the device successfully processes a SET MAX ADDRESS
EXT (Non-Volatile), the device shall return ID Not Found and remain in the HES5 state.

Transition HES5d:HES5: When the device successfully processes a SET MAX $ET
PAYSWORD (),the device shall remain in the HES5 state.

Trapsition ' HES5e:HES5: When the device successfully processes a SET MAX ADDRESS
EXT (Volatile), the device shall remain in the HES5 state.

State\HES6: HPA SET (Non-Volatile 2)/Password Set: In this state the non-volatile 4§-bit
HPA is established and the password is set.

Transition HES6:HES5: When the device successfully processes a SET MAX ADDRESS EXT
(Non-Volatile), the device shall transition to the HES5 state.

Transition HES6:H1: When the device successfully processes a SET MAX ADDRESS EXT
(Non-Volatile, Native Max), the device shall transition to the H1 state.

Transition HES6:HEL3: When the device successfully processes a SET MAX LOCK (), the
device shall transition to the HEL3 state.

Transition HES6:HES3: When the device successfully processes a power-on reset, the device
shall transition to the HES3 state.

Transition HES6:HEL6: When the device successfully processes a SET MAX FREEZE LOCK
(), the device shall transition to the HELG state.
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Transition HES6a:HES6: When the device successfully processes a SET MAX ADDRESS ()
or SET MAX UNLOCK (), the device shall return command aborted and remain in the HES6
state.

Transition HES6b:HES6: When the device successfully processes a hardware reset, the
device shall remain in the HESG6 state.

Transition HES6¢c:HES6: When the device successfully processes a SET MAX SET
PASSWORD (), the device shall remain in the HES6 state.

Transition HES6d:HES6: When the device successfully processes a SET MAX ADDRESS
EXT (Volatile), the device shall remain in the HES6 state.

4.11.6.5 28-Bit HPA Locked

State HL1: HPA LOCKED (Volatile): In this state the volatile 28-bit HPA is established, jand
the|device is locked from HPA commands, except SET MAX UNLOCK (), with'a prqgper
pasgword or SET MAX FREEZE LOCK ().

Trapsition HL1:HO0: When the device successfully processes a power-oniréset, the device
shall transition to the HO state.

Trapsition HL1:HL4: When the device successfully processes a SET MAX FREEZE LOCK (),
the device shall transition to the HL4 state.

Tranpsition HL1:HS4: When the device successfully processes~a, SET MAX UNLOCK (corfrect
paspword), and the HPA Security Extensions unlock counter-is non-zero, the device shall
tranlsition to the HS4 state.

Trapsition HL1:H2: When the device successfully ptoecesses a hardware reset, the deyvice
shall transition to the H2 state.

Transition HL1a:HL1: When the device successfully processes a SET MAX ADDRESS EXT (),
SET MAX ADDRESS (), SET MAX UNLOCK (wrong password) or SET MAX SET PASSWQRD
(), the device shall return command aborted-and remain in the HL1 state.

Trapsition HL1b:HL1: When the devicessuccessfully processes a SET MAX UNLOCK (corfrect
paspword) and the HPA Security Extéefisions unlock counter is zero, the device shall refurn
conmmand aborted and remain in the HL1 state.

Trapsition HL1c:HL1: If the device successfully processes a SET MAX LOCK (), the deyice
shal|l remain in the HL1 statexand the device may return command aborted.

State HL2: HPA LOCKED (Non-volatile 1): In this state the non-volatile 28-bit HPA is
estgblished, and the device is locked from HPA commands except SET MAX UNLOCK () with a
proper password or-SET MAX FREEZE LOCK ().

Trapsition HL2:HL5: When the device successfully processes a SET MAX FREEZE LOCK (),
the device shall~transition to the HL5 state.

Transition-HL2:HS3: When the device successfully processes a power-on reset, the deyice
shal|l transition to the HS3 state.

Transition—+ ‘HS5 \Whenthe device-successty breocesses—a—S \ViWL UNLOCK {correct
password) and the HPA Security Extensions unlock counter is non-zero, the device shall

transition to the HS5 state.

Transition HL2a:HL2: When the device successfully processes a SET MAX ADDRESS EXT (),
SET MAX ADDRESS (), SET MAX UNLOCK (wrong password) or SET MAX SET PASSWORD
(), the device shall return command aborted and remain in the HL2 state.

Transition HL2b:HL2: When the device successfully processes a hardware reset, the device
shall remain in the HL2 state.

Transition HL2c¢c:HL2: When the device successfully processes a SET MAX UNLOCK (correct
password) and the HPA Security Extensions unlock counter is zero, the device shall return
command aborted and remain in the HL2 state.
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Transition HL2d:HL2: If the device successfully processes a SET MAX LOCK (), the device
shall remain in the HL2 state and the device may return command aborted.

State HL3: HPA LOCKED (Non-volatile 2): In this state a non-volatile 28-bit HPA is
established, and the device is locked from HPA commands except a SET MAX UNLOCK () with
a proper password or a SET MAX FREEZE LOCK ().

Transition HL3:HL6: When the device successfully processes a SET MAX FREEZE LOCK (),
the device shall transition to the HL6 state.

Transition HL3:HS3: When the device successfully processes a power-on reset, the device
shall transition to the HS3 state.

Trapsition HL3:HS6: When the device successfully processes a SET MAX UNLOCK () without
errdr with the correct password and the HPA Security Extensions unlock counter is pon-zgro,
the device shall transition to the HS6 state.

Transition HL3a:HL3: When the device successfully processes a SET MAX ADDRESS EXT (),
SET MAX ADDRESS (), SET MAX UNLOCK (wrong password) or SET MAX-SET PASSWQRD
(), the device shall return command aborted and remain in the HL3 state. If a SET MAX
UNLOCK (wrong password) is successfully processes the HPA Security. Extensions unlock
coupter shall be decremented by one.

Trapsition HL3b:HL3: When the device successfully processes ahardware reset, the deyice
shal|l remain in the HL3 state.

Trapsition HL3c:HL3: When the device successfully processes a SET MAX UNLOCK (corfrect
paspword) and the HPA Security Extensions unlock counter is zero, the device shall refurn
conmmand aborted and remain in the HL3 state.

Trapsition HL3d:HL3: If the device successfully grocesses a SET MAX LOCK (), the deyice
sha|l remain in the HL3 state and the device may\return command aborted.

State HL4: HPA FROZEN (Volatile): In this state a volatile 28-bit HPA is established and|the
dev|ce is locked from all HPA commands.

Trapsition HL4:HO0: When the device-successfully processes a power-on reset, the de
shall transition to the HO state.

Transition HL4a:HL4: When the device successfully processes a SET MAX ADDRESS EXT (),
SET MAX ADDRESS (), SET. MAX LOCK (), SET MAX UNLOCK (), SET MAX FREEZE LQCK
() of SET MAX SET PASSWORD (), the device shall return command aborted and remaipn in
the HL4 state.

Transition HL4b:HL4:"When the device processes a hardware reset, the device shall remain
in the HL4 state.

State HL5: HPA FROZEN (Non-Volatile 1): In this state the non-volatile 28-bit HPA is
estgblishedsand the device is locked from all HPA commands.

Transition.HL5a:HL5: When the device successfully processes a SET MAX ADDRESS EXT (),
SET MAX ADDRESS (), SET MAX LOCK (), SET MAX UNLOCK (), SET MAX FREEZE LQCK
() ok P jce A-command-aborted inl the
same state.

ce

LA

A

Transition HL5b:HL5: When the device successfully processes a hardware reset, the device
shall remain in the HL5 state.

Transition HL5:HS3: When the device successfully processes a power-on reset, the device
shall transition to the HS3 state.

State HL6: HPA FROZEN (Non-Volatile 2): In this state the non-volatile 28-bit HPA is
established and the device is locked from all HPA commands.

Transition HL6:HS3: When the device successfully processes a power-on reset, the device
shall transition to the HS3 state.

Transition HL6a:HL6: When the device successfully processes a SET MAX ADDRESS EXT (),
SET MAX ADDRESS (), SET MAX LOCK (), SET MAX UNLOCK (), SET MAX FREEZE LOCK
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() or SET MAX SET PASSWORD (), the device shall return command aborted and remain in
the HL6 state.

Transition HL6b:HL6: When the device successfully processes a hardware reset, the device
shall remain in the HL6 state.

4.11.6.6 48-Bit HPA Locked

State HEL1: HPA LOCKED (Volatile): In this state a volatile 48-bit HPA is established, and the
device is locked from HPA commands, except a SET MAX UNLOCK (), with a proper password
or a SET MAX FREEZE LOCK ().

Transition HEL1:HO0: When th i i hall transition

Transition HEL1:H2: When the device successfully processes a hardware reset, the deyvice
shall transition to the H2 state.

Transition HEL1:HEL4: When the device successfully processes a SET MAX/EREEZE LQCK
(), the device shall transition to the HEL4 state.

Trapsition HEL1:HES4: When the device successfully processes.a SET MAX UNLQCK
(cofrect password) and the HPA Security Extensions unlock counter'is non-zero, the deyice
shall transition to the HES4 state.

Transition HEL1a:HEL1: When the device successfully processes a SET MAX ADDRES$ (),
SET MAX ADDRESS EXT (), SET MAX UNLOCK (wrong-~password) or SET MAX $ET
PASSWORD (), the device shall return command aborted and remain in the HEL1 state.

Trahsition HEL1b:HEL1: When the device successfully processes a SET MAX UNLQCK
(cofrect password) and the HPA Security Extensions_unlock counter is zero, the device dhall
return command aborted and remain in the HEL 1.state.

Trapsition HEL1c:HELA1: If the device successfully processes a SET MAX LOCK (), the deyice
sha|l remain in the HEL1 state and the devigeZmay return command aborted.

State HEL2: HPA LOCKED (Non-volatile 1): In this state a non-volatile 48-bit HPA is
established, and the device is lockedfrom HPA commands, except a SET MAX UNLOCK
with a proper password or a SET MAX FREEZE LOCK ().

Trapsition HES5:HEL2: When/the device successfully processes a SET MAX LOCK (),|the
dev|ce shall transition to theHEL2 state.

Transition HEL2:HELS5: When the device successfully processes a SET MAX FREEZE LQCK
(), the device shall transition to the HELS5 state.

Trapsition HEL2:HES3: When the device successfully processes a power-on reset, the deyice
shall transition to'the HES3 state.

TrapsitionrHEL2:HES5: When the device successfully processes a SET MAX UNLQCK
(cofrect password) and the HPA Security Extensions unlock counter is non-zero, the deyice
shall transition to the HESS5 state.

TranrsitionH a+H : e—de - DF 5 (),
SET MAX ADDRESS EXT (), SET MAX UNLOCK (wrong password) or SET MAX SET
PASSWORD (), the device shall return command aborted and remain in the HEL2 state.

Transition HEL2b:HEL2: When the device successfully processes a hardware reset, the
device shall remain in the HEL2 state.

Transition HEL2c:HEL2: When the device successfully processes a SET MAX UNLOCK
(correct password) and the HPA Security Extensions unlock counter is zero, the device shall
return command aborted and remain in the HEL2 state.

Transition HEL2d:HEL2: If the device successfully processes a SET MAX LOCK (), the device
shall remain in the HEL2 state and the device may return command aborted.
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State HEL3: HPA LOCKED (Non-volatile 2): In this state a non-volatile 48-bit HPA is
established, and the device is locked from HPA commands, except a SET MAX UNLOCK (),
with a proper password or a SET MAX FREEZE LOCK ().

Transition HEL3:HELG6: When the device successfully processes a SET MAX FREEZE LOCK
(), the device shall transition to the HELG state.

Transition HEL3:HES3: When the device successfully processes a power-on reset, the device
shall transition to the HES3 state.

Transition HEL3:HES6: When the device successfully processes a SET MAX UNLOCK () with
the correct password and the HPA Security Extensions unlock counter is non-zero, the device
shafttransitiomto the HES6 state:

Transition HEL3a:HEL3: When the device successfully processes a SET MAX ADDRES$ (),
SET MAX ADDRESS EXT (), SET MAX UNLOCK (wrong password) or SET‘MAX $ET
PA§SWORD (), the device shall return command aborted and remain in the HEL3 ‘state.|If a
SET MAX UNLOCK (wrong password) is received the HPA Security Extensions unlock coupter
shall be decremented by one.

Trapsition HEL3b:HEL3: When the device successfully processes 4 hardware reset,|the
dev|ce shall remain in the HEL3 state.

Trapsition HEL3c:HEL3: When the device successfully procegsses a SET MAX UNLQCK
(cofrect password) and the HPA Security Extensions unlock ceunter is zero, the device dhall
return command aborted and remain in the HEL3 state.

Trapsition HEL3d:HEL3: If the device successfully processes a SET MAX LOCK (), the deyice
sha|l remain in the HEL3 state and the device may retdrn command aborted.

State HEL4: HPA FROZEN (Volatile): In this stat€/the volatile 48-bit HPA is established [and
the device is locked from all HPA commands.

Transition HEL4:HO0: When the device successfully processes a power-on reset, the deyice
shall transition to the HO state.

Transition HEL4a:HEL4: When the device successfully processes a SET MAX ADDRES$ (),
SET MAX ADDRESS EXT (), SET MAX LOCK (), SET MAX UNLOCK (), SET MAX FREIEZE
LOCK () or SET MAX SET PASSWORD (), the device shall return command aborted pnd
rem@ain in the HEL4 state.

Trapsition HEL4b:HEL4:(When the device successfully processes a hardware reset,|the
dev|ce shall remain in the HEL4 state.

HEL5: HPA FROZEN (Non-Volatile 1): In this state the non-volatile 48-bit HPA is established,
and|the device is locked from all HPA commands.

Transition HELSa:HEL5: When the device successfully processes a SET MAX ADDRES$ (),
SET MAX ADDRESS EXT (), SET MAX LOCK (), SET MAX UNLOCK (), SET MAX FREIEZE
LOCK () onSET MAX SET PASSWORD (), the device shall return command aborted pnd
rem@ain inthe HELS state.

the

device shall remain in the HEL5 state.

Transition HEL5:HES3: When the device successfully processes a power-on reset, the device
shall transition to the HES3 state.

State HEL6: HPA FROZEN (Non-Volatile 2): In this state a non-volatile 48-bit HPA is
established, and the device is locked from all HPA commands.

Transition HEL6:HES3: When the device successfully processes a power-on reset, the device
shall transition to the HES3 state.

Transition HEL6a:HEL6: When the device successfully processes a SET MAX ADDRESS (),
SET MAX ADDRESS EXT (), SET MAX LOCK (), SET MAX UNLOCK (), SET MAX FREEZE
LOCK () or SET MAX SET PASSWORD (), the device shall return command aborted and
remain in the HELG state.
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Transition HEL6b:HEL6: When the device successfully processes a hardware reset, the
device shall remain in the HELG state.

4.12 Long Logical Sector (LLS) feature set

The Long Logical Sector (LLS) feature set provides a method for a device to indicate that it has
more than 256 words per logical sector (e.g., sectors with 520 bytes or 528 bytes). Devices
with logical sectors longer than 256 words shall set IDENTIFY DEVICE data word 106 bit 12 to
1 (see 7.17.7.56). The logical sector size is described by IDENTIFY DEVICE data words
117..118 (see 7.17.7.61).

data in long logical sectors while the READ LOG EXT command and the WRITE LOG EXT
command transfer 256 word blocks of data, regardless of the logical sector lengjth).
Configuration 2 in figure 10 shows a diagram of a device formatted with long logical sector.

The|Long Physical Sector (LPS) feature set (see 4.13) and the LLS feature ‘set are not mutdally
excrtjsive. Configuration 4 in figure 10 illustrates a device implementing’both the LPS and LS
re sets.

Table 5 — Block Size By Command (part t\of2)

Command Words transferred per block
ADD LBA(S) TO NV CACHE PINNED SET 256
CFA TRANSLATE SECTOR 256

CFA WRITE MULTIPLE WITHOUT ERASE) | IDENTIFY DEVICE data words (118:1]7)

CFA WRITE SECTORS WITHOUT ERASE | IDENTIFY DEVICE data words (118:1{7)

DATA SET MANAGEMENT 256

DEVICE CONFIGURATION 1DENTIFY 256
DEVICE CONFIGURATION IDENTIFY DMA 256
DEVICE CONFIGURATION SET 256

DEVICE CONFIGURATION SET DMA 256
DOWNLOAD MICROCODE 256

DOWNEOAD MICROCODE DMA 256
IDENTIFY DEVICE 256

IDENTIFY PACKET DEVICE 256

QUERY NV CACHE MISSES 256

QUERY NV CACHE PINNED SET 256
REMOMELBA(S) FROM NV CACHE PINNED SET 256
READ BUFFER 256

READ BUEEER DMA 258

READ DMA | IDENTIFY DEVICE data words (118:117)

READ DMA EXT | IDENTIFY DEVICE data words (118:117)

READ FPDMA QUEUED | IDENTIFY DEVICE data words (118:117)

READ LOG EXT 256

READ LOG DMA EXT 256

READ MULTIPLE IDENTIFY DEVICE data words (118:117

READ MULTIPLE EXT IDENTIFY DEVICE data words (118:117

READ SECTOR(S) EXT | IDENTIFY DEVICE data words (118:117

)
)
READ SECTOR(S) | IDENTIFY DEVICE data words (118:117)
)
)

READ STREAM DMA EXT | IDENTIFY DEVICE data words (118:117
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Table 5 — Block Size By Command (part 2 of 2)

Command Words transferred per block

READ STREAM EXT | IDENTIFY DEVICE data words (118:117)

READ VERIFY SECTOR(S) | IDENTIFY DEVICE data words (118:117)

SECURITY DISABLE PASSWORD 256
SECURITY ERASE UNIT 256
SECURITY SET PASSWORD 256
SECURITY UNLOCK 256

SET MAXSET PASSWORD 2506

SET MAX SET PASSWORD DMA 256
SET MAX UNLOCK 256

SET MAX UNLOCK DMA 256

SMART READ DATA 256

SMART READ LOG 256

SMART WRITE LOG 256

TRUSTED RECEIVE 256

TRUSTED RECEIVE DMA 256
TRUSTED SEND 256

TRUSTED SEND DMA 256

WRITE BUFFER 256

WRITE BUFFER DMA 256

WRITE DMA | IDENTIFY DEVICE data words (118:1]7

)
WRITE DMA'EXT | IDENTIFY DEVICE data words (118:117)
WRITE DMARUA EXT | IDENTIFY DEVICE data words (118:1]7)

WRITE FPDMA QUEUED | IDENTIFY DEVICE data words (118:117)

WRITE LOG EXT 256

WRIFE LOG DMA EXT 256

WRITE MULTIPLE | IDENTIFY DEVICE data words (118:1]7)

WRITE MULTIPLE EXT | IDENTIFY DEVICE data words (118:117)

WRITE MULTIPLE FUA EXT | IDENTIFY DEVICE data words (118:1]7)

WRITE SECTOR(S) | IDENTIFY DEVICE data words (118:117)

WRITE SECTOR(S) EXT | IDENTIFY DEVICE data words (118:1]7)

WRITE STREAM DMA EXT | IDENTIFY DEVICE data words (118:1]7)

WRITE STREAM EXT IDENTIFY DEVICE data words (118:1]7)

4.18.Long Physical Sector (LPS) feature set

The Long Physical Sector (LPS) feature set allows a device to indicate that there are multiple
logical sectors per physical sector as shown in figure 10.

Long Physical Sector Alignment Error Reporting Control (see 7.49.17) and the LPS
Mis-alignment log (see A.11) are optional for devices implementing the LPS feature set.
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1) Conventional logical sector example: 512 bytes per LBA

4512 Bytes—p4—512 Bytes—I

~4—512 Bytes—I»

~4—512 Bytes—p»¢—512 Bytes— 512 Bytes— 512 Bytes—p~

LBAO LBA 1

LBA 2

LBA3

LBA 4 LBA 5 LBA 6

2) Long logical sector example: 524 bytes per LBA

4524 Bytes—p»4—524 Bytes—I

~4—524 Bytes—I»

~4—524 Bytes—»4—524 Bytes—p—524 Bytes——524 Bytes—p

| BA O LBA 1

LBA 2

LBA 3

LBA 4 LBAS LBA G

3) Uong physical sector example: 512 bytes per LBA, 1 024 bytes per physical sector

-4—512 Bytes—»—512 Bytes—9»

~4—512 Bytes—I»

4—512 Bytes— 4512 Bytes— 512 Byt€s<p4—512 Bytes

| BAO LBA 1

LBA 2

LBA 3

LBA 4 LBA 5 LBA 6

Physical Sector 0

Physical

Sector 1

Physical Sector 2

4) long logical and Long physical sector example: 524 bytes per LBA, 1 048 bytes per physical sectgr

-4—524 Bytes—4—524 Bytes—p

~4—524 Bytes—p

4—524 Bytes—p4—-524 Bytes— 524 Bytes— 4524 Bytes

| BA O LBA 1

LBA 2

LBA 3

LBA 4 LBA S LBA 6

Physical Sector 0

Physical

Sector 1

Physical Sector 2

Figure 10 — L.LS and LPS Example

If the device reports a LPS and a smaller logical sector, the device may report the alignment of
the [first logical sector (LBA 0) within the first physical sector. Example 1, example 2, and

example 3 show possible logicaliphysical sector alignments.

EXAMPLE 1 - In Figure 11 there @re'2 logical sectors within one physical sector, and the first logical sector is ir| the

first half. The offset is: 0, and the value in IDENTIFY DEVICE data word 209 is 4000h.

physical sector 0

physical sector 1

logical sector 0

| logical sector 1

logical sector 2 | logical sector 3

Figure 11 — Alignment 0

EXAMPLE. 2=In Figure 12 there are 2 logical sectors within one physical sector, and the first logical sector is ir] the

secdnd/half! The offset is: 1, and the value in word 209 is 4001h.

prY

Hphysical-sector
ectord

(inaccessible)

|  logical sector 0

logical sector 1 | logical sector 2

Figure 12 — Alignment 1

EXAMPLE 3 - In Figure 13 there are 4 logical sectors within one physical sector, and the first logical sector is in the
second half. The offset is: 3, and the value in word 209 is 4003h.

physical sector 0

physical sector 1

(inaccessible) | (inaccessible) | (inaccessible) | logical 0 | logical 1 | logical 2 | logical 3 | logical 4

Figure 13 — Alignment 3
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4.14 Native Command Queuing (NCQ) feature set
4.14.1 Overview

The NCQ feature set provides support for devices that implement the Serial Transport (see
ATAB8-AST). The NCQ feature set allows commands within this feature set to be accepted even
though the device has not reported command completion for one or more previously accepted
commands in the NCQ feature set. A device reports command completion for commands in the
NCQ feature set by returning a transport dependent indicator (see ATA8-AST). The following
commands are mandatory for devices implementing the NCQ feature set:

a) READ FPDMA QUEUED (see 7.28); and
) WRITE FPDMA QUEUED (see 7.67).

DeVices that report support for the NCQ feature set shall also report support forcthe GPL
feafure set (see 4.10), the General Purpose Log Directory log and the NCQ Command Error

log.

If tHe device receives a command that is not an NCQ command while NCQ-commands are in
the [queue, then the device shall return command aborted for the new command and for all of
the NCQ commands that are in the queue.

All the commands in the NCQ feature set shall include a NCQ Tag. If the value of the NCQ|Tag
excpeds the value returned in IDENTIFY DEVICE data word (% (see 7.17.7.33), then|the
devjce shall return command aborted for the new command and for all NCQ commands that
arelin the queue. If the device receives an NCQ commandywith a NCQ Tag value that is
identical to the NCQ Tag value for another NCQ command.in the queue, then the device ghall
return command aborted for the new command and for alFthe NCQ commands that are in|the
quepe.

NOTE 1 The NCQ Tag identifies return information (i.e., error status, data transfer and command completion).

If ap error occurs while the device is processing an NCQ command, then the device shall
retyrn command aborted for all NCQ commands that are in the queue and shall refurn
conmand aborted for any new commands, except a READ LOG EXT command requesting| log
address 10h, until the device completeés a READ LOG EXT command requesting log addfess
10h|(i.e., reading the NCQ Command Error log) without error.

NOTE 2 The NCQ feature set uses 48=bit addresses and is intentionally not included in the 48-bit address featurq set.

4.14.2 Priority

Hogt knowledge of I/O priority may be transmitted to the device as part of the command. There
are [two priority values for NCQ commands, normal and high. When the host marks an NCQ

requires access of the device media.

The priority is specified in the PRIO bit for NCQ commands (i.e., the READ FPDMA QUEUED
command and the WRITE FPDMA QUEUED command). This bit specifies either a normal
priority or a high priority value. If a command is marked by the host as high priority, the device
should attempt to provide better quality of service for the command.

4.14.3 Unload

When NCQ commands are outstanding, the device may accept the IDLE IMMEDIATE
command with the Unload feature. Upon acceptance of this command with the Unload feature
specified, the device shall:

1) move the heads to a safe position; and
2) return command aborted.
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When the host receives the error indication, it should proceed to do a READ LOG EXT
command for the NCQ Command Error log. In the log, the device shall indicate whether the
error was due to accepting an IDLE IMMEDIATE command with the Unload feature and
whether the Unload was processed. The device shall not load the heads to the media when
processing the READ LOG EXT command for the NCQ Command Error log.

The READ LOG EXT command for the NCQ Command Error log indicates whether the device
has accepted the Unload and if it is in the process of moving the heads to a safe position. For
a indication of a successful Unload, the IDLE IMMEDIATE command with the Unload feature
should be reissued after the READ LOG EXT command for the NCQ Command Error log is
processed. After the READ LOG EXT command for the NCQ Command Error log is processed:

) there are no NCQ commands outstanding; and
) the NCQ error is cleared,

such that if the unload process completes successfully, then:

) the IDLE IMMEDIATE command with the Unload Feature should be processed.normally; ahd
) a successful status should be returned.

Thefre may be a delay in issuing the IDLE IMMEDIATE command with the Unload feature to] the
devjce if the device is currently performing a data transfer for a previously issued NCQ
conjmand.

4.14.4 Command Phases
4.14.4.1 Command Acceptance

The| device receives a command in the NCQ feature set-and returns command acceptance.
Ondge the device reports command acceptance, it may-then accept additional commands in[the
feature set.

4.14.4.2 Data transmission
Data transfer should occur after acceptance-of the command.
4.14.4.3 Command completion

When the transfer of all of the data, requested by one or more NCQ commands occufred
witHout error, the device returns afransport dependent indicator (see ATA8-AST) that infgrms
the jhost of completion for one ei-more NCQ commands.

If ap error occurs while pragcessing an NCQ command, then the device shall return commjand
abofted for the command-in error and for all other NCQ commands that are in the queue. [The
confition of the data_forany NCQ command for which a device reports command aborted is
indgterminate.

4.15 NV Cache feature set
4.15.1 Overview

Thel N¥,\Cache is managed as two distinct areas, the NV Cache Pinned Set and the NV C4che
Unpinned Set. Each LBA stored in the NV _Cache Set has an attribute called the pinhed
attribute that determines if the device may remove the sector from the NV Cache. The pinned
attribute also indicates whether the LBA belongs to the NV Cache Pinned Set or the NV Cache
Unpinned Set.

The host manages the NV Cache Pinned Set (i.e., the set of logical blocks that the host
requires the device to keep in the NV Cache). The remaining NV Cache Set is the NV Cache
Unpinned Set.

The NV Cache Pinned Set and the NV Cache Unpinned Set are mutually exclusive. NV Cache
Unpinned Set is managed by the device and logical blocks represented in the NV Cache
Unpinned Set may be added or removed from the NV Cache Set at any time.

See 7.21.1 for a list of the optional and mandatory commands in this feature set.
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4.15.2 Pinning

Adding or Removing an LBA from the NV Cache Pinned Set is accomplished by setting or
clearing the pinned attribute on a mapped logical sector. If a device's NV Cache Unpinned Set
is too full to satisfy an Add request, then the device shall remove some or all of the NV Cache
Unpinned Set in order to complete the Add request.

When an LBA is pinned, the logical sector that is placed into the NV Cache may come from one
of two sources:

a) the device's media; or
b) the host in the form of a write command.

Thel source of the logical sector is determined by the Populate Immediately (PI) bit in the-ADD
LBA(S) TO NV CACHE PINNED SET command. See 7.21.3.3.2 for the definition of the RI bit.

EXAMPLE 1 - A host may pin an LBA:
n) for subsequent read operations; and
h) that is about to be written.

EXAMPLE 2 - When the application client requires logical sectors to be accessed frequently (e.g., for prelogding
frequent randomly accessed operation system files or preloading boot files in preparation for a system reboot), the
host|may add the logical blocks to the pinned set with the ADD LBA(S) TO NV CACHE\PINNED SET comma:Ld.

EXAMPLE 3 - An application client that is going to write logical sectors (e.g., weiting of the hibernate file in p
ratiop for system hibernation), may add the logical sectors to the pinned set fitst'with the Pl bit cleared to zero

4.18.3 NV Cache Management

pa-

4.15.3.1 Overview

Thel NV Cache management refers to the use of ATA.commands to query or take action on|the
contents of the NV Cache Pinned Set. This is aceomplished by transmitting lists of logical
sectors that are used in NV Cache management actions. Some NV Cache managenjent
actipns take lists of logical blocks as inputs and some NV Cache management actions give |[ists
of lggical blocks as outputs.

An individual LBA range is called an*LBA Range Entry and is represented by eight bytes. [The
LBA is expressed by the LBA Range Entry's first six bytes and the Range Length is a zero

range length is zero, then the\LBA Range Entry shall be discarded as padding.

EXAMPLE 1 - If logical blocks 11, 12, 13, 14, 15, 16, 17, and 18 were in the NV Cache Pinned Set and logical
blocks 10 and 19 were not; then logical blocks 11 through 18 make one LBA Range Entry that has LBA 11 as|ts
first #8 bits and the value of 8 as its next 16 bits (i.e., 0000_0000_000B_0008h).

EXAMPLE 2 - If only\LBA 20 was represented in an LBA Range Entry, then the range value is one (i.e.,
000Q_0000_0014-0001h).

The| largestirange that may be specified in a LBA Range Entry is 65 535. Multiple LBA Range
Entries shall be used to specify larger range values.

If the NV Cache runs out of space for pinned logical sectors, then the number of the remaining
available spaces (i.e., Logical Blocks Remaining) shall be returned to the host during the
completion of NV Cache Commands.

Logical Blocks Remaining is a six byte number that always represents the number of logical
blocks in the total NV Cache size minus the number of logical blocks in the NV Cache Pinned
Set.

4.15.4 Rotating media state after power-on event

If the NV Cache power mode is set in a device, then the device should not spin up its rotating
media, if any, after after a power-on event until the device receives a command that requires
media access.
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4.16 NV Cache Power Management feature set

The NV Cache Power Management feature set permits a host to modify the behavior of a
device in a manner that allows the device to improve response times to read and write
commands while reducing the device's power consumption.

Commands unique to the NV Cache Power Management feature set use a single command
code and are differentiated from one another by the value placed in the Feature field.

See 7.21.2 for a list of the optional and mandatory commands in this feature set.

s and writes from the device's NV Cache. If a device is not capable of satisfying a rea
write from its NV Cache it shall service the read or write request through other means:

The only aspect of the NV Cache feature that affects the Power Management)feature|set
(see¢ 4.17) is the NV Cache power mode input. The purpose of the NV Cache power mode ipput
is tq enable and disable the aggressive spinning down of the device's rotating.media whilelit is
in the PMO:Active state. However, the Power Management state diagram,'does not reflect|the
state of the rotating media (e.g., spin-up or spin-down) and the NV Cache power mode does
not jaffect any Power Management state transitions. The effects are as follows:

a) when the device is powered up, it should satisfy requests from,NV Cache regardless qf its
current NV Cache power mode setting so that BIOSes are\not required to be NV C4che
sensitive;

b) when the NV Cache power mode is disabled, and the device is in PMO:Active state (see 4{17),
the device shall spin up its rotating media;

c) when the NV Cache power a is enabled, and the device is in PMO:Active state, the device ghall
use its aggressive policy to reduce power to afly rotating media. The only requirement for| this
policy is that, when the device is spun up, it.\xemains spun up for at least the amount of fime
specified in the SET NV CACHE POWER MODE command; and

d) a Device Configuration Overlay command that disables the NV Cache power mode suppqrt in
the device causes the NV Cache power mode to be disabled.

4.1Y Power Management feature set

4.17.1 Overview

implement power managenient as defined by the command set transported by the PACKET
command. Otherwise,«an~ATAPI device shall implement the Power Management feature seft as
defiped in this standard.

An ATA device shall implement the Power Management feature set. An ATAPI deviceEIrlK‘nay

Thel Power Management feature set allows an application client to modify the behavior pf a
devjce in a manner that reduces the power required to operate. The Power Management
feaflure set{provides a set of commands and a timer that enable a device to implement|low
power censumption modes. An ATA device that implements the Power Management featurd set
shal|l imptement the following (see also 4.5 and 4.18):

a) 1the Standby timer,

b) CHECK POWER MODE command;
c) IDLE command;

d) IDLE IMMEDIATE command,;

e) SLEEP command;

f) STANDBY command; and

g) STANDBY IMMEDIATE command.

An ATAPI device that implements the Power Management feature set shall implement the
following:

a) CHECK POWER MODE command;
b) IDLE IMMEDIATE command;

c) SLEEP command; and

d) STANDBY IMMEDIATE command.
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4.17.2 Power management commands

The CHECK POWER MODE command allows a host to determine if a device is in, going to, or
leaving Standby or Idle mode. The CHECK POWER MODE command shall not change the
power mode or affect the operation of the Standby timer.

The IDLE command and IDLE IMMEDIATE command move a device to Idle mode immediately
from the Active mode or Standby mode. The IDLE command also sets the Standby timer count

and

enables or disables the Standby timer.

The STANDBY command and STANDBY IMMEDIATE command move a device to Standby
mode immediately from the Active mode or Idle mode. The STANDBY command also sets the
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r the device reports command completion for the SLEEP command. A device (
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.3 Standby timer

Standby timer provides a method for the device to enter Standby made from either Ag
e or Idle mode following a host programmed period of inactivityAf;

a) the Standby timer is enabled;
b) the device is in the Active mode or the Idle mode; and
c) the standby timer expires,

the device enters the Standby mode if no media access command is received.

media access command is received and the standby timer is enabled, then the stan
r is reinitialized and started from the previously‘specified time period.

e Standby timer is disabled, the device may automatically enter Standby mode aft
Hor specific time has expired.

7.21.11 for interactions with the NV_C€ache feature set.
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sitions from Sleep mode after processing a hardware reset, a software reset;.ora DEVJICE
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4.17.4 Power modes

Figure 14 shows the set of state transitions that shall be implemented.

PMO: Active
-t
Power-up with PUIS not supported or not enabled reset )
> PMO0:PMO
-
L
/ SLEEP command \
RMO-PM3
PM2: Standby PM1: Idle0)

STANDBY or STANDBY < reset
IMMEDIATE command, vendor PM1:PM1(>H

specific implementation, or
Standby timer expiration [ IDLE or IDLE IMMEDIATE comrmand,
«—  —— PMO0:PM2 — or vendor specific implementation

Media access required — PMO:PM1 >
— PM2:PMo ’ Média access required

g PM1:PM0 —
reset
— PM2:PM2

STANDBY or STANDBY IMMEDIATE command, vendor
specific implementation, or STANDBY timer expiration

- PM1:PM2 —
IDLE or IDLE IMMEDIATE*command
— PM2:PM1 -
PM3: Sleep
SLEEP command
L PM2:PM3/——— p»| SLEEP command
¢ PM1:PM3
reset | o / /
¢——— — PM3:PM2 —
PMS5: PUIS and spin-up
PM6: PUIS @nd spin-up subcommand not
subcommand supported supported

SET FEATURES [

device spin-up | IDENTIFY DEVICE or
—PM6:PM0 — |DENTIFY PACKET DEVICE

Media Access Required
PM5:PM0 —

L
> PM6a:PM6 IDENTIFY DEVICE or
[t IDENTIFY PACKET DEVICE or
Media access required Media access not required hardware reset or
PM6b:PM6 — . software reset or
— PM6c:PM6 no media access required
q PM4: PUIS PMS:PMS —
( reset spin-up subcommand ' .
PM6d:PM6 — supported | PUIS feature set device spin-up

subcommand not supported
PM4:PM5 L

¢— PM4:PM6
Power-up with PUIS supported and enabled

Figure 14 — Power management state diagram
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PMO: Active: This state shall be entered when the device receives a media access command
while in Idle mode or Standby mode. This state shall also be entered after processing a
power-on reset if the Power-Up In Standby feature is not supported or is not enabled
(see 4.18).

In Active mode the device is capable of responding to commands. During the processing of a
media access command a device shall be in the Active state. Power consumption is greatest in
this state.

Transition PM0:PMO0: The device shall transition to the PMO0: Active state after processing a
hardware reset, software reset, or DEVICE RESET command.

Tra T T
vendor specific implementation determines this transition is required, then the deviee
transition to the PM1: Idle state.

Trapsition PM0:PM2: If a STANDBY command or STANDBY IMMEDIATE-comman( is
recgived, then the Standby timer expires, or a vendor specific implementation /determines [this
transition is required, then the device shall transition to the PM2: Standby staté.

Trapsition PM0:PM3: If a SLEEP command is received, then the device, shall transition to| the
PM3: Sleep state.

PM1: Idle: This state shall be entered when the device receives.an IDLE command or IDLE
IMNMIEDIATE command. Some devices may perform vepdor specific internal power
marnagement and transition to the Idle mode without host intervention.

mplete commands than when in the Active modé€s Power consumption may be reddced

In %e mode the device is capable of responding to commands but the device may take longer
that of Active mode.

Trapsition PM1:PMO: If a media access is required, then the device shall transition to|the
PM0Q: Active state.

Trapsition PM1:PM1: The device shall ttansition to the PM1: Idle state after processing a
hardware reset, software reset, or DEVIGE RESET command.

Transition PM1:PM2: The device shall transition to the PM2: Standby state if:

) a STANDBY command is_processed;
b) a STANDBY IMMEDIATE ¢ommand is processed;
) the Standby timer expires; or

Trapsition PM1:PM3:_If\a SLEEP command is received, then the device shall transition to| the
PM3: Sleep state.

PM2: Standby: This’state shall be entered when:

) the device successfully processes a STANDBY command;
) the.device successfully processes a STANDBY IMMEDIATE command;
the\Standby timer expires;

command while in PM2: Standby or PM3: Sleep.

In Standby mode the device is capable of responding to commands but the device may take
longer (e.g., 30 s) to complete commands than in the Idle mode. Power consumption may be
reduced from that of Idle mode.

Transition PM2:PMO0: If a media access is required, then the device shall transition to the
PMO: Active state.

Transition PM2:PM1: If an IDLE command or IDLE IMMEDIATE command is received, then
the device shall transition to the PM1: Idle state.

Transition PM2:PM2: The device shall transition to the PM2: Standby state after processing a
hardware reset, software reset, or DEVICE RESET command.
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Transition PM2:PM3: If a SLEEP command is received, then the device shall transition to the
PM3: Sleep state.

PM3: Sleep: This state shall be entered when the device receives a SLEEP command.

A device transitions from Sleep mode only after processing a hardware reset, a software reset,
or a DEVICE RESET command. Processing a hardware reset, a software reset, or a DEIVCE
RESET command may take a long time (e.g., 30 s). Sleep state provides the lowest power
consumption of any state.

In Sleep state, the device interface behavior is defined in the applicable transport standard.

Transition PM3:PM2:. A devi hall transition he PM2:
hardlware reset, software reset, or DEVICE RESET command.

PM4: PUIS: This state shall be entered after processing a power-on reset if the PUIS)feature
set [see 4.18) is supported and is enabled.

Trapsition PM4:PM5: A device shall transition to the PM5: PUIS and spin-up stbcommand| not
suplported state if the device does not implement the PUIS feature sétydevice spin-up
conjmand (see 7.49.8).

Trapsition PM4:PM6: A device shall transition to the PM6: PUIS and.spin-up subcommjand
supported state if the device implements the PUIS feature set device_s$pin-up command.

PM5: PUIS and spin-up subcommand not supported: This\state shall be entered dfter
pro¢essing a power-on reset if the PUIS feature set is supported“and is enabled and the deyice
doep not implement the PUIS feature set device spin-up subcommand.

(e.d., 30 s) to complete commands than in the Idle miode. Power consumption may be redyced

In ’ais state, the device is capable of responding to cofmmands but the device may take longer
fronp that of Idle mode.

Transition PM5:PMO: If the device receives a“tmedia access command, then the device ghall
transition to the PMO: Active state.

Trapsition PM5:PM5: A device shall transition to the PM5: PUIS and spin-up subcommand| not
supported state after processing anYDENTIFY DEVICE command or IDENTIFY PACKET
DEVYICE command, any hardware-or software reset, or any command that does not require
media access.

PMpB: PUIS and spin-up.subcommand supported: This state shall be entered affter
prog¢essing a power-on resetif the PUIS feature set is supported and is enabled and the deyice
implements the PUIS feature set device spin-up command.

In this state, the device is capable of responding to commands but the device may take longer
(e.d., 30 s) to complete commands than in the Idle mode. Power consumption may be redyced
from that of Idlesmode.

Transition.PM6:PMO0: A device shall transition to the PMO: Active state after processing a $ET
FEATURES device spin-up subcommand.

Trapsition PM6a:PM6: A device shall transition to the PM6: PUIS and spin-up subcommfand
supported state after processing IDENTIFY DEVICE command or IDENTIFY PACKET DEVICE
command.

Transition PM6b:PM6: The device shall transition to the PM6: PUIS and spin-up subcommand
supported state after returning command aborted in response to a command, other than
IDENTIFY DEVICE command or IDENTIFY PACKET DEVICE command, that requires media
access.

Transition PM6c:PM6: A device shall transition to the PM6: PUIS and spin-up subcommand
supported state after processing a command, other than IDENTIFY DEVICE command or
IDENTIFY PACKET DEVICE command, that does not require media access.

Transition PM6d:PM6: A device shall transition to the PM6: PUIS and spin-up subcommand
supported state after processing a hardware reset, software reset, or DEVICE RESET
command.
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4.18 Power-Up In Standby (PUIS) feature set

The PUIS feature set allows devices to be powered-up into the PM4: PUIS state to minimize
inrush current at power-up and to allow the host to sequence the spin-up of devices. This
feature set may be enabled or disabled by use of:

a) the SET FEATURES command; or
b) a jumper or similar means.

When enabled by a jumper, this feature set shall not be disabled via the SET FEATURES
command. The IDENTIFY DEVICE data or IDENTIFY PACKET DEVICE data indicates whether
this feature set is implemented and/or enabled.

Onde this feature is enabled in a device, the device shall not disable the feature as a result of
pro¢essing a power-on reset, a hardware reset, or a software reset.

A device may implement a SET FEATURES subcommand (see 7.49.8) that notifies the deyice
to gpin-up to the Active state when the device has powered-up into Standby:Jf the device
impJements this SET FEATURES subcommand and power-up into Standby-is enabled,|the
dev|ce shall remain in the PM4: PUIS state until the SET FEATURES subcommand is receiyed.
If the device implements this SET FEATURES subcommand, the fdact‘that the featurg is
implemented is reported in the IDENTIFY DEVICE data or IDENTIFY.PACKET DEVICE dafa.

If thle device:

c) implements the Enable/disable Power-up in Standby subcommand;

d) has the PUIS feature set enabled; and

£) receives an IDENTIFY DEVICE command or IDENTIFY4YPACKET DEVICE command while|the
device is in the Standby power mode as a result of powering up in that mode,

the device shall respond to the IDENTIFY DEVICE command or IDENTIFY PACKET
DEVYICE command without spinning up the media.:If the device is unable to return a complete
response without accessing the media, then the.device shall set IDENITFY DEVICE data word
0 bit 2 (see 7.17.7.2) to one to indicate:that the response is incomplete. At a minimpm,
ITFY DEVICE data word 0 and IDENITFY DEVICE data word 2 (see 7.17.7.4) shal| be
corfectly reported. Those fields that ane,not provided shall be filled with zeros. Once a deyice
is aple to return all data for an IDENTIFY DEVICE command or IDENTIFY PACKET DEVICE
command, the device shall returniall data for those commands until after processing the pext
power-on reset.

If the device does not implément the SET FEATURES subcommand to spin-up the device after
power-up and PUIS is enabled, the device shall spin-up upon receipt of the first command that
requires the device toraccess the media, except the IDENTIFY DEVICE command or|the
IDENTIFY PACKEFDEVICE command.

4.19 Sanitize Device feature set

Thel Sanitize-Device feature set allows hosts to request that devices modify the content of all
usef datajareas in the device using Sanitize Device operations. Sanitize Device operations
shall-use one of the methods defined in this subclause to make all previously written conte

the following:

a) user data areas;

b) user data areas that are not currently allocated (e.g., previously allocated areas and physical
sectors that have become inaccessible); and

c) user data caches.

If the Sanitize feature set is implemented, the following commands shall be supported:

a) SANITIZE STATUS EXT (see 7.42.6); and
b) SANITIZE FREEZE LOCK EXT (see 7.42.5).

At least one of the following commands shall be implemented:
a) CRYPTO SCRAMBLE EXT (see 7.42.3);
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b) BLOCK ERASE EXT (see 7.42.2); or
c) OVERWRITE EXT (see 7.42.4).

Sanitize Device operations should not return an error if physical sectors that have become
inaccessible were not successfully sanitized.

Sanitize Device operations shall not affect non-user data areas (e.g., logs (see Annex A), and
Device SMART data structure (see table 152)).

Automatic sector reallocation is permitted during the operation of this function. After
completion of a Sanitize Device operation, the device shall:

) return an a if physical sectors that are available to be allocated for user data (e.q. allocated
physical sectors or unallocated physical sectors allowed by vendor-specific means to beuspble
for user data) were not successfully sanitized; or

b) set the Sanitize Operation Complete Without Error bit if:

A) all physical sectors that are available to be allocated for user data have been|successfully
sanitized; and

B) any physical areas that were not successfully sanitized were removed. from use.

To perform a Sanitize Device operation the host issues:

p) CRYPTO SCRAMBLE EXT command (see 7.42.3);
p) BLOCK ERASE EXT command (see 7.42.2); or
c) OVERWRITE EXT command (see 7.42.4),

follgwed by a SANITIZE STATUS EXT command (see 7.42.6)10 check for completion.

Aftgr a device has started processing a Sanitize DeVice operation, and until the deyice
tranlsitions to the Sanitize Idle state, the device shallabort all commands other than IDENTIFY
DEYVICE command, REQUEST SENSE DATA EXT command, SANITIZE STATUS EXT
command, and the SET FEATURES PUIS feature set device spin-up subcommand. |If a
Sanjitize Device operation is interrupted by a’power-on reset, the Sanitize Device operarion
shall continue to completion. If the device pfocesses a power-on reset and enters the PM5:
PUIS and spin-up subcommand not supported state, then the device shall resume process$ing
the [Sanitize Device operation after recgiving a media access command.

NOTIE The media access command reports a because the Sanitize operation does not allow media acgess
cominands. However, since the device has‘received a media access command, the device is allowed to spin-up.

Thel SANITIZE STATUS EXT,command returns information about the current Sanitize Deyice
operation, if any, and a percentage of completion if a Sanitize Device operation is in progrgss.

An pccepted CRYPTO' SCRAMBLE EXT command, BLOCK ERASE EXT command| or
OVERWRITE EXT(command shall transition the device into the Sanitize Operation state. [The
devl|ce shall remain in this state until the device has completed the Sanitize Device operattion
(seeg figure 15).

Thel SANITIZE FREEZE LOCK EXT command (see 7.42.5) shall cause the device to transition
to the Sanitize Frozen state and shall cause any subsequent CRYPTO SCRAMBLE EXT
conimand, BLOCK ERASE EXT command, or OVERWRITE EXT command to be aborted. Iff the
dev
the Sanitize Frozen state to the Sanitize Idle state.

A device implementing this feature set shall implement one or more of the following
sanitization methods:

a) cryptographic scramble;
b) block erase; or
c) overwrite.

The cryptographic scramble method and block erase method make previously written contents
in the user data area unretrievable.

The overwrite method fills all user data with a four byte pattern passed within the LBA field of
the command. Parameters for this method include a count for multiple overwrites and the
option to invert the four byte pattern between consecutive overwrite passes.
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A software reset shall not cause the Sanitize operation state to change.

Figure 15 describes the operation of the Sanitize Device feature set.

SDO0: Sanitize Idle SD1: Sanitize Frozen

SANITIZE STATUS EXT command )
SD1:SD1

Hardware reset or Power-on reset

-t SD1:SD0

SANITIZE FREEZE LOCK EXT command
—SD0:SD1

g
Hardware Reset or Power-on reset )
—SD0a:SD0

[t
SANITIZE STATUS EXT command )
—SD0b:SD0

SD2: Sanitze Operation

Sanitize operation command

—SD0:SD2 >< >
< SANITIZESTATUS EXT command
—SD2b:SD2

SO3: Sanitize Operation Failed

SD4: Sanitize Operation Succeeded

Hardware Reset,
Power-on reset, or
SANITIZE STATUS EXT commg ndj

—SD4:SD0

Sanitize operation
completed without error

—SD2:SD4———p

Clear Failed State bit set to one

—SD3:SD0

Sanitize operation command - .
Sanitize operation

—SD3:SD2 - command
¢—SD2:SD4—

Sanitize operation completed with
error

- SD2:SD3— >

Hardware Reset or Power-on reset

N > —SD2a:SD2
Hardware Reset or Power-on reset

~—=SD3a:SD3

|
SANITIZE STATUS EXT command )

—SD3b:SD3

Figure 15 — Sanitize Device state machine
SDO: Sanitize Idle State: This state is entered when the device processes a power-on reset
from SDO, SD1, or SD4.
Transition SD0a:SDO: If the device is:

a) in the Sanitize Idle state; and
b) processes a hardware reset or power-on reset,

then the device shall remain in the SDO: Sanitize Idle state.

Transition SD0b:SDO: If the device is in the Sanitize Idle state and it processes a SANITIZE
STATUS EXT command, then the device shall complete the command and remain in the SDO:
Sanitize Idle state.
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Transition SD0:SD1: If the device is in the Sanitize Idle state and it processes a SANITIZE
FREEZE LOCK EXT command, then the device shall transition to the SD1: Sanitize Frozen
state.

Transition SD0:SD2: If the device is in the Sanitize Idle state and it processes a supported
Sanitize operation command, then the device shall transition to the SD2: Sanitize Operation
state.

SD1: Sanitize Frozen State: This state is entered from the SDO: Sanitize Idle state when the
device processes a SANITIZE FREEZE LOCK EXT command.

Transition SD1:SDO0: If the device is in the Sanitize Frozen state and it processes a hardware
resgtoOra power-on reset, them the devite statttransition to the SDO—Sanitize tdtestate:;

Transition SD1:SD1: If the device is in the Sanitize Frozen state and it processes a SANIT|IZE
STATUS EXT command, then the device shall complete the command and remain jn) the §D1:
Sanitize Frozen state.

SD2: Sanitize Operation State: This state is entered if:

n) the device processes a power-on reset from SD2; or
b) the device is in the SDO Sanitize Idle state and a supported Sanitize operation command is
received.

Trapsition SD2a:SD2: If the device is in the Sanitize Operatien state and processgs a
hargware reset or power-on reset, then the device shall remain_in the SD2: Sanitize Operation
state.

Traphsition SD2b:SD2: If the device is in the Sanitize‘Operation state and it processgs a
SANITIZE STATUS EXT command, then the device shall remain in the SD2: Sanitize Operdtion
state.

Transition SD2:SD3: If the device is in the Sanitize Operation state and a Sanitize operation
conjpletes with an error, then the device shalltransition to the SD3: Sanitize Operation Fgiled
state.

Transition SD2:SD4: If the device is ip;the Sanitize Operation state and a Sanitize operTion
conjpletes without an error, then thedevice shall transition to the SD4: Sanitize Operation
Suciceeded state.

SD3: Sanitize Operation Failed State: This state is entered when:

n) the device processesa’power-on reset from SD3; or
b) the device is in the.SD2: Sanitize Operation state and a Sanitize operation completes with jan
error.

Trapsition SD3:SDO: If the device is in the Sanitize Operation Failed state and:

n) the Sanitize operation was initiated by a Sanitize operation command with the Failure Modg bit
sette._one; and
b) the. SANITIZE STATUS EXT command has been successfully processed with the Clear
Sanitize Operation Failed bit set to one,

then the device shall transition to the Sanitize Idle state.

Transition SD3:SD2: If the device is in the Sanitize Operation Failed state and it processes a
supported Sanitize operation command, then the device shall transition to the SD2: Sanitize
Operation state.

Transition SD3a:SD3: If the device is in the Sanitize Operation Failed state and it processes a
hardware reset or power-on reset, then the device shall remain in the SD3: Sanitize Operation
Failed state.

Transition SD3b:SD3: If the device is in the Sanitize Operation Failed state, and it processes
a SANITIZE STATUS EXT command with the Clear Sanitize Operation Failed bit cleared to
zero, then the device shall remain in the SD3: Sanitize Operation Failed state.

SD4: Sanitize Operation Succeeded State: This state is entered when the device is in the
SD2 Sanitize Operation state and a Sanitize operation completes without an error.
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Transition SD4:SDO0: If the device is in the Sanitize Operation state and it processes:

a) a hardware reset;
b) a power-on reset; or
c) a SANITIZE STATUS EXT command,

then the device shall transition to the SDO: Sanitize Idle state.

Transition SD4:SD2: If the device is in the Sanitize Operation state and it processes a
supported Sanitize operation command, then the device shall transition to the SD2: Sanitize
Operation state.

4.2

4.2(0.1 Overview

The| Security feature set is a password system that restricts access to user data)stored ¢

dev

Theg Master Password Identifier feature (see 4.20.11) is an optional ephancement to
Security feature set.

4.2(0.2 Passwords
4.2(0.2.1 Overview
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A factory-installed Master password may be valid before an initial SECURITY §
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p-Security feature set

ce. Access to some configuration capabilities are limited.

system has two types of passwords:

p) User; and
b) Master.

.2.2 User Password

User password creates a lock to block processing of some commands, inclug
enting access to all user data on the device. The User password may be used to un
device to allow access.

urity is enabled by setting a Usef‘password with the SECURITY SET PASSW(
mand. If security is enabled, then‘the device is Locked (i.e., access to user data on
ce is denied) after a power-on-reset is processed until a SECURITY UNLOCK comm
pletes without error.

.2.3 Master Password

Master password,is .a password that may be used to unlock the device if the U
sword is lost or if an~administrator requires access (e.g., to repurpose a device).

SWORD cemmand has been completed without error. A device may contain both a v

irity (i.ei~does not Lock the device after the next power-on reset has been processed).

.3/ Master Password Capability
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ter password and a valid User password. Setting the Master password does not enable

Ad

] bl 4 1ol () + £ - 4l A4 + T bonlot
>VILE WILTT STLUTTLY TITdDICU TIdS TWU Wdys Ul USITTY T ViasIlSl PJasswuUTU. TTITS Lapdullity

has

values of High or Maximum. The capability value is set when the User password is set
(see 7.47).

When the Master Password Capability is set to High, either the User password or Master
password may be used interchangeably.

When the Master Password Capability is set to Maximum, the Master password is not used
with the SECURITY DISABLE PASSWORD command and SECURITY UNLOCK command. The
SECURITY ERASE UNIT command, however, does accept either a valid User or Master
password.
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4.20.4 Frozen Mode

The SECURITY FREEZE LOCK command prevents changes to all Security states until a
subsequent power-on reset or hardware reset. The purpose of the SECURITY FREEZE LOCK
command is to prevent password setting attacks on the security system.

4.20.5 Commands

A device that implements the Security feature set shall implement the following set of
commands:

a) SECURITY SET PASSWORD (see 7.47);
b) SECURITY UNLOCK (see 7.48):
) SECURITY ERASE PREPARE (see 7.44);
d) SECURITY ERASE UNIT (see 7.45);
) SECURITY FREEZE LOCK (see 7.46); and
) SECURITY DISABLE PASSWORD (see 7.43).

4.2(.6 IDENTIFY DEVICE data

Support of the Security feature set is indicated in IDENTIFY DEVICE data-words 82 and [128
(se¢ 7.17.7.40 and 7.17.7.66) and IDENTIFY PACKET DEVICE data words 82 and 128
(se¢ 7.18.6.34 and 7.18.6.51).

Sequrity information in IDENTIFY DEVICE data words 82, 89.ahd 90 (see table 50) aAnd
IDENTIFY PACKET DEVICE data words 82, 89 and 90 (seg(table 61) is fixed until the pext
power-on reset and shall not change unless the DEVIEE/CONFIGURATION OVERLAY
conmand removes support for the Security feature set.

Security information in IDENTIFY DEVICE data words\85, 92 and 128 and IDENTIFY DEVICE
data words 85, 92 and 128 are variable and may change.

If the Security feature set is not supported, then IDENTIFY DEVICE data words 89, 90, 92 Jand
128|and IDENTIFY PACKET DEVICE data words 89, 90, 92 and 128 are N/A.

4.20.7 Security initial setting

When the device is shipped by theimanufacturer, security shall be disabled (e.g., is|not
Locked). The initial Master password value is not defined by this standard.

4.20.8 Password Rules

Thig subclause applies to any-security command that accepts a password, and for which there
exigts a valid password: This subclause does not apply after the drive has processgd a
SECURITY FREEZE LOCK command without error.

hen

Wvith

If the Master Password Capability was set to Maximum during the last SECURITY SET
PASSWORD command setting the User password, then the device shall return command
aborted for a SECURITY UNLOCK command or a SECURITY DISABLE PASSWORD command
if the Master password is supplied.

4.20.9 Password attempt counter

The device shall have a password attempt counter. The counter shall be decremented while in
SEC4 state (see figure 16), whenever the SECURITY UNLOCK command fails because of an
invalid User password or Master password.

When the password attempt counter reaches zero, the device shall:

a) not decrement the counter;
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b) set the Password Attempt Counter Exceeded bit (i.e., bit 4 of word 128 in the IDENTIFY
DEVICE data) to one; and

c) return command aborted for all SECURITY UNLOCK commands and SECURITY ERASE
UNIT commands until after the device processes a power-on reset or hardware reset.

The Password Attempt Counter Exceeded bit shall be cleared to zero after processing a
power-on reset or a hardware reset.

The password attempt counter shall be set to five after a power-on reset or hardware reset.
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4.20.10 Security states

Figure 16 describes security states and state transitions, table 6 is a summary of the security
states, and table 7 describes the effect of security on commands. When the power is off, the
security characteristics are as in table 6, but are not reportable.

Table 6 — Summary of Security States and Security Characteristics

Security Characteristics
Security State Power | Enabled® | Locked® | Frozen® Password Attempts Exceededd

SECO off 0 ALA N/A AUA

SECH1 on 0 0 0 0

SEC2 on 0 0 1 Varies

SEC3 off 1 N/A N/A N/A

SEC4 on 1 1 0 Varies

SEC5 on 1 0 0 Varies

SEC6 on 1 0 1 Varies

@ |IDENTIFY DEVICE data word 85 bit 1 (see 7.17.7.41)

b |PENTIFY DEVICE data word 128 bit 2 (see 7.17.7.66)
¢ IDENTIFY DEVICE data word 128 bit 3 (see 7.17.7.66)
4 IDENTIFY DEVICE data word 128 bit 4 (see 7.17.7.66)
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Table 7 — Security Command Actions (part 1 of 3)

Command Locked 2 Unlocked or Disabled P Frozen ©
g‘g.? LBA(S) TO NV CACHE PINNED Command aborted Executable Executable
BLOCK ERASE EXT Command aborted Executable Executable
CFA ERASE SECTORS Command aborted Executable Executable
g(F)/]\DEEQUEST EXTENDED ERROR Executable Executable Executable
CFA TRANSCATE SECTOR EXecutable EXecutanlie txecurfble
g;’:ngF ITE MULTIPLE WITHOUT Command aborted Executable Execut*able
g;’:‘\;’VEF ITE SECTORS WITHOUT Command aborted Executable Execut*:ble
CHECK|POWER MODE Executable Executable Execut*able
CONFIGURE STREAM Command aborted Executable Execut{able
CRYPT(O SCRAMBLE EXT Command aborted Executable Execut{able
DATA SET MANAGEMENT Command aborted Executable Execut{able
DEVICH CONFIGURATION Command aborted Executable Execut;{able
DEVICHRESET Executable Executable Executfble
DOWNLOAD MICROCODE Vendor Specific Vendor Specific Vendor Specific
DOWNLOAD MICROCODE DMA Vendor Specifie Vendor Specific Vendor Specific
EXECUTE DEVICE DIAGNOSTIC Executable Executable Executapble
FLUSH CACHE Commandcaborted Executable Execut+ble
FLUSH CACHE EXT Command aborted Executable Execut;{able
FLUSH NV CACHE Command aborted Executable Execut{able
IDENTIRY DEVICE Executable Executable Execut{able
IDENTIRY PACKET DEVICE Executable Executable Execut;{able
IDLE Executable Executable Execut{able
IDLE IMMEDIATE Executable Executable Execut{able
MEDIA EJECT Command aborted Executable Execut{able
MEDIA LOCK Command aborted Executable Execut{able
MEDIA UNLOCK Command aborted Executable Execut{able
NOP Executable Executable Execut{able
OVERWRITE EXT Command aborted Executable Execut{able
PACKET Command aborted Executable Execut#ble
QUERY NV CACHE MISSES Command aborted Executable Executable
QUERY NV CACHE PINNED SET Command aborted Executable Executable
READ BUFFER Executable Executable Executable
READ BUFFER DMA Executable Executable Executable
READ DMA Command aborted Executable Executable
READ DMA EXT Command aborted Executable Executable

NOTE - All commands not listed in this table are not addressed by the Security feature set.

@ State SEC4
b States SEC1 or SEC5
C States SEC2 or SEC6



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

- 86—

Table 7 — Security Command Actions (part 2 of 3)

ISO/IEC 17760-102:2016 © ISO/IEC 2016

Command Locked 2 Unlocked or Disabled P Frozen ©
READ FPDMA QUEUED Command aborted Executable Executable
READ LOG DMA EXT Executable Executable Executable
READ LOG EXT Executable Executable Executable
READ MULTIPLE Command aborted Executable Executable
READ MULTIPLE EXT Command aborted Executable Executable
READ NATIVE MAX ADDRESS Executable Executable Executgble
READ NATIVE MAX ADDRESS EXT Executable Executable Execut+ble
READ SECTOR(S) Command aborted Executable Execut*able
READ SECTOR(S) EXT Command aborted Executable Execut{able
READ STREAM DMA EXT Command aborted Executable Execut{able
READ §TREAM EXT Command aborted Executable Execut{able
READ VERIFY SECTOR(S) Command aborted Executable Execut{able
READ VERIFY SECTOR(S) EXT Command aborted Executable Execut{able
Eﬁ\m%\[;/ESLEiA(S) FROMNV CACHE Command aborted Executable Execut{able
REQUEBT SENSE DATA EXT Executable Executable Execut{able
'\R/IEOBUER N FROM NV CACHE POWER Command aborted Executable Execut{able
SANITIZE FREEZE LOCK EXT Command aborted Executable Execut*able
SANITIZE STATUS EXT Command aborted Executable Execut{able
SCT WRITE SAME Command-aborted Executable Execut{able
SCT ERROR RECOVERY CONTROL Command aborted Executable Execut{able
SCT FEATURE CONTROL Command aborted Executable Execut#ble
SCT DATA TABLES Command aborted Executable Execut{able
SCT READ STATUS Executable Executable Executgible
SECURITY DISABLE PASSWORD Command aborted Executable Command pborted
SECURITY ERASE PREPARE Executable Executable Command pborted
SECURI|TY ERASE UNIF Executable Executable Command pborted
SECURITY FREEZE LOCK Command aborted Executable Executable
SECURITY SET PASSWORD Command aborted Executable Command pborted
SECURITY UNEOCK Executable Executable Command pborted
SERVICE Command aborted Executable Executfble
SET FEATORES Executable Executable Executable
SET MAX ADDRESS Command aborted Executable Executable
SET MAX ADDRESS EXT Command aborted Executable Executable
SET MAX SET PASSWORD Command aborted Executable Executable
SET MAX SET PASSWORD DMA Command aborted Executable Executable
SET MAX LOCK Command aborted Executable Executable
SET MAX FREEZE LOCK Command aborted Executable Executable

NOTE — All commands not listed in this table are not addressed by the Security feature set.

a8 State SEC4
b States SEC1 or SEC5
¢ States SEC2 or SEC6
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Table 7 — Security Command Actions (part 3 of 3)

Command Locked 2 Unlocked or Disabled P Frozen ©
SET MAX UNLOCK Command aborted Executable Executable
SET MAX UNLOCK DMA Command aborted Executable Executable
SET MULTIPLE MODE Executable Executable Executable
SET NV CACHE POWER MODE Command aborted Executable Executable
SLEEP Executable Executable Executable
SMART DISABLE OPERATIONS Executable Executable Executgble
?\UATAOR; E/I\IIEABLE/DISABLE Executable Executable Execut{able
SMART |ENABLE OPERATIONS Executable Executable Execut{able
ISMMN'?;JME\.I).(EECUTE OFF-LINE Executable Executable Execut{able
SMART|READ DATA Executable Executable Execut{able
SMART|READ LOG Executable Executable Execut{able
SMART|RETURN STATUS Executable Execltable Execut{able
SMART|WRITE LOG Executable Executable Execut{able
STANDBY Executable Executable Execut{able
STANDBY IMMEDIATE Executable Executable Execut{able
TRUSTED NON-DATA Command aborted Executable Execut{able
TRUSTED RECEIVE Command aborted Executable Execut{able
TRUSTED RECEIVE DMA Command aborted Executable Execut*able
TRUSTED SEND Command-aborted Executable Execut{able
TRUSTED SEND DMA Command aborted Executable Execut{able
WRITE BUFFER Executable Executable Execut{able
WRITE BUFFER DMA Executable Executable Execut{able
WRITE DMA Command aborted Executable Execut{able
WRITE DMA EXT Command aborted Executable Execut*able
WRITE PMA FUA EXT Command aborted Executable Execut{able
WRITE FPDMA QUEUED Command aborted Executable Execut{able
WRITE LOG DMA EXT Command aborted Executable Execut{able
WRITE LOG EXT Command aborted Executable Execut{able
WRITE MULTIRLE Command aborted Executable Execut{able
WRITE MULTIPLE EXT Command aborted Executable Execut{able
WRITE MOETIPLEFOAEXT Commandaborted Executable Executable
WRITE SECTOR(S) Command aborted Executable Executable
WRITE SECTOR(S) EXT Command aborted Executable Executable
WRITE STREAM DMA EXT Command aborted Executable Executable
WRITE STREAM EXT Command aborted Executable Executable
WRITE UNCORRECTABLE EXT Command aborted Executable Executable

NOTE — All commands not listed in this table are not addressed by the Security feature set.

@ State SEC4
b States SEC1 or SEC5
¢ States SEC2 or SEC6
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Disabled/Not Locked/
Not Frozen

et

SEC2: Disabled/
Not Locked/Frozen

Power-down
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Figure 16 — Security state diagram
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State SEC0: Powered down/Security Disabled/Not Locked/ Not Frozen: This state shall be
entered when the device is powered-down with the Security feature set disabled.

Transition SEC0:SEC1: After the device processes a power-on reset, the device shall
transition to the SEC1 state.

State SEC1: Security Disabled/Not Locked/Not Frozen: This state shall be entered when the
device processes a power-on reset or a hardware reset with the Security feature set disabled
or when the Security feature set is disabled by a SECURITY DISABLE PASSWORD command
or SECURITY ERASE UNIT command.

When entering this state after processing a power-on reset or hardware reset, the device shall
set i nter

is state, the device shall respond to all commands as specified in the Disabled column of
table 7. With the exception of the SECURITY commands, processing of these commands ghall
not [cause a transition from state SEC1.

Thg device shall report IDENTIFY DEVICE command and IDENTIFY(RACKET DEV|CE
conlmand data words as described in table 8.

Table 8 — IDENTIFY settings for Security state SEC1

Bi
Word Posittion Value Description
82 1 1 Security feature set is supported
85 1 0 Theretis no active User password
128 0 copy of word 82 bit 1 [ Se€curity feature set is supported
128 1 copy of word 85 bit 1, [Security feature set is disabled
128 2 0 device is not locked
128 3 0 device is not frozen
Password Attempt Counter Exceeded
128 4 Varies 1= counter exceeded
0= counter not exceeded
128 8 0 Master Password Capability is not maximum

Trapsition SEC1:SECO0;: When the device is powered-down, the device shall transition to|the
SEQO state.

Transition SEC1:SEC1: When the device processes a hardware reset, the device shall remain
in the SEC1 siate.

Trapsition SEC1a:SEC1: When a SECURITY SET (master) PASSWORD command complétes
without error, the device shall:

a).{save the Master password and the optional Master Password Identifier;
) remain in the SECT state; and
c) not change the Master Password Capability.

Transition SEC1:SEC2: When a SECURITY FREEZE LOCK command completes without
error, the device shall transition to the SEC2 state.

Transition SEC1:SEC5: When a SECURITY SET (user) PASSWORD command completes
without error, the device shall:

a) save the User password;
b) update the Master Password Capability; and
c) transition to the SECS5 state.

State SEC2: Security Disabled/Not Locked/Frozen: This state shall be entered when the
device receives a SECURITY FREEZE LOCK command while in state SEC1.
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In this state, the device shall respond to all commands as specified in the Frozen column of
table 7. Processing of any of these commands shall not cause a transition from state SEC2.

The device shall report IDENTIFY DEVICE data words and IDENTIFY PACKET DEVICE data
words as described in table 9.

Table 9 — IDENTIFY settings for Security state SEC2

Bi

Word Posittion Value Description
82 1 1 Security feature set is supported
85 1 0] There is no aclive User password
128 0 copy of word 82 bit 1 | Security feature set is supported
128 1 copy of word 85 bit 1 | Security feature set is disabled
128 2 0 device is not locked
128 3 1 device is frozen

Password Attempt CounterExceeded
128 4 Varies 1= counter exceeded
0= counter not exceeded

Master Password Capability
128 8 Varies O=high/User password disabled
1=Maximum/User password disabled

Tra
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The device shall report IDENTIFY DEVICE data words and the IDENTIFY PACKET DEVICE
data words as described in table 10.

Table 10 — IDENTIFY settings for Security state SEC4

Bi

Word Posittion Value Description
82 1 1 Security feature set is supported
85 1 1 There is an active User password
128 0 copy of word 82 bit 1 | Security feature set is supported
128 1 copy of word 85 bit 1 | Security feature set is enabled
128 2 1 device is locked
128 3 0 device is not frozen

Password Attempt Counter Exceeded
128 4 Varies 1= counter exceeded
0= counter not exceeded

Master Password Capability
128 8 Varies O=high
1=Maximum

Tra

nsition SEC4:SEC1: When a SECURITY ERASE UNIT «cammand completes without e

then the device shall transition to the SEC1 state.

Tra

nsition SEC4:SEC3: When the device is powered:down, the device shall transition to

SEC3 state.

Tra

in the SEC4 state.

Tra
pas

sword, the password attempt counter shall be decremented by one, and remain in

SE(4 state.

If the password attempt counter reaches zero, then the Password Attempt Counter Exceeded
bit ghall be set to one.

Aftgr processing of the SECURITY ERASE PREPARE command, the device remains in
SEC4 state.

Tra
sha

Sta
eith

nsition SEC4:SEC5: When a SECURITY UNLOCK command is successful, the de
| transition to the SEC5 state.

er a SECURITY SET (user) PASSWORD command or a SECURITY UNLOCK comm

conjpletes\without error.

In this‘state, the device shall respond to all commands as specified in the Unlocked colump

[ror,

the

hsition SEC4:SEC4: When the device receives a hardware reset, the device shall remain

hsition SEC4a:SEC4: When a SECURITY UNLOCK command is received with an incorfrect

the

the

ce

e SEC5:<{Security Enabled/ Not Locked/ Not Frozen: This state shall be entered when

land

of

table 7. With the exception of the SECURITY commands, processing of these commands shall

not

cause a transition from state SEC5.

The device shall report IDENTIFY DEVICE command or IDENTIFY PACKET DEVICE
command data words as described in table 11.
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Table 11 — IDENTIFY settings for Security state SEC5

016

Bi

Word Posittion Value Description
82 1 1 Security feature set is supported
85 1 1 There is an active User password
128 0 copy of word 82 bit 1 | Security feature set is supported
128 1 copy of word 85 bit 1 | Security feature set is enabled
128 2 0 device is not locked
128 3 0 device is not frozen

Password Attempt Counter Exceeded
128 4 Varies 1= counter exceeded
0= counter not exceeded

Master Password Capability
128 8 Varies 0=high
1=Maximum

Tra
ER/

Tra
SE(

Tra
tran

Tra
with

Wh
sha

If a
rem

Tra

hsition SEC5:SEC1: If a SECURITY DISABLE PASSWQORD command or a SECUR
ASE UNIT command is successful, then the device shall«{ransition to the SEC1 state.

nsition SEC5:SEC3: When the device is powered-down, the device shall transition to
L3 state.

hsition SEC5:SEC4: When the device receives a hardware reset, the device s
sition to the SEC4 state.

nsition SEC5:SEC5: When a SECURITY<SET (master) PASSWORD command compl
out error, the device shall:

a) save the Master password and th& optional Master Password |dentifier;
b) not change the Master Password Capability; and
c) remain in the SEC5 state.

en a SECURITY SET (user) PASSWORD command completes without error, the de
l:

a) save the User password;
b) update the Master Password Capability; and
c) remain in the-SEC5 state.

ain in the SECS5 state.
hsition SEC5:SEC6: When a SECURITY FREEZE LOCK command is successful,

ITY

the

hall

btes

ice

SECURITY~-ERASE PREPARE command completes without error, then the device shall

the

dev

ce‘shall transition to the SEC6 state.

State SEC6: Security Enabled/ Not Locked/ Frozen: This state shall be entered when the
device receives a SECURITY FREEZE LOCK command while in the SEC5 state.

In this state, the device shall respond to all commands as specified in the Frozen column of
table 7. With the exception of the SECURITY commands, processing of these commands shall

not

cause a transition from state SECB6.
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The device shall report IDENTIFY DEVICE command or IDENTIFY PACKET DEVICE
command data words as described in table 12.

Table 12 — IDENTIFY settings for Security state SEC6

Bi

Word Posittion Value Description
82 1 1 Security feature set is supported
85 1 1 There is an active User password
128 0 copy of word 82 bit 1 | Security feature set is supported
128 1 copy of word 85 bit 1 | Security feature set is enabled
128 2 0 device is not locked
128 3 1 device is frozen

Password Attempt Counter Exceeded
128 4 Varies 1= counter exceeded
0= counter not exceeded

Master Password Capability
128 8 Varies 0=high
1=Maximum

Tra

tran

Tra

SE(
4.2(
4.20
The
4.20

Thig
diffq

pas

corr

If a

Mas
4.2¢

The)
by t

The

hsition SEC6:SEC4: When the device receives a hartdware reset, the device s
sition to the SEC4 state.

3 state.

.11 Master Password Identifier feature

.11.1 Overview

Master Password Identifier is an optianal feature in the Security feature set.

.11.2 Example use case

hall

nsition SEC6:SEC3: When the device is powered-down, the device shall transition to| the

feature allows an administrator to use several sets of Master passwords (e.g., for usge in
rent deployments of devices). The administrator may maintain a mapping of actual Master

swords and a corresponding Identifier. When an administrator sets a Master password,| the
esponding Master Password Identifier may also be set.

User password ad been set and lost, an administrator may obtain a hint as to which
ter password was previously set from the Master Password Identifier.

.11.3 Requirements

device 'shall maintain a value associated with the Master Password that may be specified
he host.

Master Password Identifier does not indicate whether a Master Password exists or is valid.

Support for this feature is reported in the IDENTIFY DEVICE data or IDENTIFY PACKET
DEVICE data in word 92. Valid identifiers are 0001h through FFFEh. A value of 0000h or
FFFFh indicates that this feature is not supported.

If th

c)

e device supports the Security feature set, then:

a) the device shall store a non-volatile identifier field with the stored Master password;

b) the identifier is maintained for the benefit of the host and shall not be modified by the device;

and

prior to first use, the Master Password Identifier shall be set to FFFEh by the manufacturer.
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4.21 Self-Monitoring, Analysis, and Reporting Technology (SMART) feature set
4.21.1 Overview

The Self-Monitoring, Analysis, and Reporting Technology (SMART) feature set allows for the
protection of user data and minimizes the likelihood of unscheduled system downtime that may
be caused by predictable degradation and/or fault of the device. SMART feature set devices
attempt to predict the likelihood of near-term degradation or fault condition. The SMART
feature set provides the host with the knowledge of a negative reliability condition. Support of
this feature set is indicated in the IDENTIFY DEVICE data.

4.21.2 Device SMART data structure

SMART feature set capability and status information for the device are stored in the deyice
SMART data structure. The off-line data collection capability and status data stored‘in|the
SMART data structure may be useful to the host if the SMART EXECUTE .OFF-L|NE
IMMEDIATE command is implemented (see 7.54.5).

4.21.3 Background data collection

Collection of SMART data in the background shall have no impact on deyice’performance. [The
SMART data that is collected or the methods by which data is collected.in the background pay
be different than those in the off-line data collection mode for any(particular device and may
vary from one device to another.

4.21.4 Off-line/Captive mode data collection

If the device is required to respond to commands from the host while performing data
collgction, then the device shall use the off-line mode_or‘eaptive mode for data collection [and
selfttest routines that have an impact on performance, This impact on performance may vary
from device to device. The data that is collected ofthe methods by which the data is colle¢ted
in this mode may be different from those in therbackground data collection mode for jany
parficular device and may vary from one device\to another.

4.21.5 Threshold exceeded condition

Thi$ condition occurs when the device’s SMART reliability status indicates an impeng
degfrading or fault condition (see 7.54.\8).

4.21.6 SMART feature set commands

ng

Thejse commands use a single command code and are differentiated from one another by|the
valde placed in the Feature*field (see 7.54).

If the SMART feature-Set’is implemented, the following commands shall be implemented:

) SMART DISABLE OPERATIONS (see 7.54.2);

) SMART ENABLE/DISABLE ATTRIBUTE AUTOSAVE (see 7.54.3);
) SMARTENABLE OPERATIONS (see 7.54.4); and

) SMART RETURN STATUS (see 7.54.8).

If the SMART feature set is implemented, the following commands are optional:

b) SMART READ DATA (see 7.54.6);
c) SMART READ LOG (see 7.54.7); and
d) SMART WRITE LOG (see 7.54.9).

4.21.7 SMART operation with power management modes

When the SMART feature set is enabled a device should save the device accumulated SMART
data upon receipt of an IDLE IMMEDIATE command, STANDBY IMMEDIATE command, or
SLEEP command or upon return to an Active state or Idle state from a Standby state
(see 7.54.6).

If a SMART feature set enabled device has been set to use the Standby timer (see 4.17.3), the
device should save the device accumulated SMART data prior to going from an Idle state to the
Standby state or upon return to an Active state or Idle state from a Standby state.
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A device shall not process any routine to save the device accumulated SMART data while the
device is in a Standby state or Sleep state.

4.21.8 SMART device error log reporting

Logging of reported errors is an optional SMART feature. If error logging is supported by a
device, it is indicated in byte 370 of the SMART READ DATA command response
(see table 152) and IDENTIFY DEVICE DATA word 84 bit O (see 7.17.7.40). If error logging is
supported, the device shall provide information on the last five errors that the device reported
as described in the SMART READ LOG command (see 7.54.7). The device may also provide
additional vendor specific information on these reported errors.

If e

; : log
information shall be gathered when the device is powered-on except that logging of er

ors

Ext¢nded Comprehensive Error Log.

4.2P Sense Data Reporting feature set

Theg Sense Data Reporting feature set allows devices to report that additional errofr or
nonterror informational status is available from the device and_may be retrieved by the hfost.
Thig feature set is prohibited for devices implementing the, PAEKET command feature set.

Thel REQUEST SENSE DATA EXT command (see 7.41) and the SET FEATURES subcommjand
Engble/Disable the Sense Data Reporting feature Set (see 7.49.16) are mandatory for fthis
feafjure set.

Thig feature is enabled by issuing a SET FEATURES subcommand Enable/Disable the Sgnse
Datg Reporting feature set (see 7.49.16), to the device. The host may disable this capability by
issuing a SET FEATURES subcommand Enable/Disable the Sense Data Reporting feature| set
(se¢ 7.49.16), to the device.

If the Sense Data Reporting feature set has been enabled (see 7.49.16), then the deyice
notifies the host of additional information by setting the Sense Data Available bit in the Status
field to one. The Error field shall-comply with the requirements in clause 6. The host retrigves
this|additional information by\issuing a REQUEST SENSE DATA EXT command to the de\ice.
The| device may set the Sense Data Available bit to one in the Status field and clear the Hrror
bit o zero in the Status\field to indicate that the command was successfully processed fand
therne is additional infosmation about the command (e.g., a correctable error occurred).

If the Sense Data Reporting feature set is not enabled, the device may make this information

ava|lable through'the REQUEST SENSE DATA EXT command.

The| device.maintains only the most recent sense data. If more than one reportable event|has
occlrred before the host issues a REQUEST SENSE DATA EXT command, then the device
shall.return the most recent sense data.

The sense data shall be cleared after:

a) receiving any reset;

b) acceptance of a command other than REQUEST SENSE DATA EXT command that does not
read the NCQ Command Error log; or

c) completion of a REQUEST SENSE DATA EXT command.

This feature set shall be disabled upon completion of a power-on reset (see ATA8-AAM).

4.23 Software Settings Preservation (SSP) feature set

The Software Settings Preservation (SSP) feature set provides a method for an application
client to cause a SATA device to retain the settings of some features that are enabled or
disabled using a SET FEATURES command after the device has received a COMRESET. If a
device supports the SSP feature set, then the SSP feature set shall be enabled by default.
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The software settings that shall be preserved across COMRESET are listed in table 13. The
device is only required to preserve the indicated software setting if it supports the particular
feature/command with which the setting is associated.

Table 13 — Preserved Feature Sets and Settings

Capability

Preserved Setting

INITIALIZE DEVICE PARAMETERS

Obsolete

Security Mode

Preserve the Current Security State as defined in the security state

transition diagram (see 4.20.10)

Stanaby-Timer

Preserve the setting for theStamdby timer(see 4-17-3)

R

Read/Write Stream Error Logs

Preserve the contents of these logs (see A.13 and A.18)

Password Attempt Counter

Preserve the value of the Password Attempt Counter (see4.20.

SET MAX ADDRESS (EXT)

Current maximum LBA (see 7.50.2 and 7.51)

Write Cache enable/disable

Enabled or disabled (see 7.49.4)

Transfer Mode

Preserve the PIO, DMA and UDMA transfer,mode settings (see

7.49.5)

Advanced Power Mode

Enabled or disabled (see 7.49.6)

Read look-ahead

Enabled or disabled (see 7.49.12)

Release Interrupt

Obsolete

Service Interrupt

Obsolete

Re

verting to Power-On Defaults

Enabled or disabled (see, 749.13)

Multiple Mode

Preserve the block sizefrom the last set multiple mode (see 7.5

N

)

S

ANITIZE FREEZE LOCK EXT

The Sanitize Frozen state established by the SANITIZE FREEZI
EXT command (see 4.19)

E LOCK

Write-Read-Verify

Preserve the.settings of the Write-Read-Verify feature set

4.2
4.24

The
plag
pro
the

Dev
folld

1 Streaming feature set

wing commands:

)
b)

C)

TRN DEAD

.1 Streaming feature set overview

Streaming feature set allows a host to request delivery of data within an allotted
ing a priority on the tipme)to transfer the data rather than the integrity of the data.
essing commands in the’ Streaming feature set, devices may process background tas
specified command\processing time limits for the commands are met. The Strean)
feature set only defines'commands that use 48-bit addressing.

ices that implement the Streaming feature set shall implement the GPL feature set and

CONFIGURE STREAM (see 7.8);
READ STREAM EXT (see 7.38);
WRITE STREAM EXT (see 7.76);

&iﬂ e

s if
ng

the

)
e)

TR AM DA LA _—N/T / =2 =7\ !
NEAU O TINXEANT UNIALEAT (SCC 7.07), dllu

WRITE STREAM DMA EXT (see 7.75).

SET FEATURES Set Maximum Host Interface Sector Times (see 7.49.11) is an optional feature
of the Streaming feature set.

Support of the Streaming feature set is indicated in IDENTIFY DEVICE data word 84 bit 4
(see 7.17.7.40).

4.24.2 Streaming commands

4.24.2.1 Streaming command overview

The CONFIGURE STREAM command (see 7.8) is used by a host to define the properties of a
stream to assist the device in configuring its caching for best performance. The Stream
Identifier (Stream ID) in the CONFIGURE STREAM command is used by the host to specify the
number of the stream to which the operating parameters in the command apply. Up to a total of
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eight streams may be configured. The Stream ID may be used by the device to configure its
resources to support the streaming requirements of the AV content.

A host may use both read stream commands and write stream commands to access any
stream.

The CONFIGURE STREAM command Default Command Completion Time Limit (Default
CCTL) (see 7.8.3.4) provides a method for a host to set the time limit for a device to process
read stream commands and write stream commands. If the host does not use a CONFIGURE
STREAM command to set Default CCTL, the host may specify the time limit for command
processing with the Command Completion Time Limit (CCTL) in each read stream command or
write_stream command. where the time limit is effective for that command only (see 7.37.3.2).
Each stream may be configured with different command completion time limits.

The| read stream commands and write stream commands may access all the user-data ¢n a
devjce. These commands may be interspersed with commands not in the Streanying feajure
set| but, if commands not in the Streaming feature set are interspersed with yéad str¢gam
commands and write stream commands, there may be an impact on performance due to|the
unkhown time required to complete the commands not in the Streaming fedture set.

Thg host should send read stream commands and write stream commands specifying a
transfer length that is a multiple of the Stream Minimum Request Size indicated in IDENT|IFY
DEVICE data word 95 (see 7.17.7.49).

4.24.2.2 Flush bit

The| Flush bit (Flush) in the write stream commands (see.7:75.3.3) specifies that the deyvice
flughes all volatile cache data for the specified stream to the media before commpnd
conppletion. If a host requests flushes at times otherithan the end of each Allocation Unit
(se¢ 7.8.3.5), streaming performance may be degraded. The SET FEATURES commang to
enaple and disable caching (see 7.49.4) may affect caching for commands in the Streanping
feafjure set.

4.24.2.3 Not Sequential bit

Thel Not Sequential bit (NS) in the readtstream commands (see 7.37.3.4) specifies that|the
next READ STREAM command with'the same Stream ID may not start with the next LBA
follqwing the last LBA of the previgus read stream command.

NOTE The NS bit provides information’ for the device to optimize pre-fetching decisions.

4.2

The| Read Continuoushbit (RC) in the read stream commands (see 7.37.3.3) specifies that|the
devjce shall transfer the requested amount of data to the host within the time specified by
Default CCTL or\€CTL even if an error occurs. The data sent to the host by the device i an
errgdr conditiofifis vendor specific.

4.24.2.5 Write Continuous bit
Th

.2.4 Read Continuous-bit

erte Contmuous blt (WC) in the write stream commands (see 7 75 3. 2) spec:lfles that

Default CCTL or CCTL even if an error occurs. If the dewce is unable to resolve an error within
the time specified by Default CCTL or CCTL, the erroneous section on the media may be
unchanged or may contain undefined data. A future read of this area may not report an error,
even though the data is erroneous.

4.24.2.6 Streaming Logs

A device implementing the Streaming feature set shall implement the Read Stream Error Log
(see A.13) and the Write Stream Error Log (see A.18). These logs are accessed by a host via
the READ LOG EXT command (see 7.29).

4.25 Trusted Computing feature set

The Trusted Computing feature set provides an interface between a security component
embedded in a device and an application client.
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The following commands are mandatory for devices implementing the Trusted Computing
feature set:

a) TRUSTED NON-DATA (see 7.57);

b) TRUSTED SEND (see 7.60);

c) TRUSTED SEND DMA (see 7.61);

d) TRUSTED RECEIVE (see 7.58); and
e) TRUSTED RECEIVE DMA (see 7.59).

The TRUSTED SEND command and the TRUSTED SEND DMA command may be may be
used interchangeably. The two commands only differ by the type of data transport protocol
used (i.e., P10 Data-Out Command or DMA Command). Similarly, the TRUSTED REC

con

IVE

Command or DMA Command).

mand and the TRUSTED RECEIVE DMA command are interchangeable (i.e., PIO Datp-In

IDENTIFY DEVICE data word 48 bit 0 (see 7.17.7.16) indicates whether or not this‘feature| set
is supported.

Thel DEVICE CONFIGURATION OVERLAY SET command provides a mechanism to remove
support for this feature set.

The| data streams and subsequent actions resulting from these commands are defined by|the
secyrity protocol identified in the command parameters. The definition of Security Protoqgols,
other than Security Protocol 00h, are outside the scope of this'standard (see table 163 jand
tablp 169).

4.26 Write-Read-Verify feature set

The Write-Read-Verify feature set allows a host to control Read After Write behavior

dev

ce.

na

To g¢nable or disable the feature of Write/Read/Verify, the host may issue a SET FEATURES
conjmand (see 7.49.10).

Ad

vice may experience a performance degradation when the Write-Read-Verify feature s

enapled.

Thejse commands are affected by this feature:

WRITE DMA (see 7.64);

WRITE DMA EXT (see\7.65);

WRITE DMA FUA EXF (see 7.66);
WRITE FPDMA.QUEUED (see 7.67);
WRITE MULTIPLE (see 7.70);

)  WRITE MULITIPLE EXT (see 7.71);

) WRITE MULTIPLE FUA EXT (see 7.72);
) WRITESECTOR(S) (see 7.73); and

)  WRIFE SECTOR(S) EXT (see 7.74).

~— — = — ~—

Sed 7249.10 for a description of device behavior when this feature set is supported
enapled.

The IDENTIFY DEVICE data shall reflect the supported and enabled or disabled state of this
feature set.

bt is

and

When the device’s volatile write cache is enabled, the device may report command completion
with no error to the host even if the user data is in the device’s volatile write cache and not
written and verified to the non-volatile media.

If:

a) the volatile write cache is disabled and any write command is processed by the device;
b) a forced unit access write command is processed by the device; or
c) a flush cache command is processed by the device,

then the device shall only report command completion after the user data has been verified.
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If the Write-Read-Verify feature set is enabled and the device has not already verified the
maximum number of logical sectors configured for this feature set, then after the device has
written the logical sectors to the non-volatile media, the device shall read the data from the
non-volatile media and verify that there are no errors. A read from the non-volatile media shall
be performed before verification. The verification of logical sectors is defined as vendor
specific.

If the Write-Read-Verify feature set is disabled, or if the device has already verified the
maximum number of logical sectors configured for this feature set, then no verification by this
feature set shall be performed after the device has written the sectors to the non-volatile
media.

If ap unrecoverable error condition is encountered by the device during the write operaﬂion,
readl operation, or verify operation, the device shall set the Device Fault bit (see 6.2.7).to gne.
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5 ATA protocols

ATA Protocols are described in the transport standards (e.g., ATA8-APT and ATA8-AST). The
protocols listed here shall be implemented by all transports that use commands defined by this
standard. The following list of protocols are described in ATA8-AAM and the implementation of
each protocol is described in the transport standards:

a)
b)
c)
d)
)

Non-Data Command Protocol;
PIO Data-In Command Protocol;
PIO Data-Out Command Protocol;

DMA Command Protocol;
PACKET command Protocal;

3
g)
h)

DMA Queued Command Protocol;
Execute Device Diagnostic Command Protocol; and
Device Reset Command Protocol.
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6 Normal and Error Output field descriptions

6.1 Overview

Clause 6 describes requirements for all commands. Individual commands may describe
additional requirements. The normal outputs (see 9.2) and error outputs (see 9.3) for each
command shall include:

a) aone byte Status field (see 6.2);

b) a one byte Error field (see 6.3);

c) a one byte Interrupt Reason field (see 6.4), if required, for certain commands (e.g., PACKET,
REAB-BMA-QUEYEBREAB-BMA-QUEUED- X WRIHFEBMA-QUEDEDard-ARHEDMA
QUEUED EXT); and

d) the Count (see 6.5), SATA Status (see 6.7), and SActive (see 6.6) fields, if required, for ceftain
commands (e.g., the READ FPDMA QUEUED command, Sanitize Device commands, [and
WRITE FPDMA QUEUED command).

6.2|Status field
6.2.1 Overview
The Status field is one byte, is conveyed as an output from the device to the host, and is

defi

6.2.
The

g)

hed in table 14.

P Alignment Error

Alignment Error bit shall be set to one if:

Table 14 — Status field

Bit Description
Busy (see 6.2.3)

Device Ready (see:6.2.8)
Device Fault (se€.6.2.7)
Stream Errop{see 6.2.11)
Deferred-Write Error (see 6.2.6)
Data Request (see 6.2.5)

Nfw|[hd_]lO|l]OW| O] N

Obsolete or
Alignment Error (see 6.2.2)

1 )"| Obsolete or
Sense Data Available (see 6.2.10)

0 |Check Condition (see 6.2.4) or
Error (see 6.2.9)

IDENTIFY DEVICE data word 106 bit 13 (see 7.17.7.56) is set to one;

b)
c)
d)

IDENTIFY DEVICE data word 69 bit 13 (see 7.17.7.30) is set to one;

IDENTIFY DEVICE data word 49 bits (1:0) (see 7.17.7.17) are 01b or 10b; and

the device successfully processes a write command where:

A) the first byte of data transfer does not begin at the first byte of a physical sector (see
IDENTIFY DEVICE data word 209 bits (13:0) (see 7.17.7.76)); or

B) the last byte of data transfer does not end at the last byte of a physical sector (see
IDENTIFY DEVICE data word 209 bits (13:0)).

If an Alignment Error and another error occur during the processing of a write command, then
the error is retuned and the Alignment Error is not reported in the Status field. If an Alignment
Error occurs, even if it is not reported in the Status field and there is space remaining in the
LPS Mis-alignment log, then an entry shall be made in the log.
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6.2.3 Busy bit

The Busy bit is transport dependent (see 6.2.12). Refer to the applicable transport standard for
the usage of the Busy bit.

6.2.4 Check Condition bit

The Check Condition bit shall be set to one if the Sense Key field value of the Error field is
greater than zero or any Error bit is set to one (see 6.3).

6.2.5 Data Request bit

The Data Request bit is transport dependent (see 6.2.12). Refer to the appropriate transport
squest it

6.2.6 Deferred Write Error bit

The| Deferred Write Error bit shall be set to one if an error was detected in a deferred write to
the media for a previous WRITE STREAM DMA EXT command (see 7.75) or WRIFE STREAM
EXT command (see 7.76). If the Deferred Write Error bit is set to one, then the location of| the
deferred error is only reported in the Write Stream Error Log (see A.18).

6.2.Y Device Fault bit

If the device enters a condition where continued operation may affect/user data integrity (¢.g.,
failyre to spin-up without error, or no spares remaining for reallgeation), then the device ghall
set the Device Fault bit to one and no longer accept commands.)This condition is only cleared
by gower cycling the device. Once the Device Fault bit has heen cleared to zero it may remain
clegr until a command that affects user data integrity is received by the device.

6.2.8 Device Ready bit

The|l Device Ready bit is transport dependent (see®6.2.12). Refer to the applicable transport
standard for the usage of the Device Ready bit.

6.2.9 Error bit

The| Error bit shall be set to one if any bitin the Error field (see 6.3) is set to one.
6.2.10 Sense Data Available

Thel Sense Data Available bit shall-be set to one if:

a) IDENTIFY DEVICE datasword 119 bit 6 (see 7.17.7.40) is set to one;
b) IDENTIFY DEVICE data word 120 bit 6 (see 7.17.7.41) is set to one; and
c) the device has sense data to report after processing any command.

The| Error bit and the.Sense Data Available may both be set to one.
Bit 1 of the Status\field is obsolete if:

n) IDENTIFY DEVICE data word 119 bit 6 (see 7.17.7.40) is cleared to zero; or
b) IDENTIFY DEVICE data word 120 bit 6 (see 7.17.7.41) is cleared to zero.

6.2.f11<Stream Error bit

The Stream Error bit shall be set to one if an error occurred during the processing of a
command in the Streaming feature set (see 4.24) and either the Read Continuous (RC) bit is
set to one in a READ STREAM command (see 7.37.3.3) or the Write Continuous (WC) bit is set
to one in a WRITE STREAM command (see 7.75.3.2). When the Stream Error bit is set to one,
the value returned in the LBA bits (47:0) contains the address of the first logical sector in error,
and the Count field contains the number of consecutive logical sectors that may contain errors.
If the RC bit is set to one in a READ STREAM command or the WC bit is set to one in a WRITE
STREAM command, and the Interface CRC bit, the Uncorrectable Error bit, the ID Not Found
bit, the Abort bit, or the Command Completion Time Out bit is set to one in the Error field
(see 6.3), then:

a) the Stream Error bit shall be set to one;
b) the Error bit shall be cleared to zero; and
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c) the error information (e.g., bits set in the Error field) shall be saved in the appropriate Read

Stream Error Log (see A.13) or Write Stream Error log (see A.18).
6.2.12 Transport Dependent (TD)

All bits and fields that are labelled transport dependent are defined in the transport standards.

6.3 Error field

6.3.1 Overview

The Error field is one byte, is conveyed as an output from the device to the host, and is defined

| be

aa
e of

in table 15
Table 15 — Error field
Bit Description
7:4 |Sense Key (see 6.3.12)
7 |Interface CRC (see 6.3.10)
6 |Uncorrectable Error (see 6.3.13)
5 |Obsolete
4 |ID Not Found (see 6.3.6)
3 | Obsolete
2 | Abort (see 6.3.2)
1 |End of Media (see 6.3.5)
0 |lllegal Length Indicator (see 6.3.7) or

Command Completion Time Out (see 6:3.4) or

Media Error (see 6.3.11) or

Attempted Partial Range Removal (see 6.3.3) or

Insufficient NV Cache space(see 6.3.9) or

Insufficient LBA Range Entries Remaining (see 6.3.8)
6.3.2 Abort bit
The Abort bit shall be set to’ one if the device aborted the command. The Abort bit shal
clegred to zero if the device did not abort the command.
The| Abort bit is set-to.one when the device does not set the ID Not Found bit to one when
usel addressable address was not found or the host request an address outside of the rang
usel addressable*addresses (see 4.11.4 and 6.3.6).
6.3.3 Attempted Partial Range Removal bit
The| Attemipted Partial Range Removal bit shall be set to one if the REMOVE LBA(S) FROM NV
CACHE’PINNED SET command (see 7.21.9) attempted to unpin part of a previously defi

ned

NV Cache command range.

6.3.4 Command Completion Time Out bit

The Command Completion Time Out bit shall be set to one if a Command Completion Time Out

error has occurred (see 4.24).
6.3.5 End of Media bit

The operation of the End of Media bit is specific to the SCSI command set implemented by

ATAPI devices.
6.3.6 ID Not Found bit
The ID Not Found bit shall be set to one if:

a) a user-addressable address was not found; or


https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

—104 - ISO/IEC 17760-102:2016 © ISO/IEC 2

016

b) an address outside of the range of user-addressable addresses is requested, and the Abort bit

is not set to one (see 4.11.4 and 6.3.2).

6.3.7 lllegal Length Indicator bit

The operation of the Illegal Length Indicator bit is specific to the SCSI command set

imp

lemented by ATAPI devices.

6.3.8 Insufficient LBA Range Entries Remaining bit

The Insufficient LBA Range Entries Remaining bit shall be set to one if the device has run out
of space to store LBA ranges for ADD LBA(S) TO NV CACHE PINNED SET command

(se

7.21.3).

6.3.

The]
sati

6.3.

The
DM
and

6.3.
The
6.3.

The
dev

6.3.
The

6.4
6.4

The
conj

D Insufficient NV Cache Space bit

Insufficient NV Cache Space bit shall be set to one if there is not enough NV |Cach
5fy the ADD LBA(S) TO NV CACHE PINNED SET command (see 7.21.3).

10 Interface CRC bit

6.4..

[
—
o

Interface CRC bit shall be set to one if an interface CRC error has occurred during an Ultra
A\ data transfer. The content of the Interface CRC bit may be applicable to Multiword QMA
P10 data transfers. If the Interface CRC is set to one, the Abort/bit shall be set to one.
11 Media Error bit
Media Error bit shall be set to one if a media error is detécted.
12 Sense Key field
operation of this four bit field is specific to the SESI command set implemented by ATAPI
ces.
13 Uncorrectable Error bit
Uncorrectable Error bit shall be set to one if the data contains an uncorrectable error.
Interrupt Reason field
.1 Overview
Interrupt Reason field is ope-byte, is conveyed as an output from the device to the hosjf for
mands in the PACKET feature set and NCQ feature set, and is defined in table 16.
Table 16 — Interrupt Reason field
Bit Description
7:2 |Obsolete
Input/Output (see 6.4.3)

0 |Command/Data (see 6.4.2)

p Command/Data bit

The Command/Data bit shall be cleared to zero if the transfer is data, otherwise the
Command/Data bit shall be set to one.

6.4.3 Input/Output (1/0) bit

The Input/Output bit shall be cleared to zero if the transfer is to the device. The Input/Output bit
shall be set to one if the transfer is to the host.
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6.5 Count field
6.5.1 Overview

The Count field is one byte, is conveyed as an output from the device to the host, and is
defined in table 17.

Table 17 — Count field

Bit Description
7:3 [NCQ Tag (see 6.5.2)

6.5.2 NCQ Tag field

The| NCQ Tag field shall contain the NCQ Tag value for an NCQ command. An NCQ‘Tag value
may be any value that does not exceed the value in word 75 in the IDENTIFX, BEVICE d¢ata
(se¢ 7.17.7.33).

6.6/|SActive field
Seg SATA Rev 2.6 for a description of the SActive field.

6.7[SATA Status
Sed SATA Rev 2.6 for a description of word 0 of the Set Device Bits FIS.
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7 Command descriptions

7.1 Command description introduction
7.1.1 Overview
ATA commands are delivered using the following fields:

a) Feature;

b) Count;

c) LBA;

d) Device; and

) Command.
Field lengths change based on the type of command (see 7.1.3).

Thig$ standard describes the ATA command set in a transport independent fashion. E
conjmand is defined by a series of subclauses as described in 7.1.2 through 7.4.8..

7.1.2 Command Name - Command Code [/Subcommand Code], Command Protocol

The| heading for each command starts with the name of the command. The hame is followe
“-” gnd then the command code, subcommand code if applicable, and protocol used to proq
the command.

EXAMPLE - A heading reads:
READ SECTOR(S) - 20h, PIO Data-In

In this example heading the name of the command is READ SECTOR(S). The command G
is 2Dh. The protocol used to transfer the data is PIO{Data-In.

Protocols are defined in ATA8-AAM. The transport protocol standards define
implementation of each protocol.

7.1.8 Feature Set

ach

i by
ess

ode

the

The| feature set subclause for each cominand lists the feature set (see clause 4) along with a

statement that indicates if the command uses 28-bit field formatting or 48-bit field formattin
a cqmmand uses 28-bit formattingthen:

p) the Feature field, Count field; Device field, Error field, Status field, and Command field are 8
in length; and
b) the LBA field is 28-bits-in length.

If ajcommand uses 48:hbit formatting, then:

a) the Device field, Error field, Status field, and Command field is 8 bits in length;
b) the Feature'field and Count field is 16 bits in length; and
c) the LBAfield is 48-bits in length.

EXAMPLE.=A*feature set subclause reads:

g. If

bits

Feature Set

This 28-bit command is for all ATA devices.
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7.1.4 Inputs

The Inputs subclause contains a table showing the inputs for the command. An example
command structure is shown in table 18.

Table 18 — Example Command Structure

Name Description

Feature | Each transport standard shows how the Feature field is mapped for proper functionality. Each
transport standard also shows how 28-bit commands are mapped differently from 48-bit
commands.

Cdunt|Each transport standard shows how the Countfield is mapped for proper funclionality. Eagh
transport standard also shows how 28-bit commands are mapped differently from 48-bit
commands.

UBA [ For many commands this is the LBA of the first logical sector to be transferred~Each trangport
standard defines how these bits are mapped to the appropriate fields or registers.

Deyice | Each transport standard shows how the Device field bits (7:4) are mappegd:-Bits (3:0) are marked
reserved in every reference to the Device field.

Commpand | The command number goes here.

7.1.p Normal Outputs

Table 19 shows an example Normal Output. A command with"’Normal Outputs does not refurn
an error. Therefore, the Error field in the Normal Outputsiis reserved in every command. [The
Coynt field and LBA field may be reserved. In som& commands these fields have refurn
parameters on successful command completion. The)Status field shows the Device Faulf bit
and|the Error bit. Bit 7, bit 6, and bit 3 are marked Transport Dependent in many of the Nofmal
Outputs.

Table 19 — Example Normal Output

Name Description

Elrror | Reserved

Cqunt | Reserved
UBA |Reserved
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Device Fault — See 6.2.7
4 N/A

3:0 Reserved
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7.1.6 Error Outputs

Table 20 shows the Error field, Count field, LBA field, and Status field. An Error Output occurs
when a bit in the Status field (e.g., the Error bit, the Device Fault bit, or the Stream Error bit) is
set to one, indicating that an error occurred. If the Error bit is set to one, the Error field
indicates the type of Error that occurred.

Table 20 — Example Error Output

Name Description

Error

Bit Description

7 Interface CRC — See 6.3.10

6 Uncorrectable Error — See 6.3.13
5 Obsolete

4 ID Not Found — See 6.3.6

3 Obsolete

2 Abort — See 6.3.2

1 Obsolete

0 Obsolete

Cqunt | Reserved

IBA | LBA of first unrecoverable error

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status
Bit™ Description
7.6 Transport Dependent — See 6.2.12.
5 Device Fault — See 6.2.7
4 N/A
3 Transport Dependent — See 6.2.12.
2:1 N/A
0 Error — See 6.2.9

7.1.7 Input From the Device to the Host Data Structure

Some commands (e.g., IDENTIFY DEVICE command or DEVICE CONFIGURATION IDENTIFY
command) return a data structure to the host. This data structure is referred to as an input data
structure and is documented in a subclause following the Error Outputs subclause for each
command that defines an input data structure.
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7.1.8 Output From the Host to the Device Data Structure

Some commands, (e.g., DEVICE CONFIGURATION SET command or SECURITY SET
PASSWORD command) accept a data structure from the host. This data structure is referred to
as an Output Data Structure and is documented in a subclause following the Error Outputs
subclause for each command that defines an output data structure.

7.1.9 Unsupported commands

The host should not issue commands that are indicated as not supported. If the device
receives an unsupported command, then the device shall respond with command aborted as
described in table 231.
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7.2 CFA ERASE SECTORS - COh, Non-Data

7.2.1 Feature Set

This 28-bit command is for devices implementing the CFA feature set (see 4.6).
7.2.2 Description

The CFA ERASE SECTORS command causes the device to pre-erase and condition from 1 to
256 logical sectors as specified in the Count field. This command should be issued in advance
of a CFA WRITE SECTORS WITHOUT ERASE command or a CFA WRITE MULTIPLE
WITHOUT ERASE command to increase the processing speed of the write operation.

7.2.8 Tnputs
Seg table 21 for the CFA ERASE SECTORS command inputs.

Table 21 — CFA ERASE SECTORS command inputs

Name Description
Feature | N/A
Cqunt | Number of logical sectors to be erased. A value of 00h specifies that\256 logical sectors afe to be

erased

IBA | LBA of first logical sector to be erased

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 COh

7.2.4 Normal Outputs
Sed table 210.

7.2.5 Error Outputs
Sed table 232.
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7.3 CFA REQUEST EXTENDED ERROR CODE - 03h, Non-Data
7.3.1 Feature Set

This 28-bit command is for devices implementing the CFA feature set (see 4.6).

7.3.2 Description

The CFA REQUEST EXTENDED ERROR CODE command returns the extended error code
from a previously processed command that identifies the cause of an error condition in more
detail than is available with Status field and Error field values. If the previous command

completed with an error, then the CFA REQUEST EXTENDED ERROR CODE command shall
A t an

detcted Extended error code (see table 23).
7.3.8 Inputs
Seq table 22 for the CFA REQUEST EXTENDED ERROR CODE command inputs.

Table 22 — CFA REQUEST EXTENDED ERROR CODE command-inputs

rror

Name Description
Feafure [N/A
Cqunt [N/A
UBA|N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependents'See 6.2.12
3:0 Reserved
Commpand 7:0 03h

7.3.4 Normal Outputs
Sed table 211.

Table 23 — Extended error codes (part 1 of 2)

Extended error code Description

00h | No error detected / no additional information
01h | Self-test passed

02h |Reserved

03h | Write / Erase failed

04h | Reserved

05h | Self-test or diagnostic failed
06h-08h | Reserved

09h | Miscellaneous error

O0Ah | Reserved

0Bh | Vendor specific

0Ch | Corrupted media format
0Dh-0Fh | Vendor specific
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Table 23 — Extended error codes (part 2 of 2)

Extended error code Description
10h | ID Not Found / ID Error
11h [ Uncorrectable ECC error
12h-13h | Reserved
14h 1D Not Found
15h-17h | Reserved
18h [ Corrected ECC error
19h-1Ch | Reserved
1Dh-1Eh | Vendor specific
1Fh | Data transfer error / command aborted

20h | Invalid command
21h|Invalid LBA
22h-23h | Vendor specific
24h-26h | Reserved
27h [ Write protect violation
28h-2Eh | Reserved
2Fh | LBA overflow (i.e., address too large)
30h-34h | Self-test or diagnostic failed
35h-36h | Supply or generated voltage out of tolerance

37h [ Self-test or diagnostic failed

38h [ Corrupted media format

39h [ Vendorspecific

3Ah | Spare sectors exhausted
3Bh-3Ch Corrupted media format
3Dh | Vendor specific

3Eh | Self-test or diagnostic failed

3Fh | Corrupted media format
40h-FFh [ Reserved

7.3.p Error Outputs
Seq table 234
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7.4 CFA TRANSLATE SECTOR - 87h, PIO Data-In

7.4.1 Feature Set

This 28-bit command is mandatory for devices implementing the CFA feature set (see 4.6).
7.4.2 Description

The CFA TRANSLATE SECTOR command returns information related to a specific logical
sector. The data indicates the erased or not erased status of the logical sector, and the number
of erase and write cycles performed on that logical sector. Devices may return zero in fields
that do not apply or that are not supported by the device.

7.4.8 Tnputs
Seg table 24 for the CFA TRANSLATE SECTOR command inputs.

Table 24 — CFA TRANSLATE SECTOR command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [LBA of Logical Sector

Deyice
Bit Description
7:5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 87h

7.4.4 Normal Outputs
Seq table 214.
7.4.5 Input From the Device to the-Host Data Structure

512|bytes of data are transferred to the host (see table 25).

Table 25 — CFA TRANSLATE SECTOR data

Offset Description
0:.3 | Obsolete
4 | LBA (23:16)
5| LBA (15:8)
6 | LBA (7:0)
7 18 | Reserved
19 | Logical sector erased flag (FFh = erased; 00h = not
erased)
20..23 | Reserved
24 | Logical sector write cycles count (23:16)
25 | Logical sector write cycles count (15:8)
26 | Logical sector write cycles count (7:0)
27..511 | Reserved

7.4.6 Error Outputs
See table 234.
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7.5 CFA WRITE MULTIPLE WITHOUT ERASE - CDh, PIO Data-Out
7.5.1 Feature Set

This 28-bit command is for devices implementing the CFA feature set (see 4.6).
7.5.2 Description

The CFA WRITE MULTIPLE WITHOUT ERASE command is the same as the WRITE
MULTIPLE command (see 7.70) except that the logical sectors are written without an implied
erase operation. The logical sectors should be pre-erased by a preceding CFA ERASE
SECTORS command.

If b[t 8 of IDENTIFY DEVICE data word 59 (see 7.17.7.27) is cleared to zero, and a itFA

WR|TE MULTIPLE WITHOUT ERASE command is received by the device, and no succeqsful
SET MULTIPLE MODE command has been processed by the device, then the device ghall
return command aborted. A successful SET MULTIPLE MODE command shouldmrecede [this
command.

7.5.8 Inputs
Seg table 26 for the CFA WRITE MULTIPLE WITHOUT ERASE command inputs.

Table 26 — CFA WRITE MULTIPLE WITHOUT ERASE command inputs

Name Description
Feafure [N/A
Cqunt [ Number of logical sectors to be transferred. A value of 00h specifies that 256 logical sectofs are to

be transferred

UBA | Starting LBA

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent— See 6.2.12
3:0 Reserved
Commpand 7:0 CDh

7.5.4 Normal Outputs
Seq table 214.
7.5.9 Error Outputs

An pnrecoverable error encountered during processing of this command results in commfand
conjpletion with the device returning the LBA of the logical sector where the first unrecovered
errdr0ceurred. The amount of data transferred is indeterminate. See table 233.
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7.6 CFA WRITE SECTORS WITHOUT ERASE - 38h, PIO Data-Out
7.6.1 Feature Set

This 28-bit command is for devices implementing the CFA feature set (see 4.6).
7.6.2 Description

The CFA WRITE SECTORS WITHOUT ERASE command is the same as the WRITE
SECTOR(S) command (see 7.73) except that the logical sectors are written without an implied
erase operation. The logical sectors should be pre-erased by a preceding CFA ERASE
SECTORS command. If the sector is not pre-erased with the CFA ERASE SECTORS

command.-then a normal write sector operation occurs
T ™

7.6.8 Inputs
Seg table 27 for the CFA WRITE SECTORS WITHOUT ERASE command inputs.

Table 27 — CFA WRITE SECTORS WITHOUT ERASE command inputs

Name Description
Feafure [N/A
Cqaunt [ Number of logical sectors to be transferred. A value of 00h specifies that 256 logical sectofs are to

be transferred

UBA | Starting LBA

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 38h

7.6.4 Normal Outputs
Seq table 214.
7.6.9 Error Outputs

An pinrecoverable errdrencountered during processing of this command results in commjand
conjpletion with the-device returning the LBA of the logical sector where the first unrecovgred
errdr occurred. The amount of data transferred is indeterminate. See table 233.
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7.7 CHECK POWER MODE - E5h, Non-Data
7.7.1 Feature Set

This 28-bit command is for ATA devices that implement the Power Management feature set
(see 4.17). This command is mandatory for ATAPI devices when the Power Management
feature set is not implemented in the command set transmitted via the PACKET command.

7.7.2 Description

The CHECK POWER MODE command allows the host to determine the current power mode of
the device. The CHECK POWER MODE command shall not cause the device to change its

power manngnmnnf state or affect the. npnrafinn of the anndhy timer

NOTE The device may be in transition to the reported state.

7.7.8 Inputs
Seg table 28 for the CHECK POWER MODE command inputs.

Table 28 — CHECK POWER MODE command inputs:

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependents'See 6.2.12
3:0 Reserved

Command 7:0 E5h

7.7.4 Normal Outputs
Seq table 215.

7.7.p Error Outputs
Seq table 234
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7.8 CONFIGURE STREAM - 51h, Non-Data
7.8.1 Feature Set

This 48-bit command is for devices that implement the Streaming feature set (see 4.24).

7.8.2 Description

The CONFIGURE STREAM command specifies the operating parameters for a stream. A
CONFIGURE STREAM command may be issued for each stream that is to be added or

removed from the current operating configuration.
7.8.3 Inputs

7.8.8.1 Overview
Seg table 29 for the CONFIGURE STREAM command inputs.

Table 29 — CONFIGURE STREAM command inputs

Name Description

Feature
Bit Description

7 Add/Remove Stream (A/R) — See 7.8.3.2.
6 Obsolete

5:3 Reserved

2:0 Stream ID — See 7.8.3.3.

15:8 Default Command Completion Time Limit (Default<CCTL) — See 7.8.3.4.

Cqunt [ Allocation Unit — See 7.8.3.5

—

IBA | Reserved

Deyice
Bit Description
7:5 Obsolete
4 Transport:-Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0"51h

7.8.8.2 Add/Remove Stream (A/R)

If AIR is sehito one (i.e., the application client is adding a stream), then the device shall sef
opefrating parameters for the stream as specified by this command. If the Stream ID
spZIcified by a previous CONFIGURE STREAM command, and the current CONFIGU

the
vas

RE

STREAM command completes without error, then the operating parameters specified by the
current CONFIGURE STREAM command shall replace the operating parameters specified by

the previous CONFIGURE STREAM command for the stream.

If A/R is cleared to zero (i.e., the application client is removing a stream), then the device shall
clear the operating characteristics for the Stream ID specified by this command and the Default

Command Completion Time Limit field is Reserved.
7.8.3.3 Stream Identifier (Stream ID)

The Stream ID specifies the stream to which the operating parameters apply.
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7.8.3.4 Default Command Completion Time Limit (Default CCTL)

The Default CCTL field indicates the time in which the device shall report command a for a
read stream command or a write stream command for this stream with the CCTL field cleared
to zero (see 7.37.3.2) according to the following formula:

maximum command completion time = (Default CCTL x (IDENTIFY DEVICE data words

The

(99:98)) microseconds

device shall measure the time from command acceptance to command completion.

7.8.3.5 Allocation Unit

The]
looK

NOT
7.8.
See

7.8.
The

If the Abort bit is set to one, then the last parameters_specified for the Stream ID shall ren

ine

Aftocatiom Unitspecifies the mumberof togicat bfocks that the device shoutduse for
-ahead and write cache operations for the stream being configured.

FE  Setting the Allocation Unit does not restrict or change command behavior.

1 Normal Outputs

table 216.

b Error Outputs

Abort bit shall be set to one if any of the following are true:

n) the device does not support the requested stream configuratien;

b) A/Ris cleared to zero and the Feature field contains a Stream’ID that has not been sent in
previous CONFIGURE STREAM command; or

c) the device does not support the requested Default CCTL.

ffect. See table 240 for the definition of Error Outputs.

ead

hain
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7.9 DATA SET MANAGEMENT - 06h, DMA
7.9.1 Feature Set

This 48-bit command is optional for ATA devices and prohibited for ATAPI devices. The DATA
SET MANAGEMENT command is not part of any feature set.

7.9.2 Description

The DATA SET MANAGEMENT command provides information for device optimization (e.g.,
file system information).

7.9.3 Inputs

7.9.8.1 Overview
Seg table 30 for the DATA SET MANAGEMENT command inputs.

Table 30 — DATA SET MANAGEMENT command inputs

Name Description

Feafure
Bit Description
15:1 Reserved.
0 Trim— See 7.9.3.2.

Cqunt | Number of 512-byte blocks to be transferred (see 7.9.6). The value of zero is reserved.

—

IBA | Reserved

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 06h
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7.9.3.2 Trim

If the Trim bit is set to one, then a trim operation is being requested on the LBAs addressed by the
DATA SET MANAGEMENT command’s output data (see 7.9.6). For a logical block that has been
trimmed, if a subsequent write of that logical block has not successfully completed and the data from
that logical block is read, then the data is returned as described in table 31.

Table 31 shows the interactions of IDENTIFY DEVICE data word 169 bit 0 (see 7.17.7.71),
IDENTIFY DEVICE data word 69 bit 14 (see 7.17.7.30), and IDENTIFY DEVICE data word 69
bit 5 (see 7.17.7.30).

Table 31 — Trim related interactions

Word 169 Word 69 Word 69 Description
bit 0 bit 14 bit 5 P
D Reserved Reserved The Trim function of the DATA SET MANAGEMENT
command (see 7.9.3.2) is not supported:, Fhe data is
unaffected by the DATA SET MANAGEMENT commgnd.
( 0 Reserved The Trim function of the DATA SET. MANAGEMENT

trim behavior 2.

( 1 0 The Trim function of the \DATA SET MANAGEMENT
command (see 7.9.3.2) shall cause deterministic reaf after
trim behavior © with.data set to any value.

( 1 1 The Trim functiofof the DATA SET MANAGEMENT
command (se€ 7.9.3.2) shall cause deterministic reaf after
trim behavior® with data set to zero.

@ Nop-deterministic read after trim behavior: each read.ecommand to the logical block may return different
dafa.
b Delerministic read after trim behavior: after a redd command has completed processing, the data jn that
logjcal block becomes determinate (i.e., all read commands to the logical block shall return the same
datfa).

Thel data read from an LBA that has been trimmed shall not be retrieved from data that vas
preyiously received from an application client addressed to any other LBA.

Onge a trimmed LBA has been written (e.g., a write command or a SECURITY ERASE UNIT
command), the data in that logical block becomes determinate (i.e., the logical block contgins
the written data).

Trim shall not add or remove logical blocks from the NV Cache Pinned Set.
7.9.4 Normal Outputs

Seq table<223.

7.9.5 Error Outputs

If the Trim bit is set to one and:

a) the device detects an invalid LBA Range Entry; or
b) countis greater than IDENTIFY DEVICE data word 105 (see 7.17.7.55),

then the device shall return command aborted.

A device may trim one or more LBA Range Entries before it returns command aborted. See
table 249.

7.9.6 Output From the Host to the Device Data Structure

DATA SET MANAGEMENT Request Data is a list of one or more LBA Range Entries
(see 4.15.3.2). If the Trim bit is set to one, then LBA Range Entries may overlap and are not
required to be sorted. See table 69.

command (see 7.9.3.2) causes.non-deterministic regd after
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7.10 Device Configuration Overlay (DCO)
7.10.1 DCO Overview

Individual DCO feature set (see 4.7) commands are identified by the value placed in the
Feature field (see table 32).

Table 32 — Device Configuration Overlay Feature field values

Value Commands
00h..BFh [Reserved

okl PDE\AC COMEBICLIDATIAON DCOTADE [/ Z.40
CUTT T DL VTOL T OUNT TOUTNRTTOTV N U T O\ (SCT 7T TU

=AY
)

C1h [DEVICE CONFIGURATION FREEZE LOCK (see 7.10.2)

C2h | DEVICE CONFIGURATION IDENTIFY (see 7.10.3)

C3h |DEVICE CONFIGURATION SET (see 7.10.6)

C4h [ DEVICE CONFIGURATION IDENTIFY DMA (see 7.10.4)

C5h | DEVICE CONFIGURATION SET DMA (see 7.10,7)
C6h..FFh|Reserved
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0.2 DEVICE CONFIGURATION FREEZE LOCK - B1h/C1h, Non-Data
0.2.1 Feature Set

This 28-bit command is for devices implementing the DCO feature set (see 4.7).

71

0.2.2 Description

The DEVICE CONFIGURATION FREEZE LOCK command provides a method for the host to
prevent accidental modification of a device's DCO settings. After a a has completed a DEVICE
CONFIGURATION FREEZE LOCK command without error, the device shall return command
aborted for all DEVICE CONFIGURATION SET commands, DEVICE CONFIGURATION

power-onsreset. See table 235.

FREEZE LOCK commands, DEVICE CONFIGURATION IDENTIFY commands, and DEVICE
CONFIGURATION RESTORE commands until after the device processes a power-on resgt. A
devjce shall be in the factory_config state or the reduced_config state (see figure-4) after
prog¢essing a power-on reset. A device shall not exit the DCO_Locked state as the result of
pro¢essing a hardware reset or a software reset.
7.10.2.3 Inputs
Seq table 33 for the DEVICE CONFIGURATION FREEZE LOCK command, inputs.
Table 33 — DEVICE CONFIGURATION FREEZE LOCK command inputs
Name Description
Feafure |C1h
Cqunt [N/A
UBA [N/A
Deyice
Bit Description
7:5 N/A
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 B1h
7.10.2.4 Normal Outputs
Seq table 212.
7.10.2.5 Error Outputs
Thg Abort bitshall be set to one if the device has completed a previous DEV|CE
CONFIGURATION FREEZE LOCK command without error since processing the most re¢ent
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7.10.3 DEVICE CONFIGURATION IDENTIFY - B1h/C2h, PIO Data-In

7.10.3.1 Feature Set

This 28-bit command is for devices implementing the DCO feature set (see 4.7).
7.10.3.2 Description

The DEVICE CONFIGURATION IDENTIFY command requires a device to return a 512-byte
data structure. The content of this data structure indicates the selectable commands, modes,
and feature sets that the device is capable of disabling or modifying through processing of a
DEVICE CONFIGURATION SET command. If a DEVICE CONFIGURATION SET command

reducin Vi ilities h mpl with rror. then:

n) the response by a device to commands other than the DEVICE CONFIGURATION IDENTIFY
command, shall reflect the reduced set of capabilities; and

b) the response by a device to a DEVICE CONFIGURATION IDENTIFY command shall’refle
the entire set of selectable capabilities.

~~

If tHe feature is not changeable, then the device may support the featurebut the DEV|CE
CONFIGURATION SET command shall not affect support of the feature.

The|format of the Device Configuration Overlay data structure is shownuin table 35.
7.10.3.3 Inputs
Seq table 34 for the DEVICE CONFIGURATION IDENTIFY command inputs.

Table 34 — DEVICE CONFIGURATION IDENTIFY command inputs

Name Description

Feature |C2h

Caunt | N/A

UBA|N/A

Deyice
Bit Description
7:5 N/A

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0.B1h

7.10.3.4 Normal Qutputs
Seg table 212.
7.10.3,5'Error Outputs

CONFIGURATION FREEZE LOCK command without error since processing the most recent
power-on reset. A device may return command completion with the Error bit set to one if an
Interface CRC error has occurred. See table 236.

NOTE There is no defined mechanism for a device to return an Interface CRC error status that may have occurred
during the last data block of a PIO-in data transfer. There may be other mechanisms in which a host may verify that an
Interface CRC error occurred in these cases.
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7.10.3.6 Input From the Device to the Host Data Structure
7.10.3.6.1 Overview

Table 35 — Device Configuration Identify data structure (part 1 of 2)

Word Description

0 [ Data structure revision

-_—

Multiword DMA modes supported
15:3 Reserved

24 = PRaoanaortioa oo N n i aed MAAA oo ol Lo ] aad-balari—i baoxna Ll
z 1 MO PO T SUpPPUTTTUT VIO OTO DTV TTTOU G Z - AaTma DT TOW TS UTITaliTy T aoTe

1 1 = Reporting support for Multiword DMA mode 1 and below is changeablée
0 1 = Reporting support for Multiword DMA mode 0 is changeable

2| Ultra DMA modes supported

15:7 Reserved
6 1 = Reporting support for Ultra DMA mode 6 and below is changeable
5 1 = Reporting support for Ultra DMA mode 5 and below is.changeable
4 1 = Reporting support for Ultra DMA mode 4 and below’is changeable
3 1 = Reporting support for Ultra DMA mode 3 and-below is changeable
2 1 = Reporting support for Ultra DMA mode 2.and below is changeable
1 1 = Reporting support for Ultra DMA mode~I*and below is changeable
0 1 = Reporting support for Ultra DMA mode 0 is changeable

3.|6 | Maximum LBA (QWord)
63:48 Reserved
47:0 Maximum LBA

7 | Command set/feature set supported part 1
15 Reserved
14 1 = Reporting support for the Write-Read-Verify feature set is changeable
13 1 = Reporting support for the SMART Conveyance self-test is changeable
12 1 = Reparting support for the SMART Selective self-test is changeable
11 1 = Reporting support for the Forced Unit Access is changeable
10 Reserved for TLC
9. 1= Reporting support for the Streaming feature set is changeable
8 1 = Reporting support for the 48-bit Addressing feature set is changeable
1 = Reporting support for the HPA feature set is changeable
Obsolete
4 —=Reporting-suppertferthe RHSfeature-setischangeable———————

1 = Reporting support for the Security feature set is changeable

o
| IS BN

3

2 1 = Reporting support for the SMART error log is changeable
1 1 = Reporting support for the SMART self-test is changeable
0

1 = Reporting support for the SMART feature set is changeable

NOTE — The phrase “is changeable” indicates that the feature may be disabled by the host using a DEVICE
CONFIGURATION SET command (see 7.10.6).
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Table 35 — Device Configuration Identify data structure (part 2 of 2)

Word Description
8 | Serial ATA Command set/feature set supported
15:5 Reserved for Serial ATA

4 1 = Reporting support for the SSP feature set is changeable
3 1 = Reporting support for asynchronous notification is changeable
2 1 = Reporting support for interface power management is changeable
1 1 = Reporting support for non-zero buffer offsets is changeable
0 1 = Reporting support for the NCQ feature set is changeable

9| Reserved for Serial ATA

10..40 [ Reserved

DO DO

Command set/feature set supported part 2
15 1 = Reporting support for the NV Cache feature set is changeable

13 1 = Reporting support for WRITE UNCORRECTABLEEXT is changeable
12 1 = Reporting of support for the Trusted Computingfeature set is changeable
11 1 = Reporting support for the Free-fall Control-feature set is changeable
10 1 = Reporting support for the DATA SET MANAGEMENT command is change|
9 1 = Reporting support for Extended Power-Conditions is changeable
8:0 Reserved

14 1 = Reporting support for the NV Cache Power Managemént'feature set is chgngeable

Able

DO

2 | Command set/feature set supported part 3
15:0 Reserved

23..2(

7 | Reserved

208..25

4 | Vendor Specific

25

5 | Integrity word
15:8 Checksum
7:0 A5h

NOTE

— The phrase “is changeable” indicates that the feature may be disabled by the host using a D
CONFIGURATION SET command (see 7.10.6).

FVICE

7.10
Wor

.3.6.2 Word 0: Data structure revision
d 0 shall €ontain the value 0002h.
.3.6.3-Word 1: Multiword DMA modes supported

63 (s 477
word 1 are reserved.

ord

d<¥ bits (2:0) contain the same information as contained in IDENTIFY DEVICE data w

7.10.3.6.4 Word 2: Ultra DMA modes supported

Word 2 bits (6:0) contain the same information as contained in IDENTIFY DEVICE data word
88 (see 7.17.7.42) or IDENTIFY PACKET DEVICE data word 88 (see 7.18.6.36). Bits (15:7) of
word 2 are reserved.

7.10.3.6.5 Words 3..6: Maximum LBA

Words 3..6 define the maximum LBA (i.e., the highest LBA accepted by the device in the
factory default condition). If the device is in the:

a) DCO2:Reduced_config state or DCO1:DCOQO_locked state; and
b) has a reduced Maximum LBA,

3) of
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016

then the native max address is less than the Maximum LBA reported by DEVICE
CONFIGURATION IDENITFY command.

7.10.3.6.6 Word 7: Command/features set supported part 1

If bi

t 0 of Word 7 is set to one, then support for the SMART feature set is changeable.

If bit 1 of Word 7 is set to one, then support for SMART self-test including the self-test log is

cha
If bi
If bi
If bi
Bits
If bi
If bi
If bi
Bit

If bi

If bi
cha

If bi
is c
If b
cha

7.10.3.6.7 Word 8: Serial ATA Command set/feature set supported

Bits
If bi
If bi
is c
If b
cha

If bit 1 of Word 8 is'set to one, then support for non-zero buffer offsets for commands in

NC
If bi

7.10.3.6.8-Word 9: Reserved for Serial ATA

Thig word is reserved for Serial ATA.

ngeable.
t 2 of Word 7 is set to one, then support for SMART error logging is changeable.

t 3 of Word 7 is set to one, then support for the Security feature set is changeable.

4 of Word 7 is set to one, then support for the PUIS feature set is changeable.

6:5 of Word 7 are obsolete.

7 of Word 7 is set to one, then support for the HPA feature set is changeable.

8 of Word 7 is set to one, then support for the 48-bit Addressing feature set is changea
9 of Word 7 is set to one, then support for the Streaming feature set/is’\changeable.

0 of Word 7 is reserved for technical report TLC.

12 of Word 7 is set to one, then support for SMART Selective self-test (see 7.54.6.1
ngeable.

It 13 of Word 7 is set to one, then support for SMART ‘Conveyance self-test (see 7.54.6
hangeable.

t 14 of Word 7 is set to one, then support for the Write-Read-Verify feature s¢g
ngeable.

(15:5) Reserved for Serial ATA.
[4 of Word 8 is set to one, then support for software settings preservation is changeab

3 of Word 8 is set to one, then support for asynchronous notification by an ATAPI de
hangeable. See SATA 2.6 for more information.

hgeable. See SATA 2.6 for more information.

D) feature setqs'ehangeable.

It O of Word“8'is set to one, then support for the NCQ feature set is changeable.

L 11 of Word 7 is set to one, then support for Force Unit Access’commands is changeaIIe.

ble.

e.

vice

t 2 of Word 8 is set to-ene, then support for interface power management requests is

the

7.10.3.6.9 Words 10..20: Reserved
7.10.3.6.10 Word 21: Command/features set supported part 2

If bi

t 15 of Word 21 is set to one, then support for the NV Cache feature set is changeable.

If bit 14 of Word 21 is set to one, then support for the NV Cache Power Management feature

set

is changeable.

If bit 13 of Word 21 is set to one, then support for the WRITE UNCORRECTABLE EXT
command (see 7.77) is changeable.

If bit 12 of Word 21 is set to one, then support for the Trusted Computing feature set is

cha

ngeable.

If bit 11 of Word 21 is set to one, then support for the Free-fall Control feature set is

cha

ngeable.
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If bit 10 of Word 21 is set to one, then support for the DATA SET MANAGEMENT command
(see 7.9) is changeable.

If bit 9 of Word 21 is set to one, then support for the Extended Power Conditions feature set is
changeable.

Bits 8:0 of Word 21 are reserved.

7.10.3.6.11 Word 22: Command/features set supported part 3
Bits (15:0) are reserved.

7.10.3.6.12 Words 23..207: Reserved

7.10.3.6.13 Words 208..254: Vendor Specific

7.10.3.6.14 Word 255: Integrity word

Bits|(7:0) of this word shall contain the value A5h. Bits (15:8) of this word shall contain the data
structure checksum. The data structure checksum shall be the two’s complement-of the suin of
all hytes in words 0..254 and the byte consisting of bits (7:0) of word 255..Each byte shall be
added with unsigned arithmetic, and overflow shall be ignored. The sum ‘of all bytes is zero
whgn the checksum is correct.
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7.10.4 DEVICE CONFIGURATION IDENTIFY DMA - B1h/C4h, DMA

7.10.4.1 Feature Set

This 28-bit command is for devices implementing the DCO feature set (see 4.7).
7.10.4.2 Description

See 7.10.3.2.

7.10.4.3 Inputs

See table 36 for the DEVICE CONFIGURATION IDENTIFY DMA command inputs.

Table 36 — DEVICE CONFIGURATION IDENTIFY DMA command inputs.

Name Description
Feafure | C4h
Cqunt [N/A
UBA|N/A
Deyice
Bit Description
7:5 N/A
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 B1h

7.10.4.4 Normal Outputs

Seg 7.10.3.4.

7.10.4.5 Error Outputs

Seg 7.10.3.5.

7.10.4.6 Input From the Device to-the Host Data Structure
Seg 7.10.3.6.
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7.10.5 DEVICE CONFIGURATION RESTORE - B1h/C0h, Non-Data
7.10.5.1 Feature Set

Thi

s 28-bit command is for devices implementing the DCO feature set (see 4.7).

7.10.5.2 Description

The DEVICE CONFIGURATION RESTORE command restores to their factory default settings,
any setting previously changed by a DEVICE CONFIGURATION SET command (see 7.10.6).
The results of this action are indicated by the data returned from the Input Data of a DEVICE
CONFIGURATION IDENTIFY command (see 7.10.3).

If a[DEVICE CONFIGURATIONRESTORE Tommandthanges Teporting of SUpport o]
Sequrity feature set from not allowed to allowed, and the DEVICE CONFIGURAD
IDENTIFY command indicates that reporting of that support is allowed, then he device sha

oth

If a
fea

7.10.5.3 Inputs
Seq table 37 for the DEVICE CONFIGURATION.RESTORE command inputs.

n) set the Security feature set state to SEC1 (see figure 16);
b) set IDENTIFY DEVICE data to the values described in table 8; and
c) restore the saved Master password and Master Password |dentifier,

DEVICE CONFIGURATION RESTORE command changes reporting of support for the k

lrwise, the Security state shall not change.

re set from not supported to supported, then the device shalk

n) set IDENTIFY DEVICE data word 119 bit 7 (see 7.17.7.40).to one;

b) change the Log Directory to indicate that the Power Conditions log is supported; and

c) initialize the Power Conditions log such that the Default;"Saved and Current settings match
all power conditions.

Table 37 — DEVICE CONFIGURATION RESTORE command inputs.

the
O
I:

PC

for

Name Description

Feafure |COh

Cqunt [ N/A

UBA|N/A

Deyice

Bit Description
7:5 N/A

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpnd 7:0 B1h

7.10.5.4 Normal Outputs
See table 212.
7.10.5.5 Error Outputs

The Abort bit shall be set to one if a HPA has been set by a non-volatile SET MAX ADDRESS
command or SET MAX ADDRESS EXT command, or if DEVICE CONFIGURATION FREEZE
LOCK command has been completed without error since a power-on reset has been
processed. See table 235.
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7.10.6 DEVICE CONFIGURATION SET - B1h/C3h, PIO Data-Out

7.10.6.1 Feature Set

This 28-bit command is for devices implementing the DCO feature set (see 4.7).
7.10.6.2 Description

The DEVICE CONFIGURATION SET command reduces the set of optional commands, modes,
or feature sets supported by a device as indicated by a DEVICE CONFIGURATION IDENTIFY
command. The DEVICE CONFIGURATION SET command may modify the data returned by the
IDENTIFY DEVICE command or IDENTIFY PACKET DEVICE command. When the IDENTIFY

DEVICE data or the IDENTIFY PACKET DEVICE data is changed. the device shall respond in
a mpnner consistent with the new data.
If a|bit is set to one in the DEVICE CONFIGURATION SET data transmitted to the)deVice

(seg table 39) that is not set in the data received from a DEVICE CONFIGURATION IDENT|IFY
conmmand (see table 35), then no action is taken for that bit.

Modifying the maximum LBA of the device also modifies the LBA value returned by a READ
NATIVE MAX ADDRESS command or READ NATIVE MAX ADDRESS EXT ‘command.

The| format of the DEVICE CONFIGURATION SET data transmitted by the device is described
in table 39 (see 7.10.6.6) for the restrictions on changing these bits!

If thle device is configured to not support a feature, then the dewvice shall:

n) report that the feature is not supported;
b) as required, report that the feature is not enabled; and
c) not support the feature.

7.10.6.3 Inputs
Seq table 38 for the DEVICE CONFIGURATION.SET command inputs.

Table 38 — DEVICE CONFIGURATION SET command inputs

Name Description

Feafure |C3h

Cqunt [ N/A

UBA|N/A

Deyice
Bit Description
7:5 N/A

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpnd 7:0 B1h

7.10.6.4 Normal Outputs
See table 212.
7.10.6.5 Error Outputs

The Abort bit shall be set to one and the data returned by the IDENTIFY DEVICE command
and IDENTIFY PACKET DEVICE command shall not be changed as a result of the failed
DEVICE CONFIGURATION SET command if:

a) a DEVICE CONFIGURATION SET command has already modified the original settings as
reported by a DEVICE CONFIGURATION IDENTIFY command;

b) a DEVICE CONFIGURATION FREEZE LOCK command has completed without error;

c) any of the bit modification restrictions described in 7.10.6.2 are violated;
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d) an HPA has been established by the processing of a SET MAX ADDRESS command or SET
MAX ADDRESS EXT command; or

e) an attempt was made to modify a mode or feature that shall not be modified with the device in
its current state.

See table 253.
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7.10.6.6 Output From the Host to the Device Data Structure
7.10.6.6.1 Overview

Table 39 — Device Configuration Overlay (DCO) data structure (part 1 of 2)

Word Description

0 | Data structure revision

—_

Multiword DMA modes supported
15:3 Reserved

24 = DRaocaoctioa oo for Mo lth o MAAA oo Lo WP balaiii—t Haovmad
z 1 MNC PO Ty STUpPPUTTTOUT VIOt OTrd DTV TTmou T2 alma O CTOW TS aimovwo d

1 1 = Reporting support for Multiword DMA mode 1 and below is allowed
0 1 = Reporting support for Multiword DMA mode 0 is allowed

2| Ultra DMA modes supported

15:7 Reserved
6 1 = Reporting support for Ultra DMA mode 6 and below is_ allowed
5 1 = Reporting support for Ultra DMA mode 5 and belowis allowed
4 1 = Reporting support for Ultra DMA mode 4 and below is allowed
3 1 =Reporting support for Ultra DMA mode 3 and\below is allowed
2 1 = Reporting support for Ultra DMA mode 2 'and below is allowed
1 1 = Reporting support for Ultra DMA modeyt and below is allowed
0 1 = Reporting support for Ultra DMA/m@ade 0 is allowed

3].6 | Maximum LBA (QWord)
63:48 Reserved
47:0 Maximum LBA

NOTH — The phrase “is allowed” specifies that.the device may report that a feature is supported.
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Table 39 — Device Configuration Overlay (DCO) data structure (part 2 of 2)

Word Description

7 | Command set/feature set supported part 1
15 Reserved
14 1 = Reporting support for the Write-Read-Verify feature set is allowed
13 1 = Reporting support for the SMART Conveyance self-test is allowed
12 1 = Reporting support for the SMART Selective self-test is allowed
11 1 = Reporting support for Forced Unit Access is allowed
10 Reserved for TLC
9 1 = Reporting support for the Streaming feature set is allowed

8 1 = Reporting support for the 48-bit Addressing feature set is allowed

7 1 = Reporting support for HPA feature set is allowed
6:5 Obsolete
4 1 = Reporting support for the PUIS feature set is allowed
3 1 = Reporting support for the Security feature set is altowed
2 1 = Reporting support for the SMART error log is.allowed
1 1 = Reporting support for the SMART self-test.is_allowed

0 1 = Reporting support for the SMART feature'set is allowed

8| Serial ATA Command set/feature set supported
15:5 Reserved for Serial ATA
4 1 = Reporting support for the SSR.feature set is allowed
3 1 = Reporting support for asynchronous notification is allowed
2 1 = Reporting support forinterface power management is allowed
1 1 = Reporting support;for non-zero buffer offsets is allowed
0 1 = Reporting support for the NCQ feature set is allowed

9 [Reserved for Serial ATA

10..20 | Reserved

P1 | Command set/feature set supported part 2

15 Reporting support for the NV Cache feature set is allowed
14 (Reporting support for the NV Cache Power Management feature set is allowef
13" 1= Reporting support for the WRITE UNCORRECTABLE EXT command is allowed
12 1= reporting of support for the Trusted Computing feature set is allowed
11 1 = Reporting support for the Free-fall Control feature set is allowed
10 1 = Reporting support for the DATA SET MANAGEMENT command is alloweq

9 1 = Reporting support for Extended Power Conditions is allowed

8:0 Reserved

22 | Command set/feature set supported part 3
15:0 Reserved

23..207 | Reserved

208..254 | Vendor Specific

255 | Integrity word
15:8 Checksum
7:0 A5h

NOTE — The phrase “is allowed” specifies that the device may report that a feature is supported.
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7.10.6.6.2 Word 0: Data structure revision

Word 0 shall contain the value 0002h.

7.10.6.6.3 Word 1: Multiword DMA modes supported
Bits (15:3) of word 1 are reserved.

If Multiword DMA mode 2 is not currently selected and bit 2 of word 1 is cleared to zero, then
the device shall:

a) disable support for Multiword DMA mode 2; and
b) clear IDENTIFY DEVICE data word 63 bit 2 (see 7.17.7.24) to zero or IDENTIFY PACKET
— DEVICE dataword 63 bit2(see 7-1876-18)to zeTo:

If Multiword DMA mode 2 is currently selected and bit 2 of word 1 is cleared to zerothen|the
devfice shall not clear IDENTIFY DEVICE data word 63 bit 2 (see 7.17.7.24) to,zer¢ or
IDENTIFY PACKET DEVICE data word 63 bit 2 (see 7.18.6.18) to zero.

If Multiword DMA mode 1 is not currently selected and bit 1 of word 1 is cleared to zero, then
the device shall:

n) disable support for Multiword DMA mode 1; and
b) clear IDENTIFY DEVICE data word 63 bit 1 (see 7.17.7.24) tozero or IDENTIFY PACKET
DEVICE data word 63 bit 1 (see 7.18.6.18) to zero.

If Multiword DMA mode 2 is supported or Multiword DMA_mode 1 or mode 2 is currently
selgcted and bit 1 of word 1 is cleared to zero, then thesdevice shall not clear IDENT|IFY
DEYICE data word 63 bit 1 (see 7.17.7.24) to zero or IDENTIFY PACKET DEVICE data word
63 bit 1 (see 7.18.6.18) to zero.

Bit § of word 1 shall be set to one.
7.10.6.6.4 Word 2: Ultra DMA modes supported
Bits| (15:7) of word 2 are reserved.

If Ultra DMA mode 6 is not currently selected and bit 6 of word 2 is cleared to zero, then|the
dev|ce shall:

n) disable support for Ultra DMA ode 6; and
b) clear IDENTIFY DEVICE\data word 88 bit 6 (see 7.17.7.42) to zero or IDENTIFY PACKET
DEVICE data word 88.kit6 (see 7.18.6.36) to zero.

If Ultra DMA mode 6 is_ currently selected, then the device shall not clear IDENTIFY DEVICE

data word 88 bit 6 (see\7.17.7.42) to zero or IDENTIFY PACKET DEVICE data word 88 bit 6

(see[ 7.18.6.36) to zero.
i

If b

5 of word 2.iscleared to zero and:

n)  Ultra DMA mode 6 and mode 5 are not currently selected; and
b) Ulira.DMA mode 6 is not supported,

D Or

If bit 4 of word 2 is cleared to zero and:

a) Ultra DMA mode 6, mode 5 and mode 4 are not currently selected; and
b) Ultra DMA mode 6 and mode 5 are not supported,

then the device shall clear IDENTIFY DEVICE data word 88 bit 4 (see 7.17.7.42) to zero or
IDENTIIFY PACKET DEVICE data word 88 bit 4 (see 7.18.6.36) to zero.

If bit 3 of word 2 is cleared to zero and:

a) Ultra DMA mode 6, mode 5, mode 4 and mode 3 are not currently selected; and
b) Ultra DMA mode 6, mode 5 and mode 4 are not supported,

then the device shall clear IDENTIFY DEVICE data word 88 bit 3 (see 7.17.7.42) to zero or
IDENTIIFY PACKET DEVICE data word 88 bit 3 (see 7.18.6.36) to zero.
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If bit 2 of word 2 is cleared to zero and:

a) Ultra DMA mode 6, mode 5, mode 4, mode 3 and mode 2 are not currently selected; and
b) Ultra DMA mode 6, mode 5, mode 4 and mode 3 are not supported,

then the device shall clear IDENTIFY DEVICE data word 88 bit 2 (see 7.17.7.42) to zero or
IDENTIIFY PACKET DEVICE data word 88 bit 2 (see 7.18.6.36) to zero.

If bit 1 of word 2 is cleared to zero and:

the
IDE

If bi

then the device shall clear IDENTIFY DEVICE data word 88 bit 0 (see 7.17.7.42) to zer

IDE

7.1(.6.6.5 Words 3..6: Maximum LBA

Wo

a) Ultra DMA mode 6, mode 5, mode 4, mode 3, mode 2 and mode 1 are not currently selected;

and
ltra DMA m m m 4. m nd m 2aren

NTIIFY PACKET DEVICE data word 88 bit 1 (see 7.18.6.36) to zero.
t O of word 2 is cleared to zero and:

a) Ultra DMA mode 6, mode 5, mode 4, mode 3, mode 2, mode 1 and mode Q-are"not currentl
selected; and
b) Ultra DMA mode 6, mode 5, mode 4, mode 3, mode 2 and mode 1 are\not supported,

NTIIFY PACKET DEVICE data word 88 bit 0 (see 7.18.6.36) ta.zero.

ds 3..6 define the Maximum LBA. This shall be the highest LBA accepted by the de

the device shall clear IDENTIFY DEVICE data word 88 bit 1 (see 7.17.7.42) to zerp or

y

D Or

ice

aftef processing of the command. When Maximum LBA is'’changed, the content of IDENT|IFY

DE

MA

conmmand. If the device has established an"RPA as the result of processing a SET M
ADIDRESS command or SET MAX ADDRESSZEXT command with an LBA value less than t
retyrned by a READ NATIVE MAX ADDRESS command or READ NATIVE MAX ADDRE
EXT command, then the device shallreturn command aborted for this command and

cha

7.10.6.6.6 Word 7: Command/features set supported part 1

Bit
If bi

If bi

K ADDRESS EXT command descriptionsite reflect the maximum LBA set with |

nge any data in the HPA.

5 of word 7 is reserved.
t 14 of word 7 is cleared to zero, then the device shall:

p) disable supportfor the Write-Read-Verify feature set;
b) clear IDENTIFY DEVICE data word 119 bit 1 (see 7.17.7.40) to zero or IDENTIFY PACKET
DEVICE.data word 119 bit 1 (see 7.18.6.34) to zero; and

DEVICE data word 120 bit 1 (see 7.18.6.35) to zero.

13'of word 7 is cleared to zero, then the device shall:

commands with an Execute SMART Conveyance self-test routine subcommand; and
c) clear bit 5 to zero in the Offline Data Collection Capabilities field in the Device SMART data
structure.

t 12 of word 7 is cleared to zero, then the device shall:

a) disable support for the SMART Selective self-test;

b) return command aborted for subsequent SMART EXECUTE OFF-LINE IMMEDIATE
commands with an Execute SMART Selective self-test routine subcommand; and

c) clear bit 6 to zero in the Offline Data Collection Capabilities field in the Device SMART data
structure.

c) clear IDENTIFY DEVICE data word 120 bit 1 (see 7.17.7.41) to zero or IDENTIFY PACKET

ICE data words 60..61 (see 7.17.7.22) and IDENTIFY DEVICE data words 100..1/03

(seg¢ 7.17.7.53) shall be changed as described in the SET MAX ADDRESS command and $ET

his
AX
hat
SS
not
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If bit 11 of word 7 is cleared to zero, then the device shall:

a)

b)

disable support for the WRITE DMA FUA EXT command and the WRITE MULTIPLE FUA EXT
command; and

clear IDENTIFY DEVICE data word 84 bits (7:6) (see 7.17.7.40) to zero or IDENTIFY PACKET
DEVICE data word 84 bits (7:6) (see 7.18.6.34) to zero.

Bit 10 of Word 7 is reserved for TLC.

If bit 9 of word 7 is cleared to zero, then the device shall:

a)
)

disable support for the Streaming feature set;
clear IDENTIFY DEVICE data

If bit 8 of word 7 is cleared to zero, then the device shall:

C)
d)
g)

b)
C)

A) word 84 bit 4 to zero;

B) word 84 bit 9 to zero; and
C) word 84 bit 10 to zero;
clear IDENTIFY DEVICE data words 95..99 (see 7.17.7.49, 7.17.7.50, Z.17.7.51, |and
7.17.7.52) to zero; and

clear IDENTIFY DEVICE data word 104 see 7.17.7.54 to zero.

disable support for the 48-bit Addressing feature set;
clear IDENTIFY DEVICE data word 83 bit 10 to zero; and
clear IDENTIFY DEVICE data words 100..103 to zero.

If bif 7 of word 7 is cleared to zero, and a HPA has not been.gstablished by use of a SET MAX

ADI

or

g)
b)

DRESS command or SET MAX ADDRESS EXT command, then the device shall:

disable support for the HPA feature set;
clear:
A) IDENTIFY DEVICE data:

a) word 82 bit 10 to zero;

b) word 83 bit 8 to zero;

c) word 85 bit 10 to zero; and

d) word 86 bit 8 to zero;

B) IDENTIFY PACKET DEVICE data:
a) word 82 bit 10:-t0:zero;
b) word 83 bit 8\ta zero;
c) word 85 bit 10 to zero; and
d) word 86\bit 8 to zero;

If bit 7 of word 7.is-Cleared to zero, and an HPA has been established by use of a SET MAX

ADI
conm

Bits

DRESS command or SET MAX ADDRESS EXT command, then the device shall refurn
mand aborted for the DEVICE CONFIGURATION SET command.

6:50f\word 7 are obsolete.

If bif 4’of word 7 is cleared to zero, and the PUIS feature set has not been enabled by a jumper,
then the device shall:

a)
b)

c)

disable support for the Power-Up In Standby feature set;

clear IDENTIFY DEVICE data word 83 bits (6:5) (see 7.17.7.40) to zero or IDENTIFY PACKET
DEVICE data word 83 bits (6:5) (see 7.18.6.34) to zero; and

clear IDENTIFY DEVICE data word 86 bits (6:5) (see 7.17.7.41) to zero or IDENTIFY PACKET
DEVICE data word 86 bits (6:5) (see 7.18.6.35) to zero.

If bit 4 of word 7 is cleared to zero, and PUIS has been enabled by jumper, then the DEVICE
CONFIGURATION SET command shall return command aborted and the IDENTIFY DEVICE
data and IDENTIFY PACKET DEVICE data words shall remain unchanged.

If bit 3 of word 7 is cleared to zero, and security is disabled, then the device shall:

a)
b)

save any Master Password and Master Password Identifier;
disable support for the Security feature set;
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c) not change its Security state;
d) clear
A) IDENTIFY DEVICE data

a) word 82 bit 1 (see 7.17.7.40) to zero;
b) word 85 bit 1 (see 7.17.7.41) to zero;
c) word 90 (see 7.17.7.44) to zero;
d) word 92 (see 7.17.7.46) to zero; and
e) word 128 (see 7.17.7.66) to zero;

or

B) IDENTIFY PACKET DEVICE data
a) word 82 bit 1 (see 7.18.6.34) to zero;
b) word 85 bit 1 (see 7.18.6.35) to zero;
c) word 90 (see 7.18.6.38) to zero;
d) word 92 (see 7.18.6.40) to zero; and
e) word 128 (see 7.18.6.51) to zero.

If blt 3 of word 7 is cleared to zero, and security is enabled, then the @evice shall refurn
conmmand aborted for the DEVICE CONFIGURATION SET command.

If bit 2 of word 7 is cleared to zero, then the device shall:

n) disable support for SMART error logging;
b) clear IDENTIFY DEVICE data word 84 bit 0 (see 7.17.7.40)to)zero; and
c) clear IDENTIFY DEVICE data word 87 bit O (see 7.17.7.41)40 zero.

If bit 1 of word 7 is cleared to zero, then the device shall:

n) disable support for the SMART Off-line self-test,~-Short self test, and Extended self-test;

b) return command aborted for subsequent. SMART EXECUTE OFF-LINE IMMEDIATE
commands with an Execute SMART Off-ling, 'Short, or Extended self-test routine subcommgand;

c) clear Device SMART data structure Offling Data Collection Capabilities bit 4 (see 7.54.6.1(Q) to
Zero;

d) clear Device SMART data structure ©ffline Data Collection Capabilities bit 3 (see 7.54.6.1(Q) to
Zero;

e) clear IDENTIFY DEVICE data-word 84 bit 1 (see 7.17.7.40) to zero; and

f) clear IDENTIFY DEVICE dataword 87 bit 1 (see 7.17.7.41) to zero.

If bit 1 of word 7 is cleared te-zero, bit 12 and bit 13 of word 7 are not supported, then|the
dev|ce may:

n) disable support for'the SMART Conveyance self-test;
b) return command aborted for subsequent SMART EXECUTE OFF-LINE IMMEDIATE
commands with an Execute SMART Conveyance self-test routine subcommand;
c) clear Device SMART data structure Offline Data Collection Capabilities bit 5 (see 7.54.6.1(Q) to
zero;

d) disable support for the SMART Selective self-test;
e) » return command aborted subsequent SMART EXECUTE OFF-LINE IMMEDIATE commands
with an Execute SMART Selective self-test routine subcommand; and
f) clear Device SMART data structure Offline Data Collection Capabilities bit 5 (see 7.54.6.10) to
zero.

If bit 0 of word 7 is cleared to zero, and bits (2:1) of word 7 are cleared to zero, then the device
shall:

a) disable support for the SMART feature set;
b) clear IDENTIFY DEVICE data word 82 bit O (see 7.17.7.40) to zero; and
c) clear IDENTIFY DEVICE data word 85 bit O (see 7.17.7.41) to zero.

If bit 0 of word 7 is cleared to zero, and bits (2:1) of word 7 are not both cleared to zero, then
the device shall return command aborted for the DEVICE CONFIGURATION SET command.

7.10.6.6.7 Word 8: Serial ATA Command set/feature set supported

This word enables configuration of command sets and feature sets.
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Bits (15:5) of word 8 are reserved for Serial ATA. If bit 4 of word 8 is cleared to zero, then the device
shall:

a) disable support for the SSP feature set;
b) clear
A) IDENTIFY DEVICE data:
a) word 78 bit 6 (see 7.17.7.36) to zero; and
b) word 79 bit 6 (see 7.17.7.37) to zero;

or
B) IDENTIFY PACKET DEVICE data:

gy word 78 bit6(see 7. 18-6-30)to zero; and
b) word 79 bit 6 (see 7.18.6.31) to zero;
C) clear any software settings that would be cleared when the SSP feature set is disabled.

If bit 3 of word 8 is cleared to zero, then the device shall:

n) disable support for asynchronous notification (see the Serial ATA specification);
b) clear
A) IDENTIFY DEVICE data:
a) word 78 bit 5 (see 7.17.7.36) to zero; and
b) word 79 bit 5 (see 7.17.7.37) to zero;

or

B) IDENTIFY PACKET DEVICE data:
a) word 78 bit 5 to (see 7.18.6.30) zero; and
b) word 79 bit 5 (see 7.18.6.31) to zero.

If bit 2 of word 8 is cleared to zero, then the device shall:

n) disable support for interface power management requests (see the Serial ATA specification
b) clear
A) IDENTIFY DEVICE data:
a) word 76 bit 9 (see 7.17.7.34)\to zero;
b) word 78 bit 3 (see 7.17.7.36) to zero; and
c) word 79 bit 3 (see 7.17.7.37) to zero;

~

or

B) IDENTIFY PACKET "DEVICE data:
a) word 76 hit9 (see 7.18.6.28) to zero;
b) word 78bit 3 (see 7.18.6.30) to zero; and
c) word-79bit 3 (see 7.18.6.31) to zero.

If bit 1 of word 8_.is‘cleared to zero, then the device shall:

n) disable'support for non-zero buffer offsets for NCQ commands (also see the Serial ATA
specification);
b) , clear
A) IDENTIFY DEVICE data:
a) word 78 bit 1 (see 7.17.7.36) to zero;
b) word 78 bit 4 (see 7.17.7.36) to zero;
c) word 79 bit 1 (see 7.17.7.37) to zero; and
d) word 79 bit 4 (see 7.17.7.37) to zero;

or

B) IDENTIFY PACKET DEVICE data:
a) word 78 bit 1 (see 7.18.6.30) to zero;
b) word 78 bit 4 (see 7.18.6.30) to zero;
c) word 79 bit 1 (see 7.18.6.31) to zero; and
d) word 79 bit 4 (see 7.18.6.31) to zero.

If bit O of word 8 is cleared to zero, then the device shall:

a) disable support for the NCQ feature set;
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If bit 15 of word 21 is set to one, then the device may support the NV Cache feature set. |
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b) clear
A) IDENTIFY DEVICE data:
a) word 76 bit 8 (see 7.17.7.34) to zero;
b) word 78 bit 1 (see 7.17.7.36) to zero;
c) word 78 bit 2 (see 7.17.7.36) to zero;
d) word 78 bit 4 (see 7.17.7.36) to zero;
e) word 79 bit 1 (see 7.17.7.37) to zero;
f) word 79 bit 2 (see 7.17.7.37) to zero; and
g) word 79 bit 4 (see 7.17.7.37) to zero;

B) IDENTIFY PACKET DEVICE data:
a) word 76 bit 8 (see 7.18.6.28) to zero;
b) word 78 bit 1 (see 7.18.6.30) to zero;
c) word 78 bit 2 (see 7.18.6.30) to zero;
d) word 78 bit 4 (see 7.18.6.30) to zero;
e) word 79 bit 1 (see 7.18.6.31) to zero;
f) word 79 bit 2 (see 7.18.6.31) to zero; and
g) word 79 bit 4 (see 7.18.6.31) to zero;

.6.6.8 Word 9: Reserved for Serial ATA

d 9 is reserved for use by Serial ATA.

.6.6.9 Words 10..20: Reserved

.6.6.10 Word 21: Command/features set supported part 2

ce shall return command aborted for the, DEVICE CONFIGURATION SET command.

f bit
furn
1 is
the

If bit 15 and bit 14 of word 21 is set to6ne, then the device may support the NV Cache Pgwer

Management feature set.

If b
co

If bi
If bi

comt

If bi

Bits

13 of word 21 is set to one, then the device may support the WRITE UNCORRECTA

12 of word 21 is cleared to zero and security is disabled, then the device shall:

) disable support for'the Trusted Computing feature set; and

t 12 of word 21 is cleared to zero, and security is enabled, then the device shall re
mand aborted for the DEVICE CONFIGURATION SET command.

11 of-word 21 is set to one, then the device may support the Free-fall Control feature

BLE

) clear bit 0 of-word 48 in IDENTIFY DEVICE data or IDENTIFY PACKET DEVICE data to z¢ro.

urn

10 of word 21 is set to one, then the device may support the DATA SET MANAGEMENT

mand
e

t 9 of word 21 is cleared to zero, then the device shall:

a) disable support for the Extended Power Conditions feature;

b) change the Log Directory to indicate that the Power Conditions log is not supported;
c) clear IDENTIFY DEVICE data word 119 bit 7 (see 7.17.7.40) to zero; and

d) clear IDENTIFY DEVICE data word 120 bit 7 (see 7.17.7.41) to zero.

(8:0) of word 21 are reserved.

7.10.6.6.11 Word 22: Command/features set supported part 3
Bit (15:0) of word 22 are reserved.
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7.10.6.6.12 Words 23..207: Reserved
7.10.6.6.13 Words 208..254: Vendor Specific
7.10.6.6.14 Word 255: Integrity word

Bits (7:0) of word 255 shall contain the value A5h. Bits (15:8) of word 255 shall contain the data
structure checksum. The data structure checksum shall be the two’s complement of the sum of
all bytes in words 0..254 and the byte consisting of bits (7:0) of word 255. Each byte shall be
added with unsigned arithmetic and overflow shall be ignored. The sum of all bytes is zero
when the checksum is correct.
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7.10.7 DEVICE CONFIGURATION SET DMA - B1h/C5h, DMA

7.10.7.1 Feature Set

This 28-bit command is for devices implementing the DCO feature set (see 4.7).
7.10.7.2 Description

See 7.10.6.2.

7.10.7.3 Inputs

See table 40 for the DEVICE CONFIGURATION SET DMA command inputs.

Table 40 — DEVICE CONFIGURATION SET DMA command inputs

Name Description

Feafure |C5h

Caunt | N/A

UBA|N/A

Deyice
Bit Description
7:5 N/A

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 B1h

7.10.7.4 Normal Outputs

Seg 7.10.6.4.

7.10.7.5 Error Outputs

Seg 7.10.6.5.

7.10.7.6 Output From the Host to/the Device Data Structure
Seg 7.10.6.6.
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7.11 DEVICE RESET - 08h, Device Reset

7.11.1 Feature Set

This 28-bit command is for ATAPI devices (see 4.3).
7.11.2 Description

The DEVICE RESET command resets the device.
7.11.3 Inputs

See table 41 for the DEVICE RESET command inputs.

016

Table 41 — DEVICE RESET command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 08h

7.11.4 Normal Outputs
Seq table 217.
7.11.5 Error Outputs

ATAPI devices shall not report an error. If the device is able to complete the DEVICE RE
and| maintain the device setting, then DEVICE RESET shall complete with Check Condi
clegred to zero. If the device reverts to its default state, then the device shall repor
exception by settingthe Check Condition bit to one in the Status field.

SET
ftion
an
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7.12 DOWNLOAD MICROCODE - 92h, PIO Data-Out/Non-Data
7.12.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).

7.12.2 Description

The DOWNLOAD MICROCODE command enables the host to alter the device’s microcode.

The data transferred using the DOWNLOAD MICROCODE command is vendor specific.

All transfers shall be zero length or an integer multiple of 512-byte data blocks. The size of

the

data transfer is determined by the content of the LBA field and Count field, allowing transfer

sizds from 0 byies fo 33 553 920 byles. Tf a value of zero is in botih fields, then the Non-
transfer protocol shall be used.

The| Feature field indicates the mode of the DOWNLOAD MICROCODE command as descri
in 7012.3.

Thg optional Download with offsets and save microcode for immediate.and future
(see 7.17.7.40) allows the application client to transfer microcode in two grmore DOWNL(
MIQROCODE commands.

ata

bed

use
DAD

Theg download block count value in the Count field and LBA field shall specify how mjany

512}byte blocks of data are being transferred in one command.

The| buffer offset is defined by the value in the LBA (23:8).~Thee buffer offset is the starn
location in the data relative to the last successful DOWNLOAD MICROCODE comm
recgived by the device with a buffer offset of zero. The buffer offset shall be between 0

ting
and
and

65 %35. The buffer offset value is the byte count dividedby 512 (e.g., if a microcode file is t¢ be

transferred to the device in 32 768 byte segmentsythe first command should be issued

buffer offset value of zero, the second command should be issued with a buffer offset of 64,
third command should be issued with a buffer offset value of 128 and so on until the comp
micfocode is transferred).

If the current buffer offset is not equal to\the sum of the previous DOWNLOAD MICROCC(

abofted for the DOWNLOAD MICROCODE command and discard all previously downloa

micfocode. The first DOWNLOAD<MICROCODE command shall have a buffer offset of zer¢.

When the device detects the(last DOWNLOAD MICROCODE command for the microc
download the device shall perform any device required verification and save the complete
of downloaded microcode.. Device feature configuration (e.g., SET FEATURES settings)
be affected by the download microcode command.

command buffer offset and the previous block count, then the device shall report comand

vith
the
lete

DE

ed

ode
set
may

Thel new microcode should become effective before the device reports command completion

for the last data;segment.

If the device receives a command other than DOWNLOAD MICROCODE command prior to
recgipt ofsthe last segment, then the device shall process the new command and may dis
preyiously downloaded microcode.

the
ard

Dur i = ; ;
applying the new microcode, the device shall discard any received microcode segments.
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7.12.3 Inputs
See table 42 for the DOWNLOAD MICROCODE command inputs.

Table 42 — DOWNLOAD MICROCODE command inputs

Name Description

Feature

Sub
command Description

00h Reserved
01h Obsolete
02h Reserved
03h Download with offsets and save microcode for immediate and futute use.
04h-06h Reserved
07h Download and save microcode for immediate and future use:
08-FFh Reserved

—

Cqunt | Block count (7:0)

Bit Description
27:24 Reserved

23:8 Buffer offset (only used for Feature =03h, otherwise this field shall be reserved)

7:0 Block count (15:8)

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0_Reserved

Command 7:0 92h

7.12.4 Normal Outputs

If IDENTIFY DEVICE data word 234 (see 7.17.7.90) or IDENTIFY DEVICE data word P35
(see 7.17.7.91) have a value other than 0000h or FFFFh, then table 43 describes the indicator
returned in the Count field.

Table 43 — Count field output for DOWNLOAD MICROCODE requesting the offset transfer method

Value Description

00h | No indication of download microcode status.

01h | Indicates the ATA device is expecting more download microcode commands to follow.

02h | Indicates that the ATA device has applied the new microcode.

03h-FFh | Reserved

For additional returns see table 213.
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7.12.5 Error Outputs

The device shall return command aborted if the device did not accept the microcode data. The
device shall return command aborted if the subcommand code is not a supported value. See

table 236.
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7.13 DOWNLOAD MICROCODE DMA -93h, DMA

7.13.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).

7.13.2 Description

See 7.12.2.

7.13.3 Inputs

See table 44 for the DOWNLOAD MICROCODE DMA command inputs.

Table 44 — DOWNLOAD MICROCODE DMA command inputs

Name Description
Feafure | See the Feature field in 7.12.3.
Cqunt | See the Count field in 7.12.3.
UBA | See the LBA field in 7.12.3.
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 93h

7.13.4 Normal Outputs
Seq 7.12.4.

7.13.5 Error Outputs
Seq 7.12.5.



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 147 —

7.14 EXECUTE DEVICE DIAGNOSTIC - 90h, Execute Device Diagnostic
7.14.1 Feature Set

This 28-bit command is for all devices (see 4.2 and 4.3).

7.14.2 Description

The EXECUTE DEVICE DIAGNOSTIC command shall cause the device to perform internal
diagnostic tests.

NOTE There are transport and Host Adapter implications for this command (i.e., see ATA8-APT and HBA2).

If tHe host issues an EXECUTE DEVICE DTIAGNOSTIC command while a device isAn, or
transitioning to, a power management state other than the PM3:Sleep state (see figure'{l4),
then the device shall process the diagnostic sequence.

7.14.3 Inputs
Seg table 45 for the EXECUTE DEVICE DIAGNOSTIC command inputs.

Table 45 — EXECUTE DEVICE DIAGNOSTIC command ifiputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent,~ See 6.2.12
3:0 Reserved

Command 7:0 90h
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7.14.4 Normal Outputs

The diagnostic code written into the Error field is an 8-bit code defined in table 46. See
table 217.

Table 46 — Diagnostic codes

Code? Description
When this code is in the Device 0 ° Error field
01h Device 0 € passed, Device 1 ¢ passed or not
present

00h, 02h-7Fh |Device 0 € failed, Device 1 ¢ passed or not present

81h Device 0 ¢ passed, Device 1 ¢ failed
80h, 82h-FFh |[Device 0 ¢ failed, Device 1 € failed
When this code is in the Device 1 ¢ Error field

01h Device 1 ¢ passed ?
00h, 02h-7Fh |Device 1 ¢ failed b
80h-FFh Reserved

@ Codes other than 01h and 81h may indicate additionalinformation
about the failure(s).

b If Device 1 is not present, the host may see the information from
Device 0 even though Device 1 is selected,

¢ See the appropriate transport standard for the definition of device 0
and device 1.

7.14.5 Error Outputs

Thig command shall complete without setting-the Error bit to one (see 7.14.4).
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7.15 FLUSH CACHE - E7h, Non-Data

7.15.1 Feature Set

This 28-bit command is for ATA devices (see 4.2) and ATAPI devices (see 4.3).
7.15.2 Description

The FLUSH CACHE command requests the device to flush the volatile write cache. If there is
data in the volatile write cache, that data shall be written to the non-volatile media. This
command shall not indicate completion until the data is flushed to the non-volatile media or an
error occurs. If the device supports more than 28 bits of addressing this command shall

attemptto flush all the data in the volatile cache. If the volatile write cache is disabled or no

volgtile write cache is present, the device shall indicate command completion without errfor

NOTE This command may take longer than 30 s to complete.

7.18.3 Inputs
Seg table 47 for the FLUSH CACHE command inputs.

Table 47 — FLUSH CACHE command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent'— See 6.2.12
3:0 Reserved

Commgand 7:0 E7h

7.18.4 Normal Outputs
Sed table 212.
7.18.5 Error Outputs

If ap unreceoverable error occurs while the device is writing data to its media, then the deyice
shall tetminate processing the command and report the error, including the LBA of the first
sectorwhere an unrecoverable error occurred. Subsequent FLUSH CACHE commajnds
continue the process of flushing the cache. See table 24T,

If an error occurs during the flush process and the LBA of the data in error is outside the 28-bit
address range, then the LBA of the logical sector in error is incorrectly reported. For correct
error reporting in a device that has more than a 28-bit address range, use the FLUSH CACHE
EXT command (see 7.16).
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7.16 FLUSH CACHE EXT - EAh, Non-Data
7.16.1 Feature Set

This 48-bit command is mandatory for devices implementing the 48-bit Address feature set
(see 4.4).

7.16.2 Description

The FLUSH CACHE EXT command requests the device to flush the volatile write cache. If
there is data in the volatile write cache, that data shall be written to the non-volatile media.
This command shall not indicate completion until the data is flushed to the non-volatile media
or an-error occursIf the volatile write cache is disabled or no volatile write cache is present,

the device shall indicate command completion without error.

NOTE This command may take longer than 30 s to complete.

7.16.3 Inputs
Seg table 47 for the FLUSH CACHE EXT command inputs.

Table 48 — FLUSH CACHE EXT command inputs

Name Description
Feafure [ Reserved
Cqunt | Reserved
IBA | Reserved
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent'— See 6.2.12
3:0 Reserved
Commpand 7:0 EAh

7.16.4 Normal Outputs
Seq table 223.
7.14.5 Error Outputs

If ap unreceverable error occurs while the device is writing data to its media, then the deyice
shall tetminate processing the command and report the error, including the LBA of the first
sector{where an unrecoverable error occurred. If a device receives a subsequent FLUSH

CACHE EXT command, then the device shall continue the process of flushing IIs cache. See
table 242.
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7.17 IDENTIFY DEVICE - ECh, PIO Data-In
7.17.1 Feature Set

This 28-bit command is mandatory for all devices (see 4.2 and 4.3).

7.17.2 Description

The IDENTIFY DEVICE command specifies that the device shall send a 512-byte block of data
to the host. See 7.17.7 for a description of the return data.

Devices may read the non-volatile media in order to complete this command.

TheDENTIEY DEVICE data contains information regarding optional feature or command
support. If the host issues a command that is indicated as not supported in the IDENT|IFY
DEVYICE data, the device shall return command aborted for the command.

7.17.3 Inputs
Seg table 49 for the IDENTIFY DEVICE command inputs.
Table 49 — IDENTIFY DEVICE command inputs
Name Description
Feature | N/A
Cqunt | N/A
UBA [N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependents'See 6.2.12
3:0 Reserved

Commpand 7:0 ECh
7.17.4 Normal Outputs for ATA devices
Seg table 212.

7.17.5 Normal Qutputs for ATAPI devices
In response-~{e this command, ATAPI devices shall return command aborted and place[the

PAQKET feature set signature in the appropriate fields (see table 217).

7.11.6Error Outputs

ATA™devices shall not report an error, except aiter a NCQ Feature set command error and
before the NCQ Command Error Log is read (see table 236).
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7.17.7 Input From the Device to the Host Data Structure
7.17.7.1 Overview
Table 50 specifies the format of the IDENTIFY DEVICE data.

Table 50 — IDENTIFY DEVICE data (part 1 of 19)

016

O|S|F
Word| M | P |V Description
O|M|B General configuration (see 7.17.7.2)
E 15 Q= ATA device
X 14:8 Retired
X 7:6 Obsolete
X 5:3 Retired
\Y, 2 Response incomplete
X 1 Retired
0 Reserved
1 X | Obsolete
2| O | B | V |Specific configuration (see 7.17.7.4)
3 X | Obsolete
415 X [Retired
6 X |Obsolete
718 N Reserved for the CompactFlash Association
9 X [Retired
10..19| M | B | F | Serial number (ATA string) (§ée 7.17.7.10)
20..21 X [Retired
»2 X | Obsolete
23..26| M | B | F |Firmware revisiony(ATA string) (see 7.17.7.13)
27..46|1 M | B | F |Model numbeér(ATA string) (see 7.17.7.14)
47| M See 7.17.7,15
B|F 15:8 -80h
B|F 7:0 00h = Reserved
01h-FFh = Maximum number of logical sectors that shall be transferrgd per
DRQ data block on READ/WRITE MULTIPLE commands

Key: a/M — Mandatory/optional requirement.

F/V — F|xed/variable content M — Support of the word is mandatory.
F< The content of the field is fixed and does O — Support of the word is optional.
nof'change The DCO command may S/P— Content-applies-to-Serial-or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports

device or the commands processed by the

device.

Parallel

X — The fixed or variable type of this field is
not defined in this standard.

N — Belongs to a transport other than Serial or
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Table 50 — IDENTIFY DEVICE data (part 2 of 19)

O|S|F
Word| M| P |V Description
48| O [ B Trusted Computing feature set options (see 7.17.7.16)
F 15 Shall be cleared to zero
F 14 Shall be set to one
13:1 Reserved for the Trusted Computing Group
F 0 1=Trusted Computing feature set is supported
o™ Capabilities (see 7.17.7.17)
15:14 Reserved for the IDENTIFY PACKET DEVICE command.
B|F 13 1 = Standby timer values as specified in this standard are supperted
0 = Standby timer values shall be managed by the device
12 Reserved for the IDENTIFY PACKET DEVICE command.
P|F 11 1 =I0ORDY (see ATA8-APT) supported
0 = IORDY (see ATA8-APT) may be supported
P|F 10 1 =10RDY (see ATA8-APT) may be disabled
B|F 9 Shall be set to one to indicate that LBA'is'supported.
P|F 8 1 =DMA supported
X 7:2 Reserved
1:0 Current Long Physical Sector)Alignment setting
b0| M Capabilities (see 7.17.7.17)
B|F 15 Shall be cleared to zero
B|F 14 Shall be set to oné
13:2 Reserved
X 1 Obsolete
B|F 0 Shall beset to one to indicate a vendor specific Standby timer value njinimum
51..%2 X [Obsolete

Key: a/M — Mandatory/optional requirement.

F/V — F|xed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transgort
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
deviceor the commands processed by the N — Belongs to a transport other than Sarial or
(\j/evice. Parallel

Tl £ <l H N | 4 £ il K+ P
/\ TTIC TIATU Ul vdiiduiIT 1y pC Ul o TICiu 1o

not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 3 of 19)

(0] F
Word| M \") Description
53 See 7.17.7.19
M F 15:8 Free-fall Control Sensitivity
00h = Vendor’s recommended setting
01h-FFh = Sensitivity level. A larger number is a more sensitive setting.
7:3 Reserved
F 2 1 =1the fields reported in word oa are valid
0 = the fields reported in word 88 are not valid
F 1 1 = the fields reported in words (70:64) are valid
0 = the fields reported in words (70:64) are not valid
X 0 Obsolete
54..%8 X [Obsolete
b9 See 7.17.7.21
M 15 1 = The BLOCK ERASE EXT command is(supported (see 7.42.2)
14 1= The OVERWRITE EXT command i§ supported (see 7.42.4)
13 1 =The CRYPTO SCRAMBLE EXT\command is supported (see 7.44.3)
12 1 = The Sanitize feature set is, supported (see 4.19)
11:9 Reserved
\% 8 1 = Multiple logical sector setting is valid
\% 7:0 Current setting for number of logical sectors that shall be transferred per
DRQ data block on!READ/WRITE Multiple commands
60..61( M F | Total number of user addressable logical sectors for 28-bit commands (DWord)
(see 7.17.7.22)
62 X [Obsolete
Key: a/M — Mandatory/optional requirement.
F/V — F|xed/variable content M — Support of the word is mandatory.
F — The content of the fieldis fixed and does O — Support of the word is optional.
not change. The DCO.command may S/P — Content applies to Serial or Parallel transgort
change the value ©fja fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change.depending on the state of the B — Both Serial and Parallel Transports
device or.the-commands processed by the N — Belongs to a transport other than Sarial or
device: Parallel
X —(The fixed or variable type of this field is
nét’'defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 4 of 19)

O|S|F
Word| M| P |V Description
63 See 7.17.7.24
M 15:11 Reserved
PV 10 1 = Multiword DMA mode 2 is selected
0 = Multiword DMA mode 2 is not selected
PV 9 1 = Multiword DMA mode 1 is selected
0 = Multiword DMA mode 1 Is not selected
PV 8 1 = Multiword DMA mode 0 is selected
0 = Multiword DMA mode 0 is not selected
7:3 Reserved
P|F 2 1 = Multiword DMA mode 2 and below are supported
P|F 1 1 = Multiword DMA mode 1 and below are supported
P|F 0 1 = Multiword DMA mode 0 is supported
64 See 7.17.7.25
M 15:8 Reserved
P|F 7:0 PIO modes supported
65| M Minimum Multiword DMA transfer cycle time per word (see 7.17.7.26)
P|F 15:0 Cycle time in nanoseconds
66 M Manufacturer’s recommended Multiword DMA transfer cycle time (see 7.17.7.R7)
P|F 15:0 Cycle time in nanoseconds
67( M Minimum PIO transfer cyclextime without flow control (see 7.17.7.28)
P|F 15:0 Cycle time in_nanoseconds
68| M Minimum PIO transfer cycle time with IORDY (see ATA8-APT) flow control
(see 7.17.7.29)
P|F 15:0 Cyclettime in nanoseconds

Key: a/M — Mandatory/optional requirement.

F/V — F|xed/variable content M — Support of the word is mandatory.
F — The content of thefield is fixed and does O — Support of the word is optional.
not change. The"DEO command may S/P — Content applies to Serial or Parallel transgort
change the valug of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
deviceor the commands processed by the N — Belongs to a transport other than Sgrial or
device. Parallel
X—"The fixed or variable type of this field is

not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 5 of 19)

O|S|F
Word| M| P |V Description
69 Additional Supported (see 7.17.7.30)
O|S|F 15 1 = CFast Specification Support
O|B|F 14 1 = Deterministic data in timmed LBA range(s) is supported
O|B|F 13 1 = Long Physical Sector Alignment Error Reporting Control is supported
O|B|F 12 1 = DEVICE CONFIGURATION IDENTIFY DMA and DEVICE
CONHGSURAHON-SET-BMA-are-stupperted
O|B|F 11 1 = READ BUFFER DMA is supported
O|B|F 10 1 = WRITE BUFFER DMA is supported
O|B|F 9 1=8ET MAX SET PASSWORD DMA and SET MAX UNLOECK DMA|are
supported
O|B|F 8 1 =DOWNLOAD MICROCODE DMA is supported
7 Reserved for IEEE 1667
M|[B]|F 6 0 = Optional ATA device 28-bit commands sUupported
5 1 = Trimmed LBA range(s) returning zeroed’data is supported
4 1 = Device Encrypts All User Data
3 1 = Extended Number of User Addressable Sectors is supported
2:0 Reserved
Y0 Reserved
71..74 Reserved for the IDENTIFY PACKET DEVICE command
5| O Queue depth (see 7.17.7.33)
15:5 Reserved
B|F 4:0 Maximum guéue depth — 1
6 O [ S Serial ATA Capabilities (see 7.17.7.34)
15:13 Reserved for Serial ATA
12 1= Supports NCQ priority information
11 1 = Supports Unload while NCQ commands are outstanding
F 10 1 = Supports the SATA Phy Event Counters log
E 9 1 = Supports receipt of host initiated power management requests
F 8 1 = Supports the NCQ feature set
7:3 Reserved for Serial ATA
F 2 1 = Supports SATA Gen2 Signaling Speed (3.0Gb/s)
F 1 1 = Supports SATA Gen1 Signaling Speed (1.5Gb/s)
F 0 Shall be cleared to zero
Key: a/M — Mandatory/optional requirement.
F/V — Fixed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Serial or
device. Parallel

X — The fixed or variable type of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 6 of 19)

O|S|F
Word| M| P |V Description
77 S Reserved for Serial ATA
78] O | S Serial ATA features supported (see 7.17.7.36)

15:7 Reserved for Serial ATA
F 6 1 = Device supports Software Settings Preservation
Reserved for Serial ATA

1 = Device supports in-order data delivery

5

i

3 1 = Device supports initiating power management
2 1 = Device supports DMA Setup auto-activation

1

1 = Device supports non-zero buffer offsets

m M m M T

0 Shall be cleared to zero

91 O [ S Serial ATA features enabled (see 7.17.7.37)
15:7 Reserved for Serial ATA

\% 6 1 = Software Settings Preservation enabled
5 Reserved for Serial ATA
\% 4 1 = In-order data delivery enabled
\% 3 1 = Device initiated power management enabled
Vv 2 1 = DMA Setup auto-activation enabled
\% 1 1 = Non-zero buffer offsets enabled
F 0 Shall be cleared to*zero

80| M Major version number (seg ¥.17.7.38)
15:10 Reserved
9 1 = supportstACS-2

8 1 = supports ATA8-ACS

7 1.=(supports ATA/ATAPI-7
6 1-= supports ATA/ATAPI-6
5 1 = supports ATA/ATAPI-5
4
3
2

1

0 W o W @

Obsolete
Obsolete
Obsolete
Obsolete
0 Reserved

X X7% M m m m T

T M | B | F [MInorversion number (see 7.1/7./.39)

Key: a/M — Mandatory/optional requirement.

F/V — Fixed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Serial or
device. Parallel

X — The fixed or variable type of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 7 of 19)

O|S|F
Word| M| P |V Description
82| M Commands and feature sets supported (see 7.17.7.40)
X 15 Obsolete
B|F 14 1 =The NOP command is supported
B|F 13 1 =The READ BUFFER command is supported
B|F 12 1 =The WRITE BUFFER command is supported
X 11 Obsolete
B|F 10 1 = The HPA feature set is supported
B|F 9 Shall be cleared to zero to indicate that the DEVICE RESET.command is not
supported
B|F 8 1 =The SERVICE interrupt is supported
B|F 7 1 = The release interrupt is supported
B|F 6 1 = Read look-ahead is supported
B|F 5 1 = The volatile write cache is supported
B|F 4 Shall be cleared to zero to indicate thatthe PACKET feature set is nat
supported
B|F 3 Shall be set to one to indicate that‘the mandatory Power Management
feature set is supported
X 2 Obsolete
B|F 1 1 = The Security feature.set is supported
B|F 0 1 =The SMART feature set is supported
Key: a/M — Mandatory/optional requirement.

F/V — F|xed/variable content

F — The content of the field is fixed and-does
not change. The DCO commandmay S/P — Content applies to Serial or Parallel transgort
change the value of a fixed field.

V — The contents of the field is"variable and
may change depending onjthe state of the

device or the commands processed by the

device.

X — The fixed orvariable type of this field is
not defined intthis standard.

M — Support of the word is mandatory.
O — Support of the word is optional.

S — Serial Transport

P — Parallel Transport

B — Both Serial and Parallel Transports
N — Belongs to a transport other than Sgrial or
Parallel
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Table 50 — IDENTIFY DEVICE data (part 8 of 19)

O|S|F
Word| M| P |V Description
83| M Commands and feature sets supported (see 7.17.7.40)
F 15 Shall be cleared to zero
F 14 Shall be set to one
B|F 13 1 =The FLUSH CACHE EXT command is supported
B|F 12 Shall be set to one to indicate that the mandatory FLUSH CACHE command
is-stpported
B|F 11 1 =The DCO feature set is supported
B|F 10 1 = The 48-bit Address feature set is supported
B|F 9 Obsolete
B|F 8 1 =The SET MAX security extension is supported
7 Reserved for the Address Offset Reserved Area BotMethod
B|F 6 1=SET FEATURES subcommand is required o, spin-up after poweriup
B|F 5 1 = The PUIS feature set is supported
X 4 Obsolete
B|F 3 1 =The APM feature set is supported
N|[F 2 1 =The CFA feature set is supparted
X 1 Obsolete
B|F 0 1 =The DOWNLOAD MICROCODE command is supported
Key: a/M'— Mandatory/optional requirement.
F/V — F|xed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transgort
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Sarial or
device. Parallel
X —The fixed or variable type of this field is
not defined in this,standard.
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Table 50 — IDENTIFY DEVICE data (part 9 of 19)

O|S|F
Word| M| P |V Description
84| M Commands and feature sets supported (see 7.17.7.40)
F 15 Shall be cleared to zero
F 14 Shall be set to one
B|F 13 1 =The IDLE IMMEDIATE command with UNLOAD feature is supported
12 Reserved for TLC
11 Reserved for TLC
X 10:9 Obsolete
B|F 8 1 = The 64-bit World wide name is supported
X 7 Obsolete
B|F 6 1=The WRITE DMA FUA EXT and WRITE MULTIPLE'FUA EXT conjmands
are supported
B|F 5 1 =The GPL feature set is supported
B|F 4 1 = The Streaming feature set is supported
N [F 3 Obsolete
B|F 2 1 = Media serial number is supported
B|F 1 1 =The SMART self-test is supported
B|F 0 1 =SMART error logging is_stpported
Key: a/M ~Mandatory/optional requirement.
F/V — F|xed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variablerand P — Parallel Transport
may change depending on the stateof the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Sarial or
device. Parallel
X — The fixed or variabletype of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 10 of 19)

O|S|F
Word| M| P |V Description
85| M Commands and feature sets supported or enabled (see 7.17.7.41)
X 15 Obsolete
B|F 14 1 = The NOP command is supported
B|F 13 1 =The READ BUFFER command is supported
B|F 12 1 =The WRITE BUFFER command is supported
X 11 Obsolete
B |V 10 1 = HPA feature set is supported
B|F 9 Shall be cleared to zero to indicate that the DEVICE RESET.command is not
supported
B|V 8 1 = The SERVICE interrupt is enabled
B |V 7 1 = The release interrupt is enabled
B |V 6 1 =Read look-ahead is enabled
BV 5 1 = The volatile write cache is enabled
B|F 4 Shall be cleared to zero to indicate thatthe PACKET feature set is nat
supported
B|F 3 Shall be set to one to indicate that‘the mandatory Power Management
feature set is supported
X 2 Obsolete
B|V 1 1 = The Security feature.set is enabled
B |V 0 1 =The SMART feature set is enabled
Key: a/M — Mandatory/optional requirement.

F/V — F|xed/variable content

F — The content of the field is fixed and-does
not change. The DCO command may
change the value of a fixed field.

V — The contents of the field is"variable and
may change depending onjthe state of the
device or the commands processed by the
device.

X — The fixed orvariable type of this field is
not defined intthis standard.

M — Support of the word is mandatory.

O — Support of the word is optional.
S/P — Content applies to Serial or Parallel transg

S — Serial Transport

P — Parallel Transport

B — Both Serial and Parallel Transports

N — Belongs to a transport other than S¢

Parallel

ort

rial or



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

- 162 - ISO/IEC 17760-102:2016 © ISO/IEC 2016

Table 50 — IDENTIFY DEVICE data (part 11 of 19)

O|S|F
Word| M| P |V Description
86| M Commands and feature sets supported or enabled(see 7.17.7.41)
B|F 15 1 =Words 119..120 are valid
14 Reserved
B|F 13 1 =FLUSH CACHE EXT command supported
B|F 12 1 = FLUSH CACHE command supported
B|F 171 1 ="The DCO feature set Is supported
B|F 10 1 = The 48-bit Address features set is supported
B |V 9 Obsolete
B|V 8 1 =the SET MAX security extension is enabled by SET MAX SET
PASSWORD
7 Reserved for Address Offset Reserved Area Boot\ethod

B|F 6 1=SET FEATURES subcommand is required fo,spin-up after poweriup
B |V 5 1 =The PUIS feature set is enabled

X 4 Obsolete
B |V 3 1 =The APM feature set is enabled
N|[F 2 1 =The CFA feature set is supparted

X 1 Obsolete
B|F 0 1 =The DOWNLOAD MICROCODE command is supported

Key: a/M'— Mandatory/optional requirement.

F/V — F|xed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transgort
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Sarial or
device. Parallel
X — The fixed or variable type of this field is
not defined in this,standard.
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Table 50 — IDENTIFY DEVICE data (part 12 of 19)

O|S|F
Word| M| P |V Description
87| M Commands and feature sets supported or enabled(see 7.17.7.41)
F 15 Shall be cleared to zero
F 14 Shall be set to one
B|F 13 1 =The IDLE IMMEDIATE command with UNLOAD FEATURE is supported
12 Reserved for TLC
11 Reserved for TLC
X 10:9 Obsolete
B|F 8 1 = The 64-bit World wide name is supported
X 7 Obsolete
B|F 6 1=The WRITE DMA FUA EXT and WRITE MULTIPLE'FUA EXT conjmands
are supported
B|F 5 1 =The GPL feature set is supported
X 4 Obsolete
N |V 3 Obsolete
B |V 2 1 = Media serial number is valid
B|F 1 1 =SMART self-test supported
B|F 0 1 =SMART error logging is_stpported
Key: a/M ~Mandatory/optional requirement.
F/V — F|xed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variablerand P — Parallel Transport
may change depending on the stateof the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Sarial or
device. Parallel
X — The fixed or variableype of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 13 of 19)

O|S|F
Word| M | P |V Description
88| O Ultra DMA modes (see 7.17.7.42)
15 Reserved
PV 14 1 = Ultra DMA mode 6 is selected
P 0 = Ultra DMA mode 6 is not selected
PV 13 1 = Ultra DMA mode 5 is selected
P 0 = Ultra DMA mode 5 Is not selected
PV 12 1 = Ultra DMA mode 4 is selected
P 0 = Ultra DMA mode 4 is not selected
PV 11 1 = Ultra DMA mode 3 is selected
P 0 = Ultra DMA mode 3 is not selected
PV 10 1 = Ultra DMA mode 2 is selected
P 0 = Ultra DMA mode 2 is not selected
PV 9 1 = Ultra DMA mode 1 is selected
P 0 = Ultra DMA mode 1 is not selected
PV 8 1 = Ultra DMA mode 0 is selected
P 0 = Ultra DMA mode 0 is not selected

Reserved
1 = Ultra DMA mode 6 and‘below are supported
1 = Ultra DMA mode 5.and below are supported

7
6
5
4 1 = Ultra DMA mode 4 and below are supported
3 1= Ultra DMAimode 3 and below are supported
2 1 = Ultira DMA mode 2 and below are supported
1 1 = Ultra-DMA mode 1 and below are supported

0 1.=WUltra DMA mode 0 is supported

W U U U U UV T
M M M M M T m

39 See 7.177.43
158 Reserved
O|B]|F 7:0 Time required for Normal Erase mode SECURITY ERASE UNIT command

90 See 7.17.7.44
15:8 Reserved

OB | F 7:0 Time required for an Enhanced Erase mode SECURITY ERASE UNI[T
command

It v

4 O B N 1 Currrant APM laval valiia (caa 7 17 7 A5\
< ooUrrert AT e v eyt (S 11—1"997

92| O | B | V |Master Password Identifier (see 7.17.7.46)

Key: a/M — Mandatory/optional requirement.

F/V — Fixed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Serial or
device. Parallel

X — The fixed or variable type of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 14 of 19)

O|S|F
Word| M| P |V Description
93( M Hardware reset result (see 7.17.7.47)
F 15 Shall be cleared to zero.
F 14 Shall be set to one.
PV 13 1 = device detected the CBLID- above Vg (see ATA8-APT)
0 = device detected the CBLID- below V;_(see ATA8-APT)
P 12:8 Device T hardware reset result. Device 0 shall clear these bits To.zgro.
Device 1 shall set these bits as follows:
12 Reserved.
V 11 0 = Device 1 did not assert PDIAG-.
1 = Device 1 asserted PDIAG-.
Vv 10:9 These bits indicate how Device 1 determined the device number:
00 = Reserved.
01 = a jumper was used.
10 = the CSEL signal was used:
11 = some other method waS)used or the method is unknown.
8 Shall be set to one.
P 7:0 Device 0 hardware reset result. Device 1 shall clear these bits to zgro.
Device 0 shall set thesé bits as follows:
7 Reserved.
F 6 0 = Device’0 does not respond when Device 1 is selected.
1 = Device 0 responds when Device 1 is selected.
\Y, 5 0:=Device 0 did not detect the assertion of DASP-.
1 = Device 0 detected the assertion of DASP-.
\Y, 4 0 = Device 0 did not detect the assertion of PDIAG-.
1 = Device 0 detected the assertion of PDIAG-.
\% 3 0 = Device 0 failed diagnostics.
1 = Device 0 passed diagnostics.
93 cont. \% 2:1 These bits indicate how Device 0 determined the device nunber:
00 = Reserved.
01 = a jumper was used.
10 = the CSEL signal was used.
11 = some other method was used or the method is unknown.
F 0 Shall be set to one.
Key: a/M — Mandatory/optional requirement.
F/V — Fixed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Serial or
device. Parallel

X — The fixed or variable type of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 15 of 19)

O|S|F
Word| M| P |V Description
94 Obsolete
95| O | B | F [Stream Minimum Request Size (see 7.17.7.49)
96| O | B | V |Streaming Transfer Time — DMA (see 7.17.7.50)
97| O | B | V |Streaming Access Latency — DMA and PIO (see 7.17.7.51)
98..99| O | B | F | Streaming Performance Granularity (DWord) (see 7.17.7.52)
100..1(|)3 O | B | V [Number of User Addressable Logical Sectors (QWord) (see 7.17.7.53)
14)4 O | B | V |Streaming Transfer Time — PIO (see 7.17.7.54)
105 Maximum number of 512-byte blocks per DATA SET MANAGEMENT commannd
(see 7.9)
106| O Physical sector size / logical sector size (see 7.17.7.56)
B|F 15 Shall be cleared to zero
B|F 14 Shall be set to one
B|F 13 1 = Device has multiple logical sectors per-physical sector.
B|F 12 1 = Device Logical Sector longer than256 Words
11:4 Reserved
B|F 3.0 2X logical sectors per physicalsector
107| O | B | F |Inter-seek delay for ISO 7779 standard‘acoustic testing (see 7.17.7.57)
108..111| M | B | F [World wide name (see 7.17.7.58)
112..115 Reserved
116 Reserved for TLC
117..118| O | B | F |Logical sector size (DWard) (see 7.17.7.61)
Key: a/M — Mandatory/optional requirement.

F/V — Fixed/variable content

F — The content of the field is fixed and does
not change. The DCO command may S/P — Content applies to Serial or Parallel transgort
change the value of a fixed field.

V — The contents of the field is variable and
may change depending on the state of the

device or the commands processed by the

device.

X — The fixed-or variable type of this field is
not defined'in this standard.

M — Support of the word is mandatory.
O — Support of the word is optional.

S — Serial Transport

P — Parallel Transport

B — Both Serial and Parallel Transports
N — Belongs to a transport other than Sgrial or
Parallel
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Table 50 — IDENTIFY DEVICE data (part 16 of 19)

O|S|F
Word| M| P |V Description
119| M Commands and feature sets supported (Continued from words 82..84)
(see 7.17.7.40)
F 15 Shall be cleared to zero
F 14 Shall be set to one
13:8 Reserved
F—I=tdendedPower-Conditionsfeaturesetis o'u'ppurtcd
O|B|F 6 1 = Sense Data Reporting feature set is supported
B|F 5 1 = The Free-fall Control feature set is supported
B|F 4 1 = Download Microcode mode 3 is supported
B|F 3 1=The READ LOG DMA EXT and WRITE LOG DMA’EXT commands are
supported
B|F 2 1=The WRITE UNCORRECTABLE EXT command is supported
B|F 1 1 = The Write-Read-Verify feature set is supported
0 Reserved for DDT
120| M Commands and feature sets supported or enabled (Continued from words 85./87)
(see 7.17.7.41)
F 15 Shall be cleared to zero
F 14 Shall be set to one
13:8 Reserved
7 1 = Extended Power Conditions feature set is enabled
OBV 6 1 = Sense Data\Reporting feature set is enabled
B|V 5 1 = The Free-fall Control feature set is enabled
B|F 4 1 = Download Microcode mode 3 is supported
B|F 3 15 The READ LOG DMA EXT and WRITE LOG DMA EXT commahds are
supported
B 271 = The WRITE UNCORRECTABLE EXT command is supported
B |V 1 1 = The Write-Read-Verify feature set is enabled
0 Reserved for DDT
121..126 Reserved for expanded supported and enabled settings
127 X | Obsolete
Key: a/M — Mandatory/optional requirement.
F/V — F|xed/variable content M — Support of the word is mandatory.
F="The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Serial or
device. Parallel

X — The fixed or variable type of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 17 of 19)

016

O|S|F
Word| M| P |V Description
128| O Security status (see 7.17.7.66)
15:9 Reserved
B |V 8 Master Password Capability: 0 = High, 1 = Maximum
7:6 Reserved
B|F 5 1 = Enhanced security erase supported
B[V 4 1 = Security count expired
B |V 3 1 = Security frozen
B |V 2 1 = Security locked
B|V 1 1 = Security enabled
B|F 0 1 = Security supported
129..1%9 X | Vendor specific
160 O [ N CFA power mode (see 7.17.7.68)
F 15 Word 160 supported
14 Reserved
F 13 CFA power mode 1 is required forone or more commands implemepted by
the device
\% 12 CFA power mode 1 disabled
F 11:0 Maximum current in milliamperes
161 ..11)7 Reserved for the CompactFlash Association
168 See 7.17.7.70
15:4 Reserved
O|B|F 3:0 Device Neminal Form Factor
169 DATA SET MANAGEMENT command is supported (see 7.17.7.71)
15:1 .Reserved
O|B]|F 0 »1 = the Trim bit in the DATA SET MANAGEMENT command is supported
170..173| O | B | F |Additional Product Identifier (ATA String) (see 7.17.7.72)
174..175 Reserved
176..205| O | B | V& |Current media serial number (ATA string) (see 7.17.7.74)
Key: a/M — Mandatory/optional requirement.
F/V — F|xed/variable content M — Support of the word is mandatory.
F — Fhe content of the field is fixed and does O — Support of the word is optional.
fﬁifff’lﬁf??e?f? F?\?mrgfad may SIP - C(lntent applies to Serial or Parallel transgort

oo

g

V — The contents of the field is variable and
may change depending on the state of the

device or the commands processed by the

device.

J SCI;G: TICII IO'JUi’t
P — Parallel Transport
B — Both Serial and Parallel Transports

Parallel

X — The fixed or variable type of this field is
not defined in this standard.

N — Belongs to a transport other than Serial or
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Table 50 — IDENTIFY DEVICE data (part 18 of 19)

=0
v
<

Word Description

206( O [ B SCT Command Transport(see 7.17.7.75)
X 15:12 Vendor Specific
11:6 Reserved

F 5 The SCT Data Tables command is supported
F 4 The SCT Feature Control command is supported
F 3 The SCT Error Recovery Confrol command is supported
F 2 The SCT Write Same command is supported
F 1 Obsolete
F 0 The SCT Command Transport is supported
207..2q)8 N Reserved
209| O F [Alignment of logical blocks within a physical block (see 747\/.76)
15 Shall be cleared to zero
14 Shall be set to one
B 13:0 Logical sector offset within the first physical sector where the first Ipgical
sector is placed
210..2111| O | B | V | Write-Read-Verify Sector Count Mode 3 (BWord) (see 7.17.7.77)
212..213| O | B | F |Write-Read-Verify Sector Count Mode~2.(DWord) (see 7.17.7.78)
2141 O | B NV Cache Capabilities (see 7.17.7:79)
F 15:12 NV Cache feature sebversion
F 11:8 NV Cache Power‘Mode feature set version
7:5 Reserved
\% 4 1 =NV Cdche feature set enabled
3:2 Resefved
\% 1 .1=NV Cache Power Mode feature set enabled
F 0 »1 = NV Cache Power Mode feature set supported
215..216| O | B | V [NV _Cache Size in Logical Blocks (DWord) (see 7.17.7.80)
2171 M | B | F | Nominal media rotation rate (see 7.17.7.81)
218 Reserved
2191 O | B NV Cache Options (see 7.17.7.83)
15:8 Reserved
F 7:0 Device Estimated Time to Spin Up in Seconds
Key: atM—Mandatorreptionalrequirerment
F/V — Fixed/variable content M — Support of the word is mandatory.
F — The content of the field is fixed and does O — Support of the word is optional.
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Serial or
device. Parallel

X — The fixed or variable type of this field is
not defined in this standard.
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Table 50 — IDENTIFY DEVICE data (part 19 of 19)

O|S|F
Word| M| P |V Description
220 See 7.17.7.84
OB 15:8 Reserved
\% 7:0 Write-Read-Verify feature set current mode
221 Reserved
2221 M | B Transport major version number (see 7.17.7.86)
0080R-erFh—=-device-does-notreport-version
F 15:12 Transport Type
Oh = Parallel
1h = Serial

2h-Fh = Reserved

Parallel Serial
11:6 Reserved Reserved
5 Reserved SATA Rev 3.0
F 4 Reserved SATA Rev 2.6
F 3 Reserved SATA Rev 2.5
F 2 Reserved SATA |k-Extensions
F 1 ATA/ATAPI-7 SATA.0a
F 0 ATA8-APT ATA8-AST
223 M | B | F | Transport minor version number (see 7.17.7.87)
224..229 N Reserved
230..233 Extended Number of\User Addressable Sectors (QWord) (see 7.17.7.89)
2841 O | B | F |Minimum numbet of 512-byte data blocks per Download Microcode mode 03h

operation (se€-7.17.7.90)

285| O | B | F | Maximunr humber of 512-byte data blocks per Download Microcode mode 03h
operation(see 7.17.7.91)
236..2%4 Reserved
255| M V |Integrity word (see 7.17.7.93)
B 15:8 Checksum
B 7:0 Checksum Validity Indicator
Key: a/M — Mandatory/optional requirement.
F/V — Fixed/yariable content M — Support of the word is mandatory.
F— Fhe-contentofthefieldisfixed-and-dees O—Suppert-efthe-werdHis-eptienak
not change. The DCO command may S/P — Content applies to Serial or Parallel transport
change the value of a fixed field. S — Serial Transport
V — The contents of the field is variable and P — Parallel Transport
may change depending on the state of the B — Both Serial and Parallel Transports
device or the commands processed by the N — Belongs to a transport other than Serial or
device. Parallel

X — The fixed or variable type of this field is
not defined in this standard.
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7.17.7.2 Word 0: General configuration
If the device is an ATA device, then bit 15 shall be cleared to zero.
Bits (7:6) are obsolete.

If bit 2 of word 0 is set to one, then the content of the IDENTIFY DEVICE data is incomplete.
This may occur if the device supports the Power-up in Standby feature set and required data is
contained on the device media. The content of IDENTIFY DEVICE data word 0 and word 2
shall be valid.

Devices supporting the CFA feature set shall place the value 848Ah in word 0. In this case, the
above definitions for the bits in word 0 are not valid.

7.17.7.3 Word 1: Obsolete
7.17.7.4 Word 2: Specific configuration
Woid 2 shall be set as defined in table 51.

Table 51 — Specific configuration

Value Description

37C8h | Device requires SET FEATURES subcommand to spin-up after power-up and
IDENTIFY DEVICE data is incomplete (see 4.18).

738Ch | Device requires SET FEATURES subcommand to spin-up after power-up and
IDENTIFY DEVICE data is complete (see*4+18).

8C73h [ Device does not require SET FEATURES subcommand to spin-up after
power-up and IDENTIFY DEVICE-data is incomplete (see 4.18).

C837h | Device does not require SET FEATURES subcommand to spin-up after
power-up and IDENTIFY DEVICE data is complete (see 4.18).

All other values | Reserved.

7.17.7.5 Word 3: Obsolete

7.17.7.6 Words 4..5: Retired

7.17.7.7 Word 6: Obsolete

7.17.7.8 Words 7..8: Reservedfor assignment by the CompactFlash Association
7.17.7.9 Word 9: Retired

7.17.7.10 Words 10..19: Serial number

Thig field contains, the serial number of the device. The contents of this field is an ATA string of
twenty bytes in-the format defined by 3.3.10. The device shall pad the string with spaces (j.e.,
20h)), if negessary, to ensure that the string is the proper length. The combination of Sgrial
number (i:€-, words 10..19) and Model number (i.e., words 27..46) shall be unique for a gjven
manufactarer.

7.17.7.TTWords 20..2T: Retired
7.17.7.12 Word 22: Obsolete
7.17.7.13 Words 23..26: Firmware revision

This field contains the firmware revision of the device. The contents of this field is an ATA
string of eight bytes in the format defined by 3.3.10. The device shall pad the string with
spaces (20h), if necessary, to ensure that the string is the proper length.

7.17.7.14 Words 27..46: Model number

This field contains the model number of the device. The contents of this field is an ATA string of
forty bytes in the format defined by 3.3.10. The device shall pad the string with spaces (i.e.,
20h), if necessary, to ensure that the string is the proper length. The combination of Serial
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number (i.e., words 10..19) and Model number (i.e., words 27..46) shall be unique for a given
manufacturer.

7.17.7.15 Word 47

Bits (7:0) of this word define the maximum number of logical sectors per DRQ data block that
the device supports for READ/WRITE MULTIPLE commands.

For SATA devices, bits (7:0) shall be set to 16 or less.

7.17.7.16 Word 48: Trusted Computing feature set options

If bit 0 of word 48 is set to one, then the Trusted Computing feature set is supported.
7.17.7.17 Words 49..50: Capabilities

Bitg (15:14) of word 49 are reserved for use in IDENTIFY PACKET DEVICE data
(seeg table 60).

If bit 13 of word 49 is set to one, then table 63 shall define the Standby timer’values used by
the device. If bit 13 of word 49 is cleared to zero, then the timer values used.hy the device ghall
be yendor specific.

Bit 12 of word 49 is reserved for use in the IDENTIFY PACKET DEVICE\data.

For[PATA devices, if bit 11 of word 49 is set to one, then the device’stupports the IORDY signal
(se¢ ATA8-APT). All PATA devices, except CFA-APT devices, shall*set bit 11 of word 49 to ¢ne.

For[SATA devices, bit 11 of word 49 shall be set to one.

For|PATA devices, if bit 10 of word 49 is set to one, then.the device supports the disabling of
IORDY (see ATA8-APT) via the SET FEATURES command.

For|SATA devices, bit 10 of word 49 shall be set to one.
Bit 9 of word 49 shall be set to one to indicate that LBA is supported.

If bit 8 of word 49 is set to one, then the dévice supports the DMA data transfer protocols| All
dev|ces, except CFA-APT devices, shall set this bit to one.

Bits| (7:2) of word 49 are reserved.
If bif 13 of word 69 (see 7.17.7.30~and 7.49.17) is set to one, then if bits (1:0) of word 49 afe:

n) set to 00b, then Long Physical Sector Alignment Error reporting is disabled;
b) setto 01b, then Long‘Physical Sector Alignment Error reporting is enabled;
c) setto 10b, then the device shall report command aborted when an Alignment Error occurs;|and
d) setto 11b, thenthis value is reserved.

Bit 15 of word 50.shall be cleared to zero.
Bit 14 of word.50 shall be set to one.
Bits| (13:2)-of word 50 are reserved.

Bit 1 .efword 50 is obsolete.

If bit 0 of word 50 is set to one, then the device has a minimum Standby timer value that is
vendor specific.

7.17.7.18 Words 51..52: Obsolete
7.17.7.19 Word 53
Bit 0 of word 53 is obsolete.

For PATA devices when bit 1 of word 53 is set to one, the values reported in words 64..70 are
valid. If this bit is cleared to zero, the values reported in words 64..70 are not valid. All devices
except CFA-APT devices shall support PIO mode 3 or above and shall set bit 1 of word 53 to
one and support the fields contained in words 64..70.

For SATA devices, bit 1 of word 53 shall be set to one.


https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 173 —

For PATA devices, if the device supports Ultra DMA and the values reported in word 88 are
valid, then bit 2 of word 53 shall be set to one. If the device does not support Ultra DMA and
the values reported in word 88 are not valid, then this bit shall be cleared to zero.

For SATA devices, bit 2 of word 53 shall be set to one.
7.17.7.20 Words 54..58: Obsolete
7.17.7.21 Word 59

If bit 15 of word 59 is set to one, then the device supports the Sanitize Device feature set
BLOCK ERASE EXT command (see 7.42.2).

If bi ;
OVERWRITE EXT command (see 7.42.4).

If bit 13 of word 59 is set to one, then the device supports the Sanitize Device feature|set
CRYPTO SCRAMBLE EXT command (see 7.42.3).

12 of word 59 is set to one the device supports the Sanitize Device feature ‘set.

set

8 of word 59 is set to one, then bits (7:0) indicate the number of logical sectors that ghall
be fransferred per DRQ data block for a READ MULTIPLE command,;orna WRITE MULTIPLE
command. This default setting of this field is the optimum value, for the device or Zzero
(se¢ 7.52).

7.17.7.22 Words 60..61: Total number of user addressable logical sectors for 28-bit comman(ls

Thig field contains a value that is one greater than the maximum user addressable LBA. [The
maximum value that shall be placed in this field is OFFF_FFFFh. If this field contains
OFRFF_FFFFh and the device has user addressable LBAs greater than or equall to
OFAF_FFFFh, then words 100..103 contain the{fotal number of user addressable LBAs
(se¢ 4.11.4).

7.11.7.23 Word 62: Obsolete
7.11.7.24 Word 63

Word 63 identifies the Multiword DMA4ransfer modes supported by the device and indicates
the mode that is currently selected..Only one DMA mode shall be selected at any given timp. If
an Ultra DMA mode is enabled, then no Multiword DMA mode shall be enabled. If a Multiword
DMA mode is enabled, then ng Ultra DMA mode shall be enabled.

Bits| (15:11) of word 63 are ‘reserved.

If bit 10 of word 63 is_set to one, then Multiword DMA mode 2 is selected. If this bit is cledred
to zpro, then Multiword DMA mode 2 is not selected. If bit 9 is set to one or if bit 8 is set to ¢ne,
then this bit shall. be’cleared to zero.

If bit 9 of word/63 is set to one, then Multiword DMA mode 1 is selected. If this bit is cleared to
zer®, then Multiword DMA mode 1 is not selected. If bit 10 is set to one or if bit 8 is set to ¢ne,
then this~bit shall be cleared to zero.

If bif 8 ef word 63 is set to one, then Multiword DMA mode 0 is selected. If this bit is cleared to
zero, then Multiword DMA mode 0 is not selected. If bit 10 is set to one or if bit 9 is set to one,
then this bit shall be cleared to zero.

Bits (7:3) of word 63 are reserved.
For PATA devices, if bit 2 of word 63 is:

a) settoone, then Multiword DMA modes 2 and below are supported (i.e., if Multiword DMA mode
2 is supported, then Multiword DMA modes 1 and 0 shall be supported);

b) cleared to zero, then Multiword DMA mode 2 is not supported; and

c) setto one, then bit 0 of word 63 shall be set to one and bit 1 of word 63 shall be set to one.

For SATA devices, bit 2 of word 63 shall be set to one.
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For PATA devices, if bit 1 of word 63 is:

a) settoone, then Multiword DMA modes 1 and below are supported (i.e., if Multiword DMA mode
1 is supported, then Multiword DMA mode 0 shall also be supported);

b) cleared to zero, then Multiword DMA mode 1 is not supported; and

c) setto one, then bit 0 of word 63 shall be set to one.

For SATA devices, bit 1 of word 63 shall be set to one.
For PATA devices, if bit 0 of word 63 is set to one, then Multiword DMA mode 0 is supported.
For SATA devices, bit 0 of word 63 shall be set to one.
717725 Word 64

For|PATA devices bits (7:0) of word 64 is defined as the PIO data and register~trangfer
supported field. If word 64 is supported, bit 1 of word 53 shall be set to one. This field i$ bit
signjificant. Any number of bits may be set to one in this field by the device to indicate the P10
modes the device is capable of supporting.

Of these bits, bits (7:2) are reserved for future PIO modes. Bit 0, if set to one;indicates thafthe
dev|ce supports PIO mode 3. All devices except CFA-APT devices shall support PIO mode 3
and| shall set bit 0 to one. Bit 1, if set to one, indicates that the devicessupports PIO modg 4.
Seg ATA8-APT for more information.

For|SATA devices bits (1:0) shall be set to one.
7.17.7.26 Word 65: Minimum Multiword DMA transfer cycle time’per word

For|PATA devices word 65 is defined as the minimum_ Multiword DMA transfer cycle time|per
worfd. This field defines, in nanoseconds, the minimum cycle time that the device suppprts
whgn performing Multiword DMA transfers on a perword basis.

For[SATA devices word 65 shall be set to indicate*120 ns.

If wprd 65 is supported, bit 1 of word 53 shall\be set to one. Any device that supports Multiword
DMA mode 1 or above shall support this field, and the value in word 65 shall not be less fhan
the minimum cycle time for the fastest DMA mode supported by the device.

If bit 1 of word 53 is set to one because a device supports a field in words 64..70 other than
this|field and the device does not stpport this field, then the device shall return a value of zero
in this field.

7.17.7.27 Word 66: Device recommended Multiword DMA transfer cycle time
For|PATA devices:

n) word 66 contains the Multiword DMA transfer cycle time recommended by the device in
nanoseconds (i.e., the minimum cycle time per word during a single logical sector host trarsfer
while performing a multiple logical sector READ DMA or WRITE DMA command for|any
location on the media under nominal conditions);

b) ifthis field is supported, then bit 1 of word 53 shall be set to one;

field, and the device does not support word 66, then the device shall return a value of zero in
word 66; and

f) if a host runs at a faster cycle rate by operating at a cycle time of less than this value, then the
device may negate DMARQ for flow control. The rate at which DMARQ is negated may result
in reduced throughput despite the faster cycle rate. Transfer at this rate does not ensure that
flow control is not used, but implies that higher performance may result (see ATA8-APT).

For SATA devices, word 66 shall be set to 78h to indicate 120 ns.
7.17.7.28 Word 67: Minimum PIO transfer cycle time without IORDY flow control

For PATA devices word 67 is defined as the minimum PIO transfer without IORDY (see
ATAB8-APT) flow control cycle time. This field defines, in nanoseconds, the minimum cycle time
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that, if used by the host, the device guarantees data integrity during the transfer without
utilization of IORDY (see ATA8-APT) flow control.

For SATA devices word 67 shall be set to indicate 120 ns.
If word 67 is supported, bit 1 of word 53 shall be set to one.

Any device that supports PIO mode 3 or above shall support this field, and the value in word 67
shall not be less than the value reported in word 68.

If bit 1 of word 53 is set to one because a device supports a field in words 64..70 other than
this field and the device does not support this field, then the device shall return a value of zero
in this field.

7.17.7.29 Word 68: Minimum PIO transfer cycle time with IORDY flow control

For|PATA devices word 68 is defined as the minimum PIO transfer with IORDY (see ATA8-APT)
flow control cycle time. This field defines, in nanoseconds, the minimum cycle-time that|the
devjce supports while performing data transfers while utilizing IORDY (see ATA8-APT) flow
conjrol.

For|[SATA devices word 68 shall be set to indicate 120 ns.

If wprd 68 is supported, bit 1 of word 53 shall be set to one.

All devices except CFA-APT devices shall support PIO mode 3 andwshall support this field, jand
the [value in word 68 shall be the fastest defined PIO mode _supported by the device. [The
maximum value reported in this field shall be 180 (i.e., PIO miode 3 or above).

If bit 1 of word 53 is set to one because a device supporis a field in words 64..70 other than
this|field and the device does not support this field, then the device shall return a value of zero
in this field.

7.17.7.30 Word 69: Additional Supported

Woird 69 shall indicate features and commafd sets supported. If a defined bit is clearef to
zer@, the indicated features and command 'set is not supported. These features and commjand
setd are enabled and there is no disable-mechanism.

If bi

If wprd 169 bit 0 is set to one and word 69 bit 14 is cleared to zero, then the Trim function of
the DATA SET MANAGEMENT-command (see 7.9.3.2) supports indeterminate read after frim
behpvior. If word 169 bit 0 is-set to one and word 69 bit 14 is set to one, the Trim function of| the
DATA SET MANAGEMENT command supports deterministic read after trim behavior. If word
169|bit 0 is cleared to"zero, then word 69 bit 14 is reserved.

If bit 13 of word 69is set to one, then the device supports the SET FEATURES command with
the Long Physical Sector Alignment Error Reporting Control subcommand (see 7.49.17).

If bif12 of word 69 is set to one, then the DEVICE CONFIGURATION IDENTIFY DMA commjand
and|DEVICE CONFIGURATION SET DMA command are supported.

it 140f word 69 is set to one, then the READ BUFFER DMA command is supported.
If bit 10 of word 69 is set to one, then the WRITE BUFFER DMA command is supported.

If bit 9 of word 69 is set to one, then the SET MAX SET PASSWORD DMA command and SET
MAX UNLOCK DMA command are supported.

If bit 8 of word 69 is set to one, then the DOWNLOAD MICROCODE DMA command is
supported.

Bit 7 is reserved for IEEE 1667.

15 of word 69 is set to one, then“the device supports the CFast specification.

Bit 6 of word 69 shall be cleared to zero if the following commands are supported:

a) FLUSH CACHE;
b) READ DMA;

¢) READ MULTIPLE;
d) READ SECTOR(S);
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e) READ VERIFY SECTOR(S);
f) SET MULTIPLE MODE;

g) WRITE DMA;

h) WRITE MULTIPLE; and

i) WRITE SECTOR(S).

Bit 6 of word 69 shall be set to one if any of the following commands are not supported:

a) FLUSH CACHE;

b) READ DMA;

¢) READ MULTIPLE;

d) READ SECTOR(S):

) READ VERIFY SECTOR(S);
f) SET MULTIPLE MODE;

5) WRITE DMA:

h) WRITE MULTIPLE; or

) WRITE SECTOR(S).

If wprd 69 bit 14 is set to one and word 69 bit 5 is set to one, then a read gperation after a Trim
operation returns data from trimmed LBAs as all words cleared to zero.Af word 69 bit 14 i set
to ogne and word 69 bit 5 is cleared to zero, then a read operation aftera Trim operation may
have words set to any value. If word 69 bit 14 is cleared to zero, then.word 69 bit 5 is reseryed.

If wprd 69 bit 4 is set to one the device encrypts all user data. |f-word 69 bit 4 is cleared to zero
the device may not encrypt all user data.

NOTE This standard does not provide a method to cryptographically aGthenticate the state of word 69 bit 4.

If wprd 69 bit 3 is set to one, then words 230..233 (see 7.17.7.89) are valid. If word 69 bit[3 is
clegred to zero, then words 230..233 (see 7.17.7:89) are reserved.

Bits| (2:0) of word 69 are reserved.
7.17.7.31 Word 70: Reserved

7.11.7.32 Words 71..74: Reserved for ATAPI
7.17.7.33 Word 75: Queue depth

Bits| (4:0) of word 75 indicate‘the maximum queue depth supported by the device. The queue
depith includes all commands for which command acceptance has occurred and commpnd
conlpletion has not oceurred. The value in this field shall be set to one less than the maxinmhum
quepe depth (e.g.,-a\walue of zero in this field indicates a queue depth of one, and a value of
31 in this field indicates a queue depth of 32). If bit 6 of word 76 is cleared to zero indicafting
thatl the device,does not support NCQ feature set commands, then the value in this field ghall
be zero. Support of this word is mandatory if the NCQ feature set is supported.

7.17.7.34 Word 76: Serial ATA Capabilities

Woilld\76 indicates the capabilities of a SATA device. A PATA device shall set word 76 to 0000h
or FFFFh. If word 76 is set to 0000h or FFFFh, then the device does not claim compliance with
the Serial ATA specification and words 76 through 79 are not valid and shall be ignored.

If word 76 is not set to 0000h or FFFFh, then the device claims compliance with the Serial ATA
specification, and words 77 through 79 shall be valid.

Bits (15:13) of word 76 are reserved for Serial ATA.

If bit 12 of word 76 is set to one, then the device supports the Priority field in the READ FPDMA
QUEUED command and WRITE FPDMA QUEUED command and optimization based on this
information. This bit shall only be set to one if the device supports NCQ as shown in bit 8 of
Word 76.

If bit 11 of word 76 is set to one, then the device supports moving the heads to a safe position
upon reception of the IDLE IMMEDIATE command with the Unload Feature specified while
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NCQ commands are outstanding. This bit shall only be set to one if the device supports NCQ
as shown in bit 8 of Word 76.

If bit 10 of word 76 is set to one, then the device supports the SATA Phy Event Counters log
(see A.14).

If bit 9 of word 76 is set to one, then the device supports Partial and Slumber interface power
management states when initiated by the host (see SATA 2.6).

If bit 8 of word 76 is set to one, then the device supports the NCQ feature set.
Bits (7:3) of word 76 are reserved for Serial ATA.

If bit2 of-word-7615 Setto one, them the devitce supports the Gen2-signating rate of 3-0-Gbit/s
(seg¢ SATA 2.6).

If bit 1 of word 76 is set to one, then the device supports the Gen1 signaling rate of 1.5 Gbit/s
(seg¢ SATA 2.6).

Bit 0 of word 76 shall be cleared to zero.
7.17.7.35 Word 77: Reserved for Serial ATA

Wornd 77 is reserved for Serial ATA.

7.17.7.36 Word 78: Serial ATA features supported

If Word 76 is not 0000h or FFFFh, Word 78 reports the optional features supported by|the
dev|ce. If this word is not supported the word shall be cleared-to zero.

Bits| (15:7) are reserved for Serial ATA.
If bit 6 is set to one, then the device supports the SSP feature set (see 4.23).
Bit $ is reserved for Serial ATA.

If bit 4 is set to one the device supports guaranteed in-order data delivery when non-zero
buffer offsets are used for commands in'‘the NCQ feature set. See SATA 2.6 for more
infofmation.

If bif 3 is set to one the device supports device initiated power management requests. If bit[3 is
clegred to zero the device does not support device initiated power management requestg. A
devlice may support reception-of power management requests initiated by the host as
described in the definitiommof’bit 9 of Word 76 without supporting initiating such power
management requests as indicated by this bit.

If bjt 2 is set to onesthe device supports the use of the DMA Setup FIS Auto-Actiyate
optimization. See SATA 2.6 for more information.

If bif 1 is set to.«one the device supports the use of non-zero buffer offsets for commands in|the
NCQ feature Set. See SATA 2.6 for more information.

Bit 0 shall-be cleared to zero.
7.11.7<37 Word 79: Serial ATA features enabled

If Word 76 is not 0000h or FFFFh, Word 79 reports which optional features supported by the
device are enabled. This word shall be supported if Word 78 is supported and shall not be
supported if Word 78 is not supported.

Bits (15:7) are reserved for Serial ATA.

If bit 6 is set to one, then the SSP feature set is enabled. If the device supports the SSP
feature set, then this field shall be one after a power on reset has been processed. If the
device does not support the SSP feature set, then this field shall be zero by default.

Bit 5 is reserved for Serial ATA.

If bit 4 is set to one, then device support for guaranteed in-order data delivery when non-zero
buffer offsets are used for commands in the NCQ feature set is enabled. See SATA 2.6 for
more information.
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If bit 3 is set to one, then device support for initiating power management requests to the host
is enabled. When set to one the device may initiate power management transition requests.
When cleared to zero the device shall not initiate interface power management requests to the
host. This field shall be zero by default.

If bit 2 is set to one, then the device support for use of the DMA Setup FIS Auto-Activate
optimization is enabled. See SATA 2.6 for more information.

If bit 1 is set to one, then device support for the use of non-zero buffer offsets for commands in

the

NCQ feature set is enabled. See SATA 2.6 for more information.

Bit O shall be cleared to zero.
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.7.38 Word 80: Major version number

ord 80 is not set to 0000h or FFFFh, then the device claims compliance with-the m
ion(s) as indicated by bits (8:4) being set to one. Values other than 0000h and"EFFFh
ignificant. A device may set more than one bit.

.7.39 Word 81: Minor version number

e 52 defines the value that shall be reported in word 81 to indicate the version of
dard that guided the implementation.

Table 52 — Minor version number (part 1:0f,2)

Value | Minor Version

0000h | Minor version is not reported
0001h | Obsolete
0002h | Obsolete
0003h | Obsolete
0004h | Obsolete
0005h | Obsolete
0006h | Obsolete
0007h | Obsolete
0008h}.Obsolete
0009h| Obsolete
000Ah | Obsolete
000Bh | Obsolete
000Ch [ Obsolete
000Dh [ Obsolete
000Eh | Obsolete
000Fh [ Obsolete

0010h | Obsolete

pjor
are

the

0011h | Obsolete

0012h | Obsolete

0013h | ATA/ATAPI-5 T13 1321D version 3

0014h | Obsolete

0015h | ATA/ATAPI-5 T13 1321D version 1

0016h | ATA/ATAPI-5 published, ANSI INCITS 340-2000
0017h | Obsolete

0018h | ATA/ATAPI-6 T13 1410D version 0

0019h | ATA/ATAPI-6 T13 1410D version 3a

001Ah | ATA/ATAPI-7 T13 1532D version 1



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 179 —

Table 52 — Minor version number (part 2 of 2)

Value | Minor Version

001Bh | ATA/ATAPI-6 T13 1410D version 2

001Ch [ ATA/ATAPI-6 T13 1410D version 1

001Dh [ ATA/ATAPI-7 published ANSI INCITS 397-2005.

001Eh | ATA/ATAPI-7 T13 1532D version 0

001Fh [ Reserved

0020h | Reserved

0021h | ATA/ATAPI-7 T13 1532D version 4a

0022h | ATA/ATAPI-6 published, ANSI INCITS 361-2002
0023h..0026h | Reserved

0027h | ATA8-ACS version 3c

0028h | ATA8-ACS version 6

0029h | ATA8-ACS version 4

0030h | Reserved

0031h | ASC-2 Revision 2

0032h | Reserved

0033h | ATA8-ACS version 3e
0034h..0038h [ Reserved

0039h | ATA8-ACS version 4¢
0040h..0041h | Reserved

0042h | ATA8-ACS version 3f
0043h..0051h [ Reserved

0052h | ATA8-AECS version 3b
0053h..0106h [ Reserved

0107h| ATA8-ACS version 2d
0108h..010kR{Reserved

0110h | ACS-2 Revision 3
0114hFFFEh [ Reserved

FFFFh | Minor version is not reported

7.17.7.40 Words-82..84, 119: Commands and feature sets supported

Woirds 8284 and 119 shall indicate features and command sets supported. If a defined Qit is
clegredto' zero, the indicated features and command set is not supported. If bit 14 of word 83
is set\to’one and bit 15 of word 83 is cleared to zero, then the contents of words 82..83 conftain
valid support information. Otherwise, support information is not valid in these words. If bit 14 of
word 84 is set to one and bit 15 of word 84 is cleared to zero, then the contents of word 84
contains valid support information. Otherwise, support information is not valid in this word. If
bit 14 of word 119 is set to one and bit 15 of word 119 is cleared to zero, then the contents of
word 119 contains valid support information. Otherwise, support information is not valid in word
119.

Bit 15 of word 82 is obsolete.

If bit 14 of word 82 is set to one, then the NOP command (see 7.22) is supported.
If bit 13 of word 82 is set to one, then the READ BUFFER command is supported.
If bit 12 of word 82 is set to one, then the WRITE BUFFER command is supported.
Bit 11 of word 82 is obsolete.
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If bit 10 of word 82 is set to one, then the HPA feature set is supported.

Bit 9 shall be cleared to zero to indicate that the DEVICE RESET command is not supported.
Bits 8:7 of word 82 are obsolete.

If bit 6 of word 82 is set to one, then read look-ahead is supported.

If bit 5 of word 82 is set to one, then volatile write cache is supported.

Bit 4 of word 82 shall be cleared to zero to indicate that this is not an ATAPI device.

If bit 3 of word 82 is set to one, then the Power Management feature set is supported.

Bit P ofword82 s obsotete:

If bif 1 of word 82 is set to one, then the Security feature set is supported.

If bif 0 of word 82 is set to one, then the SMART feature set is supported.

If bif 13 of word 83 is set to one, then the FLUSH CACHE EXT command is supported.

Bit 12 of word 83 shall be set to one indicating the device supports the(mandatory FLYSH
CACHE command.

If bif 11 of word 83 is set to one, then the DCO feature set is supported.

If bif 10 of word 83 is set to one, then the 48-bit Address feature\séet’is supported.
Bit 9 of word 83 is obsolete.

If bif 8 of word 83 is set to one, then the HPA Security Extensions (see 4.11.2) are supported.
Bit T of word 83 is reserved for Address Offset Reserved Area Boot Method.

If bit 6 of word 83 is set to one, then the device requires the SET FEATURES subcommangd to
spirf-up after power-up if the PUIS feature set is.enabled (see 7.49.8).

If bif 5 of word 83 is set to one, then the PUlSfeature set is supported.
Bit 4 of word 83 is obsolete.
If bif 3 of word 83 is set to one, then-the APM feature set is supported.
If bif 2 of word 83 is set to one, then the CFA feature set is supported.
Bit | of word 83 is obsolete.
If biL 0 of word 83 is set, to one, then the DOWNLOAD MICROCODE command is supporte]i.

e is

If bit 13 of word 84 is“set to one, then the IDLE IMMEDIATE command with unload featu
supported.

Bit 12 of word-84-is reserved for TLC.
Bit 11 of word' 84 is reserved for TLC.
Bits| (10:9) are obsolete.

Bit B—e+we+rd-84—sha
108..111 is supported.

irds

Bit 7 of word 84 is obsolete.

If bit 10 of word 83 is set to one, then bit 6 of word 84 shall be set to one to indicate that the
WRITE DMA FUA EXT command and WRITE MULTIPLE FUA EXT command are supported. If
bit 10 of word 83 is cleared to zero, then bit 6 of word 84 shall be cleared to zero.

If bit 5 of word 84 is set to one, then the GPL feature set is supported.
If bit 4 of word 84 is set to one, then the Streaming feature set is supported.
If bit 3 of word 84 is obsolete.

If bit 2 of word 84 is set to one, then the media serial number field in words 176..205 is
supported.
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If bit 1 of word 84 is set to one, SMART self-test is supported. This bit is valid if bit 0 of word 82
is set to one indicating that the SMART feature set is supported.

If bit 0 of word 84 is set to one, SMART error logging is supported. This bit is valid if bit 0 of
word 82 is set to one indicating that the SMART feature set is supported.

Bits (13:8) of word 119 are reserved.

If bit 7 of word 119 is set to one, then the Extended Power Conditions feature is supported
(see 7.49.18).

If bit 6 of word 119 is set to one, then the Sense Data Reporting feature set is supported.

If bif5ofword— 1975 setto one, them the Free-fattControt feature setis supported ]
If bt 4 of word 119 is set to one, then the DOWNLOAD MICROCODE command pnd
DOWNLOAD MICROCODE DMA command requesting the offset transfer method is ‘supported.

If bit 3 of word 119 is set to one, then the READ LOG DMA EXT command and WRITE JOG
DMA EXT command are supported. This bit shall only be set to one if word.84"bit 5 is sgt to
one

If bjt 2 of word 119 is set to one, then the WRITE UNCORRECTABLE EXT command is
supported.

If bif 1 of word 119 is set to one, then the Write-Read-Verify featuré/set is supported.
Bit § of word 119 is reserved for DDT.
7.17.7.41 Words 85..87, 120: Commands and feature sets supported or enabled

Words 85..87 and 120 shall indicate features and command sets enabled. If a defined bjit is
clegred to zero, the indicated features and command set is not enabled. If a supported feafure
or feature set is supported and there is no defined:method to disable the feature or feature|set,
then it is defined as supported and the bit shall\be set to one. If bit 14 of word 87 is set tojone
and| bit 15 of word 87 is cleared to zero, thén the contents of words 85..87 contain vplid
information. If bit 14 of word 120 is set to ohe and bit 15 of word 120 is cleared to zero, fhen
the [contents of word 120 contain valid ihformation. Otherwise, information is not valid in these
worfls.

NOTIE Some features do not have.a  méthod to be disabled. These features are marked as supported in| this
subcjause for symmetry.

Bit 14 of word 85 is a copy of bit 14 of word 82.
Bit 13 of word 85 is a~copy of bit 13 of word 82.
Bit 12 of word 85 is.a copy of bit 12 of word 82.
Bit 10 of word 85 is a copy of bit 10 of word 82.

Bit 9 of word“85 shall be cleared to zero to indicate that the DEVICE RESET command is| not
supported.

Bitsl8+7 of word 85 are obsaolete

If bit 6 of word 85 is set to one, then read look-ahead is enabled (see 7.49.12). If bit 6 of word
85 is cleared to zero, then read look-ahead is disabled. This bit is valid if bit 6 of word 82 is set
to one indicating read look-ahead is supported.

If bit 5 of word 85 is set to one, then volatile write cache is enabled (see 7.49.4). If bit 5 of word
85 is cleared to zero, then volatile write cache is disabled. This bit is valid if bit 5 of word 82 is
set to one indicating write cache is supported.

Bit 4 of word 85 is a copy of bit 4 of word 82.
Bit 3 of word 85 is a copy of bit 3 of word 82.

If bit 1 of word 85 is set to one, then security has been enabled by setting a User password via
the SECURITY SET PASSWORD command. If bit 1 of word 85 is cleared to zero, then there is
no valid User password. If the Security feature set is not supported, then this bit shall be
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cleared to zero. This bit is valid if bit 1 of word 82 is set to one indicating Security feature set is

supported.

If bit 0 of word 85 is set to one, then the SMART feature set is enabled (see 7.54.4). If bit
word 85 is cleared to zero, then the SMART feature set is disabled (see 7.54.2). This b
valid if bit 0 of word 82 is set to one indicating SMART feature set is supported.

If bit 15 of word 86 is set to one, then words 119 and 120 are valid.
Bit 14 of word 86 is reserved.
Bit 13 of word 86 is a copy of bit 13 of word 83.

0 of
it is

Bit f2ofword861sa copy of bitt2of word—83-
Bit 11 of word 86 is a copy of bit 11 of word 83.
Bit 10 of word 86 is a copy of bit 10 of word 83.

Bit 9 of word 86 is obsolete.

If bit 8 of word 86 is set to one, then the HPA Security Extensions are egnabled (see 7.5(
This bit is valid if bit 8 of word 83 is set to one indicating the HPA Security Extensions
supported.

Bit T of word 86 is reserved for Address Offset Reserved Area Boot Method.
Bit § of word 86 is a copy of bit 6 of word 83.

If bit 5 of word 86 is set to one, then the PUIS feature set is enabled (see 7.49.7). If bit
worfl 86 is cleared to zero, then the PUIS feature set is disabled. This bit is valid if bit 5 of W
83 ip set to one indicating PUIS feature set is supported.

If bit 3 of word 86 is set to one, then the APM feature set is enabled (see 7.49.6). If bit
worf 86 is cleared to zero, the APM feature set.is'disabled.

Bit 2 of word 86 is a copy of bit 2 of word 83.
Bit | of word 86 is obsolete.

Bit § of word 86 is a copy of bit 0 of word 83.
Bit 13 of word 87 is a copy of bit 13 of word 84.
Bit 12 of word 87 is reserved\for TLC.

Bit 11 of word 87 is reserved for TLC.

Bit 8 of word 87 is aCopy of word 84 bit 8.

Bit T of word 87 is obsolete.

Bit § of word 87-is a copy of bit 6 of word 84.
Bit 5 of werd 87 is a copy of bit 5 of word 84.
If bif 3.0f word 87 is obsolete.

5).
are

b of
ord

B of

If bit 2 of word 87 is set to one, then the media serial number field in words 176..205 is valid.
This bit shall be cleared to zero if the media does not contain a valid serial number or if no
media is present. This bit is valid if bit 2 of word 84 is set to one indicating Media serial number

is supported.

Bit 1 of word 87 is a copy of bit 1 of word 84.
Bit 0 of word 87 is a copy of bit 0 of word 84.
Bits (13:8) of word 120 are reserved.

If bit 7 of word 120 is set to one, then the EPC feature set is enabled (see 7.49.18.6). If bit
word 120 is cleared to zero, then the EPC feature set is disabled (see 7.49.18.7).

If bit 6 of word 120 is set to one, then the Sense Data Reporting feature set is enabled.

7 of
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If bit 5 of word 120 is set to one, then the Free-fall Control feature set is enabled. If bit 5 of
word 120 is cleared to zero, then the Free-fall Control feature set is disabled.

Bit 4 of word 120 is a copy of bit 4 of word 119.
Bit 3 of word 120 is a copy of bit 3 of word 119.
Bit 2 of word 120 is a copy of bit 2 of word 119.

If bit 1 of word 120 is set to one, then the Write-Read-Verify feature set is enabled. If bit 1 of
word 120 is cleared to zero, then the Write-Read-Verify feature set is disabled.

Bit O of word 120 is reserved for DDT.
7.11.7.42 Word 88: Ultra DMA modes

Word 88 identifies the Ultra DMA transfer modes supported by the device and indicates|the
mode that is currently selected. Only one DMA mode shall be selected at any given fime. If an
Ultre DMA mode is selected, then no Multiword DMA mode shall be selected. [fya Multiword
DMA mode is selected, then no Ultra DMA mode shall be selected. Support of this word is
mandatory if any Ultra DMA mode is supported.

Bit 15 of word 88 is reserved.

If bit 14 of word 88 is set to one, then Ultra DMA mode 6 is selected. If this bit is clearefd to
zer®, then Ultra DMA mode 6 is not selected. If bit 13 or bit 12 onbkit”11 or bit 10 or bit 9 or bit 8
is s¢t to one, then this bit shall be cleared to zero.

If bit 13 of word 88 is set to one, then Ultra DMA mode 5.is selected. If this bit is clearefd to
zer®, then Ultra DMA mode 5 is not selected. If bit 14 or bit’12 or bit 11 or bit 10 or bit 9 or bit 8
is sgt to one, then this bit shall be cleared to zero.

If bit 12 of word 88 is set to one, then Ultra DMA mode 4 is selected. If this bit is clearefd to
zer®, then Ultra DMA mode 4 is not selected. If.bit*14 or bit 13 or bit 11 or bit 10 or bit 9 or bit 8
is s¢t to one, then this bit shall be cleared to zero.

If bit 11 of word 88 is set to one, then Ultra DMA mode 3 is selected. If this bit is clearefd to
zer®, then Ultra DMA mode 3 is not seléeted. If bit 14 or bit 13 or bit 12 or bit 10 or bit 9 of bit
8 is|set to one, then this bit shall be cleared to zero.

If bit 10 of word 88 is set to one,\then Ultra DMA mode 2 is selected. If this bit is clearefd to
zer®, then Ultra DMA mode 2.is not selected. If bit 14 or bit 13 or bit 12 or bit 11 or bit 9 or bit 8
is s¢t to one, then this bit shall be cleared to zero.

If bit 9 of word 88 is set'to one, then Ultra DMA mode 1 is selected. If this bit is cleared to zpro,
then Ultra DMA mode~his not selected. If bit 14 or bit 13 or bit 12 or bit 11 or bit 10 or bit|8 is
set o one, then this bit shall be cleared to zero.

If bit 8 of word-88is set to one, then Ultra DMA mode 0 is selected. If this bit is cleared to zgro,
then Ultra DMA mode 0 is not selected. If bit 14 or bit 13 or bit 12 or bit 11 or bit 10 or bit[9 is
set fo one;-then this bit shall be cleared to zero.

Bit T.ef’word 88 is reserved.

For PATA devices when bit 6 of word 88 is set to one Ultra DMA modes 6 and below are
supported. If this bit is cleared to zero, then Ultra DMA mode 6 is not supported. If Ultra DMA
mode 6 is supported, then Ultra DMA modes 5, 4, 3, 2, 1 and 0 shall also be supported. If this
bit is set to one, then bits (5:0) shall be set to one.

For SATA devices bit 6 of word 88 may be set to one.

For PATA devices when bit 5 of word 88 is set to one Ultra DMA modes 5 and below are
supported. If this bit is cleared to zero, then Ultra DMA mode 5 is not supported. If Ultra DMA
mode 5 is supported, then Ultra DMA modes 4, 3, 2, 1 and 0 shall also be supported. If this bit
is set to one, then bits (4:0) shall be set to one.

For SATA devices bit 5 of word 88 shall be set to one.

For PATA devices when bit 4 of word 88 is set to one Ultra DMA modes 4 and below are
supported. If this bit is cleared to zero, then Ultra DMA mode 4 is not supported. If Ultra DMA
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mode 4 is supported, then Ultra DMA modes 3, 2, 1 and 0 shall also be supported. If this bit is

set

For

to one, then bits (3:0) shall be set to one.
SATA devices bit 4 of word 88 shall be set to one.

For PATA devices when bit 3 of word 88 is set to one Ultra DMA modes 3 and below are
supported. If this bit is cleared to zero, then Ultra DMA mode 3 is not supported. If Ultra DMA
mode 3 is supported, then Ultra DMA modes 2, 1 and 0 shall also be supported. If this bit is set
to one, then bits (2:0) shall be set to one.

For

SATA devices bit 3 of word 88 shall be set to one.

For PATA devices when bit 2 of word 88 is set to one Ultra DMA modes 2 and below are

supported. If this bit is cleared to zero, then Ultra DMA mode 2 is not supported. If Ultra-DMA
mode 2 is supported, then Ultra DMA modes 1 and 0 shall also be supported. If this bitis-s¢t to
one} bits (1:0) shall be set to one.

For[SATA devices bit 2 of word 88 shall be set to one.

For[PATA devices when bit 1 of word 88 is set to one Ultra DMA modes. 1 and below|are
supported. If this bit is cleared to zero, then Ultra DMA mode 1 is not supperted. If Ultra DMA

mod

For

For

is cleared to zero, then Ultra DMA is not supported.

For
7.17

Wor
con
the
sha

717

Wol
con
if sy

SATA devices bit 1 of word 88 shall be set to one.
PATA devices when bit 0 of word 88 is set to one Ultra DMA-mode 0 is supported. If thi

SATA devices bit 0 of word 88 shall be set to one.
.7.43 Word 89

d 89 specifies the estimated time required.for the SECURITY ERASE UNIT comman
plete its normal mode erasure as definedyin table 53. Support of this word is mandato

| be cleared to zero.

Table 53— Normal Erase Mode Time

Value | Time

0| Value not specified
1..254 | (Valuex2) minutes
255|>508 min

.7.44 Word 90
d 90 specifies the estimated time required for the SECURITY ERASE UNIT comman

e 1 is supported, then Ultra DMA mode 0 shall also be supported; Ifithis bit is set to ¢ne,
bit § shall be set to one.

5 bit

d to
ry if

Security feature set is supported. If the*Security feature set is not supported, this word

d to

pport’of the Security feature set is supported. If the Security feature set is not suppo

this

word shall be cleared to zero.

pletesitsenhanced mode erasure as defined in table 54. Support of this word is mandarl:ory

ed,

Table 54 — Enhanced Erase Mode Time

Value|Time

0| Value not specified
1..254 | (Valuex2) minutes
255|>508 min

7.17.7.45 Word 91: Current advanced power management level value

Bits (7:0) of word 91 contain the current APM level setting (see table 120). Support of this word
is mandatory if the APM feature set is supported. This word is valid if bit 3 of word 83 and bit 3
of word 86 are set to one indicating the APM feature set is supported.
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7.17.7.46 Word 92: Master Password Identifier

If the Security feature set is not supported (i.e., bit 1 of word 82 is cleared to zero) or the
Master Password Identifier feature is not supported, then word 92 shall contain 0000h or
FFFFh.

If the Security feature set and the Master Password Identifier feature are supported, then word
92 contains the value of the Master Password Identifier set when the Master Password was
last changed.

7.17.7.47 Word 93: Hardware reset results

the [content of word 93 contains valid information. During processing of a hardware (re
Device 0 shall set bits (12:8) of this word to zero and shall set bits (7:0) of this word-{o. show
the [result of the hardware reset. During processing of a hardware reset, Device 1/shall cJear
bits|(7:0) of this word to zero and shall set bits (12:8) of the word to show the result of|the
hardware reset. The contents of bits (12:0) of this word shall change dgnly during|the
pro¢essing of a hardware reset.

Bit [13 shall be set or cleared by the selected device to indicate whetheér the device dete¢ted
the CBLID- signal (see ATA8-APT) above V|4 or the CBLID- signal below. V| at any time during
the [processing of each IDENTIFY DEVICE command after receiving the command from|the
hos} but before returning data to the host. This test may be repeated by the device dufing
conmmand processing (see ATA8-APT).

For|SATA devices, word 93 shall be set to the value 0000h;
7.17.7.48 Word 94: Obsolete
7.17.7.49 Word 95: Stream Minimum Request Size

Word 95 contains the number of logical sectors that provides optimum performance |n a
strelaming environment. This number shall be;a power of two, with a minimum of eight logical
secfors. The starting LBA value for each stteaming command should be evenly divisible by |this
reqtltjest size. This word is valid if bit 4 ofsword 84 is set to one, indicating that the Streaming
feaflure set is supported. If the Streaming feature set is not supported by the device, then|the
conient of word 95 shall be zero.

7.17.7.50 Word 96: Streaming Transfer Time — DMA

Word 96 defines the Streaming Transfer Time for DMA mode. The worst-case sustainable

transfer time per logical sector for the device is calculated as follows:
XXy

65 536

Worst Case Sustainable Transfer Time =
Where:

x = Streaming Performance Granularity (see 7.17.7.52); and
y =Streaming Transfer Time for DMA mode.

Thel content of word 96 may be affected by the host issuing a Set Maximum Host Interflace
SecforTimes (see 7.49.11). As a result, the host should issue an IDENTIFY DEVICE comn—Lnd
after issuing a SET FEATURES command that may affect this word. If the Streaming feature
set is not supported by the device, then the content of word 96 shall be zero.

This word is valid if bit 4 of word 84 is set to one indicating that the Streaming feature set is
supported.

7.17.7.51 Word 97: Streaming Access Latency — DMA and PIO

Word 97 defines the Streaming Access Latency for DMA and PIO mode. The worst-case
access latency of the device for a streaming command is calculated as follows:

Worst Case Access Latency = %
Where:

x = Streaming Performance Granularity (see 7.17.7.52); and
y = Streaming Access Latency for DMA and PIO mode.
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The host should issue an IDENTIFY DEVICE command after issuing a SET FEATURES
command that may affect this word. If the Streaming feature set is not supported by the device,
then the content of word 97 shall be zero.

This word is valid if bit 4 of word 84 is set to one indicating that the Streaming feature set is
supported.

7.17.7.52 Words 98..99: Streaming Performance Granularity

These words define the fixed unit of time that is used in IDENTIFY DEVICE data word 96, word
97 and word 104, SET FEATURES subcommand Set Maximum Host Interface Sector Times
(see 7.49.11), and in the Command Completion Time Limit that is passed in streaming
co ; i i i i i 9., of
10 Q00 indicates 10 ms). If yy was returned by the ATA device as the Streaming Performgnce
ularity, then:

n) the Command Completion Time Limit in the Feature field for a streaming command. shall bg yy
microseconds;

b) the Streaming Transfer Time shall be:
A) ((word 96) x (yy / 65 536)) microseconds; or
B) ((word 104) x (yy / 65 536)) microseconds;

C) the Streaming Access Latency shall be ((word 97) x (yy / 256)) microseconds; and

d) taking these units into account, the host may calculate the estimated time for a streaming
command of size S logical sectors as:
A) for PIO ((word 104 x S/ 65 536) + (word 97 / 256)) x @y, microseconds; or
B) for DMA ((word 96 x S / 65 536) + (word 97 / 256)).x 'yy microseconds.

The|value of the Streaming Performance Granularity isivendor specific and fixed for a devige.

Thig word is valid if bit 4 of word 84 is set to onedndicating that the Streaming feature s¢t is
supported.

7.17.7.53 Words 100..103: Number of User Addressable Logical Sectors

Words 100..103 contain a value that is qne greater than the maximum LBA in the user data
ared when the 48-bit Addressing featufe set is supported. The maximum value that shall be
plaged in this field is 0000_FFFF_FEFF_FFFFh. Support of these words is mandatory iflthe
48-Iit Address feature set is supported.

7.17.7.54 Word 104: Streaming(Transfer Time — PIO

Word 104 defines the Streaming Transfer Time for PIO mode. The worst-case sustainable
transfer time per logicaltsector for the device is calculated as follows:
XXy

Worst Case Sustainable Transfer Time = 65536

Where:

x = Streaming Performance Granularity (see 7.17.7.52); and
y =-Streaming Transfer Time for PIO mode.

The| content of word 104 may be affected by the host issuing a Set Maximum Host Interface
Secb#ﬁ%ﬁe%%%m%%ﬁwww i and

after issuing a SET FEATURES command that may affect this word. If the Streaming feature
set is not supported by the device, then the content of word 104 shall be zero.

This word is valid if bit 4 of word 84 is set to one indicating that the Streaming feature set is
supported.

7.17.7.55 Word 105: Maximum number of 512-byte blocks of LBA Range Entries per DATA SET
MANAGEMENT command

Word 105 contains the maximum number of 512-byte blocks of LBA Range Entries per DATA
SET MANAGEMENT command that the ATA device shall accept. A value of 0000_0000h
indicates that the maximum number of 512-byte blocks of LBA Range Entries is not specified.

If bit 0 of word 169 (see 7.17.7.71) is cleared to zero, then word 105 is reserved.
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7.17.7.56 Word 106: Physical sector size / logical sector size

If bit 14 of word 106 is set to one and bit 15 of word 106 is cleared to zero, then the contents of
word 106 contain valid information. Otherwise, information is not valid in this word.

If bit 13 of word 106 is set to one, then the device has more than one logical sector per
physical sector and bits (3:0) of word 106 are valid. See 7.17.7.76 for information on the
alignment of logical sectors within a physical sector.

If bit 12 of word 106 is set to one, then the device has been formatted with a logical sector size
larger than 256 words and words 117..118 (see 7.17.7.61) are valid. If bit 12 of word 106 is
cleared to zero, then words 117..118 are invalid and the logical sector size is 256 words.

Bits| (11:4) of word 106 are reserved.
Bits| (3:0) of word 106 indicate the size of the device physical sectors in power of two lodical
secfors.
EXAMPLE 1 - Bits (3:0): 0 means 29 means 1 logical sector per physical sector.
EXAMPLE 2 - Bits (3:0): 1 means 2" means 2 logical sectors per physical sector.
EXAMPLE 3 - Bits (3:0): 2 means 22 means 4 logical sectors per physical sector.
EXAMPLE 4 - Bits (3:0): 3 means 2% means 8 logical sectors per physical sector,
7.17.7.57 Word 107: Inter-seek delay for ISO 7779 standard acoustic testing
Word 107 is the manufacturer’s recommended time delay(between seeks in microseconds
duripng ISO 7779 standard acoustic testing (i.e., ISO 7779 value tp (see ISO 7779:1999 (E))).
7.17.7.58 Words 108..111: World wide name
Words 108..111 contain a mandatory World Wide Name/(WWN) in the NAA IEEE Registered identifier
format.
Wornd 108 bits (15:12) shall contain 5h.
Word 108 bits (11:0) and word 109 bits (15:4) shall contain the OUI (i.e., company ID) for|the
dev|ce manufacturer_assigned by the IEEE:
Word 109 bits (3:0), word 110, and-word 111 shall contain a value assigned by the vendor fthat
is upique for the device in the QUI*domain.
The|l IDENTIFY DEVICE data*World Wide Name field is shown by word number in table 55,
Table 55 — IDENTIFY DEVICE data World Wide Name field (word-based view)
Bit number within each word
Word|f 15 | 14 Jw3 | 12 | 11 [ 10 [ o | 8 | z | 6 | 5 | 4] 3 [ 2] 4]c
108 NAA<(5h) bit 23 (MSB) bit 12
IEEE OUI
109 (|bit 11 (LSB) bit 0 | bit 35 (MSB) bit 32
110 ||bit 31 bit 16
Unique ID
11 [[bit 35 LSB) bit 0
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The World Wide Name field is shown by byte number in table 56.

Table 56 — IDENTIFY DEVICE data World Wide Name field (byte-based view)

Bit number within each byte
Word|Offset| 7 6 | s [ 4 | 3 [ 2 | 1 | o
108 216 |bit 19 IEEE OUI bit 12
217 NAA (5h) bit 23 (MSB) bit 20
109 218 |bit3 (LSB) bit O|bit 35 (MSB) UNIQUE ID bit 32
219 Ibit 11 IEEE QU bit 4
P20 |bit 23 bit 16
110 - -
P21 |bit 31 bit 24
- UNIQUE ID _
111 P22 |bit 7 (LBB) bit 0
P23 |bit 15 bit 8
7.17.7.59 Words 112..115: Reserved for a 128-bit world wide name
7.17.7.60 Word 116: Reserved for TLC
7.11.7.61 Words 117..118: Logical sector size
Woids 117..118 indicate the size of device logical sectors in words. The value of logical selctor
sizg shall be greater than or equal to 256. The value of logical sector size shall be valid when

bit 1
of w

717
717
717
717
717
Sup

feature set is not supported;this word shall be cleared to zero.

Bit
Mas
Mas
bit §
Bit
con
Bit

ord 106 is cleared to zero words 117..118 shall be cleared to zero.

.7.62 Word 119: See 7.17.7.40

.7.63 Word 120: See 7.17.7.41

.7.64 Words 121..126: Reserved for expanded supported and enabled settings
.7.65 Word 127: Obsolete

.7.66 Word 128: Security status

port of this word is mandatery if the Security feature set is supported. If the Sect

B of word 128 indicates the Master Password Capability. If security is enabled and
ter Password Capability is high, bit 8 shall be cleared to zero. If security is enabled and
ter Password €apability is maximum, bit 8 shall be set to one. When security is disab
shall be cleared to zero.

b of word-128 set to one indicates that the enhanced mode of the SECURITY ERASE U
mand_is-supported.

L of word 128 (i.e., Password Attempt Counter Exceeded bit) set to one indicates that

pas

2 of word 106 is set to one. All logical sectors on a.device shall be this length. When bit 12

rity

the
the
led,

NIT

the

sword attempt counter has decremented to zero.

Bit 3 of word 128 set to one indicates that security is frozen.

Bit 2 of word 128 set to one indicates that security is locked.

Bit 1 of word 128 set to one indicates that security is enabled. This is a copy of word 85, bit 1.

Bit 0 of word 128 set to one indicates that the Security feature set is supported. This is a copy
of word 82, bit 1.

717
717

.7.67 Words 129..159: Vendor specific
.7.68 Word 160: CFA power mode

Word 160 indicates the presence and status of a CFA feature set device that supports CFA
Power Mode 1. Support of this word is mandatory if CFA Power Mode 1 is supported.
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If bit 13 of word 160 is set to one, then the device is in CFA Power Mode 1 to perform one or
more commands implemented by the device.

If bit 12 of word 160 is set to one, then the device is in CFA Power Mode 0 (see 7.49.9).

Bits (11:0) indicate the maximum average RMS current in milliamperes required during 3.3 V or
5 V device operation in CFA Power Mode 1.

7.17.7.69 Words 161..167: Reserved for assignment by the CompactFlash Association
7.17.7.70 Word 168: Device Nominal Form Factor

Bits (3:0) of Word 168 indicate the nominal form factor of the device and is defined in table 57.

Table 57 — Device Nominal Form Factor

Value Description

Oh | Nominal form factor not reported

1h|5.25 inch nominal form factor

2h | 3.5 inch nominal form factor

3h|2.5 inch nominal form factor

4h | 1.8 inch nominal form factor

5h | Less than 1.8 inch nominal formAfactor
6h..Fh|Reserved

7.17.7.71 Word 169: DATA SET MANAGEMENT is supported
Woild 169 bits 15:1 are reserved.

If bjt 0 of word 169 is set to one, then the device supports the Trim bit of the DATA $ET
MANAGEMENT command. See 7.17.7.30 and>7.9.3.2 for reporting Trim methods.

If bjt 0 of word 169 is cleared to zero, then the Trim bit in the DATA SET MANAGEMENT
conmmand is not supported and:

a) word 105 is reserved;
p) bit 5 of word 69 is reserved; and
c) bit 14 of word 69 is reserved.

7.11.7.72 Words 170..173: Additional Product Identifier

Thig field contains thesAdditional Product Identifier. The contents of this field is an ATA strinjg of
eight bytes in the fermat defined by 3.3.10. The device shall pad the string with spaces (j.e.,
20h|), if necessary;-to ensure that the string is the proper length. If the Additional Product
Identifier is not,present, then this field is reserved.

7.17.7.73 Words 174..175: Reserved

7.17.7,74 Words 176..205: Current media serial number
Wotds 6— i e—cuFrent—med i —Medi i al-be an
ATA string of 60 bytes in the format defined by 3.3.10. The first 40 bytes shall indicate the
media serial number and the remaining 20 bytes shall indicate the media manufacturer.
7.17.7.75 Word 206: SCT Command Transport

Bits (15:12) indicate support for vendor specific action codes.

Bits (11:6) of word 206 are reserved.

If bit 5 of word 206 is set to one, then the device supports SCT Data Tables (see 8.3.5).

If bit 4 of word 206 is set to one, then the device supports SCT Feature Control (see 8.3.4).

If bit 3 of word 206 is set to one, then the device supports SCT Error Recovery Control
(see 8.3.3).

If bit 2 of word 206 is set to one, then the device supports SCT Write Same (see 8.3.2).
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Bit 1 of word 206 is obsolete.

If bit 0 of word 206 is set to one, then the device supports the SCT Command Transport

including SCT Read Status (see clause 8).
7.17.7.76 Word 209: Alignment of logical blocks within a physical block

Word 209 shall report the location of logical sector zero within the first physical sector of

the

media. See Annex E for more information. This word is valid if bit 13 of word 106 is set to one.

Bit 15 of word 209 shall be cleared to zero.
Bit 14 of word 209 shall be set to one.

Bits|13:0 of word 209 indicate the Logical sector offset within the first physical sector where
first/logical sector is placed.

7.17.7.77 Words 210..211: Write-Read-Verify Sector Count Mode 3

Wornds 210..211 shall indicate the number of logical sectors to be verified afterevery spin
whgn Write-Read-Verify feature set mode 3 is selected (i.e., word 220 bits.(/30 are 03h). ]
is valid when word 120 bit 1 is set to one and word 220 bits 7:0 are 08k

7.17.7.78 Words 212..213: Write-Read-Verify Sector Count Mode 2

Wornds 212..213 shall indicate the number of logical sectors to belverified after every spin
whgn Write-Read-Verify feature set mode 2 is selected (i.e., word 220 bits 7:0 are 02h). Th
worfs are valid when word 119 bit 1 is set to one.

7.17.7.79 Word 214: NV Cache Capabilities

Both the NV Cache Power Mode feature set versionAword 214 bits (11:8)) and the NV C3
re set version (word 214 bits (15:12)) shall be{set’to zero.

4 of word 214 is set to one, the NV Cache feature set is enabled.

1 of word 214 is set to one, the NV Cache Power Management feature is enabled. ]

the

-up,
[his

-up,
ese

che

[his

cappbility is enabled by issuing a SET NV'€ACHE POWER MODE command and disabled by

iSSLling a RETURN FROM NV CACHE POWER MODE command.
i

7.17.7.80 Words 215..216: NV Cache Size in Logical Blocks

Set|contains for the host to pin (see 4.17.2). This field is valid if word 214 bit 0 or bit4 is s
one|indicating NV Cache'feature set is supported.

7.11.7.81 Word 217; Nominal media rotation rate

Woild 217 indjeates the nominal media rotation rate of the device and is defined in table 58|.

Table 58 — Nominal Media Rotation Rate

it 0 of word 214 is set to one, the NV Cache Power Management feature set is supportgd.

Words 215..216 indicate thie,;maximum number of logical sectors that the device's NV Ciche

tto

Value Description
0000R Rate not reported
0001h Non-rotating media (e.g., solid state device)

0002h..0400h |Reserved

0401h..FFFEh [Nominal media rotation rate in rotations per minute (rpm) (e.g., 7 200 rpm = 1C20h)

FFFFh Reserved

7.17.7.82 Word 218: Reserved
7.17.7.83 Word 219: NV Cache Options

Word 219 bits (7:0) contains the device's estimate of the amount of time in seconds it takes for
the device to satisfy a read or write request from its rotational media when the read or write
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request is received while the rotational media is not spinning. This field is valid if bit 4 of word
214 is set to one.

7.17.7.84 Word 220

Word 220 contains the current mode of the Write-Read-Verify feature set, as set by the SET
FEATURES Enable/Disable Write-Read-Verify subcommand. See 7.49.10 for more information
on setting Write-Read-Verify mode.

Bits (15:8) of word 220 are reserved.

Bits (7:0) of word 220 indicate the current mode of the Write-Read-Verify feature set.

of the ATA transport standard major versions as indicated by bits (11:0). Bits (15:12) indi¢ate
the [transport type. Values other than 0000h and FFFFh are bit significant. /A.device may| set
more than one bit to one.

7.17.7.87 Word 223: Transport minor version number

Tabje 59 defines the value that shall be reported in word 223 to indicate the version of|the
standard that guided the implementation.

Table 59 — Transport minor version-number

Value Minor Version
0000h Minor version not reported
a Reserved

0021h ATA8-AST T13-Project D1697 Version 0Ob
0022h..0050h [Reserved

0051h ATA-AST T13 Project D1697 Version 1
0052h..FFFEh |Reserved

FFFFh Minor version not reported

7.17.7.88 Words 224..229: Reserved
7.171.7.89 Words 230..233: Extended Number of User Addressable Sectors

If wprd 69 bit 3 (see\7/17.7.30) is set to one, then words 230..233 contain a value that is [one
greater than theymaximum LBA in user accessible space. The maximum value that shall be
plaged in this field is 0000_FFFF_FFFF_FFFFh.

7.17.7.90 Word 234: Minimum number of 512-byte data blocks per Download Microcode mode
03h|operation

Word\234 contains the minimum number of 512-byte data blocks per Download Microcjode
mode 3 operation that the ATA device accepts when using the offset transfer method
(see 7.12). This word is valid if bit 0 of word 83, bit 0 of word 86, and bit 4 of word 120 are set
to one (i.e., the DOWNLOAD MICROCODE command and DOWNLOAD MICROCODE DMA
command using the offset transfer method is supported). The values 0000h and FFFFh
indicate no minimum is specified (i.e., that there is no minimum number of 512-byte data
blocks).

7.17.7.91 Word 235: Maximum number of 512-byte data blocks per Download Microcode mode
03h operation

Word 234 contains the maximum number of 512-byte data blocks per Download Microcode
mode 3 operation that the ATA device shall accept when using the offset transfer method
(see 7.12). This word is valid if bit 0 of word 83, bit 0 of word 86, and bit 4 of word 120 are set
to one (i.e., the DOWNLOAD MICROCODE command and the DOWNLOAD MICROCODE
DMA command using the offset transfer method is supported). The values 0000h and FFFFh
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indicate no maximum is specified (i.e., that there is no maximum number of 512-byte data
blocks)

7.17.7.92 Words 236..254: Reserved
7.17.7.93 Word 255: Integrity word

If bits (7:0) of this word contain the Checksum Validity Indicator A5h, then bits (15:8) contain
the data structure checksum. The data structure checksum is the two’s complement of the sum
of all bytes in words 0..254 and the byte consisting of bits (7:0) in word 255. Each byte shall be
added with unsigned arithmetic, and overflow shall be ignored. The sum of all 512 bytes is zero
when the checksum is correct.
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7.18 IDENTIFY PACKET DEVICE - A1h, PIO Data-In

7.18.1 Feature Set

This 28-bit command is mandatory for devices implementing the PACKET feature set (see 4.3).
7.18.2 Description

The IDENTIFY PACKET DEVICE command enables the host to receive parameter information
from a device that implements the PACKET feature set. See table 61 for a description of the
return data.

Devices may read the non-volatile media in order to complete this command.

The IDENTIFY PACKET DEVICE data contains information regarding feature or commland
support. If the host issues a command that is indicated as not supported in the IDENT|IFY
PAQKET DEVICE data, the device shall return command aborted for the command.

7.18.3 Inputs
Seg table 60 for the IDENTIFY PACKET DEVICE command inputs.

Table 60 — IDENTIFY PACKET DEVICE command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent'— See 6.2.12
3:0 Reserved

Commgand 7:0 A1h

7.14.4 Normal Outputs
Sed table 212.
7.14.5 Error Outputs

Thel devicesshall return command aborted if the device does not implement this command,
otherwise) the device shall not report an error. See table 236. The device may return commjand
completion with the Error bit set to one if an Interface CRC error has occurred.

NOTE There is no defined mechanism for a device to return an Interface CRC error status that may have occurred
during the last data block of a P1O-in data transfer. There may be other mechanisms in which a host may verify that an
Interface CRC error occurred in these cases.
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7.18.6 Input From the Device to the Host Data Structure
7.18.6.1 Overview
Table 61 specifies the format of IDENTIFY PACKET DEVICE data.

Table 61 — IDENTIFY PACKET DEVICE data (part 1 of 11)

O|S|F
Word| M | P |V Description
O|M|B General configuration
15:14 10b = ATAPI device
F 11b = Reserved
13 Reserved
F 12:8 Indicates command set used by the device
X 7 Obsolete
F 6:5 00b = Device shall set DRQ to one within 3 ms of re¢eiving PACKET
command.
01b = Obsolete.
10b = Device shall set DRQ to one within"\50"us of receiving PACKET]
command.
11b = Reserved
4:3 Reserved
V 2 Incomplete response

F 1:0 00b = 12 byte command packet
01b = 16 byte command packet
1xb = Reserved

1 Reserved
2 B | V | Specific configuratien
319 Reserved
10..19| M | B | F | Serial number (ATA String)
20..22 Reserved
23.26( M | B | F |Firmware revision (ATA String)
27..46| M | B | F [Model number (ATA String)
47.48 Reserved
Key:
F/V — F|xed/variable content O/M — Mandatory/optional requirement.
F ~ The content of the field is fixed and does M — Support of the word is mandatory.
not.change. The DCO command may O — Support of the word is optional.
change the value of a fixed field. S/P — Content applies to Serial or Parallel transport
V — The contents of the field is variable and S — Serial Transport
may change depending on the state of the P — Parallel Transport
device or the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Serial or
X — The fixed or variable type of this field is Parallel

not defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 2 of 11)

O|S|F
Word| M| P |V Description
49| M Capabilities
X | 15:12 Obsolete
P|F 11 1 =10RDY supported
P|F 10 1 =IORDY may be disabled
F 9 Shall be set to one.
PTF 8 1= DMA supported. Devices that require the DMADIR bit in the PACKET
command shall clear this bit to 0
X 7:0 Vendor specific
0| O Capabilities
F 15 Shall be cleared to zero.
F 14 Shall be set to one.
13:2 Reserved
X 1 Obsolete
B|F 0 Shall be set to one to indicate a device-specific Standby timer value
minimum.
51..%2 X [Obsolete
b3 | M 15:3 Reserved
B|F 2 1 = the fields reported in word 88 are valid
B|F 1 1 = the fields reported.in'words 64..70 are valid
X 0 Obsolete
54..61 Reserved
Key:
F/V — Fixed/variable content O/M — Mandatory/optional requirement.
F — The content of the field is fixed“and does M — Support of the word is mandatory.
not change. The DCO command may O — Support of the word is optional.
change the value of a fixed field. S/P — Content applies to Serial or Parallel transgort
V — The contents of the field is variable and S — Serial Transport
may change depending on the state of the P — Parallel Transport
device or the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Sgrial or
X — The fixed:or variable type of this field is Parallel
not definedhin this standard.



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

- 196 — ISO/IEC 17760-102:2016 © ISO/IEC 2016

Table 61 — IDENTIFY PACKET DEVICE data (part 3 of 11)

O|S|F
Word| M| P |V Description
62| M DMADIR (see 7.18.6.17)
S|F 15 1 = DMADIR bit in the PACKET command is required for DMA transfers
0 = DMADIR bit in PACKET command is not required for DMA transfers.
14:11 Reserved
P|F 10 1 =DMA is supported

=-Muttiwerd-DMA-mode2-is-supported
1 = Multiword DMA mode 1 is supported
1 = Multiword DMA mode 0 is supported
1 = Ultra DMA mode 6 and below are supported
1 = Ultra DMA mode 5 and below are supported

1 = Ultra DMA mode 3 and below are supported
1 = Ultra DMA mode 2 and below are supported
1 = Ultra DMA mode 1 and below are supported

8
7
6
5
4 1 = Ultra DMA mode 4 and below are supported
3
2
1
0 1 = Ultra DMA mode 0 is supported

W U U U U U U UV T
M T M M M M M M

63| M 15:11 Reserved

PV 10 1 = Multiword DMA mode 2 is\Selected
PV 9 1 = Multiword DMA mode 1 is selected
PV 8 1 = Multiword DMA mode 0 is selected
7:3 Reserved
P|F 2 1 = Multiword DMA mode 2 and below are supported.
P|F 1 1 = Multiward”DMA mode 1 and below are supported.
P|F 0 1 = Multiword DMA mode 0 is supported Multiword DMA mode selected.
64| M 15:8 Reserved
P|F 7:0 (PIO transfer modes supported
65| M Minirhum Multiword DMA transfer cycle time per word
P|F 15:0 Cycle time in nanoseconds
66| M Manufacturer’s recommended Multiword DMA transfer cycle time
P4~F 15:0 Cycle time in nanoseconds
67| M Minimum PIO transfer cycle time without flow control
P|F 15:0 Cycle time in nanoseconds
58+ Minirram-RIO-transfer-eyele-time-withHORDY{see-AFAS-ART-flow-control
P|F 15:0 Cycle time in nanoseconds
Key:
F/V — Fixed/variable content O/M — Mandatory/optional requirement.
F — The content of the field is fixed and does M — Support of the word is mandatory.
not change. The DCO command may O — Support of the word is optional.
change the value of a fixed field. S/P — Content applies to Serial or Parallel transport
V — The contents of the field is variable and S — Serial Transport
may change depending on the state of the P — Parallel Transport
device or the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Serial or
X — The fixed or variable type of this field is Parallel

not defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 4 of 11)

O|S|F
Word| M| P |V Description
69..70 Reserved
71..72 X [Obsolete
73..74 Reserved
75 X [Obsolete

76 O | S Serial ATA Capabilities

19:11 Reserved for Serial ATA

F 10 1 = The SATA Phy Event Counters log is supported
F 9 1 = Receipt of host initiated power management requests.are’supgorted
8:3 Reserved for Serial ATA
F 2 1 =The SATA Gen2 Signaling Speed (3.0Gb/s) is-supported
F 1 1 =The SATA Gen1 Signaling Speed (1.5Gb/s)is supported
F 0 Shall be cleared to zero
T7 Reserved for Serial ATA

18] O | S Serial ATA features supported

15:7 Reserved for Serial ATA
F 6 1= The SSP feature set is supported

5 1 = Asynchronous notificatioh supported

4 Reserved for Serial ATA

3 1 = Device initiated‘power management is supported
2:1 Reserved for Sérial ATA

0 Shall be cleared to zero

m M M M

791 O | S Serial ATA features.enabled

15:7 Reserved for Serial ATA

V 6.1 The SSP feature set is enabled
5.1 = Asynchronous notification enabled
\% 4 Reserved for Serial ATA
V 3 1 = Device initiated power management is enabled
Y 2:1 Reserved for Serial ATA
F 0 Shall be cleared to zero
Key:
F/V — F[xed/variable content O/M — Mandatory/optional requirement.
F—"The content of the field is fixed and does M — Support of the word is mandatory.
not change. The DCO command may O — Support of the word is optional.
change the value of a fixed field. S/P — Content applies to Serial or Parallel transport
V — The contents of the field is variable and S — Serial Transport
may change depending on the state of the P — Parallel Transport
device or the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Serial or
X — The fixed or variable type of this field is Parallel

not defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 5 of 11)

O|S|F
Word| M| P |V Description
80| M | B Maijor version number

0000h or FFFFh = device does not report version
15:9 Reserved

F 8 1 = ATA8-ACS is supported
F 7 1= ATA/ATAPI-7 is supported
F ——=ATAATFAP-6-Hs-supperted
F 5 1 = ATA/ATAPI-5 is supported
F 4 Obsolete
X 3 Obsolete
X 2 Obsolete
X 1 Obsolete
0 Reserved
131 M | B | F [Minor version number
82 M | B Commands and feature sets supported
X 15 Obsolete
F 14 Shall be set to one to indicate thatjthe NOP command is supported
F 13 Shall be cleared to zero to indicate that the READ BUFFER commang is not
supported
F 12 Shall be cleared to zero\to indicate that the WRITE BUFFER comman(d is not
supported
X 11 Obsolete
F 10 Shall be cleared to zero to indicate that the HPA set is not supported
F 9 Shall be set to one to indicate that the DEVICE RESET command is
supported
X 8 QObsolete
X 7 '‘Obsolete
F 6 1 = Read look-ahead supported
F 5 1 = The volatile write cache is supported
F 4 Shall be set to one indicating the PACKET feature set is supported.
F 3 1 = The Power Management feature set supported
X 2 Obsolete
F 1 1 = The Security feature set is supported
F U Shall be cleared 1o zero 1o indicate that the SMART feature set is not
supported
Key:
F/V — Fixed/variable content O/M — Mandatory/optional requirement.
F — The content of the field is fixed and does M — Support of the word is mandatory.
not change. The DCO command may O — Support of the word is optional.
change the value of a fixed field. S/P — Content applies to Serial or Parallel transport
V — The contents of the field is variable and S — Serial Transport
may change depending on the state of the P — Parallel Transport
device or the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Serial or
X — The fixed or variable type of this field is Parallel

not defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 6 of 11)

o F
Word| M \") Description
83| M Commands and feature sets supported

F 15 Shall be cleared to zero
F 14 Shall be set to one

13 Reserved
F 12 1 =The FLUSH CACHE command is supported

171 1 ="The DCO feature set Is supported

10 Reserved
F 9 Obsolete
F 8 1 =The SET MAX security extension is supported

7 Reserved for Address Offset Reserved Area Boot Method
F 6 1=The SET FEATURES subcommand is required to spin-up after pgwer-up
F 5 1 =The PUIS feature set is supported
X 4 Obsolete
F 3 1 =The APM feature set is supported
2:1 Reserved
F 0 Shall be cleared to zero to indjcate that the DOWNLOAD MICROCOIDE
command is not supported
84| M Commands and feature sets supported

15 Shall be cleared to zero
14 Shall be set to one
13:9 Reserved
8 shall be setto’one to indicate that the mandator WWN is supported
7:6 Reserved
5 1 =The GPL feature set is supported
4:0 (Reserved

Key:

F/V — Fixed/variable content
F — The content of the field is fixed and does M — Support of the word is mandatory.
not change..The DCO command may
change the/value of a fixed field.

PAPXVWIP
TCTVICTT

V — The'contents of the field is variable and S — Serial Transport
may change depending on the state of the P — Parallel Transport
dev!ce or the commands processed by the B — Both Serial and Parallel Transports

O/M — Mandatory/optional requirement.

O — Support of the word is optional.
S/P — Content applies to Serial or Parallel transport

N—-Betongsto a transportother tham Serial or

X — The fixed or variable type of this field is Parallel
not defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 7 of 11)

(0] F
Word| M \") Description
85| M Commands and feature sets supported or enabled
X 15 Obsolete
F 14 Shall be set to one to indicate that the NOP command is supported
F 13 Shall be cleared to zero to indicate that the READ BUFFER command is not
supported
F 4+2—Shealt-be-clearedtozerote-indicate-thatthe WRIHEBYFFER-eommand is not
supported
X 11 Obsolete
V 10 Shall be cleared to zero to indicate that the HPA feature set is not supported
F 9 Shall be set to one to indicate that the DEVICE RESET command is
supported
X 8 Obsolete
X 7 Obsolete
V 6 1 = Read look-ahead is enabled
\ 5 1 = The volatile write cache is enabled
F 4 Shall be set to one indicating the PACKET feature set is supported.
F 3 1 =Power Management feature set is enabled
X 2 Obsolete
V 1 1 = The Security feature.set is enabled
F 0 Shall be cleared to zero to indicate that the SMART feature set is not
supported
Key:
F/V — F[xed/variable content O/M — Mandatory/optional requirement.
F — The content of the field is fixed\and does M — Support of the word is mandatory.
not change. The DCO command may O — Support of the word is optional.
change the value of a fixed field. S/P — Content applies to Serial or Parallel transgort
V — The contents of the field is variable and S — Serial Transport
may change depending on the state of the P — Parallel Transport
device or the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Sgrial or
X — The fixed'er.variable type of this field is Parallel
not definedin this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 8 of 11)

O|S|F
Word| M| P |V Description
86| M| B Commands and feature sets supported or enabled
15:13 Reserved
V 12 1 =The FLUSH CACHE command is supported
F 11 1 =The DCO feature set is supported
10 Reserved
V 9 Obsolete
Vv 8 1 = SET MAX security extension enabled by a SET MAX SET PASSYWORD
7 Reserved for Address Offset Reserved Area Boot Method
F 6 1=SET FEATURES subcommand required to spin-up after power-up
Vv 5 1 =The PUIS feature set is enabled
X 4 Obsolete
\% 3 1 =The APM feature set is enabled
2:1 Reserved
F 0 Shall be cleared to zero to indicate that the DOWNLOAD MICROCODE
command is not supported
87| M Commands and feature sets supported orenabled
F 15 Shall be cleared to zero
F 14 Shall be set to one
13:9 Reserved
F 8 Shall be set to one.to indicate that the mandator WWN is supported
7:6 Reserved
F 5 This bit is a*Copy of word 84 bit 5
4:0 Reserved
Key:
F/V — Fixed/variable content O/M — Mandatory/optional requirement.
F — The content of the field'is fixed and does M — Support of the word is mandatory.
not change. The DEGQ'‘command may O — Support of the word is optional.
change the value 'of)a fixed field. S/P — Content applies to Serial or Parallel transgort
V — The contents-of the field is variable and S — Serial Transport
may change'depending on the state of the P — Parallel Transport
device gr-the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Sgrial or
X ~The fixed or variable type of this field is Parallel
not.defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 9 of 11)

Word

=0
o
<mm

Description

88| M | B Ultra DMA modes

15 Reserved
14 1 = Ultra DMA mode 6 is selected
13 1 = Ultra DMA mode 5 is selected
12 1 = Ultra DMA mode 4 is selected
171 1 = Ultra DMA mode 3 Is selected
10 1 = Ultra DMA mode 2 is selected
9 1 = Ultra DMA mode 1 is selected
1 = Ultra DMA mode 0 is selected

< < K< g <K < <

Reserved
1 = Ultra DMA mode 6 and below are supported,

8
7
6
5 1 = Ultra DMA mode 5 and below are supported.
4 1 = Ultra DMA mode 4 and below are supported.
3 1 = Ultra DMA mode 3 and below are supported.
2 1= Ultra DMA mode 2 and below are-supported.
1 1 = Ultra DMA mode 1 and below.are supported.

1 = Ultra DMA mode 0 is supported.

o

Time required for Normal Erase mode SECURITY ERASE UNIT command

Time required for an Enhanced.Erase mode SECURITY ERASE UNIT command

Current APM level value (see 7.18.6.39)

<|<|[m|m|{m m m m m m M

Master Password Identifier

=]
Z[(O0|O0|0|0O
W w| o olm

Hardware reset result.
The contents of.bits (12:0) of this word shall change only during the processing of a
hardware reset.

F 15 Shall be cleared to zero.

14 .Shall be set to one.

\ 13 1 = device detected CBLID- (see ATA8-APT) above Vi
0 = device detected CBLID- (see ATA8-APT) below V;_

12:8 Device 1 hardware reset result. Device 0 shall clear these bits to zero.|Device
1 shall set these bits as follows:

n

12 Reserved.
\Y 11 0 = Device 1 did not assert PDIAG-.

Key:

1 = Device 1 asserted PDIAG-.
\Y 10:9 These bits indicate how Device 1 determined the device number:

F/V — Fixed/variable content O/M — Mandatory/optional requirement.

F — The content of the field is fixed and does M — Support of the word is mandatory.

not change. The DCO command may O — Support of the word is optional.
change the value of a fixed field. S/P — Content applies to Serial or Parallel transport
V — The contents of the field is variable and S — Serial Transport

may change depending on the state of the P — Parallel Transport

device or the commands processed by the B — Both Serial and Parallel Transports

device. N — Belongs to a transport other than Serial or
X — The fixed or variable type of this field is Parallel

not defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 10 of 11)

Word

=0

Description
00b = Reserved.
01b = a jumper was used.
10b = the CSEL signal was used.
11b = some other method was used or the method is unknown.
8 Shall be set to one.

7:0 Device 0 hardware resetresult. Device T shall clear these bits fo zero.]Device
0 shall set these bits as follows:

7 Reserved.

6 0 = Device 0 does not respond when Device 1 is selected.
1 = Device 0 responds when Device 1 is selected.

5 0 = Device 0 did not detect the assertion/of-DASP-.
1 = Device 0 detected the assertion of \DASP-.

4 0 = Device 0 did not detect the assertion of PDIAG-.
1 = Device 0 detected the assertion of PDIAG-.

3 0 = Device 0 failed diagnostics.
1 = Device 0 passed diagnostics.

2:1 These bits indicate-how Device 0 determined the device nunber:

00b = Reserved.
01b = a jumper was used.
10b = the!CSEL signal was used.
11b s'some other method was used or the method is unknown.

0 Shall be set to one.

94

Obsolete

95..107

Reserved

108..1[1

World wide hame

112..115

Reserved for world wide name extension to 128 bits

116..118

Reserved

Commands and feature sets supported
15:0 Reserved

120

121..125

Commands and feature sets supported or enabled
15:0 Reserved

Raocarvad
eStrvea

125

M

B

ATAPI byte count = 0 behavior

Key:

F/V — Fixed/variable content

O/M — Mandatory/optional requirement.

F — The content of the field is fixed and does M — Support of the word is mandatory.

not change. The DCO command may
change the value of a fixed field.

O — Support of the word is optional.
S/P — Content applies to Serial or Parallel transport

V — The contents of the field is variable and S — Serial Transport

may change depending on the state of the P — Parallel Transport

device or the commands processed by the B — Both Serial and Parallel Transports
device. N — Belongs to a transport other than Serial or

X — The fixed or variable type of this field is Parallel
not defined in this standard.
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Table 61 — IDENTIFY PACKET DEVICE data (part 11 of 11)

O|S|F
Word| M| P |V Description
126..127 X [Obsolete
128| O Security status
15:9 Reserved
V 8 Master Password Capability: 0 = High, 1 = Maximum
7:6 Reserved
F 5 1= The enhanced securily erase mode is supported
V 4 1 = The Security count is expired
Vv 3 1 = Security is frozen
V 2 1 = Security is locked
\% 1 1 = Security is enabled
F 0 1 = Security is supported
129..15%9 X | Vendor specific
160..175 N Reserved for assignment by the CompactFlash Assaciation
176..221 Reserved
2221 M | B Transport Major version number. 0000h or FEFFh = device does not report vefsion
F 15:12 Transport Type
Oh = Parallel
1h = Serial
2h-Fh = Reserved
Parallel Serial
11:5 Reserved Reserved
F 4 Reserved SATA Rev 2.6
F 3. Reserved SATA Rev 2.5
F 2/Reserved SATA II: Extensions
F 1 ATA/ATAPI-7 SATA 1.0a
F 0 ATA8-APT ATA8-AST
223| M | B |«E\Transport Minor version number
224..2%4 Reserved
255( O V | Integrity word
B 15:8 Checksum
B 7:0 Checksum Validity Indicator

Key:

F/V — Fixed/variable content
F — The content of the field is fixed and does
not change. The DCO command may
change the value of a fixed field.
V — The contents of the field is variable and
may change depending on the state of the
device or the commands processed by the
device.
X — The fixed or variable type of this field is
not defined in this standard.

O/M — Mandatory/optional requirement.
M — Support of the word is mandatory.
O — Support of the word is optional.
S/P — Content applies to Serial or Parallel transport
S — Serial Transport
P — Parallel Transport
B — Both Serial and Parallel Transports
N — Belongs to a transport other than Serial or
Parallel
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7.18.6.2 Word 0: General configuration

Bits (15:14) of word 0 indicate the type of device. Bit 15 shall be set to one and bit 14 shall be
cleared to zero to indicate the device is an ATAPI device.

Bits (12:8) of word 0 indicate the command set used by the device. This value follows the
peripheral device type as defined in SPC-4 (e.g., 05h indicates a CD/DVD device).

Bit 7 of word 0 is Obsolete.

For PATA devices, bits (6:5) of word 0 indicate the DRQ response time when a PACKET
command is received. A value of 00b indicates that the maximum time for a device to set DRQ
to one after r ivin PACKET command i ms. The val 1b i lete. A val f 10b
indicates that the maximum time for a device to set DRQ to one after receiving a PACKET
conmmand is 50 ys. The value 11b is reserved.

If bit 2 of word 0 is set to one, then the content of the IDENTIFY PACKET DEMICE da
incgmplete. This may occur if the device supports the PUIS feature set and required da
confained on the device media. The content of IDENTIFY DEVICE data word*0 and wofd 2
shall be valid.

Bits| (1:0) of word 0 indicate the packet size the device supports. A value. of 00b indicates fthat
a 12-byte packet is supported and a value of 01b indicates a 16 byte packet. The values |10b
and|11b are reserved.

7.18.6.3 Word 1: Reserved
7.18.6.4 Word 2: Specific configuration

Woftd 2 shall have the same content described for IDENTIFY DEVICE data woird 2
(seg¢ 7.17.7.4).

7.14.6.5 Words 3..9: Reserved
7.14.6.6 Words 10..19: Serial number

If the ATAPI device does not report the serial number, then the content shall be 0000h in gach
worfl. Otherwise, the content shall be as*described for IDENTIFY DEVICE data words 10.119
(se¢ 7.17.7).

7.14.6.7 Words 20..22: Reserved
7.14.6.8 Words 23..26: Firmware 'revision

Wolds 23..26 shall have the content described for IDENTIFY DEVICE data words 23./26
(se¢ 7.17.7.13).

7.14.6.9 Words 27./46: Model number

Wolds 27..46-shall have the content described for IDENTIFY DEVICE data words 27./46
(seg 7.17.714).

7.18.6.10-Words 47..48: Reserved
7.18.6.41 Word 49: Capabilities
Bits (15:12) of word 49 are obsolete.

Bit 11 of word 49 indicates whether a device supports IORDY (see ATA8-APT). If this bit is set
to one, then the device supports IORDY (see ATA8-APT) operation. If this bit is cleared to zero,
the device may support IORDY (see ATA8-APT). If a device supports PIO mode 3 or higher,
then this bit shall be set to one. For SATA devices, this bit shall be set to one.

Bit 10 of word 49 indicates a device’s ability to enable or disable the use of IORDY (see
ATA8-APT). If this bit is set to one, then the device supports the disabling of IORDY (see
ATAB8-APT). Disabling and enabling of IORDY (see ATA8-APT) is accomplished using the SET
FEATURES command. For SATA devices, this bit shall be set to one.

Bit 9 of word 49 shall be set to one.
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Bit 8 of word 49 indicates that DMA is supported. Devices that require the DMADIR bit in the
PACKET command shall clear this bit to 0.

7.18.6.12 Word 50: Capabilities

Word 50 shall have the content described for IDENTIFY DEVICE data word 50 (see 7.17.7.17).
Support of this word is mandatory if the STANDBY command is supported.

7.18.6.13 Word 51: Obsolete
7.18.6.14 Word 52: Obsolete
7.18.6.15 Word 53

Wol
(2:0

7.18
7.18

ATA
com

If w
dev

sha

If w

Bits

If w

g)
b)
C)
d)

g)
b)

2)
b)
C)
d)
e)
F)
0)
h)

d 53 bits (2:0) shall have the content described for IDENTIFY DEVICE data word 53
). Bits (15:3) are reserved.

.6.16 Words 54..61: Reserved
.6.17 Word 62: DMADIR

Pl devices may require use of the DMADIR bit to indicate transfer difection for PAC
mands using the DMA data transfer protocol. Word 62 indicates if suth\support is requi

brd 62 bit 15 is set to one, then the DMADIR bit in the PACKET command is required byj
ce for PACKET commands using the DMA data transfer protoceland:

word 63 bits (2:0);
word 49 bit 15;

word 49 bit 8; and
word 88 bits (6:0),

| be cleared to zero.

brd 62 bit 15 is cleared to zero, then:

the DMADIR bit in the PACKET command’is not required; and
word 62 shall be cleared to zero.

(14:11) of word 62 are reserved.
brd 62 bit 15 is set to one and.Word 62 bit:

10 is set to one, then DMA"is supported;

10 is cleared to zero,(then DMA is not supported;

9 is set to one, then Multiword DMA mode 2 is supported;

9 is cleared to zero; then Multiword DMA mode 2 is not supported;
8 is set to onejthen Multiword DMA mode 1 is supported;

8 is cleared to'zero, then Multiword DMA mode 1 is not supported;
7 is settotone, then Multiword DMA mode 0 is supported;

7 is cleared to zero, then Multiword DMA mode 0 is not supported;
6 is-sét to one, then Ultra DMA mode 6 and below are supported;
6.is cleared to zero, then Ultra DMA mode 6 and below are not supported;
5 is set to one, then Ultra DMA mode 5 and below are supported;

bits

KET
red.

the

5 is cleared to zero, then Ultra DMA mode 5 and below are not supported,;
4 is set to one, then Ultra DMA mode 4 and below are supported,;

4 is cleared to zero, then Ultra DMA mode 4 and below are not supported;
3 is set to one, then Ultra DMA mode 3 and below are supported;

3 is cleared to zero, then Ultra DMA mode 3 and below are not supported;
2 is set to one, then Ultra DMA mode 2 and below are supported;

2 is cleared to zero, then Ultra DMA mode 2 and below are not supported;
1 is set to one, then Ultra DMA mode 1 and below are supported;

1 is cleared to zero, then Ulira DMA mode 1 and below are not supported;
0 is set to one, then Ultra DMA mode 0 is supported; and

0 is cleared to zero, then Ultra DMA mode 0 is not supported.
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7.18.6.18 Word 63: Multiword DMA transfer

Word 63 identifies the Multiword DMA transfer modes supported by the device and indicates
the mode that is currently selected. Only one DMA mode shall be selected at any given time. If
an Ultra DMA mode is enabled, then no Multiword DMA mode shall be enabled. If a Multiword
DMA mode is enabled, then no Ultra DMA mode shall be enabled.

Bits (15:11) of word 63 are reserved.

Bits (10:8) of word 63 shall have the content described for IDENTIFY DEVICE data word 63
(see 7.17.7.24).

Bits (7:3) of word 63 are reserved.

If bil 2 of Word 63 is set to one, then Multiword DMA modes 2 and below are supported, If|this
bit is cleared to zero, then Multiword DMA mode 2 is not supported. If Multiword DMA 'mode 2
is sipported, then Multiword DMA modes 1 and 0 shall also be supported. If bit 2 of Word g3 is
set fo one, bits (1:0) shall be set to one.

For[SATA devices:

p) if bit 15 of IDENTIFY PACKET DEVICE data word 62 (see 7.18.6.17) is\set to one, then bit R of
IDENTIFY PACKET DEVICE data word 63 shall be cleared to zero; and
b) if bit 15 of IDENTIFY PACKET DEVICE data word 62 is cleared to'zero, then bit 2 of IDENT|IFY
PACKET DEVICE data word 63 shall be set to one.

If bit 1 of Word 63 is set to one, then Multiword DMA modes d-and below are supported. Ifthis
bit is cleared to zero, then Multiword DMA mode 1 is not supported. If Multiword DMA mode 1
is sppported, then Multiword DMA mode 0 shall also be supported. If bit 1 of Word 63 is s¢t to
one)} bit 0 shall be set to one.

For[SATA devices:

a) if bit 15 of IDENTIFY PACKET DEVICE dataword 62 (see 7.18.6.17) is set to one, then bit|1 of
IDENTIFY PACKET DEVICE data word-63 shall be cleared to zero; and
b) if bit 15 of IDENTIFY PACKET DEVICE-data word 62 is cleared to zero, then bit 2 of IDENT
PACKET DEVICE data word 63 shall be set to one.

If bif O of word 63 is set to one, then Multiword DMA mode 0 is supported.
For|SATA devices:

a) if bit 15 of IDENTIFY (PACKET DEVICE data word 62 (see 7.18.6.17) is set to one, then bit|0 of
IDENTIFY PACKET DEVICE data word 63 shall be cleared to zero; and
b) if bit 15 of IDENTIFY PACKET DEVICE data word 62 is cleared to zero, then bit 0 of IDENT
PACKET DEVICE data word 63 shall be set to one.

7.18.6.19 Word 64: PIO transfer modes supported
Wornd 64 shallhave the content described for IDENTIFY DEVICE data word 64 (see 7.17.7.p5).
7.18.6.20-Word 65: Minimum multiword DMA transfer cycle time per word
Wond\65 shall have the content described for IDENTIFY DEVICE data word 65 (see 7.17.7.P6).

FY

FY

7.18.6.21 Word 66: Device recommended multiword DMA transfer cycle time

Word 66 shall have the content described for IDENTIFY DEVICE data word 66 (see 7.17.7.27).
7.18.6.22 Word 67: Minimum PIO transfer cycle time without flow control

Word 67 shall have the content described for IDENTIFY DEVICE data word 67 (see 7.17.7.28).
7.18.6.23 Word 68: Minimum PIO transfer cycle time with IORDY

Word 68 shall have the content described for IDENTIFY DEVICE data word 68 (see 7.17.7.29).
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7.18.6.24 Words 69..70: Reserved

7.18.6.25 Words 71..72: Obsolete

7.18.6.26 Words 73..74: Reserved

7.18.6.27 Word 75: Obsolete

7.18.6.28 Word 76: Serial ATA Capabilities

Bits (15:11) of word 76 are reserved for SATA.

bits (10:9) of word 76 shall have the content described for IDENTIFY DEVICE data word 76
(10:9) (see 7.17.7.34).

016

bits

Bits| (8:3) of word 76 are reserved for SATA.

Bits| (2:0) of word 76 shall have the content described for IDENTIFY DEVICE data word 76
(2:0) (see 7.17.7.34).

7.14.6.29 Word 77: Reserved for Serial ATA
7.18.6.30 Word 78: Serial ATA features supported
Bits| 15:7 of word 78 are reserved for Serial ATA.

Bit § of word 78 shall have the content described for IDENTIFY<DEVICE data word 78 K
(se¢ 7.17.7.36).

bits

it 6

If bif 5 of word 78 is set to one, then the device shall suppor{initiating notification events. If bit

5 off word 78 is cleared to zero, then the device shall not-support initiating notification ev
(Seg SATA 3.0).

Bit 4 is reserved for Serial ATA.

Bit B or word 78 shall have the content described for IDENTIFY DEVICE data word 78 |
(se¢ 7.17.7.36).

Bits[2:1 of word 78 are reserved for Serial ATA.
Bit 0 of word 78 shall be cleared to zero!
7.18.6.31 Word 79: Serial ATA features enabled
Bits| 15:7 of word 79 are reserved for Serial ATA.

Bit § of word 79 shall have-the content described for IDENTIFY DEVICE data word 79 |
(se¢ 7.17.7.37).

bnts

t3

it 6

If bif 5 of word 79 is 'set to one, then the device shall support initiating notification events. If bit

5 off word 79 is cleared to zero, then the device shall not support initiating notification ev
(se¢ SATA 3.0).

Bit 4 of word_79 is reserved for Serial ATA.
Bit B of\word 79 shall have the content described for IDENTIFY DEVICE data word 79 K

bnts

t3

(seg 7:47.7.37).

Bits 2:1 of word 79 are reserved for Serial ATA.
Bit 0 of word 79 shall be cleared to zero.
7.18.6.32 Word 80: Major version number

Word 80 shall have the content described for IDENTIFY DEVICE data word 80 (see 7.17.7.38).

7.18.6.33 Word 81: Minor version number

Word 81 shall have the content described for IDENTIFY DEVICE data word 81 (see 7.17.7.39).

7.18.6.34 Words 82..84, 119: Commands and feature sets supported

Words 82..84 and 119 shall have the content described for IDENTIFY DEVICE data words

82..84 and 119 (see 7.17.7.40) except as specified in table 61.
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7.18.6.35 Words 85..87, 120: Commands and feature sets supported or enabled

Words 85..87 and 120 shall have the content described for IDENTIFY DEVICE data words
85..87 and 120 (see 7.17.7.41) except as specified in table 61.

7.18.6.36 Word 88:Ultra DMA modes

Word 88 bits (15:7) shall have the content described for IDENTIFY DEVICE data word 88
(see 7.17.7.42). If word 62 bit 15 is cleared to zero then word 88 bits (6:0) shall be the content
described for IDENTIFY DEVICE data word 88 (see 7.17.7.42). If word 62 bit 15 is set to one
then:

a) word 88 bit 6 may be set to one; and
) word 88 bits (5:0) shall be cleared to zero.

7.18.6.37 Word 89: Time required for Normal Erase mode SECURITY ERASE UNIT command
Wornd 89 shall have the content described for IDENTIFY DEVICE data word 89 (see 7.17.7.43).
7.18.6.38 Word 90: Time required for an Enhanced Erase mode SECURITY ERASE UNIT con-

Wornd 90 shall have the content described for IDENTIFY DEVICE data word 90 (see 7.17.7.44).
7.18.6.39 Word 91: Current APM level value
Word 91 shall have the content described for IDENTIFY DEVICE\data word 91 (see 7.17.7]45)
7.18.6.40 Word 92: Master Password Identifier
Wornd 92 shall have the content described for IDENTIFY. DEVICE data word 92 (see 7.17.7.446).
7.18.6.41 Word 93: Hardware reset results
Wornd 93 shall have the content described for IDENTIFY DEVICE data word 93 (see 7.17.7.47).
7.18.6.42 Word 94: Current automatic acoustic:management value
Wornd 94 shall have the content described,for IDENTIFY DEVICE data word 94 (see 7.17.7.48).
7.18.6.43 Word 95..107: Reserved

7.18.6.44 Words 108..111: World wide name

Woids 108..111 shall have the“¢ontent described for IDENTIFY DEVICE data words 108..[111
7.17.7.58).

.6.45 Words 112..115;: Reserved for a 128-bit world wide name
.6.46 Words 116.:118: Reserved

.6.47 Words.119..120: See words 82..84 and words 85..87
.6.48 Words 121..124: Reserved

.6.49-Word 125 ATAPI byte count = 0 behavior

If thencontents of word 125 are 0000h and the value of the Byte Count Limit is zero, then|the
device shall return command aborted.

If the contents of word 125 are non-zero and the value of the Byte Count Limit is zero, then the
device shall use the contents of word 125 as the actual byte count limit for the current
command and shall not abort.

The device may be reconfigured to report a new value. However, after the device is
reconfigured, the content of word 125 reported shall not change until after the next power-on
reset or hardware reset.

7.18.6.50 Word 126..127: Obsolete
7.18.6.51 Word 128: Security status

Word 128 shall have the content described for IDENTIFY DEVICE data word 128
(see 7.17.7.66).
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7.18.6.52 Words 129..159: Reserved

7.18.6.53 Words 160..167: Reserved for assignment by the CompactFlash Association
7.18.6.54 Words 168..221: Reserved

7.18.6.55 Word 222: Transport major version number

Word 222 shall have the content described for IDENTIFY DEVICE data word 222
(see 7.17.7.86).

7.18.6.56 Word 223: Transport minor version number

Word 223 shall have the content described for IDENTIFY DEVICE data word 223
(se¢ 7.17.7.87).

7.18.6.57 Words 224..254: Reserved
7.18.6.58 Word 255: Integrity word

Word 255 shall have the content described for IDENTIFY DEVICE.data word P55
(se¢ 7.17.7.93).
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7.19 IDLE - E3h, Non-Data
7.19.1 Feature Set

This 28-bit command is for devices implementing the Power Management feature set
(see 4.17).

7.19.2 Description

The IDLE command places the device in the Idle mode and sets the Standby timer. Command
completion may occur even though the device has not fully transitioned into the Idle mode.

If the host sets the Count field to 00h, then the device shall disable its Standby timer
(se¢ 4.77). Tf the host sefs the Countfield to a value > 00h, then table 63 defines the Starjdby
timer value.

Sed 4.8.4 for interactions with the EPC feature set.
7.19.3 Inputs
Seg table 62 for the IDLE command inputs.

Table 62 — IDLE command inputs

Name Description
Feafure [ Reserved
Cqunt | This value shall determine the time period programmed-into the Standby timer. Table 63 defines
these values
IBA | Reserved
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 E3h

Table 63 — Standby timer periods

Count:field Description
00h Standby timer disabled
01h-FOh | (value x 5) seconds (i.e., 5sto 1200 s (i.e., 20 min))
F1h-FBh [((value — 240) x 30) minutes (i.e., 30 min to 330 min (i.e., 5.5 h))
FCh 21 min
FDh Between 8 hand 12 h
FEh Reserved
FFh 21min15s
NOTE — Times are approximate.

7.19.4 Normal Outputs
See table 212.

7.19.5 Error Outputs
See table 235.
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7.20 IDLE IMMEDIATE - E1h, Non-Data
7.20.1 Feature Set

This 28-bit command is for devices implementing the Power Management feature set
(see 4.17).

7.20.2 Description
7.20.2.1 Default Function

The IDLE IMMEDIATE command places the device in the Idle mode. Command completion
may occur even though the device has not fully transitioned into the Idle mode.

See 4.8.4 for interactions with the EPC feature set.
7.20.2.2 Unload feature

Thel unload feature of the IDLE IMMEDIATE command causes a device that-has movable
readl/write heads to move them to a safe position.

Updn receiving an IDLE IMMEDIATE command with the unload feature, a,déeyice shall:

n) stop read look-ahead if that operation is in process;

b) stop writing cached data to the media if that operation is in process;
c) the device shall retract the head(s) onto the ramp if the device implements unloading its
head(s) onto a ramp;
d) the device shall park its head(s) in the landing zone if the device implements parking its hedd(s)
in a landing zone on the media; and
e) transition to the Idle mode.

The| device shall retain any data in any write cacheyand resume writing the cached data ¢nto
the [media after receiving a software reset, a hardware reset, or any new command ex¢ept
IDLE IMMEDIATE command with unload feature.

A device shall report command completion.after the head(s) have been unloaded or parked.
7.20.3 Inputs (Default Function)
Seg table 64 for the IDLE IMMEDIATE command inputs.

Table 64.— IDLE IMMEDIATE command inputs

Name Description

Feature | N/A except whenithe unload feature is requested, see 7.20.4

—

Cqunt | N/A except when the unload feature is requested, see 7.20.4

IBA [ N/A except When the unload feature is requested, see 7.20.4

Deyice
Bit Description

Obsolete

MNAA

Obsolete

Transport Dependent — See 6.2.12

SO A O P N

Reserved

Command 7:0 E1h
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7.20.4 Inputs (Unload Feature)
See table 65 for the IDLE IMMEDIATE with Unload command inputs.

Table 65 — IDLE IMMEDIATE with Unload command inputs

Name Description
Feature |44h
Count|00h
LBA|055 4E4Ch
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 E1h

7.20.5 Normal Outputs (default)
Seq table 212.

7.20.6 Normal Outputs (unload feature)

Sed table 218.
7.20.7 Error Outputs
Sed table 235.
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7.21 Non-Volatile Cache
7.21.1 NV Cache Overview

The NV Cache feature set modifies the NV Cache Pinned Set of a device allowing the device to
improve response times to read and write commands while reducing the device's power
consumption.

The NV Cache feature set provides a set of commands that allow control of a device's
management of the contents of its NV Cache.

Commands unique to the NV Cache feature set use a single command code and are
differentiated from one another h‘,’ the value plnnnd inthe Feature field. A device that

implements the NV Cache Commands feature set shall implement the following commands|

A) ADD LBA(S) TO NV CACHE PINNED SET;

B) REMOVE LBA(S) FROM NV CACHE PINNED SET;
C) QUERY NV CACHE PINNED SET;

D) QUERY NV CACHE MISSES;

e) FLUSH NV CACHE; and

f) NV CACHE ENABLE/DISABLE.

Indijvidual NV Cache Commands are identified by the value placéd in the Feature field as
shopn in table 66.

Table 66 — NV Cache Commands

Value CommandName
0000h-000Fh | Reserved for the NV Cache Power Management feature set
0010h | ADD LBA(S) TO NV CACHE PINNED SET
0011h|REMOVE LBA(S) FROM NV CACHE PINNED SET
0012h | QUERY NV CACHE PINNEDSSET
0013h | QUERY NV CACHE MISSES
0014h |FLUSH NV CACHE
0015h | NV CACHE ENABLRE
0016h | NV CACHE.DISABLE
0017h..002Fh [ Reserved for the NV Cache feature set
P030h..00CFh | Reserved
DODON..00EFh [ Vendor Specific
DOFOh..FFFFhy Reserved

7.21.2 NV Cache Power Management Overview

Thel NV(Cache Power Management feature set modifies the behavior of a device allowing|the
devjcelto improve response times to read and write commands while reducing the devite's
pOWET consumption.

Commands unique to the NV Cache Power Management feature set use a single command
code and are differentiated from one another by the value placed in the Feature field. A device
that implements the NV Cache Power Management feature set shall implement the following
commands:

a) SET NV CACHE POWER MODE; and
B) RETURN FROM NV CACHE POWER MODE.
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Individual NV Cache Power Management commands are identified by the value placed in the
Feature field as shown in table 67.

Table 67 — NV Cache Power Management Commands

Value Command Name
0000h | SET NV CACHE POWER MODE
0001h |RETURN FROM NV CACHE POWER MODE
0002h..000Fh [ Reserved for the NV Cache Power Management feature set
0010h..002Fh [ Reserved for the NV Cache feature set
0030h..00CFh | Reserved
00DOh..00EFh | Vendor Specific
00FOh..FFFFh |Reserved
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7.21.3 ADD LBA(S) TO NV CACHE PINNED SET - B6h/10h, DMA
7.21.3.1 Feature set

This 48-bit command is for devices implementing the NV Cache feature set (see 4.15).
7.21.3.2 Description

The ADD LBA(S) TO NV CACHE PINNED SET command adds the logical blocks specified in
the NV Cache Set Data to the NV Cache Pinned Set.

If the PI bit is set to one, then the ADD LBA(S) TO NV CACHE PINNED SET command shall
not complete until the device has transferred all of the logical sector data into the NV Cache

Pin

ice

has|transferred any of the logical sectors into the NV Cache Pinned Set and the logical sector
data shall be transferred into the NV Cache Pinned Set on subsequent Write operations.|If a
Regd operation occurs to an LBA marked with the PI bit cleared to zero beforg the lodical

sector data is received, then this data shall be sourced from the valid data located outsid
the NV Cache Pinned Set and may require a disk spin up.

If ap LBA Range Entry (see 7.21.3.6) specified in the NV Cache Set Data’does exist by

of

tis

beypnd the range of user addressable logical blocks, the device shall add the logical blocks to

the NV Cache Pinned Set, but continue to fail all reads and writes to-the LBA as before.

The|response to this command shall be the number of logical sectors that may be added to|
NV [Cache's pinned set.

7.21.3.3 Inputs
7.21.3.3.1 Overview
Seg table 68 for the ADD LBA(S) TO NV CACHE PINNED SET command inputs.

Table 68 — ADD LBA(S) TO NV CACHE PINNED SET command inputs

the

Name Description
Feafure [0010h
Cqunt | Number of 512-byte data blocks.to be transferred. 0000h specifies that 65 536 blocks shall be
transferred
LBA
Bit Description
47:1 Reserved
0~ Ropulate Immediately (Pl) — See 7.21.3.3.2
Deyice
Bit Description
7:5 N/A
4 Tldl IprIt DUIJCI IUICI Ii - SUU 6212
3:0 Reserved
Command 7:0 B6h

7.21.3.3.2 Populate Immediately

If the Pl (Populate Immediately) bit is set to one, then the device shall add the logical blocks
specified in the Pin Request Data (see table 69) to the device's NV Pinned Cache Set and
populated with the specified data from the rotating media before command completion.

If Pl is cleared to zero, then the logical blocks specified in the Pin Request Data shall be added
to the device's NV Pinned Cache Set and:
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a) the LBA in the pinned set shall be populated with data from a subsequent write operation; and

b) the LBA in the pinned set may be populated with data from a subsequent read operation.
7.21.3.4 Normal Outputs
See table 225.
7.21.3.5 Error Outputs

If this command fails, none of the requested logical blocks are added to the NV Cache Pin
Set. See table 262 for more information.

7.21.3.6 Output From the Host to the Device Data Structure

ned

Pin|Request Data is a list of individual LBA ranges. Each entry in the Pin Request Dafa is

called a LBA Range Entry (see 4.15.3.2). If the range length is zero, then the LBA Range E|
is njot valid. The range entries shall be non-overlapping and shall be sorted with the
valyes in ascending order.

Table 69 — LBA Range Entries

Offset Type Description
0.7 QWord Entry #0

63:48 Range Length
47:0 LBA Value

8..15 QWord Entry #1

63:48 Range Length
470 LBA Value

496..511 QWord Entry #63
63:48 Range Length
47:0 LBA Value

ntry
| BA
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4 FLUSH NV CACHE - B6h/14h, Non-Data
4.1 Feature set
48-bit command is for devices implementing the NV Cache feature set (see 4.15).

4.2 Description

The FLUSH NV CACHE command, requests the device to provide at least as many logical
blocks as are specified in LBA (31:0) for use by the NV Cache Pinned Set. If necessary the
device flushes logical blocks from the NV Cache Unpinned Set to provide the capacity
requested. The device may spin-up to complete this command. The logical blocks shall remain

available until the next reset or NV Cache feature set command is processed by the device.
7.21.4.3 Inputs
Seq table 70 for the ADD LBA(S) TO NV CACHE PINNED SET command inputs.
Table 70 — ADD LBA(S) TO NV CACHE PINNED SET command inputs
Name Description
Feature |0014h
Cqunt |Reserved
IBA
Bit Description
47:32 Reserved
31:0 Minimum number of logical blocks to{lush
Deyice
Bit Description
7:5 N/A
4 Transport Dependent,~ See 6.2.12
3:0 Reserved
Commgand 7:0 B6h

7.21.4.4 Normal Outputs

The

flushed from the'NV Cache Unpinned Set to satisfy the Minimum Number of logical block

number of unflushed logical blocks is the number of logical blocks that have yet tg

be
S to

flush or the ndmber of logical blocks to empty from the NV Cache Unpinned Set, whichever is

lesq.

7.21.4.5(Error Outputs

See

See table 226.

table 264
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7.21.5 NV CACHE DISABLE - B6h/16h, Non-Data

7.21.5.1 Feature set

This 48-bit command is for devices implementing the NV Cache feature set (see 4.15).
7.21.5.2 Description

The NV CACHE DISABLE command shall cause the device to perform the following actions:

a) flush all non-volatile cached data (i.e., pinned and unpinned data) to other non-volatile media;
b) erase the pinned logical sectors list;
c) disable the NV Cache Power Management feature set; and

Onge the device has reported successful command completion, the device shall refurn
conpmand aborted for all commands in the NV Cache feature set except for NV, CAGHE
ENABLE command (see 7.21.6).

Thig setting is non-volatile.
7.21.5.3 Inputs
Seq table 71 for the NV CACHE DISABLE command inputs.

Table 71 — NV CACHE DISABLE command.inputs

Nameé Description

Feature |0016h

—

Cqunt |Reserved

IBA | Reserved

Deyice
Bit Description
7:5 N/A

4 Transport Dependent/— See 6.2.12
3:0 Reserved

Command 7:0 B6h

7.21.5.4 Normal Outputs
Seq table 223.

7.21.5.5 Error Outputs
Sed table 264.
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7.21.6 NV CACHE ENABLE - B6h/15h, Non-Data

7.21.6.1 Feature set

This 48-bit command is for devices implementing the NV Cache feature set (see 4.15).
7.21.6.2 Description

The NV CACHE ENABLE command allows the device to read data from or write data to the
non-volatile cache.

This setting is non-volatile.

7.21.6.3 Inputs
Seq table 72 for the NV CACHE ENABLE command inputs.

Table 72 — NV CACHE ENABLE command inputs

Name Description

Feature |0015h

—

Cqunt |Reserved

|BA [ Reserved

Deyice
Bit Description
7:5 N/A

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 B6h

7.21.6.4 Normal Outputs
Seq table 223.

7.21.6.5 Error Outputs
Seq table 264.
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7.21.7 QUERY NV CACHE MISSES - B6h/13h, DMA

7.21.7.1 Feature set

This 48-bit command is for devices implementing the NV Cache feature set (see 4.15).
7.21.7.2 Description

The QUERY NV CACHE MISSES command requests the device to report Cache Miss Data
(see table 74) in LBA Ranges in a single 512-byte block. The first 64 cache misses are
returned as LBA Ranges and shall be listed in accessed order. If the device does not have as
many LBA ranges as are requested in the transfer, the unused LBA ranges shall be filled with
zeroes.

Any| of the following conditions shall cause the Cache Miss Data to be cleared:

n) the device processes a power-on reset;
b) the devices completes a QUERY NV CACHE MISSES command; or
c) the device completes a STANDBY IMMEDIATE command.

7.21.7.3 Inputs
Seq table 73 for the QUERY NV CACHE MISSES command inputs.

Table 73 — QUERY NV CACHE MISSES command-inputs

Name Description

Feature |0013h

Cqunt|[0001h

IBA | Reserved

Deyice
Bit Description
7:5 N/A
4 Transport Dependent='See 6.2.12
3:0 Reserved
Command 7:0 B6h

7.21.7.4 Normal Outputs
Seq table 225.

7.21.7.5 Error Outputs
Sed table 265,
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7.21.7.6 Input From the Device to the Host Data Structure

Cache Miss Data is a list of individual LBA ranges. Each entry in Cache Miss Data is called a
LBA Range Entry (see 4.15.3.2) and is represented by 8 bytes. If the range length is zero, then
the LBA Range Entry is not valid.

Table 74 — Cache Miss Data

Offset Type Description
0.7 QWord Entry #0

63:48 Range Length
47:0 LBA Value

8..15 QWord Entry #1

63:48 Range Length
47:0 LBA Value

496..511 QWord Entry #63
63:48 Range Length
47:0 LBA Valye
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7.21.8 QUERY NV CACHE PINNED SET - B6h/12h, DMA
7.21.8.1 Feature set

This 48-bit command is for devices implementing the NV Cache feature set (see 4.15).

7.21.8.2 Description

The QUERY NV CACHE PINNED SET command requests the device to send the LBA Ranges
currently in the NV Cache Pinned Set in one or more 512-byte blocks equal to the number in
Block Count. If a device does not have as many LBA Ranges as are requested in the transfer,
the unused LBA Range Entries shall be filled with zero.

7.21:8-3nputs

Seq table 75 for the QUERY NV CACHE PINNED SET command inputs.

Table 75 — QUERY NV CACHE PINNED SET command inputs

Name Description
Feafure [0012h
Cqunt | Number of 512-byte data blocks to be transferred. 0000h specifies that 65 536 blocks shall be
transferred.
UBA | Starting 512-byte data block. The first 512-byte data block is numbered zero.
Deyice
Bit Description
7:5 N/A
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 B6h
7.21.8.4 Normal Outputs
Seq table 225.
7.21.8.5 Error Outputs
Seq table 265.
7.21.8.6 Input From the,Device to the Host Data Structure
Pin[Set Data is a list of individual LBA ranges. Each entry in Pin Set Data is called a LBA

Rarlge Entry (see*4.15.3.2) and is represented by eight bytes. The LBA Range Entries shall be
sent in ascending numerical order by LBA value.

Table 76 — Pin Set Data
Offset——Weord——Deseription
0.7 QWord Entry #0
63:48 Range Length
47:0 LBA Value
8..15 QWord Entry #1
63:48 Range Length
47:0 LBA Value
496..511 QWord Entry #63
63:48 Range Length
47:0 LBA Value
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7.21.9 REMOVE LBA(S) FROM NV CACHE PINNED SET - B6h/11h, DMA/Non-Data
7.21.9.1 Feature set

This 48-bit command is for devices implementing the NV Cache feature set (see 4.15).
7.21.9.2 Description

The REMOVE LBA(S) FROM NV CACHE PINNED SET command removes the logical blocks
specified in the NV Cache Set Data from the NV Cache's pinned set. This command may not
remove the logical blocks from the NV Cache.

If the NV Cache Set Data specifies an LBA not in the NV Cache Pinned Set, the LBA shall be
igngred-withoutTcausimg am error-

Thel response to this command shall be the number of additional logical blocks that-the host
may add to the NV Cache's pinned working set as specified in the Count and LBA fields.

7.21.9.3 Inputs
7.21.9.3.1 Overview
Seq table 77 for the QUERY NV CACHE PINNED SET command inputs:

Table 77 — QUERY NV CACHE PINNED SET command inputs

Name Description
Feafure |0011h
Cqunt [ Number of 512-byte data blocks to be transferred. 0000h specifies that 65 536 blocks shdfl be
transferred.
LBA
Bit Description
47:1 Reserved
0 Unpin All (UA) — See 7.29.9.3.2
Deyice
Bit Description
7:5 N/A
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 B6h

7.21.9.3,2'Unpin All
If thesWA (Unpin All) bit is set to one, then the device shall:

a) ignore the value in the Count field;
b) unmap all logical blocks in the NV Cache Pinned Set; and
c) use the Non-Data protocol.

7.21.9.4 Normal Outputs
See table 225.
7.21.9.5 Error Outputs

If a device completes this command with an error, then none of the requested logical blocks
are removed from the NV Cache Pinned Set. See table 263.
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7.21.9.6 Output From the Host to the Device Data Structure

Remove Pin Data is a list of individual LBA ranges. Each entry in Remove Pin Data is called a
LBA Range Entry (see 4.15.3.2) and is represented by eight bytes. If the range length is zero,
then the LBA Range Entry is not valid. The range entries shall be non-overlapping and sorted

with the LBA Values in ascending order.

Table 78 — Remove Pin Data

Offset

Type

Description

0.7

QWord

Entry #0

03:40
47:0

Range Length
LBA Value

8..15

QWord

Entry #1
63:48
47:0

Range Length
LBA Value

496..511

QWord

Entry #63
63:48
47:0

Range Length
LBA \alue
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7.21.10 RETURN FROM NV CACHE POWER MODE - B6h/01h, Non-Data
7.21.10.1 Feature set

This 48-bit command is for devices implementing the NV Cache Power Management feature

set (see 4.16).

7.21.10.2 Description

The RETURN FROM NV CACHE POWER MODE command shall cause the device to disable
the NV Cache power mode and clear IDENTIFY DEVICE data word 214 bit 1 (see 7.17.7.79).
Upon completion of this command the device shall disable the NV Cache power mode timer
(see 4.17.4).

Thig command shall not enable or disable the non-volatile cache or the NV Cache feature

7.21.10.3 Inputs

Seq table 79 for the QUERY NV CACHE PINNED SET command inputs.

Table 79 — QUERY NV CACHE PINNED SET command inputs

bet.

Name

Description

Feature

0001h

—

Cqun

Reserved

UBA

Reserved

Deyice

Bit Description
7:5 N/A

4 Transport Dependent — See 6.2:12
3:0 Reserved

Command

7:0 B6h

7.21.10.4 Normal Outputs

Sed table 212.

7.21.10.5 Error Outputs

Seeg table 238.
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7.21.11 SET NV CACHE POWER MODE - B6h/00h, Non-Data
7.21.11.1 Feature set

This 48-bit command is for devices implementing the NV Cache Power Management feature
set (see 4.16).

7.21.11.2 Description

The SET NV CACHE POWER MODE command shall cause the device to set the NV Cache
power mode timer and set IDENTIFY DEVICE data word 214 bit 1 to one (see 7.17.7.79). The
device should minimize power consumption and use the NV Cache to complete read and write
requests whenever possible.

When the device spins-up its rotating media, the rotating media shall remain spun-up¥qgr at
leagt as many seconds as the value in the Count field.

If the Standby timer or the Standby_y timer or the Standby_z timer (see 4.8) expires before|the
NV Cache power mode timer (see 4.17.4), the device shall not transition to Stahdby mode {ntil
the NV Cache power mode timer expires. APM shall not cause the device to transition fo a
lower power state until the NV Cache power mode timer expires.

7.21.11.3 Inputs
7.21.11.3.1 Overview
Seq table 80 for the QUERY NV CACHE PINNED SET command inputs.

Table 80 — QUERY NV CACHE PINNED SET command inputs

Name Description

Feature |0000h

Cqunt | Minimum High-Power Time — See 7.21.11¢3.2

IBA | Reserved

Deyice
Bit Description
7:5 N/A
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0.B6h

7.21.11.3.2 Minimum High-Power Time

Minfmum High-Power Time contains the minimum value, in seconds, that the device shall stay
e Actjve state or Idle state (see 4.17.4) when the device needs to enter the high power
ess its media while NV CACHE power mode is set. The high power state

Raowe \NMAanaacgoaman a_in a

The maximum amount of time the device shall keep the media spun up is vendor specific.
7.21.11.4 Normal Outputs

See table 212.

7.21.11.5 Error Outputs

See table 238.
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7.22 NOP - 00h, Non-Data

7.22.1 Feature Set

This 28-bit command is for ATA devices (see 4.2) and ATAPI devices (see 4.3).
7.22.2 Description

The NOP command shall complete with an error.

7.22.3 Inputs

See table 81 for the NOP command inputs.

Table 81 — NOP command inputs
Name Description
Feature | Subcommand Code (see table 82).
Cqunt|N/A
UBA | N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 00h
Table 82 —INOP Subcommand Code
Siibcommand
Code| Description Action
00h NOP Return command aborted.
01h..FFh Obsolete
7.22.4 Normal Outputs

When processedibya device, this command always fails with an error (see table 82).

Thel Count and™LBA fields retain the values that were present when the NOP command was
accepted,

7.22.5 Error Outputs

N o
Seetabte 254
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7.23 PACKET - AOh, Packet
7.23.1 Feature Set

This 28-bit command is for devices implementing the PACKET feature set (see 4.3).

7.23.2 Description

The PACKET command transfers a SCSI CDB (see SPC-4) via a command packet. If the native
form of the encapsulated command is shorter than the packet size reported in IDENTIFY
PACKET DEVICE data word 0 bits (1:0) (see 7.18.6.2), then the encapsulated command shall
begin at byte 0 of the packet. Packet bytes beyond the end of the encapsulated command are

reserved

7.23.3 Inputs

Seg table 83 for the PACKET command inputs.

Table 83 — PACKET command inputs

Name

Description

Feature

Bit Description

7:3 Reserved
2 DMADIR — See 7.23.4.
1 Obsolete

0 DMA — This bit is set to one to inform‘the device that the data transfer (i.e., n

ot the

command packet transfer) associated with this command is via Multiword DNIA or

Ultra DMA mode.

Cqunt

Bit Description
7:3 Obsolete
2:0 N/A

Bit Description
27:24 Reserved

23:8 Byte Count Limit — See 7.23.5.

7:0 Reserved

Deyice

Bit Description
7 Obsolete
6 N/A
5 Obsolete

4 Transport Dependent — See 6.2.12

3:0 Reserved

Command

7:0 AOh
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7.23.4 DMADIR

The DMADIR bit indicates the direction of the DMA data transfer for the PACKET command
and is used only for ATAPI devices that require direction indication from the host. If IDENTIFY
PACKET DEVICE data word 62 bit 15 (see 7.18.6.17) is set to one, then the device requires
the use of the DMADIR bit for DMA data transfer for PACKET commands.

If the device requires the DMADIR bit to be set to one for a DMA data transfer for a PACKET
command (i.e., bit 0, the DMA bit, is set to one), then this bit indicates the direction of data
transfer (i.e., 0 = transfer to the device, and 1 = transfer to the host). If the device requires the
DMADIR bit to be set for a DMA data transfer for a PACKET command, but the current
operation is a P10 data transfer (i.e., bit 0, the DMA bit, is cleared to zero), then this bit is
igngred.

Singe the data transfer direction is set by the host as the command is constructed,|the
DMADIR bit should not conflict with the data transfer direction of the commandxIf'a confflict
between the command transfer direction and the DMADIR bit occurs, the devicé should refurn
with an ABORTED command, and the sense key set to ILLEGAL REQUEST.

If the device does not require the DMADIR bit to be set for a DMA data transfer for a PACKET
conmmand, then this bit should be cleared to zero.

A dpvice that does not support the DMADIR feature may return_éommand aborted fopr a
conmmand if the DMADIR bit is set to one.

7.23.5 Byte Count Limit

Thel Byte Count Limit is the maximum byte count that is Ao be transferred in any single QRQ
data block for PIO transfers. The Byte Count Limit does not apply to the command pag¢ket
tranisfer. If the PACKET command does not transfer-data, the Byte Count Limit is ignored.

NOTE The amount of data transferred by this command is specified in the CDB (see SBC-3).

If the PACKET command results in a data transfer, then:

n) the host should not set the Byte Count Limit to zero (see 7.18.6.49);

b) if the total requested data transferllength is greater than the Byte Count Limit, then the vplue
set into the Byte Count Limit shall be even;

c) if the total requested data transfer length is equal to or less than the Byte Count Limit, ther) the
value set into the Byte Count Limit may be odd; and

d) the value FFFFh shall'be interpreted by the device as though the value were FFFEh.

7.23.6 Normal Outputs
7.23.6.1 Awaiting command

When the devicelis ready to accept the command packet from the host the return strucjure
shall be set_aceording to table 219. The Input/Output bit shall be cleared to zero, and|the
Command/Data bit shall be set to one. The Byte Count Limit shall reflect the value set by|the
host when\the command was issued.

7.23.6.2’Data transmission

Data transfer shall occur after the receipt of the command packet. See table 219 for the return
structure when the device is ready to transfer data requested by a data transfer command.
Input/Output is ignored, and Command/Data shall be set to zero.

If the transfer is to be in PIO mode, then the byte count of the data to be transferred for this
DRQ data block shall be:

a) not equal to zero;

b) less than or equal to the byte count limit value received from the host;
c) less than or equal to FFFEh; and

d) even if this is not the last transfer of a command.

If this is the last transfer for a command in PIO mode, then the byte count for the DRQ data
block may be odd. If the byte count for the DRQ data block is odd, then the last byte
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transferred shall be a pad byte (i.e., to make the total number of bytes transferred be even).
The value of the pad byte is undefined.

7.23.6.3 Successful command completion

When the device has command completion without error, the device returns the data structure
found in table 219. Input/Output shall be set to one, Command/Data shall be set to one. Byte
Count is reserved at command completion.

7.23.7 Error Outputs

The device shall not terminate the PACKET command with an error before the last byte of the
command packet has been written. See table 255.
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7.24 READ BUFFER - E4h, PIO Data-In

7.24.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).

7.24.2 Description

The READ BUFFER command enables the host to read a 512-byte block of data.

The READ BUFFER command and WRITE BUFFER command shall be synchronized such that
sequential WRITE BUFFER command and READ BUFFER command access the same data.

The—command Ir_\rir\r toa READ BUFFER command should be 2 WRITE BUFFER command. If

the|READ BUFFER command is not preceded by a WRITE BUFFER command, thé~data
returned by READ BUFFER command may be indeterminate.

7.24.3 Inputs
Seg table 84 for the READ BUFFER command inputs.

Table 84 — READ BUFFER command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description
7:5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved

Command 7:0 E4h

7.24.4 Normal Outputs
Seq table 212.
7.24.5 Error Outputs

A dévice may return semmand completion with the Error bit set to one if an Interface CRC drror
has|occurred. See table 236.

NOTE There/s\nho defined mechanism for a device to return an Interface CRC error status that may have occlirred
during the last.data block of a P1O-in data transfer. There may be other mechanisms in which a host may verify that an
Interface CRE error occurred in these cases.
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7.25 READ BUFFER DMA - E9h, DMA

7.25.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).

7.25.2 Description

See 7.24.2.

7.25.3 Inputs

See table 85 for the READ BUFFER DMA command inputs.

Table 85 — READ BUFFER DMA command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved

Commgand 7:0 ESh

7.28.4 Normal Outputs
Seq 7.24.4.

7.28.5 Error Outputs
Seq 7.24.5.
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7.26 READ DMA - C8h, DMA

7.26.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).

7.26.2 Description

The READ DMA command allows the host to read data using the DMA data transfer protocol.
7.26.3 Inputs

See table 86 for the READ DMA command inputs.

Table 86 — READ DMA command inputs

Name Description
Feature | N/A
Cqunt| The number of logical sectors to be transferred. A value of 00h indicates that 256 logical gectors

are to be transferred.

IBA | LBA of first logical sector to be transferred.

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 C8h

7.26.4 Normal Outputs
Seq table 212.
7.26.5 Error Outputs

If am unrecoverable error occurs while the device is processing this command, then the deyice
shall return command completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The validity of the data
transferred is indeterminate. See table 245.
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7.27 READ DMA EXT - 25h, DMA

7.27.1 Feature Set

This 48-bit command is for devices implementing the 48-bit Address feature set (see 4.4).
7.27.2 Description

The READ DMA EXT command allows the host to read data using the DMA data transfer
protocol.

7.27.3 Inputs

See-table 87 for the READ DMA EXT command inpnfe

Table 87 — READ DMA EXT command inputs

Name Description
Feafure [ Reserved
Cqunt| The number of logical sectors to be transferred. A value of 0000h indicates-that 65 536 logical
sectors are to be transferred.
IBA | LBA of first logical sector to be transferred.
Deyice
Bit Description
7 Obsolete
6 Shall be set to one
5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 25h

7.21.4 Normal Outputs
Seq table 223.
7.21.5 Error Outputs

If amp unrecoverable ercaroccurs while the device is processing this command, then the deyice
shall return command _completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The validity of the data
transferred is indeterminate. See table 243.
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7.28 READ FPDMA QUEUED - 60h, DMA Queued

7.28.1 Feature Set

This 48-bit command is for devices implementing the NCQ feature set (see 4.14).
7.28.2 Description

The READ FPDMA QUEUED command requests data to be transferred from the device to the
host.

7.28.3 Inputs
7.28.3.1 Overview
Seq table 88 for the READ FPDMA QUEUED command inputs.

Table 88 — READ FPDMA QUEUED command inputs

Name Description

Feafure [ The number of logical sectors to be transferred. A value of 0000h indicates-that 65 536 logical
sectors are to be transferred.

Cqunt
Bit Description
15 PRIO — See 7.28.3.2.
14:8 Reserved
7:3 NCQ Tag — See 6.5.2.
2:0 N/A

UBA | LBA of first logical sector to be transferred:

Deyice
Bit Description
7 FUA — See 7.28.3:8.
6 Shall be set to'one.
5 Reserved
4 Shall be-set to zero.
3:0 Reserved

Commgand 7:0° 60h

7.24.3.2 Priority (PRIO)

The| Pfiority (PRIO) value shall be assigned by the host based on the priority of the commjand
issued " If PRIO is set to one then the command shall be high prinrity If PRIO is cleared to
zero, then the command shall be normal priority. The device shall make a best effort to
complete high priority requests in a more timely fashion than normal priority requests.

7.28.3.3 Forced Unit Access (FUA)

When the FUA bit is set to one the device shall retrieve the data from the non-volatile media
regardless of whether the device holds the requested information in its volatile cache. If the
device holds a modified copy of the requested data as a result of having volatile cached writes,
the modified data shall be written to the non-volatile media before being retrieved from the
non-volatile media as part of this operation. When the FUA bit is cleared to zero the data shall
be retrieved either from the device's non-volatile media or cache.

7.28.4 Command Acceptance Outputs
See table 227.
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7.28.5 Normal Outputs
See table 228.
7.28.6 Error Outputs

This return indicates that the command was aborted due to LBA out of range, a duplicate tag
number, an invalid tag number, or an Interface CRC error, see table 266 for more information.

Errors that occur during the processing of this command are reported by returning a transport
dependent indicator with additional information available in the NCQ Command Error log. The
validity of the data transferred is indeterminate. See table 268.
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7.29 READ LOG EXT - 2Fh, PIO Data-In
7.29.1 Feature Set

This 48-bit command is for devices implementing the GPL feature set (see 4.10).

7.29.2 Description
The READ LOG EXT command returns the specified log to the host. See table A.2 for the list of

logs.

7.29.3 Inputs

7.2

ISO/IEC 17760-102:2016 © ISO/IEC 2016

All fhe logs in this standard reserve the Feature field unless otherwise specified. See tabll 89
for fhe READ LOG EXT command inputs.

Table 89 — READ LOG EXT command inputs
Name Description
Feature | Log Specific
Cqunt|Block Count — See 7.29.3.2.
UBA
Bit Description
47:40 Reserved
39:32 Page # (15:8) — See 7.29.3.4.
31:16 Reserved
15:8 Page # (7:0) — See 7.29.3.4.
7:0 Log Address — See 7.29.3.3.
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0" Reserved
Command 7:0 2Fh
7.29.3.2'Block Count
Sp bificb “IU IIUIIIIUUI Uf 512'IL)th IUiUb;\b Uf ddtd tU IUC u:au' flUllI iiIU bpcuificd iUg Tilﬂ |Og

transferred by the device shall start at the block of data in the specified log at the specified
offset, regardless of the block count requested. A value of zero is illegal and shall result in
command aborted.

7.29.3.3 Log Address

Specifies the log to be read as described in table A.2. A device may support a subset of the
available logs. Support for individual logs is determined by support for the associated feature
set. Support of the associated log(s) is mandatory for devices implementing the associated

feature.

7.29.3.4 Page #

Specifies the first log page to be read from the specified log address. The first page number
shall be zero.
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7.29.4 Normal Outputs

See table 223.

7.29.5 Error Outputs

A device shall return command aborted if:

a) the feature set associated with the log specified in the LBA field (7:0) is not supported or not
enabled;

b) the values in other fields are invalid (e.g., the Count field is cleared to zero); or

c) the value in the Page # field plus the value in the Count field is larger than the log size reported
in the General Purpose Log Directory.

A device may return command aborted if an Interface CRC error has occurred. The validilly of
the [data transferred is indeterminate.

Se¢ table 244.

NOTE There is no defined mechanism for a device to return an Interface CRC error status that’may have occiirred
during the last data block of a P1O-in data transfer. There may be other mechanisms in which ‘ahost may verify that an
Interface CRC error occurred in these cases.
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7.30 READ LOG DMA EXT -47h, DMA
7.30.1 Feature Set

This 48-bit command is for devices implementing the General Purpose Logging feature set
(see 4.10).

7.30.2 Description

See 7.29.2.
7.30.3 Inputs
All WWEMM&MMWM i i i ifi > 90
for fhe READ LOG DMA EXT command inputs.
Table 90 — READ LOG DMA EXT command inputs
Name Description
Feature | Log Specific
Cqunt | Block Count — See 7.29.3.2.
UBA
Bit Description
47:40 Reserved
39:32 Page # (15:8) — See 7.29.3.4.
31:16 Reserved
15:8 Page # (7:0) — See 7.29.3.4.
7:0 Log Address — See 7.29.3.3.
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Command 7:0 47h
7.30.4 Normal'Outputs
Sed 7.29.4.
7.30-5Error Outputs

See 7.29.5.
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READ MULTIPLE - C4h, PIO Data-In
1 Feature Set
28-bit command is for ATA devices (see 4.2).

2 Description

The READ MULTIPLE command reads the number of logical sectors specified in the Count

field.

The number of logical sectors per DRQ data block is defined by the content of IDENTIFY
DEVICE data word 59 (see 7.17.7.21). The device shall interrupt (See ATA8-APT and

ATAB-AST) Tor each DRQ data block transferred.

If the number of requested logical sectors is not evenly divisible by the DRQ data bloek*count

(se

parfial DRQ data block transfer.

7.52), as many full DRQ data blocks as possible are transferred, followed.'by a fi

hal,

DeMice errors encountered during READ MULTIPLE commands are returned.at the beginning

of the DRQ data block or partial DRQ data block transfer.
If a|READ MULTIPLE command is received by the device and:
n) IDENTIFY DEVICE data word 59 bit 8 (see 7.17.7.21) is cleared to-zero; or

b) IDENTIFY DEVICE data word 59 bit 8 (see 7.17.7.21) is set\to“one and IDENTIFY DEVICE
data word 59 bits 7:0 are set to zero,

then the device shall return command aborted. A successful SET MULTIPLE MODE commiand
sholld precede a READ MULTIPLE command.

7.31.3 Inputs

Seg table 91 for the READ MULTIPLE command-inputs.

Table 91 — READ MULTIPLE command inputs

Name Description

Feature | N/A

Cqunt| The number of logical sectors’to be transferred. A value of 00h indicates that 256 logical gectors

are to be transferred.

UBA |LBA of first logical séctor to be transferred.

Deyice
Bit_Description
7.5 0Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Comméané +0—C4h

7.31.4 Normal Outputs

See

table 212.

7.31.5 Error Outputs

If an unrecoverable error occurs while the device is processing this command, then the device
shall return command completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The validity of the data
transferred is indeterminate. A device may return command completion with the Error bit set to

one

if an Interface CRC error has occurred. See table 245.
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NOTE There is no defined mechanism for a device to return an Interface CRC error status that may have occurred
during the last data block of a PIO-in data transfer. There may be other mechanisms in which a host may verify that an
Interface CRC error occurred in these cases.
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7.32 READ MULTIPLE EXT - 29h, PIO Data-In

7.32.1 Feature Set

This 48-bit command is for all devices implementing the 48-bit Address feature set (see 4.4).
7.32.2 Description

The READ MULTIPLE EXT command reads the number of logical sectors specified in the
Count field.

The number of logical sectors per DRQ data block is defined by the content of IDENTIFY
DEVICE data word 59 (see 7.17.7.21). The device shall interrupt for each DRQ data block
tranjsterred.

If the number of requested logical sectors is not evenly divisible by the DRQ data bloek*count
(se¢ 7.52), as many full DRQ data blocks as possible are transferred, followed.'by a fipal,
parfial DRQ data block transfer.

DeVice errors encountered during READ MULTIPLE EXT commands are.returned at|the
begjnning of the DRQ data block or partial DRQ data block transfer.

If IDENTIFY DEVICE data word 59 bit 8 (see 7.17.7.21) is cleared.to zero, and a RHAD
MULTIPLE EXT command is received by the device, and no successful SET MULTIPLE MQDE
confmand has been processed by the device, the device shall¥€turn command aborted. A
successful SET MULTIPLE MODE command should pregcede a READ MULTIPLE EXT
command.

7.32.3 Inputs
Seg table 92 for the READ MULTIPLE EXT command inputs.

Table 92 — READ MULTIPLE.EXT command inputs

Name Description

Feature | Reserved

—

Cqunt [ The number of logical sectors to be transferred. A value of 0000h indicates that 65 536 logical

sectors are to be transferred.

UBA | LBA of first logical sector, to be transferred.

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 29h
7.324Normal-Outputs

See table 223.
7.32.5 Error Outputs

If an unrecoverable error occurs while the device is processing this command, then the device
shall return command completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The validity of the data
transferred is indeterminate. A device may return command completion with the Error bit set to
one if an Interface CRC error has occurred. See table 257.

NOTE There is no defined mechanism for a device to return an Interface CRC error status that may have occurred
during the last data block of a PIO-in data transfer. There may be other mechanisms in which a host may verify that an
Interface CRC error occurred in these cases.
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7.33 READ NATIVE MAX ADDRESS - F8h, Non-Data
7.33.1 Feature Set

This 28-bit command is for devices implementing the HPA feature set (see 4.11).

7.33.2 Description

The READ NATIVE MAX ADDRESS command returns the maximum LBA that is valid when
using the SET MAX ADDRESS command.

If the native max address of a device is equal to or less than 268 435 454, a READ NATIVE
MAX ADDRESS command shall return the native max address. If the native max address is

gredter than 266 435 454, a READ NATIVE MAX ADDRESS command shall cause the de

to return a maximum value of 268 435 454.
7.33.3 Inputs
Seg table 93 for the READ NATIVE MAX ADDRESS command inputs.

Table 93 — READ NATIVE MAX ADDRESS command inputs

Vice

Name Description
Feature | N/A
Cqunt | N/A
UBA [N/A
Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 F8h

7.33.4 Normal Outputs

See table 220. LBA contains‘the native max address.
7.33.5 Error Outputs

See table 238.
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7.34 READ NATIVE MAX ADDRESS EXT - 27h, Non-Data
7.34.1 Feature Set

This 48-bit command is for devices implementing both the HPA feature set (see 4.11) and the
48-bit Address feature set (see 4.4).

7.34.2 Description

The READ NATIVE MAX ADDRESS EXT commands returns the maximum LBA that is valid
when using the SET MAX ADDRESS EXT command.

7.34.3 Inputs
Seg table 94 for the READ NATIVE MAX ADDRESS EXT command inputs.

Table 94 — READ NATIVE MAX ADDRESS EXT command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 Shall be set to one.

5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved

Command 7:0 27h

7.34.4 Normal Outputs

Seq table 224. LBA contains the'native max address.
7.34.5 Error Outputs

Sed table 258.
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7.35 READ SECTOR(S) - 20h, PIO Data-In
7.35.1 Feature Set

This 28-bit command is for ATA devices (see 4.2) and ATAPI devices (see 4.3).

7.35.2 Description

The READ SECTOR(S) command reads a maximum of 256 logical sectors as specified in the

Count field. The transfer shall begin at the logical sector specified in the LBA field.

7.35.3 Inputs

See-table 95 for the READ QF(‘TOR(Q) command inpuis

Table 95 — READ SECTOR(S) command inputs

Name Description
Feature | N/A
Cqunt| The number of logical sectors to be transferred. A value of 00h indicatesthat 256 logical gectors

are to be transferred.

IBA | LBA of first logical sector to be transferred.

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 20h
7.3j.4 Outputs

7.38.5 Normal Outputs

See table 212.

Inr

7.38.7 Error Outputs

The| validity of the‘data transferred is indeterminate. A device may return command completion

witH the Errof\bit set to one if an Interface CRC error has occurred. See table 245.

NOTE There is no defined mechanism for a device to return an Interface CRC error status that may have occ
during the'last data block of a PIO-in data transfer. There may be other mechanisms in which a host may verify th

7.31.6 Outputs for PACKET feature set devices

sponse to this command; ATAPI shall report command aborted and place the ATAPI de
sigrjature in the LBA field. (23:8), see table 217 for the list of signatures.

InterfacevCRC error occurred in these cases.

vice

rred
ht an
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7.36 READ SECTOR(S) EXT - 24h, PIO Data-In

7.36.1 Feature Set

This 48-bit command is for devices implementing the 48-bit Address feature set (see 4.4).
7.36.2 Description

The READ SECTOR(S) EXT command reads a maximum of 65 536 logical sectors as specified
in the Count field. The transfer shall begin at the logical sector specified in the LBA field.

7.36.3 Inputs

See-table 96 for the READ QF(‘TOR(Q) EXT command inpuis

Table 96 — READ SECTOR(S) EXT command inputs

Name Description
Feafure [ Reserved
Cqunt| The number of logical sectors to be transferred. A value of 0000h indicates-that 65 536 logical
sectors are to be transferred.
IBA | LBA of first logical sector to be transferred.
Deyice
Bit Description
7 Obsolete
6 Shall be set to one
5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 24h

7.36.4 Normal Outputs
Seq table 223.
7.34.5 Error Outputs

The] validity of the data.transferred is indeterminate. A device may return command completion

with the Error bit setto one if an Interface CRC error has occurred. See table 257.

NOTE There is ne.defined mechanism for a device to return an Interface CRC error status that may have occiirred
durin|g the last data-block of a P1O-in data transfer. There may be other mechanisms in which a host may verify that an
Interface CRClerror occurred in these cases.
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7.37 READ STREAM DMA EXT - 2Ah, DMA

7.37.1 Feature Set

This 48-bit command is for devices that implement the Streaming feature set (see 4.24).
7.37.2 Description

The READ STREAM DMA EXT command provides a method for a host to read data within an
allotted time. This command allows the host to specify that additional actions are to be
performed by the device prior to the completion of the command.

7.37.3 Inputs
7.37.3.1 Inputs Overview
Seg table 97 for the READ STREAM DMA EXT command inputs.

Table 97 — READ STREAM DMA EXT command inputs

Name Description

Feafure
Bit Description

15:8 Command Completion Time Limit (CCTL) — See 737.3.2.
7 Obsolete

Read Continuous (RC) — See 7.37.3.3.

Not Sequential (NS) — See 7.37.3.4.

Obsolete

Reserved

Stream ID — See 7.37.3.5.

© w h 00 »

Cqunt [ The number of logical sectors to be'transferred. A value of 0000h indicates that 65 536 logical
sectors are to be transferred.

UBA [ LBA of first logical sector to«be transferred.

Deyice
Bit Description

7 Obsolete

6~ Shall be set to one.

5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved

~\

fa

Commarrd 2Ah

7.37.3.2 Command Completion Time Limit (CCTL)

the CCTL field specifies the time allowed for the device to process the command before
reporting command completion.

If the CCTL field is not cleared to zero, then the device shall report command completion within
(CCTL x (IDENTIFY DEVICE data words 98..99 (see 7.17.7.52)) microseconds. The device
shall measure the time before reporting command completion from command acceptance.

If the CCTL field is cleared to zero, and the Default CCTL field was not set to zero in the most
recent CONFIGURE STREAM command (see 7.8) for the Stream ID, then the device shall
report command completion within the time specified by the Default CCTL field (see 7.8.3.4).
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If the CCTL field is cleared to zero, and the Default CCTL field was set to zero in the most
recent CONFIGURE STREAM command (see 7.8) for the Stream ID, or the CCTL field is set to
zero and no previous CONFIGURE STREAM command was used to specify a Default CCTL for

this

7.37.

Stream ID, then the result is vendor specific.
3.3 Read Continuous (RC)

If the RC bit is set to one, then:

a) the device shall not stop processing the command due to errors associated with reading th

b)

media;

e

if an error occurs during data transfer, while reading data from the media before command

If th

7.37

If th
may
mar

7.37

The
par
spe

7.3%
See
7.3%

comptetion, before theamountof timeattowed forcommand compietiom based o the Setti
the CCTL field (see 7.37.3.2), or the Default CCTL field (see 7.8.3) is reached, then the.de
1) shall continue to transfer the amount of data requested;

2) may continue reading data from the media;

3) shall report command completion after all data for the command has been trarisferred;
4) shall save the error information in the Read Streaming Error log;

or

c) if the amount of time allowed for command completion based on theSetting of the CCTL
(see 7.37.3.2) or the Default CCTL field (see 7.8.3) is reached, then the device:

1) shall stop processing the command;

2) shall report command completion; and

3) shall set the Command Completion Time Out bit in the.Read Streaming Error log to on

e RC bit is cleared to zero and an error occurs, then the device:

p) may continue transferring data; and
b) shall report command completion after the datatransfer has been completed.

.3.4 Not Sequential (NS)

e NS bit is set to one, then the next READ STREAM command with the same Strean
not be sequential in the LBA space. Any‘read of the device media or internal device by
agement as a result of the state of the NS bit is vendor specific.

.3.5 Stream ID

Stream ID field specifies the stream to be read. The device shall operate according to
bmeters specified by the most recent successful CONFIGURE STREAM comm
Cifying this Stream ID.

.4 Normal Outputs
table 216 for the.definition of Normal Outputs.
.5 Error Outputs

p) the'RC bit was set to one in the READ STREAM DMA EXT command, and
b){/the device is able to return the amount of data requested for the READ STREAM DMA

forman S arrar aoniieead bl e Aia s fenon th A o Ao

g of
ice:

and

field

D

h ID
ffer

the
and

EXT

A
cor T arta \\., Y- arr o otooTTCa Whhe |\4uu|||3 O thCTICarar);

then the device shall set the Stream Error bit to one and clear the Error bit to zero.

If:

a) the RC bit was set to one in the READ STREAM DMA EXT command, and
b) the device is not able to return the amount of data requested for the READ STREAM DMA
command (e.g., an Interface CRC error is reported at command completion),

then the device shall clear Stream Error bit to zero and set the Error bit to one.

If:

a) the RC bit was cleared to zero;

EXT
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b) the CCTL field was not set to zero, or the CCTL field was cleared to zero and the Default CCTL
field specified in the most recent CONFIGURE STREAM command for the Stream ID (see 7.8)
was not cleared to zero; and

c) the time specified for command completion by the CCTL field (see 7.37.3.2) or the Default
CCTL field (see 7.8.3) has been reached,

in the READ STREAM EXT command, then the device shall clear the Stream Error bit to zero,
set the Error bit to one, and set:

a) the Command Completion Timeout bit to one; or
b) the Abort bit to one.

n) the RC bit was cleared to zero;

b) the CCTL field was cleared to zero; and
c) the Default CCTL field was cleared to zero in the most recent CONFIGURE STREAM
command for the Stream ID (see 7.8),

in the READ STREAM EXT command, then the device shall clear the Stream-Error bit to zero,
set the Error bit to one, Interface CRC bit to one, ID Not Found bit to ohe, and/or Abort bjt to
one|(i.e., indicating the error type).

The| validity of the data transferred is indeterminate. See table 2486,
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7.38 READ STREAM EXT - 2Bh, PIO Data-In

7.38.1 Feature Set

This 48-bit command is for devices that implement the Streaming feature set (see 4.24).
7.38.2 Description

See 7.37.2.

7.38.3 Inputs

See table 98 for the READ STREAM EXT command inputs.

Table 98 — READ STREAM EXT command inputs

Name Description

Feafure
Bit Description

15:8 Command Completion Time Limit (CCTL) — See 7.37.3.2,
7 Obsolete

Read Continuous (RC) — See 7.37.3.3.

Not Sequential (NS) — See 7.37.3.4.

Obsolete

Reserved

Stream ID — See 7.37.3.5.

S w h 00 »

—

The number of logical sectors to be transferred. A value of 0000h indicates that 65 536 logical
sectors are to be transferred.

Cqun

UBA [ LBA of first logical sector to be transferred.

Deyice
Bit Description

7 Obsolete

6 Shall be.setto one.

5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0_ Reserved

Command 7:0 2Bh

7.34.4/Normal Outputs
See 7374

7.38.5 Error Outputs
See 7.37.5.
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7.39 READ VERIFY SECTOR(S) - 40h, Non-Data
7.39.1 Feature Set
This 28-bit command is for ATA devices (see 4.2).

7.39.2 Description

The READ VERIFY SECTOR(S) command verifies a maximum of 256 logical sectors as
specified in the Count field, without transferring data to the application client. The device shall
begin verifying at the logical sector specified in the LBA field. The device shall read the data
from the non-volatile media and verify that there are no errors.

7.39.3 Inputs
Seg table 99 for the READ VERIFY SECTOR(S) command inputs.

Table 99 — READ VERIFY SECTOR(S) command inputs

Name Description
Feafure [N/A
Cqunt [ The number of logical sectors to be verified. A value of 00h indicates'that 256 logical sectofs are to
be verified.
IBA | LBA of first logical sector to be verified.

Deyice
Bit Description
7:5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved
Command 7:0 40h

7.39.4 Normal Outputs
Seq table 212.

7.39.5 Error Outputs

See table 245.



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 253 —

7.40 READ VERIFY SECTOR(S) EXT - 42h, Non-Data

7.40.1 Feature Set

This 48-bit command is for devices implementing the 48-bit Address feature set (see 4.4).
7.40.2 Description

The READ VERIFY SECTOR(S) EXT command verifies a maximum of 65 536 logical sectors
as specified in the Count field, without transferring data to the application client. The device
shall begin verifying at the logical sector specified in the LBA field. The device shall read the
data from the non-volatile media and verify that there are no errors.

7.40.3 Tnputs
Seg table 100 for the READ VERIFY SECTOR(S) EXT command inputs.

Table 100 — READ VERIFY SECTOR(S) EXT command inputs

Name Description
Feafure [ Reserved
Cqunt | The number of logical sectors to be verified. A value of 0000h indicates'that 65 536 logical|sectors
are to be verified.
IBA | LBA of first logical sector to be verified.
Deyice
Bit Description
7 Obsolete
6 Shall be set to one.
5 Obsolete
4 Transport Dependent — Seg’6.2.12.
3:0 Reserved
Commpand 7:0 42h

7.40.4 Normal Outputs
Seq table 223.

7.404.5 Error Outputs
Seq table 257.
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7.41 REQUEST SENSE DATA EXT - 0Bh, Non-Data
7.41.1 Feature Set

This 48-bit command is for devices implementing the Sense Data Reporting feature set
(see 4.22).

7.41.2 Description

The REQUEST SENSE DATA EXT command allows the reporting of the most recent sense
data from the device.

7.41.3 Inputs
Seq table 101 for the REQUEST SENSE DATA EXT command inputs.

Table 101 — REQUEST SENSE DATA EXT command inputs

Name Description

Feature | Reserved

Cqunt | Reserved

IBA [ Reserved

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 0Bh

7.41.4 Normal Outputs

Wth sense data is available, the sensé’ key, additional sense code, and additional sense gode
qualifier fields shall be set to values that are defined in the SPC-4 standard. Otherwise,|the
senge key, additional sense code,“and additional sense code qualifier shall be cleared to zgro.

Sed table 229.
7.41.5 Error Outputs
Sed table 235.
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7.42 Sanitize Device

7.42.1 Sanitize Device Overview

Individual Sanitize Device commands are identified by the value placed in the Feature field.
Table 102 shows these Feature field values.

Table 102 — Sanitize Device Feature Field Values

Value [ Command
0000h | SANITIZE STATUS EXT (see 7.42.6)

faYaVaX:|
VUV

04061 R oraa
L OUTUITTYCSTTVCT

0011h [CRYPTO SCRAMBLE EXT (see 7.42.3)

0012h | BLOCK ERASE EXT (see 7.42.2)

0013h | Reserved

0014h | OVERWRITE EXT (see 7.42.4)
0015h..001Fh [ Reserved

0020h | SANITIZE FREEZE LOCK EXT (see 7.425)
0021h..FFFFh

I
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7.42.2 BLOCK ERASE EXT — B4h/0012h, Non-Data

7.42.2.1 Feature Set

This 48-bit command is for devices that implement the Sanitize Device feature set (see 4.19).

7.42.2.2 Description

The BLOCK ERASE EXT command shall start a sanitize operation that shall cause block erase
operations on the internal media that stores user data. The BLOCK ERASE EXT command

shall:

a)

render data held in caches unreadable; and

py—Temove NV-Cache Pimmed - Setattributes (See 4157

Thel BLOCK ERASE EXT command shall only be reported as supported if the internal’m¢dia
supports block erase operations.

Aftdr the block erase method has been successfully applied, the contents of the Uséer data 3

are lindeterminate.
Thel BLOCK ERASE EXT command shall only be processed if:

n) the Sanitize Device feature set is supported;
p) the BLOCK ERASE EXT command is supported; and
c) the device is in the Sanitize Idle state, the Sanitize Operation Failed state, or the Sanitize

Operation Succeeded state.
7.42.2.3 Inputs

7.42.2.3.1 Overview
Seq table 103 for the BLOCK ERASE EXT command inputs.

Table 103 — BLOCK ERASE EXT command inputs

rea

Name

Description

Feature

0012h

Cqunt

Bit
15:5
4
3.0

Description

Reserved

Failure Mode (see 7.42.2.3.2)
Reserved

Bit
47:32
31:0

Description
Reserved
426B 4572h

Device

Bit

Description

7 Obsolete

N/A

5 Obsolete

Transport Dependent — See 6.2.12.
Reserved

Command

7:0

B4h
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7.42.2.3.2 Failure Mode

If the Failure Mode bit is set to one, then the device may exit the Sanitize Operation Failed
state with successful processing of a SANITIZE STATUS EXT command. If the Failure Mode bit
is cleared to zero, then the Sanitize Operation Failed state shall only allow additional Sanitize
operations (see figure 15).

7.42.2.4 Normal Outputs

See table 230.

7.42.2.5 Error Output

Ther it Ht st o T S AN ZE D EVICE FREEZETOCKEXFcommarndihas

sucgessfully completed since the last power-on reset. See table 269.
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7.42.3 CRYPTO SCRAMBLE EXT — B4h/0011h, Non-Data

7.42.3.1 Feature Set

This 48-bit command is for devices that implement the Sanitize Device feature set (see 4.19).

7.42.3.2 Description

The CRYPTO SCRAMBLE EXT command shall start a sanitize operation which shall change
the internal encryption keys that are used for user data. The CRYPTO SCRAMBLE EXT

command shall:

a) render data held in caches unreadable; and

py—Temove NV Cache Pimmed - Setattributes (See 4157

Thel CRYPTO SCRAMBLE EXT command shall only be reported as supported if all user da

affected by changing internal encryption keys.

Aftgr a successful cryptographic scramble, the contents of the user datalarea may

indgterminate.

Thel CRYPTO SCRAMBLE EXT command shall only be processed if:

a) the Sanitize Device feature set is supported; and

Operation Succeeded state.
7.42.3.3 Inputs

b) the device is in the Sanitize Idle state, the Sanitize Operation Failed'state, or the Sanitize

Seq table 104 for the CRYPTO SCRAMBLE EXT commandiinputs.

Table 104 — CRYPTO SCRAMBLE EXT command inputs

ais

be

Name

Description

Feature |0011h

Cqunt
Bit Description
15:5 Reserved

4 Failure Mode (see 7.42.2.3.2)
3:0 Reserved

Bit_Description
A7:32 Reserved
31:0 4372_7970h

Deyice

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved

Command 7:0 B4h
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7.42.3.4 Normal Outputs
See table 230.

7.42.3.5 Error Output

The Abort bit shall be set to one if a SANITIZE DEVICE FREEZE LOCK EXT command has
successfully completed since the last power-on reset. See table 269.
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7.42.4 OVERWRITE EXT - B4h/0014h, Non-Data

7.42.4.1 Feature Set

This 48-bit command is for devices that implement the Sanitize Device feature set (see 4.19).
7.42.4.2 Description

The OVERWRITE EXT command shall start a sanitize operation which fills the user data area
with a four byte pattern passed in the LBA field of the command. Parameters for the
OVERWRITE EXT command include a count for multiple overwrites and the option to invert the
four byte pattern between consecutive overwrite passes. The OVERWRITE EXT command
shall:

n) render data held in caches unreadable; and
b) remove NV Cache Pinned Set attributes (see 4.15).

Aftgr the overwrite method has been successfully applied, affected data blocks shal| be
readlable without error.

Thel OVERWRITE EXT command shall only be processed if:

a) the Sanitize Device feature set is supported; and
b) the device is in the Sanitize Idle state, the Sanitize Operation Failed state, or the Sanitize
Operation Succeeded state.

7.42.4.3 Inputs
Seq table 105 for the OVERWRITE EXT command inputs.

Table 105 — OVERWRITE EXT-command inputs

Name Description

Feature |0014h

Cqunt
Bit Description
15:8 Reserved
7 Invert pattern between overwrite operations.
6:5 Reserved
4 Failure\Mode (see 7.42.2.3.2)

3:0 Count of OVERWRITE operations, a count of zero
fequests sixteen overwrites.

LBA
Bit Description
47:32 4F57h
31:0 Overwrite pattern (DWard)
Device

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved

Command 7:0 B4h
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7.42.4.4 Normal Outputs
See table 230.

7.42.4.5 Error Output

The Abort bit shall be set to one if a SANITIZE DEVICE FREEZE LOCK EXT command has
successfully completed since the last power-on reset. See table 269.
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7.42.5 SANITIZE FREEZE LOCK EXT — B4h/0020h, Non-Data

7.42.5.1 Feature Set

This 48-bit command is for devices that implement the Sanitize Device feature set (see 4.19).
7.42.5.2 Description

The SANITIZE FREEZE LOCK EXT command shall set the device to the Sanitize Frozen state.
After command completion all Sanitize commands other than SANITIZE STATUS EXT
command shall return command aborted. Sanitize Frozen state shall be disabled by power-off
or hardware reset.

7.42°5-3nputs
Seq table 106 for the SANITIZE FREEZE LOCK EXT command inputs.

Table 106 — SANITIZE FREEZE LOCK EXT command inputs

Name Description

Feature |0020h

—

Cqunt |Reserved

Bit Description
47:32 Reserved
31:0 4672_4C6Bh

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12.
3:0 Reserved

Command 7:0 B4h

7.42.5.4 Normal Outputs
Sed table 230«

7.42.5.5 Error Output
Sed table)269.
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7.42.6 SANITIZE STATUS EXT — B4h/0000h, Non-Data

7.42.6.1 Feature Set

This 48-bit command is for devices that implement the Sanitize Device feature set (see 4.19).
7.42.6.2 Description

The SANITIZE STATUS EXT command returns information about current or previously
completed Sanitize operations. This includes:

a) progress indication on a current Sanitize operation;
b) whether a previous Sanitize operation completed successfully or unsuccessfully; and
T if am unsupported sanitize device command was TECEIVEd:

Thel SANITIZE STATUS EXT command may be processed at any phase in the Sanitize Deyice
seqpence.

7.42.6.3 Inputs
7.42.6.3.1 Overview
Seq table 107 for the SANITIZE STATUS EXT command inputs.

Table 107 — SANITIZE STATUS EXT command inputs

Name Description

Feature |0000h

Cqunt
Bit Description
15:1 Reserved
0 Clear Sanitize Operation Failed:

IBA | Reserved

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsglete

4_Transport Dependent — See 6.2.12.
3.0, Reserved

Command 7:0 B4h

7.42.6.3:2 Clear Sanitize Operation Failed

If in a Sanitize operation:

a) the Failure Mode bit was set to one in the Sanitize Device command that caused the Sanitize
operation;

b) the Sanitize operation failed; and

c) the Clear Sanitize Operation Failed bit is set to one in the SANITIZE STATUS EXT command,

then the Sanitize state machine shall transition from the Sanitize Failed state to the Sanitize
Idle state.

If Clear Sanitize Operation Failed bit is set to one in the SANITIZE STATUS EXT command,
and the Failure Mode bit was set to zero in the Sanitize Device command that caused the
Sanitize operation, the SANITIZE STATUS EXT command shall return command aborted.
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7.42.6.4 Normal Outputs
See table 230.
7.42.6.5 Error Output

After the Sanitize operation has completed, if any physical sector that is available to be
allocated for user data was not successfully sanitized, then this command shall return the
Abort bit set to one. See table 269.
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7.43 SECURITY DISABLE PASSWORD - F6h, PIO Data-Out
7.43.1 Feature Set

This 28-bit command is for devices that implement the Security feature set (see 4.20).

7.43.2 Description

The SECURITY DISABLE PASSWORD command transfers 512 bytes of data from the host.
Table 109 defines the content of this information.

If the password selected by word 0 (see table 109) matches the password previously saved by
the device, then the device shall disable the User password, and return the device to the SEC1

stat

Thi
(se

If sé

(i.e)

Max

Upd

c

a)

(see figure 16).

command shall not change the Master password or the Master Password ldent

4.20.11).

urity is disabled, then:

command aborted; or

b) if the Identifier bit is set to one (i.e., compare Master password), then.the device may com

the password supplied with the stored Master password.

if the Identifier bit is cleared to zero (i.e., compare User password), then the device shall rg

fier

turn

bare

If s¢curity is enabled and the Master Password Capability bit (see 4.20.3) is cleared to zero
, High), then:
n) if the Identifier bit is set to one (i.e., compare Master password), then the password supplied
shall be compared with the stored Master password; or
b) if the Identifier bit is cleared to zero (i.e., compare User password), then the password supplied
shall be compared with the stored User password.
If security is enabled and the Master Password. Capability bit (see 4.20.3) is set to one (}.e.,
imum), then:
a) if the Identifier bit is set to one (i.e,,.compare Master password), then the device shall rgturn
command aborted, even if the supplied Master password is valid; or
b) if the Identifier bit is cleared to zero (i.e., compare User password), then the password supplied
shall be compared with the stored User password.
n successful completion_of this command, fields in IDENTIFY DEVICE data or|the
NTIFY PACKET DEVICE data shall be updated as follows:

IDE

word 128, bit 8 (see 7.17.7.66) shall be cleared to zero (i.e., the Master Password Capabil
not Maximum).

word 85, bit 1 (see\7.17.7.41) shall be cleared to zero (i.e., there is no active User password);
b) word 128, bit { (see 7.17.7.66) shall be equal to word 85, bit 1 (see 7.17.7.41); and

ty is
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7.43.3 Inputs
See table 108 for the SECURITY DISABLE PASSWORD command inputs.

Table 108 — SECURITY DISABLE PASSWORD command inputs

Name Description
Feature | N/A
Count [N/A
LBA|N/A
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12.
3:0 Reserved
Commpand 7:0 F6h

7.43.4 Normal Outputs
Seq table 212.
7.43.5 Error Outputs

Thel device shall return command aborted if:

)
b)
C)
d)

A de¢vice may return command(completion with the Error bit set to one if an Interface CRC ¢
has|occurred. See table 236.

7.43.6 Output From the Host to the Device Data Structure

the Security feature set is not supported;

security is Locked (i.e., the device is in"SEC4 state (see figure 16));

security is Frozen (i.e., the devicegs'in SEC2 state or SEC6 state (see figure 16)); or
the password received in the data for the command does not match the password previg
saved by the device.

Table 109 — SECURITY DISABLE PASSWORD data content

Word Description

0| Control word
Bit Field Name Description

15:1 Reserved

0 Identifier O=compare User password
1=compare Master password

1..16 | Password (32 bytes)
17..255 | Reserved

usly

rror
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7.44 SECURITY ERASE PREPARE - F3h, Non-Data

7.44.1 Feature Set

This 28-bit command is for devices that implement the Security feature set (see 4.20).
7.44.2 Description

The SECURITY ERASE PREPARE command shall be issued immediately before the
SECURITY ERASE UNIT command.

7.44.3 Inputs

See-table 110 for the SECURITY ERASE PREPARE command inpuis

Table 110 — SECURITY ERASE PREPARE command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 F3h

7.44.4 Normal Outputs
Seq table 212.
7.44.5 Error Outputs

The| Abort bit shall be set-toone if the device is in Frozen mode. See table 235.
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7.45 SECURITY ERASE UNIT - F4h, PIO Data-Out

7.45.1 Feature Set

This 28-bit command is for devices that implement the Security feature set (see 4.20).
7.45.2 Description

The SECURITY ERASE UNIT command transfers 512-bytes of data from the host. Table 112
defines the content of this information.

The SECURITY ERASE PREPARE command shall be completed immediately prior to the
SECURITY ERASE UNIT command. If the device receives a SECURITY ERASE UNIT
confmand and the previous command was noi a successful SECURITY ERASE PREPARE
conmpmand, the device shall return command aborted for the SECURITY ERASE 'UNIT
confimand.

Wheén security is disabled and the Identifier bit (see table 112) is cleared to zero-(i.e.,compare
User password), then the device shall return command aborted.

When security is enabled:

n) Identifier bit (see table 112) is set to one (i.e.,compare Master password), then the passyord
supplied shall be compared with the stored Master password; or
b) Identifier bit (see table 112) is cleared to zero (i.e.,compare Usergpassword), then the password
supplied shall be compared with the stored User password.

Whén Normal Erase mode (see table 112) is specified, the, SECURITY ERASE UNIT commjand
shal|l replace the contents of LBA 0 to the LBA reported by the larger of READ NATIVE NIAX
conmmand or READ NATIVE MAX EXT command with_all binary zeroes or all binary ones. If the
devjce replaces the contents of native max address + 1 to the Maximum LBA reporte{d in
DEYICE CONFIGURATION IDENTIFY data words\3:.6 (see table 35), then the device shallfuse
the |same data pattern found in LBA 0. IDENTIEY DEVICE data word 89 (see 7.17.7.43)) or
IDENTIFY PACKET DEVICE data word 89(see 7.18.6.37) gives an estimate of the tjme
reqliired to complete the erasure.

IDENTIFY DEVICE data word 128 bit,(see 7.17.7.66) or IDENTIFY PACKET DEVICE data
word 128 bit 5 (see 7.18.6.51) indieates whether the mode is supported. When Enhanfced
Erage mode is specified, the device’shall write vendor specific data patterns from LBA 0 to| the
Maximum LBA reported in DBEVICE CONFIGURATION IDENTIFY data words 3.6

(se¢ table 35). In Enhancegd-Erase mode, all previously written user data shall be overwri’}en,

inclpding sectors that are no-fonger in use due to reallocation. IDENTIFY DEVICE data word 90
(se¢ 7.17.7.44) or IDENTIFY PACKET DEVICE data word 90 (see 7.18.6.38) gives an estimate
of the time required to\complete the erasure.

On successful comipletion, this command shall disable Security (e.g., returns the devicg to
SE(1 state (seefigure 16)), and invalidate any existing User password. Any previously valid
Magter password and Master Password Identifier remains valid.

Upgn sudccessful completion, the fields in the IDENTIFY DEVICE data (see table 50) or|the
IDENMEY PACKET DEVICE data (see table 61) shall be updated as follows:

a) word 85, bit 1 shall be cleared to zero (i.e., there is no active User password);
b) word 128, bit 1 shall be cleared to zero (i.e., there is no active User password); and
c) word 128, bit 8 shall be cleared to zero (i.e., the Master Password Capability is set to High).
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7.45.3 Inputs
See table 111 for the SECURITY ERASE UNIT command inputs.

Table 111 — SECURITY ERASE UNIT command inputs

Name Description
Feature | N/A
Count [N/A
LBA [N/A
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 F4h

7.45.4 Normal Outputs
Seq table 212.
7.48.5 Error Outputs

Thel device shall return command aborted if:

)
b)

C)

d)
e)

A dévice may return command completion with the Error bit set to one if an Interface CRC €

this command was not immediately preceded by a SECURITY ERASE PREPARE comma
Enhanced mode was requested but the device does not support that mode;
the password received in the data>for the command does not match the password previg

saved by the device;
an invalid password was spegified; or
if the data area is not successfully overwritten.

has|occurred. See table.236.

7.45.6 Output From the Host to the Device Data Structure

Table 112 — SECURITY ERASE UNIT data content

Word Description

0| Control word
Bit Field Name Description

nd;

usly

rror

15:2 Reserved
1 Erase mode 0=Normal Erase
1=Enhanced Erase
0 Identifier 0=Compare User password
1=Compare Master password

1..16 | Password (32 bytes)

17..255 |Reserved
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7.46 SECURITY FREEZE LOCK - F5h, Non-Data

7.46.1 Feature Set

This 28-bit command is for devices that implement the Security feature set (see 4.20).
7.46.2 Description

The SECURITY FREEZE LOCK command shall set the device to Frozen mode. After command
completion any other commands that update the device Lock mode shall return command
aborted. Frozen mode shall be disabled by power-off or hardware reset. If a SECURITY

FREEZE LOCK command is issued when the device is in Frozen mode, then the command
executes and the device shall remain in Frozen mode

Seg table 7 for a list of commands disabled by the SECURITY FREEZE LOCK command.

Upgn successful completion, IDENTIFY DEVICE data word 128 bit 3 (see 7,17.7.66)) or
IDENTIFY PACKET DEVICE data word 128 bit 3 (see 7.18.6.51) shall be set to one:

7.44.3 Inputs
Seg table 113 for the SECURITY FREEZE LOCK command inputs.

Table 113 — SECURITY FREEZE LOCK command-inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commgand 7:0 F5h

7.46.4 Normal Outputs
Sed table 212,
7.44.5 ErrorOutputs

The| Abart) bit shall be set to one if the device is in the SEC3: Powered down/Security Enabjled/
Logked/ Not Frozen state or the SEC4: Security Enabled/ Locked/ Not Frozen state
(seeTigure 16). See table 235.
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7.4

7 SECURITY SET PASSWORD - F1h, PIO Data-Out

7.47 1 Feature Set

This 28-bit command is for devices that implement the Security feature set (see 4.20).

7.47.2 Description
7.47.2.1 Overview

The SECURITY SET PASSWORD command transfers 512 bytes of data from the host.
Table 115 defines the content of this information. The command sets only one password at a
time.

7.47.2.2 Setting the Master Password

If a
pas
unc

Master password (see 4.20.2.3) is specified, the device shall save the supplied’Ma

hanged. This does not cause any changes to IDENTIFY DEVICE data words 85 or

(seg¢ table 50) or IDENTIFY PACKET DEVICE words 85 or 128 (see table 61):

If the device supports the Master Password ldentifier feature (see4.20.11) and a v
identifier is supplied (see 4.20.11), the device shall save the identifier in a non-voldtile
locgtion. This new value shall be returned in IDENTIFY DEVICE dafa,word 92 (see 7.17.7

or |

DENTIFY PACKET DEVICE data word 92 (see 7.18.6.40). Ifthe host attempts to set

Magter Password Identifier to 0000h or FFFFh, then the device shall preserve the exis
Magter Password Identifier and return successful command.¢empletion.

If th

7.47

If a
an
Pas
data
follg

le device does not support the Master Password Identifier feature, then the device shall

n) validate the Identifier field;

b) change IDENTIFY DEVICE data word 92 (see 7£17.7.46);

c) change IDENTIFY PACKET DEVICE data word 92 (see 7.18.6.40); and

d) return command aborted based on the value supplied in the Master Password Identifier fie
(see 4.20.11).

.2.3 Setting the User Password

User password (see 4.20.2.2) is specified, then the device shall save the User passwo

(see table 50) or the IDENTIFY PACKET DEVICE data (see table 61) shall be update
WS!

p) word 85, bit 1 shall be set to one (i.e., security is enabled);
b) word 128, bjt-1-shall be set to one (i.e., security is enabled); and
c) word 128,1bit'8 shall indicate the Master Password Capability (see 4.20.3).

ster

sword in a non-volatile location. The Master Password Capability (see 4.20.3)shall remain

128

alid
46)

the
ting

hot:

d in

n-volatile location and update-the Master Password Capability (see 4.20.3). The Mapter
word ldentifier (see 4.20.11)-shall not be changed. These fields in the IDENTIFY DEVJICE

as
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7.47.3 Inputs
See table 114 for the SECURITY SET PASSWORD command inputs.

Table 114 — SECURITY SET PASSWORD command inputs

Name Description
Feature | N/A
Count [N/A
LBA|N/A
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 F1h

7.47.4 Normal Outputs
Seq table 212.
7.47.5 Error Outputs

If the device is locked (see 4.20.2.2) or in Frozen mode (see 4.20.4), then the device s
return command aborted. A device may return command completion with the Error bit se

onelif an Interface CRC error has occurred."See table 236.

7.47.6 Output From the Host to the Device Data Structure

Table 115 — SECURITY SET PASSWORD data content

Word Description
0 | Control werd
Bit Field Name Description
15:9 Reserved
8 Master Password Capability 0=High
1=Maximum
71 Reserved
0 Identifier O=set User password

hall
tto

T=set \Vlaster password

1..16

Password (32 bytes)

17

Master Password Identifier. This word is valid if word O bit O is set to
one.

18..255

Reserved
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7.48 SECURITY UNLOCK - F2h, PIO Data-Out

7.48.1 Feature Set

This 28-bit command is for devices that implement the Security feature set (see 4.20).
7.48.2 Description

The SECURITY UNLOCK command transfers 512 bytes of data from the host. Table 117
defines the content of this information.

When security is disabled and the Identifier bit (see table 117) is cleared to zero (i.e., compare
User password), then the device shall return command aborted.

If sgcurity is enabled, and the Master Password Capability (see 4.20.3) is cleared to zero-(ji.e.,
High), then:

n) if the Identifier bit is set to one (i.e., compare Master password), then the password supplied

shall be compared with the stored Master password; or
b) if the Identifier bit is cleared to zero (i.e., compare User password), then the-password supplied
shall be compared with the stored User password.

If sgcurity is enabled and the Master Password Capability is set to Maximum, then:

a) if the Identifier bit is set to one (i.e., compare Master password),-then the device shall rgturn
command aborted; or
b) if the Identifier bit is cleared to zero (i.e., compare User password), then the password supplied
shall be compared with the stored User password.

If the password received in the data for the command does not match the password previolsly
saved by the device, then the device shall returneommand aborted and decrement|the
paspword attempt counter. When this counter reaches zero, IDENTIFY DEVICE data word [128
bit 4 (see 7.17.7.66) or IDENTIFY PACKET DEVICE data word 128 bit 4 (see 7.18.6.51) ghall
be $et to one, and the SECURITY UNLOCK*command and the SECURITY ERASE UNIT
compmand shall return command aborted“until a power-on reset or a hardware reget.
SECURITY UNLOCK commands issuedi\when the device is unlocked have no effect on|the
unlgck counter.

Upagn successful completion of this command, IDENTIFY DEVICE data word 128 Hit 2
(se¢ 7.17.7.66) or IDENTIFY PACKET DEVICE data word 128 bit 2 (see 7.18.6.51) shal| be
clegred to zero (i.e., the device/is not in the SEC3: Powered down/Security Enabled/ Locked/
Not|Frozen state or the SEC4: Security Enabled/ Locked/ Not Frozen state (see figure 16)),

7.44.3 Inputs
Seg table 116 for the~SECURITY UNLOCK command inputs.

Table 116 — SECURITY UNLOCK command inputs

Name¢ Description

Feature \NN/A

Caunt]N/A

LBA|N/A

Device
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 F2h
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7.48.4 Normal Outputs
See table 212.
7.48.5 Error Outputs

If the device is in Frozen mode (see 4.20.4), an invalid password is supplied, or the password
attempt counter has decremented to zero, then the device shall return command aborted.

A device may return command completion with the Error bit set to one if an Interface CRC error
has occurred. See table 236.

7.48.6 Output From the Host to the Device Data Structure

Table 117 — SECURITY UNLOCK data content

Word Description

0| Control word
Bit Field Name Description
15:1 Reserved
0 Identifier O=compare User password
1=compare Master, password

1..16 | Password (32 bytes)
17..255 [ Reserved
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7.49 SET FEATURES - EFh, Non-Data
7.49.1 Feature Set

This 28-bit command is mandatory for ATA devices (see 4.2) and ATAPI devices (see 4.3).

7.49.2 Description

The SET FEATURES command is used by the host to establish parameters that affect the
processing of certain device features. Table 118 defines these features.

After a power-on reset or a hardware reset, the settings specified by the subcommands are
vendor specific unless otherwise specified in this standard. Software reset is described in the

indif/idual subcommands as needed.
Table 118 — SET FEATURES Feature field definitions (part 1 of 3)
Value Description
00h | Reserved
01h If the device implemgnts the CFA feature set, then enable 8-bit RI@transfer mode
(see 7.49.3); otherwise this value is reserved.
02h [ Enable volatile write cache (see 7.49.4)
03h | Set transfer mode (see 7.49.5)
04h | Obsolete
05h [ Enable the APM feature set (see 7.49.6)
06h | Enable the PUIS feature set (see 7.49.7)
07h [ PUIS feature set device spin-up (see 7.49:8)
08h | Reserved
If the device implements the CFAfeature set, then this subcommand is reserved for
09h | CFA. Otherwise, this subcommand is reserved for Address Offset Reserved Area Bgot
Method.
OAh | Enable CFA power mode "(see 7.49.9)
0Bh [ Enable Write-Read-Verify feature set (see 7.49.10)
0Ch..0Fh|Reserved
10h | Enable use of SATA feature (see 7.49.15)
11h..1Fh | Reserved
20h [Reserved for TLC
21h|Réserved for TLC
22h..30h{Reserved
34h| Obsolete
32h | Reserved
33t TObsutete
34h..40h [ Reserved
41h | Enable the Free-fall Control feature set (see 7.49.14)
42h | Obsolete
43h | Set Maximum Host Interface Sector Times (see 7.49.11)
44h | Obsolete
45h..49h | Reserved
4Ah | Extended Power conditions (see 7.49.18)
4Bh..53h | Reserved
54h | Obsolete
55h | Disable read look-ahead feature (see 7.49.12)
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Table 118 — SET FEATURES Feature field definitions (part 2 of 3)

Value Description

56h..5Ch | Vendor Specific

5Dh..5Eh [ Obsolete

5Fh | Reserved for DDT

60h..61h [ Reserved

62h | Long Physical Sector Alignment Error Reporting Control (see 7.49.17)

63h..65h [ Reserved

66h | Disable reverting to power-on defaults (see 7.49.13)

67h..68h [ Reserved

If the device implements the CFA feature set, then this subcommand is reserved for

69h CFA; otherwise this value is reserved.

6Ah..76h | Reserved

77h| Obsolete

78h..80h [ Reserved

If the device implements the CFA feature set, then disable 8-bit PIO transfer mode

81h (see 7.49.3); otherwise this value is reserved.

82h | Disable volatile write cache (see 7.49.4)

83h | Reserved

84h | Obsolete

85h | Disable the APM feature set (see 7.49.6)

86h | Disable the PUIS feature set (see 7.:49.7)

87h | Reserved

88h [ Obsolete

If the device implements thie CFA feature set, then this subcommand is reserved for
89h [ CFA; otherwise this subcommand is reserved for Address Offset Reserved Area Bgot
Method.

8Ah | Disable CFA power mode 1 (see 7.49.9)

8Bh | Disable Write-Read-Verify feature set (see 7.49.10)

8Ch..8Fh | Reserved

90h | Disable use of SATA feature (see 7.49.15)

91h..94h [Reserved

95h| Obsolete

96h:.99h | Reserved

99h | Obsolete
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Table 118 — SET FEATURES Feature field definitions (part 3 of 3)

Value

Description

9Ah

Obsolete

9Bh..A9h

Reserved

AAh

Enable read look-ahead feature (see 7.49.12)

ABh

Obsolete

ACh..BAh

Reserved

BBh

Obsolete

BCh..COh

Reserved

C1h

Disable the Free-fall Control feature set (see 7.49.14)

C2h

Obsolete

C3h

Enable/Disable the Sense Data Reporting feature set (see 7.49.16)

C4h..CBh

Reserved

CCh

Enable reverting to power-on defaults (see 7.49.13)

CDh..D5h

Reserved

D6h..DCh

Vendor Specific

DDh.DEh

Obsolete

DFh

Reserved for DDT

EOh

Vendor Specific

E1h..EFh

Reserved

FOh..F3h

Reserved for assignment by the CompactFlash Association

F4h..FFh

Reserved

7.49.3 Enable/disable 8-bit PIO data transfer

Subcommand codes 01h and 81h allew’the host to enable or disable 8-bit PIO data transfers.

CFA-APT devices shall support 8<hit PIO data transfers. All other devices shall not sup

8-bit P1O data transfers. See the CFA specification for more information.

7.49.4 Enable/disable volatile write cache

Subhcommand codes 02h and 82h allow the host to enable or disable volatile write cach
deVlices that implement volatile write cache. When the disable volatile write ca
subjcommand is issued, the device shall initiate the sequence to flush volatile cach
nontvolatile media-before command completion (see 7.15). These subcommands may a
caching for commands in the Streaming feature set. Support for the enable/disable vol
write cache(subcommands are mandatory when a volatile write cache is implemented.

port

e in
che
e to
ect
tile
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7.49.5 Set transfer mode

The set transfer mode subcommand is mandatory. The transfer mechanism is selected by Set
Transfer Mode, subcommand code 03h, and specifying a value in the Count field. Bits (7:3)
define the type of transfer and bits (2:0) encode the mode value. The selected modes may be
changed by the SET FEATURES command. Table 119 shows the available transfer modes.

If a
the
Col

Table 119 — Transfer modes

Mode| Bits (7:3) Bits (2:0)
P1O default mode| 0_0000b 000b
PIO derault mode, disable IORDY 0_0000b 001b
P10 flow control transfer mode| 0_0001b Mode
Retired| 0_0010b N/A
Multiword DMA mode| 0_0100b Mode
Ultra DMA mode| 0_1000b Mode
Reserved 1_0000b N/A
Key:
Mode = transfer mode number (see 7.17.7.24, 7.17.7.25,7.17.7 .42)

device receives a SET FEATURES command with a Set\Transfer Mode subcommand

nt field is set to 0000_0001b and the device supperis disabling of IORDY (see ATA8-A

and

Count field value set to 0000_0000b, then the device @hall set the default PIO mode. Ifl the

DT)’

then the device shall set the default PIO mode and)disable IORDY. A device shall suppornt all

P10
sha

Sup

Ad
Mul

Ad
DM

If a
diss
moq

For
cab

| be supported).

iword DMA mode 1 is supported Multiword DMA mode 0 shall be supported).

A\ mode 1 is supported Ultra,DMA mode 0 shall be supported).

h Ultra DMA mode is '‘enabled any previously enabled Multiword DMA mode shal

e shall be disabled-by the device.

PATA systems\using a cable assembly, the host should determine that an 80-condu
e assemblysis ‘connecting the host with the device(s) before enabling any Ultra DMA m

greater than-24n the device(s) (see ATA8-APT).

modes below the highest mode supported (€.g:, if PIO mode 1 is supported PIO mode 0

port of IORDY is mandatory when PIO,mede 3 or above is the current mode of operatign.

evice shall support all Multiword DMA modes below the highest mode supported (e.g., if

bvice shall support all Ultra DMA modes below the highest mode supported (e.g., if ltra

be

bled by the device. {f a Multiword DMA mode is enabled any previously enabled Ultra MA

ctor
ode
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7.49.6 Enable/disable the APM feature set

Subcommand code 05h enables APM (see 4.5). The APM level is a scale from the lowest
power consumption setting of 01h to the maximum performance level of FEh. Table 120 shows
these values.

Table 120 — APM levels

Count Level
00h | Reserved
01h | Minimum power consumption with Standby

02h-7Fh | Intermediate power management levels with Standby

80h | Minimum power consumption without Standby

81h-FDh | Intermediate power management levels without Standby

FEh | Maximum performance
FFh [ Reserved

DeVlice performance may increase with increasing APM levels. Device pewer consumption nay
increase with increasing power management levels. The APM levels may contain discfete
bands (e.g., a device may implement one APM method from“80h to AOh and a higher
performance, higher power consumption method from level Alh)to FEh). APM levels 80h fand
higher do not permit the device to spin down to save power:

Subjcommand code 85h disables APM. Subcommand 85h may not be implemented on all
dev|ces that implement SET FEATURES subcommand\05h.

7.49.7 Enable/disable the PUIS feature set

Suhgcommand code 06h enables the PUIS feature set (see 4.18). When this feature sgt is
enapled, the device shall power-up into the RPM4: PUIS state (i.e., the device shall be ready to
recgive commands but shall not spin-up),(see 4.18). Once this feature set is enabled, it ghall
be disabled by a subsequent SEEFEATURES command disabling this feature set. This
re set shall not be disabled by a\power-on reset, a hardware reset, or a software rese}.

Subcommand code 86h disables the PUIS feature set. When this feature set is disabled,|the
devjice shall power-up into Active mode. The factory default for this feature set shal| be
disgbled.

7.49.8 PUIS feature set device spin-up

Subcommand code-07h shall cause a device that has powered-up into Standby to go to|the
Active state (see4:48 and figure 14).

7.49.9 Enablefdisable CFA power mode 1

command code 0Ah causes a CFA device to transition to CFA Power Mode 1. CFA dev|ces
consume up to 500 mA maximum average RMS current for either 3.3 V or 5 V operatign in
er‘Mode 1.

Subcommand 8Ah causes a CFA device to transition to CFA Power Mode 0. CFA devices may
consume up to 75 mA maximum average RMS current for 3.3 V or 100 mA maximum average
RMS current for 5 V operation in Power Mode 0.

If a CFA device is in CFA Power Mode 0, then the device shall transition to CFA Power Mode 1
after processing of a power-on reset or a hardware reset.

If a CFA device is in CFA Power Mode 0 and in the Reverting to defaults enabled mode
(see 7.49.13), then the device shall transition to CFA Power Mode 1 after processing of a
software reset.

If a CFA device is in CFA Power Mode 0 and in the Reverting to defaults disabled mode
(see 7.49.13), then the device shall not transition to CFA Power Mode 1 after processing of a
software reset.
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bling CFA Power Mode 1 does not cause a spin-up.

A device in Power Mode 0 shall accept the following commands:

a) IDENTIFY DEVICE;

b) SET FEATURES (subcommand codes 0Ah and 8Ah);
c) STANDBY;

d) STANDBY IMMEDIATE;

e) SLEEP;

f) CHECK POWER MODE;

g) EXECUTE DEVICE DIAGNOSTICS; and

) CFA REQUEST EXTENDED ERROR.

016

Ad
with
spe

7.49
Sub

Bitg
mod

bvice in Power Mode 0 may accept any command that the device is capable of proces
in the Power Mode 0 current restrictions. Commands that require more current t
cified for Power Mode 0 shall be rejected with an abort error.

.10 Enable/Disable Write-Read-Verify feature set
command code 0Bh enables the Write-Read-Verify feature set.

(7:0) of the LBA field in the SET FEATURES command specify.the Write-Read-Vg
e. Table 121 defines the Write-Read-Verify modes.

Table 121 — Write-Read-Verify modes

Mode Description

00h @[ Always enabled (i.e., the device shall perform a"Write-Read-Verify for all logical
sectors for all write commands).

01h @| The device shall perform a Write-Read<\Verify on the first 65 536 logical sectors
written after:
a) spin-up; or
b) the device completes@SET FEATURES command setting the
Write-Read-Verify mode without error.

02h @[ The number of logical séctors on which a device performs a Write-Read-Verify
is vendor specific.

03h [ The device shall perform a Write-Read-Verify on the first n logical sectors
written by the host after:
a) spin-up; or
b) «¢he device completes a SET FEATURES command setting the
Write-Read-Verify mode without error.

n=x x 1024

where:
x=number specified by the Count field.

04h-FFh|Reserved

5ing
han

rify

| T The Count field shall be ignored. |

Subcommand code 8Bh disables the Write-Read-Verify feature set.

A device shall set the Write-Read-Verify feature set to its factory default setting after
processing a power-on reset or if the Software Settings Preservation feature set is disabled
and a hardware reset is processed. If the Software Settings Preservation feature set is enabled
and a hardware reset is processed, then the device shall not change the settings of the
Write-Read-Verify feature set.

If a device is in the reverting to defaults enabled mode (see 7.49.13), then the device shall set
the Write-Read-Verify feature set to its factory default setting after processing of a software
reset.
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If a device is in the reverting to defaults disabled mode (see 7.49.13), then the device shall not
change the settings of the Write-Read-Verify feature set after processing of a software reset.

7.49.11 Set Maximum Host Interface Sector Times

Subcommand code 43h allows the host to inform the device of a host interface rate limitation.
This information shall be used by the device to meet the Command Completion Time Limits of
the commands of the Streaming feature set. To inform the device of a host interface rate
limitation, the host writes the value of its Typical PIO Host Interface Sector Time
(see table 122) to the Count field (7:0) and LBA (7:0) field and writes the value of its Typical
DMA Host Interface Sector Time (see table 122) to the LBA (23:8) field. The Typical Host
Interface Sector Times (see table 122) have the same units as IDENTITY DEVICE data word
96 (see 7.17.7.50) for DMA and IDENTITY DEVICE data word 104 (see 7.17.7.54) for PI®. A
valye of zero indicates that the host interface shall be capable of transferring data“at|the
max)imum rate allowed by the selected transfer mode. The Typical PIO Mode Host|Interface
Sector Time includes the host’s interrupt service time.

Upgn completion of SET FEATURES subcommand 43h, the device may_ adjust IDENT|IFY
DEVICE data words 96..97 (see 7.17.7.50 and 7.17.7.51) to allow for (the specified host
intefface sector time. See table 122 for the Count field and LBA field definitions.

Table 122 — Maximum Host Interface Sector Times

Field| Bits |Description

Count| 15:8 |[Reserved

7:0 | Typical PIO Mode Host Interface Sector Time (7:0)
LBA| 47:24 |Reserved

23:8 | Typical DMA Mode Hgst Interface Sector Time

7:0 |Typical PIO Mode Host Interface Sector Time (15:8)

7.49.12 Enable/disable read look-ahead

Suhcommand codes AAh and 55h -enables or disables read look-ahead. Error recovery
performed by the device is vendor specific.

7.49.13 Enable/disable reverting to defaults
Subcommand codes CCh and.66h enables or disables the reverting to defaults mode.

A dpvice is in the reverting to defaults disabled mode after completing a SET FEATURES
command with subcemmand code 66h without error. A device should enter the reverting to
defaults disabled mode after power-on reset or hardware reset. A device in the reverting to
defaults disabledimode, shall not reset parameters to their default power-on values during|the
pro¢essing of(a.software reset.

A dpvicedsin the Reverting to defaults enabled mode after the device completes a $ET
FEATURES command with subcommand CCh without error. A device in the reverting to
defalaults enabled mode may reset parameters to their default power-on values during|the
processing of a soitware reset.

7.49.14 Enable/Disable the Free-fall Control feature set

Subcommand codes 41h and C1h allow the host to enable or disable the Free-fall Control
feature set (see 4.9). To enable the Free-fall Control feature set, the host writes the Count field
with the requested free-fall control sensitivity setting and processes a SET FEATURES
command with subcommand code 41h.

The sensitivity is selected on a scale from 00h to FFh. A value of zero selects the device
vendor's recommended setting. Other values are vendor specific. The higher the sensitivity
value, the more sensitive the device is to changes in acceleration.

Enabling or disabling of the Free-fall Control feature set, and the current free-fall sensitivity
setting shall be preserved by the device across all forms of reset (i.e., power-on reset,
hardware reset, and software resets).
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7.49.15 Enable/Disable SATA feature
7.49.15.1 Overview

Subcommand codes 10h and 90h allow the host to enable or disable Serial ATA features. The
Count field contains the specific Serial ATA feature to enable or disable. The specific Serial
ATA features in which SET FEATURES is applicable are defined in table 123.

Table 123 — SATA features

Count Description
00h | Reserved for Serial ATA
01h | Non-zero Buffer Offsets
02h | DMA Setup FIS Auto-Activate optimization
03h | Device-initiated interface power state transitions

04h | Guaranteed In-Order Data Delivery

05h | Asynchronous Notification

06h | Software Settings Preservation
07h-FFh | Reserved for Serial ATA

7.49.15.2 Enable/Disable Non-Zero Buffer Offsets

A Cpunt field value of 01h is used to enable or disable non-zero buffer offsets for commands in
the|NCQ feature set (see 4.14). By default, non-zero)buffer offsets are disabled. The
enable/disable state for non-zero offsets shall be-pfeserved across software reset. [The
enaple/disable state for non-zero offsets shall be reset to its default state upon COMRESET.
Sed SATA 2.6 for more information.

7.49.15.3 Enable/Disable DMA Setup FIS Auto-Activate Optimization

A Qount field value of 02h is used to enable or disable DMA Setup FIS Auto-Actiyate
optimization. See SATA 2.6 for more infofmation. The enable/disable state for the auto-actiyate
optimization shall be preserved actoss software reset. The enable/disable state for|the
autg-activate optimization shall becreset to its default state upon COMRESET.

7.49.15.4 Enable/Disable Device-lnitiated Interface Power State Transitions

A Cpunt field value of 03h is_used to enable or disable device initiation of interface power state
transitions. By default, the-device is not permitted to initiate interface power state transitipns.
Seq SATA 2.6 for moere information. The enable/disable state for device initiated power
management shall(persist across software reset. The enable/disable state shall be reset tp its
default disabled state upon COMRESET.

If device initiated interface power management is enabled, the device shall not attempgt to
initipte an-interface power state transition between reset and the delivery of the device rg¢set
sigrjature (see table 217).

7.49.155 Fnable/Disable Guaranteed in-Order Data Delivery

A Count field value of 04h is used to enable or disable guaranteed in-order data delivery for
commands in the NCQ feature set (see 4.14). This setting is only valid when non-zero buffer
offsets are enabled. By default, guaranteed in-order data delivery is disabled. See SATA 2.6 for
more information. The enable/disable state for guaranteed in-order data delivery shall be
preserved across software reset. The enable/disable state for guaranteed in-order data
delivery shall be reset to its default state upon COMRESET.

7.49.15.6 Enable/Disable Asynchronous Notification

For ATAPI devices, a Count field value of 05h is used to enable or disable asynchronous
notification. By default, asynchronous notification is disabled. See SATA 2.6 for more
information. The enable/disable state for asynchronous notification shall be preserved across
software reset. The enable/disable state for asynchronous notification shall be reset to its
default state upon COMRESET.
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7.49.15.7 Enable/Disable Software Settings Preservation

See table 13 for a list of the preserved feature sets and settings. A Count field value of 06h is
used to enable or disable software settings preservation. By default, if the device supports
software settings preservation the feature is enabled when it processes a power-on reset. The
enable/disable state for software settings preservation shall persist across software reset. The
enable/disable state for software settings preservation shall be reset to its default state upon
COMRESET. The host may disable software settings preservation in order to cause software
settings to revert to their power-on default state when the device receives a COMRESET.

ing
feafjure set (see 4.22) by issuing this subcommand with bit zero of the count field set to.Ong.

Thel Sense Data Reporting feature set shall be disabled by issuing this subcommand-with bit
zer@ of the Count field cleared to zero.

All other sub-command specific fields are reserved.
7.49.17 Long Physical Sector Alignment Error Reporting Control

Suhcommand code 62h allows the application client to control the reporting of erfors
asspciated with the LPS feature set (see 4.13). IDENTIFY DEVICE data word 69 bi{ 13
(se¢ 7.17.7.30) indicates that Long Physical Sector Alignment Error Reporting is supporfed.
IDENTIFY DEVICE data word 49 bits (1:0) (see 7.17.7.17) indicate the current Long Phydical
Secjor Alignment Error Reporting setting.

If the Count field is cleared to zero, then the device shall disable Alignment Error reporting

If the Count field is set to one, then the device shalliprocess the command and shall report an
Alighment (see 6.2.2) when the application client.issues a write command in which:

) the first byte of data transfer does not begin‘at'the first byte of a physical sector (see 7.17.7.[6);
or
) the last byte of data transfer does not end at the last byte of a physical sector (see 7.17.7.76).

If the Count field is set to two, then theldevice shall report an Alignment Error (see 6.2.2) fand
Command Aborted, leaving the condition of the data unknown, if the application client issug¢s a
write command in which:

n) the first byte of data transfer does not begin at the first byte of a physical sector (see 7.17.7./6);
or
b) the last byte of data transfer does not end at the last byte of a physical sector (see 7.17.7.76).

If the Count field is-set'to 03h..FFh, the device shall report command aborted.

If Long Physical Sector Alignment Error Reporting Control is supported, then the device dhall
support the Long Physical Sector Mis-alignment log (see A.11).

Thig settingsShall be preserved across all resets.
7.49.18/Extended power conditions
7.49.18.1 Overview

Subcommand code 4Ah enables, disables, and configures the use of the Extended Power
Conditions feature set (see 4.8). If the EPC feature is not supported, then the device shall
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return command aborted. Table 124 describes the EPC subcommands and table 125 describes
the power condition IDs.

Table 124 — Extended Power Conditions Subcommands

EPC Subcommand Description
Oh [ Restore Power Condition Settings (see 7.49.18.2)
1h | Go To Power Condition (see 7.49.18.3)
2h [ Set Power Condition Timer (see 7.49.18.4)
3h [ Set Power Condition State (see 7.49.18.5)
4h | Enable the EPC feature set (see 7.49.18.6)
5h [ Disable the EPC feature set (see 7.49.18.7)
6h..Fh [ Reserved

Table 125 — Power Condition IDs

Power Condition ID | Power Condition Name Description
00h Standby_z A substate of the PM2:Standby state @
01h Standby_y A substate of the PM2:Standby state 2
02h..80h Reserved
81h Idle_a A substateof the PM1:Idle state @
82h Idle_b A substate of the PM1:Idle state @
83h Idle_c A substate of the PM1:ldle state @
84h..FEh Reserved
FFh All All EPC power conditions
8 See 4.17.4 for the description of thepower states.
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7.49.18.2 Restore Power Condition Settings subcommand
7.49.18.2.1 Description

On successful completion of this EPC subcommand, the device shall update the Power
Conditions log (see A.8) for the selected Power Condition ID(s) as follows:

1) if Default is set to one, then:
A) copy the Default Timer Settings field (see A.8) to the Current Timer Settings field (see A.8);
and
B) copy the Default Timer Enabled field (see A.8) to the Current Timer Enabled field (see A.8);
2) if Default is cleared to zero, then:
A)—copy the - Saved Tmer Settings fiefd(see A-8)to the Current Timer Settings frefd(see A.8);
and
B) copy the Saved Timer Enabled field (see A.8) to the Current Timer Enabled field\(see A.8);

and

3) if Save is set to one and the power condition is saveable, then:
A) copy the Current Timer Settings field (see A.8) to the Saved Timer Sgitings field (see A.8);
and

B) copy the Current Timer Enabled field (see A.8) to the Saved Timer. Enabled field (see A.8).

7.49.18.2.2 Inputs
Seq table 126 for the SET FEATURES command inputs.

Table 126 — Restore Power Condition:Settings inputs

Name Description

—

Cqunt [ Power Condition (see table 125)

Bit Description
27:7 Reserved

6 Default
1 = Restore-from Default settings
0 = Restore from Saved settings

5 Reserved

4 Save
1= Save settings on completion
0 = Do not save settings on completion

3:0.70h (i.e., Restore Power Condition subcommand (see table 124))

7.49.18.2.3'Normal Outputs
Sed table 212
7.49.18.2.4 Error Outputs

If any selected Power Condition:

a) is not supported;
b) is not changeable; or
c) the Save bit is set to one and any selected power condition is not saveable,

then the device shall return command aborted. See table 235.
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7.49.18.3 Go To Power Condition subcommand
7.49.18.3.1 Description
On successful completion of this EPC subcommand, the device shall:

1) stop all enabled EPC timers (see 4.8.3);

2) enter the selected EPC power condition (see 4.8.2) after command completion of the SET
FEATURES command without having to wait for any timers to expire; and

3) the device shall remain in the selected power condition until the device processes the next
command or reset.

7.49.18.3.2 In
Seq table 127 for the SET FEATURES command inputs.

Table 127 — Go To Power Condition inputs

Name Description

—

Cqunt [ Power Condition (see table 125)

Bit Description
27:4 Reserved

3:0 1h (i.e., Go To Power Condition subcommand\(see table 124))

7.49.18.3.3 Normal Outputs
Sed table 212.
7.49.18.3.4 Error Outputs

If tHe Power condition ID is FFh, a reserved value, or is not supported, then the device ghall
return command aborted. See table 235.
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7.49.18.4 Set Power Condition Timer subcommand
7.49.18.4.1 Description

On successful completion of this EPC subcommand, the device shall update the Power
Conditions log (see A.8) for the selected and supported Power Condition (see 4.8.2) as
follows:

1) copy the Timer field to the Current Timer Settings field;

2) if Enable is set to one and the Timer field is non-zero, then enable the Current Timer;
3) if Enable is set to one and the Timer field is zero, then disable the Current Timer;

4) if Enable is cleared to zero, then disable the Current Timer; and

A) copy the Current Timer Settings field to the Saved Timer Settings field; and

B) copy the Current Timer Enabled field to the Saved Timer Enabled field.

7.49.18.4.2 Inputs
Seq table 128 for the SET FEATURES command inputs.

Table 128 — Set Power Condition Timer inputs

Name Description

—

Cqunt [ Power Condition (see table 125)

Bit Description
27:24 Reserved
23:8 Timer (15:0) (see 7.49.18.4.3)
7 Timer Units (see 7.49.18.4.4)
6 Reserved

5 Enable
1 = Enable the selected power condition
0 = Disable the\selected power condition

4 Save
1 = Save-settings on completion
0 =,Do.rot save settings on completion

3:0 2h (i.e., Set Power Condition Timer subcommand (see table 124))

7.49.18.4.3 Timer\(15:0)

If the new timer value is greater than the maximum value setting, then the device may set|the
valde to thecmaximum setting. If the new timer value is less than the minimum setting, then|the
dev|ce,may set the value to the minimum setting.

7.49.184.4 Timer Units

If the Timer Units bit is cleared to zero, then the Timer (15:0) shall be specified in units of
100 ms.

If the Timer Units bit is set to one, then the Timer (15:0) shall be specified in units of 1 min.
7.49.18.4.5 Normal Outputs

See table 212.

7.49.18.4.6 Error Outputs

The device shall return command aborted If:

a) the new timer value is:
A) less than the maximum setting;
B) greater than the minimum setting; and
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C) not supported by the device;

b) the Power Condition field is invalid;

c) the power condition is not changeable or not supported;

d) the Save bit is set to one and the selected power condition is not saveable;

e) the new time value is greater than the maximum setting (see A.8) and the device did not set the
timer to the maximum setting; or

f) the new time value is less than the minimum setting (see A.8) and the device did not set the
timer to the minimum setting.

If command aborted is returned, then the device shall make no modifications to the power
condition settings. See table 235.
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7.49.18.5 Set Power Condition State subcommand
7.49.18.5.1 Description

On successful completion of this EPC subcommand, the device shall update the Power

Conditions log (see A.8) for the Power Condition(s) as follows:

1) If the Enable bit (see A.8) is set to one, then enable the Current Timer (see A.8); otherwise

disable the Current Timer; and

2) If the Save bit (see A.8) is set to one, then copy the Current Timer Enabled field to the Saved

Timer Enabled field.
7.49.18.5.2 In

Seq table 129 for the SET FEATURES command inputs.

Table 129 — Set Power Condition State inputs

Name Description

—

Cqunt [ Power Condition (see table 125)

Bit Description
27:6 Reserved

5 Enable
1 = Enable the selected power condition
0 = Disable the selected power condition

4 Save
1 = Save settings on completion
0 = Do not save settings on.completion

3:0 3h (i.e., Set Power Condition State subcommand (see table 124))

7.49.18.5.3 Normal Outputs
Seq table 212.
7.49.18.5.4 Error Outputs

If the Power Condition is invalid, not changeable, or not supported, then the device shall re
command aborted. Ifithe Save bit is set to one and the selected power condition is

furn
not

saveable, then the device shall return command aborted. If command aborted is returned, fhen

the device shall make no modifications to the power condition settings. See table 235.
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7.49.18.6 Enable the EPC feature set subcommand
7.49.18.6.1 Description
On successful completion of this EPC subcommand, the device shall:

a) enable the EPC feature set;
b) set IDENITFY DEVICE data word 120 bit 7 to one; and
c) disable the APM feature set.

If the EPC feature set is enabled, then the EPC feature set shall remain enabled across all
resets (i.e., power-on reset, hardware reset, and software reset).

7.4971876-2nputs
Seq table 127 for the SET FEATURES command inputs.

Table 130 — Enable the EPC feature set inputs

Name Description

—

Cqunt |Reserved

Bit Description
27:4 Reserved
3:0 4h (i.e., Enable the EPC feature set (see table 124))

7.49.18.6.3 Normal Outputs
Sed table 212.

7.49.18.6.4 Error Outputs
Sed table 235.
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7.49.18.7 Disable the EPC feature set subcommand
7.49.18.7.1 Description
On successful completion of this EPC subcommand, the device shall:

a) disable the EPC feature set; and
b) clear IDENITFY DEVICE data word 120 bit 7 to zero.

If the EPC feature set is disabled, then the EPC feature set shall remain disabled across all
resets (i.e., power-on reset, hardware reset, and software reset).

7.49.18.7.2 Inputs
Seq table 127 for the SET FEATURES command inputs.

Table 131 — Disable the EPC feature set inputs

Name Description

Cqunt | Reserved

Bit Description
27:0 Reserved
3:0 5h (i.e., Disable the EPC feature set (see table™124))

7.49.18.7.3 Normal Outputs
Sed table 212.

7.49.18.7.4 Error Outputs
Sed table 235.
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7.49.19 Inputs
See table 132 for the SET FEATURES command inputs.

Table 132 — SET FEATURES command inputs

Name Description
Feature | Subcommand Code — See table 118
Count | Subcommand specific
LBA | Subcommand specific
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 EFh

7.49.20 Normal Outputs
Seq table 212.
7.49.21 Error Outputs

The| Abort bit shall be set to one if any subcommand input value is not supported or is invalid.
Seq table 235.
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7.50 SET MAX
7.50.1 SET MAX Overview

Individual SET MAX commands are identified by the value placed in the Feature field.
Table 133 shows these Feature field values.

Table 133 — SET MAX Feature field values

Value | Command
00h | Obsolete

o4kl O T MAN CET DACOI\N ANDMN / v A~ a W =AY
UTIT T UL T WX OL T T OO VTINND (SCCT T U0 J)

02h | SET MAX LOCK (see 7.50.4)

03h | SET MAX UNLOCK (see 7.50.7)

04h | SET MAX FREEZE LOCK (see 7.50.3)

05h | SET MAX SET PASSWORD DMA (see 7.50.6)

06h | SET MAX UNLOCK DMA (see 7.50.8)
07h..FFh [Reserved
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7.50.2 SET MAX ADDRESS - F9h, Non-Data
7.50.2.1 Feature Set

This 28-bit command is for devices that implement the HPA feature set (see 4.11).
7.50.2.2 Description

The SET MAX ADDRESS command shall cause all read and write access attempts to an LBA
greater than the LBA specified by the successful SET MAX ADDRESS command to be rejected
with the ID Not Found bit (see 6.3.6) set to one. IDENTIFY DEVICE data words 60..61

(see 7.17.7.22) shall reflect the maximum LBA set with this command.

plad
valu

A h
MA

Ad
DE

The
MA

Aftd
IDE
data

As
MA
suc
abo

The
Wh

ed in IDENTIFY DEVICE data words 100..103 (see 7.17.7.53) shall be the same as
e placed in IDENTIFY DEVICE data words 60..61.

ADDRESS EXT command after a power-on reset or hardware reset.

bvice shall not change the content in IDENTIFY DEVICE data words 60..61 or IDENT|
ICE data words 100..103 during processing of a software reset.

ADDRESS command fails.

r a successful SET MAX ADDRESS command using a new/maximum LBA the content g

words 60..61 shall be equal to the new Maximum{BA + 1.

iccessful READ NATIVE MAX ADDRESS command should immediately precede a
K ADDRESS command. If the SET MAX ADDRESS command is not preceded |
cessful READ NATIVE MAX ADDRESS tommand, the device shall return comm
rted for the SET MAX ADDRESS command or process one of the following commands:

p) SET MAX SET PASSWORD;
b) SET MAX LOCK;

c) SET MAX UNLOCK; or

d) SET MAX FREEZE LOCK,

result depends on the value of the Feature field (see table 134).

n) If the value(returned by the READ NATIVE MAX EXT command is greater than the V|
returned.by.the READ NATIVE MAX command, then IDENTIFY DEVICE data words 100.
shall indicate the value returned by the READ NATIVE MAX EXT command and IDENT
DEVACE data words 60..61 shall comply with 4.11.4; or

b) Otherwise IDENTIFY DEVICE data words 60..61 shall indicate the value returned by the R
NATIVE MAX command and IDENTIFY DEVICE data words 100..103 shall comply with 4.

bst should not issue more than one non-volatile SET MAX ADDRESS command or §

contents of IDENTIFY DEVICE data and the maximum LBA shall'not be changed if a §

If thﬁeﬁmmmﬂmwmn
the

native max without error, and the 48-bit Address feature set is supported, then the'value

the

f all

NTIFY DEVICE data words shall comply with 4.11.4 and the content of IDENTIFY DEVICE

BET

y a
and

bn the device successfully processes a SET MAX ADDRESS command with the value
returned by the READSNATIVE MAX ADDRESS command, the device shall:

hlue
103
[IFY

EAD
1.4.



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 295 —

7.50.2.3 Inputs
7.50.2.3.1 Overview
See table 134 for the SET MAX ADDRESS command inputs.

Table 134 — SET MAX ADDRESS command inputs

Name Description
Feature | N/A
Count
BitDescription
7:1 N/A

0 Volatile_Value (V_V) — See 7.50.2.3.2.

IBA [ Maximum LBA

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 F9h

7.50.2.3.2 Volatile_Value (V_V)

If the V_V bit is set to one, then during procéssing of a power-on reset or a hardware resgt, a
dev|ce shall not change the content in IDENTIFY DEVICE data words 60..61 (see 7.17.7.23) or
IDENTIFY DEVICE data 100..103 (see 7#:17.7.53).

If tHe V_V bit is cleared to zero, then during processing of a power-on reset or a hardware
reset, a device shall change ‘the content in IDENTIFY DEVICE data words 60..51

(seg 7.17.7.22) and IDENTIFYDEVICE data words 100..103 (see 7.17.7.53) to be a value [one
greater than the value of either:

a) the value in the LBA field in the most recent SET MAX ADDRESS command or SET MAX
ADDRESS EXFeommand that completed without error in which the V_V bit was set to ong; or
p) if no SET MAX"ADDRESS command or SET MAX ADDRESS EXT command has complgted
without errer; then the native max address.

7.50.2.4 Normal Outputs
Seq Table 220.
7.50.2.:5Error Outputs

a) the value in the LBA field exceeds the capacity of the device;

b) a host protected area has been established by a SET MAX ADDRESS EXT command,;
c) the device is HPA Locked (see 4.11.6); or

d) the device has successfully processed a SET MAX FREEZE LOCK command,

then the device shall return command aborted.

If the Maximum LBA is less than the native max address, then the ID Not Found bit (see 6.3.6)
shall be set to one if a previous non-volatile SET MAX ADDRESS command has been
processed since the last power-on reset or hardware reset. The Abort bit shall be set to one if
the maximum value requested exceeds the device capacity, a host protected area has been
established by a SET MAX ADDRESS EXT command, the device is HPA Locked (see 4.11.6)
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or has successfully processed a SET MAX FREEZE LOCK command, or the command is not
immediately preceded by a READ NATIVE MAX ADDRESS command. See table 247.
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7.50.3 SET MAX FREEZE LOCK - F9h/04h, Non-Data

7.50.3.1 Feature Set

This 28-bit command is for devices that implement the HPA security extensions (see 4.11.2).
7.50.3.2 Description

The SET MAX FREEZE LOCK command shall cause any subsequent SET MAX commands to
return command aborted until a power-on reset has been processed by the device.

The following commands are disabled by the SET MAX FREEZE LOCK command:

) SET MAX ADDRESS:
pb) SET MAX SET PASSWORD;
c) SET MAXLOCK;
d) SET MAX UNLOCK; and
e) SET MAX ADDRESS EXT.

This command should not be immediately preceded by a READ NATIVE.MAX ADDRESS
command. If this command is immediately preceded by a READ NATIVE-MAX ADDRESS
command, it shall be interpreted as a SET MAX ADDRESS command.

7.50.3.3 Inputs
Seg table 135 for the SET MAX FREEZE LOCK command inputs,

Table 135 — SET MAX FREEZE LOCK command inputs

Name Description

Feature | 04h

Caqunt | N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpand 7:0° F9h

7.50.3.4 Normal Outputs
Seqd table’212.

7.50-3-5Error Outputs
See table 238.
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7.50.4 SET MAX LOCK - F9h/02h, Non-Data

7.50.4.1 Feature Set

This 28-bit command is for devices that implement the HPA security extensions (see 4.11.2).

7.50.4.2 Description

if the device successfully processes a SET MAX LOCK command, then:

the device is HPA Locked;
the HPA Security Extensions unlock counter (see 4.11.6) shall be set to a value of five; and
any other SET MAX commands except SET MAX UNLOCK command and SET MAX FREEZE

a)
b)
c)

The| device shall remain in this state until a power-on reset has been processed or comm

FOCKTommand shattretormcommand aborted:

and

conmpletion without error of a SET MAX UNLOCK command or SET MAX FREEZE LQCK
conjmand.

Th

5 command should not be immediately preceded by a READ NATIVE.MAX ADDRESS

command. If this command is immediately preceded by a READ NATIVE-MAX ADDRESS
conmmand, it shall be interpreted as a SET MAX ADDRESS command.

7.50.4.3 Inputs
Seg table 136 for the SET MAX FREEZE LOCK command inputs,

Table 136 — SET MAX FREEZE LOCK command inputs

Name Description
Feafure [02h
Cqunt [N/A
UBA [N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0° F9h

7.50.4.4 Normal Outputs
Seqd table’212.

7.504-5Error Outputs

The Abort bit shall be set to one if the device is HPA Locked (see 4.11.6)

or has successfully processed a SET MAX FREEZE LOCK command. See table 238.
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7.50.5 SET MAX SET PASSWORD - F9h/01h, P1O Data-Out

7.50.5.1 Feature Set

This 28-bit command is for devices that implement the HPA security extensions (see 4.11.2).
7.50.5.2 Description

The SET MAX SET PASSWORD command requests a transfer of a single 512-byte block of
data from the host. Table 138 defines the content of this 512-byte block of data. The password
is not retained by the device after the device has processed a power-on reset.

NOTE This password is not related to the passwords that are part of the Security feature set (see 4.20).

This command should not be immediately preceded by a READ NATIVE MAX ADDRESS
command. If this command is immediately preceded by a READ NATIVE MAX ADDRESS
command, it shall be interpreted as a SET MAX ADDRESS command.

7.50.5.3 Inputs
Seq table 137 for the SET MAX SET PASSWORD command inputs.

Table 137 — SET MAX SET PASSWORD command inputs

Name Description

Feature |01h

Caunt | N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependént — See 6.2.12
3:0 Reserved

Command 7:0 F9h

7.50.5.4 Normal Outputs
Seq table 212.
7.50.5.5 Error.Qutputs

If a]device-is HPA Locked (see 4.11.6) or has successfully processed a SET MAX FREEZE
LOCK/command, then the device shall return command aborted. A device may refurn
conmand completion with the Error bit set to one if an Interface CRC error has occurred. See
table 247.

7.50.5.6 Output From the Host to the Device Data Structure

Table 138 — SET MAX SET PASSWORD data content

Word | Description

0 |Reserved
1..16 | Password (32 bytes)
17..255 | Reserved
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7.50.6 SET MAX SET PASSWORD DMA - F9h/05h, DMA

7.50.6.1 Feature Set

This 28-bit command is for devices that implement the HPA security extensions (see 4.11.2).
7.50.6.2 Description

See 7.50.5.2.
7.50.6.3 Inputs

See table 139 for the SET MAX SET PASSWORD DMA command inputs.

Table 139 — SET MAX SET PASSWORD DMA command inputs

Name Description
Feafure [05h
Cqunt [N/A
UBA [N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 F9h

7.50.6.4 Normal Outputs

Seq 7.50.5.4.

7.50.6.5 Error Outputs

Sed 7.50.5.5.

7.50.6.6 Output From the Host to the Device Data Structure
Sed 7.50.5.6.
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7.50.7 SET MAX UNLOCK - F9h/03h, PIO Data-Out
7.50.7.1 Feature Set

This 28-bit command is mandatory for devices that implement the HPA security extensions
(see 4.11.2).

7.50.7.2 Description

The SET MAX UNLOCK command requests a transfer of a single 512-byte block of data from
the host. Table 138 defines the content of this data.

The password supplied in the data transferred shall be compared with the password set by the
SETMAX-SET PASSWORDTomMMand:

If the device is locked from HPA commands and the password compare fails, then the 'deyice
shall return command aborted and decrement the HPA Security Extensions unlockcouhter
(se¢ 4.11.6). This counter shall be decremented for each password mismatch wheh the $ET
MAX UNLOCK command is issued and the device is locked from HPA commands. When [this
counter reaches zero in a device, then the device shall return command aborted fof all
subpequent SET MAX UNLOCK commands until after the device has processed a powef-on
reset.

NOTE The HPA Security Extensions unlock counter is not related to the Security feature set unlock counter.

If the device is HPA Locked, the HPA Security Extensions unlock counter is not zero, and|the
pasgword compare matches, then the device is HPA Unlocked (see 4.11.6) and all SET NMAX
conmmands shall be accepted.

This command should not be immediately preceded‘by a READ NATIVE MAX ADDRESS
command. If this command is immediately preceded by a READ NATIVE MAX ADDRESS
conmmand, it shall be interpreted as a SET MAX ADDRESS command.

7.50.7.3 Inputs
Seq table 140 for the SET MAX UNLOCK,coemmand inputs.

Table 140 — SET'MAX UNLOCK command inputs

Name Description

Feature |03h

Caunt | N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 F9h

7.50.7.4 Normal Outputs
See table 212.
7.50.7.5 Error Outputs

If a device is not HPA Locked (see 4.11.6), then the device shall return command aborted. A
device may return command completion with the Error bit set to one if an Interface CRC error
has occurred. See table 239.
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7.50.7.6 Output From the Host to the Device Data Structure
See 7.50.5.6.



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 303 —

7.50.8 SET MAX UNLOCK DMA - F9h/06h, DMA

7.50.8.1 Feature Set

This 28-bit command is for devices that implement the HPA security extensions (see 4.11.2).
7.50.8.2 Description

See 7.50.7.2.

7.50.8.3 Inputs

See table 141 for the SET MAX UNLOCK DMA command inputs.

Table 141 — SET MAX UNLOCK DMA command inputs

Name Description

Feature | 06h

Caunt | N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 F9h

7.50.8.4 Normal Outputs

Sed 7.50.7.4.

7.50.8.5 Error Outputs

Sed 7.50.7.5.

7.50.8.6 Output From the Host to the Device Data Structure
Sed 7.50.7.6.
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7.51 SET MAX ADDRESS EXT - 37h, Non-Data
7.51.1 Feature Set

This 48-bit command is for devices that implement both the HPA feature set (see 4.11) and the
48-bit Address feature set (see 4.4).

7.51.2 Description

The SET MAX ADDRESS EXT command shall cause all read and write access attempts to an

LBA greater than the LBA specified by the successful SET MAX ADDRESS EXT command to
be rejected with an ID Not Found error.

A h$stshould notissue more than one non-volatile SET MAX ADDRESS EXT command affer a
power-on reset or hardware reset.

The| contents of IDENTIFY DEVICE data (see table 50) and the maximum LBA shall nof be
chahged if a SET MAX ADDRESS EXT command fails.

Aftdr a successful SET MAX ADDRESS EXT command using a new maximum, LBA the confent
of ajl IDENTIFY DEVICE data words shall comply with 4.11.4.

A spiccessful READ NATIVE MAX EXT command should immediately precede SET MAX
ADDRESS EXT command. If the device receives a SET MAX ADDRESS EXT command th
not immediately preceded by READ NATIVE MAX EXT commandjdthen the device shall report
command aborted.

7.51.3 Inputs

7.51.3.1 Overview
Seg table 142 for the SET MAX ADDRESS EXT command inputs.

Table 142 — SET MAX ADDRESS EXT command inputs

at is

Name Description
Feafure [N/A
Cqunt
Bit Description
15:1 N/A
0 Volatile. Value (V_V)— See 7.51.3.2.
UBA | Maximum LBA
Deyice
Bit Description
7 Obsolete
6 Shall be set to one
5 ObbUiUtU
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 37h

7.51.3.2 Volatile_Value (V_V)

If the V_V bit is set to one, then during processing of a power-on reset or a hardware reset, a
device shall not change the content in IDENTIFY DEVICE data words 60..61 (see 7.17.7.22) or
IDENTIFY DEVICE data 100..103 (see 7.17.7.53).

If the V_V bit is cleared to zero, then during processing of a power-on reset or hardware reset,

a device shall:
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a) change the content in IDENTIFY DEVICE data words 100..103 to be a value one greater than
the value of either:

A) the value in the LBA field in the most recent SET MAX ADDRESS command or SET MAX
ADDRESS EXT command that completed without error in which the V_V bit was set to
one; or

B) if no SET MAX ADDRESS command or SET MAX ADDRESS EXT command has
completed without error, then the native max address;
and

b) change the content in IDENTIFY DEVICE data words 60..61 to be the value in IDENTIFY

DEVICE data words 100..103 or OFFF_FFFFh, whichever is less.

Redardless of the setting of the V_V bit, a device shall not change the content I IDENT|IFY
DEVYICE data words 60..61 or IDENTIFY DEVICE data 100..103 during processing-9f a
software reset.
7.51.4 Normal Outputs
Seq table 224.
7.51.5 Error Outputs
If:

p) the value in the LBA field exceeds the capacity of the device;

b) a host protected area has been established by a SET MAX ADDRESS command;

c) this command is not immediately preceded by a READ NATHVE MAX ADDRESS EXT

command;

d) the device is HPA Locked (see 4.11.6); or

e) the device has successfully processed a SET MAX\FREEZE LOCK command,
then the device shall return command aborted.
If the Maximum LBA (see 4.11.4) is less than the native max address, then the ID Not Found
bit (see 6.3.6) shall be set to one if a previous‘hon-volatile SET MAX ADDRESS EXT commland
has|been processed since the last power-on reset or hardware reset. See table 259.
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7.52 SET MULTIPLE MODE - C6h, Non-Data
7.52.1 Feature Set
This 28-bit command is for ATA devices (see 4.2).

7.52.2 Description

The SET MULTIPLE MODE command establishes the number of logical sectors in the DRQ
data block count for the READ MULTIPLE command, READ MULTIPLE EXT command, WRITE
MULTIPLE command, and WRITE MULTIPLE EXT command. The content of the Count field
shall be less than or equal to the value in IDENTIFY DEVICE data word 47 bits (7:0)
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7.52.3 Inputs
See table 143 for the SET MULTIPLE MODE command inputs.

Table 143 — SET MULTIPLE MODE command inputs

Name Description
Feature | N/A
Count | DRQ data block count
LBA [N/A
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 C6h

7.52.4 Normal Outputs
Seq table 212.
7.52.5 Error Outputs

The| Abort bit shall be set to one if the block count'is not supported. See table 235.
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7.53 SLEEP - E6h, Non-Data
7.53.1 Feature Set

This 28-bit command is for devices implementing the Power Management feature set
(see 4.17).

7.53.2 Description

The SLEEP command causes the device to enter Sleep mode. The device shall exit Sleep (i.e.,
PM3 state (see 4.17.4)) only after processing a hardware reset, a software reset, or a DEVICE
RESET command.

A dé¢vice shall not power-on in Sleep mode.
7.53.3 Inputs
Seg table 144 for the SLEEP command inputs.

Table 144 — SLEEP command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See’6.2.12
3:0 Reserved

Commgnd 7:0 E6h

7.53.4 Normal Outputs
Seq table 212.

7.53.5 Error Outputs
Seq table 235.
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7.54 SMART

7.54.1 Overview

Individual SMART commands are identified by the value placed in the Feature field. Table 145
shows these values.

Table 145 — SMART Feature field values

Value Command
00h..CFh |Reserved

ImYal>y OMART DA
=44 N JTVITXINT XY

D1h Obsolete
D2h SMART ENABLE/DISABLE ATTRIBUTE AUTOSAVE (see 7.54.3)
D3h Obsolete
D4h SMART EXECUTE OFF-LINE IMMEDIATE (see 7.54.5)
D5h SMART READ LOG (see 7.54.7)
D6h SMART WRITE LOG (see 7.54.9)
D7h Obsolete
D8h SMART ENABLE OPERATIONS (see 7.54 4)
D%h SMART DISABLE OPERATIONS (see 7.5%.2)
DAh SMART RETURN STATUS (see 7.54¢8)
DBh Obsolete
DCh..DFh [Reserved
EOh..FFh |vendor specific

()
U
S
f
3
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7.54.2 SMART DISABLE OPERATIONS - BOh/D9h, Non-Data

7.54.2.1 Feature Set

This 28-bit command is for devices that implement the SMART feature set (see 4.21).
7.54.2.2 Description

The SMART DISABLE OPERATIONS command shall disable all SMART operations. After
completion of this command without error the device shall report command aborted for all other
SMART commands (e.g., SMART DISABLE OPERATIONS commands), except for the SMART
ENABLE OPERATIONS command and the SCT Command Transport commands, which shall
be processed as defined. The state of SMART (i.e.. enabled or disabled) shall be preserved by
the device during all power-on reset events.

7.54.2.3 Inputs
Seq table 146 for the SMART DISABLE OPERATIONS command inputs.

Table 146 — SMART DISABLE OPERATIONS command inputs

Name Description
Feafure | DSh
Cqunt [N/A
UBA
Bit Description
27:24 N/A
23:8 C24Fh
7:0 N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7.0° BOh

7.54.2.4 Normal Outputs
Seq table’212.

7.54 2.5 Error Outputs

The Abort bit shall be set to one if SMART is not enabled, or if an input value is invalid. See
table 235.
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7.54.3 SMART ENABLE/DISABLE ATTRIBUTE AUTOSAVE - BOh/D2h, Non-Data
7.54.3.1 Feature Set

This 28-bit command is for devices that implement the SMART feature set (see 4.21).
7.54.3.2 Description

The SMART ENABLE/DISABLE ATTRIBUTE AUTOSAVE command enables and disables the
attribute autosave feature of the device. This command may either allow the device, after some
vendor specified event, to save the device updated attributes to non-volatile memory, or this
command may cause the autosave feature to be disabled. The state of the attribute autosave
feature, either enabled or disabled, shall be preserved by the device during all power and reset
events.

The| Count field set to zero shall cause the device to disable the attribute autosaye featpre.
Disabling this feature does not preclude the device from saving SMART data to-non-volatile
memory during some other normal operation (e.g., during a power-on or power-offy\Sequencg or
during an error recovery sequence).

Thel Count field set to F1h shall cause the device to enable the attribute\adtosave featurp. If
the Count field is not set to 00h or F1h, then the actions taken by a device are vendor spedific.

If the device receives a command while processing the autosave routine the device shall bggin
pro¢essing the command within 2 s.

7.54.3.3 Inputs
Sed table 147 for the SMART ENABLE/DISABLE ATTRIBUTE AUTOSAVE command inputs.

Table 147 — SMART ENABLE/DISABLE ATTRIBUTE AUTOSAVE command inputs

Name Description

Feature | D2h

Cqunt
Value Description
00h Disable attribute autosave
01h-FOh Vendor specific
F1h Enable attribute autosave
F2h-FFh Vender specific

LBA
Bit Description
27:24 N/A
23:8 C24Fh
7:0 N/A
Device

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 BOh
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7.54.3.4 Normal Outputs
See table 212.
7.54.3.5 Error Outputs

The Abort bit shall be set to one if SMART is not enabled, or if an input value is invalid. See
table 235.
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7.54.4 SMART ENABLE OPERATIONS - BOh/D8h, Non-Data
7.54.4.1 Feature Set

This 28-bit command is for devices that implement the SMART feature set (see 4.21).

7.54.4.2 Description

The SMART ENABLE OPERATIONS command enables access to all available SMART
capabilities within the device. The state of SMART, either enabled or disabled, shall be
preserved by the device during all power and reset events. Once enabled, the receipt of
subsequent SMART ENABLE OPERATIONS commands shall not affect any SMART data or

functions.
7.54.4.3 Inputs
Seq table 148 for the SMART ENABLE OPERATIONS command inputs.
Table 148 — SMART ENABLE OPERATIONS command inputs
Name Description
Feafure | D8h
Cqunt [N/A
ULBA
Bit Description
27:24 N/A
23:8 C24Fh
7:0 N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 TranspoertDependent — See 6.2.12
3:0 Reserved
Commpand 7:0_B0h
7.54.4.4 Normal Outputs
Seq table'212.
7.54.4.5Error Outputs

See table 235.
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7.54.5 SMART EXECUTE OFF-LINE IMMEDIATE - BOh/D4h, Non-Data

7.54.5.1 Feature Set

This 28-bit command is for devices that implement the SMART feature set (see 4.21).
7.54.5.2 Description

7.54.5.2.1 Overview

The SMART EXECUTE OFF-LINE IMMEDIATE command causes the device to initiate the set
of activities that collect SMART data in an off-line mode and then preserve this data across
power and reset events, or process a vendor specific self-diagnostic test routine in either
captive oroff-timemode.Tabte Ao tists the SMART EXECUTE OFF-CINETMMEDTATE

Sub

commands.

Table 149 — SMART EXECUTE OFF-LINE IMMEDIATE Subcommands

Value Description of subcommand to be processed

00h Execute SMART off-line routine (see 7.54.5.2.4) in off-line mode2

01h Execute SMART Short self-test routine (see 7.54.5.2.5) in offdine mode @

02h Execute SMART Extended self-test routine (see 7.54.5.2/6) in off-line mode @

a

03h Execute SMART Conveyance self-test routine (see 7.54.5.2.7) in off-line mode

04h Execute SMART Selective self-test routine (see 7:54.5.2.8) in off-line mode @

05h..3Fh [Reserved

40h..7Eh [Vendor specific

7Fh Abort off-line mode self-test routine

80h Reserved

81h Execute SMART Short self-test routine (see 7.54.5.2.5) in captive mode b

82h Execute SMART Extended self-test routine (see 7.54.5.2.6) in captive mode °

83h Execute SMART Conveyance self-test routine (see 7.54.5.2.7) in captive mode b

84h Execute SMART Selective self-test routine (see 7.54.5.2.8) in captive mode b

85h..8Fh [Reserved

90h..FFh |Vendor specific

2 See7.54522
b See 7.54.5.2.3

7.54

Thd
IMM

1)

P)

.5.2.2 Off-line.mode

following describes the protocol for processing a SMART EXECUTE OFF-L|NE
EDIATE-subcommand routine, including a self-test routine, in the off-line mode:

the device shall report command completion before processing the subcommand routine;
the device shall remain ready to receive a new_ command during processing of| the

3)

4)

subcommand routine;

if the device is in the process of performing the subcommand routine and is interrupted by any
new command from the host except a SLEEP command, SMART DISABLE OPERATIONS
command, SMART EXECUTE OFF-LINE IMMEDIATE command, or STANDBY IMMEDIATE
command, then the device shall suspend or abort the subcommand routine and begin
processing the new command within 2 s after receipt of the new command. After servicing the
interrupting command, the device may re-initiate or resume the subcommand routine without
any additional commands from the host (see 7.54.6.10);

if the device is in the process of performing a subcommand routine and is interrupted by a
SLEEP command from the host, then the device may abort the subcommand routine and
process the SLEEP command. If the device is in the process of performing any self-test routine
and is interrupted by a SLEEP command, then the device shall abort the subcommand routine
and process the SLEEP command;
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5) if the device is in the process of performing the subcommand routine and is interrupted by a
SMART DISABLE OPERATIONS command, then the device shall suspend or abort the
subcommand routine and begin processing the new command within 2 s after receipt of the
command. Upon receipt of the next SMART ENABLE OPERATIONS command the device
may, either re-initiate the subcommand routine or resume the subcommand routine from where
it had been previously suspended;

6) if the device is in the process of performing the subcommand routine and is interrupted by a
SMART EXECUTE OFF-LINE IMMEDIATE command, then the device shall abort the
subcommand routine and begin processing the new command within 2 s after receipt of the
command. The device shall then process the new SMART EXECUTE OFF-LINE IMMEDIATE
subcommand:

7) if the device is in the process of performing the subcommand routine and is interrupted,py a

STANDBY IMMEDIATE command or IDLE IMMEDIATE command, then the deyvice ghall

suspend or abort the subcommand routine, and begin processing the new command within 2 s

after receipt of the command. After receiving a new command that causes the deyice to eixit a

power saving mode, the device shall initiate or resume the subcommand routine without|any

additional commands unless these activities were aborted by the host;

B) while the device is performing the subcommand routine it shall not change’ power states (g.g.,

as a result of its Standby timer (see 4.17.3) expiring); and

D) if a test failure occurs while a device is performing a self-test routine, then the device may

discontinue the testing and place the test results in the Self-tést'execution status byte (see

table 152).

7.54.5.2.3 Captive mode

Whin processing a self-test in captive mode, the device\processes the self-test routine gfter
recgipt of the command. At the end of the self-test routine the device places the results ofthis
selfttest routine in the Self-test execution status byte (see table 152) and reports commjand
conlpletion. If an error occurs while a device is performing the self-test routine, then the deyice
may discontinue its testing, place the results of.this self-test routine in the Self-test execution
status byte, and complete the command.

7.54.5.2.4 SMART off-line routine

Thel SMART off-line routine shall only,'be processed in the off-line mode (see 7.54.5.2.2). [The
results of this routine are placed in(the Off-line data collection status byte (see table 153).

7.54.5.2.5 SMART Short self-test routine

Depending on the value in-the LBA field (7:0) (see table 149), the SMART Short self-fest
roufine may be processed‘in either the captive mode or the off-line mode. The SMART Short
selfttest routine shouldtake on the order of minutes to complete (see table 152).

7.54.5.2.6 SMART Extended self-test routine

Depgending on/the value in the LBA field (7:0) (see table 149), the SMART Extended self{test
roufine may_be processed in either the captive mode or the off-line mode. The SMART
Extended.self-test routine should take on the order of tens of minutes to complete
(seef table 152).

7.54.5.2.7 SMART Conveyance self-test routine

Depending on the value in the LBA field (7:0) (see table 149), the SMART Conveyance
self-test routine may be processed in either the captive mode or the off-line mode. The SMART
Conveyance self-test routine may identify damage incurred during transporting of the device.
The SMART Conveyance self-test routine should take on the order of minutes to complete
(see table 152).

7.54.5.2.8 SMART Selective self-test routine

If the SMART Selective self-test routine is implemented, then all features of this self-routine
shall be implemented. Support for the SMART Selective self-test routine is indicated in off-line
data collection capabilities (see 7.54.6.10). When the value in the LBA field (7:0) is 4 or 132,
the SMART Selective self-test routine shall be processed. This self-test routine shall include
the initial tests performed by the Extended self-test routine plus a selectable read scan. The
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host should not write the Selective self-test log while the processing of a SMART Selective
self-test routine is in progress.

A read scan of the specified areas of the media is requested by setting the test spans to be
read scanned in the Selective self-test log (see A.15). The device shall process the specified
test spans and they shall be read scanned in their entirety. If bit 1 in the Feature flags field of
the Selective self-test log (see A.15) is cleared to zero, then the device shall not perform an
off-line scan following the Selective self-test.

The Selective self-test log is updated as the self-test proceeds indicating test progress. When
all specified test spans have been completed, the test is terminated and the appropriate
self-test execution status is reported in the SMART READ DATA response depending on the
occprrence of errors. Figure 17 shows an example of a Selective self-test definition with three
test| spans defined. In this example, the test terminates when all three test spans have been
scapned.

L User LBA Space »
A A A
e
Test Span 1 Test Span 2 Test Span 3
Starting LBA Starting LBA Starting LBA
forjtest span 1 for test span 2 for test span 3
Ending LBA Enditg LBA Ending LBA
for test span 1 fop test span 2 for test span 3

Figure 17 — Selective’self-test span example

If bif 1 of the Feature flags field in the Selective self-test log (see A.15) is set to one, then after
the [scan of the selected spans described in this subclause, the device shall scan the regt of
media in an off-line mode. If an error!0occurs during the scanning of the test spans, the errgr is
reported in the self-test execution Status in the SMART READ DATA response and the off{line
scaf is not processed. When the-test spans defined have been scanned, then the device shall:

n) set the off-line scan pending and active flags in the Selective self-test log to one;

b) set the span under test to a value greater than five;

c) set the self-test execution status in the SMART READ DATA response to 00h;

d) seta value of Q3h in the off-line data collection status in the SMART READ DATA responsg;
and

£) proceed, to'process an off-line read scan through all areas not included in the test spans.

Thig off-line_read scan shall be completed with no pauses between block reads. Any erfors
encountered shall not be reported to the host. Error locations may be logged for fufure
rea Iocatlon If the device is powered- down before the off-line scan is completed then

the scan shaII be deIayed the tlme |nd|cated in the Selectlve self-test pendmg tlme f|eId in the
Selective self-test log (see A.15). During this delay time the pending flag shall be set to one
and the active flag shall be set to zero in the Selective self-test log. Once the time expires, the
active flag shall be set to one, and the off-line scan shall resume. When the entire media has
been scanned, the off-line scan shall terminate, both the pending and active flags shall be
cleared to zero, and the off-line data collection status in the SMART READ DATA response
shall be set to 02h indicating completion.

The time to complete off-line testing and the self-test polling times do not apply to the selective
self-test. Progress through the test spans is indicated in the selective self-test log.

When bit 3 in the Selective self-test feature flags field is set to one (see A.15), a device shall
continue processing the Selective self-test after processing a hardware reset or a software
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reset. When bit 3 in the Selective self-test feature flags field is cleared to zero, a device shall

abort the Selective self-test during processing a hardware reset or a software reset.

If a device receives a SMART EXECUTE OFF-LINE IMMEDIATE command with the Abort

off-line test routine subcommand, then the device shall abort the Selective self-test.

If a device receives a SMART EXECUTE OFF-LINE IMMEDIATE command specifying that the
device perform a self-test while a selective self-test is in progress, the device shall abort the
selective self-test and process the specified self-test.

7.54.5.3 Inputs
See table 150 for the SMART EXECUTE OFF-LINE IMMEDIATE command inputs.

Table 150 — SMART EXECUTE OFF-LINE IMMEDIATE command inputs
Name Description
Feafure | D4h
Cqunt [N/A
UBA
Bit Description
27:24 N/A
23:8 C24Fh
7:0 Table 149 defines the subcommand that shall’be processed
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 BOh
7.54.5.4 Normal Outputs
Seq table 221.
7.54.5.5 Error-Outputs
The| ID Not Found bit shall be set to one if the SMART data is not available. The Abort bit ghall
be $et to‘one if SMART is not enabled or if a self-test fails while executing a sequencg in
caplive'made See table 250
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7.54.6.1 Feature Set
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This 28-bit command is for devices that implement the SMART feature set (see 4.21).

7.54.6.2 Description

The SMART READ DATA command returns the Device SMART data structure to the host.
7.54.6.3 Inputs
See table 151 for the SMART READ DATA command inputs.

Table 151 — SMART READ DATA command inputs
Name Description
Feafure | DOh
Cqunt [N/A
UBA
Bit Description
27:24 N/A
23:8 C24Fh
7:0 N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent,~ See 6.2.12
3:0 Reserved
Command 7:0 BOh
7.54.6.4 Normal Outputs
Seq table 212.
7.54.6.5 Error Outputs
If SMART data is uncorrectable, then the device shall return command completion with[the
Undorreetable bit set to one. If the SMART data is not available or the data structure checkgum
is invalid;y then the device shall return command completion with the ID Not Found bit sgt to
onel_If'SMART is not enabled or if field values are invalid then the device shall return

command aborted. A device may return command completion with the Error bit set to one if an
Interface CRC error has occurred. See table 256.

NOTE There is no defined mechanism for a device to return an Interface CRC error status that may have occurred
during the last data block of a P1O-in data transfer. There may be other mechanisms in which a host may verify that an
Interface CRC error occurred in these cases.
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7.54.6.6 Input From the Device to the Host Data Structure
Table 152 defines the 512 bytes that make up the Device SMART data structure.

Table 152 — Device SMART data structure

Offset| F/IV Description
0..361 X |Vendor specific
362| V |Off-line data collection status
363| X [Self-test execution status byte
364365 ——TotaHtime-in-secondstocompteteoff-line-datacoltectioneactivity(woreh
366| X [Vendor specific
367| F [Off-line data collection capability
368..369 F |SMART capability
3701 F [Errorlogging capability
7:1 Reserved
0 1=Device error logging supported
371| X [Vendor specific
372| F |Short self-test routine recommended polling time\(in minutes) (see 7.54.6.12
373 F Extended self-test routine recommended paolling time in minutes. If FFh, use
bytes 375 and 376 for the polling time (see.7.54.6.12)
374| F Conveyance self-test routine recommended polling time in minutes
(see 7.54.6.12)
Extended self-test routine recomimended polling time in minutes (word)
375..376| F
(see 7.54.6.12)
377..385| R |Reserved
386..510| X [Vendor specific
511 V [Data structure checksum
Key:
F = the content of the byte is fixed and does not change.
V = the content of the-byte is variable and may change depending on the state of the
device or the:commands processed by the device.
X = the content\of the byte is vendor specific and may be fixed or variable.
R = the content of the byte is reserved and shall be zero.
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7.54.6.7 Off-line collection status byte

The value of the off-line data collection status byte defines the current status of the off-line
activities of the device. Table 153 lists the values and their respective definitions.

Table 153 — Off-line data collection status byte values

Value Description

00h or 80h | Off-line data collection activity was never started.

01h | Reserved

2h or 82h | Off-line data collection activity was completed without error.

03h | Off-line activity in progress.

(4h or 84h | Off-line data collection activity was suspended by an interrupting command from hqgst.

(5h or 85h | Off-line data collection activity was aborted by an interrupting command-from host.

(6h or 86h | Off-line data collection activity was aborted by the device with a fatal error.

07h..3Fh | Reserved

40h..7Fh | Vendor specific

81h | Reserved

83h | Reserved

87h..BFh [Reserved

COh..FFh|Vendor specific

7.54.6.8 Self-test execution status byte

Thel| self-test execution status byte reports the status of the self-test routine as follows:

p) for bits (3:0) (i.e., Percent Self-Test Remaining), the value indicates an approximation of the
percent of the self-test routine remaining until completion in ten percent increments. Valid
values are nine through zero. A value of zero indicates that the self-test routine is complefe. A
value of nine indicates 90 % of total test time is remaining; and

b) for bits (7:4) (i.e., Self-test Execution Status), the value:

A) indicates the current Self-test Execution Status (see table 154);
B) may be cleared to zero when the device processes a power-on reset; and
C) shall be retained'when the device processes a software reset or hardware reset.
Table 154 — Self-test execution status values
Valye Description
Dh | Indicates a previous self-test routine completed without error or no self-test status is available.

lh

The self-test routine was aborted by the host.

Ph

The self-test routine was interrupted by the host with a hardware or software reset.

3h

A fatal error or unknown test error occurred while the device was executing its self-test routine and
the device was unable to complete the self-test routine.

4h

The previous self-test completed having a test element that failed and the test element that failed
is not known.

5h

The previous self-test completed having the electrical element of the test failed.

6h

The previous self-test completed having the servo and/or seek test element of the test failed.

7h

The previous self-test completed having the read element of the test failed.

8h

The previous self-test completed having a test element that failed and the device is suspected of
having handling damage.

9h..Eh

Reserved.

Fh

Self-test routine in progress.
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7.54.6.9 Total time to complete off-line data collection

The total estimated time in seconds to complete off-line data collection activity word specifies
how many seconds the device requires to complete the sequence of off-line data collection
activity. Valid values for this word are from 0001h to FFFFh. If this field is set to FFFFh then the
total time to complete off-line data collection is greater than 65_534 seconds.

7.54.6.10 Off-line data collection capabilities

Table 155 defines the off-line data collection capability bits. If the value of all of these bits is
cleared to zero, then no off-line data collection is implemented by this device.

-1 . . T

Bit Description

Reserved

elective self-test implemented — If this bit is cleared to zero, the device does not implement thg
elective self-test routine. If this bit is set to one, the device implements the Selective self-test rputine.

Lonveyance self-test implemented — If this bit is cleared to zero, the device does not implemen{ the
Lonveyance self-test routines. If this bit is set to one, the device implements\the Conveyance s¢lf-test
putines.

o

elf-test implemented — If this bit is cleared to zero, the device does.not implement the Short ar]
Extended self-test routines. If this bit is set to one, the device imglements the Short and Extend
elf-test routines.

1%
o

Dff-line read scanning implemented — If this bit is cleared tazero, the device does not support dff-line
bad scanning. If this bit is set to one, the device supports off-line read scanning.

bort/restart off-line by host — If this bit is set to one, then the device shall abort all off-line data cgllection
ctivity initiated by a SMART EXECUTE OFF-LINENMMEDIATE command upon receipt of a new
ommand within 2 s of receiving the new command. If this bit is cleared to zero, the device shal
uspend off-line data collection activity after an’interrupting command and resume off-line data
ollection activity after some vendor-specified event.

O M O o Y1l Nl men =_ OO0 ool

endor specific.

BXECUTE OFF-LINE IMMEDIATE-implemented — If this bit is set to one, then the SMART EXECUTE
QFF-LINE IMMEDIATE command'is implemented by this device. If this bit is cleared to zero, thén the
S$MART EXECUTE OFF-LINEIMMEDIATE command is not implemented by this device.

7.54.6.11 SMART capabilities
Thel|following defines the SMART capabilities bits:

p) If bit 0 is set to one, then the device saves SMART data prior to going into a power sayving
mode (i/ex, Idle, Standby, or Sleep) or upon return to Active mode or Idle mode from a Standby
mode (see 4.17.4). If bit O is cleared to zero, then the device does not save SMART data prior
te'going into a power saving mode (ldle, Standby, or Sleep) or upon return to Active mode or
[die mode from a Standby mode;

1 Bit 1 shall be set to one to indicate that the device supports the SMART FNABI F/DISABI E
ATTRIBUTE AUTOSAVE command; and

c) Bits (15:2) are reserved.

7.54.6.12 Self-test routine recommended polling time

The self-test routine recommended polling time shall be equal to the estimated number of
minutes that is the minimum recommended time before which the host should begin polling for
test completion status. Actual test time may be several times this value. The host should wait
at least this long before sending the first SMART READ DATA command to check for test
completion status. Polling before this time may extend the self-test processing time or abort
the test depending on the state of Offline Data Collection Capabilities bit 2 (see table 155).
Subsequent checking by the host should be at a vendor specific interval.
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7.54.6.13 Data structure checksum

The data structure checksum is the two's complement of the sum of the first 511 bytes in the
data structure. Each byte shall be added with unsigned arithmetic, and overflow shall be
ignored. The sum of all 512 bytes shall be zero when the checksum is correct. The checksum
is placed in byte 511.
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7.54.7 SMART READ LOG - BOh/D5h, PIO Data-In

7.54.7.1 Feature Set

This 28-bit command is for devices that implement the SMART feature set (see 4.21).
7.54.7.2 Description

The SMART READ LOG command returns the specified log to the host. See table A.2 for the
list of logs.

7.54.7.3 Inputs
See table 156 for the SMART READ LOG command inputs.

Table 156 — SMART READ LOG command inputs

Name Description

Feature | D5h

—

Cqunt | Specifies the number of log pages to be read from the specified log. TheAog transferred by the

ATA device shall start at the first page in the specified log, regardless of\the Count requested.

Bit Description
27:24 N/A
23:8 C24Fh

Log Address — Specifies the log to be read as described in table A.2. See 7.29.3.3 for

7:0 . .
more information.

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpand 7:0 BOh

7.54.7.4 Normal‘Outputs
Seq table 242.
7.54.7.5(Error Outputs

ThelUncarrectable Error bit shall be set to one if SMART data is uncorrectable The IDINot
Found bit shall be set to one if the data is not available or the data structure checksum is
invalid. The Abort bit shall be set to one if SMART is not enabled, if the Count field is cleared to
zero, or if field values are invalid. The Abort bit shall be set to one if the Count is larger than
the log size reported in the SMART Log Directory (see A.3). A device may return command
completion with the Error bit set to one if an Interface CRC error has occurred. See table 256.
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7.54.8 SMART RETURN STATUS - BOh/DAh, Non-Data

7.54.8.1 Feature Set

This 28-bit command is for devices that implement the SMART feature set (see 4.21).
7.54.8.2 Description

The SMART RETURN STATUS command causes the device to communicate the reliability
status of the device to the host.

7.54.8.3 Inputs
See table 157 for the SMART RETURN STATUS command inputs.

Table 157 — SMART RETURN STATUS command inputs

Name Description
Feafure [ DAh
Cqunt [N/A
UBA
Bit Description
27:24 N/A
23:8 C24Fh
7:0 N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 BOh

7.54.8.4 Normal Outputs

Seq table 222.

7.54.8.5 Error-Outputs

Thel Abortbit shall be set to one if SMART is not enabled. See table 235.
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7.54.9 SMART WRITE LOG - BOh/D6h, PIO Data-Out

7.54.9.1 Feature Set

This 28-bit command is for devices that implement the SMART feature set (see 4.21).
7.54.9.2 Description

The SMART WRITE LOG command specifies the log to be written as described in table A.2.
This command causes the device to write the specified number of log pages to the specified
log. See table A.2 for the list of logs.

7.54.9.3 Inputs
7.54.9.3.1 Overview
Seq table 158 for the SMART WRITE LOG command inputs.

Table 158 — SMART WRITE LOG command inputs

Name Description

Feature | D6h

—

Cqunt | Specifies the number of log pages that shall be written. The data transferred to the device ghall be
stored starting at the first block in the specified log. If the device receives a value of zero ip this

field, then the device shall report command aborted.

Bit Description
27:24 N/A
23:8 C24Fh
7:0 Log Address — See 7.54.9.3.2

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpand 7:0 BOh

7.54.9.3.2'Log Address

A device may support a subset of the available logs. Support for individual logs is determined
by support for the associaied fealure sel. Support of the associated log(s) Is mandatory for
devices implementing the associated feature set. If the host attempts to write to a read only log
address, the device shall return command aborted.

7.54.9.4 Normal Outputs
See table 212.
7.54.9.5 Error Outputs

If the SMART data is not available, then the device shall return command completion with the
ID Not Found bit set to one. If SMART is not enabled, the log is not implemented, or the Count
field is cleared to zero, then the device shall return command aborted for the command. A
device may return command completion with the Error bit set to one if an Interface CRC error
has occurred. See table 248.
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7.55 STANDBY - E2h, Non-Data
7.55.1 Feature Set

016

This 28-bit command is for devices that implement the Power Management feature set
(see 4.17).

7.55.2 Description
The STANDBY command causes the device to enter the Standby mode (see 4.17.4).

If the Count field is non-zero, then the Standby timer (see 4.17.3) shall be enabled. The value
in the Count field shall be used to determine the time programmed into the Standby timer

(seéL
If th

See

fable 63).
Count field is zero, then the Standby timer is disabled.

4.8.4 for interactions with the EPC feature set.

7.58.3 Inputs

See

table 159 for the STANDBY command inputs.

Table 159 — STANDBY command inputs

Name

Description

Fea

ure

N/A

Cq

—

un

This value shall determine the time period programmed into the Standby timer. Table 63 d
these values.

efines

BA

N/A

De

ice

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Comm

and

7:0 E2h

7.55
See
7.55

See

.4 Normal Outputs
table 212;

.5 Error.Outputs
table’235.
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7.56 STANDBY IMMEDIATE - EOh, Non-Data
7.56.1 Feature Set

This 28-bit command is for devices that implement the Power Management feature set
(see 4.17).

7.56.2 Description

The STANDBY IMMEDIATE command causes the device to enter the Standby mode
(see 4.17.4).

Processing a STANDBY IMMEDIATE command should cause the device to prepare for a power
cycle.

Sed 4.8.4 for interactions with the EPC feature set.
7.54.3 Inputs
Seg table 160 for the STANDBY IMMEDIATE command inputs.

Table 160 — STANDBY IMMEDIATE command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependents'See 6.2.12
3:0 Reserved

Commpand 7:0 EOh

7.56.4 Normal Outputs
Seq table 212.

7.54.5 Error Outputs
Seq table 235;
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7.57 TRUSTED NON-DATA - 5Bh, Non-Data
7.57.1 Feature Set

This 28-bit command is for devices implementing the Trusted Computing feature set
(see 4.25).

7.57.2 Description

The TRUSTED NON-DATA command delivers the SP Specific field (see 7.58.6) using the
specified Security Protocol.

7.57.3 Inputs

7.57.3.1 Overview
Seg table 161 for the TRUSTED NON-DATA command inputs.
Table 161 — TRUSTED NON-DATA command inputs
Name Description
Feature | Security Protocol (see 7.58.3.2)
Cqunt | Reserved
UBA
Bit Description
27:25 Reserved
24 0 - Non-Data TRUSTED SEND, 1 — Non-Data TRUSTED RECEIVE
23:8 SP Specific (15:0) — Security Protocol Specific (see 7.58.6)
7:0 Reserved
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 5Bh
7.57.3.2 Security Protocol

If Blt 24 is cleared to zero, then see 7.60.3.2, otherwise, see 7.58.3.2.
7.57.4 Normal Outputs

If Bit 24 is cleared to zero, then see 7.60.4, otherwise, see 7.58.4.
7.57.5 Error Outputs

If Bit 24 is cleared to zero, then see 7.60.5, otherwise, see 7.58.5.
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7.58 TRUSTED RECEIVE - 5Ch, PIO Data-In

7.58.1 Feature Set

This 28-bit command is for devices implementing the Trusted Computing feature set
(see 4.25).

7.58.2 Description

The TRUSTED RECEIVE command retrieves security protocol information (see 7.58.6) or the
results from one or more TRUSTED SEND commands.

Any association between a previous TRUSTED SEND command and the data transferred by a
TRUYUSTED RECEIVE command depends on the protocol specified by the Security Protocol ield
(se¢ table 163). If the device has no data to transfer (e.g., the results for any previpus
TRUSTED SEND commands are not yet available), the device may transfer data indicating it
has|no other data to transfer.

Indications of data overrun or underrun and the mechanism, if any, for processing retries
depgend on the protocol specified by the Security Protocol field (see table 163).

For|Security Protocol field set to 00h, the format of the data is described,in 7.58.6. The forqmat
of the data for other Security Protocol values is specified by the*group that owns|the
assgpciated Security Protocol value.

Datp transfer lengths for the TRUSTED RECIEVE command shall be non-zero multiplegs of
512|bytes. Pad bytes are appended as needed to meet this fequirement. Pad bytes shall Have
a vglue of 00h.

The|device shall retain data resulting from a TRUSTED.SEND command awaiting retrieval by a
TRUSTED RECEIVE command until one of the following events is processed:

p) the data is delivered according to the Security- Protocol field (see table 163) specific rulesg for
the TRUSTED RECEIVE command;

b) any reset; or

c) loss of communication with the host that sent the TRUSTED SEND command.
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7.58.3 Inputs
7.58.3.1 Overview
See table 162 for the TRUSTED RECEIVE command inputs.

Table 162 — TRUSTED RECEIVE command inputs

Name Description

Feature | Security Protocol (see 7.58.3.2)

Count | Transfer Length (7:0) — See 7.58.3.4

IBA
Bit Description
27:24 Reserved
23:8 SP Specific (15:0) — Security Protocol Specific (see 7.58.3,3)
7:0 Transfer Length (15:8) — See 7.58.3.4

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 5Ch

7.58.3.2 Security Protocol

The| Security Protocol field identifies which security protocol is being used. This determines|the
fornmpat of the SP Specific field and of the data that is transferred (see table 163). If the Securrity
Profocol field is set to a reserved value, the device shall return command aborted.

Table 163+— TRUSTED RECEIVE Security Protocol field description

Value Description

00h | Return security protocol information (see 7.58.6)
01h<06h [ Reserved for TCG
07h..1Fh | Reserved
20h [Reserved for T10
i IECi I RUDUI VUL.II
EDh | Defined by SDCard TrustedFlash Security Systems Specification 1.1.3
EEh | Defined by IEEE 1667
EFh [Reserved for T10
FOh..FFh | Vendor Specific.

—5

N

7.58.3.3 SP Specific

The SP Specific field provides Security Protocol field specific information. The meaning of
these fields are defined by each security protocol.

7.58.3.4 Transfer Length

The Transfer Length is security protocol specific.
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7.58.4 Normal outputs
See table 223.
7.58.5 Error outputs

The device shall return command aborted if an unrecoverable error occurred during the
processing of the command. The amount of data transferred is indeterminate. A device may
return command completion with the Error bit set to one if an Interface CRC error has
occurred. See table 237.

7.58.6 Security Protocol 00h Description

7.586-1Overview

The| Security Protocol 00h returns basic information about the device. A TRUSTED RECHE
command with Security Protocol field set to 00h is not linked to an earlier TRUSTED SH
conmmand.

The Transfer Length field contains the number of 512-byte blocks of data-to be transfe
(e.g., one means 512 bytes, two means 1 024 bytes). A transfer length of Zero is invalid.

If tHe length of the TRUSTED RECEIVE parameter data is greater than\the Transfer Len

the
req

Wh

n the device shall return the TRUSTED RECEIVE parameter data truncated to
Iested Transfer Length.

n the Security Protocol field is set to 00h, the SP Specific field is shown in table 164.

Table 164 — Security Protocol 00h — SP Specific field‘descriptions for Protocol 00h

SP Specific Description Support

0000h | Return supported security protocol list (see 7.58.6.2) | Mandatory
0001h | Return a certificate (see ?.58.6.3) Mandatory
0002h..FFFFh [ Reserved

If the SP Specific field is set to a reserved value, the command shall be aborted.

Each time a TRUSTED RECEIVE eommand with Security Protocol field set to 00h is recei

the

device shall transfer the data starting with byte 0.

7.58.6.2 Supported security protocols list description

Wh

én the Security Protocol field is set to 00h, and the SP Specific field is set to 0000h

TRUSTED RECEIVE-command, the parameter data shall have the format shown in table 1

Table 165 — TRUSTED RECEIVE parameter data for SP Specific=0000h

IVE
ND

red

gth,
the

ed,

J
[ =

Bit
Byté 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved
2 Reserved
3 Reserved
4 Reserved
5 Reserved
6 List Length (M-7) bits (15:8)
7 List Length (M-7) bits (7:0)
8
Supported Security Protocol List
M
'\5/':11 Pad bytes (if any)
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The List Length field indicates the total length, in bytes, of the supported security protocol list.

The Supported Security Protocol List field shall contain a list of all supported Security Protocol
field values. Each byte indicates a supported Security Protocol field value. The values shall be
in ascending order starting with 00h.

The total data length shall be 512 bytes. Pad bytes are appended as needed to meet this
requirement. Pad bytes shall have a value of 00h.

7.58.6.3 Certificate data description
7.58.6.3.1 Certificate overview

Ac :
Cerjificate (see clause 2) depending on the capabilities of the device.

When the Security Protocol field of the TRUSTED RECEIVE command is set to 00h,"and|the
SP Bpecific field is 0001h, the parameter data shall have the format shown in table A66.

Table 166 — TRUSTED RECEIVE parameter data for SP Specific=0001h

Bit
BytL 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved
2 (MSB)
3 CERTIFICATE LENGTH(M - 3) (E)
4
X.509 certificate bytes
M
M+ i
=T Pad bytes (if any)

Theg CERTIFICATE LENGTH indicates the total length, in bytes, of the certificate(s). This
length includes one or more certificates. If the device has no certificate to return, then|the
certificate length is set to 0000h, the 4 byte header, and 508 pad bytes are returned.

The| contents of the certificate fields are defined in 7.58.6.3.2 and 7.58.6.3.3.
Thel total data length shall conform to the Transfer Length field (see 7.58.3.4) requirements.
7.58.6.3.2 Public Key certificate description

RFQ 3280 defines(the certificate syntax for certificates consistent with the X.509v3 Public Key
Ceriificate Specification.

7.58.6.3.3 Attribute certificate description

RFQ 3281.defines the certificate syntax for certificates consistent with the X.509v2 Attripute
Ceriificate Specification.
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7.59 TRUSTED RECEIVE DMA - 5Dh, DMA
7.59.1 Feature Set

This 28-bit command is for devices implementing the Trusted Computing feature set
(see 4.25).

7.59.2 Description

See 7.58.2.
7.59.3 Inputs
See table 167 for the TRUSTED RECEIVE DMA command inputs
Table 167 — TRUSTED RECEIVE DMA command inputs
Name Description
Feature | Security Protocol (see 7.58.3.2)
Cqunt | Transfer Length (7:0) — See 7.58.3.4
UBA
Bit Description
27:24 Reserved
23:8 SP Specific (15:0) — Security Protocol Specific (see 7.58.3.3)
7:0 Transfer Length (15:8) — See 7.58.3.4
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 5Dh
Seq 7.58.3.
7.59.4 Normal Outputs
Seq 7.58.4.
7.59.5 Efror Outputs
Seq 7.58.5.
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7.60 TRUSTED SEND - 5Eh, PIO Data-Out
7.60.1 Feature Set

This 28-bit command is for devices implementing the Trusted Computing feature set
(see 4.25).

7.60.2 Description

The TRUSTED SEND command sends one or more Security Protocol specific instructions to
be processed by the device. The host uses TRUSTED RECEIVE commands to retrieve any
data resulting from these instructions.

Any[association between a TRUSTED SEND command and a subsequent TRUSTED RECHIVE
command depends on the protocol specified by the Security Protocol field (see table 169).
Each protocol shall specify whether:

n) the device shall complete the command without error as soon as the devicecdetermineq the
data has been received without error. An indication that the data has been processqd is
obtained by sending a TRUSTED RECEIVE command and receiving.the results in| the
associated data transfer; or

b) the device shall complete the command without error only after theidata has been procegsed
without error and an associated TRUSTED RECEIVE command is not required.

Theg completion of background activity resulting from a trustéd.command shall not refurn
conmmand aborted for any outstanding queued commands.

The format of the data and parameters depends on the%protocol specified by the Secyrity
Protocol field (see table 169).

Datp transfer lengths for the TRUSTED SEND eommand shall be non-zero multipleg of
512|bytes. Pad bytes are appended as needed toumeet this requirement. Pad bytes shall have
a vglue of 00h.

7.60.3 Inputs
7.60.3.1 Overview
Seg table 168 for the TRUSTED SEND command inputs.

UJ

Table 168 — TRUSTED SEND command inputs

Name Description

Feature | Security Protocol\(see 7.60.3.2)

Cqunt | Transfer Length (7:0) — See 7.60.3.4
UBA
Bit Description
27:24 Reserved
23:8 SP Specific (15:0) — Security Protocol Specific (see 7.60.3.3)
+0—FransterLength(16:8—See 16034
Device

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 5Eh
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7.60.3.2 Security Protocol

The Security Protocol field identifies which security protocol is being used. This determines the
format of the parameters and of the data that is transferred (see table 169). If the Security
Protocol field is set to a reserved value, the device shall return command aborted.

Table 169 — TRUSTED SEND - Security Protocol field description

Value Description
00h | Reserved
01h..06h | Reserved for TCG

7.60
The
7.60
The
7.60
See
7.60
The

07h..1Fh|Reserved
20h | Reserved for T10
21h..ECh | Reserved
EDh | Reserved for SDCard
EEh [ Reserved for IEEE 1667
EFh |Reserved for T10
FOh..FFh [ Vendor Specific

.3.3 SP Specific

meaning of the security protocol-specific field is defined\by each security protocol.
.3.4 Transfer Length

Transfer Length is security protocol specific.

.4 Normal outputs

table 223.

.5 Error outputs

device shall return command aborted if an unrecoverable error occurred during

prog¢essing of the command. The amount of data transferred is indeterminate. A device

rety

rn command completion with the Error bit set to one if an Interface CRC error

occlirred. See table 237.

the
may
has
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7.61 TRUSTED SEND DMA - 5Fh, DMA
7.61.1 Feature Set

This 28-bit command is for devices implementing the Trusted Computing feature set
(see 4.25).

7.61.2 Description

See 7.60.2.
7.61.3 Inputs
Seetable 170 for the TRUSTED SEND DMA command inputs
Table 170 — TRUSTED SEND DMA command inputs
Name Description
Feature | Security Protocol (see 7.60.3.2)
Cqunt | Transfer Length (7:0) — See 7.60.3.4
UBA
Bit Description
27:24 Reserved
23:8 SP Specific (15:0) — Security Protocol Specific (see 7.60.3.3)
7:0 Transfer Length (15:8) — See 7.60.3.4
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 5Fh
Seq 7.60.3.
7.61.4 Normal Outputs
Seq 7.60.4.
7.61.5 Efror Outputs
Seq 7.60.5.
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7.62 WRITE BUFFER - E8h, PIO Data-Out
7.62.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).
7.62.2 Description

The WRITE BUFFER command writes the contents of one 512-byte block of data to the
device’s buffer.

The READ BUFFER command and WRITE BUFFER command shall be synchronized within the
device such that sequential WRITE BUFFER command and READ BUFFER command access
the ame bytes within the buffer.

7.63.3 Inputs
Seg table 171 for the WRITE BUFFER command inputs.

Table 171 — WRITE BUFFER command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — Se€’6.2.12
3:0 Reserved

Commpand 7:0 E8h

7.64.4 Normal Outputs
Sed table 212.
7.64.5 Error Outputs

A device may return command completion with the Error bit set to one if an Interface CRC drror
has|occurred{See table 236.
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7.63 WRITE BUFFER DMA - EBh, DMA

7.63.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).

7.63.2 Description

See 7.62.2.

7.63.3 Inputs

See table 172 for the WRITE BUFFER DMA command inputs.

Table 172 — WRITE BUFFER DMA command inputs

Name Description

Feature | N/A

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpand 7:0 EBh

7.63.4 Normal Outputs
Seq 7.62.4.

7.63.5 Error Outputs
Seq 7.62.5.
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7.64 WRITE DMA - CAh, DMA

7.64.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).

7.64.2 Description

The WRITE DMA command writes data using the DMA data transfer protocol.
7.64.3 Inputs

See table 173 for the WRITE DMA command inputs.

Table 173 — WRITE DMA command inputs

Name Description
Feature | N/A
Cqunt| The number of logical sectors to be transferred. A value of 00h indicates that 256 logical gectors

are to be transferred.

UBA [ LBA of first logical sector to be transferred.

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 CAh

7.64.4 Normal Outputs
Sed table 212.

7.64.5 Error Outputs
Sed table 261.
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7.65 WRITE DMA EXT - 35h, DMA
7.65.1 Feature Set

This 48-bit command is for devices that implement the 48-bit Address feature set (see 4.4).

7.65.2 Description

The WRITE DMA EXT command writes data using the DMA data transfer protocol.
7.65.3 Inputs

See table 174 for the WRITE DMA EXT command inputs.

Table 174 — WRITE DMA EXT command inputs

Name Description

Feature | Reserved

—

Cqunt| The number of logical sectors to be transferred. A value of 0000h indicates_that 65 536 lo

sectors are to be transferred.

ical

UBA [ LBA of first logical sector to be transferred.

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 35h

7.68.4 Normal Outputs
Sed table 223.

7.68.5 Error Outputs
Sed table 251.
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7.66 WRITE DMA FUA EXT - 3Dh, DMA

7.66.1 Feature Set

This 48-bit command is for devices that implement the 48-bit Address feature set (see 4.4).

7.66.2 Description

The WRITE DMA FUA EXT command writes data using the DMA data transfer protocol and the
user data shall be written to non-volatile media before command completion is reported
regardless of whether or not volatile and/or non-volatile write caching in the device is enabled.

7.66.3 Inputs

Seg table 175 for the WRITE DMA FUA EXT command inputs.

Table 175 — WRITE DMA FUA EXT command inputs

Name Description
Feafure [ Reserved
Cqunt| The number of logical sectors to be transferred. A value of 0000h indicates that 65 536 logical
sectors are to be transferred.
UBA [ LBA of first logical sector to be transferred.
Deyice
Bit Description
7 Obsolete
6 Shall be set to one
5 Obsolete
4 Transport Dependent — See 6:2:12
3:0 Reserved
Command 7:0 3Dh

7.66.4 Normal Outputs

Seq table 223.
7.64.5 Error Outputs
Sed table 251.
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7.67 WRITE FPDMA QUEUED - 61h, DMA Queued

7.67.1 Feature Set

This 48-bit command is for devices implementing the NCQ feature set (see 4.14).
7.67.2 Description

The WRITE FPDMA QUEUED command causes data to be transferred from the host to the
device.

7.67.3 Inputs
7.67.31 Overview
Seq table 176 for the WRITE FPDMA QUEUED command inputs.

Table 176 — WRITE FPDMA QUEUED command inputs

Name Description

Feafure [ The number of logical sectors to be transferred. A value of 0000h indicates-that 65 536 logical
sectors are to be transferred.

Cqunt
Bit Description
15 PRIO — See 7.28.3.2
14:8 Reserved
7:3 NCQ Tag — See 6.5.2
2:0 Reserved

UBA | LBA of first logical sector to be transferred:

Deyice
Bit Description
7 FUA —See 7.67.3:2
6 Shall be set to'one
5 Reserved
4 Shall be-set to zero
3:0 Reserved

Commpand 7.0 61h

7.67.3.2 Forced Unit Access (FUA)

Whendhe’FUA bit is set to one regardless of whether volatile and/or non-volatile write caching
in twmmw i i = i i fore

command completion is reported. When the FUA bit is cleared to zero the device may return
command completion before the data is written to the non-volatile media.

7.67.4 Command Acceptance Outputs
See table 227.

7.67.5 Normal Outputs

See table 228.

7.67.6 Error Outputs

If the Error bit is set to one, then the device aborted the command due to LBA out of range, a
duplicate tag number, an invalid tag number, or an Interface CRC error, see table 266 for more
information.
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Errors that occur during the processing of this command are reported by returning a transport
dependent indicator with additional information available in the NCQ Command Error log, see

table 267 for more information.
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7.68 WRITE LOG EXT - 3Fh, PIO Data-Out
7.68.1 Feature Set

This 48-bit command is for devices that implement the General Purpose Logging feature set
(see 4.10).

7.68.2 Description

The WRITE LOG EXT command writes a specified number of 512 byte blocks of data to the
specified log. See table A.2 for the list of logs.

7.68.3 Inputs

7.68.3.1 Overview
Seg table 177 for the WRITE LOG EXT command inputs.
Table 177 — WRITE LOG EXT command inputs
Name Description
Feafure [ Reserved
Cqunt|Log Page Count — See 7.68.3.2
UBA
Bit Description
47:40 Reserved
39:32 Page # (15:8) — See 7.68.3.3
31:16 Reserved
15:8 Page # (7:0) — See 7.68.3.3
7:0 Log Address — Specifies the Tog to be written as described in table A.2. See
7.54.9.3.2
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4-Transport Dependent — See 6.2.12
3:0- Reserved
Command 7:0 3Fh
7.68.3:2'Logq Page Count

Specifies the number of log pages that shall be written to the specified log. If the number is
zero, or the number is greater than the number indicated in the GPL Directory (see table A.3),
the device shall return command aborted.

7.68.3.3 Page #

Specifies the first page number to be written to the specified log address. Pages are numbered
starting with zero.

7.68.4 Normal Outputs
See table 223.
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7.68.5 Error Outputs
A device shall return command aborted for the command if:

a) the Count field is cleared to zero;

b) the feature set associated with the log specified in the LBA field (7:0) is not supported or not
enabled;

c) the values in the Feature, Count, or LBA (47:8) fields are invalid;

d) the host attempts to write to a read only log address; or

e) the value in the Page # field plus the value in the Log Page Count field is larger than the log
size reported in the GPL Directory (see A.2).

If thetogdata s ot avaitabte or a data Structure TheTKSUMT eTToT OCTUTTed, them the deyice

shal|l return command completion for the command with the ID Not Found bit set to one.

A de¢vice may return command completion with the Error bit set to one if an Interface’ CRC drror
has|occurred.

Seeg table 249.
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7.69 WRITE LOG DMA EXT - 57h, DMA
7.69.1 Feature Set

This 48-bit command is for devices implementing the General Purpose Logging feature set
(see 4.10).

7.69.2 Description

See 7.68.2.
7.69.3 Inputs
See table 178 for the WRITE LOG DMA EXT command inputs.
Table 178 — WRITE LOG DMA EXT command inputs
Name Description
Feafure [ Reserved
Cqunt|Log Page Count — See 7.68.3.2
UBA
Bit Description
47:40 Reserved
39:32 Page # (15:8) — See 7.68.3.3
31:16 Reserved
15:8 Page # (7:0) — See 7.68.3.3
7:0 Log Address — Specifies the log teybe written as described in table A.2. See
7.54.9.3.2
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0° 57h
7.69.4 Normal'Outputs
Sed 7.68.4.
7.69-5Error Outputs

See 7.68.5.
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7.70 WRITE MULTIPLE - C5h, PIO Data-Out
7.70.1 Feature Set
This 28-bit command is for ATA devices (see 4.2).
7.70.2 Description

The WRITE MULTIPLE command writes the number of logical sectors specified in the Count
field.

The number of logical sectors per DRQ data block is defined by the content of IDENTIFY
DEVICE data word 59 (see 7.17.7.21).

If ti‘]e number of requested logical sectors is not evenly divisible by the DRQ data block o

as I

DeV

nany full blocks as possible are transferred, followed by a final, partial block transfer.

ice errors encountered during WRITE MULTIPLE commands shall be returned’after

attegmpted device write of the DRQ data block or partial DRQ data block is transferred.

con
datd

The
logi
to o
If 10
bits
dey|

dev|
conj

7.7

See

mand ends with the logical sector in error, even if the error was in the-middle of a [
block. Subsequent DRQ data blocks are not transferred in the event,ofcan error.

Cal sector in error are undefined. The host should retry the transfer as individual requ
btain valid error information.

ENTIFY DEVICE data word 59 bit 8 is cleared to zero orIDENTIFY DEVICE data wor
(7:0) (see 7.17.7.21) are set to zero, and a WRITE MULTHPLE command is received by
ice, and no successful SET MULTIPLE MODE cominand has been processed by
ice, the device shall return command aborted.“A successful SET MULTIPLE M(
mand should precede a WRITE MULTIPLE command.

.3 Inputs
table 179 for the WRITE MULTIPLE command inputs.

Table 179 — WRITE MULTIPLE command inputs

unt,

the
The
RQ

contents of the Command Structure following the transfer of a DRQ ‘data block that had a

psts

59
the
the
DE

Name Description

Fea

ure | N/A

Cq

—

unt| The number of logicalsectors to be transferred. A value of 00h indicates that 256 logical s

are to be transferred.

ectors

BA | LBA of first logicaksector to be transferred.

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 C5h

7.70.4 Normal Outputs
See table 212.
7.70.5 Error Outputs

If an unrecoverable error occurs while the device is processing this command, then the device
shall return command completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The amount of data
transferred is indeterminate. A device may return command completion with the Error bit set to

one

if an Interface CRC error has occurred. See table 260.
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7.71 WRITE MULTIPLE EXT - 39h, PIO Data-Out
7.71.1 Feature Set

016

This 48-bit command is for devices that implement the 48-bit Address feature set (see 4.4).

7.71.2 Description

The WRITE MULTIPLE EXT command writes the number of logical sectors specified in the
Count field.

The number of logical sectors per DRQ data block is defined by the content of IDENTIFY
DEVICE data word 59 (see 7.17.7.21).

If ti‘]e number of requested logical sectors is not evenly divisible by the DRQ data block @oefunt,
as many full blocks as possible are transferred, followed by a final, partial block transfer:
DeVice errors encountered during WRITE MULTIPLE EXT commands shall be returned gfter
the|attempted write of the DRQ data block or partial DRQ data block is transferred. [The
conmimand ends with the logical sector in error, even if the error was in the~middle of a ORQ
data block. Subsequent DRQ data blocks are not transferred in the event,of‘an error.
The| contents of the Command Structure following the transfer of a datablock that had a logical
secfor in error are undefined. The host should retry the transfer as individual requests to obtain
valifl error information.
If IDENTIFY DEVICE data word 59 bit 8 (see 7.17.7.21) js.cleared to zero or IDENT|FY
DEVICE data word 59 bits (7:0) (see 7.17.7.21) are set to,zero, and a WRITE MULTIPLE EXT
command is received by the device, and no successful SET MULTIPLE MODE command [has
been processed by the device, the device shall returicommand aborted. A successful $ET
MULTIPLE MODE command should precede a WRIAE/MULTIPLE EXT command.
7.71.3 Inputs
Seg table 180 for the WRITE MULTIPLE EXTccommand inputs.
Table 180 — WRITE:MULTIPLE EXT command inputs
Name Description
Feature | Reserved
Cqunt [ The number of logical\séctors to be transferred. A value of 0000h indicates that 65 536 logical
sectors are to be transferred.
UBA [ LBA of first logicaksector to be transferred.
Deyice
Bit Description
7 Obsolete
6 Shall be set to one
5 Obsolete
4 TIdIIb}JUIt DUP\:IIUIUI Ii il SUC 6212
3:0 Reserved
Command 7:0 39h

7.71.4 Normal Outputs
See table 223.
7.71.5 Error Outputs

If an unrecoverable error occurs while the device is processing this command, then the device
shall return command completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The amount of data
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transferred is indeterminate. A device may return command completion with the Error bit set to
one if an Interface CRC error has occurred. See table 251.
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7.72 WRITE MULTIPLE FUA EXT - CEh, PIO Data-Out

7.72.

1 Feature Set

016

This 48-bit command is for devices that implement the 48-bit Address feature set (see 4.4).

7.72.

2 Description

The WRITE MULTIPLE FUA EXT command writes the number of logical sectors specified in
the Count field. The user data shall be written to non-volatile media before command
completion is reported regardless of whether or not volatile and/or non-volatile write caching in
the device is enabled.

The
DE

number ot logical sectors per DRQ data block is defined by the content of IDEN
ICE data word 59 (see 7.17.7.21).

If the number of requested logical sectors is not evenly divisible by the DRQ data_block co
as many full blocks as possible are transferred, followed by a final, partial blocktransfer.

DeJi

ce errors encountered during WRITE MULTIPLE EXT commands shall-be returned 3

the |attempted write of the DRQ data block or partial DRQ data blockyis)transferred.
command ends with the logical sector in error, even if the error was in\the middle of a [§

datd
The

block. Subsequent DRQ data blocks are not transferred in the event of an error.

contents of the Command Structure following the transfer of a‘data block that had a log

secfor in error are undefined. The host should retry the transferas individual requests to ob

valid

If 1D
DE
EXT
has
SET

7.72.

See

error information.

ENTIFY DEVICE data word 59 bit 8 (see 7.17.7.21) is cleared to zero or IDENT|
ICE data word 59 bits (7:0) (see 7.17.7.21) are se¥to zero, and a WRITE MULTIPLE §
command is received by the device, and no successful SET MULTIPLE MODE comm

IFY

unt,

fter
The
RQ

ical
tain

IFY
FUA
and

been processed by the device, the device shall return command aborted. A succesglsful

MULTIPLE MODE command should precedera WRITE MULTIPLE FUA EXT command.

3 Inputs
table 181 for the WRITE MULTIPLESFUA EXT command inputs.

Table 181 — WRITE MULTIPLE FUA EXT command inputs

Name Description
Feafure [ Reserved
Cqunt [ The number of lagical sectors to be transferred. A value of 0000h indicates that 65 536 logical
sectors are to-betransferred.
UBA [ LBA of firstogical sector to be transferred.
Deyice
Bit Description
7 Obsolete
6 Shall be set to one
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 CEh

7.72.4 Normal Outputs

See

table 223.
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7.72.5 Error Outputs

If an unrecoverable error occurs while the device is processing this command, then the device
shall return command completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The amount of data
transferred is indeterminate. A device may return command completion with the Error bit set to
one if an Interface CRC error has occurred. See table 251.
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7.73 WRITE SECTOR(S) - 30h, PIO Data-Out
7.73.1 Feature Set

This 28-bit command is for ATA devices (see 4.2).
7.73.2 Description

The WRITE SECTOR(S) command writes from 1 to 256 logical sectors as specified in the
Count field.

7.73.3 Inputs

See-table 182 for the WRITE QFPTGP(Q) command inpnfc

Table 182 — WRITE SECTOR(S) command inputs

Name Description
Feature | N/A
Cqunt| The number of logical sectors to be transferred. A value of 00h indicatesthat 256 logical gectors

are to be transferred.

UBA [ LBA of first logical sector to be transferred.

Deyice
Bit Description
7:5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Commpand 7:0 30h

7.73.4 Normal Outputs
Seq table 212.
7.73.5 Error Outputs

If ap unrecoverable error occuts'while the device is processing this command, then the deyice
shall return command completion with the Error bit set to one and the LBA field set to the LBA
of the logical sector where the first unrecoverable error occurred. The amount of data
transferred is indeterniinate. A device may return command completion with the Error bit se¢t to
onelif an Interface/€RC error has occurred. See table 260.
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7.74 WRITE SECTOR(S) EXT - 34h, PIO Data-Out

7.74.1 Feature Set

This 48-bit command is for devices that implement the 48-bit Address feature set (see 4.4).

7.74.2 Description

The WRITE SECTOR(S) EXT command writes from 1 to 65 536 logical sectors as specified in
the Count field.

7.74.3 Inputs

See-table 183 for the WRITE QFPTOR(Q) EXT command inpuis

Table 183 — WRITE SECTOR(S) EXT command inputs

Name Description
Feafure [ Reserved
Cqunt| The number of logical sectors to be transferred. A value of 0000h indicates-that 65 536 logical
sectors are to be transferred.
UBA [ LBA of first logical sector to be transferred.
Deyice
Bit Description
7 Obsolete
6 Shall be set to one
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Command 7:0 34h

7.74.4 Normal Outputs
Seq table 223.
7.74.5 Error Outputs

If ap unrecoverable error-occurs while the device is processing this command, then the de
shal|l return command completion with the Error bit set to one and the LBA field set to the
of the logical sector where the first unrecoverable error occurred. The amount of ¢

Vice
| BA
ata

transferred is indeterminate. A device may return command completion with the Error bit s¢t to
one|if an Intetface CRC error has occurred. See table 251.
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7.75 WRITE STREAM DMA EXT - 3Ah, DMA

7.75.1 Feature Set

This 48-bit command is for devices that implement the Streaming feature set (see 4.24).
7.75.2 Description

The WRITE STREAM DMA EXT command writes data within an allotted time. This command
specifies that additional actions are to be performed by the device prior to the completion of
the command.

7.75.3 Inputs

7.75‘.3.1 Inputs overview
Seg table 184 for the WRITE STREAM DMA EXT command inputs.

Table 184 — WRITE STREAM DMA EXT command inputs

Name Description

Feafure
Bit Description

15:8 Command Completion Time Limit (CCTL) — See 737.3.2.
7 Obsolete

Write Continuous (WC) — See 7.75.3.2

Flush — See 7.75.3.3

Obsolete

Reserved

Stream ID — See 7.75.3.4

o w h 00 »

Cqunt [ The number of logical sectors to be'transferred. A value of 0000h indicates that 65 536 logical
sectors are to be transferred

UBA | LBA of first logical sector to<be transferred

Deyice
Bit Description

7 Obsolete

6~ Shall be set to one

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

~\

P

Commard SAh

7.75.3.2 Write Continuous (WC)
The WC bit specifies whether the Write Continuous mode is enabled or disabled.
If the WC bit is set to one, then:

a) the device shall not stop processing the command due to errors;

b) if an error occurs during data transfer or while writing data to media before command
completion or before the amount of time allowed for command completion based on the setting
of CCTL (see 7.37.3.2) or Default CCTL (see 7.8.3) is reached, then the device:

1) shall continue to transfer the amount of data requested;
2) may continue writing data to the media;
3) shall report command completion after all data for the command has been transferred; and
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4) shall save the error information in the Write Streaming Error log (see A.18);

or

c) if the amount of time allowed for command completion based on the setting of the CCTL field
(see 7.37.3.2) or Default CCTL (see 7.8.3) is reached, then the device:
1) shall stop processing the command;
2) shall report command completion;
3) shall set the Command Completion Time Out bit in the Write Streaming Error log to one;
and
4) may continue writing data to the media.

) shall stop processing the command and report command completion; and
) may continue writing data to the media.

7.74.3.3 Flush

If the Flush bit is set to one, the Default CCTL field is set to zero, and the CCTL field is cleared
to Zero, then the device shall write all data for the specified stream-o-the media before
conjmand completion is reported.

If the Flush bit is set to one and the Default CCTL field was not set\to zero in the most re¢ent
CONFIGURE STREAM command (see 7.8) for the Stream ID,then the device shall report
conmmand completion within the time specified by the Default CCITL field (see 7.8.3.4).

If the Flush bit is set to one and the CCTL field is not setd¢o"zero, then the device shall report
mand completion within (CCTL x (IDENTIFY DEVICE data words 98..99 uq))
(se¢ 7.17.7.52) .

If the Flush bit is set to one and either the Default'CCTL field was not set to zero in the most
recegnt CONFIGURE STREAM command (see %.8) for the Stream ID, or the CCTL field is|not
set fo zero, then the device:

a) shall measure the time before reporting'command completion from command acceptance;
b) shall set the Command Completion Time Out (see 6.3.4) to one if all of the data for| the
command has been received by'the device, but the device has not yet written all of the dafa to
its media; and

c) should continue writing data.to its media after reporting command completion.

7.79.3.4 Stream ID

The| Stream ID field spécifies the stream to be written. The device shall operate accordinpg to
the [parameters specified by the most recent successful CONFIGURE STREAM comrrrlfnd
spetifying this Stream ID. Any write to the device media or internal device buffer management
as g result of the\Stream ID is vendor specific.

7.75.4 NormahOutputs
Seq table 216 for the definition of Normal Outputs.
7.78.5.Efror Outputs

a) The WC bit was set to one in the command; and
b) the device is able to accept the amount of data requested for the command (e.g., an error
occurred while writing to the media),

then the device shall set the Stream Error bit to one and clear the Error bit to zero.
If:

a) The WC bit was set to one in the command; and
b) the device is not able to return the amount of data requested for the command (e.g., an
Interface CRC error shall be reported at command completion),

then the device shall clear the Stream Error bit to zero and set the Error bit to one.


https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

a)
b)

c)

-356- ISO/IEC 17760-102:2016 © ISO/IEC 2016

The WC bit was cleared to zero in the command;

The CCTL field was not set to zero in the command, or the CCTL field was cleared to zero in
the command and the Default CCTL field specified in the most recent CONFIGURE STREAM
command (see 7.8) for the Stream ID field was not cleared to zero; and

the time specified for command completion by the CCTL field (see 7.37.3.2) or the Default
CCTL (see 7.8.3) has been reached,

then the device shall clear the Stream Error bit to zero, set the Error bit to one, and set the
Abort bit to one whether or not all data has been flushed to media.

If:

n) the WC bit was cleared to zero in the command,;

b) the CCTL field was set to zero in the command; and

c) the Default CCTL field was set to zero in the most recent CONFIGURE STREAM command

(see 7.8) for the Stream ID field,

then the device shall clear the Stream Error bit to zero, set the Error bit fo0ne, and set|the
Intefrface CRC bit to one, ID Not Found bit to one, and/or Abort bit to ehe (i.e., indicating|the
errgr type).
A device may return command completion with the Error bit set to Ong’if an Interface CRC drror

has

occurred. See table 252.
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7.76 WRITE STREAM EXT - 3Bh, PIO Data-Out

7.76.1 Feature Set

This 48-bit command is for devices that implement the Streaming feature set (see 4.24).
7.76.2 Description

See 7.75.2.

7.76.3 Inputs

See table 185 for the WRITE STREAM EXT command inputs.

Table 185 — WRITE STREAM EXT command inputs

Name Description

Feafure
Bit Description

15:8 Command Completion Time Limit (CCTL) — See 7.37.3.2,
7 Obsolete

Write Continuous (WC) — See 7.75.3.2

Flush — See 7.75.3.3

Obsolete

Reserved

Stream ID — See 7.75.3.4

S w h 00 »

—

The number of logical sectors to be transferred. A value of 0000h indicates that 65 536 logical
sectors are to be transferred.

Cqun

UBA | LBA of first logical sector to be transferred.

Deyice
Bit Description

7 Obsolete

6 Shall be.setto one

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0_ Reserved

Commpand 7:0 3Bh

7.76.4/Normal Outputs

See7.754.
7.76.5 Error Outputs
See 7.75.5.
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7.77 WRITE UNCORRECTABLE EXT - 45h, Non-Data

1.77

.1 Feature Set

This 48-bit command is for ATA devices (see 4.2) and prohibited for ATAPI devices (see 4.3).

The
7.77
7.77

WRITE UNCORRECTABLE EXT command is not part of any feature set.
.2 Description

.2.1 Overview

The WRITE UNCORRECTABLE EXT command causes the device to report an uncorrectable

erro

r when the specified logical sectors are subsequently read.

WhJan the device processes a read command, it shall set the Uncorrectable Error bit to one
the Error bit to one when a pseudo uncorrectable logical sector or flagged uncorrectahte lod
or is read. Reading a flagged logical sector or pseudo uncorrectable logical sector may
affect the Number of Reallocated Logical Sectors device statistic (see A.5.6.6).

sec

If th

uncprrectable logical sector without error, then the device:

The
rem
pro
con

1.77

Wh
con

logical sectors that are contained in the physical block of the specified logical sector

per

Whenever a pseudo uncorfectable logical sector is accessed via a read command the de

sha

Wh
(e.g

e device completes a write command to a pseudo uncorrectable logical-sector or flag

n) shall write the data to the logical sector;

b) shall only cause the specified logical sectors to become valid;

c) shall not cause any other logical sectors (e.g., other logical sectors in the same physical se
to become valid;

d) shall clear the pseudo uncorrectable attribute or flagged wncorrectable attribute of the lo
sector; and

e) should verify that the logical sector may now be read without error.

pseudo uncorrectable attribute or flagged uncerrectable attribute of a logical sector s
ain set during the processing of all power.and reset events. If the device is unabl
cess a WRITE UNCORRECTABLE EXT cammand for any reason the device shall re
mand aborted.

.2.2 Pseudo Uncorrectable Logical Sectors
bn the Feature field (7:0) contains’a value of 55h the WRITE UNCORRECTABLE I
mand shall cause the device to indicate a failure when subsequent reads to any of

ormed. These logical seciors are referred to as pseudo uncorrectable logical sect

| perform normal error recovery to the fullest extent until:

n) the error recoveny process is completed, the Uncorrectable Error bit is set to one, and the B
bit is set to ane; or

b) a command time-out that applies to error recovery control occurs before error recove
completed and an error is reported as a result of the command time-out (see 8.3.3).

and
ical

ged

ctor)

ical

hall
b o
urn

EXT
the
are

DI'S.

vice

Frror

y is

ENn reading a pseudo uncorrectable logical sector, the device shall perform error logging
., SMART, device statistics) in the same manner as an Uncorrectable error (see 6.3.13).

1.77

When the Feature field (7:0) contains a value of AAh the WRITE UNCORRECTABLE EXT
command shall cause the device to mark the specified logical sectors as flagged
uncorrectable. Marking a logical sector as flagged uncorrectable shall cause the device to
indicate a failure when subsequent reads to the specified logical sector are processed. When
reading a flagged uncorrectable logical sector, the device should not perform error logging
(e.g., SMART, device statistics) in the same manner as an Uncorrectable error (see 6.3.13).
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7.77.3 Inputs
See table 186 for the WRITE UNCORRECTABLE EXT command inputs.

Table 186 — WRITE UNCORRECTABLE EXT command inputs

Name Description

Feature

Bit Description
15:8 Reserved

7-0—Omcorrectabte options

Value Description

00h..54h Reserved

55h Create a pseudo-uncorrectable error with logging
56h..59h Reserved

5Ah Vendor specific
5Bh..A4h Reserved

A5h Vendor Specific
A6h..A9h Reserved

AAh Create a flagged error withoutlogging
ABh..FFh Reserved

The number of logical sectors to be marked. A Value of 0000h indicates that 65 536 logical|sectors
are to be marked.

—

Cqun

UBA | LBA of first logical sector to be marked.

Deyice
Bit Description

7 Obsolete

6 Shall be set'to one

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0_Reserved

Commgnd 7:0 45h

7.77.4 Normal Outputs
Seq table 212.

7.77.5 Error Outputs
See table 235.



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

- 360 — ISO/IEC 17760-102:2016 © ISO/IEC 2016

8 SCT Command Transport

8.1 General
8.1.1 Overview

The SCT Command Transport provides a method for a host to send commands and data to a
device and for a device to send data and status to a host using logs. Log Address EOh (i.e.,
SCT Command/Status) (see 8.2.3 and 8.2.5) is used to issue commands and return status. Log
Address E1h (i.e., SCT Data Transfer) (see 8.2.4) is used to transport data.

The following methods are used to access the logs defined for the SCT Command Transport:

) using the SMART READ LOG command and SMART WRITE LOG command; and
) using READ LOG (DMA) EXT command and WRITE LOG (DMA) EXT command.

Thelse sets of commands access the same logs and provide the same capabilities. The|two
methods are also used in the same way (e.g., a command is issued, data is.transferref, if
necgessary, and status may be retrieved multiple times).

If the SMART feature set (see 4.21) is supported and not enabled, then a device {hat
implements this feature set shall support the SMART READ LOG 'sommand and SMART
WR|TE LOG command to the SCT Command/Status log and the SCT Data Transfer log.

Sending a key 512-byte block of data (i.e., key data block) to-the"SCT Command/Status|log
starts the command process. The key data block specifies ap Aetion Code and Function Code
along with the parameters that are required to process\the action. The SCT commpnd
response (i.e., error or command) is the same for both méthods of issuing commands.

SCT commands are processed like other ATA commands, therefore they take precedence gver
any|background activity the device may be performing when the SCT command is issued (j.e.,
a function initiated by a SMART EXECUTE QORFLINE IMMEDIATE command). Some $CT
conjmands indicate command completion and*return status while the SCT command is|still
prog¢essing.

A device supporting the SCT Command;Transport should report a length of one in the Genjral
Purpose Log Directory (see A.2) and the SMART Log Directory (see A.3) for the §JCT
Command/Status log and the SCT(Data Transfer log. The length of the SCT Data Transfer log
doep not indicate the length of@n SCT Command Transport data transfer. This differs from|the
reqliirement in this standard.that the GPL Directory (see A.2) and the SMART Log Directory
(see A.3) report the actual length of the specified log pages.

8.1.2 SCT command nesting and interspersing with standard commands

Stapdard ATA commands may be interspersed with some SCT commands, but SCT commgnds
shall not be nested. If an SCT command has not completed processing and another $CT
command is received by the device (i.e., the host writes the SCT command/status log), then
the ffirst SCT command shall be aborted and the new SCT command shall be processed. $CT
commands that do not require a subsequent data transfer operation are not interspersed ith

transferred, then the device shall abort the current SCT operation and process the new SCT
command without reporting an error).

8.1.3 Resets

A device shall terminate processing an SCT command during the processing of a software
reset, hardware reset, or power-on reset. This may result in partial command processing or
data loss. There is no indication once the device becomes ready that the previous command
was terminated.

A device shall clear the SCT Status Response fields (i.e., Extended Status Code, Action Code,
and Function Code) during the processing of a power-on reset and a hardware reset. A device
shall clear the Extended status code during processing of a software reset and the other
content of the SCT Status Response fields shall not be affected by the device processing the
reset.
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8.2 Processing SCT commands
8.2.1 Processing SCT commands overview
The following phases are required to process SCT commands:

1) Capability identification (see 8.2.2);
2) SCT Command transfer (see 8.2.3);
3) Data transfer (see 8.2.4); and

4) Status (see 8.2.5).

8.2.2 SCT capability identification

IDENTTFY DEVICE data word 206 indicates support for the SCT Command Transport and $CT
conmmands (see 7.17.7.75).

8.2.8 SCT command transfer

Trapsfer of an SCT command occurs when a 512-byte data packet is written to the $CT
Command/Status log (see A.1). The 512-byte data packet contains a single command as
defined in the SCT Command Transport.

Table 187 defines the SCT command format, contained in the input data of the SMART WRITE
LOG command (see 7.54.9).

Table 187 — Fields to issue an SCT command using-SMART WRITE LOG

Name Description
Feafure [ D6h (i.e., SMART WRITE LOG)
Cqunt|01h
UBA
Bit Description
27:24 N/A
23:8 C24Fh

7:0 EOh (i.e., SCT Command/Status log address)

Deyice
Bit Description

7 Obsolete

6~ N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 BOh
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Table 188 defines the SCT command format, contained in the input data of the WRITE LOG
(DMA) EXT command (see 7.68).

Table 188 — Fields to issue an SCT command using WRITE LOG (DMA) EXT

Name Description

Feature | Reserved

Count|0001h

LBA
Bit Description

47:40 Reserved

39:32 00h

31:16 Reserved

15:8 00h
7:0 EOh (i.e., SCT Command/Status log address)

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 3Fh (i.e., WRITE LOG EXT)
57h (i.e., WRITE LOG:DMA EXT)
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Table 189 defines how a device shall set the fields after successful completion of an SCT
command.

Table 189 — Successful SCT command response

Name Description

Error|00h

Count | SCT Command Dependent Data

LBA|SCT Command Dependent Data

Device

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status
Bit Description
7:6 Transport Dependent — See 6.2.12.
5:1 N/A

0 Error—See 6.2.9
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Table 190 defines how a device shall set the fields after an error occurred during processing of
an SCT command.

Table 190 — SCT command error response

Name Description

Error
Bit Description
7:5 N/A
4 1D Not Found — See 6.3.6.
N/A
Abort — See 6.3.2.
N/A
Obsolete

o =~ N W

—

Caunt [ Extended Status Code (7:0) (see table 191)

Bit Description
27:24 Reserved
23:8 SCT Command dependent.
7:0 Extended Status Code (15:8) (see table 191)

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status
Bit_Description
7.6 Transport Dependent — See 6.2.12.
5:1 N/A

0 Error—See 6.2.9
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Table 191 — Extended Status codes

Extended
Status Code

Description

0000h

Command complete without error

0001h

Invalid Function Code

0002h

Input LBA out of range

0003h

Request 512-byte data block count overflow. The number of data blocks requested to transfer

(Count field) in the log command is larger than specified by the SCT command

FaYaYa V. 12 NN

VUVUSTTI

wahd-t—raatian. A atmrrar D A Araaaa
mrvanmca T UrmotioTrT CUUCTTT L TTOUT TYCOUVOTy oo iarTa

0005h

Invalid Selection code in Error Recovery command

0006h

Host read command timer is less than minimum value

0007h

Host write command timer is less than minimum value

0008h

Background SCT command was aborted because of an interrupting host command

0009h

Background SCT command was terminated because of unrecoverable error

000Ah

Obsolete

000Bh

SCT data transfer command was issued without first issuing'an SCT command

000Ch

Invalid Function code in SCT Feature Control command

000Dh

Invalid Feature code in SCT Feature Control command

000Eh

Invalid New State value in SCT Feature Control command

000Fh

Invalid Option Flags value in SCT Feature Control command

0010h

Invalid SCT Action code

0011h

Invalid Table ID (table not supported)

0012h

Command was aborted due to device security being locked

0013h

Invalid revision code in SCT data

0014h

Foreground SCT operation\was terminated because of unrecoverable error

0015h

The most recent non-SCT command completed with an error due to the SCT Error R
Control Read Command Timer or SCT Error Recovery Control Write Command Time
expiring.

Bcovery
I

0016h|.BEFFh

Reserved

BFOOh|.BFFFh

Reserved-for Serial ATA

C000h|.FFEFh

Vendot specific

FFFOh|.FFFEh

Reserved

FFFFh

SCT command executing in background
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8.2.4 SCT data transfer

Once an SCT command for a data transfer has been issued, status is checked and data is
transferred using the SCT Data Transfer log (see A.1). Up to 255 data blocks of 512-bytes
each may be transferred at a time. If the SCT command requires more than 255 blocks of data
transfer and SMART READ LOG commands and SMART WRITE LOG commands are used to
transfer the data, then the data may be written or read in up to 255 data block increments. If
GPL feature set (see 4.10) commands are used to transfer data, then up to 65 535 data blocks
of 512-bytes each may be transferred by a single command. If more than 65 535 data blocks
are required, then multiple GPL feature set commands may be issued. Table 192 shows how to
perform an SCT data transfer using a SMART READ LOG command (see 7.54.7) or SMART
WRTETOGTommmand(see 7.54.97-

Table 192 — SCT data transfer using SMART

Name Description

Feature [ D6h (i.e., SMART WRITE LOG)
D5h (i.e., SMART READ LOG)

Cqunt | Number of 512-byte data blocks to transfer
UBA
Bit Description
27:24 N/A
23:8 C24Fh
7:0 E1h (i.e., SCT Data Transfer)
Deyice

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpand 7:0 BOh
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Table 193 defines the fields for data transfer using a GPL feature set (see 4.10) command.

Table 193 — SCT data transfer using the GPL feature set

Name

Description

Feature | Reserved

Count | Number of 512-byte data blocks to transfer

LBA

Bit Description
47:40 Reserved

39:32 00h
31:16 Reserved
15:8 00h
7:0 E1h (i.e., SCT Data Transfer)

De

ice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Command 7:0 2Fh (i.e., READ LOG EXT)

47h (i.e., READ LOG DMA EXT)
3Fh (i.e., WRITE LOGIEXT)
57h (i.e., WRITE LOG DMA EXT)

8.2.5 SCT status

Stafus for an SCT command fay be read at any time by reading the SCT Command/Statug

(se

transferred to ensuresthat the device is ready. The host should also check status when

com

command is complete, the host may check status a third time to determine if the comm
sucgeeded, failed, or partially succeeded.

Onge
indicates that the command was accepted or that an error occurred. This ATA status re
doejs hot |nd|cate successful completlon of the SCT actlons except foreground SCT W

Sam

log

A.1). If the command involves data transfer, the host should check status before dafa is

mand is complete to confirm that the data was transferred without error. When

an SC€T command has been issued, status is reported in the ATA fields. This stg

the
the

land

tus
urn
rite
rite

Same W|th functlon code O101h and 0102h) Some commands may take several minutes or
even hours to process. The host may determine processing progress by requesting SCT
status. Some commands may require setup time before a device is ready to receive data. SCT
status indicates when the device is ready to receive data.

Reading the SCT Command/Status log retrieves the status information. The SCT status may
be acquired any time that the host is allowed to send a command to the device. This command
shall not change the power state of the device, nor terminate any background activity, including
SCT command in progress (i.e., if the device is in the Standby state or Idle state

any
(see

4.17.4), then the log request shall succeed).
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Table 194 defines shows how to get the SCT status using a SMART READ LOG command
(see 7.54.7).

Table 194 — SCT status request using SMART READ LOG

Name Description

Feature [ D5h (i.e., SMART READ LOG)

Count|01h

LBA
Bit Description

27:24 N/A

23:8 C24Fh
7:0 EOh (i.e., SCT Command/Status log address)

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Commpand 7:0 BOh
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Table 195 defines the fields for retrieving status using a READ LOG EXT command (see 7.29)
or READ LOG DMA EXT command (see 7.30).

Table 195 — SCT status request using the GPL feature set

Name

Description

Feature

Reserved

Count

0001h

LBA

Bit

Description

47:40
39:32
31:16
15:8
7:0

Reserved
00h
Reserved
00h

EOh (i.e., SCT Command/Status log address)

Deyice

Bit

Description

7 Obsolete
6 N/A
5 Obsolete

4 Transport Dependent — See 6.2.12

Reserved

Commgand

7:0

2Fh (i.e., READ LOG EXT)
47h (i.e., READ LOG:DMA EXT)

Table 196 defines the format of thé_status response information that shall be set by the deyice
in the SCT Command/Status logk

Table 196 — Format of SCT status response (part 1 of 2)

Offset Type Field Name Description
0..1 Word Format Version | 0003h — Status Response format version number.
2.3 Word SCT Version Manufacturer’s vendor specific implementation version number
4.5 Word SCT Spec. Obsolete
6.9 DWord Status Flags Bits (31:1) — Reserved

Bit 0 — Segment Initialized Flag. If this bit is set to one, tHen an
SCT Write Same command (see 8 3 9) to all Ingir‘nl blocks has

completed without error. This bit shall be cleared to zero when
any user LBA is written, even if write cache is enabled. This bit
shall also be cleared to zero if the capacity of the device is
changed via a SET MAX ADDRESS command (see 7.50.2), SET
MAX ADDRESS EXT command (see 7.51), DEVICE
CONFIGURATION SET DMA command (see 7.10.7), or DEVICE
CONFIGURATION SET command (see 7.10.6). This bit is
preserved during the processing of all power and reset events.
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Table 196 — Format of SCT status response (part 2 of 2)

Offset Type Field Name Description
10 Byte Device State 00h — Active waiting for a command

01h — Stand-by
02h — Sleep
03h — DST processing in background
04h — SMART Off-line Data Collection processing in background
05h — SCT command processing in background
06h..FFh — Reserved

11..13 Byte{31 reserved

14..15 Word Extended Status | Status of last SCT command issued. FFFFh if SCT comrpand

Code processing in background (see table 191).

16..17 Word Action Code Action code of last SCT command issued. If the Extendefl Status
Code is FFFFh this is the Action Code of thé.command that is
currently processing.

18..19 Word Function Code Function code of last SCT commandjissued. If the Extenfded
Status Code is FFFFh this is the Function Code of the cgmmand
that is currently processing.

20..39 Byte [20] reserved

40..47 QWord LBA Current LBA of SCT comitiand processing in background| If there
is no command currently processing in the background, this field
is undefined.

48..199 | Byte [152] reserved

200 Byte HDA Temp Current device temperature in degrees Celsius. This is a[two's
complement'integer. 80h indicates that this value is invalld.

201 Byte Min Temp Minimum device temperature in degrees Celsius since the last
power-on event. This is a two's complement integer. 80h
indicates that this value is invalid.

202 Byte Max Temp Maximum device temperature in degrees Celsius since the last
power-on event. This is a two's complement integer. 80h
indicates that this value is invalid.

203 Byte Life MinyTemp Minimum device temperature in degrees Celsius seen fof the life
of the device. This is a two's complement integer. 80h indlicates
that this value is invalid.

204 Byte Life Max Temp | Maximum device temperature in degrees Celsius seen fof the life
of the device. This is a two's complement integer. 80h indlicates
that this value is invalid.

205 Byte reserved

206..20p DWord Over Limit Count | Number of temperature recording intervals since the last
power-on reset where the recorded temperature was grepater
than Max Op Limit. See table 208 for information about this
interval.

210..213 DWord Under Limit Count | Number of temperature recording intervals since the last
power-on reset where the recorded temperature was less than
Min Op Limit. See table 208 for information about this interval.

214..479 | Byte [266] reserved

480..511 | Byte [32] Vendor Specific
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8.3 SCT Command Set

8.3.1 Overview

An SCT command shall be 512 bytes long. While an SCT command is being processed a host
may use an SCT status request to retrieve status information (e.g., to determine if a command
is active or complete, the current LBA, or error information) about the current SCT command.

Table 197 defines the format of an SCT command written to the SCT Command/Status log
(see A.1).

Table 197 — SCT command format

Offselt Field Words Description

0..1 Action Code 1 This field specifies the command type ‘and|the
type of data being accessed, or the action peing
performed. (See table 198 for definition of the
Action Code field contents.)

2.3 Function Code 1 This field specifies the type of access and yaries
by command.
4..x Parameter1 Depends on command |Depends on command
X+1..) Parameter2 Depends on command | Depends on command
Total Words 256

Table 198 — SCT Action-Codes

Action Code Description
0000h Reserved
0001h Obsolete
0002h SCT Write*"Same command (see 8.3.2)
0003h SCT-Error Recovery Control command (see 8.3.3)
0004h SCT Feature Control command (see 8.3.4)
0005h SCT Data Tables command (see 8.3.5)
0006h Vendor specific
000%h Reserved for Serial ATA

0008h-BFFFh |Reserved

€000h..FFFFh | Vendor specific
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8.3.2 SCT Write Same command

The SCT Write Same command specifies that the device shall write a specific pattern to its
media.

The SCT Write Same command shall cause the device to begin writing logical sectors from the
first logical sector specified by the Start field (see table 199) in incrementing order until the
number of logical sectors specified by the Count field (see table 199) have been written. If the
Count field contains all zeros, then the device shall write all logical sectors beginning with the
logical sector specified by the Start field through the last user addressable logical sector
(see 4.11. 4) If the HPA feature (see 4.11) set is |mpIemented by the device and the HPA
featur | hen this f le logical
secfor (see 4.11.4). This command shall not write over a hidden partition when hidfden
parfitions are enabled using the HPA feature set (see 4.11). Automatic sector reallocation is

If the Start field or the Start field plus the Count field specify an LBA greater than'\the last yiser
addressable logical sector (see 4.11.4), then the device shall report an-error and refurn
conmmand aborted. If the Start field and the Count field contain zero, then the device shall Write
the specified pattern to all user addressable logical sectors (see 4.11.4)0n the device.

Anyl new command other than an SCT status request (e.g., IDENTIFY DEVICE commgnd
(se¢ 7.17)), received by the device while this command is in progfess shall terminate the $CT
Wrife Same command and the device shall process the new command.

Repeat write data block (i.e., function code 0002h) and Repeat write data block foregrojund
(i.e}, function code 0102h) cause the device to accept one-block of data from the host and then
reprtedly write that block of data in the user area starfing from the LBA value contained in|the

Staft field for the number of logical sectors specifiedin'the Count field.

While an SCT Write Same command with fun¢tion code 0001h or function code 0002h is
pro¢essed as a background activity, the SCT "status error code shall be set to FFFFh. If|the
background activity completes without errof{’then the SCT status error code shall be sqt to
000ph. If any error occurs during the background activity, then the SCT status error code ghall
be get to a value less than FFFFh and greater than 0000h.

Onge the key data block (see 8.1.1) has been issued, if the Function Code was 0002h and|the
inpUt data structure indicates thatithe device is ready to receive data, the SCT Data Tranfsfer
log [see A.1) should be writtento transfer the data.

For|the SCT Write Same command with function code 0101h the Command Completion Status
of the write to the SCT ‘Command/Status log (see A.1) shall indicate the success or failurge of
thisfcommand. For the:SCT Write Same command with function Code 0102h the Commjand
Completion Status of the write to the SCT Data Transfer log shall indicate the succesp or
failyre of this SCT-Write Same command. The Status field and Error field indicate the status
valyes and ertor'values as defined in clause 6. In the case of an error an SCT Status Request
may be made by reading the SCT Command/Status log (see A.1) to obtain a more detajiled
analysis-of.the error.

Theg Write Same command may change the Segment Initialized Flag (see table 196). If|the
Write Same command writes all of the user data area and completes without an error or being
aborted, then the Segment Initialized Flag (i.e., bit 0 of the Status Flags in the SCT status)
shall be set to one. A write within the user data area on the device, except one caused by
another SCT Write Same command with the Start field and the Count field set to zero (i.e., an
SCT Write Same command causing the device to write to all of the user data area), shall cause
the Segment Initialized Flag to be cleared. Reallocations as a result of reading data, either in
the foreground or background, shall not clear the Device Zeroed flag.
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Table 199 defines the format of a SCT Write Same command written to the SCT
Command/Status log (see A.1).

Table 199 — SCT Write Same command

Word Name Value Description
0 Action Code 0002h | This action writes a pattern or 512-byte data block
repeatedly to the media.
1 Function Code 0000h | Reserved

0001h | Repeat write pattern

0002h | Repeat write data block
0003h..0100h | Reserved

0101h | Repeat write pattern foreground

0102h | Repeat write data block foreground
0103h..FFFFh [ Reserved

2.15 Start QWord [ First logical sector to write
63:48 Reserved
47:0 First LBA

6.9 Count QWord [ Number of logical sectors)to fill

1011 Pattern DWord | If the Function Code is"0001h or 0101h, this field contgins
a 32-bit pattern that is used to fill the user data area
starting with thelfirst byte of the sector specified in Staft
through thatlast byte specified by Start plus count.

Table 200 defines the format of the status respanse for a SCT Write Same command.

Table 200 — SCT Write'Same command status response

Name Description

Ejrror
Bit Description
7:5 N/A
4 1D NotFound — See 6.3.6.
N/A
Abort — See 6.3.2.
N/A
Obsolete

O 27N~ W

CauntlReserved

LBA
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Table 200 — SCT Write Same command status response

Name

Description
Bit Description
27:24 Reserved
23:8 0000h — If FC=0001h or FC=0101h
0001h — If FC=0002h or FC=0102h
7:0 Reserved

De

ice

Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description
7:6 Transport Dependent — See 6.2.12.
5:1 N/A

0 Error—See 6.2.9
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8.3.3 SCT Error Recovery Control command

The SCT Error Recovery Control command sets time limits for read and write error recovery.
For commands that are not NCQ commands (see 4.14), these, these timers apply to command
completion. For NCQ commands where in-order data delivery is enabled, these timers begin
counting when the device begins to process the command, not when the command is sent to
the device. These timers do not apply to streaming commands (see 4.24) or to queued
commands (see 4.14) when out-of-order data delivery is enabled.

Table 201 defines the format of an SCT Error Recovery Control command written to the SCT
Command/Status log (see A.1).

Table 201 — SCT Error Recovery Control command

World Name Value Description
0 Action Code 0003h | Set the read and write error recovery time
1 Function Code 0000h | Reserved

0001h | Set New Value
0002h | Return Current Value
0003h..FFFFh | Reserved

2 Selection Code 0000h | Reserved
0001h [ Read Command Timer
0002h | Write Command Timer
0003h..FFFFh |Reserved

3 Recovery Time Limit If the Function Code is 0001h, then this field containg the
recovery.time limit in 100 ms units (e.g., a value of 1|=
100 mas; 2 = 200 ms). The tolerance is vendor specif|c.

If thle Selection Code field is set to 0001h, then:

n) the Recovery Time Limit field spégcifies the upper limit of the amount of time a device shall
processes a read command ip.total;
b) the device shall set the Read"Command Timer to the value of the Recovery Time Limit fi¢lds;
and
c) if the Recovery Time(Limit field is set to zero, then the device shall perform all available ¢rror
recovery procedures (i.e., the Read Command Timer is disabled).

The| device shall reportcommand completion or stop processing the command and reporf an
Undgorrectable Errar (see 6.3.13) for the LBA that caused error recovery to be invoked prigr to
Regqd Command_Timer expiration. Extended status code 0015h should be returned in the $CT
Status data ifthe Read Command Timer expires. A failed logical sector may be recovered if the
Redovery Time Limit is increased.

If the Selection Code field is set to 0002h, then:

processes a write command in total,

b) the device shall set the Write Command Timer to the value of the Recovery Time Limit fields;
and

c) if the Recovery Time Limit field is set to zero, then the device shall perform all available error
recovery procedures (i.e., the Write Command Timer is disabled).

A large Write Command Timer value allows the device to use more available error recovery
procedures. If the Write Command Timer is about to expire, then the device should attempt to
reallocate the data before the Write Command Timer expires. Extended status code 0015h
should be returned in the SCT Status data if the Write Command Timer expires. If the device is
unable to complete data reallocation before the Write Command Timer expires, then the device
fails the command when the Write Command Timer expires. When write cache is enabled the
operation of the Write Command Timer is vendor specific.
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A host implementor should use the Write Command Timer with great caution as a very small
timer value may cause a device to permanently reallocate good logical sectors as the result of
temporary, external conditions (e.g., induced vibration).

The Extended status code shall be cleared when the next non-SCT command is processed by
the device, except when processing a read of the NCQ Command Error log (see A.12).

Read Command Timer and Write Command Timer values are set to default values after
processing a power-on reset but may be altered by an SCT command at any time. A device
shall not change these settings while processing a hardware reset or a software reset.

Table 202 defines the format of the status response for a SCT Error Recovery Control
confrmand:

Table 202 — SCT Error Recovery Control command status response

Name Description

Ejrror
Bit Description
7:5 N/A
4 1D Not Found — See 6.3.6.
N/A
Abort — See 6.3.2.
N/A
Obsolete

o =~ N »W

—

Caqunt [ If Function Code was 0002h, then this is thesrequested recovery limit (7:0); otherwise, thid field is

reserved.

Bit Description
27:8 Reserved

7:0 If the Function €ode was 0002h, then this is the requested recovery limit (15}8);
otherwise, this field is reserved.

Deyice
Bit- Description

7' Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status
Bit Description
7:6 Transport Dependent — See 6.2.12.
5:1 N/A

0 Error—See 6.2.9
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8.3.4 SCT Feature Control command

The SCT Feature Control command reports and sets the state (i.e., enabled or disabled) of the
features specified by the command.

Table 203 defines the format of a SCT Feature Control command written to the SCT
Command/Status log (see A.1).

Table 203 — SCT Feature Control command

Word Name Value Description
0 Action Code 0004h | Set or return the state of device features defined in table 204
1 Function Code 0000h | Reserved

0001h | Set state for a feature

0002h | Return the current state of a feature

0003h | Return feature option flags

0004h..FFFFh | Reserved

Feature Code See table 204 for definition of the Feature\Code
3 State Feature Code dependent value
Option Flags

Bit Description
15:1 Reserved

0 If the function.code is 0001h, then setting bit 0 to ong
shall causé.the requested feature state change to b¢
preserved.during all power and reset events.

If the function code is 0001h, then clearing bit 0 to zIro
shall cause the requested feature state change to b

volatile (i.e., a hard reset causes the device to rever{ to
the default value or to the last non-volatile setting).
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Table 204 — Feature Code list

Feature Code

State Definition

0000h

Reserved

0001h

If State is set to 0001h, then the SET FEATURES command (see 7.49) shall determine the

state of the write cache (see 7.49.4).
If State is set to 0002h, then write cache shall be enabled.
If State is set to 0003h, then write cache shall be disabled.

If State is set to 0002h or 0003h, then write cache shall be set to the specified state, and

any attempt to change the write cache settings using a SET FEATURES command

ot

shall

protresuttfanerror-and-shattnotchangethe-operational-state-of- the-writecache:
In all cases, IDENTIFY DEVICE data word 85 bit 5 (see 7.17.7.41) shall reflectthe
operational state of write cache (i.e., if set to one, then volatile write cache is €nabl
if cleared to zero, then write cache is disabled).

The default is State set to 0001h.

current
ed, and

0002h

If State is set to 0001h, then volatile Write Cache Reordering shall be enabled (i.e.,
write scheduling may be reordered by the device), regardless of the enabled or dis
state of the volatile write cache.

If State is set to 0002h, then volatile Write Cache Reordering shall be disabled, and
write scheduling is processed on a first-in-first-out (FIFQ) basis, regardless of the &
or disabled state of the volatile write cache.

If volatile write cache is disabled, then the current yvolatile Write Cache Reordering
has no effect on writes.

The state of volatile Write Cache Reordering has*no effect on NCQ commands (se
The default is State set to 0001h.

disk
hbled

disk
nabled

State

b 4.14).

0003h

The value in State sets the time intervalkfortemperature logging.
State set to 0000h is invalid.
State may be set to 0001h to FFFFhto specify the temperature logging interval in
This value applies to the Absolute“’HDA Temperature History (see table 208). Issuin
command shall cause:
a) the queue to be reset and any prior values in the queues to be lost;
b) the Queue Index\(see table 208) to be set to zero;
c) the first queué Jocation to be set to the current value and all remaining que
locations sét to 80h; and
d) the Sample Period value, Max Op Limit value, Over Limit value, Min Op Lin
valuey-and Under Limit value to be preserved (see table 208).
The default is State set to 0001h.

hinutes.
g this

e

00Q4h..0005h

Reserved for Serial ATA

0006h..CFFFh

Reserved

DO0Oph..FFFFh

Yendor Specific
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Table 205 defines the format of the status response for a SCT Feature Control command.

Table 205 — SCT Feature Control command status response

Name Description

Error
Bit Description

7:5 N/A
4 1D Not Found — See 6.3.6.
3 N/A
2 Abort — See 6.3.2.
1 N/A
0 Obsolete
Cqunt | If the Function Code was set to 0002h, then this is the Feature State (7:0).
If the Function Code was set to 0003h, then this is the Option Flags,(7:0).
Otherwise this field is reserved.
UBA
Bit Description
27:8 Reserved
7:0 If the Function Code was set to 0002h, then this is the Feature State (15:8).
If the Function Code was set to 00Q3h; then this is the Option Flags (15:8).
Otherwise this field is reserved.
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 TransportDependent — See 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — See 6.2.12.
5:1 N/A
Q Frror—See 629
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8.3.5 SCT Data Table command
The SCT Data Table command reads the specified data table.

Table 206 defines the format of an SCT Data Table command written to the SCT
Command/Status log (see A.1).
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Table 206 — SCT Data Table command

Word Name Value Description
0 Action Code 0005h Read a data table
1 Eunction Code Q000h Reserved
0001h Read Table

0002h..FFFFh | Reserved

2 Table ID Word See Table 207 for a list of SCT data

tables.
Table 207 — SCT Data Tables (by Table Identifier)
Table Id Description
0000h | Invalid

0001h |Reserved

0002h [ HDA Temperature History Table (in degrees Celsius). See table 208 for more inform

Ation.

0003

h..0004h | Reserved for Serial ATA

0005

n..CFFFh

Reserved

D000

h..FFFFh

Vendor Specific
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Table 208 — Absolute HDA Temperature (part 1 of 2)

Offset

Size

Field Name

Description

0..1

Word

Format
Version

0002h — Data table format version.

2.3

Word

Sampling
Period

Absolute HDA Temperature sampling period in
minutes. This is how often the device samples its
temperature sensor. This period takes
precedence over new read operations or write
operations, but does not interrupt operations in

proeess:
The Sampling Period may be smaller, thgn the
timer interval between entries in thehistgry

queue.
A value of 0000h in this field indicates that
sampling is disabled.

4.5

Word

Interval

The timer interval between entries in the|history
queue. The default value of this field is vendor

specific. This value should not be less than the
Sampling Period.

Byte

Max Op Limit

Maximum recommended continuous opgrating
temperature’ . This is a two's complement
number that allows a range from -127 °G to

+1273C to be indicated. 80h is an invaliq value.
This is a fixed value.

Byte

Over Limit

Maximum temperature limit. Operating the device
above this temperature may cause physical

damage to the device ©. This is a two’s
complement number that allows a range|from
-127 °C to +127 °C to be indicated. 80h is an
invalid value. This is a fixed value.

Byte

Min Op Limit

Minimum recommended continuous opefating
limit ©. This is a two’s complement numbégr that
allows a range from -127 °C to +127 °C fo be
indicated. 80h is an invalid value. This is|a fixed
value.

Byte

Under Limit

Minimum temperature limit. Operating th¢ device
below this temperature may cause physital

damage to the device ©. This is a two’s
complement number that allows a range|from
-127 °C to +127 °C to be indicated. 80h is an
invalid value. This is a fixed value.

10.:29

Byte [20]

reserved

30..31

Word

CB Size

Number of entry locations in history buffer. This
number shall be in the range of 128..478.

32..33

Word

CB Index

Last updated entry in buffer. CB Index is
zero-based, so CB Index 0000h is the first
location in the buffer (i.e., at offset 34). The most
recent temperature entered in the buffer is at CB
Index + 34 2P,
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Table 208 — Absolute HDA Temperature (part 2 of 2)

Offset

Size

Field Name

Description

34..(CB Size + 33)

Byte [CB Size]

CB

This is a circular buffer of absolute HDA
Temperature values. Other device activities (e.g.,
data transfer), take priority over writing this data
to non-volatile storage. These are two’s
complement numbers that allow a range from
-127 °C to +127 °C to be indicated. A value of
80h indicates an initial value or a discontinuity in
temperature recording.

The time between samples may vary beg¢ause
commands shall not be interrupted The gampling
period is the minimum time betwéen samples 2.
If the host changes the logging interval using the
volatile option, then the intefval between|entries
in the queue may changé between powef cycles
with no indication to the host.

(CB Sie + 34)..511

Byte
[512 — CB Size — 34]

reserved

Shall be zero.

@ The|Absolute HDA Temperature History is preserved during the processing of all power events and| reset
events with the requirement that when the device powers up, a new entry is made in the history qug¢ue with
a value of 80h (i.e., an invalid absolute temperature value) to indicate the discontinuity in temperatyre
resujting from the device being turned off. If the device does natysample temperatures during a certgin
power state (e.g., Sleep or Standby) (see 4.17.4), then a value of 80h is entered into the history qu¢ue to
indiqate that temperature sensing has resumed.

b Whgn the Absolute HDA Temperature history is cleared (e.g., for new devices or after changing the Logging
Intenval) the Queue Index shall be set to zero and the first queue location shall be set to the current Absolute

HDA Temperature value. All remaining queue locations shall be set to 80h.

¢ These values should take into account the accuracy of the temperature sensor. The placement, acguracy,

and granularity of temperature sensors to support table 208 are vendor specific.
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Table 209 defines the format of the status response for an SCT Data Table command.

Table 209 — SCT Data Table command status response

Name

Description

Error

Bit
7:5

Description
N/A

ID Not Found — See 6.3.6.
NUZA

o =~ N

Abort — See 6.3.2.
N/A
Obsolete

Cqun

—

Reserved

Bit
27:24
23:8

7:0

Description
Reserved

For Table ID 0002h, 0001h (i.e., Number of data blocks requested); otherwis
reserved.

w

Reserved.

De

ice

Bit

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12

Description

Reserved

Status

Bit
76
5:1

Description

Transport Dependent — See 6.2.12.
N/A

Error — See 6.2.9
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9 Normal and Error Outputs

9.1 Overview

The commands listed in clause 7 each have subclauses labeled Normal Outputs and Error
Outputs. Subclauses 9.2 and 9.3 document the return data format for all the commands
described in clause 7. Each command in clause 7 may provide additional information about a
normal or error output, however, all the information specified in clause 9 shall also apply to the

command.

The references preceding each table indicate each command that generates the output in the

table-

9.2[Normal Outputs

Thel|tables in this subclause specify the Normal Outputs a command returns.

Table 210 specifies the normal outputs for the commands defined in 7.2.

Table 210 — Error Bit Defined For Normal Output

Name

Description

Elrror | N/A

Caunt | N/A

UBA|N/A

Deyice
Bit

Description

7 Obsolete

N/A

5 Obsolete
4 Transport Dependent — See 6.2.12

Reserved

Status
Bit
7:6

Description

Transport Dependent — See 6.2.12.
Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12.
N/A

o 2~ N W b

Sense Data Available — See 6.2.10
Error — See 6.2.9
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Table 211 specifies the normal outputs for the commands defined in 7.3.

Table 211 — Extended Error Code for Normal Output

Name

Description

Error

Extended error code (see table 23)

Count

Vendor Specific

LBA

Vendor Specific

Devyiee

Bit
7
6
5
4
3.0

Description

Obsolete

N/A

Obsolete

Transport Dependent — See 6.2.12
Reserved

Status

Bit
7:6
52

Description

Transport Dependent — See 6.2.12.
N/A

Sense Data Available — See 6.2.10
Error — See 6.2.9
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Table 212 specifies the normal outputs for the commands defined in 7.10.5, 7.10.2, 7.10.3, 7.10.6,
7.15,717,7.18,7.19,7.21,7.22.4,7.21.11,7.24,7.26,7.31,7.35,7.39, 7.43, 7.44, 7.45, 7.46, 7 .47,
7.48,7.49,7.49.18.2.3,7.49.18.3.3, 7.49.18.4.5, 7.49.18.5.3, 7.50.5, 7.50.4, 7.50.7, 7.50.3, 7.52, 7.53,
7.54.2,7.54.3,7.54.4,7.54.6,7.54.7,7.54.9, 7.55, 7.56, 7.62, 7.64, 7.70, 7.73, and 7.77.

Table 212 — Generic Normal Output (No LBA Return Value) for Normal Output

Name Description
Error | N/A
CduniN/A
UBA [N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
Bit Description

7:6

o =~ N W N

Transport Dependent — See 6.2.12.
Device Fault — See 6.2.7

N/A

Transport Dependent$'See 6.2.12.
N/A or Alignment-Efror — See 6.2.2
Sense Data Available — See 6.2.10
Error — Se€ 6.2.9
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Table 213 specifies the normal outputs for the commands defined in 7.12 and 7.13.

Table 213 — Download Microcode Normal Output

Name Description
Error | N/A
Count | If Download with offsets and save microcode for immediate and future use was specified
(see 7.12), then this field contains a value as specified in table 43. Otherwise, this field is N/A.
BA |N/A
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — See 6.2.12.

o =~ N W N

Device Fault — See 6.2.7

N/A

Transport Dependent — Seg’6.2.12.
N/A or Alignment Error,—See 6.2.2
Sense Data Available— See 6.2.10
Error — See 6.29
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Table 214 specifies the normal outputs for the commands defined in 7.4, 7.5, and 7.6.

Table 214 — CFA Normal Output

Name Description

Error | N/A

Count | N/A

LBA|N/A

Deyiee
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status
Bit Description
7:6 Transport Dependent — See 6.2.12
5:2 N/A
1 Sense Data Available — See 6.2.10
0 Error — See 6.2.9



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 389 —

Table 215 specifies the normal outputs for the commands defined in 7.7.

Table 215 — Check Power Mode Normal Output (part 1 of 2)

Name

Description

Error

N/A

Count

Value

OO0k

Description

| mVP=WH ra—ta-tha-
DCTVICCTS 1T 1oy

VVUTIT

01h

02h..3Fh
40h

41h

42h..7Fh
80h

81h

82h

83h

84t FEh
FFh

a) PM2:Standby state (see 4.17.4) and the EPC feature set (see 4.8)ds
enabled; or

b) PM2:Standby state, the EPC feature set is enabled, and the device i
Standby_z power condition (see 4.8.2).

Device is in the PM2:Standby state, the EPC feature set is enabled, and the d
in the Standby_y power condition (see 4.8.2).

Reserved

Device is:
a) inthe PMO:Active state (see 4.17.4);
b) the NV Cache power mode (see 4.16) is ‘enabled; and
c) the spindle is spun down or spinningdown.
Device is:
a) inthe PMO:Active state;
b) the NV Cache power modetis enabled; and
c) the spindle is spun up or spinning up.
Reserved
Device is in the
a) PM1:ldle state\(see 4.17.4) and EPC feature set is not supported; or]

b) PM~1:ldle state and EPC feature set is supported and the EPC featun
disabled.

Device is in.the‘PM1:ldle State, the EPC feature set is enable, and the devic
the Idle_a.power condition (see 4.8.2).

Device'is/in the PM1:ldle State, the EPC feature set is enabled, and the devi
the tdle_b power condition (see 4.8.2).

Device is in the PM1:ldle State, the EPC feature set is enabled, and the devi
the Idle_c power condition (see 4.8.2).

Reserved

Device is in the PMO:Active state or PM1:ldle State.

not

5 in the

evice is

e set is

B S in

Ce is in

Ce is in

N/A
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Table 215 — Check Power Mode Normal Output (part 2 of 2)

Name

Description

Device

Bit

Description
Obsolete

6 N/A

Obsolete
Transport Dependent — See 6.2.12

Reserved

Status

Bit
7:6

O =~ N W &

Description

Transport Dependent — See 6.2.12
Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12
N/A

Sense Data Available — See 6.2.10
Error — See 6.2.9
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Table 216 specifies the normal outputs for the commands defined in 7.8, 7.37, and 7.75.

Table 216 — Stream Normal Output

Name Description

Error | N/A

Count |Reserved

LBA [Reserved

Deyiee
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Stream Error — See 6.2.11

N/A

Transport Dependent — See 6:2:12

N/A or Alignment Error = Seé 6.2.2

Sense Data Available & See 6.2.10

Error — See 6.2.9

o =~ N W N
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Table 217 — Device Signatures for Normal Output

ISO/IEC 17760-102:2016 © ISO/IEC 2016

Name Description
Error | Diagnostic Results — The diagnostic code as described in table 46 is returned.
This field shall be reserved for the DEVICE RESET command (see 7.11). For the READ
SECTOR(S) command (see 7.35) or the IDENTIFY DEVICE command (see 7.17), bit 2 of this field
shall be set to one and the remaining bits are N/A.
Coun
ATAPI Reserved | Reserved
Bit ATA Device? | Device? | for SATA? | for SATA? | Obsolete?
Count (7:0) 01h 01h 01h 01h N/A
LBA LBA (27:24)| Reserved Reserved | Reserved Reserved Reserved
LBA (23:16) 00h EBh C3h 96h AAh
LBA (15:8) 00h 14h 3Ch 69h CEh
LBA (7:0) 01h 01h 01h 01h N/A
Device
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent —Sée 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7
4 N/A
3 Transport Dependent — See 6.2.12
2 N/A
1 Sense Data Available — See 6.2.10
0 Shall be cleared to zero

2 All other values are reserved
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Table 218 specifies the normal outputs for the commands defined in 7.20.

Table 218 — IDLE Unload Normal Output

Name Description
Error | N/A
Count [N/A
LBA
Bit—Deseription
27:8 N/A
7:0 C4h
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — Seg6.2.12

o =~ N W N

Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12
N/A

Sense Data Available — See 6.2.10
Errér—See 6.2.9
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Table 219 specifies the normal outputs for the commands defined in 7.23.6.

Table 219 — ATAPI Normal Output

Name Description

Error | N/A

Interrupt

Reason Bit Description

raY™ lat
VOUIULIU

Input/Output — See 6.4.3
Command/Data — See 6.4.2

N

o =~ i

Bit Description
27:24 N/A
23:8 Byte Count
7:0 N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent & See 6.2.12
3:0 Reserved

Status
Bit Description

Trahsport Dependent — See 6.2.12
N/A

Obsolete

Transport Dependent — See 6.2.12
N/A

Sense Data Available — See 6.2.10

e =~ N WA N
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Table 220 specifies the normal outputs for the commands defined in 7.33 and 7.50.2.

Table 220 — HPA Normal Output

Name Description
Error | N/A
Count [N/A
LBA [ Maximum LBA
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — See 6.2.12
5:2 N/A

Sense Data Available — See 6.2.10
Error — See 6.2.9
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Table 221 specifies the normal outputs for the commands defined in 7.54.5.

Table 221 — SMART Off-Line Immediate Normal Output

Name Description
Error | N/A
Count [N/A
LBA
Bit—Deseription
27:24 N/A
23:8

Value Description

C24Fh The subcommand specified a captive self-test thathas complet
without error.

1%
o

All Other The subcommand specified an off-line routine including an off-line
Values self-test routine.

7:0 N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent —'See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

o =~ N O A
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Table 222 specifies the normal outputs for the commands defined in 7.54.8.

Table 222 — SMART Return Status Normal Output

Name

Description

Error

N/A

Count

N/A

LBA

Rit

Da

LITC

27:24
23:8

7:0

PHC Y
DeSct TMTTUTT

N/A

Value Description

C24Fh The subcommand specified a captive self-test thathas complet
without error.

2CF4h The device has detected a threshold exceeded condition

All Other Undefined
Values

N/A

11

Deyice

Bit

Description

7 Obsolete

N/A

5 Obsolete
4 Transport Dependent~ See 6.2.12

Reserved

Status

Bit
7:6

Description

Transport Dependent — See 6.2.12
Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12
N/A

Sense Data Available — See 6.2.10

ol N W X

Error — See 6.2.9
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Table 223 specifies the normal outputs for the commands defined in 7.9, 7.16, 7.21.5, 7.27, 7.29, 7.32,
7.36, 7.40, 7.58, 7.60, 7.65, 7.66, 7.68, 7.71, 7.72, and 7.74.

Table 223 — Generic Extended Normal Output

Name Description

Error | Reserved

Count |Reserved

BA | Reserved

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7

N/A

Transport Dependent — Seg’6.2.12

N/A or Alignment Error,—See 6.2.2

Sense Data Available— See 6.2.10

Error — See 6.29

o =~ N W N
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Table 224 specifies the normal outputs for the commands defined in 7.34 and 7.51.

Table 224 — SETMAX Extended Normal Output

Name Description
Error | Reserved
Count |Reserved
LBA [ Maximum LBA
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — See 6.2.12
5:2 N/A

Sense Data Available — See 6.2.10
Error — See 6.2.9
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Table 225 specifies the normal outputs for the commands defined in 7.21.3, 7.21.7, 7.21.8, and 7.21.9.

Table 225 — NV Cache Normal Output

Name Description

Error | Reserved

Count |Reserved

LBA [ Number of unpinned logical blocks remaining

Deyiee
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6:2:12

N/A

Sense Data Available & See 6.2.10

Error — See 6.2.9

o =~ N W N
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Table 226 specifies the normal outputs for the commands defined in 7.21.4.

Table 226 — NV Cache Flush Normal Output

Name Description
Error | Reserved
Count |Reserved
LBA [ Number of unflushed logical blocks remaining
Deyiee
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6:2:12

N/A

Sense Data Available & See 6.2.10

Error — See 6.2.9

o =~ N W N
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Table 227 specifies the normal outputs for the commands defined in 7.28.4 and 7.67.4.

Table 227 — NCQ Command Acceptance Normal Output

Name Description
Error | Shall be cleared to zero
Count [N/A
LBA [N/A
Deyiee
Bit Description
7:4 N/A
3:0 Reserved
Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

o =~ N W N

Table 228 specifies the normal outputs forcthe commands defined in 7.28.5 and 7.67.5.

Table 228 — NCQ Normal Outputs

Name Description

SATA | Transport Dependent
Status

Elrror | Shall be tleared to zero

Status
Bit Description

7:6 Transport Dependent — See 6.2.12.
DUVibU quit - SGE 627

N/A

Transport Dependent — See 6.2.12.
N/A or Alignment Error — See 6.2.2
Sense Data Available — See 6.2.10
Error — See 6.2.9

O =~ N W A~ O

SActive
Bit Description
31:0 Transport dependent completion indicator



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 403 —

Table 229 specifies the normal outputs for the commands defined in 7.41.

Table 229 — REQUEST SENSE DATA EXT Normal Output

Name Description

Error | Reserved

Count |Reserved

LBA

Rit

Bit—Deseription
47:24 Vendor Specific
23:20 Reserved
19:16 Sense Key (see 7.41.4)
15:8 Additional Sense Code (see 7.41.4)
7:0 Additional Sense Code Qualifier (see 7.41.4)

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status
Bit Description
7:6 Transport Dependent — See 6.2.12.
5:2 Reserved
1 Sense Data Available — See 6.2.10
0 Error—See 6.2.9
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Table 230 specifies the normal outputs for the commands defined in 7.42.

Table 230 — Sanitize Device Normal Output

Name Description
Error | Reserved
Count
Bit Description
+5—-Sanitize-operation-completed-withott-error—the-deviceproecesses BEOGKERASE
EXT command (see 7.42.2), CRYPTO SCRAMBLE EXT command (see 7:42.3), or a
OVERWRITE EXT command (see 7.42.4), then this bit shall be clearedto zgro.
14 Sanitize operation in progress
13 Device is in the Sanitize Frozen state (see figure 15)
12:0 Reserved
ULBA
Bit Description
47:16 Reserved
15:0 Sanitize Progress Indication — Progress indicator for the current sanitize opefation.
This value shall be FFFFh if a sanitize,operation is not in process. The returned value
is a numerator that has 65 536 (1_0000h) as its denominator.
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — See 6.2.12.
5 Device Fault — See 6.2.7
N/A
TransportBDependent—See-6-2-42-
N/A

o =~ N &

Sense Data Available — See 6.2.10
Error — See 6.2.9
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9.3 Error Outputs

The tables in this subclause specify the Error Outputs a command returns. References to these
tables are found in clause 7.

If the Sense Data Reporting feature set is enabled and there is sense data available, then the
Error field shall be set to 7Fh and the Error bit in the Status field shall be set to one. If the
Sense Data Reporting feature set has been enabled with the Sense Data Available status bit
reporting set to one (see 7.49.16), then the device notifies the host of additional information by
setting the Sense Data Available bit in the Status field to one.
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Table 231 specifies the error outputs for the commands defined in 7.1.9.

Table 231 — Unsupported Command Error

Name Description

Error
Bit Description

7:3 N/A
1:0 N/A
Cqunt | N/A
UBA|N/A
Deyice
Bit Description
7:4 N/A
3:0 Reserved
Status

Bit Description
7:6 Transport Dependent — See 6.2.12.
5:2 N/A
1 Sense Data Available — Se€’6.2.10
0 Error—See 6.2.9



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 407 —

Table 232 specifies the error outputs for the commands defined in 7.2.

Table 232 — CFA Erase Error

Name Description

Error
Bit Description

7:5 N/A
3 N/A
2 Abort — See 6.3.2
1 N/A
0 Media Error — See 6.3.11
Cqunt | N/A
UBA [LBA of first unrecoverable error
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6:2:12
3:0 Reserved
Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Device(Fault — See 6.2.7

4:2 N/A
1.8ense Data Available — See 6.2.10
0. "Error — See 6.2.9
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Table 233 specifies the error outputs for the commands defined in 7.5 and 7.6.

Table 233 — CFA Write Error

Name Description

Error
Bit Description

7:5 N/A
3 N/A
2 Abort — See 6.3.2
1 N/A
0 Media Error — See 6.3.11
Cqunt | N/A
UBA [LBA of first unrecoverable error
Deyice
Bit Description
7 Obsolete
6 N/A
5 Obsolete
4 Transport Dependent — See 6:2:12
3:0 Reserved
Status

Bit Description
7:6 Transport Dependent — See 6.2.12.
5 Device(Fault — See 6.2.7
4 Transport Dependent — See 6.2.12
3:2_.N/A
1."Sense Data Available — See 6.2.10
0 Error—See 6.2.9
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Table 234 specifies the error outputs for the commands defined in 7.3, 7.4, and 7.7.

Table 234 — CFA Abort Error and Check Power Mode Abort Error

Name Description

Error
Bit Description
7:3 N/A

2 _Abaort o Il
- IYWUTT A A

1:0 N/A

Cqunt [ N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent & See 6.2.12.
5 Device Fault — See\6:2.7

4:2 N/A
1 Sense Data‘Available — See 6.2.10
0 Error —(See 6.2.9
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Table 235 specifies the error outputs for the commands defined in 7.10.5, 7.10.2, 7.19, 7.20, 7.41, 7.44,
7.46, 7.49.21, 7.49.18.2.4, 7.49.18.3.4, 7.49.18.4.6, 7.49.18.5.4, 7.52, 7.53, 7.54.2, 7.54.3, 7.54 4,
7.54.8,7.55,7.56, and 7.77.

Table 235 — Generic Abort wo/ICRC Error

Name Description

Error
Bit Description
7:3 N/A

2 Abort — See 6.3.2
1:0 N/A

Cqunt [ N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Device Fault—See 6.2.7

N/A

Transport Dependent — See 6.2.12

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

S, A N W oA
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Table 236 specifies the error outputs for the commands defined in 7.10.3, 7.12, 7.17.6, 7.18, 7.24, 7 .43,
7.45,7.47,7.48, and 7.62.

Table 236 — Generic Abort Error

Name Description

Error
Bit Description

7 Interface CRC — See 6.3.10
6:3 N/A

2 Abort — See 6.3.2
1:0 N/A

Caunt | N/A

UBA [ N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Device Faultl= See 6.2.7

N/A

Transport Dependent — See 6.2.12

N7A

Sense Data Available — See 6.2.10

Error — See 6.2.9

Ol =N W b
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Table 237 specifies the error outputs for the commands defined in 7.58 and 7.60.

Table 237 — Trusted Abort Error

Name Description

Error
Bit Description
Interface CRC — See 6.3.10

NLA
TNTTY

Abort — See 6.3.2
N/A

—
O N N

—

Cqunt | Reserved

IBA | Reserved

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent'— See 6.2.12.
5 Device Fault < See 6.2.7

N/A

Transporh Dependent — See 6.2.12

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O= N W H
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Table 238 specifies the error outputs for the commands defined in 7.33, 7.50.4, and 7.50.3.

Table 238 — Generic SET MAX Error

Name Description

Error
Bit Description
7:3 N/A

2 _Abaort o Il
- IYWUTT A A

1:0 N/A

Cqunt [ N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status
Bit Description
7:6 Transport Dependent & See 6.2.12.
5:2 N/A
1 Sense Data Available — See 6.2.10
0 Error — See'6:2.9
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Table 239 specifies the error outputs for the commands defined in 7.50.7.

Table 239 — SET MAX Unlock Error

Name Description

Error
Bit Description
7 Interface CRC — See 6.3.10

NLA
TNTTY

Abort — See 6.3.2
N/A

-
[« 2 \C T d V)

Caunt | N/A

UBA [ N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent'— See 6.2.12.
5 N/A
1 Sense Data‘Available — See 6.2.10
0 Error —(See 6.2.9
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Table 240 specifies the error outputs for the commands defined in 7.8.

Table 240 — Configure Stream Error

Name Description

Error
Bit Description
7:3 N/A

2 _Abaort o Il
- IYWUTT A A

1:0 N/A

Cqunt [Reserved

LBA | Reserved

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent & See 6.2.12.
5 Stream Error — See6'2.11

N/A

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N W b~
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Table 241 specifies the error outputs for the commands defined in 7.15.

Table 241 — Flush Cache Error

Name Description

Error
Bit Description
7:3 N/A

2 _Abaort o Il
- IYWUTT IO TTUT

1:0 N/A

2.9
T

Cqunt [ N/A

IBA [ LBA of first unrecoverable error

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent & See 6.2.12.
5 Device Fault — See\6:2.7

N/A

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N W b~
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Table 242 specifies the error outputs for the commands defined in 7.16.

Table 242 — Flush Cache Ext Error

Name Description

Error
Bit Description
7:3 N/A

2 _Abaort o a.2.9
\v v by

Z- TWUTT ICTT

1:0 N/A

Cqunt [Reserved

IBA [ LBA of first unrecoverable error

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent & See 6.2.12.
5 Device Fault — See\6:2.7

N/A

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N W b~
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Table 243 specifies the error outputs for the commands defined in 7.27.

Table 243 — Read DMA Ext Error

Name Description

Error
Bit Description
Interface CRC — See 6.3.10

Obsolete

ID Not Found — See 6.3.6
Obsolete

Abort — See 6.3.2

Obsolete

242
LTI

SN WM o PN

—_

—

Cqunt | Reserved

LBA | LBA of first unrecoverable error

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — Seg6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N Wb



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

ISO/IEC 17760-102:2016 © ISO/IEC 2016 — 419 —

Table 244 specifies the error outputs for the commands defined in 7.29.

Table 244 — Read Log Ext Error

Name Description

Error
Bit Description
Interface CRC — See 6.3.10

Lla. P tP NN | | PN o a2 12
UVTIVUTTOUULIAVIC LTTUI VUL V.JV. TJV.

N/A

ID Not Found — See 6.3.6
N/A

Abort — See 6.3.2.

N/A

Obsolete

O =~ N W > OO N

—

Cqunt |Reserved

IBA [ Reserved

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent & See 6.2.12
3:0 Reserved

Status
Bit Description

7:6 Trahsport Dependent — See 6.2.12.

5 _Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12.
N/A

Sense Data Available — See 6.2.10

Error—See 629

O =~ N Wb



https://iecnorm.com/api/?name=4a82b3470276db5bde3df8c980f08b8e

—-420- ISO/IEC 17760-102:2016 © ISO/IEC 2016

Table 245 specifies the error outputs for the commands defined in 7.26, 7.31, 7.35, and 7.39.

Table 245 — Read PIO Error

Name Description

Error
Bit Description
Interface CRC — See 6.3.10

Obsolete

ID Not Found — See 6.3.6
Obsolete

Abort — See 6.3.2

Obsolete

2492
V. TJ

SN WM o PN

—_

Caunt | N/A

LBA | LBA of first unrecoverable error

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — Seg6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N Wb
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Table 246 specifies the error outputs for the commands defined in 7.37.

Table 246 — Read Stream Error

Name Description

Error
Bit Description

7 Interface CRC — See 6.3.10

5 Obsolete

4 ID Not Found — See 6.3.6

3 Obsolete

2 Abort — See 6.3.2

1 Obsolete

0 Command Completion Time Out — See 6.3.4

—

Cqunt | Length of Stream Error — number of contiguous logical sectors, containing potentially bad ¢lata,

beginning with the LBA of the first logical sector with an uncorrectable error.

IBA [ LBA of first unrecoverable error.

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent— See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 {Transport Dependent — See 6.2.12.
5..8tream Error — See 6.2.11.

Deferred Write Error — See 6.2.6.

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O~ N W H
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Table 247 specifies the error outputs for the commands defined in 7.50.2 and 7.50.5.

Table 247 — HPA Error

Name Description

Error
Bit Description
N/A

)
18

Abort — See 6.3.2.
N/A
Obsolete

O =~ N W H

Cqunt [ N/A

UBA [N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6:2:12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Device(Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =N~
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Table 248 specifies the error outputs for the commands defined in 7.54.9.

Table 248 — Write Log Error

Name

Description

Error

Bit

Description
Interface CRC — See 6.3.10

NLLA

o =~ N w N dhoN

TN/TX

ID Not Found — See 6.3.6.
N/A

Abort — See 6.3.2.

N/A

Obsolete

Cqunt

N/A

N/A

De

ice

Bit

Description
Obsolete

6 N/A

Obsolete
Transport Dependent — Seg6.2.12
Reserved

Status

Bit
7:6

O =~ N Wb

Description

Transporh Dependent — See 6.2.12
Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12
N/A

Sense Data Available — See 6.2.10
Error — See 6.2.9
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Table 249 specifies the error outputs for the commands defined in 7.9 and 7.68.

Table 249 — Write Log Ext Error or Data Set Management Error

Name Description

Error
Bit Description
Interface CRC — See 6.3.10

NLA
TNTTY

ID Not Found — See 6.3.6.
N/A

Abort — See 6.3.2.

N/A

Obsolete

o =~ N w N dhoN

—

Cqunt | Reserved

IBA [ Reserved

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — Seg6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N Wb
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Table 250 specifies the error outputs for the commands defined in 7.54.5.

Table 250 — SMART Error

Sense Data Available — See 6.2.10

Name Description
Error
Bit Description
7:5 N/A
3 N/A
2 Abort — See 6.3.2.
1 N/A
0 Obsolete
Cqunt | Reserved
UBA
Bit Description
27:24 N/A
23:8
Value Description
C24Fh Subcommand specified-a.captive self-test and some error othel| than a
self-test routine failure occurred (i.e., if the sub-command is not
supported or field:values are invalid).
2CF4h the subcommand specified a captive self-test routine that has failed
during processing.
All Other the subegmmand specified an off-line routine including an off-line
Values self-test’routine.
7:0 N/A
Deyice
Bit Description
7 Obsglete
6. N/A
5."Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
BitDeseription
7:6 Transport Dependent — See 6.2.12.
5 Device Fault — See 6.2.7
4 N/A
3 Transport Dependent — See 6.2.12.
2 N/A
1
0

Error — See 6.2.9
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Table 251 specifies the error outputs for the commands defined in 7.65, 7.66, 7.71, 7.72 and 7.74.

Table 251 — Write Extended Error

Name Description

Error
Bit Description
Interface CRC — See 6.3.10

raY™ lat
VOUIULIU.

ID Not Found — See 6.3.6
Obsolete

Abort — See 6.3.2
Obsolete

N/A

o =~ N wWw N N

—

Cqunt | Reserved

IBA [ LBA of first unrecoverable error

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — Seg6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12
5 Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N Wb
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Table 252 specifies the error outputs for the commands defined in 7.75.

Table 252 — Write Stream Error

Name Description

Error
Bit Description

7 Interface CRC — See 6.3.10
4 ID Not Found — See 6.3.6

3 Obsolete

2 Abort — See 6.3.2

1 Obsolete

0

Command Completion Time Out — See 6.3.4

—

Cqunt | Length of Stream Error — number of contiguous logical sectors containing potentially bad data,

beginning with the LBA of the first logical sector with an uncorrectable error.

IBA [ LBA of first unrecoverable error.

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent — See 6.2.12.
5 Stream Error — See 6.2.11.

Deferred Write Error — See 6.2.6.

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9.

o =~ N W b
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Table 253 specifies the error outputs for the commands defined in 7.10.6.

Table 253 — DCO Set Error

Name Description
Error
Bit Description
7 Interface CRC — See 6.3.10
6:3 N/A
2 Abort—See 532
1:0 N/A
Cqunt | Vendor Specific
LBA
Bit Description
27:24 N/A
23:16 Word Location — If the command was aborted becausé an attempt was made to
modify a bit that shall not be modified with the deviee in its current state, then this
field shall contain the offset of the first word encountered that the device shall not
change. If an illegal maximum LBA is encountered, then this field shall be sefto 03h.
If a checksum error occurred, then this field shall be set to FFh. A value of 00h
indicates that the Data Structure Revision was invalid.

15:0 Bit Location — If the command was)aborted because an attempt was made to|disable
at least one mode or feature that shall not be disabled with the device in its qurrent
state, then this field shall contain an array of bits that correspond to the devige
configuration overlay data.structure listed in Table 11 relative to the word indigated in
bits (23:16) (i.e., Word Lecation). A one in this array indicates that the requested
mode or feature shall-not be disabled by the device. If the bit location is not r¢ported,
then the value shallNbe 0000h.

Deyice
Bit Description
7 Obsolete
6~ N/A
5 Obsolete
4 Transport Dependent — See 6.2.12
3:0 Reserved
Status
Bit Description
7:6 Transport Dependent — See 6.2.12.

o =~ N W &

Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12.
N/A

Sense Data Available — See 6.2.10
Error — See 6.2.9
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Table 254 specifies the error outputs for the commands defined in 7.22.

Table 254 — NOP Error

Name Description

Error
Bit Description
7:3 N/A

2 _Abaort o Il
- IYWUTT A A

1:0 N/A

—

Cqunt [ Initial Value

BA | Initial Value

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit Description

7:6 Transport Dependent & See 6.2.12.
5 Device Fault — See\6:2.7

N/A

Transport Dependent — See 6.2.12.

N/A

Sense Data Available — See 6.2.10

Error — See 6.2.9

O =~ N W b~
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Table 255 specifies the error outputs for the commands defined in 7.23.

Table 255 — PACKET command Error

Name Description

Error
Bit Description
7:4 Sense Key — See 6.3.12

NLA
TNTTY

Abort — See 6.3.2
End of Media — See 6.3.5
lllegal Length Indicator — See 6.3.7

o =~ N @

Interfupt
Reapon Bit Description
7:2 Obsolete

1 Input/Output — See 6.4.3. Shall be set to one

0 Command/Data — See 6.4.2. Shall be set to*one

UBA [ N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent — See 6.2.12
3:0 Reserved

Status

Bit_Description

7.6, Transport Dependent — See 6.2.12.
5 N/A

Obsolete.

Transport Dependent — See 6.2.12.

NAA

Sense Data Available — See 6.2.10

Check Condition — See 6.2.4.

O =~ P W b
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Table 256 specifies the error outputs for the commands defined in 7.54.6 and 7.54.7.

Table 256 — SMART Read Log/SMART Read Data Error

Name Description

Error
Bit Description
Interface CRC — See 6.3.10

Lla. P tP NN | | PN o a2 12
UVTIVUTTOUULIAVIC LTTUI VUL V.JV. TJV.

N/A

ID Not Found — See 6.3.6
N/A

Abort — See 6.3.2.

N/A

Obsolete

O =~ N W > OO N

Caunt | N/A

UBA|N/A

Deyice
Bit Description

7 Obsolete

6 N/A

5 Obsolete

4 Transport Dependent & See 6.2.12
3:0 Reserved

Status
Bit Description

7:6 Trahsport Dependent — See 6.2.12.

5 _Device Fault — See 6.2.7

N/A

Transport Dependent — See 6.2.12.
N/A

Sense Data Available — See 6.2.10
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