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International Organization for Standardization) and IEC (the International
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Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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third edition cancels and replaces the second edition (ISO/IEC 16512-2:2011), whid
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FC 16512-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information t
oration with ITU-T. The‘identical text is published as ITU-T X.603.1 (03/2012).

FC 16512 consists—-of the following parts, under the general title Information technolog
ast protocol:
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art 2:-Specification for simplex group applications
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Introduction

This Recommendation | International Standard specifies the relayed multicast protocol part 2 (RMCP-2), which is an
application-layer relayed multicast protocol for simplex group applications. RMCP-2 can construct an optimized and
robust one-to-many relayed multicast delivery path over IP-based networks. Along the relayed multicast delivery path,
several types of data delivery channels can be constructed according to the requirements of the application services.

Rec. ITU-T X.603.1 (08/2012) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Relayed multicast protocol:
Specification for simplex group applications

1 Scope

This Recommendation | International Standard specifies the relayed multicast protocol part 2 (RMCP-2), an
application-layer protocol that constructs a multicast tree for data delivery from one sender to multiple receivers over an
IP-based network, where IP multicast is not fully deployed. RMCP-2 defines relayed multicast data transport
capabilities over IP-based networks for simplex group applications.

This Recdmmendation | International Standard speciiics the following:
a)  descriptions of the entities, control and data delivery models of RMCP-2;

b) description of the functions and procedures of multicast agents (MAs) to construct a onesto-many relayed
data path and to relay data for simplex communication;

c) description of the security features of the basic RMCP-2; and
d) definitions of messages and parameters of the basic RMCP-2 and secure RMCP-2.

Annex A [defines a membership authentication procedure for use with the secure RMCP#2. Annex B provides{a method
for sharing information among session managers (SMs) when multiple SMs are uséd>Annexes C-G provide iffformative
material rglated to RMCP-2. Annex H contains an informative bibliography.

2 [References

The folloing Recommendations and International Standards cofitain provisions which, through reference in this text,
constitute|provisions of this Recommendation | International Standard. At the time of publication, the editions|indicated
were valid. All Recommendations and Standards are subjéct’to revision, and parties to agreements basdd on this
Recommgndation | International Standard are encouraged‘to investigate the possibility of applying the mpst recent
edition of| the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of| currently
valid Intefnational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list off currently
valid ITU}T Recommendations.

2.1 [[dentical Recommendations|:International Standards

- Recommendation ITU-Tj*X.603 (2012) | ISO/IEC 16512-1:2012, Information technology + Relayed
multicast protocol; Framework.

2.2 Additional references

- ISO/IEC:9797-2:2011, Information technology — Security techniques — Message Authentication Codes
(MACS)=Part 2: Mechanisms using a dedicated hash-function.

- ISOAEC 9798-3:1998, Information technology — Security techniques — Entity authenfication —
Part 3: Mechanisms using digital signature techniques.

= \ISO/IEC 18033-2:2006, Information technology — Security techniques — Encryption algorithms — Part 2:
Asymmetric ciphers.

—  ISO/IEC 18033-3:2010, Information technology — Security techniques — Encryption algorithms — Part 3:
Block ciphers.

— ISO/IEC 18033-4:2011, Information technology — Security techniques — Encryption algorithms — Part 4.
Stream ciphers.

— IETF RFC 768 (1980), User Datagram Protocol.

— IETF RFC 793 (1981), Transmission Control Protocol.

— IETF RFC 2003 (1996), IP Encapsulation within IP.

— IETF RFC 3830 (2004), MIKEY: Multimedia Internet KEYing.

— IETF RFC 4279 (2005), Pre-Shared Key Ciphersuites for Transport Layer Security (TLS).
— IETF RFC 4535 (2006), GSAKMP: Group Secure Association Key Management Protocol.

Rec. ITU-T X.603.1 (08/2012) 1
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— IETF RFC 4960 (2007), Stream Control Transmission Protocol.
— IETF RFC 5246 (2008), The Transport Layer Security (TLS) Protocol Version 1.2.
— IETF RFC 6066 (2011), Transport Layer Security (TLS) Extensions: Extension Definitions.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Terms defined elsewhere
The following terms are defined in Rec. ITU-T X.603 | ISO/IEC 16512-1:

3.1.1 IP multicast: Realizes a multicast scheme in an IP network with the help of multicast-enabled IP routers.

3.1.2 multicast: A data delivery scheme where the same data unit is transmitted from a single sourcé-tp multiple
destinatiops in a single invocation of service.

3.1.3 multicast agent (MA): An intermediate node which relays group application data.

3.14 relayed multicast protocol (RMCP): A protocol to realize the relayed multicast scheme using end hosts.
3.1.5 I:implex: Wherein only one sender is send-only and all others are receive-only.

3.1.6 ession manager (SM): A relayed multicast protocol (RMCP) entity that i§ responsible for the overpll RMCP
operations.

3.2 Terms defined in this Recommendation

This Recqmmendation | International Standard defines the following téems:
3.2.1 basic RMCP-2: The relayed multicast protocol for simplex ‘group applications, defined in clause 7.

3.2.2 candidate HMA: The MA that is able to assume thertole of an HMA, when the original HMA lgaves or is
terminateql. In the basic RMCP-2, the MA indicates the RMA while it indicates the DMA in a secure RMCP-2

323 child multicast agent (CMA): The next downstream MA in the RMCP-2 data delivery path.

3.24 closed group: A member multicast (MMY group in which all the RMAs have been allocated a sefvice user
identifier ffrom the content provider before subseribing to the secure RMCP-2 session.

3.25 dedicated multicast agent (DMA): An intermediate MA pre-deployed as a trust server by tHe session
manager (SM) in an RMCP-2 session,

3.2.6 eroup attribute (GP_ATTRIBUTE): An attribute that defines whether or not the content providdr controls
the admispion of RMAs to the sécure RMCP-2 session.

3.2.7 head multicast agent (HMA): A representative of the MA inside a local network where the mplticast is
enabled.

3.2.8 member (muilticast region (MM region): A management zone defined by the use of one or mpre group
keys Kg.

3.29 meémber multicast group (MM group):

T)" (in unicast network) a group consisting of one DMA and multiple RMAs sharing the same group key Kg.

2) (in multicast network) a group consisting of one HMA, multiple RMAs together with one or more
candidate HMAs sharing the same group key Kg.

3.2.10 multicast agent ID (MAID): A 64-bit value that identifies the MA. MAID consists of the local IP address,
port number and serial number.

3.2.11 open group: An MM group in which none of the RMAs require a service user identifier before subscribing to
the secure RMCP-2 session.

3.2.12  parent multicast agent (PMA): The next upstream MA in the RMCP-2 data delivery path.

3.2.13 pseudo-HB message: An HB message that indicates a fault in the delivery path of the RMCP-2 tree. The
originator of a pseudo-HB message is the MA that discovers this fault.

2 Rec. ITU-T X.603.1 (08/2012)
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3.2.14  receiver multicast agent (RMA): The MA attached to the receiving application in the same system or local
network.

3.2.15 regular HB message: An HB message that is relayed without interruption along the path of the RMCP-2 tree
from the SMA to the receiver of the message. The originator of a regular HB message is the SMA.

3.2.16 relayed multicast: A multicast data delivery scheme that can be used in unicast environments, which is based
on the intermediate nodes to relay multicast data from the media server to media players over a logically configured
network.

3.2.17 relayed multicast region (RM region): A management zone defined by the use of the session key Ks.
3.2.18 RMCP-2: A relayed multicast protocol for simplex group communication applications.
3.2.19 RMCP-2 session: A session which provides a certain RMCP-2 service.

3220  pecure RMCE

: 2 prote wnglex group
applications defined in clause 8.

3.2.21 [security policy: The set of criteria for the provision of security services, together with the set of yalues for
these critdria, resulting from agreement of the security mechanisms defined in clause 8.1.4.

3.2.22 |:ender multicast agent (SMA): The MA attached to the sender in the same system or lo¢al network{

3.2.23 ession ID (SID): A 64-bit value that identifies the RMCP-2 session. SID is ja‘\Combination of the local IP
address of the session manager (SM) and the group address of the session.

3.2.24 [TLS_CERT mode: A mode of transport layer security (TLS) defined in IETF RFC 524¢ for the
authenticdtion of MAs using a certificate.

3.2.25 [TLS_PSK mode: A mode of transport layer security (TLS) definedin IETF RFC 4279 for the authentication
of MAs uping a pre-shared key for the TLS key exchange.

4 Abbreviations and acronyms

For the pyrposes of this Recommendation | International Standard, the following abbreviations apply.

ACL Access Control List

AUTH Authentication

CEK Content Encryption Key

CGSPRB(G Cryptographically Secure Pseudo-Random Bit Generator
CMA Child Multicast Agent

CP Content Proyider

DMA Dedicated’Multicast Agent

FAILCHECK Failure check request message
HANNOUNCE _\"HMA announce message

HB Heartbeat message

HLEAVE HMA Teave message

HMA Head Multicast Agent

HRSANS Head Required Security Answer
HRSREQ Head Required Security Request
HSOLICIT HMA Solicit message

IP-IP IP in IP

KEYDELIVER  Key Delivery
LEAVANS Leave Answer message
LEAVREQ Leave Request message

Rec. ITU-T X.603.1 (08/2012) 3
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MA Multicast Agent

MAID Multicast Agent Identification
MM Member Multicast

PMA Parent Multicast Agent
PPROBANS Parent Probe Answer message
PPROBREQ Parent Probe Request message
RELANS Relay Answer message
RELREQ Relay Request message

RMA Receiver Multicast Agent
RMCP Relayed Multicast Protocol
RTT Round Trip Time

SDP Session Description Protocol
SDU Service Data Unit
SECAGA[NS Security Agreement Answer
SECAGREQ Security Agreement Request
SECALGREQ Security Algorithms Request
SECLIST] selected Security LIST

SID (RMCP-2) Session Identification
SINFO Session Information

SM Session Manager

SMA Sender Multicast Agent
SMNOTI SM Notification

STANS Status report Answer message
STCOLANS Status report Collect Answer message
STCOLREQ Status report Collect.Request message
STREQ Status report Request message
SUBSANES Subscription) Answer message
SUBSREQ Subseription Request message
TCP Transmission Control Protocol
TERMANS Termination Answer message
TERMRHQ Termination Request message
TLS Transport Layer Security
UDP User Datagram Protocol

5 Conventions

Code values for message parameters in clause 9 (RMCP-2 messages) and clause 10 (Parameters) are expressed in
hexadecimal notation, e.g., 0x14 for 20 in decimal notation.

4 Rec. ITU-T X.603.1 (08/2012)
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6 Overview

The RMCP-2 is an application-level protocol for providing efficient simplex group communication services over
[P-network environment which does not have full deployment of IP multicast. This clause gives an overview of the
basic RMCP-2 service, entities, protocol and control/data modules, simplex data delivery model, and message types. In
addition to the overview of basic RMCP-2, this clause provides the overview of secure RMCP-2 as well. The basic
RMCP-2 refers to the relayed multicast protocol for simplex group applications. The secure RMCP-2 refers to the
relayed multicast protocol supporting security features for basic RMCP-2.

6.1 Overview of basic RMCP-2

6.1.1 RMCP-2 service

The RMCP-2 is an application-layer multicast protocol that supports simplex group commumcatlon services in IP

networks ithetnt-faH-deptoyment-of HP-multteast—rthe-stmplex—groupcommunteatton—servieessuser-datats  delivered
from a sirjgle sender to multiple recipients. To support the simplex group communication, the RMCP-2 uses the relayed
multicast jmechanism. The RMCP-2 entities configure the data delivery path for simplex group comfmunicgtion. The
RMCP-2 kntities relay multicast data to other RMCP-2 entities along the constructed data delivery path. Thg RMCP-2
can supp¢rt various application services that require simplex group communication, such as. multimedia [streaming
services, file distribution services, e-learning, etc.

Figure 1 $hows a typical service model of the RMCP-2 for supporting simplex group commiinication servicgs in both
unicast and multicast network. In RMCP-2, the local network where IP multicast capability is deployed if called a
multicast |network. One such example of a multicast network is a campus network with the IP multicast [capability
deployed.| For multicast networks, the RMCP-2 constructs a multicast transport_gornfnection. In RMCP-2, thg network
without ap IP multicast capability is called a unicast network. For unicast networks, the RMCP-2 constructy a unicast
transport fonnection between MAs. Thus, it is possible for RMCP-2 to deliver’multicast data to applicationg in both a
unicast ndtwork and multicast network.

Sending
application

Simplex relayed
multicast Network

Receiving
application

Receiving
application

Receiving
application
X.603.1(12)_FOL

i Multicast transport Unicast transport
N connection for multicast --=--# connection for unicast
»~ “a network network

Figure 1 — RMCP-2 service model

The entities of the RMCP-2 are multicast agents (MAs) and a session manager (SM). The SM manages the group
membership and RMCP-2 session by providing the configuration-related information to the MA to construct a simplex
relayed multicast network, and by monitoring the RMCP-2 session. The MA is an intermediate node that delivers
multicast data.

The following features of the RMCP-2 support the simplex group communication:
a) The RMCP-2 constructs a logical control path for each RMCP-2 session by using one or more MAs.

b) The control path is the basis of the data delivery path, which supports the delivery of multicast data in a
reliable or real-time manner.

c) The control path consists of logical links between MAs.

Rec. ITU-T X.603.1 (08/2012) 5
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d) The RMCP-2 has the capability of selecting optimal peers to configure logical links. The selection of
optimal peers may be based on various metrics. Examples of such metrics include hop count, delay,
and/or bandwidth.

e) The RMCP-2 supports group communication using IP multicasting.
f) The RMCP-2 allows MAs to join or leave at any time during the RMCP-2 session.
g) The RMCP-2 manages the MAs of RMCP-2 session by using membership monitoring and expulsion.

h) The RMCP-2 provides an auto-configuration mechanism in constructing the data delivery path for the
simplex group communication.

i)  The RMCP-2 supports network fault detection and service recovery.

6.1.2 RMCP-2 entities

This clause provides a description of RMCP-2 entities, these are SM and MA. The RMCP-2 entities follow the same
definition| as defined in Rec. ITU-T X.603 | ISO/IEC 16512-1. The SM manages group membership and{ RMCP-2
sessions. [The MA constructs a multicast data delivery path between senders and receivers and relays the ‘multicast data
along the|constructed path. The MA is required to support capabilities in both the sending and receiying off multicast
data. The]l MA can be implemented as an agent running on an end-system, server or set-top box. The method of
implementation of the MA are out of the scope of this Recommendation | International Standard

RMCP-2 tonfigures the data delivery path for simplex group communication using the following configuration:
a) one SM;

b) one sender multicast agent (SMA) per sender application;
c) one or more receiver multicast agents (RMAs);

d) one or more sending or receiving group applications.

SM suppdrts the following functions:

a)  session initiation;

b) session termination;

c) membership management;

d) session management.

An MA, which refers to both SMA and RMA, suppoits the following functions:
)  session initiation (applied for SM A~only);

b) session subscription;

C) session join;

d) session leave;

e) session maintenafice;

) session statu§ report;

o) application\data delivery.

6.1.3 Protocol'modules of RMCP-2

The entitfes in.the RMCP-2 use two different types of module, i.e., control module and data module. The control
module isjused to control the RMCP-2 session. The data module is used to deliver multicast data to the data lI:1odule of
other MAs or to the applications. The SM controls the RMCP-2 sessions and does not participate in data delivery.
Therefore, the SM has only the control module.

The MA has the control module and data module to construct paths for control and data delivery. Figure 2 shows the
three types of path and interfaces that are used in RMCP-2, listed below.

—  The control path between the control modules of the SM and MA and between the control modules of
MAs;

— adata path between the data modules of MAs;

— an internal interface between the control module and data module within the MA.

6 Rec. ITU-T X.603.1 (08/2012)
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s responsible for controlling and managing the RMCP-2 session. The messages used by-the SM

[FC 793 for the transport protocol. Figure 3 shows a protocol stack of an SM.

Control module of SM

TCP

IP (unicast)

Figure 3 — Protocol'stack of SM

hich refers to both the SMA and the RMA,, constructs a relayed multicast delivery path from one
ivers and forwards data along the constructed path. An MA consists of a control module and a data 1

control module configures the RMCP-=2 control tree from the SMA to the leaf MAs. The control
RMCP-2 tree control. The MA's control module uses the TCP in the unicast network and UDP
[ 768 in a multicast network. Figute 4 shows the protocol stack of an MA's control module.

Control module of MA

TCP UDP

IP (unicast) IP (multicast)

Figure 4 — Protocol stack of an MA's control module

in a reliable manner to provide a stable RMCP-2 session. For reliable delivery, the SM uses the T(

should be
P defined

sender to
nodule.

module is
lefined in

The MA's data module relays application data along the constructed data delivery path. The characteristics of the data
delivery channel may vary depending on the application. For example, a real-time data delivery channel is needed for
real-time application services, and a reliable data delivery channel is needed for reliable application services. Thus,
RMCP-2 is independent of the transport protocols for delivering user data to support various types of applications. The
multicast application of an MA can send and receive multicast data from the data module. Figure 5 shows the protocol
stack of the MA's data module.

To ensure that RMCP-2 can adopt any kind of data transport mechanism, two MAs (namely, the parent multicast agent
(PMA) and the child multicast agent (CMA)) construct a data delivery path on the control tree by exchanging the data

profiles.

Rec. ITU-T X.603.1 (08/2012)
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Data module of MA

L4 transport protocol

IP (unicast, multicast)

Figure 5 — Protocol stack of an MA's data module

The topologies of the two paths for control and data delivery are usually the same, because a data delivery path is
constructed along the RMCP 2 control tree. Along the data dehvery path the apphcatlon data from the SMA can be
delivered : : A ARA : 3 8 : eliable data
delivery schemes.

6.1.4 RMCP-2 control model

The RM{P-2 configures a one-to-many tree for control connection. The RMCP-2 tree is suitable” for mulficast data
delivery 4nd is robust to network faults with auto-configuration and self-improvement capability” The RMCP-2 tree is
controlled by the SM. The SM can configure, control and monitor the RMCP-2 tree. The SM-has the complete list and
the connection status information of the MAs of the RMCP-2 session. Figure 6 shows the control connectjon of the
RMCP-2.

@ Session manager
Receiver multicast agent

‘ Sender multicast agent

<—» Tree control connection

< --% Session control connection

X.603.1(12)_F06

Figure 6 — Control connection of RMCP-2

The contrpl connection-of RMCP-2 consists of an SM, an SMA and RMAs. The following are the control cqnnections
for RMCR-2 service:

-, (tree control connection between MAs forming an RMCP-2 control tree;

—\.Vsession control connection between the SM and MAs.

The SM is a dedicated entity that is pre-deployed by the RMCP-2 service provider. This entity provides control and data
delivery paths for applications served by MAs. The MA is a dynamic entity that can join and leave the RMCP-2
session.

6.1.5 Simplex delivery model of RMCP-2

The target services of RMCP-2 are simplex broadcasting services, such as Internet live TV and software dissemination.
In these service models, building an optimal data delivery path from a sender to multiple receivers is important.
RMCP-2 can support a simplex data delivery model by using the MA's control and data modules.

The data delivery path that the RMCP-2 considers is a per-source relayed multicast tree. Along the per-source relayed
multicast path, a unidirectional real-time or reliable data channel can be constructed. Figure 7 shows one of the possible
relayed multicast trees configured by RMCP-2 for simplex real-time or reliable applications.

8 Rec. ITU-T X.603.1 (08/2012)


https://iecnorm.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:

Sending
application

Simplex relayed
multicastnetwork

Receiving Recerving Recerving
. . . . e o o . .
application application application
X.603.1(12)_F07

Reliable| Real-time multicast Reliable | Real-time unicast
and unidirectional — and unidirectional
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Figure 7 — Relayed multicast tree configured by RMCP-2

6.2 Overview of secure RMCP-2

6.2.1 Secure RMCP-2 entities

The secufe RMCP-2 supports security functions of the RMCP-2 used ‘for relayed multicast data transpor
unicast cqmmunication over the Internet.

2016 (E)

t through

The secute RMCP-2 entities correspond to those described inthe basic RMCP-2 except that a new type jof MA, a
dedicated| multicast agent (DMA), has been introduced( A" dedicated multicast agent is an intermedliate MA
pre-deployed as a trust server by the SM. For secure comnmnication, each session consists of an SM, an SMA, DMAs

and RMAs, together with a single sending application aid ‘multiple receiving applications. Their topology, as
Figure 8, porresponds with that in the basic RMCP-2 (see clause 6.1).

Sending
application

shown in

Receiving
--1application

Receiving
1 application

Receiving
application

X.603.1(12)_F08

Figure 8 — RMCP-2 service topology with security
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6.2.2

Session manager

The SM is responsible for maintaining session security, which includes the management of service membership, the
management of key and ACL for DMA and RMA, and message encryption/decryption together with the SM functions
of basic RMCP-2. Figure 9 shows an abstract protocol stack for the operation of SM functions. The SM has TLS and
multicast session security modules for the provision of security. TLS is used for the initial authentication of DMAs and
RMAs when they join the session. The multicast session security module performs the following security functions after
the completion of TLS authentication:

6.2.3

a) security policy;
b) session admission management;
c) session key management;
d) access control list management;
)} secure group and membership management;
f) message encryption/decryption.

Session manager

TLS

Multicast session
security module

Transport protocol for message delivery

IP (unicast)

Figure 9 — Internal structure of the SM/of secure RMCP-2

Dedicated multicast agents

DMAs afe in charge of the secure establishment and maintgnance of the RMCP-2 tree, support of m

authenticd
key/mess]

security finctions:

tion and data confidentiality. Figure 10 shows, the internal structure of the DMAs with mqg
ge security management and group/member security management. These modules support the

embership
dules for
following

Key/messqige security management module
a)  group key management;
b) message encryption/decryption;
c) content encryption keysmanagement.
Group/mgmber security managenrent module
)  secure tree configuration;
b) sessionkey management;
c) securegroup and membership management.
/’//DMA | Data
acull 1
roun/member Tmessage SeE T Y odute
RMCP control , Group member Key/l nt module I
security management anageme
module el mands "
~ol fo
"]'ranSPmT pr(_)iOLO
Transport protocol for data delivery
message delivery )
P (unicasl)Ol
icast
: ; lticas
IP (unicast or multicast) mt
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Figure 10 — Internal structure of the DMA of secure RMCP-2
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The internal structure of the SMA and RMAs is shown in Figure 11. The structure is the same as for DMAs except that

the group security management module is not included.

" A ’Curlty lc
Membe /message >+ - modu
BMER Garilkl securit ;E:'Llr’cmcm Key-’ gement modl'l‘*
module y ag manag

module

Transport protocol for
message delivery

~ol for
TraﬂSPmT pr(_)i()t ol
data delivery

IP (unicast or multicast)

[P (unicast or
multicast

6.2.5 Protocol modules of secure RMCP-2

Figure 11 — Internal structure of the SMA and RMA of a secure RMCP-2

X.603.1(12)_F11

The protocol modules for the SM, group/member security management of MAs and key/message security management
of MAs afe shown in Figures 12, 13 and 14. They correspond to the protocol stacks in the'basic RMCP-2 in clpuse 6.1.2

(see Figuges 3, 4 and 5) but also include the TLS protocol and the multicast session security module.

The secure RMCP-2 supports the general encryption/decryption algorithms~ef TLS for a variety of| common
applications. The SM and MAs (SMA, DMAs and RMAs) share the security-information described in the security
policy. The multicast session security module contains common symmeétric encryption/decryption algorithms,

authenticgtion mechanisms and multicast security modules related to RMCB-2 security functions.

Y -
Session nl:@er

TLS

Multicast session
security module

TCP/IP (unicast)

Figure 12 — Protocol module of the SM of a secure RMCP-2

The SM 1nessages and the group/member security management messages of MAs are transmitted reliably tHrough the

TCP.

Group/member security management module

TLS

Multicast session
security module

TCP/IP (unicast or multicast)

Figure 13 — The group/member security management module of an MA of a secure RMCP-2

Key/message security management messages may be transferred using any transport protocol. The transport protocol
may be selected according to the nature of the transferred data types. TLS provides secure communication for TCP over
unicast communication. The multicast security encryption/decryption and authentication modules protect the multicast
packets. These modules contain common symmetric encryption algorithms, hash algorithms, and multicast security
modules defined in this Recommendation | International Standard to protect multicast packets.
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Figure 14 — The key/message security management module of an MA of a secure RMCP-2

Key/message security management module

Multicast session

TLS security module

TCP, UDP, SCTP, IPIP, etc.

IP (unicast or multicast)

6.2.6 Structure of regional security management

For scalaple security management, the secure RMCP-2 supports security functions in two independent

relayed multicast (RM) region and a member multicast (MM) region; see Figure 15.

The RM fegion is a management zone of the session key (Ks). It consists of the SM, the SMA andyDMAs i}

network.

Sending
application

Candi-
HMA
date

The MM [region is a managementizone defined by the use of group keys (Kg). The MM region consists of [}
RMAs. They can be connected over a multicast network or a unicast network. The MM region consists of on

HMA
MM-group 3
(multicast area)

MM-group 2

MM -group 1
(Gnicast area)

(unicast area)

X.603.1(12)_F15

Figuvre.15 — Security management regions

MM groups each using its awn'Kg group key.

MM groups in a multicast network consist of an HMA, one or more candidate HMAs and multiple RMAs th
the same multicast messages. Candidate HMAs are DM As that are not connected to the data delivery tree, byl
capability| to assume-the role of an HMA if required. MM groups in a unicast network consist of one DMA an
RMAs. Iy botH cases, the RMAs are logically connected direct to their parent DMA on the data delivery tree.

Any chanpein an MM group is localized within the scope of its own MM group

egions: a

a unicast

MAs and
e or more

at receive
t have the
1 multiple

6.3 Types of RMCP-2 messages

Table 1 lists the RMCP-2 messages with its meaning and the operation that is used.

Table 1 - RMCP-2 messages

Messages Meaning Operation
SUBSREQ Subscription request . L
— Session subscription
SUBSANS Subscription answer
PPROBREQ Parent probe request . .
Neighbour discovery
PPROBANS Parent probe answer
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Messages Meaning Operation
HSOLICIT HMA solicit
HANNOUNCE HMA announce Management in multicast network
HLEAVE HMA leave
RELREQ Relay request
Data channel control
RELANS Relay answer
STREQ Status report request
STANS Status report answer . o
Session monitoring
STCOLREQ Status collect request
STCOLANS Status collect answer
LEAVRHQ Leave request ) . )
Session leave/Session trée Tecor)struction
LEAVANS Leave answer
HB Heartbeat Session tree maifitehance
TERMREQ Termination request ) A |
TERMAINS Termination answer Session (ogypation
FAILCHECK Failure check request Node\fajlure check
SINFO Session information Intertvorking between SMs whigh is
SMNOT] SM notification defined in Annex B
SECAGREQ Security agreement request
SECAGANS Security agreement answer Establishment of multicast
SECLIST Selected security list security policy
SECALGREQ Security algorithms request
KEYDELIVER Key delivery Key distribution
HRSRE( Head required security request Group member authentication
HRSANS Head required security answer group key distribution ACL mangagement
7 [Protocol operation for basicc RMCP-2
This clauge describes the RMCP-2 functions and their operations in detail. All the components described in this clause
follow thg definitions of Rec. ITU-T X.603 | ISO/IEC 16512-1.
7.1 Session manager!s operation
SM mandges and contrels;RMCP-2 sessions through functions of session initialization, termination, m¢mbership
control arjd session menitoring.
7.1.1 Session initiation
The SM sppports the creation of new RMCP-2 session.

7.1.1.1 Normal procedure

The SMA creates a new session by sending a SUBSREQ message to the SM to create a new RMCP-2 session. The
SUBSREQ message contains a session identification (SID) proposed by the SMA. The format of the SID is defined in

clause 10.1.1.

The SM creates a new session upon reception of the SUBSREQ message with the proposed SID from the SMA. If the
proposed SID is unique, the SM creates an RMCP-2 session with the proposed SID and answers using a SUBSANS
message with the SID, MAID of the SMA, and session-related parameters described in clause 10.6. After successful
session initiation, the initiated session can be announced through various mechanisms such as a web bulletin board or
e-mail. The announcement may include the information on the SM which the RMA should request for session
subscription. However, the mechanism of session announcements and the information which a session announcement
should include are out of the scope of this Recommendation | International Standard.
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7.1.1.2 Handling SID duplication

The SID includes a multicast address used in multicast applications. Since the use of duplicate multicast addresses can
cause the multicast application to receive unwanted multicast data, the SID should be unique for each RMCP-2 session
(Figure 16). If the proposed SID is already used by another session, the SM should reject the subscription request and
notify the SMA that the SID is already being used. The SM creates a unique SID with a new multicast address and
returns a SUBSANS message with the modified SID.

SM SMA
SUBSREQ

&

Initiation
decision

I
(SID check) SUBSANS

Ifaccented  information
J

If not accepted: reason code

X.603.1(12)_F16

Figure 16 — RMCP-2 session initiation

7.1.2 Membership control

The SM dontrols the membership of the MA including session subscription and expulsion.

7.1.2.1 [Membership subscription

The SM gupports the membership subscription from the MA. In order to subscribe to the RMCP-2 sessio1}, the MA
sends a JUBSREQ message to the SM. Then, the SM makes a decision,regarding whether or not to gccept the
subscriptipn request. If the request is accepted, the SM responds with a"SUBSANS message containing th¢ required
informati¢pn on the RMCP-2 session. If not, it returns a SUBSANS mes$sage with an adequate reason code.

7.1.2.1.1 | MAID allocation

To be ideptified in the RMCP-2 session, each MA needs to ‘have a unique MA identification (MAID). If the| proposed
MAID is [null or is already in use by another RMCP-2 enfity, the SM creates a unique MAID and sends thg response
message With the created MAID. The MAID can be geénerated from the IP address and port number of the fequesting
node. The formats of the MAID are defined in clause-10.1.2.

Figure 17|shows an example of the session subscription procedure. In the example, MA B sends a SUBSRE() message
with a pr¢posed MAID. The SM performs axyvalidation check on the proposed MAID and discovers that the| proposed
MAID is|already used by another MA, ie;; MA A. The SM creates a unique MAID and replies with a SUBSANS
message With the created MAID. MA Bumay retry a session subscription with the created MAID sent by the SM.

SM MA A MA B
SUBSREQ
Check I\‘/IAID (proposed MAID)
(unicye) SUBSANS (RE_OK)
SUBSREQ (proposed MAID)
Chieck MAID
(duplicated) LG AIE (A (D R A AR
DU DOAIVO l\L_/lL/lVll \UD, "5’(5"5’ ared viaAIr’j N

May retry|with new
subscription request
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Figure 17 — Session subscription

7.1.2.1.2 Handling extended information

The SUBSREQ message may include a SYSINFO control to specify the information of the subscribing RMCP-2 entity.
Such information includes a possible forwarding bandwidth and/or a supportable number of CMAs. The SM can use the
received information to classify members for management purposes.
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7.1.2.2 Member expulsion

The SM supports the membership control of MAs to increase manageability of the RMCP-2 service. The membership
control is supported through session monitoring as described in clause 7.1.4 and membership control of MAs through
expulsion. The SM can expel a specific MA for administrative purposes.

The SM expels a specific MA by sending a LEAVREQ message with the reason code of SM KICKOUT (see
clause 10.4.1). The expelled MA replies with a LEAVANS message and notifies its connected PMA and CMAs before
leaving the session. This notification procedure is needed for RMCP-2 tree reconstructions. The detailed procedure for
MA leave is described in clause 7.2.4. The message flow of an SM's expulsion of MA B is shown in Figure 18.

SM MA A MA B MAC

I
LEAVREQ (SM_KICKOUT)

|
LEAVANS

LEAVREQ (SM_KICKOUT) LEAVREQ (SM_KICKOUT)

b

LEAVANS o LEAVANS

A
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Figure 18 — SM's expulsion of MA B

7.1.3 Heartbeat

The SM dhecks the status of the RMCP-2 tree by periodically sending a message‘to,the RMCP-2 tree. This rhessage is
called an| HB message. The heartbeat procedure ensures RMCP-2 tree stability by assisting MAs to synchronize
informati¢n of the root path.

For the h¢artbeat procedure, the SM sends an HB message to the SMA of’the RMCP-2 tree for each sessior]. The HB
message iIs propagated along the session tree. The SM sends the HB~message periodically at every heartbeaf message
interval (T _HB). The T HB is defined in clause 10.6.2. Figure 196hows the periodic heartbeat procedure.

SM SMA MAA MA B MAC
HB

»

A 4

HB

\ 4

HB

T HB

HB

»ld
A 4

HB

A 4

HB

A 4
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Figure 19 — Periodic heartbeat

7.1.4 Sessionanonitoring

The SM dan fétch status information of a specific MA by exchanging a STREQ message and a STANS messgge. Upon
receiving [thé.STREQ message, the MA responds with a STANS message that contains the requested information.
Figure 20 shows the procedure of an SM moniforing a specific MA. The "I REPORT" is the maximum waiting time
for STANS message. The T_REPORT is defined in clause 10.6.3. If the STANS message does not arrive within the
T _REPORT time, the SM considers that the pertaining MA has left the RMCP-2 session.

SM MA
STREQ

T
T _REPORT STANS

A

X.603.1(12)_F20

Figure 20 — MA monitoring — Status report
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The SM can also collect the status information of an entire session or a part of a session. In this case, the SM sends a
STREQ message with a TREEEXPLOR control to the most top MA of the part. Upon receiving the STREQ message,
the MA should send a STANS message back to the SM with appropriate information on the MA and its children. When
the session size is large, the use of this mechanism for the entire session may cause overload to the network and to the
system resources. To limit the scope of the monitoring, the status collect message should contain an option for the
depth.

7.1.5 Session termination

A session can be terminated due to one of the following two reasons:
1) administrative request;
2) SMA's leave or failure.

Figure 21 shows the SM's session termination procedure.

SM SMA MA A MAB
TERMREQ

»

TERMANS
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Figure 21 — Session termination issued by-an SM

Because gn RMCP-2 session can continue only when the SMA is alive, the SMA must notify the SM when| it leaves.
Having bpen notified of the SMA's leave, the SM should ternmiinate the session promptly. The session tdrmination
caused byl SMA's leave is described in clause 7.2.4.4.

7.2 Multicast agent's operation

An MA i an intermediate node or a leaf node in the RMCP-2 tree. An MA can dynamically join or leave thd RMCP-2
session afiytime. An MA can be categorized into, SMA and MA. An SMA is a special form of an MA, wliich is the
sender of the following multicast data as the 100t of the RMCP-2 tree:

—  session subscription;
—  dynamic joins and leaves,of subscribed session;
—  auto-configurationgto form an RMCP-2 tree;

—  fault detection @nd'recovery.

Unless spgcified otherwisg, ah MA means both the MA and SMA.

7.2.1 Session subScription

The MA jpubscribes to the RMCP-2 session by sending a SUBSREQ message to the SM. The subscription process of
the MA aTd SMA has different meanings and the following describes both types of process.

7.2.1.1 Subscription of an SMA

The subscription of an SMA is part of the session initiation as described in clause 7.1.1. The subscription of an SMA
means not only the session subscription but also the session initiation (i.e., creation). An SMA must subscribe to an
RMCP-2 session before other MAs. An SMA acts as a root node in the RMCP-2 tree hierarchy.

Figure 22 shows both the procedure of RMCP-2 session initiation and the session subscription of the SMA. The SMA
initiates a new RMCP-2 session by sending a SUBSREQ message with a proposed SID which is defined in
clause 10.1.1. In Figure 22, the first attempt has failed since the proposed SID has already been used by another session.
Thus, the SM sends a SUBSANS message with an indication of session initiation failure and includes a modified SID,
which can be used in the new session. The SMA retransmits the SUBSREQ message with a different SID. A different
SID can be the modified SID proposed by the SM. Upon receiving the new SUBSREQ message, the SM may decide to
accept the request and create a new session. After session creation, the SM sends a SUBSANS message including
session-related information, e.g., confirmed SID of the session and session-related parameters. The session-related
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parameters are information to be used by the SMA and MA for maintaining an RMCP session which is defined by the
SM for the pertaining session. The SM provides these parameters in the PARAMETER control in the received
SUBSANS message. The details of the PARAMETER control are described in clauses 9.4.14 and 10.6.

After a successful RMCP-2 session initiation, the user of the SMA can announce the RMCP-2 session along with the
confirmed SID via a webpage, e-mail, etc. Other MAs can subscribe to the newly established session. The SMA can
start the service based on the RMCP-2.

SM SMA
SUBSREQ (proposed SID)

If SID duplication
SUBSANS (RE_ADMPROB, modified SID)

Retry,with
dirrerent SID
(may use nodified
SID from SM)

SUBSREQ (proposed SID, different from previous SID)

If successful,
creates new session

[

SUBSANS (RE_OK, confirmed SID)

X.603/1(12)4F 22

Figure 22 — Session initiation — duplicated'\SID

7.2.1.2 [Subscription of an MA

The subsgription of an MA is equivalent to the membership subscription described in clause 7.1.2.1. Figure|17 shows
the proceglure of an MA subscription (for MA A and MA B). The MA sends a SUBSREQ message to subdcribe to a
session. If the MA receives a successful SUBSANS message, the MA uses the MAID and the neighbour list within the
SUBSANS message to start the neighbour discovery précess. The SUBSANS message contains sessipn-related
parameters for the MA to maintain the RMCP session which is defined in the PARAMETER control in th¢ received
SUBSANS message. The details of the PARAMETER ¢ontrol are described in clauses 9.4.14 and 10.6.

7.2.2 [Neighbour discovery

The neighbour discovery procedure enables, éh MA to discover the most appropriate neighbouring MAs fo make a
connection with. The MA can exist either(in”a unicast network or in a multicast network. The neighbour |discovery
procedurgq differs according to the networktype, which is described next. In a multicast network, only one MA needs to
join the RMCP-2 tree for a particulat RMCP-2 session. The node that joins the session tree in the multicast metwork is
called head MA (HMA). An example of a multicast network may be a small-sized LAN where the IP mjulticast is
enabled. |n a unicast network, each MA needs to perform RMCP-2 operations to represent itself in the| RMCP-2
network. Examples of such a network include LAN and WAN where IP multicast is disabled.

Since all [MAs are logieally interconnected, it would be difficult for an MA to know the entire network pondition.
However,| by using neighbour discovery procedures, each MA can explore the other MAs in the RMCP-2 nefwork and
measures [the distance between itself and the corresponding MAs. The neighbour discovery mechanism consifts of two
steps. On¢ is useduin a multicast area, such as subnet LAN, and the other is used in a unicast network such as WAN.

7.2.2.1 [Neighbour discovery in a multicast network

This capability enables an MA to find neighbouring MA(s) in a local multicast network. The RMCP-2 makes efficient
use of the IP multicast. Thus, finding a neighbour in a multicast network is conducted before finding a neighbour in the
unicast network.

7.2.2.1.1 Role of an HMA

In a multicast network, only one MA, which is defined as the HMA, participates in the RMCP-2 session. The HMA
relays multicast data to the local multicast network. Other MAs in the multicast network do not need to perform the
RMCP-2 operation, since it will be receiving multicast data from the HMA. However, those MAs need to be aware of
the operational status of the HMA, since the HMA can leave the RMCP-2 session.
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7.2.2.1.2 HMA discovery

A new MA in a multicast network needs to find the HMA of the network. The HMA solicitation and announcement
enables the MA to discover the HMA in a multicast network. Figure 23 shows the procedure of a new MA (i.e., MA C)
in finding the HMA in a multicast network. MA C multicasts an HSOLICIT message using the predefined multicast
address. The multicast address is used inside the local multicast network for exchanging HSOLICIT, HANNOUNCE,
and HLEAVE messages.

If an HMA exists, the HMA multicasts an HANNOUNCE message as a response to the multicast network. MA C will
receive the HANNOUNCE message and stops the neighbour discovery and acknowledges the existence of the HMA.

MA C
HMA MA A MA B (new)

HSOLICIT (multicast)

< < <

T1AININOUINCE [MIITICasT)

>

>

A 4

X.603.1(12)_F23

Figure 23 — HMA solicitation and announcement

7.2.2.1.3 | New HMA election

The new |HMA election can occur when there is no HMA in a multicast network. or*when the HMA leaves the
subscribedd RMCP-2 session. There are two occasions for HMA election, the first occasion is when a single MA exists
in the multicast network and second occasion is when the HMA leaves the RMCP-2\s€ssion.

Initially, there may be no HMA in a multicast network. If a new MA joins{the RMCP-2 session, it goes through the
HMA election procedure. The HMA election starts with the multicast of an HSOLICIT message to the|multicast
network. Bince the MA is the only node in the multicast network, it fails te’receive any HANNOUNCE messgge within
the HANINOUNCE message timeout. The HANNOUNCE message timeout is defined in clause 10.6.4.

If a singlg MA exists in a multicast network, the MA does not perform the HMA functions. The reason for thig is that no
other MAJs need to receive multicast data in the multicast network. The MA functions as the MA in a unicasf network.
However,|if a new MA in the same multicast network joinsthe RMCP-2 session, the original MA becomes thq HMA by
answering to the HSOLICIT message sent from the newsMA.

Another ¢ccasion for the HMA election process is*when the HMA decides to leave the RMCP-2 session. Upon
receiving the HLEAVE message from the HMA ,.the remaining MA(s) competes in the HMA election.

MA A
(New HMA) MAB MAC M@ D
A F-HSOLICIT# 7 HSoLiCIT* 7 HSoLICIT*
T_HSQL]CIZ" ! of MAB="! of MAC =} of MA D= |
of MAA= | T HSOLICIT+ B | T _HSOLICIT+7 ! T_HSOLICIT+ 6 |
T_WSOLICIT+ a4 | (HSOLICIT (multicast) ! ' i
) ) ! A
T HSOLICITA v v M
of MAA!
v HSOLICIT (multicast) s s |
1
TNHSOLICIT |
of MAA |
v HSOLICIT (multicast)
X > > >
T HSOLICIT !
of MAA |
v HANNOUNCE (multicast) R

X.603.1(12)_F24
a, B, y, 0: Criteria factor

Figure 24 — HMA election
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Figure 24 shows how MA A becomes a new HMA in a local multicast network. Each MA has its own HSOLICIT
message retransmission interval (T_HSOLICIT), which is T HSOLICIT defined in clause 10.6.4 plus a criteria factor.
The criteria factor is used to prevent flooding of the HSOLICIT message. The criteria factor can be derived from
various factors such as the distance from the SMA, IP address, etc.

As shown in Figure 24, four MAs compete to be the HMA in a local multicast network. Four MAs start the timer with
their own T_HSOLICIT timer. The MA with the shortest timer value sends an HSOLICIT message, first. In Figure 24,
MA A has the shortest timer and multicasts an HSOLICIT message to the local multicast network. Upon receiving the
HSOLICIT message sent by MA A, the other MAs (i.e., MA B, MA C and MA D) suppress sending the HSOLICIT
message and restart the HSOLICIT timer. MA A awaits an HANNOUNCE message from HMA for T HANNOUNCE
time. Since there is no answer, MA A sends an HSOLICIT message again. After sending the HSOLICIT message for
N HANNOUNCE time(s) (see clause 10.6.4), MA A knows that there is no HMA in the network and decides to be the
HMA by multicasting an HANNOUNCE message to the local multicast network.

7.2.2.1.4 _Handling HANNOIINCE message contention

The HMA contention can occur when more than two MAs multicast the HANNOUNCE message to the sam¢ multicast
network. [In such cases, one MA has to be selected as the HMA. Figure 25 shows an example of HJANNOUNCE
message dontention. In this example, it is assumed that both MA A and MA C have same T HANNOUCE value, which
may resujt in HANNOUNCE message contention. To resolve this, a second criterion is defined for HMA election,
which is the use of MAID. In the figure, MA A and MA C have different MAIDs with MA A“having a smaller MAID
than MA (C.

Since MA A and MA C have the same T HANNOUNCE value, both MAs issue an,HANNOUNCE mespage after
sending an HSOLICIT message for N HSOLICIT time(s). Upon receiving the HANNOUNCE message ffom other
MAC(s), edch MA makes a decision on the HMA election according to the second-crtiterion, which is MAID. As a result,
MA A is gelected as an HMA.

Although| the rule for electing HMAs may vary, this Recommendatign™| International Standard recomrpends the
followinglHMA election rules:

a) The MA with the smaller T HANNOUCE time will beclected as HMA.
b) The MA with the lower MAID will be elected assHMA.

MA A
(New HMA) MA B MA C MA D
I {HANNOUNC f-f T HA NNOUNCE? T HA NNOUNCE? T HA NNOUNCE?
ofMAA= | of MAB of MAC' i of MAD\

T_{HANNOUNCE
of MA C 3 | HANNOUNCE fioguMA A

A 4 e v, R
+ d L P P >
T |HANNOUNCE , ¥ | HANNOUNCE from MAC HANNOUNCE from MA CI
of MA A i v
v] HANNOUNCE from MAA . R
MA A has e MA A has | "
smallest MAID smallest MAID

X.603.1(12)_A25

Figure 25 - HANNOUNCE message contention

7.2.2.1.5 LHEMA continuity

v

Once the MA is elected as an HMA, it continues its role as an HMA in a multicast network until it leaves the session or
the session is terminated. Figure 26 shows how the HMA can continue its role as an HMA. As mentioned above, each
MA has its own timer defined by a T _HSOLICIT value and sends an HSOLICIT message after timer expiration.

Another MA(s) suppresses sending an HSOLICIT message after receiving the HSOLICIT message from another MA.
The HMA responds by multicasting an HANNOUNCE message. This procedure continues periodically.
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1
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If an HM

recognizep that there is no other MA in the multicast network. The HMA does not perform an HMA functiot

performs

A new MA can have a smaller T _HSOLICIT than the current HMAs timer or has a lower MAID than that of

In this c4
compete {

7.2.2.2

If the new
the unicag

7.2.2.2.1

Neighbou
networks.

Figure 27
PPROBR
will recei
join, base

Figure 26 — Periodic HMA announcement

he MA functions in a unicast network.

se, the HMA should not be changed. The new MA.with the shorter T HSOLICIT and lower N
p be the next HMA, if the current HMA leaves the session.

[Neighbour discovery in the unicast network

MA fails to find neighbours in the multicdst network, it becomes the HMA and tries to find neigh
t network to join the RMCP-2 tree of the\subscribed RMCP-2 session.

Neighbour discovery

r discovery in a unicast netweork-énables an MA to find other MA(s) subscribing to the same sessio

shows the procedure.of neighbour discovery conducted by the MA in a unicast network. MA 1
FQ message to the MA(s) listed in the neighbour list given by the SM during the session subscripti
ye a PPROBANS\message from each MA. MA D needs to make the decision of which PMA cand
1 on the received PPROBANS messages.

MA A MA B MAC MAD
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Figure 27 — Neighbour discovery in a unicast network
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7.2.2.2.2 Exploring more

The PPROBREQ message and the PPROBANS message contain a NEIGHBORLIST control (see clause 9.4.4), which
is a list of neighbouring MA(s) that are known by the MA sending the PPROBANS message. Through the exchange of
PPROBREQ and PPROBANS messages, the MA can learn of other MA(s). Therefore, the MA can send a PPROBREQ
message to the newly discovered MA(s). The MA makes a decision on selecting the most adequate MA, by comparing
them with already known MA(s), and newly learned MA(s).

7.2.2.2.3 Selecting a PMA candidate using system information

The neighbour discovery procedure is used to choose the PMA to join. The SYSINFO control (see clause 9.4.8) is
included in the PPROBANS message to help probing the MA in making a decision on the PMA candidate. By using the
system information within the PPROBANS message, it can contribute to performance enhancement by placing a low-
capability node in a low position on the tree hierarchy. TIMESTAMP control (see clause 9.4.9) is also used to choose
the PMA to join. Upon receiving PPROBREQ message, the responding MA appends the two types of time values in the
first and second Tields of TIMESTAMP control. The first type is the time when the PPROBREQ message app¢ars to the
receiver, pnd the second type is the time before sending the PPROBANS message. These two values ‘atle used to
presume the processing load of the replying MA.

7.2.2.2.4 | Selecting a PMA candidate through distance measurement

In order tp choose the most adequate MA as a PMA, the MA also uses a distance measurifg, method. Sincd MAs are
logically [interconnected, it would be difficult for MAs to know the actual configuration of a physical|l network.
However,|the network distance between MAs can be measured by various metrics, such-as per-hop delay, the fumber of
hops, barndwidth, etc. For example, the round trip time (RTT) between MAs<can’be used. Upon recdiving the
PPROBANS message, the probing MA can measure the distance using two time valu€s; the time when the PPROBREQ
message |s sent, and the time when the PPROBANS message is received;-the first time value is stored in the
TIMESTAMP control within the PPROBREQ message. Thus, through the neighbour discovery procedure, ah MA can
make decysions on the most adequate MA to join.

7.2.3 Session join

The sessign join procedure enables each MA to establish a connection with a PMA for the subscribed RMCP{2 session.
Figure 2§ shows how an MA establishes a PMA-CMA relationship after selecting a PMA candidate basgd on the
neighbout list given by the SM. The joining MA (MA E) conducts the neighbour discovery and decides thaf MA D is
the most pppropriate for PMA. After the PMA candidate is selected, MA E sends a RELREQ message ircluding a
DATAPROFILE control (see clause 9.4.3) to MA DiThe DATAPROFILE control is used to specify the information
needed to|establish data channels between the PMAand CMA.

If the relaly request is acceptable, the MA D responds with a RELANS message including a RESULT control jndicating
a successful join. Otherwise, MA D returns the RELANS message with the RESULT control indicating a| denial of
request. If MA D can accept the request\but cannot provide the service according to the data profile in DATAPROFILE
control, it|denies the request and inserts’the proposed data profile into the RELANS message. MA E can send a request
with the new data profile to be accepted.

Upon rec¢iving a successfulFRELANS message, a data channel between the MA D and MA E is established faccording
to the negpotiated data profile-"Otherwise, MA E should select another MA to join.
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Figure 28 — Successful session join

Leave

hay leave a session or change its PMA during the session. To make an RMCP-2 ‘tree robust, each M

priate procedure. In addition, a departing MA should also notify the SM_ofuts departure.

P-2 considers four types of departure:
- leave at own will;

—  leave to switch parent;

- expulsion from a PMA or SM;

—  departure of an SMA or session termination.

ed operations for each case are described as follows.

L.eave at own will

leave a session anytime. Before leavingy an MA must notify its PMA and CMA(s) of its departure.
e MA from its CMA list for the session and reserves a space for a new CMA. In addition to the noti
MA and CMAC(s), the leaving MA should also notify the SM of its departure. The SM checks w|
r MA is subscribed to the session which the MA requests to leave. If the MA is subscribed to the sg
ies the information related to-the departing MA. Otherwise the SM ignores the request.

MA leave in a unieast'network

a session, an MA_Ssends a LEAVREQ message to its CMA(s). Each CMA who receives the L
hould promptly-start to connect to an alternative PMA by sending a RELREQ message to the PMA
ful, the CMA sends a LEAVANS message to the PMA leaving. When a departing MA req
S messages from all of its CMAs, it sends a LEAVREQ message to its PMA. The PMA respor
S meéssage and modifies the information of the departing MA. Before departing the session, the M

NOTE

data delivery from a PMA to a leavin MA should also be continued until connection between two MAs is disconnected.

Figure 29

22

[A should

PMA and CMAC(s) of its departure. Upon receiving this notification, both’the/PMA and CMA should follow

The PMA
fication to
hether the
ssion, the

EAVREQ
tandidate.
eives the
ds with a
[A should

AVREQ message to the SM to notify its departure.

— Ddla d VCI'Y II0L vinig IVIA 10 VI A Ould DC

A

shows how an MA leaves a session in a unicast network.
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Figure 29 — MA leave in a unicast network
7.2.4.1.2 | MA leave in a multicast network
In a multicast network, there are two cases of an MA's leave. The first case is an HMA's leave. Whenever
leaves thq subscribed RMCP-2 session, it should notify its departure to the CMA(S)in the local multicast n
well as to|the CMA(s) and the PMA in the other network.

Figure 30
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shows how the MA B, i.e., HMA, leaves a session. The HMA¢((MA B) sends a LEAVREQ mess
A E) in another network. Upon receiving the LEAVREQ message; MA E starts to switch PMA and
with a LEAVANS message. In order to announce its deparfufe, MA B multicasts an HLEAVE me
jetwork.

biving the HLEAVE message from the HMA, both MA*C and MA D in Figure 30 wait for a certait
ANNOUNCE, before multicasting the HANNOUNEE message. MA C sends an HANNOUNCE m
me and becomes a new HMA. This step occurscbecause MA C has a shorter back-off time than that
ed in clause 7.2.2.1.3. Because MA B was a,point connected to an outside network, MA C should
' MA B by connecting to the PMA outsidesthe network. Figure 30 shows how MA C selects its pare
he PMA of MA B. In order to connect to, MA A, MA C refers to the ROOTPATH control (see claus
cd HLEAVE message. Before MA B leaves the session, it should send a LEAVREQ message to thg
fies the information related to MA(B.

— The departing HMA should.stop multicasting the multicast data and send a LEAVREQ message when it
(OUNCE message from the new.HMA because the data it sends can collide with the data sent by the new HMA.
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Figure 30 - HMA leave in a multicastnetwork

the non-HMA of a multicast network wants to leave ‘a session, it silently leaves the session.
does not need to notify other MAs of its deparfure. However, a leaving MA should send a L
p the SM. The SM modifies the information relatéd to the leaving MA.

Parent switching

An MA may need to find a better PMA to get bétter services. This procedure is called parent switching. Th

procedurd
switching
It does n
switching
send a LH
pseudo H
clause 7.2

of parent switching, it is possible tg_¢reate a near optimal RMCP-2 tree in terms of performance. |
| an MA interacts with an old PMA to leave the RMCP-2 tree and with a new PMA to join the RM
t need to inform the CMA of-the parent switching. Thus, CMAs do not need to know about {
of its PMA if it does not hayé any problem in receiving the RMCP-2 service. Thus, an MA does n|
AVREQ message to its CMA(s), when it tries to change its PMA. During parent switching, the M|
[B message to prevent its CMA(s) from conducting a partition recovery operation as des
.5.3.2. The MA sends a RELREQ message to the PMA candidate. In Figure 31, since MA C chi

PMA froh MA A to MA.B; the root path of MA C should also be changed. Thus, MA B gives its root pathi

when it sq
from its (

NOTE
mechal

NOTE

nds a RELANS message. The old PMA (MA A) that receives a LEAVREQ message deletes the le
MA list.

1 — AKMA can switch parent only when it receives an HB message to keep the RMCP-2 tree stable. Th
hism is.described in clause 7.2.5.1 and parent switching is described in clause 7.2.5.4.
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2 ~ HB* in Figure 31 means pseudo-HB message.
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Figure 31 — Parent switching

M A expulsion

has a mechanism for discarding a particular MA. For example, when the SM needs tosrémove a spd
an MA expels its CMA.

Expulsion by PMA

hn expel its CMA(s) when it suffers from system resources depletion and'can no longer provide a sef
he expelled CMA should find another PMA candidate.

shows an example of a message flow for expulsion by the PMA, First, a PMA, namely the MA 1|

(Q message to the new PMA. After switching parents to MA)A, MA C transmits a LEAVANS mes
MA B.

— MA C in Figure 32 may have CMA(s) but the CMA(s).0f MA C do not need to know about the expulsion d

as they successfully receive data.
MA A MA B
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Figure 32 — Expulsion by PMA
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the expulsion, the SM should update the information related to the expelled MA, e.g., session member list, MA list, etc.

In the message flow shown in Figure 33, the SM requests MA B to leave by sending a LEAVREQ message with the
reason code SM_KICKOUT. MA B must leave the session but, before leaving the session, MA B must notify its PMA
and CMAC(s) of its expulsion by sending a LEAVREQ message with a reason code SM_KICKOUT. The PMA, MA A,
removes the information related to MA B and the CMA, i.e., MA C, should find a new PMA to continue receiving the
multicast data.
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Figure 33 — Expulsion by the SM

7.2.44 [SMAXIecave

An RMCP-2 session cannot exist without an SMA. An SMA should not leave a session as it is required-for mpintaining
the sessioh. However, if an SMA does leave the session, the session should be terminated.

Figure 34| shows the session leave of the SMA. The SMA sends a LEAVREQ message to the SM. Upon recpiving the
LEAVREQ message from the SMA, the SM checks whether the mapping between the SMA, and the sesdion it has
requested|to terminate is correct. If the mapping is correct, the SM removes the session dafermation and then replies
with a LEAVANS message, it also initiates session termination as described in clause 7.1.5

SM SMA MA A MA B
LEA VREQ (SMA_LEAVE)
LEAVANS (RE_OK) R | T LEAVE
removes session
inforthation
TERMREQ R
TERMREQ N
> TERMREQ R
session
termihation
TERMANS
ses§i0n
termination
TERMANS
ses?ion
termination
TERMANS
“ T
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Figure 34 — SMA leave
7.2.5 Maintenance

7.2.5.1 |Heartbeat
The purppséc/of the heartbeat is to keep the constructed RMCP-2 tree robust. The heartbeat, which givgs unified

1 saants fa il M laal NI A & dat £ laatla £l - M +]1 1. I+ ol 1
SynChrOnALuls mrormatron—tothe-Sesstot, neIPS—~Caciviry toaeteet-wnetnertne-Sesstofrts—Currentry-artvertarso contains

useful information on the data delivery path, named ROOTPATH. The ROOTPATH includes a relayed data path which
follows the tree hierarchy.

7.2.5.2 Monitoring

RMCP-2 has two types of monitoring mechanisms. The first one is about monitoring a specific MA described in
clause 7.1.4. The other one, which is shown in Figure 27, is about monitoring a part of the RMCP-2 tree below a
specific MA.

Figure 35 shows how RMCP-2 monitors a part of the RMCP-2 tree. As shown in Figure 35, STREQ and STANS
messages are exchanged between the SM and MA which is the root of the sub-tree to be reported. However,
STCOLREQ and STCOLANS messages are used under the MA received STREQ message. This indicates that
STCOLANS messages are aggregated along the path towards the SM. In order to specify the depth of the sub-tree to be
monitored, the TREEEXPLOR control is used. Figure 35 shows an example of such a set where MA 0 is the selected
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MA and the value of "Tree depth" field is 3. The COLLECT control is used to identify the MA reporting the requested
information and the SYSINFO control is used to report the requested information as described in clause 9.4.8.

STREQ and STANS
messages
|
Depth 0
e N
STCOLREQ and STCOLREQ and
STECOEANS TTCSSAZTS STCOEANS TITCSSaZes
/ \
I \ I\
STCOLREQ and STCOLREQ and
STCOLANS messages STCOLANS messages
/ \ / \
[/ \ I\
STCOLREQ and STCOLREQ and.
STCOLANS messages STCOLANS messages
/ / \
X.603.1(12)_F35

Figure 35 — Example of a delivery tkee for STCOLREQ and STCOLANS messages

Figure 36 shows how the SM queries the_scoped area of a tree. That is, the SM asks for merged information on the
scoped atea of a tree, by sending an STREQ message to a specific MA (SMA and MA A each) to collect status

informatign for the scoped area.
SM SMA MA A MAB
STREQ R
> STCOLREQ . L
> STCOLREQ
STCOLANS T COLREPORT
y STCOLANS <
STANS ‘ |
STREQ
> STCOLREQ  [F
STANS < STCOLANS T COLREPORT
I A
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Figure 36 — Tree monitoring by collecting a status report

7.2.5.3 Fault detection and recovery

Network faults such as a loop or partition may be caused by an MA's frequent and careless parent switching. To detect
and recover such network faults, RMCP-2 provides the following fault detection and recovery mechanisms.
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7.2.5.3.1 Loop detection and prevention

A loop occurs when an MA becomes the CMA of its descendant on the RMCP-2 tree during parent switching. One such
scenario can be as follows:
a) MA A performs neighbour discovery and chooses a certain MA (which is, MA B) as a PMA candidate;
b) the chosen MA B happens to be a descendant of MA A;
¢) MA A receives an HB message and changes the PMA from its current PMA to MA B;

d) thus, a loop has occurred.

Figure 37 shows the procedure of loop detection and prevention. To prevent a loop, MA B checks the root path in the
PPROBREQ message sent by MA A, to see whether its MAID is already in the root path. Since MA A is an ancestor of
MA B, MA A is already present in the root path. Thus, MA B can detect the potential loop and prevent it by sending the
RELANS message indicating a denial of request. MA A cancels the parent switching and sends an HB message

: : 1 1 ) 1 e O A L)
lncludlng tcuncangea root Patu totts CIVIZY(S )"

Current
PMA MA A MAB
|
PPRQBREQ
|
PPROBANS
Chooses MA B as
PMA candidate
HB N
pseudo-HB
RELREQ .
The poteptial loop
RELANS (RE_ADMPROB) is detected
Cancel the parent
switching
HB ,
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Figure 37+ Loop detection and prevention

7.2.5.3.2 | Network partition detection and recovery

Partitions|can occur when the connection between a PMA and CMA is disconnected. An MA can detect partifion based
on the tinjers for periodic message.exchange and resolves this problem by establishing a new connection with the new
PMA. Figure 38 shows how MA"C detects the tree partition: that is, the tree partition is detected whenever MA C fails
to receivel the HB message (for HB message timeout (see clause 10.6.2). The failure to receive the HB message triggers
neighbout discovery for finding a PMA candidate. MA C sends a FAILCHECK message to the SM to check whether
MA B is glive.

NOTE|- MA C.may send a PPROBREQ message toward MA(s) in the neighbour list or MA(s) in the ROOTPA['H control

except[for MA B.

In Figure |38,the SM fails to receive a STANS message from MA B for a certain period of time, the SM congiders that
MA B has failed. In this case, the SM modifies the information of MA B to indicate that MA B has failed. If MA B
responds to the SM with the STANS message, the SM does nothing. In this case, network connectivity may have been
lost between MA B and MA C.

During an MA's recovery from network partition, the MA's descendant(s) may also consider that the network has
partitioned and start to repair the partition. As a result, a single point of failure can cause an entire RMCP-2 sub-tree to
be collapsed. To prevent this problem, RMCP-2 uses two methods, use of a pseudo HB message and allocating T _HB.

An MA, which is trying to establish a connection with a new PMA, sends a pseudo HB message to its descendant(s) to
notify that the session is partitioned. For the pseudo HB message, RMCP-2 uses the HB message with PSEUDO HB
control. Upon receiving the pseudo HB message, each MA recognizes that one of its ancestors on its root path is trying
to recover from network partition. So each MA does not conduct the recovery procedure, and it resets its timer in the
same way when it receives the normal HB message, and forwards the pseudo HB message to its CMAC(s), if it exists.
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Figure 38 — Network partitioning detection and recovery
Since, thd network recovery may vary in time, using a pseudo HB messagé: is'not enough. Pseudo HBs may &

because df network congestion and as a result, some MAs conduct the recovery procedure simultaneously.
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partition deteetion includes not only detection of the partition between the PMA and CMA but also

can detect fallure of the SM when an SMA falls to recelve the perlodlc HB message from the S

¢ delayed

Therefore,
needs to prevent the fault report chain effect by setting=a“longer T HB compared to the prece
shows how the T HB is set for each MA based on the sé€quential order in the RMCP-2 tree.

ding MA.

detection

M. In this
e RMCP-2

service should be managed by the SM the SMA should send a TERMREQ message to its CMA(s) to terminate the

session.

Network partition can also be detected through the periodic exchange of RELREQ and RELANS messages.

In the case of MA failure, the MA may be a PMA or a CMA of the failed MA. An MA can recognize failure of its
PMA, if it fails to receive a RELANS message and the MA can recognize failure of its CMA, if it fails to receive a
RELREQ message within the predefined interval. Figure 40 shows the procedure of PMA failure detection and recovery
procedure through the absence of a RELANS message. Since the MA B fails to receive a RELANS message during its
timer (T_RELAY), the MA B sends a FAILCHECK message to the SM. The MA B also performs the neighbour
discovery simultaneously for recovery of partition.
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The SM sends a STREQ message to MA A but the MA A does not answer because of the failure. Thus the SM modifies
the information related to MA A when the timer for the STANS message expires. If MA A answers the STREQ
message with a STANS message, the SM does not remove the information related to MA A and does nothing. In that
case, although MA A has not failed, MA B will still change its parent.

In case of SMA failure, the session served by the failed SMA should be terminated. The CMA(s) of an SMA can
recognize failure of the SMA. The MA sends a FAILCHECK message to the SM to check whether the SMA is alive.
The SM sends a STREQ message to the SMA. If the SMA answers with the STANS message, the SM does nothing. If,
however, the SMA does not answer, the SM considers that the SMA has failed and closes the session. The CMA(s) of
the failed SMA sends a LEAVREQ message with reason code SMA LEAVE to all CMAs to terminate the session. The
LEAVREQ message is relayed along the RMCP-2 tree of the RMCP-2 session and the session is terminated gradually.

SM SMA MA A MAB
1
failure
RELANS
timer expiration
FAILCHECK (MA 4)
|
PPROBREQ
|
PPROBANS N
STREQ
RELREQ
timer expiration R EL! ANS
I -
modify information

related toiMA A
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Figure 40 — PMA failure detection and recovery

7.2.5.4 [Tree reconstruction

The tree feconstruction procedure occurs when an MA finds that the PMA candidate which can provide a betfer service
than the ¢urrent PMA and tries to switch parent totsthe new PMA candidate. By continuing the tree recopstruction
procedurg during the session, the RMCP-2 tree canbe improved gradually.

The procgdure for finding better nodes follows the neighbour discovery mechanism described in clause 7.2.2 When an
MA finds|a better MA than its current PMAL the MA can change its current PMA to a newly discovered PMA [candidate
according| to the parent switching proceduré described in 7.2.4.2.

While thg tree is being improved, network faults such as a loop or partition can be caused by parent swifching. In
particular| network faults may eccur in the following cases: when multiple MAs in the same branch may try|to switch
PMA at the same time and when multiple MAs along the branch may try to successively switch PMA.

To maintgin RMCP-2 tree\stability, each MA can switch its PMA only when it receives an HB message. In 4ddition, a
threshold [value is usedXto prevent frequent parent switching. It means that an MA can try to change its PMA ¢nly when
the differgnce between the metric of connection with the PMA candidate and that of the connection with the current
PMA is larger-fhan the predefined threshold value. The cost may be a hop count, delay, bandwidth, etc| Detailed
description of the cost as well as the threshold value is not addressed in this Recommendation | Internationa] Standard
because it carbe varied according to the service policy.
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7.2.6

To terminjate an ongoing session, the SM sends a TERMREQ message to the SMA“as/shown in Figure 21. An

MA) that
PMA) an

TERMANS message, the SM and MA remove the information related to thé.closed session.

8.1

The SM dupports the establishment of security policies applied to each secure RMCP-2 session, and is respd
user and MA security management such as user and/MA authentication. It manages the session key for each
session through the creation, updating and distribution of key information. The SM also has message encry
decryption abilities through the use of TLS and-owned cryptography suites.

8.1.1

8.1.1.1
TLS auth

establishels a TLS session with the SM according to IETF RFC 6066. The SM, as part of the IETF RFC 6066
decides which TLS mode,"TLS CERT or TLS PSK, is applied for the verification of the parties concerned

responds

The SM allso delivers the session key Ks, encrypted using Krrs, to the SMA and the DMAs, but not to the RM

The TLS
exchange

ISO/IEC 16512-2:2016 (E)
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Figure 41 — Parent switching

MA starts parent switching, it sends a pseudo-HB message to its CMA(s) to prevent its \CM/
o partition recovery. Although an MA can change its PMA only when it receives an HB message, an
e its PMA when it receives a pseudo-HB message. Since simultaneous parent switching among mul
network partition or loops, the MA should not conduct parent switching when its RMA is in the
tching.

[Termination
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| forwards the TERMREQ message to its CMA(s) until it reaches th€.end nodes of the tree. Upon r
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keSsion with the SMA and DMAs is closed after the session key is delivered, since the SM, SMA a

A\(s) from
MA does
iple MAs
middle of

SMA (or
e SM (or
pceiving a

nsible for
RMCP-2
ption and

. An MA
rocedure,
The SM

As.
hd DMAs

PR TR | 1 PR | LR A | . 1 fa il TEQ . el LA . e
HITSSAaETS UIdl TIda VU UTUIT UIIUT y DLCU WIUT UITSUSSTUIT KUY TTIT 1T 1S SUSSTULT WILT INIVIAS IS TTULAIIT

1 and not

closed until membership authentication with their parent DMA in the secure tree join procedure (see clause 8.2.4) and
the individual key Kmas has been established.

8.1.1.2

Admission of the SMA

A secure RMCP-2 session is initiated through the subscription of the SMA. The SMA first obtains authorization for
providing the contents from the SM. The SMA is authenticated by the SM through the TLS session (see clause 8.1.1.1)
and then joins the session by exchanging SUBSREQ and SUBSANS messages with the SM. As a result of this, the
SMA receives the session key Ks and is enabled to act as an administrative node of the secure RMCP-2 tree.
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Admission of DMASs

The DMAs, as prospective trust parties, are invited by the SM to join the session and to establish the DMA network
before the subscription of RMAs. The means of this invitation are outside the scope of this Recommendation |
International Standard.

The DMAs are authenticated by the SM through the TLS session and they join the session through the exchange of
SUBSREQ and SUBSANS messages with the SM. They receive the session key Ks from the SM and join the RMCP-2
tree through the secure tree join procedure (see clause 8.2.4).

The SM consults with the DMAs joining the session before the announcement of the opening of the secure RMCP-2
session, giving a date and time when the subscription of RMAs begins. The means of this announcement are outside the
scope of this Recommendation | International Standard.

8.1.14

Admission of RMAs to open groups

A potenti
The RM4
SUBSRE
through t}

8.1.15

A potenti
Access to

user iden
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8.1.2

8.1.2.1

The sessi
region. It
key KTLS
TLS follo,

Ks is upd:
the SM d
is deliverg
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\s are authenticated by the SM through the TLS session and join the session through the‘ex
) and SUBSANS messages with the SM. They do not receive the session key Ks. They join'the' RM
e secure tree join procedure (see clause 8.2.4).

Admission of RMAs to closed groups

il RMA will know from the announcement of the session whether or not the session supports closg
membership of closed groups is controlled by the content provider (CP). A potential RMA requests

ifier, without revealing the identity of the potential RMA, to the SM. Fhe'CP is responsible for the
ier and this is not defined in this Recommendation | International Standard.

session is opened to RMAs, the RMAs are authenticated by the SM through the TLS session and thg
rough the exchange of SUBSREQ and SUBSANS messages with the SM. The SUBSREQ mes
e service user identifier. The SM shall send a rejection in‘the’ RESULT control of the SUBSANS 1
es not hold an identical service user identifier.

s do not receive the session key Ks. They join the<RMCP-2 tree through the secure tree join proc
.4).

Key management for which the SM is responsible

Session key

n key (Ks) is shared between the SM; the SMA and DMAs and is used to encrypt/decrypt messages
is initially created by the SM:ifi_the bootstrapping of the RMCP-2 session. K is encrypted by the
see clause 8.1.2.2) for delivery to the SMA and to each DMA through the data protection proced|
wing successful TLS authentication.

hted at regular intervals through the hash function. When a DMA is truncated or an abnormal situati
es not use the hash/function, but instead creates a totally new session key Ks, without hashing. Th
d to the SM Asand'all DMAs in the RMCP-2 session (see Figure 42).
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Figure 42 — Session key management
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8.1.2.2 TLS key

The TLS key Kris is a private key generated through successful TLS authentication during admission control. Each MA
(SMA, DMA and RMA) shares a different Kt.s with the SM, which is not shared with the other MAs. Kris is not
updated during the lifetime of the RMCP-2 session.

8.1.3 Establishment of security policy

When a new RMCP-2 session is created, the SM, together with the SMA and the DMAs, establish the security policy
for the session. The policy is established through the exchange of SECAGREQ, SECLIST and SECAGANS messages
that enable the selection of the parameters in Table 2 to define the level of security that is to be provided, as well as the
choice of algorithms to be used. The security policy is the set of selected attributes of policy items after the agreement
on security mechanisms.

Table2—Maticast-securitypoliey
x oY
Item Attributes Definition Further details
CON_EN DEC ID — AES CBC Mode 128-bit Notifies which encryption/decryption See Tablg 39
key algorithm is used for content data
— AES CTR Mode 128-bit
key
— PKCS#l1
— SEED
GK_EN DEC ID — AES CBC Mode 128-bit Notifies which encryptien/decryption See Tablg 39
key algorithm is used foreontent data for
— AES CTR Mode 128-bit group keys
key
— PKCS#l1
— SEED
AUTH_ID — HMAC-SHA Notiffes ‘which hash/MAC algorithm is See Tablg 40
~  HMAC-MD5 applied
- MD5
GP_ATTRIBUTE —  closed Notifies the nature of the group See Tablg 41
— open (default)
GK_MECHA —  static Notifies updating properties of the group See Tablg 42
— periodic key
—  backward
—  forward
—  periodicstbackward
—  periodic+forward
— periodictbackward
+forward
GK NANE - KDC Notifies which group key mechanism is See Tablg 43
Z  GKMP used
- MIKEY
—  GSAKMP
— LKH
AUTH_ATTRIBUTE — membership Notifies the type of authentication used See Tablg 44
AUTH_ AME — MFM_AI ITH Notifies the authentication mechanism See Table 45
used

8.1.4 Agreement of security mechanisms

8.1.4.1 Agreement between SMA and DMAs

The security procedure is initiated after the admission control. The messages are protected by the session key between
the SM, SMAs and DMAs, and by the Krrs between the SM and the RMAs. The SMA and the DMAs perform the
procedure prior to RMA subscription because the server-oriented systems (SMA and DMAs) need to set up the security
policy in order to provide a stable service. The SMA and DMAs (see Figure 43) each request a security agreement
(SECAGREQ) containing their own security mechanisms and algorithms. After a Security Agree.time, the SM
examines the SECAGREQ messages, determines the security policy for the session and sends the security policy
(SECLIST) to the SMA and DMAs. If any of these MAs do not have the algorithms of the security policy, they request
copies from the SM (SECALGREQ) and the SM sends the corresponding security modules to them. The method for the
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delivery of these modules is outside the scope of this Recommendation | International Standard. The SMA and each
After configuration, the MAs send an acknowledgement

DMA configures the agreed security mechanisms.

(SECAGANS) to the SM.
SM SMA DMA
SECAGREQ
Security Agree.time  [|* SECAGREQ
Select security
mechanisms
SECLIST -
" SECLIST
M SECAGREQ
D SECAGREQ
Download security mechanisms
Configure Configure
SECAGANS security mechanism security mechanism
) SECAGANS
X.603.1(12)_F43
Figure 43 — Security agreement of DMA and SMA
8.1.4.2 [Agreement between RMAs
When thg session is opened for RMA subscription, each RMA requests ‘a-security agreement (SECAGHK

Figure 44

. The SM sends the security policy (SECLIST) to the RMA. If the RMA does not have any of the 3
of the sedurity policy, it requests copies from the SM (SECALGRE®) and the SM sends the correspondin
modules fo the RMA. The method for the delivery of these modules is outside the scope of this Recomm!

EQ) (see
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p security
endation |
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Internatiopal Standard. The RMA configures the agreed security mechanisms and sends an acknowl
(SECAGANS) to the SM.
SM RMAA RMA B
SECAGREQ
) SECAGREQ
SECLIST N
> SECLIST -
) SECAGREQ
) SECAGREQ
f‘Q\ Download security mechanisms
Configure Configure
N SECAGANS security mechanism security mechanism
) SECAGANS
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Figure 44 — Security agreement of RMASs

8.15 Access control for RMAs

The SM creates an access control list (ACL) containing a hashed MAID and HASHED AUTH for each authenticated
RMA in the current session. Figure 45 illustrates the ACL procedure. After the session has been opened to RMAs, a
DMA may request an ACL from the SM using an HRSREQ message encrypted by Ks. The SM responds with an
HRSANS message encrypted by Ks, which contains the ACL. A DMA may update its ACL information through the
periodic exchange of HRSREQ and HRSANS messages with the SM.

A DMA shall reject a request from an RMA to join the group if the ACL list does not contain the information for that

RMA.
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Figure 45 — ACL management
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8.2 Multicast agent's operation
As main ¢omponents of the secure RMCP-2, the SMA and the DMAs are responsible for secure tree configufation and
key manapement, as well as for group and member management and message encryption/decryption.
8.2.1 Key management for which the SMA and DMAs are responsible
8.2.1.1 [Group key management
A group key (Kg) is shared between a DMA and its child RMAs, and it is used in an MM-~group for data delfvery. The
Kg is inifially created by the DMA and is encrypted by Kmas (see clause 8.2.1.3)Afor delivery to its RM|As in the
RELANS|message confirming successful membership authentication (see clause 9.3(9);
Kg is upflated by the DMA or RMA according to the update conditions selested for the security policy (see the
GK_ME(HA control in Table 2). Figure 46 illustrates the group key management.
DMA RMA
Generate Kg @
y RELREQ(control type=AUTH)
‘ Member authentjcation procedure ‘
RELANS(control type=AUTH_ANS) i
Genprate new Kg @ Update Kg when distributed. Updated by both nodes @ Generate ney Kg
Genfrate new Kg @ KEYDELIVER (new Kg) when updated by only DMA -
i X.603.1(12) fF46
Figure 46 — Group key management
8.2.1.2 [Content encryption-key management
The cont¢nt encryption.key (Kc) is shared between the SMA and RMAs in the RMCP-2 session and {s used to
encrypt/d¢crypt contént-data. Kc is generated by the SMA and is delivered to RMAs through the intermediate DMAs on
the delivgry path.Kc'is encrypted by Ks for transmission between the SMA and DMAs and is encrypted by Kg for
transmissjon between the DMAs and the RMAs. Kc key information need not be known by the SM or intermediate
DMA:s.

Kc is randomly updated by the SMA at periodic intervals. The delivery of Kc is synchronized with the delivery of the
content data (see clause 8.2.7).

8.2.1.3

Membership authentication key

The membership authentication key Kwas is a private key generated as a result of successful membership authentication
between the RMAs and their parent DMA, as specified in Annex A. Each RMA shares a different Kmas with the DMA
and this is not shared with the other RMAs in the same group. Kmas is not updated while the RMA remains a member
of the relevant group.

8.2.2

Secure session subscription

The procedure for secure session subscription for the SMA, DMAs and RMAs is described in clauses 8.1.1.2, 8.1.1.3,
8.1.1.4 and 8.1.1.5. This procedure is illustrated in Figure 47.
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Figure 47 — Secure MA subscription

Membership authentication for joining the RMCP tree
DMAs are authenticated by the SM through TLS authentication, there is also-a need for the DMAs a

As. This procedure is important for the integrity of the RMCP-2 tree.
bership authentication procedure defined in Annex A is used for mutual authentication.

pdure is illustrated in Figure 48. The RMA/DMA sends a RELREQ message confirming the y
jip authentication mechanism defined in Annex A. The SMA/DMA responds with a RELANS
b the authentication result in the AUTH_ANS control. Ifythe recipient is an RMA, the message to
de the KEY MATERIAL sub-control.

t of confirmation by the RMA, the TLS session between the SM and the RMA need not be maintaing

SMA DMA RMA
RELREQ (control type = AUTH)

%

RELREQ (control type,= AUTH)

. a’jtember authentication procedure |

RELANS (contrdl type =AUTH_ANS)

RELANS (control type :AUTH_AINS)
"l

X.603.1(12)_F48

Figure 48 — Authentication between MAs

Secure:tree join

nd RMAs
the SMA

se of the
message
the RMA

messages

(PPROBRE

Ir drscovery (see clause 722) occurs before the tree ]om procedure Nelghbour dlscovery

between RMAs and DMAs are dehvered wrth hashed AUTH in plaln text.

messages

The tree join procedure is illustrated in Figure 49. Membership authentication (see clause 8.2.3) and group key
distribution are processed. When the group key update is required (as indicated by the defined GK_ MECHA code in the
SECLIST, see Table 42), the parent DMA (see Note) of the RMA joining the tree re-creates and distributes the group
key to its RMAs using the GK_ NAME mechanism selected for the security policy (see Table 43). When this procedure
is completed, the TLS session between the SM and the RMA is closed.

NOTE -

36

In the case of the group in a multicast network, the parent DMA will be the HMA.
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PMA CMA RMA A RMA B
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EKs(PPROBREQ)
_ EKs(PPROBREQ) B
. EKs(PPROBANS)
EKs(PPROBANS) |
] PPROBREQ
L EKs(RELREQ) EKs(RELREQ) PPROBANS
' Membership authentication
| Membership authentication | RELREQ
‘ EKs(RELANS) “
EKs(RELANS) A
KMAQF. Membership :3 KmaS
~ authentication &
Create a group key Kg s (BT =
@ EKmas(RELANS) olKe
EKgDatay |  ExgDat) |  Ekg(Data) | ExgDatd)
. ; i .
[EXe(KEYDELIVER(EKvastEKg?))]
by security policy on defined Il(.v,‘\ NAMEid GK_MECHA 7
'EKg'(Data) 1 EKg'(Data) \ EKg'(Data) [r() EKg'(Data)

X.603.1(12)_F4g

NOTE — The PPROBREQ, PPROBANS and RELREQ messages between RMA "A/and the HMA are not encrypted,jJas RMA A
has not yet received the Kmas or Kg keys.

Figure 49 — Secure trée‘join

8.2.5 Secure tree leave

Whenever an HMA, DMA or RMA leaves the group, the group key or the session key may be updated on the defined
GK_ME(JHA code of multicast security policy (see Table.42).

8.2.5.1 [Leave of RMA from a multicast network,and unicast network

When an RMA leaves, it notifies its parent DM (its HMA in the case of a multicast network) and it is trundated from
the tree. [The DMA acknowledges the result; and updates and distributes the updated group key to the femaining
members [see Figure 50). No further natification is required.

PMA CMA RMA 4 RMA B
DMA HMA, DMA + Receiving application  + Receiving application

EKg(LEAVREQ)

[Update.group key Kg']
bysecurity policy in case @
of{‘fﬂﬂ'ﬂﬁ:t’d creation EKg( LEAVANS )

L

[Exmas(KEY Dli:_L.IVER(EKg'))]

I
ExgtDatay i Exz'flb'mi

X.603.1(12)_F5C

Figure 50 — Secure leave of RMA

8.2.5.2 Leave of HMA from a multicast network

Figure 51 illustrates the HMA leave procedure. The HMA issues a leave request to its members, and announces the
leave to its candidate HMAs. The successful candidate HMA joins the RMCP-2 tree and announces its existence to the
RMAs in its MM group. The RMAs request to re-join tree and perform membership authentication with the new HMA.
The RMAs are then able to receive multicast data normally from the new HMA, and the old HMA leaves the RMCP-2
tree or see Figure 51.
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RMA B
+ Receiving application

Kg'

Parent Candidate Existing RMA A
DMA HMA HMA + Receiving application
EKg(LEAVREQ) - -
EKMAS(LEAVANS) ! !
) Exmas(LEAVANS)
P EKs(RELREQ) Exg(HLEAVE) )
Membership authentication HANNOUIQCE >
EKS(RELANS) EHASHED Kris (RELREQ)
create a group- =
key Kg' @ EHASHED KrTLs (RELREQ)
Membership authentication
EHASHED_KT"LS (RELANS)
i »Kg' ,
Membership authentication
EHASHED KrTLs (RELANS)
EKg'(Data) | /‘O EKg'(Data)
) EKs(LEAVREQ)
) EKs (LEJAVANS) .

8.2.5.3

Figure 51 — HMA leave in ‘a‘multicast network

LLeave of DMA from a unicast network

X.603.1(12)_F51

Figure 52|illustrates the leave of a DMA from a unicast network. The DMA (PMA A of B, C) announces its|departure
from the RMCP tree to its CMAs (CMA B and CMA C). CMAs B and C search for their PMA candidate anfl perform
the join grocedure as shown in Figure 52. CMASs B and C request to join the RMCP tree at the node of|the PMA

candidate

The PMA verifies the authenticity’of CMAs B and C, and if the authentication check is successfull, it sends

RELANS|message to confirm the graft tocthe RMCP tree. The PMA of B, C then initiates the leaving procedufe with its

PMA.
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Figure 52 — DMA leave in a uni¢ast network
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CMA

is

expelled By the PMA. If the SM expels an MA, the LEAVREQ and LEAVANS messages are en/decrypted.
8.2.6 Message encryption/decryption
All secur¢ RMCP-2 messages between the SM, SMA and DMAs are encrypted using agreed encryption alggrithms in
the SECLIST message. Messages between RMAs and their parent DMA are encrypted by Kmas, as shown in Table 3.
Table 3 ~Encryption of basic and secure RMCP-2 messages
Key
Messages Meaning
DMA RMA
SUBSREQ Subscription request Krrs
SUBSANS Subscription answer Krrs
PPROBREQ Parent probe request N/A
PPROBANS Parent probe answer N/A
HSOLICIT HMA solicit N/A
HANNOUNCE HMA announce N/A
HLEAVE HMA leave N/A
RELREQ Relay request Kwmas
RELANS Relay answer Kmas
STREQ Status report request Krrs
STANS Status report answer Krrs
STCOLREQ Status collect request N/A
STCOLANS Status collect answer N/A
LEAVREQ Leave request Kwmas
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Table 3 — Encryption of basic and secure RMCP-2 messages

Key
Messages Meaning

DMA RMA
LEAVANS Leave answer Kwmas
HB Heartbeat N/A
TERMREQ Termination request HASHED Krrs
TERMANS Termination answer HASHED KrLs
FAILCHECK Failure check request N/A
SINFO Session information N/A
SMNOT S Totitication N/&A
SECAGREQ Security agreement request Krres
SECLIST Security list KrLs
SECALGREQ Security algorithm request Krrs
SECAGANS Security agreement answer Krrs
KEYDELIVER Key delivery Kwmas, K,
HRSRE( Head required security request N/A
HRSANS Head required security answer N/A

8.2.7 [Encryption/decryption and delivery of content data

The contdnts are securely forwarded from the SMA to the RMAs through the RMCP tree. Streaming or reljable data
encrypted| by Kc is delivered to individual RMAs without a decryption process at the intermediate nodes. I} contrast,
the key irfformation is encrypted at intermediate nodes. The SMA gncrypts Kc using Ks and delivers it to the DMAs.
The DMAs then decrypt the key information and encrypt it using ‘Kg for delivery to the RMAs in their fown MM
groups. Figure 53 illustrates how the encryption and decryptionimay be implemented.

The data and key information may be delivered separately. If, separately transmitted, they should be synchronized.

NOTE[|- The encrypted data is efficiently transmitted‘to the RMAs without change in order to reduce the time of
encrypfion/decryption by the intermediate nodes. Fastéritransmission is enabled due to the considerably reduced cpmputation

time.

| B0

X 603.1(12) E53

NOTE — E(M) and D(M) refer to encrypted and decrypted data. E(Kc) and D(Kc) refer to encrypted and decrypted contents
key information. Subscripts refer to keys used to encrypt (M) and (Kc). The suffixes kg a and kg b are used to distinguish
different group keys used in separate MM groups.

Figure 53 — Example of data encryption/decryption

9 RMCP-2 message format

This clause describes the formats and required information of the RMCP-2 messages. This Recommendation |

International Standard defines the RMCP-2 message format based on an IPv4 network.
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9.1 Common format of RMCP-2 message

Figure 54 shows the common RMCP-2 message format. The values in parenthesis represent the length in bits of each
field. Each field has the following meaning and value:

2)
b)

2)

9.2 Control data format

9.2.1 iCommon control format

The comrhon control format used in RMEP-2 is shown in Figure 55. The meaning and value of each field is ag

2)

0 4 8 16 31
Version | Node type Message type
4) () ) Length (16)
Session ID(64)
MAID(64)
A Control (variable length) Y

X.603.1(12) F54

Figure 54 — Common RMCP-2 message format

Version — This field denotes the version of the protocol. Its value shall be sette-0x2 to indicate

Node type — This field denotes the type of the node sending the message. Its value shall be sef
the code values in Table 26.

Message type — This field denotes the type of the message. Its valug,shall be set to one of the c(
in Table 27.

Length — This field denotes the total length in bytes of the message including control(s).

Session ID — This field shall be set to the 64-bit value that identifies the session. Its valu
formatted as defined in clause 10.1.1.

MAID — This field shall be set to the MAID which is defined in each message. Its valug
formatted as defined in clause 10.1.2.

Control — This field denotes the control us€d by each type of message as necessary.

0 8 16 n

Control type (8) Length (8) Value (variable size)

Figure 55 - RMCP-2 control format
Control type — This field denotes the type of control. Its value shall be set to one of the codg

RMCP-2.
to one of

de values

b shall be

shall be

follows:

values in

Table 29.

b)

¢)

Length — This field denotes the total length in bytes of the control including any sub-control(s).
can be reserved, and it is set to zero according to the type of control.

Value — The contents of this field are defined for each control denoted in the control type field.

9.2.2 Common sub-control format

This field

Whenever the RMCP-2 control specifies the use of sub-control(s), the sub-control(s) always follow the control type and
length fields of the control. The format of the sub-control and its preceding control are shown in Figure 56. The
meaning and value of each field of the sub-control is as follows:
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¢)

0 8 16 24 31

Control type (8) Length (8) Sub-control type (8) Length or number (8)

Value (variable length)

Figure 56 — RMCP-2 sub-control format

Sub-control type — This field denotes the type of sub-control. Its value shall be set to one of the code
values in Table 31 for sub-controls of SYSINFO control or Table 32 for sub-controls of the ROOTPATH
control.

Length or number — This field denotes the length in bytes or the number of sub-control values depending
on the sub-control type.

Value — The contents of this field are defined for each sub-control denoted in the sub-control type field.

9.2.3 Formatting multiple controls

One or m|
control a
Figure 57

pre controls may be included in the control field of a message. Whenever multiple sub-controls fo1
e included in the control field, every sub-control shall be preceded by the control. This”is illy
showing an example of the use of multiple controls (i.e., Type A, Type B, Type D) with tw

the same
strated in
separate

sub-contrgls for control type B.

Coptrol (Type A) Control (Type B) Sub-control (Type bl) Control (Type B) Sub-contfrol (Type b2) Control (Typg D)

9.3 [RMCP-2 messages

Figure 57 — Example formatting of multiple.controls

This clauge defines each message used in RMCP-2. The message types and corresponding values for the megsages are

listed in T|able 27.

9.3.1 SUBSREQ message

The SUBBREQ message is used to subscribe to an RMGP-2 session. It is also used to create a new RMCP-2 s¢ssion.

0 4 8 16 31

. Node type Message type .
Version (0x2) (SMISMA|DMA|RMA) (SUB gREy(g) Length (variable)

Session ID

MAID (MAID proposed by the subscriber)

Control (variable length)

Figure 58 — SUBSREQ message format

The format of the SUBSREQ message is shown in Figure 58. The description of each field is as follows:

a)

b)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2. For secure
RMCP-2, its value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be set to one of SM, SMA
or RMA coded as in Table 26. For secure RMCP-2, its value shall be set to one of the SM, SMA, DMA
or RMA coded as in clause 10.2.1.

Message type — This field denotes the SUBSREQ message. Its value shall be set to 0x01 (see Table 27).
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d) Length — This field shall be set to the total length in bytes of the SUBSREQ message including the
control data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
f)  MAID — This field denotes the MAID proposed by the subscriber. Its value shall be formatted as defined
in clause 10.1.2.
g) Control — The control types that may be used in the SUBSREQ message and their status, are shown in
Table 4.
Table 4 — Control types for the SUBSREQ message
Control type Meaning Status Reference
SYSINFO A description of the system information of an MA. Optional See clause 9.4.8
SERV_USER IDENT | A description of service user identification Optional See clause 9.4.15
The sub-dontrol types of the SYSINFO control that may be used in the SUBSREQ message are listed in‘Table|5.

Table S — SYSINFO sub-control types for the SUBSREQ message

Sub-coptrol type Meaning Status Reference
SI ROOM_CMA The number of CMA places that an MA has allocated and the total Optional See clauge 9.4.8.3
number that it is able to support.
SI POSS BW The possible forwarding bandwidth that the MA can afford. Optional See clauge 9.4.8.5
NOTE|- The additional SYSINFO controls defined for other RMCP-2 messagés are not relevant for a session subgcription as

they re|

9.3.2

The SUB
informati

SAN

ate to the position once the MA has joined the RMCP-2 tree.

SUBSANS message

n for the session. It is also used to provide the results on the creation of the RMCP-2 session.

S message is used by the SM to provide the resultshof a session subscription request and boogstrapping

0 4 8 16 31
Version | Node type Message-type .
(0x2) (SM) (SUBSANS) Length (variable)
Session ID

MAID (MAID allocated by the SM)

Control (variable length)

Figure 59 — SUBSANS message format

The format of the SUBSANS message is shown in Figure 59. The description of each field is as follows:

a)
b)

¢)
d)

e)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for
the SM in Table 26.

Message type — This field denotes the SUBSANS message. Its value shall be set to 0x02 (see Table 27).

Length — This field shall be set to the total length in bytes of the SUBSANS message including control
data.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
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f)  MAID — This field shall be set to the MAID of the subscriber as allocated by the SM. Its value shall be
formatted as defined in clause 10.1.2.

NOTE - This may not be identical to the MAID proposed by the subscriber (see clause 7.1.2).
g) Control — The control types that may be used in the SUBSANS message and their status, are shown in

Table 6.
Table 6 — Control types for the SUBSANS message
Control type Meaning Status Reference
o See
RESULT The result of the subscription request. Mandatory clause 9.4.6
. . See
PARAMETER A list of session-related parameters. Mandatory clause 9.4.14
NEIGHBORLIST A list of MAIDs for performing neighbour discovery. See condition 1 Elea eu c94.4

Condition 1: If the RESULT is successful, the NEIGHBORLIST is mandatory; if not, the NEIGHBORLIST shall/ not be included.

9.3.3 PPROBREQ message

The PPROBREQ message is used in the neighbour discovery procedure to explore network-eonditions and tol|identify a
potential pear neighbour. It is also used to check whether the neighbouring MA is still active.

0 4 8 16 31

Version | Node type Message type
(0x2) (RMA) (PPROBREQ)

Length (variable)

Session ID

MAID (MAID of PPROBREQ message sender)

Control (variable length)

Figure 60 —- PPROBREQ message format

The format of the PPROBREQ message is shown in Figure 60. The description of each field is as follows:
a)  Version = "This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Nodeyype — This field denotes the message issuer's node type. Its value shall be set to the codd value for
the\RMA in Table 26.

c) (Message type — This field denotes the PPROBREQ message. Its value shall be set to 0x03 (see Table 27).

d) Length — This field shall be set to the total length in bytes of the PPROBREQ message including control
data.

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of the PPROBREQ message sender. Its value shall be
formatted as defined in clause 10.1.2.

g) Control — The control types that may be used in the PPROBREQ message and their status, are shown in
Table 7.
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Table 7 — Control types for the PPROBREQ message

Control type Meaning Status Reference
NEIGHBORLIST A list of MAIDs for performing neighbour discovery. Optional See clause 9.4.4
9.34 PPROBANS message

The PPROBANS message provides a response to the PPROBREQ message in the neighbour discovery procedure and
confirms that the probed MA is still active. It contains information about the network's condition, and a list of
neighbour information.

0 4 8 16 31
Version Node type Message type Length (variable)
(0x2) (SMAJRMA) (PPROBANS) =T
Session ID

MAID (MAID of PPROBANS message sender)

Control (variable length)

Figure 61 — PPROBANS message format

The format of the PPROBANS message is shown in Figure 613 TFhe description of each field is as follows:
)  Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.
b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMAs
or RMAs coded as in Table 26.
c) Message type — This field denotes the PPROBANS message. Its value shall be set to 0x04 (see Table 27).
d) Length — This field shall be.get to the total length in bytes of the PPROBANS message includipg control
data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1,
f) MAID — This figldi'shall be set to the MAID of the PPROBANS message sender. Its valug shall be
formatted as defined in clause 10.1.2.
o)  Control — The control types that may be used in the PPROBANS message, and their status, arel shown in
Table §;
Table 8 — Control types for the PPROBANS message
Contrel-type——————————————— Meaning Status————Reference
NEIGHBORLIST A list of MAs for performing neighbour discovery. Mandatory See clause 9.4.4
ROOTPATH A description of the path from the SMA. Mandatory See clause 9.4.7
SYSINFO A description of the system information of the MA. Mandatory See clause 9.4.8
TIMESTAMP A measure of the transmission time between sending and Mandatory See clause 9.4.9
receiving MAs.

9.3.5

HSOLICIT message

The HSOLICIT message is used to find the HMA inside its local multicast network.
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0 16 31
Version Node type Message type
(0x2) (RMA) (HSOLICIT) Length (0x0014)
Session ID

MAID (MAID of HSOLICIT message sender)

Figure 62 —- HSOLICIT message format

The format of the HSOLICIT message is shown in Figure 62. The description of each field is as follows:

2)
b)

c)
d)

e)
)

9.3.6 [HANNOUNCE message

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2-

Node type — This field denotes the message issuer's node type. Its value shall be set4d the codd value for
the RMA in Table 26.

Message type — This field denotes the HSOLICIT message. Its value shall beset to 0x05 (see T
Length — This field shall be set to the total length (20 bytes) of the HSOLICIT message. Its valye shall be

set to 0x0014.

Session ID — This field shall be set to the 64-bit value of Session ID)as defined in clause 10.1.1

hble 27).

MAID — This field shall be set to the MAID of the HSOLICIT message sender. Its valug¢ shall be
formatted as defined in clause 10.1.2.

NOTE[- There is no control data associated with the HSOLICIT message:

The HANINOUNCE message is sent by the HMA as a reply tosan HSOLICIT message, in order to announce t
existence [in a local network.

0 4 8 16 31
Version Node\type Message type .
(0x2) (SMARMA) (HANNOUNCE) Length (variable)
Session ID

MAID (MAID of HANNOUNCE message sender)

Control (variable length)

he HMA's

Figure 63 - HANNOUNCE message format

The format of the HANNOUNCE message is shown in Figure 63. The description of each field is as follows:

a)
b)

¢)

d)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for
the SMA or RMA in Table 26.

Message type — This field denotes the HANNOUNCE message. Its value shall be set to 0x06 (see

Table 27).

Length — This field shall be set to the total length in bytes of the HANNOUNCE message including

control data.
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e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of the HANNOUNCE message sender. Its value shall be
formatted as defined in clause 10.1.2.

g) Control — The control types that may be used in the HANNOUNCE message and their status, are shown
in Table 9.

Table 9 — Control types for the HANNOUNCE message
Control type Meaning Status Reference
SYSINFO A description of the system information of the MA. Optional See clause 9.4.8

9.3.7 HLEAVE message

The HLEAVE message is sent by the HMA to announce it is leaving from the RMCP-2 session to its loeall multicast

network.

The format of the HLEAVE message is shown imEigure 64. The description of each field is as follows:

2)
b)

c)
d)

e)
)

)

0 4 8 16 31
Version Node type Message type .
(0x2) (SMAIRMA) (HLEAVE) Length (variable)
Session ID

MAID (MAID of HLEAVE message sender)

Control (variable léngth)

Figure 64 —- HLEAVE message format

Version — This field denotes the-Current version of the RMCP. Its value shall be set to 0x2.

Node type — This field denbtes the message issuer's node type. Its value shall be set to the code
the SMA or RMA in Table 26.

Message type — This. field denotes the HLEAVE message. Its value shall be set to 0x07 (see Tal

Length — This 'field shall be set to the total length in bytes of the HLEAVE message includif
data.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1

MAID- This field shall be set to the MAID of the HLEAVE message sender. Its value shall be
as,defined in clause 10.1.2.

value for

le 27).

g control

formatted

Control — The control types that may be used in the HLEAVE message and their status, are

shown in

Iablc 1U.
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Table 10 — Control types for the HLEAVE message

Control type Meaning Status Reference
CANDIDATEHMA A set of candidate HMAs provided by the leaving HMA. See conditions 1 See
and 2 clause 9.4.10
NEIGHBORLIST A list of MAs for performing neighbour discovery. Optional See clause 9.4.4
ROOTPATH A description of the path from the SMA. Mandatory See clause 9.4.7
REASON The reason for leaving the RMCP-2 session. Mandatory See clause 9.4.5

Condition 1: If the CANDIDATEHMA control is present, the competition to become the replacement HMA shall be restricted to
the MAs in the list of MAIDs (see clause 9.4.10).

Condition 2: If the CANDIDATEHMA control is absent, the competition to become the replacement HMA shall be open to all of
the MAs in the same multicast network.

9.3.8 REEREQ-message

The RELREQ message is used by a CMA to request its PMA to forward data. It usually includes a data"profile which
may be n¢gotiated through the message exchanges of RELREQ and RELANS messages. It is also used-to pqriodically
notify the|PMA of its presence.

16

31

Version Node type Message type
(0x2) (RMA) (RELREQ)

Length (variable)

Session ID

MAID (MAID of RELREQ mgssage sender)

Control(variable length)

The format of the RELREQ message s shown in Figure 65. The description of each field is as follows:

data

Figure65 - RELREQ message format

a)  Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2. For secure
RMCP-2, its values shall be set to 0x4.

b) Node type —This field denotes the message issuer's node type. Its value shall be set to the codd value for
the RMA-in Table 26. For secure RMCP-2, its value shall be set to one of the DMA o RMA in
clause X02.1.

c) Message type — This field denotes the RELREQ message. Its value shall be set to 0x08 (see Tallle 27).
)¢, Eength — This field shall be set to the total length in bytes of the RELREQ message includillng control

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of the RELREQ message sender. Its value shall be formatted
as defined in clause 10.1.2.

g) Control — The control types that may be used in the RELREQ message and their status, are shown in
Table 11.
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Table 11 — Control types for the RELREQ message

Control type

Meaning

Status

Reference

RP_COMMAND

A request for root path information.

See
condition 1

See clause 9.4.1

DATAPROFILE

A description of the requirements for forwarding data.

Optional

See clause 9.4.3

AUTH

A description for initiating membership authentication.

See
condition 2

See clause 9.4.16

shall not be included.

included.

Condition 1: If this message is used in parent switching, the RP_ COMMAND control is mandatory. If not, the RP_ COMMAND

Condition 2: If this message is used for secure RMCP-2, the AUTH control is mandatory. If not, the AUTH control shall not be

9.3.9

RELANS message

The RELANS message is issued by a PMA to notify whether a relay request in a RELREQ message from ifs|[CMA has
been alloyed. It may also contain additional information which is necessary to negotiate the data channel between the
CMA and| itself. It is also used to confirm that the answering MA is still active.

0 4 8 16 31
Version Node type Message type .
(0x2) (SMA|RMA) (RELANS) Lengthr(yariable)
Session ID

MAID (MAID of RELANS message sender)

Control (vartable length)

The format of the RELANS message is shown in Figure 66. The description of each field is as follows:

data.

Figure 66°'—~ RELANS message format

a)  Version — This field ‘denotes the current version of the RMCP. Its value shall be set to 0x2. For secure
RMCP-2, its valiie-shall be set to 0x4.

b) Node type —(This field denotes the message issuer's node type. Its value shall be set to one of the SMA or
RMA coded as in Table 26. For secure RMCP-2, its value shall be set to one of the SMA o
clause0.2.1.

c) Message type — This field denotes the RELANS message. Its value shall be set to 0x09 (see Talle 27).
d) , \Length — This field shall be set to the total length in bytes of the RELANS message including control

DMA in

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to the MAID of the RELANS message sender. Its value shall be formatted
as defined in clause 10.1.2.

g) Control data — The control types that may be used in the RELANS message and their status, are shown
in Table 12.
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Table 12 — Control types for the RELANS message

Control type Meaning Status Reference
RESULT A result of the relay request. Mandatory See
clause 9.4.6
DATAPROFILE A description of the requirements for forwarding data. Optional See
clause 9.4.3
TIMESTAMP A measure of the transmission time for sending and receiving Mandatory See
MAs. clause 9.4.9
ROOTPATH A description of the path from the SMA. See condition 1 See
clause 9.4.7
SYSINFO A description of the system information of the MA. The Optional See
sub-controls that may be used in the RELANS message are listed clause 9.4.8
in Table 27.
AUTH_ANS A result of membership authentication. See condition 2 See
clauge 9.4.17

Condition 1: The ROOTPATH control shall be included, if requested, in a RELREQ message.

Condition 2: If this message is used for secure RMCP-2, the AUTH_ANS control is mandatory. If not, the AUTH_ANS ¢ontrol

shall not pe included.

9.3.10 [STREQ message

The STREQ message is used by the SM to request system information from a single MA;

0 4 8 16 31

Version | Node type
(0x2) (SM)

Message type

(STREQ) Length (variable)

Session ID.

MAID (NULL)

Control (variable length)

Figure 67 — STREQ message format

The format of the STREQ miessage is shown in Figure 67. The description of each field is as follows:

the SM in Table 26.

)  Versioi— This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) ANode type — This field denotes the message issuer's node type. Its value shall be set to the codd value for

e 27).

d) Length — This field shall be set to the total length in bytes of the STREQ message including control data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

f)  MAID — This field shall be set to zero because the SM does not have a MAID.

g) Control data — The control types that may be used in the STREQ message and their status, are shown in

Table 13.
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Table 13 — Control types for the STREQ message

Control type Meaning Status Reference
SI_ COMMAND A request for specific information from an MA. Mandatory See clause 9.4.2
TREEEXPLOR Specification limiting the scope of the tree. See conditions 1 and 2 See clause 9.4.11

Condition 1: If the TREEEXPLOR control is absent, the STREQ message requests system information related only to the
recipient of the STREQ message.

Condition 2: If the TREEEXPLOR control is present, the STREQ message requests system information related to the set of MAs
specified in 9.4.11 d).

9.3.11

STANS message

The STANS message provides a response to the STREQ message.

The format of the STANS message is shown in Figuré:68. The description of each field is as follows:

° . 8 16 31
Version Node type Message type .
(0x2) (SMAJRMA) (STANS) Length (variable)
Session ID

MAID (MAID of STANS message sender)

Control (variable length)

Figure 68 — STANS:message format

)  Version — This field denotes the cutrent version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes‘the message issuer's node type. Its value shall be set to one of the SMA or
RMA coded as in Table 26:

c) Message type — This field denotes the STANS message. Its value shall be set to 0x0B (see Tablg 27).
d) Length — This fieldishall be set to the total length in bytes of the STANS message including conftrol data.
e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1,

) MAID — Thisfield shall be set to the MAID of the STANS message sender. Its value shall be [formatted
as definediin clause 10.1.2.

2) Counltrol — The control types that may be used in the STANS message and their status, are [shown in

Table 14.
Tablc T4—Comtrol types for the STANS message
Control type Meaning Status Reference
COLLECT A header that identifies and delimits information related See condition 1 See clause 9.4.12
to individual MAs.
SYSINFO A description of the system information of an MA, or a Mandatory See clause 9.4.8

set of MAs. The sub-controls that may be used in the
RELANS message are listed in Table 27.

Condition 1: The COLLECT control shall be included in the STANS message that forwards data collected in the STCOLANS

message (see clause 9.3.13).
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9.3.12 STCOLREQ message

STCOLREQ and STCOLANS messages are used to collect system information from a set of MAs as requested in a
STREQ message. The STREQ message is issued by the SM and is sent to a selected MA (or the SMA). If the STREQ
message contains a TREEEXPLOR control, it defines the set of MAs as the selected MA (or the SMA) that receives the
STREQ message, all of its CMAs and all of its descendants on the RMCP-2 tree within n hops of the selected MA. This
information is collected from members of the set through STCOLREQ and STCOLANS messages via the RMCP-2

tree.

The format of the STCOLREQ message is shown in Figure 69. The\description of each field is as follows:

0 4 8 16 31
Version Node type Message type .
(0x2) (SMA|RMA) (STCOLREQ) Length (variable)
Session ID

MAID (MAID of STCOLREQ message sender)

Control (variable length)

Figure 69 — STCOLREQ message format

a)  Version — This field denotes the current version ofithe RMCP. Its value shall be set to 0x2.
b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMA or
RMA coded as in Table 26.
c) Message type — This field denotes the STCOLREQ message. Its value shall be set to (x1A (see
Table 27).
d) Length — This field shall be set to the total length in bytes of the STCOLREQ message includihg control
data.
e) Session ID — This field shall'be set to the 64-bit value of Session ID as defined in clause 10.1.1,
f) MAID — This field shall be set to the MAID of the STCOLREQ message sender. Its valug shall be
formatted as definedin clause 10.1.2.
o) Control datg~—The control types that may be used in the STCOLREQ message and their $tatus, are
shown in Table 15.
Table 15 — Control types for the STCOLREQ message
Contfol'type Meaning Status Reference
SI COMMAND A TCqUTSt fOr SPeCTTic TITOTTITatioT froTT arm VAT Marmdatory Scechanse 9.4.2
TREEEXPLOR Specification limiting the scope of the tree. Optional See clause 9.4.11

NOTE 1 — The SI_Command code value shall be identical to that in the STREQ message from the SM that initiates the collection
of the information through the STCOLREQ and STCOLANS messages.

NOTE 2 — The tree depth value set by the MA that is the recipient of the STREQ message that initiates the STCOLREQ message
shall be identical to that in the STREQ message. The value of the tree depth shall be decreased by one every time that the
message is relayed to a lower level.

NOTE 3 — When an MA receives an STCOLREQ message with the tree depth = 0, it will know that it is at the end of the relaying
chain and that it should start to return its information in a STCOLANS message to its PMA.

52 Rec. ITU-T X.603.1 (08/2012)


https://iecnorm.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:2016 (E)

9.3.13 STCOLANS message

The STCOLANS message is used to relay system information from a defined subset of the RMCP-2 tree. This
information is collected in a controlled manner. Firstly, each MA in the lowest layer sends information related to their
own node to their PMA. The PMA amalgamates this information and adds its own information before relaying the
combined information to its parent in the next layer. The relaying continues until the head of the sub-tree has collected
all the information and then forwards it in a STANS message to the SM.

0 4 8 16 31
Version Node type Message type .
(0x2) (RMA) (STCOLANS) Length (variable)
Session ID

MAID (MAID of STCOLANS message sender)

Control (variable length)

Figure 70 — STCOLANS message format

The format of the STCOLANS message is shown in Figure 70. The deSeription of each field is as follows:
a)  Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message issuet's node type. Its value shall be set to the codd value for

the RMA as in Table 26.

c) Message type — This field denotes the' STCOLANS message. Its value shall be set to (x1B (see
Table 27).

d) Length — This field shall be set to_the total length in bytes of the STCOLANS message includihg control
data.

e) Session ID — This field shallbe set to the 64-bit value of Session ID as defined in clause 10.1.1,

f) MAID — This field shall\be set to the MAID of the STCOLANS message sender. Its valug shall be
formatted as defined in clause 10.1.2.

o) Control data —-The control types that may be used in the STCOLANS message and their §tatus, are
shown in Table-16.

Table 16 — Control types for the STCOLANS message

Contfol type Meaning Status Refefence
COLLE(T A header that identifies and delimits information related to Optional See clauge 9.4.12
Hrevieta-MAS:
SYSINFO A description of the system information of MA. Mandatory See clause 9.4.8

NOTE — The SYSINFO sub-controls in an STCOLANS message shall correspond to those indicated by the SI COMMAND in
the STCOLREQ message that triggered the message.

A STCOLANS message contains system information for a set of MAs at a given level in the RMCP-2 tree. The set is
defined as a PMA and its CMAs and descendants to a depth defined by the TREEEXPLOR control of the original
STREQ message from the SM requesting this information.

Figure 71 shows the sequence of controls in a STCOLANS message. Each COLLECT control identifies a particular
MA and the subsequent SYSINFO sub-controls contain the type of system information defined by the SI COMMAND
control of the original STREQ message from the SM requesting this information.
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COLLECT control identifying MA1

SYSINFO control and sub-control A containing information relating to MA 1

SYSINFO control and sub-control B containing information relating to MA 1

SYSINFO control and sub-control C containing information relating to MA 1

COLLECT control identifying MA2

SYSINFO control and sub-control A containing information relating to MA 2

SYSINFO control and sub-control B containing information relating to MA 2

SYSINFO control and sub-control C containing information relating to MA 2

Fields rplming toather MAs

Figure 71 — Sequence of COLLECT controls and SYSINFO controls in a STCOLANS message

9.3.14 |[LEAVREQ message

The LEAVREQ message is used:

a) by an MA to inform its PMA and CMAs of its leave;

b) by the SM or a PMA to expel an MA from the session; or
c) by an MA when it changes its PMA;

d) it is used by the SM then the SM needs to forward the,receive LEAVREQ message to another SM in
RMCP-2 with multiple SMs.

0 4 8 16 31
Version Node type Message type .
(0x2) (SM|[SMARMA) (LEAVREQ) Length (variable)
Session ID

MAID (MAID of LEAVREQ message sender)

Control (variable length)

Figure 72 —- LEAVREQ message format

The format of the LEAVREQ message is shown in Figure 72. The description of each field is as follows:
a) Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SM,
SMA or RMA coded as in Table 26.

c) Message type — This field denotes the LEAVREQ message. Its value shall be set to 0x0C (see Table 27).

d) Length — This field shall be set to the total length in bytes of the LEAVREQ message including control
data.

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
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f)  MAID — This field shall be set to the MAID of the LEAVREQ message sender and its value shall be
formatted as defined in clause 10.1.2. If the message is sent by the SM, this field shall be set to zero.

g) Control — The control type that shall be used in the LEAVREQ message and its status, is shown in
Table 17.

Table 17 — Control type for the LEAVREQ message

Control type Meaning Status Reference

REASON The reason for leaving the MA. Mandatory See clause 9.4.5

9.3.15 LEAVANS message
The LEAVANS message is used to acknowledge the receipt of a LEAVREQ message.

0 4 8 16 31
Version Node type Message type
(0x2) (SM|SMARMA) (LEAVANS) Length (0x14)
Session ID

MAID (MAID of LEAVANS message sender)

Figure 73 — LEAVANS message format

The format of the LEAVANS message is shown in Figure 73%The description of each field is as follows:
)  Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SM,
SMA, or RMA coded as in Table 26/

c) Message type — This field denotes the LEAVANS message. Its value shall be set to 0x0D (see Tlable 27).

d) Length — This field shall beset to the total length (20 bytes) of the LEAVANS message. Its value shall
be set to 0x14.

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1,

f) MAID — This field ‘shall be set to the MAID of the LEAVANS message sender. Its valug¢ shall be
formatted as defined in clause 10.1.2.

NOTE[- There is no coritrol data associated with the LEAVANS message.
9.3.16 |[HB messagé

The HB message\is issued periodically by the SMA to examine the condition of the RMCP-2 tree and to create the root
path information’for receiving MAs. This information enables each MA to diagnose the network condition.
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0 4 8 16 31
Version Node type Message type .
(0x2) (SMAIRMA) (HB) Length (variable)
Session ID

MAID (MAID of HB message originator)

Control (variable length)

The form:

it of the HB message is shown in Figure 74. The description of each field is as follows:

Figure 74 — HB message format

a)  Version — This field denotes the current version of the RMCP. Its value shall'be set to 0x2.

b) Node type — This field denotes the message originator's node type. For airegular HB messagef its value
shall be set to the SMA coded as in Table 26. For a pseudo-HB message, its value shall be sef| to that of
the RMA coded as in Table 26. This field shall not be changed @s\the HB message is relayed|down the
RMCP-2 tree.

c) Message type — This field denotes the HB message. Its valueyshall be set to 0x10 (see Table 27)

d) Length — This field shall be set to the total length in bytes of the HB message including control fata.

e) Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1,

f) MAID — This field shall be set to the MAID of the"HB message originator. Its value shall be fofmatted as
defined in clause 10.1.2. This field shall notbe changed as the HB message is relayed down thg RMCP-2
tree.

o) Control data — The control types thatimay be used in the HB message and their status, are|shown in
Table 18.

Table-18 — Control types for the HB message
Contfol type Meaning Status Reference
ROOTPATH A description-of the path from the SMA. See condition 1 See claupe 9.4.7
PSEUDA HB An indicatior} .thaF the message is a pseudo-HB message for See condition 2 See clauke 9413
— netwerk partitioning detection and recovery.
Condition 1: The ROOFPATH control shall always be included in a regular HB message.
Conditiof 2: The PSEUDO_HB control shall always be included in a pseudo-HB message.
9.3.17 |[FAILCGHECK message
The FAILCHECK message is used to request the SM to check whether the specified MA is still active
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0 4 8 16 31
Version Node type Message type
(0x2) (SM|SMARMA) (FAILCHECK) Length (0x0014)
Session ID

MAID (MAID of node to be checked)

Figure 75 — FAILCHECK message format

The format of the FAILCHECK message is shown in Figure 75. The description of each field is as follows:

2)
b)

c)

d)

e)

)

NOTE[- There is no control associated with the FAILCHECK message.

9.3.18 [TERMREQ message

TERMRHQ message is used to terminate the existing RMCP-2 session. The SM sends the TERMREQ mess
SMA and|the SMA relays the message to members of the RMCP-2 tree.

Version — This field denotes the version of the protocol. Its value shall be set to 0x2 to indicate

Node type — This field denotes the type of the node to be checked by the SM. Its yalu¢ shall be
of the SM, SMA or RMA coded as in Table 26.

Message type — This field denotes the FAILCHECK message. Its value(shall be set to
Table 27).

Length — This field shall be set to the total length (20 bytes) of the’ EFAILCHECK message.
shall be set to 0x0014.

Session ID — This field shall be set to the 64-bit value that identifies the session. Its valu
formatted as defined in clause 10.1.1.

MAID — This field shall be set to the MAID of the node to be checked by the SM. Its valu
formatted as defined in clause 10.1.2.

0 4 8 16 31
Version Node type Message type .
(0x2) (SMISMARMA) (TERMREQ) Length (variable)
Session ID

MAID (MAID of TERMREQ message sender)

RMCP-2.

set to one

x1C (see

he value

b shall be

e shall be

age to the

Figure 76 — TERMREQ message formmat

The format of the TERMREQ message is shown in Figure 76. The description of each field is as follows:

a)
b)

©)
d)
e)
f)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x2.

Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SM,

SMA, or RMA coded as in Table 26.

Message type — This field denotes the TERMREQ message. Its value shall be set to 0xOE (see Table 27).
Length — This field shall be set to the total length in bytes of TERMREQ message including control data.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

MAID — This field shall be set to the MAID of the TERMREQ message sender and its value shall be
formatted as defined in clause 10.1.2. If the message is sent by the SM, this field shall be set to zero.
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NOTE - There is no control associated with the TERMREQ message.

9.3.19 TERMANS message

The TERMANS message is used to acknowledge the receipt of a TERMREQ message.

0 4 8 16 31
Version Node type Message type
(0x2) (SMARMA) (TERMANS) Length (0x14)
Session ID

The format of the TERMANS message is shown in Figure 77. The description of each field\is as follows:

2)
b)

c)
d)

e)
)

NOTE[- There is no control data associated with the TERMANS message.

9.3.20 [SECAGREQ message
The SECAGREQ message is used only insecute RMCP-2.

MAID (MAID of TERMANS message sender)

Figure 77 - TERMANS message format

Version — This field denotes the current version of the RMCP. Its valde shall be set to 0x2.

Node type — This field denotes the message issuer's node type. Its'value shall be set to one of thi
RMA coded as in Table 26.

Message type — This field denotes the TERMANS messageIts value shall be set to 0xOF (see Tj

Length — This field shall be set to the total length (20-b¥ites) of the TERMANS message. Its
be set to 0x14.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1

MAID — This field shall be set to the MAID' of the TERMANS message sender. Its valug

formatted as defined in clause 10.1.2.

0 4 8 16 24 31

Version Node type Message type
(0x4) (SMA|DMA|RMA) (SECAGREQ)

Length ( variable)

Session ID (64)

e SMA or

able 27).

alue shall

shall be

MAID (MAID of the SECAGREQ message sender)

Control (variable length)

Figure 78 —- SECAGREQ message format
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The format of the SECAGREQ message is shown in Figure 78. The description of each field is as follows:

a)
b)

c)

d)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMA,
DMA or RMA coded as in clause 10.2.1.

Message type — This field denotes the type of SECAGREQ message. Its value shall be set to 0x21
(see Table 28).

Length — This field shall be set to the total length in bytes of the SECAGREQ message including the
control.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.

MAID — This field denotes the proposed MAID of the SECAGREQ sender. Its value shall be as defined
in clause 10.1.2.

are; shown in

Table 19.
Table 19 — Control types for the SECAGREQ message
Cotltrol type Meaning Status Refdrence

SMA_PROPOSE A description of a value for secure RMCP-2. See condition 1 See clayse 9.4.18
GK MECH CAPAB A description of capabilities in terms of the group key. Sed condition 2 See clayse 9.4.19
EN DE( CAPAB A description of capabilities in terms of the encryption See’condition 2 See clayfse 9.4.20

algorithm.
AUTH_ALG _CAPAB | A description of capabilities in terms of the authenticationt See condition 2 See clayse 9.4.21

mechanism.

Conditiof 1: The SMA_PROPOSE control shall always be included in a SECAGREQ message if the node type is the SMA.

Conditiof 2: These controls shall not be included in a SECAGREQ message sent by an RMA or by a DMA that joins the|session
after the decurity policy has been established.

9.3.21 [SECLIST message
The SECILIST message is used only in secure RMCP-2.

0 8 16 24 31
Version Node type Message type .
(0x4) (SM) (SECLIST) Length (variable)
Session ID

MAID (MAID of the SECLIST message recipient)

Control (variable length)

Figure 79 — SECLIST message format

The format of the SECLIST message is shown in Figure 79. The description of each field is as follows:

a)
b)

¢)
d)

e)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be set to the code value for
the SM in clause 10.2.1.

Message type — This field denotes the SECLIST message. Its value shall be set to 0x22 (see Table 28).
Length — This field shall be set to the total length in bytes of the SECLIST message including the control.
Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
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f)  MAID — This field denotes the MAID of the SECLIST message recipient. Its value shall be as defined in
clause 10.1.2.

g) Control — The control types that may be used in the SECAGREQ message and their status, are shown in

Table 20.
Table 20 — Control types for the SECLIST message
Control type Meaning Status Reference
GK MECH A description of the group key mechanism for the security | Mandatory See
policy. clause 9.4.22
AUTH MECH A description of the authentication type for the security Mandatory See
policy clause 9.4.23
CON_EN_DEC_ALG A description of the content encryption algorithm for the Mandatory See
security policy. clause 9.4.24
GK_EN DEC ALG A description of the group key encryption algorithm for Mandatory See
the security policy. clause 9.4.25
AUTH_ALG A description of the hash/MAC algorithm for the security | Mandatory See
policy. clause 9.4.26

9.3.22 |SECALGREQ message
The SECALGREQ message is used to request the security algorithm.

0 4 8 16 24 31
Version Node type Message type .
(0x4) (SMA|DMA|RMA) (SECALGREQ) Length (variable)
Session ID.

MAID (MAID of thé, SECALGREQ message sender)

Control (variable length)

Figure 80 —- SECALGREQ message format

The format of the SECALGREQ message is shown in Figure 80. The description of each field is as follows:
a)  Version— This field denotes the current version of the RMCP. Its value shall be set to 0x4.

b) ANode type — This field denotes the message issuer's node type. Its value shall be set to one of the SMA,
DMA or RMA coded as in clause 10.2.1.

——Messase—trpe—TFhis—freld—denetes—theSECALGREQ—messase—Hs—value—shall-be—set—+to—0x23 (see
Table 28).
d) Length — This field shall be set to the total length in bytes of the SECALGREQ message including the
control.

e) Session ID — This field shall be set to the 64-bit value of the Session ID as defined in clause 10.1.1.

f)  MAID — This field denotes the MAID of the SECALGREQ message sender. Its value shall be formatted
as defined in clause 10.1.2.

g) Control — The control types that may be used in the SECALGREQ message and their status, are shown
in Table 21.
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Table 21 — Control types for the SECALGREQ message

Control type Meaning Status Reference

GK_MECH_DELIVER A description of the group key mechanism for the security | See condition 1 See

policy. clause 9.4.27
AUTH_MECH _DELIVER | A description of the authentication type for the security See condition 2 See

policy clause 9.4.28
CON_EN_DEC DELIVER | A description of the content encryption algorithm for the See condition 3 See

security policy. clause 9.4.29
GK _EN DEC DELIVER A description of the group key encryption algorithm for See condition 4 See

the security policy. clause 9.4.30
AUTH_ALG DELIVER A description of the hash/MAC algorithm for the security | See condition 5 See

policy. clause 9.4.31
Condition Sk e SECA it does

not hold the GK_NAME security algorith this algorith has failed.
Conditiof 2: This AUTH_MECH_DELIVER control shall only be used by the MA sending the SECALGREQ message when it
does not hold the AUTH NAME security algorithm, or when the configuration of this algorithm has failed.
Condition 3: This CON_EN DEC DELIVER control shall only be used by the MA sending the SECALGREQ miessage fvhen it
does not hold the CON_EN DEC ALG security algorithm, or when the configuration of this algorithm has, failed.
Condition 4: This GK_EN_DEC_DELIVER control shall only be used by the MA sending the SECALGREQ message when it
does not hold the GK_EN DEC_ALG security algorithm, or when the configuration of this algorithm has failed.

Condition 5: This AUTH_ALG_DELIVER control shall only be used by the MA sending the SECALGREQ message whien it
does not hold the AUTH_ALG security algorithm, or when the configuration of this algorithm¢has failed.

9.3.23 |[SECAGANS message

The SECAGANS message is used to indicate the result of the security algorithm'request.

0 4 8 16 24 31
Version Node type Message type .
(0x4) (SMA|DMA[RMA) (SECAGANS) Length (variable)
Session ID

MAID (MAID of the SECAGANS message sender)

Control (variable length)

Figure 81 —- SECAGANS message format

The format of the SECAGANS message is shown in Figure 81. The description of each field is as follows:
)\ Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

b) Node type — This field denotes the message issuer's node type. Its value shall be set to one of the SMA,
DMA or RMA coded, as in clause 10.2.1.

c) Message type — This field denotes the SECAGANS message. Its value shall be set to 0x24 (see
Table 28).

d) Length — This field shall be set to the total length in bytes of the SECAGANS message including the
control data.

e) Session ID — This field shall be set to the 64-bit value of the Session ID as defined in clause 10.1.1.

f)  MAID — This field denotes the MAID of the SECAGANS message sender. Its value shall be formatted as
defined in clause 10.1.2.

g) Control — The control types that may be used in the SECALGREQ message and their status, are shown
in Table 22.
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Table 22 — Control types for the SECAGANS message

Control type Meaning Status Reference
SEC_RETURN A description of the result of the security algorithm Mandatory See
request. clause 9.4.32

9.3.24 KEYDELIVER message

The KEYDELIVER message is used to propose the key information.

0 4 8 16 24 31

Version Node type Message type

(0x4) (SMISMAIDMA) | (KEYDELIVER) Length (variable)

Session ID

MAID (MAID of the KEYDELIVER message sender)

Control (variable length)

Figure 82 - KEYDELIVER message’format

The format of the KEYDELIVER message is shown in Figure 82:The description of each field is as follows:

a)  Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.
b) Node type — This field denotes the messagerissuer's node type. Its value shall be set to:
—  0x01, the coded value for the SM;in clause 10.2.1, for the delivery of the Ks key informatipn; or
—  0x04, the coded value for the DPMA in clause 10.2.1, for the delivery of the Kg key informgtion; or
—  0x02, the coded value for the SMA in clause 10.2.1, for the delivery of the Kc key informdtion.
c) Message type — This field-denotes the KEYDELIVER message. The value shall be set to Px25 (see
Table 28).
d) Length — This field shall be set to the total length in bytes of the KEYDELIVER message including the
control data.
e) Session ID— This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1,
) MAIDG-This field denotes the MAID of the KEYDELIVER message recipient. Its value shall be as
defified in clause 10.1.2.
2) (Control — The control types that may be used in the SECALGREQ message and their status, are shown
in Table 23.
Table 23 — Control type for the KEYDELIVER message
Control type Meaning Status Reference
KEY INFO The description of the proposed key information. Mandatory See clause 9.4.33

9.3.25 HRSREQ message

HRSREQ message is used to request the head required security.
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0 4 8 16 24 31
Version Node type Message type .
(0x4) (DMA) (HRSREQ) Length (variable)
Session ID

MAID (MAID of the HRSREQ message sender)

Figure 83 —- HRSREQ message format

The form:

NOTE

9.3.26
The HRS]

2)
b)

c)
d)
e)
)

it of the HRSREQ message is shown in Figure 83. The description of each field is as follows:

— There is no control associated with the HRSREQ message.

[HRSANS message

ANS message is used to respond to the head required security.

Version — This field denotes the current version of the RMCP. The value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be setyto the coded value for
the DMA in clause 10.2.1.

Message type — This field denotes the HRSREQ message. The value shall be'set to 0x26 (see Tgble 28).
Length — This field denotes the length in bytes of the HRSREQ messagg¢. Its value shall be set t¢p 0x14.
Session ID — This field shall be set to the 64-bit value of Session ID\as defined in clause 10.1.1.

MAID — This field denotes the proposed MAID of the HRSREQ message sender. Its valug¢ shall be
formatted as defined in clause 10.1.2.

0 4 8 16 24 31
Version Node type Message type .
(0x4) (SM) (HRSANS) Length (variable)
Session ID

MAID (MAID of the HRSANS message recipient)

Control (variable length)

Figure 84 — HRSANS message format

The format of the HRSANS message is shown in Figure 84. The description of each field is as follows:

a)
b)

¢)
d)

e)

Version — This field denotes the current version of the RMCP. Its value shall be set to 0x4.

Node type — This field denotes the message issuer's node type. Its value shall be set to 0x01, the code
value for the SM in clause 10.2.1.

Message type — This field denotes the HRSANS message. Its value shall be set to 0x27 (see Table 28).

Length — This field shall be set to the total length in bytes of the HRSANS message including the control
data.

Session ID — This field shall be set to the 64-bit value of Session ID as defined in clause 10.1.1.
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f)  MAID — This field denotes the MAID of the HRSANS message recipient. Its value shall be as defined in

clause 10.1.2.

g) Control — The control types that may be used in the HRSANS message and their status, are
Table 24.

Table 24 — Control type for the HRSANS message

shown in

Control type Meaning Status Reference

ACL _LIST The description of the hashed MAID and hashed Kris for each Mandatory See clause 9.4.34

authenticated RMA in the current session.

9.4 RMCP-2 controls
9.4.1 RP_COMMAND control
The RP_COMMAND control in the RELREQ message is used by a CMA to request root path informatiop from its
PMA. Foy example, whenever an MA connects to a PMA during joining or parent switching procedures, it requires the
root path jnformation including MAID of its new PMA for network diagnosis and loop detectiont
0 8 16 31
Control type Length (0x04) RP_Command code
(RP_ COMMAND) g —
Figure 85 - RP_COMMAND contro] format
The format of the RP_ COMMAND control is shown in Figure 85, The'description of each field is as follows:
a)  Control type — This field denotes the RP. COMMAND control. Its value shall be set to Px01 (see
Table 29).
b) Length — This field denotes the length (4-bytes) of the RP. COMMAND control. Its value shall be set to
0x04.
c) RP_Command code — This field dendtes the components to be returned in the ROOTPATH confrol of the
RELANS message. Its value shall be set to one of the code values in Table 31.
9.4.2 SI_ COMMAND control
The SI_ CDOMMAND control in a STREQ message is used by the SM to specify the specific information that i required
from the fecipient MA.
0 8 16 31
Control t
(Sl_gl(ljlr\(/}M};%prID) Length (0x04) SI Command code
Figure 86 — SI. COMMAND control format

The format of the SI COMMAND control is shown in Figure 86. The description of each field is as follows:
a) Control type — This field denotes the SI COMMAND control. Its value shall be set to 0x02 (see

9.4.3

Table 29).

b) Length — This field denotes the length (4 bytes) of the SI COMMAND control. Its value shall be set to

0x04.

c¢) SI Command code —This field shall be set to the arithmetic total of the command codes in

Table 33

corresponding to the combination of SYSINFO sub-controls for which an answer is required (see

clause 10.3.2).

DATAPROFILE control

The DATAPROFILE control is used to describe the proposed data profile of the subscribing MA.

64
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0 8 16 31
Control type .
(DATAPROFILE) Length (variable)
Data profile (variable length)
Padding
Figure 87 - DATAPROFILE control format
The format of the DATAPROFILE control is shown in Figure 87. The description of each field is as follows:

) Control fype — Ihis field denotes the DATAPROFILE control. Its value shall be set to Px03 (see
Table 29).

b) Length — This field denotes the length in bytes of the DATAPROFILE control. Its"value ghall be a
multiple of four bytes (see item d) in this list) and it shall not exceed 0xFC.

c) Data profile — This field shall contain the data profile for the MA formatted inrtext mode. It follows an
SDL-like encoding scheme. An example is shown in Figure 135.

d) Padding — If the total length of the control type, length and data profile fields is not a multiple ¢f 4 bytes,

the padding field shall be filled with zeros to ensure that the length of\the DATAPROFILE c

multiple of 4 bytes.

9.4.4 INEIGHBORLIST control

The NEIGHBORLIST control in a SUBSANS message to a successful subscriber is used to convey a list of aq

that may e used for bootstrapping purposes.

0 8 24 31
Control type Number of
(NEIGHBORLIST) eserved MAIDs
MAID 1
MAID 2
MAID n

Figure 88 —- NEIGHBORLIST control format

The format of the NEIGHBORLIST control is shown in Figure 88. The description of each field is as follows:
Control type — This field denotes the NEIGHBORLIST control. Its value shall be set to 0x04 (see

a)

b)
©)

d)

Table 29).

ntrol is a

tive MAs

Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the receiver.
Number of MAIDs — This field shall be set to the number of MAIDs listed in the NEIGHBORLIST

control.

MAID(s) — These fields MAID I to MAID # shall contain a list of MAIDs up to 255 active neighbours.

94.5 REASON control

The REASON control in an HLEAVE message is used to convey the HMA's reason for leaving the session.

Rec. ITU-T X.603.1 (08/2012)

65


https://iecnorm.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:2016 (E)

Control type

(REASON) Length (0x04) Reason code

Figure 89 —- REASON control format

The format of the REASON control is shown in Figure 89. The description of each field is as follows:
a) Control type — This field denotes the REASON control. Its value shall be set to 0x05 (see Table 29).
b) Length — This field denotes the length (4 bytes) of the REASON control. Its value shall be set to 0x04.

¢) Reason code — This field denotes the reason for leaving. Its value shall be set to 0x10 00, leave initiated

by tire MA(See Tabie 35):

9.4.6 RESULT control
The RESPLT control in a SUBSANS message is used to convey whether or not the MA's subscription fequest is
successful. If successful, it returns an RE_OK result code. If not, it returns an appropriate error cod¢.
0 8 16 3
((?gétg;lji}%e Length (0x04) Restlt code
Figure 90 — RESULT control format
The format of the RESULT control is shown in Figure 90. The description of each field is as follows:
)  Control type — This field denotes the RESULT control. Its value shall be set to 0x06 (see Table 29).
b) Length — This field denotes the length (4 bytes) of the RESULT control. Its value shall be set to|0x04.
c) Result code — This field denotes the result of the request. It shall be set to one of the result codds listed in
Table 36.
9.4.7 ROOTPATH control
The ROQTPATH control is used to convey the root path from the SMA to the message sender. It may b¢ used for

network diagnosis and loop detection.

NOTE}- This control cannot be used before an MA has joined the RMCP-2 tree as it will not yet have a root path.
0 8 16 1
Control type
(ROOTRATH) Length (0x02)
Sub-control

Figure 91 —- ROOTPATH control format

The format of the ROOTPATH control is shown in Figure 91. The description of each field is as follows:
a) Control type — This field denotes the ROOTPATH control. Its value shall be set to 0x07 (see Table 29).
b) Length — This field denotes the length (2 bytes) of the ROOTPATH control. Its value shall be set

66

to 0x02.

c) Sub-control — The RP_XXX sub-control that shall be used in the ROOTPATH control is
Table 25.
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Table 25 — RP_XXX sub-control type for the ROOTPATH control

Sub-control type Meaning Status Reference

RP_XXX Specification of root path elements to be used. Mandatory See

clause 9.4.7.1

9.4.7.1

RP_XXX sub-control

RP_XXX stands for one of the sub-control types listed in Table 31 (see the Note in the table). This RP XXX
sub-control represents different combinations of fields for MAIDs, bandwidth and delay. If the RP_ XXX sub-control
indicates that any of the MAIDs, bandwidth or delay fields are not needed, these fields shall not be present in the
RP_ XXX sub-control. The length of the root path element, in bytes, for each of the RP_ XXX sub-control is indicated in

Table 31.
0 8 16 24 31
Control type Sub-control type Numbet.of
(HOOTPATH) Length (0x02) (RP_XXX) root path-elements
MAID of SMA =
74 e 5
aQ
Bandwidth for SMA (0x00) =2
= 2
Delay for SMA (0x00) -
MAID of MA 1 =
\ [CRSY
o S
Bandwidth for MA 1 (Mbit/s) 5 5
=
Delay for MA 1 (seconds)
MAID of MA n o
- o 2
2 2
BandwidfH for MA n (Mbit/s) 5 5
- 5
Delay for MA n (seconds)
Figure 92°—General format for RP_XXX sub-control format
The format of an RP_ XXX sub*control preceded by a ROOTPATH control is shown in Figure 92. The desdription of
each field|of the RP_ XXX sub-control is as follows:
)  Sub-contrel type — This field denotes the RP_ XXX sub-control. Its value shall be set to one of the code
valugs'in Table 31.
b) MNumber of root path elements — This field shall be set to the number of root path elemepts in the
RP_XXX sub-control.
C) MATD—This ficid shatt be set to that of the MAID corresponding to that element, it present. 1his field is

for each element in the root path, listed in order from the SMA.

d) Bandwidth — This field shall be set to the bandwidth, in Mbit/s, between the MA and its parent, as
perceived by the MA for each element in the root path, listed in order from the SMA, if present. In the

case of the SMA element, the value for the bandwidth shall be set to zero.

e) Delay — This field shall be set to the delay in seconds from the SMA as perceived by the MA for each
element in the root path, listed in order from the SMA, if present. In the case of the SMA element, the

value for the bandwidth shall be set to zero.

NOTE — The values for the perceived bandwidth and delay for the SMA elements are set to zero as the root path is assumed to
start at the SMA.
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94.8 SYSINFO control

The SYSINFO control in the SUBSREQ message is used to convey system information about the subscribing M A in its
SYSINFO sub-controls.

1

Control type

(SYSINFO) Length (0x02)

Sub-control (variable length)

The format of the SYSINFO control is shown in Figure 93. The description of each field is as follows:

Fistre 93—SYSINFEO-eontrol-format
i t

)  Control type — This field denotes the SYSINFO control. Its value shall be set to 0x08 (see Tablg 29).

b) Length — This field denotes the length (2 bytes) of the SYSINFO control. Its value'shall be set tp 0x02.

c) Sub-control — The sub-control types that can be used in the SYSINFO control are listed in Table 32. If
more than one sub-control is required, each sub-control shall be préceded by a two-byte $YSINFO
control.

9.4.8.1 [|SI_ UPTIME sub-control
The format of the SI UPTIME sub-control preceded by a SYSINFO control is shown in Figure 94. The desgription of
each field|of the SI UPTIME sub-control is as follows:

)  Sub-control type — This field denotes the SI UPTAME sub-control. Its value shall be set to 0x11 (see
Table 32).

b) Length — This field denotes the length (6 bytes)of the SI UPTIME sub-control. Its value shall be set to
0x06.

c) Uptime — This field shall be set to the elapsed time in seconds since the MA joined the RMCP-3 session.

0 8 C 16 24 il
Control type Sub-control type
(SYSINFO) Liength (0x02) (SI_UPTIME) Length (0x06)
Uptime (in seconds)
Figure 94 — SI_ UPTIME sub-control format

9.4.8.2 [|SI DELAY sub-control
The format of thes\SI/DELAY sub-control preceded by a SYSINFO control is shown in Figure 95. The desgription of
each field of the SI DELAY sub-control is as follows:

)\ Sub-control type — This field denotes the SI DELAY sub-control. Its value shall be set to Px12 (see
Table 32).

b) Length — This field denotes the length (6 bytes) of the SI DELAY sub-control. Its value shall be set to
0x06.

¢) Delay — This field shall be set to the delay in seconds from the SMA, as perceived by the MA.

0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (SI DELAY) Length (0x06)
Delay (in seconds)
Figure 95 — SI_DELAY sub-control format
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9.4.8.3 SI_ROOM_CMA sub-control

The format of the SI ROOM CMA sub-control preceded by a SYSINFO control is shown in Figure 96. The
description of each field of the SI ROOM_CMA sub-control is as follows:

a)

b)

¢)

d)

Sub-control type — This field denotes the SI ROOM_CMA sub-control. Its value shall be set to 0x13
(see Table 32).

Length — This field denotes the length (6 bytes) of the SI ROOM_CMA sub-control. Its value shall be
set to 0x06.

Number of CMAs allocated — This field shall be set to the number of CMA places that have been
allocated by the MA. When the SI ROOM_CMA sub-control is used in a SUBSREQ message this field
shall be set to 0x0000.

Total CMA capacity — This field shall be set to the total number of CMA capacity that the MA is able to
support.

NOTE|- The available number of CMAs will be the difference between the total number of CMA capacity and the|number of

CMAs(allocated.
0 8 16 24 1
Control type Sub-control type
(SYSINFO) Length (0x02) (ST ROOM CMA) Length (0x06)
Number of CMAs allocated Total CMA gdapacity

9.4.8.4 [SI PROV_BW sub-control

Figure 96 — SI_ROOM_CMA sub-control-format

The format of the SI PROV_BW sub-control preceded by a SYSINEQ. control is shown in Figure 97. The description

of each fi¢ld of the SI PROV_BW is as follows:

)  Sub-control type — This field denotes the SI PROV_BW sub-control. Its value shall be set to [0x15 (see
Table 32).

b) Length — This field denotes the length of'the’SI PROV_BW sub-control. Its value shall be set t¢p 0x06.

c) Incoming BW of NIC — This field shall be set to the maximum incoming bandwidth in Mbjt/s of the
network interface card.

d) Outgoing BW of NIC — Thissfield shall be set to the maximum outgoing bandwidth in Mb{t/s of the
network interface card.

0 8 16 24 1
Control type : Sub-control type
(SYSINFO) Length (0x02) (SI PROV BW) Length (0x06)
Incoming BW of NIC (in Mbit/s) Outgoing BW of NIC (in Mbit/s)

9.4.8.5 [SIXPOSS_BW sub-control

Figure 97 — SI PROV_BW sub-control format

The format of the SI POSS BW sub-control preceded by a SYSINFO control is shown in Figure 98. The description of
each field of the ST POSS BW sub-control is as follows:

a)

b)

©)

Sub-control type — This field denotes the ST POSS BW sub-control. Its value shall be set to 0x25 (see
Table 32).

Length — This field denotes the length (6 bytes) of the SI POSS _BW sub-control. Its value shall be set to
0x06.

Forwarding bandwidth — This field shall be set to the possible forwarding bandwidth in Mbit/s that the
MA can support.
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0 8 16 24 31

Sub-control type
(SI_ POSS_BW)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Forwarding bandwidth (in Mbit/s)

Figure 98 — SI_POSS_BW sub-control format

9.4.8.6 SI_SND_ BW sub-control

The format of the SI SND BW sub-control preceded by a SYSINFO control is shown in Figure 99. The description of
each field of the SI SND BW sub-control is as follows:

a) Sub-control type — This field denotes the SI SND BW sub-control. Its value shall be set to 0x35 (see

Table 32).

b) Length — This field denotes the length (6 bytes) of the SI SND BW sub-control. Its value sha]Il be set to
0x06.

c) Bandwidth — This field shall be set to the total bandwidth in Mbit/s consumed bycthe"MA tq serve its
CMA:s.

0 8 16 24 i1
Control type Sub-control type
(SYSINFO) Length (0x02) (SI_SND BW) Length (0x06)
Bandwidth (in Mbit/s)

Figure 99 — SI_ SND_BW sub-control format

9.4.8.7 [|SI_SND_PACKET sub-control

The formgat of the SI SND PACKET sub-control preceded. by a SYSINFO control is shown in Figure [100. The
description of each field of the SI SND PACKET sub-contsol'is as follows:

)  Sub-control type — This field denotes thé.SI SND PACKET sub-control. Its value shall be s¢t to 0x36
(see Table 32).

b) Length — This field denotes the length (6 bytes) of the ST SND PACKET sub-control. Its valye shall be
set to 0x06.

c)  Number of packets — This field shall be set to the total number of packets sent by the MA from start-up.

0 A8 16 24 11
Control type Sub-control type
(SYSINFO) Length (0x02) (SL_SND_PACKET) Length (0x06)
Number of packets

Figure 100 — SI SND_PACKET sub-control format

9.4.8.8 [|SL.SND BYTES sub-control

The format of the SI SND BYTES sub-control preceded by a SYSINFO control is shown in Figure 101. The
description of each field of the SI SND BYTES sub-control is as follows:

a) Sub-control type — This field denotes the ST SND BYTES sub-control. Its value shall be set to 0x37 (see
Table 32).

b) Length — This field denotes the length (6 bytes) of the SI SND BYTES sub-control. Its value shall be set
to 0x06.

c) Number of bytes — This field shall be set to the total number of bytes sent by the MA from start-up.
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1

Sub-control type
(SI_SND BYTES)

Control type

(SYSINFO) Length (0x02)

Length (0x06)

Number of bytes

Figure 101 — SI SND_BYTES sub-control format

9.4.89 SI_RCV_BW sub-control

The format of the SI RCV_BW sub-control preceded by a SYSINFO control is shown in Figure 102. The description of

each field

of the SI RCV_BW sub-control is as follows:

a) Sub-control type — This field denotes the SI RCV_BW sub-control. Its value shall be set to
Table 32).

0x45 (see

b)
0x06.

c)  Bandwidth — This field shall be set to the bandwidth in Mbit/s perceived by the MA between its
PMA.

Length — This field denotes the length (6 bytes) of the SI RCV_BW sub-control. Its value sha]ll be set to

elf and its

0 8 16 24 i1
Control type Sub-control type
(SYSINFO) Length (0x02) (SL RCV_BW) Length (0x06)
Bandwidth (in Mbit/s)
Figure 102 — SI_RCV_BW sub-control format
9.4.8.10 |[SI_ RCV_PACKET sub-control

The formjat of the SI RCV_PACKET sub-control preceded by“a SYSINFO control is shown in Figure
description of each field of the SI RCV_PACKET sub-contrel is'as follows:

a)  Sub-control type — This field denotes the SIZRCV_PACKET sub-control. Its value shall be s
(see Table 32).

b) Length — This field denotes the length (6 bytes) of the SI RCV_PACKET sub-control. Its valy
set to 0x06.

103. The

bt to 0x46

e shall be

fart-up.

c) Number of packets — This field:shall be set to the number of packets received by the MA from |
0 8 16 24 11
Control type . Sub-control type
(SYSINFO) ' Length (0x02) (SI RCV_PACKET) Length (0x06)
Number of packets
Figure 103 — SI RCV_PACKET sub-control format
9.4.8.11 SLLRCV_BYTES sub-control

s £ 41 QI DN _ DN TDC 1 1 dad L. SN QINTEO

The fo

+ ]l o L. - h
O tIC— OT_INCT vV D I T 00 st~ otrOT PICCCUTU— Oy d O T OTINT O CUMTOT 15— SOUWIT IO T T uUTT

description of each field of the SI RCV_BYTES sub-control is as follows:

a) Sub-control type — This field denotes the SI RCV_BYTES sub-control. Its value shall be set to
Table 32).

104. The

0x47 (see

b) Length — This field denotes the length (6 bytes) of the SI RCV_BYTES sub-control. Its value shall be

set to 0x06.

c) Number of bytes — This field shall be set to the number of bytes received by the MA from start-up.
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0 8 16 24 31
Control type Sub-control type
(SYSINFO) Length (0x02) (SI RCV BYTES) Length (0x06)
Number of bytes
Figure 104 — SI RCV_BYTES sub-control format
9.4.8.12 SI_TREE_CONN sub-control

The format of the SI TREE CONN sub-control preceded by a SYSINFO control is shown in Figure 105. The
description of each field of the SI TREE CONN sub-control is as follows:

a) Sub-control type — This field denotes the SI TREE CONN sub-control. Its value shall be set to 0x68

(see Table 32).

b) Number of MAIDs — This field shall be set to the number of MAIDs in the list including that 'of
c) MAID of PMA — This field shall be set to the MAID of the PMA of the reporting MA.
d) MAIDs of CMAs — These fields shall be set to the MAIDs of the CM As of the reporting MA.

he PMA.

NOTE[- There is no significance in the ordering of MAIDs.
0 8 16 24 il
Control type Sub-control type
(SYSINFO) Length (0x02) (SI TREE CONN) Number of MAIDs (n + |)
MAID of PMA
MAID of CMA 1
MAID of €MA n
Figure 105 — SI TREE- CONN sub-control format
9.4.8.13 |[SI TREE_MEM sub-control

The forn]
descriptio

NOTE

at of the SI TREE MEM sub-control preceded by a SYSINFO control is shown in Figure
n of each field of the SI TREE /MEM sub-control is as follows:

a)  Sub-control type — This field denotes the SI TREE _MEM sub-control. Its value shall be set to
Table 32).

b) Number of MATDs"— This field shall be set to the number of MAIDs listed in the SI TRI
sub-control.

c) MAIDs of-member — These fields shall be set to the MAIDs of the members of the sub-tree de
TREEEXPLOR control.

— There is.no significance in the ordering of MAIDs.

106. The
0x69 (see
FE MEM

fined by a

8 16 24

Sub-control type
(SI TREE MEM)

Control type
(SYSINFO)

Length (0x02) Number of MAIDs (n)

MAID of member 1

MAID of member n

72

Figure 106 — SI. TREE_MEM sub-control format
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The TIMESTAMP control is used to measure the transmission time between the sending MA and the receiving MA.

16

31

Control type
(TIMESTAMP)

Length (0x10)

Reserved

Time 1 (when the sender starts to send)

Time 2 (when the packet appears at receiver)

Time 3 (when the receiver starts to reply)

The form:

9.4.10

When an
can cause]
CANDID
invited, sq

2)
b)

c)
d)

e)

Figure 107 —- TIMESTAMP control format

it of the TIMESTAMP control is shown in Figure 107. The description of each field is as folows:

Control type — This field denotes the TIMESTAMP control. Its value shall be set'to’0x09 (see Tj
Length — This field denotes the length (16 bytes) of the TIMESTAMP control. Its value shal

0x10.

Reserved — This field is reserved for future use. Its value shall be setste zero. It is ignored by the

Time 1 — This field shall be set to the time when the request.message has started to be s

recipient.

Time 2 — This field shall be set to the time when the reque§message appears at the recipient.
field is included in a request message, its value shall be.s€t to zero.

Time 3 — This field shall be set to the time whén' the answer message has started to be s
requestor. When this field is included in a requestimessage, its value shall be set to zero.

ICANDIDATEHMA control

able 29).

be set to

receiver.

ent to its

When this

ent to the

HMA leaves a session, every non-HMA in the multicast network area may compete to become an HMA. This
the multicast network to be flooded withizthe HANNOUNCE message. To prevent HMA selection|
ATEHMA control in an HLEAVE message is used to convey a restricted list of candidate HMA
lected by the leaving HMA, to compete to become the replacement HMA.

collision,
s that are

0 8 24 31
Controktype Reserved Number of
(CANDIDATEHMA) MAIDs
MAID 1
MAID 2
MAID n

Figure 108 — CANDIDATEHMA control format

The format of the CANDIDATEHMA control is shown in Figure 108. The description of each field is as follows:
Control type — This field denotes the CANDIDATEHMA control. Its value shall be set to 0x0A (see

a)

Table 29).
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b)
¢)

d)

Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the receiver.
Number of MAIDs — This field shall be set to the number of MAIDs listed in CANDIDATEHMA

control.

MAID(s) — These fields shall be set to the MAIDs of candidate HMAs selected by the leaving HMA.

9.4.11 TREEEXPLOR control

The TREEEXPLOR control is used to limit the inspection size of a tree.

(CTOII{IISEE?QI))GLOR) Length (0x04) Reserved free depth

The format of the TREEEXPLOR control is shown in Figure 109. The description of each field is a§follows:

2)
b)

c)
d)

9.4.12 |COLLECT control

Figure 109 —- TREEEXPLOR control format

Control type — This field denotes the TREEEXPLOR control. Its value shalllbe set to (|
Table 29).

Length — This field denotes the length (4 bytes) of the TREEEXPLOR ‘centrol. Its value sH
to 0x04.

Reserved — This field is reserved for future use. Its value shall be set\tezero. It is ignored by thd

Tree depth — This field shall be set to a value to specify the scope of tree inspection. A tree

defines the set of MAs consisting of the selected MA (or the!SMA) that receives the STREQ m
of its CMAs and all of its descendants on the RMCP-2 tree within n hops of the selected M
SMA).

8 16 24 ]

x0B (see

all be set

receiver.

lepth of n
bssage, all

A (or the

Control type

(COLLECT) Length (0x0C) Reserved Number of sub-control

MAID (MAID of MA to which the following status reports apply)

The format of the COLLECT \control is shown in Figure 110. The description of each field of the COLLECT

as followy:
@)
b)
c)
d)

Eigure 110 — COLLECT control format

Controltype — This field denotes the COLLECT control. Its value shall be set to 0x0C (see Tab,
Length)— This field denotes the length (12 bytes) of the COLLECT control. Its value shall be se

Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by thd

‘Number of sub-controls — This field shall be set to the number of sub-controls associated wit]

e)

identified in the MAID in e).

control is

e 29).
to 0x0C.

receiver.

h the MA

MAID — This field shall be set to the MAID of the MA to which the status reports in the following

SYSINFO sub-controls apply (see Figure 71).

9.4.13 PSEUDO_HB control

When a PMA tries to recover from network partition, its descendants may start the network fault recovery procedure
due to HB message timeout. A single point of partitioning may cause a fault recovery chain effect.

To avoid this, the MA generates a PSEUDO_HB control in order to notify its descendants of a network fault and to
delay its descendants' fault recovery procedure.
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8 16 31

Control type

(PSEUDO_HB) Length (0x04) Reserved

The format o
is as follows:

a)
b)

Figure 111 - PSEUDO_HB control format

fthe PSEUDO_HB control for a pseudo-HB message is shown in Figure 111. The description of each field

Control type — This field denotes the PSEUDO_HB control. Its value shall be set to 0x0D (see Table 29).

Length — This field denotes the length (4 bytes) of the PSEUDO_HB control for the HB message. Its
value shall be set to 0x04.

C)

94.14 |PARAMETER control

Reserved — 15 fictd fsTeserved for futare use. 113 vatue Sttt be Serto Zero. 1t 1S [gnored by tig receiver.

The operptions of the MA including SMAs such as RMCP-2 tree maintenance and HMA-related opergtions are
conducted based on some parameters, e.g., timer. The session-related parameters are provided by the SM tp the MA
during th¢ session subscription process. The PARAMETER control is used to deliver thecsession-related pgarameters

from the $M to the MA.
0 8 16 3
(Piﬁf/{lg%m Length (0x10) T PPROBE N_PPROBE
T HB N_HB T_HSOEICIT N_HSOLICIT
T_HANNOUNCE N_HANNOUNCE T/RELAY N_RELAY
T LEAVE Reserved (0x000000)

The format o
)

b)

9
d)
e)
)
2)

Figure 112 - PARAMETER control format

fthe PARAMETER control is shown in Figure 112. The description of each field is as follows:

Control type — This field denotes the PARAMETER control. Its value shall be set to (xOE (see
Table 29).

Length — This field denotes the length (16 bytes) of the PARAMETER control for the SUBSANS
message. Its valug:shall be set to 0x10.

T PPROBE - Retransmission interval of the PPROBREQ message (in seconds).

N _PPROBE'— Maximum number of PPROBREQ messages delivered in a single trial.
T HB%'Retransmission interval of the HB message (in seconds).

N HB — Maximum count of T _HB timeout before recognition of the network partition.
T HSOLICIT — Retransmission interval of the HSOLICIT message (in second).

h)
)
i
k)
)

N_HSOLICIT — Maximum counts of T _HSOLICIT timeout before recognition of the absence of other
MA:ss in the local multicast network.

T HANNOUNCE — Expectation timeout for the HANNOUNCE message (in seconds).

N HANNOUNCE — Maximum counts of T HANNOUNCE timeout before recognition of HMA
absence.

T RELAY — Retransmission interval of the RELREQ message (in seconds).

N_RELAY — Maximum count of T RELAY timeout before recognizance of connectivity problem
between PMA and CMA.

T LEAVE — Expectation timeout for the LEAVANS message (in seconds).

Reserved — This field is reserved for future use. Its value shall be set to zero. It is ignored by the receiver.
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SERV_USER_IDENT control

SERV_USER_IDENT control is used to confirm that the RMA issuing the SUBSREQ message has been registered by
the content provider for participation in closed groups (see clause 8.1.1.5). The SERV_USER IDENT control type shall
be used only when the RMA joins a secure RMCP-2 session in which the MM groups are defined as closed. The
SERV_USER IDENT control is used only in a secure RMCP-2.

8 16 31

(SERV_USER_IDENT)

Control type Length (variable)

SERV_USER_ID (variable length)

The form:

NOTE

identifier provided by the content provider.

9.4.16

AUTH cqntrol is used to initiate membership authéntication. This control is a mandatory part of the secure]

RELREQ

Figure 113 — SERV_USER_IDENT control format

)  Control type — This field denotes the SERV_USER IDENT confrol. Its value shall be s¢
(see Table 30).

b) Length — This field shall be set to the length in bytes of the SERV_USER_IDENT control in by

c) SERV _USER ID — This field denotes the service user/identifier allocated to the RMA by th
provider (see clause 8.1.1.5). Its value shall be idefiti¢al to that provided to the RMA by th
provider.

— The length of the SERV_USER_ID field and the SERV_"USER_IDENT control will be dependent on the le|

IAUTH control

it of the SERV_USER IDENT control is shown in Figure 113. The description/of each field is as follows:

t to 0x22
tes.
e content

e content

hgth of the

RMCP-2

message. The AUTH control is used only in a secure RMCP-2.
0 8 16 3l
Control type
(AUTH) Length (0x04) AUTH_NAME Reserved (0x00)

The format of the AUTH control is shown in Figure 114. The description of each field is as follows:

9.4.17

Figure 114 — AUTH control format

Control type — This field denotes the AUTH control. Its value shall be set to 0x23 (see Table 30)

enath h eld-denote he lenaoth in byvtes o he A H contro Hue-shall be set to 0

MEM_AUTH (see Table 45).

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

AUTH_ANS control

c) AUTH NAME — This field denotes the authentication mechanism. Its value shall be set to 0x01 denoting

AUTH_ANS control is used to notify the result of membership authentication. This control is a mandatory part of the
secure RMCP-2 RELANS message. The AUTH_ANS control is used only in a secure RMCP-2.
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0 8 16 24 31
Control type
(AUTH_ANS) Length (0x04) Auth_result Key Flag
Sub-control type .
(KEY MATERIAL) Length (= variable up to 0x0804) Key Type
Key DATA

Figure 115 — AUTH_ANS control, including KEY MATERIAL sub-control format

The format of the AUTH_ANS control and its KEY MATERIAL sub-control are shown in Figure 115. The description
of each fi¢gld of the AUTH_ANS control is as follows:

a)  Control type — This field denotes the AUTH_ANS control. Its value shall be set to 0x24.(see Table 30).
b) Length — This field denotes the length in bytes of the AUTH_ANS control. Its value shall be sef to 0x04.

c) Auth result — This field denotes the result of authentication. Its value shall beset to 0x01 for $uccessful
authentication; in the case of unsuccessful authentication, the value shall be.set to one of the other codes
in Table 37.

d) Key Flag — This field denotes the presence or absence of key information in the KEY MATERIAL
sub-control of the AUTH_ANS control. Its value shall be set t0\0x01 if key information is pgovided in
the message; its value shall be set to 0x00 if this information is.het provided.

9.4.17.1 [KEY_MATERIAL sub-control

The KEY| MATERIAL sub-control shall not be included in the REI/ANS message if the key flag is set to x00. The
description of each field of the KEY MATERIAL sub-control is\as*follows:

) Sub-control type — This field denotes the KEY."MATERIAL sub-control. Its value shall be s¢t to 0x01
(see Table 34).

b) Length — This field shall be set to the\total length of the KEY MATERIAL sub-control in|bytes. Its
value shall not exceed 0x0804.

c) Key Type — This field denotes the type of the key information. Its value shall be set to one of the code
values in Table 38.

d) Key DATA — This field shall contain key information resulting from clause 8.2.3, and it shall b¢ included
if the receiver is an RMA.

9.4.18 |SMA_PROPOSE cofitrol

The SMA PROPOSE control is used by the SMA to propose values to the SM for GR_ATTRIBUTE, GK| MECHA
and CON[EN DEC ID. The SMA PROPOSE control is used only in a secure RMCP-2.

0 8 16 24 1
Sgonuol ype Length (0x08) GP_ATTRIBUTE GK_MECHA
CON_EN _DEC ID Reserved (0x00)

Figure 116 — SMA_PROPOSE control format

The format of the SMA PROPOSE control is shown in Figure 116. The description of each field is as follows:

a) Control type — This field denotes the SMA PROPOSE control. Its value shall be set to 0x11 (see
Table 30).

b) Length — This field denotes the length in bytes of the SMA PROPOSE control. Its value shall be set to
0x08.
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©)
d)
e)

f)

GP _ATTRIBUTE — This field denotes the group property proposed by the SMA. Its value shall be set to
one of the code values in Table 41.

GK _MECHA — This field denotes the update property of the group key proposed by the SMA. Its value
shall be set to one of the code values in Table 42.

CON _EN DEC ID — This field denotes the content encryption algorithm proposed by the SMA. Its
value shall be set to one of the code values less than 1x00 in Table 39.

Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9.4.19 GK MECH_CAPAB control

The GK_ MECH_CAPAB control is used to indicate the capabilities of the SMA and DMAs during the establishment of
the security policy. The GK_ MECH_CAPAB control is used only in a secure RMCP-2.

8 16 24 31

GK_MECH CAPAB)

Control type Length (0x04) GK_NAME PREFER

Figure 117 - GK_MECH_CAPAB control format

The formpt of the GK_MECH_CAPAB control is shown in Figure 117. This confrol may be repeated i order to
indicate s¢veral mechanisms, each with their own order of preference. The description,of each field is as followys:

2)
b)
c)

d)

9.4.20 |[EN_DEC_CAPAB control

Control type — This field denotes the GK_ MECH_CAPAB control. Its value shall be set to Px12 (see
Table 30).

Length — This field denotes the length in bytes of the GK. MECH_CAPAB control. Its value shall be set
to 0x04.
GK_NAME — This field denotes a security mechanism held by the SMA or DMA for possible juse in the
secure RMCP-2 session. Its value shall be set to one of the code values in Table 43.

PREFER — This field denotes the priority of-the proposed security mechanism in the preceding field. Its
value shall be set to an integer in the range(Ivto 6. The integer '1' shall indicate the highest priority.

The EN_DEC CAPAB control is used to indieate the capabilities of the SMA and DMAs during the establishment of

the security policy. The EN_DEC_CAPAB confrol is used only in a secure RMCP-2.

8 16 24 3

(EN DEC CAPAB)

Control type Length (0x04) EN_DEC_ID PREFER

Figure 118 — EN_DEC_CAPAB control format

The format of the EN DEC CAPAB control is shown in Figure 118. This control may be repeated in order fo indicate

several mpehamisms, each with their own order of preference. The description of each field is as follows:

a)
b)
©)

d)

Control type — This field denotes the EN_DEC CAPAB control. Its value shall be set to 0x13 (see
Table 30).

Length — This field denotes the length in bytes of the EN._ DEC_CAPAB control. Its value shall be set to
0x04.

EN DEC ID — This field denotes a proposed encryption algorithm held by the SMA or DMA for
possible use in the secure RMCP-2 session. Its value shall be set to one of the code values in Table 39.

PREFER — This field denotes the priority of the proposed security mechanism in the preceding field. Its
value shall be set to an integer in the range 1 to 5. The integer '1' shall indicate the highest priority.

9.4.21 AUTH_ALG_CAPAB control

The AUTH_ALG CAPAB control is used to indicate the capabilities of the SMA and DMAs during the establishment
of the security policy. The AUTH_ALG_CAPAB control is used only in a secure RMCP-2.
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31

(AUTH ALG CAPAB)

Control type

Length (0x04)

AUTH_ID

PREFER

Figure 119 - AUTH_ALG_CAPAB control format

The format of the AUTH _ALG CAPAB control is shown in Figure 119. This control type may be repeated in order to
indicate several mechanisms, each with their own order of preference. The description of each field is as follows:

a) Control type — This field denotes the AUTH _ALG_CAPAB control. Its value shall be set to 0x14 (see

Table 30).

b) Length — This field denotes the length in bytes of the AUTH ALG CAPAB control. Its value shall be set

to 0x04.

c) AUTH ID — This field denotes a hash/MAC algorithm held by the SMA or DMA for pdssible juse in the
secure RMCP-2 session. Its value shall be set to one of the code values in Table 40.

d) PREFER — This field denotes the priority of the proposed security mechanism in‘the ‘preceding field. Its
value shall be set to an integer in the range 1 to 3. The integer 'l' shall indicatethe.highest priority.

9.4.22 |GK_MECH control
The GK_MECH control is used to indicate the group key mechanism for the securitypolicy. The GK_MECH|control is
used only|in a secure RMCP-2.
0 16 24 3
Control type
(GK MECH) Length (0x08) GP{ATTRIBUTE GK_NAME
GK_MECHA Reserved (0x00)
Figure 120 - GK*MECH control format
The format of the GK_ MECH control is shown in Figure 120. The description of each field is as follows:
a)  Control type — This field denotes the GK_MECH control. Its value shall be set to 0x15 (see Taljle 30).
b) Length — This field denotes the length in bytes of GK_ MECH control. Its value shall be set to 0x08.
c) GP _ATTRIBUTE +This field denotes the group property for the security policy. Its value shal| be set to
one of the code-values in Table 41.
d) GK NAME ~ This field defines the group key mechanism for the security policy. Its value shalll be set to
one of the-code values in Table 43.
e) GK MECHA — This field denotes the update property of the group key for the security policy| Its value
shall.be set to one of the code values in Table 42.
9.4.23 |AUTH_MECH control

The AUTH_MECH control is used to indicate the authentication type for the security policy. The AUTH MECH
control is used only in a secure RMCP-2.

16

24

31

Control type
(AUTH _MECH)

Length (0x04)

AUTH_ATTRIBUTE

AUTH_NAME

Figure 121 - AUTH_MECH control format
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The format of the AUTH_MECH control is shown in Figure 121. The description of each field is as follows:

a)
b)
c)

d)

Control type — This field denotes the AUTH MECH control. Its value shall be set to 0x16 (see
Table 30).

Length — This field denotes the length in bytes of the AUTH MECH control. Its value shall be set to
0x04.

AUTH ATTRIBUTE — This field denotes the authentication type for the security policy. Its value shall be
set to 0x01 denoting MEMBERSHIP (see Table 44).

AUTH NAME — This denotes the authentication mechanism for the security policy. Its value shall be set
to 0x01 denoting MEM_AUTH (see Table 45).

9.4.24 CON_EN DEC_ALG control

The CON_EN DEC ALG control is used to indicate the content encryption algorithm for the security policy. The

CON_EN[DET_ATTG control is used only in a secure RMCP-2.

8 16 24 3

CON_EN DEC ALG)

Control type

Length (0x04) CON_EN _DEC ID Reserved (0x00)

Figure 122 - CON_EN_DEC_ALG control format

The format of the CON_EN DEC ALG control is shown in Figure 122. The description of each field is as follows:

2)
b)
c)

d)

9.4.25 |GK _EN_DEC_ALG control

Control type — This field denotes the CON_EN _DEC_ ALG control. Its value shall be set to 0x17 (see
Table 30).

Length — This field denotes the length in bytes of the«CON _EN DEC ALG control. Its value shall be set
to 0x04.

CON_EN DEC ID — This field denotes theccontent encryption algorithm for the security policy. Its
value shall be set to one of the code values in,Table 39.

Reserved — This field is reserved for future use. Its value shall be set to 0x00.

The GK_EN _DEC ALG control is used to.ifidicate the group key encryption algorithm for the security p¢licy. The

GK_EN_DEC_ALG control is used only infa secure RMCP-2.

8 16 24 3

(GK_EN DEC ALG)

Control type Length (0x04) GK_EN DEC ID Reserved (0x00)

Figure 123 - GK_EN_DEC_ALG control format

The format of the GK_EN DEC ALG control is shown in Figure 123. The description of each field is as follojws:

AY

fald d

&
b)
©)

d)

Ok ENL D AL C 11 L
T

ral 4 £ Tl 4 4 teal T4 ] L. $t ]8
Controt—trpe—This—fretd-denotes—the—GK—EN-DEC—ALG—eontrot—Hs—vatue—shal-be—setto-0x18 (see

Table 30).

Length — This field denotes the length of the GK_EN _DEC ALG control in bytes. Its value shall be set
to 0x04.

GK _EN DEC ID — This field denotes the group key encryption algorithm for the security policy. Its
value shall be set to one of the code values in Table 39.

Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9.4.26 AUTH_ALG control

The AUTH_ALG control is used to indicate the group key encryption algorithm for the security policy. The
AUTH_ALG control is used only in a secure RMCP-2.
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1

(Egl}t;flgyfé) Length (0x04) AUTH_ID Reserved (0x00)

Figure 124 - AUTH_ALG control format

The format of the AUTH ALG control is shown in Figure 124. The description of each field is as follows:
a) Control type — This field denotes the AUTH_ALG control. Its value shall be set to 0x19 (see Table 30).

9.4.27

b) Length — This field denotes the length in bytes of the AUTH ALG control. Its value shall be set

to 0x04.

¢) AUTH ID — This field denotes the hash/MAC algorithm for the security policy. Its value shall be set to

OIE Of e code valtues i T abie 40:

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

GK_MECH_DELIVER control

The GK_MECH_DELIVER control is used to indicate the group key mechanism for the security policy when it does

not hold| the GK NAME security algorithm, or when the configuration of this algoerithm has fa
GK ME(H DELIVER control is used only in a secure RMCP-2.

0 8 16 24 3

led. The

(GK_MECH DELIVER)

Control type

Length (0x04) GK_NAME Reserved (0x00)

The format of the GK_ MECH_DELIVER control is shown in‘\Figure 125. The description of each field is as f

9.4.28

The AUTH_MECH_DELIVER control is used to indicate the authentication type for the security policy wh
not hold|the AUTH{NAME security algorithm, or when the configuration of this algorithm has faj
AUTH_MECH _DEHVER control is used only in a secure RMCP-2.

Figure 125 - GK_MECH_DELIVER control format

a)  Control type — This field denotes the GKMMECH DELIVER control. Its value shall be set to
Table 30).

0x04.

identical to that in the @K NAME field in the GK_MECH control of the SECLIST mes
clause 9.4.22 d)).

d) Reserved — This figld is reserved for future use. Its value shall be set to 0x00.

AUTH_MECH_DEEIVER control

c) GK NAME — This field denotés the group key mechanism for the security policy. Its valug

llows:
x1A (see

b) Length — This field denotes the length-in bytes of GK. MECH DELIVER control. Its value shall be set to

shall be
sage (see

en it does
iled. The

. Cﬁggﬁ t}ggLIVER) Length (0x04) AUTH_NAME Reserved (0x00)

Figure 126 - AUTH_MECH_DELIVER control format

The format of the AUTH MECH DELIVER control is shown in Figure 126. The description of each field is as

follows:

a) Control type — This field denotes the AUTH MECH_DELIVER control. Its value shall be set to 0x1B

(see Table 30).

b) Length — This field denotes the length in bytes of the AUTH MECH_DELIVER control. Its value shall

be set to 0x04.
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c) AUTH NAME — This field denotes the authentication mechanism for the security policy. Its value shall

d)

be set to 0x01 denoting MEM_AUTH (see Table 45).

Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9429 CON_EN_DEC_DELIVER control

The CON_EN DEC DELIVER control is used to indicate the content encryption algorithm for the security policy
when it does not hold the CON_EN DEC ALG security algorithm, or when the configuration of this algorithm has
failed. The CON_EN_DEC DELIVER control is used only in a secure RMCP-2.

8 16 24 31

(CON_EN DEC DELIVER)

Control type Length (0x04) CON_EN_DEC ID Reserved (0x00)

The formpt of the CON_EN DEC DELIVER control is shown in Figure 127. The description 0f each 1

follows:

2)

b)

c)

d)

9.430 |GK _EN_DEC_DELIVER control

The GK_EN DEC DELIVER control is used to indicate’the group key encryption algorithm for the secu
when it does not hold the GK_ EN DEC_ALG security algorithm, or when the configuration of this algo
failed. The GK_EN_DEC_DELIVER control is used-only in a secure RMCP-2.

Figure 127 — CON_EN_DEC_DELIVER control format

Control type — This field denotes the CON_EN DEC DELIVER control.\Itsvalue shall be sd
(see Table 30).

Length — This field denotes the length of the CON_EN DEC_ DELIVER control in bytes. Its
be set to 0x04.

CON _EN DEC _ID — This field denotes the content encryption algorithm for the security
value shall be identical to that in the CON_EN DEC ID field of the CON_EN DEC ALG con
SECLIST message (see clause 9.4.24 c)).

Reserved — This field is reserved for future use. Its y¥alue shall be set to 0x00.

8 16 24 3

ield is as
t to O0x1C
alue shall

policy. Its
trol in the

ity policy
rithm has

I~

GK_EN DEC DELIVER)

Control type Length (0x04) GK_EN_DEC_ID Reserved (0x00)

The format of the GKEN DEC DELIVER control is shown in Figure 128. The description of each field is as

2)

b)

Figure 128 - GK_EN_DEC_DELIVER control format

Control type — This field denotes the GK_ EN DEC DELIVER control. Its value shall be sd
(sce Table 30).

follows:
it to 0x1D

Length — This field denotes the length in bytes of the GK_ EN DEC DELIVER control. Its

alue shall

¢)

d)

be set to UxU4.

GK EN DEC ID — This field denotes the group key encryption algorithm for the security policy. Its
value shall be identical to that in the GK_EN DEC ID field of the GK_ EN DEC ALG control in the

SECLIST message (see clause 9.4.25 c)).

Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9.431 AUTH_ALG_DELIVER control

The AUTH_ALG DELIVER control is used to indicate the hash/MAC algorithm for the security policy when it does
not hold the AUTH ALG security algorithm, or when the configuration of this algorithm has failed. The
AUTH_ALG DELIVER control is used only in a secure RMCP-2.
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0 8 16 24 31

Control type
(AUTH ALG DELIVER)

Length (0x04) AUTH_ID Reserved (0x00)

Figure 129 - AUTH_ALG_DELIVER control format

The format of the AUTH ALG DELIVER control is shown in Figure 129. The description of each field is as follows:

a) Control type — This field denotes the AUTH_ALG DELIVER control. Its value shall be set to Ox1E (see
Table 30).

b) Length — This field denotes the length in bytes of the AUTH ALG DELIVER control. Its value shall be
set to 0x04.

C) AUTH 1D — This ficid denotes e nastyMACatgorTtmT for te security poticy. 1ts vatug shall be
identical to that in the AUTH ID field of the AUTH ALG control in the SECLIST jtegsage (see
clause 9.4.26 ¢)).

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9.4.32 |[SEC_RETURN control

The SEC|RETURN control is used to indicate the result of SECAGREQ message. The SE€ RETURN contfol is used
only in a §ecure RMCP-2.

Control type

(SEC_RETURN) Length (0x04) SEC_REFURN Reserved (0x00)

Figure 130 — SEC_RETURN control format

The format of the SEC_RETURN control is shown in Figute’130. The description of each field is as follows:

a)  Control type — This field denotes the, SEC_RETURN control. Its value shall be set to OxIF (see
Table 30).

b) Length — This field denotes the-length in bytes of the SEC_RETURN control. Its value shall be set to
0x04.

c) SEC RETURN — This field.denotes the result of SECAGREQ request. Its value shall be set to §x01 for a
successful return; the value for other results shall be indicated by one of the other remaining codes in
Table 38.

d) Reserved — This field is reserved for future use. Its value shall be set to 0x00.

9.4.33 |KEY_INFO control

The KEY| INFO contfol is used to indicate the proposed key information. The KEY INFO control is used|only in a
secure RNICP-2,

0 3 16 24 2
Control type
(KEY INFO) Length (0x04) Key type Reserved (0x00)
(KSEu\l()—Cl\(/)lTX?él;}’[p:L) Length (= variable up to 0x0804) Key type
KEY_DATA

Figure 131 — KEY_INFO control, including KEY _MATERIAL sub-control format
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The format of the KEY INFO control and its KEY MATERIAL sub-control is shown in Figure 131. The description of
each field of the KEY INFO control is as follows:
a) Control type — This field denotes the KEY INFO control. Its value shall be set to 0x20 (see Table 30).
b) Length — This field denotes the length of the KEY INFO control in bytes. Its value shall be set to 0x04.
c) Key type — This field denotes the type of the proposed key information. Its value shall be set to one of

the code values in Table 38.

9.4.33.1 KEY_MATERIAL sub-control

The description of each field of the KEY MATERIAL sub-control is as follows:

a) Sub-control type — This field denotes the KEY MATERIAL sub-control. Its value shall be set to 0x01
(see Table 30).

b) Length — This field shall be set to the total length in bytes of the KEY MATERIAL sub-control. Its
value shall not exceed 0x0804.

c) Key type — This field denotes the type of the key information. Its value shall be set to(one of the code
values in Table 38.

d) KEY DATA — This field shall contain the time information and seed value needed to generafe the key
identified by Key type.
9.434 |ACL_LIST control

The ACL| LIST control is used to contain the hashed MAID and hashed Kris for each authenticated RMA in the current
session. Tlhhe ACL_LIST control is used only in a secure RMCP-2.

0 8 16 24 3
Control type Sub-eontrol type
(ACL LIST) Length (0x02) (ACI, DATA) Reserved (0x00)
Length (variable) N ACL

DATA(HASHED MAID|| HASHED KrLs)

Figure 132 — ACL_LIST control\including ACL_DATA sub-control format

The format of the ACL_LIST control and itsxACL_DATA sub-control is shown in Figure 132. The descripti¢n of each
field of the ACL_LIST control type is as follows:

a)  Control type — This field dénotes the ACL_LIST control. Its value shall be set to 0x21 (see Tabje 30).
b) Length — This field.denotes the length in bytes of the ACL_LST control. Its value shall be set tq 0x02.

9.4.34.1 |ACL_DATA sub-centrol

The descrjiption of eachefield of the ACL._DATA sub-control is as follows:

)  Sub-control type — This field denotes the ACL DATA sub-control. Its value shall be set to 0x02 (see
Table-34).

b),,‘Length — This field shall be set to the length in bytes of the ACL_DATA sub-control.

4 his eld sha be-settothe numberofthe entriesinthe ACL _LIST control

ACL DATA — This field shall contain the HASHED MAID, HASHED Kris for each authenticated RMA
in the current session.

10 Parameters

This clause explains the parameter values of RMCP-2 tree management. Session ID and MAID must be a unique value
to identify the session and MA, respectively. RMCP-2 provides a generation rule of the ID value used for a session and
MA.
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10.1 Identifications used in RMCP-2

10.1.1  Session ID

SID is a 64-bit value that identifies the RMCP-2 session. SID is a combination of the local IP address of the SM and the
multicast address of the session. The multicast address should be a unique value that distinguishes the RMCP-2 session.

IP address of SM Multicast address

Figure 133 — RMCP-2 SID format

The format of the SID is shown in Figure 133. The description of each field is as follows.

a) [P address of SM — This field denotes the IPv4 address of the SM. It shall be in the format qf a 32-bit
IPv4 address.

b) Multicast address — This field denotes the IPv4 multicast address that is used in. a/$ession. It ghall be in
the format of the 32-bit Class D multicast address.

10.1.2  |[Multicast agent ID (MAID)
MAID is f 64-bit value that identifies the MA. MAID is combination of the IP address’and port number.

0 31 63

IP address Port Reserved

Figure 134 - RMCP-2 MAID format

The format of the MAID is shown in Figure 134. The desetiption of each field is as follows.

a) [P address — This field denotes the [Rv4 address of the MA. It shall be in the format of a 3P-bit IPv4
address.

b) Port — This field denotes the pert number that is used by the MA for exchanging RMCP-2 m¢ssages. It
shall be in the format of a 32-bit IPv4 address.

c) Reserved — This field is.reserved for future use. Its value shall be set to zero.

10.2 (Code values used in RMCP-2

This clauge defines code valuesfor the following:
) node types
b) message types

c) eontrol types

d)" sub-control types

10.2.1  Codes values for basic RMCP-2 node types
Table 26 lists the node types for the basic RMCP-2 and their corresponding 4-bit code values.

Table 26 — Node type code values for basic RMCP-2

Node type Code value (4 bits)
SM 0x1
SMA 0x2
RMA 0x4
DMA (For secure 0x5
RMCP-2 only)
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Code values for RMCP-2 message types

Table 27 lists the RMCP-2 message types and their corresponding code values.

Table 27 — Code values for basic RMCP-2 message types

NOTE

Table 28
SUBREQ

Message type Code value
(Hexadecimal)
SUBSREQ o0l
SUBSANS 0x02
PPROBREQ 0x03
PPROBANS 0x04
HSOLICIT 0x05
HANNOUNCE 0x06
HLEAVE 0x07
RELREQ 0x08
RELANS 0x09
STREQ 0x0A
STANS 0x0B
STCOLREQ OxIA
STCOLANS 0x1B
LEAVREQ 0x0C
LEAVANS 0x0D
HB 0x10
FAILCHECK 0x1C
TERMREQ OxOE
TERMANS 0xOF
SINFO 0x11
SMNOTI 0x12

— The SINFO and SMNOTI messages are definéd in Annex B which is used to provide RMCP-2 with multiple

lists the secure RMCP-2 message types and their corresponding code values. The code valug
RELREQ and RELANS messages ‘ate the same as for the code values used in basic RMCP-2.

Table 28—~ Code values for secure RMCP-2 message types

SMs.

s for the

10.2.3

Message type (HCe(:;fizjil;Zl)
SECAGREQ 0x21
SECLIST 0x22
SECALGREQ 0x23
SECAGANS 0x24
KEYDELIVER 0x25
HRSREQ 0x26
HRSANS 0x27

Code values for RMCP-2 control types

Table 29 lists the RMCP-2 control types and their corresponding code values
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Table 29 — Code values for RMCP-2 control types
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Control type Value (Hexadecimal)
RP_COMMAND 0x01
SI_ COMMAND 0x02
DATAPROFILE 0x03
NEIGHBORLIST 0x04
REASON 0x05
RESULT 0x06
ROOTPATH 0x07
SYSINFO 0x08
TIMESTAMP 0x09
CANDIDATEHMA 0x0A
TREEEXPLOR 0x0B
COLLECT 0x0C
PSEUDO_HB 0x0D
PARAMETER 0xOE

ists the control types and their corresponding code values used for secure RMCP=2 only.

Table 30 — Code values for secure RMCP-2 control'types

Control type (Hex\;zleli?mal)
SMA_PROPOSE Ox11
GK_MECH _CAPAB 0x12
EN_DEC_CAPAB 0x13
AUTH _ALG _CAPAB Ox14
GK_MECH 0x15
AUTH_MECH 0x16
CON_EN _DEC_ALG 0x17
GK_EN DEC_ALG 0x18
AUTH_ALG 0x19
GK_MECH_DELTVER Ox1A
AUTH MECH _DELIVER 0x1B
CON_EN-DEC DELIVER 0x1C
GK_EN, DEC_DELIVER 0xI1D
AUTH_ALG DELIVER OxIE
SEC_RETURN OxIF
KEY_INFO 0x20
ACL_LIST ox21
SERV_USER_IDENT 0x22
AUTH 0x23
AUTH_ANS 0x24

Code values for sub-control types

Sub-control types for the ROOTPATH control

Table 31 lists the code values for the sub-controls of the ROOTPATH control. The length in bytes of each root path
element is indicated for each ROOTPATH type.
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Table 31 — Sub-control type codes for the ROOTPATH control and the RP_COMMAND control

Length of
Command
Code . root path
Sub-control type . code Meaning
(8 bits) (16 bits) element
(in bytes)
RP_ID 0x11 0x00 01 The ROOTPATH control contains only the MAID for each node. 8
The ROOTPATH control contains only the bandwidth in Mbit/s as
RP_BW 0x12 0x00 02 perceived by the MA for each node. 4
The ROOTPATH control contains only the delay in seconds from
RP_DL Ox14 0x00 04 the SMA as perceived by the MA for each node. 4
The ROOTPATH control contains the MAID and bandwidth in
RP_ID_BW Ox13 0x00 03 Mbit/s as perceived by the MA for each node. 12
RP ID DF ; The ROOTPATH control contains the MAID and the delay in .
G VALY VAVUES seconds from the SMA as perceived by the MA for each node. :
The ROOTPATH control contains the MAID, bandwidth in Mbit/s
RP_ID_BW_DL | 0x17 0x0007 and the delay in seconds as perceived by the MA for each node. 16
NOTE - [The code values for RP_ID BW, RP_ID DL and RP_ID BW_DL sub-controls are calculated by 0x10 plus the
arithmeti¢ sums of the last four bits of the individual codes of the RP_ID, RP. BW and RP_DL components.
10.3.2  [Sub-control types for the SYSINFO control
Table 32 lists the sub-control types, their code values, and meanings.
Table 32 — Sub-control types for the SYSINFO-control
Type Code (8 bits) Meaning
SI UPTIME Ox11 The elapsed time in seconds-sifice the node joined the RMCP-2 session.
SI DELAJY 0x12 The delay in seconds frofi'the SMA, as perceived by the MA.
SI ROOM CMA 0x13 The number of CMA places that an MA has allocated and the total numbey that it is
- - able to support.
SI PROVI BW 0x15 The maximumyincoming and outgoing bandwidths in Mbit/s of the netwotk
- B interface card.
SI_POSS [BW 0x25 The possible forwarding bandwidth that the MA can afford.
SI SND BW 0x35 The total bandwidth in Mbit/s consumed by the MA to serve its CMAs.
SI SND_PACKET 0x36 Thetotal number of packets sent by the MA from start-up.
SI_ SND BYTES 0x37 The total number of bytes sent by the MA from start-up.
SI RCV_BW 0x45 The bandwidth in Mbit/s perceived by the MA.
SI RCV_PACKET 0x46 The number of packets received by the MA from start-up.
SI RCV_BYTES 0x47 The number of bytes received by the MA from start-up.
SI TREE| CONN 0x68 A list of PMAs and CMAs directly attached to the sending MA.
SI_ TREE| MEM 0x69 A set of MAs defined by the use of a TREEEXPLOR control.
Table 33]lists the.'eommand codes corresponding to the sub-controls for the SYSINFO control. Combifations of
different Jub-controls may be indicated by adding together the corresponding individual SI Command codes.
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NOTE|«The 16-bit format column in Table 33 demonstrates how the SI Command code values may be added together to give

unique

be interpreted as pres

of SI_ DELAY, SI_SND_PACKET and SI_RCV_PACKET sub-controls.
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Table 33 — SI_Command codes for sub-control types for SYSINFO control

Sub-control type Sub-control Command 16-bit format
code code
SI UPTIME 0x11 0x00 01 0000 0000 0000 0001
SI DELAY 0x12 0x00 02 0000 0000 0000 0010
SI_ ROOM_CMA 0x13 0x00 04 0000 0000 0000 0100
SI PROV_BW 0x15 0x00 08 0000 0000 0000 1000
SI POSS BW 0x25 0x00 10 0000 0000 0001 0000
SI_ SND_BW 0x35 0x00 20 0000 0000 0010 0000
SI SND PACKET 0x36 0x00 40 0000 0000 0100 0000
SI_ SND BYTES 0x37 0x00 80 0000 000 1000 0000
S RCV_BW 0x45 0x01 00 0000 0001 0000 0000
SI RCV_PACKET 0x46 0x02 00 0000 0010 0000 0000
SI RCV_BYTES 0x47 0x04 00 0000 0100 0000 0000
SI_ TREE _CONN 0x68 0x10 00 0001 0000 0000 0000
SI TREE MEM 0x69 0x20 00 0010 0000 0000 0006
10.3.3  [Sub-control types for a secure RMCP-2
Table 34 lists the code values for the sub-control types used in a secure RMCP-2.
Table 34 — Sub-control types for a secure RMCP-2
. Code value Message types containing
Syb-control type Meaning (hexadecimal) the control type
KElY MATERIAL Key material to generate the key 0x0 RELANS
KEYDELIVER
ACL_DATA ACL list 0x02 HRSANS
104 (Code values used in control
10.4.1 [Reason code
Table 35 lists the reasons for leave of RMER-2 nodes and their code values.
Table 35 — Reason code
Reason type Value Code (16 bits) Meaning
L I LEAVE 0x01 00 Leave of the MA
eave
v SMA_LEAVE 0x02 00 Leave of the SMA
KieNT SM_KICKOUT 0x03 00 Expulsion by the SM
igkiou
PMA_KICKOUT | 0x03 01 Expulsion by PMA
10.4.2 Result code.

Table 36 lists the codes that are used in the RESULT control.

Table 36 — Result codes

Result type Code (16 bits) Meaning
RE OK 0x01 00 OK
RE_SYSPROB 0x02 00 System problem
RE_ADMPROB 0x03 00 Administrative problem
RE_SERV_MISS 0x41 00 SERV_USER_ID missing
RE SERV_NREC 0x42 00 SERV_USER_ID not recognized

NOTE - both RE_ SERV_MISS and RE_SERV_NREC codes are used for the secure RMCP-2 only.

Rec. ITU-T X.603.1 (08/2012)

89


https://iecnorm.com/api/?name=6533382d143a8d32bd31f326892d3aaf

ISO/IEC 16512-2:2016 (E)

10.4.3

Return code

Table 37 lists the codes that are used in the SEC_RETURN control of the secure RMCP-2.

Table 37 — Return codes

Result type Code (8 bits) Meaning
RT OK 0x01 Authentication satisfactory
RT_ERROR 0x02 Error found on authentication
RT_RETRANSMISSION_REQ 0x03 Retransmission Requested
RT FAILEDCONFIGURATION 0x04 Applies only to SEC_RETURN in the
SECAGANS message
10.4.4 [Key type code
Table 38 lists the key type codes that are used in controls of the secure RMCP-2.
Table 38 — Key type codes
Result type Code (8 bits) Meaning
Ks 0x01 Session key
K¢ 0x02 Group key
Ke 0x03 Content encryption K€y
10.5 (Code values related to the security policy for a secure RMCP-2
Table 39 [lists the EN_DEC _ID, CON_EN DEC ID and GK_EN DEC ID codes for the security policy fof a secure
RMCP-2.
Table 39 — EN_DEC_ID, CON_EN BEC_ID and GK_EN_DEC_ID codes
Code Meaning Reference
0x01 AES CBC Mode 128-bit key ISO/IEC 18033-3
0x02 AES CTR Mode 128-bif key ISO/IEC 18033-4
0x03 PKCS #1 ISO/IEC 18033-2
0x04 The SEED Eneryption Algorithm ISO/IEC 18033-3
1x01
Values,greater than 1x00 are reserved for other modes of AES
1x02 and SEED defined by the SM ISO/IEC 18033-3
1x03
NOTE|- EN_DEC ID;,CON _EN DEC ID and GK_EN DEC ID are located in separate fields of the secure RMCP-21 messages.
Althouigh the value§ fotr the EN DEC ID, CON_EN DEC ID and GK _EN DEC ID parameters may differ, the tpeaning of
each cqde, as listéd above, is identical wherever it is used.
Table 40 lists they AUTH_ID codes for the security policy for a secure RMCP-2.
Table 40 — AUTH_ID codes
Code Acronym Meaning Reference
0x01 HMAC-SHAI Hash Message Authentication Code — US Secure Hash ISO/IEC 9797-2
Algorithm 1
0x02 HMAC-MDS5 Hash Message Authentication Code — Message-Digest ISO/IEC 9797-2
Algorithm 5
0x03 MD5 Message-Digest Algorithm 5 ISO/IEC 9797-2

Table 41 lists the GP_ATTRIBUTE codes for the security policy for a secure RMCP-2.
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Code Attribute Meaning
0x01 OPEN A service user identifier is not required by an RMA before subscribing to the secure
RMCP-2 session
0x02 CLOSED A service user identifier is required by an RMA before subscribing to the secure
RMCP-2 session

Table 42 lists the GK_ MECHA codes for the security policy for a secure RMCP-2.

Table 42 — GK_MECHA Codes

Code Attribute Meaning
0x00 STATHC Oty ormegroup key TS Used-per o SesSio
0x01 PERIODIC Group key is updated periodically
0x02 BACKWARD Group key is updated whenever any member leaves the group
0x04 FORWARD Group key is updated whenever any member joins the group
0x03 PERIODIC+BACKWARD
0x05 PERIODIC+FORWARD
0x06 BACKWARD+FORWARD
0x07 PERIOIDC+FORWARD+BACKWARD
Table 43 lists the GK_NAME codes for the security policy for a secure RMCP-2.
Table 43 — GK_NAME codés
Code Acronym Meaning Reference
0x01 KDC Group key management protoeol (GKMP) architecture IETF RFC 2094
0x02 GKMP Group key management protocol (GKMP) specification IETF RFC 2093
0x03 MIKEY Multimedia Internet KEYing IETF RFC 3830
0x04 GSAKMP Group secure association key management protocol IETF RFC 4535
0x05 LKH Key managementfor multicast: Issues and architectures IETF RFC 2627
Table 44 shows the AUTH ATTRIBUTE code-for the security policy for a secure RMCP-2.
Table 44 —- AUTH_ATTRIBUTE code
Code Value Meaning
0x01 MEMBERSHIP, Membership of the session is authenticated using the membership authentication
procedure defined in Annex A
Table 45 shows the AUTH NAME code for the security policy for a secure RMCP-2.
Table 45 —- AUTH_NAME code
Code Acronym Meaning Reference
0x01 MEM_AUTH Membership authentication The procedure is defined in Annex A
10.6 Timer related parameters

This clause defines timers and related parameters used in RMCP-2.

10.6.1

The following parameters in Table 46 are used to support the neighbour discovery which is described in clause 7.2.2.

Parameters for neighbour discovery
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Table 46 — Parameters for neighbour discovery

Parameter Default value Description
T PPROBE 45 seconds Retransmission interval of the PPROBREQ message (in
- seconds).
N_PPROBE 5 attempts Maximum number of PPROBREQ messages delivered in

a single trial.

PPROBANS message
timeout

135 seconds

Maximum waiting time for the PPROBANS message used
to recognize the problem of the probed neighbour;

the estimated value is calculated as T PPROBE * 3.

Parameters for heartbeat

The following parameters in Table 47 are used to support the heartbeat mechanism which is described in clause 7.1.3.

10.6.3
The folloy

10.6.4
The folloy

Table 47 — Parameters for heartbeat

Parameter Default value Description
T HB 15 seconds Retransmission interval of the HB message (impsec¢onds).
N HB 2 counts Maximum counts .of T HB timeout beforerecognition of
= the network partition.
Maximum waiting time for the HB message used to
HB message timeout 30 seconds recognize the network partition problem;

the estimated value is calculatedvas T HB * N_HB.

Parameters for report and monitoring

wing parameters in Table 48 are used for report and monitoring.

Table 48 — Parameters for report and monitoring

T COLREPORT

tree depth value
of
TREEEXPLOR
control

Parameter Default value Description
T REPORT 15 seconds Expectation timeout for the STANS message (in seconds).
T _REPORT *

Expectation timeout for the STANS message in case of
sub-tree monitoring (in seconds).

Parameters for HM A-related operation

ving parameters in Table'49 are used to support HMA -related operation which is described in clause

Table 49 — Parameters for HM A-related operation

92

Parameter Default value Description
T HSOLICIT 10 seconds Retransmission interval of the HSOLICIT message (in
7 seconds).
Maximum counts of I_HSOLICTT timeout betore
N HSOLICIT 3 counts recognition of absence of other MAs in the local multicast
network.
N HANNOUNCE 3 counts Maximum counts of T HANNOUNCE timeout before
- recognition of HMA absence.
T HANNOUNCE | second Expectation timeout for the HANNOUNCE message (in
- seconds).
Maximum waiting time for the HANNOUNCE message
HANNOUNCE 3 seconds used to recognize the absence of the HMA;
message timeout the estimated value is calculated as T HANNOUNCE *
N_HANNOUNCE.

Rec. ITU-T X.603.1 (08/2012)
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Table 49 — Parameters for HMA-related operation

Parameter Default value Description

Maximum waiting time for the HSOLICIT message used to
recognize the absence of other MAs in the local multicast
30 seconds network;

the estimated value is calculated as T HSOLICIT *
N_HSOLICIT.

NOTE — Each MA recognizes absence of the HMA after an HANNOUNCE message timeout, which is calculated as
T_HANNOUNCE * N_HANNOUNCE.

HSOLICIT message
timeout

10.6.5 Parameters for maintenance of the tree

The follojving parameters in Table 5U are used to support the maintenance ol an RMCP-2 tree, which 1s_depcribed in
clause 7.2.5.3.2.

Table 50 — Parameters for maintenance of the tree

Parameter Default value Description
T RELAY 6 seconds Retransmission interval of the RELREQ message (in
- seconds).
Maximum count of T RELAY timeout before recognition
N_RELAY 3 counts of connectivity problems betwgen'\the PMA and CMA.
Maximum waiting time for, the) RELREQ message used to
RELREQ message 18 seconds recognize the connectivity problem with the CMA;
timeout the estimated value is caléulated as T RELAY *

N_RELAY.
Maximum waiting'‘time for the RELANS message used to
RELANS message 18 seconds recognize thé\connectivity problem with the PMA;

timeout the estimated value is calculated as T RELAY *
N RELAY.

10.6.6 |Parameters for session leave

The folloying parameter in Table 51 is used to support session leave of an RMCP-2 node:

Table 51 — Parameter for session leave

Parameter Default value Description

Expectation timeout for the LEAVANS message (in

T LEAVE 10 seconds
- seconds).

10.7  |Data profileused in RMCP-2

The folloying parammeters in Table 52 are used to support the data profile.

Table 52 — Parameters for the data profile

Parameter Value Description Reference
TCP Data channel will be established using the TCP. | IETF RFC 793
Transport protocol UDP Data channel will be established using the UCP. | IETF RFC 768
SCTP ]s)ét? ;hannel will be established using the IETF RFC 4960

Listening address IPv4 address:port number Listening address and port number of the MA. -
IP in IP Encapsulation scheme will be IP in IP. IETF RFC 2003

Encapsulation

scheme None If encapsulation is not used, this parameter shall | —

not be included in the data profile.
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An example format of the data profile is shown in Figure 135. The data profile shall be sent in the text mode and shall
contain the values, as defined in Table 31, for the transport protocol, listening address and encapsulation scheme. If the
encapsulation scheme is not used, the encapsulation scheme parameter shall not be included.

Transport protocol = UDP, Listen address = a.b.c.d:9898, Encapsulation scheme = IP in IP

Figure 135 — Example of RMCP-2 data profile
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