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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The pfocedures used to develop this document and those intended for its further majntenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval critetjia needed for
the different types of document should be noted. This document was drafted in@ccordhnce with the
editor]al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentjon is drawn to the possibility that some of the elements of this document may lpe the subject
of pat¢nt rights. ISO and IEC shall not be held responsible for identifying any or all such|patent rights.
Detail$ of any patent rights identified during the development of the doeument will be in th¢ Introduction
and/of on the ISO list of patent declarations received (see www.iso.org/patents).

Any trpde name used in this document is information given fox the convenience of userg and does not
constifute an endorsement.

For an explanation on the meaning of ISO specific tényms and expressions related §o conformity
assessment, as well as information about ISO’s adherentee to the WTO principles in the Technical Barriers
to Tradle (TBT) see the following URL: Foreword - Supplementary information.

The cdmmittee responsible for this document i$SO/IEC JTC 1, Information technology, §ubcommittee
SC 7, Spftware and systems engineering.

management — Requirements for application management, which will be withdrawn afterjpublication of

Its coqents are based on the Dutch national standard, NEN 3434, Information technology |— Application
this In

ernational Standard.
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Introduction

Applications can live for decades. Applications that were developed twenty or thirty years ago are still
being used and most applications that have recently been developed will still be in use for the many
years to come. During their life cycle, these applications and the related data structures will have to be
monitored, enhanced, and sometimes renewed or renovated. This means that very often, in total, more
money and work is needed for the stage of operation and use than for the initial development stage.
But the emphasis very often lies at the initial development stage; there are various frameworks and
(international) standards covering initial application development. For the stage of operation and use,
there are little frameworks and standards. This International Standard has been developed to fill this gap.

initial Stage of operation

and use

development

Figure 1 — Stage of the lifecycle-in scope

nment

The initial defelopment of applications usually takes placéyin a rather protected project envird

with a relative
supported byt
and a limited
rules change.
application. Inj

a)

b) adapting
patches, ¢

supportiy

These actions
and the stage
International

ly small amount of operational interaction-with the business processes, as they are
he application under development. The préjecthasits own pace andrules,its own gover
ifespan. In the final development stage) the application is transferred to operation t}
The business processes of the user.¢rganizations become largely or fully dependent
that stage, the following two major types of actions will have to take place:

g use and operation of the application;

the application based on' changing demands or based on quality improvements
nd releases).

and all the responsibilities, activities, and tasks around it, we call application manag
in which a vetsion of an application actually is in use and in operation is the subject]
Standard:

hot yet
nance,
en the
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(fixes,
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of this

applicable, a

rectly

complete standard for their specific activities. Although this International Stanglard is

This Internat\“lgnal Standard aims to offer application management organizations a well-defined,

partially overlapping with ISO/IEC 20000 and ISO/IEC 12207, this International Standard is a s'j;ndard
organized from the viewpoint of application management and contributes to the convenience of users
who work in that area.

This International Standard provides a common framework for establishing the processes, tasks, and
activities of service providers that enhance, maintain, and/or renew applications or application objects
after the initial development (that is at the stage of exploitation and use) and that supports other service
providers that run the application in production environments and user organizations that use the
applications.

This International Standard also supports the definition, control, assessment, and improvement of such
processes. These processes can be applied uniquely, in conjunction, sequentially, or in parallel.
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Information technology — Systems and software
engineering — Application management

1 Scope

1.1 General

This Imternational Standard establishes a common framework for application managém

with

ell-defined terminology that can be referenced by the software industry. It conta

activitjies, and tasks that apply during the stage of operation and use from the point ofiview
organization that enhances, maintains, and renews the application software and’the sof
produ¢ts such as data-structures, architecture, designs, and other documentation.

This International Standard applies to the supply, maintenance, and renewal of applicat]
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htion management comprises all of the tasks, responsibilities, and activities with
bport of business processes by applications continues to. meet the requirements an
zations that use these applications throughout the entire life span of their businesg

ternational Standard therefore focuses on the fellewing:

y-to-day management of applications (the software) and the related data structure
costumer organizations, including handling calls such as incidents and service req

hintenance and renewal of applications and data structures in accordance W
guirements and needs;

portunities, threats, and changes in the business and/or technology that influence
e applications and, based onthat, the strategy for maintaining and renewing the ap

canization and strategy.of application management organizations.

retirement, the life-cycle of an application consists of two important stages: the

development of the application and the stage of operation and use (when the softwar

operat
Intern
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ion, supported, modified, and renewed). This stage of operation and use is the g
htional Standard. The initial development of an application is not within the
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ment has to
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the application into consideration. This means that the application management organization will

roject to deliver initial requirements, architecture products, design, standar

documentation, in order to use these products during enhancement and maintenance.
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Stage of operation and use

Initial development
of application

Figure 2 — Domains involved

In the stage of operation and use, the following three domains play a role:
a) business |nformation management representing the business and end usersof the application (use);

b) IT infrasfructure management hosting the application (operation) and maintaining the te¢hnical
infrastrufture;

c) applicatign management
1) supperting the use and the operation;
2) mainfaining and renewing the application software\and data structures.

Business information management constitutes the demand side of information technology (IT) and
information pgrovisioning. Business information management is responsible for supporting userg in the
use of the infprmation provisioning and represents the business organization as the client of the IT-
suppliers. Buginess information management aéts as the customer of the IT organizations (appljcation
management plus IT infrastructure managerment).

Specific tasks|of business information management include the following:
— support df end users in how the'information provisioning are to be used;
— define hopv information and IT are to look like (the functionality, the appearance, etc);

— advise and support business management with the prioritization of requirements and management
of their bhidgets forIT;

— assign wqrk te [T providers and monitor their delivered services;

— define longterm policy and plans regarding the information provisioning.

IT infrastructure management is responsible for managing the operation of the information system,
including maintaining the infrastructure (e.g. network, hardware), running the software, and data
processing. In brief, this is the organization that runs the information systems and aims to keep the
infrastructure in good order.

The activities of business information management and IT infrastructure management are closely
related to application management but not within the scope of this International Standard.

Application management is responsible for the management and maintenance of the application and
definition of the data structures used in databases and data files. This form of management requires
knowledge of software programming, information system development, design, day-to-day management
of applications, and application maintenance. Core qualities of the application management personnel are
in-depth knowledge of the customer or (atleast) in-depth knowledge of the customer’s business processes
and in-depth knowledge of the existing applications (application objects), design, architecture, etc.

2 © ISO/IEC 2015 - All rights reserved
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This International Standard consists of the following three levels of processes:
— operational;

— managerial;

— strategic.

These process levels and the processes are interconnected with one another.

Figure 3 provides an overview of the processes within each of the process levels.

Application Management
Organization Strategy APPHCATIO STrAtegy Processes
processes
Account and Market Definition IT Developments Analysis
(Subclause 4.6.1) (Subclause 45:11)
Capabilities Definition Customer Organizations Analysis
§1 (Subclause 4.6.2) (Subjelause 4.5.2)
|
g
i
“ Technology Definition Custarher Environment Analysis
(Subclause 4.6.3) (Subclause 4.5.3)
Supplier and Sourcing Definition Application Life Cycle Management
(Subclause 4.6.4) (Subclause 4.5.4)
Service Delivery Definition Application Portfolio Management
(Subclause 4.6.5) (Subclause 4.5.4)
o Management processes
=
@
5 D Quali tnanci
B Contract Management Planning and Control \? Quality Financial Supplfer
g (Subclause 4.4.1) (Subclause 4.4.2) Management Management Managefment
= - A\\\ (Subclause 4.4.3) (Subclause 4.4.4) (Subclausg 4.4.5)
Y Impact Analysis
Use Support \& (Subclause 4.2.1)
(Subclause 4.1.1) -« Q
J Software Design
N Subcl 4.2.2
Configuration Mandgement (Subclause )
= (Subclause.4:1:2)
:430“ Software Constructipn
B & Integration (Subclausg 4.2.3
[ IT O ion Management
clause 4.1.3) Software Testing|
an (Subclause 4.2.4)
~
| C) (Coniftaiiay Ll Preparation of Transfer to Froduction
‘{ ) [Subclause 4.1.4) (Subclause 4.2.5)
Application Connecting Application
Support processes processes Maintenance and Renewal processes

Figure 3 — Process overview

There are no separate processes defined for security, issues, risks, and/or vulnerability. These topics
form an important part of the Continuity Management Process, but they are also part of other processes.
Security, for instance, is an important part of the functionality of the application, so it is addressed in the
Impact Analysis process and dealt with within the specifications of the application and defined in the
Software Design Process and also within the service levels and, therefore, specified in the Agreement
Management and Supplier Management Processes. Other processes which deal with these topics are the
management processes planning and control, quality management and financial management, and, for
instance, the strategic process technology definition, where risk and vulnerability are important features.
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1.2 Applicability

1.2.1 Audience

This International Standard is intended to be used by application management organizations. The
application management service providers that enhance, maintain, and/or renew applications or
application objects and that support infrastructure management organizations and user organization
in the stage operation and use.

Other users of this International Standard can be application software developers, quality assurance
managers (or consultants), and customers of application management organizations.

The purposelof this International Standard is to provide a defined set of processes to {a

communicati

Different part
some parties:
also support
just change t
design, build,
different intel

Key
AM  applicati
COTS commer

n among all parties involved in application management.

ies can carry out different activities in the field of application management.-For ex
ire responsible for maintenance of the application after the developmentstage while

rilitate

ample,
others

he user organization and the IT infrastructure management organization. Some parties

he software items while others are responsible for the entire chain of impact arg

test, and release of changes. These different parties can be all’in-one organizatio
nal and external organizations.

AM
component
AM AM p
custom made component 9% -
COTS, Saa$ AM

AM

custom made

custom made
COTS, SaaS

implementor

bn m@anagement

ial‘off-the-shelf

alysis,
h or in

SaaS software

as a service

Figure 4 — Examples of application management organizations

The following are examples of different types of application management organizations shown in Figure 4:

— organization that produces and maintains a specific component;

— organization that supplies and maintains standard products or standard components;

— organization that delivers custom services to an individual customer, either with or without
integration with other systems or the infrastructure;

— organization that manages and maintains a custom application;

© ISO/IEC 2015 - All rights reserved
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— organization that implements software.

The following are other examples of application management organizations:
— integrator that merges or combines services;

— producer of configurable software platforms;

— organization that configures and maintains such platforms for customers.

These types of application management organizations have a strong impact on the way in which the
processes are implemented and operated. The processes shown in Figure 3 therefore vary in importance
and characteristics.

1.2.2 | Field of application

This International Standard is applicable to all the following organizations using'the procgsses that play
arole In application management within the scope mentioned in 1.1:

— anyone performing application management activities;
— thpse responsible for establishing and continuously improving application managemg¢nt processes;
— thpse responsible for executing application management procésses at a project level;
— customers and suppliers involved in subcontracting application management activitigs;
— thpse responsible for assessing application management processes.

Annex|C provides information regarding the use of'the application management processes as a process
reference model. It defines the basic activiti€s) needed to perform tailoring of this|International
Standdrd. It has to be noted that tailoring might diminish the perceived value of a claim of conformance
to thig International Standard. An organization asserting a single-party claim of conforjmance to this
Internptional Standard might find it advantageous to claim full conformance to a smaller li§t of processes
rather|than tailored conformance to,alarger list of processes.

1.3 Limitations
The injtial development of an application is not within the scope of this International Starjdard.

The agtivities of business information management and IT infrastructure management gre not within
the sc@pe of this International Standard.

This Igternational Standard does not detail the application management processes in terms of methods
or working procedures required to meet the requirements and outcomes of a process.

This Intermational Standard does not detail documentation to be used or produced within the activities
described in the processes in Clause 5 in terms of name, format, explicit content, and recording media.
The International Standard might require development of documents of similar class or type. The
International Standard, however, does not imply that such documents have to be developed or packaged
separately or combined in some fashion. These decisions are left to the user of this International Standard.

This International Standard does not prescribe a specific application management methodology, design
methodology, development methodology, test methodology, project management method, or other
methods, models, or techniques. The users of this International Standard are responsible for selecting
these methods and mapping the processes, activities, and tasks in this International Standard onto
those methods. The users of this International Standard are also responsible for selecting and applying
the methods and for performing the activities and tasks suitable for application management.

This International Standard is not intended to be in conflict with any organization’s policies, procedures,
and standards or with any national laws and regulations. Any such conflict has to be resolved before
using this International Standard.

© ISO/IEC 2015 - All rights reserved 5
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2 Conformance

2.1 Intended usage

The requirements in this International Standard are contained in Clause 5 and Annex B. This International
Standard provides requirements for a number of processes suitable for usage in the field of application
management. It is recognized that particular projects or organizations might not need to use all of the
processes provided by this International Standard. Therefore, implementation of this International
Standard typically involves selecting and declaring a set of processes suitable to the organization or project.

There are two ways that an implementation can be claimed to conform to the provisions of this
International

corroro Tt o C oI o o c o rror o o T C ot o oo et

There are twao
although the

criteria for claiming full conformance. Achieving either criterion suffices for confoer
thosen criterion (or criteria) is to be stated in the claim.

mnance,

‘full conformance to tasks” asserts that all of the requirements of the activities andl tasks
lared set of processes are achieved.

Claiming
of the ded

Alternati
the decla

Uely, claiming “full conformance to outcomes” asserts that all of the required outcogmes of
ed set of processes are achieved.

cesses
cation

nce to outcomes permits greater freedom in the implemeiitation of conforming prg
beful for implementing processes to be used in the context of an innovative appl
prganization.

Full conformd
and can be u
management

2.2 Full conformance

2.2.1 Geneyal

A claim of fy
conformance
have been sat

2.2.2 Fullg

Aclaim offull
to outcomes i
been achieved

Il conformance declares the set.of processes for which conformance is claime
is achieved by demonstrating that\all of the requirements of the declared set of prg
isfied using the outcomes as evidence.

onformance to outcomes

onformance declaresthe setof processes forwhich conformanceis claimed. Full confor
b achieved by demonstrating that all of the outcomes of the declared set of processg
. In this situation) the provisions for activities and tasks of the declared set of proces

d. Full
cesses

mance
s have
Ses are

guidance rathpr than requirements, regardless of the verb form that is used in the provision.

2.2.3 Full donformance to tasks

A claim of fylli¢onformance declares the set of processes for which conformance is claimed. Full
conformance totasksisachieved by demonstrating tiratattof theTequitenents of theactivitiesamd tasks
of the declared set of processes have been achieved. In this situation, the provisions for the outcomes of
the declared set of processes are guidance rather than requirements, regardless of the verb form that is
used in the provision.

2.3 Tailored conformance

When this International Standard is used as a basis for establishing a set of processes that do not qualify
for full conformance, the clauses of this International Standard are selected or modified in accordance
with the tailoring process prescribed in Annex B. The tailored text, for which tailored conformance is

© ISO/IEC 2015 - All rights reserved
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claimed, is declared. Tailored conformance is achieved by demonstrating that the outcomes, activities,
and tasks, as tailored, have been achieved.

NOTE1 When this International Standard is used to help develop an agreement between an acquirer and a
supplier, clauses of this International Standard can be selected for incorporation in the agreement with or without
modification. In this case, it is more appropriate for the acquirer and supplier to claim compliance with the
agreement than conformance with this International Standard.

NOTE 2  Any organization (for example, national, industrial association, company) imposing this International
Standard as a condition of trade has to specify and make public the minimum set of required processes, outcomes,
activities, and tasks which constitute suppliers’ compliance with the conditions of trade.

NOTE 3___ Requirements of this International Standard are marked by the use of the verb “shall”.
Recomfnendations are marked by the use of the verb “should”. Permissions are marked by the |ise of the verb
“may”. [However, despite the verb that is used, some requirements do not apply depending onwhiich criteria are
to be applied in claiming conformance.

NOTE4 A claim of full conformance to tasks can be appropriate in contractual situations wher¢ an acquirer or
aregulptor requires detailed understanding of the suppliers’ processes.

3 Normative references

No noimative reference cited in this document.

4 Teérms and definitions

For th¢ purposes of this document, the following tertms‘and definitions apply.

4.1
applidation
systenp for collecting, storing, processing, and presenting data by means of a computer

[SOURLCE: ISO/IEC 24570:2005]
Note 1 fo entry: The generic term systém-in context of this International Standard is used to mean a sqftware system.

4.2
appligation management
domaipresponsible for allefthe tasksand activities thatare aimed at managing, supporting, maintaining,
and repewing existing applications and related data structures

Note 1[to entry: Application management includes all of the tasks, responsibilities, and activitigs that serve to
bring applicationsyinto a state where they meet the requirements and needs of their owners throughout the entire
life cycle of the-bUsiness processes that are supported by the applications.

4.3
applicatiom mmamagenrent organmization
organizational unit that is responsible for application management for one or more applications

Note 1 to entry: An application management organization may be an internal or external unit in relation to the
user organization.

4.4
application object
component that is directly related to or forms part of an application

EXAMPLE Programs, sources, databases, documentation, data structures, test files, and scripts.

© ISO/IEC 2015 - All rights reserved 7
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4.5

application portfolio
collection of applications managed by an application management organization or an entity within that
application management organization

Note 1 to entry: The scope of the application portfolio may be the entire portfolio of that application management
organization, but it may also be the applications of one or some customer organizations of entity within part of a
certain customer organization.

4.6
application s

oftware

software of an application

Note 1 to entry
services, and 1
software and t
the users of thg

4.7
availability

- Application software is the software that the application management organization‘py

haintains. There is also system software: the software to produce and maintain thesapp

b run the application software on its platform. The application management organization i
system software.

ability of an application object to perform its required function at an agreed{instant or over an

period of timg
[SOURCE: ISO

Note 1 to entry
times and in th|
the storage pef]

4.8

business inf(
domain resp
use of the ap

Note 1 to entry
of the applicati
ofthe informat

Note 2 to entry
elements are u

4.9
call
request for se

Note 1 to entry

[EC 20000-1:2011, modified]

- This concerns the start and finish (execution) of the dpplication, the processing at the
b correct order, the execution of incidental processingthe opening times of online processi
iod of files.

rmation management
nsible for all of the tasks and activities that are aimed at supporting the end userg
lication and at acting as the customer~of the IT organizations

Business information managementrepresents the business as the customer organization d
bn management and IT infrastructure management organizations in maintaining the functi
on provisioning and the inforfndtion systems. Itis the demand side of the information provis

: An information systemr may have non-automated elements such as forms and user guides
bually maintained bysthe business information management organization.

rvice(s) of«action(s) with respect to an application or a related service

: A call'might concern a

request fo

I Service, information or advice,

bduces,
ication
L one of

horeed

correct
Ing, and

in the

r client
onality
ioning.

. Those

4.10

disruption or error reporting (incident),
request for change,
assignment( for instance an instruction to start an off-schedule production run), and

complaint.

change package
collection of objects that have been changed and approved and will be transferred to the production

environment

Note 1 to entry: The current system documentation is also included in a change package.
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Note 2 to entry: In case of multiple releases, there are (similarly) multiple change packages.

411
change set
collection of objects which can undergo change as the result of a release

Note 1 to entry: These are the objects that are potentially allocated to a release or change.

412

configuration item

Cl

item or aggregation of softw
comparrentssucirasaocunTe

d U1T,Udtd Cl Cl ) v )

[SOURCE: ISO/IEC 19770-1:2006, modified]

4.13

configuration management database

databdse containing all the relevant details of each configuration item and details of t
relatignships between them

[SOURLE: ISO/IEC 19770-2:2009]

4.14
customer

organization or part of an organization that receives aservice or services or products of t
management organization

[SOURLCE: ISO 9000:2005, modified]

Note 1 fo entry: An application management organization may have the following two types of cust
these dqustomers are within the same organization or not is of no importance; in both cases,
managgment organization has the role of supplier:

— infernal or external business information management organizations;
— other application managememntorganizations.

Note 2 fo entry: Sometimes, theterm Useris also used. A user or end userisaperson thatactually useg
softwafe, where a customéris a person or organization that decides about and acquires the produd

Note 3| to entry: The.customer or user organization is, in its relationships with applicatioy
repres¢nted by buSiness information management.

4.15
data model

are that is designed to be managed as a single entity and its underlying

he important

he application

mers, whether
the application

theapplication
ts or services.

management,

uctures, and

graphicalvand/or lexical representation of data, specifying their properties, sty

interrelationships

[SOURCE: ISO/IEC 19778-1:2008]

Note 1 to entry: In this International Standard, a distinction is made between a logical (or functional) and a
technical data model. A logical data model is a representation of an organization’s data, organized in terms of
entities and relationships and is independent of any particular data management technology. In a technical data
model, itis determined in what form data are recorded in the database and in which way the data are approached.
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4.16

data structure
physical or logical relationship among data elements, designed to support specific data manipulation

functions

[SOURCE: 1SO/IEC/IEEE 24765:2010]

Note 1 to entry: The data structures are usually documented in technical and logical data models.

417
efficiency

relationship between the result achieved and the resources used

[SOURCE: ISO

Note 1toentry

9000:2005]

Efficiencyisthe degree to which aninformation system efficiently uses the technicalinfrast

and thus becomes useable for the customer. The most important underlying topic here is the‘\capacity

platform in rel

4.18
final transfe
collection ofc]

htion to the demand.

" set
nanged objectsthataretobetransferredintegrallyto one ormoreproductionenviron

including impllementation instructions

Note 1 to entry

Note 2 to entry
the objects frq
from test to th
production eny
organization. §
release to the y

Note 3 to entry]
environment c
or desirable.

419
functional sy
specification

[SOURCE: ISO

4.20
information

: See also 5.3.2 and Figure 5.

: Transfer means to transfer from one environment to@nother. Application management tr
m development environment 4 to development erfvironment B, from development to t
b infrastructure management organization(s). Application management doesn’t manage t
ironment. Deployment to the production environment is done by the infrastructure mana
arious (internal and external) IT infrastructure management organizations.

The distribution to an IT infrastructur® management organization that deploys to the pro
hn also take place in steps. This means that multiple distributions (transfers) might be ne

stem design

[EC 2382-20:1990, modified]

proyisioning

collection of
documentati

4.21

ucture
of the

ments,

hnsfers
bst and
he final
bement

0 application management does not deploy (td£he user environment) but finally transfers the new

Huction
fessary

bf the functions of the. components of a software system and of the working relationships
between thenp

S, user

Il the-infrastructure tools, software applications, non-automated elements, data set
:| l izational hict v inf ! he husiness

information system
all of the functions (input, output, transport, processing, and storage) of an application, databases,
technical facilities, and manual procedures which support business processes

4.22

IT infrastructure
all the technical components, system software, databases and data files and deployed application
software, technical procedures, and technical documentation used to make the information available

10
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4.23

IT infrastructure management

domain responsible for all of the tasks and activities aimed at managing, maintaining, and renewing the
IT infrastructure of the information system, including the operation of the information system

Note 1 to entry: IT infrastructure management includes all of the tasks, responsibilities and activities that aim for
a correct technical operation of the information system, consisting of hardware, (system) software, and data sets.

Note 2 to entry: The IT infrastructure management organization is responsible for running the application

software in the production environment.

4.24

manageab

degree

Note 1
point d
applica

Note 2
the prd
by the
suppor

4.25
organ
conste

Note 1
su

(a
m

bu
su
cr

Note 2

HET2v

T

to which IT infrastructure management can attain and keep an application in its 6p{

o entry: Manageability involves the transparency and manageability of applications'from an
f view. Production documentation (including the requirements, control and adjustment
tion in processing, and various other aspects) provides much of the information-here.

fo entry: It is a task of the IT infrastructure management organization to-keep the software
duction environment. The application management organization delivers software that ¢
[T infrastructure organization and supports the IT infrastructure organization, if neceq
t are documentation, scripts, and personal assistance.

jzation chain
llation of organizations that have business relatiofiships with one another

Lo entry: The following are two types of chains idéntified:

pply chains of the IT organizations that are inwvolved in the management and operation of

pplication manager, computer centre, werkspace manager, network manager, busine

inager, suppliers, etc.);

siness chains in which the user organization using the application participates (the by
pported by the application forms'part of a chain across several organizations; for examp
minal justice, the healthcare chain, etc.).

Fo entry: An organization ehain can be a supply chain, but does not necessarily have to be on

a hospiftal has to report data to, for instance, the National Tax Office, the National Health Office, a

Bureau

4.26
perfor
extent
terms
obsery

of Statistics. These-organizations are chain partners but not supply chain partners.

mance

to whichrthe execution of an application in the production environment achieves
of speed of input, transfer, processing, storage and output (the response speed of
ed by an end user)

brational state

infrastructure
abilities of the

in operation in
hn be managed
sary. Means of

the application
bs information

siness process
le the chain of

e. For example,
hd the National

ts purpose in
in application

[SOUR
4.27

Er1SOAEC 33001 modified]

problem
undesirable situation concerning an application, the application management organization, its processes
or working methods, which demands structural analysis of the cause and a structural solution

Note 1 to entry: A problem might concern a service or product or a process (-step) or any other element of the
application management organization.

© ISO/IEC 2015 - All rights reserved
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4.28

release

set of grouped change requests, established in the Application Change Management Process, that are
designed, developed, tested, and deployed as a cohesive whole

Note 1 to entry: The term release is also used for the following:
— work process in which a new release is designed, realized, tested, and introduced;
— newversion of the application thatis taken into production on a certain date (for example, the release of May 1th.).

4.29

reliability
degree to which an object or an object’s services provide agreed or expected functionality{dyring a
defined time period under specified conditions

4.30
request for change
proposal for g functional or non-functional change to be made to an existing application

[SOURCE: IS0|20000-1:2011, modified]
Note 1 to entry: Synonyms are change request and modification request.

4.31
service levellagreement
SLA
documented fagreement between the service provider and{customer that identifies servic¢s and
service targets

[SOURCE: ISOYIEC 20000-1:2011]

Note 1 to entr: In this International Standard, the Application Management organization can be the gervice
provider, but itfcan also be a customer itself, of another’supplier. See also NOTE 3 of 5.4.5.1.

4.32
service mangagement
set of capabilities and processes to difect and control the service provider’s activities and resourices for
the design, transition, delivery, and improvement of services to fulfil the service requirements

[SOURCE: 1S0[20000-1:2011]

4.33
software prgduct
set of computpr programs, procedures, database- and other data structure descriptions and assdciated
documentatign

[SOURCE: 1S0l12207:2008]

Note 1 to entry: In this International Standard, a software product may vary from large customized application
software for one customer to standard software packages that are sold off the shelf to millions of customers.

4.34

supplier

organization or part of an organization or individual that enters into an agreement with the application
management organization for the supply of a product, service, materials, or human capacity

[SOURCE: ISO 12207:2008, modified]

Note 1 to entry: The application management organization may have internal or external suppliers. A supplier
can be another application management organization, but also IT infrastructure management organizations or
consultants. This International Standard makes no distinction between internal or external customers. Similarly,
no distinction is made between internal or external suppliers.
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5 Application Management Processes

NOTE The outcomes and tasks of ISO/IEC 16350 overlapping with ISO/IEC 20000 and ISO/IEC 12207 which
are shown in Annex E are boxed. The text in the box is the original text of ISO/IEC 20000 or ISO/IEC 12207 which
is shown by the clause/subclause number in the box. For the relationship with ISO/IEC 15504-8:2012 see Annex
D (informative)

5.1 Application Support Processes

5.1.1 Use Support

5.1.1.1 Purpose
The pyrpose of the Use Support Process is to give supportto customers in the use of applications through:

— Proactive communication. This is communication from application managéement to|customers in
or(der to improve the use of the applications/applications objects.

— Management of calls.
NOTE1 This process includes all activities that are meant to supportthe customer organizati¢n and the user
repres¢ntatives once the applicationsareinuse. The reason toinclude thesub-process of proactive jommunication,
next to|incident and service request management, is that there should\be emphasis on proactive ¢ommunication

activities, in order to prevent incidents.

NOTE 2 See Annex A.1 for an explanation of the name of thie Use Support Process

5.1.1.2 Outcomes
As a rgsult of successful implementation of the Use Support Process:

a) Cystomers are proactively informed @bout the current situation and developments} changes and
releases, known problems, workaround’s, suggestions regarding the use of the application, changes
in|services etc.

b) Infidents and service requests are recorded and classified.
c) Infidents and service requests are prioritized and analyzed.
d) Aplanincluding workload estimation to resolve incidents and service requests is develoged with users.

NQTE There-are some incidents which are not resolved at once. In those cases, it is necgssary to adjust
the timing and.duration for working on them with users.

e) Infidents'and service requests are resolved and closed.

f) P ssible rn]afinnchipc with prn]‘\]nmc are rngicfnror’]

g) Incidentsand servicerequests which are notprogressed accordingto agreed service levels are escalated

h) Reports on Use Support activities and process results are produced on a regular basis.

5.1.1.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Use Support Process.

a) Proactive communication.

This activity consists of the following tasks:

© ISO/IEC 2015 - All rights reserved 13
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1) The application management organization shall maintain contact with customers or customer
processes regarding the agreed services.

2) The application management organization shall provide support to customers with respect to
the use of the application.

3) The application management organization shall provide information to customers regarding
changes in services and the impact of those changes.

b) Incident and service request management.

This activity consists of the following tasks:

1) There fhall be a documented procedure for all incidents to define:
— regording;
— allocation of priority;
— classification;
— upgdating of records;
— esfalation;

— repolution;

—

2) Therephall be a documented procedure for managing thefalfilment of service requests ffom
recording to flosure. Incidents and service requests shall be managed according to the procedutes.

sure.

3) When prioritizing incidents and service requests, the-service provider shall take into confider-
ation the impjact and urgency of the incident or service request.

4) The service provider shall ensure that personfel involved in the incident and service request
management|process can access and use relevantinformation. The relevant information shall influde
service requgst management procedures, knowherrors, problem resolutions and the CMDB. Inf¢rma-
tion about the success or failure of releases and future release dates, from the release and deployment
management|process, shall be used by thejintident and service request management process.

5) The service provider shall docutient and agree with the customer the definition of a majqr
incident. Maj¢r incidents shall be classified and managed according to a documented procedure,|Top
management|shall be informed ef\major incidents. Top management shall ensure that a designated
individual regponsible for managing the major incident is appointed. After the agreed service has
, major incidents shall be reviewed to identify opportunities for improvement.

[1SO/IEC 20000-1:201, 8.1]

6) Incidents|shall besescalated in to a problem, if necessary.

NOTE Proplefiymanagement is part of the Quality Management Process.

c¢) Monitoring and reporting of calls.
This activity consists of the following tasks:
1) The progress of the call handling activities shall be monitored.

2) Reports shall be made on the statuses of calls and on time aspects: time span, time spent etc.

3) The service provider shall keep the customer informed of the progress of their reported incident
or service request. If service targets cannot be met, the service provider shall inform the customer
and interested parties and escalate according to the procedure.

[1SO/IEC 20000-1:2011, 8.1]
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The service provider shall report on the realization of service agreements rega

Support activities.

d) Process control and reporting.

This activity consists of the following tasks:

iy
2)

rding the Use

The Use Support Process shall be implemented, controlled, monitored, evaluated and improved.

Quality reports about the Use Support Process shall be provided to the stakeholders and other

application management processes.

5.1.2

5.1.2.1

The pu

objects

organi
manag

NOTE 1
extern

application management a CMDB is neither a software management'system nor a software versid
system|

contairf
The CM

The exd
inthe§
and or
structy
isnotr
Proces
used aj

NOTE 2

Inthe(
system|
softwa
may od
and for

Inthec
of mulf

Val £ L] A
LUIIIIgUl atlOIl MidildgCIICIIt

Purpose

rpose of the Configuration Management Process is to have continuous~insight in t

and the application configurations within the responsibility of theyapplication
zation that have been provided to their customers and in the services'provided by t
ement organization.

Executables (code suitable for running on hardware) may(be 'distributed to variou
| organizations. One of the main activities of Configuration Mabagement is managing the

The CMDB does not store the sources or executables, or,information on the software str
s information on the identification of the application vérsion that is currently in use.

DB contains information about which versions of the application are operational on which|

cutables are generated using underlying sources and components. These sources are stored
oftware Control and Distribution Process. For every executable on a platform the translatio
the structure of the executable are be traceable. That is why the method in which the g
red to form an executable is recordedBut this information, which is often complex and
ecorded within the Configuration Management Process but within the Software Control a
5: with the help of the Software Control and Distribution Process, the types of sources, mo
e identified using a specified and verifiable identification scheme.

CMDB’s are also used within the IT infrastructure management domain.

onfiguration Management Process within the IT infrastructure managementdomain object
software, netwprks; etc. are recorded. Application management is only concerned with
Fe. So there is arelationship between these types of configuration management. Separate a
cur, because,separate organizations or organizational units may be responsible for the IT

hse of commercial off-the-shelfsoftwareand distributed systems, the application runson mu
1ple customers and in multlple IT 1nfrastructure management organlzatlons Different

the application software. This will be the choice of that organization / those organizationg.

he application
management
he application

s internal and
CMDB. Within
n management
ictures. It only

platforms.

and controlled
h to the sources
xecutables are
omprehensive,
nd Distribution
dules, and data

like hardware,
the application
dministrations
infrastructure

tiple platforms
versions of the

applicattie

for that reason,

very often not be used by the application management organlzatlon Thls is why there isa separate administrative
system for application management in which references can be made to the technical infrastructures.

NOTE 3

The logistics of application objects between various build/maintenance, test, a

nd acceptance

environmentsisnothandledinthe Configuration Management Processbutinthe Software Controland Distribution
Process. The Software Control and Distribution Process keeps track of the status of objects in the maintenance
stages and of which objects are delivered to production. The Configuration Management Process keeps track of
the status of CI's transferred to various customers for deployment in their production environments.
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5.1.2.2 Outcomes

As aresult of

successful implementation of the Configuration Management Process:

a) aconfigu

ration management strategy is defined;
[ISO/IEC 12207:2008, 6.

3.5.2]

b) Items requiring configuration management are identified.
NOTE Configuration items (CI’s) include all relevant application objects but also all objects containing
information regarding services.
c) The statuls of the configuration items and modifications are recorded and reported.
d) Changes fo items under configuration management are controlled.
e) The integrity of applications, application objects and service components is assured:
f) The configuration of released items is controlled.
g) configurgtion baselines are established.
[1SO/IEC 12207:2008, 6.8.5.2.]
5.1.2.3 Actjvities and tasks
The organization shall implement the following activities in‘@accordance with applicable organjzation

policies and pjrocedures with respect to the Configuration Management Process.

a) Configuration management planning.
This activity consists of the following tasks:
1) The prjoject shall define a configuration'management strategy.

[ISO/IEC 12207:2008, 6.3]5.3.1]
NOTE In the working field of Application Management properties of a configuration item (CI) fnclude
subjects such 3ds version, storage location, exploitation platform, relationship(s) with other CI's, relatiorjship(s)
with applicatign objects and service:components.”
NOTE 2  In this InternationakStandard the term “project” should be interpreted as “application management
organization”.

b) Definitig
This activity

n of configuration items.

consists of the following tasks:

1) There

de

ve

nairpe a documented derinition oreacn type or LI, I'ne imrtormation recoraed 1or e

shall ensure effective control and include at least:

scription of the CI;

relationship(s) between the Cl and other Cls;
relationship(s) between the CI and service components;

status;

rsion;

location.
[ISO/IEC 20000-1:2011, 9.1.]

ch CI

16
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— exploitation characteristics, including location of use, platform descriptions, contact person, etc.

c)

1y

access

consig

Registration of configuration items.

This activity consists of the following tasks:

Cls shall be uniquely identified and recorded in a CMDB.

2) The CMDB shall be managed to ensure its reliability and accuracy, including control of update

3) There shall be a documented procedure for recording, controlling and tracking versions of
Cls. The degree of control shall maintain the integrity of services and service components taking into

4)
deficig
taken

5)

6)
librar

CMDB.

aration tha carvica raguiramantc and tha riclkc ncocnciatad vnith tha Clc
eatioh—+ttHe-SerH e e quiremeRtSaRa eSS 5Secate e Wt tHe-or5s

The service provider shall audit the records stored in the CMDB, at planned interv
encies are found, the service provider shall take necessary actions and reporten th

Changes to Cls shall be traceable and auditable to ensure integrity of-the Cls and t

Master copies of Cls recorded in the CMDB shall be stored in secure physical or elg
es referenced by the configuration records.

[1SO/IEC 20000-1:2011, 9.1]

hls. Where
e actions

ne data in the

ctronic

NOTE 1
the) CM
docum
about

catalogue. The service catalogue is external: it contain§an overview over the services that may be

NOTE 2

apply. H
confusg

7) A

d) Reéporting on configuratien-items.

TH
)
2)

3)

CI's containing information on services (i.c. service items) are recorded in a CMDB as w¢
DBisin practice oftenreferred to as a Service Delivery Database (SDDB). This SDDB contains
bnted agreements such as contracts, SLA’s, service definitions etc. and their status. It conta
Vhere those documents are stored. It is an internakrégistration. It is not to be confused W

Aservice item is the part of the set of services delivered to a customer, for which one or mo
xamples of service items are opening houss, availability, reaction time, repair time. A service
d with a service component. Examples.éfiservice components are impact analysis report, relq

configuration baseline of the affected CI’s shall be taken before transferral of arelease

is activity consists ef the following tasks:
The progress.of the Configuration Management activities shall be monitored.

Management records and status reports that show the status and history
configuration items shall be prepared.

Information about versions of the configuration items and their use shall be proy
demand and on a regular basis.

1l. This (part of
an overview of
ns information
ith the service
delivered.

e service levels
tem is not to be
ase, and hotfix.

toacustomer.

of controlled

rided, both on

Process control and reporting.

This activity consists of the following tasks:

1) The Configuration Management Process shall be implemented, controlled, monitored, evaluated

2)

©150/1

and improved.

Quality reports about the Configuration Management Process shall be provided.
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cation Operation Management

5.1.3.1 Purpose

The purpose of the Application Operation Management Process is to manage that the applications or
components display the correct and agreed-upon behaviour in operational situations and that the
services of the application management organization are delivered as agreed.

NOTE 1

In this International Standard the availability and capacity management processes are not

described separately. The Application Operation Management Process covers both availability and capacity
issues. The reasons are:

Availabili
lead to av{

Availabilit]
and conta
teams are

By combin

NOTE2 Cap
time with the

software syste
at present and

NOTE3 Cap
Control Proces

NOTE4 Cap
in the Financia

5.1.3.2 Outicomes

As aresult of

| Management Process.

T capacity (and reiiability) features 1ave mutual Telationsnips: a 1ack of COMpUTer capac
ilability problems and vice versa.

y problems and capacity problems are handled and managed in a similar way and|the ag
cts between the application management organization and the IT infrastrueture mana
similar on these types of problem.

ngthe similaraspectsin one process the implementation and execution of this processis more e
hcity management comprises the monitoring and allocation of the\corfect resources at th
. The purpose of capacity management is to realize and maintdin a cost-effective use of c
n relation to the future needs of the organization.

S.

hcity of financial resources is outside the scope‘f.this process. Financial resources are adg

the successful implementation ef the Application Operation Management Process:

y requirements are identified.

Availabilail;y requirements are identified.

d future capacityand performance requirements are identified and agreed.

Reliability an@\availability are non-functional requirements and they are also input for s
software cgnstruction & integration and also for software testing. Also see for instance section|
capacity and availability are mentioned in relation to estimating the impact of proposed chan

ions plan is developed, which includes:

ty may

tivities
bement

fficient.

e right

Correct capacity to the services that concern the application support, use and production of the

hpacity

acity of human resources is outside the scope of this process. It is part of the Planning and

ressed

ftware
5.21.3
ges.

k| h I TS I S KOS 1 e 1 1 1l . C 2 S KOS
CUICIdUIIILY, avdlldUIIILy dIIU CdpPdUIly UCTIIIdIIUS d1IIU LIITIT ICAdS51UITIL Y,

operations administrations: reliability, availability and capacity measurement results;

management and customer organizations;

renewal processes.

A processing planning is developed which includes:

ar application production planning;

— incidental production runs.

a) Reliabilit
b)
c¢) Current
NOTE
designand
¢) 1) wherg
d) Anopera
— detai
e)
— regul
18

demands and restrictions regarding the operation in the context of the IT infrastructure

demands and restrictions regarding the operation in the context of the maintenance and
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Service availability is tested against the service availability requirements to validate the plan.
Service availability is monitored.

Underlying causes of unplanned service non-availability are identified and analyzed.
Corrective actions are taken to address identified underlying causes.

Changes to service availability requirements are reflected in the service availability plan.
Capacity is provided to meet current capacity and performance requirements;

Capacity usage is monitored, analyzed and performance is tuned.

Cqpacity is prepared to meet future capacity and performance needs.
Changes to capacity and performance are reflected in the capacity plan.
Rdports on operations are produced on a regular basis:

—|{ progress- and planning reports;

— availability- and reliability reports.

The oyganization shall implement the following activitiesdn accordance with applicablg organization

policigs and procedures with respect to the ApplicatiomhOperation Management Process.

a) Operation planning: development of an operations plan.
THis activity consists of the following tasks:
1) THe service provider shall identify andagree capacity and performance requirements with the

customer and interested parties.

[1SO/IEC 20009-1:2011, 6.5.]

2)

availapility requirements.

THe service provider shall'identify and agree with the customer and interested partig¢s service

[ISO/IEC 2000041:2011, 6.3.1]

interepted partigs.

4) T he tegular production runs shall be described.

3)| The general demands for reliability shall identified and agreed with the qustomer and

5) Theeffectsof changesof software, ardware orservices omavaitabitity, Tetiabitity and capacity

shall be predicted.

6) An operations plan shall be created, implemented, maintained and reassessed on a regular basis.

The plan shall include at least:

— current and forecast demand for services;

— expected impact of agreed requirements for availability, service continuity and service levels;
— time-scales, thresholds and costs for upgrades to service capacity;

— potential impact of statutory, regulatory, contractual or organizational changes;

— potential impact of new technologies and new techniques;

— procedures to enable predictive analysis, or reference to them.
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[1SO/IEC 20000-1:2011, 6.5.]

— availability requirements and targets

[ISO/IEC 20000-1:2011,

6.3.2]

— reliability requirements and targets.

b)

meet the demands.

This activity consists of the following tasks:

1) The

obta
2) Thed

3) The

orga
Monitori

This activ

iEed externally (components) shall be defined.

I.ilzations for housekeeping or implementing new releases shall be identified.

emands to be placed upon subcontractors shall be defined.

bossible service moments or service windows for the IT infrastru¢ture manag

g of the effectiveness of measures and processing of results,

ity consists of the following tasks:

Operation realization: determination of the specifications and measures necessary to

r to be

ement

1) Availa
targets. Unpl

bility of services shall be monitored, the results recorded and compared with agreg
hnned non-availability shall be investigated and necéssary actions taken.

[1SO/IEC 20000-1:2011,

d

6.3.3]

2) Reliab
determining v
errors and wk

NOTE The]
environment.
requested fro

lity, manageability and efficiency of production runs and services shall be measui
vhether production runs have been exeguted completed as expected, on time and W
ether applications are online.

application management organizatign does not run the application software in the pro
ata on production runs and probléms with production runs, performance problems etc. §
the parties that run the software.

ed by:
rithout

Huction
hall be

3) Availa

bility plans shall be tested against the availability requirements.
[ISO/IEC 20000-1:2011,

6.3.3]

4) If neces
d) Capacity

This activ

sary, the Use Support Process shall be informed concerning any problems and mea
management.

ity eonsists of the following tasks:

Sures.

1) Thel

T infrastructure organizations shall be informed about resource demands.

mance.

2) The service provider shall monitor capacity usage, analyze capacity data and tune perfor-

[1SO/IEC 20000-1:2011, 6.5.]

NOTE

The application management organization does not run the application software in the production

environment nor do they monitor capacity usage in the production environment. Data on capacity usage shall be
requested from the parties that run the software.

3)
management

NOTE Imp

20

if needed.

rovement actions can be:

Improvements shall be undertaken or actions shall be suggested to IT infrastructure
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— tuning means, resources, runs and/or software;

— de-normalization;

— access optimization.

e) IT

services control and reporting.

This activity consists of the following tasks:

1

Schedules, progress, time spent, etc. shall be monitored.

2) (Changesin) Capacity, usage, performance, workload, availability and reliability against targets,

f) Pnocess reporting and control.

TH
)

2)

5.1.4

5.1.4.1

The py
using f
and dy

NOTE

vulner
the fun
the Sof]
and Su

5.1.4.2
Asarg
a) Se
b) A
c) Ca

detected TOTNCO OTTIItIES amnd trends sitait be reported.

is activity consists of the following tasks:

The Application Operation Management Process shall be implemented, controllg
evaluated and improved;

Quality reports about the Application Operation Management Process shall be pr
Continuity Management

Purpose

rpose of the Continuity Management Process.is\to manage the continuity of the bus
he application(s) by ensuring the continuityof the application(s) or components in
ring exceptional circumstances.

Security is one of the topics of the Continuity Management Process because the

d, monitored,

ovided.

iness process
the long term

continuity and

bility of the information systems arealso addressed in this process. Security is also an important part of

ctionality of the application, so it is,dealt with within the specifications of the application|
fware Design Process and within the service levels and therefore specified in the Agreeme
bplier Management Processes(

Outcomes
sult of the successful implementation of the Continuity Management Process:
rvice contifiwity requirements are identified.
bervice centinuity plan is developed using the service continuity requirements.

ntinirity measures are taken and the results of the measures are recorded and pre

and defined in
't Management

ented.

d) Service continuity is tested against the service continuity requirements to validate the plan.

e) Reports on continuity aspects are produced on a regular basis.

f) Changes to service continuity requirements are reflected in the service continuity plan.

NOTE

ISO/IEC20000 addresses service availability and service continuity in one process. In this International
Standard the topic of service availability is addressed in the Application Operation Management Process.
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5.1.4.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Continuity Management Process.

a) Continuity planning: setup ofa continuity plan based on dependency and vulnerability analyses.
This activity consists of the following tasks:

1) Provided products and services shall be identified.

2) The service provider shall assess and document the risks to service continuity;
[ISO/IEC 20000-1:201116.3.1]

NOTE1 Risks may be assessed in a dependency analysis and vulnerability study.

NOTE 2  Risks may concern internal and external threats, they may concern misuse of resources (the syftem or
its infrastructyre) and they may concern the resources themselves. An example of continujty’of resources is the
future proof ndture of the development tools and platform.

3) The sefrvice provider shall identify and agree with the customer and\interested parties service
continuity refjuirements. The agreed requirements shall take into consideration applicable busipess
plans, servicg requirements, SLAs and risks;

[1SO/IEC 20000-1:2011}6.3.1]

NOTE Thelmanagement of the application management organization is an important interested party.
4) Risks shall be analyzed and the significance and dependency levels of risks shall be determined.

5) The reduired requirements levels shall be deterntined.

6) The service provider shall create, implemént and maintain a service continuity plan(s).
[ISO/IEC 20000-1:2011,|6.3.2]

7) The sgrvice continuity plan(s)shall include at least:
— prpcedures to be implemented in the event of a major loss of service, or reference to them;
— avjailability targets‘'when the plan is invoked;

— refovery requirements;

— approach for‘the return to normal working conditions.

8) The service-continuity plan(s), contact lists and the CMDB shall be accessible when accesq to
normal servigedocations is prevented.

[ISO/TECZ0000-17201T; 6.3.2]

NOTE Also the software version management system, in which the software sources, documentation, data
structures, scripts etc. are stored, shall be accessible.

b) Continuity realization: the implementation of measures.

This activity consists of the following tasks:

1) Measures for controlling the continuity shall be implemented.

2) The measures to manage the continuity should be carried out on a continual basis.
c¢) Continuity monitoring.

This activity consists of the following tasks:
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1) Service continuity plans shall be tested against the service continuity requirements;
[ISO/IEC 20000-1:2011, 6.3.2]

2) The security shall be tested.

3) The backup, rollback and fallback procedures shall be tested.

4) The results of the tests shall be recorded. Reviews shall be conducted after each test and after
the service continuity plan has been invoked. Where deficiencies are found, the service provider shall
take necessary actions and report on the actions taken;

HSOAEC 2000041:2011, 6.3.2]

5) [lhe status of organizational measures shall be monitored.
6) ['he status of the technical infrastructure shall be monitored.

d) Cqntinuity control and reporting: management and monitoring of th¢ Continuity
Management activities.

THis activity consists of the following tasks:

1)| The (progress of the) Continuity Management activities shall be controlled, nmonitored and
evaluated;

2)| Continuity reports shall be drafted;
3)| Control aspects shall be reported.
e) Process reporting and control.
This activity consists of the following tasks:

1)| The Continuity Management Process shall be implemented, controlled, monitored, evaluated
and improved;

2)| Quality reports abouttheContinuity Management Process shall be provided.

5.2 Application Maintenance and Renewal Processes

NOTE There are, five Maintenance and Renewal processes: Impact Analysis, Software Ddsign, Software
Constrfiction and Integration, Software Testing and Preparation of Transfer to Production. However these
processges are deseribed here in a logical order, they do not necessarily have to start sequentially. For instance:
activities regarding Testing and Preparation of Transfer to production can startas soon as the assignment is given
or wheh thedimpact analysis or designs are approved. Very often the sequence of these processes is|determined by
the devielopment method.

5.2.1 Impact Analysis

5.2.1.1 Purpose

The purpose of the Impact Analysis Process is to:

— determine possible solution directions (alternatives) for the realization of proposed changes;
— determine the best overall solution direction;

— determine the consequences of one or more solution directions in terms of activities, required
efforts, the possible impact on future use and operation and the impact on the environment.
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5.2.1.2 Outcomes

As aresult of successful implementation of the Impact Analysis Process:

a) the impact of changes to the existing system on organization, operations or interfaces are identi-
fied

[ISO/IEC 12207:2008, 6.4.10.2.]

b) The impact of proposed application changes are outlined in an impact analysis report, which gives
insight into:

J— wnoseofthe chanao (docerintiagn):
the pprposeofthechan ge {description};

— assuipptionsregarding the impactanalysis, including threat scenarios and vulnerability-arjalysis;
— alterpative solution directions (or selection of alternatives);

— prop¢sed solution direction;

— the affected objects (change set);

— consgquences for the application objects and activities to be exectted for each object;

— estimation of required human capacity: type of knowledge and experience and amount pf time
needed;

— possiple risks and measures;
— consgquences for user environment and the operation environment (short and long-ternp);
— conséquences for the application managementorganization;
— prop¢sed adjustments to releases, if any;

c) The affedted objects are listed and of each affected object it is known whether or not it fis also
affected By other changes.

d) Reports dn the Impact Analysis activities are produced on a regular basis:
— planning and progress;

— evaluations of impactanalyses and the Impact Analysis activities.

5.2.1.3 Actjvities and‘tasks

The organization(shall implement the following activities in accordance with applicable organjzation
policies and plrocedures with respect to the Impact Analysis Process.

a) Determination of the outline of the changes.

1) The (bundles of) request(s) for change shall be described.

The maintainer shall analyze the modification request for its impact on the organization, the existing
system, and the interfacing systems for the following:

— Type; for example, corrective, improvement, preventive, or adaptive to new environment;
— Scope; for example, size of modification, cost involved, time to modify;
— Criticality; for example, impact on performance, safety, or security.
[ISO/IEC 12207:2008, 6.4.10.3.2.]

NOTE1 Impactanalysis and modification analysis are considered to be synonyms.
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NOTE 2  Modification requests and requests for change are considered to be synonyms.
b) Assessment of the scope of the changes.

This activity consists of the following tasks:

1) Based upon the analysis, the maintainer shall develop options for implementing the modifica-
tion.

[ISO/IEC 12207:2008, 6.4.10.3.2.]

2) The configuration items that are affected by the proposed alternatives (architecture, design and
other dacumentation software units versions infprf;\rpc) shall he identified

3) The required changes to these items shall be estimated.
4) Pros and cons of the alternatives shall be described.
5) ['he interdependence of various proposed changes shall be identified:
6) [The impact of the proposed changes on other releases shall be idéntified.
7) Handling and testing the proposed changes shall be prepared:
c) Edtimation of the consequences.
This activity consists of the following tasks:
1)| The impact of the proposed changes on the application objects shall be estimated

2)| The impact of the proposed changes on the operating environment, the user environment and
on agreements (required capacity, availability, etc.) shall be estimated.

3)| The effects for the long term (for quality attributes as described in ISO 25010) shallbe estimated.

4)[ Risks caused by the changes and possible measures that can be taken to minimifge those risks
shall be identified.

5)| The workload of the activities that are needed for the changes and assess the agsociated time
aspects shall be estimated.

d) Vdrification and feedback.

This activity eensists of the following tasks:

1) | The maintainer shall document the modification request, the analysis results, and|/implementa-
tion options;

2) [ Theée maintainer shall obtain approval for the selected modification option as specified in the

contract.

[ISO/IEC 12207:2008, 6.4.10.3.2.]

3) The results shall be verified with the IT infrastructure management organizations.
4) Feedback shall be provided to the Application Change Management Process.
e) Impactanalysis control and reporting.
This activity consists of the following tasks:

1) The impact analysis activities shall be planned.
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2) The progress of the impact analysis activities shall be monitored and progress reports shall be
produced.

Process c

f)

This activ

ontrol and reporting.

ity consists of the following tasks:

1) ThelmpactAnalysis Processshall beimplemented, controlled, monitored, evaluated and improved.

2) Quality reports about the Impact Analysis Process shall be provided.

5.2.2 Softw

are Design

5.2.2.1 Purpose

The purpose
information s

5.2.2.2 Outicomes

As aresult of

ystem in such a way that it can be easily realized and tested.

successful implementation of the Software Design Process:

f the Software Design Process is to make a description of the desired functionality

of the

a) asoftwar
will impleme

b)

c) consistern|
design.

internal 4

ht the software requirements;

ind external interfaces of each software item are-defined; and

e architectural design is developed and baselined that describes the software item|

cy and traceability are established between software requirements and software

[1SO/IEC 12207:2008, 7

s that

1.3.2]

d) adetaile
oped;

e) external

f) consisten
and architect|

l design of each software componen#, describing the software units to be built, is d

nterfaces of each software it are defined; and

cy and traceability are éstablished between the detailed design and the requireme
ural design.

[ISO/IEC 12207:2008, 7

bvel-

nts

1.4.2]

NOTE1 The
have to be adju

NOTE2  The
affected applig
Integration Pr

Software Design'Process may concern developing new designs, but very often existing desi
sted or renewed.

result;of this process is a (modified) functional or logical information system design
ation.dbjects). The technical design is developed or adjusted in the Software Construct

on may

for the
on and

cesSs.

g)
NOTE

A (modified) functional test design is produced.

The design documentation consists of:

— adescription of the functions of the (changed) application, the data flows between them and
the data model;

— adescription of the way in which testing shall be carried out (test specifications, test cases).

h)

evaluations and possible problems are produced on a regular basis.

26

Reports that give insight into the planning and the progress of the design activities and describe
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5.2.2.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Software Design Process.

a) Elaboration of the request.
This activity consists of the following tasks:

1) The specified Request for Change shall be analyzed and de consequences for the top-level and
detailed system designs shall be considered, including the external interfaces.

2) _The preconditions shall be determined and analyzed

3)| The results of this analysis should be documented.

4)[ The request for change shall be translated into (changed) information (d4dta) reqyiirements.

5)| The parts of the system that need to be changed shall be recorded.
b) Determination of alternatives.

This activity consists of the following tasks:

1)| The alternatives for changing the system shall be determined in order to meet the requested
specifications.

2)| The advantages and disadvantages of each alferhative shall be determined, cqnsidering the
preconditions.

3)| All possible alternatives for modification,shall be documented.
4)| The preferred alternative shall be selected.
5)[ Approval for the preferred alterhative should be obtained.

c) Elpboration of the preferred alternative.

THis activity consists of tlie following tasks:

1) The implementer shall*transform the requirements for the software item into an architecture
that describes its topslevel structure and identifies the software components. It shall be ¢nsured
that all the requirements for the software item are allocated to its software components pand further
refined to facilitate detailed design. The architecture of the software item shall be docunpented.

NOTE| Thesoftware architectural design also provides a basis for verifying the softwarg items,
integratiof of software items with each other, and integration of software items with the rest of the
systempitems.

2) The implementer shall develop and document a top-level design for the interfaces external to the
software item and between the software components of the software item.

3) The implementer shall develop and document a top-level design for the database.
4) The implementer should develop and document preliminary versions of user documentation.

5) The implementer shall define and document preliminary test requirements and the schedule for
Software Integration.

© ISO/IEC 2015 - All rights reserved 27


https://iecnorm.com/api/?name=152882269793a7bd060bf6eef753e6b8

ISO/IEC 16350:2015(E)

6) The implementer shall evaluate the architecture of the software item and the interface and data-
base designs considering the criteria listed below. The results of the evaluations shall be documented.

Traceability to the requirements of the software item.

External consistency with the requirements of the software item.
Internal consistency between the software components.
Appropriateness of design methods and standards used.
Feasibility of detailed design.

Feasibility of operation and maintenance.

[ISO/TEC 12207:2008, 7.1

3.3.1]

NOTE 1

NOTE2 Int

adjust the deta

NOTE3  Thi

appropriate co|

software integ

NOTE4 Ins

7) The implé

— desig

Soft
methodology. ]
development 1]

busin

ware design activities are generally prescribed by the selected development,meth

ethods, although often in other wordings or terminology.

iled design and then, if necessary the architectural design.

process is often used to identify the software critical functions,and interfaces and t
Fation and testing.

bme cases the user documentation will be made and/or maintained by the customer organ
menter shall conduct review(s) of the top-level design regarding the degree to whi
n-standards are followed;

ess requirements are met.

'he software design activities and tasks listed in this International Standard oeeur”in aly

he case of maintenance the designer shall preferably work bottom up instead of top dow

ntrols (e.g., security) to reduce vulnerabilities or unintended consequences. This applies

bd and
host all

n: first

apply
to the

zation.

ch:

8) The impl
item. The sof

from the soft

9) The impl
the software
design of the

software uni
requirement

be coded, con

10) The imy
11) The imfg
12) The imy

ementer shall develop a detailed design for each software component of the softwa
fware components shall be refified into lower levels containing software units that
hpiled, and tested. It shall bé'ensured that all the software requirements are alloca
ware components to software units. The detailed design shall be documented.

ementer shall develop‘and document a detailed design for the interfaces external tq
item, between the seftware components, and between the software units. The detg
interfaces shall-permit coding without the need for further information.

lementer shall.develop and document a detailed design for the database.
lementershall update user documentation as necessary.

lementer shall define and document test requirements and the schedule for testing
s{The test requirements should include stressing the software unit at the limits of]

can
ed

iled

its

the criteria li

13) The implementer shall update the test requirements and the schedule for Software Integration.

14) The implementer shall evaluate the software detailed design and test requirements considering

sted below. The results of the evaluations shall be documented.

— Traceability to the requirements of the software item;

External consistency with architectural design;

Internal consistency between software components and software units;
Appropriateness of design methods and standards used;

Feasibility of testing;

Feasibility of operation and maintenance.
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[ISO/IEC 12207:2008, 7.1.4.3.1]

15) The implementer shall conduct review(s) of the detailed designs regarding the degree to which:

— design-standards are followed;

— business requirements are met.

d) Validation.

This activity consists of the following tasks:

1y
2)
e) Cd
T}
1y
2)

The internal or external customer should review the r]ncigh

An approval should be obtained from the customer.
ntrol and reporting on design activities.
is activity consists of the following tasks:

The software design activities shall be planned.

The progress of the software design activities shall be planned and progress re
produced.

f) Pnocess control and reporting.

TH
)
2)

5.2.3

5.2.3.1

The py
items
softwa

5.2.3.2
As ard

a) Te

is activity consists of the following tasks:
The Software Design Process is implemented, controlled, monitored, evaluated a

Quality reports about the Software DeSign Process are provided.
Software Construction and Integration

Purpose

irpose of the Software Construction and Integration Process is to produce integr
ronsistent with thesoftware design, that demonstrate that the functional and n
re requirements are‘satisfied on an equivalent or complete operational platform.

Outcomes
sult of the successful implementation of the Software Construction and integratior

chnicadl documentation is created or modified:

ports shall be

hd improved.

hted software
on-functional

Process:

technical designs: description o1 the technical solution and the motives 1or choosing that solution;

technical data model;
technical description of the software;

technical test design;

production documentation: instructions for installation and operation, including any applicable

preconditions.
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b) verification criteria are defined for all software units against their requirements;

c) software
d)

design; and

units defined by the design are produced;

consistency and traceability are established between software units and requirements and

e) verification of the software units against the requirements and the design is accomplished.

[1SO/IEC 12207:2008, 7.

1.5.2]

NOTE

The Software Construction and Integration Process covers both the construction of new software

including data structures and documentation, and the modification of existing software components. So a result

may be a newl

7 constructed software unit or a modified software unit

f) anintegr
the prioritizg

g) verificati

htion strategy is developed for software units consistent with the software design
d software requirements;

on criteria for software items are developed that ensure compliance withthe softw

hnd

fare

requirementg allocated to the items;
h) software|items are verified using the defined criteria;
i) software jtems defined by the integration strategy are produced;
j) results offintegration testing are recorded;
k) consisterjcy and traceability are established between software design and software items; gnd
1) aregression strategy is developed and applied for re-verifying software items when a changg in
software unifs (including associated requirements, design and code) occurs.
[ISO/IEC 12207:2008, 7{1.6.2.]
m) Reports and evaluations on the progress«and outcomes of the Software Constructipn and
Integration Process activities are produced on a regular basis.
5.2.3.3 Actjvities and tasks
The organization shall implement the following activities in accordance with applicable organjzation

policies and procedures with respect(tothe Software Construction and Integration Process.

a) Determi
This actiy
1) Thed
2) Thed

NOTE

hation of the technical impact of the desired changes.
ity consists of the following tasks:
urrent system and the desired changes shall be examined.

ffected-application objects in detail shall be identified.

Doelimentation is also deemed to be an application object.

3) The desired changes in the application objects shall be documented.

b)

Design of the technical solution.

This activity consists of the following tasks:

1y
2)
3)

4) Thet

The overall technical solution direction shall be determined.
The desired setup shall be determined.

The detailed technical changes shall be determined.

echnical solution shall be documented.

c) Software construction or modification.

30
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For each software item (or configuration item, if identified) this activity consists of the following
tasks:
1) The implementer shall develop and document the following:
— Each software unit and database.
— Test procedures and data for testing each software unit and database.
2) The implementer shall test each software unit and database ensuring that it satisfies its
requirements. The test results shall be documented.
3) The implementer shall update the user documentation as necessary.
4) rtheimptementershattupdate-thetestrequirementsandthe-schedulefor-Software Integration.
5) | The implementer shall evaluate software code and test results considering the eriferia listed
below] The results of the evaluations shall be documented.
a) Traceability to the requirements and design of the software item,
b) External consistency with the requirements and design of the seftware item.
c) Internal consistency between unit requirements.
d) Test coverage of units.
e) Appropriateness of coding methods and standards used.
f) Feasibility of software integration and testing,
g) Feasibility of operation and maintenance
[ISO/IEC 12207:2908, 7.1.5.3.1]
N}?TE 1 The Software Construction and Integration Process covers both the construction of rlew application
objects

NOTE 2

including data structures and documentation, and the modification of existing applicatior] objects.

In some cases the user documentation will be made and/or maintained by the customgr organization.
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6) Test results shall be processed.

d) Software integration.

For each software item (or configuration item, if identified) this activity consists of the following
tasks:

1) The implementer shall develop an integration plan to integrate the software units and soft-
ware components into the software item. The plan shall include test requirements, procedures, data,
responsibilities, and schedule. The plan shall be documented.

2) The implementer shall integrate the software units and software components and test as the
aggregates are developed in accordance with the integration plan. It shall be ensured that each aggre-
gate satisfies|the requirements of the software item and that the software item is integrated at he
conclusion of|the integration activity. The integration and test results shall be documented.

NOTE A regr¢ssion strategy should be developed to be applied for re-verifying the software itenps
when a change is made to software units (including associated requirements, design and code).

3) The implementer shall update the user documentation as necessary.

4) The implementer shall develop and document for each qualification requirement of the soft-
ware item a det of tests, test cases (inputs, outputs, test criteria), and test procedures for condudting
Software Quglification Testing. The developer shall ensure that the integtated software item is feady
for Software Qualification Testing.

lementer shall evaluate the integration plan, design, ¢ode, tests, test results, and yser
ipn considering the criteria listed below. The results.gf the evaluations shall be docy

mented.

a) Trjaceability to the system requirements.

b) External consistency with the system requiféments.

c) Ingernal consistency.

d) Test coverage of the requirements of'the software item.

e) Appropriateness of test standards-and methods used.

f) Cdnformance to expected results.

g) Fdasibility of software qualification testing.

h) Fdasibility of operation and maintenance.

NOTH Evaluation criteria should include consistency and traceability between the
software desjgn and the)seftware items.

6) The implementer shall conduct review(s)

[ISO/IEC 12207:2008, 7.116.3.1]

f) Software Construction and Integration reporting.
This activity consists of the following tasks:
1) The Software Construction and Integration Process activities shall be planned.

2) Theprogressofthe Software Construction and Integration Process activities shall be monitored
and progress reports shall be produced.

g) Process reporting and control.
This activity consists of the following tasks:

1) The Software Construction and Integration Process shall be implemented, controlled,
monitored, evaluated and improved.
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2) Quality reports about the Software Construction and Integration Process shall be provided.
5.2.4 Software Testing

5.2.4.1 Purpose

The purpose of the Software Testing Process is to confirm that the integrated software product meets its
defined requirements and to see to it that the implementation of each software requirement is tested for
compliance, that the applications show the correct behaviour and that the software is ready for delivery.

5.2.4.2 Outcomes

As a rgsult of successful implementation of the Software Testing Process:

a) Fynctional and technical software tests are carried out.

b) Cyiteria for the integrated software is developed that demonstrates compliance with|the software
requifements;

[ISO/IEC 122072008, 7.1.7.1]

c) Integrated software is verified using the defined criteria and-test coverage level.

d) tdstresults are recorded; and

e) aregression strategy is developed and applied for re:testing the integrated software|when a
changg in software items is made.

NOTE A regression strategy should be developed, to be applied for re-testing the |ntegrated
software when a change is made to software items.

[ISO/IEC 122072008, 7.1.7.1]

f) Test products are made, registered and stored:

— tept strategy;

— tept plans;

— tept cases, test scriptsiand test sets;

— tept environments;test user-id’s, test tools;

— reporded testresults (outcomes, statuses, repair assignments);

— teptreports.

g) Testresults are decided upon and handled accordingly.
5

h) Tests are evaluated.

i) Progress and evaluation reports on the test activities are produced on a regular basis.

5.2.4.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Software Testing Process.

a) Preparation of the test activities.
This activity consists of the following tasks:

1) Ifnecessary a test strategy shall be produced or adjust the existing test strategy.
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2) An overall test plan shall be produced.

3) The necessary resources shall be estimated and tasks shall be assigned.

4) Test environments, test tooling and test user id’s shall be prepared and /or installed.

5) Test cases shall be created for the functional and the technical software test.

NOTE Atest caseis a single specified test aimed at a specific test purpose: a succession of related actions
and checks, whose order of execution is indicated. A test case is described in a test case specification: a
document specifying inputs, predicted results, and a set of execution conditions for a test item aimed at a

specific test purpose and related to a particular test unit. (Adapted from ISO/IEC/IEEE 24765:2010). The
description of the way in which a test case will be tested is called a test script.

6) Test cliata shall be created or test sets shall be adjusted.

b) Technicdl software testing.
This actiyity consists of the following tasks:
1) Technical software testing shall be conducted in accordance with the requirements
NOTE The technical software testis a type of test that investigates whetherwhat has been realizgd fully
meets the[technical specifications. The test also investigates whether what'has been changed works|within
the whole pystem, whether the whole system after realization can still bexmaintained and whether the whole
system meets the quality criteria that have been agreed from an application management point ¢f view.
Synonym: technical integration test.
2) Test fesults shall be examined.
3) The impact of test defects shall be determined.
4) Solutjon directions shall be determined.

5) Test dlefects shall be resolved, retested and documented.

c¢) Functional software testing.

For each softvare item (or configuration item, if identified) this activity consists of the followin
tasks:

U

1) The implgmenter shall conduct qualification testing in accordance with the qualification require-
ments for theg software item{ It shall be ensured that the implementation of each software requite-
ment is testeql for compliance. The qualification testing results shall be documented.

2) The implpmentenshall evaluate the design, code, tests, test results, and user documentation|con-
sidering the driterialisted below. The results of the evaluations shall be documented.

— Testleoverage of the requirements of the software item.

— Conformance to expected results.
— Feasibility of system integration and testing, if conducted.

— Feasibility of operation and maintenance.

[ISO/IEC 12207:2008, 7.1.7.3.1]

NOTE A functional software test determines whether the changesin the application have been made correctly
(in accordance with the software architectural and detail design). In this International Standard the scope is
the application software: the functionality and the behaviour of the software on the infrastructure. Testing the
new or adjusted infrastructure is not in scope, nor testing the adjustments in the user organisation. Synonyms:
functional integration test, software qualification test, logical system and integration test.

3) Testresults shall be examined.

4) The impact of test defects shall be determined.
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The solution direction shall be determined.

Test defects shall be resolved, retested and documented.

d) Support of the production test(s).

This activity consists of the following tasks:

1y
2)
3)
4)

NQTE A production test is a test under the responsibility of the IT infrastructur

or
ru
ac

e) Sdftware testing control and reporting.

THis activity consists of the following tasks:

1)
2)

f) Pnocess control and reporting.

THis activity consists of the following tasks:

1
2)

NOTE

Validatfion) and ISO/IEC/IEEE 29 119\(SW Testing).

5.2.5

5.2.5.1

The p
maintg
of the

Support during performing of production tests shall be given if requested.
Support shall be given for determination of the impact of test defects.

Support shall be given for determination of solution direction.

Test defects shall be resolved, retested and documented.

h on the infrastructure and will behave correctly (in accordance with the-SBEA). Synony
Ceptance test, exploitation acceptance test.

Test evaluation reports shall be produced.

The Software Testing Process shall beimplemented, controlled, monitored, evaluated
Quality reports about the Software Testing Process shall be provided.

More detailed informationen the subject of testing can be found in IEEE Std 1012 ({

Preparation of Transfer to Production

Purpose

irpose pf\the Preparation of Transfer to Production Process is to complete th
nance-aind renewal activities and to fulfil the necessary preconditions for an errof
new'version of the application to production.

P management

banization in which it is determined whether the new or changed application objects can He installed and

ns: production

The progress of the test activities shall be monitored-and progress reports shall be made.

and improved.

erification and

e application
-free transfer

5.2.5.2 Outcomes

As a result of the successful implementation of the Preparation of Transfer to Production Process:

a) acquirer acceptance tests and reviews are supported.
[ISO/IEC 12207:2008, 6.4.8.2]

b) Te

st defects that occurred during acceptance tests are handled.

c¢) The documents modified or produced in the Application Maintenance and Renewal Processes are
registered and archived.
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e)

evaluated.

d) an operation strategy is defined;

conditions for correct operation of the software in its intended environment are identified and

[1SO/IEC 12207:2008, 6

49.2]

f) Transfertothe stage in which aversion of an application actually isin use and in production is prepared.

g) Progress and evaluation reports on the implementation activities are produced on a regular basis.

5.2.5.3 Activities and tasks

The organiza

policies and pjrocedures with respect to the Preparation of Transfer to Production Process.

fion shall implement the following activities in accordance with applicable organ

zation

a) Software
This activity

1) The dd
uct. Acceptar]
Software Augd
performed) p

NOTE Thi
acceptance tg
2) Thede

NOTE The co
environment

3) Thede
ified in the cd

NOTE Init

acceptance tq

t acceptance support.
consists of the following tasks:

veloper shall support the acquirer’s acceptance review and testing/of the software
ce review and testing shall consider the results of the SoftwareReview (subclause
it (subclause 7.2.7), Software Qualification Testing, and System Qualification Testi
rocesses. The results of the acceptance review and testjng-shall be documented.

s includes documentation and communication of problems detected during

sting to those responsible for resolution.

htract may require the developer to put the product into operation in the customer

reloper shall provide initial and continuing training and support to the acquirer as
ntract.

al supportincludes identifying-and communicating problems detected during

those responsible for resoldtion.
[ISO/IEC 12207:2008, 6.4

veloper shall complete and deliver the softwate.product as specified in the contract.

prod-
7.2.6),
ng (if

wn

spec-

8.3.1]

NOTE1 The
customer. Acti
answering que

NOTE2 Tra
Software Cont
in the producti

preparation and (execution of the acceptance test shall only be supported on request
vities may include: developing a test plan, preparing the test environment, defining te
Ktions, analyzing'test results etc.

(sfer of. the executables of the applications to the IT-infrastructure organization(s) is par
ol andiPistribution Process. The IT-infrastructure organization will then install the exec
pnenvironment (deployment).

of the
t data,

k of the
Ltables

NOTE 3

NOTE 4

Support of the acquirer may include preparation of the introduction into the user organization.

Not only acceptance by the acquirer shall be prepared but also acceptance by other involved parties,

such as infrastructure management organizations and any application support and application maintenance
teams that have to work with the modified application.

4) Test defects found in acceptance tests shall be handled.

NOTE

action takes place within the Software Construction and Integration Process.

b)

NOTE 1

36

Support of the application operation process of IT-infrastructure management.

In this process the test defects are accepted and, if necessary, discussed with the tester. The repair

ISO/IEC 12207 describes the Software Operation process and its activities and tasks. The
application management organization may support these activities by preparing draft operations plans and
instructions and by supporting installation activities etc.. ..
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This activity consists of the following tasks:

1) The preparation of the production environment shall be supported, if necessary: installation,
necessary conversions, batch scheduling etc.

2) A formal production assignment shall be prepared, if necessary.
NOTE When the application management team and the infrastructure management team are part of the
same organization the application management team may assist the IT infrastructure management team and

the customer organization by preparing and issuing a formal production assignment.

Preparation of the finalization of the release.

This activity consists of the following tasks:
1)| All documents produced or adjusted during the implementation activitiesshall be archived.
2)| Discharge of the implementation activities shall be initiated.

NQTE It concerns all parties (acquirer, infrastructure management teamy, application support, etc.) that
willl work with the new version of the application

3)| The implementation activities shall be evaluated.
Cqmpletion of the assignment.

This activity consists of the following tasks:

1)| Assignment discharge shall be organized.

2)| A production assignment shall be issued (ifneeded) and the Software Control anfl Distribution
Process shall be reported on the status:

3)| The Application Change Managemeiit Process shall be informed on the status.
Prieparation of Transfer to Production control and reporting.

THis activity consists of the following tasks:

1)| The working method shall be decided on with all parties involved.

2)| The necessary capacity shall be estimated for all parties.

NQTE In this_process different parties may be involved: the customer organization$ that perform
acfeptation tests'and the infrastructure management organizations that will install and deploy the release.

So[the working method and necessary capacity have to be tuned with all those parties involvgd.

3)| Monitor the progress of the Preparation of Transfer to Production activities and make progress
réeports for all parties involved.

Process control and reporting.
This activity consists of the following tasks:

1) The Preparation of Transfer to Production Process shall be implemented, controlled, monitored,
evaluated and improves.

2) Quality reports about the Preparation of Transfer to Production Process shall be provided.

5.3 Connecting Processes

NOTE See Annex A.2 for an explanation of the term “connecting processes”.
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5.3.1 Application Change Management

5.3.1.1 Purpose

The purpose of the Application Change Management Process is to control changes in the functionality
of applications by prioritizing requests for change and arranging the decisions about them in a
standardized way.

NOTE See Annex A.2 for an explanatory text concerning the Application Change Management process

5.3.1.2 Outcomes

As aresult of the successful implementation of this process:

a) Requests|for change are recorded and classified.

b) Requests|for change are assessed using defined criteria.

c) Requests|for change are approved before changes are developed.

d) Animplementation schedule of changes and releases is established.

e) An imple]:entation schedule of changes and releases is communicatedto interested parties.
NOTE In this International Standard a release is a particular version of the application a set of grouped
change refjuests, established in the Application Change Managemént Process that are designed, r¢alized,
tested and deployed as a cohesive whole

f) If possiblg¢ and necessary requests for change are combihed to form a release.

g) Progressofindividual changes and releases is monitored.

h) Progressof changes and releases is reported.én a regular basis.

i) Changes §nd releases are evaluated.

5.3.1.3 Actjvities and tasks

The organization shall implement.the following activities in accordance with applicable organjzation
policies and pjrocedures with respect to the Application Change Management Process.

a) Registration of the requests for change.

This actiyity consists of the following tasks:

1) There shall be.d documented procedure to record, classify, assess and approve requests for
change

2) The service provider shall document and agree with the customer the definition of an emergency
change.

3) There shall be a documented procedure for managing emergency changes.
[ISO/IEC 20000-1:2011, 9.2]

4) All changes to an application or application object shall be raised using a request for change.

5) Requests for change shall have a defined scope.

6) All requests for change shall be recorded and classified.

[ISO/IEC 20000-1:2011, 9.2]
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7) Requests for change shall be assessed using agreed criteria.
NOTE Characteristics of the requests for change that shall be recorded are
— goal;

— origin;
— scope;
— priority;

— cause and rationale;

— expected impact;
— status;
— depcription.
b) Sdheduling of the release.
THis activity consists of the following tasks:
1)| Preconditions regarding releases shall be determined.

2)| Requests for change may be clustered into releases-taking into account the demands and
assumptions.

3)| It shall be monitored that decision-making takes place on the way the request for change
will be handled.

NQTE A request for change can lead to a(n)-(individual) change, if it is not allocated td a release, or a
release or it can be rejected.

4)| The development and testing of the change / release shall be scheduled and initidted.

5)| Itshall be monitored that the-fequests for change are approved before changes afe developed.

6)| The schedule shall beccomnmunicated to interested parties.
c) Mpnitoring and adjusting changes and releases.

THis activity consists of the following tasks:

1)| The progress of the change or release including the interaction between change$ and releases
shall e’ thonitored.

2)| It'shall be validated whether the demands are met.

3)—Thecontentof the Tetease strattbeadjusted; i recessary:

4) The statuses of the requests for change shall be monitored and be kept up-to-date.
d) Application change control and reporting.

This activity consists of the following tasks:

1) Information regarding requests for change, changes and releases shall be provided to
interested parties.

2) The service provider shall review changes and releases for effectiveness and take actions agreed
with interested parties.

[1SO/IEC 20000-1:2011, 9.2]
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3) Requests

for change shall be analyzed at planned intervals to detect trends. The results and

conclusions drawn from the analysis shall be recorded and reviewed to identify opportunities for
improvement.

[1SO/IEC 20000-1:2011, 9.2]

e) Process control and reporting.

This activity consists of the following tasks:

1) Achange
potential to i

TTATagenent poticy siatt be estabiistied that defines criterta to deteT TINE CITangES
ave a major impact on services or the customer.

[ISO/IEC 20000}1:201

with

1,9.2]

2) The
evaluated and

3) Quality
of the procesq

5.3.2 Softw

5.3.2.1 Purn

The purpose
(version of)
stakeholders

NOTE1 Obj
compilation sc

NOTE2 Wit
the change pac

Application Change Management Process shall be implemented, controlled, monjitored,

improved.
Feports about the Application Change Management Process that/describe the perfor
shall be produced.

are Control and Distribution

pose

bf Software Control and Distribution is to stexe application objects, transfer the ¢
pplication objects to the right environment or process at the right time and
hbout status and location of application @bjects.

bcts to be considered here include applications and modules, data structures, designs, te
ipts, etc.

hin Software Control and Distribution three types of object sets are being handled: the cha
kage and final transfer set. THeir interrelationship is shown in figure 5.

Impact analysis

mance

orrect
nform

st sets,

hge set,

40

Objects possibly J
to be adjusted Change set
Software design
Software construction
i and integration
Adjusted Change package l
objects
Implementation
Objects to be ,
Final f
dispersed and used | - RIS EEE

Application support

Figure 5 — Objects within Software Control and Distribution
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NOTE 3  There are three types of activities: storing objects, transferring objects and keeping track of the status
of the objects (and informing stakeholders on the status and position). The activity of keeping track of the status
and informing stakeholders can be considered as configuration management of the maintenance situation, where
the configuration management of the operational software is described in the Configuration Management Process
in 5.1.2. For this type of activities the Configuration Management process in 5.1.2. can be used.

5.3.2.2 Outcomes
As aresult of successful implementation of the Software Control and Distribution Process:

a) Application objects are stored, combined to form change sets, change packages and final transfer
sets and transferred from object libraries to development, test and production environments
anfd/or libraries.

b) Stptusofandinformation aboutthe objects (versions and history, relations and interfergnces between
releases) are registered and made available to stakeholders and application managemgnt processes.

c) Progress reports and evaluation on the Software Control and Distributionactivities|are produced
or] a regular basis.

5.3.2.3 Activities and tasks

The o1ganization shall implement the following activities in aceordance with applicablg organization
policigs and procedures with respect to the Software Controland Distribution Process.

a) Registration of application objects.
THis activity consists of the following tasks:
1)| The application objects and their status@hall be registered.
2)| The change sets, change packages and final transfer sets shall be registered.
b) Stprage and issuing of application-objects.
This activity consists of the following tasks:
1)| The storage of the relevant versions of the application objects shall be controlled

2)| Timely and corrécttransfer of the application objects between the different enyironments in
the application‘'maintenance processes shall be controlled.

3)| Documentation objects shall be provided to other application management processes and to
other stakeholders.

c) Provision of information on the application objects.

This activity consists ofthe Fn”nuring tasks:

1) The service provider shall conduct analysis and determine which documentation, software units,
and versions thereof need to be modified as a result of a request for change. These shall be docu-
mented.

[ISO/IEC 12207:2008, 6.4.10.3.3.1]

NOTE The objects that need to be modified form the change set.

2) Possible overlaps in change sets shall be identified.
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3) Informationaboutapplication objectsand their status shall be provided to stakeholders and processes.

4) Management records and status reports that show the status and history of controlled software
items, including baselines shall be prepared.

[ISO/IEC 12207:2008, 7.2.2

3.4.1]

5) Thecha

d) Transfer

nge packages shall be defined.

to the production environments.

This activity consists of the following tasks:

1) Possiple final transfer sets shall be defined.

2) Apprpval for transfer to production shall be initiated.

3) Thef]
4) Currg

Configuration Management Process.

e) Process reporting and control.

This activ

1) A Soffware Control and Distribution policy shall be defired.

2) The §
evalu

NOTE
and wheth

3) Quali

stakgholders and other applicationimanagement processes.
5.4 Management Processes
5.4.1 Agre¢ment Managemeifit

5.4.1.1 Purpose

The purpose pf the Agneement Management Process is to manage that the services delivered
application mpnagement organization meet or surpass the requirements agreed with the custon

nal transfer sets shall be transferred to the customers.

nt information about new or changed application objects shall“be provided

ity consists of the following tasks:

to the

oftware Control and Distribution Process shall‘be implemented, controlled, monjitored,

ated and improved.

Criteria for evaluation include whether theSoftware Control and Distribution process is|
er the process is updated when necessary:

y reports about the Software Cafitrol and Distribution Process shall be provided

secure

to the

by the
er.

COTITCY

As aresult of successful implementation of the Agreement Management Process:

a) Services and dependencies are identified.

b) Serviceleveltargetsand workload characteristicsforservicesare definedinservicelevel agreements.

c) Theapplication managementorganizationhasanagreed-uponframeworkofdocumented agreements
and underlying agreements with the customer organizations, including Service Level Agreements.

NOTE

— contracts;

This framework includes:

— underlying documents describing the services, products, solutions and approaches in more detail;

42
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acceptance criteria;

financial agreements;

security responsibilities and risk acceptance

Services are monitored against service level agreements.

Service level performance against service level targets is communicated to interested parties.

NOTE These products will not always necessarily be created in the Agreement Management Process
(e.g. acceptance criteria, specifications or design), but they will generally form part of the complete set of
agreements which make up a contract or internal agreement.

CHanges to service requirements are reflected in the service level agreements.

Agreements are evaluated on a regular basis.

The o1ganization shall implement the following activities in accordan€e with applicablg organization

policigs and procedures with respect to the Agreement Management-Ptocess.

a)

Drawing up agreements.
THis activity consists of the following tasks:

1)| The interrelations between the application management organization, its customnjers and other
suppliers shall be defined.

2)| Responsibilities and accountabilities invelved shall be defined of all parties.

3) THe service provider shall agree the services to be delivered with the customer.

4) THe service provider shall agree a catalogue of services with the customer. The catalggue of ser-
vices g$hall include the dependenciesbétween services and service components.

5) Fdr each service delivered, one'or more SLAs shall be agreed with the customer. Whep creating
SLAs, tthe service provider shalljtake into consideration the service requirements. SLAs shall include
agreefl service targets, waorkload characteristics and exceptions.

[1SO/IEC 2000p-1:2011, 6.1]

6) [The pricingmuodel and rates shall be determined.
7) Responsibilities, services, products and rates shall be negotiated and adjusted.

8) ['he'agreements shall be agreed with the customers.

9) Theagreementssitattbedocurnmemnted:

10) A communication, reporting and escalation mechanism shall be established.

b) Monitoring of agreements, reporting and taking measures.

This activity consists of the following tasks:
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1) The service provider shall review services and SLAs with the customer at planned intervals.
2) The service provider shall monitor trends and performance against service targets at planned
intervals. Results shall be recorded and reviewed to identify the causes of nonconformities and
opportunities for improvement.

[1SO/IEC 20000-1:201

1,6.1]

parties.

3) The description of each service report, including its identity, purpose, audience, frequency and
details of the data source(s), shall be documented and agreed by the service provider and interested

4) Service reports shall be produced for services using information from the delivery of services

and the SMS
least:

i) pe
ii) re
ment of new
iii) W
iv) d
requirements
V) tr

vi) ¢
satisfaction

5) Theserv
reports. The

vii) measurements and complaints.

\ctivities, including the service management processes. Service reporting shall incl

rformance against service targets;

levant information about significant events including at least major incidents, depl
br changed services and the service continuity plan being invoked;

rorkload characteristics including volumes and periodic changes in'workload;

btected nonconformities against the requirements in this part\of ISO/IEC 20000, th
or the service requirements and their identified causes;

bnd information;

1stomer satisfaction measurements, service complaints and results of the analysis

ce provider shall make decisions and takézactions based on the findings in service
hgreed actions shall be communicated, te'interested parties.

[ISO/IEC 20000-1:201

lde at

DY -

e SMS

of

1,6.2]

6) Theres

7) Opport

c¢) Evaluation and adjustment of.agreements.

This activ

ults of these actions shall be ménitored.

inities for improvement shall be identified.

ity consists of the following tasks:

1) Theserv
customer.

ce providers shall review the performance of the services at planned intervals, with

[ISO/IEC 20000-1:201

the

1,7.1]

2) The satis

Foction of all involued pori—inc onthe content and the abservance ofthe ogranmnnf

be evaluated.

3)

and draw up proposals for improvements if necessary. Evaluation subjects are:

4)

44

set-up of the agreement;
services and products;
service levels;

pricing models and rates.

Proposals for future cooperation shall be made.

s shall

The agreements shall be evaluated and it shall be monitored whether the agreements are appropriate
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5) Changes to the documented service requirements, catalogue of services, SLA’s and other doc-
umented agreements shall be controlled. The catalogue of services shall be maintained following
changes to services and SLA’s to ensure that they are aligned.

[adjusted from ISO/IEC 20000:2011, 6.1]

d) Process control and reporting.
This activity consists of the following tasks:

1) The Agreement Management Process shall be implemented, controlled, monitored, evaluated
and improved.

2)| Quality reports about the Agreement Management Process shall be provided.
5.4.2 | Planning and Control

5.4.2.1 Purpose

The purpose of the Planning and Control Process is to manage thatthe/services are prpvided on the
agreed delivery date by deploying the right personnel in the appropriate capacity at the rjght time.

NOTE Activities within the field of application management may take place in a project. Th{s process does

not only cover the planning and control of projects but also the plaphing and control of all day-to-flay application
manag¢ment activities and combined work packages.

5.4.2.2 Outcomes

As a rgsult of successful implementation of the Planning and Control Process:

a) thle scope of the work for the project is-defined;

b) the feasibility of achieving the goals'of the project with available resources and consfraints are
evaluated;

c) the tasks and resources necessary to complete the work are sized and estimated;

d) interfaces between elements in the project, and with other project and organizationgl units, are
identified;
e) plans for the execution of the project are developed; and

f) plans for the execution of the project are activated.

[ISO/IEC 12207:R2008, 6.3.1.2]

NOTE In ISO/IEC 12207:2008, 6.3.1 the subject of the process is Project Planning.

RS E 13 L Dlgwiing O C ot o] Do o o 2l alac LEZWE ZC 2P-C P Lt o1l 2 1
The aCtAVAtA\.o TIT tulo TTATITIIITS O¢ \Juutx O T TOCCSSCalr tan\, Pract—TIT pT UJ\.\.to uut arso—as Separate llne

activities, in releases etc. The term ‘project plan’ is, within this context, synonymous with ‘release plan’.
g) Annual or rolling quarterly plans are available.

NOTE In the project plan and annual and/or rolling quarterly plans there should be estimates of:

— expected workload or activities to be executed;

— required human resource capacity (type and amount);

— expected starting times, due dates and timelines;

— estimates for needed capacity and provisional schedules for application support and application maintenance
and renewal activities, for management activities, etc.;

— estimates for required capacity for quality improvement activities;
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— in case of rolling plans: changes in the plans compared to previous versions.

h) Progress of the project is monitored and reported;

i) Interfaces between elements in the project, and with other project and organizational units, are
monitored;

j) Actions to correct deviations from the plan and to prevent recurrence of problems identified in
the project are taken when project targets are not achieved; and

k) Project objectives are achieved and recorded.

[ISO/IEC 12207:2008, 6.3.2.2]

1) The application management organization has metrics, such as productivity figures and emjpirical
data on previous work.

5.4.2.3 Actjvities and tasks

The organization shall implement the following activities in accordance with applicable organjzation
policies and procedures with respect to the Planning and Control Process.

a) Planning of application management activities.

This actiyity consists of the following tasks:

The project shall implement the following activities and tasks in~dccordance with applicable orgpniza-
tion policies gnd procedures with respect to the Planning Pragcess.

Project initiation. This activity consists of the following tasks:

1) The manpger shall establish the requirements of the/project to be undertaken.

NOTE Estallishing the requirements includes identifying the project’s objectives, motivations
and boundaries.

2) Once the|project requirements are estahlished, the manager shall establish the feasibility of|the
project by checking that the resources (pérsonnel, materials, technology, and environment) required
to execute anld manage the project aye available, adequate, and appropriate and that the timescalles to
completion ate achievable.

3) Asnecessary, and by agreement of all parties concerned, the requirements of the project mdy be
modified at this point to achieye the completion criteria.

[ISO/IEC 12207:2008, 6.3.1.3.1]

4) The application management organization shall have continuous insight into available, allgcated,
committdd and available human resources capacity.

5) The expe tted human r‘:\p:\r‘ify rnqnirnr] for :\pp]ir‘nfinn m:\nngnmnnf activities shall be estimhted:

— application support activities;

— small every day maintenance activities;

— larger maintenance and renewal activities;
— management and strategic activities.

6) Theserequirements shall be detailed to provide estimates by activity, release or project, detailed by
type of human capacity, amount and period.

7) Incaseofstaffaugmentation the human capacity required from suppliers (including subcontractors)
shall be estimated, detailed by type of expertise, amount and period.
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8) Therequested or agreed timelines provided by customers and suppliers shall be identified.

9) The available, required and, where applicable, available human capacity for both the application
management organization as well as subcontractors shall be identified.

10) Risks (probability, effects) and appropriate mitigation measures and the effect on human capacity
required shall be identified and quantified.

Project planning. This activity consists of the following tasks:

11) The manager shall prepare the plans for execution of the project. The plans associated with the
execution of the project shall contain descriptions of the associated activities and tasks and identifi-
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lowing:
— Schedules for the timely completion of tasks.
— Estimation of effort.
— Adequate resources needed to execute the tasks.
— Allocation of tasks.
— Assignment of responsibilities.
— Quantification of risks associated with the tasks orthe process itself.
— Quality assurance measures to be employed throughout the project.
— Costs associated with the process executiont
— Provision of environment and infrastructure.

— Definition and maintenance of a life cycle model that is comprised of stages u
d life cycle models for projects of the organization.

nt Process.

ct activation. This activity consists of the following tasks:

The manager shall obtain.afithorization for the project.

The manager shall submit'requests for necessary resources to perform the project.

'he manager shalldnitiate the implementation of the project plan/s to satisfy the ob
a set, exercising centrol over the project

[ISO/IEC 12207:2(

Organizational models for project use would be provided through the Life Cycle NMlodel Man-

ot limited to,

5ing the

jectives and

08, 6.3.1.3.2]

b) M

bnitoring, control and reporting of application management activities.
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of the project

with other re

Project monitoring. This activity consists of the following task:

1) The manager shall monitor the overall execution of the project, providing both internal reporting

progress and external reporting to the acquirer as defined in the contract.

NOTE The manager ensures that internal project element interfaces, as well as interfaces

levant projects and organizational units, are monitored during this activity.

Project control. This activity consists of the following tasks:

2) The manager shall investigate, analyze, and resolve the problems discovered during the execution
of the project. The resolution of problems may result in changes to plans. It is the manager’s respon-
sibility to ensure the impact of any changes is determined, controlled, and monitored. Problems and

3) The man
the plans and
ing as requiry

Project asse
4) The man

5) The man
completed du
plans.

NOTH

of problems i

6) When all
whether the |

their resolutipn shall be documented.

requirements.

Project closuire. This activity consists of the followingtasks:

hger shall report, at agreed points, the progress of the project, declaring adhetence

bd by the organizational procedures and the contract.
ssment. This activity consists of the following tasks:

hger shall ensure that the software products and plans are evaluated for satisfactig

hger shall assess the evaluation results of the software products, activities, and tas
ring the execution of the project for achievement of thetobjectives and completion

The manager uses assessment results to take steps to prevent future recurrence

Hentified on the project.

broject is complete, taking into accoynt the criteria as specified in the contract or a

resolving instances of the lack of progress. These include internal and external report-

software products, activities, and tasks-are completed, the manager shall determine

to

n of

ks
bf the

5 part

of organizatipn’s procedure.
7) These repults and records shall be archived in a suitable environment as specified in the contract.
[ISO/IEC 12207:2008, 6|3.2.3]
c¢) Evaluatign of planning and control.
This actiyity consists of the following tasks:
1) The pverall results of the activities of the application management organization apd the
suppliers shall-beevaluated.
2) The lessons\learned, e.g.by updating risk analysis checklists, metrics etc. shall be ideftified,
documénted and communicated.
3) Any problems in planning and controlling the application management activities shall be

ident
d)

ified and proposals for improvement shall be produced.

Process control and reporting.

This activity consists of the following tasks:

1) The Planning and Control Process shall be implemented, controlled, monitored, evaluated
and improved.

2) Quali

48

ty reports about the Planning and Control Process shall be provided.
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5.4.3 Quality Management

5.4.3.1 Purpose

The purpose of the Quality Management Process is to manage that the products, processes, resources
and structure of the application management organization comply with the requirements of the
organization, the customers and relevant regulations.

5.4.3.2 Outcomes

As a result of successful implementation of the Quality Management Process:

a) strategy for conducting quality assurance is developed;
[ISO/TEC12207:008, 7.2.3.2]

b) Quality assurance criteria are defined

c) evlidence of software quality assurance is produced and maintained;
d) problems and/or non-conformance with requirements are identifi€d and recorded; and

e) adherence of products, processes and activities to the appli¢able standards, procedufes and
requirfements are verified.

[ISO/IEC 12207:R008, 7.2.3.2]

f) The application management organization has_insight into the required and actual internal and
acquired quality.

g) o1ganization quality management policies:and procedures are defined;
h) o1ganization quality objectives are defined;

i) acfountability and authority for quality management are defined.

[1SO/IEC 12207:2008, 6.2.5.2]

j)  The requirements (agreeménts) from the other Management Processes are handled, for instance
infthe field of customer agreements, quality demands, cost demands. Feedback to thg Management
Priocesses on the feasibility of the requirements should be provided.

k) Dgmands placed on the other Management Processes are defined and communicategl. Feedback is
also provided regarding the feasibility of this.

1) A|process.is in place for identifying, registering and handling problems (shortcqmings in the
qyaljty system).

m) Appropriate action is taken when quality objectives are not achieved.
[ISO/IEC 12207:2008, 6.2.5.2]

n) Reports on the quality of the application management activities are produced on a regular basis.

5.4.3.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Quality Management Process.

a) Quality planning.

This activity consists of the following tasks:
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1) The organization shall establish quality management policies, standards and procedures.

NOTE 1 A process model for quality management system can be found in ISO 9001:2000. For
organizations wishing to move beyond ISO 9001:2000, in pursuit of continual improvement of perfor-
mance, guidance is provided in ISO 9004:2000.

NOTE 2 Guidance for application of ISO 9001:2000 to software can be found in ISO/
[EC 90003:2004. The organization shall establish organization quality management goals and objec-
tives based on business strategy for customer satisfaction.

2) The organization shall establish organization quality management goals and objectives based on
business strategy for customer satisfaction.

3) A plan fof conducting the quality assurance process activities and tasks shall be developed, docu-
mented, implemented, and maintained for the life of the contract.

[ISO/IEC 12207:2008, 7.2.3}3.1.3]

4) The curr¢nt quality levels shall be estimated.
5) Known limitations regarding quality levels to be met shall be inventoried.

6) The abilify of the organization and the suppliers to deliver the current and required servicgs shall
be estimdted.

7) The organization shall define responsibilities and authorityfor implementation of quality man-
agement.

[ISO/IEC 12207:2008, 6.2.5{3.1.3]

8) A training plan, addressing implementation schedules, resource requirements, and training
needs, should be developed and documented.

[ISO/IEC 12207:2008, 6.2.43.2.1]

9) Improverhents in the quality systerm shall be initiated.

10) Training manuals, including'présentation materials used in providing training should be d¢vel-
oped or acqujred.

11) The training plan shall be implemented to provide training to personnel. Training records
should be malintained.

[ISO/IEC 12207:2008, 6.2|4.3.2]

12) Agreements.about quality requirements with suppliers shall be made.

13) Itshall be assured that applicable prime-contract requirements are passed down to the subcon-
tractor, and that the subcontractor’s software products satisfy prime-contract requirements.

[ISO/IEC 12207:2008, 7.2.3.3.3.3]

14) Scheduled and on-going quality assurance activities and tasks shall be executed. When problems
or non-conformances with contract requirements are detected, they shall be documented and serve
as input to the Problem Resolution Process (subclause 7.2.8). Records of these activities and tasks,
their execution, problems, and problem resolutions shall be prepared and maintained.

[ISO/IEC 12207:2008, 7.2.3.3.1.4]

NOTE In this International Standard the Problem Resolution activities are part of the Quality Management
Process (5.4.3.3 b.2).
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15) The organization shall implement preventive actions [ISO/IEC 9001:2008, 8.5.3]
b) Quality monitoring, improvement and reporting.

This activity consists of the following tasks:

1) The organization shall conduct periodic reviews of project quality plans.
[ISO/IEC 12207:2008, 6.2.5.3.1.3]

2) There shall be a documented procedure to identify problems and minimize or avoid the impact of
incidents and problems. The procedure for problems shall define:

— identification;

— recording;

— allocation of priority;

— classification;

— updating of records;

— escalation;

— resolution;

— closure.

3) Problems shall be managed according to the procedure.
[ISO/IEC 2000p-1:2011, 8.2]

4) It[shall be assured that software productsand related documentation comply with the contract
and adhere to the plans.

5) In preparation for the delivery of thesoftware products, it shall be assured that they|have fully
satisfied their contractual requirements and are acceptable to the acquirer.

6) It|shall be assured that those sbftware life cycle processes (supply, development, opefation, main-
tenange, and support processessincluding quality assurance) employed for the project comply with the
contrgct and adhere to the plans.

7) It|shall be assured thatthe internal software engineering practices, development enyironment,
test epvironment, and-libraries comply with the contract.

[ISO/IEC 12207:200, 7.2.3.3.2.3]

8) The orgamnization shall implement corrective actions and communicate results through the organ-
ization.

[ISO/IEC 12207:2008, 6.2.5.3.2.2]

9) Itshall be assured that the acquirer and other parties are provided the required support and
cooperation in accordance with the contract, negotiations, and plans.

10) It should be assured that software product and process measurements are in accordance with
established standards and procedures.

11) Itshall be assured that the staff assigned has the skill and knowledge needed to meet the
requirements of the project and receive any necessary training.

[1SO/IEC 12207:2008, 7.2.3.3.3]

12) The organization shall take corrective actions when quality management goals are not achieved.
[ISO/IEC 12207:2008, 6.2.5.3.2.1]
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13) The quality of the application management activities shall be reported.

14) Additional quality management activities may be assured in accordance with the clauses of
ISO 9001.

[ISO/IEC 12207:2008, 7.2.3.3.4.1]

¢) Quality evaluation.
This activity consists of the following tasks:

1) Releases shall be evaluated.

2) The fesults of the improvement activities based on executed assessments, reviews anfl tests
shall pe evaluated.

3) Define objective criteria that can be used to evaluate staff performance.

4) Evaluate|the performance of the staff in respect of their contributions to the goals of the organi-
zation or project.

5) Ensure that feedback is provided to the staff on the results of any evaluations performed.

6) Maintainladequate records of staff performance including information/on skills, training com-
pleted, and performance evaluations.

7) Empowef teams to perform their role by ensuring the teams/ave:
i) Arunderstanding of their role on the project.
ii) Alshared vision or sense of common interests,omrthe success of the project.
iii) Appropriate mechanisms or facilities for communication and interactions among tegms.

iv) Sypport from appropriate management toaccomplish project requirements.
[ISO/IEC 12207:2008, 6.2}4.3.3]

8) The genjeral quality of products and processes shall be evaluated.
9) The prdblems that have been dealtwith shall be evaluated.
d) Process ¢ontrol and reporting:
This actiyity consists of the-following tasks:

1) The Quality Management Process shall be implemented, controlled, monitored, evaluated
and improved:

2) Quality réports about the Quality Management Process shall be provided.

5.4.4 Financial Management

5.4.4.1 Purpose

The purpose of the Financial Management Process is to manage that the costs of the application
management organization are in balance with the benefits and the products and services are
competitively priced.

5.4.4.2 Outcomes
As aresult of successful implementation of the Financial Management Process:

a) Theapplication managementorganization has defined a costallocationand a costcharging structure.
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b) Costs of service provision are estimated.

c) Budgets are produced using cost estimates.

d) The application management organization has drawn up a financial plan.
This plan provides insight into:
— costs;
— Dbenefits;

— developments;

—|{ long-term expectations.

NOTE Cost benefit analysis should encompass criticality analysis.
e) Fihancial reviews take place on a regular basis.

The review reports provide insight into:

—]| financial results;

—|{ results of financial evaluations;

—|{ change proposals for the financial process;

—|{ any problems encountered.
f) dgviations from the budget and costs are controlled;
g) dgviations from the budget are resolved;

h) dgviations from the budget and costs@re communicated to interested parties.

5.4.4.3 Activities and tasks

The orjganization shall implement the following activities in accordance with applicablg organization
policigs and procedures with respect to the Financial Management Process.

a) Fipancial planning.
This activity consists of the following tasks:
1)| A costistructure shall be created or adjusted.

NQTE The cost structure concerns the determination of which internally costs and whidh cost made by
dejivérers are included or not and to which degree.

2) A cost charging structure shall be created or adjusted.

NOTE The charging structure concerns the determination of which costs will be charged to customers and
how, in which form, they will be charged.
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3) There shall be policies and documented procedures for:
a) budgeting and accounting for service components including at least

1) assets — including licenses — used to provide the services,
2) shared resources,
3) overheads,
4) capital and operating expenses,
5) externally supplied services,
6) personnel,

7) fagilities

b) apportjoning indirect costs and allocating direct costs to services, to provide an overall cdst for
each service;

c) effective financial control and approval.
[ISOAIEC 20000-1:2011, 6.4]

4) The costgof the required activities of the application management organization shall be preflicted.
A distinction is made between costs for:

— suppgrt;

— mainfenance and renewal;

— manggement;

— stratggic activities.
5) Financial|risk and appropriate mitigation measures shall be identified and quantified.
6) The costqthat will be made by suppliers orsubcontractors shall be predicted.
7) The service provider shall predict thélexpected benefits of the products and services.
8) The marlJ:et conformity of the pricihg and of the expected benefits shall be estimated.

b) Financial monitoring and-reporting.

This activity ¢onsists of the folowing tasks:

1) The service provider shall monitor and report costs against the budget, review the financiallfore-
casts and maphage costs.

[1SO/IEC 20000-1:201[1, 6.4]

NOTE This monitoring shall include cost of the subcontractors and suppliers.
2) The cost charging and the revenues shall be monitored.
3) In case of deviation of the financial planning, measures shall be identified and initiated.
4) Financial information shall be provided to all the application management processes.
5) Reports on the financial results of the application management activities shall be provided.
c¢) Financial evaluation.
This activity consists of the following tasks:

1) The costs incurred and the benefits realized shall be evaluated.
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2) The appropriateness of the cost and cost charging structures used shall be evaluated.

d) Process control and reporting.

This activity consists of the following tasks:

1)

2)

5.4.5

The Financial Management Process shall be implemented, controlled, monitored, evaluated

and improved.

Quality reports about the Financial Management Process shall be provided.

Supplier Management

5.4.5.1
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e delivery to meet the agreed requirements.
The application management organization may have internal or external suppliers.
ther application management organization, but also IT infrastructure) management o

ants. This International Standard makes no distinction between interfal or external custo
nction is made between internal or external suppliers.

Suppliers are managed on two levels:
ategic: Supplier and Sourcing Definition;
tical: Supplier Management (this process).

Within this International Standard two typesof contracts or documented agreements

applicdtion management organization and its suppliers. The first type is the object of Agreemen

(applic
manag

NOTE 4
technig
acquirg

htion management is the supplier) and the second type is the object of Supplier Managemg
bment is the customer).

Security is an increasing coneéern in systems and software engineering. See ISO/IEC 2
ues - Information security .for,supplier relationships, for requirements and guidance fo
rs on how to secure inforntation in supplier relationships. Specific aspects of information se

relationships are addressed in Parts 3 and Part 4.
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b) Se
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sult of succéssful implementation of the Supplier Management Process:
ationships between the service provider and suppliers are managed.

rviees to be provided are negotiated with each supplier.

rpose of the Supplier Management Process is to manage that supplier services’are integrated into

A supplier can
ganizations or
mers. Similarly,
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ents between the application management.erganization and its customers, and agreements between the
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7036, Security
suppliers and
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c) Roles and relationships between suppliers are determined.

d) The capability of subcontracted suppliers to meet obligations is confirmed.

e) The application management organization has agreed-upon framework agreements, contracts and
underlying agreements with suppliers:

description of the services and products to be ordered;

— underlying documents describe the services, solution and approaches in more detail.

NOTE

So

service level management is part of Supplier Management.
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f) Information regarding suppliers’ capacity, capabilities and services, including any technology they
use, and developments in the supplier market is documented.

g) Supplier obligations to meet service requirements are monitored.

h) Supplier performance against agreed criteria is monitored.

NOTE

In this International Standard this monitoring also includes the non-rational aspects, such as
experience, respect, reasonableness.

i) Reports on the performance of the suppliers and the supplier management activities are produced
on a regular basis.

5.4.5.3 Act]

vities and tasks

The service grovider may use suppliers to implement and operate some parts of the servic€ man
ment proces

es. An example of supply chain relationships is illustrated in Figure 3.

Supplier 1

. \ Service
Supplier 2 7 provider 1 Customer

Subcontracted

Supplier 3a 7 Supplier 3

Figure 3 — Example of supply«chain relationships
[ISO/IEC 20000-1:201,

age-

1,7.2]
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ocedures with respect to the Supplier Management Process.
II'T

planning (drawing up of contracts with suppliers).
ity consists of the following tasks:

ctual need, demand.and volume shall be determined.
ier(s) shall be selected.

y and demiand shall be matched.

gagement model and a contract model shall be drafted.

esired parameters for managing and invoicing the supplier shall be designed.

The s

ervices and products to be provided by the supplier shall be defined.

zation

7) The service provider shall agree with the supplier service levels to support and align with the
SLAs between the service provider and the customer.

[1SO/IEC 20000-1:2011, 7.2]
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8) Prices and sharing of costs shall be defined and agreed with the suppliers.

9) The service provider shall ensure that roles of, and relationships between, lead and sub-con-
tracted suppliers are documented. The service provider shall verify that lead suppliers are managing
their sub-contracted suppliers to fulfil contractual obligations.

10) The service provider and the supplier shall agree a documented contract.
The contract shall contain or include a reference to:
— scope of the services to be delivered by the supplier;

— dependencies between services, processes and the parties;

— requirements to be fulfilled by the supplier;
— service targets;

— interfaces between service management processes operated by the supplier and other
partigs;

— integration of the supplier’s activities within the SMS;

— workload characteristics;

— contract exceptions and how these will be handled;

— authorities and responsibilities of the service provider'and the supplier;
— reporting and communication to be provided by, the supplier;

— basis for charging;

— activities and responsibilities for the expected or early termination of the contract and the
transfler of services to a different party.

11) Kor each supplier, the service provider shall have a designated individual who is responsible for
managing the relationship, the contract and:performance of the supplier.

[1SO/IEC 2000-1:2011, 7.2]

b) Supplier monitoring and reporting.

This agtivity consists of the following tasks:

1) Tat‘e service provider,shall monitor the performance of the supplier at planned intervals. The per-
formajnce shall be measured against service targets and other contractual obligations. R¢sults shall
be reqorded and reviewed to identify the causes of nonconformities and opportunities fof improve-
ment.[The reviepshall also ensure that the contract reflects current requirements.

[1SO/IEC 20000-1:2011, 7.2]

2) Mg¢asures to resolve any shortcomings shall be taken.

3) The results of these measures shall be monitored.

4) There shall be a documented procedure to manage contractual disputes between the service
provider and the supplier.

[ISO/IEC 20000-1:2011, 7.2]

5) There shall be a report on the supplier management activities.
c) Supplier evaluation.
This activity consists of the following tasks:

1) The observance of the agreements shall be evaluated.
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2) The contract(s) shall be evaluated and adjusted if necessary. Evaluation subjects are:

— S

et-up of the contract;

— management and invoicing model used;

— S

— S

ervices and products;

ervice levels.

3) The service provider shall make proposals for the future cooperation.

d) Process control and reporting.

This activ

1) The {
and i

2) Quality reports about the Supplier Management Process shall be provided.
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ity consists of the following tasks:

bupplier Management Process shall be implemented, controlled, monitored, eva
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htion Strategy Processes
sis of Developments in IT

pose

bf the Analysis of Developments I IT Process:is. exploring technological developm
velopment tools, functionalities, service management tools, application platforms
b, determining the impact on the application portfolio and advising on strategic ¢
lications and application portfolio.

h successful implementationef the Analysis of Developments in IT Process:

Cation management organization has insight into the current status of the used tech

cation management organization has insight into opportunities and threats in the
y and standaxd functionalities.

cation mattagement organization has insight into the impact of technological chang
es onsthée existing applications.

Cation management organization has atechnology strategy covering possible and pre

luated

bnts in
and IT
hoices

hology

field of

es and

ferred

scenarios

forfmptementation or renewat of techoIogiEs:

5.5.1.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization

policies and p

rocedures with respect to the Analysis of Developments in IT Process.

a) Inventory of technological developments.

This activity consists of the following tasks:

1) The used tools and infrastructure and externally obtained functionality (components) shall be
identified and their status shall be determined.
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The necessity for upgrading or replacement of tools, infrastructure and obtained functionality

shall be identified.

New technologies or solutions shall be identified.

Opportunities to reduce threats regarding application and regarding means such as tools and

infrastructure and opportunities to improve services shall be determined.

The affected applications shall be determined.

Possible scenarios for implementing technological developments regarding application and
interfaces shall be developed and activities, risks, costs shall be estimate and results shall

b) Te
TH
1)

2)
N(
th
im

bhaenroadictad
bepredicted-
chnology strategy definition.

is activity consists of the following tasks:

An overall policy or desired approach for current or future technology(tools and i
and functionality shall be identified.

The impact on the existing application or application portfolig.shall be identified
TE The exact (factual) impact is determined in the Applieation Life Cycle Managem

e Analysis of Developments in IT Process only the rough gederic impact is determined, su
pact on the application itself or on related developments, and rough scenarios or alternatiy

c) Processreporting and control.

TH
)

2)

5.5.2

5.5.2.1

The py
of dev
detern

5.5.2.2

As ard

is activity consists of the following tasks:

The Analysis of Developments in ITProcess shall be implemented, controlle
evaluated and improved.

Quality reports about the Analysis of Developments in IT Process shall be provid
Customer Organizations-Analysis

Purpose

irpose of the Gustomer Organizations Analysis Process is to proactively monit
blopments ingthe’ customer organization(s) on an application and the application
line whichre¢onstraints the existing applications will have for these developments.

Outcomes

frastructure)

ent Process. In
th as the rough
es for renewal.

d, monitored,

9%
e

br the impact
portfolio and

sult of the successful implementation of Customer Organizations Analysis Process

a) The application management organization has insight into developments in the customer
organizations.

b) The application management organization has insight into the impact of developments in the

cu

stomer organizations on the applications within its portfolio.

c¢) Theapplication managementorganization hasinsightinto the obstacles thatthe currentapplications
may form for developments in the customer organizations.
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5.5.2.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Customer Organizations Analysis Process.

a) Production of an inventory of organizational developments.
This activity consists of the following tasks:
1) Changes in the customer organizations policies shall be identified.

2) The changes in the business processes of the customers shall be identified.

3) The dhanges in the infrastructure of the customers (machines, buildings, IT) shall be ideptified.
4) The grganizational changes within the customer organizations shall be identified:
5) Changes regarding the IT-control of the customers shall be identified.

b) Determination of the impact.
This actiyity consists of the following tasks:
1) Existjng applications that have been or will be affected by the developments shall be identified.

2) Possible obstacles imposed by the existing information systems on the developmentys shall
be idgntified.

3) The implications of the customer organizational developments for existing and potential new /
reneyed applications shall be identified.

NOTE The exact (factual) impact is determined in-the Application Life Cycle Management Profess. In
the Custorher Organization Analysis Process only the rough generic impact is determined, such as th¢ rough
impact on|the application itself or on related deyvelopments, and rough scenarios or alternatives for r¢newal.
c) Process reporting and control.

This actiyity consists of the following tasks:

1) The Customer OrganizationsAnalysis Process shall be implemented, controlled, monjitored,
evalyated and improved;

2) Quality reports about the Customer Organizations Analysis Process shall be provided.
5.5.3 Custdmer Envifonment Analysis

5.5.3.1 Purpose

The purpose of the Customer Environment Analysis Process is to proactively monitor developments
in the information chains that the customer organizations are part of and to determine the impact of
those developments on an application and the application portfolio. The Process will also define which
obstacles the existing applications may form for these developments.

5.5.3.2 Outcomes
As aresult of the successful implementation of the Customer Environment Analysis Process:

a) The application management organization has insight into developments in chain processes of
their customers:

— developments in the processes between parties in the chain;
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— developments in communication standards, technology standards and exchange standards that

are used by the customers;

mutual or market wide needs, opportunities and constraints.

b) The application management organization has insight into the impact of the developments in the
customer organizations chains on the applications within its portfolio.

5.5.3.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Customer Environment Analysis Process.

a) Plloduction of an inventory of developments in the organization chains.

TH
1

2)
3)
4)

b) D¢
Th
1)

2)
3)
4)

N(
th

btermination of the impact.

b CGustomer Environment Analysis Process only the rough generic impact is determined, su

1

jpact on the npplirafir‘m itself or on related dpvp]npmpnfc and rmlgh scenarios or alternativ

is activity consists of the following tasks:

Relevant developments in the overall business processes concerning the custome
be identified.

Developments in any standards used or databases shared<with other organis
customer chains shall be identified.

Recognized needs regarding more cooperation or infermation exchange in th
be identified.

The opportunities and possibilities for furtheralignment of information proc
identified.

is activity consists of the following tasks:

Necessary or possible changes.in'the commonly used IT communication infras
be identified.

r chains shall

ations in the

b chains shall

psses shall be

ructure shall

An overall policy or desifed direction regarding the chain processes based on the inventories

shall be indicated.

Potentially interesting opportunities for chain processes based on the existing i
and applicatiens.shall be indicated.

The implications of the chain developments for existingand potential new /renewe
shall be.identified.

TE The exact (factual) impact is determined in the Application Life Cycle Managem|

nfrastructure

d applications

ent Process. In
ch as the rough

es for renewal.

c) Processreporting and control.

This activity consists of the following tasks:

1) The Customer Environment Analysis Process shall be implemented, controlled, monitored,

evaluated and improved.

2) Quality reports about the Customer Environment Analysis Process shall be provided.
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5.54 Appli

5.5.4.1 Pur

cation Life Cycle Management

pose

The purpose of the Application Life Cycle Management Process is to determine the future strategy for an
application, so that the application can optimally support the business processes in the future.

5.5.4.2 Out

comes

As aresult of the successful implementation of the Application Life Cycle Management Process:

a) The app

ication management organization has a strategy for each npplir:}tinn with

in the

portfolio
— curre
— relev

— poss
fina

— apre
5.5.4.3 Acti

The organiza

policies and pjrocedures with respect to the Application Life.Cycle Management Process.

a) Determil
This actiy

1) Thet
— t

2) Thef

— t

—

— t
3) Thed

— t

containing:
nt functional, technical and operational quality of the application;
hnt developments in technology and (future) use;

le strategies for the future and scenarios to get there, including blueprin
cial estimates;

ferred scenario.

vities and tasks

fion shall implement the following activities in aecordance with applicable organ

nation of the status of the current situation.

ity consists of the following tasks:

echnical quality of the applicationishall be examined:

he current and estimate the future expected stability, maintainability, flexibility.
unctional quality shall be determined:

he degree to which, the application supports the business process, legislatig
egulations (now angd in the future);

he extent to.which users are satisfied with the application.
perational'quality shall be determined:

he current and future continuity, manageability, efficiency, reliability.

s and

zation

n and

b) Determit

ratiomof theimpactof tirebusimess strategy omrtheapptication:

This activity consists of the following tasks:

1) The impact of developments and changes in the business processes, business policy and the
environment of the application shall be determined.

2) The impact of the changes in the organization, users, information provisioning processes and
other applications shall be determined.

3) The commitment and willingness of the application owner to make investments and change

shall

be determined.

c) Determinationofthetechnicalpossibilitiesforupgradingandthreatsregardingtheapplication.

This activity consists of the following tasks:
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1) Potentially interesting or necessary technology shall be determined.
2) The developments of existing technology shall be determined.

3) The developments in the strategies of the existing suppliers: technology, market ambitions,
products and services shall be determined.

4) The possibilities to apply the explored new or changed technologies and the value they may or
will have for the application shall be determined.

5) The effects of the developments of suppliers: opportunities and threats shall be determined.
d) Determination of a strategy and scenarios for the future.

This activity consists of the following tasks

1)| Possible strategies: scenarios and blueprints for the future of the application shall be defined.

2)| Possible scenarios for every strategy shall be defined.

3)| The investments needed, benefits, advantages, disadvantage§ and the extent|to which the
requirements are met for every option and scenario shall be.détermined.

4)| The preferred action and scenario shall be advised orcchosen if this responsibjlity has been
delegated to application management.

e) Process reporting and control.
This activity consists of the following tasks:

1)| The Application Life Cycle Management Process shall be implemented, controllgd, monitored,
evaluated and improved.

2)| Quality reports about the Application Life Cycle Management Process shall be pr¢vided.
5.5.5 | Application Portfolio Management

5.5.5.1 Purpose

The purpose of the Application Portfolio Management Process is to align and coordinate the various
compdnents in the application landscape and balance, prioritize and coordinate changes anfl investments
in the ppplication pertfolio by:

— Examining~whether individual planned investments fit into the broad perspgective of the
application-portfolio.

— Dgtérmining if all the projects and programs are feasible for the customer organization(s) and/or

f L5 13 43 4 3 43
O LIIC CllJPllLClLlUll lllClllClsClllCllL Ul SalllLaLlUll.

NOTE The scope of this process and underlying activities and tasks may be the entire portfolio or a specific
part of the portfolio, e.g. all the applications of one customer organisation or market.

5.5.5.2 Outcomes

As aresult of the successful implementation of the Application Portfolio Management Process:

a) Theapplication management organization has an overview of the application portfolio giving insight in:
— the various applications with descriptions of these applications;
— cohesion between the applications;

— indications of current quality and of investments needed, including priority;
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— relevant developments, such as policy-changes, opportunities and threats, affecting the
applications, and their impact, their importance and their time-aspects.

b) The application management organization has an application portfolio policy containing:

— proposed (changes in the) cohesion of the application portfolio;

— use of current and future standards and technology.

— strategic change portfolio.

5.5.5.3 Activities and tasks

The organiza

policies and pjrocedures with respect to the Application Portfolio Management Process.

NOTE
Life Cycle Man

a) Determination of the status of the current situation.

b)

d)

64

This actiyity consists of the following tasks:

1y

2)

Determination of the impact of policy.

This actiyity consists of the following tasks:

1y

2)

3)

Production of an invenfory of IT possibilities.

This actiyity consists of the following tasks:

1y

2)

Thelstructure of the activities of Application Portfolio Management is similar to that ofthe App

The d

Thec

functjional quality, technical quality, operational quality and existing (generic) bottlened

Anoyerview shall be made of the developmdéntsin the customer organization and its envirg
and df the desired changes of the applications.

The i
impa

The t

Opportunities, required or mandatory changes and developments in the field of technolo

their

Cohestomrofthe various techmologicat devetopments whithrwere determinmed atappticatio

shall

fion shall implement the following activities in accordance with applicable organ

gement Process. However, the content, depth, scope, and process differ.

hrrentquality oftheentireapplicationportfolioshallhedetermined: strengths/weaki

Impact of these developments-and desired changes, their mutual impact and the
Ct shall be determined.

ptal change capacity\ef the organization, the users and the IT shall be assessed.

applicability shall be determined.

zation

ication

urrent portfolio shall be identified or updated: existing applications, size, and use off tools,
relations between them, replacement or investment value, technical debt).

nesses,
ks.

nment

pverall

oy and

be determined.

Definition of the application portfolio strategy.

This activity consists of the following tasks:

1y

2)
3)

n level

The total impact of (bottlenecks on) current status, policy developments and technological
developments shall be determined.

Basic sketches and scenarios and (modifications in) overall-architectures shall be created.

Decision-making and deliberation shall be coordinated.
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4) Future actions shall be defined, such as projects, programs or releases.
e) Processreporting and control.
This activity consists of the following tasks:

1) The Application Portfolio Management Process shall be implemented, controlled, monitored,
evaluated and improved.

2) Quality reports about the Application Portfolio Management Process shall be provided.

5.6 Application Management Organization Strategy Processes

5.6.1 | Account and Market Definition

5.6.1.1 Purpose

The purpose of the Account and Market Definition Process is to optimize thé-position of the application
management organization in current or new markets.

5.6.1.2 Outcomes
As a rgsult of the successful implementation of the Account and Market Definition Process:

a) THhe application management organization has insightiinto its existing and desired pijoduct market
combinations.

b) THhe application management organization hasinsight into its account and market:
—| existing services to customers;
— relationships with customers anddimage of the organization;
—| developments in the market; opportunities and threats;
—|{ possibilities in the field.ef5trategic coalitions.
c) THhe application management organization has an account strategy addressing:
—|{ desired relatiohship with customers and desired image;
—|{ desired pesition, place and role in the market;

—|{ strategy'toachieve these, translated into actions, including strategy regarding other mharket parties.

5.6.1.3 -\Activities and tasks

The organization shall implement the following activities in accordance with applicable organization
policies and procedures with respect to the Account and Market Definition Process.

a) Production of an inventory of the current position with regard to customers, market and
other suppliers.

This activity consists of the following tasks:

1) An inventory of the current customer, delivered services and products and the image of the
organization and its products shall be made.

2) An account inventory, including a list of stakeholders and the customers’ decision-makers
shall be made.
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3) An inventory of competitors in the current market, their services and products (content,
quantities) and their position, ambitions and possibilities shall be made.

b) Definitio

n of account and market opportunities.

This activity consists of the following tasks:

1) An inventory of possibilities to improve revenue, relationships, image, and increase market
share shall be made.

2) The need for action and urgency shall be determined.

3) The scenarios, impact on the organization and any necessary investments shall be determined.
c) Definiti(Jn of account and market.

This activ
1) Thern
2) They

etc.s

ity consists of the following tasks:
equired product-market combinations shall be defined.

equired activities and measures toward suppliers, partnerships{quality system, t
hall be defined

d) Definitign of the account and market strategy.

This actiy
1) Adet
2) Afin
3) Thes
4) The3

e) Process]

This activ
1) The
evalu

ity consists of the following tasks:

piled strategy and approach shall be described.
incial and capacity plan shall be developed.
ubsequent steps to be made shall be deseribed.
ctivities and measures shall be initjated.
‘eporting and control.

ity consists of the following fasks:

Account and Market Definition Process shall be implemented, controlled, mon|
ated and improved.

2) Quality reports about the Account and Market Definition Process shall be provided.

5.6.2 Capa

5.6.2.1 Pur

pilities Definition

pose

boling,

itored,

The purpose ofthe Capabilities Definition Process is to give insightinto the necessary sKills and expertise
of the application management organization in the near future.

5.6.2.2 Outcomes

As aresult of the successful implementation of the Capabilities Definition Process:

a) The application management organization has insight into its current and required capabilities:

— existing skills and expertise and shortcomings thereof;

— changes in the qualitative and quantitative needs of skills and expertise;

— the possibilities and alternatives to develop skills and expertise (the core competencies);
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the impact on market and provided services.

b) The application management organization has a capabilities strategy:

a description of the future capabilities (blue print);
a detailed activity plan;

an investment plan.

5.6.2.3 Activities and tasks

The organizationshal-implementthefolowingactivitiesinaccordance-with-appHeablq organization
policigs and procedures with respect to the Capabilities Definition Process.
a) Description of the current capabilities.
THis activity consists of the following tasks:
1) Ajreview of the organization and project requirements shall be conducted to establish and make
timelyf provision for acquiring or developing the resources and skills téquired by the management
and tgchnical staff. These needs may be met through training, recruitment or other staffi{development
mechgnisms.
[ISO/IEC 12207:2008, 6.2.4.3.1.1]
b) Definition of expected changes in the need of capabilities.
This activity consists of the following tasks:
1)| The influence of adjustment of the currént services (improvement, expansion, change) on the
needed capabilities shall be determined.
2) The types and levels of training and-knowledge needed to satisfy organization and pfoject
requifements shall be determined.
[ISO/IEC 12207:200B, 6.2.4.3.1.2]
3)| The need for actigns.with regard to education, hiring, replacement etc. and th¢ total impact
shall be identified:
c) Identification of'modifications and actions required to satisfy need of capabilitjes.
1)| The required modifications in capabilities based on the identified needs shall be jdentified.
2)| Required actions regarding the quality system, technology and contracts with guppliers shall
be identified.
d) Definition of the capabilities strategy.
This activity consists of the following tasks:
1) A detailed strategy and approach shall be described.
2) A financial and capacity plan shall be developed.
3) The subsequent steps to be made shall be described.
4) The activities and measures shall be initiated.
e) Processreporting and control.

This activity consists of the following tasks:
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