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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the IEEE administers the process
and establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for aSpe-
cific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standatds
documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce;“test, measure,
purchase, market, or provide other goods and services related to the scope of the IEEE StandardyFurthermore, the
viewpoint expressed at the time a standard is approved and issued is subject to change brought about through
developments in the state of the art and comments received from users of the standard: Every IEEE Standard is
subjected to review at least every five years for revision or reaffirmation. When a\doeuiment is more than five
years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some value,
do not wholly reflect the present state of the art. Users are cautioned to checkstp determine that they have the
latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE.Gndertaking to perform any duty owed by any
other person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely
upon the advice of a competent professional in determining ‘the exercise of reasonable care in any given
circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since, IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has ‘also received the concurrence of a balance of interests. For this
reason, IEEE and the members of its sociefies and Standards Coordinating Committees are not able to provide an
instant response to interpretation requests ‘except in those cases where the matter has previously received formal
consideration. At lectures, sympasid, seminars, or educational courses, an individual presenting information on
IEEE standards shall make it cl¢ar that his or her views should be considered the personal views of that individual
rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision’of IEEE Standards are welcome from any interested party, regardless of membership affil-
iation with IEEE. Stiggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Comments on standards and requests for interpretations should
be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

Piscataway, NJ 08854
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matter covered by patent rights. By publication of this standard, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. The IEEE shall not be responsible for
identifying patents for which a license may be required by an IEEE standard or for conducting inquiries into the
legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.


https://iecnorm.com/api/?name=c1f53665dd87e492d2e6b6f01f4435b4

IEEE Introduction

This introduction is not part of ISO/IEC/IEEE 16085:2006, Systems and software engineering — Life cycle
processes — Risk management.

Risk management is a key discipline for making effective decisions and communicating the results within
organizations. The purpose of risk management is to identify potential managerial and technical problems
before they occur so that actions can be taken that reduce or eliminate the probability and/or impact of these
problems should they occur. It is a critical tool for continuously determining the feasibility of project plans,
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a rigk management process. Annex Ejfas previously mentioned, is an annotated bibliography of stand:
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1.1
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1.2

. Dverview

isk management

5 standard prescribes a continuous process for risk management-Clause 1 provides an overview
Cribes the purpose, scope, and field of application, as well asprescribing the conformance criteria. Cl
sts the normative references; informative references afe/ provided in Annex E. Clause 3 prov
nitions. Clause 4 describes how risk management is applied to the life cycle. Clause 5 prescribes
hirements for a risk management process.

re are several informative annexes. Annex A, Annex B, and Annex C recommend content of three dd
its: Risk Management Plan, Risk Action Reguest, and Risk Treatment Plan. Annex D summarizes wi
management is mentioned in the ISOAEC 12207 series of software life cycle process standards.

ivalent annex is not included for ISO/IEC 15288, the system life cycle process standard, since it incly

other documents related to the.material covered in this standard.

Scope

5 standard describes-a process for the management of risk during systems or software acquisition, sup
clopment, operations, and maintenance.

Purpose

and
use
des
the

cu-
lere
An
des
ards

ply,

The-purpese-ofthisstandard-is-to-provide-supplhersracquirers;developerssand-managers-with-a—singleset of
process requirements suitable for the management of a broad variety of risks. This standard does not provide
detailed risk management techniques, but instead focuses on defining a process for risk management in
which any of several techniques may be applied.

1.3 Field of application

This standard defines a process for the management of risk throughout the life cycle. This standard is suit-
able for adoption by an organization for application to all appropriate projects. This standard is useful for
managing the risks associated with organizations dealing with system or software issues.

Copyright © 2006 IEEE. All rights reserved
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This standard may be applied in conjunction with the ISO/IEC 12207:1995 series of standards, ISO/IEC
15288, or applied independently.

1.3.1 Application with ISO/IEC 12207:1995 series

ISO/IEC 12207:1995 is currently the ISO's “umbrella” standard describing standard processes for the acqui-
sition, supply, development, operations, and maintenance of software. The standard recognizes that actively
managing risk is a key success factor in the management of a software project. ISO/IEC 12207:1995 men-
tions risk and rlsk management in several places but did not prov1de a process for rlsk management (see
Anne e e )

ment process deﬁmtlon pr0V1ded by subsequent amendments to ISO/IEC 12207 “This standard may besed
for managing organizational-level risk or project-level risk, in any domain or life cycle phase, to supportthe
perpectives of managers, participants, and other stakeholders.

In the life cycle process framework provided by ISO/IEC 12207:1995, risk management is an “organjiza-
tiorfal life cycle process.” The activities and tasks in an organizational process are thé\responsibility offthe
orgpnization using that process. The organization therefore ensures that this process has been established.

When used with ISO/IEC 12207:1995, this standard assumes that the otherimanagement and technical pro-
cespes of ISO/IEC 12207 perform the treatment of risk. Appropriate relationships to those processes|are
desfribed.

1.3]12 Application with ISO/IEC 15288:2002 series

ISQ/IEC 15288:2002 includes a risk management process.and mentions risk and risk management in sevpral
plages. This standard may be used for managing orgauizational-level risk, enterprise-level risk, or project-
lev¢l risk, in any domain or life cycle stage, to suppert the perspectives of managers, participants, and ofher
stalfeholders.

16085 is broadly compatible with the ri$k) management process documented in ISO/IEC 15288:2002 fand
proyides additional process informatien-to aid planning and execution of risk management. When used with
ISA/IEC 15288:2002, this standard assumes that the other management and technical processes of ISO/JEC
15288 perform the treatment of risk. The scope, purpose, field of application, and conformance requiremgnts
in (lause 1 can be interpretéd for system life cycle application. The definitions (Clause 3), process inforna-
tiof] (Clause 5) and outlines for the risk management plan (Annex A), risk action request (Annex B), and fisk
tregtment plan (Annex G)can be directly applied to the system life cycle.

_.

1.3{3 Application independent of ISO/IEC series

Thik standard may be used independently of any particular systems or software life cycle process standard.
Wheen dsed in this manner, the standard applies additional provisions for the treatment of risk.

1.4 Conformance

An organization or project may claim conformance to this standard by implementing a process, demonstrat-
ing through plans and performance all of the requirements (specified as mandatory by the word shall) in the
activities and tasks described in Clause 5.

Note that in those instances where this standard is applied independently of ISO/IEC 12207:1995 or ISO/
IEC 15288:2002, an additional set of requirements for risk treatment is provided in 5.1.4.2.

2 Copyright © 2006 IEEE. All rights reserved
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1.5 Disclaimer

This standard establishes minimum requirements for a risk management process, activities and tasks. Imple-
menting these requirements or the preparation of risk management plans or risk action requests according to
this standard does not ensure an absence of risks. Conformance with this standard does not absolve any party
from any social, moral, financial, or legal obligation.

2. Normative references

Thg following referenced documents are indispensable for the application of this document. For-dgted
refgrences, only the edition cited applies. For undated references, the latest edition of the referericed
doqument (including any amendments or corrigenda) applies.

ISQVIEC 12207:1995, Information Technology — Software Life Cycle Processes. !

ISA/IEC 12207:1995/AMD.1:2002, Information Technology — Software Life Cycle Processes| —
Anjendment 1.

ISQ/IEC 12207:1995/AMD.2:2003, Information Technology — Software Life Cycle Processes| —
Anjendment 2.

ISQ/IEC 15026:1998, Information Technology — System and Software Integrity Levels.

ISQ/IEC 15288: 2002, Systems Engineering — System life.cytle processes

NO[ES

1—]SO/IEC 12207:1995 is not needed if this standard is being applied independently of ISO/IEC 12207.
2—JEEE/EIA 12207.0-1996 may be used as a replacement for ISO/IEC 12207: 1995.2

3—]SO/IEC 15288:2002 is not needed if this standard is being applied independently of ISO/IEC 15288.

3. Definitions

Forfthe purposes of this document, the following terms and definitions apply. The Authoritative Dictionary
of IEEE Standard Terms JB19] should be referenced for terms not defined in this clause.

3.1|consequence: An outcome of an event.
NO[ES
1—{There can‘be-more than one consequence from one event.

2—{Consequences can range from positive to negative. However, consequences are always negative for safety aspects.

3—Lonhsequences can be expressed gualitatively or guantitatively

[ISO Guide 73:2002, definition 3.1.2]

3.2 event: The occurrence of a particular set of circumstances.

1SO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Geneve 20, Swit-
zerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering Documents,
15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the United States
from the American National Standards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).
2IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscat-
away, NJ 08855-1331, USA (http://standards.ieee.org/).

Copyright © 2006 IEEE. All rights reserved 3
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NOTES
1—The event can be certain or uncertain.
2—The event can be a single occurrence or a series of occurrences.

3—The probability associated with the event can be estimated for a given period of time.
[ISO Guide 73:2002, definition 3.1.4]

3.3 probability: The extent to which an event (3.1.4) is likely to occur
NOTES

1—{SO 3534-1:1993, definition 1.1, gives the mathematical definition of probability as “a real number in the scale|0 to
1 atfached to a random event. It can be related to a long-run relative frequency of occurrence or to a degree of-belief|that
an dvent will occur. For a high degree of belief, the probability is near 1.”

2—Frequency rather than probability may be used in describing risk.

3—Pegrees of belief about probability can be chosen as classes or ranks, such as

- rare/unlikely/moderate/likely/almost certain, or

—+ incredible/improbable/remote/occasional/probable/frequent.
[ISO Guide 73:2002, definition 3.1.3]

3.4|project risk profile: A project's current and historical risk-related(information; a compendium or aggre-
gat¢ of all of the individual risk profiles in a project.

NOTE—The project risk profile information includes the risk management context, along with the chronological regord
of r|sks and their individual risk profiles, priority ordering, risk-related measures, treatment status, contingency plans,
and|risk action requests. A project risk profile consists of a collection of the risk profiles of all the individual risks, which
in tyrn includes the current and historical risk states. See risk’profile and risk state.

3.5]risk: The combination of the probability of an‘event and its consequence.

NO[ES

1—]The term “risk” is generally used only when'there is at least the possibility of negative consequences.

2—|n some situations, risk arises from the,possibility of deviation from the expected outcome or event.

3——ee ISO/IEC Guide 51 for issues rélated to safety.

[ISO Guide 73:2002, defigition 3.1.1]

3.6|risk acceptance: The decision to accept a risk.
NO[ES
1—{The verb “to-accept” is chosen to convey the idea that acceptance has its basic dictionary meaning.

2—Risk acceptance depends on risk criteria.

[ISO Guide 73:2002, definition 3.4.10)]

3.7 risk action request: The recommended treatment alternatives and supporting information for one or
more risks determined to be above a risk threshold.

3.8 risk category: A class or type of risk (e.g., technical, legal, organizational, safety, economic, engineer-
ing, cost, schedule).

NOTE—A risk category is a characterization of a source of risk. See source.

3.9 risk criteria: The terms of reference by which the significance of risk is assessed.

4 Copyright © 2006 IEEE. All rights reserved
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NOTE—RIisk criteria can include associated cost and benefits, legal and statutory requirements, socio-economic and
environmental aspects, the concerns of stakeholders, priorities and other inputs to the assessment.

[ISO Guide 73:2002, definition 3.1.6]

3.10 risk exposure: The potential loss presented to an individual, project, or organization by a risk; a func-
tion of the probability that the risk will occur and the magnitude of the consequences of its occurrence.

NOTE—Risk exposure is commonly defined as the product of a probability and the magnitude of a consequence, i.e., an
expected value or expected exposure. This risk management standard takes a broader view that includes qualitative
expressions of risk exposure.

3.1] risk management plan: A description of how the elements and resources of the risk managemeut)pro-
ces$ will be implemented within an organization or project.

3.12 risk management process: A continuous process for systematically identifying, analyzing, treatjng,
and monitoring risk throughout the life cycle of a product or service.

3.13 risk management system: set of elements of an organization's management system concerned With
managing risk.

NOTES

1—Management system elements can include strategic planning, decision making; and other processes for dealing ith
risk

2—{he culture of an organization is reflected in its risk management systerm.
[ISO Guide 73:2002, definition 3.1.8]

3.

p—

I risk profile: A chronological record of a risk's\current and historical risk state information.

3.15 risk state: The current project risk information relating to an individual risk.
NOTE—The information concerning an individual risk may include the current description, causes, probability, copse-
quepces, estimation scales, confidence of the'estimates, treatment, threshold, and an estimate of when the risk will r¢ach
its threshold.

3.1 risk threshold: A condition-that triggers some stakeholder action.
NO['E—Different risk threshiolds may be defined for each risk, risk category or combination of risks based upon differ-
ing fisk criteria.

3.17 risk treatment:*The process of selection and implementation of measures to modify risk.
NO[E

1—{The termi‘risk treatment” is sometimes used for the measures themselves.

2—RisK treatment measures can include avoiding, optimizing, transferring or retaining risk.

[ISO Guide 73:2002, definition 3.4.1]

3.18 source: An item or activity having a potential for a consequence.

NOTE—In the context of safety, source is a hazard (refer to ISO/IEC Guide 51:1999).

[ISO Guide 73:2002, definition 3.1.5]

3.19 stakeholder: Any individual, group or organization that can affect, be affected by, or perceive itself to
be affected by, a risk.

Copyright © 2006 IEEE. All rights reserved 5
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NOTES

1—The decision-maker is also a stakeholder.

SYSTEMS AND SOFTWARE ENGINEERING —

2—The term “stakeholder” includes but has a broader meaning than interested party (which is defined in ISO
9000:2000).

[ISO Guide 73:2002, definition 3.2.1]

4. Application of this standard
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5.

The

facilitate use with ISO/IEC 12207:1995 and ISO/IEC 15288, this standard is written using mafy)ofi
e conventions for process descriptions. The risk management life cycle process discussed-herei
ded into a set of activities; and the requirements of each activity are specified in a set of{tasks. Secd
1 subclauses (x.1) denote processes, third-level subclauses (x.x.1) denote activities, and-fourth-level §
Ises (x.x.X.1) denote tasks.

5 risk management standard supports the acquisition, supply, development, Opération, and mainteng
products and services. Application of this standard does not require any, 'particular life cycle pro
el.

ect-level risk management is most effective when used along with.risk management processes operal
he organizational level. The processes, activities, and tasks ef\this risk management standard shoulg
grated with other organization risk management practices and systems. If the organizational risk n
ment processes do not exist, this standard may be usefulas a guide for building them.

ther, while application of the standard focuses on-sy$tem and software risks, the process should be i
ed and coordinated with an organization's problem management approaches, e.g., in the event th
tingency plan must be implemented. The riskitreatment activity should be managed in the same ma
ther project management activities.

k management is most effective When it is integrated with the measurement process. ISO/IEC 15
nes a measurement process applicable to all engineering and management disciplines. The measuren
tess defined in ISO/IEC 15939 works in conjunction with the risk management activities and t§
ned in 16085 to help chdracterize and quantify risks.

Risk management in the life cycle

of Iccessful implementation of risk management

purpose ofithe risk management is to identify, analyze, treat and monitor risks continuously. As a re
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The scope of risk management to be performed is determined.

b)  Appropriate risk management strategies are defined and implemented.

C

)  Risks are identified as they develop and during the conduct of a project.

d) Risks are analyzed, and the priority in which to apply resources to treatment of these risks are deter-
mined.
e) Risk measures are defined, applied, and assessed to determine changes in the status of risk and the

progress of the treatment activities.

ity, and consequence.
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5.1 Risk management process

The risk management process is a continuous process for systematically addressing risk throughout the life
cycle of a product or service.

This process consists of the following activities:
a) Plan and implement risk management
b)  Manage the project risk profile

¢)  Perform risk analysis

) Perform risk monitoring
Perform risk treatment
Evaluate the risk management process
Thqg risk management process is illustrated in Figure 1. Note that the performance of risk treatmerjt is
assymed to be part of general technical and managerial processes.
Thg numbers in the discussion below refer to the appropriate box in Figure 1.
Information Needs Technical
and
Feedback
Management Decisions Managepgeat
Proegsses
Project Risk Profile
@ Perform <and Risk Action Requests
Risk Treatment
O perform Risk
Analysis
v 3]
—
|® Plan and Mat;zge
Implement .
. Project
Risk Risk Profil
Management Isk Frotie
A
@ Perform Risk
Monitoring
Improvement Actions 0 Evaluate the Risk e Froiet Risk Protio
Management
Process <

Figure 1—Risk management process model (informative)

Copyright © 2006 IEEE. All rights reserved 7
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Managerial and technical processes involving the stakeholders define the information requirements (i.e., the
information the stakeholders require to make informed decisions involving risks) the risk management
process must supporto. These information requirements are passed to both the “plan and implement risk
management” and the “manage the project risk profile” activities. In the “plan and implement risk
management” activity@, the policies regarding the general guidelines under which risk management will be
conducted, the procedures to be used, the specific techniques to be applied, and other matters relevant to risk
planning are defined.

In the “manage the project risk profile” activity9, the current and historical risk management context and
risk state information are captured. The project risk profile includes the sum total of all the individual risk
profites T, e curTent and nistoricat TSk Tformation concermng an maividuar 15Ky, Witichy, 1T thrn,
includes all the risk states.

Thgq project risk profile information is continually updated and maintained through the “perform risk anfly-
sis’| activity @, which identifies the risks, determines their probability and consequences,@etérmines their
ris exposures, and prepares risk action requests recommending treatment for risks determined to be above
thetr risk threshold(s).

Treptment recommendations, along with the status of other risks and their treatnient status, are sent to njan-
agement for review ©. Management decides what risk treatment is implerhented for any risk found tq be
unacceptable. Risk treatment plans are created for risks that require treatmient. These plans are coordinated
with other management plans and other ongoing activities.

_.

A

13

—_

lfrisks are continually monitored until they no longer need tolbeg tracked, e.g., they are retired, during{the
pefform risk monitoring” activity@. In addition, new risks and risk sources are sought out.

Perjodic evaluation of the risk management process_.is“equired to ensure its effectiveness. During|the
“evpluate the risk management process” activitye, information, including user and other feedbacl:], is
capgured for improving the process or for improying the organization’s or project’s ability to manage fisk.
Imgrovements defined as a result of evaluation are implemented in the “plan and implement fisk
management” activitye.

Thq risk management process is applied continuously throughout the product life cycle. However, activities
and tasks of the risk management'process interact with the individual risks in an iterative manner once|the
ris management process begins:-For example, in the “perform risk analysis” activity@, a risk may bq re-
estilnated several times durihg the performance of risk evaluation due to an increase in knowledge about| the
risi gained during the eyaluation task itself. The risk management process is not a “waterfall” process.

5.1{1 Plan and implement risk management

Thq purpose'of the “plan and implement risk management” activity is to establish a risk managenpent
profess. Whete an organizational risk management process exists, the risk management process should be
aligned to”it. This activity shall establish who is to perform risk management, define the specific fisk
matagement process to be used, assign the resources required to implement the process, and define ow
risks and their treatment are to be communicated and coordinated among stakeholders.

This activity should be performed at the beginning of the project and repeated when information needs
change. Information created during this activity shall be documented in a risk management plan such as that
found in Annex A.

NOTE—IEEE Std 1058-1998 [B24] requires the documentation of a risk management plan in the software project man-
agement plan. AS/NZ Std 4360 [B2] provides a general framework for establishing and implementing a risk
management system within an organization.

This activity consists of the tasks listed in 5.1.1.1 through 5.1.1.5.

8 Copyright © 2006 IEEE. All rights reserved
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5.1.1.1 Establish risk management policies

Risk management policies describing the guidelines under which risk management is to be performed shall
be explicitly defined. The policies shall support gathering risk related information needed by the
stakeholders. The policies should discuss how

a)  Risk management is to be implemented, administered, and supported by management and staff
b) Ongoing commitment to risk management by stakeholders is to be obtained and maintained

¢) The risk management process is to be coordinated among stakeholders

Orientation-and-trainine—ofpersonnelHn—the+isk—nanasemen cess— freky ane—what
experience is required of personnel

d Risk information, e.g., the project risk profile, is to be communicated and reviewed by stakeholdlers
and how often

f] Resources are to be made available to treat risks

Thg policies should align with existing organizational risk management policics ;whenever feasibld A
dodumented organizational risk management policy that defines the above may \be referenced and only|the
spefifics for a project need to be documented.

5.1]11.2 Establish the risk management process.

A description of the risk management process to be implemented shall be documented and promulgated. [The
desgription of the procedures that implement the risk management process should include

a The frequency at which risks are to be reanalyzed and monitored
H) The type of risk analysis required (quantitative‘and/or qualitative)

q The scales to be used to express risk prebability and consequences and their descriptive and njea-
surement uncertainty

d) The types of risk thresholds to besed

q The types of measures used to'track and monitor the state of the risks

fl How risks are to be priofitized for treatment

d)  Which stakeholder(s) perspectives the risk management process supports

H)  The risk sources and risk categories to be considered

Duting this task,-fisk ' management process, specific procedures, and techniques should be selected to match
the|project situation.

NO[IE—IEC. Guide 60300-3-9:1995 [B7] provides guidelines for the selection and utilization of commonly used |risk
analysis techniques. IEC Std 61508-7:2000 [B16] provides useful material related to measures and techniques relatdd to
safgtys

The risk management process should align with existing organizational risk management processes
whenever feasible. A documented organizational risk management process that defines the previous list may
be referenced and only the specifics for a project need to be documented.

5.1.1.3 Establish responsibility

The parties responsible for performing risk management and their roles and responsibilities shall be
explicitly identified. Parties shall be assigned responsibility for the risk management process within the
organizational unit.

Copyright © 2006 IEEE. All rights reserved 9


https://iecnorm.com/api/?name=c1f53665dd87e492d2e6b6f01f4435b4

ISO/IEC 16085:2006(E) SYSTEMS AND SOFTWARE ENGINEERING —
IEEE Std 16085-2006

5.1.1.4 Assign resources

The responsible parties shall be provided with adequate resources to perform the risk management process.
5.1.1.5 Establish the risk management process evaluation

A description of the process for evaluating and improving the risk management process, along with how

information will be captured for lessons learned, shall be provided. Any relevant lessons from prior use of
the process should be incorporated into this implementation of the process.

5.112 Manage the project risk profile

Thg purpose of the “manage the project risk profile” activity is to create a consistent current and-historfical
view of the risks present along with their treatment, so that the risks can be communicated fully fand
sucpinctly to relevant stakeholders. It includes the risk management context, the current riskstate, and fisk
hisfory.

Thd project risk profile shall be maintained throughout the life cycle.

Thik activity consists of the tasks listed in 5.1.2.1 through 5.1.2.4.

5.112.1 Define the risk management context

Thg context of the risk management process shall be defined and\documented.
Thg definition of the risk management context shall inclide a description of one or more stakeholders'

per$pectives that the risk action request supports and @he or more risk categories to be managed. Secutity,
safgty, or other categories of risk that are perceived tobe of special importance may be addressed separatgly.

NO[E—IEEE Std 1228-1994 [B26], ISO Std 14792[B33], IEC Std 60300 series [B5]-[B7] and IEC Std 61508 s¢ries
[B1P]-[B16] may be used in conjunction with this\standard to address risks related to safety.

Thq risk management context definition shall also include a description (perhaps by reference) of|the
technical and managerial

o]

Objectives (e.g., what are-the key technical, political or economic performance criteria that musf be
met for the project tobe considered successful?)

H) Assumptions (e'g.,/what is considered outside the control of the project?)

q Constraintst(e.g., what limits have been placed on the project?)

Any other relevant information that may influence the analysis or treatment of risk (e.g., is the project gble
to ¢penly.‘communicate risk-related information, or is there a reason this is prohibited?) should alsq be
included:

5.1.2.2 Establish risk thresholds
Risk thresholds, defining the conditions under which a level of risk may be accepted, shall be documented.

Risk thresholds are the maximum levels of measured risk criteria that are acceptable without explicit review
by the stakeholders. Risk thresholds shall be defined for individual risks or combinations of risks. A risk
threshold for the project as a whole should be defined. Risk thresholds should be derived for system and
software from the system integrity levels in accordance with the provisions of ISO/IEC 15026:1998. Risk
thresholds may also be defined for cost, schedule, technical, and other relevant consequences or exposure
values.

10 Copyright © 2006 IEEE. All rights reserved
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Measures indicating when a risk is likely to exceed its risk threshold should be defined and documented in
its risk state.

NOTE—IEEE Std 1012-1998 [B22] describes the use of integrity levels in planning verification and validation activi-
ties. ISO/IEC 15026:1998 [B38] discusses the use of system and software integrity levels. IEC 61508-5:1998 [B14]
provides examples of methods for the determination of safety integrity levels. ISO/IEC 15939:2002 [B40] describes a
measurement process that can be used to help characterize and quantify risks.

5.1.2.3 Establish and maintain the project risk profile

A project risk profile shall be established and maintained. A project risk profile includes the overall project
ris nformaftion, the collecfion of the risk profiles of all the individual risks, which in turn includes]the
curfent and historical risk states. A project risk profile shall consist of, at a minimum,

a The risk management context

H) A chronological record of each risk's state including their probability, consequences;and risk thr¢sh-
olds

q The priority of each risk based on risk criteria supplied by the stakeholders

d)  The risk action requests for risks along with the status of their treatment

Thq project risk profile should contain a detailed description of each risks1ts causes, the estimation schles
usefl, the risk-related measures used to evaluate status, contingency plahs, and other risk-related informafion
captured in the risk state.

Thg project risk profile shall be updated when there are ¢hanges in an individual risk's state, e.g.| its
desription, exposure or treatment, changes occur to the risk\management context, or a new risk is identiffied.
Infgrmation should be captured in electronic form to ease\ts capture, communication, and assessment.

5.112.4 Communicate risk status
Thq project risk profile or relevant risk profile (e.g., a single or combination of risks) shall be communicgted

perfodically to stakeholders based upon: their needs. Risk status information should be made availabl¢ as
widely as possible to all the stakeholders.

=
o

5.1|3 Perform risk analysis

Thq purposes of the “petform risk analysis” activity are to
a) Identify thewinitiating events, hazards, threats, or situations that create risks

) Estimate‘the probability of occurrence, the consequences for each risk, and the expected timing of
the risk

q Evaluate each risk or defined combination of risks against its applicable threshold, generate altefna-
tives to treat risks above their risk thresholds, and make recommendations for treatment based ¢n a
PrioTity order

Risk analysis shall be performed continuously throughout the life cycle.
The “perform risk analysis” activity consists of the tasks listed in 5.1.3.1 through 5.1.3.3.
5.1.3.1 Risk identification

Risks shall be identified in the categories included in the risk management context. Changes in the risk
management context, e.g., additional risk due to changes in the assumptions, shall also be identified.

Copyright © 2006 IEEE. All rights reserved 11
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Various approaches to identifying risks should be used. These approaches may include the use of risk
questionnaires, taxonomies, brainstorming, scenario analysis, lessons learned, and prototyping or other
knowledge acquisition approaches. Repeatable identification processes may be used to aid in the capture of
lessons learned. Where possible, events, hazards, threats, or situations that can create risks should be
identified to aid future risk treatment. Risks not identified are implicitly accepted.

Risk categories should be used consistently for effective communication to stakeholders. Risks that are
related may be combined for ease of analysis, monitoring, and treatment. System or software anomalies,
reports on measures, and other indicators should be continuously reviewed as sources for risks.

NOTE—IEEE Std 1044-1993 [B23] provides useful information regarding anomaly classification. IEEE Std 982.1-1988
[B2P] provides useful information regarding software measures related to reliability. ISO/IEC 15939 [B40] provides a
medsurement process that can be used to help identify and characterize risks.

5.1|3.2 Risk estimation
Thq probability of occurrence and consequences of each risk identified shall be estimated)

Estimates may be either quantitative or qualitative. The stakeholders should défine which risks will be
evajuated using a qualitative scale and which will be evaluated using a quantitativesscale.

Thg scale(s) used for estimating risk probability and consequences ‘shall be used consistently. [The
desfriptive and measurement uncertainty inherent in the scale uséd should be described in the pisk
mapagement plan. The level of confidence in a risk's estimate should be captured in its risk state.

5.113.3 Risk evaluation

Eadh risk shall be evaluated against its risk thresholds:” Risks should be evaluated independently| in
combination, and along with their interactions with system and enterprise risks. Risks should be evalugted
aganst the project risk threshold to assure that & combination of risks, while below their individlual
thrgsholds, does not unacceptably place the preject as a whole at risk. Different techniques may be usefl to
evajuate the risks, such as decision trees, scénario planning, game theory, probabilistic analysis, and liiear
programming.

Risks shall be placed in a priority erdering-the ordering criteria determined by the stakeholders. Priority fnay
be Pased upon when the risk is anticipated to become a problem, the risk exposure, risk-related measureg, or
sonpe other consistent criteria.

Vatlious treatment altetnatives to addressing risk should be considered to reduce or eliminate risks. For dach
risy that is above it§wrisk threshold, recommended treatment strategies such as eliminating the risk, reduging
its [probability «©0f ‘occurrence or severity of consequence, or accepting the risk shall be defined fand
dodumented in a risk action request such as that found in Annex B. Contingency plans should be developed
for jll risks-above their thresholds. Measures indicating the effectiveness of the treatment alternatives shall
alsq berdefined. The risks, their recommended treatments, and measures of risk treatment effectiveness shall
be gommunicated to the stakeholders for approval, rejection, or modification.

NOTE—IEEE Std 982.1-1988 [B20] provides information that may be useful in defining risk-related
measures. IEC 60300-3-9:1995 [B7], IEC Std 60812:1985 [B8] and IEC Std 61025:1990 [B9] provide
useful techniques to aid in risk evaluation. ISO/IEC 15939 [B40] provides a measurement process that can
be used to help evaluate risks.

5.1.4 Perform risk treatment

The purposes of the “perform risk treatment” activity are to

a)  Determine whether risks are acceptable to the stakeholders, and if not,

12 Copyright © 2006 IEEE. All rights reserved
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b) Initiate actions to reduce the risks to an acceptable level.

Risk treatment involves the selection, planning, monitoring, and controlling of actions to decrease risk
exposure.

Stakeholders shall evaluate for treatment every risk that is above its risk threshold. Risk treatment shall be
continuously performed as required (see section 5.1.4.1).

5.1.4.1 Selecting risk treatment

sts.
ade
by the stakeholders to determine if the risk is acceptable. If the stakeholders determine that actions.should be
tak¢n to make a risk acceptable, then a risk treatment alternative shall be implemented, supported by|the
necpssary resources, and monitored and coordinated with other project activities.

Thgq stakeholders may accept a risk even though it exceeds its risk threshold, e.g., if the\treatment cost is|too
high, the timing isn't suitable, or a lack of treatment resources exists. In this situdtion, the risk shal] be
conkidered a high priority and monitored continuously to determine if any futorérisk treatment actions|are
necpssary.

Thg stakeholders may also ask that more information upon which t¢\make a risk treatment decisior] be
projided in the risk action request or they may suggest some othet, treatment approach. If the stakeholdlers
sugest treatment alternatives that are not in the risk action requiest, the risk action request shall be returned
to the “perform risk analysis™ activity for analysis of the suggested treatment alternatives. The risk action
reqpest shall then be resubmitted to the stakeholders for reevaluation.

5.114.2 Risk treatment planning and implementation
Thip subclause has alternative provisions depending on whether this standard is being applied in conjuncfion

with ISO/IEC 12207:1995 or ISO/IEC 15288:2002. If it is, the provisions of 5.1.4.2.1 apply. If not,|the
proyisions of 5.1.4.2.2 apply.

_
=

5.114.2.1 Risk treatment with.ISO/IEC 12207:1995 and ISO/IEC 15288:2002

Thip alternative subclause applies to all users of this standard who are applying it in conjunction with IEEE/
ISQ/IEC 12207:1995 orASO/IEC 15288:2002.

Onge a risk treatment is selected, it shall receive the same management actions as problems do} in
accprdance with the execution and control activities in 7.1.3.3 of ISO/IEC 12207:1995 or 5.4.4.3 of ISO/[EC
152188: 2002.

5.1142.2-Risk treatment independent of ISO/IEC 12207:1995 or ISO/IEC 15288:2002

This alternative subclause applies to all users of this standard who are applying it independently of IEEE/
ISO/IEC 12207:1995 or ISO/IEC 15288:2002.

When a risk treatment alternative has been accepted, the stakeholders shall define a detailed plan for
treatment, such as that described in informative Annex C. How this plan is to be executed and resources
provided and monitored for progress and success shall be established. A party shall be assigned
responsibility for the success of each risk treatment.

The risk treatment plan shall be implemented and integrated in accordance with existing project plans and
their management processes and activities.

Copyright © 2006 IEEE. All rights reserved 13
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Stakeholders should define contingency actions in event of the failure of a risk's treatment. Contingency
actions may also be necessary for some risks that are deemed acceptable.

5.1

.5 Perform risk monitoring

The purposes of the “perform risk monitoring” activity are to

a) Review and update the individual risk states and the risk management context

b)  Assess the effectiveness of risk treatment

¢)  Seek out new risks and sources

5.1
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5.1 Monitor risk

risks shall be monitored throughout the life cycle for changes in their state using measutes that wil
rded in the project risk profile. The risk management context shall also be monitored fertchanges an

plied by the stakeholders (e.g., risk exposure, timing.). The monitoring priority should be reviey
odically to verify that the priority ordering is still valid. High priority xisks’ should be monitq
uently. Risks whose state has changed shall undergo risk evaluation. Evaluation should occur prom
r discovery.

5.2 Monitor risk treatment

hsures shall be implemented and monitored to evaluate the-effectiveness of risk treatments. The caus
ineffective treatment should be identified and remedied promptly. Criteria should be set by
eholders to determine when a risk no longer needs to.b¢rmonitored for treatment effectiveness.

'E—ISO/IEC 15939 [B40] provides a measurement, précess that can be used to help monitor the impact of

ments.

5.3 Seek new risks

system shall be continuously menitored for new risks and sources throughout its life cycle. New 1
sources shall be communicated.fothe stakeholders after risk analysis.

6 Evaluate the risk management process

purposes of the/“evaluate the risk management process” activity are to provide feedback to
eholders regarding

The quality of the risk management process
) Areas'where the risk management procedures, process, or policies should be improved

The identification of opportunities for modifying organizational risk management procedu

be
| be

umented in the project risk profile. Risks shall be placed in a monitoring priority order-based on criteria

wed
red
btly

e of
the

risk

sks

the

res,

processes, or policies to better reduce or eliminate systemic risks

This activity consists of the tasks listed in 5.1.6.1 through 5.1.6.3.

5.1

.6.1 Capture risk management information

Information about the risks identified, their sources, their causes, their treatment, and the success of the
treatments selected shall be collected throughout the project's life cycle for purposes of improving the risk
management process and generating lessons learned. The information captured may be useful to improving
organizational risk management procedures, processes, or policies. Information may be captured in
electronic form to ease its capture, communication, and assessment.

14
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5.1.6.2 Assess and improve the risk management process

The risk management process shall be periodically reviewed for its effectiveness and efficiency.
Opportunities for improving the project or organizational risk management systems and processes should be
identified, including consideration of how the risks posed by the risk management process itself can be
reduced or eliminated. Where applicable, the process should be improved, the organizational risk
management systems and policies and process updated (if these exist), and the project risk management plan
updated. The stakeholders shall determine the review period.

5.1.6.3 Generate lessons learned

Inf¢rmation on the risks identified, their treatment, and the success of the treatments shall be reviewed
perfodically by the stakeholders and other parties for purposes of identifying systemic ptoject jand
orgpnizational risks. Individual project lessons learned may be collected to aid in the identification of
systemic risks. The stakeholders shall determine the review period.

5.2 Null Clause

Thip clause is intentionally left blank to conform to the numbering conventions\of ISO/IEC 12207.
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Annex A

(informative)

Risk management plan

A.1 Purpose

SYSTEMS AND SOFTWARE ENGINEERING —
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purpose of the risk management plan is to define how the risk management activities are implermet
supported during a project. The risk management plan is a key output of the planning precess,
es as the mechanism for implementing risk management. The risk management plan would meet
nt of ISO/IEC 12207:1995, 5.2.4.5 item k), IEEE/EIA12207.1-1997, 6.11.3 item 1) [B28},and ISO/
88:2002, 5.3.6.4 item a) that require the inclusion of risk management information Otyapproach in

w would also meet the intent of 4.5.4 of IEEE Std 1058-1998 [B24].

P Risk management plan

risk management process should result in a risk management-plan’ that includes the sections show
outline below. If there is no information pertinent to a sectionyor a required paragraph within a sect
management plan should contain the phrase, “This section“is not applicable to this plan” below
ion or paragraph heading, together with the appropriaté\teason for the omission. Additional informa
be added if needed. Some of the risk management plan’ may appear in other documents. If so, refere
hose documents should be made in the body of management plan.

outline of the risk management plan is shown as follows:

ited
and
the
EC
the

ect management plan or other project documentation. A risk management plan that'follows the outfine

h in
on,
the
lion
nce

1. d

verview

1.1 Date of Issue and Status

1.2 Issuing Organization

1.3 Approval Authority

1.4Updates

2.3

cope

[Define the boundaries and limitations of risk on the project]

3. Reference Documents

4. Glossary

5. Risk Management Overview
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[Describe the specifics of risk management for this project or organization’s situation. ]
6. Risk Management Policies
[Describe the guidelines by which risk management will be conducted.]

7. Risk Management Process Overview

8. Risk Management Responsibilities
[Ddfine the parties responsible for performing risk management.]
9. Risk Management Organization

[Dgscribe the function or organization assigned responsibility for risk management within the organizati¢nal

unif. ]
10.|Risk Management Orientation and Training
11.|Risk Management Costs and Schedules
12.|Risk Management Process Description
[If ]l?ere is an organizational risk management process that is being used for this project or situation, refgr to

it.
implement the risk managementptocess. If no organizational process exists, describe the risk managengent

adaptation of the process is appropriate, describe the adaptations made. Describe the procedures that
profess and procedures to be used for the project or situation.]
12.1 Risk Management Context

12.2Risk Analysis

12.3 Risk Monitoring

12.4 Risk Treatment
[Describe how risks are to be treated. If a standard management process exists for handling deviations or
problems, refer to this process. If risks require a separate risk treatment activity due to specific circumstance,

describe this activity.]

13. Risk Management Process Evaluation
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[Describe how this project or organization will gather and use measurement information to help improve the

risk management process for the project and/or for the organization. ]

13.1 Capturing Risk Information

13.2 Assessing the Risk Management Process

13.3 Generating Lessons Learned

14.|Risk Communication
[Dgscribe how risk management information will be coordinated and communicated among stakeholdlers
and interested parties (i.e., those who are interested in the performance or success of the project or product,
but[not necessarily of the organization) such as what risks need reporting to whichanagement level.]
14.1 Process Documentation and Reporting

14.2 Coordinating Risk Management with Stakeholders

14.3 Coordinating Risk Management with Interested Parties

15. Risk Management Plan Change Procedures and History:
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Annex B

(informative)

Risk action request

B.1 Purpose

The
and
req

B-A

The
out
acti
par:
ifn
sho|

The

purpose of the risk action request is to provide a mechanism by which risk information can be capty
communicated to the stakeholders. The risk management process requires the creation of fisk“ac
hests for risks above their risk threshold.

P Risk action request

risk management process should result in risk action requests that include\the/information shown in|
ine below. If there is no information pertinent to a section or a required\paragraph within a section,
on request should contain the phrase, “This section is not applicable to.this request” below the sectio
hgraph heading, together with the appropriate reason for the omission. Additional sections may be ad
peded. Parts of the risk action request may appear in other dogutents. If so, reference to those docum
nld be made in the body of the action request.

outline of the risk action request is shown as follows:

red

ion

the
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ded
ents

[Th

0CC

ate of Initiation

cope

ubject

lequest Originator

lisk Management\Process Context

is sectionsmay be provided once, and then referenced in subsequent action requests if no changes h

urred.]

ave

5.1 Process Scope

5.2 Stakeholder Perspective

5.3 Risk Categories

5.4 Risk Thresholds
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5.5 Project Objectives

5.6 Project Assumptions

5.7 Project Constraints

6. Risks

[This section may cover one risk or many, as the user chooses. Where all the information above applies to
the whole set of risks, one action request may suffice. Where the information varies, each request fhay cqver
therisk or risks that share common information. ]
6.1 Risk Description(s)

6.2 Risk Probability

6.3 Risk Consequences

6.4 Expected Timing of Risk

7. Risk Treatment Alternatives

7.1 Alternative Descriptions

7.2 Recommended Alternative(s)

7.3 Justifications

8. Risk Action Request Disposition

[Eakh request should\be annotated as to whether it is accepted, rejected, or modified, and the rationale pro-
vided for whicliever decision is taken.]
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Annex C

(informative)

Risk treatment plan

C.1 Purpose

ISO/IEC 16085:2006(E)

006

The
The
def]

C.]

Aft
treq

mafion for the treatment plan may appear within the risk action request. If so, references to the risk ac

req
ting
bel
infi

To
plai

The

purpose of the risk treatment plan is to define how risks that are found unacceptable are to be-{1€aj
risk treatment plan serves as the mechanism for implementing a selected recommended. alterna
ned within a risk action request.

P Risk treatment plan

br a recommended treatment alternative described within the risk action request has been selected, a

hest should be made in the body of treatment plan in the pertinent sections. If there is no information
nt to a section, the treatment plan should contain the phrase,“This section is not applicable to this p
w the section or paragraph heading, together with the apptopriate reason for the omission. Additi
rmation may be added to the plan if needed.

Feduce the necessity to develop an individual risk™{réatment plan for each individual risk, risk treatn|
s may be defined for dealing with risks sharing pertinent characteristics.

outline of the risk treatment plan is shown as follows:

ted.
five

risk

tment plan should be developed that includes the sections shown in the-outline below. Some of the inffor-

ion
ber-
2

an
nal

hent

1. G

1.1

1.2

1.

W

verview

Date of Issue and Status

[ssuing Authority

Approval\Authority

1.4

[Updadtes

2. Scope

3. Reference Documents

4. Glossary

5. Planned Risk Treatment Activities and Tasks

Copyright © 2006 IEEE. All rights reserved

21



https://iecnorm.com/api/?name=c1f53665dd87e492d2e6b6f01f4435b4

ISO/IEC 16085:2006(E) SYSTEMS AND SOFTWARE ENGINEERING —
IEEE Std 16085-2006

[Describe the specifics of the risk treatment selected for a risk or combination of risks found to be unaccept-

able. Describe any difficulties that may be found in implementing the treatment.]

6. Treatment Schedule

7. Treatment Resources and their Allocation

8. Responsibilities and Authority

[Dgscribe who is responsible for ensuring that the treatment is being implemented and their authority.]

9. Treatment Control Measures

[Ddfine the measures that will be used to evaluate the effectiveness of the risk treatment.]

10.|Treatment Cost

11. [Interfaces among Parties Involved

[Ddscribe any coordination among stakeholders or with-the project’s master plan that must occur for|the

tregtment to be properly implemented.]

12.[Environment/Infrastructure

[Dgscribe any environmental or infrastructure requirements or impacts, e.g., safety or security impacts that

the [treatment may have.]

13.|Risk Treatment Plan Change Procedures and History
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Annex D

(informative)

Application of risk management in the software life cycle

This annex lists references to risk in ISO/IEC 12207:1995 as well as in the IEEE/EIA 12207 series.

Subclause D.1 lists references to the ISO/IEC standard and subclause D.2 lists references to the IEEE
stan dards

D.1 Application of risk management in the ISO/IEC 12207 series

Reflerences to “risk” and “risk management” are made throughout ISO/IEC 12207 series\.of standards includ-
inglamendments 1 and 2. Those references are paraphrased here for convenience.

D.1.1 General

Anfex F of ISO/IEC 12207:1995/Amd.1:2002 (E), provides information‘regarding risk management. Appli-
catjon of this standard is consistent with the information presented\in that annex.

Anfex H of ISO/IEC 12207:1995/Amd.1:2002 (E), provides information regarding risk managemgnt.
Application of this standard is consistent with the information presented in that annex.

D.1.2 Acquisition process

[ISP/IEC 12207:1995, 5.1.1.6] When considering the various options for acquisition-such as off-the-shelf,
developed, etc.-the acquirer should inglude risk in the criteria.

[ISP/IEC 12207:1995, 5.1.1.8] *An acquisition plan should contain a description of risk and risk mangge-
meft methods.

[ISP/TIEC 12207:1995/Aimd.1:2002 (E), H.1.2] The purpose of the Acquisition Strategy process is to engure
the products to betacquired will comply with the mission, goals and objectives of the business and to proyide
the [basis for planning all aspects of the acquisition project...As a result of successful implementation off the
profess:.. .3) the business risks, financial, technical and resource implications for differing or alternafive
approaches or solutions will be identified.

D.1.3 Supply process

[ISO/IEC 12207:1995, 5.2.4.4] The supplier shall consider the options for developing the software product
or supplying the software service-such as developed, off-the-shelf, etc.-against an analysis of risks associ-
ated with each option.

[ISO/IEC 12207:1995, 5.2.4.5] The supplier shall develop and document project management plan(s). Items

to be considered in the plan include but are not limited to ... k) Risk management; that is management of the
areas of the project that involve potential technical, cost, and schedule risks.
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D.1.4 Operation process

[ISO/IEC 12207:1995/Amd.1:2002 (E), F.1.4.1] As a result of successful implementation of Operational
use: 1) operational risks for the product introduction and operation are identified and monitored.

D.1.5 Verification process

[ISO/IEC 12207:1995, 6.4.1.1] A determination shall be made if the project warrants a verification effort
and the degree of organizational independence of that etfort needed. The project requirements shall be gna-
lyzgd for criticality. Criticality may be gauged in terms of ... b) the maturity of and risks associated(with| the
soffware technology to be used.

D.1.6 Joint review process

[ISO/IEC 12207:1995, 6.6.2.1] Project status shall be evaluated relative to the’ applicable project plans,
schpdules, standards, and guidelines. The outcome of the review should be discussed between the two par-
ties|and should provide for ... d) Evaluating and managing the risk issues that may jeopardize the success of
the |project.

[ISQ/IEC 12207:1995, 7.1.2.1] The manager shall prepare the-plans for execution of the process. The plans
asspciated with the execution of the process shall contain descriptions of the associated activities and t3sks
and identification of the software products that will be provided. These plans shall include, but are not lim-
ited to ... f) Quantification of risks associated with thefasks or the process itself.

D.1.7 Management process

[ISO/TEC 12207:1995/Amd.1:2002 (B), F.3.1] The Management Process includes purposes and outcofnes
for the following sub-processes: s Risk Management ...

[ISO/IEC 12207:1995/Amd.1:2002 (E), F.3.1.5] The purpose of Risk management is to identify, manage and
m

=.

tjgate the risks continuously, at both the organizational and project level. As a result of successful imple-
mentation of Risk management: 1) the scope of the risk management to be performed is determined} 2)
appropriate risk/-management strategies are defined and implemented; 3) risks to the project are identifief in
the project's fisk management strategy, and as they develop during the conduct of the project; 4) the risks| are
analyzed.and the priority in which to apply resources to monitor these risks are determined; 5) risk moniftor-
ing|te¢hniques are selected to determine the change in the risk status and the progress of the monitofting

actitvitics: and 6 . i is tal id the i s

[ISO/TEC 12207:1995/Amd.2:2003 (E), F.3.1.5] The purpose of risk management is to identify, analyze,
treat and monitor the risks continuously. As a result of successful implementation of risk management: 1)
the scope of risk management to be performed is determined; 2) appropriate risk management strategies are
defined and implemented; 3) risks are identified as they develop and during the conduct of the project; 4)
risks are analyzed, and the priority in which to apply resources to treatment of these risks is determined; 5)
risk measures are defined, applied, and assessed to determine changes in the status of risk and the progress
of the treatment activities; and 6) appropriate treatment is taken to correct or avoid the impact of risk based
on its priority, probability, and consequence or other defined risk threshold.
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D.1.8 Tailoring process

[ISO/IEC 12207:1995, Annex A] Risk is a factor to be considered in tailoring the standard.

D.1.9 Supporting life cycle processes

[ISO/IEC 12207:1995/Amd.1:2002 (E), G.1.1, 6.9.2.2] In association with the developer the usability spe-
cialist will: ... d) Assess risk to stakeholders and users.
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D.1
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.10 Financial Requirements

D/IEC 12207:1995/Amd.1:2002 (E), H.1.6] The purpose of the Financial Requirements_process i
Cify the requirements to prepare the infrastructure for an effective financial managemeht-of the acqy
project... As a result of successful implementation of the process: 1) financial management, risks
s to the acquirer will be established.

.11 Project Requirements

D/TEC 12207:1995/Amd.1:2002 (E), H.1.7] The purpose of the Project Requirements process is to sjj
the requirements to ensure the acquisition project are performed with adequate planning, staff]
cting, organizing and control over project tasks and activities_y As a result of successful implementa
he process: ... 6) risks associated with project lifecycle and/with suppliers will be identified.

.12 Contract Agreement

D/IEC 12207:1995/Amd.1:2002 (E), H.1.11}.The purpose of the Contract Agreement process is to ng

and approve a contract / agreement (that clearly and unambiguously specifies the expectati
onsibilities, work products / deliverables and liabilities of both the supplier(s) and the acquirer... A
1t of successful implementation of the-process: ... 2) mechanisms for monitoring the capability and
nance of the supplier(s) and for, fitigation of identified risks are reviewed and considered for inclu
he contract conditions.

.13 Supplier Relationships

D/TEC 12207:1995/Amd.1:2002 (E), H.1.15] The purpose of the Supplier Relationships process is to
ve acquirer=supplier relationships in terms of quality of services and value for money so as to gain a bqg
erstariding of the needs of both parties... As a result of successful implementation of the process: ..
ential benefits of improved relationships and reciprocal risks of no change will be identified.

b to
isi-
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€C-
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ns,
\S a
ber-
ion

im-
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. 4)

[ISO/IEC 12207:1995/Amd.1:2002 (E), H.2.1.3, 5.1.8.3] As part of the defining policies for the management
supplier relationships... c¢) potential benefits of improved relationships and reciprocal risks of no change will
be identified.

D.1.14 User Relationships

[ISO/IEC 12207:1995/Amd.1:2002 (E), H.1.15] The purpose of the User Relationships process is to improve

Copyright © 2006 IEEE. All rights reserved

25


https://iecnorm.com/api/?name=c1f53665dd87e492d2e6b6f01f4435b4

ISO/IEC 16085:2006(E) SYSTEMS AND SOFTWARE ENGINEERING —
IEEE Std 16085-2006

acquirer-user relationships in terms of quality of services and value for money so as to gain a better under-
standing of the needs of both parties... As a result of successful implementation of the process: ... 3) potential
benefits of improved relationships and reciprocal risks of no change will be identified.

[ISO/IEC 12207:1995/Amd.1:2002 (E), H.2.1.4, 5.1.9.2] As part of the defining policies to manage user re-
lationships... b) potential benefits of improved relationships and reciprocal risks of no change will be identi-
fied.

D.2 Application of risk management in the IEEE/EIA 12207 series

Reflerences to “risk” and “risk management” are made throughout IEEE/EIA 12207 series ofstandards. THose
refgrences are paraphrased here for convenience.

D.2.1 General

Anmex L of IEEE/EIA 12207.2-1997 provides information regarding fisk'management. Application of fthis
stajdard is consistent with the information presented in that annex,

[IEEE/EIA 12207.1-1997, 4.2.4, Guidance] Management life cycle data should contain content regarding
mgnagement and technical risks.”

[IEEE/EIA 12207.1, 5.2.2] Any plan should in¢lude or reference information regarding risks.

D.2.2 Acquisition process

[IEEE/EIA 12207.0-1996,.5:1.1.6] When considering the various options for acquisition-such as off-the-
shelf, developed, etc.-th¢ acquirer should include risk in the criteria.

[IEEE/EIA 12207.0-1996, 5.1.1.8] An acquisition plan should contain a description of risk and risk mangge-
ment methods:

[IEEE/ETA T2207.2-1997, 5.1.1.8, Guidance] The acquisition plan should establish a software measurement
program that, among other goals, aids in managing cost, schedule, and technical risk.

[IEEE/EIA 12207.1-1997, 6.1.3] The acquisition plan should include risks considered as well as methods to
manage the risks.

[IEEE/EIA 12207.2-1997, 5.1.3.5, Guidance] The investigation of the impact of changes to the contract
should include all potential significant risks.
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