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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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The technology of radio frequency identification (RFID) is based on non-contact electronic
communication across an air interface. The structure of the bits stored in the memory of the RFID tag is
invisible and accessible between the RFID tag and the interrogator only by the use of the appropriate air
interface protocol, as specified in the corresponding part of ISO/IEC 18000. Since the initial publication
of ISO/IEC 18000, it has become possible to add sensors to the RFID tag using various physical methods,
but always using the air interface protocol as a consistent means of communicating between the RFID
tag and the interrogator.
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dpplication commands and responses:

applications adopt the data protocol, it becomes a relatively straightforward proces

appropriate/application commands and responses.

ocessed in a standard way. This allows equlpment to be 1nteroperable In special ¢as
r is attached to or integrated within an RFID tag, this enables configurationpparat
led in one system’s implementation with the resultant sensory information to,be re
n a completely different and unknown system'’s implementation. The data bits‘stored

d sensor shall be formatted in such a way as to be reliably read at the point of use if
to fulfil its basic objective. The integrity of this is achieved through the use-0f an applicat|

ample, as supported by the functional commands specified in this'document and as
EC 24791.

facturers of radio frequency identification equipmenty\(interrogators, RFID
facturers of sensors and users of RFID technology supperting sensors each requi
hble application protocol. This document specifies the sénsor encoding and processing
lJdependent of any of the air interface standards defined in the various parts of ISO/II
the sensor encoding and processing rules are consistent components in the RFID syst
endently, evolve to support additional air interface protocols and different types of sé

ocuments that comprise the data protocol atre’the following.

50/IEC 15961-1 defines the transfer of data to and from the application, supported by

BO/IEC 15961-2 defines the registration procedure of data constructs to ensure
hat application. This can b€ achieved by the registration authority publishing regulz
hto the processes of ISO/IEC 15961-1.

50/1EC 15961-3 defines the data constructs and the rules that govern their use.

BO/IEC 15961:4 defines the transfer of sensor data to and from the application, s

ik
a1pplication data into a structure to store on the RFID tag.

50/LEC. 15962 specifies the overall process and the methodologies developed ta
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ISO/IEC 24753 specifies the overall process and methodologies developed to format and process

sensory information in a standardised manner and provide an interface with the appropriate air
interface protocol.
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Hocument provides a set of application commands and their associated responses for t
ions:

b start and stop battery assistance;

D select and de-select a particular sensory function supported by the RFID tag;
b set sensor parameters both initially and ongoing;

b start and stop the sensor monitoring the environment;

b access sensor data;

b establish the battery status.

EC 24753 defines the encoding rules™for identifying sensors, their functions, the
urements, and the processing rules-for sensor data. As such, it receives commands :

2
The

constlitutes requirementsiof this document. For dated references, only the edition cited
undated references, the latest edition of the referenced document (including any amendme

ISO/IEC 18000-68;\Information technology — Radio frequency identification for item manag
63: Pgrametersfor air interface communications at 860 MHz to 960 MHz Type C

ISO/IEC 18000-64, Information technology — Radio frequency identification for item ma
Part §4iParameters for air interface communications at 860 MHz to 960 MHz Type D

ormative references

llowing documents are referred to in the text in such a way that some or all of

ocument and provides the information that is required for the appropriate responses.

he following

ir delivered
s defined in

heir content
applies. For
nts) applies.

ement — Part

nagement —

ISO/IEC 24753:2011, Information technology — Radio frequency identification (RFID) for item
management — Application protocol: encoding and processing rules for sensors and batteries

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762, ISO/IEC IEEE 21451-
7,1SO/1IEC 24753, and the following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp
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Sensor processor
implementation of the processes specified in ISO/IEC 24753 to convert between data and information
relevant to the application layer and the bit based encoding on the sensor memory

4 Conformance

4.1 General

The commands and responses in this document are only expressed in an abstract syntax. Their

structure is
this docume
according to

The argume
taken into a
Also, they id
RFID tag. Be|
document at
effect of this
this docume

determined by the records and f1elds on the particular sensor. As such, conformar
ht for a particular sensor system is specifically indicated by the resultant proper kene
ISO/IEC 24753 and then passed through RFID air interface protocols to the sensor.

hts and fields contained in individual commands and responses identify what needs
count for correct input to the ISO/IEC 24753 Sensor Processor to achievea valid encq
entify what an application expects to have returned following accéssto a sensor
cause of the way the protocol is structured, the commands and responses specified i
e, to a large extent, independent of particular RFID tag types/thdt support sensorg

is that ISO/IEC 24753 can specify conformance requirements*for valid encoding, ¥
ht cannot.

All the comimands and arguments, and their associated progeésses, are specified in det3
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b3. Object Identifiers are used throughout that doeiment to uniquely identify argur
hands and responses for each type of sensor. Qbject Identifiers are also used to id¢
articular sensor records.

rmance of the Sensor Processor

Processor is, effectively, the implementation of ISO/IEC 24753. An implementati
b3 is required to support one or bath/of the following:

rocesses that are required to Support all aspects of full function sensors for configur
rpretation of sensor data;

rocesses that are required to support all aspects of simple sensors for configuratio
tation of sensor data:

cation confermance

bn is expected to support the commands and responses that are defined in ISO/IEC 2

a) @nd b) in 4.2 as determined by the implementation of ISO/IEC 24753 with wh

interfaces.

ce to
bding
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ding.
bn an
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4753

fion sensors and/or simple sensors. Therefore, this document shall support either gne or

ich it

In addition, the application conformance requirements defined by the commands and responses in
this document may be simplified to address a specific type of simple or full function sensor, even to
the extent of only the records and commands required for that sensor. For the commands that are
supported, all the arguments in the command and response shall be supported to achieve the interface
with the sensor processor.
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5 Logical interface model

5.1 General

The processes defined in this document are implemented between the application and the air interface
protocol. This document performs similar functions for sensory data as ISO/IEC 15961-1 does for item-
related data. The relationship and basic functions of the standards are illustrated in Figure 1.

BUSINESS INTELLIGENCE
- A
1
Application Commands and Responses

71 S T

15962 Processes 24753 Processes

1 , S 2

15962 Tag Driver 24753 Sensor Driver

vt vt

18000-n Air Interface, Ptotocol

v ¢ vt
! d

Figure 1 — Basic application interface model

ISO/IEC 24753 is an essential reading in implementing this document. Reference needd to be made
to that standard for a full description of the component parts of the model relevant to|sensors and
battefries. An overview relevantto this document is provided below.

5.2 |Application conimands

A set|of functionakapplication commands is required to enable the application to identify|what sensor
functiions are supported, to access data from sensors, to access the status of the battery power, and
to reget valu€gsysuch as alarm values for the sensor activity. These are defined in Clause|6 for simple
sensdrs and-€Elause 7 for full function sensors.

The sftrticture of the application commands and response can be determined by clauses in I[SO/IEC 24753
that use the same name. The structure of these commands may be derived from the set of Object
Identifiers applicable for each command and response as specified in ISO/IEC 24753. Because of this,
only selected application interface commands are fully described in this document.

5.3 The sensor information model for full function sensors

The sensor information model for full function sensors (Figure 2) shows the relationship between
component processes and structures described later in ISO/IEC 24753 for full function sensors specified
in ISO/IEC IEEE 21451-7. A physical sensor is defined as one that monitors a particular environmental
feature capable of being expressed in terms of an SI unit or derived SI unit. A given physical sensor
may support a number of logical sensors, each of which specifies a method of event data output, e.g.
maximum value, observed value below a threshold qualified by a timestamp, count of events observed
that are above a threshold.

© ISO/IEC 2016 - All rights reserved 3
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Figure 2 — Sensor information model for full function sensors

rly illustrates that the commainds and responses defined in this document need to b
fate with the Sensor Processor, which is the implementation of ISO/IEC 24753. In tur
ments within the commands and responses need to comply with the requirements
pcords:

|: Sensor identifier;
p: Sensor characteristics record;
: Sample-and configuration record;

|: Event admin record;

b: Event record

b able
n, the
bf the

Record

The commands are described in Clause 6.

5.4 The sensor information model for simple sensors

A simple sensor provides limited functional support to determine whether the temperature or other
environmental conditions have gone outside some allowable limits. These sensors are defined as
factory programmed, which restrict parameter setting from a fully open systems application, but allow
data to be captured using open system air interface commands and processes.

The prime operating mode of a simple sensor is to provide the simple sensor data block using some
delivery mechanism defined by the air protocol interface. The simple sensor data block is a short bit-
based code that provides sensor characteristics, configuration, and alarm data. Currently, this is 32-
bits long, but provision exists for a maximum length of 48-bits.

4
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There are two formats of simple sensor. The memory-mapped simple sensor supports only the simple
sensor data block, which is on the same integrated circuit platform as the data on the RFID tag. The
ported simple sensor supports additional mandatory and optional records, as detailed in the list below.
An annex of ISO/IEC 18000-63 defines the requirements for processing these records if present on the
ported simple sensor.

NOTE

The

6

6.1
The

uses
speci

of a

sensd
mem
Ident]

Simp
docu
to be
simp

can

revis

6.2

ISO/IEC 18000-64 does not support ported simple sensors.
sequence of records is as follows:

Record 1: Simple sensor data block (mandatory for both implementations);

HRecord Z: Manutacturer record (mandatory only for the ported simple sensor);

Hecord 3: Authorization password record (optional for the ported simple sensor);
Hecord 4: Calibration record (recommended for the ported simple sensor);
ecord 5: Sample and configuration record (mandatory only for the ported simple sen

ecord 6: Event record (recommended for the ported simple sensor);

ow]

ecord 7: Time synchronisation record (mandatory only for the\ported simple sensor a
vent record is present).

(0]

(¥,)

imple sensor commands

Current air interface reference

rocessing of commands (and responses) for simple sensors is specified in ISO/IEC 2
Object Identifiers to identify the specific arguments. As such, it is possible in this
y the structure of commands and responses in a manner that does not depend on 4
articular type of simple sensor. There can only be 16 different types of simple ser
r manufacturer permanently encodes a 3-bit binary value into a predefined location
bry to identify the sensor type: In turn, the type code is included as a specific arc i
ifier.

!

e sensors as specified in ISO/IEC 18000-63 and ISO/IEC 18000-64 are used thr
nent to describe arguments and processes. Later versions of these air interface pr
checked for type-codes not addressed here (see the current list in 6.3.1.1). If the bag
e sensors is maintained in the air interface protocol and in ISO/IEC 24753, then th
ersist. However, the introduction of a possible 48-bit simple sensor can only be supp
on to thisydocument.

P

501);

nd only if the

4753, which
Hocument to
he existence
sor, and the
n the sensor
n the Object

bughout this
btocols need
ic design for
is document
orted with a

Memory mapped simple sensors

The encoding for configuring and reading memory-mapped simple sensors is specified in the
ISO/IEC 18000 series of standards that support such sensors. The current air interface protocols that
support the memory-mapped simple sensors to achieve this are as follows.

For ISO/IEC 18000-63 (Type C), standard read and write commands are used in ad
relevant memory bank to transfer the bit string representing the simple sensor dat

dressing the
a block. The

simple sensor data block can also be transmitted as part of the reply to the ACK command, where it

is appended to the unique item identifier encoded in memory bank 1.

The simple sensor data block is transmitted as part of the data packet for an ISO/IEC 18000-64

(Type D) tag.
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ISO/IEC 24753 defines two commands for memory mapped simple sensors:
— Write-Simple-Sensor-Data-Block command;
— Read-Simple-Sensor-Data-Block command.

However, no processes are specified to achieve the bit string that needs to be transferred via the air
interface write command, nor any rules to interpret these bits when the simple sensor data block is
read from the RFID tag. The application interface functions required are identical to two commands
more fully defined for ported simple sensors in this document. Therefore, the equivalent command and
response defined in this document (see 6.3.1 and 6.3.2) and the associated processes in ISO/IEC 24753
should be applied to the memor ed simple sensors. The memor ed Write-Simple-
Sensor-Data-Block command is directly equivalent to the ported simple sensor Write-SampleiAnd-
Configuratipn-Record command (see 6.3.1). The memory-mapped Read-Simple-Sensor-Data-Block
command is|directly equivalent to the ported simple sensor command of the same name (see 6.3.1).

6.3 Ported simple sensors
6.3.1 Write-Sample-And-Configuration-Record

6.3.1.1 Write-Sample-And-Configuration-Record command

The Write-Sample-And-Configuration-Record command is used to Write user-controlled parameters
to a simple|sensor, either for the initial mission or to reconfigure on a subsequent mission The
command cqnnot be invoked for reconfiguration if any of the alarm bits has been set. The commgdnd is
only concerrled with providing input that will result in the ercoding of bits 22 to 4 (where bit 22 is[MSB)
of the simplg sensor data block.

This commahd applies to both types of simple sensor; memory-mapped and ported simple sensor.

Before this gommand can be invoked, it is necessary to read the simple sensor data block on thg tag.
This can be| achieved by invoking the Read-Simple-Sensor-Data-Block command (see 6.3.2) and
ignoring all but these three fields, represented by the encoding in bits 31 to 23:

— sensor type, for which the followingtype codes apply:
— Typg O for temperature sensers with a span of 14 °C;
— Typg 1 for temperature sensors with a span of 28 °C;
— Typg 2 for relative humidity sensors;
— Type 3 for impact sensors;

— Type 4 fortilt sensors;

— measurémentspan;

— accuracy.

The Password argument is conditional because it only applies to some ported simple sensors. If the
password is not known, then its size can be determined by invoking the Read-Manufacturer’s-Record
command where bits 5 and 6 declare the size of the password. The password is a write-once process
and is not readable. Therefore, to process the configuration command when a password is set on the
ported simple sensor, it is essential to match the password both in terms of length and value.

The Sampling-Regime argument applies only to temperature and humidity simple sensors. It defines
one of 16 sampling intervals, ranging from 5 min to 8 h. The definition of the sample intervals and
the mapping between the bit-based codes and the presentation in the application is given in tables in
annexes of ISO/IEC 18000-63 and ISO/IEC 18000-64.

6 © ISO/IEC 2016 - All rights reserved
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The High-In-Range-Limit and Low-In-Range-Limit arguments apply only to temperature and
humidity simple sensors, and the mapping between the bit-based codes and the presentation to the
application are given in tables in annexes of ISO/IEC 18000-63 and ISO/IEC 18000-64. The presentation
should output the real value factored by the measurement span.

The Monitor-Delay argument applies only to temperature and humidity simple sensors. It is intended
to defer the beginning of the monitoring process for logical process control reasons. For example, a
temperature sensor might be applied and configured to a product prior to, or during, a manufacturing
or packaging process where temperature is both controlled and different from the post-production
environment. The monitor delay is used to ensure that the temperature is only monitored after this
controlled period. The monitor delay is a multiplier of the sampling-regime, with a value 0 to 7.

The High-Out-Of-Range-Alarm-Delay and the Low-Out-Of-Range-Alarm-Delay drgument used
to exclude (if applicable to the item being monitored) random sample values thattwould otherwise
trigger the alarm. For example, if one or two instances of an out-of-limit reading are noft considered
detrimental to the item being monitored and sufficient to trigger the alarm, these delay arguments
should be used. They are applied independently and are set as an integer value with a falue 0 to 7.
In some circumstances (e.g. for changes in temperature that affect molecular structure),|a low alarm
delay] of 0 might be applicable because one instance of crossing this threshold might adveisely have an
impart on the item being monitored, whereas a high alarm delay of 4,0r more might be accgptable. This
docunent provides no advice on the relevant values of the delays to.be’applied for both th¢ high values
and the low values.

Wrife-Sample-And-Configuration-Record command
ModlLle-OlD: OBJECT IDENTIFIER =1 0 24753 0 126 5

Singulation-I1d: BYTE STRING (0..255)

Pasqword [OID ref: 1 0 24753 0 126 51]: [CONDITIONAL] BYTE STRING (4, or 8, or 16

Sampling-Regime [OID 1 0 24753 0 5 2 {type} 1]: [CONDITIONAL] TEXT STRING

This argument does not apply to impa¢t and tilt sensors, and the ISO/IEC 24753 sensof processing
dreates null values for this encoding:

HigH-In-Range-Limit [OID 1 0 24753 0 5 2 {type} 2] TEXT STRING

This argument does not apply*to impact and tilt sensors, and the ISO/IEC 24753 sensof processing]
dreates null values for thisjencoding.

LowiIn-Range-Limit [OID 1 0 24753 0 5 2 {type} 3] TEXT STRING

This argument does)hot apply to impact and tilt sensors, and the ISO/IEC 24753 sensof processing]
dreates null valtes for this encoding.

Monjitor-Delay-{OID 1 0 24753 0 5 2 {type} 4] INTEGER (0..7)
High-Out-Of<Range-Alarm-Delay [OID 1 0 24753 0 5 2 {type} 5] INTEGER
Low;Out-Of-Range-Alarm-Delay [OID 1 0 24753 0 5 2 {type} 6] INTEGER

The Object-Identifiers used in the command are the same as those used in ISO/IEC 24753 for
processing the command. However, ISO/IEC 24753 also uses a common process Object-Identifier,
based on the record structure for encoding the data. The final two arcs of a process Object-Identifier
identify the record number and field number. Although not precise enough for command processing,
some implementations of ISO/IEC 24753 might return the process Object-Identifiers. The relationship
between the two OID structures is defined in Table 1.

Table 1 — Cross-reference between Command OID and Process OID

Function Command OID Process OID
Sampling-Regime 1024753052 {type}1 [1024753014
High-In-Range-Limit 1024753052 {type}2 (1024753015
Low-In-Range-Limit 1024753052 {type}3 |1024753016

© ISO/IEC 2016 - All rights reserved 7
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Table 1 (continued)

Function Command OID Process OID
Monitor-Delay 1024753052 {type} 4 [1024753017
High-Out-Of-Range-Alarm-Delay |1 024753052 {type}5 [1024753018
Low-Out-Of-Range-Alarm-Delay |1 024753052 {type} 6 [1024753019

NOTE Similar mappings between the command OID and process OID apply to other commands

6.3.1.2 Write-Sample-And-Configuration-Record response

The Write-Sample-And-Configuration-Record response indicates whether the configurationprpcess
was successful or not.

Write-Sample-And-Configuration-Record response
Module-OID: OBJECT IDENTIFIER =1 0 24753 0127 5

Response-(Code [OID ref: 1 0 24753 0 126 5 1]: INTEGER (0..3) or TEXT STRING
Possible Values:
Value | Definition

0 success

1 sensor not identified (e.g. password mismatch)

2 erase of previous event and/or time synchronisation not applied
3 parameter(s) are not logical

6.3.2 Readl-Simple-Sensor-Data-Block

6.3.2.1 Read-Simple-Sensor-Data-Block command

This commahd is used to read and interpretthe bit string from the simple sensor data block. It cap also
be used for the air interface protocols where the simple sensor data block is returned automatically as
an appended component to reading a unique item identifier.

Read-Simple-Sensor-Data-Block command
Module-OID: OBJECT IDENTIEIER =1 0 24753 0 126 1

Singulation-Id: [CONDITTIONAL] BYTE STRING (0..255)
This ispnly required if the simple sensor data block cannot be appended to the unique item identifier.

6.3.2.2 Read-Simple-Sensor-Data-Block response

The Sensor-Type argument identifies the type of simple sensor, with the current supported set defined
in 6.3.1.1.

The Measurement-Span argument defines between one to eight measurement spans, depending on
the type of simple sensor. The Measurement-Span included in the response for a particular sensor
identifies the range over which the sensor has been manufactured to provide results and the span over
which it can be configured.

EXAMPLE1 Assume a simple sensor of Type 0 for temperature sensors with a span of 14 °C. The only
temperature span support near the freezing temperature of water is that which measures in the range or span of
-1°C+7°C.

The Accuracy argument defines between one to four levels of accuracy, depending on the type of simple
sensor. The Accuracy included in the response for a particular sensor identifies the precision to which
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the sensor has been manufactured. The accuracy level is determined by the sensor manufacturing
process and cannot be changed by the user.

EXAMPLE 2 Assume a simple sensor of Type 0 for temperature sensors with a span of 14 °C with a
measurement span of -1 °C + 7 °C. The highest accuracy possible is 0,5 °C, so a reading of +2 °C, can be for a real
temperature between +1,5 °C and +2,5 °C. The lowest accuracy possible is +2 °C, so a reading of +2 °C, can be for a
real temperature between 0 °C and +4 °C.

The Sampling-Regime, High-In-Range-Limit, Low-In-Range-Limit, Monitor-Delay, High-Out-Of-
Range-Alarm-Delay and Low-Out-Of-Range-Alarm-Delay arguments are all as defined in 6.3.1.1.

The Alarms argument is the text representation of four independent alarm states declared by a 1-bit
set iff a given position of 4-bit {ield as delined In a table 1or alarms in annexes ol 1SO/IEC 18000-63
and IFO/IEC 18000-64. The presentation to the application should show the text string(s)’$hown in the
table| If more than one alarm has been triggered, the text strings should be separated-by asemi-colon.

EXAMPLE 3  The bit code pattern 10101 equates to the text string: “Low battery; Delayéed high out-of-range.”

Read-Simple-Sensor-Data-Block response

Module-OID: OBJECT IDENTIFIER =1 0 24753 0 127 1

Senspr-Type [OID 1 0 24753 0 1 1] INTEGER (0..15) or TEXT STRING
he currently supported set of sensor type is defined in 6.3.1.1

Meagurement-Span [OID 1 0 24753 0 1 2] TEXT STRING

he measurement span differs with each type of simple-sensor, and the mapping between the bit-based
odes and the presentation to the application is given imtables in an annex of ISO/IEC 18000463 or of ISO/
IEC 18000-64.

Accuracy [OID 1 0 24753 0 1 3]. TEXT STRING

The accuracy differs with each type of simple sensor, and the mapping between the bit-based ¢odes and the
Aresentation to the application is given in tables in an annex of ISO/IEC 18000-63 or of ISO/IEC 18000-64.

Sampling-Regime [OID 1 0 24753 0 1 4]: [CONDITIONAL] TEXT STRING

This argument does not apply to impactand tilt sensors, and the ISO/IEC 24753 sensor processing creates
njull values for this encoding.

HighrIn-Range-Limit [OID 1 0 24753 0 1 5] TEXT STRING

This argument does not applyto impact and tilt sensors, and the ISO/IEC 24753 sensor processing creates
rjull values for this encoding:

Low-In-Range-Limit [OID-1'0 24753 0 1 6] TEXT STRING

This argument dgéesrot apply to impact and tilt sensors, and the ISO/IEC 24753 sensor processing creates
null values for thisencoding.

Monitor-Delay{OID 1 0 24753 0 1 7] INTEGER
Hight Out-Qf*Range-Alarm-Delay [OID 1 0 24753 0 1 8] INTEGER
Low-{Out-Of-Range-Alarm-Delay [OID 1 0 24753 0 1 9] INTEGER

Al IOIND-14. 0.2 4™
ArmsTorD I 9 Zz%7595
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Response-Code [OID ref: 1 0 24753 0 127 1 1] INTEGER (0..1) or TEXT STRING

Possible Values:

Value Definition
0 no error
1 error, then this is the only element in the response

6.3.3 Other simple sensor commands

Table 2 defines the list of simple sensor commands. The detailed structure of the Read-Simple-
Sensor-Data-Ble and—Write-Sample—And-Configuration-Record—commands—has—already been
defined in this document. Other ported simple sensor commands can be created using the)|same
construction principles. The OBJECT IDENTFIERS for the commands use the penultimate(arc {126},
while the regponses use the penultimate arc {127}. The final arc value is the same for a commang and
its associated response.

Table 2 — Simple Sensor Commands and their OBJECT IDENTIFIERS

Command name OBJECT IDENTIFIER
Read-Simple-Sensor-Data-Block 10247530 126\
Read-Manufacturer-Record 10 247530-126 2
Write-Password 102475301263
Read-Calibration-Record 10247530126 4
Write-Sample-And-Configuration-Record 102475301265
Initialise-Sensor-Monitoring 102475301266
Read-Sample-And-Configuration-Record 102475301267
Read-Event-Record 102475301268
Write-UTC-Timestamp 102475301269
Read-Time-Synchronisation-Recerd 10247530126 10
Erase-Monitored-Data 1024753012611
Activate-Simple-Sensor. 1024753012612
Deactivate-Simple-Sensor 1024753012613

7 Full function sensors

7.1 General

The encoding forconfiguring and reading full function sensors is specified in the ISO/IEC 18000 series
of standardq thatSupport such sensors. The current air interface protocols that support full furfction
sensors achievethisasfollows:

— For ISO/IEC 18000-63 (Type C), a HandleSensor command is used to embed the ISO/IEC IEEE 21451-
7 sensor command and address a physical sensor.

— ISO/IEC IEEE 21451-7 makes no distinction between a ported and a logical sensor, so the processes
defined in this clause may be applied to other air interface protocols as they are developed to support
SEensors.
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7.2 Write-Sample-And-Configuration

7.2.1 Write-Sample-And-Configuration command

The Write-Sample-And-Configuration command is used to write user-controlled parameters to a full
function sensor, either for the initial mission, or to reconfigure on a subsequent mission. The command
cannot be invoked for reconfiguration if any of the alarm bits has been set.

There are various addressing mechanisms specified in ISO/IEC IEEE 21451-7, all of which are supported
by this command. Before this command can be invoked it is necessary to establish the Sensor-Address-
Type and the associated Sensor-Comms-Id. This can be achieved by invoking the Read-Sensor-
Idenfifier command.

Altho
isret
is prd

ugh code values are required for input, ISO/IEC 24753 recommends that if the Sensor-Type field
urned as part of the Sensor-Comms-Id argument, then additionally the description of the sensor
vided in the response to the Read-Sensor-Identifier command.

The v
and €
than

alues that are returned are then used in their associated arguments tgo'address the specific sensor
nsure communication with the specific sensor. This is important if\the RFID tag s#)ports more
bne full function sensor, and critically important if there is more than one sensor of thle same type.

hs the value 2
d 5-bit Units-

EXAM
encod

PLE1 The Read-Sensor-Identifier response identifies that the Sensor-Address-Type h
ed as {10} and therefore, a 15-bit string comprising {3-bit TEDS:Type, 7-bit Sensor-Type, an

Exten
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binar

1S0/1
Senso|

NOTH
Comil
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hum3
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asen
close
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sion} is used for the Sensor-Comms-Id. Currently, ISO/IEC IEEE21451-7, and therefore ISO/IH
rts TEDS-Type = {001}. For this example, assume that the 74bit Sensor-Type = {0010111}, who
) equivalent derived from an annex in ISO/IEC IEEE 21451-7. The Read-Sensor-Identifier r
EC 24753 and the response from this document would\have indicated that this is a “Tempers
. As such it has no assigned extension value, so the 5:bit Units-Extension = {00000}.

1
ns-1d.

JTC-Timestamp-At-Configuration;argument is expected to deliver the UTC ti

L in the actual time of configurdtion being later than as declared by the timestamp. If
n-readable UTC timestamp,¢onverting it to a 32-bit code and the sensor processor end
sor command creates a latency problem, then an application may choose to apply a sys
" to the sensor command-being transmitted across the RFID air interface protocol. A
ment specifies no rules for this, the following three points are worth considering for s
on.

he timestamp.on the sensor is a 32-bit value, counting in increments of 1 s.

50/IEGC"18000-63 supports commands to deliver this 32-bit timestamp to the tag me

he timestamp shall be based on the UTC time epoch beginning at 1970-01-01 00:00:00.

C 24753, only
se value is the
esponse from
ture, Celsius”

The manufacturer of the sensor determines the structure of the Sensor-Address-Typ¢ and Sensor-

stamp in a

m|
n readable manner (e.g. 2008-08-08"08:08:08). Entering this effectively as a text strilfg is likely to

creating the
oding this in
tem solution
Ithough this
lich a system

mory, so the

S|

Anle’timestamp could be used in the relevant HandleSensor command.

NOTE 2  ISO/IEC 24753 also advises that different program languages use different epochs, and it essential
that the epoch for this document begins on January 1, 1970. If the program language uses a different epoch, then
an offset value will need to be used to correct the output UTC date and time.

The Sample-Interval and Monitor-Delay arguments may be set independently of one another to
measure in seconds or minutes. In each case, the upper limit is either 9 h 46 min and 7 s, or 22 d 18 h
and 7 min. For continuous sampling, the Sample-Interval argument is set to the OID for seconds and
the INTEGER value 00000 is used. The Monitor-Delay argument is used to defer the beginning of the
monitoring process for logical process control reasons. For example, a temperature sensor might be
applied and configured to a product prior to, or during, a manufacturing or packaging process where
temperature is both controlled and different from the post-production environment. The monitor delay
is used to ensure that the temperature is only monitored after this controlled period. It is also possible
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to have a zero value for the Monitor-Delay argument, in which case, the OID for seconds is used and the
INTEGER value 00000 is used.

NOTE 3  Although a zero value in minutes is mathematically equivalent, the unit of measure is required to be
in seconds to align with ISO/IEC IEEE 21451-7 rules.

The Alarm-Values-Set argument is used to set whether observed readings outside the lower and/or
upper thresholds can trigger an alarm. It is also possible to set neither threshold, which will result in all
observations being recorded.

The Memory-Rollover-Enabled argument is conditional and depends on whether the sensor supports
this feature. This is declared in the Sensor Characteristics TEDS (Type 1) record via the Memory-
Rollover-Capability field. If memory rollover is supported, the user has the choice of whether tg.ifvoke
it using this prgument.

With Memoyry-Rollover-Enabled switched off, samples are recorded until the associated me
becomes full|, at which point a Memory Full alarm is triggered and no further dataare record

mory
bd. In

contrast, wi
is reached, t
basis. When
the sample t

NOTE4 Mg
sensor manuf
Rollover-Cap

th memory rollover switched on, when the first instance of the memeoxy becoming
he sensor will overwrite the earliest recorded sample. This proces$ continues on a
Memory-Rollover-Enabled is switched on, a memory-full alarm is'triggered only
me mechanism reaches its capacity.

bmory-Rollover-Enabled refers to a user selectable argument, which can only be invoked
hcturer provides a memory rollover facility and logic on the sensor. This is declared by the Me
ability field in the Primary sensor characteristics TEDS (Type 1) record and returned as arg

“full”
FIFO
when

if the
ory-
ment

in certain responses. ISO/IEC 24753 is not always clear on the distinction between the two terms.

vhich
shold
with
This
uires
span
an be
bpear

The Upper-Alarm-Threshold and Lower-Alarm-Threshold/arguments determine the limits at
alarms and/pr observed data are recorded depending in the capability of the sensor. These threj
values are stlored on the sensor memory as binary values\to enable simple comparators to be used
the observed binary values, usually obtained directly-ffom the analog-to-digital converter (ADC)
document r¢quires the threshold values to be input as decimal integers. However, this still req
some under$tanding of the procedures. ISO/IEGIEEE 21451-7 uses scale factors to define the
over which the sensor is capable of providing-meaningful readings. This is so that the processes c
generic independent of the type of sensor. From an application perspective, the procedure might aj
to be complgx, so two methods are provided which produce similar results.

The first mefthod uses the scale factors as defined in ISO/IEC IEEE 21451-7. Each of the following
fields is in tHe Primary Sensor Characteristics TEDS (Type 1) record:

r four

ffset-
ction.

— The Scdle-Offset-Significand field is an 11-bit value, when combined with the Scale-O
Exponent field of 6-bits represents the lowest real value at which the sensor is designed to fun
The “offfet” is thedifference between this real value and zero.

actor
ion.

— The Scdle-Faetor-Significand field is an 11-bit value, when combined with the Scale-F
Exponent field represents the range from low to high at which the sensor is designed to funct

EXAMPLE 2
Temperature sensor, range —-10 °C to 75 °C, with 12-bit ADC

The real number -10 will be represented by decimal 0 and therefore by binary 0, and the real
number 75 will be represented by decimal 4 095 (based on the capability of the 12-bit ADC) and
therefore by binary 111111111111. The consequent constraints on the scale factor SF and scale
offset SO are:

-10 =0 x SF + SO
75 =4 095 x SF + SO.
Therefore, SO = -10 = -1 x 101, and SF = (75 + 10)/4 095 = 0,0208 = 0,208 x 10-1, and
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SOSq = -1,00019, and SOS, = 1,0000011000
SOEq = 110, and SOEp, = 000001

SFS4 = 0,20810, and SFS, = 00011010000,
SFEq = -110, and SFEp = 1111115.

-4:2016(E)

The sensor processor returns the decimal values via application commands. To set an upper
threshold of 28 °C, the real value offset needs to be determined. As the lowest reading possible is
-10 °C, the threshold value is calculated as follows:

The $econd method uses details from the manufacturer’s specificationcand the Data
field pf the Primary Sensor Characteristics TEDS (Type 1) record which)determines tH
measjurement steps in the sensor. Data resolution is determined by the sensor manufacty
be seft as a value between 1-bit and 32-bits. In most cases, this willlbg"equivalent to the

the
exa
signi

EXAM
T
T

e asao
I

=Nt6=06;6268—=16
28=N10 x 0,0208 - 10
imple algebra reveals that N10 = 1826,9 or 1827.

C, but this value can also be truncated by the processes used by the sensor manufa
le, a sensor can have an 11-bit ADC, but the sensor manufactarer might choose to ign
icant bit resulting in a 10-bit data resolution that provides 1 023 ({2710} - 1) measurg

PLE 3

emperature sensor, range -10 °C to 75 °C, with 12*bit data resolution and an upper thres|
he span of this sensor is 85 °C.

he 12-bit data resolution results in 4 Q95 resolution steps ({2712} - 1).

herefore, each 1 °C step =4 095 / 85:

he threshold of 28 °C has the offset of 38 above the lowest reading.

herefore, the decimal integer value for the command = 38 x 4 095 / 85 =1 831.

-Resolution
e number of
irer and can
bit output of
cturer. As an
ore the least
ment steps.

hold of 28 °C.

Mod
Sing

Write-Sample-And-Cohfiguration command

Sensor-Address-Type [OID ref: 1 0 24753 7 126 3 1] INTEGER (0..3)

nle-OID: OBJECT)IDENTIFIER =1 0 24753 7 126 3
plation-Id»BYTE STRING (0..255)

Possible Values:

Value Definition
0 no sub-addressing
1 use 7-bit sub-addressing
2 use sensor type sub-addressing
3 use sensor ID sub-addressing
Sensor-Comms-Id [OID ref: 1 0 24753 7 126 3 2] BIT STRING (0, or 7, or 15, or 64)

If Sensor-Address-Type = 00, then this field is empty
01, then this field is the 7-bit sensor sub-address

10, then this field is the 15-bit concatenation of: TEDS-Type, Sensor-Type,

and Units-Extension
11, then this field is the 64-bit Sensor-Id

© ISO/IEC 2016 - All rights reserved
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UTC-Timestamp-At-Configuration [OID ref: 1 0 24753 7 3 1]

This is delivered in the command in the formal UTC format YYYY-MM-DD HH:MM:SS.
Sample-Interval [OID ref: 1 0 24753 7 3 2 {n}] INTEGER, (0..32767)

The final arc {n} is required to identify the unit of time, with these values:

0 for seconds

1 for minutes
Monitor-Delay [OID ref: 1 0 24753 7 3 3 {n}] INTEGER, (0..32767)
The final arc {n} is required to identify the unit of time, with these values:

0 for $econds

1 for minutes
)Alarm-Values-Set [OID ref: 1 0 24753 7 3 4] INTEGER (0..3)
Possihle Values:

Value Definition
0 none

1 lower only
2 upper only
3 both

Memory-Rqllover-Enabled [OID ref: 1 0 24753 7 3 5] [CONDLTIONAL] BOOLEAN
Possiljle Values:

Value Definition
F (0) switched off
T (1) switched on

Upper-Alarm-Threshold [OID ref: 1 0 24753 7:3'12] INTEGER

The INTEGER value represents the deeimal equivalent of the upper threshold value of an|n-bit
string, where n is the number of bits’for the data resolution. The example (above this m¢dule
specification) explains how this can be calculated from an application perspective.

Lower-Alanm-Threshold [OID refy1,0 24753 7 3 13] INTEGER

The INTEGER value represents the decimal equivalent of the upper threshold value of an n-pit
string| where n is the number of bits for the data resolution. The example (above this module
specification) explains lrow this can be calculated from an application perspective.

7.2.2 Write-Sample<And-Configuration response

The Response-Code argument identifies whether the command succeeded or failed, a
case, it proyides an indication of reason for the failure. Some of the response codes sp
ISO/IEC IEEEZ214 srebased-oB retiotrs—de tred—n—that standard-thatare notsuppor
[SO/IEC 18000 series of standards.

The Battery-Status-Code argument identifies whether the battery power is acceptable or low, against
a criterion set by the sensor manufacturer.
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proc
IEC Z

Batt

Write-Sample-And-Configuration response
Module-OID: OBJECT IDENTIFIER =1 0 24753 7 127 3
Response-Code [OID ref: 1 0 24753 7 127 3 1]: INTEGER (0..7)

Possible Values:
Value Definition

0 Sensor not properly addressed, reply truncated following last bit of response code

1 Command not recognized, reply truncated following last bit of response code

2 Unspecified failure, reply truncated following last bit of battery code

6 Failure due to command details not being supported by the particularsensor, reply trun-

cated following last bit of battery code
7 Success

Codd values 3, 4, and 5 are not applicable as they either address sensor sécurity errors of the sensorj

bssing air interface errors. None of these functions are supported by-the current ver
4753 or the air interface protocols that support sensors.

ery-Status-Code [OID ref: 1 0 24753 7 127 3 2]: INTEGER (0:.1)
Possible Values:
Value Definition

sion of ISO/

0 Battery OK
1 Battery low
7.3 |Read-Alarm-Status
7.3.1] Read-Alarm-Status command

The Read-Alarm-Status command ds used to read information about alarms from differ

ent memory

recorfds on the sensor to enable.more specific diagnostics to be invoked using other commmands. The

ISO/IEC IEEE 21451-7 sensor processes are responsible for collating the relevant informat
diffefent parts of sensor memory.

Sens
in 7.2

r addressing using-the Sensor-Address-Type and Sensor-Comms-Id arguments {
.

ion from the

s as defined

Mo
Sing

Re:L—Alarm-Status command

Sen

le-OID:-OBJECT IDENTIFIER =1 0 24753 7 126 5
ulatien-Id: BYTE STRING (0..255)
Add T IOID £.1 024770 7 492 F 41T INTLDOCDD (A D)
Ul " AUUI TSS9 l_ypc I_Ulu ICIL. L UVULT/II9 7 L&aUJ .L] TIN T LULIN \U .JJ

Possible Values:
Value Definition

0 no sub-addressing

1 use 7-bit sub-addressing

2 use sensor type sub-addressing
3 use sensor ID sub-addressing

© ISO/IEC 2016 - All rights reserved
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Sensor-Comms-Id [OID ref: 1 0 24753 7 126 5 2] BIT STRING (0, or 7, or 15, or 64)
00, then this field is empty
01, then this field is the 7-bit sensor sub-address

10, then this field is the 15-bit concatenation of: TEDS-Type, Sensor]
Type, and Units-Extension

11, then this field is the 64-bit Sensor-Id

If Sensor-Address-Type =

7.3.2 Read-Alarm-Status response

ISO/IEC 247
ISO/IEC IEE

Sensor Characteristics TEDS (Type 1) record. The Sensor-Map (identifies up to 16 types of

measurement types that the particular sensor supports. Bit positions.0-to 9 denote measurement fypes
for which only one measured value is returned in response to a réquest for data, (e.g. maximum, or
peak, value)] The other bit positions denote measurement types’ for' which multiple data values cphn be
returned by|the sensor (e.g. data log of observed value with{time tick (8-bit code) reporting oytside
either threshold), or which are currently reserved for future'definition. A table in ISO/IEC IEEE 21¢451-7
specifies the full list of interpretations.
The SensorfMap, when used in conjunction of thedSO/IEC IEEE 21451-7 table specifying al]l the
measuremeint type codes, enables other commands*to be constructed to read data from a partjcular
record.
NOTE The ISO/IEC 24753 sensor processortetains the 16-bit code string to validate whether any subsgquent
command to fead a particular record on the sénsor is possible. This is to avoid unnecessary air interfade and
sensor transafctions.
The Response-Code argument ‘identifies whether the command succeeded or failed, and in
case, it proyides an indication:of reason for the failure. Some of the response codes specified in
ISO/IEC IEEE 21451-7 are based on functions defined in that standard that are not supported Hy the
ISO/IEC 18000 series of standards.
The Battery-Status;€ode argument identifies whether the battery power is acceptable or low, against
a criterion s¢t by the'sensor manufacturer.
Read-Alarm-Status response
Module-OID: OBJECT IDENTIFIER =1 0 24753 7 127 5
Alarm-Values-Set [OID ref: 1 0 24753 7 3 4]: INTEGER (0..3)

Possible Values:

Value Definition

0 none

1 lower only

2 upper only

3 both
16 © ISO/IEC 2016 - All rights reserved
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Alarm-Triggered [OID ref: 1 0 24753 7 4 6]: TEXT STRING

If no alarms have been triggered then the text string is “NO-ALARMS”. However, there are up to
four alarm messages based in the settings of a bit string on the sensor memory. These are:

“UPPER-ALARM”
“LOWER-ALARM”
“MEMORY-FULL”
“LOW-BATTERY”
Sensor-Map [OID ref: 1 0 24753 7 2 4]: 16-bit code

he interpretation of this code requires access to the table of measurement type-cpdes in ISO/
[EC IEEE 21451-7.

Response-Code [OID ref: 1 0 24753 7 127 5 1]: INTEGER (0..7)
[Possible Values:

Value Definition

0 Sensor not properly addressed, reply truncated following last-bit of response{ code

1 Command not recognized, reply truncated following last\bit of response code

2 Unspecified failure, reply truncated following last bit'of'battery code

6 Failure due to command details not being supported by the particular sensor]reply trun-

cated following last bit of battery code
7 Success

Code values 3, 4, and 5 are not applicable as they either address sensor security errors ar the sensor
processing air interface errors. None of theseXunctions are supported by the current version of
[SO/IEC 24753 or the air interface protocol$that support sensors.

Battery-Status-Code [OID ref: 1 0 24753 7.227 5 2]: INTEGER (0..1)
[Possible Values:

Value Definition

0 Battery OK

1 Battery low

7.4 |Read-Event-Record-Segments

7.4.1] Read-Event-Record-Segments command

The Read-Event-Record-Segments command reads all the event-based records plhaced in the
appropriate'sensor memory segment(s) by the sensor.

To process the responses to thls command, the Read- Event—Admmlstratlon Record command
: ation-Record

response argument Values are essentlal to the correct reconstructlon of the event history.

Sensor addressing using the Sensor-Address-Type and Sensor-Comms-Id arguments is as defined
in 7.2.1.

A specific code value for the Measurement-Type argument needs to be set in the command. This and
the data resolution value determine the size of the segment in bits.

EXAMPLE

Assume a sensor with 12-bit data resolution and using an 8-bit time tick. This sensor should be
capable of storing 256 event records (known as “sensor words” in ISO/IEC IEEE 21451-7. Each
sensor word is 20-bits long (= 8-bits for the time tick + 12-bits for the recorded data). There are 32
sensor words per segment, so reading one segment from this sensor requires 640 bits of data, plus
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other bits required in the responses and command. Reading multiple records increases the number
of bits significantly, as can requiring to support a greater number of bits for data resolution.

The 16-bit time tick combined with the highest resolution produces a sensor word of 48 bits (=
16-bits for the time tick + 32-bits for the recorded data), resulting in a single sensor segment of the

largest size: 960 bits.

If the reading environment cannot support the transfer of large bit strings in the responses, then the
Read-Partial-Event-Record-Segment command should be used.

Although the command can support the reading of segments up to the maximum support by the

ISO/IEC IEEE 21451-7 command, the first constraint is the maximum number of segments tha
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gment-Number argument identifies the initial segment to be read and returned in the

value shall not be greater thantthe number of segments supported by the sensor.

Segments argument determines the number of segments that the sensor is expected to

esponse to the command,The number of segments shall be no greater than (Last Seg
First Segment Number). + 1. The number may be smaller if the sensor and the air inte
port asynchronouS:packet delivery. In this case, multiple responses are returned fq
d.

i 21451-7 states that the value of the total number of segments may have one of two |
ows.

a)

If the nyimbér,covers the span from first to last segment in the command, then the sensor

respond| with the entire packet of all the required segments.

ment
rface
r the

gical

shall

b) If the number calls for fewer segments, the intention is for the sensor to respond with that number
of segments encapsulated in an RFID response, then to respond immediately with another similar
sized packet and to continue until all the segments that were requested have been transmitted. This
command and response asynchronous cycle shall only be possible under the following conditions.
1) The sensor shall have the facility to support this type of response. If it does not, then it shall

ignore the number of segments and deliver all the requested segments as a data packet.

2) The value of the Number of Segments parameter in the command shall be an integer fraction of
the total number of segments requested in the command. If this is not the case, then the sensor
shall ignore the number of segments and deliver all the requested segments as a data packet.

NOTE ISO/IEC IEEE 21451-7 only addresses the conditions that apply to the sensor and take no account of

limitations of this procedure based on the air interface protocol.
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The Last-Segment-Number argument identifies the final segment to be read and returned in the
response. Its value shall not be greater than the number of segments supported by the sensor.

Read-Event-Record-Segments command
Module-OID: OBJECT IDENTIFIER =1 0 24753 7 126 8
Singulation-Id: BYTE STRING (0..255)
Sensor-Address-Type [OID ref: 1 0 24753 7 126 8 1] INTEGER (0..3)
Possible Values:
Value  Definition

0 no sub-addressing

1 use 7-bit sub-addressing

2 use sensor type sub-addressing
3 use sensor ID sub-addressing

Sendqor-Comms-Id [OID ref: 1 0 24753 7 126 8 2] BIT STRING (0, or 7, or/15) or 64)
If Sensor-Address-Type = 00, then this field is empty
01, then this field is the 7-bit sensor sub-address

10, then this field is the 15-bit concatenation of: TEDS-Type, Sensor
Type, and Units-Extension

11, then this field is the 64;bit Sensor-1d
Meafsurement-Type [OID ref: 1 0 24753 126 8 3] INTEGER (10..13)
Possible Values:

Value  Definition

10 Data log of observed value recefded at each sample interval

11 Data log of observed value with time tick (8-bit code) reporting outside eithpr threshold
12 Datalog of observed valué-with time tick (16-bit code) reporting outside eithler threshold
13 Data log of all observed values after an initial alarm value has triggered

First-Segment-Number [OID ref:1 0 24753 126 8 4] INTEGER (0..2047)

If the Measurement-Type code = 11 (for the 8-bit time tick record) the highest valug is 255. The
highest valuefor the other three types is 2047.

Nuniber-Of-Segments{OID ref: 1 0 24753 126 8 5] INTEGER (0..63)

This value is equal to or less than (Last Segment Number) - (First Segment Numbef) + 1. If less
than this.yalue, then it implies that some form of packet control is expected to be sipported by
the sensor.

Last{Segment-Number [OID ref: 1 0 24753 126 8 6] INTEGER (0..2047)
Ifthe Measurement-Type code = 11 (for the 8-bit time tick record) the highest valug is 255. The

hichoct value fartho nthor throo tunocic 2047
HEHESt VHHe+ortie-otier+tee vty pesisLSuass

7.4.2 Read-Event-Record-Segments response

The Read-Event-Record-Segments response contains a number of conditional arguments that depend
on the value of the Measurement-Type set in the command. Each individual event record is identified
by the OID for the type of record qualified by two trailing arcs: {segment} {sensor-word}. The words are
encoded in segments of 32 sensor words. The sensor word has the value 0 to 31. The segment has the
ordinal value 0 to 2 047, but with the maximum number of segments for the particular sensor declared
by the sample capacity for the in the Event Administration record.

The sensor processor, which is the implementation of ISO/IEC 24753, does not address the
reconstruction of the event records along a timeline. However, ISO/IEC 24753 does provide some
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