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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and ng
techno
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ogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Interngtional Standards are drafted in accordance with the rules given in the ISO/IEC Directives

The m)
Standd
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Attenti
rights.

ISO/IE

ain task of the joint technical committee is to prepare International Standards. Dra
rds adopted by the joint technical committee are circulated to national bodies for voting.

SO and IEC shall not be held responsible for identifying any.drall such patent rights.

Subcommittee SC 31, Automatic identification and data capture techniques.

rnational Standard requires approval by at least 75 % of the national bodies casting a vofe.

of information

Part 2.

ft International
Publication as

bn is drawn to the possibility that some of the elements of this document may be the subject of patent

C 15961 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Informatign technology,
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Introduction

The technology of Radio Frequency Ildentification (RFID) is based on non-contact electronic communication
across an air interface. The structure of the bits stored on the memory of the RF tag is invisible and
accessible between the RF tag and the interrogator only by the use of the appropriate air interface protocol, as
specified in the appropriate part of ISO/IEC 18000. The transfer of data between the application and the
interrogator in open systems requwes data to be presented |n a conslstent manner on any RF tag that is part
of that open sy ogator also
require being rocessed ina standard way Th|s is not only to aIIow eqmpment to be mteroperable byt in the
special case of data carrier, for the data to be encoded on the RF tag in one systems implementation for it to
be read at a Igter time in a completely different and unknown systems implementation. The data bits| stored
on each RF tag must be formatted in such a way as to be reliably read at the point of usecif the RF tag is to
fulfil its basic gbjective. The integrity of this is achieved through the use of a data protocol’as specified in this
International Sfandard and ISO/IEC 15962.

Manufacturers|of radio frequency identification equipment (interrogators, RF tags;<tc) and the users g¢f RFID
technology require a publicly available data protocol for RFID for item management. This International
Standard and [ISO/IEC 15962 specify this data protocol, which is independent of any of the air interface
standards defined in ISO/IEC 18000. As such, the data protocol is a%consistent component in th¢ RFID
system that may independently evolve to include additional air interface protocols.

The transfer ¢f data to and from the application, supported by appropriate application commands| is the
subject of this|International Standard. The companion Internatienal Standard, ISO/IEC 15962, specifies the
overall proces$ and the methodologies developed to format the-application data into a structure to stord on the
RF tag.

vi © ISO/IEC 2004 — All rights reserved
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Information technology — Radio frequency identification (RFID) for
item management — Data protocol: application interface

1

The data p
Internationa
understandi

This Internaftional Standard focuses on the interface between the application and the data protocol

Scope

otocol used to exchange information in an RFID system for item management is” sp
Standard and in ISO/IEC 15962. Both International Standards are required fq

hg of the data protocol in its entirety; but each focuses on one particular interface:
This International Standard addresses the information interface with the application syst

ISO/IEC 15962 deals with the processing of data and its presentation to the RF tag,
processing of data captured from the RF tag.

ecified in this
r a complete

em.

and the initial

brocessor, and

includes thg specification of the transfer syntax and definition of-application commands and responses. It allows
data and cdmmands to be specified in a standardised way, independent of the particular air interface of ISO/IEC
18000.
This International Standard

® prdvides guidelines on how data shall be(presented as objects;

® delines the structure of object identifiers, based on ISO/IEC 9834-1;

® specifies the commands that.are supported for transferring data between the application angl the RF tag;

® specifies the responses that are supported for transferring data between the RF tag and the|application;

® prqvides a formal'description of all the processes using ASN.1, as specified in ISO/IEC 8824-1;

® specifies the transfer syntax, based on the Basic Encoding Rules of ISO/IEC 8825-1, for data to be

tra

nsferred from and to the application.

It is expected that this International Standard will be used as a reference to develop software appropriate for
particular applications, or for particular RF equipment.

NOTE Conventionally in International Standards, long numbers are separated by a space character as a "thousands
separator". This convention has not been followed in this International Standard, because the arcs of an object identifier are
defined by a space separator (according to ISO/IEC 8824 and ISO/IEC 8825). As the correct representation of these arcs is
vital to this International Standard, all numeric values have no space separators except to denote a node between two arcs of

an object ide

ntifier.

© ISO/IEC 2004 — All rights reserved
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1) — Specification of basic
notation (equivalent to ITU-T Recommendation X.680)

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules — Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) (equivalent to ITU-T Recommendation
X.690)

ISO/IEC 983441, Information technology — Open Systems Interconnection — Procedures for the \operation of OSI
Registration Alithorities: General procedures (equivalent to ITU-T Recommendation X.660)

ISO/IEC 1596R:2004, Information technology — Radio frequency identification (RFID) fekiitem management —
Data protocol: [data encoding rules and logical memory functions

ISO/IEC 18000 (all parts), Information technology — Radio frequency identification’ for'item management

ISO/IEC 1976R-1, Information technology — Automatic identification and-data capture (AIDC) tegchniques —
Harmonized vgcabulary — Part 1: General terms relating to AIDC1)

ISO/IEC 1976R-3, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vgcabulary — Part 3: Radio frequency identification (RFID)")

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purpoges of this document, the terms and definitions given in ISO/IEC 19762-1, 19762-3 and the following
apply.

NOTE: For tefms defined below and in ISO/IEC 19762-1 or ISO/IEC 19762-3, the definitions given belgw apply.
3.1.1  Application command

The instructior] issued from thé.application to the Data Protocol Processor in order to initiate an action for operation
with the RF tag(s) via the interrogator.

3.1.2 Applichtion memory
The area on the RF tag available for storing data written to it. Sometimes known as user memory.

3.1.3 Arc
A specific branch of an object identifier tree, with new arcs added as required to define a particular object. The top
three arcs of all object identifiers compliant with ISO/IEC 9834-1 are defined in Annex A.

3.1.4 BER = Basic Encoding Rules
An ASN.1 encoding method.

3.1.5 Block
The minimum number of bytes on an RF tag that can be in a write transaction, or read transaction, across the air
interface.

1) To be published.

2 © ISO/IEC 2004 — All rights reserved
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3.1.6 Command / Response Unit
That part of the Data Protocol Processor that processes application commands and sends responses to control
encoding, decoding, structuring of the Logical Memory and transfer to the Tag Driver.

3.1.7 Data carrier
A device or medium used to store data as a relay mechanism in an AIDC system, e.g. bar code, OCR character
string, RF tag.

3.1.8 Data compaction
A mechanism, or algorithm, to process the original data so that it is represented efficiently in fewer octets in a data
carrier than in the original presentation.

3.1.9 Datg Compactor
The implemgntation of the data compaction process defined in ISO/IEC 15962.

3.1.10 Datd Protocol Processor
The implemgntation of the processes defined in ISO/IEC 15962, including the Data Gompactor, Formatter, Logical
Memory, and Command / Response Unit.

3.1.11 Element name
A component of a Reference Type or enumerated list in ASN.1 syntax.

3.1.12 Formatter
The implemgntation of the data formatting process defined in ISO/IAEC 15962.

3.1.13 Logical Memory
A software analogue on the Data Protocol Processor of the«lagical Memory Map.

3.1.14 Logical Memory Map
An array of contiguous octets of memory on the RF*tag, representing the application (or user) memory to be used
exclusively for the encoding of objects, objectlds and their associated Precursor on the RF tagl The system
information [see 7.1.2) shall be defined by.different means, or stored in a separate area on the RF tag. This can
be achieved by partitioning memory, partly/for system information and mainly for the Logical Memory|Map purpose.

3.1.15 Object
A well-definpd piece of information, definition, or specification which requires a name in order to identify its use in
an instance [of communication(

3.1.16 Object identifier
A value (disfinguishable from all other such values) which is associated with an object.

A simple ASN. 1 type whose distinguished values are the set of all object identifiers allocated in accorldance with the
rules of ISOAEC8824-1(ITU-T X6807.

3.1.17 OB%:ECT IDENTIFIER type
N

3.1.18 Octet

An ordered sequence of eight bits considered as a unit, equivalent to an 8-bit byte.
NOTE: The term is used in preference to "byte" in this International Standard and in the ASN.1 standards to
avoid confusion in cases where there is a hardware association e.g. 7-bit byte, 16-bit byte.

3.1.19 RELATIVE-OID type
A particular object identifier where a common root-OID (for the first and subsequent arcs) is implied, and remaining
arcs after the root-OID are defined by the RELATIVE-OID.

3.1.20 Response
The feedback received by the application from an application command sent to the Data Protocol Processor.

© ISO/IEC 2004 — All rights reserved 3
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3.1.21 System information
Information held on the RF tag, or generated by unique features of the air interface, that specify Data Protocol
parameters to establish the Logical Memory and other formatting rules.

3.1.22 Tag Driver
The implementation of the process to transfer data between the Data Protocol Processor and the RF tag.

3.1.23 Transfer syntax
The abstract syntax and concrete syntax used in the transfer of data between open systems.
NOTE: The term "transfer syntax" is sometimes used to mean encoding rules, and sometimes used to mean

the repres

entation of bits in data while in transit.

3.1.24 Type rLference

A name, in AS

3.1.25 Uniqug¢ item identifier

A code assigr
domain and sq
unique item id
others related

3.2 Abbreviated terms

BER
EAN.UCC
IATA
UPU

4

41

RFID supportd
JTC1 SC31 w
18000 does n
is a relay in g
encoded in a g
between the a
common enco

RF tags utilisg

Protocal model

Overview

N.1 syntax, associated uniquely with a characteristic e.g. Objectid.

ed to an item (for example a product, transport unit, returnable asset)that is uniqu
ope of a code system. When used with this Data Protocol, the particular Objectld that
entifier shall rely on the fact that each instance of its object shall be unique and unambig
bbjects. As the object is unique, its use in the RF tag confers uniquénéss to the RF tag it

Basic Encoding Rules (of ASN.1)

EAN International & Uniform Code Council, Inc
International Air Transport Association
Universal Postal Union

bit encodation in the RE_tag memory. Unlike other data carrier standards prepared
nich require encodation schemes that are specific to the individual data carrier technolg
bt specify the interpretation of bits or octets encoded on the RF tag memory. However, 3

communication~system, each tag used for open systems item management needs t
onsistent manner. The prime function of this International Standard is to specify a comm
bplication programs and the RF interrogator. The prime function of ISO/IEC 15962 is td
jing rules and logical memory functions.

electronic memory, which is typically capable of increasing data capacity as new ge

e within the
defines the
Lious with all
self.

by ISO/IEC
gy, ISO/IEC
s an RF tag
b have data
on interface
specify the

nerations of

product are in

tredtced. Differences in data capacity of each RF tag type, whether similar or di

ssimilar, are

recognised by

the data protocol defined in these two International Standards.

Different application standards may have their own particular data sets or data dictionaries. Each major application
standard for item management needs to have its data treated in an unambiguous manner, avoiding confusion with

data from other applications and even with data from closed systems.

The data protocol specifi

International Standards ensures the unambiguous identification of data.
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4.2 Layered protocol

The protocol layers of an implementation of RFID for item management are illustrated schematically in Figure 1.

Application data - existing format, 3
not Object based

A > Advice in
Data conversion between existing 15961

and Object-based formats

Y J

Application capable of handling
data in Object-based format

APPLICATION - Scope of
Application Commands & LAYER 15961
Responses
J
Data Compactor
DATA Scepe of
Data Formatter PROTOCOL 15962
Logical Memory PROCESSOR
A4 A
. nnexes
| Tag Driver | of 15962
Y
A
| Air interface hardware / software |
7'y
\ AIR Scope of
INTERFACE 18000

RF
tag

Figyre 1 — Schematic of Protocol Layers for an Implementation of RFID for ltem Management

The data p
specified in
interrogator
protocol hie
upper layers

Application layer - as.defined in this International Standard

e Th
ide

rotocol specified in this Interdational Standard is independent of the different RF ta
ISO/IEC 18000, which issconcerned with different air interface protocols that functio
and the RF tag. This independence is achieved by implementing the standards at differg
rarchy. The RFID data protocol defined in this International Standard is primarily cong
as described below;

b RFID data protocol specifies how data is presented as objects, each uniquely identified
htifier, Which are meaningful to the application and can be encoded on the RF tag.

e Th

j technologies
n between the
nt levels in the
erned with the

with an object

s RFID data protocol defines application commands and responses so that application

programs can

specify what data to transfer to and from the RF tag and to append, update or delete data on the RF tag.

e Thi

s RFID data protocol also defines error messages as responses to the application.

The application interface of this RFID data protocol is based on ASN.1, which:

e provides a means of defining the protocol which is independent of the host application, operating system,
and programming language and also independent of the specific command structures between the
interrogator and tag driver.

o identifies any data object distinctly from all others using object identifiers, even to enable different data
formats to be intermixed on the same RF tag.

© ISO/IEC 200
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wired

or wireless network.

defines unambiguous commands and responses, so that they can be intermixed with data on the same

provides the abstract syntax for defining the commands and responses in a structured and consistent and

verifiable manner, and provides the transfer syntax that defines the byte stream transferred between the

proce

sses of this International Standard and those of ISO/IEC 15962.

enables implementation in a variety of computer languages through the use of compilers, alternatively

programs can be written from the specification. In either case there is a vital need for the transfer syntax to
be fully consistent and compliant to function in open systems where the sender and recipient can be
unknown to one another.

Data Proljocol Processing - as defined in ISO/IEC 15962

The R
this d

This

memgry space.

This
efficig

All these featy
Figure 1, and
are capable of

This RFID dat
data encoding
on th

on a
conn

on a
dedid

This RFID datd protocol has been designed such that the actual platform on which it is implemented is

to the applicat
are not impler
compliance cl3

The rules speq

FID data protocol specifies how data is encoded, compacted and formatted on the RF
hta is retrieved from the RF tag to be meaningful to the application.

RFID data protocol provides for a set of schemes that compact the data to make mor
RFID data protocol also supports various storage formats to €nable efficient use of n
nt access procedures.

res are described and specified later in this International Standard and its companig
he outline description above, applies to a general pracess. Different rules may apply to

executing commands (see 7.3.3 of ISO/IEC 15962).

b protocol specifies the application level communication and the RF tag interrogator le
compaction and storage formats. This preteeol may be implemented:

e same platform as the application.

separate platform linked to the'application platform e.g. linked via a serial link, LAN
pction.

h embedded platform e.gin a bar code printer/RFID encoder, in a bar code/RFID s
ated RFID interrogator.

on. It is alse.independent of the programming language used by the application. If bo
nented, care-will need to be taken to maintain the functionality between the two stan
uses of both standards address these points in greater detail.

ag and how

b use of the

nemory and

n standard.
RF tags that

vel rules for

or internet

tanner, or a

transparent
h standards
dards. The

the technology

without requiring the application to change.

4.3 Functional processes

lication and

ified in these International Standards create a complete independence between the ap
M&M@M@L@pﬁ@&ﬁmﬁbe changed

There are various functional processes that need to take place to write data to an RF tag and to read data from it.
Figure 2 shows a schematic of an implementation where the processing of the data protocol resides in the
interrogator. This illustration is provided to help with the understanding of the processes, and although a typical
implementation, many others are possibly compliant with this data protocol.
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Application is the user application database and*software.

The data flows between the application and”the Data Protocol Processor are formatted ac
Internafional Standard and are uncompaeted. However, there are numerous established syste
is formatted to be compliant, for example, with a bar code related syntax. It is therefore reasq

APPLICATION ‘ INTERROGATOR RF TAG
Tag Physical Memory
AIR Logical
| Encoder | INTERFACE LT
Map
APPLICATION g
COMMANDS Tag COMMANDS
Command / Driver
Response €¢=p| and
Unit Mapping
ARRLICATION Rules RESPONSES
RESPONSES t
Logical Memory Note: The Logical Memory)Map”in the
Tag Physical Memory is(given by the
Tag architecture and the\mapping rules
DATA PROTOCOL PHYSICAL in the Tag Driver., All the information in
PROCESSOR INTERROGATOR the Logical Memorynis represented in
the Logical Memery Map
\ J\ J\ J\L J
Y Y Y Y
ISO/IEC 15961 ISO/IEC 15962 ISO/IEC 15962 ISO/IEC 18000
Annexes
Figure 2 — Logical Functions and Interfaces

cording to this
ms where data
nable to insert

s need to be
pecified in this

are unlikely to

nd there is an

Provide . W o

for handling application data. It consists of the following components, all of which are descri
below: Command/Response Unit, Logical Memory, Encoder (which supports a Data Compactor

and is required
bed more fully
and Formatter

function) and Decoder (which supports the inverse functions of the Encoder). The Data Protocol Processor

can physically reside anywhere between the application software and the tag driver but shall
components.

contain all the

Command/Response Unit for receiving the application commands from the application in a format
specified in this International Standard, acting upon these commands where appropriate and converting

to the specific RF tag lower level command codes.
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https://iecnorm.com/api/?name=579d6f1aceb3577a84182c8650ff98ec

ISO/IEC 15961:2004(E)

EXAMPLE:

An application command of write Data Object {name} is application related.

The data protocol

recognises this and can format the data onto the Logical Memory in the Data Protocol Processor. The
information from the particular RF tag is required to set the parameters of the Logical Memory Map
(e.g. number of octets, whether a directory is in use, etc) on the RF Tag. The Tag Driver converts the
application command into a tag-specific command.

It can be seen from this example that there is a distinct boundary between the Data Protocol Processor
and the Tag Driver.

Logical Memory. This is an array of contiguous octets (or bytes) of memory acting as a common

repr

para
The

The
tag,
enab
fram

appli

Encd
Com

Data

idenjifiers and data objects are mapped in octets.

sentation of the Logical Memory Map In the user memory of the RF tag to whicH
The Logical Memory takes inte~ac
meters of the real RF tag, for example the block size, the number of blocks andthe sto
| ogical Memory ignores any detailed tag architecture.

ise of the Logical Memory means that an application can interface with aG-application-c
but that individual RF tags can have completely different memory capacities and archite
les an implementation to benefit from new technological developments permitted
bwork of ISO/IEC 18000, such as larger capacity or faster accessvRF tags, without g
cation.

der controls the process of writing data through the functional processes performed
pactor Module and Formatter Module.

Compactor provides the standard compaction rules to reduce the number of octets s

RF tag and transferred across the air interface. Numeric data, for example, is octet based to

char

hcter set for the application, but can be encoded-in a compact form on the RF tag memor

Formatter provides the processes to place the 'object identifier and object (data) into an app

effici

N
D

Decd
perfd

ent format for storing on the Logical Memory.

DTE: The physical mapping of\bits to comply with the RF tag architecture is performeg
Fiver.

der controls the process of reading and interpreting data through the functiona
rmed by the Data De‘compactor Module and De-formatter Module.

Tag Drivdr provides two main functions:

I
g

maps thecontents of the Logical Memory to the Logical Memory Map of the RF tag inu

proyides facilities that accept the application commands of this data protocol, and conv

the object
count some
rage format.

pmpliant RF
ctures. This

within the
hanging the

by the Data

ored on the
some coded
.

ropriate and

by the Tag

processes

be.

erts them to
example, an

d

farmat that results in calls to command codes supported by the particular RF Tag. For

pplication command write Data Object {name} could result in the RF tag related comm

(block #, data).

1:and of write

The description of the tag driver for particular RF tags is provided in annexes of ISO/IEC 15962. For the
purpose of ISO/IEC 15962, a tag driver is unique to a particular air interface type of RF tag as specified in the
appropriate part of ISO/IEC 18000. This is a logical representation; physical implementation could combine
features of different logical tag drivers. An interrogator may support one or many tag drivers.

RF Tag, although beyond the scope of these International Standards, is shown to complete the flow of data
and commands.

Logical Memory Map represents all the data in the Logical Memory of the Data Protocol Processor converted
(or mapped) to a location structure determined by the mapping rules in the Tag Driver and the architecture of
the RF tag.
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5 Data structure
5.1 Notation

5.1.1 The octet: the basic unit for 8-bit coding

This International Standard supports binary, 7-bit, 8-bit and user data that may exceed 8-bits per character. The
common unit of coding is the octet (also known as the 8-bit byte). Binary data shall be padded with leading zero
bits until the binary value is octet aligned; 7-bit data shall be represented as octets with bit 8 (see 5.1.2) set to a
zero value. Data exceeding 8-bits shall be encoded in multiple octets.

An octet is rg i i =OAF

5.1.2 Bit grdering

Within each|octet, the most significant bit is bit 8 and the least significant is bit 1. Accordingly, the weight allocated
to each bit i$:

Bit Value | bit8 | bit7 | bit6 | bitd | bit4 | bit3 {/bit2 | bit1
Weight 128 64 32 16 8 4 2 1

5.1.3 Octet conversion

The 8-bit vajue is converted into the two hexadecimal characters with bit 8, bit 7, bit 6 and bit 5 having the weights
8, 4, 2 and | respectively to define the first hexadecimal character. Bit 4, bit 3, bit 2 and bit 1 retain the weights 8,
4, 2 and 1 rg¢spectively to define the second hexadecimalcharacter.

5.2 Strugture of the transfer between ISO/AEC 15961 and ISO/IEC 15962

All object identifiers, data, commands, and.uresponses transferred between the application and the| Data Protocol
Processor shall be octet aligned. This simplifies the construction of the transfer and aids parsing the octets. It has
no significance on the encoding efficiency-on the RF tag itself, because the process by the Data Protpcol Processor
(as specified in ISO/IEC 15962) contrels the final encodation.

6 Abstract and transfer syntax

ASN.1 defines:

e | an(abstract syntax, which is effectively a data definition language used to define|repetitive and
optional structures using a number of primitive data types. It is equivalent to high levgl programming

[l bt o ol A E A 'Shat CLLANE o £ L
IATguage S, ovut TS Ut P TTTUCT T (TTC o aoStatt ) o arty U e STy

e a transfer syntax from which the encoding rules are derived. These rules determine the bit pattern
representation during the transfer of data structures created using the abstract syntax.

6.1 Abstract syntax

The abstract syntax for this International Standard shall be ASN.1 as defined in ISO/IEC 8824-1. The notation shall
be as specified in that standard.

The syntax required for RFID for item management are specified in Clause 7.

© ISO/IEC 2004 — All rights reserved 9
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6.1.1
The character

AtoZ
atoz
0to9

= {}<.

This character

6.1.2 Univer

ASN.1 suppor
Each has bee
types are sho
Standard, toge

6.1.3 Type references

In addition to t
it is given a ng
the complete

characters. This International Standard uses the convention of mixed upper and lowercase cha
TypeReferende.
The TypeReference name is followed by the three character sequence ": : =" to separate it from its def

Character set

set used to define an ASN.1 item shall consist of:

@O)[1-""|&r=;!
set is identical to that defined in ISO/IEC 8824-1.

sal Types

s a number of universal types that are fundamental to the syntax; sometimes called."by

vn in capital (uppercase) letters e.g. UNIVERSAL. The Universal Types used, in this
ther with their Class Tags, are shown in Table 1.

Table 1 — Universal Types Used in this Standard

Universal Type Class Tag
BOOLEAN 1
INTEGER 2
OBJECT IDENTIFIER 6
OCTET STRING 4
RELATIVE-OID 13
(reserved for future commands)

SEQUENCE & SEQUENCE OF 16

he Universal Types,“ASN.1 enables application specific types to be defined. When a typ
me to reference.it.in another type assignment. Type references begin with an upperca
hame is shown ‘without spaces. There are a few variants to the presentation of the

Examples of T

h assigned a class tag in ISO/IEC 8824-1 to unambiguously identify each typefof-datg.

ilt-in types".
Universal
nternational

e is defined,
5e letter and
subsequent
racters e.g.

nition.

ApplicationFamilyld

Objectld

StorageFormat

Tagld

All the TypeReference names used in this International Standard are defined in the appropriate sub-clause.

6.1.4 Element names

The components or elements of a TypeReference or enumerated list are named using a lowercase letter at the

beginning, e.g

. elementName.

Universal Type.

10
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Examples of elementNames that are used in this International Standard are:

accessMethod
applicationFamilyld
applicationSubFamily
commandCode
compactParameter
object

objectld

tagld

ISO/IEC 15961:2004(E)

NOTE: In this International Standard, some elementNames and TypeReference names are often the same

with twmmmase for the
TypeReéference.

By using a §imple example of ASN.1 syntax, unrelated to the purpose of this International Standard, jt is possible to

All the elementNames used in this International Standard are defined in the appropriate sub+clauses.
6.1.5 Other ASN.1 conventions illustrated
illustrate theg aspects covered in 6.1.2 to 6.1.4. Other aspects will also be ideniified.
EXAMPLE:
CustomerOrder : : = SEQUENCE {
orderNumber INTEGER
name OCTET STRING
address CustomerAddress
productDetails SEQUENCE OF SEQUENCE‘{
productCode OBJECT IDENTIFIER
quantity INTEGER (1..999)
}s
urgency ENUMERATEDY
nextDay (0),
-- excludes Saturday and Sunday
firstClass (1),
road\Fransport (2),
-- typically three days
}
}
NOTE:
e In

his example, : : = separates the named TypeReference CustomerOrder from the definitjon.

Th
pl" B

curly brackets { } following SEQUENCE and the end, specify that orderNumber, name, address,

The element name address is further specified in the CustomerAddress type reference (excluded from
the example for brevity).

The element productDetails consists of two further elements productCode and quantity. This pair of
elements is repeated n times, based on the SEQUENCE OF SEQUENCE. The { } define the boundary of
the Type.

The element urgency offers one of three codes: 0, 1 or 2 by the use of the ENUMERATED type. The {}
define the boundary of the Type.

Comments in this example "excludes Saturday and Sunday" and "typically three days" are preceded by
the double dash "--".

© ISO/IEC 2004 — Al rights reserved 1
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e The INTEGER value for the element quantity is constrained by the "(1..999)" to be any value in the range

1 to 999, making it an error to order 1000 or more items of a productCode.

6.1.6 Modular structure of ASN.1 syntax

In keeping with the ASN.1 standards, the syntax in this International Standard has been presented
format. Separate modules are used for the commands and for the responses. Each module contains:

® A unigue name.

® A unique object identifier that refers to this particular standard (in acco

in a modular

rdance with

ISP/IEC 8824-1). The penultimate arc is either "commandModules (126)" or "responseMofdules (127)"

to[distinguish the data flows. The final arc of each command/response pair has the. same name and

vajue to link these together.

® THhe use of the key words DEFINITIONS, BEGIN and END to be compliant with)ISO/IEC 88$24-1 and to

allpbw the modules to be processed through compiler tools.

® A |statement that this standard uses "EXPLICIT TAGS", which indicates that all of the elements

ultimately encoded as UNIVERSAL TYPES.
The structure ¢f a command module follows the following common format:

Module Name

{ISO(1) standard(0) rfid-data-protocol (15961) commandModules (126) moduleName(n)}
DEFINITIONS

EXPLICIT TAGS ::=

BEGIN

CoammandName
-- pssignments

END

The responseModule follows a similar format.

Within each m
avoids the nedd to implement any import function within the module.

6.1.7 Object|identifiers

This Internatignal Standard shall use the OBJECT IDENTIFIER type as defined in ISO/IEC 8824
identifiers assigned.as speC|f|ed in ISO/IEC 9834-1. Th|s uses a registration tree W|th a common |mpI|

(ISO/IEC 9834-H—ea—series-of-aresfrom-each-nede
Thus, the body responS|bIe for a partlcular node

e has a defined set of arcs to identify itself
e can manage the allocation of arcs under its node, independently of other bodies

e is assured of uniqueness from all other arcs in the registration tree

12 © ISO/IEC 2004 — Al

bdule, all of the elements are defined in such a way as to reduce these to UNIVERSAL TYPES. This

-1 and with
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EXAMPLE:
1 0 15434 1 arcs
? ® ® ®
=iso
= standard

= particular standard

I = sub-division within 15434 (= Format 01)

ISO/IEC 15961:2004(E)

The onIy tog-arcs permitted for all object Iaentiriers are snown in Table Z£.

Table 2 — Object Identifier Top Arcs

Identifier Arc Name Numeric Value
itu-t 0
iso 1
joint-iso-itu-t 2

The second arc is administered by the relevant organisation nameéd for the top arc. The current|list of top and

second arcqg is given in Annex A.

The third arc is controlled by the system or body definedfor the second arc (see Annex A); somdtimes this is a
Registration| Authority. The hierarchical structure continués until the object is identified uniquely. The procedure of
naming object identifiers ensures that each object is. unique within its "parent” arc and that each parent arc is

unique withip its previous level, right back to the top'3 arcs.

NOTE:| This structure enables object identifiers from different domains (e.g. open and closed systems) to be

encodefd unambiguously on an RF tag memory.

Two forms qf object identifier can be (Gsed with the RFID Data Protocol:

e OHBHJECT IDENTIFIERS&TRis full structure is used for communications between the application and the
D3ta Protocol Progcessor defined by the scope of this International Standard. The OBJECT IDENTIFIER

ty

ofthe OBJEET IDENTIFIER shall be encoded in the RF tag.

e is fully specified in 6.2.2. The full structure is suitable for use in ISO/IEC 15962 where the set of
object identifiers:to be encoded on the RF tag have different higher level arcs.

In such casges all the arcs

. RELATIVE-OID: This structure is not used for communication between the applicationl and the Data
Prptocol Processor defined by the scope of this International Standard. However, the RELATIVE-OID

e set of object

pp
identifiers to be encoded on the RF tag. For example, if all the object identifiers have the common root 1
0 15434 1 (as in the example in above) encoding space can be saved on the RF tag if this common root

does not have to be encoded for each object identifier.

root-OID, which is either encoded or declared in some other way.

The RELATIVE-OID assumes a common

NOTE: The specification of the RELATIVE-OID is included in this International Standard to illustrate
for those mainly concerned with the application interface how it is used for encoding by the Data

Protocol Processor of ISO/IEC 15962.

© ISO/IEC 2004 — All rights reserved

13


https://iecnorm.com/api/?name=579d6f1aceb3577a84182c8650ff98ec

ISO/IEC 15961:2004(E)

6.2 Transfer syntax

The transfer syntax of this International Standard is based on the Basic Encoding Rules (BER) of ASN.1, as
specified in ISO/IEC 8825-1.

6.2.1

Structure of the transfer encoding

The structure of the transfer encoding for the data protocol for RFID for ltem Management is described below:

1.

type identifier octet(s) that encode the ASN.1 tag (class and number) of the Type used to qualify the data

value (see 6.2.2);
2. Iengtiln octets that define a count of the octets that make up the contents (see 6.2.3);
3. content (or value) octets (see 6.2.4).

This is sometifnes known as Type, Length, Value (TLV). When the encoding is based on_a sequence

known as Prin
Constructed e
largely determ
SEQUENCE
rules of 1SO/IH
encoding shall
(see 6.1.2) tha

The module O

6.2.2 Encod

The ASN.1 typ
illustrated in Fi

I have their BER encoding rules defined in subsequent claUses.

itive encoding. The value V can be a triplet of TLV, and when this structure is used it
ncoding, for example TL TLV TLV TLV. The choice between Primitive and Constructed
ined by the Basic Encoding Rules of ISO/IEC 8825-1. The consttuctor types of SEQ
EC 8825-1 require that Primitive encoding is used; or offer a_choice, in which case o
be used in this International Standard. The option is clearly defined for each of the Uni

BJECT IDENTIFIER shall be encoded in a TLV struciure at the beginning of the transfer.

ng the ASN.1 type identifier

e identifier shall be encoded as a single octet for the Types defined in this International §
gure 3.

_ Identifier octet _
Bits | 8 [(7o] 6 | 5 [ 4 [ 3 [ 2] 1
Class P/C Tag Number
0 = Primative
1 = Constructed
where: bits 8 and 7 shall encode the class of ASN.1 tag as define

Table 3

of TLV, it is
is known as
encoding is
JENCE and

F that shall use a Constructed encoding to be fully compliant the \ASN.1 standards. Otherwise, the

nly Primitive
ersal Types

btandard, as

din

bit 6 shall encode whether this is a Primitive or Constucted tag (see

below)
bits 5 to 1 shall encode the number of the ASN.1 tag

Figure 3 — Type Identifier Octet Structure

The 2-bit value for Class shall be one of the values defined in Table 3. For the Universal Types defined in this

International S

14

tandard, the value shall be '00,'".
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Table 3 — Encoding of ASN.1 Class of Tag

Class Bit8 | Bit7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1
The single hitratuefor-the—P/C-component-shall-be-sette—0,te-indicatePrimitive-enreoding-structd
set to '1,' tolindicate constructed encoding structures.
The 5-bit v3lue for the ASN.1 tag shall encode the Class tag number as a binary integer .with bit
significant bjt. The Class tags specified for this International Standard are defined in Table. 1%
EXAMHLE:
Unjversal Type = OBJECT IDENTIFIER
ASN.1 Type identifier= 00 0 00110

6.2.3 Length encoding

Although IS
Internationa
length octet
of octets in
and bits 7 tg
with bit 7 as|

EXAMR

L

O/IEC 8825-1 allows other forms of length encoding, only the definite form shall b
Standard because this applies to both primitive and_¢onstructed encoding. For the dg
5 shall consist of one or more octets, depending on\the number of octets in the contents,
the contents is less than, or equal to, 127, then-a’single length octet shall be used. Bi
1 shall encode the number of octets in the content (which may be zero) as an unsigneg
the most significant bit.

LE:

38 is encoded as 00100110,

res, or shall be

5 as the most

e used in this
finite form, the
If the number
8 shall be '0,'
binary integer

If the number of octets in the contents:isimore than 127, then two or more length octets shall be us¢d. The length

shall be con
This value i
B

a. it

b. Bit

inte¢ger with( bit'7 as the most significant bit.

Th

verted to an octet aligned-value, for example, a length of 201 octets converts to C94
encoded in the second and subsequent octets. The first octet shall be encoded as follo

8 shall be 1,.

5 7 to 1 shall*encode the number of subsequent octets in the length octets, as an u

b value 11111111, shall not be used to allow for future extension:

or 11001001).
WS:

nsigned binary

EXAMPLE:

© ISO/IEC 200

357

016545

00000001, 01100101,
As this is 2 octets, the first octet = 100000010,

Length of content
Convert to HEX

The complete length encoding is:

10000010
82

00000001
01

01100101,
6545

4 — All rights reserved
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6.2.4 Contents Octets

The contents octets encode the data value, which can be zero, one or more octets, depending on the Universal
Type as specified in subsequent subclauses.

6.2.5 Encoding of a BOOLEAN value

The encoding of a BOOLEAN value shall be primitive to comply with ISO/IEC 8825-1. The Boolean value shall be
encoded in a single octet. If the Boolean value is FALSE, the octet shall be zero. If the Boolean value is TRUE,

the octet shall

6.2.6 Encod

The encoding
encoded in on

For positive infegers and zero:

1. Thew
2. TheH
3. Ifthe
N

EXAN

|

g

9

9

For negative i
1. Thew
2. Theb
3. Theb
4. Thet

5. Ifthe

have any non-zero value, at the sender's option.

ing-anINTEGER value

of an INTEGER value shall be primitive to comply with ISO/IEC 8825-1. Theinte
p or more octets using the following procedures.

hole number is converted to a binary integer number in a bit field with’'the most significar
it field is aligned to octet boundaries by adding leading zero bits¢

high order bit is 1, add a pad octet 0044 as a prefix.

OTE: The high order bit of 0 denotes that the encodation is of a positive integer value.
IPLE:

hteger 128

tep 1: 10000000

tep 2: 10000000

tep 3: 00000000 10000000

tegers, the encodation is to a.twos-complement rule:
hole number is converted to a binary integer number in a bit field with the most significar
it field is aligned to-Octet boundaries by adding leading zero bits.
inary value fram'Step 2 is bit complemented (ie 0 to 1, 1 to 0).
vos-complement rule is applied adding 1, to the bit string of Step 2.

high(order bit is 0, add a pad octet FF,4 as a prefix.

NOTEThe high order bitof tdenotes that the encodation 15 of a negative nteger vaiue.

per shall be

t bit first.

t bit first.

EXAMPLE:
Integer -27066
Step 1: 1101001 10111010
Step 2: 01101001 10111010
Step 3: 10010110 01000101
Step 4: 10010110 01000110

For decoding, the lead bit of the encoded integer value identifies whether the value is positive or negative.

16
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If it is a positive value, conversion takes place on the remaining bits with the least significant bit being in position 0.
The decimal integer value is the sum of the values 2", where n is the position number, or:

If it is a negative value, conversion takes place on the remaining bits with the least significant bit being in position 0.
The first stage is to create a decimal integer value as the sum of the values of 2". The second stage takes this as a
positive decimal integer from which is subtracted the value 2°, where p is the position number of the lead bit that

identifies thi

6.2.7 Enc

The encodipg of an OBJECT IDENTIFIER value shall be primitive to comply with ISO/IEC 8825-

identifier va

1. Th

val

5 as a negative integer. As an equation, tnis Is:

EXAMPLE:
10010110 01000110
1 indicates -ve
0010110 01000110 = 5702
2P=2"= 32768

bding the OBJECT IDENTIFIER value

N

5702 - 32768 = -27066

1. The object

ue is encoded as a series of octet aligied values as follows:
b first two arcs of the registration«ree are encoded as a single integer using the formula:
40f + s
where f = the value of the first arc
s = thewalue of the second arc
e value "n" of each additional arc is encoded into an octet-aligned-bit-field. This is dong as follows for
ues of "n":
a. Forn<128:
the decimal value is converted to binary and encoded in a single octet; thus bit 8 is| set to zero
b. For:128 <n <16384:
the decimal value is converted to binary and subdivided into two 7-bit strings: bit 7 to bit 1, bit 14
to bit 8. Each of these new bit strings is encoded in an octet; with bit 8 of the first octet set to 1,
bit 8 of the last octet set to 0.
c. Forn=>16384:

the decimal value is converted to binary and subdivided into 7-bit strings: bit 7 to

bit 1, bit 14 to

bit 8, bit 21 to bit 15, and so on. Each of these new bit strings is encoded in an octet; with bit 8 of
the first octet set to 1, bit 8 of the last octet set to 0 and bit 8 of the intervening octet(s) set to 1.

The example below shows the process.

© ISO/IEC 2004 — All rights reserved
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Using this technique, the length of each component arc of the OBJECT IDENTIFIER is'.sglf declarin

octet always d
is 0; and multi
value is encod

EXAMPLHE:
[00[101000] 1[1111000]  0[1001010] 0[0000001]
(140) +0 15434 1
1 0 15434 1

Although the n
length of the
requirements g

NOTE: T
should als

6.2.8 Encod

Although the E

only supports primitive encoding of an OCTET STRING value.

EXAMPLE:

1. Value 912344

1 01100100 01100010,
2. Split into 7-bit strings
0000101 1001000 1100010

3. Add prefix bits 0 for last octet

1 for preceding octet(s)

10000101 11001000 01100010

bfines the first two arcs. Each subsequent arc is defined by one octet if the’lead bit of th
ble octets if the lead bit is 1, the group of octets ends with the octet with, its lead bit equa
ed in the sequence of 7-bit values.

encoded value to be no more than™127 octets. This is a constraint placed to me
n the RF tag and the structure of the Logical Memory.

he constraint is on the enceded length of the OBJECT IDENTIFIER and not the numbs
0 be understood that an OBJECT IDENTIFIER encoded in 127 octets is highly unlikely.

ng an OCTET STRING value

asic Encoding.Rules of ISO/IEC 8825-1 permit both forms of encoding, this Internatior]

The primitive ¢
The encoded

an octet beinglaligned in both the encoded and data presentations.

ncoding“contains zero, one or more octets equal in value to the octets in the applicatiorn
ctefs.appear in the same order as they appear in the data value and with the most sigr

g. The first
e next octet
| 0. The arc

umber of arcs allows for an OBJECT IDENTIFIER of any length, this International Standard limits the
et encoding

r of arcs. It

al Standard

data value.
ificant bit of

NOTE: This means that, for open systems, the octet sequence and bit ordering shall be output by the
receiving system exactly as input by the sending system. It is the responsibility of the application standards to

define the

6.2.9 Encodi

requirements for the sequence.

ng a SEQUENCE value

The encoding of a SEQUENCE value shall be constructed to comply with ISO/IEC 8825-1. The contents octets
shall consist of the complete TLV encoding of one data value from each of the Types listed in the ASN.1 definition
of the particular SEQUENCE Type. The data values shall be in the order of their appearance in the definition.
Although ISO/IEC 8825-1 allows optional rules for Types with the keywords 'OPTIONAL' or 'DEFAULT' in the
ASN.1 definition, this International Standard requires all Types in the SEQUENCE to appear in the constructed
encoding.
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EXAMPLE:

ASN.1 definition
SEQUENCE {orderNumber OCTET STRING, product OCTET STRING, quantity INTEGER}

with the values:
{orderNumber "ABC1234", product "widget", quantity "12"}

is encoded as:

T = SEQUENCE L

3016 1446
T = OCTET STRING L \%
0446 0746 "ABC1234Y
T = OCTET STRING L Vv
0416 0616 "Widget“
T = INTEGER L M
0246 0116 . 0Cye

6.2.10 Encpding a SEQUENCE OF value

The SEQUENCE OF type has the same ASN.1 tag (UNIVERSAL 16) as\the SEQUENCE type; thergfore, adopting
the same efcoding rules. The encoding of a SEQUENCE OF value shall be constructed to comply with ISO/IEC
8825-1. Th} contents octets shall consist of the complete TLV encoding of each value, including the encoding of
the repeateq UNIVERSAL class tag of the encoded elements.

EXAMALE:

ASN.1 definition
sequence of {productCode OCTET STRING}

th the three values:
{productCode "ABC1234", "X6789Y", "PQR12345"}

Wi

is ¢ncoded as:

T = SEQUENCE L

3016 1B1s
T = OCTET STRING L \
0446 0746 "ABC1234"
T = OCTET STRING L \
0446 0616 "X6789Y"
T = OCTET STRING L \Y
04 08¢ "PQR12345"

7 Data flows and processes

Various processes are required to format the RF tag, to write data to it, to read from it, to modify data etc. These
are defined in the sub-clauses that follow. All the processes to write and add data will be described. Where the
read process is the inverse of the write process, this will be described briefly, otherwise a further description will be
provided. Within this clause and subsequent clauses, the appropriate transfer encoding values will be shown.

7.1 Establishing communications between the application and the RF tag
The Data Protocol Processor does not communicate directly with the RF tag (see Figures 1 and 2), but does this

through the Tag Driver. The Data Protocol Processor requires specific system information based on the
configuration of the RF tag (see 7.1.2). This is to set parameters of the Logical Memory to represent correctly the
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RF tag memory and to enable communication to and from the Tag Driver. To achieve this, air interface services
shall be provided to the Data Protocol Processor via the Tag Driver to establish communications (see 7.1.1).

Various of these parameters need to be known to, or requested by, the Data Protocol Processor. Effectively, this
procedure is used to configure the RF tag initially, to re-configure it if required, and to establish a communications
link while the data transaction is open.

7.1.1 Air interface services

This International Standard is open-ended with respect to the fact that new types of RF tag may be added to
ISO/IEC 18000 and leave the Data Protocol Processor unaltered. To achieve this, some basic presumptions are
made about the types of RF tag in ISO/IEC 18000.

Appli

)
t

Appli

)

A

g

In adq
writing

The RF tag sh
read the comp

The technical dletails of the air interface services are-provided in ISO/IEC 15962.

7.1.2 System information

The system in
interface and &

tagld

The individual blocks shall each be accessible by read and/or write.

ation memory is an integer number of octets.

IOTE: the term application memory is used in this sub-clause as a generic name for the
bg memory available for user data; this is sometimes called user memory indSO/IEC 180

ation memory shall be organised in blocks. These shall be fixed sizecand be of one or nj

IOTE: This applies to the basic function, additional features may be used to restrig
uthorised users.

ition to the requirements (above) relating to the memory, there shall be a reliable m¢g
and reading to and from the application memory.

bll have a mechanism for storing the system(information (see 7.1.2), including the ability
bnent elements.

ir interface, and are therefore part of this International Standard and ISO/IEC 15962:

applicatio

storageFarmat, which)itself consists of:

The terms and|functions are described in the sub-clauses below.

Familyld

ccessMéthod
ataFormat

area of RF
00.

ore octets.

t access to

chanism for

to write and

formation shall consist of-the following elements that need to be transferred across the application

The system information shall also consist of the following elements that only need to transfer between the RF tag
and the Data Protocol Processor to configure the Logical Memory Map, and are therefore only part of ISO/IEC

15962:

physical b

lock size

number of blocks
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7.1.21 Tagld (TypeReference and elementName)

Tagld shall be provided by the Tag Driver for the purposes of identifying the RF tag unambiguously for at least the
period of a data transaction. Tagld acts as a file reference for the Logical Memory, and in turn provides a one-to-
one link to the Logical Memory Map of the RF tag itself. Tagld can be based upon one of the following:

a. A completely unique ID programmed in the RF tag, as specified in the ISO/IEC 18000 series).
b. A data related identifier (e.g. like the unique identifier of transport units as specified in ISO/IEC 15459-1),

that provides for uniqueness within the particular domain of item management or logistics. This requires
the data to be read to establish the Tagld.

c. A \irtual or session ID based on a time slot or other feature managed by the air interface protocol.

d. Combinations of (b) and (c), e.g. a virtual ID across the air interface, but requining the data related
identifier to be returned as a response.

The TypeRgference Tagld specifies its format as up to 255 octets long.

71.2.2 pplicationFamilyld (TypeReference and elementName)

The value of TypeReference ApplicationFamilyld refers to specific identifiefs that enable selectivg addressing of
RF tags. This may be supported by a mechanism at the air interface. Because ApplicationFamily|d is supported
by standards for smart card, the structure that follows is non-conflicting with those standard. The value of the
TypeReferehce ApplicationFamilyld for RFID for ltem Management can be stored on the RF tag inf some form, or
can be detefmined by the air interface services if these are sufficiently specific. The value of ApplidationFamilyld
shall consis} of two integer values concatenated into a single.octet when stored within system information on the
RF tag.

The first intgger refers to the elementName applicationFamily and the following codes shall apply:

0 addresses all families

1t08 as assigned by SC17 and defined in ISO/IEC 15693-3 and 14443-3
910 12 as assigned by SC31 and defined in this International Standard below
13to 1% reserved for future defiqition by ISO/IEC

The second|integer of the TypeReference ApplicationFamilyld, for the applicationFamilies 9 to 1R, refers to the
elementName applicationSubFamily and the following codes shall apply:

0 reserved. for'SC17 purposes to address all sub families within the selected family} and therefore
shall only be used in command arguments and shall not be encoded in the RF tag
1t0 15 assigned for RFID for Item Management as defined in this International Standard

This feature| currently enables up to 60 specific selection criteria to be defined for managing major types of data for
RFID for ItgmVWlanagement. The detailed assignments are under the direct control of ISO/IEC J'IYF1/SC31/WG4
and these aredefimedmAmmmexB:

If ApplicationFamilyld is not supported by a class of RF tag, and the services from the air interface do not provide
this by other means, the value of the octet in the system information for the RF tag shall be 00.

7.1.2.3 StorageFormat (TypeReference and elementName)

The TypeReference and elementName StorageFormat contains a sequence of elementNames accessMethod
and dataFormat, both of which are defined below.
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71.2.4

accessMethod (elementName)

The elementName accessMethod shall define the manner in which data can be mapped on the RF tag and be
accessed from the RF tag. The value of elementName accessMethod should be stored on the RF tag or may be
defined by the air interface services, if this can be done unambiguously. AccessMethod shall be an integer value
and the following codes shall apply:

0

noDirectory - This is a structure that supports the contiguous abutting of all the data, related object
identifiers, and other data protocol overhead. Generally, all the data needs to be transferred across the

air interface to abstract relevant data.

NOTE: The command defined in 8.20 may be used to reduce the amount of data transfe

rred.

directory - The data is encoded exactly as for noDirectory but the RF tag supports”3
directory which is first read to point to the address of the relevant object identifier.

selfMappingTag - This can be selected if the RF tag has on-board processes)to organ
mapging. Such RF tags shall be capable of performing similar functions to that{fthe Formatt
the Dpta Protocol Processor.

reseryed for future definition by SC31.

Where a choice can be made, the following guidelines can be of assistance:

® The

Once an

Directory structure is better suited to RF tags with-small memory capacity, because

n additional

se the data
br module of

he directory

itself is an overhead that needs to be encoded. It also isdetter suited where there are few objectlds to be

encoded, so that a continuous read function will transfer all the encoding (or at least suff
encoded octets) to enable the octets to be parsed tofind the required objectld and associated

irectory structure is obviously better suited where the conditions differ from those {

or modifying one or few objectlds from among many. In this type of situation, the extra rea

cient of the
object.

uited to the

ctory structure. In addition, it is better'suited to applications that call for selective reading, writing,

J process to

transfer the directory to the Data Proto€ol Processor are likely to be balanced be the shorter fead time for

the sdlected objectld.

As the accessMethod has to.be’specified by the application, it should be possible to measurg
data that simulate a directory. plus data structure with that of a noDirectory structure. Such g
used fo determine a reasonable breakeven point between the two accessMethods, taking

the vdriety and length‘ofidata and the typical read/write implementations expected for an applig

accessMethod has been specified for the RF tag, the application does not need to

reading, writing, or\the organisation of the octets on the Logical Memory is to be achieved. This is
of the Datp Protoeol Processor and the Tag Driver.

7.1.2.5

transfers of
test can be
nto account
ation.

qualify how
the function

dataFormmat{etementNamej

The elementName dataFormat shall define the types of object identifier being stored on the RF tag. The
dataFormat is used to make more efficient use of encoding space or to restrict data to one class. Mechanisms

include:

22

linking the dataFormat with the applicationFamilyld, which enables higher level and
selection processes to be linked.

lower level

making use of a RELATIVE-OID where a common sub-tree applies to all object identifiers. This requires
the arcs of the common sub-tree, or root, to be encoded only once in a root-OID (see 8.3.2 of ISO/IEC
15962). It is even possible for the root-OID to be signalled without it being actually encoded on the RF

tag.
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e enabling RF tags that have a dataFormat compliant with one particular root-OID to support other OBJECT
IDENTIFIERS (see 8.3.2 of ISO/IEC 15962).

The value of dataFormat may be stored on the RF tag or may be defined by the air interface services if this can be
done unambiguously. When defined by the air interface protocol, there shall be a one-to-one relationship with the
type of RF tag and the value of dataFormat.

The text that follows below describes the formats; particular details about encoding rules follow in 7.2. The value of
dataFormat shall be an integer value and the following codes shall apply:

0

notFormatted - This is used for RF tags not formatted to this International Standard,
system applications. It is also the default for an RF tag yet to be formatted.

e.g. for closed

type is used. Its prime purpose is to enable heterogeneous data (i.e. from different da
to be encoded on the one RF tag. For example it could be used to encode data‘from

application.

rootOidEncoded -
root-OID, but where this does not comply with one of the specific root-OID formats des

NOTE: The reason for using the specific root-OIDs, (sée below) where they app
dataFormat 2, is because the RF tags and other aspects of the system suf
features of those dataFormats not available with dataFormat 2.
dataFormats 3, 4, and 8 to 12 not having{t0 ‘be encoded, linking the data
ApplicationFamilyld provides further systems features.

The root-OID for dataFormat 2 shall be directly encoded on the RF tag using the a
arcs. Each object is encoded on the RFtag using a RELATIVE-OID, representing
lower order arcs.

is015434 - This is used when data is from one or more formats of ISO/IEC 15434.
shall be {1 0 15434}, and shall’not be encoded on the RF tag because dataFormat
Each object is encoded onlthe RF tag using a RELATIVE-OID, representing the
format number and any fuither lower order arcs.

is06523 - This data.format is used when all the data on the RF tag is from a set belo
more InternationahCode Designators (ICD) compliant with ISO/IEC 6523-1. The first th

this. Wherevonly a single ICD defines the data on the RF tag, the ICD code (1...
encoded{ence as the root-OID. Each object is encoded on the RF tag using a
represénting the next three arcs according to ISO/IEC 6523-1.

NOTE: If, unusually, the RF tag needs to encode data from more than one IC

IDENTIFIERS.

iso15459 - This is used when data is from one or more formats of ISO/IEC 15459.

fullFeatured - This data format supports any type of data format where the OBJECT IDENTIFIER

ta dictionaries)
different closed

system applications unambiguously, using the ISO/IEC 9834-1 registered object identifiers for each

This data format is used when all the data_on the RF tag Has a common

tribed below.

y, and not use
port particular

In addition to the root-OID of

Format to the

bpropriate root
the remaining

The root-OID
3 signals this.
ISO/IEC15454

nging to one or
ree arcs of the

999) shall be
ELATIVE-OID,

root-OID shall(be {1 0 6523}, and shall not be encoded on the RF tag because dataFarmat 4 signals

D, the main or

original ICD shall be encoded as a root-OID. Additional objects shall be encoded as full OBJECT

The root-OID

shall be {1 0 15459}, and shall not be encoded on the RF tag because dataFormat 5 signals this.
Each object is encoded on the RF tag using a RELATIVE-OID, representing the ISO/IEC15459 class

number and any further lower order arcs.
reserved.
reserved

iso15961Combined - This data format is used when all the data on the RF tag comp
more root-OIDs of ISO/IEC 15961 (currently dataFormat 8 to 12). The root-OID shall

© ISO/IEC 2004 — All rights reserved
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10

and shall not be encoded on the RF tag because dataFormat 8 signals this. Each object is encoded
on the RF tag using a RELATIVE-OID, representing the remaining lower order arcs.

ean-ucc - This data format is used when all the data on the RF tag complies with the EAN.UCC
system (as referred to in ISO/IEC 15418). The root-OID shall be {1 0 15961 9} and shall not be
encoded on the RF tag because dataFormat 9 signals this. Each object is encoded on the RF tag
using a RELATIVE-OID, representing a data element according to the rules of EAN.UCC any further
lower order arcs.

di - This data format is used when all the data on the RF tag complies with the Data Identifier
standard (as referred to in ISO/IEC 15418). The root-OID shall be {1 0 15961 10} and shall not be
encoded on the RF tag because dataFormat 10 signals this. Each object is encoded on the RF tag

11

12

7.2 Preparing the basic objects

This is an initigl process to ensure that the data-objects are prepared in a format compatible with this

Standard. It
standards that
benefits of th
between the t\

The outputs d
However, the
to each object
7.2.8.

7.21

S
Lechanisms to achieve them on input and output are not. The requirement is to assign

General model

Sing a , TEpresenting a data element according 1o the rules of ihe
tandard and any further lower order arcs.

7.2.3 shall be used to create a numeric RELATIVE-OID.

pu - This data format is used when all the data on the RF tag complies with data elem
y UPU. The root-OID shall be set to {1 0 15961 11} and shall not’ be encoded on
ecause dataFormat 11 signals this. Each object is encoded on the‘RF tag using a REL
bpresenting a data element from appropriate UPU standards and any further lower order

hta - This data format is used when all the data on-the RF tag complies with dg
efined by IATA. The root-OID shall be set to {1 0 159611, 12} and shall not be encoded o
ecause dataFormat 12 signals this. Each object is_e€ncoded on the RF tag using a REL
bpresenting a data element from appropriate IATA standards and any further lower order

31 reserved.

s recognised that there are message-based protocols and syntax for existing AIDQ
differ from the object-based-protocol of this International Standard. It is possible to
object-based protocol @and maintain compatibility with message based systems by
o formats (see Annex G).

b

b

cribed in the sub-c¢lauses that follow shall be the format of inputs to the Data Protocg

using the data“dictionary relevant to the application standard. Specific rules are coverg

ta Identifier

NOTE: As the Data Identifiers are alphanumeric in structure a conversion algorithm as defined in

ents defined
the RF tag
ATIVE-OID,
arcs.

ta elements
n the RF tag
ATIVE-OID,
arcs.

nternational
application
achieve the
converting

| Processor.
an objectld
din7.2.1to

Figure 4 provi

€S a data flow model for preparing each object identifier and associated data object. Each type of

application data, and particularly those covered by this International Standard, has a data dictionary, or list of data
objects or data elements.

24
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Object Identifier tree
for application

l

ObjectID conversion (eg Data
Identifiers to numeric)

Application Prepare basic ObjectIDs R
data ObjectiDs & . v
Objects & Objects

Any such d
independen
alphabetic,
standard. T
maintained
be permane

7.2.2 EAN

The EAN.U

managemennt.

EAN.UCC §

The commo

The final co
Specificatio

7.2.3 Datd Identifiers

The Data Iqg
sectors (e.g

The Dls are

Figure 4 — Data Flow Model: Prepare Basic Objects

Ata dictionary may evolve over a period of time and maintenance of such a data dict

of this International Standard. The data dictionary usually consists of a coded
blphanumeric, etc) of data objects and their specification for uséywithin the domain of
his International Standard shall not validate whether a partictlar coded object is valid tq
Jata dictionary. Only the most fundamental rules of these external data dictionaries will b
htly defined, and these will be clearly declared below.

.UCC system

CC system is used extensively in business communications, especially for retail
For the purposes of this InternationalStandard the relevant data syntax defined
pecifications and are updated periodically (see Annex D for details of the maintenance b
h components of the object identifierfor EAN.UCC system are:

10159619

mponent of the object identifier for the EAN.UCC system shall be as defined in the Gen
NS.

entifiers (DIS) are used extensively in logistics communications, especially in primary
automaetive, chemical, electronics, paper, etc).

coded one to four characters in an alphabetic or alphanumeric structure as follows:

onary shall be
list (numeric,
the application
the externally
e presumed to

supply chain
n the General
bdy).

eral EAN.UCC

manufacturing

A
nA
nnA

nnnA

This International Standard shall presume that the DI format will remain as above and treat the DI as a 4 character

code with th

ree leading numeric values 000 to 999 plus one trailing alphabetic character A to Z.

The Data Identifiers are pre-defined in the ANSI MH 10.8.2 standard, and are updated periodically (see Annex D
for details of the maintenance body).
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The common components of the object identifier for Data Identifiers are:
1015961 10

The final component of the object identifier for Dls is derived by converting the alphanumeric DI to a binary value
and then converting this to a numeric value (see Annex E)

On input to the Data Protocol Processor, Data Identifiers shall have an object identifier which consists of the

common components {1 0 15961 10} followed by a single arc which represents the specific alphanumeric DI
converted to an all numeric value using the rules defined in Annex E.

7.2.4 |ATA Data Format

IATA uses a data element structure for various purposes of item management, including baggage handling, for
which application standards are in development for using RF tags. For the purposes of this Intéfnational Standard,
the relevant dgta syntax is in documents published by IATA (see Annex D for contact details).
The common gomponents of the object identifier for IATA data elements are:

1015961 12

The final comgonent of the object identifier shall be as defined by IATA.

7.2.5 UPU Dpta Format
UPU uses a data element structure for various purposes of item fmanagement, for which application standards are
in developmert for using RF tags. For the purposes of this International Standard the relevant data|syntax is in
documents published by UPU (see Annex D for contact details)-

The common gomponents of the object identifier for UPU data elements are:

10 15961 11

The final comgonent of the object identifier shall"be as defined by UPU.

7.2.6 Combihing 15961 dataFormats
At the date of publication, four dataFormats have been defined with the sub-tree {1 0 15961}. These afre:
9 EAN.PCC system

10 Data |dentifiers

11 UPU fata elements

12 |ATA data elements

There may be occasions where data compliant with two, or more, of the application standards need to be encoded
on an RF tag. In this case, the common components of the object identifier for such combined data objects are:

10 15961

On input to the Data Protocol Processor, combined 15961 data objects shall have an object identifier which
consists of:

e the common components {1 0 15961 }

o followed by a single arc (9, 10, 11 or 12) identifying the particular data dictionary
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owed by the appropriate arc(s) for the particular data (refer to 7.2.2 to 7.2.5 for details).

The data objects shall be presumed to be valid and of the correct format.

7.2.7 Other formats defined in ISO/IEC 15434

5961:2004(E)

In principle, the formats defined in ISO/IEC 15434 may have their data elements defined as object identifiers. For
the purposes of this International Standard the relevant data syntax for any particular format of ISO/IEC 15434 is in
documents referred to in that International Standard.

The common components of the object identifier for a particular format of ISO/IEC 15434 data elements are:

The final co
a complete

represented
defined in I

NOTE:

data se6
encodin

7.2.8

ISO/IEC 15
common co

The final co

1015434

pbject with the final arc having the value of the format number; except that Formats 01

O/IEC 15434.

gment, entire message. The object identifier structure does net\take account of the
g long data objects; e.g. a complete EDI message becomes a single object.

ISO/JJEC 15459 unique identifiers and associated attributes

159 provides a mechanism to create various classes of unique identifier for traceability
mponents of the object identifier for ISO/IEC 15459.unique identifiers are:

1.0.45459

7.2.9 Reldting Object Identifiers

Message based syntax can use recufsive or looping techniques to created repeated sequences

(e.g. individ
parsed, the

With an ob

operating af
product B).

7.3 Appl

syntax identifies boundary points so that the attributes are correctly linked to the primary

The problem-can be overcome using one of the techniques described in Annex F.

cation system services

in the object identifier as 1 to 9 respectively. Any additional lower arcsQif-appropria

The granularity of the data object shall be as defined in ISO/IEC 15434, for example g

mponent of the object identifier shall bethe class of the unique identifier as defined in 1S(

Lal quantity and batch numbers linked to different product codes). When the complg

ect-based systém (such as the Data Protocol of this International Standard and I
a base level,\there is a risk of creating false links (i.e. product code A could be linkeq

mponent(s) of the object identifier shall be as defined in ISO/IEC 15434. All formats can be treated as

to 09 shall be
te, shall be as

data element,
practicalities of

purposes. The

D/IEC 15459.

pf related data
te message is
code.

O/IEC 15962)
| to quantity of

The applica

obj

obj
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Objectld - (see 7.3.1)

ect - (see 7.3.2)

compactParameter - (see 7.3.3)

ectlLock - (see 7.3.4)
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These are incorporated into the definitions of particular application commands and responses, and never
transferred without the supporting commands.

7.3.1  Objectld (TypeReference and elementName)

Objectld shall be provided by the application system as a series of arcs, which comply with ISO/IEC 9834-1,
including all the object identifiers associated with the established data formats (see 7.1.2.5). The Objectld shall be
presented as a (full) OBJECT IDENTIFIER in the application commands. Whenever possible, the Data Protocol
Processor converts this to a RELATIVE-OID for more efficient encoding on the RF tag, based on the system
information received from the Tag Driver.

7.3.2 object )

The application shall provide the value (i.e. data) of the elementName object. This value iscoctef based, the
interpretation ¢f which is fully comprehensible from the definition of the Objectld provided by .the application data
dictionary. Specific advice about particular interpretation is given in the following sub-clauses.

7.3.2.1 Baslic 8-bit character set information

Most of the business applications defined in 7.2 make use of ISO/IEC 8859-1 orits/subset ISO 646. As such, the
interpretation (or presentation) of the data is known to all participants in the system. This includes|the specific
sender and regipient even, if as is common in an open AIDC system, they.are not known directly to each other. If
text file and brpwser application software are set up to handle the ISO/IEC 8859-1 character set, mos} of the data
content can b¢ displayed as intended. If the content has a specific interpretation, the RFID applicatipn needs to
establish between the participants exactly how particular data iscto~be interpreted. This can be fachieved by
publishing a data dictionary using the Objectlds as a reference.

7.3.2.2  Sugport for ISO/IEC 10646

ISO/IEC 10646 supports the character glyphs of all character sets. One option to support data in any gther specific
character set i to pre-process this by converting to {SO/IEC 10646 using mapping tools, and then compacting this
to UTF-8 encqding (as defined in ISO/IEC 10646)." Any data directly defined by ISO/IEC 10646 shguld also be
UTF-8 encodef, to reduce the number of octets'required to store the object in the Logical Memory Map.

7.3.2.3  Support for secure or encrypted data

All forms of sgcure data, includingtencrypted data, shall be created by the application prior to being passed as an
object to the [Jata Protocol Proeessor. This is done for two reasons:

® |t reqlires security-of data to reside with the application and to be changed independently|of the Data
Protog¢ol Processor.

® |t alloys'the Data Protocol Processor to handle all data, whether encrypted or not, in a similar rlnanner.

The fact that data is encrypted may need to be made known to the entire set of systems users, but the actual
method of encryption can be restricted to the sender and intended recipient.

Further details are provided in 7.4.

7.3.3 compactParameter (elementName)
The elementName compactParameter in a command shall determine whether the application data shall be

compacted by the Data Protocol Processor. compactParameter shall be an integer value and the following codes
apply.
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0 applicationDefined - The object shall not be processed through the data compaction rules of
ISO/IEC 15962 and remains unaltered when stored in the Logical Memory Map of the RF tag.

1 compact - This requires using the ISO/IEC 15962 compaction rules to compact the object as
efficiently as possible to reduce the number of octets required on the Logical Memory Map.

2 utf8Data - This identifies that the object has been externally transformed from the ISO/IEC 10646
coded character set to UTF-8 encoding. The object shall not be processed through the data
compaction rules of ISO/IEC 15962 and remains unaltered for transfer to the Logical Memory Map.

3 to 14 reserved for future definition

15 de-compactedData — This identifies that the object in a response has been de-conpacted using
rules in ISO/IEC15962 and restored to its original application input format

Generally, Jompaction should be applied because it increases the encodation efficiency en the RH tag. Objects
already endoded to UTF-8 encoding rules should be qualified with the compactParameter value (2) so that
subsequent|reading of the object will clearly indicate that it shall be processed through“a UTF-8 d¢coder for final
presentatior) to the application receiving the data. The compactParameter value (0) should only ble used if there
is an over-riding reason not to compact the data. Reasons for this include priorcompaction to application rules, or
if the object has been encrypted. In both these cases, although compaction.'eould be possible and the decode

process wollld fully restore the object, the originally defined parameter value 0'or 2 would be lost an

application

When comy
is an input g
process.

ould fail to undertake subsequent processing.

actParameter is returned as a response, the value (1)do indicate "compact" cannot be 1
rgument. All de-compacted objects shall be defined. as'de-compactedData (15) on outy

7.34 obj

tLock (elementName)

The elementName objectLock is a command argument that requires the Data Protocol Processor
object and jobjectld and precursor in such a way’that all of the associated octets can be stored 3
block aligned manner in the Logical Memory Map. The locking process shall have the effect of makin
processed germanently encoded on the RF tag. No commands are expected to be able to unlock thé

7.4 Datajsecurity

The data (opject) may be madé:secure by the use of some form of encryption. This shall be appl

d the receiving

eturned as this
ut from a read

to arrange the
nd locked in a
g the octets so
e octets.

ed prior to the

object being transferred to the’ Data Protocol Processor. The decryption process shall also be |applied to the
object aftef it has beeny transferred to the application. As such, all the processes are trangparent to this
International Standard and*ISO/IEC 15962.
The following features can be provided:
e D
provide authorised users with the decryption algorithm and key. Other users can see the raw octet string,
but this will be meaningless.
® Data integrity - This uses the decrypted data to identify whether the data has been modified by others
prior to being read by an authorised user.
® Data validity - This uses encryption processes to reduce the risk of data from a legitimate source being

copied by an unauthorised agent into another RF tag, and being passed off as the original source RF tag.

Additional advice is provided in Annex G.
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8 Application commands and responses

Application commands are used to instruct the Data Protocol Processor and the interrogator to execute specific
functions. They are also applied to the processing of the application data to achieve efficient encoding. The
responses from the Data Protocol Processor include requested data and also information about actions undertaken
and errors found. Each command/ response pair has its abstract syntax presented as modules. Each module is
defined in a manner that enables the command to be invoked independently of any other command.

So that the commands and responses can easily be incorporated into the transfer syntax, code values have been
assigned in this International Standard to the final arc of the command and response modules (see 8.1). Also,
completionCodes (see 8.2) and executionCodes (see 8.3) are assigned to the responses. The source of
definitions of elementNames and TypeReferences that apply to each command are given, including those that only
apply to the cgmmands and modules (see 8.4).

In the procesging of a command, an error might be detected. The command shall be aborted’ and no data is
transferred to ¢r from the RF tag in which the error is detected. This is possible because processing i done in the
Logical Memofy. Although other error conditions might be present, the first problem identified is the only one
reported. The appropriate completionCode or executionCode is returned. In the éase where the command
addresses multiple RF tags, all RF tags processed prior to the one with the detected error should bg processed.
The detection pf the error aborts all subsequent processing.

The following sub-clauses define all the application commands and responses. In addition to the basic syntax,
these sub-clauses will also describe the function and purpose of specific command arguments and resgonses. The
commands anf responses are grouped logically together. Within this elause, the appropriate abstract syntax is
shown. AnneX H shows an example of the complete transfer encoding.of a command and response.

8.1 Final afc values of the command and response modules

Each commar|d and response module shall be identified’by an OBJECT IDENTIFIER. The comron root for
commands is ISO (1) standard (0) rfid-data-protocol*(15961) commandModules (126). The common root for
responses is 1$0 (1) standard (0) rfid-data-protocol {15961) responseModules (127). The final arc|of each pair
of command apd response modules shall have the same value, effectively a RELATIVE-OID. The final arc shall be
specific to the pommand/response pair and the fellowing final arcs are specified:

configureAfi
configureStorageFormat
inventoryTags
addSingleObject
deleteObject
modifyObject
readSingleObject
readObjectlds
readAllObjects
0 readLogicalMemoryMap
1 inventoryAndReadObjects
42— eraseMemory
13 getApp-basedSysteminfo
14 addMultipleObjects
15 readMultipleObjects
16 readFirstObject

A 2 OO NOOOOAPRWN -

Additional command and response modules, and their final arc values, will be added in numeric sequence, as
required, to this International Standard.

The complete module specifies the function that the interrogator shall perform. Each command specifies, as
appropriate, particular processes to be undertaken by the Data Protocol Processor, the Tag Driver, and the
interrogator in communications across the air interface. Each response specifies, as appropriate, particular
processes to be undertaken by the Tag Driver, the Data Protocol Processor, and the communications across the
application interface.
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8.2 completionCode (elementName)

The elementName completionCode is part of the response to each command. The completionCode is an
INTEGER value that reports specifically on how the particular command was processed and executed, successfully
or not. It is returned in each response. If its value is 0 (004¢), the command has been successfully executed. If its
value is 255 (FF4), the command could not be executed by the system for the reason specified in the
executionCode (see 8.3). If its value is different from 0 and 255, it indicates that the command was not be
executed as instructed by the application for the reason mentioned.

NOTE: The completionCode provides information on the basis that the command can be invoked for the
particular RF tag in the communication chain, whereas the executionCode indicates a systems error or
success.

The following completionCodes apply:

0 noError: The command was successfully executed

1 afiNotConfigured: = The command could not be completed, possibly¢bécause of a |prior configure
action

2 afiNotConfiguredLocked: The applicationFamilyld was.feund to be locked [by a previous

command execution), so applicationFamilyld could not be configured, as requested by|the command,
on this occasion

3 afiConfiguredLockFailed: The applicationFamilyld was correctly configureq, but the lock
function could not be completed

4 storageFormatNotConfigured: n The command could not be completed, possibly| because of a
prior configure action

5 storageFormatNotConfiguredLocked: The storageFormat was found to be [locked (by a
previous command execution), so storageFormat could not be configured, as requested by the
command, on this occasion

6 storageFormatConfiguredLiockFailed: The storageFormat was correctly configured, but the
lock function could not be.completed

7 objectLockedCouldNotModify: The existing encodation on the RF tag is locked, and as a result
this attempt to update the object value could not be completed

8 tagldNotFound: The particular RF tag, specified by the tagld, could not bg found in the
operating-area

9 objectNotAdded: The data set of Precursor, object and objectld could not begl added to the
Logical Memory Map (e.g. because there was insufficient memory space). This response also applies
ifthe RF tag supports a lock function that failed

10 duplicateObject: An objectld with the same value as the one to be processed (added, modified,
or deleted) was found. The process was aborted.

11 objectAddedButNotLocked: The data set was added to a RF tag that did not support a lock feature
in the memory.

12 objectNotDeleted: The data set of Precursor, objectld and object could not be deleted from the
Logical Memory Map (e.g. because the delete function is not supported by the particular RF tag).

13 objectldNotFound: The intended process could not be executed because the defined objectld, is
not actually encoded on the RF tag.

14 objectLockedCouldNotDelete:  The object is already locked and so cannot be deleted
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15 objectNotRead: The intention to read the specified object failed
16 objectsNotRead: The intention to read one or more of the specified objects failed
17 blocksLocked: The intended action to erase encoded bytes from one or more blocks could not

be actioned because blocks were previously locked.

18 eraselncomplete: = The intended action to erase encoded bytes from one or more

blocks was

interrupted and that not all blocks have been processed. The command can be re-invoked to

complete the process.

19 readlncomplete: The intention to read the complete contents of the Logical Memory Map failed,
lrecause notattbtocks from the RF tag were transferred to the togicat Memory. |
20 gysteminfoNotRead: The intention to read the system information failed.
21 gbjectNotModified: The data set of Precursor, objectld and object could fiet"'be modified on the
Uogical Memory Map (e.g. because the modify function is not supported by.the particular RF tag).
22 gbjectModifiedButNotLocked: = The object was modified in a REF (tag that did not support a lock
feature in the memory.
23 failedToReadMinimumNumberOfTags:  The minimum number of RF tags were not identified
with the specified selection criterion, possibly because of a time-out.
254 yndefinedCommandError:  An error occurred in a.command,not defined by another code.
255 gxecutionError: A system error occurred which made it impossible to action the commmand. The
dppropriate executionCode is returned in the response.
8.3 executionCode (elementName)
The elementName executionCode is part of the response to each command. The executionCode is an
INTEGER valye that reports on the way the command was processed and executed by the system, sugcessfully or
not. It is returped in each response. If its value is 0 (004¢), the command has been successfully procegsed, i.e. the
protocol was ekecuted. Other values indicate that a system error has occurred.
The following ¢xecutionCodes apply:
0 nokError: The command was executed without error
1 roResponseFromTag: No response was received from the RF tag
2 tagCommunicationError: The response(s) from the RF tag(s) was corrupted (e.g. THere was an
gdbofted frame)
3 tagCRCError: A CRC error was detected in the RF tag's response
4 commandNotSupported: The command code is not supported by the interrogator, or RF tag
5 invalidParameter: The command parameter(s) are invalid
6 interrogatorCommunicationError: An error occurred in the communication between the

application and in the interrogator
7 internalError:  An error occurred in the application software

255 undefinedError: An error occurred, not defined by another code
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8.4 Command-related elementNames

8.41

addObjectsList (elementName)

The elementName addObjectsList is a command argument that represents the list of objectlds, objects, and
other parameters that are to be written to the RF tag Logical Memory Map in a multiple write object function.

8.4.2 afiLock (elementName)

The elementName afiLock is a command argument used to determine whether the applicationFamilyld is to be

locked or not. ThIS is a Boolean argument

ensure that

unlock the a

8.4.3 avoi

The elemer
encoded in

objectlds i
completion
without any

8.4.4 cheq

The elemen
command (¢

If setto TR
completed if

If the check
associated
different val

idDuplicate (elementName)

tName avoidDuplicate is a command argument used to ensure that\the objectid
the Logical Memory Map. This is a Boolean argument. If set to TRUE, the interrogator
the Logical Memory Map. If the objectld already exists, the write command is ak
ode value duplicateObject (10) is returned. If set to FALSE( the interrogator shall w
verification.

tkDuplicate (elementName)

tName checkDuplicate is a command argument Gsed to invoke a particular process
.g. read, or delete). This is a Boolean argument:

JE, the interrogator shall verify all objectlds in the Logical Memory Map. The comman
there is no duplicate present. Otherwise, the completionCode value duplicateObject (1

kDuplicate flag is set to FALSE, the interrogator shall act upon the first occurrence o
pbject and precursor. In this*case, a duplicate objectld and associated object (g
le) and precursor could be present.

8.4.5 ide

The eleme

belonging
elementNa

0
1
2
3
4

to 15

ifyMethod (elementName)

Name identifyMethod is a command argument used to define whether all, or some,
the particular—selected applicationFamilyld in the operating area shall be idg
e is an intedger value and the following codes apply:

inventoryAllTags
inventoryAtLeast

If set to TRUE the mterrogator shall Iock the applicationFamilyld to

have the effect
d to be able to

is not already
shall verify all
orted and the
rite the object

defined by the
d shall only be
0) is returned.

f the objectld,
ossibly with a

of the RF tags
entified.  This

mventoryNoMoreThan

xactly
reserved for future definition

For every argument including inventoryAllTags, it is necessary to specify the number of RF tags to be read using

the elementName numberOfTags (see 8.4.9).

8.4.6 iden

tities (elementName)

More precise advice is provided in InventoryTagsModule (see 8.7).

The elementName identities is a command response that indicates that it represents a list of the identified taglds.

8.4.7

lockStatus (elementName)

The elementName lockStatus is a response argument that identifies whether the objectld and associated object
and precursor are locked. This is a Boolean argument. If set to TRUE, it confirms that these are locked.
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8.4.8 logicalMemoryMap (elementName)

The elementName logicalMemoryMap is a response that represents the encodation on the RF tag in an
unstructured format, i.e. the byte values as stored, but not expanded into objectld, object, compactParameter
and lockStatus. It may be used for diagnostic purposes, or for other purposes where the total transfers are
required.

8.4.9 maxAppLength (elementName)

The elementName maxAppLength is a command argument that defines the maximum compacted length of an
object.

8.4.10 numerOfTags (elementName)

bme numberOfTags is a command argument that defines a limit on the particular identifyMethod
an integer value in the range 0 to 65535.

The elementN
specified. ltis

8.4.11 numbgrOfTagsFound (elementName)

The elementName numberOfTagsFound is a response argument that returns<the actual number|of RF tags
observed that| met the criteria. If the identifyMethod argument is set t0 inventoryNoMoreThan, then the
response valu¢ numberOfTagsFound can be a lower number.

8.4.12 objectldList (elementName)

The elementN
read from the
objectlds on {

ame objectldList is a command argument that defines the set of objectlds that are re
| ogical Memory Map of the RF tag. It is also.a“fesponse that indicates that it represer
ne particular RF tag.

quired to be
ts the list of

8.4.13 objectldsFound (elementName)

The elementN encoded on

the Logical Me

bme objectldsFound is a response argument that defines the set of objectlds that are
mory Map of the RF tag.

8.4.14 object$ (elementName)

The elementN
of all the follow

8.4.15 readObjectList (€lementName)

The elementN

bme objects is a command response that indicates that it represents a related list of each instance
ing encodation en‘the RF tag: objectld, object, compactParameter, and lockStatus.

bme readObjectsList is a command argument that represents the list of objectlds (and associated

checkDuplic

e argument) used to be read a set of objectlds from the RF tag Logical Memory Map |jn a multiple

a
read object furrction.

8.4.16 storageFormatLock (elementName)

The elementName storageFormatLock is a command argument used to determine whether the storageFormat is
to be locked or not. This is a Boolean argument. If set to TRUE, the interrogator shall lock the storageFormat to
ensure that the particular RF tag can only be used in the way prescribed. The locking process shall have the effect
of making the octets so processed permanently encoded on the RF tag. No commands are expected to be able to
unlock the storageFormat.

8.4.17 tagAndObjects (elementName)

The elementName tagAndObjects is a command response that represents a list of taglds, and for each instance
of tagld, represents the list of selected objectlds, objects, compactParameters and lockStatus that were read
from each RF tag.
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8.4.18 tagReadResponse (elementName)

The elementName tagReadResponse is a command response that represents a list of objectld, (and for each
instance of this the object, compactParameter, lockStatus and completionCode) that were read from an RF

tag.

8.4.19 tagWriteResponse (elementName)

The elementName tagWriteResponse is a command response that represents a list of objectlds and
completionCode (for each objectld) that were written to an RF tag.

8.5 ConfigureAfiModules

The ConfiglireAfiModules consist of a commandModule, and the associated responseModdte;’ th
interrogator [to write the applicationFamilyld (including the sub-family) into the RF tag. A fundamen

at instruct the
al requirement

of this command is that only one RF tag shall be programmed per command. This“is to ephsure that the
configuratiop process is robust, particularly in environments where more than one type 6f\RF tag can|be present.
The abstract syntax for ConfigureAfiModules is given in Table 4
Table 4 — ConfigureAfiModules
-- Configure AFI
-- The Confi gureAfi Conmand instructs the interrogator to wite the ARl (Application
-- Famly [Identifier, including the sub-famly) into.the RF tag. The interrogator |shall
-- lock the AFl if the Lock flag is set to true.
Confi gur eAf i Command
{iso(1l) stlandard(0) rfid-data-protocol (15961)*conmandModul es(126) configureAfi (1)}
DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N
Confi gur eAfi Command :: = SEQUENCE.{
tagld OCTET_STRI NG SI ZE( 0. . 255) ),
-4.See Clause 7.1.2.1 for detail ed specification Tagld shall
=<' be provided by the Tag Driver for the purposes of
- identifying the RF Tag unanbi guously for at |east the
-- period of a transaction.
appl i chti onFamdyhd Appl i cationFam | yld,
afi Lock BOCOLEAN
-- If set to TRUE, the interrogator shall |ock the AFI
}
ApplicationFam | yld ::= SEQUENCE {
applicationFanily I NTEGER {
all (0), -- address all famlies

appl i cati onSubFam |y

-- values 1 - 8 reserved for definition by SC17

afi Bl ock9(9),

af i Bl ockA(10),

afi Bl ockB(11),

af i Bl ockC(12)

-- values 9 to 12 defined as per Annex B of this

-- International standard

-- values 13 to 15 reserved for definition by 1SOIEC
} (0..15),

| NTEGER {
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all (0),-- This value shall not be encoded in the RF tag, and
-- shall only be used in a command to signal that the

-- interrogator shall address all subfamlies within the

-- selected famly.

-- NOTE: This has little utility for this Data Protocol, but
-- is retained for conpatibility with SC17 smart card conmands
asfl-annex (1), -- values 1 to 15, for applicationFamly 9

-- to 12,defined as per Annex B of this International standard
asf 2-annex (2),
asf 3-annex (3),
asf 4-annex (4),
asf 5-annex (5),
ast 6-annex (o),
asf 7-annex (7),
asf 8-annex (8),
asf 9-annex (9),
asf A-annex (10),
asf B-annex (11),
asf G annex (12),
asf D-annex (13),
asf E-annex (14),
asf F-annex (15)
} (0..15)

-- ApplicatippnFamlyld is stored as a single OCTET w tthin systeminformati on on the fag.
-- ApplicatippnFam lyld allow tags to be grouped according to specific famlies and
-- allows any such famly of tags to be selectivel y,addressed by the application. RF|Tag
-- vendors npy inplement nechanisns in the Tag .Diiver and air interface specifically|for
-- selectivel addressing of RF Tags by ApplicatienFanilyld.

END

Confi gur eAf i |Response

{iso(1l) standard(0) rfid-dat'a-protocol (15961)responseMdul es(127) configureAfi (1)}
DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N

Confi gur eAf i Response~: = SEQUENCE {
conpl eti pnCode I NTEGER {

noError (0),

af i Not Confi gured(1),

ar TNot Cont I gur edLocKed( 2),

af i Confi guredLockFail ed(3),

t agl dNot Found( 8) ,

execut i onError (255)

H

execut i onCode I NTEGER
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

END
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The following elementNames used in these modules are defined elsewhere in this International Standard, as

detailed:

afiLock

applicat
applicat
applicat
complet

(see 8.4.1)

ionFamily (see 7.1.2.2)
ionFamilyld (see 7.1.2.2)
ionSubFamily (see 7.1.2.2)
ionCode (see 8.2)

executionCode (see 8.3)
tagld (see 7.1.2.1)

8.6 Conf

The ConfigLreStorageFormatModuIe consists of a commandModule, and the associated respons

instruct the
command 3

stored therg.
This is to ensure that the configuration process is robust, particularly in efwironments wh
RF tag can be present.

command.
one type of

If the acces

igureStorageFormatModules

interrogator to write the storageFormat (accessMethod and dataFormat) into-the
so instructs the interrogator to initialise the RF tag Logical Memory Map by_erasing ar
A fundamental requirement of this command is that only one RF tag-shall be pr

sMethod (incorporated in storageFormat) is specified as directory, the interrogator

seModule, that
RF tag. The
y data already
bgrammed per
ere more than

hall create the

initial directgry structure.
The ASN.1 Abstract Syntax for ConfigureStorageFormatModules is given in Table 5.
Table 5 — ConfigureStorageFormatModules
-- Contigure StorageFor nat
-- The Confi gureSt orageFor mat Conmand i nstructs@he interrogator to wite the
-- StoragdgFormat into the RF tag, and to injtwvalise the tag | ogical menory
-- map. The interrogator shall erase all the application nenory, and if the
-- directdry format is specified by the \StorageFormat, it shall create the
-- initial| directory structure. The ipterrogator shall |ock the
-- StoraggFormat if the Lock flag is set to true
Confi gur eSt or ageFor mat Conmand
{iso(1l) stlandard(0) rfid-data:protocol (15961) conmandModul es(126) confi gureStoragekormat(2)}
DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N
Confi gur eSt or ageForfmt Comrand : : = SEQUENCE {
tagld OCTET STRI NE Sl ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detailed specification Tagld
-- shall be provided by the Tag Driver for the
- PUr pUSES of —demntT fyi g theRF Tag UTTaTThi guuu:i Yy
-- for at least the period of a transaction.
st or ageFor mat St or ageFor mat ,
st orageFor mat Lock BOOLEAN
-- If set to TRUE, the interrogator shall lock the
-- St orageFor mat
}
St or ageFor mat :: = SEQUENCE {
accessMethod | NTECER {
noDi rectory(0),
directory(1),
sel f Mappi ngTag( 2) -- Access to objects is via high
-- level commands to the RF Tag and the internal
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-- structure of the nenory inside the RF Tag i s not

-- defined
} (0..3),
dat aFor mat | NTEGER {

not For mat t ed( 0), -- Not formatted according
-- to this standard

full Featured(1), -- Supports any type of
-- data based on full AOD

r oot O dEncoded( 2), -- Supports any type of
-- data with a common root-0O D

i s015434( 3), -- root-ODis defined as
-- {1 0 15434}

TS06523(4), - Supporis data belonging to one or

-- nmore International Code Designators conpliant
-- with ISOIEC 6523-1, root-O D is defined as
-- (1 0 6523)

i s015459(5), -- Supports unique itemidentifiers
-- conpliant with SO 1EC 15459, root-ODis
-- defined as (1 0 15459)

i s015961Conbi ned( 8), -- Supports conbi nations_of
-- formats of 1SQIEC 15961, root-Q D issdefined
-- as {1 0 15961}

ean-ucc(9), -- Supports data of the EANUCC system
-- root-ODis defined as {1 0 15961 9}
di (10), -- Supports Data Identifiers“(as referred to

-- in ISOIEC 15418), root-ODN's inplied to be
-- {1 0 15961 10}

upu(11), -- Supports UPU data.elements, root-aD
-- is defined as { 1 0 15961 11}
iata(12) -- Supports | AFAVdat a el enent s,
-- root-ODis defipned as {1 0 15961 11}
} (0..31)
}
END

Conf i gur eSt or ageFor mat Response
{iso(1) standard(0) rfid-data-pratocol (15961) responseMdul es(127) confi gureStorageFormat(2)}
DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N

Confi gur eSt of ageFor natyResponse :: = SEQUENCE {
conpl eti pnCode I'NTEGER {

noError (0),

st or ageFor mat Not Conf i gur ed(4),

st or ageFor mat Not Conf i gur edLocked(5),

STOr ageror mat Cont I gur edLocKFal I ed( o),

t agl dNot Found( 8) ,

erasur el nconpl et e(18),

execut i onError (255)

H

executi onCode | NTEGE
-- See Clause 8.3 and notes in this syntax
-- for a full list of executionCodes

END
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The following elementNames used in these modules are defined elsewhere in this international standard, as

detailed:

accessMethod (see 7.1.2.4)
completionCode (see 8.2)
dataFormat (see 7.1.2.5)
executionCode (see 8.3)

storage
storage
tagld (s

8.7

Format (see 7.1.2.3)
FormatLock (see 8.4.13)
ee7.1.2.1)

InventoryTagsModules

The Invento
interrogator

The ASN.1

The comma
particular cl
The selectig

The second
specified ap
mechanism
argument tg
the inventorn
transactions
the inventor

The respons

to identify a particular set of RF tags present in its operating field.

Abstract Syntax for InventoryTagsModules is given in Table 6.

nd requires that the value of the applicationFamilyld is specified to select RF tags
bss, typically containing data belonging to a defined domain and,or’ containing a de
n criteria are defined in Annex B.

, additional, selection criterion (identifyMethod) determines.how many RF tags, com
plicationFamilyld selection criterion, need to be identified before the response can

that can be used to detect any RF tag entering the‘operating area, is to set the in
1. Particular conditions can be confirmed by only-undertaking a partial inventory, i.e.

(e.g. to identify that all items intended to be inca container are actually there) can be ach
yExactly argument. Details of the options are;given in the module in Table 6.

e consists of the numberOfTagsFound-and the identities of each RF tag by its tagld.

Table 6 — InventoryTagsModules

ryTagsModules consist of a commandModule, and the associated responseModule; tPLat instruct the

belonging to a
ined objectld.

plying with the
be provided. A
ventoryAtLeast
by using either

yAtLeast, or the inventoryNoMoreThan arguments™ A reconciliation of a known quanfity of previous

ieved by using

| NV ¢
-- The I ny
-- identif
-- identif

ent or yTags

ent or yTagsCommand i nstnucts the interrogator to inventory and to
y all tags present _in its operating area. Each tag is uniquely
ied by its Tagl d.

I nvent or yT
{iso(1l) st
DEFI NI TI ON
EXPLICIT T
BEG N

agsComand
andar d(,0)
IS

AGS(: ) =

rfid-data-protocol (15961) conmandModul es(126) inventoryTags(3)]

I nvent or yTagsConmand : :
applicationFamlyld
i denti f yMet hod

nunber O Tags

}

-- The ApplicationFam lyld separates fundanentally different types of

-- data (s

= SEQUENCE ({

Appl i cationFam | yld,

I NTEGER {
i nventoryAl | Tags (0),
i nvent or yAt Least (1),
i nvent or yNoMor eThan (2),
i nventoryExactly (3)
}(0..15),

I NTEGER (0. . 65535)

application

ee 7.1.2.2 and Annex B), and possibly particular objectlds. Specifying a
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-- hex value xx (where x is a non-zero value) selects only the RF tags that have
-- the required data content.

-- Specifying a hex value 00 selects all the RF tags; this nmay be an appropriate
-- action to undertake a full inventory.

-- Specifying a hex value 0Ox, or x0, (where x is a non-zero value) mght not be
-- logically sound because the RF tags are fromdifferent applications and the x
-- value has different meaning.

-- If the identifyMethod is set to inventoryAl |l Tags, the interrogator shall perform
-- a conplete inventory of all tags present in its field of operation. The val ue of
-- nunberOfTags is irrelevant and should be set to zero by the application.

-- If the identi
-- an inventpory of the tags present in its field of operation and (possibly)
-- continue iting until it has identified a nunber of tags equal to nunber Of Fags-:

-- If the nunberOr'Tags is set to 1, the Interrogator will wait until the first® t/ag
-- has been |detected. This is a nechanismto wait for a tag to enter the

-- interrogator field.

-- If the nunberOfTags is set to nore than 1, the Interrogator will wait

-- until thel specified nunber of tags has been detected.

-- If the identifyMethod is set to inventoryNoMoreThan, the intefropgator shall

-- initiate fan inventory of the tags present in its field of ope€pation and shall
-- return a fesponse with a nunber of tags |ower or equal to*gunberO Tags.

-- The interfogator may interrupt the inventory process when-the nunber Of Tags has

-- been reached or may continue the inventory process tillvall tags have been read.
-- Note:] This may be constrained by the air interfiace and anticollision
-- nmechgni sm

-- If the identifyMethod is set to inventoryExactdy, the interrogator shall

-- initiate an inventory of the tags present invits field of operation and shall

-- return a fesponse with the nunber of tags-~equal to numberOf Tags. This comand
-- paraneter| could be used to confirmthe_ ‘actual nunber of tagged itens in a

-- container| The Interrogator will waity until the specified nunber of tags has
-- been detected. The interrogator nmay~“interrupt the inventory process when the
-- nunber O Tlags has been reached or.‘may continue the inventory process till

-- all tags jhave been read.

-- Not e:l] This may be constrained by the air interface and anticollision

-- nmechgni sm

-- Executionf of this command with the argunents inventoryAtlLeast and

-- inventory[Exactly canccause the interrogator to wait until sufficient RF tags
-- enter its| field of\operation; also the command response cannot be initiated
-- until after thiissdelay. It is the responsibility of the application to

-- accommodat e tthi)s potentiality.

ApplicationFamTyTd = SEQUENCE {
applicationFam |y | NTEGER(O. . 15),
applicationSubFam |y | NTEGER(O. . 15)
}

-- The code values are defined in the ConfigureAfi Comrand.

Tagld ::= OCTET STRI NG S| ZE(O. . 255))
-- See Clause 7.1.2.1 for detailed specification

END

I nvent or yTagsResponse
{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) inventoryTags(3)}
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DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N
I nvent or yTagsResponse ::= SEQUENCE {
conpl eti onCode | NTEGER {
noError (0),
fail edToReadM ni mumNurber O Tags( 23),
-- for exanple, this could be due to a tine-out
fai | edToReadExact Nunber Of Tags( 24),
-- for exanple, this could be due to a tine-out
execut i onError (255)
I
execut | onCode | NTEGER,
-- See Clause 8.3 and notes in this syntax
-- for a full list of executionCodes
nunber Of TagsFound | NTEGER (1..65535),
identifies SEQUENCE OF Tagld
}
Tagld ::=] OCTET STRI NE Sl ZE(O. . 255))
-- See Clause 7.1.2.1 for detailed specification
END

The following elementNames used in these modules are.'defined elsewhere in this Internationa|l Standard, as
defined:

applicationFamily (see 7.1.2.2)
applicationFamilyld (see 7.1.2.2)
applicationSubFamily (see 7.1.2.2)
complegionCode (see 8.2)
executipnCode (see 8.3)
identifyMethod (see 8.4.5)
identitigs (see 8.4.6)

The AddSmIeObjectModuIes conS|st of a commandModuIe and the assomated responseModuIe that instruct the
interrogator Q"W
command arguments can be used to Iock the objectld the object and associated parameters and to check that
the objectld is not already encoded on the RF tag. Only one RF tag shall be programmed per command to ensure
that the writing process is robust.

The ASN.1 Abstract Syntax for AddSingleObjectModules is given in Table 7.
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Table 7 — AddSingleObjectModules

-- Add Single bject

-- The AddSi ngl eCbj ect Cormand instructs the interrogator to wite an object, its
-- O D and associ ated paraneters into the tag |ogical nenory nap.
-- NOTE: There is al so an AddMul ti pl eCbj ect sConmand.

-- If the checkDuplicate flag is set to TRUE, the interrogator shall verify, before
-- adding the object, that no object with the sane O D already exists. |If such

-- object exists, the interrogator shall not performthe Add Cbject function and
-- shall return the appropriate Conpletion Code.

-- If the LOW' ; f f ;
-- nject, ifts compaction schene and associ ated paraneters into the tag Logi cal
-- Menory

AddSi ngl eCbj ect Conmand

{iso(1) stanfdard(0) rfid-data-protocol (15961) commandMbdul es(126) addSi hgleCbj ect (4)}
DEFI NI TI ONS
EXPLICIT TAGS :: =

BEG N
AddSi ngl eObj fect Conmand : : = SEQUENCE {
tagld OCTET STRI NG SI ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detail ed~Specification
objectld OBJECT | DENTI FI ER, -- Full O D valhue

avoi dDupl i cate BOOLEAN,

-- If set to TRUE, check for*duplicate objectld

obj ect OCTET STRI NG,

conpact Paraneter | NTEGER {

appl i cati onDefi ned(0),

-- The object shald not be processed through the

-- data conpaction rules of 15962 and renmi ns unaltered
conpact (1),

-- Conpact( object as efficiently as possible

-- using,15962 conpaction rul es

ut f 8Dat a( 2)

--«Data has been externally transfornmed froma 16-bit
-\- Jcoded character set to a UTF-8 string. The object
-~ shall not be processed through the data conpaction
-- rules of 15962 and renmins unaltered

}(0..15),

obj ect Logk BOOLEAN

-- If TRUE the interrogator shall lock the Objectld, the
-- (bject, its conpaction scheme and other features in the

1 H 1 Mo M
cogroan WETTOT Yy verg

END

AddSi ngl ebj ect Response

{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) addSi ngl eCbj ect(4)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

AddSi ngl eObj ect Response ::= SEQUENCE {
conpl et i onCode I NTEGER {
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noError (0),
t agl dNot Found( 8),
obj ect Not Added(9),
dupl i cat e(bj ect (10),
obj ect AddedBut Not Locked( 11),
executi onError (255)
I
execut i onCode | NTEGER

-- See Clause 8.3 and notes in this syntax for a full list of

-- executionCodes

END

The followig elementNames used in these modules are defined elsewhere in this Internationgl Standard as

defined:

avoidDdiplicate (see 8.4.3)
compagtParameter (see 7.3.3)
complefionCode (see 8.2)
executipnCode (see 8.3)
object (see 7.3.2)

objectld (see 7.3.1)
objectLpck (see 7.3.4)

tagld (see 7.1.2.1)

8.9 DeleteObjectModules
The DeleteQObjectModules consist of a commandModule, and the associated responseModule, th
interrogator|to delete a defined objectld and its object and associated parameters. Only one RF ta
objectld shill be programmed per command te‘ensure that the deletion process is robust. The
requires the|removal of the objectld, the associated object, and precursor from the Logical Memory

The ASN.1 Abstract Syntax for DeleteObjectModules is given in Table 8.

Table 8 — DeleteObjectModules

at instruct the
j and only one
Helete function
Map.

-- Del ¢te bject

-- The Dellet eObj ect Command instructs the interrogator to del ete the object

-- specifiled by its~O'D, fromthe tag Logical Menory Map. This neans that a

-- subsequent command to read the object will return objectNotFound. This

-- procedure nmight“not succeed if the object is locked, if this is found to be the
-- case, tlhe,response will return the appropriate conpletionCode. |If the

-- checkDUphilcate flag is set to TRUE, the interrogator shall verify, before

-- deleting the requested obj ect, that there Is only a single object with tne

-- requested OD. If the interrogator detects that several objects have the sane
-- ODit shall not performthe Del eteoject function and shall return the

-- appropriate conpl eti onCode

-- If the checkDuplicate flag is set to FALSE, the interrogator shall delete the
-- first occurrence of the object specified by its OD.

-- NOTE: This is an argunent that effectively provides no protection against
-- duplicate O Ds. It should only be used when there is a high expectation of
-- no duplicates.

Del et eCbj ect Conmand
{iso(1l) standard(0) rfid-data-protocol (15961) conmandModul es(126) del et eCbj ect (5)}
DEFI NI TI ONS
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EXPLICIT TAGS :: =

BEG N

Del et ehj ect
Tagl d
objectld

checkDup

END

Del et ehj ect

{iso(1l) standard(0)

DEFI NI TI ONS

EXPLICI T TAGS ::

BEG N

Del et ehj ect
conpl eti

executio

END

Conmmand :: = SEQUENCE {
OCTET STRI NG Sl ZE(O0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
OBJECT | DENTI FI ER, -- Full O D val ue
-- This initiates the deletion of the Objectld and the
-- associ ated nj ect
licate BOOLEAN
-- If set to TRUE, the interrogator shall check that there is
-- only one occurrence of the hjectld
Response

rfid-data-protocol (15961) responseMdul es(127) del et'eCbj ect(5)}

Response ::= SEQUENCE {
bnCode | NTEGER {
noError(0),
t agl dNot Found( 8),
dupl i cat e(bj ect (10),
obj ect Not Del et ed(12),
obj ect I dNot Found( 13),
obj ect LockedCoul dNot Del ete(14),
execut i onError (255)
b
| NTEGE
-- See Clause 8.3.and" notes in this syntax for a full
execut i onCodes

nCode
list of

The following
defined:

checkDup

completio
execution

elementNames used in these modules are defined elsewhere in this International

icate_(see 8.4.4)
nCode (see 8.2)

Standard as

Code (see 8.3)

objectld (see 7.3.1)
tagld (see 7.1.2.1)

8.10 ModifyObjectModules

The ModifyObjectModule consist of a commandModule, and the associated responseModule, that instruct the

interrogator to
1. Read
2.

Delete the specified objectld, object and associated precursor.

carry out three related processes:

the complete Logical Memory Map from the RF tag.

process is aborted.

3.  Write

44

the objectld, modified object and re-structured precursor.

If duplicated instances are found, the
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If the byte string representing the modified object (data) is longer than the previous encodation, then the complete
object needs to be located in a different area of the Logical Memory Map. A similar situation might arise if the
objectLock argument is set to TRUE in the command. In both these cases, the Data Protocol Processor of
ISO/IEC 15962 will control the relocation process. Only one RF tag and only one objectld shall be programmed
per command to ensure that the modify process is robust.

The ASN.1 Abstract Syntax for ModifyObjectModules is given in Table 9.

Table 9 — ModifyObjectModules

-- Modify Object

-- The ModifyObjectConmand instructs the interrogator to nodify an object, its QD
-- and assloci ated paranmeters already on the tag Logical Menory Map. |t does this by
-- deleting the specified object and associ ated paraneters and witing the new
-- values.| To achieve this, the conplete Logical Menory Map shall be read ffomthe
-- tag. Any instances of duplicate ohjectlds shall result in the process_bei‘ng
-- aborted.

-- If the |object is already |ocked, it cannot be nodified and the appropriate
-- conpl et]ion code shall be returned.

-- If the |byte string, that represents the nodified data when-prepared for encodi ng
-- in the |Logical Menory Map, is the same length as its previous encodation, the
-- nodifigd value is generally witten to the sane positions.

-- If the |byte string is shorter than the previ ous encodation, then an offset shall
-- be encdded.

-- If the |byte string is |onger than the previous®encodation, then it needs to be
-- located in a different area of the Logical{Menory Map with this process
-- control|led by the Data Protocol Processofy of |SQO | EC 15962.

Modi f yObj gct Conmand

{iso(1l) stlandard(0) rfid-data-protocol (15961) conmandModul es(126) nodifyQObject(6)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N
Modi f yObj gct Conmand :(: = SEQUENCE {
Tagld OCTET STRI NE Sl ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
object|d OBJECT | DENTI FIER, -- Full O D val ue
obj ect OCTET STRI NG,

conpac| Paraneter | NTEGER {
applicationDefined(0),
-- The object shall not be processed through the data
-- conpaction rules of 15962 and remai ns unal tered
conpact (1),
-- Conpact object as efficiently as possible using 15962
-- conpaction rules
ut f 8Dat a( 2)
-- Data has been externally transformed froma 16-bit coded
-- character set to a UTF-8 string. The object shall not be
-- processed through the data conpaction rules of 15962 and
-- renmains unal tered
}(0..15),
obj ect Lock BOCOLEAN
-- If TRUE the interrogator shall |ock the Objectld, the
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-- (bject, its conpaction schenme and other features in the
-- Logical Menory Map

END

Modi f yCObj ect Response

{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) nodifyObject(6)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

Mbdi f yCbj ect|Response . : = SEQUENCE {
conpl eti pnCode I NTEGER {
noError(0),
obj ect LockedCoul dNot Modi fy(7),
t agl dNot Found( 8),
dupl i cat e(bj ect (10),
obj ect Not Modi fi ed(21),
obj ect Modi fi edBut Not Locked(22),
execut i onError (255)
b
execut i opCode | NTEGER
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

END

The following |[elementNames used in these modules are defined elsewhere in this International $tandard as
defined:

compactPprameter (see 7.3.3)
completionCode (see 8.2)
execution{Code (see 8.3)
object (seg 7.3.2)

objectld (4ee 7.3.1)

objectLock (see 7.3.4)

tagld (see|7.1.2.1)

8.11 ReadSingleObjectModules

The ReadSingleObjectModules consist of a commandModule, and the associated responseModule, [that instruct
the interrogatar to-read an objectld, its object, and associated parameters from the RF tag Logical Memory Map.
Command arg j i i one RF tag
shall be programmed per command to ensure that the reading process is robust.

The ASN.1 Abstract Syntax for ReadSingleObjectModules is given in Table 10.
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Table 10 — ReadSingleObjectModules

speci fi

If the

If the

request
havi ng
appropr

ReadSi ngl €
{iso(1l) st
DEFI NI T1 ON
EXPLICIT T
BEG N

ReadSi ngl €
tagld

obj ect
checkD

END

ReadSi ngl e
{iso(1l) st
DEFI NI Tl ON
EXPLICIT T
BEG N

ReadSi ngl €
conpl e

duplicate objects having the requested O D.

Read Si ngl e (bject

The ReadSi ngl eCbj ect Cormand instructs the interrogator to read the Cbject

ed by its Cbject Identifier fromthe tag specified by its Tagld.

NOTE: There is a ReadMul ti pl eObj ect sComand.

checkDuplicate flag is set to FALSE, the interrogator shall return the

first pject found having the requested O D without checking for duplicates

checkDuplicate flag is set to TRUE, the interrogator shall check for

If nore than one object with the

(= I = £ ol [ | " ) £ PR L Olas "
CU U UUVT oS T UUIU, S11art reocourintT urnc TTT ot Fouriua CJp Tl

t he requested O D and indicate the presence of duplicates with

) HE—Y "
trc T T Trruyat Ul

i ate Conpl etion code
Chj ect Command
andard(0) rfid-data-protocol (15961) comrandMdul es(126) readSi-ngl eoj ect
S
AGS :: =
Obj ect Command : : = SEQUENCE {
OCTET STRI NG Sl ZE(0. . 255) ),
-- See Clause 7.1.2.1 for detai)ed specification
d OBJECT | DENTI FI ER, -- Ful | O D¢{vaVue
pl i cate BOCOLEAN
-- If set to TRUE, the int'errogator shall check that there
-- only one occurrence_of/sthe Qojectld
Obj ect Response

andar d(0) rfid-data-pretocol (15961) responsehMdul es(127) readSi ngl eObj ect
IS

AGS =

Chj ect Respense ::= SEQUENCE {

i onCode | NTEGER {

noError(0),
t agl dNot Found( 8) ,
dupl i cat e(oj ect (10)

Lot 1.2\

execut i onCode

obj ect

conpact Par amet er

L
ooara o),

obj ect Not Read( 15),
execut i onError (255)
b
| NTEGER
-- See Clause 8.3 and notes in this syntax for a ful
execut i onCodes
OCTET STRI NG
| NTEGER {
appl i cati onDefi ned(0),

| +
oo ettt T amnNotTT

-- The object was not originally encoded through the data

-- conpaction rules of 15962, and is as sent fromthe
-- source application and m ght require additiona
processing by the receiving application.

list of

7}

(7}
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ut f 8Dat a( 2),
-- Data has been externally transforned froma 16-bit
-- coded character set to a UTF-8 string. The object
-- needs to be processed through an external UTF-8
-- decoder.
de- conpact edDat a( 15)
-- The object was originally encoded through the data
-- conpaction rules of 15962 and de-conpacted on this
-- read operation and restored to its original format.
}(0..15),

| ockSt at us BOOLEAN

-- If TRUE, object is |ocked

}
END

The following |[elementNames used in these modules are defined elsewhere in thisd{nternational $tandard as
defined:

checkDuplicate (see 8.4.4)
compactParameter (see 7.3.3)
completionCode (see 8.2)
execution{Code (see 8.3)
lockStatug (see 7.3.4)

object (seg 7.3.2)

objectld (4ee 7.3.1)

tagld (see|7.1.2.1)

8.12 ReadObjectldsModules

The ReadObjgctldsModules consist of a commandModule, and the associated responseModule, thaf instruct the
interrogator to|read all the objectlds from the RF-tag. This module can be used in advance of a mgre selective
command to read a specific object, or to idenhtify duplicate objectlds so that a housekeeping proceflure can be
invoked. A valid response, if the RF tag Logical Memory Map has no objectlds stored, is to retutn an empty
objectld list. gnly one RF tag shall be programmed per command to ensure that the read process is robust.

The ASN.1 Abgtract Syntax for Read©bjectldsModules is given in Table 11.

Table 11 — ReadObjectldsModules

-- Read |(bj ect< 1 ds

-- The Read(pj ectd-dsComrand instructs the interrogator to read all Cbject Ids from
-- the tag specilfied by its Tagld. bjects can then be read individually by the
-- Readnj ecft Command.

-- If there are duplicate O Ds, the interrogator shall return themas nmultiple
-- occurrences of the ODin the objectldsFound |ist.

-- If atag has no Object IDs, the objectldsFound will be returned enpty; and
-- as such the command will be executed without error.

ReadObj ect | dsComrand

{iso(1l) standard(0) rfid-data-protocol (15961) conmmandModul es(126) readObjectlds(8)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

Tagld::= OCTET STRI NG S| ZE(O. . 255))
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-- See Clause 7.1.2.1 for detailed specification

END

Readoj ect | dsResponse

{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) readChjectlds(8)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N
ReadObj ect | dsResponse ::= SEQUENCE ({
conpl efTonCode TNTEGER {
noError(0),
t agl dNot Found( 8),
executi onError (255)
b
execut | onCode | NTEGER ,
-- See Clause 8.3 and notes in this syntax for afull list o

-- executionCodes
obj ect | dsFound SEQUENCE OF (bjectld

}

Qbj ectld :|:= OBJECT | DENTI FI ER-- Full QO D val ue

END

The followifg elementNames used in these modules~afe defined elsewhere in this Internationgl Standard as
defined:

completionCode (see 8.2)
executipnCode (see 8.3)
objectlgsFound (see 8.4.12)
objectld (see 7.3.1)

tagld (see 7.1.2.1)

8.13 ReadAllObjectsModules

The ReadAllObjectsModules consist of a commandmodule, and the associated responseModule, that instruct the
interrogator|to read thésentire Logical Memory Map of the RF tag and respond with this in a complately structured
way that identifies each instance of the following: objectld, object, compactParameter, lockStatus. Only one RF
tag shall be [programmed per command to ensure that the reading process is robust.

The ASN.1 Absiract Qyn’ray for PnndAllﬂhjnPthAndlllne is given in Table 12

Table 12 — ReadAllObjectsModules

-- Read Al njects

-- The ReadAl | Obj ect sCommand instructs the interrogator to read all objects, their
-- (bjectlds and associ ated paranmeters fromthe tag specified by its Tagld. The

-- interrogator shall return all objects and their paranmeters of the tag specified
-- by its Tagld. |If there are duplicate O Ds, the interrogator shall return them
-- as nultiple occurrences of the O D, objects, and associated paraneters in the
-- bjects list.

ReadAl | Obj ect sCommand
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{iso(1) standard(0) rfid-data-protocol (15961) commandMbdul es(126) readAll Cbjects(9)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

Tagl d: : = OCTET STRI NG SI ZE( 0. . 255))
-- See Clause 7.1.2.1 for detailed specification

END

ReadAl | Obj ect sResponse

{iso(1) stangard(Q) rii1d-data-protocol (15961) responsenbdul es(1Z7) readAlT o] ects(9)
DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N

ReadAl | Obj ecft sResponse ::= SEQUENCE {
conpl eti pnCode | NTEGER {
noError (0),
t agl dNot Found( 8) ,
obj ect sNot Read( 16) ,
execut i onError (255)
b
executi opCode | NTEGER,
-- See Clause 8.3 and notes in this syntax for a full list of
-- executi onCodes
obj ects SEQUENCE OF SEQUENCE {
obj eqtld OBJECT | DENTI FI ER,
obj eqgt OCTET STRI NG,
conpgct Par anet er | NTEGER {
appl i cati onDef.i-ned(0),
-- The object was not originally encoded through the
-- data conpaction rules of 15962, and is as sent
-- from.the source application and mght require
-- additional processing by the receiving
--application.
ut'f.8Dat a( 2),
-~ Data has been externally transforned froma 16-bit
-- coded character set to a UTF-8 string. The object
-- needs to be processed through an external UTF-8
-- decoder.
de- conpact edDat a( 15)
-- The object was originally encoded through the data
-- conpaction rules of 15962 and de-conpacted on this
-- read operation and restored to its original

——tormat.
}(0..15),
| ockSt at us BOOLEAN

-- If TRUE, object is |ocked
}

END

The following elementNames used in these modules are defined elsewhere in this International Standard as
defined:

compactParameter (see 7.3.3)
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completionCode (see 8.2)
executionCode (see 8.3)
lockStatus (see 7.3.4)
object (see 7.3.2)
objectld (see 7.3.1)
objects (see 8.4.11)

tagld (see 7.1.2.1)

8.14 ReadLogicalMemoryMapModules

The ReadLogicalMemoryMapModules consist of a commandModule, and the associated responseModule, that
instruct the interrogator to read the entire Logical Memory Map of the RF tag and respond with this in a completely
unstructured way (i.e. by returning the encoded byte values). No processing takes place through thg Data Protocol
Processor @as part of this read command, so that individual objectlds, objects, compactParameter and
lockStatus [cannot be directly identified. Also, if a directory structure has been defined by the)accesisMethod, this
shall be included in the response, but shall not be distinguished from other bytes in the Logical Memory Map. The
main functign of this command is for diagnostic purposes, but it could also be usedyfor other functions where
reading the complete content of the Logical Memory Map is required. Only one RF tagishould be programmed per
command tq ensure that the reading process is robust.

The ASN.1 Abstract Syntax for ReadLogicalMemoryMapModules is given in Table 13.

Table 13 — ReadLogicalMemoryMapModules

-- Read Logical Menory Mp

-- The ReddLogi cal MenoryMapCommand i nstructs the interrogator to return the whol e
-- content|s of Logical Menory Map of the tag specified by its Tagld. It differs
-- fromthe ReadAl | ObjectsConmand in that this transfers the raw byte string to the
-- applicdtion, wthout processing through the(Data Protocol Processor. This could
-- be used for diagnostic purposes.

ReadLogi cgl Menor yMapConmand
{iso(1l) stfandard(0) rfid-data-protocolF(15961) conmandModul es(126) readLogi cal MenoryMap(10)}
DEFI NI TI ONS

EXPLICIT TAGS :: =
BEG N

Tagld: | = OCTET-STRI NG SI ZE( 0. . 255))
-=\See Clause 7.1.2.1 for detailed specification

END

ReadlLogi cativeror yivepResponse
{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) readLogi cal MenoryMap(10)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N
ReadLogi cal MenoryMapResponse ::= SEQUENCE {
conpl eti onCode | NTEGER {
noError (0),
t agl dNot Found( 8),
readl nconpl et e(19),
executi onError (255)
I
execut i onCode | NTEGER,
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| ogi cal Menor yMap

}
END

-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

OCTET STRI NG

The following
defined:

elementNames used in these modules are defined elsewhere in this International Standard as

completionCode (see 8.2)

executionllri]ode (see 8.3)

logicalMe
tagld (see

8.15 Inventa

The Inventory
instruct the in

specific data fE

and identifyM

The command
by the selectio
data from ea
compactPara

The ASN.1 Ab

oryMap (see 8.4.8)
7.1.2.1)

ryAndReadObjectsModules

AndReadObjectsModules consist of a commandModule, and the associated responselModule, that
rrogator to identify a particular set of RF tags present in its opefating field, and further to return
m each individual RF tag. The inventory function is constrained by using the applicationFamilyld
thod, exactly as described in 8.7.

argument objectldList consists of a common list of objectlds to be read from each RH tag defined
h criteria. If the objectldList is null, then the interrogator shall retrieve all objectlds and associated
ch RF tag. The response for each tagld willnconsist of a sequence of: objectld, object,
meter, lockStatus.

stract Syntax for InventoryAndReadObjectsModules is given in Table 14.

Table 14 — InventoryAndReadObjectsModules

| nven
The | nven
to identi
speci fied
identifie

If the ob
all inven

If there
occurrenc

tory and Read (bjects

t or yAndRead(Cbj ect sConmand(i nstructs the interrogator to inventory (i.e.
fy) all tags present ilits operating area and to read the objects

by the ODlist for (each inventoried tag. Each tag is uniquely

d by its Tagld.
ect I dLi st i s/NUEL, retrieve all
toried tags:

then the interrogator shall obj ects of

ar e duplicate O Ds,
es of<tthe O D, objects,

the interrogator shall return themas nultiple
and associ ated paraneters in the Cbjects |ist.

I nvent or yAn
{iso(1) stan
DEFI NI TI ONS

adp] ect sConmand

dard(0) rfid-data-protocol (15961) comandMbdul es(126) i nventoryAndReadObj ects(11)}

EXPLICIT TAGS :: =

BEG N

I nvent or yAnd

applicationFam lyld
i denti f yMet hod

ReadObj ect sCommand : : = SEQUENCE {
ApplicationFam | yld,
| NTEGER {
i nvent or yAl | Tags(0),
i nvent or yAt Least (1),
i nvent or yNoMor eThan( 2) ,
i nvent oryExactly (3)
1(0..15),
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nunber O Tags I NTEGER (0. .65535),
obj ect I dLi st SEQUENCE OF (nhjectld
}

-- The ApplicationFam |lyld separates fundanentally different types of application
-- data (see 7.1.2.2 and Annex B), and possibly particul ar objectlds.

-- Specifying a hex value xx (where x is a non-zero value) selects only the RF tags
-- that have the required data content.

-- Specifying a hex value 00 selects all the RF tags; this may be an appropriate
-- action to undertake a full inventory.

-- Specifying a hex value 0x, or x0, (where x is a non-zero value) nm ght not be
-- logically sound because the RF tags are fromdifferent applications and the x
-- value Has drfrerent nmeani ng.

-- If thelidentifyMethod is set to inventoryAllTags, the interrogator shall perform
-- a conpllete inventory of all tags present in its field of operation. The,vallue of
-- nunberdf Tags is irrelevant and should be set to zero by the applicati on:

-- If thelidentifyMethod is set to inventoryAtlLeast, the interrogator“shall perform
-- an invgntory of the tags present inits field of operation and,shall return a
-- responsle only once it has identified a nunber of tags equal teXpunber O Tags.

-- If the jnunberOfFTags is set to 1, the Interrogator will wait(until the first tag
-- has bedgn detected. This is a mechanismto wait for a tag“t® enter the

-- interrdgator field.

-- If the |nunberOfTags is set to nore than 1, the Interpogator will wait until the
-- specifiled nunber of tags has been detected. This may~lead to an indefinite wait
-- for theg response fromthe interrogator. It is the responsibility of the

-- applicqtion to accommpdate this potentiality.

-- If thelidentifyMethod is set to inventoryNeMreThan, the interrogator shall

-- initiatle an inventory of the tags present %n its field of operation and shall
-- return |a response with a nunber of tags-l'ower or equal to nunber Of Tags.

-- The intlerrogator may interrupt the inwentory process when the number Of Tags has

-- been rdached or may continue the inventory process till all tags have been read
-- Note: This nay be constrained by the air interface and anticollision
-- me¢hani sm
ApplicatignFam lyld ::= SEQUENCE {
applichtionFam |y FNTEGER( 0. . 15),
appl i chti onSubFamiy y=* | NTEGER(O. . 15)
}
-- The| code vahiies are defined in the Confi gureAfi Conmand.
ojectld :|=,OBJECT | DENTI FIER-- Full O D val ue
END

I nvent or yAndReadObj ect sResponse

{iso(1) st andar d( 0) rfid-data-protocol (15961) responseMdul es(127)
i nvent or yAndReadObj ect s(11) }

DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

I nvent or yAndReadObj ect sResponse :: = SEQUENCE {
conpl eti onCode | NTEGER {
noError (0),
obj ect sNot Read( 16) ,
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execut i onCode

nunmber O TagsFound
t agl dAndQbj ect s

fail edToReadM ni numNunber O Tags(23),
-- for exanple, this could be due to a tine-out
fai |l edToReadExact Nunber O Tags(24),
-- for exanple, this could be due to a tine-out
execut i onError (255)
b
| NTEGER ,
-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes
I NTEGER (1..65535),
SEQUENCE {

tagld OCTET STRI NG Sl ZE(O0. . 255)),
—- See UJause 7.1.Z. I for detailed specification
obj egts SEQUENCE OF SEQUENCE {
dgbj ectld OBJECT | DENTI FI ER,
dgbj ect OCTET STRI NG,

C

onpact Parameter | NTEGER {

appl i cati oDefi ned(0),

-- The object was not originally encoded t'hrough the
-- data conpaction rules of 15962, and (s as sent

-- fromthe source application and nixght require

- additional processing by the recéiying application.
ut f 8Dat a( 2),

-- Data has been externally transformed froma 16-bit
-- coded character set to asUTF-8 string. The object
-- needs to be processed threugh an external UTF-8

-- decoder.

de- conpact edDat a( 15)

-- The object was original |y encoded through the data
-- conpaction rulescof 15962 and de-conpacted on this
-- read operationvand restored to its original

-- format.
}(0..15),
IlockSt at us BOOLEAN
-- If TRUE, object is |ocked
}
}
}
END
The following [elementNames used in these modules are defined elsewhere in this International $tandard as
defined:
applicationFamily (see 7.1.2.2)
applicatiorln\FaminId (see 7.1.2.2)
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applicationSubFamily (see 7.T.2.2)
compactParameter (see 7.3.3)
completionCode (see 8.2)
executionCode (see 8.3)
identifyMethod (see 8.4.5)

lockStatus (see 7.3.4)

numberOfTags (see 8.4.9)
numberOfTagsFound (see 8.4.10)
object (see 7.3.2)
objectld (see 7.3.1)
objectldList (see 8.4.10)

tagld (see

7.1.2.1)

tagldAndObijects (see 8.4.14)
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8.16 EraseMemoryModules

The EraseMemoryModules consist of a commandModule, and the associated responseModule, that instruct the
interrogator to re-set to zero the entire Logical Memory Map of the specified RF tag. This includes the directory, if
this is defined as the accessMethod. If none of the blocks is locked, this should result in a deletion of all
objectlds, objects and associated precursors. If any block is locked, then the completionCode: blocksLocked
will be returned. The objects that remain on the RF tag can be identified by the subsequent use of the
ReadObjectldsModule (see 8.12). Only one RF tag shall be programmed per command to ensure that the erasure
process is robust.

The ASN.1 Abstract Syntax for EraseMemoryModules is given in Table 15.

Table 15 — EraseMemoryModules

-- Erase Menory

-- The ErgseMenoryConmmand instructs the interrogator to reset to zero the~whal e
-- Logical| Menory Map of the tag specified by its Tagld. This results inthe

-- deletign of all Cbjectlds, Objects and associ ated paranmeters. The g@bjects that
-- are |lodked cannot be deleted. If sonme objects cannot be del eted because they are
-- locked,| the interrogator shall return the appropriate conpl eti©onCode. Renai ning
-- bjects can then be identified by the ReadObj ect| dsCommand.

Er aseMenorfy Cormand
{iso(1l) stlandard(0) rfid-data-protocol (15961) conmandMidul es(126) eraseMenory(12)}
DEFI NI TI ONS
EXPLICI T TAGS :: =
BEG N

Tagld: | = OCTET STRI NG( SI ZE( 0. . 255))

-- See Clause 7.1.2.1 forydetail ed specification

END
Er aseMenorlyResponse
{iso(1l) stlandard(0) rfid-data-protocol (15961) responseMdul es(127) eraseMenory(12)}
DEFI NI TI ONS
EXPLICI T TAGS :: =
BEG N
Er aseMenorlyResponsé/~'= SEQUENCE {

conpl e i onCode | NTEGER {

noError (0),
t agl dNot Found( 8) ,
bl ocksl ocked(17)

execut i onCode

END

erasel nconpl et e(18),
-- process inconplete for some undefined reason, but it
-- is possible to re-invoke the conmand to conplete
executi onError (255)
H
| NTEGE
-- See Clause 8.3 and notes in this syntax for a full
-- executi onCodes

list of
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The following elementNames used in these modules are defined elsewhere in this International Standard as

defined:

completionCode (see 8.2)
executionCode (see 8.3)

tagld (see

7.1.2.1)

8.17 GetApplication-basedSysteminformationModules

The GetAppli

cation-basedSystemInformationModules consist of a commandModule, and the

associated

responseModule, that instruct the interrogator to read the system information and return those arguments that are

relevant to the

application, namely the applicationFamilyld and storageFormat

The ASN.1 Ab

stract Syntax for GetApplication-basedSystemInformationModules is given in Table-16

Table 16 — GetApplication-basedSysteminformationModules

Get A

-- The Get Ap
i nformati
r el evant

Get App- based
{iso(1) stan
DEFI NI TI ONS
EXPLICI T TAG
BEG N

Tagld:: =

END

Get App- based
{iso(1) stan
DEFI NI TI ONS
EXPLICI T TAG
BEG N

Get App- based
conpl eti

\ppl i cati on- based System i nformation

p- basedSyst em nfoCommand instructs the interrogator to read the System
on fromthe tag specified by its Tagld, and abstract thelparaneters

to the application data: the applicationFanmlyld and/the storageFor mat.

Syst em nf oConmand
dar d(0) rfid-data-protocol (15961) conmandModul‘es(126) get App- basedSystem
S =
OCTET STRI NG Sl ZE( 0. . 255))
-- See Clause 7.1.2.1 fordetailed specification
Syst eml nf oResponse

bnCode | NTEGER {
noError(0),

t agl dNot Found( 8) ,

execut i onCode

applicati
st or ageFor mat
}

Appl i cationF
applicati
applicati
}

systemnfoNotRead(20);
execut i onError (255)
s

| NTEGER,

-- See Clause 8.3 and notes in this syntax for a full
Iist of executionCodes

ApplicationFam | yld,

St or ageFor mat

onFam |yl d

am lyld ::= SEQUENCE {
onFam |y | NTEGER( 0. . 15),
onSubFam |y | NTEGER(O. . 15)

nfo(13)}

dar d(0) rfid-data-protocol (15961) responseMdul es(127) get App-basedSystem nfo(13)}
S =
Syst em pfl@Response ::= SEQUENCE {
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-- The code values are defined in the Confi gureAfi Conmand.

St orageFor mat :: = SEQUENCE {
accessMet hod | NTEGER (0. .3),
dat aFor mat | NTEGER (0. .31)
}

-- The code values are defined in the ConfigureStorageFor mat Cormand.

END

The following elementNames used in these modules are defined elsewhere in this International Standard, as
detailed:

accessMethod (see 7.1.2.4)
applicationFamily (see 7.1.2.2)
applicationFamilyld (see 7.1.2.2)
applicationSubFamily (see 7.1.2.2)
completionCode (see 8.2)
dataFofmat (see 7.1.2.5)
executipnCode (see 8.3)
storageFormat (see 7.1.2.3)

tagld (see 7.1.2.1)

8.18 AddMultipleObjectsModules

The AddMultipleObjectsModules consist of a commandModule, and the associated responseModule, that instruct
the interrogptor to write a set of objects, their objectlds, and associated parameters into the RF tag Logical
Memory Map. The command arguments can be Used to lock individually the objectld, the object and associated
parameters) and to check that the objectld is*not already encoded on the RF tag. Only one RF tag shall be
programmed per command to ensure that the:writing process is robust.

The ASN.1 Abstract Syntax for AddMultipleObjectsModules is given in Table 17.

Table 17 — AddMultipleObjectsModules

-- Add|Mul ti pl.e-Qbjects

-- The AddMul ti pl eChjiect sConmand instructs the interrogator to wite a sequence of
-- objects], their €hjectlds and associ ated paranmeters into the tag | ogical menory
-- map.
-- NO[E:, There is al so an AddSi ngl eObj ect Comrand.

-- If the cneCckpuprircate 1rag I's set 10 ITRUE, the 1nterrogat or shndll verirty, Deror
-- adding the objects, that no object with the sane O D already exists. If such an
-- object exists, the interrogator shall not performthe Add bject function and
-- shall return the appropriate Conpletion Code.

-- If the Lock flag is set to TRUE, the interrogator shall lock the hjectld, the
-- Object, its conpaction schene and associated paraneters into the tag Logi cal
-- Menory Map

AddMul ti pl eObj ect sCommrand

{iso(1l) standard(0) rfid-data-protocol (15961) conmmandMddul es(126) addMilti pl eObj ects(14)}
DEFI NI TI ONS

EXPLICIT TAGS :: =
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BEG N
AddMul ti pl eObj ect sCommand : : = SEQUENCE {
tagl d OCTET STRI NG SI ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
addObj ect sLi st SEQUENCE OF SEQUENCE{
objectld OBJECT | DENTIFIER, -- Full O D val ue
avoi dDupl i cate BOCLEAN,
-- If set to TRUE, check for duplicate objectld
obj ect OCTET STRI NG,
conpact Par anet er | NTEGER {
applrcationDef1ned(d),
-- The object shall not be processed through the data
-- conpaction rules of 15962 and renmi ns unal tered
conpact (1),
-- Conpact object as efficiently as possible Using
-- 15962 conpaction rules
ut f 8Dat a( 2)
-- Data has been externally transfornmed(froma 16-bit
-- coded character set to a UTF-8 striag. The object
-- shall not be processed through the data conpaction
-- rules of 15962 and remai ns unaltered
}(0..15),
obj egt Lock BOOLEAN
-- If TRUE the interrogator shall |ock the Objectld, the
-- (bject, its conmpaction scherre and other features in
-- the Logical Menory Map
}
}
END

AddMul ti pl edbj ect sResponse
{iso(1l) standard(0) rfid-data-protocol (15961) responseMdul es(127) addMultipl eCbjectg(14)}
DEFI NI TI ONS
EXPLICIT TAGS :: =
BEG N

AddMul ti pl edbj ect sResponse~: : = SEQUENCE {
tagWiteResponse ~SEQUENCE OF SEQUENCE{

objegtld OBJECT | DENTIFIER, -- Full O D val ue
conpllet i onCode | NTEGER{

noError(0),

t agl dNot Found( 8) ,

ObJ ect Not AdOed( 97,

dupl i cat eObj ect (10),

obj ect AddedBut Not Locked(11),

executi onError (255)

}

b,
execut i onCode | NTEGER

-- See Clause 8.3 and notes in this syntax for a full list of
-- executionCodes

END
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The following elementNames used in these modules are defined elsewhere in this International Standard as

defined:

addObjectsList (see 8.4.1)
avoidDuplicate (see 8.4.3)
compactParameter (see 7.3.3)
completionCode (see 8.2)
executionCode (see 8.3)
object (see 7.3.2)

objectld (see 7.3.1)
objectLock (see 7.3.4)

tagld (see 7.1.2.1)

tagWritERESpONSE (Se€ 8.4.10)

8.19 ReadMultipleObjectsModules

The ReadM{iltipleObjectsModules consist of a commandModule, and the associated responseModu
the interrogptor to read a set of objectlds, their objects, and associated parametérs from the |

e, that instruct
RF tag Logical

Memory Map. Command arguments can be used to check that the objectld is npt duplicated on the RF tag. Only

one RF tag ghall be programmed per command to ensure that the reading process-is robust.

The ASN.1 Abstract Syntax for ReadMultipleObjectsModules is given in Table/18.

Table 18 — ReadMultipleObjectsModules

-- Read Multiple Objects

-- The RegdMuil tipl eCbj ect sConmand instructs the interrogator to read the ojects
-- specifiled by their Object ldentifiers fromtheag specified by its Tagld.
-- NOJE: There is a ReadSi ngl eCbj ect Conmand.

-- If the |checkDuplicate flag is set to FALSE, the interrogator shall return the
-- first Qdbject found having the requestied O D wit hout checking for duplicates.

-- If the |checkDuplicate flag is set to TRUE, the interrogator shall check for

-- duplicdate objects having the réquested O D. If nore than one object with the
-- requestled ODis found, the(interrogator shall return the first found Object
-- having |the requested O D.,and indicate the presence of duplicates with

-- appropr|i ate Conpl eti on_gede.

ReadMul ti gl eChj ect sConmand

{iso(1l) stlandard(@).rfid-data-protocol (15961) conmandModul es(126) readMulti pl ehje
DEFI NI TI ONS

EXPLICI T TAGS(: 3=

ts(15)}

BEGA N
ReadMul ti pl e(bj ect sConmand : : = SEQUENCE {
tagld OCTET STRI NG Sl ZE(O0. . 255)),
-- See Clause 7.1.2.1 for detailed specification
readoj ect Li st SEQUENCE OF SEQUENCE{
objectld OBJECT | DENTI FIER, -- Full O D val ue
checkDupl i cate BOCOLEAN
-- If set to TRUE, the interrogator shall check that
-- there is only one occurrence of the Cbjectld
}
}
END
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ReadMul ti pl e(oj ect sResponse

{iso(1) standard(0) rfid-data-protocol (15961) responseMdul es(127) readMil ti pl eCojects(15)}
DEFI NI TI ONS

EXPLICIT TAGS :: =

BEG N

ReadMul ti pl eObj ect sResponse ::= SEQUENCE {
t agReadResponse SEQUENCE OF SEQUENCE{
objectld OBJECT | DENTI FI ER,
obj ect OCTET STRI NG,
conpact Par anet er | NTEGER {
appl i cati onDefi ned(0),
-- Ihe obj ect was not originally encoded through the
-- data conpaction rules of 15962, and is as sent
-- fromthe source application and mght require
-- additional processing by the receiving
-- application.
ut f 8Dat a( 2),
-- Data has been externally transfornmed froma 16-bit
-- coded character set to a UTF-8 string.) The object
-- needs to be processed through an external UTF-8
-- decoder.
de- conpact edDat a( 15)
-- The object was originally encoded through the data
-- conpaction rules of 15962 and de-conpacted on this
-- read operation and restOred to its original
-- format.
}(0..15),
| ock$t at us BOCLEAN,
-- If TRUE, object is/ocked
conpllet i onCode | NTEGER {
noError (0),
t agl dNot Foeund( 8),
dupl i cat eObj ect (10),
obj.ectT dNot Found( 13),
obj.ect Not Read( 15),
execut i onError (255)

}

b,
execut i opCode | NTEGER

-+.See Clause 8.3 and notes in this syntax for a full list of
== execut i onCodes

END

The following elementNames used in these modules are defined elsewhere in this International Standard as
defined:

checkDuplicate (see 8.4.4)
compactParameter (see 7.3.3)
completionCode (see 8.2)
executionCode (see 8.3)
lockStatus (see 7.3.4)

object (see 7.3.2)

objectld (see 7.3.1)
readObjectList (see 8.4.12)
tagld (see 7.1.2.1)
tagReadResponse (see 8.4.15)
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8.20 ReadFirstObjectModules

The ReadFirstObjectModules consist of a commandModule, and the associated responseModule, that instruct the
interrogator to read an object in the first position on the RF tag returning its objectld, its object, and associated
parameters from the RF tag Logical Memory Map. Only one RF tag shall be programmed per command to ensure
that the reading process is robust.

An efficient process could be achieved by being able to transfer only the relevant blocks of data across the air
interface. This requires the application to provide the following:

e Some degree of certainty that the expected object is encoded in the particular position, which can be
achieved by rules in the application standard.

e The known, or maximum, compacted length of the expected object. This is used to establ{sh the number
of gctets to be transferred and result in the expected object being returned. The value of fhe compacted
length can be determined by the procedure described below.

e The value of the expected objectld to enable the Data Protocol Processor to convert this to encoded
octets and add this and other encoded parameters to the compacted length.

The relevant compaction schemes and the characters that can be compacted.are defined in Table 19.

Table 19 — Compaction Schemes and.characters

Cpmpaction Number of Characters Supported
Scheme Characters
Numeric (4-bit) 10 0.9
5-bit 31 A.Z

[V] AL
6-bit 64 As Numeric + 5-bit and the following:

SPACE! “#8$ % & " ()*+,-./:;<=>?2@
7-bit 128 All ISO/IEC 646 characters including the control charactefs
8-bit 256 All ISO/IEC 8859-1 characters including the control characters

EXAMHRLES

As an gxample of its Use, consider an application standard requiring that the unique item identifjer for ISO/IEC
15459 fransport uqits'is placed in the first position. The maximum length of this identifier is 3§ alphanumeric
characters. Assuime that the particular data capture point handles transport units from varioys sources and
has no|prior-knowledge of the length of particular codes, so the worst case has to be catered| for. Table 19
providep & list'of the characters capable of being encoded by the compaction schemes of ISO/IEC 15962. The
alphanumeric_characters specified by ISO/IEC 15459 can all be compacted by the 6-bit sclheme. So the
maximum length of the encoded object is (35 X 6/8 = 26.25) 27 octets, because the value has to be rounded
up to be properly encoded. The Data Protocol Processor adds to this the encoded length of the objectld and
associated parameters to determine the number of blocks to be transferred.

If the object is of known length and structure, say a 20 digit code value, Table 19 shows that this can be
compacted using the numeric compaction scheme at 4 bits per digit. So the total compacted length of the
object is 10 octets. Although integer compaction may be invoked to produce a shorter encoded object,
calculating the length based on the simpler numeric compaction covers all cases for numeric unique item
identifiers.

The basic objective is to minimise the transfer across the air interface with a high degree of certainty that the
object is returned. It is possible to refine the process to determine number of octets. The length of the
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expected object can be calculated more precisely by simulating the compaction process using samples of
actual returned objects.

The ASN.1 Abstract Syntax for ReadSingleObjectModules is given in Table 20.

Table 20 — ReadFirstObjectModules

-- Read First (bject

-- The ReadFirstConmand instructs the interrogator to read the object specified
-- by its position stored in the tag.

-- This co nd m ght have features across the air interface that could be faster
-- than readj ng a single naned object. The application may therefore select to have
-- the nost joften accessed object stored first in the tag.

ReadFi r st Obj fect comand

{iso(1l) standard(0) rfid-data-protocol (15961) comrandMbdul es(126) readFirst)Cbj ect (16
DEFI NI TI ONS
EXPLICIT TAGS :: =

—

BEG N
ReadFi r st Obj ject Command :: = SEQUENCE {
Tagl d OCTET STRI NG SI ZE( 0. . 255)),
-- See Clause 7.1.2.1 for detail ed specification
objectld OBJECT I DENTIFIER, -- This is the expecred objectld.

-- Its value is used by the processes\of |SQ|EC 15962 to

-- determine the nunber of blocks.fat need to be transferred. It
-- is not used as part of the seanch process itself

maxAppLepgth | NTEGER( 1. . 65535)

-- This value is specified by the application to represent the

-- maxi mum conpacted | ength of the expected object

END

ReadFi r st Obj lect Response
{iso(1) stanfdard(0) rfid-data-‘protocol (15961) responseMdul es(127) readFirstObject(16)}
DEFI NI TI ONS
EXPLICIT TAGS :: =

BEG N
ReadFi r st Obj fect Response ::= SEQUENCE {
bj ect 1 d OBJECT I DENTIFIER, -- This is the actual Objectld as found in
-- the first position
obj ect OCTET STRI NG

conpact Paraneter | NTEGER {
appl i cati onDefined(0),
-- The object was not originally encoded through the data
-- conpaction rules of 15962, and is as sent fromthe
-- source application and night require additional
-- processing by the receiving application.
ut f 8Dat a( 2),
-- Data has been externally transformed froma 16-bit
-- coded character set to a UTF-8 string. The object
-- needs to be processed through an external UTF-8
-- decoder.
de- conpact edDat a( 15)
-- The object was originally encoded through the data
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-- conpaction rules of 15962 and de-conpacted on this

-- read operation and restored to its original format.
}(0..15),
| ockSt at us BOCLEAN,
-- If TRUE, object is |ocked
conpl eti onCode | NTEGER {

noError (0),

t agl dNot Found( 8),

obj ect | dNot Found( 13),
obj ect Not Read( 15),
execut i onError (255)

b
execut [onCode TNTEGER
-- See Clause 8.3 and notes in this syntax for a full list\0
-- executi onCodes
}

END

The following elementNames used in these modules are defined elsewheretih this Internationzg
defined:

tParameter (see 7.3.3)
ionCode (see 8.2)
executipnCode (see 8.3)
lockStatus (see 7.3.4)
maxAppLength (see 8.4.9)
object (see 7.3.2)

objectld (see 7.3.1)

tagld (see 7.1.2.1)

compac
comple

8.21 Development commands

Development commands may be createdusing the syntax defined in this International Standard an|

modular format, with a separate module used for the command and for the response. Annex | pr
advice for development commands notto be in conflict with this International Standard and ISO/IEC

9 Compliance, or classes of compliance, to this standard

| Standard as

d following the
bvides detailed
15962.

9.1 Appl

An applicat

cation compliance

on’ ijs—only expected to support the commands that are meaningful to the applicatign. For every

command s

becified for an application, all the constituent components shall be supported.

9.2 Compliance of the Data Protocol Processor

For a Data

Protocol Processor to claim compliance with this International Standard, it shall support all of the

commands and their constituent parts.
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9.3 Compliance of the RF tag and RF interrogator

It is unlikely that every class of tag compliant with the 18000 series of air interface standards will have the
functionality to support all of the command and response modules. Partial compliance by a particular class of RF
tag shall be defined by reference to the command and response modules that are supported. For whatever reason,
if a device does not support particular command and response modules, then compliance to this International
Standard can be claimed by responding with the executionCode = commandNotSupported (4) for these
unsupported modules. If the claim is made to support a command, then every constituent feature of that command
shall be supported.
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Annex A
(normative)

First, Second and Third Arcs of Object Identifier Tree

The top arcs of the object identifier tree are specified in ISO/IEC 9834-1. The current list of arcs is defined in Table
A.1. These ensure a uniqueness of all object identifiers through the administration by the Registration Authority or
other mechanism defined in the column "Value of n".

Table A.1 — Object Identifiers: Top Arcs
Registration Hierarchy Name Tree Object Value of n Reference in
Identifier ISOJIEC 9834-1
ITU-T Rec X660
itu-t (0) recommendation (0) n {00 n} 1 to 26 assigned to lettefs a to z. Amd 2 B.4
Arcs below these havédumbers of
ITU-T and CCITT Recommendation
itu-t (0) guestion (1) n {01n} ITU-T Study Group, qualified by Amd 2 B.5
study period
itu-t (0) agministration (2) n {02 n} X-121 DCC Amd 2 B.6
itu-t (0) nptwork-operator (3) n {03 n} X-121 DNIC for a distinct code for Amd 2 B.7
packet switching applications
itu-t (0) igentified organisation (4) n {04 n} Assigned by ITU Amd 2 B.8
Telecommunications
Standardisation Bureau Procedures
specified in ITU-T X.669
iso (1) standard (0) n {10n} ISO standard number Amd2 A4
iso (1) registration-authority (1) n {11n}
(withdrawn 1998 Amd 2)
iso (1) member-body (2) n {12n} 3 digit country code of ISO 3166 Amd 2 A5
iso (1) identified-organisation (3) n {13n} ICD allocated by Registration Amd 2 A.6
Authority (ISO 6523)
joint-iso-ifu-t (2) n {2 n} In accordance with ITU-T Rec Amd 2 C.3
X662.1 (ISO/IEC 9834.3)
joint-iso-ifu<t(2) country (16) country- {2 16 n} (1992) Anx A.5
name (n)
joint-iso-itu-t (2) registration-procedure {217 n} (1992) Anx A4
(17) specific-procedure (n)
joint-iso-itu-t (2) international RA (23)n | {223 n} | ToITU-T X.666

Examples of object identifiers:

0 0 24 660:

10857

itu-t (0) recommendation (0) x (24) rec.x 660 (660)

121: iso (1) standard (0) FTAM (8571) abstract-syntax (2) pci (1)
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12 250 1 6325 316: 1SO (1) member-body (2) France (250) type-org (1) abc (6325) marketing agreement
(316)

NOTE: This is not a real example but an illustration from ISO/IEC 9834-1.

2 16 840 46 3125: joint-iso-itu-t (2) country (16) country-name (840) state-or-province (46) organisation abc
(3125)

NOTE: This is not a real example but an illustration from ISO/IEC 9834-1

217 2 3: joint-iso-itu-t (2) registration-procedures (17) document-types (2) binary (3)

NIOTE: This is not a real example but an illustration from ISO/IEC 9834-1
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