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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission)
ISO or IEC
established b

form the specialized system for worldwide standardization. National bodies that are members of
participate in the development of International Standards through technical committees
y the respective organization to deal with particular fields of technical activity. ISO and IEC

technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-govérnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information

technology, 150 and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Btandards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.

The main tagk of the joint technical committee is to prepare International Standardsy'‘Praft Interngtional
Standards adopted by the joint technical committee are circulated to national bodies for_voting. Publicatjon as

an Internation

al Standard requires approval by at least 75 % of the national bodies easting a vote.

Attention is drawn to the possibility that some of the elements of this document'may be the subject of patent

rights. ISO ar

d IEC shall not be held responsible for identifying any or all such-patent rights.

ISO/IEC 15961-1 was prepared by Joint Technical Committee ISONEC JTC 1, Information technplogy,

Subcommittep SC 31, Automatic identification and data capture tectiniques.

This first edition of ISO/IEC 15961-1, together with ISO/IEC 15961-2, ISO/IEC 15961-3 and ISO/IEC 15961-4,

cancels and rfeplaces ISO/IEC 15961:2004, which has beenctechnically revised.

ISO/IEC 15961 consists of the following parts, under.the general title Information technology — Radio

frequency ide

— Part 1: Application interface

— Part 2: Registration of RFID data constructs

— Part3: R
The following

— Part4: A

ntification (RFID) for item management:Data protocol:

FID data constructs
part is under preparation:

pplication intetface commands for battery assist and sensor functionality

viii
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Introduction

The technology of radio frequency identification (RFID) is based on non-contact electronic communication

across an air interface. The structure of the bits stored on the memory of the RFID tag is
accessible between the RFID tag and the interrogator only by the use of an air interface protocol

invisible and
, as specified

in the appropriate part of ISO/IEC 18000. The result of the transfer of data between an application and an

interrogator in open systems requires data to be encoded in a consistent manner on any RFID t
of thgt open system. This is not only to allow equipment to be interoperable, but in the special
iers, for the data to be encoded on the RFID tag in one systems implementation and to be™
a completely different and unknown systems implementation. The data bits stored‘en e
must pe formatted in such a way as to be reliably read at the point of use if the RFID\tag is to
objective. This reliability is achieved through the specification of a data protocol in_this part of IS
and the data encoding rules of ISO/IEC 15962. Additionally, ISO/IEC 24791-1 (specifies a sof
infrasfructure architecture that enables RFID system operations between businéss applicatio
interrpgators. Specific parts of the infrastructure standards address data management

(ISO/|IEC 24791-2) and device interface requirements (ISO/IEC 24791-5). These sup
implementations that incorporate the encoding rules of ISO/IEC 15962 and the functional
commands and responses in this part of ISO/IEC 15961.

Manu
stand
and |
ISO/I

facturers of RFID equipment (interrogators, RFID tags,etc.) and users of RFID techn
brds-based data protocols for RFID for item management. This part of ISO/IEC 15961, IS
S5O/IEC 24791 specify these protocols, which are Jayered above the air interface standar
FC 18000.

The f
subje
overa
RFID

ransfer of data to and from an application;, supported by appropriate application comn
ct of this part of ISO/IEC 15961. The companion International Standard, ISO/IEC 15962,
| process and the methodologies developed to format the application data into a structure t
tag.

ag that is part

case of data
ead at a later
hch RFID tag
fulfil its basic
O/IEC 15961
ware system
nhs and RFID
requirements
port defined
rules of the

plogy require
D/IEC 15962,
ds defined in

hands, is the
specifies the
b store on the
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Information technology — Radio frequency identification (RFID)
for item management: Data protocol —

Part 1:
Application interface

1 Scope
This part of ISO/IEC 15961 focuses on the abstract interface between an application and the dgta processor,
and ipcludes the specification and definition of application commands and responses. It allgws data and
commands to be specified in a standardised way, independent of the particular air interface of ISQ/IEC 18000.

This part of ISO/IEC 15961

- provides guidelines on how data shall be presented as‘objects;
— defines the structure of Object Identifiers, based on’1SO/IEC 9834-1;

—+ specifies the commands that are supportedor transferring data between an application|and the radio
frequency identification (RFID) tag;

—+ specifies the responses that are Supported for transferring data between the RFID| tag and the
application;

—+ does not specify any required transfer syntax with ISO/IEC 15962, but provides the rjon-normative
information in Annex A to.provide backward compatibility with ISO/IEC 15961:2004.

It is expected that this partiof ISO/IEC 15961 will be used as a reference to develop software appropriate for
particular applications, or<fer particular RFID equipment.

ormativereferences

The following referenced documents are indispensable for the application of this document. For dated
refergnces, only the edition cited applies. For undated references, the latest edition of the referenced
docu i i i

ISO/IEC 9834-1, Information technology — Open Systems Interconnection — Procedures for the operation of
OS! Registration Authorities: General procedures and top arcs of the International Object Identifier tree
(equivalent to ITU-T Recommendation X.660)

ISO/IEC 15961-3, Information technology — Radio frequency identification (RFID) for item management: Data
protocol — Part 3: RFID data constructs

ISO/IEC 15962:2013, Information technology — Radio frequency identification (RFID) for item
management — Data protocol: data encoding rules and logical memory functions

ISO/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 1: General terms relating to AIDC
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ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

3 Terms,

31

definitions and conventions

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762-1, ISO/IEC 19762-3 and
the following apply.

3141

application

software component that issues commands and receives responses to the commands within a system

3.1.2

Data Processor

implementatipn of the processes defined in ISO/IEC 15962, including the Data Compactor, Formatter, Lpgical
Memory, and|Command/Response Unit

NOTE Th|s was called the Data Protocol Processor in ISO/IEC 15691:2004.

313

Relative-OID

particular Object Identifier where a common Root-OID (for the firsf and subsequent arcs) is implied, and
remaining args after the Root-OID are defined by the Relative-OID

3.2 Convgntions

Conventionally in International Standards, long numbers\are separated by a space character as a “thousands
separator”. This convention has not been followed in_this part of ISO/IEC 15961 because the arcs of an Qbject
Identifier are|defined by a space separator (accofding to ISO/IEC 8824 and ISO/IEC 8825). As the correct
representation of these arcs is vital to this_part of ISO/IEC 15961, all numeric values have no space
separators exXcept to denote a node between two arcs of an Object Identifier.

4 Compljance

41 Genergal

The commands and respoenses in this part of ISO/IEC 15961 are only expressed in an abstract syntax, and
transfer encgding is.no)longer required. As such, compliance to this part of ISO/IEC 15961 for a pargicular
system is sp¢gcifically indicated by the resultant proper encoding of RFID tags according to ISO/IEC 15962 by
the system.

The arguments and fields contained in individual commands and responses identify what needs to be taken
into account for correct input to the Data Processor to achieve a valid encoding. Also, they identify what an
application expects to have returned following access to an RFID tag. Because of the way the Data Protocol is
structured, the commands and responses specified in this part of ISO/IEC 15961 are, to a large extent,
independent of particular RFID tag types that are only known to the Data Processor through the Tag Driver.
The effect of this is that ISO/IEC 15962 can specify conformance requirements for valid encoding, which this
part of ISO/IEC 15961 cannot.

The following sub-clauses provide compliance advice as best practice to achieve an integrated data
communication channel between the application and the RFID tag.
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Application compliance

An application is expected to support the commands and responses that are meaningful to the application. For
every command considered relevant for an application, all the constituent components need to be taken into
account in transfers between the application and the Data Processor.

In particular, application standards need to take into consideration the various arguments in the command as
defined in Clause 7 (e.g. Object-Lock, Compact-Parameter). These determine the requirements of what is
encoded on the RFID tag, and the necessary processes that the Data Processor has to invoke to achieve a
valid encoding.

4.3

The [
Procs
varioy
identi
ont

5 F

5.1

RFID
1ISO/I
techn
mem(
item

I1ISO/I
The p

RFID
of prg
are re

Differ
applig

avoid
proto

5.2

The

arg uhrI

'Conformanceof the DataProcessor

ata Processor is, effectively, the implementation of ISO/IEC 15962. Depending on the ‘scop
ssor (ranging from being specific to an industry to being generic to the entire ‘RFID D
s arguments included in the commands can be processed in different manners (e.g.
ied with a full Object-ldentifier or a Relative-OID). This part of ISO/IEC 15961 imposes H
design of the Data Processor, other than a requirement to support all the-functionality sp
ents in the commands that are necessary to achieve proper encoding.

rotocol model

Overview

supports bit encodation in the RFID tag memory) “Unlike other data carrier standards
FC JTC1 SC31 which require encodation scheémes that are specific to the individua
blogy, ISO/IEC 18000 does not specify the interpretation of bits or bytes encoded on

ry. However, as an RFID tag is a relay in_&,communication system, each tag used for ¢
management needs to have data encoded-in a consistent manner. The prime function ¢
FC 15961 is to specify a common interface between the application programs and the RFIL
rime function of ISO/IEC 15962 is to\specify the common encoding rules and logical memo

tags utilise electronic memory, which is typically capable of increasing data capacity as ne
duct are introduced. Differences in data capacity of each RFID tag type, whether similar
cognised by the data protocol defined in these two International Standards.

ent application standards may have their own particular data sets or data dictionaries

ation standard for_item management needs to have its data treated in an unambigu
ng confusion with data from other applications and even with data from closed syster

Layered protocol

ol specified.in‘these International Standards ensures the unambiguous identification of data.

e of the Data
ata Protocol)
data can be
o constraints
ecified by the

prepared by
data carrier
he RFID tag
pen systems
f this part of
interrogator.
y functions.

v generations
or dissimilar,

Each major
ous manner,
ns. The data

bretocol layers of an implementation of RFID for item management are illustrated

schematically

in Fig

ure 1 — Schematic of protocol layers for an implementation of RFID for item management.
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Figure 1 — Schematic of protocol layers for an implementation of RFID for item management
The data protocol specified in ISO/IEC15961-1, ISO/IEC 15961-2, ISO/IEC 15961-3, and ISO/IEC 15962 is
independent [of the different RFID tag-technologies specified in ISO/IEC 18000, which is concerned with
different air interface protocols that:function between the interrogator and the RFID tag. This independence is
achieved by implementing the standards at different levels in the protocol hierarchy. The RFID data prptocol
defined in thig part of ISO/IEC 15961 is primarily concerned with the upper layers as described below:
5.2.1 Application layer—=as defined in the various parts of ISO/IEC 15961
The RFID dafa protocol specifies how data is presented as objects, each uniquely identified with an Qbject
Identifier, wh|ch,are meaningful to the application and can be encoded on the RFID tag. ISO/IEC 15961-3
specifies theldata—constructrules—for-the-AFlL-DSFID Object-ldentifierfor-the Uniqueltem—ldentifief, and

Object Identifier structure for other item-related data. This ensures that each piece of data can be uniquely
identified, both within the scope of a particular application and between applications.

Each application needs to be registered according to the rules of ISO/IEC 15961-2 so that the data constructs
can be declared and used in an unambiguous manner.

The RFID data protocol in this part of ISO/IEC 15961 defines functions and arguments used to construct
application commands and responses. This is so that application programs can specify what data to transfer
to and from the RFID tag and to append, update, selectively lock, delete data, or perform other functions on
the RFID tag.

To illustrate how the functions and arguments are assembled into a structured format, a number of commands
and responses have been constructed using an abstract syntax. This is independent of the host application,
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operating system, and program language and also independent of the specific command structures between
the interrogator and tag driver. The abstract syntax used in this part of ISO/IEC 15961 is similar to that used in
ISO/IEC 24791-5, and is intended to enable closer integration with that standard. The original version of
ISO/IEC 15961:2004 included commands defined using ASN.1 abstract syntax. For backward compatibility
the commands that were originally defined in this manner have been included in an annex in this part of
ISO/IEC 15961.

This RFID data protocol also defines arguments and codes to support responses of data that is read from an
RFID tag, including error messages, which are returned to the application.

The abstract syntax may be used as a basis to prepare commands in different programme languages,

supp rﬁng the fllnnﬁnnnlih}/ and Qrgllmnnfe of the abstract commands

5.2.2| Application interface - as defined in ISO/IEC 15961-1

The 4
this p
from

RFID
so tha

One
functi
respo
ISO/I
syste
requ

than

An al
defini

pplication interface may be implemented in a number of different ways that are.not explic
art of ISO/IEC 15961, nor in ISO/IEC 15962. The basic requirement is to identify data obj
bll others using Object Identifiers, even to enable different data formats 40-be intermixed
tag. The application interface also needs to define command and response arguments un
t they can be intermixed with data on the same wired or wireless network.

major class of implementation, described as a straight-throagh process, is appropria
bns and arguments used to construct commands and the‘arguments and codes used
hses, as specified in this part of ISO/IEC 15961, are directly input to the encoding
FC 15962. Such input can be from computer screens, or forms, or more direct transfe
ms. The advantage of this process is that it avoids the creation of the transfer encoding (s
s more rigorous adherence to the functional requirements of the commands and respon

i
of IS{PIEC 15961 imposes no constraints on the particular application interface process to be 4

e requirement that it be integrated with the encoding rules of ISO/IEC 15962.

ng the commands and responses in_a-structured, consistent and verifiable manner, and to

transfer encoding that defines the byte\'stream transferred between the processes of this

Stand

ard and those of ISO/IEC 15962.

Whichever approach is used, theencoding rules of ISO/IEC 15962 shall be followed, and the en

RFID

5.2.3

The R
this d

This R
mem(

tag has to be complaint with'all the arguments in the commands specified in this part of ISQ

Data Protocol Processing - as defined in ISO/IEC 15962

FID data protocol specifies how data is encoded, compacted and formatted on the RFID
bta is retrieved from the RFID tag to be meaningful to the application.

RFID,data protocol provides for a set of schemes that compact the data to make more effici
ry’space.

tly defined in
ects distinctly
on the same
ambiguously,

e where the
to construct
processes of
rs from host
e below), but
5es. This part
dopted, other

ernative process, consistent with the firstvedition of ISO/IEC 15961, is to use the abstract syntax for

generate the
International

coding on the
/IEC 15961.

tag and how

bnt use of the

This RFID data protocol also supports various storage formats to enable efficient use of memory and efficient
access procedures.

5.24

Data Protocol Interface - as defined in ISO/IEC 15962

Each air interface protocol standard in ISO/IEC 18000 has its own specific rules for defining commands and
responses. Furthermore, one air interface protocol can support different tag architectures with different
memory sizes, and possibly support optional commands. The data protocol provides a mechanism to interface
with these rules through specific tag drivers. These allow the basic application commands and responses of
this part of ISO/IEC 15961 to be applied independently of the air interface protocol and specific tag
architecture.

© ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

The tag driver component of the data protocol provides the mapping rule from the generic processes to the
specific tag requirements. These mapping rules are used to write data and to read data.

Additional tag drivers can be specified as new air interface protocols are introduced in the ISO/IEC 18000

series of standards.

5.3 Flexible implementation configurations

This RFID data protocol specifies the application level communication and the RFID tag interrogator level
rules for data encoding, compaction and storage formats. This protocol may be implemented:

with
ISO

with
devi
com

ISO/IEC 15962 incorporated into the software system infrastructure architecture defin
IEC 24791. This is the recommended approach for any networked application.

this part of ISO/IEC 15961 and ISO/IEC 15962 incorporated into stand-alone "softwg
ces that have as its output conformant encoding and / or conformant decoding with resp
pliant to the responses of this part of ISO/IEC 15961.

5.4 Functional processes — interrogator implementation

There are va
from it. Figur
shows a sch
interrogator.
typical impler

ed in

re or
pnses

rious functional processes that need to take place to write data(to an RFID tag and to read data
e 2 — Logical functions and interfaces of ISO/IEC 15962 with other RFID system compd
bmatic of an example implementation where the processing of the data protocol resides
This illustration is provided to help with the understanding of the processes, and altho
nentation, many others are possibly compliant with this 'data protocol.
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Figure 2 — Logical functions and interfaces of ISO/IEC 15962 with other RFID system components
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5.4.1 Functional processes - application interface

The data flows between the application and the Data Processor are formatted according to this part of
ISO/IEC 15961 and are uncompacted. However, there are numerous established systems where data is
formatted to be compliant, for example, with a bar code related syntax. It is therefore reasonable to insert
interface modules in the data flow to convert from and to existing application formats.

NOTE Careful consideration should be given to the extent that established systems need to be supported relative
to the potential benefits to be gained from adopting the data protocol specified in this part of ISO/IEC 15961 and
ISO/IEC 15962. This is because this protocol has been developed around the features of RFID, such as selective
read/write and the ability to lock data. Older protocols are unlikely to support such features.

5.4.2| Functional processes — interrogator

In thg process illustrated in Figure 2, the interrogator is the module in which all the basicprodessing of the
data protocol takes place and there is an interface to the RFID tag. Different implementations night separate
some| of the functions described below and have an interface between the application and| the physical
interrpgator.

5.4.21 Data Processor

The Data Processor provides all the processing, which is as specified,in ISO/IEC 15962 and i$ required for
handljng application data. It consists of the following components,.alof which are described more fully below:
Comrpand/Response Unit, Logical Memory, Encoder (which Supports a Data Compactor apnd Formatter
functipn) and Decoder (which supports the inverse functions-of the Encoder). The Data Pfocessor can
physically reside anywhere between the application software and the tag driver but shall cpntain all the
comppnents. Some, or all, of the Data Processor functiéons'may be implemented using procesges defined in
ISO/IEC 24791-2 and ISO/IEC 24791-5.

5.4.21.1 Command/Response unit

The Gommand/Response Unit receives the@pplication commands from the application in a format specified in
this plart of ISO/IEC 15961, acting upon~these commands where appropriate and converting tp the specific
RFID[tag lower level command codes:

EXAMPLE

An application command of write Data Object {name} is application related. The data protocol recognises this and
can format the datasonto the Logical Memory in the Data Processor. Information from the particular RFID tag is
required to set the parameters of the Logical Memory Map (e.g. number of bytes, whether a direftory is in use,
etc) on the RFID-Tag. The Tag Driver converts the application command into a tag-specific commaind.

It can|be seenfrtem this example that there is a distinct logical boundary between the Data Procgssor and the
Tag Driver.

5.4.2112"/ Logical Memory

This is an array of contiguous bytes of memory acting as a common software representation of the Logical
Memory Map in the user memory of the RFID tag to which the Object Identifiers and data Objects are mapped
in bytes. The Logical Memory takes into account some parameters of the real RFID tag, for example the block
size, the number of blocks and the storage format. The Logical Memory ignores any detailed tag architecture.

The use of the Logical Memory means that an application can interface with an application-compliant RFID
tag, but that individual RFID tags can have completely different memory capacities and architectures. This
enables an implementation to benefit from new technological developments permitted within the framework of
ISO/IEC 18000, such as larger capacity or faster access RFID tags, without changing the application.

© ISO/IEC 2013 — All rights reserved 7
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5.4.2.1.3 Encoder

The Encoder controls the process of writing data through the functional processes performed by the Data
Compactor Module and Formatter Module.

5.4.21.4 Data Compactor

The Data Compactor provides the standard compaction rules to reduce the number of bytes stored on the
RFID tag and transferred across the air interface. Numeric data, for example, is octet based to some coded
character set for the application, but can be encoded in a compact form on the RFID tag memory.

5.4.21.5 Hormatter

The Formattgr provides the processes to place the Object Identifier and Object (data) into an apprepriate and
efficient format for storing on the Logical Memory.

NOTE The physical mapping of bits to comply with the RFID tag architecture is performed\based on inforfnation
provided by the Tag Driver.

5.4.21.6 Decoder

The Decoder|controls the process of reading and interpreting data through the-functional processes performed
by the Data [Qe-compactor Module and De-formatter Module.

5.4.2.2 Tapg Driver
The Tag Driver provides two main functions:

— It prpvides mapping rules on the structure of the RFID tag to enable the contents of the Lpgical
Memory in the Data Processor to be exchanged with the Logical Memory Map of the RFID tag in use.

— It prpvides facilities that accept the application commands of this data protocol, and converts them to
a format that results in calls to command codes supported by the particular RFID Tag. For exgmple,
an gpplication command write Data Object {name} could result in the RFID tag related command of
write (block #, data).

The descriptipn of the tag driver for particular RFID tags is provided in annexes of ISO/IEC 15962. Fpr the
purpose of IJO/IEC 15962, a tag.driver is unique to a particular air interface type of RFID tag as specified in
the approprigte part of ISOAEC 18000. This is a logical representation; physical implementation (could
combine featyires of different logical tag drivers. An interrogator may support one or many tag drivers.

5.4.2.3 Transfer mechanisms

The transfer mechanisms for transferring data, commands and responses between the Data Processar (i.e.
the implemeritation of this part of ISO/IEC 15961) and the RFID tag need to be done through the interrggator
or incorporated within the functions of the interrogator.

5.4.3 RFID tag

Although the RFID tag is beyond the scope of this International Standard, the tag is shown in Figure 2 —
Logical functions and interfaces of ISO/IEC 15962 with other RFID system components to complete the flow
of data and commands. Within the RFID tag, the Logical Memory Map represents all the data in the Logical
Memory of the Data Processor converted (or mapped) to a location structure determined by the mapping rules
in the Tag Driver and the architecture of the RFID tag.

8 © ISO/IEC 2013 — All rights reserved
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5.5 ISOJ/IEC 15962 and the Data Processor

ISO/IEC 15962 defines all the rules for encoding data on an RFID tag. The implementation of these rules is
described in this part of ISO/IEC 15961 as the Data Processor. As described in 5.4, various processes are
undertaken to achieve successful encoding. The rules ensure the encoded bytes are 'self-declaring' in a
reading operation without any previous or independent knowledge of what is encoded on the tag. This allows
the Data Protocol to be used in open systems where the organisation encoding the data on the RFID tag
might be completely unaware of what organisation might eventually read the data from the RFID tag. This is
achieved by:

— Having clearly defined rules for compacting data that are applied independently of the application

anditha oo Ff DN oA
aTOtCty P o T 1oy

—+ Defining fundamental structuring rules for the encoding of data largely detefmined by a user-
selectable feature called the Access-Method.

—+ Having precise structuring rules within each Access-Method, including & clearly defingd syntax that
allows reading systems to selectively identify data required for the application.

Clauge 7.2.4 provides a description and a definition sufficient for an appli¢ation administrator tq evaluate the

meritg of the four Access-Methods currently supported. The associated processing is fully specified in
ISO/IEC 15962.

6 PRresentation conventions
6.1 [Presentation of commands, responses and arguments

6.1.1| Commands and responses

Comrpands and responses are defined within a box format with a double line border, such|as is shown
in Figure 3 — Box format for commands and responses.

Figure 3 — Box format for commands and responses

Each|command, orresponse, contains an ordered list of fields or arguments. The field/argument names are
shown in bold-type face using this format: Argument-Name. When necessary, the field/argument name is
followled by the-data type and a brief description. Fields with values that are restricted to a subset of the range
of thejr datatypes have their possible and legal values shown in italics below the field name.

N i i Tgi i SN.1 abstract
syntax as in ISO/IEC 15961:2004.

6.1.2 Arguments

The more complex arguments, containing sub-arguments, are defined within a box format with a single line
border, such as is shown in Figure 4 — Box format for arguments.

Figure 4 — Box format for arguments

© ISO/IEC 2013 — All rights reserved 9
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6.1.3 Data types

The following

data types are used in the commands and responses:

— BOOLEAN: An argument that can have the values TRUE or FALSE.
— BIT STRING: A sequence of bits.

— BYTE: An integer with the possible values 0 to 255, usually expressed as a hexadecimal value 0044
to FFq6.

— BYTE STRING: A sequence of bytes. (Equivalent to OCTET STRING)

— INTH
valu

— OB
6.2 Objec

6.2.1 Objeq
This part of
identifiers as
node (ISO/IE
particular Obj

— has

— can

— is ay

EXAMPLE

ponents begin with a 1. For example, 69, = 01000101, whereas 36919 = 101110001, V
-8 representation is 10000010 01110001 (i.e. separated into 7-bit stings and then the ind

GER: An integer can take any whole number. In the context of this/part of ISO/IEC 1596
s are all positive.

ECT IDENTIFIER: An Obiject Identifier as defined in 6.2.1.
Identifier presentation in the application interface

t identifier structure to ISO/IEC 8824-1

signed as specified in ISO/IEC 9834-1. This uses a registration tree with a common implie
C 9834-1), a series of arcs from each node, with new arcs added as required to de
ect. Thus, the body responsible for a‘particular node:

a defined set of arcs to identifyiitself

manage the allocation of arcs under its node, independently of other bodies

sured of uniqueness from all other arcs in the registration tree

1 0 15434 1 arcs
T ® ® ®

=iso

ading
eding
Vhose
icator
pe of

as a

1, the

ISO/IEC 15961 uses the OBJECT IDENTIFIER type as defined in ISO/IEC 8824-1 and with

d root
ine a

= standard

= particular standard

— = sub-division within 15434 (= Format 01)

The only top arcs permitted for all Object Identifiers are shown in Table 1 — Object Identifier Top Arcs.

10
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Table 1 — Object Identifier Top Arcs

Identifier Arc Name Numeric Value
itu-t 0
iso 1
joint-iso-itu-t 2

NOTE
Identifiers under the 1ISO top arc.

1-1:2013(E)

Any ISO/IEC standard, such as this part of ISO/IEC 15961, have Object

The
secor

The t
Authg
Objed
within

N

[¢]

Threg

S| ot drataictarad-biy—th. ralaviant PPN E PN
CUTMTUarc TS aur i mStTCTO U oy e ToTC VAl UTrgarntsSationt

d arcs is given in Part 3 of ISO/IEC 15961.

OTE
nhcoded unambiguously on an RFID tag memory.

forms of Object Identifier are used with the RFID Data Protocol:

aaraad-f
T ou

it
ATt oo

ton—or Tk o
IS OpP arc TTICc CuUiIToTTr

This structure enables Object Identifiers from different domains, (e.g. open and closed

Object-ldentifier: This full structure is used for communications between the applic
Data Processor defined by the scope of this part.ofYSO/IEC 15961. The full structure
use in ISO/IEC 15962 where the set of Object ldentifiers to be encoded on the R
different higher level arcs, or where a generic:system is in place.

Relative-OID: This structure is used in.conjunction with the Root-OID (see below) for ¢
between the application and the Data Rrocessor defined by the scope of this part of IS
These structures are applied in situations where a common root applies to the f§
Identifiers to be encoded on the RFID tag. For example, if all the Object Identifiers have
root 1 0 15961 12 encoding space can be saved on the RFID tag if this common Root-
have to be encoded for each Object Identifier. The Relative-OID is a suffix to a comm
which is either encoded:or declared in some other way.

NOTE  Except‘in the command and response abstract forms (see Clause 10) and pla
distinction is vital; the term Object-ldentifier applies also to the Relative-OID.

Root-OID: . The Root-OID is the common part of a set of encoded Object Identifiers
common, prefix to the Relative-OID values encoded on the RFID tag. This structure
important in applications that require a variety of data from a common data dictionary t
on.anRFID tag. The Root-OID is either explicitly encoded or declared in some other w
to the encoding rules of ISO/IEC 15962.

ist of top and

hird arc is controlled by the system or body defined for the second arc; sometimes this is 4 Registration
rity. The hierarchical structure continues until the Object is identified uniquely. The*proced
t Identifiers ensures that each Object is unique within its "parent" arc and that-each parent
its previous level, right back to the top 3 arcs.

ire of naming
arc is unique

ystems) to be

ation and the
s suitable for
FID tag have

bmmunication
O/IEC 15961.
set of Object
the common
OID does not
bn Root-OID,

ces where the

It acts as a
s particularly
b be encoded
ay, according

6.2.2 Presenting the Object-Identifier in the style of ISO/IEC 8824-1

When the Object-ldentifier is presented in the style of ISO/IEC 8824-1, spaces are inserted between each
arc as follows:

NOTE

1015961 121

ISO/IEC 8824-1:2003 clause 31.12 shows a set of equivalent notations including the way as

shown above.

The more formal representation of this in ASN.1 is: {iso(1) standard(0) rfid-data-protocol(15961) iata(12) baggage-id (1)}
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6.2.3 Presenting the Object-ldentifier as a Uniform Resource Name (URN)

The Object-ldentifier may also be presented in the URN in the following format, based on IETF RFC 3061,
with the decimal point character between each arc:

urn:oid:1.0.15961.12.1
6.3 Byte Notation

6.3.1 The byte: the basic unit for 8-bit coding

This part of IBO/IEC 15961 supports binary, 7-bit, 8-bit and user data that may exceed 8-bits per chafacter.
The common unit of coding is the 8-bit byte (also known as the octet). Binary data shall be padded with
leading zero |bits until the binary value is octet aligned; 7-bit data shall be represented as bytes-witH bit 8
(see 6.3.2) s@t to a zero value. Data exceeding 8-bits shall be encoded in multiple bytes.

A byte is represented as 2 hexadecimal characters with the values 0-9, A-F.

6.3.2 Bit ondering

Within each pyte, the most significant bit is bit 8 and the least significant is,bit 1. Accordingly, the weight
allocated to €ach bit is as shown in Table 2 — Bit sequence in the 8-bit byte.

Table 2 — Bit sequence in the 8-bit byte

Bit Value | bit8 | bit7 | bit6 | bit5 | bit4 | bit3 | bit2 | bit1
Weight 128 64 32 16 8 4 2 1

6.3.3 Byte conversion

The 8-bit valyie is converted into the two hexadecimal characters with bit 8, bit 7, bit 6 and bit 5 having the
weights 8, 4,|12 and 1 respectively to definelthe first hexadecimal character. Bit 4, bit 3, bit 2 and bit 1 [retain
the weights 8} 4, 2 and 1 respectively to-define the second hexadecimal character.

7 Processing application commands and responses

7.1 Generpl

Since the puplicatien~of the first edition of ISO/IEC 15961 and ISO/IEC 15962, it has become clear that a
number of dgvice\configurations do not require the transfer encoding to properly support the functions pf the
Data Protocol."Thése device configurations have similar characteristics in that they can support all processes
internally (examples include printer-encoders, hand-held RFID readers, and software packages), but other
device configurations can have similar characteristics. These characteristics include a complete encoding
process that supports the functionality of the application command and the encoding processes on the logical
memory and/or the decoding processes from the logical memory to the application responses.

In these devices, transfer encoding would have to be created, and immediately be decoded and discarded,
resulting in two unnecessary processes that add to the process time and complexity. As part of the revision of
ISO/IEC 15961 into a multi-part standard, this part of ISO/IEC 15961 now includes support for a "straight
through" process.

NOTE The distinct choice between options that support transfer encoding and a straight through process is now
more clearly defined than in the first edition of ISO/IEC 15961.
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There are two fundamentally different ways to implement support for the commands and responses defined in

Claus

e 10.

OPTION A: Straight through process

In devices or software that incorporate data input of commands compatible with this part of
ISO/IEC 15961 and also support the encoding processes of ISO/IEC 15962, the transfer encoding in is
not required. It is therefore essential to ensure that the basic functionality of the commands and
responses are followed. The rules defined for Object Identifiers (see 7.3.2) and the command and
response arguments (see 7.4) shall be followed.

\

ata Protocol,

arious forms of imnlementation are naossihle faor this straiaht throuah nrocessina of the
~ Lad J J ~ J

imcluding input from forms and more direct transfer from host systems. This part of ISO/IEG,[15961 places
no constraints on the process adopted.

OPTION B: Using transfer encoding

Il a device, or software, only supports the processes of this part of ISO/IEC15961 or only| supports the
gncoding processes of ISO/IEC 15962, then the original transfer encoding-may be used (§ee Annex A).
Alternative transfer encoding including the binary encoding defined in(dSO/IEC 24791-5 maly be used for
better integration with systems that support such interface mechanisms. In turn, this me¢ans that the
command and response structures defined in Clause 7 shall also-be*considered as abstract or functional
definitions of the requirements to properly encoded data on an”RFID tag, or read and intergret data from
the tag.

7.2 |Encoding system related information in commands

7.2.1| Singulation-Iid

The Singulation-ld (previously defined as Tagld in ISO/IEC 15961:2004) is provided by the Tdg Driver, and

identifies the RFID tag unambiguously for at Ieast the period of a data transaction.

In thg data protocol, the Singulation-id shall be up to 255 bytes long and acts as a file refgrence for the

Logical Memory, and in turn provides~“a one-to-one link to the Logical Memory Map of the RIFID tag itself.

Singylation-Id shall be based upon one of the following, the choice being determined by the |design of the

Tag Oriver and the air interface_protocol:

a) completely Uniquetliem Identifier programmed in the RFID tag, as specified in the 1ISO/IEC 18000
eries. In that series-of standards it is defined as the Tag ID.

b) data related-identifier (e.g. like a Unique Item Identifier (Ull)), that provides for uniquengss within the
articularcapplication domain of item management. This requires the Ull to be read to |establish the
ingulation-Id.

c) virtual or session identifier based on a time slot or other feature managed by the air interfage protocol.

d) Combinations of (b) and (c), e.g. a virtual Singulation-ld across the air interface, but requiring the data

related identifier to be returned as a response.

7.2.2 AFI

The AFI (previously defined as ApplicationFamilyld in ISO/IEC 15961:2004) refers to specific identifiers that
enable selective addressing of RFID tags. This may be supported by a mechanism at the air interface.
Because the AFI is supported by standards for smart card, the structure that follows is non-conflicting with
those standards. The value of the AFI for RFID for Item Management shall be a single byte value specified in
Part 3 of ISO/IEC 15961, as follows:
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If in

the range 0046 to OF45 the code applies to a closed system application, as defined in Part 3 of

ISO/IEC 15961. The list of code values is updated in the associated RFID data constructs register.

If in

the range 904¢ to CE4s the code applies to an open system application as defined in Part 3 of

ISO/IEC 15961. The list of code values is updated in the associated RFID data constructs register.

The

value CFs is reserved as an extension code for multiple byte AFI code values.

The AFI should be stored on the RFID tag in some form, or alternatively may be determined by the air
interface services if these are sufficiently specific. If the AFI is not supported by a class of RFID tag, and the
services from the air interface do not provide this by other means, the value of this code in the system

information fi

r the RFID tag shall be 0045

NOTE In the first edition of ISO/IEC 15961 (and in the original commands and responses) the\vdlue of
ApplicationFamilyld consists of two integer values concatenated into a single octet when stored (within gystem
informatign on the RFID tag. The first integer refers to the applicationFamily and the following codes shall apply;:
0 for closed systems
9to (2 as defined in Part 3 of ISO/IEC 15961
The secgnd integer of the ApplicationFamilyld, for the applicationFamilies 0 and, ‘9)to 12, refers {o the
applicationSubFamily. The integer values convert to a value equivalent to the single byte AFI.
7.2.3 DSFID
The DSFID (previously defined as StorageFormat in ISO/IEC 15961:2004) refers to specific identifiers that

enable efficig

byte, or multi
Access-Met
Data-Forma

If the Accesg-Method has a value between 4 and 15, extensions to the DSFID are implemented by thg

Processor.

NOTE
part of IS

If the Data-F
DSFID are

ISO/IEC 159
ISO/IEC 159

7.2.4 Acce

The Access
from the RFI
air interface
the following

0

14

nt encoding on RFID tags. The value of the DSFID for RFID for ltem Management is a
ble byte. It encodes the Access-Method and Data-Format, both of which are defined beloy
od is encoded in bits 8 and 7 of the DSFID, with-the final five bits (bits 5 to 1) encodin
Bit 6 defines additional functionality supported by, seme types of RFID tag.

single
. The
g the

Data

None of these values has yet to be assigned, and such assignments will only be by amendment to this

D/IEC 15961.

to the
f the
art of

ormat has a value between 32iand 287 as defined in Part 3 of ISO/IEC 15961, extensions
mplemented by the DataProcessor. As the Data-Format is registered as part ¢
1-2 Data Constructs register, this extension occurs independently of changes to this p
1.

5s-Method

bssed
by the
e and

Method defines the manner in which data can be mapped on the RFID tag and be acc
tag. The-value of Access-Method should be stored on the RFID tag, or may be defined
ervices, if this can be done unambiguously. The Access-Method is defined as a bit valuy

odes shall apply:

No-Directory - This Access-Method provides the simplest set of encoding rules. The basic rule
is to link a data Object to an Object-ldentifier, and support this with appropriate syntactical
components to create a Data-Set. The Data-Sets are concatenated to produce a contiguous
sequence of encoded bytes in the Logical Memory Map.

Directory - The Directory structure supports all the encoding rules of the No-Directory
structure, but additionally supports the encoding of a directory at the higher address values within
the Logical Memory Map on the RFID tag. When the Directory structure is used, any command
seeking to selectively read data can first access the directory to find the memory address of the
beginning of the Data-Set, and then go to that location to read the bytes that represent the
encoding of the Data-Set.

NOTE  The Directory may be written to the RFID at a later time than the initial encoded data.
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Packed-Objects - The Packed-Object structure has been introduced at the first revision of
ISO/IEC 15962 and this edition of this part of ISO/IEC 15961. The encoding scheme is
fundamentally different, because it takes a set of Object-ldentifiers and their Objects and
encodes them in an indexed structure that integrates compaction and encoding. The Packed-
Object encoding scheme requires a rule-based table for each Data-Format, which calls up
specific compaction schemes for the individual elements. The compaction schemes are standard,
irrespective of the Data-Format. The Packed-Object scheme requires more complex encoding
and decoding rules than the No-Directory and Directory Access-Methods, but offers significant
encoding efficiency even over the basic No-Directory structure when a number of Object-
Identifiers need to be encoded. This can reduce the amount of memory required on the RFID
tag, and can reduce the size of message transferred across the air mterface |n response to a

Access Method to be implemented. It can only be applled as an alternatlve to the
or Directory Access-Methods on a particular RFID tag; but tags with any “of
Methods may be intermixed in the same application.

Tag-Data-Profile - The Tag-Data-Profile scheme is intended to "support fix
structures, typically where a number of Object-ldentifiers and their Objects need t
The fixed message structure is best suited for applications that are reasonably
and additionally have a consistent requirement for exactly the same Object-lde
encoded on all RFID tags in the application. Each Tag-Data<Profile requires registr

Multiple-Records - The Multiple-Records encoding-precess overlays a structure
Directory, Packed-Objects, and Tag-Data-Profile, Access-Methods for multiple
these, and even a mixture of these Access-Methods, to be encoded in the
Memory. This is achieved through the introductien of an encoded MR-header and a
each record. This allows the encoding of individual records to fully comply with
Access-Method. This also enables thexsame Object-ldentifier to be encoded
records, with one rule that supports a list.0f the same data element in one record. TH
main classes of application supported>by the Access-Method and these can also |
One class enables different data formats and owners of data to share the same
under the control of the originalsowner of the tag. Another supports a time seque
records of the same type to hewepeated. The third major class id for the support of
related records e.g. for supply chain delivery or bill of material types of structure.
510 15 Reserved for future encoding schemes to be defined in ISO/IEC 15962 and invoke
for a multiple byte"DSFID. Some of the new Access-Methods might be possible {

are developed.

Wherg a choice can be_made, the following guidelines can be of assistance:

—+ The No<Directory structure is better suited to RFID tags with small memory capacity
directory itself is an overhead that needs to be encoded. It also is better suited where
Object-ldentifiers to be encoded, so that a continuous read function will transfer all thg
at least sufficient of the encoded bytes) to enable the bytes to be parsed to find the req

e-OIDs for this
No-Directory
the Access-

ed message
D be encoded.
omogeneous
tifiers to be
tion.

onto the No-
instances of
same Logical
preamble for
the inherent
in separate
ere are three
e intermixed.
RFID tag, but
nce of history
hierarchically

d under rules
o be inherent

encoding schemes in Multiple-Records. This can only be determined as the encodling schemes

because the
there are few
encoding (or
uired Object-

identifi | ted-Obieet.

The Directory structure is obviously better suited where the conditions differ from those suited to the

No-Directory structure. In addition, it is better suited to applications that call for selective reading,

writing, or modifying one or few Object-ldentifiers from among many. In this type of

situation, the

extra read processes to transfer the directory to the Data Processor are likely to be balanced be the

shorter read time for the selected Object-ldentifier.

The Packed-Objects structure requires more complex encoding and decoding,
significant improvement in encoding efficiency over the basic No-Directory structure.

but offers a
As such, it is

better suited to applications where the encoding requirements are relatively high compared to the

memory capacity of the RFID tags used in the application.
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— The Tag-Data-Profile scheme is best suited to applications where the domain is homogeneous (e.g.
a vertically integrated supply chain where all suppliers are known to all customers) and all parties
agree that each Object-ldentifier shall be encoded and agree to a common structure and format for

each data Object.

As the Access-Method has to be specified by the application, it should be possible to measure transfers of
data that simulate a directory plus data structure with that of a No-Directory structure. Such a test can be
used to determine a reasonable breakeven point between this and the other Access-Methods, taking into

account the variety and length of data and the typical read/write implementations expected for an applica

tion.

Once an Access-Method has been specified for the RFID tag, the application does not need to qualify how

reading, writing—orthe-organisation-of the bytes on-the Logical Memonyis-to-be-achieved—This-is-the
of the Data Pjocessor and the Tag Driver.

The Data-F
Data-Format
encoding spa

rmat defines the Root-OID of the Object-ldentifiers being stored on_the RFID tag
e or to restrict data to one class.

Full Object-ldentifiers (i.e. with a different Root-OID to that define by the Data~Format) may still be en
on the RFID {ag, enabling data from different application domains to be encoded, albeit without the same
of encoding dfficiency.

The value of Pata-Format should be stored on the RFID tag or maybe-defined by the air interface servj
this can be done unambiguously. When defined by the air interface protocol, there shall be a one-
relationship with the type of RFID tag and the value of Data-Format. The value of the Data-Format for
for Item Management shall be an integer value in the range 0 t0:287 specified in Part 3 of ISO/IEC 1596
following are felevant to this part of ISO/IEC 15961:

0 Not-Formatted - This is used for, RFID tags not formatted, or not yet formatted, t
part of ISO/IEC 15961.

1 Full-Featured - This Data-Format supports any type of data format where th
Object-ldentifier is used. Its prime purpose is to enable heterogeneous data (i.e

used to encode data’from different closed system applications unambiguously, usin
ISO/IEC 9834-1registered Object Identifiers for each application.

2 Root-Oid-Encoded - This Data-Format is used when all the data on the RFID tag
common:Root-0OID, which does not comply with one of the specific Root-OIDs asso
with a)Data-Format registered under the rules of Part 2 of ISO/IEC 15961.

The Root-OID for Data-Format 2 shall be directly encoded on the RFID tag usin
appropriate root arcs. Each Object is encoded on the RFID tag using a Relative

uction

The

enables data Objects to be identifiers simply by a Relative-OID, making-more efficient yse of

coded
level

ces if
0-one
RFID
. The

o this

e full
from

different data dictionaries) to be encoded on the one RFID tag. For example it could be

g the

has a
Ciated

g the
-0ID,

representing the remaining lower order arcs.

3t028 These code values applies to an open system application as registered under Part 2 of
ISO/IEC 15961. The list of code values is updated in the associated RFID data constructs

register.

29 This code applies to closed system data where the encoded data is compliant to the rules

of this part of ISO/IEC 15961 and ISO/IEC 15962.

30 This code applies to closed system data, where the encoding rules are not compliant with

ISO/IEC 15962. It is of use for applications that are migrating from other encoding

rules,

enabling data to be distinguished and properly encoded. It is also of use prior to the

transition of RFID tags from a closed system application to an open system applicatio

n.
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31 This value is not assigned to any application, because its binary equivalent is used to
signal an extension to the Data-Format, in the range 32 to 287.

32 t0 287 These values are reserved for open system applications as registered under Part 2 of
ISO/IEC 15961, when an extension mechanism is invoked under ISO/IEC 15962 rules for
a multiple byte DSFID.

7.3 Preparing the basic Objects and other application-based arguments

This is an initial process to ensure that the data Objects are prepared in a format compatible with this part of
ISO/IEC 15961 It is recogmsed that there are message -based protocols and syntax for existing AIDC
appligatior na f is possible to
achieye the benefits of the Object-based protocol and maintain compatibility with message based systems by
convgrting between the two formats (see Annex B).

The qutputs described in the sub-clauses that follow shall be the format of inputs to the Dafa Processor.
However, the mechanisms to achieve them on input and output are not. The réquirement is|to assign an
Obje¢t-ldentifier to each Object using the data dictionary relevant to the application standard.

7.3.1| General model

Figur¢ 5 — Data flow model: Prepare basic Objects provides a data.flow model for preparing pach Object-
Ident|fier and associated data Object. Each type of application data, and particularly those cqvered by this
part gf ISO/IEC 15961, has a data dictionary, or list of data Objects or data elements.

ObjectIdentifier tree
for application

ObjectID conversion (eg Data
l Identifiers to numeric)

Application | prepare basic ObjectiDs -
data " ObjectiDs & . >
Objects & Objects

Figure 5 — Data flow model: Prepare basic Objects

Any such data dictionary may evolve over a period of time and maintenance of such a data dictipnary shall be
independent of this part of ISONEC 15961, The data dictionary usually consists of a coded list (numeric,
alphabetic, alphanumeric, etc) of data Objects and their specification for use within the domain of the
application standard. Part 3 of ISO/IEC 15961 and its associated RFID data constructs register defines
Object-ldentifiers that are relevant to particular applications.

7.3.2 Object-ldentifier

The Object-ldentifier shall be provided by the application system as a series of arcs (as defined in 6.2),
which comply with ISO/IEC 9834-1, including all the Object-ldentifiers associated with the established Data-
Formats. The Object-ldentifier should be presented as a (full) Object-ldentifier in the application
commands, unless an application-specific system supports all the relevant Relative-OIDs. Whenever possible,
the Data Processor converts a (full) Object-ldentifier to a Relative-OID for more efficient encoding on the
RFID tag, based on the Data-Format received from the RFID tag.
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7.3.3 Relating Object-ldentifiers

Message based syntax can use recursive or looping techniques to created repeated sequences of related
data (e.g. individual quantity and batch numbers linked to different product codes). When the complete
message is parsed, the syntax identifies boundary points so that the attributes are correctly linked to the
primary code.

With an Object-based system (such as the Data Protocol of this part of ISO/IEC 15961 and ISO/IEC 15962)
operating at a base level, there is a risk of creating false links (i.e. product code A could be linked to quantity
of product B). The problem can be overcome using one of the techniques described in Annex C.

7.3.4 Objeqt

-

The applicatipn provides data in the form of an Object. This value is byte based, and associated with the

definition of the Object-ldentifier provided by the application data dictionary. Specific advice about parficular
interpretation|is given in the following sub-clauses.
7.3.4.1 Basic 8-bit character set information
Many busingss applications make use of ISO/IEC 8859-1 or its subset JSO/IEC 646. As such), the

interpretation|(or presentation) of the data is known to all participants in the system. This includes the specific
sender and rg¢cipient even, if as is common in an open AIDC system, they are _not known directly to each|other.
If text file and browser application software are set up to handle the ISO/IEC-8859-1 character set, most [of the
data content|can be displayed as intended. If the content has a specific.interpretation, the RFID application
needs to estpblish between the participants exactly how particulaf,data is to be interpreted. This can be
achieved by publishing a data dictionary using the Object-ldentifiers as a reference.

7.3.4.2 Support for ISO/IEC 10646
other
then
d by
lect in

ISO/IEC 10646 supports the character glyphs of all character sets. One option to support data in any
specific charfcter set is to pre-process this by converting to ISO/IEC 10646 using mapping tools, ang
compacting fthis to UTF-8 encoding (as defined in ISO/IEC 10646). Any data directly define
ISO/IEC 10646 should also be UTF-8 encoded,.to' reduce the number of bytes required to store the Obj
the Logical Memory Map.

7.3.4.3 Support for secure or encrypted data

All forms of spcure data, including encrypted data, shall be created by the application prior to being pasded as

an Object to

It re
Prog

It all

the Data ProcessSor:"This is done for two reasons:

uires security of data to reside with the application and to be changed independently of thg
essor.

bws the Data Processor to handle all data, whether encrypted or not, in a similar manner.

The fact that data is encrypted may need to be made known to the entire set of systems users, but the actual
method of encryption can be restricted to the sender and intended recipient.

Further details are provided in 7.6.

7.3.5 Compact-Parameter

The inclusion of Compact-Parameter in a command shall determine whether the application data is to be
compacted by the Data Processor. The Compact-Parameter is an integer value and the following codes

apply.
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0 Application-Defined - The Object shall not be processed through the data compaction rules of
ISO/IEC 15962 and remains unaltered when stored in the Logical Memory Map of the RFID tag.

1 Compact - This requires using the basic ISO/IEC 15962 compaction rules to compact the
Object as efficiently as possible to reduce the number of bytes required on the Logical Memory
Map.

2 UTF8-Data - This identifies that the Object has been externally transformed from the

ISO/IEC 10646 coded character set to UTF-8 encoding. The Object shall not be processed
through the data compaction rules of ISO/IEC 15962 and remains unaltered for transfer to the
Logical Memory Map.

2

Pack-Objects - This identifies that a set of Objects is to be encoded using the’Racked Object
encoding scheme and identified with the associated Access-Method. The set ‘of |Objects shall
not be compacted using the basic ISO/IEC 15962 compaction rules, but use the Facked Object
encoding rules.

L

4 Tag-Data-Profile - This identifies that a set of Objects is to be,éncoded using the Tag Data
Profile encoding scheme and identified with the associated Access-Method. Altholigh the set of
compaction schemes is identical to the basic ISO/IEC 15962 compaction ruleg, the Profile
IDTable specifies a particular compaction scheme. The Profile IDTable specification shall be
followed.

Lo

Monomorphic-Ull - This identifies that a single Objeet defining a Ull is to be encofded using the
compaction rules defined by the AFI. As this is applied to a Ull, this Compact-Parameter shall
only be applied to a single Object per memory-bank.

NOTE This Compact-Parameter is<explicitly defined because for some tags the encoding of
Objects is independent of the encodingrof the AFI, so the Data Processor shall accgss information
about the Compact-Parameter from the Data Constructs register as defined [by Part 2 of
ISO/IEC 15961.

8 to 13 reserved for future definition

14 De-Compacted-Monomorphic-Ull - This identifies that the Object in a response jhas been de-
compacted using the rules defined by the AFI assigned for a particular Monomorphiic-Ull.

NOTE  This~Compact-Parameter is explicitly defined because the Monomorphig-Ull does not
have an_associated Object-ldentifier encoded on the tag. The Object-ldentifier, as |defined by the
AFIl, needs to be added to the response. The Data Processor shall access informgtion about the
Object-ldentifier from the Data Constructs register as defined by Part 2 of ISO/IEC 15961.

15 De-Compacted-Data - This identifies that the Object in a response has been de-compacted
using rules in ISO/IEC 15962 and restored to its original application input format.

Generally,~compaction should be applied because it increases the encodation efficiency on the RFID tag.
Objegts. already encoded to UTF-8 encoding rules should be qualified with the Compact Paramgter value (2)
so that subsequent reading of the Object will clearly indicate that it shall be processed through a UTF-8
decoder for final presentation to the application receiving the data. The Compact-Parameter value (0) should
only be used if there is an over-riding reason not to compact the data. Reasons for this include prior
compaction to application rules, or if the Object has been encrypted. In both these cases, although
compaction could be possible and the decode process would fully restore the Object, the originally defined
parameter value 0 or 2 would be lost and the receiving application could fail to undertake subsequent
processing.

An alternative to the basic compaction is for a set of Objects to be encoded to the rules of Packed Obijects.
This can only be done if the application administrators choose to adopt the scheme by creating an index table,
to which source references should be provided on the register of data constructs. Then for each RFID tag to
be encoded to the Packed Object rules the Compact-Parameter value (3) is applied to the entire set of
Objects to be encoded.
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Similarly, if data is to be encoded to the rules of Tag Data Profiles the Compact-Parameter value (4) is
applied to the entire set of Objects to be encoded.

During the decode process, the following response codes are applied based on the input conditions:

7.3.6 Objegt-Lock

The commanf argument Objéect-Lock requires the Data Processor to arrange the encoded data set (en
Object-ldentffier or Relative-OID, Object, Precursor and other associated syntax components) in such
that all of thg associated.bytes can be stored and locked in a block aligned manner in the Logical M¢
Map. The locking process shall have the effect of making the bytes so processed permanently encoded
RFID tag, or pnly capable of being unlocked in some types of RFID tag with the use of relevant password

7.4 Othericommand-arguments

If the command argument was Application-Defined (0), a compliant Data Processor underto
compaction and applied the relevant compact code to the encoding on the tag. As the de
cannot interpret the encoded bytes, the response is Application-Defined (0).

ok no
coder

If the command argument was Compact (1) a compliant Data Processor applied the correct compact
code to the encoding on the tag. As the decoder can interpret the encoded bytes, the response is

JE W =AY
(WAL

If th¢ command argument was UTF8-Data (2) a compliant Data Processor undertook no Cemp
and [applied the relevant compact code to the encoding on the tag. As the decoder cannot int
the ¢ncoded bytes, the response is UTF8-Data (2).

If the command argument was Pack-Objects (3) a compliant Data Processat-encoded to the
as defined for the particular Object as defined by the ID Table specified. The‘decoder uses the
ID tpble to interpret the encoded byte and returns each data Object) with the respons
Compacted-Data (15).

If th¢ command argument was Tag-data-Profile (4) a compliant Data Processor encoded to thg
as defined for the particular Object as defined by the ID Table specified. The decoder uses the
ID fpble to interpret the encoded byte and returns each ‘data Object with the respons
Compacted-Data (15).

If the command argument was Monomorphic-Ull (5)a compliant Data Processor encoded
ruleg as defined for the particular Object as defined\by the AFI and the Data constructs registe
decgder, on recognition of the AFI uses the compaction rule declared on the Data Constructs rg
and|returns the data Object with the response De-Compacted-Monomorphic-Ull (14). |
returns the Object-ldentifier as defined by;the Data Constructs register.

NQTE Although the decoder is required to look up the compaction and de-compaction rules, as de
by|the AFI from the Data Constructs register, responses from reading data do not include the AF
regponse argument is necessary.to.ensure that additional matching procedures are can be carried out.

action
erpret

rules
same
b De-

rules
same
e De-

o the
r. The
gister

also

clared
. This

coded
B way
Bmory
bn the
S.

7.41 Access-Password

The command argument Access-Password requires the Data Processor to pass this to the interrogator so
that the Access-Password in the command is matched with that on the RFID tag. A match results in
additional actions on the RFID tag being permitted. A mismatch results in the air interface rejecting the
command.

20
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7.4.2 Additional-App-Bits

The command argument Additional-App-Bits is used to extend the search criteria of Object-ldentifier data
encoded in the Ull memory of a segmented memory RFID tag. The Additional-App-Bits are added as a
suffix to the AFl and DSFID.

7.4.3 AFl-Lock

The command argument AFI-Lock is used to determine whether the AFI is to be locked or not. This is a
BOOLEAN argument. If set to TRUE, the interrogator shall lock the AFI to ensure that the particular RFID tag
can only be used in the way prescribed. The locking process shall have the effect of making the bytes so

proce
tag w

ssed-permanentty encoded o the RFDtag;oronty capabteof beimguntocked-imsome

th the use of relevant passwords.

NOTE In some tag types the AFl is part of a contiguous string with the encoded datassets. |
cannot be locked independently.

ypes of RFID

n such cases it

7.4.4| Append-To-Existing-Multiple-Record

The gommand argument Append-To-Existing-Multiple-Record is a BOOLEAN argument. If TRUE, the data
objects are to be appended to an existing multiple record, subject to various checks by the Datal Processor. If
FALSE, then a new multiple record shall be created.

7.4.5| Application-Defined-Record-Capacity

The ¢ommand argument Application-Defined-Record-Capacity is a BOOLEAN argument that if FALSE

determines that the Data Processor automatically determines that the capacity for the given mul

simpl
needs

7.4.6

The g
in the
Objec

abortg¢d and the Completion-Code value Duplicate-Object (10) is returned. If set to FALSE, th

shall

747

The d
batter
to su

based on the encoded data and then increased'{o be block aligned. If set to TRUE, then t
to set the size of memory assigned to the record using the Record-Memory-Capacity arg

Avoid-Duplicate

ommand argument Avoid-Duplicate is used to ensure that the Object-ldentifier is not alrg
Logical Memory Map. This js as-BOOLEAN argument. If set to TRUE, the interrogator s
tt-ldentifiers in the Logical Memory Map. If the Object-ldentifier already exists, the writg

write the Object without-any verification.

Battery-Assist-=Indicator

ommand argument Battery-Assist-Indicator is used by the application that the RFID t3
y assist feature. The argument is generally used when the air interface protocol does not h
port sueh an indication.

7.4.8

tiple record is
ne application
ument.

ady encoded
hall verify all
command is
e interrogator

g supports a
ave a feature

Block-Align

The command argument Block-Align is used to define whether Objects written to a tag shall be aligned to
the beginning of a block. This is a BOOLEAN argument. If set to TRUE, the interrogator shall align each
Object written to a tag on a block boundary as determined by the specific tag architecture or manufacture.

7.4.9 Block-Align-Packed-Object

The command argument Block-Align-Packed-Object is used to define whether Packed-Objects written to a
tag shall be aligned to the beginning of a block. This is a BOOLEAN argument. If set to TRUE, the interrogator
shall align each Packed-Object written to a tag on a block boundary as determined by the specific tag
architecture or manufacture.
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7.4.10 Check-Duplicate

The command argument Check-Duplicate is used to invoke a particular process defined by the command
(e.g. read, or delete). This is a BOOLEAN argument.

If set to TRUE, the interrogator shall verify all Object-ldentifiers in the Logical Memory Map. The command
shall only be completed if there is no duplicate present. Otherwise, the Completion-Code value Duplicate-
Object (10) is returned.

If the Check-Duplicate flag is set to FALSE, the interrogator shall act upon the first occurrence of the Object-
Identifier, associated Object and precursor. In this case, a duplicate Object-ldentifier and associated Object
(possibly wit

a different value) and nrecursor miaht he nresent
7 P g P i

7.4.11 Data-CRC-Indicator
RC-16
cator
e and

The command argument Data-CRC-Indicator in a command instructs the Data Processor,to-add a CH
either to each] individual data set or to the entire encoded data, or to both. The argument Data-CRC-Ind
in a respons¢ indicates that the Data Processor validated the CRC-16, stripped this ftom the respons
transferred the interpreted Object-ldentifier and associated Object to the application.

7.4.12 Data-] ength-Of-Record

This respons
encoded in E

b argument provides the size of the encoded Multiple Recaord.in’ terms of the write block si
BV-8 format in the record preamble.

re, as

7.4.13 Delete-MR-Method

The comman

d argument Delete-MR-Method is used by thé application to invoke one of two methods fpr the

interrogator tp delete a multiple record. This command argument is presented as an Integer value, and the
following codgs apply:

0 Mark record as deleted

1 Physically delete the record
The process fletails are defined in 10.27.:1¢
7.4.14 Directory-Length-EBV8-Indicator
The command argument Directory-Length-EBV8-Indicator is used by the application to ensure that
sufficient spdce is available in the MR-header for the Data Processor to encode the actual length pf the
directory. This command argument is presented as an integer value and the following codes apply:

1 [Singlesbyte EBV-8, which can support a directory of up to 127 blocks.

2 |Double byte EBV-8, which should be used when the Logical Memory is large and / or jmany

records are expected to be encoded on it. This can support a directory size of up to
16383 blocks.

The value 2 is used for a directory that might originally be small in size, but is expected to increase in size at
some future time.

7.4.15 DSFID-Lock

The command argument DSFID-Lock (previously storageFormatLock) is used to determine whether the
DSFID is to be locked or not. This is a BOOLEAN argument. If set to TRUE, the interrogator shall lock the
DSFID to ensure that the particular RFID tag can only be used in the way prescribed. The locking process
shall have the effect of making the bytes so processed permanently encoded on the RFID tag, or only capable
of being unlocked in some types of RFID tag with the use of relevant passwords.
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NOTE In some tag types the DSFID is part of a contiguous string with the encoded data sets. In such cases it
cannot be locked independently.

7.4.16 DSFID-Pad-Bytes

The command argument DSFID-Pad-Bytes specifies the number of bytes that the application wants to
provide in an Extended-DSFID in addition to those that are created by the Data Processor. For example this
could be to provide the encoding space for the length of encoded data to be added and updated in the future.
When included in a response, additional pad bytes might be added by the Data Processor to align on a
lock-block boundary if the Extended-DSFID is to be locked, or if the first Data-Set is to be locked.

7.41 ble-Pointer-sSize

The qommand argument Editable-Pointer-Size is used to specify that a Packed Object-create
impligitly through a Write-Objects command shall allow subsequent modifications to its ‘contents
This command argument is presented as a non-zero integer value that indicates,that the cre
Objedt shall be made editable by adding an optional addendum subsection to_ the end of th
sectign of the Packed Object. The pointer(s) to the Addendum Packed-Object.shall be the n
specified in this command argument. The default value for this argument is zero; indicating that

d explicitly or
5 or structure.
bated Packed
e Object Info
Limber of bits
no addendum

subsgction is present, and that therefore the Packed Object is not editable.

7.4.18 Encoded-Memory-Capacity
This esponse argument provides the size reserved for a Multiple Record in terms of the write block size, as
encoded in EBV-8 format in the record preamble.

7.4.19 EPC-Code

The ¢
Stand
of the
the D

ommand argument EPC-Code represents any of the unique codes defined by the EPCglg
ard. The structure of each EPC-Code is self-declaring from the value of its 8-bit header. A
codes do not align on an 8-bit boundary;*these need to be rounded to 8-bit bytes for proce
bta Processor, and be rounded to 16:bit words for encoding on the associated RFID tag.

bal Tag Data
though some
ssing through

7.4.20 Full-Function-Sensor-Indicator
The ¢ommand argument Full-Bunction-Sensor-Indicator is used by the application that f

suppgrts a full-function sensor. The argument is generally used when the air interface protocol g
a feafjure to support such-an indication.

he RFID tag
oes not have

7.4.21 Hierarchical-ldentifier-Arc

The nesponse, argument Hierarchical-ldentifier-Arc is an integer value, converted from the |EBV-8 value

encoded in-the Multiple Records preamble from a hierarchical record.

7.4.2

The command and response argument Identifier-Of-My-Parent is used for a multiple record that is part of a
hierarchy, and has the value of the hierarchical code of that record.

7.4.23 Identify-Method

The command argument identify-Method is used to define whether all, or some, of the RFID tags belonging
to the particular selected AFI in the operating area shall be identified. This command argument is presented
as an integer value and the following codes apply:

0
1

Inventory-All-Tags
Inventory-At-Least
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2
3
41015

Inventory-No-More-Than
Inventory-Exactly
reserved for future definition

For every argument including Inventory-All-Tags, it is necessary to specify the number of RFID tags to be
read using the Number-Of-Tags (see 7.4.43). More precise advice is provided in Inventory-Tags command

mand

(see 10.3).
7.4.24 ID-Type
The command argument ID-Type is used to specify that a Packed-Object created explicitly or implicitly
through a ite=Obj ' i ' i
argument is gresented as an integer value and the following codes apply:
0 ID List
1 ID Map
2to 15 Reserved for future definition

7.4.25 Instamce-Of-Arc

The responss
Multiple Recd

argument Instance-Of-Arc is an integer value, converted from the EBV-8 value encoded
rds preamble.

7.4.26 Kill-P

The comma

ssword

argument Kill-Password requires the Data Processor to pass this to the interrogator s

in the

o that

the Kill-Pasgword in the command is matched with that on.the*RFID tag. A match results in the RFID tag

function bein

permanently disabled. A mismatch results in therair interface rejecting the command.

7.4.27 Length-Of-Mask

The comman|
Tag-Mask to
RFID tag.

7.4.28 Lock-

The comman
the directory

define the search criteria of EPCglobal data encoded in the Ull memory of a segmented mj{

Directory-Entry

d argument Lock:Directory-Entry is BOOLEAN and if set to TRUE the interrogator sha
entry for the particular Multiple Record.

7.4.29 Lock-{Multiple-Records-Header

The comman

d argument Lock-Multiple-Records-Header is used to determine if all, some, or none
b locked. This command argument is presented as an integer value and the following

d argument Length-Of-Mask is used-in conjunction with the command arguments Pointer and

Emory

| lock

bf the
codes

MR-header i
apply:

0

1

2

3

SN

24

Not locked

Completely locked

the number of records field remains unlocked, the preceding fields are locked

the Data Length of the Directory field remains unlocked, all other fields including the Num
Records field are locked

the Data length of the directory field and the Number of Records field remain unlocked, all
fields are locked

ber of

other
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7.4.30 Lock-Record-Preamble

The command argument Lock-Record-Preamble is BOOLEAN and if set to TRUE the interrogator shall lock
the fields in the preamble.

7.4.31 Lock-Ull-Segment-Arguments

The command argument Lock-Ull-Segment-Arguments is used to define which component parts of the Ull
segment of an ISO/IEC 18000-6 Type D tag shall be locked. The argument takes precedence over lock
argument elsewhere in the associated command.

7.4.32 Max-App-Length

The gommand argument Max-App-Length is used to define the maximum compacted length of an encoded
data $et. It is used in commands that need to constrain air interface read commands for‘faster| transactions,
for example to read a Ull encoded in the first data set on the RFID tag.

7.4.33 Memory-Bank

The qommand argument Memory-Bank is used to define which part ofla segmented memory |tag on which
data |s to be encoded. The Data Processor then invokes rules that. are specific to the Memory-Bank to
achieye a correctly encoded tag.

7.4.34 Memory-Bank-Lock

7.4.3% Memory-Length-Encoding

The qommand argument Memory-Length-Encoding in a command instructs the Data Procesgor to encode
eithel memory capacity or the length of~encoded data, or two both, in terms of the number of blocks. The
argument Memory-Length-Encoding. in a response indicates that the Data Processor calculatedl the relevant
length and encoded this as part of the extended DSFID.

7.4.36 Memory-Segment

The ¢gommand argumeft)Memory-Segment is used to define which part of a segmented mémory tag on
which data is to be encoded. It is similar in function to the Memory-Bank argument (see 7.4.33), except that
the RFID tag for which this argument is appropriate can address multiple segments in the samg¢ air interface
transactions.

7.4.37 Mémory-Type

T E e r encoding a
Monomorphic-Ull, effectwely instructing the Data Processor which of the optional and conditional arguments
and processes to apply to the encoding process.

7.4.38 Multiple-Records-Directory-Length

The response argument Multiple-Records-Directory-Length is an EBV-8 value.
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7.4.39 Multiple-Records-Features-Indicator

The command and response argument Multiple-Records-Features-Indicator is a bit map with the following

structure:

— Bit 8 with the value 1, indicates that all the records use the same Access-Method. If this bit = 0 then
bits 7 to 4 = 0000,

— Bits 7 to 4 identify the particular Access-Method if this is applied consistently. If bit 8 = 0, the
currently permissible string for bits 7 to 4 are:

— Bit 3
reco

— Bit 4
reco
1in
field

— Bit

Currently this is RFU and therefore set to 0.

7.4.40 NSI-B

The commar
EPC-Code W

7.4.41 Numk

The comman
element list. ]

7.4.42 Numk

The respons
Features-In

0 then

0001 is not permitted
0010 indicates that all records use the Packed-Objects Access-Method
0011 indicates that all records use the Tag-Data-Profile Access-Method
0100 is not permitted

0101 to 1111 is currently reserved for additional Access-Methods

with the value 1 indicates that some of the records are in a hierarchical, relationship with
rds.

identifies whether the number of records field is fully maintained’(e.g. updated each time
rd is added) or whether the number of records might not be the correct current value. The
Jicates that the number of records is correct, the value Q‘indicates that the number of re
might be incorrect.

with the value 1 indicates that there is an additional byte for indicating additional feg

its

d argument NSI-Bits defines a 9-bit code defined by EPCglobal used as a prefix
hen encoded on the associated RFID tag.

er-In-Data-Element-List

d argument Number-In-Data-Element-List is only used in a hierarchical record that is &
[he value is the count.of the number of instances-of the data element being encoded.

er-Of-Records

argument ‘Number-Of-Records is used in one of two ways. If bit 2 of the Multiple-Rec
icator-equals:

other

0 new
value
cords

tures.

o the

data

ords-

other

thisfield is not maintained and the value of Number-Of-Records should be zero, but any

value should be ignored, for example if some record count was initially maintained but later this
function was decided to be stopped.

1 then this field is fully maintained as new records are added. A zero value for the Number-Of-
Records is encoded when the MR-header is created.

7.4.43 Number-Of-Tags

The command argument Number-Of-Tags is used to define a limit on the particular Identify-Method
specified. It is an integer value in the range 0 to 65535.
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7.4.44 Objects-Offsets-Multiplier

The command argument Object-Offsets-Multiplier defines the size of the memory in bits that is requested for
the storage of object offsets when the Directory-Type parameter in the Packed-Objects-Constructs
argument is Packed-Object offset. The implementation shall use the parameter for proper sizing of the
AuxMap structure in the Packed Object.

7.4.45 Packed-Object-Directory-Type

The command argument Packed-Object-Directory-Type defines whether the Packet Object is a directory,
and in this case which type of Packed Object directory has been constructed A Presence/Absence directory
no indication
of where the data is encoded. The mdex field directory adds the ordinal value of the Packed Object containing
the specific ID Value. For example a 3-bit index field identifies which of eight Packed Objects fo access. An
offset|directory provides the starting address of the Packed Object containing a particular 1D Value.

A null| directory (i.e. the provision of space for a directory is created by setting the pointer allgcation in this
argument combined an non-zero value for the PO-Directory-Size argument.

If a Packed Object is not a directory, then a zero value is set for this argument.

7.4.46 Password
The ¢gommand argument Password defines the byte string that represents a code value, quglified by the
Password-Type, in a command that is required to be matchéd with the similarly defined code on[the RFID tag.

A malch provides permissions to carry out additional actions with the RFID tag. A mismatch fesults in any
assodiated command to be rejected.

7.4.47 Password-Type

The command argument Password-Type qualifies the value of the Password, used to provide permissions to
carry put additional actions with the RFID tag’

7.4.48 PO-Directory-Size
The qgommand argument PO-Directory-Size defines the size of the (null) directory pointer created with the

Packed Object. This command argument is presented as a non-zero integer value that shall bg used for the
size df the (null) directory-peinter encoded in the Packed Object.

7.4.49 PO-Index-Length

The gommand argument PO-Index-Length is used to specify the size of the POindex Length fof the AuxMap
structlre to'be*created when the Packed Object Directory-Type parameter is Packed-Object ingex field.

7.4.50—Pointer

The command argument Pointer is used in conjunction with the command arguments Length-Of-Mask and
Tag-Mask to define the search criteria of EPCglobal data encoded in the Ull memory of a segmented memory
RFID tag.

7.4.51 Pointer-To-Multiple-Records-Directory

The command and response argument Pointer-To-Multiple-Records-Directory is used to define the highest
block number at the start address of the directory. This is defined as an EBV-8 value. If a directory is not
initially encoded, then a fixed length EBV-8 string of the same length as required for the start point of the
directory shall be encoded with a value zero. The directory is encoded in reverse block sequence so that the
next subsequent block of the directory is at the next lower address. The start of the directory is not necessarily
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the highest address in Logical Memory, because other hardware features of the tag might be specified to be
located there. It will be necessary to invoke the air interface commands that define the memory mapping to
determine the start address of the directory.

7.4.52 Read-Record-Type

The command argument Read-Record-Type is used to identify various logical structures from the RFID tag.

This comman

d argument is presented as an integer value and the following codes apply:

0 Read-Multiple-Records-Header

1 R
R
R
R
R
R
R
R

8

¢ad-Multiple-Records-Directory
¢ad-Preamble-Specific-Multiple-Record
¢ad-All-Record-OIDs-Specific-Record-Type
¢ad-OIDs-Specific-Multiple-Record
¢ad-All-Objects-Specific-Multiple-Record
¢ad-Multiple-Objects-Specific-Multiple-Record

e¢ad-1st-Objects-Specific-Multiple-Record

If Read-Mul
header in the

If Read-Multiple-Records-Header-Plus-1st-Preamble is selected, the Data Processor returng

interpretation
of the first reg

If Read-Multiple-Records-Directory is-selected, the Data Processor returns the interpretation of the m

records direc

The Read-Record-Type codes)3 to 9 require the use of one or more Object-ldentifiers in the comma

the Data Pro
applied to my

— For

9 RIad-Data-EIement-List-Specific-MuItipIe-Record

ple-Records-Header is selected, the Ddta”Processor returns the interpretation of the
Multiple-Records-Header-Structure argument.

of the MR-header in the Multiple-Records-Header-Structure argument and the interpre
ord's preamble in the Multiple-Records-Preamble-Structure argument.

ory in the Multiple-Records-Directory-Structure argument.

MR-

5 the
tation

ultiple

nd for

cessor to invoke the relevant processes. Three very specific formats of Object-ldentifier are

Itiple records:

a multiple record that is not part of a hierarchy, the structure is: 1.0.15961.401.{Data-

Forlr'nat}.{sector identifier}.{record type}.{instance-of}.{Relative-OID of data element}

— For a multiple record that is part of a hierarchy, but not a data element list, the structure is:
1.0.15961.402.{Data-Format}.{sector identifier}.{record type}.{hierarchical id}.{Relative-OID of
element}

— For

a multiple record that is a data element list, the structure is: 1.0.15961.403.{Data-
Format}.{sector identifier}.{record type}.{hierarchical id}.{data element}

NOTE This object identifier calls for the response to include all the list element number

The first two Object-ldentifier structures apply to Read-Record-Type codes 3 to 8. The third listed Object-
Identifier structure only applies to Read-Record-Type codes 3, 4 and 9.
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If Read-Preamble-Specific-Multiple-Record is selected, the command shall include a single Object-
Identifier in the Read-Objects List that is certainly defined down to the record type arc, and the instance-of
arc (if applicable) or the hierarchical id arc (if applicable). The Data Processor returns the interpretation of the
record's preamble in the Multiple-Records-Preamble-Structure argument.

Selecting the Read-All-Record-OIDs-Specific-Record-Type is useful for identifying a series of history
records of the same type or a set of records in a hierarchy of the same type. In this case the command shall
include a single Object-ldentifier in the Read-Objects List that is only defined down to the record type arc.
The Data Processor returns the list of Object-ldentifiers one layer lower in the Read-OlDs-Response-List,
i.e. either with the set of instance-of arcs or with the set of hierarchical id arcs.

If Re -Identifier in
the Read-Objects List that is certainly defined down to the record type arc, and the instapce-of arc (if
applidable) or the hierarchical id arc (if applicable). The Data Processor returns the list of-Object-ldentifiers
encoded within the record in the Read-OlDs-Response-List. This does not apply to Data Element lists.

If Repd-All-Objects-Specific-Multiple-Record is selected, the command shall-include a single Object-
Ident{fier in the Read-Objects List that is certainly defined down to the record €ype arc, and the instance-of
arc (if applicable) or the hierarchical id arc (if applicable). The Data Processor returns the list of Object-
Ident|fiers and Objects encoded within the record in the Read-Objects-Response-List. This dpes not apply
to Dafa Element lists.

If Read-Multiple-Objects-Specific-Multiple-Record is selected, the-command shall include the nominated
Object-ldentifiers that are defined down to the specific data element in the Read-Objects List. The Data
Procgssor returns the list of nominated Object-ldentifiers and Objects encoded within the frecord in the
Read}Objects-Response-List. This does not apply to Data-Element lists.

If Refad-1st-Objects-Specific-Multiple-Record is sélected, the command shall include the nominated
Obje¢t-ldentifier(s) that are defined down to the spégific data element(s) in the Read-Objects Llist. The Data
Procgssor returns the list of nominated Object-lIdentifiers and Objects encoded up to the Max-App-Length
within| the record in the Read-Objects-Response-List. This does not apply to Data Element lists

If Repd-Data-Element-List-Specific-Multiple-Record is selected, the command shall inclide a single
Obje¢t-ldentifier in the Read-Objects List that is defined down to the data element. The Data Rrocessor first
checls that the record is a Data Element list. If so, it uses the rules of the Access-Method to retconstruct the
Obje¢t-ldentifier down to the listelement number as encoded in the data element list and refurns this and
assodiated Objects encoded within the record in the Read-Objects-Response-List.

7.4.53 Read-Type

The Read-Type is a command argument used to identify the number and location of Object-ldentifiers in a
read command. Jhis'command argument is presented as an integer value and the following codegs apply:

Read-1st-Objects
Read-Multiple-Objects
Read-All-Objects

3 Read-Monomorphic-Ull
4to15 Reserved for future definition

If Read-1st-Objects is selected, then the command needs to include the value for the Max-App-Length code,
which is equivalent to the number of bytes intended to be read into the application. The argument is so
structured — and therefore differs from ISO/IEC 15961:2004 — to read a sequence of Object-ldentifiers, rather
than the one only in the first position. If the Read-Type is set for Read-Multiple-Objects, this can apply to
one or more Object-ldentifiers.

If Read-Monomorphic-Ull is selected, it instructs the Data Processor to carry out additional checks with the
ISO/IEC Data constructs register to enable the proper process on the command.
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7.4.54 Record-Memory-Capacity

The command argument Record-Memory-Capacity is used in commands to write a multiple record to
indicate the amount of memory (in terms of write blocks) to assign, usually to enable the record to have
additional data elements added. It is only used if the application needs to over-ride the automatic sizing by the
Data Processor, when the Application-Defined-Record-Capacity argument is set to TRUE.

7.4.55 Record-Type-Arc

The response argument Record-Type-Arc is an integer value, converted from the EBY-8 value encoded in
the Multiple Records preamble.

7.4.56 Record-Type-Classification

The command and response argument Record-Type-Classification is a bit string that identifies‘the class of
record being encoded. The following codes apply:

000 stand-alone record, with an instance-of arc = 0

001 stand-alone record, with an instance-of arc >0

010 hierarchical record, top level

011 hierarchical record, has both parent and child(ren)

100 hierarchical record, data element list

101 other hierarchical record, no further children(hever applies to a data element list)
110 Not relevant to this command (becausg it is associated with deleted records)

111 reserved

7.4.57 Sectdr-ldentifier

The Sector-Ifentifier is used in the MR-header either to indicate the true Sector-ldentifier for all recqrds in
the Logical Memory, or to signal that the true value varies between records and the true value is encodled in
the record. This command and résponse argument is presented as an integer value and the following godes

apply:
0 Theftrue Sector-Identifier is encoded in each record and can vary between records
1  Thislis usedor closed system applications
2 This| indicates that the record type has a value equal to the Relative-OID of the first data elément

encoded on the record. For example It the 1Irst data element has a Relative-OID = 7 for a product
code, then the Record type = 7

>2 This is the Sector-ldentifier assigned by the administrators of the data dictionary to a sector to
manage its own allocation record types.

NOTE If all the records have the same Sector-ldentifier, the non-zero value is part of the Object-ldentifier
structure in a command to write or read a record, but has to be included separately for the Configure-Multiple-
Records-Header command.
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7.4.58 Simple-Sensor-Indicator
The command argument Simple-Sensor-Indicator is used by the application that the RFID tag supports a

simple sensor. The argument is generally used when the air interface protocol does not have a feature to
support such an indication.

7.4.59 Start-Address-Of-Record

This response argument provides the address of first byte of the encoded Multiple Record in terms of the write
block size, as encoded in EBV-8 format in the multiple records directory.

7.4.60 Tag-Data-Profile-ID-Table

The Tag-Data-Profile-ID-Table is a command argument used to identify the particularyFag-Data-Protocol
that dontains the compaction and formatting rules. The specific rules are essential torencode gny data for a
given|application using this Access-Method.

7.4.61 Tag-Mask

The gommand argument Tag-Mask is used in conjunction with the command arguments Length-Of-Mask
and Rointer to define the search criteria of EPCglobal data encoded ‘in the Ull memory of p segmented
memory RFID tag.

7.4.62 Update-Multiple-Records-Directory

The ¢ommand argument Update-Multiple-Records-Directory is BOOLEAN, but the procegsing on the
Logical Memory by the Data Processor needs to takés.into account whether a directory alreaqy exists. The
followiing states and processes apply:

— If a directory pre-exists and the command argument is set to TRUE, the directory is fully updated,
cluding any previously missed directory-éntries.

— I a directory pre-exists and the cOmmand argument is set to FALSE, the argument is igrfored and the
irectory is fully updated, including any previously missed directory entries.

— If no directory exists and.the command argument is set to TRUE, the directory is cregted and fully
pdated, including anytpreviously missed directory entries.

— If no directory exiSts-and the command argument is set to FALSE, no directory is created.

7.4.63 Word-Count

The gommand argument Word-Count is used in conjunction with Word-Pointer to define the number of
encoded bytes to be read from a segmented memory RFID tag, without any processing to be yndertaken by
the Data-Processor

7.4.64 Word-Pointer

The command argument Word-Pointer is used in conjunction with Word-Count, and defines the start
location of the memory of a segmented memory RFID tag from which an encoded byte string is to read.

7.5 Command-related field names

In addition to the command arguments (7.4), the following field names are used in the commands and
responses.
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7.51

Data-Set

The field name Data-Set refers to the contiguous byte string from the Precursor, the Object-ldentifier to the
final byte of the compacted Object on an RFID tag.

7.5.2 Identi

ties

The field name Identities is a command response field that represents a list of the identified Singulation-ids.

7.5.3 Length-Lock Byte

The field nan
in an item-rel

7.5.4 Lendf

The field nan
and identifies

7.5.5 Lock

h-Of-Encoded-Data

e Length-Of-Encoded-Data is a command response field that is part of the’ Extended [
the length of the encoded data in terms of blocks.

Status

The field nanmpe Lock-Status is a command response field that identifies whether an encoding packet (

Data-Set) is |

pcked or not locked.

7.5.6 Logigal-Memory-Map

The field Lod
byte string th

ical-Memory-Map is a command response figld\that represents the complete, but un-deg
ht was read from the RFID tag.

7.5.7 Memgry-Capacity

The field namme Memory-Capacity is a command response field that is part of the Extended DSFIL

identifies the

ength of the encoded data in terms of blocks.

7.5.8 Module-OID

The field Mo

defined in 7.3.

7.5.9 Numl

The field nan
tags observe

Hule-OID identifies-an: individual command or response module with a full Object-ldentif
2.

er-Of-Tags:Found

e Number-Of-Tags-Found is a command response field that returns the actual number of]
] that-met the criteria. If the Identify-Method argument is set to Inventory-No-More-Than

the response

e Length-Lock Byte is a command response field that identifies the length of the encoded data
bted segment, and also provides information about the lock status of pages on the RFID\tag.

DSFID

£.g. a

oded,

D and

er as

RFID
, then

value Number-Of-Tags-Found can be a lower number.

7.5.10 PO-ID-Table

The field name PO-ID-Table is a command field that identifies the specific table for the Data Processor to use
as the source of detailed encoding rules.

7.5.11 Proto

col-Control-Word

The field name Protocol-Control-Word is a command response field that returns this 16-bit value in a
response from the Ull memory of a segmented memory RFID tag. The Protocol-Control-Word contains bit-
based data that identifies other features supported on the RFID tag.
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7.5.12 Read-Data

The field Read-Data returns an un-decoded byte string from a segmented memory RFID tags.

7.6 Data security

The data (Object) may be made secure by the use of some form of encryption. This shall be applied prior to
the Object being transferred to the Data Processor. The decryption process shall also be applied to the
Object after it has been transferred to the application. As such, all the processes are transparent to this part

of ISO/IEC 15961 and ISO/IEC 15962.

The f

llowing Teatures can be provided:

Data security - This allows only authorised users the ability to "see" the true data. TH
need to provide authorised users with the decryption algorithm and key. Other.users ca
octet string, but this will be meaningless.

Data integrity - This uses the decrypted data to identify whether the data:has been modi
prior to being read by an authorised user.

Data validity - This uses encryption processes to reduce the.fisk of data from a legi
being copied by an unauthorised agent into another RFID tag, and being passed off 3
source RFID tag.

e sender will
n see the raw

fied by others

imate source
s the original

Additional advice is provided in Annex D.
8 Data flows and processes to the air interface
Variolis processes are required to format the RFID tag, to write data to it, to read from it, to mqdify data etc.

Thesg are defined in the sub-clauses that follow. All the processes to write and add data will

Wher
descr

8.1

The [
layers
ISO/I
Proce
to se
comn
Proce

A nur

b the read process is the inverse of.the write process, this will be described briefly, othen
ption will be provided.

Establishing communications between the application and the RFID tag

for an implementation of RFID for item management and Figure 2 — Logical functions ang
EFC 15962 with other’ RFID system components), but does this through the Tag Driv
ssor requires specific system information based on the configuration of the RFID tag (see
[ parameters-.0f the Logical Memory to represent correctly the RFID tag memory a
unication-te@ and from the Tag Driver. To achieve this, air interface services shall be providg
ssor via.the Tag Driver to establish communications (see 8.1.1).

hbef, of these parameters need to be known to, or requested by, the Data Processor. Ef

pbe described.
wise a further

ata Processor does not communicate directly with the RFID tag (see Figure 1 — Schematic of protocol

interfaces of
er. The Data
B.1.2). This is
nd to enable
d to the Data

ffectively, this

cod 4o a tha DEOIMN o~ iaitiolly and  td

o ro

establish a

proce!

communications link while the data transaction is open.

8.1.1

Air interface services

A I nficu e AL anfictira | H recurrad
tHe—Ss—uSea—to COMMyguTC— T\ 1o ay— ity (O o oormmygurc—Ic i ToquoimTeaT—aria 139)

This part of ISO/IEC 15961 is open-ended with respect to the fact that new types of RFID tag may be added to
ISO/IEC 18000 and leave the Data Processor unaltered. To achieve this, some basic presumptions are made

about

the types of RFID tag in ISO/IEC 18000.

— Application memory is an integer number of bytes.

NOTE

the term application memory is used in this sub-clause as a generic name for the area of RFID

tag memory available for user data (this is sometimes called user memory in ISO/IEC 18000) and any

separately addressable memory (e.g. for the Ull).
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— Application memory shall be organised in blocks. These shall be fixed size and be of one or more

byte

The

S.

individual blocks shall each be accessible by read and/or write.

NOTE
authorised users.

for writing and reading to and from the application memory.

The RFID tag
write and rea

The technica

8.1.2 Systegm information

The system
application i

ISO/IEC 15962:

Singulation-ld — (see 7.2.1)

AFI — (s¢
DSFID -

The system
RFID tag an

ISO/IEC 15962:

physical

number ¢f blocks

8.2 Applid

The applicati

Object Identifier - (seé 7.3.2)

Object - (see(34)

details of the air interface services are provided in ISO/IEC 15962.

information shall consist of the following elements that need to be ‘transferred acros
nterface and air interface, and are therefore part of this patt)of ISO/IEC 15961

e7.22)

(see 7.2.3), which itself consists of:
Access-Method — (see 7.2.4)
Data-Format — (see 7.2.5)

nformation shall also consist of the following elements that only need to transfer betwesd
j the Data Processor to configure the Loegical Memory Map, and are therefore only p

block size

ation system services

bn system shall provide.the following:

Co

pact-Parameter - (see 7.3.5)

This applies to the basic function, additional features may be used to restrict access to

In addition to the requirements (above) relating to the memory, there shall be a reliable mechanism

lity to

s the
and

n the
art of

Object-Lock - (See 7.3.0)

These are incorporated into the definitions of particular application commands and responses, and never
transferred without the supporting commands.

9 Command-Codes, Completion-Codes, and Execution-Codes

Application commands are used to instruct the Data Processor and the interrogator to execute specific
functions. They are also applied to the processing of the application data to achieve efficient encoding. The
responses from the Data Processor include requested data and also information about actions undertaken
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and errors found. Each command/ response pair has its abstract syntax presented as modules.

Each module

is defined in a manner that enables the command to be invoked independently of any other command.

So that the commands and responses can easily be incorporated into the transfer syntax, code values have
been assigned in this part of ISO/IEC 15961 to the final arc of the command and response modules (see 9.1).
Also, Completion-Codes (see 9.2) and Execution-Codes (see 9.3) are assigned to the responses. The
sources of definitions of arguments and fields that apply to each command are given, including those that only

apply to the command and response modules (see 7.4 and 7.5).

In the processing of a command, an error might be detected. The command shall be aborted a

nd no data is

transferred to or from the RFID tag in which the error is detected. This is possible because processing is done

A

The f

¢d to create new modules and this will be described in the\relevant sub-clauses. Anne
ble of the original transfer encoding of a command and response.

9.1 [Final arc values of the command and response modules

Each|command and response module shall be identified by an Object Identifier. The com

ied is the only

se where the
etected error

orted by this
describe the
bsponses are

blogy used in
rs have been
F shows an

mon root for

commands is {iso(1) standard(0) rfid-data-protocol(15961) commandModules(126)}. The common root for

e final arc of
DID. The final

nat)

responses is {iso(1) standard(0) rfid-data-protocol(15961) commandResponses(127)}. Th
each pair of command and response modules*shall have the same value, effectively a Relative-(
arc shall be specific to the command/respanse pair and the following final arcs are specified:

1 Configure-AFl  (in ISO/IEC 15961:2004 as configureAfi)

2 Configure-DSFID (in ISO/IEC 15961:2004 as configureStorageForr

3 Inventory-Tags

4 (only in ISO/IEC 15961:2004 as addSingleObject)

5 Delete-Object

6 Modify-Object

7 (only in ISO/IEC 15961:2004 as readSingleObject)

8 ReadObject-ldentifiers (in ISO/IEC 15961:2004 as readObjectlds)

9 (only in ISO/IEC 15961:2004 as readAllObjects)

10 Read-Logical-Memory-Map

11 (only in ISO/IEC 15961:2004 as inventoryAndReadObjects)

12 Erase-Memory

13 Get-App-Based-System-Info

14 (only in ISO/IEC 15961:2004 as addMultipleObjects)

15 (only in ISO/IEC 15961:2004 as readMultipleObjects)

16 (only in ISO/IEC 15961:2004 as readFirstObject)

17 Write-Objects

18 Read-Objects

19 Write-Objects-Segmented-Memory-Tag

20 Write EPC-UII

21 Inventory-ISO-Ulimemory

22 Inventory-EPC-Ullmemory

23 Write-Password-Segmented-Memory-Tag

24 Read-Words-Segmented-Memory-Tag

25 Kill-Segmented-Memory-Tag
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26 Delete-Packed-Object

27 Modify-Packed-Object

28 Write-Segments-6TypeD-Tag

29 Read-Segments-6TypeD-Tag

30 Write-Monomorphic-Ull

31 Configure-Extended-DSFID

32 Configure-Multiple-Records-Header
33 Read-Multiple-Records

34 Delete-Multiple-Record

Additional command and response modules, and their final arc values, will be added in numeric sequence, as

required, to t

The complete
appropriate,
in communic
be undertake
interface.

9.2 Comp

The Comple
value that re
not. Itis retu
value is 255
Execution-C
executed as i

NOTE
particular

The following
0

1

is part of ISO/IEC 15961

module specifies the function that the interrogator shall perform. Each command spegifi

S, as

articular processes to be undertaken by the Data Processor, the Tag Driver, and the|interr¢gator

tions across the air interface. Each response specifies, as appropriate, particular. proces
n by the Tag Driver, the Data Processor, and the communications acrpess. the appli

etion-Code

lion-Code is part of the response to each command. The Caompletion-Code is an INTH
ports specifically on how the particular command was processed and executed, successf
ned in each response. If its value is 0 (004¢), the command®has been successfully executed
(FF46), the command could not be executed by thessystem for the reason specified
pde (see 9.3). If its value is different from 0 and 255,+it indicates that the command w3
hstructed by the application for the reason mentioned.

The Completion-Code provides information on ‘the basis that the command can be invoked f
RFID tag in the communication chain, whereas_the’Execution-Code indicates a systems error or suc

Completion-Codes apply:
No-Error: The command was successfully executed.

AFI-Not-Configured: The.:command could not be completed, possibly because of a
configure action.

AFI-Not-Configured-Locked: The AFI was found to be locked (by a previous com
execution), so this.AFI could not be configured, as requested by the command, on this occ

AFI-Configured-Lock-Failed: The AFl was correctly configured and encoded, but thg
function cetld not be completed.

DSFID-Not-Configured: The command could not be completed, possibly because of 3
configure action.

es to
cation

FGER
illy or
. Ifits
n the
s not

or the
cess.

prior
mand
Bsion.

b lock

prior
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DSFID-Not-Configured-Locked: The DSFID was found to be locked (by a previous com

mand

execution), so this DSFID could not be configured, as requested by the command, on this

occasion.

DSFID-Configured-Lock-Failed: The DSFID was correctly configured and encoded, but the

lock function could not be completed.

Object-Locked-Could-Not-Modify: The existing encodation on the RFID tag is locked, and as

a result this attempt to update the Object value could not be completed.

Singulation-ld-Not-Found: The particular RFID tag, specified by the Singulation-ld, could not

be found in the operating area.
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Object-Not-Added: The data set of Precursor, Object and Object-ldentifier could not be
added to the Logical Memory Map (e.g. because there was insufficient memory space). This
response also applies if the RFID tag supports a lock function that failed.

Duplicate-Object: An Object-ldentifier with the same value as the one to be processed
(added, modified, or deleted) was found. The process was aborted.

Object-Added-But-Not-Locked: The data set was added to a RFID tag that did not support a

lock feature in the memory.

deleted from the Logical Memory Map (e.g. because the delete function is not sup
particular RFID tag).

Object-ldentifier-Not-Found: The intended process could not be executed
defined Object-ldentifier is not actually encoded on the RFID tag.

Object-Locked-Could-Not-Delete: The Object is already locked and so cannot be
Object-Not-Read: The intention to read the specified Object failed.
Objects-Not-Read: The intention to read one or more of'the specified Objects fai

Blocks-Locked: The intended action to erase encoded bytes from one or more
not be achieved because blocks were previously locked.

Erase-Incomplete: The intended action.io ‘erase encoded bytes from one or mor
interrupted and that not all blocks have‘\been processed. The command can be
complete the process.

Read-Incomplete: The intention to read the complete contents of the Logical
failed, because not all blocks.from the RFID tag were transferred to the Logical Mer

System-Info-Not-Read:The intention to read the system information failed.
Object-Not-Modified: The data set of Precursor, Object-lIdentifier and Object
modified on the Loegical Memory Map (e.g. because the modify function is not sup

particular REID.tag).

Object-Modified-But-Not-Locked: The Object was modified in a RFID tag that d
a lock feature in the memory.

Failed-To-Read-Minimum-Number-Of-Tags: The minimum number of RFID ta
identified with the specified selection criterion, possibly because of a time-out.

could not be
ported by the

because the

deleted.

ed.

blocks could

e blocks was
re-invoked to

Memory Map
nory.

could not be
ported by the

d not support

gs were not

Failed-To- - - -Of-

25

26

27

28

with the specified selection criterion, possibly because of a time-out.

Password-Mismatch: The Password presented in the command did not match t
password on the RFID tag, so the associated action was aborted.

not identified

he equivalent

Password-Not-Written: The Password was not written, either because the memory location

was already encoded, or the feature was not supported.

Zero-Kill-Password-Error: The Kill operation was not executed because the Kill-Password

has a zero value.

Kill-Failed: The intention to render the tag failed (e.g. because of insufficient power).
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38

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

Object-Not-Editable: The Object, encoded as part of a Packed-Object, was not modified
because it is not editable.

Directory-Already-Defined: A Packed-Object already has a directory type defined.

Packed-Object-ID-Table-Not-Recognised: The ID-Table called for in the command was not
supported by the encoder or interrogator, and encoding is impossible to achieve.

Tag-Data-Profile-ID-Table-Not-Recognised: The ID-Table called for in the command was not
supported by the encoder or interrogator, and encoding is impossible to achieve.

-Tag- : ' i i ici n the
tag to satisfy the requested operation.

AFI-Not-For-Monomorphic-Ull: The operation failed because the AFI called) for ip the
command is not registered for Monomorphic-Ulls.

Monomorphic-Ull-OID-Mismatch: The Object-ldentifier defined in theCcommand dogs not
match that on the ISO?IEC 15961-2 Data Constructs register for this AF|,

Command-Cannot-Process-Monomorphic-Ull: A Monomorphic-Ull was presented as an
Object to command that does support this type of Ull.

Data-CRC-Not-Applied: At least one of the Data-CRCs requested in the Extended-DSFID was
not applied to the data.

Length-Not-Encoded-In-DSFID: At least one of the\requested lengths was not encoded jin the
Extended-DSFID.

Multiple-Records-Header-Not-Configured;>Some of the processes required to configufe the
Multiple-Records-Header could not be processed by the Data Processor, resulting [in an
incomplete record.

Multiple-Records-Header-Not-Locked: The Multiple-Records-Header was added to an|RFID
tag that did not support a selective’lock feature in the memory.

File-Support-Indicators<Not-Configured: Some of the processes required to configufe the
File-Support-Indicators “Could not be processed by the Data Processor, resulting jn an
incomplete encoding.

File-Support-Indicators-Not-Locked: The File-Support-Indicators field was added fo an
RFID tag that.did not support a selective lock feature in the memory.

Data-Format-Not-Compatible-Multiple-Records-Header: The Data-Format in the command is
at variance with the controlling Data-Format rules defined in the MR-header. The recorfl was
netrencoded.

Access-Method-Not-Compatible-Multiple-Records-Header. The Access-Method in the
command is at variance with the controlling Access-Method rules defined in the MR-header.
The record was not encoded.

Sector-ldentifier-Not-Compatible-Multiple-Records-Header. The sector identifier in the
Object-ldentifier in the command is at variance with the controlling sector identifier rules
defined in the MR-header. The record was not encoded.

Record-Preamble-Not-Configured: Some of the processes required to configure the record
preamble could not be processed by the Data Processor, resulting in an incomplete encoding.

Record-Preamble-Not-Locked: The record preamble was added to an RFID tag that did not
support a selective lock feature in the memory.
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Multiple-Records-Directory-Not-Present. The command to read this directory
invoked because of the absence of the directory.

Record-Not-Deleted-Preamble-Locked: The command could not be invoked
record's preamble is locked.

Record-Not-Deleted-Directory-Locked: The command could not be invoked
record's entry in the directory is locked.

could not be

because the

because the

Record-Not-Deleted-Lower-Level-Preamble-Locked: The command could not be invoked

because the preamble of a lower-level record is locked.

9.3 |Execution-Code

The Bxecution-Code is part of the response to each command. The Execution-Code is an IN]
that reports on the way the command was processed:and executed by the system, successful
returrfed in each response. If its value is 0 (0046), the command has been successfully proce
proto¢ol was executed. Other values indicate that-a-system error has occurred.

The fpllowing Execution-Codes apply:

(

DO

fd%)

L0

Record-Not-Deleted-Encoding-Locked: the command could not be invoked be
the record is locked.

ISO/IEC 24791-5 Result-Code: This Completion-Code is used to pass throug
code from an ISO/IEC 24791-5 response in the form of {message code} {result valu

Undefined-Command-Error: An error occurred in a command, not defined
Completion-Code.

Execution-Error:A system error occurred which made jtitnpossible to action the ¢
appropriate Execution-Code is returned in the response:

No-Error: The command was executed without error
No-Response-From-Fag: No response was received from the RFID tag

Tag-Communication-Error: The response(s) from the RFID tag(s) was corrupte
was an aborted frame)

Tag-CRC-Error: A CRC error was detected in the RFID tag's response

Command-Not-Supported: The command code is not supported by the interrog
tag

cause part of
h the Result
e}.

by another

bmmand. The

EGER value
y or not. It is
ssed, i.e. the

i (e.g. There

ator, or RFID

Invalid-Parameter: The command parameter(s) are invalid

255

Interrogator-Communication-Error: An error occurred in the communication
application and in the interrogator

Internal-Error: An error occurred in the application software

Undefined-Error: An error occurred, not defined by another code
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10 Commands and responses

Each pair of command and response is specified in the sub-clauses 10.1 to 10.21. Those arguments that
require a separate specification are defined in 10.27.2.

10.1 Configure-AFI

10.1.1 Configure-AFl command

The AFIl is a single byte code and is used as part of the selection process in an application. Details of the AFI
codes assigned to particular applications are available on the Register of Data Constructs provided by the
Registration Authority of ISO/IEC 15961-2. If the air interface supports the AFI feature, only tags-with a
specific AFI ill be returned for future processing.

This command is applicable for those air interface protocols where either of the following characteristics is
true:

A. [The application command is directly related to an equivalent air interface.command.

B. |[The application command requires the AFI to be written to a patticular memory locatiop and
nominally separated from item-related data, but using a generic air interface write commandg.

The Configute-AFI command has the following arguments:

AFIl (segq 7.2.2)
AFIl-Lock (see 7.4.3)
Singulation-ld (see 7.2.1)

The AFI-Logk argument applies to characteristic A _above without constraint, but can only apply to
characteristic| B above if the air interface protocol supports the locking of a single byte position defined for the
AFI.

Configure-AFlI command
Module-OIQ: OBJECT IDENTIFIER(=1 0 15961 126 1

Singulation-ld: BYTE STRING+(0:.255)

AFl: BYTE
Possible Values:
Value Definition
0046 — QF ¢ As defined in ISO/IEC 15961-3
904 — CE 45 As published by the Registration Authority of ISO/IEC 15961-2
CFq6 Reserved as an extension code

AFl-Lock: BOOLEAN
If set to TRUE, the interrogator shall lock the AFI

10.1.2 Configure-AFl response
The Configure-AFI response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
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Configure-AFIl response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 127 1

Completion-Code: INTEGER
Possible Values:
Value Definition
No-Error
AFI-Not-Configured
AFI-Not-Configured-Locked
AFI_(‘nnfigurnrl_l ock-Failed
Singulation-ld-Not-Found
55 Execution-Error

NOWwWN -~O

Exeg¢ution-Code: INTEGER
Possible Values: As defined in 9.3.

10.2 |Configure-DSFID

Configure-Extended-DSFID (see 10.24) is required when encading indicators of other featureg in the RFID
tag, spich as the use of a Data-CRC. That command might also be better to encode an Access-Method with a
value|greater than 3, or a Data-Format with a value greater{han 31.

10.2.1 Configure-DSFID command

The IDSFID is a single-byte code that is used toreduce the encoding of Object-ldentifiers,|and defining
particular encoding rules for ISO/IEC 15962 to, follow. In particular, these encoding rules apply tq the Access-
Method. Details of the Data-Format (part of<the DSFID) assigned to particular applications arg available on
the Register of Data Constructs provided.by the Registration Authority of ISO/IEC 15961-2.

The gommand is applicable for those “air interface protocols where either of the following characteristics is
true:

A. The application command is directly related to an equivalent air interface command.

B. The application~command requires the DSFID to be written to a particular location [and memory
nominally separated from item-related data, but using a generic air interface write comnfand.

The Gonfiguré-DSFID command has the following arguments:
DSFID-Constructs (see 11.2)

DSFID-Lock (see 0)
Singulation-Id (see 7.2.1)
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The DSFID-Lock argument applies to characteristic A above without constraint, but can only apply to
characteristic B if the air interface protocol supports the locking of a single byte position defined by the DSFID.

Configure-DSFID command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 2
Singulation-Id: BYTE STRING (0..255)

DSFID-Constructs-list: List of <DSFID-Constructs>

DSFID-Lock: BOOLEAN
If set to TRUE, the interrogator shall lock the DSFID

10.2.2 Configure-DSFID response
The Configufe-DSFID response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Configure-DSFID response
Module-OI): OBJECT IDENTIFIER = 1 0 15961 127 2

Completion-Code: INTEGER

Possible Values:

Value Definition
No-Error
DSFID-Not-Configured
DSFID-Not-Configured-Locked
DSFID-Canfigured-Lock-Failed
Singulation-ld-Not-Found
55 Execution-Error

Nowo o~ O

Execution-Code: INTEGER
Possible Values: As'defined in 9.3.

10.3 Invent ly-Taga

10.3.1 Inventory-Tags command

The Inventory-Tags command requires that the value of the AFl is specified to select RFID tags belonging to
a particular class, typically containing tags belonging to a defined domain. The Inventory-Tags command is
intended to read a set of Singulation-lds from RFID tags that have a particular AFI. It is only applicable
where an air interface command supports an inventory process using the AFI as a named argument and,
generally, where a unique chip identifier is used in the arbitration process.

An additional selection criterion (ldentify-Method) determines how many RFID tags, complying with the

specified AFI selection criterion, need to be identified before the response can be provided. A mechanism that
can be used to detect any RFID tag entering the operating area, is to set the Inventory-At-Least field to 1.
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Particular conditions can be confirmed by only undertaking a partial inventory, i.e. by using either the
Inventory-At-Least, or the Inventory-No-More-Than field. A reconciliation of a known quantity of previous
transactions (e.g. to identify that all items intended to be in a container are actually there) can be achieved by

using

the Inventory-Exactly field.

The Inventory-Tags command has the following arguments:

AFI (see 7.2.2)
Identify-Method (see 7.4.23)
Number-Of-Tags (see 7.4.43)

AFI:

Inventory=-Tags command

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 3

Identify-Method: INTEGER (0..15)

BYTE

Possible Values:

Number-Of-Tags: INTEGER (0..65535)

Value Definition

0 Inventory-All-Tags

1 Inventory-At-Least

2 Inventory-No-More-Than
3 Inventory-Exactly

4 — 15 Reserved

If the
RFID

zero by the application.

If the
tags
equal
has

been

Number-Of-Tags is set to.more than 1, the Interrogator will wait until the specified number of R
detected.
Identify-Method is set to Inventory-No-More-Than, the interrogator shall initiate an iny

If the
RFID

Identify-Method is set to Inventory-All-Fags, the interrogator shall perform a complete ir
tags present in its field of operation. The value of Number-Of-Tags is irrelevant and shq

Identify-Method is set to Inventory-At-Least, the interrogator shall perform an inventor
present in its field of operation and (possibly) continue waiting until it has identified a nd
to Number-Of-Tags. If the,Number-Of-Tags is set to 1, the Interrogator will wait until the
been detected. This is @ mechanism to wait for a tag to enter the interrogator

tags presentiin its field of operation and shall return a response with a number of tags low

Num
reach

ventory of all
uld be set to

of the RFID
mber of tags
first RFID tag
field. If the
FID tags has

entory of the
er or equal to

er-Of-Tags. The interrogator may interrupt the inventory process when the Number-Of-Tags has been
d of may continue the inventory process till all tags have been read.

If the Identify-Method is set to Inventory-Exactly, the interrogator shall initiate an inventory of the RFID tags
present in its field of operation and shall return a response with the number of tags equal to Number-Of-Tags.
This command parameter could be used to confirm the actual number of tagged items in a container. The
Interrogator will wait until the specified number of tags has been detected. The interrogator may interrupt the
inventory process when the Number-Of-Tags has been reached or may continue the inventory process until
all tags have been read.

NOTE This may be constrained by the air interface and anticollision mechanism.
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Execution of this command with the arguments Inventory-At-Least and Inventory-Exactly can cause the
interrogator to wait until sufficient RFID tags enter its field of operation; also the command response cannot be
initiated until after this delay. It is the responsibility of the application to accommodate this potentiality.

10.3.2 Inventory-Tags response
The Inventory-Tags response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
Identities (see 7.5.2)

Number-Pf-Fags-Found(see75:9)

Inventory-Tags response
Module-OID: OBJECT IDENTIFIER =10 15961 127 3

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

23 Failed-To-Read-Minimum-Number-Of-Tags
24 Failed-To-Read-Exact-Number-Of-Tags
255 Execution-Error

Execution-Code: INTEGER

Possibl
Number-Of:

Identities:

b Values: As defined in 9.3.
Tags-Found: INTEGER (1..65535)

List of <Singulation-1d>

10.4 Delete

-Object

10.4.1 Deletg-Object command

The Delete-Qbject command instructs the interrogator to delete a defined Object-ldentifier and its Qbject
and associated parameters. Only one RFID tag and only one Object-ldentifier shall be programmgd per
command to|ensure-that the deletion process is robust. The delete function requires the removal of the
Object-ldentffier,.the associated Object, precursor and other components of the data set from the Lpgical
Memory Map| and then the re-writing of any data sets at higher address locations on the RFID tag.

For the No-Directory and Directory Access-Methods if other encoding follows the deleted Object-ldentifier,
the Data Processor may replace the deleted bytes with a null Data-Set. This procedure is invoked
automatically by the Data Processor.

For the Packed-Objects Access-Method, the interrogator shall delete the Object from within the first
Packed-Object in which the Object-ldentifier exists. If the Packed-Object is editable, the Packed-Objects
editing procedures shall be used so that the entire memory content does not need to be rewritten. Otherwise,
the interrogator shall rewrite the content of the user memory appropriately recalculated with the Object-
Identifier and its Object and associated parameters deleted. If any of the memory that is required to be
rewritten during the execution of this command is locked, the response will return the appropriate
Completion-Code.
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If the Access-Method is Tag-Data-Profile, deletion is not possible because of the fixed structure of the
encoding and the fact that there are no system-based null characters, and the appropriate completion code
shall be returned.

For Multiple-Records the Object-ldentifier shall identify a data element within an individual record. The rules
for the inherent Access-Method shall apply. To delete the entire record see 10.27.

The Delete-Object command instructs the interrogator to delete the data set specified by its Object-ldentifier
from the RFID tag Logical Memory Map. This procedure might not succeed if the data set is locked, if this is
found to be the case, the response will return the appropriate Completion-Code. If the Check-Duplicate flag
is set to TRUE, the interrogator shall verify, before deleting the requested Object, that there is only a single

instan

than pne instance of the referenced Object-ldentifier, it shall not perform the Delete-Object

shall

If the

N

Q

The

Cc

S

Opject-ldentifier (see7.3.2)

eturn the appropriate Completion-Code.

hly be used when there is a high expectation of no duplicates.
elete-Object command has the following arguments:
heck-Duplicate (see 7.4.10)

ngulation-ld (see 7.2.1)

coding more
function and

Check-Duplicate flag is set to FALSE, the interrogator shall delete the first occurrence of the data set
specified by its Object-ldentifier.

OTE This is an argument that effectively provides no protection against duplicate Object-ldentifiers. It should

De

Sing

Che

Module-OID: OBJECT IDENTIFIER =1 0.18961 126 5

Object-ldentifier: OBJECT IDENTIFIER

ete-Object command

ulation-ld: BYTE STRING (0..255)

ck-Duplicate: BOOLEAN
If set is TRUE, the interrogator shall check that there is only one occurrence of the Object-|

Hentifier

10.4.1

The

P Delete-Object response

elete-Object response has the following field names:

Cc

- (Qpp Qq 9)

Execution-Code (see 9.3)
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Delete-Object response
Module-OID: OBJECT IDENTIFIER =10 15961 127 5

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found

10 Duplicate-Object

12 Qbject-Not-Deleted

13 Object-ldentifier-Not-Found

14 Object-Locked-Could-Not-Delete
37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.5 Modify-Object

10.5.1 Modifly-Object command

The Modify-Object command is intended to change the value\of a data Object associated with an O
Identifier alr¢ady encoded on the memory of the RFID tag. The complete memory needs to be read to €
that the Objept-ldentifier is not duplicated. If so the command is aborted. Invoking this command depen
the Access-Method declared for the RFID tag. In addition, the procedure is different if the resultant end
length of the|modified Object is different from the ,original length. Each of the cases is discussed und
appropriate Access-Method.

This commarnd shall not be used to modify. a Monomorphic-Ull. If the AFl on the RFID tag declares th
registered fola Monomorphic-Ull, the appropriate error shall be returned and the encoding process ab
The correct cpommand to use is defined in*10.23.

including re-structuring the Precursor for a Data-Set.

bject-
nsure
ds on
oding
Br the

at it is
orted.

Dy the

including any Packed-Object structuring rules

— including any pad bytes for shorter data in a Tag-Data-Profile

If the Object is already locked, it cannot be modified and the appropriate completion code shall be return

ed.

If the Access-Method is Packed-Objects, and the Packed-Object is not editable, the Object cannot be

modified and the appropriate completion code shall be returned.
If the Access-Method is Tag-Data-Profile, three conditions can be presented:

— if the new compacted data is the same length, then this data is simply overwritten
— ifitis shorter, it is written to the tag with the necessary pad bytes

— if it is longer, there is an error and the data cannot be modified and the appropriate

completion code shall be returned.
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If the data object is part of a multiple record (identified with the basic root-OID of 1.0.15961.401) or a
hierarchical multiple record (identified with the basic root-OID of 1.0.15961.402), then the process to modify a
data object shall be that of the declared Access-Method. A data object cannot be modified on a data element
list (identified with the basic root-OID of 1.0.15961.403).

The Modify-Object command has the following arguments:

Compact-Parameter (see 7.3.5)
Object (see 7.3.4)
Object-ldentifier (see7.3.2)
Object-Lock (see 7.3.6)
S,ng_ujafinn-lrl (enn 72 1)

Modify-Object command

Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 6
Singulation-ld: INTEGER (0..255)

Objgct-ldentifier: OBJECT IDENTIFIER

Objéct: BYTE STRING

Compact-Parameter: INTEGER (0..15)
Possible Values:

Value Definition (see 7.3.5 for further details)
0 Application-Defined

1 Compact

D UTF8-Data

3 Packed-Objects

4 Tag-Data-Profile

Object-Lock: BOOLEAN
If TRUE the interrogator shall lock the relevant Data-Set

10.5.2 Modify-Object response
The Nlodify-Object résponse has the following field names:

Cpmpletion=Code (see 9.2)
Execution-Code (see 9.3)
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Modify-Object response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 6
Completion-Code: INTEGER
Possible Values:
Value Definition
0 No-Error
7 Object-Locked-Could-Not-Modify
8 Singulation-ld-Not-Found
10 nnlr_\lir‘afn_ﬁhjnr\f
13 Object-ldentifier-Not-Found
21 Object-Not-Modified
22 Object-Modified-But-Not-Locked
33 Insufficient-Tag-Memory
36 Command-Cannot-Process-Monomorphic-Ull
37 Data-CRC-Not-Applied
38 Length-Not-Encoded-In-DSFID
255 Execution-Error
Execution-Code: INTEGER
Possiblg Values: As defined in 9.3.
10.6 Read-Pbject-ldentifiers
10.6.1 Read;Object-ldentifiers command

This commar
be used (see

d shall not be used with Multiple Records. Instead the Read-Multiple-Records command shall

10.26).

The Read-Object-ldentifiers command instructs the interrogator to read all the Object-ldentifiers from the
is module can be used in advance of a more selective command to read a specific Object, or to
ate Object-ldentifiers so that a housekeeping procedure can be invoked. A valid response, if
Logical Memory Map,has no Object-ldentifiers stored, is to return an empty Object-ldentifiers

RFID tag. TH
identify dupli
the RFID tag
list. Only one

RFID tag shall be programmed per command to ensure that the read process is robust.

The Read-Object-ldentifiers command has the following argument:

Singulation-Ild (see\7.2.1)

Read-Object-tdentifierscommand

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 8

Singulation-ld: BYTE STRING (0..255)
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10.6.2 Read-Object-ldentifiers response
The Read-Object-ldentifiers response has the following arguments:
Completion-Code (see 9.2)

Execution-Code (see 9.3)
Read-OIDs-Response-List (see 0)

Read-Object-ldentifiers response

Moduwe-0iB—OBJECTHDENHEER=14-0-150644278

Reafl-OIDs-Response-List: List of <Read-OlDs-Response>

Conppletion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
255 Execution-Error

Exe¢ution-Code: INTEGER
Possible Values: As defined in 9.3.

10.7 [Read-Logical-Memory-Map

10.7.1 Read-Logical-Memory-Map command

The main function of this command is for*diagnostic purposes, but it can also be used for ofher functions
wherg reading the complete content.ofthe Logical Memory Map is required. Only one RFID tag should be
programmed per command to ensure.that the reading process is robust.

The Read-Logical-Memory-Map command instructs the interrogator to read the entire Logical [Memory Map
of thg RFID tag and respond with this without any decoding and interpretation (i.e. by returning the encoded
byte yalues). No processing takes place through the Data Processor as part of this read command, so that
indivigual Object-ldentifiers, Objects, Compact-Parameter and Lock-Status cannot be directly identified.

The qommand applies equally to all Access-Methods, but if a Directory structure has been defined by the
Accegs-Method, this shall be included in the response, but shall not be distinguished from othegr bytes in the
Logical Memory Map.

The Read-Logical-Memory-Map command has the following argument:

Singulation-Id (see 7.2.1)

Read-Logical-Memory-Map command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 10

Singulation-ld: BYTE STRING (0..255)
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10.7.2 Read-Logical-Memory-Map response

The Read-Logical-Memory-Map response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
Logical-Memory-Map (see 7.5.6)

Read-Logical-Memory-Map response

Module-OID+—OBJECTHBENHFER—=4-04596442740

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
19 Read-Incomplete

255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

Logical-Memory-Map: BYTE STRING

10.8 EraseiMemory

10.8.1 Erasg-Memory command

The Erase-Memory command instructs the int€rrogator to re-set to zero the entire Logical Memory Map [of the
specified RFID tag. This includes the Directory, if this is defined as the Access-Method. If none of the blocks
is locked, thig should result in a deletion.of’all Data-Sets or Packed-Objects. If any block is locked, then the
Completion-Code: Blocks-Locked willbe returned. Only one RFID tag shall be programmed per command

to ensure that the erasure processis robust.

Subsequent processing by the—application, possibly by reading all the locked data, can be invoked to
determine whether the RFID tag is still useable. For example, the blocks that are locked could contain data

permanently gssigned tethe item and the unlocked blocks containing transitory data.

The Erase-Memory:command has the following argument:

Singulation-ld (see 7.2.1)

Erase-Memory command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 12

Singulation-ld: BYTE STRING (0..255)
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10.8.2 Erase-Memory response

The Erase-Memory response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Erase-Memory response

Mo:[»b-OlD:—OBJEGJ—@EWLER- 10145961 427 12
Conppletion-Code: INTEGER

Possible Values:

Exe

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
17 Blocks-Locked

18 Erase-Incomplete

255 Execution-Error
cution-Code: INTEGER

Possible Values: As defined in 9.3.

10.9 |Get-App-Based-System-Info
10.9.1 Get-App-Based-System-Info command
The Get-App-Based-System-Info command instructs the interrogator to read the system infprmation and
returr] those arguments that are releyant to the application, namely the AFI and DSFID. This| command is
usefu| for RFID tag types that do nof(return these codes as part of a response to other commands.
The Get-App-Based-System-Info command has the following argument:
S|ngulation-ld (see#£.2:1)
Get-App-Based-System-Info command
Module-OID>» OBJECT IDENTIFIER =1 0 15961 126 13
Singulation-ld: BYTE STRING (0..255)
10.9.2 Get-App-Based-System-Info response
The Get-App-Based-System-Info response has the following arguments:
AFI (see 7.2.2)
Completion-Code (see 9.2)
DSFID (see 7.2.3)
Execution-Code (see 9.3)
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AFl: BYTE

Get-App-Based-System-Info response

Module-OID: OBJECT IDENTIFIER =1 0 15961 127 13

DSFID: BYTE STRING

Completion-Code: INTEGER
Possible Values:
Value Definition
0 No-Error
8 Singulation-ld-Not-Found
20 System-Info-Not-Read
255 Execution-Error
Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.10 Write-Objects

10.10.1

The Write-O
RFID tag. Th

tag. The con

This commarn
registered for

The correct ¢

The DSFID-(

Constructs-I
out certain pr|

The DSFID-(

ways:

mini

If dg

If dd

Write-Objects command

bjects command is used to write one or more Object-ldentifiers and associated Objects
s command may be implemented to write thexinitial data to the RFID tag, or to add data
mand is supported by a compound argument’Add-Objects-List.

pbmmand to use is defined in 10.23:
Constructs-list is used to.Specify the Access-Method and Data-Format. The Ext-D
bcedures, e.g. to apply a.CRC to the data.

onstructs-list and-the Ext-DSFID-Constructs-list are provided for use in one of the foll

mise cemmunications.

st is used to set indicatdrsyon the Extended-DSFID and to instruct the Data Processor toj

ta is being written to a blank RFID tag, then they are provided as part of this comms

ta.is”being added to the RFID tag, then the DSFID in the command should match the L

to an
to the

d shall not be used to write a Monomarphic-Ull. If the AFI on the RFID tag declares that it is
a Monomorphic-Ull, the appropriate’error shall be returned and the encoding process ab

orted.

SFID-
carry

pwing

nd to

DSFID

already encoded on the RFID tag, else there is an error and the encoding process can cease before

sign

ificant amounts of data have been processed.

— Additionally all the requirements declared by the arguments in the Ext-DSFID-Constructs-list shall
be processed.

The DSFID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.

If the Access-Method is Packed-Objects, all Objects specified as arguments shall be included within the
same new Packed-Object added after any existing Packed-Objects in memory. A number of arguments only
apply to Packed-Objects and these are defined in the Packed-Object-Constructs argument.
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If the Access-Method is Tag-Data-Profile, all Objects specified as arguments shall be included within the
same Tag-Data-Profile. Adding an Object that is not specified by the Tag-Data-Profile-ID-Table argument
shall be treated as an error, and no encoding take place.

A Multiple-Record is declared by the Object-lIdentifiers in the Add-Objects-List all being in one of these

three

mandatory forms:

— 1.0.15961.401. {data format = dictionary}.{sector identifier}.{record type}.{instance-of}.{Relative-

OID of data element}

— 1.0.15961.402.{data format = dictionary}.{sector identifier}.{record type}.{hierarchical

id}.{ Relative-

The A
OID ¢

Indivi

The [
with t

For m
be de
indica
relatiq
defing
Relat
decla

f doto alanmaant]
TUata CTCTTTICTILf

- 1.0.15961.403.{data format = dictionary}.{sector identifier}.{record type}.{hierarchical
OID of data element}.{list element number}

Add-Objects-List argument applies to a single record in a multiple records(structure. Th
tructures listed above only the final arc values are permitted to differ in a single command.

jual records shall be written only after the MR-header has been creatéd;

DSFID-Constructs-List argument shall be used to declare that'the individual Multiple-Rec
ne encoding rules of one of the following Access-Methods:

0 No-Directory
2 Packed-Objects
3 Tag-Data-Profile

ultiple records, the command requires the*Multiple-Records-Constructs-List arguments
fined. This includes instructions about reserving memory to enable the record to increa

d}.{ Relative-

brefore in the

ord complies

(see 11.8) to
5e in size, to

te whether a directory entry is required, and in some cases to identify whether there is @ parent-child

nship between this record and.©thers. There is also an argument to declare whether
d as a data element list, in which case the Add-Objects-List contains multiple instances

his record is
of the same

ve-OID. The command may’also be used to add data elements to an existing multiple record by

ing this in the relevant argument in the Multiple-Records-Constructs-List.

The Ext-DSFID-Constructs-List is also required for defining all the encoded requirements fqg
Recofd.

The

subsdquent encoding of individual records. Depending on their individual settings, the rules eithe
assodiated.argument to be the same for all records or to be permitted to be different. Any vari
MR-header_shall case the command to be aborted and the record not encoded.

r a Multiple-

R-header/defines rules for the Data-Format, Access-Method and sector identifier that govern the

r required the
ance with the

The DSFID-Lock argument is not relevant for multiple records because this is part of the record preamble
then needs to be considered as a unit for locking or not locking.

The Write-Objects command has the following arguments:

Add-Objects-List (see 11.1)
DSFID-Constructs (see 11.2)
DSFID-Lock (see 0)
Ext-DSFID-Constructs (see 11.4)

ultiple-Records-Constructs (see 11.8)

Packed-Object-Constructs (see 11.12)
Tag-Data-Profile-ID-Table (see 7.4.60)
Singulation-Id (see 7.2.1)

© ISO/IEC 2013 — All rights reserved

53


https://iecnorm.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

Singulation

Ext-DSFID-Constructs-list:
DSFID-Lock: BOOLEAN

Write-Objects command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 17

-ld: BYTE STRING (0..255)

DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
[OPTIONAL] List of <Ext-DSFID-Constructs>

If set to TRUE, the interrogator shall lock the DSFID

Packed-Obj
Tag-Data-P

Add-Objects-List:
ect-Constructs: [OPTIONAL] List of <Packed-Object-Constructs>

List of <Add-Objects>

Fofile-ID-Table: INTEGER [OPTIONAL]

Multiple-Reicords-Constructs: [OPTIONAL] List of <Multiple-Records-Constructs>

10.10.2 Write-Objects response

The Write-Objects response has the following field names:

Completion-Code (see 9.2)
Executiob-Code (see 9.3)
Write-Responses (see 11.18)
Additional Cgmpletion-Codes apply to each Object-ldentifier'and are incorporated in the Write-Response
argument.
Write-Objects response
Module-Ol: OBJECT IDENTIFIER = 1 0 15961 127 17
Write-Resppnses-List: List of <Write-Responses>
Completion-Code: INTEGER
Possiblg Values:
Value | Definition
0 No-Error
8 Singulation-ld-Net-Found
29 Object-Not:Editable
31 Packed-Qbject-ID-Table-Not-Recognised-No-Encoding
32 Tag-Data-Profile-ID-Table-Not-Recognised
33 InsUfficient-Tag-Memory
36 Command-Cannot-Process-Monomorphic-Ull
37 Pata-CRE-Not-Apptied
38 Length-Not-Encoded-In-DSFID
43 Data-Format-Not-Compatible-Multiple-Records-Header
44 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-Identifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured
47 Record-Preamble-Not-Locked
255 Execution-Error
Additional Completion-Codes apply to the Write-Response-List
Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.11 Read-Objects

10.11.1 Read-Objects command

This command shall not be used to read any data object or other part of a multiple record. The relevant
procedures are defined in 10.26.

The Read-Objects command instructs the interrogator to read a set of one or more Object-ldentifiers and
associated Objects from the RFID tag. A command argument can be used to check that the Object-ldentifier
is not duplicated on the RFID tag. Only one RFID tag shall be programmed per command to ensure that the
reading process is robust.

The dommand supports an argument that enables the application to prescribe an upper address point on the
RFID|tag beyond which reading is discontinued. This argument incorporates the features the original
readRirstObject command, but is no longer restricted to just one Object-ldentifier. This command argument
supparts features across the air interface that could be faster than reading a named,Object-ldentifier(s). The
applidation may therefore select to have the most often accessed Object(s) stofed first in thel tag. A value
needsg to be determined (in bytes) for the Max-App-Length argument, which ¢an’be achieved pe simulating
the emcoding or by a short trial period, changing the value of this argument untikthe command aghieves a high
probability of reading the requested Object-ldentifier(s) and Object(s).

This gommand may be used to read a Monomorphic-Ull by declaring the relevant Object-ldentifier as the
singlg entry in the list of Read-Objects, combined with Read-Type)4. The Data Processor checks that the
Objegt-ldentifier is registered as part of a Monomorphic-Ull entry on the ISO/IEC 15961-2 Data constructs
register.

— If so, the encoded bytes are de-compacted to ‘the rules defined on the register and included in the
response.

— If not, the appropriate error is returned

The Read-Objects command has the following arguments:

Nlax-App-Length (see 7.4.32)
tead-Objects (see 11.13)
Read-Type (see 7.4.53)
Singulation-Id (see 7.2.1)

b u |

Read-Objects.command
Module-OID: OBJECT IDENTIFIER =10 15961 126 18
Singulationdd; " BYTE STRING (0..255)

Reafl-Type: INTEGER

Possible Values:

Value Definition
Read-1st-Objects
Read-Multiple-Objects
Read-All-Objects
Read-Monomorphic-Ull

WN -0

Max-App-Length: INTEGER (1..65535)
This only applies to Read-Type (0) and is expressed in bytes

Read-Objects-List: List of <Read-Objects>
This does not apply to Read-All-Objects (2)
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If the Check-Duplicate argument is set to FALSE in the Read-Object-List argument, having found the
requested Object-ldentifier the interrogator shall return the first Object found without checking for duplicates.
If the Check-Duplicate argument is set to TRUE, the interrogator shall check for duplicate Object-ldentifiers.
If more than one instance of the requested Object-ldentifier is found, the interrogator shall return the first
found Object and indicate the presence of duplicates with the appropriate Completion-Code.

10.11.2 Read-Objects response
The Read-Objects response has the following arguments:
Completion-Code (see 9.2)

Executipnm=Code{see9:3)
Read-Objects-Response-List (see 11.14)

Read-Objects response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 18

Read-Objedgts-Response-List: List of <Read-Objects-Response>

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
255 Execution-Error

Additional Completion-Codes apply to the Read-Objects-Response-List

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.12 Writeé-Objects-Segmented:Memory-Tag

10.12.1 Write-Objects-Segmented-Memory-Tag command

The Write-Objects-Segmented-Memory-Tag command is similar to the Write-Objects command except that
it is intended|to write data*to a selected memory bank in a segmented memory tag. The command mgay be
implemented|to write (initial data to the RFID tag, or to add data to the tag. The command is supported by a
compound argument/Add-Objects-List.

This command“shall not be used to write a Monomorphic-Ull. If the AFI on the RFID tag declares that it is
registered for a Monomorphic-Ull, the appropriate error shall be returned and the encoding process aborted.
The correct command to use is defined in 10.23.

The Access-Password in the command is used to match that on the RFID tag to permit writing data to the
RFID tag.

The DSFID-Constructs-list is used to specify the Access-Method and Data-Format. The Ext-DSFID-
Constructs-list is used to set indicators on the Extended-DSFID and to instruct the Data Processor to carry
out certain procedures, e.g. to apply a CRC to the data.

The DSFID-Lock argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.
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The AFI and DSFID are provided as arguments for use in one of the following ways:

— If data is being written to a blank segmented memory RFID tag, then these arguments are provided

as part of this command to minimise communications.

— Depending on the memory bank concerned, if data is being added to the segmented memory RFID

tag, then the AFI and DSFID in the command should match the AFI and DSFID already encoded on
the RFID tag, else there is an error and the encoding process can cease before significant amounts
of data have been processed.

— Additionally all the requirements declared by the arguments in the Ext-DSFID-Constructs-list shall

If the
same

apply
If the

same
shall

Multig

o ol
VT MTULTOOTU.

Access-Method is Packed-Objects, all Objects specified as arguments shall be (included within the
new Packed-Object added after any existing Packed-Objects in memory. A number of anguments only
to Packed-Objects and these are defined in the Packed-Object-Constructs argument.

Access-Method is Tag-Data-Profile, all Objects specified as arguments-shall be included within the
Tag-Data-Profile. Adding an Object that is not specified by the Tag-Data-Profile-ID-Taple argument
be treated as an error, and no encoding take place.

le records may be encoded only on Memory Bank 11. Individualyrecords are written only gfter the MR-

heade¢r has been created. The details defined in 10.10.1 for Multiple Records shall apply in copstructing the

comn

and.

The

Arcess-Password (see 7.4.1)
Apfd-Objects-List (see 11.1)

AFI (see 7.2.2)
DBFID-Constructs (see 11.2)
DBFID-Lock (see 0)
Ext-DSFID-Constructs (see 11.4)

Packed-Object-Constructs..(see 11.12)

S

Tag-Data-Profile-ID-Table (see 7.4.60)

rite-Objects-Segmented-Memory-Tag command has, the following arguments:

mory-Bank (see 7.4.33)
ultiple-Records-Constructs.(see 11.8)

ngulation-ld (see 7.2.1)
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Write-Objects-Segmented-Memory-Tag command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 19
Singulation-ld: BYTE STRING (0.255)

Memory-Bank: BIT STRING
Possible Values:

Value Definition
01 Ull-Memory
11 Llser. l\/lnmnry

Access-Pagsword: [Optional] BYTE STRING (4 bytes)

AFIl: BYTE|[only applies if Memory-Bank = 01]

DSFID-Constructs-list: List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Optional] List of <Ext-DSFID-Constructs>

DSFID-Lock: BOOLEAN
If set to TRUE, the interrogator shall lock the DSFID

Add-Objects-List: List of <Add-Objects>

Tag-Data-Pfofile-ID-Table: INTEGER [OPTIONAL]

Packed-Object-Constructs: [OPTIONAL] List of <Packed-Object-Constructs>

Multiple-Rejcords-Constructs: [OPTIONAL] List of <Multiple-Records-Constructs>

10.12.2 Write-Objects-Segmented-Memory-Tag response

The Write-Objects-Segmented-Memory-Tag response has the following field names:

Execution-Code (see 9.3)

CompletEn-Code (see 9:2)
Write-Regponses (see11.18)

Additional Cgmpletion-Codes apply to each Object-ldentifier and are incorporated in the Write-Response

argument.
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Write-Objects-Segmented-Memory-Tag response

Module-OID: OBJECT IDENTIFER =1 0 15961 127 19

Write-Response-List: List of <Write-Responses>

Completion-Code: INTEGER

Possible Values:
Value Definition

Exe

0 No-Error
Qingnlafinn ld=-Not-Eound
5 Password-Mismatch
26 AFI-Mismatch
7 DSFID-Mismatch
33 Insufficient-Tag-Memory
36 Command-Cannot-Process-Monomorphic-Ull
37 Data-CRC-Not-Applied
38 Length-Not-Encoded-In-DSFID
43 Data-Format-Not-Compatible-Multiple-Records-Header
A4 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-ldentifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured
47 Record-Preamble-Not-Locked
255 Execution Error

LAdditional Completion-Codes apply to the Write-Response-List

cution-Code: INTEGER
Possible Values: As defined in 9.3.

10.13

10.13

The \
segm

Write-EPC-UII

1 Write-EPC-UIll command

Vrite-EPC-Ull command instructs the interrogator to write an EPC-Code into Memory
ented memory RFID’tag. The command supports various lengths of EPC-Codes specified

The tccess-Password in the command is used to match that on the RFID tag to pr

unau

orised writing of data to the RFID tag.

This ¢

ommahnd can be used to initially write the EPC-Code to the RFID tag, or to overwrite the

the ngw code is of a shorter length, the interrogator needs to ensure that bytes representing pa

Bank 01 of a
by EPCglobal.

btect against

code value. If

rt of the older

code are removed.

The Write-EPC-UIlI-Tag command has the following arguments:

Access-Password (see 7.4.1)
EPC-Code (see 7.4.19)

emory-Bank-Lock (see 7.4.34)

NSI-Bits (see 7.4.40)
Singulation-Id (see 7.2.1)
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Write-EPC-Ull command

Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 20
Singulation-ld: BYTE STRING (0.255)
Access-Password: [Optional] BYTE STRING (4 bytes)

NSI-Bits: BIT STRING

EPC-Code: —BYTESTRING

Memory-Bank-Lock: BOOLEAN
If TRUR the entire memory bank shall be locked.

10.13.2 Write-EPC-UIll response
The Write-ERC-UII response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Write-ERPC-UIl response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 127 20

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld<Not-Found
25 PasswordéMismatch

33 Insufficient-Tag-Memory
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As'defined in 9.3.

10.14 Inventot y-:SC'UIIIII¢IIIUIy

10.14.1 Inventory-ISO-Ullmemory command

The Inventory-ISO-Ullmemory command is intended to return the contents of the Ull memory from a number
of segmented memory tags, given the expectation that an Object-ldentifier for a Ull other than an EPC-Code
is encoded. The response returns the content of the Ull memory for all tags whose encoded bit string matches
the arguments of the command.

The arguments provided in the command enable a bit mask to be incorporated into appropriate air interface

protocol commands to select only tags that match the bit mask. The AFl is a required argument, and the other
two arguments extend the bit string to increase the capability of selection.
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This command may be used to read a Monomorphic-Ull by declaring the relevant AFl as an argument. The
Data Processor checks that the AFI is registered as part of a Monomorphic-Ull entry on the ISO/IEC 15961-2
Data constructs register.

— If so, the encoded bytes are de-compacted to the rules defined on the register and included in the
response.

— If not, the appropriate error is returned

NOTE A DSFID is not required when invoking this command to inventory Monomorphic-Ulls.

Afditional-App-Bits (see 7.4.2)
AFI (see 7.2.2)
DBFID-Constructs (see 11.2)

Inventory-ISO-Ulimemory command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 21

AFl| BYTE

DSHID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>

Addjtional-App-Bits: BIT STRING [Optional]

10.142 Inventory-ISO-Ullmemory response
The Inventory-ISO-Ulimemory response has the following field names:
Cpmpletion-Code (see 9.2)

Execution-Code (see 9.3)
1I§0-Ulimemory (see 11.5)

Inventory-ISO-Ullmemory response

Module-OID;~OBJECT IDENTIFIER =1 0 15961 127 21

ISOqUIl Memory-List: List of <ISO-UlIMemory>

Completion-Code: INTEGER
Possible Values:

Value Definition
0 No-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.15 Inventory-EPC-Ullmemory

10.15.1 Inventory-EPC-Ullmemory command

The Inventory-EPC-Ullmemory command is intended to return the contents of the Ull memory from a
number of segmented memory tags, given the expectation that an EPC-Code is encoded. The response
returns the content of the Ull memory for all tags whose encoded bit string matches the arguments of the

command.

The arguments provided in the command enable a bit mask to be incorporated into appropriate air interface
protocol commands to select onIy tags that match the bit mask The Tag Mask value conS|sts of a b|t string

that should b

inter,

which identifies the first bit of a continuous string on the RFID tag that needs to be matched with.thg Tag-

Mask.
The Inventony-EPC-Ullmemory command has the following arguments:
Length-Qf-Mask (see 7.4.27)

Pointer ($ee 7.4.50)
Tag-Mask (see 7.4.61)

Inventorny-EPC-Ullmemory command

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 22

Pointer: HEXADECIMAL ADDRESS

The addresg of the first (msb) bit against which to apply the Tag<Mask.
Length-Of-Mask: INTEGER

Tag-Mask: | BIT STRING

10.15.2 Inventory-EPC-Ullmemory response

The Inventony-EPC-Ulimemory response has the following field names:

EPC-Ullmemory (see 11:3)

Comple:E)n-Code (see 9.2)
Execution-Code (see 9.3)

Inventorny-ERPC-Ullmemory response
Module-0ID): <OBJECT IDENTIFIER = 1 0 15961 127 22

EPC-Ullmemory-List: List of <EPC-Ullmemory>

Completion Code: INTEGER
Possible Values:

Value Definition
0 No-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.16 Write-Password-Segmented-Memory-Tag

10.16

.1 Write-Password-Segmented-Memory-Tag command

The Write-Password-Segmented-Memory-Tag command instructs the interrogator to write one of the
Passwords defined in the command to the appropriate memory of a segmented memory RFID tag. Only one
Password may be specified per command. The Password-Type identifies to the Data Processor the type of
Password, and therefore its storage location on the RFID tag.

The Write-Password-Segmented-Memory-Tag command has the following arguments:

[

Password (see 7.4.406)

hssword-Type (see 7.4.47)
ngulation-ld (see 7.2.1)

Wr

Sing

Pas

te-Password-Segmented-Memory-Tag command

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 23

ulation-ld: BYTE STRING (0..255)

sword-Type: INTEGER

Possible Values:

Value Definition

0 Kill-Password

1 Access-Password

Password: BYTE STRING

For Password-Types 0 and 1, the length is"4-bytes

10.16

The Write-Password-Segmented-Memory-Tag response has the following field names:

Cc
E

2 Write-Password-Segmented-Memory-Tag response

pmpletion-Code (see 9.2)
kecution-Code (see 9.3)

Wr

te-Password-Segmented-Memory-Tag response

Module-OID;~OBJECT IDENTIFIER = 1 — 15961 127 23

Co

pletion-Code: INTEGER
0Ssible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
26 Password-Not-Written

33 Insufficient-Tag-Memory
255 Execution-Error

Execution-Code: INTEGER

Possible Values: As defined in 9.3.
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10.17 Read-Words-Segmented-Memory-Tag

10.17.1 Read-Words-Segmented-Memory-Tag command

The Read-Words-Segmented-Memory-Tag command instructs the interrogator to read a contiguous
sequence of words from one of the memory banks of a segmented memory RFID tag. This command can be
used to extract encoded bytes, which might not be Object-based such as the unique Singulation-ld or a
password. It can also be useful for diagnostic purposes.

The Read-Words-Segmented-Memory-Tag command has the following arguments:

Access-Fassword (se€ 7.4.1)
Memory-Bank (see 7.4.33)
Singulation-Id (see 7.2.1)

nt (see 7.4.63)

nter (see 7.4.64)

Read-Wprds-Segmented-Memory-Tag command
Module-OID): OBJECT IDENTIFIER =1 0 15961 126 24
Singulatior-Id: BYTE STRING (0.255)

Memory-Bank: BIT STRING
Possible Values: (00..11)

Word-PoinJer: HEXADECIMAL ADDRESS
Word-Count: INTEGER

Access-Pagsword: [Optional] BYTE STRING (4 bytes)

10.17.2 Read-Words-Segmented-Memory-Tag response
The Read-Words-Segmented-Memory-Tag response has the following field names:
Completion-Code (see 9.2)

Execution-Code (see 9.3)
Read-Data (see 7.5.12)

Read-Wprds-Segmented-Memory-Tag response
Module-0ID: QBJECT IDENTIFIER =1 0 15961 127 24
Read-Data:| BYTE STRING

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

25 Password-Mismatch

254 Undefined-Command-Error
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.18 Kill-Segmented-Memory-Tag

10.18.1 Kill-Segmented-Memory-Tag command

The Kill-Segmented-Memory-Tag command instructs the interrogator to apply appropriate air interface
protocols to render the RFID tag unreadable in future. The Kill-Password in the command must match the
Password encoded on the RFID tag.

The Kill-Segmented-Memory-Tag command has the following arguments:

Kill-Password (see 7.4.26)
Sjngulation-ld (See 7.2.1T)

Kill-Segmented-Memory-Tag command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 25
Singulation-Id: BYTE STRING (0..255)

Kill-Password: BYTE STRING (4 bytes)

10.18{2 Kill-Segmented-Memory-Tag response
The Kill-Segmented-Memory-Tag response has the following field names:

Cpmpletion-Code (see 9.2)
Execution-Code (see 9.3)

Kil|-Segmented-Memory-Tag response
Module-OID:  OBJECT IDENFIFIER = 1 0 15961 127 25

Conppletion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
27 Zero-Kill-Password-Error
28 Kill-Failed

255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.19 Delete-Packed-Object

10.19.1 Delete-Packed-Object command
The Delete-Packed-Object command instructs the interrogator to delete the Packed-Object in which the

specified Object-ldentifier is contained. The Object-ldentifier simply acts as an alias to identify a specific
Packed-Object. Only one RFID tag and only one Object-ldentifier shall be programmed per command to
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ensure that the deletion process is robust. The delete function requires the removal of the associated Packed-
Object from the tag and replacing this with pad bytes.

This procedure might not succeed if the Packed-Object is locked, if this is found to be the case, the response
will return the appropriate Completion-Code.

If the Check-Duplicate flag is set to TRUE, the interrogator shall verify, before deleting the requested
Packed-Object, that there is only a single instance of the requested Object-ldentifier on the RFID tag. If the
interrogator detects that the RFID tag is encoding more than one instance of the referenced Object-ldentifier,
it shall not perform the Delete-Packed-Object function and shall return the appropriate Completion-Code.

If the Check;
Object that c

NOTH This is an argument that effectively provides no protection against duplicate Object-ldentifiers. It
should only be used when there is a high expectation of no duplicates.

The Delete-Facked-Object command has the following arguments:
Check-Duplicate (see 7.4.10)

Object-ldentifier (see7.3.2)
Singulation-ld (see 7.2.1)

Delete-Racked-Object command
Module-0ID): OBJECT IDENTIFIER = 1 0 15961 126 26
Singulation-ld: BYTE STRING (0..255)
Object-lderftifier: OBJECT IDENTIFIER
Check-Duplicate: BOOLEAN

If setlis TRUE, the interrogator shall check that there is only one occurrence of the Object-Identifier
on the RFID tag

10.19.2 Dellete-Packed-Object,response
The Delete-Facked-Object response has the following field names:

Completion-Code. (see 9.2)
Execution-Code.(see 9.3)
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Mod

Delete-Packed-Object response

ule-OID: OBJECT IDENTIFIER =1 0 15961 127 26

Completion-Code: INTEGER

Possible Values:

Exe

Value Definition
0 No-Error
8 Singulation-ld-Not-Found
10 Duplicate-Object
12 ﬁhjnnf-l\lnf-ﬂnlnfpd
3 Object-ldentifier-Not-Found
4 Object-Locked-Could-Not-Delete
37 Data-CRC-Not-Applied
38 Length-Not-Encoded-In-DSFID
255 Execution-Error

cution-Code: INTEGER
Possible Values: As defined in 9.3.

10.2(

10.20

Modify-Packed-Object-Structure

1 Modify-Packed-Object-Structure command

The

odify-Packed-Object-Structure command is\used to change the structure of a Packed

-Object. The

structre of a Packed-Object may be modified todefine a specific directory type if the Packed-Object was

creat¢d with the Packed-Object pointer allocation type as specified in 7.4.48. The comman
which type of directory shall be applied. TherObject-ldentifier simply acts as an alias to iden

Pack
ensur

This
will re

A nur
used
they ¢

If the

will beg returned.

d-Object. Only one RFID tag andonly one Object-ldentifier shall be programmed per|
e that the modification process isobust.

rocedure might not succeed'iffthe Packed-Object is locked, if this is found to be the case,
turn the appropriate Completion-Code.

nber of arguments-are defined in the Packed-Object-Constructs argument. These argun
f included, but only-if they are relevant for the type of Packed Object being modified by the
re not relevant for the current Packed Object, the parameters shall be ignored.

Packed<Object already has a specific directory type defined, then the appropriate Com

If the

Check-Duplicate flag is set to TRUE, the interrogator shall verify, before modifying {

d determines
tify a specific
command to

the response

ents shall be
command. If

bletion-Code

he requested

Packed-Object, that there is only a single instance of the requested Object-Identifier on the R

FID tag. If the

interrogator detects that the RFID tag is encoding more than one instance of the referenced Object-ldentifier,
it shall not perform the Modify-Packed-Object-Structure function and shall return the appropriate
Completion-Code.

If the Check-Duplicate flag is set to FALSE, the interrogator shall modify the first occurrence of the Packed-
Object that contains the specified by its Object-ldentifier.
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NOTE This is an argument that effectively provides no protection against duplicate Object-ldentifiers. It

should only be used when there is a high expectation of no duplicates.
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The Modify-Packed-Object-Structure command has the following arguments:

Check-Duplicate (see 7.4.10)
Object-ldentifier (see7.3.2)
Packed-Object-Constructs (see 11.12)
Singulation-ld (see 7.2.1)

Modify-Packed-Object command

Module-OID: OBJECT IDENTIFIER =1 0 15961 126 27

Singulation-ld: BYTE STRING (0..255)
Object-ldentifier: OBJECT IDENTIFIER

Check-Dupjicate: BOOLEAN
If set is| TRUE, the interrogator shall check that there is only one occurrence of the Object-Identifie

Packed-Object-Constructs-List: [OPTIONAL] List of <Packed-Object-Constructs>

10.20.2 Mofdify-Packed-Object-Structure response
The Modify-Packed-Object response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Modify-Packed-Object-Structure response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 127 27

Completion-Code: INTEGER
Possiblg Values:

Value Definition

0 No-Error

7 Object-Locked-Could-Not-Modify
8 Singulation-ld-Not-Found

10 Duplicate-Object

13 Object-Identifier-Not-Found

30 Directory-Already-Defined

33 Insufficient-Tag-Memory

37 Data-CRC-Not-Applied

38 Length-Net-Encededr-BSHD
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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10.21 Write-Segments-6TypeD-Tag

10.21

.1 Write-Segments-6TypeD-Tag command

The Write-Segments-6TypeD-Tag command instructs the ISO/IEC 15962 Data Processor to write data to the
Ull segment, the item-related segment or both segments. The command may be implemented to write initial
data to the RFID tag, or to add data to the tag. The command is supported by a compound argument Add-
Objects-List, which applies to the Item-related segment.

This command shall not be used to write a Monomorphic-Ull. If the AFI on the RFID tag declares that it is
registered for a Monomorphic-Ull, the appropriate error shall be returned and the encoding process aborted.

The ¢

If dat
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alread
proce

If the
same

apply

If the
same|
shall

Trectcommandto use s defimedim1623:
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Tag-Data-Profile. Adding an Object that is not specified<by-the Tag-Data-Profile-ID-Ta
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| (see 7.2.2)
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Write-Segments-6TypeD-Tag command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 28
Singulation-ld: BYTE STRING (0.255)

Memory-Segment: INTEGER
Possible Values:

Value Definition

1 Ull segment

2 lteme-related data engmnnf

3 Both segments presented as objects
AFl: BYTE

Not reqlired for Memory-Segment =2 (Item-related data segment)

UII-DSFID-Gonstructs-list: [OPTIONAL] List of <DSFID-Constructs>
Not reqpired for Memory-Segment = 2 (ltem-related data segment)

Ull-Add-Objects-List: List of <Add-Objects>

Only required for Memory-Segment = 1 (Ull segment), and this shall onlyscontain one Object-ldentifier
and Object

Lock-Ull-Sggment-Arguments: INTEGER
This argument takes precedence over lock argument elsewherelin the command.
Possible Values:
Value Definition
Protocol Control word
DSFID
PC word + DSFID
Ull Data-Set, but not PC . word nor DSFID
PC word + Ull Data-Set{this combination can be applied to a Monomorphic{Ull)
DSFID + Ull Data-Set
The complete Ull'segment, including the CRC-16

NO O WN -

Item-Related-DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
Not reqpired for Memory-Segment’= 1 (Ull segment)

Item-Relateld-Add-Objects-List: * List of <Add-Objects>
Not reqpired for Memory-Segment = 1 (Ull segment)

Packed-Object-Constrticts: [OPTIONAL] List of <Packed-Object-Constructs>
Not reqpired forMemory-Segment = 1 (Ull segment)

Tag-Data-Profile-ID-Table: INTEGER [OPTIONAL]

Not req Hrad for Memaon,Seament =1 (LI seament)
cHee+evieory—=eghent —o-Seghent;

Multiple-Records-Constructs: [OPTIONAL] List of <Multiple-Records-Constructs>

10.21.2 Write-Segments-6TypeD-Tag response
The Write-Segments-6TypeD-Tag response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
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Write-Segments-6TypeD-Tag response
Module-OID: OBJECT IDENTIFIER = 1 — 15961 127 28
Completion-Code: INTEGER

Possible Values:
Value Definition

Exegution-Code: INTEGER
Possible Values: As defined in 9.3.

0 No-Error

8 Singulation-ld-Not-Found

26 AFI-Mismatch

27 DSEID-Mismaitch

31 Packed-Object-ID-Table-Not-Recognised-No-Encoding

32 Tag-Data-Profile-ID-Table-Not-Recognised

33 Insufficient-Tag-Memory

36 Command-Cannot-Process-Monomorphic-Ull

43 Data-Format-Not-Compatible-Multiple-Records-Header
44 Access-Method-Not-Compatible-Multiple-Records-Header
45 Sector-ldentifier-Not-Compatible-Multiple-Records-Header
46 Record-Preamble-Not-Configured

47 Record-Preamble-Not-Locked

255 Execution-Error

IAdditional Completion-Codes apply to the Write-Response-List

10.22 Read-Segments-6TypeD-Tag

10.22l1 Read-Segments-6TypeD-Tag command

This gommand shall not be used to read any data object or other part of a multiple record.|[The relevant

procedures are defined in 10.26.

The Read-Segments<6TypeD-Tag command instructs the interrogator to read a contiguous|sequence of
wordg from all the memory segments of an ISO/IEC 18000-6 Type D RFID tag, and then to subdlivide into the

segments and other‘component parts. This command can also be useful for diagnostic purposes

As th¢ air interface protocol is capable of delivering the entire payload of the Type D tag, it is pgssible for the
applidation_to call for Object-ldentifier(s) and Object(s) from either the Ull segment and /or the¢ ltem-related
data $egment. A basic assumption of this command is that only one Object-ldentifier and Object data set is

encoded In the Ull memory.

This command may be used to read a Monomorphic-Ull by declaring the relevant AFl as an argument. The
Data Processor checks that the AFl is registered as part of a Monomorphic-Ull entry on the ISO/IEC 15961-2

Data constructs register.

— If so, the encoded bytes are de-compacted to the rules defined on the register and included in the

response.

— If not, the appropriate error is returned

NOTE A UII-DSFID is not required when invoking this command read a Monomorphic-UII.
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The argument Read-Type is only applied if Objects are to be returned from the item-related segment. The
argument enables the application to request selected and declared Object-ldentifier(s) to be processed or to
request that all Object-ldentifier(s) be processed.

It is possible, setting Memory-Segment = 4 to call for all the bytes as encoded on the Ull segment and the
item-related segment, in effect the byte string defined in ISO/IEC 18000-6 as the output of the interrogator. As
this by-passes any decode process by the ISO/IEC 15962 Data Processor the byte string in the response can
be used for diagnostic purposes on the original encoding.

The Read-Segments-6TypeD-Tag command has the following arguments:

AFI (seef~2-2)
Item-Related-DSFID-Constructs (see 11.7)
Memory[Segment (see 7.4.36)
Read-Objects (see 11.13)

Read-Type (see 7.4.53)

Singulafion-ld (see 7.2.1)
UlI-DSFID-Constructs (see 11.17)

Read-Segments-6TypeD-Tag command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 29
Singulatior-Id: BYTE STRING (0.255)

Memory-Segment: INTEGER
Possible Values:

Value Definition

1 Ull segment

2 Item-related data segment

3 Both segments presented-as objects

4 Both segments as un-ititerpreted bytes

AFIl: BYTE

UII-DSFID-Gonstructs-list: [OPTIONAL] List of <DSFID-Constructs>
Not reqlired for Memory-Segment = 2 (Item-related data segment)
Not reqliired if the AFI is forsaimonomorphic-Ull

Item-Related-DSFID-Constructs-list: [OPTIONAL] List of <DSFID-Constructs>
Not reqpired for Metmory-Segment = 1 (Ull segment)

Read-Type] INTEGER
Not reqpired for Memory-Segment = 1 (Ull segment)
PossibleValues:

Value Defimmition
1 Read-Multiple-Objects
2 Read-All-Objects

Read-Objects-List: List of <Read-Objects>
This does not apply to Read-All-Objects (2)
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10.22.2 Read-Segments-6TypeD-Tag response
The Read-Segments-6TypeD-Tag response has the following arguments:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
ISO-Ulimemory (see 11.5)

Length-Lock Byte (see 7.5.3)

Read-Data (see 7.5.12)
Read-Objects-Response-List (see 11.14)

Read-Segments-6TypeD-Tag response
Mo:]ule-OID: OBJECT IDENTIFIER = 1 0 15961 127 29

ISOqUIl Memory-List: List of <ISO-UlIMemory>

This response argument is included when the content of the Ull segment has\been requested

Length-Lock Byte: BYTE
This response argument is included when the content of the iteém-related data segment has been
requested

Reafl-Objects-Response-List: List of <Read-Objects-Response>
This response argument is included when the content of the item-related data segment has been
requested

Reafl-Data: BYTE STRING
This response argument is included when the ‘Memory-Segment = 4 (Both segments as un-interpreted
bytes)

Completion Code: INTEGER
Possible Values:

Value Definition

0 No-Error

8 Singulation-ld-Not-Found
255 Execution-Error

Exe¢ution-Code: INTEGER
Possible Values:-As)defined in 9.3.

10.23 Write-Monomorphic-Ull

10.23.1 Write-Monomorphic-Ull command

The Write-Monomorphic-Ull command instructs the ISO/IEC 156962 Data Processor to write a
Monomorphic-Ull, either initially or to modify an existing Monomorphic-Ull. Arguments are applied
selectively depending on the type of RFID tag being addressed.

A Monomorphic-Ull is only supported by an encoded AFI, and no DSFID is encoded. The Object-ldentifier
is only required for communication purposes between the application and the Data Processor. It is not
encoded on the RFID tag. Only Compact-Parameter with the value 5 (Monomorphic-Ull) shall be used in the
command.

The generic encoding process calls for the Data Processor to check that the AFI in the command matches
with an one for a Monomorphic-Ull on the ISO/IEC 15961-2 Data Constructs register. If a match is not
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possible either because the AFI is not registered for a Monomorphic-Ull or that no matching AFI can be

found on the register then the encoding process is aborted.

If the AFI matches, the Object-ldentifier is also checked for a match with that on the ISO/IEC 15961-2 Data
Constructs register. A mismatch generates an appropriate Completion-Code, but this should only treated as
a warning about constructing the command. The process continues because the Object-ldentifier is not
encoded. The Data Processor uses the explicitly defined compaction scheme associated with the AFI on the

ISO/IEC 15961-2 Data Constructs register to encode the Monomorphic-UlL.

If the Memory-Type is 0 (18000-6 Type C MBO01) the first requirement is to read the content of MB

01 to

estabhsh any existing encoding. If thls is Iocked the process is aborted, otherW|se the process continues. The

If the Memory-Type is 1 (18000-6 Type D Ull segment) the first requirement is to read-the content of {
segment to gstablish any existing encoding. If this is locked the process is aborted, otherwise the pr
continues. The encoding process compacts the Object, and if this results in an . édd"humber of bytes ap
the terminatof byte 004¢. The Protocol Control word is constructed, incorporating the AFI and the length
this command is used to over-write the Ull segment with a new Monomorphie-Ull it is necessary to compare

the length of the current and the new byte string. If the new code is of a different length (i.e. shorter or Ig
to an existing Monomorphic-Ull, the interrogator needs to check if_an item related segment is a
encoded. The over-writing procedure, as defined in ISO/IEC 15962, rieeds to take into account whether
is item-relateql data on the RFID and whether any of this is locked; This is necessary, because encoding
ISO/IEC 18000-6 Type D tag is contiguous between segments;

If the Memory-Type is 2 (single memory tag) the first requirement is to read the AFI on the RFID tag
can be encodled in a separate memory area) and at least 16 bytes from the content of the user mem
establish any| existing encoding. If encoded bytes arefound, then the process continues until a string ¢

it is necessalfy to compare the length of the current and the new byte string. If the new code is of a |
length, the interrogator needs to ensurethat bytes representing part of the older code are over-writte

inator
cess-
vriting
lit is
ength,
bytes.

he Ul
pcess
bends
bits. If

nger)
ready
there
on an

which
pry to
f four
orted,
bf the
ic-Ull
horter
h with
this is

Memory-Bank-Leek{see+4-34)
Memory-Type (see 7.4.37)
Object (see 7.3.4)
Object-ldentifier (see 7.3.2)
Object-Lock (see 7.3.6)
Singulation-Id (see 7.2.1)
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Write-Monomorphic-Ull command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 30
Singulation-ld: BYTE STRING (0..255)

Memory-Type: INTEGER (0..15)
Possible Values:

Value Definition

0 18000-6 Type C MBO1

1 18000.6 Typn D LI cngmnnf
2 single memory tag

Access-Password: [OPTIONAL] BYTE STRING (4 bytes)
This may only be applied for Memory-Type 0 (18000-6 Type C MBO01). Additionally. it is optjonal.

AFL:[ BYTE

AFl4ock: BOOLEAN
This may only be applied for Memory-Type 2 (single memory tag)
If set to TRUE, the interrogator shall lock the AFI

Objéct-ldentifier: OBJECT IDENTIFIER
This is the Object-ldentifier associated with the AFI on,the)lISO/IEC 15961 Data Constructs register.

Object: BYTE STRING
This is the Monomorphic-Ull as presented by theapplication

Conppact-Parameter: INTEGER
The only permitted value is 5 (Monomorphic-Ull), which shall cause the Data Processor to call the
explicitly defined compaction scheme _associated with the AFI on the ISO/IEC 15961 Data Constructs
register.

Object-Lock: BOOLEAN
This may only be applied forMemory-Type 2 (single memory tag)
If TRUE the interrogator shall lock the relevant Data-Set

Memory-Bank-Lock: BOOLEAN
This may only be-applied for Memory-Type 0 (18000-6 Type C MB01)
If TRUE the entire’memory bank shall be locked.

Lock-Ull-Segment-Arguments: INTEGER
This may-only be applied for Memory-Type 1 (18000-6 Type D Ull segment)
Possible Values:

\Valle Definition

4 Ut Data=Set; but ot PCword mor BSHD

5 PC word + Ull Data-Set (this combination can be applied to a Monomorphic-Ull)
7 The complete Ull segment, including the CRC-16

10.23.2 Write-Monomorphic-Ull response
The Write-Monomorphic-Ull response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)
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Write-Monomorphic-Ull response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 30

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

7 Object-Locked-Could-Not-Modify
8 Singulation-ld-Not-Found

22 Qbject-Modified-But-Not-Locked
25 Password-Mismatch

26 AFI-Mismatch

33 Insufficient-Tag-Memory

34 AFI-Not-For-Monomorphic-Ull
35 Monomorphic-UlI-OID-Mismatch
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.24 Conifigure-Extended-DSFID

The Configufe-DSFID command (see 10.2) is structure to support the encoding of an Access-Method fand a
Data-Format} Since the publication of ISO/IEC 15961:2004{additional features have been added to cregqte an
Extended DSFID, for example, to signal the length of encoded data or whether error detection has|been
added to the data for data that is stored for a long period.of time. The Configure-Extended-DSFID command
is used to sef various indicators that are encoded within the Extended DSFID. As the DSFID specifies which
encoding rulge to follow the additional features.déclared by this command simply determine addjtional
processes that are to be used when encoding data.

10.24.1 Configure-Extended-DSFID command

The Configure-Extended-DSFID .command is used to instruct the Data Processor to encode all relevant
DSFID features on the RFID tag..The command needs to be invoked before any encoding takes place ¢n the
RFID tag.

The DSFID-Constructs<list is used to specify the Access-Method and Data-Format. The Ext-DSFID-
Constructs-ljst is used\to set indicators on the Extended-DSFID and to instruct the Data Processor to| carry
out certain prpcedures,e.g. to apply a CRC to the data.

The DSFID-Lock-argument, if set, is applied to the entire DSFID and Extended-DSFID byte string.

The Configure-DSFID command has the following arguments:

DSFID-Constructs (see 11.2)
DSFID-Lock (see 0)
Ext-DSFID-Constructs (see 11.4)
Singulation-ld (see 7.2.1)

The DSFID-Lock argument should only be applied once the user decides that all the features of the Extended
DSFID can be permanently encoded.
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Configure-Extended-DSFID command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 31
Singulation-ld: BYTE STRING (0..255)
DSFID-Constructs-list: List of <DSFID-Constructs>

Ext-DSFID-Constructs-list. [Optional] List of <Ext-DSFID-Constructs>

DSFiB-Leek—BOOLEAN
If set to TRUE, the interrogator shall lock the DSFID

10.242 Configure-Extended-DSFID response
The Gonfigure-Extended-DSFID response has the following field names:

Cpmpletion-Code (see 9.2)
Execution-Code (see 9.3)

Copfigure-Extended-DSFID response
Module-OID: OBJECT IDENTIFIER = 1 0 15961 427 31

Conppletion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

4 DSFID-Not-Configured

5 DSFiD-Not-Configured-Locked
6 DSFID-Configured-Lock-Failed
8 Singulation-ld-Not-Found

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID
255 Execution-Error

Exe¢ution-Code: INTEGER
Possible-Values: As defined in 9.3.

10.25 Configure-Multiple-Records-Header
The Configure-Multiple-Records-Header command shall be the first command invoked to enable an RFID

tag to support multiple records. The command can be applied to any tag of sufficient memory capacity, but
only applies to Memory Bank 11 of a segmented memory tag such as ISO/IEC 18000-6 Type C.

10.25.1 Configure-Multiple-Records-Header command
The Configure-Multiple-Records-Header command is used to instruct the Data Processor to encode all

relevant features of the MR-header on the RFID tag. The command needs to be invoked before any encoding
of a record takes place on the RFID tag.
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The Access-Password in the command is used to match that on the RFID tag to permit writing data to the
RFID tag. This only applies to the ISO/IEC 18000-6 Type C tag, and can only be applied to that RFID tag if
such a password had previously been encoded.

The DSFID-Constructs-list is used to specify the Access-Method (= 4) and Data-Format. If all the records
are known to share the same Data-Format, defined as homogenous Multiple-Records encoding, then the
value of that Data-Format shall be encoded. If any of the records are expected to have different Data-
Formats, defined as a heterogeneous Multiple-Records encoding, then the Data-Format {00001} shall be
used.

NOTE For the Multiple-Records Access-Method, the interpretation of Data-Format {00001} is that the records
do not sh

Because Acgess-Method {4} is required, the Ext-DSFID-Constructs-list argument (see 11.4) is-required to

th of

— Memory-Length-Encoding is optional and applies to the directory. The possible'values for Ee bit
ader.

— Dat3-CRC-Indicator is optional and is applied to the entire~directory component, hut is
recommended if a directory is present. The only possible value forithe-bit string is 10.

— Simple-Sensor-Indicator is conditional and only required if other mechanisms are not availalple on
the RFID tag to declare the presence of simple sensors.

— Battery-Assist-Indicator is conditional and only required if other mechanisms are not available on
the RFID tag to declare the presence of a battery.

— FulltFunction-Sensor-Indicator is conditional and only required if other mechanisms are not
available on the RFID tag to declare the presence of full function sensors.

— DSHID-Pad-Bytes shall not be used®ecause of the facility to add pad bytes for the complet¢ MR-
headler.

The Directory-Length-EBV8-Indicator (see 7.4.14) is mandatory and used to instruct the Data Processor to
provide sufficfent space in the MR-header to allow for the directory size to be encoded within the size limjts set
by the application.
The Multiple-Records-Feature-Indicator is mandatory and is a bit mapping to provide further information
about the recprds encoded\in the Logical Memory (see 7.4.39 for the details).

The Sector-ldentifier (see 7.4.57) when included in this argument as a non-zero value represents the true
sector identifler,,but a zero value indicates that the true sector identifier is encoded in each of the individual
records.

The Pointer-To-Multiple-Records-Directory (see 7.4.51) is an EBV-8 address to shows the start of the
directory. The specific values are derived from air interface responses that provide details of the hardware
memory mapping of the RFID tag.

The Lock-Multiple-Records-Header argument (see 7.4.29) is used to determine whether the entire MR-
header is locked or not. If it is not locked the following options are possible:

— to leave only the data length of the directory field unlocked
— toleave only the number of records field unlocked

— to leave both the data length of the directory field and the number of records field unlocked
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In the unlocked cases the Data Processor shall ensure that necessary pad bytes are added after the
preceding fields to achieve block alignment before they are locked. It shall also block align the unlocked

field(s

)-

The Configure-Multiple-Records-Header command has the following arguments:

Access-Password (see 7.4.1)
Directory-Length-EBV8-Indicator (see 7.4.14)
DSFID-Constructs (see 11.2)
Ext-DSFID-Constructs (see 11.4)
Lock-Multiple-Records-Header (see 7.4.29)

icator (enn 74 QQ)

Multiple-Records-Features-ndica
Pointer-To-Multiple-Records-Directory (see 7.4.51)
Sector-ldentifier (see 7.4.57)

Singulation-ld (see 7.2.1)

Mod

Sing

DSF

Copfigure-Multiple-Records-Header command

Access-Password: [OPTIONAL] BYTE STRING (4 bytes)

Ext-DSFID-Constructs-list: List of <Ext-DSFID-Constructs>

Directory-Length-EBV8-Indicator: [Optional] INFTEGER

ule-OID: OBJECT IDENTIFIER =1 0 15961 126 32

ulation-ld: BYTE STRING (0..255)

ID-Constructs-list: List of <DSFID-Constructs>

whe

Sec

Possible Values:
Value Definition
1 Single byte EBV-8
2 Double byte EBV-8¢even if the length is less than 128 blocks

Mulfiple-Records-Features-Indicator: BYTE

This is a bit map that is(set in this command that determines rules for the Data Proces
n  encoding individual records.

or-ldentifier:INFTEGER
Possible Values:
Value Peéfinition

0 Indicates that the sector identifier varies between records, and that the true v4
only obtainable for the individual record.
#0 Indicates the true value of the sector that applies to all records.

sor to follow

lue is

Poin

This value is based on responses from the interrogator on the memory mapping of the RFI
being addressed.

Lock-Multiple-Records-Header: INTEGER

Possible Values:
Value Definition

D tag that is

0 Not locked
1 Completely locked
2 All components locked except for the Number of records field.
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10.25.2 Configure-Multiple-Records-Header response

The Configure-Multiple-Records-Header response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Configure-Multiple-Records-Header response

Module-OID: OBJECT IDENTIFIER =1 0 15961 127 32

Completion-Code: INTEGER
Possible Values:

Value Definition

0 No-Error

4 DSFID-Not-Configured

8 Singulation-ld-Not-Found

25 Password-Mismatch

37 Data-CRC-Not-Applied

38 Length-Not-Encoded-In-DSFID

39 Multiple-Records-Header-Not-Configured
40 Multiple-Records-Header-Not-Locked
41 File-Support-Indicators-Not-Configured
42 File-Support-Indicators-Not-Locked
255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.

10.26 Read-Multiple-Records

10.26.1 Read-Multiple-Records command

The Read-Multiple-Records command instructs the interrogator to read various logically stru¢tured
components from an RFID tag configured to encode multiple records. This includes reading a set of gne or
more Objectrldentifiers and-associated Objects from an individual record. Only one RFID tag shpll be

programmed jper commandto ensure that the reading process is robust.

The command is applied‘to memory bank 11 of the ISO/IEC 18000-6 Type C tag, and to the Item-related data

segment of tHe ISOUEC 18000-6 Type D tag.

The Read-Rgcord-Type argument (see 7.4.52) provides a set of options for read data from the tag.

The Read-Multiple-Records command has the following arguments:

Max-App-Length (see 7.4.32)
Read-Objects (see 11.13)
Read-Record-Type (see 7.4.52)
Singulation-Id (see 7.2.1)
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Read-Multiple-Records command
Module-OID: OBJECT IDENTIFIER =1 0 15961 126 33
Singulation-ld: BYTE STRING (0..255)

Read-Record-Type: INTEGER

Possible Values:

Value Definition
Read-Multiple-Records-Header
Read l\/lnlfipln Recaords-Header-Plus-1st-Preambhle
Read-Multiple-Records-Directory
Read-Preamble-Specific-Multiple-Record
Read-All-Record-OlIDs-Specific-Record-Type
Read-OIDs-Specific-Multiple-Record
Read-All-Objects-Specific-Multiple-Record
Read-Multiple-Objects-Specific-Multiple-Record
Read-1st-Objects-Specific-Multiple-Record
Read-Data-Element-List-Specific-Multiple-Record

OCoNoOOar~rowDdN PO

Reafl-Objects-List: List of <Read-Objects>
This only applies to Read-Preamble-Specific-Multiple-Record-'(3), Read-All-Record-OIlDs-Specific-
Record-Type (4), Read-All-Objects-Specific-Multiple-Record” (6), Read-Multiple-Objects-Specific-
Multiple-Record (7), Read-1st-Objects-Specific-MultiplesRecord (8), and Read-Data-Blement-List-
Specific-Multiple-Record (9)

See 7.4.52 for details of what Objects are relevant to each Read-Record-Type

MaxtApp-Length: INTEGER (1..65535)
This only applies to Read-Type (8) and is‘expressed in bytes

10.26l2 Read-Multiple-Records response
The Read-Multiple-Records response has the following argument and field names:

Completion-Code\(see 9.2)

Execution-Code (see 9.3)
Multiple-Records-Directory-Structure-List (see 11.9)
Multiple-Records-Header-Structure-List (see 11.10)
Multiple=Records-Preamble-Structure (see 11.11)
Read-Objects-Response-List (see 11.14)
Read-OIDs-Response-List (see 0)

© ISO/IEC 2013 — All rights reserved 81



https://iecnorm.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

Multiple-Re

Multiple-Re

Read-OIDs-

Read-Objeq
Completion
Possibl
Value
0
8
48
255

Additiof
Re

Execution-¢
Possibl

Read-Multiple-Records response

Module-OID: OBJECT IDENTIFIER =1 0 15961 127 33

cords-Header-Structure-List: [Conditional] List of <Multiple-Records-Header-Structure>

cords-Preamble-Structure: [Conditional] List of <Multiple-records>

Multiple-Records-Directory-Structure-List: [Conditional] List of <Multiple-Records-Directory-Structure>

R List [Conditional—Listof-<Read-OlDs-R

ts-Response-List: [Conditional] List of <Read-Objects-Response>
-Code: INTEGER
b Values:
Definition
No-Error
Singulation-ld-Not-Found
Multiple-Records-Directory-Not-Present
Execution-Error

al Completion-Codes apply to the:
ad-Objects-Response-List

Code: INTEGER
b Values: As defined in 9.3.

10.27 Dele

te-Multiple-Record

10.27.1 Delete-Multiple-Record command

The Delete-Multiple-Record command-instructs the interrogator to either mark a Multiple Record as d

or to physical

y delete the record.

The Delete-I

R-Method argument in the command instructs the interrogator as to which of thes

methods is uged.

If the metho

is mark record as deleted, the bytes that make up the record are not actually deleted, b

subject recorl and its(entry in the directory (if present) have code values set to indicate that the record
longer to be treatedsas valid. If either the record preamble or the directory is locked, then the command g
be invoked. If the'record is part of a hierarchical structure, then all the child(ren) records from the lowes

need to be

bleted

b two

ut the
is no
annot
level

leted first. If any of these record preambles, or the associated directory entry, is lockeg

then

none of the records can be deleted.

If the method is to physically delete the record, then all the encoding in the record is changed to make this part
of the memory available for future encoding. This method cannot be used if any part of the record is locked,
but if the preamble of the record is not locked, then the alternate method (mark record as deleted) may be

attempted.

The Access-Password in the command is used to match that on the RFID tag to permit writing data to the
RFID tag, and deleting implies a write transaction. This only applies to the ISO/IEC 18000-6 Type C tag, and
can only be applied to that RFID tag if such a password had previously been encoded.
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The Delete-Multiple-Record command has the following arguments:

Access-Password (see 7.4.1)
Object-ldentifier (see 7.3.2)
Singulation-ld (see 7.2.1)

Delete-Multiple-Record command
Module-OID: OBJECT IDENTIFIER = 1 0 15961 126 34

Sin

STRING (n ’)RR)

Access-Password: [OPTIONAL] BYTE STRING (4 bytes)

Delgte-MR-Method: INTEGER
ossible Values:
alue Definition
Mark record as deleted
1 Physically delete to record
ct-ldentifier: OBJECT IDENTIFIER
This is the Object-ldentifier to the level where the final arc isdhat of the instance-of or
identifier

Obj

hierarchical

10.27|2 Delete-Multiple-Record response

The Read-Multiple-Records response has the following field names:

Completion-Code (see 9.2)
Execution-Code (see 9.3)

Delete-Multiple-Record response
Module-OID: OBJECT IDENTIFIER =1 0 15961 127 34

Conppletion-Code: INTEGER

Possible Values:

Value Definition

0 Ne-Error

8 Singulation-ld-Not-Found
13 Object-ldentifier-Not-Found
25 Password-Mismatch

40 R adMNatDalatad e kbl [l lkad
J M\CUUTUTTNUTTLUCTITCTIOU™T TOATTIVITTLLUUNTU

50 Record-Not-Deleted-Directory-Locked

51 Record-Not-Deleted-Lower-Level-Preamble-Locked
52 Record-Not-Deleted-Encoding-Locked

255 Execution-Error

Execution-Code: INTEGER
Possible Values: As defined in 9.3.
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11 Arguments

11.1 Add-Objects

This argument provides a list of Object-ldentifiers and Objects to be written to the RFID, either to a "blank"
tag or to append to data already encoded.

The Add-Objects argument has the following arguments:

Avoid-Duplicate (see 7.4.6)
Compact-Parameter (see 7.3.5)
Object (Spe7-34)
Object-ldentifier (see 7.3.2)
Object-Lpck (see 7.3.6)

Add-Objects argument

Object-ldertifier: OBJECT IDENTIFIER

Avoid-Dupljcate: BOOLEAN

If TRUE, the interrogator shall check that the subject Object-Identifier is not already
encoded on the RFID tag.

Object: BYTE STRING

Compact-Parameter: INTEGER (0..15)
Possible Values:

Value Definition (see 7.3.5 for further details)
0 Application-Defined

1 Compact

2 UTF8-Data

3 Packed-Objects

4 Tag-Data-Profile

Object-Lock: BOOLEAN
If TRUE the interrogator'shall lock the relevant Data-Set

If the Compact-Parameter is.Packed-Objects, then this shall be the same for each component in the list;
and the valug of Object-Lock-shall also be consistent throughout the list.
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11.2 DSFID-Constructs

DSFID-Constructs argument

Access-Method: INTEGER

Possible Values

Value Definition
0 No-Directory
1 Directory
2 Packed-Obijects
3 Tag-Data-Profile
n
5

Multiple-Records
to 15 Reserved for extension when extensions to DSFID are implemented

Datg-Format: INTEGER
Possible Values

Value Definition

0 Not-Formatted

1 Full-Featured

D Root-OID-Encoded

3 to 28 As published by the Registration Authority of ISO/IE€\15961-2
29 For closed systems compliant with ISO/ IEC 15962

30 For closed systems with proprietary encoding

31 Not applicable as an assigned DSFID

32 to 287 Reserved as an extension for multiple byte-Data-Format

11.3 |EPC-Ulilmemory

EPC-Ull-Memory argument
Protocol-Control-Word: BYTE STRING (2)

EPQ-Code: BYTE STRING

11.4 [Ext-DSFID-Constructs

This @argument provides a list of additional arguments that are used to indicate additional featurg¢s on the tag,
or prqcesses that the Data Processor shall use to complete the encoding on the RFID tag. Th¢ argument is
also ysed for some responses.

If either or both the Memory-Length-Encoding bits are = 1, the Data Processor shall calculate the relevant
number of blocks and encode this on the RFID tag compliant with the Extended DSFID syntax.

If either or both the Data-CRC-Indicator bits are = 1, the Data Processor shall calculate the relevant data
CRC and encode this in the appropriate locations in the memory.

If the application specifies that the Battery-Assist-Indicator, and/or Full-Function-Sensor-Indicator, and/or
Simple-Sensor-Indicator are to be set = 1 (TRUE), the Data Processor shall encode these settings whether
or not the selected feature is actually supported by the RFID tag.

Additional bytes may be encoded in the Extended-DSFID for future encoding on the RFID tag by specifying
the number of DSFID-Pad-Bytes.
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The arguments Length-Of-Encoded-Data and Memory-Capacity are returned as arguments when the Ext-
DSFID-Constructs is included in a response.

The Ext-DSFID-Constructs argument has the following arguments:

Battery-Assist-Indicator (see 7.4.7)
Data-CRC-Indicator (see 7.4.11)
DSFID-Pad-Bytes (see 7.4.16)
Full-Function-Sensor-Indicator (see 7.4.20)
Length-Of-Encoded-Data (see 7.5.4)
Memory-Capacity (see 7.5.7)

Memory i (an 74 ’2‘;)
Simple-fensor-lndicator (see 7.4.58)

Ext-DSFID-Constructs argument

Memory-Length-Encoding: BIT STRING
Possiblg Values

Value Definition

00 No encoded length or memory capacity is small (i.e. not morethan 256 bits)
01 Memory capacity is defined

10 The length of encoded data is defined

11 Both memory capacity and length of encoding are defined

Data-CRC-Indicator: BIT STRING
Possible Values

Value Definition

00 No data CRC

01 Data CRC applied to each individual data‘set

10 Data CRC applied only to the entire.encoded data

11 Data CRC applied to each data set.and to the entire encoded data
Simple-Sensor-Indicator: BOOLEAN

If a simple’sensor is on the tag, this is set as TRUE.

Battery-Asgist-Indicator: BOQLEAN

Ifthis is a battery assisted RFID tag, this is set as TRUE.

Full-Functipn-Sensor-Indicator:” BOOLEAN
If a full-function sensor is on the tag, this is set as TRUE.

DSFID-Pad{Bytes: [Optional] INTEGER
This is the number of additional bytes requested by application to support additional arguments o be
added gt a latertime, e.g. the Memory-Capacity and/or the Length-Of-Encoded-Data. In a resppnse

this mightsalse include the number of pad bytes added to enable the extended DSFID to be locked fon a
lock-bldck\boundary.

Memory-Capacity: INTEGER
This is only included in a response that included the Ext-DSFID-Constructs argument

Length-Of-Encoded-Data: INTEGER
This is only included in a response that included the Ext-DSFID-Constructs argument
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ISO-Ulimemory

DSF

Read-Objects-Response-List:

ISO-Ullmemory argument

Protocol-Control-Word: BYTE STRING (2)

ID: BYTE [OPTIONAL]

This is not returned when the AFI declares that that the Object is a Monomorphic-Ull

List of <Read-Objects-Response>

11.6 |Item-Related-Add-Objects
The ¢ommand argument Item-Related-Add-Objects has the same function and structure [as the Add-
Obje¢ts command argument (see 11.1), except that it is encoded in the item-related segment of an RFID tag

that c
be dis

an address multiple segments in the same air interface transactions. This'specific argumen|
tinguished from the Ull- Add-Objects (see 11.16).

[ enables it to

11.7 (Iltem-Related-DSFID-Constructs

The ¢ommand argument Item-Related-DSFID-Constructs has' the same function and strycture as the
DSFID-Constructs command argument (see 11.2), exceptdhat it is encoded in the item-related segment of
an RKID tag that can address multiple segments in the saie’air interface transactions. This spegific argument
enablgs it to be distinguished from the UlI-DSFID-Constructs (see 11.17).

11.8 |Multiple-Records-Constructs

This argument provides a list of additional;arguments that are used when writing a multiple frecord to the
Logical Memory.

The BOOLEAN command argument Append-To-Existing-Multiple-Record (see 7.4.4) is used| to declare, if
TRUH, whether the list of data objécts is to be appended to a pre-existing record, subject to all the component
arguments matching fields alréady encoded for the multiple record. If FALSE, this command shall be used to
creat¢ a new record.

The ¢

ommand argument-Application-Defined-Record-Capacity (see 7.4.5) simply provides i

with t

he choice to set'the memory capacity to a given size or to allow the Data Processor to b
. Allowing~the Data Processor to control this is recommended unless there is a re¢

e application
ock align the
ason for the
e encoded at
o control this

ype-Classification argument (see 7 4. needs (o be aligned wi € rutes defined in the MR-
header. If the wrong value is used then the command shall be rejected by the Data Processor.

When constructing a command to encode a record that is part of a hierarchical structure, reference should be
made to the application standard to ensure that the hierarchical relationships are correct. The Identifier-Of-
My-Parent argument (see 7.4.22) shall be based on a record that has already been the subject of a previous
write command. If there is a mismatch, then the record is not encoded.

The Number-In-Data-Element-List argument (see 7.4.41) only applies if the record is a data element list and
is used to provide additional information to the Data Processor to ensure that the correct number of data
elements with the same true Relative-OID is encoded. This might be particularly useful when the data varies
in format and length between instances of the data element.
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The arguments Lock-Record-Preamble (see 7.4.30), Update-Multiple-Records-Directory (see 7.4.62), and
Lock-Directory-Entry (see 7.4.28) all provide instructions to the Data Processor and are generally associated
with the subject record. However, if the Update-Multiple-Records-Directory argument is set to TRUE and
the directory does not yet exist, then a complete directory shall be created. Irrespective of the setting of the
argument, if a directory is already encoded, then the Data Processor shall automatically fully update the
directory.

Multiple-Records-Constructs argument

Append-To-Existing-Multiple-Record BOOLEAN
If set to TRUE, the Data Processor shall check that all the arguments match with an existing
multiple record and that none of the Relative-OID values already exist in the current versiop, of the
re¢ord. In the case that the existing record is defined as a data element list, then none_of the list
elgment number values in this command shall already be encoded in the current version of the
reg¢ord. If set to FALSE, the Data Processor shall encode the record as a new record.

Application-Defined-Record-Capacity: BOOLEAN
If set as TRUE, the application needs to define the Record-Memory-Capacity-argument. If FALSE,
the¢ Data Processor shall simply block align the record and encode the record capacity asg the
mipimum required to support the record.

Record-Memory-Capacity:  [Optional] INTEGER
This is the total number of blocks that the application requires-for the record, with any unpised
blgcks to be set aside for additional encoding in this record inthe future.

Record-Type-Classification: BIT STRING

Pdgssible Values:

Value Definition
stand-alone record, with an instance-of-arc = 0
ooyt stand-alone record, with an instance=~of-arc >0

01 hierarchical record, top level

o1y hierarchical record, has both parent and child(ren)

1 hierarchical record, data element list

1011 other hierarchical record, ng_further children

11 Not relevant to this comimand (because it is associated with deleted records)
1111 reserved

Number-In-Data-Element:List: [Conditional] INTERGER (1..255)
This value is_provided when the record classification is {100} to assist the data processpr in

Update-Multiple-Records-Directory: BOOLEAN
If this is set as TRUE, then the directory is updated with this record, and any others not on the
directory

Lock-Directory-Entry: BOOLEAN
If this is set as TRUE, then the directory entry for the record shall be block aligned and locked
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11.9 Multiple-Records-Directory-Structure

This response argument provides a list of the content of the multiple records directory in a manner that the
information can be used by the application to construct additional commands.

The Multiple-Records-Directory-Structure argument contains the following arguments and field names:

DSFID-Constructs (see 11.2)
Ext-DSFID-Constructs (see 11.4)
Hierarchical-ldentifier-Arc (see 7.4.21)
Identifier-Of-My-Parent (see 7.4.22)
—Instance-Of-Are{see 1425
Record-Type-Arc (see 7.4.55)
Record-Type-Classification (see 7.4.56)
Sector-ldentifier (see 7.4.57)
Start-Address-Of-Record (see 7.4.59)

Multiple-Records-Directory-Structure argument
DSHID-Constructs-list: [Conditional] List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Conditional] List of <Ext-DSFID-Constructs>
Sector-ldentifier: [Conditional] INTEGER

If the sector identifier has not been provided by.the MR-header, then the value in the record

preamble is valid

Recprd-Type-Classification: BIT STRING
Possible Values:

Value Definition

000 stand-alone record, with an instance-of arc = 0

001 stand-alone record,With an instance-of arc >0

010 hierarchical record; top level

011 hierarchical record, has both parent and child(ren)

100 hierarchical'record, data element list

101 other hierarchical record, no further children

110 Not relevant to this command (because it is associated with deleted recofds)
111 reserved

Recprd-Type-Arc: ( INTEGER

Instance-Of-Arc:[Conditional] INTEGER

Hierarchical-ldentifier-Arc: [Conditional] INTEGER
|de|Iiﬂg’=Q1=My;Earnnf- [(‘nndifinnal] INTERGER

This value is the same as the hierarchical identifier of the parent record

Start-Address-Of-Record: EBV-8

11.10 Multiple-Records-Header-Structure

This response argument provides a list of the content of the MR-header in a manner that the information can
be used by the application to construct additional commands.
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The Multiple-

Records-Header-Structure argument contains the following arguments and field names:

DSFID-Constructs (see 11.2)

Ext-

Mul
Mul

DSFID-Constructs (see 11.4)
tiple-Records-Directory-Length (see 7.4.38)
tiple-Records-Features-Indicator (see 7.4.39)

Number-Of-Records (see 7.4.42)
Pointer-To-Multiple-Records-Directory (see 7.4.51)
Sector-ldentifier (see 7.4.57)

Multiple-

Records-Header-Structure argument

Ext-DSFID-

Th

DSFID-ConLtructs-Iist: List of <DSFID-Constructs>

Multiple-Rejcords-Directory-Length: [Optional] EBV-8

Multiple-Records-Features-Indicator: BYTE

Constructs-list: List of <Ext-DSFID-Constructs>

is is a bit map that is set in this command that determines rules for the-Data Processor to f(

bllow

when encoding individual records.
Sector-ldentifier:INTEGER
Possiblg Values:
Value Definition
0 Indicates that the sector identifier varies between records, and that the true value is|only
obtainable for the individual record.
#0 Indicates the true value of the sector that applies to all records.
Pointer-To-Multiple-Records-Directory: EBV-8
This value is based on responses from the,interrogator on the memory mapping of the RFID tag
that is being addressed.
Number-OfiRecords: EBV-8
If bit 2 of the Multiple-Records-Features-Indicator = 0, then the value of this field is prohably
inyalid and shall be ignored,
11.11 Mult|ple-Records-Preamble-Structure
This responsg argument‘provides a list of the content of the record preamble in a manner that the information

can be used

by the.application to construct additional commands.

The Multiple

Records-Preamble-Structure argument contains the following arguments and field names:

Data-Length-Of-Record (see 7.4.12)
DSFID-Constructs (see 11.2)
Encoded-Memory-Capacity (see 7.4.18)

Ext

-DSFID-Constructs (see 11.4)

Hierarchical-ldentifier-Arc (see 7.4.21)
Identifier-Of-My-Parent (see 7.4.22)
Instance-Of-Arc (see 7.4.25)
Record-Type-Arc (see 7.4.55)
Record-Type-Classification (see 7.4.56)
Sector-ldentifier (see 7.4.57)

90

© ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

Multiple-Records-Preamble-Structure argument
DSFID-Constructs-list: List of <DSFID-Constructs>
Ext-DSFID-Constructs-list: [Conditional] List of <Ext-DSFID-Constructs>

Encoded-Memory-Capacity: EBV-8
This is the size of the memory that has been reserved for the record, in terms of write blocks.

Data-Length-Of-Record: [Conditional] EBV-8
This is the size of the encoded record, in terms of write blocks.

Sector-ldentifier: [Conditional] INTEGER

If the sector identifier has not been provided by the MR-header, then the value in the-recgrd preamble
is valid

Recprd-Type-Classification: BIT STRING
Possible Values:

Value Definition

000 stand-alone record, with an instance-of arc = 0

001 stand-alone record, with an instance-of arc >0

010 hierarchical record, top level

011 hierarchical record, has both parent and child(ren)

100 hierarchical record, data element list

101 other hierarchical record, no further children

110 Not relevant to this command (because it is associated with deleted recofds)
111 reserved

Recprd-Type-Arc: INTEGER
Instance-Of-Arc: [Conditional] INTEGER
Hierarchical-ldentifier-Arc: [Conditional} INTEGER

Identifier-Of-My-Parent: [Conditional] INTERGER
This value is the sameé as the hierarchical identifier of the parent record

11.12 Packed-Object-Constructs

The following(arguments only apply to Packed-Objects, and are ignored if the Access-Method is not
Packed-Objects.

The Rackeéd-Objects-Constructs argument has the following arguments:

Block-Align-Packed-Objects (see 7.4.9)
Editable-Pointer-Size (see 7.4.17)

ID-Type (see 7.4.24)
Object-Offsets-Multiplier (see 7.4.44)
Packed-Object-Directory-Type (see 7.4.45)
PO-Directory-Size (see 7.4.48)
PO-ID-Table (see 7.5.10)

PO-Index-Length (see 7.4.49)
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Packed-

PO-ID-Table:

Objects-Constructs argument

OCTET STRING

ID-Type: INTEGER (0..15)
Possible Values:

If this p

Index-L
bits of stora
Type s

implem
directory
code.

PO-Directo
If this

allocation

this parame

the input s
Insuffig

Value Definition (see 7.4.24 for further details)
0 ID List
1 ID Map
2t0 15 Reserved for future definition
Packed-Object-Directory-Type: INTEGER (0..15)
Possible Values:
Value Definition (see 7.4.45 for further details)
0 This Packed-Object is not a directory and does not require one
1 Packed-Object Presence/Absence
2 Packed-Object index field
3 Packed-Object offset
4 Packed-Object pointer-allocation only expecting a future command to set the dire
type
5t015 Reserved for future definition
PO-Index-Length: INTEGER (1...7)
If this parameter is present and Packed-Object-Directory-Type is2 (Packed-Object index field)
the implementation shall use this parameter in the POIndex Lehgth parameter created for the POIn
Field fof this Packed Object in a PO index directory. If the Directory-Type is not 2, this parameter
be ignofed.

Object-Offsets-Multiplier: INTEGER
brameter is present and Packed-Object-Directory-Type is 3 (Packed-Object offset) and PO-

ength is present, then the implementation shall use this parameter to reserve the number ¢
ge for object offsets in an AuxMap segction of the directory Packed Object. If the Directory-
ot 3 or a PO-Index-Length parameter is not present, this parameter shall be ignored. If th
bntation is not able to allocate.the“input size number of bits for the AuxMap section of the
Packed Object, the impleméntation shall return an Insufficient-Tag-Memory completion

'y-Size: INTEGER

parameter is present and Packed-Object-Directory-Type is 4 (Packed-Object pg
only expecting .a future command to set the directory type) then the implementation shal

ter for appropriate sizing of the (null) directory pointer created for this Packed-Object. |

Directgry-Type(is)hot 4, this parameter shall be ignored. If the implementation is not able to allg

ze number of bits for the Addendum Packed Object, the implementation shall retur
ient-Tag-Memory completion code.

Ctory

hen
dex
shall

f

14

inter

use
f the
cate
N an

- ROOILEAN

Block-Align

the addend

DL =A~A 4 =1 =7a A

-Packed-Objeets
If set to TRUE, the interrogator shall ensure that this Packed-Object begins on a block boundary and
that any necessary pad bytes are added after a previous Packed-Object (if present).

Editable-Pointer-Size:
If set to a non-zero value, the interrogator shall mark the Packed Object as editable and create a
pointer to an Addendum Packed Object of the size of the parameter in bits. If set to zero it indicates that

INTEGER

um subsection shall not be included.
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11.13 Read-Objects

Read-Objects argument
Object-Identifier: ~ OBJECT IDENTIFIER

Check-Duplicate: BOOLEAN
If set to TRUE, the interrogator shall check that there is only one occurrence of the OBJECT
IDENTIFIER encoded on the RFID tag.

11.14 Read-Objects-Response

Read-Objects-Response argument

Object-ldentifier: OBJECT IDENTIFIER
Object: BYTE STRING

Compact-Parameter: INTEGER
Possible Values:

Value Definition

0 Application-Defined

v UTF8-Data

14 De-Compacted-Monomorphic<Ull
15 De-Compacted-Data

Lock-Status: BOOLEAN
I.:[TRUE, the Data-Set or Packed-Object contaihing the Object Identifier and Object is locked.
Co

pletion-Code: INTEGER
These definitions are supplementary to these of the response that includes this argument
Possible Values:

Value Definition

0 No-Error

10 Duplicate-Object

13 Object-ldentifier-Not-found

15 Object-Not-Read

35 Monomorphic-Ull-OID-Mismatch

11.15 Read-OlDs-Response

Read-=0lDs-Response argument

Object-ldentifier: OBJECT IDENTIFIER

11.16 Ull-Add-Objects

The command argument Ull-Add-Objects has the same function and structure as the Add-Objects
command argument (see 11.1), except that it is encoded in the Ull segment of an RFID tag that can address
multiple segments in the same air interface transactions. The argument shall only comprise on a single
Object-ldentifier and Object. This specific argument enables it to be distinguished from the Item-Related-
Add-Objects argument (see 11.6).

© ISO/IEC 2013 — All rights reserved 93


https://iecnorm.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

11.17 Ull-DSFID-Constructs

The command argument UlI-DSFID-Constructs has the same function and structure as the DSFID-
Constructs command argument (see 11.2), except that it is encoded in the Ull segment of an RFID tag that
can address multiple segments in the same air interface transactions. This specific argument enables it to be
distinguished from the Item-Related-DSFID-Constructs (see 11.7).

11.18 Write-Responses

Write-Responses argument

Object-ldentifier: OBJECT IDENTIFIER

Completion-Code: INTEGER
These definftions are supplementary to those of the response that includes this argument
Possiblg Values:

Value Definition

0 No-Error

9 Object-Not-Added

10 Duplicate-Object

11 Object-Added-But-Not-Locked
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Annex A
(informative)

Abstract syntax and transfer encoding rules

Abstract syntax

This 4nnex is included to show the abstract syntax used in ISO/IEC 15961:2004 to support impl

the d
show!
refere

The ¢
notati

A1.1

The ¢

This ¢

A.1.2

ASN.
types
Unive
ISO/I
ISO/I

hta protocol based on that standard and ISO/IEC 15962:2004. Annex E of this part-0of- IS
5 the original 16 commands using the abstract syntax of ISO/IEC 15961:2004. These can
nce to compare with the present style of presenting the functional commands.

bstract syntax specified in ISO/IEC 15961:2004 is based on ASN.1 as defined in ISO/IEC
bn shall be as specified in that standard.

Character set
haracter set used to define an ASN.1 item shall consist of:

AtoZ
atoz
0to9

= 1< @)1 &Axs

haracter set is identical to that defined in ISOAEC 8824-1.

Universal Types

supports a number of universal-types that are fundamental to the syntax; sometimes ¢
. Each has been assigned. a-¢lass tag in ISO/IEC 8824-1 to unambiguously identify each
rsal types are shown inscapital (uppercase) letters e.g. UNIVERSAL. The Universal T
FC 15961:2004, together with their Class Tags, are shown in Table A.1 — Universal T
FC 15961:2004.

Table A.1 — Universal Types Used in ISO/IEC 15961:2004

bmentation of
O/IEC 15961
be used as a

8824-1. The

alled "built-in
type of data.
ypes used in
pes Used in

Universal Type Class Tag
BOOLEAN 1
INTEGER 2
OBJECT IDENTIFIER 6
OCTET STRING 4
RELATIVE-OID 13
(reserved for future commands)

SEQUENCE & SEQUENCE OF 16
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A.1.3 Type references

In addition to the Universal Types, ASN.1 enables application specific types to be defined. When a type is
defined, it is given a name to reference it in another type assignment. Type references begin with an
uppercase letter and the complete name is shown without spaces. There are a few variants to the
presentation of the subsequent characters. ISO/IEC 15961:2004 uses the convention of mixed upper and
lowercase characters e.g. TypeReference.

The TypeReference name is followed by the three character sequence ": : =" to separate it from its definition.

Examples of

Applicati

Objectld

StorageH

Tagld

All the TypeHR

Annex.

A.1.4 Elem

The compon

the beginning
a Universal T|

Examples of

access

applicatipnFamilyld

applicati

comman
compact

object
objectld
tagld

NOTE

exception

All the eleme

A.1.5 Othe

By using a si
of the syntax

TypeReference names that are used in ISO/IEC 15961:2004 are:

pnFamilyld

ormat

eference names used in ISO/IEC 15961:2004 are defined in the appropriate sub-clause

Ent names
énts or elements of a TypeReference or enumerated list are.hamed using a lowercase le

ype.

lementNames that are used in ISO/IEC 15961:2004 are:
thod
nSubFamily

HCode
Parameter

In ISO/IEC 15961:2004, some elementNames and TypeReference names are often the same w
that the first letter isdowercase for the elementName and uppercase for the TypeReference.

ntNames used.in ISO/IEC 15961:2004 are defined in the appropriate sub-clauses.

- ASN.1\conventions illustrated

bf this

ter at

, €.g. elementName. For some elements, further typing is-fequired either to a TypeReferemnce or

th the

1np|e example of ASN.1 syntax, unrelated to the purpose of, it is possible to illustrate the feartures

EXAMPLE

96

CustomerOrder : : = SEQUENCE {

orderNumber INTEGER
name OCTET STRING
address CustomerAddress
productDetails SEQUENCE OF SEQUENCE {
productCode OBJECT IDENTIFIER
quantity INTEGER (1..999)
b
urgency ENUMERATED {
nextDay (0),
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-- excludes Saturday and Sunday

firstClass (1),
roadTransport (2),
-- typically three days
}
}
In this example:
— The double colon and equal sign : : = separates the named TypeReference CustomerOrder from

the definition.

—+ The curly brackets { } following SEQUENCE and the end, specify that orderNunInber, name,
address, productDetails and urgency are all elements of the CustomerOrder type,refgrence.

—+ The element name address is further specified in the CustomerAddress type reference (excluded
from the example for brevity).

—+ The element productDetails consists of two further elements productCode and quantity. This pair
of elements is repeated n times, based on the SEQUENCE OF SEQUENCE. The { } define the
boundary of the Type.

—+ The element urgency offers one of three codes: 0, 1 or 2.by)the use of the ENUMERAT|ED type. The
{ } define the boundary of the Type.

—+ Comments in this example "excludes Saturday and)Sunday" and "typically three days" jare preceded
by the double dash "--".

—+ The INTEGER value for the element quantity is constrained by the "(1..999)" to be any value in the
range 1 to 999, making it an error to order1000 or more items of a productCode.

A.1.6 Modular structure of ASN.1 syntax

In keg¢ping with the ASN.1 standards;.the syntax in ISO/IEC 15961:2004 is presented in a mgdular format.
Sepafate modules are used for the-commands and for the responses. Each module contains:

—+ A unique name.

—+ A unique ObjectIdentifier that refers to this particular standard (in accordance with ISOYIEC 8824-1).
The penultimate arc is either "commandModules (126)" or "responseModules (127)" fo distinguish
the data.flows. The final arc of each command/response pair has the same name and value to link
these-together.

—+ ,The'use of the key words DEFINITIONS, BEGIN and END to be compliant with ISO/IEC 8824-1 and
o allow the modules to be processed through compiler tools.

— A statement that this part of ISO/IEC 15961 uses "EXPLICIT TAGS", which indicates that all of the
elements ultimately encoded as UNIVERSAL TYPES.

The structure of a command module follows the following common format:

Module Name
{ISO(1) standard(0) rfid-data-protocol (15961) commandModules (126) moduleName(n)}
DEFINITIONS
EXPLICIT TAGS ::=
BEGIN
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CommandName
-- assignments

END

The responseModule follows a similar format.

Within each module, all of the elements are defined in such a way as to reduce these to UNIVERSAL TYPES.

This avoids the need to implement any import function within the module.

datd value;
2. length bytes that define a count of the bytes that make up the contents;
3. content (or value) bytes.

This is somefimes known as Type, Length, Value (TLV). When the.encoding is based on a sequence of
it is known ag Primitive encoding. The value V can be a triplet of TLV, and when this structure is use
known as nstructed encoding, for example TL TLV<TLV TLV. The choice between Primitive
Constructed ¢ncoding is largely determined by the Basic Encoding Rules of ISO/IEC 8825-1. The const
types of SEQUENCE and SEQUENCE OF that shallsuse a Constructed encoding to be fully complia
ASN.1 standards. Otherwise, the rules of ISO/IEC 8825-1 require that Primitive encoding is used; or g
choice, in whjch case only Primitive encoding are.used in ISO/IEC 15961:2004. The option is clearly d
for each of the Universal Types that have their BER encoding rules defined in subsequent clauses.

The module OBJECT IDENTIFIER shall be'encoded in a TLV structure at the beginning of the transfer

A.2.2 Encoding the ASN.1 type‘identifier

The ASN.1 type identifier shall be encoded as a single octet for the Types defined in ISO/IEC 15961:20
illustrated in Figure A.1 — Type Identifier Octet Structure.

Identifier octet

A
v

jinally

fy the

TLV,
d it is
b and
ructor
nt the
ffer a
efined

D4, as

Bits | 8 | 7 ] 6 [ 5[ 4] 3] 2] 1

Class P/C Tag Number

0 = Primative

1 = Constructed

where:  bits 8 and 7 encode the class of ASN.1 tag
bit 6 encode whether this is a Primitive or Constucted tag
bits 5 to 1 encode the number of the ASN.1 tag

Figure A.1 — Type ldentifier Octet Structure
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The 2-bit value for Class shall be one of the values defined in Table A.2 — Encoding of ASN.1 Class of Tag.
For the Universal Types defined in ISO/IEC 15961:2004, the value shall be '00,".

Table A.2 — Encoding of ASN.1 Class of Tag

Class Bit8 | Bit7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1

The dingle bit value for the 'P/C' component shall be set to '0,' to indicate Primitive encoding [structures, or
shall be set to '1,' to indicate constructed encoding structures.

The §-bit value for the ASN.1 tag shall encode the Class tag number as a binary-integer with bit p as the most
significant bit. The Class tags specified for ISO/IEC 15961:2004 are defined,in Table A.1 — Unjversal Types
Used|in ISO/IEC 15961:2004.

HXAMPLE:
Universal Type = OBJECT IDENTIFIER
ASN.1 Type identifier= 00 0 00110

A.2.3 Length encoding

Altholigh ISO/IEC 8825-1 allows other forms of dength encoding, only the definite form shal|l be used in
ISO/IEC 15961:2004 because this applies to both primitive and constructed encoding. For the [definite form,
the lghgth bytes shall consist of one or moretbytes, depending on the number of bytes in the contents. If the
number of bytes in the contents is less than; or equal to, 127, then a single length octet shall he used. Bit 8
shall pe '0;' and bits 7 to 1 shall encode the number of bytes in the content (which may bg zero) as an
unsighed binary integer with bit 7 as the-most significant bit.

EXAMPLE
L = 38 is encoded as 00100110,

If the|number of bytes in)the contents is more than 127, then two or more length bytes shall pe used. The
length shall be converted to an octet aligned value, for example, a length of 201 bytes converts to C944 (or
11001001). This value is encoded in the second and subsequent bytes. The first octet shall b¢ encoded as
follows:

a. Bit'8shall be 1..

h. \Bits 7 to 1 shall encode the number of subsequent bytes in the length bytes, as an unkigned binary
integer with bit 7 as the most significant bit.

c. The value 11111111, shall not be used to allow for future extension:

EXAMPLE
Length of content = 357
Convert to HEX = 0165

00000001, 01100101,
As this is 2 bytes, the first octet = 100000010,

The complete length encoding is:

10000010 00000001 01100101,
= 82 01 6516
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A.2.4 Contents octets

The contents octets encode the data value, which can be zero, one or more octets, depending on the
Universal Type as specified in subsequent subclauses.

A.2.5 Encoding of a BOOLEAN value

The encoding of a BOOLEAN value shall be primitive to comply with ISO/IEC 8825-1. The BOOLEAN value
shall be encoded in a single octet. If the BOOLEAN value is FALSE, the octet shall be zero. If the BOOLEAN
value is TRUE, the octet shall have any non-zero value, at the sender's option.

A.2.6 Encoding an INTEGER value

The encoding of an INTEGER value shall be primitive to comply with ISO/IEC 8825-1. The integer shall be
encoded in ofe or more octets using the following procedures.

For positive integers and zero:

1.  The|whole number is converted to a binary integer number in a bit field with the most significant bit
first.

2. Thelbit field is aligned to octet boundaries by adding leading zero bits-
3. If the high order bit is 1, add a pad octet 0045 as a prefix.

NOTE The high order bit of 0 denotes that the encodatien is’of a positive integer value.

EXAMPLE
Integer 128
Step 1: 10000000
Step 2: 10000000
Step 3: 00000000 10000000

For negative |ntegers, the encodation is to a(twos-complement rule:

1. The|whole number is converted to a binary integer number in a bit field with the most significant bit
first,

2. Thelbit field is aligned {o’octet boundaries by adding leading zero bits.
3. Thelbinary valué.from Step 2 is bit complemented (i.e. 0 to 1, 1 to 0).

4. Theltwos-Complement rule is applied adding 1, to the bit string of Step 2.

5. If thé high order bit is 0, add a pad octet FF 5 as a prefix.

NOTE The high order bit of 1 denotes that the encodation is of a negative integer value.

EXAMPLE
Integer -27066
Step 1: 1101001 10111010
Step 2: 01101001 10111010
Step 3: 10010110 01000101
Step 4: 10010110 01000110

For decoding, the lead bit of the encoded integer value identifies whether the value is positive or negative.
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If it is a positive value, conversion takes place on the remaining bits with the least significant bit being in
position 0. The decimal integer value is the sum of the values 2", where n is the position number, or:

2}’1

n=20

If it is a negative value, conversion takes place on the remaining bits with the least significant bit being in

iti 0 _The firet ot st t d i |_int | th f th | £ 2N
positipr-0—Fhe-first-stage-is—to—create—a—decimal-intieger—value—as—the-sum-of-the—values—oef2— The second

stage
numb

g

XAMPLE

takes this as a positive decimal integer from which is subtracted the value 2°, where p-is the position
er of the lead bit that identifies this as a negative integer. As an equation, this is:

5

10010110 01000110

1 indicates -ve
0010110 01000110 = 5702

2r=2"= 32768

5702 - 32768 = -27066

A.2.71 Encoding the OBJECT IDENTIFIER value
The gncoding of an OBJECT IDENTIFIER«alue shall be primitive to comply with ISO/IEC 8825-[1. The Object
Identifier value is encoded as a series of octet aligned values as follows:
1. The first two arcs of the registration tree are encoded as a single integer using the formyla:
40f+s
where f «3=- the value of the first arc
s\_) = the value of the second arc
2. The value:*n" of each additional arc is encoded into an octet-aligned-bit-field. This is dgne as follows
for valugs of "n":
a. Forn<128:
the—decimat-valueis—converted-to bhlaly and-encoded-ina billgic octet: thus-bit 8 is set to
zero
b. For:128 <n < 16384:

the decimal value is converted to binary and subdivided into two 7-bit strings: bit 7 to bit 1,
bit 14 to bit 8. Each of these new bit strings is encoded in an octet; with bit 8 of the first octet
set to 1, bit 8 of the last octet set to 0.
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c. Forn=>16384:

the decimal value is converted to binary and subdivided into 7-bit strings: bit 7 to bit 1, bit 14
to bit 8, bit 21 to bit 15, and so on. Each of these new bit strings is encoded in an octet; with
bit 8 of the first octet set to 1, bit 8 of the last octet set to 0 and bit 8 of the intervening
octet(s) set to 1. The example below shows the process.

EXAMPLE

1. Value = 912344

1 01100100 01100010,

2. Split into 7-bit strings
0000101 1001000 1100010
3. Add prefix bits 0 for last octet

1 for preceding octet(s)
10000101 11001000 01100010

Using this teghnique, the length of each component arc of the OBJECT IDENTIFIER is self declaring. The first
octet always fefines the first two arcs. Each subsequent arc is defined(by one octet if the lead bit of th¢ next
octet is 0; angd multiple octets if the lead bit is 1, the group of octets. énds with the octet with its lead bit equal 0.
The arc valug is encoded in the sequence of 7-bit values.

EXAMPLE
[d0101000] 101111000]  0[4001010] 0[0000001]
(1x 40)+0 15434 1

10 15434 1
Although the jnumber of arcs allows for anc(OBJECT IDENTIFIER of any length, ISO/IEC 15961:2004 lim|ts the
length of the|encoded value to be n@"more than 127 octets. This is a constraint placed to meet engoding
requirements|on the RF tag and the structure of the Logical Memory.

NOTE The constraint is on the encoded length of the OBJECT IDENTIFIER and not the number of arcs. It should
also be understood that an OBJECT IDENTIFIER encoded in 127 octets is highly unlikely.

A.2.8 Encoding anOCTET STRING value

Although the|Basic Encoding Rules of ISO/IEC 8825-1 permit both forms of encoding, ISO/IEC 15961:2004
only supportg primitive encoding of an OCTET STRING value.

The primitive encoding contains zero, one or more octets equal in value to the octets in the application data
value. The encoded octets appear in the same order as they appear in the data value and with the most
significant bit of an octet being aligned in both the encoded and data presentations.

NOTE This means that, for open systems, the octet sequence and bit ordering shall be output by the receiving
system exactly as input by the sending system. It is the responsibility of the application standards to define the
requirements for the sequence.

A.2.9 Encoding a SEQUENCE value

The encoding of a SEQUENCE value shall be constructed to comply with ISO/IEC 8825-1. The contents
octets shall consist of the complete TLV encoding of one data value from each of the Types listed in the
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ASN.1 definition of the particular SEQUENCE Type. The data values shall be in the order of their appearance
in the definition. Although ISO/IEC 8825-1 allows optional rules for Types with the keywords 'OPTIONAL' or
'DEFAULT' in the ASN.1 definition, ISO/IEC 15961:2004 requires all Types in the SEQUENCE to appear in
the constructed encoding.

EXAMPLE

ASN.1 definition
SEQUENCE {orderNumber OCTET STRING, product OCTET STRING, quantity INTEGER}

with the values:
{nrdnrl\ll imber "ABC1 234" prndl 1ot "\A/idgnf"‘ ol mnfif\/ "1 ’)"}

is encoded as:

T = SEQUENCE L
3046 1446
T= OCTET STRING L \%
0446 0716 "ABC1234"
T= OCTET STRING L \%
0416 0616 "Widget"
T= INTEGER L \%
0216 0116 OC16

A.2.10 Encoding a SEQUENCE OF value

The $EQUENCE OF type has the same ASN.1 tag (UNIVERSAL 16) as the SEQUENCE type; therefore,
adopfing the same encoding rules. The encoding of\a’SEQUENCE OF value shall be construcjed to comply
with IBO/IEC 8825-1. The contents octets shall censist of the complete TLV encoding of each vdlue, including
the encoding of the repeated UNIVERSAL class'tag of the encoded elements.

BXAMPLE

ASN.1 definition
sequence of {productCode QCTET STRING}

with the three values:
{productCode *ABC1234", "X6789Y", "PQR12345"}

is encoded as:

T 5 SEQUENCE L
3016 1B1e
T= OCTET STRING L \
0446 0746 "ABC1234"
T= OCTET STRING L \
0416 0616 "X6789Y"
T= OCTET STRING L \Y
0416 0816 "PQR12345"
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Annex B
(informative)

Accommodating established data formats
This part of ISO/IEC 15961 has been prepared on the basis that its Object-based protocol differs from the

message based protocols and syntax of some AIDC application standards. Therefore, basic data Objects
need to be presented in a manner relevant to the application standard, for example in terms of:

— the cliata Object being supported in the data dictionary
— the format of the data (e.g. numeric, alphanumeric), including its length
— compinations of data Objects which are valid or illegal

These features are outside the scope of this part of ISO/IEC 15961 and are- the responsibility ¢f the
application.

Some convefsion process is necessary until the application systems canhandle data and identifiers jn the
format specifled in this part of ISO/IEC 15961. It is possible to have two independent implementation paths:
one to write data, and one to read data.

For some mgjor applications, some rigorous rules exist of what constitutes legitimate data. Software ex|sts to
ensure compliance to this format when using the existing message based syntax. Users need to ensurg¢ that,
as they impjement an Object based method of writing.ndata, the data itself follows the basic [rules.
Figure B.1 — Data Flow Model: Prepare Data of Existing Application Standards illustrates this schematically.

Data dictionary for
objects ( eg Dls)

Format rules for
data objects

Wser'data I_Drgpare da_ta o_f Application
»| existing application
from database standard data

Figure B.1 — Data Flow Model: Prepare Data of Existing Application Standards

A similar process is required when data is read from an RFID tag.

AIDC technologies based on write-once-read-many-times (WORM) technology can rely on the fact that data,
as written, is what is read. This means the message syntax is encoded in the data carrier. The read-write
capabilities of RFID, and the Object based nature of the data protocol of this part of ISO/IEC 15961, means
that an established syntax has to be constructed based on the Object Identifier structure. While there is a
requirement to output data with a particular data syntax (e.g. that of ISO/IEC 15434), then a conversion
module is required to correctly map the set of Object Identifiers and data Objects to the message format
required for the application of this part of ISO/IEC 15961. This shall require the inversion of the conversion
rules for some of the application data.
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In addition, the message syntax of the established application standard needs to be created. This process
generally requires all but the final arc of the Object Identifier to be discarded and for data separators
(compliant with the application standard) to be inserted correctly. Refer to the appropriate application
standards for the precise rules.

A logical development step is for the application standard to develop procedures to accept output based on
transfer syntax.
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Annex C
(informative)

Relating data Objects

Message based syntax can use recursive or looping techniques to created repeated sequences of related
data (e.g. individual quantity and batch numbers linked to different product codes). When the complete
message is parsed, the syntax identifies boundary points so that the attributes are correctly linked to the

primary code

With an Obj¢

operating at & base level, there is a risk of creating false links (i.e. product code A could be linked to qu

of product B
should only b
The illustratig
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Protocol of th
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Specific Obje
EXAMPL
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e adopted if incorporated into the application standard associated with the item being man
ns limit the number of constructed data elements to 255 per RFID tag, but different rules
if a greater number of constructions is required. Either rule is transparent to the complete
is part of ISO/IEC 15961 and ISO/IEC 15962, and so requires the processing to be implem
application. The options are included in this part of ISO/IEC 15961/to describe robust w
Dbject-based data capture process using the Object Identifier tree structure.

itenation technique

ct Identifiers can be created that link a defined setof*attributes in a concatenated manner.
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he first byte of the Qbject, the sequence number, distinguishes one similar Object datg
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C.2 Object identifier extension technique

The basic Object Identifier can be extended by the addition of a new final arc, with this as a 'linking' value.

EXAMPLE

106

The following three elements are to be linked:

— product code - final arc 48
— quantity - final arc 17
— batch - final arc 20
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Assume that there are two different products whose details are encoded on the RFID tag. So the linking
extensions 1 and 2 apply. Six individual Object-ldentifiers are encoded:

48 1
48 2
171
17 2
201
202

The extension value is used to link the different Objects as a logical combination.

This method is more suitable when many different combinations of element have to be created-gnd the length
of, at Jeast, one Object can vary between occurrences.

The Hxtension technique for relating Objects and their associated physical entities is similar to $cheme B for

apply|ng data security (see Annex C.1). Therefore, for any one Object-ldentifier, the technique| shall only be
appligd to data security or to linking physical entities.
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Annex D
(informative)

Data security issues

Although data security is beyond the scope of this part of ISO/IEC 15961 and ISO/IEC 15962, the following
advice is provided to show how features of the Data Protocol may be used to achieve more secure data.

D.1 Object-ldentifier issues

Encrypted data shall be associated with its own unique Object-ldentifier. This ensures that authorised |users
can recognis¢ encrypted data, but does not declare to other users this fact. The Object itself simply appears
with the Compact-Parameter set as Application-Defined (see 7.3.5).

One method,| called Scheme A for later reference, of creating the Object-ldentifier is for this to have a final
arc at the safne level of all other final arcs in the application system. This is a systeéms level adoption of data
security and fequires all authorised users to know that the data is encrypted;-however, the rules do nof need
to be publicly|declared.

Another method, called Scheme B for later reference, for creating a unique Object-ldentifier to identify the
encrypted dafa is to extend the Object-ldentifier of the plain (unenctypted) data and add an additional{lower
arc. This technique can be adopted bi-laterally between sendeh and authorised user(s), or at the systems
levels for all puthorised users. This technique can also be used to define the encryption type, selected keys
and so on.

EXAMPL

0115961 nnnn Plain Object
0115961 nnnn 1 Encrypted Object
0115961 nnnn 2 Encryption type
0115961 nnnn 3 Key

Scheme B is similar to that proposed for relating Objects and their associated physical entities| (see
Annex C.2). Therefore, for any one Object-ldentifier, the technique shall only be applied to data security or to
linking physidal entities.

D.2 The data Object

The Object ¢ontaining the application data shall have its Compact-Parameter set to Application-Déefined
after encryptipn.

The basic Object should be expanded to include a pre-defined data field or signature of the authorised writing
party. This will help ensure data integrity as any unauthorised modification of the encrypted Object without
access to the private key will most probably destroy the authorised signature. This will help identify that the
Object has been changed without authority.

If a completely different Object-ldentifier is assigned to the encrypted data (Scheme A above), then it may

need to be expanded to also contain additional unencrypted octets that define the encryption scheme and/or
selection from a set of keys.
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It is possible to use the unique Tag ID, as defined for various types in ISO/IEC 18000, as a component in a
secure system. The Tag ID is intended to be unique to the RFID tag, distinguishing it from all others. It is
usually created at an early stage of manufacturing the RFID tag using more robust techniques than can be
used to write data into the Logical Memory Map. As such, it can be used to enhance data validity. Because of
potential confusion with the Singulation-ld of the data protocol (which can use the Tag-ID), the Tag ID
incorporated into the integrated circuit is referred to as the 18000 Tag ID, for the remainder of this annex.

Where the 18000 Tag ID also acts as the Singulation-ld as part of the systems information, the 18000 Tag ID
is provided at an early stage of communication with the RFID tag. Where the 18000 Tag ID is not provided as

part

One

expar
be co
A orH

Anoth

be m

origin

Befor
underfmine the encryption method.

D.4

Publig
512-b
ciphe

Ifap

the p

other

The p

data

encry|

© IS0

b
encrnyt the data and a public key is used to decrypt the data. Likewise, data integrity will be cg

£ 4l vatarmma—tnfarmaatian: daitianal PCE-COre- | ra—racuiiead o o At
e Sy STOTITS T o T T Ao, - auumtioTar CUTT A oS arcToyunoutoToaduTTIt.

method is to concatenate the 18000 Tag ID value to the basic Object data and(encry
ded Object. When decrypted by an authorised user, the 18000 Tag ID within the expande
mpared with the real 18000 Tag ID to verify that they are identical. This may be applied to €
for creating the Object-ldentifier, described above.

er method is to use the 18000 Tag ID to modify the original key for enciyption and decryp
pde to work for binary keys such as DES, where the 18000 Tag ID can be exclusive d
bl key.

b this approach is used, the implementers should verify that this type of modification of the

Advice on public key methods of encryption

key algorithms require longer keys to provide‘the same strength as symmetric keys. Fq
it public-key encryption cipher would havethe equivalent strength of a 64-bit symmetric ke
" length could preclude the use of public.key ciphers in smaller capacity tags.

lic key method of encryption is used, the data security will be compromised if the private
blic key is used to encrypt the'data and the private key is used to decrypt the data. Double

means must be used to ensure data security and integrity.

ntegrity by overwriting the public key with another key and using another corresponding
pt altered data in the Object.

pt the entire
d Object can
ither Scheme

tion. This can
r-ed with the

key does not

br example, a
y cipher. This

ey is used to
mpromised if
encryption or

ublic key should not Be eéncoded in the tag unless it is locked as an unauthorised party codlld violate the

brivate key to

/IEC 2013 — All rights reserved

109


https://iecnorm.com/api/?name=623f912597cada5ff9111d4119a25c21

ISO/IEC 15961-1:2013(E)

Annex E
(informative)

Original commands and responses using ASN.1 abstract syntax

The following sub-clauses show the original 16 modules using the ASN.1 abstract syntax. Cross-references,
sometimes with a name change, are provided to the normative clauses that now replace those that were in the
original modules.

E.1 ConfigureAfiModules

The ConfigurgAfiModules consist of a commandModule, and the associated responseModule; that instruy

interrogator
requirement

write the applicationFamilyld (including the sub-family) into the RFIDOtag. A fundan
f this command is that only one RFID tag shall be programmed per command. This is to €

ct the
hental
nsure

that the configuration process is robust, particularly in environments where morethan one type of RFID tag
can be presenpt.
The abstract pyntax for ConfigureAfiModules is given in Table E.1 — ConfigureAfiModules.
Table E.1 — ConfigureAfiModules
-- Configure AFI
-- The ConfligureAfiCommand instructs the interrogator to write the AFI (Application
-- Family Ijdentifier, including the sub-family) into the RFID tag. The interrogator ghall
-- lock theg AFI if the Lock flag is set to true.
ConfigureAf]i Command
{iso (1) standard(0) rfid-data-protocol(15961) commandModules (126) configureAfi (1)}
DEFINITIONS
EXPLICIT TAGS =
BEGIN
ConfigureAfliCommand ::= SEQUENCE {
tagId OC€TET STRING(SIZE(0..255)),
&-.See Clause 7.2.1 (now renamed Singulation-Id) for detailed
- specification. TagId shall be provided by the Tag Driver for the
-- purposes of identifying the RFID tag unambiguously
-- for at least the period of a transaction.
applicapionFamilyId ApplicationFamilyId,
afiLock BOOLEAN
-- If set to TRUE, the interrogator shall lock the AFI
}
ApplicationFamilyId ::= SEQUENCE {
applicationFamily INTEGER {
all(0), -- address all families
-- values 1 - 8 reserved for definition by SC17
afiBlock9(9),
afiBlockA(10),
afiBlockB(11),
afiBlockC(12)
-- values 9 to 12 defined as per Annex B of this
-- International standard
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applicationSubFamily

-- values 13 to 15 reserved for definition by ISO/IEC
} (0..15),

INTEGER

all(0),-- This value shall not be encoded in the RFID
shall only be used in a command to signal that the
interrogator shall address all subfamilies within the
selected family.

NOTE: This has little utility for this Data Protocol,
(1),

asfl-annex -- values 1 to 15,

tag, and

but

is retained for compatibility with SC17 smart card commands
for applicationFamily 9

-- to 12,defined as per Annex B of this part of ISO/IEC 15961

acsf2 onnox

(2
T

asf3-annex (3),
asf4-annex (4),
asf5-annex (5),
asfé6-annex (6),
asf7-annex (7),
asf8-annex (8),
asf9-annex (9),
asfA-annex (10),
asfB-annex (11),
asfC-annex (12),
asfD-annex (13),
asfE-annex (14),
asfF-annex (15)
} (0..15)
-- AgplicationFamilyId is stored as a single @CTET within system information on|the tag.
-- AgplicationFamilyId allows tags to be grouped according to specific families|and
-- allows any such family of tags to be se¢lectively addressed by the applicatioh. RFID tag
-- vgndors may implement mechanisms in the Tag Driver and air interface specififally for
-- sdlective addressing of RFID tags .by ApplicationFamilyId.
}
END
ConfigureAfiResponse
{iso (1) standard(@)\\rfid-data-protocol (15961)responseModules (127) configureAfi (1)}
DEFINITIONS
EXPLICIT TAGS =
BEGIN
ConfigureAfiResponse ::= SEQUENCE {
dompletionCode INTEGER {
noError (0) ,
afiNotConfi gnv‘aﬂ (1)
afiNotConfiguredLocked (2),
afiConfiguredLockFailed(3),
tagIdNotFound (8),
executionError (255)
b
executionCode INTEGER
-- See Clause 9.3 and notes in this syntax for a full list of
-- executionCodes
}
END
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The following elementNames used in these modules are defined elsewhere in this part of ISO/IEC 15961, as

detailed:

afiLock (see7.4.3)
applicationFamily (see 7.2.2)
applicationFamilyld (see 7.2.2)
applicationSubFamily (see 7.2.2)
completionCode (see 9.2)
executionCode (see 9.3)

tagld (see 7.2.1)

E.2 ConfigureStorageFormatModules

The Configu

eStorageFormatModule consists of a commandModule, and the associated resporiseModule,

that instruct the interrogator to write the storageFormat (accessMethod and dataFormat) into the RFID tag.
The command also instructs the interrogator to initialise the RFID tag Logical Memory Nlap by erasing any

data already
programmed

environmentd where more than one type of RFID tag can be present.

stored there. A fundamental requirement of this command is that only one RFID tag shall be
per command. This is to ensure that the configuration process is\rfobust, particulgrly in

If the accesgMethod (incorporated in storageFormat) is specified as directony, the interrogator shall ¢reate

the initial directory structure.

The ASN.1 Abstract Syntax for ConfigureStorageFormatModules is given in Table
ConfigureStofageFormatModules.

-2 —

Table E.2 — ConfigureStorageFormatModules

-- Configure StorageFormat

-- The ConfigureStorageFormatCommand instructs)the interrogator to write the
-- StorageFofmat into the RFID tag, and toimitialise the tag logical memory
Interrogator shall erase all the application memory, and if the

-- map. The
-- directory

-- initial djrectory structure. The ihterrogator shall lock the
-- StorageFotmat if the Lock flag,1s:set to true

ConfigureStorageFormatCommand

{iso(1) stan

format is specified by the{StorageFormat, it shall create the

ard(0) rfid-datatprotocol (15961) commandModules (126) configureStorageFormat(2)}

DEFINITIONS
EXPLICIT TAG$ ::=
BEGIN
ConfigureStofageFoxmatCommand ::= SEQUENCE {
tagId OCTET STRING(SIZE(0..255)),
-- See Clauge 7.2.1 (now renamed Singulation-Id) for detailed
-- specification. TagId shall be provided by the Tag Driver for the
-- purposes of identifying the RFID tag unambiguously
-- for at least the period of a transaction.
storageFormat StorageFormat,

storageFormatLock BOOLEAN

-- If set to TRUE, the interrogator shall lock the
-- StorageFormat

StorageFormat ::= SEQUENCE {
accessMethod  INTEGER ({

noDirectory (0),
directory (1),
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}

END

Con

selfMappingTag(2) -- Access to objects is via high
-- level commands to the RFID tag and the internal
-- structure of the memory inside the RFID tag is not

-- defined
} (0..3),
dataFormat INTEGER {

notFormatted (0), -- Not formatted according
-- to this part of ISO/IEC 15961

fullFeatured (1), -- Supports any type of
-- data based on full OID

rootOidEncoded (2) , -- Supports any type of
== data—with o common-—xroot-0QID

iso0l5434(3), -- root-OID is defined as
-- {1 0 15434}

iso06523(4), -- Supports data belonging to one or

-- more International Code Designators compliant
-- with ISO/IEC 6523-1, root-0ID is defined~as
-- (1 0 6523)

is015459(5), -- Supports unique item identifiers
-- compliant with ISO/IEC 15459, rootFOID is
-- defined as (1 0 15459)

isol5961Combined (8), -- Supports cempinations of
-- formats of ISO/IEC 15961, root=0ID is defined
-- as {1 0 15961}

ean-ucc(9), -- Supports data &f the EAN-UCC system,
-- root-0ID is defined as™{1 0 15961 9}
di(10), -- Supports Datarifdentifiers (as referred to

-- in ISO/IEC 15418),\ root-OID is implied to be
-- {1 0 15961 10}

iata(12) -- Supports, IATA baggage handling data elements
-- root-0ID isdefined as {1 0 15961 11}

} (0..31)

figpreStorageFormatResponse

{iso (1) standard(0) rfid-datas<protocol (15961) responseModules(127) configureStorgdgeFormat (2) }
DEFINI[TIONS

EXPLICLT TAGS ::=

BEGIN

ConfigphreStorageRormatResponse ::= SEQUENCE {

END

cofipletionCede INTEGER {

noError (0) ,
storageFormatNotConfigured(4),
storageFormatNotConfiguredLocked (5),

st m?‘:gn'ﬁ‘r\?‘m:f‘("r\ﬂfi gnv‘aHT ockEFailed(6)

tagIdNotFound(8),
executionError (255)

b

executionCode INTEGER
-- See Clause 9.3 and notes in this syntax
-- for a full list of executionCodes
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