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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

Some of the most interesting alternatives to the RSA and F(p) based systems are cryptosystems
based on elliptic curves defined over finite fields. The concept of an elliptic curve based public-key
cryptosystem is rather simple.

“«w,n

— Every elliptic curve over a finite field is endowed with an addition operation “+”, under which it
forms a finite abelian group.

— The group law on elliptic curves extends in a natural way to a “discrete exponentiation” on the point
group of the elliptic curve.

The security of such a public-key system depends on the difficulty of determining discrete |
the group of points of an elliptic curve. With current knowledge, this problem>is much har
factofization of integers or the computation of discrete logarithms in a finite’field. Indeed

ased on the discrete exponentiation on an elliptic curve, one can easily derive '8
nalogues of the well-known public-key schemes of Diffie-Hellman and ElGamaltype.

lliptic curve

bgarithms in
der than the
since Miller

and Koblitz independently suggested the use of elliptic curves for public-key cryptographic systems

in 19B5, the elliptic curve discrete logarithm problem has only been‘shown to be solvah
specific and easily recognizable cases. There has been no substantial progress in finding

meth
is po
syste
finite

The |
techn
and d

pd for solving the elliptic curve discrete logarithm problem_on arbitrary elliptic cut
ssible for elliptic curve based public-key systems to use’much shorter parameters t
m or the classical discrete logarithm-based systems that'make use of the multiplicati
field. This yields significantly shorter digital signatures and system parameters.

purpose of this document is to meet the increasing interest in elliptic curve base
ology by describing elliptic curve generatiornymethods to support key management
igital signatures based on an elliptic curve:

le in certain
r an efficient
ves. Thus, it
han the RSA
e group of a

d public-key
, encryption
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Information security — Cryptographic techniques based

on

elliptic curves —

Part 5:
Elliptic curve generation

1 S

The
descr

This
based
1SO/1

This
fields
docu
basis

cope

SO/IEC 15946 series specifies public-key cryptographic techniques baséd.6n el
ibed in ISO/IEC 15946-1.

Hocument defines elliptic curve generation techniques useful for implementing the ¢
| mechanisms defined in ISO/IEC 29192-4, ISO/IEC 9796-3, ISO/IEE 11770-3, 1SO/]
EC 18033-2 and ISO/IEC 18033-5.

document is applicable to cryptographic techniques based on elliptic curves define
of prime power order (including the special cases of prifie order and characterist
ment is not applicable to the representation of elements of the underlying finite fiel
is used).

2
The

constlitutes requirements of this document. For dated references, only the edition cited
undated references, the latest edition of the referenced document (including any amendmg

ISO/IEC 15946-1, Information technglogy — Security techniques — Cryptographic techniq
elliptic curves — Part 1: General

3

Fort

apply,

ISO a
— 1

ormative references

llowing documents are referred to inthé text in such a way that some or all of

erms and definitions

e purposes of this document, the terms and definitions given in ISO/IEC 15946-1 and {

hd [EC maintain terminology databases for use in standardization at the following add

50 Online browsing platform: available at https://www.iso.org/obp;

iptic curves

lliptic curve
EC 14888-3,

d over finite
ic two). This
d (i.e. which

heir content
applies. For
nts) applies.

lies based on

he following

Fesses:

— 1

:C\Electropedia: available at https://www.electropedia.org/.

3.1

cryptographic hash function
function that maps octet strings of any length to octet strings of fixed length, such that it is
computationally infeasible to find correlations between inputs and outputs, and such that given one
part of the output, but not the input, it is computationally infeasible to predict any bit of the remaining
output

[SOURCE: ISO/IEC 18033-2:2006, 3.11, modified — Deleted the last phrase, "The precise security
requirements depend on the application.]

3.2

definition field of an elliptic curve
field that includes all the coefficients of the formula describing an elliptic curve
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3.3

hash-function
function which maps strings of bits of variable (but usually upper bounded) length to fixed-length
strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;

— for a given input, it is computationally infeasible to find a second input which maps to the same

output.

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer
to ISO/IEC 10118-1:2016, Annex C.

[SOURCE: IS

3.4
nearly prim
positive inte

Note 1 to enty
based on bou

3.5
order of an
number of p

3.6
smooth inte
integer, r, wh

D/IEC 10118-1:2016, 3.4]

e number
oer, n =m-r, where m is a large prime number and r is a small smooth integer(3.6)

y: The meaning of the terms large and small prime numbers is dependent’errthe application
hds determined by the designer.

elliptic curve E(F)
bints on an elliptic curve, E, defined over a finite field, F'

ger
ose prime factors are all small, i.e. less than some defined bound

4 Symbals and conversion functions

and is

p >3,
Of the
s the

4.1 Symbpls

O ero elementin a field F

a b lliptic curve parameters

B mbedding degree,the smallest B such that number #E(F(q)) is a divisor of g5-1

E lliptic curve,\given by an equation of the form Y2 = X3 + aX + b over the field F(p™) for
y an equation of the form Y2 + XY = X3 + aX? + b over the field F(2™), or by an equation
orm Y2 £ X3 + aX? + b over the field F(3™), together with an extra point O referred to
oint-atinfinity; the curve is denoted by E/F(p™), E/F(2™), or E/F(3™), respectively

F inite field

F(p)* multiplicative group of F(p)

L, m positive integers

mod modulo, a mod b means a residue of a modulo b for integers a and b (b is positive)

N number of points on an elliptic curve E over F(q), #E(F(q))

n prime divisor of #E(F(q))

Og elliptic curve point at infinity

p prime number

2
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q prime power, p™ for some prime p and some integer m = 1
r cofactor, thatis #E(F(q)) = rn
u positive integer
v positive integer
A positive integer
v(i) polynomial of i
#E(F{q)) order of an elliptic curve E(F(q))
[x] smallest integer greater than or equal to the real number x
[x/ largest integer smaller than or equal to the real number x
U or
I concatenation
€ element is included in a set
4.2 |Conversion functions
BS2I bit string to integer conversion primitive
BS20SP bit string to octet string conversionprimitive
[2BS integer to bit string conversion‘primitive
OS2FEP octet string to finite field element conversion primitive
NOTE Refer to ISO/IEC 15946-1:2016, Clause 7 for detailed conversion functions.
5 (onventions for elliptic curves
5.1 |Definitions of elliptic curves
5.1.1] Ellipti¢.curves over F(p™)
Let F[p™) be-a definition field of an elliptic curve, where F(p™) is a finite field with a prim
positjve’integer m. In this document, it is assumed that E is described by a “short (affine)
equation”, thatis an equation of type

e p>3anda
Weierstrass

Y2 = X3 + aX + b with a, b € F(p™)

such that 4a3 + 27b% # 0 holds in F(p™).

NOTE

1 The above curve with 4a3 + 27b2 = 0 is called a singular curve, which is not an elliptic curve.

© ISO/IEC 2022 - All rights reserved
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The set of F(p™)-valued points of E is given by Formula (1):
E(F(p™) ={Q = (xg.yg) € F(p™) x F(p™yo? = xo> + axq + b} U {Og} (M

where Oy is an extra point referred to as the point at infinity of E.

NOTE 2  Inapplications not based on a pairing, E/F(p) or E/F(2™) is preferable from an efficiency point of view.
In applications that use a pairing, E/F(p) is preferable from an efficiency point of view.

5.1.2 Elliptic curves over F(2™)

Let F(2™) fof m = T be a definition field of an elliptic curve. In this document, it is assumed thdt E is
described byl an equation of the type

Y2 + XY 5 X3 + aX? + bwith a, b € F(2™)

such that b 4 0 holds in F(2™M).
For cryptogygaphic use, m shall be a prime to prevent certain kinds of attacks on the cryptosystem|
NOTE The above curve with b = 0 is called a singular curve, which is not an ‘eliptic curve.
The set of F(R™)-valued points of E is given by Formula (2):

E(F(2m)(={Q = (xg.¥o) € F(2™) x F(2™)|y* + xqvq = Xo* + axg?,+b} U {Op} (2)
where O is qn extra point referred to as the point at infinity of E.

5.1.3 Elligtic curves over F(3™)

Let F(3™) be|a definition field of an elliptic curve, where F(3™) is a finite field with a positive integer m.
In this documnent, it is assumed that E is described by an equation of the type

Y2 = X3 +{aX? + b with a, b € F(3™)

such that a, b # O holds in F(3™).
NOTE THe above curve withayor b = O is called a singular curve, which is not an elliptic curve.
The set of F(B™)-valued peints of E is given by Formula (3):

E(F(3M)(={Q = xgyo) € F(3™) x F(3M)|yy? = x> + axy* + b} U {0} (3)

where O is anextra point referred to as the point at infinity of E.

5.2 Group law on elliptic curves

Elliptic curves are endowed with the addition operation +: E x E — E, defining for each pair (Q;, Q,)
of points on E a third point Q; + Q,. With respect to this addition, E is an abelian group with identity
element Og. The kth multiple of Q is given as kQ, where kQ = Q + ...+ Q (k summands) if k > 0, kQ = (-k)
(-Q) if k<0, and kQ = O if k = 0. The smallest positive k with kQ = O is called the order of Q.

In order to use an elliptic curve for a cryptosystem, it is necessary to compute group law on an elliptic
curve. ISO/IEC 15946-1 shall be referred to for methods of group law on elliptic curves.

4 © ISO/IEC 2022 - All rights reserved
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6 Framework for elliptic curve generation

6.1 Trustin elliptic curve

If an elliptic curve is poorly or maliciously generated, this can enable an adversary to break a
cryptosystem that uses it. There are a number of ways in which a user can obtain trust in the provenance
of an elliptic curve, including the following:

— The curve can be obtained from an impartial trusted source (e.g. an international or national
standard).

— Thecurvecamm be generated and/or verified by a trusted third party-
— The curve can be generated and/or verified by the user.
NOTH1 Refer to Annex A for background information on elliptic curves.

NOTH2  Refer to Annex B for background information on elliptic curve cryptography.

6.2 |Overview of elliptic curve generation
Ther¢ are three main ways to generate elliptic curves:

— By applying the order of counting algorithms to a (psetdo-)randomly chosen elligtic curve as
specified in Clause 7;

y applying a complex multiplication method as specified in Clause 8;

o
— By lifting an elliptic curve over a small finité field over a reasonably large field as|specified in
(lause 9.

NOTH1 Refer to Annex A for background information on elliptic curves.
NOTH2  Refer to Annex B for background information on elliptic curve cryptography.
7 Verifiably pseudo-random elliptic curve generation

7.1 |General

The generation of vérifiably pseudo-random elliptic curves focuses on curves over prime¢ and binary
fieldd.

7.2 | Construrcting verifiably pseudo-random elliptic curves (prime case)

7.2.1] \Construction algorithm

The following algorithm produces a set of elliptic curve parameters over a field F(p) selected (pseudo-)
randomly from the curves of appropriate order, along with sufficient information for others to verify
that the curve was indeed chosen pseudo-randomly.

NOTE1 The algorithm is consistent with I[EEE P1363-2000.
NOTE 2  Methods of choosing a prime number p (pseudo) randomly are described in ISO/IEC 18032.
It is assumed that the following quantities have been chosen:

— alower bound, n,,;,,, for the order of the base point;

min’

— acryptographic hash function, H, with output length Ly, bits;

© ISO/IEC 2022 - All rights reserved 5
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— the bitlength, L, of inputs to H, satisfying L = Ly, .

The following notation is adopted below:

— v=[log,pl;
— §= |—(V - 1)/LHashJ;

— w=v-sly,g, -1

Input: a prime number p; lower bound n,;,, for n; a trial division bound [, ,..

Output: a bitstringX-ECparametersa-bprand6m—m0om-—oro—

licitly

b, the

such

a) Choose &n arbitrary bit string X of bit length L.

b) Comput¢ h =H (X).

c) Let W, He the bit string obtained by taking the w rightmost bits of h.

d) LetZ=HS2IP(X).

e) Forifrom 1 tos, do the following:

1) LetK;=12BSP(Z + i mod 2L).
2) Conjpute W;=H (X)).

f) LetW=W,|| Wi ..|| W

g) Letc=(S2FEP [BS20SP (W)].

h) Ifc=0gpr4c+27 =0 then go to step a).

i) Choose finite field elements a, b € F(p) su¢h'that b # 0, and cb? - a3 = 0. Choosing a =
guarantges the conditions hold, and this choice is recommended.

NOTE 3 | Itis possible that choosing a.= b= c is not optimal from a performance perspective.
NOTE 4 | Ifthe default values are(chesen as suggested, the randomness of the generated curve is exp
guaranteed.

j)  Comput¢ the order #E(F(p)) of the elliptic curve E over F(p) given by y2 = x3 + ax + b.

k) Test whether #E(F(p)).is a nearly prime number using the algorithm specified in 7.2.2. If s
output df the algorithm specified in 7.2.2 consists of integers r, n. If not, then go to step a).
NOTE 5 | TheTecessity of near primality is described in B.2.2

1) Check if| E(¥(p)) satisfies the MOV-condition specified in B.2.3, that is the smallest integer B
that n divides g% - T ensures the desirable security level. If not, then go to step a).

m) If #E(F(p)) = p, then go to step a).

NOTE 6  This checkis performed in order to protect against the attack specified in B.2.2.

n) Testwhether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

0) Generate a point G on E of order n using the algorithm specified in 7.2.3.

p) OutputX, a,b,n,G.

NOTE7  Methods to compute the order #E(F(p)) are described in References [12], [31] and [32].

6
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7.2.2 Test for near primality

Given a lower bound n;, and a trial division bound I

max the following procedures test N =

near primality.

Input: positive integers N,

Output: if N is nearly prime, output a prime n with n

max’ and Nin:

<
min

is not nearly prime, output the message “not nearly prime”.

a)
b)

NOTH Methods to test for primality are describedin1SO/IEC 18032 and Reference [11].

7.2.3| Finding a point of large prime order

If the|order #E(F(q)) of an elliptic curve\Eis nearly prime, the following algorithm efficient]
rand¢m point in E(F(q)) whose orderis the large prime factor n of #E(F(q)) = rn.

Inputf: an elliptic curve E over the field F(q), a prime n, and a positive integer r not divisible

Outphit: if #E(F(q)) = rn, a peint G on E of order n; if not, the message “wrong order.”

f)

Setn=N,r=1.

#E(F(p)) for

n and a smooth integer r such that N=rn. If N

O [ TTOINl 2 10 [,,,, 40 1€ TOIIOWINE.

1) Iflis composite, then go to step 3).
2) While (I divides n)

i) Setn=n/landr=rl

ii) Ifn<n

mine then output “not nearly prime” and stop.

3) Nextl

]

est n for primality.
If n is prime, then output r and n and stop.

(Qutput “not nearly prime”.

(enerate a random point P (not Og) on E.
Set G =rP.

If G = Og, €hen go to step a).

Set Q\=nG.

y produces a

by n.

Val Val 41 + P 1 1) 1 +
[FG+ 0, tireroutput“wrong order amd stop:

Output G.

7.2.4 Verification of elliptic curve pseudo-randomness

The following algorithm determines whether or not an elliptic curve over F(p) was generated using the
method of 7.2.1. The quantities Ly, L, v, 5, and w, and the hash-function H, are as in 7.2.1.

Input: a bit string X of length L, EC parameters q = p, a, b, n, and G = (x;, ), and a positive integer n,; ..

Output: “True” or “False”.

a)

Compute h = H (X).

© ISO/IEC 2022 - All rights reserved
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b) Let W, be the bit string obtained by taking the w rightmost bits of h.
c) LetZ=BS2IP(X).
d) Forifrom 1 tos, do the following:
1) LetX;=I12BSP(Z +imod 21).
2) Compute W;=H (X)).
e) LetW=W,|| W] ..||l W,
f) Convertltoafinite field elementc=0S2EEP [BS2QSP (U]
g) Verify the following conditions.
1) n2p
2) nispprime.
3) ¢c#0p
4) 4cH27 #0p
5) b#0n
6) cb®tad=0p
7) G# g
8) y2;Ex3;+ax;+Db.
9) nG+HO0g.
h) If all thelconditions in step g) hold, then output“True”; otherwise output “False”.
7.3 Constructing verifiably pseudo-random elliptic curves (binary case)
7.3.1 Construction algorithm

The followin]
a field F(2™M)
pseudo-rand

NOTE1 Th

It is assumeq

g algorithm produees a set of elliptic curve parameters for a pseudo-random curve
, along with sufficient information for others to verify that the curve was indeed cl
omly. See AnnexD for additional information.

e algorithmds consistent with IEEE P1363-2000.

| that the following quantities have been chosen:

afield F

over
nosen

PAUH

alower bound n,;, for the order of the base point;

a cryptographic hash function H with output length Ly, bits;

the bit length L of inputs to H, satisfying L > Ly,

The following notation is adopted below:

— 5= Lm=-1)/ Lyaepd;

— w=m-SLy,q

Input: a field F(2™); a lower bound n_;,, for n; a trial division bound /.

© ISO/IEC 2022 - All rights reserved
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Output: a bit string X; EC parameters g, b, n, and G.

a) Choose an arbitrary bit string X of bit length L.

b) Compute h =H (X).

c) Let W, be the bit string obtained by taking the w rightmost bits of h.
d) LetZ=BS2IP(x).

e) Forifrom 1 tos, do the following:

1—LetX =12BSP(Z + i mod 21}
) Compute W, =H (X)).

f) HetW=Wy|| Wi | ..|| W

g) Uetb=0S2FEP [BS20SP(W)].
h) Ifb =0 then go to step a).

i) Let a be an arbitrary element in F(2™). Choosing a = 0y guarantees the conditions h
dhoice is recommended.

NOTE 3  Ifthe default values are chosen as suggested,the randomness is explicitly guarante
j) Jompute the order #E(F(2™)) of the elliptic curveE over F(2™) given by y2 + xy =x3 + a
NOTE4  Methods of computing the order #E(F(2™)) are described in References [12], [31] ax
k) Test whether #E(F(2™)) is a nearly prime number using the algorithm specified in 7.
dutput of the algorithm specified in _72.2 consists of integers r, n. If not, then go to step
1)  ({heck that E(F(2™)) satisfies the MOV-condition specified in B.2.3. If not, then go to ste

m) Test whether the prime diviSor n satisfies the condition described in B.2.4 for cryptosy
dn ECDLP, or ECDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

n) (enerate a point G on'E of order n using the algorithm specified in 7.2.3.
o) QutputX,a, b, n,\G

NOTHS5  The recessity of near primality is described in B.2.2.

7.3.2| Verification of elliptic curve pseudo-randomness

NOTE 2  Itis possible that the default values are not chosentbecause of performance reasony.

old, and this

ed.
X2 + b.
d [34].

p.2. If so, the
a).

p a).

stems based

o tha ool diey A€ o o AF A1 PEETT SR TR =0 DS 2P

Th allorazing olaaa: o xzapmi 34 alids R 1
e UTTOWITTS dTgUT U veTTITIIC S it~ vanuIty— U o SCTUT Crmpuat— o Ul vl paraiiIicteT S 1T

determines whether an elliptic curve over F(2™) was generated using the method of 7.3.1.
The quantities Ly, L, s, and w, and the hash-function H, are as in 7.3.1.

Input: a bit string X of length L, EC parameters q = 2™, a, b, n, and G = (x;, ), and a positive
Output: “True” or “False”.

a) Compute h =H (X).

b) Let W, be the bit string obtained by taking the w rightmost bits of h.

c) LetZ=BS2IP(x).

© ISO/IEC 2022 - All rights reserved
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m 1 to s, do the following:

1) LetX,=I2BSP(Z+imod 2L,

2) Compute W;=H (X)).

e) LetWs=

Wo Il Wi 1] .. | W,

f) Letb’ = 0S2FEP [BS20SP(W)].

g) Verify the following conditions:

1) nzg

2}

2) nis
3) b#

4 b=Y

5) G#
6) y%
7) nGH
h) Ifall the

8 Constr

8.1 Genel

This documsg
Naehrig (BN
presented i1
respectively

8.2 Barredto-Naehrig (BN) curve

The following algorithm produges an elliptic curve E over F(p) with embedding degree B =12, wh

useful for cr
NOTE 1 Do
NOTE 2 Th

Input: the aj

min

h prime

F

Dr
=x3 2

X Ve =X3p+ax’.+b

O

conditions in step g) hold, then output “True”; otherwise output “False”.

ucting elliptic curves by complex multiplication

ral

nt defines how to construct two typesiof elliptic curves by complex multiplication: Baj
) curves and Barreto-Lynn-Scott (BLS) curves. Methods for constructing more curve
Annex C. Numerical examples and curve properties are given in Annex D and Anr

yptosystems based on bilinear pairings. The embedding degree is described in B.2.2.
tailed information is given in Reference [13].

is method always generates at most one curve for a given value of m.

reto-
s are
lex E,

ichis

proximate desired size m of the curve order (in bits) and upper bound (odd integer]}

pmax

for the defin

tion f1eld.

Output: prime p, curve parameters of elliptic curve E/F(p), prime divisor n and basepoint G.

a) LetP(u)

=36u?* + 36u3 + 24u? + 6u + 1.

b) Compute the smallest u ~ 2m/4 such that [log, P(-u)1 =m.

c) Whilep

S Pmaxt

1) t=6u?+1;

2) p=Pu)andN=p+1-¢

3) ifpand N are prime, then go to step e);

10
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4) p=Pu)andN=p+1-¢

5) ifpand N are prime, then go to step e);
6) u=u+1andgo tostep 1).

Stop and output “fail”.

Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

Set an elliptic curve E: y2 = x3 + b with b = 1.

1) Testwhether E has order n. If not, then b = b +1 (mod p).

X =1

1) ifxy3 + b does not have square roots, then x; = x, + 1 and go to 1);
%) compute y, = V(x,3 + b) mod p:

i) Setthe basepoint G = (x,,y,) € E;

ii) IfnG # Og, thenx,=x,+ 1and go to 1).

Qutput p, E, n, and G.

NOTH3  Atechnique for speeding up a protocol based on a-bilinear pairing is described in Refergnce [13].

8.3

Barreto-Lynn-Scott (BLS) curve

The fpllowing algorithm produces an elliptic.cutve E over F(p) with embedding degree B 5412, 24 or 48
which is useful for cryptosystems based on a bilinear pairing. The embedding degree is |described in

B.2.2

NOTH1 Detailed information is giveninl32] and[36l.

NOTH2 This method always genérates at most one curve for a given value of m.

Inpuf]: the approximate desired size m of the curve order (in bits) and upper bound (odd Integer) p,, .«

for the definition field.

Outppt: prime p, curiye parameter of elliptic curve E/F(p), prime divisor n and base point

a)

b)

Set B=12,24-0or 48.
1) IfB=12,then L(u) = (u* - u?+ 1) and the smallest u = 2"/ for [ log,L(-u)1 =m.

2)\Af B = 24, then L(u) = (u 8 - u*+ 1) and the smallest u = 2m/8 for [ log,L(-u)1 =m.

3) If B=48, then L(u) = (u 16 - u8+ 1) and the smallest u = 2/16 for [ log,L(-u) 1 = m.
Set P(u) = (u-1) 2 L(u)/3+ u and R(u) = (u-1)2/3.

Whilep<p, ..

1) t=u+1;

2) p=P(-u),n=L(-u)and r = R(-u);

3) ifpand nare primes then go to step e);

4) p=P(u),n=L(u),and r = R(u);

5) if p and n are primes, then go to step e);

© ISO/IEC 2022 - All rights reserved 11
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6) u=u+1andgo tostep 1).
d) Stop and output “fail”.

e) Testwhether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

f) Setan elliptic curve E: y2 =x3+ b with b = 1.

1) Test whether E has order n. If not, then b = b +1 (mod p).
g) x=1
h) While x4 < p:

1) ifxyP + b does not have square roots, then x;, = x, + 1 and go to 1);
2) comjpute y, = V(xo3 + b) mod p.
i) |PutG,=(xqy,) EE.
ii) [IfrG=0gthenx,=x,+1andgoto1).
iii) |Set G =rG,,.
iv) [If nG # Og, then xy=x, + 1 and go to 1).
i)  Stop and output “fail”.

j) Outputg, E,nandG.

9 Constructing elliptic curves by lifting
The followinjg algorithm produces an elliptic cuxve E over F(p™) by lifting an elliptic curve E over £(p).
NOTE1 THe algorithm is based on Reference([33].

and N,

max

Input: smallffinite field F(p), elliptic curve E over F(p), lower and upper bound N fgr the

order of ellipgtic curve (in bits). it
Output: extepnsion degree m, order N,, = #E(F(p™)), basepoint G, and order n of G.

a) Count tHe order of N = #E(F(p)), which is easily executed since F(p) is small.

b) Sett=p|+1- Nanddcompute algebraic integers a and f that satisfy t = a + fand p = af.

c) Setm=1.

Find a tyjiple’of (m, N, n) as follows:

1) Compute N,,,=pm + 1- (@™ + ™) and q = p™, which is an integer.
2) IfN_ <N

min’

then m=m + 1 and go to Step 1).
3) IfN, >N

max’

then stop and output “fail”.

4) Test whether N,, is a nearly prime number using the algorithm specified in 7.2.2. If so, the
output of 7.2.2 consists of the integers r and n. If not, then m = m + 1 and go to step 1).

5) Check whether E(F(q)) satisfies the MOV-condition, that is the smallest integer B such that n
divides q® - 1 ensures the desirable security level. If not, then m = m + 1 and go to step 1).

NOTE 2  See the MOV-condition in B.2.3.
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e) Generate a point G on E(F(q)) of order n using the algorithm specified in 7.2.3.

f) Outputan extension degree m, the order N,, = #E(F(q)), a basepoint G and the order n.

© ISO/IEC 2022 - All rights reserved 13
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Annex A
(informative)

Background information on elliptic curves

A.1 j-invariant

Let F(q) be 4
short Weiers

Y2 =X3+

where the inequality 4a3 + 27b2 # 0 holds in F(q). Then, the j-invariant is defined ‘as:

j=1728

Let F(2M), fo
Y2+ XY 3

where b # 0

j=1/b

Let F(3™), fo
Y2=X3+

such that a, 1

j=-a%/b

A.2 Hilbe

The constru

fields Q(/-1

extension fi

finite field with g = p™, where prime p > 3. Let E be an elliptic curve over F(q) given/h
trass equation:

aX + bwitha, b € F(q),

(4a3)/(4a3 + 27b2)

 some m 2 1, be a finite field. Let E be an elliptic curve ovér¥(2™) given by:

X3 +aX?+bwitha, beF(2m),

. Then, the j-invariant is defined as:
 some m 2 1, be a finite field. Let E be\an elliptic curve over F(3™) given by:

aX? + b with a, b € F(3M)

p # 0. Then, the j-invariantis defined as:

rt class polynomial

y the

ction efelliptic curves by complex multiplication uses the theory of imaginary quadlratic

). In_the case of the imaginary quadratic field Q(\/—D), the Hilbert class field K i

bld<.of Q(\/—D), which is the unramified abelian extension of Q(\/—D). The Hilbert

polynomial

p(X) 1s defined by the minimum polynomial of K over ((+/-D). In the construction of e

s the
class
liptic

curves by complex multiplication, the fact that the j-invariants of elliptic curves E/F(p) are given as a

solution of a
NOTE 1

NOTE 2

Hilbert class polynomial Pj(X) mod p is used.

These facts are described in References [14] and [17].

Online databases of Hilbert class polynomials are available in Reference [22].

A.3 Cryptographic pairing

A cryptographic pairing e, satisfies the conditions of non-degeneracy, bilinearity, and computability. A

pairing e, is

defined over < G; > x < G, > as follows:

en:<G1>x<Gz>—>yn

14
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where

<G;>and <G, > are the cyclic groups of order n;

Uy, is the cyclic group of the nth roots of unity.

A pairing e, is realized by restricting the domain of the Weil, Tate pairings or optimal Ate pairings[3Z].

A4

Pell equation

The H
T
wher

equaf
of (T,

~

wher

NOTE

A5

In th{
is usq
integ
given
T2 - ¢

NOTE

ell equation is of the form:

P- dU? = 1

e d is a fixed integer. In the construction of elliptic curves by compléx multiplicat
ion with a positive integer d that is not a perfect square is used. Themn, all positive inte
U) are given by using the least positive solution (T, U,) with theSmallest U, > 0 as fo

+ UJd = (T, + UgnJd)*

rk=1,2, ...

These facts are described in Reference [29].

Diophantine equation, x2 - dy2 =n

p construction of elliptic curves by complex multiplication, the Diophantine equation

ion, the Pell
ber solutions
llows:

x2 - dy% =n,

bd where n is an integer and d is _a-positive integer that is not a perfect square. The number of

br solutions of this formula is zeroor infinite. An infinite number of integer solutic
by using the least positive solution (T, Uy) with the smallest U; > 0 of the related Pe]
jU2 = 1.

Details are described in Reference [29].

ns (x, y) are
| equation of

© ISO/IEC 2022 - All rights reserved
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Annex B
(informative)

Background information on elliptic curve cryptosystems

B.1 Definition of cryptographic problems

B.1.1 Elli]Ltic curve discrete logarithm problem (ECDLP)

For an ellipt
curve discre
such that P 5

The security
discrete log4

B.1.2 Com

For an ellipt]
computation

The security]
elliptic curv

B.1.3 Dec

For an ellipt
decisional el

The security
elliptic curv

B.1.4 Bilinear Diffie-Hellman problem (BDHP)

The bilinea

cryptograplic bilinear maps.
— For twd groups < 'G; > and < G, > with order n, a cryptographic bilinear map e, : < (
< Gy > p UGy, bG; € < Gy >, and aG,, cG, € < G, >, the bilinear Diffie-Hellman problem

computg

— For a group < G; > with order n, a cryptographic bilinear map e, :

c curve E/F(q), the base point G € E(F(q)) with order n, and a point PEE(F(¢)),'the e
te logarithm problem (with respect to the base point ) is to find the integer x € (0
xG if such an x exists.

r of elliptic curve cryptosystems is based on the believed hardness of the elliptic
rithm problem.

putational elliptic curve Diffie-Hellman problem (ECDHP)

ic curve E/F(q), the base point G € E(F(q)) with order-n, and points aG, bG € E(F(q)
al elliptic curve Diffie-Hellman problem is to compute abG.

of some elliptic curve cryptosystemsis based an'the believed hardness of the computaf
e Diffie-Hellman problem.

sional elliptic curve Diffie-Hellman problem (ECDDHP)

c curve E/F(q), the base point G € E(F(q)) with order n, and points aG, bG, Y € E(F(q)
lliptic curve Diffie-Hellman problem'is to decide whether Y = abG or not.

of some elliptic curve cryptesystems is based on the believed hardness of the decis
e Diffie-Hellman problem:

Diffie-Hellmah jproblems are described in two ways according to the correspo

e/ (G, G,)abe.

liptic
n-1)

furve

), the

ional

), the

ional

hding

1>><
is to

aG,, bGy, cG, € < Gy >, the bilinear Diffie-Hellman problem is to compute e, (G;, G,)bc.

<Gy >x <Gy >—> u, and

The security of some elliptic curve cryptosystems is based on the believed hardness of the elliptic curve
bilinear Diffie-Hellman problem.

B.1.5 Elliptic curve discrete logarithm problem with auxiliary inputs (ECDLP with
auxiliary inputs)

The security of some cryptosystems is based on the elliptic curve discrete logarithm problem with
auxiliary inputs.

— ECDLP with additional inputs x2G, x3G, ..., XXG.

16

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=01d0693f23d01756004686d032b923fd

ISO/IEC 15946-5:2022(E)

— ECDHP with additional inputs a2G, a3G, ..., akG.

— BDHP with additional inputs a2G,, a3G,, ..., akG,.

Three examples of elliptic curve problems with auxiliary inputs are as follows (the notation follows

from the original definitions of the problems in B.1.1, B.1.2, and B.1.4).

B.2 Algorithms to determine discrete logarithms on elliptic curves

B.2.1 Hardness of ECDLP

The hardness of ECDLP depends on the selected elliptic curves E/F(q) and the size n of
the bpse point G. The size of n should be chosen large enough to achieve the desired levelq
crypfosystems based on the hardness of the ECDLP, but cannot be less than 160 bits.

The dlliptic curve E/F(gq) should be chosen to meet the defined security objectives against
algorjthms to solve ECDLP. The size of n should be set to meet the defined security objec
the baby-step-giant-step algorithm and various variants of the Pollard-p algorithm.

B.2.2 Overview of algorithms

The fpllowing techniques are available to determine discrete logarithms on an elliptic cury

he Pohlig-Silver-Hellman algorithm. This is a dividesand-conquer method which
iscrete logarithm problem for an elliptic curve E defined over F(q) to the discrete log3
clic subgroups of prime order dividing #E(F(q)):

he baby-step-giant-step algorithm and various-variants of the Pollard-p algorithm.

OTE1 Different variants of the Pollard-pealgorithm are described in Reference [34].

he algorithm of Frey-Riick[20] and;the Menezes-Okamoto-Vanstone algorithm(24]
transform the discrete logarithm problem in a cyclic subgroup of E with prime or
smallest extension field F(g5) ofB(q) such that n divides (¢ - 1), where B is called th
egree. The Frey-Riick algorithm runs under weaker conditions than the algorithm
enezes-Okamoto-Vanstone:

— The algorithm of Araki-Satoh,[301 Smart[33] and SemaevI[32] which solves the discre
droblem for an elljptic curve E defined over F(p™) in the case #E(F(p™)) = p™.

Unlik
know

type

NOTE
curve

e the situation of the discrete logarithm in the multiplicative group of some finite fiel
n “index-caleulus” available in the case of elliptic curves. As for attacks using coverir
bf covers,e:g. the Weil descent attack, the GHS attack, see Chapter 22 of Reference [12

2 , (The Pohlig-Silver-Hellman and baby-step-giant-step algorithms generally work on all k

the order of
f security in

he following
Lives against

fe.

reduces the
irithm in the

which both
der n to the

e embedding
bublished by

re logarithm

1, there is no
g for special

il

nds of elliptic
orithms work

s-while the Frey-Riick, the Menezes-Okamoto-Vanstone, Araki-Satoh, Smart, and Semaev alg

el - | -
only OITTUT ves WITIT SpTCIdl proper tIes.

B.2.3 MOV-condition

Let n be as defined in the set of elliptic curve domain parameters, where n is a prime divisor of #E(F(q))
and q is a power of a prime p. A value B, used for the MOV-condition, is given as the smallest integer
such that n divides q# - 1. As mentioned above, the Frey-Riick and Menezes-Okamoto-Vanstone
algorithms reduce the discrete logarithm problem in an elliptic curve over F(q) to the discrete logarithm
in the finite field F(q?) for some B > 1. By using the attack, the difficulty of the discrete logarithm
problem in an elliptic curve E/F(q) is related to the discrete logarithm problem in a finite field F(g?).
The subfield-adjusted MOV-condition describes the degree B that ensures the security level of the
discrete logarithm
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problem in an elliptic curve by the discrete logarithm problem in finite field. For some applications
based on the Weil and Tate pairing, a reasonably small value of B such as 6 or more is preferable.

NOTE

Information on the degree B is described in Reference [21].

B.2.4 Condition of prime divisor, n

For some cryptosystems based on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5, the prime
divisor n should satisfy the following conditions: there is no divisor d of n - 1 such that (log n)2 < d < n1/2
and there is no divisor e of n + 1 such that (log n)2 < e < n1/2. The divisors d and e are possibly composite.

NOTE T

e size of d is related with k in B.1.5, which is the maximum of the largest divisor of n —

1 not

exceeding the

minimum of k and +/n. Further detailed information on d and e is given in Reference [15].

B.2.5 Paining-friendly curves

Because of t
by both the

of the discr
techniques 3

F(q®):

— thealgo
finite fig

— the alg
Morain,
logarith

The exTNFS
security par
that a chara
128-bit secu

he existence of the MOV reduction, the security of pairings defined over F(g) is detern
hardness of ECDLP on a subgroup or quotient group of the elliptic curve’and the har
bte logarithms problem on a quotient of the multiplicative group ‘F(q?). The folld
re available to determine discrete logarithms on a quotient of/the multiplicative §

Ids of small characteristics;

1] Sarkar-Singh,[4Z] Kim-Barbulescul44l and Kim-Jeongl[42] which solves the dig
 problems in the non-prime finite fields.

attack proposed by Kim et all44] affects the security level for BN and BLS. Thu
ameter should be chosen considering:this attack. For example, Reference [39] sug
“teristic p of BN and BLS of embedding degree 12 should be 461 bits or large to reac
rity level. Also, already existing citvves are affected by the exTNFS attack, so ther

possibility tlhat these curves no longer satisfy their previous security levels. Another precise analy

the complex
Reference [4]

ty of the discrete logarithm preblem over various pairing-friendly curves can be fou
2].

hined
Hness
wing
roup

rithm of Barbulescu-Gaudry-Joux-Thomél32 which solves the-discrete logarithm problem in

brithm  Joux-Pierrot,[43] Barbulescu-Gaudry-Kleinfung,[4%] Barbulescu-Gaudry-Guillevic-

crete

5, the
gests
h the
e is a
sis of
nd in

18
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Annex C
(informative)

Background information on constructing elliptic curves by

complex multiplication

General construction (prime case)

NOTH1 Thealgorithm is based on Reference [18] which is applied to the primalityproving Refe

Input: the prime p, the definition field F(p) and the number of points N = rnywhere n is the ]
divispr of N and r is a cofactor.

Outppt: curve parameters of elliptic curve E with #E(F(p)) = N arid base point G.

g)
h)

dn ECDLP, ECDHP, or BDHP with auxiliary inputs as in,B-1.5. If not, then execute a new
Sett=p+1-N.

(hoose a pair of integers (D,V) such that 4p <= DVZ,

(onstruct the Hilbert class polynomial Py(X).

Hind a solution j in F(p) of Pp(X) =-0@nod p.

(an)

(@

and Pp(X).

Juny

) Epjyciy?=x3+ [3c%, / (1728 - jo)lx + 2¢% / (1728 - jo) (if jo # Op 1 728).

)

) Ep,jy,c:y2=x>yc (ifjo=0p).
) Epj,c dAEX + ox (ifjy = 1728)

(O8]

(Jonstructarandom point G on ED:J'o ¢ [F(p)] such that G # Og and rG # Op.
Set G\=rG.

bllowing algorithm produces an elliptic curve E over F(p) with the given numbér of rational points

rence [11].

argest prime

Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based

input.

hoose c € F(p)* and constructdn elliptic curve EDJo ¢ over F(p) with the j-invariant j, coefficient

£
I

al a) 4 " 4 £ 1 .1 1 e Y Pa) 4 4
I nma — UE, oualtput turve pdli dllicicl s Ul DD ] c dITU LT Ud5ST PUIIIL G 1L TTG + UE, sU LU SLT
’ OI

another c.

NOTE 2  Any pair of integers (D,V) such that 4p - t2 = DV2 can be used in step c).

NOTE 3  The definition of the Diophantine equation used in step c) is given in A.5.

NOTE 4 The definition of the Hilbert class polynomial P, (X) is given in A.2.

© ISO/IEC 2022 - All rights reserved
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C.2 Miyaji-Nakabayashi-Takano (MNT) curve

The following algorithm produces an elliptic curve E over F(p) with embedding degree B = 6. The
pairing and the embedding degree are described in A.3 and B.2.2 respectively.

NOTE1 Some information and an algorithm for generating an MNT curve with B = 3 are given in Reference
[25].

NOTE 2 MNT curves can be constructed, not only with B = 6, but also with B =3 and 4.

Input: lower and upper bound (odd integer) p,,;, and p,,. for the definition field (in bits) and upper

bound D, for size of D.

Output: prinlne p, curve parameters of elliptic curve E/F(p), the order n = #E(F(p)), and basepoint.{.
a) Choose ¢ small positive integer D < D, ., such that D = 3 (mod 8) and go to step c).
b) Ifsuch I} does not exist, then stop and output “fail”.

¢) Find a pir of integers (T,U) with the smallest U > 0 that satisfies T2 - 3DU? = T_using the cont{nued
fraction|algorithm.

d) Finda pgir of integers (x,y) that satisfies x2 - 3Dy2=-8and 0 <x < 204 (2D), 2V (2/D) Sy< 2TV (2/D),
using the algorithm of Lagrange. If not, go to step a).

e) i=0.
f) Find a phir of primes (p,n) as follows:
1) Conjpute integers x; and y; such that x; +y1-\/ (3D) =\x +yV (3D)] [T+ UV (3D)]\.
NOTE 3 Not all solutions can be derived in'this way.
2) Ifx;E 1(mod 6), then s = (x; - 1)/6 and p =4s2 + 1;
i) |orifx;=-1(mod 6), then s = (x;+ 1)/6 and p = 4s2 + 1;
ii) [or,i=1+ 1and go to step 1)
3) IfpEPpin theni=i+1and'ge to step 1).
4) If p p ppax then go tostep a).
5) Ifplsprime, thennj=4s2+2s+1landn,=4s2-2s+1;
6) Ifpisnotprime, theni=i+1and go tostep 1).

7) Ifx;E 1(mod 6), then n = ny;

1) oy =n.

8) Ifnisprime, then go to step g);
i) or,i=i+1andgotostep1).

g) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

h) Construct the Hilbert class polynomial Pp(X).

i) Find a solution j, in F(p) of Pp(X) = 0 mod p.
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j)

k)
D)

m)

NOTH4  The definition of the Hilbert class polynomial P,(X) is given in A.2.
NOTHS5  The continued fraction algorithm in step c) is given in Reference [28].
NOTH6  The algorithm of Lagrange in step d) is given in References [23] and [26}-

NOTH7  Atechnique for speeding up a protocol based on a bilinear pairing is deScribed in Referg

C3

The following algorithm produces an elliptic curve E over ¢(p) with embedding degree
embgddding degree is described in B.2.2.

NOTH1 Detailed information is given in Reference [19]¢

Input}: lower and upper bound p_;, and p,, ., for thesize of the definition field (in bits) and

D

Outppt: prime p, curve parameters of elliptic curve E/F(p), the order n = #E(F(p)), and basg

a)

b)
‘)

d)
e)

f)

max

ISO/IEC 15946-5:2022(E)

Choose ¢ € F(p)* and construct an elliptic curve over F(p) with the j-invariant j,.
1) Ep jy.c :y2=x3+[3c¢%, /(1728 -jy)x + 2c3j, / (1 728 - j) (if j, 2 05 1 728).
2) ED,jO'C:yZ:x3+c[ifj0:0F).

3) ED'jO'C:y2=x3+cx(ifj0=1728).

Construct a random point G on EDJo ¢ [F(p)], not equal to the point at infinity Op.

If nG = Og, output p, E, n, and G.

I"nf' + 0 gotaocsteniltachaose anather ~c F( )k
Eas 59—~ e P 1+ oot rer LIV

Freeman curve (F curve)

for size of D.

(hoose a small positive integer D <D, .. such that D = 43 or 67 (mod 120) and 15D is
and go to step c).

If such D does not exist, then-stop and output “fail”.

vl

ind a pair of integers.(T,U) with the smallest U > 0 that satisfies T2 - 15DU2 = 1 using t
Faction algorithms.

= =

etg =T - UV (15D).

vl

ind a pajrofintegers (x, y) that satisfies x2 — 15Dy? = =20 and 0 < x < 10UV(3D), 2V1/(3D
BD) using-the algorithm of Lagrange. If not, go to step a).

fem

Horth€é current solution (x, y).

nce [13].

B =10. The

upper bound

point G.

square-free

he continued

) <y<2TV1/

1) Ifx=+5 (mod 15), then:
i) Lets=(-5%x)/15.
ii) Letp=25s*+ 2553+ 2552+ 10s + 3.
iii) Letn=25s*+ 2553 + 1552 + 55 + 1.
2) or, go to step 6).
3) Ifp>pae 80 to step a) to choose a new D.
4) orifp<p.;, then go to step 6).

5) Ifpand nare primes, go to step g).
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6) Find a pair of integers (x’, y') such that x’ + y’ V15D = (x + yV15D)-g.
NOTE 2 Not all solutions can be derived in this way.
7) Letx=x"andy =y’ and return to step 1).

g) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

h) Construct the Hilbert class polynomial Pj(X).

i) Find a solution j, in F(p) of P,(X) = 0 mod p.

j)  Choose ¢ € F(p)* and construct an elliptic curve E over F(p) with j-invariant j,:
1) Ep 0 :y2=x3+[3¢%, / (1728 - j)]x + 2c3j, / (1 728 - jiy) (if jo # 0p 1 728).
2) ED’-O'C:yZ=x3+c(ifj0=0p).
3) ED’-O'C:yZ:x3+cx(iij:1728).
k) Construfta random point G on ED,jo ¢ [F(p)], not equal to the point at ipfinity Op.
1) IfnG = (g, output p, E, n, and G.
m) or, go to|Step j) to choose another c € F(p)*.
NOTE3  The definition of the Hilbert class polynomial Pj(X) in step}) is given in A.2.
NOTE4  THe continued fraction algorithm in step c) is given in Reference [28].
NOTES5  THe algorithm of Lagrange in step f) is given in References [23] and [26].

NOTE 6  Afechnique to speed up a protocol based on\a bilinear pairing is described in Reference [13].

C.4 Cocks-Pinch (CP) curve

The followinjg algorithm produces an elliptic curve E over F(p) with arbitrary embedding degree B. The
embedding degree is described in B2.2.

NOTE1 Ddtailed information isigiven in Reference [14].

Input: a posifive integer B and a set R of prime numbers n (n-1 is divisible by B).
Output: prinpe p, curve parameters of elliptic curve E/F(p), the order n-r = #E(F(p)), and basepoin{ G.

a) Choose a smallsquare-free positive integer D and n in R such that -D is a square mod n.

b) Find a Bithiprimitive root of unity z in F(n).

0 t=z+1.
d) y'=(t'-2)/V (-D) (mod n).

e) Let tbe an integer such that t is equal to t' mod n, and let y be an integer such that y is equal to y'
mod n.

f) p=(+Dy>)/4
NOTE2 t=t"andy=y' canbe used.

g) If pisnot prime, then go to step a).
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h) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

i) Construct the Hilbert class polynomial Pp(X).

j)  Find a solution j, in F(p) of Pp(X) = 0 mod p.

k) Choose c € F(p)* and construct an elliptic curve over F(p) with the j-invariant j,.
1) Ep jy.c :y2=x3+[3c¢%, /(1728 - jy)lx + 2c3j, / (1 728 - ) (if j, 2 05 1 728).
2) ED']-O'C:y2 =x3 + ¢ (ifj, = 0p).

3) ED']-O'C:y2 =x3 +cx (ifj, =1 728).

1) Setacofactorr=(p+1-t)/n.

m) (onstruct a random point G on EDJo ¢ [F(p)] such that G # O and rG # O,
n) SetG=rG.

o) IfnG = Oy, outputn, G, and the elliptic curve E.

p) dr, go to step k) to choose another c € F(p)*

NOTH3  The definition of the Hilbert class polynomial P, (X) in Step c) is given in A.2.

NOTH4 A technique for speeding up a protocol based on a-bilinear pairing is described in Refergnce [13].
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Annex D
(informative)

Numerical examples

D.1 Numerical examples of verifiably pseudo-random elliptic curves

D.1.1 Gen
The paramet

NOTE A
property. Par

eral

ers are chosen from a seed using SHA-1.

hmeters are explained in Reference [9].

D.1.2 Elliptic curve over a prime field (192 bits)

p

a
b

(seed) X
(compressed

(uncompress

n

(cofactor) r

fELEfEffff £EFEEEEE

fELEffff fELFFFER

64210519 e59c8Qe7

3045ae6f

03 188da80e b03090f6

)G

188da80e
07192b95

b03090f6
ffc8da78

ed) G 04

fEffffff fEfff£fFfFF

D.1.3 Elliptic curve ever a prime field (224 bits)

p

fEffffff ffff£fFfFF

i i i

i o i o o

0fa7e9%ab

c8422f64

7Tcbf20eb

Tcbf20eb
631011ed

fEfffffff

fEfffffff

hash-function used in these examples requires only pre-image and second-pre-image resis

fffffffe

fffffffe

72243049

ed579528

43318800

43a18800
6b24cdd5

99def836

00000000

fEffffff f£ff

2192

fEffffff f£ff

feb8deec cl4
d38120ea el2

f4ffl0afd 82f

f4fflafd
73£977al

82f
le7

146bc9o1 b4dd

fff

00000000 000

tance

FEEEf

264-1

Ffffc

bbbl

1 96d5

F1012

F1012
b4811

2831

FEEff
PO001

S
|

(seed) X

fEffffff fEELEFFF

0c04b3ab £5413256

bd713447

(compressed) G

24

6bb4bf7f 321390b9

fffffffe

5044b0b7

99d5c7fc

4a03cld3

fEffEffef

d7bfd8ba

dc45b59f

56c21122

29041

ffffffff

fEffffff

fffffffe

b4050a85

270b3943

a3b9%ab8f

02
343280d6

2355ffb4

6a948bcb

b70e0cbd
115c1d21
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04

b70e0cbd 6bb4bf7f

115c1d21 bd376388

44458199 85007e34

fEFEFEFSF

13dd2945 5c5c2a3d

1

fELELE|EE 00000001
AfFffEflff £ELEEFEE

224 (232_1) +21924996_1

fEfELFFE 00000001
fELEFfff fEFfFfffc

5ac635d8 aa3a93e7
3bce3d3e 27d2604b

139d26fp7 819£7e90

6bl17d1f2 el2c4247
£4a13945 d898c296

f8bceoble5 63a440f2

8eeT7eblda 7c0f9elo
cbb640/68 37bf51f5

fEfff£ff£f 00000000
£f3b9cajc2 £c632551

1

2384_2128_9964932_1

fEfffffff fEffFFFFE
00000000 fffffffc

181d9coe fe814112
2a85c8ed d3ec2aef

6773a482 Tacdac73

6e1d3b62 8ba79b98

321390b9 4a03cld3 56c21122 343280d6
b5f723fb 4c22dfe6 cd4375a0 5a074764
n
fEEFFFFf fEEFFFFFf fFFf16a2 e0b8f03e
(cofactor) r
D.1.4 Elliptic curve over a prime field (256 bits)
p
00000000 00000000 00000000 fEffffff
a
00000000 00000000 00000080) FEEEEEEE
b
b3ebbd55 769886c\651d06b0 cc53b0£6
(seed) X c49¢3608 86e70493 6a6678el
(compressed) G 03
£8bce685 63a440£2 77037d81 2deb33a0
(uncqgmpressed) G 04 6b17d1f2 el2c4247
77037d81 2deb33a0:£4a13945 d898c296 4fe342e2 fela7f9%
2bce3357 6b3lbece
n
fEEEFFFf fEEEEFFF bece6faad a7179%e84
(cofagtor) r
D.1.3 Elliptic cunve-over a prime field (384 bits)
p fEFFFFFf fEEEFFFf FEFEEFFf FEFFEEEf FEFFFAff FEFFFFFF
fEEEFFff fEfffffe FEFFFEEE 00000000 00000000 fEFFFFF
a fEEEFFFf fEEEFFFf FEEEEEFF FEFFFEEE
fEEEFFFf fEfffffe £EEEEEEF 00000000
b p3312fa7 e23ee7e4 988e056b e3£82d19
0314088f 5013875a c656398d 8a2ed19d
(seed) X a335926a a319a27a 1d00896a
(compressed) G 03 aa87ca22 be8b0537 8eblc7le f£320ad74
59£741e0 82542a38 5502£25d bf55296¢
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(uncompressed) G 04 aa87ca22 be8b0537 8eblc7le £320ad74 6e1d3b62 8ba79b98

59f741e0 82542a38 5502f25d bf55296c 3a545e38 72760ab7 3617deda 96262c6f
5d9e98bf 9292dc29 £f8f4ldbd 289%9al4d47c e€9da3113 b5f0b8c0 0a60blce 1d7e819d
7a431d7c 90eale5f

n ffffffff fff£f£f£ff fEfEEfE£f fEEEEFfEf fEEL££EFf fELEEEEF
c7634d81 £4372ddf 581a0db2 48b0a77a ececl96a ccc52973

(cofactor) r 1

D.1.6 Elliptic curve over a prime field (521 bits)

p OLff fEfffffff fEffffff fEEEFFFENALLFLLLS

i s i R i i D i i i i i i s s i i s R i s D 0 i i i i i s s i P i i o s i i s o
i i e O i i i e e i 5 e e i A o e i i i

5211

4

a OLff ffffffff ffEf£ffff ffffffff fELfFLEESE
i s i R A i D i i i i i i A s s i i i R i s O 1 0 i e s s i i i i i A s i i i

fEffffffi fff£££Fff fELE££££f fEFfFfffc
b 0051 953epk961 8elc9alf 929a2lal be8p40Qee

a2da725b 99b315f3 b8b48991 8efl09%el 56193951 ec7e937b 1652cO0bd 3bblbf07
3073df88 3d2c34fl ef451£fd4 6b5P3£00

@eed)x' d09e8800 291cb853 96cc6717 393284aa aldp6bdba

(compressed) G 9200c6 858e06b7 0404e9cd 9e3ecb66 239pb4a4d2
9c648139 053fb521 £828afgQ 6b4d3dba aldb5e77 efe75928 feldcl27 a2ffa8de

3348b3cl 856a429b f97e7e31 c2epbd66
(uncompresged) G 04 00c6858e 06070404 e9cfi9ele

cb662395 b4429cE4o8139053f ©b521£828 af606bdd 3dbaaldb 5S5e77efe7 592Bfeld
cl27a2ff a8de3848 b3cl856a 429bf97e 7e31lc2e5 bd660118 39296a78 9a3pbc004
5c8a5fb4d 2c¢c7dlbd9 98f54449 57904468 17afbdl7 273e662c 97ee7299 5effi2640

c550b901 3fad0761 353c7086 a272c240 88be9476 9fdl6650

n 01ff ffffffff ffffffff fEfffffff fEfLffFffff

fELEEEEE fEFFFFFf fEFFFFFFf f£ffffffa 51868783 bf2£966b 7fcc0148 £70pPa5bdo
3bb5c9b8 899c47ae bbofb7le 913B6409

(cofactor) r 1

D.2 Numerical examples of BN curve

D.2.1 General

All of the following examples are chosen so that p is the prime satisfying p = 3 (mod 4) and p =4 (mod 9)
or p =1 (mod 9) for the parameter u with low Hamming weight of the non-adjacent form, allowing the
extension field F(p?) to be represented as F(p)[i]/(i? + A) with a positive integer and the extension field
F(p?m) to be represented as F(p?)[z] /(z™ - v(i)) with a polynomial v(i) for m = 2, 3, 6. Computation of
square (or cube) roots needed for point and/or pairing compression is also simplified in both F(p) and
F(p?). Furthermore, the curve equation has the form E: y2 = x3 + b and the sextic twist E'/F(p?) of the
form E": y'2=x"3+ b/vor E": y'2 = x"3 + bv contains a subgroup of order n and cofactor h = 2p - n. Finally,
the isomorphism yi: E'/F(p?) —» E/F(p12) takes the form Y(x', y') = (x'vz4, y'vz=3) or Y(x, y') = (x'v1z4
y'v1z3), with z6 = v-1 or z6 = v, respectively. These properties effectively facilitate the implementation
of the (plain or compressed) Tate or Weil pairing e: E x E' —» F(p?™), with optimal pairings especially
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benefiting from the sparse form of u. A detailed information on these examples is given in Reference

[13].

D.2.2 Elliptic curve over a prime field (446 bits)

p

00240000 0002d000 00000d80 0000021c
87000000 0b040000 0057c000 00015c00

24000000 00000000

00000018 00000000
00001320 00000067

2110 4 236 4+ 1

(compressed) G

(uncdmpressed) G

(cofagtor) r

02

87aeel3e 7f60130f 2092aa3e ,06828b6b
0461fdo3 43257d87 55b9%ebd7, 6d82b03b

04
87aeel3e 7f60130f\2092aa3e 06e28bbtb

0461fd63 43257d87 55b9%ebd7 6d82b03b

95494f02N\8274c2c2 4531435e Tcdbclee
49d327bE 08d200df ac31fda8 ccd3fd2c

00240000 0002d000 00000d80 0000021c
87000000 0ad40000 0054c000 00015600

1d

13fbccldb 660511£0

4120efl8d 014340b4
2b8c61j70 b6053d4a

13fbeccdb 660511£0

4120efl8d 014340b4

2b8c61|70 b6053d4a

210e6d3b 923a4f44

fbc9clPe f812f3e9

5bd3ec{fld 79eef088

240000000 00000000

000000fL7 a0000000
00001260 00000061

1

NOTH This curve parameter first appeared in Reference [46]. The complexity of the discrgte logarithm
proble¢m over the curve was further analysed in Reference [42].

D.2.3 Elliptic curve over a prime field (462 bits)

2404

fffff6ff Ocfob7d9 bfcal000 000000d8
fffffffe ffeeofcef £687£640 00000000

80360120 023fffff

12908f41 c8020fff
2401b0j08 40138013

(compressed) G
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0221a6

34a0a301 60b9%ac92 64b6f95f 63b3edbe
bde69a4l 6alble79 239c0372 e5cd7011

2114421012141

de7e£250 191fadba

c3cfdb2e 689dblbb
3c98d91f 36b6980d
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