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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International

The main ta
Standards ad
an Internation
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rights. ISO ar

ISO/IEC 1594
Subcommitte

ISO/IEC 1594
techniques —

Part 1: G

Part 5: B

ernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives;-Part 2.
5k of the joint technical committee is to prepare International Standards;\Draft Interna
opted by the joint technical committee are circulated to national bodies for voting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

6-5 was prepared by Joint Technical Committee ISONEC JTC 1, Information techn
b SC 27, IT Security techniques.

6 consists of the following parts, under the general title Information technology — S¢
Cryptographic techniques based on elliptic curves:
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liptic curve generation
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Introduction

Some of the most interesting alternatives to the RSA and F(p) based systems are cryptosyste

ms based on

elliptic curves defined over finite fields. The concept of an elliptic curve based public-key cryptosystem is

rather simple:

S a al . I ]
finite abelian group.
he group law on elliptic curves extends in a natural way to a “discrete exponentiation” on th
of the elliptic curve.

Hased on the discrete exponentiation on an elliptic curve, one can easily derive elliptic curve
the well-known public-key schemes of Diffie-Hellman and EIGamal type.

The {
group
facton
Koblit
ellipti
recog
ellipti
publid
baseq
signa

of points of an elliptic curve. This problem is — with currept.knowledge — much ha
zation of integers or the computation of discrete logarithmsZin-a finite field. Indeed, sin
z in 1985 independently suggested the use of elliptic curves-for public-key cryptographic
curve discrete logarithm problem has only been shown(to be solvable in certain specif
hizable, cases. There has been no substantial progress in finding an efficient method fq
curve discrete logarithm problem on arbitrary ellipticreurves. Thus, it is possible for elliptig

systems that make use of the multiplicative group of a finite field. This yields significantly
ures and system parameters.

This part of ISO/IEC 15946 describes ellipticicurve generation techniques useful for implementi
curve| based mechanisms defined n® ISO/IEC 9796-3, ISO/IEC 11770-3, ISO/IEC 14
ISO/IEC 18033-2.

Itis th
techn
signa

e purpose of this part of ISO/IEC 15946 to meet the increasing interest in elliptic curve basg
blogy by describing elliptiC ¢curve generation methods to support key-exchange, key-transp
ures based on an elliptic curve.

ch it forms a

e point group

analogues of

ecurity of such a public-key system depends on the difficulty of determining discrete logarithms in the

rder than the
ce Miller and
systems, the
¢, and easily
r solving the
curve based

-key systems to use much shorter parameters than'the RSA system or the classical disciete logarithm

shorter digital

hg the elliptic
1888-3, and

led public-key
prt and digital
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Information technology — Security techniques —
Cryptographic techniques based on elliptic curves —

Part 5:
Elliptic curve generation

1

[ds)

ISO/I

This
curve
ISO/I

The 9
define
two).

of this

ISO/I
comp

jcope
FC 15946 specifies public-key cryptographic techniques based on elliptic)curves.

bart of ISO/IEC 15946 defines elliptic curve generation techniques/useful for implementi
based mechanisms defined in ISO/IEC 9796-3, ISOAEC 11770-3, ISO/IEC1
FC 18033-2.

cope of this part of ISO/IEC 15946 is restricted to cryptographic techniques based on
d over finite fields of prime power order (including the{special cases of prime order and
The representation of elements of the underlying finite\field (i.e. which basis is used) is outs
part of ISO/IEC 15946.

FC 15946 does not specify the implementation of the techniques it defines. Interoperabilif
ying with ISO/IEC 15946 will not be guaranteed.

2 Normative reference(s)

ng the elliptic
4888-3 and

Blliptic curves
characteristic
de the scope

y of products

e referenced

ps based on

The following referenced documents are indispensable for the application of this document. For dated
refergnces, only the edition citéd applies. For undated references, the latest edition of th

document (including any amendments) applies.

ISO/IEC 15946-1, Information technology — Security techniques — Cryptographic techniqu

ellipti¢ curves — Part 1: General

3 Terms-and definitions

For the-purposes-oithis-documentthefollowing-terms-and-definitions-apph-

31

definition field of an elliptic curve
field that includes all the coefficients of the equation describing an elliptic curve

3.2

elliptic curve

cubic

NOTE

curve without a singular point

1 A definition of a cubic curve is given in [29].
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NOTE 2

The set of points of E under a certain addition law forms an abelian group. In this part of ISO/IEC 15946, we

only deal with finite fields F as the definition field. When we describe the definition field F of an elliptic curve E explicitly, we
denote the curve as E/F.

NOTE 3

A detailed definition of an elliptic curve is given in Clause 4.

[ISO/IEC 15946-1:2008]

3.3
finite field

field containing a finite number of elements

NOTE1 A

NOTE2 Fo
unique up to is

[ISO/IEC 159

3.4

hash-functidn

function whic

for a give
— for a give
[ISO/IEC 101
NOTE 1 Co

NOTE 2 Fol
and ISO/IEC 1

3.5
nearly prime
positive integ

NOTE Th
bounds determ

3.6

efinition of field is given in [29].

[ any positive integer m and a prime p, there exists a finite field containing exactly p™ elements . This
bmorphism and is denoted by F(p™), where p is called the characteristic of F(p™).

46-1:2008]

n maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

n output, it is computationally infeasible to find an input which maps to this output;

18-1]

mputational feasibility depends on the specific security’requirements and environment.

D118-3.
number
er n = m-r, where m is a largepfime number and r is a small smooth integer

e meaning of the terms large”and small prime numbers is dependent on the application, and is ba
ined by the designer.

order of an dlliptic curve E(F)

number of po|

nts on an €lliptic curve E defined over a finite field F

3.7

smooth integer

n input, it is computationally infeasible to find a seconddnput which maps to the same outp{it.

field is

I the purposes of this document, the recommended hash-functions are those defined in ISO/IEC 10118-2

ed on

integer r whoke Ihrimm factors are all small (i e_less than some defined hmmd)

4 Notation and conversion functions

41

Notation

In this part of ISO/IEC 15946, the following notation is used to describe public-key systems based on elliptic

curve technol

B

ogy.

An embedding degree, the smallest B such that #E£(F(g)) | ¢4B-1.
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An elliptic curve, given by an equation of the form Y2 = X3 + aX + b over the field F(p™) for
p>3, by an equation of the form Y2 + XY = X3 + aX2 + b over the field F(2™), or by an
equation of the form ¥2 = X3 + aX2 + b over the field F(3™), together with an extra point O,
referred to as the point at infinity. The elliptic curve is denoted by E/F(p™), E/F(2™), or
E/F(3™), respectively.

NOTE 1 In applications not based on a pairing, E/F(p) or E/F(2™) is preferable from an efficiency

point of view. In applications that use a pairing, E/F(p) or E/F(3™) is preferable from an efficiency point
of view.

The order (or cardinality) of E(F(g)).

4.2

For
ISO/I

BS21IH
BS20
EC20
FE2IP
FE20
12BSH
120SH
12ECH
0S2B
OS2F
OS2E

OS2IH

EP

CPg

Conversion functions

Aprimredivisor of #E(F())-
The number of points on an elliptic curve E over F(q), #E(F(q)).

The cofactor, that is #E(F(q)) = rn.

he purposes of this part of ISO/IEC 15946, the following/ conversion functions| defined in
FC 15946-1:2008, are used.

The bit string to integer conversion primitive

The bit string to octet string conversion primitive

The elliptic curve point to octet string conversion primitive
The finite field element to integer, conversion primitive
The finite field element to.octet string conversion primitive
The integer to bit string'conversion primitive

The integer to actet string conversion primitive

The integer to elliptic curve conversion primitive

The 'octet string to bit string conversion primitive

The octet string to finite field element conversion primitive

The octet string to elliptic curve point conversion primitive

The octet string to integer conversion primitive

5 Framework for elliptic curve generation

5.1 Types of trusted elliptic curve

There are a number of ways in which a user can obtain trust in the provenance of an elliptic curve, including

the following.

— The curve may be obtained from an impartial trusted source (e.g. an international or national standard).

— The curve may be generated and/or verified by a trusted third party.

© ISO/IEC 2009 — All rights reserved 3
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The curve may be generated and/or verified by the user.

5.2 Overview of elliptic curve generation

There are three main ways to generate elliptic curves.

elliptic curve. Such a technique is specified in Clause 6.

Clause 7

field. Sud

6 Verifia

6.1 Const

6.1.1 Cons

The followin|
(pseudo-)ran
that the curvg

NOTE1 Th

It is assumed

lower bo
— acryptog
— thebitle
The following
— v=[log,,
— s=[(v-1

w=v- sl

Generatel an elliptic curve by lifting an elliptic curve over a small finite field to that over a reasonabty

h a technique is specified in Clause 8.

ply Pseudo-Random Elliptic curve generation
ructing Verifiably Pseudo-Random Elliptic Curves (prime case)

ruction algorithm

g algorithm produces a set of elliptic curve parameters over a field F(p) se
fomly from the curves of appropriate order, along with sufficient information for others to
was indeed chosen pseudo-randomly.

b algorithm is consistent with [16].

that the following quantities have been chosen:

ind n,,,, for the order of the base pointt

raphic hash function H with output’length Ly, bits.

ngth L of inputs to H, satisfying L = Ly,g,.

notation is adopted<elow:

b |,

)/LHash J!

Haslt ™ L

Input: a prime NUMBEr p; Tower bound 7,,;, TOr 7, a tral division bound /...

Output: a bit string X; EC parameters a, b, n, and G.

a)
b)
c)

d)

Choose an arbitrary bit string X of bit length L.
Compute i = H (X).
Let W, be the bit string obtained by taking the w rightmost bits of 4.

Convert X to an integer Z = BS2IP(X).

Generate an elliptic curve by applying the order counting algorithms to a (pseudo-)randomly chosen

Generate an elliptic curve by applying the complex multiplication method. Such a technique is specified in

large

ected
verify

© ISO/IEC 2009 — All rights reserved
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For i from 1 to s do:

1) Convert the integer (Z + i) mod 2" to a length-L bit string .X; using I2BSP.

2) Compute W; = H (X;).

Let W be the bit string obtained by the concatenation of W, W, ..., W, as follows:
w=wyl| Wil ... || W,

Convert W to a finite field element ¢ = OS2FEP (BS20SP ()).

c=0g0r4c+27 =0 then go to Step a).

Ghoose finite field elements a, b € F(p) such that b #0-and cb” - &’ = 0.

NOTE|2 The simplest choice is a=c and b=c. However, an implementer may wantyto choose
perforinance reasons.

)

Gompute the order #E(F(p)) of the elliptic curve E over F(p) given by y* =x” ¥ ax + b.

Tlest whether #E(F(p)) is a nearly prime number using the algorithm specified in 6.1.2. If so
tihe algorithm specified in 6.1.2 consists of the integers r, n. If net;xthen go to Step a).

heck E(F(p)) satisfies the MOV-condition specified in B.2:3, that is the smallest integer
ivides ¢” - 1 ensures the desirable security level. If not, then go to Step a).

Q0O

est whether #E(F(p)) # p in order to be secure against the attack specified in B.2.2. If n
tep a).

o -

est whether the prime divisor n satisfies*the condition described in B.2.4 for cryptosyste
CDLP, ECDHP, or BDHP with auxiliary.inputs as in B.1.5. If not, then go to Step a).

m -

Generate a point G on E of order n using the algorithm specified in 6.1.3.

Qutput X, a, b, n, G.

NOTE|3  The necessity of near primality is described in B.2.2.

NOTE|4  Methods to compute the order #E(F(p)) are described in [5], [26] and [29].

6.1.2| Test for Near Primality

Giver] a lower.bound #,,;, and a trial division bound /.., the following procedures test N = #E(|
primality,

differently for

the output of

B such that »

bt, then go to

ms based on

F(p)) for near

Input: POSITiVe INMEGErs N, lnay, and ,m.

Output: if N is nearly prime, output a prime n with n,,, < n and a smooth integer r such that N = rn. If N is not
nearly prime, output the message “not nearly prime”.

a)

b)

Setn=N,r=1.
For [ from 2 to /,,,. do
1) If lis composite then go to Step 3).

2) While (/ divides n)

© ISO/IEC 2009 — All rights reserved
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Setn =n/land r = rl.

If n < n,,;, then output “not nearly prime” and stop.

Test n for primality.
If  is prime then output » and » and stop.

Output “not nearly prime”.

thods to test for primality are described in [3] and [4].

3) Nextl/.
c)
d)
e)
NOTE Mg
6.1.3 Findi

If the order #
point in E(F(q

Input: an ellip

Output: if #E(

a) Generatg
b) SetG=
c) fG=0;
d) SetQ=14
e) IfQ=#0;
f)  Output G.
6.1.4 Verifi

The following

ng a Point of Large Prime Order

(F(q)) of an elliptic curve E is nearly prime, the following algorithm efficiently produces a rg
) whose order is the large prime factor n of #E(F(q)) = rn.

tic curve E over the field F(q), a prime n, and a positive integer » not divisible by ».
F(¢)) = rn, a point G on E of order #; if not, the message “wrong.order.”
a random point P (not Og) on E.
P.
then go to Step a).
G.

then output “wrong order” and stop.

cation of Elliptic Curve Pseudo-Randomness

algorithm determines *whether an elliptic curve over F(p) was generated using the meth

antities Ly, L, v5 5,.and w, and the hash function H, are as in 6.1.1.

ing X of lengthrL, EC parameters g = p, a, b, n, and G = (xg, yg), and a positive integer n,,;,.
or “False”.

h=H (X).

ndom

od of

6.1.1. The qu
Input: a bit st
Output: “Trug’
a) Computg
b)
c)
d)

1)

2)

3)
6

Let I, be the bit string obtained by taking the w rightmost bits of 4.
Convert X to an integer Z = BS2IP(X).

For i from 1 to s do:

Compute Z = Z + i mod 2".

Convert Z mod (2") to a bit string X; = I2BSP(Z).

Compute W, = H (X)).

© ISO/IEC 2009 — All rights reserved
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Let W be the bit string obtained by the concatenation of W, W, ..., W, as follows:
w=woll Will ... |l Wi

Convert W to a finite field element ¢ = OS2FEP (BS20SP (W)).

Verify the following conditions.

— N2 Ny

— nis aprime.

—+ c# 0p

-+ 4c+27 # Op

-+ b#0p

+ b -d =0

-+ G#0Og

+ Y e=x’s+axs+b.
-+ nG=0g

I all the conditions in Step g) hold, then output “True™; otherwise output “False”.

Constructing Verifiably Pseudo-Random Elliptic Curves (binary case)

6.2.1| Construction algorithm

The fpllowing algorithm produces a set)of elliptic curve parameters for a pseudo-random curv
F(2™)|along with sufficient information for others to verify that the curve was indeed chosen pseu

NOTE]|1 The algorithm is consistent with [16].

It is agsumed that the following quantities have been chosen:

Q

field F(2")

4 lower bound n,,, for the order of the base point

Q

cryptographic hash function A with output length Ly, bits

b over a field
jo-randomly.

the bit length L of inputs to H, satisfying L = Ly,g,.

The following notation is adopted below:

s = |—(m - 1)/ LHashJa

W = m - SLyash-

Input: a field F(2™); a lower bound n,,, for »; a trial division bound ..

Output: a bit string X; EC parameters a, b, n, and G.

© ISO/IEC 2009 — All rights reserved
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a) Choose an arbitrary bit string X of bit length L.

b) Compute i = H (X).

c) Let W, be the bit string obtained by taking the w rightmost bits of 4.

d) Convert the length-L bit string X to an integer z using BS2IP.

e) Forifrom 1 to s do:

— Convert the integer (z + i) mod (2%) to a length-L bit string .X; using I2BSP.

— Con
f) Let Wbe
g) Convert
h) Ifb=0g
i) Letabe
differentl

j)  Computg

k) Test whe
the algor

) Check E

pute W, = H (X)).

the bit string obtained by the concatenation of W, W, ..., W, as follows:
w=woll Will ... Il Wi

he length-m bit string 7 to a field element 5 using BS20SP and OS2FEP.

then go to Step a).

an arbitrary element in £(2"). (The simplest choice is a = 0~ 'However, one may want to ¢
y for performance reasons.)

the order #E(F(2™)) of the elliptic curve E over F(2") diven by y* + xy = x* + ax’ + b.

ther #E(F(2™)) is a nearly prime number using the algorithm specified in 6.1.2. If so, the ouf
thm specified in 6.1.2 consists of the integers_r,vz. If not, then go to Step a).

F(2™)) satisfies the MOV-condition specified in B.2.3. If not, then go to Step a).

m) Test whether the prime divisor n satisfies the'condition described in B.2.4 for cryptosystems bas

ECDLP,

ECDHP, or BDHP with auxiliarysinputs as in B.1.5. If not, then go to Step a).

n) Generatg a point G on E of order nusing the algorithm specified in 6.1.3.

o) Output X
NOTE2 Th

NOTE3 Me

6.2.2 Verifi

a, b, n, G.
b necessity of nedr primality is described in B.2.2.

thods of computing the order #E(F(2™)) are described in [5], [26] and [29].

cation of Elliptic Curve Pseudo-Randomness

noose

put of

ed on

The following

qlgnrifhm verifies the \/Qliriih]/ of a set of nllipfir‘ cun/e pqrqmnfnrc In errlii'inn, it deter

mines

whether an elliptic curve over F(2") was generated using the method of 6.2.1.

The quantities Ly, L, s, and w, and the hash function H, are as in 6.2.1.

Input: a bit string X of length L, EC parameters g = 2", a, b, n, and G = (xg, yg), and a positive integer n,,,;,.

Output: “True” or “False”.

a) Compute & = H (X).

b) Let W, be the bit string obtained by taking the w rightmost bits of 4.

c) Convert the bit string X to an integer z via BS2IP.

© ISO/IEC 2009 — All rights reserved
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d)

71

The fpllowing algorithm producesi an elliptic curve E over F(p) with the given number of rational p
NOTE]|1 The algorithm js.based on [11], which is applied to primality proving [4].

Input:{ The definition.fietd F(p) and the number of points N = rn, where n is the largest prime divis
is a cpfactor.

Outpdt: curve-parameters of elliptic curve E with #E(F(p)) = N and base point G

—+ n2n,,

—+ nis aprime.

—+ b#0p

-+ b=V

—+ G#Og

+ Yetxae=rcta’s+h

—+ nG =0

ISO/IEC 15946-5:2009(E)

For i from 1 to s do:

1) Convert the integer (z + i) mod (2°) to a length-L bit string X; via I2BSP.

2) Compute W; = H (X;).

Let W be the bit string obtained by the concatenation of W, W, ..., W, as follows:
W=Wwoll Wil ... || Ws

Convert the length-m bit string W to the field element 5" via BS20SP and OS2FEP.

\ferify the following conditions.

1 all the conditions in Step g) hold, then output.“True”; otherwise output “False”.

Constructing Elliptic Curves by Complex Multiplication

General Construction (prime case)

—

estWhether the prime divisor n satisfies the condition described in B.2.4 for cryptosyste

bints V.

bor of N and r

ms based on

CDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then execute a new input.
Setr=p+1-N.
Choose a pair of integers (D,V) such that 4p - ¥ = DV
Construct the Hilbert class polynomial Pp(X).
Find a solution jy in F(p) of Pp(X) = 0 modulo p.
Choose ¢ € F(p)* and construct an elliptic curve over F(p) with the j-invariant j,.

Epyjore: V° = + (3¢50 1 (1728 - jo))x + 2¢%o 1 (1728 - jo) (if jo # O, 1728).
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- EDajOac: y2 = )C3 tc (Ifj() = OF)

—  Epyjoe V' =X+ ex (if jo = 1728).

g) Construc

h) SetG=r

t a random point G on Ep,jo,. (F(p)) such that G # Oz and -G # Og.

-G.

another c.

If n-G = O, output curve parameters of Ep, o, and the base point G. If n-G # Og, go to Step f) to choose

NOTE2 An

NOTE3 Th

NOTE4 Th

7.2 MNT(d
The following
useful for cry
in A.3 and B.
NOTE 1 De

Input: lower 2
for size of D.

Output: primg

Choose a small positive integer D < D,,,. such that D' = 3 (mod 8) and go to Step c).

palrorintegers (U, V) such that 4p - l: = UV.y Cdin De used 1n siep C).
e definition of the Diophantine equation used in Step c) is given in A.5.

b definition of the Hilbert class polynomial Pj(X) is given in A.2.

urve (Miyaji-Nakabayashi-Takano curve)

algorithm produces an elliptic curve E over F(p) with the embedding degree B =6, wh
ptosystems based on a bilinear pairing. The pairing and the embedding degree are des
P2, respectively.

tailed information is given in [20].

nd upper bound (odd integer) p,.., and p,... for the definition field (in bits) and upper boun

p, curve parameters of elliptic curve E/F(p), the*order n = #E(F(p)), and basepoint G.

does not exist, then stop and output“fail”.

air of integers (7,U) with the-smallest U > 0 that satisfies 7° - 3DU* = +1 using the con
Igorithm.

ir of integers (x, y) that.satisfies x* - 3Dy* = -8 and
0 <x < 2UN(2D).2N(2/D) < y < 2TN(2/D),

algorithm.of Lagrange. If not, go to Step a).

ich is
cribed

inued

a)
b) Ifsuch D
c) Findap
fraction ¢
d) Find a p4g
using the
e) i=0.
f) Find a pa
1)
2)
3)
4)
10

H £ H L AV £o11
MU pIntics (P, 77) as TUNUWS.

Compute integers x; and y; such that x; + yN(3D) = (x + yN(3D)) (T + UN(3D))..

If x;= 1(mod 6), then s = (x;- 1)/6 and p = 45* - 1;

else if x;=-1(mod 6), then s = (x; + 1)/6 and p = 4s5° - 1;

else,i=i+1and go to Step 1).

If p < poin, theni =i+ 1 and go to Step 1).

If p > p.a then go to Step a).

© ISO/IEC 2009 — All rights reserved
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) Ifpis prime, then n; = 4s* + 2s + 1 and n, = 4s* - 2s + 1;
— else,i=i+1andgoto Step 1).
) If n, or n, prime, then n = n, or n = n,, respectively and go to Step g);

— else,i=i+1andgoto Step 1).

g) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based on
ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to Step a).

£ 12, which is

r) Pma: for the

h) GonstructtheHitbert-ctasspotynomiatrro-
i)  Hind a solution jy in F(p) of Pp(X) = 0 modulo p.
j)  ¢hoose ¢ € F(p)* and construct an elliptic curve over F(p) with the j-invariant j,.
—+  Epyoe: ¥ =X + (3P0 1 (1728 - jo)x + 2c%o 1 (1728 - jo) (if jo # OF, 1728).
—+  Epjor: ¥ =2+ ¢ (if jo = 0p).
4 Epjoe VP =X+ ex (if jo = 1728).
k) CGonstruct a random point G on Ep, .. (F(p)), not equal to the-point at infinity Og.
) W nG=0goutputp, E, n, and G.
m) EJse, go to Step h) to choose another ¢ € F(p)*.
NOTE|2  The definition of the Hilbert class polynomiial P,(X) is given in A.2.
NOTE|3  The continued fraction algorithm in.Step c) is given in A.3 and [23].
NOTE|4  The algorithm of Lagrange in Step d) is given in A.4, [18] and [21].
NOTE|5 A technique for speeding.up a protocol based on a bilinear pairing is described in [6].
7.3 (BN curve (BarretosNaehrig curve)
The fpllowing algorithm/’ produces an elliptic curve E over F(p) with the embedding degree B {
usefu| for cryptosystems based on bilinear pairings. The embedding degree is described in B.2.2
NOTE|1 Detailed information is given in [6].
:jn;?ut.: .therapproximate desired size m of the curve order (in bits) and upper bound (odd intege
efinitiefi-fietd

Output: prime p, curve parameters of elliptic curve E/F(p), the order n = #E(F(p)), and basepoint G.

a) LetP(u)=36u"+36u’+24u° + 6u + 1.

b) Compute the smallest u ~ 2™ such that[log, P(-u)]= m.

c) While p < pja

1

) =61+ 1.

2) p=P-u)andn=p+1-t

© IS0/

IEC 2009 — All rights reserved
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d)

e)

f)

3) If p and n are prime then go to Step e).

4) p=Pu)andn=p+1-t.

5) If p and n are prime, then go to Step e).

6) u=u+1andgoto Step 1).

Stop and output “fail”.

Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based on

ECDLP,

b=0.

If b+ 1ig not represented by b + 1 =y02 modulo p for an integer y,, then b = 5 + 1 and go.to'Step g).

Setane

liptic curve E: y2 =x°+b.

Computd a square root y, = V(b + 1) modulo p.

Set the Hasepoint G = (1, ) € E.

If n-G # A, then set b= b + 1 and go to Step g).

Output p

E n, and G.

NOTE 2 A technique for speeding up a protocol based on a bilinear.pairing is described in [6].

74 Fcu

e (Freeman curve)

The following algorithm produces an elliptic curve.Eyover F(p) with embedding degree B = 10, which is
for cryptosys

ms based on a bilinear pairing. The*embedding degree is described in B.2.2.

NOTE 1 Dettailed information is given in [13}:

Input: lower gnd upper bound p,,;, and p,,... for the size of the definition field (in bits) and upper bound Dj
size of D.

Output: primg p, curve parametérs of elliptic curve E/F(p), the order n = #E(F(p)), and basepoint G.

a)

b)

c)

d)
e)

f)

9)

12

Choose

to Step g).

h small poesitive integer D < D,,,. such that D =43 or 67 (mod 120) and 15D is square-free g

If such I de€s not exist, then stop and output “fail”.

Liseful

ax TOF

nd go

Find a pair of integers (7,U) with the smallest U > 0 that satisfies 7> - 15DU” = %1 using the continued
fraction algorithm.

Letd = T- UN(15D).

Letg=d"if I"- 15DU* = -1, and let g = d otherwise.

Find a pair of integers (x, y) that satisfies x* - 15Dy> = -20 and 0 < x < 10UN(3D), 2V1/(3D) < y < 2TN1/(3D)
using the algorithm of Lagrange.

For the solution (x, y) in Step f).

© ISO/IEC 2009 — All rights reserved
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1) Ifx =5 (mod 15), then:
— Lets=(-5tx)/15.
— Letp =25s"+255° + 255> + 105 + 3.
— Letn=255"+25 + 155" + 55 + 1.
2) Else, go to Step f) to the next (x, y).

3) Ifp>p,... goto Step f) to use the next (x, y).

4) Else if p < p,.,, then go to Step 6).

5) If p and n are primes, go to Step h).

6) Find a pair of integers (x’, y’) such that x” + y 15D = (x + yW15D)-g.
7) Letx=x"andy=y’ and return to Step 1).

h) Tlest whether the prime divisor n satisfies the condition describedNh/B.2.4 for cryptosystems based on
HCDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not{ then go to Step a).

i)  Qonstruct the Hilbert class polynomial Pp(X).

j)  Hind a solution j, in F(p) of Pp(X) = 0 modulo p.

k) (Qhoose ¢ € F(p)* and construct an elliptic curve £ ‘over F(p) with j-invariant ji:
—+ Epjoe iV =+ (3% 1 (1728 - jo))x + 260 (1728 - jo) (if jo # Op, 1728).

=+ Epjor VP =X+ ¢ (if jo = 0p).

=+ Epjor yP =X+ ex (if jo = 1728):

[)  Qonstruct a random point G on Ep,,.(F(p)), not equal to the point at infinity Og.
m) I »n-G= Og, output p, E;-nyand G.

n) Hise, go to Step k)to choose another ¢ € F(p)*.

NOTE|2  Therdefinition of the Hilbert class polynomial Py(X) in Step i) is given in A.2.

NOTE|3 , ( The continued fraction algorithm in Step c) is given in A.3 and [23].

EL4 Tl 1 ahl ol — £\ : H A4 T[40 LE0d4]
NOTI: = e aigurmrmrOrLayraligc nr olcy 1715 JIveiT it A5, [ TOo] dallu [2 T].

NOTE 5 A technique to speed up a protocol based on a bilinear pairing is described in [6].

7.5 CP curve (Cocks-Pinch curve)

The following algorithm produces an elliptic curve E over F(p) with arbitrary embedding degree B, which is
useful for cryptosystems based on a bilinear pairing. The embedding degree is described in B.2.2.

NOTE 1 Detailed information is given in [7].

Input: a positive integer B and a set R of prime numbers n (n-1 is divisible by B).

© ISO/IEC 2009 — All rights reserved 13
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Output: prime p, curve parameters of elliptic curve E/F(p), the order n-r = #£(F(p)), and basepoint G.
a) Choose a small square-free positive integer D and » in R such that -D is a square modulo ».

1) Find a B-th root of unity z in F(r)\{0, 1}.

2) f=z+1

3) ' =(-2)/N(-D) (mod n)

4) Lettbe an integer such that ¢ is equal to # modulo », and let y be an integer such that y is equal to '
modtHe-

NOTE 2 ¢=|fand y =y’ are permitted.
5) p=("+DV)/4
6) If p ip not prime, then go to Step a).

b) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems baspd on
ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go toStep a).

c) Construdt the Hilbert class polynomial Pp(X).
d) Find a sqlution j, in F(p) of Pp(X) = 0 modulo p.
e) Choose ¢ € F(p)* and construct an elliptic curve over F(p) with the j-invariant j,.
—  Epyoe: V' =X+ (3c%io | (1728 - jo))x + 2¢%o 1 (1728 - jo)if jo # Of, 1728).
—  Ep,jole: y2 =x +c (if jo = OF).
Epjle: ¥* =X + ex (if jo = 1728).
f) Setacofactorr=(p+1-1)/n.
g) Construgt a random point G on Ep,:.(F(p)) such that G # O and -G # O.
h) SetG=G.
i) Ifn-G= (g, output n, G..and the elliptic curve E.

j)  Else, go fo Step-e).to choose another ¢ € F(p)*.

NOTE 3  Thg. definition of the Hilbert class polynomial Pp(X) in Step c) is given in A.2.

NOTE 4 A technique for speeding up a protocol based on a bilinear pairing is described in [6].

8 Constructing Elliptic Curves by Lifting
The following algorithm produces an elliptic curve E over F(p™) by lifting an elliptic curve E over F(p).
NOTE The algorithm is based on [29].

Input: small finite field F(p), elliptic curve E over F(p), lower and upper bound N,,;, and N, for the order of
elliptic curve (in bits).

14 © ISO/IEC 2009 — All rights reserved
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Output: extension degree m, order N,, = #E(F(p™)), basepoint G, and order n of G.

a) Count the order of N = #E(F(p)), which is easily executed since F(p) is small.

b) Sets=p+1-N and compute algebraic integers a and 3 that satisfyr=a+Bandp=af.
c) Setm=1.

d) Find a triple of (m, N,, n) as follows:

1) Compute N, =p" +1—(a™ + ") and g = p", which is an integer.

) IfN, <N, thenm=m+1and go to Step 1).
3) If N, > N,..then stop and output “fail”.

4) Test whether N,, is a nearly prime number using the algorithm specified in'6.1.2. If so,|the output of
6.1.2 consists of the integers » and ». If not, then m = m + 1 and go to Step)1).

5) Check whether E(F(q)) satisfies the MOV-condition specified in B.2,3, that is the smallest integer B
such that » divides ¢ ® — 1 ensures the desirable security level, If not, then m =m 4 1 and go to
Step 1).

e) (enerate a point G on E(F(q)) of order n using the algorithm ‘specified in 6.1.3.

—
R
o

utput an extension degree m, the order N, = #E(F(q));"a‘basepoint G and the order n.

© ISO/IEC 2009 — All rights reserved 15
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Annex A
(informative)

Background information on elliptic curves

iant

Let F(g) be a
Weierstrass ¢

=X+
where the ing
j=1728
Let F(2™), for
Y+ XY H
where b # 0.
j=1/b.
Let F(3™), for
Y=X+
such that a, b

j=-alb.

A.2 Hilber

The construg
O(N-D). In th
O(N-D), whic
the minimum
fact that the
modulo p is u

aX + b with a, b € F(q),

Ua)/(4a® + 27b%).

some m > 1, be a finite field. Let E be an elliptic curve over F(2")-given by the equation

finite field with ¢ = p™, where prime p > 3. Let E be an elliptic curve over F(q) given by the
quation,

quality 44> + 27b* # 0 holds in F(g). Then the j-invariant is defined as

X +aX+bwitha, be FQ")

Then the j-invariant is defined as

some m > 1, be a finite field. Let E be an elliptic curve over F(3™) given by the equation
aX* + b with a, b € F(3")

#0x. Then the j-invariant is defined as

t class polynomial

tion of elliptictcurves by complex multiplication uses the theory of imaginary quadratic
e case of theimaginary quadratic field Q(V-D), the Hilbert class field X is the extension f
h is the dnramified abelian extension of O(V-D). The Hilbert class polynomial P,(X) is defin
polyndmmial of K over O(V-D). In the construction of elliptic curves by complex multiplicatio
-invariants of elliptic curves E/F(p) are given as a solution of a Hilbert class polynomial

short

fields
eld of
ed by
n, the

Pp(X)

ed

NOTE 1

NOTE2 On

These facts are described in [7] and [10].

line databases of Hilbert class polynomials are available in [17].

A.3 Cryptographic pairing

A cryptographic pairing e, satisfies the conditions of non-degeneracy, bilinearity, and computability. A pairing
e, is defined over < G, > x < G, > as follows,

en:<Gl>X<G2>_>lum

16

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=ac1d2eff7148320ee5962c357807aee6

ISO/IEC 15946-5:2009(E)

where < G, > and < G, > are the cyclic groups of order n and 4, is the cyclic group of the n-th roots of unity. A
pairing e, is realized by restricting the domain of the Weil or Tate pairings.

A4

Pell Equation

The Pell equation is of the form

T? —dUP = #1,

where d is a fixed integer. In the construction of elliptic curves by complex multiplication, the Pell equation with

a pos
using

forks1,2,....

NOTE] These facts are described in [24].

A.5

In the construction of elliptic curves by complex multiplication, the Diophantine equation x* — d),

Here
this e
with t

NOTE|

1+ UNd = (T + UpNd)*

TiVE INteger d that IS Not a periect square Is used. Then all positive iInteger solutions of (1,U
the least positive solution (7;,U,) with the smallest U, > 0 as follows:

The Diophantine equation x* —dy* = n

i is an integer and d is a positive integer that is not a_perfect square. The number of intege
nuation is zero or infinite. All positive solutions (x, y)sate given by using the least positive s
ne smallest U, > 0 of the related Pell equation of 2. ~dU* = 1.

Details are described in [24].

are given by

¥ = 1 is used.
r solutions of
plution (7, U)

© ISO/IEC 2009 — All rights reserved
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Annex B
(informative)

Background information on elliptic curve cryptosystems

B.1 Definition of cryptographic problems

B.1.1 The ¢

For an elliptiq

discrete logafithm problem (with respect to the base point G) is to find the integer x € [0, n-1}.such that }

if suchanxe

The security
logarithm pro

B.1.2 The ¢

For an ellipti

computationgl elliptic curve Diffie-Hellman problem is to compute ab

The security
elliptic curve

B.1.3 The ¢

For an ellipti
decisional ell

The security
curve Diffie-H

B.1.4 The K

The bilinear [

bilinear maps.

For

lliptic curve discrete logarithm problem (ECDLP)
curve E/F(q), the base point G € E(F(g)) with order n, and a point Pc E(F(q)), the elliptic
Xists.

of elliptic curve cryptosystems is based on the believed hardness of the elliptic curve di
blem.

omputational elliptic curve Diffie-Hellman problem (ECDHP)

C curve E/F(q), the base point G € E(F(gq)) with order G and points aG, bG € E(F(q

of some elliptic curve cryptosystems is based on the believed hardness of the computs
Diffie-Hellman problem.

ecisional elliptic curve Diffie-Hellman problem (ECDDHP)

C curve E/F(g), the base point G €\E(F(q)) with order n, and points aG, bG, Y € E(F(q
ptic curve Diffie-Hellman problem(is to decide whether Y = abG or not.

ellman problem.

ilinear Diffie-Hellman problem (BDHP)

Diffie-Hellman-problems are described in two ways according to the corresponding cryptog

WO groups < G;> and < G,> with order n, a cryptographic bilinear map e, : < G;>x< G,>— 4

curve
xG

screte

), the

tional

), the

bf some elliptic curve cryptosystems is based on the believed hardness of the decisional ¢lliptic

aphic

’ aGla

bG,

= £G7>, and aG,, ¢G, € < G,>, the bilinear Diffie-Hellman problem is to compute ¢,(G;, G,)"}.

abc

For a group < G,> with order n, a cryptographic bilinear map ¢, : < G;>x< G;> — u,, and aG, bG, cG,
€ < G,>, the bilinear Diffie-Hellman problem is to compute ¢,(G,, G,)

The security of some elliptic curve cryptosystems is based on the believed hardness of the elliptic curve

bilinear Diffie-

Hellman problem.

B.1.5 The elliptic curve discrete logarithm problem with auxiliary inputs (ECDLP with
auxiliary inputs)

The security of some cryptosystems is based on the elliptic curve discrete logarithm problem with auxiliary
inputs. Some of them are as follows (the notation follows from the original definitions of the problems in B.1.1,

B.1.2, and B.

18

1.4).
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ECDLP with additional inputs x’G, X°G, ..., x**G
ECDHP with additional inputs &’G, &’G, ..., d*G

BDHP with additional inputs ¢°G,, ’Gy, ..., a"G,

Algorithms to determine discrete logarithms on elliptic curves

Security of ECDLP

The {
base

This
meet

set to
the P

B.2.2

The f

(¢ Ml |

Unlikg the situationof-the discrete logarithm in the multiplicative group of some finite field there

“‘inde

e.g. the Weil deseent attack, the GHS attack, etc. See Chapter 22 of [5].

NOTE
while

ecurity of ECDLP depends on the selection of elliptic curves E/F(g) and the size n of the
boint G. The size of n should be 160 bits or more to achieve the desired level of security.

bection gives the overviews of algorithms to solve ECDLP. The elliptic curve E/F(g) shall
the defined security objectives against the following algorithms to solve ECDLB. The siz¢

meet the defined security objectives against the baby-step-giant-step algarithm and vario
bllard p algorithm.

Overview of algorithms
bllowing techniques are available to determine discrete logarithms on an elliptic curve:

he Pohlig-Silver-Hellman algorithm. This is a “divide-and-conquer” method which reduce
pgarithm problem for an elliptic curve E defined over F(q) to the discrete logarithm
ubgroups of prime order dividing # E (F(q)).

he baby-step-giant-step algorithm and various ‘variants of the Pollard-p algorithm.

1 The various variants of the Pollard-p algorithm are described in [29].

[he algorithm of Frey-Ruck and the ‘Menezes-Okamoto-Vanstone algorithm which both
iscrete logarithm problem in a cyeglic subgroup of E with prime order n to the smallest €
Igorithm runs under weaker.€onditions than the algorithm published by Menezes-Okamoto-
lliptic curve E defined-over F(p™) in the case #E (F(p™)) = p".

-calculus” ayvailable in the case of elliptic curves. As for attacks using covering for special ty

2 , (The Pohlig-Silver-Hellman and baby-step-giant-step algorithms work generally on all kinds o
heFrey-Rick, the Menezes-Okamoto-Vanstone, Araki-Satoh, Smart, and Semaev algorithms work

order of the

be chosen to
of n shall be
s variants of

5 the discrete
in the cyclic

ransform the
xtension field

(%) of F(g) such that n divides  (¢° - 1), where B is called the embedding degree. The Frey-Riick

\Vanstone.

[he algorithm of Araki-Satoh, Smart and Semaev which solves the discrete logarithm pfoblem for an

is no known
pe of covers,

elliptic curves
only on curves

with bpcu;a: plupsi't;ca.

B.2.3 The MOV-condition

Let n be as defined in the set of elliptic curve domain parameters, where n is a prime divisor of #E(F(q)) and ¢
is a power of a prime p. 4 value B is given as the smallest integer such that » divides p® - 1. As mentioned
above, the Frey-Rick and Menezes-Okamoto-Vanstone algorithms reduce the discrete logarithm problem in
an elliptic curve over F(q) to the discrete logarithm in the finite field F(»p”) for some B = 1. By using the attack,
the difficulty of the discrete logarithm problem in an elliptic curve E/F(q) is related to the discrete logarithm
problem in a finite field F(p”). The subfield-adjusted MOV-condition describes the degree B that ensures the
security level of the discrete logarithm problem in an elliptic curve by the discrete logarithm problem in finite
field. For some applications based on the Weil and Tate pairing, a reasonably small value of B such as 6 or
more is preferable.
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NOTE Information on the degree B is described in [15].

B.2.4 The condition of prime divisor n

For some cryptosystems based on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5, the prime
divisor n should satisfy the following conditions: there is no divisor d of n - 1 such that (log n)2 <d < n" and
there is no divisor e of n + 1 such that (log ) < e < . The divisors d and e are possibly composite.

NOTE Detailed information on d and ¢ is given in [8].

20 © ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=ac1d2eff7148320ee5962c357807aee6

Annex C

(informative)

Numerical examples

ISO/IEC 15946-5:2009(E)

C.1 Numerical examples of Verifiably Pseudo-Random Elliptic Curves

C.1.1 Introduction
Refer|to [12] for this Clause. The parameters are chosen from a seed using SHA-1.
C.1.2 Elliptic curve over a prime field (192 bits)
p fEEfEffff fEffffff fEffffff f£ffffffe fEFFfFfff
Equdtion of £ N
a fEFEffff fEEFffFF\MfEffffff fffffffe fEFffFfff
b 64210519 e59€80e7 0fa7e9ab 72243049 feb8deeg¢
(seedl) X 3045ae6f c8422f64 ed579528 d38120e4
(compressed) G 03 188da80e b03090f6 7cbf20eb 43218800 f4fflOafd
(uncpmpressed) G 04-188da80e b03090f6 7cbf20eb 43a18800 f4fflOafdl

07192b95 ffc8da78 63101led 6b24cdd5 73f977al
n fEEEEEEEf £EE£f££f£ff fEfffffff 99def836 146bcObl
(cofgctor) r
C.1.3 Elliptic curve over a prime field (224 bits)
p

fEEEffff fEEFFFFf £EEE£EEF 00000000 00000000
a

fEFfEffff fEffffff fffffffe ffffffff fEffffff
b

0c04b3ab £5413256 5044b0b7 d7bfd8ba 270b3943
(seed) X db713447 99d5c7fc dc45cb59f a3b9%ab8f

© ISO/IEC 2009 — All rights reserved

ffffffff
7192 564
3
X +ax+b
fffffffc
cl46b9bl
el2196d5
82ff1012

82ff1012
1e794811

b4d22831

fEffffff
00000001

2224_296+1

i i i i o o o
fffffffe

b4050a85
2355ffb4

6a948bcb
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(compressed) G 02 b70e0cbd
6bbdbf7f 321390b9 4a03cld3 56c¢21122 343280d6 115cld21l

(uncompressed) G 04 b70e0cbd 6bbdbf7f
321390b9 4a03cld3 56c¢21122 343280d6 115cld21 bd376388
b5£723fb 4c22dfe6 cd4375a0 5a074764 44458199 85007e34

N fEEffEFEE
fEEEfFFff £EFFEFFFf £fff16a2 e0b8f03e 13dd2945 5c5c2a3d

(cofactor) 1

C.1.4 Elliptic curve over a prime field (256 bits)

P fEfE£EFF 00000001
00000000 00000000 00000000 ffffffff fELfIEFTEL FLLFFFFE

224231y +219240% |

A fEEE££EFE 00000001
00000000 00000000 00000000 fRffffff ffffffff ffffffffc

B 5ac635d8 aa3aPl3e7
b3ebbdb5 769886bc 651dQ@6b0 cc53b0f6 3bce3c3e 27d204b

(seed) X c49d3608 86€70493 6a6678el 139d26b7 819f[/e90

03 6bl7d1f2 el2cpy247
f8bcebeb 63a440f2 77037d81 2deb33al0 £4al13945 d898296

(compresseq

Q

(uncompresged) G 04 6b17d1f2 el2c4247 f8bcebe5 63a4f0f2
77037d81 2deb33a0 f4al13945 d898c296 4fel342e2 fela[/f9%b
8ee7ebda 7c0f9el6 2bce3357 6b31l5ece cbb64068 37bfplfs

N ffff££££f 00000000
ffffffff ffffffff bcebfaad a7179e84 f3b9cac2 fc63pR551

(cofactor) r 1

C.1.5 Elliptic curve over a prime field (384 bits)

P i i i i i i i O s s O i i s s D i i i i i i A i s s i i i i i i i 1 i
fEffffff fffffffe £L££f££££ff 00000000 00000000 fEffffFfff

2384_2128_296+232_1

A i i i i i i O s s O i i s s D i i i i i i A i s s s i i e s s s i i i
fEffffff fffffffe £L££f££E££ff 00000000 00000000 fffffffc

B b3312fa7 e23ee7e4 988e056b e3£82d19 181d9cbe fe814112
0314088f 5013875a c656398d 8a2edl9d 2a85c8ed d3ec2aef

(seed) X a335926a a319a27a 1d00896a 6773a482 7acdac73
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(compressed) G 03 aa87ca22 be8b0537 8eblc7le £320ad74 6eld3b62 8ba79b98
59f741e0 82542a38 5502£25d bf55296¢c 3a545e38 72760ab7

(uncompressed) G 04 aa87ca22 be8b0537 8eblc7le £320ad74 6eld3b62 8ba79b98
59f741e0 82542a38 5502£f25d bf55296c 3a545e38 72760ab7
3617deda 96262c6f 5d9e98bf 9292dc29 £8f41dbd 289ald’c
e9da3113 b5f0b8c0 0a60blce 1d7e819d 7a431d7c 90eale5f

n fEffffff fEfEffff fEEEffff fEFFfEff fEFFFEFf fEFFEEFF
c7634d81 £4372ddf 581lal0db2 48bl0a77a ececl96a ccc52973

(cofactor)« 1

C.1.4 Elliptic curve over a prime field (521 bits)

p 01ff ffffffff ffffffEf "fffffffy ff££f££££f
fEfffffff ffffffff ffffffff fEEfFELLEf fEff£ffff fEEf££££~E
fEfffffff ffffffff ffffffff fffEffff ffffffff fEff££f££~£

2521_1

a 01ff fffLEfff ffffffff fffffffy fEf££f£f£f£ff
fEffffff ffffffff fEEFfffff fEfffffff ffffffff fEff£f£f£££
fEffffff fEfffff&/ £fEE£££f fEE££££Ff fE££££fff fffffffc

b 0051 953eb961 8elc9alf 929a2lad b68540ee
a2da725b 99b315f3 b8b48991 8efl09el 56193951 ec7e937b
1652c0bd 3bblbf07 3573df88 3d2c34fl ef451fd4 6b503£00

(seed) X d09e8800 291cb853 96cc6717 393284aalaldab64ba

(compressed) G 0200c6 858e06b7 0404e9cd 9e3ecb6 2395b442
9c648139 053fb521 £f828af60 6b4d3dba aldbSe7f efe75928
feldcl27 a2ffaB8de 3348b3cl 856a429b f97e7e3]l c2e5bd66

(uncompressed) G 04 00c6858e 06b70404 e9cd9e3le
cb662395 b4429c64 8139053f b521£828 af606b4dl 3dbaaldb
5e77efe7 5928feld cl27a2ff a8de3348 b3cl8564 429bf97e
7e31lc2e5 bd660118 39296a78 9a3bc004 5c8a5fb4 2c7d1lbd9
98f54449 579b4468 17afbdl7 273e662c 97ee7299 5ef4d2640
c550b901 3fad0761 353c7086 a272c240 88be947¢ 9fdl6650

n OLff fEffffff fEEfFfffff fEEFfEfff fEEEEEEE
fEffffff fEfEffff fEEfffff fffffffa 51868783 bf2f966b
FEeebd48—£700a560-3bb5e0b3—890cdtoe—bbefb/1E 91386409

(cofactor) r 1

C.2 Numerical examples of MNT curve

C.2.1 Introduction

The examples of Miyaji-Nakabayashi-Takano (MNT) curve in this Clause are given in [22].
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C.2.2 Elliptic curve over a prime field (160 bits)

p 8c72d321 ed8aaldl 9b22f914 cbd3cll2 b76d7aeb
a 8c72d321 ed8aaldl 9b22f914 cbd3cll2 b76d7ae2
b 299ce219 b7b01348 £c2b5007 bb6ableel 005676f7
(compressed) G 03

00000000 00000000 0OOOOOOOO 00000000 00000002

(uncompressged) G 04
00000000 00000000 00000000 00000000 Q0000002
0be8f0d3 623edada cedc2fac a5416796)002£1d07

n 8c72d321 e48aaldl 9b23b6b2 e4a85a07 3822640f

(cofactor) r 1

C.2.3 Elliptic curve over a prime field (256 bits)

p £6529c2a 42426332
bld5054e 2f7b68aa ee7ef£918 74ddl40c 6919%9af9b 719ed905

a £6529c2a 424a)6332
b1ld5054e 2f7b68aa '¢ec7ef918 74dd140c 6919af9%b 719ed902

b 6974468 efddff266
ae3ddbdl f£97¢497c 1d5452d1 b074a6c¢c0 6a25d4e5 819cdlc

(compressed) G 02 00000000 0000[000
00000000 00000000 00000000 0O0OOOOOOO 00000000 00000003
(uncompresged) G 04 00000000 00000000 0OOOOOOOO OOOOPOOO
00000000 00000000 00000000 00000003 693d7af8 c4a2p£f8d
eb56ed77f £569661c 4dcd2227 aacl7b09 edbdb0b7 03b9[/8ce
n £f6529c2a 424a332
b1d5054e 2f7b68ab e99c585a 8419ae9f bd5c620e 5S5efbpbc3
(cofactor) r 1

C.3 Numerical examples of BN curve

C.3.1 Summary

All of the following examples are chosen so that p is the largest prime satisfying p =3 (mod 4) and p = 4 (mod 9)
for the largest parameter u with minimum Hamming weight, allowing the extension field F(p®) to be
represented as F(p)[i]/(i* + 1) and the extension field F(p*") to be represented as F(p?)[z]/(z" - v) for m =2, 3, 6
and v = 1 + i. Computation of square (or cube) roots needed for point and/or pairing compression is also
simplified in both F(p) and F(p?). Furthermore, the curve equation has the form E: y* = x’ + 3 with the obvious
basepoint G = (1, 2), and the sextic twist £’/F(p?) of the form E’: y> = x> + 3y contains a subgroup of order n
and cofactor 4 = 2p - n, with basepoint G’ = hG,” where G’ is a point with x-coordinate x,” = 1. Finally, the
isomorphism : E’/F(p*) — E/F(p'?) takes the form wy(x’, y’) = (x*’v'Z*, y’v'2%), with z® = v. These properties
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